
WO 2016/032602 PCT/US2015i036717 

- 24 -
8 The apparatus of claim 7, wherein the processor is further configured to 

execute programmed instructions stored in the memory further comprising providing a sending 

device session content v,'eb page to the sending device, the session content ,veb page configured 

to, when executed by the sending device, generate and send a request for a sending device 

5 synchronization ,veb page, the request for the sending device synchronization ,veb page 

including the synchronization identifier. 

9 The apparatus of claim 7, wherein the processor is further configured to 

execute programmed instructions stored in the memory further comprising providing a sending 

10 device synchronization web page to the sending device, the sending device synchronization web 

page configured to, when executed by the sending device, send the request to establish the first 

web socket connection and the one or more cookies and redirect URL over the first web socket 

connection. 

15 lO. l11e apparatus of claim 9, wherein the processor is further configured to 

execute programmed instructions stored in the memory further comprising providing a receiving 

device synchronization web page to the receiving device, the receiving device synchronization 

,veb page configured to, when executed by the receiving device, generate the request to establish 

the second -vveb socket connection, receive the one or more cookies and the redirect URL, and 

20 redirect a web browser of the receiving device based on the redirect URL. 

11. l11e apparatus of claim 10, wherein the sending device synchronization 

web page and the receiving device ,veb page are the same synchronization web page and the 

synchronization web page is configured to, when executed by the sending device or the receiving 

25 device, determine a behavior based on whether another cookie including the synchronization 

identifier is included in a request for the synchronization web page or a response including the 

synchronization web page. 

12. l11e apparatus of claim 7, wherein the receiving device session content 

30 web page is a same version of the sending device session content web page or a different version 

of the sending device session content web page adapted for a type of the receiving device and 

served from a different location than sending device session content web page. 
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l3. A non-transitory computer readable medium having stored thereon 

instmctions for synchronizing web sessions comprising machine executable code which ,vhen 

executed by a processor, causes the processor to pe1form steps comprising: 

receiving a request to establish a first web socket connection with a 

5 sending device, the request to establish the first web socket connection, and establishing the first 

web socket connection in response to the request to establish the first web socket connection: 

receiving a request to establish a second web socket connection from a 

receiving device, the request to establish the second web socket connection including the 

synchronization identifier, establishing the second web socket connection in response to the 

10 request to establish the second web socket connection, and notifying the sending device \Vhen the 

second web socket connection is established; 

15 

20 

receiving one or more cookies including session information and a redirect 

uniform resource locator (URL) from the sending device in response to the notification and over 

the first web socket connection; and 

forwarding the one or more cookies and the redirect URL to the receiving 

device over the second web socket connection, wherein the redirect URL is associated with a 

web page that, when executed by the receiving device, is configured to comprise the session 

information. 

14. 111e medium of claim 13, wherein the machine executable code when 

executed by the processor further causes the processor to perform steps further comprising 

providing a sending device session content web page to the sending device, the session content 

web page configured to, when executed by the sending device, generate and send a request for a 

sending device synchronization web page, the request for the sending device synchronization 

25 web page including the synchronization identifier. 

15. 111e medium of claim 13, wherein the machine executable code when 

executed by the processor further causes the processor to perform steps further comprising 

providing a sending device synchronization web page to the sending device, the sending device 

30 synchronization web page configured to, when executed by the sending device, send the request 

to establish the first web socket connection and the one or more cookies and redirect URL over 

the first web socket connection. 
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16. The medium of claim 15. wherein the machine executable code vvhen 

executed by the processor further causes the processor to perfonn steps further comprising 

providing a receiving device synchronization web page to the receiving device, the receiving 

device synchronization web page configured to, when executed by the receiving device, generate 

5 the request to establish the second web socket connection, receive the one or more cookies and 

the redirect URL, and redirect a web browser of the receiving device based on the redirect URL. 

17. l11e medium of claim 16, ·wherein the sending device synchronization web 

page and the receiving device web page are the same synchronization web page and the 

10 synchronization web page is configured to, when executed by the sending device or the receiving 

device, determine a behavior based on whether a cookie including the synchronization identifier 

is included in a request for the synchronization web page or a response including the 

synchronization web page. 

15 18. l11e medium of claim 13, wherein the receiving device session content 

web page is a same version of the sending device session content web page or a different version 

of the sending device session content web page adapted for a type of the receiving device and 

served from a different location than sending device session content web page. 
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METHODS .FOR F'ACIUTATING RILFERENCES IN A CHAT CONTEXT AND 

DEVICES THEREG_F 

FIELD 

[0001] TI1is technology generally relates to web-based chat contexts and, more 

5 particularly, to methods, non-transitory computer readable media, and apparatuses that facilitate 

the inclusion of references in chat panels. 

BACKGROUND 

[0002] Increasingly, web developers are providing chat functionality in \vebsites via chat 

contexts that include chat panels that are displayed to a user as embedded within a web page or 

10 via a pop-up window, for example. A chat panel can allow interaction and communication 

between the user and a representative of the website host. Accordingly, such functionality is 

paiticularly useful for websites providing user support, although many other types of websites 

also implement chat contexts. In chat contexts, the speed of an exchange is often critical to an 

effective experience for users and, accordingly, it is preferable that messages are simple and 

15 short. 

[0003] As one example, in a commercial website context, sales representatives may use 

chat panels to communicate with potential customers to answer questions regarding products or 

services in order to facilitate and increase sales. In this example, a sales representative may want 

to refer a prospective customer to content hosted on other poitions of the website, such as 

20 product catalog content relating to products that might satisfy desired criteria communicated by 

the prospective customer. 

[0004] In order to refer the prospective customer to the content, the sales representative 

may copy and paste Uniform Resource Locators (URLs) as hyperlinks. Hmvever, URLs are 

often very long and inconvenient for use in a chat context. \Vhile available services can process 

25 a URL and replace the URL with a relatively short link, the process is cumbersome and would 

still result in numerous hyperlinks and a relatively long message \vhen the content is located at a 

number ofURLs (e.g., corresponding to a number of different products). Additionally, upon 

selecting any of the hyperlinks, the prospective customer may be taken to a different web page in 

a nevv tab or window, which is inconvenient and does not allow the customer to preview 

30 products prior to navigating to a different web page associated \vith one of the products. 

Accordingly, there is currently no way for the representative of a website host to identify items 
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and provide preview content associated with the items to the prospective customer in an efficient 

and effective manner in a chat context. 

SUMMARY 

[0005] A method for facilitating references in a chat context includes receiving by a chat 

5 management server apparatus a search request via a search panel provided in response to a user 

interaction v,'ith a chat panel. A token including a special character is generated by the chat 

management server apparatus based on search text in the search request or a unique identifier for 

one of a plurality of items identified based on a search performed using the search text. The 

token is provided by the chat management server apparatus to a source of the search request for 

10 inclusion in the chat pa.nel as a hyperlink. A preview panel request including the token is 

received by the chat management server apparatus in response to a user interaction with the 

hyperlink. Content for the items or for the one item is retrieved by the chat management server 

apparatus based on the special character included in the token. The content is provided by the 

chat management server apparatus to a source of the previevv panel request 

15 [0006] A non-transitory computer readable medium having stored thereon instructions 

for facilitating references in a chat context comprising executable code which when executed by 

a processor, causes the processor to pe1form steps including receiving a search request via a 

search panel provided in response to a user interaction v,'ith a chat panel. A token including a 

special character is generated based on search text in the search request or a unique identifier for 

20 one of a p!w-ality of items identified based on a search performed using the search text. The 

token is provided to a source of the search request for inclusion in the chat panel as a hyperlink. 

A preview panel request including the token is received in response to a user interaction with the 

hyperlink. Content for the items or for the one item is retrieved based on the special character 

included in the token. The content is provided to a source of the previev,' pa.nel request. 

[0007] A chat management server apparatus including a processor and a memory coupled 

to the processor which is configured to be capable of executing prograrnmed instructions 

comprising and stored in the memory to receive a search request via a search panel provided in 

response to a user interaction with a chat panel. A token including a special character is 

generated based on search text in the search request or a unique identifier for one of a plurality of 

30 items identified based on a search performed using the search text The token is provided to a 

source of the search request for inclusion in the chat panel as a hyperlink. A preview panel 

request including the token is received in response to a user interaction with the hyperlink. 
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Content for the items or for the one item is retrieved based on the special character included in 

the token. The content is provided to a source ofthe preview panel request. 

[0008] This technology provides a number of advantages including methods, non-

transitory computer readable media, and apparatuses that more effectively facilitate references in 

5 a chat context. With this technology, website host representatives can identify content 

responsive to a search request from a user and communicate a reference to the content using a 

relatively shmi token. The token includes a special character and is introduced to a chat panel as 

a hyperlink. Upon selection of the hyperlink, the content is retrieved based on the token and 

included special character, and a preview panel is display to the user that includes the content. 

[0009] Accordingly, using the tokens, the size of the cornmunicated reference(s) can be 

reduced, particularly when multiple lJRLs vvould otherwise have been required to communicate 

references to content associated with multiple items responsive to a search request. Additionally, 

the user does not have to navigate away from the current web page to see the content. Moreover, 

the tokens can be reused, advantageously allovving the host representative to respond relatively 

15 quickly to certain search requests matching previously searched criteria. 

BRIEF DESCRJPTlON OF THE DR.A WINGS 

[0010] FIG. 1 is a block diagram of a network environment w-hich incorporates an 

exemplary chat management server apparatus; 

[0011] FIG. 2 is a flowchart of an exemplary method of generating an item previevv panel 

20 based on a token; 

[0012] FIG. 3 is an exemplary product web page with an exemplary chat panel link; 

[0013] FIG. 4 is an exemplary host chat panel with a search request button; 

[0014] FIG. 5 is an exemplary search panel for receiving search text; 

[0015] FIG. 6 is an exemplary search result panel displaying content for a plurality of 

25 selectable items identified based on search text; 

[0016] FIG. 7 is the exemplary chat panel of FIG. 4 with an item set link corresponding 

to a search token; 
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[0017] FIG. 8 is a flowchart of an exemplary method of generating a token for inclusion 

in a customer chat panel as a reference to item content; 

[0018] FIG. 9 is an exemplary customer chat panel with the item set link and an 

exemplary multi-item preview panel with a navigational structure; and 

5 [0019] FIG. 10 is the exemplary chat panel of FIG. 9 with an item link and an exemplary 

single item preview panel. 

DETAILED IlESCRlPTION 

[0020] An exemplary network environment 10 is illustrated in FIG. las including an 

exemplary chat management server apparatus 12. In this exan1ple, the chat management server 

l 0 apparatus 12 is coupled to a host representative device 14 by a local area network (LAN) 16 and 

a client device l 8 by the LAN 16 and a wide area network (WAN) 20, although other types and 

numbers of devices, components, and elements in other topologies could be used. This 

technology provides a number of advantages including methods, non-transitory computer 

readable media, and apparatuses that more efficiently and effectively facilitate identifying and 

15 providing references to content matching user search criteria in a chat context. 

[0021] In this example, the chat management server apparatus 12 includes a processor 

22, a memory 24, and an interface device 26, which are coupled together by a bus 2 8 or other 

communication link, although other numbers and types of components, parts, devices, systems, 

and elements in other configurations and locations can be used. TI1e processor 22 of the chat 

20 management server apparatus 12 may execute one or more stored programmed instmctions for 

one or more aspects of this technology as described and illustrated by way of the embodiments 

herein, although the processor 22 could execute other numbers and types of programmed 

instructions. 

[0022] TI1e memory 24 of the chat management server apparatus 12 stores these 

25 programmed instructions for one or more aspects of this technology, as described and illustrated 

herein, although some or all of the programmed instructions could be stored and/or executed 

elsewhere. The memory 24 of the chat management server apparatus 12 may include one or 

more tangible storage media and/or devices, such as RAl\ii, ROM, flash memory, hard disk 

drive(s), solid state memory, or any other memory storage types or devices, including 

30 combinations thereof: which are known to those of ordinary skill in the art. 
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[0023] In this example, the memory 24 of the chat management server apparatus 12 

includes an item content catalog 30, a search web service 32, a previe'.v web service 34, and an 

optional encoded token database 36, although the memory 24 can include other types and 

numbers of systems, devices, and elements in other configurations. Additionally, while the item 

5 content catalog 30, search web service 32, preview web service 34, and encoded token database 

36 are illustrated in this example as being stored in the memory 24 ofthe chat management 

server apparatus 12, one or more of the item content catalog 30, search ,veb service 32, preview 

web service 34, or encoded token database 36 could be stored elsevvhere, including on another 

network device not shovvn in the network environment 10. 

10 

15 

[0024] The item content catalog 30 in this example includes content for items, which can 

represent products or services, for example. The content can include a unique identifier for the 

item and information regarding the item including a description of the item, an item price, item 

options (e.g., colors), and/or any pictures or graphics associated with the item, for example, 

although any other type of content can also be stored in the item content catalog. 

[0025] The search web service 32 in this example is configured to receive a request 

including search criteria and to identify matching item(s) in the item content catalog. 111e 

criteria can include search text, for example, ,vhen associated with a request to generate a search 

panel or a search token, for example, when associated with a request to generate a preview paneL 

as described and illustrated in more detail later. In response to the request, the search web 

20 service 32 retrieves at least a portion of the content (e.g., as used to present a preview of the item 

to a user) for each of the identified item(s) from the item content catalog 30 and generates and 

returns a i-IyperText Markup Language (HTIVfL) fragrnent including the content, as described 

and illustrated in more detail later. 

[0026] TI1e preview web service 34 in this example is configw-ed to receive a request to 

25 generate a preview panel that includes an item token. In response to the request, the preview 

vveb service 34 retrieves at least a portion of the content associated ·with an item identified based 

on the item token from the item content catalog 3 0 and generates and returns an HTML fragment 

including the content, as described and illustrated in more detail later. 

[0027] Tiw optional encoded token database 36 in this example stores encoded token 

30 values as associated with actual values. The actual values can be search text in the case of an 

encoded search token value or a lmique item identifier in the case of an encoded item token 

value. As described and illustrated in more detail later, tokens can advantageously be encoded 
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with this technology to facilitate the inclusion of references in a chat panel that are even shorter 

than search text or item identifiers, for exan1ple. 

[0028] The interface device 26 in the chat management server apparatus 12 is used to 

operatively couple and communicate between the chat management server apparatus 12 and the 

5 client device 18 via LAN 16 and WAN 20 and the host representative device 14 via the LAN 16, 

although other types and numbers of communication networks or systems with other types and 

numbers of connections and configurations to other devices and elements can also be used. The 

LAN 16 and WAN 20 can use TCP/IP over Ethernet and industry-standard protocols, including 

NFS, CIFS, SOAP, XML, LDAP, and SNMP, for example, although other types and nurnbers of 

10 communication networks can also beused. 

[0029] The client device 18 in this exan1ple enables a user to request receive and interact 

v.-ith services and content hosted by the chat management server apparatus 12 via the LAN 16 

and WAN 20, although the client device 18 could access content and utilize other types and 

numbers of content or applications from other sources and could provide a wide variety of other 

15 functions for a user. By vvay of example only, the client device i6 can be a mobile computing 

device, smart phone, personal digital assistant, or computer, for example. 

[0030] TI1e client device i 8 includes a processor 38, a memory 40, an interface device 

42, an input device 43, and a display device 44 v,-hich are coupled together by a bus 45 or other 

cornmunication link, although the client device J8 can include other numbers and types of 

20 components, parts, devices, systems, and elements in other configurations. The processor 38 in 

the client device 18 executes a prograrn of stored instmctions for one or rnore aspects of the 

present invention as described and illustrated herein, although the processor 38 could execute 

other numbers and types of programmed instructions. 

[0031] 111e memory 40 in the client device 18 stores these programmed instmctions for 

25 one or more aspects of the present invention as described and illustrated herein, although some or 

all of the programmed instrnctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a RAM, ROM, hard disk diive(s), solid state 

storage device(s), and/or other storage device which is read from and/or ,vritten to by a magnetic, 

optical, or other reading and/or writing system that is coupled to processor 3 8 can he used for the 

30 memory 40 in the client device 18. in this example, the client device 18 is configured to access 

web services and web content through a web browser 46 stored in the memory 40. The web 

browser 46 in this example is configured to process programmed instructions (e.g., JavaScript 
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code) to render chat panels and preview panels, as well as provide other functionality, as 

described and illustrated in more detail later. 

[0032] The interface device 42 in the client device 18 is used to operatively couple and 

communicate between the client device 18 and the chat management server apparatus 12 via the 

5 LAN 16 and the WAN 20, although other types and nwnbers of communication netvvorks with 

other types and numbers of connections and configurations can be used. 

[0033] The input device 43 in the client device i8 can be used to input selections, such as 

a request for a chat or previe'.v panel, as well as messages to be exchanged \Vith the user ofthe 

host representative device 14, although the input device 43 could be used to input other types of 

10 data and interact ·with other elements. The input device 43 can include keypads, touch screens, 

and/or vocal input processing systems, although other types and numbers of input devices can 

also be used. 

[0034] The display device 44 in the client device 18 can he used to shm,v data and 

information to a user, such as the requested chat or preview panel, although the display device 44 

15 could he used to display other types of data and interact with other elements. The display device 

44 can be television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a 

monitor for example, although other types and numbers of displays could be used depending on 

the particular type of client device 18. 

[0035] The host representative device l4 includes a processor 48, a memory 50, an 

20 interface device 52, an input device 53, and a display device 54, which are coupled together by a 

bus 55 or other communication link, although the host representative device 14 can include other 

numbers and types of components, parts, devices, systems, and elements in other configurations. 

The processor 48 in the host representative device 14 executes a program of stored instructions 

for one or more aspects of the present invention as described and illustrated herein, although the 

25 processor 4 8 could execute other nwnbers and types of programmed instructions. 

[0036] TI1e memory 50 in the host representative device 14 stores these programmed 

instructions for one or more aspects ofthe present invention as described and illustrated herein, 

although some or all ofthe programmed instructions could be stored and/or executed elsewhere. 

A variety of different types of memory storage devices, such as a RAM, ROM, hard disk 

30 drive(s), solid state storage device(s), and/or other storage device which is read from and/or 
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vvritten to by a magnetic, optical, or other reading and/or writing system that is coupled to 

processor 3 8 can be used for the memory 40 in the host representative device 14. 

[0037] In this example, the host representative device 14 is operated by a representative 

of a host of the website associated with the item content, although the host representative device 

5 14 could be operated by other users, in order to engage in a chat with a user of the client device 

18. Accordingly, the memory 50 in this example includes a \veb browser 56 through which the 

user of the host representative device can access web services and web content. The web 

browser 56 in this example is configured to process programmed instmctions (e.g., JavaScript 

code) to render chat panels, search panels, and search result panels, as well as provide other 

10 functionality, as described and illustrated in more detail later. 

15 

[0038] The interface device 52 in the host representative device 14 is used to operatively 

couple and communicate between the host representative device 14 and the chat management 

server apparatus 12 via the LAN 16, although other types and numbers of communication 

networks with other types and numbers of connections and configurations can be used. 

[0039] The input device 53 in the host representative device 18 can be used to input 

selections, such as a request for a search paneL as well as messages to be exchanged with the 

user of the client device 18, although the input device 53 could be used to input other types of 

data and interact with other elements. The input device 53 can include keypads, touch screens, 

and/or vocal input processing systems, although other types and numbers of input devices can 

20 also be used. 

[0040] TI1e display device 54 in the host representative device l 8 can be used to show 

data and information to a user, such as the requested search panel, although the display device 54 

could be used to display other types of data and interact vvith other elements. The display device 

54 can be television screen, a mobile phone screen display, a laptop screen, a tablet screen, or a 

25 monitor for example, although other types and numbers of displays could be used depending on 

the particular type of host representative device l 8. 

[00411 Although embodiments of the chat management server apparatus 12. host 

representative device 14, and client device 18 are described and illustrated herein, each of these 

devices can be implemented on any suitable computer system or computing device. It is to be 

30 understood that the devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardvvare and softyvare used to implement the 
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embodiments are possible, as will be appreciated by those skilled in the relevant art(s) 

Furthemwre, each of the systems of the embodiments may be conveniently implemented using 

one or more general purpose computer systems, microprocessors, digital signal processors, and 

micro-controllers, programmed according to the teachings of the embodiments, as described and 

5 illustrated herein, and as will be appreciated by those ordinary skill in the art. 

[0042] In addition, tvvo or more computing systems or devices can be substituted for any 

one of the devices in any embodiment. Accordingly, principles and advantages of distributed 

processing, such as redundancy and replication also can be implemented, as desired, to increase 

the robustness and perfrmnance of the devices and systems of the embodiments. The 

10 embodiments may also be implemented on computer system(s) that extend across any suitable 

network using any suitable interface mechanisms and communications technologies, including 

by way of example only telecommunications in any suitable fom1 (e.g., voice and modem), 

wireless communications media, wireless communications netvvorks, cellular communications 

networks, G-3 communications networks, Public Switched Telephone Network (PSTNs), Packet 

15 Data Networks (PDNs), the Internet, intranets, and combinations thereof. 

[0043] The examples may also be embodied as a non-transitory computer readable 

medium having instrnctions stored thereon for one or more aspects of the present technology as 

described and illustrated by way of the examples herein, as described herein, which when 

executed by a processor, cause the processor to carry out the steps necessary to implement the 

20 methods of the examples, as described and illustrated herein. 

[0044] An exemplary method fi.)r facilitating references in a chat context will now be 

described with reference to FIGS. 1-10. Referring specifically to FIG. 2, an exemplary method 

of generating a token for inclusion in a chat panel as a reference to item content will now be 

described. In this example, in step 200, the chat management server apparatus 12 provides chat 

25 panel definitions in response to a request received from the client device 18. Referring more 

specifically to FIG. 3, an exemplary product web page 300 \vith an exemplary chat panel link 

302 is illustrated. ln this example, a user of the client device 18 use the input/display device 43 

to select the chat panel link 302 thereby initiating a chat session and requesting a customer chat 

panel from the chat management server apparatus 12, although the chat session can be initiated 

30 in other manners. 

[0045] In response, the chat management server apparatus 12 sends a definition of a 

customer chat panel to the client device 18 and a host chat panel to the host representative device 
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i 4. The definitions can define the chat panels using HTML, for example, which, when 

interpreted by the web bro\vsers 46 and 56 cause the client device 18 and host representative 

device 14 to display the customer and host chat panels, respectively, in a pop-up window or an 

overlay, for example, although any other type of display for the chat panels can also be used. 

5 The chat panels facilitate communication of messages between the users of the client device 18 

and host representative device 14. 

[0046] Referring more specifically to FIG. 4, an exemplary host chat panel 400 is 

illustrated. In this example, a definition of the host chat panel 400 is provided by the chat 

management server 12 to the host representative device 14 in response to receiving an initiation 

10 of the chat session in step 200 from the client device 18. The definition sent by the chat 

management server 12 to the client device 18 in step 200 can define a customer chat panel 

similar to the host chat panel 400 hut ,vithout the search request button 402, for example, 

although the chat panels can be sirnilar or different in other ways and other methods of 

distributing and generating the chat panels can also be used. An exemplary customer chat p,mel 

15 will be described and illustrated in more detail later with reference to FIGS. 9-10. 

[0047] In this example, the user of the client device 18 is a prospective customer of the 

host of the product web page 300 that is looking for assistance completing an outfit prior to 

purchasing, although the web page 300 can be any other type of web page and the user of the 

client device 14 can be any other type of user. Accordingly, the customer user of the client 

20 device 18 initiates the chat session in order to communicate ·with a representative ofihe host of 

the website, that is currently using the host representative device 14, to obtain the requested 

assistance in an efficient manner. 

[0048] Referring back to FIG. 2, in step 202, the chat management server apparatus 12 

determines when a search request has been received from the host representative device 14. The 

25 search request can be for content that a user of the host representative device 14 would like to 

refer the custorner to in order to attempt to assist the custorner and facilitate a purchase, for 

example. If the chat management server apparatus l2. detem1ines that a search request has not 

been received, then the No branch is taken back to step 202 and the chat management server 

apparatus 12 effectively waits for a search request to be received. 

30 [0049] Referring back to FIG. 4, the search request button 402 of the host chat panel 400 

can be used to initiate a search request, although any other type of interface for initiating a search 

request can also he used. In this example, the customer user of the client device 18 is looking for 

SUBSTITUTE SHEET (RULE 26) 

ACCESSIBE LTD EXHIBIT 1004 
Page 624 of 2149



WO 2016/057092 PCT/US2015i036956 

- 11 -
white shoes to pair \vith a specified dress. Accordingly, the host representative using the 

input/display device 53 of the host representative device 14 begins to type a message in an input 

field 404, having the text "No problem, here is a set of options for you:" in this example. Next, 

the host representative using the input/display device 53 of the host representative device 14 

5 selects the search request button 402 in order to initiate a search for items responsive to the 

customer's request. 

[0050] Referring back to step 202 of FIG. 2, upon selection of the search request button 

402, or if the chat management server apparatus 12 otherwise determines that a search request 

has been received, then the Yes branch is taken to step 204. In step 204, the chat management 

10 server apparatus 12 generates, and provides to the host representative device 14, a definition of a 

search panel, receives search text, and retrieves item content based on the search text. The 

definition can define a search panel using HTML, for example, which, when interpreted by the 

web browser 56 can cause the host representative device 14 to display a search panel in a pop-up 

windmv or an overlay, for example, although the search panel can be displayed in other manners. 

15 The search panel is configured to receive search text, and optionally other search criteria, from 

the host representative using the host representative device 14. 

[0051] Referring more specifically to FIG. 5, an exemplary search panel 500 for 

receiving search text via a text input box 502 is illustrated, although in other examples the search 

panel 500 can include inputs for other search criteria. In this example, the search text "faith 

20 court shoes white" is input by the host representative using the input/display device 53 of the 

host representative device 14. Upon selection of a search button 504 by the host representative, 

the search criteria are sent to the chat management server apparatus 12. In this example, the 

search criteria, including the search text, is sent to the search web service 32 of the chat 

management sen1er apparatus 12, which is configured to process the criteria as described and 

25 illustrated in more detail later. Other methods of receiving search criteria can also be used. 

[0052] In response to receiving the search text, the search web service 32 of the chat 

management server apparatus 12 identifies and retrieves item content responsive to the request in 

step 204. The item content can be retrieved from the item content catalog 30, which in this 

example includes content associated with a plurality of items for sale by the website host, 

30 although any other type of content associated with any other type of item can also be used. The 

content can include an item description, an item depiction, an item price, or any other 

information associated with each of the items. Optionally, the content includes at least 
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information suitable to provide the customer with a preview of the item to allow the customer to 

decide whether to learn more about the item in order to make a purchasing decision. 

[0053] In step 206, the search web service 32 of the chat management server apparatus 

12 generates and provides to the host representative device 14 a definition of a search result 

5 panel based on the item content retrieved in step 204. In this example, the item content can 

include a picture, a short description, and a price of various white faith court shoes identified 

based on the search text. Accordingly, the definition includes one or more HTML fragments for 

the identified item(s) that includes the content and is configured to generate a search result panel 

including the content when rendered by the web browser 56 of the host representative device l4. 

[0054] Referring more specifically to FIG. 6, an exemplary search result panel 600 

displaying content for a plurality of selectable items identified based on the search text is 

illustrated. In this example, the search result panel 600 includes item content 602(1) and 60 l (2) 

for two items ("white heeled court shoes" and "patent heeled court shoes") satisfying the search 

criteria received in step 204. Any number of items can be identified and included in the search 

15 result panel 600 and the search results can be displayed by the web browser 56 of the host 

representative device 14 in other manners. 

[0055] Referring back to FIG. 2, in step 208, the chat management server 12 receives a 

selection from the host representative using the host representative device 14 of one or more of 

the item(s) forvvhich content 602(1) and 601(2) was identified and retrieved in step 204, and 

20 provided to the host representative device 14 in step 206. The selected item(s) are those item(s) 

responsive to the customer's request and for which the host representative would like to 

specifically refer the customer to in order to assist the customer in making a purchasing decision 

in this example. 

[0056] Referring back to FIG. 6, in this example, the content 602(]) and 602(2) for each 

25 item is associated with a select button 604(1) and 604(2), respectively. Additionally, the search 

result panel 600 includes a select all button 606. Upon selection of one of the buttons 604(1 ), 

604(2), or 606 by the host representative using the input/display device 53 of the host 

representative device 14, an indication of the selection is sent to the chat management server 

apparatus 12. Accordingly, the definition of the search result panel 600 sent to the host 

30 representaJive device 14 in step 206 of FIG. 2 is configured to facilitate the selection of items, 

although other methods of facilitating the selection ofitem(s) can also be used. 
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[0057] In step 2 l 0, the chat management server apparatus 12 generates, and optionally 

encodes, a search or an item token. In this example, the tokens are prefixed by a first special 

character (e.g., "@") or a second special character (e.g., "#") according to whether the token is a 

search token or an item token, respectively, although the first or second special character can be 

5 included in the tokens in any location. TI1e token is a search token if all of the items for which 

content is displayed in the search panel 600 are selected by the host representative using the host 

representative device 14 (e.g., by selecting the select all button 606). Additionally, the token is 

an item token if fewer than all of the items or which content is displayed in the search panel 600 

are selected (e.g., using one or more of the select buttons 604(1) or 604(2)). 

10 [0058] In this example, if the host representative using the host representative device 14 

selects the select all button 606, an exemplary token including the first special character and the 

search text could be "(iyfaith_court_shoes_white". By including the search text, the host 

representative can advantageously reuse this token in subsequent chat sessions as it \Vill be 

relatively easy to remember. For example, the host representative can reuse the token with other 

15 prospective customers the host representative would like to refer to the same content, as 

described and illustrated in more deta.il later. 

[0059] In another example, as described and illustrated in more detail later with reference 

to FJG. 10, if the host representative using the host representative device 14 selected only one of 

the items for which content was displayed on the search panel 600, an exemplary token including 

20 the second special character and a unique item identifier could be '#361 1369". Accordingly, in 

this example, the "361 1369" portion of the token corresponds to a unique identifier for the one 

selected item, as stored as associated with the content for the item in the content catalog 30. 

[0060] -However, in yet another example, the chat management server apparatus 12 can 

encode the token in order to reduce the size instead of merely using the search text or the unique 

25 item identifier for the portion of the token not including the special character. Accordingly, the 

chat management server apparatus 12 can decide to encode the token based on vvhether the 

number of characters in the search text or unique item identifier exceeds a threshold, for 

example, although the decision of whether to encode a token can be based on any other criteria. 

Additionally, the chat management server apparatus 12 can be configured to encode all or none 

30 of the tokens as a default setting. 

[0061] If the chat management server apparatus 12 determines in step 210 that the search 

token in this example should be encoded, an exemplary encoded search token could be 
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"@42ad42", although any other encoding can be used. The chat management server apparatus 

12 can replace the "faith_ court_ shoes_ white" search text in the token by encoding the search text 

to generate an output of "42ad42". Any type of encoding function or formula can be used. 

Optionally, the output of the encoding can be limited to a certain number of characters in order to 

5 optimize the benefit of using an encoded token in place of a token including search text or an 

item identifier. Additionally, if the chat management server apparatus 12 detennines in step 210 

that the token should be encoded, then the chat management server apparatus 12 in this example 

stores at least the encoded portion of the search token as associated with the search criteria (e.g., 

the search text) in the encoded token database 36 so that the encoded token can subsequently be 

10 decoded, as described and illustrated in more detail later with reference to step 804 of FlG. 8. 

[0062] Referring back to FIG. 2, in step 212, the chat management server apparatus i2 

provides the search or item token to the host representative device l 4. Referring more 

specifically to FIG. 7, the exemplary host chat panel 400 is illustrated \vith an item set link 702 

corresponding to the search token "@42ad42", which is an encoded search token in this 

15 example. Accordingly, upon receipt by the host representative device 14 of the search token, the 

host chat panel 400 inserts the search token text into the input field 404. 

[0063] Upon the host representative selecting the send button 700, using the input/display 

device 53 of the host representative device 14, the input text including the search token is sent to 

the chat management server i4. which routes the text to the customer chat panel currently 

20 rendered on the client device 18 using an established connection. Upon display of the input text 

in the host chat panel 400, as vvell as the customer chat panel currently rendered on the client 

device l 8, the search token becomes the item set link 702. 

[0064] Accordingly, the definition of the chat panel 400 sent to the host representative 

device 14 is configured to insert a token returned in step 212 into the input field 404 and render 

25 the token as a hyperlink (the i tern set link 702 in this example) used as described and illustrated 

in more deta,il with reference to FIG. 8. Optionally, at least the customer chat panel is 

configured, based on its definition, to render any text sent from a host representative in a chat 

session that includes the first or second special character as an item set link or an item link, 

respectively. 

30 [0065] Referring more specifically to FIG. 8, an exemplary method of generating an item 

preview· panel based on a token will now be described. In step 800 in this exan1ple, the chat 

management server apparatus 12 receives a request from the client device 18 for a preview panel. 
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l11e request includes a token and is sent in response to a selection by the customer, using the 

input/display device 43 of the client device 18, of a hyperlink including the token that ,vas 

rendered in the customer chat panel. The hyperlink can be rendered in the customer chat panel 

subsequent to the host representative submitting a message including the token. The token can 

5 be manually entered by the host representative or provided by the chat management server 

apparatus 12, as described and illustrated earlier with reference to step 212. 

[0066] In step 802, the chat management server apparatus i2 detem1ines when the token 

included in the request fi.)r the preview panel received in step 800 is encoded. In order to 

detennine vvhether the token is decoded, the chat management server apparatus 12 can compare 

10 the token to entries of the encoded token database 36 to detem1ine where there is a match in this 

example, although other methods of detem1ining whether the token is encoded can also be used. 

If the chat management server apparatus 12 detem1ines that the token is encoded, then the Yes 

branch is taken to step 804. 

[0067] In step 804, the chat management server apparatus 12 decodes the token. In order 

15 to decode the token in this example, the chat management server apparatus 12. retrieves the actual 

value of the p01tion of the token not including the special character from the matching entry of 

the encoded token database 36. l11e actual value could have been stored in the encoded token 

database 36 as described and illustrated in more detail earlier with reference to step 210 of FIG. 

2. Accordingly, in this example, the chat management server 12 can obtain the 

20 "faith __ .court __ .shoes __ vvhite" actual value by decoding the "42ad42" encoded token value. Other 

methods of encoding or decoding the tokens, including using a reversible encoding function that 

does not require a database look-up, can also be used. Subsequent to decoding the token, or if 

the chat management server apparatus 12 detem1ines in step 802 that the token is not encoded 

and the No branch is taken, the chat management server apparatus 12 proceeds to step 806. 

[0068] In step 806, the chat management server apparatus 12 retrieves item content based 

on the token. In order to retrieve the item content, in this example, the chat management server 

apparatus l2. first determines whether the token is a search or an item token based on vvhether the 

token includes the first or second special character. If the chat management server apparatus 12 

detem1ines that the token is a search token, then the portion of the token not including the first 

30 special character, or the decoded actual value in examples in which step 804 is performed, is 

processed by the search web service 34. Accordingly, the search web service 32 searches the 

item content catalog 30, as described and illustrated earlier \vith reference to step 206 of FIG. 2, 

using the token value as the search text in order to identify and retrieve responsive item content 
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[0069] However, if the chat management server apparatus 12 determines that the token is 

an item token, then the portion of the token not including the first special character, or the 

decoded actual value in examples in vvhich step 804 is performed, is processed by the preview 

web service 34. Accordingly, the preview web service 34 searches the item content catalog 30 

5 using the token value to identify and retrieve content for an item having a unique item identifier 

matching the token value. 

[0070] In step 808, the chat management server apparatus 12 provides a preview panel 

definition, including HTML fragment(s) including the content retrieved in step 806, to the client 

device 18 in response to the request for the previev,/ panel received in step 800. The preview 

10 panel definition is configured to, when rendered, cause the web browser 46 of the client device 

18 to generate a preview panel that includes the item content. "foe preview panel can be 

generated a pop-up vvindow, an overlay, or any other type of display that does not require 

navigation by the \veb brmvser 46 away from the customer chat panel Additionally, the preview 

panel can be a multi-item preview· panel with a navigation structure or a single item preview 

15 panel based on whether the token, received with the request for the preview panel in step 800, is 

a search token or an item token, respectively. 

[0071 J Optionally, at least a portion of the content displayed by the preview panel is, or 

another portion of the preview panel includes, a link that is selectable by the customer using the 

client device 18 in order to allow the customer to navigate to a different web page associated 

20 with the item that provides additional content. Also optionally, at least a portion of the content 

displayed by the preview panel is, or another portion of the preview panel includes, a link that is 

selectable by the customer using the client device 18 in order to allow the customer to navigate 

to fill item purchase web page or add the item to a shopping cart, for example. Other types of 

links and other content can also be provided in the preview panel. 

[0072] Referring more specifically to FIG. 9, an exemplary customer chat panel 900 with 

the item set link 702 corresponding to the encoded search token "@42ad42" and an exemplary 

multi-item preview panel 902 are illustrated. ln this example, the multi-item preview panel 902 

is generated, based on the definition provided in step 808, subsequent to the customer selecting 

the item set link 702 using the input/display device of the client device l 8. The multi-item 

30 preview panel 902 includes the content 602( 1) for one of the items that the host representative 

selected to be referred to the customer in this exan1ple. 
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[0073] Additionally, the multi-item preview panel 902 includes a navigation strncture, 

w-hich in this example includes a next button 904, which facilitates navigation between content 

associated with a plurality of items, including at least the content 602(2) of another of the items 

that the host representative selected to be referred to the customer in this example. Other types of 

5 navigational structures can also be used. 

[0074] Referring more specifically to FIG. 10. the exemplary customer chat panel 900 of 

FlG. 9 with an item link 1000 and an exemplary single item preview panel 1002 are illustrated. 

In this example, the item link 1000 corresponds to an item token "#361 1369" which includes a 

unique item identifier "361 1369" for a single item selected by the host representative in an 

10 iteration of steps 202-212 ofFJG. 2 perforrned prior to the example iteration described and 

illustrated in detail earlier. T11e item preview panel 1002 includes content 1004 for a navy 

colored shoe item that the customer in this example is not interested in. Instead, the customer 

indicated to the host representative a preference for a white shoe and the host representative 

submitted the request received in step 202 in the example iteration described and illustrated 

15 earlier in order to identify items responsive to the customer's preference. 

[0075] Accordingly, with this technology, representatives of website hosts can more 

easily and effectively refer website users to preview content for items in a chat context. TI1e 

references can be sent using tokens which are generally, or can be encoded to be, shorter than 

URLs associated with web pages corresponding to the items. Additionally, host representatives 

20 can refer users to preview content for item(s) by reusing tokens thereby facilitating relatively 

quick responsiveness. Moreover, items identified by a host representative can advantageously be 

displayed by a user in a preview panel without requiring the user to navigate away from the chat 

panel or the current web page and thereby significantly improving the functioning of the user's 

client device. 

[0076] i-faving thus described the basic concept of the invention, it will be rather apparent 

to those skilled in the ait that the foregoing detailed disclosure is intended to be presented by 

way of example only, and is not limiting. Various alterations, improvements, and modifications 

will occur and are intended to those skilled in the art, though not expressly stated herein. These 

alterations, improvements, and modifications are intended to be suggested hereby, and are within 

30 the spirit and scope of the invention. Additionally, the recited order of processing elements or 

sequences, or the use of numbers, letters, or other designations therefore, is not intended to limit 

the claimed processes to any order except as may be specified in the claims. Accordingly, the 

invention is limited only by the following claims and equivalents thereto. 
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CLAIMS 
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1. A method fix facilitating references in a chat context the method 

5 compnsmg: 

receiving, by a chat management server apparatus, a search request via a 

search panel provided in response to a user interaction with a chat panel: 

generating, by the chat management server apparatus, a token including a 

special character and generated based on search text in the search request or a unique identifier 

l O for one of a plurality of items identified based on a search performed using the search text; 

providing, by the chat management server apparatus, the token to a source 

of the search request for inclusion in the chat panel as a hyper link: 

receiving, by the chat management server apparatus, a preview panel 

request in response to a user interaction with the hyperlink, the preview panel request including 

15 the token: 

20 

25 

30 

retrieving, by the chat management server apparatus, content for the items 

or for the one item based on the special character included in the token; and 

providing, by the chat management server apparatus, the content to a 

source of the preview panel request. 

2. The method as set forth in claim l, further comprising, prior to generating 

the token: 

retrieving, by the chat management server apparatus, the content for the 

items based on the search text: 

providing, by the chat management server apparatus, the content for the 

items to the source ofihe search request for inclusion in a search result panel; and 

receiving, by the chat management server apparatus, a selection of one or 

more of the items from the source of the search request. 

3. The method as set forth in claim 2, wherein the selection is of all of the 

items and the generating further comprises generating a search token comprising a first special 

character and the request for the preview pa.nel includes the search token. 

4. Tiie method as set forth in claim 2, wherein the selection is of one or more 
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of the items, the generating further comprises generating an item token for each of the one or 

more items, each item token comprises a second special character, and the request for the 

preview panel includes at least one of the item tokens. 

5. The method as set forth in claim 3, wherein the search token includes at 

least one or more terms included in the search text. 

6. The method as set forth in claim l. wherein: 

the generating further comprises encoding the search text or the unique 

1 O identifier and storing the encoded search text or the encoded unique identifier in an encoded 

token database as associated with the corresponding search text or unique identifier, wherein the 

token is generated based on the encoded search text or the encoded unique identifier; and 

15 

20 

the retrieving further comprises decoding the token comprising comparing 

the token to the encoded token database to retrieve the search text or unique identifier. 

7. Tiie method as set forth in claim 1. wherein the retrieving further 

compnses: 

detem1ining when the token included in the preview panel request is a 

search token based on a match of a specified character of the token with a first special character; 

perfonning a search of an item content catalog using the search text, as 

determined based on the token included in the previev,1 panel request, to retrieve the content for 

the items, when the token included in the preview panel request is determined to be the search 

token; and 

retrieving content for the one item based on the unique identifier, as 

25 determined based on the token included in the preview panel request, when the token included in 

the preview panel request is not determined to be the search token. 

8. A non-transitory computer readable medium having stored thereon 

instructions for facilitating references in a chat context comprising executable code ,vhich when 

30 executed by a processor, causes the processor to perform steps comprising: 

receiving a search request via a search panel provided in response to a user 

interaction with a chat panel; 

generating a token including a special character and generated ha.-.:ed on 

search text in the search request or a unique identifier for one of a plurality of items identified 
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based on a search performed using the search text; 
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providing the token to a source of the search request for inclusion in the 

chat panel as a hyperlink; 

receiving a preview panel request in response to a user interaction with 

5 the hyperlink, the preview panel request including the token; 

15 

20 

25 

30 

retrieving content for the items or for the one item based on the special 

character included in the token: and 

providing the content to a source ofihe previevv panel request 

9. "TI1e non-transitory computer readable medium as set f01th in claim 8. 

further having stored thereon instructions that v,hen executed by the processor cause the 

processor to perform steps further comprising, prior to generating the search token or the item 

token: 

retrieving the content for the items based on the search text; 

providing the content for the items to the source of the search request for 

inclusion in a search result panel; and 

receiving a selection of one or more of the items from the source of the 

search request. 

10. The non-transitory computer readable medium as set forth in claim 9, 

wherein the selection is of all of the items and the generating further comprises generating a 

search token comprising a first special character and the request for the previev,1 panel includes 

the search token. 

1 l. "TI1e non-transitory computer readable medium as set f01th in claim 9. 

v,herein the selection is of one or more of the items, the generating further comprises generating 

an item token for each ofthe one or more items, each item token comprises a second special 

character, and the request for the preview panel in dudes at least one of the item tokens. 

12. The non-transitory computer readable medium as set forth in claim 10, 

wherein the search token includes at least one or more terms included in the search text 

13. The non-tra.nsitory computer readable medium as set forth in claim 8, 

wherein: 
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the generating further comprises encoding the search text or the 1mique 

identifier and storing the encoded search text or the encoded unique identifier in an encoded 

token database as associated with the corresponding search text or unique identifier, wherein the 

token is generated based on the encoded search text or the encoded unique identifier; and 

the retrieving further comprises decoding the token comprising comparing 

the token to the encoded token database to retrieve the search text or unique identifier. 

14. The non-transitory computer readable mediwn as set forth in claim 8, 

wherein the retrieving further comprises: 

detennining \vhen the token included in the preview panel request is a 

search token based on a match of a specified character of the token with a first special character; 

perfrm:ning a search of an item content catalog using the search text, as 

detennined based on the token included in the preview panel request, to retrieve the content for 

the items, \Vhen the token included in the preview panel request is detem1ined to be the search 

15 token; and 

20 

25 

30 

retrieving content for the one item based on the unique identifier, as 

detem1ined based on the token included in the preview panel request, when the token included in 

the preview pa.nel request is not determined to be the search token. 

15. A chat management server apparatus, comprising a processor and a 

memory coupled to the processor which is configured to be capable of executing programmed 

instructions comprising and stored in the memory to: 

receive a search request via a search panel provided in response to a user 

interaction with a chat panel; 

generate a token including a special character and generated based on 

search text in the search request or a unique identifier for one of a plurality of items identified 

based on a search performed using the search text; 

provide the token to a source of the search request for inclusion in the chat 

panel as a hyperlink; 

receive a preview panel request in response to a user interaction with the 

hyperlink, the preview panel request including the token; 

retrieve content for the items or for the one item based on the special 

character included in the token; and 

provide the content to a source of the preview panel request. 
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16. The chat management server apparatus as set forth in claim 15, \vherein 

the processor coupled to the memory is further configured to be capable of executing 

programmed instructions further comprising and stored in the memory to, prior to generating the 

5 search token or the item token: 

retrieve the content for the items based on the search text; 

provide the content for the items to the source of the search request for 

inclusion in a search result panel; and 

receive a selection of one or more of the items from the source of the 

10 search request. 

17. The chat management server apparatus as set forth in claim 16, ·wherein 

the selection is of all of the items, the processor coupled to the memory is further configured to 

be capable of executing at least one additional programmed instruction further comprising and 

15 stored in the memory to generate a search token comprising a first special character, and the 

request for the preview panel includes the search token. 

18. "TI1e chat management server apparatus as set fmih in claim 16, wherein 

the selection is of one or more of the items, the processor coupled to the memory is further 

20 configured to be capable of executing at least one additional programmed instruction further 

comprising and stored in the memory to generate an item token for each of the one or more 

items, each item token comprises a second special character, and the request for the preview 

panel includes at least one of the item tokens. 

25 19. "TI1e chat management server apparatus as set fmih in claim 17, wherein 

the search token includes at least one or more terms included in the search text. 

20. The chat management server apparatus as set forth in claim 15, wherein 

the processor coupled to the memory is further configured to be capable of executing 

30 programmed instructions further comprising and stored in the memory to: 

encode the search text or the unique identifier and storing the encoded 

search text or the encoded unique identifier in an encoded token database as associated with the 

corresponding search text or w1ique identifier, wherein the token is generated based on the 

encoded search text or the encoded unique identifier; and 
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decode the token comprising comparing the token to the encoded token 

database to retrieve the search text or unique identifier. 

2 1. The chat management server apparatus as set forth in claim 15, wherein 

5 the processor coupled to the memory is further configured to be capable of executing 

programmed instructions further comprising and stored in the memory to: 

determine when the token included in the preview panel request is a search 

token based on a match of a specified character of the token with a first special character; 

perform a search of an item content catalog using the search text, as 

10 detem1ined based on the token included in the previe'.v panel request , to retrieve the content for 

the items, when the token included in the preview panel request is determined to he the search 

token; and 

retrieve content for the one item based on the unique identifier, as 

determined based on the token included in the preview panel request, when the token included in 

15 the preview panel request is not determined to he the search token. 
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ly entered data and the at leas1 one fo1m field wi1h the received selection. 
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METHODS FOR \VEB CONTENT OPTIMIZATION IN SINGLE PAGE 
DISPLAY ENVIRONMENTS AND SYSTEMS THEREOF 

[001] The present invention relates to a methods and systems for ,veb 

5 content optimization and, more particularly, to methods for web content 

optimization in single page display environments and systems thereof. 

BACKGROUND 

[002] Many web sites, such as air, train, or car booking sites, use popup 

windows or data pickers to enhance the web page interface and make selection of 

10 data such as dates or locations, easier fi:.)r the user. 

[003] Refoning to FIGS. lA-lD, an example of a popup window 32 used 

to find and select airport codes in a web page window 10 for booking a flight on a 

given date is illustrated. As shown in FIG. 1 A, the original web page window 10 

includes a "From" field 20 to specify the departure location of the flight, a "To" 

15 field 22 to specify the arrival destination of the flight, and a "Date" field 24 to 

specify the departure date of the flight. Additionally, "Find Airport" buttons 26 

and 28 are located adjacent "From" field 20 and "To" field 22, respectively, and a 

"Begin Search" button 30 is located on web page windmv 10 as well. If a user 

does not know the code of the departure or arrival airport, the user can press the 

20 corresponding one of the "Find Airport" buttons 26 and 28 to search for the 

airport code. 

[004] As shown in FIG. lB, if either of the "Find Airport" buttons 26 and 

28 is engaged, a new pop up window 32 with a "Search by city name" field 34 and 

a ''Search" button 36 appears. The user can type in the name of the city in the 

25 "Search by city name" field 34 and press the "Search" button 36 to get one or 

more codes of airport near the entered city, such as "JFK/John F Kennedy 

International (JFK)" text field 38 and a "LGA/La Guardia (I.GA)" text field 40, as 

shown in FIG. lC. 

[OOSJ When the "JFK/John F Kennedy International (JFK)" text field 38 in 

30 the popup windovv 32 is selected, the code is copied in the "From" field 20 as 
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shown in FIG. ID and the popup windov,' 32 is dosed. These operations of 

opening the popup window and copying the result value to the original field can 

only be performed by script enabled web bro,vsers that can open more than one 

web page at the same time. 

[006] Unfo1iunately, many devices, such as most mobile phones, smart 

phones, and personal digital assistants (PDAs), do not allow popup windov,rs to be 

opened because their screen size is too small. Additionally, some desktop web 

browsers are configured to block popup windows. Further, the scripting 

capabilities of these devices are often very limited resulting in need for alternative 

10 solutions. 

SUMMARY 

[007] A method for web content optimization in single page display 

environment in accordance with embodiments of the present invention includes 

receiving in a system with a single page display environment an engagement of an 

15 activator for a data picker for at least one form field in a form page. The forrn 

page is replaced with a data picker web page associated with the engaged activator 

in the single page display environment. A selection for the at least one form field 

from the data picker web page is received. The data picker web page is replaced 

with the form page in the single page display environment. The fonn page is 

20 filled with any previously entered data and the at least one form field with the 

received selection. 

[008] A computer readable medium in accordance \vith other 

embodiments of the present invention includes having stored thereon instmctions 

for web content optimization in single page display environment comprising 

25 machine executable code which when executed by at least one processor, causes 

the processor to perform steps comprising receiving in a system vvith a single page 

display environment an engagement of an activator for a data picker for at least 

one form field in a form page. The form page is replaced with a data picker web 

page associated with the engaged activator in the single page display environment. 

30 A selection for the at least one form field from the data picker web page is 

received. The data picker web page is replaced with the form page in the single 
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page display environment. The form page is filled 1.vith any previously entered 

data and the at least one fr1rm field with the received selection. 

[009] A system with web content optimization in single page display 

environment in accordance with other embodiments of the present invention 

5 includes a display system \vith a single page display format and a web page 

processing system. The web processing system receives an engagement of an 

activator for a data picker for at least one forrn field in a form page on display on 

the display system. The web processing system replaces the form page with a 

data picker ,:veb page associated with the engaged activator and receives a 

10 selection for the at least one form field from the data picker web page. The web 

processing system replaces the data picker web page with the fom1 page in the 

single page display environment and fills the form page with any previously 

entered data and the at least one form field with the received selection. 

[0010] The present invention provides web optimization systems and 

15 methods which enable the functionality of po pup data pickers inside web 

applications to be executed in display environments which only permit viewing 

one page at a time. \Vith the present invention, a much larger number of web 

applications which require the functionality of one or more popup windows can be 

viewed and used in devices with single page display fonnat, such as mobile 

20 phones, smart phones, and PD As or in desktop web browsers or other systems 

configured to block popup windows. 

BRIEF' DESCRIPTION OF' THE llR.t'\ WINGS 

[001 l] FIGS. 1A-1D are prior art diagrams of a booking page window for 

an airline web application with a popup window to find and select an airp01t code; 

[00121 FIG. 2 is a block diagram of a system which optimizes web content 

in a device with a single display page environment in accordance with 

embodiments of the present invention; 

[0013] FIGS. 3A-3D are diagrams of a booking page ,vindow for an airline 

web application and a popup window to find and select an airport code in a single 
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page display environment in accordance with embodiments of the present 

invention; 

[0014] FIG. 4 is a flmv chart of a method for processing a fonn page 

containing a popup window; 

[0015! 

window; and 

FIG. 5 is a flow chart of a method for handling a request for a popup 

[0016] FIG. 6 is a flow chart of a method filling a form page with values 

obtained with a popup window. 

DETAILED DESCR[PTlON 

[0017] A web contenl optimization systern 100 in accordance with 

embodiments of the present invention is illustrated in FIG. 2. The web content 

optimization system 100 is coupled to one or more client systems 102(1)-102(n) 

and a web server system l 04, although web content optimization system l 00 

could be connected to other types and numbers of servers, systems, devices, and 

15 components and in other manners. The present invention provides a number of 

advantages including providing web optimization systems and methods which 

enable the fonctionality of a popup window inside a web application to be 

executed in display environments 'which only pem1it viewing one page at a time. 

[0018] Referring more specifically to FIG. 1, the v;eb content optimization 

20 system l 00 enables the functionality of a popup window inside a web application 

to be executed in display environments which only pennit viewing one page at a 

time, although the web content optimization system 100 can provide other 

numbers and types of functions. Although one web content optimization system 

100 is shown, other numbers and types of web content optimization systems can 

25 be used. 

[0019! The web content optimization system 100 includes a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although other numbers and types of 

components, parts, devices, systems, and elements in other configurations and 
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locations can be used. The processor in the web content optimization system 100 

executes a program of stored instructions one or more aspects of the present 

invention as described and illustrated by ,vay of the embodiments herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00201 The memory in the web content optimization system 100 stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

10 read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor, can be used for the memory in the web content 

optimization system 100. 

15 [0021] The interface system in the web content optimization system 100 is 

used to operatively couple and communicate between the web content 

optimization system 100 and the client systems l02(1)-102(n) and the web server 

system l 04 via the Internet, although other types and numbers of communication 

networks with other types and numbers of connections and configurations can be 

20 used. 

[0022] Each of the client systems 102(1)-102(n) enables a user to access 

content and utilize one or more applications from the web server system 104 

through the web content optimization system 100 through one or more 

communication networks, although one or more of the client systems 102(1)-

25 102( n) could access content and utilize other types and numbers of applications 

from other sources and could provide a wide variety of other functions for the 

user. Although multiple client systems 102(1)-102(11) are shown, other numbers 

and types of user computing systems could be used. in this example, the client 

systems 102( 1)-102(n) comprise mobile devices with Internet access that only 

30 permit a single web page to be displayed, although each of the client systems 

102(1)-102(n) can comprise a wide variety of different types of devices and 
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systems, such as smart phones, PDAs, or desktop computers or other systems 

configured to block popup windows. 

[0023] Each of the client systems 102(1 )-102(n) includes a central 

processing unit (CPU) or processor, a memory, user input device, a display with a 

5 single page display environment, and an interface system, and which are coupled 

together by a bus or other link, although one or more of the client systems can 

include other numbers and types of components, parts, devices, systems, and 

elements in other configurations. The processor in each of the client systems 

102(1)-102(n) executes a program of stored instructions for one or more aspects of 

10 the present invention as described and illustrated herein, although the processor 

could execute other numbers and types of programmed instrnctions. 

[00241 The memory in each of the client systems 102( 1 )-l02(n) stores these 

programmed instmctions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

15 instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or VvTiting system that is coupled to one or 

20 more processors, can be used for the memory in each of the client systems 102( 1 )-

102(n). 

[0025] The user input device in each of the client systems 102(1 )-102(n) is 

used to input selections, such as requests for an application, although the user 

input device could be used to input other types of data and interact with other 

25 elements. The user input device can include a computer keyboard and a computer 

mouse, although other types and numbers of user input devices can be used. Input 

devices can include phone keypads, touch screens and voice inputs. 

[0026] The display in each of the client systems 102(1)-102(11) is used to 

show data and info1malion to the user, such as a travel booking web page by way 

30 ofexample only. The display in each of the client systems 102(1 )-102(n) is a 
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although other types and numbers of displays could be used. 

[0027] The interface system in each of the client systems ] 02(1)-102(n) is 

used to operatively couple and communicate between the client systems 102(1)-

5 l 02( n) and the web content optimization system l 00 and v,teb server systen1 104 

over the Internet, although other t)]K:s and numbers of communication networks 

with other types and numbers of connections and configurations can be used. 

[0028] The web server system 104 provides one or more web software 

applications fr)r use by one or more of the client systems 102(1)-102(n), although 

10 the web server system 104 can provide other numbers and types of applications 

and/or content and can have provide other numbers and types of functions. 

Although one web server system 104 is shown, other numbers and types of web 

server systems can be used. 

[0029] The web server system 104 includes a central processing unit (CPU) 

15 or processor, a memory, and an interface system which are coupled together by a 

bus or other link, although the web server system l 04 could have other numbers 

and types of components, parts, devices, systems, and elements in other 

configurations and locations can be used. The processor in the web server system 

l 04 executes a program of stored instructions one or rnore aspects of the present 

20 invention as described and illustrated by way of the embodiments herein, 

including managing application functionality, although the processor could 

execute other numbers and types of programmed instmctions. 

[0030] The memory in the web server system 104 stores these programmed 

instructions for one or more aspects of the present invention as described and 

25 illustrated by way of the embodiments herein including managing application 

functionality, although some or all of the programmed instmctions could be stored 

and/or executed elsewhere. A variety of different types of memory storage 

devices, such as a random access memory (R/1.M) or a read only memory (ROM) 

in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

30 computer readable medium which is read from and/or written to by a magnetic, 
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optical, or other reading and/or writing system that is coupled to the processor, 

can be used fr1r the memory in each of the web server system 104. 

[0031] The interface system in the web server system l 04 is used to 

operatively couple and communicate between the web server system l 04 and the 

5 web content optimization system 100 and the client systems l 02( l )-102(n) via the 

Internet, although other types and numbers of communication networks with other 

types and numbers of connections and configurations can be used. 

[0032] Although embodiments of the web content optimization system 100, 

the client systems l 02( 1)-102(n), and the web server system l 04, are described 

10 and illustrated herein, each of the client systems 102(1)-102(n), the web content 

optimization system 100, and the web server system 104, can be implemented on 

any suitable computer system or computing device. It is to be understood that the 

devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to 

15 implement the embodiments are possible, as will be appreciated by those skilled 

in the relevant art(s). 

[0033] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general _purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

20 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[0034] In addition, two or more computing systems or devices can be 

substituted fr1r any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distlibuted processing, such as 

25 redundancy and replication also can be implemented, as desired, to increase the 

robustness and perfom1ance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

30 telecommunications in any suitable form (e.g., voice and modern), wireless 
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communications media, vvireless communications networks, cellular 

communications networks, G3 communications netvvorks, Public Svvitched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[00351 The embodiments may also be embodied as a computer readable 

medium having instrnctions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, v,.rhich when executed by a processor, cause the processor to 

carry out the steps necessary to implement the methods of the embodiments, as 

10 described and illustrated herein. 

[00361 By way of example only, the operation of the web content 

optimization system 100 to process and manage the use of an airline web 

application from the web server system 104 on a single page display environment 

on one of the client systems 102(1)-102(n) in accordance with embodiments of the 

15 present invention will now be described with reference to FIGS. 3A-6. 

[0037] Referring to FIGS. 3A and 4, in this particular example one of the 

client systems l02(1)-102(n) enters a Hyper Text Transfer Protocol (HTTP) 

request that specifies a Unifom1 Resource Locator (URL) for an airline booking 

web page l 00 v,foch is transmitted over the Internet to the web server system l 04 

20 via the web content optimization system 110, although other types of requests, 

other manners for transmitting the request, and other types of web pages can be 

retrieved. In step 200, the web server system l 04 receives the request and 

transmits the requested airline booking web page 110 to the web content 

optimization system 100. 

[00381 In step 202, the web content optimization system 100 determines if 

the received airline booking web page 110 has any buttons or other activators for 

one or more popup windows. If the web content optimization system 100 

determines the requested web page does not contain one or more popup buttons or 

other activators fbr one or more popup windows, then the No branch is taken to 

30 step 208. Tfthe web content optimization system 100 determines the requested 
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more popup windows, then the Yes branch 1s taken to step 204. in this particular 

example, the airline booking web page 110 has two "Find Airport" buttons 112 

and 114 for pop up windows to search for airport codes so the Yes branch is taken 

5 to step 204. 

[0039] In step 204, the web content optimization system 100 converts the 

associated function of the popup buttons or other activators for one or more popup 

windows to buttons that activate the saving of the current web _page along with 

any values entered by a user in one or fields of the current web page. These 

10 popup buttons are standard HTML (Hyper Text Markup Language) form submit 

buttons having the name attribute containing all the necessary information to 

substitute the cmTent page vvith the desired popup page, although other t)1Jes of 

popu_p buttons can be used and converted. In this particular example, the web 

content optimization system 100 converts the "Find Airport" buttons 112 and 114 

15 from trying to ret1ieve and displaying a popup window to search for an airport 

code to buttons that activate the saving of the current airline booking v,reb page 

110 along with any values entered by a user in one or fields. Additionally, the 

buttons 112 and 114 are revised to activate retrieving and replacing the airline 

booking web page 110 with a page which has the popup window for searching for 

20 an airport code. 

30 

[0040] In step 206, the web content optimization system 100 saves the 

revised web page with the revised button or buttons. In this particular example, 

the web content optimization system 100 saves the revised airline booking 

webpage 110 with the converted "Find Airport" buttons 112 and 114. 

[0041 l By way of example only, a fbrmal definition of the name attribute 

and two HTML fragments conesponding to two "'Ffod Airport" save-form buttons 

is illustrated below: 

<name attribute> : := 

un jtt_ save_ fi.)rm/<redirect_ url><forrn _ name><fieldl _to_ fill> ... <fie kin_ to _fill> 
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<:input value'""Find Airport" 

name="un jtt_ save_ form/http%3A %2F?,~1;vv.rw.acme.com?,~2Ffindairport.j sp+for 

m 1 +from" type="submit" /> 

5 <input value="Find Airport" 

name="un___j tt __ save ___ form/http%3A %2F%'wvvw.acme.com %2Ffindairpo1i .j sp+for 

m 1 +to" type=" submit" /> 

[0042] The attribute name contains all the necessary information to open 

10 the popup window correctly including: (1) the popup v,lindow page lJRL to 

redirect to after saving the form web page; (2) the name or index of the form web 

page; and (3) the list of fields in the fom1 web page to be filled when a popup 

window is "clicked on" or otherwise activated. 

[0043] In step 208, the revised fom1 web page is transmitted to the display 

15 "1-v:ith the single web page display environment of the originally requesting one of 

the client system 102(1)-102(n). In this particular example, the revised airline 

booking web page 110 is displayed which includes the revised buttons ] 12 and 

114 and also includes a "From" field 118, a "To" field 120, and a "Date" field 122 

in which values can be entered by the user, although the displayed page can have 

20 other numbers and types of fields, buttons, and other content, depending on the 

pmticular application. 

[0044] Referring to FIGS. 3B and 5, :in step 210 if a user at the originally 

requesting one of the client systems 102(1)-102(n) needs additional information to 

complete one of the fields, then the user can press one of the revised buttons 112 

25 or 114 which transmits a request for an associated popup window to the web 

content optimization system 100. In this particular example, if the user at one of 

the client systems 102(1)-102(n) does not know the code of the departure airport 

fr)r the "From" field 118, then the user can press the c01Tesponding "Find Airport" 

button 26 which transmits a request for the associated popup window to the web 

30 content optimization system 100. 
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[0045] In step 212, the web content optimization systern 100 determines if 

the request fbr the popup '\\rindow is associated with a revised web page that has 

ne,v functionality associated ,vith the activation of the button. If the request for 

the popup window is not associated with a revised web _page that has new 

5 functionality associated with the activation of the button, then the No branch is 

taken to step 216. If the request for the po pup windmv is associated with a revised 

web page that has new functionality associated with the activation of the button, 

then the Yes branch is taken to step 214. Tn this particular example, v,then the 

"Find Airport" button 26 is pressed, the request for the popup window is 

10 associated with a revised airline booking web page 1 l 0 that has new functionality 

associated with the activation of the button so the Yes branch is taken to step 214. 

[0046] In step 214, the web content optimization system 110 saves the form 

web page along with any values entered in fields by a user, although other types 

and amounts of information can be saved in other manners. In this particular 

15 example, the airline booking web page 110 along with the value "10/23/07" 

entered by the user in the "Date" field 122 is saved, although other types and 

amounts of information can be saved. 

[00471 In step 216, the web content optimization system 100 retrieves the 

requested popup window from the web server system l 04 and transmits the popup 

20 window to the requesting one of the user client systems 102(1)-102(n). The 

requesting one of the user client systems 102(1 )-102(n) only displays the nevv 

popup window in the screen of the display. In this particular example, the popup 

window 130 to assist with a search of an airport code is only shown on the display 

in the requesting one of the user client systems 102(1)-102(n) as illustrated in FIG. 

25 3B. Accordingly, this enables a device with a single page display environment, 

such as the requesting one of the user client systems 102(1)--102(11), to access and 

utilize the functionality of a popup window which previously was not possible. 

[0048] Referring to FIGS. 3C, 3D, and 6, in step 217 a user at one of the 

user client systems 102(1)-102(n) enters a value in a search field and activates an 

30 associated "Search " button which transmits the request to the web content 

optimization system 100. In this particular example, the user at one of the user 
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client systems 102(1 )-102(n) enters, "New York, NY" in the search field 132 and 

hits a "Search " button ] 34 to transmit the request for the closest airport code or 

codes to the \veb content optimization system 100. The web content optimization 

system 100 transmits the request to the web server system 104 which processes 

5 the request. The web server system l 04 transmits the results to the web content 

optimization system 100 which converts the results into one or more fill form 

links which can be activated to fill a field in the form web page. Next, the web 

content optimization system 100 inserts the conve1ied results into the popup 

window 130 on display at the requesting one ofthe user client systems 102(1)-

10 102(n). In this particular example, in response to the entry of"New York, NY" in 

the search field 132, the results "JFK/ John F. Kennedy International Airport 

(JFK) and "LGA/LaGuardia (LGA)" are received, converted to fill form links, and 

inserted for display in popup window 130 as illustrated in FIG. 3C. 

[0049] By way of example only, an HTML fragment corresponding to a 

15 fill-fonn link to fill the "From" field 118 in this example is illustrated below: 

<a href="/mt/cache/?un jtt_ fill_param= JFK"> JFK/John F Kennedy International 

(JFK)</a> 

[OOSOJ The link contains an un __ jtt ___ fill ___ param parameter whose value will 

be used to fill the "From" field l l 8 in this example. The number of 

20 unjtt_fill_param parameters must correspond to the number of fonn fields 

previously indicated in the save-form button. The fill-form link does not contain 

any data referring to the fixm page. 

[0051] 1n step 218 a user at one of the user client systems 102(1 )-102(n) 

selects a result link and transmits the request for receipt by the \veb content 

25 optimization system 100. In this particular example, the user at one of the user 

client systems l 02( 1)-102(n) selects "JFK/John F Kennedy Intemational (JFK)" 

to transmit the request which is received by the web content optimization system 

100 

[0052] In step 220, the web content optimization systern 100 determines if 

30 the request is selecting a fill form link fbr filling a value in field in the fonn web 
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page. If the web content optimization system 100 deterrnines the request is not 

selecting a value for filling a field in the airline booking web page 110, then the 

No branch is taken to step 230. Tf the web content optimization system 100 

detem1ines the request is selecting a value for filling a field in the airline booking 

5 web page 110, then the Yes branch is taken to step 222. 

[0053] In step 222, the web content optimization system 100 retrieves the 

previously saved form data. In this particular example, the web content 

optimization system 100 retrieves the previously entered value for the "date" field 

122, the other field values are empty. 

10 [0054] In step 224, the web content optimization system 100 retrieves the 

selected value for the corresponding entry field. In this particular example, the 

web content optimization system 100 retrieves "JFK" for the "From" field 118. 

[0055] In step 226, the web content optimization system 100 retrieves the 

saved web form page. In this particular example, the web content optimization 

15 system 100 retrieves the airlines booking page 110. 

[0056] In step 228, the web content optimization system 110 merges 

retrieved and modified data of steps 222 and 224 with the previously saved fono 

page of step 226. The requesting one of the user client systems 102(1)-102(11) 

displays the resulting page in the screen of the display. In this particular example, 

20 the web content optimization system l 00 inserts "JFK" value into the From field 

118 and "10/23/07" into the Date field 122 of the retrieved airlines booking page 

110. 

[0057] In step 230, the form web page with the stored and selected values is 

loaded on and shown on the display of the requesting one of the user client 

25 systems 102(1)-102(11), although the page can be identified, retrieved, and loaded 

in other manners. In this particular example, a previously entered date "10/23/07" 

is entered in the "Date" field 122 and the selected airport code, "JFK" is entered in 

the "From" field 118 in the airline booking web page 110 ,vhich is show11 on the 

display of the requesting one of the user client systems 102(1)-102(n) as 

30 illustrated in FIG. JD. 
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[0058J Accor<lii1.gly, as described and ill.1JStrated herein the present 

invention provides web optimization systems and methods which enable the 

fonctionai.ity ofa popup window inside a web application to be executed in 

dispfa:y envirofuri1ents which only permit view:illg cme page at. a time. 

(0059] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled fa the art that the foregoing detailed disclosure is 

int(,nded to be presented 'oy ,;vay of example only, and is not limiting. Various 

alterations, improvements, and modifications will OCC'ur and are intended to tl1ose 

skilled in the art, ti.ough rn;it expressly stated herein. 

Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefor, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

15 only by the following cfoims and equi valeuts thereto, 
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What is claimed is: 

1. A method for web content optimization, the method comprising; 

automatically determining with a web content optimization device in response 

to an initial request from a client device when a requested web page has an activator for a po pup 

window for at least one of one or more form fields in the requested web page before the requested 

web page is provided to the client devlce; 

automatically converting with the web content optimization device the 

activator for the po pup window for at least one of one or more form fields in the requested web 

page to have another functionality from requesting the po pup window before the requested web 

page is _provided to the dient device; 

providing with the web content optimization device the converted web page in 

response to the initial request; 

determining with the web content optimization device when a subsequent 

request for the popup windc1w as a result of an engagement of the activator in the converted web 

page is received; and 

retrieving and providing with the web content optimization devlce the 

reqm;sted popup window as another web page in response to the subsequent !'equest. 

2. The method :as set forth in claim 1 further comprising saving with the web 

content optimization the converted web pagi~ prior to the providing the converted web page in 

response to the initial request. 

3. The 1nethod as set forth in claim l further comprising saving with the web 

content optimization device the converted web page with any-values emered in the one or more 

form fields of the converted vveb page when the subsequent request for the popup window is 

received. 

-4. The method as set forth in claim 3 further comprising: 
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obtaining with the web content optimization device one or more resulting 

values in response to another teceived request ;,vith at least one value in at least one of one or more 

form fields in. the another web page for the requested popup window; 

converting wlth tbe web content optimization device the one or more resulting 

values into one or more form .fiil links; 

inserting with the web content optimization device the one or more result.:; into 

one or more form fill links in the corresp1:mding one of one or more form fields in the m1other web 

page for the requested pop up window; and 

providing in response to the another received request with the web content 

optimization device the another web page for the requested popup v.rindow with the inserted one 

or more fonn fill links, 

.5. The method as set forth in da.im 4 further comprising: 

determining with the web content optirnization device when a different 

received request ls selecting one ofthe form fill links; 

retrieving with the web content optimization device the resulting value 

associated witb the selected one of the form fill link., and the saved coiwerted web page with any 

values entered in the one form fields when the different received request is determined to h,we the 

selection of one orthe form fill links; 

merging wlth the web content opti mi:rntion device the retrieved resulting value 

for the selected one of the form fill links ,vith the saved converted web page with any values into a 

merged web page; and 

providing with the web content optimization device the merged web page. 

6. A non-transitory computer readable medium having stored thereon 

instructions for web content optimizati.on comprising machine executable code which when 

executed by at lea.st one processor, causes the processor to perform steps comprising: 

automatically determining in response to an initial request from a client device 

wben a requested web page has an activator for a popup window for at least one of one or more 
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form fields in thEi n~quested web page before the requested 'Neb page is provided to the client 

device; 

automatically converting the activator for the popup window- for at le:ast one of 

one or rnore form fields in the web page ta have another functionality from reque:.ting the popup 

window before the requested web page is provided to the clit!!nt device: 

determining when a subsequent request for the popup window as a result of an 

engagement of the activator in the converted web page is received; and 

retrieving and providing the requested popup window as another web page in 

response to the subsequent request 

7. The medium as 5f;t forth in claim 6 further comprising saving with the web 

contem: optimization the converted web page prior to the providing the converted -web page in 

response to the initial request. 

8. The medium as set forth in claim 6 further comprising saving the converted 

-web page with any•values entered in the one or more form fields of the converted web page when 

the subsequent request for the popup window is received. 

9. The medium as set forth (n daim 8 further comprising: 

obtaining one or more resnlting values in response to another received request 

with at ]east one value in at least one of one or more form fields in the another web page for the 

requested popup window; 

converting the one or more r.esulting values i.nto one or more form fill Unks; 

inserting the one or more results into one or more form fill links in the 

corresponding one of one or more form fields in the another web page for the requested po pup 

window: and 

providing in response to the another received request the another web page for 

the requested popup window with the inserted one or more form fill links. 

10. The medium as set forth ir1 daim 9 further comprising: 
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determining when a different received request is selecting one of the form fill 

links; 

retrieving the resulting value associated with the selected one of the form fill 

links and the saved converted web page with any values entered in the one form fields when the 

different received request is determined to have the selection of one of the form fill links; 

merging the retrieved resulting value for the selected one of the form fill links 

with the saved converted web page \-vi.th any va.lues into a merged web page; and 

providing the merged web page. 

11. A web content optimization apparatus comprising: 

one or more processors; 

a memory coupled to the~ one or rnore processors, the one or nwre processors 

configurnd to execute programmed instructions stored in the memory comprising: 

automatically determining in response to an i:nitiai request from a client 

device when a t'equested web page has an activator for a popup window for at least one of one or 

more form fields in the requested. web page before the requested web page is provided to the client 

device; 

automatically converting the activator for the popup window for at lea.st 

one of one or more form fields in the web page to have another functionality from requesting the 

l)Opup window b(lfore the requested web page is provided to the client device; 

determining when a subseqwmt request for the popup window as a 

result of an engagernent of the activator in the converted web page is received; and 

retrieving and providing the requested popup window as another web 

page in response to the subsequent request. 

12. The apparatus as set fort11 in claim 11 wherein the one or more processors is 

further configured to execute programmed inst:ruct:ions stored in the memory for further 

comprising saving with the web content optimization the converted web page prior to the 

providing the converted web page in response to tbe initial request. 
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13. The apparatus as set forth in claim 11 wherein the one or more processors Is 

further configured to execute programmed instructions stored in the rnemory for further 

comprising savi11g the converted web page with any-values entered in the one or more form fields 

of the converted web page when the subsequent request for the popup window is received. 

14. The apparatus as set forth in clalm 13 wherein the one or more processors ls 

further configured to execute prngn.,mmed instructions stored ln the memory for further 

comprising: 

obtaining one or rnore resulting values in response to another received request 

with at least one value in at least 1;in.E, of one or more form fields in the another web page for the 

requested popup window; 

converting the one or more resulting values illt:n om, or more form fill links; 

inserting the one or more results into one or more form fill links in the 

. corresponding one of one or more form fields in the another web page for the requested popup 

window; and 

pt·oviding in response to the another received request the another web page for 

the requested popup window with the inserted one or more form fill links. 

15. The apparatus as set forth in claim 14 wherein the one or more processors is 

.further configured to execute programmed instructions stored in the memory for fot•ther 

comprising: 

determining when a different received request is selecting one of the form fill 

links; 

retrieving the resulting value associated with the selected one of the form fill 

links and the saved converted web page with any values entered in the one form fields when the 

different received request is determined to have the selection of one of the form fill links; 

merging the retrieved resulting value for the selected one of the form fill li!1ks 

with the saved converted w·eb page with any values into a merged web page; and 

providing the merged web page. 
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ABSTRACT 

A method, computer readable medium and apparatus that optimizes 

a web content proxy server includes obtaining at a proxy server a web page with 

an original server cookie from one of one or more web content servers in response 

5 to a request from one of one or more client devices. A web optimized client 

cookie based on the original server cookie is generated at the proxy server. The 

obtained web page with the generated web optimized client cookie is providing by 

the proxy server to the requesting one of one or more client devices. 
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METHODS FOR OPTIMIZING A WEB CONTENT PROXY 

SERVER AND DEVICES THEREOF 

[0001] This invention generally relates to proxy servers and, more 

5 particularly, methods for optimizing web content proxy servers and apparatuses 

thereof. 

BACKGROUND 

[0002] A web content optimi:z.ation server is a proxy server that optimizes 

web pages obtained from remote web servers for client devices with special 

10 requirements, such as mobile phones, PDAs, and smartphones. Every time a 

client device requests a web page, the web content optimization server downloads 

the original page from a remote web server, applies some customized rules to 

extract relevant content, and adapts it to fit the needs of the requesting client 

device. By way of example, the web content optimization server may remove 

15 javascript, linearize content, and adapt the original page to a smaller screen layout 

for the requesting client device. 

[0003] In computing, a cookie, such as a tracking cookie, browser cookie, 

and HTTP cookie, is a small piece of text stored hy a web browser on the client 

device. A cookie includes one or more name~value pairs containing data, such as 

20 user preferences, shopping cart contents, the identifier for a server--based session, 

or other data used by websites. 

[0004] Web content optimization servers need to save cookies to enable 

the client devices to interact with the original website at the remote web servers in 

the correct way. Accordingly, web content optimization servers store these 

25 cookies in an internal memory and associate them i,Vith the corresponding session 

from each client device so that when the same client device sends a request for a 

new page, the web content optimization server will load the matching cookies and 

send them to the remote web server to get the page to process. Unfortunately, 
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storing the cookies for these client devices causes problems with scalability, 

security, and privacy of the web content optimization servers. 

SUMMARY 

[0005J A method for optimizing a web content proxy server includes 

5 obtaining at a proxy server a web page with an original server cookie from one of 

one or more web content servers in response to a request from one of one or more 

client devices. A web optimized client cookie based on the original server cookie 

is generated at the proxy server. The obtained web page with the generated web 

optimized client cookie is providing by the proxy server to the requesting one of 

l O one or more client devices. 

[0006] A computer readable medium having stored thereon instructions 

for optimizing a proxy server comprising machine executable code which when 

executed by at least one processor, causes the processor to perform steps including 

obtaining a web page with an original server cookie from one or more web servers 

15 in response to a request from one of one or more client devices. A web optimized 

client cookie is generated based on the original server cookie and the obtained 

web page with the generated web optimized client cookie is transmitted to the 

requesting one of one or more client devices. 

[0007] A web content proxy server or apparatus includes one or more 

20 processors and a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the memory including 

obtaining a web page with an original server cookie from one or more web servers 

in response to a request from one of one or more client devices. A web optimized 

client cookie is generated based on the original server cookie and the obtained 

25 web page with the generated web optimized client cookie is transmitted to the 

requesting one of one or more client devices 

rooos1 This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that optimizes 

implementation of a web content proxy server for interactions involving cookies 

30 between client devices and remote web servers. With this technology, original 
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server cookies are transformed by the web content proxy server to web optimized client 

cookies which are transmitted to the client devices requesting the web pages for storage 

and use with subsequent requests. 

[0009] This technology provides greater scalability because the web optimized client 

5 cookies are stored in the web browser at the client device, not in memory at the web 

content proxy server. As a result, the web content proxy server does not face any issues 

with respect to memory storage capacity due to the number of sessions with cookies for 

client devices. The web content proxy server can use the same memory whether there are 

100 or 1,000,000 or more client devices engaged in sessions with the remote web servers 

10 through the web content proxy server. 

[00010] Additionally, this technology provides greater security and privacy because the 

web content proxy server does not contain a centralized database of original server 

cookies which contain session infom1ation from client devices browsing pages of web 

sites. Instead, these original server cookies are translated in.to web optimized client 

15 cookies which are then dispersed out among the client devices. As a result, the web 

content proxy server does not have any stored cookies from interactions betvveen client 

devices and remote web servers that could be used to steal identity or other confidential 

information of these client devices. 

In accordance with an aspect of the present disclosure there is provided a method 

20 implemented by one or more web content proxy servers, the method comprising: 

obtaining content with an original server cookie from one of one or more web content 

servers in response to a request from one of one or more client devices; generating a web 

optimized client cookie comprising a name comprising at least a name of the original 

server cookie and at least a portion of a domain and a path associated with the obtained 

25 content; providing the obtained content with the generated web optimized client cookie 1o 

the requesting one of one or more client devices; and reconstituting the original server 

cookie using the web optimized client cookie included in a subsequent request received 

from the one of the one or more client devices. 
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In accordance with an aspect of the present disclosure there is provided a non-transitory 

computer readable medium having stored thereon instructions for optimizing a proxy 

server comprising machine executable code which when executed by at least one 

processor, causes the processor to: obtain content with an original server cookie from one 

5 of one or more web content servers in response to a request from one of one or more 

client devices; generate a web optimized client cookie comprising a name comprising at 

least a name of the original server cookie and at least a portion of a domain and a path 

associated with the obtained content; provide the obtained content with the generated web 

optimized client cookie to the requesting one of one or more client devices; and 

10 reconstitute the original server cookie using the web optimized client cookie included in a 

subsequent request received from the one of the one or more client devices. 

in accordance \.Vith an aspect of the present disclosure there is provided a web proxy 

apparatus comprising: one or more processors; a memory comprising programmed 

instructions stored thereon, the memory coupled to the one or more processors which are 

l 5 configured to execute the store programmed instructions to: obtain content with an 

original server cookie from one of one or more web content servers in response to a 

request from one of one or more client devices; generate a web optimized client cookie 

comprising a name comprising at least a name of the original server cookie arid at least a 

portion of a domain and a path associated with the obtained content; provide the obtained 

20 content with the generated web optimized client cookie to the requesting one of one or 

more client devices; and reconstitute the original server cookie using the web optimized 

client cookie included in a subsequent request received from the one of the one or more 

client devices. 
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BRIE.F DESCRIPTION OF THE DRAWINGS 

[00011] FIG. 1 is a block diagram of an exemplary environment with an optimized web 

content proxy server; 

5 [00012j FIG. 2A is an example of a HTTP request for a web page from a remote web 

server; 

100013] FIG. 2B is an example of a HT-FP response with an original server cookie from 

a remote web server to a HTTP request; 

CA 2732540 2017-08-04 
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[00014] FIG. 2C is an example of a HTTP response containing the web 

optimized client cookie generated from the original server cookie received shown 

in FIG. 2B; 

[00015] FIG. 2D is an example of another HTTP request with the web 

5 optimized client cookie shown in FIG. 2C for a web page from a remote web 

server. 

[00016] FIG. 2E is an example of the another HTTP request with the web 

optimized client cookie shown in FIG. 2D translated into the original server 

cookie fi.)r transmission to the remote web server with the another get request; 

1000171 FIG. 3 is a t1ow chart of an example of a method for generating a 

web optimized client cookie from an original server cookie to optimize 

implementation of a web content proxy server; and 

[00018] FIG. 4 is a flow chart of an example of a method for transforming 

a web optimized client cookie back to an original server cookie to optimize 

15 implementation of a web content proxy server. 

DETAILED DESCRIPTION 

[00019) An exemplary environment 10 in which a web content proxy 

server 12 is optimized is iHustrated in FIG. l. The exemplary environment 10 

includes a web content proxy server or apparatus 12, client devices 14( l )- l 4(n), 

20 web server devices 16( 1 )-16(n), and communication networks l 8(1 )-18(2), 

although other numbers and types of systems, devices, and/or elements in other 

configurations and environments with other communication network topologies 

can be used. This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that optimizes 

25 implementation of a web content proxy server for interactions involving cookies 

between client devices and remote web servers. 

[00020] Referring more specifically to FIG. l, the web content proxy 

server 12 optimizes the handling of original server cookies from the web server 

devices l6(1)-16(n) for requesting client devices 14(1)-14(n) and the handling of 
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web optimized client cookies, although the web content proxy server 12 can 

provide other numbers and types of functions. Although one web content proxy 

server 12 is shown, other numbers and types of web content proxy devices and 

systems can be used. 

[00021] The web content proxy server 12 includes a central processing unit 

(CPU) or processor l 3, a memory 15, and an interface system l 7 which are 

coupled together by a bus 19 or other link, although other numbers and types of 

components, parts, devices, systems, and elements in other configurations and 

locations can be used. The processor l 3 in the web content proxy server 12 

IO executes a program of stored instructions one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00022] The memory l 5 in the web content proxy server 12 stores these 

programmed instructions for one or more aspects of the present invention as 

15 described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

20 written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 13, can be used for the memory 15 in the web content 

proxy server 12. In these embodiments, the memory 15 includes a core module 21 

and a cookie module 23 which store programmed instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

25 memory can comprise other types and numbers of systems, devices, and elements 

in other configurations which store other data. The cookie module 23 includes 

programmed instructions and/or logic configured to translate an original server 

cookie into a web optimized client cookie and to extract the original server cookie 

when a web optimized client cookie is received, although the cookie module 23 

30 can have other types and numbers of functions as described and illustrated herein. 
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[00023] The interface system 17 in the web content proxy server 12 is used 

to operatively couple and communicate between the web content proxy server 12 

and the client devices l4(1)-14(n) and the web server devices 16(1)-16(n) via the 

communication networks 18( l) and 18(2), although other types and numbers of 

5 communication networks with other types and numbers of connections and 

configurations can be used. By way of example only, the communication 

networks 18(1) and 18(2) can use TCP/IP over Ethernet and industry-standard 

protocols, including HTTP, HTIPS, W AP, and SOAP, although other types and 

numbers of communication networks, such as a direct connection, a local area 

10 network, a wide area nenvork, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. 

[00024] Each of the client devices l 4(l)-14(n) enables a user to request, 

get and interact with web pages from one or more ,,veb sites hosted by the web 

15 server devices 16(1 )- l 6(n) through the web content proxy server i 2 via one or 

more communication networks, although one or more of the client devices 14(1 )

l4(n) could access content and utllize other types and numbers of applications 

from other sources and could provide a wide variety of other functions for the 

user. Although multiple client devices 14(1H4(n) are shown, other numbers and 

20 types of user computing systems could be used. rn this example, the client 

devices 14(1 )-l 4(n) comprise mobile devices with Internet access that permit a 

website form page or other retrieved data to be displayed, although each of the 

client devices l4(l)-14(n). By way of example only, one or more of the client 

devices 14( l )-14(n) can comprise smart phones, personal digital assistants, or 

25 computers. 

[00025] Each of cliem devices 14(1H4(n) in this example is a computing 

device that includes a central processing unit (CPU) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

coupled together by a bus 30 or other link, although one or more of client devices 

30 14( l )- i 4( n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

devices 14(l)-l4(n) executes a program of stored instructions for one or more 
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aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instrnctions. 

[000261 The memory 22 in each of the client devices 14( 1)- l 4(n) stores 

these programmed instructions for one or more aspects of the present invention as 

5 described and illustrated herein as well as the web optimized client cookies, 

although some or ail of the programmed instructions could be stored andior 

executed elsewhere. A variety of different types of memory storage devices, such 

as a random access memory (RAM) or a read only memory (ROM) in the system 

or a floppy disk, hard disk, CD ROM, or other computer readable medium which 

l O is read from andior written to by a magnetic, optical, or other reading andior 

writing system that is coupled to processor 20 can be used for the memory 22 in 

each of the client devices l 4(1 )-14(n. 

[00027] The user input device 24 in each of the client devices i4(l)-14(n) 

is used to input selections, such as requests for a particular website form page or 

15 to enter data in fields of a foim page, although the user input device cou id be used 

to input other types of data and interact with other elements. The user input 

device can include keypads, touch screens, and/or vocal input processing systems 

although other types and numbers of user input devices can be used. 

!00028] The display 26 in each of the client devices 14(1 )- l4(n) is used to 

20 show data and information to the user, such as website page by way of example 

only. The display in each of the client devices 14(l)-14(n) is a phone screen 

display, although other types and numbers of displays could be used depending on 

the particular type of client device. 

[00029] The interface system 28 in each of the client devices 14( l )- l 4(n) is 

used to operatively couple and communicate between the client devices 14( 1 )-

14( n) and the web content proxy server 12 and web server devices 16( 1 )-16( n) 

over the communication networks 18(1) and l 8(2), although other types and 

numbers of communication networks with other types and numbers of connections 

and configurations can be used. 
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[00030] The web server devices 16(1 )-16(n) provide one or more pages 

from one or more web sites for use by one or more of the client devices 14(1)-

14(n) via the web content proxy server 12, although the web server devices 16(1 )

! 6(n) can provide other numbers and types of applications and/or content and can 

5 have provide other numbers and types of functions. Although web server devices 

16(1 )- l 6(n) are shown for ease of illustration and discussion, other numbers and 

types of web server systems and devices can be used. 

[00031] Each of the web server devices 16(1)-16(n) include a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

IO coupled together by a bus or other link, although each of the web server devices 

16(1 )- l 6(n) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor in each of the \.veb server devices 16(1)-16{n) executes a program of 

stored instructions one or more aspects of the present invention as described and 

15 illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 

[00032] The memory in each of the web server devices 16(l)-16(n) stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments, although some or all of the 

20 programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

25 that is coupled to the processor, can be used for the memory in each of the web 

server devices l6(1)-16(n). 

[00033] The interface system in each of the web server devices i 6(1 )-l6(n) 

is used to operatively couple and communicate betvveen the web server devices 

16(1)-l6(n) and the web content proxy server 12 and the client devices 140)-

30 l4(n) via communication networks 18(1) and 18(2), although other types and 
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numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

[00034] Although embodiments of the web content proxy server 12, the 

client devices 14(1 )-14(n), and the web server devices 16(1)-16(n), are described 

5 and illustrated herein, each of the client devices 14(1)-14(n), the web content 

proxy server 12, and the web server devices 16(1 )- l 6(n), can be implemented on 

any suitable computer system or computing device. It is to be understood that the 

devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to 

l O implement the embodiments are possible, as will be appreciated by those skilled 

in the relevant art(s). 

100035] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

15 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[00036} In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

20 redundancy and replication also can be implemented, as desired, to increase the 

robustness and perfonnance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

25 telecommunications in any suitable form (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications nct\:vorks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet. 

intranets, and combinations thereof. 
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[000371 The embodiments may also be embodied as a computer readable 

medium having instructions stored thereon for one or more aspects of the present 

invention as described and iHustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

5 carry out the steps necessary to implement the methods of the embodiments, as 

described and illustmted herein. 

[00038] An exemplary method for generating a web optimized client 

cookie from an original server cookie to optimize implementation of the web 

content proxy server 12 will now be described with reference to FIGS. 1-2C and 

]O 3. In step 50, in th.is example one of the client devices 14(l)-14(n) via a web 

browser requests a page A.html at the website, ''\V\vw.example.com" as shown in 

one example in FIG. 2A. This request is transmitted to the web content proxy 

server 12 which processes and transmits the request to the one of the web servers 

16(l)Ql6(n) hosting the website "wvvw.example.com." The hosting one of the 

15 web servers 16(1 )-16(n) provides a response in this example for the requested 

page A.html which also contains an original server cookie "SESSION" to the web 

content proxy server 12 as shown in FIG. 28. In this example, SESSION has a 

value equal to "1234", the domain is equal to ".example.com" and the path is 

equal to "f'. This response uses the HTTP header Field '"Set-Cookie''. The 

20 cookie is a string formed by the pair "name=value", followed by optional 

attributes, like those in this example indicating the server domain(s) and path 

accepting this cookie. Although one illustrative example is described herein, this 

technology can be used with specifications for all cookies. 

[00039! Next, in step 52 the web content proxy server 12 determines 

25 whether the original server cookie includes the domain attribute for the requested 

web page provided by the hosting one of the web servers 16( 1 )-16( n ). Jf in step 

52 the web content proxy server 12 detem1ines the original server cookie does not 

include the domain attribute, then the No branch is taken to step 54. In step 54, 

the web content proxy server 12 extracts the domain attribute from the requested 

30 web page provided by the hosting one of the web servers 16( 1 )-16(n ). If in step 

52 the web content proxy server 12 determines the original server cookie does 

include the domain attribute, then the Yes branch is taken to step 56. 
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[00040] In step 56, the web content proxy server 12 determines whether the 

original server cookie includes the path attribute for the requested web page 

provided by the hosting one of the web servers 16(1 H6(n). If in step 52 the web 

content proxy server 12 determines the original server cookie does not include the 

5 path attribute, then the No branch is taken to step 58. In step 58, the web content 

proxy server 12 extracts the path attribute from the requested web page provided 

by the hosting one of the web servers 16(l)-16(n). Ifin step 56 the web content 

proxy server 12 determines the original server cookie does include the path 

attribute, then the Yes branch is taken to step 60. 

10 f00041] In step 60, the web content proxy server 12 generates a name for 

the new web optimized client cookie by concatenating the original name with 

domain and path, separated by spaces, although other manners for generating the 

new name can be used. The resulting new name is "universal resource locator 

encoded" to keep conformance to the cookie specification. Additionally, the 

15 resulting new name is unique even if different domains contain cookies with the 

same name. This new name contains all the infomiation necessary for the web 

content proxy server l 2 to extract the original server cookie later as described in 

greater detail by reference to .HG. 4, 

[00042] In step 62, the web content proxy server 12 forms the new web 

20 optimized client cookie by associating the new name with the same value of the 

original server cookie, with the domain attribute not being specified, and with the 

path attribute being associated with a value "F', although other values can be used, 

such as one for the path attribute that corresponds to a prefix associated with this 

optimization method (by way of example only "/mt'"). 

25 [00043] By way of example only, when the web content proxy server 12 

receives a response with the original server cookie as shown in FIG. 2B, the web 

content proxy server 12 generates a web optimized client cookie as shown in FIG. 

2C. More specifically, the original server cookie: SESSION=l234; 

domain=.example.com; and path=/ is transformed by the web content proxy server 

30 12 to a web optimized client cookie: SESSION+.example,com+%252F=1234; 

path=4ml/. Accoridingly, in this illustrative example the new web optimized client 
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cookie name SESSION+.example.com+%252F is the encoded version of the 

concatenation of original server cookie name, domain attribute and path attribute, 

although other orders and manners for forming this name can be used. In this 

example, the new path attribute corresponds to a prefix "imt/" associated with this 

5 optimization method. 

[00044] Next, in step 64 the web content proxy server 12 copies the 

remaining attributes in the original server cookie, such as an expiration date for 

the original server cookie by way of example, in the web optimized client cookie, 

although other amounts of the remaining attributes could be copied and other 

l O information also could be added. 

[00045] Next, in step 66 the original server cookie which has been 

translated into the web optimized client cookie is now provided to the core 

module 21 in the web content proxy server 12. The core module 2 l includes 

programmed instructions and/or logic to manage the transmission of the web 

15 optimized client cookie from the web content proxy server 12 to the requesting 

one of the client devices 14(1 )-14(n). The web browser at the requesting one of 

the client devices 14( l )-14(n) receives and saves the web optimized client cookie 

in the memory 22 at the requesting one of the client devices 14(] )-14(n). Jn this 

illustrative example, the web optimized client cookie shown in FIG. 2C is stored 

20 in the memory 22 at the requesting one of the client devices 14(l )-14(n). 

[00046] Referring now to FIGS. 1, 2D--2E and 4, an exemplary method for 

translating a web optimized client cookie back to an original server cookie to 

optimize the implementation of the web content proxy server 12 will now be 

described. ln step JOO, in this example one of the client devices 14(]H4(n) via a 

25 web browser submits another request to the web content proxy server 12 for page 

B.html at the website, "www.example.com" as shovvn in one example in FIG. 2D. 

This request includes a web optimized client cookie which in this example 

comprises SESSION+.example.com+%252F. 

[000471 In step 102, the web content proxy server 12 extracts the original 

30 server cookie name and the domain and path attributes from the name of the web 

ACCESSIBE LTD EXHIBIT 1004 
Page 709 of 2149



CA 02732540 2011-02-25 

optimized client cookie. In this mustmtive example, ilie original server cookie 

name and the domain and path attributes are extracted by the web content proxy 

server from the name: SESS1ON+.example.com+'%252F. 

[00048] In step 104, the web content proxy server l 2 determines whether 

5 the extracted domain and path attributes identify a web optimized client cookie 

that is a match to universal resource locator for the requested web page. lfin step 

104 the web content proxy server 12 detennines the extracted domain and path 

attributes identify a web optimized client cookie is not a match, then the No 

branch is taken to step 106. In step 106, the web content proxy server 12 submits 

10 the request to the hosting one of the web servers 16(1)-i6(n) hosting the request 

page without an original server cookie. In this illustrative example, the requested 

page is "B.html." If in step 104 the web content proxy server 12 detem1ines the 

extracted domain and path attributes identify a web optimized client cookie is a 

match, then the Yes branch is taken to step l 08. 

15 [00049) ln step 108, the web content proxy server 12 associates the 

extracted name from the web optimized client cookie with the value for the 

original server cookie. The extracted name and value comprise the original server 

cookie which is appended to the HTTP cookie header fields of the request to be 

sent to the one of the web servers l 6(l )- l 6(n) hosting the requested web page. In 

20 this illustrative example, the extracted name SESSION is associated with the 

value 1234. 

[00050] In step 110, the web content proxy server 12 submits the request 

with the reconstituted original server cookie to the one of the web servers J 6{ 1 )-

16( n) hosting the requested page. In this illustrative example, the request with the 

25 reconstituted original server cookie as shown in FIG. 2E is transmitted to the one 

of the web servers 16(1 )-16(n) hosting the requested page. 

[00051] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that optimizes implementation of a web 

30 content proxy server for interactions involving cookies between client devices and 
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remote web servers. With this technology, the web content proxy server is much 

more scalable because of the reduced memory storage demands. Additionally, 

with this technology the web content proxy server poses a much lower security 

and privacy risk to information provided by the client devices 14(! )-14(n). 

5 l000521 Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

10 improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

15 only by the following claims and equivalents thereto. 
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What is claimed: 

1. A method implemented by one or more web content proxy servers, the method 

5 comprising: 

obtaining content with an original server cookie from one of one or more 

vveb content servers in response to a request from one of one or more client devices; 

generating a web optimized client cookie comprising a name comprising at 

least a name of the original server cookie and at least a portion of a domain and a path associated 

10 with the obtained content; 

providing the obtained content with the generated web optimized client 

cookie to the requesting one of one or more client devices; and 

reconstituting the original server cookie using the web optimized client 

cookie included in a subsequent request received from the one of the one or more client devices. 

15 

20 

2. The method as set forth in claim l further comprising providing the obtained 

content and the web optimized client cookie to the requesting one of the one or more client devices 

without storing the original server cookie or the web optimized client cookie in a local memory. 

3. The method as set forth in claim l further comprising obtaining the domain and 

path attributes of the obtained content from a unifonn resource locator (URL) for the obtained 

content 

4. The method as set forth in claim 1 further comprising: 

25 concatenating the name of the original server cookie and the at least a 

30 

portion of the domain and the path associated with the obtained content to fonn the name of the 

web optimized client cookie; and 

associating the name of the web optimized client cookie with a value of the 

original server cookie. 

5. The method as set forth in claim 1 further comprising appending one or more 

original attributes of the original server cookie to the web optimized client cookie. 

CA 2732540 2017-08-04 
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6. The method as set forth in claim 1 further comprising: 

determining when the reconstituted original server cookie corresponds with 

a network address of the subsequent request; and 

providing the subsequent request with the reconstituted original server 

cookie to the one of the one or more web content servers when the determining indicates that the 

reconstituted original server cookie corresponds with the network address of the subsequent 

request. 

l O 7. The method as set fi)rth in claim 6 ftirther comprising associating one or more 

original attributes of the ori gina1 server cookie to the reconstituted original server cookie. 

8. A non-transitory computer readable medium having stored thereon instructions for 

optimizing a proxy server comprising machine executable code which when executed by at least 

15 one processor, causes the processor to: 

obtain content with an original server cookie from one of one or more web 

content servers in response to a request from one of one or more client devices; 

generate a web optimized client cookie comprising a name comprising at 

least a name of the original server cookie and at least a portion of a domain and a path associated 

20 with the obtained content; 

25 

provide the obtained content with the generated web optimized client cookie 

to the requesting one of one or more client devices; and 

reconstitute the original server cookie using the web optimized client cookie 

included in a subsequent request received from the one of the one or more client devices. 

9. The non-transitory computer readable medium as set fi.1rth in claim 8 wherein the 

machine executable code when executed by the processor further cause the processor to provide 

the obtained content and the web optimized client cookie to the requesting one of the one or more 

client devices without storing the original server cookie or the ;,veb optimized client cookie in a 

30 local memory. 
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10. The non-transitory computer readable medium as set forth in claim 9 wherein the 

machine executable code when executed by the processor further cause the processor to obtain the 

domain and path attributes of the obtained content from a uniform resource locator (URL) for the 

obtained content. 

11. The non-transitory computer readable medium as set forth in claim 9 wherein the 

machine executable code when executed by the processor fi..irther cause the processor to: 

concatenate the name of the original server cookie and the at least a portion 

of the domain and the path associated with the obtained content to fom1 the name of the web 

10 optimized client cookie; and 

associate the name of the wt:b optimized client cookie with a value of the 

original server cookie. 

12. The non-transitory computer readable medium as set forth in claim 9 wherein the 

15 machine executable code when executed by the processor further cause the processor to append 

one or more original attributes of the originai server cookie to the web optimized client cookie. 

20 

13. The non-transitory computer readable medium as set forth in claim 8 wherein the 

machine executable code when executed by the processor further cause the processor to: 

dctennine when the reconstituted original server cookie corresponds with a 

network address of the subsequent request; and 

provide the subsequent request with the reconstituted original server cookie 

to the one of the one or more web content servers when the determining indicates that the 

reconstituted original server cookie corresponds with the network address of the subsequent 

25 request. 

14. The non-transitory computer readable medium as set forth in claim 13 wherein the 

machine executable code when executed by the processor fm1her cause the processor to associate 

one or more original attributes of the original server cookie to the reconstituted original server 

30 cookie. 
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15. A web proxy apparatus comprising: 

one or more processors; 

a memory comprising programmed instrnctions stored thereon, the memory 

coupled to the one or more processors which are configured to execute the store programmed 

5 instructions to: 

obtain content with an original server cookie from one of one or 

more web content servers in response to a request from one of one or more client devices; 

generate a· web optimized client cookie comprising a name 

comprising at least a name of the original server cookie and at least a portion of a domain and a 

l O path associated with the obtained content; 

provide the obtained content with the generated web optimized 

client cookie to the requesting one of one or more client devices; and 

reconstitute the original server cookie using the web optimized 

client cookie included in a subsequent request received from the one of the one or more client 

15 devices. 

16. The apparatus as set forth in claim 15 wherein the one or more processors are 

further configured to execute the stored programmed instructions to provide the obtained content 

and the web optimized client cookie to the requesting one of the one or more client devices without 

20 storing the original server cookie or the web optimized client cookie in the memory. 

17. The apparatus as set forth in claim 16 wherein the one or more processors are 

further configured to execute the stored programmed instructions to obtain the domain and path 

attributes of the obtained content from a uniform resource locator (URL) for the obtained content 

25 

18. The apparatus as set forth in claim 16 wherein the one or more processors are 

further configured to execute the stored programmed instructions to; 

concatenate the name of the original server cookie and the at least a portion 

of the domain and the path associated with the obtained content to form the name of the web 

30 optimized client cookie; and 
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associate the name of the web optimized client cookie with a value of the 

original server cookie. 

19. The apparatus as set forth in claim 16 wherein the one or more processors are 

5 further configured to execute the stored programmed instructions to append one or more original 

attributes of the original server cookie to the web optimized client cookie. 

20. The apparatus as set forth in claim 15 wherein the one or more processors are 

further configured to execute the stored programmed instructions to: 

10 determine when the reconstituted original server cookie corresponds with a 

network address of the subsequent request; and 

provide the subsequent request with the reconstituted original server cookie 

to the one of the one or more web content servers when the determining indicates that the 

reconstituted original server cookie corresponds with the network address of the subsequent 

15 request. 

20 

21. The apparatus as set forth in claim 20 wherein the one or more processors are 

further configured to execute the stored programmed instructions to associate one or more original 

attributes of the original server cookie to the reconstituted original server cookie. 
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GET /A.html HHP/1.1 
Host: www.example.com 
Accept:*/* 
User-Agent: my-mobile-browser 1.0 

HHP/1.12000K 
Content-Type: text'html; charset = UTF-8 
Content-length: 5300 
Set-Cookie: SESSION= 1234; domain= .example.com; path=/ 

FIG. 2B 

HTTP/1.1 200 OK 
Content-Type: texVhtm!; charset= UTF-8 
Content-length: 5300 
Set-Cookie: SESSION+ .example.com+ %252F = 1234; path= /mt/ 

FIG. 2C 

GET /mt/www.example.com/B.html HHP/1. 1 
User-Agent: my-mollile-brnwser 1.0 
Host: m.prnxy.com 
Accept:*/* 
Cookie: SESSION+ .example.com+ %252f = 1234 

FIG. 2D 

GET /B.html HTTP/U 
User-Agent: my-mobile-browser 1.0 
Host: www.exampie.com 
Accept:*/* 
Cookie: SESSION= 1234 

FIG. 2E 
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66 
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RECEIVE ORIGINAL SERVER COOKIE FROM CORE MODULE 

CONCAT COOKIE NAME, DOMAIN AND 
PATH ATTRIBUTES ANO ENCODE THE RESULT 

CONSTRUCT THE NEW COOKIE COUPLING THE NEW NAME 
WITH ORIGINAL COOKIE VALUE, 00 NOT SPECIFY THE 
DOMAIN ATTRIBUTE ANO ADO A PATH ATTRIBUTE WITH 

APPEND REMAINING ORIGINAL COOKIE ATTRIBUTES 
(ALL BUT DOMAIN ANO PATH) TO ~lEW COOKIE 

srno ENCAPSULATED COOKIE TO CORE MODULE 

FIG. 3 

GET DOMAIN FROM • ,.,.,,-54 
Rrnum PAGE URL 
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100--f RECEIVE WCOS COOKIE FROM CORE MODULE ) 
' 

102 TAKE WCOS COOKIE NAME ANO EXTRACT ORIGINAL 
COOKIE NAME ANO DOMAIN ANO PATH ATTRIBUTES 

1 // ..... , 
/ ........... 

104~ DO DOMAIN 
NO 1~106 ANO PATH ATTRIBUTES 

....._ MATCH THE ORIGINAL CORE MODULE) 
~ SERVER / 

............... //// 

Im 
~ 

108 CREATE A NEW COOKIE FOR ORIGINAL SERVER 
USING EXTRACTED NAME ANO WCOS COOKIE VALUE 

110-,. SEND NEW COOKIE TO CORE MODULE ) 

FIG. 4 
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-- 1 .. 

1\/IETHODS FOR OPTIIvHZING INTERACTION \VITH A 
FORl\'l IN A WEBSITE PAGE AND SYSTEMS THEREOF 

FIELD OF THE INVENTION 

[0001] This application claims the benefit of U.S. Patent Application 

Serial No. 12/584,697, filed September 10, 2009, which is hereby incorporated by 

reference in its entirety. 

[0002] This invention generally relates methods and systems for 

managing website transactions and, more particularly, methods for optimizing a 

10 fimn in a website page for mobile and other devices with limited memory and 

network capabilities. 

BACKGROUND 

[0003] Any website transaction, such as a hotel booking, flight check in, 

or concert ticket purchase, is usually broken into a series of steps which must be 

15 executed. Each step is represented by a website page containing a form a user 

must fill with relevant data useful to complete a task. Often these website form 

pages contain a number of text fields for the user to complete along with several 

hidden fields. Hidden fields are special website fom1 page markup elements that 

contain relevant information to be transmitted between the website pages, Le. 

20 transaction steps that must take place, but do not need to be shm:Yn to or require 

interaction from the user. 

[0004] A web application framework is a software framework designed to 

support the development of dynamic websites, web applications and vveb services. 

The framework aims to alleviate overhead associated with common activities used 

25 in web development. Some of these web application frameworks keep a large 

amount of data inside hidden fields to save a status of the website transaction. 

These frameworks also automatically generate form field names which can be 

quite long. For example, a form field name can represent the element position 

inside the document by including the names of all the elements containing it. 

SUBSTITUTE SHEET (RULE 26) 
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[0005] \Vhen mobile and other devices vvith limited rnemory and network 

capabilities, such as smart phones and personal digital assistants, try to process a 

,vebsite form page built in such a manner, these devices must download a heavy 

weight website page, load the page and process the page in memory. When the 

5 user has entered data :into the website fi.)rm page, these devices also must send the 

website fom1 page with the entered data along with data stored inside hidden 

fields back to the originating web application server for this transaction to proceed 

to the next step. With mobile and other devices with limited memory and network 

capabilities, the execution of these steps can be quite slow. 

10 SUMMARY 

[0006J A method for optimizing interaction 'with a form in a website page 

in accordance with embodiments of the present invention includes retrieving with 

a ,veb content optimization computing device an original website page with a 

form in response to a request from a requesting system. The web content 

15 optimization computing device stores at least the form of the original website page 

and adjusts at least one field control of the fonn to generate a simplified website 

page. The web content optimization computing device provides the simplified 

website page to the requesting system. 

[0007J A computer readable medium in accordance with other 

20 embodiments of the present invention includes having stored thereon instructions 

for optimizing interaction with a form in a website page comprising machine 

executable code which when executed by at least one processor, causes the 

processor to perfonn steps including retrieving an original website page with a 

fom1 in response to a request. At least the fom1 of the original website page is 

25 stored and at least one field control of the form is adjusted to generate a sin1plified 

website page. The simplified ,vebsite page is provided in response to the request. 

[0008] A web page form optimization system in accordance with other 

embodiments of the present invention includes an interface system, a storage 

system, and an optimization processing system in a web content optimization 

30 computing device. The interface system retrieves an original website page with a 
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form in response to a request from a requesting system and the storage system 

stores at least the form of the original website page. The optimization processing 

system adjusts at least one field control in the fom1 to generate a simplified 

website form page. The interface system provides the simplified website page to 

5 the requesting system. 

[0009] Accordingly, the present invention provides methods and systems 

to optimize interaction with a form in a website page with mobile and other 

devices with limited memory and network capabilities. The optimized form in the 

website page provided to these devices has substantially less markup code by 

10 removing hidden fields and shortening field control names from the form making 

them easier and quicker to load and process. Additionally, once fields in these 

optimized forms are completed with data, the resulting completed fi.)m1S can more 

easily be transmitted back to complete the transaction step. With the present 

invention, these operations all take place quickly, seamlessly and without the 

15 knowledge of the end user. 

BRlEF' DESCRIPTION OF' THE DR..'\ 'WINGS 

[0010] FIG. 1 is a block diagram of system in which a form of a website 

page is optimized in accordance with embodiments of the present invention; 

[0011! FIG. 2 is a flow chart of a method for optimizing a form of a 

20 website page in accordance with embodiments of the present invention; 

25 

[0012] FIG. 3 is an exemplary fonn of a website page containing two text 

fields and a submit button; 

[0013] FIG. 4A is exemplary HTML code describing the form of the 

website page shown in FIG. 3 with four hidden fields; 

[0014] FIG. 4B is an exemplary HTTP request body resulting from the 

submission of the fom1 of the website page shown in FIG. 3 and described by the 

code of FIG. 4A having "John" as the data entered in the first text box and 

"Smith" as the data entered in the second text box; 
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[0015] FIG. 5A is an exemplary HTML code describing the form of the 

vvebsite page shov.rn in FIG. 3 after applying the method fbr optimizing a form of 

a website page in accordance with embodiments of the present invention; 

[0016] FIG. 5B is an exemplary HTTP request body resulting from the 

5 submission of the form of the website page shown in FIG. 3 and described by the 

code of flG. 5A having "John" as the data entered in the first text box and 

"Smith" as the data entered in the second text box; 

[0017] FIG. 6 is a flow chart of a method for processing an HTTP request 

body in accordance with embodiments of the present invention; and 

10 [0018] FIG. 7 is a diagram illustrating progressive changes to an 

exemplary HTTP request body when applying the method for optimizing a fon:n 

of a website page in accordance with embodiments of the present invention. 

DETAILED DESCRIPTION 

[00191 A system 10 in which a fi.)rm of a website page is optimized in 

15 accordance with embodiments of the present invention is illustrated in Fl G. 1 . 

The system 10 includes a web content optimization computing device 12, client 

computing devices 14(1)-14(n), a web server system 16, and cornrnunication 

networks 18(1 )-18(2), although other numbers and types of systems, devices, 

and/or elements in other configurations can be used. The present invention 

20 provides a number of advantages including methods and systems to optimize 

interaction with website fonn pages when delivering content to and receiving 

content from mobile and other devices with limited memory and network 

capabilities. 

[0020] Referring more specifically to FIG. 1, the web content 

25 optimization computing device 12 enables the optimization of a form of a website 

page, although the web content optimization computing device 12 can provide 

other numbers and types of functions. Although one web content optimization 

computing device 12 is shovvn, other numbers and types of web content 

optimization systems can be used. 
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[0021] The web content optimization computing device 12 includes a 

central processing unit (CPU) or processor 13, a memory 15, and an interface 

system 17 which are coupled together by a bus 19 or other link, although other 

numbers and types of components, parts, devices, systems, and elements in other 

5 configurations and locations can be used. The processor 13 in the web content 

optimization computing device 12 executes a program of stored instructions one 

or more aspects of the present invention as described and illustrated by way of the 

embodiments herein, including methods fi.)r optimizing interaction vvith vvebsite 

fom1 pages, although the processor could execute other numbers and types of 

10 programmed instructions. 

[0022! The memory 15 in the web content optimization computing device 

12 stores these programmed instructions for one or more aspects of the present 

invention as described and illustrated herein, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

15 different types of memmy storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or vvritten to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor 13, can be used for the memory 15 in the web 

20 content optimization computing device 12. In these embodiments, the memory 15 

includes a core module 21, a fi:.)rm module 23, and a memory cache 25 which store 

programmed instructions for one or more aspects of the present invention as 

described and illustrated herein and some or all of original website form pages, 

although the memory can comprise other types and numbers of systems, devices, 

25 and elements in other configurations which store other data. 

[0023] The interface system 17 in the web content optimization 

computing device 12 is used to operatively couple and communicate between the 

vveb content optimization computing device 12 and the client computing devices 

14(1)--14(n) and the web server system 16 via the communication networks 18(1) 

30 and 18(2), although other types and numbers of communication networks with 

other types and numbers of connections and configurations can be used. By way 

ofexample only, the communication networks 18(1) and 18(2) can use TCP/lP 
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over Ethernet and industry-standard protocols, including HTTP, HTTPS, WAP, 

and SOAP, although other types and numbers of communication networks, such 

as a direct connection, a local area network, a wide area network, moderns and 

phone lines, e-mail, and wireless and hardwire communication technology, each 

5 having their own communications protocols, can be used. 

[0024] Each of the client computing devices 14(1 )-14(n) enables a user to 

access content and utilize one or more applications from the web server system 16 

through the web content optimization computing device 12 through one or more 

communication networks, although one or more of the client computing devices 

10 14( 1 )--14( n) could access content and utilize other types and numbers of 

applications from other sources and could provide a wide variety of other 

functions fbr the user. Although multiple client computing devices 14( l )-14(n) 

are shown, other numbers and types of user computing systems could be used. In 

this example, the client computing devices 14(1)-14(n) comprise mobile devices 

15 vvith Internet access that pem1it a website fi.)rm page or other retTieved data to be 

displayed, although each of the client computing devices 14(1)-14(n). By way of 

example only, one or more of the client computing devices 14(1 )-14(n) can 

comprise smart phones, personal digital assistants, or desktop computers using 

visual or voice brmvsers, 

20 [0025] Each of client computing devices 14(1)-14(n) includes a central 

processing unit (CPU) or processor 20, a memory 22, user input device 24, a 

display 26, and an interface system 28, and which are coupled together by a bus 

30 or other link, although one or more of client computing devices 14(1)-14(n) 

can include other numbers and types of components, parts, devices, systems, and 

25 elements in other configurations. The processor 20 in each of client computing 

devices 14(l)--14(n) executes a program of stored instrnctions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instructions. 

[0026] The memory 22 in each of the client computing devices 14(1)-

30 14(n) stores these programmed instructions for one or more aspects of the present 

invention as described and illustrated herein, although some or all of the 
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programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, or other computer readable medium which is read from and/or written 

5 to by a magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client computing 

devices 14(1 )-l 4(n). 

[0027] The user input device 24 in each of the client computing devices 

14( 1)-14(n) is used to input selections, such as requests for a particular website 

10 fom1 page or to enter data in fields of a form page, although the user input device 

could be used to input other types of data and interact with other elements. The 

user input device can include a keypads, touch screens, and/or vocal input 

processing systems although other types and numbers of user input devices can be 

used. 

15 

20 

[0028] The display 26 in each of the client computing devices 14( 1 )-14(n) 

is used to show data and information to the user, such as website fr1rm page by 

way of example only. The display in each of the client computing devices 14(1)-

14(n) is a phone screen display, although other types and numbers of displays 

could be used. 

[0029] The interface system 28 in each of the client computing devices 

14(1 )-14(n) is used to operatively couple and communicate between the client 

computing devices 14(1 )-14( n) and the web content optimization computing 

device 12 and web server system 16 over the communication net\vorks 18(1) and 

18(2 ), although other types and numbers of communication networks with other 

25 types and numbers of connections and configurations can be used. 

[0030] The web server system 16 provides one or more vveb software 

applications for use by one or more of the client computing devices 14(1)-14(n), 

although the web server system 16 can provide other numbers and types of 

applications and/or content and can have provide other numbers and types of 

30 functions. Although one web server system 16 is shown for ease of illustration 
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and discussion, other numbers and lypes of web server syslems and devices can be 

used. 

[0031] The web server system 16 includes a central processing unit (CPU) 

or processor, a memory, and an interface system vvhich are coupled together by a 

5 bus or other link, although the vveb server system 16 could have other numbers 

and types of components, parts, devices, systems, and elements in other 

configurations and locations can be used. The processor in the web server system 

16 executes a program of stored instructions one or more aspects of the present 

invention as described and illustrated by ,:vay of the embodiments herein, 

10 including managing application functionality, although the processor could 

execute other numbers and types of programmed instructions. 

[00321 The memory in the web server system 16 stores these programmed 

instructions for one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein including managing application 

15 functionality, although some or all of the programmed instructions could be stored 

and/or executed elsewhere. A variety of different types of memory storage 

devices, such as a random access memory (RAM) or a read only memory (ROM) 

in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and/or written to by a magnetic, 

20 optical, or other reading and/or writing system that is coupled to the processor, 

can be used fi.)r the memmy in each of the web server system 16. 

[0033] The interface system in the web server system 16 is used to 

operatively couple and communicate between the web server system 16 and the 

web content optimization computing device 12 and the client computing devices 

25 14(1 )-l 4(n) via communication networks 18( l) and 18(2), although other types 

and numbers of communication networks with other types and numbers of 

connections and configurations can be used. 

[0034] Although embodiments of the web content optimization 

computing device 12, the client computing devices 14( 1 )-l 4(n), and the \,veb 

30 server system 16, are described and illustrated herein, each of the client computing 
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devices 14(1)-14(n), the web content optimization computing device 12, and the 

vveb server system 16, can be implemented on any suitable computer system or 

computing device. It is to be understood that the devices and systems of the 

embodiments described herein are for exemplary purposes, as many variations of 

5 the specific hardware and software used to implement the embodiments are 

possible, as will be appreciated by those skilled in the relevant art(s). 

[0035] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

10 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the a1t. 

[00361 In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

15 redundancy and replication also can be :implemented, as desired, to increase the 

robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, includ:ing by way of example only 

20 telecommunications in any suitable form ( e.g., voice and modem), ·wireless 

communications media, ,:vireless communications networks, cellular 

communications networks, G3 commun:ications netvvorks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the lntemet, 

intranets, and combinations thereof. 

[0037] The embodiments may also be embodied as a computer readable 

medium having instrnctions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

carry out the steps necessary to implement the methods of the embodiments, as 

30 described and illustrated herein. 
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[0038] A method of optimizing a form of a website page in accordance 

vvith embodiments of the present invention will novv be described with reference 

to FIGS. 1-5R Referring more specifically to FIG. 2, in step 40 one of the client 

computing devices 14(1) transmits a Hyper Text Transfer Protocol (HTTP) 

5 request that specifies a Uniform Resource Locator (URL) to the web content 

optimization computing device 12 via communication net\vork 18(1) which in 

turn transmits this request to the appropriate web server system 16 via 

communication network J 8(2), although other manners for obtaining a vvebsite 

page can be used. The web server system 16 process the received request and 

10 transmits the requested website page back to the web content optimization 

computing device 12, although other types of pages and other data could be 

provided back in response to the request. By way of example only, a form 32 in 

the website page retrieved in response to this request contains a text field for 

Name 34, a text field fbr Surname 36 and a submit button 38 is illustrated in FIG. 

15 3, although the page could have other numbers and types of fields and other 

elements. 

[00391 In step 42, the web content optimization computing device 12 

determines whether the retrieved website page has a fonn to optimize. If in step 

42 the \veb content optimization computing device 12 determines the retrieved 

20 website page does not have a form to optimize, then the No branch is taken to step 

50 where the retrieved website page is passed from the web content optimization 

computing device 12 to the requesting one of the client computing devices 14(1)-

14(n). If in step 42 the web content optimization computing device 12 determines 

the retrieved website page does have a fonn to optimize, then the Yes branch is 

25 taken to step 44. 

[0040] In step 44, the web content optimization computing device 12 

stores code for at least the form of retrieved website page in memory, although the 

vveb content optimization computing device 12 or other devices could store other 

types and amounts of data, such as code for the fom1 along with the original 

30 website page. 
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[0041] Additionally, in step 44, the web content optimization computing 

device 12 adds a new hidden field with attribute name equal to un jtt_pid to the 

fom1 of the retrieved website page, although other types and numbers of 

parameters or other identifiers can be added. The value attribute of un__jtt ___ pid 

5 hidden field control contains identification and other infonnation to locate at least 

the code for the form of the retrieved website page from memory 15 of the web 

content optimization computing device 12. 

[0042] In step 46, the web content optimization computing device 12 

identifies any hidden field controls for the fonn, although other types of controls 

10 or other information could be identified. The web content optimization computing 

device 12 removes the identified hidden field controls from code for the form of 

the original retrieved website page, although other types and numbers of 

modifications to the identified hidden field controls could be executed. 

f0043t In step 48, the web content optimization computing device 12 

15 identifies any remaining field controls for the form, although other types of 

controls or other infi.1rmation could be identified. The vveb content optimization 

computing device 12 generates a shorter name for the identified remaining field 

controls and replaces the initial name for each of the remaining field controls with 

the generated shorter name, although other types and numbers of modifications to 

20 the initial name of one or more of the remaining field controls could be executed. 

By way of example, in these embodiments the shorter name is generated by a'_' 

character fuUowed by a number indicating the control position in the form, 

although other ways to generate the shorter or simpler name could be used. 

[0044] Next, in step 50 if the retrieved website page had a fom1, then the 

25 simplified website page vvith the form is passed from the web content optimization 

computing device 12 to the requesting one of the client computing devices 14(1)-

14(11). 

[0045] Referring to FIG. 4A, an example of the fom1 of the website page 

shown in FTG. 3 described by HTML language or code without the method for 

30 optimizing a fom1 of a website page in accordance with embodiments of the 
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present invention is illustrated. The text fields 34 and 36 shown in FIG. 3 are 

described by long name attributes 52 and 54 in FIG. 4A. Additionally, the HTML 

language illustrated in FIG. 4A for the fom1 of the original website page includes 

four hidden field controls 56, 58, 60 and 62. As described earlier, these hidden 

5 field controls typically are used to keep state information across multiple website 

pages, although they could have other functions. As illustrated in FIG. 4A, the 

hidden field controls 56, 58, 60 and 62 can he quite long, by way of example only 

some can be thousands characters long and some vveb applications will set the 

name attribute to a string containing the identification attribute of each element 

10 containing the fom1 field control. 

[0046! Referring to FIG. 4B, an exemplary HTTP request body resulting 

from the submission of the fixm of the website page shown in FIG. 3 and 

described by the code of FIG. 4A having "John" as the data entered in the first 

text box 34 in FIG. 3 and "Smith" as the data entered in the second text box 36 in 

15 FIG. 3. In these embodiments, the HTTP POST method is used to submit this 

data and the HTTP request body contains the encoded version of each control 

name attribute followed by the 'cc,' character and the encoded version of its value 

attribute. Additionally, in this example the name/value pairs of each hidden field 

control are follm:ved by the name value pairs of name and surname text controls. 

20 [0047] Referring to FIG. 5A, exemplary HTML code describing the form 

of the vvebsite page shown in FiG. 3 after applying the method fi.)r optimizing a 

fom1 of a website page in accordance with embodiments of the present invention 

is illustrated. As illustrated, the text fields 34 and 36 shown in FIG. 3 are nmv 

described by very short name attributes 64 and 66. Additionally, the four hidden 

25 field controls 56, 58, 60, and 62 have been removed after being saved in memory 

15 in the web content optimization computing device 12. The hidden field 64 

with attribute name equal to un_jtt ___ pid has been added. The value attribute of 

un jtt_pid hidden field control contains identification and other information to 

locate at least the code for the forrn of the retrieved website page from memory 15 

30 of the web content optimization computing device 12. Accordingly, with the 

present invention, the HTML code for the website page with the form is simplified 
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and substantially reduced which accelerates the downloading and processing of 

the simplified website page with the form. 

[0048] Referring to FIG 5B, is an exemplary HTTP request body resulting 

from the submission of the form of the website page shown in FIG. 3 and 

5 described by the code of FIG. 5A having "John" as the data entered :in the first 

text box 34 and "Smith" as the data entered the second text box 36 in FIG. 3. 

When the form is completed, the submit button 38 is engaged to transmit this 

request body with the entered data to the web content optimization device 14. As 

illustrated in FIG. 5B, simplity'ing the exemplary HTML code describing the form 

10 of the website page as illustrated in FIG. 5A by applying the method for 

optimizing a form of a website page in accordance with embodiments of the 

present invention results in a much smaller HTTP request body, than without the 

present invention as previously described and illustrated with respect to FIG. 4B. 

[0049] Referring to F 1 G 6, a method for processing an HTTP request 

15 body in accordance with ernbod:iments of the present invention is :illustrated. In 

step 68, the web content optimization computing device 12 receives the HTTP 

request body with data entered, such as the one illustrated in FIG. 5B by way of 

example only. 

[00501 in step 70, the i,veb content optimization computing device 12 

20 determines whether the received HTTP request body contains the unjtt_pid 

parameter, although other types and numbers of identifiers could be used. If in 

step 70 the vveb content optimization computing device 12 determines the 

received HTTP request body does not contain the unjtt_pid parameter, then the 

No branch is taken to step 78 where the received HTTP request body is 

25 transmitted to the web server system 16 or other source of the original web page. 

Ifin step 70 the web content optimization computing device 12 determines the 

received HTTP request body does contain the un_jtt ___ pid parameter, then the Yes 

branch is taken to step 72. 

[0051] In step 72, the web content optimization computing device 12 uses 

30 the un_jtt ___ pid parameter to identify the original website page \vith the form in 
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memory 15 in the web content optimization computing device 12, although the 

infonnation could be retrieved from other locations in other manners. 

Additionally, the web content optimization computing device 12 removes the 

un_jtt ___ pid parameter from the received HTTP request body. 

[00521 in step 74, the i,veb content optimization computing device 12 

identifies the field controls which were renamed, ret1ieves the initial names from 

in memory 15 in the web content optimization computing device 12, and replaces 

the shortened or simplified names with the original corresponding initial names, 

although other manners for replacing some or all of the names can be used. 

[0053] ln step 76, the web content optimization computing device 12 

identifies the hidden field controls which were removed, retrieves the hidden field 

controls from in memory 15 in the web content optimization computing device 12, 

and adds the retrieved hidden field controls back in the received HTTP request 

body, although other manners for reinstating some or all of this data can be used. 

[0054] In step 78, when the received HTTP request body contains the 

un jtt_pid parameter, the web content optimization computing device 12 transmits 

the received HTTP request body with the replaced names and hidden field 

controls to the web server system 16 or other source of the original web page. 

[00551 Referring to FIG. 7, a diagram of changes to an exemplary HTTP 

20 request body when applying the method for optimizing a fo1m of a website page 

in accordance with embodiments of the present invention. Block 80 illustrates the 

exemplary HTTP request body resulting from the submission of the original 

vvebsite page with the form. Block 82 illustrates the exemplary HTTP request 

body resulting from the submission of the original website page with the form 

25 after adding the unjtt ___ pid _parameter. Block 84 illustrates the exemplary HTTP 

request body after removing hidden field controls from the original form. Block 

86 illustrates the exemplary HTTP request body after renaming remaining field 

controls. 

[0056] Accordingly, as illustrated and described herein the present 

30 invention provides methods and systems to optimize interaction with a fonn in a 
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website page with mobile and other devices with limited memory and network 

capabilities. The optimized fimn in the website page provided to these devices 

has substantially less markup code by removing hidden fields and shortening field 

control names from the form making them easier and quicker to load and process. 

5 Additionally, once fields in these optimized forms are completed with data, the 

resulting completed forms can more easily be transmitted back to complete the 

transaction step. With the present invention, these operations all take place 

quickly, seamlessly and without the knowledge of the end user. 

[0057] Having thus described the basic concept of the invention, :it will be 

10 rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and rnodifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

15 '\,V:ithin the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the follmving claims and equivalents thereto. 
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CLAIMS 

\\-'bat is claimed is: 

1. A method for optimizing interaction with a form of a 

website page, the method comprising: 

retrieving with a web content optimization computing 

device an original website page with a form in response to a request from a 

requesting system; 

storing with the web content optimization computing device 

at least the form from the original website page; 

adjusting with the web content optimization computing 

device at least one field control in the fom1 to generate a simplified website page; 

and 

providing with the web content optimization computing 

device the simplified website page to the requesting system. 

2. The method as set forth in claim 1 wherein the adjusting 

further comprises: 

identifying with the web content optimization computing 

device one or more hidden field controls in the form; and 

removing with the web content optimization computing 

device the one or more identified hidden field controls in the form. 

3. 

further comprises: 

The method as set forth in claim 2 wherein the adjusting 

identifying with the \,1/eb content optimization computing 

device one or more remaining field controls in the form; and 

replacing with the web content optimization computing 

30 device an initial name of the one or more identified remaining field controls with a 

shorter name. 

4. The method as set forth in claim 1 fuither comprising 

adding with the \veb content optimization computing device an identifying field 
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control in the simplified website page, lhe identi{ying field control providing at 

least an indication of the stored location of at least the fonn of the original website 

page. 

5. The method as set forth in claim 1 fuither comprising: 

receiving at the web content optimization computing device 

a request in response to the providing of the simplified website _page; 

trnnsforming \Vilh lhe web content optimization compuling 

device at least one parameter of the received request based on the at least one 

10 adjusted field control of the simplified website page; 

15 

providing with the vveb content optimization computing 

device the transformed received request to a source system of the original website 

page. 

6. 

further comprises: 

The method as set forth in claim 5 wherein the transfon:ning 

identifying with the web content optimization computing 

device at least one hidden field control removed from the fom1; and 

adding with the web content optimization computing device 

20 the at least one idenlified removed hidden field control as al least one additional 

parameter to the received request. 

25 

7. The method as set forth in claim 6 ,:vherein the lransfom1ing 

further comprises: 

identifying with the web content optimization computing 

device one or more remaining field controls in the fonn which were renamed; and 

replacing with the web content optimization computing 

device the at least one parameter of the received request corresponding to the 

identified one or more remaining field controls v,rhich were renamed with the 

30 initial name of the one or more identified remaining field controls in the form. 

8. A computer readable medium having stored thereon 

instructions for optimizing interaction with a form of a website page comprising 
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machine executable code which when executed by at least one processor, causes 

the processor to perform steps comprising: 

retrieving with a web content optimization computing 

device an original website page with a fom1 in response to a request from a 

5 requesting system; 

storing with the web content optimization computing device 

at least the form from the original website page; 

adjusting vvith the web content optimization computing 

device at least one field control in the fom1 to generate a simplified website page; 

10 and 

providing with the web content optimization computing 

device the simplified website page to the requesting system. 

9. The medium as set fo1ih in claim 8 wherein the adjusting 

15 further comprises: 

20 

25 

identifying with the web content optimization computing 

device one or more hidden field controls in the fom1; and 

removing v.rith the web content optimization computing 

device the one or more identified hidden field controls in the form. 

10. The medium as set frnih in claim 9 wherein the adjusting 

further comprises: 

identifying ,vith the web content optimization computing 

device one or more remaining field controls in the form; and 

replacing with the web content optimization computing 

device an initial name of the one or more identified remaining field controls with a 

shorter name. 

11. The medium as set forth in claim 8 further comprising 

30 adding with the v,reb content optimization computing device an identifying field 

control in the simplified website page, the identifying field control providing at 

least an indication of the stored location of at least the form of the original website 

page. 
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12. The medium as set fo1ih in claim 8 fu1iher comprising: 

receiving a request in response to the providing of the 

simplified website page; 

5 transfimning at least one parameter of the received request 

10 

based on the at least one adjusted field control of the simplified website page; 

providing the transformed received request to a source 

system of the orig-in al v,,ebsite page. 

13. The medium as set forth in claim 12 wherein the 

transfr)mdng farther comprises: 

identifying at least one hidden field control removed from 

the form; and 

adding the at least one identified removed hidden field 

15 control as at least one additional parameter to the received request, 

14. The medium as set forth in claim J 3 wherein the 

transforming farther comprises: 

identifying one or more remaining field controls which 

20 were renamed; and 

25 

replacing the at least one parameter of the received request 

corresponding to the identified one or more remaining field controls which were 

renamed with the initial name of the one or more identified remaining field 

controls in the form. 

15. A web page form optimization system comprising: 

an interface system in a web content optimization 

computing device that retrieves an original website page with a form in response 

to a request from a requesting system; 

30 a storage system associated with the web content 

optimization computing device that stores at least the form from the original 

website page; and 
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an optimization processing system in the web content 

optimization computing device that adjusts at least one field control of the fom1 to 

generate a simplified website page; 

the interface system providing the simplified website page 

5 to the requesting system. 

16. The system as set fotih in claim 15 wherein the 

optimization processing system further cornprises an identification processing 

system in the web content optimization computing device that identifies one or 

10 more hidden field controls in the form, the optimization processing system 

removes the one or more identified hidden field contmls in the form. 

17. The system as set fotih in claim 16 wherein the 

identification system identifies one or more remaining field controls in the form 

15 and the field control processing system replaces an initial name of the one or more 

identified remaining field controls with a shmier name. 

18. The system as set forth in claim 17 further comprising an 

identification system in the web content optimization computing device adds an 

20 identifying field control in the form, the identifying field control providing at least 

an indication of the stored location of at least the fonn of the original website 

Pm.re. 
" 

19. The system as set forth in claim 15 wherein the interface 

25 system receives a request in response to the providing of the simplified website 

page, the optimization processing system transfrmns at least one parameter of the 

received request based on the at least one adjusted field control of the simplified 

website page, and the interface system provides the transfom1ed received request 

to a source system of the original website page. 

30 

20. The system as set forth in claim 19 wherein the 

optimization processing system further comprises an identification processing 

system with the web content optimization computing device that identifies at least 
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one bidden field control removed from the form and the optimization processing 

system adds at least one identified removed hidden field control as at least one 

additional parameter to the received request. 

21. The system as set forth in claim 20 wherein the 

identification processing system identifies one or more remaining field controls in 

the form which were renan1ed and the optimization processing system replaces tbe 

at least one parameter of the received request corresponding to the identified one 

or more remaining field controls which were renamed with the initial name of the 

10 one or more identified remaining field controls. 
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2v' <head> 

<tit!e>Address Form</title> 

</head> 

<body> 

6/8 

< form action= 11submit_ address.php 11 > 

< div id= 11 address block11 > 
Name:<br/> ~64 

<input type= 11texe name= 11_V1/> <br/> 

Surname:< br/> .~ 66 
<input type= 1'texr name= 11_2 11/> <br/> 

<input type= 1'submit" va!ue= 11go 11/> 

B 

9 

rn 
11 

12 

13 

14 

15 

16 

11 

<input type= 11hidde11 11 name= 11 un jtt_pid 11 value = 1t1+16263748172 +0 1/> 

<div/> 
</form> 

</body> 

</html> 

FIG. 5A 

/ 
67 
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/ 80 
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%24a ddress_b lo ck%24ro o m_type_hi d den_fi eld = superior& 
%24a ddress_block%24name_text_field = J ohn&%24address block%24surname_text_field = Smith 

! / 82 
I 

%24address ___ block%24status hidden.Jield = ags732h4hsh2kek2hysgkjah2y437 h2383y37sgwy 7 & 
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l / 86 
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_1 =Johnl..2=Smith&unjtt_pid=n+ 16263748172+0 
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lVIETHODS FOR UTILIZING A JAVASCRIPT ElVIULATOR IN 
A '1VEB CONTENT PROXY SERVER AND DEVICES 

THEREOF 

FIELD 

[0001] This invention generally relates to proxy servers and, more 

particularly, to methods for utilizing a JavaScript emulator in a web content proxy 

server and apparatuses thereof. 

BACKGROUND 

[0002] A web content optimization server is a proxy server that optimizes 

10 web page interactions for client devices with special requirements, such as mobile 

phones, PDAs, and srnartphones and for browsing tools used by visitors with 

special needs, such as visual impaired users. By way of example, a web content 

optimization server optimizes web page interactions as follows. A client device 

sends an HTTP request for a web page. The web content optimization server 

15 downloads the requested odginal web page from the content server listed in the 

received request. Next, the web content optimization server optimizes the content 

of the web page by applying transfomwtion rules tailored to the requesting client 

device. This optimization process includes extracting the content relevant to the 

requesting client device and adapting this extracted content to fit the specifications 

20 of the requesting client device. By way of example, these transformations include 

JavaScript removal, content linearization, and small screen adaptation. 

[0003] Although this process works well to optimize content for display at 

the requesting client device, the optimization process may fail when the original 

content heavily depends on JavaScript technology. For example, if the requested 

25 ,veb page includes a JavaScript code or instruction set responsible for populating 

form fields, validating fonn submissions, retrieving data from external resources 

(based on AJi-\J( technology), and even generating components that may change 

the stmcture of the web page, the page at the client device 1vvill not be able to 

properly function. 
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[0004] One example of how a JavaScript instmction set operates in a web 

page is illustrated with reference to FIGS. 2-4. Referring more specifically to 

FIG. 2, an exemplary web page of a login fi.)rm 100 used to gain access to a web 

site is illustrated. To execute the login process, a user must enter the correct a 

5 user identification into the user id field 102 and a password in the illustrated 

password field 104 and then click on the login button 106 to submit the login 

inquiry. The specific action of clicking or otherwise engaging the login button 

106 triggers the execution of the JavaScript validateLogin() function or instrnction 

set illustrated in FIG. 3. This JavaScript validateLog:in() function is responsible 

10 for validating that the user :id field 102 and the password field l 04 were properly 

filled before transmitting to the web content server for the requested web site. 

[0005] Referring to FlG. 4, a scenario where the user entered the value 

"John" into the user id field 102, but did not enter any value into the password 

field 104 is illustrated. When the login button 106 is clicked or otherwise 

15 engaged, the validateLogin() function generates an error and provides the message 

"Password cannot be empty" to the HTML element of the displayed web page 100 

whose attribute :id has the value "error". When the validateFunct:ion() generates an 

error the data entered by the user is not sent to the web content server for the 

requested web site. 

20 [0006] If, by way of example, an existing web content optimization server 

optimizes the content of the web page 100 illustrated in FiGS. 2 and 4 by applying 

transformation rules to remove the JavaScript programmed instruction set that 

processes any values entered in user id field 102 and passv,.rord field 104 and 

initiates an evaluation of entered values when login button 106 is clicked, any 

25 values entered could not be processed. Additionally, any attempt to click or 

othenvise engage the login button l 06 would not provide the desired login 

functionality. As a result, the web page would have been optimized for viewing 

on the client device, but with substantially reduced functionality. 

ACCESSIBE LTD EXHIBIT 1004 
Page 758 of 2149



CA 02800723 2012-11-23 

WO 2011/156743 PCTiUS2011/040U26 

- 3 -

SUMMARY 

[0007] A method for utilizing a JavaScript emulator in a proxy server 

includes creating and storing with a proxy server an object model of a web page 

which has one or more JavaScript instruction sets. At least one of the one or more 

5 JavaScript instruction sets are extracted from the web page and a JavaScript field 

identifier is inserted into the web page with the proxy server to optimize the web 

page which is then provided. 

[0008] A computer readable medium having stored thereon instmctions 

for utilizing a JavaScript emulator comprising machine executable code which 

10 when executed by at least one processor, causes the processor to perform steps 

including creating and storing an object model of a web page which has one or 

more JavaScript instrnction sets. At least one of the one or more JavaScript 

instruction sets are extracted from the web page and a JavaScript field identifier is 

inserted into the web page to optimize the web page which is then provided. 

15 [0009] A web proxy apparatus includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory including creating and storing an 

object model of a web page which has one or more JavaScript instrnction sets. At 

least one of the one or more JavaScript instrnction sets are extracted from the web 

20 page and a JavaScript field identifier is inserted into the web page to optimize the 

web page which is then provided. 

[00010] A method for utilizing a JavaScript emulator in a proxy server 

includes loading with the proxy server a stored object model of an original web 

page which had at least a portion of one or more JavaScript instruction sets 

25 previously extracted to form an optimized web page. Any data in a request 

received at the proxy server which corresponds to the loaded stored object model 

of the original web page is appended with the proxy server into the loaded stored 

object model of the original web page. The loaded stored object model of the 

original v,teb page with any of the appended data is processed and then provided 

30 by the proxy server. 
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[00011] A computer readable medium having stored thereon instructions 

for utilizing a JavaScript emulator comprising machine executable code which 

when executed by at least one processor, causes the processor to perfi.mn steps 

including loading a stored object model of an rniginal web page which had at least 

5 a portion of one or more JavaScript instruction sets previously extracted to form 

an optimized web page. Any data in a received request which corresponds to the 

loaded stored object model of the original web page is appended into the loaded 

stored object model of the original web page. The loaded stored object model of 

the original web page with any of the appended data is processed and then 

10 provided. 

[00012] A web proxy apparatus includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory including loading a stored object 

model of an original web page which had at least a portion of one or more 

15 JavaScript instruction sets previously extracted to form an optimized web page. 

20 

Any data in a received request which corresponds to the loaded stored object 

model of the 01iginal web page is appended into the loaded stored object model of 

the original web page. The loaded stored object model of the original web page 

with any of the appended data is processed and then provided. 

[00013] A method for utilizing a JavaScript emulator in a proxy server 

includes creating with a proxy server an object model of a web page which has at 

least one JavaScript instruction set. The at least one JavaScript instruction set 

from the web page is executed with the proxy server to obtain content. The at 

least one JavaScript instrnction set is removed with the proxy server from the web 

25 page and the obtained content is appended to generate an optimized web page 

\vith the obtained content which is provided by the proxy server. 

[00014] A computer readable medium having stored thereon instrnctions 

fi.Jr utilizing a JavaScript emulator comprising machine executable code which 

when executed by at least one processor, causes the processor to perform steps 

30 including creating an object model of a web page \'Vhich has at least one 

JavaScript instruction set. The at least one JavaScript instruction set from the web 
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page is executed to obtain content. The at least one JavaScript instruction set is 

removed from the web page and the obtained content is appended to generate an 

optimized web page with the obtained content which is provided. 

[00015] A vveb proxy apparatus includes one or more processors and a 

5 memory coupled to the one or more processors ,vhich are configured to execute 

programmed instructions stored in the memory including creating an object model 

of a web page which has at least one JavaScript instruction set. The at least one 

JavaScript instrnction set from the web page is executed to obtain content. The at 

least one JavaScript instruction set is removed from the web page and the obtained 

10 content :is appended to generate an optimized web page w:ith the obtained content 

vv'hich is provided. 

[00016] This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that further 

optimizes a web content proxy server through the utilization of a JavaScript 

15 emulator. With the JavaScript emulator, the web content proxy server can 

continue to apply optimizing transformation rules, while still enabling JavaScript 

functions in optimized HTTP requests, web pages, interactions with brm.vsers, and 

other JavaScript events by to be executed with the JavaScript emulator. The 

JavaScript emulator emulates the behavior of all JavaScript objects that are 

20 supported by current web browsers and are used by web developers to access and 

change the components of web pages. 

BRIJtF DESCRIPTION OF' THE UilA '\VIN GS 

[00017] FIG. 1 is a block diagram of an exemplary system environment 

with an optimized web content proxy server with a JavaScript emulator; 

[00018] 

[00019] 

code; 

[00020] 

message; 

FIG. 2 is a screen shot of an exemplary login form; 

FIG. 3 is an exemplary listing of JavaScript validation source 

FIG. 4 is screen shot of an exemplary login form with an error 
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[00021] FIG. 5 is a flow chart of an example of a method for instantiating a 

JavaScript emulator and storing a document object model with an extracted 

JavaScript instruction set; 

[00022] FIG. 6 is a flovv chart of an example of a method for processing a 

5 received request at the optimized web content proxy server with the JavaScript 

emulator; 

[00023] 

and 

[00024] 

FIG. 7 is an exemplary listing JavaScript with ajQuery request; 

FIG. 8 is a flow chart of an example of a method for processing a 

10 received web page with a JavaScript instruction set at the optimized web content 

proxy server with a JavaScript emulator before extracting the JavaScript 

instruction set. 

UETAJLJ:<~J) l)_ESCRIPTION 

[00025] An exemplary environment 10 with a web content proxy server 12 

15 with a JavaScript emulator is illustrated in FlG. 1. The exemplary environment 10 

includes the vveb content proxy server or apparatus 12, client devices 14(1)-14(n), 

web server devices 16( 1 )-16(n), and communication networks 18(1 )-18(2), 

although other numbers and types of systems, devices, and/or elements in other 

configurations and environments with other communication network topologies 

20 can be used. This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that further 

optimizes a web content proxy server through the utilization of a JavaScript 

emulator. 

[00026] Referring more specifically to FTG. l, the web content proxy 

25 server 12 includes a central processing unit (CPU) or processor 13, a memory 15, 

and an interface system 17 which are coupled together by a bus 19 or other link, 

although other numbers and types of components, parts, devices, systems, and 

elements in other confir:,11.mitions and locations can be used. The processor 13 in 

the web content proxy server 12 executes a program of stored instructions one or 
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more aspects of the present invention as described and illustrated by way of the 

embodiments herein, although the processor could execute other numbers and 

types of programmed instructions. 

[00027] The memory 15 in the vveb content proxy server 12 stores these 

5 programmed instmctions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instmctions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

10 DVD ROM, or other computer readable mediurn which is read from and/or 

VvTitten to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 13, can be used for the memory 15 in the web content 

proxy server 12. In these embodiments, the memory 15 includes a core module 21 

and a JavaScript emulator module 23 with a memory cache 25 which store 

15 programmed instrnctions and other information for one or more aspects of the 

present invention as described and illustrated herein, although the memory can 

comp1ise other types and numbers of systems, devices, and elements in other 

configurations which store other data. The JavaScript emulator module 23 

includes programmed instructions and/or logic configured to as described and 

20 illustrated herein including executing JavaSc1ipt instructions extracted from 

optimized web pages or HTTP requests, although the JavaScript emulator module 

23 can have other types and numbers of functions as described and illustrated 

herein. 

[00028] The interface system 17 in the web content proxy server 12 is used 

25 to operatively couple and communicate between the vv·eb content proxy server 12 

and the client devices 14(l)-l4(n) and the web server devices 16(1)-16(n) via the 

communication networks 18(1) and 18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. By way of example only, the communication 

30 networks 18(1) and 18(2) can use TCP/IP over Ethernet and industry-standard 

protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and 

numbers of communication networks, such as a direct connection, a local area 
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network, a wide area network, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. 

[00029] Each of the client devices 14(1 )- ] 4(n) enables a user to request, 

5 get and interact with web pages from one or more web sites hosted by the web 

server devices 16(1)-16(n) through the web content proxy server 12 via one or 

more communication networks, although one or more of the client devices 14( 1 )-

14( n) could access content and utilize other types and numbers of applications 

from other sources and could provide a wide variety of other functions for the 

10 user. Although multiple client devices 14(1)-14(11) are shown, other numbers and 

types of user computing systems could be used. ln this example, the client 

devices 14(1)-14(n) comprise mobile devices with Internet access that permit a 

website fom1 page or other retrieved data to be displayed, although each of the 

client devices 14(1 )-14(n). By way of example only, one or rnore of the client 

15 devices 14(1)-14(n) can comprise smart phones, personal digital assistants, or 

computers. 

[000301 Each of client devices 14(1 )-14(n) in this example is a computing 

device that includes a central processing unit (CPU) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

20 coupled together by a bus 30 or other link, although one or more of client devices 

14(1)-14(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

devices 14(1 )-14(n) executes a program of stored instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

25 processor could execute other numbers and types of programmed instructions. 

[00031] The memory 22 in each of the client devices 14(1)-14(n) stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instrnctions could be stored and/or executed elsewhere. A variety of different 

30 types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 
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other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14(1)-

14(n. 

[00032] The user input device 24 in each of the client devices 14(1)-14(11) 

is used to input selections, such as requests for a patiicular website form page or 

to enter data in fields of a form page, although the user input device could be used 

to input other types of data and interact with other elements. The user input 

device can include keypads, touch screens, and/or vocal input processing systems 

10 although other types and nurnbers of user input devices can be used. 

[00033] The display 26 in each of the client devices 14(1)-14(n) is used to 

show data and infom1ation to the user, such as website page by way of example 

only. The display in each of the client devices 14(1)-14(n) is a phone screen 

display, although other types and numbers of displays could be used depending on 

15 the particular type of client device. 

[00034] The interface system 28 in each of the client devices 14(1)-14(n) is 

used to operatively couple and communicate between the client devices 14(1)-

14(n) and the web content proxy server 12 and web server devices 16(1)-16(n) 

over the communication networks 18(1) and 18(2), although other types and 

20 numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

[00035] The web server devices 16( 1 )-l 6(n) provide one or more pages 

from one or more web sites for use by one or more of the dient devices 14(1 )-

14( n) via the web content proxy server 12, although the web server devices 16(1)-

25 l 6(n) can provide other numbers and types of applications and/or content and can 

have provide other numbers and types of functions. Although web server devices 

16( 1 )-16(n) are shown for ease of illustration and discussion, other numbers and 

types of web server systems and devices can be used. 

[00036] Each of the web server devices 16(1)-16(n) include a central 

30 processing unit (CPU) or processor, a memory, and an interface system which are 
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coupled together by a bus or other link, although each of the web server devices 

16(1 )-l 6(n) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices J6(1)-16(n) executes a program of 

5 stored instmctions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instrnctions. 

[00037] The memory in each of the web server devices 16(1)-16(n) stores 

these programmed instructions for one or more aspects of the present invention as 

10 described and illustrated by way of the embodirnents, although some or all of the 

programmed instmctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

15 and/or 'vvritten to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor, can be used for the memory in each of the web 

server devices 16(1)-16(n). 

[00038] The interface system in each of the vveb server devices 16(1)-16(n) 

is used to operatively couple and communicate between the web server devices 

20 16(1)-16(n) and the web content proxy server 12 and the client devices 14(1 )-

l 4(n) via communication networks 18(1) and 18(2), although other types and 

numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

[00039! Although embodiments of the web content proxy server 12, the 

25 client devices 14(1 )-14(n), and the web server devices 16(1 )-l 6(n), are described 

and illustrated herein, each of the client devices 14(1)-14(n), the web content 

proxy server 12, and the web server devices 16(1)-16(n), can be implemented on 

any suitable computer system or computing device. lt is to be understood that the 

devices and systems of the embodiments described herein are for exemplary 

30 purposes, as many variations of the specific hardware and software used to 
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implement the embodiments are possible, as will be appreciated by those skilled 

in the relevant art(s). 

[000401 Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

5 microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art 

[0004 l] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

10 Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices and systems of the embodiments, The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

15 communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

20 intranets, and combinations thereof. 

[00042] The embodiments may also he embodied as a computer readable 

medium having instructions stored thereon fix one or more aspects of the present 

invention as described and illustrated by ,vay of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

25 carry out the steps necessary to implement the methods of the embodiments, as 

described and illustrated herein. 

[00043] An exemplary method for utilizing a JavaScript emulator in a web 

content proxy server 12 in an exemplary environment 10 wm nov,,, be described 

with reference to FIGS. 1-8. Referring more specifically to FIGS. land 5, in this 
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example in step 202, a form web page is received at the web content proxy server 

12. 

[000441 in step 204, the vveb content proxy server 12 determines whether 

the received web fon:n page has any JavaScript code or instruction sets for 

5 execution during use of the web form page, such as for one or more fom1s or other 

fields in the received form web page. If in step 204 the web content proxy server 

12 detem1ines the received web fim:n page does not have any JavaScript 

programmed instrnction sets, then the No branch is taken to step 214 described 

below. If in step 204 the web content proxy server 12 determines the received 

10 web form page does has one or more JavaScript programmed :instruction sels, then 

the 'l es branch :is taken to step 206. 

[00045] In step 206, the web content proxy server 12 instantiates the 

received web form page with the JavaScript module 23 which is responsible for 

emulating the behavior of each of the identified JavaScript instruction sets. 

15 During the instantiation, the web content proxy server 12 creates a document 

object model of the web form page with each of the identified JavaScript 

instruction sets, although the other types of models could be created. 

[000461 In this example, for reasons of security and performance four 

levels of detail can be used ,vhen the web content proxy server 12 creates the 

20 document object model, although other levels of detail can be used. In this 

particular example, the levels of detail for the document object model are: basic, 

attributes, all-but-scripts, and all, although other levels of detail in the document 

model object can be used. With basic, during the instantiation process when 

creating the document object model the JavaScript module 23 includes all 

25 elements in the v,reb page removing their content, except for the elements of a 

fonn, such as checkboxes, radio boxes, combo boxes, buttons, and text fields by 

way of example. The JavaScript module 23 also includes all attributes of form 

controls along with only the id and class attributes of all elements. With 

attributes, during the instantiation process when creating the document object 

30 model the JavaScript module 23 includes all elements removing their content, 

except for the elements of a form, such as checkboxes, radio boxes, combo boxes, 
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buttons, and text fields by v:ay of example. The JavaScript module 23 also 

includes all attributes of form controls. With all-but-scripts, during the 

instantiation process when creating the document object model the JavaScript 

module 23 includes all elements, including both content and attributes, however 

5 the JavaScript module 23 removes the content of the elements style and script. 

With all, during the instantiation process when creating the document object 

model the JavaScript module 23 includes all elements including both content and 

attributes. 

[00047J Once the instantiation process is completed, in step 210 the 

10 JavaScript module 23 stores the created document object model for the web page 

\vith each of the JavaScript instruction sets in the cache memory 15 and assi1:,:rns a 

JavaScript identifier to it, although each of the created document object models 

could be stored in other manners and in other locations. For security reasons the 

JavaScript module 23 executed by the web content proxy server J 2 also provides 

15 the functionality to delete any values in fields before storing the created document 

object model. Accordingly, the web content proxy server 12 does not store 

sensitive data, such as credit card numbers, either temporary or permanently. 

[00048] Tn step 212, the JavaScript module 23 executed by the web content 

proxy server 12 adds the assigned JavaScript field identifier for the created 

20 document object model in the optimized web form page at each location of an 

extracted JavaScript instrnction set. In this particular example, the JavaScript 

identifier for the stored document object model is called un jtt jse and is stored as 

a hidden identifier in the optimized web page form provided to the requesting one 

of the client devices 14(1)-] 4(n), although other types and numbers of identifiers 

25 ,vhich are hidden or visible could be used. 

[00049] In step 214, the JavaScript module 23 passes the optimized ,veb 

form page to the core module 21 to be provided by the web content proxy server 

12 for further use in the exemplary environment 10, such as in a web browser on 

one of the client devices 14(1)-14(n). 
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[00050] In another illustrative example, an exemplary method for 

processing a received request at the optimized web content proxy server 12 with 

the JavaScript emulator is illustrated with reference to FIGS. 1 and 6. In step 300, 

the JavaScript module 23 in web content proxy server 12 receives an HTTP 

5 request from the core module 21 that was received from one of the client devices 

14(1 )-14(n), although other types of requests, web pages, browser interactions or 

other types of JavaScript related actions could be received. 

[00051] In step 302, the JavaScript module 23 in the web content proxy 

server 12 is executed to detem1ine if the received HTTP request includes one or 

10 more hidden JavaScript identifiers or other marker. In this particular example, an 

unjttjse JavaScript identifier is included in the received HTTP request. If in 

step 302, the received HTTP request does not include one or more hidden 

JavaScript identifiers, then the No branch is taken to step 310 as explained below. 

ff in step 302, the received HTTP request does include one or more hidden 

15 JavaScript identifiers, then the Yes branch is taken to step 304. 

[00052J ln step 304, the v;eb content proxy server 12 executes the 

JavaScript module 23 to retrieve from memory cache 25 the corresponding stored 

document object model for the identified JavaSc1ipt identifier. Tn this particular 

example, the document object model associated with the JavaScript identifier 

20 unjtt__jse is retrieved. 

[00053] In step 306, the web content proxy server 12 executes the 

JavaScript module 23 to validate all of the JavaScript instruction sets in the 

retrieved document object model. 

[00054] ln step 308, the 'Web content proxy server 12 executes with the 

25 JavaScript module 23 each of the JavaScript instruction sets in the document 

object model with any corresponding values in the received HTTP request. By 

emulating the typical behavior of a web browser, the JavaScript module 23 

executed by the web content proxy server 12 also assigns default values to all 

those properties \vhose values can neither be inferred from the received HTTP 
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request nor from the document object module. The \veb content proxy server 12 

appends the output of this execution to the received HTTP request. 

[000551 in step 310, the JavaScript module 23 is executed by the web 

content proxy server 12 to pass the core module 21 the response with the executed 

5 JavaScript fonctionality appended to the HTTP request The core module 21 is 

executed by the web content proxy server 12 to determine where to provide the 

response with the executed JavaScript functionality in the exemplary environment 

10, such as to a \veb browser on one of the client devices 14(1)-14(n). For 

example, the response to the received HTTP request might be an error message if 

10 incorTect or :insufficient values were provided or might provide other information 

if all the needed values were provided. 

[00056] By \\ray of example now, consider the web page fonn represented 

in FlG. 2 that can be validated by the JavaScript instruction set or code shown in 

FIG. 3. The action of clicking on the login button 106 of the optimized form web 

15 page 100 triggers a new HTTP request that is sent to the web content proxy server 

12 which executes the programmed instructions in the JavaScript module 23. ln 

this example, the received request would includes an un__jtt__jse identifier or 

parameter so the 61 then the corresponding document object model is loaded from 

the memory cache 25. The JavaScript module 23 is executed by the web content 

20 proxy server 12 to use the fom1 name or its index, i.e. position within the web 

page or document, to bind the parameters from the received I-HTP request with 

the corresponding controls in the stored document object model representation of 

the previously extracted JavaScript instruction set during optimization. 

[000571 At this point, the JavaScript module 23 is executed by the web 

25 content proxy server 12 to validate the received HTTP request with the 

corresponding controls in the stored document object model. Next, the Ja.vaSc1ipt 

module 23 is executed by the web content proxy server 12 to append 64 the output 

of the validation process to the data included in the received HTTP request. The 

JavaScript module 23 also is executed by the web content proxy server 12 to 

30 retrieve values from Java.Script variables, properties of HTML elements, such as 
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the innerHTML property, input.value or document.location), or the strings sent to 

the window.alert() and the document.write() functions as necessary. 

[000581 Once the HTTP request has been modified the JavaScript module 

23 sends it to the core module 21. Based on the computed data, the core module 

5 21 is executed by the web content proxy server 12 to determine whether to print 

an error message or send the data from the form to the original web content server. 

[00059] In an another illustrative example, an exemplary method a method 

for processing a received web page at the optimized web content proxy server 12 

with a JavaScript emulator for delivery to one of the client computing devices 10 

10 is illustrated with reference to FIGS. 1, 7, and 8. ln step 400, the JavaScript 

module 23 in web content proxy server 12 receives a web page which contains a 

JavaScript instrnction set that creates dynamic content from one of the ,veb server 

devices 16(1)-16(n), although other types ofrequests, web pages, browser 

interactions or other types of JavaScript related actions could be received and the 

15 content can be static or dynamic. By way of example, consider a web page ,vith a 

JavaScript code or instruction set based on the jQuery library shown in FlG. 7. 

This is a JavaScript framework used to develop complex web applications based 

on Ajax technology. The event of receiving or loading this web page triggers the 

execution of the JavaScript code or instruction set shm.vn in the example. 

20 [00060] In step 402, the web content proxy server 12 instantiates this 

received web page which contains the JavaScript instrnction set to create a 

document object model of the web page. 

[00061] In step 404, the web content proxy server 12 adds the JavaScript 

programmed instrnction set to retrieve dynamic content to the created document 

25 object model. In the example illustrated in FIG. 7, the web content proxy server 

12 adds the JavaScript module 23 to retrieve the content of '/cart.html' web page 

and place it into the html element identified by the attribute id with value "cart". 

[00062] In step 406, the web content proxy server 12 executes the 

JavaScript programmed instruction set in the document object model of the 

30 received web page to obtain the dynamic content. For example, when executing 
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the JavaScript programmed instruction set in the document object model, the 

JavaScript module 23 can dispatch Ajax calls to retrieve content from external 

sources, such as one of the web server devices 16( 1 )-16(n). In this example, the 

JavaScript programmed instmction set is programmed to retrieve dynamic 

5 content, although other types of dynamic or static data from other sources could 

be obtained. 

[00063] In step 408, the web content proxy server 12 executes the 

JavaScript module 23 to append the obtained content in an optimized version of 

the received web page with the JavaScript programmed instruction set extracted. 

[00064J ln step 410, the JavaScript module 23 is executed by the web 

content proxy server 12 passes the optimized ,Neb page with the extracted 

JavaScript instrnction set and appended dynamic content to the core module 21. 

The core module 21 is executed by the web content proxy server 12 to determine 

where to provide the web page with the executed JavaScript functionality in the 

15 exemplary environment 10, such as to a web browser on one of the client devices 

14(1)-14(11), although other manners for passing the optimized web page with the 

extracted JavaScript instruction set and appended dynamic content could be used. 

[00065J Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

20 readable medium and an apparatus that further optimizes a web content proxy 

server through the utilization of a JavaScript emulator. The processes illustrated 

above are only exemplary and all JavaScript functionality can be emulated by the 

web content proxy server 12 with this technology. With the JavaScript emulator, 

the web content proxy server can continue to apply optimizing transformation 

25 rules, vvhile still enabling JavaScript functions in optimized HTTP requests, web 

pages, interactions with brmvsers, and other JavaScript events by to be executed 

with the JavaScript emulator. The JavaScript emulator emulates the behavior of 

all JavaScript objects that are supported by current ,:veb browsers and are used by 

web developers to access and change the components of web pages. 
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[00066] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

5 skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

10 except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method fix utilizing a JavaScript emulator in a proxy 

server, the method comprising: 

creating and storing with a proxy server an object model of 

a web page ·which has one or more JavaScript instruction sets; 

extracting with the proxy server at least one of the one or 

more JavaScript instruction sets from the web page and inserting a JavaScript field 

identifier into the web page to optimize the vveb page; and 

providing with the proxy server the optimized web page 

with the inserted JavaScript field identifier. 

2. The method as set forth in claim l wherein the creating and 

storing further comprises creating and storing with the proxy server the object 

15 model of the web page including all attributes and content of controls for one or 

more forms in the web page and all remaining elements of the web page with all 

content removed. 

3. The method as set forth in claim 2 wherein the creating and 

20 storing further comprises creating and storing with the proxy server the object 

model of the web page with all attributes of identification and class for all the 

elements of the web page. 

4. The method as set forth in claim 2 wherein the creating and 

25 storing with the proxy server the object model of the web page further comprises 

creating and storing the object model of the web page with all attributes of all the 

elements in the web page. 

5. The method as set forth in claim l wherein the creating and 

30 storing farther comprises creating and storing with the proxy server the object 

model of the web page with all elements and content retained and having elements 

of style and script removed. 
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6. The method as set forth in claim l wherein the extracting 

furtber comprises extracting all of the one or more JavaScript instrnction sets. 

7. The method as set forth in claim l further comprising 

deleting with the proxy server any values in form controls in the created object 

model. 

8. A computer readable medium having stored thereon 

10 instructions for utilizing a JavaScript emulator comprising machine executable 

code which when executed by at least one processor, causes the processor to 

perfom1 steps: 

creating and storing an object model of a web page which 

has one or more JavaScript instruction sets; 

15 extracting at least one of the one or more JavaScript 

20 

25 

30 

instruction sets from the web page and inserting a JavaScript field identifier into 

the web page to optimize the web page; and 

providing the optimized web page with the inse1ted 

JavaScript field identifier. 

9. The medium as set forth in claim 8 wherein the creating and 

storing further comprises creating and storing the object model of the web page 

including all attributes and content of controls for one or more forms in the web 

page and all remaining elements of the web page with all content removed. 

10. The medium as set forth in claim 9 ,vherein the creating and 

storing further comprises creating and storing the object model of the web page 

with all attributes of identification and class for all the elements of the web page. 

] 1. The medium as set forth in claim 9 wherein the creating and 

storing the object model of the web page further comprises creating and storing 

the object model of the 1veb page with all attributes of all the elements in the v,,eb 

page. 
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12. The medium as set forth in claim 8 wherein the creating and 

storing farther comprises creating and storing the object model of the vveb page 

v.rith all elements and content retained and having elements of style and script 

5 removed. 

13. The medium as set fmth in claim 8 wherein the extracting 

further comprises extracting all of the one or more JavaScript instruction sets. 

10 14. The medium as set frJrth in claim 8 further comprising 

15 

deleting any values in form controls in the created object model. 

15. A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors \vhich are 

configured to execute programmed instructions stored in the memory comprising: 

creating and storing an object model of a web page 

which has one or more JavaScript instrnction sets; 

extracting at least one of the one or more JavaScript 

20 instrnction sets from the ,veb page and inserting a JavaScript field identifier into 

the web page to optimize the web page; and 

25 

providing the optimized web page with the inserted 

JavaScript field identifier. 

16. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instmctions stored 

in the memory for the creating and storing further comprises creating and storing 

the object model of the web page including all attributes and content of controls 

for one or more fmms in the ,veb page and all remaining elements of the web page 

30 with all content removed. 

1 7. The apparatus as set forth in claim 16 wherein the one or 

more processors is further configured to execute programmed instmctions stored 
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in the memory for the creating and storing fi.irther comprises creating and storing 

the object model of the web page with all attributes of identification and class for 

all the elements of the web page. 

18. The apparatus as set forth in claim 16 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the creating and storing further comprises creating and storing 

the object model of the web page with all attributes of all the elements in the web 

page. 

19. The apparatus as set fmth in claim 15 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the creating and storing further comprises creating and storing 

the object model of the web page with all elements and content retained and 

15 having elements of style and script removed. 

20. The apparatus as set forth in claim 15 ,vherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory for the extracting further comprises extracting all of the one or 

20 more JavaScript instruction sets. 

21. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory further comprising deleting any values in form controls in the 

25 created object model. 

22.. A method for utilizing a JavaScript emulator in a proxy 

server, the method comprising: 

loading with the proxy server a stored object model of an 

30 original web page which had at least a portion of one or more JavaScript 

instruction sets previously extracted to fom1 an optimized web page; 

appending with the proxy server any data in a request 

received at the proxy server which corresponds to the loaded stored object model 
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of the original web page into the loaded stored object model of the original web 

page; 

processing with the proxy server the loaded stored object 

model of the original ,,veb page with any of the appended data; and 

providing with the proxy server the processed loaded stored 

object model of the original web page. 

23. The method as set forth in claim 22 further comprising 

determining with the proxy server whether the request corresponds to the stored 

10 object model of an original web page, i,,vherein the loading and the appending are 

executed when the determining determines the request con-esponds to the stored 

object model of an original web page. 

24. The method as set forth in claim 22 wherein the processing 

15 further comprises validating with the proxy server the loaded stored object model 

of the original web page with any of the appended data. 

25. The method as set forth in claim 22 wherein the providing 

further comprises providing one or more functionalities of one or more resulting 

20 properties from the processing of the loaded stored object model of the original 

web page with any of the appended data to a determined destination. 

26. A computer readable medium having stored thereon 

instructions for utilizing a JavaScript emulator comprising machine executable 

25 code which when executed by at least one processor, causes the processor to 

perform steps: 

30 

loading a stored object model of an original web page 

which had at least a portion of one or more JavaScript instruction sets previously 

extracted to form an optimized web page; 

appending any data in a request received at the proxy server 

which corresponds to the loaded stored object model of the original web page into 

the loaded stored object model of the original web page; 
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processing the loaded stored object model of the original 

web page with any of the appended data; and 

providing the processed loaded stored object model of the 

original web page. 

The medium as set forth in claim 26 further comprising 

determining whether the request corresponds to the stored object model of an 

original web page, wherein the loading and the appending are executed when the 

determining determines the request corresponds to the stored object model of an 

10 original web page. 

15 

20 

25 

28. The medium as set forth in claim 26 wherein the processing 

further comprises validating the loaded stored object model of the original web 

page with any of the appended data. 

29. The medium as set fr)rth in claim 26 wherein the providing 

further comprises providing one or more functionalities of one or more resulting 

properties from the processing of the loaded stored object model of the original 

web page with any of the appended data to a determined destination. 

30. A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the memory comprising: 

loading a stored object model of an original web 

page ,vhich had at least a portion of one or more JavaScript instrnction sets 

previously extracted to form an optimized ·web page; 

appending any data in a request received at the 

proxy server which corresponds to the loaded stored object model of the original 

30 web page into the loaded stored object model of the original web page; 

processing the loaded stored object model of the 

original web page with any of the appended data; and 
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providing the processed loaded stored object model 

of the original web page. 

31. The apparatus as set f01th in claim 30 wherein the one or 

5 more processors is further configured to execute programmed instrnctions stored 

in the memory fmiher comprising determining whether the request corresponds to 

the stored object model of an original web page, wherein the loading and the 

appending are executed when the determining determines the request corresponds 

to the stored object model of an original web page. 

15 

32. The apparatus as set forth in claim 30 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory for the processing further comprising validating the loaded stored 

object model of the original web page with any of the appended data. 

33. The apparatus as set forth in claim 30 vvherein the one or 

more processors is fmther configured to execute programmed instructions stored 

in the memory for the providing further comprising providing one or more 

functionalities of one or more resulting properties from the processing of the 

20 loaded stored object model of the original web page with any of the appended data 

to a detem1ined destination. 

34. A method for utilizing a JavaScript emulator in a proxy 

server, the method comprising: 

25 creating with a proxy server an object model of a web page 

i,,vhich has at least one JavaScript instruction set; 

executing with the proxy server the at least one JavaScript 

instruction set from the web page to obtain content; 

removing with the proxy server the at least one JavaScript 

30 instruction set from the web page and appending the obtained content to generate 

an optimized web page with the obtained content; and 

providing with the proxy server the optirnized web page 

with the obtained content. 
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35. A computer readable medium having stored thereon 

instructions for utilizing a JavaScript emulator comp1ising machine executable 

code which when executed by at least one processor, causes the processor to 

5 perfom1 steps: 

creating an object model of a web page \?v'lllch has at least 

one JavaScript instrnction set; 

executing the at least one JavaScript instruction set from the 

web page to obtain content; 

10 removing the at least one JavaScript instruction set from the 

15 

web page and appending the obtained content to generate an optimized web page 

with the obtained content; and 

providing the optimized web page with the obtained 

content. 

36. A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the rnen1ory comprising: 

20 creating an object model of a 'Neb page which has at 

least one JavaScript instruction set; 

executing the at least one JavaScript instruction set 

from the web page to obtain content; 

removing the at least one JavaScript instruction set 

25 from the web page and appending the obtained content to generate an optimized 

vveb page with the obtained content; and 

30 

providing the optimized web page with the obtained 

content. 

ACCESSIBE LTD EXHIBIT 1004 
Page 782 of 2149



2
1

 
::;:;

 
2

0
 

:1
0 

2
2

 
1

4
(1

) 
.1

2 
C

 

"' 
N

 

1
3

 
0 .... 

1'
"' 

.....
 ---

~
 

.....
 

CP
U 

t-
-1

,-
-l

 M
EM

OR
Y I

 
I 

I I
 I

 
I 

u,
 

CO
RE

 M
OD

UL
E 

0
-,

 

-
~

 
-~ -I"

' 

2
8

 
1 

B
 

w
 

2,4
 H

 IN
TE

Rr
nc

ff-
.. 

2
6

 
--

y
 

2
3

 
I 
~
 IN

TE
RF

AC
E 

CO
MM

UN
IC

AT
IO

NS
 

I
N

P
U

T
·
~

-
I 

NE
TW

OR
K 

US
E 

MO
DU

LE
 

-
DE

VIC
E 

\ 
11

 
.1

9 
1

7
 

18
(1

2 
I 

ME
MO

RY
 C

AC
HE

 
ki

- 2
5

 
CL

IEN
T 

CO
MP

UT
IN

G 
DE

VI
CE

 
~
 

n p 

• 
I 

-
I 

I 
I 

0 ['.
,,)

 

• 
(I

i)
 

0 

• 
0 '1

 
t,l

 
w

 
.....

.. 
N

 
.....

.....
.._ 

0 

e
n

 
f-

• 
N

 I f-
' 

I-
' I I\
) 

l,>
 

' 
CO

MM
UN

IC
AT

IO
NS

 
NE

TW
OR

K 

IN
PU

T"
' 

I 
f 

--
--

--
--

--
--

.;
,;

;.
,.,

,,,
'7

 
l 

1
8

(2
) 

DE
VI

CE
, 

' 
' 

' 
-
-

~
 

;
-
-

• 
"t

l 
("

")
 

~
 ---

CL
IEN

T 
CO

MP
UT

IN
G 

DE
VI

CE
 

! 
e

:j
 

WE
B 

if
! 

• 
• 

N
 

SE
RV

ER
 

1
6

(n
) 

0 
• 

.... 
WE

B 

L16
(1)

 
DE

VIC
E 

.....
 --- 0 

/ 
I 

srn
vrn

 
.... 0 c::

:, 
DE

VI
CE

 
N

 

1
0

 
C

l',
 

F
IG

~ 
1 

ACCESSIBE LTD EXHIBIT 1004 
Page 783 of 2149



WO 2011/156743 

CA 02800723 2012-11-23 

PCTiUS2011/040U26 

2/6 

lorem ipsum dolor sit amet, ccrnsectetur adipiseling 
em. Integer posuere (incidunt nis) ac pellentesque. 
Aliquam nulla dolor, rhoncus at ornare quis, 
posuern cu nulla. Vivamus suscipit erat vitae 
molestle vestibulum, diam mi sodales lacus, ac 
ornare mamis justo nee neque. Cras feugiat pulvinar 
risus, eget ornare arcu posuere in. Duis sit amet 
sodales lacus. PellentesQue vestibulum congue 
laoreet. 

USER m __ I _____ __.r-102 

rAsswoRa I r 104 

FIG. 2 

lfunction validatelogin() { 

} 

var f = document.LoginForm; 
var error = documentgetElementByld('error'); 
if (f.userld.value == ' ') { 

} 

error.innerHTML = "USER ID cannot be empty"; 
return false; 

if (f.password.value == '') { 

} 

error.innerHTML = "PASSWORD cannot be empty"; 
return false; 

return true; 

FIG. 3 

100 

ACCESSIBE LTD EXHIBIT 1004 
Page 784 of 2149



WO 2011/156743 

CA 02800723 2012-11-23 

PCTiUS2011/040U26 

3/6 

lorem ipsum dolor sit amet, consectetur adipiseling 
em. Integer posuere (incidunt nis) ac pellentesque. 
Aliquam rrnlla dolor, rhoncus at ornarn quis, 
posuare cu nulla. Vivamus suscipit erat vitae 
molestle vestibulum, diam mi sodales lacus, ac 
ornare mauris justo nee neque. Cras feugiat pulvinar 
risus, eget ornare arcu posuere ilt Duis sit amet 
sodales lacus. Pellentesque vestibulum congue 
laoreet 

Password cannot be empty 

usrnrn ~IJ_oh_11 ____ ~r102 

PAsswo Ra I r 104 

LOGIN j-l06 

FIG. 4 
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RECEIVE FORM PAGE 
FROM CORE MODULE 

YES 

INSTANTIATE JSE 

ADD CODE TO BE 
EXECUTED TO JSE 

SAVE JSE TO MEMORY CACHE 

PCTiUS2011/040U26 

202 

204 

NO 

206 

208 

210 

ADD HIDDEN FIELD UN HT JSE TO FORM 212 
CONTAINING SAVED JSE IDENTIFIER 

PASS FORM PAGE 214 
TO THE CORE MODULE 

FIG. 5 
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RECEIVE HTTP REQUEST 
FROM CORE MODULE 

YES 

LOAD JSE FROM MEMORY CACHE 

EXECUTE VAUDAT!ON CODE 

PCTiUS2011/040U26 

.'J()() 

3()2 

NO 

304 

.'J06 

APPEND EVALUATED JAVASCRIPT 308 
EXPRESSIONS TO THE HTTP POST REQUEST 

PASS THE HTTP REQUEST .'110 
OBJECT TO THE CORE MODULE 

FIG. 6 

1$(document).ready(function() { 

} ); 

$.get( '/cart.html\ function(data) { 
$('#cart'). html( data);} 

); 

FIG. 7 
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RECEIVE WEB PAGE 400 
FROM CORE MODULE 

INSTANTIATE JSE 402 

ADD CODE TO BE EXECUTED BY JSE 404 

EXECUTE CODE 

APPEND EVALUATED JAVASCRIPT 
EXPRESSIONS TO THE WEB PAGE 

PASS WEB PAGE TO 
THE CORE MODULE 

FIG. 8 

406 

408 

4.10 
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mote computing device to execute one or more tasks. 
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SOFTWARE PROJECT MANAGEMENT APPARATUSES AND 

METHODS THEREOF 

FIELD 

[0001] This invention relates to software project management apparatuses 

5 a□d methods and, more particularly, to software project management apparatuses 

that manage projects which involve execution of tasks at remote workbenches, 

a□d methods thereof. 

BACKGROUND 

[0002} Currently, when managing the development of a software project 

10 which utilizes an interpreted computer language, such as HTML XML, JavaScript, 

JSP, and Python, a working copy of the program will be maintained on a 

production server. A project manager or managers of the software project will 

assign projects related to the working copy to developers located at remote 

working computing stations. 

15 [0003] The developers at each remote working computing station wilt 

obtain a remote copy of the program and then develop and test code for the 

particular assigned project Typically, each of these remote working computing 

stations will include an instance of an interpreter installed for execution and 

testing of the remote copy. When the remote copy is completed by the developer 

20 and needs to be published, the remote copy is transferred from the remote working. 

computing station over to the working copy of the program on the production 

server. At that point, the developer or the project manager verifies the status of 

the particular assigned project on the production server. 

[0004] Unfoiiunately, when multiple developers are working on different 

25 rem.ote copies of the program at the remote working computing stations, there are 

possible conflicts in concurrency and loss of synchronization among remote 

copies and working c.opies. Additionally, each of the remote working computing 

stations requires a separate instance of the interpreter which can be expensive and 

also difficult to update and upgrade. 
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SUMMARY 

[0005] A method for managing a software project includes assigning one 

of one or more virtual hosts in one of one or more workspaces in a development 

computing device to a remote computing device" The development computing 

5 device generates at least one link in the one of the one or more workspaces to at 

least one of one or more working copies of projects in one of one or more work 

benches in the one of the one or more vi1tual hosts. The development computing 

device generates at least one other link in the one of the one or more workspaces 

to the linked one of the one or more working copies of projects activated in a 

10 running area of the development computing device. The development computing 

device provides access to the activated one of the one or more working copies of 

projects to the remote computing device to execute one or more tasks. 

[0006] A computer readable medium having stored thereon instructions for 

managing a software project comprising machine executable code which 1vhen 

15 executed by at least one processor, causes the processor to perfom1 steps including 

assigning one of one or more virtual hosts in one of one or more workspaces in a 

development computing device to a remote computing device. At least one link is 

generated in the one of the one or more workspaces to at least one of one or more 

working copies of projects in one of one or more work benches in the one of the 

20 one or more virtual hosts. At least one other link is generated in the one of the one 

or more vvorkspaces to the linked one of the one or more working copies of 

projects activated in a running area of the development computing device. Access 

is provided to the activated one of the one or more working copies of projects to 

the remote computing device to execute one or more tasks. 

25 [0007] A softvvare development management apparatus has one or more 

processors and a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory including 

assigning one of one or more virtual hosts in one of one or more workspaces in a 

development computing device to a remote computing device. At least one link is 

30 generated in the one of the one or more workspaces to at least one of one or more 

working copies of projects in one of one or more work benches in the one of the 
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one or more virtual hosts. At least one other link is generated in the one of the one 

or more workspaces to the linked one of the one or more working copies of 

projects activated in a nmning area of the development computing device. Access 

is provided to the activated one of the one or more ,vorking copies of projects to 

5 the remote computing device to execute one or more tasks. 

[0008] This technology provides a number of advantages including 

providing a more efficient and effective method fix managing projects which 

involve execution of tasks at remote v.rorkbenches. This technology enables 

multiple software developers to accomplish tasks, such as developing, verifying, 

10 and testing, on remote cornputing workbenches and managers to supervise as if 

they were all located in one location. As a result, the developers at the remote 

computing workbenches and managers can be located anywhere. Additionally, 

this technology allows interpreted computer languages source files to be executed 

on a development server, eliminating the need to install an instance of the 

15 interpreter on each remote computing workbench. This helps to reduce costs and 

also simplifies updating and upgrading of the interpreter. Further, this technology 

enables managers to gain an easier and more efficient way to manage and control 

a software development project through its lifecycle. 

BRIEF DESCRIPTIONS OF THE DRA'WlNGS 

20 [0009] FIG. 1 is a partial block and partial :functional diagram of an 

exemplary system environment with a development server; 

[0010] FIG. 2 is a functional block diagram of workspaces in the 

development server shown in FIG. 1; 

[OOH] FIG. 3 is a functional block diagram of one of a workspace and a 

25 corresponding workbench in the development server shown in FIG. 1; 

[0012] FIG. 4 is a ±1ow cha1t of a method for creating a virtual host in the 

development server; 

[0013] FIG. 5 is a flovv chart of a method for activating a project in a 

virtual host in the development server; 
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[0014] FIG. 6 is a flow chmt of a method for managing execution of an 

activation of a project in a virtual host in the development server; 

[0015] FIG. 7 is a floi,v chart of a method for editing a project in a user 

workbench in the development server; and 

5 [0016] FIG. 8 is a flow chart of a method for t1iggering an interpretation of 

a project in the development server. 

DETAILED DESCRJ PTION 

[0017] An exemplary environment 10 with a development server 12 is 

illustrated in FIG 1. The exemplary environment 10 includes the development 

10 server 12, a remote workbench computing device 14, a manager computing device 

16, and a domain name server 18 are coupled together by one or more 

communication networks, although other numbers and types of systems, devices, 

and/or elements in other configurations and environments with other 

communication network topologies can be used. This technology provides a 

15 number of advantages including providing a more efficient and effective method 

fbr managing projects which involve execution of tasks at a remote workbench 

computing devices. 

[0018] Referring more specifically to FIG. 1, the development server 12 

includes a central processing unit (CPU) or processor, a memory comprising a 

20 control version system repository and an interpreter, and an interface system 

v,rhich are coupled together by a bus or other link, although other numbers and 

types of components, parts, devices, systems, and elements in other configurations 

and locations can be used as vvell as other types of computing devices can be used. 

The processor in the development server 12 executes a program of stored 

25 instructions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instmctions. 

[0019] The memory in the development server 12 stores these 

programmed instructions for one or more aspects of the present invention as 
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described and illustrated herein, including the execution of the methods described 

herein, although some or all of the programmed instructions as well as other data 

could be stored andior executed elsewhere. A variety of different types of 

memory storage devices, such as a random access memory (RAM) or a read only 

5 memory (RONI) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

or other computer readable medium which is read from andior written to by a 

magnetic, optical, or other reading and/or vvriting system that is coupled to the 

processor, can be used for the memory in the development server 12. In this 

example, the control version system repository and the module with programmed 

10 instructions for the interpreter are located in the memory of the development 

server, although each could be in other locations and have other numbers. 

[0020] The interface system in the development server 12 is used to 

operatively couple and communicate between the development server 12 and the 

remote workbench computing device 14, the manager computing device 16, and 

15 the domain name server 18, although other types and numbers of communication 

networks with other types and numbers of connections and configurations can be 

used. By vvay of example only, one or more communication networks can use 

TCP/IP over Ethernet and industry-standard protocols, including HTTP, HTTPS, 

WAP, and SOAP, although other types and numbers of communication networks, 

20 such as a direct connection, a local area network, a vvide area network, modems 

and phone lines, e-mail, and wireless and hardwire communication technology, 

each having their own communications protocols, can be used. 

[0021] The remote workbench computing device 14 in this example is a 

computing device that includes a central processing unit (CPU) or processor 20, a 

25 memory 22, user input device 24, a display 26, and an interface system 28, and 

\vhich are coupled together by a bus 30 or other link, although one or more of 

remote workbench computing device 14 can include other numbers and t)1-,es of 

components, parts, devices, systems, and elements in other configurations. The 

processor 20 in the remote workbench computing device 14 executes a program of 

30 stored instructions frir one or more aspects of the present invention as described 

and illustrated herein, although the processor could execute other numbers and 

types of programmed instrnctions. Although one remote workbench computing 
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device 14 is illustrated in this example, other numbers and types of computing 

devices could be used. 

[0022] The memory 22 in the remote workbench computing device 14 

stores these programmed instmctions for one or more aspects of the present 

5 invention as described and illustrated herein, although some or all of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, or other computer readable medium which is read from and/or written 

10 to by a magnetic, optical, or olher reading and/or writing system that is coupled to 

processor 20 can be used for the memory 22 in the remote workbench computing 

device 14. 

[0023] The user input device 24 in the remote workbench computing 

device 14 is used lo input selections, although the user input device could be used 

15 to input other types of data and interact with other elements. The user input 

device can include keypads, touch screens, and/or vocal input processing systems 

although other types and numbers of user input devices can be used. 

[0024] The display 26 in the remote workbench computing device 14 is 

used to show data and information to the user. The display in the remote 

20 workbench computing device 14 is a computer screen display, although other 

types and numbers of displays could be used. 

[0025] The interface system 28 in the remote workbench computing 

device 14 is used to operatively couple and communicate between the remote 

workbench computing device 14 and the development server 12, the manager 

25 computing device 16, and the domain name server 18 over one or more 

communication networks, although other types and numbers of communication 

networks with other types and numbers of connections and configurations can be 

used. 

[0026] The manager computing device 16 in this example is a computing 

30 device that includes a central _processing unil (CPU) or processor 32, a memory 
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coupled together by a bus 42 or other link, although the manager computing 

device can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 32 in the manager 

5 computing device 16 executes a program of stored instructions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instrnctions. 

Although one the manager computing device 16 is illustrated in this example, 

other numbers and types of computing devices could be used 

10 [0027] The memory 34 in the manager cornputing device 16 stores these 

programmed instmctions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memmy (RAM) or a 

15 read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or ,v11ting system that is coupled to 

processor 32 can be used for the memory 34 in the manager computing device 16, 

[0028] The user input device 36 in the manager computing device 16 is 

20 used to input selections, although the user input device could be used to input 

other types of data and interact with other elements. The user input device 36 can 

include keypads, touch screens, and/or vocal input processing systems although 

other types and numbers of user input devices can be used. 

[0029] The display 38 in the manager computing device 16 is used to 

25 shmv data and infi.)mrntion to the user. The display in the manager computing 

device 16 is a computer screen display, although other types and numbers of 

displays could be used. 

[0030] The interface system 40 in the manager computing device 16 is 

used to operatively couple and communicate between the manager computing 

30 device 16 and the developmental management server 12, the remote workbench 
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computing device 14, and the domain name server 18 over one or more 

communication networks, although other types and numbers of communication 

networks with other types and numbers of connections and configurations can be 

used. 

[0031] The domain name server 18 includes a central processing unit 

(CPU) or processor, a memory, and an interface system which are coupled 

together by a bus or other link, although other numbers and types of components, 

parts, devices, systems, and elements in other confi1::,:curations and locations can be 

used as well as other types of computing devices can be used. The processor in 

10 the domain narne server 18 executes a prograrn of stored :instructions one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein including assigning domain name addresses, although the 

processor could execute other numbers and types of programmed instructions. 

[0032] The memory in the domain name server 18 stores these 

15 programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, including the execution of the methods described 

herein, although some or all of the programmed instructions as well as other data 

could be stored and/or executed elsewhere. A variety of different types of 

memory storage devices, such as a random access memory (RAJ'vl) or a read only 

20 memory (ROM) in the system or a floppy disk, hard disk, CD ROM, DVD ROM, 

or other computer readable medium which is read from and/or 1vvr1tten to by a 

magnetic, optical, or other reading and/or writing system that is coupled to the 

processor, can be used for the memory in the domain name server 18. In this 

example, the control version system repositmy and the module \vith programmed 

25 instructions for the interpreter are located in the memory of the development 

server, although each could be in other locations and have other numbers. 

[0033] The interface system in the domain name server 18 is used to 

operatively couple and communicate between the domain name server 18 and the 

development server 12, the remote workbench computing device 14, and the 

30 manager computing device 16, although other types and numbers of 
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communication networks with other types and numbers of connections and 

configurations can be used. 

[0034] Although embodiments of the development server 12, the remote 

workbench computing device 14, manager computing device 16, and domain 

5 name server are described and illustrated herein, each can be implemented on any 

suitable computer system or computing device. 1t is to be understood that the 

devices and systems of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and software used to 

implement the embodiments are possible, as will be appreciated by those skilled 

10 in the relevant art(s). Additionally, other nurnbers of the development server 12, 

the remote workbench computing device 14, manager computing device 16, and 

domain name server 18 could be used. 

[0035] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

15 microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[0036] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

20 i\ccordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robusi11ess and perfonnance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable netvvork using any suitable interface mechanisms and 

25 communications technologies, including by way of example only 

telecommunications in any suitable fom1 (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

30 intranets, and combinations thereof. 
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[0037] The embodiments may also be embodied as a computer readable 

medium having instrnctions stored thereon for one or more aspects of the present 

invention as described and illustrated by vvay of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

5 carry out the steps necessary to implement the methods of the embodiments, as 

described and illustrated herein. 

[0038] An exemplary method for creating a virtual host in the 

development server 12 will now be described with reference to FIGS. 1-4. In step 

50, a developer, also referred to as userOl or userl in this example, at the remote 

10 workbench computing device 14 submits a request to create a new virtualhosl01 

for user01 to the development server 12. In step 52, the development server 12 

processes the received request and detem1ines which one of one or more control 

version system repository is appropriate for one or more projects assigned to the 

developer (userOl in this example) at the remote workstation computing device 

15 14. In step 54, the development server 12 fetches the one of the control version 

system repositories determined to be appropriate for the one or more projects 

assigned to the developer (userO 1 in this example). Tn step 56, the development 

server 12 creates the new virtualhost01 in the workspace for userOl at the remote 

workstation computing device 14 to remotely access as illustrated in FIGS. 2-3. 

20 Tn step 58, the development server 12 creates the new virtualhost01 in the 

workbench for the developer (user01 in this example) which is at the development 

server 12 as illustrated in FIG. 3. ln step 60, the developement server 12 runs a 

checkout so that the content for the one or more projects assigned to the developer 

(userOl in this example) are dov,rnloaded in the newly created virtualhostOJ in the 

25 \vorkspace for the developer (userO l in this example) at the remote 'Workstation 

computing device 14 to acess via the internet connection in this example. 

[ 0039] An exemplary method for activating a project in a virtual host in 

the development server will now be described with reference to FTGS. 1-3 and 5 

In step 62, a manager at the manager computing device 16 requests to active 

30 projectl in the virtualhostOl for the developer (userOl in this example) in the 

development server 12 for user01 at the remote workbench computing device 14. 
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[0040] In step 64, the development server 12 determines whether the 

virtualhostO 1 for the developer (userO 1 in this example) exists. 1f in step 64 the 

development server 12 determines the virtualhost01 fi.)r the developer (user01 in 

this example) does not exist, then the No branch is taken to step 66. In step 66, 

5 the development server 12 creates the vitiualhostOl for userOl using the method 

described with reference to FIG 4. If in step 64 the development server 12 

determines the virtualhostO 1 for the developer (userO 1 in this example) does exist, 

then the Yes branch is taken to step 68. ln step 68, the development server 12 rnns 

a control version system update for one or more of the projects assig11ed to the 

10 virtualhost01 on the 1,,vorkspace for the developer (userO l in this example). 

[0041] In step 70, the development server 12 detem1ines whether the 

projectl the manager at the manager computing device 16 has requested to active 

exists in the virtualhostOl on the workspace for the developer (userOl in this 

example), although one or more of the projects can be activated in other manners 

15 and from other sources. lf in step 70 the development server 12 determines the 

projectl the manager at the manager computing device 16 has requested to active 

does not exist in the viltualhostOl on the workspace for the developer (user01 in 

this example), then the No branch is taken to step 72 resulting in an error message, 

although other manners for indicating an error can be used. Jf in step 70 the 

20 development server 12 detennines the projectl the manager at the manager 

computing device 16 has requested to active does exist in the virtualhostO 1 on the 

workspace for the developer (userOl in this example), then the Yes branch is taken 

to step 74 \vhere the execution of the activation of a projectl is carried out as 

explained in greater detail with reference to FIG. 6. 

25 [0042] An exemplary method for managing execution of an activation of a 

project in a virtual host in the development server 12 will now be described \vith 

reference to FIGS. 1-3 and 6. In step 76, the development server 12 begins the 

execution of the activation of a projectl in the vi1tualhost0 l in the development 

server 12. The developer at the remote \vorkstation computing device 14 accesses 

30 the activated project! in the virtualhostOl in the development server 12 remotely 

via an internet connection, although other manners for accessing the project can 

be used. 
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[0043] In step 78 the development server 12 determines whether the 

projectl exists in the workspace for userO 1 for the developer at the remote 

workstation computing device 14 to execute one or more tasks. Tf in step 78 the 

development server 12 detennines the project I does not exist in the workspace for 

5 the developer (userOl in this example), then the No branch is taken to step 80 

resulting in an error message sent to the remote workstation computing device 14, 

although other manners for indicating an error can be used. Tf in step 78 the 

development server 12 detem1ines the projectl does exist in the workspace for the 

developer (userOl in this example), then the Yes branch is taken to step 82. 

10 [0044] In step 82 the development server 12 determines whether the 

\Vorkspace for the developer (user01 in this example) has an associated 

workbench for user 01 in the vi1iualhost 01. lf in step 82 the development server 

12 determines the workspace for userOl does not have an associated workbench 

fbr the developer (userOl in this example), then the No branch is taken to step 84. 

15 In step 84, the development server 12 creates a workbench for the developer 

(userOl in this example) associated with the workspace for userOl in the 

virtualhost O 1. If in step 82 the development server 12 determines the workspace 

for the developer (user01 in this example) does have an associated workspace for 

user01, then the Yes branch is taken to step 86. In step 86, the development server 

20 12 creates a link between the projectl in the workspace for the developer (userOl 

in this example) and the projectl in the v,·orkbench for the developer (user01 in 

this example) as shown in FIG. 3. ln step 88, the development server 12 creates a 

link from the project! in workbench fi.Jr userO l to a running area in the 

development server 12 as illustrated in FIG. 1. 

25 [0045] An exemplary method for editing a project in a user vvorkbench in 

the development server 12 will now be described vvith reference to FIGS. 1-3 and 

7. In step 90, a developer at the remote workstation computing device 12 begins 

this method for accessing a project, such as a computer file by way of example, 

for editing or other tasks. In step 92, the remote workstation computing device 12 

30 establishes a secure channel with the development system 12 using a remote file 

system technology, although other manners fi.)r establishing a secure or unsecure 

connection could be used. The domain name server 18 is used to assign an IP 
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addresses to the virtualhost in the development server 12 which is used by the 

remote workstation computing device 14 to access and interact with one or more 

activated projects, although other manners for connecting and communicating 

between the devices can be used. 

[0046] In step 94 the development server 12 determines v.rhether the 

developer (userO 1) at the remote workstation computing device 12 is permitted to 

access the workbench for userO 1 . Tf in step 94 the development server 12 

determines the developer (userOl) at the remote workstation computing device 12 

is not permitted to access the workbench for developer (userOl), then the No 

10 branch is taken to step 96 which returns an error message. If in step 94 the 

development server 12 determines the developer (user01) at the remote 

workstation computing device 12 is permitted to access the workbench for 

developer (userO 1 ), then the Yes branch is taken to step 98. 

[0047] In step 98, the development system 12 synchronizes the links to the 

15 one or more projects in the workbench for userOl to the one or more real files for 

the projects located in the workbench for userOl. In step 100, the development 

system 12 provides access to the synchronized projects to developer (userOl) at 

the remote vvorkstation computing device 12 through the virtualhost, although 

other manners for providing access can be used. 

20 [0048] An exemptaiy method for triggering an interpretation of a project 

in the development server 12 will now be described with reference to FIGS. 1-3 

and 8. In step 102, a developer (userOJ) at the remote workstation computing 

device 12 begins this method for triggering an interpretation of a project in the 

development server 12. 

25 [0049] In step 104 the development server 12 determines whether the 

developer (userOJ) requesting an interpretation of the project1 is allowed to 

establish a connection with the virtuathostl, although other devices and manners 

for requesting an interpretatin can be used, such as a request from a manager at the 

manager computng device 16. If in step 104 the development server 12 

30 determines the developer (user01) requesting an inte11Jretation of the project1 is 
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not allowed to establish a connection \vith the virtualhostl, then the No branch is 

taken to step ] 06 where the request is rejected. If in step 104 the development 

server 12 detennines the developer (userO 1) requesting an interpretation of the 

projectl is allmved to establish a connection with the virtualhostl, then the Yes 

5 branch is taken to step 108. 

[0050] In step 108 the development server 12 determines whether the 

requested projectl or other file exists in the rnnning area for interpretation. ff in 

step 108 the development server 12 detennines the requested pro_jectl does not 

exist in the running area for interpretation, then the No branch is taken to step 110 

l O where an error message is returned. If in step 108 the development server 12 

determines the requested project] does exist in the running area for interpretation, 

then the Yes branch is taken to step 112. 

[0051] In step 112, the development server 12 synchronizes the project! in 

the running area 1vith the project] in the workspace for userOl. In step 114, the 

15 development server 12 executes the interpreter to interpret the instructions in 

projectl or other file being interpreted. In step 116 the development server prints 

the output generated by the interpretation, although the output could be handled or 

stored in other manners. 

[0052] Accordingly as illustrated and described herein, this technology 

20 provides a remote workbench and a remote virtual host. The remote workbench 

provides a working area in the development server 12 that can be accessed 

remotely by software developers at a remote vvorkstation computing device and 

lets them work on tasks on the project as if they were located locally. The remote 

virtual host is a virtual host that is assigned to the developer through vvhich the 

25 developer can launch and execute tasks on any project that is in its workbench. 

The development server 12 in the examples described herein is TCP/IP accessible, 

executes the programmed instructions for one or more aspects of the invention and 

is where the inteq:lreter is installed. Additionally, ,;vith this technology, a project 

manager at a manager computing device 16 can verify with the development 

30 server 12 the status of any project at any moment Even though working remotely, 

the developers at each rernote workbench computing device never face 

ACCESSIBE LTD EXHIBIT 1004 
Page 806 of 2149



CA 02800790 2012-11-23 

WO 2011/156739 PCTiUS2011/040U21 

- 15 -

concurrency because every developer owns a working copy in the development 

server 12. 

[0053] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

5 intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

10 processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

1, A method for managing a software project, the method 

5 compnsmg: 

assigning one of one or more virtual hosts in one of one or 

more ,vorkspaces in a development computing device to a remote computing 

generating with the development computing device at least 

10 one link in the one of the one or more workspaces to at least one of one or more 

working copies of projects in one of one or more work benches in the one of the 

one or more virtual hosts; 

generating with the development computing device at least 

one other link in the one of the one or more workspaces to the linked one of the 

15 one or more working copies of projects activated in a rnnning area of the 

development computing device; and 

20 

25 

30 

providing with the development computing device access to 

the activated one of the one or more working copies of projects to the remote 

computing device to execute one or more tasks. 

2. The method as set forth in claim l forther comprising: 

linking with the development computing device the 

activated one of the one or more working copies of projects to one of one or more 

control version repositories; and 

replicating with the development computing device and the 

one of one or more control version repositories each of the executed one or more 

tasks on the activated one of the one or more working copies of projects on the 

other one or more workspaces. 

3. The method as set forth in claim 2 further comprising 

identifying with the development computing device which one of the one of one 

or more control version repositories to link with the activated one of the one or 

more working copies of projects. 
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4. The method as set forth in claim l further comprising: 

receiving a request at the development computing device to 

interpret the activated one of the one or more working copies of projects; and 

interpreting with an interpreter in the development 

computing device the activated one of the one or more working copies of projects. 

s; .,,, The method as set forth in claim 4 further comprising at 

least one of updating and upgrading the interpreter in the development computing 

10 device. 

15 

6. The method as set forth in claim 1 further comprising: 

receiving at the development computing device an 

activation request for one of the one or more working copies of projects; and 

activating with the development computing device the 

requested one of the one or more working copies of projects to create the activated 

one of the one or more working copies of projects. 

7. The method as set forth in claim 1 further comprising 

20 creating with the development computing device the one or more virtual hosts. 

25 

30 

8. The method as set forth in claim 7 further comprising 

associating a domain name for each of the one or more virtual hosts to an IP 

address for the development computing device. 

9. A computer readable medium having stored thereon 

instmctions for managing a software project comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps: 

assigning one of one or more virtual hosts in one of one or 

more workspaces in a development computing device io a remote computing 

device; 

generating at least one link in the one of the one or more 
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workspaces to at least one of one or more working copies of projects in one of one 

or more work benches in the one of the one or more virtual hosts; 

generating at least one other link in the one of the one or 

more workspaces to the Jinked one of the one or more working copies of projects 

5 activated in a running area of the development computing device; and 

providing access to the activated one of the one or more 

working copies of projects to the remote computing device to execute one or more 

tasks. 

JO. The medium as set frJrth in claim 9 further comprising: 

linking the activated one of the one or more working copies 

of projects to one of one or more control version repositories; and 

replicating each of the executed one or more tasks on the 

activated one of the one or more working copies of projects on the other one or 

15 more workspaces. 

20 

11. The medium as set forth in claim 10 further comprising 

identifying which one of the one of one or more control version repositories to 

link ,vith the activated one of the one or more working copies of projects. 

12. The medium as set forth in claim 9 further comprising: 

receiving a request to interpret the activated one of the one 

or more working copies of projects; and 

interpreting with an interpreter the activated one of the one 

25 or more working copies of projects. 

30 

13. The medium as set forth in claim 12 further comprising at 

least one of updating and upgrading the interpreter. 

]4. The medium as set forth in claim 9 further comprising: 

receiving an activation request for one of the one or more 

working copies of projects; and 

activating the requested one of the one or more working 
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copies of projects to create the activated one of the one or more working copies of 

projects. 

15. The medium as set forth in claim 9 further comprising 

5 creating the one or more virtual hosts. 

16. The medium as set fmth in claim 15 further comprising 

associating a domain name for each of the one or more virtual hosts to an IP 

address for the development computing device. 

17. A software development management apparatus 

compnsmg: 

one or more processors; 

a memory coupled to the one or more processors which are 

15 configured to execute programmed instructions stored in the memory comprising: 

assigning one of one or more vi1tual hosts in one of 

one or more workspaces in a development computing device to a remote 

computing device; 

generating at least one link in the one of the one or 

20 more 'Norkspaces to at least one of one or more working copies of projects in one 

25 

of one or more work benches in the one of the one or more virtual hosts; 

generating at least one other link in the one of the 

one or more workspaces to the linked one of the one or more working copies of 

projects activated in a running area of the development computing device; and 

providing access to the activated one of the one or 

more working copies of projects to the remote computing device to execute one or 

more tasks. 

18. The apparatus as set forth in claim 17 wherein the one or 

30 more processors is further configured to execute programmed instructions stored 

in the memory further comprising: 

linking the activated one of the one or more working copies 

of projects to one of one or more control version repositories; and 
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replicating each of the executed one or more tasks on the 

activated one of the one or more working copies ofprojects on the other one or 

more workspaces. 

19. The apparatus as set forth in claim 18 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising identifying ,vhich one of the one of one or more 

control version repositories to link with the activated one of the one or more 

working copies of projects. 

20. The apparatus as set f01th in claim 17 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory fmiher comprising: 

receiving a request to interpret the activated one of the one 

15 or more working copies of projects; and 

interpreting with an interpreter the activated one of the one 

or more working copies of projects. 

21. The apparatus as set fiJrth in claim 20 wherein the one or 

20 more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising at least one of updating and upgrading the 

interpreter. 

22. The apparatus as set f01th in claim 17 wherein the one or 

25 more processors is further configured to execute programmed instrnctions stored 

in the memory fmiher comprising: 

receiving an activation request for one of the one or more 

working copies of projects; and 

activating the requested one of the one or more working 

30 copies of projects to create the activated one of the one or more vvorking copies of 

projects. 

The apparatus as set fiJrth in claim 17 wherein the one or 
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more processors is further configured to execute programmed instructions stored 

in the memory fi.trther comprising creating the one or more virtual hosts. 

24. The apparatus as set fo1th in claim 23 wherein the one or 

5 more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising associating a domain name for each of the one 

or more virtual hosts to an IP address for the development computing device. 
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METHODS FOR FURTHER ADAPTING XSL TO HTl\tIL 

DOCUMENT TRANSFORlVfATIONS AND DEVICES 

THEREOF' 

_FIELD 

5 [0001] This technology generally relates to methods for adapting 

eXtensible Stylesheet Language (XSL) to HTML document transformations and 

devices thereof. 

BACKGROUND 

[0002] The introduction of eXtensible Markup Language (XML) and the 

10 EXtensibleStylesheet Language (XSL) specifications has provided an easy way to 

transform documents between various formats. This functionality has been 

included into Web development framevvorks, giving them the ability to transform 

automatically an XML file into a document with different fomiat such as HTML 

or XHTML, integrating the original data with graphic layout and user interface 

15 components. The XSL specifications are based on special constructs called 

templates that match a single element or a set of similar elements and re\vrite them 

and their content based on instrnctions defined in the template. 

[0003] Unfortunately, a problem arises when the structure of the XML 

document to process is not well defined. For example, the same element can be 

20 used for different purposes inside the XML document and based on these purposes 

multiple different transformations must be implemented. The problems get even 

worse when the task involves transforming HTML documents. For example the 

link element "a" can appear over a thousand times in different sections of a web 

page, such as in the main navigation bar, in hidden menus, to make images 

25 clickable, and as a button to execute JavaScript functions. Writing XSL templates 

that modify all these elements can increase complexity in an unpredictable way. 

[0004] An illustrative example of these difficulties with a simple XSL 

file managing HTML links ("a" elements) is shown in FlG. 1. As illustrated, the 

XSL file: 
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(1) changes the "hre£" attribute using an XPath extension 

function called myext:nonnalize-url(); 

(2) if the link contains "target" attribute with value"_ blank", 

remove it and set "class" attribute to "external" value, othe1wise "class" 

attribute will get value "internal"; 

(3) if the "a" content is an image ("img" element), then set new 

content to image ''alt" attribute otherwise apply templates to its children; 

and 

(4) use the "identity" template (last one) to simply copy 

elements as they are if they are not "a" elements. 

[0005] Accordingly, as shown the same instructions have to be VvTitten at 

least twice to keep templates simple and to cover all the combinations of the 

above transformations. More powerful XSL constructs like name templates or 

xsl:choose or xshf could be utilized and the resulting XSL document will be more 

15 optimized, but also will be more complex and less readable. 

SUMMARY 

[0006] A method for further adapting XSL to HTML document 

transformations includes identifying with a web computing device one or more 

rnles matching one or more elements in an HTML document. An action 

20 associated with each of the identified one or more rules is identified with the web 

computing device. The identified actions are filtered with the web computing 

device based on one or more filtering rnles when two or more of the identified 

actions have a match. The remaining identified actions after the filtering are 

applied with the web computing device to transform the one or more matching 

25 elements in the HTML document, The transformed HTML document is provided 

by the web computing device. 

[0007] A computer readable medium having stored thereon instructions 

processing multiple documents from multiple sites comprising machine 

executable code which when executed by at least one processor, causes the 

30 processor to perform steps including identifying one or more rnles matching one 
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or more elements in an HTML document. An action associated with each of the 

identified one or more mks is identified. The identified actions are filtered based 

on one or more filtering rnles when tvvo or more of the identified actions have a 

match. The remaining identified actions after the filtering are applied to transform 

5 the one or more matching elements in the HTML document. The transformed 

HTML document is provided. 

[0008] A web computing apparatus includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instrnctions stored in the memory including identifying one or more 

10 rules matching one or more elements in an HTML document. An aclion 

associated with each of the identified one or more rnles is identified. The 

identified actions are filtered based on one or more filtering rules when two or 

more of the identified actions have a match. The remaining identified actions 

after the filtering are applied to transfom1 the one or more matching elements in 

15 the HTML document. The transf01med HTML document is provided. 

[0009] This technology provides a number of advantages including 

providing a method, computer readable medium and apparatus that further adapts 

XSL to HTML document tnrnsfom1ations. More specifically, examples of this 

technology identify a set of similar elements, i.e. sharing same properties, and 

20 then defines a set of actions to take on those elements, such as rename, set/change 

attributes, and set their content. With this technology, if one element is member 

of two or more sets, then all actions defined for these sets can be applied to the 

element. This enable smaller sets of instructions to be defined for well defined 

sets of elements without the need of rewriting same instructions for different sets. 

25 These sets of instrnctions are then transformed into XSL instructions that can be 

processed by any XSL processor. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[00010] FIG. l is an exemplary XSL file managing HTML links; 

[00011] FIG. 2 is a block diagram of an exemplary system with a proxy 

30 server configured to adapt XSL to HTML document transfi:.mnations; 
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[00012] FIG. 3 is a flow chart of an exemplary method for adapting XSL to 

HTML document transformations; 

[000131 

[000141 

FIG. 4 are three exemplary rules; and 

FIG. 5 is a resulting XSL file from an automatic translation of the 

5 rnles files sho-wn in FIG. 4 into XSL furmat. 

DETAILED DESCRIPTION 

[00015] A.11 exemplary environment 10 with a proxy server 12 configured 

to further adapt XSL to HTML document transformation is illustrated in FIG. 1, 

although this technology can be implemented on other types of devices, although 

10 this technology can be implemented on other types of devices, such as one of the 

web server devices 16(1)-16(n) by way of example only. The exemplary 

environment ] 0 includes the proxy server or apparatus 12, client devices ] 4(1 )-

14( n), the web server devices 16(1 )-16(n), and communication networks 18(1 )-

18(2), although other numbers and types of systems, devices, and/or elements in 

15 other configurations and environments with other communication network 

topologies can be used. This technology provides a number of advantages 

including providing a method, computer readable medium and an apparatus that 

further adapts XSL to HTML document transformations. 

[000161 Referring more specifically to FIG. 1, the proxy server 12 includes 

20 a central processing unit (CPU) or processor 13, a memory 15, and an interface 

system 17 which are coupled together by a bus 19 or other link, although other 

numbers and types of components, patts, devices, systems, and elements in other 

configurations and locations can be used. The processor 13 in the proxy server 12 

executes a program of stored instructions one or more aspects of the present 

25 invention as described and illustrated by ,vay of the embodiments herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00017] The memory 15 in the proxy server 12 stores these programmed 

instructions for one or more aspects of the present invention as described and 

illustrated herein, although some or all of the programmed instructions could be 
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stored and/or executed elsewhere. A variety of different types of memory storage 

devices, such as a random access memory (RAM) or a read only memory (ROM) 

in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and/or ,vritten to by a magnetic, 

5 optical, or other reading and1or writing system that is coupled to the processor 13, 

can be used fi:.H' the memory 15 in the proxy server 12. 

[00018] The interface system 17 in the proxy server 12 is used to 

operatively couple and communicate betvveen the proxy server 12 and the client 

devices 14(1)-14(n) and the web server devices 16(1)-16(n) via the 

10 communication networks 18(1) and 18(2), allhough other types and nurnbers of 

communication networks with other types and numbers of connections and 

configurations can be used. By way of example only, the communication 

networks 18(1) and 18(2) can use TCP/IP over Ethernet and industry-standard 

protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and 

15 numbers of communication networks, such as a direct connection, a local area 

network, a wide area network, moderns and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. 

[00019] Each of the client devices 14(1}-14(11) enables a user to request, 

20 get and interact with web pages from one or more web sites hosted by the web 

server devices 16(1 )-16(n) through the proxy server 12 via one or more 

communication networks, although one or more of the client devices 14(1)-14(n) 

could access content and utilize other types and numbers of applications from 

other sources and could provide a wide variety of other functions for the user. 

25 Although multiple client devices 14(1 )-14(n) are shown, other numbers and types 

of user computing systems could be used. ln this example, the client devices 

14(1 )-14(n) comprise mobile devices vvith Internet access that permit a website 

fum1 page or other retrieved data to be displayed, although each of the client 

devices 14(1 )-14(n). By way of example only, one or more of the client devices 

30 14(1)-14(n) can comprise smart phones, personal digital assistants, or computers. 
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[00020] Each of client devices 14(1)-14(11) in this example is a computing 

device that includes a central processing unit (CPlJ) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

coupled together by a bus 30 or other link although one or more of client devices 

5 14( 1 )-14( n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

devices 14(1 )-14(n) executes a program of stored instrnctions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instructions. 

[000211 The memory 22 in each of the client devices 14(1)-14(n) stores 

these programmed instrnctions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memmy (RAM) or a 

15 read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or written to by a 

magnetic, optical, or other reading and/or ,v11ting system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14(1)-

14(n. 

20 [00022] The user input device 24 in each of the client devices 14(1)-14(n) 

is used to input selections, such as requests for a particular website form page or 

to enter data in fields of a form page, although the user input device could be used 

to input other types of data and interact with other elements. The user input 

device can include keypads, touch screens, and/or vocal input processing systems 

25 although other types and numbers of user input devices can be used. 

[00023] The display 26 in each of the client devices 14(1)-14(n) is used to 

show data and information to the user, such as website page by way of example 

only. The display in each of the client devices 14(1 )-14(n) is a phone screen 

display, although other types and numbers of displays could be used depending on 

30 the particular type of client device. 
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[00024] The interface system 28 in each of the client devices 14(1 )-14(n) is 

used to operatively couple and communicate between the client devices 14(1 )-

14( n) and the proxy server 12 and web server devices J 6(] )-16(11) over the 

communication networks 18(1) and 18(2), although other types and numbers of 

5 communication networks with other types and numbers of connections and 

configurations can be used. 

[00025] The web server devices 16(1 )-l 6(n) provide one or more pages 

from one or more web sites for use by one or more of the client devices 14(1 )-

14( n) via the proxy server 12, although the web server devices 16(1)-16(11) can 

10 provide other numbers and types of applications and/or content and can have 

provide other numbers and types of functions. Although \Veb server devices 

16( l )-16( n) are shown for ease of illustration and discussion, other numbers and 

types of web server systems and devices can be used. 

[00026] Each of the web server devices 16(1)-16(11) include a central 

15 processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although each of the web server devices 

16(1 )-16(11) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices 16(1)--16(n) executes a program of 

20 stored instrnctions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 

[00027] The memory in each of the web server devices 16(1)--16(11) stores 

these programmed instructions for one or more aspects of the present invention as 

25 described and illustrated by way of the embodiments, although some or all of the 

programmed instmctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

30 and/or \vritten to by a magnetic, optical, or other reading and/or writing system 
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that is coupled to the processor, can be used for the memory in each of the web 

server devices 16(1)-l6(n). 

[000281 The interface system in each of the vveb server devices 16( l )- l 6(n) 

is used to operatively couple and communicate between the web server devices 

5 16(1)-16(n) and the proxy server 12 and the client devices 14(1)-14(n) via 

communication networks 18( l) and 18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. 

[00029] Although embodiments of the proxy server 12, the client devices 

10 14(1)-14(11), and the web server devices 16(1)-16(n), are described and illustrated 

herein, each of the client devices 14(1)-14(n), the proxy server 12, and the web 

server devices 16(1)-16(n), can be implemented on any suitable computer system 

or computing device. It is to be understood that the devices and systems of the 

embodiments described herein are for exemplary purposes, as many variations of 

15 the specific hardware and software used to implement the embodiments are 

possible, as will be appreciated by those skilled in the relevant art(s). 

[000301 Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and mkro-controllers, programmed 

20 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[00031] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

25 redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

30 telecommunications in any suitable fonn (e.g., voice and modem), wireless 
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communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Nehvork (PSTNs), Packet Data Networks (PDNs), the lntemet, 

intranets, and combinations thereof. 

[00032] The embodiments may also be embodied as a computer readable 

medium having instructions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, ,vhich when executed by a processor, cause the processor to 

carry out the steps necessary to implement the methods of the embodiments, as 

10 described and illustrated herein. 

[00033] An exemplary method for further adapting XSL to HTML 

document transformations with proxy server 12 will now be described with 

reference to FIGS. 2-5, although again this technology can be executed by other 

types of devices, such as by one of the web server devices 16(1 )- l 6(n) and 

15 without a proxy server by way of example only. Referring more specifically to 

FIG. 3, in step 100 the proxy server 12 receives an HT!v1L document to transform 

from one of the web server devices 16(1 )-l 6(n) for one of the client computing 

devices 14(1 )-14(n ), although this exemplary method can be executed by other 

types and numbers of devices. The proxy server 12 traverses the HTML 

20 document to identify each element and generate rules for each identified element. 

Tn this particular example, the rules files illustrated in FIG. 4 are rules written frH" 

HTNIL element "a", although the HTML document can have other types of and 

numbers of elements and rules. 

[00034! In step 102, the proxy server 12 identifies the action(s) defined for 

25 each rule in the rules files shown in FIG. 4 matching the HTML element being 

analyzed, although other manners for finding the action(s) could be used. The 

action(s) are statements that when executed change some properties of the 

matched element and are defined by the XML element(s) that are a child or 

children of the rule execute section. The match section of the rnle is an XPath 

30 expression used to identify the other HTML elements matching the rule, although 

other matching expressions could be used. In this exemplary embodiment the 
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available actions are: (l) remove-element: to remove the matched element; (2) 

replace-element: to replace the matched element with a new element { changing its 

name): (3) linearize-table: to take some (or all) the cells of the matched HTML 

table and place their content in a different order thanks to multiple instmctions 

5 called show-cell (for example <show-cell row="3" col="2"/>; (4) set-meta

category: to set the value of a special attribute called un-meta for the matched 

element; (5)rnove-bottom: take matched element and move it to the bottom of the 

document; ( 6) set-attribute: to set/change the value of a given attribute of matched 

element; (7) remove-attribute: to remove a given attribute of matched element; (8) 

10 set-content: to set nevv content for the matched element; (9) append-content: to 

append ne\•1 content after the last child of current element. It's evident that some 

elements to be transformed can match two or even more sets of actions. In this 

case all sets actions will be "eligible" to be applied to the element. The 

priority/conflict rules defined for the language will be applied to filter actions and 

15 to decide which ones to use. 

[000351 In step 104, the proxy server 12 determines whether any of the 

identified actions for the rules match. If in step 104, the proxy server 12 

determines there are no matching actions, then the No branch is taken to step 106. 

In step l 06, the proxy server 12 executes the actions on the rules to transform the 

20 HTML document. If in step l 04, the proxy server 12 detennines there are 

matching actions, then the Yes branch is taken to step 108. 

[00036] In step 108, the proxy server 12 applies one or more filtering rules 

to filter the out the matching actions which are not applicable, although other 

manners for filtering the matching actions can be used. In this example, the 

25 filtering rules are: ( l) group all matching actions based on document order of 

appearance (2) if the action is remove-element, then remove all of the following: 

remove-element; replace-element; linearize-table; set-meta-category; move

bottom; set-attribute; remove-attribute: set-content and append-content; (3) if the 

action is replace-element, then remove all of the following: remove-element; 

30 replace-element; and linearize-table; ( 4) if the action is linearize-table, then 

remove all of the fi.)llowing: remove-element; replace-element; linearize-table; set

meta-category; set-attribute; remove-attribute; set-content; append-content. 
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Furthe1more remove all preceding: set-meta-category; set-attribute; remove

attribute; set-content; and append-content. (5) if the action is set-meta-category, 

then remove all following: remove-element, set-meta-category; (6) if action is 

move-bottom, remove all following: remove-element and move-bottom: (7) if the 

5 action is set-attribute, then remove all following: remove-element; set-attribute if 

name parameter of following action is equal to the name parameter of the 

matching action; and remove-attribute if name parameter of following action is 

equal to the name _parameter of the matching action; (8) if the action is remove

attribute, then remove all following: remove-element; set-attribute if name 

10 parameter of follovving action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action; (9) if the action is set-content, then 

remove all following: remove-element; set-content and append-content; and (10) 

if the action is append-content, then remove all following: remove-element; set-

15 content; and append-content. 

20 

25 

[000371 In step 110, the proxy server 12 applies the remaining action(s) 

which remain after the filtering to transfr)m1 the elements of the HTIVfL document. 

In step 112, the proxy server 12 provides the transformed elements of the HTML 

document. 

[00038] In this particular example, the XSL file resulting from the 

automatic translation of the rules files shown in FIG. 4 into the XSL fomwt is 

illustrated in FIG. 5. As shown, the resulting XSL file can be even more complex 

than the original XSL file shown in FIG. 1. This is expected since the new 

language has been created to transfer complexity at the machine level. 

[00039] Accordingly, as illustrnted and described herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that further adapts XSL to HTML document 

transformations. More specifically, examples of this technology identify a set of 

similar elements, i.e. sharing the same prope1iies, and then defines a set of actions 

30 to take on those elements, such as rename, set/change attributes, and set their 

content. With this technology, if one element is member of two or more sets, then 
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all actions defined for these sets can be applied to the element. This enable 

smaller sets of instructions to be defined for well defined sets of elements without 

the need of rewriting same instrnctions for different sets. These sets of 

instrnctions are then transfom1ed into XSL instructions that can be processed by 

5 any XSL processor. 

[00040] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

10 skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

15 except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method fix further adapting XSL to HTML document 

transfi:.mnations, the method comprising: 

identifying with a web computing device one or more rules 

matching one or more elements in an HTML document; 

identifying with the web computing device an action 

associated with each of the identified one or more mies; 

filtering with the ,veb computing device the identified 

10 actions based on one or more filtering rules when two or more of the identified 

15 

actions have a match; and 

applying \vith the web computing device the remaining 

identified actions after the filtering to transfo1m the one or more matching 

elements in the HTML document 

providing with the web computing device the transfon:ned 

HTML document. 

2. The method as set forth in claim 1 further comprising 

determining with the web computing device when two or more of the identified 

20 actions have a match. 

3. The method as set forth in claim 1 wherein the filtering 

further comprises: 

grouping with the v,teb computing device each of the 

25 identified actions which have a match together; and 

removing \vith the web computing device one or more of 

the actions in each of the groups based on the one or more filtering rules. 

4. The method as set forth in claim 3 wherein the one or more 

30 filtering rules comprises removing remove-element, replace-element, linearize

table, set-meta-category, move-bottom, set-attribute, remove-attribute, set-content, 

and append-content when the identified action in the group is remove-element. 
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5. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, replace-element, and 

linearize-table when the identified action in the group is replace-element. 

6. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, replace-element, linearize

table, set-meta-category, set-attribute, remove-attribute, set-content, append

content and removing all preceding set-meta-category, set-attribute, remove-

] 0 attribute, set-content, and append-content when the identified action in the group 

is linearize-table. 

7. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element and set-meta-category when 

15 the identified action in the group is set-meta-category. 

20 

8. The method as set forth in claim 3 ,vherein the one or more 

filtering mies comprises removing remove--element and move--bottom when the 

identified action in the group is move-bottom. 

9. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, set-attribute if name 

parameter of following action is equal to the name parameter of the matching 

action, and remove-attribute if name parameter of following action is equal to the 

25 name parameter of the matching action when the identified action in the group is 

set-attribute. 

10. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, set-attribute if name 

30 parameter of follovving action :is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action when the identified action :in the group is 

remove-attribute. 
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] 1. The method as set forth in claim 3 wherein the one or more 

filtering mies comprises removing remove-element, set-content, and append-

5 content when the identified action in the group is set-content. 

15 

12. The method as set forth in claim 3 wherein the one or more 

filtering rules comprises removing remove-element, set-content, and append

content when the identified action in the group is append-content. 

13. The method as set forth in claim l wherein one or more of 

the actions can comprise one or more of remove-element replace-element, 

linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content 

] 4. A cornputer readable medium having stored thereon 

instructions processing multiple documents from multiple sites comprising 

machine executable code which when executed by at least one processor, causes 

the processor to perfom1 steps comprising: 

20 identifying one or more rn les matching one or more 

elements in an HTML document; 

identifying an action associated with each of the identified 

one or more rules; 

filtering the identified actions based on one or more 

25 filtering mies when two or more of the identified actions have a match; and 

30 

applying the remaining identified actions after the filtering 

to transform the one or more matching elements in the HTML document 

providing the transformed HTML document. 

]5. The medium as set forth in claim 14 further comprising 

determining when two or more of the identified actions have a match. 
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16. The medium as set forth in claim 14 wherein the filtering 

further comprises: 

grouping each of the identified actions which have a match 

together; and 

removing one or more of the actions in each of the groups 

based on the one or more filtering rules. 

17. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element, replace-element, 

10 linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content when the identified action in the group is remove

element. 

18. The medium as set forth in claim 16 wherein the one or 

15 more filtering rules comprises removing remove-element, replace-element, and 

linearize-table when the identified action in the group is replace-element. 

19. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element, replace-element, 

20 linearize-table, set-meta-category, set-attribute, remove-attribute, set-content, 

append-content and removing all preceding set-meta-category, set-attribute, 

remove-attribute, set-content, and append-content when the identified action in the 

group is linearize-table. 

25 20. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element and set-meta-category 

when the identified action in the group is set-meta-category. 

21. The medium as set forth in claim l 6 wherein the one or 

30 more filtering rules comprises removing remove-element and move-bottom when 

the identified action in the group is move-bottom. 
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22. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element, set-attribute if name 

parameter of follovving action is equal to the name parameter of the matching 

action, and remove-attribute if name parameter of following action is equal to the 

5 name parameter of the matching action when the identified action in the group is 

set-attribute. 

23. The medium as set forth in claim 16 wherein the one or 

more filtering rules comprises removing remove-element, set-attribute if name 

10 parameter of follovving action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action when the identified action in the group is 

remove-attribute. 

15 24. The medium as set forth in claim l 6 wherein the one or 

more filtering rules comprises removing remove-element, set-content, and 

append-content when the identified action in the group is set-content 

25. The medium as set forth in claim 16 ,vherein the one or 

20 more filtering rules comprises remvoing remove-element, set-content, and 

append-content when the identified action in the group is append-content. 

26. The medium as set forth in claim 14 wherein one or more of 

the actions can comprise one or more of remove-element replace-element, 

25 linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content. 

30 

27. A web proxy apparatus comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

identifying one or more rules matching one or more 

elements in an HTML document; 
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identifying an action associated with each of the 

identified one or more mks; 

filtering the identified actions based on one or more 

filtering mks when two or more of the identified actions have a match; and 

5 applying the remaining identified actions after the 

filtering to transform the one or more matching elements in the HTML document 

providing the transfom1ed HTML document 

28. The apparatus as set forth in claim 27 wherein the one or 

10 more processors is fuiiher configured to execute programmed instructions stored 

in the memory further comprising determining when two or more of the identified 

actions have a match. 

29. The apparatus as set fimh in claim 27 wherein the one or 

15 more processors is further configured to execute programmed instructions stored 

in the memory for the filtering further comprising: 

grouping each of the identified actions which have a match 

together; and 

removing one or more of the actions in each of the groups 

20 based on the one or more filtering rn les. 

30. The apparatus as set forth in claim 29 wherein the one or 

more filtering rules comprises removing remove-element, replace-element, 

linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

25 set-content, and append-content when the identified action in the group is remove

element 

31. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, replace-element, and 

30 linearize-table when the identified action in the group is replace-element. 

32. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, replace-element, 
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linearize-table, set-meta-category, set-attribute, remove-attribute, set-content, 

append-content and removing all preceding set-meta-category, set-attribute, 

remove-attribute, set-content, and append-content when the identified action in the 

group is linearize-table. 

33. The apparatus as set fi)rth ir1 c]airn 30 ,vherein the one or 

more filtering mies comprises removing remove-element and set-meta-category 

when the identified action in the group is set-meta-category. 

34. The apparatus as set forth in claim 30 vvherein the one or 

more filtering rules comprises removing remove-element and move-bottom when 

the identified action in the group is move-bottom. 

35. The apparatus as set forth in claim 30 wherein the one or 

15 more filtering rules comprises removing remove-element, set-attribute if name 

parameter of follovving action is equal to the name parameter of the matching 

action, and remove-attribute if name parameter of following action is equal to the 

name parameter of the matching action when the identified action in the group is 

set-attribute. 

20 

36. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, set-attribute if name 

parameter of following action is equal to the name parameter of the matching 

action and remove-attribute if name parameter of following action is equal to the 

25 name parameter of the matching action when the identified action in the group is 

remove-attribute. 

37. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises removing remove-element, set-content, and 

30 append-content when the identified action in the group is set-content. 
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38. The apparatus as set forth in claim 30 wherein the one or 

more filtering rules comprises remvoing remove-element, set-content, and 

append-content when the identified action in the group is append-content. 

39. The apparatus as set forth in claim 27 wherein one or more 

of the actions can comprise one or more of remove-element replace-element, 

linearize-table, set-meta-category, move-bottom, set-attribute, remove-attribute, 

set-content, and append-content. 
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<?x..rnl version='"l.O'' encoding- "UTF-8"?> 
<xsl:stylesheetxn1ns:xsl-"http://,1vww.w3.org/1999/XSL/Transform"version=--=··1.0'~) 

<xsl:template match="a[@target=' _ blank' and img]''> 
<a href:::" { myext:normalize-url(@href)}" class="extemal">, 

<xsl:value-of select="img/@alt" /> 
</a,.'> 

</xsl:template> 

<xsl:template match==,"a[@target=' _ blank']'"> 
<a href=" { myext:normalize-url(@hret)}" class="extemaP'>, 

<xsl:apply-templates/> 
<la> 

</xsl:temp late> 

<xsl:template match="a[img]''> 
<a href---'" { myext:normalize-url(@href)}" class="internal''>, 

<xst:value-of select="img/@alt"/> 
<la> 

</xs1:temp1ate> 

<xsl:template match="a"> 
<a hret=" { myext:normalize-url(@href1}" class=internal''>, 

<xsl:apply-templates/> 
<Ja> 

</xsl:template> 

<xsl:template match="*"> 
<xsl:copy> 

<xsl :copy-of select=="@*"/> 
</xsl: apply-templates/> 

</xsl:copy> 
</xsl:template> 

</xsl: sty lesheet> 

FIG. 1 
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RECEIVE ELEMENT TO TRANSFORM 

FIND MATCHING RULES ACTIONS 

THERE MATCHING NO 
~ACTIONS ~ 

~ 
I YES I 

t 

FILTER NOT APPLICABLE ACTIONS 

I APPLY IDENTITY TRANSFORMATION 
t 

APPLY ACTIONS 

I RETURN TRANSFORMED ELEMENT 

FIG. 3 
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<rules> 

<mle for= "a,,> 
<match>@target"''' .... blank)</match> 
<execute> 

PCTiUS2011/048058 

<set~attribute name = "class">extemal</setwattribute> 
<remove-attribute name=--= "target"/> 

<✓execute> 

</rule> 

<rule for= "a'i> 
<match>img</match> 
<execute> 

<set-content> 
<xs1:va1ue-of. select= "img/@alf'/> 

t V "-: .. / 

</set-content> 
</execute> 

</rule> 

<rufo for =''a"> 
L---··J 

;</rule>; 

<✓rules> 

<match>trueQ</match> 
<execute> 

<set~attribute name= ''class">intemal<✓set~attribute> 
<set~attribute name= "href" select= "myext:norm.alize-url(@href)''/> 

</execute> 

FIG. 4 
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<?xml version = "1,0" encoding ''UTF*8'?> 
<xsl:stylesheetxmln:xsJ:="http://ww.w3.org/1999/XSL/Transfonn" version=''l ,O;' 

<xsl:template match=''a''> 
<xsl:copy> 
<xsl:attribute name==="href"><xsl:valm,-of select-"myext:normalize
url(@hret)"/></xsl:attribute> 
<xs1:choose> 

<xsl:when test= "@target='_ blank"> 
<xsl:attribute name="class">extemal</xsl:attribute> 

</xsl:when> 
<xsl:otherwise> 

<xsl:attribute name= ''dass">intemal<Jxsl:attribute> 
<xsl:if test="@targef'> 

<xsl:copy-of select="@target"/> 
</xsl:if> 

</xsl:otherwise> 
</xsl:choose> 
<xsl:choose> 

<xsl:when test = "img"> 
<xsl:value-of select= "img/@alf'/> 

</xsl:when> 
<xsl :otherwise> 

<xsl:apply-templates/> 
<..Jxsl:otherwise> 

</xsl:choose> 
</xsl:copy> 

</xsl:template> 

<xsl:template match-"*'> 
<xsl:copy> 

<xsl:copy-of select="@*"/> 
<xsl:apply-templates/> 

</xsl :copy> 
</xsl :template> 

</xsl:sty1esheet> 

FIG. 5 
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~1ETHODS FOR EXTENDING A DOCUI\tIENT 
TRANSFORMATION SERVER TO PROCESS MULTIPLE 
DOCUl\rlENTS FROM MlTL TIPLE SITES AND DEVICES 

THEREOF' 

FIELD 

[0001] This technology generally relates to methods and devices for 

transforming and rendering documents and, more particularly, to methods for 

extending a document transfrmnation server to process multiple documents from 

multiple sites and devices thereof 

BACKGROUND 

[0002] The introduction of eXtensible Markup Language (X1v1L) and the 

EXtensibleStylesheet Language (XSL) specifications has provided an easy way to 

transform documents between various fonnats. This functionality has been 

included into Web development frameworks enabling them to automatically 

15 transform an XML file :into a document with different format, such as HTML or 

XHTML, and integrate the original data with a graphic layout and user :interface 

pmis. 

[0003] This transformation process is based on the following basic 

scheme. Each URL on a website is associated to a single XML file and to one or 

20 more XSL style sheets. The associated XML file and XSL style sheet(s) include 

the transformation rn les used to customize the webpage into a desired fom1at. 

[0004] A.11 example of a prior art method for transforming and rendering a 

s:ingle docurnent :is illustrated in FI(l. 2. In step ] 00, a server receives an HTTP 

request. In step 102, the server extracts the parts from the PATH and QUERY 

25 fields in the HTTP request to identify and obtain the document to be processed. 

[0005] ln step 104, the server determines whether the extracted parts in 

the PATH and QUERY fields of the HTTP request match an XML source for the 

document to be processed. Jf in step l 04 the server determines the extracted parts 

in the PATH and QlJERY fields of the HTTP request do not have an association 

30 w:ith an XML source, then the No branch :is taken to step 106. Jn step 106, the 
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server generates an error page document. ln step 108 the server returns the 

generated error page document in an HTTP response to the HTTP request. 

[0006] if in step 104 the server detem1ines the extracted parts in the 

PATH and QUERY fields of the HTTP request do have an association with an 

5 XML source for the document to be processed, then the Yes branch is taken to 

step 110. ln step 110, the server obtains the document to be processed from the 

XML source and generates an XML document. 

[0007] In step 1 J 2, the server determines whether the extracted parts in 

the PATH and QUERY fields of the HTTP request match one of one or more 

10 stored XML processors. lf in step 112 the server determines the extracted parts in 

the PATH and QUERY fields of the HTTP request do not match one of one or 

more stored XML processors, then the No branch is taken to step 114. In step 

114, the server converts the XML document into a desired format. Next, in step 

108 the returns the converted XML document in an HTTP response to the HTTP 

15 request 

[0008] If in step 112 the server determines the extracted parts in the 

PATH and QUERY fields of the HTTP request do match one or more stored of 

the XML processors, then the Yes branch is taken to step 116. In step 116, the 

server runs the one or more matching XML processors on the previously 

20 generated XML document. In step 114, the server converts the processed XML 

document into a desired format. Next, in step 108 the server returns the converted 

XML document in an HTTP response to the HTTP request. 

[0009] Referring to FIG. 3, an exemplary prior art fragment of a 

sitemap.xmap document which is a configuration file of Apache Cocoon is 

25 illustrated. This fragment has two sets of prior art instructions to process 

documents. 

[00010] The first set of instmctions executed starts with XML element 

<map:match pattern='"'> and matches the document with an empty component in 

the PATH field that is the home page of a site (for example www.sample.com). 

30 The document is obtained by loading the XML file '\velcome.xml" as the 
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document or other file to be processed, then applying the XSL transformation 

described in welcome.xsl using XHTM L format to return it to the browser 

because of the <map: serialize> instrnction. 

[00011] The second set of instmctions matches an entire set of web site 

5 pages: all pages whose PATH field starts with "static-site/" and ends with a name 

followed by ".xml" extension (for example, www.sample.com/static

site/news.xml). The first instruction loads the corresponding documents or other 

files from the xdocs directory (for example xdocs/news.xml). The second 

instruction applies an XSL transformation using one or more identified matching 

10 XML processors that transforms the original xml docurnent into an HTML 

document adding web site user interface (web site navigation links, site logo etc). 

The last instruction returns the document to the browser in HTML fomiat. 

[00012] Accordingly, as iltustrated and described above, the prior art 

provides methods for transforming and rendering documents. Unfortunately, 

15 these transfom1ation rules currently can not be utilized in an effective and efficient 

manner by a document transformation server in a single application instance to 

transform multiple documents from multiple websites. 

SUMMARY 

[OOOH] A method fr)r extending a document transfi.)Tmation server to 

20 process multiple documents from multiple websites includes obtaining with a 

document transformation server a document to process based on at least a URL of 

the document to process in an HTTP request URL. An XML source representing 

the document to process is generated with the document transformation server. 

One or more XML processors associated with at least a portion of the HTTP 

25 request URL from a plurality of stored associations are identified with the 

document transformation server. The XML source is transfrmned by the 

document transformation server with each of the identified one identified XML 

processors. The generated document is provided in an HTTP response to the 

HTTP request URL by the document transfr)rmation server. 
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[00014] A non-transitory computer readable medium having stored thereon 

instructions for extending a document transformation server to process multiple 

documents from multiple websites comprising machine executable code which 

v.rhen executed by at least one processor, causes the processor to perfr1m1 steps 

5 including obtaining a document to process based on at least a URL of the 

document to process in an HTTP request URL. An XML source representing the 

obtained document to process is generated and one or more XML processors that 

are associated with at least a portion of the HTTP request URL from a plurality of 

stored associations are identified. The XML source is transformed with each of 

10 the identified one identified XML processors and the generated document is 

provided in an HTTP response to the HTTP request URL. 

[00015] A document transfom1ation apparatus includes one or more 

processors and a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the rnen1ory obtaining a 

15 document to process based on at least a URL of the document to process in an 

HTTP request URL. An XML source representing the obtained document to 

process is generated and one or more XML processors that are associated with at 

least a portion of the HTTP request URL from a plurality of stored associations 

are identified. The XML source is transfom1ed with each of the identified one 

20 identified XML processors and the generated document is provided in an HTTP 

response to the HTTP request URL 

[00016] This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that extends a 

document transformation server to process multiple documents from multiple 

25 sites. With this technology, an exemplary document transfom1ation server can 

efficiently manage the transfommtion and rendering of documents using a single 

web application instance. 
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BRIEF DESCRIPTION OF THE DRA \VIN GS 

[00017] FIG. l is a block diagram of an exemplary environment with an 

exemplary document transfi.)m1ation server configured to process multiple 

documents from multiple sites; 

[00018] FIG. 2 is a flow chart of a prior art method for transforming and 

rendering a document; 

[00019] 

[{!0020] 

FIG. 3 is a prior art fragment of a configuration file; 

FIG. 4 is an exemplary flow chart of a method for extending a 

document transformation server to process multiple documents ii:'om multiple 

10 sites; 

[00021] FIG. 5 is an exemplary flow chart of a method for obtaining a 

mapping file; and 

[00022J FIG. 6 is an exemplary implementation of a mapping file. 

DETAILED DESCRIPTION 

15 [00023J An exempla1y environment 10 v,tith a document transfonnation 

server 12 configured to process multiple documents from multiple websites is 

illustrated in FIG. L The exemplary environment 10 includes the document 

transfommtion server or apparatus 12, client devices 14(1 )-14(n), web server 

devices 16(1 )-16(n), and communication networks 18(1 )-18(2), although other 

20 numbers and types of systems, devices, and/or elements in other configurations 

and environments with other communication network topologies can be used. 

This technology provides a number of advantages including providing a method, 

computer readable medium and an apparatus that extends a document 

transfommtion server to process multiple documents from multiple sites. 

25 [00024] Referring more specifically to FlG. 1, the document 

transformation server 12 includes a central processing unit (CPU) or processor 13, 

a memory 15, and an interface system 17 which are coupled together by a bus 19 
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or other link, although other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. 

Additionally, other types and numbers of proxy servers or other computing 

devices could be configured to execute the exemplary methods illustrated and 

5 described herein. The processor 13 in the document transformation server 12 

executes a program of stored instructions one or more aspects of the present 

invention as described and illustrated by-way of the embodiments herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00025J The memory 15 in the document transformation server 12 stores 

10 these programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

15 DVD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 13, can be used for the memory 15 in the document 

transfixmation server 12. 

[00026] The interface system 17 in the document transformation server 12 

20 is used to operatively couple and communicate between the document 

transformation server 12 and the client devices 14(1 )-14(n) and the web server 

devices 16(1)-16(n) via the communication netv-/orks 18(1) and 18(2), although 

other types and numbers of communication networks with other types and 

numbers of connections and configurations can be used. By way of example only, 

25 the communication networks 18(1) and 18(2) can use TCP/IP over Ethernet and 

industry-standard protocols, including HTTP, HTTPS, WAP, and SOAP, although 

other types and numbers of communication networks, such as a direct connection, 

a local area network, a wide area network, modems and phone lines, e-mail, and 

wireless and hardwire communication technology, each having their own 

30 communications protocols, can be used. 
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[00027] Each of the client devices 14( l )-14( n) enables a user to request, 

get and interact with documents and other files from one or more web sites hosted 

by the web server devices 16(1 )-16(n) through the document transformation server 

12 via one or more communication networks, although one or more of the client 

5 devices 14(1)-14(n) could access content and utilize other types and numbers of 

applications from other sources and could provide a wide variety of other 

functions for the user. Although multiple client devices 14(1)-14(n) are show11, 

other numbers and types of user computing systems could be used. 

[00028J Each of client devices 14(1)-14(n) in this example is a computing 

10 device that includes a central processing unit (CPlJ) or processor 20, a mernory 

22, user input device 24, a display 26, and an interface system 28, and which are 

coupled together by a bus 30 or other link, although one or more of client devices 

14(1)-14(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

15 devices 14(1 )-14(n) executes a program of stored instrnctions for one or more 

aspects of the present invention as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instructions. 

[00029] The memory 22 in each of the client devices 14( l )-14(n) stores 

these programmed instrnctions for one or more aspects of the present invention as 

20 described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, or 

other computer readable medium which is read from and/or written to by a 

25 magnetic, optical, or other reading and/or v,Titing system that is coupled to 

processor 20 can be used for the memory 22 in each of the client devices 14(1)-

14(n. 

[00030] The user input device 24 in each of the client devices 14( l )-l 4(n) 

is used to input selections and other data, although the user input device could 

30 provide other fimctions and interact with other elements. The user input device 
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can include keypads, touch screens, and/or vocal input processing systems 

although other types and numbers of user input devices can be used. 

[00031 J The display 26 in each of the client devices 14(1)-14(n) is used to 

show data and infom1ation to the user, such as a website page by way of example 

5 only. The display in each of the client devices 14(1 )-14(n) is a computer screen 

display, although other types and numbers of displays could be used depending on 

the particular type of client device. 

[00032] The interface system 28 in each of the client devices l4(1)-14(n) is 

used to operatively couple and communicate between the client devices 14(1 )-

10 14(n) and the document trnnsfomiation server 12 and web server devices 16(1)-

l 6(n) over the communication networks 18( l) and 18(2), although other types and 

numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

[00033] The web server devices 16(1)-16(11) provide one or more pages 

15 from one or more web sites fbr use by one or more of the client devices 14(1 )-

14(n) via the document transformation server 12, although the web server devices 

16(1 )-16(11) can provide other numbers and types of applications and/or content 

and can have _provide other numbers and types of functions. Although Vv'eb server 

devices 16(1 )-16(n) are shown for ease of illustration and discussion, other 

20 numbers and types of web server systems and devices can be used. 

[00034] Each of the web server devices 16( 1 )-16(n) include a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although each of the web server devices 

16(1)--16(11) could have other numbers and types ofcomponents, parts, devices, 

25 systems, and elements in other configurations and locations can be used. The 

processor in each of the web server devices 16(1 )-16(n) executes a. program of 

stored instrnctions one or more aspects of the present invention as described and 

illustrated by way of the embodiments herein, although the processor could 

execute other numbers and types of programmed instructions. 
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[00035] The memory in each of the web server devices 16(1)-16(11) stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments, although some or all of the 

programmed instmctions could be stored and/or executed elsewhere. A variety of 

5 different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor, can be used for the memory in each of the web 

10 server devices 16(1 )-l 6(n ), 

[00036] The interface system in each of the web server devices 16(1 )-l 6(n) 

is used to operatively couple and communicate between the web server devices 

16(1)-16(n) and the document transformation server 12 and the client devices 

14(1)-14(n) via communication networks 18(1) and 18(2), although other types 

15 and numbers of communication networks with other types and numbers of 

connections and configurations can be used. 

[000371 Although embodiments of the document transformation server 12, 

the client devices 14(1 )- l 4(n), and the web server devices 16( 1 )-16(n), are 

described and illustrated herein, each of the client devices 14(1 ),-14(n), the 

20 document transformation server 12, and the web server devices 16(1)-16(n), can 

be implemented on any suitable computer system or computing device. It is to be 

understood that the devices and systems of the embodiments described herein are 

for exemplary purposes, as many variations of the specific hardv,.rare and software 

used to implement the ernbodiments are possible, as will be appreciated by those 

25 skilled in the relevant art(s). 

[00038] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

30 and as will be appreciated by those ordinary skill in the art. 
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[00039] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

5 robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modern), wireless 

10 communications media, wireless cornrrmnications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[00040] The embodiments rnay also be embodied as non-transitory 

15 computer readable medium having instructions stored thereon for one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 

cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

20 [00041] i\n exemplary method for extending a document transformation 

server 12 to process multiple documents from multiple sites, such as web server 

devices 16(1 )-16(n), in an exemplary environment l O 'Nill now be described with 

reference to FIGS. 1 and 4-6. Referring more specifically to FIG. 4, in step 200 

the document transfom1ation server 12 receives an HTTP request whose url 

25 contains the TJRI of the document to process, from one of the client computing 

devices 14(1)-14(n), although other types ofrequests could be received and from 

other types of devices. Optionally, if the lJRl of the document to process is 

encoded, the document transformation server 12 will decode the URI of the 

document to process, although other manners for processing an encoded URI or 

30 other encoded portion of a URl HTTP request could be used. Since manners for 

encoding and decoding are well known to those of ordinary skill in the art, they 

\Vill not be described in detail here" By \vay of example only, consider an HTTP 
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request from one of the client computing devices 14(1)-14(n) ,vhere the URL to 

be processed is embedded in the PA.TH field of the HTTP request url: 

http://processor.com/app/vvwvv.acme.com/an'v:product.html. The transfbrmer 

server applications is identified by "processor.com/app"; the address 

5 www.acme.com/anyproduct.html is the resource to be processed. 

[00042] In step 202, the document transformation server 12 extracts the 

domain in the URT of the document to process, although other fields of the URi 

could be extracted and used. 

[00043] In step 204, the document transformation server 12 determines 

10 whether the transformation of the website in the URl of the document to process is 

allowed. If in step 204, the document transformation server 12 detem1ines the 

transformation of the website in the URI of the document to process is not 

allowed, then the No branch is taken to step 206. In step 206, the document 

transformation server 12 generates an errnr page document. In step 208 the 

15 document transfom1ation server 12 returns the generated error page document in 

an HTTP response to the one of the client computing devices 14(1)-14(n) that 

provided the HTTP request in this example. 

[000441 If in step 204, the document transformation server 12 determines 

the transfonnation of the website in the URI of the document to process is 

20 allowed, then the Yes branch is taken to step 210. In step 210, the document 

transfommtion server 12 downloads the original document or other resource 

linked by the given URL and transfom1s the downloaded document into an XML 

source, although other manners for processing the obtained document or 

documents can be used. In step 212, document transformation server 12 looks for 

25 a mapping or configuration file for the directory that matches the extracted 

domain. An exemplary method for locating a mapping file from manifost.xrnl is 

described herein with reference to FIG. 5. 

[00045] In step 214, the document transformation server 12 determines 

whether the mapping file for the extracted domain exists. If in step 214 the 

30 document transfom1ation server 12 determines the mapping file does not exist, 
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then the No branch is taken to step 216. In step 216, the document transformation 

server 12 converis the document into the desired format. Next, in step 208 the 

document transforn:rntion server 12 returns the converted document in an HTTP 

response to the one of the client computing devices 14(1)-14(n) that provided the 

5 HTTP request. 

[ 00046] If in step 214 the document transformation server 12 determines 

the mapping file fbr the extracted domain does exist, then the Yes branch is taken 

to step 218. In step 218, the document transfom1ation server 12 use the mapping 

file to identify all of the XSL processors linked to the corresponding URL and 

10 applies the identified XSL processors to the document to be processed. 

Optionally the document transformation server 12 may apply one or more best 

matching rules to filter the identified one or more XML processors in the 

matching directory. By way of example only, one best matching rule is to take the 

XML processor with the longest matching pattern string, although other types and 

15 numbers of best matching rnles can be used. 

20 

[00047J In step 216, the document transformation server 12 converts the 

processed document into the desired format. Next, in step 208 the document 

transfrmnation server returns the converted document in an HTTP response to the 

one of the client computing devices 14(1)--14(11) that provided the HTTP request. 

[00048] Referring to FlG. 5, an exemplary method for obtaining a mapping 

file with the document transformation server 12 is illustrated. In step 300, the 

document transformation server 12 receives a UR T to match from one of the client 

computing devices 14(1)--14(11), although other types of requests could be received 

and from other types of devices. In step 302, the document transformation server 

25 12 extracts from the URI the AUTHORITY portion corresponding to the 

associated domain and port, for example "ssLexample.com:8443", although other 

types and numbers of fields could be extracted. 

[00049] In this example, if the port is either 80 or 443 ( default values for 

HTTP and HTTPS respectively) the string representing the authority corresponds 

30 to the domain portion of the URL However, if the port does not c01Tespond to a 
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standard value, the ':' character is substituted with · ___ ' in order to avoid potential 

problems in the file system (i.e. ssl.example.com ___ 8443 ). The string representing 

the authority is further stripped by the document transformation server 12 

removing the "Vv"l'VW.' from the extracted string. 

[00050] In step 304, the document transfom1ation server 12 determines 

whether there is a directory with the same name as the extracted domain and 

containing the mapping file, although other manners fi.1r determining matches vvith 

other portions of the domain can be used. By way of example only, consider the 

following directories: (1) "www .acme.corn"; (2) " ___ .example.com"; and (3) 

10 "ssl.example.com". The www.acme.com directory will match all the requests for 

vvww.acme.com and acme.corn domains. With this technology, the 

'' ___ .example.com" directory will match all the requests for domains ending with 

".example.com" that do not have more specific matching directories. 

Accordingly, "_.example.corn" will match "products.example.com", but it will not 

15 match "ssl.example.com" because an "ssl.example.com" directory exists. The" __ " 

character in front of ".example.com" is used to make the directory visible when 

using file systems that use"." characters in front of files to hide them to users. 

[00051] Tf in step 304 the document transformation server 12 deterrnines 

there is no directory with the same name as the extracted domain, then the No 

20 branch is taken to step 306. In step 306, the document transformation server 12 

determines whether the domain contains a valid subdomain. Tf in step 306 the 

document transfom1ation server 12 determines the domain does contain a valid 

subdomain, then the Yes branch is taken to step 308. In step 308, the document 

transfi.mnation server 12 extracts the next level subdomain name and returns to 

25 step 304 as described earlier. 

[00052] If in step 304 the document transfonnation server 12 determines 

there is a directory with the same name as the extracted domain and containing the 

mapping file, then the Yes branch is taken to step 310, although other manners for 

determining matches with other portions of the domain can be used. In another 

30 example, the document transformation server 12 may also use another optional 

mapping file that stores known aliases of domains. When a known alias of a 
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domain is identified using this optional mapping file, the document transformation 

server 12 can use the same one or more stored directories for the known and 

identified aliases. As a result, this reduces the number of stored directories when 

handling domains with multiple aliases (i.e. defined with DNS records of type 

5 CNAME). 

[00053] In step 310, the document transformation server 12 extracts the 

pa1is from the PATH and QtTERY fields in the URI, although the palis can be 

extracted from other types and numbers of fields in the URI. 

[00054] In step 312, the document transfomiation server 12 detern1ines 

10 whether the extracted parts in the PATH and QUERY fields of the URI match or 

othenvise have an association with one of one or more XML processors in the 

identified mapping file, although other t}1Jes of associations between other types 

and numbers of parts can be used. If in step 312 the document transformation 

server 12 determines the extracted parts in the PA TH and QUERY fields of the 

15 URI match or otherwise have an association with one of one or more XML 

processors, then the Yes branch is taken to step 314 where the matching XML 

processors are collected. Next, in step 316, the document transformation server 

12 returns the collected XML processors to the requesting one of the client 

computing devices 14(1}-14(n). 

20 [ 00055] If in step 312 the document transformation server 12 determines 

the extracted parts in the PATH and QUERY fields of the URI do not match one 

of one or more XML processors, then the No branch is taken to step 316 vvhere no 

matching XML processors are returned to the requesting one of the client 

computing devices 14(1)-14(n). 

25 [00056! Referring to FIG. 6, an exemplary implementation of the mapping 

file "manifest.xrnl" is illustrated. Each map element identifies an XSL file (inside 

file element) and a substring to match a URL PATH component (inside the PATH 

element). The map element with the longest string matching the PATH 

component will be used to setup the XSL transformer identified by the level 

30 attribute. 
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[00057] In these examples, two XSL transfom1ers are defined: level l 

transformer; and level 2 transformer. 1f the request URL has the PATH field 

containing "/content/news/july.html", then the original site web page is 

dnwnloaded (for example, \Vwv:.sample.cornkontent/news/july.html). Next, the 

5 level 1 transformer uses the news.xsl stylesheet document to transform the 

downloaded page. The level 2 transformer uses content2.xsl stylesheet document 

to transform the document obtained from the level 1 transfonner. 

[00058] If the request URL has the PATH field containing 

"/content/privacy.html", then the original site web page is downloaded (for 

10 example www.sample.corn/content/privacv.himl). Next, the level 1 transformer 

uses the content.xsl stylesheet document to transfonn the downloaded page. Next, 

the level 2 transfom1er uses the content2.xsl stylesheet document to transform the 

document obtained from the level 1 transformer. 

[00059] Accordingly, as illustrated and described herein this technology 

15 provides a number of advantages including providing a method, computer 

readable medium and an apparatus that extends a document transfom1ation server 

to process multiple documents from multiple sites. One of the advantages of this 

technology is that a single association or match between a name of a directory and 

at least a portion of a domain name or other part of a URI can be used for 

20 hundreds or thousands ofURls. As a result, only a few associations with 

directories or other stored tables can be enough for the document transfonnation 

server to transform the content of an entire website. 

[00060] Having thus described the basic concept of the invention, it wilt be 

rather apparent to those skilled in the mt that the foregoing detailed disclosure is 

25 intended to be presented by ,vay of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

30 processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 
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except as may be specified in the claims. Accordingly, the invention is limited 

only by the fi1!lowing claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method fix extending a document transformation server 

to process multiple documents from multiple websites, the method comprising: 

5 obtaining with a document transformation server a 

document to process based on at least a URL of the document to process in an 

HTTP request URL; 

generating with the document transfrmnation server an 

XML source representing the document to process; 

10 identifying with the document transfomrntion server one or 

more XML processors associated with at least a portion of the HTTP request URL 

from a plurality of stored associations; 

transforming with the document transfom1ation server the 

XML source with each of the identified one identified XML processors; and 

15 providing with the document transfom1ation server the 

generated document in an HTTP response to the HTTP request URL 

2. The method as set forth in claim 1 wherein the obtaining 

the document to process is further based on one or more additional identifiers in 

20 the HTTP request URL. 

25 

30 

3. The method as set forth in claim 2 wherein the one or more 

additional identifiers comprise at least one of an HTTP header and an HTTP 

POST parameter. 

4. The method as set forth in claim l ,vherein the obtaining 

the document to process further comprises decoding with the document 

transformation server the obtained URL of the document to process prior to 

obtaining the document to process. 

5. The method as set forth in claim l fmther comprising: 

storing with the document transformation server the one or 
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more XML processors associated to at least a portion of a particular domain in a 

directory having a directory name equal to the at least a portion of the particular 

domain; and 

storing with the document transfomiation server a mapping 

5 file between the one or more XML processor and one or more parts of one or 

more fields in an HTTP request URL w:ith the stored directory. 

6. The method as set forth in claim 5 wherein the one or more 

fields of the HTTP requests URL comprise one or more of a URL path, one or 

10 more query parameters, one or more post parameters, and one or more HTTP 

headers. 

7. The method as set forth in claim 6 wherein the identifying 

with the document transformation sen1er the one or more XML processors fmther 

15 compnses: 

locating with the document transformation server the 

directory comprising one or more XML processors which has a directory name 

equal to at least a portion of the particular domain in the HTTP request URL; 

opening with the document transformation server the 

20 mapping file with the located directory comprising the mapping file between the 

one or more XML processor and one or more parts of one or more fields in an 

HTTP request URL; and 

identifying with the document transformation server the one 

or more XML processors in the located directory that match the one or more parts 

25 of the one or more fields in an HTTP request URL and filtering out any non

matching XML processors. 

8. The method as set forth in claim 7 further comprising 

applying with the document transformation server one or more best match rules to 

30 the :identified one or more XML processors, wherein the transfi.)rming with the 

document transformation server the XlviL source is based on the identified best 

matches of the identified one or more XML processors. 
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9. The method as set forth in claim 7 wherein the locating 

with the document transformation server the directory further comprises: 

detem1ining with the document transfi.)rmation server when 

more than one directory has a directory name equal to at least a portion of the 

5 particular domain in the HTTP request URL; and 

selecting with the document transformation server the 

directory which has a name which is the longest among the located directories as 

the located directory. 

10. The method as set forth in claim 1 wherein each of the one 

or more XML processors comprises a set of one or more XSL transformers with 

transformation rules in one or more XSL files. 

] 1. A non-tnmsitory computer readable medium having stored 

15 thereon instructions for extending a document transfonnation server to process 

multiple documents from multiple websites comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps comprising: 

obtaining a document to process based on at least a URL of 

20 the document to process in an HTTP request URL; 

25 

30 

generating an XML source representing the document to 

process; 

identifying one or more XML processors associated with at 

least a portion of the HTTP request URL from a plurality of stored associations; 

transforming the XML source with each of the identified 

one identified XML processors; and 

providing the generated document in an HTTP response to 

the HTTP request URL 

12. The medium as set forth in claim 11 wherein the obtaining 

the document to process is further based on one or more additional identifiers in 

the HTTP request URL 
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13. The medium as set forth in claim 12 wherein the one or 

more additional identifiers comprise at least one of an HTTP header and an HTTP 

POST parameter. 

14. The medium as set forth in claim 11 wherein the obtaining 

the document to process further comprises decod:ing the obtained URL of the 

document to process prior to obtaining the document to process. 

15. The medium as set forth in claim 11 further comprising: 

storing the one or more XML processors associated to at 

least a portion of a particular domain in a directory having a directory name equal 

to the at least a portion of the particular domain; and 

storing a mapping file between the one or more XML 

processor and one or more parts of one or more fields :in an HTTP request l.JRL 

15 ,:vith the stored directory. 

16. The medium as set forth in claim 15 ,:vherein the one or 

more fields of the HTTP requests URL comprise one or more of a URL path, one 

or more quety parameters, one or more post parameters, and one or more HTTP 

20 headers. 

17. The medium as set forth in claim 16 wherein the identifying 

the one or more XML processors further comprises: 

locating the directory comprising one or more XML 

25 processors which has a directory name equal to at least a portion of the particular 

domain in the HTTP reqm:st URL; 

opening the mapping file w:ith the located directory 

comprising the mapping file between the one or more XML processor and one or 

more parts of one or more fields in an HTTP request URL; and 

30 identifying the one or more XML processors in the located 

directory that match the one or more parts of the one or more fields in an HTTP 

request URL and filtering out any non-matching XML processors. 
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18. The medium as set forth in claim 17 further comprising 

applying one or more best match mles to the identified one or more XML 

processors, wherein the transfonning the XML source is based on the identified 

best matches of the identified one or more XML processors. 

19. The medium as set forth in claim 17 ,vherein the locating 

the directory further comprises: 

detem1ining when more than one directory has a directory 

name equal to at least a portion of the particular domain in the HTTP request 

10 URL and 

selecting the directory which a name which is the longest 

among the located directories as the located directory. 

20. The medium as set fr)rth in claim 11 wherein each of the 

15 one or more XML processors comprises a set of one or more XSL transfixmers 

with transfomrntion rules in one or more XSL files. 

21. A document transformation apparatus comprising: 

one or more processors; 

20 a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

obtaining a document to process based on at least a 

URL of the document to process in an HTTP request 1JRL; 

generating an XML source representing the 

25 docurnc11t to process; 

identifying one or more XML processors associated 

with at least a portion of the HTTP request URL from a plurality of stored 

associations; 

transforming the XML source with each of the 

30 identified one identified XML processors; and 

providing the generated document in an HTTP 

response to the HTTP request URL 
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22. The apparatus as set forth in claim 21 wherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory for the obtaining the document to process further comprising 

obtaining the document to process fmther based on one or more additional 

5 identifiers in the HTTP request URL. 

15 

23. The apparatus as set forth in claim 22 wherein the one or 

more additional identifiers comprise at least one of an HTTP header and an HTTP 

POST parameter. 

24. The apparatus as set fmth in claim 21 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory fmther comprising decoding the obtained URL of the document to 

process prior to obtaining the document to process. 

25. The apparatus as set forth in claim 21 vvherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising: 

storing the one or more XML processors associated to at 

20 least a portion of a particular domain in a directory having a directory name equal 

to the at least a portion of the particular domain; and 

25 

30 

storing a mapping file between the one or more XML 

processor and one or more parts of one or more fields in an HTTP request URL 

vvi th the stored directory. 

26. The apparatus as set forth in claim 25 wherein the one or 

more fields of the HTTP requests URL comprise one or more of a URL path, one 

or more query parameters, one or more post parameters, and one or more HTTP 

headers. 

The apparatus as set fixth in claim 26 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory fix the identifying the one or more XML processors further 

ACCESSIBE LTD EXHIBIT 1004 
Page 874 of 2149



CA 02811207 2013-03-12 

WO 2012/036833 PCTiUS2011/048060 

5 

- 23 -

compnsmg: 

locating the directory comprising one or more XML 

processors which has a directory name equal to at least a portion of the particular 

domain in the HTTP request URL; 

opening the mapping file with the located directory 

comprising the mapping file between the one or more XML processor and one or 

more parts of one or more fields in an HTTP request URL; and 

identifying the one or more XML processors in the located 

directory that match the one or more parts of the one or more fields in an HTTP 

10 request 1JRL and filtering out any non-matching XML processors. 

28. The apparatus as set forth in claim 27 wherein the one or 

more processors is further configured to execute programmed instrnctions stored 

in the memory further comprising applying one or more best match rules to the 

15 identified one or more XML processors, wherein the transforming the XML 

source is based on the identified best matches of the identified one or more XML 

processors. 

29. The apparatus as set fixth in claim 27 wherein the one or 

20 more processors is further configured to execute programmed instrnctions stored 

in the memory for the locating the directory farther comprising: 

25 

determining when more than one directory has a directory 

name equal to at least a portion of the particular domain in the HTTP request 

URL; and 

selecting the directory which has a name which is the 

longest among the located directories as the located directory. 

30. Tbe apparatus as set forth in claim 21 .,.,,herein each oftbe 

one or more XML processors comprises a set of one or more XSL transfom1ers 

30 with transfomrntion rules in one or more XSL files. 
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METHODS 'FOR REDUCING LATENCY IN NETWORK 

CONNECTIONS AND SYSTE1VIS THEREOF 

FIELD 

f0001] The embodiments of the present invention generally rel ate to 

5 proxy server devices and, more particularly, to methods for reducing latency in 

network connections utilizing proxy server devices, and systems thereof 

BACKGROUND 

[0002] When a client device connects to a server (e.g., a web server, or a 

content server) to get a network resource using a network protocol, e.g., the 

10 Hyper-text Transfer protocol (HTTP), the server responds by sending the network 

resource or by sending a redirect message back to the client device over a 

communication channel. If the client device receives a redirect message, it will 

need to send a new request to the server based upon the redirect message, and the 

server will again respond with a redirect or a real resource. This communication 

15 process benveen the client device and the server repeats until the client device is 

able to get the resource, if available. 

[0003] -However, when the client device, e.g., a cell phone using a radio 

network, or a computer having a slow Internet connection, requests a net\:vork 

resource and has to perform more than one redirects to obtain the network 

20 resource, the client device vvill experience substantial delay and will spend a 

considerable amount of time to execute the whole process before finally being 

provided -vvith the network resource. The delay can occur, for example, because of 

a large time to establish a connection and send the HTTP request, also referred to 

as latency time of radio networks or other slow network connections ( e.g, Internet 

25 via a dial-up connection). Unfortunately, this delay can often lead to the client 

device not being able to obtain the network resource at all, or the client device 

giving up or relinquishing attempts to obtain the network resource under time 

constraints. 

ACCESSIBE LTD EXHIBIT 1004 
Page 878 of 2149



CA 02816336 2013-04-26 

WO 2012/064856 PCT /US2011/059992 

[0004] One conventional solution built to obtain faster HTTP responses 

for slow connection networks utilizes one or more proxy server devices (e.g., web 

proxy servers). Another conventional solution utilizes telephone carrier data 

centers that handle the network traffic for each client device by handling one or 

5 more requests when the client device is a mobile telephone, or a mobile persona! 

digital assistant (PDA) device, for example. Unfortunately, the above-noted 

conventional solutions do not resolve the redirection problem associated with 

network resources stored on the servers since the redirect messages are forwarded 

on to the client devices for handling resulting in multiple back and forth 

10 communication between the client devices and the servers. 

SUMMARY 

l0005J A method for reducing latency in network connections includes 

receiving at a proxy server device a first response from one or more server devices 

in response to a first request from a client device fbr a net\:vork resource stored on 

15 the one or more server devices. The proxy server device detem1ines whether or 

not the first response is a redirect message, and sends a second request to the one 

or more server devices when the first response includes the first redirect message, 

such that the sending is performed at least partially based upon the received 

redirect message. 

20 !0006] A computer readable medium having stored thereon instrnctions 

for reducing latency in network connections cornpris:ing machine executable code 

which vvhen executed by at least one processor, cause the processor to perfbrm 

steps including receiving at a proxy server device a first response from one or 

more server devices in response to a first request from a client device for a 

25 network resource stored on the one or more server devices. The steps include 

determining at the proxy server device whether or not the first response is a 

redirect message, and sending a second request from the proxy server device to 

the one or more server devices when the first response includes the first redirect 

message, such that the sending is perfonned at least partially based upon the 

30 received redirect message. 
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[0007] _An apparatus configured to reduce latency includes one or more 

processors and a memory coupled to the one or more processors which are 

configured to execute programmed instrnctions stored in the memory including 

instructions to implement receiving at a proxy server device a first response from 

5 one or more server devices in response to a first request from a client device for a 

network resource stored on the one or more server devices. The instructions 

include instructions for detem1ining at the proxy server device whether or not the 

first response is a redirect message, and sending a second request from the proxy 

server device to the one or more se1ver devices when the first response includes 

10 the first redirect message, such that the sending is performed at least partially 

based upon the received redirect message. 

[0008] This technology provides a number of advantages including 

providing a method, computer readable medium and an apparatus that adds an 

exemplary redirect module to the proxy server devices to efficiently manage the 

15 whole redirect chain returning only the last redirect message to the client device, 

v,'hich client device can then obtain the requested nehvork resource from the 

server on which the network resource is stored, without exchanging multiple 

intermediate redirect messages back and forth vvith the serveL In one exemplary 

scenario, cookies received by the proxy seiver device from the content seivers are 

20 collected and fonv-arded to the client device. Accordingly, this technology 

provides substantial reduction in latency of network connections because the 

number of redirect messages between the client devices and the content/resource 

servers is reduced, and takes advantage of the high speed and high bandwidth 

communication infrastructure between the proxy server device(s) and the server 

25 devices on which content is stored. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] FIG. l is a block diagram of an exemplary network environment 

with a proxy server device interposed between client devices and seiver devices; 
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[00010] FIG. 2 is an example of a redirect response message chain 

exchanged between the cl:ient devices and the server devices of FIG. 1, as handled 

by a conventional proxy server device; 

[00011] FIG. 3 is an example of an optimized redirect response message 

5 chain handled by the proxy server device of FIG. l on behalf of client devices of 

FIG. 1 for obtaining a network resource; and 

10 

[00012] FIG. 4 is an exemplary flowchart for reducing latency in network 

connections by optimizing redirect response message chains at the proxy server 

device. 

DETAlLED DESCRIPTION 

[00013] An exemplary environment 10 in which a proxy server device 12 

is optimized fr)r reducing latency in network connections is illustrated in FIG. 1. 

By way of example only, proxy server device 12 can be a web content proxy 

server, or other types of proxy servers wen known to those of ordinary skill in the 

15 mt. The exemplary environment] 0 includes the proxy server device or apparatus 

12, dient devices 14(1 )-l 4(n), server devices 16(1 )-16(n), and communication 

networks 18(1)-18(2), although other numbers and types of systems, devices, 

and/or elements in other configurations and environments with other 

communication network topologies can be used. This technology provides a 

20 number of advantages including providing a method, computer readable medium, 

and an apparatus that reduces latency in network connections, for example, HTTP 

connections. 

[00014] Referring more specifically to FTG. 1, the proxy server device 12 

manages handling of redirect messages or redirection responses from the server 

25 devices 16(1 )-16(n) for and/or on behalf of requesting client devices 14(1 )-14(n) 

and provides updated cookie information to the client devices 14(1 )- l 4(n) for 

future requests for network resources from the client devices 14(1 )-14(n), 

although the proxy server device 12 can provide other numbers and types of 

functions. Although one proxy server device 12 is shown, other numbers and 

30 types of web content proxy devices and systems can be used. By vvay of example 
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only, according to one embodiment of the present invention, proxy server device 

12 can be a carrier gateway device communicating with one or more content 

servers, e.g., server devices 16(1 )-l 6(n), for managing network resource requests 

from client devices 14(1)-14(n). Further by way of example only, the proxy 

5 server device ] 2 can be an HTTP proxy server or a cauier gateway configured to 

reduce latency in network connections by receiving a first response fr·om one or 

more server devices 16(1)-16(n) in response to a first request from a client device 

for a network resource stored on the one or more server devices 16(] )-16(n). 

Proxy server device 12 determines whether or not the first response is a redirect 

10 message, and sends a second request to the one or more server devices 16(1 )-16(n) 

when the first response includes the first redirect message, such that the sending is 

performed at least partially based upon the received redirect message. 

f00015J The proxy server device 12 includes a central processing unit 

(CPU) or processor 13, a memory 15, and an interface system 17 which are 

15 coupled together by a bus 19 or other link, although other numbers and types of 

components, parts, devices, systems, and elements in other configurations and 

locations can be used. The processor 13 in the proxy server device 12 executes a 

program of stored instructions to cany out or perform one or more aspects of the 

present invention as described and illustrated by way of the embodirnents herein, 

20 although the processor could execute other numbers and types of programmed 

instructions. 

[00016] The memory 15 in the proxy server device 12 stores these 

programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or all of the programmed 

25 instructions could be stored and/or executed elsewhere. A variety of different 

types of memmy storage devices, such as a random access memory (R.AM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

written to by a magnetic, optical, or other reading and/or writing system that is 

30 coupled to the processor 13, can be used for the memory 15 in the proxy server 

device 12. In these embodiments, the memory 15 includes a core module 21 and a 

redirect module 23 \vhich store programmed instructions for one or more aspects 
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of the present invention as described and illustrated herein, although the memory 

can comprise other types and numbers of systems, devices, and elements :in other 

configurations which store other data. As discussed in more detail below in FIG. 

3, only the last network location (e.g., a Uniform Resource Identifier or URI) of a 

5 redirect chain 300 is forwarded by redirect module 23 to the requesting client 

device among client devices 14(1 )-14(n), although the redirect module 23 can 

have other types and numbers of functions as described and illustrated herein. 

[00017] The interface system 17 in the proxy server device 12 is used to 

operatively couple and communicate between the proxy server device 12 and the 

10 client devices l 4(1)-14(n) and the server devices 16(1 )-16(n) via the 

communication networks 18( l) and 18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. By ,vay of ex.ample only, the communication 

networks 18(1) and 18(2) can use TCP/IP over Ethernet and industry-standard 

15 protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and 

numbers of communication netvvorks, such as a direct connection, a local area 

network, a vv:ide area network, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used. In one exemplary embodiment, one of communication 

20 networks 18( l) and 18(2) can be operating over one or more low-speed 

connections (e.g., a dial-up connection) while the other one of the communication 

networks 18(1) and 18(2) can be operating over a high speed, high bandv1idth 

connection (e.g., optical fiber based communication network). In yet another 

exemplary embodiment, one or more of communication networks 18(1) and 18(2) 

25 can be a radio network, a satellite network, an Internet connection, a wired cable 

network, or combinations thereof, well known to one of ordinary skill in the art 

reading this disclosure. 

[00018] Each of the client devices 14(1 )-14(n) enables a user to request, 

obtain, and interact with one or more network resources, e.g., web pages from one 

30 or more web sites, hosted by server devices 16(1)-16(n) through the proxy server 

device 12 via one or more communication networks (e.g., communication network 

18(1)), although one or more of the client devices 14(1)-14(11) could access 
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content and utilize other types and numbers of applications from other sources and 

could provide a ,vide variety of other functions for the user. Although multiple 

client devices 14(1)-14(n) are shovvn, other numbers and types of user computing 

systems could be used. ln one example, the client devices 14(1)-14(n) comprise 

5 mobile devices with Internet access that permit a website form page or other 

retrieved data that is a part of a requested network resource to be displayed, 

although each of the client devices 14(1)-14(11) can connect to server devices 

16(1 )-16(n) via other types of network connections directly or indirectly, 

depending upon specific scenaJ:ios, as can be contemplated by one of ordinary 

10 skill in the art, after reading this disclosure. By way of example only, one or more 

of the client devices ] 4(1 )-14(n) can comprise smart phones, personal digital 

assistants, computers, or other computing devices. 

f00019J Each of client devices 14(] )-14(n) in this example is a computing 

device that includes a central processing unit (CPU) or processor 20, a memory 

15 22, user input device 24, a display 26, and an interface system 28, and which are 

coupled together by a bus 30 or other link, although one or more of client devices 

14(1)-14(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 

devices 14(1 )- l 4(n) executes a program of stored instructions for aiding one or 

20 more aspects of the present invention as described and illustrated herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00020] The memory 22 in each of the client devices 14(1 )-14(n) stores 

these programmed instructions for one or more aspects of the present invention as 

described and illustrated herein as well as updated cookies associated with a 

25 network resource and received as part of one or more redirect chains fon.varded by 

proxy server device 12, although some or atl of the programmed instructions 

could be stored and/or executed elsewhere. A variety of different types of 

memory storage devices, such as a random access memory (RAM) or a read only 

memory (ROM) in the system or a i1oppy disk, hard disk, CD ROM, or other 

30 computer readable medium which is read from and/or written to by a magnetic, 

optical, or other reading and/or writing system that is coupled to processor 20 can 

be used for the memory 22 in each of the client devices 14(1 )-l 4(n). 
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[00021] The user input device 24 in each of the client devices 14(1 )-14( n) 

is used to input selections, such as requests for a network resource, e.g., a 

particular \vebsite fom1 page or to enter data in fields of a form page, although the 

user input device could be used to input other types of data and interact with other 

5 elements of exemplary environment 10. The user input device 24 can include 

keypads, touch screens, and/or vocal input processing systems, although other 

types and numbers of user input devices can be used. 

[00022] The display 26 in each of the client devices 14(1 )-14(n) is used to 

show data and information to the user, such as website page by way of example 

10 only. The display in each of the client devices l4(1)-14(n) is a mobile phone 

screen display, although other types and numbers of displays could be used 

depending on the particular type of client device, as can be contemplated by one 

of ordinary skill in the art, after reading this disclosure. 

f00023J The interface system 28 in each of the client devices l4(1)-14(n) is 

15 used to operatively couple and communicate between the client devices 14(1)

l4(n) and the proxy server device 12 and server devices 16(1)-16(n) over the 

communication networks 18(1) and ] 8(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. 

20 !00024] The server devices 16(1)-16(11) provide one or more pages from 

one or more web sites for use by one or more of the client devices ] 4(1 )-14(n) via 

the proxy server device 12, although the server devices 16( 1 )- l 6(n) can provide 

other numbers and types of applications and/or content and can have provide other 

numbers and types of functions. Although server devices 16(1)-16(11) are shown 

25 for ease of illustration and discussion, other numbers and types of server systems, 

for example, web servers, and devices can be used. ln one example, server 

devices 16(1)-16(n) can be web servers having dedicated hardware with software 

executing on the dedicated hardware to facilitate the proxy server device 12 and 

client devices 14(1 )-14(n) in their functioning. In another example, server devices 

30 16(1 )-l 6(n) can be content servers that are configured to deliver network 

resources stored thereupon using the HTTP protocol, or other network protocols 
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for example. Content stored on server devices 16(1)-16(n) that can be part of the 

network resources requested by client devices 14(1)-14(n) can be web pages, 

electronic files and documents, configuration data, metadata, or other network 

data and files, by way of example only and not by way oflimitation. 

!00025] Each of the server devices 16(1)-16(n) include a central processing 

unit (CPU) or processor, a memory, and an interface system which are coupled 

together by a bus or other link, although each of the server devices 16(1 )-16(n) 

could have other numbers and types of components, parts, devices, systems, and 

elements in other configurations and locations can be used. The processor in each 

10 of the server devices 16(1 )-l 6(n) executes a program of stored instrnctions one or 

more aspects of the present invention as described and illustrated by way of the 

embodiments herein, although the processor could execute other numbers and 

types of programmed instrnctions. When one of the server devices 16(l)-16(n) 

does not store the requested content, the server device may respond by sending a 

15 redirect message to the proxy server device 12, which the proxy server device 12 

sends to the appropriate server device indicated by the redirect message instead of 

forwarding the redirect message back to the requesting one of the client devices 

14(1 )-l 4(n). 

!00026] The memory in each of the server devices 16(1)-16(n) stores these 

20 programmed instructions for one or more aspects of the present invention as 

described and illustrated byway of the embodiments, although some or all of the 

programmed instrnctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RA1vf) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

25 CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor, can be used fr)r the memory in each of the server 

devices 16(1 )- l 6(n). 

[00027] The interface system in each of the server devices 16(1)-16(n) is 

30 used to operatively couple and communicate between the server devices 16(1)-

16(n) and the proxy server device 12 and the client devices 14(1 )-14(n) via 
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communication networks 18(1) and 18(2), although other types and numbers of 

commun:ication networks ,:vith other types and numbers of connections and 

configurations can be used. 

[00028] Although embodiments of the proxy server device 12, the client 

5 devices 14(1)-14(11), and the server devices 16(1)-16(11), are described and 

illustrated here:in, each of the cl:ient devices 14(1 )-14(n), the proxy server device 

12, and the server devices 16(1)-16(n), can be implemented on any suitable 

computer system or computing device. It is to be understood that the devices and 

systems of the embodiments described herein are for exemplary purposes, as 

10 many variations of the specific hardware and software used to implement the 

embodiments are possible, as will be appreciated by those skilled in the relevant 

art(s). 

[00029] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems 

15 having computer readable medium, microprocessors, digital signal processors, and 

micro-controllers, programmed according to the teachings of the embodiments, as 

described and i llustrnted herein, and as will be appreciated by those ordinary skill 

in the art. 

[00030] In addition, two or more computing systems or devices can be 

20 substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

25 extend across any suitable netvvork using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modern), Vv'ireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

30 Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 
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[00031] The embodiments may also be embodied as a computer readable 

medium having instrnctions stored thereon for one or more aspects of the present 

invention as described and illustrated by way of the embodiments herein, as 

described herein, which when executed by a processor, cause the processor to 

5 carry out the steps necessary to implement the methods of the embodiments, as 

described and illustrated herein. 

[00032] Referring to FIG. 2, an exemplary redirect chain 200 is illustrated 

for a conventional scenario ,,;here proxy server device 12 is not configured to 

automatically handle redirect messages. It is to be noted that the sequence of 

10 steps for handling redirect chain 200 is only exemplary and one of ordinary skill 

in the art, after reading this disclosure, can contemplate alternative sequences of 

steps that achieve substantially the same result as shown by the sequence of steps 

for redirect chain 200. 

f00033J More specifically, an example ofredirect chain 200 including 

15 multiple redirects to obtain a netv;ork resource is illustrated in FIG. 2 starting at 

step 202 where one of the client devices 14(1)-14(n) (e.g., a mobile device) sends 

an HTTP request for a netvvork resource at a Uniform Resource Locator (URL) 

http://www.example.com/A.html, although other 1:}1:les of requests fi.1r other t}1:les 

of network resources may be sent. Although in this example one of the client 

20 devices 14( 1 )- l 4(n) via a web browser requests a page A.html at the website, 

"wvvw .example.com" as shown, by way of example only, client devices 14(1 )-

14(n) may send a request for a network shared data file using a file transfer 

protocol instead of a URL using the HTTP protocol. In one example, this request 

is transmitted to the proxy server device 12 which processes and transmits the 

25 request to the one of the server device 16( 1 )-l 6(n) hosting the exemplary website 

\Vww.example.corn. 

[00034] In step 204, the client device requesting the net1.vork resource gets 

a response from the hosting one of the server devices 16(1)-16(11) storing the 

network resource, in this example, the requested page A.html. The response 

30 includes a temporary redirect message 204a (shown as an exemplary status code 

302 with a message "Moved Temporarily") to a different URL 204b. URL 204b 
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is shown exemplarily as http://www.example.com/B.html with a header field 204c 

shown as "Set-Cookie" including a cookie named "SESSION" set to value 

"1234," \vith domain equal to "example.corn" and the path equal to ''/." 

[00035] Generally, the cookie is a string fanned by the pair "name=value" 

5 (e.g., "SESSION=1234", followed by optional attributes, like those in this 

example indicating the server domain(s) and path accepting this cookie. Although 

one illustrative example is described herein, this technology can be used with 

specifications for all cookies. 

[00036] In step 206, the client device will then send a new HTTP request 

10 206a to the server devices 16(1)-16(n) for a URL http://www.exarnple.com/B.htrnl 

also passing the cookie 206b shown as "SESSION=1234." In response, at step 

208 of the redirect chain 200, the requesting client device obtains a new temporaty 

redirect message 208b to another URL http://wvvw.example.com/C.htrnl Vv'ith a 

nev,· cookie named "LANG" set to a value "en" in a header field 208c. 

15 [00037] In step 210, since the response at step 208 included a new cookie 

"LANG" with the new redirect response message 208b to a URL 

http://www.exarnple.com/C.htrnl, the client device will then send a new HTTP 

request 210a fi.)r http://v.f'\:vvv.example.com/C.html passing the two cookies 

"LANG=en" and "SESSION=l234" in a header 210b. In response, in step 212, 

20 the client device will get a real network resource 212b as a response from the 

hosting one of server devices 16(1)-16(n) with a status identifier message 212a 

sho-wn as status code 200 set to "OK." Tt is to be noted although steps 202-212 are 

shown, a higher or a lower number of steps may be realized to obtain the real 

network resource 212b in response to the initial request in step 202 from one of 

25 the client devices 14(1 )-14(n) for the netvvork resource A.html by back and forth 

redirect communications as shown by redirect chain 200 between the client device 

14(1)-14(n) and server devices 16(1 )-16(n) via proxy server device 12. By way of 

example only, in some scenarios the client device may never be able to obtain the 

network resources for various reasons, including non-availability of the resources. 
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[00038] Referring to FIG. 3, an exemplary aspect of the present technology 

,vill now be described. FIG. 3 shows an exempla1y redirect chain 300 when 

handled by proxy server device 12 interposed between client devices 14(1 )-14(n) 

and server devices 16(1)-16(n). Advantageously, in this exemplary embodiment, 

5 back and forth communication between the client devices 14(] )-14(n) and hosting 

server devices 16(] )-16(n) vvith respect to intermediate redirect message portions 

of redirect chain 300 received for a requested network resource is 

reduced/minimized or even eliminated, thereby reducing latency in network 

connection between client devices 14(1 )-l 4(n) and hosting server devices 16( l )-

10 16(n). Redirect chain 300 is handled by proxy server device 12 as illustrated in 

the sequence of steps shown in FIG. 3 and described below, although the sequence 

of steps for handling redirect chain 300 is only exemplary and one of ordinary 

skill in the art, after reading this disclosure, can contemplate alternative sequences 

of steps that achieve the same, or substantially the same result as shown by the 

15 sequence of steps for redirect chain 300. 

[00039] In step 302, one of client devices 14(1 )- l 4(n) sends an initial 

request fi.)r a URI, e.g., a URL http://V\'Vv'w.example.com/A.html to the proxy 

server device 12. In step 304, unlike steps 204-208 of FIG. 2, proxy server device 

12 executes all the :intermediate redirects on its side and returns a temporary 

20 redirect response message 304a (shown as an exemplary status code 302 with a 

message ''Moved Temporarily") for a URL 304b identified as a URL 

http://\v·ww.example.com/C.html to the requesting one of client devices 14(1)-

14(n). In this example, both "LANG" and "SESSION" cookies will be set as 

shown by respective ''Set-Cookie" header fields 304c such that they coJTespond to 

25 the updated state of the requested URL www.example.com. Although a single 

redirect message is illustrated in FIG. 3, the process can be extended to proxy 

server device 12 handling all the redirect messages from server devices 14(1 )-

14(n) until a real resource (e.g., with an HTTP status message 200) is obtained. 

The information, including cookies, contained in the intem1ediate or temporary 

30 redirect response message 304a is fonvarded to the requesting one of client 

devices 14(1)-14(n). For example, the fonvarded message can include merged 

cookies previously received. 
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[00040] In step 306, the requesting client device will then send a request 

including a last redirect message 306a from the redirect chain 300 to the proxy 

server device 12 for the network resource URL http://,vvvv,r,example.com/C.htrnl 

with updated cookies "SESSION" and "LANG" in the header field 306b as 

5 illustrated. The requesting client device forms the last redirect message 306a 

based upon the inforrnation fi.)nvarded by proxy server device 12 in step 304, and 

cookie information stored at the requesting client device because of prior 

navigation by the requesting client device, although the requesting client device 

may obtain the updated state of cookies from other sources, for example, one of 

10 server devices 16(1)-16(n). 

l00041] In step 308, in response to the request sent in step 306, the 

requesting one of the client devices 14(1 )-l 4(n) gets a real network resource 308b 

as a response from the hosting one of the server devices 16( 1 )-16(n) with a status 

identifier 308a set to ''OK" (shown as status code 200). Advantageously, the 

15 redirect chain 300 is executed substantially between the proxy server device 12 

and the hosting one of server devices 16( l )-l 6(n) in a substantially lesser time as 

compared to the intennediate redirect responses shown in redirect chain 200 

exchanged substantially bet\veen the client devices 14(1 )-14( n) and the hosting 

one of server devices 16( 1 )-16(n) with minimal to zero functionality of proxy 

20 server device 12 w1th respect to handling redirect response message chain 200. 

This is because typically there is a faster connection between proxy server device 

12 and server devices 16(1)-16(n) than between client devices 14(1)-14(n) and 

server devices 16( l )-16( n ). 

[00042] Referring to FIG. 4, an exemplary method fbr reducing latency in 

25 network connections (e.g., HTTP connections) will nmv be described using a 

flowchart 400 with reference back to FIGS. 1--3. In this example, an exemplary 

sequence of steps perfom1ed by proxy server device 12 to handle redirects as 

discussed above is described. The flowchart 300 is representative of example 

machine readable instructions to implementing reducing latency in network 

30 connections, for example, at proxy server device 12. In this example, the machine 

readable instrnctions comprise an algorithm for execution by· (a) a processor (e.g., 

CPU 13), (b) a controller, and/or (c) one or more other suitable processing 
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device(s) within proxy server device 12, for example. The algorithm may be 

implemented in sofh:vare stored on tangible computer readable media such as, for 

example, a flash memory, a CD-ROM, a floppy disk, a hard drive, a digital video 

(versatile) disk (DVD), or other memory devices, but persons of ordinary skill in 

5 the art will readily appreciate that the entire algorithm and/or parts thereof could 

alternatively be executed by a device other than a processor and/or implemented 

in firmware or dedicated hardware in a well knov;n manner (e.g., it may be 

implemented by an application specific integrated circuit (ASIC), a programmable 

logic device (PLD), a field programmable logic device (FPLD), a field 

10 programmable gate array (FPGA), discrete logic, or the like). For example, at 

least some of the components of the proxy server device 12 could be implemented 

by software, hardware, and/or firmware. Also, some or all of the machine 

readable instructions represented by the process of flowchart 400 of FIG. 4 may 

be implemented manually at the proxy server device 12, for example, using a 

15 command line interface (CU) prompt window operated by a system administrntor. 

Further, although the example algorithm is described with refr~rence to flowchart 

400, persons of ordinary skill in the art ,vill readily appreciate that many other 

methods of implementing the example machine readable instrnctions may 

alternatively be used. For example, the order of execution of the blocks in 

20 flowchart 400 may be changed, and/or some of the blocks described may be 

changed, eliminated, or combined. 

[00043] The flow begins in step 402, when proxy server device 12 receives 

a request from one of the client devices 14(1)-14(n). By way of example only, the 

request can be an HTTP request, although other types of requests (e.g., any type of 

25 HxxP or HTTPS request). ln step 406, the received request is processed by proxy 

server device ] 2 and forwarded to one of the content hosting server devices 16(1 )-

16(n) based upon the infonnation in the request In response, in step 408, proxy 

server device 12 receives a first response from the hosting one of the server 

devices ] 6(1 )-l 6(n), the first response being formed based upon the information in 

30 the forwarded request received by the hosting one of server devices J 6(1 )- l 6(n). 

In step 410, proxy server device 12 determines whether the response from the 

hosting one of server devices 16( 1 )-16(n) is a real network resource (e.g., a status 
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code 200 message) or a redirect message. 1f a real resource is received, the Yes 

branch is followed to step 412, ,vhere proxy server device 12 sends the first 

response including the link to the actual network resource to the requesting client 

device. 

!00044] However, as shown in step 414, if the first response from the 

hosting one of the server devices 16(1 )-l 6(n) is not a real network resource but is 

a redirect message (fix example, a temporary redirect 204a with status code 302, 

shown in FIG. 2), proxy server device 12 will collect the cookies set in the first 

response and merge them with those sent with the last and/or prior requests for the 

10 network resource, including the original cookie received by the proxy server 

device 12 from the hosting one of the server devices 16(1)--16(11). 

l0004SJ In step 416, proxy server device 12 will then send a new request 

(or, a second request) for the network resource (e.g., lJRL 

"w\vw .example.corn/C.html") specified in the last redirect response (e.g., redirect 

15 message 306a) to the hosting one of the server devices 16(1 )- l 6(n), passing the 

cookies used in the first request (shown in step 302 of FIG. 3) and all the cookies 

collected from the previous redirect response messages 304a, 306a. His to be 

noted the proxy server device 12 does not send the redirect messages that do not 

include real network resource to the client devices 14(1)-14(n). In step 418, proxy 

20 server device ] 2 receives a response back from the hosting one of server devices 

16( 1 )-16(n), which response is examined again, similar to step 410. In step 420, if 

the response from the hosting one of server devices 16( 1 )-16(n) is again a redirect 

message (e.g., redirect message 306a), then the proxy server device 12 will 

continue to repeat steps 414-418 by subsequently creating a new request for the 

25 server devices 16( 1 )-16( n) based upon the last redirect response message obtained 

from server devices 16(1)-16(n). lJsing the technique discussed above, instead of 

the requesting one of client devices 14(1 )-14(n) handling all interrnediate redirect 

messages from server devices 14(1)-104(n), proxy server device 12 is confii:,11.ired 

to handle the intermediate redirects until a real network resource is obtained from 

30 server devices 16( 1 )-l 6(n). An advantage of the proxy server device 12 handling 

the redirect message chain instead of client devices 14(1 )-l 4(n) is to reduce 

latency in provisioning requests from client devices 14(1 )-14( n) since connection 
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between proxy server device 12 and server devices 16(1)-16(n) is faster than 

connection between client devices 14(1)-14(n) and server devices 16(1)-16(n). 

[00046] lfowever, if the response from the hosting one of server devices 

16(1)-16(n) is a real network resource, in step 422, proxy server device 12 will 

5 send a redirect response 304a to the requesting one of the client devices 14(1)-

14(n) specifying the last URL 304b of the redirect chain 300 and all the cookies 

(e.g., cookies in header field 306b) collected from the redirect response messages 

304a, 306a. Subsequently, the requesting one of the client devices 14(1 )-14(n) 

can use the most updated URL 304b to the hosting one of the server devices 

10 16(1 )-l 6(n) via proxy server device 12, and receive the requested network 

resource. It is to be noted although in the examples above, URLs are being 

discussed, the technology v,.rorks in substantially the same manner fi.,r other types 

of resource identifier schemes, e.g., Unifbrm Resource Names (tJRNs), as tJRLs 

are being discussed by way of example only and not by way of limitation, as can 

15 be contemplated by one of ordinary skill in the art after reading this disclosure. 

Accordingly, the steps shown in flowchart 400 advantageously reduce the slow 

communication of intermediate redirect response messages between the client 

devices 14(1)-14(n) and the hosting server devices 16(1)-16(n), thus reducing 

latency in the network connection, which in this exarnple is an HTTP connection, 

20 although other types of connections (e.g., FTP connections) may be used. 

[00047] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that reduces latency in network connections, 

for example, by managing handling of redirect messages from server devices 

25 16(1 )-l 6(n) substantially at proxy server device 12 interposed between the client 

devices 14(1)--14(n) and server devices 16(1)--16(n) on which various network 

resources are stored, which network resources are requested by client devices 

14(1)-14(n). With this technology, the proxy server device 12 optimizes network 

resource provisioning by returning only the last redirect message along with all 

30 cookies col!ected from intermediate redirect messages from a chain of redirect 

messages from server devices 16(1 )-16(n) to client devices 14(1 )-14(n) for a 
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particular network resource, thereby reducing latency in network connections 

between client devices and server devices. 

[00048] lfaving thus described the basic concept of the invention, it \\711 be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

5 intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

within the spirit and scope of the invention. Additionally, the recited order of 

10 processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the fbllowing claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for reducing latency :in network connections, the 

method comprising: 

receiving at a proxy server device a first response from one 

or more server devices in response to a first request from a client device for a 

network resource stored on the one or more server devices; 

determining at the proxy server device whether or not the 

first response is a redirect message; and 

sending a second request from the proxy server device to 

the one or more server devices when the first response includes the first redirect 

message, wherein the sending is performed at least partially based upon the 

received redirect message. 

The method as set forth in claim l, wherein the proxy 

server device is configured to collect one or more cookies received in the first 

response, and vvherein the sending the second request comprises: 

sending the collected one or more cookies merged with one 

or more cookies received in one or more prior responses to the one or more server 

20 devices as a part of the second request 

3. The method as set forth in claim 2, wherein the collected 

one or more cookies merged with the one or more cookies received in the one or 

more prior responses are forvvarded to the client device by the proxy server 

25 device. 

30 

4. The method as set forth in claim 1 further comprising: 

receiving a second response from the one or more server 

devices based upon the sending the second request; and 

providing the second response to the client device when the 

second response includes a network link to the network resource. 
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5. The method as set forth in claim 4, wherein the providing 

compnses: 

sending to the client device from the proxy server device a 

last changed network address associated with the network resource and updated 

5 cookies to the client device for obtaining the network resource in a future request 

for the network resource from the client device. 

15 

20 

6. The method as set forth in claim 4, wherein the network 

link is a Uniform Resource Identifier (URT). 

7 ,. The method as set forth in claim 1, wherein the sending is 

performed until a network link to a real network resource is obtained from the one 

or more server devices. 

8. The method as set forth in claim 1, wherein the first redirect 

message and subsequent redirect messages that do not include a real network 

resource are not sent to the client device until a network link to a real netvvork 

resource is obtained from the one or more server devices. 

9. The method as set forth in claim 1 , wherein the client 

device is a mobile client device. 

10. A computer readable medium having stored thereon 

instructions for reducing latency in network connections comprises machine 

25 executable code which when executed by at least one processor, causes the 

processor to perform steps including: 

30 

receiving at a proxy server device a first response from one 

or more server devices in response to a first request from a client device for a 

network resource stored on the one or more server devices; 

determining at the proxy server device whether or not the 

first response is a redirect message; and 

sending a second request from the proxy server device to 

the one or more server devices when the first response includes the first redirect 
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message, wherein the sending is performed at least partially based upon the 

received redirect message. 

11. The medium as set forth in claim 10, wherein the proxy 

5 server device is configured to collect one or more cookies received in the first 

response, and wherein the sending the second request comprises: 

15 

sending the collected one or more cookies merged with one 

or more cookies received in one or more prior responses to the one or more server 

devices as a part of the second request. 

12. The medium as set forth in claim 11, wherein the collected 

one or more cookies merged with the one or more cookies received in the one or 

more prior responses are forwarded to the client device by the proxy server 

device. 

13. The medium as set forth in claim 10, wherein the machine 

executable code which ,vhen executed by at least one processor, causes the 

processor to further perform steps including: 

receiving a second response from the one or more server 

20 devices based upon the sending the second request; and 

providing the second response to the client device when the 

second response includes a network link to the network resource. 

14. The medium as set forth in claim 13, wherein the providing 

25 comprises: 

30 

sending to the client device from the proxy server device a 

last changed network address associated with the network resource and updated 

cookies to the client device for obtaining the network resource in a future request 

for the network resource from the client device. 

15. The medium as set forth in claim 13, wherein the network 

link is a Uniform Resource Identifier (lJRI). 
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16. The medium as set forth in claim 10, wherein the sending is 

performed until a network link to a real network resource is obtained from the one 

or more server devices, 

17. The medium as set forth in claim 10, wherein the first 

redirect message and subsequent redirect messages that do not include a real 

network resource are not sent to the client device until a network link to a real 

network resource is obtained from the one or more server devices. 

18. The medium as set forth in claim 10, ,:vherein the client 

device is a mobile client device. 

19. An apparatus configured to reduce latency in neh:vork 

connections comprising one or more processors and a memory coupled to the one 

15 or more processors configured to execute programmed instrnctions stored in the 

memory including instructions for implementing: 

receiving at a proxy server device a first response from one 

or more server devices in response to a first request from a client device for a 

network resource stored on the one or more server devices; 

20 determining at the proxy server device whether or not the 

first response is a redirect message; and 

sending a second request from the proxy server device to 

the one or more server devices when the first response includes the first redirect 

message, wherein the sending is performed at least partially based upon the 

25 received redirect message. 

30 

20. The apparatus as set forth in claim 19, wherein the proxy 

server device is configured to collect one or more cookies received in the first 

response, and wherein the sending the second request comprises: 

sending the collected one or more cookies merged with one 

or more cookies received in one or more prior responses to the one or more server 

devices as a part of the second request. 
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21. The apparatus as set forth in claim 20, wherein the collected 

one or more cookies merged w:ith the one or more cookies received :in the one or 

more prior responses are forwarded to the client device by the proxy server 

device. 

n The apparatus as set fbrth in claim 20, wherein the 

programmed instructions further include instructions for implementing: 

receiving a second response from the one or more server 

devices based upon the send:ing the second request; and 

providing the second response to the client device when the 

second response includes a network link to the network resource. 

23. 'T]1e apparatus as set fort]1 i11 claim_ 22, w]1erein_ the 

providing comprises: 

sending to the client device from the proxy server device a 

last changed network address associated with the network resource and updated 

cookies to the client device for obtaining the netvvork resource in a future request 

for the network resource from the client device. 

24. The apparatus as set forth in claim 22, wherein the network 

link is a Unifom1 Resource Identifier (URl). 

25. The apparatus as set f01ih in claim 19, wherein the sending 

is performed until a network link to a real network resource is obtained from the 

25 one or more server devices. 

26. The apparatus as set forth in claim 19, wherein the first 

redirect message and subsequent redirect messages that do not include a real 

network resource are not sent to the client device until a network link to a real 

30 network resource is obtained from the one or more server devices. 

27. The apparatus as set fixth in claim 19, wherein the client 

device is a mobile client dev:ice. 
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lVIETHODS FOR REDUCING L.ATENCY IN NET\VORK 

CONNECTIONS USING AUTOMATIC REDIRECTS AND 

SYSTEl\-1S THEREOl_, 

[0001] This application is a continuation-in-part of prior Application No. 

5 12/927,169, filed November 9, 2010, which is herein incorporated by reference in 

its entirety. 

FTELD 

[0002] This technology generally relates to web content optimization 

apparatuses and, more particularly, to methods and systems for reducing latency 

10 in network connections using automatic redirects in web content optimization 

apparatuses. 

BACKGROUND 

[0003] When a client device connects to a server (e.g., a web server, or a 

content server) to get a network resource using a network protocol, e.g., the 

15 Hyper-text Transfer protocol (HTTP), the server responds by sending the network 

resource or by sending a redirect message back to the client device over a 

communication channel. If the client device receives a redirect message, it will 

need to send a new request to the server based upon the redirect message, and the 

server will again respond ,.vith a redirect or a real resource. This communication 

20 process between the client device and the server repeats until the client device is 

able to get the resource, if available. 

[0004] However, when the client device, e.g., a cell phone using a radio 

network, or a computer having a slow Internet connection, requests a netvvork 

resource and has to perform more than one redirects to obtain the network 

25 resource, the client device will experience substantial delay and will spend a 

considerable amount of time to execute the whole process before finally being 

provided with the network resource. The delay can occur, for example, because of 

a large time to establish a connection and send the HTTP request, also refeffed to 

as latency time of radio networks or other slow network connections (e.g., Internet 
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via a dial-up connection). Unfortunately, this delay can often lead to the client 

device not being abk to obtain the network resource at all, or the client device 

giving up or relinquishing attempts to obtain the network resource under time 

constraints. 

[0005] One conventional solution built to obtain faster HTTP responses 

for slow connection networks utilizes one or more proxy server devices (e.g., web 

proxy servers). Another conventional solution utilizes telephone carrier data 

centers that handle the network traffic for each client device by handling one or 

more requests when the client device is a mobile telephone, or a mobile personal 

10 digital assistant (PDA) device, for example. Unfortunately, the above-noted 

conventional solutions do not resolve the redirection problem associated with 

network resources stored on the servers since the redirect messages are forwarded 

on to the client devices for handling resulting in multiple back and forth 

communication between the client devices and the servers. 

15 SUMMARY 

[0006] A method for reducing latency in network connections includes 

receiving at an optimization apparatus a request from one of one or more client 

devices for network content hosted at one of one or more server devices. The 

optimization apparatus detennines whether an automatic redirect parameter is 

20 enabled for the request. The request from one proxy processing device acting as 

the requesting one of the client devices within the optimization apparatus is sent to 

another proxy processing device within the optimization apparatus when the 

automatic redirect parameter is determined to be enabled. One or more redirect 

messages with one or more optimized cookies associated with the requested 

25 network resource are obtained from the one or more server devices at the other 

proxy processing device within the web content optimization apparatus. The last 

of the one or more redirects messages with the one or more optimized cookies 

when the requested network resource is located is sent from the other proxy 

processing device within the optimization apparatus to the one proxy processing 

30 device within the optimization apparatus. The last of the one or more redirect 

messages with the one or more optimized cookies associated v,tith the requested 
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network resource is sent from the optimization apparatus to the requesting one of 

the one or more of client devices. 

[0007] A non-transitory computer readable medium having stored thereon 

instructions for reducing latency :in network connections comprises machine 

5 executable code which ,vhen executed by at least one processor, causes the 

processor to perform steps including receiving a request from one of one or more 

client devices for network content hosted at one of one or more server devices. A 

determination is made whether an automatic redirect parameter is enabled for the 

request. The request from one proxy processing device acting as the requesting 

10 one of the client devices within an opt:irnization apparatus is sent to another proxy 

processing device within the optimization apparatus when the automatic redirect 

parameter is detennined to be enabled. One or more redirect messages with one 

or more optimized cookies associated with the requested network resource is 

obtained from the one or more server devices at the other proxy processing device 

15 within the optimization apparatus. The last of the one or more redirects messages 

with the one or more optimized cookies when the requested network resource is 

located is sent from the other proxy processing device within the optimization 

apparatus to the one proxy processing device within the optimization apparatus. 

The last of the one or more redirect messages with the one or more optimized 

20 cookies associated with the requested netvvork resource is sent to the requesting 

one of the one or more of client devices. 

[0008] An apparatus configured to reduce latency in network connections 

comprising one or more processors and a memory coupled to the one or more 

processors configured to execute programmed instrnctions stored in the memory 

25 including receiving a request from one of one or more client devices fix netvvork 

content hosted at one of one or more server devices. A determination is made 

whether an automatic redirect parameter is enabled for the request The request 

from one proxy processing device acting as the requesting one of the client 

devices within an optimization apparatus is sent to another proxy processing 

30 device within the optimization apparatus when the automatic redirect parameter is 

determined to be enabled. One or more redirect messages with one or more 

optimized cookies associated v,rith the requested network resource is obtained 

ACCESSIBE LTD EXHIBIT 1004 
Page 911 of 2149



CA 02816338 2013-04-26 

WO 2012/064857 PCTiUS2011/059994 

- 4 -

from the one or more server devices at the other proxy processing device within 

the optimization apparatus. The last of the one or more redirects messages with 

the one or more optimized cookies when the requested network resource is located 

is sent from the other proxy processing device ,vithin the optimization apparatus 

5 to the one proxy processing device within the optimization apparatus. The last of 

the one or more redirect messages with the one or more optimized cookies 

associated ,vith the requested network resource is sent to the requesting one of the 

one or more of client devices. 

[0009] This technology provides a number of advantages including 

10 providing a method, computer readable medium and apparatus that efficiently 

manages the whole redirect chain on behalf of the client device by optimizing at 

least a portion of redirect messages automatically within a web content 

optimization apparatus. Since at least a portion of the redirect chain associated 

with locating and obtaining the network resource is handled internally by separate 

15 processing devices within the web content optimization apparatus, network 

communications between the client devices and the servers for network resources 

are sped up. This technology exploits the faster internal processing of redirect 

messages in one or more redirect chains by the web content optimization 

apparatus, as compared to slower communication speeds between client device 

20 and the servers. 

25 

BRIJtF DESCRIPTION OF' THE UilA '\VIN GS 

[00010] FIG. 1 is a block diagram of an exemplary network environment 

with a web content optimization apparatus interposed between client devices and 

server devices; 

[00011! FIG. 2 is a flow chart of a method for processing an exemplary 

sequence of HTTP requests and responses between one of the client devices and 

the server devices hosting example.com and sample.corn; 

[00012] FIG. 3 is a flow chart of a method for processing an exemplary 

sequence of HTTP requests and responses between a client device and the web 

30 content optimization apparatus; and 
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[00013] FIG. 4 is a flow chart of a method for processing an exemplary 

sequence of HTTP requests and responses between a client device and the web 

content optimization apparatus when auto redirect is enabled; and 

[00014] FIG. 5 is a flovvchmi of an exemplary method for reducing latency 

5 in network connections by optimizing network resource using automatic 

redirection of redirect response messages at the web content optimization 

apparatus. 

J):ETAILF.'.U J)F~SCRIPTION 

[00015] An exemplary environment 10 in which a web content 

10 optimization apparatus 12 is optimized for reducing latency in network 

connections is illustrated in FIG. 1. The exemplary environment 10 includes the 

web content optimization apparatus 12, client devices 14( 1 )- l 4(n ), server devices 

16(1)-16(n), and communication networks 18(1)-18(2), although other numbers 

and types of systems, devices, and/or elements in other configurations and 

15 environments with other communication network topologies can be used. This 

technology provides a number of advantages including providing a method, 

computer readable medium, and an apparatus that reduces latency in network 

connections, for example, HTTP connections. 

[00016] Referring more specifically to FIG. 1, the web content 

20 optimization apparatus 12 manages handling of redirect messages or redirection 

responses from the server devices 16(1)-16(n) for and/or on behalf of requesting 

client devices l4(1)-14(n) and provides updated cookie information to the client 

devices 14(1 )-14(n) for future requests for network resources from the client 

devices 14(1)--14(n), although the web content optimization apparatus 12 can 

25 provide other numbers and types of functions and other types of processing 

devices can be used. Although one web content optimization apparatus 12 is 

shown, other numbers and types of optimization devices and systems can be used. 

[00017] The web content optimization apparatus 12 includes central 

processing units (CPU) or processors 13(1) and 13(2), a memory 15, and an 

30 interface system 17 which are coupled together by a bus 19 or other link, although 
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other numbers and types of components, parts, devices, systems, and elements in 

other configurations and locations can be used. The processors 13(1) and 13(2) in 

the web content optimization apparatus 12 executes a pror:,,ram of stored 

instrnctions to carry out or perfom1 one or more aspects of the present invention as 

5 described and illustrated by way of the embodiments herein, although other 

numbers of processors can be used and one or more of the processors could 

execute other numbers and types of programmed instrnctions. 

[00018] The memory 15 in the 'Web content optimization apparatus 12 

stores these programmed instrnctions for one or more aspects of the present 

10 invention as described and illustrated herein, although some or all of the 

programmed instmctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

15 and/or 'vvritten to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processors 13(1) and 13(2), can be used for the memory 15 

in the web content optimization apparatus 12. In these embodiments, the memory 

15 includes a core module 21 and a redirect module 23 which store programmed 

instructions for one or more aspects of the present invention as described and 

20 illustrated herein, although the memory can comprise other types and numbers of 

systems, devices, and elements in other configurations which store other data. 

[00019] The interface system 17 in the web content optimization apparatus 

12 is used to operatively couple and communicate between the web content 

optimization apparatus 12 and the client devices 14(1 )-l 4(n) and the server 

25 devices 16( 1 )-16(n) via the communication networks 18( 1) and 18(2), although 

other types and numbers of communication networks with other types and 

numbers of connections and configurations can be used. By way of example only, 

the communication networks 18(1) and 18(2) can use TCP /IP over Ethernet and 

industty-standard protocols, including HTTP, HTTPS, WAP, and SOAP, although 

30 other types and numbers of communication networks, such as a direct connection, 

a local area nehvork, a wide area network, moderns and phone lines, e-mail, and 

v.rireless and hardwire communication technology, each having their own 

ACCESSIBE LTD EXHIBIT 1004 
Page 914 of 2149



CA 02816338 2013-04-26 

WO 2012/064857 PCTiUS2011/059994 

- 7 -

communications protocols, can be used. In one exempla1y embodiment, one of 

communication networks 18(1) and 18(2) can be operating over one or more low

speed connections (e.g., a dial-up connection) while the other one of the 

communication networks 18(1) and 18(2) can be operating over a high speed, high 

5 bandwidth connection (e.g., optical fiber based communication network). In yet 

another exemplary embodiment, one or more of communication networks 18(1) 

and 18(2) can be a radio network, a sateUite network, an lntemet connection, a 

wired cable network, or combinations thereof, well known to one of ordinary skill 

in the art reading this disclosure. 

10 [000201 Each of the client devices 14( 1 )-14(n) enables a user to request, 

obtain, and interact with one or more network resources, e.g., web pages from one 

or more ,,;eb sites, hosted by server devices 16(1 )-16( n) through the web content 

optimization apparatus 12 via one or more communication networks (e.g., 

communication network 18(1)), although one or more of the client devices 14(1)-

15 14( n) could access content and utilize other types and numbers of applications 

from other sources and could provide a wide variety of other functions for the 

user. Although multiple client devices 14(1)-14(n) are shovm, othernurnbers and 

types of user computing systems could be used. ln one example, the client 

devices 14(1 )- l 4(n) comprise mobile devices with Internet access that permit a 

20 website form page or other retrieved data that is a part of a requested network 

resource to be displayed, although each of the client devices 14(1)-14(n) can 

connect to server devices 16(1)--16(n) via other types of network connections 

directly or indirectly, depending upon specific scenarios, as can be contemplated 

by one of ordinary skill in the aii, after reading this disclosure. By way of 

25 example only, one or more of the client devices 14(1)-14(n) can comprise smart 

phones, personal digital assistants, computers, or other computing devices. 

[00021] Each of client devices 14(1 )-l 4(n) in this example is a computing 

device that includes a central processing unit (CPU) or processor 20, a memory 

22, user input device 24, a display 26, and an interface system 28, and which are 

30 coupled together by a bus 30 or other link, although one or more of client devices 

14(1 )-14(n) can include other numbers and types of components, parts, devices, 

systems, and elements in other configurations. The processor 20 in each of client 
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devices 14(1 )-l 4(n) executes a program of stored instrnctions for aiding one or 

more aspects of the present invention as described and illustrated herein, although 

the processor could execute other numbers and types of programmed instructions. 

[00022] The memory 22 in each of the client devices 14( l )- l 4(n) stores 

5 these programmed instrnctions for one or more aspects of the present invention as 

described and illustrated herein as well as other data, such as updated cookies 

associated with a netvvork resource and received as part of one or more redirect 

chains fo1warded by web content optimization apparatus 12, although some or all 

of the programmed instructions could be stored and/or executed elsewhere. A 

10 variety of different types of mernory storage devices, such as a randorn access 

memory (RAM) or a read only memory (ROM) in the system or a floppy disk, 

hard disk, CD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to processor 20 can be used for the memory 22 in each of the client 

15 devices 14(1)-14(n). 

[00023J The user input device 24 in each of the client devices 14(1)-14(n) 

is used to input selections, such as requests for a network resource, e.g., a 

particular website fi:.mn page or to enter data in fields of a form page, although the 

user input device could be used to input other types of data and interact with other 

20 elements of exemplary environment 10. The user input device 24 can include 

keypads, touch screens, and/or vocal input processing systems, although other 

types and numbers of user input devices can be used. 

[00024] The display 26 in each of the client devices 14(1}-14(n) is used to 

shmv data and information to the user, such as requested website page by way of 

25 example only. The display in each of the client devices 14(1)-14(n) is a mobile 

phone screen display, although other types and numbers of displays could be used 

depending on the particular type of client device, as can be contemplated by one 

of ordinary skill in the ali, after reading this disclosure. 

[00025] The interface system 28 in each of the client devices 14(1)-14(n) is 

30 used to operatively couple and communicate between the client devices 14(1 )-
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14(n) and the web content optimization apparatus 12 and server devices 16(1)-

16(n) over the communication networks 18(1) and ] 8(2), although other types and 

numbers of communication netvvorks with other types and numbers of connections 

and configurations can be used. 

[00026] The server devices 16(1)-16(n) provide one or more pages from 

one or more web sites for use by one or more of the client devices 14( 1 )-14( n) via 

the web content optimization apparatus 12, although the server devices 16( 1 )-

16( n) can provide other numbers and types of applications and/or content and can 

have provide other numbers and types of functions. Although server devices 

10 16( 1 )-16( n) are shown for ease of illustration and discussion, other numbers and 

types of server systems, for example, web servers, and devices can be used. In 

one example, server devices 16(1)-16(n) can be web servers having dedicated 

hardware with software executing on the dedicated hardware to facilitate the web 

content optimization apparatus 12 and client devices 14(1 )-14(n) in their 

15 functioning. ln another example, server devices 16(1)-16(n) can be content 

servers that are configured to deliver network resources stored thereupon using the 

HTTP protocol, or other network protocols for example. Content stored on server 

devices 16(1 )-16(n) that can be part of the network resources requested by dient 

devices 14(1 )- l 4(n) can be web pages, electronic files and documents, 

20 configuration data, metadata, or other network data and files, by way of example 

only and not by way of limitation. 

[00027] Each of the server devices 16(1 )-16(11) include a central processing 

unit (CPU) or processor, a memory, and an interface system which are coupled 

together by a bus or other link, although each of the server devices 16( 1 )-16( n) 

25 could have other numbers and types of components, parts, devices, systems, and 

elements in other configurations and locations can be used. The processor in each 

of the server devices 16( l )-16(n) executes a program of stored instructions one or 

more aspects of the present invention as described and illustrated by way of the 

embodiments herein, although the processor could execute other numbers and 

30 types of programmed instructions. When one of the server devices 16(1 )-16(n) 

does not store the requested content, the server device may respond by sending a 

redirect message to the ,veb content optimization apparatus 12. 
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[00028] The memory in each of the server devices 16(1)-16(n) stores these 

programmed instructions for one or more aspects of the present invention as 

described and illustrated by way of the embodiments, although some or all of the 

programmed instmctions could be stored and/or executed elsewhere. A variety of 

5 different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to the processor, can be used for the memory in each of the server 

10 devices 16(1 )-l 6(n ). 

[00029] The interface system in each of the server devices 16(1)-16(n) is 

used to operatively couple and communicate between the server devices 16(1)-

16(n) and the web content optimization apparatus 12 and the client devices 14(1 )-

14(n) via communication networks 18(1) and 18(2), although other types and 

15 numbers of communication networks with other types and numbers of connections 

and configurations can be used. 

[000301 Although embodiments of the web content optimization apparatus 

12, the client devices 14(1)-14(n), and the server devices 16(1)-16(n), are 

described and illustrated herein, each of the client devices 14(1 )--14(n), the web 

20 content optimization apparatus 12, and the server devices 16(1)-16(n), can be 

implemented on any suitable computer system or computing device. It is to be 

understood that the devices and systems of the embodiments described herein are 

for exemplary purposes, as many variations of the specific hardv,.rare and software 

used to implement the embodiments are possible, as will be appreciated by those 

25 skilled in the relevant art(s). 

[00031] Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems 

having non-transitory computer readable medium, microprocessors, digital signal 

processors, and micro-controllers, programmed according to the teachings of the 

30 embodiments, as described and illustrated herein, and as will be appreciated by 

those ordinary skill in the art. 
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[00032] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

5 robustness and performance of the devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modern), wireless 

10 communications media, wireless cornrrmnications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[00033] The embodiments rnay also be embodied as non-transitory 

15 computer readable medium having instructions stored thereon for one or more 

aspects of the present invention as described and illustrated by way of the 

embodiments herein, as described herein, which when executed by a processor, 

cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

20 [00034] Referring to FIG. 2, an exemplary method 200 for processing an 

exemplary sequence of HTTP requests and responses between one of the client 

devices 14(1 )-14(n) and the server devices 16(1 )-16(n) hosting example.corn and 

sample.corn without a the web content optimization apparatus is illustrated. it is 

to be noted that the sequence of steps for the method 200 is only exemplary and 

25 one of ordinary skill in the art, after reading this disclosure, can contemplate 

alternative sequences of steps that achieve substantially the same result. 

[00035] More specifically, at step 202 one of the client devices 14(1 )-l 4(n) 

(e.g., a mobile device) sends an HTTP request: GET I A.html HTTP/1.1 for a 

network resource at a Unifon:n Resource Locator (URL) 

30 http://VvT\J\l\V.example.corrJA.htmt although other types ofrequests for other types 

of net'vvork resources may be sent. A !though in this example one of the client 
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devices 14(1)-14(n) via a web browser requests a page A.html at the URL, 

"www.example.com" as shown, by way of example only, client devices 14( l )-

14( n) may send a request fi.1r a network shared data file using a file transfer 

protocol instead of a URL using the HTTP protocol. 

[00036] In step 204, the requesting one of the client devices 14(1)-14(n) 

gets a response from the one of the server devices 16(1 )-l 6(n) that was previously 

hosting the network resource, in this example the requested page A.html. The 

response includes a temporary redirect message (show-n as an exemplary status 

code 302 with a message "Moved Temporarily") to a different URL 

10 http://sample.com/B.hlml along with a "Set-Cookie" including a cookie named 

''SESSION" set to value "1234". 

[00037] Generally, the cookie is a string formed by the pair "narne=value" 

(e.g., "SESSION=l234", followed by optional attributes. Although one 

illustrative example is described herein, this technology can be used v,,ith 

15 specifications for all cookies. 

[00038] In step 206, the requesting one of the client devices 14(l)-14(n) 

processes the response and sends a new HTTP request to the one of the server 

devices 16(1)-16(11) hosting the URL http://www.sample.com/B.hlml. 

[00039] Tn step 208, the requesting one of the client devices 14(1 )-l 4(n) 

20 gets a response from the one of the server devices 16(1)-16(n) that was previously 

hosting the network resource, in this example the requested page B.html. The 

response includes another temporary redirect message, "Moved Temporarily" to a 

different URL http://example.com/C.html along with a ''Set-Cookie" including a 

cookie named "LAJ_'\fG" set to value "EN". 

[00040] ln step 210, the requesting one of the client devices 14(1)--14(n) 

processes the response and sends another new HTTP request to the one of the 

server devices 16(1 )- l 6(n) hosting the URL http://wvvw.exarnple.com/C.htrnl. 

[00041] In step 212, the requesting one of the client devices 14(1)-14(n) 

gets a response from the one of the server devices 16(1 )--l 6(n) hosting the network 
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resource with a status identifier message shown as status code 200 set to "OK" 

and the network resource can now be retrieved. Although exemplary steps 202-

212 are shown, a higher or a lower number of redirections may be required by a 

particular request. 

[00042] Referring to Fl G. 3, a flow chart of a method for processing an 

exemplary sequence of HTTP requests and responses between one of the client 

devices 14(1)-14(n) and the web content optimization apparatus 12 is illustrated. 

In step 302, one of the client devices 14(1)-14(n) makes a request for 

http://m.acme.com/m/example.com/A.htrnl which is received by the web content 

10 optimization apparatus 12. 

[00043] Tn step 304, the vveb content optimization apparatus 12 generates a 

request for A.html at example.com which is transmitted to the one of the server 

devices 16(1)-16(n) thought to host the network resource. 

[00044] In step 306, the web content optimization apparatus 12 receives a 

15 redirect response from the one of the server devices 16(1)-16(n) to 

http://sample.com/Rhtml and setting the cookie SESSJON=1234 which is 

provided to the requesting one of the client devices 14(1)-14(n). 

[00045J ln step 308, this redirect response is optimized by the web content 

optimization apparatus 12 into a redirect to 

20 http://m.acme.com/m/sarnple.com/B.html with optimized version cookie 

SESSION+example.com+%2F=1234 in this example and transmitted to the 

requesting one of the client devices 14(1)-14(11). 

[00046] In step 310, the requesting one of the client devices 14(1)-14(n) 

makes the next request for http://m.acme.com/m/sample.com/B.htrnl based on the 

25 received optimized redirect response. This request is received by the web content 

optimization apparatus 12. 

[00047] Tn step 312 the web content optimization apparatus 12 generates a 

request for document Rhtml on sample.com which is transmitted to the one of the 

server devices 16(1)-16(n) thought to currently host the network resource. 
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[00048] In step 314, the 'Web content optimization apparatus 12 receives a 

redirect response from the one of the server devices 16(1 )- l 6(n) to 

http://examp1e.com/C.html setting the cookie LA NG=EN. 

[00049] In step 316, this redirect response is optimized by the web content 

5 optimization apparatus 12 into a redirect to 

htip://m.acme.com!m/example.coro/C.html with optimized version cookie 

LANG+sarnple.com+%2F=EN which is transmitted to the requesting one of the 

di ent devices 14( 1 )-14( n). 

[00050] In step 318, the one of the client devices 14(1 )-14(n) makes the 

10 next request for htip://rn.acrne.com/m/exarnple.com1C.htrnl which is received by 

the web content optimization apparatus 12. 

[00051] Tn step 320 the web content optimization apparatus 12 generates a 

request for document C.html on exampkcom passing the matching cookie 

SESSION=1234 to the one of the server devices 16(1)-16(11) thought to currently 

15 host the network resource. 

[00052] In step 322, gets a response from the one of the server devices 

16(1 )-16(n) with a status identifier message shown as status code 200 set to "OK" 

indicating the nenvork resource has been found. In step 324, the web content 

optimization apparatus 12 provides this response to the requesting one of the 

20 client devices 14(1 )-l 4(n) to retrieve the located network resource. 

[00053] Referring to FIG. 4, an exemplary method 400 for processing an 

exemplaiy sequence of HTTP requests and responses between one of the client 

devices 14(1)-14(n) and the web content optimization apparatus 12 when auto 

redirect is enabled. In step 402, one of the client devices 14(1)-14(n), which in 

25 this example is a mobile device, makes a new request for the URL: 

m.acme.corn/rn/example.com/A.html which is received by the web content 

optimization apparatus 12. 
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[00054] In step 404, the 'Web content optimization apparatus 12 processes 

the request utilizing _processors 13(1) and 13(2) which act as both the requesting 

client device and the proxy server device as explained in greater detail below. 

[00055] More specifically, in step 404a one of the processors 13( 1) in the 

5 \veb content optimization apparatus 12 acting as the client device sends a request 

for /rn/example.com/A.html to another one of the processors 13(2) in the web 

content optimization apparatus 12. The auto redirect between the processors 13(1) 

and 13(2) in the web content optimization apparatus 12 is turned off. 

[00056] In step 404b, the other one of the processors 13(2) in the web 

10 content optimization apparatus 12 sends the request to one of the server devices 

16(1 )-16(n) currently identified as hosting the requested resource. The processor 

13(2) in the web content optimization apparatus 12 gets a redirect response from 

one of the server devices 16(1)-16(n) thought to store the network resource. The 

processor 13(2) in the web content optimization apparatus 12 optimizes the 

15 redirect response to http://m.acme/m/sample.com)B.html, and cookie to 

SESSION+example.com+%2F=l234, which is provided to the processor 13(1) in 

the web content optimization apparatus 12 acting as the requesting client device. 

[000571 In step 404c, based on the redirect response the processor 13(1) in 

the web content optimization apparatus 12 acting as the requesting client device 

20 sends an updated HTTP request to the processor 13(2) in the web content 

optimization apparatus 12 acting as the proxy server device. The processor 13(2) 

in the web content optimization apparatus 12 sends the updated request to the one 

of the server devices 16(1 )--l 6(n) identified as hosting the network resource. 

[00058] ln step 404d, the processor 13(2) in the web content optimization 

25 apparatus 12 gets a redirect response from the one of the server devices 16(1)-

16(n) identified as hosting the network resource based on the updated request. 

The processor 13(2) in the web content optimization apparatus 12 optimizes the 

redirect response to http://m.acme/m/sample.com/C.html, and the cookie 

LANG+sarnple.corn+%2F"EN, which is provided to the processor 13(1) in the 

30 web content optimization apparatus 12 acting as the requesting client device. 

ACCESSIBE LTD EXHIBIT 1004 
Page 923 of 2149



CA 02816338 2013-04-26 

WO 2012/064857 PCTiUS2011/059994 

- 16 -

[00059] In step 404e, based on the last redirect response the processor 

13(1) in the web content optimization apparatus 12 acting as the requesting client 

device sends another updated HTTP request to the processor 13(2) in the web 

content optimization apparatus 12 acting as the proxy server device. The 

5 processor 13(2) in the web content optimization apparatus 12 sends the updated 

request to the one of the server devices 16(1)-16(11) identified as currently hosting 

the network resource. 

[00060] In step 404f, the processor 13(2) in the web content optimization 

apparatus 12 gets a response from the one of the server devices 16(l)-16(n) with a 

10 status identifier message shown as status code 200 set lo "OK" indicating the 

network resource has been found. 

[00061] In step 406, when the processor 13(1) in the \:veb content 

optimization apparatus 12 gets the http://m.acme.com/m/example.corn/C.html 

response that is a 200 (i.e. a real resource), then it creates the http response for the 

15 requesting one of the client devices 14(1)-14(n) that is a redirect to 

http://m.acme.com/m/example.com/C.html with the two collected cookies from 

steps 404b and 404d. 

[000621 Referring to FIG. 5, an exemplary method for reducing latency in 

network connections between requesting client devices 14(1 )-14(n) and content 

20 hosting server devices 16(1)-16(n) is described using flowchart 500 with reference 

back to FIGS. 1 and 3-4. More specifically, details of operation of web content 

optimization apparatus 12 with respect to optimization of redirect chain 300 and 

400 using core module 21 and redirect module 23 are described. Redirect module 

23 is part of a web content optimization system (referred to as "WCOS," not 

25 shmvn) implemented in web content optimization apparatus 12 that is responsible 

for handling multiple content server redirect response messages from server 

devices 16(1 )- l 6(n) and sending them to client devices 14(1 )-l 4(n) that originally 

made the HTTP request (e.g., as shown in steps 202 and 302). In one example, 

only the last TJRL of the redirect chain 300 is handled by the redirect module 23. 

30 Core module 21 and redirect module 23 reside as part ofWCOS on hardware of 

memory 15. Alternatively, core module 21 and 23 may be implemented at least 
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partially in software residing on a hardware portion of memory 15. The 

embodiment described in FIG. 5 adds an additional layer of optimization to 

handling redirect chains 300 and 400 by operating upon prior already optimized 

requests. 

[00063] The method of flowchart 500 begins in step 502 where redirect 

module 23 inside web content optimization apparatus 12 receives a request from 

core module 21, which received request was a part of a request originally received 

by the vveb content optimization apparatus 12 from the requesting one of the client 

devices 14(1)-14(n) (e.g., from a web browser on one of the client devices 14(1)-

10 14(n)). 

[00064] Tn step 504, redirect module 23 determines whether an automatic-

redirect identifier or flag is enabled and was received as part of the original 

request for the network resource by the requesting one of the client devices 14(1 )-

14( n ). The automatic-redirect, also referred to as "auto-redirect" herein, is a 

15 programming instruction that is used to decide which HTTP requests from client 

devices 16(1)-16(n) should be optimized for handling by the web content 

optimization apparatus ] 2, in accordance with the redirect chain 400 described by 

FIG. 4, and which requests should be handled directly by the requesting client 

devices 14( 1 )--14(n) directly, as shown by FIG. 2 with minimum processing by the 

20 web content optimization apparatus 12, although other options could be provided 

such as the exemplary redirect illustrated and described 1vvith reference to FIG. 3. 

The auto-redirect flag/identifier adds an additional level of optimization because 

automatic redirection by web content optimization apparatus ] 2 is used only when 

needed and when chosen by the programmer or administrator of the web content 

25 optimization apparatus 12. If the auto-redirect flagiidentifier is not enabled or set 

to a value "false" set programmatically by a WCOS programmer, the No branch is 

taken in step 504, where the request is returned to core module 21 by redirect 

module 23, as shovvn in step 518. In step 5 l 8, the web content optimization 

apparatus 12 can process the request from the requesting one of the client devices 

30 14(1)-14(n), send a request to one of the server devices 16(1)-16(n), and then 

optimize the response which is sent back to the requesting one of the client 

devices 14( 1 )-14( n). 
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[00065] However, if the auto-redirect flag/parameter/identifier is set to a 

value ;'true," the Yes branch is taken and the flow proceeds to step 506. In step 

506, the same HTTP request is sent back to the core module 21 in WCOS with its 

''auto-redirect" flag set to a value "false." By way of example only, m.acme.com 

5 is the host name associated with the web content optimization system residing in 

memmy 15 of the web content optimization apparatus 12. When the auto-redirect 

parameter is disabled and rn.acme.com receives an exemplary request 

http://m.acme.corn.Jexample.com/A.html, it sends a request to 

http://example.com/A.html getting a redirect to http://sample.com/B.html with 

10 SESSION"0 1234 cookie (as shown, for example, in FiG. 2). Accordingly, 

m.acme.com will send response to the client device with a redirect to 

htip://rn.acrne.com/sample.com1B.html with cookie modified to 

SESSION+example.com+%2F"' 1234. Modification of the cookie is explained in 

more detail, by way of example only, in U.S. Patent Application Serial No. 

15 12/660,637, filed March 2, 2010, entitled "Method for Optimizing a Web Content 

Proxy Server and Devices Thereof," hereby incorporated by reference in its 

entirety. When core module 21 and redirect module 23 receive a request for 

htip://m.acme.com/sample.com/B.html from the client device (e.g., client device 

14(1)), a request to http://sample.com/B.html is sent and then a redirect to 

20 http://example.com/C.htm1 with LANG=EN cookie is received that will be 

transformed in a redirect response to http://m.acme.com/example.com/C.html with 

LANG+sample.com+1}1,,2F=EN cookie, to be sent to the client web browser of the 

client device. 

[00066] In another exemplary scenario, automatic-redirect is enabled fur 

25 first request for http://m.acme.com/example.com/A.html. Since automatic

redirect is enabled, the redirect module 23 will decide to follow the redirect chain 

300 making the HTTP requests internally to itself within the web content 

optimization apparatus 12, including all the intermediate redirection requests. 

Accordingly, redirect module 23 will make HTTP request to 

30 http//m.acrne.corn/example.corn/A.html with auto redirect disabled. This way, 

correct optimized cookies will be collected by redirect module 23 and WCOS 

redirects will be followed. When all the redirect chain 400 is collected as 
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illustrated and described with reference to FIG. 4, a redirect response to 

http://m.acme.com/example.corn/C.html will be sent to the client browser having 

new cookies set to SESSION+example.com+%2F=1234 and 

LANG+sample,com+%2F=EN that are valid cookies form.acme.com domain. 

[00067] In step 508, the HTTP response is received by core module 21. 

Sending HTTP requests back to core module 21 ofWCOS instead of to hosting 

one of the server devices 16(1 )-16(n) enables the WCOS to optimize the redirect 

chain 400 of already optimized HTTP responses, although again other optimized 

redirect chains can be used as illustrated and described with reference to FIG. 3 by 

10 way of example. In some examples, core module 21 of WCOS can create longer 

redirect chains than original content site. By \Vay of example only, the web 

content optimization system adds new redirect chains to the original server 

request-response flow. For example, when the web content optimization system 

has to simulate a complex JavaScript behavior that is available on the original web 

15 site page for JavaScript enabled browsers, on its server side JavaScript emulator. 

Using the auto redirect module 23 over already optimized WCOS pages can 

advantageously improve the WCOS performance in the web content optimization 

apparatus 12. 

[00068] In step 510, if the response from the redirect module 23 in WCOS 

20 optimization system is a redirect response message, then the Yes branch is taken 

to step 512. 

[00069] In step 512, a new HTTP request is created for the redirect URL 

and the auto--redirect flag is set to a value "false." Further, by way of example 

only, cookies in the header field are the result of merging the cookies set by the 

25 redirect responses with the cookies passed to the first HTTP request. 

[00070] Tn step 514, the core module 21 vvill then create the approp1iate 

HTTP response to be sent to the redirect module 23. If the HTTP response from 

the redirect module 23 is a redirect response, the previous steps 510-514 \vill be 

repeated one or more times. 
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[00071] However, in step 510, if the response is a real resource, then the 

No branch is taken to step 516 where the last redirect response coupled with 

collected response cookies in the header fields are sent back to the core module 

21. By way of example only, the method of flowchart 500 is used when the 

5 requesting one of the client devices 14(1)-14(n) is a mobile client device, for 

example, a cellular telephone. 

[00072] Accordingly, as 111ustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that reduces latency in network connections, 

10 for example, by managing handling of redirect messages from server devices 

16(1)-16(n) substantially at web content optimization apparatus 12 interposed 

between the client devices 14(1)-14(11) and server devices 16(1)-16(n) on which 

various network resources are stored, which network resources are requested by 

client devices l 4(1 )-14(n). With this technology, the web content optimization 

15 apparatus 12 optimizes network resource provisioning by returning only the last 

redirect message along with all cookies collected from intermediate redirect 

messages from a chain of redirect messages from server devices 16(1 )-l 6(n) to 

client devices 14( 1 )-14(n) for a particular network resource, thereby reducing 

latency in network connections between client devices and server devices. 

20 [00073] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

25 improvements, and modifications are intended to be suggested hereby, and are 

\vithin the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

30 only by the fiJ!lowing claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for reducing latency in network connections, the 

method comprising: 

receiving at an optimization apparatus a request from one 

of one or more client devices for network content hosted at one of one or more 

server devices; 

detennining at the optimization apparatus whether an 

automatic redirect parameter is enabled for the request; 

sending the request from one proxy processing device 

acting as the requesting one of the client devices 'Within the optimization apparatus 

to another proxy processing device within the optimization apparatus when the 

automatic redirect parameter is determined to be enabled; 

obtaining one or more redirect messages with one or more 

15 optimized cookies associated with the requested network resource from the one or 

more server devices at the another proxy processing device within the 

optimization apparatus; 

sending the last of the one or more redirects messages with 

the one or more optimized cookies when the requested network resource is located 

20 from the another proxy processing device within the optimization apparatus to the 

one proxy processing device within the optimization apparatus; and 

forwarding the last of the one or more redirect messages 

with the one or more optimized cookies associated with the requested network 

resource from the optimization apparatus to the requesting one of the one or more 

25 of client devices. 

30 

2. The method as set fi.)rth in claim 1 wherein the determining 

at the optimization apparatus whether the automatic redirect parameter is enabled 

for the request is based on information contained in the request. 

3. The n1ethod as set forth jn_ clain1 l fi1rther co1-n_prising 

disabling the automatic redirect parameter when the request is sent from the one 
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proxy processing device acting as the requesting one of the client devices within 

the optimization apparatus to the another proxy processing device within the 

optimization apparatus. 

4. The method as set forth in claim 1 further comprising: 

processing at the web content optimization apparatus a 

revised request for the requested network resource from the requesting one of the 

plurality of client devices based on the last of the one or more redirect messages 

with the one or more optimized cookies; 

10 obtaining network content at the optimization apparatus 

from one of the one or more server devices based on the revised request; 

optimizing at the optimization apparatus the obtained 

network content at the vveb content optimization apparatus for the requesting one 

of the client devices; and 

15 forwarding from the optimization apparatus the optimized 

obtained network content to the requesting one of the one or more of the client 

devices. 

5. The method as set fixth in claim 1, wherein the receiving 

20 fbrther comprises receiving at the optimization apparatus the request from the one 

of the one or more of the client devices comprising a mobile device configured to 

display the optimized network content on a browser of the mobile device. 

6. The method as set forth in claim 2, wherein the 

25 information contained in the request comprises a Uniform Resource Identifier 

(URI). 

7. The method as set forth in claim 1, wherein the network 

content comprises one or more web pages. 

30 

8. A non-transitory computer readable medium having stored 

thereon instructions for reducing latency in network connections comprises 
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machine executable code which 'When executed by at least one processor, causes 

the processor to perform steps comprising: 

receiving a request from one of one or more client devices 

for network content hosted at one of one or more server devices; 

5 determining whether an automatic redirect parameter is 

enabled for the request; 

sending the request from one proxy processing device 

acting as the requesting one of the client devices within an optimization apparatus 

to another proxy processing device within the optimization apparatus when the 

10 automatic redirect parameter is determined to be enabled; 

15 

obtaining one or more redirect messages with one or more 

optimized cookies associated with the requested network resource from the one or 

more server devices at the another proxy processing device within the 

optimization apparatus; 

sending the last of the one or more redirects messages with 

the one or more optimized cookies when the requested network resource is located 

from the another proxy processing device within the optimization apparatus to the 

one proxy processing device within the optimization apparatus; and 

fimvarding the last of the one or more redirect messages 

20 with the one or more optimized cookies associated with the requested network 

resource to the requesting one of the one or more of client devices. 

9. The medium as set forth in claim 8 wherein the 

determining at the optimization apparatus whether the automatic redirect 

25 parameter is enabled for the request is based on information contained in the 

request 

10. The medium as set forth in claim 8 further comprising 

disabling the automatic redirect parameter when the request is sent from the one 

30 proxy processing device acting as the requesting one of the client devices within 

the optimization apparatus to the another proxy processing device within the 

optimization apparatus. 
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11. The medium as set forth in claim 8 further comprising: 

processing a revised request for the requested network 

resource from the requesting one of the plurality of client devices based on the last 

of the one or more redirect messages v,rith the one or more optimized cookies; 

5 obtaining network content from one of the one or more 

server devices based on the revised request; 

optimizing the obtained network content at the 

optimization apparatus for the requesting one of the client devices; and 

forwarding the optimized obtained network content to the 

10 requesting one of the one or more of the client devices. 

12. The medium as set forth in claim 8, wherein the receiving 

further comprises receiving the request from the one of the one or more of the 

client devices comprising a mobile device configured to display the optimized 

15 network content on a browser of the mobile device. 

20 

13. The medium as set forth in claim 9, wherein the 

information contained in the request comprises a Uniform Resource Identifier 

(URI). 

14. The medium as set forth in claim 8, wherein the network 

content comprises one or more web pages. 

15. iill apparatus configured to reduce latency in network 

25 conrn::ctions comprising one or more processors and a memory coupled to the one 

or more processors configured to execute programmed instructions stored in the 

memory compnsmg: 

receiving a request from one of one or more client devices 

for network content hosted at one of one or more server devices; 

30 deterrnining whether an automatic redirect parameter is 

enabled for the request; 

sending the request from one proxy processing device 

acting as the requesting one of the client devices within an optimization apparatus 
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to another proxy processing device within the optimization apparatus when the 

automatic redirect parameter is determined to be enabled; 

obtaining one or more redirect messages with one or more 

optimized cookies associated ,vith the requested network resource from the one or 

5 more server devices at the another proxy processing device within the 

optimization apparatus; 

sending the last of the one or more redirects messages ,vith 

the one or more optimized cookies when the requested network resource is located 

from the another proxy processing device within the optimization apparatus to the 

10 one proxy processing device within the optimization apparatus; and 

15 

20 

fonvarding the last of the one or more redirect messages 

with the one or more optimized cookies associated with the requested network 

resource to the requesting one of the one or more of client devices. 

16. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory for the detem1ining further comprising determining at the 

optimization apparatus whether the automatic redirect parameter is enabled for the 

request based on infomrntion contained in the request. 

17. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instructions stored 

in the memory further comprising disabling the automatic redirect parameter when 

the request is sent from the one proxy processing device acting as the requesting 

25 one of the client devices within the optimization apparatus to the another proxy 

processing device within the optimization apparatus. 

18. The apparatus as set forth in claim 15 wherein the one or 

more processors is further configured to execute programmed instructions stored 

30 in the memory further comprising: 

processing a revised request for the requested network 

resource from the requesting one of the plurality of client devices based on the last 

of the one or more redirect messages with the one or more optimized cookies; 
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obtaining network content from one of the one or more 

server devices based on the revised request; 

optimizing the obtained network content at the 

optimization apparatus for the requesting one of the client devices; and 

forwarding the optimized obtained network content to the 

requesting one of the one or more of the client devices. 

19. The apparatus as set forth in claim 15, wherein the one or 

more processors is further configured to execute programmed instructions stored 

10 in the memory for the receiving further comprising receiving the request from the 

one of the one or more of the client devices comprising a mobile device 

configured to display the optimized network content on a browser of the mobile 

15 

device. 

20. The apparatus as set forth in claim 16, wherein the 

infi.)rmation contained in the request comprises a Uniform Resource Identifier 

(URI). 

21. The apparatus as set fi.)rth in claim 15, wherein the network 

20 content comprises one or more web pages. 
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1\/IETHODS J?OR ElvlAILIN(; LABELS AS PORTABLE DATA 
_FILES AND DEVICES THEREOI? 

FTELD 

[0001] This technology relates to methods for emailing labels as portable 

5 data files and devices thereof. 

BACKGROUND 

[0002! Some Web based applications, usually developed for desktop 

browsers, provide the functionality of pdnting labels, such as bar codes, proof of 

insurance, medical records, or bank statements. All these documents have a well--

10 defined printing format, can include personal information and usually are 

generated from password protected Web content. 

15 

[0003] A desktop browser can easily exploit this type of printing 

functionalities. Unfortunately, mobile browsers do not have the same capability 

since they usually lack of a direct connection with a printing device. 

SUMMARY 

[0004] A method fr1r emailing a label as a portable data file to destination 

infom1ation associated with a mobile computing device includes obtaining at a 

proxy server device a web page with a label from a web server device in response 

to a request from a mobile computing device. The proxy server device obtains 

20 destination information for the label associated with the requesting mobile 

computing device. The proxy server device converts the label into a portable data 

file and transmits the portable data file using the destination information for the 

label associated with the requesting mobile computing device. 

A non-transitory computer readable medium having stored thereon 

25 instructions for emailing a label as a _portable data file to destination information 

associated with a mobile computing device comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps including obtaining a web page with a label from a web server device in 
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response to a request from a mobile computing device. Destination information 

for the label associated with the requesting mobile computing device is obtained. 

The label is converted into a portable data file and then is transmitted using the 

destination information for the label associated ,vith the requesting mobile 

5 computing device. 

[0006] A proxy server device includes one or more processors and a 

memory coupled to the one or more processors which are configured to execute 

programmed instrnctions stored in the memory including obtaining a ,veb page 

with a label from a web server device in response to a request from a mobile 

l O computing device. Destination information for the label associated with the 

requesting mobile computing device is obtained. The label is converted into a 

portable data file and then is transmitted using the destination information for the 

label associated with the requesting mobile computing device. 

[0007] This technology provides a number of advantages including 

15 providing a method, computer readable medium and an apparatus that enables a 

mobile computing device to create a portable data file of one or more labels and 

send the portable data file, along with custom infrmnation, such as descriptions 

and logos, to a designated email address associated with the mobile computing 

device. Accordingly, with this technology data files that are not viewable on 

20 mobile computing devices can be dmvnloaded and printed. 

BRIEF DESCRIPTION OF THE DRi\'\VINGS 

[0008] FIG. 1 is a block diagram of an exemplary environment with an 

exemplary proxy server device; 

[0009] FIG. 2 is a screen shot of an exemplary confirmation page with 

entry fields for data to generate and send a portable data file; and 

[00010! FIG. 3 is a flow chart of an exemplary method for generating and 

emailing labels as portable data files and devices thereof. 

ACCESSIBE LTD EXHIBIT 1004 
Page 946 of 2149



CA 02821769 2013-06-13 

WO 2012/088326 PCTiUS2011/066611 

- 3 -

DETAILED DESCRIPTION 

[00011] An exemplary environment 10 with a proxy server device 12 

configured to enable one of the mobile computing devices 14(1 )-14(n) to 

download a printable version of a label that was converted into PDF format is 

5 illustrated in FIG. L The exemplary environment 10 includes the proxy server 

device 12, mobile computing devices 14(1)-14(11), web content server devices 

16(1 )-16(n), and communication networks 18( l )-18(2), although other numbers 

and types of systems, devices, and/or elements in other configurations and 

environments with other communication network topologies can be used. This 

10 technology provides a number of advantages including providing a method, 

computer readable medium and an apparatus that enables a mobile computing 

device to create a portable data file of one or more labels and send the portable 

data file, along with custom information, such as descriptions and logos, to a 

designated email address associated with a mobile computing device. 

15 [00012] Referring more specifically to FIG. 1, the proxy server device 12 

is a web content optimization device configured to execute the exemplary 

methods and other technology illustrated and described herein, although the proxy 

server can comprise other types of computing devices configured to execute the 

exemplary methods illustrated and described herein. This exemplary proxy server 

20 device 12 includes a central processing unit (CPU) or processor 13, a memory 15, 

and an interface system 17 which are coupled together by a bus 19 or other link, 

although other numbers and types of components, parts, devices, systems, and 

elements in other configurations and locations can be used. The processor 13 in 

the proxy server device 12 executes a program of stored instrnctions one or more 

25 aspects of the present invention as described and illustrated by way of the 

embodirrn::nts herein, although the processor could execute other numbers and 

types of programmed instrnctions. 

[00013] The memory 15 in the proxy server device 12 stores these 

programmed instrnctions for one or more aspects of the present invention as 

30 described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of diffr~rent 
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types of memory storage devices, such as a random access memory (RAM) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

\vritten to by a magnetic, optical, or other reading and/or writing system that is 

5 coupled to the processor 13, can he used for the memory 15 in the proxy server 

device 12. 

[00014] The interface system 17 in the proxy server device 12 is used to 

operatively couple and communicate between the proxy server device 12 and the 

mobile computing devices 14(1)-14(n), and the web content server devices 16(1)-

10 16(n) via the communication networks 18(1)-18(2), although other types and 

numbers of communication networks with other types and numbers of connections 

and configurations can be used. By way of example only, the communication 

networks 18( 1 )-18(2) can use TCP/IP over Eth em et and industly-standard 

protocols, including HTTP, HTTPS, WAP, and SOAP, although other types and 

15 numbers of communication networks, such as a direct connection, a local area 

network, a wide area network, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

protocols, can be used" 

[00015] Each of the mobile computing devices 14(1)-14(n) enables a user 

20 to request, get and interact v,tith documents and other files from one or more web 

sites hosted by the web content server devices 16( 1 )-16( n) through the proxy 

server device 12 via one or more communication networks, although one or more 

of the mobile computing devices 14(1)-14(n) could access content and utilize 

other t}1:les and numbers of applications from other sources and could provide a 

25 \vide variety of other functions for the user. Although multiple mobile computing 

devices 14(1)-14(11) are shown, other numbers and types of user computing 

systems could be used. 

[00016] Each of mobile computing devices ] 4(1 )-14(n) in this example is a 

computing device that includes a central processing unit (CPU) or processor 20,, a 

30 memory 22, user input device 24, a display 26, and an interface system 28, and 

which are coupled together by a bus 30 or other link, although one or more of 
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mobile computing devices 14(1)-14(n) can include other numbers and types of 

components, parts, devices, systems, and elements in other configurations. The 

processor 20 in each of mobile computing devices 14( 1 )-14(n) can execute a 

program of stored instructions for one or more aspects of the present invention as 

5 described and iHustrated herein, although the processor could execute other 

numbers and types of programmed instructions. 

[00017] The memory 22 in each of the mobile computing devices 14(1 )-

14(n) stores these programmed instructions for one or more aspects of the present 

invention as described and illustrated herein, although some or all of the 

l O programmed instmctions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, or other computer readable medium which is read from and/or written 

to by a magnetic, optical, or other reading and/or writing system that is coupled to 

15 processor 20 can be used for the memory 22 in each of the mobile computing 

devices 14(1)-14(n). 

[000181 The user input device 24 in each of the mobile computing devices 

14( l )-l 4(n) is used to input request, selections and other data, although the user 

input device could provide other functions and interact with other elements. The 

20 user input device can include ke)1Jads, touch screens, and/or vocal input 

processing systems although other types and numbers of user input devices can be 

used. 

[000191 The display 26 in each of the mobile computing devices 14(1)-

14(n) is used to show data and information to the user, such as a ,,ivebsite page 

25 optimized for viewing on a mobile computing device by way of example only. 

The display in each of the mobile computing devices 14(1)-14(n) is a computer 

screen display, although other types and numbers of displays could be used 

depending on the pmi.icu1ar t)1Je of mobile device. 

[00020] The interface system 28 in each of the mobile computing devices 

30 14(1)-14(11) is used to operatively couple and communicate between the mobile 
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computing devices 14(l)-14(n) and the proxy server device 12, and the web 

content server devices 16(1)-16(n) over the communication networks 18(1)-18(2), 

although other types and numbers of communication networks with other types 

and numbers of connections and configurations can be used. 

[00021] The web content server devices 16(1)-16(n) provide one or more 

pages from one or more web sites, although the web content server devices 16(l)-

16(n) can provide other numbers and types of applications and/or content and can 

have provide other numbers and types of functions. Although web content server 

devices ] 6( 1 )- l 6(11) are shown for ease of illustration and discussion, other 

] 0 numbers and types of web server systems and devices can be used. 

[00022] Each of the web content server devices 16(1)-16(n) include a 

central processing unit (CPU) or processor, a memory, and an interface system 

which are coupled together by a bus or other link, although each of the web 

content server devices 16(1 )-16( n) could have other numbers and types of 

15 components, parts, devices, systems, and elements in other configurations and 

locations can be used. The processor in each of the web content server devices 

16(1 )-l 6(n) executes a program of stored instrnctions one or more aspects of the 

present invention as described and illustrated by way of the embodiments herein, 

although the processor could execute other numbers and types of programmed 

20 instructions. 

[00023] The memory in each of the web content server devices 16(1 )-16( n) 

stores these programmed instructions for one or more aspects of the present 

invention as described and illustrated by way of the embodiments, although some 

or all of the programmed instrnctions could be stored and/or executed elsewhere. 

25 A variety of different types of memory storage devices, such as a random access 

memory (RAM) or a read only memory (ROM) in the system or a floppy disk, 

hard disk, CD ROM, DVD ROM, or other computer readable medium vvhich is 

read from and/or written to by a magnetic, optical, or other reading and/or writing 

system that is coupled to the processor, can be used for the memory in each of the 

30 web content server devices 16(1)-16(n). 
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[00024] The interface system in each of the web content server devices 

16(1)-16(n) is used to operatively couple and communicate between the web 

content server devices 16( l )-16(n) and the proxy server device 12, the mobile 

computing devices 14(1)-14(n), and the client computing devices 15(1)-15(n) via 

5 communication networks 18(1)-18(2), although other types and numbers of 

communication networks with other types and numbers of connections and 

configurations can be used. 

[00025] Although embodiments of the proxy server device 12, the mobile 

computing devices 14( 1 )-l 4(n), and the web content server devices 16(1 )-16(n), 

l O are desc1ibed and illustrated herein, each can be implemented on any suitable 

computer system or computing device. It is to be understood that the devices and 

systems of the embodiments described herein are for exemplary purposes, as 

many variations of the specific hardware and software used to implement the 

embodiments are possible, as will be appreciated by those skilled in the relevant 

15 art(s). 

[00026J Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the embodiments, as described and illustrated herein, 

20 and as will be appreciated by those ordinary skill in the art. 

[00027] In addition, tvvo or more computing systems or devices can be 

substituted fur any one of the systems in any embodiment of the embodiments. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

25 robustness and performance ofthe devices and systems of the embodiments. The 

embodiments may also be implemented on computer system or systems that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modem), wireless 

30 communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 
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Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[00028] The embodiments may also be embodied as non-transitory 

computer readable medium having instructions stored thereon for one or more 

5 aspects of the present invention as described and iHustrated by way of the 

embodiments herein, as described herein, v,.rhich when executed by a processor, 

cause the processor to cmTy out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

[00029] An exemplary method for emailing labels as portable data files and 

10 devices thereof will now be described with reference to FIGS. 1-3. Referring 

more specifically to FIG. 2, in step 100 the proxy server device 12 receives an 

HTTP request for a ,,veb page from one of the mobile computing devices 1491)-

14(n). The proxy server device 12 transmits the request to one of the web server 

devices 16(1 )-l 6(n) hosting the website \vith the requested content 

15 [00030] In step 102, the proxy server device 12 receives the requested 

content, such as a web page including a printable label from the one of the web 

server devices 16(1 )-16(n) hosting the website with the requested content. The 

printable label can comprise a variety of different printable content which is not 

viewable on the requesting one of the mobile computing devices 14(1)-14(11), such 

20 as a bar code, proof of insurance, medical record, or bank statement by way of 

example. 

[00031] In step 104, the proxy server device 12 determines vvhether the 

web page with the printable label from the one of the web server devices 16( l )-

16( n) is optimized for printing. If in step 104, the proxy server device 12 

25 determines the web page with the printable label is not optimized for printing, 

then the No branch is taken to step 106. In step l 06, the proxy server device 12 

extracts and/or optimizes the printable label for printing and then proceeds to step 

108. Jf in step 104, the proxy server device 12 detem1ines the web page vvith the 

printable label is optimized for printing, then the Yes branch is taken to step l 08. 
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[00032] ln step 108, the proxy server device 12 determines whether a user 

at the requesting one of the mobile computing devices 14(1)-l4(n) has provided 

notes and/or logos as well as an email address to receive the generate portable data 

file, although other types of data and destination information could be used. lf in 

5 step l 08 the proxy server device ] 2 determines the user at the requesting one of 

the mobile computing devices 14(1 )- l 4(n) has not provided any notes and/or 

logos as ,vell as an email address associated with the requesting one of the mobile 

computing devices 14( l )-l 4(n), then the No branch is taken to step ] ] 0. In step 

110, the proxy server device ] 2 irnnsrnits a web page, such as the one shown in 

10 FIG. 2, to the requesting one of the mobile computing devices 14(1)-14(n) to 

obtain notes and/or logos as well as an email address associated with the 

requesting one of the mobile computing devices 14(1 )-14(n) to receive the label, 

although other manners of obtaining customizing and addressing information 

relating to the label could be used. The proxy server device 12 adds the obtained 

15 notes and/or logos or other data from entries in the fields shown in FIG. 2 to 

customize the label and then proceeds to step 112. 

[00033] If in step 108 the proxy server device 12 detem1ines the user at 

the requesting one of the mobile computing devices 14(1)-14(n) has not added 

notes and/or logos for the label and already has provided an email address, then 

20 the Yes branch is taken to step 112. In step I 12, the proxy server device 12 

converts the customized label into a PDF file, although the label can be converted 

in other numbers and types of portable data files for transmission. 

[000341 In step 114, the proxy server device 12 transmits the generated 

label to the email address associated with the requesting one of the mobile 

25 computing devices 14(l)-14(n). The proxy server device 12 may optionally send 

a confirmation to the requesting one of the mobile computing devices 14(1)-14(n) 

that the PDF or other portable data file has been sent The user associated vvith 

the requesting one of the mobile computing devices 14(1)-14(n) can later access 

the email account through for example a deskiop computing device connected to a 

30 printer to print the customized label which was not viewable on the requesting one 

of the mobile computing devices 14(1 )-14(n). 
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[00035] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing a method, computer 

readable medium and an apparatus that enables a mobile computing device to 

create a portable data file of one or more labels and send the portable data file, 

5 along with custom information, such as descriptions and logos, to a designated 

email address associated with the mobile computing device. One of the 

advantages of this technology is that mobile computing devices can now obtain 

labels that were not viewable on the mobile computing device. 

[00036! Having thus described the basic concept of the invention, it will be 

l O rather apparent to those skilled in the art that the fi.Hegoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 

15 within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therdbre, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the fi:.)l!owing claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method fix emailing a label as a portable data file to 

destination information associated ,vith a mobile computing device, the method 

5 compnsmg: 

obtaining at a proxy server device a web page with a label 

from a web server device in response to a request from a rnobile computing 

device; 

obtaining with the proxy server device destination 

10 information for the label associated with the requesting mobile computing device; 

converting with the proxy server device the label into a 

portable data file; and 

transmitting with the proxy server device the p01table data 

file using the destination information for the label associated with the requesting 

15 mobile computing device. 

20 

2. The method as set forth in claim l further comprising: 

determining with the proxy server device whether the web 

page with the label is optimized for printing; and 

extracting and optimizing vvith the proxy server device the 

label for printing when the detem1ining indicates the web page and label are not 

optimized for printing. 

3. The method as set forth in claim 1 further comprising: 

25 determining with the proxy server device whether the 

requesting mobile computing device has provided at least one of notes and a logo 

to customize the label; and 

customzing with the proxy server device the label when the 

requesting mobile computing device has provided at least one of the notes and the 

30 logo. 
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4. The method as set forth in claim l wherein the portable data 

file is a PDF file. 

5. The method as set forth in claim l ,vherein the obtained 

5 destination information comprises an email address. 

6. A non-transitory computer readable medium having stored 

thereon instructions for emailing a label as a portable data file to destination 

infi.)rmation associated with a mobile computing device comprising machine 

10 executable code which when executed by at least one processor, causes the 

processor to perform steps comprising: 

obtaining a web page with a label from a web server device 

in response to a request from a mobile computing device; 

obtaining destination information for the label associated 

15 with the requesting mobile computing device; 

20 

25 

converting the label into a pmiable data file; and 

transmitting the portable data file using the destination information 

for the label associated with the requesting mobile computing device. 

'7 
!. The medium as set forth in claim 6 further comprising: 

detem1ining whether the web page with the label is 

optimized for printing; and 

extracting and optimizing the label for printing -when the 

determining indicates the web page and label are not optimized for printing. 

8. The medium as set forth in claim 6 further comprising: 

determining whether the requesting mobile computing 

device has provided at least one of notes and a logo to customize the label; and 

customzing the label when the requesting mobile 

30 computing device has provided at least one of the notes and the logo. 

9. The medium as set forth in claim 6 wherein the portable 

data file is a PDF file. 

ACCESSIBE LTD EXHIBIT 1004 
Page 956 of 2149



CA 02821769 2013-06-13 

WO 2012/088326 PCTiUS2011/066611 

5 

- 13 -

10. The medium as set forth in claim 6 wherein the obtained 

destination infom1ation comprises an email address. 

11. A proxy server device comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory comprising: 

obtaining a web page with a label from a web server 

device in response to a request from a mobile computing device; 

obtaining destination infonnation for the label 

associated with the requesting mobile computing device; 

conve1iing the label into a portable data file; and 

transmitting the portable data file using the 

destination infomrntion for the label associated with the requesting mobile 

15 computing device. 

12. The device as set forth in claim 11 wherein the one or more 

processors is further configured to execute programmed instructions stored in the 

memory further comprising: 

20 detennining whether the vveb page with the label is 

25 

30 

optimized for printing; and 

extracting and optimizing the label for printing when the 

determining indicates the ,veb page and label are not optimized for printing. 

13. The device as set forth in claim 11 v,d1erei11 the one or more 

processors is further configured to execute programmed instructions stored in the 

memory further comprising: 

detem1ining whether the requesting mobile computing 

device has provided at least one of notes and a logo to customize the label; and 

customzing the label when the requesting mobile 

computing device has provided at least one of the notes and the logo. 
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14. The device as set forth in claim 11 wherein the portable 

data file is a PDF file. 

15. The device as set forth in claim 11 wherein the obtained 

5 destination information comprises an email address. 
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ABSTRACT 

A method, non-transitory computer readable medium, and hotspot 

management computing apparatus that receives a JavaScript Object Notation with Padding 

5 (JSONP) request from a client computing device, wherein the JSONP request comprises an 

identifier associated with a selected hotspot associated with an image of a first web page. A 

HyperText Markup Language (HTML) fragment is generated based on the identifier, wherein 

the HTML fragment defines a first description associated with the hotspot and an input 

element associated with a Uniform Resource Locator (URL) of a second web page including 

10 a second description associated with the hotspot The HTML fragment is sent to the 

requesting client computing device, 

]5 
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METHODS FOR PACILITATING WEB PAGE IMAGE HOTSPOTS AND DEVICES 
THEREOF' 

IOOIHI This application claims the benefit of U.S. Provisional Patent Application 

Serial No. 61/698,948, filed September 10, 2012, which is hereby incorporated by reference 

5 in its entirety. 

.FIELD 

[00021 This technology generally relates to web page image hotspots and, more 

particularly, to methods, non-transitory computer readable medium, apparatuses that 

10 facilitate establishing and interacting with web page image hotspots. 

BACKGROUND 

[0003] Images have become increasingly pervasive across the Internet, particularly 

with respect to social media and retail web sites for example, although many different types 

of web sites host images. Hotspots, or identified regions of images, are often established in 

J 5 order for users to associate metadata or other information with the images. For example, a 

host of an image on a social media web site can establish a hotspot ( often referred to as 

"lagging") to indicate another user present in the image. Upon selection of the hotspot, the 

other user's name and a link to the other user's profile can be displayed, for example. On a 

retail web site, a host may identify a region of an image including an item for sale as a 

20 hotspot. Upon selection of the hotspot by a user, content regarding the item can be 

displayed, often with a link to a more detailed description of the item. 

[0004] However, web browsers generally prohibit communication across domains 

based on a same origin policy. Accordingly, the available content for a user to a.<:sociate with 

a web page image hotspot is generally lirnited to content hosted by a web server in the same 

25 domain as the web page that includes the image. Additionally, web services hosted by web 

servers, and configured to identify content to be associated with a hotspot, are often 

developed for a single domain. Accordingly, such web services do not provide an interface 
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or structure common to any other web service configured to provide similar fonctionality but 

associated with a different domain. 

SUMMARY 

[0005] A method for facilitating interaction with a web page image hotspot includes 

receiving, by a hotspot management computing apparatus, a JavaScript Object Notation with 

Padding (JSONP) request from a client computing device, wherein the JSONP request 

comprises an identifier associated with a selected hotspot associated with an image of a first 

web page. A HyperText Markup Language (HTML) fragment is generated, by the hotspot 

10 management computing apparatus, based on the identifier, wherein the HTML fragment 

defines a first description associated vvith the hotspot and an input element associated with a 

Unifom1 Resource Locator (URL) of a second web page including a second description 

associated with the hotspot. The HTML fragment is sent, by the hotspot management 

computing apparatus, to the requesting client computing device. 

15 10006] A computer readable medium having stored thereon instructions for 

facilitating interaction with a web page image hotspot comp1ising machine executable code 

which when executed by a processor, causes the processor to perform steps including 

receiving a JSONP request from a client computing device, wherein the JSONP request 

comprises an identifier associated with a selected hotspot associated with an image of a first 

20 web page. An HTML fragment is generated based on the identifier, wherein the HTML 

fragment defines a first description associated with the hotspot and an input element 

associated with a URL of a second web page including a second description associated with 

the hotspot. The HTML fragment is sent to the requesting client computing device. 

100071 A hotspot management computing apparatus includes a memory coupled to a 

25 processor which is configured to execute programmed instructions stored in the memory 

comprising receiving a JSONP request from a client computing device, wherein the JSONP 

request comprises an identifier associated with a selected hotspot associated with an image of 

a first web page. An HTML fragment is generated based on the identifier, wherein the 

HTML fragment defines a first description associated with the hotspot and an input element 
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associated with a URL of a second web page including a second description associated with 

the hotspot. The HTML fragment is sent to the requesting client computing device. 

f0008J A method for generating a web page image hotspot includes receiving, with a 

hotspot management computing apparatus, a JSONP request comprising search criteria. 

5 Content satisfying the search criteria is identified by the hotspot management computing 

apparatus. An HTML fragment defining an input element associated with each of one or 

more search results and an identifier is generated by the hotspot management computing 

apparatus, wherein each of the one or more search results includes at least a portion of the 

identified content. The HTML fragment is sent to the requesting client computing device by 

10 the hotspot management computing apparatus, 

[0009! A computer readable medium having stored thereon instructions for 

facilitating generation of a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps including 

receiving a JSONP request comprising search criteria. Content satisfying the search criteria 

15 is identified. An HTML fragment defining an input element associated with each of one or 

more search results and an identifier is generated, wherein each of the one or more search 

results includes at least a portion of the identified content. The HTML fragment is sent to the 

requesting client computing device. 

[0010] A hotspot management computing apparatus includes a memory coupled to 

20 one or more processors which are configured to execute programmed instructions stored in 

the memory including receiving a JSONP request comprising search criteria. Content 

satisfying the search criteria is identified. An HTML fragment defining an input element 

associated with each of one or more search results and an identifier is generated, wherein 

each of the one or more search results includes at least a pmiion of the identified content. 

25 The HTML fragment is sent to the requesting client computing device. 

!OOH] A method for generating a web page image hotspot includes generating, by a 

di1.~nt computing device, a search panel in response to a user identitying a region of an image 

rendered on a web page as a hotspot, the search panel comprising one or more input fields. A 
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JSONP request is sent, by the client computing device, based on interaction with the input 

element of the search panel, to a hotspot management computing apparatus, wherein the 

JSONP request comprises search criteria entered in the one or more input fields. An HTML 

fragment received from the hotspot management computing apparatus is rendered, by the 

5 client computing device, in a results panel, the HTML fragment defining an input element 

associated with each of one or more search results, wherein each input element is associated 

with an identifier of one of the search results. The identifier associated with a selected one of 

the input elements is sent, by the client computing device, to the hotspot management 

computing apparatus. 

[0012] A non~transitory computer readable medium having stored thereon 

instructions for generating a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps including 

generating a search panel in response to a user identifying a region of an image rendered on a 

web page as a hotspot, the search panel comprising one or more input fields. A JSONP 

15 request is sent based on interaction with the input element of the search panel, to a hotspot 

management computing apparatus, wherein the JSONP request comprises search criteria 

entered in the one or more input fields. An HTML fragment received from the hotspot 

management computing apparatus is rendered in a results panel, the HTML fragment 

defining an input element associated with each of one or more search results, wherein each 

20 input element is associated with an identifier of one of the search results. The identifier 

associated with a selected one of the input elements is sent to the hotspot management 

computing apparatus. 

[0013} A client computing device includes a memory coupled to a processor which is 

configured to execute programmed instructions stored in the memory including generating a 

25 search panel in response to a user identifying a region of an image rendered on a web page as 

a hotspot, the search panel comprising one or more input fields. A JSONP request is sent 

based on interaction with the input element of the search panel, to a hotspot management 

computing apparatus, wherein the JSONP request comprises search criteria entered in the one 

or more input fields. An HTML fragment received from the hotspot management computing 
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apparatus is rendered in a results panel, the HTML fragment defining an input element 

associated with each of one or more search results, wherein each input element is associated 

with an identifier of one of the search results. The identifier associated with a selected one of 

the input elements is sent to the hotspot management computing apparatus. 

[0014] A method for interacting with a web page image hotspot includes displaying, 

with a client computing device, one or more hotspots of an image included on a first web 

page. A JSONP request is sent, with the client computing device, to a hotspot management 

computing apparatus in response to user interaction with one of the one or more hotspots, 

wherein the JSONP request cornprises an identifier associated with the one hotspot An 

l O HTML fragment received from the hotspot management computing apparatus is rendered, 

with the client computing device, in a preview panel, wherein the HTML fragment is based 

on the identifier and defines a first description associated with the one hotspot and an input 

element associated with a URL of a second web page including a second description 

associated with the one hotspot. The second web page is displayed, with the client 

15 computing device, in response to user interaction with the input element of the preview 

panel. 

100151 A non-transitory computer readable medium having stored thereon 

instrnctions for interacting with a web page image hotspot comprising machine executable 

code which when executed by a processor, causes the processor to perform steps including 

20 displaying one or more hotspots of an image included on a first web page. A JSONP request 

is sent, with the client computing device, to a hotspot management computing apparatus in 

response to user interaction with one of the one or more hotspots, wherein the JSONP request 

comprises an identifier associated with the one hotspot. An HTML fragment received from 

the hotspot management computing apparatus is rendered, with the client computing device, 

25 in a preview panel, wherein the HTML fragment is based on the identifier and defines a first 

description associated with the one hotspot and an input element associated with a URL of a 

second web page including a second description associated with the one hotspot The second 

web page is displayed, with the client computing device, in response to user interaction with 

the input element of the preview panel. 
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[0016] A client computing device including a memory coupled to a processor which 

is configured to execute programmed instructions stored in the memory including displaying 

one or more hotspots of an image included on a first web page. A JSONP request is sent, 

with the client computing device, to a hotspot management computing apparatus in response 

5 to user interaction ¼1th one of the one or more hotspots, wherein the JSONP request 

comprises an identifier associated with the one hotspot An HTML fragment received from 

the hotspot management computing apparatus is rendered, with the client computing device, 

in a preview panel, wherein the HTML fragment is based on the identifier and defines a first 

description associated with the one hotspot and an input element associated with a URL of a 

l O second web page including a second description associated with the one hotspot. The second 

web page is displayed, with the client computing device, in response to user interaction with 

the input element of the preview panel. 

[0017) This technology provides a number of advantages including methods, non-

transitory computer readable medium, and apparatuses that facilitate establishing web page 

15 image hotspots using a plug-in sent along with a web page. The plug-in can obtain data to be 

associated with the hotspot from a web service hosted by a different domain using JSONP. 

This technology also facilitates user interaction with web page image hotspots using a plug

in configured to communicate using JSONP with a web service, which can also be hosted by 

a different domain. 

20 

25 

BRIEF DESCRIPTION OF' THE DR.A WINGS 

[0018] FIG. J is a block diagrrun of a network environment which incorporates an 

exemplary hotspot management computing apparatus; 

[0019] 

hotspot; 

(00201 

FIG. 2 is a flowchart of an exemplary method of inserting a web page image 

FIG. 3 is a flowchart of ;an exemplary method of facilitating the association of 

a web page image hot,;;pot with content; 
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FIG. 4 is a flowchart of an exemplary method of displaying a web page image 

FIG. 5 is a flowchart of an exemplary method of facilitating the display of a 

web page image hotspot; 

100231 FIG. 6 is an exemplary web page including an image and a plurality of 

hotspots associated with the image; 

[0024J FIG. 7 is an exemplary search panel for obtaining search criteria for content to 

be associated with a web page image hotspot; 

[00251 FIG. 8 is an exemplary search results panel including identified content to be 

10 associated with a web page image hotspot; and 

[0026] FIG. 9 is an exemplary web page including a plurality of hotspots and an 

exemplary preview panel associated with one of the hotspots. 

DETAILED DESCRIPTION 

[0027] An exemplary network environment 10 is illustrated in FIG. 1 as including an 

15 exemplary hotspot management computing apparatus 12. In this example, the hotspot 

management computing apparatus 12 is coupled to a content server computing apparatus 14 

and a client computing device 16 by local area networks (LANs) 18(1) and 18(2) and a wide 

area network (WAN) 20, although other types and numbers of devices, components, and 

elements in other topologies could be used. This technology provides a number of 

20 advantages including methods, non-transitory computer readable medium, and apparatuses 

for more easily and effectively generating and viewing web page image hotspots across 

domains and sources of content associated with the hotspots. 

[0028] Referring more specifically to FIG. 1, the hotspot management computing 

apparatus 12 includes at least one processor or CPU 22, a memory 24, and an interface 

25 device 26, which are coupled together by a bus 28 or other link, although other numbers and 

types of components, parts, devices, systems, and elements in other configurations and 
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locations can be used. The processor 22 of the hotspot management computing apparatus 12 

may execute one or more stored programmed instructions for one or more aspects of the 

present invention as described and illustrated by way of the embodiments herein, although 

the processor 22 could execute other numbers and types of programmed instructions. 

The memory 24 of the hotpot management computing apparatus 12 stores 

these programmed instructions for one or more aspects of the present invention., as described 

and illustrated herein, although some or all of the programmed instructions could be stored 

and/or executed elsewhere. The memory 24 of the hotspot management computing apparatus 

12 may include one or more tangible storage media and/or devices, such as RAM, ROM, 

10 flash memory, CD-ROM, floppy disk, hard disk drive(s), solid state memory, DVD, or any 

other memory storage types or devices, including combinations thereof, which are known to 

those of ordinary skill in the art. 

[0030] In this example, the memory 24 of the hotpot management computing 

apparatus 12 includes an item search web service 30 and an item preview web service 32 

15 including JavaScript instructions, for example, for one or more aspects of the present 

invention as described and illustrated herein, although the memory 24 can include other types 

and numbers of systems, devices, and elements in other configurations. 

[0031] The interface device 26 in the hotspot management computing apparatus 12 is 

used to operatively couple and communicate between the hotspot management computing 

20 apparatus 12 and the client computing device 16 via LAN 18( i) and WAN 20, although other 

types and numbers of communication networks or systems with other types and numbers of 

connections and configurations to other devices and elements can also be used. The LA,."l\ls 

18(1) and 18(2) and WAN 20 can use TCP/IP over Ethernet and industry-standard protocols, 

including NFS, CIFS, SOAP, XML, LDAP, and SNMP, for example, although other types 

25 and numbers of communication networks can also be used. 

!00321 Generally, the content server computing apparatus 14 processes requests for 

web pages 34 received from the client computing device 16 via LAN 18(2) and WAN 20 

according to the HTTP-based protocol, for example. The content server computing apparatus 
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14 includes at least one processor or CPU 36, a memory 38, and an interface device 40, 

which are coupled together by a bus 42 or other link, although other numbers and types of 

components, parts, devices, systems, and elements in other configurations and locations can 

also he used. The processor 36 in the content server computing apparatus 14 executes a 

5 program of stored instructions for one or more aspects of the present invention, as described 

and iHustrated by way of the embodiments herein, although the processor 36 could execute 

other numbers and types of programmed instructions. 

10033] The memory 38 in the content server computing apparatus 14 stores these 

programmed instructions for one or more aspects of the present invention, as described and 

10 illustrated herein, although some or ali of the programmed instructions could be stored andior 

executed elsewhere. A variety of different types of memory storage devices, such as a 

random access memory (RAM) or a read only memory (ROM) in the system or a t1oppy 

disk, hard disk, CD ROM, DVD ROM, or other non-transitory computer readable medium 

which is read from and/or written to by a magnetic, optical, or other reading and/or writing 

15 system that is coupled to the processor 36, can be used for the memory 38 in the content 

server computing apparatus 14. 

[0034] In this example, the memory 38 includes a hotspot editor plug-in 44 and a 

hotspot viewer plug-in 46 including JavaScript instructions, for example, configured to be 

included in any of the web pages stored by the memory and provided in response to a client 

20 computing device request. The memory 38 can fi.1rther include other types and numbers of 

systems, devices, and elements in other configurations which store other data. 

[0035] The interface device 40 in the content server computing apparatus 14 is used 

to operatively couple and communicate between the content server computing apparatus 14 

and the client computing device 16 via LAN 18(2) and WAN 20, although other types and 

25 numbers of communication networks with other types and numbers of connections and 

configurations can be used. The content server computing apparatus 14 may be hardware or 

software or may represent a system with multiple content server computing apparatuses in a 

pool, which may include internal or external networks. In this example the content server 
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computing apparams 14 may be any version of Microsoft® IIS server or Apache(ID server, 

although other types of content server C.'.omputing apparatus 14 may be used. 

[0036] The client computing device 16 enables a user to request, receive and interact 

with services and content hosted by the content server computing apparatus 14 and hotspot 

5 management computing apparatus 12 via the LANs 18(1) and 18(2) and WAN 20, although 

the client computing device 16 could access content and utilize other types and numbers of 

content or applications from other sources and could provide a wide variety of other 

functions for a user. By way of example only, the client computing device 16 can be a 

mobile computing device, smart phone, personal digital assistant, or computer, for example. 

l O [0037] In this example, the client computing device 16 includes at least one processor 

or CPll 48, a memory 50, and an interface device 52, and which are coupled together by a 

bus 54 or other link, although the client computing device 16 can include other numbers and 

types of components, parts, devices, systems, and elements in other configurations. The 

processor 48 in the client computing device 16 executes a program of stored instrnctions for 

15 one or more aspects of the present invention as described and illustrated herein, although the 

processor 48 could execute other numbers and types of programmed instrudions. 

[00381 'll1e memory 50 in the client computing device 16 stores these programmed 

instructions for one or more aspects of the present invention as described and illustrated 

herein, although some or all of the programmed instructions could be stored and/or executed 

20 elsewhere. A variety of different types of memory storage devices, such as a RAM or a 

ROM in the system or a floppy disk, hard disk, CD ROM, or other non-transitory computer 

readable medium which is read from and/or written to by a magnetic, optical, or other 

reading and/or writing system that is coupled to processor 48 can be used for the memory 50 

in the client computing device 16. In this example, the client computing device 16 is 

25 configured to access web services and web content through a web browser 56 stored in the 

memory 50. 

[00391 The interface device 52 in the client computing device 16 is used to 

operatively couple and communicate between the client computing device 16 and the content 
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server computing apparatus 14 and the hotspot management computing apparatus 12 via the 

LANs 18(1) and 18(2) and the WAN 20, although other types and numbers of 

communication networks with other types and numbers of connections and configurations 

can be used. 

[0040] Although embodiments of the hotspot management computing apparatus 12, 

content server computing apparatus 14, and client computing device 16 are described and 

illustrated herein, each of these devices can be implemented on any suitable computer system 

or computing device. It is to be understood that the devices and systems ofthe embodiments 

described herein are for exemplary purposes, as many variations of the specific hardware and 

10 software used to implement the embodiments are possible, as will be appreciated by those 

skilled in the relevant art(s). Furthermore, each of the systems of the embodiments may be 

conveniently implemented using one or more general purpose computer systems, 

microprocessors, digital signal processors, and micro-controllers, programmed according to 

the teachings of the embodiments, as described and illustrated herein, and as will be 

15 appreciated by those ordinary skiH in the art. 

[00411 In addition, two or more computing systems or devices can be substituted for 

any one of the devices in any embodiment. Accordingly, principles and advantages of 

distributed processing, such as redundancy and replication also can be implemented, as 

desired, to increase the robustness and performance of the devices and systems of the 

20 embodiments. The embodiments may also be implemented on computer system(s) that 

extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only telecommunications in any 

suitable fonn (e.g., voice and modem), wireless communications media, wireless 

communications networks, cellular communications networks, G3 communications 

25 networks, Public S\fyitched Telephone Network (PSTNs), Packet Data Networks (PDNs), the 

Internet, intranets, and combinations thereof. 

10042] The examples may also be embodied as a non-transitory computer readable 

medium having instructions stored thereon for one or more aspects of the present technology 

as described and illustrated by way of the examples herein, as described herein, which when 
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executed by a processor, cause the processor to carry out the steps necessary to implement 

the methods of the examples, as described and illustrated herein. 

10043] An exemplary method for facilitating web page image hot°')pots will now be 

described with reference to FIGS. 1-9. Referring specifically to FIG. 2, an exemplary 

5 method of inserting a web page image hotspot will now be described. In this exan1ple in step 

200, a user of the client computing device 16 requests and obtains, using the web browser 56, 

one of the web pages 34 hosted by the content server computing apparatus 14 and including 

one or more images. An exemplary one of the web pages 34 stored in the memory 24 of the 

content server computing apparatus 14 is iHustrated in FIG. 6 as web page 600, which 

10 includes an image 602. 

[0044] In this example, along with sending the requested web page 600 to the client 

computing device 16, the content server computing apparatus 14 sends the hotspot editor 

plug-in 44. The content server computing apparatus 14 can send the hotspot editor plug-in 

44 by inserting the JavaScript code of the plug-in 44 into the source code of the requested 

15 web page 600. In another example, the content server computing apparatus 14 provides the 

hotspot editor plug-in 44 along with the requested web page 600 as a bookmarklet In yet 

another example, the hotspot editor plug-in 44 can be integrated within a platfc)rm, such as a 

blog engine or a social network platfom1, for example. Other methods of providing the 

hotspot editor plug-in 44 can also be used. Upon receiving the requested web page 600, the 

20 web browser 52 of the client computing device 16 attempts to render the requested web page 

on a display of the client computing device 16. 

[0045] ln step 202, while rendering the web page 600, and upon encountering the 

JavaScript code of the hotspot editor plug~in 44, the web browser 52 of the client computing 

device 16 executes the code to generate a hotspot identification interface. The interface is 

25 configured to facilitate identifying a region of the image 602 of the requested web page 600 

as a hot.spot The interface can be presented visually by the web browser 52, such as in an 

overlay, new panel, or new window, f'<.Jr example, which allows selection of the hotspot 

features (e.g. size or representation style) by the user. Alternatively, the interface can be run 
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in the background without a graphical interface while still allowing the user to select regions 

of the image 602 of the web page 600 to be identified as hotspots. 

[0046] In step 204, the web browser 52 of the client computing device 16 executing 

the hotspot editor plug--in 44 generates a search paneL In this example, the web browser 52 

5 generates the search panel in response to a user of the client computing device 16 identifying 

a region of the image 602 of the requested web page 600 as a hotspot using the interface 

generated in step 202. An exemplary identified hotspot of the image 602 of the web page 

600 is illustrated as hotspot 604 in FIG. 6. Referring to FIG. 7, an exemplary search panel 

700 generated by the web browser 52 of the client computing device 16 in response to the 

10 user identifying a region of the image 602 as hotspot 604 is illustrated. TI1e search panel 700 

includes one or more input fields, such as the search text field 702, a source selector element 

704, and an input element, such as the search button 706, although other types and number of 

input fields and elements can also be used. 

[0047] In this example, the source selector element 704 is a drnp--dovm menu 

15 identifying a plurality of optional sources selectable by the user. Each source is associated 

by the hotspot editor plug-in 44 ·with a Unifom1 Resource Locator (URL) of an item search 

web service, such as the item search web service 30 stored in the memory 24 of the hotspot 

management computing apparatus 12, as described and illustrated in more detail below. The 

source selector element 704 can be populated with sources, and associated URLs, based on 

20 an identifier associated with the user sent to the content server computing apparatus 12 

during an initialization or registration process. in another example, the source selector 

element 704 can be populated with sources, and associated lJRLs, based on a hardcoding by 

an administrator or developer of the hotspot editor plug-in 44. Other methods for populating 

the source selector element can also be used. 

25 [0048] [n step 206, the web browser 52 of the client computing device 16 executing 

the hotspot editor plug-in 44 sends, upon user interaction with the input element 706 of the 

search panel 700, a JavaScript Object Notation with Padding (JSONP) :request to the item 

search web service 30 of the hotspot management computing apparatus 12. In this example, 

the JSONP request indudes search criteria input using the input field 702 of the search panel 
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700 and is sent to the item search web service 30 located at the URL associated with the 

source selected by the user in the source selector element 704. Exemplary sources identified 

using the source selector element can be a product catalog, a blog post, or a social network 

feed, although any other types of sources can also be used. 

5 [0049] Each source and/or item search web service 30 can be located on the same or 

different hotspot management computing apparatus 12. The search criteria input by the user 

is used by the item search web service 30 to locate content that can be presented to and 

identified by the user as associated with the hotspot 604. Optionally, the JSONP request 

further includes an attribute indicating a layout to be used as described and illustrated in 

10 more detail below. The layout can be a default layout included in the JavaScript code of the 

hotspot editor plug-in 44, for example, although other methods of indicating a layout can also 

be used. 

(0050] In this example, the JSONP request is sent to a URL endpoint associated 

with the selected source. Additionally, the JSONP request identifies the item search web 

15 service 30 hosted by a hotspot management computing apparatus 12. By using the JSONP 

protocol, the hotspot editor plug-in 44 can advantageously communicate v.ith an item search 

web service 30 that is cross-domain or located at a URL including a difterent domain, host, 

port, and/or application layer protocol than a URL of the content server computing apparatus 

14 storing the web page 600 and the hotspot editor plug-in 44. 

20 [0051] Accordingly, with this example of the technology, the hotspot editor plug-in 

44 and item search web st~rvice 30 are decoupled such that the plug-in 44 can be included 

with or inserted into the source code of any of the web pages 34 and the item search web 

service 30 can be located on any server computing device despite web browser enforcement 

of a same origin policy. The URL of the item search web service 30 can be included in the 

25 hotspot editor plug-in 44 such that user interaction with the input element 706 of the search 

panel 700 initiates the JSONP request to the item search web service 30 located at the URL 

[0052] In step 208, the web browser 52 of the client computing device 16 executing 

the hotspot editor plug-in 44 renders a HyperText Markup Language (HTML) fragment. The 
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HTML fragment is received by the web browser 52 of the client computing device from, and 

is generated by, the item search web service 30, as described in more detail below. The 

HTML fragment, when rendered, is configured to display a results pane] 800, such as the 

results panel 800 illustrated in FIG. 8, fi,r example. The content of the results panel 800 can 

5 also be output to a display of the client computing device 16 in the form of a new window or 

overlay, fix example, although any other form of display can also be used. 

[0053] Optionally, the item search web service 30 can generate the HTML fragment 

according to a layout attribute value received in the JSONP request sent by the client 

computing device 16 in step 206. Referring more specifically to FIG. 8, in this example, the 

10 HTML fragment defines results panel input elements 802( 1) and 802(2), each of which is 

associated with one of the search results 804(1) and 804(2). Additionally, each of the results 

panel input elements 802(1) and 802(2) is associated with an attribute having a value of an 

identifier of an associated one of the search results 804(1) and 804(2). Accordingly, in this 

example, the item search web service 30 processes the search criteria sent in the JSONP 

15 request in step 206 and sends a response with Si."..arch results 804(1) and 804(2) and including 

an HTML fragment defining the display of those search results 804( i) and 804(2). 

[0054] Referring back to FIG. 2, in step 210, the client computing device 16 

executing the hotspot editor plug-in 44 stores the identifier associated with one of the results 

panel input elements 802( 1) and 802(2) selected by a user to be associated with the identified 

20 hotspot 604. For example, the hotspot editor plug-in 400 can be configured to send the 

association information to the hotspot management computing apparatus 12 for storage in the 

memory 24. Thereby, the hotspot 604 of the image 602 of the web page 600 will be 

associated with the content of one of the search results 804(1) and 804(2) corresponding to 

the selected one of the results panel input elements 802(1) and 802(2). Accordingly, the 

25 content of the one ofthe search results 804(1) and 804(2) can be displayed by a web browser 

of another client computing device upon subsequent retrieval of the web page 600 and 

selection of the hotspot 604 by a user of the other client computing device, as described and 

illustrated in more detail below. 
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[00551 Referring more specifically to FIG. 3, an exemplary method of facilitating the 

association of a web page image hotspot with content is illustrated. In this example, in step 

300, the hotspot management computing apparatus 12 implementing the item search web 

service 30 receives a JSONP request from a hotspot editor plug-in 44, such as the JSONP 

5 request sent in step 206. As discussed above, the item search web service 30 of the hotspot 

management computing apparatus 12 can be located at a different domain, host, port, and/or 

application layer protocol than a URL of the content server computing apparatus 14 that 

provided the hotspot editor plug-in 44 that originated the JSONP request The JSONP 

request includes search criteria submitted by a user of the client computing device 16 using 

10 the search results panel 700, such as a source of the content to be associated with the hotspot 

and text search terms for the content. 

[0056] In step 302, the hotspot management computing apparatus 12 implementing 

the item search web service 30 identifies content satisfying the search criteria to generate 

search resull(s). Accordingly, the source and text inputs, for example, can be used by the 

15 item search web service 30 to locate possible content that the user of the client computing 

device 16 may want to associate with an identified hotspot, such as hotspot 604 of the image 

602 on the web page 600, for example, as illustrated in FIG. 6. 

[0057] In step 304, the hotspot management computing apparatus 12 implementing 

the item search web service 30 generates an HTML fragment defining an input element 

20 associated with each search result, such as input elements 802(]) and 802(2) associated with 

search result 804(1) and 804(2), respectively, illustrated in FIG. 8. Additionally, an identifier 

of each search result 804(1) and 804(2) is associated by the item search web service 30 with 

each input element 802(1) and 802(2) by the HTML fragment Optionally, the JSONP 

request further includes an indication of a layout to be used for presenting the search results 

25 804(1) and 804(2) and the HTML fragment can be generated according to the layout 

[00581 In step 306, the hotspot management computing apparatus 12 implementing 

the item search web service 30 sends the HTML fragment to the requesting hotspot editor 

plug-in 44 executed by the web browser 52 of the client computing device 16. The results 
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panel 800 shown in FIG. 8 is an example of a rendering by the web browser 52 of the client 

computing device 16 of the HTML fragment generated in step 306. 

[0059] Referring more specifically to FIG. 4, an exemplary method of displaying a 

web page image hotspot is shown. In this example, in step 400, a user of1he client 

5 computing device 16 requests and obtains, using the web browser 52, one of the web pages 

34 hosted by the content server computing apparatus 14 and including one or more images, 

such as the exemplary web page 600 illustrated in FIG. 6 which includes the image 602. 

Along with sending the requested web page 600 to the client computing device 16, the 

content server computing apparatus 14 sends the hotspot viewer plug-in 46, such as by 

10 inserting the JavaScript code of the hotspot viewer plug-in 46 into the source code of the 

requested web page 600, although other methods of providing the hotspot viewer plug-in can 

also be used. The web browser 52 of the client computing device 16 then attempts to render 

the requested web page 600 on a display of the client computing device 16. 

[00601 While rendering the web page 600, and upon encountering the JavaScript code 

15 of the hotspot viewer plug-in 46, in step 402, the web browser 52 of the client computing 

device 16 executes the code to display the hotspot(s) of the image(s) included in the 

requested web page, such as the hotspot 604 of the image 602 of the web page 600 illustrated 

in FIG. 6. The hotspot 604 can be inserted into the image 602 of the web page 600 as 

described and illustrated above with respect to FIGS. 2-3, for example, although other 

20 methods of inserting the hotspot 604 can be used. 

[0061] In step 404, the web browser 52 of the client computing device 16 executing 

the hotspot viewer plug-in 46 sends a JSONP request to the item preview web service 32 of 

the hotspot management computing apparatus 12 in response to a user interaction ·with one of 

the hotspots, such as hotspot 604. In this example, the JSONP request includes an identifier 

25 associated with the hotspot 604. The identifier can be the identifier stored as described with 

respect to the step 210, for example. Accordingly, the web page 600 obtained from the 

content server computing apparatus 14 in step 400 can include one of the stored identifiers a.-; 

associated with each hotspot 604. Upon user interaction with the hotspot 604 of the image 
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602 of the web page 600, the JSONP request including the identifier is generated and sent to 

the item preview web service 32. 

[0062} Optionally, the JSONP request further includes an attribute indicating a layout 

to be used, as described and illustrated in more detail below. The layout can be a default 

5 layout included in JavaScript code of the hotspot viewer plug-in 46, for example, although 

other methods of indicating a layout can also be used. Also optionally, the JSONP request 

can further include tracking information associated with tht~ client computing device 16 

executing the hotspot viewer plug-in 46. 

[00631 The item preview web service 32 can be located at a URL including a 

10 different domain, host, port, or application layer protocol than the lJRL of the content server 

computing apparatus 14 from which the web page 600 was obtained in the step 400. The 

URL ofthe item preview web service 32 can be included in the hotspot viewer plug-in 44 

such that user interaction with the hotspot 604 initiates the JSONP request to the item 

preview web service 46 located at the URL. 

15 !00641 In step 406, the web browser 52 of the client computing device 16 executing 

the hotspot viewer plug-in 46 renders an HTML fragment received from and generated by the 

item preview web service 32, as described and illustrated in more detail below. The HTML 

fragment defines a preview panel, such as the exemplary preview panel 900 illustrated in 

FIG. 9. The content of the preview panel 900 can also be output to a display of the client 

20 computing device 16 in the fonn of a new window or overlay, for example, although any 

other fom1 of display can also be used. 

{0065) The HTML fragment is generated based on the identifier and defines at least a 

first, generally shorter, description associated with the hotspot and an input element, such as 

the input element 904 illustrated in FIG. 9. Accordingly, based on the identifier, the item 

25 preview web service 32 can obtain the content associated with the hotspot 604, such as the 

content associated with the selected search result 804( 1 ). Upon obtaining the content, the 

item preview web service 32 can generate the HTML fragment according to the layout 

attribute value received in the JSONP request or a default layout, for example. In some 
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example, the input element 902 of the preview panel 900 is associated with a URL of a 

second web page including a second, generally longer, description associated with the 

hotspot 604, such as the remaining portion(s) of the content not displayed in the preview 

panel 900. 

[00661 In step 408, the web browser 52 of the client computing device 16 executing 

the hotspot viewer plug-in 46 displays the second web page in response to a user interaction 

with the input element 904 of the preview panel 900. Optionally, the input element of the 

preview panel 900 is further associated with a viewer attribute. The viewer attribute can 

indicate the behavior to be used to generate the second web page ( e.g. in a new panel or in a 

l O new window). Accordingly, in this example, the second web page is displayed on a display 

of the client computing device 16 according to the viewer attribute. 

[0067] Referring to FIG. 5, an exemplary method of facilitating the display of a web 

page image hotspot is illustrated. In this example, in step 500, the hotspot management 

computing apparatus 12 implementing the item preview web service 32 receives a JSONP 

15 request from the hotspot viewer plug-in 46, such as the JSONP request sent in the step 404, 

for example. The JSONP request includes at least an identifier associated with a selected web 

page image hotspot, such as the hotspot 604 of the image 602 of the web page 600, for 

example. The item preview web service 32 of the hotspot management computing apparatus 

12 can be located at a different domain, host, port, and/or application layer protocol than a 

20 URL of the content server computing apparatus 12 that provided the hotspot viewer plug-in 

46 that originated the JSONP request. 

100681 In step 502, the hotspot management computing apparatus 12 implementing 

the item preview web service 32 generates an HTML fragment based on the identifier 

associated with the hotspot 604 sent along with the JSONP request. The HTML fragment 

25 defines a description associated with the hotspot 604, such the description associated with the 

content of the search result 804(1), as well as an input element 902, as described above. 

Additionally, in this example, the input element 902 is associated with a URL of a second 

web page including a second description associated with the selected hotspot 604 of the 

image 602 of the web page 600, 
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[0069) Optionally, the JSONP request further includes an indication of a layout to be 

used fiJr presenting the preview content and the HTML fragment is generated according to 

the layout. Also optionally, the JSONP request includes tracking information associated with 

the client computing device 16 executing the hotspot viewer plug-in 46. The tracking 

5 information can be stored in the memory 24 of the hotspot management computing apparatus 

12 for subsequent retrieval by an administrator. for example, although the tracking 

information can also be sent aiid/or stored elsewhere. 

[0070) In step 504, the hotspot management computing apparatus 12 implementing 

the item preview web service 32 sends the HTML fragment to the requesting hotspot viewer 

10 plug-in 46 executed by the web browser 52 of the client computing device 16. The preview 

panel 900 shown in FIG. 9 is an example of a rendering by the web browser 52 of the client 

computing device 16 of the HTML fragment generated in step 504. 

[0071] Accordingly, as illustrated and described herein this technology provides a 

number of advantages including improved methods, non-transitory computer readable 

15 medium, and devices for establishing and generating web page image hotspots, With this 

technology, inserting or editing an image hotspot of a web page can be facilitated by a 

JavaScript plug-in sent along with the web page. The JavaScript plug-in communicates with 

a JavaScript web service configured to locate content that can be associated with the hotspot. 

The JavaScript web service can be hosted by a hotspot management computing apparatus 

20 outside the domain of the content server apparatus hosting the web page. 

[0072) Additionally, viewing image hotspots of a web page can be facilitated by a 

JavaScript plug-in sent along with the web page. The JavaScript plug-in communicates with 

a JavaScript web service configured to generate a preview panel to be displayed upon 

selection of one of the hotspots. The JavaScript web service can also be hosted by a hotspot 

25 management computing apparatus outside the domain of the content server apparatus hosting 

the web page. 

[00731 Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 
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presented by way of example only, and is not limiting. Various alterations, improvements, 

and modifications will occur and are intended to those skilled in the art, though not expressly 

stated herein. These alterations, improvements, and modifications are intended to be 

suggested hereby, and are within the spirit and scope of the invention. Additionally, the 

5 recited order of processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order except as 

may be specified in the claims. Accordingly, the invention is limited only by the following 

claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for facilitating interaction with a web page image hotspot, 

S the method comprising: 

10 

15 

receiving, by a hotspot management computing apparatus, a JavaScript 

Object Notation with Padding (JSONP) request from a client computing device, wherein the 

JSONP request crn:nprises an identifier associated with a selected hotspot associated with an 

image of a first web page; 

generating, by the hotspot management computing apparatus, a 

HyperText Markup Language (HTML) fragment based on the identifier, wherein the HTML 

fragment defines a first description associated with the hotspot and an input eiement 

associated with a Uniform Resource Locator (URL) of a second web page including a second 

description associated with the hotspot; and 

sending, by the hotspot management computing apparatus, the HTML 

fragment to the requesting client computing device. 

2. The method as set forth in claim 1 , wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

20 layout, and the HTML fragment is generated according to the layout. 

3. The method as set forth in claim 1, wherein the JSONP request further 

comprises tracking information associated with the client computing device and the method 

further comprises storing, with the hotspot management computing apparatus, the tracking 

25 infr)rmation as associated with the client computing device. 

4. The method as set foiih in claim 1, wherein one or more of the steps 

are performed by an item preview web service. 

30 5. A computer readable medium having stored thereon instmctions for 
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facilitating interaction with a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps comprising: 

receiving a JavaScript Object Notation with Padding (JSONP) request 

from a client computing device, wherein the JSONP request comprises an identifier 

5 associated with a selected hotspot associated with an image of a first web page; 

generating a HyperT ext Markup Language (HTML) fragment based on 

the identifier, wherein the HTML fragment defines a first description associated with the 

hotspot and an input element associated with a Uniform Resource Locator (URL) of a second 

web page including a second description associated with the hotspot; and 

sending the HTML fragment to the requesting client computing 

device. 

6. The medium as set fi.Jrth in claim 5, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

15 layout. and the HTML fragment is generated according to the layout. 

7. The medium as set forth in claim 5, wherein the JSONP request further 

comprises tracking information associated with the client computing device and the medium 

further has stored thereon instructions comprising machine executable code which when 

20 executed by the processor cases the processor to perform steps further comprising storing the 

tracking information as associated with the client computing device. 

25 

8. The medium as set t<.Jrth in claim 5, wherein one or more of the steps 

are performed by an item preview web service. 

9. A hotspot management computing apparatus, comprising: 

a memory coupled to a processor which is configured to execute 

programmed instructions stored in the memory comprising: 

receiving a JavaScript Object Notation with Padding (JSONP) 

30 request from a client computing device, wherein the JSONP request comprises an identifier 
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associated with a selected hotspot associated with an image of a first web page; 

generating a HyperText Markup Language (HTML) fragment 

based on the identifier, wherein the HTML fragment defines a first description associated 

with the hotspot and an input element associated with a Uniform Resource Locator (URL) of 

5 a second web page including a second description associated with the hotspot; and 

sending the HTML fragment to the requesting client computing 

device. 

10. The apparatus as set forth in claim 9, wherein the client computing 

10 device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is generated according to the layout. 

11. The apparatus as set forth in claim 9, wherein the JSONP request 

further comprises tracking information associated with the client computing device and the 

15 processor is fbrther configured to execute programmed instructions stored in the memory 

further comprising storing the tracking information as associated with the client computing 

device. 

12. The apparatus as set forth in claim 9, wherein one or more of the steps 

20 are performed by an item preview web service. 

13. A method for interacting with a web page image hotspot, the method 

comprising: 

displaying, with a client computing device, one or rnore hotspots of an 

25 image included on a first web page; 

30 

sending, with the client computing device, a JavaScript Object 

Notation with Padding (JSONP) request to a hotspot management computing apparatus in 

response to user interaction with one of the one or more hotspots, wherein the JSONP request 

comprises an identifier associated with the one hotspot; 

rendering, with the client computing device, a HyperText Markup 
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Language (HTML) fragment received from the hotspot management computing apparatus in 

a preview panel, wherein the HTML fragment is based on the identifier and defines a first 

description associated with the one hotspot and an input element associated with a Uniform 

Resource Locator (URL) of a second web page including a second description associated 

5 with the one hotspot; and 

displaying, with the client computing device, the second web page in 

response to user interaction with the input element of the preview panel. 

14. The method as set forth in claim 13, wherein the client computing 

10 device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout. 

15 

20 

15. The method as set forth in claim 13, wherein the JSONP request 

further comprises tracking information associated ·with the dient computing device. 

16. The method as set forth in daim 13, wherein the client computing 

device is a mobile computing device, the input element of the preview panel is fi1rther 

associated with a viewer attribute, and the second web page is displayed according to the 

viewer attribute. 

17. The method as set forth in claim 13, wherein the JSONP request is sent 

to or the HTML fragment is received from an item preview web service of the hotspot 

management computing apparatus. 

25 18. A non-transitory computer readable medium having stored thereon 

30 

instructions for interacting with a web page image hotspot comprising machine executable 

code which when executed by a processor, causes the processor to perform steps comprising: 

displaying one or more hotspots of an image included on a first web 

page; 

sending a JavaScript Object Notation with Padding (JSONP) request to 
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a hotspot management computing apparatus in response to user interaction with one of the 

one or more hotspots, wherein the JSONP request comprises an identifier associated with the 

one hotspot; 

rendering a HyperText Markup Language (HTML) fragment received 

5 from the hotspot management computing apparatus in a preview panel, wherein the HTML 

fragment is based on the identifier and defines a first description associated with the one 

hotspot and an input element associated with a Uniform Resource Locator (URL) of a second 

web page including a second description associated with the one hotspot; and 

displaying the second web page in response to user interaction with the 

t O input element of the preview panel. 

15 

19. The medium as set forth in claim 18, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout 

20. The medium as set forth in claim 18, wherein the JSONP request 

further comprises tracking information associated with the client computing device. 

2 l. The medium as set forth in claim 18, wherein the dient computing 

20 device is a mobile computing device, the input element of the preview panel is further 

associated with a viewer attribute, and the second web page is displayed according to the 

viewer attribute. 

22. The medium as set forth in claim 18, wherein the JSONP request is 

25 sent to or the HTML fragment is received from an item preview web service of the hotspot 

management computing apparatus. 

23. A client computing device, comprising: 

a memory coupled to a processor which is configured to execute 

30 programmed instructions stored in the memory comprising: 
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displaying one or more hotspots of an image included on a first 

web page; 

sending a JavaScript Object Notation with Padding (JSONP) 

request to a hotspot management computing apparatus in response to user interaction with 

5 one of the one or more hotspots, wherein the JSONP request comprises an identifier 

associated with the one hotspot; 

rendering a HyperText Markup Language (HTML) fragment 

received from the hotspot management computing apparatus in a preview panel, wherein the 

HTML fragment is based on the identifier and defines a first description associated with the 

10 one hotspot and an input element associated with a Unifonn Resource Locator (URL) of a 

15 

second web page including a second description associated with the one hotspot; and 

displaying the second web page in response to user interaction 

with the input element of the preview panel. 

24. The device as set forth in cla_im 23, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout. 

25. The device as set forth in claim 23, wherein the JSONP request fm1her 

20 comprises tracking information associated with the client computing device. 

26. The device as set forth in claim 23, wherein the client computing 

device is a mobile computing device, the input element of the preview panel is further 

associated with a viewer attribute, and the second web page is displayed according to the 

25 viewer attribute. 

30 

27. The device as set forth in claim 23, wherein the JSONP request is sent 

to or the HTML fragment is received from an item preview web service of the hotspot 

management computing apparatus. 
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28. A method for generating a web page image hotspot, the method 

comprising: 

receiving, with a hotspot management computing apparatus, a 

JavaScript Object Notation with Padding (JSONP) request from a client computing device, 

5 the JSONP request comprising search criteria; 

identifying, by the hotspot management computing apparatus, one or 

more search results satisfying the search criteria; 

generating, by the hotspot management computing apparatus, a 

HyperText Markup Language (HTML) fragment defining an input element associated with 

10 each of the one or more search results and an identifier, wherein each of the one or more 

15 

20 

25 

30 

search results includes content to be associated vvith a web page image hotspot when an 

associated one of the input elements is selected by a user of the client computing device; and 

sending, by the hotspot management computing apparatus, the HTML 

fragment to the client computing device. 

29. The method as set forth in claim 28, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout. and the HTML fragment is generated according to the layout. 

30, The method as set forth in claim 28, wherein one or more of the steps 

are performed by an item search web service and the JSONP request is received from a 

hotspot editor plug-in retrieved by the client computing device from a content server 

computing apparatus located in a different domain than the item search web service. 

31. A computer readable medium having stored thereon instructions for 

facilitating generation of a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps comprising: 

receiving a JavaScript Object Notation with Padding (JSONP) request 

from a client computing device, the JSONP request comprising search criteria; 

identifying one or more search results satisfying the search criteria; 
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generating a HyperText Markup Language (HTML) fragment defining 

an input element associated with each of the one or more search results and an identifier, 

wherein each of the one or more search results includes content to be associated with a web 

page image hotspot when an associated one of the input elements is selected by a user of the 

5 client computing device; and 

sending the HTML fragment to the requesting client computing 

device. 

32. The medium as set forth in claim 31, wherein the client computing 

l O device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is generated according to the layout. 

33. The medium as set forth in claim 31, wherein one or more of the steps 

are performed by an item search web service and the JSONP request is received from a 

15 hotspot editor plug-in retrieved by the client computing device from a content server 

cornputing apparatus located in a different domain than the item search web service .. 

34. A hotspot management computing apparatus, comprising: 

a memory coupled to one or more processors which are configured to 

20 execute programmed instructions stored in the memory comprising: 

25 

30 

receiving a JavaScript Object Notation with Padding (JSONP) 

request from a client computing device, the JSONP request comprising search criteria; 

identifying one or more search results satisfying the search 

criteria; 

generating a HyperText Markup Language (HTML) fragment 

defining an input element associated with each of the one or more search results and an 

identifier, wherein each of the one or more search results includes content to be associated 

with a web page image hotspot when. an associated one of the input elements is selected by a 

user of the client computing device; and 

sending the HTML fragment to the requesting client computing 
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device. 

35. The apparatus as set forth in claim 34, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

5 layout, and the HTML fragment is generated according to the layout. 

36. The apparatus as set forth in claim 34, wherein one or more of the 

steps are performed by an item search web service and the JSONP request is received from a 

hotspot editor plug-in retrieved by the client computing device from a content server 

1 0 computing apparatus located in a different domain than the item search web service. 

37. A method for generating a web page image hotspot, the method 

comprising: 

generating, by a client computing device, a search panel in response to 

15 a user identifying a region of an image rendered on a web page as a hotspot, the search panel 

comprising one or more input fields; 

sending, by the client computing device, based on interaction with the 

input element of the search panel, a JavaScript Object Notation with Padding (.JSONP) 

request to a hotspot management computing apparatus, wherein the JSONP request 

20 comprises search criteria entered in the one or more input fields; 

receiving, by the client computing device, a H.yperText Markup 

Language (HTML) fragment from the hotspot managernent computing apparatus in response 

to the .JSONP request; 

rendering, by the client computing device, the HTML fragment in a 

25 results panel, the HTML fragment defining an input element associated with each of one or 

more search results, wherein each input element is associated with an identifier of one of the 

search results; and 

30 

sending, by the client computing device, the identifier associated \Vith 

a selected one of the inpm elements to the hotspot management computing apparatus. 
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38. The method as set forth in claim 37, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout. 

39. The method as set forth in claim 37, wherein the JSONP request is sent 

to an item search web service of the hotspot management computing apparatus by a hotspot 

editor plug-in retrieved from a content server computing apparatus located in a different 

domain than the item search web service. 

40. A non-transitory computer readable medium having stored thereon 

instructions for generating a web page image hotspot comprising machine executable code 

which when executed by a processor, causes the processor to perform steps comprising: 

generating a search panel in response to a user identifying a region of 

an image rendered on a web page as a hotspot, the search panel comprising one or more input 

15 fields; 

20 

sending based on interaction with the input element of the search panel 

a JavaScript Object Notation with Padding (JSONP) request to a hotspot management 

computing apparatus, wherein the JSONP request comprises search criteria entered in the one 

or more input fields; 

receiving, by the client computing device, a HyperText Markup 

Language (HTML) fragment from the hotspot management computing apparatus in response 

to the JSONP request; 

rendering the HTML fragment in a results panel, the HTML fragment 

defining an input element associated with each of one or more search results, wherein each 

25 input element is associated with an identifier of one of the search results; and 

sending the identifier associated with a selected one of the input 

elements to the hotspot management computing apparatus. 

41. The medium as set forth in claim 40, wherein the client computing 

30 device is a mobile computing device, the JSONP request further comprises an indication of a 
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layout, and the HTML fragment is rendered according to the layout. 

42. TI1e medium as set forth in claim 40, wherein the JSONP request is 

sent to an item search web service of the hotspot management computing apparatus by a 

5 hotspot editor plug-in retrieved from a content server computing apparatus located in a 

different domain than the item search web service. 

43. A client computing device, comprising: 

a memory coupled to a processor which is configured to execute 

10 programmed instructions stored in the memory comprising: 

generating a search panel in response to a user identifying a 

region of an image rendered on a web page as a hotspot, the search panel comprising one or 

more input fields; 

sending based on interaction with the input element of the 

15 search panel a JavaScript Object Notation with Padding (JSONP) request to a hotspot 

management computing apparatus, wherein the JSONP request comprises search criteria 

entered in ihe one or more input fields; 

receiving, by the client computing device, a HyperText Markup 

Language (HTML) fragment from the hotspot management computing apparatus in response 

20 to the JSONP request; 

rendering the HTML fragment in a results panel, the HTML 

fragment defining an input element associated with each of one or more search results, 

wherein each input element is associated with an identifier of one of the search results; and 

sending the identifier associated with a selected one of the 

25 input elements to the hotspot management computing apparatus. 

30 

44. The device as set forth in claim 43, wherein the client computing 

device is a mobile computing device, the JSONP request further comprises an indication of a 

layout, and the HTML fragment is rendered according to the layout. 
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45. The device as set forth in claim 43, wherein the JSONP request is sent 

to an item search web service of the hotspot management computing apparatus by a hotspot 

editor plug~in retrieved from a content server computing apparatus located in a different 

domain than the item search web service. 
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Obtain a Web Page Stored by a Content Server Computing Apparatus and Including 
One or More Images 200 """--

i 
Generate an Interface Configured to Facilitate Identifying a Region of One of the 

Images as a Hotspot 202 

i 
Generate a Search Panel in Response to a User Identifying the Region as a Hotspot 

MM 

i 
Send a JavaScript Object Notation with Padding (JSONP) Request to an Item Search 

Web Service _?06 

i 
Render a HyperText Markup Language (HTML) Fragment Received from the Item 

Search Web Service in a Results Panel 208 

l 
Store an Identifier Associated with an Jnput Element of the Results Panel Selected 

by a lJ ser as Associated with the Identified Hotspot 210 
1 

FIG. 2 

Receive a JavaScript Object Notation with Padding (JSONP) Request from a 
I-+-

Hotspot Editor Plugin 300 

i 
Identify Content Satisfying Search Criteria of the Request to Generate Search 

Result(s) 302 

i 
Generate a HyperText Markup Language (HTML) Fragment Defining an lntput 

Element Associated with Each Search Result 304 

i 
I Send the HTML Fragment to the Requesting Hotspot Editor Plugin 306 ~ 

J;'IG. 3 
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Obtain a Web Page Stored by a Content Server Computing Apparatus and Including 
One or More Images 400 

i 
Display Hotspot(s) of One of the Images Included on the Web Page 

'.±02 

½ 
Send a JavaScript Object Notation with Padding (JSONP) Request to an Item 

Preview Web Service in Response to a User Interaction with One of the Hotspots 
404 

t 
Render a Hy1x~rText Markup Language (HTML) Fragment Received From the Item 

Preview Web Service in a Preview Panel 406 

! 
Display a Second Web Page in Response to a User Interaction with an Jnput 

Element of the Preview Panel 408 

FIG. 4 

Receive a JavaScript Object Notation with Padding (JSONP) Request from a 
Hotspot Viewer Plugin 500 

Generate a HyperText Markup Language (HTML) Fragment Based on an Identifier 
Associated with a Selected Hotspot 2Ql 

Send !he HTML Fragment to the Requesting Hotspot Viewer Plugin .504 

i..-

I 

I 
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ABSTRACT 

A method, non-transitory computer readable medium, a.'ld programmed device 

that use local storage in a browser to provide one or more web search suggestions 

includes receiving at least a partial entry in field of a web page. Any responsive web 

search suggestion entries to the received at least a partial entry are provided in the 

field of the web page from a web search suggestion file stored in a web browser of 

the client computing device. 
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METHODS FOR PROVDING WEB SEARCH SUGGESTIONS AND DEVICES 

THEREOF 

CROSS REFERENCE 

[0001) This application claims the benefit of U.S . .Provisional Patent Application 

Serial No. 61/731,205 filed November 29, 2012, which is hereby incorporated by 

reference in its entirety. 

FIELD 

[00021 This technology generally relates to methods and devices for assisting 

web searching and, more particularly, to methods for using local storage in a browser at 

a client computing device for providing one or more web search suggestions and devices 

thereof 

BACKGROUND 

f0003] Web sites improve the user experience around "search item" functionalities by 

predicting a word or a phrase when a user at a client computing device sta1is typing. By 

way of example, when the user at the client computing device starts typing the beginning 

of the word, such as "New!! for a city, an airport, or a rail station, then the Web content 

provider could provide suggestions, such as "New York" and "New Heaven". In another 

example, when the user at the client computing device starts typing "soc", then the Web 

content provider could provide suggestions, such as "socks 15" and "soccer 3" where the 

numbers indicate the number of items in the catalog including the suggested words. 

[00041 This search suggestion functionality is a common user interface feature 

that is usually implemented ,Xvith Ajax technology at the dient computing device. 

{E6507500.DOCX; l} 
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When a user at the client computing device types in a text field, the JavaScript engine 

in the client computing devices sends a request to a Web content provider. This Web 

content provider returns a data set, such as JSON data set, that the JavaScript at the 

client computing device will use to display results as a list of suggestions. 

[0005] When the internet connection for the client computing device is fast, i.e. 

low latency, this search suggestion functionality works pretty well. However when the 

internet connection for the client computing device is slow or intermittent, such as when 

browsing the Web from a mobile computing device, then the performance of this search 

suggestion service often deteriorates. 

SUMMARY 

[00061 A method using local storage in a browser to provide one or more web 

search suggestions includes receiving by a client computing device at least a partial entry 

in field of a web page. Any responsive web search suggestion entries to the received at 

least a partial entry are provided by the client computing device in the field of the web 

page from a web search suggestion file stored in a web browser of the client computing 

device. 

[0007] A non-transitory computer readable medium having stored thereon 

instructions for providing one or more web search suggestions comprising machine 

executable code which when executed by at least one processor, causes the processor 

to perform steps comprising receiving at least a partial entry in field of a web page. 

Any responsive web search suggestion entries to the received at least a partial entry 

are provided in the field of the web page from a web search suggestion file stored in a 

web browser of the client computing device. 

{E6507SOO.DOCX; l} 
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[0008] A computing device includes a memory coupled to one or more processors 

which are configured to execute programmed instructions stored in the memory including 

receiving at least a partial entry in field of a web page. Any responsive web search 

suggestion entries to the received at least a partial entry are provided in the field of the 

web page from a web search suggestion file stored in a web browser of a client computing 

device. 

[0009] This technology provides a number of advantages including providing 

methods, non-transitory computer readable medium, and devices that more quickly and 

effectively provide web search suggestions. In particular, with for example HTML5, this 

technology can utilize local storage within a browser to store a web search suggestion file 

for use in providing web search suggestions. As a result, in environments where the 

internet connection is slower, i.e. has higher latency, this technology is able to more 

quickly provide web search suggestions. 

BRIE.F DESCRIPTION OF THE :ORA WINGS 

[00010] FIG. 1 is a block diagram of an environment with a client computing 

device which uses local storage in a browser to facilitate providing web search 

suggestions; 

[00011] FIG. 2 is a flow chart of an example of a method for using local 

storage in a browser to provide one or more web search suggestions; 

[00012] FIG. 3A is a screen shot of an example of a web page for ACME 

airlines with two entry fields for a flight reservation; and 

{ £6507500.DOCX; l} 
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[00013] FIG. 3B is a screen shot of an example of web search suggestions 

provided from the web search suggestion file in local storage in the browser of the 

client computing device. 

DETAILED DESCRIPTION 

[00014) An exemplary environment 10 with a client computing device 12 which 

uses local storage in a browser to facilitate providing web search suggestions is illustrated 

in FIG. 1. In this example, the client computing device 12 is coupled to one or more 

server devices 14( l )- l 4(n) by a communication network 16, although other types and 

numbers of systems, devices, components, and/or elements in other topologies could be 

used. TI1is technology provides a number of advantages including providing methods, 

non~transitory computer readable medium, and devices that more quickly and effectively 

provide web search suggestions. 

[000151 Referring more specifically to FIG. l, the client computing device 

12 is a mobile phone, although other types and numbers of client computing devices may 

be used, such as computer tablets, laptop computers and desktop computers by way of 

example only. In this example, the client computing device 12 includes at least one 

processor or central processing unit (CPU) 18, a memory 20 with a browser 21, a 

network interface 22, a user input device 24, and a display device 26 which are coupled 

together by a bus 28 or other link, although other numbers and types of components, 

parts, devices, systems, and elements in other configurations and locations can also be 

used. Generally, the client computing device 12 may fr)r example request and receive 

web pages and other web content from one or more of the server devices 14(1)-14(n) via 

the communication network 16 according to the HTTP~based protocol, for example, 

{E6507500.DOCX; l} 
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although the client computing device 12 can have and provide other types and numbers 

of functions and other operations, The processor J 8 in the client computing device 12 

may execute a program of stored instructions one or more aspects of the present 

invention, as described and illustrated by way of the embodiments herein, although the 

processor 18 could execute other numbers and types of programmed instructions. 

[00016] The memory 20 in the client computing device 12 stores these 

programmed instructions for one or more aspects of the present invention as described 

and illustrated herein, although some or all of the programmed instructions could be 

stored and/or executed elsewhere. A variety of different types of memory storage devices, 

such as a RAM or a ROM in the system or a floppy disk, hard disk, CD ROM, DVD 

ROM, or other non-transitory computer readable medium which is read from and/or 

,vritten to by a magnetic, optical, or other reading and/or writing system that is coupled to 

the processor 18, can be used for the memory 20 in the client computing device 12. In this 

example, the memory includes the browser 21 which may comprise any application 

configured to for example retrieve, present and/or traverse information resources and other 

content on the world wide web. With HTML 5, data, such as a web search suggestion file, 

can be locally stored within the browser 21, although other manners of obtaining local 

storage with the browser cowd be used. 

[00017] The network interface 22 in the client computing device 12 is used to 

operatively couple and communicate between the client computing device 12 and the 

server devices 14(1)-14(n) via the communication network 16, although other types and 

numbers of networks \-vith other types and numbers of connections and configurations 

can also be used. 
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[00018j The user input device 24 in the client computing device 12 can 

be used to input selections, such as a request for a particular web page or to enter data 

into a field of a web page, although the user input device could be used to input other 

types of requests and data and interact with other elements. The user input device in 

the client computing device 12 can include a keypad, touch screen, and/or vocal input 

processing system, although other types and numbers of user input devices can also 

be used. 

[00019] The display device 26 in the client computing device 12 can be used to 

show data and other information to the user, such as a requested web page by way of 

example only. The display device 26 in in the client computing device 12 can be an LCD, 

LED, or OLEO display, for example, although other types and numbers of displays could 

be used depending on the particular type of client computing device 12. 

[00020) The communication network 16 can include one or more networks, 

such as one or more wide area networks (WANs), for example the Internet, and!or one 

or more local area networks (LANs). By way of example only, the communication 

network 16 can use TCPiIP over Ethernet and industrymstandard protocols, including 

Hypertext transfer protocol (HTTP), secure HTTP (HTTPS), wireless application 

protocol (WAP), and/or SOAP, although other types and numbers of communication 

networks having their o,vn communications protocols, can also be used, 

£000211 The server devices 14(1)-14(n) may each one or more host applications, 

web services, and/or other data and content which may be requested and retrieved by the 

client computing device 12 via the communication network 16, although the server 
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devices could each provide a wide variety of other types of functions and other 

operations. 

[00022] ln this example, each of the server devices 14(1 )-14(n) includes at 

least one processor or a CPU, a memory, and a network interface, which are coupled 

together by a bus or other link, although one or more of server devices 14(1)-14(n) can 

include other numbers and types of systems, devices, components, or other elements in 

other configurations. The processor in each of the server devices 14(l)-14(n) can 

execute a program of instructions stored in the memory of each of the server devices 

14(1)-14(n) for one or m.ore aspects of the present invention as described and 

illustrated herein, although the processor could execute other numbers and types of 

programmed instructions. 

[00023] The memory in each of the server devices 14( 1 )- l 4(n) stores these 

programmed instructions for one or more aspects of the present invention, as described 

and illustrated herein, although some or all of the programmed instructions could be 

stored and/or executed elsewhere. A variety of different types of memory storage devices, 

such as a RAM or a ROM in the system or a floppy disk, hard disk, CD ROM, or other 

non-transitory computer readable medium which is read from and/or vvritten to by a 

magnetic, optical, or other reading and/or writing system that is coupled to processor can 

be used for the memory in each of the server devices 14(1)-14(n). 

[00024] The network interface in each of the server devices 14(1 )~ l 4(n) is used to 

operatively couple and communicate between each of the server devices 14(1 )-l 4(n) and 

the client computing device 12 via the communication network 16, although other types 
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and numbers of commtmication networks with other types and mm1bers of connections 

and configurations can be used. 

[00025] Although embodiments of the client computing device 12 and server 

devices 14(1)-14(n) are described and illustrated herein, each of the client computing 

device 12 and the server devices 14(l)m14(n) can be implemented on any suitable 

computer apparatus or computing device. It is to be understood that the apparatuses and 

devices of the embodiments described herein are for exemplary purposes, as m&'ly 

variations of the specific hardware and software used to implement the embodiments are 

possible, as will be appreciated by those skilled in the relevant art(s). Furthermore, each 

of the devices of the embodiments may be conveniently implemented m.;.ing one or more 

general purpose computers, microprocessors, digital signal processors, and micro~ 

controllers, programmed according to the teachings of the embodiments, as described 

and illustrated herein, and as will be appreciated by those ordinary skill in the art 

[00026] In addition, two or more computing apparatuses or devices can be 

substituted for any one of the devices in any embodiment described herein. 

Accordingly, principles and advantages of distributed processing, such as redundancy 

and replication also can be implemented, as desired, to increase the robustness and 

performance of the devices of the embodiments. The embodiments may also be 

implemented on computer apparatuses or devices that extend across any suitable 

network using any suitable interface mechanisms a.1d cornmunications technologies, 

including by way of example only telecommunications in any suitable fom1 (e.g., 

voice and modem), wireless communications media, wireless communications 

networks, cellular communications netvvorks, G3 communications networks, Public 
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Switched Telephone Networks (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 

[00027] The examples may also be embodied as a non-transitory computer 

readable medium having instructions stored thereon for one or more aspects of the 

present technology as described and illustrated by way of the examples herein, as 

described herein, which when executed by a processor, cause the processor to carry out 

the steps necessary to implement the methods of the examples, as described and 

illustrated herein. 

[00028] An exemplary method for using local storage in a client computing 

device 12 for one or more web search suggestions win now be described vvith 

reference to FIGS. 1-3R In step 100, the client computing device 12 requests a web 

page of a web site from one of the server devices 14(1 )-14(n), although other types of 

content could be request The one of the web content server devices 14(1)-14(n) 

which hosts the web site responds with the requested web page as well as a current 

version of web search suggestion file for the web site which is received by the client 

computing device 12 in step l 02. 

[00029] In step 104, the requesting client computing device 12 determines whether 

the browser has local storage for the received version of the web search suggestion file. In 

this example, with HTML 5 the browser 21 in the requesting computing device 12 ca.ri 

provide local storage so the Yes branch is taken to step 106. In step 106, the received 

version of the web search suggestion file is stored locally within the browser 21 of the 

client computing device 12 and in this example without the use of a cookie, although 

other manners of storing locally within the browser 21 can be used. More specifically and 
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by way of example only, once the web search suggestion file is downloaded to the client 

computing device 12, a set of records can be inserted in to one or more tables in a 

database in browser 21 to assist with future queries, although other manners for 

organizing and locally storing the web search suggestion file can be used. If in step 104, 

the requesting computing device 12 cannot provide local storage, then the No branch is 

taken to step 120 where the user of the client computing device 12 can continue with any 

viewing or other interaction with the received web page. 

[00030] In step 108, the requesting client computing device 12 may optionally 

determine whether to update any stored version of a web search suggestion file. By way 

of example only, the requesting client computing device 12 may adhere to a predefined 

and stored synchronization protocol for updating any stored version of a web search 

suggestion file, although other manners for maintaining updates of any locally stored 

web search suggestion file at the requesting one of the client computing devices can be 

used. 

[00031] If in step 108 the requesting client computing device 12 determines to 

update any stored version of a web search suggestion file, then the Yes branch is taken to 

step 110. In step 110, the client computing device 12 wilJ request and receive from the one 

of the server devices 14(1)-14(n) the updated web search suggestion file which is stored 

locally ·within the browser 21 in the client computing device 12. If in step 108 the 

requesting client computing device 12 determines not to update any stored version of a web 

search suggestion file, then the No branch is taken to step 112. 

[00032] In addition to any optional periodic synchronization, anytime the 

client computing device 12 submits another request for a web page of the web site, the 
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client computing device 12 may optionally perform a version check to compare the 

current locally stored version of the web search suggestion file for the web site against 

the version of the web search suggestion file for the web site at the one of the web 

content server devices 14(l)-14(n) which hosts the web site. ff the versions do not 

match, then the new web search suggestion file may be requested and downloaded from 

the one of the web content server devices 14(1)-14(n) to the client computing device 12 

updating the locally stored database instance in browser 21. 

[00033] In step 112, text may be typed into a text field of a received web page 

using user input device 24, although other manners for making an entry in other 

locations of a web page could be used. By way of example only, the text of "New" is 

typed into a "From" text field 202(1) with a currently empty "To" text field 202(2) of a 

received web page 200 for "ACME Airlines" for making flight reservations as illustrated 

in FIG. 3A. 

[00034] In step 114, when text is entered into a field of a received web page on 

display device 26 of the client computing device 12, such a<.; the text of "New" in the 

"From" text field 202( l ), then in this example a JavaScript code executes in the client 

computing device 12 to determine if a database instance of the web search suggestion 

file is in the local storage ,vithin browser 21, although other types of processes could 

be used. If in step 114, the client computing device 12 determines a database instance 

of the web search suggestion file is not stored in the local storage in browser 21, then the 

No branch is taken to step 120 as described earlier. If in step 114, the client computing 

device 12 determines a database instance of the web search suggestion file is stored in 

the local storage in browser 21, then the Yes branch is taken to step 116. 
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[00035] In step 116, in this example the client computing device 12 executes an 

SQL query to retrieve all the rows from the stored a database instance of the web search 

suggestion file within browser 21 containing the text that was entered, although other 

manners for querying the locally stored web search suggestion file could be used. More 

specifically, in this particular illustrative example two types of queries could be 

performed by the client computing device 12, although other types and numbers of queries 

could be utilized. One type of query retrieves aH rows that include all words entered by the 

user at the client computing device 12 in the version of the web search suggestion file 

stored by utilizing HTML 5 functionalities. This is a simple query and can be used when 

the number ofresults is not high, For example, given the entry ofthe word "New" entered 

in the text field 202(1) in FIG.3A, the client computing device 12 would retrieve or 

suggest all text containing this string, which in this particular exan1ple might suggest for 

the text "New" in the text field 202(1) in the web page "New York", "New Haven", or 

"New Plymouth" as illustrated in FIG. 3B by way of example only 

[00036] Another type of optional query retrieves aH rows that include the string 

entered by the user at the client computing device 12. Accordingly, this type of query 

retrieves records that include the entered string entered in the version of the web search 

suggestion file stored at the client computing device 12 by utilizing HTML 5 

functionalities. For example, given a string "soc" entered in a text field which is searched, 

the client computing device 12 might retrieve, group and suggest items, such as "soccer" 

(2) or "socks" (8), where the number in parenthesis represents the number of records 

including the previous string. This technique is more CPU intensive and time consuming, 
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however it provides a better user experience at the client computing device 12 especially 

when applied to large catalogs or other data. 

[00037] In step 118, the client computing device 12 provides the suggestions 

identified from the locally stored web search suggestion file for the text field 202(1) as 

illustrated in FlG. 3B in this example, although other manners for providing the 

suggestions could be used. In step 120, the client computing device 12 can continue to 

view and interact with the web page on the display device 26. 

[00038] Accordingly, as illustrated and described with the examples herein this 

technology provides methods, non-transitory computer readable medium, and devices 

that more quickly and effectively provide web search suggestions. In these examples 

this technology uses the local storage capabilities provided by HTML.5 at the client 

computing device. With this technology, the process of predicting words or phrases 

can be applied directly and efficiently in the browser of the client computing device. 

(00039] Having thus described the basic concept of the invention, it will be rather 

apparent to those skilled in the art that the foregoing detailed disclosure is intended to be 

presented by way of example only, and is not limiting. Various alterations, improvements, 

and modifications will occur and are intended to those skilled in the art, though not 

expressly stated herein. These alterations, improvements, and modifications are intended 

to be suggested hereby, and are within the spirit and scope ofthe invention. Additionally, 

the recited order of processing elements or sequences, or the use of numbers, letters, or 

other designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited only by 

the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

l . A method for providing one or more web search suggestions, the method 

comprising: 

receiving, by a client computing device, at least a partial entry in field of a web 

page; 

providing, by the client computing device, in the field of the web page any 

responsive web search suggestion entries to the received at least a partial entry from a web 

search suggestion file stored in a web browser of the client computing device. 

2. The method of claim 1 further comprising determining, by the client computing 

device, whether the web search suggestion file is stored in the web browser of the client 

computing device, wherein the providing in the field of the web page any responsive 

web search suggestion entries occurs when the determining indicates the web search 

suggestion file is stored in the web browser of the client computing device. 

3. The method as set forth in claim 2 further comprising: 

detem1ining, by the client computing device, whether the web search suggestion 

file stored in the web browser has an updated version; and 

obtaining and storing, by the client computing device, the updated version 

in the web browser at the client computing device when the determining indicates 

the update version is available. 

4. The method as set forth in claim 1 further comprising utilizing, by the client 

computing device, HTML5 to store the web search suggestion file in the web browser of 

the client computing device. 
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5. The method as set forth in claim i wherein the providing further 

comprises: 

obtaining, by the client computing device, any responsive web search 

suggestion entries to the at least a partial entry from the web search suggestion 

file; 

grouping, by the dient computing device, any of the obtained responsive web 

search suggestion entries based on at least one common characteristic; and 

providing, by the client computing device, the grouped responsive web search 

suggestion entries with a nurnber in each group corresponding to a number of the 

responsive web search suggestion entries. 

6. A non~transitory computer readable medium having stored thereon instmctions 

for providing one or more web search suggestions comprising machine executable 

code which when executed by at least one processor, causes the processor to perform 

steps comprising: 

receiving at least a partial entry in field of a web page; and providing in the field 

of the web page any responsive web search suggestion entries to the received at least a 

partial entry from a web search suggestion file stored in a web browser of the client 

computing device. 

7. The medium of claim 6 forther comprising determining whether the web search 

suggestion file is stored in the web browser of the client computing device, wherein the 

providing in the field of the web page any responsive web search suggestion entries 

occurs when the detem1ining indicates the web search suggestion file is stored in the web 

browser of the client computing device. 
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8. The medium as set forth in claim 7 further comprising: determining whether the 

web search suggestion fiie stored in the web browser has an updated version; and 

obtaining and storing the updated version in the web browser at the client computing 

device when the determining indicates the update version is available. 

9. The medium as set forth in claim 6 further comprising utilizing HTML5 to store 

the web search suggestion file in the web browser of the client computing device. 

10. The medium as set forth in claim 6 wherein the providing further comprises: 

obtaining any responsive web search suggestion entries to the at least a partial 

entry from the web search suggestion file; 

grouping any of the obtained responsive web search suggestion entries based on at 

least one common characteristic; and 

providing the grouped responsive web search suggestion entries with a number in 

each group corresponding to a number of the responsive web search suggestion entries. 

11. A computing device comprising: 

one or more processors; 

a memory coupled to the one or more processors which are 

configured to execute programmed instructions stored in the memory 

comprising: 

receiving at least a partial entry in field of a web page; and 

providing in the field of the web page any responsive web search 

suggestion entries to the received at least a partiai entry from a web search suggestion file 

stored in a web browser of the client computing device. 
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12. The device as set forth in claim 11 wherein the memory coupled to the one or 

more processors is further configured to execute programmed instructions stored in the 

memory further comprising determining whether the web search suggestion file is 

stored in the web browser of the client computing device, wherein the providing in the 

field of the web page any responsive web search suggestion entries occurs when the 

determining indicates the web search suggestion file is stored in the web browser of the 

client computing device. 

13, The device as set forth in claim 12 wherein the memory coupled to the one or 

more processors is further configured to execute programmed instructions stored in the 

mem.ory further comprising: 

detennining whether the web search suggestion file stored in the web browser 

has an updated version; and 

obtaining and storing the updated version in the web browser at the client 

computing device when the determining indicates the update version is available. 

14. The device as set forth in claim 11 wherein the memory coupled to the one or 

more processors is further configured to execute programmed instmctions stored in the 

memory further comprising utilizing HTML5 to store the web search suggestion file in 

the web browser ofthe client computing device. 

15. The device as set forth in claim 11 wherein the memory coupled to the one or 

more processors is further configured to execute programmed instructions stored in the 

memory for the providing further comprises: 

obtaining any responsive web search suggestion entries to the at least a partial 

entry from the web search suggestion file; 
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grouping any of the obtained responsive web search suggestion entries based on at 

least one common characteristic; and 

providing the grouped responsive web search suggestion entries with a number in 

each group corresponding to a number of the responsive web search suggestion entries. 
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I\'IETHODS FOR MAKING AJA.X WEB ,1\PPLICATIONS 
BOOKMARKABLE AND CR.A \VLAHLE AND DEVICES 

THEREOF 

FJELD 

[0001] This technology generally relates to methods for processing web 

application content and, more particularly, to methods for making an 

asynchronous JavaScript and extensible mark-up language (AJAX) application 

content state bookmarkable and crawlable and devices thereof, 

BACKGROUND 

[0002] An asynchronous JavaScript and extensible mark-up language (AJAX) 

web application uses AJAX to communicate with a server to load data or page 

fragments. Programming with AJAX offers benefits in the context of web 

application development. For example, AIA .. X offers site developers an additional 

15 level of innovation that may make a site easier to use for all visitors. AJA,X may 

also be utilized to give users the sense that a web application is more responsive 

than a traditional \Veb site. 

However, with the use of AJAX io manipulate web page con1ent, an 

issue arises with regard to providing bookmarkability of content that may be 

20 dynamic rather than static during a user session. For example, while a web page 

may have a single non--changing uniform resource locator (URL) stored in the web 

browser, the content in many AJAX web sites is asynchronously changed and 

replaced. Accordingly, when a user sets a bookmark, he may only be able to 

capture the starting URL of the web site instead of the exact content state he is 

25 currently viewing. Users therefore will want a way to bookmark a dynamic web 

page in a way that allows them to restore a specific content state. 

[0004] One common solution is to change the hash part of the URL, since 

doing so does not activate any actions, such as loading a new page on the browser 

side. However, this approach yields yet another issue as to how a web crawler or 
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web robot can access that URL Even if the hash part of the URL contains all of 

the information needed to fetch correct data using AJAX technology, the web 

crawler will not be able to access it since web crawlers are not able to execute 

JavaScript code inside the web pages they download. 

SUMMARY 

[0005] An exemplary method for making an asynchronous JavaScript and 

extensible mark--up lan~·uage (AJAX) application content state bookmarkable and 

crawlable includes receiving at a web application processing server device a 

HyperText Transfer Protocol (HTTP) request includmg an HTrP request uniform 

l O resource locator (URL) representing a current application content state. When the 

H1TP request URL contains a first reference substring, a second substring b,L'>ed 

upon the first reference substring is extracted from the H17P request URL with 

the web application processing server device. Based at least in part on the 

extracted second substring, a modified URL representing the current application 

15 content state is generated by the web application processing server devic:e. 

10006] An exemplary computer-readable storage medium having stored 

thereon instructions for making an AJAX application content state bookmarkable 

and crawlable. The instructions include machine executable code which, when 

executed by at least one processor, causes the processor to perfom1 steps including 

20 receiving a HTTP request including an HTTP request unifom1 resource locator 

(lJRL) representing a current application content state. When the HTl'P request 

URI. contains a first reference substring, a second substring based upon the first 

reference substring is extracted from the HTTP request URL. Based at least in 

part on the extracted second substring, a modified URL representing the current 

25 application content state is generated. 

[00071 An exemplary web application processing server device including one 

or more processors and a memory coupled to the one or more processors which 

are configured to execute programmed instructions stored in the memory, the 

programmed instructions including receiving a HTTP request including an HTTP 
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request uniform resource locator (URL) representing a cmTent application content 

state. When !he HTTP request URL contains a first reference substring, a second 

substring based upon the first reference substring is extracted from the HTTP 

request URL Based at least in part on the extracted second substring, a modified 

5 URL representing the curTent application content state is generated. 

IO 

15 

[0008] ·TI1is technology provides effective and efficient methods and devices 

for creating a concise URL representing a specific AJAX web application page or 

content state, which thereby allows generic web crawlers or robots to index the 

page or content state thus represented. 

BRIEF DESCRIPTION Of' THE DRAWINGS 

[0009] FIG. l is a block diagrnm of a network environment with an exemplary 

web application processing server device; and 

10010] FIG. 2 is a flowchart of an exemplary method for making an AJA,X 

application content state bookmarkable and crawlable. 

DETAILED DESCRIPTION 

A network environment 10 with an exemplary web application 

processing server device 12 is illustrated in FIG, 1. The environment l O may 

include the web application processing server device 12, client computing devkes 

14{l}-l4(n), web crawling devices 40(1)-40(n), a web server devic:c-: 16, and 

20 communication networks 18( 1 )-18(2), although other numbers and types of 

systems, devices, servers, andior elements in other configurations can be used. 

This technology provides effective and efficient methods and devices for creating 

a concise URL representing a specific AJA..X web application page or content 

state, which thereby allows generic web crawlers or robots to index the page or 

25 content state thus represented. 

[0012] This technology is directed to methods, devices, and computer-

readable storage media for making an asynchronous JavaScript and extensible 

mark-up language (AJA]() application content state bookmarkable and crawlabie. 
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In this example, the web application processing server device 12 receives a 

HyperText Transfer Protocol (HTTP) request including an HTTP request uniform 

resource locator (URL) representing a current application content state; extracts, 

from the HTTP request URL, a second substring based upon a first reference 

5 substling, when the HTTP request URL contains the first reference substring; and 

generates a modified URL based at least in part on the extracted second substring, 

wherein the modified URL represents the current application content state. 

Although one web application processing server device l 2 is shmvn, other 

numbers and types of web application processing server systems can be used. 

[0013] In some examples, the web application processing server device 12 

may be a web content proxy server, or any other type of proxy server. For 

example, the web application processing server device 12 may manage the 

handling of redirect messages or redireciion responses from the one or more web 

server devices 16 for and/or on behalf of requesting client devices 14( l )-14( n) 

15 and/or requesting web crawiing devices 40( l )-40(n), although the web application 

processing server device 12 may provide other numbers and types of functions. 

roo14J In other examples, the web application processing server device .12 

may itself be a web server device, For example, the web application processing 

server device 12 may be contained in or identical to web server device 16. In such 

20 examples, the v1eb application processing server device 12 may host one or more 

AJAX web applications and store associated web content in memory 15. 

[0015] Referring more specifically to FIG. 1, the web application processing 

server device i2 may include a central processing unit (CPU) or processor 13, a 

memory 15, and an interface system 17 which are coupled together by a bus 19 or 

25 other link, although other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations can be used. The 

processor 13 in the web application processing server device 12 may execute a 

program of stored instructions one or more aspects of the present technology as 

described and illustrated by way of the examples herein, including methods for 

30 making an asynchronous AJAX application content state bookmarkable and 
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crawlable, although the processor could ex.ecute other numbers and types of 

programmed instructions. 

[0016] The memory l 5 in the web application processing server device 12 

may store these programmed instructions for one or more aspects of the present 

5 technology as described and illustrated herein, although some or aH of the 

programmed instructions could be stored and/or executed elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the sys1em or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other computer readable medium which is read from 

10 and/or written to by a mai.:,'1letic, optical, or other reading and/or writing system 

that is coupled to the processor 13, may be used for the memory 15 in the web 

application processing server device l 2. In some of these examples, the memory 

15 may include a core module 2 l, a URL construction module 23, and a memory 

cache 25 which may store programmed instructions for one or more aspects of the 

15 present technology as described and illustrated herein, although the memory may 

comprise other types and numbers of systems, devices, and elements in other 

configurations which may store other data. 

[0017] The inte1face device 17 in the web application processing server device 

12 may be used to operatively couple and communicate bet-ween the web 

20 application processing server device 12 and the client computing devices 14(1)-

14(n), web crawling devices 40( l )-40(n), and the web server device 16 via the 

communication networks 18( l) and 18(2), although ocher types and numbers of 

communication networks with other ty-pes and numbers of connections and 

configurations can be used. By way of example only, the communication 

25 nen.,rorks 18(1) and 18(2) may use TCP/JP over Ethernet and industry-standard 

proiocol:s, including HTTP, HTTPS, WAP, and SOAP, although other types and 

numbers of communication networks, such as a direct connection, a local area 

nen.,rork, a -wide area network, modems and phone lines, e-mail, and wireless and 

hardwire communication technology, each having their own communications 

30 protocols, may be used. 
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l0018] Each of the client computing devices 14(1 )-14(n) may enable a user to 

access content and utilize one or more applications from the web server device 16 

through the web application processing server device 12 through one or more 

communication networks, although one or more of ihe client computing devices 

5 14(1)-14(n) could access content and utilize other types and numbers of 

applications from other sources and could provide a wide variety of other 

functions for the user. Although multiple client computing devices l 4(1)-14(n) 

are shov✓-0, other numbers and types of user computing systems could be used. In 

this example, the client computing devices 14(1 )- l 4(n) comprise devices with 

10 Internet access that permit a website page or other retrieved data to be displayed. 

By way of example only, one or more of the client computing devices 14(1 )-l 4(n) 

may comprise srnaii phones, personal digital assistants, or desktop computers 

using visual or voice browsers. 

[0019] Each of client computing devices 14(1)-14(n) may include a central 

15 processing unit (CPU) or processor 20, a memory 22, user input device 24, a 

display 26, and an interface system 28, and which are coupled together by a bus 

30 or other link, although one or more of client computing devices 14(1)-14(n) 

may include other numbers and ty1Jes of components, parts, devices, systems, and 

elements in other configurations. The processor 20 in each of client computing 

20 devices 14(l)-14(n) may execute a program of stored instructions fur one or more 

aspects of the present technology as described and illustrated herein, although the 

processor could execute other numbers and types of programmed instructions. 

10020] The memory 22 in each of the client computing devices 14( l )-14(n) 

may store these programmed instructions for one or more aspects of the present 

25 technology as described and illustrated herein, although some or all of the 

programmed instructions could be stored and/or exernted elsewhere. A variety of 

different types of memory storage devices, such as a random access memory 

(RAM) or a read only memory (ROM) in the system or a floppy disk, hard disk, 

CD ROM, or other computer readable medium which is read from and/or written 

30 to by a magnetic, optical, or other reading and/or writing system that is coupled to 
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processor 20 may be used for the memory 22 in each of the client computing 

devices 14(1)-14(n). 

[00211 The user input device 24 in each of the client computing devices 14(1 )-

i4(n) may be used to input selections, such as requests for a particular website 

5 page, although the user input device could be used to input other types of data and 

interact with other element-;. The user input device may include keypads, touch 

screens, and/or vocal input processing systems although other types and numbers 

of user input devices can be used. 

[0022] The display 26 in each of the client computing devices 14(1 )-14(n) 

10 may be used to show data and information to the user, such as a website page by 

way of example only. The display in each of the client computing devices 14(1 )-

14(n) may be a phone screen display, although other types and numbers of 

displays could be used. 

f0023] The interface system 28 in each of the client computing devices 14(1 )-

15 14(n) may be used to operatively couple and communicate between the client 

computing devices 14(1 )-14(n) and the web application processing server device 

12 and web server device 16 over the communication networks 18( l) and 18(2), 

although other types and numbers of communication networks with other types 

and numbers of connections and configurations may be used. 

20 [0024] The web server device 16 may provide one or more web software 

applications for use by one or more of the client computing devices 14(1)-14(n), 

although tbe web server device 16 can provide other numbers and types of 

applications and/or content and can bave provide other numbers and types of 

functions. Although one web server device 16 is shown for ease of illustration 

25 and discussion, other numbers and types of web server systems and devices can be 

used. 

[0025] The web server device 16 may include a central processing unit (CPU) 

or processor, a memory, and an interface system which are coupled together by a 

bus or other ii11k, although the web server device 16 may have other numbers and 
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types of components, parts, devices, systt.'TI1s, and elements in other co□ :figurations 

and locations may be used. The processor in ihe web server device 16 may 

execute a program of stored instructions for one or more aspects of the present 

technology as described and illustrated by way of the examples herein, including 

5 managing application functionality, although the processor could execute other 

numbers and types of programmed instructions. 

(0026] The memory in the web server device 16 may store these programmed 

instrnctions for one or more aspects of the present technology as described and 

illustrated by way of the examples herein including managing application 

IO functionality, although some or all of the programmed instiuctions could be stored 

and/or executed elsewhere. A va!iety of different types of memory storage 

devices, such as a random access memory (RAM) or a read only memory (ROM) 

in the system or a floppy disk, hard disk, CD ROM, DVD ROM, or other 

computer readable medium which is read from and/or written to by a magnetic, 

15 optical, or other reading andior writing system ihat is coupled to the processor, 

may be used for the memory in each of the web server device l 6. 

[0027] The interface system in the web server device 16 may be used to 

operatively couple and communicate between the web server device 16 and the 

web application processing server device 12, the client computing devices 14( l )-

20 l 4(n), and web crawling devices 40(l)-40(n) via communication networks 18(]) 

and 18(2), although other types and numbers of communication networks with 

other types and numbers of connections and configurations can be used. 

[0028] Although examples of the web application processing server device 12, 

the client computing devices 14( 1 )- l 4(n), web crawling devices 40( l )-40(n), and 

25 the web server dev1ce 16, are described and illustrated herein, each of the client 

compu,ing devices l4(l)-14(n), web crawling devices 40(l)-40(n), the web 

application processi□g server device 12, and the web server device 16, may be 

implemented on any suitable computer system or computing device. lt is to be 

understood that the devices and systems of the examples described herein are for 

30 exemplary purposes, as many variations of the specific hardware and software 
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used to implement the examples are possible, as will be appreciated by those 

skilled in the relevant art(s). 

[0029] Fmthennore, each of the systems of the examples may be conveniently 

implemented using one or more general purpose computer systems, 

5 microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of the examples, as described and illustrated herein, and 

as will be appreciated by those ordinary skill in the art, 

l0030] In addition, two or more computing systems or devices can be 

substituted for any one of the systems in any embodiment of the examples. 

l 0 Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices and systems of the exampies. The 

examples may also be implemented on computer system or systems that extend 

across any suitable network using any suitable interlace mechanisms and 

15 communications technologies, including by way of example only 

telecommunications in any suitable form (e.g., voice and modem), wireless 

communications media, wireless communications networks, cellular 

communications networks, G3 communications networks, Public Switched 

Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

20 iniranets, and combinations thereof. 

[0031j The examples may also be embodied as a computer readable medium 

having instructions stored thereon for one or more aspects of the present 

technology as described and illustrated by way of the examples herein, as 

described herein, which \vhen executed by a processor, cause the processor to 

25 carry out the steps necessary to implement the methods of 1:be examples, as 

described and illustrated herein. 

[0032] Referring to FIGS. 1-2, an exemplary method 200 for making an 

AJAX: application content state bookmarkable and craw-table will now be 

described. In step 210, the web application processing server device 12 receives 
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an HTTP request which includes an HTTP request URL representing a current 

application content state. In other examples, such as where the HTTP request 

originated from a client computing device 14, the HTTP request URL may 

crnTespond to a bookmark. 

[0033] In step 220, the web application processing server device 12 

determines whether the HTTP request contains a first reference substring. If in 

step 220 the HTTP request URL contains the first reference substring in step 220, 

then the Yes branch is taken to step 230. 

[0034] Tn step 230, the web application processing server device 12 extracts a 

l 0 second substring from the HTTP request URL based upon the first reference 

substring. In some examples, the second substring may follow the first reference 

substring. In some of these examples, the second substring may include all of the 

text immediately following the first reference substring. 

10035] In step 240, the web application processing server device 12 generates 

15 a modified lJRL representing the current application content state based at least in 

pait on the extracted second substring. The modified URL may, for example, be 

generated by the URL construction module 23 of the web application processing 

server device 12. 

!0036! In step 242, the web application processing server device 12 

20 detennines if the source of the HTTP request is one of the web crawling device 

40(1)-40(n) based upon a header in the HTTP request, although other manners for 

determining an identity of the source can be used. Jf in step 242 the web 

application processing server device 12 determines the source of the HTTP 

request is not one of the web crawling device 40(l)-40(n), then the No branch is 

25 tak:en to step 244. Jn step 244, the web application processing server device 12 

provides the modified URL to the appropriate web server device 16. Based on the 

modified URL, the web server device 16 generates a response to the HTTP 

request which is then communicated to the source ofthe request (e.g., one of the 

client computing devices 14(1)-14{n)), and then the method ends. In some 
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embodiments, the response generated by the web server device 16 may include fae 

current application content state corresponding to the modified URL. 

[0037] lf in step 242 the web application processing server device 12 

determines the source of the HTTP request is one of the web crawling devices 

5 40(1)-40(n), then the Yes branch is taken to step 246. Jn step 246, the web 

application processing server device 12 returns the modified URL as an HTTP 

redirect response to the identified one of the one of the web crawling device 

40(1)-40(n). The web application processing server device 12 also may store the 

default URL at a location (e.g., in memory 15) associated with the HTTP redirect 

10 response. After step 246, this method ends, 

l0038J If back in step 220, the received HTTP request URL does not contain 

the first reference substring in step 220, then the No branch is taken to step 222. 

[003~>] In step 222, the web application processing server device 12 

determines based upon a header in the HTTP request if the source of the HTTP 

15 request is one of the web crawling devices 40( 1 )-40(n), although other manners 

for determining the source can be used. Ifin step 222 the web application 

processing server device 12 determines the source of the HTTP request is not one 

of the web crawling devices 40(1)-40(n), then the No branch is taken to step 224. 

In step 224, the web application processing server device 12 provides a default 

20 URL 1o the appropriate web server device 16. Based on the default URL, the web 

server device 16 generates a response to the HTTP request which is then 

communicated to the requesting one of the client computing devices 14(1 )-14(n), 

and then the method ends, although other types of devices and systems could be 

the source of the request. In some embodiments, the response generated by the 

25 web server device 16 may include the current application content state 

corresponding to the default lJRL. 

l0040J If in step 222 the web application processing server device 12 

determines the source of the HTTP request is one of the web crawling devices 

40(1 }40(n), then the Yes branch is taken to step 226. In step 226, the web 
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application processing server device 12 returns the default URL as an HTTP 

redirect response to the identified one of !he web crawling devices 40( l )-40(n) 

that was the source of the HTTP request. The web application processing server 

device 12 also may store the default URL at a location (e.g., in memory 15) 

5 associated with the HTr P redirect response. After step 226 this method ends. 

[0041] In an embodiment utilizing the exemplary method 200, a web 

application located at ·w\vw.exampie.com/index.html may load the fragment 

welcome.html when starting up. This web application may also load product 

description pages identified by such lb1ks as /prodi~~J;~/.u.dl:.l§n?idCCC:2234. The 

10 exemplary method 200 also may be utilized to address the prob km of creating a 

URL representing an AJAX web application page or content state. One concept 

associated with exemplary method 200 is that relevant web pages (e.g., pages 

whose URLs will likely be saved or shared) may be a small portion of ihe entire 

web application. Moreover, such relevant web pages may often be identified by a 

15 small set of identifiers corresponding to keys in catalog databases or specific 

events (e.g., dates, flight numbers, etc.). For example, the URL 

/products/pq~p?id=2234 may be represented by the identifier "2234". 

Therefore, in some examples, the AJAX web application JavaScript code may 

contain a function that creates a mapping between such an identifier and its 

20 corresponding URL In some of these examples, a standard filename may be 

established for ihe portion of the JavaScript code containing this mapping 

function. The resulting JavaScript file containing this function may be limited to 

this mapping function and its dependencies (e.g., data structures or utility 

functions). Thus, a simple impk.mentation of the JavaScript interpreter may be 

25 hosted on the web application processing server dev1ce 12, and the mapping 

function may be executed to obtain the URL being used by the web application 

AJA..X engine. For example, in step 240, URL construction module 23 of web 

application processing ser.rer device 12 may, upon receiving such an identifier or 

second substring as an input (e.g., "2234"), generate the corresponding modified 

30 or processed URL associated with that identifier. 
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[0042] In another embodiment utilizing tlie exemplary method 200, an HTTP 

request URL may contain the first reference substring "/shareCode-" in step 220. 

In some of these examples, the substring following "j;harcCode-" may be 

extracted in step 230 and passed along to the URL construction module 23 of the 

5 web application processing server device 12. In step 240, URL construction 

module 23 may then map this extracted second substring or identifier to a 

con·esponding modified URL representing the current application content state. 

If, on tbe other hand, the HTTP request URL does not contain the first reference 

substring "ishareCodc-''instep 220, then a default lJRL ( e.g., a default startup 

10 URL) may be provided to the source ofth.e HTTP request, as described in step 

224 or step 226. 

[0043] for example, consider an embodiment in which the HTTP request 

URL contains the path "/shareCode-2234". In step 230, the web application 

processing server device 12 extracts the identifier or second substring "2234" and 

15 passes it to the URL construction module 23, which returns the URL 

",!p,r9_gggJs/pdp.isp?id0"22H" in step 240. If, on the other hand, the URL path is 

equal to "/index.html", a default URL (e.g., ".\vclcomc.html") may be returned in 

step 224 or step 226. 

[0044] Beneficially, this approach results in short and concise URLs 

20 representing web application pages. Moreover, relevant data is in the URL path 

component such that it is universally recognized as a URL portion to keep. (Some 

web craw kr devices, for example, will remove the hash portion of the URL when 

indexing.) Additionally, since only key infom1ation from tbe URL used by the 

AJAX call is used in the URL representing the web application content state, any 

25 marginal changes to the AJA,X call URL will not invalidate the web application 

URL being saved, shared, or indexed. 

[00451 In another embodiment utilizing exemplary method 200, one of the 

web crawling devices 40(1)-40(11) may send an HTTP request to the web 

application processing server device 12, The web application processing server 

30 device 12 may recognize tbat the HTfP request originated from one of the web 
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crawling devices 40(1)-40(n) by analyzing a header (e,g,, the User-Agent HTTP 

request header) in the HTTP request, ln some examples, if the header value is 

included in a list of supported or recognized web crawling devices, exemplary 

method 200 will be executed. 

[0046] In some of these examples, if, in step 220, the HTTP request URL does 

not contain the first reference substring (e,g., "/sharcCode-"), the web application 

processing server device 12 may pro vi.de to the one of the web crmvling devices 

40(1)-40(n) an HTTP redirect response containing the web application main 

HTML file (or any other suitable default URL) as content in step 226. 

[0047] Otherwise, if the HTTP request URL does contain the first reference 

substring (e.g., "/shareCode-") in step 220, then, in some examples, the substring 

following "/shareCode-" may be extracted in step 230 and passed to the URL 

construction module 23. In steps 240, 242, and 246, the URL construction 

module 23 may generate and return the corresponding modified URL as an HTTP 

15 redirect response to one of the web crawling devices 40(1)-40(11). Jn this way, the 

one of the web crawling devices 40(1}-40(n) may access the URL of the HTML 

page containing the relevant information to be indexed. 

[0048J Beneficially, this approach allows any of the web crawling devices 

40(1 )-40(n) to access AJAX web application pages or content states without a 

20 need to execute JavaScript code to emulate the AJAX web application behavior. 

Additionally, there is no need to add new standards or protocols to instruct web 

server devices and/or web crawling devices how to share information about AJAX 

web application pages. 

[0049] Having thus described the basic concept of the invention, it will be 

25 rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting. Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications are intended to be suggested hereby, and are 
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within the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use of numbers, letters, or other 

designations therefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

5 only by the following claims and equivalents thereto. 
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CLAIMS 

V/hat is claimed is: 

5 1. A method for making an asynchronous JavaScript and extensible mark-up language 

(AJAX) application content state bookmarkable and crawlable, the method comprising: 

receiving at a web application processing server device a HyperText Transfer Protocol 

(HTTP) request comprising an HTTP request uniform resource locator (URL); 

extracting from the HTTP request URL with the web application processing ser1er device 

10 a second substring based upon a first reference substring, when the HTTP request URL contains 

the first reference substring; 

generating by the web application processing server device a modified URL based at 

least in part on the extracted second substring, the n10dified URL representing a current 

application content state; 

15 identifying, with the web application processing server device, when the HTTP request is 

20 

from a web crawler, based upon a header in the HTTP request; and 

returning with the web application processing server device the modified URL as an 

HTTP redirect response to the web crawler when the HTTP request is identified as being from 

the web crawler. 

2. The method as set forth in claim 1 further comprising: 

providing with the web application processing server device a default URL when the 

HTTP request URL does not contain the first reference substring. 

25 3. The method as set f01ih m claim ] wherein the second substring follows the first 

reference substring. 

4. The method as set forth in claim l wherein the HTTP request URL corresponds to a 

bookmark. 
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5. The method as set forth in claim 1 further comprising: 

storing by the web application processing server device the modified URL at a location 

associated with the HTTP redirect response. 

6. A non-transitory computer readable medium having stored thereon instructions for 

making an asynchronous JavaScript and extensible mark-up language (AJAX) application 

content state bookmarkable or crawlable comprising machine executable code which when 

executed by at least one processor, causes the processor to perform steps comprising: 

receiving a HyperText Transfer Protocol (HTTP) request comprising an HTTP request 

10 uniform resource locator (URL); 

15 

20 

extracting, from the HTTP request URL, a second substring based upon a first reference 

substring, when the HTTP request URL contains the first reference substring; 

generating a modified URL based at least in part on the extracted second substring, the 

modified URL representing a current application content state; 

identifying when the HTTP request is from a web crawler, based upon a header in the 

HTTP request; and 

returning the modified URL as an HTTP redirect response to the web crawler when the 

HTTP request is identified as being from the web crawler. 

7, The medium as set forth in c1aim 6 further comprising: 

providing a default URL when the HTTP request URL does not contain the first reference 

substring. 

8. The medium as set forth m claim 6 wherein the second substring follows the first 

25 reference substring. 

9. The medium as set forth in claim 6 wherein the HTTP request URL corresponds to a 

bookmark. 

30 10. The medium as set forth in claim 6 further comprising: 

storing the modified URL at a location associated with the HTTP redirect response. 
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l L A web application processing server device for making an asynchronous JavaScript and 

extensible mark-up language (AJAX) application content state bookmarkab]e and crawlable, the 

device comprising: 

one or more processors; 

a memory coupled to the one or more processors which are configured to execute 

programmed instructions stored in the memory, the programmed instructions comprising: 

receiving a HyperText Transfer Protocol (HTTP) request comprising an HTTP 

request uniform resource locator (URL); 

extracting, from the HTTP request URL., a second substring based upon a first 

10 reference substring, when the HTTP request URL contains the first reference substring; 

15 

generating a modified URL based at least in part on the extracted second 

substring, the modified URL representing a current application content state; 

identifying when the HTTP request is from a web crawler, based upon a header in 

the HTTP request; and 

returning the modified URL as an HTTP redirect response to the web crawler 

wh(~n the HTTP request is identified as being from the web crawler. 

12, The device as set forth in claim 11 further comprising: 

providing a default URL when the HTTP request URL does not contain the first reference 

20 substring, 

13. The device as set forth in claim 11 wherein the second substring follows the first 

reference substring. 

25 14. The device as set forth in claim 11 wherein the HTTP request URL corresponds to a 

bookmark. 

15. The device as set forth in claim 11 forth er comprising: 

storing the modified URL at a location associated with the HTTP redirect response. 
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METHODS FOR IMPLEMENTING WEB SERVICES AND 
DEVICES THEREOF 

CROSS-Rl!:FERENCE TO RELATED APPLICATIONS 

[0001] This application claims the benefit of U.S. Provisional Patent 

5 Application Serial No. 6 l /50 l ,39 l, filed June 27, 2011, which is hereby 

incorporated by reference in its entirety. 

BACKGROUND 

[00021 Web services provide a standardized way of integrating web-based 

applications using eXtensible Markup Language (XML), SOAP, Web Services 

10 Description Language (WSDL), and/or Universal Description Discovery and 

Integration (UDDl) standards over an Internet Protocol (lP) backbone. XML can 

be used to tag data used by a web service, SOAP can be used to transfer the data, 

WSDL can be used for describing the web services available and UDDT can be 

used for listing the available web services. Web services allow different 

15 applications located at different sources to communicate with each other 

efficiently and without custom coding which can require a significant amount of 

resources. Additionally, because communications are in XML, web services are 

not tied to any operating system or programming language. 

[0003] Unlike traditional client/server models, web services do not 

20 provide an end user with a ~,aphical user interface (GUl). Instead, web services 

share data and processes through an application interface across a network. These 

application interfaces are invoked and used to interpret any resulting data. 

[0004] With the growing market for applications, web services are 

increasingly popular since it is easy to integrate them into applications to extend 

25 the features offered to the end user. Unfortunately, there are limitations on the 

ability of mobile computing devices to effectively utilize \Veb services integrated 

into such applications including, for exampie, with respect to the execution of 

functionality implemented using JavaScript code. 
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SUMi"'vIARY 

[0005] A method for implementing a web service includes determining 

with a web content proxy server when a JavaScript file is associated with a 

received web service request A JavaScript environment is emulated with the web 

5 content proxy server when the determining indicates the JavaScript file is 

associated with the received web service request. A JavaScript objeci including 

one or more parameters of the received web service request is created with the 

web content proxy server. Tho JavaScript file associated with tbe received web 

service request is executed with the web content proxy server in the emulated 

10 JavaScript environment using the the JavaScript object. The emulated JavaScript 

environment is capable offacilitating execution of web transactions including one 

or more pages. A web service response is constructed with the web content proxy 

server based on the JavaScript object as populated based on the executing. The 

constructed web service response is provided with the web content proxy server to 

15 a source of the received web service request 

[0006] A noEHransitory computer readable medium having stored thereon 

instructions for implementing a web service comprising machine executable code 

which when executed by at least one processor, causes the processor to perform 

steps including determining whether a JavaScript file is associated with a received 

20 web service request. A Java.Script environment is emulated when it is deter:rnined 

that there is a JavaScript file associated with tbe received web service request. A 

JavaScript object including one or more parameters of the received web service 

request is created. The JavaScript file associated with the received web service 

miuest is executed in the emulated Java.Script environment using the the 

25 JavaScript object. The emulated JavaScript environment is capable of facilitating 

execution of web transactions including one or more pages. A web service 

response is constructed based on the JavaScript object as populated based on the 

executing. The constructed web service response is provided to a source of the. 

received web service request. 

30 [0007] A web content proxy server includes one or more processors and a 

memory coupled to the one or more processors which are configmed to execute 

ACCESSIBE LTD EXHIBIT 1004 
Page 1057 of 2149



CA 02839013 2013-12-10 

WO 2013/003455 PCT/US20l2/044395 

- 3 -

programmed instructions stored in the memory including determining whether a 

JavaScript file is associated with a received web service request. A JavaScript 

environment is emulated when it is detemiined that there is a JavaScript file 

associated with the received web service request. A JavaScript object including 

S one or more parameters of the received web service request is created. The 

JavaScript file associated with the received web service request is executed in the 

emulated JavaScript environment using the the JavaScript object The emulated 

JavaScript environment is capable of facilitating execution of web transactions 

including one or more pages. A web service response is constructed based on the 

10 JavaScript object as populated based on the executing. The constructed web 

ser✓lce response is provided to a source of the received web service request. 

[0008] This technology provides a number of advantages including 

providing methods and devices for more easily implementing web services with a 

web content proxy server executing a web service automator module and 

15 JavaScript environment emulator. With this technology, web services can be 

more effectively extended and utilized by mobile computing devices that may not 

othenvise be capable of exploiting such functionality. 

BRIEF DESCRIPTION OF THE DRA W"INGS 

[0009] FIG. 1 is a block diagram of an environment with an exemplary 

20 web content proxy server with a web content optimization module. web service 

automator module, and a JavaScript environment emulator; 

[0011}] FIG. 2 is an exemplary login page, such as may be located at a 

*.login.html web address, and its hypenex1 markup language (HTML) source 

code; 

25 [0011] FIG. 3 is an exemplary successful login page including a welcome 

message and a list of links to access different functionalities and logout and its 

HTML source code; 

[0012] FIG. 4 is a flow chart of an exemplary method for implementing 

web services; and 
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!0013] FIG. 5 is exemplary JavaScript code for implementing a :function 

facilitating generation of a web service response. 

DETAILED DESCRIPTION 

[00141 An exemplary environment iO with client devices 12(1 )-12(n), 

5 server devices l4(l)-l4(n), and 1.veb content proxy server 16, including a web 

service automator module 18, a JavaScript environment emulator 20, and a web 

content optimization module 22, coupled to communication networks 24(i )-24(2) 

is illustrated in FIG. l. Other numbers and types of systems, devices, and/or 

elements in other configurations and environments with other communication 

10 network topologies can also be used. By way of example only, the web service 

automator module 18, JavaScript environment emulator 20, and/or ·web content 

optimization module 22 can be implemented as an executable module of 

programmed instructions for one or more of the methods described herein which 

is stored in a memory 26 and executed by one or more processors or CPUs 28 in 

15 the web content proxy server l 6. This technology provides a number of 

advantages including providing methods, non-transitory computer readable 

medium, and devices for more easily and effectively implementing web services 

on behalf of mobile computing devices. 

[0015] Referring more specifically to FIG. 1, rhe web content proxy server 

20 l 6 includes a central processing unit (CPU) 28 or processor, a memory 26, and an 

interface system 30 which are coupled together by a bus 32 or other link, although 

other numbers and types of components, parts, devices, systems, and elements in 

other configurations and locations can be used. The processor 28 in the web 

content proxy server 16 executes a program of stored instructions one or more 

25 aspects of the present invention as described and illustrated by way of the 

embodiments herein, although the processor 28 could execute other numbers and 

types of programmed instruc:1ions. 

[00161 The memory 26 in ihc web content proxy server l 6 stores these 

programmed instructions for one or more aspects of the present invention as 

3 0 described and illustrated herein, although some or all of the programmed 
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instructions could be stored and/or executed elsewhere. A variety of different 

types of memory storage devices, such as a random access memory (R.t\M) or a 

read only memory (ROM) in the system or a floppy disk, hard disk, CD ROM, 

DVD ROM, or other computer readable medium which is read from and/or 

5 written to by a magnetic, optical, or other reading and/or writing system that is 

coupled to the processor 28, can be used for the memory 26 in the web content 

proxy server 16. In some embodiments, the memory 26 includes a web service 

automator module 18, a JavaScript environment emulator 20, and a web content 

optimization module 22 comprising programmed instructions and/or configurable 

10 hardware logic for one or more aspects of the present invention as described and 

illustrated herein, although tile memory 26 can comprise other typc~s and numbers 

of systems, devices, and elements in other configurations which store other data. 

[0017! The web service automator module 18 can include programmed 

instructions andior logic configured to facilitate one or more of the methods 

15 described and illustrnted in detail below including receiving a web service request 

from one of the client devices 12(1)-12(n) and providing a web service response. 

TI1e JavaScript environmenl emulator 20 can include programmed instructions 

and/or logic configured to simulate a JavaScript environment for executing one or 

more JavaScript files, as described and illustrated in more detail below. The web 

20 content optimizarion module car1 include programmed instructions and/or logic 

configured to extract content relevant to a requesting client device 12(1)-12(n) and 

adapt, transform, or ot11erwise modify this extracted content to fit the 

specifications of the requesting client device 12(1 )-l 2(n). One or more of the web 

service automator module 18, the JavaScript environment emulator 20, or the web 

25 content optimization module 22 can also have other types and numbers of 

functions as described and illustrated herein. Additionally, one or more of'the 

web service automator module 18, the JavaScript environment emulator 20, or the 

web content optimization module 22 can be stored at and/or implemented by a 

separate device coupled to the web content proxy server 16 by one or more of the 

30 communication networks 24( l )-24(2), for example. 

[00181 The interface system 30 in the web content proxy server 16 is used 

to operatively couple and communicate between tlie web content proxy server 16, 
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the client devices 12( i }-12(n) and the server devices 14(] )· l 4(n) via the 

communication networks 24(1)-24(2), although other types and numbers of 

communication networks 24(1)-24(2) with other types and numbers of 

connections and configurations can be used. Additionally, one or more of the 

5 communication networks 24(1)-24(2) can include one or more networks, such as 

one or more local area networks (LANs) and/or wide area net\vorks (WANs). By 

way of example only, the communication net\vorks can use TCP/IP over Ethernet 

and industry-standard protocols, including hypertext transfer protocol (HTTP), 

secure HTTP (HTTPS), wireless application protocol (WAP), and/or SOAP, 

10 althoug.i-i other types and numbers of communication networks, such as a direct 

connection, modems and phone lines, e--mail, and wireless and hardwire 

communication technology, each having their own communications protocols, can 

be used. 

[0019] The dient devices 12( l )-12(n) enable a user to request, receive, 

15 and interact with applications, web services, and content hosted by the server 

devices l 4( i )- l 4(n) through the web content proxy server 16 via one or more 

communication networks 24([), although one or more of the client devices 12(l)-

12(n) could access content and utilize other types and numbers of applications 

from other sources and could provide a wide variety of other functions for the 

20 user. ln some examples, the client devices l2(1)-12(n) comprise mobile 

computing devices with Internet access that enable one or more web services to be 

accessed. By way of example only, the client devices 12(1 )- l 2(n) can be smart 

phones, personal digital assistants, or computers. 

100201 In some examples, the cliem devices 12(1)-12(n) include a central 

25 processing unit (CPU) or processor, a memory, a user input device, a display, and 

an interface system, which arc coupled together by a bus or other link, although 

one or more of client devices 12( l )-l2(n) can include other numbers and types of 

components, parts, devices, systems, and elements in other configurations. The 

processor in the client devices I 2(1 )-- l2(n) can execute a program of instructions 

30 stored in the memory of the client device 12( I )-l 2(n) for one or more aspects of 

the present invention a'l described and illustrated herein, although the processor 

could execute other numbers and 1ypes of programmed instrnctions. 
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[0021] The user input device in the client devices 12(1 )-12(n) can be used 

to input selections, such as a request for a particular web service, although the user 

input device could be used w input other types of requests and data and interact 

with other elements. The user input device can include keypads, touch screens, 

5 and/or vocal input processing systems although other types and numbers of user 

input devices can be used. 

[0022] The display the client device can be used to show data and 

information to the user, such as a response to the web service request by way of 

example only. The display in the client device is a phone screen display. although 

10 other types and numbers of displays could be used depending on the particular 

type of client device. 

[0023l The interface system in the client devices 12(1 )-12(n) can be used 

to operatively c:ouple and communicate between the client devices l 2(1 )-12(n). 

the web content proxy server 16, and the server devices 14(1 )--14(n) over the 

15 communication networks 24( 1 )-24(2). 

20 

[0024] The server devices 14(1} 14(n) provide content including web 

pages for use by one or more of the client devices 12( 1 )-12( n) via the web content 

proxy server l 6, although the server devices 14(1 )-l 4(n) can provide other 

numbers and types of functions. 

[0025] Each of the server devices J 4( l )-14(n) can include a central 

processing unit (CPU) or processor, a memory, and an interface system which are 

coupled together by a bus or other link, although each of the web server devices 

14(l)-J4(n) could have other numbers and types of components, parts, devices, 

systems, and elements in other configurations and locations. The processor in 

2 S each of the server devices 14( 1 )-14( n) executes a program of instructions stored in 

the memory of ihe server devices 14(1 )-14(n) for one or more aspects of the 

present invention as described and illustrated by way of the embodiments herein, 

although the processor could execute other numbers and types of programmed 

instrnctions. 
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10026] The interface system in each of the server devices 14(1 )- i 4( n) is 

used to operatively couple and communicate between the server devices l 4( l )-

14(n), the web content proxy server 16, and the client devices l2(i )- i2(n) via 

communicaiion networks 24( 1 )-24(2). 

S [0027] Although embodiments web content proxy server 16, the client 

devices l 2(1 )-12(n), and the server devices 14(1 )- l 4(n), are described and 

illustrated herein, each of the web content proxy server 16, the client devices 

l2(I)--12(n), and the server devices 14(1)-14(n), can be implemented on any 

suitable computer apparatus or computing device. H is to be understood that the 

10 apparatuses and devices of the embodiments described herein are for exemplary 

purposes, as many variations of the specific hardware and soft.vare used lo 

implement the embodiments arc possible, as will be appreciated by those skilled 

in the relevant art(s). 

[0028] Furthermore, r,ach of the devices of the embodimems may be 

15 conveniently implemented using one or more general purpose computers, 

microprocessors, digital signal processors, and micro-controllers, programmed 

according to the teachings of tbe embodiment'>, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

[0029! ln addition, two or more computing apparatuses or devices can be 

20 substituted for any one of the devices in any embodiment described herein. 

Accordingly, principles and advantages of distributed processing, such as 

redundancy and replication also can be implemented, as desired, to increase the 

robustness and performance of the devices of the embodiments. The 

embodiments may also be implemented on computer apparatuses or devices that 

25 extend across any suitable network using any suitable interface mechanisms and 

communications technologies, including by way of example only 

1elecmrnmmications in any suitable form (e.g., voice and modem), wireless 

communications media, wireless communications networks, celluiar 

communications networks, G3 communications netv,mrks, Public Switched 

30 Telephone Network (PSTNs), Packet Data Networks (PDNs), the Internet, 

intranets, and combinations thereof. 
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[00301 The embodiments may also be embodied as one or more non-

transitory computer readable medium having instructions stored thereon for one or 

more aspects of the present invention as described and illustrated by way of !he 

embodiments herein, as described herein, \vhich when executed by a processor, 

S cause the processor to carry out the steps necessary to implement the methods of 

the embodiments, as described and illustrated herein. 

[0031] An exemplary method for implementing web services will now be 

described below. This technology defines methods, non-transitory computer 

readable medium, and devices to implement web services using web site(s) and/or 

10 web page(s), and associated content and/or source code as the source data, to 

produce results including one or more web service responses. Additionally, as 

many web siJes depend on web cookies as a way to store and keep the state ofa 

transaction or session, web services implemenJed as described with this 

technology can extend the standard web service definition to include web cookies 

15 to keep the mapping between web services and a web si1e data source. 

[0032] This technology also utilizes a JavaScript environment emulator 20 

configured to make asynchronous JavaScript and XML (Ajax) calls and to execute 

web site transactions corresponding to the functionality implemented by web 

services. By way of example only, a JavaScript environment emulator 20 in a 

20 web contenJ proxy server l6 is illustrated and described in U.S. Patent Application 

Serial No. 12/802,670 entitled, "Methods For Utilizing A JavaScript Emulator In 

A Web content proxy Server And Devices Thereof' which is herein incorporated 

by reference in its entirety. 

[00331 As illustrated in FIG. l, tile web service automator moduie 18 can 

25 be an application comprising programmed instructions as described and illustrated 

herein and executed by the web content proxy server 16 that inJeracts with one of 

the client devices 12(1)-12(n) making a web service request and server device(s) 

l 4(l)-l 4(n) acting as the source data for the web service, although other 

configurations can be used. By way of example, the web service automator 

30 module l 8 can be a module in memory 26 executed by the web content proxy 

server 16. Optionally, ihe web content proxy server 16 can further execute the 
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web content optimization module 22 which can be used as a "preprocessor" that 

modifies web content before the content is passed to the web service automator 

module 18. 

[0034] Referring to FIG. 2, a diagram ofan exemplary login page 200, 

5 such as may be located at a *login.html unifonn resource locator (URL) or web 

address, where "*" is a wild card referring to a host name and/or one or more 

higher level domains, for example, and its HTJ\.,rL source code 202, is shown. The 

HTML source code 202 includes a fonn pointing to a /login.do script and having a 

"sessionid" hidden field, "user" and '1)asswd" 1ext fields for receiving inserted 

10 login credentials, and a submit button labeled "Login". 

[0035] When a user of one of the client devices l2(l)-l2(n) submits valid 

login credentials and engages the "Login" submit button on the web page 200 

with a user input device, the user can receive a web page, such as the exemplary 

web page 300 shov,n in FIG. 3. The web page 300 includes a welcome message 

15 and a list of link5 to access different functionalities and logout 

[0036] Further illustrated in FIG. 3 is the HTML source code 302 

associated with the successful login web page 300. Upon submission of the fonn, 

the submitted values for the "user" and "passwd" fields will be communicated 

along with the value for the hidden "sessionid" field. Optionally, the responding 

20 device, such as one of the server devices l4(l)-14(n), can use a set-cookie l1eader 

populated with the "sessionid" field value (e.g. sessionid=dhfumsn3942b) as a 

cookie to store identification infommtion for the session. Accordingly, in this 

example, an expected web service response for a submission including a valid 

username and password is XML data that can be rendered in a browser of the 

25 client device 12(1)-l2(n) and which includes a welcome message for the validated 

user such as "<message>welcome message ... </message>". 

[00371 Referring to FJG. 4, an exemplary method for implementing a web 

service is illustrated. In step 400, the web content proxy server l 6 executing the 

web service auiomator module 18 receives a web service request from one of the 

30 client devices l2(i)-12(n). Referring to a web service implementation of the login 
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process illustrated in FIGS. 2 and 3, the received web service request can be 

associated with a URL such as 

"https :/ /processor .com/ws/samplesite/login?username= jake&password= 123 ", 

where processor.com is the web site hosting the web service, /ws/ is a web 

5 application running a web service engine, samplesite/login is a URL substring 

identifying the web service, and the usemame and password are the two 

parameters of the web service. While the usemame and password are shown in 

this exemplary URL, the user name and password parameter values can be hidden 

using techniques that are well-known in the art. 

10 [0038] In step 402, the web content proxy server 16 executing the web 

service automator module 18 determines whether there is a JavaScript file 

corresponding to the web service. Accordingly, in the above example, the web 

content proxy server 16 executing the web service automa1or module 18 

determines whether there is a project in the memory called "samplesite" which 

15 contains a JavaScript file called "login.js". ff the web content proxy server 16 

executing the web service automator module 18 determines that the identified 

JavaScript file does not exist, then a No branch is taken to step 404. ln step 404, 

the web content proxy server 16 executing the web service autornator module 18 

sends an error page web service response to the requesting one of the client 

2 0 devices 12(1 )-12( n) indicating the web service is not available. 

[0039] If the web content proxy server 16 executing the web service 

amomator module 18 determines that tbc identified JavaScript file docs exist, then 

a Yes branch is taken to step 406. In step 406, the web content proxy server 16 

executing the web service automator module 18 communicates with the JavaScipt 

25 environment emulator 20 in order to generate a JavaScript environment, such as 

illustrated arid described by way of example only in U.S. Patent Application Serial 

No. 12/802,670 which is herein incorporated by reference in it.,;; entirety. 

[00401 Tn step 408, the web content proxy server 16 executing the web 

service automator module 18 creates a JavaScript object representing tlie web 

30 service, although the object can be generated in other manners. With reference to 

FIG. 5, in which JavaScript code 500 for implementing a function faciWating 
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generation of a web service response is shown, the JavaScript object can be named 

"webService", although other names can also be used. ln this example, the 

created JavaScript object contains the parameters of the web service request (e.g. 

user name and password values), as retrieved from the URL and/or through HTTP 

5 GET and/or POST commands, for example. 

[0041] In step 410, the web content proxy server 16 executing tile 

JavaScript environrnem emulator 20 executes a fcmction in the matching 

JavaScript file identified in step 402. In the example shown in FIG. 5, the 

function is named "service", although other functions and/or names, the identity 

10 of which is known by the web content proxy server 16, can also be used. The 

function is executed using the environment generated in step 406 and the created 

web service object as an input parameter. In this example, the "service" function 

uses a library, such as jQuery, that simplifies the use of Ajax inside the JavaScript 

environment in the JavaScript environment emulator 20 of the web content proxy 

15 server 16, although any other l:\mctions or libraries can also be used. The 

executed function is responsible for populating the created web service object 

(e.g. the "webService" object), with the necessary data to construct a web service 

response. 

[0042] The exemplary "servic:e" function shown in the JavaScript code of 

20 FIG. 5 retrieves the login.html page from the responding one of ,he server devices 

14(l)-14(n). Next, tile "service" function fills tile login.html form text fields with 

the parameters passed to the function as contained by the web service object input 

parameter ( e.g. "webService"). Once filled, the "service" function submits the 

form data to the "iogin.do" script indicated by the form action in the HTML 

25 source code 202, simulating submL'>sion of the form by the requesting one of the 

client devices 12(1)-l 2(n). The "login.do" script can, for exan1ple, validate the 

user name and password parameter values, although any other functionality can 

also be provided. 

[00431 In step 412, the web content proxy server 16 executing the web 

30 service automator module 18 generates a web service response based on the input 

web service object, as modified by the executed function. Accordingly, in the 
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example shown in FIG. 5, the "service" function fuither sets a "response" property 

of the "webService" web service object to include "<message>" and 

'"</message>" XML tags with a text message (e.g. "Hi Jake, welcome back!") 

inserted between the tags. Any other XML tags, or any ofher code capable of 

.5 being interpreted by the web service autumator module 18, and/or the browser of 

the requesting one oftbe client devices 12(1)-12(n), can be used to populate the 

web service object. Additionally, any other web service functionality can be 

provided by the JavaScript code 500. Accordingly, the web content proxy server 

16 executing the web service automator module 18 inspects the web service object 

10 returned from, and as modified by, the JavaScript environment emulator 20, and 

generates the wccb service response. 

[0044] In step 414, the web content proxy server 16 executing the web 

service automator module 18 provides the generated web service response to the 

requesting one of the client devices l2(1)-12(n). The response is in a form that 

15 can be rendered by lhe requesting one of the client devices 12(l)-12(n). 

Optionally, the web content proxy server 16 executing the web service automator 

module 18 includes a cookie, such as a cookie including tile sessionid information 

in this example, in order to maintain the state of the session between the 

requesting one of client devices 12(1 }-l2(n) and the responding one of the server 

20 devices 14(i)-14(n). 

[0045] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including providing methods, non--trnnsitory 

computer readable medium, and devices for more easily implementing web 

services with a web content proxy server. With this technology, a web content 

25 proxy server can implement a web service thereby allowing mobile computing 

devices to send and receive web service requests and responses even though the 

devices may not be capable of performing such functionality. Thereby, web 

services can be more effectively extended and utiiized by mobile computing 

devices. 

30 [0046] Having thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 
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intended to be presented by way of example only, and is not limiting. Various 

alterations, improvernems, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 

improvements, and modifications arc intended to be suggested hereby, and are 

5 witbin the spirit and scope of the invention. Additionally, the recited order of 

processing elements or sequences, or the use ofnumbers, letters, or other 

designations tlicrefore, is not intended to limit the claimed processes to any order 

except as may be specified in the claims. Accordingly, the invention is limited 

only by the following claims and equivalents thereto. 
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CLAIMS 

What is claimed is: 

l. A method for implementing a web service, the method 

comprising: 

5 detem1ining with a web content proxy server when a 

JavaScript file is associated with a received web service request; 

emulating with the web content proxy server a JavaScript 

environment when tbe determining indicates the JavaScript file is associated with 

the received web service request; 

10 creating with the web content proxy server a JavaScript 

object including one or more parameters of the received web service request; 

executing with the web content proxy server the JavaScript 

file associated with the received web service request in the emulated JavaScript 

environment using the the JavaScript object; 

15 constructing with the web content proxy server a web 

20 

25 

30 

service respon~e based on the JavaScript object as populated based on the 

executing; and 

providing with the web content proxy server the constructed 

,veb service response to a source of the received web service request. 

2. The method as set forth in claim l further comprising 

setting with the web content proxy server one or more cookies based on the 

constructed web service response. 

3. The method as set forth in claim 1 further comprising 

providing with the web content proxy server an error message to the source of tbe 

received web service request as a web service response when there is no 

determined JavaScript file associated with the received web service request. 

4. The method as set forth in claim l wherein the web content 

proxy server comprises at least one of a web service automator module, a web 

content optimization module, or a JavaScript environment emulator. 

ACCESSIBE LTD EXHIBIT 1004 
Page 1070 of 2149



CA 02839013 2013-12-10 

WO 2013/003455 PCTiUS2012/044395 

· 16 -

5. The method as set forth in claim 4 wherein the JavaScript 

environment emulator is configured to make asynchronous JavaScript and XML 

(Aja.x) calls and execute web site transactions corresponding to functionality 

5 implemented by one or more web services. 

10 

15 

20 

ZS 

6. The method as set forth in claim 1 wherein the recevied 

web service request comprises at least one of a GET HTTP request, a POST 

HTTP request, a PUT HTTP request, or a DELETE HTTP request. 

7. The method as set forth in claim 1 wherein the received 

web service request and the constructed web service response contain cookie and 

set-cookie headers, respectively. 

8. The method as set forth in claim l wherein the constructed 

web service response comprises one of a hypertext markup language (HTML), 

JavaScript Object Notation (JSON), or eXtensible Markup Language (XML) 

response. 

9. A non-transitory computer readable medium having stored 

thereon instructions for implememing a web service comprising machine 

executable code which when executed by at least one processor, causes the 

processor to perform steps comprising: 

determining when a JavaScript file is associated with a 

received web service request; 

emulating a JavaScript environment when the detennining 

indicates the JavaScript file is associated with the received web service request; 

creating a JavaScript object including one or more 

30 parameters of the received web service request; 

executing the JavaScript file associated with the received 

web service request in the emulated JavaScript environment using the the 

JavaScript object; 
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constructing a web ser11ice response based on the JavaScript 

object as populated based on the executing; and 

providing the constructed web service re,sponse to a source 

of the received web service request. 

10. The medium as set forth in claim 9 further having stored 

thereon machine executable code that when executed by the at least one processor 

cause the processor to perform steps farther comprising setting one or more 

cookies based on the constructed web service response. 

11. The medium as set forth in claim 9 farther having stored 

thereon machine executable code that when executed by the at least one processor 

cause the processor to perform steps further comprising providing an error 

message to tbe source of the received web service request as a web service 

15 response when there is no determined JavaScript file associated with the received 

web service request. 

12. The medium as set forth in claim 9 wherein the recevied 

web service request comprises at least one of a GET HTTP request, a POST 

20 HTTP request, a PUT HTTP request, or a DELETE HTTP request. 

25 

30 

13. The medium as set forth in claim 9 wherein the received 

web service request and the constructed web service response contain cookie and 

set-cookie headers, respectively. 

14. The medium as set forth in claim 9 wherein the constmcted 

web service response comprises one of a hypertext markup language (HTML), 

JavaScript Object Notation (JSON), or eXtcnsible Markup Language (XML) 

response. 

15. A web content proxy server, comprising: 

one or more processors; and 
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a memory coupled to the one or more processors which are 

configured to execute prograJTu-ned instructions stored in the memory comprising: 

determining when a JavaScript file is associated with 

a received web service request; 

emulating a JavaScript environment when the 

determining indicates the JavaScript file is associated with tbe received web 

service request; 

creating a JavaScript object including one or more 

parameters of the received web service request; 

10 executing the JavaScript file associated with the 

received web service request in the emulated JavaScript environment using the the 

JavaScript object; 

constrncting a web service response based on the 

JavaScript o~ject as populated based on the executing; and 

15 providing the constructed web service response !O a 

source of the received web service request. 

16. 11,e apparatus as set forth in claim 15 wherein the one or 

more processors arc further configured to execute programmed instrnctions stored 

20 in the memory further comprising setting one or more cookies based on the 

constructed web service response. 

17. The apparatus as set forth in claim 15 wherein the one or 

more processors are further configured to execute programmed instructions stored 

25 in the memory further comprising providing with the web content proxy server an 

error message to the source of the received web service request as a web service 

response wben there is no detennined JavaScript file associated with the received 

web service request. 

30 !8. The apparatus as set forth in claim 15 further comprising at 

least one of a web service automator module, a web content optimization module, 

or a JavaScript environment emulator. 
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19. The apparatus as set forth in claim 18 wherein the 

JavaScript environment emulator is configured to make asynchronous JavaScript 

and XML (Ajax) calls and execute web site transactions corresponding to 

functionality impiemented by one or more web services. 

20. The apparatus as set forth in claim i5 wherein the recevied 

web service request comprises at least one of a GET HTTP request, a POST 

HTTP request, a PUT ITTTP request, or a DELETE HTTP request. 

21. The apparatus as Sl't forth in claim l 5 wherein the received 

web service request and the constrncted web service response contain cookie and 

set-•cookie headers, respectively. 

22. The apparatus as set forth in claim 15 wherein the 

15 constructed web service response comprises one of a hypertext markup language 

(HTML), JavaScnpt Objeci Notation (JSON), or eXtensible Markup Language 

(XML) response. 
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ABSTRACT 

A method, non-transitory computer readable medium, and apparatus 

that processes cascading style sheets includes receiving a Ffypertext Transfer Protocol 

5 (HTTP) request for a web page from a client computing device. A type of browser 

from which the HTTP request originated is identified based on a user agent header 

included in the HTTP request At least one cascading style sheet (CSS) associated 

with the requested web page is obtained. The at least one CSS including a CSS 

property comprising at least a prefix fol!mved by a name. A determination is made 

10 whether the prefix of tbe CSS property matches an established value. A 

transformation fi.mction for the CSS property is applied, wben it is dctem1ined that the 

prefix of the CSS property matches the established value. The modified web page is 

sent to the requesting client computing device. 
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METHODS :FOR PROCESSING CASCADING STYLE SHEETS AND 
DEVICES THEREOF 

FIELD 

[0001] This technology generally relates to methods, non-transitory computer 

readable medium, and apparatuses for processing cascading style sheets (CSSs) 

included in web pages and, more particularly, for reducing the amount of code 

required to define CSSs. 

BACKGROUND 

[0002] Cascading style sheets (CSSs) are used by software developers to 

define the format, appearance, andior layout of web pages or to define media 

associated with web pages, such as animations. The interpretation of the properties of 

CSS code is browser-specific. For compatibility, developers often include multiples 

15 of each property and the rendering web browser utilizes only the properties it 

recognizes. An exemplary CSS code fragment 300 is illustrated in FlG. 3 as 

including six CSS properties 302(1)-302(6). The CSS properties 302(1)-302(4) are 

used by WebKit-based web browsers, the CSS property 302(5) is used by Mozilla 

FirefoxTM web browsers, and the CSS properiy 302( 6) is used by standards-compliant 

20 web browsers to define the "rounded border" class attribute. 

[0003] Due lo the multiple properties, defining CSSs can require a large 

amount of code, which may be complex andior difficuli to maintain. Communicating 

and rendering web pages with CSSs can also require a relatively large amount of 

resources and time Additionally, the implementations required for compatibility are 

25 exposed to the client computing devices, which may not be desirable. 

SUMMARY 

!0004] A method for processing cascading style sheets includes receiving at a 

web content proxy server a Hypertext Transfer Protocol (HTTP) request for a web 
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page from a client computing device. A type of browser from which the HTTP 

request originated is identified with the web content proxy server based on a user 

agem header included in the HTTP request. At least one cascading style sheet (CSS) 

associated \Vith the requested web page is obtained with tbe vveb content proxy server. 

5 The at least one CSS including a CSS property comprising at least a prefix followed 

by a name. A determination is made \vhether the prefix of the CSS property matches 

an established value with the \Veb content proxy server. A transformation function 

for the CSS property is applied ,vith the web content proxy server, when it is 

determined that the prefix of the CSS prope1ty matches the established value. The 

JO transformation function is configured to modify the web page to replace the CSS 

property based on the identified type of browser and the name of the CSS property. 

The modified web page is sent with the web content proxy server to the requesting 

client computing device. 

[0005] A non-transitory computer readable medium having stored thereon 

15 instructions for processing cascading style sheets including machine executable code 

which when executed by a processor, causes the processor to perfom1 steps including 

receiving an HTTP request for a web page from a client computing device. A type of 

browser from which the HTTP request originated is identified based on a user agent 

header included in the HTTP request. At least one cascading style sheet (CSS) 

20 associated with the requested web page is obtained. The at least one CSS including a 

CSS propetty comprising at least a prefix followed by a name. A detenninat1on is 

made whether the prefix of the CSS property matches an established value. A 

transformation function for the CSS property is applied, when it is determined that the 

prefix of the CSS property matches the established value. The transfom1ation 

25 function is configured to modify the web page to replace the CSS property based on 

the identified type of browser and the name of the CSS property. The modified web 

page is sent to the requesting client computing device. 

10006] ,t., web content proxy server apparatus includes a memory coupled to a 

processor which is configured to execute programmed instrnctions stored in the 
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memory comprising receiving as HTTP request for a web page from a client 

computing device. A type of browser from which the HTTP request originated is 

identified based on a user agent header included in the HTTP request At least one 

cascading style sheet (CSS) associated with the requested web page is obtained. The 

5 at least one CSS including a CSS property comprising at least a prefix followed by a 

name. A determination is made whether the prefix of the CSS prope1iy matches an 

established value. A transformation function for the CSS property is applied, when it 

is determined that the prefix of the CSS property matches the established value. The 

transformation function is configured to modify the web page to replace the CSS 

10 property based on the identified type of browser and the name of the CSS property. 

The modified web page is sent to the requesting client computing device. 

[0007} This technology provides a number of advantages including methods, 

non--transitory computer readable medium, and apparatuses that reduce the amount 

and complexity of code required to define web page CSSs. With this technology, 

15 developers can include a prefix to indicate that a CSS property should be transformed 

server-side to be compatible with a web browser of a client computing device that 

originated the request for the web page with the CSS. Accordingly, CSS code can be 

optimized and web pages with CSSs can be communicated relatively quickly to 

requesting client computing devices. 

20 BR[EF DESClUPTION OF THE DRAWINGS 

[0008] FIG. l is a block diagram of a network environment which 

incorporates an exemplary web content proxy server; 

[0009] FJG. 2 1s a flowchart of an exemplary method for processing a 

cascading style sheet (CSS) included in a 'vveb page; 

25 [0010] FlG. 3 is an exemplary cascading style sheet (CSS) code fragment 

defining a class attribute for a plurality of web browsers; 
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[OOH] FIG, 4 is an exemplary CSS code fragment defining the class attribute 

ofFTG. 3 and including a CSS property with an exemplary prefix indicating that the 

property requires transformation; 

[0012] FTG. 5 is an exemplary CSS code fragment defining the class attribute 

5 of FIG. 3 and including the CSS property of FTG 4 transfrmned for a standards

compliant web browser; 

10 

[0013] FICr. 6 1s an exemplary CSS code fragment defining the class attribute 

of FTG. 3 and including the CSS property of FIG. 4 transfonned for a Mozilla 

FirefoxTM web browser; and 

[0014] FIG. 7 is an exemplary CSS code fragmeni defining the class attribute 

of FIG. 3 and including the CSS property of FIG 4 transformed for a WebKit-based 

web browser. 

DETAILED DESCRIPTION 

!0015] An exemplary network environment l O is illustrated in FTG. l as 

15 including an exemplary web content proxy server 12. In this example, the web 

content proxy server 12 is coupled to a plurality of server computing devices 14(1 )-

14(n) and a plurality of client computing devices l 6(1 )- l 6(n) by communication 

net\vorks 18( l) and 18(2), although other types and numbers of devices, components, 

and elements in other topologies could be used. This technology provides a number 

20 of advantages including methods, norHransitory computer readable medium, and 

apparatuses for more efficiently processing cascading style sheets (CSSs) of a web 

page based on the web browser originating the request for the web page and without 

requiring that the web page include multiple prope1iies of the CSS for compatibility. 

[0016] Referring more specifically to FIG. l, the vvcb content proxy server 12 

25 includes at least one processor or central processing unit (CPU) 20, a memory 22, and 

a network interface 24, which are coupled together by a bus 26 or other link, although 

other numbers and types of components, parts, devices, systems, and elements in 
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other configurations and locations can also be used. The processor 20 in the web 

content proxy server i 2 may execute a program of stored instructions one or more 

aspects of the present invention, as described and illustrated by way of the 

embodiments herein, although the processor 20 could execute other numbers and 

5 ty1Jes of programmed mstructions. 

[00171 The rnemory 22 in the web content proxy server 12 stores these 

programmed instructions for one or more aspects of the present invention as 

described and illustrated herein, although some or al! of the programmed instructions 

could be stored and/or executed elsewhere. A variety of different types of memory 

l 0 storage devices, such as a R.AM or a ROM in the system or a floppy disk, hard disk, 

CD ROM, DVD ROM, or other non-transitory computer readable medium which is 

read from and/or written to by a magnetic, optical, or other reading an(i!or writing 

system that is coupled to the processor 20, can be used for the memory 22 in the web 

content proxy server 12, 

15 [0018] The network interface 24 in the web content proxy server 12 is used to 

operatively couple and communicate between the ,;veb content proxy server 12 and 

the client devices 16( l )- l 6(n) and server devices 14(1 )- l 4(n) via the commumcation 

networks 24(1) and 24(2), although other types and numbers of networks with other 

types and numbers of connections and configurations can also be used. For example, 

20 one or more of the communication networks 24(1) and 24(2) can include one or more 

networks, such as one or more local area networks (LANs) and/or wide area net\vorks 

(WANs) such as the Internet. By way of example only, the communication networks 

can use TCP/IP over Ethernet and industiy-standard protocols, including Hypertext 

transfer protocol (HTTP), secure HTTP (HTTPS), wireless application protocol 

25 (Vv'AP), and/or SOAP, although other types and numbers of communication networks 

having their own communications protocols, can also be used. 

[0019] Generally, the server computing devices 14(1)-14(n) process requests 

for web pages and other web content received from the client computing devices 

16( 1 )-16(n) via the communication networks 18(1) and 18(2) according to the HTTP-
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based protocol, for example, although the server computing devices 14(1 )- l 4(n) can 

also provide other numbers and types of functions. Each of the server computing 

devices 14(! )- l 4(n) can include a at least one processor or CPU, a memory, and a 

network interface, which are coupled together by a bus or other link, although each of 

5 the server computing devices 14(1 )-14(n) could have other numbers and types of 

components., parts, devices, systems, and elements in other configurations. TI1e 

processor in each of the server computing devices l 4(l )-14(n) executes a program of 

stored instructions for one or more aspects of the present invention, as descnbed and 

illustrated by way of the embodiments herem, although the processor cou]d execute 

10 other numbers and types of programmed instrnctions. 

[0020] The memory in each of the server computing devices 14( 1 )-14(n) 

stores these programmed instructions for one or more aspects of the present 

invention, as described and iilustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different types 

15 of memory storage devices, such as a RAM or a ROM in the system or a floppy disk, 

hard disk, CD ROM, DVD R01\1, or other non-transitory computer readable medium 

v,rhich is read from and/or written to by a magnetic, optical, or other reading and/or 

writing system that is coupled to the processor, can be used for the memory in each of 

the server computing devices 14(1)-14(11). 

20 [0021] The network interface in each oftbe server computing devices 14(l)-

14(n) is used to operatively couple and communicate between the server computing 

devices 14( J )-14(n) and the web content proxy server 12 and client computing 

devices i 6( 1 )-16(n) via the communication networks 24(1) and 24(2), although other 

types and numbers of communication networks with other types and numbers of 

25 connections and configurations can be used. Each of the server computmg devices 

] 6(1 )-16(n) may be hardware or sofovare or may represent a system with multiple 

servers in a pool, which may include internal or external networks. In this example 

the each of the server computing devices 16(1 )•· l 6(n) may be any version of 
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Microsoft® HS server or Apache® server, although other types of servers may be 

used. 

(0022] The client computing devices 12( l )- l 2(n) enable a user to request, 

receive, and interact ,vith applications, web services, and content hosted by the server 

5 computing devices 14( 1 )-14(n) through the web content proxy server 12 via the 

communication networks 24( 1) and 24(2), although one or more of the client 

computing devices 12(] }-12(n) could access content and utilize other types and 

numbers of applications from other sources and could provide a wide variety of other 

functions for the user. By way of example only, the client computing devices 12(1 )-

10 12(n) can be smart phones, personal digital assis1ants, or computers. 

In this exam pk, each of the client computing devices 16( 1 )- l 6(n) 

includes at least one processor or a CPU, a memory, a netv,'ork interface, a user input 

device, and a display, which are coupled together by a bus or other link, although one 

or more of client cornput ing devices 16( 1 )- l 6(n) can include other numbers and types 

i 5 of components, parts, devices, systems, and elements in other configurations. The 

processor in each of the client computing devices 16(1 )- l 6(n) can execute a program 

of instrnctions stored in the memory of each of the client computing devices 16(] )-

l 6(n) for one or more aspects of the present invention as described and illustrated 

herein, although the processor could execute other numbers and types of programmed 

20 instructions. 

[0024] The memory in each of the client computing devices 16(1 )-16(n) 

stores these programmed mstructions for one or more aspects of the present 

invent ton, as described and illustrated herein, although some or all of the programmed 

instructions could be stored and/or executed elsewhere. A variety of different types 

25 of memory storage devices, such as a RAM or a ROM in the system or a floppy disk, 

hard disk, CD ROM, or other non-transitory computer readable medium which is read 

from and/or written to by a magnetic, optical, or other reading and/or writing system 

that is coupled to processor can be used for the memory in each of the client 

computing devices 16(1)-16(n). Each of the client computing devices l 6(1 )-16(n) 
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can be configured to access web services and content through a web browser stored in 

the memory. 

[0025] The network interface in each of the client computing devices 16(1 )-

l6(n) is used to operatively couple and communicate between each of the client 

5 computing devices 16(1 )-16(n) and the web content proxy server J 2 and server 

computing devices 12(] )- l2(n) via the communication networks 18(1) and 18(2), 

although other tyves and numbers of communication networks with other types and 

numbers of connections and configurations can be used. 

f0026] The user input elev ice in each of the client compu1 ing devices 16( l )-

IO l 6(n) can be used to input selections, such as a request fr)r a particular web page, 

although the user input device could be used to input other types of requests and data 

and interact with other elements. The user input device in each of the client 

computing devices 16(l)-16{n) can include a keypad, touch screen, and/or vocal input 

processing system, although other types and numbers of user input devices can also 

be used. 

[0027] Tbe display in each ofthe client computing devices 16(l)-16(n) can be 

used to show data and infom1aiion to the user, such as a requested web page by way 

of example only. The display in each of the client computing devices 16(1 )-16(n) can 

be an LCD, LED, or OLED display, for example, although other types and numbers 

20 of displays could be used depending on the particular type of client computing device 

16(1 )-16(n). 

[0028] Although embodiments of the web content proxy server 12, client 

computing devices l 6(1 )- l 6(n), and server computing devices 14( 1 )- l 4(n) are 

described and illustrated herein, each of the web content proxy server 12, client 

25 computing devices l6(l)-16(n), and server computing devices l4(1)-14(n) can be 

implemented on any suitable computer apparatus or computing device. It is to be 

understood that the apparatuses and devices of the embodiments described herein are 

for exemplary purposes, as many variations of the specific hardware and software 
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used to implement the embodiments are possible, as will be appreciated by those 

skilled in the relevant art(s). Furthermore, each of the devices of the embodiments 

may be conveniently implemented using one or more general purpose computers, 

microprocessors, digital signal processors, and micro-controllers, programmed 

5 according to the teachings of the embodiments, as described and illustrated herein, 

and as will be appreciated by those ordinary skill in the art. 

!0029] In addition, two or more computing apparatuses or devices can be 

substituted for any one of the devices in any embodiment described herein. 

Accordingly, principles and advantages of distributed processing, such as redundancy 

10 and replication also can be implemented, as desired, to increase the robustness and 

performance of the devices ofihe embodiments. The embodiments may also be 

implemented on computer apparatuses or devices that extend across any suitable 

network using any suitable interface mechanisms and communications technologies, 

including by way of example only telecommunications in any suitable fom1 (e.g., 

15 voice and modem), wireless communications media, wireless communications 

networks, cellular communications networks, G3 communications net1vvorks, Public 

Sv,·itched Telephone Network (PSTNs), Packet Data Networks (PDNs), the Tntemet, 

intranets, and combinations thereof. 

[0030] The examples may also be embodied as a non-transitory computer 

20 readable medium having instructions stored thereon for one or more aspects of the 

present technology as described and illustrated by way of the examples herein, as 

described herein, which when executed by a processor, cause the processor to carry 

out the steps necessary to implement the methods of the examples, as described and 

illustrated herein. 

25 [0031] An exemplary method for processing cascading style sheets (CSSs) 

included in a web page will now be described with reference to FIGS. 1-7. Referring 

specifically to FIG. 2, in step 200, the web content proxy server 12 receives a 

Hypertext Transfer Protocol (HTTP) request for a web page from one of the client 

computing devices 16( 1 )- l 6(n) via the communication network 18( 1 ). 
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[0032] In step 202, the web content proxy server 12 identifies a type of web 

browser from which the HTTP request received in step 200 originated. In this 

example, the HTTP request can include a user agent header which includes 

information regarding the originating web browser including at least the type of the 

5 web browser. In step 204, the web content proxy server 12 retrieves the requested 

web page from one of the server computing devices 14(1)-14(11), although the web 

page could be retrieved from other types of computing devices. 

[0033] In step 206, the web content proxy server 12 determines whether the 

retrieved web page has an associated CSS. In this example the CSS is included in the 

10 source code for the web page. However, in other examples, the web page source code 

references a separate external file which includes a CSS. In examples m which a CSS 

is defined in a separate file, the init ia Hy-requested web page source code may cause a 

web browser of the requesting one of the client computing device 16(1)-16(11) to 

submit a request for the file. The web content proxy server 12 can parse the web page 

l 5 or the file retrieved from the one of the server computing devices 14( l )- 14( n) to 

identify character strings associated with a CSS included therein, for example, 

although other methods of determining vvhether the web page has an associated CSS 

can also be used. 

[0034] If the web content proxy server ] 2 detcm1ines that the retrieved web 

20 page does not have an associated CSS, then the No branch is taken io step 208. In 

step 208, the retrieved web page is sent to the requesting one of the client computing 

devices 16( 1 )-l 6(n). Optionally, the web content proxy server 12 can perform other 

optimizations on the web page prior to forwarding the ,.veb page to the requesting one 

of the client computing devices l6(1)-l6(n), such as optimizing the web page for 

25 display on a mobile computing device, for example. 

[0035] Referring back to step 206, if the web content proxy server 12 

determines that the retrieved web page does have an associated CSS, then the Yes 

branch is taken to step 210. In step 210, the web content proxy server 12 detem1ines 

whether a prefix of one of the CSS properties of the CSS matches an established 

ACCESSIBE LTD EXHIBIT 1004 
Page 1092 of 2149



CA 02843938 2014-02-21 

- ll ·-

value. The established value can be set by an administrator and stored in the memory 

22 of the web content proxy server 12, for example. The established value can also 

be shared with web page developers. If the 1,veb content proxy server 12 determines 

that the prefix of the CSS property does match the established value, then the Yes 

5 branch is taken to step 212. 

[0036] Referring to FIG. 4, an exemplary CSS code fragment 400 defining the 

"rounded_border" class attribute of FIG. 3 is illustrated. ln this example, the CSS 

code fragment 400 includes a CSS property 402 with a "-u-" prefix. In this example, 

the "-u-" prefix matches the established value, although the established va luc can be 

10 any value that does not match a prefix used by a web browser (e.g. "-webkit-" or''

rnoz-"). 

[00371 Referring back to FIG. 2, in step 212, the web content proxy server 12 

determines whether a transformation function is stored in the memory 22 for the CSS 

property based on the type of web browser identified in step 202 and a name of the 

l 5 CSS property (e.g. "border-radius" of the CSS property 402). In this example, the 

web content proxy server 12 can store transformation functions for a plurality ofCSS 

properties and a plurality of web browsers. The transformation functions are 

configured to modify the web page to replace a CSS property with one or more CSS 

properties that are recognized by the web browser of the requesting one of the client 

20 computing devices 16( l )-16(n) and that provide equivalent fonctionality. If the web 

content proxy server 12 determines that there is a transformation function for the CSS 

property and the identified type of 'Neb browser, then the Yes branch is taken to step 

214. 

10038] In step 214, the web content proxy server 12 applies the transfomiation 

25 function to the CSS property of the web page Referring to FIGS. 5-7, exemplary 

CSS code fragments 500, 600, and 700 defining the "rounded __ border" class attribute 

of FIG. 3 are illustrated. The CSS code fragments 500,600, and 700 include the CSS 

property 402 ofFlG. 4 transformed for a standards-compliant, Mozilla Firefox TM, and 

WebKit-based type of web browser, respectively, into the CSS properties 502, 602, 

ACCESSIBE LTD EXHIBIT 1004 
Page 1093 of 2149



CA 02843938 2014-02-21 

.. 12 -

and 702. Although one example of a transfom1ation and web browser is illustrated 

and described here, other types of transformations and other types web browsers can 

also be used. 

[0039] In the examples shown in FIGS. 5-7, the applied transformations 

5 replace !he prefix of the CSS property, but in another example one or more of the 

CSS property prefix, name, or value (e.g. ''5px l 0px l 5px 20px" of the CSS property 

402) can be removed, replace, or modified. Additionally, the CSS property 402 is an 

example of a CSS rule, but the CSS property can also be a CSS extension function or 

any other tyl)e of CSS statement or declaration. 

[0040] In step 216, the web content proxy server 12 determines whether there 

is an additional CSS property included in the CSS. For example, the CSS can mcludc 

multiple class attributes having at least one CSS property and/or one or more class 

attributes with multiple CSS properties. If the web content proxy server 12 

detennines that the CSS includes an additional CSS property, then the Yes branch is 

15 taken to step 210. Optionally, in this example steps 2 l 0--214 would be repeated for 

each CSS property included in the CSS. 

[0041] If in step 216 the vveb content proxy server 12 determines that there is 

no additional CSS property, then the No branch is taken to step 218. ln step 218, the 

web content proxy server 12 detennines whether the retrieved web page includes an 

20 additional CSS if the web content proxy server 12 detem1ines that there is an 

additional CSS, then the Yes branch is taken to step 2 l 0. Optionally, in this example 

steps 210-216 would again be repeated for each additional CSS included in the 

retrieved web page. 

[0042] J t~ in step 218, the web content proxy server l 2 detem1ines there is no 

25 additional CSS, then the No branch is taken to step 208. In step 208, the web page, 

\.Vhich may have come from step 206 or may have been modified based on any 

transformation functions applied in step 214, is sent to the requesting one of the client 

computing devices l 6(1 )- l 6(n). 
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l0043] Referring back to step 210, if the web content proxy server 12 

detem1ines that the prefix of the CSS property does not match the established value, 

then the No branch is taken to step 216. In step 216, the web content proxy server 12 

determines whether the CSS includes an additional CSS property, as described and 

5 illustrated earlier. 

[0044] Additionally, referring back to step 212, if the web content proxy 

server 12 determines that there is not a transfom1ation function for the CSS property 

and the identified type of web browser, then the No branch is optionally taken to step 

220. 1n step 220, the web content proxy server 12 removes the CSS property from the 

10 retrieved web page. Since the CSS property includes a prefix matching an established 

value and that the web browser of the requesting one of the client computing devices 

16(1 )-16(n) will not recognize, the CSS property will not be interpreted by the web 

browser and can be removed. Once removed, the web content proxy server 12 

determines, in step 216, whether the CSS includes an additional CSS property, as 

15 described and illustrated earlier. 

[0045] Accordingly, as illustrated and described herein this technology 

provides a number of advantages including improved methods, non-transitory 

computer readable medium, and apparatuses for reducing the amount of code required 

to define web page CSSs. With this technology, developers can indicate, using an 

20 established prefix value, CSS properties that are to be irnnsfi:mned to be compliant 

with a web browser from which a request for the \,Veb page included the CSS 

originated. Thereby, developers can define web page CSSs using less and simpler 

code, which can advantageously be optimized server--side for each requesting web 

browser. 

25 [0046] Havmg thus described the basic concept of the invention, it will be 

rather apparent to those skilled in the art that the foregoing detailed disclosure is 

intended to be presented by way of example only, and is not limiting, Various 

alterations, improvements, and modifications will occur and are intended to those 

skilled in the art, though not expressly stated herein. These alterations, 
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improvements, and modifications are intended to be suggested hereby, and are within 

the sp!rit and scope of the invention. Additionally, the recited order of processing 

elements or sequences, or the use of numbers, letters, or other designations therefore, 

is not intended to limit the claimed processes to any order except as may be specified 

5 in the claims. Accordingly, the invention is limited only by the following claims and 

equivalents thereto. 
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CLAIMS 

What is claimed is: 

1. A method for processing cascading style sheets, comprising: 

receiving at a web content proxy server a Hypertext Transfer 

Protocol (HTTP) request for a web page from a client computing device; 

identifying with the web content proxy server a type of browser 

from which the HTTP request originated based on a user agent header included in the 

HTTP request; 

obtaining with the web content proxy server at least one 

cascading style sheet (CSS) associated with the requested web page, the at least one 

CSS including a CSS property, the CSS property comprising at least a prefix followed 

by a name; 

determining with the web content proxy server whether the 

15 prefix of the CSS property matches an established value; 

applying with the web content proxy server a transformation 

function for the CSS prope1iy, the transfi.nmation function configured to modify the 

CSS to replace the CSS property based on the identified type of browser and the 

name of the CSS property, when the detem1ining indicates a match bet\veen the prefix 

20 of the CSS property and the established value; and 

25 

sending with the web content proxy server the modified CSS to 

the requesting client computing device. 

" L.. The method as set forth in claim 1, further comprising: 

determining with the web content proxy server whether there is 

a transfi:.mnation function for the CSS property based on the identified type of 

browser and the name of the CSS property, when it is detcnnined that the prefix of 

the CSS propetiy matches the established value; and 

ACCESSIBE LTD EXHIBIT 1004 
Page 1097 of 2149



CA 02843938 2014-02-21 

- 16 -

removing with the web content proxy server the CSS property, 

when the determining indicates a match between the prefix of the CSS property and 

the established value. 

5 3. The rnethod as set forth in claim I, wherein the CSS property 

10 

further comprises at least one value following the name of the CSS property and the 

transformation function is further configured to replace the prefix or the value of the 

CSS properiy. 

4. The method as set forth in claim 1, further comprising: 

determining with the web content proxy server whether the at 

least one CSS includes one or more other CSS properties; and 

repeating with the \Neb content proxy server the detem1ining 

whether the prefix: of the one or more other CSS properties matches the established 

15 value and the applying the transformation fonction for the CSS property for each of 

the one or more other CSS properties prior to sending the modified CSS to the 

requesting client computing device. 

5. The method as set forih in claim l, whcrem the CSS property is 

20 a CSS rule or a CSS extension function. 

6. A non-transitory computer readable medium having stored 

thereon instrnctions for processing cascading style sheets comprising machine 

executable code vvhich when executed by a processor, causes the processor to 

25 perform steps comprising: 

receiving a Hypertext Transfer Protocol (HTTP) request for a 

web page from a client computing device; 

identifying a type of browser from which the HTTP request 

originated based on a user agent header included in the HTTP request; 
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obtaining at least one cascading style sheet (CSS) associated 

with the requested web page, the at least one CSS including a CSS property, the CSS 

property comprising at least a prefix followed by a name; 

determining 1,vhether the prefix of the CSS property matches an 

5 established value; 

applying a transformation function for the CSS property, the 

transformation function configured to modify the CSS to replace the CSS property 

based on the identified type of browser and the name of the CSS property, when the 

determining indicates a match between the prefix of the CSS property and ihe 

10 established value; and 

sending the modified CSS to the requesting client computing 

device. 

7. The medium as set forth in claim 6, further having stored 

15 thereon instructions comprising machine executable code which when executed by 

the processor causes the processor to perfom1 steps further comprising: 

determining whether there is a transformation function for the 

CSS property based on the identified type of browser and the name of the CSS 

property, when the determining indicates a match between the prefix of the CSS 

20 property and the established value; and 

removing the CSS property, when it is determined that there is 

not a transformation function for the CSS property. 

8. The medium as set frnih in claim 6, wherein the CSS property 

25 further comprises at least one value following the name of the CSS prope1iy and the 

transformation function is forth er configured to replace the prefix or the value of the 

CSS property. 
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9. The medium as set forth in claim 6, further having stored 

thereon instructions comprising machine executable code which when executed by 

the processor causes the processor to perform steps further comprising: 

detem1ining whether the at least one CSS includes one or more 

5 other CSS properties; and 

repeating the determining whether the prefix of the one or more 

other CSS properties matches the established value and the applymg the 

transformation function for the CSS property for each of the one or more other CSS 

properties prior to sending the modified CSS to the requesting client computing 

10 device. 

15 

10. The medium as set forth in claim 6, wherein the CSS properiy 

is a CSS rule or a CSS extension function. 

11. A web content proxy server apparatus, comprising: 

a memory coupled to a processor which is configured to 

execute prograrnmed instructions stored in the memory comprising: 

receiving a Hypertext Transfer Protocol (HTTP) request 

fbr a web page from a client computing device; 

20 identifying a type of browser from which the HTTP 

request originated based on a user agent header included in the HTTP request; 

obtaining at least one cascading style sheet {CSS) 

associated with the requested \.veb page, the at least one CSS including a CSS 

property, the CSS property comprising at least a prefix followed by a name; 

25 detem1ining whether the prefix of the CSS property 

matches an established value; 

applying a transformation function for the CSS 

property, the transformation function configured to modify the CSS to replace the 

CSS property based on the identified type of browser and the name of the CSS 
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