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(57] ABSTRACT

A courier electronic payment system provides customers,
merchants, and banks with a secure mechanism for using a
public network as a platform for credit card payment ser-
vices. The system governs the relationship between a
Customer, Merchant, and Acquirer Gateway to perform
credit card purchases over such networks as the Internet. The
system uses a secure connection to simplify the problem of
Internet-based financial transactions in accordance with an
electronic payment protocol that secures credit card pay-
ments and certifies infrastructure that is required to enable
all of the parties to participate in the electronic commerce,
as well as to provide the necessary formats and interfaces
between the different modules and systems.
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ELECTRONIC COMMERCE USING A
SECURE COURIER SYSTEM

BACKGROUND OF THE INVENTION

1. Technical Field

The invention relates to the processing of commercial
transactions. More particularly, the invention relates to the
secure processing of on-line commercial transactions.

2. Description of the Prior Art

A fast-growing trend on the Internet is the ordering and
provision of information, goods, and services via the World
Wide Web, electronic mail, and other means. A key issue for
related to such electronic commerce is the authorization and
satisfaction of payment for such goods and services in an
efficient. reliable, and secure manner. A number of organi-
zations have addressed this issue by establishing proprietary
payment systems which vary widely in design, performance,
and security features.

See. for example M. Linehan, G. Tsudik, Internet Keyed
Payments Protocol (iKP), Internet-Draft <draft-tsudik-ikp-
00.txt> (July 1995) (an architecture for secure payments that
involves three or more participants in which a base protocol
includes a number of options that can be selected to meet
varying business or security requirements, for example by
applying cryptographic techniques to minimize potential
risks concerning payments over the open Internet).

See, also L. Stein, E. Stefferud, N. Borenstein, M. Rose,
The Green Commerce Model, First Virtual Holdings, Inc.,
October 1994 (http://www.infohaus.com); N. Borenstein,
M. Rose, The application/green-commerce MIME Content-
type, First Virtual Holdings, Inc., October 1994 (http://
www.infohaus.com); and Encryption and Internet
Commerce, First Virtual Holdings, Inc., 1995 (http:/
www.infohaus.com); and First Virtual Holdings, Inc., Wired,
pp. 51 (October 1995), MacWorld, pp. 114 (November
1995) (an on-line transaction clearing house in which
accounts are established off-line via telephone, and in which
a transaction requires an account number, where each trans-
action is confirmed by the clearing house via email);
CyberCash, MacWorld, pp. 114 (November 1995) (an elec-
tronic payment system that uses cryptography to prevent
eavesdroppers from stealing and unscrupulous merchants
from overcharging); NetCheque, University of Southern
California, MacWorld, pp. 114 (November 1995) (an on-line
checking system in which an account holder can send an
electronic document that a recipient can deposit electroni-
cally into a bank account as a check, where the document
contains the name of the payer, financial institution, payer’s
account number, payee’s name, and amount of check, and
which includes a digital signature of the payer and which
may include a digital signature of a payee); and DigiCash,
MacWorld, pp. 114 (November 1995) (an Internet payment
systems, referred to as eCash, that provides digital money
without an audit trail, thereby protecting the privacy of
parties to the transaction).

Additionally, electronic commerce systems have been
proposed by Visa International Service Association in col-
laboration with Microsoft Corporation (Secure Transaction
Technology, using digital signature to authenticate a credit
card and merchant decal; see http://www.visa.com); and
MasterCard (Secure Electronic Payment Protocol, a collec-
tion of elements including an authorized holder of a bank-
card supported by an issuer and registered to perform
electronic commerce, a merchant of goods, services, and/or
information who accepts payment from the holder
electronically, a MasterCard member financial institution
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that supports merchants by providing service for processing
credit card based transactions, a certificate management
system that provides for the creation and distribution of
electronic certificates for merchants, financial institutions,
and cardholders, and a network to interface the merchants,
financial institutions, cardholders, and certificate manage-
ment system; see http://www.mastercard.com). Payments in
the real world are accomplished via such mechanisms as
cash, checks, credit and debit cards, money, and postal
orders. Electronic equivalents of all these payment systems
are being developed. For example, iKP, ibid., addresses a
subset of these mechanisms that involve direct payment
transfers among accounts maintained by banks and other
financial organizations. This includes credit and debit card
transactions, as well as electronic check clearing, but
excludes electronic cash and money orders because these
require very different mechanisms. The stated goal of iKP is
to enable Internet-based secure electronic payments while
using the existing financial infrastructure for payment autho-
rization and clearance. The intent is to avoid completely, or
at least minimize, changes to the existing financial infra-
structure outside of the Internet.

Payment systems incorporate tradeoffs among cost,
timeliness, efficiency, reliability, risk management, and con-
venience. For example, some systems attempt to suppress
fraud by inducing payment delays. Security in payment
systems means minimizing risk to a level acceptable to
participants. Risk managementin existing systems is accom-
plished by varying combinations of technology, payment
practices, insurance, education, laws, contracts, and enforce-
ment. The state of the art uses cryptographic technology,
such as public-key cryptography, to support payments
among parties who have no preexisting relationship in a
scalable manner.

Many existing cryptographic protocols, such as SSL (K.
E. B. Hickman, The SSL Protocol, Internet Draft <draft-
hickman-netscape-ssl-00.txt>, April 1995), SHTTP (E.
Rescorla, A. Schiffman, The Secure HyperText Transfer
Protocol, Internet Draft <draft-rescorla-shttp-0.txt>,
December 1994), PEM (J. Linn, Privacy Enhancement for
Internet Electronic Mail: Part I: Message Encryption and
Authentication Procedures, RFC 1421, February 1993),
MOSS (S. Crocker, N. Freed, J. Galvin, MIME Object
Security Services, Internet Draft <draft-ietf-pem-mime-
08.txt>, March 1995), and IPSP (R. Atkinson, Security
Architecture for the Internet Protocol, Internet Draft <draft-
ietf-ipsec-arch-02.txt>, May 1995), provide security func-
tions for pairwise communication. For example, SSL pro-
vides privacy and authentication, but no non-repudiation,
between clients and servers of application-layer protocols
such as HTTP and FTP. Many payment systems involve
three or more parties, i.c. buyer, seller, and bank. In such
systems, certain types of risk can be ameliorated by sharing
sensitive information only among a subset of the parties. For
example, credit card fraud can be reduced by transmitting
credit card account numbers between buyers and banks
without revealing them to sellers.

As the Internet continues to grow, a significant portion of
the economy may become inextricably interwoven with
Internet-based on-line transactions. It would therefore be
advantageous to provide a secure, reliable, and efficient
mechanism for implementing transactions associated with
on-line commerce.

SUMMARY OF THE INVENTION

A courier electronic payment system provides customers,
merchants, and banks with a secure mechanism for using a
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