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of Entilement Contra! Messages (ECMs} for
the encrypted content.

The method of claim 29, further comprising:

praviding an ECM set to a reseller upon com-

nlelion of licensing/authorizationof rights to the
content and

generating an encryption record (ER}, describ-
ing ihe scheme by which the content was en-
crypied and the number of associated ECMs.

The method of claim 21, wherein the cryptic period
comprises a number of packets separated by at
least one recurring marker.

The method of clairn 31, wherein:

the recurring rnarkeris an 1-frame header; and
further comprising:

changing the cryptographic key every time
n i-frames pass, where n>.

The method of claim 21, wherein:

the crypto period comprises a variable number
of packets in the strearning content.

The method of claim 33, further comprising:

establishing upper and lower constraints on the

crypio period;
changing the crypto-peried randomly within the
upper and lower constraints using a pseudo-
random algorithm;

calculating a number of packets for each crypto
period and changing the key after that number
of packets; and
generating an index file indicating at which

packet numbers the encryption key should be
changed.

The method of clairn 34, furher comprising:

selecting the upper and lower constraints for
crypio periods within the performance timits of

a distribution/playback system.

The method of claim 34 or claim 35, further com-

prising:

choosing an initial key and beginning encryp-
tion of the stream;

when a number of packeis have been encrypt-
ed, using the pseudo-random algorithm to se-
lect a new value for the number of packets to

be encrypted by a new key;
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generaling the new key, and resurning encryp-
tion until ihe new number of packets has been
encrypted; and
repeating ihe process, generating a newpacket

count and a new key for segments of the
streaming content.

The method of claim 3 6, cornprising:

as each segmentis encrypted, storing an index
number indicating the packet at which the seg-
ment begins, and saving information about the
encryption key; and

generating an index file of all of the index num-
bers so that a multiplexing process can deter-
mine the points within the stream wherethe an-
cryption keys were changed to synchronize in-

sertion of corresponding ECMs..

The method of clam 37, wherein:

the index nurnbers are selected from packet
numbers within the streaming content, packet
counts associated with each separately er-
crypied segment, or any other index number

suitable for use by a raultiplexing engine in de-
termining which packets are associated with
each separately encrypted segment.

The mathod of any one of claims 21 io 38, further
comprising:

generating an Entitlement Control! Message

{ECM}for each separately encrypted crypto pe-
riod: and

maintaining the ECMs separately from the en-
crypted streaming content.

The mathod of any one of claims 21 io 39, further
comprising:

saving information about the encryption key for
each encrypted segment; and
encoding the encryption keys into a sei of En-

titlement Control Messages (ECMs)}.

The method of any one of claims 21 to 40, further
comprising:

selecting a crypto period consistent with the

known performance limitations of elements of
a VOD delivery and playback infrastructure.

The method of any one of claims 21 fo 41, further

comprising:

maintaining the ancrypted content separately
from any information aboutits encoding and en-
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eryption.

The method of any one of claims 24 to 38, further

comprising:

storing inforrnation about all of the encryption
keys used to encrypt the program content in a

sequential order in which they were used fo er-
crypt the program content.

The method of any one of claims 21 fo 38, further
comprising:

generating an encryption record defining the
encryption method and other relevant encryp-
tion parameters;

staring the encryption record; and
associating the encryption record with the
streaming content.

A system for delivery of pre-encrypied program
content cornprising;

means for encoding the program content into
digital form;

means for encrypting the encoded content;
and

means for segmenting the encoded content
into a plurality of segments, and using a different

cryptographic key for encrypting each segment.

The system of claim 45, further comprising:

managing the encrypting of the content by per-
mitting encryption only if valid licensing exists.

The system of claim 45, further comprising:

means for transmitting the encrypted cantent to
a receiver.

The system of claim 47 further comprising:

a receiver for receipt of ihe encrypted program
content including means for receiving the er-
crypted content and storing if in a server from
which it can be re-transmitted to end-users.

The system of claim 48 further comprising:

at the receiver, means for requesting program
content, for receiving encryption records defin-
ing how the requested program cantent is en-
crypted, and for receiving Entitlement Control

messages (ECMs) associated with the encryp-
tion of the programcontent.

The system of claim 48 or claim49 further compris-

ing:
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at the receiver, means for receiving requests
from end users for program content, and for
verifying that appropriate authorizations are in
place for the end user fo view the requested
content.

The systern of claim 50, further comprising:

means for delivering the requested, encrypted
content to the end user's VOD playback device
and for generating an Entitlement Management

Message (EMM) for the requested content for
delivery to the VOD playback device.

The system of any one of claims 45 to 51, wherein
each segment represents a crypto period, and the
rneans for encrypting comprises means for chang-

ing the cryptographic key each time the time interval
passes.

The systemof claim 45, wherein each segment rap-

resenis a fixed number of content packeis, and the
meansfor encrypting comprises means for chang-
ing the cryptographic key for each of a olurality of
the fixed nurmber of content packets.

. The system of claim 45, wherein each segment rep-
resenis a crypto period, and the means for encrypt-
ing comprises means for changing the cryptograph-

ic key for each of a number of packets separated
by at least one recurring marker.

The sysiem of claim 45, wherein each segment rep-

resenis a variable number of content packets, and
the means for encrypling comprises means for
changing the cryptographic key for each of a plural-
ity of the variable number of content packeis.
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for a plurality of the screens are arranged one adjacent

(54) Method and system for generating a playlist for digital cinema

{57} A method is described for scheduling a playlist
from digital content supplied to a server in a multi-screan
 

digital cinema theater, where the playlist includes com-
ponents of the content stored in the server and repre-

senis a digital entity that is subsequently projected in
the digital cinema theater. The method includes the

steps of: (a) generating and displaying a table ofplayl-
ists currently available for scheduling, each playlist dis-

playad along with its run time; (6) generating and dis-
playing a schedule table showing a schedule view for
each screen as an elongated timeline bar representing
a time dimension, wherein the slongaied timeline bars
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the otherrelative to a displayed time axis to provide an
overall perspective of the schedules for the screens of

the theater; (c) selecting a playlist from the table of play-
lists and specifying a scheduled start time and a selact-

ed screen; and (d) updating the schedule table by in-
serting the selected playlist as an elongated element in-

to the elongated tirneline bar for the selected screen,
wherein the element starts at the scheduled start time

and has a time dimension corresponding to the run time
of the selected playlist, whereby the updated schedule

e the selected playlist for the
 

table is used to schedul
selected screen.
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Description

{0004} This invention is related io the field of digital

cinema, and moreparticularly to the preparation, sched-
uhng and use of digitized motion picture information in
a multi-theater environment.

{6062} Today, motion picturas - fromfeature films, to
film based commerciais - are distributed and exhibiled

largely in the form of film. Studios produce film masters,
and distributers produce filra copies that are then dis-
tributed to theatres for exhibition. in the theatre, espe-
cially mulii-sereen ‘cineplexes', incoraing films need to

be scheduled for exhibition. Specifically, the theatre
homeoffice and the theatre manager delermine the au-
ditorium and show timesfor a particularfilm. A schedule
is compiled, usually describing the theatre exhibition

olan for 1-2 weeks, or until an new feature is acquired.
Executing a schedule typically entails moving huge rolls
of film from one projectorstation to anotherstation; pre-
paring the newfeature showing by splicing separate

reels of film together, adding film trailers and ‘railing ad-
vertisements' to the beginning. Overall, itis a laborin-
iansive process.
{6063} There have been aitempts in the priorart to au-

tomate the contro! of movie display electronics in a film
cinema system. For instance, in U. S. Patent No.
6,384,893 B1, which is entitled "Cinema Networking
System” and was issued May 7, 2002, such a system

includes a cinema controller which receives as input, in-
formation regarding start times of movies and content
of corresponding film reels. The information can be input
8 varialy of ways. In one embodiment, the information

is manually entered into a file or database for subse-

quent reference. The publication shows (Fig. 4} an entry
form that may be displayed. In this embodirnent, an op-

erator enters, either via a keyboard and/or by using a
cursor control device, a description of the content of the
film reels including the duration and filrn format of each
segment. In addition, a film identifier, such as the tlle,
is supplied along with the times it is to be played in a

particular projection room. Other embodiments are also
contemplated. For example, ihe information may be re-
ceived or downloaded from a remote centralized loca-

tion. Alternately, the inforrnation may be retrievable from
a web site maintained to contain such information.

(0004) Overthe last fewyears, the digitization of film
has become very commonfor the purpose of integrating
‘computer generated special effects in scene content.

Digilized content turns oul be much easier fo handle,
from the point of view of making copies, storing, distrib-
uling, and ‘touching up’. A natural out-growth of digital
special effects work is the attempt to carry the digitized

content through postoroduction, onto distribution and
exhibition. Such a workflow is described in general as
‘digital cinema’. Recent technological advancesinsior-
age, networking and projection equipment are making
digital cinema a genuine possibility.

(0005) As described by S.A. Morley, in “Making Digital

D 
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Cinema Actually Hapoen-—What it Takes and Who's

Going to Da it’, SMPTE 140!" Technical Conference,
Pasadena, California, October 31, 1998, digital cinerna

provides an ability to extend presentation capabilities
beyond just showing movies. More specifically, a simple
graphical computerinterface can make screen sched-
uling @asy, accurate and flexible for the theatre operator.

Although no specific interface is described, Morley
opines that by a simple drag-and-drop action on a PC
ina theaier manager's office, amovie can be scheduled
to showat a certain time in a given auditorium and with

a defined set of trailers and promotions, which can be
changed at each show time.
{6006} Avica Technology Corp. markets a Digital Cin-
ema Manager product that allows monitoring and con-

trol of siorage server parameters by a theatre manager
or engineering supervisor in a digital cinama environ-
ment. Securify setting, playlist creation, content load-in
and systern maintenance functions can be accessed

from local or network connections. Multiple servers can
be monitored and contralled from a single terminal. Gon-
versely, multiple rnanagement terminals may access an
individual server. The user interface provides creation
of multi-event playlists including features, trailers and

promotions,and timeline based playlist management for
a single auditoriumat a time.
{6007} Wheiher automating the scheduling of film cin-
ema or digital cinerna systerns, the prior art nas come

up short in providing a user-friendly interface, particu-
larly in a multi-screen cineplex environment. Whatis
therefore needed is an approach that leverages the flex-
ibility provided by digital cinema without adding unnec-

essary complexity in the scheduling task.
{0603] The present invention is directed to overcom-
ing one or more of the problems set forth above. Briefly
summarized, according fo one aspect of the presentin-

vention, a method is described for scheduling a playlist
from digital content supplied to a serverin a multi-screen
digital cinema theater, where the playlist includes com-
ponents of the content stored in the server and repre-

senis a digital entity that is subsequently projected in
the digital cinema theater. The method includes the

steps of: (a) generating and displaying a iabie of playi-
ists currently available for scheduling, each playlist dis-

played along with its run time; (b) generating and dis-
playing a schedule table showing a schedule viewfor
each screen as an elongated timeline bar representing
a time dimension, wherain the elongated timeline bars

for a plurality of the screens are arranged one adjacent
the otherrelative to a displayed time axis to provide an
overall perspective of the schedules for the screens of

the theater; (c}) selecting a playlist from the table of play-
lists and specifying a scheduled start time and a selact-

ed screen; and (d) updating the schedule table by in-
serting the selected playlist as an elongated element in-
to the elongated tirneline bar for the selected screen,
wherein the element starts at the scheduled start time

and has a time dimension corresponding to the run time
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of the selected playlist, whereby the updated schedule
table is used to schedule the selected playlist for the
selected screen.

{0608] In atfurther aspectof the invention, a digital cin-
ema sysiem is described for exhibiting digital content
supplied in a coded forrn to a central content manage-
ment server in amuli-screendigital cinema theatre hav-

ing a plurality of auditoriums. The digital cinema system
includes: a plurality of digital projectors for projecting
digital content in the plurality of auditoriums, each pro-
jector inchiding a decoder for decoding the digital con-
tentinto a device-dependent signal for projection; a plu-

rality of content player servers, each one devoted to a
respective digital projector; and a local area network
linking the content player servers to the central content
managementserverand to the digital projectors, whaere-

by each digital projector is a network-enabled device
that can communicate with any of the content player
servers to display digital content. in still a further aspect,
the digital cinema system includes a cinema operating

sysiem for generating and scheduling playlists, each
playlist including components of the content stored in
the content management server and representing a dig-
ital entity that is subsequently projectedin the digital cin-
ema.

{0070} By counting the creating of playlists as a pre-
cursor to scheduling, there is the advantage that the
need to physically handle, splice and set up farge

lengths of film is obviated.
{6014} These and other aspects, objecis, features
and advantages of the present invention will be more
clearly understood and appreciated from a review of the

following detailed description of the preferred embodi-
ments and appended claims, and by reference io the
accompanying drawings.
{0072] FIG. 1 ts a block diagram of an exhibition com-

ponent of a digital cinema system, showing in particular
a cinema operating system in accordance with the in-
vention.

{0073] FIG. 2 is a pictorial illustration of a scheduling

cantext screen from @ graphical user interface imple-
mented by the cinema operating sysiem shown in Fig-
ure 1.

(0074] FIG. Sis apictorial tustration of the scheduling
menus and controls accessible through the menubar of

the scheduling context screan shownin Figure 2.
{6045} Fic. 4 is a pictorial illustration of a window
showing playlist properties, which is accessible through
the scheduling context screen shown in Figure 2 and

the menu controls shown in Figure 3.
(0046) FiG. 5 is a pictorial illustration of a dialog box
for scheduling a playlist in the foreground of a schedule
timeline shown in the scheduling context screan shown

in Figure 2, which is accessible through the scheduling
context screen shownin Figure 2 and the menu controls
shown in Figure 3.
{6017} FIG. 6 is a sictorial illustration of a dialog box

for scheduling a tirne block in a schedule timeline shown
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in the scheduling context screen shown in Figure 2,
which is accessible through the scheduling context
screen shownin Figure 2 and the menu controls shown
in Figure 3.

{6018} FIG. 7 is a sictorial illustration of a dialog box
for scheduling a playlist in the background of a schedule
timeline shownin the scheduling coniexi screen shown
in Figure 2, which is accessible through ithe scheduling

coniext screen shown in Figure 2 and the menu controls
shownin Figure 3.
{0079] FIG. 3 is a pictorial illustration of a dialag box
for scheduling a rolling ad in a schedule timeline shown
in the scheduling context screen shown in Figure 2,

which is accessible through the scheduling context
screen shown in Figure 2 and the rnenu controls shown
in Figure 3.
(6020) FiG. 9 is a pictorial ilustration of a schedule

view by month which is accessible through the sched-
uling context screen shownin Figure 2 and the menu
controls shown in Figure 3.
(0027) FIG. 10 is a pictorial illustration of a window

showing schedule iter properties for a particular playlist
on a particular day for a particular screen, which is ac-
cessibie through the scheduling context screen shown
in Figure 2 and the menu controls shown in Figure 3.

(0022) FiG. itis a pictorial Hustration of the schedul-
ing context screen shown in Figure 2, whichis filled out
to show the schedule properties on @ particular dayfor
the theater.

{0023] FIG. 12 is a block diagram of an exhibition
component of a digital cinema system, showing in par-
ticular a further ernbodiment of a cinema operating sys-
tem in accordance with a further aspectof the invention.

{0024] Because digital image processing systems are
wall known, the present description will be directed in
particular to altributes forming part of, or cooperating
rnore directly with, a method and systemin accordance

with the present invention. Meithad and system at-
iributes not specifically shown or described herain may
be selected from those knownin the art. In the following
description, a preferred ambodimentof the present in-

vention would ordinarily be implernenied as a software
program, although those skilled in the art will readily rec-
ognize that the equivalent of such software may also be
constructed in hardware. Given the method and system
as described according to the invention in the following

materials, software not specifically shown, suggested or
describedherein that is useful for implementation of the
invention is conventional and within the ordinary skill in
such arts. if the invention is implemented as a computer

pragrarn, the program may oe stored in a conventional
camputer readable storage medium, which may com-
prise, for example; magnetic storage media such as 4

magnetic disk (such as a floppy disk or a hard drive) or
rmnaqgnetic tape; optical storage media such as anoptical
disc, optical tape, or machine readable bar code; solid
staie electronic storage devices such as random access

memory (RAM), or read only memory (ROM): or any oth-
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er physical device or mediurn ernployed to store a corn-
puter program.

{0025} A digital cinema system coraprises a digital

mastering center for generating digital content, such as
from a feature film, a distribution center for transmitting
the digital content, and a digital exhibition centerfor pro-
jecting the content to audiences. The exhibition center

wil include, among its many parts, a projection systern
and a software application herein identified as the digital
cinema operating sysiem. The digital cinema operating
system is a custom software solution that supports the
loading, scheduling, control and playback of features,

trailers and other pre-showcontent, such as slide shows
and advertising, on multiple digital cinema screens.
While not a specific part of this description, the digital
cinema operating sysiam will download decryption kays

from studics to allow features to be played back an dig-
ital projectors, and also controls automated theatre ap-
eration suchas lighting and sound systems. In the latter
connection, the digital cinema operating system will typ-

ically interface witht existing, commoercially-available
coritrol systerns for such automated theatre operations.
{0026] Besides referring to the digital distribution and
projection of first-run movies, digital cinema has also

been used to refer to the digital distribution and projec-
tion of pre-show entertainment, including commercials,
music videos and other content, ordinarily in connection
with the showing of full-length feature mation picture

films, perhaps with film trailers and the like. Thus, and
as used herein in a preferred ambodiment, the digital
cinema operating system refers to an in-theater network
io receive, schedule, distribute and project advertising

and other ore-show content as a digital entity preceding

and/or following a motion picture film feature, as well as
to an in-theater network to receive, schedule, cdistrinute

and project full-length feature digital content, often with

digital trailers, advertising and other pre-show,or inter-
show content, where ail of the digital entities are com-
bined together as a single digital preseniation. Furiher-
more, in another embodiment, as will be illustrated in

Figure 12, the scheduling functionality of the digital cin-
ema operating systern may be shared with other corn-
ponents of the digital cinema system, such as a central
digital cinerna distribution facility or service, where it
may be convenient to establish an association between

cerlain digital content, such as between certain ad or
irailer content and specific feature content.
{6027} The digital cinama system is comprised of

hardware and software (ihe digital cinerna operating

system) that, when installed in a multi-screen cineplex,
can provide sophisticated digital cinema functionality.
Referring to Figure 1, the digital cinema system is com-
prised of:

¢ ahigh storage capacity content management serv-
er 16 having a server database 12 associated ihere-
with;

» one or more high resolution digital prajectors 14
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and/orhigh resolution display screens 16, each pro-
Jector and/or screen corinected to,

*  oneor more specialized decoding processors 18 for
decoding compressed digital content that is down-

loaded from the content management server 18 to
one or more content player servers 20, each con-
tent player server 20 connected to,

* alocal area network (LAN) 22 tying each of the con-
tant player servers 20 to the content management
server 10; and

e acinema operating system graphical user interface
24 used to manage digital cinerna content, sched-
ule content, and in general contral the various com-

ponents of the system, wherein the user interface
24 interfaces with a high resolution display 26 to im-
plement the functional interface components 28 of
the cinema operating sysiem.

As shown in Figure 1, ihe cinerna operating system op-
erates in a multi-screen cineplex environment featuring
both digital and film content shown in a plurality of au-

ditoriums 36, each having a screen 34 that is positioned
fo receive a projected image. More specifically, the dig-
tal proiectors 14 are used in one or more auditoriums

3@ (three being shown) to project a digitally-cbtained im-
age upon the screens 34 and a filmprojector 32 is used
in at least one of the auditoriums 38a to project a film
nage upon a screen 34a. In regard to filrn projection,
the cinema operating system may signal a projectionist

atan appropriate time to bagin projection. Alternatively,
actual control of the film projector may be integrated into
the cinemaoperating system through ihe user interface

24, Moreover, since digital content (such as ad content)

may be played before and/or after a mation picture film,
the film auditorium 30a may aiso contain a digital pro-
Jector 14 connected as shown in broken line to the LAN
22 through 2 conient player server 28 and a processor

48. A theatre management system 36 may also be inte-
grated into the cinemaoperating system through the us-
er interface 24, and it provides automated control of
highting and sound systems, as well as integrating with

a ticket sales and advertising system.
{0628] The illustrated LAN connection 22 may be im-
plemented with any sullable network architecture, such

as Ethernet. In practice, the processors 18 (which in one

embodiment may be a processor board/card added tc
the content player servers 20 instead of a separate com-

ponent (18) as shownin Figure 1) decode the image
daia into a device-dependent signal, such as RGB, suif-
able for driving the projectors 14. This means that the

connection between the processors 18 and the projec-
tors 141s a dedicated off-network connection. If the de-

coder processor (48)is insiead ernbedded into the pro-
jectors 14, then the projectors 14 will become network

devices capable of being driven directly off the LAN 22.
As will be explained furtherin connection with Figure 12,
having the projectors 14 as network devices has an add-
ed redundancy benefit since any given projector can be
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griven off any content server 20, therefore providing au-
tomatic backup in case the content serverfor a particular
auditorium should go dawn.

{0028] The user interface 24 of the cinema operating
systemis desigried to be operated by a theatre manager

and/or a lead orojectionist or other designated person,
usually in the environment of their offices or workspac-

es, such as a projection booth or for that matter any
place connectable to the LAN 22. At the core of the cin-
ema operaling sysiem are the functional interface corn-
ponents 28, which in this embodiment include four func-
tional camponents:

 

9
a content management function 38;

* aplaylist management function 46;
» ascheduling function 42; and

* an exhibition/playback monitoring function 44.

Under the content management furiction 38, the theatre
manager or another designated operator can load new

digital content 46 to the central server 78, and view, edit
and delete the digital content stored in the server data-

base 12. Examples of coniant are rolling ads (commaer-
cials), trailers Geature film previews) and full features

feature films). Content generally comes, ¢.g., from a
studio, an advertising providerorthe like, andis intend-
ed to be exhibited for a contracted period of time. There-
after, the conient is purged. While not a part of this in-

vention, the digital confent 46 would typically be re-
ceived over a satellite connection, a terrestrial network,

or physical media such as a DVD thatis delivered to the
theateroffice.

(0038) Another key use of content is for ihe creation
of playlists. A playlist is an ordered collection of one or
rnore content files available from the content manage-
ment server 10, and represenis the content package

that is scheduled into a particular auditoriumat a partic-
ular time. in a totally digital environment, a plavlist is
analogousto the final reel offilm thai a projectionist pra-
pares for exhibition, by splicing rolling ads and trailers

to the main feature film. In a mixed digital and film envi-
ronment, the playlist is analogous to the spliced film
components comprising the rolling ads and perhans the
trailers that are scheduled to precede the rain feature
film, or simply run between main feature films as, e.¢.,

a digitized slide stiow. Under the playlist management
function 40, the theatre manager create can create, edit
and delete playlists. Having coniantat their core, playl-
ists also have 4 specific lifetime, after which they are

purged. Accordingly, each playlist represents the digital
entity that is subsequently projected, either through a
projector in an auditorium 38, or on a display 16, @.¢.,
in the theatre lobby.

{00231] Once the playlists are created, the theater
manager or another designated person must schedule
when and where the required playlists are olayed. This
is done in the scheduling function 42. The schedules for

playlists ta be exhibited are aiso tied ta the theatre man-
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agement system 36, and specifically to the iheater’s
ticketing systern, which also provides show times to
newspapers and other sources weil in advance of the
scheduled showings. In the cinema operating system

according to the preferred embodirnent, the function of
scheduling is to program into the system the start time
and the auditorium in which each playlist will play. When
the scheduled time arrives, the cinema operating sys-

tem controls the starting and playback of the content
represented within the digital glayiist. Finally, a monitor-
ing function 44 provides the theatre manager and pro-
jectionist a means io view the current state of playlist
playback. The moniter user interface is similar to the

scheduling user interface set to the presenttime, in that
the theatre manager can viewthe overall state of play-
back in the various auditoriums and onthe various dis-

plays tied to the cinema operating system.

{6032] Referring to Figure 2, the functional interface

components (28) for conient management 38, playlist
management 40 and the scheduling function 42 are rep-
resented by respective tabs 80, 52 and 54. Clicking an

the schedule tab $4 brings up 4 scheduling function con-
text screen 86, which specifies the work flow and user
interface of the scheduling function 42 according io the
invention, and provides access to the menus, controls

and coramandsfor ihe scheduling function 42. A rnenu
bar 58 provides access io certain menus and controls
for the scheduling function 42, as further shownin Fig-
ure 3, including alternative access ta some of the can-

irols and commands provided by the context screen 56.
{6033} The cornpact layout of the scheduling function
context screen 56 provides a view of the ‘free time’ and
schedulesfor all or someof the auditoriums 30 and dis-

plays 16 tied to the cinema operating system. The spe-
cifics of the scheduling function context screen 36 in-

clude a panel (toolbar) 60 of buttons, a table 72 of play-
lists currenty in the content management server 10, a

drop-menu 74 of predefined views that contro! whatis
displayed in the table 72, and a schedule table 76 that
provides scheduling information and controls for each

of the auditoriums 38 (and 38a) and displays 16 that ex-
nibit digital content. The schedule table 76 snows, for

each auditorium 38 (30a) and lobby display 16, an eion-
gated timeline bar 78 arranged as shownin Figure 2 one
adjacent the other in relation to a time axis grid 80 to

reveal the schedule for each auditorium 30 (30a) and
lobby display 78, both individually and frorn the overall
perspective of the whole cinaplex theater. Furthermore,
as will be noted in Figure 2, certain auditoriums, ie., au-
ditoriurns 1, 2 and 3, are digital audiioriums, while audi-
torium4 is a filre auditorium.

{0634] The panel (toolbar) 88 of buttons, labeled with
icons, identify frequently used actions. As defined in the
preferred embodiment, these buttons include: a magnify
timeline bution 62, a reducetimeline bution 64, a month

view button 68, a show playlist properties button 68 and
a save schedules button 78. The theatre manager can
use the rnagnify timeline button 62 and the reduce time-
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line butten 64 to contro} the granularity of the schedule
view, thatis, by adjusting magnification settings the time
axis grid 80 is adjusied such that the view in the sched-

ule fable 7& encornpasses all or some smaller portion
of the exhibition schedule for the day. The showplaylist
properties button 68 acts upon a currently selecied play-
ist to show further properties of the selected playlist.
The save schedules button 70 saves the resulis of the

scheduling function into the server database 72. The
manth view button 66 presents the schedule view by
month, as shown in Figure 9. A feature of this viewis
that a schedule for a particular day in the rmonih can be

replicated for other days of the month by dragging the
cursor 82 across the month until the desired days are
highlighted, as shown by the shaded selection area 84,
than clicking on, or otherwise dasignating, the area (e.

g., by a copy and paste operation). When ihus invoked,
as shownin the exampie, the schedule for June 3 is rep-
licated for June 4 - 6 and 10-13, and appears in the
appropriate calendar blocks associated with these

dates. The area 84a represents a portion of the month
where this feature was previously invoked. Figure 9 also
shows that when the toal-tip of the cursor 82 is pasi-

tioned over a particular day (June 17 in this example),
a pop-up box 86 appears that reveals furtherinformation
about the schedule, including the beginning time ofeach
playlist within the schedule for the day.
(0038) The drap-menu 74 of predefined views, which

controls what is displayed in the playlist table 72, in-
cludes several core views of the playlists available from
the content management server 18. These core views

include, but are not limited fo, showing: All (playlists),

Not Scheduled (playlists), Scheduled (playlists), Phayl-
ists with Ads, Playlists with Slideshows, Playlists with

Feaiures, Playlists with Live Events, and so on. (A
"slideshow"is a series of digital still images that are re-

petilively displayed before and/or after the feature pres-
entation and its associated ads and trailers. A “live

event"is a live feed of a currently happening event, such

38 a musical performance or a sporting event.) in the
playlist table 72, key attributes of the listed playlists are
shown, such as playlist tile, run time, and the starting
and ending dates for the playlist engagement; otherin-
formation can be had by selecting a particular playlist

(as depicted by the broken line selection box 73 around
thefirst playlist "Ad Pack-Week 23") and applying the
toolbar bution &8 for showing playlist properties, which
produces the playlist properties windowshownin Figure

4. As shown therein, the selected playlist title "Ad Pack-
Week 23" is comprised of five pieces of digital content,
each shownwith their content title, type, run time, rating
and acquire date.
{0036} The schedule iable 76 provides scheduling in-
formation and conirals for each of the audiforiums 34

(30a) and displays 16 that exhibit digital content. In the
top left of the schedule fable 76, the date is shown for
which schedules are being viewed and managed. A set

ofthree controls 88a, 88b and 88¢ are used to change
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the day/date of the schedule view. The lefi arrow 884
changes the viewto the previous day; the right arrow
88b changes the view to the next day, and the middle

control 88c¢ brings up a pop up calendar control (not

shown) for the user to select a specific day to view. In
the left column $0 of the schedule table 76 are the

names of the auditoriums (screens) 30 (38a) and dis-
plays 16 for which the theatre manager can develop a
schedule. The names of the screens can be defined and

changed by the theatre manager, thus oroviding for cus-
tomization. By design, the screen names are also ja-
beled by an index number, i.e., the numbers 1 fo 7 as

shown in Figure 2. Each of the screen names can be
selected; when one is selected, the month view bution

6&8 can be invoked and ihe theatre rmanager can view
five weeks of schedule inforrnation, set for the selected

screen, as shown in Figure 93. The vertical contro! bar
92a to the left of each screen's timeline 78 inchides

icons $2b and $26 for showing (icon $21) or ‘collapsing’
or hiding (icon $2c) the corresponding screen (e.g., in

Figure 2, screen 5 is shown as hidden). By hiding one
or more timelines 78 this way, the theatre manager can
visually bring normally separated timelines 78 closerto-
gether, to accommodate special scheduling tasks. The
controls $926 and $26 are reversible; when clicked again,

after hiding a firneline, the timeline is re-presented and
the schedule can be worked on.

(0037) The timeline for each of the screens is repre-
sented by the narrowtimeline bar 78, representing from

left to righi, the theatre day, i.e., ihe hours on the time
axis grid 88 during which content can be exhibited in the
theatre. Before a schedule is generated, the timeline 78
is represented by an open space 94, as shown for au-

ditorium 2 in Figure 2 (which is closed). As a schedule
is generated, there are two types of scheduling ele-
ments that may reside in the timeline bar: one is referred
toasa°block’ and the otheras a “time block”. The block,

@.g., the block 96 in the auditorium 3, represenis a pe-
nod of time in which a playlist is scheduled to play, while
the time block, e.g., ihe block $8 in auditorium 4, repre-
sents a period of time that the schedule timeline ts busy

with sorne otheractivity (typically a non-digital activity,

such asfilm projection), during which a block should not
be scheduled, (fH should be understood that the use of
a block is a matter of convenience and preferred usage

and presentation; other elongated timeline elements,

such as a line, could be used instead.) The timeline is
also separated into a background anda foreground. The
background represents any time in the timeline that is

available for scheduling; the foreground represents a
period of time within which a playlist is scheduled to
override the background.
(0038) The representation of blocks varies, according

io the way a playlistis scheduled: a block 100 represents
a background scheduled playlist as a “block” stretched
across the entire timeline. A playlist scheduled in the
background canplay repeatedly. A block 182 represanis

a playlist scheduled as a rolling ad. A rolling ad playlist
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has the property of being attached to a feature playlist
of a time block. The consequenceof this property is that
if the feature playlist ar time black is rescheduled, the

rolling ad is automatically rescheduled, so that it stands
io play before the feature claylisi or time block. As man-
tioned before, the block 98 represents a time block,
which Is a period of time that the schedule timeline is

busy. An example of ifs use is to block off time that the
digital projector does not project content, allowing in-
stead, the projection of film based content. As shown in
Figure 11, scheduled playlisis and time blocks are la-
beled for easy identification, directly in the block, and in

a tooltip tag 184 when the cursor 82 hovers over the
block. At the botiom of the screen is a status message
line 406. It is used fo feedback results of user actions,

such as the rescheduling of a playlist, the addition of a

new playlist, and so forth.
{0035] The user interface shown in Figure 2 is used
for several different tyoes of scheduling, including fore-
ground scheduling, background scheduling, time block

scheduling, and rolling ad scheduling. Each type of
scheduling will nowbe discussed in more detail, further
including the related matters of scheduling by film book-
ing number and adjusting the schedules.

{6040} Foreground scheduling. To schedule a playlist
in the foreground, the theatre manager selects an ap-
propriate playlist from the playlist table 72, and selects

either ‘Add to Timeline’ from the foals menu (Figure 2},
or clicks the add to timeline control button 108. This in-

Hial action opens a dialog box for the theaire manager
to enter specific scheduling information, as shown in
Figure 5. After entering valid scheduling information, the

schedule table 78 is updated, showing the newly sched-
uled playlist as a timeline block 96, on the specified
screen's timeline.

{0044] Sackground scheduling. Ta schedule a playlist

in the background, the theatre manager selecis an ap-
propriate playlist frorn the playlist table 72 and selects
‘Schedule in Background’ from the tools manu (Figure

2}. This action opens a dialog box for the theatre man-
ager to enter specific scheduling information, as shown
in Figure 7. After entering valid scheduling information,
the schedule table 76 is updated. H only one screen is
specified in the scheduling dialog, then a new back-
ground block 180 appears in the timeline of that screen.

if more than one screan is specified in the scheduling
dialog, then replicas of the background block 100 ap-
pearin timelines of the associated screens.
{0042] Time Biock scheduling: Scheduling a time

block basically establishes in the cinema operating sys-
tam that at the scheduled time and for the specified du-
ration, the specified digital projector 14 tied to a partic-
ular screen, or the specified digital monifor 16 will not

play back content. One purpose for this functionality is

io schedule a time block 98 that the digital projector/sys-
tiem will ‘stand by’, while, in parallel, a film content is

played/projeciad. Tied to this useof time blocks, is the
capability of switching between digital projection and
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filmprojection. This capability is based on “event fags”,
that are purposefully integrated in playlists, in or be-
tween content iterns in the playlist. An example of an
“event tag”is an automation cue integrated into a playlist

fo enable an audio format switch to occur between dig-
ital ad content and feature film content, such as from a

lesser featured sound presentation to a surround sound
Dolby™ presentation.

{6043} To schedule a time block $8, the theatre man-
agerselects ‘Schedule Tire Black’ from the tools menu

(Figure 2}. This action opens a dialog box for the theatre
managerto enter specific information, as shown in Fig-
ure 6. The dialog is designed such that the theatre man-

ager can anier a series of time blocks to the schedule,
for a given day, without closing and reopening the dialog
box. After clicking "Apply" in ihe dialog box, the schedule
table 76 is updated, showing the newly scheduled time

block $8 on the specified screans' timeline.
(0044) Rolling Ad Scheduling: Rolling ads as content

carn be embedded at the start of a feature (movie) play-
list, and thus, be scheduled ina typical foreground prac-

ess. In theatres that exhibit digital ads in cornbination
with features onfilm, rolling ads are scheduled as stand
alone playlists. The basic goal of scheduling a stand
alone rollirig ad is fo ensure that it plays immediately

before ihe start of a scheduled feature olaylist or tirne
block. The cinema operating system provides a means
of automatically ensuring this type of scheduling. The
theatre manager selects an appropriate railing ad play-

list from the pleylisi table 72 and selects ‘Schedule Rail-

ing Ad’ from the tools menu (Figure 2). This action opens
a dialog box for the theatre manager io enter specific
scheduling information, as shown in Figure 8. Note that

the current schedule date (or in same cases, start time)
ingut in the dialog boxis the earliest date Gime) thai the
selected rolling ad is to be scheduled. After entering vail-
id scheduling information, the schedule table 76 is up-
dated.

(0045) The scheduled rolling ad is automatically rap-
licated and placed as a block 102 immediately before
every feature-containing block and/or time block in the

specified liraelines. Being essentially attached to a time
block or feature playlist, a rolling ad is automatically re-
scheduledif its corresponding tirne block or feature play-
list schedule is adjusted. Besides rolling ads, any par-
ticular playlist, @.g., a background playlist, can be agso-

ciated with a feature (movie) playlist or attached to a
time block, and automatically rescheduled if its corre-
sponding time block or feature playlist schedule is ad-
justed.

{0046} Scheduling by a Unique Film fdentification
Number: A variation on the process of scheduling a roil-
ing ad is to schedule by a unique film identification
number, ¢.g., anumbersimilar fo a film booking number

(FBN). A film booking numberis a unique number, as-
signed at the time the content is created in the theatre.
This method of scheduling allowsrolling ad exhibition to
be targeted with particular features. To schedule by a
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unique film identification number, the theatre manager
selects an appropriate rolling ad playlist from the playlist
table 72, and selects "Schedule Rolling Ad’ from the

tools menu (Figure 2).
(0047) Adjusting Schedules: The cinema operating
systern provides various ways to adjust the schedules
of items. In general, blocks on a timeline can be individ-

ually selected and rnanaged. The basic way to resched-
ule anitem is to re-open the scheduling dialog box of a
selected scheduled playlist, and enter new paramelers.
Re-opening the scheduling dialog box is by double-
clicking the scheduled playlist. Other ways of adjusting

are sliding, stretching and dragging.
{0048] Figure 12 shows an alternative embodiment of
ihe digital cinema sysiem, where components similar to
those shown In Figure 1 have similar reference charac-

ters and descriptions, and generally wil not be further
described here. One exception is the LAN 22, which is
embodied here as a network switch 22’ specifically (but

without limitation} for an Ethernet LAN application. in
Figure 12, the digHal content would typically be received
from several digital sources, including from a satellite
receiver 178, over a terrestrial network 112, or as phys-
ical media 114 such as a DVD that is delivered to the

theater office. As shown, the satellite network may han-

die both prerecorded digital content (including ads, trail-
ers, slide shows, features (movies) and the like) re-
ceived from any af the abave sources, andlive digital

conient from, é.q., live musical performances, live spori-
ing avents, and the like, thatis receivedfrom the satellite
receiver 110.

{0048] Live digital conient from the satelite receiver

446, which may be in MPEG or any other suitable weill-
known data format, is split by an L band splitter 178 and

decompressed by one or more high definition (HD) de-
caders 120 and transmitied to the projectors 14 in ac-

cordance with the Society for Motion Picture and Tele-

vision Engineers (SMPTE) 292 protocol, which is a weill-
knownhigh definition standard for digital transmission.
Note also that live event data can be streamed from the

HD decoders 120 through the LAN network switch 22’,
from which if may be alternatively fed through the LAN
to any of the projectors 14. For satellite reception of liv
performances, the live digital content is routed through
a conditional access stage 116. The transmission pro-

iocols for the live performances may prescribe an an-
crypted link that is decrypted in the conditional access
stage 116 by a key provided over the LAN through the
network switch 22" from the local cinema operating sys-
tem.

(0050) inthe case of satelite recention of prerecorded

digital content, the digital content is routed through (or
bypasses) the conditional access stage 716 (which

does not perform any data decryption) and the L band
splitter 118 to an edge media router 122, which stores
and forwards the digital content to the content manage-
rant server 10 and the archive 12 through the network

switch 22". Digital content fram the terrestrial network
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442 is routed through a firewall 124 info the network
switch 22°. in addition, the Ethernet LAN connects with

an auditorium systern 128, which controls the hghting
and other such functions in the theater, and optionally

to an audio system 128, which provides the audio feed
for the auditoriums. As mentioned earlier, one of the

things that is different here from Figure 1 is that the de-
coding processor identified as component 78 in Figure

1 is here embedded into the projectors 14, where the
decoderprocessing performs both decompressian and
decryption of the prerecorded digital content data. if the

decoder processor(48) is embedded into the projectors
44, then the projectors 14 become network devices ca-

pable of being driven directly off the Ethernet LAN 22.
Having the projectors 14 as network devices has an
added redundancy benefit since any given projector can
be driven off any content server 20, therefore providing

automatic backup in case the content server for a par-
ticular audiforium should go down.
{0054] Figure 12 also shows that a central digital cin-
ema distribution faciity or service 138 can provide con-

tent through a satelite link 132 to the satellite receiver

440, through a terrestrial link 134 (e.q., the Internet) to
the terrestrial network 142, or through a transportation

link 136 (e.g., UPS, FedEx, Postal Service, atc.) as
physical media 174. in a further aspect ofthe invention,
some or all of the functional interface components 28

(see Figure 1) may be provided according to the inven-
tion by the central digital cinema distribution facility 138

throughits own graphical user interface 138. In particu-
lar, playlists may be assembiedai the central digital cin-
ema distribution facility 138, where the associations be-
tween the playlists and the features and films necessary

to create a scheduling item may be established. More
specifically, under the playlist management function 48,
the facility can create, edit and delete specific playlisis,

especially playlists of ine type (such as rolling ads) that

are embedded at the start of a feature (movie) playlist
and which will later be scheduled at the cineplex in a
typical foreground process for a specific screen. For a
film, such playlists could be scheduled as stand alone

playlists associated with a specific film by a unique fim

identification number(e.g., in certain cases, the afore-
mentioned FBN}.
{6052} Besides alleviating the need for local cineplex
scheduling of certain content, ¢.g., rolling ads, the basic

goal of such scheduling at the central digital cinema dis-
iribution facility 130 is to tie a specific playlist to a spe-
cific feature playlist or time block during which a feature
film is projected, therefore ensuring that theplaylist runs

iramediately before the stari of a subsequently sched-
uled feature playlist or time block. This can be significant
because the distributor ray want to ensure that a spe-

cific playlist (with, @.g., specific ad content) should be

fied io filmseatures having a specific rating, genre, or
the like. Furthermore, advertising may be rationed to a
cerlain number of screans (¢.9., some ads io odd

screens/other ads to even screens, in a cineplex) de-
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pending onthe advertising schedule receivedbythe dis-
tributor, @.g., based on sliding scales of advertising

charges/revenues proportioned ta the number of
screens or the number of “eyes” viewing the content. In
these situations, scheduling iterns established by the
distributor may be carried as meta-data, that is associ-
aied with the digital content, to the exhibition location

where scheduling for specific screens will occur. For ire
stance, the meta-data may be embedded into, or cther-
wise carried with, the digital content signal over any of
the several aforementioned communication links, or the

meta-data could be linked to specific feature/film con-
tent by a unique identification number and transmitted
separately, e.g., over the Internet, throughiheterrestrial
link 134 to the LAN22.

Claims

4. A method for scheduling a playlist from digital con-

tent supplied to a server ina muli-screen digital cin-
ema theater, said playlist including components of
the content stored in the server and reprasenting a
digital entity that is subsequently projected in the

digital cinema theater, said method comprising the
sieps of:

{a} generating and displaying a table of play
ists currently available for scheduling, each
niaylist displayed along with Hs run time;

(b) generating and displaying a schedule tabie
showing a schedule view for each screen as an

elongated timeline bar representing a time di-
mension, wherein the elongated timeline bars
for a plurality of the screens are arranged one
adjacent the otherrelative to a displayed time

axis to provide an overall perspective of the
schedules for the screens of the theater;

{c} selecting a playlist from the table of play lists
and specifying a scheduled stari time and a se~
lected screen; and

{d) updating the schedule table by inserting the
selected playlist as an elongated element into
the elongated timeline bar for the selected
screen, wherein the element starts at the
scheduled start time and has a time dimension

corresponding to the run time of the selected
playlist, whereby ihe updated scheduletable is
used to schedule the selected playlist for the
selected screen.

2. The method as claimed in claim 7 further compris-
ing the step of using the updated scheduletableta

project the selectedplaylist on the selected screen.

3. The method as claimed in claim 7 further compris-
ing theinitial steps of loading digital content to the

server, said digital content camprising @ plurality of
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digital components including at least one of digital
features, trailers, slide shows‘and advertising; and
generating a plurality of playlists fram the digital
componenis.

The method as claimed in claim 7 further including

the step of repeating steps (c} and (d) for additional
selected playlists in order to generate a plurality of
playlists for the selected screen.

The method as claimed in claim 1 further including
the steps of specifying an additional selected

screen, and repeating steps (c) and (d) for an addi-
tional selected playlist in order to generatea playlist
for the additional selected screen.

The method as claimed in claim 41 further including

the step of collapsing the schedule view by select-
ing one or more particular screens that are not of
current interest and hiding the particular screens in
the schedule view, thereby providing a modified

schedule view that shows only screens of current
interest,

The method as claimed in claim 1 wherein the elon-

gated element representing the schedule for 4
screen comprises a reserved time elament repre-
senting a period of lime whendigital content is not
being projected.

The method as claimed in claim 7 wherein at least

oneof the screensin the multi-screen digital cinema
theateris a film projection screen and a film is pro-

jected according to the schedule viewduring the re-
served time element.

The method as claimedin claira 1 wherein ihe elon-

gated timeline bar has a narrow width and the elon-
gated element representing the playlist is a visually
distinctive elongated block thai fits within the bar.

The raethodas clairnedin claim 7 wherein the steps
shown in claim 1 are used to schedule a foreground
and a background, wherein the background repre-
sents any time that is available for scheduling and
the foreground represents a period of time during

which a playlist associated with a feature is sched-
uled fo run, and wherein step (c) further comprises
selecting a playlist as a background component for
background scheduling, wherein the background

component is repeated regularly in the background
unless overridden bya foreground camponent, and

step (d} further comprises inserting the selected
background component as a visually distinctiv

background elementinto the elongatedtimeline bar
for a selected screen.

The method as claimed in claim 1 wherein the step
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(c} of selecting a playlist cornprises selecting an ad-
vertising playlist having an advertising component
andselecting a siart time for the advertising playlist,

and step (d) further cornprises updating the sched-
ule view by ganerating an ad timeline element and
automatically replicating the ad timeline element at
the beginning of avery playlist associated with a fea-
ture.

A method for generating and scheduling a playlist
from digital content supplied to a server in a multi-
screen cinema theater including one or rnore filrn

projection sites, said playlist including components
of the content storedin the server and representing
a digital entity that is subsequently projected in the
projection sites, said method comprising ihe steps
of:

{a} generating playlists including digital content
for use in the film projection sites;

(5) generating and displaying a scheduletable
showing a schedule for each projection site as
an alongated timeline bar representing a time
dimension, wherein the elongated timeline bar

for each film projection site includes a reserved
tirne for the projection of the film;

{c} selecting a playlist and specifying a selected
film projection site; and

{a} updating the schedule table by inserting the
selected playlist as an elongated block irito the
elongated timeline bar for the selected projec-
tion site,

wherein the block for the playlist starts is aulomat-
ically situated ai the beginning of the reserved time
for projection of the film.

The method as claimed in claim 12 further compris-
ing the step of using the updated scheduletable to
project the selected playlist in the selected projec-
tion site.

The method as claimed in claim 12 wherein the sec-

ondplaylist includes slide shows and/aradvertising
components.

A digital cinema system for exhibiting digital content
supphed in a coded form to a central content man-
agement serverin a mulfi-screen digital cinema the-

atre having a plurality of auditoriums, said system
comprising:

a plurality of digital projeciors for projecting dig-

ital content in the plurality of auditoriums, each
projector including a decader for decoding the
digital content into a device-dependent signal
for projection:

a plurality of content player servers, each one
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devoted to a respective digital orajector;
a cinema operating system for generating and
scheduling playlists, each said playlist includ-
ing components of the content stored in the

content management server and representing
a digital entity that is subsequently projected in
the digital cinema; and
a loca! area network linking the content player
servers to the central content management

server and io the digital projectors, whereby
each digital projector is a network-enabled de-
vice thal can communicate with any of the con-
tent player servers to display digital content as-

sociated with a selected playlist.

The system as claimed in claim 15 wherein thelocal
area network is an Ethernet network.

The system as clairned in claira 15 wherein at least
one of the auditoriums includes a film projection
systemfor projecting a motion picture film during 4

reserved time when the auditorium’s digital projec-
tor is inactive, and wherein the cinema operating
system generates a playlist for scheduling digital
projection of digital content in association with the

raction picture film.

A digital cinerna distribution and exhibition systern
for distributing and exhibiting digital content sup-

plied in a coded form to a multi-screen digital cine-
rna theatre having a plurality of auditoriums, said
distribution and exhibition system comprising:

 

a central digital cinema distribution facility for
distributing digital cinema content to a plurality
of theatre sites. wherein the content includes at

least one of a digital feature, irailer, slide show

and advertising cornponenis;

wherein each theaire site includes:

(a) a central content rnanagement serverfor re-
ceiving digital content from the central digital
cinema distribution facility;

(5) a plurality of digital projectors for projecting
digital content in the plurality of auditoriums,

each projector including a decoderfor decoding
the digital content into a device-dependantsig-
nal for projection;

{c} a plurality of content player servers, each
one devoted io a respective digital grajector;
and

{d) a local area network linking the content play-
er servers to the central content management

server and io the digital projectors, whereby
each digital projector is a network-enabled de-
vice that can communicate with any of the con-
tent player servers to display digital content;
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wherein the digital cinemadistribution and ex-

hibition system also includes one or more userin-
terfaces for generating and scheduling playlisis,
each said playlist including camponents of the dig-
ital cinama content available either in the central

digital cinema distribution facility or stored in the
conient management server and representing a
digital entity that is subsequently projected in the
digital cinema, wherein playlists are qenerated at
the central digital cinema distribution facility that as-

sociate particular digital content with a particular
feature component that will be subsequently sched-
uled at a theatre site for a particular screen.

The sysiem as claimed in claim 18 wherein the par-
ticular digital content associated with a particular
feature component is an advertising component.
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Description

{0004} The present invention is ganerally concerned

with mobile communication sysiems.
{0602] Mobile communication systems in a qaneral
wayare subject to standardisation ; therefore for a more
detailed description of such systems one mayrefer in

particular to the corresponding standards, published by
the corresponding standardisation bodies.
(0003) Briefly, the general architecture of such sys-

fems is divided into a Radio Access Network (RAN),
rnainly responsible for transraission and management
of radio resources on the radio interface between Mabile

Stations (MS) and the network, and a Core Network
(CN), mainly responsible for switching and managment
of the communications.

(0004) The evetulions of technology in such systems
generally lead to a distinction between second genera-
tion systems and third generation systerns.
{6005} A typical example of a second generation sys-

fem is GSM («Global System for Mobile
communication »). The radio access technology used
by the GSM RAN is based on multiple access tech-

nigues of FDMA/TDMAtype Gvhere FOMA stands for
« Fraquency Division Multiple Access » and TDMA

stands for « Time Division Multiple Access »). The GSM
RAN is composed of subsystems called BSS (« Base
Siation Subsysiems ») and ine GSMCNincludes net-

work elements such as MSC (« Mobile Switching
Center »} and GMSG (« Gateway Mobile Switching
Center »).
{0006} Initially, GSM was mainly intended for provid-

ing real-time services such as in particular teleshony
services, based on circullt-switched technology. GSM
has next evolved towards providing non real-time serv-
ices, such as in particular data transfer services, based

on packet-switched technology. This evolution was
made possible thanks to the introduction of GPRS

(« General Packet Radio Service »), including the intro-
duction of two new network elements in the CN, Le. SG-

SN (« Serning GPRS Support Node»), and GGSN
(« Gaieway GPRS Support Node »}. It is recalled that
packet-switched technology enables a more efficient
usé of available resources, by sharing resources at any
instant between different users.

{0007] A typical example of a third generation system

is UMTS (« Universal Mobile Telecornmunication
System »}. UMTS offers third generation services, in-
cluding high bil-rates for both real-time and non real-
time services. The radio access technology used by the
UMTS RANis based on multisle access techniques of

CDMA type (where CDMA stands for « Code Division
MuHiple Access »}. The UMTS RAN is also called

UTRAN (« UMTS Terrestrial Radio Access Network »}
and the UMTS CN includes network elements relating

fo packet-switched (PS) domain and network elements
relating to circuit-switched (CS) domain.
{0008} Now, a further evolution of GSMis towards of-
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fering third generation services. A first step of this evo-
lution corresponds to the introduction of EDGE

{« Enhanced Data rates for GSMevolution »} enabling
higher bit-rates on the radio interface thanks to the use

of modulation techniques of higher speciral efficiency.
A second step of this evolution corresponds to ihe sup-
port of packet-based real-time services.
{6009} When packet-based technologies are used,

the Quality of Service (QoS} becomes an importantis-
sue. The QoS architecture in third generation systems
ig defined in the 3GPP TS 23.107 specification pub-

lished by 3GPP Generation Partnership
Project»). This QoS architecture relies on different
Bearer Services characterized by different QoS at-
tributes including : traffic class, rnaximumbitrate, quar-

anteed bitrate, transfer delay, traffic handling priority, ...
etc. Further, a distinction is made between four classes

of traffic, respectively : conversational, streaming, inter-
active, background. Conversational and strearning

classes are mainly used for real-time traffic flows. A
common requirement for these two classes is that the
time relaiion between information entities of the stream

should be preserved. However, contrary to the conver-

sational class, the streaming class does nat have any
requirement on a low transfer delay.
(0048) The present invention is rnore particularly con-
cerned with the support of streaming services in the

Packet Switched (PS) domain in such systems, in par-
cular when considering GERAN access technology
(where GERANstands for « GSM/EDGE Radio Access

Network »).
{G047] The general architecture of a system using

GERAN access technology and packet-switched do-
main is recalled in figure 1.
{0042] The protocol architecture when considering

GERAN access technology and Packei-Switched (PS)
domainis recalled in figure 2.
{0013] The protocol layers at the radio interface, or
interface between MS and BSS, or « Um » interface,
include :

{« ard

- a first layer, or physical layer,
~ asecond layer, or data link layer, in turn divided into

different layers :

according to increasing levels, MAC (« Mediurn Ac-
cess Control »}, RLC (« Radio Link Control ») and
LLC (« Logical Link Control », the BSS only being
used as a relay function bebwean MS and SGSN,

for the LLC layer).

 

{0014} In the same way, the protocol layers at the in-
terface between BSS and SGSN, or « Gb »interface,
include:

- afirst layer, or physical layer,
~  asecond layer, or data link layer, in turn divided into

different layers: according to increasing levels,

« Network service », BSSGP (« BSS GPRS Proto-
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coaly}, and LLO (« Logical Link Control», the BSS
only being used as a relay function between MS and

SGSN, for the LLC layer}.

{0045] Besides, higher level protocols are provided,
at application level, or for management tasks such as

MM (« Mobility Management»), SM  (« Sassion

Management»), ...eic.
{0076] Ht is also recalled that frames called LLC
frames are formed, in the LLClayer, from data units of
higher level. In the LLC frames these data units are

called LLC-PDU (« LLC-Protocol Data Units »} data
units. LLO-PDU data units are then seqrnenied in the

RLC/MAC layer, so as to form blocks callad RLC data
blocks. RLC data blocks are then put in the required for-
rnat for transmission on the « Um» interface, in the

physical layer.
{0077] His also recalled that channel coding is per-
formed in the physical layerto allow detection and cor-
rection of errors in the data transmitted on the radio in-

terface. Different coding schemes (CS-1 to CS-4) are
defined for the radio blocks. A coding schemeis gener-
ally selected as a function of radio conditions, so that

the amount of redundancy is reduced (or in other words

the net bif-rate is increased) as radio conditions im-
prave, or on the contrary the amount of redundancyis

increased (or in other words the net bitrate is de-
creased) as radia conditions degrade. A link adaptation
algorithm is generally provided, for the automatic selec-
fion of a coding scheme depending onradio conditions.
{0078] Besides, inthe RLC and LLc layer procedures

of re-transmission of non-correctly received data (RLC
gata blocks ar LLC-PDU data units depending on the

case} are performed, according to a technique called
ARQ ("Auiomalic Repeat reQuest"}. The stale, correct
or non-correct, of received blocks or data units is sig-

nalled by the receiver to the transmitter by means of

ACK ("ACKnowledgment’} or NACK ("Non-ACKnowl-
edgment") messages.
{0078] His also recalled that some mechanisms are

provided for discarding LLC PDUs not yet segmented
and which would arrive toa late if they had fo be re-sent

according to the ARG procedure. A PDU !Hetimeis pro-
vided for ihat purpose by the SGSNto the BSS, in the
BSSGP PDU containing this LLC PDU. The PDU life-

lime is generally set depending on the requirernents of
ihe considered application.
{6020} His also recailed thal before data can be sent

or received in a packet data session, a PDP (Packet Da-

ta Protocol) context must be activated or created for the
MS.

{6027} His also recalled that such systems are cellular
sysiems, and thal some techniques therefore have to

be provided for enabling a cell change, in particular dur-
ing the course of a communication. In systemsusirig cir-
cuit-switched technology, such techniques generally
correspond to handover techniques, which require a

reservation of resource in ihe new cell, by the network,
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before switching to the new cell. in sysiems using pack-
et-swiiched technology, such techniques generally car-
respond fo cell-reselection techniques, which do not re-
quire such a4 reservation of resource in advance in the

newcell; instead, the MS performs cell-reselection, and
then requires resources in the new selected call, before
normally accessing in packet mode to this newcell.
Therefore cell-reselection techniques are not as wel
adapted to real-time traffic as handover techniques;

however, sorne other techniques such as NACC (Net-
work Assisted Cell Change} have been introduced ta
avoid as far as possible such drawbacks.
{6022] When considering GERAN access technology,

the support of streaming services in ihe Packet
Switched domain requires several basic functions:

- support of Rel-S99 GERAN standards in the MS,
BSS, and SGSN,

> gupport of Rel-99 QoS parameier negotiation at
PDP context activation time, including a negotiation

with the BSS (in Rel-97, the QceS parameters are

negotiated only between the MS and the SGSN).
This negotiation between the BSS and the SGSN
requires the support of the Packet Flow Context fea-
ture on the Gb interface (defined in 3GPP TS

08.18),
- support of specific Call Admission Control aigo-

rithms in the BSS and the SGSWNin order to quar-
antee real-time constraints such as transfer delay

and 6GHrate, which requires the reservation of re-
sources at the time of a streaming bearer set-up.

{00623] Figure 3 shows an overview of the various

steps involved in setting-up a bearer belonging to the
streaming class.

1) The R3S MS requests the activation of a PDP

context, for which the "QoS Requested” parameters
correspond to a strearning bearer. This is Charac-
terised mainty by:

- Traffic class = streaming class

- Guaranteed bitrate for downlink/uplink <> 6 (in
this description, we take the example of down-
link streaming flows but the main concepts are

aqually applicable to uplink streaming flows).
This guaranteed bit rate is a bit rate at GPRS

service fevel (including RTP/UDP/IP aver-
neads) not including the overheads due to the
radio interface (coming for example from the
ARQ mechanism, or the overhead needed ta

compensate the gaps of transmission due to

service interruption following cell reselections)
- Transfer delay

2) The SGSN may then perform security and trace
functions. A Call Admission Control algorithm is

called to check whetherthe required QoS attributes
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can be fulfied. The SGSN may thenrestrict the re-
quesied QoSattributes given its capabilities and the

current load, and if shall restrict the requesied QoS

attributes according ic the subscribed QoS profile.
The SGSN then requests the creation of the PDP
context in the GGSN.

3) Various functions are performed in the GGSN,
which may even reject the request fram ihe SGSN

if ihe QoS Negotiated received from the SGSNis
incompatible with the PDP context being activated.

4) Once the creation of the PDP context in the
GGSN has been confirmed as successful, the SG-

SN then requests the creation of a Packet Flow

Context (PFC) for the streaming bearer, Althoughit
is possible in theory to aggregate several bearers
into the same PFC, it seems better to create one

PFC for each real-time bearer and aggregate only

non real-time bearers having similar GoS charac-
teristics within the same PFC. The request fromthe
SGSN contains several mandatory parameters:

~  TLLE identifier of the Mobile Station

- PFE Packet Flow identifier (identifier of the
PFC}

- PFT: Packet Flow Timer (lifetime of the PFC

during periods ofinactivity)
- ABOP: Aggregate BSS QoS Profile (QoS pa-

rameters characterising the PFC)

5) The BSS then performs a Call Admission Control
algorithm to check whether the requested QoS at-
tribuies can be fulfilled. Several functions may be

performed in orderto be able to support the request-

ed QoS (e.g. reallocation of other MSs, redirection
of the MS to anotherless loaded cell, etc). The BSS
mayrestrict the requested aggregate BSS QoS pro-
file given its capabillies and the current load, al-
though not fulfilling the guaranteed bitrate and the
transfer delay attributes should as far as passible
be avoided. The BSS perforrns resource reserva-

tion in order to support the negotiated guaranteed
bitraie and transfer delay, taking into account the

RLC mode that will be used for the flow(quite likely:
RLC acknowledged mode since LLO PDUs should

be rather large: 500 octets or more for video
streaming for instance). The resources reserved on
the radio interface need to be higher than the nego-
tiated guaranteed bitrate due to radio interface
overheads.

6) The BSS acknowledges the PFC creationif itis
successful, providing to ihe SGSN the negotiated

ABOP, Le. the negotiated Quality of Service at-
intbutes.

7) Assuming that the negotiated ABOPis accepta-
bie for the SGSN, the PDP context activation pro-
cedure is completed by the sending of an accept-
ance message io the Mobile Station.

8) Because the SGSN will have te comply with the
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announced leak rate for ihe corresponding MS/
PFC, it is quite likely that the BSS has to send a
FLOW CONTROL MS or FLOW CONTROL PFC

message to the SGSN in order to announce a

leakrate that is greater than the negotiated quaran-

teed bitrate (otherwise defaulf values are used).
The choice between MS and PFCflow controlis tm-

plementation dependent and depends also on
whether there are other active PFCs for the same
MS.

8) The SGSN acknowledges the FLOW CONTROL
MS or FLOW CONTROL PFC message.

10) When the streaming sessionis started (case of
downlink streaming} thanks to other upper layer
protocols not described in this document, the SGSN
sends to the BSS, BSSGP PDUscontaining the

PDU lifetime, the QoS profile (R97, not useful in this
case), the MS Radio Access Capabilities, the PFI
and the LLC PDBU to be sent.

11} The BSS sends the LLC PDUs to the MS.
12) The M&S staris buffering PDUs at application lev-

el (quite likely RTP PDUs, RTP standing for Reai-
Timea Protocol} in orderto be able later on to accom-
modaie delay variations due to RLC retransmis-

sions, radio outages (a.g. dueto call ra-selections},
ate.

13) Once the MS hasfilled its application level buff-
er, ii can start playing out the streaming flow.

{0024} In this context, the oresent invention is based
in particular on the following observations.
{6025} From the description above, tt appears that the
critical parameters needing careful dimensioning are

the following ones:

- the bandwidth reserved on the radio interface by the
BSSin orderto fulfil the requested guaranteed bi-
traie, and

- the initial application level buffering time doneinthe
Mobile Station.

{0026} Indeed, ihe more bandwidih is reserved on the
radio interface to serve a given quaranieedbitrate, the
smaller the capacity of the cell goes. However, it is imn-
portant fo reserve not just the requested quaranteed hi-
trate but in fact more, in order io be able to accommo-
date RLC retransmissions due to radio errors and radia

oulages due to cell reselections for instance.
{6027} The diagram of figure 4 shows an example of

the application level bufferfilling in the MS along time.
{0028} During the course of the streaming session,
the buffer goes through the following states:

- initial filling up to the maximum buffer size (1).
Oncethe buffer is filled up, the streaming sassion
can start to be played out.

~ The play-out rate of the strearning session equals
the radio throughput @ ). Hence the buffer filling
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remains constant, {00237} As scon as those parameters are known, var-
- The radio throughput becomes smaller than the

play-out rate (due 4@.g. fo radio errars leading to RLC

retransmissions) (@) }. Hence the buffer depleting.
- The radio throughput becomes greater than the

play-cut rate (due e.g. to good radio conditions
leadingio increasing the offered throughput beyond

the negotiated quaranteed bitrate) (D }. Hence the
buffer getting filed up again, possibly up to the max-
iraurn buffer size (not above assuming that the serv-

er sends the streaming PDUs at the play-out rate).
- The Mobile Station does not receive anything from

the BSS due to a radio outage (e.g. due to a cell
reselection) () ). in this case, the buffer will deplete
quickly, at the play-out rate.

- The Mobile Station does not receive anything from
the BSS because all streaming PDUs have been
sent (© ). in this case, the buffer will deplete at the
play-oul rate until being ernpty.

{6029} This diagrarn shows that the calculation of the

bandwidih reserved on the radio interface (.e. the
number of allocaiad Packet Data Channals or PDCHs)
io serve a given streaming flow depends on the following
parameters:

~ the negotiated guaranteed bitrate (likely corre-
sponding to the play-out rate taking into account

overheads introduced by RTP/UDPAP);
- the initial application level buffering;
~ the minirnum radio throughput available per PACH

(average throughpul achievable aver x %of the call

coverage; e.g. x = 98):
- the duration of radio outages due to cell reselec-

tions and the frequency ofcell reselections.

(0038) inorder to determine an optimised radio band-
width, the BSS needs to knowall those pararneters:

~ the negotiated guaranteed bitrate is available from

the PFC creation procedure;
- the average radio throughput available per PDOCH

can be derived from the radio conditions, the corre-

sponding RLC retransmission rate Gn case RLC ac-

knowledged mode is used) and the link adaptation
policy (1.¢@. which (MJCSis selected). Depending on
the knowledge of the C/ ratio in the cell, the BSS
has a more or less refined knowledge of the aver-

age radio throughput available per PDOCH but at
least it can have a worsi-case knowledge.

- The duration of radio outages due to cell reselec-
tions can be calculated by the BSS,the value de-

pending mainly on whether Network Assisted Cell
Change procedures are used.

- The initial application level buffenng is not known
as such and, as will also be explained later in more

detailed way, this is one of the problems considered
by the present invention.
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ious ways Can be considered in order to aptimise the
radio bandwidth, i.e. provide the srnatlest possible radio
bandwidth while never leading to a complete depletion

of the application level buffer in the MS before the end
of the streaming session:

- Ensure that the negotiated guaranteed bitrate is not

over-valued compared to the end-user application
needs (this requires careful setting in the Mobile

Station, possibly under control of the operator}. Un-
fortunately, neiiher the access nor the core net-

works can do anything about this since they have
no clue about the end-user application.

~ Reduce cell reselection durations: the NACC pro-
cedure can be used. We could even anvisageusing

Packet Switched handover procedures.
- Increasetheinitial application level buffering. How-

ever buffering requires mernory in ihe MS, which is
sill expensive. Also, the bigger the initial buffering

is, the jonger the end-userwill have to wait between
requesting a streaming flow and the start of the ses-
sion. Therefore itis critically imporiant alse not tc
have a too big initial buffering.

{0032] in this context, the present invention in partic-
ular racognizes the following problems and suggests the
following solutions to these problems.
{0633] A first problem is that today the radio band-

width allocatadto a streamingflow is not fully optimised,
because the application parameter corresponding io the
initial application level buffering is not taken into account
when performing call admission control and radio re-

source reservation. The application parameter consist-
ing in the transfer delay which ts taken into account to-
day does not enable such an optimisation, because this
pararneter is generally set according ta the application,

whereas for a same application, the radio resource re-
guired may vary depending on the buffering capacity

(and therefore the cost) of the MS. The radio bandwidth
allocated to a strearning flow is not either continuously

optimised during the course of a session, because the
application level buffering is not either taken into ac-
count during the course of the session. Another, related,
problem is that, according to today’s SGPP standard,

this application parameteris not knownin the entity per-
farming the call admission control and radio resource
reservation, ie. the BSS.

{0034] A second problem is that, since cheap MSs(e.
q. with little buffering capacity, or not supporting NACC,

eic...) will require the reservation of rnore radio band-
width thanothers, charging is not optimised today since
itis based on the guaranteed bitrate, rather than on the

allocated radio bandwidth. Another, related, problem is
that, accordingto today's SGPP standard, this allocated
radio bandwidth is not known by the network entity
which would needit, for such a charging purpose.

(0035) A third problem is that the above-recailed

IPR2022-01227

EXHIBIT 1003 - PAGE 00882



IPR2022-01227
EXHIBIT 1003 - PAGE 00883

oO

mechanisms of LLC PDUs discarding are not fully cpti-
mised today. It is recalled that such discarding mecha-
nisms are used for streaming bearers, since RLC ac-

knowledged rnode is likely to be used for streaming

bearers, and since RLC in (E}GPRS today is based on
such an ARQ mechanism. However these mechanisms

are not optimised today because the PDUlifetimeis

generally set according to ihe application, rather than
on the application ievel buffering which, for a same ap-
plicalion, may vary depending an the buffering capacity

{and therfore the cost) of the MS. Another, related, prob-
jem is that according io today's 3GPP standard this pa-

rameter is not known in the network entity in charge of
satting this LLC PDUlifetime, ie. the SGSN.
{6038} The present invention in particular enables to
solve part or all of the aboveidentified problems. The

present invention enables fo aptimise the support of
streaming services in the packet domain of a mobile
comraunication system. Mare generally the present in-
vention enables io optimise the support of packet-

switched services in a mobile communication system.
{0037] An object of the present invention is a method
for optimising the support of strearning services In the
packet switched domain of a rnobile cornmunication

system, a method wherein information representative of
time alignment capabilily of a mobile station is sent by
the mobile station to the network.

(0038) According te one ernbodiment, said informa-

tion includes information representative of a buffer size
ai application level in the mabile station.
{0038] According to another embodiment, said buffer
size corresponds to the iniial filling of said buffer, at the

beginning of a packet session, before playing out the
streaming flow.
{0040} According ta another embodiment, said buffer
size corresponds to the real-time filling of said buffer,

during the course of a packet session.
{6047} According io another embodirnent, said infor-
mation is provided as an additional information specify-

ing QoS parameters at the time of a PDP context acti-
vation.

(0042) According io another embodirnent, said infor-

mation is provided as an information specifying a GoS
pararneter corresponding to a transfer delay attribute,
ai the time of a PDP context activation.

(0043) According to another embodiment, said infor-
mation is provided by ihe MS to the SGSNin a message

requesiing the creation of a PDP (Packet Data
Protecol } context.
{0044] According to another embodiment, said mes-
sage is the message «Activate PDP Context
Request ».

{0045} According to anaiher embodiment, said infor-

mation is provided by the SGSN to the BSS in a mes-

sage requesting the creation of a PFO (Packel Flow
Context).
{6046} According to another embodiment, said mes-

sage is the rnessage « Create BSS PFC ».
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{0047} According to another ernbadiment, said real-
time buffer size is provided in acknowledgement mes-
sages sent by the MS fo the BSS during the course of
a packet session.

{6048} According to another ernbodimaent, said real-
ume buffer size received by the BSS from the M5is for-
warded to the SGSN.

{6049} According io another embodirnent, said infor-

mation representative of time alignment capability of a
rnobile station is taken into account by the network, ina
way as to optimise the radic resource allocated to said
mobile station, at ihe time of performing call admission
control and radio resource reservation.

{6058} According to another ambodiment, said infor-
mation representative of time alignment capability of a
mobile station ts representative of real-time alignment
capability of the mobile station, and is taken into account

by the network, in a way as to optimise the radio re-
source allocated to said mobile station, by dynarnically
adjusting the radio resource allocated to said mobile sta-
tion, during the course of the packet session.

{6057} According io another embodirnent, said infor-
mation reprasentative of time alignment capability of a
mobile station is taken into account by the network, ina
way as io optimize the setting of a packet data unit hfe-
time to be sent to the MS.

{6052} Another object of the present invention is a
rnathod for optimising the charging of packet-switched
services, a method wherein the charging of a packet

session is based on radio throughput usage for ihe ses-
sion.

{6053} According to one embodiment, said radio
throughput usage corresponds to radio throughpui re-
served for ihe session.

(0054) According io another ernbodiment, said radio
throughput reserved for the sessionis the result of a call
admission coniral algorithm.

{0655] According to another embodiment, said radio
throughput reserved for ihe session is provided by the
BSS to the SGSN.

{6056} According to another embodiment, said radio
throughput reserved for the session is provided by the

BSS to the SGSN ina BSSGP message called « Create
BSS PFC ACK ».

{6057} According io another embodiment, said radio
throughout usage corresponds to radio throughpul real-

ly granted for the session.
{0058} According to another embodiment, said radio
throughput really granted for the session corresponds
to the average radio throughput granted throughout the
session.

{0658] According to another embodiment, said aver-
age radio throughput granied throughoutthe sessionis
determined by the BSS, which, for this purpose, is in-

formed by the SGSN of the end of the session.
{0666] According to another embodiment, tne BSS is
informed by the SGSNof the eriof the session by the
SGSN sending to the BSS a DELETE-BSS-PFC PDU
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after the end of ihe packet session and before the PFT
has expired in the BSS.

{8064} According ta another embocirnent, a parame-

teris included in said DELETE-BSS-PFC PDU to notify
ihe BSS that the PFC shall be deleted only when the
currently stored LLC PDUs for that PFC have been sent.
{6062} According to another ambodiment, said aver-

age radio throughput granted throughout the session is
determined by the SGSN, from the amount of data which
has been sent, and from the time between the first LLC

PDU sent to the BSS and the receipt of a DE-
LETE-BSS-PFC-ACK PDU fram the BSS.

{0663] Another object of ihe present invention is a mo-

bile station (MS), comprising meansfor performing such
a method.

{6064} Another object of the present invention is a net-

work element for a radio access (BSS)of a mobile cam-
munication network, comprising means for performing
sucha reethod.,

{6065} Another object of the present inventionis a net-

work element (SGSN) for a core network of a mobile
communication system, comprising means for pearform-
ing such a methad.
{6068} These and other objects of the present inven-

tion will become more apparent from the following de-
scription taken in conjunction with the accompanying
drawings:

- figure 1 is a diagram intended to recall the general
architecture of a system using GERAN access tech-
nology and packet-switched domain,

- figure 2 is a diagram inianded to recall the protocol

architecture ina systern using GERAN access tech-

nology and Packet-Switched (PS) domain,
- figure 3 is a diagram intended to recall the different

steps involved in the setting-up of a bearer belong-

ing to the streaming class,
- figure 4 is a diagram intended to recail the different

possible states of the application leval buffer intend-
ed fo be filled by a traffic flow belonging to the

streaming class.

 

{6067] The present invention may also be explained
as follows, and different exarnples of carrying out the
present invention are also disclosed in the following.

{0068] His proposed that the transfer delay attribute
of a sireaming bearer corresponds to the buffer size at
application lavel, used to ensure time alignment of the
strearning flow. Knowing the buffer size in Bytes and

knowing the play-out rate in Bytes/sec, the MS can eas-
ity work out the equivalent buffer size in seconds and
provide this within the QoS information Element, which
is included in the ACTIVATE PDP CONTEXT RE-

QUESTmessage.
{0068} Alternatively, itis proposedto introduce a new

QoS parameter, valid only for streaming class bearers,
-orrasponding to thesizeof the "tire alignment function

of the application’ (according io the terminology used in
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3GPP TS 23.107).
{0676] Note thai the initial application level buffer size
would then be known by the SGSN. H can then be for-
warded to the BSS within the CREATE BSS PFC mes-

sage, in order to be used by the call admission control
algorithm.
{0071] In fact the real-time knowledgeof the bufferfill-
ing each time the SGSN sends an LLC PDU would also

help further optimising the radio bandwidth granied at a

given time (by adjusting dynamically ihe allocaied radio
bandwidth depending on the application level buffer fill-

ing}. One way to achieve ihis would be to include the
instantaneous application level buffer filling in each

PACKET DOWNLINK ACK/NACK (message sant to the
88Speriodically). in order to convey that information up
io the SGSN, either a message could be created al LLC

level to report this transparently through ihe BSSorthe
information obtained by the BSS in PACKET DOWN-

LINK ACK/NACK messages could be sent to the SGSN
in anew BSSGP message.
{O072] His also proposed that the PDU lifetime set by

the SGSNbe valued depending on the value of this ap-
plication level buffer size.
{0673] Although the solution to provide real-time
knowledge of the applicationlevel buffer filling from the

MS to the BSS seems rather easy, solutions to convey
this up to the SGSN appear quite complex for a gain that
would probably not be significant. Therefore itis also
proposed that the PDU lifetime be valued depending on

the value of the initial ap onlevel buffer size. Since
at a given time, the buffer size rnay be smailer, it may
then happen that some LLC PDUs are received toa late
by the MS, bul this should be rnarginal.

{0074] Ht is also proposed that the reserved radio
bandwidth, a result of the BSS call admission cantrol

algorithm, be provided to the SGSNin the CREATE BSS
PFC ACK message. This information would then be in-

cluded in the Call Detail Record of the streaming session
in order to be able to charge the PS call based on the
bandwidth actually granted to the MS and nai on the ne-
gctiated guaranteedbitrate.

{0075} What could be argued against such a proposal
is that the reserved radio bandwidth may be excessive
and then part of it could be used by other MSs or other
PFCs of the same MS. in this case the streaming ses-

sion would be charged for a radio bandwidth that has
been partly used by other sessions. We could therefore
also envisage oroviding the average radio bandwidth
that has been really granted to the streaming session at

the end of it. This could be achieved e.g. by the SGSN
sending a DELETE-BSS-PFC PDU after the end of the
streaming session and before the PFT has expired in

the BSS (possibly including a specific pararneter fo ask
for the average radio throughput that has been granted

fo the PFC). The BSS would answer through a DE-
LETE-BSS-PFC-ACK PDU including a new Information
Element corresponding to thal average radio thraugh-

pul. Otherinformation may also be included in the future
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for charging purpose. However the problemis that the
SGSN does not know exactly when the streaming flow
ends on the radio interface since there may be some

buffering in the BSS. A new parameter cauld be intro-
duced in the DELETE-BSS-PFC PDUto notify the BSS
that the PFC shall be deleted only when the currently
stored LLC PDUs for that PFC have been sent (and ac-

knowledgedif operating in RLC acknowledged rnode).
{0076] Note that a third solution, although less accu-
rate, could consist in the SGSN computing liself the ra-
dio throughput by considering the amount of data which
has been sent and ihe time between the sending of the

first LLC PDU to the BSS and the receipt of the DE-
LETE-BSS-PFC-ACK PDU fram the BSS, assuming
that the latter message would be sent only when all LLC

PDUs have bean sent io ihe MS (see above).
{8077} The present invention also has farits object a

mobile station (MS), comprising means for performing
a method according to any of ihe above described meth-
ods.

{6078} The present invention also hasforits object a

3 network elementfor a radio access (BSS) of a mobile
communication network , comprising means for par-
forming a method according any of the above described
methods,

{0079} The present invention also has farits object a

network element (SGSN) for a core network of a mabile
comraunication system, comprising means for perforrmn-

ing a method according any of the above described
methods,

{0086] The detailed implementation of such means
does not raise any special problem for a person skilled
in the ari, and therefore such raeans do noi need to be

more fully disclosed than has been made above,by their
function, for a person skilled in the art.

Claims

4. A method for optimising the support of streaming

services in the packet switched domain of a mobile
communicalion system, a method wherein informa-
tion representative of time alignment capability of a
mobile station is sent by the mobile station to the
network.

2. A method according to claim 1, wherein said infor-
mation inchides information representative of a
buffer size at application level in the mobile siation.

3. Araethod according to clairn 2, wherein said buffer
size corresponds to the initial filling of said buffer,
at the beginning of a packet session, before playing

out the streaming flow.

4. Arnethod according to claim 2, wherein said buffer
size correspondsto the real-time filling of said buff-

er, during the course of a packet session.
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10,

14.

42.

43.

14,

15.

A method according fo claim 3, wherein said infor-
mation is provided as an additional information

specifying QoS parameters at the time of a PDP
context activation.

A method according fo claim 3, wherein said infor-
mation is provided as an information specifying a

QoS parameter corresponding to a transfer delay
attribute, at the time of a PDP context activation.

A method according to claim 5 or 6, wherein said
information is provided by the MS to the SGSN in a

rnessage requesting the creation of a PDP (Packet
Data Protocol } context.

A method according to claim 7, wherein said mes-
sage is the message «Activate PDP Context

Request ».

A method according to claim 5 or 6, wherein said
information is provided by the SGSN to the BSS in

a message requesting the creation of a PFC (Pack-
et Flow Context).

A method according to claim 9, wherein said mes-

sage is the message « Create BSS PFC ».

A method according to claim 4, wherein said real-
time buffer filing is provided in acknowledgement

messages sent by the MS to the BSS during the
course of a packet session.

 

A method according to claim 11, wherein said real-

time buffer filing received by the BSS fram the MS
is forwarded to the SGSN.

Amethad according to any of claims 1 fo 12, where-

in said information representative of time alignment
capability of a mobile station ts taken Into account
by the network, in a way as to optimise the radio
resource allocated to said mobile station, at the time

of performing call adrnission control and radia re-
source reservation.

Amethod according to any of claims 1 to 12, where-

in said information represeniative of time alignment
capability of a mobile station is representative of re-
al-trne alignment capability of the mobile station,
and is taken into account by the network, in a way

as to optimise the radio resource allocated to said
mobile station, by dynamically adjusting the radio
resource allocated to said mobile station, during the
course of the packet session.

Amethod according to any of claims 1 to 12, where-
in said information representative of time alignment
capability of a mobile station ts taken Into account
by the network, in a way as to optimize the setting
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23.

24,
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of a packet data unit lifetime to be sent io the MS.

A method for optimising the charging of packet-

switched services, a method wherein the charging
of a packet session is based on radio throughput
usage for ihe session.

A method accarding to claim 16, wherein said radio
throughput usage correspands to radio throughput
reserved for the session.

A method accarding to claim 17, wherein said radio

throughput reserved for the session is the result of
a call admission control algorithm.

A method according to claim 18, wherein said radio

throughput reserved for the session is provided by
the BSS to the SGSN.

A method according to claim 19, wherein said radio

throughput reserved for the session ts provided by
the BSSto the SGSNin a BSSGP message called
Create BSS PFC ACK.

A method according to claim 16, wherein said radio
throughput usage corresponds to radio throughput
really granted for the session.

A method according to claim 16, wherein said radio
throughput really granted for the session corre-
sponds to the average radio throughput granted
throughout the session.

A method according to claim 22, wherein said av-
erage radia throughput granted throughout the ses-
sion is determined by the BSS, which, for this pur-

ose, is informed by the SGSN of the end of the
session.

A method according to claim 23, wherein the BSS

is informed by the SGSN of the end of the session
by the SGSN sending to the BSS a DE-
LETE-BSS-PFC PDU after the end of the packet
session and before the PFT has expired inthe BSS.

A method according to claim 24, wherein a param-
eter is included in said DELETE-BSS-PFC PDU to

notify the BSS that the PFC shall be deleted only
when the currently stored LLC PDUs for that PFC
have been sent.

A method according to claim 22, wherein said av-
erage radia throughput granted throughout the ses-

sion is determined by the SGSN, from the amount
of data which has been sent, and from the time be-
tween the first LLC PDU sent to the BSS and the

raceipi of a DELETE-BSS-PFC-ACK PDUfrom the
BSS.
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26.

25.

A raouile station (MS), comprising means for per-
forming a method according to any of claims 1 to 26.

A network element for a radio access (BSS} of a
mobile communication network , comprising means
for performing a method according to any of claims
1 io 26.

A network element (SGSN)} for a core network of a
mobile cammunication systern, cornprising means
for performing a method according to any of claims
1 to 26.
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Description

Technical Field

[0001] The present invention relates to data encryption, and particularly, to a method and apparatus for encrypting
and decrypting a data stream and a system for secure transmission of a data stream.

Background Art

[0002] With the tendency of digitalizing audio and video information and the development of computer and network

technology, digitized audio and video worksare distributed to users through networksin the form of data streams (such

as, MPEG or MP3format stream), which have been widely employed. A security problem arises with data streams being
transmitted in a network environment.

[0003] The protection of a data stream in a networkis usually realized by means of encryption. At present, many kinds
of encryption approaches for MPEG stream have been proposed, for example, Naive Algorithm, Selective Algorithm,
ZigZag-Permutation Algorithm, etc. These algorithms provide a series of encryption approaches,from the simple to the

complex, for data streams.
[0004] However,in these traditional data stream encryption approaches, a data stream is usually encrypted with a
single policy without considering the situation of the receiver, the sender and the channel between them. As a result

either the resources are wastedor the quality of information reproduction is degraded.

[0005] US Patent application US 2001/053221 describes a ciphering technique in which plain text is divided into blocks
and ciphering attribute is set to each block. The ciphering attribute may thus vary betweenblocks.
[0006] First, encryption and decryption operations heavily consume system resources, including processor computa-

tion, storage spaces and bandwidthsof the senderandthe receiver. Therefore, if the strength of encryption and decryption
can not be adjusted at proper time to accommodateto the consumption of the system resources, neither the data stream
can get best protection when the resourcesare notfully utilized, nor the data stream can be encrypted and decrypted
in real-time and the reproduction quality is degraded when the resourcesare over-utilized.

[0007] Furthermore, the network environment mayvary with time, leading to frequent changes of channel quality. For

example, Bit Error Rate (BER), Packet Loss Rate (PLR), time delay, etc. of a channel may vary greatly, especially in
the environments of wireless communication or wide area networklike the Internet. Thus,if the same encryption policy

is adopted for the whole volume of a data stream, the quality of reproduction may be degraded because the receiver
cannot receive enough data for decrypting in time.

Disclosure of Invention"

[0008] In order to address the problems in the existing techniques mentioned above, according to an aspect of the
present invention, there is provided a method for encrypting a data stream that is transmitted from a senderto a receiver
via a channel, after at least a part of which is encrypted, said method comprising adjusting encryption attributes during
transmission; encrypting the data stream according to the adjusted encryption attributes; and transmitting said encrypted

data stream and information of said encryption attributes to said receiver.
[0009] According to another aspect of the present invention, there is provided a method for decrypting a data stream
that is transmitted from a senderto a receiver via a channel, after at least a part of which is encrypted, said method

comprising: receiving adjusted encryption attributes during reception of the encrypted data stream; and decrypting the
data stream according to said adjusted encryption attributes.
[0010] According to yet another aspect, there is provided an apparatusfor encrypting a data stream thatis transmitted
from a sender to a receiver via a channel, after at least a part of which is encrypted, said apparatus for encrypting

comprising: encryption attribute adjusting means for adjusting encryption attributes during transmission of the data
stream to generate encryption attribute information; and an scramblerfor performing encryption of said at least part of
the data stream according to the encryption attributes adjusted by said encryption attribute adjusting means.
[0011] Accordingto still another aspect of the present invention, there is provided an apparatus for decrypting a data
stream that is transmitted from a sender to a receiver via a channel after at least a part of which is encrypted, said

apparatus for decrypting comprising: an encryption adjustment information receiving unit for receiving the encryption
attribute information from the sender; and a unscramblerfor performing decryption of said data stream according to the
encryption attribute information received by said encryption adjustment information unit.

[0012] According to still another aspect of the present invention, there is provided an apparatus for sending a data
stream in security, comprising the above-mentioned apparatus for encrypting.
[0013] According to still another aspect of the present invention, there is provided an apparatus for receiving a data

stream in security, comprising the above-mentioned apparatus for decrypting.
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[0014] According to still another aspect of the present invention, there is provided a system for secure transmission
of a data stream, comprising the above-mentioned apparatus for sending a data stream, the above-mentioned apparatus
for receiving a data stream and a channel connecting said apparatus for sending a data stream and said apparatus for
receiving a data stream.

Brief Description of Drawings

[0015] The above features, advantages and objectives of the present invention will become apparent through the
description of preferred embodiments of the present invention with reference to the accompanying drawings:
[0016] Figure 1 is a flowchart showing a method for encrypting a data stream according to an embodimentof the
present invention;

[0017] Figure 2 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to another embodimentof the present invention;
[0018] Figure 3 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to the another embodimentof the present invention;
[0019] Figure 4 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream

accordingto still another embodiment of the present invention;
[0020] Figure 5isaflowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to the still another embodiment of the present invention;

[0021] Figure 6 schematically showsthe structure of the system for secure transmission of data stream in the prior
art; and

[0022] Figure 7 schematically shows a structure of a system for secure transmission of data stream according to an

embodimentof the present invention.

Mode(s) for Carrying Out the Invention

[0023] Next, a detailed description will be given of the preferred embodimentsof the present invention with reference

to the drawings.
[0024] Figure 1 is a flowchart showing a method for encrypting a data stream according to an embodimentof the
presentinvention.

[0025] The processfor encrypting and decrypting a data stream in prior art usually includes: first, an encryption policy

is predetermined; then, the sender encrypts the whole data stream (Naive Algorithm) or a part of the data stream
(Selective Algorithm) according to the policy and transmits the encrypted data stream to the receiver through a channel
connecting the senderandthe receiver;finally, the receiver decrypts the received data stream according to the prede-

termined encryption policy and reproduces the information carried by the data stream.
[0026] As shownin Figure 1, according to the embodimentof the present invention, during the process of encryption
and decryption of the data stream, a determination is made as to whetherthe current complexity is greater than an upper
limit threshold at Step 105. In the present embodiment, the current complexity is a measure of resource consumption
of the sender, the receiver or both. The current complexity may be the load of the processor or usage of the storage of

the sender, or the load of the processor or usage of the storage of the receiver, or a comprehensive measureby taking
account of the load of the processors and usage of the storages of both the sender and the receiver, according to the
present embodiment.

[0027] If the measure of the current complexity includes the resource consumption of the receiver, the information
about the resource consumption of the receiver, such as above mentioned processor’s load and storage usage, needs
to be fed back to the sender. Those skilled in the art may anticipate various ways to feed back this information, for
example, by means of acknowledgement packets, a separate backward link or channel, etc., the present invention has

no special limitation as long as the sender can obtain the information about the resource consumption of the receiver.
[0028] Inthecases wherethe receiveris a terminal device with a relatively weak processorandrelatively small storage,
such as a set top box, a mobile communication terminalor the like, preferably the current complexity mainly takes account
of the resource consumptionof the receiver, such as the load of the receiver's processor. Accordingly, the predetermined

upper threshold may be, for example, 80% of the processor's maximum load.

[0029] If the determination result of Step 105 is "Yes" (for example, the processor’s load of the receiver has exceeded
80%), then the process proceeds to Step 110, adjusting the encryption attributes to reduce the resource consumption.
The encryption attributes in the present invention refer to those adjustable attributes related to encryption processing,

such as encryption algorithm, encryption mode, encryption parameters, etc. There are many algorithmsfor data encryp-
tion knownin the art, for example, DES, 3DES, AES, RC4,etc.; each of these algorithmshasdifferent encryption modes,
such as ECB, CBC, OFB, etc.; and some of them also include encryption parameters, for example, in the encryption

algorithm RC4, different lengths of encryption keys may be chosen by adjusting encryption parameters. Different en-
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cryption algorithms have different encryption strengths; furthermore, the same encryption algorithm may havedifferent
encryption strengthsin different encryption modesor with encryption parameters. Accordingly, the algorithms with dif-

ferent strengths have different consumptions of system resources (such as processorload, storage usage, and so on).
[0030] The present embodimentutilizes these encryption attributes to adjust the encryption strengths, thereby making

the encryption of the data stream adapted to the condition of resource consumption at the receiver or the sender, and

the condition of the channel (described later), so that a balance among the system resources, the data security (encryption
strength) and the reproduction quality of the transmitted information can be reached. For example, in Step 110, the
computation used by the encryption and decryption can be reduced through changing the encryption algorithm from
"3DES"to "DES" or through shortening the length of the encryption key, as a result the resource consumption can be
reduced.

[0031] Next, if the determination result in Step 105 is "No", the process proceeds to Step 115, determining whether

the current complexity is less than a predetermined lower threshold. In this embodiment the lower threshold is 50% of
the processors maximum load.
[0032] Next, if the result of the determination at step 115 is "Yes", the process proceeds to Step 120, where the
encryption attributes are adjusted to raise the encryption strength.
[0033] Through Steps 115 and 120, the method of the present embodimentfully utilizes the system resources to

ensure data security. If the consumption of system resource is getting better, for example, when the processor’s load

of the receiver has reducedto be lowerthan 50%, the encryption attributes will be adjusted to raise the encryption strength.
[0034] Next, if the determination result in Step 115 is "No", or after Step 110 or Step 120, the process proceeds to

Step 125, determining whetherthe channel’s BER has increased by a predetermined value. If the determination result
in Step 125 is "Yes", Step 130 will be performed, where the encryption attributes are adjusted to reduce error propagation
length of the encryption.

[0035] If the determination result in Step 125 is "No", Step 135 will be performed, determining whether the channel’s
BER hasdecreasedby a predetermined value. If the determination result in Step 135 is "Yes", Step 140 will be performed,
where the encryption attributes are adjusted to increase error propagation length of the encryption.
[0036] Inthe present application, the error propagation length refers to the affected range in the decrypted data caused
by an error in the encrypted data. Usually, the error propagation length may be adjusted through changing the encryption

mode, for example, in Electronic Code Book (ECB) mode the data to be encrypted is divided into blocks, the size of
eachblock is the sameas the length of the encryption key, and each block is encrypted with the same encryption key,
therefore the error propagation length of ECBis equal to the length of the encryption key, that is, one block. In Cipher

Block Chaining (CBC) modefirst the clear text is also divided into fixed-length (such as 64 bits) blocks, then an XOR
operation is performed between the encrypted code output from the previous encrypted block and the next block of plain
code to be encrypted, the result of the XOR operation is encrypted with the encryption key to produce the encrypted
code, therefore the error propagation length is equal to the length of two blocks. Besides,other similar encryption modes,

for example, Cipher Feedback Mode (CFB), Output Feedback Mode (OFB), etc., have different error propagation char-
acteristics. In addition to the encryption modes, different encryption algorithms can also causedifferent error propagation
lengths, for example,if an encryption algorithm like RC4 is used, the error propagation length would be very small, which
is only equalto the error itself.
[0037] Generally, the greater the error propagation length is, that is, more strongly the encrypted data blocks are

associated with each other, the moredifficult it is to crack the data, so the security is better; at the same time, however,
higher channel quality is required. During transmission, the method of the present embodiment adjusts the error prop-
agation length based on the current channel quality, to balance among the channel quality, data security and the repro-

duction quality of the transmitted information.
[0038] Alternatively, at Step 135 and Steps 130, 140, the determination to adjust the encryption mode may be made
by comparing the current BER of the channel with a set of predetermined thresholds, for example, when the current

BERis 10E-4, CBC modeis chosen, and when the channel quality is getting worse and the current BER hasincreased
to be 10E-3, ECB mode can be used to reduce the error propagation at the encryption layer.
[0039] As shownin Figure 1, if the determination result in Step 135 is "No", or after Step 130 or 140, Step 145 will be
performed, where the adjusted encryption attributes and corresponding encrypted data stream are transmitted to the
receiver. If the encryption attributes have been adjusted, it is necessary to inform the receiver of the adjustmentinfor-
mation, in orderfor the receiver to perform decryption correctly. In the present embodiment, the information of encryption

attributes is recorded in the headerof data packetfor the data stream in the form of metadata; preferably the information
of encryptionattributes is also encrypted. The following Table 1 exemplarily showsthe contentin the encryption attribute
information according to the present embodiment.
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Table 1. Content of the encryption attribute information

Encryption algorithm 3DES

Encryption mode CBC

[0040] Ofcourse, many other approaches can be used to transmit the encryption attribute information from the sender
to the receiver, the present invention is notlimited to the above embodiment, for example,it is also possible to transmit
the encryption attribute information to the receiver with a separate data packet or even via another channel.

[0041] With the above method of the presentinvention, during encryption, transmission and transmission, the encryp-
tion policy is adjusted according to the resource consumption and channel quality, and the data stream is adequately
encrypted underthe condition of ensuring the routine operation of the systemsof the sender and the receiver, thus the

optimal state of balance among the system performance,data security and quality of data reproduction may be achieved.
[0042] In addition, according to another embodimentof the present invention, there is provided a method suitable for
encrypting a compressed video stream. Currently used video compression methods usually record video data as three

kinds of frame data, thatis, l-frame data, P-frame data and B-frame data. Among them, an I-frame (Intraframe) records
an independent complete picture; a P-frame (Prediction Frame) only contains the difference betweenthe picture of the

present frame and the previously decompressedpicture. a B-frame (Bi-directional Prediction frame) has the same
principle as that of P-frame, but in addition to making reference to the previously decompressedpicture, the subsequent
uncompressedpicture may be referenced too. Becauseit is not necessary to store the complete picture, storage space

is highly saved. Generally, the order of frames in a MPEGdata stream is IBBPBBPBBPBBPBBIBBPBBP....
[0043] From the pointof view of data security, the relative importance of these three kinds of frame data is successively
as |-frame>P-frame>B-frame. This is because, if only P-frame data or B-frame data are obtained without correctly

decrypted I-frame data, the whole video stream cannot be correctly reproduced in any way.In the present embodiment,
taking advantage of the features of a compressed video stream, the encryption attributes are adjusted with respect to
the three kinds of frame data respectively, so that the data stream can be encrypted moreefficiently.
[0044] Figure 2 is a flowchart showing the steps of adjusting encryption attributes in a method for encrypting a data
stream according to another embodiment of the present invention. The differences between this embodiment and the

previous embodiment are the step of adjusting the encryption attributes to reduce the resource consumption (i.e. Step
110 in Figure 1) and the step of adjusting the encryption attributes to raise the encryption strength (i.e. Step 120 in Figure
1). Figure 2 showsthe detailed flow of the step for adjusting the encryption attributes to reduce the resource consumption
(Step 110) in the method for encrypting a data stream according to the present embodiment.

[0045] As shownin Figure2,if the determination result in Step 105 (Figure 1) is "Yes", a determination is madefirst
as to whetherthe encryption strength of the B-frame data has reached the lowest encryption strength at Step 205. If the
determination result of Step 205 is "No", Step 210 will be performed to reduce the encryption strength of the B-frame

data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", Step 215 will be
performed, determining whetherthe encryption strength of the P-frame data has reachedthe lowest encryption strength.
[0046] Then, if the determination result of Step 215 is "No", the process proceedsto Step 220, reducing the encryption

strength of P-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes",
Step 225 will be performed, determining whether the encryption strength of the I-frame data has reached the lowest

encryption strength.
[0047] Next, ifthe determination result of Step 225 is "No", Step 230 will be performed, reducing the encryption strength

of I-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", it means
that the encryption strengths for the data of all three types of frames have reached the lowestvalue. In that case, the

encryption and transmission maywaittill the system resources have been recovered or the process may be performed
with the lowest encryption strengths.
[0048] Here, the encryption strength refers to the degree of difficulty for cracking the data encrypted according to

particular encryption attributes, that is usually associated with the complexity of the encryption algorithm, the complexity
of encryption mode, the complexity of the encryption key and the like, and the increase of encryption strength would
usually lead to the increase of the consumption of system resources. The following Table 2 exemplarily showsa list of
combinations of encryption methods and encryption modes commonly usedin the prior art, and their comparison.
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Table 2. A comparison of encryption strengths

Encryption|AES|3DES|AES|3DES|DES|DES

Attributes (CBC)|(CBC)|(ECB)|(ECB)|(CBC)|(ECB) 
[0049] In the present embodiment, the lowest encryption strengths may be set for different kinds of frame data re-
spectively. Preferably the lowest encryption strengths for the I-frame data, P-frame data and B-frame data are getting
lower successively. And the lowest encryption strength may be zero, that is, no encryption. For example, according to

the setting of a preferred embodiment, the lowest encryption strength for I-frames is DES (CBC), the lowest encryption
strength for P-frames is DES (ECB), and the lowest encryption strength for B-frames is "no encryption". Thus, in the
casesofrelatively large resource consumption, whenthe encryption strengthsare all adjusted to be the lowest according
to the method of the present embodiment,it is also possible to ensure sufficient protection for the I-frames that have
high importance, thereby ensuring the security of the whole video data stream, in which case the system resource

consumption for encryption is significantly reduced and the reproduction quality is ensured because of the reduction of
the encryption strengths of P-frames and B-frames.
[0050] Figure 3 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to the another embodiment of the present invention, particularly showing the detailed flow of the step for

adjusting the encryption attributes to raise the encryption strength (Step 120) in a method for encrypting a data stream
according to the present embodiment.

[0051] As shownin Figure3,if the determination result of Step 115 (Figure 1) is "Yes", a determination will be made
first as to whether the encryption strength of the I-frame data has reachedthe highest encryption strength at Step 305.
If the determination result of Step 305 is "No", Step 310 will be performed, increasing the encryption strength of the I-

frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if itis "Yes", Step 315 will be
performed, determining whetherthe encryption strength of the P-frame data has reachedthe highest encryption strength.
[0052] Next, if the determination result of Step 315 is "No", Step 320 will be performed, increasing the encryption

strength of P-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if itis "Yes",
Step 325 will be performed, determining whether the encryption strength of the B-frame data has reached the highest
encryption strength.

[0053] Next, if the determination result of Step 325 is "No", Step 330 will be performed, increasing the encryption

strength of B-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if itis "Yes",it
meansthat the encryption strengthsofall three kinds of frame data have reachedthe highest values. In that case, the

process just proceeds.
[0054] Similarly, the highest encryption strengths may also besetfor the data of different frames, respectively, but in

this embodiment the same highest encryption strength, such as AES (CBC), is set for the all frames.
[0055] Correspondingly, the following Table 3 exemplarily shows the content of the encryption attribute information
according to the present embodiment.

Table 3. Content of the encryption attribute information

Encryption mode for P-frames CBC

Encryption parameterfor P- Null
frames 

Encryption algorithm for B-frames Null

Encryption mode for B-frames Null 

Encryption parameterfor B-frame Null

  
[0056] According to this embodiment, when the consumption of the system resourcesis getting alleviated, the en-
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cryption strengths maybe increasedin the orderofthe I-frame, the P-frame and the B-frame, thereby making the security
of the encrypted data stream to be maximized within limit of the system resources.
[0057] Though different encryption algorithms are used fordifferent types of video frames in the present embodiment,
different encryption algorithms mayalso be usedfor the sametype of video frames based on their importancein practice.

For example, for P-frames, a P-frame located at a preceding position within a GOP (Groupof Pictures) is more important
that another P-frame located at a following position within the GOP, so the higher encryption strength can be used for
the preceding P-frame within a GOP.

[0058] Besides, though in the present embodiment, the encryption attributes are adjusted according to the relative
importance of I-frame, P-frame and B-frame, the adjustment is not limited to this way only. For example, the lowest

encryption strength forI-framesis set to "no encryption”, the lowest encryption strength for P-frames is set to DES (ECB),
the lowest encryption strength for B-frames is set to DES (CBC); and the highest encryption strength for I-framesis set

to "no encryption", the highest encryption strength for P-frames is set to 3DES (CBC), the highest encryption strength
for B-frames is set to AES (CBC); at the same time, at the steps as shown in Figure 2, the encryption strengths are
increasedin the order of B-frame>P-frame=l-frame. Thus, those receivers who have not got permission mayseeinter-
mittent pictures, thatis, l-frame, but cannot see the whole video, this is of advantage for those service providers who
wantto attract more users and to getreliable protection as well.

[0059] With the method of this embodiment, the encryption strengths may be adjusted moreprecisely for different
portions of the data stream, so that the resource consumption and security can be balanced more optimally. Due to
utilization of the dependentrelationship among the types of frames in the compressed video stream, it is possible to

reduce the amountof data to be encrypted significantly or reduce the compression strength for a large portion of the
data significantly, thereby saving the system resourcesof both the receiver and the sender. Furthermore, by meansof
selecting different lowest and highest encryption strengths for the data of different frame types, various results may be

achieved that are of advantage for the providers of the data stream.
[0060] Accordingto still another embodimentof the present invention, there is provided a method suitable for encrypting
a layered data stream. The technique of dividing the compressed data stream into layers is widely used in the art. For
example, according to MPEG-2 andlater standards a compressed data stream is divided into a base layer and one or
more enhancementlayer. Among them, the base layer provides a relatively low-resolution video and may be decoded

and reproduced independently, and the enhancementlayer provides higher resolution and needs to be decoded based

on the baselayer. In the case of having a plurality of ennancementlayers (such as a first enhancementlayer, a second
enhancementlayer and so on), decoding the enhancementlayer of higher resolution depends on decoding the enhance-

ment layer(s) of lower resolution. That is, the base layer may be decoded independently to reproduce the video of low
quality; the first enhancement layer may be decoded on the basis of the decodedbaselayer, to get higher resolution;
further, the second enhancement layer may be decodedon the basis of the decodedfirst enhancementlayer, to getstill
higher video reproduction quality, and so on. Thus, from the point of view of security, the base layer has the highest

importance, then the first enhancementlayer, the second enhancementlayer and so on. The method of this embodiment
takes advantage of the features of such layered data stream, adjusting encryption strengths for different layers respec-
tively.
[0061] The differences between this embodiment and the preceding embodimentof Figure 1 are the step of adjusting

the encryption attributes to reduce resource consumption (i.e. Step 110 in Figure 1) and the step of adjusting the

encryption attributes to increase the encryption strength (i.e. Step 120 in Figure 1).
[0062] Figure 4 is a flowchart showing stepsof adjusting encryption attributes in a method for encrypting a data stream
according to still another embodiment of the present invention, particularly showing the detailed flow of the step for

adjusting the encryption attributes to reduce the encryption strength (Step 110). It is assumed that the data stream has
three layers, i.e. basic layer, first enhancement layer and second enhancementlayer.

[0063] As shownin Figure4,if the determination result of Step 105 (Figure 1) is "Yes", a determination is madefirst
as to whether the encryption strength of the second enhancement layer has reached the lowest encryption strength at
Step 405. If the determination result of Step 405 is "No", Step 410 will be performed, reducing the encryption strength

of the second enhancementlayer, then the following step of the method (Step 125 in Figure 1) will be performed; if it is
"Yes", Step 415 will be performed, determining whetherthe encryption strength of the first enhancement layer has
reached the lowest encryption strength.
[0064] If the determination result in Step 415 is "No", Step 420 will be performed, reducing the encryption strength of

the first enhancementlayer, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes",
Step 425 will be performed, determining whether the encryption strength of the base layer has reached the lowest
encryption strength.

[0065] Next, ifthe determination result in Step 425 is "No", Step 430 will be performed, reducing the encryption strength

of the base layer, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", it means
that the encryption strengths ofall layers have reached the lowestvalue. In that case, the process of encryption and

transmission may halt till the system resources are released by other applications or may proceed with the lowest
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encryption strengths.
[0066] In this embodiment, the lowest encryption strengths maybe setfordifferent layers respectively, preferably the
lowest encryption strength for the baselayeris set to the highest, the lowest encryption strength for the first enhancement
layer is set to the second highest, and the lowest encryption strength for the second enhancement layeris the lowest.

Besides, the lowest encryption strength may be zero, that is, no encryption. For example, the lowest encryption strength

for the base layer is DES (CBC), the lowest encryption strength for the first enhancementlayer is DES (ECB), and the
lowest encryption strength for the second enhancement layeris "no encryption”. Thus, in the casesofrelatively large

resource consumption, when the encryption strengths are all adjusted to be the lowest according to the method of the
present embodiment, sufficient protection for the base layer of high importanceis still guaranteed, thereby ensuring the
security of the whole video stream, while the system resource consumption can be significantly reduced and the repro-
duction quality may be ensured due to the reduction of the encryption strengths of the first and second enhancement

layers.
[0067] Figure 5is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to still another embodiment of the present invention, particularly showing the detailed flow of the step for

adjusting the encryption attributes to increase the encryption strength (Step 120) in the method for encrypting a data
stream.

[0068] As shownin Figure5,if the determination result in Step 115 (Figure 1) is "Yes", a determination is madefirst
as to whether the encryption strength of the base layer has reached the highest encryption strength in Step 505. If the
determination result in Step 505 is "No", Step 510 will be performed, increasing the encryption strength of the baselayer,

then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", Step 515 will be performed,
determining whetherthe encryption strength ofthe first enhancementlayer has reached the highest encryption strength.
[0069] Next, if the determination result of Step 515 is "No", Step 520 will be performed, increasing the encryption

strength of the first enhancementlayer, then the following step of the method (Step 125 in Figure 1) will be performed;
ifitis "Yes", Step 525 will be performed, determining whether the encryption strength of the second enhancementlayer
has reached the highest encryption strength.
[0070] Next, if the determination result of Step 525 is "No", Step 530 will be performed, increasing the encryption

strength of the second enhancementlayer, then the following step of the method (Step 125 in Figure 1) will be performed;
ifitis "Yes", it meansthat the encryption strengthsof all layers have reached the highest values.In that case, the process
mayjust proceed.
[0071] Similarly, the highest encryption strengths can also be setfordifferent layers, respectively, but in the present

embodiment the same highest encryption strength, such as AES (CBC), is setfor all layers.
[0072] Correspondingly, the following Table 4 exemplarily shows the content of the encryption attribute information
in this embodiment.

Table 4. Content of the encryption attribute information

Field Value

Encryption algorithm for the base layer 3DES

Encryption modefor the base layer CBC

Encryption parameterfor the base layer Null

Encryption algorithm for the first enhancementlayer DES

Encryption modeforthe first enhancement layer CBC

Encryption parameterfor the first enhancement layer Null

Encryption algorithm for the second enhancementlayer Null

Encryption mode for the second enhancementlayer Null

Encryption parameterfor the second enhancement Null
layer

  
[0073] According to the present embodiment, when the consumption of the system resourcesis getting alleviated, the
encryption strengths mayberaised in the orderof the baselayer,the first enhancementlayerand the second enhancement
layer, thereby maximizing the security of the data stream within the limit of the system resources.

[0074] Besides, according to an alternative embodiment, in the steps as shownin Figure 4, the encryption strengths
are reducedin the orderof the base layer,the first enhancementlayer and the second enhancementlayer; in the steps
as shownin Figure 5, the encryption strengths are raised in the order of the second enhancementlayer, the first
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enhancement layer and the baselayer; the lowest encryption strengths of the base layer, the first enhancement layer

and the second enhancementlayerare setto "no encryption”, DES (ECB) and 3DES (CBC), respectively; and the highest
encryption strengths of the base layer, the first enhancement layer and the second enhancementlayer are set to "no

encryption", AES (CBC) and AES (CBC)respectively. Thus, those receivers who have no permission may see reproduced
video of low resolution, meanwhile, the enhancementlayers that can provide reproduced video of high quality are
adequately protected, this is of advantage for those service providers who wantto attract more users andto getreliable
protection as well.

[0075] Besides, accordingto still another embodiment, there is provided a method suitable for encrypting a layered
compressedvideo stream. For example, a MPEG-2 video data stream includes a base layer and one or more enhance-
ment layers, while each layer containsI-frame, P-frame and B-frame data. Therefore, the present embodiment combines
the embodiments described with reference to Figures 2 and 3 and Figures 4 and 5, providing an encryption methodthat

can adjust encryption strengths for different layers and also can adjust encryption strengths for different frames in the
samelayer.
[0076] Particularly, in Steps 410, 420 and 430 as shownin Figure 4, the process as shownin Figure 2 is performed
with respect to the base layer, the first enhancement layer and the second enhancementlayer, respectively; in Steps
510, 520 and 530 as shown in Figure 5, the process as shown in Figure 3 is performed with respect to each type of

frames within the baselayer, the first enhancementlayer and the second enhancementlayer, respectively; in addition,
whenthe encryption strengthsforall types of frames within a layer have reached the lowest value, the encryption strength

of this layer is determined to be the lowest ( Steps 405, 415 and 425), on the other hand, when the encryption strengths
for all types of frames within a layer have reachedthe highest value, the encryption strength of this layer is determined

to be the highest (Steps 505, 515 and 525).
[0077] For the layered compressed video stream, the method for encrypting of the present embodimentnot only can

adjust encryption strengths with respectto different layers, but also can adjust the encryption strengths with respect to
different types of frame within the same layer, so that the encryption attributes can be adjusted moreflexibly and more
accurately, realizing a balance among the system resources,data security and the reproduction quality of the transmitted
information. As a result, the method of this embodimentcan improvethe efficiency of the system operation and maximize
the quality of reproduction.

[0078] Besides, according to the other aspects of the present invention, there is provided an apparatusfor encrypting
and decrypting a data stream, an apparatus for securely sending a data stream and an apparatusfor securely receiving
a data stream, as well as a system for secure transmission of a data stream. Following is a detailed description with

reference to Figures 6 and 7.
[0079] Figure 6 schematically showsthe structure of the system for secure transmission of a data flow in the priorart.

As shownin Figure 6, the system includes: a sending apparatus (sender) 600, a receiving apparatus (receiver) 700 and
a channel 800 connecting the receiver and the sender. The sender 600 comprises a source encoder601, an encryption

means 602 and a channel encoder 603; the receiver 700 comprises an source decoder 701, a decryption means 702
and a channel decoder 703.

[0080] Thesecure transmission of a data stream in the prior artis as follows: at the sender,first the original data (such
as audio, video or other data) are source-encoded by the source encoder 601, for example, those original video data
are compressed and encodedinto a data stream in MPEG2format, or those speech data are compressed and encoded

into a data stream in MP3 format, and so on. Here, the original data stream may come from a video capture card or
other data acquisition devices, also may come from a reading device for data recording medium, such as a CD drive, a
DVDdrive, a disk drive and the like. And when the data in a proper format have been savedin the recording medium,

the source encoder 601 can be omitted. Next, according to a certain encryption policy, the encryption means 602 encrypts
the data stream, here the encryption policy may be predetermined, or determined through "shake-hands" before the
encryption and transmission. Finally, the encrypted data stream is channel-encoded by the channel encoder 603 and

transmitted to the receiving means 700 through the channel 800.
[0081] Atthe receiver,first the received data are channel-decoded by the channel decoder 703, forming received data
stream. Then, according to the above encryption policy, the decryption means decrypts the received data stream. Finally,
the source decoder 701 source-decode the decrypted data stream, to form reproduced data.
[0082] Figure 7 schematically showsa structure of a system for secure transmission of a data stream according to
an embodiment of the present invention. As shownin Figure 7, the system for secure transmission of a data stream

comprises: a sending apparatus (sender) 600, a receiving apparatus (receiver) 700 and a channel 800 connecting the
receiver and the sender. Among them, the sender 600 comprises an source encoder 601, an encryption apparatus 610
and a channel encoder 603; the receiver 700 comprises an source decoder 701, a decryption apparatus 710 and a
channel decoder 703.

[0083] According to this embodiment, in the sender 600, during the encryption apparatus 610 encrypts the data stream

coming from the source encoder 601 or from a reading device for data recording medium (not shown), and transmits
the encrypted data stream to the channel encoder 602, that is, during the process of encryption and transmission of the
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data stream, the encryption policy is adjusted based on the condition of resource consumption and channel quality.
[0084] The encryption apparatus 610 includes a scrambler 614 for encrypting a data stream according to specific
encryption attributes; a complexity calculating unit 611 for calculating the complexity according to the resource con-

sumption of the sender and the receiver (the term "complexity" has been explained in above description); a channel
quality detecting unit 613 for detecting the current quality of the channel 800 usedfor transmitting the data stream, such

as Bit Error Rate (BER), Packet Lose Rate (PLR), band width and the like, and for sending the detected channel quality
data to a determining and adjusting unit 612; the determining and adjusting unit 612 for determining whetherit is needed

to adjust the encryption attributes based on the information from complexity calculating unit 611 and the channel quality
detecting unit 613, andifit is needed, adjusting the encryption attributes for the data stream and transferring the adjusted
encryption attributes to the scrambler 614, thereby controlling the scrambler 614 to perform encryption. Specifically, the
determining and adjusting unit 612 performs the steps of determining and adjusting as shown abovein the flowchart of

Figure 1. The determining and adjusting unit 612 may be implementedin the form of hardware or software corresponding
to the steps of the flow, as knownto thoseskilled in the art.
[0085] The determining and adjusting unit 612, complexity calculating unit 611 and channel quality detecting unit 613
form the encryption attribute adjusting means for performing the adjustment of encryption policy based on the resource
consumption and channel quality during the encryption and transmission of the data stream, in this embodimentof the

presentinvention.
[0086] According to this embodiment, the adjusted attribute information is recorded in the headerof the data packet

in the form of metadata and transmitted to the receiver (receiving means 700) together with the data stream; preferably
the encryption attribute information is also encrypted. The content of the encryption attribute information according to
this embodimentis exemplarily shown in above Table 1.
[0087] Inthe receiver 700, the channel decoder 703 performs channel decoding of the received data to form a received

data stream. The encryption attribute information in the header of the packets of the data stream is transferred to and
extracted by the encryption adjustment information receiving unit 711, and then the extracted information is transferred
to the unscrambler 712, controlling the unscrambler to decrypt the corresponding data of the data stream in a proper
manner.

[0088] It should be noted that the method for transmitting then encryption attributes is not limited to metadata in the

above embodiment, andit is also possible for the encryption attributes to be transmitted via a separate secure channel,
accordingly, the encryption adjustment information receiving unit 711 needsto receive encryption attributes information
from the secure channel, which is also within the scope of the present invention.

[0089] Further, according to another embodiment of the present invention, when the data stream to be encrypted and
transmitted is a compressed video stream containing I-frame data, P-frame data and B-frame data, the determining and
adjusting unit 612 adjusts the encryption attributes for the I-frame data, P-frame data and B-frame data, respectively;
the scrambler 614 encrypts the I-frame data, P-frame data and B-frame data, respectively, according to the encryption

attribute information. Specifically, determining and adjusting unit 612 performs the steps of checking and adjusting as
shownin Figures 2 and 3. The content of the encryption attribute information according to the present embodimentis
exemplarily shown in above Table 3.
[0090] Accordingly, the encryption adjustment information receiving unit 711 of the present embodimentreceives the
encryption attributes information for the I-frame data, P-frame data and B-frame data respectively; the unscrambler 712

decryptsthe I-frame data, P-frame data and B-frame data, respectively, according to the encryption attribute information.
[0091] Furthermore, according to still another embodiment of the present invention, when the data stream to be
encrypted and transmitted is a compressed video stream containing a baselayer,a first enhancement layer and a second

enhancementlayer, the determining and adjusting unit 612 adjusts the encryption attributes for the base layer, thefirst
enhancementlayer and the second enhancementlayer, respectively; the scrambler 614 encrypts the base layer, the
first enhancementlayer and the second enhancementlayer, respectively, according to the encryption attribute informa-

tion. Specifically, the determining and adjusting unit 612 performs the steps of determining and adjusting as shownin
Figures 4 and 5. The content of the encryption attribute information according to the present embodiment is exemplarily
shownin above Table 4.

[0092] Accordingly, the encryption adjustment information receiving unit 711 of the present embodimentreceives the
encryption attribute information for the base layer, the first enhancement layer and the second enhancementlayer
respectively; the unscrambler 712 decrypts the base layer, the first enhancement layer and the second enhancement

layer, respectively, according to the encryption attribute information.
[0093] Thoseskilled in the art should appreciate that, in the above embodiments, the components of the encryption
and decryption apparatus and the sender and receiver, such as the source encoder601, the encryption apparatus 610

and the channel encoder 603, the source decoder 701, the decryption apparatus 710 and the channel decoder 703,
may be implemented in the form of hardware or software.
[0094] Besides, though a sender 600 and a receiver 700 are shownin the system as shownin Figure 7, those skilled

in the art may easily anticipate a system with one sending means anda plurality of receiving means,for example,ina
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VOD system, a VOD serverprovides service to a plurality of VOD terminals.
[0095] Thougha detailed description has been given to the method for encryption and decryption, the apparatus for
encrypting and decrypting, the apparatus for securely sending a data stream, the apparatus for securely receiving a
data stream and a system for secure transmission of a data stream of the present invention through some exemplary

embodiments, the above-mentioned embodiments are not exhausted, those skilled in the art may make various changes
and modifications within the scope of the present invention. Therefore, the present invention is not limited to these
embodiments; the scope of the invention is only defined by the appended claims.

Claims

1. A method for encrypting a data stream that is transmitted from a sender to a receiver via a channel (800), said
method comprising: adjusting (110,120) encryption attributes during transmission based on the characteristics of
one or moreof(i) current resource consumption of the sender, the receiver or both; and (ii) the quality of the channel;
encrypting the data stream according to the adjusted encryption attributes; and transmitting said encrypted data
stream and information of said adjusted encryption attributes to said receiver.

2. The methodof claim 1, wherein said step of adjusting encryption attributes comprises: determining whether current
complexity is greater than a first predetermined threshold, said current complexity is a measure of the resource

consumption of the sender, the receiver or both; and if said current complexity is greater that said first predetermined
threshold, adjusting the encryption attributes to reduce the resource consumption of the senderorthe receiver.

3. The method of claim 2, wherein said step of adjusting encryption attributes comprises: determining whether the

current complexity is less than a second predetermined threshold, the second predetermined threshold is less than
said first predetermined threshold; and if said current complexity is less than said second predetermined threshold,
adjusting the encryption attributes to increase the resource consumption of the senderor the receiver.

4. The methodof claim 1, wherein said step of adjusting encryption attributes comprises: determining whether current
BERof the channelhasincreasedbya first predetermined amount;if said current BERof the channel has increased
by the first predetermined amount, adjusting the encryption attributes to reduce an error propagation length of the

encryption; determining whether the current BERof the channel has decreased by a second predetermined amount;
and if said current BERof the channel has decreased by the second predetermined amount, adjusting the encryption
attributes to increase the error propagation length of the encryption;

5. The method of claim 1, wherein said step of adjusting encryption attributes comprises: determining whether current
BERofthe channelis greaterthata first predetermined threshold; if said current BER of the channel is greater than
the first predetermined threshold, adjusting the encryption attributes to reduce the error propagation length of the
encryption; determining whether the current BERof the channel is smaller than a second predetermined threshold;
if said current BER of the channel is smaller than the second predetermined threshold, adjusting the encryption

attributes to increase the error propagation length of the encryption;

6. The method of claim 1, wherein said data stream is a compressed video stream containing |-frame data, P-frame

data and B-frame data, said step of adjusting encryption attributes adjusts the encryption attributes for the I-frame
data, P-frame data and B-frame data respectively.

7. The method of claim 2, wherein said data stream is a compressed video stream containing I-frame data, P-frame

data and B-frame data, and wherein said step of adjusting the encryption attributes to reduce the resource con-
sumption of said sender or said receiver includes respectively adjusting the encryption attributes for the I-frame
data, P-frame data and B-frame data in the order of B-frame, P-frame and I-frame.

8. The method of claim 3, wherein said data stream is a compressed video stream containing I-frame data, P-frame

data and B-frame data; and wherein said step of adjusting the encryption attributes to increase the resource con-
sumption of said senderor said receiver includes respectively adjusting the encryption attributes for I-frame data,
P-frame data and B-frame data in the orderof I-frame, P-frame and B-frame.

9. The method of claim 1, wherein said data stream contains a base layer and at least one enhancementlayer, said
step of adjusting the encryption attributes adjusts the encryption attributes for said base layer and said at least one
enhancementlayer, respectively.
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The method of claim 2, wherein said data stream contains a baselayer and at least one enhancementlayer, wherein
said step of adjusting the encryption attributes to reduce the resource consumption of said senderor said receiver
includes successively adjusting the encryption attributes in the order of from said enhancementlayer to said base
layer.

The method of claim 3, wherein said data stream contains a base layer and at least one enhancementlayer, wherein
said step of adjusting the encryption attributes to increase the resource consumption of said senderor said receiver

includes respectively adjusting the encryption attributes for said base layer and said at least one enhancementlayer
in the orderof from said base layer to said enhancementlayer.

An apparatus for encrypting a data stream that is transmitted from a senderto a receiver via a channel (800), said

apparatus for encrypting comprising: encryption attribute adjusting means (612) for adjusting encryption attributes
during transmission of the data stream to generate encryption attribute information, said adjusting means adjusting

encryption attributes based on the characteristics of one or moreof(i) current resource consumption of the sender,
the receiver or both; and(ii) the quality of the channel; and a scrambler (614) for performing encryption of at least
a part of said data stream according to the encryptionattributes adjusted by said encryption attribute adjusting means.

The apparatus of claim 12, wherein said encryption attribute adjusting meansfurther includes a channel quality
detecting unit for detecting current quality of the channel, and sending channel quality information to said determining

and adjusting unit; and said determining and adjusting unit further adjusts the encryption attributes based on the
channel quality information from said channel quality detecting unit.

The apparatus of claim 12, wherein said data stream is a compressed video stream containing I-frame data, P-
frame data and B-frame data; said encryption attribute adjusting means adjusts the encryption attributes for the I-
frame data, P-frame data and B-frame data, respectively; said scrambler encrypts the I-frame data, P-frame data
and B-frame data, respectively, according to the encryption attribute information.

The apparatus of claim 12, wherein said data stream contains a base layer and at least one enhancementlayer;
said encryption attribute adjusting means adjusts the encryption attributes for said base layer and said at least one
enhancementlayer respectively; said scrambler encrypts said base layer and said at least one enhancementlayer

respectively according to the encryption attribute information.

Patentansprtiche

1. Verfahren zur Verschlusselung eines Datenstroms, der von einem Absender Uber einen Kanal (800) an einen
Empfanger Ubertragen wird, wobei das Verfahren Folgendes umfasst: Anpassen (110, 120) von VerschlUsselungs-
attributen wahrend der Ubertragung ausgehend von den Kenndaten der Auslastung einer oder mehrerer(i) aktueller
Ressourcen des Absenders, des Empfangers oderbeider; und (ii) ausgehend von der Qualitat des Kanals; Ver-

schlusseln des Datenstroms entsprechend den angepassten Attributen; und Ubertragen des verschlusselten Da-
tenstroms und von Informationen Uber die angepassten VerschlUsselungsattribute an den Empfanger.

Verfahren nach Anspruch 1, bei dem der Schritt des Anpassensder VerschlUsselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle Komplexitat einen ersten vorgegebenen Schwellenwert Uberschreitet, wobei die aktuelle
Komplexitat ein Mafur die Auslastung von Ressourcen des Absenders, des Empfangers oderbeiderist; und wenn
die aktuelle Komplexitat den ersten vorgegebenen Schwellenwert Uberschreitet, Anpassen der Verschlusselungs-

attribute, um die Auslastung der Ressourcen des Absenders oder des Empfangers zu verringern.

Verfahren nach Anspruch 2, bei dem der Schritt des Anpassens der VerschlUsselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle Komplexitat einen zweiten vorgegebenen Schwellenwert unterschreitet, wobei der zweite
vorgegebene Schwellenwert kleiner als der erste vorgegebene Schwellenwert ist; und wenn die aktuelle Komplexitat

den zweiten vorgegebenen Schwellenwert unterschreitet, Anpassen der Verschliisselungsattribut, um die Ausla-
stung der Ressourcen des Absenders oder des Empfangers zu erhéhen.

Verfahren nach Anspruch 1, bei dem der Schritt des Anpassensder VerschlUsselungsattribute Folgendes umfasst:

Ermitteln, ob die aktuelle Bitfehlerrate (BER) des Kanal um einen ersten vorgegebenen Betrag zugenommenhat;
wenn die aktuelle BER des Kanals um den ersten vorgegebenen Betrag zugenommenhat, Anpassen der Ver-

schlusselungsattribute, um eine Fehlerfortpflanzungslange der VerschlUsselung zu verringern; Ermitteln, ob die
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aktuelle BER des Kanals um einen zweiten vorgegebenen Betrag abgenommenhat; und wenn die aktuelle BER
des Kanals um den zweiten vorgegebenen Betrag abgenommenhat, Anpassen der VerschlUsselungsattribute, um
die Fehlerfortpflanzungslange der VerschlUsselung zu erhéhen.

Verfahren nach Anspruch 1, bei dem der Schritt des Anpassensder VerschlUsselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle BER des Kanals einen ersten vorgegebenen Schwellenwert Uberschreitet; wenn die aktuelle
BERdes Kanals den ersten vorgegebenen Schwellenwert Uberschreitet, Anpassen der VerschlUsselungsattribute,

um die Fehlerfortpflanzungslange der Verschliisselung zu verringern; Ermitteln, ob die aktuelle BER des Kanals
einen zweiten vorgegebenen Schwellenwert unterschreitet; wenn die aktuelle BER den zweiten vorgegebenen
Schwellenwert unterschreitet, Anpassen der Verschliisselungsattribute, um die Fehlerfortpflanzungslange der Ver-
schlusselung zu erhéhen.

Verfahren nach Anspruch 1, bei dem der Datenstrom ein komprimierter Videodatenstrom ist, der |-Frame-Daten(I-
Einzelbilddaten), P-Frame-Daten (P-Einzelbilddaten) und B-Frame-Daten (B-Einzelbilddaten) enthalt, wobei durch
den Schritt des Anpassens der Verschliisselungsattribute die Verschlisselungsattribute der I- Frame-Daten, der P-
Frame-Daten bzw. der B-Rahmen-Daten angepasst werden.

Verfahren nach Anspruch 1, bei dem der Datenstrom ein komprimierter Videodatenstrom ist, der |-Frame-Daten,
P-Frame-Daten und B-Frame-Daten enthalt und bei dem der Schritt des Anpassens der VerschlUsselungsattribute

zum Verringern der Auslastung der Ressourcen des Absenders oder des Empfangers jeweils das Anpassen der
Verschlusselungsattribute fur die 1-Frame-Daten, die P-Frame-Daten bzw. die B-Rahmen-Datenin der Reihenfolge
B-Frame-Daten, P-Frame-Daten und I-Frame-Daten beinhaltet.

Verfahren nach Anspruch 3, bei dem der Datenstrom ein komprimierter Videodatenstrom ist, der |-Frame-Daten,
P-Frame-Daten und B-Frame-Daten enthalt und bei dem der Schritt des Anpassensder VerschlUsselungsattribute
zum Verringern der Auslastung der Ressourcen des Absenders oder des Empfangers jeweils das Anpassen der
Verschlusselungsattribute fur die |-Frame-Daten, die P-Frame-Daten bzw. die B-Rahmen-Datenin der Reihenfolge
l-Frame-Daten, P-Frame-Daten und B-Frame-Daten beinhaltet.

Verfahren nach Anspruch 1, bei dem der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht

enthalt, wobei durch den Schritt des Anpassens der Verschlisselungsattribute die VerschlUsselungsattribute fir
die Basisschicht bzw. die mindestens eine Erweiterungsschicht angepasst werden.

Verfahren nach Anspruch 2, bei dem der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht
enthalt, wobei der Schritt des Anpassens der Verschlsselungsattribute zur Verringerung der Auslastung der Res-

sourcen des Absenders oder des Empfangers das aufeinander folgende Anpassen der Verschlisselungsattribute
in der Reihenfolge von der Erweiterungsschicht zur Basisschicht beinhaltet.

Verfahren nach Anspruch 3, bei der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht enthalt

und der Schritt des Anpassens der Verschlisselungsattribute zur Erhéhung der Auslastung der Ressourcen des
Absenders oder des Empfangersjeweils das Anpassen der Verschlisselungsattribute fur die Basisschicht und die
mindestens eine Erweiterungsschicht in der Reihenfolge von der Basisschicht zur Erweiterungsschicht beinhaltet.

Vorrichtung zur Verschlusselung eines Datenstroms, der von einem Absender Uber einen Kanal (800) zu einem
Empfanger Ubertragen wird, wobei die Vorrichtung zur VerschlUsselung Folgendes umfasst: ein VerschlUsselungs-

attributanpassungsmittel (612) zum Anpassen von Verschliisselungsattributen wahrend der Ubertragung des Da-
tenstroms zum Erzeugen von Informationen Uber die Verschlsselungsattribute, wobei das Anpassungsmittel Ver-

schlisselungsattribute ausgehend von den Kenndaten der Auslastung einer oder mehrerer(i) aktueller Ressourcen
des Absenders, des Empfangers oderbeider; und(ii) ausgehend von der Qualitat des Kanals; und eine Verwtrfe-
lungseinheit (614) zum VerschlUsseln mindestens eines Teils des Datenstroms entsprechend den Attributen, die
durch das Verschllsselungsattributanpassungsmittel angepasst wurden.

Vorrichtung nach Anspruch 12, bei der das Verschliisselungsattributanpassungsmittel ferner eine Kanalqualitats-

erkennungseinheit zum Erkennender aktuellen Qualitat des Kanals und zum Senden von Kanalqualitatsinforma-
tionen an die Ermittlungs- und Anpassungseinheit beinhaltet; und bei der die Ermittlungs- und Anpassungseinheit
ferner die Verschlisselungsattribute ausgehend von den Kanalqualitatsinformationen von der Kanalqualitaétserken-
nungseinheit anpasst.
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14. Vorrichtung nach Anspruch 12, bei der Datenstrom ein komprimierter Videodatenstrom ist, der |-Frame-Daten, P-
Frame-Daten und B-Frame-Daten enthalt; wobei das Verschlusselungsattributanpassungsmittel die VerschlUsse-
lungsattribute fur die I-Frame-Daten, die P-Frame-Daten bzw. die B-Frame-Daten anpasst; wobei die Verwtrfe-
lungseinheit die |-Frame-Daten, die P-Frame-Daten bzw. die B-Frame-Daten entsprechend den Verschlisselungs-

5 attributinformationen verschlusselt.

15. Vorrichtung nach Anspruch 12, bei der der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht

enthalt; wobei das Verschlisselungsattributanpassungsmittel die VerschlUsselungsattribute fur die Basisschicht
bzw. die mindestens eine Erweiterungsschicht anpasst; wobei die Verwirfelungsschicht die Basisschicht bzw.die

10 mindestens eine Erweiterungsschicht entsprechend den Verschllisselungsattributinformationen verschlusselt.

Revendications

15 1. Procédé destiné a crypterun flux de données qui est transmis depuis un émetteur vers un récepteur par|’intermédiaire

d’un canal(800), ledit procédé comprenant: le réeglage (110, 120) d’attributs de cryptage au cours d’une transmission

sur la base des caractéristiques d’un ou plusieurs éléments parmi(i) la consommation de ressources en cours de
’émetteur, du récepteur ou des deux, et(ii) la qualité du canal, le cryptage du flux de données conformément aux
attributs de cryptage réglés,et la transmission dudit flux de données crypté et d’informations desdits attributs de

20 cryptage réglés audit récepteur.

2. Procédé selon la revendication 1, dans lequel ladite étape de réglage d’attributs de cryptage comprend: le fait de
déterminersi la complexité en cours est supérieure a un premier seuil prédéterminé, ladite complexité en cours est

une mesure de la consommation de ressources de l’émetteur, du récepteur ou des deux,et si ladite complexité en

25 cours est supérieure audit premier seuil prédéterminé,le réglage des attributs de cryptage pour réduire la consom-
mation de ressources de l’émetteur ou du récepteur.

3. Procédé selon la revendication 2, dans lequel ladite étape de réglage d’attributs de cryptage comprend: le fait de
déterminersi la complexité en cours est inférieure a un second seuil prédéterminé, le second seuil prédéterminé

30 est inférieur audit premier seuil prédéterminé, et si ladite complexité en cours est inférieure audit second seuil

prédéterminé,le réglage des attributs de cryptage pour augmenter la consommation de ressources de |’émetteur
ou du récepteur.

4. Procédé selon la revendication 1, dans lequel ladite étape de réglage d’attributs de cryptage comprend: le fait de

35 déterminersi le taux BER (taux d’erreurs sur les bits) en cours du canal a augmenté d’une premiére valeur prédé-
terminée,si ledit taux BER en cours du canal a augmenté de la premiére valeur prédéterminée, le réglage des
attributs de cryptage pour réduire une longueur de propagation d’erreur du cryptage,le fait de déterminersi le taux
BERen cours du canal a diminué d’une seconde valeur prédéterminée,et si ledit taux BER en cours du canal a
diminué de la seconde valeur prédéterminée, le réglage des attributs de cryptage pour augmenterla longueur de

40 propagation d’erreur du cryptage.

5. Procédé selon la revendication 1, dans lequel ladite étape de réglage d’attributs de cryptage comprend: le fait de

déterminersi le taux BER en cours du canal est supérieur a un premier seuil prédéterminé, si ledit taux BER en
cours du canal est supérieur au premier seuil prédéterminé, le réglage des attributs de cryptage pour réduire la

45 longueur de propagation d’erreur du cryptage,le fait de déterminersi le taux BER en cours du canalestinférieur a
un second seuil prédéterminé, si ledit taux BER en cours du canalest inférieur au second seuil prédéterminé, le

réglage desattributs de cryptage pour augmenter la longueur de propagation d’erreur du cryptage.

6. Procédé selon la revendication 1, dans lequel ledit flux de données est un flux vidéo compressé contenant des
50 données de trame |, des données de trame P et des données de trame B, ladite étape de réglage d’attributs de

cryptage régle les attributs de cryptage pour les donnéesde trame I, les données de trame P et les données de

trame B respectivement.

7. Procédé selon la revendication 2, dans lequel ledit flux de données est un flux vidéo compressé contenant des

55 données de trameI, des données de trame P et des données de trame B, et dans lequel ladite étape de réglage
des attributs de cryptage pour réduire la consommation de ressources dudit émetteur ou dudit recepteur comprend
respectivementle réglage des attributs de cryptage pour les données de trame I, les données de trameP et les
donnéesde trame B dansl’ordre trame B, trame P et trameI.

14 IPR2022-01227

EXHIBIT 1003 - PAGE 00910



IPR2022-01227
EXHIBIT 1003 - PAGE 00911

10

15

20

25

30

35

40

45

50

55

10.

11.

12.

13.

14.

15.

EP 1 487 147 B1

Procédé selon la revendication 3, dans lequel ledit flux de données est un flux vidéo compressé contenant des
données de trame I, des données de trame P et des donnéesde trameB, et dans lequel ladite étape de réglage
des attributs de cryptage pour augmenter la consommation de ressources dudit émetteur ou dudit recepteur com-
prend respectivementle réglage des attributs de cryptage pour les donnéesde trameI, les données de trame P et
les données de trame B dans |’ordre trame I, trame P et trame B.

Procédé selon la revendication 1, dans lequelledit flux de données contient une couche de base et au moins une

couche d’amélioration, ladite étape de réglage desattributs de cryptage régle les attributs de cryptage pour ladite
couchede base etladite au moins une couche d’amélioration, respectivement.

Procédé selon la revendication 2, dans lequelledit flux de données contient une couche de base et au moins une

couche d’amélioration, ou ladite étape de réglage desattributs de cryptage pour réduire la consommation de res-
sources dudit émetteur ou dudit recepteur comprend le réglage successif des attributs de cryptage dans |’ordre de
ladite couche d’amélioration a ladite couche de base.

Procédé selon la revendication 3, dans lequelledit flux de données contient une couche de base et au moins une

couche d’amélioration, ou ladite étape de réglage des attributs de cryptage pour augmenter la consommation de
ressources dudit émetteur ou dudit recepteur comprend le réglage, respectivement, des attributs de cryptage pour
ladite couche de baseet ladite au moins une couche d’amé6lioration dans l’ordre de ladite couche de base a ladite

couche d’amélioration.

Dispositif destiné a crypter un flux de donnéesqui est transmis depuis un émetteur vers un récepteurparl’intermé-

diaire d’un canal(800), ledit dispositif de cryptage comprenant : un moyen de réglage d’attributs de cryptage (612)
destiné a régler des attributs de cryptage au cours d’une transmission du flux de données pour générerdesinfor-
mations d’attributs de cryptage, ledit moyen de réglage réglant des attributs de cryptage sur la base des caracté-

ristiques d’un ou plusieurs éléments parmi (i) la consommation de ressources en cours de |’émetteur, du récepteur
ou des deux,et(ii) la qualité du canal, et un embrouilleur (614) destiné a exécuter un cryptage d’au moins une partie
dudit flux de données conformément aux attributs de cryptage réglés par ledit moyen de réglage d’attributs de
cryptage.

Dispositif selon la revendication 12, dans lequel ledit moyen de réglage d’attributs de cryptage comprend en outre
une unité de détection de qualité de canal destinée a détecter la qualité en cours du canal, et a envoyer des
informations de qualité de canal a ladite unité de détermination et de réglage, et ladite unité de détermination et de
réglage régle en outre les attributs de cryptage sur la base des informations de qualité de canal provenantde ladite

unité de détection de qualité de canal.

Dispositif selon la revendication 12, dans lequel ledit flux de donnéesest un flux vidéo compressé contenant des
données de trame I, des données de trame P et des données de trame B, ledit moyen de réglage d’attributs de
cryptage régle les attributs de cryptage pour les donnéesde trameI, les données de trame P et les données de

trame B, respectivement, ledit embrouilleur crypte les données de trameI, les donnéesde trame P et les données
de trame B, respectivement, conformément aux informations d’attributs de cryptage.

Dispositif selon la revendication 12, dans lequel ledit flux de données contient une couche de base et au moins une
couche d’amélioration, ledit moyen de réglage d’attributs de cryptage régle les attributs de cryptage pour ladite
couchede baseet ladite au moins une couche d’ameélioration respectivement, ledit embrouilleur crypte ladite couche
de baseet ladite au moins une couche d’amélioration respectivement conformément aux informations d’attributs

de cryptage.
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SYSTEME DE DIFFUSION DE FILMS VIDEO, SUR SITE ET ALA DEMANDE.

) Le systame de diffusion de films vidéo, sur site at A lamande congista en un serveur (3) qui comporie des
moyens de stockage des films video sous forme numérique
compressés, ot qui est rellé par Pintermédiaire d’un réseau
local (Se, 50) & une oluralité de moyens vidéo de visualisa-
tion; chaque moyen vidéo de visualisation est équiné c’une
unité de trallament (4) qui sert @interface avec le serveur
{3}, at qui gere des moyens de saisie opermettant a un utii-
sateur de sélectionner le film qu’ll souhaitle commencer a
regarder, chaque unité de traitement (4) est congue pour
damander au serveur(3) de jul iransmettre via le reseau to-
cal les denndées numériques audio/vicéo compressées du
film qu'un utilisateur a sélactionné (°° ache}, et pour pa-
raligiament décompresser en temps réel, a destination des
moyens vidéo de visualisation, les données numériques
transmises par le serveur (2°tache).

Plus particullérement, chaque moyen de visualisation est
un téléviseur et Punité de traltement sera commandable a

distance par un ulilisateur, au moyen d'une idslécommande
infrarouge remplagant celle du téléviseur. Ge systeme de
diffusion est destiné 4 Gire implanié dans jas hétels ou
aquivalents.
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DEMANDE

La présente invention a pour objet un systéme de diffusion de films vidéo, sur site

et ala demande. Ce systéme est plus particuliérement, mais non limitativement,

destiné 4 étre implanté dans les hdtels qui proposent 4 leurs clients un service de

diffusion de films vidéo, dit 4 la demande, par lequel chaque client peut demander

ace que lui soit diffusé, sur le téléviseur de sa chambre, un film vidéo qu’'ll choisit

parmi une liste de films qui lui sont proposés.

Actuellement, les hétels qui proposent un service de diffusion sur site

de films vidéo utilisent un ou plusieurs magnétoscopes, auxquels peuvent étre

reliés les téléviseurs de chaque chambre. Deux solutions s'offrent 4 ces hétels pour

diffuser des films vidéo dans les chambres. La premiére solution consiste 4 fixer

des plages horaires imposées de diffusion des films ; dans ce cas, le chent qui veut

regarder un film est obligé de respecter cette plage horaire de diffusion, et

demande a l'accueil 4 ce que son téléviseur soit connecté au magnétoscope

diffusant le film quill a choisi. La seconde solution consiste 4 essayer d’offrir ia

possibilité aux clients de choisir le film et lhoraire de diffusion de ce film, c'est

ce que l'on appelle la diffusion de films vidéo a ia demande ; on comprend que

dans cette deuxiéme solution, pour étre en mesure de répondre a toutes les

demandes possibles des clients, 1] faudrait en théone pour chaque chambre, autant

de magnétoscopes quil y a de films proposés. En pratique, pour des raisons

évidentes de colits et de maintenance, les hétels qui proposent 4 ce jour un

service de vidéo a la demande utilisent certes un nombre important de

magnétoscopes, mais celui-ci est nettement insuffisant pour mettre en ceuvre un

réel service de diffusion 4 la demande. Ainsi, lorsqu'un client demande a l'accueil

de 'hétel que lui soit diffusé un film, il arrive fréquemment que les magnétoscopes

qui sont susceptibles de diffuser le film choisi, soient tous déja en cours de

diffusion. Dans ce cas, le client est obligé soit d'attendre que Tun des

magnétoscopes ait terminé sa diffusion, soit de se résoudre 4 manquer une partie
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du film en demandant 4 ce que son téléviseur soit connecté au magnétoscope

ayant le dernier commencé 4 diffusé le film qu'il a choisi.

Le but de la présente invention est de proposer un systéme de diffusion

de films vidéo sur site et 4 1a demande qui pallie les inconvénients précités, en ce

quill permet 4 un nombre important d'utilisateurs de visualiser le méme film, avec

des horaires de début de film qui sont 4 la convenance de chaqueutilisateur, et qui

peuvent tous étre différents.

Selon l'invention, le systéme de diffusion de film vidéo consiste en un

serveur qui comporte des moyens de stockage des films vidéo sous forme

numérique compressée, et qui est relié par l'intermédiaire d'un réseau local a une

pluralité de moyens vidéo de visualisation ; chaque moyen vidéo de visualisation

est équipé d'une unité de traitement qui sert d'interface avec le serveur, et qui gare

des moyens de saisie permettant 4 un utilisateur de sélectionner le film qu'il

souhaite commencer 4 regarder ; enfin, chaque unité de traitement est congue

pour demander au serveur de lui transmettre via le réseau local les données

numérigues audio/vidéo compressées du film qu'un utilisateur a sélectionné (1™

tache}, et pour parallélement décompresser en temps réel, a destination des moyens

vidéo de visualisation, les données numériques transmises par le serveur (2°"*

tache}.

C'est le mérite de invention de combiner, d'une part futilisation d'une

architecture informatique de type client/serveur, avec un serveur stockant les films

vidéo sous forme numérique compressée, et d'autre part une décompression en

temps réel des données numériques audio/vidéo au niveau de chaque client, c'est

a dire en l'occurrence au niveau de chaque moyen vidéo de visualisation. En effet,

le temps pris par la décompression en temps réel des données audio/vidéo au

niveau de chaque moyen vidéo permet avantageusement de laisser le temps au

serveur d'adresser 4 chaque moyen vidéo les données compressées suivantes du

film qui est en cours de visualisation, et compte-tenu des débits dlevés des réseaux

locaux actuels, d'utiliser ce temps de décompression, pour servir parallélement
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plusieurs moyens vidéo, avec éventuellement les données compressées d'un méme

film. Tf est certes a ce jour connu d'utiliser des serveurs stockant des films vidéo

sous forme numérique compressée. Cependant, dans ce type de serveur, la

décompression des données est réalisée au niveau du serveur, avant transmission.

Pour cette raison, on n'a jamais cherché 4 utiliser ce type de serveur pour réaliser

un systéme de diffusion de films vidéo 4 la demande.

Un autre avantage de linvention est qu'elle permet 4 un utilisateur de

sélectionner automatiquement un film a l'aide des moyens de saisie ; s'agissant

d'un systéme de diffusion 4 la demande de film vidéo implanté dans un hétel,

chaque client peut ainsi depuis sa chambre sélectionner automatiquement un film,

sans devoir passer par l'accueil de l'hotel. Ce systéme offre donc a chaque client

une utilisation totalement privée.

Dans le but d'augmenter ie nombre de moyens vidéo de visualisation

pouvant étre gérés en méme temps par le serveur, chaque unité de traitement

comporte une mémoire tampon lui permettant de stocker temporairement les

données numériques compressées transmises par le serveur ; dans ce cas, ta

premiere tache exécutée par l'unité de traitement consiste initialement 4 adresser

au serveur ume requéte en lecture du ou des fichiers correspondant au film

sélectionneé, et ensuite, de maniére itérative, a attendre l'envoi par le serveur d'un

paquet de données numériques audio/vidéo compressées, 4 stocker dans fa

mémoire tampon le paquet de données regu , et 4 renvoyer au serveur un accusé

réception pour la transmission du paquet de données suivant ...; et la deuxiéme

tache de chaque unité de traitement consiste 4 décompresser en temps rée! les

données stockées dans la mémoire tampon.

Dans le mode de réalisation ci-dessus, la tache de décompression vide la

meémoire tampon avec un débit qui est fonction des paramétres de la compression.

Le remplissage de cette mémoire tampon est effectué au fur et 4 mesure que le

serveur transmet les paquets de données compressées du film en cours, et est donc

fonction de la charge du réseau,c'est 4 dire du nombre de moyens de visualisation
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du réseau qui sont en train de diffuser un film. Il revient 4 "homme du métier

d'optimiser la taille de chaque paquet de données émis par le serveur, entre chaque

accusé réception, en sorte d'optimiser la charge du réseau.

De préférence, chaque unité de traitement évalue périodiquement la

charge du réseau, et retarde l'envoi de l'accusé réception du dernier paquet de

données regu lorsque le taux de remplissage de la mémoire tampon est supérieur

4 une premiere valeur minimum prédéterminée, en déclenchant, préalablement 4

lenvoi de l'accusé réception, une temporisation qui est d'autant plus importante que

la charge du réseau est importante. Cette caractéristique additionnelle permet

avantageusement d’éviter une surcharge du réseau, qui est inutile lorsque la

mémoire tampon d'une unité de traitement est suffisamment remplic. En revanche,

lorsque le taux de remplissage de la mémoire tampon devient inférieur 4 ce

premier seuil minimum, l'unité de traitement n'effectue plus de temporisation de

Penvoi de chaque accusé réception, le remplissage de cette mémoire tampon

devenant prioritaire par rapport 4 celui des mémoires tampons des autres unités de

traitement du réseau, pour lesquelles le taux de remplissage est supérieur au

premier seuil minimum.

Plus pariiculiérement, chaque unité de traitement contréle le taux de

remplissage de la mémoire tampon 4 chaque réception d'un paquet de données

numériques audio/video émis par le serveur. Selon une premiére caractéristique

additionnelle du systéme de l'invention, chaque unité de traitement est en outre

congue pour ne pas renvoyer l'accusé réception au serveur pour le demier paquet

de données regu, tant que le taux de remplissage de la mémoire tampon est

maximum. Selon une deuxiéme caractéristique additionnelle, qui peut se combiner

avec la premiére, chaque unité de traitement est congue pour interrompre la

deuxiéme tache de décompression lorsque le taux de remplissage est inférieur a

un second seuil minimum prédéterminé. Ce deuxiéme seuil minimum correspond

au seuil de remplissage de la mémoire tampon le plus critique, au-dela duquel il

y @ un risque trés important que la mémoire soit vidée avant que le serveur ne
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soit en mesure de transmettre les données suivantes. La deuxieme caractéristique

permet donc de prévenir avantageusement une coupure dans le flux de données,

et se traduit pour lutilisateur par un simple arrét momentané de l'image sur les

moyens de visualisation ; compte-tenu des débits trés dlevés qui peuvent étre

aujourd'hui atteints pour la transmission de données numériques sur un réseau local

{ plusieurs dizaines de Mbits/seconde), comparativement au débit de fa

décompression en temps réel de données audio/vidéo (de l'ordre de quelques

centaines de Ko/seconde), cet arrét momentané de image sera le plus souvent

imperceptible par l'utilisateur.

Dans un mode préféré de réalisation, chaque moyen vidéo de visualisation

est un téléviseur avec une prise audio/vidéo du type prise PERITEL, et lunité

de traitement est reliée au téléviseur par l'intermédiaire de cette prise.

Plus particuliérement, chaque téléviseur étant de maniére connue en soi

commandable 4 distance au moyen d'une télécommande telle que notamment une

télécommande 4 infrarouge, les moyens de saisie de chaque unité de traitement

comprennent avantageusement une télécommande a distance émettantun signal qui

peut éventuellement étre un signal infrarouge, mais qui n'est pas décodable par

le téléviseur ; chaque unité de traitement d'une part comporie en outre un

récepteur sensible aux signaux émis par les moyens de saisie et un émetteur du

type de celui de la télécommande normalementutilisé pour le téléviseur, et d'autre

part est congue pour décoder chaque signal de commande regu par son récepteur,

et interpréter la commande, soit comme étant une commande de sélection, ou

éventuellement d'arrét d'un film, soit comme étant une commande destinée au

téléviseur, du type changement de chaine, .. ; dans ce cas, l'unité de traitement

effectue un transcodage du signal de commande regu en un signal de commande

décodabile par le téléviseur, et envoie par l'intermédiaire de son émetteur ce signal

transcodé 4 destination du téléviseur, en sorte de le commander a distance.

L'utilisateur peut donc avec une seule télécommande soit commander 4 distance

son téléviseur comme il le fait habituellement, soit émettre une ou plusieurs
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commandes a destination du serveur, notamment en sélectionnant un film ou en

commandant l'arrét de la diffusion d'une séquence vidéo.

D'autres caractéristiques et avantages de Tinvention apparaitront plus

clairement 4 la lecture de la description suivante d'un mode préféré de réalisation

d'un systéme de diffusion de films vidéo sur site et 4 la demande, laquelle

description est donnée a titre d'exemple non limitatf et en référence au dessin

annexé sur lequel :

- la figure | est une représentation schématique d'un systeme de diffusion de

Vinvention faisant apparaitre la topologie du réseau local utilisé,

- la figure 2 est une représentation schématique del'architecture inteme d'une unité

de traitement de l'invention,

- les figures 3 , 4A, 4B, 4C, représentent l'algorithme de fonctionnementprincipal

dune unité de traitement.

On a représenté 4 la figure 1, le schéma de principe d'un systéme de

diffusion de films vidéo a la demande, qui est implanté dans un hétel et qui

permet a chaque client de I'hétel de dernander a ce que lui soit diffusé sur le

téléviseur 1 de sa chambre, un film qu'll aura préalablement sélectionné, Fhoraire

de diffusion de ce film étant 4 la convenance de chaque client, indépendamment

des demandes des autres clients. Dans l'exemple qui va 4 présent étre décrit, la

sélection d'un film par un client se fait avantageusement depuis sa chambre, au

moyen d'une télécommande infra-rouge 2. Cette télécommande permet a chaque

chent d'une part de commander a distance le téléviseur 1 de sa chambre de

maniére usuelle (réglage du volume, changement de chaine etc...) et d’'autre part

de sélectionner automatiquement un film ou d'arréter définitivement ou

momentanément la diffusion d'un film.

Conformément a linvention, le systéme de diffusion consiste en un

serveur 3, au niveau duquel sont stockés les films vidéo sous forme numérique

compressée, et qui est relié par l'intermédiaire d'un réseau local, au téléviseur de

chaque chambre. Au niveau de chaque chambre, chaque téléviseur est en outre
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équipé d'une unité de traitement 4 qui sert d'interface entre le téléviseur et le

réseau local.

Dans lexemple particulier de la figure 1, le serveur gére deux réseaux

locaux Sa, 5b, présentant chacun une topologie dite arbre actif. La structure

arborescente de cette topclogie présente trois niveaux. Le premier niveau qui

correspond a4 la racine de la structure arborescente est constitué par un noeud 6,

plus couramment appelé "Hub" , qui permet d'adresser quinze moeuds 7

constituant le deuxiéme niveau de la structure arborescente. Chaque noeud 7 peut

étre relié 4 cing unités de traitements 4, lesquelles constituent le troisiéme niveau

de fa structure arborescente.

Dans unm exemple précis de réalisation, le serveur 3 dtait um serveur

"NOVELL"; chaque film vidéo était stocké dans un fichier du serveur, aprés avoir

été compressé sous forme numérique conformément a la norme de compression

MPEG.La ligne de transmission numénque entre le serveur 3 et chaque noeud

racine 6 était une liaison 4 fibre optique , et présentait un débit de 100 Mbits/

seconde ; les autres lignes de transmission numérique de la structure arborescente

des deux réseaux locaux Sa, Sb présentaient des débits de 10 Mbits/seconde.

Chaque noeud 6 et 7 était constitué par des dispositifs commercialisés par la

société 3 COM, respectivement sous les références ” SMS 24 -3C 16371 - 5 PK -

ME" et “ TP 12 - 3C 16170 - ME"

Si lon se référe a la figure 2, chaque unité de traitement 4 comporte une

carte mére 8, qui est reliée de maniére connue au réseau local ja ou 5b

correspondant parl'intermédiaire d'une carte réseau 9. Cette carte mére 8 comporte

de maniére connue un micro-processeur 8a gérant une mémoire vive. Une partie

de cette mémoire vive est réservée pour le stockage du programme du

mucroprocesseur 8a, dont l'organigramme principal de fonctionnement est ilustré

aux figures 3, 4A, 4B et 4C. La partie restante de cette mémoitre vive est réservée

pour faire office de mémoire tampon 8b, le microprocesseur stockant

temporairement dans cette mémoire tampon les données qui lui sont transmises par
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le serveur via le réseau local. Dans un exemple précis de réalisation, la carte mére

8 était une carte référencée "486 DX 66" et la carte réseau 9 était une carte

électronique commercialisée par la société D-LINK respectivement sous la

référence “"DE- 220 T".

La carte mére 8 est reliée par 'intermédiaire d'un bus de communication

12 4 une carte de décompression 10, et 4 une carte électronique 11 qui sera décrite

ultérieurement. La carte de décompression 10 est reliée en sortie 4 la prise

PERITEL 1a du téléviseur 1. La fonction de la carte électronique 10 est de

décompresser en temps réel, 4 destination du téléviseur 1, les données mumériques

audio/vidéo compressées qui lui sont adressées par le microprocesseur 8a de la

carte mére, et qui étaient stockées dans la mémoire tampon 8 b. A cet effet la

carte mére 8 gére un signal de contréle 8¢ 4 destination de la carte 10, qui lui

permet d'activer ou d'interrompre la tache de décompression effectuée par la carte

10 ; la carte de décompression 10 gére en retour un signal d'interruption 10a 4

destination de ja carte mére 8. Ce signal d'interruption 10a lui permet

dinterrompre 2 tout moment l'exécution du programme du microprocesseur 8a de

la carte mére afin que celui-ci fui envoie les données numériques suivantes dont

elle a besoin et qui sont stockées dans la mémoire tampon 8b. Les données

numériques regues par la carte de décompression 10 sont de maniére connue

stockées dans une deuxiéme mémoire tampon 1Gb. Dans un exemple précis de

réalisation la carte de décompression était une carte commercialisée par la société

VISIOTRONIC sous la référence "MPEG MASTER 95".

La carte électronique 11 sert d'interface d'une part entre la carte meére 8,

et d’autre part entre le téléviseur | et la télécommande infrarouge 2. Cette carte 11

comporte un récepteur lla, qui est sensible aux signaux infrarouge émus par la

télécommande 2. U1 est important ici de préciser que le téléviseur n'est quant 4 lui

pas apte a décoder les signaux infrarouge émis par cette télécommande 2. Les

Signaux infrarouge recus par le récepteur lla sont transformés en signaux

électriques 4 destination d'un encodeur/décodeur 1 1b. La premiére fonction de cette
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encodeur/décodeur 1]b est de décoder les signaux qui lui sont transmis par le

récepteur lla en une donnée de commande compréhensible par le microprocesseur

8a de la carte mére 8. La deuxiéme fonction de lencodeur/décodeur Lib est

d'encoder les données de commande qui lui sont transmises par la carte mére 8 via

le bus le communication 12 en un signal électrique Llc 4 destination d'un émetteur

infrarouge lid Cet émetteur infrarouge 11d émet un signal infrarouge qui est

reconnaissable par le téléviseur.

Le fonctionnement de la carte 11 est le suivant. Lorsqu'un utilisateur

appuie sur une touche de la télécommande infrarouge 2, le récepteur 11a recoit le

signal émis et le transmet a l'encodeur/décodeur 11b. Ce dernier génére une série

dinterruptions 4 destination du microprocesseur 8a de fa carte mére, par

Vintermédiaire du signal lle, afin d'avertir le microprocesseur 8a qu'il va lui

adresser une donnée de commande sur le bus de communication 12. Si le

microprocesseur 8a reconnait fa donnée de commande émise par

lencodeur/décodeur 11b étant comme une commande destinge au téléviseur 1, il

transcode cette donnée en une deuxiéme donnée de commande qu'il tansmet 4

Vencodeur/ décodeur 11b via le bus de communication 12, aprés avoir activé le

signal de contréle 8d. L'encodeur/décodeur encode cette deuxiéme donnée de

commande en un signal électrique a destination de |'émetteur infrarouge L1d qui

émet un signal infrarouge permettant la commande 4 distance du téléviseur 1.

Le fonctionnement du microprocesseur 8a de la carte mére 8 va 4 présent

étre détaillé en référence aux organigrammes des figures 3, 4A, 4B, 4C. Si l'on se

référe 4 la figure 3, le microprocesseur 8a est initialement en attente de l'émission

d'un signal infrarouge au moyen de la télécommande 2. Lorsqu‘'une émission

infrarouge est intervenue, et que l’encodeur/décodeur 11b a transmis au

microprocesseur 8a une donnée de commande, le microprocesseur 8a interpréte la

donnée qui lui est transmise (étape 12). Cette commande peut étre de deux types.

fl peut s'agir d'une commande destinée au téléviseur 1, telle que le réglage du

volume, d'un changement de chaine... ; il peut également s'agir d'une commande
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~]Q.

destinée & connecter le téléviseur du mode réception en mode vidéo, dans le but

de pouvoir visualiser un film vidéo. Dans le premier cas, le microprocesseur 8a

est programmeé pour effectuer un transcodage (étape 13), et 4 transmettre cette

donnée transcodée 8 l'encodeur/décodeur Lib (étape 14) en vue de l'émission de

ia commande infrarouge 4 destination du téléviseur 1, tel que cela a été

précédemment expliqué. Dans le deuxiéme cas, le microprocesseur 8a fait

commuter le téléviseur en mode audio/vidéo via la prise PERITEL la, au moyen

d'un signal de contréle 8e (étape 15). Ensuite le microprocesseur 8a initialise sa

mémoire tampon 8b (étape 16) se connecte de maniére connue au serveur 3 (étape

17), puis attend I'émission de la commande infrarouge suivante.

A ce stade de l'organigramme,l'utilisation de la télécommande 2 permet

au client de I'hétel de faire défiler sur I'écran de son téléviseur une succession de

menus arborescents lui permettant de sélectionner le film qu'il souhaite regarder.

Plus précisément, en fonction de la touche sur laquelle le client appuie le

microprocesseur 8affiche une page de menu, qui lui est transmise par le serveur
via le réseau local.

Une fois que le client 4 sélectionné au moyen de la télécommande 2 le

film vidéo qu'il souhaite visualiser, le microprocesseur 8a exécute une procédure

appelée “lecture film sélectionné” dont l'organigramme va étre détaillé en référence

aux figures 4A, 4B et 4C. La premiére étape de cette procédure (étape 18) consiste

pour le microprocesseur 8a de la carte mére 8 4 adresser une requéte au serveur

3, avec comme paramétre un identificateur du film sélectionné. Lorsqu'il regoit

cette requéte, le serveur ouvre en lecture pour I'unité de traitement 4

correspondante le fichier contenant les données numériques audio/vidéo

compressées du film sélectionné, et ouvre en écriture un fichier de contréle , dans

lequel le microprocesseur 8a de [Tunité de traitement 4 vient inscrire

périodiquement un compte-rendu horodaté des opérations de décompression dela

carte 16. Grace aux informations contenues dans ce fichier de contrdle, le serveur

3 sera en mesure de connaltre en fin de session, c'est-d-dire aprés que l'unité de
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traitement 4 se soit déconnectée, dans quelle mesure le film a été regardé en tout

ou partie, et par la -méme d'établir automatiquement une facturation pour la

location du film.

Une fois la requéte adressée au serveur, le microprocesseur 8a attend la

réception du premier paquet de données numériques compressées (étape 19}. A

chaque réception d'un paquet de données numériques compressées émis par le

serveur , le microprocesseur 84 stocke les données numéniques dans la mémoire

tampon 8b (étape 20) et envoie un accusé réception au serveur (étape 21) . Les

étapes 19 a 21 sont réalisées de maniére itératives jusqu'a ce que le remplissage

de la mémoire tampon 8b atteigne un seuil initial prédéterminé, qui correspondra

par exemple au tiers de la capacité de cette mémoire tampon 8b. Une fois ce seuil

de remplissage atteint, le microprocesseur 8a active la carte de décompression 10

au moyen du signal de contréle 8¢ (étape 22}. La carte de décompression 10

commence alors sa tache de décompression en temps réel des données nurnériques

audio/vidéo qui lui sont adressées asa demande par le microprocesseur 8a. Cette

tache de décompression vient vider la mémoire tampon qui sera fonction des

paramétres de la compression MPEG. Dans un exemple précis de réalisation , la

décompression en temps réel a destination du téléviseur 1, se traduisait par un

vidage de la mémoire tampon 8b , 4 une vitesse d’environ 500 Ko/ seconde.

La carte de décompression 10 étant aciivée, la tache principale du

microprocesseur 8a va consister a constamment remplir la mémoire tampon 8b de

maniére optimale, c'est-a-dire d'une part en veillant a ce que la mémoire tampon

8b ne soit jamais vide pour éviter une rupture dans la transmission du flux de

données a destination de la carte de décompression 10, et d’autre part en évitant

de surcharger inutilement le réseau tel que cela va a présent étre détaillé.

Pour éviter tout risque de rupture dans la transmission du flux de données

vers la carte de décompression 10, le microprocesseur 8a effectue un test itératif

(figure 4B - étape 27) sur le taux de remplissage de la mémoire tampon 8b, 4

chaque réception d'un paquet de données numériques émis par le serveur (étape
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24), et préalablement a l'émission de l'accusé réception de ce paquet a destination

du serveur (étape 28). L'organigramme de cette procédure de test est ilustré a la

figure 4C. Lorsque le taux de remplissage de la mémoire tampon 8b est de 100 %

(T = maximum) , le microprocesseur n'envoie pas l'accusé réception au serveur ,

et réitére les tests sur fe taux de remplissage de la mémoire tampon aussi

longtemps que celle-ci est remplie.

Tant que le taux de remplissage de la mémoire tampon 8b est inférieur

aun premier seuil minimum ( MINIMUM # 1) mais supérieur a un deuxiéme seuil

minimum (MINIMUM# 2), le microprocesseur 8a renvoie sans délai au serveur

les accusés réception de chaque paquet de données numériques successivement

regu. Le remplissage de la mémoire tampon 8b est dans ce cas pricritaire par

rapport au remplissage des mémoires tampons des cartes meres des autres unités

de traitement qui sont connectées sur Je réseau, et pour fesquelles le taux de

remplissage est supérieur au premier seuil ( MINIMUM # 1).

Dés que le taux de remplissage de la mémoire tampon 8b devient inférteur

au deuxiéme seuil minimum critique ( MINDMUM # 2), le microprocesseur 8a

décienche une interruption vers la carte de décompression 10 (étape 29), laquelle

cesse alors de demander au microprocesseur 8a de lui envoyer des données et par

la-méme de vider la mémoire tampon 8b. Cette interruption de la tache de

décompression se traduit, une fois que la mémoire tampon 10b de la carte de

décompression 10 est vide, par une pause de image sur l'écran du téléviseur 1.

Entre-temps, le microprocesseur 8a a sans délai renvoyé un accusé réception au

serveur, En fonction de la charge du réseau, la mémoire tampon 8b se remplhe

donc de nouveau de fagon priontaire. Dés que le taux de remplissage de cette

mémoire tampon &b passe au-dessus du premier seuil minimum ( MINIMUM #

1}, le microprocesseur 8g active de nouveau la tache de décompression par

lintermédiaire du signal de contrdle &¢ (étape 30), ce qui provoque le redémarrage

du film a lécran.

On comprend que la vitesse de remplissage d'une mémoire tampon 8b
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dépend de la charge du réseau, c'est-a-dire du nombre d'unité de traitement qui

sont connectées en méme temps au serveur 3. Dans le but d'éviter de charger

inutilement le réseau lorsque la mémoire tampon 8b d'une unité de traitement

connectée au serveur 3 est suffisamment remplie, le microprocesseur 8a évalue

périodiquement la charge du réseau et retarde s'il y a lieu Tenvoi de Paccusé

réception du dernier paquet de données numériques recu. Plus particuliérement si

Von se référe aux organigrammes des figures 4B, 4C, la périodicité de l'évaluation

de la charge du réseau est fixée par une premiére temporisation (tempo # 1), de

valeur prédeterminée, et qui sera choisie inféricure 4 la seconde. Le

déclenchement de cette premiére temporisation (étape 23} marque le début de

Vévaluation de la charge du réseau par le microprocesseur 8a. Cette évaluation se

fait par Fintermédiaire d'un compteur, qui est incrémenté (étape 26) 2 chaque

réception d'un paquet de données numériques émis par le serveur a destination de

Yunité de traitement 4. Lorsque la premiére temporisation est terminée, la valeur

du compteur indique au microprocesseur 8a le volume de données numériques qui

a été recu depuis le déclenchement de la premiére temporisation. Ce volume de

données est significatif de la charge du réseau. En effet plus il est important, et

moins le réseau est chargé . plus ce volume de données est faible, et plus il y a

d'unités de traitement connectées au serveur. A la fin de la premiére temporisation

si le taux de remplissage de la mémoire tampon 8b est supérieur au premier seuil

minimum ( MINIMUM# 1), le microprocesseur 8a effectue alors (étape 31) un

calcul d'une deuxiéme temporisation ( tempo # 2), dont la valeur est fonction de

la valeur du compteur, et par la-méme de la charge du réseau qui a été évalué. Ce

calcul est effectué de telle sorte que la valeur de la deuxiéme temporisation 2 est

d’autant plus importante que la valeur du compteur est faible. La valeur de la

temporisation sera ainsi par exemple choisie inversement proportionnelle a la

charge du réseau. Le microprocesseur 8a déclenche ensuite cette deuxiéme

temporisation (étape 32) préalablement 4 l'envoi de l'accusé de réception (figure

4 B - étape 28). Le calcul et le déclenchement de cette deuxiéme temponisation
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reviennent 4 ralentir la fréquence de la demande de données numériques par toutes

les unités de traitement qui ont suffisamment de données numériques dans leur

mémoire tampon 8b, et par la-méme a privilégier le remplissage des mémoires

tampons des unités de traitement pour lesquelles le taux de remplissage est

inférieur au premier seuil minimum (MINIMUM # 1).

La procédure de test sur le remplissage de la mémoire tampon 8b , 2

chaque réception d'un paquet de données numériques émis par le serveur, est

effectuée jusqu’ad ce que le microprocesseur 8a soit informé de la fin du film. Deux

cas de figure peuvent se présenter Dans le premier cas de figure l'utilisateur

regarde le film jusqu’a la fin. Dans ce cas, dans le demier paquet de données

numériques émis par le serveur (3), le microprocesseur 8a détecte une donnée

indiquant la fin du fichier qui avait été ouvert en lecture au niveau du serveur.

Dans le deuxiéme cas de figure, l'utilisateur appuie sur une touche de fa

télécommande infrarouge , qui est dédiée a l'arrét définitifdu film en cours. Dans

ce cas Témission du signal de commande infrarouge génére une interruption vers

le microprocesseur 8a, pour que celui-ci interpréte la commande comme une fin

de film. Dans les deux cas de figure, tel que cela est illustré sur l'organigramme

de la figure 4B par le test sur la fin du film, le microprocesseur 8a interrompt sa

tache de remplissage de la mémoire tampon 8b , et laisse se poursuivre la tache

de décompression aprés avoir si nécessaire activé la carte de décompression 10

(étape 33). La téche de décompression s'arréte d'elle méme une fois que les deux

meémoires tampons 8b et 10b sont vidées. Lorsque la tache de décompression est

terminée, le microprocesseur 8a fait commuter le téléviseur | du mode audia/vidéo

au mode réception (étape 34), puis reprend le déroulement de son programme au

début de lorganigramme de fa figure 3.

Ul est envisageable dans le cadre de la présente invention de prévoir

également la possibilité pour l'utilisateur de commander un arrét momentané du

film en cours. Uf suffit pour cela de dédier une des touches de [a télécommande

infrarouge 2 a cette fonction. Lorsque le microprocesseur 8a d'une unité de
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traitement 4 interpréte une commande infrarouge comme étant une pause dans le

film en cours, il continue sa tache de remplissage de la mémoire tampon 8b, mais

génére une interruption a l'attention de la carte de décompression 10. Lorsque

Putilisateur appuie une seconde fois sur la deuxiéme touche le microprocesseur

interpréte cette commande comme unereprise du film en cours et réactive la tache

de décompression.

Dans un exemple précis de réalisation, la taille des mémoires tampon 8b

et 10b était respectivement de 4 Mo et 16 Ko; cette taille de la mémoire tampon

8b correspondait environ 4 30 secondes d'un film vidéo. La taille des paquets de

données numénques compressées émis successivement par le serveur était de 16

Ko. Le premier seuil minimum (MINIMUM # 1) valait 3,5 Mo. Le deuxiéme

minimum (MINIMUM # 2) valait 1, 5 Mo.
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REVENDICATIONS

1. Systéme de diffusion de films vidéo, sursite et ala demande, caractérisé en ce

qu'il consiste en un serveur (3) qui comporte des moyens de stackage des films

vidéo sous forme numérique compressée, et qui est relié par l'intermédiaire d'un

réseau local (5a, 5b) a une pluralité de moyens vidéo de visualisation, en ce que

chaque moyen vidéo de visualisation est équipé d'une unité de traitement (4) qui

sert d'interface avec le serveur (3), et qui gére des moyens de saisie permettant 4

un utilisateur de sélectionner le film qu'il souhaite commencer 4 regarder, et en ce

que chaque unité de traitement (4) est concue pour demander au serveur (3) de

lui transmetire via le réseau local les données numériques audio/vidéo compressées

du film qu'un utilisateur a sélectionné (1°* tache), et pour parallélement

décompresser en temps réel, a destination des moyens vidéo de visualisation, les

données numériques transmises par le serveur (2°"° tAche).

2. Systeme selon la revendication | caractérisé en ce que chaque unité de

traitement (4) comporte une mémoire tampon (8b) lui permetiant de stocker

temporairement les données numériques compressées transmises par le serveur (3),

en ce que la premiére tache exécutée par lunité de traitement (4) consiste

iniiialement 4 adresser au serveur (3} une requéte en lecture du ou des fichiers

correspondant au film sélectionné, et ensuite, de maniére itérative, 4 attendre

Tenvoi par le serveur d'un paquet de données numériques audio/vidéo

compressées, 4 stocker dans la mémoire tampon (8b) le paquet de données recu,

et 4 renvoyer au serveur (3) un accusé réception pour la transmission du paquet

de données suivant, et en ce que la deuxieme tache de chaque unité de traitement

(4) consiste 4 décompresser en temps réel les données stockées dans la mémoire

tampon (8b).

3. Systéme selon la revendication 2 caractérisé en ce que la deuxiéme tache de

décompression est activée uniquement lorsque le taux de remplissage de la

mémoire tampon (8b) atteint un seuil prédéterminé, aprés une période de

démarrage pendant laquelle seule la premiére tache est activée.
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4. Systeme selon la revendication 2 caractérisé en ce que chaque unité de

traitement (4) évalue périodiquement (tempo #1) la charpe du réseau, et retarde

Venvoi de l'accusé réception du dernier paquet de données recu lorsque le taux de

remplissage de la mémoire tampon (8b) est supérieur 4 une premiére valeur

minimum prédéterminée (MINIMUM #1), en déclenchant, préalablement 2 l'envoi

de Paccusé réception, une temporisation (tempo#2) qui est d'autant plus importante

que la charge du réseau est importante.

5. Systéme selon la revendication 2 caractérisé en ce que chaque unité de

traitement (4) contréle le taux de remplissage de la mémoire tampon (8b) a chaque

réception d'un paquet de données numériques audio/vidéo émis par le serveur (3),

et interrompt la deuxiéme tache de décompression lorsque le taux de remplissage

est inférieur 4 un second seuil mimimum prédéterminé (MINIMUM #2).

6, Systéme selon la revendication 2 caractérisé en ce que chaque unité de

traitement (4) contrdle le taux de remplissage de la mémoire tampon (8b) a chaque

réception d'un paquet de données numériques audio/vidéo émis par le serveur (3),

et est congue pour ne pas renvoyerl'accusé réception au serveur (3) pour le dernier

paquet de données regu, tant que |e taux de remplissage de la mémoire tampon

(8b) est maximum.

7. Systéme selon la revendication 2 caractérisé en ce que les moyens de saisie

permetient en outre 4 un utilisateur de commander l'arrét définitif du film, et en

ce gu'en cas de commande de l'arrét définitif du film en cours, a l'aide des moyens

de saisie, l'unité de traitement (4) interrompt définitivement sa premiére tache,

jusqu’a la sélection du film suivant.

8. Systéme selon la revendication 2 caractérisé en ce que les moyens de saisie

permetient en outre 4 un utilisateur de commander l'arrét momentané du film, et

en ce qu’en cas de commande de l’arrét momentané du film en cours, 4 l'aide des

rmoyens de saisie, funité de traitement (4) interrompt uniquement la deuxiéme

tache de décompression.

9, Systéme selon la revendication | caractérisé en ce que chaque moyen vidéo de
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visualisation est un téléviseur (1) muni d'une prise audio/viddo , et en ce que

Funité de traitement (4) est reliée au téléviseur (1) par l'intermédiaire de cette

prise.

10. Systéme selon la revendication 9 caractérisé en ce que chaque téléviseur (1)

est de maniére connue en soi commandable 4 distance au moyen d'une

télécommande telle que notamment une télécommande 4 infra-rouge, en ce que

les moyens de saisie de chaque unité de traitement comprennent une

télécommande 4 distance (2} émettant un signal qui peut avantageusementétre un

signal infra-rouge, mais qui n'est pas décodable par le téléviseur (1), en ce que

chaque unité de traitement (4) comporte en outre un récepteur (11a) sensible aux

signaux émis par les moyens de saisie et un émetteur (11d) du type de celui de la

télécommande normalement utilisée pour le téléviseur (1}, et en ce que chaque

unité de traitement (4) est en outre congue pour décoder chaque signal de

commande regu par son récepteur (11a), et interpréter la commande, soit comme

étant une commande de sélection, ou éventuellement d'arrét d'un film, soit comme

étant une commande destinée au téléviseur (1), du type changement de chaine,

réglage du volume etc.., auquel cas, l'unité de traitement (4) effectue un

franscodage du signal de commande regu en un signal de commande

reconnaissable par le téléviseur (1), et envoie par l'intermédiaire de son émetteur

(11d) ce signal transcodé a destination du téléviseur (1), en sorte de le commander

& distance.
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Abstract of EPOQSGS8059 (Az)

The present invention relates to a data transfer method and a system in a computer
network to which are connected a number of computers, more specifically to a data
transfer method of stream data continuous in time series and a system for Ht. The
present invention makes a request for change of rate fram the cllent 470in
correspondence to the state of vacancy of said receiving buffer 412, anc changes the
send rate on the server 400 based on that request for change of rate. This prevents
any overfiow of stream data from the receiving buffer 412. Furthermore, based on the
re-transter request issued from the client 470 in correspondence to the loss of stream
data received by said packet receiving rneans 410, the storing means on the server
400 sends out data corresponding fo the lost data concerned. This makes it possible to
compensate for the loss in case of occurrence of any data loss.
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Abstract of JP2G00751595 (4)

PROBLEM TO BE SOLVED: To make it possible to respond a playback of multimedia
data in real time by mapping a channel request from a user to one of plural multimedia
strearns which correspond to the channel request and transmitting one of the data
streams corresponding to the user through a related terminal information handler,
SOLUTION: A studio cansal process 102 which operates on a contents provider client
100 enables a contents provider to define a data stream of a play list which is uploaded
to a host S00 during a capture session for broadcasting for a user who selects a
channel assigned to the play list. An encader tool 104 selects one out of plural encoder
glug in 106, compresses computer data which need the multimedia contents of the date
stream and mounts a packet for transmitting them to the hast 300.
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Espacenet - Bibliographic data https:/Avorldwide.cspacenet.comypublicationDetails/biblio?DB-EPOD...

 
 
 a0 Espacenet

Bibliographic data: JP2000165844 (&) — 2000-06-16

SYSTEM AND METHOD FOR REPRODUCING CONTINUOUS MEDIA STREAMS

inventor(s): HO TOMOO; SUGAWARA TARO; YAMAZAKI JUNICHI + (HO
TOMOO, ; SUGAWARA TARO, ; YAMAZAKI JUNICH))

Applicant(s).©HEWLETT PACKARD CO + (HEWLETT PACKARD CO <HP>)

Classification: ~ international: GO6F73/00; G06F3/06; H04/3/00; H04L73/08;
HO4N21/433; HO4N21/44; HO4N21/442; HO4N7/173;

UPC1-7}: GO6F 73/00; GOGF3/06; H04J3/00;
HO4L73/08; HO4N7/173;

- cooperative:

Application JP19980329671 199871179
number:

Priority JP19980329671 19981119
number(s}:

Abstract of JP20001G5844 (4)

PROBLEM TO BE SOLVED: To provide an inexpensive and simple system capable of
reducing ceqracation in the quality of continuous mecia streams to be reproduced sven
when the load of a transmission line gets light ar heavy by successively reading anc
reproducing the contents of continuous media streams stored in a buffer part through a
reproducing part, SOLUTION: The contents of continuous rriedia streams received
through an i/F part 110 are stored in a buffer part 130. A reproducing part 150
successively reads and reproduces the contents of continuous media streams stored in
the buffer part 130. Then, non-reproduced contents storec on a disk part 140 are read
gut, written in an ‘ernpty buffer and reproduced. Thus, the reproduction of streams can
oe immediately restarted and in spite of whether the load of internet is light or heavy,
the degradation in the quality of reproduced media streams caused by instability on the
transmission line of internet can be reduced,
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