38,

31.

32.

33.

34,

38.

38.
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of Entilement Control Messages (ECMs) for
the encrypted conient.

The method of claim 29, further comprising:

providing an ECM set to a reseller upon com-
pletion of licensing/authorization of rights to the
content; and

generating an encryption record (ER), describ-
ing the scheme by which the content was en-
crypted and the number of associated ECMs.

The method of claim 21, wherein the crypto period
comprises a number of packets separated by at
least one recurring marker.

The method of clairm 31, wherein:

the recurring rarker is an 1-frame header; and
further comprising:

changing the cryptographic key every time

n I-frames pass, where ri>1.
The method of claim 21, wherein:

the crypto period comprises a variable number
of packets in the streaming content.

The method of claim 33, further comprising:

establishing upper and lower constraints on the
crypio period;

changing the crypto-pericd randomly within the
upper and lower constrainis using a pseudo-
random algorithm;

calculating a number of packets for each crypio
period and changing the key atter that number
of packets; and

generating an index file indicating at which
packet numbers the encryption key shouid be
changed.

The method of claim 34, further comprising:

selacting the upper and lowar constraints for
crypio periods within the performance limits of
a distribution/playback system.

The method of claim 34 or claim 35, further com-
prising:

choosing an initial key and beginning encryp-
fion of the streany

when a number of packels have been encrypt-
ed, using the pseudo-random algorithm 1o se-
lact a new value for the number of packets 1o
be encrypted by a new key;
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37,

38.

39.

40.

41.

42.

20

generating the new key, and resuming encryp-
tion until the new number of packets has been
encrypled; and

repeating the process, generating a new packet
sount and a new key for segments of the
streaming content.

The method of claim 3 8, comprising:

as each segmentis encrypted, storing an index
number indicating the packet at which the seg-
ment begins, and saving information about the
ancryption kay; and

generating an indaex file of ali of the index num-
bers so that 2 multiplexing process can deter-
mine the points within the stream where the an-
cryption keys were changed fo synchronize in-
sertion of corresponding ECMs..

The method of clam 37, wherein:

the index numbers are selecied from packet
numbers within the streaming content, packet
counts associated with each separately en-
crypted segment, or any other index number
suitable for use by a multiplexing engine in de-
termining which packets are associated with
sach separately encrypted segment.

The meathod of any one of claims 21 io 38, further
comprising:

generating an Entitlement Control Message
{ECM)} for each separately encrypted crypto pe-
riod; and

maintaining the ECMs separately from the en-
srypted streaming content.

The meathod of any one of claims 21 io 38, further
comprising:

saving information about the encryption key for
each encrypted segment; and

encoding the encryption keys into a set of En-
titiement Control Messages (ECMs).
The method of any one of claims 21 o 40, further
comprising:

selecting a oryplo period consistent with the
known performance limitations of elements of
a VOD delivery and playback infrastructure.

The method of any one of claims 21 io 41, further
comprising:

maintaining the encrypted content separately
from any information about its encoding and en-
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cryplion.
43.

comprising:

k@y:;

S used

{

cormprising:

storing the encryption record; and
streaming content.

conient comprising;
digital form;

and

means for segmenting the encoded content
intc a plurality of segments, and using a different
cryptographic key for encrypting each segment.

48. The system of claim 45, further comprising:
47.

managing the encrypting of the content by per-
mitting encryption only if valid licensing exists.

The system of claim 45, further comprising:
3 recaiver,

35
means for transmitting the encrypted content fo

48. The system of claim 47 further comprising:

40
a receiver for receipt of the encrypted program

content including means for receiving the en-
crypted content and storing it in a server from 45
which it can be re-transmitted o end-users.

48, The system of claim 48 further comprising:
at the receiver, means for requesting program 50
content, for receiving encryplion records defin-

ing how the requested program content is en-
crypted, and for receiving Entitlement Conirol
messages (ECMs) associated with the encryp-
tion of the program content.

ing:

55
58, The system of claim 48 or claim 48 further compris-

12

The method of any one of claims 21 o 38, further

storing information about all of the encryption

1 {0 encrypt the program cornent in &
sequential order inwhich they were usad to en-
crypt the program content.

44, The method of any one of claims 21 to 38, further

genarating an encryption record defining the
encryption method and other relevant encryp-
fion paramaters;

ing

15
asscciating the encryplion record with the
48, A system for delivery of pre-encrypted program

maans for encoding the program content into

means for encrypting the enceded content;

30

21
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22

at the receiver, means for receiving requests
from end users for program content, and for
verifying that appropriate authorizations are in
sontent

piace for the end user o view the requested
10

81. The systern of claim 50, further comprising:

means for delivering the requested, encrypted

content to the end user's VOD playback device
and for generating an Entitlement Management
Message {(EMM) for the requssted content for

delivery to the VOD piayback device.

20

e
passes.

§2. The system of any one of claims 45 to 51, wherein
each segment represents a orypio ¢
means for encrypting comprises means for chang-

seriod, and the
ing the cryptographic key each time the time interval

53. The system of claim 45, wherein each segment rep-
fo
25

resents a fixed number of content packets, and the
means for encrypling comprises means for chang-
e

vl
ing the cryptographic key for each of a plurality of
the fixed number of content packets

54. The system of claim 45, wherein each segment rep-
resenis a crypto period, and the means for encrypt-
ing comprises means for changing the cryptograph-
ic key for each of a number of packets separated
by at least one recurring marker.
§35. The sysiem of claim 45, wherein each segment rep-
resenis a variable number of content packets, and
the means for encrypling comprises means for
changing the cryptographic kay for each of a plurai-
ity of the variable number of content packeis.
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for a plurality of the screens are arrangad ong adjacent

{54) Method and sysiem for generating a playlist for digital cinema
{87y A method is described for acheduling a playlist
from digital content supplied to a server in a multi-screan

digital cinema theater, where the playlist includes con-
ponents of the content stored in the server and rapre-
senis a digital entity that is subseguently projected in
the digital cinema theater. The method includes the
steps of: (@) generating and displaying a table of playi-
ists currently available for scheduling, each playlist dis-
playad along with its run time; (b) generating and dis-
playving a schedule table showing a schedule view for
each screen as an elongated timeline bar representing
3 time dimension, whersin the slongated timeline bars

the other relative 1o a displayed time axis {o provide an
overall perspective of the schedules for the screens of
the theater; {c) selecting a playlist from the table of play-
lists and specifying a schedulad start time and a selact-
ed screen; and (d) updating the schedule iable by in-
serting the selected playlist as an elongated element in-
to the elongated firmeline bar for the selected screen,
wherein the element staris at the scheduied start time
and has a time dimension corresponding to the run time
of the selected playlist, whereby the updated schedule
2 the selected playiist for the

table is used to schedul
selectad screen.
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Description

{30611 This invention is related to the field of digital
cinema, and more particularty to the preparation, sched-
uling and use of digitized motion picture information in
a multi-theater environment.

[B082] Today, motion pictures - from feature films, to
film based commerdials - are distributed and exbibited
largely in the form of film. Studios produce film masters,
and distnibutors produce filra copies that are then dis-
iributed to theatres for exhibition. in the theatre, espe-
cially mulli-screen 'cinaplexes’, incorming films need 1o
be scheduled for exhibition. Specifically, the theatre
home office and the theatre manager determine the au-
ditorium and show times for a particular film. A schedule
is compiled, usually describing the thealtre exhibition
plan for 1-2 weeks, or until an new fealure is acquired.
Executing a schedule typically entails moving huge rolls
of film from one projecior station to another station; pre-
paring the new feature showing by splicing separate
reels of film together, adding film t rs and 'rofling ad-
vertisements' io the beginning. Overall, it is a labor in-
tansive process.

{86083] There have been aitempts in the prior artto au-
tomate the control of movie display electronics in a film
cinema system. For instance, in 4. 8. Patent No.
6,364,883 B1, which is entitled "Cinema MNetworking
System” and was issued May 7, 2002, such a system
includes a cinema coniroller which receives as input, in-
formation regarding start times of movies and content
of corresponding film reels. The information can be input
a variaty of ways. In one embodiment, the information
is manually entered inte a file or database for subse-
quent reference. The publication shows (Fig. 4} an entry
form that may be displayed. In this embodiment, an op-
erator enters, either via a keyboard and/or by using a
cursor control device, a description of the content of the
film reels including the duration and film format of each
segrment. In addition, a film identifier, such as the tille,
is supplied along with the times it is to be played in a
particular projection room. Other embodiments are also
confempiated. For example, the information may be re-
ceived or downloaded from a remote centralized loca-
tion. Alternately, the information may be retrievable from
a web site maintained to contain such information.
[6064] Over the last few years, the digitization of film
has become very common for the purpose of integrating
omputer generated special effects in scene content.
Digitized content turns oul be much easier o handle,
from the point of view of making copies, storing, distrib-
uting, and ‘touching up’. A natural oul-growth of digital
special effects work is the attempt to carry the digitized
content through postproduction, onto distribution and
exhibition. Such a workflow is described in general as
‘digital cineme’. Recent technological advances in stor-
age, networking and projection equipment are making
digital cinema a genuine possibility.

{3065] As described by 8.A. Moriey, in "Making Digital
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Cinama Aciually Happen—What it Takes and Whao's
Going to Do i, SMPTE 140" Technical Conference,
Pasadena, California, October 31, 1998, digital cinerna
provides an ability to extend presentation capabilities
beyond just showing movies. Mora specifically, a simple
graphicai computer interface can make screen sched-
uling easy, accurate and flexible for the theatre operator.
Although no specific inferface is described, Morley
opines that by a simple drag-and-drop action on a PC
in a theater manager's office, a movie can be scheduled
to show at a certain time in a given auditorium and with
a defined set of trailers and promaotions, which can be
changed at each show fime.

[B006] Avica Technology Corp. markets a Digital Gin-
ema Manager product that sliows monitoring and con-
trol of storage server parameters by a theatre manager
or engineering supervisor in a digital cinema environ-
ment. Security setting, playlist creation, content load-in
and systers maintenance functions can be accessed
from local or network connections. Multiple servers can
be monitored and controlied from a single terminal. Con-
versely, muitiple management terminals may access an
individual server. The user interface provides creation
of multi-event playlists including features, trailers and
promotions, and timeline based playlist management for
a single audilorium at a time.

{B007] Whether automating the scheduling of film cin-
ema or digital cineraa systeras, the prior art has come
up short in providing a user-friendly interface, particu-
farly in a multi-screen cineplex environment. What is
therefore needed is an approach that leverages the flex-
ikility provided by digital cinema without adding unnec-
essary compiexity in the scheduling task.

[00608] The present invention is directed to overcom-
ing one ar more of the problems set forth above. Briefly
summarized, according o one aspect of the present in-
vention, a method is described for schaduling a playvlist
from digital content supplied to a serverin a mulii-screen
digital cinema theater, where the playlist includes com-
ponents of the content stored in the server and repre-
senis a digital entity that is subsequently projected in
the digital cinema theater. The method includes the
steps of: (a) generating and displaying a table of playl-
ists currently available for scheduling, each plavlist dis-
played along with its run time; (b) generating and dis-
plaving a schadule table showing a schedule view for
each screen as an elongated timeline bar representing
a time dimension, wherain the slongated fimeline bars
for a plurality of the screens are arrangad ong adjacent
the other relative 1o a displayed time axis {o provide an
overall perspective of the schedules for the screens of
the theater; {¢) selecting a plavlist from the table of play-
lists and specifying a schedulad start time and a selact-
ed screen; and {d) updating the schedule table by in-
serting the selected playlist as an elongated element in-
to the elongated timeline bar for the selected screen,
wherein the element staris at the scheduied start time
and has a time dimension corresponding to the run time
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of the selecled playiist, whereby the updated schedule
table is used to schedule the selected playlist for the
selectad screen.

{0008] Inafurther aspectofthe invention, a digital cin-
ema system is described for exhibiting digital content
supplied in a coded form to a central content manage-
mernt server in a muiti-screen digital cinema theatra hav-
ing a plurality of auditoriums. The digital cinema systemn
inciudes: a plurality of digital projectors for projecting
digitad content in the plurality of auditoriums, each pro-
jector including a decoder for decoding the digital con-
tentinto a device-dependent signai for projection; a plu-
rality of content player servers, each one devoted 10 a
respective digital projector; and a local area network
finking the content plaver servers o the central content
managemant server and to the digital projeciors, whare-
by each digital projecior is a network-enabled device
that can communicate with any of the content player
servers to display digital content. In still a further aspect,
the digital cinema system includes a cinema cperating
system for generating and schaduling playlists, each
playiist including components of the content stored in
the confent management server and representing a dig-
ital entity that is subsequently projected in the digital cin-
ama.

{3010] By counting the creating of playvlists as a pre-
cursor fo scheduling, there is the advantage that the
need io physically handle, splice and set up large
fengths of film is obviated.

[B011] These and other aspects, objacts, features
and advantages of the present invention will be more
clearty understood and appreciated from a review of the
following detailed description of the preferred embodi-
ments and appendad claims, and by reference o the
accompanying drawings.

[06012] FIG. 1is a block diagram of an exhibition com-
ponent of a digital cinema systern, showing in particular
a cinema operating system in accordance with the in-
vention.

{0013] FIG. 2 is a pictorial iltustration of 2 scheduling
context screen from a graphical user interface impie-
mented by the cinema operating system shown in Fig-
ure 1.

{3014] FIG. 3is apictorial ihustration of the scheduling
menus and controis accessible through the menu bar of
the scheduling context screen shown in Figure 2.
{6015] FIG. 4 is a pictorial illustration of a window
showing playlist properties, which is accessible through
the scheduling context screen shown in Figure 2 and
the menu controls shown in Figure 3.

[0018] FIG. 5 is a picterial illustration of a dialog box
for scheduling a playlist in the foreground of a scheduie
timeline shown in the scheduling context screen shown
in Figure 2, which is accessible through the scheduling
context scraen shown in Figure 2 and the menu controls
shown in Figure 3.

[B017] FIG. 6 is a pictonal illustration of a dialog box
for scheduling a fime blockin a schedule timeline shown
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in the scheduling context screen shown in Figure 2,
which is accessible through the scheduling context
screen shown in Figure 2 and the menu controls shown
in Figure 3.

[B018] FIG. 7 is a pictonal illustration of a dialog box
for scheduling a piaylistin the background of a schedule
timeline shown in the scheduling contaxt scraen shown
in Figure 2, which is accessible through the scheduling
context screen shown in Figure 2 and the menu controls
shown in Figure 3.

[00618] FIG. 8 is a pictorial illustration of a dialog box
for scheduling a rolling ad in a schedule timeline shown
in the scheduling context screen shown in Figure 2,
which is accessible through the scheduling context
screen shown in Figure 2 and the menu controls shown
in Figure 3.

{06028] FIG. 8 is a pictorial lustration of a schedule
view by month which is accessibie through the sched-
uling context screen shown in Figure 2 and the menu
controls shown in Figure 3.

[0021] FIG. 10 is a pictorial illustration of a window
showing schedule item properties for a particular playlist
on a particular day for a particular screen, which is ac-
cessible through the scheduling context screen shown
in Figure 2 and the menu conirols shown in Figure 3.
[B022] FIG. 11is a pictorial illustration of the schedul-
ing context screen shown in Figure 2, which is filled out
to show the schedule properties on a particular day for
the theater.

[06023] FiG. 12 is a block diagram of an exhibition
compoenent of a digital cinema system, showing in par-
ticutar a further embodiment of a cinema operating sys-
tem in accordance with a further aspect of the invention.
[0024] Becausedigitalimage processing systems are
well known, the present description will be directed in
particular {o altributes forming part of, or cooperating
rmore directly with, & method and system in accordance
with the present invention. Method and sysiem at-
tributes not specifically shown or described herain may
be setected from those known in the art. In the following
description, a preferred ammbodiment of the present in-
vention would ordinarily be implernenied as a soffware
program, aithough those skilled in the art will readily rec-
ognize that the equivalent of such software may also be
constructed in hardware. Given the method and system
as described according to the invention in the following
materials, software not specifically shown, suggested or
described herein that is useful for implementation of the
invention is conventional and within the ordinary skill in
such arts. if the invention is implemented as a computar
prograra, the program may ve sfored in a conventional
computer readable storage medium, which may com-
prise, for example; magnetic storage media such as a
magnetic disk (such as a floppy disk or a hard drive) or
magnetic tape; optical storage media such as an oplical
disc, oplical tape, or machine readable bar code; solid
state electronic storage devices such as random access
memory (RAM), or read oniy memory (ROM); or any oth-
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er physical device or mediurn employed o store a com-
puier program.

{3025] A digital cinema system comprises a digital
mastering center for generating digital content, such as
from a feature film, a distribution center for transmitting
the digital content, and a digital exhibition center for pro-
jecting the content to audiences. The exhibition center
will include, among its many parts, a projection systern
and a software application herein identified as the digital
cinema operating sysiem. The digital cinema operating
system is a custom software selution that supports the
loading, scheduling, control and playback of features,
trailers and other pre-show conlent, such as slide shows
and advertising, on multiple digital cinema screens.
White not a specific part of this description, the digital
cinera operaling sysiam will downioad decryption kays
from studics to allow features 1o be played back on dig-
ital projectors, and aiso controls automated theatre op-
eration such as lighting and sound systems. In the latter
connaction, the digital cinema operating system will typ-
ically interface with existing, commercially-available
control systemns for such automated theatre operations.
[6028] Besides referring to the digital distribution and
projection of first-run movies, digital cinema has also
been used io refer to the digital distribution and projec-
tion of pre-show entertainment, including commercials,
music videos and other content, ordinarily in connection
with the showing of full-length feature molion picture
films, perhaps with film frailers and the like. Thus, and
as used herein in a preferred ambodiment, the digital
cinema operating system refers to an in-theater network
to receive, schedule, distribute and project advartising
and other pre-show content as a digital entity preceding
and/or following a motion picture film feature, as well as
to an in-thealer network 1o receive, schedule, distribute
and project full-length feature digital content, often with
digital trallers, advertising and other pre-show, or inter-
show content, where all of the digital entities are com-
bined together as a single digital presentation. Further-
more, in another embodiment, as will be illustrated in
Figure 12, the scheduling functionality of the digital cin-
erma cperating systern may be shared with other com-
ponents of the digital cinema system, such as a central
digital cineraa distribution facility or service, where it
may be convenient to establish an association between
certain digital content, such as between certain ad or
frailer content and specific feature content.

[B027] The digital cinema system is comprised of
hardware and software (the digital cinerna operating
system) that, when installed in a multi-screen cineplex,
can provide sophisticated digital cinema functionality.
Referring to Figure 1, the digital cinema system is com-
prised of:

*  ahigh storage capacity content management serv-
er 10 having a server database 12 associated there-
with;

= one or more high resolution digital projectors 14
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and/or high resolution display screens 18, each pro-
jector and/or screen connected to,

*  oneormoere specialized decoding processors 18 for
decoding compressed digital content that is down-
loadad from the content management server 10 to
one or more content player servers 28, each con-
tent player server 28 connected o,

«  alocal area network (LAN) 22 tving each of the con-
tent player servers 20 o the content management
sarver 1 and

e acinema operating system graphical user interface
24 used to manage digital cinema content, schad-
ule content, and in general control the various com-
ponants of the systern, wherein the user interface
24 interfaces with a high resoiution display 26 to im-
plement the functional interface components 28 of
the cinema operating sysiem.

As shown in Figure 1, the cinerna operating system op-
erates in a3 multi-screen cineplex environment featuring
both digitad and film content shown in a plurality of au-
ditoriums 20, each having a screen 34 that is positioned
o receive a projected image. More specifically, the dig-
ital projectors 14 are used in one or more auditoriums
38 (three being shown) fo project a digitally-obtained im-
age upon the screens 34 and a film projecior 32 is used
in at least one of the auditoriums 30a o project a film
irmage upen a screen 34a. In regard o film projection,
the cinema operating system may signal a projectionist
at an appropriate time to bagin projaction. Alternatively,
actual conirol of the film projector may be integrated into
the cinema operating system through the user interface
24. Moreover, since digital content (such as ad content)
may be played before and/or after a motion picture film,
the film auditorium 38a may aiso contain a digital pro-
jector 14 connected as shown in broken line fo the LAN
22 through a content player server 28 and a processor
18. A theatre management system 38 may also be infe-
grated inio the cinema operating system through the us-
er interface 24, and it provides automated control of
lighting and sound systerns, as well as integrating with
a ticket sales and advertising system.

[0028] The iliustrated LAN connection 22 may be im-
plemented with any suitable network architecture, such
as Ethernet. In practice, the processors 18 {which in one
embodiment may be a processor board/card added i«
the content player servers 28 instead of a separate con-
ponent (18) as shown in Figure 1) deccde the image
daia into a device-dependent signal, such as RGH, suii-
able for driving the projectors 14, This means that the
connaction between the processors 18 and the projec-
tors 14 is g dedicated off-network connection. If the de-
coder processor (18) is instead erbedded into the pro-
jectors 14, then the projeciors 14 will hecome network
devices capable of being driven directly off the LAN 22.
Aswill be explained furtherin connection with Figure 12,
having the projectors 14 as network devices has an add-
ad redundancy benefit since any given projector can be
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driven off any content server 28, therefore providing au-
tomatic backup in case the content server for a particular
auditoriurm should go down.

{6028] The user interface 24 of the cinema operating
systemis designad to be operated by a theatre manager
and/or a lead projectionist or other designated person,
usually in the environment of their offices or workspac-
es, such as a projection booth or for that matier any
place connectable to the LAN 22. At the core of the cin-
ermna operaling system are the functional inferface com-
ponents 28, which in this embodiment include four func-
tional components:

= acontent management function 38;

«  aplaylist management function 40;

»  ascheduling function 42; and

= an exhibition/playback monitoring function 44,

Under the content management function 38, the theatre
manager or another designated operator can load new
digital content 48 to the central server 18, and view, edit
and delete the digital content stored in the server daia-
basa 12. Examples of content are rolling ads {commar-
cialg), trailers {(feature film previews) and full features
{feature films). Content generally comes, e.g., from a
studio, an advertising provider or the like, and is intend-
ed to be axhibited for a contracted pericd of time. There-
after, the content is purged. While not a part of this in-
vention, the digital content 46 would typically be re-
ceived over a satellite connection, a8 terrestrial network,
or physical media such as a DVD that is delivered to the
theater offica.

[0038] Another key use of conient is for the creation
of playlists. A piavylist is an ordered collection of one or
rmore content files available from the content manage-
ment server 18, and represents the content package
that is scheduled into a particular auditorium at a partic-
utar time. in a totally digital environment, a plaviist is
analogous to the final reel of film that a projectionist pra-
pares for exhibition, by splicing rolling ads and trailers
to the main feature film. In 8 mixed digital and film envi-
ronmant, the plaviist is analogous o the spliced film
components comprising the rolling ads and perhaps the
trailers that are scheduled to precede the main feature
film, or simply run beiween main feature films as, e.qg,,
a digitized slide show. Under the plaviist management
function 48, the theatre manager create can create, edit
and delete playiists. Having content at their core, plavi-
ists also have a specific lifetime, after which they are
purged. Accordingly, each playlist represents the digital
entity that is subsequenily projected, either through a
projector in an auditorium 38, or on a dispiay 16, e.g.,
in the theatre lobby.

{#031] Once the plaviists are created, the theater
manager or another designated person must schedule
when and where the required playlists are played. This
is done in the schaduling function 42. The schedules for
playiists to be exhibited are aiso tied to the theatre man-
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agement system 36, and specifically to the theater's
ticketing system, which also provides show times to
newspapers and other sources well in advance of the
scheduled showings. in the cinema operating system
according to the preferred embodiment, the function of
scheduling is to program into the system the start time
and the auditoriurm in which each playiist will play. When
the scheduled time arrives, the cinema operating sys-
tem controls the starting and playback of the content
represanted within the digital plaviist. Finally, a monitor-
ing function 44 provides the theatre manager and pro-
jectionist 2 means {o view the current state of playlist
playback. The monitor user interface is similar o the
scheduling user interface set {o the present time, in that
the theatre manager can view the overall state of play-
back in the varicus auditoriums and on the various dis-
plays tied o the cinema operating system.

{6032] Referring to Figure 2, the functional interface
components (28) for conient management 38, playiist
management 44 and the scheduling function 42 are rep-
resanied by respective tabs 808, 52 and 54. Clicking on
the schedule tab 54 brings up a scheduling function con-
text screen 86, which specifies the work flow and usar
interface of the scheduling funciion 42 according o the
invention, and provides access {o the menus, controls
and coramands for the scheduling function 42. A menu
bar 58 provides access i{o certain menus and controls
for the scheduling function 42, as further shown in Fig-
ure 3, inciuding alternative access to some of the con-
trols and commands provided by the context screen 56,
{86033] The compactlayout of the scheduling function
context screen 58 provides a view of the 'free time' and
schedules for all or some of the auditoriums 38 and dis-
plays 16 tied to the cinema operating system. The spe-
cifics of the scheduling function context screen 58 in-
clude a panel (toolbar) 80 of butions, a table 72 of play-
fists currently in the content management server 18, a
drop-menu 74 of predefined views that control what is
displayed in the table 72, and a schedule table 76 that
provides scheduling information and controls for each
of the auditoriurms 38 (and 38a) and displays 18 that ex-
hibit digital content. The schedule table 76 shows, for
each auditorium 38 (30a) and lobby display 18, an sion-
gated timeline bar 78 arranged as shown in Figure 2 one
adjacent the other in reiation to a time axis grid 88 fo
reveal the schedule for each audiforium 38 {30a) and
tobby dispiay 18, both individually and from the overail
perspactive of the whole cinaplex theater. Furthermore,
as will be noted in Figure 2, certain auditoriums, i.e., au-
ditoriuns 1, 2 and 3, are digital auditoriums, while audi-
torium 4 is a filre auditorium.

[0034] The panel {toclbar) 88 of buttons, labeled with
icons, identify frequently used actions. As defined in the
preferred embodiment, these buttons inciude: a magnify
fimeline bution 82, a reduce timeline bution 84, a month
view button 886, a show playlist properties button 88 and
a save schedules button 78. The theatre manager can
use the magnify timeline button 82 and the reduce time-
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line bulton 84 {0 conifrol the granularity of the schedule
view, that is, by adjusting magnification settings the time
axis grid 80 is adjusied such thal the view in the sched-
ule iable 78 encompasses ali or some smaller poriion
>f the exhibition schedule for the day. The show playlist
properties butfon 88 acts upon a currently selecied play-
fist to show further properties of the salected plavlist.
The save schedules button 78 saves the resulis of the
scheduling function into the server database 12. The
maonth view bution 88 presents the schedule view by
mornith, as shown in Figure 9. A feature of this view is
that a schedule for a pariicular day in the month can be
replicated for other days of the month by dragging the
cursor 82 across the month until the desired days are
highlighted, as shown by the shaded selection area 84,
than clicking on, or otherwise designating, the area (e.
g., by a copy and paste operation). When thus invoked,
as shown in the example, the schedule for June 3is rep-
licated for June 4 - 6 and 10 - 13, and appears in the
appropriate calendar blocks associated with these
dates. The area 84a represents a portion of the month
where this feature was previously invoked. Figure 9 also
shows that when the tool-tip of the cursor 82 is posi-
tioned over a particular day (June 17 in this example),
a pop-up box 86 appears that reveals further information
about the schedule, including the beginning time of each
playlist within the schedule for the day.

[B038] The drop-menu 74 of predefined views, which
conirols what is displayed in the piaylist table 72, in-
cludes several core views of the playlists available from
the content management server 18. These core views
include, but are not limited o, showing: All {playlists),
Not Scheduled (playlists), Schaduled {(playiists), Playi-
ists with Ads, Playlists with Slideshows, Playlists with
Fealures, Playlists with Live Evenls, and so on. {A
"slideshow” is a series of digital still images that are re-
petitively displayed before and/or after the feature pres-
entation and its associated ads and trailers. A "live
event” is a live feed of a currently happening event, such
as a musical performance or a sporting event.} in the
playlist table 72, key atiributes of the listed playlisis are
shown, such as playlist title, run time, and the starting
and ending dates for the playlist engagement; other in-
formation can be had by selecting a particular playiist
{as depicted by the broken line selection box 73 around
the first playlist "Ad Pack-Week 23") and applying tha
foolbar button 88 for showing playiist properties, which
produces the playlist properties window shown in Figure
4. As shown therein, the selected plaviist title "Ad Pack-
Week 23" is comprised of five pieces of digital content,
each shown with their content titie, type, run time, rating
and acquire date.

{3038] The schedule table 76 provides scheduling in-
formation and conirols for each of the audiioriums 3¢
{30a) and displays 18 that exhioit digital content. in the
iop left of the schedule iable 7§, the date is shown for
which schedules are being viewed and managed. A set
of three conirols 88a, 88b and 88c¢ are used fo change
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the day/date of the schadule view. The left arrow 88a
changes the view to the previous day; the right arrow
88b changes the view fo the next day, and the middie
control 88c brings up a pop up calendar control {not
shown) for the user to select 8 spesific day to view. In
the left column 88 of the schedule table 76 are the
names of the auditoriums (screens) 308 (38a) and dis-
plays 186 for which the theatre manager can develop a
schedule. The names of the screens can be defined and
changed by the theatre manager, thus groviding for cus-
tomization. By design, the screen names are also ia-
beled by an index number, i.e., the numbers 1to 7 as
shown in Figure 2. Each of the screen names can be
selected; when one is selected, the month view bulion
68 can be invoked and the theatre manager can view
five weeks of schedule information, set for the selected
screen, as shown in Figure 8. The vertical control bar
892a to the left of each screen's timeline 78 includes
icons 82b and 82¢ for showing (icon 82k) or 'collapsing’
or hiding {icon 82¢) the corresponding screen {e.g., in
Figura 2, screen 5 is shown as hidden). By hiding ona
or more timelines 78 this way, the theatre manager can
visually bring normally separated timelines 78 closer to-
gether, to accommodate special scheduling tasks. The
controls 82b and 82¢ are reversible; when clicked again,
after hiding a firmeline, the timeline is re-presented and
the schedule can be worked on.

{30371 The timeline for each of the screens is repre-
sented by the narrow timeline bar 78, representing from
left to right, the thealre day, i.e., the hours on the time
axis grid 80 during which content can be exhibited in the
theatre. Before a schedule is generated, the timeline 78
is represented by an open space 84, as shown for au-
ditorium 2 in Figure 2 {which is closed). As a schedule
is generated, there are two types of scheduling ele-
ments that may reside in the timeline bar: one isreferrad
to as a "block” and the other as a "lime block”. The block,
e.g., the block 98 in the auditorium 3, represents a pe-
ricd of time in which a playlist is scheduled to play, while
the time block, e.g., the block 88 in auditorium 4, repre-
sents a period of time that the schadule timeline is busy
with sorme other activity (typically a non-digital activity,
such as film projection), during which a block should not
be scheduled. (i should be undersiood thal the uss of
a block is a8 matter of convenience and preferred usage
and presentation; other elongated timeline elements,
such as a line, couid be used instead.) The timeline is
also separated into a background and a foreground. The
background represents any fime in the timeline that is
available for scheduling; the foreground represenis a
period of time within which a playlist is scheduied fo
override the background.

[B038] The representiation of blocks varies, according
iothe way a playlistis scheduled: a block 188 represents
a background schedulad playlist as a "block” stretched
agoross the entire timeline. A playlist scheduled in the
background can play repeatedly. A block 182 represents

a playvlist scheduled as a rolling ad. A roliing ad playlist
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has the property of being atiached to a feature playlist
of a time block. The conseguence of this property is that
if the feature playiist or time block is rescheduled, the
rolling ad is automaticailly rescheduled, so that it stands
o play before the feature playiist or time block. As man-
fioned before, the block 98 represents a time block,
which is a pericd of time that the schedule timeline is
busy. An example of its use is o block off time that the
digital projector does not project content, allowing in-
stead, the projection of film based content. As shown in
Figure 11, scheduled piaylisis and time blocks are la-
beled for easy identification, direclly in the block, and in
3 tooltip tag 184 when the cursor 82 hovers over the
black. At the botlom of the screen is a status message
line 106. It is used io feedback results of user actions,
such as the rescheduling of a playlist, the addition of &
new playiist, and so forth.

[0038] The user interface shown in Figure 2 is used
for several different types of scheduling, including fore-
ground scheduling, background scheduling, time block
scheduling, and rolling ad scheduling. Each type of
scheduling will now be discussed in more detail, further
including the related matters of scheduling by film book-
ing number and adjusting the schedules.

{6048] Foreground scheduling. To schedule a playiist
in the foreground, the theaire manager selects an ap-
propriate playlist from the playlist tabie 72, and selects
either 'Add to Timeline’ from the focis menu {(Figure 2},
or clicks the add to timsline control button 108, This in-
itial action opens a dialog box for the theatre manager
to enter specific scheduling information, as shown in
Figura 5. After entering valid scheduling information, the
schedule table 78 is updated, showing the newly schad-
uled playlist as a timeline block 96, on the specified
screen's limsline.

[0041] Background scheduling. To schedule a playlist
in the background, the theatre manager selects an ap-
propriate playlist from the playlist table 72 and selects
'Schedule in Background' from the tools menu (Figure
2. This action opens a dialog box for the theatre man-
ager to enter specific scheduling information, as shown
in Figure 7. After entering valid scheduling information,
the schedule table 76 is updated. If only one screen is
specified in the scheduling dialog, then a new back-
ground block 180 appears in the timeline of that screen.
if more than one screan is specified in the scheduling
dialog, then replicas of the background biock 100 ap-
pear in tirnelines of the associated screens.

{0042] Time Biock scheduling: Scheduling a time
biock basically establishes in the cinema operating sys-
tem that at the scheduled time and for the spacified du-
ration, the specified digital projector 14 tied to a partic-
ular screen, or the specified digital monitor 16 will not
play back content. One purpose for this functionality is
i schedule a time block 88 that the digital projecior/sys-
tem will 'stand by', while, in paraiiel, a film content is
vlayed/projeciad. Tied to this use of time blocks, is the
capability of swilching between digital projection and
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film projection. This capability is based on "event tags”,
that are purposefuily integrated in playlists, in or be-
tween content iferns in the playlist. An example of an
"eventtaq” is an automation cue integrated into a playlist
to enable an audic format switch to ocour batween dig-
ital ad content and feature film content, such as from a
lesser featurad sound presertation to a surround sound
Dolby ™ presentation.

{6043] To schedule a time block 98, the thealre man-
ager selects 'Schedule Time Block’ from the tools menu
{Figure 2}. This action opens a dialog box for the theatrs
manager to enter specific information, as shown in Fig-
ure 6. The dialog is designed such that the theatre man-
ager can anter a series of time blocks 1o the schedule,
for a given day, without closing and reopening the dialog
box. After clicking "Apply” in the dialog box, the schedule
iable 76 is updated, showing the newly scheduied time
block 98 on the specified screens' timeline.

{3044] Rolling Ad Scheduling: Rolling ads as content
can he embedded at the start of a feature {movie) play-
list, and thus, be scheduled in a typical foreground proc-
ess. In theatres that exhibit digitai ads in combination
with features on film, rolling ads are schaduled as stand
alone playlists. The basic goal of scheduling a stand
alone roliing ad is to ansure that it plays immediately
before the start of a scheduled feature playlist or tirme
block. The cinema operating system provides a means
of automaticaily ensuring this type of scheduing. The
theatre manager selects an appropriate rolling ad play-
list from the playiist table 72 and selects 'Schedule Roli-
ing Ad' from the tools menu (Figure 2). This action opens
a dislog box for the thealre manager to enter specific
scheduling information, as shown in Figure 8. Note that
the current schedule date (or in some cases, start time)
input in the dialog box is the earliest date (lime) thal the
selected rolling ad is to be scheduied. After entering vai-
id scheduling information, the schedule table 78 is up-
dated.

[0048] The scheduled rolling ad is automatically rep-
licated and placed as a block 182 immediately before
aevery feature-containing block and/or time block in the
specified limelines. Being essentially attached to a time
block or feature playlist, a rolling ad is automatically re-
scheduledifiis corresponding tirne block or feature play-
list schedule is adjusted. Besides rolling ads, any par-
ticutar playiist, e.q., a background playlist, can be asso-
ciated with a feature {movie} playlist or attached o a
time block, and automatically rescheduled if its corre-
sponding time block or feature piavlist schedule is ad-
justed.

{6048] Scheduling by a Unique Film fdentification
Number: A variation on the process of scheduling a roli-
ing ad is o schedule by a unigue film identification
number, e.g., a number similar 1o a film booking number
{(FBN}. A film bocking number is a unique number, as-
signed at the time the content is created in the theafre.
This method of scheduling allows rolling ad exhibition to
be targeted with particular features. To schedule by a
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urique film identification number, the theatre manager
selects an appropriate rolling ad piaylist from the playlist
table 72, and selects 'Schedule Rolling A4’ from the
tools menu {Figure 2).

{8047 Adjusting Schedules: The cinama operating
systern provides various ways to adjust the schedules
of items. In general, biocks on a timeline can be individ-
ually selected and ranaged. The basic way {o resched-
ule an item is to re-open the scheduling dialog box of a
selected scheduled playlist, and enter naw parameters.
Re-opening the scheduling dialeg box is by double-
clicking the scheduled playlist. Other ways of adjusting
are sliding, stretching and dragging.

[6048] Figure 12 shows an alternative embodiment of
the digital cinema system, where components similar o
those shown in Figure 1 have similar reference charac-
ters and descriptions, and generally will not be further
described here. One exception is the LAN 22, which is
ermbodied here as a network swilch 22° specificaily (but
without limitation} for an Ethemet LAN application. In
Figure 12, the digital content would typically be received
from several digital sources, including from a satellite
receiver 118, over a terrestrial network 112, or as phys-
ical media 114 such as a DVD that is delivered fo the
theater office. As shown, the satellite network may han-
die both prerecordad digitai content {including ads, trail-
ers, slide shows, features {movies) and the like) re-
ceived from any of the above sources, and live digital
contentfrom, e.g., live musical performances, live spori-
ing avents, and the like, thatis received from the satellite
receiver 110.

{00487 Live digital content from the satellite receiver
118, which may be in MPEG or any other suitable well-
known data format, is split by an L band splitter 118 and
decompressed by one or more high definition (HD) de-
coders 120 and tranamitied to the projectors 14 in ac-
cordance with the Society for Motion Piclure and Tele-
vision Engineers (SMPTE) 292 protocol, which is a weli-
known high definition standard for digital transmission.
Note also that tive event data can be streamed from the
HD decoders 120 through the LAN network switch 227,
from which if ray be alternatively fed through the LAN
o any of the projeciors 14. For satellite reception of liv
performances, the live digital content is routed through
a conditional access stage 116. The transmission pro-
tocols for the live performances may prescribe an an-
crypted link that is decrypied in the conditional access
stage 116 by a key provided over the LAN through the
network switch 22" from the local cinema operating sys-
tem.

[B0358] Inthe case of satellite receplion of prerecorded
digital content, the digital content is routed through {or
bypasses) the conditional access slage 118 (which
does not perform any data decryption) and the L band
splitter 118 to an edge media router 122, which stores
and forwards the digitai content to the content manage-
mernt server 10 and the archive 12 through the network
switch 22", Digital content from the terrestrial network
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112 is routed through a firewall 124 inio the network
switch 22°. In addition, the Ethernet LAN connects with
an audiforium systern 128, which controls the lighting
and other such funciions in the theater, and optionally
to an audio system 128, which provides the audio feed
for the auditoriums. As mentioned earlier, one of the
things that is different here from Figure 1 is that the de-
coding processor identified as component 18 in Figure
1 is here embedded inte the projectors 14, where the
decoder processing performs both decompression and
decryption of the prerecorded digital content data. if the
decoder processor {18} is embedded inio the projectors
14, then the projectors 14 become network devices ca-
pable of being driven directly off the Ethernet LAN 22.
Having the projectors 14 as network devices has an
added redundancy benefit since any given projector can
be driven off any conient server 28, therefore providing
automatic backup in case the content server for a par-
ticutar auditorium should go dowrn.

[0051] Figure 12 also shows that a cenfral digital cin-
erna distribution facility or service 138 can provide con-
tent through a satellite link 132 to the saieliite receiver
1148, through a terrestrial link 134 {(e.q., the inlemet) to
the ferrestrial network 112, or through a transportation
link 138 (e.g., UPS, Fedkx, Postal Service, fc.) as
phiysical media 114. in a further aspect of the invention,
some or all of the functional interface components 28
{see Figure 1) may be provided according to the inven-
tion by the ceniral digital cinema distribution facility 130
through its own graphical user interface 138. In particu-
far, playiists may be assembied &t the central digital cin-
ema distribution facility 138, where the associations be-
tween the playlists and the features and films necessary
to create a scheduling item may be established. More
specifically, under the playlist management function 448,
the facility can create, edit and delete specific playlisis,
especially playlists of the type (such as rolling ads) that
are embedded at the start of a feature (movie) playlist
and which will later be scheduled at the cineplex in a
typical foreground process for a specific screen. For a
filmn, such playlists could be schedulad as stand alone
plaviists associated with & spegcific film by a unique film
identification number (e.g., in ceriain cases, the afore-
mentioned FBN).

{6052] Besides alleviating the need for local cineplex
scheduling of certain content, e.g., rolling ads, the basic
goal of such scheduling at the ceniral digital cinema dis-
tribution facility 130 is to tie a spegcific playlist o a spe-
cific feature playlist or time block during which a feature
film is projected, therefora ensuring that the playlist runs
irmmediately before the start of a subsequently sched-
uled feature playlist or time block. This can be significant
because the distributor may want to ensure that a spe-
cific playlist {with, .g., specific ad content) should bhe
tied to films/features having a specific rating, genre, or
the like. Furthermore, advertising may be rationed to a
certain number of screens (e.g., soma ads o odd
screens/other ads 1o even screens, in a cineplex) de-
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pending on the advertising scheduie received by the dis-
iributor, e.g., based on sliding scales of advertising
charges/revenuss proportioned to the number of
screens or the number of "eves” viewing the content. In
these situations, scheduling iterns established by the
distributor may be carried as meta-data, that is associ-
ated with the digital content, to the axhibition location
where scheduling for specific screens will ocour. For in-
stance, the meta-data may be embedded into, or other-
wise carried with, the digital content signal over any of
the several aforementioned communication links, or the
meta-data could be linked io specific feature/ilm con-
tent by a unigue identification number and transmitied
saparately, e.q., over the Internel, through the terrestrial
link 134 to the LAN 22.

Claims

1. A method for scheduling a playlist from digital con-
tent supplied to a server in a multi-scraen digital cin-
ema theater, said plavlist including components of
the content stored in the server and representing a
digital entity that is subsequently projected in the
digital cinema theater, said method comprising the
sieps of:

{a) generating and displaying a able of play
lists currently available for scheduling, each
playlist displayed along with its run time;
(b} generating and displaying a schedule table
showing a schadule view for each screen as an
elongated timeline bar representing a time di-
mension, wherein the elongated timeline bars
for a plurality of the screens are arranged one
adjacent the other relative to 3 displayed time
axis to provide an overall perspective of the
schedules for the screens of the theater;
{c} selecting a playiist from the table of play lists
and specifying a scheduled start time and a se-
lected screen; and
{d) updating the schedule table by inserling the
selected piaylist as an elongated element info
the elongated timeline bar for the selecied
screen, wherein the element starts at the
scheduled start ime and has a time dimension
corresponding to the run time of the selected
playlist, whereby the updated schadule table is
used to schedule the selected plavlist for the
selected screen.

2. The method as claimed in claim 1 further compris-
ing the step of using the updated schedule table to
project the selected playlist on the selected screen.

3. The method as claimed in claim 1 further compris-
ing the initial steps of lnading digital content to the
server, said digital content comprising a plurality of
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digital components including at least one of digital
features, trailers, slide shows and advertising; and
generaling a plurality of plaviists from the digiial
componenis.

The method as claimed in claim 1 further including
the step of repeating steps {(¢) and (d) for additional
selected piaylists in order to generate 3 plurality of
playlists for the selected screen.

The method as claimed in claim 1 further including
the steps of specifying an additional sslected
screen, and repeating steps {c) and {(d) for an addi-
tional selected playiist in order to generate a playlist
for the additional selected screen.

The method as claimed in claim 1 further including
the siep of collapsing the schedule view by select-
ing one or more particular screens that are not of
current interest and hiding the particular screens in
the schedule view, thereby providing a modified
schedule view that shows only screens of current
interest,

The method as claimed in olaim 1 wherein the elon-
galed siement representing the schedule for a
screen comprises a reservad time element repre-
senting a period of time when digital content is not
heing projected.

The method as claimed in claim 7 wherein at lsast
one of the screens in the multi-screen digital cinema
theater is a film projection screen and a film is pro-
jected according to the schedule view during the re-
served fime elemant.

The rnathod as claimed in dlairs 1 wharsin the slon-
gated fimeline bar has a narrow width and the elon-
gated elernern representing the plaviist is a visually
distinctive elongated block that fits within the bar.

The raethod as claimed in claim 1 wherein the steps
shown in claim 1 are used to schedule a foreground
and a background, wherein the background repre-
sents any time that is available for scheduling and
the foreground represents a period of time during
which a playlist associated with a feature is sched-
uled to run, and wherein step (¢) further comprises
selecting a plavlist as a background component for
background schaduling, wherein the background
cornponent is repeated reguiarly in the background
unless overridden by a foreground component, and
step (d} further comprises inserting the selected
background component as a visually distinctiv,
background element info the elongated timeline bar
for a selected scresn.

The method as claimed in claim 1 wherein the step
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(¢} of selecting a playlist cornprises selecting an ad-
vertising playlist having an advertising component
and selecting a start time for the advertising playlist,
and step (d) further comprises updating the sched-
ule view by generating an ad timeline element and
automatically replicating the ad timeline element at
the baginning of every playlist associated with a fea-
ture.

A method for generating and scheduling a playlist
from digital content supplied to a server in a multi-
screen cinema theater including one or raore film
projection sites, said playlist including compeonents
of the content stored in the sarver and representing
a digital entily that is subsequently projected in the
projaction sites, said method comprising the steps
of:

{a) generating playlists including digitai content
for use in the film projection sites;

{v) generating and displaying a schedule table
showing a schedule for each projection site as
an 2longated timeline bar representing a tima
dimension, wherein the elongated timeline bar
for each film projection site includes a reserved
firne for the projection of the film;

{c} selecting a playiist and specifying a selected
film projection site; and

{d} updating the schedule table by inserting the
selected playlist as an elongatad block into the
siongated fimeline bar for the selecied projec-
fion site,

wherein the biock for the playlist starts is automat-
ically siluated at the beginning of the reserved time
for projection of the film.

The method as claimed in claim 12 further compris-
ing the step of using the updated schedule table to
project the selected playlist in the selected projec-
tion site.

The method as claimed in claim 12 wherein the sec-
ond playlist includes slide shows and/or advertising
componeants.

A digital cinema system for exhibiting digital content
supplied in a coded form to a central content man-
agement serverin a multi-screen digital cinema the-
atre having a plurality of auditoriums, said system
comprising:

a plurality of digital projectors for projecting dig-
ital content in the plurality of auditoriums, each
projector including a decoder for decoding the
digital content into a device-dependent signa
for projection;

a plurality of content player servers, each one
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devoted o a respective digital projector;

a cinema operating system for generating and
scheduling playlists, sach said playlist includ-
ing components of the content stored in the
sontent management server and reprasenting
a digital entity that is subsequently projected in
the digital cinema; and

a local area network linking the content player
sarvers fo the central content management
server and o the digital projectors, whereby
each digital projector is a network-enabled de-
vice that can communicate with any of the con-
tent player servers to display digital content as-
sociated with a selected playlist.

The system as claimed in claim 15 wherein the local
area network is an Ethernet networic

The system as claimed in claim 15 wherein at least
one of the auditoriums includes a film projection
system for projecting a motion picture film during a
reserved time when the auditorium's digital projec-
tor is inactive, and wherein the cinerna operaiing
system generates a playlist for scheduling digital
projection of digital content in association with the
raction picture film.

A digital cinerna distribution and exhibition systern
for distributing and exhibiting digitai content sup-
plied in a coded form to a muiti-screen digital cine-
ma theafre having a plurality of audiforiums, said
distribution and exhibition system comprising:

a central digital cinema distribution facility for
distributing digital cnema content to a plurality
of theaire sites, wherein the content includes at
ieast one of a digital feature, irailer, slide show
and adveriising components;

wherein each thealre site includes:

(&} a ceniral content rmanagement server for re-
ceiving digital content from the central digital
cinema distribution facili
{b} a plurality of digital projectors for projecting
digital content in the plurality of auditoriums,
sach projector including a decoder for decoding
the digital content into a device-dependent sig-
nai for projection;

{c} a plurality of content playar servers, each
ong devoled to a respective digital projector;
and

{dYalocal arsa networklinking the content play-
ar servers o the ceniral content management
sarver and to the digital projectors, whereby
each digiial projecior is a network-enabled de-
vice that can communicate with any of the con-
tent plaver servers o display digital content;
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wherein the digital cinema distribution and ex-
hibition system also includes one or more user in-
terfaces for generating and scheduling playiists,
each said playiist including components of the dig-
ital cinerma content available either in the central
digital cinema distribution facility or stored in the
content management server and representing a
digital entity that is subsequently projected in the
digital cinema, wherein playlists are generated at
the central digital cinema distribution facility that as-
sociate particular digital content with a particular
feature component that will be subseguently schead-
uled at a theatre site for a particular screen.
The system as claimed in claim 18 wherein the par-
ticular digital content associated with a particular
feature component is an advertising component,
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Description

{3081] The present invention is generatly concerned
with mobile communication sysiems.

[6062] Mobile communication systems in a general
way are subject {o standardisation ; therefore for a more
detailed description of such systemns one may refer in
particular 1o the corresponding standards, published by
the corresponding standardisation bodies.

[B003] Briefly, the general architecture of such sys-
tems is divided into a Radio Access Network (RAN),
mainly responsible for transmission and management
of radic resources on the radio interface between Mobile
Siations {MS) and the nelwork, and a Core Network
{CN}, mainly responsibie for switching and managment
of the communications.

{3084] The evolutions of technology in such systems
generally lead to a distinction between second genera-
fion systems and third generation systerns,

{B005] A typical example of a second generation sys-
tem  is  GSM  {« Giobal System  for  Mobile
communication »). The radio access technology used
by the GSM RAN is based on muitiple access tech-
nigues of FOMA/TDMA type (where FDMA stands for
« Frequency Division Mulliple Access » and TDMA
stands for « Time Division Multiple Access »). The GSM
RAN is composed of subsystems called BSS (« Base
Siation Subsysiems ») and the G8M CN includes net-
work elements such as MSC {« Mobile Switching
Center »} and GMSC (« Gateway Mobile Swilching
Center »).

[00068] Initially, GSM was mainly intendead for provid-
ing real-time services such as in particular telephony
services, based on circuit-switched technology. GSM
has next evoived towards providing non real-time serv-
ices, such as in particular data transfer services, based
ot packat-switched technology. This evolution was
made possible thanks io the introduction of GPRS
{« General Packet Radio Service »}, including the intro-
duction of two new network elements inthe CN, L.e. 8G-
SN (« Serving GPRS Support Node »), and GGSN
{« Galeway GPRS Support Node »). it is recalled that
packet-switched technology enables a more efficient
use of available resources, by sharing resources at any
instant between different users.

[8067] A typical example of a third generation system
is UMTS («Universal Mobile Telecommunication
Systern »}. UMTS offers third generation services, in-

cluding high bit-rates for both real-time and non reai-
time services. The radio access technology used by the
UMTS FAN is based on mulliple access techniques of
CDMA type (where CDMA stands for « Code Division
Multiple Access »). The UMTS RAN is also called
UTRAN (« UMTS Terresirial Radio Access Network »)
and the UMTS CN includes network elements relating
o packet-switched {PS) domain and network elements
relating to circuit-switched {CS) dormain.

{30881 Now, a further evolution of G8M is lowards of-
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fering third generation services. A first step of this evo-
lution corresponds to the introduction of EDGE
{« Enhanced Dala rales for GSM evolulion »} enabling
higher bit-rates on the radio interface thanks to the use
of modulation techniques of higher spactral efficiency.
A second step of this evolution corresponds 1o the sup-
port of packet-based real-time services.

{600%] When packet-based technoiogies are used,
the Quality of Service (Q0S) becomes an important is-
sue. The QoS architecture in third generation systems
is defined in the 3GPP TS 23.107 specification pub-
lished by 3GPP Generation  Partnership
Project »). This QoS architecture relies on different
Bearer Services characterized by different QoS ai-
tributes including : traffic class, maximum bitrate, guar-
anteed bitrate, transfer delay, traffic handling priority, ...
etc. Further, a distinction is made between four classes
of traffic, respectively : conversational, streaming, inter-
aclive, background. Conversational and streaming
classes are mainly used for real-time fraffic flows. A
common requiremernt for these two classes is that the
fime relaiion between information entities of the sitream
should be preserved. However, contrary (o the conver-
sational class, the streaming class does not have any
reguirement on a low transfer delay.

[B0318] The present invention is more particularly con-
cernad with the support of streaming services in the
Packet Switched (P3) domain in such systems, in par-
ticular when considering GERAN access technology
{where GERAN stands for « GSM/EDGE Radio Access
MNetwork »}.

{80111 The general architacture of a system using
GERAN access technology and packet-switched do-
main is recalied in figure 1.

[80312] The protocol architecture when considering
GERAN access technology and Packet-Switched (P8)
domain is recalled in figure 2.

{06013] The prolocol layers at the radio interface, or
interface between MS and BSS, or « Um » interfacse,
include :

{« 3

- afirstlayer, or physical iayer,

~  asecond layer, or data link layer, in turn divided into
different layers :
according to increasing tevels, MAC (¢« Medium Ac-
cess Control »}, RLC {« Radio Link Conirol ») and
LLC {« Logical Link Conirol », the BSS only being
used as a relay function between MS and SGSN,
for the LLC fayer).

{3014] In the same way, the protocol layers at the in-
tarface between BES and SGEN, or « Gb » interface,
include :

- afirst layer, or physical layer,

~  asecond laver, or daia link layer, in turn divided into
different layers : according to increasing levels,
« Network service », BSSGP (« BSS GPRS Proto-
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cobn), and LLC {« Logical Link Control », the BSS
only being used as a relay function between MS and
SGSEN, for the LLC layer).

[60318] Besides, higher level protocols are provided,
at application level, or for management iasks such as

MM {« Mobility Management»), SM {(« Sassion
Managemeni»), ...elc.
[06016] It is aiso recalled that frames called LLC

frames are formed, in the LLC layer, from data units of
higher level. In the LLC frames these data units are
called LLC-PDU {(« LLC-Protocol Data Units ») data
units. LLC-PDY data units are then segmenied in the
RLC/MALC layer, so as to form blocks called RLC daia
blocks. RLC data blocks are then put in the required for-
mat for fransmission on the « Um » interface, in the
physical layer.

[0017] It is also recalled that channel coding is per-
formed in the physical fayer to allow detection and cor-
rection of errors in the data transmitted on the radio in-
terface. Different coding schernes (CS5-1 1o C8-4) are
defined for the radio blocks. A coding scheme is gener-
ally selected as a function of radio conditions, so that
the amount of redundancy is reduced {or in other words
the net bit-rate is increased) as radio conditions Im-
prove, or on the contrary the amount of redundancy is
increased {or in other words the nat bit-rate is de-
creased) as radio conditions degrade. Alink adaptation
algorithm is generally provided, for the automatic selec-
tion of a coding scheme depending on radio conditions.
{0018] Besides, inthe RLC and LLC layer procedures
>f re-transmission of non-correctly received data (RLC
data blocks or LLC-PBU data unils depending on the
case) are performed, according to a technique called
ARQ ("Automalic Repeat reQuest”). The stale, correct
or non-correct, of received blocks or data units is sig-
natled by the receiver to the fransmitter by means of
ACK {"ACKnowledgment"} or NACK {"Non-ACKnowi-
edgment”) messages.

{06018] it is also recalled that some mechanisms are
provided for discarding LLC PDUs not yet segmented
and which would arrive oo late if they had to be re-sent
according to the ARG procedure. A PDU lifetime is pro-
vided for that purpose by the SGSN io the BSS, in the
BSSGP PDU containing this LLC PDU. The PDU life-
time is generally set depending on the requiraments of
the considered application.

[B020] itis also recalled that before data can be sent
or received in a packet data session, a POP (Packet Da-
ta Protocol) context must be activated or created for the
MS.

{6021] Itis alsorecalled that such systems are celiular
systems, and that some techniques therefore have fo
be provided for enabling a cell change, in particular dur-
ing the course of a communication. In systems using cir-
cuit-switched technology, such techniques generally
correspond o handover techniques, which reguire a
reservation of resource in the new cell, by the network,
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before switching to the new cell. in systems using pack-
ei-swiiched technology, such techniques generaily cor-
respond to celi-reselection technigues, which do not re-
quire such a reservation of resource in advance in the
new cell; instead, the MS performs cell-resalection, and
then requires resources in the new selected call, before
normaily accessing in packet mode o this new cell.
Therefore cell-reselection techniques are not as well
adapted o real-time traffic as handover technigues ;
however, sorme other techniques such as NACC (Net-
work Assisted Cell Change) have been introduced to
avoid as far as possible such drawbacks.

{6022] ‘“When considering GERAN access technology,
the support of streaming services in the Packet
Switched domain requires several basic functions:

- support of Rel-89 GERAN standards in the MS,
BES, and SGSN,

- support of Rel-89 QoS parameler negotiation at
PDP context activation time, including a negotiation
with the BSS (in Rel-87, the Qo8 paramelers are
negotiated only between the MS and the SGSN).
This nagotiation between the BSS and the SGSN
requires the support of the Packet Flow Context fea-
ture on the Gb interface (defined in 3GPP TS
08.18),

- support of specific Cali Admission Contral aigo-
rithms in the BSS and the SGSN in order o guar-
antee real-time constraints such as transfer delay
and bitrate, which requires the reservation of re-
sources at the time of a streaming bearer set-up.

{0023] Figure 3 shows an overview of the various
steps involved in setting-up a bearer belonging to the
streaming class.

1) The R3S MS requests the activation of a PDP
context, for which the "QoS Requested” parameters
correspond o a streaming bearer. This is charac-
terised mainty by:

- Traffic class = streaming class

- Guaranteed bitrate for downlink/uplink <> 0 {in
this description, we take the example of down-
link streaming flows but the main concepts are
aqually applicable o uplink streaming flows).
This quaranteed bit rate is a bit rate at GPRS
service level (including RTP/UDPAR over-
neads) not including the overheads due 1o the
radio interface (coming for example from the
ARQ mechanism, or the overhead needed to
compensate the gaps of transmission due to
service interruption following cell reselections)

- Transfer delay

2) The SGSN may then perform security and trace
functions. A Call Admission Control algorithm is
called to check whether the required Qo8 atiributes

IPR2022-01227
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can be fulfiied. The SGSN may then restrict the re-
qguested QoS attribuies given its capabilities and the
current foad, and it shall restrict the requesied Qo8
attributes according to the subscribed QoS profile.
The SGSN then requests the creation of the PDP
context in the GGSN.

3) Various functions are performed in the GGSN,
which may aven rgject the request from the SGSN
if the QoS Negctiated received from the SGSN is
incompatible with the PDP context being activated.
4) Once the creation of the PDP context in the
3GSN has keen confirmed as successful, the 36G-
SN then requests the creation of a Packet Flow
Context (PFC) for the streaming bearer. Although it
is possible in theory io aggregate several bearers
into the same PFC, it seams betier {o create one
PFC for each real-time bearer and aggregate only
non real-time bearers having similar QoS charac-
teristics within the same PFC. The request from the
SGSN contains several mandatory parameters:

- TLLE identifier of the Mobile Station

- PFE Packet Flow Kentifier {identifier of the
PFC)

- PFT: Packet Flow Timer (lifetime of the PFC
during periods of inactivity)

- ABQP: Aggregate BSS QoS Profile {Qo8 pa-
rameters characterising the PFC)

5) The BSS then parforms a Call Admission Control
algorithm to check whether the requested (oS at-
tributes can be fulfilled. Several functions may be
performed inorder to be able fo support the request-
ed QoS {e.g. reallocation of other MSs, rediraction
of the MS {o another less loaded cell, efc). The BE3
may restrict the requested aggregate BSS QoS pro-
file given its capabilities and the current load, al-
though not fuifilling the guaranteed bitrate and the
transfer delay atiributes should as far as possible
be avoided. The BSS performs resource reserva-
tion in order {o support the negotiated guaranteed
bitrate and transfer delay, taking intc account the
RLC mode that will be used for the flow (quite likaly:
RLC acknowiadged mode since LLC PDOUs should
be rather large: 500 octets or more for video
streaming for instance). The resources reserved on
the radio interface need to be higher than the nego-
tiated guaranteed bitrate dus to radic interface
overheads.

8) The BSS acknowledges the PFC creation if it is
succeassful, providing o the SGSN the negotiated
ABQP, ie. the negotiated Quality of Service at-
tributes.

7) Assuming that the negotiated ABQRP is accepta-
ble for the SGSN, the PDP context activation pro-
cedure is compieted by the sending of an accept-
ance meassage to the Mobile Station.

8) Because the SGSN will have to comply with the
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announced isak rate for the corresponding MS/
PFC, it is guite likely that the BSS has io send a
FLOW CONTROL MS or FLOW CONTRGL PFC
message to the SGSN in order io announce a
leakrate that is greater than the negotiated guaran-
teed bitrale {otherwise default values are used).
The choice batween MS and PFC flow control is im-
plemeniation dependent and depends also on
whether there are other active PFCs for the same
MS.

9) The SGSN acknowledges the FLOW CONTROL
MS or FLOW CONTROL PFC message.

10) When the streaming session is started (case of
downlink streaming) thanks to other upper layer
protocols not described in this document, the SGSN
sends to the BSS, BSSGP PDUs containing the
PO lifetime, the QoS profile (RY7, not useful in this
case), the MS Radic Access Capabilities, the PFi
and the LLC PDU 10 be sent.

11} The BSS sends the LLC PDUs io the MS.

12) The MS staris buffering PDUs atl applicationlev-
&l (quite likely RTP PDUs, RTP standing for Reai-
Time Protosol}in order (o be able later on to accom-
modaie delay variations due o RLC refransmis-
sions, radic outagas (2.9. due o call ra-selections),
ete.

13) Once the MS has filled its application level buff-
er, it can start playing out the streaming flow.

[6024] In this context, the present invention is based
in particular on the following observations.

[B025] From the description above, it appears that the
critical parameters needing careful dimensioning are
the following ones:

- the bandwidth reserved on the radio interface by the
BSS in order fo fuifil the requested guaranieed bi-
trate, and

- theinitial application level buffering time done in the
Mobile Station.

{30268] Indeed, the more bandwidih is reserved on the
radio interface {o serve a given guaranieed bitrate, the
smaller the capacily of the cell goss. However, it is im-
portant io reserve not just the requested guarantead hi-
frate but in fact maore, in order {0 be able to accommo-
date RLC retransmissions due {o radio errors and radio
cutages dua to cell reselections for instance.

{60271 The diagram of figure 4 shows an exampie of
the application ievel buffer filling in the MS along time.
{3028] During the course of the streaming session,
the buffer goes through the following states:

- initial filling up to the maximum buffer size (1))
Once the buffer is filled up, the streaming sassion
can start to be played out.

~  The play-out rate of the streaming session eguals
the radio throughput {& ). Hence the buffer filling
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remains constant, {30311 As scon as those parameters are known, var-

- The radio throughput becomes smaller than the
play-outrate (due e.g. foradic errors leading to RLC
retransmissions) (& ). Hence the buffer depleting.

- The radic throughput becomes grealer than the
play-out rate (due e.g. to good radio conditions
leading to increasing the offered throughput beyond
the negotiated guaranteed bitrate) (@ ). Hence the
huffer getting filled up again, possibly up to the max-
iraurn buffer size (not above assuming that the serv-
er sends the streaming PDUs at the play-out rate).

- The Mobile Station doas not receive anything from
the BSS due {o a radio outage (e.g. due 1o a celi
reselection) (&) ). Inthis case, the buffer will deplete
quickly, at the play-out rate.

- The Mobile Station does not receive anything from
the BSS because all streaming PDUs have been
sent (8 ). In this case, the buffer will deplete at the
play-cut rate until being empty.

[B029] This diagram shows that the calculation of the
bandwidth reserved on the radio interface (i.e. the
numbear of allocated Packet Data Channals or PDCHSs)
o serve a given sireaming flow depends on the following
parameters:

-~ the negotiated guaranteed bitrate (likely corre-
sponding o the play-out rate taking into account
overheads introduced by RTP/UDP/AP);

- the initial application level buffering;

~  the minimum radio throughput available per PDCH
{average throughput achievakle over x % of the cell
coverage; .g. x = 95);

- the duration of radic cutages due o cell reselec-
tions and the frequency of cell reselections.

[6038] Inorder to determine an optimised radio band-
width, the BSS needs to know all those parameters:

~  the negotiated guaranteed bitrate is avaiiable from
the PFC creation procedure;

- the average radio throughputl available per PDCH
can be derived from the radio conditions, the corre-
sponding RLC retransrmission rate (in case RLC ac-
knowledged mode is used) and the link adaptation
policy (i.e. which (M)CS is selected). Depending on
the knowledge of the C/i ratio in the cell, the BSS
has a more or less refined knowledge of the aver-
age radio throughpul availabie per PDCH bul at
least it can have a worst-case knowledge.

- The duration of radio outages due 1o cell reselec-
tions can be calculated by the BSS, the value de-
panding mainly on whether Network Assisted Cell
Change procedures are used.

- The initial application level buffering is not known
as such and, as will also be explained iater in more
detailed way, this is one of the problems considerad
by the present invention.
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ious ways can be considered in order {o optimise the
radio bandwidth, i.e. provide the sraallest possible radio
bandwidth while never leading to a complete depletion
of the application level buffer in the MS before the end
of the sireaming session:

- Ensure that the negotiated guaranteed bitrate is not
over-valued compared to the end-user application
needs (this requires careful setling in the Mobile
Station, possibly under control of the operator). Un-
fortunately, neither the access nor the core net-
works can do anything about this since they have
no clue about the end-user application.

-~ Feduce cell reselection durations: the NACC pro-
cedure can be used. We could even anvisage using
Packet Switched handover procedures.

- Increase the initial application level buffering. How-
ever buffering requires mermory in the M3, which is
still expensive. Also, the bigger the initial buffering
is, the ionger the end-user will have to wait between
requesting a streaming flow and the start of the ses-
sion. Therefore it is critically imporiant also not &
have a too big initial buffering.

[0032] In this contexd, the present invention in partic-
ular recognizes the following problems and suggests the
following solutions o these problems.

[06033] A first probiem is that today the radic band-
width altocatad to a streaming flow is not fully optimised,
because the application parameter corresponding io the
initial application level buffering is not taken into account
when performing call admission control and radic re-
source reservation. The application parameter consist-
ing in the transfer delay which is taken into account to-
day does not enable such an optimisation, because this
pararnater is generally set according to the application,
whereas for a same application, the radio resource re-
guired may vary depending on the buffering capacity
{and therefore the cost) of the MS. The radio bandwidth
allocated to a streaming flow is not either continuously
optimised during the course of a session, because the
application level buffering is not either taken into ac-
count during the course of the session. Another, related,
problem is that, according to today's SGPP standard,
this application parameter is not knowrn in the entity per-
forming the call admission control and radio resource
resarvation, i.e. the BSS.

{0034] A second problem is that, since cheap MSs (e.
q. with little buffering capacity, or not supporting NACC,
eic...) will require the reservation of rore radio band-
width than others, charging is not optimised tcday since
it is based on the guarantieed bitrate, rather than on the
allocated radio bandwidth. Ancther, related, problem is
that, according to loday's 3GPP standard, this allocated
radio bandwidih is not known by the network entity
which would need it, for such a charging purpose.
[B0338] A third problem is that the above-recalled
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mechanisms of LLC PDUs discarding are not fully cpti-
mised foday. It is recalled that such discarding mecha-
risms are used for streaming bearers, since RLC ac-
knowledged mode is likely to be used for streaming
bearers, and sinca RLC in (E)GPRS today is based on
such an ARG mechanism. However these mechanisms
are not optimisad today because the PDU lifetime is
generally set according to the application, rather than
on the application level buffering which, for a same ap-
plication, may vary depending on the buffering capacity
{and therfore the cost) of the MS. Anocther, related, prob-
fem is that according 1o today's 3GPP standard this pa-
rameter is not known in the network entity in charge of
setting this LLC PDU lifetime, i.e. the SGSN.

{0038] The present invention in particuiar enables to
solve part or all of the above identified problems. The
present inveniion enables o optimise the support of
streaming services in the packet domain of a mobile
comraunication system. Maore generally the present in-
vention enables io optimise the support of packet-
switched services in a mobile communication system.
{B037] An object of the present invention is a method
for optimising the support of streaming services in the
packet switched domain of a mobile communication
system, a method wherein information representative of
time alignment capabilily of 2 maobile station is sent by
the mobile station to the network.

[B038] According to one erabodiment, said informa-
fion includes information representative of a buffer size
at application lavel in the mobile station.

{#038] According to another embodiment, said buffer
size corresponds {o the initial filling of said buffer, at the
beginning of a packet session, before playing out the
streaming fiow.

{3048] According to another embodiment, said buffer
size corresponds to the real-time filling of said buffer,
during the course of a packet session.

{6041] According to another embodiment, said infor-
mation is provided as an additional information specify-
ing QoS parameters at the time of a POP context acti-
vation.

[0042] According fo another embodiraent, said infor-
mation is provided as an information specifying a GoS
pararnater corresponding to a transfer delay atiribute,
at the time of a3 PDP context activation.

[0043] According to another embodiment, said infor-
mation is provided by the MS to the SGSN in a message
requasling the creation of a PDP {Packet Data
Protocol ) context.

[0044] According to another embodiment, said mes-
sage is Ihe message «Activate PDP  Context
Reqguest ».

{3045] According to another emboediment, said infor-
mation is provided by the SGSN 1o the BSS in a mes-
sage requesting the crealion of 8 PFC (Packel Flow
Context).

[3048] According to another embodiment, said mes-
sage is the message « Create BSS PFC ».
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{30471 According to ancther ernbodiment, said real-
time buffer size is provided in acknowledgement mes-
sages sent by the MS o the BSS during the course of
a packet session.

[B048] According to another embodiment, said real-
time buffer size received by the BSS from the MS is for-
warded to the SGSN.

{06043] According o another embodiment, said infor-
mation representative of time alignment capability of a
rmobile station is taken into account by the nefwork, in a
way as to optimise the radic rescurce allocated io said
mobile station, at the time of performing call admission
control and radio resource reservation.

[B088] According to another ambodiment, said infor-
mation representative of time alignment capability of a
mobile station is representative of real-time alignment
capability of the mobile station, and is taken into account
by the network, in a way as to optimise the radio re-
source aliocated to said mobile station, by dynarnically
adjusting the radic resource aliocated to said mobile sta-
tion, during the course of the packet session.

{6051] According o another embodiment, said infor-
mation representative of time alignment capability of a
mobile station is taken into account by the network, in a
way as to optimize the setling of a packet data unit life-
time to ba sent {o the MS.

{6052] Another object of the present invention is a
mathod for optimising the charging of packet-switched
services, a method wherein the charging of a packet
session is based on radio throughput usage for the ses-
sion.

[B083] According to one embodiment, said radio
throughput usage comresponds o radio throughput re-
served for the session.

[0054] According {o another erabodiment, said radio
throughput reserved for the session is the result of 3 call
adrmission conirol algorithm.

{0035] According to another embodiment, said radio
throughput reserved for the session is provided by the
BSS io the SGSN.

[B0586] According to another embodiment, said radio
throughput reserved for the session is provided by the
888 to the S5GS8N in a BSSGP message called « Create
BSS PFC ACK ».

{8057] According to another embodiment, said radio
throughput usage corresponds to radio throughput reai-
ly granted for the session.

[8058] According to another embodimeant, said radio
throughput really granted for the session corresponds
o the average radio throughput granted throughout the
session.

[00658] According to another embodiment, said aver-
age radic throughput granied throughout the session is
determined by the BSS, which, for this purpese, is in-
formed by the SGSN of the end of the session.

{0088] According to another embodiment, the BSS is
informed by the SGSN of the end of the session by the
SGSN sending to the BSS & DELETE-BSS-PFC PDU
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after the end of the packet session and before the PFT
has expired in the BSS.

{3081] According to another embodiment, a parame-
ter is included in said DELETE-BSS-PFC PDU to notify
the BSES that the PFC shall be deleted only when the
currently stored LLC PDUsforthat PFC have been sent.
[B082] According to another ambodiment, said aver-
age radio throughput granted throughout the session is
determined by the SGSN, from the amount of data which
has been sent, and from the time between the first LLC
PDU sent to the BSS and the receipt of a DE-
LETE-BSS-PFC-ACK PDU from the BSS.

{0083] Another object of the present invention is amo-
bile station (M3}, comprising means for performing such
a method.

[3084] Another obiect of the present invention is a net-
work element for a radio access {(BSS) of a mobile com-
munication network, comprising means for performing
such & raethod,

{6065] Anotherobjectof the present invention is a net-
work elernant (SGSN) for a core network of a mobiie
communication system, comprising means for perform-
ing such a mathod.

{06068] These and other objects of the present inven-
tion will become more apparent from the foliowing de-
seription taken in conjunction with the accompanying
drawings:

- figure 1is a diagram intended to recali the general
architecture of a system using GERAN acoess tech-
nology and packet-switched domain,

- figure 2 is a diagram intended to recall the protocol
architeciure in a systern using GERAN access tech-
nology and Packet-Switched (PS) domain,

- figure 3 is a diagram intended to recall the different
steps involved in the setting-up of a bearer belong-
ing to the streaming class,

- figure 4 is a diagram intended to recall the different
possible states of the application level buffer intend-
ed to be filled by a traffic flow belonging o the
sireaming class.

{B6067] The present invention may also be explained
as follows, and different examples of carrying out the
present invention are also disclosed in the following.
[6068] It is proposed that the transfer delay attribute
of a sireaming bearer corresponds to the buffer size at
application lavel, used to ansure time alignmant of the
streaming flow. Knowing the buffer size in Byies and
knowing the play-out rate in Byles/sec, the MS can eas-
ity work out the equivaient buffer size in seconds and
provide this within the QoS information Element, which
is included in the ACTIVATE PDP CONTEXT RE-
QUEST message.

[6063] Alternatively, it is proposed o introduce a new
QoS parameter, valid only for streaming class bearers,
orrasponding to the size of the "lime alignment funciion
of the application” (according io the terminology used in
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3GPP T8 23.107).

[0070] Note that the initial application level buffer size
would then be known by the SGSN. It can then be for-
warded to the BSS within the CREATE BSS PFC mes-
sage, in order to be used by the call admission control
algorithm.

[8071] Infact the real-lime knowladge of the buffer fill-
ing each time the SGSN sends an LLC PDU would also
help further optimising the radio bandwidth granted at a
given time (by adjusting dynarmically the allocaied radio
bandwidth depending on the application level buffer fill-
ing). One way to achieve this would be to include the
instantaneous application level buffer filling in each
PACKET DOWNLINK ACK/NACK (message sent fo the
B88 periodically). In order to convey that information up
o the SGSN, either a message could be created at LLC
level to report this fransparently through the BSS or the
information obtained by the BSS in PACKET DOWN-
LINK ACK/INACK messages could be sent to the SGSN
in a new BSSGP message.

[B072] s also proposed that the PDLU lifetime set by
the SGSN be valued depending on the value of this ap-
plication level buffer size.

{0073] Although the solulion to provide real-time
knowledge of the apglication lavel buffer filling from the
MS 1o the BSS seams rather easy, solutions o convey
this up to the SGSN appear guite complex for a gain that
would probably not be significant. Therefore if is also
proposed that the PDU iifetime be valued depending on
the value of the initial ap orn level buffer size. Since
at a given time, the buffer size may be smailer, it may
than happen that some LLC PDUs are received too late
by the MS, but this should be marginal.

[0074] It is also proposed that the reserved radio
bandwidth, a resuil of the BSS call admission control
algorithm, be provided to the SGSN inthe CREATE BSS
PEC ACK message. This information would then be in-
cluded in the Call Detail Record of the sireaming session
in order to be able to charge the PS call based on the
bandwidth aciuslly granted to the MS and not on the ne-
gotiated guaraniead bitrate.

{6075] Whatcould be argued against such a propoesal
is that the reserved radio bandwidth may be excessive
and then part of it could be used by other MSs or other
PFCsa of the same MS. In this case the streaming ses-
sion would be chargad for a radic bandwidth that bas
been partly used by other sessions. We could therefore
also envisage providing the average radic bandwidth
that has been really granted to the streaming session at
the end of it. This could be achieved e.g. by the SG8N
sending a DELETE-BSS-PFC PDOU after the end of the
streaming session and before the PFT has expired in
ihe BSS (possibly including a specific paramester (o ask
for the average radio throughput that has been granted
to the PFC). The BSS would answer through a DE-
LETE-BSS-PFC-ACK PDU including a new Information
Elemeant corresponding to thal average radio through-
pui. Gther information may also be included in the future
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for charging purpose. However the problem is that the
SGSN does not know exactly when the streaming flow
ends on the radio interface since there may be some
buffering in the BSS. A new parameter could be intro-
duced in the DELETE-BSS-PFC PDU to notify the BSS
that the PFC shall be deleied only when the currently
stored LLC PDUs for that PFC have been sent {(and ac-
knowledged if cperating in RLC acknowledged rmode).
[06076] Note that a third selution, aithough less accu-
rate, could consist in the SGSN computing itself the ra-
dic throughput by considering the amount of data which
hias been sent and the time between the sending of the
first LLC PDBU to the BSS and the receipt of the DE-
LETE-BSS-PFC-ACK PDU from the BSS, assuming
that the latter message would be sentonly when all LLC
PDUs have bean sent {o the MS {see above).

{6077] The present invention also has for its object a
mobile station (MS), comprising means for performing
a method according to any of the above described meth-
ods.

[B078] The present invention also has for its object a
a network element for a radio access {(BSS) of a mobile
commurnication nebwork , comprising means for per-
forming a method according any of the above described
methods.

{3079] The present invention also has for its object a
network element (SGSN) for a core network of a mobile
comraunication systern, comprising means for perform-
ing a method according any of the above described
mathods.

{0088] The defailed implementation of such means
does not raise any special problem for a person skilled
in the arl, and therefore such means do nol need to be
more fully disclosed than has been made above, by thair
function, for a person skilled in the art.

Claims

1. A method for optimising the support of streaming
services in the packet switched domain of a mobile
communication systemn, a method wherein informa-
tion representative of time alignment capability of a
maobile station is sent by the maobile station o the
network.

2. A method according to claim 1, wherein said infor-
mation includes information representative of a
buffer size at application level in the mobile siation.

3. Arasthod according o clairn 2, wherein said buffer
size corresponds o the initial filling of said buffer,
at the beginning of a packet session, before playing
out the sireaming flow.

4. A method according fo claim 2, wherein said butfer
siza corresponds to the real-time filling of said buff-
er, during the course of a packet session.
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10.

11,

12.

13.

14.

18.

A method according to claim 3, wherein said infor-
mation is provided as an additional information
specifying QoS parameters at the time of a PDP
context activation.

A method according to claim &, wherein said infor-
mation is provided as an information specifying a
Qo8 parameter corresponding to a transfer delay
attribute, at the time of a PDP context activation.

A method according to claim 5 or 6, wherein said
information is provided by the MS o the SGSN in a
ressage reguesting the creation of a PDP (Packet
Data Protosol ) cortext.

A method according to claim 7, wherein said mes-
sage is the message « Activate PDP Context
Request ».

A method according to claim 5 or 6, wherein said
information is provided by the SGSN to the BSS in
a message requesting the creation of 3 PFC {(Pack-
et Flow Context).

A method according to claim 9, wherein said mes-
sage is the message « Create BSS PFC ».

A method according to claim 4, wherein said real-
time buffer filiing is provided in acknowledgement
messages sent by the MS o the BSS during the
course of a packet session.

A method according to claim 11, wherein said real-
time buffer filling received by the BSS from the MS
is forwarded to the SGSN.

Amethod according to any of claims 1 to 12, where-
in said information representative of time alignment
capability of a mobile station is taken into account
by the network, in a way as to optimise the radio
resource allocated to said mobile station, atthe time
of performing call adraission control and radio re-
source reservation.

A method according o any of claims 1 to 12, where-
in said information representative of time alignment
capability of a mobile station is representative of re-
al-tima alignment capability of the mobile station,
and is taken into account by the network, in a way
as to optimise the radio resource allocated to said
maobile station, by dynamically adjusting the radio
resource allocated o said mobiie station, during the
course of the packet session.

Amethod acsording to any of claims 1 to 12, where-
in said information representative of time alignment
capability of a mobile station is taken into account
by the network, in a way as o oplimize the setting
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20.

21.

22.

23.

24,

25.

26.
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of a packet data unit lifatime to be sent to the MS.

A method for optimising the charging of packet-
swilched services, a method wherein the charging
of a packetl session is based on radio throughput
usage for the session.

A method according to claim 186, wherein said radio
throughput usage corresponds to radic throughput
reserved for the sassion.

A method according to claim 17, wherein said radio
throughput reserved for the session is the resuli of
a call admission control algorithrm.

A method according to claim 18, whereain said radio
throughput reserved for the session is provided by
the BSS to the SGEN.

A method according to claim 19, wherein said radio
throughput reserved for the session is provided by
the BSS to the SGSN in 2 BSSGP message called
Creaie BSS PFC ACK.

A method according to claim 18, wherein said radio
throughput usage corresponds to radio throughput
really granted for the session.

A method according to claim 18, wherein said radio
throughput really granted for the session corre-
sponds to the average radio throughput granied
throughout the session.

A method according o claim 22, wherein said av-
erage radio throughput granted throughout the ses-
sion is determined by the BSS, which, for this pur-

ase, is informad by the SGEN of the end of the
session.

A method according to claim 23, wherein the BSS
is informed by the SGSN of the end of the session
by the SGSN sending o the BSS & DE-
LETE-BSS-PFC PDU after the end of the packet
session and before the PFT has expired in the BSS.

A method according to claim 24, wherein a param-
eter is included in said DELETE-BSS-PFC PDU o
notify the BES that the PFC shall be deleted only
when the currently stored LLC PDUs for that PFC
have heen sent.

A method according o claim 22, wherein said av-
erage radio throughput granted throughout the ses-
sion is determined by the SGSN, from the amount
of data which has been saeni, and from the time be-
tween the first LLC PDU sent 1o the BSS and the
raceipt of a DELETE-BSS-PFC-ACK PDU from the

BSS.
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27.

28.

28.

A mokile station (MS), comprising means for per-
forming a method according te any of claims 1 to 26.

A network element for a radic access {BSS) of a
mobile communication network | comprising means
for performing a method according to any of claims
10 26.

A network element (SGSN) for a core network of a
maobile communication systern, comprising means
for performing a method according to any of claims
110 26.
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FIG_2
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Description
Technical Field

[0001] The present invention relates to data encryption, and particularly, to a method and apparatus for encrypting
and decrypting a data stream and a system for secure transmission of a data stream.

Background Art

[0002] With the tendency of digitalizing audio and video information and the development of computer and network
technology, digitized audio and video works are distributed to users through networks in the form of data streams (such
as, MPEG or MP3 format stream), which have been widely employed. A security problem arises with data streams being
transmitted in a network environment.

[0003] The protection of a data stream in a network is usually realized by means of encryption. At present, many kinds
of encryption approaches for MPEG stream have been proposed, for example, Naive Algorithm, Selective Algorithm,
ZigZag-Permutation Algorithm, etc. These algorithms provide a series of encryption approaches, from the simple to the
complex, for data streams.

[0004] However, in these traditional data stream encryption approaches, a data stream is usually encrypted with a
single policy without considering the situation of the receiver, the sender and the channel between them. As a result
either the resources are wasted or the quality of information reproduction is degraded.

[0005] US Patent application US 2001/053221 describes a ciphering technique in which plain text is divided into blocks
and ciphering attribute is set to each block. The ciphering attribute may thus vary between blocks.

[0006] First, encryption and decryption operations heavily consume system resources, including processor computa-
tion, storage spaces and bandwidths of the sender and the receiver. Therefore, if the strength of encryption and decryption
can not be adjusted at proper time to accommodate to the consumption of the system resources, neither the data stream
can get best protection when the resources are not fully utilized, nor the data stream can be encrypted and decrypted
in real-time and the reproduction quality is degraded when the resources are over-utilized.

[0007] Furthermore, the network environment may vary with time, leading to frequent changes of channel quality. For
example, Bit Error Rate (BER), Packet Loss Rate (PLR), time delay, etc. of a channel may vary greatly, especially in
the environments of wireless communication or wide area network like the Internet. Thus, if the same encryption policy
is adopted for the whole volume of a data stream, the quality of reproduction may be degraded because the receiver
cannot receive enough data for decrypting in time.

Disclosure of Invention”

[0008] In order to address the problems in the existing techniques mentioned above, according to an aspect of the
present invention, there is provided a method for encrypting a data stream that is transmitted from a sender to a receiver
via a channel, after at least a part of which is encrypted, said method comprising adjusting encryption attributes during
transmission; encrypting the data stream according to the adjusted encryption attributes; and transmitting said encrypted
data stream and information of said encryption attributes to said receiver.

[0009] According to another aspect of the present invention, there is provided a method for decrypting a data stream
that is transmitted from a sender to a receiver via a channel, after at least a part of which is encrypted, said method
comprising: receiving adjusted encryption attributes during reception of the encrypted data stream; and decrypting the
data stream according to said adjusted encryption attributes.

[0010] According to yet another aspect, there is provided an apparatus for encrypting a data stream that is transmitted
from a sender to a receiver via a channel, after at least a part of which is encrypted, said apparatus for encrypting
comprising: encryption attribute adjusting means for adjusting encryption attributes during transmission of the data
stream to generate encryption attribute information; and an scrambler for performing encryption of said at least part of
the data stream according to the encryption attributes adjusted by said encryption attribute adjusting means.

[0011] According to still another aspect of the present invention, there is provided an apparatus for decrypting a data
stream that is transmitted from a sender to a receiver via a channel after at least a part of which is encrypted, said
apparatus for decrypting comprising: an encryption adjustment information receiving unit for receiving the encryption
attribute information from the sender; and a unscrambler for performing decryption of said data stream according to the
encryption attribute information received by said encryption adjustment information unit.

[0012] According to still another aspect of the present invention, there is provided an apparatus for sending a data
stream in security, comprising the above-mentioned apparatus for encrypting.

[0013] According to still another aspect of the present invention, there is provided an apparatus for receiving a data
stream in security, comprising the above-mentioned apparatus for decrypting.
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[0014] According to still another aspect of the present invention, there is provided a system for secure transmission
of a data stream, comprising the above-mentioned apparatus for sending a data stream, the above-mentioned apparatus
for receiving a data stream and a channel connecting said apparatus for sending a data stream and said apparatus for
receiving a data stream.

Brief Description of Drawings

[0015] The above features, advantages and objectives of the present invention will become apparent through the
description of preferred embodiments of the present invention with reference to the accompanying drawings:

[0016] Figure 1 is a flowchart showing a method for encrypting a data stream according to an embodiment of the
present invention;

[0017] Figure 2 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to another embodiment of the present invention;

[0018] Figure 3 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to the another embodiment of the present invention;

[0019] Figure 4 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to still another embodiment of the present invention;

[0020] Figure 5is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to the still another embodiment of the present invention;

[0021] Figure 6 schematically shows the structure of the system for secure transmission of data stream in the prior
art; and

[0022] Figure 7 schematically shows a structure of a system for secure transmission of data stream according to an
embodiment of the present invention.

Mode(s) for Carrying Out the Invention

[0023] Next, a detailed description will be given of the preferred embodiments of the present invention with reference
to the drawings.

[0024] Figure 1 is a flowchart showing a method for encrypting a data stream according to an embodiment of the
present invention.

[0025] The process for encrypting and decrypting a data stream in prior art usually includes: first, an encryption policy
is predetermined; then, the sender encrypts the whole data stream (Naive Algorithm) or a part of the data stream
(Selective Algorithm) according to the policy and transmits the encrypted data stream to the receiver through a channel
connecting the sender and the receiver; finally, the receiver decrypts the received data stream according to the prede-
termined encryption policy and reproduces the information carried by the data stream.

[0026] As shown in Figure 1, according to the embodiment of the present invention, during the process of encryption
and decryption of the data stream, a determination is made as to whether the current complexity is greater than an upper
limit threshold at Step 105. In the present embodiment, the current complexity is a measure of resource consumption
of the sender, the receiver or both. The current complexity may be the load of the processor or usage of the storage of
the sender, or the load of the processor or usage of the storage of the receiver, or a comprehensive measure by taking
account of the load of the processors and usage of the storages of both the sender and the receiver, according to the
present embodiment.

[0027] If the measure of the current complexity includes the resource consumption of the receiver, the information
about the resource consumption of the receiver, such as above mentioned processor’s load and storage usage, needs
to be fed back to the sender. Those skilled in the art may anticipate various ways to feed back this information, for
example, by means of acknowledgement packets, a separate backward link or channel, etc., the present invention has
no special limitation as long as the sender can obtain the information about the resource consumption of the receiver.
[0028] Inthecaseswhere the receiveris a terminal device with a relatively weak processor and relatively small storage,
such as a set top box, a mobile communication terminal or the like, preferably the current complexity mainly takes account
of the resource consumption of the receiver, such as the load of the receiver’s processor. Accordingly, the predetermined
upper threshold may be, for example, 80% of the processor's maximum load.

[0029] Ifthe determination result of Step 105 is "Yes" (for example, the processor’s load of the receiver has exceeded
80%), then the process proceeds to Step 110, adjusting the encryption attributes to reduce the resource consumption.
The encryption attributes in the present invention refer to those adjustable attributes related to encryption processing,
such as encryption algorithm, encryption mode, encryption parameters, etc. There are many algorithms for data encryp-
tion known in the art, for example, DES, 3DES, AES, RC4, etc.; each of these algorithms has different encryption modes,
such as ECB, CBC, OFB, etc.; and some of them also include encryption parameters, for example, in the encryption
algorithm RC4, different lengths of encryption keys may be chosen by adjusting encryption parameters. Different en-
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EP 1 487 147 B1

cryption algorithms have different encryption strengths; furthermore, the same encryption algorithm may have different
encryption strengths in different encryption modes or with encryption parameters. Accordingly, the algorithms with dif-
ferent strengths have different consumptions of system resources (such as processor load, storage usage, and so on).
[0030] The present embodiment utilizes these encryption attributes to adjust the encryption strengths, thereby making
the encryption of the data stream adapted to the condition of resource consumption at the receiver or the sender, and
the condition of the channel (described later), so that a balance among the system resources, the data security (encryption
strength) and the reproduction quality of the transmitted information can be reached. For example, in Step 110, the
computation used by the encryption and decryption can be reduced through changing the encryption algorithm from
"3DES" to "DES" or through shortening the length of the encryption key, as a result the resource consumption can be
reduced.

[0031] Next, if the determination result in Step 105 is "No", the process proceeds to Step 115, determining whether
the current complexity is less than a predetermined lower threshold. In this embodiment the lower threshold is 50% of
the processor's maximum load.

[0032] Next, if the result of the determination at step 115 is "Yes", the process proceeds to Step 120, where the
encryption attributes are adjusted to raise the encryption strength.

[0033] Through Steps 115 and 120, the method of the present embodiment fully utilizes the system resources to
ensure data security. If the consumption of system resource is getting better, for example, when the processor’s load
of the receiver has reduced to be lower than 50%, the encryption attributes will be adjusted to raise the encryption strength.
[0034] Next, if the determination result in Step 115 is "No", or after Step 110 or Step 120, the process proceeds to
Step 125, determining whether the channel’s BER has increased by a predetermined value. If the determination result
in Step 125is "Yes", Step 130 will be performed, where the encryption attributes are adjusted to reduce error propagation
length of the encryption.

[0035] If the determination result in Step 125 is "No", Step 135 will be performed, determining whether the channel’s
BER has decreased by a predetermined value. If the determination result in Step 135is "Yes", Step 140 will be performed,
where the encryption attributes are adjusted to increase error propagation length of the encryption.

[0036] Inthe present application, the error propagation length refers to the affected range in the decrypted data caused
by an error in the encrypted data. Usually, the error propagation length may be adjusted through changing the encryption
mode, for example, in Electronic Code Book (ECB) mode the data to be encrypted is divided into blocks, the size of
each block is the same as the length of the encryption key, and each block is encrypted with the same encryption key,
therefore the error propagation length of ECB is equal to the length of the encryption key, that is, one block. In Cipher
Block Chaining (CBC) mode first the clear text is also divided into fixed-length (such as 64 bits) blocks, then an XOR
operation is performed between the encrypted code output from the previous encrypted block and the next block of plain
code to be encrypted, the result of the XOR operation is encrypted with the encryption key to produce the encrypted
code, therefore the error propagation length is equal to the length of two blocks. Besides, other similar encryption modes,
for example, Cipher Feedback Mode (CFB), Output Feedback Mode (OFB), etc., have different error propagation char-
acteristics. In addition to the encryption modes, different encryption algorithms can also cause different error propagation
lengths, for example, if an encryption algorithm like RC4 is used, the error propagation length would be very small, which
is only equal to the error itself.

[0037] Generally, the greater the error propagation length is, that is, more strongly the encrypted data blocks are
associated with each other, the more difficult it is to crack the data, so the security is better; at the same time, however,
higher channel quality is required. During transmission, the method of the present embodiment adjusts the error prop-
agation length based on the current channel quality, to balance among the channel quality, data security and the repro-
duction quality of the transmitted information.

[0038] Alternatively, at Step 135 and Steps 130, 140, the determination to adjust the encryption mode may be made
by comparing the current BER of the channel with a set of predetermined thresholds, for example, when the current
BER is 10E-4, CBC mode is chosen, and when the channel quality is getting worse and the current BER has increased
to be 10E-3, ECB mode can be used to reduce the error propagation at the encryption layer.

[0039] As shownin Figure 1, if the determination result in Step 135 is "No", or after Step 130 or 140, Step 145 will be
performed, where the adjusted encryption attributes and corresponding encrypted data stream are transmitted to the
receiver. If the encryption attributes have been adjusted, it is necessary to inform the receiver of the adjustment infor-
mation, in order for the receiver to perform decryption correctly. In the present embodiment, the information of encryption
attributes is recorded in the header of data packet for the data stream in the form of metadata; preferably the information
of encryption attributes is also encrypted. The following Table 1 exemplarily shows the contentin the encryption attribute
information according to the present embodiment.
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Table 1. Content of the encryption attribute information

Field Value
Encryption algorithm 3DES
Encryption mode CBC
Encryption parameter Null

[0040] Of course, many other approaches can be used to transmit the encryption attribute information from the sender
to the receiver, the present invention is not limited to the above embodiment, for example, it is also possible to transmit
the encryption attribute information to the receiver with a separate data packet or even via another channel.

[0041] With the above method of the present invention, during encryption, transmission and transmission, the encryp-
tion policy is adjusted according to the resource consumption and channel quality, and the data stream is adequately
encrypted under the condition of ensuring the routine operation of the systems of the sender and the receiver, thus the
optimal state of balance among the system performance, data security and quality of data reproduction may be achieved.
[0042] In addition, according to another embodiment of the present invention, there is provided a method suitable for
encrypting a compressed video stream. Currently used video compression methods usually record video data as three
kinds of frame data, that is, I-frame data, P-frame data and B-frame data. Among them, an I-frame (Intraframe) records
an independent complete picture; a P-frame (Prediction Frame) only contains the difference between the picture of the
present frame and the previously decompressed picture. a B-frame (Bi-directional Prediction frame) has the same
principle as that of P-frame, but in addition to making reference to the previously decompressed picture, the subsequent
uncompressed picture may be referenced too. Because it is not necessary to store the complete picture, storage space
is highly saved. Generally, the order of frames in a MPEG data stream is IBBPBBPBBPBBPBBIBBPBBP....

[0043] From the point of view of data security, the relative importance of these three kinds of frame data is successively
as |-frame>P-frame>B-frame. This is because, if only P-frame data or B-frame data are obtained without correctly
decrypted I-frame data, the whole video stream cannot be correctly reproduced in any way. In the present embodiment,
taking advantage of the features of a compressed video stream, the encryption attributes are adjusted with respect to
the three kinds of frame data respectively, so that the data stream can be encrypted more efficiently.

[0044] Figure 2 is a flowchart showing the steps of adjusting encryption attributes in a method for encrypting a data
stream according to another embodiment of the present invention. The differences between this embodiment and the
previous embodiment are the step of adjusting the encryption attributes to reduce the resource consumption (i.e. Step
110 in Figure 1) and the step of adjusting the encryption attributes to raise the encryption strength (i.e. Step 120 in Figure
1). Figure 2 shows the detailed flow of the step for adjusting the encryption attributes to reduce the resource consumption
(Step 110) in the method for encrypting a data stream according to the present embodiment.

[0045] As shown in Figure 2, if the determination result in Step 105 (Figure 1) is "Yes", a determination is made first
as to whether the encryption strength of the B-frame data has reached the lowest encryption strength at Step 205. If the
determination result of Step 205 is "No", Step 210 will be performed to reduce the encryption strength of the B-frame
data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", Step 215 will be
performed, determining whether the encryption strength of the P-frame data has reached the lowest encryption strength.
[0046] Then, if the determination result of Step 215 is "No", the process proceeds to Step 220, reducing the encryption
strength of P-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes",
Step 225 will be performed, determining whether the encryption strength of the I-frame data has reached the lowest
encryption strength.

[0047] Next,ifthe determination result of Step 225is "No", Step 230 will be performed, reducing the encryption strength
of I-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", it means
that the encryption strengths for the data of all three types of frames have reached the lowest value. In that case, the
encryption and transmission may wait till the system resources have been recovered or the process may be performed
with the lowest encryption strengths.

[0048] Here, the encryption strength refers to the degree of difficulty for cracking the data encrypted according to
particular encryption attributes, that is usually associated with the complexity of the encryption algorithm, the complexity
of encryption mode, the complexity of the encryption key and the like, and the increase of encryption strength would
usually lead to the increase of the consumption of system resources. The following Table 2 exemplarily shows a list of
combinations of encryption methods and encryption modes commonly used in the prior art, and their comparison.
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Table 2. A comparison of encryption strengths
Strength Rank | 1 2 3 4 5 6

Encrypton | AES | 3DES | AES | 3DES | DES | DES
Attributes (CBC) | (cBC) | (ECB) | (ECB) | (CBC) | (ECB)

[0049] In the present embodiment, the lowest encryption strengths may be set for different kinds of frame data re-
spectively. Preferably the lowest encryption strengths for the I-frame data, P-frame data and B-frame data are getting
lower successively. And the lowest encryption strength may be zero, that is, no encryption. For example, according to
the setting of a preferred embodiment, the lowest encryption strength for I-frames is DES (CBC), the lowest encryption
strength for P-frames is DES (ECB), and the lowest encryption strength for B-frames is "no encryption”. Thus, in the
cases of relatively large resource consumption, when the encryption strengths are all adjusted to be the lowest according
to the method of the present embodiment, it is also possible to ensure sufficient protection for the I-frames that have
high importance, thereby ensuring the security of the whole video data stream, in which case the system resource
consumption for encryption is significantly reduced and the reproduction quality is ensured because of the reduction of
the encryption strengths of P-frames and B-frames.

[0050] Figure 3 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to the another embodiment of the present invention, particularly showing the detailed flow of the step for
adjusting the encryption attributes to raise the encryption strength (Step 120) in a method for encrypting a data stream
according to the present embodiment.

[0051] As shown in Figure 3, if the determination result of Step 115 (Figure 1) is "Yes", a determination will be made
first as to whether the encryption strength of the I-frame data has reached the highest encryption strength at Step 305.
If the determination result of Step 305 is "No", Step 310 will be performed, increasing the encryption strength of the I-
frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", Step 315 will be
performed, determining whether the encryption strength of the P-frame data has reached the highest encryption strength.
[0052] Next, if the determination result of Step 315 is "No", Step 320 will be performed, increasing the encryption
strength of P-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes",
Step 325 will be performed, determining whether the encryption strength of the B-frame data has reached the highest
encryption strength.

[0053] Next, if the determination result of Step 325 is "No", Step 330 will be performed, increasing the encryption
strength of B-frame data, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", it
means that the encryption strengths of all three kinds of frame data have reached the highest values. In that case, the
process just proceeds.

[0054] Similarly, the highest encryption strengths may also be set for the data of different frames, respectively, butin
this embodiment the same highest encryption strength, such as AES (CBC), is set for the all frames.

[0055] Correspondingly, the following Table 3 exemplarily shows the content of the encryption attribute information
according to the present embodiment.

Table 3. Content of the encryption attribute information

Field Value
Encryption algorithm for I-frames 3DES
Encryption mode for I-frames CBC
Encryption parameter for I-frames Null
Encryption algorithm for P-frames DES
Encryption mode for P-frames CBC
Encryption parameter for P- Null
frames

Encryption algorithm for B-frames Null
Encryption mode for B-frames Null
Encryption parameter for B-frame Null

[0056] According to this embodiment, when the consumption of the system resources is getting alleviated, the en-
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cryption strengths may be increased in the order of the I-frame, the P-frame and the B-frame, thereby making the security
of the encrypted data stream to be maximized within limit of the system resources.

[0057] Though different encryption algorithms are used for different types of video frames in the present embodiment,
different encryption algorithms may also be used for the same type of video frames based on their importance in practice.
For example, for P-frames, a P-frame located at a preceding position within a GOP (Group of Pictures) is more important
that another P-frame located at a following position within the GOP, so the higher encryption strength can be used for
the preceding P-frame within a GOP.

[0058] Besides, though in the present embodiment, the encryption attributes are adjusted according to the relative
importance of I-frame, P-frame and B-frame, the adjustment is not limited to this way only. For example, the lowest
encryption strength for I-frames is set to "no encryption”, the lowest encryption strength for P-frames is setto DES (ECB),
the lowest encryption strength for B-frames is set to DES (CBC); and the highest encryption strength for I-frames is set
to "no encryption”, the highest encryption strength for P-frames is set to 3DES (CBC), the highest encryption strength
for B-frames is set to AES (CBC); at the same time, at the steps as shown in Figure 2, the encryption strengths are
increased in the order of B-frame>P-frame>I-frame. Thus, those receivers who have not got permission may see inter-
mittent pictures, that is, I-frame, but cannot see the whole video, this is of advantage for those service providers who
want to attract more users and to get reliable protection as well.

[0059] With the method of this embodiment, the encryption strengths may be adjusted more precisely for different
portions of the data stream, so that the resource consumption and security can be balanced more optimally. Due to
utilization of the dependent relationship among the types of frames in the compressed video stream, it is possible to
reduce the amount of data to be encrypted significantly or reduce the compression strength for a large portion of the
data significantly, thereby saving the system resources of both the receiver and the sender. Furthermore, by means of
selecting different lowest and highest encryption strengths for the data of different frame types, various results may be
achieved that are of advantage for the providers of the data stream.

[0060] According to stillanother embodimentofthe presentinvention, there is provided a method suitable for encrypting
a layered data stream. The technique of dividing the compressed data stream into layers is widely used in the art. For
example, according to MPEG-2 and later standards a compressed data stream is divided into a base layer and one or
more enhancement layer. Among them, the base layer provides a relatively low-resolution video and may be decoded
and reproduced independently, and the enhancement layer provides higher resolution and needs to be decoded based
on the base layer. In the case of having a plurality of enhancement layers (such as a first enhancement layer, a second
enhancement layer and so on), decoding the enhancement layer of higher resolution depends on decoding the enhance-
ment layer(s) of lower resolution. That is, the base layer may be decoded independently to reproduce the video of low
quality; the first enhancement layer may be decoded on the basis of the decoded base layer, to get higher resolution;
further, the second enhancement layer may be decoded on the basis of the decoded first enhancement layer, to get still
higher video reproduction quality, and so on. Thus, from the point of view of security, the base layer has the highest
importance, then the first enhancement layer, the second enhancement layer and so on. The method of this embodiment
takes advantage of the features of such layered data stream, adjusting encryption strengths for different layers respec-
tively.

[0061] The differences between this embodiment and the preceding embodiment of Figure 1 are the step of adjusting
the encryption attributes to reduce resource consumption (i.e. Step 110 in Figure 1) and the step of adjusting the
encryption attributes to increase the encryption strength (i.e. Step 120 in Figure 1).

[0062] Figure 4 is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to still another embodiment of the present invention, particularly showing the detailed flow of the step for
adjusting the encryption attributes to reduce the encryption strength (Step 110). It is assumed that the data stream has
three layers, i.e. basic layer, first enhancement layer and second enhancement layer.

[0063] As shown in Figure 4, if the determination result of Step 105 (Figure 1) is "Yes", a determination is made first
as to whether the encryption strength of the second enhancement layer has reached the lowest encryption strength at
Step 405. If the determination result of Step 405 is "No", Step 410 will be performed, reducing the encryption strength
of the second enhancement layer, then the following step of the method (Step 125 in Figure 1) will be performed; if it is
"Yes", Step 415 will be performed, determining whether the encryption strength of the first enhancement layer has
reached the lowest encryption strength.

[0064] If the determination result in Step 415 is "No", Step 420 will be performed, reducing the encryption strength of
the first enhancement layer, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes",
Step 425 will be performed, determining whether the encryption strength of the base layer has reached the lowest
encryption strength.

[0065] Next,ifthe determination resultin Step 425is "No", Step 430 will be performed, reducing the encryption strength
of the base layer, then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", it means
that the encryption strengths of all layers have reached the lowest value. In that case, the process of encryption and
transmission may halt till the system resources are released by other applications or may proceed with the lowest
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encryption strengths.

[0066] In this embodiment, the lowest encryption strengths may be set for different layers respectively, preferably the
lowest encryption strength for the base layer is set to the highest, the lowest encryption strength for the first enhancement
layer is set to the second highest, and the lowest encryption strength for the second enhancement layer is the lowest.
Besides, the lowest encryption strength may be zero, that is, no encryption. For example, the lowest encryption strength
for the base layer is DES (CBC), the lowest encryption strength for the first enhancement layer is DES (ECB), and the
lowest encryption strength for the second enhancement layer is "no encryption”. Thus, in the cases of relatively large
resource consumption, when the encryption strengths are all adjusted to be the lowest according to the method of the
present embodiment, sufficient protection for the base layer of high importance is still guaranteed, thereby ensuring the
security of the whole video stream, while the system resource consumption can be significantly reduced and the repro-
duction quality may be ensured due to the reduction of the encryption strengths of the first and second enhancement
layers.

[0067] Figure 5is a flowchart showing steps of adjusting encryption attributes in a method for encrypting a data stream
according to still another embodiment of the present invention, particularly showing the detailed flow of the step for
adjusting the encryption attributes to increase the encryption strength (Step 120) in the method for encrypting a data
stream.

[0068] As shown in Figure 5, if the determination result in Step 115 (Figure 1) is "Yes", a determination is made first
as to whether the encryption strength of the base layer has reached the highest encryption strength in Step 505. If the
determination result in Step 505is "No", Step 510 will be performed, increasing the encryption strength of the base layer,
then the following step of the method (Step 125 in Figure 1) will be performed; if it is "Yes", Step 515 will be performed,
determining whether the encryption strength of the first enhancement layer has reached the highest encryption strength.
[0069] Next, if the determination result of Step 515 is "No", Step 520 will be performed, increasing the encryption
strength of the first enhancement layer, then the following step of the method (Step 125 in Figure 1) will be performed,;
ifitis "Yes", Step 525 will be performed, determining whether the encryption strength of the second enhancement layer
has reached the highest encryption strength.

[0070] Next, if the determination result of Step 525 is "No", Step 530 will be performed, increasing the encryption
strength of the second enhancement layer, then the following step of the method (Step 125in Figure 1) will be performed;
ifitis "Yes", it means that the encryption strengths of all layers have reached the highest values. In that case, the process
may just proceed.

[0071] Similarly, the highest encryption strengths can also be set for different layers, respectively, but in the present
embodiment the same highest encryption strength, such as AES (CBC), is set for all layers.

[0072] Correspondingly, the following Table 4 exemplarily shows the content of the encryption attribute information
in this embodiment.

Table 4. Content of the encryption attribute information

Field Value
Encryption algorithm for the base layer 3DES
Encryption mode for the base layer CBC
Encryption parameter for the base layer Null
Encryption algorithm for the first enhancement layer DES
Encryption mode for the first enhancement layer CBC
Encryption parameter for the first enhancement layer Null
Encryption algorithm for the second enhancement layer Null
Encryption mode for the second enhancement layer Null
Encryption parameter for the second enhancement Null
layer

[0073] According to the present embodiment, when the consumption of the system resources is getting alleviated, the
encryption strengths may be raised in the order of the base layer, the first enhancement layer and the second enhancement
layer, thereby maximizing the security of the data stream within the limit of the system resources.

[0074] Besides, according to an alternative embodiment, in the steps as shown in Figure 4, the encryption strengths
are reduced in the order of the base layer, the first enhancement layer and the second enhancement layer; in the steps
as shown in Figure 5, the encryption strengths are raised in the order of the second enhancement layer, the first
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enhancement layer and the base layer; the lowest encryption strengths of the base layer, the first enhancement layer
and the second enhancement layer are set to "no encryption”, DES (ECB) and 3DES (CBC), respectively; and the highest
encryption strengths of the base layer, the first enhancement layer and the second enhancement layer are set to "no
encryption”, AES (CBC)and AES (CBC) respectively. Thus, those receivers who have no permission may see reproduced
video of low resolution, meanwhile, the enhancement layers that can provide reproduced video of high quality are
adequately protected, this is of advantage for those service providers who want to attract more users and to get reliable
protection as well.

[0075] Besides, according to still another embodiment, there is provided a method suitable for encrypting a layered
compressed video stream. For example, a MPEG-2 video data stream includes a base layer and one or more enhance-
ment layers, while each layer contains I-frame, P-frame and B-frame data. Therefore, the present embodiment combines
the embodiments described with reference to Figures 2 and 3 and Figures 4 and 5, providing an encryption method that
can adjust encryption strengths for different layers and also can adjust encryption strengths for different frames in the
same layer.

[0076] Particularly, in Steps 410, 420 and 430 as shown in Figure 4, the process as shown in Figure 2 is performed
with respect to the base layer, the first enhancement layer and the second enhancement layer, respectively; in Steps
510, 520 and 530 as shown in Figure 5, the process as shown in Figure 3 is performed with respect to each type of
frames within the base layer, the first enhancement layer and the second enhancement layer, respectively; in addition,
when the encryption strengths for all types of frames within a layer have reached the lowest value, the encryption strength
of this layer is determined to be the lowest ( Steps 405, 415 and 425), on the other hand, when the encryption strengths
for all types of frames within a layer have reached the highest value, the encryption strength of this layer is determined
to be the highest (Steps 505, 515 and 525).

[0077] For the layered compressed video stream, the method for encrypting of the present embodiment not only can
adjust encryption strengths with respect to different layers, but also can adjust the encryption strengths with respect to
different types of frame within the same layer, so that the encryption attributes can be adjusted more flexibly and more
accurately, realizing a balance among the system resources, data security and the reproduction quality of the transmitted
information. As a result, the method of this embodiment can improve the efficiency of the system operation and maximize
the quality of reproduction.

[0078] Besides, according to the other aspects of the present invention, there is provided an apparatus for encrypting
and decrypting a data stream, an apparatus for securely sending a data stream and an apparatus for securely receiving
a data stream, as well as a system for secure transmission of a data stream. Following is a detailed description with
reference to Figures 6 and 7.

[0079] Figure 6 schematically shows the structure of the system for secure transmission of a data flow in the prior art.
As shown in Figure 6, the system includes: a sending apparatus (sender) 600, a receiving apparatus (receiver) 700 and
a channel 800 connecting the receiver and the sender. The sender 600 comprises a source encoder 601, an encryption
means 602 and a channel encoder 603; the receiver 700 comprises an source decoder 701, a decryption means 702
and a channel decoder 703.

[0080] The secure transmission of a data stream in the prior art is as follows: at the sender, first the original data (such
as audio, video or other data) are source-encoded by the source encoder 601, for example, those original video data
are compressed and encoded into a data stream in MPEG2 format, or those speech data are compressed and encoded
into a data stream in MP3 format, and so on. Here, the original data stream may come from a video capture card or
other data acquisition devices, also may come from a reading device for data recording medium, such as a CD drive, a
DVD drive, a disk drive and the like. And when the data in a proper format have been saved in the recording medium,
the source encoder 601 can be omitted. Next, according to a certain encryption policy, the encryption means 602 encrypts
the data stream, here the encryption policy may be predetermined, or determined through "shake-hands" before the
encryption and transmission. Finally, the encrypted data stream is channel-encoded by the channel encoder 603 and
transmitted to the receiving means 700 through the channel 800.

[0081] Atthe receiver, first the received data are channel-decoded by the channel decoder 703, forming received data
stream. Then, according to the above encryption policy, the decryption means decrypts the received data stream. Finally,
the source decoder 701 source-decode the decrypted data stream, to form reproduced data.

[0082] Figure 7 schematically shows a structure of a system for secure transmission of a data stream according to
an embodiment of the present invention. As shown in Figure 7, the system for secure transmission of a data stream
comprises: a sending apparatus (sender) 600, a receiving apparatus (receiver) 700 and a channel 800 connecting the
receiver and the sender. Among them, the sender 600 comprises an source encoder 601, an encryption apparatus 610
and a channel encoder 603; the receiver 700 comprises an source decoder 701, a decryption apparatus 710 and a
channel decoder 703.

[0083] According to this embodiment, in the sender 600, during the encryption apparatus 610 encrypts the data stream
coming from the source encoder 601 or from a reading device for data recording medium (not shown), and transmits
the encrypted data stream to the channel encoder 602, that is, during the process of encryption and transmission of the
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data stream, the encryption policy is adjusted based on the condition of resource consumption and channel quality.
[0084] The encryption apparatus 610 includes a scrambler 614 for encrypting a data stream according to specific
encryption attributes; a complexity calculating unit 611 for calculating the complexity according to the resource con-
sumption of the sender and the receiver (the term "complexity” has been explained in above description); a channel
quality detecting unit 613 for detecting the current quality of the channel 800 used for transmitting the data stream, such
as Bit Error Rate (BER), Packet Lose Rate (PLR), band width and the like, and for sending the detected channel quality
data to a determining and adjusting unit 612; the determining and adjusting unit 612 for determining whether it is needed
to adjust the encryption attributes based on the information from complexity calculating unit 611 and the channel quality
detecting unit 613, and if it is needed, adjusting the encryption attributes for the data stream and transferring the adjusted
encryption attributes to the scrambler 614, thereby controlling the scrambler 614 to perform encryption. Specifically, the
determining and adjusting unit 612 performs the steps of determining and adjusting as shown above in the flowchart of
Figure 1. The determining and adjusting unit 612 may be implemented in the form of hardware or software corresponding
to the steps of the flow, as known to those skilled in the art.

[0085] The determining and adjusting unit 612, complexity calculating unit 611 and channel quality detecting unit 613
form the encryption attribute adjusting means for performing the adjustment of encryption policy based on the resource
consumption and channel quality during the encryption and transmission of the data stream, in this embodiment of the
present invention.

[0086] According to this embodiment, the adjusted attribute information is recorded in the header of the data packet
in the form of metadata and transmitted to the receiver (receiving means 700) together with the data stream; preferably
the encryption attribute information is also encrypted. The content of the encryption attribute information according to
this embodiment is exemplarily shown in above Table 1.

[0087] Inthereceiver 700, the channel decoder 703 performs channel decoding of the received data to form a received
data stream. The encryption attribute information in the header of the packets of the data stream is transferred to and
extracted by the encryption adjustment information receiving unit 711, and then the extracted information is transferred
to the unscrambler 712, controlling the unscrambler to decrypt the corresponding data of the data stream in a proper
manner.

[0088] It should be noted that the method for transmitting then encryption attributes is not limited to metadata in the
above embodiment, and it is also possible for the encryption attributes to be transmitted via a separate secure channel,
accordingly, the encryption adjustment information receiving unit 711 needs to receive encryption attributes information
from the secure channel, which is also within the scope of the present invention.

[0089] Further, according to another embodiment of the present invention, when the data stream to be encrypted and
transmitted is a compressed video stream containing I-frame data, P-frame data and B-frame data, the determining and
adjusting unit 612 adjusts the encryption attributes for the I-frame data, P-frame data and B-frame data, respectively;
the scrambler 614 encrypts the I-frame data, P-frame data and B-frame data, respectively, according to the encryption
attribute information. Specifically, determining and adjusting unit 612 performs the steps of checking and adjusting as
shown in Figures 2 and 3. The content of the encryption attribute information according to the present embodiment is
exemplarily shown in above Table 3.

[0090] Accordingly, the encryption adjustment information receiving unit 711 of the present embodiment receives the
encryption attributes information for the I-frame data, P-frame data and B-frame data respectively; the unscrambler 712
decrypts the I-frame data, P-frame data and B-frame data, respectively, according to the encryption attribute information.
[0091] Furthermore, according to still another embodiment of the present invention, when the data stream to be
encrypted and transmitted is a compressed video stream containing a base layer, a first enhancement layer and a second
enhancement layer, the determining and adjusting unit 612 adjusts the encryption attributes for the base layer, the first
enhancement layer and the second enhancement layer, respectively; the scrambler 614 encrypts the base layer, the
first enhancement layer and the second enhancement layer, respectively, according to the encryption attribute informa-
tion. Specifically, the determining and adjusting unit 612 performs the steps of determining and adjusting as shown in
Figures 4 and 5. The content of the encryption attribute information according to the present embodiment is exemplarily
shown in above Table 4.

[0092] Accordingly, the encryption adjustment information receiving unit 711 of the present embodiment receives the
encryption attribute information for the base layer, the first enhancement layer and the second enhancement layer
respectively; the unscrambler 712 decrypts the base layer, the first enhancement layer and the second enhancement
layer, respectively, according to the encryption attribute information.

[0093] Those skilled in the art should appreciate that, in the above embodiments, the components of the encryption
and decryption apparatus and the sender and receiver, such as the source encoder 601, the encryption apparatus 610
and the channel encoder 603, the source decoder 701, the decryption apparatus 710 and the channel decoder 703,
may be implemented in the form of hardware or software.

[0094] Besides, though a sender 600 and a receiver 700 are shown in the system as shown in Figure 7, those skilled
in the art may easily anticipate a system with one sending means and a plurality of receiving means, for example, in a
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VOD system, a VOD server provides service to a plurality of VOD terminals.

[0095] Though a detailed description has been given to the method for encryption and decryption, the apparatus for
encrypting and decrypting, the apparatus for securely sending a data stream, the apparatus for securely receiving a
data stream and a system for secure transmission of a data stream of the present invention through some exemplary
embodiments, the above-mentioned embodiments are not exhausted, those skilled in the art may make various changes
and modifications within the scope of the present invention. Therefore, the present invention is not limited to these
embodiments; the scope of the invention is only defined by the appended claims.

Claims

1. A method for encrypting a data stream that is transmitted from a sender to a receiver via a channel (800), said
method comprising: adjusting (110,120) encryption attributes during transmission based on the characteristics of
one or more of (i) current resource consumption of the sender, the receiver or both; and (ii) the quality of the channel;
encrypting the data stream according to the adjusted encryption attributes; and transmitting said encrypted data
stream and information of said adjusted encryption attributes to said receiver.

2. The method of claim 1, wherein said step of adjusting encryption attributes comprises: determining whether current
complexity is greater than a first predetermined threshold, said current complexity is a measure of the resource
consumption of the sender, the receiver or both; and if said current complexity is greater that said first predetermined
threshold, adjusting the encryption attributes to reduce the resource consumption of the sender or the receiver.

3. The method of claim 2, wherein said step of adjusting encryption attributes comprises: determining whether the
current complexity is less than a second predetermined threshold, the second predetermined threshold is less than
said first predetermined threshold; and if said current complexity is less than said second predetermined threshold,
adjusting the encryption attributes to increase the resource consumption of the sender or the receiver.

4. The method of claim 1, wherein said step of adjusting encryption attributes comprises: determining whether current
BER of the channel has increased by a first predetermined amount; if said current BER of the channel has increased
by the first predetermined amount, adjusting the encryption attributes to reduce an error propagation length of the
encryption; determining whether the current BER of the channel has decreased by a second predetermined amount;
and if said current BER of the channel has decreased by the second predetermined amount, adjusting the encryption
attributes to increase the error propagation length of the encryption;

5. The method of claim 1, wherein said step of adjusting encryption attributes comprises: determining whether current
BER of the channel is greater that a first predetermined threshold; if said current BER of the channel is greater than
the first predetermined threshold, adjusting the encryption attributes to reduce the error propagation length of the
encryption; determining whether the current BER of the channel is smaller than a second predetermined threshold;
if said current BER of the channel is smaller than the second predetermined threshold, adjusting the encryption
attributes to increase the error propagation length of the encryption;

6. The method of claim 1, wherein said data stream is a compressed video stream containing I-frame data, P-frame
data and B-frame data, said step of adjusting encryption attributes adjusts the encryption attributes for the I-frame
data, P-frame data and B-frame data respectively.

7. The method of claim 2, wherein said data stream is a compressed video stream containing I-frame data, P-frame
data and B-frame data, and wherein said step of adjusting the encryption attributes to reduce the resource con-
sumption of said sender or said receiver includes respectively adjusting the encryption attributes for the I-frame
data, P-frame data and B-frame data in the order of B-frame, P-frame and I-frame.

8. The method of claim 3, wherein said data stream is a compressed video stream containing I-frame data, P-frame
data and B-frame data; and wherein said step of adjusting the encryption attributes to increase the resource con-
sumption of said sender or said receiver includes respectively adjusting the encryption attributes for I-frame data,
P-frame data and B-frame data in the order of I-frame, P-frame and B-frame.

9. The method of claim 1, wherein said data stream contains a base layer and at least one enhancement layer, said
step of adjusting the encryption attributes adjusts the encryption attributes for said base layer and said at least one
enhancement layer, respectively.
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The method of claim 2, wherein said data stream contains a base layer and at least one enhancement layer, wherein
said step of adjusting the encryption attributes to reduce the resource consumption of said sender or said receiver
includes successively adjusting the encryption attributes in the order of from said enhancement layer to said base
layer.

The method of claim 3, wherein said data stream contains a base layer and at least one enhancement layer, wherein
said step of adjusting the encryption attributes to increase the resource consumption of said sender or said receiver
includes respectively adjusting the encryption attributes for said base layer and said at least one enhancement layer
in the order of from said base layer to said enhancement layer.

An apparatus for encrypting a data stream that is transmitted from a sender to a receiver via a channel (800), said
apparatus for encrypting comprising: encryption attribute adjusting means (612) for adjusting encryption attributes
during transmission of the data stream to generate encryption attribute information, said adjusting means adjusting
encryption attributes based on the characteristics of one or more of (i) current resource consumption of the sender,
the receiver or both; and (ii) the gquality of the channel; and a scrambler (614) for performing encryption of at least
a partof said data stream according to the encryption attributes adjusted by said encryption attribute adjusting means.

The apparatus of claim 12, wherein said encryption attribute adjusting means further includes a channel quality
detecting unit for detecting current quality of the channel, and sending channel quality information to said determining
and adjusting unit; and said determining and adjusting unit further adjusts the encryption attributes based on the
channel quality information from said channel quality detecting unit.

The apparatus of claim 12, wherein said data stream is a compressed video stream containing I-frame data, P-
frame data and B-frame data; said encryption attribute adjusting means adjusts the encryption attributes for the I-
frame data, P-frame data and B-frame data, respectively; said scrambler encrypts the |-frame data, P-frame data
and B-frame data, respectively, according to the encryption attribute information.

The apparatus of claim 12, wherein said data stream contains a base layer and at least one enhancement layer;
said encryption attribute adjusting means adjusts the encryption attributes for said base layer and said at least one
enhancement layer respectively; said scrambler encrypts said base layer and said at least one enhancement layer
respectively according to the encryption attribute information.

Patentanspriiche

1.

Verfahren zur Verschllsselung eines Datenstroms, der von einem Absender Uber einen Kanal (800) an einen
Empfanger Gbertragen wird, wobei das Verfahren Folgendes umfasst: Anpassen (110, 120) von VerschlUsselungs-
attributen wahrend der Ubertragung ausgehend von den Kenndaten der Auslastung einer oder mehrerer (i) aktueller
Ressourcen des Absenders, des Empfangers oder beider; und (ii) ausgehend von der Qualitéat des Kanals; Ver-
schlisseln des Datenstroms entsprechend den angepassten Attributen; und Ubertragen des verschlisselten Da-
tenstroms und von Informationen Uber die angepassten VerschlUsselungsattribute an den Empfanger.

Verfahren nach Anspruch 1, bei dem der Schritt des Anpassens der VerschllUsselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle Komplexitat einen ersten vorgegebenen Schwellenwert Uberschreitet, wobei die aktuelle
Komplexitat ein Mal fur die Auslastung von Ressourcen des Absenders, des Empféngers oder beider ist; und wenn
die aktuelle Komplexitét den ersten vorgegebenen Schwellenwert Uberschreitet, Anpassen der Verschlisselungs-
attribute, um die Auslastung der Ressourcen des Absenders oder des Empfangers zu verringern.

Verfahren nach Anspruch 2, bei dem der Schritt des Anpassens der Verschllisselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle Komplexitat einen zweiten vorgegebenen Schwellenwert unterschreitet, wobei der zweite
vorgegebene Schwellenwert kleiner als der erste vorgegebene Schwellenwert ist; und wenn die aktuelle Komplexitét
den zweiten vorgegebenen Schwellenwert unterschreitet, Anpassen der Verschlisselungsattribut, um die Ausla-
stung der Ressourcen des Absenders oder des Empfangers zu erhéhen.

Verfahren nach Anspruch 1, bei dem der Schritt des Anpassens der VerschllUsselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle Bitfehlerrate (BER) des Kanal um einen ersten vorgegebenen Betrag zugenommen hat;
wenn die aktuelle BER des Kanals um den ersten vorgegebenen Betrag zugenommen hat, Anpassen der Ver-
schlisselungsattribute, um eine Fehlerfortpflanzungslange der Verschlisselung zu verringern; Ermitteln, ob die
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aktuelle BER des Kanals um einen zweiten vorgegebenen Betrag abgenommen hat; und wenn die aktuelle BER
des Kanals um den zweiten vorgegebenen Betrag abgenommen hat, Anpassen der VerschllUsselungsattribute, um
die Fehlerfortpflanzungslénge der Verschlisselung zu erhdhen.

Verfahren nach Anspruch 1, bei dem der Schritt des Anpassens der VerschllUsselungsattribute Folgendes umfasst:
Ermitteln, ob die aktuelle BER des Kanals einen ersten vorgegebenen Schwellenwert Giberschreitet; wenn die aktuelle
BER des Kanals den ersten vorgegebenen Schwellenwert Gberschreitet, Anpassen der Verschlisselungsattribute,
um die Fehlerfortpflanzungsléange der Verschlisselung zu verringemn; Ermitteln, ob die aktuelle BER des Kanals
einen zweiten vorgegebenen Schwellenwert unterschreitet; wenn die aktuelle BER den zweiten vorgegebenen
Schwellenwert unterschreitet, Anpassen der Verschlisselungsattribute, um die Fehlerfortpflanzungslénge der Ver-
schlisselung zu erhdhen.

Verfahren nach Anspruch 1, bei dem der Datenstrom ein komprimierter Videodatenstrom ist, der I-Frame-Daten (-
Einzelbilddaten), P-Frame-Daten (P-Einzelbilddaten) und B-Frame-Daten (B-Einzelbilddaten) enthalt, wobei durch
den Schritt des Anpassens der Verschlisselungsattribute die Verschlisselungsattribute der I-Frame-Daten, der P-
Frame-Daten bzw. der B-Rahmen-Daten angepasst werden.

Verfahren nach Anspruch 1, bei dem der Datenstrom ein komprimierter Videodatenstrom ist, der I-Frame-Daten,
P-Frame-Daten und B-Frame-Daten enthalt und bei dem der Schritt des Anpassens der Verschlisselungsattribute
zum Verringern der Auslastung der Ressourcen des Absenders oder des Empfangers jeweils das Anpassen der
VerschlUsselungsattribute fur die 1-Frame-Daten, die P-Frame-Daten bzw. die B-Rahmen-Daten in der Reihenfolge
B-Frame-Daten, P-Frame-Daten und I-Frame-Daten beinhaltet.

Verfahren nach Anspruch 3, bei dem der Datenstrom ein komprimierter Videodatenstrom ist, der I-Frame-Daten,
P-Frame-Daten und B-Frame-Daten enthalt und bei dem der Schritt des Anpassens der Verschlisselungsattribute
zum Verringern der Auslastung der Ressourcen des Absenders oder des Empfangers jeweils das Anpassen der
VerschlUsselungsattribute fur die I-Frame-Daten, die P-Frame-Daten bzw. die B-Rahmen-Daten in der Reihenfolge
|I-Frame-Daten, P-Frame-Daten und B-Frame-Daten beinhaltet.

Verfahren nach Anspruch 1, bei dem der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht
enthalt, wobei durch den Schritt des Anpassens der Verschlisselungsattribute die Verschlisselungsattribute fir
die Basisschicht bzw. die mindestens eine Erweiterungsschicht angepasst werden.

Verfahren nach Anspruch 2, bei dem der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht
enthalt, wobei der Schritt des Anpassens der Verschlisselungsattribute zur Verringerung der Auslastung der Res-
sourcen des Absenders oder des Empféngers das aufeinander folgende Anpassen der Verschlisselungsattribute
in der Reihenfolge von der Erweiterungsschicht zur Basisschicht beinhaltet.

Verfahren nach Anspruch 3, bei der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht enthalt
und der Schritt des Anpassens der Verschlisselungsattribute zur Erhéhung der Auslastung der Ressourcen des
Absenders oder des Empféngers jeweils das Anpassen der Verschlisselungsattribute fir die Basisschicht und die
mindestens eine Erweiterungsschicht in der Reihenfolge von der Basisschicht zur Erweiterungsschicht beinhaltet.

Vorrichtung zur VerschlUsselung eines Datenstroms, der von einem Absender Gber einen Kanal (800) zu einem
Empfanger Ubertragen wird, wobei die Vorrichtung zur Verschlisselung Folgendes umfasst: ein Verschlisselungs-
attributanpassungsmittel (612) zum Anpassen von Verschlisselungsattributen wahrend der Ubertragung des Da-
tenstroms zum Erzeugen von Informationen Uber die VerschlUsselungsattribute, wobei das Anpassungsmittel Ver-
schlisselungsattribute ausgehend von den Kenndaten der Auslastung einer oder mehrerer (i) aktueller Ressourcen
des Absenders, des Empfangers oder beider; und (ii) ausgehend von der Qualitat des Kanals; und eine VerwUrfe-
lungseinheit (614) zum VerschlUsseln mindestens eines Teils des Datenstroms entsprechend den Attributen, die
durch das VerschlUsselungsattributanpassungsmittel angepasst wurden.

Vorrichtung nach Anspruch 12, bei der das Verschlisselungsattributanpassungsmittel ferner eine Kanalqualitats-
erkennungseinheit zum Erkennen der aktuellen Qualitét des Kanals und zum Senden von Kanalqualitatsinforma-
tionen an die Ermittlungs- und Anpassungseinheit beinhaltet; und bei der die Ermittlungs- und Anpassungseinheit
ferner die Verschlisselungsattribute ausgehend von den Kanalqualitatsinformationen von der Kanalqualitdtserken-
nungseinheit anpasst.

13 IPR2022-01227
EXHIBIT 1003 - PAGE 00909



EP 1 487 147 B1

14. Vorrichtung nach Anspruch 12, bei der Datenstrom ein komprimierter Videodatenstrom ist, der I-Frame-Daten, P-
Frame-Daten und B-Frame-Daten enthalt; wobei das Verschlisselungsattributanpassungsmittel die Verschlisse-
lungsattribute fur die I-Frame-Daten, die P-Frame-Daten bzw. die B-Frame-Daten anpasst; wobei die Verwurfe-
lungseinheit die I-Frame-Daten, die P-Frame-Daten bzw. die B-Frame-Daten entsprechend den Verschllisselungs-

5 attributinformationen verschllsselt.

15. Vorrichtung nach Anspruch 12, bei der der Datenstrom eine Basisschicht und mindestens eine Erweiterungsschicht
enthalt; wobei das Verschlisselungsattributanpassungsmittel die Verschlisselungsattribute fur die Basisschicht
bzw. die mindestens eine Erweiterungsschicht anpasst; wobei die Verwirfelungsschicht die Basisschicht bzw. die

10 mindestens eine Erweiterungsschicht entsprechend den Verschlisselungsattributinformationen verschlisselt.

Revendications

15 1. Procédédestiné a crypter un fluxde données qui est transmis depuis un émetteur vers un récepteur par 'intermédiaire
d’un canal (800), ledit procédé comprenant : le réglage (110, 120) d’attributs de cryptage au cours d’une transmission
sur la base des caractéristiques d’un ou plusieurs éléments parmi (i) la consommation de ressources en cours de
I'émetteur, du récepteur ou des deux, et (ii) la qualité du canal, le cryptage du flux de données conformément aux
attributs de cryptage réglés, et la transmission dudit flux de données crypté et d’informations desdits attributs de

20 cryptage réglés audit récepteur.

2. Procédé selon la revendication 1, dans lequel ladite étape de réglage d’attributs de cryptage comprend : le fait de
déterminer si la complexité en cours est supérieure a un premier seuil prédéterminé, ladite complexité en cours est
une mesure de la consommation de ressources de I'émetteur, du récepteur ou des deux, et si ladite complexité en

25 cours est supérieure audit premier seuil prédéterming, le réglage des attributs de cryptage pour réduire la consom-
mation de ressources de I'émetteur ou du récepteur.

3. Procédé selon la revendication 2, dans lequel ladite étape de réglage d’attributs de cryptage comprend : le fait de
déterminer si la complexité en cours est inférieure a un second seuil prédéterminé, le second seuil prédéterminé
30 est inférieur audit premier seuil prédéterminé, et si ladite complexité en cours est inférieure audit second seuil
prédéterming, le réglage des attributs de cryptage pour augmenter la consommation de ressources de I'émetteur

ou du récepteur.

4. Procédé selon la revendication 1, dans lequel ladite étape de réglage d’attributs de cryptage comprend : le fait de
35 déterminer si le taux BER (taux d’erreurs sur les bits) en cours du canal a augmenté d’'une premiere valeur prédé-
terminée, si ledit taux BER en cours du canal a augmenté de la premiere valeur prédéterminée, le réglage des
attributs de cryptage pour réduire une longueur de propagation d’erreur du cryptage, le fait de déterminer si le taux
BER en cours du canal a diminué d’'une seconde valeur prédéterminée, et si ledit taux BER en cours du canal a
diminué de la seconde valeur prédéterminée, le réglage des attributs de cryptage pour augmenter la longueur de
40 propagation d’erreur du cryptage.

5. Procédé selon la revendication 1, dans lequel ladite étape de réglage d’attributs de cryptage comprend : le fait de
déterminer si le taux BER en cours du canal est supérieur a un premier seuil prédéterminé, si ledit taux BER en
cours du canal est supérieur au premier seuil prédéterminé, le réglage des attributs de cryptage pour réduire la

45 longueur de propagation d’erreur du cryptage, le fait de déterminer si le taux BER en cours du canal est inférieur a
un second seuil prédéterminé, si ledit taux BER en cours du canal est inférieur au second seuil prédéterming, le
réglage des attributs de cryptage pour augmenter la longueur de propagation d’erreur du cryptage.

6. Procédé selon la revendication 1, dans lequel ledit flux de données est un flux vidéo compressé contenant des
50 données de trame |, des données de trame P et des données de trame B, ladite étape de réglage d'attributs de
cryptage regle les attributs de cryptage pour les données de trame |, les données de trame P et les données de

trame B respectivement.

7. Procédé selon la revendication 2, dans lequel ledit flux de données est un flux vidéo compressé contenant des
55 données de trame |, des données de trame P et des données de trame B, et dans lequel ladite étape de réglage
des attributs de cryptage pour réduire la consommation de ressources dudit émetteur ou dudit récepteur comprend
respectivement le réglage des attributs de cryptage pour les données de trame |, les données de trame P et les

données de trame B dans l'ordre trame B, trame P et trame I.
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Procédé selon la revendication 3, dans lequel ledit flux de données est un flux vidéo compressé contenant des
données de trame |, des données de trame P et des données de trame B, et dans lequel ladite étape de réglage
des attributs de cryptage pour augmenter la consommation de ressources dudit émetteur ou dudit récepteur com-
prend respectivement le réglage des attributs de cryptage pour les données de trame |, les données de trame P et
les données de trame B dans l'ordre trame |, trame P et trame B.

Procédé selon la revendication 1, dans lequel ledit flux de données contient une couche de base et au moins une
couche d’amélioration, ladite étape de réglage des attributs de cryptage régle les attributs de cryptage pour ladite
couche de base et ladite au moins une couche d’amélioration, respectivement.

Procédé selon la revendication 2, dans lequel ledit flux de données contient une couche de base et au moins une
couche d’amélioration, ou ladite étape de réglage des attributs de cryptage pour réduire la consommation de res-
sources dudit émetteur ou dudit récepteur comprend le réglage successif des attributs de cryptage dans I'ordre de
ladite couche d’amélioration a ladite couche de base.

Procédé selon la revendication 3, dans lequel ledit flux de données contient une couche de base et au moins une
couche d’amélioration, ou ladite étape de réglage des attributs de cryptage pour augmenter la consommation de
ressources dudit émetteur ou dudit récepteur comprend le réglage, respectivement, des attributs de cryptage pour
ladite couche de base et ladite au moins une couche d’amélioration dans I'ordre de ladite couche de base a ladite
couche d’amélioration.

Dispositif destiné a crypter un flux de données qui est transmis depuis un émetteur vers un récepteur par I'intermé-
diaire d’'un canal (800), ledit dispositif de cryptage comprenant : un moyen de réglage d’attributs de cryptage (612)
destiné a régler des attributs de cryptage au cours d’'une transmission du flux de données pour générer des infor-
mations d’attributs de cryptage, ledit moyen de réglage réglant des attributs de cryptage sur la base des caracté-
ristiques d’un ou plusieurs éléments parmi (i) la consommation de ressources en cours de I'émetteur, du récepteur
ou des deux, et (ii) la qualité du canal, et un embrouilleur (614) destiné a exécuter un cryptage d’au moins une partie
dudit flux de données conformément aux attributs de cryptage réglés par ledit moyen de réglage d’attributs de

cryptage.

Dispositif selon la revendication 12, dans lequel ledit moyen de réglage d’attributs de cryptage comprend en outre
une unité de détection de qualité de canal destinée a détecter la qualité en cours du canal, et a envoyer des
informations de qualité de canal a ladite unité de détermination et de réglage, et ladite unité de détermination et de
réglage régle en outre les attributs de cryptage sur la base des informations de qualité de canal provenant de ladite
unité de détection de qualité de canal.

Dispositif selon la revendication 12, dans lequel ledit flux de données est un flux vidéo compressé contenant des
données de trame |, des données de trame P et des données de trame B, ledit moyen de réglage d'attributs de
cryptage regle les attributs de cryptage pour les données de trame |, les données de trame P et les données de
trame B, respectivement, ledit embrouilleur crypte les données de trame |, les données de trame P et les données
de trame B, respectivement, conformément aux informations d’attributs de cryptage.

Dispositif selon la revendication 12, dans lequel ledit flux de données contient une couche de base et au moins une
couche d’amélioration, ledit moyen de réglage d’attributs de cryptage regle les attributs de cryptage pour ladite
couche de base et ladite au moins une couche d’amélioration respectivement, ledit embrouilleur crypte ladite couche
de base et ladite au moins une couche d’amélioration respectivement conformément aux informations d’attributs
de cryptage.
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data transmilted by the serveris
temporarily stored in & buffer memory {86}
and an acknowledgement of receipt is
sent {0 the server for the transmission of
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Mandataire : BEAU DE LOMENIE.

SYSTEME DE DIFFUSION DE FILMS VIDEO, SUR SITE ET A LA DEMANDE.

@ La sysiéme de diffusion de films vidéo, sursite std la
mande consiste en un seveur (3) qul comporte des
movens de stockage des films vidéo sous forme numérique
compressée, ot gui est relié par Mintermédiaire d'un réseau
local (Sa, 5b) & une pluralité de movyens vidéc de visualisa-
tion; chague moyen vidéo da visualisation est quipé d'une
unité de traltement (4) qui sert dinterface avec ke servaur
{3), et qui gére des moyens de saisie permetiant & un utili~
sateur de sélectionnear le film qu'll souhalie commenocar 3
regarder; chague unité de traltement (4) est congue pour
damander au seveur {3} de Ul Iransmeiire via le réseatl lo-
cal les donndes numériques audiofvidéo compressées du
film qu'un utilisateur a aélactionné (1> tche), &t pour pa-
raliglament décompresser en temps réel; 3 destination des
moyens vidéo de visualisation, les données numériques
transmises par e serveur {2 {iche).

Plus particuligrement, chaque moyen de visualisation est
un taléviseur et Vunité de wrallement sera commandable 2
distance par un utiiisateur, au moyen d’une télécommande
infrarouge remplagant celle du téléviseur. Ce systéme de
diffusion est desting 4 &tre implantd dans las hétsls ou
aquivalents.
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SYSTEME DE DIFFUSION DE FILMS VIDEOQ, SURSITEET A LA
DEMANDE

La présente invention a pour objet un systéme de diffusion de films vidéo, sur site
et 3 la demande. Ce systéme est plus particuliérement, mais non limitativement,
destiné a étre implanié dans les hotels qui proposent a leurs clients un service de
diffusion de films vidéo, dit 8 la demande, par lequel chaque client peut demander
a ce que lw soit diffusé, sur le téléviseur de sa chambre, un film vidéo qu'il choisit
parmi une liste de films qui lui sont proposés.

Actuellement, les hitels qui proposent un service de diffusion sur site
de films vidéo utilisent un ou plusieurs magnétoscopes, auxquels peuvent éire
reliés les téléviseurs de chaque chambre. Deux solutions s'offrent & ces hétels pour
diffuser des films vidéo dans les chambres. La premiére solution consiste 3 fixer
des plages horaires imposées de diffusion des films ; dans ce cas, le client qui veut
regarder un film est obligé de respecter cette plage horaire de diffusion, et
demande a l'accueil 4 ce que son télévisewr soit connecté au magnétoscope
diffusant le film quil a choist. La seconde solution consiste a essayer d'offrir la
possibilité aux clients de choisir le film et Ihoraire de diffusion de ce film, c'est
ce que l'on appelie 1a diffusion de films vidéo a la demande ; on comprend gue
dans cette deuxiéme solution, pour étre en mesure de répondre A toutes les
demandes possibles des clients, il faudrait en théorie pour chaque chambre, autant
de magnétoscopes qu'il v a de films proposés. En pratique, pour des raisons
évidentes de colits et de maintenance, les hdtels qui proposent & ce jour un
service de vidéo & la demande utilisent certes un nombre important de
magnétoscopes, mais celui-¢i est nettement insuffisant pour mettre en ceuvre un
réel service de diffusion 4 la demande. Ainsi, lorsqu'un client demande 3 Paccueil
de hotel que lui soit diffusé un film, il arrive fréquemment que les magnétoscopes
qui sont susceptibles de diffuser le film choisi, soient tous déja en cours de
diffusion. Dans ce cas, le client est obligé soit d'attendre que l'un des

magnétoscopes ait terminé sa diffusion, soit de se résoudre & manqguer une partie
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du film en demandant & ce que son téléviseur soit connecté au magnétoscope
ayant le dernier commencé 3 diffusé le film qu'il 2 choist.

Le but de la présente invention est de proposer un systéme de diffusion
de films vidéo sur site et & la demande qui pallie les inconvénients précités, en ce
qu'il permet & un nombre imporiant d'utilisateurs de visualiser le méme film, avec
des horaires de début de film qui sont 4 la convenance de chaque utilisateur, et qui
peuvent tous &tre différents.

Selon l'invention, le sysiéme de diffusion de film vidéo consiste en un
serveur qui comporte des moyens de stockage des films vidéo sous forme
numéngque compressée, et qui est relié par U'intermédiaire d'un réseau local & une
pluralité de moyens vidéo de visualisation ; chaque moyen vidéo de visualisation
est équipé d'une unité de traitement qui sert d'interface avec le serveur, et qui gére
des moyens de saisie permettant 3 un utilisateur de sélectionner le film qu'il
sovhaite commencer & regarder ; enfin, chaque unité de traitement est congue
pour demander au serveur de lui transmetire via le résean local les données
numériques audio/vidéo compressées du film qu'un utilisateur a sélectionné (1
tiche), et pour parallélement décompresser en temps réel, 4 destination des moyens
vidéo de visualisation, les donnédes numériques transmises par le serveur (2°°
tache).

C'est le mérite de l'invention de combiner, d'une part {'utilisation d'une
architecture informatique de type client/serveur, avec un serveur stockant les films
vidéo sous forme numérique compressée, et d'autre part une décompression en
temps réel des données numériques audio/vidéo au niveau de chaque client, c'est
a dire en P'occurrence au niveau de chague moyen vidéo de visualisation. En effet,
le temps pris par la décompression en temps réel des données audio/vidéo au
niveau de chagque moyen vidéo permet avantageusement de laisser le temps au
serveur d'adresser & chaque moyen vidéo les données compressées suivantes du
film qui est en cours de visualisation, et compte-tenu des débits élevés des réseaux

locaux actuels, d'utiliser ce temps de décompression, pour servir parallélement
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plusieurs moyens vidéo, avec éventuellement les données compressées d'un méme
film. 1! est certes 2 ce jour connu d'utiliser des serveurs stockant des films vidéo
sous forme numérique compressée. Cependant, dans ce type de serveur, la
décompression des données est réalisée au niveau du serveur, avant transmission.
Pour cette raison, on n'a jamais cherché a utiliser ce type de serveur pour réaliser
un systéme de diffusion de films vidéo 3 la demande.

Un autre gvantage de linvention est gqu'elle permet & un utilisateur de
s¢lectionner automatiquement un film a l'aide des movyens de saisie ; s'agissant
d'un systéme de diffusion 4 I3 demande de film vidéo implanté dans un hétel,
chaque client peut ainst depuis sa chambre sélectionner automatiquement un film,
sans devoir passer par 'accueil de I'hétel Ce systéme offre donc & chague client
une utilisation totalement privée.

Dans le but d'augmenter ie nombre de moyens vidée de visualisation
pouvant 8tre gérés en méme temps par le serveur, chaque unité de {raitement
comporie une mémoire tampon lui permettant de siocker temporairement les
données numénques compressées transmises par le serveur | dans ce cas, la
premuére tiche exécutée par P'unité de traitement consiste initialement & adresser
au serveur une requéte en lecture du ou des fichiers correspondant au film
sélectionné, et ensuite, de maniére itérative, 4 attendre l'envor par le serveur d'un
paquet de données numériques audic/vidéo compressées, i stocker dans la
mémoire tampon le paquet de données regu |, et & renvoyer au serveur un accusé
réception pour la transmussion du paquet de données suivant ... ; et la deuxi®éme
tiche de chaque unité de traitement consiste 3 décompresser en temps réel les
données siockées dans la mémoire tampon.

Dans le mode de réalisation ci-dessus, la tdche de décompression vide la
mémoire tampon avec un débit qui est fonction des paramétres de la compression.
Le remplissage de cette mémoire tampon est effectué au fur et 3 mesure gque le
serveur transmet les paquets de données compressées du film en cours, et est donc

fonction de la charge du réseay, ¢'est & dire du nombre de moyens de visualisation
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du réseau qui sont en train de diffuser un film. 1l revient 4 'homme du métier
d'optimiser la taille de chaque paquet de données émis par le serveur, entre chague
accusé réception, en sorte d'optimiser la charge du réseau.

De préférence, chaque unité de traitement évalue périodiquement la
charge du réseau, et retarde I'envoi de l'accusé réception du demier paquet de
données regu lorsque le taux de remplissage de Ia mémoire tampon est supérieur
& une premiére valeur minimum prédéterminée, en déclenchant, préalablement &
'envoi de 'accusé réception, une temporisation gui est d'autant plus imporante gue
la charge du réseau est importante. Cette caractéristique additionnelle permet
avantageusement d'éviter une surcharge du réseau, qui est inutile lorsque la
mémoire tampon d'une unité de traitement est suffisamment remplie. En revanche,
lorsque le taux de remplissage de la mémoire tampon devient inférieur & ce
premier ssuil minimum, l'unité de traitement n'effectue plus de temporisation de
Penvoi de chaque accusé réception, le remplissage de cette mémoire tampon
devenant prioritaire par rapport 4 celui des mémoires tampons des autres unités de
traitement du réseau, pour lesquelles le taux de remplissage est supérieur au
premier seuil minimum.

Plus particuliérement, chaque unité de traitement contrdle le taux de
remplissage de la mémotre tampon a chaque réception d'un paquet de données
numériques audio/vidéo émis par le serveur. Selon une premidre caracténistique
additionnelle du systéme de l'invention, chague unité de traitement est en outre
congue pour ne pas renvoyer P'accusé réceplion au serveur pour le dernier paguet
de données regu, tant que le taux de remplissage de la mémoire tampon est
maximum. Selon une deuxiéme caractéristique additionnelle, qui peut se combiner
avec la premiére, chaque umté de traitement est congue pour interrompre la
deuxiéme tiche de décompression lorsque le taux de remplissage est inférieur 2
un second seul minimum prédéterminé. Ce deuxidme seuil minimum correspond
au seul de remplissage de la mémoire tampon le plus critique, au-dela duquel il

y a un risque trés important que ia mémoire soit vidée avant que le serveur ne
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so1t en mesure de transmettre les données suivantes. La deuxiéme caractéristique
permet donc de prévenir avantageusement une coupure dans le flux de données,
et se traduit pour l'utilisateur par un simple arrét momentané de l'image sur les
moyens de visualisation ; compte-tenu des débits trés élevés qui peuvent étre
aujourd’hwi atteints pour la transmission de données numériques sur un réseau local
{ plusieurs dizaines de Mbits/seconde), comparativement au débit de la
décompression en temps réel de données audio/vidéo (de l'ordre de quelques
centaines de Ko/seconde), cet arrét momentané de P'image sera le plus souvent
impercepiible par Vutilisatewr.

Dans un mode préféré de réalisation, chagque moyen vidéo de visualisation
est un téléviseur avec une pnise audio/vidéo du type prise PERITEL, st l'unité
de traitement est reliée au téléviseur par intermédiaire de cette prise.

Plus particuliérement, chaque téléviseur étant de maniére connue en soi
commandable & distance au moyen d'une télécommande telle que notamment une
télécommande & infrarouge, les moyens de saisie de chaque unité de traitement
comprennent avantageusement une télécommande & distance émettant un signal qui
peut éventuellement &tre un signal infrarouge, mais qui n'est pas décodable par
le téléviseur ;  chague unité de traitement d'une part comporie en ouire un
récepteur sensible aux signaux émis par les movyens de saisie et un émetteur du
type de celui de la télécommande normalement utilisé pour le téléviseur, et d'autre
part est congue pour décoder chaque signal de commande regu par son récepteur,
et interpréter la commande, soit comme étant une commande de sélection, ou
éventuellement d'arr®t d'un film, soit comme étant une commande destinés au
téléviseur, du type changement de chaine, .. ; dans ce cas, I'unité de traitement
effectus un transcodage du signal de commande regu en un signal de commande
décodable par le téléviseur, et envoie par 'intermédiaire de son émetteur ce signal
transcodé 4 destination du téléviseur, en sorte de le commander 3 distance.
L'utilisateur peut donc avec une seule télécommande soit commander 4 distance

son téléviseur comme il le fait habituellement, soit émetire une ou plusieurs

IPR2022-01227
EXHIBIT 1003 - PAGE 00925



10

13

20

25

2732188

commandes a destination du serveur, notamment en sélectionnant un film ou en
commandant ['arrét de la diffusion d'une séquence vidéo.

D'autres caractéristiques et avantages de linvention apparaitront plus
clairement 3 la lecture de la description suivante d'un mode préféré de réalisation
d'un systéme de diffusion de films vidéo sur site ot 2 la demande, laquelle
description est donnée & titre dexemple non limitatif et en référence au dessin
annexé sur lequel .

- la figure 1 est une représentation schématique d'un systeme de diffusion de
Finvention faisant apparaitre la topologie du réseau local utilisé,

- la figure 2 est une représentation schématique de 'architecture interne d'une unité
de traitement de 'invention,

- les figures 3 |, 4A, 4B, 4C, représentent Valgorithme de fonctionnement principal
d'une ynité de traitement.

On a représenté & la figure 1, le schéma de principe d'un systéme de
diffusion de films vidéo & la demande, qui est implanié dans un hétel et qui
permet 4 chaque client de 'h6tel de demander 4 ce que lui soit diffusé sur le
téléviseur 1 de sa chambre, un film qu'il aura préalablement sélectionné, Ihoraire
de diffusion de ce film étant 3 la convenance de chague client, indépendamment
des demandes des autres clients. Dans 'exemple qui va & présent étre décrit, la
sélection d'un film par un client se fait avantageusement depuis sa chambre, au
moyen d'une télécommande infra-rouge 2. Cette télécommande permet 3 chaque
client d'une part de commander & distance le téléviseur 1 de sa chambre de
maniere usuelle (réglage du volume, changement de chaine etc. ) et d'autre part
de sélectionner automatiquement un film ou darréter définitivernent ou
momentanément la diffusion d'un film.

Conformément a l'invention, le systéme de diffusion consiste en un
serveur 3, au niveau duquel sont stockés les films vidéo sous forme numérique
compressée, et qui est relié par U'intermédiaire d'un réseau local, au téléviseur de

chaque chambre. Au niveau de chaque chambre, chague téléviseur est en outre
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équipé d'une unité de traitement 4 qui sert d'interface entre le téléviseur et le
réseau local.

Dans 'exemple particulier de la figure 1, le serveur gére deux réseaux
locaux 5a, 5h, présentant chacun une topologie dite arbre actif La structure
arborescente de cette topologie présente trois niveaux. Le premier niveau gqui
correspond 4 la racine de la structure arborescente est constitué par un noeud 6,
plus couramment appelé "Hub" , qui permet d'adresser quinze noeuds 7
constituant le deuxiéme niveau de la structure arborescente. Chaque noeud 7 peut
étre relié & cing unités de traitements 4, lesquelles constituent le troisiéme niveau
de la structure arborescente.

Dans un exemple précis de réalisation, le serveur 3 était un serveur
"NOVELL" ; chaque film vidéo était stocké dans un fichier du serveur, aprés avoir
£té compress¢ sous forme numérique conformément a la norme de compression
MPEG. La ligne de transmission numénque enire le serveur 3 et chague noeud
racine 6 était une haison 3 fibre optique , et présentait un débit de 100 Mbits/
seconde ; les autres lignes de transmission numérique de la structure arborescente
des deux réseaux locaux Sa, 5b présentaient des débits de 10 Mbits/seconde.
Chaque noeud 6 et 7 était constitué par des dispositifs commercialisés par la
société 3 COM, respectivement sous les références * SMS 24 - 3C 16371 - 5 PK -
ME" et " TP 12 - 3C 16170 - ME".

51 P'on se référe & la figure 2, chaque unité de traitement 4 comporte une
carte mére 8, qui est relide de manidre connue au réssau local 5a ou S5b
correspondant par 'intermédiaire d'une carte réseau 9. Cette carte mére 8 comporte
de maniére connue un micro-processeur 83 gérant une mémoire vive. Une partie
de cette mémoire vive est réservée pour le stockage du programme du
microprocesseur 83, dont l'organigramme principal de fonctionnement est illustré
aux figures 3, 4A, 4B ot 4C. La partie restante de cette mémoire vive est réservée
pour faire office de mémoire tampon 8b, le microprocesseur stockant

temporairement dans cette mémoire tampon les données qui lui sont transmises par
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le serveur via le réseau local. Dans un exemple précis de réalisation, la carte mére
8 était une carte référencée "486 DX 66" et la carte réseau 9 était une carte
électronique commercialisée par la sociétd D-LINK respectivement sous la
référence "DE- 220 T

La carte mére & est relide par 'intermédiaire d'un bus de communication
12 3 une carte de décompression 10, &t & une carte électronique 11 qui sera décrite
uitérieurement. La carte de décompression 10 est relide en sortie & la prise
PERITEL la du téléviseur 1. La fonction de la carte électronique 10 est de
décompresser en temps réel, & destination du téléviseur 1, les données numérigues
audio/vidéo compressées qui lui sont adressées par le microprocesseur 83 de la
carte mére, et qui étaient stockées dans la mémoire tampon & b A cet effet Ia
carte mere 8 gére un signal de contrdle 8¢ 3 destination de la carte 10, qui lw
permet d'activer ou d'interrompre la tache de décompression effectuée par la carte
10 ; la carte de décompression 10 gére en retour un signal d'interruption 10z 3
destination de la carte mére 8 Ce signal d'interruption 10z hu permet
d'interrompre 3 tout moment 'exécution du programme du microprocesseur 8a de
ia carie mére afin que celui-ci lui envoie les donnédes numériques suivantes dont
elle a besoin et qui sont stockées dans la mémoire tampon 8b. Les données
numénques recues par la carte de décompression 10 sont de maniére connue
stockées dans une deuxiéme mémoire tampon 10b. Dans un exemple précis de
réalisation la carte de décompression était une carte commercialisée par la société
VISIOTRONIC sous la référence "MPEG MASTER 95"

{.a carte électronique 11 sert d'interface d'une part entre la carte mére 8,
et d'autre part entre le téléviseur | et la télécommande infrarouge 2. Cette carte 11
comporte un récepteur 1la, qui est sensible aux signaux infrarouge émus par la
télécommande 2. I est important ici de préciser que le téléviseur n'est quant & lu
pas apte a décoder les signaux infrarcuge émis par cette télécommande 2. Les
signaux infrarouge requs par le récepteur 1la sont transformés en signaux

électriques 4 destination d'un encodeur/décodeur 11h. La premiére fonction de cette
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encodeur/décodeur 11b est de décoder les signaux qui lui sont transmis par le
récepteur 113 en une donnée de commande compréhensible par le microprocesseur
8a de la carte mére 8. La deuxiéme fonction de Vencodeur/décodeur 11b est
d'encoder les données de commande qui lui sont transmises par la carte mére § via
le bus le communication 12 en un signal électrique 11c 3 destination d'un émetteur
infrarouge 11d. Cet émetteur infrarouge 11d émet un signal infrarouge qui est
reconnaissable par le téléviseur .

Le fonctonnement de la carte 11 est le suivant. Lorsqu'un utilisateur
appuie sur une touche de la télécommande infrarouge 2, le récepteur 113 regoit le
signal émis et le transmet a 'encodeur/décodeur 11b. Ce dernier génére une série
dinterruptions 4 destination du microprocesseur 8a de la carte mére, par
Vintermédiaire du signal 1le, afin d'avertir l¢ microprocesseur 8a quil va lui
adresser une donnée de commande sur le bus de communication 12. i le
microprocesseur 8z reconnalt la  donnée de commande émise par
Vencodeur/décodeur 11b étant comme une commande destinée au téléviseur 1, il
transcode cette donnée en une deuxiéme donnée de commande qu'il transmet 3
Fencodeur/ décodeur 11bh via le bus de communication 12, aprés avoir activé le
signal de contr8le 84 L'encodeur/décodeur encode cette deuxiéme donnée de
commande en un signal électrique 3 destination de 'émetteur infrarouge 11d qui
emet un signal infrarouge permettant la commande 3 distance du téléviseur 1.

Le fonctionnement du microprocesseur 8a de la carte mére 8 va 3 présent
étre détaillé en référence aux organigrammes des figures 3, 4A, 4B, 4C. Si l'on se
référe 4 la figure 3, le microprocesseur 8a est initialement en attente de 'émission
d'un signal infrarouge au moyen de la télécommande 2. Lorsqu'une émission
infrarouge est intervenue, et que lencodeur/décodeur 1lb a transmis au
microprocesseur 8a une donnée de commande, le microprocesseur 8a interpréte la
donnée qui lui est transmise {étape 12). Cette commande peut étre de deux types.
Il peut s'agir d'une commande destinée au téldviseur 1, telle que le réglage du

volume, d'un changement de chaine . ; il peut également s'agir d'une commande
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- 310 .

destinée & connecter le téléviseur du mode réception en mode vidéo, dans le but
de pouveir visualiser un film vidéo. Dans le premier cas, le microprocesseur 8a
est programmeé pour effectuer un transcodage (étape 13), et 4 transmettre cette
donnée transcodée 3 'encodeur/décodeur 11b (dtape 14) en vue de I'émission de
la commande infrarouge 4 destination du téléviseur 1, tel que cela & 616
précédemment expliqué. Dans le deuxidme cas, le microprocesseur 8a fait
commuter le téléviseur en mode audio/vidéo via la prise PERITEL 1a, au moyen
d'un signal de contrGle 8¢ (étape 15). Ensuite e microprocesseur 8g initialise sa
mémoire tampon 8k (étape 16) se connecte de maniére connue au serveur 3 (étape
17}, puts attend I'émussion de la commande infrarouge suivante.

A ce stade de P'organigramme, l'utilisation de la télécommande 2 permet
au client de 'hétel de faire défiler sur I'écran de son téléviseur une succession de
menus arborescents lui permetiant de sélectionner le film qu'il souhaite regarder.
Plus précisément, en fonction de la touche sur laguelle le client appuie le
microprocesseur 8z affiche une page de menu, qui lui est ransmise par le serveur
via le réseau local.

Une fois que le chient & sélectionné au moven de la télécommande 2 le
film vidéo qu'il souhaite visualiser, le microprocesseur 82 exécute une procédure
appelée "lecture film sélectionné” dont organigramme va 8tre détaillé en référence
aux figures 4A, 4B et 4C. La premiére étape de cette procédure (étape 18) consiste
pour le microprocesseur 8a de la carte mére 8 3 adresser une requdte au serveur
3, avec comme paramétre un identificateur du film sélectionné. Lorsquil regoit
cette requéte, le serveur ouvre en lecture pour ['unité de traitement 4
correspondante le fichier contenant les données numériques audio/vidéo
compressées du film sélectionné, et ouvre en éeniture un fichier de contréle | dans
lequel le microprocesseur 82 de ['unité de traitement 4 vient inscrire
périodiguement un compte-rendu horodaté des opérations de décompression de la
carte 10. Grice aux informations contenues dans ce fichier de contrdle, le serveur

3 sera en mesure de connaitre en fin de session, c'est-d-dire aprés que Funité de
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traitement 4 se soit déconnectée, dans quelle mesure le film a été regardé en tout
ou partie, et par 1 -méme d'établir automatiquement une facturation pour la
location du film.

Une fois la requéte adressée au serveur, le microprocesseur 8a attend la
réception du premier paquet de donnédes numériques compressées (étape 19) . A
chaque réception d'un paquet de donndes numériques compressées émis par le
serveur , le microprocesseur 8z stocke les données numériques dans la mémoire
tampon 8b (étape 20) et envoie un accusé réception au serveur {étape 21) . Les
étapes 19 a 21 sont réalisées de maniére itératives jusqu'a ce que le remplissage
de la mémoire tampon 8b atteigne un seuil initial prédéterminé, qui correspondra
par exemple au tiers de la capaciié de cette mémoire tampon 8b. Une fois ce seuil
de remplissage atteint, le microprocesseur §2a active la carte de décompression 10
au moyen du signal de contrdle 8¢ (étape 22). La carte de décompression 10
commence alors sa tiche de décompression en temps réel des données numériques
audio/vidéo qui lui sont adressées 4 sa demande par le microprocesseur 8a. Cetie
tache de décompression vient vider a2 mémoire tampon qui sera fonction des
paramétres de la compression MPEG. Dans un exemple précis de réalisation | la
décompression en temps réel 3 destination du téléviseur 1, se traduisait par un
vidage de la mémoire tampon 8b , & une vitesse d'environ 500 Ko/ seconde.

La carte de décompression 10 étant achivée, la tache principale du
microprocesseur 83 va consister 3 constamment remplir la mémoire tampon 8b de
maniére optimale, c'est-3-dire d'une parnt en veillant 4 ce que 12 mémoire tampon
8D ne soit jamais vide pour éviter une rupture dans la transmission du flux de
données 4 destination de la carte de décompression 10, et d'autre part en évitant
de surcharger inutilement le réseau tel que cela va 3 présent étre détaillé.

Pour éviter tout risque de rupture dans [a transmission du flux de données
vers la carte de décompression 190, e microprocesseur 83 effectue un test itératif
{figure 4B - étape 27} sur le taux de remplissage de la mémoire tampon 8b, &

chaque réception d'un paquet de donndes numériques émis par le serveur {étape
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24}, et préalablement a 'émission de P'accusé réception de ce paguet a destination
du serveur (étape 28). L'organigramme de cette procédure de test est illustré & la
figure 4C. Lorsque le taux de remplissage de la mémoire tampon 8 est de 100 %
{T = maximum) , le microprocesseur n'envoie pas l'accusé réception au serveur ,
et réitére les tests sur le taux de remplissage de la mémoire tampon aussi
longtemps que celle-ci est remplie.

Tant que le taux de remplissage de la mémoire tampon 8b est inférieur
4 un premier seuil minimum { MINIMUM # 1) mais supéricur 2 un deuxiéme seuil
mintmum {(MINIMUM # 2), le microprocesseur 82 renvoie sans délai au serveur
les accusés réception de chaque paquet de données numériques successivement
regu. Le remplissage de la mémoire tampon 8b est dans ce cas prioritaire par
rapport au remplissage des mémoires tampons des cartes méres des auires unités
de trattement qui sont connectées sur le réseau, et pour lesquelles le taux de
remplissage est supérieur au premier seuil { MINIMUM # 1)

Dés que le taux de remplissage de la mémoire tampon 8} devient infénieur
au dewaéme seuwil minimum criique { MINIMUM # 2), le microprocesseur 8a
déclenche une interruption vers la carte de décompression 10 (étape 29), laquelle
cesse alors de demander au microprocesseur 8a de lut envoyer des données et par
la-méme de wvider la mémoire tampon 8b. Cette interruption de la tache de
décompression se traduit, une fois que la mémoire tampon 10b de la carte de
décompression 10 est vide, par une pause de 'image sur U'écran du téléviseur 1
Entre-temps, le microprocesseur 83 a sans délai renvoyé un accusé récephion au
serveur. En fonction de la charge du réseau, la mémoire tampon 8b se remplie
donc de nouveau de fagon prioritaire. Dés que le taux de remplissage de cette
mémoire tampon 8b passe au-dessus du premier seuil minimum { MINIMUM #
1}, le microprocesseur 8 active de nouveau la tiche de décompression par
I'intermédiaire du signal de contrdle 8¢ {étape 30}, ce qui provogue le redémarrage
du film & I'écran.

On comprend que la vitesse de remplissage d'une mémoire tampon 8h
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dépend de la charge du réseau, c'est-a-dire du nombre d'unité de traitement qui
sont connectées en méme temps au serveur 3. Dans le but d'éviter de charger
inutilement le réseau lorsque 1a mémoire tampon 8b d'une unité de traitement
connectée au serveur 3 est suffisamment remplie, le microprocesseur 83 évalue
périodiquement la charge du réseau of retarde sl v a lieu Penvor de Faccusé
réception du dernier paguet de données numériques recu. Plus particuliérement si
P'on se référe aux organigrammes des figures 4B, 4C, la péniodicité de 'évaluation
de la charge du réseau est fixée par une premiére temporisation {tempo # 1), de
valeur prédeterminés, et qui sera choisie inférieure 4 la seconde Le
déclenchement de cette premiére temponsation {(étape 23} marque le début de
I'évaluation de la charge du réscau par le microprocesseur 8a. Cette évaluation se
fait par Fintermédiaire d'un compteur, qui est incrémenté {étape 26) & chaque
réception d'un pagquet de donndes numériques émis par le servsur a destination de
I'unité de traitement 4. Lorsque la premiére temporisation est terminée, la valeur
du compteur indique au microprocesseur 8z le volume de données numériques qui
a été recu depuis le déclenchement de la premiére temponsation. Ce volume de
donndes est significatif de la charge du réseau. En effet plus il est important, et
moins le réseau est chargé ; plus ce volume de données est faible, et plus ity a
d'unités de traitement connectées au serveur. A la fin de la premiére temporisation
si e taux de remplissage de la mémoire tampon 8b est supérieur au premier sewl
minimum { MINIMUM # 1), le microprocesseur 83 effectue alors (étape 31) un
calcul d'une deuxidme temporisation { tempo # 2), dont 13 valeur est fonction de
la valeur du compteur, et par [&-méme de la charge du réseau qui a été évalué. Ce
calcul est effectué de telle sorte que la valeur de la deuxiéme temporisation 2 est
d'autant plus importante que la valeur du compteur est faible. La valeur de la
temporisation sera ainsi par exemple choisie inversement proportionnelle a la
charge du réseau. Le microprocesseur 83 déclenche ensuite cette deuxiéme
temporisation (étape 32) préalablement & I'envoi de l'accusé de réception (figure

4 B - étape 28). Le calcul et le déclenchement de cette deuxiéme temporisation
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raviennent & ralentir la fréquence de la demande de données numérigues par toutes
les unités de traitement qui ont suffisamment de données numériques dans leur
mémoire tampon 8b, et par la-méme a privilégier le remplissage des mémoires
tampons des unités de traitement pour lesquelles le taux de remplissage est
inférieur au premier seuil minimum (MINIMUM # 1)

La procédure de test sur le remplissage de la mémoire tampon 8b , 2
chague réception d'un paquet de données numériques émis par le serveur, est
effectuée jusqu'a ce que le microprocesseur 8a soit informé de ia fin du film. Deux
cas de figure peuvent se présenter Dans le premier cas de figure Putilisateur
regarde le film jusqu'a la fin. Dans ce cas, dans le demier paquet de données
numérnques émis par le serveur (3}, le microprocesseur 8a détecte une donnée
indiquant la fin du fichier qui avait été ouvert en lecture au niveau du serveur.
Dans le deuxiéme cas de figure, 'utilisateur appuie sur une touche de I3
télécommande infrarouge , qui est dédiée a l'arrét définitif du film en cours. Dans
ce cas I'émussion du signal de commande infrarouge génére une interruption vers
e microprocesseur 83, powr que celui-ci interpréte la commande comme une fin
de film. Dans les deux cas de figure, tel que cela est illustré sur organigramme
de la figure 4B par le test sur la fin du film, le microprocesseur 8z interrompt sa
tiche de remplissage de la mémoire tampon 8b |, et laisse se poursuivre la tiche
de décompression aprés avoir si nécessaire activé la carte de décompression 10
{étape 33). La tiche de décompression s'arréte d'elle méme une fois que les deux
mémoires tampons 8b et 10b sont vidées. Lorsque la tiche de décompression est
terminée, le microprocesseur 8a fait commuter le téléviseur 1 du mode audic/vidéo
au mode réception (étape 34), puis reprend le déroulement de son programme au
début de l'organigramme de la figure 3.

Il est envisageable dans le cadre de la présente invention de prévoir
également la possibilité pour l'utilisateur de commander un arrét momentané du
film en cours. I} suffit pour cela de dédier une des touches de I3 télécommande

infrarouge 2 a cette fonction. Lorsque le microprocesseur 8a d'une unité de
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traitement 4 interpréte une commande infrarouge comme étant une pause dans le
film en cours, il continue sa tiche de remplissage de 1a mémoire tampon 8h, mais
génére une interruption & l'attention de la carte de décompression 10. Lorsque
Putilisateur appuie une seconde fois sur la deuxiéme touche le microprocesseur
mterpréte cette commande comme une reprise du film en cours et réactive 1a tiche
de décompression.

Dans un exemple précis de réalisation, la taille des mémoires tampon 8b
et 10b était respectivement de 4 Mo et 16 Ko ; cette taille de la mémoire tampon
8b correspondait environ & 30 secondes d'un film vidéo. La taille des paquets de
données numénques compressées émis successivement par le serveur était de 16
Ko Le premuer seuil minimum (MINIMUM # 1) valait 3,5 Mo. Le deuxiéme
minimum (MINIMUM # 2) valait 1, 5 Mo,
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REVENDICATIONS

1. Systéme de diffusion de films vidéo, sur site et 4 {a demande, caraciérisé en ce
qu'il consiste en un serveur (3} qui comporte des moyens de stockage des films
vidéo sous forme numérique compressée, et qui est relié par Vintermédiaive d'un
réseau local (53, 5b) 4 une pluralité de moyens vidéo de visualisation, en ce que
chaque moyen vidéo de visualisation est équips d'une unité de traitement (4) qui
sert d'interface avec le serveur (3), et qui gére des moyens de saisie permetiant &
un utifisateur de sélectionner le film qu'il souhaite commencer 3 regarder, et en ce
que chaque unité de traitement {4) est congue pour demander au serveur (3) de
tui fransmetire via le réseau local les données numériques audio/vidéo compressées
du film qu'un utilisateur a sélectionné (1™ tiche), et pour parallélement
décompresser en temps réel, a destination des moyens vidéo de visualisation, les
données numériques transmises par le serveur {2°®° tiche).

2. Systeme selon la revendication 1 caractérisé en ce que chague unité de
traitement (4) comporte une mémoire tampon (8b} lui permetiant de stocker
temporairement les donnédes numériques compressées transmises par le serveur (3},
en ce que la premiére tiche exécutée par P'unité de traitement {4) consiste
inttialement & adresser au serveur (3} une requéte en lecture du ou des fichiers
correspondant au film sélectionné, et ensuite, de maniére itérative, i attendre
P'envoi  par le serveur d'un paquet de données numériques audio/vidéo
compressées, & stocker dans la mémoire tampon {8b) le paguet de données regy,
et & renvoyer au serveur {3} un accusé réception pour la transmission du paquet
de données suivant, et en ce que la deuxiéme tiche de chaque unité de traitement
{4} consiste & décompresser en temps réel les données stockées dans la mémoire
tampon {&b}.

3. Systéme selon la revendication 2 caracténisé en ce que la deuxiéme tiche de
décompression est activée uniquement lorsque le taux de remplissage de la
mémoire tampon {8b) atteint un seuil prédéterminé, aprés une période de

démarrage pendant laquelle seule la premiére tiche est activée.
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4. Systéme selon la revendication 2 caractérisé en ce que chague unité de
raitement (4} évalue périodiquement {tempo #1) la charpe du réseau, et retarde
Venvot de l'accusé réception du demier paquet de données regu lorsgue le taux de
remplissage de la mémoire tampon (8b) est supérieur & une premiére valeur
minimum prédéterminée (MINIMUM #1), en déclenchant, préalablement a P'envoi
de Paccusé réception, une temporisation (tempo#2) qui est d'autant plus importante
que la charge du réseau est importante.

5. Systéme selon la revendication 2 caracténsé en ce gue chague unité de
traitement (4) contréle le taux de remplissage de Ia mémoire tampon (8b) 3 chague
réception d'un paquet de donndes numériques audio/vidée émis par le serveur (3),
et interrompt la dewiéme tdche de décompression lorsque le taux de remplissage
est infénieur 3 un second seuil minimum prédéterminé (MINIMUM #2}.

6. Systéme selon la revendication 2 caractérisé en ce que chaque unité de
traitement (4) contrdle le taux de remplissage de la mémoire tampon (8b) & chague
réception d'un paguet de donnédes numériques audio/vidéo émis par le serveur (3},
et est congue pour ne pas renvoyer l'accusé réception au serveur (3) pour le dernier
paquet de données regu, tant que le taux de remplissage de la mémoire tampon
{8b} est maximum.

7. Systéme selon la revendication 2 caractérisé en ce que les movens de saisie
permetient en outre & un utilisateur de commander l'arrét définitif du film, et en
ce qu'en cas de commande de l'arrét définitif du film en cours, a P'aide des moyens
de sasie, I'unité de traitement {4) interrompt définitivement sa premiére tiche,
jusqu'a la sélection du film suivant.

8. Systéme selon la revendication 2 caractérisé en ce que les moyens de saisie
permettent en oulre & un utilisateur de commander Parrét momentané du film, et
en ce qu'en ¢as de commandes de Parrt momentané du film en cours, & P'aide des
moyens de saisie, Fumitéd de trastement {4} interrompt unigquement la deuxiéme
tache de décompression.

9. Systéme selon la revendication 1 caracténisé en ce gue chaque moven vidéo de
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visualisation est un téléviseur (1) muni d'une prise audio/vidéo | et en ce que
Punité de traitement (4) est relide au téléviseur (1) par lintermédiaire de cette
prise.

10, Systéme selon la revendication 9 caractérisé en ce que chaque téléviseur (1)
est de maniére connue en soi commandable 4 distance au moyen dune
télecommande telle que notamment une télécommande & infra-rouge, en ce que
les moyens de saisie de chague unité de iraitement comprennent une
télécommande 3 distance (2} émettant un signa! qui peut avantageusement &tre un
signal infra-rouge, mais qui n'est pas décodable par le téléviseur {1), en ce que
chaque unité de traitement (4) comporte en outre un récepteur {113} sensible aux
signaux émis par les moyens de saisie et un émetteur {11d) du type de celui de la
télécommande normalement utilisée pour le téléviseur {1}, et en ce que chague
unité de traitement {4) est en outre congue pour décoder chaque signal de
commande regu par son récepteur {11a), et interpréter la commande, soit comme
étant une commande de sélection, ou éventuellement d'arrdt d'un film, soit comme
étant une commande destinée au téléviseur (1), du type changement de chaine,
réglage du volume etc., auquel cas, l'unité de traitement {(4) effectue un
franscodage du signal de commande requ en un signal de commande
reconnaissable par le téléviseur (1), et envoie par l'intermédiaire de son émetteur
{114} ce signal transcodé 4 destination du téléviseur {1), en sorte de le commander

a distance.
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