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(57)  Abroadcasting system which includes a broad-
casting apparatus and a reception apparatus and which
achieves interactiveness using a broadcast wave. The
broadcasting apparatus includes a content storing unit
for storing the plurality of contents, each content includ-
ing a set of video data and a set of control information
that indicates another content that is a link destination
for a present content, and a transmitting unit for multi-
plexing a set of video data and a plurality of sets of the
same control information included in a same content as
the set of video data, and for transmitting the multiplexed

Digital broadcasting system, digital broadcasting apparatus, and associated receiver

sets of video data and control information. The reception
apparatus includes an extracting unit for extracting a set
of video data and a set of control information in a same
content as the set of video data, a storing unit for storing
the extracted set of control information, a reproducing
unit for reproducing the extracted set of video data and
outputting an image signal, an operation unit for receiv-
ing a user operation that indicates a content switching,
and a control unit for controlling the extracting unit to
extract another content indicated by the set of control
information stored in the storing unit, in accordance with
the user operation.
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(54) Communications system

(57) A communications system has a real time sig-
nal generating part for generating the real time signal of
data rate R with one frame as one unit; a transmission
part, having a transmission rate C (C > R), over which
the real time signal is transmitted; and a real time signal

storing the real time signal for a prescribed number, N,
of frames in the real time signal receive buffer part, the
real time signal outputting part is activated, thereby per-
forming control so that all generated portions of the real
time signal can be output at the receiving end without

outputting part for outputting the real time signal stored interruption.
in a real time signal receive buffer part, wherein after
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Description

BACKGROUND OF THE INVENTION
1. Field of the Invention

The present invention relates to an apparatus for
transmitting and receiving image data, voice data, and
other supplementary data over a network, and more
particularly to a communications system capable of
maintaining the real time requirement of such data.

2. Description of the Related Art

In recent years, with increasing performance of
microcomputers and the advent of OSs equipped with
networking capabilities, coupled with increasing speeds
of peripheral interfaces and increasing performance of
computers, dramatic changes have been occurring in
the field of computers, particularly personal computers
and work stations, these changes entailing changes in
information that computers handle. Earlier, information
handled by computers was character code, such as
ASCIl and JIS, but gradually expanded to include graph-
ics and the like in the field of CAD, and nowadays, han-
dling of multimedia information such as moving images
and voice is increasing in importance. The most notable
feature of multimedia information is that information
occurs continuously in real time (hereinafter referred to
as the real time requirement). On the other hand, with
the spread of high-speed wide area networks, networks
are being commercially implemented that store and
manage such multimedia data and that have fast data
transfer rates that enable such data to be launched into
the networks. What characterizes such networks is that
when transmitting signals having the real time require-
ment over the network, the transmitting end must send
out data not later than the time expected at the receiving
end.

One example of a network suitable for multimedia
communications is the ATM (Asynchronous Transfer
Mode) network. With ATM, transmission systems capa-
ble of 156 Mbit/s, for example, have been commercially
implemented. ATM specifications are being discussed
and standardized by the ITU-T (International Telecom-
munications Union-Telecommunication Standardization
Sector), the ATM Forum, etc., and many related books
have been published. Besides ATM, there are other
techniques, such as 100-Mbps Ethernet (100BASE-T)
and Fiber Distributed Data interface (FDDI), that can
provide fast transmission capabilities of 100 Mbit/s or
higher and can achieve multimedia information commu-
nications. With slower versions of Ethernet (IEEE 802.2,
IEEE 802.3) also, since switching hubs are now readily
available, each terminal connected to the switching hub
is capable of a transmission rate of about 10 Mbit/s and
is therefore able to transmit real time signals that do not
require data rates higher than that. In the Internet also,
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signals having real time requirements, such as video-
conferencing and Internet telephone signals, are being
transmitted.

Prior art examples of communications systems for
real time signals are disclosed, for example, in Japa-
nese Patent Unexamined Publication Nos. 7-170502, 7-
170503, 7-170290, 7-170291, 7-170504, and 7-170292.

Japanese Patent Unexamined Publication No. 7-
170502 discloses a system in which, when the amount
of video or voice data in a buffer memory at the receiv-
ing end exceeds an upper limit value or drops below a
lower limit value, the buffer memory is controlled in such
a manner as to discard portions of the video or voice
data other than critical portions thereof.

Japanese Patent Unexamined Publication No. 7-
170503 concerns a system in which, when the amount
of video or voice data in the buffer memory at the receiv-
ing end exceeds an upper limit value or drops below a
lower limit value, the clock rate for buffer read is
adjusted.

Japanese Patent Unexamined Publication No. 7-
170290 describes a system in which, when the amount
of voice data in the buffer memory at the receiving end
exceeds an upper limit value or drops below a lower
limit value, a control signal is sent to alert the transmit-
ting end, and at the transmitting end the clock rate for
memory read is adjusted.

Japanese Patent Unexamined Publication No. 7-
170291 proposes a system in which, when the amount
of voice data in a buffer memory at the transmitting end
exceeds an upper limit value or drops below a lower
limit value, video and voice data in the buffer memory
are discarded.

Japanese Patent Unexamined Publication No. 7-
170504 provides a system in which a frame buffer is
placed in front of the buffer memory at the transmitting
end and, when the amount of data in the buffer memory
exceeds an upper limit value or drops below a lower
limit value, the amount of data is adjusted by adjusting
the clock rate of the frame buffer memory.

Japanese Patent Unexamined Publication No. 7-
170292 discloses a system in which, when the amount
of voice data in the buffer memory at the transmitting
end exceeds an upper limit value or drops below a lower
limit value, the clock rate for memory read is adjusted,
and when the amount of voice data in the buffer mem-
ory at the transmitting end exceeds an upper limit value
or drops below a lower limit value, the amount of com-
munication is controlled by changing the compression
ratio.

However, the prior art systems disclosed in Japa-
nese Patent Unexamined Publication Nos. 7-170502, 7-
170503, 7-170290, 7-170291, 7-170504, and 7-170292
have had the problem that the system size increases
because of the provision of extra circuitry such as a cir-
cuit for measuring the amount of buffer contents, a cir-
cuit for manipulating the discarding of buffer contents, a
circuit for judging mathematical operations, and a circuit
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for specifying compression parameters necessary for
obtaining the desired image compression ratio.

Furthermore, since the degree of network conges-
tion varies over time, there can occur cases where data
cannot be handled at one or more exchange points, etc.
resulting in overflow. Generally, when a network falls
into such a condition, the amount of transmission is
reduced to alleviate the condition. The above prior art
systems have had the problem that, when the transmis-
sion capacity is restricted, it becomes impossible to
maintain the real time requirement of real time signals
or image quality degrades more than necessary.

The present invention has been devised to over-
come the above-outlined problems, and it is an object of
the invention to provide a communications system that
is simple in configuration and that, when transmitting
digital data having a real time requirement such as a
moving image (video) signal or voice signal, ensures
transmission of all frames without compromising the
real time requirement of the data.

SUMMARY OF THE INVENTION

To resolve the above problems, the present inven-
tion provides a communications system for communica-
tion of a real time signal having a real time requirement,
comprising:

real time signal generating means for generating
the real time signal of data rate R;

real time signal transmit buffer means for temporar-
ily storing the real time signal;

real time signal transmitting means for transmitting
the real time signal;

transmission means, having a transmission rate C
(C > R), over which the real time signal is transmit-
ted;

real time signal receiving means for receiving the
real time signal transmitted from the real time signal
transmitting means over the transmission means;
real time signal receive buffer means for temporarily
storing the real time signal received by the real time
signal receiving means; and

real time signal outputting means for outputting the
real time signal stored in the real time signal receive
buffer means.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a diagram showing the configuration of a
communications system according to a first embod-
iment of the present invention;

Figure 2 is a flow chart illustrating a control program
in a transmitting terminal 102 according to the first
embodiment of the invention;

Figure 3 is a flow chart illustrating a control program
in a receiving terminal 103 according to the first
embodiment of the invention;
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Figure 4 is a conceptual diagram showing a frame
data buffer used in the first embodiment of the
invention;

Figure 5 is a timing chart showing the operation in a
normal condition according to the first embodiment
of the invention;

Figure 6 is a timing chart showing the operation in a
congested condition according to the first embodi-
ment of the invention;

Figure 7 is a diagram showing a TCP segment for-
mat;

Figure 8 is a diagram showing the configuration of a
communications system according to a second
embodiment of the present invention;

Figure 9 is a diagram showing the configuration of a
communications system according to a third
embodiment of the present invention;

Figure 10 is a flow chart illustrating a control pro-
gram in a transmitting terminal 102 according to the
third embodiment of the invention;

Figure 11 is a flow chart illustrating a control pro-
gram in a receiving terminal 103 according to the
third embodiment of the invention; and

Figure 12 is a diagram showing the configuration of
a communications system according to a fourth
embodiment of the present invention.

DESCRIPTION OF THE PREFERRED EMBODI-
MENTS

The preferred embodiments of the present inven-
tion will be described below with reference to the
accompanying drawings.

The real time signal contemplated by the present
invention can be applied to any signal having a real time
requirement, such as a moving image signal or a voice
signal, but in the embodiments of the present invention,
a digitized moving image signal is taken as an example
of the real time signal, unless otherwise stated.

Further, the present invention is applicable regard-
less of the quality of the transmitted moving image
which is determined by the number of samples in the
horizontal and vertical directions relating to the resolu-
tion of the moving image or by whether compression is
applied or not and, if compression is applied, then by
the type of compression applied. That is, the present
invention is applicable regardless of the bit rate of the
transmitted real time signal.

In the embodiments of the present invention, an
image signal employing the sampling method and com-
pression method used in VTRs manufactured to the
DVC standard is taken as an example.

DVC is an acronym for Digital Video Cassette, and
the DVC standard was agreed upon by the HD Digital
VCR Consortium. This standard is described, for exam-
ple, in a magazine "National Technical Report”, Vol. 41,
No. 2, April 1995, pp. 152-159. In the embodiments of
the present invention, the NTSC signal compliant with
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5 EP 0 859 535 A2 6

the DVC standard is taken as an example. According to
the method defined by the DVC standard (NTSC sig-
nal), the data bit rate is 28.8 Mbit/s (hereinafter
described as 28.8 Mbps).

Any transmission means may be used as long as it
has a transmission capacity greater than the bit rate of
the real time signal used, but in the embodiments of the
present invention, an ATM network having a transmis-
sion rate of 156 Mbit/s is used as the transmission
means; further, as a network protocol, a scheme called
IP over ATM is used that is defined in RFC 1577 and
that realizes a virtual IP network, and as higher layer
protocols, TCP/IP (Transmission Control Protocol/Inter-
net Protocol), now the standard suite of protocols for the
Internet, is used in the examples described herein.

Generally, the lowest level in a communications net-
work provides unreliable packet delivery. If a transmis-
sion error occurs that affects the data, or if the network
load becomes too heavy to be handled properly, pack-
ets may be lost or destroyed. In a network that dynami-
cally routes packets, the packets may be delivered out
of order, may be duplicated, or may even arrive after a
large delay. Therefore, at the highest level, program-
mers are required to incorporate error detection and
recovery into application programs to achieve transmis-
sion of large volumes of data.

TCP/IP uses the basic technique called the positive
acknowledgement with retransmission to provide relia-
ble transmission. This technique requires that the
receiver communicate with the sender and return an
acknowledgement (ACK) message each time data is
received. The sender maintains records of each trans-
mitted packet, and sends the next packet after an
acknowledgement arrives. The sender also activates a
timer when sending a packet and, if the timer has timed
out before arrival of an acknowledgment, retransmits
the packet.

The transfer unit used by TCP is called a segment.
Figure 7(a) illustrates the TCP segment format. Each
segment is divided into two areas, the header and the
data area. The header is known as the TCP header and
carries expected identification and control information.
The SOURCE PORT field and the DESTINATION
PORT field contain the TCP port numbers identifying
application programs at both ends of the connection.
The SEQUENCE NUMBER field identifies the position
in a byte stream of the sender's data contained in the
segment. The ACKNOWLEDGEMENT NUMBER field
identifies the beginning of the sequence number
expected to be received next (the next octet to be
received). Since the TCP header length varies depend-
ing on the options selected, the HLEN field indicates the
offset of the data area in the segment. The six-bit field
labeled RESERVED is set aside for future use. The
TCP segment may be used to carry a connection setup
or connection clear request or to carry only an acknowl-
edgement or data. The six-bit field labeled CODE BITS
is used to determine the purpose and contents of the
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segment. More specifically, the CODE BITS field dic-
tates the way how the other fields in the header are to
be interpreted in accordance with the table shown in
Figure 7(b). The WINDOW field tells the amount of data
the receiving end is willing to accept, by specifying the
buffer size each time a segment is sent. Data that needs
immediate processing is called urgent data. If the urgent
code bit is on, that means that this segment contains
urgent data. The URGENT POINTER field carries a
pointer that indicates the position where the urgent data
ends. The CHECKSUM field in the TCP header con-
tains an integer checksum used to verify the integrity of
the TCP header and the data. The OPTIONS field is
used for expanded TCP specifications, for example, but
it is usually used to notify the remote end of the maxi-
mum receivable segment size.

As previously described, TCP/IP uses the tech-
nique called the positive acknowledgement; however, in
a simple positive acknowledgement protocol, since
transmission of the next packet has to wait until a posi-
tive acknowledgement for the previous packet is
received, the available bandwidth of the network is
wasted. To address two important problems of efficient
transfer and flow control, TCP uses a special mecha-
nism called a sliding window. In this method, a fixed-
length window is set in the sequence, and all packets
inside the window are transmitted at a time. For exam-
ple, in a sliding window protocol of window size 8, the
sender is allowed to transmit eight packets before an
acknowledgement is received. After the sender receives
an acknowledgement for the first packet, the sender
slides the window and sends another packet. The win-
dow continues to slide as long as an acknowledgement
is received. In this case, the number of packets that may
be remaining unacknowledged at any given time is lim-
ited by the window size, and is restricted to a small pre-
determined value. Further, when the remaining capacity
of the receiving buffer becomes low, for example, the
amount of data being transmitted from the remote end
can be reduced by reducing the window size value. TCP
performs flow control by using this value.

There are two major causes for the loss of a TCP
segment transferred over a network. One is a sporadic
error. This, however, is not common in LANs and WANs
where line quality is good. The other is the existence of
a bottleneck such as a low-speed line or low-processing
capacity router in the path through which the TCP seg-
ment is carried. A condition in which a critical delay is
caused by overload with datagrams at one or more
exchange points such as routers is called congestion.
Once congestion occurs, the delay increases and the
router begins to queue datagrams until they can be
routed out. In the worst case, the total number of data-
grams arriving at the congested router reaches the limit
of the router's capacity and the router begins to drop
datagrams. Usually, an end point has no detailed idea of
where and how the congestion has occurred, and the
congestion simply manifests itself as an increased delay
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7 EP 0 859 535 A2 8

at the end point. The increased delay, in turn, causes
the transport protocol to request retransmissions due to
timeouts, further increasing the traffic on the network
and exacerbating the congestion. This condition is
called congestion collapse.

To avoid congestion collapse, in TCP it is recom-
mended to use two techniques, slow start and multipli-
cative decrease congestion avoidance.

In multiplicative decrease congestion avoidance, a
second restriction called a congestion window is pro-
vided to control congestion, and anytime, TCP com-
pares the receiver's window size (buffer size) with the
congestion window size and uses the smaller window in
transmission. Each time a segment loss is detected, the
congestion window size is reduced by one half (the min-
imum value is 1 segment) and the timeout interval is
doubled. This strategy provides a quick and significant
decrease in traffic and allows a sufficient time to clear
the datagrams already queued at the router.

When it is determined that the congestion has
ended, TCP initializes the congestion window to 1,
sends the first segment, and waits for an acknowledge-
ment. Thereafter, the congestion window is increased
by one segment each time an acknowledgement
arrives. This technique is called slow start.

To prevent the window size from increasing too rap-
idly and thereby causing congestion again, TCP pro-
vides a still another restriction. That is, when the
congestion window size reaches one half of its original
size, TCP enters a congestion avoidance stage and
reduces the increasing speed of the congestion window
size. During the congestion avoidance period, the con-
gestion window is increased only by 1 even if the
acknowledgements for all the segments in the window
are received.

The above has described the process in TCP from
the occurrence of congestion to the recovery from the
congestion. While this process is in progress, the net-
work can only transmit data at a lower transmission rate
than its actual transmission capacity and imposes extra
loads on end points. This presents a problem, espe-
cially when transmitting real time signals. That is, the
real time signals cannot be delivered in time and the
real time requirement is impaired.

In the present invention, the number of frames of a
real time signal accumulated in advance at the receiving
end can be applied to any signals having real time
requirements. In the embodiments of the present inven-
tion, description will be given by taking a digitized mov-
ing image signal as an example, unless otherwise
stated.

(Embodiment 1)

Figure 1 shows a system configuration according to
a first embodiment of the present invention. In Figure 1,
reference numeral 101 is a camera for capturing a mov-
ing image, 102 is a transmitting terminal, 103 is a
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receiving terminal, 104 is an ATM switch, and 105 is a
monitor.

In the transmitting terminal 102, reference numeral
106 is a DVC encoder for applying DVC compression,
107 is a CPU, 108 is a transmit memory for temporarily
storing transmit data and a control program for the
transmitting terminal 102, 109 is a memory controller for
controlling the transmit memory 108, 110 is an ATM net-
work interface card (ATM-NIC), and 111 is a PCl bus.

In the receiving terminal 103, reference numeral
112 is a DVC decoder, 113 is a CPU, 114 is a receive
memory for temporarily storing received data and a con-
trol program for the receiving terminal 103, 115 is a
memory controller for controlling the receive memory
114, 116 is an ATM network interface card (ATM-NIC),
and 117 is a PCl bus.

The operation of the thus configured communica-
tions system will be described below.

First, in the transmitting terminal 102, the moving
image signal from the camera 101 is input into the DVC
encoder 106 where DVC compression is applied on a
frame by frame basis. Since the NTSC signal consists of
30 frames per second, data for 30 frames per second is
obtained in the embodiment of the present invention.
The DVC data output from the DVC encoder is stored
frame by frame in the transmit memory 108 via the PCI
bus under the control of the memory controller 109.
Then, the DVC data stored in the transmit memory 108
is transferred to the ATM-NIC 110 via the PCI bus.

With the above-described processing in the trans-
mitting terminal 102, the moving image data from the
ATM-NIC 110 is transmitted over the ATM network to the
receiving terminal 103 via the ATM switch 104.

Next, processing at the receiving terminal 103 will
be described.

First, at the receiving terminal, the data received by
the ATM-NIC is stored in the receive memory 114 via
the PCI bus. The DVC data stored in the receive mem-
ory 114 is then transferred frame by frame to the DVC
decoder 112, where the compressed image data is
decoded into a decompressed image signal, which is
output to the monitor 105.

In Figure 1, the DVC encoder 106 and the DVC
decoder 112 operate with clocks of the same frequency.

Next, the processing at the transmitting terminal
102 described with reference to Figure 1 will be
explained from the standpoint of the control program
with reference to Figure 2.

Figure 2 is a flow chart of the control program of the
transmitting terminal 102. This program is stored in the
memory 108 and executed by the CPU 107.

The control program of the transmitting terminal
102 executes two threads, an input thread and a trans-
mit thread, in time division fashion to accomplish the
transmitting process. At this time, a transmit buffer is
used to temporarily store the DVC data, and the trans-
mit buffer is accessed in accordance with an input
pointer pointing to the storage location (address) where
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data is to be stored and a transmit pointer pointing to the
storage location (address) where data to be transmitted
is stored. The transmit buffer is implemented, for exam-
ple, as part of the memory 108.

The thread here is the most basic unit in terms of
which the operating system assigns the processor's
execution time.

Previously, many multitasking operating systems
such as UNIX employed a process as a basic unit, but
in recent UNIX and Windows NT, multiple threads can
be allocated to one process, and most of the functions
implemented by multiprocessing can now be imple-
mented by multithreading. In previous systems using
multiprocessing, information on all resources, including
virtual memory space, is stored temporarily, and inter-
process communication is necessary in order to share
the information between processes; here, the perform-
ance of the interprocess communication becomes a
bottleneck that limits the overall performance of the sys-
tem. In the case of multithreading, on the other hand,
since many memory spaces including virtual memory
space are shared, this kind of bottleneck can be
avoided.

Figure 4(a) shows a conceptual diagram of the
transmit buffer. The buffer has a so-called queue struc-
ture. SB1 to SB5 are buffer sections where data are
actually stored, and IP indicates the input pointer and
SP the transmit pointer. The initial values of the input
pointer and transmit pointer are both SB1. The input
pointer IP is updated each time data for one frame is
read from the DVC encoder 106 and stored in a buffer
section. On the other hand, the transmit pointer SP is
updated each time data in a buffer section is transmitted
out onto the network. More specifically, the input pointer
and the transmit pointer both move from one buffer sec-
tion to the next as they are updated, that is, from SB1 to
SB2, then from SB2 to SBS, and returning to SB1 after
SBS.

In the present invention, the transmit buffer can be
of any size as long as it is larger than the receive buffer.
In the example shown here, the transmit buffer size is
set to five frames.

The actual transmitting process will be described
below with reference to Figure 2. In the input thread,
processing is performed in 201, such as establishing a
logical connection with the receiving terminal 103 and
securing and initializing the transmit buffer. Next, in 202,
the transmit thread is created. Then, in 203, frame data
generated by the DVC encoder 106 is written to the
transmit buffer at the address indicated by the input
pointer. In 204, the input pointer is updated to point to
the transmit buffer address at which the next data is to
be stored. Conditional branches are provided at 205
where it is determined whether the transmitting process
is to be continued or not. If it is to be continued, the
process from 203 onward is repeated. If it is determined
in 205 that the transmitting process is not to be contin-
ued, a transmit thread termination notification is gener-
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ated in 206 to cause the transmit thread to terminate,
and at the same time, the execution of the input thread
is terminated in 207.

The transmit thread is created in step 202 in the
input thread. First, in 208, processing such as initializa-
tion of the transmit pointer is performed. If it is deter-
mined in 209 that there is frame data at the transmit
buffer address indicated by the transmit pointer, then
the data is transmitted out in 210. After the data is trans-
mitted out, the contents of the buffer indicated by the
transmit pointer are cleared in 211, and in 212 the trans-
mit pointer is updated to point to the transmit buffer
address at which the next data to be transmitted is
stored. Conditional branches are provided at 213 where
it is determined whether the transmit thread is to be
continued or not. If it is to be continued, the process
from 209 onward is repeated. On the other hand, if the
transmit thread termination notification 216 is received,
the execution of the thread is stopped, and the transmit
thread is terminated in 214.

Next, the processing at the receiving terminal 103
described with reference to Figure 1 will be explained
from the standpoint of the control program with refer-
ence to Figure 3.

Figure 3 is a flow chart of the control program of the
receiving terminal 103. This program is stored in the
memory 114 and executed by the CPU 113. The control
program of the receiving terminal 103 executes two
threads, a receive thread and an output thread, in time
division fashion to accomplish the receiving process. At
this time, a receive buffer is used to temporarily store
the DVC data, and the receive buffer is accessed in
accordance with a receive pointer pointing to the stor-
age location (address) where the received data is to be
stored and an output pointer pointing to the storage
location (address) where data to be output is stored.
The receive buffer is implemented, for example, as part
of the memory 114.

Figure 4(b) shows a conceptual diagram of the
receive buffer. This buffer has the same structure as the
previously described transmit buffer structure. RB1 to
RBS5 are buffer sections where data are actually stored,
and RP indicates the receive pointer and OP the output
pointer. The initial values of the receive pointer RP and
output pointer OP are both RB1. The receive pointer RP
is updated each time data is received from the network
and stored in a buffer section, and the output pointer OP
is updated each time data in a buffer section is output to
the DVC decoder 112. More specifically, the receive
pointer and the output pointer both move from one
buffer section to the next as they are updated, that is,
from RB1 to RB2, then from RB2 to RB3, and returning
to RB1 after RBS.

In the present invention, the receive buffer size and
the number of frames of a real time to be accumulated
in advance are arbitrary within the range that does not
impair the real time requirement of the signal. In the
example shown here, the receive buffer size is set to five

IPR2022-01227
EXHIBIT 1003 - PAGE 00711



1 EP 0 859 535 A2 12

frames and the number of frames to be accumulated in
advance is set to four frames.

In the receive thread, processing is performed in
301, such as establishing a logical connection with the
transmitting terminal 102 and securing and initializing
the receive buffer. Next, in 302, frame data is received,
the frame data is written to the receive buffer at the
address indicated by the receive pointer, and then the
receive pointer is updated; this sequence of processing
is repeated for four successive frames. Next, the output
thread is created in 303. If, in 304, there is frame data to
be received, then in 305 the data is received and written
to the receive buffer at the address indicated by the
receive pointer. Then, the receive pointer is updated in
306.

Conditional branches are provided at 307 where it
is determined whether the receiving process is to be
continued or not. If it is to be continued, the process
from 304 onward is repeated. On the other hand, if it is
determined in 307 that the receiving process is not to be
continued, an output thread termination notification is
generated in 308 to cause the output thread to termi-
nate, and at the same time, the execution of the receive
thread is terminated in 309.

The output thread is created in step 303 in the
receive thread. First, in 310, processing such as initiali-
zation of the output pointer is performed. Next, in 311,
frame data at the address indicated by the output
pointer is transferred from the receive buffer to the DVC
decoder 112 shown in Figure 1. The transferred frame
data is decoded and output to the monitor 105 shown in
Figure 1. Then, in 312, the contents of the receive buffer
indicated by the receive pointer are cleared, and in 313
the output pointer is updated to point to the receive
buffer address at which the next data to be output is
stored. Conditional branches are provided at 314 where
it is determined whether the output thread is to be con-
tinued or not. If it is to be continued, the process from
311 onward is repeated. On the other hand, if the output
thread termination notification is received, the execution
of the thread is stopped, and the output thread is termi-
nated in 315.

Figures 5 and 6 are timing charts according to the
embodiment of the present invention. Figure 5 is a tim-
ing chart in a normal operating condition, and Figure 6
is a timing chart when the transmission capacity of the
network is temporarily restricted due to congestion, etc.
In Figures 5 and 6, 501 and 601 indicate the timing for
reading data from the DVC encoder at the transmitting
terminal, 502 and 602 the timing for transmission to the
network, 503 and 603 the state of the transmit buffer,
504 and 604 the timing at the receiving terminal for
receiving data from the network, 505 and 605 the timing
for outputting frame data to the DVC decoder, and 506
and 606 the state of the receive buffer. The hatched por-
tions in Figures 5 and 6 are data invalid portions where
actual real time signal data is not handled. Data valid
portions are each shown without breaks, but in actual

10

15

20

25

30

35

40

45

50

55

communications, data is transmitted in an intermittent
manner; accordingly, the valid portions in Figures 5 and
6 mean portions during the period of which valid data is
transmitted.

Here, since transmission delays, fluctuations, etc.
do not affect the essential characteristics of the present
invention, for simplicity the timing charts assume condi-
tions of a constant delay and no fluctuations.

First, the embodiment of the present invention will
be described with reference to the timing chart of Figure
1 illustrating the normal operating condition.

Symbols FAO to FA10 in the figure designate frame
data being handled at the respective times, the same
symbol indicating the same frame data.

Reference numeral 501 shows the timing for read-
ing real time signal data from the DVC encoder 106 at
the transmitting terminal 102. As shown by 501, the
data is read into the transmit buffer precisely at intervals
of one frame period T1 (1000/30 = 33.3 [msec]). T2
denotes a valid data period during which valid data is
read from the DVC encoder 106, and T3 an invalid data
period. T2 and T3 are both constant values such that
T2 + T3 =T1. That is, in practice there is no need to
read data into the transmit buffer during the period T3.

Reference numeral 502 shows the transmit timing
for the real time signal data transmitted out onto the net-
work by the ATM-NIC 110 at the transmitting terminal
102. As shown by 502, T4 is a valid data portion for the
transmit data and T5 is an invalid portion
(T4 + T5 =T1). The ratio of T4 to T5 is determined by
the bit rate of the transmit data and the transmission
capacity of the network including the NIC. As is appar-
ent, transmission of real time signals requires that the
transmission capacity of the network be greater than the
bit rate of the data actually transmitted in the normal
operating condition. This means that valid data is trans-
mitted in a time interval shorter than one frame time
interval (T4 < T1).

Shown at 503 is a schematic diagram illustrating
the state of the transmit buffer at the transmitting termi-
nal 102, starting from the time at the left edge of the dia-
gram. S1 to S6 designate the buffer sections, and FA4
to FAQ in the diagram indicate the frame data stored in
the buffer at the respective times and the position of that
data. Further, arrows IP1 to IP6 in the diagram indicate
the position of the input pointer at the respective times,
and likewise, SP1 to SP6 indicate the position of the
transmit pointer.

Reference numeral 504 shows the receive timing
for the real time signal data that the ATM-NIC 116 at the
receiving terminal 103 receives from the network. Since
it is assumed that the transmission delay is constant,
and no fluctuations are considered, the valid data and
invalid data periods are the same in length as T4 and
T5, respectively, in the transmit timing. T6 indicates the
transmission delay with respect to the transmit timing.

Reference numeral 505 shows the timing for out-
putting the real time signal data to the DVC decoder 112
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at the receiving terminal 103. As shown by 505, the data
is read from the receive buffer precisely at intervals of
one frame period T1. As in the read timing at the trans-
mitting terminal 102, T2 denotes a valid data period dur-
ing which valid data is transferred to the DVC decoder
112, and T3 an invalid data period, T2 and T3 both
being constant values. That is, in practice there is no
need to transfer data to the DVC decoder 112 during the
period T3.

Shown at 506 is a schematic diagram illustrating
the state of the receive buffer at the receiving terminal,
starting from the time at the left edge of the diagram. R1
to R6 designate the buffer sections, and FAQ to FA8 in
the diagram indicate the data stored in the buffer at the
respective times and the position of that data. Further,
arrows RP1 to RP6 in the diagram indicate the position
of the receive pointer at the respective times, and like-
wise, OP1 to OP6 indicate the position of the output
pointer.

Next, the condition where the transmission capacity
of the network is temporarily restricted due to conges-
tion, etc. will be described with reference to the timing
chart shown in Figure 6. Symbols FB0O to FB10 in the
figure designate frame data being handled at the
respective times, the same symbol indicating the same
frame data.

Reference numeral 601 shows the timing for read-
ing real time signal data from the DVC encoder 106 at
the transmitting terminal 102. As in the case of Figure 5,
the data is read into the transmit buffer precisely at inter-
vals of one frame period T1. T2 denotes a valid data
period during which valid data is read from the DVC
encoder 106, and T3 an invalid data period, T2 and T3
both being constant values.

Reference numeral 602 shows the transmit timing
for the real time signal data transmitted out onto the net-
work by the ATM-NIC 110 at the transmitting terminal
102. Unlike the case of Figure 5, in Figure 6 time T7 (T7
> T1) is required for the transmission of FB4 because
the transmission capacity of the network is restricted
during congestion. When the congested condition is
cleared, the transmission capacity gradually recovers
as a result of the previously described congestion con-
trol, so that transmission of the next frame data FB5
takes time T8 (T7 > T8 > T1 > T4). Starting with the
transmission of frame data FB6, the network returns to
the normal condition and each frame is transmitted in
time T4. Further, since data continues to be transmitted
as long as there is data in the transmit buffer indicated
by the transmit pointer, valid data transmission contin-
ues without interposing data invalid portions, unlike the
normal operating condition.

Shown at 603 is a schematic diagram illustrating
the state of the transmit buffer at the transmit terminal
102, starting from the time at the left edge of the dia-
gram. S7 to S12 designate the buffer sections, and FB4
to FB9 in the diagram indicate the data stored in the
buffer at the respective times and the position of that
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data. Further, arrows IP7 to IP12 in the diagram indicate
the position of the input pointer at the respective times,
and likewise, SP7 to SP12 indicate the position of the
transmit pointer. S7 to S12 in the diagram correspond to
S1 to S6 in Figure 5. In S1 to S6, the frame data accu-
mulated in the buffer at any given time is only one that is
stored in the buffer section indicate by the transmit
pointer; on the other hand, in S7 to S12, since the next
frame data is read into the buffer before the current
frame data is sent out, data for multiple frames are
stored, starting with S8.

Reference numeral 604 shows the receive timing
for the real time signal data that the ATM-NIC 116 at the
receiving terminal 103 receives from the network. Since
it is assumed that the transmission delay is constant,
and no fluctuations are considered, the data receiving
time is the same as that in the transmit timing. T6 indi-
cates the transmission delay with respect to the transmit
timing.

Reference numeral 605 shows the timing for out-
putting the real time signal data to the DVC decoder 112
at the receiving terminal 103. As in the case of Figure 5,
the data is read from the receive buffer precisely at
intervals of one frame period T1. As in the read timing at
the transmitting terminal 102, T2 denotes a valid data
period during which valid data is transferred to the DVC
decoder 112, and T3 an invalid data period, T2 and T3
both being constant values.

Shown at 606 is a schematic diagram illustrating
the state of the receive buffer at the receiving terminal
103, starting from the time at the left edge of the dia-
gram. R7 to R12 designate the buffer sections, and FBO
to FB8 in the diagram indicate the data stored in the
buffer at the respective times and the position of that
data. Further, arrows RP7 to RP12 in the diagram indi-
cate the position of the receive pointer at the respective
times, and likewise, OP7 to OP12 indicate the position
of the output pointer. R7 to R12 in the diagram corre-
spond to R1 to R6 in Figure 5. In R1 to R6, frame data
for four frames are accumulated, from the buffer section
indicated by the output pointer to the buffer section indi-
cated by the receive pointer, at any given time, and the
number of accumulated frames is thus constant. On the
other hand, in R7 to R12, since frame data is output
before the next frame data is received, the number of
accumulated frames at each instant in time begins to
decrease at R8 and, when recovered from the conges-
tion at R12, begins to increase and continues to
increase until four frames are accumulated, thus return-
ing to the normal operating condition.

The important point of the present invention is that
even when the transmission capacity is temporarily
restricted due to congestion, etc. rendering it impossible
to transmit a real time signal within the real time, since
data are accumulated in advance at the receiving termi-
nal the real time signal can be output without interrup-
tion as long as the accumulated data are output, and
when recovered from the congestion, the valid data
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accumulated in the transmit buffer are transmitted suc-
cessively until data for a prescribed number of frames
are accumulated in the receive buffer as in the previous
normal operating condition.

(Embodiment 2)

Figure 8 is a block diagram showing a second
embodiment of the present invention. In the figure, ref-
erence numeral 801 is a master tape on which a DVC-
compressed digital signal is prerecorded, 802 is a DVC
player for playing back the master tape 801 and for out-
putting the prerecorded digital signal, 803 is a DVC
interface (DVC-I/F) for transferring the digital signal out-
put from the DVC deck 802 into the memory 108 via the
PCl bus 111, 804 is a DVC-IF for outputting via the PCI
bus 117 the DVC data stored in the memory 114 at the
receiving terminal, 805 is a subtape for recording the
received DVC data, and 806 is a DVC recorder for
recording the DVC data on the subtape 805. The same
constituent elements as those in Figure 1 are desig-
nated by the same reference numerals. In Figure 8, the
DVC player 802 and the DVC recorder 806 operate with
clocks of the same frequency.

According to the above configuration, between
remote terminals interconnected over an ATM network,
all frame data on the master tape connected to the
transmitting terminal can be copied onto the subtape
connected to the receiving terminal without impairing
the real time requirement.

(Embodiment 3)

Figure 9 is a block diagram showing a third embod-
iment of the present invention. In the figure, reference
numeral 901 is a disk medium on which DVC-com-
pressed data is prerecorded. Not only can the disk
medium 901 be read faster than the real time of the
recorded DVC data, but it also permits random access
to the recorded data. Otherwise, the configuration is the
same as that shown in Figure 1, and the same constitu-
ent elements are designated by the same reference
numerals between the two figures.

The disk medium 901 may be constructed from a
semiconductor memory or the like as long as it permits
random access and can be read faster than the real
time of the recorded data.

Actual processing in this embodiment will be
described with reference to Figures 10 and 11.

Figure 10 is a flow chart illustrating the control pro-
gram of the transmitting terminal 102. The same constit-
uent elements as those in Figure 2 are designated by
the same reference numerals. The flow of this embodi-
ment differs from that of Figure 2 in that an image for
transmission is selected before transmission because
data at the transmitting terminal is recorded on a ran-
domly accessible medium, and in that each time a
frame data request is received, synchronization is
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established with the receiving terminal 103 by sending
data, since the medium can be read faster than the real
time.

First, in 1001, an image selection notification is
received from the receiving terminal, and in 1002, the
selected image is transmitted in accordance with the
instruction. The receiving terminal checks the received
image, decides whether or not to determine the selec-
tion, and sends the decision notification. In 1003, an
appropriate branch is chosen in accordance with the
decision notification sent from the receiving terminal.
When the selection is determined, the transmit thread is
created, as in the case of Figure 2. Thereafter, the input
thread reads the next frame data each time a frame data
request notification is received in 1004. Otherwise, the
process is the same in operation as that shown in Fig-
ure 2. The transmit thread is the same in operation as
that shown in Figure 2.

Figure 11 is a flow chart illustrating the control pro-
gram of the receiving terminal 103. The same constitu-
ent elements as those in Figure 3 are designated by the
same reference numerals. The flow of this embodiment
differs from that of Figure 3 in that an image for trans-
mission is selected before transmission because data at
the transmitting terminal is recorded on a randomly
accessible medium, and in that each time a frame data
request is received, synchronization is established with
the receiving terminal 103 by sending data, since the
medium can be read faster than the real time.

First, in 1101, the receiving terminal 103 sends an
image selection notification, and in 1102, the image
transmitted in accordance with the instruction is dis-
played. The receiving terminal 103 checks the received
image and decides whether or not to determine the
selection in 1103, and if the selection is determined,
sends the decision notification in 1104. When the selec-
tion is determined, then in 1105 a moving image data
request notification is sent to the transmitting terminal
102 and moving image data for a prescribed number of
frames are received, and the output thread is created,
as in the case of Figure 3. Thereafter, the receive thread
performs the same operation as that in Figure 3. In the
output thread, on the other hand, each time image data
is output to the external monitor, a request notification
for the next moving image data to receive is sent to the
transmitting terminal in 1106. Otherwise, the process is
the same in operation as that shown in Figure 3.

According to the above embodiment, moving image
data is recorded on a randomly accessible disk medium
capable of being read faster than the real time of the
recorded DVC data, so that a moving image recorded at
any location on the disk medium can be retrieved
quickly, and after the selection is determined, the real
time signal can be transmitted without interruption while
maintaining synchronization with the transmitting termi-
nal via the network.
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(Embodiment 4)

Figure 12 is a block diagram showing a fourth
embodiment of the present invention. In the figure, ref-
erence numerals 1201, 1203, and 1205 are cameras
corresponding to 101 in Figure 1, 1202, 1204, and 1206
are transmitting terminals which are identical in configu-
ration to 102 shown in Figure 1, and 1207 is a receiving
terminal which is identical in configuration to 103 shown
in Figure 1.

According to this embodiment, when selecting a
transmitting terminal, received data is immediately dis-
played on the monitor, and after determining the trans-
mitting terminal selection, frame data for a prescribed
number of frames are accumulated and then the image
is displayed on the monitor; in this way, the desired
transmitting terminal can be selected quickly, and once
the selection is determined, the received image can be
displayed without interruption.

The embodiments of the present invention have
been described as using the TCP/IP transmission proto-
cols for example, but since the essential characteristic
of the present invention is that data is output without
interruption even when the transmission capacity is
temporarily restricted due to retransmissions or when
transmitting means has a congestion control mecha-
nism, the invention is not limited to using TCP/IP and
configurations using other protocols having similar func-
tions should not be excluded from the scope of the
present invention.

Further, the embodiments of the present invention
have been described as handling only moving images
for example, but it will be appreciated that the invention
can also be applied to configurations where both mov-
ing image and voice signals are transmitted simultane-
ously, by using, for example, time division multiplexing
techniques.

As described above, according to the communica-
tions system of the present invention, at the transmitting
terminal, processing for reading a real time signal and
processing for sending it out on the network are per-
formed by using multithreading techniques, and at the
receiving terminal, real time signal data for a prescribed
number of frames are accumulated first, and then
processing for receiving real time signal data from the
network and processing for outputting the accumulated
data to the external monitor are performed by using
multithreading techniques; this enables the real time
signal to be output to the external monitor without inter-
ruption, even when the transmission capacity is tempo-
rarily restricted due to congestion, etc. on the network
and transmission of the real time signal within the real
time is rendered impossible.

In one preferred embodiment of the present inven-
tion, the real time signal transmitted from the transmit-
ting terminal is a signal reproduced from a master tape
on which the real time signal is prerecorded, and the
real time signal is then recorded on a subtape at the
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10

receiving terminal; in this way, between apparatuses
connected via a network it becomes possible to dupli-
cate the tape with the real time signal recorded thereon
without causing interruptions in the recorded signal.

In another preferred embodiment of the present
invention, the real time signal to be transmitted from the
transmitting terminal is prerecorded on a medium that is
capable of being read faster than the real time of the
recorded data and that permits random access to the
recorded data; when searching for the location of
desired data for transmission, the received data is
immediately displayed on the monitor, and after the
location is determined, frame data for a prescribed
number of frames are accumulated first and then output
for display on the monitor, each time followed by trans-
mission of a data request notification to the transmitting
terminal. In this way, a moving image recorded at any
location on the medium can be retrieved quickly, and
once the location is determined, the real time signal can
be transmitted without interruption while maintaining
synchronization with the transmitting terminal.

In a further preferred embodiment of the present
invention, a plurality of transmitting terminals are pro-
vided, and one of the transmitting terminals is selected
to transmit data to the receiving terminal; when select-
ing a transmitting terminal, received data is immediately
displayed on the monitor, and after determining the
transmitting terminal selection, frame data for a pre-
scribed number of frames are accumulated first and
then the image is displayed on the monitor. In this way,
the desired transmitting terminal can be selected
quickly, and once the selection is determined, the
received image can be displayed without interruption.

Thus, in a network having a transmission capacity
greater than the transmission rate of a real time signal,
the present invention offers an enormous advantage in
that the real time signal received from the transmitting
end can be output at the receiving end without interrup-
tion even when the transmission capacity is temporarily
restricted due to congestion, etc.

Claims

1. A communications system for communication of a
real time signal having a real time requirement,
comprising:

real time signal generating means for generat-
ing said real time signal of data rate R with one
frame as one unit;

real time signal transmit buffer means for tem-
porarily storing said real time signal;

real time signal transmitting means for trans-
mitting said real time signal;

transmission means, having a transmission
rate C (C > R), over which said real time signal
is transmitted;

real time signal receiving means for receiving

IPR2022-01227
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said real time signal transmitted from said real
time signal transmitting means over said trans-
mission means;

real time signal receive buffer means for tem-
porarily storing said real time signal received
by said real time signal receiving means; and
real time signal outputting means for outputting
said real time signal stored in said real time sig-
nal receive buffer means, wherein

after storing said real time signal for a pre-
scribed number, N, of frames in said real time
signal receive buffer means, said real time sig-
nal outputting means is activated, thereby per-
forming control so that all generated portions of
said real time signal can be output at the
receiving end without interruption.

A communications system according to claim 1, fur-
ther comprising real time signal recording means
for recording said real time on a recording medium,
wherein said real time signal stored in said receive
buffer means is recorded on said recording medium
as said real time signal is output by said real time
signal outputting means.

A communications system for communication of a
real time signal having a real time requirement,
comprising:

real time signal reproducing means for repro-
ducing a real time signal of data rate R in real
time with one frame as one unit by playing back
a first information recording medium on which
said real time signal is prerecorded;

real time signal transmit buffer means for tem-
porarily storing said real time signal;

real time signal transmitting means for trans-
mitting said real time signal;

transmission means, having a transmission
rate C (C > R), over which said real time signal
is transmitted;

real time signal receiving means for receiving
said real time signal transmitted from said real
time signal transmitting means over said trans-
mission means;

real time signal receive buffer means for tem-
porarily storing said real time signal received
by said real time signal receiving means; and
real time signal recording means for recording
in real time said real time signal stored in said
real time signal receive buffer means onto a
second information recording medium, wherein
after storing said real time signal for a pre-
scribed number, N, of frames in said real time
signal receive buffer means, said real time sig-
nal recording means is activated, thereby per-
forming control so that all reproduced portions
of said real time signal can be recorded on said
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second information recording medium without
interruption.

A communications system according to claim 3, fur-
ther comprising: real time signal reproduction con-
trol means for externally controlling reproduction
start timing of said real time signal reproducing
means; and real time signal recording control
means for controlling recording start timing of said
real time signal recording means, wherein control is
performed so that all or part of said real time signal
prerecorded on said first information recording
medium can be recorded on said second informa-
tion recording means.

A communications system comprising:

a real time signal recording medium on which
real time signal data having a real time require-
ment is prerecorded on a frame by frame basis;
real time signal reproducing means capable of
reading said real time signal prerecorded on
said real time signal recording medium faster
than real time, and capable of randomly
accessing said real time signal;

real time signal transmit buffer means for tem-
porarily storing said real time signal;

real time signal transmitting means for trans-
mitting said real time signal;

transmission means over which said real time
signal is transmitted;

real time signal receiving means for receiving
said real time signal transmitted from said real
time signal transmitting means over said trans-
mission means;

real time signal receive buffer means for tem-
porarily storing said real time signal received
by said real time signal receiving means; and
real time signal outputting means for outputting
said real time signal stored in said real time sig-
nal receive buffer means, wherein

after storing said real time signal for a pre-
scribed number, N, of frames in said real time
signal receive buffer means, said real time sig-
nal outputting means is activated, and

each time said real time signal outputting
means outputs said real time signal of a pre-
scribed unit, a receive notification is sent to
said real time signal transmitting means, and if
said receive notification does not reach said
real time signal transmitting means within a
predetermined time, said real time signal read
by said real time signal reproducing means is
added to said real time signal transmit buffer
means, thereby performing control so that all
portions of said real time signal generated from
said real time signal transmitting means can be
output at the receiving side without interrup-
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tion.

6. A communications system for communication of a
real time signal having a real time requirement,
comprising: 5

a plurality of real time signal generating means,
each for generating said real time signal of data

rate R with one frame as one unit;

a plurality of real time signal transmitting 70
means respectively connected to said plurality

of real time signal generating means;

a plurality of real time signal transmit buffer
means for temporarily storing said real time
signals respectively generated by said plurality 715
of real time signal generating means;

a plurality of real time signal transmitting
means respectively connected to said plurality

of real time signal transmit buffer means, for
transmitting said real time signals; 20
transmission means, having a transmission
rate C (C > R), over which said real time signals

are transmitted;

selecting means for selecting one of said plu-
rality of real time signal transmitting means; 25
real time signal receiving means for receiving
said real time signal transmitted from said real
time signal tfransmitting means selected by said
selecting means;

real time signal receive buffer means for tem- 30
porarily storing said real time signal received

by said real time signal receiving means; and

real time signal outputting means for outputting
said real time signal stored in said real time sig-

nal receive buffer means, wherein 35
when selecting said real time signal to be
received by said real time signal receiving
means, the real time signal to be received is
output sequentially from said real time signal
transmitting means, and once the selection is 40
determined, after storing said real time signal

for a prescribed number, N, of frames in said

real time signal receive buffer means said real
time signal outputting means is activated,
thereby performing control so that, after the 45
selection is determined, all generated portions

of said real time signal can be output at the
receiving end without interruption.

50

55

12 IPR2022-01227
EXHIBIT 1003 - PAGE 00717



EP 0 859 535 A2

- JIN-INLV MEA0DId JAd
g1 1 q sna 10d /| | <
y 1 et
e017] IITTOYLNOD
AYOHIAW AJOWIN
AALADHY 7
¢Z\\ Sl Dn_ofm_ _
MS-NLY
Ny0l
wop/
OIN-NL1Y JIAOONT DAJ fee
/o sng 10d || | —
ot | y @
¢0 _\ XHOWAN mmwmwmmﬂoo

JOLINONW

golL

Q01— LINSNVIL

501

Ndd| L0l

aey!

I 'bi4

IPR2022-01227

EXHIBIT 1003 - PAGE 00718

13



EP 0 859 535 A2

Fig. 2
201
@ITIALIZATIJ
215
202 )z 208
N CREATION OF
CREATE TRANSMIT [READ :9
THREAD —_— > (INITIALIZATIO
A
209
: DATA TO BE N
READ DATA RANSMITTED?
Y
203 210
TRANSMIT DATA
UPDATE INPUT
POINTER
211\\
204 CLEAR
TRANSMIT BUFFER
205
CONTINUE 12
TRANSMISSION? 2 \\
UPDATE
TRANSMIT POINTER

206
GENERATE
TRANSMIT THREAD |__ _ _
TERMINATION THREAD
NOTIFICATION  |TERMINATION
207 NOTIFICATION 214
END

INPUT THREAD 216

14

TRANSMIT THREAD

IPR2022-01227
EXHIBIT 1003 - PAGE 00719



EP 0 859 535 A2

Fig. 3

301

@ITIALIZATIO§

302
RECEIVE 4 FRAMES |~
AND UPDATE
RECEIVE POINTER
316
303 ; 310
CREATION
THREAD
OUTCP%ETAT"I‘% READ | ————— > NITIALIZATI@
311

DATA TO BE

OUTPUT DATA

RECEIVED?
304
305 312
RECEIVE DATA N
v RECELV SUFFER
UPDATE //306
RECEIVE POINTER
313
7
30 UPDATE

CONTINUE OUTPUT POINTER

RECEPTION?

BCHB\\
CREATE
OUTPUT THREAD ———
TERMINATION THREAD
NOTIFICATION TERMINATION 315

NOTIFICATION

END
309

RECEIVE THREAD 317 OUTPUT THREAD

IPR2022-01227

15
EXHIBIT 1003 - PAGE 00720



EP 0 859 535 A2

Fig. 4 (a)

SBS

—>  sB4
SB3
SB2

n
U

SB

)

Fig. 4 (b)

RBS

RB4 <Lri

RB3

i RB2

RB1

16 IPR2022-01227

EXHIBIT 1003 - PAGE 00721



EP 0 859 535 A2

=->| GV SV Svd Sv4d < -3>| 0Vvd 905
3d0gv 4 gV Svd - ->| Ivd |edd IdO[1vd
AEEREE] V4 |SH < ->[ 2vd |Edd ed vy evd | i
Bv4 < ->| tvd |vdd &d e eV eV
- ->[Pvg Sdd YdO[pva vy Yvd_|EY yvd |2H -

S1

- 2t

Sl

Sl

IV_._AN.._. .

Sl

6vd

yvd

Svd

IPR2022-01227

EXHIBIT 1003 - PAGE 00722

17



EP 0 859 535 A2

- -3 S84 < -<— ->»| 085
¢1d0[5g4 L1dyd Oldd ->{ 184 LdO[18d 503
~<— 11y ->"2ad BdO[ 28d |8H 28 |LY
¢idy 0 =E 640 €83 | &Y €84 | €84
cly - 8 [ 4=F oLy - -
__n_wm = 6dy4 B8dY Ldy
el 2L €L 2L el ZL el 2L el 2L
Ammmx Eu_v_Amm“_v_A ca4 V_A 784 @ 709
v._.IV_ _ANWIV__ T\.N.Hlv__Al Bl > e Ll
oL 91 91 91!
I _ |
“ _ |
i
683 - > 784 > _vad 784 €09

CEE] 0l1dS[ 984 Jois | 983 |6S - Ld1

_
_
_
t >

< | [[sag i<l »["5a3 6dS[ 58y 8dS [ 584 Lds -
d

IPR2022-01227

EXHIBIT 1003 - PAGE 00723

18



EP 0 859 535 A2

IPR2022-01227

v1ivd

ONIQQVd

(ANV 4I)NOILdO

43INIOd LN394N

WNSHIJHD

MOGONIM

S118 3000

03A43534

N3 H

H38WNN  LNIAIOAI TMONNIV

19

d38WNN 3ON3N0JS

140d NOILVNILS3d

140d 334N0S

1€

Ve

Sl Ol 1%

(e) £ "bi4

EXHIBIT 1003 - PAGE 00724



EP 0 859 535 A2

Weai1lS 914q S311 J0 pua paydeas Sey JapussS N4
JaQUNU 32UaNbas 3ZTU0JYIUAS NAS

UOT}28UUOD 8y} 1858Y 1SH

ysnd e S3sanbat juswsas SIYL HSd

PI{BA ST Pl8T} JUBWAEP3|MOUNIY ANV

PIJBA ST p|8T4 183UT0d JUBLI[] o4

| 01 }8S 319 JT GUTUBSA

(Ju61) 03 3431) 118

(q) £ "bi4

IPR2022-01227

EXHIBIT 1003 - PAGE 00725

20



EP 0 859 535 A2

ooaa

Y

00

S0B

908

¢08
N

oooad

08
OIN-WLV /u\H OAd
m:\ﬂ, snd 10d /, | | #
‘ /
€01 A TTOULNOD
XUOWHN XIOWERW
AATHOHY 7
= Sil NdO}|—
Ll el
MS-NLV
/vo_ ,
€08
OIN-WLV 41 OAQ
/
111
o0l'l ﬁ sndg 10d y @
BOL—_
P ¥ATTIONLNOD
cOl K HOWEK RIONAN
LTNSNVAL 501 ndo/01

00

108

8 b4

IPR2022-01227

EXHIBIT 1003 - PAGE 00726

21



EP 0 859 535 A2

> OIN-WLV ¥EA0DAA OAd
m:\ﬁ sng 10d /, | | <
| ) 1 el
el _\ JATIOELNOD
AYOWAN AJOWIW
TATADHY T
/ m F— aJ&mUllm_.P
MS-IWLY Vil
N0l
as!g JAQ L
c06~__ d @m
SIN-WIV m\THmomlm
Ol q mDmva_/: _‘
801 ATTTOLLNOD
2017 AMOWIR AAOHEW
LIWSNVIL =01 ndok/01

JOLINONW

6 ‘b4

IPR2022-01227

EXHIBIT 1003 - PAGE 00727

22



EP 0 859 535 A2

Fig. 10
201
1001
RECEIVE IMAGE //
SELECTION
NOTIFICATION
1002
TRANSMIT
SELECTED IMAGE

1003
DECISION
NOTIFICATION?

215
202 |~———4“-—-= (208
1004
FRAME DATA
REQUEST \
NOTIFICATION? N
209
Y
203 210
204 211
205 > 212
N 216
206 | ———4——m~

> Y
N

INPUT THREAD TRANSMIT THREAD

23 IPR2022-01227
EXHIBIT 1003 - PAGE 00728



EP 0 859 535 A2

Fig. 11

301

NOTIFICATION

SEND IMAGE SELECTION |/

!

DISPLAY RECEIVED IMAGE /

SELECTION
DETERMINED?

SEND DECISION
NOTIFICATION

¥

RECEIVE POINTER

REQUEST AND RECEIVE DATA V
FOR 4 FRAMES AND UPDATE

316
303 | -——-<-—-> (_ 310 )
; ——
SO 311
v !
305 312
!
313 1106
306 . - s
SEND FRAME DATA
Yy REQUEST
+—— ‘ NOTIFICATION
N _/;17
308 T 314>
N

RECEIVE THREAD

OUTPUT THREAD

24 IPR2022-01227
EXHIBIT 1003 - PAGE 00729



EP 0 859 535 A2

> Wkﬂ“m‘wwm —>1| YOLINOW
V01
\ LOZ | >
GOl
MS-INLV

L L ET P

p ONILLINSNVYL .
502 | S0c|

IYNINE3L

~| ONILLINSNVHL [ P
yoz1” €02 |

@z_JUJ__)_“,_wﬂ_m%E € |

/
coel

ZT 'bi4

IPR2022-01227

EXHIBIT 1003 - PAGE 00730

25



EP 0 895 420 A2

(19) ‘0)

Europdisches Patentamt
European Patent Office

Office européen des brevets

(12)

(43) Date of publication:
03.02.1999 Bulletin 1999/05

(21) Application number: 98306129.2

(22) Date of filing: 31.07.1998

(11) EP 0 895 420 A2

EUROPEAN PATENT APPLICATION

(51) Intcl.e: HO4N 7/173

(84) Designated Contracting States:
ATBECHCYDEDKESFIFRGBGRIEITLILU
MC NL PT SE
Designated Extension States:
AL LT LV MK RO SI

(30) Priority: 01.08.1997 JP 207766/97
05.09.1997 JP 241280/97

(71) Applicant: Victor Company of Japan, Ltd.
Yokohama 221-0022 (JP)

(72) Inventors:
¢ Yamada, Yasuhiro
Totsuka-ku, Yokohama (JP)
¢ Tsutsumi, Masahito
Yokosuka-shi, Kanagawa-ken (JP)

(74) Representative:
Dempster, Benjamin John Naftel et al
Withers & Rogers,
4 Dyer’s Buildings,
Holborn
London EC1N 2QP (GB)

(54)

(57) A data transmission system including: at least
one server apparatus for supplying video (moving pic-
ture image) data and audio data and at leas client ap-
paratus coupled through a network receiving the video
data and audio data is disclosed. The server apparatus
transmits a burst including the video data and audio da-
ta. The client apparatus receives and reproduce the vid-
eo and audio data and server's time data indicative of a
timing of requesting the next burst. The next burst trans-
mission request is transmitted according to the clock of
the client and the server's time data. The video data and

FiG. 16A

A data transmission system and reproducing apparatus

audio data may be transmitted independently. The video
data and audio data may be transmitted periodically.
The next burst transmitting request may be transmitted
when an empty data is less than a reference. Data de-
manding amount data may be transmitted from the client
apparatus to said server apparatus. Data transmission
number data may be transmitted in the next burst trans-
mission signal. A test signal is transmitted between the
client and the server to determined the data demanding
amount data and a capacity of the buffer memory and
corresponding reproducing apparatus is also disclosed.
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Description

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0001] This invention relates to a a data transmission
system and a reproducing apparatus.

2. Description of the Prior Art

[0002] A datatransmission system including a server
apparatus supplying video data and audio data to be re-
produced continuously in time base to a network and a
client apparatus for receiving the video data and the au-
dio data from the network and reproduces the received
video data and audio data continuously in time base is
known. Moreover, a reproducing apparatus receives
video data and audio data from a network and reproduc-
es the received video data and audio data continuously
in time base is known.

SUMMARY OF THE INVENTION

[0003] The aim of the present invention is to provide
a superior data transmission system and a superior re-
producing apparatus.

[0004] According to the present invention a first data
transmission system is provided which comprises: at
least one server apparatus having a memory storing
coded data of at least one of coded moving picture im-
age data and coded audio data and a transmitting circuit
for incontinuously transmitting the data read from the
memory in every burst to a network system; and at least
client apparatus including a receiving circuit for receiv-
ing the transmitted data in the burst directing to the client
apparatus and a decoding and reproducing circuit for
decoding the received data to be reproduced continu-
ously in time base, wherein the server apparatus further
comprises a server's time data generation circuit for
generating server's time data indicative of time of the
next burst to provide continuously reproducing the mov-
ing picture image data and the audio data and a data
attaching circuit for attaching the server's time data to
the data in the burst and the client apparatus further
comprises extraction circuit for extracting the server's
time data from the received data, a client's time data
generation circuit for generating client's time data indic-
ative of present time of the client apparatus, and a data
requesting circuit for transmitting a request for the next
burst at a request timing determined in accordance with
the server's time data from the extraction circuit and
present time indicated by the client's time data.

[0005] According to the present invention, a second
data transmission system is also provided which com-
prises at least one server apparatus having a memory
storing coded moving picture image data and coded au-
dio data and a transmitting circuit for incontinuously
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transmitting a video burst including the coded moving
picture image data and an audio burst including coded
audio data read from the memory to a network system
respectively; and at least client apparatus including a
receiving circuit for receiving the video and audio bursts
directing to the client apparatus and a decoding circui
for decoding the coded moving picture image data in the
video burst and the coded audio data in the audio burst
to be reproduced continuously in time base, wherein the
server apparatus further comprises a video time data
generation circuit for generating video time data indica-
tive of transmission time of the next video burst to pro-
vide continuously reproducing the moving picture image
data and the audio time data generation circuit for gen-
erating audio time data indicative of transmission time
of the next audio burst, and a data attaching circuit for
attaching the video time data to the coded moving pic-
ture image data in the video burst and for attaching the
audio time data to the coded audio data in the audio
burst, and the client apparatus further comprises an ex-
traction circuit for extracting the video time data from the
video burst from the receiving circuit and the audio time
data from the audio burst from the receiving circuit, a
client's time data generation circuit for generating a cli-
ent reference time data, and a first data requesting cir-
cuit for transmitting a first request for transmitting the
next video burst in accordance with the extracted first
server's time data and time indicated by the client's ref-
erence time data and a second data requesting circuit
for transmitting a second request for transmitting the the
next audio burst in accordance with the extracted audio
time data and present time indicated by the client's ref-
erence time data.

[0006] According to the present invention, a third
transmission system is further provided which compris-
es: at least one server apparatus having a memory stor-
ing data of at least one of coded moving picture image
data and coded audio data and a transmitting circuit for
intermittently transmitting a burst including the data read
from the memory to a network; and at least client appa-
ratus including receiving circuit for receiving the trans-
mitted burst directing to the client and a decoding circuit
for decoding the received data in the received burst to
be reproduced continuously in time base, wherein the
server apparatus further comprises a time interval data
generation circuit for generating time interval data indic-
ative of time interval of successive coding to provide
continuously reproducing the moving picture image data
and the audio data and data attaching circuit for attach-
ing the time interval data to the data in the burst and the
client apparatus further comprises an extraction circuit
for extracting the time interval data from the received
data, a clock circuit circuit for generating a reference
clock signal, and a data requesting circuit for periodically
transmitting a request for transmitting the next burst at
atiming determined in accordance with the time interval
data and time indicated by the reference clock signal.
[0007] Accordingtothe presentinvention, a fourth da-
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ta transmission system is also provided which compris-
es: at least one server apparatus having a memory stor-
ing data of at least one of coded moving picture image
data and coded audio data and a transmitting circuit for
intermittently transmitting a burst including the data read
from the memory to a network in response to data re-
quest; and at least client apparatus including a data re-
quest transmission circuit for transmitting the data re-
quest, a receiving circuit for receiving the transmitted
data in the burst directing to the client apparatus and a
decoding circuit for decoding the data from the receiving
circuit to be reproduced continuously in time base,
wherein the client apparatus further comprises a net-
work buffer circuit for temporally storing the received da-
ta and supplying the temporally stored data to the de-
coding circuit, a buffer observing circuit for detecting an
empty area of the network buffer circuit regarding the
stored data, and a request transmitting circuit transmit-
ting the data request to the server when the empty area
is higher than a reference and the server apparatus fur-
ther comprises a request receiving circuit for receiving
the data request from the client and operating the trans-
mitting circuit to transmit the next burst in response to
the data request.

[0008] In the fourth data transmission system, the re-
quest transmitting circuit transmits the data request in-
cluding empty area size data indicative of a size of the
detected empty area and the transmission circuit con-
trols an amount of data of the coded data to be trans-
mitted in accordance with the capacity of the empty ar-
ea.

[0009] In the fifth data transmission system, the client
apparatus may further comprise a request number data
generating circuit responsive to the buffer memory ob-
serving circuit for generating request number data indic-
ative of successively increasing number when the emp-
ty area is higher than the reference, the request trans-
mitting circuit may further transmit the request number
data with the transmission request, and the server ap-
paratus may transmit the received request number data
with the data requested by the transmission request to
the client apparatus.

[0010] Inthefifth datatransmission system, the buffer
observing circuit may generate a test signal and transmit
the test signal to the server when the empty area is high-
er than the reference, the server apparatus may further
comprise a test circuit for receiving the test signal and
immediately transmitting a response signal at least
once, the client apparatus may further comprise a data
buffer control circuit for controlling a capacitance of the
data buffer circuit, a response signal receiving circuit for
receiving the response signal and measuring circuit for
measuring an interval between when the test signal is
transmitted and when the response signal is received,
the data buffer observing circuit further generates
amount control data in accordance with the interval and
transmits the amount control data with the next burst
transmission request, the request receiving circuit in the
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server apparatus controls transmitting the burst includ-
ing the coded data at an amount determined in accord-
ance with the amount control data, and the data buffer
control circuit controls the capacitance of the data buffer
circuit in accordance with the interval.

[0011] In this case, the server apparatus may further
comprise a test signal generation circuit for generating
atest signal and transmitting the test signal to the server
in response to the data request, a calculation circuit, and
a compensation circuit, the client apparatus may further
comprise a test circuit for receiving the test signal and
immediately transmitting a response signal including
data transmitting amount data and capacity data of the
data buffer circuit, the server apparatus may further
comprise a response signal receiving circuit for receiv-
ing the response signal and a measuring circuit for
measuring an interval between when the test signal is
transmitted and when the response signal is received,
the calculation circuit may calculate a data rate from the
the interval and the capacity data, and the compensa-
tion circuit may compensate the data amount data from
the response signal receiving circuit in accordance with
the data rate from the calculation circuit.

[0012] In the first to fifth data transmission systems,
the client apparatus may further comprise a reproducing
circuit for reproducing the video data and the audio data
continuously in time base as a reproducing apparatus.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The object and features of the present inven-
tion will become more readily apparent from the follow-
ing detailed description taken in conjunction with the ac-
companying drawings in which:

Fig. 1 is a block diagram of a client apparatus of the
first embodiment;

Figs. 2A to 2D show timing charts of transmitting
data requests and transmitted data of the first em-
bodiment;

Figs. 3A and 3B are timing charts showing data re-
quests and data transmission of the first embodi-
ment in detail;

Figs. 4A and 4B are timing charts of a second em-
bodiment showing data transmission between a
server apparatus and a client apparatus;

Figs. 5A and 5B shows timing charts of a third em-
bodiment showing transmission timings between a
server apparatus and a client apparatus;

Fig. 6 is a block diagram of a server apparatus of a
fourth embodiment;

Fig. 7 is a block diagram of the fourth embodiment
showing a network buffer memory shown in Fig. 6;
Figs. 8A to 8D are timing charts of the fourth em-
bodiment showing transmission timings between
the server apparatus and the client apparatus;
Figs. 9A and 9B are timing charts of a fifth embod-
iment showing transmission operation between a
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server apparatus and a client apparatus;

Figs. 10A and 10B are timing charts of a sixth em-
bodiment showing transmission operation between
a server apparatus and a client apparatus;

Figs. 11A and 11B are timing charts of a seventh
embodiment showing transmission operation be-
tween a server apparatus and a client apparatus;
Figs. 12A and 12B are timing charts of a modifica-
tion in the seventh embodiment showing transmis-
sion operation between the server apparatus and
the client apparatus;

Figs. 13A and 13B are timing charts of an eighth
embodiment showing transmission operation be-
tween a server apparatus and a client apparatus;
Fig. 14 is a block diagram of a client apparatus of a
ninth embodiment;

Figs. 15A to 15D are timing charts of the ninth em-
bodiment showing the video data transmission op-
eration between the server apparatus and the client
apparatus and the audio data transmission opera-
tion between the server apparatus and the client ap-
paratus;

Figs. 16Aand 16B are block diagrams of data trans-
mission systems of this invention;

Fig. 17 is a block diagram of a server apparatus of
the first embodiment;

Fig. 18 is a block diagram of a server apparatus of
the second embodiment;

Fig. 19 is a block diagram of a client apparatus of
the second embodiment;

Fig. 20 is a block diagram of a server apparatus of
the third embodiment;

Fig. 21 is a block diagram of a client apparatus of
the third embodiment;

Fig. 22 is a block diagram of a client apparatus of
the fourth embodiment;

Fig. 28 is a block diagram of a server apparatus of
the fifth embodiment;

Fig. 24 is a block diagram of a client apparatus of
the fifth embodiment;

Fig. 25 is a block diagram of a server apparatus of
the sixth embodiment;

Fig. 26 is a block diagram of a client apparatus of
the sixth embodiment;

Fig. 27 is a block diagram of a server apparatus of
the seventh embodiment;

Fig. 28 is a block diagram of a client apparatus of
the seventh embodiment;

Fig. 29 is a block diagram of a server apparatus of
the eighth embodiment;

Fig. 30 is a block diagram of a client apparatus of
the eighth embodiment; and

Fig. 31 is a block diagram of a server apparatus of
a ninth embodiment.

[0014] The same or corresponding elements or parts
are designated with like references throughout the
drawings.
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DETAILED DESCRIPTION OF THE INVENTION

(FIRST EMBODIMENT)

[0015] Fig. 1 is a block diagram of a client apparatus
of the first embodiment. Figs. 16A and 16B are block
diagrams of the data transmission system of this inven-
tion. Fig. 17 is a block diagram of a server apparatus of
the first embodiment.

[0016] The data transmission system of the first em-
bodiment comprises at least a server apparatus Sa and
at least a clientapparatus Ca coupled through a network
NE comprising a single network as shown in Fig. 16A.
The server apparatus Sa may coupled to the client ap-
paratus Ca through a network system NE' including a
plurality of different kinds of networks as shown in Fig.
16B.

[0017] A server apparatus Sa includes a memory
1701 for storing data of at least one of coded video (mov-
ing picture image) data and coded audio data to be re-
produced continuously and a transmission circuit 1702
for intermittently transmitting a burst of the data read
from the memory 1701 to a network system NE or NE'
through a network interface circuit 1703.

[0018] The client apparatus Ca has a network inter-
face 11, a buffer memory 12 for receiving the transmitted
data in the burst directing to the client apparatus Ca and
a decoder 18 for decoding the received coded video da-
ta and audio (sound) data from the buffer memory 12 in
response to client's time data 15a, and a reproducing
unit 19 for reproducing the decoded video data and the
decoded audio data continuously in time base.

[0019] The server apparatus Sa further comprises a
server's time data generation circuit 1704 for generating
server's time data indicative of time of next transmitting
the burst to provide continuously reproducing the video
data and the audio data. The transmission circuit 1702
attaches the server's time data to the coded data from
the memory 1701 in the burst to transmit the burst to the
network system NE' through the network interface circuit
17083.

[0020] The client apparatus Ca further includes a time
data extraction circuit 13 for extracting the server's time
data from the received data, a client's time data gener-
ation circuit 15 for generating a client's time data in re-
sponse to a reference clock signal, and a data request-
ing circuit 21 for transmitting a request for transmitting
the next burst at a request timing determined in accord-
ance with the server's time data and client's time data.
More specifically, the data request circuit 21 comprises
a subtractor 14, a memory 16, a request timing deter-
mining circuit 17, and a request transmission circuit 20.
[0021] The subtractor 14 obtains a difference be-
tween the server's time data from the time data extrac-
tion circuit 13 and the client's time data 15a when the
time data is received. The data requesting circuit 17
compensates a relation between the client's time data
and the received server's time data in accordance with
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the difference from the memory 16, and determines the
request timing in accordance with the client's time data
and the compensated relation. Alternatively, the client's
time data generation circuit 15 may be compensated in
accordance with the extracted server's time data.
[0022] In the data transmission system of the first em-
bodiment, the server apparatus Sa stores the coded vid-
eo data and the accompanied audio data, the coded au-
dio data, and the coded video data and transmits in re-
sponse to a program transmission request from the cli-
ent apparatus Ca. The server apparatus Sa transmits
the program data incontinuously, that is, intermittently
transmits a burst including the video data and the audio
data to be continuously reproduced in the real time base
without lack of data to be reproduced.

[0023] Figs. 2A to 2D show timing charts of transmit-
ting request and transmitted data of the first embodi-
ment.

[0024] Theclient apparatus Catransmits a request for
transmitting the next burst of the coded data to the sever
apparatus S1. In response to this, the server apparatus
S1 transmits the coded data read from the memory 1701
to the client apparatus C1. On the other hand, another
client apparatus C2 transmits a request for transmitting
the next burst of the coded data to the same sever ap-
paratus S1. In response to this, the server apparatus S1
transmits the coded data read from the memory 1701 to
the client apparatus C2 at different timing. If there is a
collision of requesting data to the same server appara-
tus 81, one of the client apparatus, (ex. C1), should wait
until the other client apparatus (ex. Ca) finishes receiv-
ing the transmitted data. However, if there is a collision
between data requesting by the client apparatus C1 and
C2todifferent server apparatus S1 and S2, it is possible
to transmit the data at the same time.

[0025] Figs. 3Aand 3B are timing charts showing data
requests and data transmission of the first embodiment
in detail.

[0026] A client Catransmits the data request rl for the
next burst of the coded data to the server apparatus Sa
through a network system NE or NE', the server appa-
ratus Sal transmits the coded data read from the mem-
ory 1701 inaburst 31. The burst 31 includes coded data
d1 (d1-d4) such as the video data and the accompanied
audio data or the data to be reproduced in the real time
base and the server's time data t1 (t1-t4) indicative of
next transmission to be requested by the client appara-
tus Ca. However, it is also possible to transmit only the
coded data d5 in a burst 32. The server's time data t1
is time-division multiplexed with the coded data at the
end of the burst 31. However, it is also possible to ar-
range the server's time data in any position in the burst
31.

[0027] The server's time data t1, 12, t3, and t4 repre-
sents the last time information of each data d1 to d4 or
time information of the next data d2, d3, d4, and d5
which is being waiting for transmission.

[0028] The client apparatus Ca receives variable
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length of coded data, that is, the burst 31 by the network
interface circuit 11 and temporally stores the coded data
dlin the buffer memory 12. On the other hand, the serv-
er's time datatl is extracted from the received data from
the network interface circuit 11 and supplies the extract-
ed server's time data t1 to the subtractor 14 and to the
request timing determining circuit 17. The decoder 18
decodes the coded data d1 in response to a reference
clock signal and the client's time data 15a from the cli-
ent's time data generation circuit 15. The client's time
data generation circuit comprises a counter (not shown)
for counting the reference clock signal of 90 KHz gen-
erated from a clock signal of 27 MHz for digital video
signal for example.

[0029] Generally, there is a difference between the
server's time data t1 and the client's time data. There-
fore, the subtractor 14 obtains the difference between
the server's time data tl and the client's time data and
the memory 16 stores the difference. The request timing
determining circuit 17 compensates the server's time
data and compares the compensated server's time data
with the client's time data 15a. When there is agree-
ment, the request transmission circuit 20 generates the
data request r2 requesting the next transmitting the
burst.

[0030] Compensating the server's time data may be
executed by the server's time data is preset to the cli-
ent's time data generation circuit (counter) 15 and then,
the client's time data generation circuit 15 self-runs.
That is, the client's time data generation circuit 15 may
comprise a self-running counter.

[0031] The requesttiming determining circuit 17 com-
pensates the server's time data t1 in accordance with
the difference stored in the memory 16 and at T1 indi-
cated by the compensated tl, the request timing deter-
mining circuit 17 informs the request transmission circuit
20 of the requesting timing. The request transmission
circuit 20 generates the request r2 and transmits it to
the server apparatus Sa through the network interface
circuit 11. The server apparatus Sa transmits the next
coded data d2 and the server's time data 12 to the client
apparatus Ca according to the request r2.

[0032] There is a delay to receive the coded data (ex.
d1) from transmission of the request (ex. r1). However,
it is also possible to take consideration of the delay in
transmission of the data request (ex. r1). Moreover, if
the capacity of the data buffer is sufficient, it is possible
to transmit the request earlier than the determined tim-
ing to provide a margin against busy traffic or erroneous
transmission.

[0033] This processing is repeated to reproduce the
data to be reproduced in real time base.

[0034] The coded data di1-d5 includes error check da-
ta Cr3 (cyclic redundancy check code) and the decoder
18 effects the error check and the error correction in ac-
cordance with the error check data Cr3.

[0035] If an error occurs which cannot be corrected in
accordance with the error check data Cr3 during decod-
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ing, the client apparatus Ca transmits the re-transmis-
sion request "e", as shown by Fig. 3, to the server ap-
paratus Sa. Then, in response to the re-transmission re-
quest, the server apparatus Sa transmits the same cod-
ed data d4 and the server's time data t4 to the client
apparatus Ca again.

[0036] The client apparatus Ca decodes the re-trans-
mitted data d4 by the decoder 14 and at the timing T4
indicated by the compensated t4 as described above,
the data request r5 for next transmission of the burst is
transmitted by the request transmission circuit 20.
[0037] In response to this data request r5, the server
apparatus Sa transmits the coded data d5 to the client
Ca.

[0038] As mentioned, in response to the data request
for next transmitting the coded data to be reproduced in
the real time base by the client apparatus Ca, the client
apparatus Ca can receives the incontinuously transmit-
ted coded data and the server's time data from the serv-
er apparatus Sa thorough the network system NE or
NE', so that the client apparatus Ca can continuously
reproduce the incontinuously transmitted data as mov-
ing picture image and a sound.

(SECOND EMBODIMENT)

[0039] Fig. 18isablockdiagram of aserverapparatus
of a second embodiment. Fig. 19 is a block diagram of
a client apparatus of a second embodiment.

[0040] A data transmission system of the second em-
bodiment includes at least one server apparatus Sb and
at least one client apparatus Cb coupled through the
network system NE or NE'.

[0041] The data transmission system of the second
embodiment is substantially the same as the first em-
bodiment. The difference is that the video data and the
audio data is transmitted independently with transmis-
sion timings controlled video time data and audio time
data transmitted from the server apparatus Sb. That is,
in Fig. 18, the server apparatus Sb includes a video time
data generation circuit 1804 for generating video time
data indicative of next transmission time of the video
burst to provide continuously reproducing the video data
and an audio time data generation circuit 1805 for gen-
erating audio time data indicative of next transmission
time of the next audio burst. The transmission circuit
1802 attaches the video time data from the memory
1701 to the coded video data in the video burst and in-
dependently attaches the audio time data from the
memory 1701 to the coded audio data in the audio burst,
[0042] Correspondingly, in Fig. 19, the client appara-
tus Cb includes a time data extraction circuit 1913 for
extracting the video time data and the audio time data
from the video burst and the audio burst respectively, a
video data request circuit 1821 and an audio data re-
quest circuit 1921.

[0043] The video data request circuit 1821 comprises
a subtractor 1814, a memory 1816, a request timing de-
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termining circuit 1817, and a request transmission cir-
cuit 1820.

[0044] The subtractor 14 obtains a difference be-
tween the video time data from the time data extraction
circuit 1913 and the client's time data 15a when the vid-
eo time data is received. The data requesting circuit
1817 compensates a relation between the client's time
data and the received video time data in accordance
with the difference from the memory 1816, and deter-
mines the request timing of the video data in accordance
with the client's time data and the compensated relation
regarding the video time data.

[0045] The audio data request circuit 1921 comprises
a subtractor 1914, amemory 1916, a request timing de-
termining circuit 1917, and a request transmission cir-
cuit 1920.

[0046] The subtractor 1914 obtains a difference be-
tween the audio time data from the time data extraction
circuit 1913 and the client's time data 15a when the au-
dio time data is received. The data requesting circuit
1917 compensates a relation between the client's time
data and the received audio time data in accordance
with the difference from the memory 1916, and deter-
mines the request timing of the audio data in accordance
with the client's time data and the compensated relation
regarding the audio time data.

[0047] In response to the request transmission cir-
cuits 1820 and 1920, the request transmission circuits
1820 and 1920 respectively transmit the video data re-
quest and the audio data request independently.
[0048] Intheserverapparatus Sb, the videotime data
generation circuit 1804 generates the video time data
indicative of next transmission time of the video burst to
provide continuously reproducing the video data. On the
other hand, the audio time data generation circuit 1805
generates the audio time data indicative of next trans-
mission time of the audio burst independently. The
transmission circuit 1802 having a data attaching func-
tion attaches the video time data to the coded video data
in the video burst and attaches the audio time data to
the coded audio data in the audio burst.

[0049] In the client apparatus Cb, the time data ex-
traction circuit 1913 extracts the video time data from
the video burst from the network interface circuit 11 and
supplies the video time data to the video data request
circuit 1821 and extracts the audio time data from the
audio burst from the network interface circuit 11 and
supplied the extracted audio time data to the audio data
request circuit 1921. The client's time data generation
circuit 1915 supplies the client's time data to the video
data request circuit 1821 and the audio data request cir-
cuit 1921.

[0050] The video data requesting circuit 1821 trans-
mits the video data request for transmitting the next vid-
eo burst in accordance with the extracted video time da-
ta and the present time indicated by the client's time da-
ta. The audio data requesting circuit 1921 transmits the
audio request for next transmitting the audio burst in ac-
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cordance with the extracted audio time data and present
time indicated by the client's time data.

[0051] Figs.4Aand4B aretimingcharts of the second
embodiment showing data transmission between the
server apparatus Sb and the client apparatus Cb.
[0052] The client apparatus Cb transmits the video
data request f1 and the audio data request g1 to the
server apparatus Sb as shown in Fig. 4A. In response
to the video data request f1 and the audio data request
g1, the server apparatus Sb transmits a video burst VO
including video data and video time data tv1 and an au-
dio burst AO including the audio data and the audio time
data ta1l. At timing Tv1, indicated by the compensated
video time data tv1, the client apparatus Cb transmits
video data request 2. In response to reception of the
video data request {2, the server apparatus Sb transmits
the next video burst V1. On the other hand, at the timing
Ta1 indicated by the compensated audio time data tal,
the video burst V1 is being transmitted from the server
apparatus Sb to the client apparatus Cb, so that the cli-
ent apparatus Cb postpones transmitting audio data re-
quest g2 to completion of the video burst V1 and trans-
mits the audio data request g2 at a timing Tal'. This
processing is repeated to reproduce the video data and
the audio data continuously in time base.

[0053] Inthis embodiment, transmitting the video data
and the audio data is controlled by independent video
time data and audio time data indicating the next trans-
mission video burst and audio burst respectively, where-
in the video time data and the audio time data is com-
pensated by the subtractors 1814 and 1914 to obtain
the difference between the video time data extracted by
the time data extraction circuit 1913 and the client's time
data and the difference between the audio time data ex-
tracted by the time data extraction circuit 1913 and the
client's time data respectively, so that it is possible to
receive the video data and the audio data from the dif-
ferent server apparatus Sb1 and Sb2. For example, the
client apparatus Cb receives the video data from the
server apparatus Sb1 and receives the audio data from
the server apparatus Sb2.

(THIRD EMBODIMENT)

[0054] Fig.20is ablockdiagram of a serverapparatus
Sc of a third embodiment. Fig. 21 is a block diagram of
a client apparatus Cc of a third embodiment.

[0055] Adatatransmission system of the third embod-
iment includes at least one server apparatus Sc and at
least one client apparatus Cc coupled through the net-
work system NE or NE'.

[0056] The data transmission system of the third em-
bodiment is substantially the same as the first embodi-
ment. The difference is that interval data is transmitted
from the server apparatus Sc to the client apparatus Cc
at least once and the data request of the burst is repeat-
ed periodically at the interval indicated by the interval
data transmitted from the server apparatus Sc.
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[0057] The serverapparatus Sc comprises an interval
data generation circuit 2004 for generating video time
interval data indicative of time interval of successive
coding to provide continuously reproducing the video
data and audio time interval data indicative of time in-
terval of audio burst for continuously reproducing. The
transmission circuit 2002 attaches the video time inter-
val data to the video data from the memory 2001 in the
video burst and the audio time interval data to the audio
data from the memory 2001 in the audio burst to the cli-
ent apparatus Cc through the network interface circuit
2003.

[0058] The client apparatus Cc, as shown in Fig. 21,
comprises an interval data extraction circuit 2113 for ex-
tracting the video time interval data and the audio time
interval data from the received data from the network
interval circuit 11, a request timing determining circuit
2114 for determining a request timing of the video burst
in accordance with the video time interval data from the
interval data extraction circuit 2113 and the client's time
data from the client's time data generation circuit 15 and
arequest timing determining circuit 2117 for determining
a request timing of the audio burst in accordance with
the audio time interval data from the interval data ex-
traction circuit 2113 and the client's time data from the
client's time data generation circuit 15, a request trans-
mission circuit 2116 responsive to the request timing de-
termining circuit 2114 for transmitting data request for
the next video burst, a request transmission circuit 2120
responsive to the request timing determining circuit
2117 for transmitting data request for the next audio
burst through the network interface circuit 11 in addition
to the buffer memory 12, the decoder 18, the reproduc-
tion circuit 19, the client's time data generation circuit
15, and the network interface circuit 11.

[0059] Figs. 5A and 5B show timing charts showing
transmission timings between the server apparatus Sc
and the client apparatus Cc.

[0060] Inthis embodiment, the video time interval da-
ta j1 and the audio time interval data k1 is transmitted
at the first video burst VO and the first audio burst AQ.
In Fig. 21, the request transmission circuit 2116 period-
ically transmits the data request of the video burst at the
interval determined in accordance with the video interval
data j1 and the request transmission circuit 2120 peri-
odically transmits the data request of the audio burst at
the interval determined in accordance with the audio in-
terval data k1. The buffer memory 12, the decoder 18,
and reproducing circuit 19 continuously reproduce the
incontinuously received video data and the audio data.
[0061] For example if the video data is coded every
frame of 25 Hz, the coding period of the video data is
40 ms (=1/25 Hz) and the audio signal is sampled at 32
kHz and coded every 1024 events of sampling (this is
referred to as an audio frame), so that the coding period
of the audio data is 32 ms (=1024/(32x 103) Hz).
[0062] InFigs. 5A and 5B, the client Cc transmits data
requests h1 and i1 to the server apparatus Sc. In re-
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sponse tothis, as shown in Fig. 5B, the server apparatus
Sc transmits the first video burst VO including the video
interval data j1 of 40 msec coding period and the video
data and the first audio burst AO including the audio in-
terval data k1 of 32 ms coding period and the audio data.
That is, the client apparatus Cc transmits the data re-
quest of the video burst every 40 ms as shown by the
references h2 to h4 and one frame of the video data as
shown by the references V1 to V3 respectively. On the
other hand, the client apparatus Cc transmits the data
request of the audio burst every 32 ms as shown by the
references i2 to i4 and one frame of the audio data as
shown by the references A1 to A3 respectively.

[0063] Inthis embodiment, the video time interval da-
ta j1 and the audio time interval data k1 is transmitted
before the first video data vd at the same first video burst
VO and before the first audio data ad at the same first
audio burst AO. However, it is also possible that the vid-
eo time interval data j1 is independently transmitted be-
fore the first video data vd and the audio time interval
data k1 is independently transmitted before the first au-
dio data ad.

[0064] In this embodiment, the transmitting data is
controlled in accordance with the client's time data from
the client's time data generation circuit 15, so that it is
possible that different server apparatus Sc1 and Sc2
transmit the video burst and the audio burst.

[0065] Moreover, the capacity of the buffer memory
12 is determined to store N frames of the video data or
the audio data, so that the transmission request may be
effected every N frames, N being a natural number.
[0066] If the inter-frame prediction such as MPEG2 is
used, an interval equal to or more than three frames is
necessary to output the first frame. In this case, the data
request for the video data is performed first and then,
after two frames, the data request for the audio data is
effected.

(FOURTH EMBODIMENT)

[0067] Fig. 6 is a block diagram of a client apparatus
Cd of a fourth embodiment. Fig. 22 is a block diagram
of a server apparatus Sd of a fourth embodiment.
[0068] A data transmission system of the fourth em-
bodiment includes at least one server apparatus Sd and
at least one client apparatus Cd coupled through the
network system NE or NE'.

[0069] The server apparatus Sd includes a memory
1701 for storing data of at least one of coded video data
and coded audio data, a transmitting circuit 2201 for in-
termittently transmitting a burst including the data read
from the memory 1701 to the network system in re-
sponse to data request, and a network interface circuit
1703, and a request receiving circuit 2202.

[0070] The client apparatus Cd includes a network in-
terface circuit 41, areceiving circuit 47 including network
buffer memory 42 for receiving the transmitted data in
the burst directing to the client apparatus Cd, the net-
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work buffer memory 42 for temporally storing the re-
ceived data and supplying the temporally stored data, a
buffer observing circuit 43 for detecting an empty area
of the stored data and transmitting the data request to
the server Sd when the empty area is higher than a ref-
erence, a decoding buffer 44 for storing the data from
the network buffer memory 42, a decoder 45 for decod-
ing the data from the decoding buffer memory 44, a re-
producing circuit 19 for reproducing the data from the
network buffer memory 42 continuously in time base,
and a time data and clock generation circuit 46 for gen-
erating time data of the client apparatus Cd and a refer-
ence clock signal.

[0071] Fig. 7 is a block diagram of the fourth embod-
iment showing a network buffer memory 42 shown in
Fig. 6.

[0072] The the network buffer memory 42 comprises

a FIFO (First-In-First-Out) memory 51 for successively
storing the received data and successively reading and
outputting the received data and outputting a quarter-
occupied signal 52, a half-occupied signal 53, and a
three-quarter-occupied signal 54.

[0073] When a quarter of the capacity of the FIFO
MEMORY 51 is occupied, the quarter-occupied signal
52 is outputted, when a half of the capacity is occupied,
the half-occupied signal 53 is outputted, and when three
quarters of the capacity is occupied, the three-quarter-
occupied signal 54 is outputted.

[0074] The buffer memory observing circuit 43 de-
tects that the empty area of the network buffer memory
42 is higher than the reference by logic operation among
the quarter-occupied signal 52, the half-occupied signal
53, and the three-quarter-occupied signal 54.

[0075] The server apparatus Sd transmits the coded
data to the client apparatus Cd in response to the data
request from the client apparatus Cd to the server ap-
paratus Sd. The client apparatus Cd receives the coded
data from the server apparatus Sd in the network buffer
memory 42.

[0076] The coded data in the network buffer memory
42 is read and supplied to the decoder 45 through the
decoding buffer memory 44. The decoder 45 decodes
the coded data from the decoding buffer memory 44 on
the basis of the time data and the reference clock signal
from the time data and clock signal generation circuit 46
to output the video data and the audio data continuously
in time base with a synchronous relation therebetween.
The reproducing circuit 19 including a CRT and a speak-
er reproduces the video data and the audio data.
[0077] The buffer memory observing circuit 43 re-
sponsive to the quarter-occupied signal 52, the half-oc-
cupied signal 53, and the three-quarter-occupied signal
54 observes the empty area of the network buffer mem-
ory 42 and when the empty is higher than a half of the
capacity for example, the buffer memory observing cir-
cuit 43 transmits data request to the server apparatus
Sd.

[0078] Figs. 8A to 8D are timing charts of the fourth
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embodiment showing transmission timings between the
server apparatus Sd1 and the client apparatus Cd1 and
between the server apparatus Sd1 and the client appa-
ratus Cd2.

[0079] Forexample, as shown in Figs. 8A and 8B, the
client apparatus Cd1 transmits a data request to the
server apparatus Sd1 by the buffer memory observing
circuit 43 because the empty area is higher then a half
of the capacity of the network buffer memory 42 (Fig.
8A). Inresponse to this, the server apparatus Sd1 trans-
mits a burst of which amount is less than a half of the
capacity of the network buffer memory 42 to the client
apparatus Cd1 (Fig. 8B).

[0080] Similarly, as shown in Figs. 8C and 8D, the cli-
ent apparatus C2d transmits a data request to the server
apparatus Sd1 by the buffer memory observing circuit
43 because the empty area is higher then a half of the
capacity of the network buffer memory 42 (Fig. 8C). In
response to this, the server apparatus Sd1 transmits a
burst of which amount is less than a half of the capacity
of the network buffer memory 42 to the client apparatus
Cd2 (Fig. 8D). The capacity of the network buffer mem-
ory 42 may be predetermined or registered in advance.
If the capacity of the network buffer memory 42 is reg-
istered in advance, the capacity may be different be-
tween respective client apparatus.

[0081] As mentioned in the network buffer memory,
there is coded data of which amount is higher than a
predetermined amount, so that it is possible to repro-
duce the video data and the audio data in accordance
with the client's time data.

(FIFTH EMBODIMENT)

[0082] Fig.23is ablockdiagram of a server apparatus
Se of a fifth embodiment. Fig. 24 is a block diagram of
a client apparatus Ce of the fifth embodiment.

[0083] The data transmission system of the fifth em-
bodiment is substantially the same as that of the fourth
embodiment. The difference is that the client apparatus
Cetransmits the data request including transmission re-
questing amount data corresponding to a size of the de-
tected empty area and the server apparatus transmits
the burst including coded data at an amount of data in
a burst determined in accordance with the transmission
requesting amount data from the client apparatus Ce.
[0084] More specifically, the buffer memory observing
circuit 143 transmits the data request including the
transmission request amount data and the transmission
circuit 2301 controls an amount of data of the coded data
to be transmitted in a burst in accordance with the trans-
mission request amount data.

[0085] Figs. 9A and 9B are timing charts of the fifth
embodiment showing transmission operation between
the server apparatus Se and the client apparatus Ce.
[0086] The client Ce transmits a data request includ-
ing header hel indicative of data requesting and trans-
mission request amount data r1 indicating an amount A
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which corresponds to the size of the empty area of the
network buffer memory 42 at that instance.

[0087] Then, the client apparatus Ce intermittently
transmits following data requests including header he2
to heb and transmission request amount data r2 to r5.
The transmission request amount data r1 to r5 indicates
maximums of requested transmission amounts are A to
E.

[0088] When the server apparatus Se receives the
data request, the server apparatus Se analyses the
transmission request amount data r1 and determines
the transmission amount d11 of the coded data in the
burst by the transmission amount determining circuit
2301 and the transmission circuit 2301 transmits the
burst d11 of which amount of data is Ax which is less
than the maximum of the requested transmission
amount A. In response to the following transmission re-
quest amount data r2 to r5, the transmission circuit 2301
transmits the bursts d12 to d15 of which amounts of data
are Bx to Ex which are less than the maximums of the
requested transmission amounts B to E. Therefore,
there is a relation:

A>Ax, B>Bx,C>Cx, D>Dx, E>Ex

[0089] In this embodiment, the client apparatus Ce
transmits the data request including the request amount
data corresponding to the size of the empty area of the
network buffer memory 42 and the server apparatus Se
transmits a burst of which data amount is less than the
requested transmission amount but corresponding to
the requested transmission amount, so that if there is a
much empty area in the network buffer memory 42, the
more coded data is transmitted from the server appara-
tus Se to the client apparatus Ce. Therefore, jitter due
to delay in transmission data is surely prevented.
[0090] A modification of the fifth embodiment will be
described.

[0091] The server apparatus Se measures an amount
of the data transferred to the decoding buffer memory
44 from when the client apparatus Ce transmits the data
request to when the server apparatus Se transmits the
burst. Then, the server apparatus Se adds the meas-
ured amount of the data to the transmission request
amount (r1-r5) and then, the server apparatus Se trans-
mits a burst of which data amount is less than the added
amount.

(SIXTH EMBODIMENT)

[0092] Fig. 25isablock diagram of a server apparatus
Sf of a sixth embodiment. Fig. 26 is a block diagram of
a client apparatus Cf of the sixth embodiment.

[0093] The data transmission system of the sixth em-
bodiment is substantially the same as that of the fifth
embodiment. The difference is that a buffer memory ob-
serving circuit 243 of the client apparatus Cf transmits
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to a server apparatus Sf a data request including re-
quest number data of which number increases every da-
ta request and a transmission number data generation
circuit 2502 generates transmission number data indic-
ative a natural number which increases every transmis-
sion of the burst and the transmission circuit 2501 adds
the transmission number data to coded data in the burst.
[0094] Figs. 10Aand 10B are timing charts of the sixth
embodiment showing transmission operation between
the server apparatus Sf and the client apparatus Cf.
[0095] The client apparatus Cf transmits a data re-
quest including a header hel indicative of the data re-
quest and transmission number data rnl indicative of re-
quest number 1 when the empty area of the network
buffer memory 42 is higher than the reference. Then,
the client apparatus Cf intermittently transmits following
data requests including header he2 to he5 and request
number data 2 to 5 respectively.

[0096] When the server apparatus Sf receives the da-
ta request, the transmission number data generation cir-
cuit 2502 generates transmission number data n1-n5
and the transmission circuit 2501 adds the transmission
number data n1-n5 to coded data d11-d15.

[0097] Inthis embodiment, the clientapparatus Cf can
detect which data request does the received burst re-
spond to, so that if one of successive burst of coded data
is delayed due to busy traffic, the client apparatus can
rearrange the bust of the coded data to correcitly repro-
duce the video data and the audio data. Moreover, there
is the case that a data request is transmitted before the
coded data is transmitted from the server apparatus to
the client apparatus Cf in response to the previous data
request. In such a case, the client apparatus Cf can
judge which data request does the received burst re-
sponds to, so that receiving bursts of data is controlled.

(SEVENTH EMBODIMENT)

[0098] Fig. 27 is a blockdiagram of a server apparatus
Sg of a seventh embodiment. Fig. 28 is a block diagram
of a client apparatus Cg of the seventh embodiment.
[0099] The data transmission system of the seventh
embodiment is substantially the same as that of the
fourth embodiment. The difference is that the buffer
memory observing circuit 343 generates a test signal
TEST and transmitting the test signal TEST to the server
Sg when the empty area is higher than the reference, a
transmission control circuit 2802 receives the test signal
TEST in addition to data request and immediately trans-
mits a response signal re at least once and the buffer
memory observing circuit 343 measures a turnaround
interval, that is, from transmission of the test signal
TEST to receiving the response signal re and deter-
mines an amount of the coded data in a burst in accord-
ance with the measured turnaround interval.

[0100] Figs. 11Aand 11B are timing charts of the sev-
enth embodiment showing transmission operation be-
tween the server apparatus Sg and the client apparatus
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[0101] The client Cg transmits the test signal TEST
with the header he1 when the empty area of the network
buffer memory 42 is higher than the reference. Then,
the server apparatus Sg transmits a response signal re
with a header.

[0102] The buffer memory observing circuit 343 re-
ceives the response signal re and measures the turna-
round interval and determines the request amount of
coded data and transmits request amount data AMT
with a header he2 to the server apparatus Sg. The serv-
er apparatus Sg transmits the burst of which data
amount is determined in accordance with the request
amount data AMT.

Modifications will be described.

[0103] In this embodiment, as shown in Fig. 28, the
client apparatus Cg may further include a buffer memory
control circuit 2801 for controlling a capacity of the net-
work buffer memory 42 in accordance with the meas-
ured turnaround interval or a transmission bit rate.
[0104] In this embodiment, the test signal TEST is
transmitted when the empty area of the network buffer
memory is higher than the reference. However, it is also
possible that the test signal TEST is transmitted when
the empty area of the network buffer memory is higher
than the reference every when a predetermined interval
has passed.

[0105] Figs. 12A and 12B are timing charts of a mod-
ification in the seventh embodiment showing transmis-
sion operation between the server apparatus and the
client apparatus.

[0106] The test signal TEST is transmitted from the
client apparatus Cg twice and the server apparatus Sg
receives every test signal TEST and transmits a re-
sponse signal re in response to every reception of the
test signal TEST. Then, the buffermemory observing cir-
cuit 343 averages the measured turnaround intervals.
Moreover, the buffer memory observing circuit 343 may
effect other statistic operation to obtain a variance for
example to determine determine the turn around interval
and to estimate an amount of jitter.

[0107] In this modification, the test signal TEST is
transmitted from the client apparatus Cg twice. Howev-
er, it is also possible to the test signal TEST is transmit-
ted from the client apparatus Cg more than twice.

(EIGHTH EMBODIMENT)

[0108] Fig. 29isa block diagram of a server apparatus
Sh of an eighth embodiment. Fig. 30 is a block diagram
of a client apparatus Ch of the eighth embodiment.

[0109] The data transmission system of the eighth
embodiment is substantially the same as that of the sev-
enth embodiment. The difference is that the test signal
TEST is transmitted from the server apparatus Sh to the
client apparatus Ch and the response signal re is trans-
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mitted from the client apparatus Ch to the server appa-
ratus Sh.

[0110] More specifically, the transmission control cir-
cuit 2902 generates a test signal TEST and transmitting
the test signal TEST to the Client apparatus Ch in re-
sponse to a program request signal from the client ap-
paratus Ch. The buffer memory observing circuit 434
transmits a response signal re to the server apparatus
Sh in response to the test signal TEST from the server
apparatus Sh. The transmission control circuit 2902 re-
ceives the response signal re and measures a turna-
round interval. This operation is repeated to obtain the
turnaround interval 2.

[0111] Figs. 13A and 13B are timing charts of the
eighth embodiment showing transmission operation be-
tween the server apparatus Sh and the client apparatus
Ch.

[0112] The transmission control circuit 2902 gener-
ates the test signal TEST and transmitting the test signal
TEST to the client apparatus Ch in response to the pro-
gram request signal from the client apparatus Ch. The
buffer memory observing circuit 434 transmits a re-
sponse signal re with data BU indicative of the capacity
of the memory buffer memory 42 or the like to the server
apparatus in response to the test signal TEST from the
server apparatus Sh. The transmission control circuit
2902 receives the response signal re and measures a
turnaround interval 1. This operation is repeated to ob-
tain the turnaround interval by effecting a statistic oper-
ation from the turnaround interval 1 and the turnaround
interval 2. The transmission control circuit 2902 calcu-
lates the transmission bit rate in accordance with data
BU indicative of the capacity of network buffer memory
42 and compensates request amount data from the cli-
ent apparatus Ch in accordance with the transmission
bit rate. That is, the transmission control circuit 2902 de-
termines the amount of data in the network buffer mem-
ory 42 in response to a data request, wherein the bit rate
is limited under the calculated transmission bit rate.
[0113] Setting the bit rate to a suitable value deter-
mined in accordance with the delay in the network and
the capacity of the network buffer memory 42 prevents
the fluctuation of the delay and the jitter.

[0114] When the capacity of the network buffer mem-
ory 42 is fixed, a degree of absorbing jitter depends on
the bit rate. For example if there is a jitter of one second
peak to peak and there is the capacity of 4M bits in the
network buffer memory 42, the maximum bit rate is less
than 4 Mbit/ sec to absorb jitters. That is, in this embod-
iment, if the delay interval is long and jitters occur fre-
quently, the bit rate is limited, i.e., the resolution is made
low.

[0115] The client Ch transmits the test signal TEST
with the header hel when the empty area of the network
buffer memory 42 is higher than the reference. Then,
the server apparatus Sh transmits a response signal re
with a header.

[0116] The buffer memory observing circuit 443 re-
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ceives the response signal re and measures the turna-
round interval and determines the request amount of
coded data and transmits request amount data AMT
with a header he2 to the server apparatus Sh. The serv-
er apparatus Sh transmits the burst of which data
amount is determined in accordance with the request
amount data AMT.

(NINTH EMBODIMENT)

[0117] Fig. 31isablock diagram of a server apparatus
Si of a ninth embodiment. Fig. 14 is a block diagram of
a client apparatus Ci of the ninth embodiment.

[0118] The data transmission system of the ninth em-
bodiment is substantially the same as that of the fourth
embodiment. The difference is that the server apparatus
Sitransmits the video data and the audio data independ-
ently and the client apparatus Ci of the ninth embodi-
ment can receive the video data and the audio data from
the same or different server apparatus Si at the same
time.

[0119] More specifically, the server apparatus Si in-
cludes a memory 1701 for storing data of at least one
of coded video data and coded audio data, a transmit-
ting circuit 3102 for intermittently transmitting a burst in-
cluding the data read from the memory 1701 to the net-
work system in response to a data request, and a net-
work interface circuit 1703, a video data transmission
control circuit 3103, and an audio data transmission
control circuit 3104.

[0120] The video data transmission control circuit
3103 operates the transmission circuit 3102 and the
memory 1701 to transmit the video data in response to
a video data request and independently the audio data
transmission control circuit 3104 operates the transmis-
sion circuit 3102 and the memory 1701 to transmit the
audio data in response to an audio data request.
[0121] The client apparatus Ci includes a network in-
terface circuit 61 with a separator, clock generation and
counter circuit 70, and a PLL circuit and counter 71, a
video system, and an audio system. The video system
includes a video network buffer memory 62 for receiving
the transmitted video data in the burst directing to the
client apparatus Cifrom the network interface circuit61,
a buffer memory observing circuit 63 for detecting an
empty area of the stored video data in the video network
buffer memory 62 and transmitting the data request to
the server apparatus Si when the empty area is higher
than a reference, a decoding buffer 66 for storing the
data from the video network buffer memory 62, a video
decoder 67 for decoding the video data from the decod-
ing buffer memory 66, and a video reproducing circuit
72 for reproducing the decoded video data from contin-
uously in time base.

[0122] The audio system includes a audio network
buffer memory 64 for receiving the transmitted audio da-
ta in the burst directing to the client apparatus Ci from
the network interface circuit 61, a buffer memory observ-
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ing circuit 65 for detecting an empty area of the stored
audio data in the audio network buffer memory 64 and
transmitting an audio data request to the server Si2
when the empty area is higher than a reference, a de-
coding buffer memory 68 for storing the audio data from
the audio network buffer memory 64, and an audio de-
coder 69 for decoding the audio data from the decoding
buffer memory 68, and an audio reproducing circuit 73
for reproducing the decoded audio data continuously in
time base.

[0123] The network interface circuit 61 receives the
video data and the audio data independently, that is, re-
ceives the video data and the audio data from different
server apparatus Si1 and Si2 and supplies the received
video data to the video network buffer memory 62 and
supplies the received audio data to the audio network
buffer memory 64, so that the video data and the audio
data can be received from the different server apparatus
Si1 and Si2.

[0124] Figs. 15A to 15D are timing charts of the ninth
embodiment showing the video data transmission oper-
ation between the server apparatus Si1 and the client
apparatus Ci1 and the audio data transmission opera-
tion between the server apparatus Si2 and the client ap-
paratus Ci1.

[0125] In the above-mentioned embodiment the
fourth to ninth embodiments and their modifications can
be combined each other.

Claims
1. A data transmission system comprising:

at least one server apparatus having a memory
storing coded data of at least one of coded mov-
ing picture image data and coded audio data
and transmitting means for incontinuously
transmitting said data read from said memory
in every burst to a network system; and

at least client apparatus including receiving
means for receiving the transmitted data in said
burst directing to the client apparatus and de-
coding means for decoding the received data
to be continuously reproduced in time base,
wherein said server apparatus further compris-
es server's time data generation means for
generating server's time data indicative of time
of the next burst to provide continuously repro-
ducing said moving picture image data and said
audio data and data attaching means for at-
taching said server's time data to said data in
said burst and said client apparatus further
comprises extraction means for extracting said
server's time data from the received data, a cli-
ent's time data generation means for generat-
ing client's time data indicative of present time
of said client apparatus, and data requesting
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means for transmitting a request for the next
burst at a request timing determined in accord-
ance with said server's time data from said ex-
traction means and present time indicated by
said client's time data.

The data transmission system as claimed in claim
1, wherein said decoding and reproducing means
decodes in response to said client's time data and
said data requesting means comprises a subtractor
for obtaining a difference between said time data
and said reference clock signal when said server's
time data is received, request timing determining
means for compensating a relation between said
client's time data and the received server's time da-
ta in accordance with said difference and determin-
ing said request timing in accordance with said cli-
ent's time data and the compensated relation, and
request transmission means responsive to said re-
quest timing determining means for generating and
transmitting said request.

A data transmission system comprising:

at least one server apparatus having a memory
storing coded moving picture image data and
coded audio data and transmitting means for
incontinuously transmitting a video burst in-
cluding said coded moving picture image data
and an audio burst including coded audio data
read from said memory to a network system re-
spectively; and

at least client apparatus including receiving
means for receiving said video and audio bursts
directing to said client apparatus and decoding
means for decoding said coded moving picture
image data in said video burst and said coded
audio data in said audio burst to be reproduced
continuously in time base,

wherein said server apparatus further comprises
video time data generation means for generating
video time data indicative of transmission time of
the next video burst to provide continuously repro-
ducing said moving picture image data and said au-
dio time data generation means for generating au-
dio time data indicative of transmission time of the
next audio burst, and data attaching means for at-
taching said video time data to said coded moving
picture image data in said video burst and for at-
taching said audio time data to said coded audio
data in said audio burst, and said client apparatus
further comprises extraction means for extracting
said video time data from said video burst from said
receiving means and said audio time data from said
audio burst from said receiving means, client's time
data generation means for generating a client ref-
erence time data, and first data requesting means
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for transmitting a first request for transmitting the
next video burst in accordance with the extracted
first server's time data and time indicated by said
client's reference time data and second data re-
questing means for transmitting a second request
for transmitting said the next audio burst in accord-
ance with the extracted audio time data and present
time indicated by said client's reference time data.

The data transmission system as claimed in claim
3, wherein said decoding and reproducing means
decodes said data in response to said reference
clock signal and said first data requesting means
comprises a first subtractor for obtaining a first dif-
ference between said first server's time data and
said reference clock signal when said first server's
time data is received, first compensating means for
compensating a first relation between said refer-
ence clock signal and the received first server's time
data in accordance with said first difference, and
first requesting timing determining means for deter-
mining said first request timing in accordance with
said time data and the compensated first relation
and said second data requesting means comprises
a second subtractor for obtaining a second differ-
ence between said second time data and said ref-
erence clock signal when said second time data is
received, second compensating means for com-
pensating a second relation between said reference
clock signal and the received second time data in
accordance with said second difference, and sec-
ond requesting timing determining means for deter-
mining said second request timing in accordance
with said second time data and the compensated
second relation.

A data transmission system comprising:

at least one server apparatus having a memory
storing data of at least one of coded moving pic-
ture image data and coded audio data and
transmitting means for intermittently transmit-
ting a burst including said data read from said
memory to a network; and

at least client apparatus including receiving
means for receiving the transmitted burst di-
recting to said client and decoding means for
decoding the received data in the received
burst to be reproduced continuously in time
base,

wherein said server apparatus further compris-
es time interval data generation means for gen-
erating time interval data indicative of time in-
terval of successive coding to provide continu-
ously reproducing said moving picture image
data and said audio data and data attaching
means for attaching said time interval data to
said data in said burst and
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said client apparatus further comprises extrac-
tion means for extracting said time interval data
from the received data, a clock circuit means
for generating a reference clock signal, and da-
ta requesting means for periodically transmit-
ting a request for transmitting the next burst at
a timing determined in accordance with said
time interval data andtime indicated by said ref-
erence clock signal.

6. A data transmission system comprising:

at least one server apparatus having a memory
storing data of at least one of coded moving pic-
ture image data and coded audio data and
transmitting means for intermittently transmit-
ting a burst including said data read from said
memory to a network in response to data re-
quest; and

at least client apparatus including data request
transmission means for transmitting said data
request, receiving means for receiving the
transmitted data in said burst directing to said
client apparatus and decoding means for de-
coding said data from said receiving means to
be reproduced continuously in time base,

wherein said client apparatus further comprises
network buffer means for temporally storing the re-
ceived data and supplying the temporally stored da-
ta to said decoding means, buffer observing means
for detecting an empty area of said network buffer
means regarding the stored data, and request
transmitting means transmitting said data request
to said server when said empty area is higher than
a reference and said server apparatus further com-
prises request receiving means for receiving said
data request from said client and operating said
transmitting means to transmit the next burst in re-
sponse to said data request.

The data transmission system as claimed in claim
6, wherein said request transmitting means trans-
mits said data request including empty area size da-
ta indicative of a size of the detected empty area
and said transmission means controls an amount
of data of said coded data to be transmitted in ac-
cordance with said capacity of said empty area.

The data transmission system as claimed in claim
6, wherein said client apparatus further comprises
request number data generating means responsive
to said buffer memory observing means for gener-
ating request number data indicative of successive-
ly increasing number when said empty area is high-
er than said reference, said request transmitting
means further transmits said request number data
with said transmission request, and said server ap-
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paratus transmits the received request number data
with said data requested by said transmission re-
quest to said client apparatus.

The data transmission system as claimed in claim
6, wherein said buffer observing means generates
atest signal and transmitting said test signal to said
server when said empty area is higher than said ref-
erence, said server apparatus further comprises
test means for receiving said test signal and imme-
diately transmitting a response signal at least once,
said client apparatus further comprises data buffer
control means for controlling a capacitance of said
data buffer means, response signal receiving
means for receiving said response signal and
measuring means for measuring an interval be-
tween when said test signal is transmitted and when
said response signal is received, said data buffer
observing means further generates amount control
data in accordance with said interval and transmits
said amount control data with said next burst trans-
mission request, said request receiving means in
said server apparatus controls transmitting said
burst including said coded data at an amount deter-
mined in accordance with said amount control data,
and said data buffer control means controls said ca-
pacitance of said data buffer means in accordance
with said interval.

The data transmission system as claimed in claim
9, wherein said client apparatus further comprises
statistically processing means for statistically
processing data of said interval and supplies the
processed data of said interval to said data buffer
observing means and said data buffer means.

The data transmission system as claimed in claim
9, wherein said server apparatus further comprises
test signal generation means for generating a test
signal and transmitting said test signal to said serv-
er in response to said data request, calculation
means, and compensation means, said client ap-
paratus further comprises test means for receiving
said test signal and immediately transmitting a re-
sponse signal including data transmitting amount
data and capacity data of said data buffer means,
said server apparatus further comprises response
signal receiving means for receiving said response
signal and measuring means for measuring an in-
terval between when said test signal is transmitted
and when said response signal is received, said cal-
culation means calculates a data rate from the said
interval and said capacity data and said compensa-
tion means compensates the data amount data
from said response signal receiving means in ac-
cordance with said data rate from said calculation
means.
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The data transmission system as claimed in claim
11, wherein said client apparatus further comprises
statistically processing means for statistically
processing data of said interval data and supplies
the processed data of said interval to said calcula-
tion means.

The data transmission system as claimed in claim
6, wherein said data transmission system compris-
es first and second server apparatus, said client ap-
paratus further comprises separating means for
separating the received data into said coded mov-
ing picture image data and said coded audio data
at the same time, said buffer means comprises first
and second buffer circuits for temporally storing the
separated coded moving picture image data and
the separated coded audio data respectively, first
and second data buffer observing means for ob-
serving first and second empty area of said first and
second buffer circuits, and request transmitting
means includes first and second request transmit-
ting circuits for respectively transmitting first and
second next burst transmission requests to said first
and second server apparatus in response to said
first and second data buffer observing means inde-
pendently of each other.

The data transmission system as claimed in claim
6, wherein said transmitting means transmits said
nest burst including said data of a data amount less
than a predetermined value.

The data transmission system as claimed in claim
7, wherein said client apparatus further comprising
number data generation means responsive to said
data buffer observing means for generating request
number data indicative of successively increasing
number when said empty area is higher than said
reference and, said request transmitting means fur-
ther transmitting said request number data with said
transmission request and said server apparatus
transmits the received request number data in said
next burst.

The data transmission system as claimed in claim
7, wherein said data transmission system compris-
es first and second server apparatus, said client ap-
paratus further comprises separating means for
separating the received data into said coded mov-
ing picture image data and said coded audio data
at the same time, said buffer means comprises first
and second buffer circuits for temporally storing the
separated coded moving picture image data and
the separated coded audio data respectively, first
and second data buffer observing means for ob-
serving first and second empty area of said first and
second buffer circuits, and request transmitting
means includes first and second request transmit-
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ting circuits for respectively transmitting first and
second next burst transmission requests to saidfirst
and second server apparatus in response to said
first and second data buffer observing means inde-
pendently of each other.

A reproduction apparatus to be connected to a net-
work to receive burst data including server's time
data indicative of time of next transmitting said burst
data for continuously reproducing said moving pic-
ture image data and said audio data and at least
one of coded moving picture image data and coded
audio data, comprising:

receiving means for receiving the said burst da-
ta directing to the same from said network;
extraction means for extracting said server's
time data from the received burst data;
reference clock means for generating a refer-
ence clock signal;

data requesting means for transmitting a re-
quest for transmitting the next burst data at a
request timing determined in accordance with
said server's time data from said extraction
means and time indicated by said reference
clock signal;

decoding and reproducing means for decoding
and reproducing the received data continuous-
ly in time base in response to said reference
clock signal.

A reproduction apparatus to be connected to a net-
work to receive burst data at least one of coded
moving picture image data and coded audio data,
the top of burst data transmitted in response to data
request from the same including interval data indic-
ative of periodically transmitting said burst data
comprising:

receiving means for receiving the said burst da-
ta directing to the same from said network;
extraction means for extracting said interval da-
tafrom said top of burst data from said receiving
means;

reference clock means for generating a refer-
ence clock signal,

data requesting means for transmitting a re-
quest for transmitting the next burst data at a
request timing determined in accordance with
said interval data from said extraction means
and time indicated by said reference clock sig-
nal; and

decoding and reproducing means for decoding
and reproducing the received data continuous-
ly in time base in response to said reference
clock signal.

19. A reproduction apparatus to be connected to a net-
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work 1o receive burst data at least one of coded
moving picture image data and coded audio data,
comprising:

receiving means for receiving the said burst da-
ta directing to the same from said network;
reference clock means for generating a refer-
ence clock signal,

data buffer means for temporally storing the re-
ceived burst data and supplying the temporally
stored data;

decoding and reproducing means for decoding
and reproducing the received burst data from
said data buffer continuously in time base in re-
sponse to said reference clock signal;

request transmission means for observing an
empty area of the stored data and transmitting
anext burst transmission request to said server
when said empty area is higher than a refer-
ence.

20. The reproduction apparatus as claimed in claim 19,

21.

further comprising generating data demanding
amount data corresponding to said reference, said
request transmission means further transmitting
said data demanding amount data with said next
burst transmission request.

The reproduction apparatus as claimed in claim 19,
further comprising request number data generating
means for generating request number data indica-
tive of successively an increasing number and said
request transmitting means further transmitting said
request number data with said transmission request
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(57) A data transmission system including: at least
one server apparatus for supplying video (moving pic-
ture image) data and audio data and at leas client ap-
paratus coupled through a network receiving the video
data and audio data is disclosed. The server apparatus
transmits a burst including the video data and audio da-
ta. The client apparatus receives and reproduce the vid-
eo and audio data and server's time data indicative of a
timing of requesting the next burst. The next burst trans-
mission request is transmitted according to the clock of
the client and the server's time data. The video data and
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The Search Division considers that the present European patent application does not comply with the
requirements of unity of invention and relates to several inventions or groups of inventions, namely:

1. Claims: 1-5,17,18

A data transmission system comprising at least one server
apparatus for incontinuously transmitting coded moving
picture image data and coded audio data in every burst to a
network system, and at least one client apparatus for
receiving the transmitted data in said burst and for
decoding the received data to be continuously reproduced in
time base, wherein said server apparatus generates server's
time data indicative of time of the next burst to provide
continuously reproducing said moving picture image data and
said audio data and attaches said server's time data to said
data in said burst and said client apparatus extracts said
server's time data from the received data, generates
client's time data indicative of present time of said client
apparatus, and transmits a request for the next burst at a
request timing determined in accordance with extracted
server's time data and present time indicated by said
client's time data.

2. Claims: 6-16,19-21

A data transmission system comprising at least one server
apparatus for intermittently transmitting a burst including
coded moving picture image data and coded audio data

to a network in response to data request, and at least one
client apparatus for transmitting said data request, for
receiving the transmitted data in said burst and

for decoding the received data to be reproduced continuously
in time base, wherein said client apparatus temporally
stores the received data in a network buffer before decoding
them, detects an empty area of said network buffer regarding
the stored data, and transmits said data request to said
server when said empty area is higher than a reference, |
and said server apparatus transmits the next burst in
response to said data request.
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(54) Internet multimedia broadcast system

(57) A method and system for playback of live and
pre-recorded multimedia data in real-time over a large
scale communication network, such as the world-wide
web. The invention allows a user connected to a spe-
cialized network to play back a multimedia broadcast.
Theinvention includes a process that allows multimedia
content to be created and scheduled as a playlist. The
playlist data is compressed and transmitted to a host
system as part of a capture protocol. The captured play-
list data may then be "broadcast" to users. A user may
choose a channel selection from a playlist, and cause
the selected item to be downloaded and played back by
means of a playback tool. The host system includes a

100 300

highly efficient distribution system that allows a large
number of users accessing the host through Terminal
Information Handlers to rapidly access one or more
channels of multimedia data. The system architecture
provides a "fan out" mechanism that includes a master
broadcast process that accepts a multi-stream data flow
and then distributes the multi-stream data flow to essen-
tially every Terminal Information Handler accessible to
the host. The load of providing data streams is thus
spread among a large number of Terminal Information
Handlers, reducing access latency and providing sup-
port for hundreds of thousands of users over a large
scale communication network.
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1 EP 0 984 584 A1 2

Description
TECHNICAL FIELD

[0001] This invention relates to a method and system
for playback of live and pre-recorded multimedia data in
real-time over a large scale communication network,
such as the world-wide web.

BACKGROUND

[0002] The world wide web, or Internet, is a large
scale communication network that has become increas-
ingly popular with users for accessing data from a huge
variety of sources. Currently, a large percentage of us-
ers access the Internet through modems, typically hav-
ing a data rate between about 33.6 Kbps and 14.4 Kbps.
For data such as text or simple graphics, such speeds
are adequate to enable a "web browsing" experience
that most users find enjoyable. These data rates are al-
so acceptable for transmittal and playback of multimedia
data (e.g., audio, video, still images, text, hyperlinks,
etc.) in real-time if the data is highly compressed. Ac-
cordingly, a number of schemes have been implement-
ed for allowing users to access and download com-
pressed multimedia data streams for local decompres-
sion and playback.

[0003] One such approach for real-time multimedia
data playback utilizes the Internet multicast protocol.
Multicasting includes transmitting a communication
from one site to a group of selected receivers (multicast-
ing differs from broadcasting in that a broadcast is sent
to everyone who has the equipment or connection to re-
ceive it). Under this scheme, a user initiates an action
(e.g., selection of a uniform resource locator - URL - ad-
dress) that requests that a multimedia data stream be
transmitted from a server to the user's client system, for
decompression and playback by a software process ex-
ecuting on the client. The request causes the router to
which the user is coupled to access special multicast
Internet addresses. The requested data is then supplied
to the user (or "subscriber") by means of a multicasting
backbone (MBone), which is a network of special Inte-
met sites that supports Internet Protocol multicasting for
a limited number of users. MBone provides a faster tech-
nology than the Internet for transmitting real-time audio
and video programs.

[0004] A disadvantage of Internet multicasting is that
a multicast event (e.g., a live radio show) can only ef-
fectively support several hundreds to a few thousands
of users with uninterrupted data streams. Due to band-
width constraints and the lack of guaranteed quality of
service for the Internet, adding more users may cause
objectionable pauses in content (e.g., pauses in multi-
media playback). Thus, for some events, Internet mul-
ticasting cannot meet user demand.

[0005] Accordingly, there is a need for an architecture
that can provide for playback of live and pre-recorded
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multimedia data in real-time over a large scale commu-
nication network. such as the world-wide web, for a large
number of users, typically in the hundreds of thousands
of users. The present invention provides a method and
system for such an architecture.

SUMMARY

[0006] The preferred embodiment of the invention al-
lows a user connected to a specialized network having
a "Multimedia Broadcast" feature to play back a multi-
media broadcast. One aspect of the invention includes
a Studio Console Process executing on a content pro-
vider client system that allows multimedia content to be
created and scheduled as a "playlist". The data compris-
ing a playlist may be pre-recorded or live. The playlist
data is compressed under the control of the Studio Con-
sole Process and transmitted to a host system as part
of a "capture" protocol controlled by a "radio IN" proc-
ess. The captured playlist data may then be "broadcast"
to users who "tune in" to a "live multimedia show", or
stored for later broadcast. (In this context, "broadcast"
simply means transmittal of a data stream to a user who
selects content to be played back on the user's client
system).

[0007] A user may choose a "channel" selection from
aplaylist, and cause the selected item to be downloaded
and played back by means of a "playback tool". The data
stream corresponding to the selected item optionally
may include embedded non-audio content. such as hy-
pertext links to other forms, URLs to web pages, static
images, video images, efc.

[0008] The host system includes a highly efficient dis-
tribution system that allows a large number of users ac-
cessing the host through Terminal Information Handlers
to rapidly access one or more channels of audio data
augmented by non-audio multimedia data. In particular,
the inventive system architecture provides a "fan out"
mechanism that includes a master broadcast process
that accepts a multi-stream data flow from a "radio OUT"
process and then distributes the multi-stream data flow
to essentially every Terminal Information Handler ac-
cessible to the host. The load of providing data streams
is thus spread among a large number of Terminal Infor-
mation Handlers, reducing access latency to typically
less than about 3 seconds, and providing support for
hundreds of thousands of users over a large scale com-
munication network such as the world-wide web.
[0009] In particular, in one aspect the invention in-
cludes a system for playback of live and pre-recorded
multimedia data in real-time over a large scale commu-
nication network, including a computer system having a
plurality of terminal information handlers for managing
general information flow to and from a plurality of users;
an output process for assembling multiple multimedia
data streams for distribution; at least one broadcast
process, in communication with the output process, for
distributing the assembled multiple multimedia data
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streams to each of the terminal information handlers;
and a selector process, in communication with the ter-
minal information handlers, for receiving a channel re-
quest from a user through an terminal information han-
dler associated with the user, mapping the channel re-
quest to a corresponding one of the multiple multimedia
data streams, and enabling transmission of the corre-
sponding one multimedia data stream to the user
through the associated terminal information handler. In
another aspect, the invention includes a corresponding
method.

[0010] The details of one or more embodiments of the
invention are set forth in the accompanying drawings
and the description below. Other features, objects, and
advantages of the invention will be apparent from the
description and drawings, and from the claims.

DESCRIPTION OF DRAWINGS

[0011] FIG. 1A is block diagram of the preferred em-
bodiment of the invention.

[0012] FIG. 1B is block diagram of a portion of an al-
ternative embodiment of the invention.

[0013] FIG. 2 is a "screen shot" of one embodiment
of a graphical user interface (GUI) for defining a data
stream within a studio console process in accordance
with the invention.

[0014] FIG. 3 is a "screen shot" of one embodiment
of a GUI for defining a playlist schedule within a studio
console process in accordance with the invention.
[0015] FIG. 4 is a "screen shot" of one embodiment
of a GUI for displaying playback information and allow-
ing selection of a playback channel within a user client
process in accordance with the invention.

[0016] FIG. 5A is a block diagram showing the client-
host architecture for a capture session.

[0017] FIG. 5B is adata flow diagram showing the da-
ta flow for establishing a capture session.

[0018] FIG. 5Cis a data flow diagram showing the da-
ta flow for recording during a capture session.

[0019] FIG. 5D is a data flow diagram showing the da-
ta flow for ending a capture session.

[0020] FIG. 6Ais adata flow diagram showing the da-
ta flow architecture for playback of a multimedia data
stream.

[0021] FIG. 6B is adata flow diagram showing the da-
ta flow for starting a playback session.

[0022] FIG. 6C is a data flow diagram showing the da-
ta flow for switching a playback channel.

[0023] FIG. 6D is a data flow diagram showing the da-
ta flow for ending a playback session.

[0024] Like reference numbers and designations in
the various drawings indicate like elements.
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DETAILED DESCRIPTION
Overview

[0025] The preferred embodiment of the invention al-
lows a user connected to a specialized network having
a "Radio" feature (e.g., the America Online network) to
play back an audio broadcast that may be augmented
with non-audio multimedia data, such as video and still
images, URLs, text fields, etc. One aspect of the inven-
tion includes a Studio Console Process executing on a
content provider client system that allows such content
to be created and scheduled.

[0026] For example, the Studio Console Process en-
ables a content provider to schedule a week's worth of
prerecorded content that changes daily. The content
provider uses a form in the Studio Console Process to
assemble a "playlist" for each day. If the content provider
then needs to conduct a live event on the Radio system,
the content provider uses the Studio Console Process
to override any existing playlist. When the live event is
completed, the playlist resumes as originally scheduled.
[0027] The data comprising a playlist may be pre-re-
corded or live. The playlist data is compressed under
the control of the Studio Console Process and transmit-
ted to a host system as part of a "capture” process. The
captured playlist data may then be "broadcast” to users
who "tune in" to a "live multimedia show", or stored for
later broadcast. (In this context, "broadcast" simply
means transmittal of a data stream to a user who selects
content to be played back on the user's client system).
[0028] A user may initiate a form that displays availa-
ble playlists for one or more "channels" of a host system,
choose a selection from a playlist, and cause the select-
ed item to be downloaded and played back by means
of a "playback tool". The data stream corresponding to
the selected item optionally may include embedded
non-audio content, such as hypertext links to other
forms, URLs to web pages, static images, or video im-
ages.

[0029] The host system includes a highly efficient dis-
tribution system that allows a large number of users to
rapidly access one or more channels of audio data aug-
mented by non-audio data. The latency of access - the
time between a request for playback of a particular
channel and commencement of playback on a user cli-
ent - is typically less than about 3 seconds, compared
to tens of seconds for many prior art systems.

System Architecture - Content Provider Client

[0030] FIG. 1A is block diagram of the preferred em-
bodiment of the invention. Content to be broadcast is
typically developed by a content provider utilizing a con-
tent provider client 100. A Studio Console Process 102
executes on the content provider client 100. The Studio
Console Process 102 allows a content provider to define
("author") a play list data stream to be uploaded to a
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host 300 during a "capture" session for "broadcast" to
users selecting the channel assigned to the playlist. (De-
tails of a capture session are described below.) The
playlist data stream includes audio content and may in-
clude images or other data which may be inserted into
the data stream as the data is being compressed. In the
preferred embodiment, the Studio Console Process 102
communicates with a separate encoder tool 104 that re-
sponds to and carries out the directions of the content
provider input by means of the Studio Console Process
102. In particular, the encoder tool 104 selects one of a
plurality of encoder "plugins" 106 to perform necessary
data compression of the multimedia content of the data
stream. The encoder tool 104 also packages the com-
pressed multimedia content into packets for transmis-
sion to the host 300. In the preferred embodiment, audio
data is given priority over non-audio data to reduce the
likelihood of any objectionable interruption in audio play-
back. In general, other types of data may be appended
to audio packets as long as the total transmission packet
(e.g., an Internet protocol packet) does not exceed a tar-
get bit rate (e.g., 10 Kbps).

[0031] Audio content may come from "live" sources to
the content provider client 100, such as an input to a
computer sound card from a microphone 108 or "line-
in" source (e.g., an analog or digital audio playback de-
vice such as an audio tape or CD player), or a direct
input to the computer from a direct digital connection (e.
g., CDROM player). Alternatively, audio content may
come from pre-recorded ("canned") sound files, such as
WAV and ART files, located on storage media 110 ac-
cessible to the content provider client 100.

[0032] Similarly,images (still or video) may come from
"live" sources to the content provider client 100, such as
video cameras. Still images can be from standard file
formats, including ART, BMP, GIF or JPG (JPEG) for-
mats. In the preferred embodiment, all such formats are
re-compressed into a single format (ART) for the broad-
cast data stream.

[0033] One aspect of the invention is that a content
provider may change an encoder plugin 106 "on-the-fly"
to accommodate different content inputs as such inputs
change. For example, an encoder plugin 106 particular-
ly well-suited for speech may be used for a time (for ex-
ample, while a conductor is explaining a music piece
about to be played), and then an encoder plugin 106
particularly well-suited for music may be switched in
when the source material changes (for example, when
the music piece is being played).

[0034] FIG. 2 is a "screen shot" of one embodiment
of a graphical user interface (GUI) for defining a data
stream within the Studio Console Process 102. The pre-
ferred content definition GUI for the Studio Console
Process 102 includes controls that allow the content
provider to do at least the following in "authoring" a play-
list entry:

«  Select an audio source 150 ("live" or "canned") for
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a data stream.

Define an audio target 152 for the data stream (e.
g., a file name for storage on the content provider
client 100 or on the host 300 for later broadcast, or
a channel name for a live broadcast).

Select an encoder 154 for compressing the audio
source data stream. The list of available encoders
allows selection of varying degrees of compression,
depending on the desired final sound quality and
the nature of the audio source material (e.g.,
speech generally can be compressed more than
music). Examples of such encoders include those
available from Voxware, Inc. of Princeton, NJ. For
example, the Voxware VR12 Speech Codec re-
quires a bit rate of only 1.5 Kbps for speech, while
a music codec may require as much as 10 Kbps.

Define a "stream name" 156, which is a name for
the data stream that is delivered to a user's play-
back tool whenever playback is started for a partic-
ular virtual channel.

Define a "stream description" 158 that provides a
detailed description of the data stream that can be
delivered to a user's playback tool on demand. For
example, the description may contain rich-text -
HTML formatted text that may contain font and color
information tags.

Define "caption text" 160, which is simple text that
can appear within the data stream. In the preferred
embodiment, when a playback tool receives a com-
plete caption string. the caption string is forwarded
to an auxiliary tool for display in a text field on a form,
if the field exists. The caption text may be used for
closed captioning or for other "headline" updates,
and is preferably in "rich text format" (RTF). The
caption text may also included hyperlinks.

Select image data 162 that can be delivered ap-
pended to and interleaved with the audio data. The
image data is inserted in the data stream wherever
available space is found after the audio packets (a
target bit rate for the data stream is set at authoring
time) to expedite transfer to the client. When data
is received at the playback tool, it is forwarded to
an auxiliary tool for rendering. The original image
data may be in any of a variety of formats, such as
the well-known ART, BMP, GIF or JPG (JPEG) im-
age formats, but is preferably transformed into a
single multimedia ART format for broadcast. A
number of images may be linked to form a "slide
show". To save space in the data stream itself, a
global ID reference to an image or video data may
be delivered instead of an image itself. The global
ID is passed by the user's playback tool to an aux-
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iliary tool for rendering. This approach is useful if
the referenced data resides on the client's system
(i.e., the data was downloaded previously). Video
data can also be delivered appended to and inter-
leaved with the audio data. As with image data, vid-
eo data is inserted in the data stream wherever
available space is found after the audio packets.
However, a significant amount of bandwidth is re-
quired for video data, even for highly compressed
video images, and thus should be limited for low-
bandwidth users. When video data is received at
the playback tool, it is forwarded to an auxiliary tool
for rendering.

- Selectordefine URLs 164 that can be delivered ap-
pended to and interleaved with the audio data.
When URLs are received at the playback tool, they
forwarded to an auxiliary tool which attaches them
to a button or image on a form (if one exists) dis-
played to the user. When the button or image is se-
lected by the user, the attached URL is activated in
conventional fashion.

[0035] The Studio Console Process 102 also may be
used to schedule playlist content on a channel for an
extended period of time. FIG. 3 is a "screen shot" of one
embodiment of a GUI for defining a playlist schedule
within the Studio Console Process 102. The preferred
playlist definition GUI for the Studio Console Process
102 includes controls that allow the content provider to
do at least the following in scheduling a playlist:

- Define a schedule 170 of start and stop times for
each of a plurality of audio content files.

« Select a channel 172 on which multimedia content
will be made available to users.

« Define a release date 174 for the playlist.

«  Check the overall start and stop times 176 and file
characteristics 178 for the playlist content.

System Architecture - User Client

[0036] FIG. 1A also shows a user client 200. In the
preferred embodiment, a User Client Process 202 com-
municates through a playback tool 204 across a network
(e.g., the Internet) with the host 300 to access playlists
and select a channel for playback. The User Client Proc-
ess 202 responds to and carries out the directions of a
user by means of the playback tool 204. In particular,
the playback tool 204 selects one of a plurality of decod-
er plugins 206 to perform necessary data decompres-
sion of the multimedia content of a received data stream.
The playback tool 204 also parses multimedia packets
received from the host 300. In particular, the playback
tool 204 processes all audio data internally, but forwards
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all non-audio data to one or more auxiliary tools 208,
each of which can manage and render such data.
[0037] In the preferred embodiment, while a data
stream may contain all types of data, each particular
calling form displayed by the User Client Process 202
notifies the auxiliary tools 208 of the data that pertain to
the form. That way, different forms can have different
presentations for the same data stream. For example,
one small form may only have start and stop buttons for
the audio portion of the stream with no image box. The
auxiliary tools 208 would not try to render any accom-
panying image data. Another, larger form may have an
image box that is updated by an auxiliary tool 208 when-
ever a new image appears in the data stream.

[0038] In the preferred embodiment. the user client
process 202 provides the ability for a user to play back
a particular playlist selection until a different channel is
selected or the playback session is ended. Multimedia
content may be delivered in a one-time transmission or
may be continuously broadcast in a looping manner. In
either event, the user is able to join an active broadcast
at any point during its transmission.

[0039] FIG. 4 is a "screen shot" of one embodiment
of a GUI for displaying playback information and allow-
ing selection of a playback channel within the User Cli-
ent Process 202. (Details of a playback session are de-
scribed below.) The preferred playback GUI includes
controls that allow the user to do at least the following:

« Display a playlist 400 of stream names for selecta-
ble data streams.

- Display a stream description 404 for a selected
stream name.

- Display accompanying caption text 406.
« Display accompanying graphics 408.

« Display active link buttons 410 for accompanying
URLs.

« Include other desired or convenient controls, such
a stop button 412. For example, if the user presses
the stop button 412, the playback tool 204 should
blank out the stream name, stream description, link
button, and caption text. The playback tool 204
could also display a default name, such as "no sta-
tion selected". The playback tool 204 may also
cause a blank image sent to the appropriate auxil-
iary tool 208 if the user presses the stop button 412
while an image is being rendered. A standard
graphic can be displayed instead.

System Architecture - Host Broadcast System
Architecture

[0040] Referring to FIG. 1A, a playlist of multimedia
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content generated by a content provider client 100 is
transferred in conventional fashion over a network (e.g.,
the Internet) to a host 300. The host 300 generally in-
cludes one or more "front-end" Terminal Information
Handlers (TIH) 302 that manage general information
flow to and from the host 300 for multiple users. For ex-
ample, on the America Online network, each TIH 302
can manage about 63 concurrent users. A radio IN proc-
ess 304 executing on the host 300 receives data from
a content provider client 100 that is transmitted by
means of "ri" (radio input) messages. The radio IN proc-
ess 304 generally stores multimedia content as files in
a storage device 306 that is accessible to the host 300
for later broadcast or for archiving of the multimedia con-
tent. However. the radio IN process 304 may also be
used to directly transfer the received multimedia content
to a radio OUT process 308 for broadcast to users re-
questing playback.

[0041] In accordance with a primary aspect of the in-
vention, the radio OUT process 308 provides multiple
data streams of multimedia content for access by users.
In particular. the radio OUT process 308 may access
multiple data streams from one or more storage devices
306, or accept "live" feeds of multimedia content from
the radio IN process 304 (e.g., a live interview or live
reporting from the scene of a news event). Thus, the
radio OUT process 308 gathers and assembles the data
packets representing such multimedia content data
streams into a "broader" multi-stream data flow.

[0042] In order to provide a highly efficient distribution
system that allows a large number of users to rapidly
access one or more channels of multimedia data, the
inventive system architecture provides a "fan out" mech-
anism that includes a master broadcast process 312.
The broadcast process 312 accepts the multi-stream
data flow from the radio OUT process 310 and then dis-
tributes the multi-stream data flow (shown as thick ar-
rows in FIG. 1A) along with instances of itself 312 to
essentially every terminal information handler 314 ac-
cessible to the host 300. (Although only two instances
of the broadcast process 312 and two TIHs 314 are
shown, any number may be selected). Thus, the load of
providing data streams is spread among a large number
of Terminal Information Handlers 314.

[0043] For example, in the America Online network,
one instance of each broadcast process would be dis-
tributed within an internal network to a "pod", each com-
prising a large number of individual servers. Coupled to
each pod in a ring are multiple TIHs 314. Executing on
each pod is an instance of the broadcast process 312.
which circulates the multi-stream data flow among all
TIHs within the pod. In this manner, any one channel of
multimedia data stream within the multi-stream data
flow is available for transmittal to a user requesting play-
back with very little delay. As noted above, in one em-
bodiment of the invention, the access latency is typically
less than about 3 seconds.

[0044] FIG. 1B is block diagram of a portion of an al-
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ternative embodiment of the invention. In this embodi-
ment, the Terminal Information Handlers are configured
hierarchically. A multi-stream data flow from a broadcast
process 350 is transmitted to a top-level terminal front
end processor (TFEP) 352 of conventional design,
which controls multiple TIHs 354. The TFEP 352 then
re-transmits the multi-stream data flow to dependent
TIHs 354, reducing data traffic within the overall system
compared to the ring architecture referenced above.
Multiple user clients 356 may then access selected
channels of the multi-stream data flow through the TIHs
354.

[0045] Once the multi-stream data flow content is
available in the TIHs 314, any channel of the multi-
stream data flow is available for transmittal to a user re-
questing playback. To allow a user to select a particular
channel, a tuner process 318 executing within the host
300 is coupled to each TIH 314. The tuner process 318
intercepts channel requests from users and commands
the TIH 314 with which the user is in communication to
deliver a particular multimedia data stream to that user
from the multi-stream data flow. Thereafter, packets
from that data stream are transmitted to the requesting
user (see below for further discussion of playback ses-
sions).

[0046] An additional function of the tuner process 318
is thatitcan "map" a channel name to a channel number.
For internal efficiencies, each channel of the multi-
stream data flow is given a channel number. However,
it may be desirable to give one or more channel names
to each channel number. Thus, channel "1" may be as-
signed the channel name of "The AOL Radio Hour" on
one playback list form displayable to users for a partic-
ular time slot, but be assigned the channel name of "The
Motley Fool" on the same or another playback list form
for a different time slot. Accordingly, in the preferred em-
bodiment, the tuner process 318 maintains a map of
channel names to channel numbers. The tuner process
318 then maps an incoming channel name from a user's
channel request to the corresponding channel number.
That channel number is then used to select the corre-
sponding data stream on the TIH 314 to transmit to the
user.

[0047] The inventive architecture may also be usedin
conjunction with conventional Internet multicast sys-
tems by providing a connection 320 from the radio QUT
process 308 to a multicast server system, in known fash-
ion. This capability may be useful when a channel is ex-
pected to have a relatively small audience which would
not tax the "fan out" characteristics of the multicast sys-
tem. However. for large "fan out" needs, the inventive
architecture provides the advantages noted above.

Capture Session
[0048] FIG. 5A is a block diagram showing the client-

host architecture for a capture session. A content pro-
vider is provided with the Studio Console Process 102,
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encoder tool 104, and encoder plugins 106 described
above, which may be considered to be a single "capture
tool" 502 executing on a content provider client 100. The
capture tool 502 communicates with the host 300 over
a network through a Send function 504, which takes
care of the details of data transmission in known fashion.
The host 300 communicates with the capture tool 502
through a Terminal Information Handler (TIH) 302, as
described above. The capture process requires only
one host process, the radio IN process 304, whose func-
tion is to receive data from a content provider that is
transmitted by means of "ri" (radio input) messages. The
radio IN process 304 stores multimedia content as files
in a storage device 306 that are accessible to the host
300 for later broadcast. There are three phases of a cap-
ture session: Starting the capture session, Recording,
and Ending the capture session.

[0049] For a live input (e.g., a microphone capture),
initiating a capture session will start recording, com-
pressing the multimedia data using the selected encod-
er plugin 106, packetizing the compressed multimedia
data as a data stream, and uploading the data stream
to the host 300. Since the data is compressed and trans-
mitted while the "live" data (e.g., voice from a micro-
phone) is being recorded, the author has no ability to
edit and review the content. This option will most likely
be used for unrehearsed content. For pre-recorded in-
put (e.g., a WAV file), initiating a capture session will
start compressing the multimedia data using the select-
ed encoder plugin 106, packetizing the compressed
multimedia data as a data stream, and uploading the
data stream to the host 300. Because the input data is
file based, the author has the ability to edit and review
content off-line before submitting it to the host 300.
[0050] FIG. 5B is adata flow diagram showing the da-
ta flow for establishing a capture session (the represen-
tation of the Send function 504 and TIH 302 from FIG.
5 have been omitted for clarity). To establish a capture
session, the user invokes a "connect” function 506 in a
form 508 of the capture tool 502, which uploads a
CLIENT_CONNECT message 510 to the radio IN proc-
ess 304 within the host 300. The radio IN process 304
returns the same message 512 to acknowledge that a
connection has been established.

[0051] FIG. 5Cis a data flow diagram showing the da-
ta flow for recording during a capture session. After the
host 300 has been informed that the content provider
client 100 will be sending data, the capture tool 502 in-
itiates transfer of multimedia content with an "rc" (radio
control) START_STREAM message 514. The radio IN
process 304 returns the same message 516 to acknowl-
edge the start of data transmission and opens 515 afile
to store the data stream. The initialization message is
then followed by "ri" (radio input) DATA messages 518-I
to 518-nfrom the capture tool 502. The DATA messages
contain the audio data and any supplemental data ap-
pended to the audio data. At the end of the data stream,
the capture tool 502 sends an "r¢" (radio control)
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END_STREAM message 520. The radio IN process 304
returns the same message 522 to acknowledge the end
of data transmission and closes 523 the data file used
to store the data stream.

[0052] FIG. 5D is a data flow diagram showing the da-
ta flow for ending a capture session. The capture ses-
sion is stopped by closing the open form 508 of the cap-
ture tool 502 or by pressing the appropriate cancel con-
trol. When this happens, the capture tool 502 sends an
"r¢" (radio control) CLIENT_DISCONNECT message
524 to the radio IN process 304. The radio IN process
304 returns the same message 526 to acknowledge that
the connection has been terminated. When this occurs,
the capture tool 502 is shutdown by the content provider
client 100.

Playback Session

[0053] FIG. 6A is a data flow diagram showing the da-
ta flow architecture for playback of a multimedia data
stream. A user is provided with a user client process
202, playback tool 204, and decoder plugins 206 as de-
scribed above, which may be considered to be a single
"playback tool" executing on the user client 200. The
playback tool includes a playback form 602 to accept
user selection of a channel. The channel selected is
communicated to the processes described above with
respect to FIG. 1A, which may be considered to be a
single "broadcast system" 604 from the user's perspec-
tive.

[0054] The broadcast system 604 manages the deliv-
ery of radio control messages ("rc") and radio broadcast
("rb") data to the user client 200 through a Terminal In-
formation Handler, as described above. There are four
phases of playback sessions: Start Playback, Playback,
Switching Channels, and Ending Playback.

[0055] FIG. 6B is a data flow diagram showing the da-
ta flow for starting a playback session. To establish a
playback session, the user uses the playback tool to
download a selection form from the host 300. In partic-
ular, the broadcast system 604 will have initialized the
playback form 602 with the available channels. A chan-
nelis selected from the playback form 602, and the play-
back tool notifies the broadcast system 604 of the se-
lected channel through a CHANNEL REQUEST com-
mand message 606.

[0056] Once the broadcast system 604 has been in-
formed that the user client 200 has selected a particular
radio channel for playback (i.e., the tuner process 316
receives an "rw" token with a channel name), the broad-
cast system 604 initiates the broadcast with a "rc" (radio
control) START_CMD message 608. This initialization
message is immediately followed by "rb" (radio broad-
cast) data messages 610. The data messages 612 pref-
erably alternate header information and multimedia da-
ta. In the preferred embodiment, an identical header to-
ken is repeated with every data transmission so that us-
ers can join in the broadcast at any particular moment.
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The final "rb" data packet 614 transmitted contains an
"end-of-file" (EOF) identifier. In the preferred embodi-
ment, if the playback content loops, the first data header
will be transmitted again, and the broadcast will restart.
Otherwise, a special "rc" STOP_PLAY_0 message (not
shown) is sent to shut down that particular channel.
[0057] FIG. 6C is a data flow diagram showing the da-
ta flow for switching a playback channel. The basic proc-
ess is similar to the process described for FIG. 6B. How-
ever. when a program is playing, the user can request
a different program using the playback form 602. The
playback tool notifies the broadcast system 604 of the
new selected channel through a channel request mes-
sage 606'. The broadcast system 604 then initiates the
new broadcast with a "rc" (radio control) START_CMD
message 608'". This initialization message is immediate-
ly followed by "rb" (radio broadcast) data messages 610’
for the new channel. Whenever a new channel is start-
ed, the stream name and stream description is sent to
the appropriate auxiliary tool 208 for display if provided
by the playback form 602.

[0058] FIG. 6D is a data flow diagram showing the da-
ta flow for ending a playback session. The playback ses-
sion is stopped by closing the open playback form 602
or by pressing the appropriate cancel control. When this
happens, a TERMINATE SESSION command message
616 is sent to the broadcast system 604 to force a
STOP_PLAY_0 618 message to be sent back to the us-
er client 200. When this occurs, the playback tool is shut-
down.

Computer Implementation

[0059] The invention may be implemented in hard-
ware or software, or a combination of both. However,
preferably, the invention is implemented by means of a
computer program executing on one or more program-
mable systems each comprising at least one processor.
a data storage system (including volatile and non-vola-
tile memory and/or storage elements). at least one input
device, and at least one output device. Program code is
applied to input data to perform the functions described
herein and generate output information. The output in-
formation is applied to one or more output devices, in
known fashion.

[0060] Each such program may be implemented in
any desired computer language (including machine, as-
sembly, high level procedural, or object oriented pro-
gramming languages) to communicate with a computer
system. In any case, the language may be a compiled
or interpreted language.

[0061] Each such computer program is preferably
stored on a storage media or device (e.g., ROM or mag-
netic media) readable by a general or special purpose
programmable computer, for configuring and operating
the computer when the storage media or device is read
by the computer to perform the procedures described
herein. The inventive system may also be considered to
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be implemented as a computer-readable storage medi-
um, configured with a computer program, where the
storage medium so configured causes a computer to op-
erate in a specific and predefined manner to perform the
functions described herein.

[0062] A number of embodiments of the present in-
vention have been described. Nevertheless, it willbe un-
derstood that various modifications may be made with-
out departing from the spirit and scope of the invention.
For example, while specific controls have been shown
in FIGS. 2-4, other controls may be used to provide sim-
ilar functionality. Further, while FIGS. 5A-5D and 6A-6D
show preferred messaging and data flow protocols, oth-
er messaging and data flow protocols may be used to
provide similar functionality. Accordingly, other embod-
iments are within the scope of the following claims.

Claims

1. A system for playback of live and pre-recorded mul-
timedia data in real-time over a large scale commu-
nication network, including:

(a) a computer system having a plurality of ter-
minal information handlers for managing gen-
eral information flow to and from a plurality of
users;

(b) an output process for assembling multiple
multimedia data streams for distribution;

(c) at least one broadcast process, in commu-
nication with the output process, for distributing
the assembled multiple multimedia data
streams to each of the terminal information
handlers; and

(d) a selector process, in communication with
the terminal information handlers, for receiving
a channel request from a user through an ter-
minal information handler associated with the
user, mapping the channel request to a corre-
sponding one of the multiple multimedia data
streams, and enabling transmission of the cor-
responding one multimedia data stream to the
user through the associated terminal informa-
tion handler.

2. The system of claim 1, further including an input
process for receiving multimedia data streams for
distribution.

3. The system of claim 1, further including at least one
storage device for storing multimedia data streams

for later transmission.

4. A method for playback of live and pre-recorded mul-
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timedia data in real-time over a large scale commu-
nication network, including the steps of:

(a) providing a plurality of terminal information
handlers for managing general information flow
to and from a plurality of users;

(b) assembling multiple multimedia data
streams for distribution;

(c) distributing the assembled multiple multime-
dia data streams to each of the terminal infor-
mation handlers; and

(d) receiving a channel request from a user
through an terminal information handler asso-
ciated with the user, mapping the channel re-
quest to a corresponding one of the multiple
multimedia data streams, and enabling trans-
mission of the corresponding one multimedia
data stream to the user through the associated
terminal information handler.

The method of claim 4, further including the step of
receiving multimedia data streams for distribution.

The method of claim 4, further including the step of
storing multimedia data streams for later transmis-
sion.
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Description

{30611 The present invention relates to a method and
apparatus for network communication by distribuiing
network addresses (o user machines.

{6062] Computers have the capabilily to provide mas-
sive amounts of educational and entertainment informa-
tion by way of the Internet. Currently, on-line systems
offer a variety of different services to users, including
news feads, electronic databases (either searchable by
user directly on the on-line system, or downloadable fo
the user's own comgputer), privaie message services,
electronic newsletters, real time games for play by sev-
eral users at the same tima, and job placement services,
io name a few. However, currently most on-line commu-
riications ccour merely through text. This is in contrast
to the audio/visual presentation of the aliemative elec-
tronic medium, television. However, it is expecied that
as multi-media's incessant growth continues, audio/vis-
ual programs will proliferate and text will become less
and less dominant in the on-line envirenment.

{06003] Even though these programs will be intro-
ducead, the Intarnet will remain essentially user uniriend-
fy due to iis very massiveness, organization, and ran-
domness. Simply stated, there is no order or direction
in the Internet. Specific pieces of information can be
hard to find, and it is even harder 1o put that piece of
information info a meaningful context.

{6084] Television, on the other hand, has been criti-
cized for being a passive madium. Whilst interactive tel-
evision systems have increased the level of user inter-
action, and thus, provided greater learning and enter-
tainment cpportunities, vast information resources such
as databases are inaccessible from such a medium.
{3085] The present invention seeks fo close the gap
between video programming and the vast information
resources of the Internet.

{6088] Accordingto afirst aspect of the presentinven-
tion, there is provided a method for providing a machine
with network communication with a server, comprising:

receiving a request for a network connection;
generating a reference o a local connection in re-
sponse 1o ihe request;

detecting communication at the local connection;
and

esiablishing a connection with the local connection
in response to the detecting and for facilitating net-
work communicalion with the machine,

[B067] In embodiments, a local web server functionis
provided at the local connection.

{3008] Preferably, the receiving siep comprises re-
ceiving networked content, and/or & request for a web
page from 8 web browser, and/or a request from an ap-
plet.

[B089] The prasent invention also exiands to appara-
tus for providing a machine with natwork communication
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with a server, comprising:

receiving means for receiving a request for a net-
work connection;

genarating means for generating a reference 1o a
local connection in response to the request; and
delecting means for detecting communication at the
local connection; and

connection means for esiablishing a connection
with the local connection in response o the detect-
ing and for facilitating network communication with
the maching

{60101 In emmbodiments, the receiving means may be
arranged to receive networked content, and/or a request
for a web page from a web browser, and/or a request
from an appiet.

{6011] In an embodiment, the apparatus further com-
prises detecting means for detecting communication at
the local connection, which detecting means may be ar-
ranged o receive information for use in opening a sock-
at with the local connection.

[B012] According to a further aspect of the invention,
there is provided a method for distributing network ad-
dresses {o user machines for use in obtaining content
associaled with the addresses, comprising:

receiving a plurality of network addresses identify-
ing network locations of particular content;
receiving a time value of a time parameter associ-
ated with each of the network addresses; and
transmitting each of the network addrasses (o a us-
er based upon each of the corresponding time vai-
ues.

{6013] The present invention also extends to appara-
tus for distribuling network addresses to user machines
for use in obtaining content associated with the address-
s, comprising:

raceiving means for receiving a plurality of network
addresses identifying network locations of particu-
lar content;

raeans for receiving a time value of a time parame-
ter associated with each of the network addresses;
and

fransmission means for fransmitting each of the net-
work addresses to the user machinas based upon
each of the corresponding time vaiues.

{3014] According o a still further aspectofthe present
invention, there is provided a method for distributing dy-
namic network addresses o user machines for use in
obizining content associated with the addresses, com-
prising:

receiving a network addrass containing a variable,
the network address identifying varying network io-

IPR2022-01227
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cations of particuiar content based upon the varia-
ble;

receiving an assodciated description for the network
address;

resolving the variable in the nebwork address based
upon information related {o an intended recipient of
the network addrass; and

transmitting the network address along with the as-
sociated description to 8 user machine correspond-
ing with the intended recipient.

{3015] The present invention also exiends 1o appara-
tus for distributing dynamic network addresses to user
machines for use in obiaining content associated with
the address, comprising:

receiving reans for receiving a network address
containing a variable, the network address identify-
ing varying network locations of particular content
based upon the variable, and an associated de-
seription for the network address;

resolution means for resolving the variable in the
network address basad upon information related to
an intended recipient of the network address; and
transmission means for transmilting the network
address along with the associaled descripiion to a
user machine corresponding with the intended re-
cipient.

[B018] Embodiments of the present invention wiil
hereinafter be described, by way of example, with ref-
erence to the accompanying drawings, in which;

Figure 1 is a diagram showing the receipt and de-
coding of video signals at a subscriber location us-
ing a method of the invention;

Figure 2 is a diagram showing an allernative em-
bodiment to achieve the integration of Internet in-
formation with video content;

Figure 3 is a flow diagram of the basic software of
the invention;

Figure 4 is a diagram showing an embodiment in
which URLs are directly transmiited o a user;
Figure 5 shows an embodiment of a system com-
prising a digital cabie box;

Figure 6 shows an embodiment of a system includ-
ing a digital T.V,;

Figure 7 shows an example of a user interface;
Figure 8 shows an example of a display providing
a user interface;

Figure 8 is a diagram showing an embodiment of a
system having distributed communication servers;
Figure 10 shows an example of a logical structure
for a local host;

Figure 11 is a flow chart of a8 mathod for implement-
ing a local host of network communication;

Figure 12 illustrates a user interface displaying a
playlist to an author of the playlist content;

10

20

25

30

40

45

Figure 13 shows a user interface which permits an
author o adit the content of a playlist;

Figure 14 illustrates a user interface displaying
playlist items pushed io a user;

Figure 15is a diagram of a data structure for playlist
entities;

Figure 16 is a flow chart of 3 mathod for implement-
ing a playtist; and

Figure 17 is a flow chart of a method for processing
dynarnic URLs.

[0017] Figure 1 illustrates an embodiment of a com-
puier based system for receiving a video program along
with embedded uniform resource locators (URLs) which
direct a user's computer 16 {o address {ocations, or web
sites, on the internat 20 o retriave ralated web pages.
The web pages correspond to the video presentation.
The particular video programming can be delivered in
analog, digital or digitally compressed formats {e.g.
MPEG2) via any transmission means, including satel-
lite, cable, wire, television broadcast or sent via the web.
{6018] The video programming is preferably created
at a centralized location, for example, as content crea-
tion 4 indicated in Figure 1, for distribution {o subscrib-
ers. Program creation may be accomplishad by any ap-
propriate means. After a video program is created, uni-
form resource locators (URLs) are embedded. In one
embodiment, the URLs are embedded into the verlical
blanking interval of the video programming by a URL
encodar 8, as shown in Figure 1. In this embodiment,
the URLs are encoded onto eight fields of line 21 of the
VB Line 21 is the line associated with close captioning,
among other things. However, the URLs may addition-
ally andfor alternatively be embedded in other fields of
the VBI, in the horizontal portion of the video, as part of
the audic channel, in any subcarrier to the video, or if
the video is digital, in one of the data fields.

{6018] Although Figure 1 shows the video with the
URLs broadeast over the same transmission ling, the
URLs may be sent down independently of the video pro-
gram on a data channel. in this embodiment, the URLs
may be forwarded to the remote sites either prior o in-
itiation or during the program. Preferably, the URLs have
associaled time starmps which indicate to the subscriber
stations when, during the video program, to dispiay the
particular web pages addressed by the URLs. Alterna-
tively, the user can select when to call the particular web
pages for display with the video program.

{06028] The particular information in line 21 is not part
of the visual part of the program, and thus, is not per-
ceptible to the human eye, thersby making il ideal 1o
send data information to the users. Whilst the bandwidth
capacity of iine 21 is limited, as a systern as described
fransmits only the URLs, and not full web pages, there
is more than enough capacity. Furthermore, no addition-
al hardware is necessary at the computer 16 {o recaive
the video and retrieve the web pages.

{06021] Once the video program is created, it may be
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fransmitied to user sites over any transmission means,
including broadcast, cable, satellite, or Internet, and
may reside on video servers. Furthermore, the video
prograrm, with or without embedded URLs, may be en-
codad orito storage means such as a video tape, for ex-
ampie of VHS or Beta format, or an optical disc such as
CD or BVD, or any other medium.

{0022] Preferably, each receiver station comprises
any Intel x88 machine {preferably a 486 processor, pen-
Hum processor, ele), an Apple Computer, UNIX or any
other type of standard computer workstation. The local
computer 16 is preferably connected to either a cable
and/or broadcast television or to a local VCR or other
video source. Al @ach subscriber site, the local personal
computer 18 preferably receives the cable transmission
by cable connection on the back of the personal com-
puter 16, The video/audio program may be processed
for display on the computer screen using a PC card ca-
pable of displaying video signais on a computer monitor
in an appropriate TV format such as PAL or NTSC. One
example of 8 PC card is a WinTV card. In addition o the
cable connection, there is the Internet 20 connection
created concurrently with the cable connection.

{06023] The Internet 20 connection may be via high-
speed line, RF, conventional modem or by way of two-
way cable carrying the video programming. The [ocal
PC 16 has Internet access via, for example, an ASCH
software rmechanism. In an embodiment, al each sub-
scriber site, an associaled iocal URL decoder 12 ex-
fracts the URLs, preferably embedded in the verlical
blanking interval, with the use of a suitable VBl decoder
device. The URL decoder 12 may be either a stand-
alone unit or a card which is implemented info the per-
sonal computer 16.

{3024] In the embodiment shown in Figure 2, the uni-
form resource locators {(URLs) are encoded into the vid-
20 as describad above. Again, the URLs are preferably
encoded onto eight fields of line 21 of the VBI, but may
also be sent independently of the video. In this embod-
iment, a URL decoder 24 is located at the server site
rather than at the subscriber losation. When the decoder
24 receives the video program signal, it strips out the
URL codes on line 21 of the VBI and delivers these
codes independently 1o an internet server 28. The URL
code is then subsequently delivered over the internet
20 tothe user PC 16. Simultaneously, the video is broad-
cast over conventional broadcast or cable transmission
means 36 to the user's parsonal computer 16.

{#025] The alternative shown in Figure 4, does not
use the VEBL In this embodiment, the system runs an
oriling sarvice over the Internet 20. This servioe is in the
form of an Internet web site 62 which provides a user-
interface (o a database 78 and o one or more assodi-
ated data servers 90. The service provides member ac-
counts to TV broadcasters 66 who sign up o use the
iflustrated system in conjunction with their proadcasis.
Each member broadcaster will enter the servics al their
computer 70 through web browser software 74 using
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their raamber account by entering various identification
and password information. Once within their account,
the meraber will be provided with a graphical user inter-
face for pre-scheduling URLs for transmission to users
118 over g direct Internet connection 94 at particular
times of day. The same user interface, or a variation of
it, can be used by broadeasters for live transmission 82
of URLs to users at the same time as a broadcast 88.
[B0268] One example of this interface might be a
scheduling calendar {daily, weskly, ronthly, yearly) in
which the broadcaster 86 may aliocate time periods
which coincide with theilr broadcasts 88, and during
which they will send out URLs to their users to link fo
web pages. For each tirne period (for example, a partic-
ular hour iong period during the day) determined by the
broadcaster 86 {0 be a broadsast perioed (a peried during
which they want to transmit URLs that correspond to &
television show being broadcast from their TV broadcast
facility 110 o the external TV 114 of the user 118 at that
time), the broadeaster 86 may then enter a series of
URLs info an associated file ("Link File") for transmis-
sion over the Internet 20 at that time. This Link File may
have a user interface such as a spreadsheet, table, or
list, or it may be simply a tab-delimited or paragraph-
delimited texi-file. As an example, each of the records
in the Link File consists of a data structure which may
contain information such as:

80277 (<timecode> <URL> «<label or tille>», <addi-
tional information>, <additional information>,...)

[6028] The above data structure is just one example.
The records in the Link File preferably specify the iime,
internet address (i.e. URL), labe! {such as an associated
name), and some optional additional information, for
each web page the broadcaster 66 desires to launch
during a show.

{6023] ‘“henabroadcaster 86 modifies their calendar
and/or the Link File associated with any given lime pe-
ricd{s) in their calendar, this information is saved into
the database 78 which is altached o the siie 82. Each
broadcaster 66 may maintain multiple catendars in the
database 78 if they broadeast in different time zones,
for example.

[0030] The database 78 provides the Link File records
for upcoming time penods o a server 84, which may be
one server or a distributed network of server programs
on rauftiple cormpuiers across the network, to be utilized
for scaling to large national or global audiences. The
sarver 80 provides the Link File records, including the
URLs, to the user's personal computer 18, which is con-
nected via a8 network. Examples of possible networks
include the public Intemet 84, a direct private network,
or aven a wireless network.

[80331] COne fealure of the ermbodiment illusirated in
Figure 4 is that one or more broadcasters 86 may utilize
the same schedule in the database 78 for thair own
broadcasts 86 or during the same broadeast. For exam-
ple, a network broadcaster may develop a master
schedule and various affiliate broadcasters may sub-
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scribe 1o that schedule or copy it (in the dalabase) and
add or delete specific URLs in the schedule for theirfocal
audiences or unique programming. This schems ena-
bles affiliates to insert URLs for local advertisers or local
subjects into a seguence of more general URLs provid-
ad by their network broadcaster 68. In other words, the
affiliate can add links thal ride on the network feed and
then redistribute it to their local audiences.
[06032] The sysiem of Figure 4 also enables person-
alization in the forra of unique series of URLs spedific to
each user's unique profile, which are diractly sent over
the Internet 20 1o each user's specific client soffware
106. This can be achieved from the broadcaster 86 to
each individual user 118, or to particular collections of
users. To accomplish personalization, the service may
send a different stream of URLs fo each user's client
software program 136. The stream of URLs sent de-
pends upon & user profile stored in the database 78 or
the client software program 108, a user profile which is
buili on demand or over time for each user 118 based
on criteria such as the location of the user, choices the
user makes while using a client software program 106,
choices the broadcaster 66 makes during a broadcast
86, or automatic choices made by an algorithm {such as
a filter) residing on the service 82. Personalization ena-
bles each user {o receive URLs which are uniquely rel-
vant {o theirinterests, demographics, history, or behav-
icur in the system.
{06033] Once the URLs have reached the personal
computer 16, the operation of all of the systems shown
in Figures 1, 2 and 4 is similar.
[0024] In one embodiment, a JAVA enabled browser
538 as well as spedialized software 106 are instalied on
the computer 16. The JAVA enabled browser 88 allows
the computer 16 to retrieve the web pages 102 and is
presently the preferred software, as it is platform inde-
pendent, and thus, enables efficient and flexible transfer
of programs, images, efc., overthe internet 20. The spe-
cialized irierface software 108 (herainafier, "client soft-
ware") acts as an interface between the video program-
ming and the Internet functions. The client software 106
retrieves URLs from the video program (embodiment of
Figure 1) or directly from the Internet connection (em-
bodiments of Figures 2 and 4), interprets these URLs
and directs the JAVA enabled browser 88 to retrieve the
particular relevant wab pages 102. The client software
108 also synchronizes web pages 1o the video content
for display on the user's computer 16, as shown in Fig-
ures 3 and 4 and explained in more detail below.
[0038] As explained above, the URLs may be encod-
ed and embedded info the video signal by inserting them
into the vertical blanking interval (VBI).
{3038] Alternatively, the URLs may be eniered by
member TV broadcasters 86 along with specified times
for fransmitting the URLs o the user. At the appropriate
fimes, the URLs are sent diractly over the Internet o the
usar's PC 16 via the dient software 106 over a direct
point-to-point or multicasting connection.
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{B037] The system may have the capabiiily o delect
identical URLs sent directly after one ancther and to
cause the browser not to fetch URLs in these particular
cases. As shown in Figure 3, once the URL code is re-
ceived at the computer, the client software 106 first in-
terprets the URL and determines in step 42 whether the
particular URL has been received grevioushy. If it has
already been received, the next received URL is inter-
pre?@d for determination of prior receipt. If the particular
URL has not been detected before, the software checks
for misspelling in step 46 and any other errors, and if
errors exist, correcls these particular errors. GOnice
again, it is determined whether the URL has been pre-
viously detected. If it has, the nexi URL is accessed in
step 38. if the URL has not been detected, the specific
URL Is added to the URL list in step 54. The specific
URL is then sent to the web browser, preferably a JAVA
enabled browser 98. Upon receipt of the URL, the
browser 98, in step 58, will access the web site address
122 {Figure 4) indicated by the URL and retrieve the cit-
ed web page(s) 102 via the internet,
{6038] Viewers can view the integrated presentation
in the following manner. As mentioned above, the video
signal is processed and dispiayed on a video window
on the PC scraen using a WinTV card, for example. The
corresponding audio is forwarded 1o the audio card and
sent to the PC speakers.
{3038] The relrieved web pages 102, referenced by
the URL, are optionally time stamped to bhe displayed
on the computer screen when predeterminad related
video content is displayed in the video window, thus en-
hancing the video presentation by providing in-depth in-
formation related to the video content thereto. Ancther
section on the screen is also preferably used o repre-
sent an operational control panel. This conirol panel pro-
vides a list of the URLs which have been broadcast and
correspondingly recaived by the computer 16. This con-
iro! panel is updated to add a URL code each time anew
URL code is received by the PC 16, This list gives the
subscriber the flexibility to go back and reirieve partsc—
ularly informative or interesting web pages that have al-
ready been displayed earlier in the program, or alterna-
tively, to print them out for future reference. Further-
more, the list rnay include URLs referring to web pages
not displayed with the broadcast program, but which
provide further information on a certain topic of interast
to the viewer.
[0040] In an example, a viewar may bagin walching a
musical video featuring a band. As the video is received
by the PC 16, URLs are either being received with the
video signal or are being received directly via the Inter-
net 20 or another data channel, and are interpreted by
the client software 106. Upon direction and command,
the JAVA enabled browser 98 refrieves particular web
pages 102 from Internet 20 web sites identified in the
URLs. These web pages 102 are then dispiayed on the
video screen at particular times. So, for example, whilst
the viewer is watching the music video, biographical in-
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formation on the band may aiso be displayed adjacent
o the video window. Web pages 102 may also include
an upcoming conceri schedule, and/or audio clips of the
band's music may be downioaded from the Internet 20.
[60341] As another exampie, a user may be watching
a program relating to financial news. Whilst the narrator
is shown discussing high tech stocks, web pages corre-
sponding to detailed financial performance information
on high tech stocks, environment and characteristics
may be displayed with the video on the computer
screen. If the personalization features are included, web
pages associated with a particular user's siock may be
felched and displayed on the computer screen with the
video program. When the program narrator switches to
a discussion on the weekly performance of the Dow
Jones, web pages prasenting related financial perform-
ance information may be simultaneously dispiayed.

[0042] A user may view the interactive program using
a television set 114 or other display monitor in conjunc-
tion with the display screen of the personal computer
16, In this case, the relevant web pages are shown on
the personal computer 16 whilst the video program is
displayed on the television monitor 114. In this alterna-
five, a cable set top box receives the television program
from the multi-channel cable. The personal computer 16
also receives the video program from the multi-channel
cabie and extracts the URLs, embedded in the vertical

blanking interval of the video signal or directly transmit-
ied 94 over the Internet 20. The client software 106 ex-
fracts the URLs and retrieves the particular web pages
as described above. The web pages are then synchro-
nized with the particular video frames and presented to
the user. it is understood that a hyperlink may exist on
the web site that will allow the user to automaticsiiy load
the client software and call up the specific television
channei referenced in the web site. For exampie, some-
e browsing the internet 20 may come upon a major
television network’s web site. I is possible then to scroli
to an interesting story and then to click on an hyperlink
to turn on the software which tunes the TV window to
the network.

[0043] Instead of receiving the video program from a
fransmission means, the video program may be ad-
dressed directly from the user site if the video program,
with or without embeddad URLs, has been stored on
appropriate means. The storage means may be a vide-
otape in any format, such as VHS or Beta, or an optical
disc in any format, such as DVD or CD-ROM. In this
case, the user PC 16 and/or television 114 are connect-
ed o a video tape player, a disc drive, or other appro-
priate device.

{6044] Figures S and 8 show two alternative examples
of systerns which may be emploved. As shown in Figure
5, a user may view an inferactive program using a tele-
vision set 18 or othaer display monitor in conjunction with
a digital cable box 140€. In this case, the digital cable box
140 performs the functions of the personal computer 16
shown in Figures 1, 2 and 4, and the client software is
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stored in memory in the digital cable box 148, In one
embodiment, the digitai cable box 140 includes two tun-
ers, thus allowing both the web page and the video pro-
gram to be simultanaously viewed on the same screen.
If video and web stream, however, are carried on one
channel, then only one tuner is necessary.

[0048] The client sofiwareretrieves URLs from the re-
ceived video program, directly from the Internet connec-
tion 20 or via a separate data channel, interprats these
URLs and directs the web enabled browser 1o relrieve
the particular relevant web pages, and synchronizes the
retrieved web pages to the video content for display on
the television 18. The relevant web pages are preferably
shown in one frame of the television 18 while the video
prograrm is displayed in another frame. Alternatively, the
wab page canraplace the video program on the display.
{6048] In this embodiment, the digital cable set top
box 140 receives the television program from the multi-
channel cable. The LiRLs can be encoded inio the digital
program channe! using MPEG1, MPEG2, MPEG4,
MPEGY or any other compression video schema. Alier-
natively, the URLs can be fransmitted o the digital cable
boxes 140 from an Intemnet server 148. The digital cable
box 140 decodes the URLs from the digital video signal
or directly transmitted over the Intermet 20. The client
software decodes the URLs and retrieves the particular
web pages as described above. Preferably, the web
pages are synchronized with the particular video frames
and presented to the user.

{00477 As with all the embodiments described above,
instead of receiving the video program from a transmis-
sion means, the video program may be addressed di-
rectly from a locai video source 144 if the video program,
with or without embedded URLs, is stored on a storage
means such as a video tape or oplical dise. In this em-
bodiment, the digital cable box 140 is connecied to a
VCR, disc drive or other appropriate device.

{0048] Figure 8 illustrates an embodiment where a
digital TV 152 is the remote reception unit and performs
the functions of the personal computer, shown in Fig-
ures 1, 2 and 4, and the digital cable box 140 shown in
Figure 5. A processor means and memory are incorpo-
rated in the digital TV 152, and the client software and
web browser software are implemented in memory in
the digital TV 152. All of the functions described abov
with reference o the other embodiments are performed
in a similar manner by the digitat TV 152 embodiment.
[6048] Although the digital cable box/TV 140, 18 and
digital TV 152, shown in Figures 5 and 6, are incorpo-
rated into the embodiment of Figure 1, in substitution for
the PC 168, they may also be substituted for the PC 186
shown in Figures 2 and 4.

[B058] A usermay view the video and web content on
one screen {in two windows), or with the video on one
dispiay screen and the web content on a separate dis-
play monitor. Alternatively, a user may access the video
or web cortent separately. Thus, a user may branch
from video {o web content and vice versa.
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[B051] The systems described herein are weli-suited
o the education environment. Thus, students and
teachers may access one or more web servers. Soft-
ware components including instructor and student user
software, authoring software and database assessment
software are provided. An instructor may, for example,
use content creation software on a personal computer
integrate into the currickdum current information
published on the web through an interface 156 shown
in Figure 7. The instrucior creatas a playiist {i.e. linkfile)
160, the playlist 160 comprising a list of web pages, text
notes and questions. The web sites and questions are
setl out in a predetermined order and can be assigned
times. Preferably, the URLs identifying the wab site and
fime stamps are sent auiomatically to the deskiop of
each student in the virtual community, sither during a
playback of a pre-recorded program or during a live
event.

[B052] Al each of the student workstations, the pro-
gram is directed by the playlist 160. In other words, the
plaviist 160 provides the structure for the program. At
predetermined times as indicated by the playlist 180, the
browser will fetch and display a wab page in a frame on
the computer screen. Because program evenis can be
set up in this manner at predetermined times, the entire
prograra and playlist can be prerecorded and stored in
a web database for later access by siudents.

[B053] i will be appreciated that the students and the
instrucior may be located anywhere, as long as they are
all connected to the web. Because a server controls the
prograrm, the instructor output comes from the server
and the student workstations are automatically updated
by the web server.

{6054] This educational emboediment integrates web
content and other raedia with collaborative groupware
functionality to create an interactive environment for stu-
dents and teachers. The student may receive a tradi-
fionat video tesson through a frame in his or her web
browser, or from a ielevision. Saparate frames may be
simultaneously provided as shown in Figure 8, which
shows the browser displaying: web pages 178 automat-
ically delivered to each student's desktop with informa-
fion or exercises that complement the video presenta-
tion; a chat dialogue frame 168 for convarsing with the
instructor and/or other studenis onling; and an interac-
tive playlist 164 of web pages and gquestions comprising
ihe lesson.

[B085] In the student interface of Figure 8, sach stu-
dent may perform a virual experiment, for exarnple, dur-
ing a physics lesson o learn abhout gravity. In addition,
the studenis may converse with one ancther and with
the instructor using the chat dialogue frame 168. They
may alse send web pages {0 one another and provide
answers 1o questions from the teacher via the chat dia-
logue framea 168 of the student interface 176, With the
chat feature, students may break inio subgroups for col-
laborative learning. Whenaver a student in the group
sends a message, the message is sent o the Internet
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server 20 and every other student in the subgroup re-
ceives and views the message in their chat dialogue
frame 168.

{6058] The instrucior, however, may retain control
over the chat feature. For example, the instructor may
terminate the chat feature or web push to terminate un-
ruly on-line conversations or the sending of web pages
by students.

{B8057] The systems described herein are more pow-
erful than conventional distance learing systems as
they allow the instructor to freely and conveniently ex-
ercise almost any type of testing sirategy. The instructor
may test students using a combination of the chat dia-
logue feature and web pages. For example, mulliple
choice questions and short answer questions can ap-
pear in the chat window 168. Essay gquestions, requiring
longer answers, become web pages. As mentioned
above, students can perform virtual experiments on-
fine. Once the instructor's personal computer receives
student answers, student scoring may be presented to
the instructor in any format including tables, charts, di-
agrams, bar graphs, etc. The instructor, thus, may ana-
vze the resuits and has the capability of providing real-
time feedback to the siudents.

[00658] Students may also receive individualized fead-
back via branched interactive audio, video and/or graph-
ics responses. For example, the workstation may
branch to a particular audio response, preferably prere-
corded in the instructor's own voice, based on the stu-
dent response 1o a mulliple-choice question. A plurality
of potential audio responses may be made available at
the student's workstation, for example, by a method as
described in US patent No. 5,537,141, Additionally and/
or alternatively, personalized video, audio and graphics
segments may be deliverad and displaved to the student
based on a student answer or personal profile, for ex-
ample, in a manner as described in US patent No.
5,724,091,

[6058] Responses to student answers may be more
substantive using a memory feature comprising an al-
gorithm which selects an interactive response to the us-
er based not only on the student's current answer se-
lection, but also on the student's previocus responses.
The algorithm, preferably stored in memory at each stu-
dent’'s workstation and under processor control, selects
an cutput interactive response based on student re-
sponses. in an example, a student who gets three or
more answers in sequance right receives a more difficult
question. However, a student who fails {o correctly an-
swer one or more of the three guestions receives an
easier question.

[00680] The system iliustrated in Figure 9is capable of

servicing large numbers of users, for example, several
schools. As shown, communications servers 180 dis-
fribute and route message across a LAN, WAN and the
intermnet. At the heart of the system is a group database
sarver 184, and this is surrounded by several commu-
nication servers 180 which each serve an arsa 192,
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Each communication server 180 is surrounded by
squares representing user stations 188. The communi-
cation servers 180 are organized in node relationships
with one another.

[60361] Each node is responsible for serving an area
162. Anarea 192 is defined as a virtual location serviced
by a single cornmunication server 180 (or "com server”).
An area 1592 may be a single school, an office, or may
consist of several actual physical locations. The defining
characteristicof an area 192 is that messages sentfrom
one member of an area 182 to another need not be rout-
ed outside of the servicing corn server 180,

{0082] Anareamemberis analogous io the frequently
used term "user”. For examgle, a "user” may be a stu-
dent in an educational environment.

{08631 The distributed communication systern shown
in Figure 9 permits the dynamic addition of comrunica-
tion servers 180 within a group with little or no adminis-
iralive tasks as well as the addition of groups within an
overail communications network. A communication
server group consists of several defined virtual areas
192 {preferably, consisting of no more than 250 mem-
bers each), each area 192 serviced by a single com
server 180. This system allows members of one area
192, or group, o easily communicate with members of
another area 152 or group withoul any configuration
changes.

[0064] In the past, service of very large numbears of
users has required large expensive servers and nef-
works. Furthermore, as the user base increased, per-
formance suffered and the hardware had o be upgrad-
ed {o service the demand.

[B068] The distributed cornmunication system aflows
the same, relatively inexpensive, machines to serve an
ever-increasing user base. This is accomplished by
routing messages from one server o another when nec-
essary following substantially the same core patiern as
iP routing and DN S tockups. if a message is for a mem-
ber not belonging 1o the current area 192 or group, the
message is routed through the distributed communica-
tion system until its destination, or someone who knows
the destination and can deliver the message, is found.
The destination may be cached so subseguent messag-
es for that member or group may be maore efficiently de-
livered.

[6068] Referring to Figure 8, if 8 message is posted
by member "A" and is intended only for the members of
group 1, the message never isaves the area 1 com serv-
er. However, if the message is intended for members of
area 1 and for members of area 2, the area 1 com server
forwards the message to the group database server
184. The message is hroadcast to the members of area
1 and {agged in the group database server 184 as be-
fonging 1o area 2. The message is then routed o area
2 and broadcast to area 2 members. With this technigue,
any member may potentiaily send a message to any oth-
er member. If the area com server 180 doas nol recog-
rize the destination, the message is forwarded up the
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line. Each com server 180 does not need to know about
any other server 180. Messages are routed until they
deliverad. If undeliverable, the original sender is noti-
fied.

[B087] New areas 182 can be added on the fly. When
a new com server 180 is added to the network, it regis-
tars itself with the database application. Henceforth, any
message destined for the new area 152 may be routed
properly without altering the other area servers 180.
{3088 This method and system works for global mes-
sages or for user to user messages. Furthermore, new
groups may aise be dynamically added. Once added,
each new group database server 184 registers itself with
the existing database servers 184, This distribution of
load permits nearly unlimited expansion with exisiing
software and hardware. Each server manages a finite
number of members, cumulatively serving a growing
community.

{3083] Users need not be informed as to the parlicular
com server 180 they should connect {o. Members are
directed to a single URL. The selection of the server for
user connection is defermined by load balancing sofi-
ware. In this manner, the network may appear o be a
global network of servers or simply 3 local classroom.
[0078] The archileclure describad, which uses data-
base servers as routing gateways, enables the system
o serve with minimum administration and configuration
and with lower end, cost-effective hardware.

[06071] Figure 10 illustrates a system 200 arranged to
utilise an entity referrad {o as a local host for facilitating
network communication between a user machine 202
and a server 224 through a network 222. The network
222 may be any suitable network, for example, such as
the internet. A local host connaction may provide in-
creased funclionality in network communication by
overcoming certain limitations which exist, for example,
within applets in the JAVA programming language. Ap-
plets are smali applications, typically written in the JAVA
programming language. In order to meet required secu-
rity criteria, the JAVA programming tanguage does not
permit certain functions to be undertaken by use of ap-
plets. For example, applets typically cannot read fo, or
write from, a hard disk on a user's machine. The security
criteria help 1o ensure that a user does not unknowingly
download an applet as part of a web page, for example,
where the appiet has the capability to adversely affect
the user's system processing or stored data. However,
there are situations where it may be advantageous to
eliminate or reduce the security resirictions applied o
applets in 8 parlicular controlled environment. In those
situations, the local host may enable the functions of ap-
plets to be increased.

[B0672] In system 200 illusirated, the user machine
202 has a local host or connection with the server 224
through Internat 222, The user machine 202 includes a
web browser 204, which may be implemented by any
type of web browser for Internet communication. The
web browser 204 includes a HyperText Markup Lan-
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guage (HTML) page, referred to as a donul.hirml page,
within a hidden HTML frame 208. Instead of frames, it
may use layers such as those used with dynamic HTML
{DHTML) pages. The page 208 may be stored within a
hidden frame or within a layer in memory on the user
machine 202. Hidden frame or layer 206 includes a do-
riut applet 208 having functions for communicating with
the server 224, and the applet 208 may include, for ex-
ampie, applications reguiring communication with a
sarver.

{B6073] The term "donut” is used only as a iabel and,
in this example, refers o a particular file storing user-
profile information for use in fransmitiing conient to a
user. The user-profile information may include a wide
variety of information relating to a user such as, for ex-
ampie, one or more of the foliowing: age of the user, sex
of the user, marital status of the user, prior aclivilies of
the user, income range of the user, number of peopie in
the user's household, cccupation of the user, industry
of the user, length of residence, interests of the user,
and other information, such as demographic and activ-
ity-based information, about the user.

[6074] Use of a "donut” storing user profile informa-
tion is described in US application No. 08/408305 filed
28th September 1998,

{3075] The web browser 204 also includes a pi.himi
page within an HTML frame or layer 210 stored in mem-
ory of the user machine 202. The pi.htim page in frame
or layer 210 is ioaded from the server 244, The frame
orlayer 210 also includes a plug-in 212 arrangad to im-
plement & gateway module 214 for communication be-
tween the applet 208 and the iInternet 222. A "plug-in”
is an auxiliary prograrm which works with a software
package or other program to enhance its capability. The
plug-in 212 implements the gateway redule 214 in or-
der to provide for a local host that effectively functions
as aweb server. In particular, upon being loaded, pi.htim
page 210 initiates the plug-in 212 and the gateway mod-
ule 214, in the C++ programming language, for exam-
ple, io open a connection 220 with the applet 208.
[8078] Plug-in 212 communicates through the Inter-
net 222 with the server 224, The server 224 may include
aweb server 226, which may be any web server able fo
provide for internet and/or other network communica-
tion. The server 224 may also inciude a distributed com-
munity network {DCN) hub 228, for example, as de-
scribed in US patent application No. 09/386693 filed on
15th September 1898,

{0077] Inoperation, the plug-in 212 provides a Show-
Doc command 218; for example, npi: ShowDoc(http://
focaihast/donut.htmi®). The term "NPE {or "npi”®) refers
o the "Neiscape Plugin Interface” which is an applica-
tion program interface used by piug-ing in wab browsers
such as the Netscape Mavigator program and the Micro-
soft Internet Explorer program. The "Showlos™ com-
mand is a command in the NPl and the JAVA program-
ming language instruscting a web browser to show in &
frame of the web browser the content from the URL pro-

10

20

30

40

45

58

10

vided in the command. Therefore, the ShowDoc com-
mand is used o push content {o the wab browser.
[B078] The ShowlDoc command 218 initiates an ap-
plet tag located in the page 206. Upon receiving the
ShowDoc command 218, the web browser 204 re-
sponds by sending a GET request 218 in order to es-
tablish a connection with the server 224, which in tum
initiates the applet 208. The GET request 216 includes
a URL for a particular page, for example,

"hitp: GEThttp/fiocalhost/donuthtml’ Plug-in 212 re-
ceives the GET request 216 and uses it to open a Trans-
migsion Conirol Protocol/internet Prolocol (TCP/IP)
socket 220 to plug-in 212, which then functions as a lo-
cal host using the gateway module 214 1o permit open
and persistent communication with the server 224. A
socket is a known way o provide iInternet communica-
fion, and it specifies an Internet Protocol address of a
station and a port number. The applet 208 subsequently
communicates with the server 224 through the module
214, which appears to applet 208 a5 a web server.
[0679] Figure 11 is a flow chart showing a method 250
for implementing a local host within the system 200. in
order {o implement a local host, the plug-in 212 loscally
functions as a web server, and the host which the JAVA
code in the applet 208 is allowed to access will be the
same host as thal which originally served the HTML
page containing the applet 208, The plug-in 212 re-
qguires functionality to respend to ondy one HT TR request
which it generates itself by means of the ShowDoc com-
mand 218 for displaying a URL into a hidden frame or
fayer. That URL refers to the gateway module 214 on a
port kniown only to the plug-in 212,

{6088] In the method 250, the plug-in 212 sends &
URL to the web browser 204 using the ShowDoc com-
mand 218, such as npi:
ShowDoc{{http:/localhest/donut/htmi™) (step 252). The
web browser 204 loads a web page or other networked
content using the URL in order to generate the GET re-
guest 216 (step 254), and the plug-in 212 receives the
GET request 218 from the applet 208 in web browser
204 {step 256). The GET request includes a URL such
as "hitp: GET hitp/localhost/donut.htmi® for indicating
an address for the local host.

[0081] Plug-in 212 in the web browser 204 uses the
web page information or other networked content in or-
der to open the TCPAP socket 220 to alocal hostinclud-
ing the gateway module 214 in plug-in 210 (step 260).
in establishing the local host, the gateway module 214
provides for socket 220 between the applet 208 and the
server 224 (step 2682). In particular, plug-in 212 acts as
a proxy, forwarding requests from the applet 208 1o the
remote server 224, Plug-in 212 may optionaily obtain an
entity referred {0 as a "skin®, explained below, o render
itself in a specific user interface for the machine 202
{step 263}, The applet 208 then uses the socket 220 to
communicate with the server 224 through plug-in 212
and remote server 244, Plug-in 212 maintains the sock-
et 220 and detects whether the appiet 208 disconnects
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the connection (step 268). If the connection is discon-
nected, the plug-in 212 removes the socket 220.
{3082] The plug-in 212 preferably has the abil

use multiple skins, which are an integrated set of graph-
ics, colors, and other multimedia content, and their par-
ficular arrangement to form a specific, branded user in-
terface. Plug-in 212 and a DCN; identified above, have
the ability to distribute and receive an arbitrary object.
One such object may be the package of graphics and
other cortent that comprise a skin. Before a program
begins, when the user logs on to the network, the system
checks to see if the particular skin is resident on the us-
er's machine. If the skin is not resident, the plug-in 212
requests the skin object, and the DCN automatically dis-
iributes the skin to the plug-in 212. Once the skin is res-
ident, the plug-in 212 renders itself using those graph-
ics, colors, and other conient.

[0083] In addition to reguesting and distributing a skin
when the user l0gs on, a programmer may also dynam-
ically change a user's skin during the program. The logic
for loading the new skin during the program is the same
a5 the logic for loading a skin at the start of a program.
This skin change may also be invoked by a playlist re-
quest or a donut event based on user-profile information
as described in the application identified abow

{3084] The following provides one example of the use
of a local host. During an event that combines automat-
ically delivered web content through a web browser
plug-in with 2 video stream, a question appears in the
user's web browser containing an interactive gquestion.
This may be writlen, for example, in Macromedia Flash,
a8 common wab authoring tool, The guestion reads:
Have you brought a new car this year? Yes or No. i the
user clicks on "Yes", the JavaScript program in the web
page containing the question may execule a post with
the format of http/locathost?userclick=Yes. The local
host is therefore the "pipe” that connects the web brows-
er to the plug-in. The plug-in receives this information
through an open socket and acts on it fo send the user
another web page with content applicable fo persons
who have recently bought a new car.

[B088] A playlist permils one user, referred {0 as an
author, to push a list of URLs or network addresses o
other users. A playiist is a structured collection of URLs
that are sent to a user's machine to either be displayed
at a specified time ("pushed™) or presenied in a tree
structure {o be pulled down later when the user wanis
to find more detail. The playlist may reference anetwork
address, such as a URL, a description for each URL, a
time value, a frameset, a frame or layer, a prefefch time
{if appropriate), & pull within a push coniext, and poien-
tially a variable for a dynamic URL. The playlist permits
the author 1o effectively push various iypes of content
to users, such as advertisements, interactive games,
sports scores, narrative content, or any type of muitime-
dig information. The narrative content may be used, for
exarmple, to provide textual descriptions accompanying
video presentations.
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{3088] The author enfers a URL and an associated
description along with a time value. Based upon the time
value, the author's machine transmiis the URL, along
with the description and web page or other networked
content, {0 the user. The frame (or layer) and frameset
indicates where 1o display the web page or other net-
worked content on the user's machina. The prefetch
fime may be used o assemble a page corresponding to
tha URL in a hidden frame or iayer. The dynamic URL
permits the URL 1o be cusiomised based upon other in-
formation such as a user's geographic location, as ex-
plained below. In addilion to web pages from the Inter
net, the playlist may use the URL toretrieve web or other
content from a variety of sources such as, for example,
from the user's hard disk drive or other storage medium.
in addition o wab pages, the piaylist may be used to
retfrieve other content such as, for example, an audio
stream, a video file, or other multimedia information
{B087] The pull within the push context provides other
ways to retrieve content using the playlist, as illustrated
by the following example. During a news program, the
television proadceast shows a clip of a news conference.
A playlist item, a web page or other natworked contert
designed to appear in a particular frame in a particular
framesetl, is pushad {automatically delivered) to all the
users on-ine. In addition, the news organization broad-
casting the conference has several other web pages
which the user may be interested in as background ma-
terial. This other networked content is sent as a "puil
within a push” playlist itern. The additional content does
not automatically appear in the user's browser. Instead,
the user receives an indication thal other natworked
content can be accessed. if the user reguires 1o access
the other content available, the user accesses the con-
tent in an appropriate manner, for exampie, by using &
mouse to click on a graphic, or by way of other user in-
puts. Thus, the pull within the push context permils con-
tent fo be pushed io a user, and through that content the
user may pull additional content to the user machine.
{0088] Additionally and/or alternatively to URLs, the
plaviist may include Uniform Resource ldentifiers
{(URIs). A URlis a compact string of characters for iden-
tifying an abstract or physical resource. More specifical-
ly, URls provide a simple and exiensible means for iden-
tifying a resource, and a URI may be further classified
as a locator, & name, or both. The specification of URI
syntax and semantics is derived from concepts intro-
ducad by the World Wide Web global information initia-
five. URIs include, for example, URLs and Uniform Re-
source Namaes (URNs). A URL is a subset of a URI
which identifies resources via a representation of their
primary access machanism, such as their network "lo-
cation”, rather than identifying the resource by name or
other atiribute of that resource. The term URN refers o
a subsat of URI which is required to remain globally
unigue and persistent even when the resource ceases
i exist or bacomes unav.
{608%] Figure 12is a diagram of a user interface 300

bla.
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displaving a plavlist to an author of the playlist content.
in this example, the playlist contentis shown in a section
302 displayed within 2 screen 300. The content in-
cludes, for each URL, a textual description 308, a type
of content 310, a URL 312, and a time value 314, The
texiual description 308 permits the author to provide a
potentially more descriptive identifier for the content as-
sociated with a particular URL. The type of content 310
identifies for each URL the type of associated content
or how itis o be displayed, and examples include push
content (PSH), a ticker display (TIC}, and an advertise-
ment (ADV). The section 302 includes a playiist menu
item 304 for a user to select in order to view playlist sec-
tion 302 listing the playlist. It also includes an edit item
308 for a user 1o select in order {0 create or edit the play-
list content.

{30907 Upon selecting item 306, the author's machine
displays user interface 320 shown in Figure 13. The user
interface 320 inciudes a saction 322 for the author io
enter a textual description for a particular URL. A section
324 pemmnits the author to enter the URL. A section 326
provides a pull-down menu permitting the author to iden-
tify 8 particular frame or layer on the user's machine in
which the conient associated with the URL in section
324 will be displayed. A section 328 provides a puli-

down menu perraitling the author o select a frame set
identifying how many frames or layers will be displayed
on the user's machine. As shown, one option is a iriple
frame seiin which three frames are displayed. Other ex-
amples include a single, double, or guadruple frame set
for displaving, respectively, one, iwo or four frames.
[6091] A time section 330 parmits the author to iden-
iify a time value for the author's machine fo transmit 1o
a user's machine the URL in section 324, the description
in section 322, and optionally an associated web page
or other networkad content. In this example, the author
may enter values for hours, minutes, and seconds. The
author's machine uses the entered time value as a timer,
and it pushes the associated URL to the user’s machine
upon time-out of the entered time value. Other time pa-
rameters are possible for determining when to push the
URL to a user's machine. For exarmple, the URL may be
pushed at a specified particular time and day and/or at
a predetermined amount of time after the occurrence of
a specified event.

[6092] In edit section 320, the author may select an
add section 332 to add the entered information io the
plaviist and select a cancel section 334 to cancel the
entered information. The author typically selects the
sections by use of a cursor-conirol device o "click on”
the section and/or by entering a command using a key-
board. It will be appreciated that any suitable user input
interface may be provided.

{0093] Figure 14 is a diagram of a user interface 340
displaying a playlist of items pushed to a user. User in-
terface 340 includes a section 342 for displaying plavlist
items pushed io the user. Usuaslly, only the descriptions
are displayed 1o the user, whiist associated URLs, web
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pages andfor other networked content, may be siored
on the user's machine and linked with the descriptions.
User interface 340 also includes frames or layers in
which o display content associated with the URLs
pushed to the user, and these may include, for example,
one or more frames 356 for displaying video content,
e or more frames 350 for displaying advertisemenis,
one or more frames 352 for displaying games, and one
or more frames 354 for displaving a ticker dispiay, for
exarmple, of sports scores,

[00694] Upon selecting a description among the playi-
ist iterns in section 342, the user may refrieve and view
associated content. The description may thus operate
as a hypertext link. For example, by selecting descrip-
tion 344, the ticker dispiay in section 354 may be dis-
playad. By selacling description 346, the game inframe
352 may be displayed. By selecting description 348, the
advertisement in frame 350 is displayed. The user may
select other descriptions from amongst the playlistitems
in section 342 in order to view the associated content or
web pages or other networked conteni. The frame or
fayer in which the content is displayed depends upon
tha frame or layer information identified by the author in
section 326 of edit seciion 320.

[6098] Figure 15 illusirates an example of a data
structure 360 for playlist entities. The playlist entity pro-
vides a name and identifier to the collection of URLs.
Data siructure 360 includes multiple entities or other da-
ta structure elements for storing the playlist entities and
associated data. in this exampie, these entities include
a Playlist entity 362, a Playiistitem entily 384, a frame
or layer enlity 366, a ResFolder entity 388, and a
Resltem entity 370.

[06096] The actual URL datais stored inaresDatafield
371 of Resliem entity 370. ResFolder entity 368 is used
by the author of the playlist fo organize data in Resitem
entity 370 into a folder hierarchy for organizational con-
vernience and typically has no effect on the end user ex-
perience. A defFrameSeatlD field 372, a defFrame figld
373, and a description field 374 are similarly provided
as conveniences for the author.

{0087] Playlisttem entity 364, also referred o as
"item”, represents a specified resltem in entity 370. ltis
identified by a reslternil field 378 in a playlist identified
by playlistiD field 378. The item is to be shown after a
time specified by a timeOifset field 377. In parlicular, the
item is pushed fo the user's machine ai that time unless
a pull only feature is set as identified in a pullOnly field
378, in which case the item is a pull within a push con-
text. The itern is to be shown in the frame or layer spec-
ified by a frame field 379 and a frameSellD field 380. A
description field 381 specifies the description seen by
the user in the displayed playlist. Defaull vaiues for
frame field 379, frameSetiD field 380, and description
field 381 are derived from the corresponding item in
Resltem entity 370. A prefeich field 382 indicates the
pre-lcading of the URL in a staging area. A staging area
for prefetch involves the assembly of a page in a hidden
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frame for subsequent display of a completely assem-
bled wab page. One example of this is described in US
patent application No. 09/387298 filed on 15th Septem-
ber 1959.

[0098] A parentlD field 383 of Playlisiilem erlity 364
specifies a parent item in the hierarchy of items. In a flat
plaviist, parentiD is null. When in a hierarchy, imeOffset
field 377 is relative to a time offset for a parentitem. The
relationshipis recursive, making it easy to push a playlist
at any time and fo reuse URL resources and their rela-
tionships in the authoring ool

{3098] Frame entity 3866 specifies a speacific frame or
tayer within aframesetinto which anitemis to be pushed
or pulled. it is referrad fo by both Resltern entity 370 and
Playtistitem entity 384. These entilies may exist in mul-
tipla databases or even by multiple vendors and are ma-
ripulated by authoring tools, for exarple, such as those
available in the C++, JAVA, and Tango programming
languages. These eniities may be exchanged and man-
ually edited in Extensible Markup Language {(XML) and
transmitted over a distributed community network. An
example of a distributed community network is de-
soribed in US patent application No. 08/3566893 filed
15th September 1998.

{61068] Figure 16 is a flow chart of a method 400 for
irplementing a playlist. Method 400 may be implement-
ed using software modules for execution by a corre-
sponding machine. In method 400, the systermn receives
plaviist information from the author in edif section 320
{step 402). This information may include a URL, a de-
scription, a frame or layer identification, and a time vai-
ue. Tha system uses the playlist information to generate
and display a playlist as shownin section 302 (step 404),
The system continually moenitors the playlist to deter-
mine if it contains an ifem {(step 408). if it contains an
item, the sysiem determines if prefeich was invoked
{step 408) and, if g0, il pushes the playlist itern with a
web page or other neiworked content to the user's ma-
chine along with a prefetoh time (step 410). The user's
machine may use a web page staging area io display
the playlist item (step 412). That is, the web page may
be assembled in a hidden frame or layer and displayed
when assembled. If prefeich was not invoked, the sys-
tem determines if the offset time as entered by the au-
thor has expired {siep 414). Once the offset time ex-
pires, the system pushes the playlist itern with a web
page or other networked content to the user's machine
and displavs the itern as shown in section 342 (siep
418). Particular content is also pushed to the user's ma-
chine based upon the user's selection of playlist items
{step 413).

{6181] The sysitem determines if the author has
closed the playlisi (step 418). If the piaylisi remains
open, the system determines if the author enters more
playiist information in edit section 320. If more playlist
information is {o be entered, the system refumns to step
402 to receive the plaviist information and then generate
and display a new playiist at step 404. If the user does
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not enter more playlist information, the system retums
to step 408 fo process any additional items in the play-
fist.

{61062] A dynamic URLs feature permits a system fo
dynamically configure a URL, URI, or other content
identified based upon resolution of a variable. Thus, the
system may customize URL content for particular uses,
The dynamic URL is important as it enables content io
ke localised and enables the transmission of varicus
types of content, for example, related to the playlist. For
example, a national television broadcast might include
a commercial for a particular vehicle. The advertiser
may wish {o supplement that advertisement with infor-
mation local to each viewer. A dynamic URLs feature
enables viewers to be sent web pages identifying local
deslers.

{0103] Inonespecificexample, auser Boblivesinios
Angeles and there is a specific automobile dealer based
a few miles away from Bob on Ventura Bivd. The playlist
author may have a playlist entry for an automobile ad-
verlisement which includes a dynamic URL. The server
software may determine which one of many URLs that
references all particular dealers in America should be
sent to Bob, or Bob's user profile {(donut} in his client
may parse the dynamic URL, determine the specific web
address of the Ventura automobile deaier web page,
and push that network address into Bob's browser.
{11034] The dynamic URLs may be stored and distrib-
uied in a playlist as described above and executed as
part of steps 410 and 416. A dynamic URL may be iden-
iified by the presence of a variable with particular char-
acters. The dynamic URL may contain the variable
brackets "{" and "}" as follows, for exampie,

PHS /ihtip//content.ga.actv.com/{variable}.

[0108] Figure 17 is a flow chart of a method 430 for
processing dynamic URLs, URls, or other network ad-
dresses. Method 430 may be iraplemented using soft-
ware modules for execution by a corresponding ma-
china. In mathod 430, the system retrieves a playlist
item including a URL {(step 431) and determines if the
retriaved URL is a dynamic URL {step 432). It may de-
termine if the URL is dynamic by parsing the URL to de-
tact the presence of a variable in brackets or other dis-
tinguishing characters. {f it is not a dynamic URL, the
system retumns the playlist item with no processing o
the URL {step 448).

{B106] ififis a dynamic URL, the system resolves the
variabie in the URL (step 434}, The system determines
it the variable references orinvokes a particular process
{step 438). I a process is not involved, the systam ob-
taing a definition for the variable (slep 444). if the vari-
able does invoke a process, the sysiem refrieves and
executes the process in order fo generate a definition
for the variable {step 438). The system may resolve the
variable based upon an identification of an intended re-
cipient of the URL in order customize content for the us-
er. For example, it may obtain user-profile information,
and select a variable definition based upon the user-pro-
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file information, and/or it may use a geographic location
of the user 1o resolve the variable. The user's location
may be determined, for example, from the user-profile
information. Using the variable definition, the system as-
sembles a completed URL step (440) and returns the
plaviist ifem with the assembled URL in steps 410 and
418 of piaylist method 400 (step 442).

{1087] As indicated sbove, user profile information
may be collected from the activities of a user by way of
a user machine and/or may comprise dernographic in-
formation about the user. The user profile information
may be stored local {o the user, for exampie, by the user
machine, and may be used o resclve the variable of the
dynarmic URL.

Claims

network communication be-
server, the mathod compris-

1. Amethod for providing
tweenamachineanda
ing the steps of:

raceiving a request for a network connection;
generating a reference to a local connection in
response o the request;

detecting communication at the local connec-
fion; and

establishing a conmnection with the local con-
nection in response to the detecting and for fa-
silitating network communication with the ma-
chine.

2. Amethod as claimed in Claim 1, wherein the estab-
lishing step comprises providing a local web server
furiction at the iocal connection.

3. A method as claimed in Claim 1 or Claim 2, wherein
the establishing step comprises providing a socket
for the communication.

4. Amethod as claimed in any preceding claim, further
comprising downioading networked content from a
network for use in establishing the connection.

§. Amethod as claimedin any preceding claim, where-
in the receiving step comprises receiving networked
content.

6. Amethod as claimedin any preceding claim, where-
in the receiving step comprises receiving a request
for a web page frorn a web browser.

7. Armethod as daimed in any preceding claim, where-
in the receiving step comprises receiving the re-
quast from an applet.

8. Amethod as daimedin any preceding claim, whara-
in the generating step comprises providing an ad-
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10.

11.

12.

13.

14.

15.

16.

17.

18.

18.

EP 1113642 A2 24

dress of the local conneclion.

Amethoed as claimed inany preceding claim, where-
in the detecting comprises receiving information for
use in opening a socket with the local connection.

A method as claimed in any preceding claim, further
comprising detecting a disconnection from the local
connection.

A method as claimed in any preceding claim, further
comprising obtaining particular content for use in
rendering a specific user interface for the network
communication.

Apparatus for providing network communication
between a machine and a server, comprising:

receiving means for receiving a request for a
network connaction;

generating means for generating a reference o
a local connection in response o the request;
detecting means for detecting communication
at the local connection; and connection means
for establishing a connaction with the local con-
naction in response to the detecting and for fa-
cilitating network communication with the ma-
shine.

Apparatus as claimed in Claim 12, wherein the con-
nection means is arranged to provide a iocal web
servar function at the local connection.

Apparatus as claimed in Claim 12 or Claim 13,
wherein said connection means provides a socket
for the communication.

Apparatus as claimed in any of Claims 12 to 14, fur-
ther comprising means for downloading networked
content from a nefwork for use in establishing the
connection.

o 15,
0 re-

Apparatus as claimed in any of Claims 12
wherein said receiving means is arranged
ceive networked content.

Apparatus as claimed in any of Claims 12 to 16,
wherein said receiving means is aranged 1o re-
ceive a request for a web page from a web browser.

Apparatus as claimed in any of Claims 12 1o 17,
wherein said receiving means is arranged o re-
ceive the request from an applet.

Apparatus as claimed in any of Claims 12 o 18,
wherein said generating means comprises means
for providing an address of the local connection.
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2%,

22.

23.

24.

25.

28,

27.

28.

28.

25

Apparatus as claimed in any of Claims 12 fo 18,
wherein said detecting means comprises means for
receiving information for use in opening a socket
with the local connection.

Apparatus 35 claimed in any of Claims 12 {o 20, fur-
ther comprising means for detecling a disconnec-
tion from the local connection.

Apparatus as claimed in any of Clairas 12 fo 21, fur-
ther comprising means for obtaining particular con-
tent for use in rendering a specific user interface for
the network communication.

A method for distributing network addresses to user
machines for use in obtaining content associated

with the addresses, the method comprising the
steps of:

receiving a plurality of network addresses iden-
tifying network locations of particular content;
receiving a time value of a time parameter as-
sociated with each of the natwork addresses;
and

transmitting each of the network addresses o
a user based upon each of the corresponding
time values.

A method as claimed in Claim 23, further compris-
ing receiving an associated description for each
network address, and transmitling the associated
description along with each network address

A method as claimad in Claim 24, wherein the siep
of receiving the associated description comprises
receiving a texiual description for each of the net-
work addresses.

A method as claimed in any of Claims 23 to 25,
wherein the step of receiving the network address-
es comprses receiving a plurality of uniform re-
sourees localors.

A method as claimed in any of Claims 23 o 26,
wherein the step of receiving the network address-
es comprses receiving a plurality of uniform re-
source identifiers.

A method as claimed in any of Claims 23 to 27,
wherein the siep of receiving the time value com-
prises receiving a time-out value.

A method as claimed in any of Claims 23 1o 28, fur-
ther comprising the steps of receiving for each of
the network addresses an indication of a frame or
o layer in which to display correspoending descrip-
tionis on user machines.
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34.

31.

32.

33,

24,

35.

38.

37.

38.

A method as claimed in any of Claims 23 1o 29, fur-
ther comprising the step of receiving for each of the
network addresses an indication of a {ype of a con-
tent identified by the network address.

A method as claimed in any of Claims 23 to 30,
wherein the transmilting step comprises fransmit-
ting to user machines networked content corre-
sponding to 2ach of the network addresses.

A method as claimed in any of Claims 23 to 31,
whierein descriptions are associated with each net-
work address, and further comprising permitting a
user to specify the network addresses, associated
descriptions, and the time values.

A method as claimed in Claim 32, wherein the per-
mitting step comprises 5 displaying a user interface
for receiving from the user the network addresses,
the associated descriptions, and the time values.

A method as claimed in any of Claims 23 to 33, fur-
ther comprising receiving an associated description
for each network address, and wherein:

the step of receiving the associated description
comprises receiving an indication of the partic-
ular content; and

the transmitting step comprises transmitting the
indication of the particular content to user ma-
chines for permitting users o select the indica-
fion in order to retrieve the particular content.

A method as claimed in any of Claims 23 to 34, fur-
ther comprising receiving an associated description
for each network address, and wherein:

the step of receiving the associated description
comprises receiving a hypartext link; and

the transmitting step comprises transmitting the
hypertext link to user machines.

A method as claimed in any of Claims 23 to 35,
whierein the step of receiving the network address-
es comprisas receiving an identification of advertis-
ing content.

A method as claimed in any of Claims 23 to 36,
wherein the step of receiving network addresses
comprises receiving an identification of sports con-
tent, narrative content, and/or interactive game con-
tent.

Apparatus for distributing network addresses to us-
er machinas for use in obtaining content associated

with the addresses, comprising:

receiving means for receiving a plurality of net-
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44.

41.

42.

43.

44,

43,

48.

47.

438,

27

work addresses identifying network locations of
particular content;

firne receiving means for receiving a time value
of a time parameter associated with each of the
natwork addresses; and

transmission means for transmitting each of the
network addresses to user machines based up-
on each of the corresponding time vaiues.

Apparatus as claimed in Claim 38, wherein said re-
ceiving means is arranged to receive an associated
description for each network address, and said
transmission means is arranged to transmit the as-
sociated descriptions along with the network ad-
dressss.

Apparatus as claimed in Claim 38, wherain said re-
ceiving means is arranged to receive an indication
of a frame or layer in which to display the cormre-
sponding descriptions on the user machines.

Apparatus as claimed in any of Claims 38 1o 40,
wherein said receiving means is arranged 1o re-
ceive a plurality of uniform resource locators.

Apparatus as claimed in any of Claims 38 o 41,
wherein said receiving means is arranged fo re-
ceive a plurality of uniform resource identifiers.

Apparatus as claimed in any of Claims 38 1o 42,
wherein said receiving means is arranged o re-
seive g textual description for each of the network
addrassas.

Apparatus as claimed in any of Claims 38 o 43,
wherein said time receiving means is arranged to
resceive a time-out valuae.

Apparatus as claimed in any of Claims 38 1o 44,
wherein said receiving means is arranged o re-
seive an indication of a type of a content identified
by the network address.

Apparatus as claimed in any of Claims 38 o 45,
wherein said transmission means is arranged to
fransmit to the user machines networked confent
corresponding o each of the network addresses.

Apparatus as claimed in any of Claims 38 1o 46,
wherein descoriptions are asscciated with each net-
work address, and further comprising means for
permitting a user {o specify the network addresses,
the associated descriplions, and the time values.

Apparatus as claimad in Claim 47, wherein said par-
mitting means is arranged lo display a user inter-
face for receiving from the user the network ad-
dresses, the associated descriptions, and the time
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48

81,

52.

53.

54.

56

28
values.

. Apparatus as claimed in any of Claims 38 o 48,
wherein:

said receiving means is arranged o receive an
indication of the particular content; and

said transmission means is arranged {o frans-
mit the indication of the garticular contant to us-
ar machines io enable users to refrieve the par-
ticular content by selecting the indication.

. Apparatus as claimed in any of Claims 38 io 49,
wherein:

said receiving means is arranged 1o receive a
nypertext link; and

said transmission means is arranged {o trans-
mit the hypertext link to user machines.

Apparatus as claimed in any of Claims 38
wherein said receiving means is arranged
ceive an iderntification of advertising content.

io 54,
10 re-

Apparatus as claimed in any of Claims 38 to 51,
wherein said receiving means is arranged o re-
ceive an identification of sports content, narrativ

coriient, and/or interactive garne conlent.

A method for distributing dynamic network address-
es 1o user machines for use in obtaining content as-
sociated with the addresses, comprising the steps
of:

receiving a network address containing a vari-
able, the network address identifying varying
network locations of particular content based
upon the variable;

receiving an associated description for the net-
work address;

resolving the variable in the network addrass
based upon information related {o a user ma-
chine intended 1o receive the network address;
and

transmitting the network address along with the
associaled description o said user machine.

A method as claimead in Claim 53, further compris-
ing the steps of receiving a time value of a time pa-
rameter associated with the network address, and
transmitting the network address o the user ma-
chine hased upon said time value.
. A'method as claimed in Claim 54, wherein the step
of receiving the time value comgrises receiving a
time-out value.

Faray

. A method as claimed in any of Claims 53 to 55,
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wherein the resolving step comprises executing a
process associated with the variable.

A method as dlaimed in any of Claims 53 to 56,
wherein the rasclving step comprisas oblaining in-
formation based upon the variable.

A method as dlaimed in any of Claims 53 o 57,
wherein the resolving step comprises assembiing
the network address using the information.

A method as dlaimed in any of Claims 53 o 58,
wherein the step of receiving the network address
somprises recaiving a8 uniform resource locator.

A method as claimed in any of Claims 53 to 59,
wherein the step of receiving the network address
comprises receiving a uniform resource identifier.

A method as claimed in any of Claims 53 o 60,
wherein the step of receiving the description com-
prises receiving a textual description for the network
address.

A method as claimed in any of Claims 53 to 61, fur-
ther comprising receiving for the network address
an indication of a frame or layer in which to display
the corresponding description on the user machine.

A method as cdaimed in any of Claims 53 to 62, fur-
ther comprising receiving for the network address
an indication of a type of a content identified by the
network address.

A method as dlaimed in any of Claims 53 o 83,
wherein the transmitting step comprises fransmit-
ting to the user machine networked content corre-
sponding to the network address.

A method as dlaimed in any of Claims 53 1o 84,
wherein the step of receiving the network address
comprises receiving an identification of adverising
content.

A method as claimed in any of Claims 53 to 85,
wherein the step of receiving the natwork address
comprises receiving an identification of sports con-
tent, narrative content, and/or interactive game con-
tent.

A method as claimed in any of Claims 53 1o 68,
wherein the resoiving step comprises resoiving the
variable based upon user-profile information relat-
ed io a user.

A method as claimed in Claim 87, wherein the re-
solving step comprises resolving the variable based
upon demograghic information related o the user.
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69.

78,

71.

72.

73.

74.

78,

76.

77,

30

A method as claimed in Claim 87 or Claim 88,
wherein the resclving step comprises resolving the
varable based upon activity-based information re-
lated to the user.

A method as claimed in any of Claims 67 to 89,
wherein the resociving step comprises resolving the
variable based upon at least one of the following:
the age of a user, the sex of a user, the marital status
of a user, prior activities of a user, the income range
of a user, the number of peeple in a8 user's house-
hold, the occupation of a user, the industry of a user,
the length of residence of a user, and/or the inter-
ests of a user.

A method as claimed in any of Claims 53 to 70,
wherein the resolving step comprises resoiving the
variable based upon identification of a geographic
location of & user.

Apparatus for distributing dynamic nefwork ad-
dresses {o user machines for use in obtaining con-
tent associated with the address, comprising:
raceiving means for receiving a8 network ad-
dress containing a variable, the network ad-
dress identifying varying network locations of
particutar content based upon the variable, and
for receiving an associated description for the
natwork address;

resolution means module for resolving the var-
iable in the network address based upon infor-
mation related to a user machine intended to
receive the network address; and
transmission means for transmitting the net-
work address along with the associated de-
scription to said user machine.

Apparatus as claimed in Claim 72, further compris-
ing time receiving means for receiving a time value
of a time parameler associated with the network ad-
dress, and wherein said transmission means is ar-
ranged to transmit the network address to said user
raachine based upon the corresponding time value.

Apparatus as dclaimed in Claim 73, wherein said
time receiving means is arranged {0 receive a time-
out value,

Apparatus as claimed in any of Claims 72 o 74,
wherein the resolution means is arranged o exa-
cute a process associated with the variable.

Apparatus as claimed in any of Claims 72 io 75,
wherein the resolution means is arrangad o obiain
information based upon the variable.

=t

<

~d
¥}

Apparatus as claimed in any of Claims 72 ¢
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wherein the resolution meansis arranged to assem-
ble the network address using the information.

Apparatus as claimed in any of Claims 72 1o 77,
wherein said receiving means is arranged 1o re-
ceive a uniform resource locator.

Apparatus as claimed in any of Claims 72 1o 78,
wherein said receiving means is arranged fo re-
ceive a uniform resource locator,

Apparatus as claimed in any of Claims 72 1o 79,
wherein said receiving means is arranged o re-
ceive a fextual description for the network address.

Apparatus as claimed in any of Claims 72 to 80,
wherein said receiving means is arranged o re-
ceive for a network address an indication of a frame
or layer in which o display the corresponding de-
scription on the user machine.

Apparatus as claimed in any of Claims 72 1o 81,
wherein said receiving means is arranged 1o re-
ceive an indication of a type of a content identified
by the network address.

Apparatus as claimed in any of Claims 72 to 82,
wherein the fransmission means is arranged o
transmit to the user machine networked content
corresponding to the natwork address.

Apparatus as claimed in any of Claims 72 to 83,
wherein said receiving means is arranged {o re-
ceive an indication of advertising content.

. Apparatus as claimed in any of Claims 72 to 84,

wherein said receiving means is arranged 1o re-
ceive an identification of sports content, narrative
contant, and/or interactive game conlent,

Apparatus as claimed in any of Claims 72 to 85,
wherein the resolution means is arranged to resolve
the variable based upon user-profile information re-
{ated to a user.

Apparatus as claimed in Claim 86, wherein the res-
olution means is arranged o resolve the variable
based upon demographic information related to the
user.

Apparatus as claimad in Claim 88 or Claim 87,
wherein the resolution means is arranged to resolv,
the variable based upon activity-based information
related to the user.

Apparatus as claimed in any of Claims 86 to 88,
wherein the resolution means is arranged {o resolve
the variable based upon at least one of the follow-

80,
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ing: the age of a user, the sex of a user, the marital

status of a user, the prior activities of a user, the
incorne range of a user, the number of peopie in a
user's household, the occupation of a user, the in-
dusiry of a user, the length of residence of a user,
and/or the interests of a user.

Apparatus as claimed in any of Claims 72 o 89,
wherein the resolution means is arranged lo resolve
the vanable based upon ideniification of a geo-
graphic location of the user.

A method of receiving information over a network,
the information related to a program, comprising:
astivating a computer program associated with
a user maching, the computer program operat-
ing as local server to provide communication
belween the user maching and the network;
and

receiving the information at the user machine
from the network via the compuier prograrm.

A method of providing information related to a pro-
gram over a network, comprising:

selecting information related io the program;

transmitting the information from the network to
a user maching, the user machine associated
with a computer program, the computer oper-
ating as local server {o provide communication
between the user machine and the network.

A method of receiving information over a natwork,
the information related to a television program,
comprising:

astivating a computer program associated with
a user maching, the computer program operat-
ing as local server to provide communication
belween the user maching and the network;
and

receiving the information at the user machine
from the network via the computer program.

A method of providing information related o a tele-
vision program over a network, comprising:

selecting information related o the television
prograny; and

transmitting the information from the network to
a user maching, the user maching associated
with @ computer program, the computer pro-
gram operating as local server to provide com-
munication between the user machine and the
riatwork.
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85, A raethod as daimed in any of Claims 91 o 94, fur-
ther comprising the step of reading data from a
memaory device coupled {o the user rmachine.

86. A method as claimed in any of Claims 81 to 85, fur-
ther comprising the step of writing data from a mem-
ory device couplad fo the user machine.

7. A method as claimed in any of Claims 91 to 96,
whierein the natwork is the Internet.

88. A method as claimed in Claim 97, wherein the in-
formation reiated to the program further comprises
a uniform resource locator,

88. A method as claimed in any of Claims 91 fo 88,
wherein the program is provided from broadcast tei-
evision, storage media such as VHS fape, Beta
tape, CD-ROM, or DVD, Intemet andior a video
server.

100.A method as dlaimed in any of Claims 81 to 89, fur-
ther comprising the step of fransmitling a response
from the user machine via the computer program o
the network.

101.A method as claimed in any of Claims 91 io 100,
whierein the computer program is a plug-in in a web
browser.

102.A method as claimed in Ciaim 101, wherein the
plug-in instantiates gateway means for communica-
tion with the network.

183.A method as claimed in Claim 102, wherein, for
communication purposes, the piug-in appears to
the user machine and the network to be a web serv-
er.

104.A method of receiving information related o a tele-
vision program over the Intemnet, comprising:

activating a computer program associated with
a user machine, the compuler program operat-
ing as local server to provide communication
betweaen the user machine and the natwork;
and

receiving the information at the user machine
from the network via the computer program, the
information including a uniform resource loca-
tor from a playlist containing at least one uni-
form resource locator related to the television
program.

105.A method of providing information related to a tale-
vision program over a network, comprising:

selecting information including a uniform re-
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source locator from a playlisi containing at least
one uniform resource locator related to the tel-
evsion program; and

transmitting the information from the network to
a user machine, the user machine assosciated
with a computer program, the computer pro-
gram operaling as local server {o provide com-
munication between the user machine and the
network.

106.A method as claimed in Claim 104 or Claim 105,
further comprising the step of reading data from &
memory device coupled to the user machine.

107.A method as claimed in any of Claims 104 to 106,
further comprising the step of writing dala from a
memory device coupled to the user machine.

1038.A method as claimed in any of Clairas 104 to 107,
wherein the uniform resource locator is directed to
a web site providing additional information related
to the conient of the television program.

108.A method as claimed in any of Claims 104 to 107,
wherein the uniform resource locator is directed to
a web site providing additional information related
to advertising associated with the television pro-
gram.

11H3.A method as claimed in any of Claims 104 to 108,
wherein the television program is provided from
broadeast ielevision, storage media such as VHS
tape, Beta tape, CD-ROM, or BVD, Internet and/or
a video sarver.

111.A method as claimad in any of Claims 104 to 110,
further comprising the step of transmitling a re-
sponse from the user machine via the compuier
program {0 the network.

112.A method as claimad in any of Claims 104 o 111,
wherein the corapuler program is a plug-in in a web
browser.

113.A method as claimed in Claim 112, wherein the
plug-in instantiates gateway means for comraunica-
tion with the nefwork.

114.A method as claimed in Claim 112 or Claim 113,
wherein, for communication purposes, the plug-in
appears o the user machine and the network to be
aweb server,

115.A communications apparatus for providing network
communications, comprising:

instantiating gateway means within the com-

munications apparatus; and opening a connection

to a network with the gateway means; and emulai-
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ing a web server for communications with the net-
work.

116.A cormmunications apparatus as claimed in Claim

115, wherein the gateway means utilizes informa-
tion fransmitied over a network and received by a
browser, the browsar being supported by the com-
munications apparatus.

117.A comrmunications apparatus as claimed in Claim

115 or Claim 116, wherein the galeway means is
instantiated in response to a comrand from an ap-
plet.

118.A method for connecting to a network server, com-

prising:

ioading an hilm page on a user machine with a
web browser in comrunication with the nef-
work server;
instantiating a phu
page;

instantialing a gateway module with the plug-in
module; and

opening a TCP/IP socket connection to the net-
work server in response o a request from an
applet; and

emulating a web server for communications a
web server in the user machine.

in module with the himi

118.A computer readable medium containing instruc-

tions for controlling a computer system in a userma-
chine to irmplement a local host for communicating
between the user machine and a network server,
oy:

instantiating a gateway module within the user
machine; and

opaning a connection to the natwork serverwith
the gateway module; and emulating a web
server for communications with the network
servar.

120.A computer readable medium containing instruc-

tions for conirolling & computer system in a userma-
chine to implement a local host for communicating
between the user machine and a network server,
by:

ioading an hilm page on a user machine with a
web browser in comrunication with the net-
work server;

instantiating a plug-in module with the himi
page;

instantialing a gateway module with the plug-in
module; and

opening a TCP/IP sockst connection to the net-
work server in response o a request from an
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applet,

121.An apparalus arranged to receive information over

a network, the information related to a program,
comprising:

a user machine; and

a computier program associated with the user
machine, the computer program operating as
iocal server o recaive the information from the
network and provide the information to the user
machine.

122.An apparatus arrangad to provide information relat-

ed io a program over a network comprising:

an information selector, the information selec-
tor contfaining and fransmitting information related
to the program to a computer program associated
with & user raachine, the computer program oper-
ating as local server to receive the information from
the network and provide the information to the user
rnachine.

123.An apparatus capable of receiving information over

a natwork, the information related 1o a islevision
program, comprising:

a user machine; and

a computer program associated with the user
machine, the computer program operating as
iocal server to receive the information from the
network and provide the information to the user
machine.

124.An apparatus capable of providing information re-

lated to a television program over a network, com-
prising:

an information selector, the information selec-
tor containing and transmitting information related
to the program o a computer program associated
with a user machine, the computar program oper-
aling as a local server to receive the information
from the network and provide the information to the
user machine.

125.An apparatus for receiving information over a net-

work, the information refated to a program compris-
ing:

means for activating a computer program as-
sociated with a user maching, the computer
program operating as local server fo provide
cormmunication batween the user machine and
the network; and

means for receiving the information at the user
machine from the network via the compuier
program,
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128.An apparatus for providing information related fo a
program over a nefwork, comprising:

means for selecting information related to the
program, and 5
means for fransmitling the information from the
network to a user machine, the user machine
associated with a computer program, the com-
puter program operating as local server to pro-
vide cornmunication between the user maching 70
and the network.

127 .An apparatus for receiving information over a net-
wark, the information related to a television pro-
gram, comprising: 15

means for activating a computer program as-
sociated with a user machine, the computer
program operating as local server to provide
communication between the user machineand 20
the natwork; and
means for receiving the information at the user
machine from the network via the computer
program.
25
128.An apparatus for providing information related to a
television program over a natwork, comprising:
rmaans for selecting information related to the
television program; and means for fransmitiing the
information fram the network {o a8 usar machine, the 30
user machine associated with a computer program,
the computer program operating as iocal server to
provide communication between the user machine
and the network.

40

45

21 IPR2022-01227
EXHIBIT 1003 - PAGE 00817



EP 1113642 A2

p 20
CONTENT SAL z P
CREATION [™® gNCODER Lo/ (_ INTERNET )
VIDED 16
WITH .
UALs
4 . SUBCRIBER SITE
LOCAL LOGAL
URL » PERSONAL
iz“”/ﬂwﬂ DECODER COMPUTER
18 \‘\\_‘
DISPLAY
MONITOR
32 ~.
CONTENT URL . \ “
CREATION % ENCODER \ SERVERFPATH )
j 24 A AR
j 8 ' \\\
4 SERVER
VIDED ‘
5 URL
SIGNAL DECODER
36 28\ |
INTERNET

?8‘\

DISPLAY
MONITOR

LOCAL PC

" INTERNET

> —

Fig

22

IPR2022-01227
EXHIBIT 1003 - PAGE 00818



EP 1113 642 A2

/38

GET URL

=

7 URL ONND
& SEENBEFORE p-
B, ? ,.,.;;...;;,..;:v'::"'

CHECK FOR
MISSPELLING

YES |

YES

<

URL ~_ z
N
? 2 ,.:;...:;,..;;....

j"’ﬁa@
ADD TO

URL LIST

| /”’" 58

SEND NETSCAPE
GOTO COMMAND

SOFTWARE DESIGN

23

IPR2022-01227
EXHIBIT 1003 - PAGE 00819



EP 1113642 A2

WILGAS
NOISSIWSNYH L ONV
TYNDIS 1SYOOYOHE AL J

eg

Al bLi
TNu3x3 | )

06
-~ 20t L
cc -

NS A

NOLLOINNOO
JENHILN

p Bl

133610

—{

o/

A \\\ LANHIIN

o¢

Co

H318voavoua
AL

//@m

IPR2022-01227

EXHIBIT 1003 - PAGE 00820

24



'

EP 1113642 A2

/148

8
CONTENT _ uBL mvy/// INTERNET
CREATION ENCODER SERVER
1 VIDED
140 WITH O URLs
“\\\ URLs URLs
¥ SUBCRIBER
WQEQV . STE
DIGITAL
DIGITAL CABLE BOX 1% ,
BACK CHANNEL i ?¢4_M\\ 20 -
..........
- VIDEQ 7~ ™
‘?8 R S R—
4
148
_‘\ 8 Y
CONTENT URL m@m/j INTERNET
CREATION ENCODER SERVER
8 3
VIDED
WITH OR  URLs
URLs
VIDEQ :
N UALs
DIGITAL
DIGITAL v
BACK CHANNEL

/ &
152

144
)

VIDEQ

SCURCE

(" INTERNET )

25

IPR2022-01227
EXHIBIT 1003 - PAGE 00821



EP 1113642 A2

4

<< diey 10 818y YoHD>> |

Aq nod o1 jubnosg

SUuD
ows i

O} BLOOPMR

i< < Bl o | wevei | joupheid] [Huid | [esneg) | dag)

A LARY ruy epush spebyDiEMUSDOSUIOUIBY 1B Zaany diu JOWIOUOHSY BUL NSY
8500:00 Y SoYOIIdMpPe 0pRIOIoD XXSOPY duy ¢ wued v owd 5
L1E50:00 “gios/pazisuRi/ANOR UOUSIISUINETIDS BN IBULINY Ay diy UCHOW U} LISISAG 1BI0T Bl 1
15:%0:00 ey ueihag/omidaol sesu idinewyr duy ybrequic | epAi]y Ag sy uy
924400 N0S ety sy diy A0IBAIBSGD) BRMOT] BU ]
LEE000 R EORUB/OINIK/SINGYSIBSTYNDE 1BMO] sy dily oInlg 0 ebiruy sgRsIA ¥
oy 2000 puy ondrauocpayspueidmol eseu jdi spdy. duy ifiled O UOHRULON] punciioeg SWINg
v 1000 QICYSIUIGBoUR IBjapuoENpYEsEwAOl BRRU A Aussao diiy DSBS V¥ I UOROK Sy )
BOILOWOD LR SUIBLYSIGINILYLIOD AR Jo00sef diy Slaugld puy SUCORY
11 820000 Buf sypuprodmpes opRICICO KSR duy SOUBIE) ¥ 1Y SiBUBId BYL
i 100000 U UIBUYBIGGNLYWIOD OB JO04DSS 7 dny 20008818} SIGUNE Y1 WOl BAT
Uiy oK uossnl) 1o ssaippy sbed gem uondissan
wopsenny]  [up yens [T {Al uadpy

// wapnig Jfonry | e |

Mw {ro3onnsuy m@@gummw.@mmomwmzw‘

091~

//!fﬂmm £

IPR2022-01227

EXHIBIT 1003 - PAGE 00822

26



EP 1113642 A2

841

oLl

IPR2022-01227

EXHIBIT 1003 - PAGE 00823

27



192

783«71
o

EP 1113 642 A2

188

188
AREA
2
COM
SERVER
&
B
Pane e
™! DATABASE |
| AﬁszA Lsfsfvsﬁ
COM e
SERVER \
188~
/
(*133 180

188

AREA

COM
SERVER

28

192
180
 C
188
192
188
184
: 180
| ABEA
COM
SERVER (/
(153 188
188
180
188

IPR2022-01227
EXHIBIT 1003 - PAGE 00824



EP 1113642 A2

(wssisiad g usdo) 1IBN00S JWdDL @
(Jo00moUS {dN e e

obed pAMA PBAIBS JLIH =

pusle

i anH NOO

gee \\

0L "Bid

{UAYINUODASOUWEDO] jdi 13D diy

{ WY INUoPASOURBDOY AL JO0MOUS 1y

§ic
LS00, OF 183208 wedo NOJ

%%N{:I \\ gce
~ax- i 7
/.f \.
/ \\
fﬂ
. " \ >
oy {BmpoLu) ABmeies \ . (enel)
/v (++3) BN Rty AN R yoiddy 1nuog
17T PLS Y ubnig @
\\\ %w\\
bed ¥4 1)/
fioy <aniddy>iam
Bejanbnidsm stueid TNL 0ie Suweld TN H USDDI
RS U INUOD

802 e IOBMOIE MMM SIS

///ﬂ ¥OC

INIHO YW 438N

IPR2022-01227

EXHIBIT 1003 - PAGE 00825

28



264

EP 1113642 A2

250

nananannRRRRAR

PLUG-IN SENDS URL TO WEB BROWSER

¥

WED BROWSER LOADS WEB PAGE USING URL

LOCAL HOST FROM APPLET IN WEB BROWSER

g

PLUG-IN IN WEB BROWSER USES WEB PAGE
INFORMATION TO OPEN SOCKET

LOCAL HOST ESTABLISHES SOCKET BETWEEN
APPLET AND SERVER

{

L
e
\ PLUG-IN OBTAINS HT“;'P GET REQUEST ON
...ZM
RS
he

PLUG-IN OBTAINS SKIN FOR MACHINE, EITHER

LOCALLY OR FROM THE NETWORK, AND
FRENDERS ITSELF IN A SPECIFIC USER INTERFACE
USING THE CONTENT OF THE SKIN

L

e APPLET USES THE SOCKET TO COMMUNICATE

WITH THE NETWORK THROUGH THE PLUG-IN

— 266

NO " APPLET X

< DISCONNECTS >

30

IPR2022-01227
EXHIBIT 1003 - PAGE 00826



EP 1113642 A2

EANE

poys eridypeois IBeopBoXy A 18iddy | | R =201zl

80 J

m@ IDIERIQD  ° -ARISAAY /WBOSG°AJDR  ¥D* JUBIUSO/ £ 1A S 7 L ALY CATOA
$5110:0g - Axxediysmoscaiow-eh jua3noos rdIg/ S 1usSy ¥ PEATIL
grizo:go * carzediysmoncazow-wh Ualu00; /1A /I US z daoog
8%:10:00 - azzeddyswos-agoe-vhyusincoy s 1A/ /1 A0Y 2030 SWOR
gzi1030¢ " a3xadiyswmon-aynw-ebh yuajuoos /s 1dynyy /1H5d 7 ®IATXY MT OAIDA | pe- 8D
ycignigy - azxadidyswontazow-ehegusiucns /1433y s /UL 1 BI0DS -
£ripning - v asxsdly uen  Az0w-vhr3vsiuosn//sdanys /a0y pI0J mm 2 RBRR 180y
zyigegn o addediysmon-azoeveb qusiuons/sdanys /o DI IBROLL WRIA( § SIQeUBA w
G X b mﬁuh\ H mz@w 3IIKION
] _ 5 BooTEs -

&
;

208wy ol uonRdUIssg PR INE ey’

owa A LSdARTE M
.

. diek  up3 18T ABid | 51 ABld B1BRy
% GOE " G} RO AEERI E) HAE)

OB UONES B SAali joouR M B

Wi OUU foysiond SHIBUINOUH

n

G0 ANIOsR  IUlld SOCOBSN UDIBRS SWaW  (B0eY PIBMIDS Mwm

B n o @ e B a0

hei]  JOIBDINUILCT) 5o MBI ups i

2deISIPN-JOIOTUISL] IO0UDSD

IPR2022-01227

EXHIBIT 1003 - PAGE 00827

31



EP 1113642 A2

et

@
%\V\\

9g€
pcE

ook

SN

pPpOY wouao 1
548 J8g o0 Ui Qo O S
T A epduy m |Bsud
N pE AlDe BB
s Y proysperowspapedAyuos aoe b usiuooy diy uisisl
- P04 | dusssg
e THN ALRGAH DY

IPR2022-01227

EXHIBIT 1003 - PAGE 00828

32



EP 1113642 A2

L) 1 1 .
snid (0-t) swsedg sals-g) upueg  WRYRUY K bl Bid
m WA 066 . © 45
o
................ e HGE
B enty L[
. mawmmcmmmn@ IeIS-|ie  pey aARy x m
“ ~BleL oyl O 1511} BU) B SIY] [8Sjed 10 BT 7
355 A "SRGy uesuswly se zenbupoy o pid pde
zozubn) veni pauio] puRIeNIBAA UUOP PUB BjBgA
BApg SUOUG
[ ] m 05E
Y
e Y00 BUIOH ] ]
B YL
ww P e ) “oid g
o ST
bre - 9GE
o]  ony ] sopwewnon 7 musm ore
w0000 SOfY A iR TSI ADE [DZOURPRU)/l] | 95ppy &SP .
mpiy  opposg  Brudy PIPBSY B sORpoy  IBANG MDY
N W o e D B o B \\

apd

hsmeEnEEOmu

OV syoyy uoipd  Jsriod

BCLOBION-18S L Y ~SIUSSBid ALIBUAN

IPR2022-01227

EXHIBIT 1003 - PAGE 00829

33



EP 1113642 A2

360
// 362 <364
Playlist . Playlistitem
PlaylistiD vlistitemiD
mag;?;e P SSﬁW
= pafem%@““w
resitemiD—"f—"
frameSetiD
escription—"_
Fram@ % ﬁm@@ﬁﬁ@tw
puliOnly—""
prefetc
frameSetResiD
name S
default 370
368 \\\ /
paremnt Resltem
ResFolder
resltemiD
resFolderiD ~ resFolderD |
parentll) < resData—" 571
description defFrameSetiD{—"__ 372
defFrame—{""___ 373
description 374
Fig. 15
34 IPR2022-01227

EXHIBIT 1003 - PAGE 00830



EP 1113642 A2

{ BEGIN }

¥

3

RECEIVE PLAYLIST
INFORMATION
FROM AUTHOR

400

YES |

~ PECEIVE “\_NO
& MORE PLAYLST ™
", Fm%f :.,.;::~""'"$"

420~

?

GENERATE AND
DISPLAY PLAYLIST

/ 404

< INPLAYLIST »

A PREFETCH™NO

406

- 408

YES |

410

414

PUSH PLAYLIST ITEM
WITH WEB PAGE TO
USER'S MACKINE WITH
PREFETOH TIME

L //”"412

BUBH BLAYLIST

USER'S MACHINE USES
WEB PAGE STAGING
AREA TO DISPLAY ITEM

ITEM WITH WEB
PAGE TO USER'S
MACHINE

!

iRovhao

¥

TRANSMIT CONTENT TO
USER MACHINE BASED
UPON USER'S SELECTION
OF PLAYLIST ITEMS

413

g

%, CLOSED

35

PLAYLIST™ "

=418

IPR2022-01227
EXHIBIT 1003 - PAGE 00831



EP 1113642 A2

%, RETRIEVE PLAYLIST ITEM
- INCLUDING URL

COYNAMIG™N O

uRL
?

RESCLVE VARIABLE

INVOKED

& v

OBTAIN RETRIEVE AND RETURN PLAYLIST
VARIADLE EXECUTE PROCESS ITEM WITH URL

DEFINITION
440
¥ /

i .
ASSEMBLE UPL

445

F /-f""’“’"" 442

RETURN PLAYLIST ITEM
WITH ASSEMBLED
URL

36 IPR2022-01227
EXHIBIT 1003 - PAGE 00832



EP 1395 005 A1

Europidisches Patentamt
{19) European Patent Office

Office européen des brevets

{12)

{43} Date of publication:
03.03.2004 Bulletin 2004/18

{21) Application number: 832553258.7

{22} Date of filing: 27.08.2003

EP 1395 005 A1

{11

EUROPEAN PATENT APPLICATION

(51) int C1.7: HO4L 12/56, H04Q 7/38

{84) Designated Contracting States:
ATBEBGCHCYCZDEDKEEESFIFRGBGR
HUIEIT LI LU MC NLPTROSESISKTR
Designaiad Extension States:

AL LT LY MK

{30) Priority: 30.08.2002 GB 08220239
{71} Applicant: Hutchison Whampoa Three G IP

{Bahamas) Limited
Nassau, New Providence (BS)

{72} inventor: Danneel, Jerome
Berkshire, L6 8RG (GR)

{74) Representative: Butcher, lan James of al
AA. Thornton & Co.
235 High Holborn
London WCIV TLE {GB)

{54)

{87y A method for implementing Fast Start packet-
switched streaming in a mobile telecommunications net-
work such as a UMTS network over real-lime bearers
that will improve the user's experience of the service as
well as minimising the wasle of resources. The present

improved method for streaming in a mobile telecommunications network

idea spacifies the requirements on, in the case of a
UMTS nebtwork, the UTRAN to make this method work
efficiently.

Printed by Jouve, 75001 PARIS {FR)

IPR2022-01227
EXHIBIT 1003 - PAGE 00833



1 EP 1 385005 A1 2

Description

{3081] The present invention relates to the implemen-
tation of streaming in a mobile telecommunications net-
work and in particular a Universal Mobile Telecommuni-
cations System (UMTS) network which enables the
UMTS Terrestrial Radio Access Network (UTRAN) to
enhance the experience of streaming users while saving
radio network resources.

Background

{0002] Currenily over the infernet, users can access
multimedia files, such as video clips or audio clips, in
wo ways. The first one is downiocad and the second one
is streaming.

When downloading a file, the user first makes a copy of
the whole file on his/her terminal and then plays it from
the terminal. Hence, there is a certain delay during
which the user has to wait before they can view or listen
o the file. The larger the multimedia file, the longer the
delay.

On the other hand, when streaming a multimedia file,
the file is played directly as it arrives from the internet
onio the user's terminal. Hence, the delay before stari-
ing to play does not depend on the size of the file and
the delay could be virtually zero. Another advantage of
streaming is that the user does not need o store the
whoie file on hisfher terminal, hence requiring much less
MBrmnory.

{0003] However, streaming a file requires that there is
no interruption in the flow of data coming from the inter-
nei, otherwise the muliimedia file being played fo the
user would be interrupted. Because the internet is an
unreliable natwork, such a temporary lack of data is very
likely. As a matter of fact, a muliimedia file streamed
over the internet is sent in individual packets. Although
the streaming server (the equipment sending the multi-
madia file to the user) tries (o feed the streaming player
{the appiication running on the user's terminal and
showing the data to the user) with a continuous flow of
packels, each packet is transmitied individually over the
internet on a best-affort basis. The travelling time across
the network is then different for each packet and some
packets might even be lost due fo congestion in the in-
tarmet.

{6084] Therefore, the only way {0 guarantee that the
streaming player always has data to present to the usar
is 1o make sure that the data arrives in the streaming
player a few seconds before it is to be played. Hence,
all streaming players perpetually bulfer a few seconds
of muitimedia files {0 accommodate delayed or lost
packets. This buffer is of & more or less constant length
and basically filis with data coming from the internet and
empties when data has been shown to the user. How-
aver, this buffering means that the user still has to wait
a certain amount of time before the file can start {0 be
played. The longer the buffer, the lower the probability
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that datais missed from the plaved file, but alse the long-
er the user has to wait.

[B008] Onetechnique used overthe internetioreduce
this delay while streaming is called Fast Start. Basically,
tha streaming server, instead of always sending tha data
at the rate the file is to be shown to the user, sends the
first few saconds of the file at a much higher throughput.
The delay before showing the file can be significantly
reduced if a high throughput can be achieved on the first
few seconds of the file. For instance, if the player needs
to buffer 10 seconds of the file 1o ensure low loss of data,
the initial delay could be only 5 seconds if the server can
send some initial data at a throughput twice the rate at
which the file is shown to the user. Fast Start streaming
over the infernet requires the piayer and the server to
support this functionality and to agree o usa it

[BG08] In a UMTS packet-switched network, both
download and streaming delivery technigues will be
supgporied to provide the users with multimedia files.
However, streaming over a UMTS network will be able
o use real-time bearers, Such bearers do not work on
a best-effort basis like the internet, but can guarantee
the bit rate and the delay for the transmission of the
packets over the network. As a result, the delivery of the
packets to the player is much more reliable than over
the internet, and temporary congestion in the network
should not affect the streaming data flow.

{B007] Nevertheless, because the radio link remains
non-reliable by nature {due to changing radioc condi-
tions) and because the guality of the radio link {(in terms
of errors, delays and packet losses) has a very high cost
in terms of resources, it is foresean that some buffering
will stil be required, even if in smaller amount than for
streaming over the internet. Since buffering is reguired,
then Fast Stari streaming techniques could alse be used
o reduce the delay during which the user must wait dur-
ing the initial buffering. However, fast start streaming
over 3 UMTS network and specifically over a real-time
bearer poses a problem.

{6008] Indeed, the efficient use of a real-time UMTS
bearar assumes that the terminal is "Quality of Sarvice
{QoS) aware”, i.e. il can determine the precise charac-
teristics of the bearer needed to carry the service and
then request those characteristics from the natwork. In
the case of streaming, the player will determine the

{the bandwidth parameter in the SDP file describing the
muitimeadia file} and then request a real-time bearer
service with the appropriate bit rate from the UMTS nei-
work. The bearer service provided by the UMTS core
network to the terminal is called Packel Data Protocol
{PDP) context. Such a real-time bearer would have the
following altribules:

= Traffic class = streaming
¢ Guaranteed bit rate = derived from the bandwidth
parameler

IPR2022-01227
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The UMTS core network then requests in tum a bearer
service from the UTRAN for this terminal. The bearer
service provided by the UTRAN {o the UMTS core net-
work for a particular terminal is called Radio Access
Bearar (RAB). its altributes are the same as that of the
PDP context above.

Finally, a radio link (radio baarer) is established by the
UTRAN with the terrninal. This bearer will have charac-
teristics based on the QoS parameters of the RAB. Ba-
sically, the radio bearer will allow data to be sent {0 the
user at the guaranteed bit rate but no more, in an attempt
to optimise the resources.

Because, the guaranteed bil rate basically equals the
rate at which the data are o be played, this means that
fast start streaming, even if used, would not reduce the
delay, since the throughput of the link is limited in the
UMTS network by the guaranteed bit rate.

[00668] 3GPP spedifications also aillow the terminal to
specify a maximura bit rate higher than the guaranieed
bit rate. However, the use and interpretation of this max-
imurn bit rate is not very clear in the UTRAN, and might
lead o significant waste of resources if set oo high and
not used properly. Indeed, the 3GPP documents simply
recommend the UTRAN to use the maximum bit rate fo
do code reservation. in the case of streaming, and es-
peciaily that of fast start streaming, such interpretation
might lead fo the UTRAN reserving downlink code re-
source, Node B channel elemenis and transport re-
sources for a very high bit rate for the lifetime of the bear-
er. Howaver, these will be used only for the first few sec-
onds, the rest of the lifetime of the bearer being used at
the guaranteed bit rate only, With the higher level re-
sources being unecessarily reserved.

Summary of the Invention

[0018] The preseni invention provides a method of
conirolling a radio link io a mobile terminal in a mobile
communications system, in which:

the terminal transmiis a reguest for a link to be es-
tablished including a request for a first bit rate and
a request for a second bit rate higher than said first
bit rate; a link is established with said terminal allo-
cating at least said first bit rate, if sufficient resourc-
as are avallable in the netwaork; and in which a bit
rate higher than said first bit rate but not exceeding
said second bit rate is allocated to said link for an
initial time period, if sufficient resources are availa-
hie in the natwork.

{6011] The present inventiom further provides a mo-

bile cornmunications network comprising:
means arranged (o receive a regueast from a mobile
terminal for the establishment of a radio link be-
twaen the mobile communications network and the
maobile terminal, the request defines a first bit rate
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and a second bit rate higher than said first bif rate;
means arranged to establish a radio link at at least
said first bit rate but no higher than said second bit
rate depending on the rescurces available in the
natwork; and

means arranged to control the bit rate of the radio
link and to reduce the bit rate allocated o the link
to a rate no lower than said first bit rate after an initiat
time period.

[0012] Thus, a method for implementing fast start
packef-swilched sireaming in a mobile telecommunica-
tions network such as a UMTS nelwork over real-time
bearers that will improve the user's experience of the
service as well as minimising the waste of resources is
proposed. The prasent idea also specifies the require-
ments on the terminal as well as on, in the case of a
UMTS network, the UTRAN to make this method work
efficiently.

[060613] The presentinvention will now be discussad in
more detail with reference fo a UMTS mobile telecom-
munications network, however ii will be appreciated that
tha described method could be applied to any mobile
communications network to achieve the siated aims.
[0014] Hwill be appreciated thal in the speacific exam-
ple of streaming in a UMTS nelwaork, the "first bit rate”
is equivalent to the guaranteed bit rate and the "second
bit rate” is equivalent fo the maximura bit rate requested
when fast start sireaming is required.

[G018] The mathod firstrelies on a terminal’s ability to
request a UMTS bearer with different QoS parameters
when fast starl is 1o be usad than when fast start is not
to be used. The difference will mainly reside in the value
of the requested maximum bit rate.

s |f fast start is not to be used, then the maximum bit
rate will generally be the same as the guaranteed
bit rate.

o [ffast startis {o be used, then the maximum bit raie
shall be higher than the guaranteed bit rate.

The exact calculation of the maximum bil rate should be
performed by the terminal and be based on its capabil-
ities in terms of radio bearers, buffering and streaming
player.

[B018] Secondly, the method aiso relies on the way
that the UTRAN will interpret these parameters and a

specific UTRAN behaviour basaed on the following 3
steps.
[B017] Step 1 corresponds to the call admission proc-

ess. if the requested maximura and guaranieed bit rates
are different, the UTRAN shall iry to establish a radio
bearer for the maxirurm bif rate. In the case where this
maximum bit rate cannot be established because of ioad
reason (admission control failed), then the UTRAN shall
try to establish the highest bit rate possible between the
maximum and the guarantesd. Only if the guaranieed
bitrate cannot be established should the bearer request

IPR2022-01227
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be reiected.

{6018] Step 2 starts when a bearer higher than the
guarantead bitrate has been established, and when fast
start streaming commences. The UTRAN shail moniior
the radio bearer in order to detect the end of the fast
start phase. This could be achieved in either of the foi-
lowing two ways:

¢ The UTRAN could start a timer {set by the operator
and dependent on the bit rale) at the setup of the
bearer, and daclare the end of the fast start phase
upon the expiry of the timer.

= The UTRAN could monifor the throughput of the ra-
dio bearer, and declare the end of the fast start
phase when a certain criteria is met, such as the
actual throughputis iower than X kbps formora than
Y saconds.

The first method above would prebably be easier to im-
plement and optimise than the second one, but the ca-
pacity gain of the second might be bigger.

{6018] Step 3 occurs when the UTRAN has detecied
the end of the fast start phase. At this point the UTRAN
shail reconfigure the whole radic bearer to the guaran-
tead bitrate. This means that all resources (code, chan-
nel elerments, transport, etc.) will be scaled down fo al-
low only the guaranteed bit rate 1o be transmitied.
[0028] Intheforegoing the presentinvention has been
described in relation io sireaming and in particular
streaming bearars. Tha dynamic control of the stream-
ing bearer bit rate allows the implementation of Fast
Start streaming on a UMTS system while conserving re-
sources once the Fast Start period has ended. However
it will be appreciated that the present invention is more
generally concemed with the dynamic contral of the
streaming bearer bit rate from the UTRAN side whatever
the actual data being transmitied represenis. For exam-
ple, any data type which warranis a real time bearer due
to its delay sensilive nature and which requires buffering
could have applied o it the dynamic control of the bit
rate of the bearer which is the subject of the present
invention.

{6021] Intheforegoingthe presentinvention has been
described in relation {o the beginning of the life of a bear-
er. However it will be appreciated that dynamic control
>f the bit rate allocated lo a bearer can be undertaken
during the life time of the bearer. In the context of
streaming, the streaming player on the mobile terminal
may be arranged o keep the streaming server updated
with the status of its buffers thereby enabling the stream-
ing player to adjustiis data flow according to the require-
ments of the steaming piayer's buffers. However, as dis-
cussed above, due o the fixed naturs of the bearers in
terms of bit rate, the streaming server could supply data
at ahigher rate but this would not translate to the stream-
ing player due fo the UTRAN limitations on the bearer
kit rate. Additionally the UTRAN has no information on
the siatus of the streaming player buffers. However, the
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UTRAN does ronilor data being sent to it from the core
network, and it is therefore proposed that the present
invention be applied o the UTRAN so that if the stream-
ing server attempts to send data at a higher rate the
UTRAN responds by resetting the bearer {o the maxi-
mum bifrate, as requested by the mobile terminal at the
establishrnent of the bearer. The sireaming player bufi-
ers may be emptied if there is interference on the radio
fink which causes a drop in data rates or if the user uti-
lises a fast forward or rewind option on the streaming
player.

Benefits of the present idea

{0022] The presentidea proposes a method of imple-
menting fast start streaming in 8 UMTS packat-switched
network.

{6023] it enables areduction in the time that the user
has o wait before the multimedia file can be shown fo
him.

[0024] However, if radio resources are not sufficient
io allow fast start streaming, then the service that the
usar would get from the network is the same as in the
case where fast start was not used.

[8028] Also the present method enables the UTRAN
io make an efficient use of ali iis resources, since the
whole radio bearer is reconfigurad.

{3026] Finally, the present methed is fully compliant
with the 3GPP Release 89 and later standards and does
not involve any new signalling between the different
eguipments. As a matter of fact, this method mainly
spacifies the UTRAN behaviour for a particular type of
RAB request for which the 3GPP specifications are guite
vague since such bhehaviour is assumed {o be impie-
mentation dependent.

Claims

1. A method of controlling a radio link to a mobile ter-
minal in a mobile cornmunications system, inwhich:

the terminal transmits a request for a link to be
established including arequestfor afirstbitrate
and a request for a second bif rate higher than
said first bit rate; a link is astablished with said
terminal allocating at least said first bit rate, if
sufficient resources are available in the net-
work; and in which a bit rate higher than said
first bit rate but not exceeding said second hit
rale is allocated to said link for an initial time
period, if sufficient resources are available in
the network.

2. A method ag claimed in claim 1 in which after said
initial time period the radio link is allocated a higher
bit rate not exceeding sald second bit for a further
initial time period, if sufficient resources are availa-
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18.
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ble in the natwork.

A method as claimed in claim 1 or 2 in which the or
each initial time period is & predetermined fime pe-
riod.

A method as claimead in claim 3 in which the prede-
termined time period is dependent on the bit rate
allocated for the or each initial time period.

A method as claimed in claim 3 or 4 in which the
allocated bii rate is reduced 1o said first bit rate afier
the or each initial ime pericd.

A method as claimed in claim 1 or 2 in which the
actual data rate used by said link during the or each
initial time period is monitored, and when the aciual
data rate falls to or below the first bit rate the first
bit rale is allocated to the link.

A method as claimad in any preceding claim in
which the lini is established at the highest bif rate
that resources will allow while not exceeding the
second bit rate.

A method as claimed in any preceding claim in
which the bit rates o be requested are calculated
by the terminal.

A method as claimed in olaim 8 in which said salcu-
{ation of the second bit rate is based on buffering
and streaming player capabilities of the terminal
and on capabilities of radic bearers.

A method as claimed in any preceding claim in
which the said link is established on a real-time
bearar.

A method as claimad in any preceding claim in
which the link is used for streaming of a data file to
the terminal.

A method as claimed in claim 11 in which the
sireaming is packei-swilched streaming.

A mathod as claimed in claim 11 or 12 in which tha
data file is a muitimedia data file.

A method as claimed in any of claims 11 to 13 in
which during the first mentionad initial time period
Fast Start sireaming is conducted.

A method as claimed in claim 14 in which, the first
bit rate is the bit rate required for streaming and the
second bit rate is a higher bit rate used for Fast Start
streaming.

A method as claimed in any preceding claim in
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which the mobile telecommunications system is a
UMTS.

A method as claimed in claim 16 in which the link is
established by the UTRAN.

A mobile cormnmunications network comgrising:

means arranged o receive a reguest from a
mobile terminail for the establishment of a radio
link between the mobile communications net-
work and the mobile terminal, the request de-
fines a first bit rate and a second bit rate higher
than said first bit raie;

means arranged to establish a radio link at at
least said first bit rate bul no higher than said
second bit rate depending on the resources
available in the network; and

means arranged o conirol the bit rale of the ra-
dio link and to reduce the bit rate allocated to
the link to a rate no lower than said first bit rale
after an initial time perniod.

A network as claimed in claim 18 wherein said
means arranged to control the bit rate is further ar-
ranged to allocate a higher bit rate not exceeding
said second bit rate to sald radio link, after said in-
itial tirne pericd, for a further initial time period, if
sufficient resources are available in the natworlk.

A network as claimed in claims 18 or18 in which the
or aach initial time period is a predetarmined time
period.

A network as claimed in claim 20 in which the pre-
determined time period is dependent on the bit rate
allocated for the or sach initial ime periad.

A network as claimad in claim 20 or 21 in which tha
allocated bit rate is reduced to said first bit rate after
the or each initial ime paricd.

A network as claimed in claim 18 further comprising
a data throughpui monitoring means which is ar-
ranged to monitor the actual data rate used by said
link during the or each initial time period, and when
the actual daia rate falls to or below the first bit rate
the first bit rate is allocated to the link.

A nelwork as claimed in any of claims 18 10 23 in
which the link is established at the highest bit rate
that resources will allow while not exceeding the
second bit rate.

A nelwork as claimed in any of claims 18 in 24 in
which the bit rates {0 be requested are calculated
by the terminal.
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34.

31.

32

33,

34.
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A network as claimed in claim 25 in which said cal-
culation of the second bit raie is based on buffering
and streaming player capabiliies of the terminal
and on capabilities of radic bearers.

A network as claimed in any of claims 18 to 26 in
which the said link is established on a real-time
bearer.

A network as claimed in any of claims 18 fo 27 in
which the link is used for streaming of a data file to
the terrminal.

A network as claimed in claim 28 in which the
streaming is packet-switched sireaming.

Anetwork as claimed in claim 28 or 29 in which the
data file is a muitimedia data file.

A network as claimed in any of claims 28 to 30 in
which during the or each initial time period Fast
Start streaming is conducted.

A network as claimed in claim 31 in which the first
bit rate is the bit rate required for streaming and the
second bitrate is a higher bit rale used for Fast Start
sireaming.

A network as claimed in any of claims 18 o 32, be-
ing 8 UMTS.

A UMTS network as claimed in claim 33 in which
the UTRAN comprises the means arranged to es-
tablish.

. A UMTS network as claimed in claim 34 in which

the UTRAN comprises the means arrangad to con-
trof.
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Description
TECHNICAL FIELD OF THE INVENTION

[60061] The invention relates to a method and a sys-
tem for encrypling material such as video material for
distribution. In particular, it relates conditional access
and copy protection techniques, and more particularly
to such technigues for interactive, on-demand digital
program content such as video-on-demand (VOD) pro-
gramming distributed via cabie and satellite networks.

BACKGROUND

{06082] Recent advances in cable and satellite distri-
bution of subscription and "on-demand” audio, video
and other content to subscribers have given rise o a
growing number of digital set-top boxes {sometimes re-
ferred o as Digital Consumer Terminals or "DCTs") for
decoding and delivering digitally breoadcast program-
ming. These sel-top boxes often include additional cir-
cuitry to make them compatible with oider analog en-
coding schemes for audio/video distribution. As tha mar-
ket for digital multimedia content of this type grows and
matures, there is a corresponding growth of demand for
new, more advanced features.

[0083] Video-on-demand (hereinafter VOD} and au-
dic-on-demand are examples of features made practical
by broadband digital broadcasting via cable and satel-
lite. Unlike earliar services where subscribers were
granted access {0 scheduled encrypted broadcasts (e.
g., movie channels, special events programming, pay
per view purchases, eic.), these on-demand services
permit a subscriber to request a desired video, audic or
other program at any time and to begin viewing the con-
tent at any point therein. Upon receiving the request for
programming {and, presumably, authorization {o bill the
subscriber's account), the service provider then trans-
mits the requested program to the subscriber's set-top
box for viewing/listening. The program material is typi-
cailly "streamed” to the subscriber in MPEG format for
immediate viewing/listening, bul can also be stored or
buffered in the set-top box (typically on a hard-disk driv
or "HDD") for subsaquent viewingfiistening.

{06004] The Motion Picture Association of America
{hereinafter MPAA) is a frade asscciation of the Ameri-
can film industry, whose members include the industry’'s
largest content providers (i.e., movie produsers, studi-
os). The MPAA requires protection of VOD content from
piracy. Without adequate security to protect their con-
tent, its rnember content providers will not release their
content {e.q., movies) for VOD distribution. Without up-
to-date, high-quality content, the VOD market would be-
come non-viable.

[0068] Access control mathods, which may include
encryption, are continually evolving io keep pace with
tha challengas of video-on-demand (VOD) and other
consumear-driven inleraclive services, With VO, head-
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end-based sessions are necassarily becoming more
personatized. In this scenario, video streams are indi-
vidually encrypled and have their own set of unique
keys.

[B0068] One key area of concern, especially for diract
content providers and movie companies, is VOD copy
protection. The method by which content is produced
and delivered to consumers is constantly changing. Un-
der the newest scenarios, content delivery can occur
over data backbones, satellite networks and the Inter-
net, increasing the potential for hackers to get digitally
perfect copies of the VOD content. As the VOD industry
deveilops and adapts to the piracy threat by providing
more sophisticated encryption schames, piracy be-
comes more difficult, but the potential gain {o the video
"oirate"” for achieving successful encryplion breaches
{successful content copying) remains a considerabie ai-
fraction fo hackers.

{B007] Assuming that physical security and network
security measures are adequate at the movie company,
the VOD encoding comgpany and at the MSO (Multiple
System Operator) or sateliite operator's facilities, the
primary points of VOD vuinarability to piracy occur when
VOD content is transmitted over widely accessible com-
munication networks such as a sateliite channel, the In-
termel or a cable system. Such transmissions can oceur
between the movie company and the VOD encoder, be-
tween the VOD enceder and the MSO or satellite oper-
ator, and between the MSO or satellite operator and the
VOD customer. Because of the ease with which such
fransmissions can be infercepted, these are the poinis
where the risk of piracy is the greatest.

SUMMARY OF THE INVENTION

{6008] Accordingto the invention, techniques are pro-
vided 1o pre-encrypt VO D material with a changing cryp-
tographic Key and to convey this information o VOD
sarvers so thal the VOD servers can send out the cor-
responding ECMs (Entitlement Control Messages)
whern the encrypted contentis delivered (o a consumer’s
digital set top.

[00608] Further according to the invention, muitiple en-
cryption keys are added when pre-encrypling VOD ma-
terial. More specifically, methods are provided for deter-
mining when to change encryption keys; how to record
the key changing criteria, and how to convey this infor-
mation to the VOD servers.

{060108] Further according to the invention, streaming
content is encrypted by segmenting the content info a
plurality of crypto periods, and encrypting the content
for each of a plurality of crypte periods with a different
cryptographic key. The crypto periods may be esiab-
lished as foliows:

1) Fixed crypto period; Define a crypto time interval
and change the key each time the crypto time-inter-
val passes.
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2) Fixed number of packeis: Delermine a nurnber
of content packets "n" corresponding to a suitable
time interval and change the crypiographic key eve-
ry "'n" packets.

3) Fixed "markar” count: Using a suitable MPEG-H
field type as a "marker”, such as an -frame header,
change the cryptographic kay every time "n" mark-
ers have passed in the stream, where "'n"is selected
to produce a suiiabie crypio period. The MPEG-H |-
rame header is one exampie of a suitable "marker.”
Alternatively, any other suitable, recurring MPEG-i
enceding element could be used as a stream "mark-
er' to delimit segments of the MPEG-H stream.

4} Random crypto period: Change the crypto-period
randomly within upper and lower constrainis on the
crypto period, using a pseudo-random algorithm.
Calculate a number of packets for each crypio pe-
riod and change the key after that number of pack-
ets. Generate an index file indicating at which pack-

et numbers the encryption key should be changed.

in

{6011] The invention is particularly useful for generat-
ing rapidly changing encryption keys, and for mathods
of communicating how and when to change the keys in
the context of, for example, the MediaCipher-li condi-
tional access {CA) system available from the Broadband
Communications Sector of Motorola, Ine., Horsham,
Pennsylvania, USA. Motorola's MediaCipher-li system
is capable of changing kevs at rates {crypio periods)
which are measured in fractions of a second, rather than
several seconds.

GLOSSARY

{3012] Unless otherwise noted, or as may be evident
from the context of their usage, any terms, abbrevia-
tions, acronyms or scientific symbols and notations
used herein are 1o be given their ordinary meaning in
tha technical discipline to which the invention most near-
ly pertains. The following glossary of terms is intended
to lend clarity and consistency o the various descrip-
tions contained herein, as weli as in prior art documentis:
CA Corditional Access. A means by which ac-
cessto contentis granted only if certain pre-
requisiie conditions are met {e.g., pavment
of a subscription fee, time-dependent -
cense, elc.)

CAS Conditional Access System. A means of al-
fowing system users fo access only those
services that are authorized to them, com-
prises a combination of authentication and
encryption o prevent unauthorized recep-
tion

cP Crypto Period. A period covering a portion
of an encrypted stream during which a spe-
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ECM

EMM

ER

ERS

internet

MPAA

MPEG

MPEG-iI

MSO

PCR

4
cific encryption key is valid.

Entitlernent Control Message. Entitlement
Control Messages are private conditional
access information which specify control
words and possibly other, typically stream-
speaific, scrambding and and/or control pa-
rameters.

Ertiflement Management Message. Condi-
tional access messages used to convey en-
fillements or keys or other paramesters {o
users, or to invalidate or delete entitiements
or keys. For exampie, an EMM can be used
in corbination with an £ECM 1o determine
an encryption key. Without the EMM, the
key cannot be derived. The following cate-
gories of EMM are possible:

EMM-G: EMM for the whole audience
EMM-S: Shared EMM between the ele-
ments of a group.

EMM-U: EMM for a single client.

Encryption Record. Contains information
about how specific prograra content is en-
crypied, and rules for decoding.

Encryption Renewal System. A system by
which a conditional access license is re-
newed.

LFTAY

The Internet (upper case "1"} is the vast coi-
lection of inter-connected networks that ali
use the TCPIP protocols. The inlermnet now
connacts many independent networks into
a vast giobal internat. Any time two or more
networks are connected together, this re-
sults in an internet (lower case "I"; as inin-
ternational or inter-state).

Motion Picture Association of America
Moving Pictures Experts Group

MPEG-2 is the standard for digital televi-
sion {officially designated as ISOAEC
13818, in 9 parts).

Muitiple System Operator. A company that
owns multiple cable systems.

Prograra Clock Reference. PCR informa-
tion is embedded intoc MPEG-H streams io
accurately synchronize a program clock on
the receiving systern fo the MPEG-
stream.

IPR2022-01227
EXHIBIT 1003 - PAGE 00843



5 EP 14187586 A2 8

Yoo Video-On-Demand. The service of provid-
ing content through subscriber selection off
alarge menu of oplions, available fo a view-
er at any time.

{6013] Embodiments of the present invention will now

ke described by way of example with reference to the
accompanying drawings, in which:

BRIEF DESCRIPTION OF THE DRAWINGS

{3014] Figure 1is a block diagram of a sysiem for de-
livering pre-encrypted video content, in accordance with
the invertion.
{06015] Figure 2A is a diagram showing a changing-
key encryption scheme for pre-encrypied contant using
a fixed crypto period, in accordance with the invention.
[0016] Figure 2B is a diagram showing a changing-
key encryption scheme for pre-encrypied content using
a crypio period based on a fixed number of packets, in
accordance with the invention,
{80171 Figure 2C is a diagram showing a changing-
kay encryption scheme for pre-encrypiad content using
a crypio period delimited by a fixed number of MPEG-l
i-frames, in accordance with the invention.
{3018] Figure 2D is a diagram showing a changing-
key encryption scheme for pre-encrypied content using
a "random” crypto penod, in accordance with the inven-
tion.

DETAILED DESCRIPTION OF EMBODIMENTS OF
THE INVENTION

{86018] Theinvention relates fo conditional access and
copy protection technigues and more particularly o
such techniques for interactive, on-demand digital pro-
gram content such as video-on-demand (VOD) pro-
gramming distributed via cable and satellite networks.
[B0208] In order io protect against interception and
copying of digital program content, a pre-encryption pro-
cedure is employed whereby server-based VOD con-
tent is stored in an encrypled form, then deliverad di-
rectly o viewers without further encryption processing.
The VOD conlent is encrypied at the point where it is
encoded, and is distributed to content resellers {e.q.,
MEQO's, satellite operators, ets.) in encryptad form. Con-
tent encoders generally do not distribute directly to end-
usars {(viewers). Typically, encryption is accomplished
sepa.rately and uniquely for each reselier.

[06021] Figure1isablock schematic diagram of a sys-
tem 100 for delivery of pre-encrypted program conient,
within which an embodiment of the present invention
can be incorporated. The systern 100 is suitably a con-
ditional access system (CAS) which is a system for
granting conditional access to certain digital content
{movies, efc.), the "conditions” being licensing condi-
tions (fee paid, access granied slarting on date xoudxx/
xx at xxxx untib yy/vylyy at yyiyy, etc.). it is noled that
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although the entire system 100 is not typically included
in one CAS, it could be.

[B022] Al a content encoder’s location 110, master
content 112 (e.q., movies and cther program content} is
encoded into digital form via a suitable {e.g., MPEG-H)
encoder 114. This conient is then encrypied in an en-
oryption system 116, 1o be "encrypted cordent.” A con-
tent authorization system 118 is used to, e.g., manage,
renew and verify valid licensing for the encrypted con-
tent. This can permit, for example, encryption by the en-
cryption system 118 only if valid licensing exists for any
particular destination. Al a minirmum, system 118 will
control whether encryption can ocour, independently of
content destination. The encryption systern 116 can
generate a "personalized” encryption for each destina-
tion content resedler {e.g., MSO). Such a feature is nol,
however, required. Instead, the same encryption proc-
ess could be used for a piurality of different MSQOs. The
encrypted content is transmitied via a transmitter OMIT)
120 over s suitable transmission medium 140 to a re-
ceiver 132 at a resedler's location 130. The transmission
medium is shown as being a satellite, but it can be the
intemnet, a cable network, or any other suitable dalivery
mechanism.

[6023] The receiver 132 raceives the encrypted con-
tant and stores it in a VOD server 134 from which H can
be re-transmitted fo end-users. A system manager 136
{e.g., computer system that controls operation of a re-
seller's various transmission and communications re-
sources) communicates with the encryption system 116
io make requests for program content, and {o receive
encryption records (ER) defining how the requested pro-
gram content is encrypted/encoded and {o receive en-
tittement control messages (ECMs) associated with the
encryption of the program content. Typically, the encryp-
tion system 116 and the system manager 136 are parts
of an ECM Renewal System (ERS) by which authoriza-
tions fo distribute/decode program content are man-
aged and renewed. It should be appreciated, however,
that the ECM renewal can be separate from the other
functions included in encryption systern 116. As an ex-
ampie, a centralized ERS can be provided. His also not-
ed that the System Manager 136 would typically be pro-
vided by the VOD vendor, although it may be provided
by others.

{80241 At the reseller's (e.g., MSO's) location, a user
authorization systemn 138 ("WOD Auth.") receives re-
guests from end users for program conte r‘t and verifies
that appropriate authorizations are in place for the end
user to view the requested content. if the apgpropriate
authorizations are in place, then the user authorization
system 138 instructs the VOD server 134 {o deliver the
requested (encrypled) content io the user's YOD play-
back device 150 {e.q., set-top box) and generates an
Entitternent Managament Message (EMM) for the re-
guesied content for delivery to the VOD playback device
150, along with the requested content. in an alternate
embodiment, the EMM is sentwell in advance, e.g., from
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the CAS.

{60258] An ECM contains encryption information spe-
cific 1o the program content which, in combination with
a valid EMM, can be used fo derive a decryption key for
decrypting the conlent, ECMs are typically embedded
within the program conient, and due {o the encryption
meachanisms empioyad cannot be used fo derive valid
encryplion keys absent a valid EMM for the content.
EMMs may also include conditional access information,
such as information about when, how many firmes, and
under what conditions the content may be viewed!
played.

{0026] Those skilled in the art will appreciate that
when the inventive concepts are used with pre-encrypt-
ed content, ECM authorizations will change over time.
Thus, ECM data embedded in the content will need i
ke updated with "renewed” ECMs, or ECMs with author-
izations based on subscriber specific rights (for example
io copy one or more limes), With mulliple key changes
in the content, the server {(which "plays out” the content
with the ECMs) must know when 1o switch ECM saets
from one crypto period to the nexi. Several methods to
accomplish this synchronization are disclosed herein. it
shouid also be appreciated that the decoder will decrypt
{if it has the proper ECMs) by looking at the transport
seramibling controf bits in the MPEG packet headers.
[0027] A technique that can be used to improve the
security of encrypted strearning content such as VGD
content is to change the crypiographic keys {encryption
keys) at a plurality of points within the content. In order
to make it more difficult for "pirates” to steal these keys,
it is desirable to use as many different cryptographic
keys as possible to encrypt one item of content. How-
evar, this creates a number of new issues:

1) Determining the number of sets of cryptographic
keys that should be employed to encrypt one item
of content, and determining an upper limit on how
frequently keys can be changed.

2) Determining how and where, within the program
content, to effect the cryptographic key changes,
and how to encode those key changes.

3) Determining how to communicate the crypto-
graphic key sets to VOD servers.

4) Determining how o synchronize cryptographic
key changes with the corresponding ECMs when
the content is streamed to the consumer at time of
purchase..

5) Betermining how io handle the ECM renewal
process.

{6028] The inveniive technique addresses these is-
sues by dafining a cryptographic key change methodol-
ogy that permiis rapid key changes with straightforward,
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simple key change synchronization at the firme of de-
cryption. This is accomplished, in part, by taking advan-
tage of the MPEG-H data strearn struciure.

{6023] Presentencryption schemes employ a simple,
conventional two-key encryption technique o encrypt
VOD content. Both keys taken together are essentially
a single "cryptographic key sat” used to encrypt the an-
tire content. For example, symmetric {i.e., private) keys
can be used for encryption. In an alternate implementa-
tion, one of the keys can comprise a "public key”, and
be deliverad with the content. The other key is required
in compination with the public key to decrypt the content,
and is delivered as part of a successful authorization or
licensing process. Neither key is useful absent the other
key. Although a public key implementation is possible,
a private key approach is currantly the preferred imple-
mentation.

{B038] A problem with encrypting the VOD content
with a single sat of keys is that an aggressive "aftack”
using exhaustive cryptographic "cracking” technigues
{e.g., a "brute force” approach) could discover a set of
keys that will decode the content. Once broken, the con-
tent can be reprodused "in the clear” (i.e., unencrypled),
thereby completely thwarting the security offered by the
encryption scheme. As is weall known in the art, key size
is a factor in minimizing the likelihood of a successiul
brute force attack.

{3031] For highest security and greatest protection
against cryptographic "ocracking” attacks by "pirates”, it
is highly desirable to increase the number of separate
cryptographic keys used by changing the keys at nu-
marous points during the encryption process. The great-
er the number of "orypto periods” (separately encrypted
segments of the content), the more difficult it becomes
o "crack” the encryption scheme. If, for example, cryp-
tographic keys were to be changed every 0.5 seconds
within a VOD stream (i.e., a cryplo period of (1.5 sec-
onds), then the would-be "pirate” would be forced to
crack the encryption scheme for each and every 0.5 sec-
onds of content. Each successful breach of encryption
seourity would only produce 0.5 seconds of "claar” {un-
encrypted) conlent. For a 90 minute movie, this would
reguire 10,800 separate successful breaches of the en-
cryption scheme. Given the lime and effort required 1o
accomplish each breach, this presents a formidable har-
rier {o piracy.

{#032] The inventive technique maintains all cryplo-
graphic keys separate from the encoded/encrypted con-
tent. A set of ECMs {(Entitiement Control Messages)
conveying information about a set of keys is multiplexed
into the VO stream by the VOD server when delivering
the VOD content to an end user's VOD playback device
{e.g. sel-top box). A separale EMM (Entitiement Man-
agernent Message) from an authorization system is de-
fivered to the VOD plavback device. The EMM contains
the remaining information required to decode/decrypt
the VOD content.

{86033] There are two points in the streaming VOUD de-
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livery process that dictale the practical upper limit on
how frequently keys can be changed within VOD con-
tent: the VGO server and the sei-top box. Since the con-
tent can be encoded "off-ling”, in a non real-time fashion,
there is virtually no practical lirmit to how frequently cryp-
tographic keys can be changed on the encoding/encryp-
tion side of the process. Howaver, the VOD sarver and/
or the set-fop box may operate in real-time. VGD server
limitations on how frequently ECMs can be multiplexed
into the VOD strearn to the sei-lop box set a first upper
fimit on key change frequency. The rate at which the set-
top box can switch encryption keys as a part of ifs de-
cryption process sets a second upper limit. The maxi-
mum raie at which cryptographic keys can be changed
is determined by the smaller of these two upper limits.
{80341 The inventive technique for implementing rap-
id cryptographic key changes uses any of four different
basic schemes (techniques, methodologies) for break-
ing up {subdividing, segmenting, sectioning) the conlent
to be encoded/encrypted into a plurality of "crypto peri-
ods”, coverad by different cryplographic keys. These
are:

1) Fixed crypto period: Define a crypto time interval
and change the key each time the crypto time-inter-
val passes.

2) Fixed number of packeis: Delermine a number
of content packets "n" corresponding 1o a suiiable
time interval and change the crypiographic key eve-
ry "'n" packets.

3) Fixed "marker” count: Using a suitable MPEG-H
field type as a "marker”, such as an I-frame header,
change the cryptographic key every lime "n" mark-
ers have passead in the stream, where "'n” is selected
to produce a suitable crypto pericd. Tha MPEG-H -
frame header is one example of a suitable "marker.”
Alternatively, any other suitable, recurring MPEG-i
encoding element could be used as a siream "mark-
er" to delimit segments of the MPEG-H stream.

4) Random crypto period: Change the crypto-period
randomly within upper and lower constrainis on
crypto period, using a pseudo-random algorithm.
Calculate a number of packets for each crypto pe-
riod and change the key after that number of pack-
ets. Generate an index file indicating at which pack-
el numbers the encryption key should be changed.
it is noted that instead of using a packet count to
define each crypto period, a fime interval could be
used.

{0038] Forthe sake of ensuring clarity of the terminol-
ogy used herein, to "encoda” does not necessarily mean
io "encrypt.” All encryption is encoding, of a sort. The
conversion to MPEG Is an encoding process. The proc-
ess of securing with cryptographic keys is encryption.
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Both encoding and encryption are performed on the pro-
gram content. The data stream which is segmented, and
forwhich keys are changing, is essentially the encrypted
{e.g., by 116} daia stream, which has previously been
encoded (@.9., by 114},

{0036] Figures 2A-2D ilustrate these four schemes
for braaking up the content {0 be encoded/encrypted in-
o a plurality "crypto periods.”

Fixed crypto period

86371 Under this encoding/encryption scheme, the
encoding system picks {selects) a suitable time interval
{crypto period) consistent with the known performance
limitations of elements of the VOD delivery and playback
infrastructure. Assuming MPEG-H encoding, the encod-
ing/encryption system can use the PCR {Program Clock
Reference) headers embedded in an MPEG-II stream
of an item of program content to delermine the exact
amount of program time that has passed at any point in
the stream. An initial cryptographic key is generated and
encryption of the stream begins with the initial key.
When analysis of the PCR information in the MPEG-
stream indicates that the cryplo period has passed, a
new key is generaied and encryption resumes at the
next MPEG- "packetl” using the new key. This new key
is used until the PCR information once again indicates
that the crypto period has passed since the key was
changed, and the process repeats untii the end of the
stream, generating a new encryption key for each sub-
sequent segment of the stream equivalent to a crypio
period of program time. Each encryption kay is saved
for encoding into a set of ECMs for the encoded/encrypt-
ed program content. Alternatively, ECMs may bhe gen-
erated and saved as content is encrypted. The ECM set
is provided fo the VOD reseller {.g., MS0O) upon com-
pletion of licensing/authorization of rights o the program
content. An encryption record (ER) is also generated,
describing the scheme by which the program content
was encoded/encrypted and the number of associated
ECMs. In another approach, the ERS can take the orig-
inal ECM set and "refrofit” (i.e., modify) it for each VOD
reselier's conditional access system. The ER conveys
information which permits such an implemeaniation.
{06038] Figure 2A illustrates this fixed crypto period
encoding scheme 200a, showing an encoded/encrypt-
ed MPEG-H stream 202, divided inio a plurality of seg-
ments 204. Each segment corresponds o a series of
MPEG-{ packets covered by a crypio period defined by
a fixed time interval AT. Each segment 204 is encrypted
according to a different encryption key, used (o generate
an ECM 208 associated with each separately encrypied
crypto period. The ECMs 206 are maintained separately
from the encrypied MPEG-I stream 202.

rd

Fixed number of packets

[B03%] In a2 manner similar to that of the fixed cryplo
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period scheme, this scheme initially determines a suit-
able crypto period. However, uniike the fixed crypto pe-
ricd scheme, the "fixed number of packets” scheme then
examines the encoding of the MPEG-H stream for an
itern of program content {o detarmine a suitable number
"n" of MPEG-H packets which correspond to a crypio
period. A sufficient exira number of packets in "n" is al-
lowad o account for any vanability inherent o MPEG-
encoding and to ensure that no MPEG-H segment of "n”
packets will exceed the VOD distribution/playback sys-
tem's key processing capabilities. It should be appreci-
ated that the strearsing content being encrypted com-
prises a sequence of packets. An initial key is chosen,
and enoryption of the MPEG-H sirearn begins, changing
the kKey after each "n" MPEG-H packets in the siream.
The number of packels per time interval can vary dra-
rmaticaily.

[06048] As in the fixed crypto period scheme, the en-
cryption key for each "'n" packels is saved for encoding
into a set of ECMs (ECM1, ECM2 ...) for the encoded/!
encrypted program content. Allernatively, as noted
above, the ECMs can be generated {e.g., in real time)
and saved as confent is encrypted. The ECM selis pro-
vided to the VOD resetller (e.g., MSO) upon completion
of licensing/authorization of rights to the program con-
tent, and an encryplion record (ER) is alsc generated,
describing the scheme by which the program content
was encoded/encrypied and the number of associated
ECMs. As previously indicated, the ERS could fake the
original ECM set and modify it for each VOD reselier’s
CAS.

[6041] Figure 2B illustrates an encoding scheme
200b that uses a fixed number of MPEG-H packets per
crypto interval. An enceded/encrypted MPEG-H stream
202 is divided into segments of "'n” MPEG-II packets
each, where "n” represents the number of MPEG-II
packets that correspond {0 a8 suitable period of program
fime {o be used as a crypto period. Each segment 204
is encrypted according to a different encryplion key,
used to generate an ECM 208 associated with each sep-
arately encrypled crypto period. The ECMs 206 are
maintained separalely from the encrypted MPEG-I
stream 202.

Fixed "marker” count

{6042] In this scheme, using a suitable, recurring ele-
ment of MPEG-H encoding as a stream sagment delim-
iter {marker), a number "n" of strearm segments is deter-
mined that correspond to a suitable crypto peried. The
stream is then encrypled in "crypto segments” defined
by "n" markers. The markers can optionally be transmit-
ted "in the clear”, {i.e., unencrypted) lo facilitate decod-
ing/decryption. Each crypio segment is encrypted using
a different cryptographic key.

{6043] In a manner like that of the "fixed number of
packets” scheme, the encryption key for each "n" pack-
eisis saved (or gensrated and then saved) for encoding
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inio a set of ECMs for the encoded/encrypled program
content. The ECM set is provided to the VOD reselier
{e.g., M8G) upon completion of licensing/authorization
of rights to the program content, and an encryption
record (ER) is also generatad, describing the scheme
by which the program content was encoded/encrypted
and the number of associated ECMs.

{0044] Figure 2C illustrates an encoding scheme
200c that uses MPEG-H "markers” 208 to delimit crypio
intervals in the MPEG-H stream. An encoded/encrypied
MPEG-1 stream 202 is divided into a plurality of seg-
ments 204 delimited by a number 'n” of "markers” 208,
Each segment corresponds io a series of MPEG- pack-
eis dalimited by "n" markers 208 ("n" = 2 in the figure).
A marker 208 can be any suitable recurring element of
MPEG-H encoding, such as an i-frama header {(shown
in the Figure, as "1"). The number "n"is chosen such that
each segment corresponds roughly 1o a suitable amount
of program lime for a crypio pericd. The markers 208
are transmitted "in the clear” o facilitate their identifica-
tion during the decoding/decryption process. Each sag-
ment 204 is encrypied according to a different encryp-
tion key, used to generate an ECM 206 associataed with
each separately encrypted crypto period. The ECMs
206 are maintained separately from the encrypied
MPEG-H stream 202,

"Random” cryplo period

[00458] Using this scheme, suitable upper and lower
fimits are selected for crypto periods within the perform-
ance limits of the VOD digtribution/playback system.
The MPEG-H strears encoding scheme for the program
content to be encrypted is then examined to determine
a minimum nuraber "x” and a maximur nurmber "y" of
MPEG-iI packets corresponding to the selected upper
and lower limits on crypto pericds. Using a pseudo-ran-
dom algorithm, an initial packet count "n" between "x"
and "y" {inclusive) is determined. An initial key is chosen
and encryplion of the stream begins. When "n" stream
packets have been encrypied, the pseudo-random al-
gorithm is used (o select a new vaius for 'n." A new key
is generated, and encryption resumes uniil the new
number "n" of packets has been encrypled. The process
repeats, generating a new packet count and a new key
for 2ach encrypted segment {orypto interval} of the
stream. As each segmentis encrypted, an indexnumber
is stored indicating the packet at which the segment be-
gins, and the encryption key is savad {or ECMs are gen-
erated and then saved). An index file of all of the index
numbers is generated and saved so that the VOD server
knows when to insert ECMs. Decryption depends on
packet marking and the ECMs. The indax numbers can
be packet numbers within the MPEG-{l stream, packet
counts or byie counts associated with each separately
encrypted segment, or any other index number suitable
for use by a multiplexing engine in determining which
MPEG-l packets are associated with each separately
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encrypted segment.

{6048] As with the other schames, the encryption key
for each encrypted segment is saved for encoding into
a set of ECMs for the encoded/encrypted program con-
tant, Allemnatively, as in the cther schemes discussed
above, ECMs may be generated and saved as content
is encrypted. The ECM sat is provided to the VOD re-
seller (e.g., MSO) upon completion of licensing/author-
ization of rights to the program content, and an encryp-
fion record (ER} is also generaled, describing the
scheme by which the program content was encoded/en-
crypted and the number of associated ECMs. The ERS
could alternatively take the original ECM set and "retro-
fit" (i.e., modify) it for each VOD ressiier's conditional
access system. As previously indicated, the ER conveys
information which permits such an implementation.
{3047] Figure 2D illustrates a random crypte interval
coding scheme 200d. An encoded/encrypted MPEG-I
stream 202 is divided inio a plurality of randomiy-sized
segments 2043, 204b, 204¢, 204d, 204e, otc. Each seg-
ment corresponds to a number of MPEG-II packats
{specific to that segment) derived using a pseudo-ran-
dom seguence generalor 210, A new packet count is
determined for each segment, and is used in an encryp-
tion control mechanism 212, which generates a new key
and index nuraber (A", "B, "C", "RY, "E", "R, elc.) for
each segment. Each segment 204'x’ is encrypted ac-
cording to the new encryption key, which is in turn used
io generate an ECM 208a, 206b, 206¢, 206d, 206e,
206f... assocdiated with each separately encrypted seg-
ment 204a, 204b, 204c¢, 2044, 204e, 204f... The ECMs
208'x' are maintained saparately from the encrypted
MPEG- stream 202, The index numbers ("A", "B, "C",
"DE" "FY, efe.) are stored in an index file 214, which
is used to facilitate decoding by identifying which pack-
ets are associated with each ECM.

{00481 Although shown and described harsinabove in
terms of MPEG-H encoding, it should be undersiood by
those of ordinary skill in the art that the inventive tech-
nique is readily adaptable to other forms of encoding by
making the necessary adaptations, substituting features
of alternate video timing/synchronization and encoding
slements as appropriate. Moraover, the various tech-
riques described above can be combined. {tis fully with-
in the spirit and scope of the invention to do so, and the
description presented hereinabove is intended to be il-
fustrative, rather than limiting.

[0049] Information about the encoding of the program
content {encoded/encrypted as described hereinabove)
is conveyed to an ERS (ECM Renewal System) in a few
separate pieces. Firsi, the encoded/encrypted program
conient is maintained separately from any information
about its enceding and encryption. Second, all of the en-
cryption kKeys used to encrypt the program content {or
the ECMs) are stored in the sequential order that they
were used [o encrypt the program content. Third, an en-
cryption record defining the encoding/encryption meth-
od and cther relevant encoding/encryplion parameters
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is generated, stored and associated with the program
content. In the case of random crypto period encoding,
the associated index file (214) is also stored. Gther -
plementations are alsoc possibie.

[B0588] When a VOD "reseller”, (e.q., MSQ, satellite
TV operator) successfully executes a licensing agree-
ment for an item of program content via an ERS system,
the ERS system transmits the encoded/encrypted pro-
gram content to the reseller via any suitable {(e.g., broad-
band) distribution means {e.g., satelliie, cable or Inter-
net link} for storage on a VOD server at the reseller's
focation. A sel of ECMs {one-lo-one correspondence
with encryption keys, in sequential order, or a known
permutation thereof) is generated and transmitted to the
reselier, and the encryption record (ER) {or an encoded
equivalant thereof) defining essantial portions of the an-
cryptionfencoding technique used o encode/encrypt
the program conient is fransmitted fo the reselier. In the
case of random crypto period encading, the index file
{214} is alsc transmitted, either separately or embedded
into one or more of the other iterns {e.g., ECMs, ER)
which are transmitted to the reseller.

[360581] it shouid be appreciated that content doas not
have to go through the ERS, aithough if can. The ER
could be sent by the VOD reseller (e.g., M30O)} fo the
ERS o identify the conlent. The ERS can then generale
the ECMs and send them back.

{3082] Forexampie, for the fixed methods of encoding
{fixed period, fixed packat count, or fixed marker count},
a field can be added to the ER defining the number of
ECMs associated with the encryption/encoding proc-
ess. For fixed marker count encoding, an ER field or
fields defining the marker type can also be added where
different types of markers might be empioyed in encod-
ing/encrypting different program conteni. For {pseudo)
random crypio period encoding, an ER field indicating
the number of ECMs and an ER field, or set of ER fields
containing the entire index file (or encoded equivalent
thereof), can be added.

{06053] Referring again briefly io Figure 1, the VOD
server 134 receives and stores the program content.
The VOD server 134 also receives the set of ECMs and
ER associated with the program content from the sys-
tem manager 136. When an end-user requesis and re-
ceives authorization to receive a VOD transmission of
the program content {e.g., via the end-user's sel-iop box
150 and the user authorization system 138}, the VOD
sarver multiplexes the ECMs and the encoded/encrypi-
ed program content as defined by the ER into a stream
and transmits it to the end user's VOD playback device
{e.g., sel-top box 150). The user authorization systern
generates an EMM containing license authorizations
and additional information (key, encoding parameters,
etc.) necessary to decode/decrypt the program content
and transmits it to the user's VOD playback device 150.
The VOD playback device 150 then has all of the ele-
ments necassary to decode, decrypt and display the
program conient, and proceeds 1o do so.
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{00541  Alternatively, the ECM Renewal System (ERS)
can generate a "template” of one setf of ECMs that can
be used to decrypt the program content. in this case,
the VOD server would be instructed how to iake this
tamplate and make corresponding ECMs for each oryp-
o period. The method used o determine when io move
from one encoded/encrypted segment 1o the next would
be substantially the same as described hereinabove.
[0055] For (pseudoe) random crypto period encoding,
the VOD server retains the index file from the encryption
record, and uses it to determine at what point in the
streara to insert {mulliplex in) the next ECM according
to the index numbers stored therein.

[6058] Although the invernition has been described in
connection with various specific embodiments, those
skilled in the art will appreciate that numerous adapia-
tions and modifications may be made therefo without
departing from the spirit and scope of the inventicn as
set forth in the claims.

Claims

1. A method for pre-encrypiing material with a crypto-
graphic key comprising:

encoding the material into digital form, encrypt-
ing the resulling encoded material, and trans-
mitting the encrypted material over a transmis-
sion medium; and

in the process of encrypting the encoded ma-
terial, segmenting the encodad material info a
plurality of segraents, and using different cryp-
tographic keys for different segments.

2. The method of claim 1, further comprising:

controlling the encrypting of the material by se-
iacting permission of encryption only if valid li-
censing exists.

3. The method of claim 1 or claim 2 wherein:

the transmigsion medium is af least one of a
sateliite, the internet, an intranet, and cable
natwork,

4. A method of communication of encrypted informa-
tion which includes the method of claim 1, claim 2
or claim 3 and further includes:

at a receiver, receiving the encrypted material
and storing it in a server from which it can be
re-transmitted io end-users; and

at the receiver, conirolling operation of a resel-
ler's various fransmission and communications
resources.
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5. The method of dclaim 4, further comprising:

generating a personalized encryption for each
of a plurality of destination content ressllers.

6. The method of claim 4 or claim 5, wherein:

atleast one of the resellers is a Multiple System
Operator (MSO).

7. The method of any one precading claim, wherein:

the material comprises at least one of movies,
data, audio, and other program content.

8. The method of any one precading claim, wherein:

the encoding is according fo the MPEG-
standard.

%, The methed of any one preceding claim, further
comprising:

generating an Entiflement Control Message
{(ECM} comprising encryption information spe-
cific to the material which, in combination with
a valid Entitlement Management Message
{(EMM), can be used to derive an encryplion key
for decading the encrypied materiai; and
multiplexing the ECM within the encrypted ma-
terial.

18. The method of claim 1, wherain,
the material comprises video on demand
{(VOD) content.

11. A method according o claim 1 for encrypiing
sireaming content, the method comprising:

changing crypiographic keys at a plurality of
points within the content.

12. The method of ciaim 11, further comgrising:

determining a number of sets of cryptographic
keys that should be amployed to encrypt one
item of content, and determining an upper limit
of how frequently keys can be changad.

13. The method of claim 11 or claim 12, further com-
prising:

datermining how and where, within the content,
to effect the cryptographic key changes.

14. The method of claim 11, daim 12 or claim 13 and
further comprising:
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18.
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19.

20.

21.

22.
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datermining how to communicate the crypto-
graphic key sets to VOD servers.

The method of any one of cdlaims 11 to 14, further
cOMprising:

determining how to synchronize cryptographic
key changes with corresponding entittement
control messages (ECMs) at a time when con-
tent is sireamed to a consumer.

The method of any one of claims 11 o 15, further
comprising:

determining how o handle an ECM renewal
pProcess.

The methed of any one of claims 11 to 18, further
comprising:

defining a cryptographic key change methodol-
ogy that permits rapid key changes with
straightforward, simpie key change synchroni-
zation at the time of decryption.

The method of any one of claims 11 to 17, further
comprising:

maintaining alt cryptographic keys separate
from the encrypled content.

The method of claims 11 1o 18, further comprising:

multiptexing a set of Entitiement Control Mes-
sages (ECMs) conveying information about a
set of keys into the stream when delivering the
encrypiad content.

The method of any one of claims 11 fo 18, further
comprising:
daiivering a separate Entilement Management
Message (EMM) from an authorization system.

A method according to any one preceading claim in-
chuding encrypting streaming content, comprising:

segmenting the content into a plurality of crypto
periods; and

encrypting the content for each crypto period
with a different cryptographic key.

The method of clairm 21, wherein:
the crypto period comprises a fixed time inter-

val, and
further comprising:
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changing the cryptographic key each time
the time interval passes.

. The method of claim 22, further comprising:

generating an Entitlement Control Message

(ECM) for each separately encrypted crypto pe-
iod; and
maintaining the ECMs separately from the en-

srypted streaming content.

i
\
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. The method of claim 21, further comprising:

using Program Clock Reference (PCR) haad-
ers embedded in an MPEG-lI stream of anitem
of program content to determine the amount of
time that has passed at any point in the siream.

. The method of claim 24, further comprising:

veginning the encryption by generating an ini-
tial cryptographic key, and when analysis of the
PCR information in the MPEG-H stream indi-
cates that the crypto period has passed, gen-
grating a new key and resuming encryplion at
the next MPEG-H packet using the new key;
using the new key until the PCR information
once again indicates that the crypto peried has
passed since the key was changed; and
repeating the process until the end of the
stream

. The method of claim 21, wherein:

the streaming confent is embodied in a se-
gquence of packets; and

the cryplo periad comprises a fixed number of
content packeis.

. The method of claim 26, further comprising:

aflowing a sufficient number of packets o ac-
count for any variability inherent to the encod-
ing procedure and o ensure that no segment
of "n" packets will exceed a distribution/play-
back system's key processing capabilities.

. The method of claim 26, further comprising:

choosing an initial key and beginning encryp-
fion of the streaming content; and
changing the key after each fixed number of
packets in the strearning content.

. The method of claim 286, further comprising:

saving information about the encryption key for
each of a plurality of content packets into & set
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