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Status of this Menp

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Abst r act

Thi s docunent describes a protocol for carrying authentication,

aut hori zation, and configuration infornmation between a Network Access
Server which desires to authenticate its |inks and a shared

Aut henti cation Server.

| npl enent ati on Note

This meno docunents the RADI US protocol. There has been sone
confusion in the assignnment of port nunbers for this protocol. The
early depl oynent of RADI US was done using the erroneously chosen port
nunmber 1645, which conflicts with the "datanetrics" service. The
officially assigned port nunber for RADIUS is 1812.
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1. Introduction
Managi ng di spersed serial |ine and nodem pools for |arge nunbers of

users can create the need for significant administrative support.
Since nodem pools are by definition a link to the outside world, they
require careful attention to security, authorization and accounti ng.
This can be best achi eved by managi ng a single "database" of users,
which allows for authentication (verifying user nanme and password) as
wel |l as configuration information detailing the type of service to
deliver to the user (for exanple, SLIP, PPP, telnet, rlogin).

Key features of RADI US are:
Client/Server Mde

A Network Access Server (NAS) operates as a client of RADIUS. The
client is responsible for passing user information to designated
RADI US servers, and then acting on the response which is returned.

RADI US servers are responsible for receiving user connection
requests, authenticating the user, and then returning all
configuration information necessary for the client to deliver
service to the user.

A RADI US server can act as a proxy client to other RAD US servers
or other kinds of authentication servers.

Net wor k Security

Transactions between the client and RADI US server are

aut henti cated through the use of a shared secret, which is never
sent over the network. In addition, any user passwords are sent
encrypted between the client and RADI US server, to elimnate the
possibility that someone snoopi ng on an unsecure network coul d
determine a user’s password
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Fl exi bl e Aut henti cati on Mechani sns

The RADI US server can support a variety of nmethods to authenticate
a user. Wien it is provided with the user nane and ori gi na
password given by the user, it can support PPP PAP or CHAP, UN X

| ogi n, and ot her authentication nechani sns.

Ext ensi bl e Prot ocol
Al'l transactions are conprised of variable Iength Attribute-
Lengt h-Val ue 3-tuples. New attribute values can be added w t hout
di sturbing existing inplenentations of the protocol.

1.1. Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized.

MUST This word, or the adjective "required", neans that the
definition is an absolute requirenent of the specification

MUST NOT This phrase nmeans that the definition is an absolute
prohi bition of the specification

SHOULD This word, or the adjective "recommended", neans that there
may exi st valid reasons in particular circunstances to
ignore this item but the full inplications nust be

under st ood and carefully wei ghed before choosing a
di fferent course.

MAY This word, or the adjective "optional", neans that this
itemis one of an allowed set of alternatives. An
i mpl emrent ati on whi ch does not include this option MJST be
prepared to interoperate with another inplenentation which
does include the option.
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1.2. Termnol ogy
Thi s docunent frequently uses the follow ng terns:

service The NAS provides a service to the dial-in user, such as PPP
or Tel net.

sessi on Each service provided by the NAS to a dial-in user
constitutes a session, with the begi nning of the session
defined as the point where service is first provided and
the end of the session defined as the point where service
is ended. A user nmay have nmultiple sessions in parallel or
series if the NAS supports that.

silently discard
This means the inplenmentation discards the packet w thout
further processing. The inplenmentation SHOULD provi de the
capability of logging the error, including the contents of
the silently discarded packet, and SHOULD record the event
in a statistics counter.

2. QOperation

When a client is configured to use RADI US, any user of the client
presents authentication information to the client. This nmight be
with a customni zable |l ogin pronpt, where the user is expected to enter
their username and password. Alternatively, the user might use a
link fram ng protocol such as the Point-to-Point Protocol (PPP)

whi ch has authentication packets which carry this information

Once the client has obtained such infornmation, it may choose to

aut henticate using RADIUS. To do so, the client creates an "Access-
Request" contai ning such Attributes as the user’s nane, the user’s
password, the ID of the client and the Port ID which the user is
accessing. Wen a password is present, it is hidden using a nethod
based on the RSA Message Di gest Al gorithm MD5 [1].

The Access-Request is subnitted to the RADIUS server via the network.
If no response is returned within a length of time, the request is
re-sent a nunber of times. The client can also forward requests to
an alternate server or servers in the event that the primary server
is down or unreachable. An alternate server can be used either after
a nunber of tries to the prinmary server fail, or in a round-robin
fashion. Retry and fallback algorithns are the topic of current
research and are not specified in detail in this docunent.
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