o UNITED STATES PATENT AND TRADEMARK OFFICE
( :“*“\\ UNITED STATES DEPARTMENT OF COMMERCE

R 2 United States Patent and Trademark Office
: Address: COMMISSIONER FOR PATENTS
P.0O. Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/647,859 03/05/2019 10223692 20533.40a.1 5414
22913 7590 02/13/2019
Workman Nydegger
60 East South Temple
Suite 1000

Salt Lake City, UT 84111

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 273 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Min Hwan JEON, Gwangju-si, KOREA, REPUBLIC OF;
MOZIDO CORFIRE - KOREA, LTD., Seongnam-si Gyeonggi-do, KOREA, REPUBLIC OF;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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Via E-File
PATENT APPLICATON
Docket No: 20533.40a.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: )
)
Min Hwan Jeon )
)
Serial No: 14/647,859 } Art Unit
} 3695
Filed: May 28, 2015 )
)
Confirmation No.: 5414 )
)
For: METHOD FOR SETTING TEMPORRY )
PAYMENT CARD AND MOBILE )
DEVICE APPLYING THE SAME )
)
Examiner: Kito R. Robinson )
)
Customer No.: 22013 )

TRANSMITTAL OF ISSUE FEE PAYMENT

Mail Stop Issue Fee
Commissioner for Patents
P.C. Box 1450

Alexandria, VA 22313-1450

Sir:
In response to the Notice of Allowance and Fee(s) Due dated October 18, 2018, please
find enclosed herewith the following items for filing in the United States Patent and Trademark

Office in connection with the above identified patent application:

X Fee(s) Transmittal (PTOL-85) submitted pursuant to 37 CF.R. § 1.311.

APPL-1002
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X

A Supplemental Declaration executed by the inventor(s) is submitted pursuant to
37CFR. §1.67.

Pursuant to the request for submission of formal drawings, enclosed are the
following:

A Letter to the Official Drafisperson;

A set of { 3y sheets of formal drawings to replace the
corresponding drawings originally filed with the subject application.

A duplicate set of the () sheets of formal drawings with
the changes therein highlighted in red.

Petition to Excuse Error in Small Entity Status is enclosed.

Form PTOQ-2038 submitting Credit Card Payment in the amount of § is
enclosed to cover the fee deficiency for the Petition to Excuse Error.

Payment by credit card using the payment option in E-Filer with RAM will be
used to cover the payment of the fees as follows:

X_ The $1,000.00 government issue fee pursuant to 37CER. § 1.18.

The$  government publication fee pursuant to 37 CF.R. § 1.18.(d)

The Commission is hereby authorized to charge payment of any additional fees or
credit any overpayment to Deposit Account No. 23-3178.

Please address all future correspondence in connection with the above-identified patent
application to the attention of the undersigned.

Dated this _{

38697405 _1.doc

3

5% day of sohnsesnd 20

/ Respectfully submitted,
o R

& {
o &
§od e

i Fa

{ JOHN C. STRINGHAM
Registration No. 40,831
WORKMAN NYDEGGER
Attorneys for Applicant
Customer No. 022913
Telephone No. 801.533.9800
istringhaniéwnlaw.com
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PART B - FEE({S) TRANSMITTAL
Compilete and send this form, together with applicable fee(s), by maif or fax, or via EFS-Web.

By mail, sead to:  Mail Stop ISSUE FEE By fax, send to:  (571)-273-2883
Commissioner for Patents
P.O. Box 1450
Alenandria, Virginia 22313-1430

INSTRUCTIONS: This form ’rfhouid be wsed for wransmitting the ISSUE FEE and PUBLICATIONFEE (i requised). Blocks § through 5 should be completed where appropriste. Al
further cowespondence inviuding the Patent. advance orders and aotification of mmmienance fees will be mailed to the current conrespondence address as ihdicated unless corseciad
below or direcied otherwise in Block E By(a) specifyiog a new wmjganéance adgress; andior (b} ‘endicaimg:x separate "FEE ADDRESS” for maintenance fee notifications.
MNote: A sentificate of mailing can only be used for domestic mailings of the
CURRENT CORRESPONDENCE ADDRESS {Note: Use Block § fos sny change of address) Fea{s) Transmittal, This certificate canpot be used for any ather accompanying
papers. Each additional paper, such as an assignment or formal drawing. must
have its own ceatificate of mailing or transmissin.

22943 7590 1WEE2018 Cestificate of Mailing or Transmission
Workman Nydegger 1 hereby certify that this Fes(s) Transmittal is being deposited with the United
i States Postal Service with sufficicnt postage for first class mait in an envelope
80 Bast South Temple addressed to the Mail Stop ISSUE FEE address above, or being wansmitied 1o
Suite 1000 the VSPTO via BFS-Web or hy facsimile 10 (371) 273-2885, on the duke below,
Salt Lake City, UT 84111 $Typed o prinied name)
{Date.
E APPLICATION NO. ; FILING DATE E FIRST NAMED INVENTOR ; ATTORNEY DOCKET HO. } COMFIRMATION NO. E
141547 859 Q81382015 Mia Hwan JEON 20533.40s.1 S414
TITLE OF INVENTION: METHOD FOR SETTING TEMPORARY PAYMENT CARD ARD MOBILE DEVICE APPLYING THE SAME
r APPLN. TYFE E ENTIFY STATUS E 1SSUE FEFE DUE E PUBLICATION FEE DUE § PREV. PAID ISSUK FEE g TOTAL FEF(S) DUE § DATE DUE !
nonprevisional UNDISCOUNTED $100¢ 50,00 3$0.00 $1000 G/ 1812018
E EXAMINER E ART UNIT i CLABS-SUBCLASS g
ROBINSON, KITOR 3698 TES041 000
T.Change of correspondence address of indwation of | iee Address 137 Tor printing on the patent front page. st
CFR 1.363). (1} The names of up 1o 3 regisiered patent sliorneys .
or sgents OR, shematively, t WO?Rma”N‘i'degger

3 Change of correspondence address (or Change of Correspondente oy . §
Address form PTO/SR/122) atiached. {2) The name of & single fiten {having o & member 2

registered atioraey or agent) and the names Of PG X
; 2 registered patent aworneys of agenis. I ne name s
‘wd “Fee Address” indication {or “Fee Address” Indication form PTO/ !isle%i. a0 mg::: will be pristed. gont .
SB/47; Rev 0309 or more recen} sttached. Use of a Customer <

Number is reguired.
3 ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or iype)

PLEASE NOTE: Unless an assignee is idenificd below, no assigaee data witl appess on the patent. If an assignes is identified bolow, the document must have beeg previously
secorded. ar filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this furm is NOT a substie for filing an assigament;

{AY NAME OF ASSIGNEER {B) RESIDENCE: (CITY and STATE OR COUNTRYY

Mozido Corfire - Korea, LTD. Republic of Korea

" - N o, . % P Y e~ . . N
Please check the appropriate assignes category or categories (will not he printed on the patenty: 3 individual WA ¢ FEpOTaLING G other private group palty 3 Coverament

4 Pees submitted: ﬁissue Fee Lipublication Fee {if required) L dadvance Order - 8 of Coptes
4b. Method of Payment: {Please first reapply any previously patd fee showa ebove}

X Brectrnic Payment via EFS-Web U maclosed check {3 Non-electronic payment by coidit cssd {Autach form PTO-103R)

%l The Divector is hereby authorized to charge the required feefs). any deficiency, or credit any overpayment 1o Deposit Account No. 23-3178

3. Chaage in Entity Ststus {from status indicated above) OiSE s
S e N s . X NOTE: Absent a valid cenification of Micro Ertity Status {ses forms PTO/SB/ISA and 158), issue
L Applicant certifying micro catity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepied at the risk of application abandm\g‘cm.
5 | o ccort - . s NQTE; If the application was previousty under micro entity status, cheeking this box will be taken
o Apglicant asserting smal entity stabus. See 37 LFR 1.27 to be a gotification of loss of entitlement to mises catity Sttus.
NOQTE: Checking this box will be taken to be a aotification of loss of entitlemeat to small or micro

) Applicant changing to regular undiscounted fe status. curity siatus, us apphicable.

NOTE: This form must be signcd in aceprdance wi

"ER1.31 and 1.33. S¢¢ 37 CFR 1 4 for signanins TEquir aad cenifications,

Authorized Signature { §
X )
Typed or printed same . JONRC. Stringham

2, TRV RS

Page2of 3
PTOL-85 Part B {08-18) Approved for use through $1/31/2020 OMB 06510033 U.S. Patent sud Trademark Office: U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number: 14647859

Filing Date: 28-May-2015

Title of Invention:

METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE

APPLYING THE SAME
First Named Inventor/Applicant Name: Min Hwan JEON
Filer: John C. Stringham/Sue Held
Attorney Docket Number: 20533.40a.1
Filed as Large Entity
Filing Fees for U.S. National Stage under 35 USC 371

Description Fee Code Quantity Amount SUB—JS:;)I in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 1000 1000
APPL-1002
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Description

Fee Code

Quantity

Amount

Sub-Total in

USD(S)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1000
APPL-1002
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Electronic Acknowledgement Receipt

EFS ID: 34861069
Application Number: 14647859
International Application Number:
Confirmation Number: 5414

Title of Invention:

METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE
APPLYING THE SAME

First Named Inventor/Applicant Name:

Min Hwan JEON

Customer Number:

22913

Filer:

John C. Stringham/Sue Held

Filer Authorized By:

John C. Stringham

Attorney Docket Number: 20533.40a.1
Receipt Date: 15-JAN-2019
Filing Date: 28-MAY-2015
Time Stamp: 16:00:02

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1000

RAM confirmation Number

011619INTEFSW16013300

Deposit Account

233178

Authorized User

Sue Held

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.19 (Document supply fees)

APPL-1002
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37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

37 CFR 1.492 (National application filing, search, and examination fees)

37 CFR 1.492(a) (Basic national fee only)

File Listing:
Document . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

62040

1 Transmittal Letter 20533_40a_1_Transmittal_of_| no 2

ssue_Fee.pdf
- 74cfObedf4f0c4ee326c138022f52cf923615)

3l

Warnings:

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

Information:
100662
2 Issue Fee Payment (PTO-85B) 20533_40a_1 _Fce;s_Transmnta no 1
p c34f24dabad3b93d8901c523a62b4b60e4
le2e7
Warnings:

The page size in the PDF is too large. The pages should be 8.5 x 11 or A4. If this PDF is submitted, the pages will be resized upon entry into the
Image File Wrapper and may affect subsequent processing

Information:
30629
3 Fee Worksheet (SB06) fee-info.pdf no 2
043b7bfd2bfa829f9e4aeb1a487c3895ba7
Warnings:
Information:
Total Files Size (in bytes){ 193331

APPL-1002
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

APPL-1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
22913 7500 10/18/2018
Workman Nydegger ROBINSON, KITO R
60 East South Temple
Suite 1000 | ART UNIT PAPER NUMBER |
Salt Lake City, UT 84111 3695
DATE MAILED: 10/18/2018
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
14/647.859 05/28/2015 Min Hwan JEON 20533.40a.1 5414

TITLE OF INVENTION: METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE APPLYING THE SAME

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 01/18/2019

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of maintenance
fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3

PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

22913 7590 10/18/2018 Certificate of Mailing or Transmission
Workman Nydegger I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
60 East South Temple addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 1000 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Salt Lake City, UT 84111 (Typed or prined rame)
(Signature)
(Date)|
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
14/647,859 05/28/2015 Min Hwan JEON 20533.40a.1 5414
TITLE OF INVENTION: METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE APPLYING THE SAME
| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 01/18/2019

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
ROBINSON, KITO R 3695 705-041000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of upto 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|95}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity (] Government

4a. Fees submitted: [MIssue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Blectronic Payment via EFS-Web (] Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
14/647,859 05/28/2015 Min Hwan JEON 20533.40a.1 5414
| EXAMINER |
22913 7590 10/18/2018
Workman Nydegger ROBINSON, KITO R
60 East South Temple
Suite 1000 | ART UNIT PAPER NUMBER |
Salt Lake City, UT 84111 3695

DATE MAILED: 10/18/2018

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3

PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 14/647,859 JEON, Min Hwan
Notice of Allowability Examiner Art Unit AlA Status
KITO R ROBINSON 3695 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[¥] This communication is responsive to request for continued examination 26 February 2018.
[J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-2,4-5 and 7-15 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
4.[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAIl b) (JSome  *c) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No. ___
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {(not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4} Notice of References Cited (PTO-892) 5. (¥} Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.[V) Interview Summary (PTO-413),
Paper No./Mail Date. 09/28/2018.
/KITO R ROBINSON/
Primary Examiner, Art Unit 3695

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20180924
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Application/Control Number: 14/647,859 Page 2
Art Unit: 3695

DETAILED ACTION

Status of Claims

1. This action is in reply to the request for continued examination filed on 26
February 2018.

2. Claim 1 and 15 have been amended.

3. Claim 3 and 6 have been canceled.

4. Claims 1, 2, 4, 5, 7-15 are currently pending and have been examined.

5. The present application is being examined under the pre-AlA first to invent
provisions.

6. The Examiner respectfully rescinds the U.S.C. 103(a) rejection on claims 1,

2,4,5, 7-15 in view of claimed amendments.

Continued Examination Under 37 CFR 1.114
7. A request for continued examination under 37 CFR 1.114, including the fee
set forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since
this application is eligible for continued examination under 37 CFR 1.114, and the
fee set forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous
Office action has been withdrawn pursuant to 37 CFR 1.114. Applicant's

submission filed on 26 February 2018 has been entered.
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Application/Control Number: 14/647,859 Page 3
Art Unit: 3695

EXAMINER'S AMENDMENT
An examiner's amendment to the record appears below. Should the
changes and/or additions be unacceptable to applicant, an amendment may be
filed as provided by 37 CFR 1.312. To ensure consideration of such an

amendment, it MUST be submitted no later than the payment of the issue fee.

Authorization for this examiner's amendment was given in an interview

with W. Brad Barger on 28 September 2018.

The application has been amended as follows:
Claim 1 (Currently Amended) A method for setting a temporary payment card,
comprising:

displaying a list of mobile payment cards at a first portion of a touch screen
interface;

receiving, through the touch screen interface, a user input selecting a mobile
payment card from the list of mobile payment card;

detecting the user input sliding the mobile payment card from the first portion
of the touch screen interface to a second portion of the touch screen interface;

based upon the user input sliding the mobile payment card, setting, as a
temporary card, the mobile payment card, wherein while the mobile payment card

is set as the temporary card, payments will be made by the mobile payment card;

APPL-1002
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Application/Control Number: 14/647,859 Page 4
Art Unit: 3695

displaying a numerical indicator of a payable time, wherein the
numerical indicator initially indicates a first remaining time amount;
simultaneously:
moving the mobile payment card a first distance from the first
portion of the screen towards a [[the]] second portion of the touch screen, and
decrementing the numerical indicator a first difference to
display a remaining payable time,
wherein:
the first distance is proportional to an amount of payable
time that has passed, and
the first difference is proportional to the amount of
payable time that has passed: and
resetting the setting of the temporary payment card when the payable time
passes such that the mobile payment card is no longer set as the temporary card

and payments are made through a main card.

Claim 15 (Currently Amended) A mobile device comprising:

a touch screen configured to display a list of mobile payment cards; and a
processor configured to:

displaying a list of mobile payment cards at a first portion of a touch screen

interface;

APPL-1002
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Application/Control Number: 14/647,859 Page 5
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receive, through the touch screen interface, a user input selecting a mobile
payment card from the list of mobile payment card;
detect the user input sliding the mobile payment card from the first portion
of the touch screen interface to a second portion of the touch screen interface;
based upon the user input sliding the mobile payment card, set as temporary
card, [[a]] the mobile payment card, wherein while the mobile payment card is set
as the temporary card, payments will be made by the mobile payment card;
displaying a numerical indicator of a payable time, wherein the
numerical indicator initially indicates a first remaining time amount;
simultaneously:
moving the mobile payment card a first distance from the first
portion of the screen towards a [[the]] second portion of the touch screen, and
decrementing the numerical indicator a first difference to
display a remaining payable time,
wherein:
the first distance is proportional to an amount of payable
time that has passed, and
the first difference is proportional to the amount of
payable time that has passed: and
reset the setting of the temporary payment card when the payable time

passes.
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Application/Control Number: 14/647,859 Page 6
Art Unit: 3695

Allowable Subject Matter
8. The following is an examiner's statement of reasons for allowance: The
instant application is directed towards setting a temporary payment card. More
specifically, the Applicants claim a system and method for setting a temporary
payment card, comprising: displaying a list of mobile payment cards at a first portion
of a touch screen interface; receiving, through the touch screen interface, a user
input selecting a mobile payment card from the list of mobile payment card;
detecting the user input sliding the mobile payment card from the first portion of the
touch screen interface to a second portion of the touch screen interface; based
upon the user input sliding the mobile payment card, setting, as a temporary card,
the mobile payment card, wherein while the mobile payment card is set as
the temporary card, payments will be made by the mobile payment card; displaying
a numerical indicator of a payable time, wherein the numerical indicator initially
indicates a first remaining time amount; simultaneously: moving the mobile
payment card a first distance from the first portion of the screen towards a second
portion of the touch screen, and decrementing the numerical indicator a first
difference to display a remaining payable time, wherein: the first distance is
proportional to an amount of payable time that has passed, and the first difference
is proportional to the amount of payable time that has passed: and resetting the

setting of the temporary payment card when the payable time passes such that the
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mobile payment card is no longer set as the temporary card and payments are
made through a main card.

9. Furthermore, Hertel [US 2009/0288012 A1] discloses “A configuration (a
system and/or a method) are disclosed that includes a unified and integrated
configuration that is composed of a payment system, an advertising system, and
an identity management system as well as their associated methods such that the
unified system has all of the benefits of the individual systems as well as several
additional synergistic benefits. Also described are specific configurations
(subsystems and/or methods) including the system's access point architecture, a
user interface that acts as a visual wallet simulator, a security architecture, coupon
handling as well as the system's structure and means for delivering them as
targeted advertising, business card handling, membership card handling for the
purposes of login management, receipt handling, and the editors and grammars
provided for customizing the different types of objects in the system as well as the
creation of new custom objects with custom behaviors. The configurations are
operable on-line as well as through physical presence transactions, e.g., mobile
transaction through a mobile phone or dedicated device at a physical site for a
transaction.” Spodak [US 2012/0123937 A1] discloses “Universal cards are used
in place of all the other traditional cards which a person may want to carry. The
universal card can include a short range communications transceiver to
communicate with a mobile device. The mobile device can include a user interface

and an e-wallet application so that the user can interface with the e-wallet
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application for programming the universal card via the short range communication
link. Once programmed, the universal card emulates a function of a traditional
card.”

10. However, in the instant application none of the prior arts of record either
individually or in combination teach or suggest based upon the user input sliding
the mobile payment card, setting, as a temporary card, the mobile payment card,
wherein while the mobile payment card is set as the temporary card, payments will
be made by the mobile payment card; displaying a numerical indicator of a payable
time, wherein the numerical indicator initially indicates a first remaining time
amount; simultaneously: moving the mobile payment card a first distance from the
first portion of the screen towards a second portion of the touch screen, and
decrementing the numerical indicator a first difference to display a remaining
payable time, wherein: the first distance is proportional to an amount of payable
time that has passed, and the first difference is proportional to the amount of
payable time that has passed: and resetting the setting of the temporary payment
card when the payable time passes such that the mobile payment card is no longer
set as the temporary card and payments are made through a main card.

For these reasons claims 1 and 15 are deemed to be allowable over the
prior art of record, and claims 2, 4, 5, and 7-14 are allowed by dependency on an
allowed claim.

Any comments considered necessary by applicant must be submitted no

later than the payment of the issue fee and, to avoid processing delays, should

APPL-1002
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preferably accompany the issue fee. Such submissions should be clearly labeled

"Comments on Statement of Reasons for Allowance."
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Conclusion
The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure is listed on the enclosed PTO-892.

Any inquiry concerning this communication or earlier communications from
the examiner should be directed to KITO R ROBINSON whose telephone number
is (571)270-3921. The examiner can normally be reached on M-F 8:30am-5:30pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule
an interview, applicant is encouraged to use the USPTO Automated Interview
Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Ryan Donlon can be reached on (571) 270-36023602. The
fax phone number for the organization where this application or proceeding is

assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR
only. For more information about the PAIR system, see http:/pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/KITO R ROBINSON/
Primary Examiner, Art Unit 3695

26 September 2018
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Examiner-initiated Interview Summary

Applicant(s)

JEON, Min Hwan

Examiner
KITO R ROBINSON

Art Unit
3695

AlA Status
No

All participants (applicant, applicant’s representative, PTO personnel):

(1) KITO R. ROBINSON. (3) .

(2) W. BRAD BARGER. (4) .

Date of Interview: 28 September 2018.

Type: Telephonic  [J Video Conference
(] Personal [copy given to: (1 applicant (] applicant's representative]

Exhibit shown or demonstration conducted: [ Yes No.
If Yes, brief description:

Issues Discussed [J 101 112 [O102 [3103 Others

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 1 and 15.
Identification of prior art discussed: None.

Substance of Interview

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a reference

or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Applicant's attorney W. Brad Barger gave the Examiner permission in an Examiner's Amendment to fix antecedent basis

issues with independent claim 1, lines 16 and independent claim 15, lines 11 and 17. These amendments place the

application in condition for allowance..

Applicant recordation instructions: It is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the general
thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the general results or

outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

O Attachment

/KITO R ROBINSON/
Primary Examiner, Art Unit 3695

U.S. Patent and Trademark Office
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Paper No. 20180924
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref iHits Search Query \DBs Default {Plurals {iTime
# Operator Stamp
S1 1 temporar$4 with setting near4 §US—PGPUB; OR ON 2017/03/16
(payment or debit or credit) near2 EUSPAT; 08:56
card near4 default$4 HUSOCR
S2 4 temporar$4 with setting near4 §US-PGPUB; OR ON 2017/03/16
(payment or debit or credit) near2 EUSPAT; 08:57
card HUSOCR
S3 729 temporar$4 near4 (payment or debit §US—PGPUB; OR ON 2017/03/16
or credit) near2 card USPAT; 08:58
$4 3 temporar$4 near4 (payment or debit EUS-PGPUB; OR ON 2017/03/16
or credit) near2 card near4 default$4 USPAT; 08:59
YUSOCR
S5 7 temporar$4 near6 (payment or debit §US—PGPUB; OR ON 2017/03/16
or credit) near2 card near6 default$4 USPAT; 08:59
JUSOCR
S6 16 temporar$4 with ((payment or debit EUS-PGPUB; OR ON 2017/03/16
or credit) near2 card) with default$4 §USPAT; 09:01
JUSOCR
S7 795 temporar$4 near4 ((payment or debit§ US-PGPUB; {OR ON 2017/03/16
or credit) near2 card) EUSPAT; 09:29
JUSOCR
S8 18 temporar$4 near4 ((payment or debit§ US-PGPUB; §OR ON 2017/03/16
or credit) near2 card) near4 select$3 §USPAT; 09:29
1USOCR
S9 192 (limit$3 or momentary or alternative {{US-PGPUB;}{{OR ON 2017/03/16
or substitute or temp) with USPAT; 09:33
((payment or debit or credit) near2 JUSOCR
card) with default$4
S10 {80 (limit$3 or momentary or alternative {US-PGPUB;{{OR ON 2017/03/16
or substitute or temp) near4 USPAT; 09:33
((payment or debit or credit) near2 {USOCR
card) with default$4
S11 {19 (limit$3 or momentary or alternative {jUS-PGPUB;}{OR ON 2017/03/16
or substitute or temp) near4 USPAT; 09:33
((payment or debit or credit) near2 {JUSOCR
card) near4 default$4
S12 6 ( momentary or alternative or US-PGPUB; OR ON 2017/03/16
substitute or temp) near6 ((payment EUSPAT; 09:34
or debit or credit) near2 card) near6 USOCR
default$4
S13 6 ( momentary or alternative or US-PGPUB; {OR ON 2017/03/16
substitut$3 or temp) near6 USPAT; 09:37
((payment or debit or credit) near2 {JUSOCR
card) near6 default$4
S14 {4 temporar$4 near4 ((payment or debit jUS-PGPUB; {{OR ON 2017/03/16
or credit) near2 card) near4 USPAT; 09:46
automatic$4 USOCR
Is15 |13 Jtemporar$4 near6 ((payment or debit jUS-PGPUB; JOR JON  12017/03/16}
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or credit) near2 card) near6 §USPAT; 09:49
automatic$4 HUSOCR
S16 {0 temporar$4 near6 ((payment or debit§ US-PGPUB; §OR ON 2017/03/16
or credit) near2 card) near6 §USPAT; 09:50
overrid$4 4USOCR
S17 {0 temporar$4 with ((payment or debit §USPGPUB; OR ON 2017/03/16
or credit) near2 card) with overrid$4 §USPAT; 09:50
JYUSOCR
S18 {282 overrid$4 with ((payment or debit or §US—PGPUB; OR ON 2017/03/16
credit) near2 card) with overrid$4 EUSPAT; 09:51
HUSOCR
S19 {282 overrid$4 with ((payment or debit or jUS-PGPUB; {OR ON 2017/03/16
credit) near2 card) EUSPAT; 09:51
= i JUSOCR
S20 {105 overrid$4 near4 ((payment or debit EUS—PGPUB; OR ON 2017/03/16
or credit) near2 card) §USPAT; 09:51
HUSOCR
S21 {22 overrid$4 near4 default$4 near4 §US-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2  JUSPAT; 09:52
card) {{USOCR
S22 {22 overrid$4 near6 default$4 near6 %US-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2  jUSPAT; 09:53
card) USOCR
S23 §22 overrid$4 near8 default$4 near8 {US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 EUSPAT; 09:54
card) lUSOCR
S24 {40 overrid$4 with default$4 with US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 USPAT; 09:54
card) USOCR
S25 {0 over-rid$4 with default$4 with US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 {JUSPAT; 09:59
card) USOCR
S26 25 overrid$4 with exist$3 with US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 {JUSPAT; 10:00
card) USOCR
S27 {0 temporar$4 with overrid$4 with US-PGPUB; {OR ON 2017/03/16
((payment or debit or credit) near2 {USPAT,; 10:01
card) USOCR
S28 {33912 temporar$4 with overrid$4 with US-PGPUB; {OR ON 2017/03/16
default$4 (wallet or e-wallet) USPAT; 10:02
USOCR
S29 {0 temporar$4 with overrid$4 with US-PGPUB; {OR ON 2017/03/16
default$4 with (wallet or e-wallet) USPAT; 10:02
USOCR
S30 {5 temporar$4 with default$4 with US-PGPUB; {OR ON 2017/03/16
(wallet or e-wallet) USPAT; 10:03
USOCR
S31 43 temporar$4 with desir$3 with (wallet {US-PGPUB;{OR ON 2017/03/16
or e-wallet) USPAT; 10:04
USOCR
S32 {32 temporar$4 with desir$3 with US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 {USPAT; 10:04
card) USOCR
S33 0 temporar$4 with ((virtual) near2 EUS—PGPUB; OR ON 2017/03/16
card) with default$4 USPAT; 10:06
HYUSOCR
S34 {0 temporar$4 with ((payment or debit §EUS—PGPUB;§OR ON 2017/03/16§
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or credit) near2 account) with §USPAT; 10:07
default$4 HUSOCR
S35 {0 temporar$4 with default$4 with EUS-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2 §USPAT; 10:07
account) HUSOCR
S36 100678 temporar$4 with setting ((payment  jUS-PGPUB; {OR ON 2017/03/16
or debit or credit) near2 account) §USPAT; 10:07
JYUSOCR
S37 {2 temporar$4 with setting with §US-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2 {USPAT; 10:07
account) JUSOCR
S38 {26 temporar$4 with setting with \lUS-PGPUB; {iOR ON 2017/03/16
((payment or debit or credit) near2 {YUSPAT; 10:08
card) JUSOCR
default near4 ((payment or debit or EUS—PGPUB; OR ON 2017/03/16
credit) near2 card) near4 limited EUSPAT; 10:10
near4 time JUSOCR
S40 2 default with ((payment or debit or EUS—PGPUB; OR ON 2017/03/16
credit) near2 card) with limited with §USPAT; 10:10
time JUSOCR
S41 395 default$4 with ((payment or debit or JUS-PGPUB;}OR ON 2017/03/16
credit) near2 card) near4 time EUSPAT; 10:17
USOCR
S42 {20 default$4 near4 ((payment or debit EUS-PGPUB; OR ON 2017/03/16
or credit) near2 card) near4 time EUSPAT; 10:17
lUSOCR
$43 i1 ("20090173781").PN. \lUS-PGPUB; {iOR OFF 2017/03/16
EUSPAT; 13:36
USOCR
S44 {42 ("20020071076" | "20030132298" | {US-PGPUB;{jOR ON 2017/03/16
"20040111320" | "20040225567" | USPAT; 14:29
"20040230489" | "20050187873" | USOCR
"20050230472" | "20060165060" |
"20060219780" | "20070210155" |
"20080242274" | "20090094100" |
"20090228966" | "20100063893" |
"20100082447" | "20100174649" |
"20100205045" | "20100287057" |
"20110082765" | "20110254796" |
"20110320293" | "20120054841" |
"20120099756" | "20120172026" |
"20120172089" | "20120197743" |
"20120290420" | "20130041752" |
"20130080289" | "20130185150" |
"20130215116" | "20140058944" |
"20140337230" | "20140351071" |
"6512919" | "6587835" | "6636833" |
"6755342" | "7707113" | "8271344" |
"8403215" | "8849706").PN.
$45 {0 $44 and (default$4 near4 ((payment {{US-PGPUB;{OR ON 2017/03/16
or debit or credit) near2 card) near4 {JUSPAT; 14:30
time) USOCR
$46 {0 $44 and (temporar$4 with ((payment §US-PGPUB; {OR ON 2017/03/16
or debit or credit) near2 account) USPAT; 14:30
with default$4) USOCR
S47 §0 $44 and (temporar$4 same EUS—PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2 USPAT; 14:30
account) same default$4) USCCR
S48 i1 $44 and (overrid$4 near4 ((payment §EUS—PGPUB;§OR ON 2017/03/16§
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or debit or credit) near2 card) ) §USPAT; 14:31
HUSOCR
$49 {5 705/41 and (overrid$4 near4 EUS-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2 §USPAT; 14:31
card) ) 4USOCR
S50 {0 705/41 and (moving near4 US-PGPUB; {iOR ON 2017/03/16
((payment or debit or credit) near2 §USPAT; 14:49
card) near wallet ) JYUSOCR
Sh1 {2 705/41 and (finger near4 ((payment §US-PGPUB; OR ON 2017/03/16
or debit or credit) near2 card) ) EUSPAT; 14:50
HUSOCR
S52 {252 (finger near4 ((payment or debit or §US—PGPUB; OR ON 2017/03/16
credit) near2 card) ) EUSPAT; 14:50
JUSOCR
(finger near4 moving near4 %US-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2 §USPAT; 14:50
card) ) HUSOCR
S54 2 (finger near8 moving near8 §US-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2  JUSPAT; 14:50
card) ) {{USOCR
Sb5 {12 (finger with moving with ((payment %US-PGPUB; OR ON 2017/03/16
or debit or credit) near2 card) ) HUSPAT; 14:51
USOCR
S56 {0 (finger with rearrang$4 with EUS-PGPUB; OR ON 2017/03/16
((payment or debit or credit) near2  JUSPAT; 14:52
card) ) lUSOCR
S57 {0 (finger with re-arrang$4 with US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 USPAT; 14:52
card) ) USOCR
S58 110049087 ii(f re-arrang$4 with ((payment or US-PGPUB; {{OR ON 2017/03/16
debit or credit) near2 card) ) USPAT; 14:52
USOCR
S59 {1 ( re-arrang$4 with ((payment or US-PGPUB; {{OR ON 2017/03/16
debit or credit) near2 card) ) USPAT; 14:52
USOCR
S60 {2512 ( arrang$4 with ((payment or debit US-PGPUB; {{OR ON 2017/03/16
or credit) near2 card) ) USPAT; 14:52
USOCR
S61 {17 ( arrang$4 near4 order$4 near4 US-PGPUB; {OR ON 2017/03/16
((payment or debit or credit) near2 {JUSPAT; 14:52
card) ) USOCR
S62 1 ( rearrang$4 near4 order$4 neard US-PGPUB; jOR ON 2017/03/16
((payment or debit or credit) near2 §USPAT; 14:53
card) ) USOCR
S63 30 ( re-arrang$4 near4 order$4 near4 US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 {JUSPAT; 14:54
card) ) USOCR
S64 30 ( re-arrang$4 near6 order$4 near6 US-PGPUB; {OR ON 2017/03/16
((payment or debit or credit) near2 {USPAT; 14:54
card) ) USOCR
S65 {1 ( rearrang$4 near6 order$4 near6 US-PGPUB; {{OR ON 2017/03/16
((payment or debit or credit) near2 {USPAT; 14:54
card) ) USOCR
S66 {11 ( changing near3 ((payment or debit EUS—PGPUB; OR ON 2017/03/16
or credit) near2 card) near4 limited USPAT; 16:23
near4 time ) HYUSOCR
S67 {0 ( ( select$4 or overrid$3) near3 §EUS—PGPUB;§OR ON 2017/03/16§
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((payment or debit or credit) near2 §USPAT; 16:24
card) near4 limited near4 time ) HUSOCR

S68 {2 ( (using) near3 ((payment or debit or US-PGPUB; §OR ON 2017/03/16
credit) near2 card) near4 limited §USPAT; 16:25
near4 time ) 4USOCR

S69 154 (( (payment or debit or credit) near2 §US-PGPUB;{iOR ON 2017/03/16
card) near4 limited near4 time ) §USPAT; 16:26

JYUSOCR

S70 {27 ((resetting near4 (payment or debit §US—PGPUB; OR ON 2017/03/16

or credit) near2 card) ) EUSPAT; 16:26
HUSOCR
S71 {44 ((resetting near8 (payment or debit §US—PGPUB; OR ON 2017/03/16
or credit) near2 card) ) EUSPAT; 16:37
JUSOCR
((resetting near8 (default) near2 EUS—PGPUB; OR ON 2017/03/16
card) ) §USPAT; 16:46
HUSOCR
S73 {103 ((reset near8 (default) near2 card) ) §US—PGPUB; OR ON 2017/03/16
JUSPAT; 16:48
JUSOCR
S74 {34 ((reset near4 (default) near2 card) ) §US—PGPUB; OR ON 2017/03/16
HUSPAT; 16:49
USOCR

S75 {9 705/%$ and ((reset near8 (default) EUS-PGPUB; OR ON 2017/03/16
near2 card) ) USPAT; 16:49

lUSOCR

S76 {0 705/$$ and ((reset$4 near8 §US—PGPUB; OR ON 2017/03/16
(prefer$3) near2 card) ) JUSPAT; 16:51

USOCR

S77 {38 705/$$ and ((reset$4 near4 card US-PGPUB; {OR ON 2017/03/16

near4 used) ) USPAT; 16:55
USOCR

S78 {66 ((revert$4 near8 (payment or debit {§US-PGPUB;}{{OR ON 2017/03/16
or credit or default or prefer$4) USPAT; 17:29
near2 card) ) USOCR

S79 54 ((revert$4 near4 (payment or debit {{US-PGPUB;{OR ON 2017/03/16
or credit or default or prefer$4) USPAT; 17:29
near2 card) ) USOCR

S80 {29 705/$$ and ((revert$4 neard US-PGPUB; {OR ON 2017/03/16
(payment or debit or credit or default JUSPAT; 17:29
or prefer$4) near2 card) ) USOCR

S81 0 (((payment or debit or credit or US-PGPUB; {{OR ON 2017/03/17
default or prefer$4) near2 card) with {USPAT; 09:56
activat$4 with limited with time) USOCR
same (remain$4 near4 time)

S82 {12 (((payment or debit or credit or US-PGPUB; {OR ON 2017/03/17
default or prefer$4) near2 card) with {USPAT; 09:56
limited with time) same (remain$4 USOCR
near4 time)

S83 {1 (((payment or debit or credit or US-PGPUB; {iOR ON 2017/03/17
default or prefer$4) near2 card) USPAT; 09:58
near6 few near6 (hours or minutes)) JUSOCR
same (remain$4 near4 time)

S84 i1 (((payment or debit or credit or US-PGPUB; {{OR ON 2017/03/17
default or prefer$4) near2 card) with jUSPAT; 09:58
few near6 (hours or minutes)) same {USOCR
(remain$4 near4 time)

f i | i ¥
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S85 {9 (((payment or debit or credit or EUS-PGPUB; OR ON 2017/03/17
default or prefer$4) near2 card) §USPAT; 09:59
near6 (restrict$4 or frozen or freeze {USOCR
or activat$4)) same (remain$4 near4

time)
S86 25 (((payment or debit or credit or §US—PGPUB; OR ON 2017/03/17
default or prefer$4) near2 card) JUSPAT; 10:02

near6 (buy$4 or purchas$4) near4 §USOCR
time) same (remain$4 near4 time) |

S87 {8 (((payment or debit or credit or EUSPGPUB; OR ON 2017/03/17
default or prefer$4) near2 card) §USPAT; 10:03
near6 timer) same (remain$4 near4 {USOCR
time)

S88 {9 (((payment or debit or credit or §US—PGPUB; OR ON 2017/03/17
default or prefer$4) near2 card) §USPAT; 10:04
near8 timer) same (remain$4 near4 §USOCR
time)

S89 {15 (((payment or debit or credit or §US—PGPUB; OR ON 2017/03/17
default or prefer$4) near2 card) with EUSPAT; 10:05
timer) same (remain$4 near4 time) {JUSOCR

S90 57 (((payment or debit or credit or §US—PGPUB; OR ON 2017/03/17
default or prefer$4) near2 card) EUSPAT; 10:07
same timer) same (remain$4 near4 §USOCR
time)

S91 {19 705/$$ and (((payment or debit or EUS—PGPUB; OR ON 2017/03/17
credit or default or prefer$4 or HUSPAT; 10:07

smart) near2 card) same timer) same§ USOCR
(remain$4 near4 time)

S92 {2 705/$$ and ((electronic near2 wallet) US-PGPUB; {OR ON 2017/03/17
same timer) same (remain$4 near4 {USPAT; 10:08
time) YUSOCR

S93 i3 (sliding with card with touchscreen) EUS—PGPUB; OR ON 2017/08/21

USPAT; 12:20
§USOCR

S94 {0 (reposition with card with EUS—PGPUB; OR ON 2017/08/21

touchscreen) JUSPAT; 12:21
JYUSOCR

S95 {139 ((position or arrange or move or slide jUS-PGPUB; {OR ON 2017/08/21
or sliding) with card with USPAT; 12:21
touchscreen) USOCR

S96 {9 705/41 and ((position or arrange or {US-PGPUB; iOR ON 2017/08/21
move or slide or sliding) with card USPAT; 12:21
with touchscreen) USOCR

S97 48 705/$$ and ((position or arrange or jUS-PGPUB; {OR ON 2017/08/21
move or slide or sliding) with card USPAT; 12:22

il with touchscreen) USOCR

S98 {18 705/$$ and ((position or arrange or {US-PGPUB;{OR ON 2017/08/21
move or slide or sliding) with card USPAT; 12:24
with ((electronic near2 wallet) or USOCR
ewallet or e-wallet))

S99 4 705/$$ and ((drag) with card with US-PGPUB; §OR ON 2017/08/21
((electronic near2 wallet) or ewallet {JUSPAT; 12:27
or e-wallet)) USOCR

S100 ij4 705/$$ and ((drag or dragging) with {{US-PGPUB;{OR ON 2017/08/21
card with ((electronic near2 wallet) USPAT; 12:27
or ewallet or e-wallet)) USOCR

S101 §23 705/$$ and ((drag or dragging) with {{US-PGPUB;}{{OR ON 2017/08/21
card with ((electronic near2 wallet) USPAT; 12:27

file:///C/Users/krobinson 1/Documents/e-Red%20Folder/ 14647859/EASTSearchHistory. 14647859 _AccessibleVersion.htm[9/26/2018 11:53:07 AM]

APPL-1002
APPLE INC. / Page 40 of 3598



EAST Search History

or ewallet or e-wallet or touchscreen §USOCR
or (touch near2 screen)))
S102 §3 705/$$ and ((drag near3 drop) with EUS—PGPUB; OR ON 2017/08/21
card with ((electronic near2 wallet) §USPAT; 12:33
or ewallet or e-wallet or touchscreen §USOCR
or (touch near2 screen)))
S103 {134 705/$$ and ((drag near3 drop) with §US—PGPUB; OR ON 2017/08/21
card ) §USPAT; 12:33
HUSOCR
S104 {0 705/$$ and ((drag near3 drop) near4 US-PGPUB; {OR ON 2017/08/21
card same temporar$4) EUSPAT; 12:33
JUSOCR
S$105 §{35 705/$$ and ((drag near3 drop) near4 US-PGPUB; {{OR ON 2017/08/21
card and temporar$4) USPAT,; 12:34
4YUSOCR
S106 {5 705/$$ and ((temporar$4 near4 EUS—PGPUB; OR ON 2017/08/21
select$4 near4 card) same ((touch gUSPAT; 12:36
near2 screen) or touchscreen or drag jUSOCR
or dragging or drop))
S$107 §2 (("20150002879") or EUS-PGPUB; OR OFF 2017/08/21
("20060065715")).PN. USPAT; 13:36
YUSOCR
S108 {35 (time near2 remain$4) with distance §US—PGPUB; OR ON 2017/08/22
with card §USPAT; 10:03
HUSOCR
S109 6 (time near2 remain$4) with (moving EUS-PGPUB; OR ON 2017/08/22
near4 distance) with object §USPAT; 10:05
JYUSOCR
S110 {49 (time near2 remain$4) with (moving {{US-PGPUB;{OR ON 2017/08/22
near4 distance) USPAT; 10:06
....................................... USOCR tissttiitsiit s
S111 {0 (time near2 remain$4) with (moving {{US-PGPUB;{OR ON 2017/08/22
near4 distance) with proportion USPAT; 10:06
USOCR
S112 49 (time near2 remain$4) with US-PGPUB; {OR ON 2017/08/22
(distance) with proportion USPAT; 10:06
USOCR
S113 jj4 ((setting or set) near4 (default or US-PGPUB; {{OR ON 2018/09/26
temporary) near4 card) same timer {JUSPAT; 09:27
USOCR
S114 4 ((setting or set) near4 (default or US-PGPUB; {OR ON 2018/09/26
temporary) near4 card) same timer {USPAT; 09:27
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S115 {235 ((setting or set) near4 (default or US-PGPUB; {{OR ON 2018/09/26
temporary) near4 card) same time USPAT; 09:28
USOCR,;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S116 {1 ((setting or set) near4 (default or EUS—PGPUB; OR ON 2018/09/26
temporary) near4 card) same (time {USPAT,; 09:28
near4 remaining) {USOCR;
FPRS;

file:///C/Users/krobinson 1/Documents/e-Red%20Folder/ 14647859/EASTSearchHistory. 14647859 _AccessibleVersion.htm[9/26/2018 11:53:07 AM]
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EAST Search History

GOBF3/04842 OR GO6F3/0482 OR
GO6F3/0485 OR GO6F3/0488 OR
GOBF3/04817).CPC. )

JEPO; JPO;
UDERWENT;
{IBM_TDB
S117 40 ((setting or set) near4 (default or §US—PGPUB; OR ON 2018/09/26
temporary) near4 card) same (time {USPAT; 09:28
near4 remaining).clm. EUSOCR;
\FPRS;
\EPO; JPO;
\IDERWENT;
\IBM_TDB
S118 {118 ((setting or set) near4 card) same §US—PGPUB; OR ON 2018/09/26
(time near4 remaining) EUSPAT; 09:29
YUSOCR
S119 §3 JEON-Min-Hwan$.inv. §US—PGPUB; OR ON 2018/09/26
HUSPAT; 09:51
S$120 28 JEON-Min-Hwan$.inv. EUS-PGPUB; OR ON 2018/09/26
JUSPAT; 09:51
HUSCCR;
4FPRS;
MEPO; JPO;
\DERWENT;
{IBM_TDB
S121 {1 S$120 and ((setting or set) near4 EUS—PGPUB; OR ON 2018/09/26
card) MUSPAT; 09:53
lUSOCR
S122 {34 ((setting or set) near2 (default or EUS-PGPUB; OR ON 2018/09/26
temporary) near4 card).clm. §USPAT; 09:53
HUSOCR;
\FPRS;
HEPO; JPO;
\IDERWENT;
{IBM_TDB
S123 {946 ((setting or set) near2 (default or EUS—PGPUB; OR ON 2018/09/26
temporary) near4 card) HUSPAT; 10:08
HUSOCR;
\FPRS;
EPO; JPO;
\IDERWENT;
| BM“TTDB
S124 263 S123 AND ( (G06Q20/3278 OR EUS-PGPUB; OR ON 2018/09/26
G06Q20/322 OR G06Q20/36 OR USPAT; 10:13
G06Q20/363 OR G06Q20/227 OR USCCR;
G06Q20/32 OR G06Q20/382 OR UFPRS;
G06Q20/385 OR G06Q20/3276 OR  {{EPO; JPO;
G06Q20/341 OR G06Q20/354 OR DERWENT;
G06Q20/425 OR G06Q30/0267 OR  {IBM_TDB
G06Q20/24 OR G0O6F3/04842 OR
GO6F3/0482 OR G06F3/0485 OR
GO6F3/0488 OR G06F3/04817).CPC. |
) %
S125 278354 ( (G06Q20/3278 OR G06Q20/322 OR {US-PGPUB; {{OR ON 2018/09/26
G06Q20/36 OR G06Q20/363 OR §USPAT; 10:13
G06Q20/227 OR G06Q20/32 OR §USOCR,;
G06Q20/382 OR G06Q20/385 OR §FPRS;
G06Q20/3276 OR G06Q20/341 OR  {{EPO; JPO;
G06Q20/354 OR G06Q20/425 OR \IDERWENT;
G06Q30/0267 OR G06Q20/24 OR I BM_TDB

file:///C/Users/krobinson 1/Documents/e-Red%20Folder/ 14647859/EASTSearchHistory. 14647859 _AccessibleVersion.htm[9/26/2018 11:53:07 AM]
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EAST Search History

S126 §35 S$125 and ((setting or set) near2 EUS—PGPUB; OR ON 2018/09/26
(default or temporary) near4 HUSPAT; 10:14
(financial or transaction or credit or {USOCR;
debit) near3 card) \FPRS;
\EPO; JPO;
\IDERWENT;
IBM_TDB
S127 {17 ("2015/0346994").URPN. HUSPAT OR ON 2018/09/26
10:38
$128 {32 ("20010037294" | "20010043148" | {US-PGPUB; {OR ON 2018/09/26
"20020059196" | "20020099665" |  USPAT; 10:42
"20020178074" | "20030050776" | {jUSOCR
"20050267804" | "20060180664" |
"20060236258" | "20070168266" |
"20080098082" | "20080225810" |
"6141653" | "6260024" | "6754636" |
"6920319").PN. OR
("9361606"). URPN.
S$129 {42 ("2012/0123937").URPN. JUSPAT OR ON 2018/09/26
% 10:42
S$130 {0 S$128 and ((setting or set) near2 §US—PGPUB; OR ON 2018/09/26
(default or temporary) near4 USPAT; 10:42
(financial or transaction or credit or JUSOCR;
debit) near3 card) \FPRS;
HEPO; JPC;
ADERWENT;
\IBM_TDB A
S131 40 S129 and ((setting or set) near2 EUS—PGPUB; OR ON 2018/09/26
(default or temporary) near4 EUSPAT; 10:43
(financial or transaction or credit or §USOCR;
debit) near3 card) \FPRS;
EPO; JPO;
IDERWENT;
{ilBM_TDB
S$132 20 S$129 and ((setting or set) near4 US-PGPUB; {OR ON 2018/09/26
(financial or transaction or credit or EUSPAT; 10:43
debit) near3 card) JUSOCR,;
\FPRS;
\EPO; JPO;
\IDERWENT;
{IBM_TDB
S133 {1 S128 and ((setting or set) near4 EUS—PGPUB; OR ON 2018/09/26
(financial or transaction or credit or  {JUSPAT; 10:44
debit) near3 card) HUSOCR;
FPRS;
HEPO; JPO;
ADERWENT;
\{IBM_TDB
S134 {2 S$128 and (timer) US-PGPUB; {OR ON 2018/09/26
USPAT; 10:44
USOCR;
FPRS;
EPO; JPO;
DERWENT;
IBM_TDB |
S$135 {2 S$129 and (timer) US-PGPUB; {{OR ON 2018/09/26
USPAT; 10:44
USOCR,;
FPRS;
EPO; JPO;
UDERWENT;

file:///C/Users/krobinson 1/Documents/e-Red%20Folder/ 14647859/EASTSearchHistory. 14647859 _AccessibleVersion.htm[9/26/2018 11:53:07 AM]
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EAST Search History

S136 372 705/41 and ((setting or set) near4  {JUS-PGPUB; jOR ON 2018/09/26
(financial or transaction or credit or EUSPAT; 10:47
debit) near3 card) USOCR;

§FPRS;
§EPO; JPO;
YDERWENT;
{iBM_TDB

EAST Search History (I nterference)

Ref jjHits {{Search Query DBs Default j{Plurals {iTime

# Operator Stamp

S137 {0 ((setting or set) near4 (default or temporary) §US- OR ON 2018/09/26

near4 card) same (time near4 PGPUB; 09:29

_ifrem aining).clm. USPAT

S138 {3 JEON-Min-Hwan$.inv. us- OR ON 2018/09/26

PGPUB; 09:53
USPAT
S139 {372 §705/41 and ((setting or set) near4 (financial {US- OR ON 2018/09/26
or transaction or credit or debit) near3 card) {PGPUB; 10:47
USPAT
S140 4§24 §705/41 and ((setting or set) near4 (financial {US- OR ON 2018/09/26
or transaction or credit or debit) near3 card {PGPUB; 10:47
and (time near4 remaining)) USPAT

9/26/2018 11:53:04 AM
C:\ Users\ krobinson1\ Documents\ EAST\ Workspaces\ Temporary Payment Card.wsp
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Search Strategy from ProQuest Dialog
September 26 2018 11:51

26 September 2018 ProQuest
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Search Strategy

Databases: AdisInsight: Drugs, AdisiInsight: Safety Reports, AdisInsight: Trials, Adis Pharmacoeconomics & Outcomes
News, Allied & Complementary Medicine™, Analytical Abstracts, Aqualine, Aquatic Science & Fisheries Abstracts
(ASFA), BIOSIS Previews®, CAB ABSTRACTS, Chemical Engineering & Biotechnology Abstracts, EconlLit, Ei
Compendex®, Embase®, Foodline®: MARKET, Foodline®:; PRODUCT, Foodline®; SCIENCE, FSTA®, Gale Group
Health Periodicals Database, Gale Group PharmaBiomed Business Journals, Gale Group PROMT®, GeoRef, Global
Health, Inspec®, KOSMET: Cosmetic Science, MEDLINE®, Meteorological & Geoastrophysical Abstracts, Northern

Light Life Sciences Conference Abstracts, NTIS: National Technical Information Service, Oceanic Abstracts, Polymer
Library, ProQuest Technology Research Professional, SciSearch®: a Cited Reference Science Database, ToxFile®,
TULSA™ (Petroleum Abstracts)

Set# Searched for Results

S1 ((setting near temporary near card) AND phone) and 0°
(pd(<20121128))

S2 ((setting near temporary near card)) and (pd(<20121128)) 2°

S3 ((setting near default near card)) and (pd(<20121128)) 11°

sS4 ((setting near default near card) AND phone) and 3°
(pd(<20121128))

S5 ((setting near default near credit near card) AND phone) and 0°
(pd(<20121128))

S6 ((default near credit near card) AND phone) and 84°
(pd(<20121128))

s7 ((temporary near credit near card) AND phone) and 16°
(pd(<20121128))

S8 ((temporary near default near card) AND phone) and 0°
(pd(<20121128))

S9 ((temporary near default near card) AND mobile) and 0°
(pd(<20121128))

S10 ((temporary near default near card)) and (pd(<20121128)) 0°

S11 ((temporary near virtual near wallet)) and (pd(<20121128)) 0°

S12 ((setting near default near credit near card)) and 0°
(pd(<20121128))

S13 ((setting near temporary near credit near card)) and 1°
(pd(<20121128))

S14 ((setting near temporary near debit near card)) and 0°
(pd(<20121128))

S15 ((setting near temporary near financial near card)) and 0°
(pd(<20121128))

S16 ((setting near credit near card near default)) and 0°
(pd(<20121128))

S17 ((default near credit near card) AND (mobile near wallet)) and 0°
(pd(<20121128))

26 September 2018 Page 2 of 4 ProQuest
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S18

((default near credit near card) AND (virtual near wallet)) and
(pd(<20121128))

Oo

S19

((default near card) AND (virtual near wallet)) and
(pd(<20121128))

10

S§20

((temporary near card) AND (virtual near wallet)) and
(pd(<20121128))

10

° Duplicates are removed from the search and from the result count.

26 September 2018 Page 3 of 4

ProQuest
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Contact ProQuest
Copyright © 2018 ProQuest LLC. All rights reserved. - Terms and Conditions

26 September 2018 Page 4 of 4 ProQuest

APPL-1002
APPLE INC. / Page 48 of 3598



Bibliographic Data

Application No: 14/647 , 859

Foreign Priority claimed:
35 USC 119 (a-d) conditions met:
Verified and Acknowledged:

Title:

@ Yes O No
Yes D No D Met After Allowance
[/KITO R ROBINSON/ |l

Examiner's Signature

Initials

METHOD FOR SETTING TEMPORARY PAYMENT CARD AND
MOBILE DEVICE APPLYING THE SAME

FILING or 371(c) DATE CLASS GROUP ART UNIT ATTORNEY DOCKET NO.
05/28/2015 705 3695 20533.40a.1
RULE

APPLICANTS

MOZIDO CORFIRE - KOREA, LTD., Seongnam-si Gyeonggi-do, KOREA, REPUBLIC OF

INVENTORS

Min Hwan JEON Gwangju-si, KOREA, REPUBLIC OF

CONTINUING DATA

This application is a 371 of PCT/KR2013/007775 08/29/2013

FOREIGN APPLICATIONS

KOREA, REPUBLIC OF 10-2012-0135940 11/28/2012
IF REQUIRED, FOREIGN LICENSE GRANTED**

07/06/2015
STATE OR COUNTRY
KOREA, REPUBLIC OF
ADDRESS

Workman Nydegger

60 East South Temple
Suite 1000

Salt Lake City, UT 84111
UNITED STATES

FILING FEE RECEIVED
$1,480
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Doc code: RCEX PTO/SB/30EFS {07-09)

Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0851-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)

Application | 1 /17079 Filing | bo15 0528 Docket Number | |55 404 1 Art | hgos
Number Date (if applicable) Unit

First Named| \ o | 1/an JEON Examiner Kito R. Robinson

Inventor Name

This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW . USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicant instructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).

|:| Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a
submission even if this box is hot checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

X Enclosed

X] Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration{s)

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|Z| The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No |2331 78

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

X Patent Practitioner Signature

Applicant Signature

EFS - Web 2.1.15

APPL-1002
APPLE INC. / Page 50 of 3598



Doc code: RCEX PTO/SB/30EFS {07-09)
Doc description: Request for Continued Examination (RCE) Approved for use through 07/31/2012. OMB 0851-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature | fW. Brad Barger/ Date (YYYY-MM-DD) E018-02-26 I
Name W_ Brad Barger Registration Number F9566

This collection of information is required by 37 CFR 1.114. The informaticn is required to obtain or retain a benefit by the public which is to
file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.

If vou need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.

EFS - Web 2.1.15
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Privacy Act Statement

The Privacy Act of 1974 {(P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, tc a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2.1.15
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Electronic Patent Application Fee Transmittal

Application Number:

14647859

Filing Date:

28-May-2015

Title of Invention:

METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE

APPLYING THE SAME

First Named Inventor/Applicant Name:

Min Hwan JEON

Filer:

William Brad Barger/Lindsey Gifford

Attorney Docket Number:

20533.40a.1

Filed as Large Entity

Filing Fees for U.S. National Stage under 35 USC 371

Description

Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

APPL-1002
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Description

Fee Code

Quantity

Amount

Sub-Total in

usD($)
Extension - 3 months with $0 paid 1253 1 1400 1400
Miscellaneous:
RCE- 1st Request 1801 1 1300 1300
Total in USD ($) 2700
APPL-1002
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Electronic Acknowledgement Receipt

EFS ID: 31881413
Application Number: 14647859
International Application Number:
Confirmation Number: 5414

Title of Invention:

METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE
APPLYING THE SAME

First Named Inventor/Applicant Name:

Min Hwan JEON

Customer Number:

22913

Filer:

William Brad Barger/Lindsey Gifford

Filer Authorized By:

William Brad Barger

Attorney Docket Number: 20533.40a.1
Receipt Date: 26-FEB-2018
Filing Date: 28-MAY-2015
Time Stamp: 11:54:57

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $2700

RAM confirmation Number

022618INTEFSW11563700

Deposit Account

233178

Authorized User

Willilam Barger

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.19 (Document supply fees)
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37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

37 CFR 1.492 (National application filing, search, and examination fees)

37 CFR 1.492(a) (Basic national fee only)

File Listing:
Document .. . File Size(Bytes Multi Pages
Document Description File Name ( y M . . 9
Number Message Digest | Part/.zip| (if appl.)
107489
1 Transmittal Letter 205.33—403—1_2018—02—26_Tran5 no 5
mittal-for-Amendment-B.pdf
8861c8bd 1e0f3f55dc421ef74d320241601
7¢70
Warnings:
Information:
152423
2 Response After Final Action 2033340‘? —ZOLS—OZ’%—AECE no 8
n menti -and- esponse.p a2a8178942a3e0a016e15a5707be4de3bdady
a8034
Warnings:
Information:
95577
. . 20533-40a-1_2018-02-26_Petiti
3 Extension of Time ) : no 2
on-for-Extension-of-Time.pdf
0c96ab96968ddb013dcfd921eb7a37c8881]
Warnings:
Information:
714466
Request for Continued Examination 20533-40a-1_2018-02-26_RCE.
4 RCE) PDF no 3
( 1d165f8b7c8976c7a534219025a680cd31e)|
cddo1
Warnings:
Information:
32840
5 Fee Worksheet (SB06) fee-info.pdf no 2
37abfa97d2c20048d 1e8f28fbcfofa9cdc788)
Warnings:
Information:
Total Files Size (in bytes){ 1102795
APPL-1002
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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VIA eFILE PATENT APPLICATION
Docket No. 20533.40a.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of )
Min Hwan JEON )
)
Serial No.: 14/647,859 ) Art Unit
) 3695
Filed: May 28, 2015 )
)
Conf. No.: 5414 )
)
For: METHOD FOR SETTING TEMPORARY )
PAYMENT CARD AND MOBILE DEVICE )
APPLYING THE SAME )
)
Examiner: Kito R. Robinson )
)
Customer No.: 22913 )

TRANSMITTAL FOR AMENDMENT "B"
AND RESPONSE AFTER FINAL WITH RCE AND EXTENSION OF TIME

VIA eFILE AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Transmitted herewith is an Amendment “B” and Response for entry in the above-identified
application.

APPL-1002
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Application No. 14/647.859
Transmittal for Amendment B
Reply to Final Office Action mailed August 25,2017

X To render the transmitted Amendment “B” and Response timely filed enclosed
are the following;:

X Request for Continued Examination ($1,300.00).
X Petition for Three Month Extension of Time ($1,400.00).

The fee has been calculated as follows:

SMALL ENTITY LARGE ENTITY
CLAIMS HIGHEST NO. PRESENT RATE ADDT’L RATE ADDT’L
REMAINING | PREVIOUSLY EXTRA FEE FEE
AFTER PAID FOR
TOTAL MINUS = X X $80.00 00.00
15 15 0
INDEPENDENT MINUS = X X $420.00 00.00
2 2 0
15t PRESENTATION OF MULTIPLE DEPENDENT + = + =
CLAIM
TOTAL TOTAL 00.00

X  Payment in the amount of $2,700.00 using the Credit Card payment option in E-
Filer with RAM will be used to cover the payment of the fees with respect to
this RCE and Extension of Time.

X The Commissioner is hereby authorized to charge payment of any of the
following fees that may be applicable to this communication, or credit any
overpayment, to Deposit Account No. 23-3178: (1) any filing fees required
under 37 CFR § 1.16; (2) any patent application and reexamination processing
fees under 37 CFR § 1.17; and/or (3) any post issuance fees under 37 CFR §
1.20. In addition, if any additional extension of time is required, which has not
otherwise been requested, please consider this a petition therefore and charge
any additional fees that may be required to Deposit Account No. 23-3178.

Dated this 26™ day of February, 2018.

Respectfully submitted,
/W. BRAD BARGER/

JOHN C. STRINGHAM
Registration No. 40,831

W. BRAD BARGER
Registration No. 69,566
WORKMAN | NYDEGGER
Attorneys for Applicant
Customer No. 22913
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PATENT APPLICATION
Docket No. 20533.40a.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

PAYMENT CARD AND MOBILE DEVICE
APPLYING THE SAME

Examiner: Kito R. Robinson

In re application of: )
Min Hwan JEON )
)
Serial No.: 14/647,859 ) Art Unit
) 3695
Confirmation No.: 5414 )
)
Filed: May 28, 2015 )
)
For: METHOD FOR SETTING TEMPORARY )
)
)
)
)
)

AMENDMENT B AND RESPONSE
AFTER FINAL WITH RCE AND THREE (3) MONTH EXTENSION OF TIME

VIA eFILE

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Dear Sir:

In response to the Office Action of August 25, 2017 (“Office Action™), (Paper No.
20170821), please amend and reconsider the above-identified application, in which:

Amendments to the Claims are reflected in the listing of claims which begins on page 2
of this paper.
Remarks/Arguments begin on page 6 of this paper.
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setting, as a temporary

>

AMENDMENTS TO THE CLAIMS

(Currently Amended) A method for setting a temporary payment card,
displaying a list of mobile payment cards at a first portion of a touch screen
receiving, through the touch screen interface, a user input selecting a mobile
detecting the user input sliding the mobile payment card from the first portion of

the touch screen interface to a second portion of the touch screen interface;
based upon the user input sliding the mobile payment card

payment card from the list of mobile payment card,

Listing of Claims
interface;

comprising:
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(Previously Presented) The method of claim 1, further comprising:
Page 2 of 8

2.



receiving, through the touch screen interface, a user input selecting the mobile
payment card;

detecting the user input sliding the mobile payment card from the second portion
of the touch screen interface to an original position within the first portion of touch
screen interface;

based upon the mobile payment card being moved to the original position by the

user, resetting the setting of the temporary payment card.

3. (Cancelled)

4, (Original) The method of claim 1, further comprising, when a payment is made

within the payable time, resetting the setting of the temporary payment card.

5. (Previously Presented) The method of claim 1, further comprising:
determining that the payable time has passed,
based upon the determination that the payable time has passed, displaying the

mobile payment card being moved to an original position.

6. (Cancelled)

7. (Original) The method of claim 1, further comprising, when the mobile payment
card set as the temporary payment card is moved again by the user prior to the payable time

passing, extending the payable time.

8. (Original) The method of claim 7, wherein the movement by the user in the
setting operation is performed in the same method as the movement by the user in the extending

operation.
9. (Original) The method of claim 1, further comprising, when the mobile device is

moved by the user in a specific pattern prior to the payable time passing, extending the payable

time.

Page 3 of 8
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10. (Original) The method of claim 1, further comprising, when the payable time

passes, making the mobile payment card moved by the user disappear.

11. (Original) The method of claim 1, further comprising making the mobile payment

card moved by the user gradually disappear according to a remaining payable time.

12. (Original) The method of claim 1, further comprising, when the remaining

payable time is shorter than or equal to a threshold, outputting an alarm.

13. (Original) The method of claim 1, further comprising:
displaying a list of additional services issued to the mobile devices; and
setting an additional service moved by the user from among the additional services listed

in the list to be used.

14. (Original) The method of claim 13, further comprising, when a usable time

passes, setting the additional service to be disabled.

Page 4 of 8
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reset the setting of the temporary payment card when a payable time passes.
Page 5 of 8

(Currently Amended) A mobile device comprising:

15.

a touch screen configured to display a list of mobile payment cards; and

a processor configured to:
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REMARKS
The Non-Final Office Action (“Office Action”), mailed August 25, 2017, considered

claims 1-15.

By this amendment claims 1 and 15 have been amended. Claims 3 and 6 are cancelled
and no new claims are added. Accordingly, claims 1, 2, 4, 5, and 7-15 are pending, of which
claims 1 and 15 are the only independent claims at issue. Support for the claim amendments is
found throughout the originally filed application and claims, including the disclosure presented

in at least paragraphs [0066-0072] and Figures 15-19.

35 U.S.C. 8§103(a) Rejection of Claims 1,2.4, 5,12 & 15

The Office Action rejected claim(s) 1, 2, 4, 5, 12 & 15 under 35 U.S.C. § 103(a) as being
unpatentable over U.S. Patent Publication No. 2009/0288012 Hertel (“Hertel”) in view of U.S.
Patent Publication No. 2012/0123937 Spodak (“Spodak™). The Office Action also rejected
claim(s) 3, 7, 8, 10, 11, 13 & 14 under 35 U.S.C. § 103(a) as being unpatentable over Hertel in
view of Spodak and in further view of U.S. Patent No. 7,967,196 Bierbaum (“Bierbaum”). The
Office Action also rejected claim(s) 9 under 35 U.S.C. § 103(a) as being unpatentable over Hertel
in view of Spodak in further view of Bierbaum and in further view of U.S. Patent Publication
No. 2013/0084797 Avadhanam (“Avadhanam”).

Applicants respectfully submit that the art of record fails to teach at least:

displaying a numerical indicator of a payable time, wherein the numerical
indicator initially indicates a first remaining time amount;
simultaneously:
moving the mobile payment card a first distance from the first
portion of the touch screen toward a the second portion of the touch
screen, and
decrementing the numerical indicator a first difference to display a

remaining payable time,
wherein:

Page 6 of 8
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the first distance is proportional to an amount of payable
time that has passed, and
the first difference is proportional to the amount of payable
time that has passed,
as is currently recited in both Independent Claim 1 and Claim 15. In particular, none of the cited
references teach the simultaneous use of both a numerical indicator and a visualization of a
“sinking” card to indicate the remaining amount of payable time. Accordingly, Applicants

respectfully request the prompt allowance of Independent Claim 1, and its associated dependent

claims, and Independent Claim 15.

Conclusion

In view of the foregoing, Applicants respectfully submit that the remaining rejections of
record are also now moot and do not, therefore, need to be addressed individually at this time. It
will be appreciated, however, that Applicants have not acquiesced to any of the purported
teachings or assertions made in the Office Action regarding the cited art or the pending
application, including any official notice. Instead, Applicants reserve the right to challenge any
of the purported teachings or assertions made in the last action at any appropriate time in the
future, should the need arise. Furthermore, to the extent that the Examiner has relied on any
official notice, explicitly or implicitly, Applicants specifically request that the Examiner provide
references supporting the teachings officially noticed, as well as the required motivation or
suggestion to combine the relied upon notice with the other art of record.

In the event the Examiner finds any other issues that would need to be addressed before

allowance, the Examiner is invited to contact Applicants’ undersigned Attorneys directly.
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The Commissioner is hereby authorized to charge payment of any of the following fees
that may be applicable to this communication, or credit any overpayment, to Deposit Account
No. 23-3178: (1) any filing fees required under 37 CFR § 1.16; (2) any patent application and
reexamination processing fees under 37 CFR § 1.17; and/or (3) any post issuance fees under 37
CFR § 1.20. In addition, if any additional extension of time is required, which has not otherwise
been requested, please consider this a petition therefor and charge any additional fees that may
be required to Deposit Account No. 23-3178.

Dated this 26" day of February, 2018.

Respectfully submitted,
/W. Brad Barger/

John C. Stringham
Registration No.: 40,831
W. Brad Barger
Registration No. 69,566
Attorneys for Applicant
Customer No. 22913

WORKMAN NYDEGGER
1000 Eagle Gate Tower

60 East South Temple

Salt Lake City, UT 84111
Phone: 801-533-9800

Fax: 801-328-1707
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VIA eFILE PATENT APPLICATION
Docket No: 20533.40a.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of )
Min Hwan JEON )
)
Serial No.: 14/647,859 ) Art Unit
) 3695
Filed: May 28, 2015 )
)
Conf. No.: 5414 )
)
For: METHOD FOR SETTING TEMPORARY )
PAYMENT CARD AND MOBILE DEVICE )
APPLYING THE SAME )
)
Examiner: Kito R. Robinson )
)
Customer No.: 22913 )

PETITION FOR EXTENSION OF TIME

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450
Sir:

Pursuant to 37 C.F.R. § 1.136(a), it is respectfully requested that the shortened statutory
period which was set for responding to the Office Action dated August 25, 2017 (paper no.
20170821), be extended for three (3) Month(s) until February 25, 2018.

Payment in the amount of $1,400.00 using the Credit Card payment option in E-Filer with
RAM will be used to cover the payment of the fees with respect to this extension of time.

The Commissioner is hereby authorized to charge payment of any of the following fees that

may be applicable to this communication, or credit any overpayment, to Deposit Account No. 23-

1
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3178: (1) any filing fees required under 37 CFR § 1.16; (2) any patent application and reexamination
processing fees under 37 CFR § 1.17; and/or (3) any post issuance fees under 37 CFR § 1.20. In
addition, if any additional extension of time is required, which has not otherwise been requested,
please consider this a petition therefore and charge any additional fees that may be required to

Deposit Account No. 23-3178.

DATED this 26" day of February, 2018.
Respectfully submitted,
/W. BRAD BARGER/

JOHN C. STRINGHAM
Registration No. 40,831

W. BRAD BARGER
Registration No. 69,566
WORKMAN | NYDEGGER
Attorneys for Applicant
Customer No. 22913
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD
Substitute for Form PTO-875

Application or Docket Number

14/647,859

Filing Date
05/28/2015

I:l To be Mailed

enTITY: [X] LARGE [] smALL []MICRO

APPLICATION AS FILED — PART |

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
L1 asic Fee N/A N/A N/A
(37 CFR 1.16(a), (b), or (¢))
|:] SEARCH FEE N/A N/A N/A
(37 CFR 1.16(K), (i), or (m))
|
EXAMINATION FEE
(37 GFR 1.16(0), (p), or (q)) N/A N/A NA
TOTAL CLAIMS . N
(37 CFR 1.16(1)) minus 20 = X $ =
INDEPENDENT CLAIMS A N
(37 CFR 1.16(h)) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
0 of paper, the application size fee due is $310 ($155
A;%,_lgﬁﬂ'?';‘ SIZE FEE for small entity) for each additional 50 sheets or
( 18(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
] MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
- 02/26/2018 | A-7er PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
S | [gaerern -~ 13 Minus | = 20 -0 x 5100 = 0
5 5
z Independent =D Minus | =3 -0 x $460 - 0
<§( l:l Application Size Fee (37 CFR 1.16(s))
|:| FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16()))
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
Z | Total (37 cFR . *x
& me(\))( Minus - X $ =
Independent " : xx
% $37C€R1.16@ Minus = X $ =
Z D Applicati .
] pplication Size Fee (37 CFR 1.16(s))
=
<C |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT GLAIM (37 CFR 1.16()))

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

TOTAL ADD’L FEE

LIE
DIANA BATES

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

APPL-1002

APPLE INC. / Page 70 of 3598



Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Notes 14/647,859 JEON, Min Hwan

Examiner Art Unit

KITO R ROBINSON 3695
CPGC - Searched
Symbol Date Examiner
CPC Combination Sets - Searched
Symbol Date Examiner
US Classification - Searched
Class Subclass Date Examiner
705 41 03/17/2017 KR
Search Notes
Search Notes Date Examiner
EAST 08/21/2017 KR
Interference Search
US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

U.S. Patent and Trademark Office
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

EASTSearchHistory. 14647859 AccessibleVersion.htm[8/22/2017 11:31:33 AM]

Ref |Hits Search Query DBs Default ||Plurals [[Time
# Operator Stamp
S1 1 temporar$4 with setting near4 (payment ||US- OR ON 2017/03/16
or debit or credit) near2 card near4 PGPUB; 08:56
default$4 USPAT;
USOCR
s2 |4 temporar$4 with setting near4 (payment ||US- OR ON 2017/03/16
or debit or credit) near2 card PGPUB; 08:57
USPAT;
USOCR
S3 729 temporar$4 near4 (payment or debit or ||US- OR ON 2017/03/16
credit) near2 card PGPUB; 08:58
USPAT;
USOCR
s4 3 temporar$4 near4 (payment or debit or ||US- OR ON 2017/03/16
credit) near2 card near4 default$4 PGPUB; 08:59
USPAT;
USOCR
S5 7 temporar$4 nearé (payment or debit or ||US- OR ON 2017/03/16
credit) near2 card nearé default$4 PGPUB; 08:59
USPAT;
USOCR
S6 16 temporar$4 with ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) with default$4 PGPUB; 09:01
USPAT;
USOCR
s7 795 temporar$4 near4 ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) PGPUB; 09:29
USPAT;
USOCR
S8 18 temporar$4 near4 ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) near4 select$3 PGPUB; 09:29
USPAT;
USOCR
s9 192 (limit$3 or momentary or alternative or |[US- OR ON 2017/03/16
substitute or temp} with ({(payment or PGPUB; 09:33
debit or credit) near2 card) with USPAT;
default$4 USOCR
S10 (|80 (limit$3 or momentary or alternative or ||US- OR ON 2017/03/16
substitute or temp) near4 ((payment or |[PGPUB; 09:33
debit or credit) near2 card) with USPAT;
default$4 USOCR
S11 (|19 (limit$3 or momentary or alternative or |[US- OR ON 2017/03/16
substitute or temp) near4 ((payment or ||PGPUB; 09:33
debit or credit) near2 card) near4 USPAT;
default$4 USOCR
S12 ||6 { momentary or alternative or substitute ||US- OR ON 2017/03/16
or temp) nearé ((payment or debit or PGPUB; 09:34
credit) near2 card) near6 default$4 USPAT;
USOCR
[l I I I I I |
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EAST Search History

S13 |6 ( momentary or alternative or us- OR ON 2017/03/16
substitut$3 or temp) nearé ((payment or ||PGPUB; 09:37
debit or credit) near2 card) nearé USPAT;
default$4 USOCR
S14 |4 temporar$4 near4 ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) near4 automatic$4  ||PGPUB; 09:46
USPAT;
USOCR
515 (|13 temporar$4 nearé ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) nearé automatic$4 PGPUB; 09:49
USPAT;
USOCR
516 ||0 temporar$4 nearé ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) nearé overrid$4 PGPUB; 09:50
USPAT;
USOCR
S17 ||0 temporar$4 with ((payment or debit or  ||US- OR ON 2017/03/16
credit) near2 card) with overrid$4 PGPUB; 09:50
USPAT;
USOCR
518 [|282 overrid$4 with {(payment or debit or us- OR ON 2017/03/16
credit) near2 card) with overrid$4 PGPUB; 09:51
USPAT;
USOCR
S19 (282 overrid$4 with ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) PGPUB; 09:51
USPAT;
USOCR
520 [|105 overrid$4 near4 {(payment or debit or us- OR ON 2017/03/16
credit) near2 card) PGPUB; 09:51
USPAT;
USOCR
S21 |22 overrid$4 near4 default$4 near4 us- OR ON 2017/03/16
((payment or debit or credit) near2 PGPUB; 09:52
card) USPAT;
USOCR
S22 |22 overrid$4 nearé default$4 nearé us- OR ON 2017/03/16
({(payment or debit or credit) near2 PGPUB; 09:53
card) USPAT;
USOCR
523 |22 overrid$4 near8 default$4 nears us- OR ON 2017/03/16
((payment or debit or credit) near2 PGPUB; 09:54
card) USPAT;
USOCR
524 (|40 overrid$4 with default$4 with ((payment ||US- OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 09:54
USPAT;
USOCR
S25 ||0 over-rid$4 with default$4 with us- OR ON 2017/03/16
((payment or debit or credit) near2 PGPUB; 09:59
card) USPAT;
USOCR
526 ||125 overrid$4 with exist$3 with ((payment or ||US- OR ON 2017/03/16
debit or credit) near2 card) PGPUB; 10:00
USPAT;
USOCR
S27 |0 temporar$4 with overrid$4 with us- OR ON 2017/03/16
((payment or debit or credit) near2 PGPUB; 10:01
card) USPAT;
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EAST Search History

USOCR
828 |33912 temporar$4 with overrid$4 with uUs- OR ON 2017/03/16
default$4 (wallet or e-wallet) PGPUB; 10:02
USPAT;
USOCR
§29 |0 temporar$4 with overrid$4 with us- OR ON 2017/03/16
default$4 with (wallet or e-wallet) PGPUB; 10:02
USPAT:
USOCR
S30 |5 temporar$4 with default$4 with (wallet ||US- OR ON 2017/03/16
or e-wallet) PGPUB; 10:03
USPAT;
USOCR
s31 |13 temporar$4 with desir$3 with (wallet or ||US- OR ON 2017/03/16
e-wallet) PGPUB; 10:04
USPAT:
USOCR
s32 |32 temporar$4 with desir$3 with ((payment ||US- OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 10:04
USPAT;
USOCR
S33 [0 temporar$4 with ((virtual) near2 card) ||US- OR ON 2017/03/16
with default$4 PGPUB; 10:06
USPAT:
USOCR
S34 |[0 temporar$4 with ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 account) with default$4 PGPUB; 10:07
USPAT;
USOCR
S35 |l0 temporar$4 with default$4 with us- OR ON 2017/03/16
({payment or debit or credit) near2 PGPUB; 10:07
account) USPAT;
USOCR
S36 |[100678 temporar$4 with setting ((payment or us- OR ON 2017/03/16
debit or credit) near2 account) PGPUB; 10:07
USPAT;
USOCR
s37 |2 temporar$4 with setting with ((payment ||US- OR ON 2017/03/16
or debit or credit) near2 account) PGPUB; 10:07
USPAT:
USOCR
S38 |26 temporar$4 with setting with ((payment ||US- OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 10:08
USPAT;
USOCR
s39 |[0 default near4 ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) near4 limited near4 |[PGPUB; 10:10
time USPAT;
USOCR
sS40 |2 default with {(payment or debit or credit)||US- OR ON 2017/03/16
near2 card) with limited with time PGPUB; 10:10
USPAT;
USOCR
S41 |[95 default$4 with ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) near4 time PGPUB; 10:17
USPAT:
USOCR
s42 |20 default$4 near4 ((payment or debit or us- OR ON 2017/03/16
EASTSearchHistory. 14647859 AccessibleVersion.htm[8/22/2017 11:31:33 AM]
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EAST Search History

credit) near2 card) neard time PGPUB; 10:17
USPAT;
USOCR
S43 |1 ("20050173781").PN. us- OR OFF 2017/03/16
PGPUB; 13:36
USPAT;
USOCR
S44 |42 ("20020071076" | "20030132298" | us- OR ON 2017/03/16
"20040111320" | "20040225567" | PGPUB; 14:29
"20040230489" | "20050187873" | USPAT;
"20050230472" | "20060165060" | USOCR
"20060219780" | "20070210155" |
"20080242274" | "20090094100" |
"20090228966" | "20100063893" |
"20100082447" | "20100174649" |
"20100205045" | "20100287057" |
"20110082765" | "20110254796" |
"20110320293" | "20120054841" |
"20120099756" | "20120172026" |
"20120172089" | "20120197743" |
"20120290420" | "20130041752" |
"20130080289" | "20130185150" |
"20130215116" | "20140058944" |
"20140337230" | "20140351071" |
"6512919" | "6587835" | "6636833" |
"6755342" | "7707113" | "8271344" |
"8403215" | "8849706").PN.
s45 |[0 544 and (default$4 near4 ((payment or ||US- OR ON 2017/03/16
debit or credit) near2 card) near4 time) |[PGPUB; 14:30
USPAT;
USOCR
S46 |0 544 and (temporar$4 with ((payment or ||US- OR ON 2017/03/16
debit or credit) near2 account) with PGPUB; 14:30
default$4) USPAT;
USOCR
s47 ||0 544 and (temporar$4 same ((payment or||US- OR ON 2017/03/16
debit or credit) near2 account) same PGPUB; 14:30
default$4) USPAT;
USOCR
s48 (|1 544 and (overrid$4 near4 ((payment or ||US- OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:31
USPAT;
USOCR
s49 |5 705/41 and (overrid$4 near4 ((payment |[US- OR ON 2017/03/16
or debit or credit) near2 card) ) PGPUB; 14:31
USPAT;
USOCR
S50 |0 705/41 and (moving near4 ({payment or ||US- OR ON 2017/03/16
debit or credit) near2 card) near wallet ) ||PGPUB; 14:49
USPAT;
USOCR
S51 |2 705/41 and (finger neard ((payment or ||US- OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
§52 ||252 (finger near4 ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
|553 ”1 H(finger near4 moving near4 ((payment ”US- ”OR ”ON ”2017/03/16
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or debit or credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
s54 |2 (finger near8 moving near8 ((payment ||US- OR ON 2017/03/16
or debit or credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
S55 |12 (finger with moving with ((payment or  ||US- OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:51
USPAT;
USOCR
s56 |[0 (finger with rearrang$4 with ({payment ||US- OR ON 2017/03/16
or debit or credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
sS57 ||0 (finger with re-arrang$4 with ((payment |[US- OR ON 2017/03/16
or debit or credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S58 ||10049087 ||(f re-arrang$4 with ((payment or debit [|US- OR ON 2017/03/16
or credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S59 |1 ( re-arrang$4 with ((payment or debit or |[US- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
se0 |[2512 ( arrang$4 with ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
se1 (|17 ( arrang$4 near4 order$4 neard us- OR ON 2017/03/16
({(payment or debit or credit) near2 card)||PGPUB; 14:52
USPAT;
USOCR
se2 |1 ( rearrang$4 near4 order$4 near4 us- OR ON 2017/03/16
((payment or debit or credit) near2 card)||PGPUB; 14:53
USPAT;
USOCR
sS63 |0 ( re-arrang$4 near4 order$4 near4 us- OR ON 2017/03/16
({(payment or debit or credit) near2 card)||PGPUB; 14:54
USPAT;
USOCR
se4 |[0 ( re-arrang$4 near6 order$4 near6 us- OR ON 2017/03/16
((payment or debit or credit) near2 card)||PGPUB; 14:54
USPAT;
USOCR
ses (|1 ( rearrang$4 near6 order$4 nearé us- OR ON 2017/03/16
({(payment or debit or credit) near2 card)||PGPUB; 14:54
USPAT;
USOCR
se6 |11 ( changing near3 ((payment or debit or ||US- OR ON 2017/03/16
credit) near2 card) neard limited near4 |[PGPUB; 16:23
time ) USPAT;
USOCR
S67 |0 ( ( select$4 or overrid$3) near3 us- OR ON 2017/03/16
({(payment or debit or credit) near2 card)||PGPUB; 16:24
near4 limited near4 time ) USPAT;
USOCR
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se8 |2 ( (using) near3 ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) neard limited near4 |[PGPUB; 16:25
time ) USPAT;
USOCR
S69 |[154 (( (payment or debit or credit) near2 us- OR ON 2017/03/16
card) near4 limited near4 time ) PGPUB; 16:26
USPAT;
USOCR
s70 |27 ((resetting near4 (payment or debit or  ||US- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 16:26
USPAT;
USOCR
S71 |44 ((resetting near8 (payment or debit or  ||US- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 16:37
USPAT;
USOCR
S72 |12 ((resetting near8 (default) near2 card) ) ||US- OR ON 2017/03/16
PGPUB; 16:46
USPAT;
USOCR
S73 ||103 ((reset near8 (default) near2 card) ) us- OR ON 2017/03/16
PGPUB; 16:48
USPAT;
USOCR
S74 |34 ((reset near4 (default) near2 card) ) us- OR ON 2017/03/16
PGPUB; 16:49
USPAT;
USOCR
s75 |9 705/$$ and ((reset near8 (default) near2 ||US- OR ON 2017/03/16
card) ) PGPUB; 16:49
USPAT;
USOCR
s76 |[0 705/¢$ and ((reset$4 near8 (prefer$3d) ||US- OR ON 2017/03/16
near2 card) ) PGPUB; 16:51
USPAT;
USOCR
s77 |38 705/$$ and ((reset$4 near4 card neard ||US- OR ON 2017/03/16
used} ) PGPUB; 16:55
USPAT;
USOCR
578 |66 ((revert$4 near8 (payment or debit or us- OR ON 2017/03/16
credit or default or prefer$4) near2 card) ||PGPUB; 17:29
) USPAT;
USOCR
S79 |54 ((revert$4 near4 (payment or debit or us- OR ON 2017/03/16
credit or default or prefer$4) near2 card) ||PGPUB; 17:29
) USPAT;
USOCR
s8o0 |29 705/¢$ and ((revert$4 near4 (payment ||US- OR ON 2017/03/16
or debit or credit or default or prefer$4) ||PGPUB; 17:29
near2 card) ) USPAT;
USOCR
sei |0 (((payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) with activat$4 ||PGPUB; 09:56
with limited with time) same (remain$4 ||USPAT;
near4 time) USOCR
s82 |12 ({((payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) with limited PGPUB; 09:56
with time) same (remain$4 near4 time) ||USPAT;
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USOCR
sa3 |1 ({((payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) nearé few PGPUB; 09:58
near6 (hours or minutes)) same USPAT;
(remain$4 near4 time) USOCR
S84 |1 ({(payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) with few nearé ||PGPUB; 09:58
(hours or minutes)) same (remain$4 USPAT;
near4 time) USOCR
sas |9 ({((payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) near6 PGPUB; 09:59
(restrict$4 or frozen or freeze or USPAT;
activat$4)) same (remain$4 near4 time) ||USOCR
s86 |25 ({(payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) nearé (buy$4 or||PGPUB; 10:02
purchas$4) near4 time) same (remain$4 [USPAT;
near4 time) USOCR
s87 |Is ({((payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) nearé timer) PGPUB; 10:03
same (remain$4 near4 time) USPAT;
USOCR
s88 |9 ({(payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) near8 timer) PGPUB; 10:04
same (remain$4 near4 time) USPAT;
USOCR
s89 |15 ({((payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) with timer) PGPUB; 10:05
same (remain$4 near4 time) USPAT;
USOCR
s90 |57 ({(payment or debit or credit or default ||US- OR ON 2017/03/17
or prefer$4) near2 card) same timer) PGPUB; 10:07
same (remain$4 near4 time) USPAT;
USOCR
S91 |19 705/$$ and (({payment or debit or credit ||US- OR ON 2017/03/17
or default or prefer$4 or smart) near2 PGPUB; 10:07
card) same timer) same (remain$4 near4||USPAT;
time) USOCR
S92 |[2 705/¢$ and ((electronic near2 wallet) uUs- OR ON 2017/03/17
same timer) same (remain$4 near4 PGPUB; 10:08
time) USPAT;
USOCR
S63 |3 (sliding with card with touchscreen) us- OR ON 2017/08/21
PGPUB; 12:20
USPAT;
USOCR
s94 [0 (reposition with card with touchscreen) ||US- OR ON 2017/08/21
PGPUB; 12:21
USPAT:
USOCR
Se5 ||139 ((position or arrange or move or slide or ||US- OR ON 2017/08/21
sliding) with card with touchscreen) PGPUB; 12:21
USPAT;
USOCR
s96 |9 705/41 and ((position or arrange or us- OR ON 2017/08/21
move or slide or sliding) with card with ||PGPUB; 12:21
touchscreen) USPAT;
USOCR
S97 |[48 705/$$ and ((position or arrange or uUs- OR ON 2017/08/21
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move or slide or sliding) with card with ||[PGPUB; 12:22
touchscreen) USPAT;
USOCR
S98 |18 705/$$ and ((position or arrange or us- OR ON 2017/08/21
move or slide or sliding) with card with ||[PGPUB; 12:24
((electronic near2 wallet) or ewallet or e-||USPAT;
wallet)) USOCR
S99 |4 705/4$ and ((drag) with card with us- OR ON 2017/08/21
((electronic near2 wallet) or ewallet or e-||PGPUB; 12:27
wallet)) USPAT;
USOCR
S100 (|4 705/$$ and ((drag or dragging) with us- OR ON 2017/08/21
card with ((electronic near2 wallet) or PGPUB; 12:27
ewallet or e-wallet)) USPAT;
USOCR
S101 |23 705/4$ and ((drag or dragging) with us- OR ON 2017/08/21
card with ((electronic near2 wallet) or PGPUB; 12:27
ewallet or e-wallet or touchscreen or USPAT;
(touch near2 screen))) USOCR
s102 ||3 705/$$ and ((drag near3 drop) with card ||US- OR ON 2017/08/21
with ((electronic near2 wallet) or ewallet (PGPUB; 12:33
or e-wallet or touchscreen or (touch USPAT;
near2 screen))) USOCR
S103 |[134 705/4$ and ((drag near3 drop) with card ||US- OR ON 2017/08/21
) PGPUB; 12:33
USPAT;
USOCR
S104 |0 705/$$ and ((drag near3 drop) near4 us- OR ON 2017/08/21
card same temporar$4) PGPUB; 12:33
USPAT;
USOCR
$105 ||35 705/4$ and ((drag near3 drop) near4 us- OR ON 2017/08/21
card and temporar$4) PGPUB; 12:34
USPAT;
USOCR
S106 |[5 705/%$ and ((temporar$4 near4 select$4 ||US- OR ON 2017/08/21
neard card) same ((touch near2 screen) ||[PGPUB; 12:36
or touchscreen or drag or dragging or USPAT;
drop)) USOCR
S107 |12 (("20150002879") or us- OR OFF 2017/08/21
("20060065715")).PN. PGPUB; 13:36
USPAT;
USOCR
S108 |35 (time near2 remain$4) with distance uUs- OR ON 2017/08/22
with card PGPUB; 10:03
USPAT;
USOCR
5109 |[6 (time near2 remain$4) with (moving us- OR ON 2017/08/22
near4 distance) with object PGPUB; 10:05
USPAT;
USOCR
S110 |[49 (time near2 remain$4) with (moving us- OR ON 2017/08/22
near4 distance) PGPUB; 10:06
USPAT;
USOCR
S111 (o (time near2 remain$4) with (moving us- OR ON 2017/08/22
near4 distance) with proportion PGPUB; 10:06
USPAT;
USOCR
EASTSearchHistory. 14647859 AccessibleVersion.htm[8/22/2017 11:31:33 AM]
APPL-1002

APPLE INC. / Page 79 of 3598



EAST Search History

S112 |9 (time near2 remain$4) with (distance)
with proportion

us-

PGPUB;
USPAT;
USOCR

OR

ON

2017/08/22
10:06

8/22/2017 11:31:28 AM

C:\Users\krobinson1\Documents\EAST\Workspaces\Temporary Payment Card.wsp
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14/647,859 JEON, Min Hwan
Office Action Summary Examiner Art Unit AIA Status
KITO R ROBINSON 3695 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX {6) MONTHS from the mailing date of this communication.
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Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1)¥ Responsive to communication(s) filed on 23 June 2017
O A declaration(syaffidavit(s) under 37 CFR 1.130(b) was/were fledon
2a)lv] This action is FINAL. 2b) O This action is non-final.

3} An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

A Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parfe Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5)¥ Claim(s) 1-15 is/are pending in the application.
5a} Of the above claim(s) __ is/are withdrawn from consideration.
8)J Claim(s} isfare allowed.
7 Claim(s} 1-15 is/are rejected.
8) Claim(s) _____isfare objected to.

9)J Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http:/fwww uspto.gov/patents/init_events/pph/index jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)0 The specification is objected to by the Examiner.
11)¥) The drawing(s) filed on 28 May 2015 is/are: a)¥] accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)v) Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d} or (f).
Certified copies:

a)d All by Some** ¢)J None of the:
1. Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application frem the International Bureau (PCT Rule 17.2(a}).

** See the attached detailed Office action for a list of the certified copies not received.
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Paper No(s)/Mail Date
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DETAILED ACTION

Status of Claims

1. This action is in reply to the amendment filed on 23 June 2017.

2. Claims 1, 2, 5, 6 & 15 have been amended.

3. Claims 1-15 are currently pending and have been examined.

4. The Examiner respectfully rescinds the 35 U.S.C. 101 rejection of claims 1-15 in view of
the claimed amendments. Amended claim 1 is directed to the interface for setting a temporary

card by a sliding input on a touchscreen display.

Notice of Pre-AlA or AlA Status

5. The present application is being examined under the pre-AlA first to invent provisions.

Response to Arguments
6. Applicant’s arguments with respect to claims 1-15 have been considered but are moot
because the arguments do not apply to any of the references being used in the current

rejection.

Claim Rejections - 35 USC § 103
7. The following is a quotation of pre-AlA 35 U.5.C. 103(a) which forms the basis for all
obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed
or described as set forth in section 102, if the differences between the subject
matter sought to be patented and the prior art are such that the subject matter as
a whole would have been obvious at the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability
shall not be negatived by the manner in which the invention was made.
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8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459
(1966), that are applied for establishing a background for determining obviousness under pre-AlA
35U.5.C. 103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating obviousness or
nonobviousness.
9. Claims 1, 2, 4, 5, 12 & 15 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Hertel et al. US 2009/0288012 A1, hereafter Hertel in view of Spodak US
2012/0123937 A1.
Claim 1 & 15
Hertel discloses:

e displaying a list of mobile payment cards at a first portion of a touch screen interface
(paragraph 0229: “The payment options may be predefined within the electronic
wallet 7 and displayed to the user in a selectable form, e.g., list or menu.”);

e receiving, through the touch screen interface, a user input selecting a mobile payment
card from the list of mobile payment card {paragraph 0176: “The electronic wallet 7
includes a graphical user interface configured to receive input from a user for
interaction with the electronic wallet 7. The user interface of the electronic wallet
user 7 can be configured for "drag and drop” interaction. The drag and drop
interaction can be configured for use on touch sensitive screens of a user computer
100 and non-touch sensitive screens of a user system, for example, having a
navigation joystick or mouse control.” Paragraph 0207: “In this example, the user
selects the digital object 237 corresponding to the credit card displayed in

electronic wallet program 282 and moves it by a drag 238 to drop on a target 239.
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The target 239 in this example is the payment receptacle module 283 displayed in
electronic wallet 282, separate from web page 202 on computer screen 201.”);

e detecting the user input sliding the mobile payment card from the first portion of the fouch
screen interface to a second portion of the touch screen interface, (paragraph 0176: “The
electronic wallet 7 includes a graphical user interface configured to receive input
from a user for interaction with the electronic wallet 7. The user interface of the
electronic wallet user 7 can be configured for "drag and drop” interaction. The drag
and drop interaction can be configured for use on touch sensitive screens of a user
computer 100 and non-touch sensitive screens of a user system, for example,
having a navigation joystick or mouse control.” paragraph 0207: “In this example,
the user selects the digital object 237 corresponding to the credit card displayed in
electronic wallet program 282 and moves it by a drag 238 to drop on a target 239.
The target 239 in this example is the payment receptacle module 283 displayed in
electronic wallet 282, separate from web page 202 on computer screen 201.”) ;

s based upon the user input, sliding the mobile payment card, setting, as a temporary
payment card, the mobile payment card {paragraph 0176); and

e atouch screen configured to display a list of mobile payment cards; a processor configured
to, (paragraph 0176: “The electronic wallet 7 includes a graphical user interface
configured to receive input from a user for interaction with the electronic wallet 7.
The user interface of the electronic wallet user 7 can be configured for "drag and
drop” interaction. The drag and drop interaction can be configured for use on touch
sensitive screens of a user computer 100 and non-touch sensitive screens of a user
system, for example, having a navigation joystick or mouse control.” paragraph
0207: “In this example, the user selects the digital object 237 corresponding to the

credit card displayed in electronic wallet program 282 and moves it by a drag 238

to drop on a target 239. The target 239 in this example is the payment receptacle

APPL-1002
APPLE INC. / Page 86 of 3598



Application/Control Number: 14/647,859 Page5
Art Unit: 3695

module 283 displayed in electronic wallet 282, separate from web page 202 on
computer screen 201.”)
Hertel does not disclose the following, however Spodak does:

s resetting the setting of the temporary payment card when a payable time passes
(paragraph 0090: “In another example of a notification, a VISA card may have been
selected as a default card for the universal card 110, but the user may have
programmed the universal card 110 to emulate a DISCOVER card for a three-hour

period and then revert back to the default VISA card. This situation may occur when

the user is planning to spend several hours at a shopping mall and wants to use

the DISCOVER card while at the mall. At or near the end of the three-hour period,

the universal card 110 may send a signal to the mobile device that the universal
card 110 is about to revert back to the default VISA card.”)

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel with the technique of Spodak because all the claimed
elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination

would have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim 2

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel discloses receiving, through the touch screen interface, a user input selecting the mobile
payment, card (paragraph 0176: “The electronic wallet 7 includes a graphical user interface
configured to receive input from a user for interaction with the electronic wallet 7. The user
interface of the electronic wallet user 7 can be configured for "drag and drop” interaction.
The drag and drop interaction can be configured for use on touch sensitive screens of a

user computer 100 and non-touch sensitive screens of a user system, for example, having
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a navigation joystick or mouse control.”); detecting the user input sliding the mobile payment
card from the second portion of the touch screen interface to an original position within the first
portion of touch screen interface; based upon the mobile payment card being moved to the original
position by the user.. (paragraph 0070: “For example, a common type of access point
spawns a payment receptacle control which can receive all digital objects that can act as
payment instruments allowing the user to apply them to a transaction but also acts as a
dispenser which allows the user to drag payment instruments back out in order to roll back
their application.”) Hertel does not disclose the limitation of resetting the setting of the temporary
payment card. However, Spodak, in paragraph 0052 discloses “Second, the universal card can
be programmed in a "temporary card” mode, where the universal card stores only one set of
information required for emulation. The user utilizes the mobile device to program the card to
emulate a specific card either for a set amount of time or number of transactions. Once
programmed in this mode, the universal card would remain programmed to emulate that one card
for the set time or the number of transactions. If the user wanted to change the universal card to
emulate a different card, the user would need to reconnect the mobile device to reprogram the
card. Third, the universal card can be programmed in a "default card" mode, where the universal
card always emulates a specific card, unless programmed otherwise. In this mode, the information
of the default card is saved in the universal card and the universal card is always configured to
emulate the default card, unless the user re-programs the universal card to temporarily act as
another card or to change to a new default card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed
elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination

would have yielded predictable results to one of ordinary skill in the art at the time of the invention.
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Claim 4

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel does not disclose the limitation of when a payment is made within the payable time,
resetting the setting of the temporary payment card. However, Spodak, in paragraph 0090
discloses “In another example of a notification, a VISA card may have been selected as a default
card for the universal card 110, but the user may have programmed the universal card 110 to
emulate a DISCOVER card for a three-hour period and then revert back to the default VISA card.
This situation may occur when the user is planning to spend several hours at a shopping mall and
wants to use the DISCOVER card while at the mall. At or near the end of the three-hour period,
the universal card 110 may send a signal to the mobile device that the universal card 110 is about
to revert back to the default VISA card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel with the technique of Spodak because all the claimed
elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination

would have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim 5

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel disclose dispiaying the mobile payment card being moved to an original position in
(paragraph 0070: “For example, a common type of access point spawns a payment
receptacle control which can receive all digital objects that can act as payment
instruments allowing the user to apply them to a transaction but also acts as a dispenser
which allows the user to drag payment instruments back out in order to roll back their
application.”) Hertel does not disclose the limitation of defermining that the payable time has

passed; based upon the determination that the payable time has passed. However, Spodak, in
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paragraph 0052 discloses “Second, the universal card can be programmed in a "temporary card”
mode, where the universal card stores only one set of information required for emulation. The
user utilizes the mobile device to program the card to emulate a specific card either for a set
amount of time or number of transactions. Once programmed in this mode, the universal card
would remain programmed to emulate that one card for the set time or the number of transactions.
If the user wanted to change the universal card to emulate a different card, the user would need
to reconnect the mobile device to reprogram the card. Third, the universal card can be
programmed in a "default card" mode, where the universal card always emulates a specific card,
unless programmed otherwise. In this mode, the information of the default card is saved in the
universal card and the universal card is always configured to emulate the default card, unless the
user re-programs the universal card to temporarily act as another card or to change to a new
default card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hetrel with the technique of Spodak because all the claimed
elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination

would have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim 12

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel does not disclose the limitation of when the remaining payable time is shorter than or equal
to a threshold, oufputting an alarm. However, Spodak, in paragraph 0090 discloses “In another
example of a notification, a VISA card may have been selected as a default card for the universal
card 110, but the user may have programmed the universal card 110 to emulate a DISCOVER
card for a three-hour period and then revert back to the default VISA card. This situation may

occur when the user is planning to spend several hours at a shopping mall and wants to use the
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DISCOVER card while at the mall. At or near the end of the three-hour period, the universal card
110 may send a signal to the mobile device that the universal card 110 is about to revert back to
the default VISA card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel with the technique of Spodak because all the claimed
elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination

would have yielded predictable results to one of ordinary skill in the art at the time of the invention.

10. Claim 6 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable over Hertel
in view of Spodak and in further view of Lee et al. US 2009/0069056 A1, hereafter Lee
Claim 6

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel discloses a mobile payment card in para. 0058. Hertel & Spodak do not disclose the
limitation of defermining that a particular portion of the payable time has passes; moving...a first
distance towards an original position according to a remaining payable time, wherein the first
distance is determined based upon the proportion of the payable time that has passed. However,
Lee, in paragraph 0110 discloses “Accordingly, the display control expiration period is extended
in proportion to the dragged distance in the bar gauge 220 up to a point where the touch is
released and the reset display control expiration period or remaining time 225 is displayed, for
example, 30 sec.” as shown in (74).”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel with the technique of Spodak because simply substituting
one known element for another known element produces predictable results rendering the claim

obvious.
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11. Claims 3,7, 8, 10, 11, 13 & 14 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Hetel in view of Spodak and in further view of Bierbaum et al. US 7,967,196
B1, hereafter Bierbaum.

Claim 3

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above. Hetel
discloses a timer in paragrpah 0167. Hertel & Spodak do not disclose the limitation of displaying
a remaining payable time. However, Bierbaum, in Column 3, lines 20-23 discloses “The time
remaining until expiration of the ready-to-pay timer and the closing of the electronic wallet may be
displayed on the portable electronic device containing the electronic wallet.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of

the invention.

Claim 7

Hetel & Spodak discloses the limitations as shown in the rejection of Claim 1 above. Hetel
discloses when the mobile payment card set as the temporary payment card is moved again by
the user prior to the payable time passing in para. 0176. Hertel does not expressly show: the
temporary payment card is moved again by the user prior tc the payable time passing. Hertel &
Spodak do not disclose the limitation of extending the payable time. However, Bierbaum, in
Column 3, lines 23-27 discloses “A first soft key of the device containing the electronic wallet may
be activated to reset the ready-to-pay timer, for example extending the time-out interval by an

additional increment of time.”
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It would have been cbvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of

the invention.

Claim 8

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel discloses sefting the temporary payment card in para. 0176. Hertel & Spodak do not
disclose the limitation of wherein the movement by the user in the setting operation is performed
in a same method as the movement by the user in the extending operation. However, Bierbaum,
in Column 3, lines 23-27 discloses “A first soft key of the device containing the electronic wallet
may be activated to reset the ready-to-pay timer, for example extending the time-out interval by
an additional increment of time.”

It would have been cbvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of

the invention.

Claim 10
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Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel & Spodak do not disclose the limitation of when the payable time passes, making the
mobile payment card moved by the user disappear. However, Bierbaum, in Abstract discloses
“The electronic wallet application enters a ready-to-pay mode, initiates a ready-to-pay timer when
entering the ready-to-pay mode, transmits the confidential information when in the ready-to-pay
mode based on receiving contactless communication, and leaves the ready-to-pay mode when
the ready-to-pay timer expires.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of

the invention.

Claim 11

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel & Spodak do not disclose the limitation of making the mobile payment card moved by the
user gradually disappear according to a remaining payable time. However, Bierbaum, in Abstract
discloses “The electronic wallet application enters a ready-to-pay mode, initiates a ready-to-pay
timer when entering the ready-to-pay mode, transmits the confidential information when in the
ready-to-pay mode based on receiving contactiess communication, and leaves the ready-to-pay
mode when the ready-to-pay timer expires.” Column 9, lines 59-67-column 10, lines 1 discloses "
At block 170, if the first electronic wallet 110 is commanded to leave the ready-to-pay mode, for
example by the user activating a soft key of a dedicated function key that commands the first
electronic wallet 110 to leave the ready-to-pay mode or an authorized payment transaction with

the POS terminal 104 has been completed, the method 160 proceeds to block 174 where the first
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electronic wallet 110 leaves the ready-to-pay mode. When the first electronic wallet 110 leaves
the ready-to-pay mode, the confidential information is unavailable for reading.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of

the invention.

Claim 13 & 14

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel & Spodak do not disclose the limitation displaying a list of additional setvices issued to the
mobile device; and setting an additional service moved by the user from among the additional
services listed in the list to be used and when a usable time passes, setting the additional service
to be disabled. However, Bierbaum, in column 5, lines 35-49 discloses “The portable electronic
device 102 includes one or more applications 116 that provide services and functionality to a user,
such as a mobile phone subscriber or a PDA user. These applications 116 may include, but are
not limited to, a mobile telephone service, an electronic wallet, an email service, an address book,
a contacts list, a spreadsheet, a scheduler, a virtual private network (\VVPN) portal, a web browser,
and other applications. In an embodiment, these applications 116 may be launched or activated
or started by a number of methods. When an application 116 is inactive or not yet launched,
accessing the functionality of the application 116 may involve first loading at least portions of the
application 116 into a memory area that is more accessible or more rapidly accessible to a
processor 140 of the portable electronic device 1027

Column 5, lines 61-67- column 6, lines 1-14 discloses “In an embodiment the portable

electronic device 102 includes a plurality of electronic wallets, for example a first electronic wallet
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110, a second electronic wallet 112, and a third electronic wallet 114. Each of the several
electronic wallets 110, 112, and 114 may be associated with different members of a family, for
example a father, a mother, and a child. Alternatively, each of the several electronic wallets 110,
112, and 114 may be associated with different employees of a business firm. Alternatively, each
of the electronic wallets 110, 112, 114 may be associated with different roles of an individual, for
example a personal wallet, a business wallet, and a social organization wallet. The individual may
use the personal wallet for buying a birthday gift for a spouse, use the business wallet to pay for
business related expenses, and use the social organization wallet to pay for food for a group
campout. In an embodiment, the electronic wallet launching input sequence may select one of
the electronic wallets 110, 112, 114. In another embodiment, the electronic wallet launching
sequence may trigger the display to show a selector, for example a dialog box or window, to select
one of the electronic wallets 110, 112, 114.”

Column 6, lines 64-67-column 7, lines 1-18 discloses “The ready-to-pay timer 142 may be
used to implement a security feature to help protect the confidential information contained in the
electronic wallets 110, 112, and 114 and/or the applications 116 from identity theft. For example,
when the first wallet 110 has been opened and a payment card has been selected for payment,
the ready-to-pay timer 142 can be used by the first electronic wallet 110 to automatically close
after the ready-to-pay timer 142 marks the passage of a limited period of time. Another way of
saying this is the first electronic wallet 110 may be configured or programmed to close after the
ready-to-pay timer 142 exceeds a time threshold, a time limit, or simply a limit. For example, the
first electronic wallet 110 may close automatically after about 1 minute of elapsed time, after 2
minutes of elapsed time, after about 4 minutes of elapsed time, or after some other period of time.
This may be referred to as an open wallet time-out or a time-out feature. In an embodiment, all of
the electronic wallets 110, 112, and 114 may be protected with the time-out function; in another
embodiment, selected ones of the electronic wallets 110, 112, and 114 may be protected with the

time-out functions while the other electronic wallets are not protected with the time-out function.”
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It would have been cbvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of

the invention.

12. Claims 9 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable over Herte
in view of Spodak and in further view of Bierbaum and in further view of Avadhanam et al. US
2013/0084797 A1, hereafter Avadhanam.

Claim 9

Hertel & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
Hertel & Spodak do not disclose the limitation of when the mobile device is moved by the user in
a specific paftern prior to the payable time passing, extending the payable time. However,
Bierbaum discloses extending the payable time, in Column 3, lines 23-27.

It would have been cbvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the
elements as claimed by known methods with no change in their respective functions, and the
combination would have yielded predictable results to one of ordinary skill in the art at the time of
the invention.

DiMartino, Spodak & Bierbaum do not disclose the limitation of when the mobile device
is moved by the user in a specific pattern prior to the payable time passing. However, Avadhanam,
in paragraph 0038 discloses “As one of ordinary skill in the art will appreciate in view of this
disclosure, when the sensor 110 is realized by the accelerometer 230, the application 102 will

detect (via an accelerometer driver that is used to implement the sensor driver 112 and an
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accelerometer service that is used fo implement the sensor service 114) the accelerometer 232
output to determine: 1) whether the user has moved the mobile communication device 100 in one
direction or another direction (translational movement); 2) whether the user has filted the mobile
communication device 100 (rotational movement); and/or 3) an amount of dynamic acceleration
that enables an analysis of the way the mobile communication device 100 is moving. And this
information may be used to enable the user to select a particular credit card using a particular
action that may include translational and/or rotational movement of the mobile communication
device 100.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of Hertel, Spodak & Bierbaum with the technique of Avadhanam
because simply substituting one known element (selection of a credit card) for another known

element (extending a payable time) produces predictable results rendering the claim obvious.
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Conclusion
Applicant’s amendment necessitated the new ground(s) of rejection presented in this Cffice
action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicantis
reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO
MONTHS of the mailing date of this final action and the advisory action is not mailed until after
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,
however, will the statutory period for reply expire later than SIX MONTHS from the date of this

final action.
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Any inquiry concerning this communication or earlier communications from the examiner
should be directed to KITO R ROBINSON whose telephone number is (571)270-3921. The
examiner can normally be reached on M-F 8:30am-5:30pm.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://'www.uspto gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, RYAN DONLON can be reached on (571) 270-3602. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR system,
see http://pair-direct. uspto.gov. Should you have questions on access to the Private PAIR system,
contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would like
assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

KITO R ROBINSON/
Primary Examiner, Art Unit 3695

22 August 2017
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MOBILE PAYMENTS
Field of the Invention

This invention relates to a method of generating a payment token for payment

transactions, in particular a method of génerating a payment token for use by a

. mobile terminal, wherein the payment token is based on a generated unique

identifier associated with the mobile terminal.
Background to the Invention

The credit an;i bankiﬁg industry today is looking to exploit the near ubiquity of
the mobile phone so that it might be used to make payments, typically for items
having a small value such as at newsagents or at a vending machine. One
method envisaged for makihg such a payment is through the use of “Near Field
Communications” (NFC) payment systems. NFC is a short-range wireless
communication technology that - enables d:ata to be exchanged between
compatible devices over a short distance {(about a decimetre). The technology is

related to proximity-card and RFID technology.

In an NFC enabled mobile phone, a payment application is linked to a radio

transmitter in the device, which enables small purchas_es to be made simply by
passing the mobile phone in closg proximity to an NFC payment terminal, such

as a vending machine or other payment point. .

The technology now being used in the UK for most credit card tranéactions is
based on the smartcard technology commonly referred to as “Chip and PIN”.
This technology is used in many European countries, though other markets like
the US may differ somewhat. In order for NFC to be used effectively for
payments, the Chip and PIN would need to be adhered to. An NFC based
transaction would be regarded as an off-line Chip and PIN transaction. Off-line
transaciions are usually limited both in value as well as ‘in the number that can

be made in succession. Typically, once a user has completed say five
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transactions “off-line”, the _card is required to make a standard Chip and PIN
payment where the PIN is entered in order to reset a counter on the card.

While imposing this transaction limit is useful as a method of fraud protection, it
also has a negative impact on the use of a mobile phone for contact-less
payment applications using NFC. As the mobile phone cannot be used for a
standard Chip & PIN transaction as it does not have a Chip and PIN smartcard,

there is no existing way to reset the counters used for fraud management.
Summary of the Invention

It is the aim of embodiments of the present invention to solve some of the

above problems and provide an improved payment system for mobile devices.

According to one aspect of the present invention, there is provided a method of
generating a péyment token for cohducting payments. using a mobile terminal,
wherein said mobile terminal comprises an identity module, said method -
comprising the steps of: '

a) receiving at an application servier a registration message. said first
message comprising a telephone number associated with the identity module;

b) ' generating by the application server a unique identifier and storing
the unique identifier with the telephone number;

c) sending the unique identifier to the mobile terminal, wherein the
mobile terminal generates and stores a datablock comprising the unique
identifier, and the datablock is secured using the subscriber identity associated
with the identity module and a terminal identifier associated with the mobile
terminal; and subsequently

d) validating by a payment server a request for a payment token
from the mobile terminal based on the unique identifier contained in the request,
wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal.

Preferably, the ‘method further comprises: e) using the unique identifier from the
request to identify the telephone number associated therewith based on the

unique identifier and telephone number stored by the application server.
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The method may also comprise generating a payment token and associating and
storing the payment token with a user account at the payment server, wherein

the user account comprises the telephone number of the mobile terminal.

The generated payment token may be transmitted by the payment server to the
mobile terminal, and the mobile terminal may store the payment token securely

using the unique identifier.

Furthermore, the payment token may be used by the mobile terminal to conduct
a contactless payment transaction with a point of sale terminal, said method
further comprising transmitting the payment token to the point of sale terminal
and onto the payment server, wherein upon receipt at the payment server, the
payment token is validated by cross checking against the payment token stored

with the user account at the payment server.

Preferably, the payment token is only valid for a fixed period of time following
generation by the payment server. The payment token may also be valid for a
predetermined number of contactless payment transactions only. Alternatively,

the payment token is only valid for a predetermined total transaction amount.

The mobile terminal can make a request for a new payment token from the
payment server, wherein said request comprising the uhique identifier for

identifying the mobile terminal.

According to a second aspect of the present invention, there is provided a
system for generating a payment token for conducfing payments using. a mobile
terminal, said system comprising an application server and a payment server,
said mobile terminal comprising an identity module, and wherein

the application server is adapted for receiving at an application server a
registration. message, said first message comprising a teléphone number
associated with the identity module, for generating a unique identifier and
storing the unique identifier with the telephone number, and for sending the

unique identifier to the mobile terminal;

APPL-1002
APPLE INC. / Page 111 of 3598



10

15

20

25

30

WO 2009/112793 . PCT/GB2009/000135

the mobile terminal is adapted to generate and store a datablock
comprising the uniqug identifier, and the datablock is secured using the
subscriber identity associated with the identity module and a terminal identifier
associated with the mobile terminal; and .

the payrhent server is adapted to validate a request for a payment token
from the mobile terminal based on the unique identifier coﬁtained in the request,
wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal.
Brief Description of the Drawings

For a better understanding of the present invention reference willl now be made
by way of example only to the accompanying drawings, in whiéh:

Figure 1 is a network diagram of an arrangement in an example of the
present invention; . |

Figure 2 is a message flow diagram iilustrating a regisfration and
payment token request process in an example of'fhe present invention;

Figure 3 is a message flow diagram illustrating the use of a payment

token for conducting a transaction in an example of the present invention.

- Description of Preferred Embodiments

The present invention -is described herein with reference to particular examples.

The invention is not, however, limited to such examples.

Figure 1 illustrates a network 100 comprising a mobile terminal 102, a mobile
network 112, an SMS gateway 116, a profile store 124, an applicatioﬁ server
120, a payment server 126 and a point of sale (POS) terminal 128. The mobile
terminal 102 may a mobile phone, smartphone, PDA or similar. The mobile
terminal 102 can dommunicate with the mobile network 112 over
communications link 110, which is a radio link in this example where the mobile
network 112 is GSM, UMTS or similar cellular mobile network. For simplicity, .

individual components of the mobile network 112, such as base stations and
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gateways, have been omitted. In this example, the mobile network 112 is the

home mobile network associated with the SIM 106 and mobile terminal 102.

The mobile terminal 102 includes a processor 104, which is used to control the
operation. of the device. The mobile terminal 102 also contains a data store
108, which can be used to store data such as phone numbers, photos and
videos, as well as applications that can be run by the processor 104. The
subscriber identity module (SIM) 106 in the mobi-e terminal - 102 holds
subscriber information, such as the international mobile subscriber identity
(IMSI) which uniquely identifies the subscriber/user to the network. The mobile
terminal 102 also has an associated international mobile equipment identity
(IMEI), which is akin to a serial number for the device. The mobile terminal 102
also includes a near field communication (NFC) module 109, which provides the

mobile terminal 102 with near field communication capabilities.

The mobile network 112 can communicate with the SMS gateway 116 over a
fixed network connection 114. Similarly, the mobile network 112 'cén
communicate with the application server 120 over a fixed network connection

122. The SMS gateWay 116 and the application servér 120 can also

. communicate with each other over a fixed network connection 118.

In this example, the SMS gateway 116 is operated by a third party and is able
to receive and send SMS messages to the mobile network 112. The SMS
gateway 116 effectivély acts as an aggregator for SMS messages to and from
the mobile network 112 (illustrated) and other mobile networks (not illustrated).
Whilst not illustrated in Figure 1, the mobile network 112 includes an SMS
centre (SMSC), which is the interface between the SMS gateway 116 and the
mobile network 112. Communications between the mobile terminal 102 and
the mobile network 112 and within the mobile network 112 are inherently

secure due to the security requirements under the GSM standards.

The application server 120 is also operated by a third party, which may or may
not be the same as the operator of the SMS gateway 116, and can provide

applications and services to the mobile terminal 102. At least some of these
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applications require the user to register the application before subsequent use of
it. Services provided can include registration services, the operation of which

will be described herein below.
Connected to the application server 120 is-a profile store 124. The profile store
124 stores user profile information, such as identification numbers associated

with the mobile terminal 102.

The network 100 also includes a payment server 126 connected to the mobile

~network 112. The payment server 126 is responsible for handling payment -

transactions conducted by the mobile terminal 102. A point of sale (POS)
terminal 128 is also connected to the bayment server 126. The POS terminal
128 and payment server 126 are connected over a suitable network connection,

such as a private IP network.

The NFC module 109 in the mobile terminal 102 can communicéte with the POS
terminal 128 over short distances wirelessly, and can be used to conduct
payment transactions assisted by a suitable application 4on the mobile terminal
102. For example, a user can make a purchase, and instead of using cash or a
credit card to pay for the purchase, the payment can be made using the mobile

terminal 102 in conjunction with the POS terminal 128.

The specific operation of the elements in Figure 1 in relation to supporting
payment transactions between the mobile terminal 102 and the POS terminal
128 will now be described in more detail below with reference to the message
flow diagrams of Figure 2 and 3. References in Figures 2 and 3 to the elements

found in Figure 1 are made using like reference numerals.

Figure 2 illustrates the registration process for a payment application and

subsequent obtaining of a payment token.

In step 200, the user equipment 102 already has an application installed in its

memory 108. In this example, the application is a payment application that is
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capable of operating with the NFC module 109 to provide contactless payment

functionality.

The application can be provided in a number of different ways such as by
downloading by the user or it can be preloaded on the device. One method of
downloading the application is by texting a short code (a form of SMS message)
from the mobile terminal 102 to a third party for the chosen service. This is
received by the mobile network 112, which routes it to the relevant SMS
gateway 120 for processing. The SMS gateway 120 processes the message
and sends a WAP push message back to the mobile terminal 102. The WAP
push message starts the web browser on the mobile terminal 102 directing the

user to an appropriate application server for downloading the application.

Once the application is downloaded and installed on the mobile terminal 102,

the user has to set-up an account and payment details with the payment server

- 126, and also has to register the application with the application server 120.

The account set-up in step 202 links the mobile terminal 102 to a user‘ account
that can be used to clear payments accrued by the payment application and
associated NFC module 109. One way of setting up an account is for:t};e user
to utilise the mobile terminal 102 or a PC to access a (secure) web portal
associated with the payment server 16, where the user inputs various personal
details such as name and address, as well as payment details such as credit
card details, and also the mobile phone number (or MSISDN) of the mobile
terminal 102 that the user intends to use for payments. These user details are

stored by the payment server 126.

Aside from using a secure connection to the web portal, such as using a HTTPS
connection, other security measures could be included. One such measure is to
validate that the mobile terminal 102 details (the mobile number or MSISDN)
being registered does belong to the user setting up the account. This can be
done by sending a PIN to the mobile number provided in the account set up, and
requiring that the PIN be input back into the account set-up procesvs in order for

the set up to be successful.
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Whilst the account set up has been described as a separate process that occurs
after the payment application has been installed,. in a further example, the

payment application can instead be downloaded to the mobile terminal 102

“following successful account set up. For example, the payment server can

trigger the download of the payment application to the mobile terminal 102

specified during the account set up process.

After the payment application has been downloaded and stored on the mobile
terminal 102, it is registered by the user. To register the payment application,
the user first confirms various terms and conditions upon starting up the
application for the first‘time. The payment application then generates a
formatted SMS message containing de_tails associated with the payment
application being vregistered. The details may for example cdntaiﬁ text to
indicate that this is a first registration and an identifier for the application,
version number etc. The SMS message is sent by the user equipment 102 to a
short code number or similar number corresponding to the application server

124 in step 204.

The SMS message is transmitted via the mobile network 112 and SMS gateway
116 (not shown in Figure 2) to the application server 120. The mobile network
112 identifies the originator, the mobilé terminal 102, of the SMS registration
message and forwards the SMS message onto the SMS gateway 120. The
SMS message forwarded, now includes the telephone number associated with
the user equipmeht 102 added by the mobile network. This telephone number

is more commonly referred to as the mobile subscriber ISDN (MSISDN) number.

‘The MSISDN is added to the SMS message before it is forwarded to the

application server 120 via the SMS gateway 116.

The application server 120 receives the SMS message and generates a unique
user identifier, and stores it with the MSISDN received in the SMS in step 206.
In a preferred example, the unique user identifier is a Un'ivers;ally Unique
Identifier (UUID), through other similarly unique identifiers may be used. The
UUID specification is described in more detail in RFC 4122. The UUID and
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MSISDN can be stored as a user profile at the profile store 124 as shown in
step 207 and storage is confirmed in step 208. In a further example of the
invention, the user profile containing the UUID and MSISDN may be sent in step
207a to the payment server 128 where it is stored locally for later use in

payment processing. The operation of both arrangements where the user profile |
is saved at the profile store 124 and at the payment server 128 are described

later herein below.

Once the user UUID and MSISDN have been stored, the application server 120
can encode the UUID into a text block. The UUID may be encr\'/pted using a
strong encryption method, where a unique key is used. The key is composed of
hashing the MSISDN with a pseudo random generated number. The text block
is preferably no more than 160 characters in length to match the size of an SMS .
message, though could be more than 160 characters. The encoded text block is
sent as anv SMS message back to the mobile terminal 102 by”the application

server 120 via the mobile network 112 in step 210.

The application server 120 uses the MS]SDN obtained from the registration
message in étep 204 to send the text block back to the mobile terminal 102.
This step enables the originating mobile terminal 102 to be verified as being
genuine and avoid the situation where . the user sends a registration SMS
méssage with a tampered MSISDN, IMSI or similar to deceive the system. By
using the present method, the mobile network 112 will ensure that the response

is directed to the correct mobile terminal 102 associated with the MSISDN.

The mobile terminal 102 then decodes the received text block using the

~ application to extract the UUID in step 212. The application remains running

after the sending of the registration SMS in step-202 and waits for this return
SMS from the application server 120. The application has a reverse algorithm
for decoding the text block if it has been encoded. The application then sfo’res
the extracted UUID in a data block, which can be encrypted. in the memory 108
together the IMSI of the SIM 106 and the IMEI of the mobile terminal 102. The

application includes an interface or similar that allows the application to

APPL-1002
APPLE INC. / Page 117 of 3598



10

15

20

25

30

WO 2009/112793 PCT/GB2009/000135

10

interrogate the SIM 106 and the mobile terminal 102 for the IMS! and the IMEI

respectively.

The fegistration process is now complete and the payment application can now
use the UUID to obtain payment tokens from the payment server 128. The
payment tokens are used to conduct payment transactions with the POS

terminal 128 using the NFC module 109.

In steb 214, the payment application makes a request for a payment token from
the payment server 126. The request is made over a secure connection such as
a HTTPS connection using SSL. The request for a payment token includes the
UUID stored on the mobile terminal 102. The request can be made
automatically by the payment application if the payment application does not
already have é valid payment token, which includes when the payment
application is first initiated. Alternatively, the user can use the payment

application to request a new payment token at any stage.

When the payment server 126 receives the request, it uses the UUID provided.
as a way of determining the authenticity and identity of the mobile terminal 102
making the request. In step 216, the UUID is compared to the UUID sfored in
the user profiles at the payment server 126 as a result of step 207a.
Alternatively, if the payment server 126 does not have locally stored copies of
user profiles, then a request is made to the profile store 124 in step 217, and
the profile store 124 checks the UUID against the stored profiles and returns the
MSISDN associated with the UUID in step 218. If the test on the UUID fails at
any stage (UUID nof found), then the payment token request is'rejeéted, and a
message can be sent back to the mobile terminal 102 to re-register the payment

application in order to obtain a new UUID (steps 204 to 212).

Once the payment server 126 has the MSISDN of the mobile terminal 102,
further checks can be made before a payment token is issued. For example, a
check can be made against the account set up in step 202 to determine if the

account is not blocked, has sufficient credit, or whether the credit card details -

are still valid. If the required tests are passed, then the payment server 126 can
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genierate and store a payment token in step 220. Like the UUID tests, if any of
the payment tests fail, then a message can be sent back to the mobile terminal

102 to perform the account set-up again (step 202).

The precise format of the payment token is not explored in detail here.
However, the payment token is used for completing payment transactions by
ensuring the authenticity of the user and for guaranteeing payment for the
transaction. The payment token may be a unique alphanumeric string, codé
block or similar, and may also be encrypted to prevent tampering. Preferably,
the payment token is stored against the account details. including the NMSISDN,

associated with the mobile terminal 102.

The payment token is then sent by the payment server 126 to the mobile
terminal 102 in step 222 over the same secure connection. The payment token
is stored by the payment application together the IMSI of the SIM 106 and the
IMEI! of the mobilé terminal 102. The payment token is preferably encrypted
\us;ing the IMSI and/or IMEI to ensure that if the SIM is swapped or the mobile
terminal 102 is tampered with, then the clear payment token cannot be
ol;tained. This prevents fraudulent use of the payment application, for example
should the mobile terminal 102 be lost and the (blocked) SIM swapped for
another SIM, the IMSI of the new SIM would not match that used to encrypt the
payment token. In a further example, the payment token could be secured more
simply by the payment application requiring that the correct IMSI and/or IMEI to

be present before the payment token is released for use.

Alternatively, the payment token is secured using the UUID instead of the
IMSVI/IMEIL. Thus, only a correctly validated UUID is required for obtaining the

clear payment token. The payment token would thus be either encrypted using

" the UUID or simply stored/associated with the UUID.

Figure 3 illustrates the use of the payment token for a contactless payment

between the mobile terminal 102 and the POS terminal 128.
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When the user makes a purchase, the user places the mobile terminal 102 near
the POS terminal 128 to initiate a contactless transaction. The NFC module
109 allows the mobile terminal 102 to communicate using radio frequencies
with the POS terminal 128 over short ranges. Thus, in step 300 when a
payment is to be made, for example following a purchase of some goods, the

POS terminal 128 is activated and the usef places the mobile terminal 102 near

the POS terminal 128 to initiate payment. An RF communication link between

the two devices is established, which triggers the payment application in the

mobile terminal 102 to proceed with conducting the transaction.

Several tests are preferably performed first to ensure that neither the SIM nor
the mobile terminal 102 has changed since the initial registration. This may
occur if the SIM 106 has been replaced, either genuinely by the user if a new
SIM has been issued, or fraudulently if the mobile terminal 102 has been stolen
and the original SI‘M blocked for example. The tests will also highlight potential

tampering with the key components of the UUID and/or payment token.

Thus, in step 302, the UUID is tested by decrypting the data block in which the
UUID is stored and checking the stored IMSI and IMEI with the IMSI and IMEI
retrieved diréctly from the current SIM 106 and mobile terminal 102
respectively. The payment application can interrogate the SIM 106 and the
mobile terminal 102 to obtain the IMSI and IMEI respectively. If the IMSI and
IMEI are verified, then the application can assume that the UUID in the data
block is valid and correct for the IMSI/IMEI combination as verified. However, if
the test fails, then the application can be set to terminate the payment process
and optionally delete the data block and restart the registration process outlined
in Figure 2. If at any stage the UUID test fails. then the application can inform
the u-ser that there has been a registration failure, and the transaction cannot be

completed, and also prompt the user to re-register to get a new UUID.

If the test of the UUID is passed, then the payment token is retrieved in step
304. However, in the situation where the payment token is also encrypted or
stored with reference to the IMSI and/or IMEI, then a similar test to the UUID

test in step 302 is performed to retrieve' the clear payment token. Or in the
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alternative arrangement where the payment token is secured using the UUID, a

correct UUID obtained from step 302 will be needed to release the payment

_token. The payment token secured by the UUID (in step 224) can be done by

direct encryption using the UUID as a key, or more simply by the application

requiring a matching UUID before the payment token is released.

Once the clear payment token is retrieved, it is transrﬁitted to the POS terminal
128 by way of the NFC module 109 in step 306. The POS»terminal 128 then
uses a secure channel, such as an SSL connection, to the payment server 1726.
This channel will typically be over some private network rather than the mobile
network 112 or the Internet. A payment request is then sent to the payment
server 126 from the POS terminal 128 in étep 308, where the requeét includes
the payment token, the transaction payment amount, and other transaction

identifiers required for transaction identification and logging.

When the payment server 310 receives the payment token, the payment token

is checked against the payment tokens stared in step 220 in order to determine

the account against which the payment is to be posted. The account associated

with the payment token may al_so include payment parameters such as counters
for the number of times the current payment token has been used (a transaction
count), and a total transaction amount accrued. against the present payment
token. In step 312, these parameters are adjusted accordingly. Each of these
parameters may have a limit or threshold above which the traﬁsaction will be
rejected, as a result of which the payment application would have to request a
new payment token by repeating steps 214 to 224. Typically, the number of
transactions would be set to 5, which matches that for the standard fdr off-line
Chip and PIN transactions. Other parameters could include a validity - period,
where after a certain period of time, the payment token is no longer valid,

requiring a new payment token for payment transactions.

If the user account has sufficient credit and has not been blocked for any
reason, and the thresholds for the number of transactions or amount has not
been exceeded, then the transaction can be approved. The account details are

updated to reflect the transaction amount, and a payment approval message is
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- sent back to the POS terminal 128 from the payment server 126 over a secure

connection.

The POS terminal 128 receives the payment approval message and indicates
that the transaction has been approved in step 316. This may be in the form of
a displayed message or a visual indicator such as a gréen light. The POS
terminal 318 also sends an approval response message back to the mobile
terminal 102 in step 320. The mobile terminal 102 then updates its internal

parameters, which mirror those maintained by the payment server 126 in step

- 312. Thus, any of the transaction count, transaction amount totals, and validity

period can be updated.\ The payment process is now complete.

If at anytime the payment application in the mobile terminal 102 determines that
the payment counters for transaction number and/or amount are at the threshold
or exceeds the threshold, then a new payment token (with new counters) is
requested by the mobile terminal '102. The request for a new payment token
follows the same process as steps 214 to 224. This “refresh” of the payment
token can also be performed periodically even when the thresholds have not
been reached to ensure that the payment application always has a new payment
token to allow the user as many transactions as possible before another refresh.
This refresh is particularly useful if the payment token as an associated validity
period after which the token is invalid (for example, a payment token may only "
be valid for a period of 3 days following generation). If the application
deterfnines'that the validity period has or is about to shortly expire, a new

payment token request can be made.

Furthermore, the user’s account can be blocked at any stage if for example the
account is no longer in credit or if the credit card used to pay the account is no
longer valid for example. If this happens, then when the payment server 126
checks the payment token, it will find that the token matchés an account (note,
payment ‘token stored against ac,;count in step 220) that is blocked.” The

payment server thus rejects the payment request.
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In another example, a payment token having a specific or higher value can be
requested in step 214 for one off transactions of a higher value. In order to
complete tﬁis process, a re-registration may be requested first in order to
confirm the mobile terminal 102 identity (the MSISDN) by requesting a new
UUID (steps 204 to 212).

In summary, examples of the present.invention utilise the inherently secure
framework provided by the mobile network operétor to provision a UUID that is
associated with a user and his device. In particular, it is the security of the SMS
mechanism that ensures the security of this invention. The UUID can then be
used as a device identifier in issuing aﬁd managing payment tokens for payment

transactions.

Whilst the download of an application and subsequent registration are described
with reference to the same SMS gateway 116 and application server 120 as
those used in subsequent provision of services, the examples are equally

applicable to the use of separate gateways and servers for each process.

In general, it is noted herein that while the above describes examples of the
ihvention. there are several variations and modifications which may be made to
the described examples without departing from the scope of the present
invention as defined in the appended claims. One skilled in the art .will recognise

modifications to the described examples.
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CLAIMS

1. A method of generating a payment token for conducting payments
using' a mobile terminal, wherein said mobile terminal comprises an identity
module, said method comprising the steps of:

a) receiving at an application server a registration message, said first
message comprising a telephone number associated with the identity module;

b} generating by the application server a uniqug identifier and storing
the unique identifier with the telephone number; -

c) sending the unique identifier to the mobile terminal, wherein the
mobile terminal generates and stores a datablock comprising the unique
identifier, and the datablock is secured using the subscriber identity associated
with the identity module and a terminal identifier associated with the mobile
terminal; and subsequently :

d) validating by a payment server a request for a payment token
frqm the mobile terminal based on the unique identifier contained in the request,
wherein the unique identifier is retrieved from the datablock stored in the mobile

terminal..

2. A method according_to claim 1, further comprising:
e) using the unique identifier from the request to identify the
telephone number associated therewith based on the unique identifier and

telephone number stored by the application server.

3. A method according to claim 1 or 2, further comprising generating a
payment token and associating and storing the payment token with a user
account at the payment server, wherein the user account comprises the

telephone number of the mobile terminal.

4, A method according to claim 3, wherein the generated payment token is
transmitted by the payment server to the mobile terminal, and the mobile

terminal stores the payment token securely using the unique identifier.

APPL-1002
APPLE INC. / Page 124 of 3598



10

15

20

25

30

WO 2009/112793 PCT/GB2009/000135

17

5. A method according to claim 4, wherein the payment token is used by
the mobile terminal to conduct a contactless payment transaction wifh a point
of sale terminal, said method further comprising transmitting the payment token '
to the point of sale terminal and onto the payment server, wherein upon receipt
at the payment server, the payment token is validated by cross checking against

the payment token stored with the user account at the payment server.

6. A method according to claim 5, wherein the payment token is only valid

for a fixed period of time following generation by the payment server.

7. A method according to claim 5, wherein the payment token is only valid

for a predetermined number of contactless payment transactions.

8. A method according to claim 5, wherein the payment token is only valid

for a predetermined total transaction amount.

9. A method according to any preceding claim, wherein the mobile terminal
makes a request for a new payment token from the payment server, said

request comprising the unique identifier for identifying the mobile terminal.

10. ’ A system for generating a payment token for conducting payments
using a mobile terminal, said system comprising an application server and a
payment server, said mobile terminal comprising an identity module, and
wherein

the application server is adapted for receiving at an application server a
registration message, said first message comprising a telephone number
associated with the identity module, for generating a unique identifier and

storing the unique identifier with the telephone number, and for sending the

- unique identifier to the mobile terminal;

the mobile terminal is adapted to generate and store a datablock
comprising the unique identifier, and the datablock is secured using the
subscriber identity associated with the identity module and a terminal identifier -

associated with the mobile terminal; and
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the payment server is adapted to validate a request for a payment token
from the mobile terminal based on the unique identifier contained in the request,

wherein the unique identifier is retrieved from the datablock stored in the mobile
terminal.
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PROBLEM TO BE SOLVED: To provide an information storage system including a high-speed
access KVS while preventing data inconsistency.SOLUTION: An information storage system
includes: a data storage unit which stores storage data formed of a plurality of attribute values,
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data structure conversion unit, during a period when the data structure conversion unit changes
the attribute value constituting the data identification information.
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Abstract of KR20120051950 (A)
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BERASS

PURPOSE: A mobile coupons processing method using a user terminal is provided to protect the
privacy of the user terminal by automatically invalidating used mobile coupons by authenticating
the mobile coupons through the user terminal. CONSTITUTION: A user terminal receives
mobile coupons. The user terminal identifies a member store where a user wants to use the
mobile coupons(420). The validity of the mobile coupon is inspected based on the identified
member store information(440). When the mobile coupons are effective, the user terminal
transmits the breakdown of the mobile coupons to a server. The mobile coupon is automatically
inactivated(480).
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Abstract of KR20140021323 (A)

Translate this text into Tooltip
N R
| selcttorguege v {SH ERRRRREIEY oo

B

The present invention relates to a coupon providing system using an electronic tag and includes:
a portable terminal for reading tag information of an electronic tag which is attached to a
predetermined location and transmitting a providing request for a coupon having the tag
information and its own identification information; and a card service provider server for
generating a coupon corresponding to the tag information and identification information of the
portable terminal according to the providing request for a coupon and controlling to perform a
discount as described in discount information of the coupon in the process of card payment when
receiving a notification that the authentication of the coupon is completed. [Reference numerals]
(AA) Start; (BB) End; (S310) Acquiring by reading the tag information of an electronic tag in a
portable terminal?; (S320) Portable terminal transmits a coupon providing request having the tag
information and its own identification information; (S330) Card service provider server
generates a coupon corresponding to the tag information and the identification information of the
portable terminal according to the coupon providing request and transmits the coupon to the
portable terminal; (S340) Displaying the coupon as inactivated in the portable terminal; (S350)
Authentication of the coupon in the portable terminal completed?; (S360) Displaying the coupon
as activated in the portable terminal; (S370) Card payment?; (S380) Card service provider server
controls to perform a discount as described in discount information of the coupon
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SYSTEM AND METHOD FOR PAYMENT

(51) Int. CL G06Q 20/32(2013.02.08) G06Q 20/20(2014.12.30) GO6K 7/10
(2014.12.30) HO4B 5/02(2014.12.30)

(62) CPC &

(21) Appllcatlon No (Data) 1020120154748 (2012 12. 27)

(71)App|lcant MOZIDO CORFIRE KOREA LTD
(1 1) Reglstratlon No (Date) 1015147490000 (2015 04 17)
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PURPOSE: A payment system and a method are provided to remotely pay payments through a
payment unit which is stored in a secure element (SE) of a mobile terminal. CONSTITUTION: A
purchaser selects a product (301). The purchaser scans products by using a mobile terminal (302). The mobile terminal confirms
whether or not a coupon and a reward are applied to the scanned products and/or stores (303). The purchaser transmits payment
information for the selected product in order to complete a purchase transaction (304). When authentication information is
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successfully confirmed, a financial institution approves a financial transaction and transmits transaction approval to a third party
server, a trusted service manager (TSM) system, which relays the financial transaction, and the mobile terminal (305,306). A
digital receipt and/or an additional service are transmitted to the mobile terminal (307).COPYRIGHT KIPO 2013
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PATENT APPLICATION
Docket No. 20533.40a.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

Min Hwan JEON
Serial No.: 14/647,859
Confirmation No.: 5414
Filed: May 28, 2015
For: METHOD FOR SETTING TEMPORARY

PAYMENT CARD AND MOBILE DEVICE
APPLYING THE SAME

Examiner: Kito R. Robinson

AMENDMENT A AND RESPONSE
AFTER NON-FINAL

VIA eFILE

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Art Unit
3695

N’ N S N N N N N N N N N e N N’

In response to the Office Action of March 27, 2017 (“Office Action™), (Paper No.

20170316), please amend and reconsider the above-identified application, in which:

Amendments to the Claims are reflected in the listing of claims which begins on page 2

of this paper.
Remarks/Arguments begin on page 5 of this paper.
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AMENDMENTS TO THE CLAIMS
Listing of Claims:

1. (Currently Amended) A method for setting a temporary payment card,
comprising:

displaying a list of mobile payment cards _gt a first portion of a touch screen

mterface;

receiving, through the touch sereen unterdace, a user nput selecting a mobile

pavment card from the list of mobile pavment card:

detecting the user mput shiding the mobile pavipent card from the frst portionof

the touch screen mterface to a second portion of the touch screen interface:

based upon the user input sbiding the mobile paviment card, setting, as a temporary

card, a~the mobile payment card

s34, and

resetting the setting of the temporary payment card when a payable time passes.

2. (Currently Amended) The method of claim 1, further comprising;;

receiving, through the touch sereen unterface, a user input selecting the mobile

detecting the user input shiding the mobide pavinent card from the second portion

of the touch sereen interface 1o an onuinal position within the first portion of touch

sereen nterface:

aw-original position by the user, resetting the setting of the temporary payment card.

3. (Original) The method of claim1, further comprising displaying a remaining

payable time.

4. (Original) The method of claim 1, further comprising, when a payment is made

within the payable time, resetting the setting of the temporary payment card.

Page2 of 11
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5. (Currently Amended) The method of claim 1, further comprising;:

deterninung that the payvable time has passed;
whes-based upon the determination that the payable time has passedpasses,

meving- displaving the mobile payment card mswed-by-the-usertsbheing moved {0 an

original position.

6. (Currently Amended) The method of claim 1, further comprising;
determirung that a particular portion of the pavable ime has passed;
eraduatly-moving the mobile payment card a first disiance smeved-by-the-user

setowards an original position according to a remaining payable time, wherein the first

distance 1s determined based upon the proportion of the pavable time that has passed.

7. (Original) The method of claim 1, further comprising, when the mobile payment
card set as the temporary payment card is moved again by the user prior to the payable time

passing, extending the payable time.

8. (Original) The method of claim 7, wherein the movement by the user in the
setting operation is performed in the same method as the movement by the user in the extending

operation.
9. (Original) The method of claim 1, further comprising, when the mobile device is
moved by the user in a specific pattern prior to the payable time passing, extending the payable

time.

10. (Original) The method of claim 1, further comprising, when the payable time

passes, making the mobile payment card moved by the user disappear.

11. (Original) The method of claim 1, further comprising making the mobile payment

card moved by the user gradually disappear according to a remaining payable time.
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12. (Original) The method of claim 1, further comprising, when the remaining

payable time is shorter than or equal to a threshold, outputting an alarm.

13. (Original) The method of claim 1, further comprising:
displaying a list of additional services issued to the mobile devices; and

setting an additional service moved by the user from among the additional services listed

in the list to be used.

14. (Original) The method of claim 13, further comprising, when a usable time

passes, setting the additional service to be disabled.

15. (Currently Amended) A mobile device comprising:
a touch screen configured to display a list of mobile payment cards; and

a processor configured to;

receive, throush the touch soreen interface, a user input selecting a mobile

pavment card from the list of mobile pavment card.

detect the user input shiding the mobile pavment card from the first portion of the

touch sereen interface to a second portion of the touch sereen intertfagce;

based upon the user nput shiding the mobie payvment card, set; as a temporary

payment card, a mobile payment card

reset the setting of the temporary payment card when a payable time passes.
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REMARKS
The Non-Final Office Action (“Office Action”), mailed March 27, 2017, considered claims

By this amendment claims 1, 2, 5, 6, and 15 have been amended. Accordingly, claims 1-
15 are pending, of which claims 1 and 15 are the only independent claims at issue. Support for the
claim amendments is found throughout the originally filed application and claims, including the

disclosure presented in at least Figures 10-19 and the accompanying description.

35 U.S.C. § 101 Rejection of Claims 1-15
The Office Action rejected claims 1-15 under 35 U.S.C. § 101 because the claimed

invention is directed to non-statutory subject matter. Applicant respectfully traverses this rejection,
and further respectfully submits that claims, as amended, are directed to statutory subject matter
under §101, as discussed below.

When determining whether a claim is directed to a judicial exception to §101, an Examiner
must follow a two-step analysis found in the 2014 Interim Guidance on Patent Subject Matter
Eligibility. In Step 2A of this analysis, the Examiner first determines whether the claim is directed
to a judicial recognized exception (e.g., an Abstract Idea), and in Step 2B the Examiner determines
whether the claim recites additional elements that amount to significantly more than the judicial
exception. The Office has provided additional guidance for how these steps are to be applied. For
example, in its May 4, 2016 memorandum' the Office details how each of these steps are to be
applied, and in its May 16, 2016 memorandum in view of Enfish, LLC. v. Microsoft Corp. and TLI
Communications LLC v. A.V. Automotive L1.C,? the office further describes how to apply Step 2A
to claims representing improvements to computer-related technology.

With respect to Step 2A, the Office directs that “when an examiner determines that a claim
is directed to an abstract idea (Step 2A), the rejection should identify the abstract idea as it is

recited (i.e., set forth or described) in the claim, and explain why it corresponds to a concept that

! “Formulating a Subject Matter Eligibility Rejection and Evaluating the Applicant’s Response to a Subject Matter
Eligibility Rejection.”

2 “Recent Subject Matter Eligibility Decisions (Enfish, LLC. v. Microsoft Corp. and TLI Communications LLC v.
A. V. Automotive LLC).”
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the courts have identified as an abstract idea.”® The Office further directs that “a subject matter
eligibility rejection should point to the specific claim limitation(s) that recites (i.e., sets for or
describes) the judicial exception. The rejection must identify the specific claim limitations and

explain why those claim limitations set forth a judicial exception.”* In doing so, the Federal circuit

has “cautioned against describing the claim at a high level of abstraction untethered from the

language of the claim when determining the focus of the claimed invention.” 3
In performing Step 2A in the §101 rejection of the present claims, the Office Action has

merely stated at a high level that the claims were directed towards “managing the selection of a
payment card by is a method of organizing human activity.” ¢ In doing so, the Office Action failed
to heed the Federal Circuit warning “against describing the claim at a high level of abstraction
untethered from the language of the claim when determining the focus of the claimed invention.”
7 For example, the Office Action fails to properly recognize that the claims are directed towards a
novel embodiment of a user interface scheme. Instead, the Office Action describes the claims at
such a high level of abstraction that the Office Action presents the claims as being directed towards
long prevalent business practice. As such, Applicant respectfully submits that this §101 rejection
is facially deficient for at least this reason, and respectfully requests withdrawal of the §101
rejection on these grounds.

Additionally, Applicant respectfully submits that the claims, particularly as now amended,
do not recite a judicial exception under Step 2A. Taking claim 1 as an example, Applicant notes
that claim 1 is directed to an improvement of the computer-related technology of managing a
computer interface that allows a user to easily select a particular electronic payment card that is
capable of electronically transferring money. Applicant notes that while the transfer of physical
money is a conventional practice, the technology involved in the wholly digital transfer of money
is neither conventional nor abstract. Instead, the processes and systems involved in managing
electronic money transfers are directed towards technical/computer-specific problems.

Per Enfish and the May 16, 2016 memorandum, the Federal Circuit has emphasized that

“claims directed to improvements in computer-related technology, including claims directed to

3 See page 1 of the May 4, 2016 memorandum, emphasis added.
* See page 2 of the May 4, 2016 memorandum, emphasis added.
5 See page 1 of the May 16, 2016 memorandum.

¢ See pages 2 of the Office Action.

7 See page 1 of the May 16, 2016 memorandum.
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software, are not necessarily abstract (Step 2A),” that “software can make non-abstract
improvements to computer technology just as hardware can,” and that “claims directed to software,
as opposed to hardware, are also not inherently abstract.”® Indeed, the memo notes that “a claim
directed to an improvement to computer-related technology (e.g., computer functionality) is likely
not similar to claims that have previously been identified as abstract by the courts.”® Thus, “an
examiner may determine that a claim directed to improvements in computer-related technology is
not directed to an abstract idea under Step 2A of the subject matter eligibility examination
guidelines (and is thus patent eligible), without the need to analyze the additional elements under
Step 2B.”'° Inasmuch as the present claims represent a concrete improvement to a computer-related
technology, Applicant respectfully submits that the claims, particularly as amended are not
directed to an Abstract idea, and that the analysis need not proceed past Step 2A.

Moreover, Applicant also notes that, with respect to Step 2B, the Office directs that “[f]or
the second part of the analysis (Step 2B), the rejection should identify the additional elements in
the claim and explain why the elements taken individually and in combination do not amount to a
claim as a whole that is significantly more than the judicial exception identified in Step 2A.”!! In
performing Step 2B in the §101 rejection of the present claims, the Office Action has asserted the
conclusory statement that “displaying a list of mobile payment cards is well-understood, routine,
conventional computer function performed by a generic computer {e.g. mobile device). Generic
computer components performing generic computer functions, alone, do not amount to
significantly more than the abstract idea.”!? In contrast to the reasoning of the Office Action, the
Office pointed out that “the court stated that an invention’s ability to run on a general purpose
computer does not automatically doom the claim.”!® Additionally, applicants respectfully submit
that characterizing the claims as merely “[d]isplaying a list of mobile payment cards” is not an
accurate reflection of the current claims. Instead, the current claims provide unique digital interface
elements that allow a user to interact with and control their mobile wallet. Further, in Enfish, the

Federal Circuit explained that “unlike the claims here that are directed to a specific improvement

% See pages 1 and 2 of the May 16, 2016 memorandum.

® See page 2 of the May 16, 2016 memorandum, emphasis added.

10 See page 2 of the May 16, 2016 memorandum, emphasis added.

11 See page 1 of the May 4, 2016 memorandum, emphasis added.

12 See page 3 of the Office Action.

13 “Recent Subject Matter Eligibility Decisions (Enfish, LLC. v. Microsoft Corp. and TLI Communications LLC v.
A. V. Automotive LLC).”
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to computer functionality, the patent-ineligible claims at issue in other cases recited use an abstract
mathematical formula on any general purpose computer.”!* Similar to the claims at issue in Enfish,
the currently recited claims are not “a situation where general-purpose computer components are
added post-hoc to a fundamental economic practice or mathematical equation.” > Applicant’s
respectfully submit that in view of Enfish, the present claims are directed towards patentable
subject matter.

In view of the foregoing remarks, Applicant respectfully submits that the claims as
previously presented were directed to statutory subject matter, and further that the claims as now
presented are also directed to statutory subject matter, and respectfully requests favorable

reconsideration of the present claims in view of §101.

35 U.S.C. 8§103(a) Rejection of Claims 1, 2,4-6,12 & 15

The Office Action rejected claims 1, 2, 4-6, 12 & 15 under 35 U.S.C. § 103(a) as being
unpatentable over U.S. Patent No. 7,707,113 DiMartino (“DiMartino”) in view of U.S. Patent
Publication No. 2012/0123937 Spodak (“Spodak™). The Office Action also rejected claims 3, 7, 8,
10, 11, 13 & 14 under 35 U.S.C. § 103(a) as being unpatentable over DiMartino in view of Spodak
and in further view of U.S. Patent No. 7,967,196 Bierbaum (“Bierbaum”). The Office Action also
rejected claim 9 under 35 U.S.C. § 103(a) as being unpatentable over DiMartino in view of Spodak
and in further view of Bierbaum and in further view of U.S. Patent Publication No. 2013/0084797
Avadhanam (“Avadhanam”).

Applicants respectfully traverse this rejection and submit that the claims in their current
form are allowable over the art of record. The Office Action failed to cite prior art that taught or

suggested several features of the original claims. Instead, the Office Action alleged that these

4 Enfish, LLC. v. Microsoft Corp. and TLI Communications LLC v. A.V. Automotive LLC
1S Enfish, LLC. v. Microsoft Corp. and TLI Communications LLC v. A.V. Automotive LLC

Page 8 of 11

APPL-1002
APPLE INC. / Page 218 of 3598



features were “nonfunctional descriptive material.” Applicants submit that this is not an accurate
portrayal of the referenced features in the claims.

Nevertheless, Applicant has amended the claims to further clarify the features of the claims
as being functional aspects of the claimed invention. Because the Office Action failed to cite any
art that taught these features, Applicants submit that the current claims are allowable over the art.

For example, Independent Claim 1 recites:

receiving, through the touch screen interface, a user input selecting a
mobile payment card from the list of mobile payment card;

detecting the user input sliding the mobile payment card from the first
portion of the touch screen interface to a second portion of the touch screen
interface;

based upon the user input sliding the mobile payment card, setting, as a
temporary card, the mobile payment card

Applicants submit, and the Office Action does not assert otherwise, that the art of record fails to
teach or suggest at least these limitations. Applicants further submit that Independent Claim 15,
which recites similar limitations is also allowable for the same reasons. Accordingly, Applicants
respectfully request prompt allowance of Independent Claims 1 and 15, and their associated

dependent claims.

Conclusion

In view of the foregoing, Applicants respectfully submit that the remaining rejections of
record are also now moot and do not, therefore, need to be addressed individually at this time. It
will be appreciated, however, that Applicants have not acquiesced to any of the purported teachings
or assertions made in the Office Action regarding the cited art or the pending application, including

any official notice. Instead, Applicants reserve the right to challenge any of the purported
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teachings or assertions made in the last action at any appropriate time in the future, should the need
arise. Furthermore, to the extent that the Examiner has relied on any official notice, explicitly or
implicitly, Applicants specifically request that the Examiner provide references supporting the
teachings officially noticed, as well as the required motivation or suggestion to combine the relied
upon notice with the other art of record.

In the event the Examiner finds any other issues that would need to be addressed before
allowance, the Examiner is invited to contact Applicants’ undersigned Attorneys directly.

The Commissioner is hereby authorized to charge payment of any of the following fees
that may be applicable to this communication, or credit any overpayment, to Deposit Account No.
23-3178: (1) any filing fees required under 37 CFR § 1.16; (2) any patent application and
reexamination processing fees under 37 CFR § 1.17; and/or (3) any post issuance fees under 37
CFR § 1.20. In addition, if any additional extension of time is required, which has not otherwise
been requested, please consider this a petition therefor and charge any additional fees that may be
required to Deposit Account No. 23-3178.

Dated this 23" day of June, 2017.

Respectfully submitted,
/W. Brad Barger/

John C. Stringham
Registration No.: 40831
W. Brad Barger
Registration No. 69,566
Attorneys for Applicant
Customer No. 22913

WORKMAN NYDEGGER
1000 Eagle Gate Tower

60 East South Temple

Salt Lake City, UT 84111
Phone: 801-533-9800
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Fax: 801-328-1707
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VIA eFILE PATENT APPLICATION
Docket No. 20533.40a.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of )
Min Hwan JEON )
)
Serial No.: 14/647,859 ) Art Unit
) 3695
Filed: May 28, 2015 )
)
Conf. No.: 5414 )
)
For: METHOD FOR SETTING TEMPORARY )
PAYMENT CARD AND MOBILE DEVICE )
APPLYING THE SAME )
)
Examiner: Kito R. Robinson )
)
Customer No.: 22913 )

TRANSMITTAL FOR AMENDMENT "A"
AND RESPONSE AFTER NON-FINAL

VIA eFILE AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Sir:

Transmitted herewith is an Amendment “A” and Response for entry in the above-identified
application.
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Application No. 14/647,859
Transmittal for Amendment “A”
Reply to Non-Final Office Action mailed Mar. 27,2017

X To render the transmitted Amendment “A” and Response timely filed enclosed
are the following:

X No other additional fee is required.

The fee has been calculated as follows:

SMALL ENTITY LARGE ENTITY
CLAIMS HIGHEST NO. PRESENT RATE ADDT’L RATE ADDT’L
REMAINING | PREVIOUSLY EXTRA FEE FEE
AFTER PAID FOR
TOTAL MINUS = X $80.00 00.00
15 20 0
INDEPENDENT MINUS = X X $420.00 00.00
2 3 0
15t PRESENTATION OF MULTIPLE DEPENDENT + = + =
CLAIM
TOTAL TOTAL 00.00

X The Commissioner is hereby authorized to charge payment of any of the
following fees that may be applicable to this communication, or credit any
overpayment, to Deposit Account No. 23-3178: (1) any filing fees required
under 37 CFR § 1.16; (2) any patent application and reexamination processing
fees under 37 CFR § 1.17; and/or (3) any post issuance fees under 37 CFR §
1.20. In addition, if any additional extension of time is required, which has not
otherwise been requested, please consider this a petition therefore and charge
any additional fees that may be required to Deposit Account No. 23-3178.

Dated this 23" day of June, 2017.

Respectfully submitted,
/W. BRAD BARGER/

JOHN C. STRINGHAM
Registration No. 40,831

W. BRAD BARGER
Registration No. 69,566
WORKMAN | NYDEGGER
Attorneys for Applicant
Customer No. 22913
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Application No. Applicant(s)
14/647,859 JEON, MIN HWAN

Office Action Summary Examiner Art Unit ATA (First Inventor to File)
KITO R. ROBINSON 3695 SN‘gt”s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 28 May 2015.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
__ ;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5[ Claim(s) 1-15is/are pending in the application.

5a) Of the above claim(s) ___is/are withdrawn from consideration.
6)[1 Claim(s) is/are allowed.
7)IX Claim(s) 1-15is/are rejected.
8)[] Claim(s) ____is/are objected to.
9)[] Claim(s) are subject to restriction and/or election requirement.

* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitn/rwww. usplo.gov/patents/init_events/pph/indax.jsp or send an inquiry to PPHieedback@uspto.qov.

Application Papers
10)[]] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 28 May 2015 is/are: a)X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)X] Al b)[] Some** ¢)[] None of the:
1.4 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.
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1) & Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
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U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20170316

APPL-1002
APPLE INC. / Page 227 of 3598



Application/Control Number: 14/647,859 Page 2
Art Unit: 3695

DETAILED ACTION

Status of Claims

1. This action is in reply to the application filed on 28 May 2015.
2. Claims 1-15 are currently pending and have been examined.
3. The present application is being examined under the pre-AlA first to invent provisions.

Claim Rejections - 35 USC § 101

4, 35 U.S.C. 101 reads as follows:

Whoever invents or discovers any new and useful process, machine, manufacture, or

composition of matter, or any new and useful improvement thereof, may obtain a patent therefor,

subject to the conditions and requirements of this title.
5. Claims 1-15 are rejected under 35 U.S.C. 101 because the claimed invention is directed to a
judicial exception (i.e., a law of nature, a natural phenomenon, or an abstract idea) without significantly
more. Claim(s) 1-15 is/are directed to setting a temporary payment card. Claim 1 recites displaying a list,
setting a mobile payment card which is moved by a user from among the mobile payment card listed in
the list; and resetting the setting of the temporary payment card when a payable time passes. These
steps describe a method of managing payment card, which is a “long prevalent” business practice that
cardholders have used for many years. Managing the selection of a payment card by is a method of
organizing human activity. The claim as a whole is also similar to classifying and storing digital images in
an organized manner (TL/ Comms.), delivering user-selected media content to portable devices (Affinity
Labs v. Amazon.com) and budgeting (/nt. Ventures v. Cap One Bank), which the Federal Circuit
described as directed to an abstract mental process that can be performed in the human mind, or by a
human using pen and paper. Further, the claim is not made any less abstract by the invocation of a
programmed computer. Unlike Enfish, where the claims were focused on a specific improvement in how

the computer functioned, the claim here merely uses the computer as a tool to perform the abstract
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Application/Control Number: 14/647,859 Page 3
Art Unit: 3695

concepts. Therefore, based on the similarity of the concept described in this claim to abstract ideas
identified by the courts, claim 1 is directed to an abstract idea (Step 2A: Yes).

6. The claim(s) does/do not include additional elements that are sufficient to amount to significantly
more than the judicial exception because the claim recites the additional limitations of mobile device to
perform the steps of displaying. Displaying a list of mobile payment cards is well-understood, routine,
conventional computer function performed by a generic computer (e.g. mobile device). Generic computer
components performing generic computer functions, alone, do not amount to significantly more than the
abstract idea. Viewing the limitations in combination also fails to amount to significantly more than the
abstract idea. The claimed invention display data and process user input, but these functions reflect
ordinary mental thought typically performed by a cardholder selecting a payment card for a purchase.
Unlike the eligible claims in Diehr and Bascom, in which the elements limiting the exception were
individually conventional but taken together provided an inventive concept because they improved a
technical field, the claim here does not invoke any of the considerations that courts have identified as
providing significantly more than an exception. The combination of elements is no more than the sum of
their parts, and provides nothing more than mere automation of managing and organizing payment cards
that were in years past performed mentally by cardholders when engaging in purchase transaction. Mere
automation of organizing human activity does not provide significantly more (i.e., provide an inventive

concept).For these reasons, claim 1 is ineligible (Step 2B: No).
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Application/Control Number: 14/647,859 Page 4
Art Unit: 3695
Claim Rejections - 35 USC § 103

7. The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis for all obviousness
rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described

as set forth in section 102, if the differences between the subject matter sought to be patented

and the prior art are such that the subject matter as a whole would have been obvious at the

time the invention was made to a person having ordinary skill in the art to which said subject

matter pertains. Patentability shall not be negatived by the manner in which the invention was
made.

8. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966),
that are applied for establishing a background for determining obviousness under pre-AlA 35 U.S.C.
103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating obviousness or
nonobviousness.
9. Claims 1, 2, 4-6, 12 & 15 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable
over DiMartino et al. US 7,707,113, hereafter DiMartino in view of Spodak US 2012/0123937 A1.
Claim 1
DiMartino discloses:

e displaying a list of mobile payment cards (column 7, lines 2-5: “If the user chooses to select a
payment card, the method 130 proceeds to block 144 in which the user may select a
payment card, for example, selecting an appropriate payment card from a list of payment
cards displayed in a dialog box.”) ;

e selting, as a temporary payment card, a mobile payment card which is moved by a user from
among the mobile payment card listed in the list (column 7, lines 52-55: “In an embodiment,
the device 102 may provide the user with a dialog box to select a different card to override

the always on card, for example to use a different credit card which has a different interest

rate. In an embodiment, the device 102 may provide the user with a dialog box for
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selecting a different default always on card.”); DiMartino does not expressly show: moved by
a user from among the mobile payment card listed in the list. However this difference is only
found in the nonfunctional descriptive material and is not functionally involved in the step recited.
The setting as a temporary card step would be performed the same regardless of how the mobile
payment card is set as the temporary card. Thus, this descriptive material will not distinguish the
claimed invention from the prior art in terms of patentability, see In re Gulack, 703 F.2d 1381,
1385, 217 USPQ 401, 404 (Fed. Cir. 1983); In re Lowry, 32 F.3d 1579, 32 USPQ2d 1031 (Fed.
Cir. 1994). and
DiMartino does not disclose the following, however Spodak does:

e resetting the setting of the temporary payment card when a payable time passes (paragraph
0090: “In another example of a notification, a VISA card may have been selected as a
default card for the universal card 110, but the user may have programmed the universal

card 110 to emulate a DISCOVER card for a three-hour period and then revert back to the

default VISA card. This situation may occur when the user is planning to spend several
hours at a shopping mall and wants to use the DISCOVER card while at the mall. At or near

the end of the three-hour petiod, the universal card 110 may send a signal to the mobile

device that the universal card 110 is about to revert back to the default VISA card.”)

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements
were known in the prior art and one skilled in the art could have combined the elements as claimed by
known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 2
DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino does not disclose the limitation of when the moved mobile payment card is moved to an original

position by the user, resetting the setting of the temporary payment card. However, Spodak, in paragraph
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0052 discloses “Second, the universal card can be programmed in a "temporary card" mode, where the
universal card stores only one set of information required for emulation. The user utilizes the mobile
device to program the card to emulate a specific card either for a set amount of time or number of
transactions. Once programmed in this mode, the universal card would remain programmed to emulate
that one card for the set time or the number of transactions. If the user wanted to change the universal
card to emulate a different card, the user would need to reconnect the mobile device to reprogram the
card. Third, the universal card can be programmed in a "default card" mode, where the universal card
always emulates a specific card, unless programmed otherwise. In this mode, the information of the
default card is saved in the universal card and the universal card is always configured to emulate the
default card, unless the user re-programs the universal card to temporarily act as another card or to
change to a new default card.” Note: Spodak does not expressly show: the moved mobile payment card
is moved to an original position by the user, resetting the setting of the temporary payment card.
However this difference is only found in the nonfunctional descriptive material and is not functionally
involved in the step recited. The resetting the setting of the temporary payment card step would be
performed the same regardless of how the mobile payment card is reset as the temporary card. Thus,
this descriptive material will not distinguish the claimed invention from the prior art in terms of
patentability, see In re Gulack, 703 F.2d 1381, 1385, 217 USPQ 401, 404 (Fed. Cir. 1983); In re Lowry,
32 F.3d 1579, 32 USPQ2d 1031 (Fed. Cir. 1994).

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements
were known in the prior art and one skilled in the art could have combined the elements as claimed by
known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 4
DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.

DiMartino does not disclose the limitation of when a payment is made within the payable time, resetting
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the setting of the temporary payment card. However, Spodak, in paragraph 0090 discloses “In another
example of a notification, a VISA card may have been selected as a default card for the universal card
110, but the user may have programmed the universal card 110 to emulate a DISCOVER card for a
three-hour period and then revert back to the default VISA card. This situation may occur when the user
is planning to spend several hours at a shopping mall and wants to use the DISCOVER card while at the
mall. At or near the end of the three-hour period, the universal card 110 may send a signal to the mobile
device that the universal card 110 is about to revert back to the default VISA card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements
were known in the prior art and one skilled in the art could have combined the elements as claimed by
known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim5

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino does not disclose the limitation of when the payable time passes, moving the mobile payment
card moved by the user to an original position. However, Spodak, in paragraph 0052 discloses “Second,
the universal card can be programmed in a "temporary card" mode, where the universal card stores only
one set of information required for emulation. The user utilizes the mobile device to program the card to
emulate a specific card either for a set amount of time or number of transactions. Once programmed in
this mode, the universal card would remain programmed to emulate that one card for the set time or the
number of transactions. If the user wanted to change the universal card to emulate a different card, the
user would need to reconnect the mobile device to reprogram the card. Third, the universal card can be
programmed in a "default card" mode, where the universal card always emulates a specific card, unless
programmed otherwise. In this mode, the information of the default card is saved in the universal card
and the universal card is always configured to emulate the default card, unless the user re-programs the

universal card to temporarily act as another card or to change to a new default card.” Note: Spodak does
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not expressly show: the moved mobile payment card is moved to an original position by the user,
resetting the setting of the temporary payment card. However this difference is only found in the
nonfunctional descriptive material and is not functionally involved in the step recited. The resetting the
setting of the temporary payment card step would be performed the same regardless of how the mobile
payment card is reset as the temporary card. Thus, this descriptive material will not distinguish the
claimed invention from the prior art in terms of patentability, see In re Gulack, 703 F.2d 1381, 1385, 217
USPQ 401, 404 (Fed. Cir. 1983); In re Lowry, 32 F.3d 1579, 32 USPQ2d 1031 (Fed. Cir. 1994).

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements
were known in the prior art and one skilled in the art could have combined the elements as claimed by
known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 6

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino does not disclose the limitation of gradually moving the mobile payment card moved by the
user to an original position according to a remaining payable time. However, Spodak, in paragraph 0090
discloses “In another example of a notification, a VISA card may have been selected as a default card for
the universal card 110, but the user may have programmed the universal card 110 to emulate a
DISCOVER card for a three-hour period and then revert back to the default VISA card. This situation may
occur when the user is planning to spend several hours at a shopping mall and wants to use the
DISCOVER card while at the mall. At or near the end of the three-hour period, the universal card 110 may
send a signal to the mobile device that the universal card 110 is about to revert back to the default VISA
card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements

were known in the prior art and one skilled in the art could have combined the elements as claimed by
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known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 12

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino does not disclose the limitation of when the remaining payable time is shorter than or equal to a
threshold, outputting an alarm. However, Spodak, in paragraph 0090 discloses “In another example of a
notification, a VISA card may have been selected as a default card for the universal card 110, but the
user may have programmed the universal card 110 to emulate a DISCOVER card for a three-hour period
and then revert back to the default VISA card. This situation may occur when the user is planning to
spend several hours at a shopping mall and wants to use the DISCOVER card while at the mall. At or
near the end of the three-hour period, the universal card 110 may send a signal to the mobile device that
the universal card 110 is about to revert back to the default VISA card.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements
were known in the prior art and one skilled in the art could have combined the elements as claimed by
known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention.

Claim 15
DiMartino discloses:

e atouch screen configured to display a list of mobile payment cards (column 7, lines 2-5: “If the
user chooses to select a payment card, the method 130 proceeds to block 144 in which the
user may select a payment card, for example, selecting an appropriate payment card from
a list of payment cards displayed in a dialog box.” & column 10, lines 7-8: “The handset
400 includes a display 402 and a touch-sensitive surface or keys 404 for input by a user.”);

and
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e a processor configured to set, as a temporary payment card, a mobile payment card which is
moved by a user from among the mobile payment cards listed in the list displayed on the touch
screen (column 7, lines 52-55: “In an embodiment, the device 102 may provide the user

with a dialog box to select a different card to override the always on card, for example to

use a different credit card which has a different interest rate. In an embodiment, the device

102 may provide the user with a dialog box for selecting a different default always on
card.”); DiMartino does not expressly show: moved by a user from among the mobile payment
card listed in the list. However this difference is only found in the nonfunctional descriptive
material and is not functionally involved in the step recited. The setting as a temporary card step
would be performed the same regardless of how the mobile payment card is set as the temporary
card. Thus, this descriptive material will not distinguish the claimed invention from the prior art in
terms of patentability, see In re Gulack, 703 F.2d 1381, 1385, 217 USPQ 401, 404 (Fed. Cir.
1983); In re Lowry, 32 F.3d 1579, 32 USPQ2d 1031 (Fed. Cir. 1994). , and
DiMartino does not disclose the following, however Spodak does:

e reset the setting of the temporary payment card when a payable time passes (paragraph 0090:
“In another example of a notification, a VISA card may have been selected as a default
card for the universal card 110, but the user may have programmed the universal card 110

to emulate a DISCOVER card for a three-hour period and then revert back to the default

VISA card. This situation may occur when the user is planning to spend several hours at a
shopping mall and wants to use the DISCOVER card while at the mall. At or near the end of

the three-hour period, the universal card 110 may send a signal to the mobile device that

the universal card 110 is about to revert back to the default VISA card.”)

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino with the technique of Spodak because all the claimed elements
were known in the prior art and one skilled in the art could have combined the elements as claimed by
known methods with no change in their respective functions, and the combination would have yielded

predictable results to one of ordinary skill in the art at the time of the invention. .
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10. Claims 3, 7, 8,10, 11, 13 & 14 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over DiMartino in view of Spodak and in further view of Bierbaum et al. US 7,967,196 B1,
hereafter Bierbaum.

Claim 3

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino & Spodak do not disclose the limitation of displaying a remaining payable time. However,
Bierbaum, in Column 3, lines 20-23 discloses “The time remaining until expiration of the ready-to-pay
timer and the closing of the electronic wallet may be displayed on the portable electronic device
containing the electronic wallet.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination would

have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim7

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino discloses when the mobile payment card set as the temporary payment card is moved again by
the user prior to the payable time passing in column 7, lines 52-55. DiMartino does not expressly show:
the temporary payment card is moved again by the user prior to the payable time passing. However this
difference is only found in the nonfunctional descriptive material and is not functionally involved in the
step recited. The setting as a temporary card step would be performed the same regardless of how the
mobile payment card is set as the temporary card. Thus, this descriptive material will not distinguish the
claimed invention from the prior art in terms of patentability, see In re Gulack, 703 F.2d 1381, 1385, 217
USPQ 401, 404 (Fed. Cir. 1983); In re Lowry, 32 F.3d 1579, 32 USPQ2d 1031 (Fed. Cir. 1994).
DiMartino & Spodak do not disclose the limitation of extending the payable time. However, Bierbaum, in

Column 3, lines 23-27 discloses “A first soft key of the device containing the electronic wallet may be
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activated to reset the ready-to-pay timer, for example extending the time-out interval by an additional
increment of time.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination would

have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim 8

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino discloses setting the temporary payment card in column 7, lines 52-55. DiMartino does not
expressly show: the temporary payment card is moved again by the user prior to the payable time
passing. However this difference is only found in the nonfunctional descriptive material and is not
functionally involved in the step recited. The setting as a temporary card step would be performed the
same regardless of how the mobile payment card is set as the temporary card. Thus, this descriptive
material will not distinguish the claimed invention from the prior art in terms of patentability, see In re
Gulack, 703 F.2d 1381, 1385, 217 USPQ 401, 404 (Fed. Cir. 1983); In re Lowry, 32 F.3d 1579, 32
USPQ2d 1031 (Fed. Cir. 1994). DiMartino & Spodak do not disclose the limitation of wherein the
movement by the user in the setting operation is performed in a same method as the movement by the
user in the extending operation. However, Bierbaum, in Column 3, lines 23-27 discloses “A first soft key
of the device containing the electronic wallet may be activated to reset the ready-to-pay timer, for
example extending the time-out interval by an additional increment of time.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the

claimed elements were known in the prior art and one skilled in the art could have combined the elements
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as claimed by known methods with no change in their respective functions, and the combination would

have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim 10

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino & Spodak do not disclose the limitation of when the payable time passes, making the mobile
payment card moved by the user disappear. However, Bierbaum, in Abstract discloses “The electronic
wallet application enters a ready-to-pay mode, initiates a ready-to-pay timer when entering the ready-to-
pay mode, transmits the confidential information when in the ready-to-pay mode based on receiving
contactless communication, and leaves the ready-to-pay mode when the ready-to-pay timer expires.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination would

have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim 11

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino & Spodak do not disclose the limitation of making the mobile payment card moved by the user
gradually disappear according to a remaining payable time. However, Bierbaum, in Abstract discloses
“The electronic wallet application enters a ready-to-pay mode, initiates a ready-to-pay timer when
entering the ready-to-pay mode, transmits the confidential information when in the ready-to-pay mode
based on receiving contactless communication, and leaves the ready-to-pay mode when the ready-to-pay
timer expires.” Column 9, lines 59-67-column 10, lines 1 discloses " At block 170, if the first electronic
wallet 110 is commanded to leave the ready-to-pay mode, for example by the user activating a soft key of
a dedicated function key that commands the first electronic wallet 110 to leave the ready-to-pay mode or

an authorized payment transaction with the POS terminal 104 has been completed, the method 160
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proceeds to block 174 where the first electronic wallet 110 leaves the ready-to-pay mode. When the first
electronic wallet 110 leaves the ready-to-pay mode, the confidential information is unavailable for
reading.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination would

have yielded predictable results to one of ordinary skill in the art at the time of the invention.

Claim13 & 14

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino & Spodak do not disclose the limitation displaying a list of additional services issued to the
mobile device; and setting an additional service moved by the user from among the additional services
listed in the list to be used and when a usable time passes, selting the additional service to be disabled.
However, Bierbaum, in column 5, lines 35-49 discloses “The portable electronic device 102 includes one
or more applications 116 that provide services and functionality to a user, such as a mobile phone
subscriber or a PDA user. These applications 116 may include, but are not limited to, a mobile telephone
service, an electronic wallet, an email service, an address book, a contacts list, a spreadsheet, a
scheduler, a virtual private network (VPN) portal, a web browser, and other applications. In an
embodiment, these applications 116 may be launched or activated or started by a number of methods.
When an application 116 is inactive or not yet launched, accessing the functionality of the application 116
may involve first loading at least portions of the application 116 into a memory area that is more
accessible or more rapidly accessible to a processor 140 of the portable electronic device 102.”

Column 5, lines 61-67- column 6, lines 1-14 discloses “In an embodiment the portable electronic
device 102 includes a plurality of electronic wallets, for example a first electronic wallet 110, a second
electronic wallet 112, and a third electronic wallet 114. Each of the several electronic wallets 110, 112,

and 114 may be associated with different members of a family, for example a father, a mother, and a
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child. Alternatively, each of the several electronic wallets 110, 112, and 114 may be associated with
different employees of a business firm. Alternatively, each of the electronic wallets 110, 112, 114 may be
associated with different roles of an individual, for example a personal wallet, a business wallet, and a
social organization wallet. The individual may use the personal wallet for buying a birthday gift for a
spouse, use the business wallet to pay for business related expenses, and use the social organization
wallet to pay for food for a group campout. In an embodiment, the electronic wallet launching input
sequence may select one of the electronic wallets 110, 112, 114. In another embodiment, the electronic
wallet launching sequence may trigger the display to show a selector, for example a dialog box or
window, to select one of the electronic wallets 110, 112, 114.”

Column 6, lines 64-67-column 7, lines 1-18 discloses “The ready-to-pay timer 142 may be used to
implement a security feature to help protect the confidential information contained in the electronic wallets
110, 112, and 114 and/or the applications 116 from identity theft. For example, when the first wallet 110
has been opened and a payment card has been selected for payment, the ready-to-pay timer 142 can be
used by the first electronic wallet 110 to automatically close after the ready-to-pay timer 142 marks the
passage of a limited period of time. Another way of saying this is the first electronic wallet 110 may be
configured or programmed to close after the ready-to-pay timer 142 exceeds a time threshold, a time limit,
or simply a limit. For example, the first electronic wallet 110 may close automatically after about 1 minute
of elapsed time, after 2 minutes of elapsed time, after about 4 minutes of elapsed time, or after some
other period of time. This may be referred to as an open wallet time-out or a time-out feature. In an
embodiment, all of the electronic wallets 110, 112, and 114 may be protected with the time-out function;
in another embodiment, selected ones of the electronic wallets 110, 112, and 114 may be protected with
the time-out functions while the other electronic wallets are not protected with the time-out function.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination would

have yielded predictable results to one of ordinary skill in the art at the time of the invention.
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11. Claims 9 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable over DiMartino in
view of Spodak and in further view of Bierbaum and in further view of Avadhanam et al. US
2013/0084797 A1, hereafter Avadhanam.

Claim 9

DiMartino & Spodak discloses the limitations as shown in the rejection of Claim 1 above.
DiMartino & Spodak do not disclose the limitation of when the mobile device is moved by the user in a
specific pattern prior to the payable time passing, extending the payable time. However, Bierbaum
discloses extending the payable time, in Column 3, lines 23-27.

It would have been obvious to one of ordinary skill in the art at the time of the invention to
[combine/modify] the method of DiMartino & Spodak with the technique of Bierbaum because all the
claimed elements were known in the prior art and one skilled in the art could have combined the elements
as claimed by known methods with no change in their respective functions, and the combination would
have yielded predictable results to one of ordinary skill in the art at the time of the invention.

DiMartino, Spodak & Bierbaum do not disclose the limitation of when the mobile device is moved
by the user in a specific pattern prior to the payable time passing. However, Avadhanam, in paragraph
0038 discloses “As one of ordinary skill in the art will appreciate in view of this disclosure, when the
sensor 110 is realized by the accelerometer 230, the application 102 will detect (via an accelerometer
driver that is used to implement the sensor driver 112 and an accelerometer service that is used to
implement the sensor service 114) the accelerometer 232 oulput fo determine: 1) whether the user has
moved the mobile communication device 100 in one direction or another direction (translational
movement); 2) whether the user has tilted the mobile communication device 100 (rotational movement);
and/or 3) an amount of dynamic acceleration that enables an analysis of the way the mobile
communication device 100 is moving. And this information may be used to enable the user to select a
particular credit card using a particular action that may include translational and/or rotational movement of
the mobile communication device 100.”

It would have been obvious to one of ordinary skill in the art at the time of the invention to

[combine/modify] the method of DiMartino, Spodak & Bierbaum with the technique of Avadhanam
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because simply substituting one known element (selection of a credit card) for another known element

(extending a payable time) produces predictable results rendering the claim obvious.

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner should
be directed to KITO R. ROBINSON whose telephone number is (571)270-3921. The examiner can
normally be reached on Monday-Friday 7:30am-5:00pm.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
RYAN DONLON can be reached on (571) 270-3602. The fax phone number for the organization where
this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-

1000.

/KITO R ROBINSON/
Primary Examiner, Art Unit 3695

17 March 2017
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10 | 20070020767 KR 22-Feb-2007 Bizmodeline Co., Ltd. X
ALL REFERENCES CCNSIDERED EXCEPT WHERE LINED THROUGH. /XK.R.R/
APPL-1002

APPLE INC. / Page 249 of 3598




Receipt date: 05/13/201¢ 14647859 - GAU: 3685
Application Number 14/647,859
Filing Date 05/28/2015
INFORMATION DISCLOSURE First Named Inventor Min Hwan Jeon
STATEMENT BY APPLICANT Art Unit 3693
(Not for submission under 37 CFR 1.99) Confirmation Number 5414
Examiner Name Shahid R. Merchant
Attorney Docket Number | 20533.40a.1
Galaxia
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112 1 20070021461 KR 23-Feb-2007 Unknown X
113 | 20070044993 | KR 2-May-2007 SK Telecom Co., Ltd. X
114 | 20070047264 KR 4-May-2007 lcash Co., LTD X
115 | 20070051817 | KR 18-May-2007 lcash Co., LTD X
116 | 20070065863 KR 25-Jun-2007 Firstpocket Co., Ltd. X
117 | 20070070573 | KR 4-Jul-2007 Nautilus Hyosung Inc. X
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121 1 90070120223 | KR 24-Dec-2007 Sams%‘g,Edijc.tromcs X
122 | 20080009242 | KR 25-Jan-2008 You X
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20080050208 | KR Inst.
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129 | 20090001385 KR 8-Jan-2009 Seo et al. X
130 | 20090029533 | KR 23-Mar-2009 KT Tech, Inc. X
131 | 20090070814 | KR 1-Jul-2009 Kim et al. X
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133 | 20090098766 | KR 17-Sep-2009 Shinhan Bank X
134 | 20090099853 | KR 23-Sep-2009 Kim X
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138 | 20100004390 | KR 13-Jan-2010 SK Planet Co., Ltd. X
139 | 20100020539 KR 23-Feb-2010 Kwon X

ALL REFERERNCES CUNGSIDERED EXCEFT WHERE LINED THROUGH. /K.R.R/

APPL-1002

APPLE INC. / Page 250 of 3598



3685

Receipt date: 05/13/201¢ 14647859 - GAU:
Application Number 14/647,859
Filing Date 05/28/2015
INFORMATION DISCLOSURE First Named Inventor Min Hwan Jeon
STATEMENT BY APPLICANT Art Unit 3693
(Not for submission under 37 CFR 1.99) Confirmation Number 5414

Examiner Name Shahid R. Merchant

Attorney Docket Number | 20533.40a.1
140 | 20100022890 | KR 3-Mar-2010 Kim et al. X
141 | 20100024102 | KR 5-Mar-2010 LG Electronics Inc X
142 | 20100029011 | KR 15-Mar-2010 Fujitsu Limited X
143 | 20100034682 KR 1-Apr-2010 LG Electronics Inc X
144 | 20100043423 | KR 29-Apr-2010 SK Telecom Co., Ltd. X
145 | 20100054017 | KR 8-Jun-2010 LG Electronics Inc X
146 | 20100058401 KR 3-Jun-2010 KGMobilians Co., Ltd. X
147 | 20100104732 | KR 29-Sep-2010 Wildfusion Soft Co., Ltd. X
148 | 20100106256 | KR 1-Oct-2010 Kim et al. X
149 | 20110010880 | KR 8-Feb-2011 Ok Yun Sun X
150 | 20110019678 | KR 28-Feb-2011 VP Inc. X
151 | 20110032350 | KR 30-Mar-2011 Lee et al. X
152 1 20110039902 | KR 20-Apr-2011 Lee et al. X
153 | 20110044131 KR 28-Apr-2011 Inuni Co., LTD X
154 | 20110049649 | KR 12-May-2011 Kim et al. X
1551 20110064182 KR 15-Jun-2011 SK Planet Co., Ltd. X
156 | 20110065814 | KR 16-Jun-2011 Lee X
157 1 20110086025 | KR 16-Jun-2011 Park X
158 | 20110068116 | KR 22-Jun-2011 SK Planet Co., Ltd. X
159 | 20110086614 | KR 28-Jul-2011 Smith et al. X
160 | 50110000642 | KR 10-Aug-2011 S ,Eﬂ‘ta;tmnics X
161 | 20110096011 KR 26-Aug-2011 Jung X
162 | 20110096038 | KR 26-Aug-2011 Faith et al, X
163 | 20110099951 KR 9-Sep-2011 Bizmodeline Co., Ltd. X
164 | 20110109073 | KR 6-Oct-2011 Industrial Bank of Korea X
165 | 20110111801 KR 12-Oct-2011 SK Planet Co., Ltd. X
166 | 20110112594 | KR 13-Oct-2011 SK Planet Co., Ltd. X
167 | 20110114872 | KR 20-Oct-2011 Danal Co., LTD X
168 | 20110125757 | KR 22-Nov-2011 SK Planet Co., Ltd. X
169 | 20120013867 KR 15-Feb-2012 Samsung Card Co., Ltd. X
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170 1 20120020915 KR An X
171 | 20120047721 KR 14-May-2012 Chang et al. X
172 | 20120075947 | KR 8-Jul-2012 Baek et al. X
173 | 20120080283 | KR 17-Jul-2012 Kang et al. X
174 | 20120081483 | KR 19-Jul-2012 Seo Woo Seon X
175 | 20120081886 | KR 20-Jul-2012 LG Electronics Inc X
176 | 20120092035 | KR 20-Aug-2012 Seo et al. X
177 | 20120094539 | KR 24-Aug-2012 Kim et al. X
178 | 20120097157 | KR 3-Sep-2012 Harexinfotech Inc. X
1791 20120103420 KR 19-Sep-2012 Chae Sang Woo X
180 | 20120105596 | KR 26-Sep-2012 Kim X
181 | 20120105600 | KR 26-Sep-2012 Shin X
182 | 20120115620 | KR 19-Oct-2012 Ahn et al. X
183 | 20120122217 | KR 1-Nov-2012 Park X
184 | 20120126146 | KR 21-Nov-2012 Unknown X
185 | 20130004727 | KR 14-Jan-2013 Kim et al. X
186 | 20130022345 | KR 6-Mar-2013 LG Electronics Inc X
187 | 20130027177 | KR 15-Mar-2013 Kim X
188 | 20130033616 | KR 4-Apr-2013 Infobank X
189 | 20130057065 | KR 31-May-2013 Cho X
190 | 20130067887 | KR 25-Jun-2013 Cho et al. X
191 | 20130075752 | KR 5-Jul-2013 Kim et al. X
192 | 20130080935 | KR 16-Jul-2013 Han et al. X
193 | 20130082724 | KR 22-Jul-2013 Doumae Inc. X
194 | 20130083029 | KR 22-Jul-2013 Chung et al. X
195 | 20130089817 | KR 13-Aug-2013 Yoon X
196 | 20130102739 | KR 23-Sep-2013 Han X
197 1 20130108442 KR 2-Oct-2013 Cheong et al. X

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /K.R.R/

APPL-1002
APPLE INC. / Page 252 of 3598




Receipt date: 05/13/2016

3685

(Not for submission under 37 CFR 1.99)

INFORMAT‘ON DISCLOSURE First Named Inventor Min Hwan Jeon

STATEMENT BY APPLICANT Art Unit 3693

14647858 —- GAU:
Application Number 14/647,859
Filing Date 05/28/2015
Confirmation Number 5414
Examiner Name Shahid R. Merchant

Attorney Docket Number | 20533.40a.1

198 | 20130127558 KR 25-0ct-2013 Yang et al. X
199 | 20130130330 | KR 30-Oct-2013 You X
200 | 20140069517 | KR 10-Jun-2014 Jeon et al. X
201 | 20140096202 | KR 29-Jul-2014 Unknown X
202 | 20150022259 | KR 4-Mar-2015 Nam X
203 | 20150040424 | KR 15-Apr-2015 Unknown X
204 | 20150042648 | KR 21-Apr-2015 Unknown X
205 | 20150048370 | KR 7-May-2015 Jeon X
206 | 20150049119 | KR 8-May-2015 Yang et al. X
207 | 20150049126 | KR 8-May-2015 Yang et al. X
208 | 20150053831 KR 19-May-2015 Cho X
209 | 20150059546 | KR 1-Jun-2015 Yietal. X
210 | 20150059548 | KR 1-Jun-2015 Choi et al. X
211 | 20150059698 | KR 2-Jun-2015 Nam X
212 | 20150071067 KR 26-Jun-2015 Jung et al. X
213 | 2013081421 WO 6-Jun-2013 Bacastow X
214 | 2013100637 WO 4-Jul-2013 Hong et al. X
215 | 2014084484 | WO 5-Jun-2014 Jeon X
216 | 2014084603 WO 5-Jun-2014 Choi X
217 | 2014084606 | WO 5-Jun-2014 You X
218 | 2015026183 | WO 26-Feb-2015 You X
219 | 2015026184 | WO 26-Feb-2015 Nam X
220 | 2015060661 WO 30-Apr-2015 Cho X
221 | 2015060663 WO 30-Apr-2015 Hong X
222 | 2015064983 e 7-May-2015 Yang et al. X
223 | 2015064985 WO 7-May-2015 Yang et al. X
224 | 2015064986 el 7-May-2015 Jeon X
225 | 2015076604 | WO 28-May-2015 Nam X
226 | 2015076605 WO 28-May-2015 Choi et al. X
227 | 2015093757 WO 25-Jun-2015 Jung et al. X
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European Search Report for EP12854004.4 dated July 14, 2015
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2014

233
International Search Report for PCT/KR2014/011237 dated February 24, 2015
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252 14/369990 27-Oct-2014 Office Action
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" (and by the USPTO to process) an appiication. Confidentiality is govarned by 36 U.8.C. 122 and 37 CFR 1.14, This coliection is estimated to take 1 hour
to comglete, including gathering, preparing and submitting the completed application form to the USPTO. Tirmz will vary depending upon the individual
case. Any comments on the amount of time you require to complete this form andlor suggestions for reducing this burden, shauld be sent lo the Chief
information Officer, U.8. Patent and Téademark Office, 11.S. Depariment of Commerce; P.Q. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

56824943
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {Hits Search Query DBs Default {Plurals iiTime
# Operator Stamp
L1 0 (((payment or debit or credit or default or §US- OR ON 2017/03/17
prefer$4) near2 card) with activat$4 with {PGPUB; 09:56
limited with time) same (remain$4 near4 {USPAT;
time) USOCR
2 #12 (((payment or debit or credit or default or {US- OR ON 2017/03/17
prefer$4) near2 card) with limited with PGPUB; 09:56
time) same (remain$4 near4 time) USPAT;
USOCR
L3 i1 (((payment or debit or credit or default or jUS- OR ON 2017/03/17
prefer$4) near2 card) near6 few near6 PGPUB; 09:58
(hours or minutes)) same (remain$4 USPAT;
near4 time) USOCR
L4 i1 (((payment or debit or credit or default or jUS- OR ON 2017/03/17
prefer$4) near2 card) with few near6 PGPUB; 09:58
(hours or minutes)) same (remain$4 USPAT;
near4 time) USOCR
L5 {9 (((payment or debit or credit or default or {US OR ON 2017/03/17
prefer$4) near2 card) near6 (restrict$4 or {PGPUB; 09:59
frozen or freeze or activat$4)) same USPAT;
(remain$4 near4 time) USOCR
L6 25 (((payment or debit or credit or default or {US- OR ON 2017/03/17
prefer$4) near2 card) near6 (buy$4 or PGPUB; 10:02
purchas$4) near4 time) same (remain$4 {USPAT;
near4 time) USOCR
L7 8 (((payment or debit or credit or default or US OR ON 2017/03/17
prefer$4) near2 card) near6 timer) same {|PGPUB; 10:03
(remain$4 near4 time) USPAT;
USOCR
L8 #9 (((payment or debit or credit or default or jUS OR ON 2017/03/17
prefer$4) near2 card) near8 timer) same {PGPUB; 10:04
(remain$4 near4 time) USPAT;
USOCR
L9 15 (((payment or debit or credit or default or {US- OR ON 2017/03/17
prefer$4) near2 card) with timer) same PGPUB; 10:05
(remain$4 near4 time) USPAT;
USOCR
L10 {57 (((payment or debit or credit or default or §US- OR ON 2017/03/17
prefer$4) near2 card) same timer) same {{PGPUB; 10:07
(remain$4 near4 time) USPAT;
USOCR
L11 {19 705/$$ and (((payment or debit or credit {US- CR ON 2017/03/17
or default or prefer$4 or smart) near2 PGPUB; 10:07
card) same timer) same (remain$4 near4 {{USPAT,;
time) USOCR
L12 §2 705/$$ and ((electronic near2 wallet) uUs CR ON 2017/03/17
same timer) same (remain$4 near4 time) {§PGPUB; 10:08
USPAT;
USOCR
T s y
EASTSearchHistory.14647859_Accessible Version.htm[3/17/2017 12:15:50 PM]
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St temporar$4 with setting near4 (payment {US- OR ON 2017/03/16
or debit or credit) near2 card near4 PGPUB; 08:56
default$4 USPAT;

USOCR

2 4 temporar$4 with setting near4 (payment {jUS- OR ON 2017/03/16

or debit or credit) near2 card PGPUB; 08:57
USPAT;
USOCR

S3 {729 temporar$4 near4 (payment or debit or  {US- OR ON 2017/03/16

credit) near2 card PGPUB; 08:58
USPAT;
USOCR
A 43 temporar$4 near4 (payment or debit or Us OR ON 2017/03/16
credit) near2 card near4 default$4 PGPUB; 08:59
USPAT;
] USOCR
temporar$4 near6 (payment or debit or  {US- OR ON
credit) near2 card near6 default$4 PGPUB;
USPAT;
USOCR

S6 16 temporar$4 with ((payment or debit or us OR ON 2017/03/16

credit) near2 card) with default$4 PGPUB; 09:01
USPAT;
USOCR

S7 {795 temporar$4 near4 ((payment or debit or {US OR ON 2017/03/16

credit) near2 card) PGPUB; 09:29
USPAT;
USOCR

S8 §18 temporar$4 near4 ((payment or debit or {US OR ON 2017/03/16

credit) near2 card) near4 select$3 PGPUB; 09:29
USPAT;
USOCR

S9 {192 (limit$3 or momentary or alternative or Us OR ON 2017/03/16
substitute or temp) with ((payment or PGPUB; 09:33
debit or credit) near2 card) with USPAT;
default$4 USOCR

S10 {80 (limit$3 or momentary or alternative or us OR ON 2017/03/16
substitute or temp) near4 ((payment or  {PGPUB; 09:33
debit or credit) near2 card) with USPAT;
default$4 USOCR

S11 {19 (limit$3 or momentary or alternative or us OR ON 2017/03/16
substitute or temp) near4 ((payment or  {PGPUB; 09:33
debit or credit) near2 card) near4 USPAT;
default$4 USOCR

S12 6 ( momentary or alternative or substitute {US- OR ON 2017/03/16
or temp) near6 ((payment or debit or PGPUB; 09:34
credit) near2 card) near6 default$4 USPAT;

oo Ao N UmCR Lo

S13 6 ( momentary or alternative or substitut$3 jUS- OR ON 2017/03/16
or temp) near6 ((payment or debit or PGPUB; 09:37
credit) near2 card) near6 default$4 USPAT;

USOCR

S14 {4 temporar$4 near4 ((payment or debit or {US OR ON 2017/03/16

credit) near2 card) near4 automatic$4 PGPUB; 09:46
USPAT;
USOCR
S15 4§13 temporar$4 near6 ((payment or debit or {US OR ON 2017/03/16
credit) near2 card) near6 automatic$4 PGPUB; 09:49
USPAT;
EASTSearchHistory.14647859_Accessible Version.htm[3/17/2017 12:15:50 PM]
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: USOCR | 3 5
S$16 0 temporar$4 near6 ((payment or debit or {US- OR ON 2017/03/16
credit) near2 card) near6 overrid$4 PGPUB; 09:50
USPAT;
USOCR
S17 80 temporar$4 with ((payment or debit or Us- OR ON 2017/03/16
credit) near2 card) with overrid$4 PGPUB; 09:50
USPAT;
USOCR
S18 {282 overrid$4 with ((payment or debit or Us OR ON 2017/03/16
credit) near2 card) with overrid$4 PGPUB; 09:51
USPAT;
USOCR
S19 282 overrid$4 with ((payment or debit or Us OR ON 2017/03/16
credit) near2 card) PGPUB; 09:51
USPAT;
USOCR
S20 105 overrid$4 near4 ((payment or debit or us OR ON 2017/03/16
credit) near2 card) PGPUB; 09:51
USPAT;
USOCR
S21 {22 overrid$4 near4 default$4 near4 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {{PGPUB; 09:52
USPAT;
USOCR
S22 22 overrid$4 near6 default$4 near6 Us OR ON 2017/03/16
((payment or debit or credit) near2 card) {iPGPUB; 09:53
USPAT;
USOCR
823 22 overrid$4 near8 default$4 near8 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {PGPUB; 09:54
USPAT;
USOCR
S24 140 overrid$4 with default$4 with ((payment {US- OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 09:54
USPAT;
USOCR
825 10 over-rid$4 with default$4 with ((payment §US- OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 09:59
USPAT;
USOCR
S26 {25 overrid$4 with exist$3 with ((payment or {US- OR ON 2017/03/16
debit or credit) near2 card) PGPUB; 10:00
USPAT;
USOCR
S27 {0 temporar$4 with overrid$4 with us OR ON 2017/03/16
((payment or debit or credit) near2 card) {PGPUB; 10:01
USPAT;
USOCR
828 {33912 temporar$4 with overrid$4 with default$4 {jUS CR ON 2017/03/16
(wallet or e-wallet) PGPUB; 10:02
USPAT;
USOCR
829 {0 temporar$4 with overrid$4 with default$4 jUS- CR ON 2017/03/16
with (wallet or e-wallet) PGPUB; 10:02
USPAT;
USOCR
S30 45 temporar$4 with default$4 with (wallet or jUS- OR ON 2017/03/16
EASTSearchHistory.14647859_Accessible Version.htm[3/17/2017 12:15:50 PM]
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e-wallet) PGPUB; 10:03
USPAT;
USOCR
S31 43 temporar$4 with desir$3 with (wallet or e-§US- OR ON 2017/03/16
wallet) PGPUB; 10:04
USPAT;
USOCR
S32 32 temporar$4 with desir$3 with ((payment {US- OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 10:04
USPAT;
USOCR
S33 0 temporar$4 with ((virtual) near2 card) Us- OR ON 2017/03/16
with default$4 PGPUB; 10:06
USPAT;
USOCR
S34 0 temporar$4 with ((payment or debit or us- OR ON 2017/03/16
credit) near2 account) with default$4 PGPUB; 10:07
USPAT;
USOCR
S35 #0 temporar$4 with default$4 with uUs OR ON 2017/03/16
((payment or debit or credit) near2 PGPUB; 10:07
account) USPAT;
USOCR
S36 100678 temporar$4 with setting ((payment or us OR ON 2017/03/16
debit or credit) near2 account) PGPUB; 10:07
USPAT;
USOCR
S37 2 temporar$4 with setting with ((payment jUS OR ON 2017/03/16
or debit or credit) near2 account) PGPUB; 10:07
USPAT;
USOCR
S38 1126 temporar$4 with setting with ((payment jUS OR ON 2017/03/16
or debit or credit) near2 card) PGPUB; 10:08
USPAT;
USOCR
S39 10 default near4 ((payment or debit or Us OR ON 2017/03/16
credit) near2 card) near4 limited near4 PGPUB; 10:10
time USPAT;
USOCR
40 {2 default with ((payment or debit or credit) {US OR ON 2017/03/16
near2 card) with limited with time PGPUB; 10:10
USPAT;
USOCR
$41 195 default$4 with ((payment or debit or Us OR ON 2017/03/16
credit) near2 card) near4 time PGPUB; 10:17
USPAT;
USOCR
$42 120 default$4 near4 ((payment or debit or us OR ON 2017/03/16
credit) near2 card) near4 time PGPUB; 10:17
USPAT;
USOCR
43 i1 ("20090173781").PN. uUs CR OFF 2017/03/16
PGPUB; 13:36
USPAT;
USOCR
S44 {142 ("20020071076" | "20030132298" | us- CR ON 2017/03/16
"20040111320" | "20040225567" | PGPUB; 14:29
"20040230489" | "20050187873" | USPAT;
"20050230472" | "20060165060" | USOCR
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"20060219780" | "20070210155" |
"20080242274" | "20090094100" |
"20090228966" | "20100063893" |
"20100082447" | "20100174649" |
"20100205045" | "20100287057" |
"20110082765" | "20110254796" |
"20110320293" | "20120054841" |
"20120099756" | "20120172026" |
"20120172089" | "20120197743" |
"20120290420" | "20130041752" |
"20130080289" | "20130185150" |
"20130215116" | "20140058944" |
"20140337230" | "20140351071" |
"6512919" | "6587835" | "6636833" |
"8755342" | "7707113" | "8271344" |
"8403215" | "8849706").PN.
$45 0 $44 and (default$4 near4 ((payment or Us- OR ON 2017/03/16
debit or credit) near2 card) near4 time) PGPUB; 14:30
USPAT;
USOCR
$46 10 $44 and (temporar$4 with ((payment or  §US- OR ON 2017/03/16
debit or credit) near2 account) with PGPUB; 14:30
default$4) USPAT;
USOCR
A7 {0 44 and (temporar$4 same ((payment or {US- OR ON 2017/03/16
debit or credit) near2 account) same PGPUB; 14:30
default$4) USPAT;
USOCR
48 i1 $44 and (overrid$4 near4 ((payment or us OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:31
USPAT;
USOCR
$49 5 705/41 and (overrid$4 near4 ((payment {US OR ON 2017/03/16
or debit or credit) near2 card) ) PGPUB; 14:31
USPAT;
USOCR
S50 §0 705/41 and (moving near4 ((payment or {US- OR ON 2017/03/16
debit or credit) near2 card) near wallet ) {PGPUB; 14:49
USPAT;
USOCR
S51 42 705/41 and (finger near4 ((payment or us OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
S52 {252 (finger near4 ((payment or debit or credit)jUS OR ON 2017/03/16
near2 card) ) PGPUB; 14:50
USPAT;
USOCR
S53 i1 (finger near4 moving near4 ((payment or §US OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
S54 12 (finger near8 moving near8 ((payment or §US- OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:50
USPAT;
USOCR
S55 {12 (finger with moving with ((payment or us OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:51
USPAT;
USOCR
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S56 {0 (finger with rearrang$4 with ((payment or {US- OR ON 2017/03/16
debit or credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S57 40 (finger with re-arrang$4 with ((payment {US- OR ON 2017/03/16
or debit or credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S58 1110049087 i(f re-arrang$4 with ((payment or debit or {US- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S59 i1 ( re-arrang$4 with ((payment or debit or {US- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S60 {2512 ( arrang$4 with ((payment or debit or us- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 14:52
USPAT;
USOCR
S61 {17 ( arrang$4 near4 order$4 near4 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {PGPUB; 14:52
USPAT;
USOCR
$62 i1 ( rearrang$4 near4 order$4 near4 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {PGPUB; 14:53
USPAT;
USOCR
S63 10 ( re-arrang$4 near4 order$4 near4 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {PGPUB; 14:54
USPAT;
USOCR
S64 0 ( re-arrang$4 near6 order$4 near6 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {jPGPUB; 14:54
) USPAT;
USOCR
S65 i1 ( rearrang$4 near6 order$4 near6 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {{PGPUB; 14:54
USPAT;
USOCR
S66 311 ( changing near3 ((payment or debit or us OR ON 2017/03/16
credit) near2 card) near4 limited near4 PGPUB; 16:23
time ) USPAT;
USOCR
S67 40 ( ( select$4 or overrid$3) near3 us OR ON 2017/03/16
((payment or debit or credit) near2 card) {PGPUB; 16:24
near4 limited near4 time ) USPAT;
USOCR
S68 {2 ( (using) near3 ((payment or debit or us OR ON 2017/03/16
credit) near2 card) near4 limited near4 PGPUB; 16:25
time) USPAT;
USOCR
69 1154 (( (payment or debit or credit) near2 Us OR ON 2017/03/16
card) near4 limited near4 time ) PGPUB; 16:26
USPAT;
USOCR
S70 427 ((resetting near4 (payment or debit or us OR ON 2017/03/16
credit) near2 card) ) PGPUB; 16:26
USPAT;
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: USOCR | 3 5
S71 {44 ((resetting near8 (payment or debit or us- OR ON 2017/03/16
credit) near2 card) ) PGPUB; 16:37
USPAT;
USOCR
S72 {12 ((resetting near8 (default) near2 card) ) {US- OR ON 2017/03/16
PGPUB; 16:46
USPAT;
USOCR
S73 §103 ((reset near8 (default) near2 card) ) Us OR ON 2017/03/16
PGPUB; 16:48
USPAT;
USOCR
S74 4§34 ((reset near4 (default) near2 card) ) Us OR ON 2017/03/16
PGPUB; 16:49
USPAT;
USOCR
S75 9 705/$$ and ((reset near8 (default) near2 {US- OR ON 2017/03/16
card) ) PGPUB; 16:49
USPAT;
USOCR
S76 {0 705/$$ and ((reset$4 near8 (prefer$3) us OR ON 2017/03/16
near2 card) ) PGPUB; 16:51
USPAT;
USOCR
S77 438 705/%$ and ((reset$4 near4 card near4 us OR ON 2017/03/16
used) ) PGPUB; 16:55
USPAT;
USOCR
S78 66 ((revert$4 near8 (payment or debit or us OR ON 2017/03/16
credit or default or prefer$4) near2 card) {{PGPUB; 17:29
) USPAT;
USOCR
S79 i54 ((revert$4 near4 (payment or debit or Us OR ON 2017/03/16
credit or default or prefer$4) near2 card) iPGPUB; 17:29
) USPAT;
USOCR
S80 29 705/$$ and ((revert$4 near4 (payment or §US- OR ON 2017/03/16
debit or credit or default or prefer$4) PGPUB; 17:29
near2 card) ) USPAT;
USOCR

3/17/2017 12:15:44 PM
C:\ Users\ krobinson1\ Documents\ EAST\ Workspaces\ Temporary Payment Card.wsp
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UNITED STATES PATENT AND TRADEMARK OFFICE

Page 1 of 1

BIB DATA SHEET

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

CONFIRMATION NO. 5414

SERIAL NUMBER FILINSA(_)I_I‘E 371(c) CLASS GROUP ART UNIT ATTORNE(Y) DOCKET
14/647,859 05/28/2015 705 3695 20533.40a.1
RULE
APPLICANTS
MOZIDO CORFIRE - KOREA, LTD., Seongnam-si Gyeonggi-do, KOREA, REPUBLIC OF;
INVENTORS
Min Hwan JEON, Gwangju-si, KOREA, REPUBLIC OF;
*k CONTINUING DATA kkkkkkkkhkkhkhkkhkkkhhkhkhkhkk
This application is a 371 of PCT/KR2013/007775 08/29/2013
*dk FOREIGN APPLICATIONS dedededededededededk dedededede dedededede ke ek
REPUBLIC OF KOREA 10-2012-0135940 11/28/2012
** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **
07/06/2015
Foreign Priority claimed M ves Uno STATEOR | SHEETS TOTAL |INDEPENDENT
35 USC 119(a-d) conditions met aYes D No D M%ﬁgﬁée COUNTRY DRAWINGS CLAIMS CLAIMS
Vortt
Aiﬂi?wiSZed /Eggirf;rzc‘)ssln':tsugw TS KOREA, 20 15 2
REPUBLIC OF

ADDRESS

Suite 1000

Workman Nydegger
60 East South Temple

Salt Lake City, UT 84111
UNITED STATES

TITLE

METHOD FOR SETTING TEMPORARY PAYMENT CARD AND MOBILE DEVICE APPLYING THE SAME

FILING FEE
RECEIVED [No.

1480 No.

for following:

FEES: Authority has been given in Paper
to charge/credit DEPOSIT ACCOUNT

[Q All Fees

101,16 Fees (Filing)

IEI 1.17 Fees (Processing Ext. of time)

1 1.18 Fees (Issue)

U Other

U Credit

BIB (Rev. 05/07).
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

Application Number 14/647,859
Filing Date 05/28/2015
First Named Inventor Min Hwan Jeon
Art Unit 3693
Confirmation Number 5414

Examiner Name

Shahid R. Merchant

Attorney Docket Number

20533.40a.1

U.S. PATENTS

Pages, Columns, Lines, Where

i?;‘;?si?er ﬁi;? Patent Number Issue Date ?fg:;gfg oactﬁrr‘\qtgre]torApplicant gélséasn; l;:::’:lges or Relevant
! 6512919 28-Jan-2003 Ogasavara
2 6587835 1-Jul-2003 Treyz et al.
3 6636833 21-Oct-2003 Flitcroft et al.
4 6755342 29-Jun-2004 Jordan Jr
5 7707113 27-Apr-2010 DiMartino et al.
6 8271344 18-Sep-2012 Channakeshava et al.
7 8403215 26-Mar-2013 Aihara et al.
8 8849706 30-Sep-2014 King
U.S. PATENT APPLICATION PUBLICATIONS
:Er:i(?;r'\siger ﬁg? Publication Number Publication Date yfag}ggfgoaéjrr::;orAPplicant %%?5\235\%555;9‘;—si,n:rsﬁ\cle\llg\zit
9 20020071076 13-Jun-2002 Webb
10 20030132298 17-Jul-2003 Swartz et al.
1 20040111320 10-Jun-2004 Schlieffers et al.
12 20040225567 11-Nov-2004 Mitchell et al.
13 20040230489 18-Nov-2004 Goldthwaite et al.
14 20050187873 25-Aug-2005 Labrou et al.
15 20050230472 20-Oct-2005 Chang
16 20060165060 27-Jul-2006 Dua
17 20060219780 5-Oct-2006 Swartz et al.
18 20070210155 13-Sep-2007 Swartz et al.
19 20080242274 2-0ct-2008 Swanburg et al.
20 20090094100 9-Apr-2009 Xavier
21 20090228966 10-Sep-2009 Parfene et al.
22 20100063893 11-Mar-2010 Townsend
23 20100082447 1-Apr-2010 Lin et al.
24 20100174649 8-Jul-2010 Bouchard
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Application Number 14/647,859

INFORMATION DISCLOSURE First Named inventor Min Hwan Jeon
STATEMENT BY APPLICANT Art Unit 3693

(Not for submission under 37 CFR 1.99)

Filing Date 05/28/2015
Confirmation Number 5414
Examiner Name Shahid R. Merchant

Attorney Docket Number | 20533.40a.1

25 20100205045 12-Aug-2010 Zhang et al.

26 20100287057 11-Nov-2010 Aihara et al.

27 20110082765 7-Apr-2011 Mazor

28 20110254796 20-Oct-2011 Adamson et al.

29 20110320293 29-Dec-2011 Khan

30 20120054841 1-Mar-2012 Schultz et al.

31 20120099756 26-Apr-2012 Sherman et al.

32 20120172026 5-Jul-2012 Kwon et al.

33 20120172089 5-Jul-2012 Bae et al.

34 20120197743 2-Aug-2012 Grigg et al.

33 20120290420 15-Nov-2012 Close

36 20130041752 14-Feb-2013 Crum

37 20130080289 28-Mar-2013 Roy et al.

38 20130185150 18-Jul-2013 Crum

39 20130215116 22-Aug-2013 Siddique et al.

40 20140058944 27-Feb-2014 Ballout

41 20140337230 13-Nov-2014 Bacastow

42 20140351071 27-Nov-2014 Hong et al.

FOREIGN PATENT DOCUMENTS
Pages, Columns, Lines,
e | No. | Document San™ | Publcation Date | L AR veages or Relevant | T
Figures Appear

43 1758053 EP 28-Feb-2007 Labrou et al.

44 2447051 GB 3-Sep-2008 Shasha

45 2476989 GB 20-Jul-2011 Garner

46 2002324216 JP 8-Nov-2002 Sueoka X

47 2005276000 JP 6-Oct-2005 Ozawa et al. X

48 2007172576 JP 5-Jul-2007 Matsushita et al. X

49 2009146708 JP 2-Jul-2009 Nagano et al. X

50 2010541059 JP 24-Dec-2010 NXP B.V. X

51 2011022811 JP 3-Feb-2011 Arriola et al. X
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)
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Description
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of priority to US Provisional Application Serial Number 60/703,862, entitled
WIRELESS WALLET FOR PHYSICAL POINT OF SALE (POS) TRANSACTIONS, by Yannis Labrou and Jonathan
Agre, filed August 1, 2005 in the U.S. Patent and Trademark Office and to the corresponding US regular application
with the same title and inventors, filed 18 July 2006, the contents of which are incorporated herein by reference.
[0002] The regular US application is a continuation-in-part of US patent application no. 11/388,202, filed March 24,
2006, entitled "Authentication Services Using Mobile Device," which claims priority to US Provisional Application Serial
Number 60/669,375 filed April 8, 2005; and also a continuation-in-part of US patent application no. 11/045,484, filed
January 31, 2005, entitled "WIRELESS WALLET," which claim priority to US Provisional Application Serial Number
60/544,300 filed February 17, 2004; and also a continuation-in-part of US application no. 10/458,205, filed June 11,
2003, which claims the benefit of US provisional application no. 60/401,807, filed August 8, 2002; and also a continuation-
in-part of US application no. 10/628,584 filed July 29, 2003, which claims the benefit of US provisional application no.
60/401,807 filed August 8, 2002; and also a continuation-in-part of US application no. 10/628,569 filed July 29, 2003,
which claims the benefit of US provisional application no. 60/401,807 filed August 8, 2002; and also a continuation-in-
part of US application no. 10/628,583 filed July 29, 2003, which claims the benefit of US provisional application no.
60/401,807 filed August 8, 2002.

[0003] This application is also related to pending US patent application no. 11/388,202, filed March 24, 2006, entitled
AUTHENTICATION SERVICES USING MOBILE DEVICE, the entire disclosure of which is hereby incorporated herein
by reference and attached hereto. This application is also related to pending US patent application no. 11/045,484, filed
January 31, 2005, entitled WIRELESS WALLET, the entire disclosure of which is hereby incorporated herein by reference
and attached hereto.

[0004] This application is also related to pending US patent application nos. 10/458,205, filed June 11, 2003;
10/628,584, filed July 29, 2003; 10/628,569, filed July 29, 2003; and 10/628,583, filed July 29, 2003, the entire disclosures
of all of which are hereby incorporated herein by reference.

BACKGROUND OF THE INVENTION
1. Field of the Invention

[0005] The present invention relates to a wireless computing apparatus/device for physical Point of Sale (POS) trans-
actions.

2. Description of the Related Art

[0006] There is a need to improve payment speed at a physical POS. There is also a need to improve the cost of a
transaction with the physical POS using a wireless communication computing apparatus. There is also a need to reduce
the size of messages for communication efficiency in short-range communication methods.

SUMMARY OF THE INVENTION

[0007] The invention is defined in the independent claims, to which reference should now be made. Advantageous
embodiments are set out in the sub claims.

[0008] The present invention provides a wireless communication computing apparatus/device for physical Point of
Sale (POS) transactions. For example, a mobile phone and/or a personal digital assistant (PDA) wireless communication
wallet for physical POS transactions.

[0009] The above as well as additional aspects and advantages will be set forth in part in the description which follows
and, in part, will be obvious from the description, or may be learned by practice of the described embodiments.

[0010] Methods and systems providing a secure transaction server (STS); providing an authentic point of sale (POS)
device, according to a first authentication parameter of the STS; providing an authentic mobile purchasing device,
according to a second authentication parameter of the STS; providing a short-range communication method between
the POS device and the mobile purchasing device; correlating by the STS a personal identification entry (PIE) and the
authentic mobile purchasing device; transmitting, by the POS device, a time dependent transformed secure POS au-
thenticable POS purchase action to the STS; inputting the PIE to the mobile purchasing device to transmit a time
dependent transformed secure user authenticable POS purchase action to the POS device via the short-range commu-
nication method; and approving, by the STS, the POS purchase action for the POS device and for the mobile purchasing
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device, according to the authentic POS device, and according to the authentic mobile purchasing device and the STS
correlating of the PIE and the authentic mobile purchasing device.

[0011] According to an aspect of the embodiments, the POS purchase action identifies payment for a good and/or a
service.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The above-described aspects and advantages together with other aspects and advantages will become ap-
parent and more readily appreciated from the following description of the embodiments, taken in conjunction with the
accompanying drawings of which:

FIG. 1 is a diagram of a computer system 100 to provide a mobile wireless communication apparatus to a physical
point of sale (POS) transaction service, according to an embodiment of the present invention,

FIG. 2 is a functional block diagram of Universal Pervasive Transaction Framework Secure Agreement Submission
(UPTF SAS) system architecture to execute a mobile device POS authenticable transaction, according to an em-
bodiment of the present invention,

FIG 3 is adiagram of UPTF mobile device POS authenticable transaction messages based upon Secure Agreement
Submission (SAS) protocol to provide an authenticable mobile POS service, according to an embodiment of the
present invention,

FIG. 4 is a system flow diagram of provisioning a mobile POS, according to an embodiment of the present invention,
and

FIGS. 5-16 are flowcharts of mobile device to POS authenticable transactions, according to the embodiments of
the present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0013] Reference will now be made in detail to the present embodiments of the present invention, examples of which
are illustrated in the accompanying drawings, wherein like reference numerals refer to the like elements throughout. The
embodiments are described below to explain the present invention by referring to the figures.

[0014] The described embodiments provide a wireless communication computing apparatus/device for physical Point
of Sale (POS) transactions. For example, a mobile phone and/or a personal digital assistant (PDA) wireless communi-
cation wallet for physical POS transactions. The discussed methods and apparatuses and variations improve on the
speed of a payment at a physical POS, the cost of the transactions since they do not always require that the mobile
phone connect to the wireless Internet or cellular telephone network for the transaction to be authenticated and approved.
In addition, the size of the messages is reduced for short-range communication methods.

[0015] FIG. 1 is a diagram of a computer system 100 to provide a mobile wireless communication apparatus to a
physical point of sale (POS) transaction service, according to an embodiment of the present invention. According to the
embodiments, a user 102 uses a mobile device 104, such as (without limitation) a mobile phone or a PDA, with wireless
communication capability, to transact with a Point of Sale (POS) device 103, such as (without limitation) a cash register,
of a provider 106, for example, to purchase an item or receive a service, etc. According to an aspect of the embodiments,
the POS 103 can be another mobile device 104, such as another mobile phone. According to an aspect of the embod-
iments, a provider 106 operates one or a plurality of POSs 103. According to an aspect of the embodiment, the provider
106 and the POS 103 can be collapsed together. The mobile device 104 can be any mobile wireless communication
computing device or mobile radio computing device, including, without limitation, a mobile phone, that wirelessly com-
municates (e.g., wireless Internet or mobile phone network 211) with other mobile devices 104a-n, with a secure trans-
action server 120, or with a POS 103, or any combinations thereof. According to an aspect of the embodiments, the
mobile device 104 has one or more short-range communication methods 210 implemented therein, for example (without
limitation), image, audio, and/or RF, to communicate with the POS 103.

[0016] According to an aspect of the embodiments, the invention improves using a mobile device 104, such as a
mobile phone 104, for physical POS transactions, within the context of the Universal Pervasive Transactions Framework
(UPTF). One main concept behind the discussed methods and variations is that the consumer’s or customer’s mobile
phone 104 communicates to the Point of Sale (POS) 103 a transaction message, for example, a UPTF SAS based
transaction message, used to authenticate and approve the transaction via:

[0017] (1) Animage,

[0018] (2) An audio signal,

[0019] (3) Any short-range wireless connectivity technology, such as (without limitation) a short range RF signal, such
as WiFi, Bluetooth, Radio Frequency Identification (RFID), or smart card, Near Field Communication (NFC) signal, or
any combinations thereof, or
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[0020] (4) Any combinations thereof.

[0021] According to an aspect of the embodiments, the POS 103 has equipment that can send, receive, and interpret
a locally transmitted/received message to re-construct a corresponding UPTF SAS message for UPTF transaction
verification protocol. For example, an image interpreter at the POS 103 can decode a UPTF SAS message from an
image displayed on the mobile phone’s 104 display. Another example is to use an audio processor at the POS 103 that
can decode a UPTF SAS message from an audio signal "played" through the mobile phone’s 104 speaker to the POS
103 microphone. Another example is an RF signal between the POS 103 and mobile phone 104. The information received
by the POS 103 is used to create one or more of the UPTF SAS messages (i.e., POS transaction view or the provider/
merchant/payee transaction view) needed for the UPTF transaction verification protocol, which the mobile device 104
and/or the POS 103 (as the case may be) transceive with the STS 120. According to an aspect of the embodiments,
the POS 103 transmits to the Secure Transaction Server (STS) 120 the mobile phone 104 provided RF based UPTF
SAS message, or an image, audio after converting the same to a corresponding UPTF SAS message; the result of this
conversion being a UPTF SAS based digital message. According to an aspect of the embodiments, the POS also
transceives, by passing through any user related UPTF SAS messages (e.g., user transaction view generated at the
mobile phone 104), such as an image or audio, without any prior conversion of the same to/from the STS 120. The POS
103 can be connected to the STS 120 possibly through a data network that can be a wireless connection and/or a wired
connection.

[0022] Inthe case of an image, the POS 103 equipment can be a barcode scanner, preferably one that is capable of
processing 2-Dimensional barcodes. In the case of an audio signal, the POS equipment 103 is an acoustic coupler or
a DTMF (Dual Tone Multi-Frequency) tone recognizer. A DTMF recognizer (detector) is usable to recognize touchtone
entries into over-the-phone customer service systems.

[0023] Another method discussed improves on physical POS 103 purchasing by using Short Message Service (SMS)
and/or Multimedia Message Service (MMS) messages to transmit UPTF SAS messages among the mobile phone 104,
POS 103 and/or the STS120. More generally, SMS messages can be used as the transported mechanism for all types
of UPTF transactions (see co-pending UPTF-related patent applications incorporated herein by reference.

[0024] The invention can be implemented in any mobile device 104 capable of executing UPTF SAS based Wireless
Wallet software 108, in a POS 103 (a computing apparatus) capable of executing the UPTF SAS protocol and POS
functions, and a UPTF-SAS based Secure Transaction Server (STS) 120. Companies interested in allowing their users
to securely perform transactions from a mobile device 104 can adopt the UPTF SAS protocol.

[0025] Therefore, embodiment(s) described herein relate to a mobile device authenticable transaction with the POS
103. According to an aspect of the embodiments, an authenticated or authenticable transaction is based upon Universal
Pervasive Transaction Framework Secure Agreement Submission (UPTF SAS) protocol. Universal Pervasive Transac-
tion Framework (UPTF) is a framework for authenticating transactions initiated by a mobile (radio) device. The UPTF
SAS protocol is discussed in related pending US patent application nos. 11/388,202, filed March 24, 2006; 11/045,484,
filed January 31, 2005; 10/458,205, filed June 11, 2003; 10/628,584, filed July 29, 2003; 10/628,569, filed July 29, 2003;
and 10/628,583, filed July 29, 2003, the entire disclosures of all of which are hereby incorporated herein by reference.
According to an aspect of the embodiments, a mobile device 104 provides authenticated transaction services according
to authenticable transaction view(s) of one or more parties (i.e., in a typical embodiment paired and/or more than two
authenticated transaction views), wherein the authenticated transaction views are time, user and software dependent,
secured (e.g., encrypted), matched (verified against each other), and transaction party anonymous to the POS 103 (e.g.,
a transacting party does not have to receive personal/private/confidential information (e.g., account information) of the
other transacting party. Therefore, according to the embodiments authentication includes transaction or agreement of
parties verification.

[0026] FIG. 2 is a functional block diagram of Universal Pervasive Transaction Framework Secure Agreement Sub-
mission (UPTF SAS) system 200 architecture to execute an authenticable transaction using a mobile device and a POS,
according to an embodiment of the present invention. In FIG. 2 and other figures, color designations are used to highlight
features/concepts described, for example, a type of, or a possible type of, communication channel. For example, com-
munication channels may be Virtual Private Network (VPN), mobile phone or cellular network, or unknown by referring
to any known type of computer data communication network. The Universal Pervasive Transaction Framework (UPTF)
defines a system architecture based upon independent and anonymous transaction agreement views and a communi-
cation security protocol called the Secure Agreement Submission (SAS) protocol to transmit the views. Essentially the
UPTF offers a vessel, which is able to securely carry the individual views of a transaction agreement, in this case a
mobile device POS authenticable transaction (collectively referred to as a mobile device POS transaction), from each
party involved in the transaction to a trusted third party for verification, using a communication network which may
comprise insecure segments, such as wireless Intemet, mobile telephone network or cellular links, short-range commu-
nication methods. According to an aspect of the embodiments, a UPTF SAS message is an authorization for a specific
transaction at this time. When a mobile POS 104 is used for a POS transaction, the transaction parties are the user 102
and the provider 106 that operates the POS 103 with which the user 102 desires to conduct a transaction. A typical
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example of a "mobile device POS transaction” agreement view may comprise: "User A, Transaction Token."

[0027] In FIG. 2, the UPTF SAS protocol encrypts/decrypts a transaction message using a symmetric, secret-key
352, 1, approach where the secret key 352, , is producible only by an individual party’'s mobile device 104 and a trusted
third party (e.g., implemented as STS 120) and without transmission of the secret key among the parties. In other words,
the UPTF SAS provides an implicit user authentication, because decryption by a trusted third party, such as STS 120,
of a sending party’s encrypted message, authenticates the sending party. The SAS insures that the authenticity of the
parties is verified and during delivery, the privacy of the information is preserved (transaction party anonymity), even
when the parties distrust each other and the messages from one party may be forvvarded by the other to the third party
verification (as the case may be). The UPTF provides the mechanism for the trusted third party 120 to verify that the
independent views of the mobile device POS transaction are consistent with each other.

[0028] InFIG. 2, afterthe STS 120 extracts the mobile device POS transaction data from the transaction views received
from the parties and the STS 120 verifies the received mobile device POS transaction data, further actions may be
needed, which, for example, may be realized by the trusted third party 120 interacting with financial institutions associated
with the user payer 102 and the provider (merchant) payee 106 to cause the transfer of the specified funds between the
user payer 102 and the provider payee 106.

[0029] In FIG. 2, a UPTF based mobile device POS authenticable transaction system architecture comprises a user
102 operating a UPTF device (also referred to as Universal Pervasive Transaction Device - UPTD), such as a mobile
phone 104 loaded with a mobile point of sale (POS) application 109 (hereinafter referred to as mobile POS application
that can be implemented in software and/or computing hardware), a provider 106 operating another UPTF based device
205, a Secure Transaction Server (STS) 120, and optionally for additional transactions a number of financial institutions
(not shown), and several non-secure and secure (as the case may be) communication channels among them. Typically
according to an embodiment, the separation of the STS 120 and the provider 106 as shown in FIG. 2 is a logical
separation, as a single entity or separate entities (as the case may be) can implement each.

[0030] In FIG. 2, according to an aspect of the embodiment described herein, the STS 120 authenticates a mobile
device 104 by an authentication parameter(s) 350 to provide an authenticable mobile POS 104. The authentication
parameter(s) of the STS is secret information used for encrypting the messages to/from each user 102 mobile POS 104
and provider 106 (POS 103), which are stored in a database storage 203. The STS 120 receives independently generated
UPTF SAS mobile device POS authenticable transaction views (described in more detail further below) from both the
user 102 and the provider 106 (POS 103) regarding a transaction conducted between them. The STS 120 is able to
decode both of the views based upon information from UPTF SAS mobiledevice POS authenticable transaction messages
and the information stored in the STS 120 database 203. Following successful decoding, the STS 120 verifies that the
view messages are original, authentic, involve the intended user 102 and provider 106 and that the information fields in
the transaction views are consistent with each other. The STS 120 can maintain a log of messaging activity for non-
repudiation purposes. Therefore, the authenticable mobile POS 104 mobile POS application 109 is based on a general
framework, called the Universal Pervasive Transaction Framework (UPTF), a generic new architecture and security
protocol for conducting secure multi-party agreements, using mobile devices over a wireless transport network. The
framework is desighed to address several Key aspects specific to the envisioned pervasive communication, including
wireless, environments.

[0031] In FIG. 2, according to an aspect of the embodiments, the mobile device 104 mobile POS application 109
communicates with the POS 103 of the provider 106 via any short-range communication method 210 comprising an
image, audio (sound, oral/written communication and recognition thereof, such as voice recognition), or wireless com-
munication connectivity technology, or any combinations thereof. The range of the short-range communication 210 can
be according to application design from a few inches or less to a predetermined area. The short-range communication
210is typically non-secure by itself (meaning that the communication channel might notbe secure, butthe communication
channel can carry a protocol, such as the UPTF SAS scheme, that has the desired security properties). Although the
embodiments are not limited to such a configuration and the short-range communication 210 can be secure by itself
and also carry the UPTF SAS protocol. The mobile device 104 mobile POS application 109 can also communicate with
the STS 120 via a wireless communication channel 211, which is typically non-secure, and can be a wireless Internet,
amobile phone network, a local wireless network, or any combinations thereof. According to an aspect of the embodiment,
the wireless communication channel 211 includes SMS and/or MMS. Thus, wireless UPTF SAS based messages are
transportable over the wireless communication channel 211 using SMS messages to/from the STS 120, or using Hyper
Text Transfer Protocol (HTTP), or web service calls, or other known wireless message transport services, or any com-
binations thereof. The provider 106 and the STS 120 can be separate or collapsed (as the case may be), and the provider
106 communicably connects with the STS 120 via known secure, non-secure, wire or wireless, or any combinations
thereof communication channel(s) 220.

[0032] FIG. 3 is a diagram of UPTF mobile device POS authenticable transaction messages based upon Secure
Agreement Submission (SAS) protocol to provide an authenticable mobile POS service, according to an embodiment
of the present invention. The SAS protocol is used for encrypting and submitting views of desired UPTF based authen-
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ticable transactions. The message structure and encryption mechanism of SAS are designed to provide many of the
desired security properties in an insecure pervasive communication, including wireless, environment for transactions,
such as:

[0033] Authentication: the agreement parties and the verification party are authenticated to each other, as is the
integrity of the agreement group;

[0034] Anonymity: agreement parties may remain anonymous to each other and personal and/or other account related
information is not revealed to the other party;

[0035] Protection of the agreement content: the agreement is kept private, it is tamper-resistant, non-replayable, and
strong non-repudiation properties are provided. In particular, a continuously changing, time dependent, device specific
key is used to encrypt each view.

[0036] The underlying SAS algorithms are well-suited for a system using low-cost user devices, which have limited
computing resources, while minimizing the complexity of use for the user. In addition, some of the information necessary
to use the SAS, in particular a Personal Identification Entry (PIE), is hot permanently stored on the mobile POS 104 and
not included in any data transmissions, so if the mobile POS 104 is lost or stolen, the mobile POS 104 cannot be used.
Additional details of the SAS and the encryption mechanism are provided with reference to FIG. 3, as follows.

[0037] FIG.3showsthe internal structure andthe generation process of a mobile device POS authenticable transaction
view messages 402, 404 (i.e., UPTF SAS authenticable transaction messages among a mobile device 104, a POS 103
and an STS 120). The provider 106 includes a provider device 103, such as a POS 103, on which the provider UPTF
based transaction messages are implemented. The UPTF SAS based views 402, 404 are also implemented in software
and/or computing hardware as the mobile POS software 109 that is executed in the mobile POS 104. Since the views
402, 404 from the user 102 and the provider 106, respectively, are symmetrical, the user's 102 view 402 is only described.
The identifiers used in FIG. 3 are explained below:

[0038] DIDc:device ID, aunique identifier for the mobile POS 104 (the user consumer (c) or source transaction party).
[0039] DIDm: device ID, a unique identifier for the provider 106 POS device 103 (the merchant (m) or destination
transaction party).

[0040] RSN: random sequence number.

[0041] TS: local current timestamp.

[0042] TID:transaction ID, a unique identification number assigned toc an agreement, which is maintained by the STS
120 to identify corresponding UPTF agreement views 402, 404. For example, a purchase transaction identifier uniquely
identifying a particular purchase.

[0043] MD: message digest 410

[0044] PIE: Personal identification entry, a user and STS 120 maintained input secret entry, such as an alphanumeric
string. In a typical embodiment described herein, the PIE is only maintained by the user and the STS 120, is not known
to and/or maintained by another party to a transaction and/or any financial institutions and is temporally known as an
intermediate parameter to the mobile POS 104 of the user 102 for encrypting the user transaction view 402. More
particularly, the PIE is not included in transaction messages (e.g., UPTF SAS messages and/or SAS based informational
messages) and, thus, the mobile POS 109 does not transmit the PIE. The PIE can be non-secure by being a substantially
short alphanumeric string, such as a 4 digit number. The user enters the PIE whenever the user attempts a transaction.
Preferably the PIE is issued to the user when the user registers for the authenticable mobile POS service using a client
device 104, which executes the mobile POS 109. The user can also select the PIE at such time of registration. The PIE
is, however, a piece of highly secure information in the sense that it is never transmitted during the UPTF protocol
execution, it is only known to the user and the STS 120, and its secrecy should be well protected. The PIE can be input
by the user on a mobile POS 104 in a secure fashion or it may be deterministically generated using a biometric device,
such as a fingerprint sensor. For example, a computation applied on the fingerprint data received from a fingerprint
sensor can be used to generate a PIE that is initially communicated by the user to the STS 120. Whenever the user
attempts a transaction, the user applies her finger to the fingerprint sensor, thus generating the PIE. The PIE is not kept
in permanent storage on the mobile POS 104, but is used as an intermediate parameter required for the generation of
the encryption key for atransaction and the mobile POS 104 should not retain the PIE for a period longer than a transaction
execution time as determined according to application criteria. If a particular implementation of the present invention
uses a form of PIE that is not convenient for a user to input for each agreement transaction and the device needs to
store its user's PIN, the storage must be secure and tamper-resistant. According to another aspect of the embodiment,
the PIE can be a user 102 biometric input data.

[0045] As shown inthe FIG. 3, a view 402 comprises a cipher text part (or encrypted part) 406 and a perceptible (e.g.,
plaintext) part 408. A plaintext part 408 includes the TID, the DIDc of the mobile POS 104 generating the view 402, and
the local current timestamp (TS) of device 104. The TS, among other functions described herein, is also used to prevent
transaction replay. The encrypted part 406 includes two critical fields: the agreement data (transaction data) and the
DIDm of the provider's 106 POS 103 device involved in the agreement. The DIDm is the minimum necessary reference
field to provide the desired verification properties of the UPTF protocol. According to an aspect of the embodiments, the
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DIDm is communicably provided to the user 102 and/or the mobile POS 102 via any known methods, for example, via
the short-range communication 210. Therefore, a user can execute a mobile POS 104 authenticable transaction with a
transaction party based upon a PIE and a mobile POS application 109 authentication parameter RSN, and authenticable
transaction messages comprising an identifier of the mobile device POS 104, an identifier of the transaction party, and
an identifier for the transaction (for example, an identifier and/or other transaction related data, such as a type of trans-
action, payment amount, etc.), thereby providing the mobile POS 104 based upon a combination of the mobile POS
application 109 at the mobile POS 104 and the STS 120 association of the PIE and an authentication parameter, which
is known and/or determinable by the devices 103, 104 and 120, with the user 102, and exchange of the authenticable
transaction messages among the user 102, the provider 106 (POS 103) and the STS 120.

[0046] First, DIDc and the TS obtained from the mobile device 104 local clock (and/or as provided as a part of the
agreement data) are utilized by the device's 104 pseudorandom number generator to generate a time-dependent RSN.
Therefore, the parameters of the generator are particular to each device 104. The encryption key K is then generated
from the RSN and user input PIE (shown in FIG. 3 with orange coloring), where the PIE is provided from or generated
by the STS 120. Firstly, the RSN and PIE are combined using a function F and then a hash function H is applied to the
result (typically a string) to generate the encryption key:

[0047] K =H (F ((PIE, RSN))

[0048] A message digest 410 function can be applied to the agreement data, the DIDm, and the DIDc to generate a
MD of the view. According to an aspect of the embodiments, the MD 410 is generated by applying a hash function to
the UPTF SAS agreement data as shown in FIG. 3 to shorten the same. The MD can further strengthen the security by
ensuring that no other party has tampered with or modified the contents of the view 402 in any way. The encryption
algorithm with the encryption key K is then applied to the MD, the agreement data, the DIDc, and the DIDm to generate
the cipher text part of the view 402, as shown in FIG. 3 with peach coloring. For further protection, the SAS protocol
usesrandom message padding in order to further prevent "known-text" attacks. According to an aspect of the embodiment
described herein, the embodiment uses Advanced Encryption Standard (AES) for encryption, a Keyed-Hashing for
Message Authentication (HMAC)-based scheme for random number generation, and SHA1 Secure Hash Algorithm for
the hash function.

[0049] The STS 120 has sufficient prior knowledge of the functions and specific parameters used by each device 104
in the encryption process, so that when combined with the plaintext portions of a message 402, 404, it is possible to
decrypt the message 402, 404 by reversing the above process. For example, from the plaintext part 408 of the view
402, the STS 120 recovers the DIDc and TS, which are used to look-up the customer's 102 PIE and other parameters
of the RSN generator that can be stored in the STS 120 database 203. These are used to compute the RSN. The
encryption key K can then be computed using the same method with which the device 104 generates the encryption
key. The cipher text part 406 of the view message 402 is then decoded.

[0050] After all applicable fields of the user 102 view 402 are acquired, the STS 120 locates the provider's 106 view
404 for the same transaction, using the DIDm and TID included in the previously decoded user 102 view 402. After going
through a similar decryption process, the decoded fields of the agreementdata of the provider 106 view 404 are compared
with the corresponding fields from the user 102 view 402. If all applicable corresponding fields match (correspond
according to application design), the received views 402, 404 are considered verified. Further processing is then carried
out and external executions are triggered as necessary.

[0051] Anyresponses fromthe STS 120 to the user 102 or provider 106 are encrypted by the STS 120 using the same
encryption methods and using the parameters for the destination devices 104, 103 and the TS of the original transaction.
Only the intended recipient can decrypt the response message, insuring privacy protection and authentication of the
STS 120.

[0052] Another example encryption key generation for the UPTF SAS is described herein. In FIG. 3, using the view
402, the key KEYc is a hash of a RSNc and a PlEc; the detailed key generation procedure is as follows:

[0053] The initialization data for the RSNc are created when the STS 120 creates a new authenticable mobile POS
service account (e.g., when the mobile POS 109 is created or initialized by the STS 120). Specifically:

[0054] 1. arandom 128-bit seed is generated using a software service function.

[0055] 2. arandom 160-bit initialization timestamp is created also at hew authenticable mobile POS service account
creation time, using software setrvice function. Therefore, the STS 120 can generate or provide device 104 specific
initialization parameters of a random number and an initialization time stamp, both of which are provided (installed) via
the mobile POS application 109 to the mobile device 104.

[0056] The PIE creatable by the STS 120 when a hew account is created at the STS 120, as follows: a 32-byte random
value is created using a software service function, convert each byte to a decimal value string, and concatenate them
all to produce a long string. Randomly chop 4 digits from this string to create PIE.

[0057] When the key needs to be created in order to encrypt a transaction message, the following steps take place:
[0058] 1. A 160-bit current timestamp is generated, as follows:

[0059] a. Convert current time to string, for example, converting the current time to a 16 characters string, e.g., 5:
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04pm, Jan 26, 2006 is written in "0000170401262006."

[0060] b. Take the string and a one way function to output another value, for example by hashing the current time
string using SHA1 algorithm, which produces a 160-bit output.

[0061] 2. XOR an init timestamp and current timestamp to produce a 160-bit output. This operation is essentially a
form of deterministically calculating a difference between two values of time (i.e., a deterministic transformation between
two values).

[0062] 3. Usethe 128-bit seed software authentication parameter as data, and the XORed value of the two time stamps
as the key, compute the HMAC result (@ 160-bit value). The result of the HMAC is the RSNc. Use of the HMAC accom-
modates unpredictability in the RSNc generation.

[0063] 4. Chop the first 128-bit of the HMAC result, combine (e.g., concatenate) with the 32-bit PIE (convert from a 4
digit string) for a 160-bit value.

[0064] 5.Computethe hash (SHA1)value of the 160 bitstream in operation (4), and chop thefirst 128 bitas the final key.
[0065] In the encrypted part of the message a hash of the transaction part of the message (with the padding) using
SHA1 (altematively a CRC can be used) is used.

[0066] In the above-described embodiment, the values of a number of bits are provided as unlimiting examples, and
the present invention is not limited to a specific number of bits values. Therefore, as illustrated with reference to FIGS.
2 and 3, aUPTF SAS based transaction requires a device 104 which provides device-specific parameters that determine
a device-specific and time-specific key and an operator for the device 104 who provides a PIE determinable only by the
STS 120 and the operator. The combination of the two is required for an encrypted transaction request that can be
validated by the STS 120. Intercepting one (or more) transaction message and successfully decrypting it would not be
sufficient for purposes of inferring either the PIE, or the device specific parameters employed in the key generation
process. Moreover, a single, time-dependant key is not re-usable because of the pair-wise agreement notion of trans-
actions processed by the STS 120.

[0067] According to an aspect of the embodiments, the STS 120 can reset the RSN seed after every successful
response from STS 120 to a device 103, 104; after that the STS 120 will expect the new seed to be used by the devices
103, 104. The seed can be derived as follows:

[0068] (1) use a predetermined portion of the message padding, and/or

[0069] (2) include the new seed in the STS’s response (in the transactional content of the response) to the devices
103, 104.

[0070] FIG. 4 is a system flow diagram of provisioning (i.e., "providing a service," which includes distribution to a user
and associated system actions) a mobile POS 104, according to an embodiment of the present invention. In FIG. 4, a
mobile phone is used as an example mobile POS 104. A method, comprising, at operation 450, a user 102 logs into a
mobile phone POS service registration site 205. For example, the provider 106 and/or the STS 120 with which various
providers 106 participate can provide the mobile POS service registration. At operation 452, the user selects a mobile
POS service, which according to an embodiment is a mobile POS application 109 download request from the provider
106. However, the embodiments are not limited to a configuration of downloading a mobile POS application 109 to the
mobile phone 104, and a mobile POS 104 can be activated through other techniques, such as (without limitation) pre-
installed software and/or computing hardware (e.g., an integrated circuit), so long as a mobile POS 104 authenticable
by the STS 120 is provided. At operation 454, the provider 106 device 205 communicably connects with the STS 120
for providing a mobile POS 104.

[0071] In FIG. 4, the method at operation 454 further comprises initializing, atthe STS 120, a mobile POS application
1092 with software authentication parameter(s), as an authentic mobile POS application 109. Also, at operation 454,
correlating, at the STS 120, a personal identification entry (PIE) (e.g., a PIN) and an identifier of the mobile phone 104
with the authentic mobile POS application 109. At operation 456, the PIN can be communicated to the user 102. Of
course, at operation 450, the user 102 can supply a PIN. At operation 458, installing, in the mobile phone 104, the
authentic mobile POS application 109. According to an aspect of the embodiment, at operation 458, the mobile phone
104 receives a Short Message Service (SMS) with a download link to the authentic mobile POS application 109. At
operation 462, the user 102 can download the authentic mobile POS application 109. When the authentic mobile POS
application 109 is installed in the mobile phone 104, the user can execute, atthe mobile phone 104, the installed authentic
mobile POS application 108 using the PIE (e.g., PIN) to execute a mobile phone POS authenticable transaction as an
authenticable mobile POS 104.

[0072] According to an aspect of the embodiment described herein, at operation 454, one or more software authen-
tication parameters are selected, which can be (without limitation) creation of a new seed, such as a new random seed
number, and an initialization time. At operation 454, the STS 120 stores in a database 203, a unique identifier (referred
to as Device ID, or DID) for the mobile phone 104, which can, for example, be a mobile phone number of the mobile
phone 104 or some randomly generated globally unique identifier (GUID), a mobile phone carrier (as the case may be),
or the software authentication parameter(s), and the generated PIE, or any combinations thereof. According to an aspect
of the described embodiment, a mobile phone number can also be used as a device identifier for the mobile phone 104.
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The unique identifier (device ID (DID)) of the mobile phone 104 is used by the STS 120 to correlate atransaction message
with the authentic mobile POS application 109 (i.e., to correlate the DID with the software authentication parameter(s)
and the PIE stored at the STS 120, so that the STS 120 can generate a key that corresponds to a device 104 having
the DID. The mobile phone number can be used to communicate short messages (e.g., notifications, etc.) with the mobile
phone 104 (e.g., Short Message Service (SMS), including (and/or) Multimedia Message Service (MMS)). The mobile
phone 104 can be an Internet enabled, according to known techniques, mobile phone. According to an aspect of the
embodiment(s) described herein, a mobile device POS authenticable transaction message is bound to a unique com-
bination of a user 102 and a mobile POS 104, the binding to the user is via the PIE and the binding to the device 104 is
via the software authentication parameter(s) of the authentic mobile POS app 109. In particular, a transaction is an SAS
based encrypted message and the encrypted message can be traced back to a combination of the user 102 and the
device 104 through the PIE and the software authentication parameter(s) of the authentic mobile POS application 109.
Similar binding applies with respect to the POS 103 transaction messages.

[0073] According to an aspect of the embodiments, a variation on the sign-up and registration process, which could
be particularly useful for person-to-person payments, in which the payer is the payer mobile POS 104a and the payee
serves as a payee mobile POS 104b, is described next. This method has the advantage that it does not require that a
payee is already sighed-up with a payment service to receive payment by a payer mobile POS 104a. A user with mobile
POS application 109 on the mobile phone 104 can make a payment to another mobile phone owner that is not registered
yet for the mobile POS service. The first user specifies the recipient of the payment via the mobile phone number of the
second user. The second user subsequently receives an SMS at the second user’'s mobile phone with the aforementioned
phone number. The SMS informs (with text) the second user of a pending payment to the second user and includes a
link for downloading the mobile POS software 109. A version of the mobile POS software 109 for this specific second
user was created at the STS 120 upon receipt of the first payment request to the STS 120 from the first user. Upon
completion of the download, the second user needs to register for the mobile POS service to complete receiving payment.
To maximize security, it is preferred that the second user does the registration at the provider's website, as discussed
with reference to FIG. 4. Alternatively, the registration can be done from inside the mobile POS application 109, by
invoking a "new account" action.

[0074] Wireless communication computing apparatus/device transactions with a physical Point of Sale (POS) are
described next. The methods and systems described have several variations that make tradeoffs between various
categories, such as convenience to the customer, security, time of transaction, local communication and cellular network
communication. For example, whether a customer needs to type any transaction identifying information into the phone
is one category. In the case of a mobile phone, another category is whether the transaction can be accomplished with
or without any information transmitted over the cellular network.

[0075] METHODS (SYSTEMS): The discussed methods/systems consider the following options to better conform to
the requirements of the cell phone-POS purchasing environment and constraints:

[0076] Communication mechanisms: Several communication mechanisms are utilized by these methods. These are
roughly characterized as "local communication" (short-range communication methods 210) and "remote communication":
[0077] Local communication is considered to be

[0078] 1. Image, such as any type of barcode and scanner thereof, camera, scanner, or any combinations thereof at
the POS 103 and/or the mobile POS 104. According to an aspect of the embodiments, the barcode system is capable
of processing 2-Dimensional barcodes.

[0079] 2. Audio, such as any output audio signal or Dual Tone Multi-Frequency tone, or voice, or any combinations
thereof, and recognizer(s) thereof at the POS 103 and/or the mobile POS 104.

[0080] 3. Radio Frequency (RF) (Radio Frequency Identification (RFID), Bluetooth, WLAN, NFC, etc., or any combi-
nations thereof) at the POS 103 and/or the mobile POS 104

[0081] Remote Communication is considered to be

[0082] 1. Short Message Service (SMS), Multimedia Messaging Service (MMS)

[0083] 2. Wired Internet

[0084] 3. Cellular Internet (wireless Internet access through the mobile telephone network as implemented according
to known techniques)

[0085] Message Lengths: Several options for decreasing the size of the UPTF messages are incorporated. The mes-
sages can be either:

[0086] 1. The full UPTF message is used as the transaction authorization message, and/or

[0087] 2. The Message Digest MD 410 of the mobile POS 104 UPTF message is used as the transaction authorization
message of the consumer; using the MD instead of a full UPTF message results in a shorter message length.

[0088] 3. One-time transaction code - A one-time use random number, called the C-Nonce, generated by the phone
using the UPTF key generation scheme to indicate that the customer authorizes the transaction.

[0089] Computation reductions: To avoid burdening the phone or the POS equipment 103, the "local send" messages,
or rather, their representations (image or audio signal) can be transmitted "as is" by the POS 103 to the STS 120, i.e.,
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there is ho conversion of the sighal to a UPTF message at the POS 103; rather the STS 120 performs such conversion.
[0090] CONSTRAINTS: To understand the described process flows and the related actions, the following constraints
should be taken into consideration. The purpose of these constraints is to further the understanding of why the actions
have been defined as they have.

[0091] Message Length: If sending a SMS to STS, message length preferably needs to comply with applicable SMS,
network, phone model, and/or wireless service provider/carrier (as the case may be) requirements for delivering the
short messages. For example, message length might need to be <= 160 chars, which means either no padding or use
of the UPTF SAS based Message Digest (MD).

[0092] IfaMDisusedtherecanbe no padding since thenthe STS 120 will not know where the payload of the encrypted
message begins and ends.

[0093] Some barcode types require MD instead of full encrypted message, because they cannot accommodate a full
UPTF message length.

[0094] The MD with timestamp and DID requires about 16 bytes (for Timestamp), plus 8 Bytes (for DID), plus possibly
10 Bytes (for TID), plus the MD length (typically 16-20 Bytes, although it can be less), for a total of between 40-54 Bytes
(typically). By contrast, a full UPTF message’s length can vary between 100 and 1024 bytes depending on the message
type and the amount of padding

[0095] If the MD is used and the message is sent by SMS or MMS, a TID is necessary for the STS to identify which
merchant message the customer message matches with. An alternative is to provide the POS ID and transaction amount
to the mobile POS application 109. In general, the mobile POS application’s 109 and the POS’s 103 UPTF messages
are not sent in the same communication, although the embodiments are not limited to such a configuration and the
mobile POS software 109 and POS 103 UPTF message can be sent in same communication.

[0096] The payment account by the payer 102 selection is always optional, and since some of the embodiments are
"off-line" schemes, the selected account can be drawn from default settings.

[0097] Regardless of using MD or full message, the DID and timestamp are necessary in the unencrypted part of the
UPTF message so that the STS 120 knows where and when the message came from and the STS 120 can successfully
decrypt the UPTF message.

[0098] ACTIONS: Several variations are described based on whether the phone 104 and the POS 103 use short-
range communication 210 and whether the transaction details (e.g., merchant ID, amount) are entered by the customer
or received automatically via local 210 or remote communication 211.

[0099] Table 1 lists the embodiments and variations therefore as described herein. Table 1 lists mobile device 104
with POS 1083 transaction variations including communication modes of the mobile device 104 with the POS 103 and/or
the STS 120. In particular, for example, in Table 1, variation 1 is applicable when the mobile phone 104 uses SMS to
the STS 120 to communicate a UPTF SAS transaction message, and variation 2 is applicable when the mobile phone
104 uses SMS to the STS 120 or when the mobile phone 104 uses a short-range communication method to the POS
103, and so on.

Table 1:
Variation nos./mobile device 104 communication modes 1 2 2-1 3 3-1 4 4-1
Mobile Device Mode 1: Phone uses SMS to STS X X X X X
Mobile Device Mode 2: Phone uses short-range communication X X X
method to POS
Mobile Device Mode 3: Phone receives amount and approves X X
Mobile Device Mode: 4 POS uses short-range communication to X X X X
phone

[0100] The steps involved with the embodiments and variations thereof are described with reference to FIGS. 5-16.
FIGS. 5-16 are flowcharts of mobile device to POS authenticable transactions, according to the embodiments of the
present invention. According to an aspect of the embodiments, the user/customer/client 102 and mobile device 104 can
be collapsed together, since the mobile device 104 can automatically generate and/or reply to any UPTF SAS based
transaction messages, obviating any user input.

[0101] FIG. 5 is a flow chart of variation 1: Remote Communications 211 with the mobile POS 104.

[0102] Step 500. The merchant (cashier POS 103) sends a UPTF message to the STS 120 requesting a transaction
ID and receives a transaction ID (TID) reply from the STS 120. The merchant displays the details of the transaction on
a monitor (as in a normal store). This information may include the amount, a transaction ID and/or a POS ID to identify
the merchant. Then, the merchant sends a UPTF message to the STS 120, called the M-View 404, with the encrypted
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portion 406 containing the POS ID, transaction 1D, the amount, the Time stamp (but may or may not contain the device
ID of the mobile POS 104), using its preferred connection. According to an aspect of the embodiments, if the views 402,
404 do not contain a device ID, the transaction ID (since both the mobile device 104 and the POS 103 point to the
transaction identifier) can be usable to bind the views 402, 404 for STS 120 authentication and verification.

[0103] Step 502. The customer launches the mobile POS application 109 and enters the transaction ID and/or the
POS ID as obtained from the merchant in operation 500. The customer enters the PIN. The customer selects an account.
The mobile POS application 109 sends a UPTF message to the STS 120 using a cellular network 211, called the C-
View 402. The encrypted portion 406 contains the transaction 1D, the account, the time stamp and may or may not
contain the POS ID. According to an aspect of the embodiments, the UPTF SAS message 402, 404 agreement data
412 can be explicit transaction information, and/or implicit or abstracted transaction data, such as the transaction identifier
(TID) (as the case may be).

[0104] Step504.The STS 120receivesthe messages fromthe merchant 103 and the client 104. The STS 120 decodes
the messages and verifies the identity of the parties. The STS authorizes the transaction. The STS 120 sends receipt
messages to the merchant using its preferred connection 220 and to the customer over the cellular network 211.
[0105] FIG. 5 variation uses the remote messaging over the cellular network 211 to perform the communication from
the customer. This customer never explicitly acknowledges the amount of the transaction, except implicitly by optionally
typing in the transaction ID and PIN. In general, this method of transaction has been discussed in the above-identified
related co-pending patent applications.

[0106] FIG. 6 is a flowchart of variation 2: Local Communication 210 between the mobile POS 104 and the POS 103.
[0107] Step 600. The merchantoptionally sendsa UPTF message tothe STSrequesting atransaction ID (see operation
500). The merchant provides the details of the transaction, for example, on a monitor (as in a normal store). This
transaction information may include the amount, a transaction ID and/or a POS ID to identify the merchant 103.
[0108] Step 602. The customer launches the mobile POS application 109 and enters the transaction ID and/or the
POS ID as obtained from the merchant in operation 600. The customer enters the PIN. The customer selects a payment
account. The mobile POS application 109 locally via a short-range communication 210 sends a UPTF message to the
merchant 103 using the preferred local medium 210. The message can be a complete C-View 402, where the encrypted
portion 408 contains the time stamp, a nonce, and optionally contains the transaction ID, the account, and/or the POS
ID. If the length of the message is constrained, it is possible to send a shortened message consisting of the digest or
the nonce.

[0109] Step 604. The merchant 103 receives the local communication and sends both its UPTF M-View 404 message
and the received C-view 402 to the STS 120 via the communication channel 220. For example, the encrypted portion
408 of the M-view 404 containing the POS ID, the amount, the Time stamp, optional Transaction ID (but no device ID),
is transmitted from the POS 103 to the STS 120 using a preferred connection 220.

[0110] Step 606. The STS 120 receives both the messages from the merchant 103 and the client 104. The STS 120
decodes the messages and verifies the identity of the parties. The STS authorizes the transaction. The STS 120 can
send receipt messages to the merchant using its preferred connection 220 and to the customer over the cellular network
211.

[0111] FIG. 6 variation uses the local messaging 210 to perform the communication from the customer. For example,
after the customer types in the PIN to authorize the transaction, the mobile phone 104 creates a 2-d barcode containing
the complete C-View 402 message. The customer holds the phone display to an imager at the POS 103 that records
the barcode and creates a digital message. Again, this customer never explicitly acknowledges the amount of the
transaction, except implicitly by typing in the transaction ID and PIN. The receipts are delivered by the cellular network
211 to the phone 104.

[0112] FIG. 7 is a flowchart of variation 2-1: If the phone 104 is capable of receiving local communication via a short-
range communication 210 from the POS 103, then, at operation 706 (606 in FIG. 6), the receipts can be delivered by
the STS 120 to the POS 103 and the POS 103 can transmit the customer receipt to the phone 104 via local communication
210. Thiswill avoidthe needfor the mobile POS 104 to have any remote communication 211, thus reducing communication
211 traffic and cost.

[0113] FIG. 8is aflowchart of variation 3: Local Communication 210 from the POS 103 to the mobile phone POS 104:
[0114] Step 800: The POS 103 generates a local message via a short-range communication 210 to the phone 104,
called the T-Info that contains the transaction ID, the amount and the POS ID. The POS 103 also generates an M-View
404 and sends the same to the STS 120.

[0115] Step 802. The customer starts the mobile POS application 109. The phone 104 receives the local message
from the POS 103 and decodes the data. The user is asked to approve the transaction by entering the PIN. The Phone
104 generates a C-View message 402 containing a full UPTF message for the transaction. The phone sends the C-
View message 402 via the cellular network 211 to the STS 120.

[0116] Step 804. The STS 120 receives the messages 402, 404 from the merchant 103 and the client 104. The STS
120 decodes the messages and verifies the identity of the parties. The STS 120 authorizes the transaction. The STS
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sends receipt messages to the merchant 103 using its preferred connection 220 and to the customer 104 over the cellular
network 211.

[0117] FIG. 9 is a flowchart of variation 3.1: This variation uses 2-way local communication 210, i.e., both the phone
and the POS are capable of local communication via a short-range communication 210. At operation 900, the C-View
402 is first sent to the POS 103 as a local message, and, at operation 902, the POS 103 relays the same along with the
M-view 404 to the STS 120. Also, at operation 904, the merchant 103 sends the phone receipt to the phone 104 as a
local message via the short-range communication 210.

[0118] FIG. 10 is a flowchart of variation 4. This variation uses the cellular network 211 to send the transaction data
to the phone 104.

[0119] Step 1000. The merchant 103 provides, for example, displays on a monitor, the details of the transaction (as
in a normal store). This information may include the amount, a transaction ID and/or a POS ID to identify the merchant.
[0120] Step 1002. The user starts the mobile POS application 109 and enters the PIN. The phone 104 sends a message
to the POS 103 to identify itself using local communication 210. The message, called a CN-View 402 contains the device
ID and a nonce.

[0121] Step 1004. The merchant 103 sends both the M-View 404 and the CN-View 402 to the STS 120. The M-View
404 has the encrypted portion 406 containing the POS ID, transaction ID, the amount, and the Time stamp (but no device
ID).

[0122] Step 1006. The STS 120 generates a UPTF message for the mobile POS 104 called the T-View that contains
the transaction information, including amount, via the cellular network 211, based upon the received M-view 404 and
the CN-View 402 in operation 1004.

[0123] Step 1008. Thecustomer 104 approvesthetransactionby selecting OKand a C-View message 402 is generated.
The C-View message 402 is sent to the STS 120 over the cellular network 211.

[0124] Step 1010. The STS 120 receives the messages 402, 404 from the merchant 103 and the client 104. The STS
120 decodes the messages and verifies the identity of the parties. The STS 120 authorizes the transaction according
to the verification. At operation 1012, the STS 120 sends receipt messages to the merchant 103 using its preferred
connection 220 and to the customer 104 over the cellular network 211.

[0125] The FIG. 10 scheme has the STS 120 send the transaction details to the user for approval. It uses both remote
211 and local communication 210 with the mobile POS 104. FIG. 11 is a variation 4-1 of this scheme that transmits
transaction information to/from the STS 120 and the mobile POS 104 by using, at operations 1100, 1101, 1102, 1103,
1104 and 1105, only local communication 210 with the mobile POS 104 via the POS 103.

[0126] Benefits of the mobile device 104 communication modes are described next. A benefit of the mobile POS
communication mode 1 is the mobile POS 104 only needs to have an SMS plan, but does not need to have a wireless
Internet access plan from a wireless communication provider, reducing communication and device cost. A benefit of the
mobile POS communication mode 2 is the mobile device 104 only heeds short-range communication 210, but does not
need to have a wireless Internet access plan or an SMS plan, reducing communication cost. A benefit of the mobile
POS communication modes 3 and 4 are to reduce and minimize (as the case may be) user input at the mobile device
104, for example, to a single input PIE corresponding to a transaction type (i.e., a purchase) specification or identification
at the mobile POS 104 to conclude a transaction, such as a purchase, providing a substantial hew effect of inviting a
user 102 purchase.

[0127] Additional variations 5-8, mostly derived from the variations discussed above with more detailed options, are
discussed with reference to FIGS. 12-16 in which the numerals refer to action numbers described herein. FIG. 12 is an
action number legend 1200 for variations 5-8, according to an embodiment of the present invention. First the following
lower layer actions are defined:

[0128] In FIGS. 13-16, actions 1-3 concern the information displayed by the POS 103.

[0129] Action number 1. POS 103 displays a POS Identifier. Such an identifier, e.g., a phone number or a 10-digit
unique ID, could be posted on the POS itself

[0130] Action number 2. POS 103 displays a transaction identifier. The transaction identifier corresponds to the TID
inthe UPTF message (per the Secure Agreement Submission protocol). The transaction identifier is dynamically created
after the POS begins processing for a new transaction and is preferably generated after the amount of the transaction
has been identified and so that the transaction identifier can be cross-referenced with the transaction amount.

[0131] Action number 3. The POS 103 displays a purchase amount.

[0132] Actions 4-10 concern the information input by the user 102 to the mobile POS 104.

[0133] Action number 4. The mobile user starts the mobile POS application 109 on the mobile device 104.

[0134] Action number 5. The mobile user selects the physical POS option on the mobile POS application 109.
[0135] Action number 6. The mobile user enters the POS identifier in the mobile POS application 109; a POS identifier
is deemed as the DID of the POS 103.

[0136] Action number 7 (optional). The mobile user enters the transaction identifier in the mobile POS application 109.
[0137] Action number 8. The mobile user types her PIN in the mobile POS application 109.
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[0138] Action number 9 (optional). The mobile user types the purchase amount (amount of the transaction) in the
mobile POS application 109.

[0139] Action nhumber 10 (optional). The mobile user selects an account from the cache of accounts known to the
mobile POS application 109. If for some reason the chosen account is hot eligible for payment, the default account (or
some other alternate account of the consumer) will be used for the payment.

[0140] Actions 11-14 concern the messages and the formats created by the mobile device POS 104.

[0141] Action number 11. The mobile POS 104 creates a UPTF message for the specific POS identifier, and optionally
an amount of transaction and type of transaction (payment at a physical POS).

[0142] Action number 12. The mobile POS 104 creates a UPTF message for the specific transaction identifier, and
optionally an amount of transaction and type of transaction (payment at a physical POS).

[0143] Action number 13. The mobile POS 104 creates a UPTF message for the type of transaction (payment at a
physical POS), without specifying the amount of the transaction, a transaction identifier or a POS identifier. When STS
120 processes this message, the STS will assume that the amount of transaction and the POS identifier (essentially the
ID of the other transaction party) are those submitted in the POS’s UPTF message. This is possible in a case the POS
103 transmits to the STS 120 its message 404 and the mobile phone’'s message 402 (hence the two messages arrive
in the STS 120 together in the same action)

[0144] Action number 14. The mobile phone calculates the message digest (MD) 410 of the encrypted part of 11 or
12 or 13 (FIG. 14); the message digest of the encrypted part of the UPTF message can be much shorter than the
encrypted part of the UPTF message. For example, if MD5 (a hash function) is used on the UPTF message, the MD
410 will be 16 bytes and if SHA1 is used the MD 410 is 20 bytes; by contrast, a UPTF message can vary between 100
and 1024 bytes depending on the message type and the amount of padding. The mobile POS application’s 109 UPTF
message has no padding in this case of using an MD; since there is no way for the STS to know the padding parameters,
if the message includes padding the STS 120 will be unable to compute the complete UPTF message and then correctly
compute the MD for it. The complete UPTF message comprises of the DID of the mobile POS application 109 (DID of
the mobile POS 104) and the timestamp (both unencrypted) and of the aforementioned MD.

[0145] Actions 15-21 concerns the generation of the local communication 210 message by the mobile POS 104 and
processing of a local communication 210 based message received by the POS 103 from the mobile POS 104.

[0146] Action number 15. The mobile POS software 109 generates a barcode representation of the message in 11
or 12 or 13. A 2-D type of barcode is used; 2-D barcodes can "encode" up to 3K bytes. The mobile POS application 109
displays the barcode on a barcode screen, for example, display the barcode on a mobile phone POS 104 display.
[0147] Action number 16. The mobile POS software 109 generates an audio signal from the messagein 11 or 12 or 13.
[0148] Action number 17. The mobile POS software 109 generates a barcode or an audio signal as a series of tones
(similar to the tones in touch-tone phones), from the message in action number 14 (message digest based message -
FIG. 14).

[0149] Action number 18. The user of the mobile POS 104 presents the mobile POS 104 display with the displayed
barcode image to a barcode reader attached to the POS 103. The merchant’'s POS 103 might be equipped with (or is)
another mobile POS 103 with a camera that takes a picture of the barcode and either does local processing (extract
barcode from image) or sends image to STS 120 for server side processing along with the other POS’s message(s).
[0150] Action number 19. For example, a POS 103 barcode reader processes the displayed mobile POS 104 barcode
by converting the displayed image (barcode) to a series of characters, thus reproducing the UPTF message that was
used to generate the barcode in the first place.

[0151] Action number 20. The user of the mobile POS 104 starts the playback of the audio signal as she presents it
to a microphone of an audio signal processing device that will process the audio signal at the POS 103 or sends the
same for processing to the STS 120.

[0152] Action number 21. For example, the audio sighal processing device at the POS 103 processes the audio signal
and converts it to a series of characters, thus reproducing the UPTF message that was used to generate the audio signal
in the first place.

[0153] Action Number 22 concerns the message generated by the POS 103 to the STS 120. At action number 22,
the POS 103 generates its UPTF message for the transaction. The UPTF message does not include the device ID of
the mobile phone. This device ID can be inferred by the mobile phone's UPTF message since the POS transmits to the
STS its message and the mobile phone’s message (hence the two message arrive in the STS together in the same action).
[0154] Action humbers 23-26 concern the reception of the local communication by the POS with reference to FIG. 15.
[0155] Action humber 23. The mobile POS 104 user presents the mobile POS’s 104 display to a camera that captures
the mobile POS’s display (as an image); the camera is attached to the POS 103.

[0156] Action number 24. The mobile POS 104 user presents the mobile POS’s speaker to a microphone that captures
(records) the mobile POS'’s audio signal (as an audio signal); the microphone is attached to the POS 103.

[0157] Action number 25. The camera of 23 transmits the captured image to the STS 120 alongside with the UPTF
message generated by the POS 103.
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[0158] Action humber 26. The microphone of 24 transmits the captured audio to the STS 120 alongside the UPTF
message generated by the POS 103.

[0159] Action humbers 27-32 concern the processing of the messages by the STS 120 and the replies back from the
STS 120 to the POS 103 and mobile POS 104.

[0160] Action number 27. The Secure Transaction Server (STS) receives a UPTF message from the mobile POS
software 109 which was transmitted by the POS 103.

[0161] Action number 28. The STS 120 receives a UPTF message from the POS 103, which was transmitted by the
POS 108.

[0162] Action number 29. The STS 120 compares the mobile POS 104 and POS 103 messages 402, 404, and
processes them according to the SAS protocol.

[0163] Action number 30. The STS 120 determines whether the transaction should be authorized, according to the
SAS protocol.

[0164] Action number 31. The STS 120 sends a confirmation UPTF message for the transaction to the POS 103.
[0165] Action number 32. The STS 120 sends a confirmation SMS message for the transaction to the mobile POS
104 of the consumer 102.

[0166] Action humbers 33-34 concern the use of SMS or MMS to transmit messages with reference to FIG. 16.
[0167] Action number 33. The mobile POS application 109 sends a SMS to the STS 120 adding to its content the
message of 11 or 12 or 13 or 14. The encrypted part of the message is preferably encoded in HEXadecinal

[0168] Action number 34. The mobile POS application 109 sends a MMS to the STS 120 adding to its content the
message of 11 or 12 or 13 or 14. The encrypted part of the message is preferably encoded in HEXadecinal.

[0169] Actions 35-36 concern the use of RF as the local communication medium 210.

[0170] 35. The user of the WW sends a local communication to the POS using a short range RF device such as an
RF ID, Bluetooth, UWBYV or WiFi. The WW software generates an RF signal from the message in 11 or 12 or 13 or 14.
[0171] 36. The POS will recognize the RF communication and will receive the UPTF message. The POS 103 will
determine whether the message is intended for this POS by matching included information in the unencrypted portion
408 of the UPTF SAS message 402, such as transaction |D or POS ID.

[0172] Action humbers 37-42 concern local communication from the POS 103 to the mobile POS 104.

[0173] Action humber 37. The POS 103 will display on its monitor a barcode representing information contained in 1,
2, or 3 as local communication 210 to the mobile POS software 109.

[0174] Action number 38. The POS 103 will play on its speaker audio signals representing information contained in
1, 2, or 3 as local communication 210 to the mobile POS software 109.

[0175] Action number 39. The POS 103 will transmit on its RF signals on its local RF transmitter device representing
information contained in 1, 2, or 3 for local communication to the mobile POS software 109.

[0176] Action number 40. The camera on the mobile POS 104 and a software module decodes a barcode displayed
by the POS 103 for local communication 210 of information contained in 1, 2 or 3 to the mobile POS 104.

[0177] Action number 41. The microphone on the mobile POS 104 and a software module decodes an audio signal
from the POS 103 for local communication 210 of information contained in 1, 2 or 3.

[0178] Action nhumber 42. The local RF receiver device on the mobile POS 104 and a software module receives a
local RF signal from the POS 103 for local communication 210 of information contained in 1, 2 or 3.

[0179] Another variation is the following. The mobile POS 104 is equipped with a RFID chip (any type of RFID tag;
passive, active, or any combinations thereof) or Near Field Communication (NFC) chip. This addition might be simply
attached to the mobile device 104, without being integrated to the circuitry of thereof, or it might be part of the circuitry
thereof. In the latter case the software 109 of the mobile device 104 can communicate with the RFID or NFC chip. In
the former case, the software 109 of the mobile device 104 might not communicate with the RFID or NFC chip; for
example the RFID or NFC chip mightbe issued by the issuer of the mobile POS software 109 and be attached (physically)
(e.g., via adhesive or other coupling technology) to the mobile device 104. When the user performs a transaction, the
RFID reader at the POS 103 reads the RFID or NFC presence and thus identifies the transacting party. The owner of
the mobile POS 104 using the mobile POS software 109 further confirms the transaction, for example, via remote
communication with the STS 120. The POS 103 upon reading the RFID or NFC identifier transmits its UPTF message
to the STS 120 and the STS 120 waits for the consumer’s confirmation and/or authorization UPTF message to arrive
from the mobile device 104. In the meantime, the consumer starts the mobile POS application 109, types in a PIN
resulting in the mobile POS software 109 transmission of the appropriate UPTF message to the STS 120. Upon STS
120 receipt of this message, the STS 120, according to the UPTF protocol, approves or disapproves the transaction
and notifies the transacting parties accordingly. According to an aspect of the embodiments, the STS 120 can authen-
ticably approve the transaction, because the STS 120 has correlated the PIN and the mobile device 120 as identified
by the RFID or the NFC. This case requires a wireless transmission of the UPTF message from the mobile device 104
to the STS 120. Alternatively, the mobile POS software 109 may display a barcode or image (as previously discussed)
that is processed by the POS 103 (as previously discussed). The advantage of this variation is that it increases the
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security of using the RFID or NFC alone for purchasing. Alternatively, if the RFID or NFC, is capable of two-way com-
munication and it is integrated with the circuitry of the mobile POS 104, the transmission of the UPTF message from the
mobile POS 104 to the POS 103 is transmitted over the RFID or NFC, upon entering of the PIN (on the mobile device
104) by the consumer 102.

[0180] A method, and apparatus and computer readable medium, thereof, comprises providing a secure transaction
server (STS); providing an authentic point of sale (POS) device, according to a first authentication parameter of the STS;
providing an authentic mobile purchasing device, according to a second authentication parameter of the STS; providing
a short-range communication method between the POS device and the mobile purchasing device; correlating by the
STS a personal identification entry (PIE) and the authentic mobile purchasing device; transmitting, by the POS device,
a time dependent transformed secure POS authenticable POS purchase action to the STS; inputting (e.g., by a user
and/or automatically from a computer readable medium, such as memory, etc.) the PIE to the mobile purchasing device
to transmit a time dependent transformed secure user authenticable POS purchase action to the POS device via the
short-range communication method; and approving, by the STS, the POS purchase action for the POS device and for
the mobile purchasing device, according to the authentic POS device, and according to the authentic mobile purchasing
device and the STS correlating of the PIE and the authentic mobile purchasing device.

[0181] An apparatus, comprises means for providing an authentic point of sale (POS) device; means for providing an
authentic mobile purchasing device; means for a short-range communication between the authentic POS device and
the authentic mobile purchasing device to transmit a time dependent POS purchase action to the authentic POS device;
means for receiving the time dependent POS purchase action and for authenticating and verifying the time dependent
POS purchase action for the POS device and for the mobile purchasing device, according to the authentic POS device
and the authentic mobile purchasing device. According to an aspect of the embodiments, the means for providing the
authentic POS, the authentic purchasing device, and the authenticating and verifying the time dependent POS purchase
action is the UPTF SAS protocol.

[0182] According to an aspect of the embodiment, the POS device 103 and the mobile purchasing device 104 become
authentic and the transaction messages become authenticable, according to the STS correlation of each device with
respective PIEs, time dependency (for example, use of the Time Stamp in generating the key 352 as described herein),
and the STS authentication parameter. According to an aspect of the embodiment, the expression "transmitting" refers
to communicating or conveying information or knowledge via an image (e.g., a bar code image), audio, or wireless
communication connectivity technology, as described herein. So according to an aspect of the embodiments, forexample,
in case of a bar code image displayed on the display of the mobile device 104 or in case of audio as the short-range
communication method, the transmitting a time dependent transformed secure user authenticable POS purchase action
to the POS device comprises generating a bar code image or audio that is a representation of a UPTF SAS protocol
transaction message view 402 or 404 as a time dependent transformed secure authenticable transaction message, thus
providing a time dependent image or audio to prevent reuse of image or audio for replay or fraudulent transactions.
[0183] In view of the above described examples of preferred embodiments, an apparatus 104 suitable for use in
implementing the embodiments described herein can be any computing apparatus or machine, such as (in an unlimiting
example) a programmable device that can store, retrieve, and process data, allow mobile (wireless or radio) telecom-
munication with other computing devices and have one or more communicably connected components of computer/
computing processors, such as Central Processing Units (CPUs); input unit(s)/device(s) (e.g., microphone for voice
command/control, etc., keyboard/keypad, pointing device (e.g., mouse, pointer, stylus), touch screen, camera, scannetr,
etc.); output unit(s)/device(s) (e.g., computer display screen (including user interface thereof, such as graphical user
interface), speaker(s), printer(s), etc.); computer network interface(s), including known communication protocols thereof,
(e.g., mobile telephone (voice/data (Internet)) (cellular radio networks, satellite, etc.) network, radio frequency technology,
local area network, etc.); and recording media to store information/instructions, such as software (e.g., operating system,
wireless wallet software, etc.) and/or data (any known recording media, such as volatile and/or non-volatile memory
(Random Access Memory), hard disk, flash memory, magnetic/optical disks, etc.) for execution by a computing apparatus,
such as a computer/computing processor and/or electronic circuitry. The embodiments provide methods, apparatuses
(computer systems) and/or computer readable media for a wireless computing apparatus/device for physical Point of
Sale (POS) transactions. The POS 103 and STS 120 can be any computer.

[0184] The invention can be implemented as a computer program or computer program product, e.g., a computer
program tangibly embodied in an information carrier, e.g., in a machine-readable storage device or in a propagated
signal, for execution by, or to control the operation of, data processing apparatus, e.g., a programmable processor, a
computer, or multiple computers. A computer program can be written in any form of programming language, including
compiled or interpreted languages, and it can be deployed in any form, including as a stand-alone program or as a
module, component, subroutine, or other unit suitable for use in a data processing environment. A computer program
can be deployed to be executed on one computer or on multiple computers at one site or distributed across multiple
sites and interconnected by a communication network.

[0185] The many features and advantages of the embodiments described herein are apparent from the detailed
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specification and, thus, it is intended by the appended claims and equivalents to cover all such features and advantages
of the embodiments that fall within the true spirit and scope of the embodiments. Further, since modifications and changes
might occur to those skilled in the art, it is not desired to limit the embodiments to the exact construction and operation
illustrated and described, and accordingly all suitable modifications and equivalents may be resorted to, falling within
the scope of the embodiments.

Claims
1. A method, comprising:

providing a secure transaction server (STS);

providing an authentic point of sale (POS) device, according to a first authentication parameter of the STS;
providing an authentic mobile purchasing device, according to a second authentication parameter of the STS;
providing a short-range communication method between the POS device and the mobile purchasing device;
correlating by the STS a personal identification entry (PIE) and the authentic mobile purchasing device;
transmitting, by the POS device, atime dependent transformed secure POS authenticable POS purchase action
to the STS;

inputting, by a user, the PIE to the mobile purchasing device to transmit a time dependent transformed secure
user authenticable POS purchase action to the POS device via the short-range communication method; and
approving, by the STS, the POS purchase action for the POS device and for the mobile purchasing device,
according to the authentic POS device, and according to the authentic mobile purchasing device and the STS
correlating of the PIE and the authentic mobile purchasing device.

2. The method of claim 1, wherein the short-range communication method comprises one or more of an image, audio,
or wireless communication connectivity technology, or any combinations thereof.

3. The methodof claim 1 or 2, wherein the POS purchase action is a POS identifier or a purchase transaction identifier.

4. The method of any of the preceding claims, wherein the POS purchase action is a single user conformation of a
purchase.

5. The method according to any of the preceding claims, further comprising generating the transformed secure user
authenticable POS action and the transformed secure POS authenticable POS purchase action to the STS according
to Universal Pervasive Transaction Framework Secure Agreement Submission (UPTF SAS) protocol.

6. The method according to claim 5, wherein the POS purchase action further comprises a mobile purchasing device
identifier and the method further comprises calculating, by the POS device, a message digest of the mobile purchasing
device identifier and the POS identifier, the transaction identifier or the single purchase specification, and transmitting
the message digest to the POS device via the short-range communication method.

7. The method of any of the preceding claims, further comprising transmitting, by the POS device via the short-range
communication method, the POS purchase action to the mobile purchasing device.

8. The method of any of the preceding claims, wherein the POS purchase action identifies a payment for a good and/or
a service.

9. The method of any of the preceding claims, further comprising transmitting, by the mobile POS device, via a short
message service, or a multimedia message service, or any combinations thereof, the transformed secure user
authenticable POS purchase action to the STS.

10. The method of any of the preceding claims, further comprising transmitting, by the POS device, via a network the
transformed secure user authenticable POS purchase action and the transformed secure POS authenticable POS

purchase action to the STS for the approving of the POS purchase action.

11. The method of claim 10, wherein the approving comprises verifying a match between the transformed secure user
authenticable POS purchase action and the transformed secure POS authenticable POS purchase action.
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The method of any of the preceding claims, wherein the approving comprises settling by the STS a payment to the
POS for the POS purchase action.

The method of claim 11, wherein the approving comprises transmitting by the STS via a short message service, or
a multimedia message service, or any combinations thereof, a POS receipt to the mobile purchasing device.

The method of any of the preceding claims, wherein the POS device is an authentic mobile POS device, and the
method further comprises:

correlating by the STS a POS personal identification entry (PIE) and the mobile POS device;

inputting, by another user, the POS PIE and a POS action, to the mobile POS device to transmit the time
dependent transformed secure POS authenticable POS action to the STS; and

approving, by the STS, the POS action for the mobile POS device and POS purchase action for the mobile
purchase device, according to the STS correlating of the POS PIE and the authentic mobile POS device and
according to the STS correlating of the PIE and the authentic mobile purchasing device.

The method of claim 2 or any claim dependent thereon, wherein the image as a short-range communication method
comprises any type of barcode system, a camera system, a scanner system, or any combinations thereof at the
POS device and/or at the mobile purchasing device.

The method of claim 15, wherein the barcode system processes 2-Dimensional barcodes.

The method of claim 2 or any claim dependent thereon, wherein the audio as the short-range communication method
is any output audio sighal or Dual Tone Multi-Frequency tone, or voice, or any combinations thereof, and recognizer
(s) thereof, at the POS device and/or at the mobile purchasing device.

The method of claim 2 or any claim dependent thereon, wherein the Radio Frequency (RF) as the short-range
communication method is any type of wireless communication connectivity technology, including one or more of
Radio Frequency Identification (RFID), Bluetooth, WLAN, Near Field Communication (NFC), or any combinations
thereof, at the POS device and/or at the mobile purchasing device.

The method according to claim 18, wherein the mobile purchasing device comprises the RFID and/or the NFC as
integrated with device circuitry or attached to the mobile purchasing device independent of the mobile purchasing
device circuitry.

The method of any of the preceding claims, wherein the first and second authentication parameters are each a per-
message resettable time-dependent generated random number.

An apparatus, comprising:

a secure transaction server (STS);

an authentic point of sale (POS) device, according to a first authentication parameter of the STS, the authentic
POS communicatively connectable with the STS; and

an authentic mobile purchasing device, according to a second authentication parameter of the STS, and the
authentic mobile purchasing device communicatively connectable with the authentic POS device via a short-
range communication method,

wherein the authentic POS device transmits a time dependent transformed secure POS authenticable POS
purchase action to the STS;

wherein the STS correlates a personal identification entry (PIE) and the authentic mobile purchasing device,
wherein the mobile purchasing device receives the PIE and a POS purchase action to transmit based thereon
a time dependent transformed secure user authenticable POS purchase action to the POS device via the short-
range communication method between the POS device and the mobile purchasing device, and

wherein the STS approves the POS purchase action for the POS device and for the mobile purchasing device,
according to the authentic POS device, and according to the authentic mobile purchasing device and the STS
correlating of the PIE and the authentic mobile purchasing device.

An apparatus, comprising:
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means for providing an authentic point of sale (POS) device;

means for providing an authentic mobile purchasing device;

means for a short-range communication between the authentic POS device and the authentic mobile purchasing
device to transmit a time dependent POS purchase action to the authentic POS device;

means for receiving the time dependent POS purchase action and for authenticating and verifying the time
dependent POS purchase action for the POS device and for the mobile purchasing device, according to the
authentic POS device and the authentic mobile purchasing device.

23. The apparatus of claim 21 or 22, wherein the short-range communication method comprises one or more of an
image, audio, or wireless communication connectivity technology, or any combinations thereof.

24. An apparatus, comprising:

a secure transaction server (STS);

an authentic point of sale (POS) device, according to a first authentication parameter of the STS, the authentic
POS communicatively connectable with the STS; and

an authentic mobile purchasing device, according to a second authentication parameter of the STS, and the
authentic mobile purchasing device comprising a radio frequency identification tag attached thereto to commu-
nicatively connect with the authentic POS device,

wherein the authentic POS device transmits a time dependent transformed secure POS authenticable POS
purchase action to the STS;

wherein the STS correlates a personal identification entry (PIE) and the authentic mobile purchasing device,
wherein the mobile purchasing device uses the PIE and a POS purchase action to transmit based thereon a
time dependent transformed secure user authenticable POS purchase action to the STS via mobile phone
network, a short message service, or a multimedia message service, or any combinations thereof, and
wherein the STS approves the POS purchase action for the POS device and for the mobile purchasing device,
according to the authentic POS device, and according to the authentic mobile purchasing device and the STS
correlating of the PIE and the authentic mobile purchasing device.

25. A computer program which when downloaded onto an apparatus provides the apparatus according to any of the
preceding apparatus claims.

26. A computer program which when run on hardware carries out the method of any of the preceding method claims.
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Abstract Title: Automated shopping system using RFID tags

A conventional retail trolley 6 includes a built in LCD panel 5 to

display item amount 4 and price of item 3 to the customer
when filling the trolley 6. The items placed in the trolley have
RFID tags read by tag readers in the trolley and at an

automated the checkout where items 3 are read by the RFID

reader and shown on a display. When payment is made a

receipt can be printed and a gate 10 is automatically opened

allowing customer to exit.
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Automated shopping system

This invention relates to a system that uses RFID tags to speed up the shopping and
payment process through unmanned checkouts.

When customers use retail outlets they use conventional retail trolleys to collect their
goods when they have completed their shop they then commence to the nearest
checkout, normally there is a queue, and they have to unload all the goods from the
retail trolley onto a conveyor belt to allow the cashier to scan each item, the goods are
then packed into bags provided by the retail outlet and re-loaded into the retail trolley,
once they have paid they then push the retail trolley to the exit, all of this requires a
considerable length of time spent at the checkout.

Our invention solves this problem in the following way, the retail trolley has a built in
LCD panel which displays the total amount of items and the price of the last item
placed in the retail trolley, built into the display are solar panels to provide the power
to run the LCD display so making it maintenance free.

There is an RFID reader built into the LCD display to read the tags on each item as it
is placed into the retail trolley, underneath the retail trolley is a container which holds
plastic shopping bags when the customer brings the retail trolley into the store a
sensor at the entrance releases the catch on the container and the bags are made
available, each bag has an RFID tag so as it is taken out of the container it will be read
by the reader on the retail trolley and charged (optional) to the total bill at the
checkout.

The customer can fill the bags as they walk around the store thus saving time later, the
tag reader on the checkout can read the tags through the bags.

At the checkout the customer simply pushes the retail trolley up to the counter, the tag
reader built into the counter then reads the total amount of tags in the retail trolley and
displays the amount of items and the total price to pay on the counter display, the
customer can then place their loyalty points card and debit/credit card into the display,
type the pin number in and payment is taken deducting any available points from the
total bill, a receipt is printed and the gate is opened allowing the customer to leave the
shop, all of this has dramatically speeded up the time spent in the store and alleviates
any queues.

The invention will now be described solely by way of example and with reference to
the accompanying drawings in which:
Figure 1 shows a conventional retail trolley with LCD panel built into the handle.

Figure 2 shows the LCD panel and its layout with solar strip for power supply and
RFID reader.

Figure 3 shows retail trolley with LCD panel built into custom fitted handle.

Figure 4 shows retail checkout with RFID reader and card payment system.
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In figure 1 a conventional retail trolley 6 takes an LCD panel S built into handle 8,
attached to the underside of the retail trolley 6 is a shopping bag dispenser 7 the
customer places the bags in the retail trolley 6 and fills them making it easier to
unload later, each bag has an RFID tag and can be charged for as it enters the retail
trolley 6 the LCD panel 5 is powered by a solar panel 2 and is fitted with an RFID tag
reader 1 this reads the tags on the items placed in the retail trolley 6 and displays the
amount of items 3 and the value of the last item 4 placed in the retail trolley 6 on the
LCD panel 5.

Figure 2 shows the LCD panel 5 with built in solar panels 2 to power the unit the
LCD panel 5 displays the number of items 3 in the retail trolley 6 and the item price 4,
the information displayed is received from each items RFID tag that is read by the
RFID reader 1 which is part of the LCD panel 5.

Figure 3 shows the handle 8 and LCD panel 5 with item price 4 and number of items
3 attached to retail trolley 6 the LCD panel 5 can de fitted to any existing retail trolley
6 and can be incorporated into any handle design.

Figure 4 shows the automated checkout 14 with attached RFID reader panel 13 this
reads the tag attached to items in the retail trolley 6 and displays item price 4 and
number of items 3 on the display 9 the customer can cross check information
displayed on the LCD panel 5 attached to the retail trolley 6 payment is taken via
debit/credit card and pin number entered in unit 11 a receipt is printed from printer 12
and on completion of transaction gate 10 is opened and customer can push the retail
trolley to exit.
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Claims

1.

An automated shopping system comprising of LCD panel built into a
conventional retail trolley handle which displays price and amount of items
in the trolley, this can be cross checked at the automated checkout, there is
no need to unload the trolley onto a conveyor belt as the RFID reader reads
the tags in the trolley and displays the price and amount of items on the
checkout display, payment can be made by entering debit or credit card
manually, a receipt is printed when transaction is complete then the gate is
opened automatically so customer can exit.

An automated shopping system according to claim 2 in which the use of
RFID tags on products will be used to supply information to RFID readers
placed on the trolley and checkout.
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AN APPARATUS AND A METHOD FOR SECURE AUTHENTICATION

TECHNICAL FIELD

This invention relates to an apparatus for secure authentication. In particular, the
present invention relates to a mobile telephone having a function which is activated

using near field communication.

BACKGROUND TO THE INVENTION

Contactless payment technology enables mobile telephones to be used for payment
for goods and services. A mobile telephone may include contactless technology,
such as a near-field communications (NFC) transceiver, which enables the
telephone to act as contactless payment card, such as a bank card or credit card.
Rather than the payment card being a physical card, the payment card is a virtual
card stored on the mobile telephone. The mobile telephone may therefore have

several payment cards stored on it, for use with different services.

The mobile telephone includes a mobile wallet application in which the virtual cards
are accessed. In order to use a card, the user may log into the application using a
secure passcode. The mobile wallet is therefore protected against fraudulent use. If
someone steals the mobile telephone, they are unable to use any virtual payment
cards as the thief will not typically have the passcode. Alternatively, the device may
include no passcode, in which case the virtual money is not protected against

fraudulent use.

SUMMARY OF EXAMPLES OF THE INVENTION

An example of the invention provides a mobile computing device comprising a
communication module for communicating with an authentication tag, in which the
authentication tag is for enabling a secure function; wherein the communication
module is arranged to cause the authentication tag to transmit first authentication
data which may be received by the communication module; and wherein the device

determines if the first authentication data is valid, when it is received by the

APPL-1002
APPLE INC. / Page 333 of 3598



10

15

20

25

communication module, and if the first authentication data is valid, the device

executes the secure function.

Examples of the invention provide a device which is easy to use, and allows a user a
initiate a secure function without having to use the user interface of the phone. The
user does not have remember a password/passcode. The device makes it more
difficult for a phone to be used by an unauthorised person. If the device is stolen,

the secure function can’t be initiated without the authentication tag.

In an example, the first authentication data is a tag ID and the mobile device
executes the secure function if the tag ID is stored on the device. This means
different tags with different IDs can be used for different secure functions.

Alternatively, one tag could be used for several secure functions.

In an example, the device further comprises a tag ID record in which tag IDs are
stored, wherein the device determines if a tag ID is valid by checking the tag ID

store.

In an example, the device further comprises a secure application, and wherein the
secure function is launching of the secure application. In an example, the secure
application has an associated application ID, and the authentication tag has second
authentication data which is the application ID. In an example, the secure application
is launched if the second authentication data matches the application ID of the
secure application. This enables the device to work out which secure application the

tag is for use with.

In an example, the secure application includes a plurality of options, and the
authentication tag may be used to cycle through said options. Therefore, in addition

to opening an application, the tag can be used to initiate other functions.

In an example, said secure application is an account access application which
includes an account record store, arranged to store user account details, and
wherein said secure function is activating a user account. In an example, said

secure application is arranged to communicate with a remote server. In an example,
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said user account details may be updated by communication with said remote
server. In an example, said authentication tag is used activate the secure

application to update said user account details.

In an example, the account access application is a mobile wallet and said user
account details are virtual bank cards. In an example, the authentication tag is for
activating a virtual bank card for payment. In an example, the mobile wallet includes
a plurality of bank cards, and the authentication tag is for cycling through the cards.
In an example, the communications module is further arranged to communicate with
a contactless payment point using said virtual bank card. One use of the device is to
store virtual bank cards on the device. The cards are activated for payment using
the authentication tag. Payments can only be made if the correct authentication card

is used to activate the card.

In an example, the device further comprises a public key, wherein authentication
data stored on the authentication tag is encrypted with a private key, and, in order to
read the authentication data, the mobile device uses the public key to decrypt the
data. In an example, wherein said tag ID is generated using one-time passcode
creation when the communications module communicates with the authentication
tag. In an example, wherein said tag ID is generated using challenge-response
when the communication module communicates with the authentication tag. These

encryption techniques can be used to add further layers of security to the device.

In an example, wherein the secure function may be initiation of a telephone call. The
device may be used for various secure functions, apart from a mobile wallet. For

example, imitating an emergency call.

In an example, said communications module is a near-field communications module,
and said authentication tag is an RFID tag and said data is stored as an NDEF
record. In an example, said secure function is initiated by bringing the mobile device
into close proximity with the authentication tag. In an example, said authentication
tag is located in an authentication card which has the dimensions of a credit card. In

an example, the authentication card is arranged to be attached to an item of clothing,
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and the secure function is initiated by moving the phone to the card. In an example,

the device is a mobile telephone.

In a further example embodiment, the present invention provides a cellular telephone
for communicating with a cellular telephone network, comprising a near-field
communication module for communicating with RFID tags, wherein the near-filed
communication module is arranged to cause any RFID tags brought into proximity
with the telephone to transmit a tag ID and an application |D stored on the tags, and
wherein the telephone includes a mobile wallet application, having an application 1D,
the mobile wallet application including at least one virtual bank card, and wherein the
telephone further includes a tag ID record, and when the communication module
receives the tag ID and application ID, it validates the tag by checking the tag ID is
stored in the tag ID record, and if valid, the telephone opens the mobile wallet

application and activates at least one virtual bank card.

In a further example embodiment, the present invention provides a method of

operating the device described above.

In a further example embodiment, the present invention provides a method
comprising: bringing an authentication tag and a mabile computing device into
proximity with each other; receiving, at a communication module of the device, first
authentication data, transmitted from the authentication tag; determining, on the
mobile device, if the first authentication data is valid; and executing a secure function

if the first authentication data is valid.

In a further example embodiment, the present invention provides a system
comprising: the mobile computing device described above; and an authentication

tag; wherein the authentication tag has first authentication data stored thereon.

In a further example embodiment, the present invention provides a computer
program to be run by a processor on a mobile computing device, to: determine if first
authentication data, received from an authentication tag, is valid; and execute a

secure function on the mobile device, if the first authentication data is valid.
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In a further example embodiment, the present invention provides a computer-
readable medium comprising instructions, which when executed by a mobile
computing device causes the device to: determining if first authentication data,
received from an authentication tag, is valid; execute a secure function, if the first

authentication data is valid.

This summary provides examples of the invention which are not intended to be
limiting on the scope of the invention. The features of the invention described above
and recited in the claims may be combined in any suitable manner. The
combinations described above and recited in the claims are not intended to limit the

scope of the invention.

Features and advantages associated with the examples of the invention will be

apparent from the following description of some examples of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

Examples of the invention are hereinafter described with reference to the

accompanying figures in which:

Figure 1 shows a mobile telephone and an authentication card in an example of the

invention;

Figure 2 is a schematic diagram showing some components of the mobile telephone

shown in Figure 1,

Figure 3 shows some details of the authentication card of Figure 1,

Figure 4 shows some of the applications and data stored in the memory of the

mobile telephone shown in Figure 1;

Figure 5 is a flow chart showing a method of operation of the mobile telephone

shown in Figure 1;
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Figure 6 shows the mobile telephone of Figure 1 during use;

Figure 7 shows a system which includes the mobile telephone of Figure 1.

Figure 8 is a flow chart showing a further method of operation of the mobile

telephone shown in Figure 1; and

Figure 9 is a flow chart showing a further method of operation of the m