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SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claimspriority to copending U.S.provisional patent application

entitled “FASTER AND MORE EFFICIENT DATA COMMUNICATION SYSTEM,”having

serial number 61/249,624, filed October 8, 2009, which is hereby incorporated herein by

referencein its entirety.

FIELD OF THE INVENTION

The present inventionis related to Internet communication, and moreparticularly, to

improving data communication speed and bandwidthefficiency on the Internet.

BACKGROUNDOF THE INVENTION

There are several trends in network and Internet usage, which tremendously increase the

bandwidththat is being used on the Internet. Onesuchtrendis that more and morevideois

being viewed on demand onthe Internet. Such viewing includesthe viewing of both large and

short videoclips. In addition, regular shows andfull-featured films may be viewed onthe

Internet. Another trend that is increasing the traffic on the Internet is that Web sites (such as

shopping portals, newsportals, and social networks) are becoming global, meaning that the Web

sites are serving people in manydiverse places on the globe, and thusthe data is traversing over

longerstretches of the Internet, increasing the congestion.

The increase in bandwidth consumption hascreated several major problems, a few of

which are described below:
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The problem for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed’ experienced by users is slow;

The problem for content owners ~- the tremendous amount of data being viewed by users is

costing large amounts of money in hosting and bandwidth costs; and

The problem for Internet Service Providers (ISPs) — the growth in Internettraffic is requiring the

ISPs to increase the infrastructure costs (communicationlines, routers, etc.) at tremendous

financial expense.

The need for a new methodof data transfer that is fast for the consumer, cheap for the

content distributor and does not require infrastructure investment for ISPs, has become a major

issue whichis yet unsolved.

There have been many attempts at making the Internet faster for the consumer and

cheaper for the broadcaster. Each such attemptis lacking in some aspect to become a

widespread, practical solution,oris a partial solution in that it solves only a subset of the major

problemsassociated with the increase in Internettraffic. Most of the previous solutions require

billions of dollars in capital investmentfor a comprehensive solution. Manyofthese attempts

are lacking in that muchofthe content on the Internet has become dynamically created per the

user and the session ofthe user(this is what used to be called the “Web2.0”trend). This may be

seen on the Amazon Website and the Salesforce Website, for example, where most of the page

views on these Websites is tailored to the viewer, andis thus different for any two viewers. This

dynamic information makesit impossible for most of the solutions offered to date to store the

content and provide it to others seeking similar content.

One solution that has beenin useis called a “proxy”. FIG. 1 is a schematic diagram

providing an example of use of a proxy within a network 2. A proxy, or proxy server4, 6, 8 isa

device that is placed between one or moreclients, illustrated in FIG. 1 as client devices 10, 12,
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14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Webservers 30, 32, 34

from which they are requesting the data. The proxyserver 4, 6, 8 requests the data from the Web

servers 30, 32, 34 on their behalf, and caches the responses from the Web servers 30, 32, 34, to

provideto other client devices that make similar requests. If the proxy server 4,6, 8 is

geographically close enough to the client devices 10, 12, 14, 16, 18, 20, and if the storage and

bandwidth of the proxy server 4, 6, 8 are large enough,the proxyserver4, 6, 8 will speed up the

requests for the client devices 10, 12, 14, 16, 18, 20 thatit is serving.

It should be noted, however, that to provide a comprehensivesolution for Internet surfing,

the proxy servers of FIG. 1 would needto be deployed at every point around the world wherethe

Internet is being consumed, andthe storage size of the proxy servers at each location would need

to be nearthe size ofall the data stored anywhere on the Internet. The abovementioned would

lead to massive costs that are impractical. In addition, these proxy solutions cannot deal well

with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deployed such

proxieslocally aroundthe world, andthat are serving a select small groupofsites on the Internet.

If all sites on the Web wereto be solved with such a solution, the capital investment would bein

the rangeofbillions of dollars. In addition, this type of solution does not handle dynamic
content.

To create large distribution systems without the large hardware costs involved with a

proxy solution, “peer-to-peerfile sharing”solutions have been introduced, such as, for example,

BitTorrent. FIG. 2 is a schematic diagram providing an example of a peer-to-peerfile transfer

network 50. In the network 50,files are stored on computers of consumers, referred to herein as

client devices 60. Each consumercan serve up data to other consumers, via the Internet 62, thus

taking the load of serving off of the distributors and saving them the associated costs, and

providing the consumer multiple points from which to download the data, referred to herein as
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peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-

peer solution must have somesort of index by whichto find the required data. In typical peer-to-

peerfile sharing systems, because the index is on a server80, or distributed among several

servers, the numberoffiles available in the system is not very large (otherwise, the server costs

would be very large, or the lookup time would be very long).

The peer-to-peer file sharing solution is acceptable in file sharing systems, because there

are not thatmany mediafiles that are of interest to the mass (probably in the order of magnitude

of millions of movies and songsthatare of interest). Storing and maintaining an index of

millions ofentries is practical technically and economically. However,if this system wereto be

used to serve the hundredsofbillions of files that are available on the Internet of today, the cost

of storing and maintaining such an index would be againin thebillions of dollars. In addition,

these types of peer-to-peer file sharing systemsare not able to deal with dynamic HTTP data.

In conclusion, there does not exist a system that enables fast transmission of most of the

data on the Internet, that does not incur tremendouscosts, and/or that provides only a very partial

solution to the problem of Internet traffic congestion. Thus, a heretofore unaddressed need exists

in the industry to address the aforementioned deficiencies and inadequacies.

SUMMARYOF THE INVENTION

The present system and methodprovides for faster and more efficient data

communication within a communication network. Briefly described, in architecture, one

embodimentof the system, among others, can be implemented as follows. A network is

provided for accelerating data communication, wherein the network contains: at least one client

communication device for originating a data request for obtaining the data from a data server; at

least one agent communication device which is assignedto the data server for receiving the data
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requestfrom the client communication device, wherein the agent keeps track of which client

communication devices have received responses to data requests from the assigned data server; at

least one peer communication devicefor storing portions of data received in response to the data

requestbythe at least one client communication device, wherein the portions of data may be

transmitted to the at least one client communication device upon request bythe client

communication device; and at least one acceleration server for deciding which agent

communication device is to be assigned to which data server and providing this information to

the at least one client communication device.

The present system and methodalso provides a communication device within a network,

wherein the communication device contains: a memory; and a processor configured by the

memory to perform thestepsof: originating a data request for obtaining data from a data server;

being assigned to a data server, referred to as an assigned data server; receiving a data request

from a separate device within the network, and keeping track of which client communication

devices within the network have received responsesto data requests from the assigned data

server; and storing portions of data received in response to the originated data request, wherein

the portions of data may be transmitted to communication device upon request by the

communication device.

Other systems, methods, features, and advantagesof the present invention will be or

becomeapparent to one with skill in the art upon examination of the following drawings and

detailed description.It is intendedthat all such additional systems, methods, features, and

advantagesbe included within this description, be within the scope of the present invention, and

be protected by the accompanyingclaims.
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BRIEF DESCRIPTION OF THE DRAWINGS

Manyaspects ofthe invention can be better understood with reference to the following

drawings. The components in the drawingsare not necessarily to scale, emphasis instead being

placed upon clearly illustrating the principles of the present invention. Moreover, in the

drawings,like reference numerals designate correspondingparts throughoutthe several views.

FIG.1 is a schematic diagram providinga prior art example of use of a proxy within a

network.

FIG, 2 is a schematic diagram providing a prior art example of a peer-to-peerfile transfer

network.

FIG, 3 is a schematic diagram providing an example of a communication network in

accordance with the present invention.

FIG. 4 is a schematic diagram furtherillustrating a communication device of the

communication network of FIG.3.

FIG.5 is a schematic diagram furtherillustrating the memory of FIG.4.

FIG. 6 is a schematic diagram furtherillustrating elements of the acceleration application

of FIG. 5, as well as communication pathsofthe acceleration application.

FIG.7 is a chart further illustrating two of the main databases utilized within the

communication network.

FIG. 8 is a flowchart illustrating operation of the acceleration system initializer module.

FIG.9 is a flowchart furtherillustrating communication between different elements of the

communication network.
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FIG. 10 is a flowchart continuing the flowchart of FIG. 9 and focused on agent response

to the HTTP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt ofthe list of peers, or single peer listing, from the agent.

FIG. 12 is a flowchart illustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP requestisstill valid.

FIG. 13 is a flowchart outlining operation of the acceleration server.

FIG, 14 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodimentofthe invention.

FIG. 15 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodiment of the invention, detailing the communication betweentheclient and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

DETAILED DESCRIPTION

The present system and method providesfor faster and moreefficient data

communication within a communication network. An example of such a communication

network 100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3

contains multiple communication devices. Due to functionality provided by software stored

within each communication device, which may be the same in each communication device, each

communication device may serveasa client, peer, or agent, depending upon requirementsofthe

network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regardto the description of FIG.4.
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Returningto FIG. 3, the exemplary embodimentofthe network 100 illustrates that one of

the communication devices is functioning as a client 102. The client 102 is capable of

communication with one or more peers 112, 114, 116 and one or more agents 122. For

exemplary purposes,the network contains three peers and oneagent, although it is noted that a

client can communicate with any numberof agents andpeers.

The communication network 100 also contains a Web server 152. The Webserver152is

the server from which the client 102 is requesting information and may be, for example, a typical

HTTPserver, such as those being used to deliver content on any of the many such servers on the

Internet. It should be noted that the server 152 is not limited to being an HTTPserver . In fact, if

a different communication protocol is used within the communication network,the server may be

a server capable of handling a different protocol. It should also be noted that while the present

description refers to the use of HTTP,the present invention mayrelate to any other

communication protocol and HTTPis not intendedto be a limitation to the present invention.

The communication network 100 further contains an acceleration server 162 having an

acceleration server storage device 164. As is described in moredetail herein, the acceleration

server storage device 164 has contained therein an acceleration server database. The acceleration

server database stores Internet protocol (IP) addresses of communication devices within the

communication network 100 having acceleration software stored therein. Specifically, the

acceleration server database contains stored therein a list of communication devices having

acceleration software stored therein that are currently online within the communication network

100. For each such agent, the acceleration serverassignsa list of IP addresses.

In the communication network 100 of FIG.3, the application in the client 102 is

requesting information from the Web server 152, which is why the software within the

communication device designated this communication device to work as a client. In addition,

since the agent 122 receives the request from the client 102 as the communication device closest
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to the Web server 152, functionality of the agent 122, as provided by the software ofthe agent

122, designates this communication device to work as an agent. It should be noted, that in

accordance with an alternative embodimentofthe invention, the agent need not be the

communication device that is closest to the Web server. Instead, a different communication

device may beselected to be the agent.

Since the peers 112, 114, 116 contain at least portions ofthe information sought by the

client 102 from the Webserver 152, functionality of the peers 112, 114, 116, as provided by the

software ofthe peers 112, 114, 116, designates these communication devices to work as peers. It

should be noted that the process of designating clients, agents, and peers is describedin detail

herein. It should also be noted that the numberofclients, agents, peers, acceleration servers,

Webservers, and other components of the communication network 100 may differ from the

numberillustrated by FIG. 3. In fact, the numberofclients, agents, peers, acceleration servers,

Webservers, and other components of the communication network 100 are not intended to be

limited by the current description.

Prior to describing functionality performed within a communication network 100, the

following further describes a communication device 200, in accordance with a first exemplary

embodiment ofthe invention. FIG.4 is a schematic diagram furtherillustrating a communication

device 200 of the communication network 100, which contains general componentsof a

computer. As previously mentioned, it should be noted that the communication device 200 of

FIG. 4 mayserve as a client, agent, or peer.

Generally, in terms of hardware architecture, as shown in FIG.4, the communication

device 200 includes a processor 202, memory 210, at least one storage device 208, and one or

more input and/or output (I/O) devices 240 (or peripherals) that are communicatively coupled via

a local interface 250. The local interface 250 canbe, for example but not limited to, one or more

busesor other wired or wireless connections, as is known in the art. The local interface 250 may
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have additional elements, which are omitted for simplicity, such as controllers, buffers (caches),

drivers, repeaters, and receivers, to enable communications. Further, the local interface 250 may

include address, control, and/or data connections to enable appropriate communications among

the aforementioned components.

The processor 202 is a hardware device for executing software, particularly that stored in

the memory 210. The processor 52 can be any custom made or commercially available

processor, a central processing unit (CPU), an auxiliary processor among several processors

associated with the communication device 200, a semiconductor based microprocessor(in the

form of a microchip orchip set), a macroprocessor, or generally any device for executing

software instructions.

The memory 210, which is further illustrated and described by the description of FIG.5,

can include any one or combination of volatile memory elements (¢.g., random access memory

(RAM,such as DRAM, SRAM, SDRAM,etc.)) and nonvolatile memory elements(e.g., ROM,

harddrive, tape, CDROM,etc.). Moreover, the memory 210 may incorporate electronic,

magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a

distributed architecture, where various componentsare situated remote from one another, but can

be accessed by the processor 202.

The software 212 located within the memory 210 may include one or moreseparate

programs, each of whichcontains an orderedlisting of executable instructions for implementing
logical functions of the communication device 200, as described below. In the example of FIG.

4, the software 212 in the memory 210 at least contains an acceleration application 220 and an

Internet browser 214. In addition, the memory 210 may contain an operating system (O/S) 230.

The operating system 230 essentially controls the execution of computer programsand provides

scheduling, input-output control, file and data management, memory management, and

communication control and related services. It should be noted that, in addition to the
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acceleration application 220, Internet browser 214, and operating system 230, the memory 210

may contain other software applications.

While the present description refers to a request from theclient originating from an

Internet browser, the present invention is not limited to requests originating from Internet

browsers. Instead, a request may originate from an email program or any other program that

would be usedto request data that is stored on a Webserver,or other server holding data that is

requested by the client device.

Functionality of the communication device 200 may be provided by a source program,

executable program (object code), script, or any other entity containing a set ofinstructionsto be

performed. Whena source program,then the program needsto betranslated via a compiler,

assembler, interpreter, or the like, which may or maynot be included within the memory 210, so

as to operate properly in connection with the operating system 230, Furthermore,functionality of

the communication device 200 can be written as (a) an object oriented programming language,

which hasclasses of data and methods, or (b) a procedure programming language, which has

routines, subroutines, and/or functions.

The I/O devices 240 mayincludeinput devices, for example but not limited to, a

keyboard, mouse, scanner, microphone, efc. Furthermore, the I/O devices 240 may also include

output devices, for examplebutnotlimitedto,a printer, display, etc. Finally, the I/O devices 240

may further include devices that communicate via both inputs and outputs, for instance but not

limited to, a modulator/demodulator (modem;for accessing another device, system, or network),

a radio frequency (RF) or other transceiver, a telephonic interface, a bridge, a router, efc,

When the communication device 200 is in operation, the processor 202 is configuredto

execute the software 212 stored within the memory 210, to communicate data to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to
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the software 212. The software 212 and the O/S 230, in whole orin part, but typically thelatter,

are read by the processor 202, perhaps buffered within the processor 202, and then executed.

Whenfunctionality of the communication device 200 is implemented in software,as is

shownin FIG.4,it should be noted that the functionality can be stored on any computer readable

medium for use by or in connection with any computerrelated system or method. In the context

of this document, a computer readable medium is an electronic, magnetic, optical, or other

physical device or means that can contain or store a computer program foruse by or in

connection with a computerrelated system or method. The functionality of the communication

device 200 can be embodied in any computer-readable mediumfor use by or in connection with

an instruction execution system, apparatus, or device, such as a computer-based system,

processor-containing system,or other system that can fetch the instructions from theinstruction

execution system, apparatus, or device and execute the instructions. In the contextofthis

document, a "computer-readable medium" can be any meansthat can store, communicate,

propagate, or transport the program for use by or in connection with the instruction execution

system, apparatus, or device.

The computer readable medium canbe, for example but not limited to, an electronic,

magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, device, or

propagation medium. Morespecific examples (a nonexhaustivelist) of the computer-readable

medium would include the following: an electrical connection (electronic) having one or more

wires, a portable computer diskette (magnetic), a random access memory (RAM) (electronic), a

read-only memory (ROM)(electronic), an erasable programmable read-only memory (EPROM,

EEPROM,or Flash memory)(electronic), an optical fiber (optical), and a portable compactdisc

read-only memory (CDROM)(optical). Note that the computer-readable medium could even be

paperor another suitable medium upon whichthe program is printed, as the program can be

electronically captured,via for instance optical scanning ofthe paper or other medium,then
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compiled, interpreted or otherwise processed in a suitable mannerifnecessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the communication device 200 is

implemented in hardware, the functionality can be implemented with any or a combination ofthe

following technologies, which are each well known intheart: a discrete logic circuit(s) having

logic gates for implementing logic functions upon data signals, an application specific integrated

circuit (ASIC) having appropriate combinational logic gates, a programmable gate array(s)

(PGA), a field programmable gate array (FPGA),etc.

The atleast one storage device 208 of the communication device 200 may be one of many

different categories of storage device. Asis described in more detail herein, the storage device
208 may include a configuration database 280 and a cache database 282. Alternatively, the

configuration database 280 and cache database 282 may be located on different storage devices

that are in communication with the communication device 200. The description that follows

assumes that the configuration database 280 and cache database 282 are located on the same

storage device, however, it should be noted that the present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration data that is commontoall elements

of the communication network 100 andis used to provide set up and synchronization information

to different modulesof the acceleration application 220 stored within the memory 210, as is

describedin further detail herein. The cache database 282 stores responses to HTTP requests

that the communication device 200 has dispatched, either for its own consumption or on behalf

of other elements of the communication network 100. As is explained in additional detail herein,

the responses to HTTP requests are stored within the cache database 282 for future use by this

communication device 200, or for other communication devices within the communication

"Ex. 1071 - Page 16 Code200, UABv. BrightData Ltd.
Code 200's Exhibit 1071

Page 16 of 334



Ex. 1071 - Page 17 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 17 of 334

 
network 100 that need to retrieve this information and will use this communication device as

either a peer or an agent.

In addition to the abovementioned, as is explained in further detail herein, the cache

database 282 has stored therein a list of URLsthat the communication device is aware of (Le.,

has seen requests for), For each URL,the cache database 282 hasstored therein the URL itself,

HTTP headers returned by the Web Serverfor this URL, whenthelast time wasthat the contents

of this URL wasloadeddirectly from the Web Server, when the contents of the URL had last

changed on the Web Server, as well as a list of chunks that contain the contentsofthis URL,and

the chunksof data themselves. Chunksin the present description are defined as equally sized

pieces of data that together form the whole content of the URL. It should be notedthat while the

present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embodimentofthe invention, the chunks may instead be ofdifferentsize.

FIG. 5 is a schematic diagram furtherillustrating the memory 210 of FIG. 4. As shown

by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating system

level 260 and an application level 270. The operating system level 260 contains the operating

system 230, wherein the operating system 230 further contains at least one device driver 262 and

at least one communication stack 264. The device drivers 262 are software modulesthat are

responsible for the basic operating commandsfor various hardware devices ofthe

communication device 200, such as the processor 202, the storage device 208 andthe I/O devices

240. In addition, the communication stacks 264 provide applications of the communication

device 200 with a means of communicating within the network 100 by implementing various

standard communication protocols.

The application level 270 includes any application that is running on the communication

device 200. As a result, the application level 270 includes the Internet browser 214, which is

used to view informationthat is located on remote Web servers, the acceleration application 220,
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as described in more detail below,and any other applications 216 stored on the communication

device 200.

Asis explainedin additional detail below,the acceleration application 220 intercepts the

requests being madebyapplications of the communication device (client) that use the Internet, in

order to modify the requests and route the requests through the communication network. There

are various methodsthat may be used to intercept such requests. One such methodisto create an

 
intermediate driver 272, whichis also located within the memory 210, that attaches itself to all

communication applications, intercepts outgoing requests of the communication applications of

the communication device 200, such as the Internet browser 214, and routes the requests to the

acceleration application 220. Once the acceleration application 220 modifies the requests, routes

the requests to other system elements on the communication network 100, and receives replies

from other system elements of the communication network 100,the acceleration application 220

returns the replies to the intermediate driver 272, which provides the replies back to the

‘requesting communication application.

FIG,6 is a schematic diagram furtherillustrating elements ofthe acceleration application

220, as well as communication paths of the acceleration application 220. The acceleration

application 220 contains an acceleration system initializer module 222, whichis called when the

acceleration application 220is started. The acceleration system initializer module 222 is capable
ofinitializing all elements of the communication device 200 The acceleration application 220

also contains three separate modulesthat run in parallel, namely,a client module 224,a peer

module 226, and an agent module 228, each of which comesinto play according to the specific

role that the communication device 200 is partaking in the communication network 100 at a

given time. The role of each module is further described herein.

The client module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not limited to, 
Ex. 1071 - Page 18 Code200, UABv. Bright Data Ltd.
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Web pages, data, video, or audio. The client module 224 causes the communication device 200

havingthe client module 224 therein to intercept the information request and pass the

information request on to other elements of the communication network 100, such as, servers,

agents or peers. This processis further described in detail herein.

The peer module 226 provides functionality required by the communication device 200

when answering other clients within the communication network 100 and providing the other

clients with information that they request, which this communication device 200, having this

peer module 226 therein, has already downloaded at a separate time. This process is further

described in detail herein.

The agent module 228 provides functionality required when other communication devices

of the communication network 100 acting as clients query this communication device 200,

having this agent module 228 therein, as an agent, to obtainalist of peers within the

communication network 100 that contain requested information. This process is further

described in detail herein.

The acceleration application 220 interacts with both the configuration database 280 and

the cache database 282 of the storage device 208. As previously mentioned herein, the

configuration database 280 stores configuration data that may be common to all communication

devices of the communication network 100 and is used to provide setup and synchronization

information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210.

The cache database 282 stores responses to information requests, such as, for example,

HTTP requests, that the communication device 200 has dispatched, either for its own

consumptionor on behalf of other elements of the communication network 100. The responses

to HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other communication devices within the communication network 100 that need
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to retrieve this same information and will use this communication device 200 as either a peer or

an agent. This process is described in detail herein.

Information stored within the cache database 282 may include any information associated

with a request sent by the client. As an example, such information may include, Meta data and

actual requested data. For example, for an HTTP request for a video, the Meta data may include
the version of the Web server answering the request from the client and the data would be the

requested video itself. In a situation wherethere is no more room for storage in the cache

database, the software of the associated communication device may cause the communication

device to erase previous data stored in orderto clear room for the new data to store in the cache

database. As an example, such previous data may includedata that is most likely not to be used

again. Such data may be old data or data that is known to no longer be valid. The

communication device may chooseto erase the least relevant data, according to any ofseveral

methodsthat are well known in theart.

FIG. 7 is a chart furtherillustrating two of the main databasesutilized within the

communication network 100, namely, the acceleration server database 164 and the cache

database 282. As previously mentioned,the acceleration server database 164 stores IP addresses

of communication devices located within the communication network 100, which have

acceleration software stored therein. Specifically, the acceleration server database 164 contains

stored therein a list of communication devices having acceleration software stored therein that

are currently online within the communication network 100. The acceleration server assigns a

list of IP addresses to each communication device functioning as an agent. Each communication

device will be the agent for any Web servers whose IP addressis in the range ‘owned’ bythat

communication device. As an example, when a first ever communication device goes online,

namely, the first communication device as described herein having the acceleration application

220 therein, the acceleration server assignsall IP addresses in the world to this communication

device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP addresslist with the first communication

device, so that each of the communication devices will be responsible for a different part of the

world wide web servers.

The cache database 282 of the communication device 200 hasstoredthereinalist of

URLs286 of which the communication device 200 is aware. The communication device 200

becomes aware of a URL eachtime that the communication device 200 receives a request for

information located at a specific URL. As shown by FIG.7, for each URL 288 within thelist of

URLs286, the cache database 282 stores: the URL itself 290; HTTP headers 292 returned bythe

Web Server 152 for this URL; whenthelast time 294 wasthat the contents of this URL were

loaded directly from the Web Server 152; when the contents of the URL last changed 296 on the

Web Server 152; andalist of chunks 298that contain the contents of this URL,and the content

of the chunk. As previously mentioned, chunks, in the present description, are defined as equally

sized pieces ofdata, that together form the entire content of the URL, namely, the entire content

whose location is described by the URL. Asanon-limiting example, a chunk size of, for

example, 16KB can be used, so that any HTTPresponsewill be split up into chunks of 16KB. In

accordance with an alternative embodimentofthe invention,if the last chunk of the responseis

not large enoughtofill the designated chunk size, such as 16KB for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 300, the cache database 282 includes the checksum of the chunk

302, the data of the chunk 304itself, andalist of peers 306 that most likely have the data forthis

chunk. Asis described in additional detail herein, the data for the chunk may beused by other

clients within the communication network 100 when other communication devices of the

communication network 100 serve aspeers to the clients, from which to download the chunk

data.
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For each chunk, a checksum is calculated and stored along side of the chunkitself. The

checksum maybe calculated in any of numerous ways knownto those in the art. The purpose of

having the checksumis to be able to identify data uniquely, whereas the checksum is the “key”to

the data, where the data is the chunk. As an example,a client may want to load the contents of a

URL,resulting in the agentthat is servicing this request sending the checksumsofthe chunksto

the client, along with the peers that store these chunks. It is to be noted that there could be a

different peer for every different chunk. The client then communicates with each such peer, and

provides the checksum of the chunk that it would like the peer to transmit backto the client, The

peerlooks up the checksum (the key) in its cache database, and provides back the chunk(data)

that correspondsto this checksum (the key). As shownby FIG.7, for each peer 308 within the

list of peers 306, the cache database 282 includes the peer IP address 310, as well as the
connectionstatus 312 of the peer, which represents whetherthe peer 308 is online or not.

In accordance with one embodimentofthe invention, the cache database 282 may be

indexed by URL and by Checksum. Having the cache database indexed in this manneris .
beneficial due to the following reason. Whenthe agentis using the cache database,the agent

receives a request from a client for the URL that the client is looking for. In such a case the

agent needs the cache database to be indexed by the URL,to assist in findingalist of

corresponding peers that have the chunks of this URL. When the peers are using this cache

database,the peers obtain a request from the client for a particular checksum,andthe peers need

the database to be indexedby the checksum so that they can quickly find the correct chunk. Of

course, as would be understood by one having ordinary skill in the art, the cache database may
instead be indexed in any other manner.

Having described componentsof the communication network 100, the following further

describes how such components interact and individually function. FIG. 8 is a flowchart 300

illustrating operation of the acceleration system initializer module 222 (hereafter referred to as

the initializer 222 for purposes of brevity). It should be noted that any process descriptions or
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blocks in flowcharts should be understood as representing modules, segments, portions of code,

or steps that include one or moreinstructions for implementing specific logical functions in the

process, and alternative implementationsare included within the scopeof the present invention in

which functions may be executed out of order from that shown or discussed, including

substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonablyskilled in the art of the present invention.

Theinitializer 222 is the first element of the communication device 200 to operate as the

communication device 200 starts up (block 302). As theinitializer 222 starts, it first

communicates with the acceleration server 162 to sign up with the acceleration server 162. This

is performed by providingthe acceleration server 162 with the hostname, andall IP addresses

and media access control (MAC)addresses of the interfaces on the communication device 200

havingthe initializer 222 thereon.

In accordance with an alternative embodimentofthe invention, as shown by block 304,

the initializer 222 checks with the acceleration server 162 whether a more updated version of the

acceleration application software is available. This may be performed by any one of many

known methods, such as, but not limited to, by providing the version numberofthe acceleration

application software to the acceleration server 162. The message received back from the

acceleration server 162 indicates whether there is a newer version of the acceleration application

software or not. Ifa newerversion ofthe acceleration application software exists, the initializer

222 downloadsthelatest version of the acceleration application software from the acceleration

server 162, or fromadifferent location, andinstalls the latest version on the communication

device 200. In addition to the abovementioned,the initializer 222 may also schedule additional

version checksfor every set period of time thereafter. As an example,theinitializer 222 may

check for system updates every two days.
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As shownby block 306,the initializer 222 then redirects outgoing networktraffic from

the communication device 200 to flow through the acceleration application 162. As previously

mentioned, one way to redirect the outgoing networktraffic is to insert an intermediate driver

212 that intercepts and redirects the traffic. It should be noted that there are many other waysto

implement this redirection, which are well knownto those having ordinary skill in the art.

As shown by block 308,the initializer 222 then launches the client module 224 ofthe

communication device 200, and configures the client module 224 of the communication device

200 to interceptto all outgoing network communications of the communication device 200 and

route the outgoing network communicationsto the client module 224, from the intermediate

driver 272 or other routing method implemented. This is performed so that the client module

224 is able to receive all network traffic coming from the network applications, modify the

network traffic if necessary, and re-route the traffic. As is known bythose having ordinary skill

in the art, in order to re-route thetraffic, the traffic needs to be modified, as an example, to

changethe destination of requests.

As shown by block 310,the initializer 222 then launchesthe agent module 228 and the

peer module 226 to run on the communication device 200. The agent module 228 and peer
module 226 listen on pre-determined ports of the communication device 200, so that incoming

networktraffic on these ports gets routed to the agent module 228 and peer module 226. Asis

explained in further detail herein, the abovementioned enables the communication device 200 to

function as an agentand as a peer for other communication devices within the communication

network 100, as needed.

FIG. 9 is a flowchart 350 further illustrating communication between different elements

of the communication network 100, in accordance with the present system and method for

providing faster and more efficient data communication.
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As shown by block 352, an application runningontheclient 200 initiates a request for a

resource on a network. Such a request may be, for example, “GET

http://www.aol.com/index.html HTTP/1.1”. The request may come from an Internet browser

214 located on the client 200, where the Internet browser 214 is loading a page from the Internet,

an application that wants to download information from the Internet, fetch or send email, or any

other network communication request.

Throughthe intermediate driver 272, or other such mechanism as may be implemented

that is re-routing the communication to the client module 224 ofthe client 200, the resource

requestis intercepted by the client module 224 that is running on the client 200 (block 354). The

client module 224 then looks up the IP address of the server 152 thatis the target of the resource

request (e.g., the IP address of the Web server that is the host of www.aol.com in the example

above), and sends this IP addressto the acceleration server 162 (block 356) in order to obtain a

list of communication devices that the client 200 can useas agents (hereafter referred to as

agents). It should be noted that the process of performing an IP lookupfor a server is known by

one having ordinary skill in the art, and therefore is not described further herein.

In response to receiving the IP address of the server 152,the acceleration server 162

preparesa list of agents that may be suitable to handle the request from this IP address (block

358). The size ofthe list can differ based on implementation. For exemplary purposes,the

following provides an example wherea list of five agents is prepared by the acceleration server

162. Thelist of agents is created by the acceleration server 162 by finding the communication

devices of the communication network 100 that are currently online, and whose IP address is

numerically close to the IP of the destination Web server 152. A further description of the

abovementioned process is described herein.

As shown by block 360,the client module 224 then sends theoriginal request (e.g., “GET

http://www.aol.com/index.html HTTP/1.1”) to all the agents in the list received from the
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acceleration server 162 in order to find out whichofthe agents in thelist is best suited to be the

one agent that will assist with this request.

It should be noted that, in accordance with an alternative embodiment ofthe invention,

the communication device 200 may be connected to a device that is actually requesting data. In

such an alternative embodiment, the communication device would be a modular device

connected to a requesting device, where the requesting device, such as, for example, a personal

data assistant (PDA) or other device, would request data, and the communication device

connected thereto, either through a physical connection, wireless connection, or any other

connection, would receive the data request and function as described herein. In addition, as

previously mentioned, it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

FIG. 10 is a flowchart continuing the flowchart 380 of FIG. 9 and focused on agent

response to the request. As shown by block 382, upon receiving the request from the client 200,

each agent that received the request from the client responds to the client 200 with whetherit has

information regarding the request, which can help the client to download the requested

information from peers in the network. Specifically, each agent responds with whether the agent

has seen a previous requestfor this resource that has been fulfilled. In such a case, the agent may

then providethe client with the list of peers and checksumsofthe chunks that each of them have.

As shown by block 384,the client then decides which of the agents in the list to useas its

agent for this particular information request. To determine which agentin thelist to useasits

agentfor the particular information request, the client may consider multiple factors, such as, for

example, factoring the speed of the reply by each agent and whetherthat agent does or doesnot

have the information required. There are multiple ways to implementthis agent selection, one

practical way beingto start a timer of a small window oftime, such as, for example, 5ms, after

receiving thefirst response from the agents, and after the small window, choosing from thelist of
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agents that responded, the agent that has the information about the request, or in the case that

none of the agents responded, to choosethe first agent from the list received from the

acceleration server 162.

As shown by block 386,after selecting an agent, the client notifies the selected agent that

it is going to use it for this request, and notifies the other agents that they will not be used forthis

request. Theclient then sends the selected agent a request for the first five chunks of data of the

original information request (block 388). By specifying to the selected agent the requested

chunksby their order in the full response, the client receives the peer list and checksumsof the

requested chunks from the selected agent. As an example,for thefirst five chunkstheclient will

ask the selected agent for chunks onethroughfive, and for the fourth batch offive chunks the

client will ask the agent for chunkssixteen through twenty. As previously mentioned, additional

or fewer chunks maybe requestedat a single time.

As shownby block 390, after receiving the request from the client, the selected agent

determines whetherit has information regarding the requested chunks of data by looking up the

requestin its cache database and determiningif the selected agent has stored therein information

regarding peers of the communication network that have stored the requested data of the request,

or whetherthe selected agentitself has the requested data of the request stored in its memory. In

addition to determiningifthe selected agent contains an entry for this request in its database, the

selected agent may also determineifthis informationisstill valid. Specifically, the selected

agent determines whetherthe datathat is stored within the memory ofthe selected agent or the
memory ofthe peers, still mirrors the information that would have been received from the server

itself for this request. A further description ofthe processutilized by the selected agentto

determineif the information isstill valid, is described in detail herein.

As shownby block 392,if the information (requested data of the request) exists and is

still valid, then the agent prepares a responseto the client, which includes for each of the chunks:
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(1) the checksum of the chunk;(ii) a list of peers that according to the databaseof the selected

agent contains these chunks; and(iii) if these are the first five chunks ofthe information, then the

selected agent also provides the specific protocol's headers that would have beenreceived from

the server, had the initial request from the client been madedirectly to the server.

As shown by block 394,the list of peers for each chunk is sorted by geographical

proximity to the requesting client. In accordance with the present example, only the five closest

peers are keptin the list for every chunk, andtherest of the peers are discarded from this list. As

shown by block 396, the prepared response, namely,thelist of closest peers, is sent back to the

client. It should be noted that, if this were the last set of chunks to be provided for this request,

then it would be beneficial to include information about this to the client.

If the selected agent discovers that it does not have information about this request, or if

the selected agent discovers that the informationit has is no longer valid, the selected agent needs

to load the information directly from the server in order to be able to provide an answerto the

requesting client. As shown byblock 400,the selected agent then sendsthe request directly to

the server. The selected agentthen stores the information it receives from the server (both the

headers of the request, as well as chunksofthe responseitself) in its database,for this particular

response to the client, as well as for future use to otherclients that may request this data (block

402). The selected agent then prepares a response(list) for the client, where the response

includes the protocol headers(if these are the first five chunks), and the checksumsofthe five

chunks, and providesitself as the only peer for these chunks (block 404). Thislist is then sent

back to the client (block 406).

FIG. 11 is a flowchart 420 continuing the flowchart of FIG. 10, whichillustrates actions

taken uponreceiptofthelist of peers, or single peerlisting, from the agent. As shown by block

422, the client receives the response from the agent(including thelist of chunks andtheir

correspondingdata, including peers and other information previously mentioned) and, for each of
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the five chunks, the client sends a request to each ofthe peers listed for the chunk to download

the chunk. The chunk request that the client sends to each of the peersis the checksum ofthe

data that the client seeks to receive, whichis the key (identifier) of the chunk.

As shown by block 424,the peers then respond regarding whethertheystill have the

data of the chunk. As an example, someofthe peers maynot currently be online, some may be

online but may have discardedthe relevant information, and some maystill have the relevant

information, namely, the chunk. As shown by block 426,theclient then selects the quickest peer

that responds with a positive answer regarding the requested information,the clientlets that peer

know thatit is chosen to provide the client with the chunk,andthe client notifies the other peers

that they are not chosen.

As shownby block 428, the chosen peer then sends the chunk to theclient. It should be

noted that if no peers answerthe request oftheclient, the client goes back to the agent noting that

the peers were all negative, and the agenteither providesa list of 5 other agents, if they exist, or

the agent goes on to download the information directly from the Web server as happensin the

case where nopeers exist as described above.

Theclient then stores the chunksin its cache for future use (block 430), whenthe client

may needto provide the chunksto a requesting communication device when acting as a peer for

anotherclientthat is looking for the same information. As shown by block 432, if someof the

chunks were notloaded from anyofthe peers, the client requests the chunks again from the agent

in a next roundof requests, flagging these chunks as chunksthat were not loadable from the

client list of peers. In this situation, the agent will load the data directly from the server and

provide it back to the client.

The client then acknowledgesto the agent which of the chunksit received properly (block

434). The agent then looks up these chunksin the database ofthe agent, and addstheclient to
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the list of peers for these chunks, specifically, since this client is now storing these chunks, and

can provide these chunksto otherclients that turn to it as a peer (block 436).

As shownby block 438, the client then passes the data on to the Web browser or other

application of the client that madethe original request, for it to use as it had originally intended.

Theclient then checks whetherall of the chunksfor this request were received (block 440), by

checkingthe flag set by the agent. Specifically, when the agentis providing thelist of the last 5

chunks, the agent includesthat information aspart ofits replyto the client, whichis referred to

herein as a flag. This information is what enablesthe client to knowthat all information has

been received for a particular resource request.

If the last received chunks werenot the last chunksfor this request, the processing flow of

the client continues by returningto the functionality of block 384 of FIG. 10, but instead sending

the chosen agent a request for the next five chunksof data of the original information request.

Alternatively,if all chunks for this request were received, the request is complete, and the flow

starts again at block 352 of FIG. 9.

FIG,12 is a flowchart 500 illustrating steps taken by an agent, client, or peer to determine
whether a certain HTTP requestis still valid. Specifically, the following provides an example of

how the agent, client, or peer can determine whether particular data that is stored within the

memory of the agent, or the memory ofa peerorclient, still mirrors the information that is

currently on the Web server. As shown byblock 502, the HTTP request is looked upin the

cache database ofthe agent, client or peer that is checking the validity of the HTTP request. As

an example, the HTTP protocol, defined by RFC 2616, outlines specific methods that Web

servers can define within the HTTP headerssignifying the validity of certain data, such as, but

not limited to, by using HTTP header information suchas “max age”to indicate how long this

data may be cached before becoming invalid, “no cache”to indicate that the data may neverbe

cached, and using other information.

Code 200's Exhibit 1071

Page 30 of 334



Ex. 1071 - Page 31 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 31 of 334

 
As shown by block 504, these standard methodsofvalidation are tested on the HTTP

request information in question. As shown by block 506, a determination is made whetherthe

requested information that is stored is valid or not. If the requested information is valid, a

“VALID”responseis returned (block 508). Alternatively, if the requested informationis not

valid, an HTTP conditional requestis sent to the relevant Web server, to determineif the data

stored for this requestis still valid (block 510). If the data stored for this requestis still valid, a

“VALID”responseis returned (block 508). Alternatively, if the data stored for this requestis not

valid, an “INVALID”responseis returned (block 514). It should be noted, that the

abovementioned description with regard to FIG. 12 is an explanation of howto check if HTTP

informationis still valid. There are similar methods ofdetermining validity for any other

protocol, which may beutilized, and which those havingordinary skill in the art would

appreciate and understand.

FIG. 13 is a flowchart 550 outlining operation of the acceleration server, whose main

responsibility in the present system and methodis to provide clients with information regarding

which agents serve which requests, and to keep the network elementsall up to date with the latest

software updates. As shown by block 552, the acceleration server sends “keep alive”signals to

the network elements, and keeps track within its database as to which network elements are

online. As shown by block 554, the acceleration server continues to wait for a client request and
continues to determineif one is received.

Oncea request is received, the acceleration servertests the type of request received (block

556). If the client requestis to sign up the client within the network, an event that happens every

time that the client starts running on its host machine, then that client is addedto the list of

agents stored on the acceleration server, sorted by the IP addressof the client (block 558).

If the requestis to find an agent to use for a particular request, the acceleration server

creates a new agentlist, which is empty (block 560). The acceleration server then searches the

 nego sernemimemaenntinrenee
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agent database for the next 5 active agents whose IP address is closest to the IP address of the

server who is targeted in the request (block 562). In this context, 192.166.3.103 is closer to

192.166.3.212 than to 192.167.3.104. The acceleration server then sends this agentlist to the

client (block 564).

If instead, the request is to check the version ofthelatest acceleration software then the

acceleration server sends that network element(client, peer or agent) the version numberofthe

latest existing acceleration software version, and a URL from where to download the new

version,for the case that the element needs to upgrade to the new version (block 566).

While the abovementioned example is focused on HTTP requests for data, as previously

mentioned, other protocol requests are equally capable of being handled by the present system

and method. As an example, in separate embodiments the acceleration method described may

accelerate any communication protocol at any OSI layer (SMTP, DNS, UDP, ETHERNET,etc.).

In the following alternative embodiment,it is illustrated how the acceleration method may

accelerate TCPIP. Asis known by those having ordinary skill in the art, TCPIPis a relatively

low-level protocol, as opposed to HTTP,whichis a high level protocol. For purposes of

illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server

is a TCPIP server.
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In TCPIPthere are three communication commandsthat are ofparticularinterest, namely,

connect, write, and read. Connect is a commandissuedby an application in the communication

device thatis initiating the communication to instruct the TCPIP stack to connect to a remote

FIG. 49 - TCPIP ACCELERATION SYSTEM SETUP

JS 1900

ae04

JDA

 
communication device. The connect message includesthe IP address of the communication

device, and the port numberto connect to. An application uses the write commandtoinstructthe

TCPIP stack to send a message(i.e., data) to a communication device to whichit is connected.

In addition, an application uses the read commandto ask the TCPIP stack to provide the message

that was sent from the remote communication device to which it is connected. A communication

session typically exists of a connect, followed by a read and write on both sides.

FIG.14 is a flowchart 600 furtherillustrating TCPIP acceleration in accordance with this

alternative embodimentof the invention. As shown by blocks 601 and 602 when an application
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of the communication device makes a request to the communicationsstack to connect with the

TCPIP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that connect message from the communication device

application, which includes the IP address of the TCPIP server and the port to connectto, the

acceleration application in the client makes a requestto the acceleration server to find out who

the agent for the communication with the TCPIP server is. This step is performed in a similar

mannerto that described with regard to the main HTTP embodimentofthe invention (block

604). As shown by block 606, the server then provides the client withalist of agents, for

example, a primary agent and four others.

To establish a connection, as shown by block 608, the client issues a TCPIP connect with

the primary agent or one ofthe other agents if the primary agent does not succeed,to create a

connection with the agent. The client then sendsto the agentthe IP address of the TCPIP server

and connection port that were provided by the communication device application (block 610).

As shown by block 612,that agent in turn issues a TCPIP connect to the TCPIP server to the port

it received from theclient, to create a connection with the agent.

FIG.15 is a flowchart 800 furtherillustrating TCPIP acceleration in accordance with this

alternative embodimentofthe invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

As shown byblock 802,if the network application within the client wants to send a

message to the TCPIP server, the network application within the client writes the message to the

TCPIP stack in the operating system of the client. This WRITE command is received by the
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acceleration application ofthe client and handled in the mannerdescribed below. If the TCPIP

server wants to send a messageto the client, the TCPIP server writes the message to the TCPIP

stack of TCPIP operating system, on the connectionto the agent, sincethis agent is where the

server received the original connection. This WRITE commandis received by the acceleration

application of the agent and handled in the manner described below.

When the acceleration application ofthe client receives a message from the network

application ofthe client to be sentto the agent, or when the acceleration application of the agent

receives a message from the connection to the TCPIP serverthatis to be sentto the client, the

acceleration application proceeds to send the message to the communication deviceon the other

side. For instance, if the client has intercepted the message from the communication application,

the client sends the message to the agent, andifit is the agentthat intercepted the message from

the connection to the TCPIP server, such as the TCPIP server sending a messagethat is intended

for the communication with client, the agent sends the messagetotheclient in the following

Manner:

As shownby block 804, the acceleration application breaks up the contentofthe message

to chunks andcalculates the corresponding checksums,in the same manneras in the main

embodiment described herein. The acceleration application then looks up each checksum inits

cache database (block 806). As shown by block 808,the acceleration application checksif the

checksum exists in the cache database,. If it does, then, as shown by block 810, the acceleration

application preparesa list of peers that have already received the chunk of the checksum in the

past (if any), and adds the communication deviceofthe other side to the list of communication

devices that have received this chunk (addsit to the peer list of the checksum inits database), to
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be provided to other communication devices requesting this information in the future. As shown

by block 812, the list of peers is sent to the receiving communication device, which, as shown by

block 814 retrieves the chunks from the peers in the list received, in the same mannerasin the

main embodiment.

If the checksum does not exist within the cache database of the sending communication

device then, as shown byblock 820,the acceleration application adds the checksum and chunk to

its cache database, sends the chunk to the communication device on the other side, and adds the

other communication device to the list of peers for that checksum in its database.

As shownby block 816, a determinationis then made as to whetherall chunks have been

received. If all chunks havenotbeen received, the process continues on again from block 806.

Once all data has been received, as shown by block 818, the acceleration application

passes the data on to the requester. Specifically, in the client, the acceleration application passes

on the complete data to the communication application, andin the agent, the acceleration

application passes on the complete data to the requesting TCPIP server

It should be emphasized that the above-described embodimentsof the present invention

are merely possible examples of implementations, merely set forth for a clear understanding of

the principles of the invention. Many variations and modifications may be madeto the above-

described embodiments of the invention without departing substantially from thespirit and

principles of the invention. All such modifications and variations are intended to be included

herein within the scope ofthis disclosure and the present invention and protected by the

following claims.
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CLAIMS

Weclaim:

1. A networkfor accelerating and making moreefficient data communication;

comprising:

at least one client communication devicefor originating an original data request for

obtaining data from a data server;

at least one agent communication device whichis assigned to the data server for receiving

the data request from the client communication device, wherein the agent keepstrack of which

client communication devices within the network have received responsesto data requests or

portions thereof from the assigned data server;

at least one peer communication device having stored therein at least a portion of data

received in responseto a prior data request by a client communication device, wherein the prior

data request was for the samedata as requested duringthe originating data request, and wherein

the portion of data may be transmitted from the peer communication deviceto the at least one

client communication device upon request by the client communication device; and

at least one acceleration server for deciding which agent communication deviceis to be

assigned to which data server and providingthis information to theat least one client

communication device.

2. The network of claim 1, wherein each of the client communication device, peer

communication device, and agent communication device contain therein a client module, a peer

module, and an agent module, thereby allowing the client communication device, peer
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communication device, and agent communication device to serve as any ofa client

communication device, a peer communication device, and an agent communication device.

3. The network of claim 1, wherein the acceleration serverassignsa list of Internet

protocol addresses to each agent communication device.

4. The network of claim 1, wherein the acceleration server has stored therein a list of

online communication devices, including client communication devices, agent communication

devices, and peer communication devices.

5. The network of claim 1, wherein each client communication device, agent

communication device, and peer communication device maintain a list of data requests and data

responses that the communication device, agent communication device, and peer communication

device, respectively are respectively awareof, as well as in which communication device

associated data is stored.

6. The network of claim 1, wherein the data request from the client communication

device is an HTTP request, and wherein the server is a Web server.

7. The network of claim 6, wherein each client communication device contains a

storage device therein that stores a list of Uniform Resource Locators (URLs)thatthe client

communication device is aware of, each agent communication device contains a storage device
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therein that stores a list of URLsthat the agent communication device is aware of, and wherein

each peer communication device contains a storage device therein that stores a list of URLsthat

the peer communication device is awareof.

8. The network of claim 7, wherein within the storage device storing URLs, with

each URL,the storage devicealso has stored therein at least one of the group consisting of HTTP

headersreturned by the data serverfor this URL,a list of chunks that contain the contents of the

URL, wherein chunks are pieces of data that together form the entire content of the URL, and the

content of the chunk. \

9. The network of claim 1, wherein each client communication device contains a

storage device, wherein the storage device hasstored therein at least one of the group consisting

of a list of chunksthat contain contents associated with the data request, wherein chunks are

pieces ofdata that together form the entire content associated with the data request, and the

contentof the chunk, wherein the chunksare equally sized.

10. The network of claim 7, wherein within the storage device storing URLs, with

each URL,the storage device also has stored therein a list of chunks that contain the contents of

the URL, wherein chunksare pieces of data that together form the entire content of the URL, and

with each chunk, the data of the chunk itself, a checksum of the chunk, anda list of peers that

mostlikely have the data for this chuck.
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11. The network of claim 1, wherein the network contains multiple peer

communication devices, wherein the at least one agent communication device further keepstrack

of which peer communication devices haveatleast a portion of the requested data stored therein.

12. The network of claim 1, wherein the at least one acceleration server preparesa list

of agent communication devices that may besuitable to handle the data request.

13. The network of claim 12, wherein the list of agent communication devices that

may be suitable includes agent communication devices having an IP address that is numerically

close to the IP address of the data server.

14, The network of claim 12, wherein the client communication device selects an

agent communication device, notifies the selected agent communication devicethatit is being

used for the data request, and notifies any unselected agent communication devices that they are
not being used for the data request.

15. The network of claim 1, wherein the agent keeps track of peers andportions of

data stored within the peers, and whereinifthere is a portion of data necessary to fulfill the

original data request, yet the agentis not aware of any peer having the portion of data stored

therein, the agentitself queries the server for the missing portion of data and transmits the

missing portion of data to the requesting client communication device.
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16. The network of claim 1, wherein the agent keeps track of peers and portions of

data stored within the peers, and whereinif the at least one agent knowsofa specific peerthat

hasa portion of data necessary to fulfill the original data request stored therein, the agent

provides the specific peer as the peer to use for the portion of data necessary for fulfilling the

original data request.

17. A communication device within a network, comprising:

a memory; and

a processor configured by the memory to perform thestepsof:

originating a data request for obtaining data from a dataserver;

being assigned to a data server, referred to as an assigned data server:

receiving a data request from a separate device within the network, and keeping

track of which client communication devices within the network have received responsesto data

requests from the assigned data server; and

storing portions of data received in responseto the originated data request,

wherein the portions of data may be transmitted to communication device upon request by the

communication device.

18. The communication device of claim 17, wherein the communication device

further comprises a storage device that stores a list of Uniform Resource Locators (URLs) that

the communication device is aware of.
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19. The communication device of claim 18, wherein within the storage device storing

URLs, with each URL,the storage device also has stored therein at least one of the group

consisting of HTTP headers returned by the data server for this URL,a list of chunks that contain

the contents of the URL, wherein chunksarepiecesof data that together form the entire content

of the URL,and the content of the chunk.

20. The communication device of claim 17, wherein the communication device

contains a storage device, wherein the storage device has storedtherein at least one of the group
consisting ofa list of chunks that contain contents associated with the data request, wherein

chunksare pieces of data that together form the entire content associated with the data request,

and the content of the chunk, wherein the chunksare equally sized, wherein the chunksare

equally sized.

21, The communication device of claim 18, wherein within the storage device storing

URLs, with each URL,the storage device also hasstored therein a list of chunks that contain the

contents of the URL, wherein chunksare pieces of data that together form the entire content of

the URL, and with each chunk, the data of the chunk itself, a checksum of the chunk, andalist of

other communication devices that mostlikely have the data for this chuck.

22, The communication device of claim 17, wherein the data request is an HTTP

request, and wherein the data server is a Webserver.
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23.|The communication device of claim 17, wherein the processoris further

configured by the memory to perform the step of keeping track of which other communication

devices haveat least a portion ofthe requested data stored therein.

24. A network for accelerating and making moreefficient data communication;

comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device whichis assignedto the data server for receiving

the data request from the client communication device, wherein the agent keeps track of which

client communication devices within the network have received responsesto data requests or

portions thereof from the assigned data server; and

at least one acceleration server for deciding which agent communication device is to be

assigned to which data server and providing this information to theat least one client

communication device.

25.|A networkfor accelerating and making moreefficient data communication;

comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device whichis assigned to the data server for receiving

the data request from the client communication device, wherein the agent keeps track of which
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client communication devices within the network have received responses to data requests or

portions thereof from the assigned data server; and

at least one peer communication device having stored therein at least a portion of data

received in responseto a prior data request by a client communication device, wherein the prior

data request was for the same data as requested during the originating data request, and wherein

the portion of data may be transmitted from the peer communication device to the at least one

client communication device upon request by the client communication device.

26. A method for use within a system for sending messages between a requesting

client communication device having a client cache storage anda data server, via an agent

communication device having an agent cachestorage, andutilizing an acceleration server that

maintainsa list of client communication devices in the system, the method comprising the steps
of:

the requesting client communication device sending an identifier of the data server to the

acceleration server;

the acceleration server associating one or more client communication devices with the

data server and providing a list of the one or more client communication devices to the

requesting client communication device;

the requesting client communication device choosingoneofthe provided client

communication devices to be used as the agent communication device for communication with

the data server, and sending the agent communication device a message intended for the data

server;

the agent communication device determining if one or more ofthe client communication

devices have previously received a responseto the received message from the data server; and
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if there are one or more client communication devices that have previously received a

response to the received message from the data server, performingthe stepsof:

the agent communication device sending the requesting client communication

devicea list of the one or moreclient communication devices that have previously received the

response, wherein the one or more client communication devices that have previously received

the responseare referred to as peer communication devices;

the requesting client communication device retrieving the requested responsein

one or more parts from the one or more peer communication devicesin thelist:

the requesting client communication device storing the request and the response in

the client cache storage; and

the agent communication device storing the identifier of the requesting client

communication device in conjunction with the request and the response in the agent cache

storage.

27. The method ofclaim 26, where after receiving the message intendedfor the data

server, from the requesting client communication device, the agent communication device

checking if it has in the agent cache storage a response received to an identical messagesent by

the client communication device to the data server in the past, and if the agent communication

device does not know ofany client communication devices that have received a responseto this

message in the past, the following steps being performed:

the agent communication device sending the requesting client communication device

message to the data server;

the data server sending the response message back to the agent communication device;
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the agent communication device storing the requesting client communication device

message and the data server response messagein the agent cache storage;

the agent communication device sending the data server response back to the requesting

client communication device; and

the requesting client communication device storing the request and the responsein the

client cache storage.

28.|The method of claim 26, where the agent communication device separates the

reply it receives from the data server into one or more smaller chunks of data and stores those

chunks in the agent cache storage, wherethe data is stored as a list of chunksthat it comprisesof,

and for each chunk a checksum of that chunk is stored in conjunction with the chunk, as well as a

list of network elements that have been known to have received this portion ofdata in the past.

29, The method of claim 26, wherein thelist of one or more peer communication

devices includes only the peer communication devices that are the most beneficial to the

requesting client communication device in terms of speed of receiving information from the peer

communication devices.

30. The method of claim 29, wherein the client communication devicesthat are

determined by the agent communication device to be most beneficial are the client

communication devices that are closest to the requesting client communication device.
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3]. The method of claim 29, wherein the client communication devicesthat are

determined by the agent communication device to be most beneficial are the client

communication devices that have the best connection to the requesting network element.

32. The method ofclaim 26, wherein the data server performs the association between

the agent communication device and the data server by performing thesteps of:

the acceleration server keeping track ofall of the client communication devicesthatare

online; and

upon receiving the identifier of the data server from the requesting client communication

device, the acceleration server choosing oneor moreclient communication device outofall

online client communication devices, that are optimal to be used as the agent communication

device or devices for communicating with the data server.

33. The method of claim 32, wherein the client communication device chosen by the

acceleration server as the optimal agentis the client communication device out ofall online

client communication devices whose Internet Protocol (IP) addressis closest to the IP address of

the data server.

34. The method of claim 32, where the numberof agent communication devices

returned by the acceleration server to the client communication device is increased as the

acceleration device senses that the load on these agent communication devices increases.
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35, The method of claim 34, where the acceleration server senses the load on the

various potential agent communication devices by performingthesteps of:

whenthe client communication device receives the agent communication devicelist, the

client communication device sends the request to all agent communication devices; and

if the client communication device does not get a response from one or more agent

communication devices, the client communication device provides that information to the

acceleration server.

36. The method of claim 34, where the acceleration server senses the load on the

various potential agent communication devices by performing a periodic load check on each

potential agent communication device.

37, The method of claim 26, wherein the data server performs the association between

the agent communication device and the data server by performing the steps of:

the acceleration server keeping track ofall of the client communication devicesthat are

online; and

the acceleration server choosing one or more client communication devices that can be

used as the agent for communicating with the data server, prioritized geographically by a

geographical location of the requesting client, such that each ofthe client communication devices

in the list of client communication devicesis a higherpriority for a certain geography from which

requests from the requesting client communication device may bereceived.
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38. The method ofclaim 26, wherein the requesting client communication device

chooses the most suitable agent communication device out ofthe list of client communication

devices received from the acceleration server by testing which of the client communication

devicesis the quickest to respond to queries from the requesting client communication device.

39. The method of claim 27, wherein when the agent communication device makes

the requestto the data server, the agent communication device sendsto the data serverall of the

parameters that it received from the requesting client communication devicefor this request from

the requesting client communication device.

40. The method of claim 26, wherein the method that the agent communication device

uses to test if there are other client communication devices that received responsesto the same

message is performed by the stepsof:

when receiving and caching responses from the data server, the agent communication

device receiving and caching a validity variable that indicates in which situations the responseis

valid for the same type of request; and

the agent communication device checking the agent cache storage by looking up message

of the requesting client communication device,

wherein, if such a message exists and a response is cached, or information about

client communication devices that have received the response is cached,then the agent

communication device checks the validity variable of the entry of the request in the agent cache

storage, and

wherein, if the entry does not exist or the data is no longervalid, the agent

communication device assumesthat it does not have a responsestored for that request
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41.|The method of claim 26, wherein when the requesting client communication

device provides to the agent communication device a request with additional parameters, the

agent communication device stores these additional parameters in the agent cache storage in the

entry of the data request, and uses that information together with the request as a key when

looking upthe data in future lookups.

42. The method of claim 26, wherein the client communication device, agent

communication device, and peer communication deviceare referred to as network elements, and

wherein each network element containstherein a client module, a peer module, and an agent

module, thereby allowing each network elementto serve as any of a client communication

device, a peer communication device, and an agent communication device.

43. The method of claim 40, where the request from the requestingclient

communication device is an HTTP request for a URL, the data server is a Web server, and the

additional data that the agent communication device sends to the Web serverare the parameters

of the URL and cookies ofthe requesting client communication device and the validity variable

is the HTTP expiry time.

44. The methodof claim 26, wherein requests are selected from the group consisting

of UDP, DNS, TCP, FTP, POP3, SMTP, and SQL.
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45.|A method for use within a system for sending messages between a requesting

client communication device having a client cache storage and a data server, via an agent

communication device having an agent cachestorage, andutilizing an acceleration serverthat

maintains a list of client communication devices in the system, the method comprising the steps

of:

the requesting client communication device sending an identifier of the data server to the

acceleration server;

the acceleration server associating one or more client communication devices with the

data server and providingalist of the one or more client communication devicesto the

requesting client communication device;

the requesting client communication device choosing one of the provided client

communication devices to be used as the agent communication device for communication with

the data server, and sending the agent communication device a message intended for the data

server;

the agent communication device determining if one or moreofthe client communication

devices have previously received a response to the received message from the data server,

wherein the agent communication device separates the reply it receives from the data

server into one or more smaller chunks of data and stores those chunks in the agent cache

storage, where the data is stored as a list of chunksthat it comprises of, and for each chunk a

checksum of that chunk is stored in conjunction with the chunk, as well as a list of network

elements that have been known to have received this portion of data in the past; and
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if there are one or moreclient communication devices that have previously received a

responseto the received message from the data server, performingthe stepsof:

the agent communication device sending to the requesting client communication

devicea list of checksumsof the chunks that comprise the data server response where for each

such checksum, the agent communication device sends identifiers of client communication

devices that have received such checksumsfrom the agent communication device in the past,

wherein these client communication devices that have received such checksums from the agent

communication device in the past are referred to as peers;

the requesting client communication deviceretrieving the response or portions

thereof by requesting the chunksin the list from one or more peersin the list received from the

agent communication device;

the requesting client communication device storing the request and the responsein

the client cache storage; and

the agent communication device storing the identifier of the requesting client

communication device in conjunction with the chunksthat the requesting client communication

device received.
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ABSTRACT

A system designed for increasing network communication speed for users, while lowering

network congestion for content owners and ISPs. The system employs network elements

including an acceleration server, clients, agents, and peers, where communication requests

generated by applications are intercepted by the client on the same machine. The IP address of

the server in the communication request is transmitted to the acceleration server, which provides

a list of agents to use for this IP address. The communication request is sent to the agents. One

or more ofthe agents respond with a list of peers that have previously seen someorall of the

content whichis the responseto this request (after checking whetherthis datais still valid). The

client then downloads the data from these peersin parts andin parallel, thereby speeding up the

Webtransfer, releasing congestion from the Web by fetching the information from multiple

sources, and relieving traffic from Webservers by offloading the data transfers from them to

nearby peers.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSPC. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 

 
 APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO.1421

57449 FORMALITIES LETTER
SHEEHANPHINNEYBASS & GREEN, PA

ofo PETER NIEVES | MATA
1000 ELM STREET 00000042
MANCHESTER, NH 03105-3701

Date Mailed: 07/26/2010

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

An application number andfiling date have been accordedto this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfram the date of this Notice within whichtofile all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accampanied by the extensian fee under the provisions of 37 CFR 1.136(a).

«The oath or declaration is missing.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number andFiling Date, is required.
Note:If a petition under 37 CFR 1.47is being filed, an oath or declaration in compliance with 37 CFR 1.63
Signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The application is informal since it does not comply with the regulations for the reason(s) indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

« Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:

«The drawings havea line quality that is too light to be reproduced (weightof all lines and letters must
be heavy enough to permit adequate reproduction) or text thatis illegible (reference characters, sheet
numbers, and view numbers mustbe plain and legible) see 37 CFR 1.84(l) and (p)(1)); See Figure(s) 7 .

Applicant is cautioned that correction of the above items may cause the specification and drawings page countto
exceed 100 pages.If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

The applicant needs to satisfy supplemental fees problemsindicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

«To avoid abandonment, a surcharge (for late submissionoffiling fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items identified in this notice.
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SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $65 for a small entity
* $65 Surcharge.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450
Alexandria VA 22313-1450

Registered users of EFS-Web mayalternatively submit their reply to this notice via EFS-Web.
https ://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Webplease call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http:/Avww.uspto.gov/ebc.

If you are not using EFS-Web to submit yourreply, you must include a copy ofthis notice.

/mkanno/

 

Office of Data Management, Application Assistance Unit (671) 272-4000,or (671) 272-4200, or 1-888-786-0101
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UNITED StaTreS PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 
 

APPLICATION FILINGor GRP AR’

NUMBER 371 (¢) DATE UNI FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS§IND CLAIMS
12/836,059 07/14/2010 «2447 1442 19459-6102 CONFIRMATION NO.421

57449 FILING RECEIPT

SHEEHAN PHINNEYBASS & GREEN, PA

clo PETER NIEVES IAEAA000000042707992
1000 ELM STREET

MANCHESTER,NH 03105-3701

Date Mailed: 07/26/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Pleaseverify the accuracy of the data presented onthis receipt. If an error is noted onthis Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy ofthis Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Derry Shribman, Netanya, ISRAEL;
Ofer Vilenski, Netanya, ISRAEL;

Assignment For Published Patent Application
hola, Inc., Natanya, ISRAEL

Powerof Attorney: None

Domestic Priority data as claimed by applicant
This applin claims benefit of 61/249,624 10/08/2009

Foreign Applications

If Required, Foreign Filing License Granted: 07/22/2010

The country code and numberof your priority application, to be usedforfiling abroad under the Paris Convention,
is US 12/836,059

Projected Publication Date: To Be Determined - pending completion of Missing Parts

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughouttheterritory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and doesnoteliminate the need of applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help “toolkits” giving innovators guidance on howto protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184,if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
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the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be usedat any time onorafter the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 GFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Departmentof Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).
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IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

Application No.: 12/836,059

Applicant(s): Derry Shribman

Filing Date: July 14, 2010

Art Unit: 2447 Confirmation No.: 1421

Docket No.: 19459-6102 .
Title: SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE

EFFICIENT DATA COMMUNICATION

Mail Stop MISSING PARTS
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING PARTS
OF NON-PROVISIONAL APPLICATION 

Enclosed herewith in responseto the Notice to File Missing Parts of Non-

provisional Application mailed April 2, 2010 is the following document:

1. The Notice states that an Oath or Declaration is missing.

Enclosed please find an Executed Declaration (3 pages).

2. The Notice states that a new drawing sheet for Figure 7 is required. Attached

please find one(1) sheet, Figure 7.

3. The Notice states that a late Oath or Declaration Surcharge Fee in the amount of

$65.00 must be submitted.

Paymentof Fee(s)

The fee of $65.00 is to be paid as follows:

-]-
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Application No.: 12/836,059

[X] The Director is hereby authorized to chargeall fees, or credit an overpayment, to

Deposit Account No. 50-1304.

Asthis Responseis electronically-filed, a copy of the Notice to File Missing Parts

is not attached.

Respectfully submitted,
SHEEHAN, PHINNEY, BASS + GREEN,P.A.

Dated: September 27, 2010 
Attorney for Applicant
Registration No.: 48,173

Ex. 1071 - Page 81 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 81 of 334



Ex. 1071 - Page 82 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 82 of 334

i{ t

_ DECLARATION FOR UTILITY OR DESIGN
| PATENT APPLICATION (37 CFR 1.63) AND  

  

 
 

  
 

 
 
 

 

 
 
 

 
 

  
 

 

 

 

 

. POWER OF ATTORNEY [anne OM i
-AppiicationNo +12/8 36,089: Fon : 6 ce1sete} pens i ling Dai i duly 14,2075:: | Ll] Declaration Submitted With Initial Filing [-Filin j Date fa| OR |ConfirmationNo.: bem pmtin eo Pm etagrecas, _ Art Unit[X] Declaration Submitted after Initial Filing —i Le . - xaminer Namei _.__{surcharge (37 CER 1.16 (€))required) L. noe

|Therebydesignethalsetenennnenetinenneispein ——
Each inventor's residence, mailing address, and citizenship are as stated below next to their narne.

: { beleve the inventor(s) named belowto be the original ana first inventor(s) of the subject matter which is
: ; Claimed and for which a patent is sought on the invention entitied:
i pnnsai cone ene~ tn enn ne sess :| i | SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE | :

| | EFPICTENT DATA COMMUNICATION ' i

(Tile of the Invention)

: the specification of which |
_| is attached hereto

| | OR |
RR] was filed on uly14,2010 as United States Application Numberor PCT internationa: Agolication
| Number _12/836.059and was amended on (MM/DDIYYYY}anenrcrennrinnrndif applicable}. |

‘ i _ ai hereby state that i nave reviewed and understand the contents of the above identified specification,
i including the claims, as amended by any amendment specifically referred to above. i

} acknowledge the dutyto disclose information which is material to patentability as defined in 37 CFR
i 96, including for continuation-in-part applications, materia: information which became available between i
| thefiling date of the prior application and the national or PCT international fling date of the continuation.
| in-part application.

| aevance _ rece en etnnena nesta seve a J

SEND TO: Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22313-1450
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proencetnenernennensaenremasnranenavonnnnstennsemesfnenneonetnmnnetiesenticeneeenorre=etecSeisesteheeeneroHeerrrterneennahhtm
U.S. Patent and Trademark Office;

 

 
 

 

Reproduction of PTO/SB/O1 (07-05)
U.S. DEPARTMENTOF COMMERCE

UP hereby n foreignprioritybenefits under 35 USC.119(a}-(d)or(4),or 365{b) ofanyforeign
! application(s) for patent, inventor's or plant breeder'srights cartificate{s), or 365(a) of any PCT :

international application which designated at least one country other than the United States of America,
listed below and have also identified below, by checking the box, any foreign application for patent,

: inventer’s or plant breeders rights certificate(s), or any PCTinternational application haaving a filing date
_before that oftheapplication on whichpriority isclaimed.

 

  

 

 
r Prior Foreign “|Country |[ForeignFilingDate | PriorityNot|CertifiedCopy

Application Number(s) | : (MMIDDIYYY) | Claimed | Attached?
a YESNO

| : 

  
   

 
i

"hereto.
 

 

  

| Additional foreign application numbers are listed on a supplementary priority data sheet aftacshed

 

POWER OF ATTORNEY
| AS a named inventor, | hereby appoint the following attorney(s) and/or agent(s} to prosecutethis
| application and transactail businessin the Patent and Trademark Office connected therewith.
i
| [x The practioners/address associated with Customer Number: 57449. i
j Please direct all telephone calis to: Peter A. Nieves, Esq.

i Telephone. 603-627-8134 Facsimile: 802-441-2593 |
Email: pnieves@sheehan.com

OR

i
[2] Correspondence address below:

_ Country | Telephone
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 prececncmenenemnna evens neve tneernnetettsee aneennet sn

ki| DECLARATION- Utility or Design Patent Application
 Leesenenenannie ni pattiesettretitieeetintntieteiitinuiiitmnnetenenteninnt

|herebydeclare thatallstatements madeherein of my own knowledge are true andthat all
tatements made on information and belief are believed to be true: and further thet these statements
ere made with the knowledge that willful false statements and the like so made are punishable by :

| fine or imprisonment, or beth, under 16 U.S.C. 1001 and that such willful false staternents may jeopardize |
' the @ applicationofanypatentissued thereon,

 

 

 

  

  
i “amily Name or Surname
_ Shribman|

my se :
2H Aonesoreness a

 
 
 

 

—T Country
Netanya HL

| ! | 

 

 

wWaingRegeseo
| | Gad Manela Street

 
 

 
 
 

» Country
ab

 

“amily Name or Surname
anne Vilenski

 

 
 

 
 

 

 
Residence’ City| “TY6eunty ae ooh

. Netanya :

}
aL 1 US and IL 

"MailingAddress
1 GadManelaStreet
  | City —

Netanyaq
Leetenenb
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REPLACEMENT SHEET °

162

ACCELERATION DATABASE164 J
166 AGENT IP ADDRESS ONLINE/OFFLINE

>>> INDEXED BY: AGENT IP ADDRESS

CACHE DATABASE282
286 LIST OF URLS:
288 URL 1

290 URL

292 URL HTTP HEADERS
294 LAST CHECKED ON SERVER
296 LAST CHANGED ON SERVER
298 LIST OF CHUNKS FOR THIS URL:

300 CHUNK 1

302 CHUNK CHECKSUM
304 CHUNK DATA
306 LIST OF PEERS:

308 PEER1

310 PEER 1 IP ADDRESS

312 PEER 2 CONNECTION STATUS

FIG. 7
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Electronic Patent Application Fee Transmittal

Filing Date: 14-Jul-2010

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman 

Filer: Peter Anthony Nieves/Donna LeBlanc

Filed as Large Entity

Utility under 35 USC 111(a)Filing Fees

Sub-Totalin

USD($)Description Fee Code Quantity

Basic Filing:

Claims:
 

Miscellaneous-Filing:

Late filing fee for oath or declaration 1051 1 130 130

Petition:

 

 

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Miscellaneous:

Total in USD (S$)
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Electronic Acknowledgement Receipt
 

8507166

Confirmation Number:
 

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

 

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 57449

Filer Authorized By: Peter Anthony Nieves 

Attorney Docket Number: 19459-6102

Filing Date: 14-JUL-2010

Time Stamp: 17:02:55

 
 

Application Type: Utility under 35 USC 111(a) 

Paymentinformation:

Submitted with Payment

Payment Type Deposit Account 

Payment was successfully received in RAM $130

Deposit Account 501304

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)
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Miscellaneous Incoming Letter RESPtofile.pdf 8f599a6133534c091d986cflhb95b4b55ai

205152

Oath or Declarationfiled DECtofile.pdf 4bdc869efdd51 9d[807.3886l4a 240400162]
1839

Information: 

Drawings-only black and white line
drawings ReplacementSheetFIG_7.pdf 999a45e2804b 1 6b6ab6533a38847eb5 719}

28a94

Warnings: 

Information:

30420

9bd7 164ca0300c1f2afc5b67F47 1<085926d]
cal5

Fee Worksheet (PTO-875) fee-info.pdf

Warnings:

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidenceof receipt similar toa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
nationalstage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

 

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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Electronic AcknowledgementReceipt

Application Number: 12836059

International Application Number: 

Confirmation Number:

Adjustment date: 10/05/2010 MTEKLEMI
09/28/2010 INTEFSW 00004016 501304 :O1 FCs1051 130.00 CR *en36tsd
 

SYSTEM AND METHODFOR PROVIDING FASTER AND MOREEFFICIENT DATA
Title of Invention: COMMUNICATION 

  

 

 
10/05/2010 MTEKLEMI 00000002 501304 12836059

O1 FCs203t 65.00 DA

 
 First Named Inventor/Applicant Name

. Customer Number: 57449

Filer Authorized By: Peter Anthony Nieves

Derry Shripman

 
 
 
 
 
 
 

 Application Type Utility under 35 USC 111(a)  

Paymentinformation:

  
  
  

 

 Submitted with Payment

File Listing:

Document ses File Size(Bytes)/

yes

 
 

Multi Pages
Part /.zip| (ifappl.) 
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UNITED StaTreS PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 
 

APPLICATION FILINGor GRP AR’

NUMBER 371 (¢) DATE UNI FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS§IND CLAIMS
12/836,059 07/14/2010 2447 1507 19459-6102 CONFIRMATION NO.“a2

57449 UPDATED FILING RECEIPT

SHEEHAN PHINNEY BASS & GREEN, PA

c/o PETER NIEVES IAEAA
1000 ELM STREET QovQ0004
MANCHESTER,NH 03105-3701

Date Mailed: 10/12/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Pleaseverify the accuracy of the data presented onthis receipt. If an error is noted onthis Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy ofthis Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Derry Shribman, Netanya, ISRAEL;
Ofer Vilenski, Netanya, ISRAEL;

Assignment For Published Patent Application
hola, Inc., Natanya, ISRAEL

Powerof Attorney: The patent practitioners associated with Customer Number 57449

Domestic Priority data as claimed by applicant
This applin claims benefit of 61/249,624 10/08/2009

Foreign Applications

If Required, Foreign Filing License Granted: 07/22/2010

The country code and numberof your priority application, to be usedforfiling abroad under the Paris Convention,
is US 12/836,059

Projected Publication Date: 04/14/2011

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

Preliminary Class

709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughouttheterritory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and doesnoteliminate the need of applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help “toolkits” giving innovators guidance on howto protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184,if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
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the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be usedat any time onorafter the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 GFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Departmentof Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).
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Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
[| from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[_] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[_] See attachedcertification statement.

[|] The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

Xx] A certification statement is not submitted herewith.
SIGNATURE

A signatureof the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature. 
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Name/Print (4 ,
 

     This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis tofile (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Timewill vary depending upon the individual case. Any comments on the amountoftime you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

::

|

iii

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection ofthis information is 35 U.S.C. 2(b)(2); (2) furnishing ofthe information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Officeis to
process and/or examine your submission related to a patent application or patent. If you do notfurnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentofthe application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

 
3. A record in this system of records may be disclosed, as a routine use, to a Memberof Congress submitting a

' request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.|

: 4. A recordin this system of records may be disclosed, as a routine use, to a contractorof the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).|

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
maybe disclosed, as a routine use,to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

 
6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposesof

National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed,as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSAas part of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be madein accordance with the GSA regulations governing inspection of recordsforthis
purpose, and anyotherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed,as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the publicif the record wasfiled in
an application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomesawareofa violation or potential violation of law or regulation.
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This is not an USPTO supplied IDS fillable form

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submissionto enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSPC. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 

 
 APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO.1421

57449 PUBLICATION NOTICE

SHEEHANPHINNEYBASS & GREEN, PA

ofo PETER NIEVES MTA000000047147999
1000 ELM STREET

MANCHESTER, NH 03105-3701

Title:SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Publication No.US-201 1-0087733-A1
Publication Date:04/14/201 1

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http:/Awww.uspto.gov/pattt/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon paymentof the appropriate fee set forth
in 37 GFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's Office of
Public Records. The Office of Public Records can be reachedbytelephone at (703) 308-9726 or (800) 972-6382,
by facsimile at (703) 305-8759, by mail addressed to the United States Patent and Trademark Office, Office of
Public Records, Alexandria, VA 22313-1450orvia the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and the
dates of receipt of correspondencefiled in the Office, may also be accessed via the Internet through the Patent
Electronic Business Center at www.uspto.gov using the public side of the Patent Application Information and
Retrieval (PAIR) system. The direct link to accessthis status information is currently htto://pair.uspto.gov/. Prior to
publication, such status information is confidential and may only be obtained by applicant using the private side of
PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

 

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O, Box 1450
Alexandria, Virginia 22313-1450
www .uspto. gov

 
 
  APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO. 

12/836,059 07/14/2010 Derry Shribman 19459-6102 1421

57449 7590 09/13/2012

SHEEHAN PHINNEYBASS & GREEN, PA
c/o PETER NIEVES NGUYEN, MINH CHAU
1000 ELM S'TREE'T

MANCHESTER,NH 03105-3701 PAPER NUMBER
2442

MAIL DATE DELIVERY MODE

09/13/2012 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)

12/836,059 SHRIBMANETAL.

Office Action Summary Examiner Art Unit
MINH-GHAU NGUYEN 2442

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 4 MONTH(S) OR THIRTY (80) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Extensions oftime may be available under the provisions of 37 CFR 1.138(a). In no event, however, may a reply betimely filed
after SIX (6) MONTHS from the mailing date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period tor reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Anyreply received by the Office later than three monthsafter the mailing date of this communication, evenif timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s) filed on 14 July 2010.
2a)L] This action is FINAL. 2b) This action is non-final.
3)L An election was made bythe applicant in responseto a restriction requirementset forth during the interview on

____} the restriction requirement and election have beenincorporated into this action.

4)L] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5) Claim(s) 1-45 is/are pending in the application.
 

 

5a) Of the above claim(s) is/are withdrawn from consideration.

6)L] Claim(s)__ is/are allowed.
7)LJ Claim(s)___ is/are rejected.
8)L) Claim(s) is/are objected to.
9)] Claim(s) 1-45 are subject to restriction and/or election requirement.

Application Papers

10)L] The specification is objected to by the Examiner.
11)] The drawing(s)filed on 14 July 2010 is/are: a)[X] accepted or b)_] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacementdrawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

12)(] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)L] Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)LJ All b)L] Some * c)L] Noneof:
1. Certified copies of the priority documents have been received.
2.L] Certified copies of the priority documents have been received in Application No.|
3.L] Copies of the certified copies of the priority documents have been received in this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action fora list of the certified copies not received.

 
Attachment(s)

1) T Notice of References Cited (PTO-892) 4) CT Interview Summary (PTO-413)
2) CJ Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. ___
3) EX] Information Disclosure Statement(s) (PTO/SB/08) 5) L] Noticeof Informal Patent Application

Paper No(s)/Mail Date 02/07/2011. 6) oO Other:
U.S. Patent and Trademark Office

PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120908
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Application/Control Number: 12/836,059 Page 2
Art Unit: 2442

DETAILED ACTION

This Office Action is responsive to application 12/836059, filed on July 14, 2010.

Claims 1-45 are presented for examination.

Election/Restrictions

Restriction to one of the following inventions is required under 35 U.S.C. 121:

Group I. Claims 1-25, drawn to a system for assigning at least one agent

communication devices which establishes communication with data

serverin order to transfer data between a client and the data

server, classified in class 709, subclass 202.

Group Il. Claims 26-45, drawn to a methodfor processing data in response

to a significance characteristic of data transferred between the

devices, classified in class 709, subclass 207.

The inventions are distinct, each from the other because of the following reasons:

Inventions | and II are related as subcombinations disclosed as usable together

in a single combination. The subcombinationsare distinct if they do not overlapin

scope and are not obviousvariants, andif it is shown that at least one subcombination

is separately usable. In the instant case, subcombination II has separate utility such as

the requesting client communication device choosing one of the providedclient
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Application/Control Number: 12/836,059 Page 3
Art Unit: 2442

communication devices to be used as agent communication device which determiningif

one or more of the client communication devices has previously received a responseto

the received message from the data server and the determined client communication

devices that are the most beneficial to the requesting client communication device in

terms of speed or best connection of receiving information, which is lacked in

subcombination |; and subcombination | has separate utility such as at least one agent

communication device which is assigned by the at least one acceleration server to the

data serverfor receiving the data request from the client communication device, which

is lacked in subcombination Il. See MPEP § 806.05(d).

The examiner has required restriction between subcombinations usable together.

Where applicant elects a subcombination and claims thereto are subsequently found

allowable, any claim(s) depending from or otherwise requiring all the limitations of the

allowable subcombination will be examined for patentability in accordance with 37 CFR

1.104. See MPEP § 821.04(a). Applicant is advised that if any claim presented in a

continuation or divisional application is anticipated by, or includesall the limitations of, a

claim that is allowable in the present application, such claim may be subject to

provisional statutory and/or nonstatutory double patenting rejections over the claims of

the instant application.

Becausethese inventions are independentordistinct for the reasons given

above and there would be a serious burden on the examinerif restriction is not required

becausethe inventions have acquired a separate status in the art in view oftheir

different classification, restriction for examination purposesasindicated is proper.
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Because theseinventions are independentordistinct for the reasons given

above and there would be a serious burden on the examinerif restriction is not required

because the invention require a differentfield of search (see MPEP § 808.02),

restriction for examination purposes asindicated is proper.

Applicant is advised that the reply to this requirement to be complete must

include (i) an election of an invention to be examined even though the requirement be

traversed (37 CFR 1.143) and(ii) identification of the claims encompassing the elected

invention.

The election of an invention may be madewith or without traverse. To reserve a

right to petition, the election must be madewith traverse. If the reply does notdistinctly

and specifically point out supposederrors in the restriction requirement, the election

shall be treated as an election without traverse.

Should applicant traverse on the groundthat the inventions are not patentably

distinct, applicant should submit evidence or identify such evidence nowof record

showing the inventions to be obvious variants or clearly admit on the record thatthis is

the case.In either instance, if the examinerfinds one of the inventions unpatentable

overthe prior art, the evidence or admission may be usedin a rejection under 35 U.S.C.

103(a) of the other invention.

In accordance with U.S.C 133, a shortened statutory period on one month(not

less than 30 days) is hereby setforth to this Office Action. See also MPEP 710.02(b).

Ex. 1071 - Page 105 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 105 of 334



Ex. 1071 - Page 106 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 106 of 334

Application/Control Number: 12/836,059 Page 5
Art Unit: 2442

Corresponding Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH-CHAU NGUYEN whosetelephone numberis

(571)272-4242. The examiner can normally be reached on 7AM-3:30PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, GLENTON BURGESScan be reached on (571) 272-3949. The fax phone

numberfor the organization where this application or proceeding is assigned is 571-

273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on accessto the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a

USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR GANADA)or 571-272-1000.

/MINH-CHAU NGUYEN/

Primary Examiner, Art Unit 2442
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IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

Application No.: 12/836,059

Applicant: Derry Shribman

Filed: July 14, 2010 Examiner: Minh Chau Nguyen

TC/Art Unit: 2442 Confirmation No.: 1421

Docket No.: 19459-6102

Title:

RESPONSE AND AMENDMENT

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Examiner Nguyen:

This amendmentis being filed in response to the Restriction Requirement mailed

September 13, 2012. In response thereto, please enter the following election and consider the

following remarks.

Amendments to the Claimsare reflected in the listing of claims, which begins on page 2

of this paper.

Remarks/Arguments begin on page 18 ofthis paper.

AUTHORIZATION TO DEBIT ACCOUNT

It is not believed that extensions of time or fees for net addition of claims are required,

beyond those that may otherwise be provided for in documents accompanying this response.

However, in the event that additional extensions of time are necessary to allow consideration of

this response, such extensions are hereby petitioned under 37 C.F.R. § 1.136(a) and any fee

required therefore are hereby authorized to be charged to deposit account No. 501304.
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AMENDMENTS TO THE CLAIMS

Please substitute the following clean copy text for the pending claims of the same

number. Claims 1-25 have been withdrawn without prejudice.

1, (Withdrawn) A nctwork for accelerating and making more cfficicnt data

communication; comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device which is assigned to the data server for

receiving the data request from the client communication device, wherein the agent keeps track

of which client communication devices within the network have received responses to data

requests or portions thereof from the assigned data server;

at least one peer communication device having stored therein at least a portion of data

received in responseto a prior data request by a client communication device, wherein the prior

data request was for the same data as requested during the originating data request, and wherein

the portion of data may be transmitted from the pecr communication device to the at Icast onc

client communication device upon request by the client communication device; and

at least one acceleration server for deciding which agent communication deviceis to be

assigned to which data server and providing this information to the at least one client

communication device.

2. (Withdrawn) The network of claim 1, wherein each of the client communication

device, peer communication device, and agent communication device contain therein a client
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module, a peer module, and an agent module, thereby allowing the client communication device,

peer communication device, and agent communication device to serve as any of a client

communication device, a peer communication device, and an agent communication device.

3. (Withdrawn) The network of claim 1, wherein the acceleration server assigns a

list of Internet protocol addresses to each agent communication device.

4. (Withdrawn) The network of claim 1, wherein the acccleration server has stored

thereinalist of online communication devices, including client communication devices, agent

communication devices, and peer communication devices.

5. (Withdrawn) The network of claim 1, wherein each client communication device,

agent communication device, and peer communication device maintain a list of data requests and

data responses that the communication device, agent communication device, and peer

communication device, respectively are respectively aware of, as well as in which

communication device associated data is stored.

6. (Withdrawn) The network of claim 1, wherein the data request from the client

communication device is an HTTP request, and whercin the server is a Web server.

7. (Withdrawn) The network of claim 6, wherein each client communication device

contains a storage device therein that stores a list of Uniform Resource Locators (URLs) that the

client communication device is aware of, each agent communication device contains a storage
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device therein that stores a list of URLs that the agent communication device is aware of, and

wherein each peer communication device contains a storage device therein that stores a list of

URLsthat the peer communication device is awareof.

8. (Withdrawn) The network of claim 7, wherein within the storage device storing

URLs, with each URL,the storage device also has stored therein at least one of the group

consisting of HTTP headers returned by the data server for this URL,a list of chunksthat contain

the contents of the URL, whercin chunksare picces of data that together form the entire content

of the URL, and the content of the chunk.

9. (Withdrawn) The network of claim 1, wherein each client communication device

contains a storage device, wherein the storage device has stored therein at least one of the group

consisting of a list of chunks that contain contents associated with the data request, wherein

chunks are pieces of data that together form the entire content associated with the data request,

and the content of the chunk, wherein the chunks are equally sized.

10. (Withdrawn) The network of claim 7, wherein within the storage device storing

URLs, with each URL,the storage device also has stored therein a list of chunks that contain the

contents of the URL, whercin chunksare picces of data that together form the entire content of

the URL, and with each chunk, the data of the chunk itself, a checksum of the chunk, and a list of

peers that most likely have the data for this chuck.
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11. (Withdrawn) The network of claim 1, wherein the network contains multiple peer

communication devices, wherein the at least one agent communication device further keeps track

of which peer communication devices haveat least a portion of the requested data stored therein.

12. (Withdrawn) The network of claim 1, wherein the at least one acceleration server

preparesa list of agent communication devices that may be suitable to handle the data request.

13. (Withdrawn) The network of claim 12, wherein the list of agent communication

devices that may be suitable includes agent communication devices having an IP addressthat is

numerically close to the IP address of the data server.

14, (Withdrawn) The network of claim 12, wherein the client communication device

selects an agent communication device, notifies the selected agent communication device that it

is being used for the data request, and notifies any unselected agent communication devicesthat

they are not being used for the data request.

15. (Withdrawn) The network of claim 1, wherein the agent keeps track of peers and

portions of data stored within the peers, and wherein if there is a portion of data necessary to

fulfill the original data request, yct the agent is not aware of any peer having the portion of data

stored therein, the agent itself queries the server for the missing portion of data and transmits the

missing portion of data to the requesting client communication device.
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16. (Withdrawn) The network of claim 1, wherein the agent keeps track of peers and

portions of data stored within the peers, and wherein if the at least one agent knowsofa specific

peer that has a portion of data necessaryto fulfill the original data request stored therein, the

agent provides the specific peer as the peer to use for the portion of data necessary for fulfilling

the original data request.

17. (Withdrawn) A communication device within a network, comprising:

a memory; and

a processor configured by the memory to perform the stepsof:

originating a data request for obtaining data from a data server;

being assigned to a data server, referred to as an assigned data server;

receiving a data request from a separate device within the network, and keeping

track of which client communication devices within the network have received responses to data

requests from the assigned data server; and

storing portions of data received in responseto the originated data request,

wherein the portions of data may be transmitted to communication device upon request by the

communication device.

18. (Withdrawn) The communication device of claim 17, wherein the communication

device further comprises a storage device that stores a list of Uniform Resource Locators (URLs)

that the communication device is awareof.

6
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19. (Withdrawn) The communication device of claim 18, wherein within the storage

device storing URLs, with each URL,the storage device also has stored therein at least one of

the group consisting of HTTP headers returned by the data server for this URL,a list of chunks

that contain the contents of the URL, wherein chunksare pieces of data that together form the

entire content of the URL, and the content of the chunk.

20. (Withdrawn) The communication device of claim 17, wherein the communication

device contains a storage device, whercin the storage device has stored therein at Icast one of the

group consisting of a list of chunks that contain contents associated with the data request,

wherein chunksare pieces of data that together form the entire content associated with the data

request, and the content of the chunk, wherein the chunks are equally sized, wherein the chunks

are equally sized.

21. (Withdrawn) The communication device of claim 18, wherein within the storage

device storing URLs, with each URL, the storage device also has stored thereinalist of chunks

that contain the contents of the URL, wherein chunksare pieces of data that together form the

entire content of the URL, and with each chunk, the data of the chunk itself, a checksum of the

chunk, anda list of other communication devices that most likely have the data for this chuck.

22. (Withdrawn) The communication device of claim 17, wherein the data request is

an HTTPrequest, and wherein the data server is a Web server.
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23. (Withdrawn) The communication device of claim 17, wherein the processoris

further configured by the memory to perform the step of keeping track of which other

communication devices haveat least a portion of the requested data stored therein.

24. (Withdrawn) A network for accelerating and making moreefficient data

communication; comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device which is assigned to the data server for

receiving the data request from the client communication device, wherein the agent keeps track

of which client communication devices within the network have received responsesto data

requests or portions thereof from the assigned data server; and

at least one acceleration server for deciding which agent communication deviceis to be

assigned to which data server and providing this information to the at least one client

communication device.

25. (Withdrawn) A network for accelerating and making moreefficient data

communication; comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device which is assigned to the data server for

receiving the data request from the client communication device, wherein the agent keeps track

8
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of which client communication devices within the network have received responsesto data

requests or portions thereof from the assigned data server; and

at least one peer communication device having stored therein at least a portion of data

received in responseto a prior data request by a client communication device, wherein the prior

data request was for the same data as requested during the onginating data request, and wherein

the portion of data may be transmitted from the peer communication device to the at least one

client communication device upon request by the client communication device.

26. (Original) A method for use within a system for sending messages between a

requesting client communication device having a client cache storage and a data server, via an

agent communication device having an agent cache storage, and utilizing an acceleration server

that maintains a list of client communication devices in the system, the method comprising the

steps of:

the requesting client communication device sending an identificr of the data server to the

acceleration server;

the acceleration server associating one or more client communication devices with the

data server and providinga list of the one or more client communication devices to the

requesting client communication device;

the requesting client communication device choosing oneofthe provided client

communication devices to be used as the agent communication device for communication with

the data server, and sending the agent communication device a message intended for the data

server;
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the agent communication device determining if one or more of the client communication

devices have previously received a response to the received message from the data server; and

if there are one or more client communication devices that have previously received a

response to the received message from the data server, performing the stepsof:

the agent communication device sending the requesting client communication

device a list of the one or more client communication devices that have previously received the

response, wherein the one or more client communication devices that have previously received

the response are referred to as pecr communication devices;

the requesting client communication device retrieving the requested response in

one or more parts from the one or more peer communication devicesin thelist;

the requesting client communication device storing the request and the response

in the client cache storage; and

the agent communication device storing the identifier of the requesting client

communication device in conjunction with the request and the response in the agent cache

storage.

27. (Original) The method of claim 26, where after receiving the message intended

for the data server, from the requesting client communication device, the agent communication

device checkingif it has in the agent cache storage a response reccived to an identical message

sent by the client communication device to the data server in the past, and if the agent

communication device does not know ofany client communication devices that have received a

response to this messagein the past, the following steps being performed:

10
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the agent communication device sending the requesting client communication device

message to the data server;

the data server sending the response message back to the agent communication device;

the agent communication device storing the requesting client communication device

message and the data server response message in the agent cache storage;

the agent communication device sending the data server response back to the requesting

client communication device; and

the requesting client communication device storing the request and the responsein the

client cache storage.

28. (Original) The method of claim 26, where the agent communication device

separates the reply it receives from the data server into one or more smaller chunks of data and

stores those chunks in the agent cache storage, where the data is stored as a list of chunksthat it

comprises of, and for each chunk a checksum ofthat chunk is stored in conjunction with the

chunk, as well as a list of network elements that have been knownto have received this portion

of data in the past.

29.—(Original) The method of claim 26, wherein the list of one or more peer

communication deviccs includes only the pecr communication deviccs that are the most

beneficial to the requesting client communication device in terms of speed of receiving

information from the peer communication devices.

i

Ex. 1071 - Page 122 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 122 of 334



Ex. 1071 - Page 123 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 123 of 334

Serial No. 12/836,059
Attorney Docket No.: 19459-6102

30. (Original) The method of claim 29, wherein the client communication devicesthat

are determined by the agent communication device to be most beneficial are the client

communication devices that are closest to the requesting client communication device.

31. (Original) The method of claim 29, wherein the client communication devices that

are determined by the agent communication device to be most beneficial are the client

communication devices that have the best connection to the requesting network element.

32. (Original) The method of claim 26, wherein the data server performs the

association between the agent communication device and the data server by performing the steps

of:

the acceleration server keeping track of all of the client communication devices that are

online; and

upon receiving the identifier of the data server from the requesting client communication

device, the acceleration server choosing one or more client communication device out ofall

online client communication devices, that are optimal to be used as the agent communication

device or devices for communicating with the data server.

33. (Original) The method of claim 32, wherein the client communication device

chosen by the acceleration server as the optimal agent is the client communication device out of

all online client communication devices whose Internet Protocol (IP) address is closest to the IP

address of the data server.
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34, (Original) The method of claim 32, where the number of agent communication

devices returned by the acceleration server to the client communication device is increased as the

acceleration device senses that the load on these agent communication devices increases.

35. (Original) The method of claim 34, where the acceleration server senses the load

on the various potential agent communication devices by performing the steps of:

when the client communication device receives the agent communication devicelist, the

client communication device sends the request to all agent communication devices; and

if the client communication device does not get a response from one or more agent

communication devices, the client communication device provides that information to the

acceleration server.

36. (Original) The method of claim 34, where the acceleration server senses the load

on the various potential agent communication devices by performing a periodic load check on

each potential agent communication device.

37. (Original) The method of claim 26, wherein the data server performs the

association between the agent communication device and the data server by performing the steps

of:

the acceleration server keeping track ofall of the client communication devices that are

online; and

Ex. 1071 - Page 124 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 124 of 334



Ex. 1071 - Page 125 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 125 of 334

Serial No. 12/836,059
Attorney Docket No.: 19459-6102

the acceleration server choosing one or more client communication devices that can be

used as the agent for communicating with the data server, prioritized geographically by a

geographical location of the requesting client, such that each of the client communication devices

in thelist of client communication devicesis a higher priority for a certain geography from

which requests from the requesting client communication device may be received.

38. (Original) The method of claim 26, wherein the requesting client communication

device chooses the most suitable agent communication device out ofthe list of client

communication devices received from the acceleration server by testing which ofthe client

communication devicesis the quickest to respond to queries from the requesting client

communication device.

39, (Original) The method of claim 27, wherein when the agent communication

device makes the request to the data server, the agent communication device sendsto the data

serverall of the parameters that it received from the requesting client communication device for

this request from the requesting client communication device.

40. (Original) The method of claim 26, wherein the method that the agent

communication device uses to test if there are other clicnt communication devices that reccived

responses to the same message is performedbythe stepsof:

when receiving and caching responses from the data server, the agent communication

device receiving and caching a validity variable that indicates in which situations the response 1s

valid for the same type of request; and
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the agent communication device checking the agent cache storage by looking up message

of the requesting client communication device,

whercin, if such a message cxists and a responsc is cached, or information about

client communication devices that have received the response is cached, then the agent

communication device checks the validity variable of the entry of the request in the agent cache

storage, and

wherein, if the entry does not exist or the data is no longer valid, the agent

communication device assumesthat it does not have a response stored for that request

41. (Original) The method of claim 26, wherein when the requesting client

communication device provides to the agent communication device a request with additional

parameters, the agent communication device stores these additional parameters in the agent

cache storage in the entry of the data request, and uses that information together with the request

as a key when looking up the data in future lookups.

42. (Original) The method of claim 26, wherein the client communication device,

agent communication device, and peer communication deviceare referred to as network

elements, and wherein each network element contains therein a client module, a peer module,

and an agent module, thereby allowing each network elementto serve as any of a client

communication device, a peer communication device, and an agent communication device.
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43. (Original) The method of claim 40, where the request from the requesting client

communication device is an HTTP request for a URL, the data server is a Web server, and the

additional data that the agent communication device sends to the Web serverare the parameters

of the URL and cookies of the requesting client communication device and the validity variable

is the HTTP expiry time.

44, (Original) The method of claim 26, wherein requests are selected from the group

consisting of UDP, DNS, TCP, FTP, POP3, SMTP, and SQL.

45. (Original) A method for use within a system for sending messages between a

requesting client communication device having a client cache storage and a data server, via an

agent communication device having an agent cache storage, and utilizing an acceleration server

that maintainsa list of client communication devices in the system, the method comprising the

stepsof:

the requesting client communication device sending an identifier of the data server to the

acceleration server;

the acceleration server associating one or more client communication devices with the

data server and providinga list of the one or more client communication devices to the

requesting client communication device;

the requesting client communication device choosing oneof the provided client

communication devices to be used as the agent communication device for communication with

the data server, and sending the agent communication device a message intended for the data

server;
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the agent communication device determining if one or more of the client communication

devices have previously received a response to the received message from the data server,

wherein the agent communication device separates the reply it receives from the data

server into one or more smaller chunks of data and stores those chunksin the agent cache

storage, where the data is stored as a list of chunks that it comprises of, and for each chunk a

checksum ofthat chunk is stored in conjunction with the chunk, as well asalist of network

elements that have been knownto have received this portion of data in the past; and

if there are one or more client communication devices that have previously reccived a

response to the received message from the data server, performingthe stepsof:

the agent communication device sending to the requesting client communication

device a list of checksumsofthe chunks that comprise the data server response where for each

such checksum, the agent communication device sendsidentifiers of client communication

devices that have received such checksumsfrom the agent communication device in the past,

wherein these client communication devices that have received such checksums from the agent

communication device in the past are referred to as peers;

the requesting client communication device retrieving the response or portions

thereof by requesting the chunksin the list from one or more peers in the list received from the

agent communication device;

the requesting client communication device storing the request and the response

in the client cache storage; and

the agent communication device storing the identifier of the requesting client

communication device in conjunction with the chunksthat the requesting client communication

device received.
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REMARKS

This is a full and timely response to the outstanding Restriction Requirement mailed

September 13, 2012. In the Restriction Requirement claims 1-45 were subjectto restriction.

Specifically, the Office Action alleges that there are two inventions, namely:

Group I: claims 1-25; and

Group II: claims 26-45.

Applicants respond by electing, with traverse, the Group II designated invention, namely,

claims 26-45. Since claims 26-45 have been selected, the Applicants have withdrawn claims 1-

25, without prejudice, thereby evidencing the Applicants’ intent to preserve the right to pursue

the subject matter of the withdrawn claimsin the future. The Applicants have taken this action

merely to reduce the numberof issuesin the presently pending application andto facilitate early

allowance and issuanceofthe present application. An action on the merits is hereby respectfully

requested.

Traverse Argument

Applicants traverse the above Restriction Requirement. Groups J andII are not distinct

because they do not claim separate utility and overlap in scope. In particular, even in the

instances cited by the Office Action, both groups clearly disclose overlapping scope. The Office

Action states the inventions are distinct because related subcombinationsI and II do not overlap

in scope and are not obvious variants, and at least one subcombination is separately usable.

Applicants respectfully disagree.

The Office Action cites the following utility from subcombination II as having separate

utility:
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The requesting client communication device choosing one of the provided client
communication devices to be used as agent communication device which
determining if one or more of the client communication devices has previously
received a response to the received message from the data server and the
determined client communication devices that are the most beneficial to the

requesting client communication device in terms of speed or best connection of
receiving information.

Applicants note the above utility is paraphrased from claims 26, 29 and 31. The first

corresponding part of part, claim 26 reads:

the requesting client communication device choosing one of the provided
client communication devices to be used as the agent communication device for
communication with the data server.

Theutility of selecting an agent communication device for communication with the data

serveris also disclosed in group IJ,claim 1 in particular. Further, the following portion of the

abovecited utility from claim 26:

the agent communication device determining if one or more ofthe client
communication devices have previously received a responseto the received
message from the data server

is also in claim 24:

wherein the agent keeps track of which client communication devices within the network
have received responses to data requests or portions thereof from the assigned data server.

The remaining portions of the abovecited utility from claims 29 and 31 do not disclose a

separate utility from group I, but merely a narrowing of the overlapping scope. Claim 29 reads:

The method of claim 26, wherein the list of one or more peer
communication devices includes only the peer communication devices that are the
most beneficial to the requesting client communication device in terms of speed
of receiving information from the peer communication devices.

and claim 31 reads:

31. The method of claim 29, wherein the client communication devices

that are determined by the agent communication device to be most beneficial are
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the client communication devices that have the best connection to the requesting
network element.

No newutility is disclosed here. Claims 29 and 31 but merely add limitationsto utility

disclosed in both Group I and GroupII. Thusthe utility is the same in both groups across these

claims, but these claims have a narrower scope, where the scopeis still overlapping. Therefore,

the GroupII utility cited by the Office Action as having separate utility does not disclose

separate utility from GroupI, but rather commonutility with overlapping scope.

The Office Action further states subcombination I has separate utility lacking from

subcombination II, summarizing the supposedly separate groupI utility as:

At least one agent communication device which is assigned by the at
least one acceleration serverto the data server for receiving the data request
from the client communication device.

Applicants note that this summary drawn from claim 1 is inaccurate, as claim 1 does not

claim an agent communication device which is assigned by the acceleration server, but instead

claims the acceleration server deciding which agent communication deviceis to be assigned, and

providing this information to the communication device.

Thecited utility is consistent across the identified subgroups, as per claim | (Group I)

at least one acceleration server for deciding which agent communication
device is to be assigned to which data server and providing this information to the
at least one client communication device,

and claim 26 (Group II):

the acceleration server associating one or more client communication
devices with the data server and providinga list of the one or moreclient
communication devices to the requesting client communication device.

The differences in language are due to framingthe utility in the context of apparatus

claims (Group I) and process claims (Group ID. However, as demonstrated above, the
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description of the utility from device and process perspectives does not distinguish the two

groupsas distinct inventions, and therefore, no burden is placed on the Examiner by examining

the two groups together. Therefore, Applicants traverse the restriction requirement because

Group I and Group II overlap in scope and do not have separate utility. Withdrawalof the

restriction requirementis respectfully requested.

CONCLUSION

In light of the foregoing and for at least the rcasons sct forth above, the Applicants

respectfully requests favorable reconsideration and allowance of the present application and the

presently pending claims. If in the opinion of the Examiner, a telephonic conference would

expedite the examination of this matter, the Examineris invited to call the undersigned attorney

at (603) 627-8114.

Respectfully submitted,

‘Jonathan B. Whitcomb/

Jonathan B. Whitcomb

Attorney for Applicants
Reg. No. 65,184
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Art Unit: 2442

DETAILED ACTION

This action is response to the Applicant's response to Election/Restriction dated

October 15, 2012: wherein claims 1-25 have been withdrawn; and claims 26-45 have

been elected. Claims 26-45 remain pending in the application for further examination.

Claim Rejections - 35 USC § 103

Thefollowing is a quotation of 35 U.S.C. 103(a) which forms the basis forall

obviousnessrejections setforth in this Office action:

(a) A patent may not be obtained though the inventionis notidentically disclosed or described as set
forth in section 102ofthistitle, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obviousat the time the
invention was madeto a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the mannerin which the invention was made.

Claims 26-45 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Samuels et al. (US 7,865,585), hereinafter "Samuels", and in view of Marco et al. (US

7,203,741), hereinafter “Marco”.

Claim 26

Samuels teaches a method for use within a system for sending messages

between a requesting client communication device having a client cache storage and a

data server, via an agent communication device having an agent cachestorage, and

utilizing an acceleration serverthat maintains a list of client communication devicesin

the system, the method comprising the stepsof:
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the requesting client communication device sending an identifier of the

data serverto the acceleration server (Samuels,col. 9, lines 25-40);

the acceleration server[i.e. appliance 200] associating one or moreclient

communication devices[i.e. clients 102a-102n] with the data server[i.e. server

106] and providingalist of the one or moreclient communication devices to the

requesting client communication device (Samuels, col. 7, lines 1-10; col. 8, lines

1-63; col. 41, lines 5-29);

the requesting client communication device choosing one of the provided

client communication devices to be used as the agent communication device for

communication with the data server, and sending the agent communication

device a messageintended for the data server (Samuels,col. 6, lines 42-44; col.

17, lines 1-17; col. 42, lines 25-61);

the agent communication device determining if one or more ofthe client

communication devices have previously received a responseto the received

message from the data server (Samuels, abstract; col. 6, lines 42-52; col. 23,

lines 1-26; col. 42, lines 25-61; col. 48, line 10-col. 50, line 59); and

if there are one or more client communication devices that have previously

received a responseto the received messagefrom the data server, performing

the stepsof:
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the agent communication device sending the requesting client

communication devicealist of the one or more client communication devices that

have previously received the response (Samuels,col. 23, lines 1-26; col. 42,

lines 25-61; col. 48, line 10-col. 50, line 59);

the requesting client communication device retrieving the requested

responsein one or moreparts from the one or more communication devices in

the list (Samuels, col. 1, lines 15-30; col. 42, lines 25-61; col. 48, line 10-col. 50,

line 59);

the requesting client communication device storing the request and the

responsein the client cache storage (Samuels, col. 23, lines 1-26); and

the agent communication device storing the identifier of the requesting

client communication device in conjunction with the request and the responsein

the agent cachestorage (Samuels, col. 23, lines 1-26; col. 42, lines 25-61).

Samuelsfails to teach wherein the one or more client communication

devices that have previously received the response are referred to as peer

communication devices.

However, in an analogous art, Marco teaches wherein the one or more

client communication devices that have previously received the response are

referred to as peer communication devices (Marco, abstract; col. 1, lines 14-36).
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Therefore, it would have been obviousto one having ordinary skill in the

art at the time the invention was madeto incorporate the features of the one or

moreclient communication devices that have previously received the response

are referred to as peer communication devices, as disclosed by Marco, into the

teachings of Samuels. One would be motivated to provide an advantagefor

accelerating receipt of data in a peer-to-peer network.

Claim27

Samuels in combination with Marco teach the method of claim 26, where after

receiving the messageintendedfor the data server, from the requesting client

communication device, the agent communication device checkingif it has in the agent

cache storage a response received to an identical message sent by the client

communication device to the data serverin the past, andif the agent communication

device does not know of any client communication devices that have received a

responseto this messagein the past, the following steps being performed:

the agent communication device sending the requesting client

communication device message to the data server (Samuels,col. 10, line 50-col.

11, line 5; col. 42, lines 25-61);
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the data server sending the response message backto the agent

communication device (Samuels, col. 10, line 50-col. 11, line 5; col. 42, lines 25-

61);

the agent communication device storing the requesting client

communication device message and the data server response messagein the

agent cache storage (Samuels,col. 23, lines 1-26; col. 42, lines 25-61);

the agent communication device sending the data server response backto

the requesting client communication device (Samuels, col. 42, lines 25-61); and

the requesting client communication device storing the request and the

responsein the client cache storage (Samuels, col. 23, lines 1-26; col. 42, lines

25-61).

Claim 28

Samuels in combination with Marco teach the method of claim 26, where the

agent communication device separates the reply it receives from the data serverinto

one or more smaller chunks of data and stores those chunksin the agent cache

storage, where the datais stored as a list of chunks that it comprises of, and for each

chunk a checksum of that chunk is stored in conjunction with the chunk, as well asalist
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of network elements that have been knownto havereceived this portion of data in the

past (Samuels, col. 11, line 50-col. 12, line 5; col. 50, line 51-col. 52, line 30).

Claim 29

Samuels in combination with Marco teach the method of claim 26, wherein the

list of one or more peer communication devices includes only the peer communication

devices that are the mostbeneficial to the requesting client communication device in

terms of speed of receiving information from the peer communication devices (Marco,

abstract; col. 1, lines 14-36).

Claim 30

Samuels in combination with Marco teach the methodof claim 29, wherein the

client communication devices that are determined by the agent communication device

to be most beneficial are the client communication devices that are closest to the

requesting client communication device (Samuels, col. 23, lines 1-26; col. 42, lines 25-

61; col. 48, line 10-col. 50, line 59).

Claim 31
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Samuels in combination with Marco teach the method of claim 29, wherein the

client communication devices that are determined by the agent communication device

to be most beneficial are the client communication devices that have the best

connection to the requesting network element (Samuels, col. 23, lines 1-26; col. 42,

lines 25-61; col. 48, line 10-col. 50, line 59).

Claim 32

Samuels in combination with Marco teach the method of claim 26, wherein the

data server performsthe association between the agent communication device and the

data server by performing the steps

of:

the acceleration server keeping track of all of the client communication

devices that are online (Samuels,col. 82, lines 19-38); and

upon receiving the identifier of the data server from the requesting client

communication device, the acceleration server choosing one or moreclient

communication device outof all online client communication devices, that are

optimal to be used as the agent communication device or devicesfor

communicating with the data server (Samuels, col. 6, lines 42-44; col. 17, lines 1-

17; col. 42, lines 25-61).
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Claim 33

Samuels in combination with Marco teach the methodof claim 32, wherein the

client communication device chosen by the acceleration server as the optimal agentis

the client communication device outofall online client communication devices whose

Internet Protocol (IP) address is closest to the IP address of the data server (Samuels,

col. 10, line 50-col. 11, line 5; col. 34, lines 2-20; col. 42, lines 25-61).

Claim 34

Samuels in combination with Marco teach the method of claim 32, where the

numberof agent communication devices returned by the acceleration serverto the

client communication device is increased as the acceleration device senses that the

load on these agent communication devices increases (Samuels,col. 8, lines 1-54; col.

42, lines 25-61).

Claim 35
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Samuels in combination with Marco teach the method of claim 34, where the

acceleration server senses the load on the various potential agent communication

devices by performing the stepsof:

whentheclient communication device receives the agent communication

devicelist, the client communication device sends the requestto all agent

communication devices (Samuels, col. 7, lines 1-10; col. 8, lines 1-63; col. 41,

lines 5-29); and

if the client communication device does not get a response from one or

more agent communication devices, the client communication device provides

that information to the acceleration server (Samuels,col. 7, lines 1-10; col. 8,

lines 1-63; col. 41, lines 5-29).

Claim 36

Samuels in combination with Marco teach the methodof claim 34, where the

acceleration server senses the load on the various potential agent communication

devices by performing a periodic load check on each potential agent communication

device (Samuels, col. 83, lines 38-51).

Claim 37
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Samuels in combination with Marco teach the method of claim 26, wherein the

data server performsthe association between the agent communication device and the

data server by performing the steps

of:

the acceleration server keeping track of all of the client communication

devices that are online (Samuels,col. 82, lines 19-38); and

the acceleration server choosing one or more client communication

devices that can be used as the agent for communicating with the data server,

prioritized geographically by a geographical location of the requesting client, such

that each of the client communication devicesin the list of client communication

devicesis a higherpriority for a certain geography from which requests from the

requesting client communication device may be received (Samuels,col. 6, lines

42-44: col. 8, lines 1-63; col. 17, lines 1-17; col. 39, lines 15-62; col. 42, lines 25-

61).

Claim 38

Samuels in combination with Marco teach the method of claim 26, wherein the

requesting client communication device chooses the most suitable agent

communication device out of the list of client communication devices received from the

acceleration server by testing which of the client communication devices is the quickest
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to respond to queries from the requesting client communication device (Samuels,col. 6,

lines 42-44: col. 17, lines 1-17; col. 42, lines 25-61).

Claim 39

Samuels in combination with Marco teach the methodof claim 27, wherein

when the agent communication device makes the request to the data server, the agent

communication device sendsto the data serverall of the parametersthatit received

from the requesting client communication device for this request from the requesting

client communication device (Samuels, col. 42, lines 25-61).

Claim 40

Samuels in combination with Marco teach the methodof claim 26, wherein the

method that the agent communication device usesto testif there are otherclient

communication devices that received responses to the same messageis performed by

the stepsof:

whenreceiving and caching responsesfrom the data server, the agent

communication device receiving and caching a validity variable that indicates in

whichsituations the responseis valid for the sametype of request (Samuels,col.

23, lines 1-26; col. 42, lines 25-61); and
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the agent communication device checking the agent cache storage by

looking up message of the requesting client communication device (Samuels,

col. 23, lines 1-26; col. 42, lines 25-61),

wherein, if such a message exists and a responseis cached, or

information about client communication devices that have received the response

is cached, then the agent communication device checksthe validity variable of

the entry of the request in the agent cache storage (Samuels,col. 23, lines 1-26;

col. 42, lines 25-61), and

wherein, if the entry does not exist or the data is no longer valid, the agent

communication device assumesthatit does not have a responsestored for that

request (Samuels, col. 23, lines 1-26; col. 42, lines 25-61 ).

Claim41

Samuels in combination with Marco teach the method of claim 26, wherein

when the requesting client communication device provides to the agent communication

device a requestwith additional parameters, the agent communication device stores

these additional parameters in the agent cachestorage in the entry of the data request,

and usesthat information together with the request as a key when looking up the data in

future lookups (Samuels, col. 23, lines 1-26; col. 42, lines 25-61).
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Claim42

Samuels in combination with Marco teach the method of claim 26, wherein the

client communication device, agent communication device, and peer communication

device are referred to as network elements, and wherein each network element

contains therein a client module, a peer module, and an agent module, thereby allowing

each network element to serve as any of a client communication device, a peer

communication device, and an agent communication device (Marco, abstract; col. 1,

lines 14-36).

Claim 43

Samuels in combination with Marco teach the methodof claim 40, where the

requestfrom the requesting client communication device is an HTTP request for a URL,

the data server is a Web server, and the additional data that the agent communication

device sends to the Webserverare the parameters of the URL and cookies of the

requesting client communication device and the validity variable is the HTTP expiry time

(Samuels, col. 9, lines 42-46; col. 18, line 56-col. 19, line 11).

Claim 44
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Samuels in combination with Marco teach the method of claim 26, wherein

requests are selected from the group consisting of UDP, DNS, TCP, FTP, POP3,

SMTP, and SQL (Samuels,col. 12, lines 24-55; col. 21, lines 3-20; col. 24, lines 46-49).

Claim 45

Samuels teaches a method for use within a system for sending messages

between a requesting client communication device having a client cache storage and a

data server, via an agent communication device having an agent cachestorage, and

utilizing an acceleration server that maintainsa list of client communication devices in

the system, the method comprising the stepsof:

the requesting client communication device sending an identifier of the

data server to the acceleration server (Samuels,col. 9, lines 25-40);

the acceleration server[i.e. appliance 200] associating one or moreclient

communication devices[i.e. clients 102a-102n] with the data server[i.e. server

106] and providing a list of the one or more client communication devices to the

requesting client communication device (Samuels, col. 7, lines 1-10; col. 8, lines

1-63; col. 41, lines 5-29);

the requesting client communication device choosing one of the provided

client communication devices to be used as the agent communication device for
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communication with the data server, and sending the agent communication

device a messageintendedfor the data server (Samuels,col. 6, lines 42-44; col.

17, lines 1-17; col. 42, lines 25-61);

the agent communication device determining if one or more ofthe client

communication devices have previously received a responseto the received

message from the data server (Samuels, abstract; col. 6, lines 42-52; col. 23,

lines 1-26; col. 42, lines 25-61; col. 48, line 10-col. 50, line 59), wherein the agent

communication device separates the reply it receives from the data serverinto

one or more smaller chunks of data and stores those chunksin the agent cache

storage, where the data is stored asa list of chunksthatit comprises of, and for

each chunk a checksum of that chunkis stored in conjunction with the chunk, as

well as a list of network elements that have been knownto have received this

portion of data in the past (Samuels,col. 11, line 50-col. 12, line 5; col. 50, line

51-col. 52, line 30); and

if there are one or more client communication devices that have previously

received a responseto the received message from the data server, performing

the stepsof:

the agent communication device sending to the requesting client

communication device a list of checksumsof the chunks that comprise the data

server response where for each such checksum, the agent communication

device sendsidentifiers of client communication devices that have received such

Ex. 1071 - Page 152 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 152 of 334



Ex. 1071 - Page 153 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 153 of 334

Application/Control Number: 12/836,059 Page 17

Art Unit: 2442

checksumsfrom the agent communication device in the past, wherein these

client communication devices that have received such checksumsfrom the agent

communication device in the past (Samuels, col. 11, line 50-col. 12, line 5; col.

50, line 51-col. 52, line 30);

the requesting client communication device retrieving the responseor

portions thereof by requesting the chunksin the list from one or more devicesin

the list received from the agent communication device (Samuels,col. 11, line 50-

col. 12, line 5; col. 50, line 51-col. 52, line 30);

the requesting client communication device storing the request and the

responsein the client cache storage (Samuels, col. 23, lines 1-26); and

the agent communication device storing the identifier of the requesting

client communication device in conjunction with the chunksthat the requesting

client communication device received (Samuels, col. 23, lines 1-26; col. 42, lines

25-61; col. 50, line 51-col. 52, line 30).

Samuelsfails to teach wherein the one or more client communication

devices that have previously received the responseare referred to as peer

communication devices.

However, in an analogous art, Marco teaches wherein the one or more

client communication devices that have previously received the response are

referred to aS peer communication devices (Marco, abstract; col. 1, lines 14-36).
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Therefore, it would have been obviousto one having ordinary skill in the

art at the time the invention was madeto incorporate the features of the one or

moreclient communication devices that have previously received the response

are referred to as peer communication devices, as disclosed by Marco, into the

teachings of Samuels. One would be motivated to provide an advantagefor

accelerating receipt of data in a peer-to-peer network.
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115 and (peer$1 near3 agent$1)  {US-PGPUB; USPAT;:
TUSOCR; FPRS; EPO;
 
 
 
 415 and ((acceleration near server) #}US-PGPUB; USPAT; :

jsame (list with client$1)) %USOCR; FPRS; EPO; :
 
 

 

   
 

 415 and (peer$1 with agent$1) US-PGPUB; USPAT; |
: ‘USOOR; FPRS; EPO;:

JPO; DERWENT;

 

 
 

 
 

  

 
 
 

  
 
  
 

  

 

 
 

6 and (Gient$1 with“as’with|US-PGPUB,USPAT,[OR«(OFF«(2018/01/24
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(acceleration near server) and yUS-PGPUB; USPAT; }
u(client$1 and server$ and USOOR; FPRS; EPO;:
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21 and ((acceleration near server) {US-PGPUB; USPAT; |
same(list with client$1)) IUSOCR; FPRS; EPO; :
i JPO; DERWENT; i

 

 
 
 
 

21 and ((acceleration near server) }US-PGPUB; USPAT; |
ysame (list$4 with client$1)) $USOCR; FPRS; EPO;:
: wJPO; DERWENT; i 

 

 

 

(acceleration near server) US-PGPUB; USPAT;
i USOCR; FPRS; EPO;:  
 
 
 
 

 

 
 124 and ((acceleration near server) jUS-PGPUB; USPAT;

same (list$4 with client$1)) USOCR; FPRS; EPO;
 
 

 

 
JUS-PGPUB; USPAT; |
JUSOCR; FPRS; EPO; |
JPO; DERWENT;
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\JPO; DERWENT;

426 and (client$1 near3 (cache
storage))
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appin. OF Derry Shribman, et al. Group Art Unit: 2442

Serial No.: 12/336,D059 Examiner: NGUYEN, MUNH CHAU

Filed: July 14, 2010 DOCKET: 19459-6102

For. SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE

EPPICIENT DATA COMMUNICATION

Cornmissioner for Patents

PO. Box 1456

Alexandria, VA 22313-1450

RESPONSE

‘This is beme filed in response to the non-final Office Action mailed February 28,

2013.

AUTHORIZATION TO DEBE ACCOUNT

Itis not believed that extensions of time or fees for net addition of claims are

required, beyond those that may otherwise be provided for in documents accompanying

this response. However, in the event that additional extensions of time are necessary to

allow consideration ofthis response, such extensions are hereby pelitioned under 37

CPLR. § 1.136(a) and any fee required therefore are hereby authorized to be charged to

deposit account No, 501304,
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ListingofClaims

This Heting of claims is provided for ease of reference only. No claimis being amended.

L, (Withdrawn) A network for accelerating and making more officient data

communication: comprising:

at least one client communication device for originating an original data request

for obtaining data from a daia server;

at least one agent communication device which is assigned to the data serverfor

receiving the data request frorn the cHent communication device, wherein the agent keeps

track of which client communication devices within the network have received responses

te data requests or portions thereoffromthe assigned data server:

at least one peer communication device having stored therein at least a portion of

data received in response to aprior data request by aclient communication device,

wherein the prior data request was for the same data as requested during the originating

data request, and wherein the portion of data may be transmitted fromthe peer

communication device to the at least one client communication device upon request by

the chent communication device; and

at least one acceleration server for deciding which agent communication device is

to be assigned io which data server and providing this information to the at least one

client coramunication device.

2, (Withdrawn) The network of claim 26, wherein cach of the chent

communication device, peer communication device, and agent cormraunication device

contain therein a client module, a peer module, and an agent module, thereby allowing

the cheni communication device, peer communication device, and agent communication

device ts serve as any of a client communication device, a peer commmicaiion device,

and an agent communication device.
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3. (Withdrawn) The network of claim 26, whereim the acecleration server

assigns a list of Internet protocal addresses to each agent communication device.8

4. (Withdrawn) The network of claim 26, wherein the acceleration server has

stored therein a list of online communication devices, inchiding chent communication

devices, agent communication devices, and peer communication devices.

5, (Withdrawn) The network of claim 26, wherein cach client

communication device, agent communication device, and peer communication device

maintain a Jist of data requests and data responses that the commumication device, agent

communication device, and peer conmumunication device, respectively are respectively

aware of, as well as in which communication device associated data is stored.

6. (Withdrawn) The network of claim 26, wherein the data request from the

cHent communication device is an HTTP request, and wherein the server is a Web server.

7 (Withdrawn) Phe network of claim 6, wherein each chient communication

device contains a storage device therein thai stores a list of Uniform Resource Locators

(URLS) that the client communication device is aware of, each agent communication

device contains 4 storage device therein that stores a list of URLs that the agent

communication device is aware of, and wherein each peer communication device

contains a storage device therein that stores a list of URLs that the peer communication

device is aware of,

&. (Withdrawn) The network of claim 7, wherein within the storage device

storing URLs, with each URL, the storage device also has stored therein at least one of

the group consisting of HTTP headers returned by the data server for this URL, a list of

chunks thal contain the contents of the URL, wherein chunks are pleces of data that

together form the entire content of the URL, and the content ofthe chunk.
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9, (Withdrawn) The network of claim 26, wherein cach client

communication device contains a storage device, wherein the storage device has stored

therein at least one of the group consisting ofa list of chunks that contain contents

associated with the data request, wherein chunks are pieces of data that together formthe

entire content associated with the data request, and the content of the chunk, wherein the

chunks are equally sized.

id. (Withdrawn) The network of claim 7, wherein within the storage device

storing URLs, with each URL, the storage device also has stored therein a list of chunks

that contain the contents of the URL, wherein chunks are pieces of data that together

form the entire content of the IRL, and with each chunk, the data of the chunk itself, a

checksum of the chunk, and a list of peers that most likely have the data for this chuck.

Th. (Withdrawn) The network of claim 26, wherein the network contains

multiple peer commumication devices, wherein the at least one agent communication

device further keens track of which peer communication devices have at least a portion of

the requested data stored therein.

12. (Withdrawn) The network of claim 26, wherein the at least one

aceeloration server prepares a list of agent communication devices that may be surtable to

handle the data request.

13. (Withdrawn) The network of claim 262, wherein the list of agent

communication devices that may be sultable includes agent communication devices

having an IP address that is numerically close to the IP address of the data server.

14. (Withdrawn) The network of claim 262, wherein the client commumication

device selects an agent comrounication device, notifies the selected agent communication
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device that itis being used for the data request, and notifies any unselected agent

communication devices that they are not being used for the data request,

1S. (Withdrawn) The network of claim 26, wherein the agent keens track of

peers and portions of data stored within the peers, and wherein if there is a portion ofdata

necessaryto fulfill the original data request, yet the agent is not aware of any peer having

the portion of data stored therein, the agent itself queries the server for the missing

portion of data and transmuts the missing portion of data to the requesting client

communication device.

16. (Withdrawn) Phe networkof claim 26, wherein the agent keeps track of

peers and portions of data stored within the peers, and wherein if the at least one agent

knows of a specific peer that has a portion of data necessary to fulfill theoriginal data

request stored therein, the agent provides the specific peer as the peer to use for the

portion of data necessaryfor fulfilling the original data request.

V?. CWithdrawn} A communication device within a network, comprising:

a memory; and

a processor canfignred by the memoryto performthe steps of:

iginating a data request for obtaining data froma data server,

being assigned to a data server, referred to as an assigned dataserver;

receiving a data request from a separate device within the network, and

keeping track of which client communication devices within the network have received

responses to data requests frorn the assigned daia server; and

storing porlions of data received in response io the originated dala request,

wherein the portions of data may be transmitted to communication device upon request

bythe communication device.

Ex. 1071 - Page 168 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 168 of 334



Ex. 1071 - Page 169 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 169 of 334

Appheant > Derry Shribman,et al. Attomey Docket No.: 19459-6162
Serial No. £  12/836,059
Filed: * July 14, 2030
Page: > 6

18, (Withdrawn) The communication device of claim 267, whereim the

communication device firther comprises a storage device that stores a list of Uniform

Resource Locators (URLs) that the communication device is aware of.

AS, (Withdrawn) The communication device of claim 268, whereim within the

storage device storing URLs, with each URL, the storage device also has stored therein at

least one of the group consisting of HTTP headers returned bythe data server forthis

URL, a het of chunks that contain the contents of the URL, wherein chunks are pieces of

data that together formthe entire content of the URL, and the content of the chunk.

20, (Withdrawn) The communication device of claim 267, wherein the

communication device contains a storage device, wherein the storage device has stored

therein ai least one of the group consisting ofa Het of chunks that contain contents

associated with the data request, wherein chunks are pieces of data that together form the

entire content associated with the data request, and the content of the chunk, wherem the

chunks are equaliv sized, wherein the chunks are equally sized.

ai. Withdrawn) The communication device of claim 268, wherein within the

storage device storme URLs, with each URL, the storage device also has stored therein a

list of chumks that contain the contents of the URL, wherein chunks are pieces of datathat

tagether form the entire content of the URL, and with each chunk, the data of the chunk

itself, a checksum ofthe chunk, and a list of other communication devices that most

likely have the data for this chack.

22, (Withdrawn) The communication device of claim 267, wherein the data

request is an HTTP request, and wherein the data server is a Web server.

23, (Withdrawn) The communication device of claim 267, wherein the

processoris further configured by the mernory to perform the step of keeping track of
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which other communication devices have at least a portion of the requested data stored

therein.

24.  OWithdrawn) A network for accelerating and making more efficient data

communication; comprising:

at least one client commumication device for originating an original data request

for obtaining data frora a data server;

at least one agent communication device whichis assigned to the data server for

receiving the data request from the client commnumication device, wherein the agent keeps

track of which cHent coramunication devices within the network have received responses

to data requests or portions therecf fromthe assigned data server; and

at least one acceleration server for deciding which agent comnninication device is

to be assigned to which data server and providing this information to the af leasi one

chent communication device.

Zs. (Withdrawn) A network for accelerating and making more efficient data

communication, comprising:

at least one client communication device for originating an original data request

for obtaining data from a data server;

at least one agent commumication device which is assigned to the dataserver for

receiving the data request trom the chent communication device, wherein the agent keeps

track of which client communication devices within the network have received responses

to data requests or portions thereof fromthe assigned date server; and

at least one peer communication device having stored therein at least a portionof

data received in response to a prior data request by a cent communication device,

wherein the prior data request was for the same data as requested during the originating

data request, and wherein the portion of data may be transmitted fromthe peer

communication device to the at least one cent communication device upon request by

the chent communication device.
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25 (Original) A method for use within a system for sending messages

betweert a requesting client communication device having a client cache storage and a

data server, via an agent communication device having an agent cache storage, and

utilizing an acceleration server that maintains a list of client commrmication devices in

the system, the method comprising the steps of

the requesting client communication device sending an identifier of the data

server to the acceleration server;

the acceleration server associating one or more client communication devices with

the data server and providing a list of the one or more client communication devices to

the requesting client communication device;

the requesting client communication device choosing one of the provided client

cornmunication devices to be used as the agent commnumication device for communication

with the data server, and sending the agent communication device a message intended for

the data server;

the agent communication device determining if one or more of the client

communication devices have previously received a response to the received message

from the data server, and

if there are one or more client communication devices that have previously

received a response to the received message fromthe data server, performing the steps of

the agent communication device sending the requesting client

communication device a list of the one or more client cornmunication devices that have

previously received the response, wherein the one or more chent communication devices

that have previouslyreceived the response are referred to as peer communication devices;

the requesting client communication device retrieving the requested

response in one or more parts from the one or more peer communication devices in the

list:

the requesting client commumication device storing the request and the

response in the client cache storage; and
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the agent commmication device storing the iderditier of the requesting

cHent cornraunication device in conjunction with the request and the response in the

agent cache storage.

27. (Original) The method of claim26, where after receiving the message

intended for the data server, from the requesting client conurmmication device, the agent

communication device checking if it has in the agent cache storage a response revetved to

an identical message sent by the client communication device te the data server in the

past, and if the agent communication device dees not know ofany client communication

devices that have received a response to this message in the past, the following steps

being performed:

the agent communication device sending the requesting client communication

device message to the data server;

the data server sending the response message back to the agent communication

device:

the agent commounication device storing the requesting client communication

device message and the data server response message in the agent cache storage,

the agent communication device sending the dala server response back to the

requesting client communication device: and

the requesting client communication device storing the request and the response

in the chent cache storage.

28, (Original The method of claim 26, where the agent communication

device separates the reply it receives from the data server into one or more smaller

chunks of data and stores those chunks in the agent cache storage, where the data is

stored as alist of chunks that if commprises of, and for each chunk a checksumofthat

chunk is stored in confunction with the chunk, a5 well as a list of network elernents that

have been known to have receivedthis portion of date in the past.
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29, (Original) The method of claim 26, wherein the list of one or more peer

communication devices includes only the peer communication devices thai are the most

beneficial to the requesting client commumication device in terms ofspeed of receiving

information from the peer communication devices.

38, (Original) The method of claim 29, wherein the client communication

devices that are determined by the agent cornmunication device tc be most beneficial are

the cHeni communication devices that are closes! to the requesting chen! communication

device.

31. (Original) The method of claim 29, wherein the clent communication

devices that are determined by the agent communication device to be mast heneficial are

the client communication devices that have ihe best connectionto the requesting network

element.

32, (Originals The method of claim 26, wherein the data server performs the

association between the agent communication device and the data server by performing

the steps of

the acceleration server keeping track of al of the client communication devices

thal are online; and

upon receiving the identifier ofthe data server trom the requesting client

communication device, the acceleration server choasing one or more cHent

communication device out of all online client communication devices, that are optimalto

be used as the agent communication device or devices for communicating with the data

server,

33. (Original) The method of claim 32, whereim the client communication

device chosen by the acceleration server as the optimal agent is the cllent communication
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device out of all online client communication devices whose Internet Protocol GP}

address is closest to the IP address of the dala server.

34. {Original} The method of clairn 32, where the number of agent

communication devices returned by the acceleration server to the chent communication

device is Increased as the acceleration device senses thai the load on these agent

coramunication devices moereases,

35, (Original) The method of claim34, where the acceleration server senses

the load on the various potential agent communication devices by performing the stens

of:

when the client communication device recetves the agent communication device

Hal, the client corormunication device sends the request to all agent communication

devices; and

if the client communication device docs not get a response fromone or more

agent conmmunication devices, the client communication device provides that information

to the acceleration server.

38. (Griginal} The method of claim 34, where the acceleration server senses

ihe load on the various potential agent communication devices by performing a periodic

load check on cach potential agent communication device,

37, (Original) The methodofclaim 26, wherein the data server performs the

association between the agent communication device and the data server by performing

the steps of:

the acceleration server keeping track ofall ofthe client communication devices

that are online; and

the acceleration server choosing one or maore client cormrmurication devices that

can be used as the agent for communicating withthe data server, prioritized
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geographically by a geographical location ofthe requesting client, such that cach of the

client communication devices in the list of client communication devices is a higher

priority for 4 certain geographyfrom which requests from the requesting client

communication device may be received.

38, (Original) The method of claim 26, wherein the requesting client

communication device chooses the most suitable agent communication device out of the

list of client commumication devices received fromthe acceleration server by testing

which of the client communication devices is the quickest to respond to queries fromthe

requesting client communication device.

39, (Original) The method of claim 27, wherein when the agent

communication device makes the request to the data server, the agent communication

device sends to the data server all of the parameters that it received fromthe requesting

client communication device for this request from the requesting client conmmunication

device.

40, (Original} The method of claim 26, wherein the method that the agent

communication device uses to test if there are other client communication devices that

received responses to the same message is performed by the steps of:

when receiving and caching responses fromthe data server, the agent

communication device receiving and caching a validity variable that indicates in which

situations the response is valid for the same type of request: and

the agent communication device checking the agent cache storage by looking up

message of the requesting client communication device,

wherein, if soch a messaye exisis and a response is cached, or information

about client communication devices that have received the response is cached, then the

agent communication device checks the validity variable of the entry of the request im the

agent cache storage, and
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wherein, if the entry does not exist or the data is no longer valid, the agent

communication device assurnes that it docs not have a response storedfor that request

4i. (Original) The method of clairn 26, wherein when the requesting client

communication device provides to the agent commmmication device a request with

additional parameters, the agent coramunication device stores these additional parameters

in the agent cache storage in the entry ofthe data request, and uses that information

together with the request as a key when locking up the data im future lookups.

42. (Original) The method of claim 26, wherein the cHent conumunication

device, agent communication deviec, and peer coramunication device are referredto as

network elements, and wherein each network element contains therein a client module, a

peer module, and an agent madule, thereby allowing each network element fo serve as

any of a client communication device, a peer communication device, and an agent

communication device,

43. (Original The method of claim 40, where the request from the requesting

chent communication devices is an HTTP request fora URL, the data server is a Web

server, and the additional data that the agent communication device sends to the Web

server are the parameters of the URL and cookies of the requesting client communication

device and the validityvariable is the HTTP expiry time.

4a, (Original) The method of claim 26, wherein requests are selected from the

group consisting of UDP, ONS, TCP, FTP, PGP3, SMTP, and SGL.

45, (Originals A method for use within a system for sending messages

between a requesting client communication device having a client cache storage and a

dala server, via ar apent communication device having an agent cache storage, and
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wtilizing an acceleration server that mainiains a Hst of chent commurication devices in

the system, the method comprising the steps off

ihe requesting client communication device sending an identifier of the data

server to the acceleration server;

the acceleration server associating one or more client comoninication devices with

the data server and providing a list of the one or more client commiunication devices to

the requesting client communication deving,

the requesting cent communication device choosing one of the provided client

communication devices to be used as the agent communication device for communication

with the data server, and sending the agent communication device a message intended for

the data server;

the agent communication device determining if one or more of the chent

communication devices have previcusly recerved a respanse to the received racesage

from the dais server,

wherein the agent communication device separates the reply it receives from the

data server into one or more smaller chunks of data andstores those chunks im the agent

cache storage, where the data is stored as a Hist of chunks that it comprises of, and for

each chunk a checksumof that chunk is stored in conjunction with the chunk, as weil as a

hist of network elements that have been known to have received this portion of data in the

past; and

if there are one or more client communication devices that have previously

received a response to the received message fromthe data server, performing the steps of:

the agent communication device sending to the requesting chent

communication device a ist of checksums of the chunks that comprise the data server

response where for each such checksum, the agent communication device sends

identifiers of client communication devices that have received such checksums frora the

agent communication device in the past, wherein these client communication devices that

have received such checksums from the agent communication device in the past are

referred 1G as peers;
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the requesting cHent coramunication device retrieving the response or

portions thereof by requesting the chunks in the list from one or more peers in the list

recelved from the agent communication device:

the requesting client commrunication device storing the request and the

response in the chent cache storage; and

the agent communication device storme the identifier of the requesting

client communication device in conjunction with the chunks that the requesting client

communication device received.
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REMARBS/ARGUMENTS

This is a full and timely response to the outstanding non-fimal Office Action

mailed February 28, 2013,

Claims 1-45 are pending, Of thase, claims 1-25 previously were withdrawn from

consideration. No claim is being amended.

Th the office action, claims 26-45 were rejected under 35 U.S.C. §103(8) as

unpatentable over U.S. Patent No. 7,865,585 (“Samuels”) m view of U.S. Patent No.

7,203,741 Marco”),

The applicant respectfilly disagrees with these rejections,

Cisim 26 recites, a method that includes:

jaj requesting client communication device sending an identifier of
fa] data server to fan} acceleratian server;

the acceleration server associating one or mare client
communication devices with the data server andproviding a list ofthe ene
or more client conununication devicesta the requesting client
communication device;

te requesting client communication device choosing ane ofthe
provided client communication devices to be used as the agent
communication device for comununication with the data server, and
sending ihe agent communication device a message Intendedfor the daia
server;

the agent communication device determining ifone ar more ofthe
client communication devices fave previously received a response to the
received message from the data serve;

ifthere are one or mare client communication devices that have
previously received a response to the recetved messagefrom the data
server, performingthe steps of-

fhe agent conumudcation device sendingthe requesting client
communication device a list afthe ane or mare client communication
devices thal have previously received the response, wherein the one or
more client communication devices that have previously received the
response are referred to as peer communication devices;

the requesting client communication device retrieving the
requested response in one or more partsJrom the one or more peer
communication devicesin the lst;
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ihe requesting client communication device storing the request
and the responsein the client cache siorage; and

the agent communication device storing the identifier ofthe
requesting cent communication device in comfunction with the request
and the response in the agent cache storage,

The foregoing subject matter from claim 26 can be understood by

referring to the exemplary communication network 100 shownin FIG. 3 of the

present application, which is reproduced belowfor ease of reference.
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The illustrated communication network 100 has multiple communication devices,

each of which may be designated as a chem 102, a peer 112, 114, 116 or an agent 122.

The communication network 100 also has an acceleration server 162, with a storage

device 164, and a web server 152.

According to the method recited in claim 26, one of the communication devices

(e.g, client communication device 102) sends an identifier of a data server {e.g., web

server 152} to the acceleration server 162. The acceleration server 162 then provides a

list of one or more chient communication devices Gncliding perhaps 102 and other

communication devices in the network} that arc associated with the web server 152 to the

requesting chent communication device 102.

The client communication device 102 chooses one of the listed devices (eg.

device 122) to be an agent cornmunication device for communications with the web

server 152. The chent cormmunication device 102 then sends the agent communication

device 122 a message intended for the web server 152, The agent cornmunication device

122 then determines if any of the client communication devices in the network previously

received a response from the data server 152 to the message, to which the client

communication device 102 is seeking a response.

If the agent communication device 122 determines that any of the chent

communication devices did previously receive a response to the message, then tf sends a

list of the cHent communication devices that previously received the response to the

requesting client communication device 102. The requesting client communication

device 102 thenretrieves the requested response in one or more parts from the listed

“peer” communication devices.

The requesting client communication device 102 then stores the request and the

response in Hs cache storage. The agent coramunication device 122 stores an identifier of

the requesting client communication device 102 in conjunction with the request and the

response in its cache storage.

in atypical implementation, the claimed subject matter provides for fast data

transfers in a network environment, that are relatively cheap for content distributors, and
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that do not require significant infrastructure upgrades or investment by internel service

oraviders (ISPs) to facilitate,

As discussed belaw, Sarnuels and Marco, alone ar in any reasonable combination,

do not disclose or render obvious the claimed subject matter. Certainly, as discussed in

detail below, the sections of Samuels and Marco cited in support of these claimrejections

de not disclase or render obvious the claimed subject matter.

Sarnuels discloses systems and methods for providing dynamic ad hoc proxy-

cache hierarchies. See Title. In this regard, Samuels describes a network environment

see, 2.g., FIG, 1B, reproduced below) that includes clients 102a-102n, servers 1Gba-106n

and appliance optimization devices 20G, 200",

 
Ph TA
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Samuel explains that the apphance optimization devices ZUU, 200" are for

“accelerating, optimizing or otherwise improving the performance, operation, or quality

of service of any type and form of network tratific.” Col. 8, Hnes 1-4.

The office action asseris (at page 3} that Samuels’ appliance optimization devices

200, 200° correspond to the “acecleration server” of claim 26.

However, Samucis” appliance optimization devices 200, 200° do not “associate[e}

one or more clioni communication devices with fa] data server and providing a list of the

one or more client communication devices to [a] requesting chent communication

device’ as recited in claim 26.

The office action (at page 3) asserts that Samuels discloses this fumetionality at

“col 7, lines 1-10; col. 8, Hnes 1-63; [and] col. 41, lines 5-24." As discussed below, this

i8 not correct,

Col. 7, lines 1-10 of Samuels states:

Referring nowto FIG. 1A, an embodiment ofa network environmentis
depicted. In briefoverview, the nehwork environment has one or more
cents [2a-l02" false generally referred to as local machine(s? 102, or
chents) 202) in communication with ane or mare servers 106a-106n (alsa
generally referred io as server(s) 106, or remote machine(s) 106) wa ane
ar more networks 104, /04" 104° In some embadiments, a client 102

communicates with a server 106 via one or more network apilmization
appliances 200, 200' (ocneraily vaferred to as aonliance 200), In ane
embodiment, the network ontimization appliance 200 is designed,
configured or adapied to optimize Wide Area Network (WAN) network
tragic.

‘This passage explains that, in some embodimenta, a client 102 im Samuels’ system

communicates with a server 106 via one of the appliance optimization devices 200, 200’.

Moreover, the passage explains that the appliance optimization devices 200, 200’ may

optimize WAN network traffic.

Clearly, however, the passage does not disclose that the appliance optimization

devices 200, Z00° “associatele] one or more client commumication devices with fa] data
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server and providing a list of the one or more client cormmunication devices to [a]

requesting client communication device” as recited in clan26.

Col. 8, lines 1-63 of Samuels siates:

Inane embodiment, the appliance 200 is a devicefor accelerating,
optimizine or otherwise improving the performance, operation, or quality
ofservice ofany type andjorm ofnctwork irajfic, ia some embodiments,
the appliance 200 ix a perfarmance enhancing proxy, In other
embodiments, the appliance 200 is any type andform of WAN optimization
or acceleration device, sometimesalso referred to as a WANoptimization
coutraller, fa one embodiment, the appliance 200 is any ofthe product
embodimentsreferred to as WANScaler manufactured by Chrix Systems,
Inc, ofFt. Landerdaie, fla, In other embodiments, the appilance 200
includes any ofthe product embodiments referred to as BIG-IP link
controller and WANet manufactured by FS Networks, inc. ofSeattle,
Wash. In another embodiment, the appliance 200 includes any ofthe WX
and WXC WANacceleration device platforms manufactured by Juniper
Networks, inc. ofSunnyvale, Calif in some embodiments, the appitance
200 includes any ofthe steelhead line of WAN aptimization appliances
manufactured by Riverbed TechnologyofSan Francisco, Calif. in other
embodiments, the appliance 20G includes any afthe WANreiaied devices
manufactured by Expand Netwarks Inc. ofRoseland, NJ. In ane
embodiment, the appliance 260 includes any afthe WANrelated
appliances manufactured ly Packeteer Inc. ofCupertine, Calif, such as
the PacketShaper, iShared, and SkyXproduct embodiments provided by
Packeteer. in yet another embodiment, the appliance 200 includes any
WANrelated appliances and/or software manufactured by Cisco Systents,
ine. ofSan Jose, Calif, such as the Cisce Wide drea Network Application
Services software and network modules, and Wide Area Network engine
appliances.

In some embodiments, the appliance 200 provides application and data
acceleration servicesfar branch-office ar remote offices. ia ane
embodiment, the argdiance 200 incliules optimization af Wide Area tile
Services OVAIFS). In another embodiment, the appliance 200 accelerates
the delivery offiles, such as via the Common Internet File System (CUPS)
protocol. In other embadiments, the appliance 209 provides caching im
memoryand/or storage to accelerate delivery ofapplications and data. In
one embodiment, the appliance 2058 provides compression ofnetwork
traffic at any level ofthe network stack or at any protocol or network
layer. In another embodiment, the appliance 200 providestransport layer
protocol optimizations, flow control, performance enfuncemenis or
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modifications and/or management to accelerate delivery ofapplications
and data over a WAN connection. For example, in one embodiment, the
appliance 200 provides Transport Contral Protocol (FCP) aptinuzations.
In ather embodiments, the appliance 200 provides optimizations,Haw
control, performance enhancements or modifications and/or management
for any session or application layer protocol. Furiher details ofthe
upoimisation techniques, uperations and architecture ofthe appliance 200
are discussed belawin Section &.

Sill referring ia FIG. 1A, ihe network environment may include muitiple,
logicaliy-graupedservers 206, in these embodiments, the logical group of
servers may be referred to as a serverfarm 3%. In some ofthese
embodiments, the servers 16 may be geographically dispersed. in seme
cases, afarm 38 mav be administeredas a single entity. in other
embodiments, the serverfarm 38 comprises a plurality ofserverfarms 38.
inane embodiment, the serverfarm executes one or more applications on
behalfofane ar more clients 102.

This passage has three paragraphs,

The first paragraph of this passage explains, rather generically, that the appliance

optimization device 200 is for accelerating, optimizing or otherwise improving the

performance, operation, or quality of service of any type and form of nebwork traffic. ff

then goes on to identify numerous examples of how the appliance optimization device

may be embodied in a product.

Certainly, the first paragraph does not disclose that the appliance optimization

devices 200, 200° “associatfe] one or more client communication devices with [a] data

server and providing a list of the one or more client communication devices to fa]

requesting client communication device”as recited in claim26.

The second paragraph of this passage explains that the anpliance omimization

device 200 may provide application and data acceleration services for branch-olfice or

remote offices. The second paragraph also provides more specific examples of

opimization and acceleration iechniques that may be implemented by the appliance

optimization device 20),

However, none of the specific examples of optimization and acceleration

deseribed in the second paragraph ofthis passage amount to the apphance optimization
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devices 200, 200° “associatling] one or more client communication devices with Ja] data

server and providing a list of the one or more client communication devices to jal

requesting client commiunication device” as recited m clam26.

The third paragraph ofthis passage merely describes an arrangement ofservers

[06 that execute one or more applications on behalf of the clients 102.

Col. 41, nes 5-29 of Sannuels states:

fn the embodiment ofin-line, the appliance 200 is deployedinline with a

WANfink ofa router. in this way, all trafficfrom the WANpasses through
the apnliance before arrivingat a destination ofa LAN.

In the embodiment afa proxy mode, the appliance 200ix deplayved as a
proxy device between a client and a server. In some embodiments, the
applionce 200 allows clieats to make indirect connections to a resource on
anciwork. For example, a client connects to a resource via the appliance
200, and the applionce provides the resaurce either by connecting 1a the
resource, a different resource, or by serving the resource froma cache. In
some cases, the appliance may alter the client's request or the server's
responsefor varlaus purposes, such asfor any ofthe optimization
techniques discussed herein, In ane embodiment, the client (12 send

requests addressed to the proxy, In one case, the proxy responds to the
client in place ofar acting as a server 106, in ather embodiments, the
apmliance 200 behaves as a transparentproxy, by intercepting and
forwarding requesis and responses trioispurenilytau client and/or server.
Without client-side configuration, the anpliance 200 may redirect client
requests t6 different servers or networks, in same embodiments, the
appliance 200 muy perform anytype andformofnetwork address
iransialion, referred ta as NAT, an any networktraffic fraversimg the
appliance,
This passage relates to an arrangement whereby an appliance optimization device

200 is deployed suchthatall traffic from a WANpasses through the device before

arriving ata LAN. Morcover, this passage describes various functionalities ofthe

appliance optimization device 200 when acling im a proxy made.

However, none of the various functionalities disclosed include the appliance

opthnization device 200 “associatling] one or more cent communication devices with

jal data server and providinga list of the one or more chent communication devices to [a]

requesting client communication device” as recited in claim 26.
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Therefore, none of the passages from Samuels specificallyctted in the office

action actually disclose “[an] acceleration server associating one or more client

communication devices with the data server and providing a list of the one or more client

communication devices to the requesting client communication device, as recited in claim

26,

Nor do anyother sections of Samuels or Mares remedy the shortcomings

discussed above.

Claim 26 is allowable for at least the foregoing reasons.

Claim 26 is allowable for additional reasons as well.

As discussed above, Samuels does not disclose “fan] acceleration server

associating one or more client communication devices with the data server and providing

a list of the one or more client communication devices to the requesting client

communication device,” as recited in claim 26.

Since Samuels does not disclose an acceleration server that provides the list of

client communication devices to the requesting communication device, it certainly does

not disclose “ihe requesting cHent cormrmunication device choosing one of the provided

client communication devices to be used as the agent communication device for

communication with the data server, and sending the agent communicationdevice a

message intended for the data server,” as recited in claim 26, since this requires that the

acceleration server provide the list.

Moreover, when readcritically, it becomes apparent that none of the sections of

Samuels that were identified in the office action (at page 3) as supposedly disclosing this

subject matter (..¢., “Sammets, col. 6, lines 42-44; col. 17, lines 1-17; col, 42, lines 25-

61") actually discloses anything similarto the claimed subject matter.

Nor do anyother sections of Samuels or Marco remedythe shortcomings

discussed above.

Claim 26 is allowable for the foregoing additional reasons.
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Likewise, contrary to the opinions expressed in the office action in this regard,

Samuels does not disclose the following subject from claim 26:

the agent communication device deiermining ifone ar more ofthe
cient communication devices have previously received a response to the
received messagefromihe data serve;

ifthere are one or more client communication devices that have
previously received a response to the received messagefrom the data
server, performing the steps af

the agent communication device sending the requesting client
comununication device a list ofthe one or more client communication
devices that heave previouslyreceived the response, wherein the one or
more cllent communication devices that have previousty received the
response are referred to as peer conunumeation devices;

the requesting client communication device retrieving the
requested response in ane or more parisfram the one or more peer
copumunication devices tn the fist:

the requesting client communication device storing the request
ond the response in the client cache storage; and

the agent communication device storing the identifier ofthe
requesting client communication device in confunction with the request
and the response in the agent cache Morage.

Nor do anyother sections of Sarnuels or Marco remedythe shortcomings

discussed above.

Claim 26 is allowable for the foregcing additional reasons as well.

Claims 27-44 depend from claim 26 and, therefore, are allowable for at least the

same reasons as claim 26.

Claim 45 recites subject matterthat is similar to the subject matter recited in claim

26, discussed above,

Clabu 44, therefore, is allowable for reasons similar to those discussed above with

reference fo claim 264.
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CONCLUSION

In light of the foregoing and for at least the reasons set forth above, the Applicants

respectfully requests favorable reconsideration and allowance of the present application.

and the presently pending claims. [fin the opinion of the Examiner, a telephonic

conference would expedite the examination ofthis matter, the Examineris invited to call

the undersigned attorney at (603) 627-8 186.

Respectfully submitied,

 
William P. CY Sullivan
Attorney for Applicants
Reg. No. $9,005
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If the specification and drawings exceed 100

[APPLICATION SIZE FEE sheets of paper, the application size fee due
(37 CFR 1 164s) is $250 ($125 for small entity) for each— additional 50 sheets or fraction thereof. See

35 U.S.C. 41(a)(1)(G) and 37 CFR 1.16(s).

[J MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter “0”in column 2.

APPLICATION AS AMENDED - PARTII
OTHER THAN

(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL

05/28/2013 AFTER PREVIOUSLY EXTRA FEE ($)AMENDMENT. PAID FOR
Total (37 CFR * 45

(37 CFR 1.18(h))

ADDITIONAL

RATE ($ FEE ($) 

x A
I   AMENDMENT
|

CLAIMS HIGHEST
REMAINING NUMBER

AFTER PREVIOUSLY
AMENDMENT

ADDITIONAL ADDITIONAL

RATE ®)|FEE (8) FEE (8)

AMENDMENT
* If the entry in column 1 is less than the entry in column 2, write “O” in column 3. Legal Instrument Examiner:
** If the “Highest Number Previously Paid For” IN THIS SPACEis less than 20, enter “20”. /KATRINA . TURNER/
*** If the “Highest Number Previously Paid For’ IN THIS SPACEisless than 3, enter “3”.
The “Highest Number Previously Paid For’ (Total or Independent) is the highest numberfound in the appropriate box in column 1.

 
This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTOto
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTOVSB/OBa (04-10)
O12. OMB 9951-0034

ENT OF COMMERCE
Dee cade: 15 Aupreved
Doc description: information Cisciosure Stalement (DS) Pied 8. Patent and Trademark

 
  

comunenvecroeure [2~[appteatonNumber”eer  (Fling Date

 INFORMATION DISCLOSURE
‘STATEMENT BY APPLICANT

 
  

(Not for submission under 37 CFR 1.98) ——

| |Aitorney Gokat umber : 18460-6"1g —

US.PATENTS
' | 

' Pages, Columns,Lines where“Examiner! Cit ind |Examiner Cite Kind {Name of Patentes or Apniicant || Relevant Passagesor Relevantas Patent Number issue Date* f

initial No Code :‘of cited Document | Figures'sAppear 

 
i \ m4 m : :

. ae 7 ages, Colummns,Lines whereExam inert : Publicatl Ki Publication [Name of Patentee or Applicant | ;FBON nd|Public PP Relevant Passages or Relevant| initiat* cife No iNNumber Code! Date of cited Decument Figures Appear

 
 

 
 

 

 

Nang Matrix XIN

 

Ai | 2007-07-05 | Johnson Moses

(AT 2008-00-25 Painter. Christopheret ai

 
___FOREIGNPATENTDOCUMENTS a ee

: Pages,Columns, Lines
i where Relevant

i Passages or Relevant
i Figures Appear

  eoiForeign Document | Country Kind | Publication |‘Nameof Fatentee oF
ae i ' »: a ‘Applicant of citedintial’ iNo i Code? | Code* Bate : Document  
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| faingoaesevewrviensenesctssINFORMATION DISCLOSURE First NamedInventor“aaaShribman eee ‘
STATEMENT BY APPLICANT 5 ~ailvn i(Rot for submission under 37 CFR 1.99} i . a sereneneesnenenpeetngannennnnnntenrennd

(ExaminerName |NGUYEN,MINHCHAU| 
 

cyouwishtoaddadditionalForeignPatentDooume:ntcitationinformationpleaselicktheAddbutton ee
r "NON‘PATENTLITERATUREDOCUMENTS

Hinelude name of the author (in CAPITAL LETTERS), ttle of the article @vhen appropriate), ttle of the item
ibook, magazine, journal, serial, symposium, catalog, etc}, date, pagesis), valume-issue number(s), Ts

publisher, city and/or country where published.
 | exarnin | Cie

: initials* No  

  gsaa

ifyouwishtoaddadoltionalnnon-pepatent
 

 itliteraturecedooumentcitationinformation\pleaseclicclickthe‘Addbution|ee
EXAMINERSIGNATURE.

|ExaminerrSignature oe|BDateConsidereda whe
na heenetnendenenenenggitiinnne 

/“EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 602, ‘Drawlinethroughaa
citation # net in conformance and not considered. include copyof this form with next communicationto applicant. |

; 1 See Kind Codes of USPTO Patent Documents at www USFE'TO.GOYVor MPEP 904.04. ° Enter office that issued the document, by the two-letter code WAFO i
' Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precedethe serial numberof the patent document.

4‘ Kind of decurnent by the appropriate symbols aindicated on the document under WIPO Standard S7.18 if possible, © Applicant is to place a check mark here if
English languages iransiation fs attached, :
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Ex. 1071 - Page 194 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 194 of 334



Ex. 1071 - Page 195 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 195 of 334

 
 

 

 

  

"ApplicationNumberil4aegso5a EEhe “ peperpeeECMTannARRagapetenetsonerenanantad
| Filing Date 2d

INFORMATION DISCLOSURE rstNamedInventor| i DeryShribman 3
STATEMENT BY APPLICANT=ppyy-y> shennan
( Not for submission under 37 CFR 1.99)00|.coaesuasuessspcncutecececcennnontpanieeseneee ensesttsmnntnmemennenreninrrnnsineisnanaienninemef

i Examiner Name GUYEN, MINH CHAU
[Ritomey5Docket‘Number_|19458.6102 . ~

r ~~CERTIFICATIONSTATEMENT ~OO
Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s}: i

That each item of information contained in the information disclosure statement was first cited in any communication

iD from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1}. i

' OR
That no item of inforrnatien contained in the information disclosure statement was cited in a communication frorn a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
siatement. See 37 CFR 1.97 (e}f2).

bx See attached certification statement.
[| The fee set forth in 37 CFR 147 (p} has been submitted herewith.

in A certificaiion siatement is not submitied herewith.
SIGNATURE

: A signatureof the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.
i

“Date(YYYY-VIM-DD)foxyee
egistration Number ‘48173 

| This collection of information is required by 37 CFR 1.97 and 1.98. The informationis requiredto obtain or retain a benefit bythe
\ public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 25 U.S.C. 122 and 37 CFR
' 4.14. This collection is estimated to take 1 hour to complete, including gathering. preparing and submitting the completed
iapplication form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
i require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1480, DO NOT SEND

iPEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,

ii VA 22313-1456.x sav snpapeepeaseeeeeeecenaan an nee ee one ea neue ennuieen ae ean sanaapneS aAEaaSTERNERRMEERE
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
atiached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised |
that: (1) the general authority for the collection of this information is 85 U.S.C. 2¢o}2); (2) furnishing of the information solicited |
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Officeis to
process and/or examine your submission related to a patent application or patent. you do not furnish the requested
information, the U.S. Patent and Tradernark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or aoandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

4

Nw

6s

o

co

The information on this form will be treated confidentially to the exterd allowed uncer the Freecom of Information Act,
(6 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclased to the
Department of Justice to determine whether the Freedom of information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations. i

A record in this system of records may be disclosed, as a routine use, io a Member of Congress submitting a
request Involving an individual, fo whom the record pertains, when the individual has requested assistance from the
Member with respect to ihe subject matter of the record.

A record in this system of records may be disclosed, as a routing use, to a contractor of the Agency having need for|
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant te 5 U.S.C. 552a(m).

A record related to an international Application filed under the Patent Cooperation Treaty in this systern of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant |
to the Patent Cooperation Treaty. :

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Securlly review (35 U.S.C. 181) and for review pursuant to the Afomic Energy Act (42 U.S.C, 278 ¢c)}.

A record frora this system of records may be disclosed, as @ routine use, to the Adminisirater, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of thal agency's responsibility to
recommend improvernents in records management practices and prograrns, under authority of 44 U.S.C. 2904 and
2906, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (Le., GSA or Commerce} directive. Such disclosure shail not be used to make
determinations about indivicuais.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant fo 35 U.S.C, 122(b) or issuance of a patent pursuant to 35 U.S.C. 161. Further, a record
maybe disclosed, sublect to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public Inspections or an issued patent.

Arecord fram this system of records may be disclosed, as a routine use, to a Federal, Staie, or local law
enforcement agency, ifthe USPTO becomes aware of a violation or potential violation of law or reculation.
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Electronic Acknowledgement Receipt 

15944119

Confirmation Number: 

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

 

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 57449

Filer Authorized By: Peter Anthony Nieves 

Attorney Docket Number: 19459-6102

Filing Date: 14-JUL-2010

Time Stamp: 14:48:09

 
 

Application Type: Utility under 35 USC 111(a) 

Paymentinformation:

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

304016
Information Disclosure Statement (IDS)

Form (SB08) SeNcf99b9d c6fd 16d02d8421 a24.a0f1 11233}
adad

:

$0213984.pdf

Information:
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This is not an USPTO supplied IDS fillable form

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submissionto enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andofthe InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

 
NOTICE OF ALLOWANCEAND FEE(S) DUE

EXAMINER

SHEEHAN PHINNEY BASS & GREEN, PA NGUYEN, MINH CHATI
c/o PETER NIEVES
1000 ELM STREET

MANCHESTER, NH 03105-3701 2442

DATE MAILED: 06/17/2013

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

12/836,059 07/14/2010 Derry Shribman 19459-6102 1421
TITLE OF INVENTION: SYSTEM AND METHOD FOR PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

APPIN. TYPR ENTITY STATUS ISSTTF FRE DUR PUBLICATION FER DUP.|PREV. PAID ISSUE FRR TOTAT. FER(S) DUE DATE DUR

nonprovisional SMALL $890 $300 $1190 09/17/2013
 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCEAS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. TIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGIITS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CER 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THEISSUE FEE NOW
DUE.

HOW TO REPLYTO THIS NOTICE:

I. Review the ENTITY STATUSshownabove.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity status sull applies.

If the ENTITY STATUSis the same as shownabove, pay the TOTAL FEE(S) DUE shownabove.

If the ENTITY STATUSis changed from that shown above, on PART B - FER(S) TRANSMITTAL, complete section number5 titled
"Change in Entity Status (fromstatus indicated above)".

For purposesof this noticc, small entity fecs are 1/2 the amount of undiscountcd fees, and micro entity fees are 1/2 the amountof small cntity
fees.

I. PART B - FEE(S) TRANSMITTAL,or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATIONFEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paperas an equivalent of Part B.

I. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEEunlessadvisedto the contrary.

IMPORTANT REMINDER:Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenancefees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 4
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCHONS: ‘This form should be used for transmitting the ISSUE KEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed whereppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
Adicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"formaintenance feenotifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
S749 7590 06/17/2013 I hereby certify that this Kee(s) ‘lransmittal is being deposited with the United

SHEEHAN PHINNEY BASS & GREEN, PA States Postal Service with sufficient postage for first class mail in an envelope
/o PETER NIEVES addressed to the Mail Stop ISSUE FEE address above, or being facsimilec/o transmitted to the USPTO (571) 273-2885, on the date indicated below.

1000 ELM STREET

MANCHESTER, NH 03105-3701 Deposivons name)(Signature)

(Date) 
 APPLICATION NO. FILING DATE FIRS’) NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATION NO.

12/836.059 07/14/2010 Derry Shribman 19459-6102 421
TITLE OF INVENTION: SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

 
   APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $890 $300 $1190 09/17/2013

NGUYEN, MINH CHAU 2442 709-204000

1. Change,of correspondenceaddress orindication of "Fee Address" (37 2. For printing on the patent front page,listCFR 1.363).

LY Changeof correspondenceaddress (or Change of CorrespondenceAddress foorm PTO/SB/122) attached.
L] "Fee Address"indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

(1) the namesof up to 3 registered patent attorneys
or agents OR,alternatively,

(2) the nameofa single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis 3
listed, no namewill be printed.

 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appcar on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute forfiling an assignment.

 
 

  

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee categoryor categories (will not be printed on the patent) : (Wd individuat Corporation or other private group entity (J Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
LB issue Fee LA checkis enclosed.

L] Publication Fee (No small entity discount permitted) LJ Paymentby credit card. Form PTO-2038 is attached.
LY Advance Order - # of Copies [_] The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

Page 2 of 4
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5. Change in Entity Status (from status indicated above)

LJ Applicantcertifying micro entity status. See 37 CER 1.29 NOTE: Absenta valid certification of Micro Entity Status (see form l"1O/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be accepted atthe risk of application abandonment.

LJ Applicantasserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status. 

LJ Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorncy or agent; or the assignee or other partyin
interest as shown bythe records of the United States Patent and Trademark Office.

Authorized Signature Date
 

Typedor printed name Registration No.
  

This collection of information is required by 37 CFR 1.311. The informationis required to obtain or retain a benefit by the public whichisto file (and by the USPTO toprocess)

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR L14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, andsubmitting the completed application form to the USPTO. Timewill v: lepending uponthe individual case. Any comments on the amountoftime you require to complete
this form and/or suggestions for reducing this burden, should besent to Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce. P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unlessit displays a valid OMB control number.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

 
 

12/836,059 07/14/2010 Derry Shribman 19459-6102 1421

SHEEHAN PHINNEY BASS & GREEN, PA NGUYEN, MINH CHATI
c/o PETER NIEVES
1000 ELM STREET

MANCHESTER, NH 03105-3701 yaa

DATE MAILED: 06/17/2013

Determination of Patent Term Adjustment under35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 371 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 371 day(s).

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or cxamine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentofthe application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedomof Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence lo a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whomthe record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records maybe disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA aspart of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandonedor in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency,if the USPTO becomes awareofa violation or potential violation of law or
regulation.
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Application No. Applicant(s) 
12/836,059 SHRIBMANETAL.

Notice of Allowability EXAMINE SUYEN ArtUnit|File)Status
No  

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) GLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENT RIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. J] This communication is responsive to Amendment, filed 05/28/2013.

C A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on

 

2. J An election was made by the applicant in responseto a restriction requirementset forth during the interview on ; the restriction
requirementand election have been incorporatedinto this action.

3. KJ The allowed claim(s) is/are 26-45. As a result of the allowed claim(s), you maybeeligible to benefit from the Patent Prosecution
Highwayprogram at a participating intellectual property office for the corresponding application. For more information, please seeoO

hito-/iwww.usoto.gov/patenis/init eyents/pph/index.jse or send an inquiry to PPHieedback@uspio gov .
 

4. [J Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (Ff).

Certified copies:

a)O All b)[)Some ‘*c) (] Noneofthe:

1. [1 Certified copiesof the priority documents have been received.

2. [1] Certified copies of the priority documents have been received in Application No.

3. J Copiesofthe certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

“Certified copies not received:

Interim copies:

a) LJ All b)[-] Some—c)] Noneofthe: Interim copiesof the priority documents have been received.

Applicant has THREE MONTHS FROM THE “MAILING DATE”of this communicationto file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. (] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

C1 including changes required by the attached Examiner's Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number(see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as suchin the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION aboutthe deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [J Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. ] Information Disclosure Statements (PTO/SB/08), 6. J] Examiner's Statement of Reasonsfor Allowance
Paper No./Mail Date 06/04/2013

3. (J Examiner's Comment Regarding Requirementfor Deposit 7. Other .
of Biological Material

4. [] Interview Summary (PTO-413),
Paper No./Mail Date : 

/MINH-GHAU NGUYEN/

Primary Examiner, Art Unit 2442

 
 

U.S. Patent and Trademark Office

PTOL-37 (Rev. 03-13) Notice of Allowability Part of Paper No./Mail Date 20130614
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Application/Control Number: 12/836,059 Page 2

Art Unit: 2442

DETAILED ACTION

REMARKS

1. Applicant’s amendment dated May 28, 2013 responding to February 28, 2013 the Office

Action. Claims 26-45 remain pending in the application and which have been fully

considered by the Examiner.

REASONSFOR ALLOWANCE

1. The following is an Examiner’s statement of reasons for allowance:

Claims 26-45 are considered allowable since when reading the claimsin light of the

specification, as per MPEP §2111.01 or Toro Co. v. White Consolidated Industries Inc., 199

F.3d 1295, 1301, 53 USPQ2d 1065, 1069 (Fed. Cir. 1999), none of the references of record alone

or in combination disclose or suggest the combination of limitations specified in independent

claims 26 and 45.

Because claims 27-44 depend directly or indirectly on claim 26, these claims are

considered allowable forat least the same reasons noted above with respect to claim 26.

To the extent that these features are not found in the prior art cited by Examiner, the

present case is held allowable over the art of record.

2. Any comments considered necessary by applicant must be submitted no later than the

paymentof the issue fee and, to avoid processing delays, should preferably accompany
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Application/Control Number: 12/836,059 Page 3

Art Unit: 2442

the issue fee. Such submissions should be clearly labeled “Comments on Statement of

Reasons for Allowance’”’.

Correspondence Information

Any inquiry concerning this communication orearlier communications from the

examiner should be directed to MINH-CHAU NGUYENwhosetelephone numberis (571)272-

4242. The examiner can normally be reached on 7AM-3:30PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, GLENTON BURGESScanbe reached on (571) 272-3949. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PATR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/MINH-CHAU NGUYEN/

Primary Examiner, Art Unit 2442
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Application/Control Number: 12/836,059 Page 4

Art Unit: 2442
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Doe description: information (Neclosure Statement (IDS) Filed LLB. Patent and Trademark 
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 INFORMATION DISCLOSURE
‘STATEMENT BY APPLICANT

 
  

(Not for submission under 37 CFR 1.98) se
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| faingoaesevewrviensenesctssINFORMATION DISCLOSURE First NamedInventor“aaaShribman eee ‘
STATEMENT BY APPLICANT 5 ~ailvn i(Rot for submission under 37 CFR 1.99} i . a sereneneesnenenpeetngannennnnnntenrennd

(ExaminerName |NGUYEN,MINHCHAU| 
 

cyouwishtoaddadditionalForeignPatentDooume:ntcitationinformationpleaselicktheAddbutton ee
r "NON‘PATENTLITERATUREDOCUMENTS

Hinelude name of the author (in CAPITAL LETTERS), ttle of the article @vhen appropriate), ttle of the item
ibook, magazine, journal, serial, symposium, catalog, etc}, date, pagesis), valume-issue number(s), Ts

publisher, city and/or country where published.
 | exarnin | Cie

: initials* No  

  gsaa

ifyouwishtoaddadoltionalnnon-pepatent
 

 itliteraturecedooumentcitationinformation\pleaseclicclickthe‘Addbution|ee
EXAMINERSIGNATURE.

es es[Bate¢ConsideredT“9/13/2013"Examiner‘Signature
 

 
iM nhChau Nguyens
  

vee er 

/“EXAMINER: Initial if reference considered, whether ar not citation is in conformance with MPEP 609. Draw line through a
citation # net in conformance and not considered. include copyof this form with next communicationto applicant. |

; 1 See Kind Codes of USPTO Patent Documents at www USFE'TO.GOYVor MPEP 904.04. ° Enter office that issued the document, by the two-letter code WAFO i
' Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precedethe serial numberof the patent document.

4‘ Kind of decurnent by the appropriate symbols aindicated on the document under WIPO Standard S7.18 if possible, © Applicant is to place a check mark here if
English languages iransiation fs attached, :
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"ApplicationNumberil4aegso5a EEhe “ peperpeeECMTannARRagapetenetsonerenanantad
| Filing Date 2d

INFORMATION DISCLOSURE rstNamedInventor| i DeryShribman 3
STATEMENT BY APPLICANT=ppyy-y> shennan
( Not for submission under 37 CFR 1.99)00|.coaesuasuessspcncutecececcennnontpanieeseneee ensesttsmnntnmemennenreninrrnnsineisnanaienninemef

i Examiner Name GUYEN, MINH CHAU
[Ritomey5Docket‘Number_|19458.6102 . ~

r ~~CERTIFICATIONSTATEMENT ~OO
Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s}: i

That each item of information contained in the information disclosure statement was first cited in any communication

iD from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){(1}. i

' OR
That no item of inforrnatien contained in the information disclosure statement was cited in a communication frorn a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
siatement. See 37 CFR 1.97 (e}f2).

bx See attached certification statement.
[| The fee set forth in 37 CFR 147 (p} has been submitted herewith.

in A certificaiion siatement is not submitied herewith.
SIGNATURE

: A signatureof the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.
i

“Date(YYYY-VIM-DD)foxyee
egistration Number ‘48173 

| This collection of information is required by 37 CFR 1.97 and 1.98. The informationis requiredto obtain or retain a benefit bythe
\ public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 25 U.S.C. 122 and 37 CFR
' 4.14. This collection is estimated to take 1 hour to complete, including gathering. preparing and submitting the completed
iapplication form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
i require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1480, DO NOT SEND

iPEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,

ii VA 22313-1456.x sav snpapeepeaseeeeeeecenaan an nee ee one ea neue ennuieen ae ean sanaapneS aAEaaSTERNERRMEERE
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
atiached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised |
that: (1) the general authority for the collection of this information is 85 U.S.C. 2¢o}2); (2) furnishing of the information solicited |
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Officeis to
process and/or examine your submission related to a patent application or patent. you do not furnish the requested
information, the U.S. Patent and Tradernark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or aoandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

4

Nw

6s

o

co

The information on this form will be treated confidentially to the exterd allowed uncer the Freecom of Information Act,
(6 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclased to the
Department of Justice to determine whether the Freedom of information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations. i

A record in this system of records may be disclosed, as a routine use, io a Member of Congress submitting a
request Involving an individual, fo whom the record pertains, when the individual has requested assistance from the
Member with respect to ihe subject matter of the record.

A record in this system of records may be disclosed, as a routing use, to a contractor of the Agency having need for|
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant te 5 U.S.C. 552a(m).

A record related to an international Application filed under the Patent Cooperation Treaty in this systern of records

may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant |
to the Patent Cooperation Treaty. :

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Securlly review (35 U.S.C. 181) and for review pursuant to the Afomic Energy Act (42 U.S.C, 278 ¢c)}.

A record frora this system of records may be disclosed, as @ routine use, to the Adminisirater, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of thal agency's responsibility to
recommend improvernents in records management practices and prograrns, under authority of 44 U.S.C. 2904 and
2906, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (Le., GSA or Commerce} directive. Such disclosure shail not be used to make
determinations about indivicuais.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant fo 35 U.S.C, 122(b) or issuance of a patent pursuant to 35 U.S.C. 161. Further, a record
maybe disclosed, sublect to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public Inspections or an issued patent.

Arecord fram this system of records may be disclosed, as a routine use, to a Federal, Staie, or local law
enforcement agency, ifthe USPTO becomes aware of a violation or potential violation of law or reculation.
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EASTSearch History 

EAST Search History

EAST Search History (Prior Art)

(("20080109446") or
4("20070156855") or
("20080235391")).PN.

1 and ((accelerat$4 near server$1)
and (communication$1 same
between same client$1 same

userver$ same agent$1))

1 and ((accelerat$4 near server$1)
Yand (communication$1 same
‘between same client$1 same

‘iserver$))

11 and (accelerat$4 near server$1)

1 and @ad<"20091 008"

and (list$4 with client$1)

46 and (agent$1 near3 (cache
storage)

 
manent Lnennannnnnancnnnannnnnnannnennnanneduvannannennnenenennannnnn! dsnenanennnennennnes heawwannennnnnnennnennnnnne!

u(accelerat$4 near1 server$1) and
(communication$1 same between
usameclient$1 same server$ same
H(agent$1 manager$1 prox$4))  

 
 

 

#90 8 and @ad<"20091008" ; 2013/06/14:
i i WUSPAT; USOCR; 16:40

#FPRS; EPO; JPO; :
#DERWENT;

ses lesnasennnpntsnsnansnssanennnnanssanannnnnnned EMLOBcs beresnsmsnsnae LensanennseLesstananenenn

 
  49 and ((accelerat$4 near1 server$1) §US-PGPUB;

‘Isame(list$4 with client$1)) #USPAT; USOCR;
  

file://Cl/Users/mnguyen2/Documents/e-Red%20Folder/12836059/EASTSearchHistory. 12836059_AccessibleVersion.htm[6/14/2013 4:51:13 PM]
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EASTSearch History 

19 and (server$1 same (list$4 with
client$1 ))

111 and (client$1 near3 (cache
ustorage))

12 and ((agent$1 prox$4 i
umanager$1) near3 (cache storage)) :

113 and (histor$4 previous$4)

14 and @ad<"20091008"

415 and (peer$1 same (prox$3
yumanager$1 agent$1))

116 and ((histor$4 previous$4) with
u(request$1 respon$5))

417 and ((accelerat$4 with server$1) :
same(list$4 with client$1)) ;

H(acceleration near1 server) and
4(communication$1 same client$1
same server$ same agent$1)

420 and (server$1 same (list$4 with
‘iclient$1))
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EASTSearch History 
 

EAST Search History (Interference)

(communication$1 same between same
uclient$1 same server$ same (agent$1
dmanager$1 prox$4)) and ((accelerat$4 near1
‘server$1) same(list$4 with client$1)) and i
(client$1 near3 (cache storage)) and ((agent$1 :
“prox$4 manager$1) near3 (cache storage)) and:
(peer$1 same (prox$3 manager$1 agent$1))
yand ((histor$4 previous$4) with (request$1

3 and @ad<"20091008" : i 2013/06/14:

i(((accelerat$4 near1 server$1) same client$1
same server$1 same (agent$1 manager$1
jprox$4)) and ((accelerat$4 near1 server$1)
‘same(list$4 with client$1)) and (client$1 with ;
u(cache storage)) and ((agent$1 prox$4 i
‘Imanager$1) with (cache storage)) and (peerS1 :
‘same (prox$3 manager$1 agent$1)) and i
H((histor$4 previous$4) with (request$1

25 and @ad<"20091008"

 
6/ 14/ 2013 4:50:59 PM
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|555059 SHRIBMANET AL. WUMMA |iil | once co
MINH-CHAU NGUYEN 2442

 
Version

 
INTERNATIONAL CLASSIFICATION

SUBCLASS CLAIMED NON-CLAIMED

‘Tween |...1 pote|e|
Pp |CROSS REFERENCE(S) SEEEEE

Preeeee
Pt||PT
eeeeeeee

Total Claims Allowed:

20
(Assistant Examiner)
/MINH-GHAU NGUYEN/

Primary Examiner.Art Unit 2442 06/1 4/2013 0.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 26 1
U.S. Patent and Trademark Office Part of Paper No. 20130614
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|555059 SHRIBMANET AL.

WUMMA |iil | once co
MINH-CHAU NGUYEN 2442

 

 

 

   

Total Claims Allowed:

 20
(Assistant Examiner)
/MINH-GHAU NGUYEN/

Primary Examiner.Art Unit 2442 06/1 4/2013 0.G. Print Claim(s) O.G. Print Figure

(Primary Examiner) (Date) 26 1
U.S. Patent and Trademark Office Part of Paper No. 20130614

Ex. 1071 - Page 216 Code200, UABv.Bright Data Ltd.
Code 200's Exhibit 1071

Page 216 of 334



Ex. 1071 - Page 217 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 217 of 334

Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|555059 SHRIBMANET AL.

WUMMA |iil | once co
MINH-CHAU NGUYEN 2442
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NOTICE TO FILE CORRECTED APPLICATION PAPERS

Notice ofAllowance Mailed

This application has been accorded an Allowance Date and is being prepared for issuance. The
application, however, is incomplete for the reasons below.

Applicant is given 2 month(s) from the mail date of this Notice, or the time remaining from
the Notice of Allowance and Fee(s) Due, whicheveris longer, within which to respond.

The informalities requiring correction are indicated in the attachment(s). If the informality
pertains to the abstract, specification (including claims) or drawings, the informality must be
corrected with an amendment in compliance with 37 CFR 1.121 (or, if the applicationis a reissuc
application, 37 CFR 1.173). Such an amendment maybefiled after payment of the issue fee if
limited to correction of informalities noted herein. See Waiver of 37 CFR 1.312 for Documents

Required by the Office of Patent Publication, 1280 Off. Gaz. Patent Office 918 (March 23, 2004).
In addition, if the informality is not corrected until after paymentofthe issue fee, for purposes of
35 U.S.C. 154(b)(1) (iv), “all outstanding requirements” will be considered to have beensatisfied
when the informality has been corrected. A failure to respond within the above-identified time
period will result in the application being ABANDONED. This period for reply is NOT
extendable under 37 CFR 1.136(a).

See attachment(s).

A copy ofthis noticeMUSTbe returned with the reply. Please address response to
“Mail Stop Issue Fee, Commissionerfor Patents,

P.O. Box 1450, Alexandria, VA 22313-1450”.

/Shirley Winslow/
Publication Branch

Office of Data Management
(571) 272-4200
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Application No. 12836059

NON-COMPLIANT ILLUSTRATIONSIN SPECIFICATION OR CLAIMS

Theillustration(s) on Page(s) p. 30 of 33_ (FIG. 49) or in Claim(s) do not come within the exceptions
of 37 CFR 1.58(a). Please delete the illustration(s) from the specification or claims, provide the
illustration(s) as part of the formal drawing(s) in accordance with 37 CFR 1.84, and amend thespecification
to provide a brief description of the drawings in accordance with 37 CFR 1.74.
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Application No. 12836059

SPECIFICATION NOT IN COMPLIANCE WITH 37 CFR 1.52(b)(5)

The pagesof the specification have not been numbered. Per 37 CFR 1.52(b)(5), “the pages
of the specification including claims and abstract must be numbered consecutively,
beginning with 1, the numbers being centrally located above or preferably below,the text.”
In response to this notice, the applicant must submit a substitute specification in which the
pages are so numbered.

NOTE: Although 37 CFR 1.52(b)(5) refers to page numbering for “the specification
including claims and abstract,” any abstract or claims submitted in response to this notice
will not be entered. Only the substitute specification, and any amendment thereto entered
during prosecution, will be entered.
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IN THE UNITED STATES PATENT AND TRADEMARE OFFICE

Application No.: 1Z/836,059

Applicant: Derry Shribman

Filed: July 14, 2019 Exarainer: Mink Chau Nenyen

TCiAst Unit: 2442 Confirmation No. 1421

Docket No.: 19459.6102

Tle:

Cornmissioner for Patents

POG, Bos 145G

Alexandria, VA 23313-1456

Examiner Nguyen:

This amendment is being filed in response to the Notice To File Corrected Papers mailed

fuly 2, 2013. In response thereto, please enter the following amendments and consider the

following remarks. This substitute specification contains no new matter.

Amenidments to the Specification are reflected in the substitute specificalion attached to

this paper,

Remarks/Arguments begin on page 2 ofthis paper.

AUTHORIZATION TO DEBIT ACCOUNT

His not beheved that extensions of time or fees for net addition of claims are required,

beyond those thet may otherwise be provided for in documents accompanying this response.

However, in the event that additional extensions oftime are necessary ta allow consideration of

this response, such extensions are hereby petitioned under 37 CFR. § 1.136¢a) and anyfee

required therefore are hereby authorized to be charged to deposit account No. 501304,
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Serial No. 12/836.059

Attorney Docket No. 19459-0702

REMARKS

This is a full and timely response to the outsianding Notice to File Corrected Application

Papers mailed July 2, 2015,

Applicants are grateful for allowance of the application.

Non-<ympliant [ustretions in Specifications orClaims

The Notice stated the illustration of page 30 of 33 did not corne within the exceptions of

37 CFR 1.58f{a). As a result, Applicants have deleted the illustration fromthe specification, since

this figure is inchided in FIG. 3 of the pending patent application.

specication Not in Compliance with 37 CRE LS2(byS 

The Notice stated the specification omitted consecutively numbered page numbers.

Applicants have inserted page numbers into the specification.

CONCLUSION

in ight of the foregoing and for at least the reasons set forth above, the Applicants

respectfully believe the issues identified in the Notice have boen resolved. [fin the opinion of

the Examiner, a telephonic conference would expedite the examination ofthis matter, the

Examiner ia invited to call the undersigned attorney at (603) 627-8134.

Respectfully submitted,

 

  : & AVE iy

Attorney for Applicants
Reg. No. 48173

Ko 
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SYSTEM AND METHOD FORPROVIDING PASTER AND MORE EPPICIENT DATA

COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

‘The present application claims priority to copending U.S. provisional patent application

entitled “FASTER AND MOREEFFICIENT DATA COMMUNICATIONSYSTEM,” having

serial number 61/249,694, filed October &, 2009, which is hereby incorporated herein by

reference in its entirety.

FIELD OF THE INVENTION

‘fhe present invention is related to Internet cormmunication, and more particularly, to

improving data communication speed and bandwidth efficiency on the Internet.

BACKGROUND OF THE INVENTION

‘There are several trends in setwork and Imernet usage, which tremendously increase the

bandwidth that is being used on the Internet. One such trend is that more and more videois

being viewed on demand on the fuiernet. Such viewing mohides the viewing of both large and

short video clips. In addition, regular shows and full-featured films may be viewedon the

Internet. Another trend that is Increasing the traffic on the Internet is that Web sites (such as

shopping portals, news portals, and social networks} are becomingglobal, meaning that the Web

sites are serving people in many diverse places on the globe, and thas the data is traversing over

longer stretches of the Internet, increasing the congestion.

The increase in bandwidth consumption bas created several major problems, a fewof
4

which are described below:
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costing large amounts of money in hosting and bandwidth costs; and

Lhe problem for Internet Service Providers GAPS) — the growth in Internet traffic is requiring the 

iSPs to increase the infrastructure costs (commumication lines, routers, ete.) at tremendous

financial expense.

The need for a new method of data transfer that is fast for the consumer, cheap for the

content distributor and does not require infrastructure investraent for ISPs, has become a major

issue which is yet unsalved.

There have been many attempts ai making the Interne! faster for the consumer and

cheaper for the broadcaster. Each such attempt is lacking in some aspect to become a

widespread, practical solution, or is a partial solution in that it solves only a subset ofthe major

problems associated with the increase in Internet traffic. Most ofthe previous solutions require

billions of dollars in capital investment for a cormprehensive solution. Many ofthese attempts

are lacking in that much of the content onthe Internet has become dynamically created per the

user and the session of the user (this is what used to he called the “Web?.0”trend). This maybe

seen on the Amazon Web site and the Salesforce Web site, for example, where most of the page

views on these Web sites is tailored to the viewer, and is thus different for any twa viewers. This

dynamic information makes it impossible for most of the solutions offered to date to store the

content and provideit to others seeking similar content.

One solution that has been in use is called a “proxy”. FIG. | is a schernatic diagram

providing an example of use of a proxy within a network 2. A proxy, or proxyserver 4, 6, Risa

device that is placed between one or more clients, illustrated in FIG, 1 as cHent devices 10, 12,

ins
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4, 16, 18, 20, that request data, via the Internet 22, and a Web server or Web servers 39, 32, 34

frora which theyare requesting the data. The proxy server 4, 6, 8 requests the data from the Web

servers 30, 32, 34 on their behalf, and caches the responses [rom the Web servers 30, 32, 34, to

provide to otherclient devices that make similar requests. If the proxy server 4, 6, 8 is

geographically close enough to the client devices 10, 12, 14, 16, 18, 26, and if the storage and

bandwidth of the proxy server 4, 6, 8 are large enough, the proxy server 4, 6, 8 will speed up the

requesis for the chent devices 10, 12, 14, 16, 18, 20 that if is serving.

E should be noted, however, thatto provide a comprehensive solution for Internet surfing,

the proxy servers of FIG. 1 would need to be deployed at every point around the world where the

internet is being conanmed, and the storage size of the proxy servers at each location would need

io be near the size of all the data stored anywhere on the Internet. The abovementioned would

lead to massive costs that are impractical. In addition, these proxy solutions cannot deal well

with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deployed such

proxies locally around the world, and that are serving a sclect small group ofsites on the Internet.

ifall sites on the Web were to be solved with such a solution, the capital investment would be in

the range ofbillions of dollars. In addition, this type of solution does not handle dynarnic

content,

To create large distribution systems without the large hardware casts involved with a

proxy solution, “peer-to-peer file sharing” solutions have been introduced, such as, for example,

BitTorrent. FIG. 2 iss schematic diagram providing an exammle ofa peor-io-peerfile transfer

network 50. In the network 50, files are stored on computers of consumers, referred io hereas

client devices 60. Each consumercan serve up data to other consumers, via the Internet 62, thus

taking the load of serving offof the distributors and saving them the associated costs, and

providing the consumer multiple points from which to download the data, referred to herein as

Hae
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peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-

peer schution must have some sort of index by which to find the required data. In typical peer-io-

peer file sharing systems, because the index is on a server 80, or distributed among several

servers, the number of files availabic in the system is not very large (otherwise, the server costs

would be very large, or the lockup time would be verylong).

The peer-to-peer file sharing solution is acceptable in file sharing systems, because there

are not that many media files that are of interest to the masa (probablyin the order of magnitude

of millions of movies and songs that are of interest). Storing and maintaining an indexof

millions of entries is practical technically and economically. However, if this system were fa be

used lo serve the hundreds of billions offiles that are available on the Internet of today, the cost

of storing and maintaining suchan index would be again in the billions of dollars. in addition,

these types of peer-to-peer file sharing systerns are not able to deal with dynamic HTTP data,

in conclusion, there dees not exist 4 syster that enables fast transmission of most ofthe

data on the Intemet, that does not incur tremendous costs, and/or that provides only 4 very partial

sobution to the problem of Internet traffic congestion. Thus, a heretofore unaddressed need exists

imthe industry to address the aforementioned deficiencies and inadequacies.

SUMMARY OF THE INVENTION

The present system and method provides for faster and more efficient data

coramunication within a communication network, Briefly described, in architecture, one

embodiment ofthe system, among others, can be implernented as follows. A network is

provided for accelerating data cornmunication, wherein the network contains: at least one cent

communication device for originating a data request for obtaining the data from a data server; at

feasi one agent communication device whichis assigned to the data server for receiving the data

ifs
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request from the chent communication device, wherein the agent keeps track of which client

communication devices have received responses to data requests from the assigned data server; at

least one peer communication device for storing portions of dais received in response to the data

request by the at least one client communication device, wherein the portions of data may be

transmitted to the at least one client comraunication device upon request by the client

communication device; and at least one acceleration server for deciding which agent

communication device is to be assigned to which data server and providing this information ta

the af least one chent communication device.

The present system and method also provides a communication device within a network,

wherein the communication device contains: a memory; and a processor configured by the

meniory to perform the steps of: originating a date request for obtaming data froma data server;

being assigned to a data server, referred to as an assigned data server, receiving a data request

trom a separate device withinthe network, and keeping track of which client communication

devices within the network have received responses to data requests from the assigned data

server, and storing portions of data received in response to the originated data request, wherein

the portions of data may be transmitted to communication device upon request by the

communication device,

Other systems. methods, features, and advantages of the present invention will be or

become apparent to one with skill in the art upon examination ofthe following drawings and

detailed description. Tt is intended that all such additional systems, methods, features, and

advantages be inchided within this description, be within the acope of the present invention, and

be protected by the accompanying claims.

fn
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BRIEF DESCRIPTION OF THE DRAWINGS

Manyaspecis of the invention can be better understood with reference to the following

drawings. The components in the drawings are not necessarily to scale, emphasis instead being

placed upon clearly illustrating the principles of the presert invention. Moreover, in the

drawings, like reference mumerals designate corresponding parts throughout the several views.

FIG. 1 js a schematic diagram providing a prior art example of use of a proxy within a

network.

FIG. 2 is a schematic diagram providing a prior art example of a peer-to-peer file transfer

network.

FIG. 3 is a schematic diagram providing an examnole of a communication network in

accordance with the present invention.

PlG. 418 a schematic diagram further illustrating a communication device of the

communication network of FIG, 3.

FiG, 35 is a schematic diagramfurther illustrating the memory of FIG, 4.

FIG. 6 is 6 schematic diagram further illustrating elements of ihe acecleration application

ot Pic. 3, as well as cormmunication paths of the acceleration application.

PIG, 7 is a chart further Uhusirating bwo of the main databases alilized within the

communication network,

BiG. § is a flowchart ilustrating operation ofthe acceleration system initializer module.

FIG. 9 is a flowchart further Uhustrating communication between different elernents ofthe

communication network.

tery
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FIG. 10 is a flowchart continuing the Howchari of FIG. 9 and focused on agent response

to the HTP request.

FIG. 1] is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt of the list of poers, or single peer sting, from the agent.

FIG, 12 is a flowchart iustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP request is still valid.

FiG. 13 is a flowchart outlining operation of the acceleration server.

PIG. 14 is a flowchart further illustrating TCMP acceleration in accordance with an

alternative embodiment of the invention.

FIG, 15 is a flowchart further illustrating TCPIP acceleration in aceardance with an

alternative embodiment of the invention, detailing the coromunication between the cliert and the

PCPIP server (read and write commands) after the connect phase has completed successfully.

DETAILED DESCRIPTION

The present system and method provides for faster and more cfficient data

communication within 4 communication network, An cxample of such a comraunication

network 100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3

contains multiple commumication devices. Due to functionality provided by software stored

within each communication device, which may be the same in each communication device, cach

communication device may serve as a client, peer, or agent, depending upon requirements of the

network 100, as is described in detail herein. it should be noted that a detailed description of a

communication device is provided with regard to the deseription of FIG.4.

Jou
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Returning to PIG. 3, the exemplary embodiment of the network 100 illustrates that one of

the communication devices is fimetioning as a client 102, The client 102 is capable of

communication with one or more peers 112, 114, 116 and one or more agents 122. For

exemplary purposes, the network contains three peers and one agent, althoughit is noted thata

client can communicate with any number of agents and peers.

The cormrunication network 100 alec contains a Web server 152, The Web server 152 is

the server from which the client 102 is requesting information and maybe, for example, a typical

HTTP server, such as those being used 10 deliver conient on any of the many such servers on the

Internet. Ht should be noted that the server 132 is not limited to being an HTTP server. In fact, if

a different communication protocol is used within the communication network, the server maybe

a Server capable of handling a different protocol, It should alsa be noted that while the present

description refers to the use of HTTP, the present invention may relate to any other

communication protocel and HTTPis not intended to be a limitationto the present Invention.

The communication network 100 further contains an acceleration server 162 having an

acceleration server storage device 164. As is described in more detail herein, the acceleration

server storage device 164 has contained therein an acceleration server database. The acceleration

server database stores Internet protocol (IP) addresses of commumication devices within the

communication network 100 having acceleration software stored therein, Specifically, the

acceleration server database contains stored therein a list of communication devices having

acceleration software stored therein that are currently online within the communication network

100. Por each such ages, the acceleration server assigns a list of IP addresses.

in the communication network 100 of FIG. 3, the application in the client 102 is

requesting information framthe Web server 152, which is whythe software within the

communication device designated this communication device te work as a client. In addition,

since the agent 122 receives the request from the client 102 as the communication device closest

jos
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to the Web server 152, fimetionality of the agent 122, as provided by the software of the agent

122, designates this communication device to work as an agent. It should be noted, thar in

accordance with an alternative embodiment ofthe invention, the agent need not be the

communication device that is closest to the Web server. Instead, a different communication

device maybe selected to be the agent,

Since the peers 112, 114, 116 contamat leas! portions of the information sought bythe

cheat 102 from the Web sorver 152, functionality of the peers 112, 114, 114, as previdied bythe

software of the peers 112, 114, 116, designates these communication devices to wark as peers. {t

should be noted that the process of designating clents, apents, and peers is described in detail

herein. it should also be noted that the number of clients, agents, peers, acccleration servers,

Web servers, and other commponents of the communication network 100 may differ from the

nunber illustrated by FIG. 3. In fact, the number of clients, agents, peers, acceleration servers,

Web servers, and other cornponents of the cormmunication network 160 are not intended to be

luouited by the current description,

Prior to describing functionality performed within a communication network 100, the

following further describes a communication device 200, in accordance with a first exernplary

embodiment of the invention, FIG. 4 is a schematic diagram further dlustrating a communication

device 200 of the communication network 100, which contains general components ofa

computer. As previously mentioned, it should be noted that the communication device 200 of

FIG, 4 may serve as a chent, agent, or peer.

Sronerally, im terms of hardware architecture, as shown in PMG. 4, the communication

device 200 includes a processor 202, memory 210, at least one storage device 208, and one or

raore iigrut and/or output C/OH) devices 240 for peripherals} that are communicatively coupled via

a local interface 250, The local interface 250 can be, for example but not Limited to, one or more

buses or other wired or wireless cormections, as is known in the art. The focal interface 250 may
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have additional elements, which are omutted for siroplicity, such as controllers, buffers (caches),

drivers, repeaters, and receivers, to enable communications. Further, the local interface 250 may
toclude address, control, and/or data connections to enable appropriate communications among

the aforementioned companents.

The processor 202 is a hardware device for executing software, particularly that stored in

the mermory 210. The processor 52 can be any custom made or commercially available

processor, a central processing unit (CPU), an auxiliary processor among soveral processors

associated with the cormmunication device 200, a semiconductor based microprocessor (in the

form of a microchip or chip sei}, a macroprocessor, or generally any device for executing

sofware instructions.

The memory 210, whichis further illustrated and described by the description of FIG. 4,

can include any one or combination of volatile memory clementa (¢.z., randomaccess memory

(RAM, such as DRAM, SRAM, SDRAM, efe.) and nonvolatile memory clernents (.g, ROM,

hard drive, tape, CDROM, efe). Moreover, the memory 210 may incorporate electronic,

magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a

distributed architecture, where various components are situated remote from one another, but can

be acwessed by ihe processor 2072.

The software 212 located within the memory 210 may include one or more separate

programs, each of which contains an ordered listing of executable instructions for implementing

logical functions of the communication device 200, as described below. In the exemple of FIG.

4, the software 212 In the memory 216 at least contains an aceeleration application 220 and an

Internet browser 214. In addition, the memory 210 may contain an operating system CD/S) 230.

The operating system 230 essentially controls the execution of cornputer programs and provides

scheduling, ingunt-output contrei, file and date management, memory management, and

communication contral and related services. It should be noted that, in addition to the
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acceleration application 226, Internet browser 214, and operating system 230, the memory 210

may contain other software applications.

While the present description refers to a request trom the client originaling from an

internet browser, the present invention is nat limited to requests originating from Infernet

browsers. Instead, a request may originate from an omail program or any other prograra that

would be used to request data that is stored on a Web server, or other server holding data that is

requested bythe client device,

Fimetionality of the communication device 200 may be provided by a source program,

executable program (oblect code), script, or any other entity containing a set of insimctions to be

performed, When a source program, then the programneeds to be translated via a compiler,

assembler, interpreter, or the like, which mayor may not be included within the memory 210, so

as to operate properly in connection with the operating system 230. Furthermore, finctionality of

the communication device 200 can be written as (a) an object oriented programming language,

which has classes of data and methads, or (6) a procedure programming language, which has

routines, subrontines, and/or funetions.

The YO devices 240 mayinchide input devices, for example but not imiled to, a

keyboard, mouse, scanner, microphone, ec. Furthermore, the /O devices 240 may alse inclade

output devices, for example but not limited to, a printer, display, efe. Finally, the L/O devices 240

moy further include devices that commumicate via both ingnits and outprits, for instance but not

limited to, a modulator/demodulater (modem: for accessing another device, system, or network},

a radio frequency (RP) or other transceiver, a telephonic interface, a bridge, a router, ec.

When the communication device 200 is in operation, the processor 202 is configured to

execute the software 212 stored within the memory 210, to communicate data to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to
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the software 212. The software 212 and the O/S 230, in whole or inpart, but typicallythe latter,

are read by the processor 202, perhaps buffered within the processor 202, and then executed.

When functionality of the communication device 200 is implementedin sofware, as is

shown in FIG, 4, it should be noted that the functionality can be stored on any computer readable

medium for use by or in connection with any computer related system or method. In the context

of this document, a cornputer readable medium is an electronic, magnetic, optical, or other

physical device or moans that can contain or store a computer program for use by or in

camection with a computer related system or method. The functionality of the commurication

device 200 can be embodied in any camputer-readable medinm for use by or in connection with

an instruction excention system, apparatus, or deviec, such as a computer-based system,

processor-containing system, or other systemthat can fetch the instructions from the instruction

execution system, apparatus, or device and execute the instructions. In the context of this

document, a “computer-readable medium” can be any means that can siore, communicate,

propagate, or transport the program for use byor in connection with the instruction execution

system, apparatus, or device.

The cormputer readable medium can be, for example but not limited to, an electronic,

magnetic, optical, electromagnetic, infrared, or serniconductor system, apparatus, device, or

propagation medium, More specific examples (a nonexhaustive list} ofthe computer-readabie

medium would inchide the following: an electrical connection(electronic) having one or more

wires, a portable computer diskette Gnagnetic), a random access memory (RAM) (electronic),a

read-only memory (ROM) (lectronic), an crasahle programmable read-only memory (EPROM,

EEPROM, or Flash memory} (electronic), an optical fiber (optical), and a portable compact dise

read-only memory (CDROM) (optical). Note that the computer-readabie medium could even be

paper or another suitable mediumupon which the program is orinted, as the program can be

electronically captured, via for instance optical scanning of the paper or other medium, then
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compiled, interpreted ar otherwise processed in a suitable manner if necessary, and then stored in

a computer memory.

fn an alternative embodiment, where the functionality of the comumunication device 200 is

implemented in hardware, the functionality can be implernented with any or a combination ofthe

following technologies, which are cach well known in the art: a discrete logic cireuit(s) having

logic gates for implementing logic functions upon data signals, an application specific integrated

circuit (ASEC) having appropriate combinational logic gates, a programmable gate array(s)

(PGA)a field programmable gate array (FPGA), efe.

The at least ane storage device 208 of the commumication device 200 may be one of many

different categories of storage device. As is described in more detail herein, the storage device

268 may include a configuration database 280 and a cache database 282. Alternatively, the

configuration database 286 and cache database 282 maybe located on different storage devices

that are in cornrounication with the communication device 200. The description that follows

assumes that the configuration database 280 and cache database 282 are located on the same

storage device, however, it should be noted thal ihe present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration dala that is comunon to all clemenis

of the communication network 100 and is used to provide set up and synchronization mformation

io different modules ofthe acceleration application 220 stored within the raemory 210, as is

described in further detail herein, The cache daiabase 282 stores responses to HTTP requests

that the communication device 200 has dispatched, either for its own consumption or on behalf

of other elements of the communication network 100. As is explained in additional detail herein,

the responses te HTTP requests are stored within the cache database 282 for finture use bythis

communication device 200, or for other communication devices within the communication
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network 100 that need to retrieve this information and will use this communication device aa

either a peer or an agent.

In addition te the abovementioned, as is explained in further detail herein, the cache

database 282 has stored therein a list of URLs that the communication device is aware of (Le.,

has seen requests for}. Por each URL, the cache database 282 has stored therein the URLtself,

HTTP headers returned by the Web Server for this URL, when the last time was that the contents

of this URL was loaded directly from the Web Server, when the contents of the UBLhad last

changed on the Web Server, as well as a list of chunks that containthe contents of this URL, and

the chunks of data themselves. Chunks in the present descriptionare defined as equally sized

pieces ofdata that together form the whole content of the URL, It should be noted that whue the

present description provides for chunks being equally sized pieces ofdata, in aceordance withan

alternative embadiment ofthe invention, the chunks may instead be of different size.

FIG. 5 is a achematic diagram further illustrating the memory 210 of FIG. 4. As shown

by FIG. 3, the memory 216 may be separated into twobasic levels, namely, an operating system

level 260 and an application level 270. The operating system level 260 contains the operating

system 230, wherein the operating system 230 further contains at least one device driver 262 and

at least one communication stack 264. The device drivers 262 are software modules that aro

responsible for the basic operating commands for various hardware devices of the

communication device 200, such as the processor 202, the storage device 208 and the I/O devices

240. in addition, the communicationstacks 264 provide applications of the communication

device 200 with a means of communicating within the network 100 by Implementing various

standard communication protocols,

The application level 270 includes any application thet is rumning on the comumunication

device 200. As a reaul, the application level 270 inciades the Iniernet browser 214, which is

used to viewinformation that is located on remote Web servers, the acceleration application 220,
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as described in more detail below, and any other applications 216 stored on the communication

device 200.

As is explamed in additional detail below, the acceleration application 220 intercepts the

requests being made by applications of the communication device (chent) that use the Internet, in

order to modify the requests and route the requests through the communication network, There

are various methods that may be used to imtercept such requests. One such method is to create an

intermediate driver 272, whichis also located within the mernory 210, that attaches itself to all

communication applications, intercepts oulpoing requests of the cormmunication applications of

the communication device 200, such as the Internet brawser 214, and routes the requests to the

acceleration application 220. Once the acceleration application 226 modifies the reqnests, routes

the requests to other system elements on the communication network 100, and receives replies

from other system elements of the communication network 100, the acceleration application 220

returns the replies to the intermediate driver 272, which provides the replies back to the

requesting communication application.

PIG. 618 a schematic diagramfurtherillustrating elements of the acceleration application

220, as well as comurunication paths of the acceleration application 220, The acceleration

application 220 contains an acceleration sysiern initializer module 222, whichis called when the

acceleration application 220 is started. ‘The acceleration system initiahzer module 222 is capable

of uotiializing all elernents of the communication device 200 The acceleration application 220

also cordains three separate modules that run in parallel, namely, a chent module 224. a peer

module 226, and an agent module 228, each of which cames into play according to the specific

role that the communication device 200is partaking In the commumication network 100 ata

given time. The role of each module is further described herein.

The cHent module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not limited to,
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Web pages, data, video, or audie. The chent module 224 causes the communication device 200

having the client module 224 therein to intercept the information request and pass the

information request on t6 other elements of the communication network 100, such as, servers,

agents or peers. This process ia further deseribed in detail herein.

The peer module 226 provides functionality required by the communication device 200

when answering other cHenis within the communication network 100 and providing the other

clients with information that they request, which this communication device 200, having this

peer module 226 therein, has already downlosded at a separate time. This process is further

described in detail herein.

The agent module 228 provides functionality roquired when other communication devices

of the communication network 106 acting as clients query this communication device 200,

having this agent module 228 therein, as an agent, to obtain a ist of peers within the

communication setwork 100 that contain requested information. This process is further

described in detail herein.

Theacceleration application 220 interacts with boththe configuration database 280 and

the cache database 282 ofthe storage device 208. As previously mentioned herein, the

contiguration database 280 stores configuration data that may be common to all communication

devices of the communication network 100 and is used to provide setup aud synchronization

information to different modules 222, 224, 226, 228 of the acoeleration application 220 stored

within the memory 210.

The cache database 282 stores responses to information requests, such as, for exanrple,

HTTP requests, that the communication device 200 has dispatched, otther for its own

consumption or on behalf of other clements of the communication neiwork 100. The responses

to HTTP requests are stored within the cache database 282 for fiiture use by this communication

device 200, or for other communication devices within the communication network 100that need
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to retrieve this same information and will use this commumication device 200 as either a peer or

an agent. This process is described in detail herem.,

information stored within the cache database 28? may include any information associated

with a request sent by the client. As an exammle, such information may inchide, Meia data and

actual requested data. For example, for an HTTP request for a video, the Meta data may inctade

the version of the Web server answering ihe request fromthe client and the data would be the

requested video itself. In a situation where there is no more room for storage in the cache

database, the softwere ofthe associated communication device may cause the communication

device to erase previous data stored in order to cleay roomfor the newdata to store in the cache

database. Asan example, such previous data may include data that is most likely not to be used

again. Such data maybe old dataor data that is knownto no longer be valid. The

cormmunication device may choose to erase the least relevant data, accarding to any of several

methods that are well known in the art.

FEG. ? is a chart further illustrating two of the main databases utilized within the

communication network 100, namely, the acceleration server database 164 and the cache

database 282. As previously mentioned, the acceleration server database 164 stores [P addresses

of comununication devices located within the commumication network 100, which have

acceleration sofiware siored therein. Specifically, the acecleration server database 164 contains

stored therein a list of cormmunication devices having acceleration software stored therein that

are currently online within the communication network 100. The acceleration server assigns a

list of IP addresses to each communication device functioning as an agent. Each comununication

device will he the agent for any Web servers whose IP address is in the range ‘owned’ by that

communication device, As an exarnple, when a first ever communication device goes online,

namely, the first communication device as described herein having the acceleration application

220 therein, the acceleration server assigns all IP addresses in the worid to this cornrunication

device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP address lisi with the first communication

device, so that each of the commmunication devices will be responsible for a different part of the

world wide web servers,

The cache database 282 of the communication device 200 has stored therein alist of

URLs 286 of which the communication device 200 is aware. The communication device 200

becomes aware of a URL each time that the communication device 200 receives a request for

information located at a specificURL. As shown by FIG. 7, for each URL 288 within the list of

URLs 288, the cache database 282 stores: the LIRE itself 200; HTTP headers 292 returned by the

Web Server 152 for this URL; when the last time 244 was that the contents of this URL were

loaded cHrectly from the Web Server 152; when the contents of the URL last changed 296 on the

Web Server 152: and 4 list of chunks 298 that contain the contents of this URL, and the content

of the chunk. As previously mentioned, chunks, in the present description, are defined as equally

sized pioces of data, that together form the entire content of the URL, namely, the entire content

whose location is described by the URL. As a non-limiting example, a chunk size of, for

example, 16K.B can be used, so that any HTTP response will be split up into chunks of 16KB, In

accordance with an alfernative embodinient of the invention, if the last chunk ofthe response is

not large enough to fill the desipnated chunk size, such as 16K.B for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 306, the cache database 282 includes the checksum of the chunk

302, the data of the chunk 304itself, and a list of peers 306 that most likely have the data for this

chunk. As is described in additional detail herein, the data for the chunk may be used by other

chents within the communication network 100 when other cormmunication devices of the

commumication network 100 serve as peers to the clients, from which to download the chunk

data.

Ex. 1071 - Page 244 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 244 of 334



Ex. 1071 - Page 245 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 245 of 334

For each chunk, a checksumis calonisted and stored along side ofthe chunk itself. The

checksum maybe calculated in any of numerous ways known to those in the art. The purpose of

having the checksumis to be able to identify data uniquely, whereas the checksumis the “key”to

the data, where the data is the chunk. As an example, a client may want to load the contents ofa

URL, resulting in the agent thal is servicing this request sending the checksums of the chunksto

the client, along with the peers that stare these chunks. lt is to be noted that there could be a

different peer for every different chunk. The client then communicates with each such peer, and

provides the checksum ofthe chunk that it would like the peer to transmit back to the client. The

peer looks up the checksum (the key} in its cache database, and provides back the chumk (lata)

that corresponds to this checksum (the key). As shown by FIG. 7, for cach peer 308 within the

Het of peers 306, the cache database 282 includes the peer IP address 310, as well as the

connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordance with one embodiment of the invention, the cache database 2&2 may be

indexed by URL and by Checksum. Having the cache database indexed im this manner is

beneficial due to the following reason, When the agent is using the cache database,the agent

receives a request from 4 client for the URLthat the client is looking for. In such a casethe

agent needs the cache database to be indexed by the URL, to assist in finding a list of

corresponding peers that have the chunks of this URL. Whenthe peers are using this cache

database, the peers obtain a request from the client for a particular checksum, and the peers need

the database to be indexed by the checksum so that they can quickly find the correct chunk. OF

course, as would be understood by one having ordinary skill in the art, the cache database may

instead be indexed in any other manner.

Having described components of the communication network 100, the following further

describes how such components interact and individually fimetion. FIG. 8 is a flowchart 300

illustreting operation of the acceleration systeminitializer module 222 (hereafter referred to as

the initializer 222 for purposes of brevity}. Ht should be noted that any process descriptions or
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blocks in Jewesharis should be understoodas representing modules, segments, portions of cade,

or steps that inchide one or more insiructions for implementing specific logical fimetions in the

process, and alternative implementations are inchided within the scope of the present invention in

which functions may be executed out of order from that shown or discussed, including

substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonablyskilled in the art of the present invention.

The initializer 222 is the first element of the communication device 200 to operate as the

communication device 200 starts up (block 302). As the initializer 222 starts, it first

communicates with the acceleration server 162 to sign up with the acceleration server 162. This

is performed by providing the acceleration server 162 with the bostname, and all IF addresses

and media access control (MAC) addresses of the interfaces on the communication device 200

having the initializer 222 thereon.

in accordance with an alternative embodiment ofthe invention, as shown by block 304,

the initializer 222 checks with the acceleration server 162 whether a more updated version of the

acceleration application software is available. This may be perforrned by any one of many

known methods, such as, but not limited to, by providing the version numberof the acceleration

application software to the acceleration server 162. The message received back from the

acovleration server 162 indicates whether there is a newer version ofthe acceleration application

software or not. [fa newer version ofthe acceleration application software exists, the initializer

222 downloads the latest version ofthe acceleration application software fromthe acceleration

server 162, or from a different location, and installs the latest version on the communication

device 200. In addition te the abovementioned, the initializer 222 mayalso schedule additional

version checks for every set period of time thereafter. As an example, the initializer 222 may

check for system updates every two days.
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As shown hy block 306, the intializer 222 then redirects outgoing network traffic from

the communication device 200 to flow through the acceleration application 162. As previously

rnentioned, one wayto redirect the outgoing network traffic is to insert an Intermediate driver

212that intercepts and redirects the traffic. It should be notedthat there are many other ways to

implement this redirection, which are well known to those having ordinary skill in the art.

As shown by block 308, the initializer 222 then laumches the client module 224 ofthe

communication device 200, and configures the client module 224 of the communication device

200 to intercept to all outgoing network cormmunications of the communication device 200 and

route the outgoing network communications to the client module 224, frora the interrnediate

driver 272 or other routing method implernented. This is performed so that the cent module

224 is able to receive all network traffic coming fromthe network applications, modifythe

network traffic if necessary, and re-route the traffic. As is known by those having ordinary skill

in the art, in order to re-ronte the traffic, the traffic needs to be modified, as an example, to

change the destination ef requests.

As shown by block 316, the initializer 222 then launches the agent module 228 and the

peer module 226 io run on the communication device 200, The agent module 228 and peer

module 226 listen on pre-determined ports of the conununication device 200, so that Incoming

network traffic on these ports gets routed to the agent module 228 and peer module 226. Asis

explained in fiether detail herein, the abovementioned enables the cormmunication device 200 te

function as an agent and a3 a peer for other commumication devices within the communication

network 100, as needed.

FIG, 9 is a flowchart 350 further illustrating communication between different elements

of the conumunication network 100, in accordance with the present systern and method for

providing faster and more efficient date commumication.
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As shown by black 352, an application running on the client 200initiates a request for a

resource on a network. Such a request may be, for example, “GET

hitp//weww.aol.com/indexhtml HTTP/1.1". The request may come from an Internet browser

214 located on the client 200, where the Intemet browser 214 is loading a page fromthe internet,

an application that wants to download information from the Internet, fetch or send email, or ary

other network communication request,

Through the intermediate driver 272, or other such mechanism as may be implemented

that is re-routing the communication to the client module 224 of the chent 200, the resource

request is intercepted by the client module 224 that is running on the client 200 (block 334}. The

client module 224 then looks up the IP address of the server 152 that is the target of the resource

request (e.g., ihe IP addresa of the Web serverthat is the host of www.acl.comin the exaraple

above}, and sends this IP address to the acceleration server 162 (block 356) in order to obtain a

Het ofcorumunication devices that the cHent 206 can use as agents Ghereatter referred to as

agents). [t should be noted that the process of performing an IP lookup for a server is Known by

one having ordinary skill in the art, and therefore is not described further bereim.

In response to receiving the IP address of the server 152, the acceleration server 162

prepares a list of agents that maybe suitable to handle the request frorthis IP address (block

358}. The size of the Hist can differ based on implementation. For exemplary purposes, the

following provides an example where a list of five agents is prepared by the acceleration server

162, The list of agents is created by the acceleration server 162 byfinding the communication

devices of the communication network 100 that are currently online, and whose IP addressis

numerically close to the IP of the destination Web server 152. A further description ofthe

abovernentioned process is deseribed here in.

As shown by block 360, the client module 224 then sends the original request (e.g., “GET

htt //Awww.aoLcom/index.htmi HTTP/1.1”) to all the agents in the list received from the

ae
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acceleration server 162 in order to find out which of the agents im the list is best sued to be the

one agent that will assist with this request.

lt should be noted that, in accordance with an alternative embodiment of the invention,

the communication device 200 may be connected to a device that is actuallyrequesting data, In

such an alternative embodiment, the commmnicetion device wouldbe a modular device

connected to a requesting device, where the requesting device, such as, for example, a personal

data assistant (PDA) or other device, would request data, and the communication device

connected thereto, either through a physical connection, wireless connection, or any other

connection, would receive the data request and function as described herein, In addition, as

previously mentioned, it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

FIG. 10 is a flowchart continumg the flowchart 780 of FIG. 9 and focusedon agent

response to the request. As shown by block 382, upon receiving the request fron the client 200,

each apent that received the request from the client respondsto the client 200 with whether i has

information regarding the request, which can helpthe olient io download the requested

information from peers in the network. Specifically, each agent responds with whether the agent

has seen a previous requesi for this resource that has been filled. In such a case, the agent may

then providethe client with the list of peers and checksums ofthe chunks that each of them have.

As shown by block 384, the client then decides which of the agents in the list to use as its

agent for this particular information request. To determine which agent in the list to use as its

agent for the particular information request, the client may consider multiple factors, such as, for

example, factoring the speedofthe reply by each agent and whether that agent does or does not

have the information required. There are multiple waya to implement this agent selection, one

practical way being to start a timer of a small window oftime, suchas, for example, Sims, afler

receiving the first response fromthe agents, and after the small windew, choosing framthe list of
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agents that responded, the agent that has the information about the request, or in the case that

none of the agenis responded, to cheose the first agent fromthe list received frorm the

acceleration server 162.

As shown by block 386, affer selecting an agent, the client notifies the selected agent that

it is going to use it for this request, and notifies the other agents that they will not be used for this

request, The client then sends the selected agent a request for the first five chunks of data of the

original information request (block 388). By specifying io the selected agent the requested

chunks by their order in the full response, the client receives the peer list and checksumsofthe

requested chunks from the selected agent. As an example,for the first five chunks the client will

ask the selected agent fer chunks one through five, and for the fourth hatch offive chunksthe

cHent will ask the agent for chinks sixtcen through twenty. As previously mentioned, additional

or fewer chunks may be requested at a single time.

As shown by block 390, after recerving the request fromthe clioni, the selected agent

determines whether it has information regarding the requested chunks of data by looking up the

request in its cache database and determining if the selected agent has stored therein information

reparding peers of the communication network that have stored the requested data ofthe request,

or whether the selected agent itself has the requested data of the request stored in its memory. In

addition to determining if the selected agent contains an entry for this request in us database, the

selected apent may also determine if this information is still valid. Specifically, the selected

agent determines whether the data that js stored within the mernory ofthe selected agent or the

memory of the peers, still mirrors the information that would have been received from the server

itself for this request. A further description of the process utilized bythe selected agent to

determine if the information is still valid, is described in detail herein.

As shown by block 392, if the information (requested data of the request} exists andis

still valid, then the agent prepares a response io the client, which includes for each of the chunks:

tea
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{i} the checksum of the chunk; (1) a Hst of peers that according to the database ofthe selevied

agent contains these chunks; and (4H) if these are the first five chunks of the information, then the

selected agent also provides the specific protocol’s headers that would have been received trom

the server, had the initial request from the client been mede directly to the server,

As shown by block 394, the lst of peers for cach chunk is sorted by geographical

proximity to the requesting client. In accordance with the present example, onlythe five closest

peers are kept mthe list for every chank, and the rest of the peers are discarded from this list. As

shown by block 396, the prepared response, namely, the Het of closest peers, 1s sent back to the

client. Ti should be soted that, if this were the last set of chunks to be provided for this request,

then it would be beneficial to mclude information about this to the client,

ifthe selected agent discovers that it does not have information about this request, or if

the selected agent discovers that the information if has is no longer valid, the selected agent needs

io load the information directly fromthe server in order to be able to provide an answer to the

requesting client. As shown by block 400, the selected agent then sends the request directly to

the server, The selected agent then stores the informationif recetves from the server (both the

headers of the request, as well as chunks of the responseitself} in its database, for this particular

response to the client, as well as for firture use to other cHents that may request this data (block

402). The selected agent then prepares a response (list) for the chiont, where the response

includes the protecol headers (if these are the first five chunks}, and the checksums ofthe five

chunks, and provides itself as the only peer for these chunks (block 404}. This list is then seni

back to the client (block 406},

FIG. if is a flowchart 420 continuing the flowchart of FIG. 10, whichillustrates actions

taken upon receipt of the list of peers, or single peer Hsting, from the agent. As shown by block

422, the client receives the response fromthe agent Gncluding thelist of chunks and thetr

corresponding data, including peers and other information previously mentioned} and, for each of
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the five chunks, the client sends a request to each of the peers Usted for the clumk to download

the chunk. The chunk request that the client sends to each ofthe peers is the checksum:of the

data that the client secks to receive, which is the key (identifier) of the chunk.

As shown by block 424, the peers then respond regarding whether they still have the

data of the chunk. As an cxampic, some of the peers may not currently be ordine, some may be

online bat may have discarded the relevant information, and some may stil have the relevant

information, namely, the chunk. As shown by block 426, the client thon selects the quickest peer

that responds with a positive answerregarding the requested miormnation, the client lets that peer

knowthat it is chosen to provide the client with the chunk, and the client notifies the other peers

that they are nat chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be

noted that if ne peers answer the request of the client, the chent goes back to the agent noting that

the peers were all negative, and the agent either provides a list of 5 other agents, if they exist, or

the agent goes on ico download the information directly from the Web server as happens in the

case where no poers exist as described abcve,

The chent then stores the chunks in its cache for future use (block 430), whenthe client

tmayneed to provide the chunks to a requesting communication device when acting a8 a peer for

another cHent that is looking for the same information. As shown by block 432, Usome ofthe

chunks were not loaded frorn any of the peers, the client requests the chunks again from the agent

in a next round ofrequests, flagging these chunks as chunks that were not loadable from the

cHent list of peers. In this situation, the agent will load the data directly fromthe server and

provide nt back to the client.

The client then acknowledges to the agent which of the chunks it received properly (block

434), The agent then looks up these chunks in the database of the agent, and adds the chent to
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the list of peers for these chunks, specifically, since this client is nowstoring these chunks, and

can provide these chunks to other clients that tumto it as a peer (block 436).

As shown by block 438, the client then passes the data on to the Web browser or other

application of the cHent that made the original request, for if to use as it had onginally intended.

The cHent then checks whether all of the chunks for this request were recetved (block 449), by

checking the flag set by the agent. Specitically, when the agent is providing the list ofthe last 5

chunks, the agent includes that informationas part of its reply io the client, which is referred to

herein as a flag. This information is what enables the client to knowthat all information has

been received for a particular resource request.

if the last recetved chunks were not the last chunke for this request, the processing flowof

the client continues by returning to the functionality of bleck 384 of FIG. 10. but mstead sending

the chosen agent a request for the next five chunks of data of the original information request.

Adermaiively, ifall chunks for this request were received, the request is complete, and the low

starts again at block 352 of FIG. %.

FIG. 12 is a flawchart 509 illustrating steps taken by an agerd, client, or peer to determine

whether a certain HTTP request is stil valid. Specifically, the foHowing provides an example of

howthe agent, client, or peer can determine whetherparticular data that is siered within the

memory of the agent, or the memoryof a peeror clicnt, still mirrors the information that is

currently on the Web server. As shown by block 302, the HTTP request is looked up in the

cache database of the agent, client or peer that is checking the validity of the HTTP request. As

an example, theHTTP protocol, defined by RFC 2616, outlines specific methods that Web

servers can define within the HTTP headers signifying the validity of certain data, such as, but

nol limited to, by using HTTP header information such as “max age” to indicate howlong this

daia may be cached before becoming invalid, “no cache” to indicate that the dala may never be

cached, and using other information.
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As shown by block 504, these standard methods of validation are tested on the HTTP

request information in question, As shown by block 506, a defermnination is made whetherthe

requested information that is stored is valid or nol. [f the requested information is valid, a

“YALU” response is returned (block 508). Alternatively, if the requested informationis not

vahil, ac HYTP conditional request is sent fo the relevant Web server, to determine if the data

atored for this request is still valid (block S10). Uf the data stored for this request is still valid, a

“VALIDresponse is returned (block 308). Alternatively, ifthe data stored for this request is not

valid, an “INVALIDresponse is returned (block 314}. It should be noted, that the

abovernentioned description with regard to FIG. 12 is an explanation of howto check if HTTP

informationis still valid. There are similar methods of determining validity for any other

protocol, which may be utilized, and which those having ordinary skill in the art would

appreciate and understand.

Fic. 13 is a flowchart 350 outlining operation of the acceleration server, whose main

responsibility in the present system and method is to provide clients with information regarding

which agents serve which requests, and to keep the network elements all up to date withthe latest

software updates. As shown by block 552, the acceleration server sends “keep alive” signals to

the network clomenis, and keeps track within its database as to which network elements are

online. As shown by Mock 554, the acceleration server continues to want for a chent request and

continues to determine if one is recerved.

Once a request is received, the acceleration server tests the ivpe of request received (black

556}. Ifthe client requost is to sign up the client within the network, an event thal happens every

time that the client starts running on its host machine, then that client is added to the list of

agents stored on the acceleration server, sorted by the IP address of the chent (block 358).

ifthe request is to find an agent to use for e particular request, the acceleration server

creates a new agent list, which is erapty (block 560). The acceleration server then searches the
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agent database for the next 5 aclive agents whose IP address is closest to the IP address ofthe

server wlio is targeted in the request (hiock 562}. fn this context, 192.166.3.105 is closer te

192.166.3.212 than to 192.167.3.104. The acceleration server then sends this agent lst to the

clent Chlock 564}.

lfinstead, the request is ta check the version ofthe latest acceleration sofiwere then the

acceleration server sends that network element (client, peer or agent) the version numberof the

latest existing acceleration software version, and a URL from where to download the new

version, for the case that the element needs to upgrade to the newversion (block 366).

While the abevernenticned example is focused on HTTP requests for data, as previously

mentioned, other protocol requests are equally capable of being handled bythe present system

and method. As an example, in separate embodiments the acceleration method described may

accelerate any communication protecel at any OSI layer (SMTP, DNS, UDP, ETHERNET,etc.}.

In the following alternative embodiment, it is dlustrated how the acceleration method may

accelerate TCFIP, As is known by those having ordmary skill inthe art,PCPIP is a relatively

low-level protocol, as opposed to HTTP, which is a high level protocol, For purposes of

Ulusiration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server

ig a TCPIP server.
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In PCPIP there are three communication commands that are of particular interest, narnely,

connect, write, and read. Connect is a command issued by an application im the conumunication

device that is initiating the communication to instruct the TCPIP stack to connect to a remote

ERATIONSYSTEM SETS 

 
communication device. The connoct message includes the IP address of the communication

device, and the port number to connect to. An application uses the write command to instruct the

TCPIP stack to send a message (.¢., data} to a communication device to which it is connected.

in addition, an application uses the read command to ask the TCPIP stack to provide the message

that was sent fromthe remote conununication device to which itis connected. A communication

session typically exists of a connect, followed bya read and write on bothsides.

FiG. 14 is a flowchart 600 further dlustrating TCPIP acceleration in accordance withthis

alternative embodiment of the invention. As shown by blocks 601 and 602 when an epplication

HamS
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of the communication device makes a request ta the communications stack to connect with the

TCPEP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that comnect message fromthe cornmunication device

application, which includes the IP address of the TCFIP server and the port ta connectto, the

acceleration application in the cHent makes a request to the acceleration server to find out who

the agent for the communication with the TCPIP server is. This step is performed in a similar

manner io that described with regard ta the main HTTP embodiment ofthe invention (block

604). As shown by block 606, the server then provides the client with a Hat of agents, for

example, a primary agent and four others.

To esiablish a connection, as shown by block 608, the client issues a TCPIP connect with

the primary agent or one of the other agents if the primary agent does not succeed, ta create a

connection with the agent. The client then sends to the agentthe IP address of the TCPIF server

and connection port that were provided by the communication device application (block 610).

As shown by block 612, that agent in turn issues a TCPIP connect to the TCPIP server te the port

it received from the client, to create a connection with the agent.

FIG. 1S is a flowchart 800 further illustrating TCPIP acceleration in accordance with this

alternative ernbodiment ofthe invention, detailing the communication between the client and the

TCVIP server (read and write commands)after the connect phase has completed successfully.

As shown by block 802, if the networkapplication within the client wants to send a

message to the TCPIP server, the network application within the client writes the message tothe

TCOPIP stack in the operating system of the cent. This WRITE commandis received bythe
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acceleration application ofthe client and handled in the manner described below. Hf the TCPIP

server wants to send a message to the client, the (PIP server writes the message to the TCPIP

stack of TCPIP operating system, on the connectionto the agent, since this agent is where the

server received the original connection. This WRITE command is received by the acceleration

application of the agent and handled in the manner descrihed below.

When the acceleration application of the client receives a message from the network

application of the client to be sent to the agent, or when the acceleration application of the agent

receives a message from the connection to the TCPIP serverthat is to be sent to the cHent, the

acceleration application proceeds to send the message to the communication device on ihe other

side. Forinstance, ifthe client has intercepted the message from the communication application,

ihe client sends the message to the agent, and ifit is the agent that intercepted the message from

the connectionto the TCPIP server, such as the TCPIP server sending a message that is intended

for the communication with client, the agent sends the message te the client in the following

Manner:

AS shown by block 804, the acceleration application breaks up the content of the message

io chunks and calculates the corresponding checksums, in the same manner as in the main

embodiment deserited herein. The acceleration applicationthen looks up cach checksumin its

wache dalabase (block 806). As shown by block 808, the acceleration application checks if the

checksum exists in the cache database,. [fit does, then, as shown by block $16, the acceleration

application prepares a list of peers that have already received the chunk ofthe checksurn in the

past Gf any), and adds the communication device of the other side to the list of communication

devices that have received this chunk (adds it to the peer list of the checksumin its database), to
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be provided to other communication devices requesting this informationin the future. As shown

by block S12, the list of peers is sent to the receiving communication device, which, as shown by

block 814retrieves the chunks fromthe peers in the list received, in the same manner as in the

maimembodiment.

ifthe checksurn does not exist within the cache database of the sending communication

device then, as shown byblock 820, the acceleration application adds the checksumand chunkto

iis cache database, sends the chunkto the cornrourication device on the other side, and adds the

other communication device to the Hist of peers for that checksumin tis database,

As shown by block 816, a determination is then made as to whether all chunks have been

received. [fall chunks have not been received, the prooess continues on again from block 806.

Onee all data has beenreceived, as shown by block 818, the acceleration application

passes the data on to the requester. Specifically, in the client, the acceleration application passes

on the complete daia to the commummication application, and in the agent, the acceleration

application passes on the complete data to the requesting TOPEP server

it should be emphasized that the above-deseribed embodiments ofthe present invention

are merely possibile examples ofimplementations, merelyset forth for a clear understanding of

the principles of the invention. Manyvariations and modifications may be made ta the above-

described embodiments of the invention without departing substantially fromthe spirit and

priociples ofthe invention. All such modifications and variations are intended to be included

herein within the scopeofthis disclosure and the present invention and protected bythe

following claims,
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Application No. 12/836,059

SYSTEM AND METHODFOR PROVIDING FASTER AND MORE EFFICIENT DATA

COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claimspriority to copending U.S. provisional patent application

entitled “FASTER AND MORE EFFICIENT DATA COMMUNICATION SYSTEM,”having

serial number 61/249,624,filed October 8, 2009, which is hereby incorporated herein by

referencein its entirety.

FIELD OF THE INVENTION

The present invention is related to Internet communication, and moreparticularly,to

improving data communication speed and bandwidth cfficiency on the Internet.

BACKGROUNDOF THE INVENTION

There are several trends in network and Internet usage, which tremendously increase the

bandwidth that is being used on the Internet. One suchtrend is that more and more video is

being viewed on demand onthe Internet. Such viewing includes the viewing of both large and

short video clips. In addition, regular shows and full-featured films may be viewed on the

Internet. Another trend that is increasing the traffic on the Internet is that Web sites (such as

shoppingportals, news portals, and social networks) are becoming global, meaning that the Web

sites are serving people in many diverse places on the globe, and thus the data is traversing over

longer stretches of the Internet, increasing the congestion.

The increase in bandwidth consumption has created several major problems, a few of

which are described below:
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The problem for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed’ experienced byusersis slow;

The problem for content owners — the tremendous amount of data being viewed by users is

costing large amounts of money in hosting and bandwidth costs; and

The problem for Internet Service Providers (ISPs) — the growth in Internettraffic is requiring the

ISPs to increase the infrastructure costs (communicationlines, routers, etc.) at tremendous

financial expense.

The need for a new methodof data transfer that is fast for the consumer, cheap for the

content distributor and does not require infrastructure investment for ISPs, has become a major

issue whichis yet unsolved.

There have been many attempts at making the Internet faster for the consumer and

cheaperfor the broadcaster. Each such attempt is lacking in some aspect to become a

widespread, practical solution, oris a partial solution in that it solves only a subset of the major

problems associated with the increase in Internet traffic. Most of the previous solutions require

billions of dollars in capital investment for a comprchensive solution. Many ofthese attempts

are lacking in that much of the content on the Internet has become dynamically created per the

user and the session ofthe user (this is what used to be called the “Web2.0” trend). This may be

seen on the Amazon Website and the Salesforce Website, for example, where most of the page

views on these Websites is tailored to the viewer, and is thus different for any two viewers.

This dynamic information makes it impossible for most of the solutions offered to date to store

the content and provideit to others seeking similar content.

Onesolution that has been in use is called a “proxy”. FIG. 1 is a schematic diagram

providing an example of use of a proxy within a network 2. A proxy, or proxy server 4, 6, 8 is a

device that is placed between one or moreclients,illustrated in FIG. 1 as client devices 10, 12,
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14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Webservers 30, 32, 34

from which they are requesting the data. The proxy server 4, 6, 8 requests the data from the Web

servers 30, 32, 34 on their behalf, and caches the responses from the Webservers 30, 32, 34, to

provide to other client devices that make similar requests. If the proxy server4, 6, 8 is

geographically close enoughto the client devices 10, 12, 14, 16, 18, 20, and if the storage and

bandwidth of the proxy server4, 6, 8 are large cnough,the proxy server 4, 6, 8 will specd up the

requests for the client devices 10, 12, 14, 16, 18, 20 that it is serving.

It should be noted, however, that to provide a comprchensive solution for Internct

surfing, the proxy servers of FIG. 1 would need to be deployed at every point around the world

where the Internet is being consumed, and the storage size of the proxy servers at each location

would need to be near thesize of all the data stored anywhere on the Internet. The

abovementioned would lead to massive costs that are impractical. In addition, these proxy

solutions cannot deal well with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deployed such

proxies locally around the world, and that are serving a select small group ofsites on the

Internet. If all sites on the Web were to be solved with such a solution, the capital investment

would bein the range ofbillions of dollars. In addition, this type of solution does not handle

dynamic content.

To create large distribution systems without the large hardware costs involved with a

proxy solution, “peer-to-peer file sharing” solutions have been introduced, such as, for example,

BitTorrent. FIG. 2 is a schematic diagram providing an example of a peer-to-peerfile transfer

network 50. In the network 50,files are stored on computers of consumers, referred to herein as

client devices 60. Each consumercan serve up data to other consumers, via the Internet 62, thus

taking the load of serving off of the distributors and saving them the associated costs, and

providing the consumer multiple points from which to download the data, referred to herein as
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peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-

peer solution must have somesort of index by whichto find the required data. In typical peer-

to-peer file sharing systems, because the index is on a server 80, or distributed among several

servers, the numberoffiles available in the system is not very large (otherwise, the server costs

would be very large, or the lookup time would be very long).

The peer-to-peerfile sharing solution is acceptable in file sharing systems, because there

are not that many mediafiles that are of interest to the mass (probably in the order of magnitude

of millions of movics and songsthatare of interest). Storing and maintaining an index of

millions of entries is practical technically and economically. However,if this system were to be

used to serve the hundredsofbillionsoffiles that are available on the Internet of today, the cost

of storing and maintaining such an index would be again in the billions of dollars. In addition,

these types ofpeer-to-peer file sharing systemsare not able to deal with dynamic HTTP data.

In conclusion, there does not exist a system that enables fast transmission of mostofthe

data on the Internet, that does not incur tremendouscosts, and/or that provides only a very partial

solution to the problem ofInternet traffic congestion. Thus, a heretofore unaddressed need exists

in the industry to address the aforementioned deficiencies and inadequacies.

SUMMARYOF THE INVENTION

The present system and method provides for faster and moreefficient data

communication within a communication network. Briefly described, in architecture, one

embodiment of the system, among others, can be implemented as follows. A network is

provided for accelerating data communication, wherein the network contains: at least one client

communication device for originating a data request for obtaining the data from a data server; at

least one agent communication device whichis assigned to the data server for receiving the data
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request from the client communication device, wherein the agent keeps track of which client

communication devices have received responses to data requests from the assigned data server;

at least one peer communication device for storing portions of data received in responseto the

data request by the at least one client communication device, wherein the portions of data may

be transmitted to the at least one client communication device upon request by the client

communication device; and at least onc acceleration server for deciding which agent

communication device is to be assigned to which data server and providing this information to

the at least one client communication device.

The present system and methodalso provides a communication device within a network,

wherein the communication device contains: a memory; and a processor configured by the

memory to perform thesteps of: originating a data request for obtaining data from a data server;

being assigned to a data server, referred to as an assigned data server; receiving a data request

from a separate device within the network, and keeping track of which client communication

devices within the network have received responsesto data requests from the assigned data

server; and storing portions of data received in response to the originated data request, wherein

the portions of data may be transmitted to communication device upon request by the

communication device.

Other systems, methods, features, and advantages of the present invention will be or

become apparent to one with skill in the art upon examination of the following drawings and

detailed description. It is intended that all such additional systems, methods, features, and

advantages be included within this description, be within the scope of the present invention, and

be protected by the accompanying claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

Manyaspects of the invention can be better understood with reference to the following

drawings. The components in the drawingsare not necessarily to scale, emphasis instead being

placed uponclearly illustrating the principles of the present invention. Moreover, in the

drawings, like reference numerals designate corresponding parts throughout the several views.

FIG. | is a schematic diagram providing a prior art example of use of a proxy within a

network.

FIG. 2 is a schematic diagram providing a prior art example of a peer-to-peerfile transfer

network.

FIG. 3 is a schematic diagram providing an example of a communication network in

accordance with the present invention.

FIG. 4 is a schematic diagram furtherillustrating a communication device of the

communication network of FIG. 3.

FIG. 5 is a schematic diagram furtherillustrating the memory of FIG. 4.

FIG. 6 is a schematic diagram furtherillustrating elements of the acceleration application

of FIG. 5, as well as communication paths of the acceleration application.

FIG.7 is a chart further illustrating two of the main databasesutilized within the

communication network.

FIG.8 is a flowchart illustrating operation of the acceleration system initializer module.

FIG. 9 is a flowchart further illustrating communication between different elements of the

communication network.
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FIG. 10 is a flowchart continuing the flowchart of FIG. 9 and focused on agent response

to the HTTP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt of the list of peers, or single peer listing, from the agent.

FIG. 12 is a flowchart illustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP requestis still valid.

FIG. 13 is a flowchart outlining operation of the acceleration server.

FIG. 14 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodimentof the invention.

FIG. 15 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodimentof the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

DETAILED DESCRIPTION

The present system and method provides for faster and more efficient data

communication within a communication network. An example of such a communication

network 100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3

contains multiple communication devices. Due to functionality provided by software stored

within each communication device, which may be the same in each communication device, each

communication device may serve as a client, peer, or agent, depending upon requirements ofthe

network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regard to the description of FIG.4.
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Returning to FIG, 3, the exemplary embodiment of the network 100 illustrates that one of

the communication devices is functioning as a client 102. The client 102 is capable of

communication with one or more peers 112, 114, 116 and one or more agents 122. For

exemplary purposes, the network contains three peers and one agent, althoughit is noted that a

client can communicate with any numberof agents and peers.

The communication network 100 also contains a Web server 152. The Webserver 152 is

the server from whichthe client 102 is requesting information and maybe, for example, a typical

HTTPserver, such as those being used to deliver content on any of the many suchservers on the

Internet. It should be noted that the server 152 is not limited to being an HTTP server . In fact,

if a different communication protocol is used within the communication network, the server may

be a server capable of handling a different protocol. It should also be noted that while the

present description refers to the use of HTTP, the present invention may relate to any other

communication protocol and HTTPis not intended to be a limitation to the present invention.

The communication network 100 further contains an acceleration server 162 having an

acceleration server storage device 164. As is described in more detail herein, the acceleration

server storage device 164 has contained therein an acceleration server database. The

acceleration server database stores Internet protocol (IP) addresses of communication devices

within the communication network 100 having acceleration software stored therein.

Specifically, the acceleration server database contains stored therein a list of communication

devices having acceleration software stored therein that are currently online within the

communication network 100. For each such agent, the acceleration serverassignsa list of IP

addresses.

In the communication network 100 of FIG. 3, the application in the client 102 is

requesting information from the Web server 152, which is why the software within the

communication device designated this communication device to work as a client. In addition,
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since the agent 122 receives the request from the client 102 as the communication device closest

to the Web server 152, functionality of the agent 122, as provided by the software of the agent

122, designates this communication device to work as an agent. It should be noted, that in

accordance with an alternative embodimentof the invention, the agent need not be the

communication device that is closest to the Web server. Instead, a different communication

device may be selected to be the agent.

Since the peers 112, 114, 116 contain at least portions of the information sought by the

client 102 from the Web server 152, functionality of the peers 112, 114, 116, as provided by the

software of the peers 112, 114, 116, designates these communication devices to work as peers. It

should be noted that the process of designating clients, agents, and peers is described in detail

herein. It should also be noted that the numberofclients, agents, peers, acceleration servers,

Webservers, and other components of the communication network 100 may differ from the

numberillustrated by FIG. 3. In fact, the numberofclients, agents, peers, acceleration servers,

Webservers, and other components of the communication network 100 are not intended to be

limited by the current description.

Prior to describing functionality performed within a communication network 100, the

following further describes a communication device 200, in accordance with a first exemplary

embodiment of the invention. FIG. 4 is a schematic diagram further illustrating a

communication device 200 of the communication network 100, which contains general

components of a computer. As previously mentioned, it should be noted that the communication

device 200 of FIG. 4 may serve as a client, agent, or peer.

Generally, in terms of hardware architecture, as shown in FIG. 4, the communication

device 200 includes a processor 202, memory 210, at least one storage device 208, and one or

more input and/or output (I/O) devices 240 (or peripherals) that arc communicatively coupled

via a local interface 250. The local interface 250 can be, for example but not limited to, one or
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more buses or other wired or wireless connections, as is known in the art. The local interface

250 may have additional elements, which are omitted for simplicity, such as controllers, buffers

(caches), drivers, repeaters, and receivers, to enable communications. Further, the local interface

250 may include address, control, and/or data connections to enable appropriate communications

among the aforementioned components.

The processor 202 is a hardware device for executing software, particularly that stored in

the memory 210. The processor 52 can be any custom made or commercially available

processor, a central processing unit (CPU), an auxiliary processor among several processors

associated with the communication device 200, a semiconductor based microprocessor(in the

form of a microchip or chip set), a macroprocessor, or generally any device for executing

software instructions.

The memory 210, which is further illustrated and described by the description of FIG.5,

can include any one or combination of volatile memory elements (¢.g., random access memory

(RAM,such as DRAM, SRAM, SDRAM,eéc.)) and nonvolatile memory elements (¢.g., ROM,

hard drive, tape, CDROM,efc.). Moreover, the memory 210 may incorporate electronic,

magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a

distributed architecture, where various components are situated remote from one another, but can

be accessed by the processor 202.

The software 212 located within the memory 210 may include one or more separate

programs, each of which contains an ordered listing of executable instructions for implementing

logical functions of the communication device 200, as described below. In the example of FIG.

4, the software 212 in the memory 210 at Icast contains an acceleration application 220 and an

Internet browser 214. In addition, the memory 210 may contain an operating system (O/S) 230.

The operating system 230 essentially controls the execution of computer programs and provides

scheduling, input-output control, file and data management, memory management, and

communication control and related services. It should be noted that, in addition to the

10
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acceleration application 220, Internet browser 214, and operating system 230, the memory 210

may contain other software applications.

While the present description refers to a request from the client originating from an

Internet browser, the present invention is not limited to requests originating from Internet

browsers. Instead, a request may originate from an email program or any other program that

would be used to request data that is stored on a Webserver, or other server holding data that is

requested by the client device.

Functionality of the communication device 200 may be provided by a source program,

executable program (object code), script, or any other entity containing a set of instructions to be

performed. When a source program, then the program needsto betranslated via a compiler,

assembler, interpreter, or the like, which may or may not be included within the memory 210, so

as to operate properly in connection with the operating system 230. Furthermore, functionality

of the communication device 200 can be written as (a) an object oriented programming language,

which has classes of data and methods,or (b) a procedure programming language, which has

routines, subroutines, and/or functions.

The I/O devices 240 may include input devices, for example but not limitedto, a

keyboard, mouse, scanner, microphone, efc. Furthermore, the I/O devices 240 mayalso include

output devices, for example but not limited to,a printer, display, efc. Finally, the I/O devices

240 may further include devices that communicate via both inputs and outputs, for instance but

not limited to, a modulator/demodulator (modem; for accessing another device, system, or

network), a radio frequency (RF) or other transceiver, a telephonic interface, a bridge, a router,

eIc.

When the communication device 200 is in operation, the processor 202 is configured to

execute the software 212 stored within the memory 210, to communicate data to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to

11
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the software 212. The software 212 and the O/S 230, in whole or in part, but typically the latter,

are read by the processor 202, perhaps buffered within the processor 202, and then executed.

Whenfunctionality of the communication device 200 is implemented in software, as is

shown in FIG.4, it should be noted that the functionality can be stored on any computer readable

medium for use by or in connection with any computer related system or method. In the context

of this document, a computer readable medium is an electronic, magnetic, optical, or other

physical device or means that can contain or store a computer program for use by or in

connection with a computer related system or method. The functionality of the communication

device 200 can be embodied in any computer-readable medium for use by or in connection with

an instruction execution system, apparatus, or device, such as a computer-based system,

processor-containing system, or other system that can fetch the instructions from the instruction

execution system, apparatus, or device and execute the instructions. In the context of this

document, a "computer-readable medium" can be any meansthat can store, communicate,

propagate, or transport the program for use by or in connection with the instruction execution

system, apparatus, or device.

The computer readable medium can be, for example but not limited to, an electronic,

magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, device, or

propagation medium. More specific examples (a nonexhaustive list) of the computer-readable

medium would include the following: an electrical connection (electronic) having one or more

wires, a portable computer diskette (magnetic), a random access memory (RAM)(electronic), a

read-only memory (ROM)(electronic), an erasable programmable read-only memory (EPROM,

EEPROM,or Flash memory)(clectronic), an optical fiber (optical), and a portable compact disc

read-only memory (CDROM)(optical). Note that the computer-readable medium could even be

paperor another suitable medium upon whichthe program is printed, as the program can be

electronically captured, via for instance optical scanning of the paper or other medium,then
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compiled, interpreted or otherwise processed in a suitable mannerifnecessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the communication device 200

is implemented in hardware, the functionality can be implemented with any or a combination of

the following technologies, which are each well knownin theart: a discrete logic circuit(s)

having logic gates for implementing logic functions upon data signals, an application specific

integrated circuit (ASIC) having appropriate combinational logic gates, a programmable gate

array(s) (PGA), a ficld programmable gate array (FPGA),ete.

Theat least one storage device 208 of the communication device 200 may be one of

many different categories of storage device. As is described in moredetail herein, the storage

device 208 may include a configuration database 280 and a cache database 282. Alternatively,

the configuration database 280 and cache database 282 may be located on different storage

devices that are in communication with the communication device 200. The description that

follows assumesthat the configuration database 280 and cache database 282 are located on the

same storage device, however,it should be noted that the present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration data that is commonto all elements

of the communication network 100 andis used to provide set up and synchronization

information to different modules of the acceleration application 220 stored within the memory

210, as is described in further detail herein. The cache database 282 stores responses to HTTP

requests that the communication device 200 has dispatched, either for its own consumption or on

behalf of other elements of the communication network 100. As is explained in additional detail

herein, the responses to HTTP requests are stored within the cache database 282 for future use

by this communication device 200, or for other communication devices within the
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communication network 100 that need to retrieve this information and will use this

communication device as either a peer or an agent.

In addition to the abovementioned, as is explained in further detail herein, the cache

database 282 has stored therein a list of URLs that the communication device is awareof(i.e.,

has seen requests for). For each URL,the cache database 282 has stored therein the URLitself,

HTTPheaders returned by the Web Server for this URL, when the last time was that the contents

of this URL was loaded directly from the Web Server, when the contents of the URL hadlast

changed on the Web Server, as well as a list of chunks that contain the contents of this URL, and

the chunks of data themselves. Chunks in the present description are defined as equally sized

pieces of data that together form the whole content of the URL. It should be noted that while the

present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embodiment of the invention, the chunks may instead be ofdifferent size.

FIG. 5 is a schematic diagram furtherillustrating the memory 210 of FIG. 4. As shown

by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating system

level 260 and an application level 270. The operating system level 260 contains the operating

system 230, wherein the operating system 230 further contains at least one device driver 262 and

at least one communication stack 264. The device drivers 262 are software modules that are

responsible for the basic operating commands for various hardware devicesofthe

communication device 200, such as the processor 202, the storage device 208 and the I/O

devices 240. In addition, the communication stacks 264 provide applications of the

communication device 200 with a means of communicating within the network 100 by

implementing various standard communication protocols.

The application level 270 includes any application that is running on the communication

device 200. As a result, the application level 270 includes the Internet browser 214, which is

used to view information that is located on remote Webservers, the acceleration application 220,
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as described in more detail below, and any other applications 216 stored on the communication

device 200.

Asis explained in additional detail below, the acceleration application 220 intercepts the

requests being made by applications of the communication device (client) that use the Internet,

in order to modify the requests and route the requests through the communication network.

There are various methods that may be used to intercept such requests. One such methodis to

create an intermediate driver 272, whichis also located within the memory 210, that attaches

itsclf to all communication applications, interccpts outgoing requests of the communication

applications of the communication device 200, such as the Internet browser 214, and routes the

requests to the acceleration application 220. Once the acceleration application 220 modifies the

requests, routes the requests to other system elements on the communication network 100, and

receives replies from other system elements of the communication network 100, the acceleration

application 220 returns the replies to the intermediate driver 272, which providesthe replies back

to the requesting communication application.

FIG. 6 is a schematic diagram furtherillustrating elements of the acceleration application

220, as well as communication paths of the acceleration application 220. The acceleration

application 220 contains an acceleration system initializer module 222, which is called when the

acceleration application 220 is started. The acceleration system initializer module 222 is capable

ofinitializing all elements of the communication device 200 The acceleration application 220

also contains three separate modules that run in parallel, namely, a client module 224, a peer

module 226, and an agent module 228, each of which comesinto play according to the specific

rolc that the communication device 200 is partaking in the communication nctwork 100 at a

given time. The role of each module is further described herein.

The clicnt module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but notlimitedto,
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Webpages, data, video, or audio. The client module 224 causes the communication device 200

having the client module 224 therein to intercept the information request and pass the

information request on to other elements of the communication network 100, such as, servers,

agents or peers. This processis further described in detail herein.

The peer module 226 provides functionality required by the communication device 200

when answering other clients within the communication network 100 and providing the other

clients with information that they request, which this communication device 200, having this

peer module 226 thercin, has already downloadedat a separate time. This processis further

described in detail herein.

The agent module 228 provides functionality required when other communication

devices of the communication network 100 acting as clicnts query this communication device

200, having this agent module 228 therein, as an agent, to obtain a list of peers within the

communication network 100 that contain requested information. This process is further

described in detail herein.

The acceleration application 220 interacts with both the configuration database 280 and

the cache database 282 of the storage device 208. As previously mentioned herein, the

configuration database 280 stores configuration data that may be commonto all communication

devices of the communication network 100 and is used to provide setup and synchronization

information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210.

The cache database 282 stores responses to information requests, such as, for example,

HTTP requests, that the communication device 200 has dispatched, either for its own

consumption or on behalf of other elements of the communication network 100. The responses

to HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other communication devices within the communication network 100 that
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need to retrieve this same information and will use this communication device 200 as either a

peer or an agent. This processis described in detail herein.

Information stored within the cache database 282 may include any information associated

with a request sent by the client. As an example, such information may include, Meta data and

actual requested data. For example, for an HTTP request for a video, the Meta data may include

the version of the Web server answering the request from the client and the data would be the

requested video itself. In a situation where there is no more room for storage in the cache

database, the software of the associated communication device may cause the communication

device to erase previous data stored in order to clear room for the new data to store in the cache

database. As an example, such previous data may include data that is most likely not to be used

again. Such data may be old data or data that is known to no longer be valid. The

communication device may chooseto erase the least relevant data, according to any of several

methods that are well knownin theart.

FIG.7 is a chart further illustrating two of the main databasesutilized within the

communication network 100, namely, the acceleration server database 164 and the cache

database 282. As previously mentioned, the acceleration server database 164 stores IP addresses

of communication devices located within the communication network 100, which have

acceleration software stored therein. Specifically, the acceleration server database 164 contains

stored therein a list of communication devices having acceleration software stored therein that

are currently online within the communication network 100. The acceleration server assigns a

list of IP addresses to each communication device functioning as an agent. Each communication

device will be the agent for any Wcb servers whose IP addressis in the range ‘owned’ by that

communication device. As an example, when a first ever communication device goes online,

namely, the first communication device as described herein having the acceleration application

220 therein, the acceleration server assigns all IP addresses in the world to this communication

device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP address list with the first communication

device, so that each of the communication devices will be responsible for a different part of the

world wide webservers.

The cache database 282 of the communication device 200 hasstored thereinalist of

URLs 286 of which the communication device 200 is aware. The communication device 200

becomes aware of a URL eachtime that the communication device 200 receives a request for

information located at a specific URL. As shown by FIG.7, for each URL 288 within the list of

URLs 286, the cache database 282 stores: the URL itself 290; HTTP headers 29? returned by the

Web Server 152 for this URL; when the last time 294 wasthat the contents of this URL were

loaded directly from the Web Server 152; when the contents of the URL last changed 296 on the

Web Server 152; and a list of chunks 298 that contain the contents of this URL, and the content

of the chunk. As previously mentioned, chunks, in the present description, are defined as

equally sized pieces of data, that together form the entire content of the URL, namely, the entire

content whose location is described by the URL. As a non-limiting example, a chunk size of, for

example, 16KB can be used, so that any HTTP response will be split up into chunks of 16KB. In

accordance with an alternative embodimentofthe invention, if the last chunk of the response is

not large enoughto fill the designated chunk size, such as 16KB for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 300, the cache database 282 includes the checksum of the chunk

302, the data of the chunk 304itself, andalist of peers 306 that most likely have the data for this

chunk. As is described in additional detail herein, the data for the chunk may be used by other

clicnts within the communication network 100 when other communication devices of the

communication network 100 serve as peers to the clients, from which to download the chunk

data.
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For each chunk, a checksum is calculated and stored along side of the chunk itself. The

checksum may becalculated in any of numerous ways known to those in the art. The purpose of

having the checksumis to be able to identify data uniquely, whereas the checksum is the “key”

to the data, where the data is the chunk. As an example, a client may want to load the contents

of a URL,resulting in the agentthat is servicing this request sending the checksums ofthe

chunksto the clicnt, along with the peers that store these chunks. It is to be noted that there

could be a different peer for every different chunk. The client then communicates with each

such peer, and provides the checksum of the chunk that it would like the peer to transmit back to

the client. The peer looks up the checksum (the key) in its cache database, and provides back the

chunk (data) that correspondsto this checksum (the key). As shown by FIG.7, for each peer 308

within the list of peers 306, the cache database 282 includes the peer IP address 310, as well as

the connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordance with one embodimentof the invention, the cache database 282 may be

indexed by URL and by Checksum. Having the cache database indexed in this manneris

beneficial due to the following reason. When the agent is using the cache database, the agent

receives a request from a client for the URLthat the client is looking for. In such a case the

agent needs the cache database to be indexed by the URL,to assist in findingalist of

corresponding peers that have the chunks of this URL. Whenthe peersare using this cache

databasc, the pecrs obtain a request from the client for a particular checksum,and the peers need

the database to be indexed by the checksum so that they can quickly find the correct chunk. Of

course, as would be understood by one having ordinary skill in the art, the cache database may

instead be indexed in any other manner.

Having described components of the communication network 100, the following further

describes how such componentsinteract and individually function. FIG.8 is a flowchart 300

illustrating operation of the acceleration system initializer module 222 (hereafter referred to as

the initializer 222 for purposes ofbrevity). It should be noted that any process descriptions or

19

Ex. 1071 - Page 278 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 278 of 334



Ex. 1071 - Page 279 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 279 of 334

Application No. 12/836,059

blocks in flowcharts should be understood as representing modules, segments, portions of code,

or steps that include one or moreinstructions for implementing specific logical functions in the

process, and alternative implementations are included within the scope of the present invention

in which functions may be executed out of order from that shown or discussed, including

substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonably skilled in the art of the present invention.

Theinitializer 222 is thefirst element of the communication device 200 to operate as the

communication device 200 starts up (block 302). Astheinitializer 222 starts,it first

communicates with the acceleration server 162 to sign up with the acceleration server 162. This

is performed by providing the acceleration server 162 with the hostname, andall IP addresses

and media access control (MAC) addresses of the interfaces on the communication device 200

having the initializer 222 thereon.

In accordance with an alternative embodiment of the invention, as shown by block 304,

the initializer 222 checks with the acceleration server 162 whether a more updated version of the

acceleration application software is available. This may be performed by any one of many

known methods, such as, but not limited to, by providing the version numberof the acceleration

application software to the acceleration server 162. The message received back from the

acceleration server 162 indicates whether there is a newer version of the acceleration application

software or not. Ifa newer version of the acceleration application software exists, the initializer

222 downloadsthe latest version of the acceleration application software from the acceleration

server 162, or from a different location, and installs the latest version on the communication

device 200. In addition to the abovementioned, the initializer 222 may also schedule additional

version checks for every set period of time thereafter. As an example, the initializer 222 may

check for system updates every two days.

20

Ex. 1071 - Page 279 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 279 of 334



Ex. 1071 - Page 280 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 280 of 334

Application No. 12/836,059

As shown by block 306, the initializer 222 then redirects outgoing networktraffic from

the communication device 200 to flow through the acceleration application 162. As previously

mentioned, one way to redirect the outgoing network traffic is to insert an intermediate driver

212 that intercepts and redirects the traffic. It should be noted that there are many other ways to

implementthis redirection, which are well known to those having ordinary skill in the art.

As shown by block 308, the initializer 222 then launches the client module 224 of the

communication device 200, and configures the client module 224 of the communication device

200 to intercept to all outgoing nctwork communications of the communication device 200 and

route the outgoing network communications to the client module 224, from the intermediate

driver 272 or other routing method implemented. This is performed so that the client module

224is able to receive all network traffic coming from the network applications, modify the

networktraffic if necessary, and re-route the traffic. As is known by those having ordinary skill

in the art, in order to re-route the traffic, the traffic needs to be modified, as an example, to

change the destination of requests.

As shown by block 310, the initializer 222 then launches the agent module 228 and the

peer module 226 to run on the communication device 200. The agent module 228 and peer

module 226 listen on pre-determined ports of the communication device 200, so that incoming

network traffic on these ports gets routed to the agent module 228 and peer module 226. As is

explained in further detail] herein, the abovementioned enables the communication device 200 to

function as an agent and as a peer for other communication devices within the communication

network 100, as needed.

FIG. 9 is a flowchart 350 furtherillustrating communication between different elements

of the communication network 100, in accordance with the present system and method for

providing fastcr and morecfficicnt data communication.
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As shown by block 352, an application running on the client 200 initiates a request for a

resource on a network. Such a request may be, for example, “GET

http://www.aol.com/index.html HTTP/1.1”. The request may come from an Internet browser

214 located on the client 200, where the Internet browser 214 is loading a page from the Internet,

an application that wants to download information from the Internet, fetch or send email, or any

other network communication request.

Throughthe intermediate driver 272, or other such mechanism as may be implemented

that is re-routing the communication to the clicnt module 224 of the client 200, the resource

request is intercepted by the client module 224 that is running on the client 200 (block 354). The

client module 224 then looks up the IP address of the server 152 that is the target of the resource

request(e.g., the IP address of the Web serverthat is the host ofwww.aol.com in the example

above), and sendsthis IP address to the acceleration server 162 (block 356) in orderto obtain a

list of communication devices that the client 200 can use as agents (hereafter referred to as

agents). It should be noted that the process of performing an IP lookup for a server is known by

one having ordinary skill in the art, and therefore is not described further herein.

In response to receiving the IP address of the server 152, the acceleration server 162

preparesa list of agents that may be suitable to handle the request from this IP address (block

358). The size of the list can differ based on implementation. For exemplary purposes, the

following provides an example wherea list of five agents is prepared by the acceleration server

162. Thelist of agents is created by the acceleration server 162 by finding the communication

devices of the communication network 100 that are currently online, and whose IP addressis

numcrically close to the IP of the destination Web server 152. A further description of the

abovementioned process is described herein.

As shown by block 360, the client module 224 then sendsthe original request (c.g., “GET

http://www.aol.com/index.html HTTP/1.1’’) to all the agents in the list received from the
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acceleration server 162 in order to find out which of the agents in the list is best suited to be the

one agent that will assist with this request.

It should be noted that, in accordance with an alternative embodiment of the invention,

the communication device 200 may be connected to a device that is actually requesting data. In

such an alternative embodiment, the communication device would be a modular device

connected to a requesting device, where the requesting device, such as, for example, a personal

data assistant (PDA) or other device, would request data, and the communication device

connected thereto, cither through a physical connection, wireless connection, or any other

connection, would receive the data request and function as described herein. In addition, as

previously mentioned,it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

FIG. 10 is a flowchart continuing the flowchart 380 of FIG. 9 and focused on agent

response to the request. As shown by block 382, upon receiving the request from the client 200,

each agent that received the request from the client respondsto the client 200 with whetherit has

information regarding the request, which can help the client to download the requested

information from peers in the network. Specifically, each agent responds with whether the agent

has seen a previous request for this resource that has been fulfilled. In such a case, the agent

maythen provide the client with the list of peers and checksumsof the chunks that each of them

have.

As shownbyblock 384, the client then decides which ofthe agents in the list to use as its

agentfor this particular information request. To determine which agentin the list to useasits

agentfor the particular information request, the client may consider multiple factors, such as, for

example, factoring the speed of the reply by each agent and whetherthat agent does or does not

have the information required. There are multiple ways to implement this agent selection, onc

practical way beingto start a timer of a small window oftime, such as, for example, 5ms, after
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receiving the first response from the agents, and after the small window,choosing from thelist

of agents that responded, the agent that has the information about the request, or in the case that

noneof the agents responded, to choosethe first agent from the list received from the

acceleration server 162.

As shownby block 386, after selecting an agent, the client notifies the selected agent that

it is going to use it for this request, and notifies the other agents that they will not be used for this

request. The client then sends the selected agent a request for thefirst five chunks of data of the

original information request (block 388). By specifying to the sclected agent the requested

chunks by their order in the full response, the client receives the peer list and checksumsofthe

requested chunks from the selected agent. As an example,for thefirst five chunks the client will

ask the selected agent for chunks one throughfive, and for the fourth batch of five chunks the

client will ask the agent for chunks sixteen through twenty. As previously mentioned, additional

or fewer chunks may be requested at a single time.
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As shownby block 390, after receiving the request from the client, the selected agent

determines whetherit has information regarding the requested chunks of data by looking up the

request in its cache database and determiningifthe selected agent has stored therein information

regarding peers of the communication network that have stored the requested data of the request,

or whetherthe selected agentitself has the requested data of the request stored in its memory. In

addition to determiningif the sclected agent contains an entry for this request in its databasc, the

selected agent may also determineifthis information is still valid. Specifically, the selected

agent determines whether the data that is stored within the memory ofthe selected agent or the

memory ofthe peers,still mirrors the information that would have been received from the server

itself for this request. A further description of the process utilized by the selected agent to

determine if the informationis still valid, is described in detail herein.

As shown byblock 392,if the information (requested data of the request) exists and is

still valid, then the agent prepares a response to the client, which includes for each of the chunks:

(i) the checksum ofthe chunk;(ii) a list of peers that according to the database of the selected

agent contains these chunks; and (iii) if these are the first five chunks of the information, then the

selected agent also provides the specific protocol's headers that would have been received from

the server, had the initial request from the client been made directly to the server.

As shownbyblock 394, the list of peers for each chunk is sorted by geographical

proximity to the requesting client. In accordance with the present example, only the five closest

peers are kept in the list for every chunk, and the rest of the peers are discarded from this list. As

shown by block 396, the prepared response, namely, thelist of closest peers, is sent back to the

client. It should be notedthat, if this were the last sct of chunks to be provided for this request,

then it would be beneficial to include information about this to the client.

If the sclected agent discovers that it docs not have information aboutthis request,or if

the selected agent discovers that the information it has is no longer valid, the selected agent
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needs to load the information directly from the server in order to be able to provide an answerto

the requesting client. As shown by block 400, the selected agent then sends the request directly

to the server. The selected agent then stores the information it receives from the server (both the

headers of the request, as well as chunks of the responseitself) in its database, for this particular

responseto the client, as well as for future use to other clients that may request this data (block

402). The selected agent then prepares a response(list) for the client, where the response

includes the protocol headers (if these are the first five chunks), and the checksumsofthe five

chunks, and providesitself as the only peer for these chunks (block 404). This list is then sent

back to the client (block 406).

FIG. 11 is a flowchart 420 continuing the flowchart of FIG. 10, whichillustrates actions

taken uponreceipt ofthelist of peers, or single peerlisting, from the agent. As shown by block

422, the client receives the response from the agent (including the list of chunks and their

corresponding data, including peers and other information previously mentioned) and, for each

of the five chunks, the client sends a request to each of the peerslisted for the chunk to download

the chunk. The chunk request that the client sends to each of the peers is the checksum ofthe

data that the client seeks to receive, whichis the key (identifier) of the chunk.

As shownby block 424, the peers then respond regarding whether they still have the

data of the chunk. As an example, some of the peers may not currently be online, some may be

online but may have discarded the relevant information, and some maystill have the relevant

information, namely, the chunk. As shown by block 426, the client then selects the quickest peer

that responds with a positive answer regarding the requested information,the client lets that peer

know that it is chosen to provide the clicnt with the chunk, and the client notifies the other peers

that they are not chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be

noted that if no peers answerthe requestofthe client, the client goes back to the agent noting
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that the peers wereall negative, and the agent either provides a list of 5 other agents, if they

exist, or the agent goes on to download the information directly from the Web server as happens

in the case where no peers exist as described above.

The client then stores the chunksin its cache for future use (block 430), when the client

may need to provide the chunks to a requesting communication device when acting as a peer for

anotherclient that is looking for the same information. As shown by block 432,if some of the

chunks were not loaded from any ofthe peers, the client requests the chunks again from the

agent in a next round of requests, flagging these chunks as chunks that were not loadable from

the client list of peers. In this situation, the agent will load the data directly from the server and

provide it back to the client.

The client then acknowledges to the agent which of the chunksit reccived properly

(block 434), The agent then looks up these chunks in the database of the agent, and adds the

clientto the list of peers for these chunks, specifically, since this client is now storing these

chunks, and can provide these chunks to other clients that turn to it as a peer (block 436).

As shown by block 438, the client then passes the data on to the Web browseror other

application ofthe client that made the original request, for it to use as it had originally intended.

Theclient then checks whetherall of the chunks for this request were received (block 440), by

checking the flag set by the agent. Specifically, when the agent is providing thelist of the last 5

chunks, the agent includes that information as part of its reply to the client, which is referred to

herein as a flag. This information is what enables the client to knowthat all information has

been received for a particular resource request.

If the last received chunks were not the last chunks for this request, the processing flow

of the client continues by returning to the functionality of block 384 of FIG. 10, but instead

sending the chosen agent a request for the next five chunksofdata of the original information

27

Ex. 1071 - Page 286 Code200, UABv. Bright Data Ltd.
Code 200's Exhibit 1071

Page 286 of 334



Ex. 1071 - Page 287 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 287 of 334

Application No. 12/836,059

request. Alternatively, if all chunks for this request were received, the request is complete, and

the flow starts again at block 352 of FIG. 9.

FIG. 12 is a flowchart 500 illustrating steps taken by an agent, client, or peer to

determine whether a certain HTTP requestis still valid. Specifically, the following provides an

example of how the agent, client, or peer can determine whetherparticular data that is stored

within the memory of the agent, or the memory ofa peer or client, still mirrors the information

that is currently on the Web server. As shown byblock 502, the HTTP request is looked up in

the cache database of the agent, clicnt or peer that is checking the validity of the HTTP request.

As an example, the HTTP protocol, defined by RFC 2616, outlines specific methods that Web

servers can define within the HTTP headers signifying the validity of certain data, such as, but

notlimited to, by using HTTP header information such as “max age”to indicate how longthis

data may be cached before becoming invalid,“no cache”to indicate that the data may never be

cached, and using other information.

As shown by block 504, these standard methodsofvalidation are tested on the HTTP

request information in question. As shown by block 506, a determination is made whether the

requested information that is stored is valid or not. If the requested informationis valid, a

“VALID”responseis returned (block 508). Alternatively, if the requested information is not

valid, an HTTP conditional request is sent to the relevant Web server, to determineif the data

stored for this request is still valid (block 510). Ifthe data stored for this requestis still valid, a

“VALID”responseis returned (block 508). Alternatively, if the data stored for this requestis

not valid, an “INVALID”responseis returned (block 514). It should be noted, that the

abovementioned description with regard to FIG. 12 is an explanation of how to check if HTTP

informationis still valid. There are similar methods of determining validity for any other

protocol, which maybeutilized, and which those having ordinary skill in the art would

appreciate and understand.
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FIG. 13 is a flowchart 550 outlining operation of the acceleration server, whose main

responsibility in the present system and methodis to provide clients with information regarding

which agents serve which requests, and to keep the network elementsall up to date with the

latest software updates. As shown by block 552, the acceleration server sends “keep alive”

signals to the network elements, and keeps track within its database as to which network

elements are online. As shown by block 554, the acceleration scrver continucs to wait for a

client request and continues to determineifone is received.

Once a request is received, the acceleration servertests the type of request reccived

(block 556). Ifthe client request is to sign up the client within the network, an eventthat

happensevery timethat the client starts running on its host machine, then that client is added to

the list of agents stored on the acceleration server, sorted by the IP address of the client (block

558).

If the request is to find an agentto use for a particular request, the acceleration server

creates a new agentlist, which is empty (block 560). The acceleration server then searches the

agent database for the next 5 active agents whose IP addressis closest to the IP address of the

server whois targeted in the request (block 562). In this context, 192.166.3.103 is closer to

192.166.3.212 than to 192.167.3.104. The acceleration server then sendsthis agentlist to the

client (block 564).

If instead, the request is to check the version ofthe latest acceleration software then the

acceleration server sends that network element(client, peer or agent) the version numberofthe

latest existing acceleration software version, and a URL from where to download the new

version, for the case that the element needs to upgrade to the new version (block 566).

While the abovementioned example is focused on HTTP requests for data, as previously

mentioned, other protocol requests are equally capable of being handled by the present system

and method. As an example, in separate embodiments the acceleration method described may
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accelerate any communication protocol at any OSI layerSMTP, DNS, UDP, ETHERNET,etc.).

In the following alternative embodiment,it is illustrated how the acceleration method may

accelerate TCPIP. As is known by those having ordinary skill in the art, TCPIP is a relatively

low-level protocol, as opposed to HTTP, whichis a high level protocol. For purposes of

illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server

is a TCPIP server.

In TCPIPthere are three communication commandsthat are of particular interest,

namely, connect, write, and read. Connect is a commandissued by an application in the

communication device thatis initiating the communication to instruct the TCPIP stack to

connect to a remote communication device. The connect message includes the IP address of the

communication device, and the port numberto connect to. An application uses the write

commandto instruct the TCPIP stack to send a message(i.c., data) to a communication device to

which it is connected. In addition, an application uses the read commandto ask the TCPIP stack

to provide the message that was sent from the remote communication device to which it is

connected. A communication session typically exists of a connect, followed by a read and write

on both sides.

FIG. 14 is a flowchart 600 further illustrating TCPIP acceleration in accordance with this

alternative embodiment of the invention. As shown byblocks 601 and 602 when an application

of the communication device makes a request to the communications stack to connect with the

TCPIP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that connect message from the communication device

application, which includes the IP address of the TCPIP server and the port to connectto, the

acceleration application in the client makes a request to the acceleration server to find out who
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the agent for the communication with the TCPIP server is. This step is performedin a similar

mannerto that described with regard to the main HTTP embodimentofthe invention (block

604). As shown by block 606, the server then provides the client with a list of agents, for

example, a primary agent and four others.

To establish a connection, as shown by block 608, the client issues a TCPIP connect with

the primary agentor one of the other agents if the primary agent does not succeed, to create a

connection with the agent. The client then sendsto the agent the IP address of the TCPIP server

and connection port that were provided by the communication device application (block 610).

As shown by block 612, that agent in turn issues a TCPIP connect to the TCPIP server to the port

it received from the client, to create a connection with the agent.

FIG. 15 is a flowchart 800 further illustrating TCPIP acceleration in accordance withthis

alternative embodimentof the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

As shown by block 802,if the network application within the client wants to send a

message to the TCPIP server, the network application within the client writes the message to the

TCPIP stack in the operating system of the clicnt. This WRITE commandis received by the

acceleration application of the client and handled in the manner described below. If the TCPIP

server wants to send a messageto the client, the TCPIP server writes the message to the TCPIP

stack of TCPIP operating system, on the connection to the agent, since this agent is where the

server received the original connection. This WRITE commandis received by the acceleration

application of the agent and handled in the manner described below.
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Whenthe acceleration application of the client receives a message from the network

application ofthe client to be sent to the agent, or whenthe acceleration application of the agent

receives a message from the connection to the TCPIP serverthat is to be sentto the client, the

acceleration application proceeds to send the message to the communication device on the other

side. For instance, if the client has intercepted the message from the communication application,

the client sends the messageto the agent, andif it is the agent that intercepted the message from

the connection to the TCPIP server, such as the TCPIP server sending a messagethat is intended

for the communication with client, the agent sends the messageto the client in the following

manner:

As shown by block 804, the acceleration application breaks up the content of the message

to chunks and calculates the corresponding checksums, in the same manneras in the main

embodimentdescribed herein. The acceleration application then looks up cach checksum inits

cache database (block 806). As shown by block 808, the acceleration application checks if the

checksum exists in the cache database,. Ifit does, then, as shown by block 810, the acceleration

application prepares a list of peers that have already received the chunk of the checksum in the

past (if any), and adds the communication device ofthe other side to the list of communication

devices that have reccived this chunk (adds it to the peerlist of the checksum in its databasc), to

be provided to other communication devices requesting this information in the future. As shown

by block 812, the list of peers is sent to the receiving communication device, which, as shown by

block 814 retrieves the chunks from the peers in the list received, in the same manneras in the

main embodiment.
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If the checksum does not exist within the cache database of the sending communication

device then, as shown by block 820, the acceleration application adds the checksum and chunk

to its cache database, sends the chunk to the communication device on the other side, and adds

the other communication device to the list of peers for that checksum inits database.

As shown by block 816, a determination is then made as to whetherall chunks have been

received. If all chunks have not been received, the process continues on again from block 806.

Onceall data has been received, as shown by block 818, the acceleration application

passes the data on to the requester. Specifically, in the client, the acceleration application passes

on the complete data to the communication application, and in the agent, the acceleration

application passes on the complete data to the requesting TCPIP server

It should be emphasized that the above-described embodiments of the present invention

are merely possible examples of implementations, merely set forth for a clear understanding of

the principles of the invention. Many variations and modifications may be madeto the above-

described embodiments of the invention without departing substantially from the spirit and

principles of the invention. All such modifications and variations are intended to be included

herein within the scope of this disclosure and the present invention and protected by the

following claims.
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Electronic Patent Application Fee Transmittal

Filing Date: 14-Jul-2010

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman 

Filer: Peter Anthony Nieves/Karen Morin

Filed as Small Entity

Utility under 35 USC 111(a)Filing Fees

Sub-Totalin

USD($)

Basic Filing:

Description Fee Code Quantity

Claims:
 

Miscellaneous-Filing:

Patent-Appeals-and-Interference:
 

Post-Allowance-and-Post-Issuance:

vey Avr sue Fee 0!

| 1 | 300 300Publ. Fee- Early, Voluntary, or Normal 1504
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Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Extension-of-Time:

Miscellaneous:

Total in USD ($) 1190 
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Electronic Acknowledgement Receipt 

16861083

Confirmation Number: 

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

 

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 57449

Filer Authorized By: Peter Anthony Nieves 

Attorney Docket Number: 19459-6102

Filing Date: 14-JUL-2010

Time Stamp: 13:58:26

 
 

Application Type: Utility under 35 USC 111(a) 

Paymentinformation:

Submitted with Payment

Payment Type Deposit Account 

Payment was successfully received in RAM $1190

Deposit Account 501304

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

Charge any Additional Fees required under 37 C.F.R. Section 1.16 (National application filing, search, and examination fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.17 (Patent application and reexamination processing fees)
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Charge any Additional Fees required under 37 C.F.R. Section 1.19 (Document supply fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.20 (Post Issuance fees)

Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

154973

80d>4020531 fcb84f5531vas532d
Issue Fee Payment (PTO-85B) $0262436.pdf

Warnings:

Fee Worksheet (SB06) fee-info.pdf 128da69e75b3e4075 8c35 ee87581 786583)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTOof the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

  
New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

 

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
nationalstage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO asa Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

 
12/836,059 10/15/2013 8560604 19459-6102 1421

37449 7590 09/25/2013

SHEEHAN PHINNEY BASS & GREEN, PA
c/o PETER NIEVES
1000 ELM STREET

MANCHESTER, NH 03105-3701

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 451 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Derry Shribman, Netanya, ISRAEL;
Ofer Vilenski, Netanya, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

IR103 (Rey. 10/09)
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PTO/AIA/81A (02-15)
Approvedfor use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995 no persons are required to respond to.a collection of i ation unless it displays a valid OMB control number

be 8.560604PATENT - POWER OF ATTORNEY —_~
OR

REVOCATION OF POWER OF ATTORNEY
Title TEM AND METHOD FORWITH A NEW POWER OF ATTORNEY PROVIDING FASTER AND MORE

AND EFFICIENT DATA COMMUNICATION

CHANGE OF CORRESPONDENCE ADDRESS HOLA-005-USi
| hereby revokeall previous powersof attorney given in the above-identified patent.

 

  
  

  
 
 
 

   
   
 

   

  
  

 
 

 
 

 
A Powerof Attorney is submitted herewith.

OR | hereby appoint Practitioner(s) associated with the Customer Numberidentified in the box at right as my/our
|X] attorney(s) or agent(s) with respect to the patent identified above, and to transactall business in the United 131926States Patent and TrademarkOffice connected therewith: 
OR

| hereby appoint Practitioner(s) named'below as my/our attorney(s} or agent(s) with respect to the patent identified above, and to transact
all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number
 

 
 

  
  

 

 
Please recognize or change the correspondenceaddressfor the above-identified patentto:

The address associated with the above-identified Customer Number.
OR

]The address associated with the Customer Number identified in the box at right:OR

 

 
 

Firm or
Individual Name

 
 
 

 

Country
Telephone

Applicant.

  
OR

Patent owner.

Statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith orfiled on 99/03/2010
[J SIGNATUREofApplicant or Patent Owner

(2493999919)aoy5_CatePFeersery2088
[ORVSKeeeetiaNetworksFtd,[Telephone[UdCEO of HOLA NE WA Ud ~

NOTE: Signaturesof all the applicants or patent ownersof the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below,and identify the total number of forms submitted in the blank below.

C] A total of forms are submitted.

 

 

 
 

  
 

 
  

    Title and Company   
  
 

 
This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to camplete,including gathering, preparing, and submitting the completed application form to the USPTO,Time will vary depending
uponthe individual case. Any comments on the amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, 80x 1450, Alexandria, VA 22313-1450,

if you need assistance in completing the form, call 1-800-PTO-9199 andselect option 2.
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Electronic AcknowledgementReceipt

International Application Number: Be

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name:

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

Powerof Attorney Signed-POA.pdf €30040fe64e0e6ead6e0b6cfeb062e4c7td2}
ebf1

Information:
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Total Files Size (in bytes) 65230 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C.B 

Alexandria, Virznia 22313-1450Wwww.uspto.gov
 

 
APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO.1421

57449 MISCELLANEOUS NOTICE

SHEEHANPHINNEYBASS & GREEN, PA

ofo PETER NIEVES MATA00000008 083
1000 ELM STREET

MANCHESTER, NH 03105-3701
Date Mailed: 03/03/2016

A communication which cannot be delivered in electronic form has been mailed to the applicant.

page 1 of 1
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Doc Code: N572°

UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSP.O. Box 1450

Alexandria, Virginia 22313-1450WWw.uspto.gov

 
APPLICATION NUMBER FILING DATE . FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman 19459-6102

. . CONFIRMATION NO. 1421
57449S740NEY BASS & GREEN, PA cAHc
cfo PETER NIEVES
1000 ELM STREET

MANCHESTER, NH 03105-3701

Cc: MAY PATENTSLTD. C/O DORIT SHEM-TOV
P.O.B 7230

RAMAT-GAN, ISRAEL 52171-02

Date Mailed: 03/03/2016

DENIAL OF REQUEST FOR POWER OF ATTORNEY

The request for Powerof Attorney filed 02/19/16 is acknowledged. However, the request cannot be granted
at this time for the reason stated below.

C) The Powerof Attorney you provided did not comply with the new Powerof Attorney rules that became
effective on June 25, 2004. See 37 CFR 1.32.

CJ The revocation is not signed by the applicant, the assignee of the entire interest, or one particular
principal attorney having the authority to revoke.

Jane Powerof Attorney is from an assignee and the Certificate required by 37 CFR 3.73 has not been
received.

CJ The person signing for the assignee has omitted their empowerment to sign on behalf of the assignee.

UL) The inventor(s) is without authority to appoint attorneys since the assignee has intervened as provided
by 37 CFR 3.71.

CL) The signature(s) of ,aco-inventor in this application, has been omitted.
The Powerof Attorney will be entered upon receipt of confirmation signed by said co-inventor(s).

C) The person(s) appointed in the Powerof Attorney is not registered to practice before the U.S. Patent and
Trademark Office.

Q) Only one Customer Numbercan be designated for the Power of Attorney in an application. The
Customer Numberthat was capturedis the first Customer Number provided on the Powerof Attorney
document.
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Doc Code: N572

 Sore
PREM
 
 

 
ES  UNITED STATES PATENT AND TRADEMARK OFFICE

 UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and TrademarkOffice
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Atexandna, Virginia 22313-1450wew.uspto.gov

irequest under 37 CFR 1.48 to add an inventor was granted in this application, however, no powerof
attorney consistent with the powerof attorney granted by the originally named inventive entity has been
received. Thus, the addition of the inventor has resulted in the loss of powerof attorneyin the
application. See 37 CFR 1.32(e).

CJ The powerof attorney has not been accepted becausethe party whois giving powerof attorney has not
been identified. Power of attorney may only be signed by the applicant for patent (37 CFR 1.42) orthe
patent owner. A patent owner who wasnotthe applicant must appoint any powerof attorneyin
compliance with 37 CFR 3.71 and 3.73. See 37 CFR 1.32(b)(4).

QL) The powerof attorney from the inventors has not been accepted becauseit is a copy from a prior
national application for which benefit is claimed and the continuing application names an inventor who
was not namedasan inventorin the prior application.

LJ) The powerof attorney from the inventors has not been accepted because the powerof attorney must be
signed by the applicant for patent. See 37 CFR 1.32(b)(4).

Q) Any requestto correct or update the nameofthe applicant must include an application data sheet (ADS)
in compliance with 37 CFR 1.76 specifying the correct or updated nameof the applicant in the applicant
information section. Any request to changethe applicant after an original applicant has been specified
under 37 CFR 1.46(b) must include a new ADSin compliance with 37 CFR 1.76 specifying the applicant
in the applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c).

Any inquiries regarding this notice should be directed to the Application Assistance Unit at 571-272-4200.

t

Application Feara Unit
571-272-4200
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PTO/AIA/81A (02-15)
Approvedfor use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995 no persons are required to respond to.a collection of i ation unless it displays a valid OMB control number

be 8.560604PATENT - POWER OF ATTORNEY —_~
OR

REVOCATION OF POWER OF ATTORNEY
Title TEM AND METHOD FORWITH A NEW POWER OF ATTORNEY PROVIDING FASTER AND MORE

AND EFFICIENT DATA COMMUNICATION

CHANGE OF CORRESPONDENCE ADDRESS HOLA-005-USi
| hereby revokeall previous powersof attorney given in the above-identified patent.

 

  
  

  
 
 
 

   
   
 

   

  
  

 
 

 
 

 
A Powerof Attorney is submitted herewith.

OR | hereby appoint Practitioner(s) associated with the Customer Numberidentified in the box at right as my/our
|X] attorney(s) or agent(s) with respect to the patent identified above, and to transactall business in the United 131926States Patent and TrademarkOffice connected therewith: 
OR

| hereby appoint Practitioner(s) named'below as my/our attorney(s} or agent(s) with respect to the patent identified above, and to transact
all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number
 

 
 

  
  

 

 
Please recognize or change the correspondenceaddressfor the above-identified patentto:

The address associated with the above-identified Customer Number.
OR

]The address associated with the Customer Number identified in the box at right:OR

 

 
 

Firm or
Individual Name

 
 
 

 

Country
Telephone

Applicant.

  
OR

Patent owner.

Statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith orfiled on 99/03/2010
[J SIGNATUREofApplicant or Patent Owner

(2493999919)aoy5_CatePFeersery2088
[ORVSKeeeetiaNetworksFtd,[Telephone[UdCEO of HOLA NE WA Ud ~

NOTE: Signaturesof all the applicants or patent ownersof the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below,and identify the total number of forms submitted in the blank below.

C] A total of forms are submitted.

 

 

 
 

  
 

 
  

    Title and Company   
  
 

 
This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to camplete,including gathering, preparing, and submitting the completed application form to the USPTO,Time will vary depending
uponthe individual case. Any comments on the amountof time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, 80x 1450, Alexandria, VA 22313-1450,

if you need assistance in completing the form, call 1-800-PTO-9199 andselect option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERGE
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER37 CFR3.73(c)

Applicant/Patent Owner: Derry Shribman
Application No./Patent No.: 8,560,604 Filed/Issue Date: 10-15-2013
Titled: SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA NETWORKSLTD. _a Limited Company

 

  

 

 

(Nameof Assignee) (Type of Assignee, e.g.. corporation, partnership, university, government agency,etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):

1. The assigneeof the entire right, title, and interest.

2. | An assignee of less than the entire right, title, and interest (check applicable box):

[| The extent (by percentage)of its ownership interestis %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

LJ There are unspecified percentages of ownership. The other parties, including inventors, who together ownthe entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balanceof the interest must be submitted to accountfor the entire
right, title, and interest.

3. LC] The assignee of an undividedinterest in the entirety (a complete assignment from one ofthe joint inventors was made).
The other parties, including inventors, who together owntheentireright, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to accountfor the entire
right, title, and interest.

4. CJ The recipient, via a court proceedingor the like (e.g., bankruptcy, probate), of an undividedinterest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignmentfrom the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 924998 , Frame 9864 , of for which a copy
thereofis attached.

B. CL) A chain oftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copythereofis attached.

2. From: To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , of for which a copythereofis attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b}. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND
TO: Commissionertor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CFR3.73(c)

To:

The documentwas recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

 Additional documents in the chain oftitle are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain oftitle from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordancewith 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

/Yehuda Binder/ February 17, 2016
Signature Date

Yehuda BINDER

Printed or Typed Name

  

73612

Title or Registration Number
  

 
[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which mayresult in termination of proceedings
or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
maybe disclosed to the Departmentof Justice to determine whetherdisclosure of these recordsis
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use,in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counselin the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Memberof Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records maybe disclosed, as a routine use, to another federal agency for
purposesof National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services,or his/her designee, during an inspection of records conducted by GSAas part of that agency’s
responsibility to recommend improvements in records managementpractices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordancewith the GSA
regulations governing inspection of records for this purpose, and anyotherrelevant(/.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations aboutindividuals.

8. Arecord from this system of records may be disclosed, as a routine use,to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record wasfiled in an application which became abandonedorin which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcementagency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic AcknowledgementReceipt

International Application Number: Be

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name:

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

Powerof Attorney Signed-POA.pdf €30040fe64e0e6ead6e0b6cfeb062e4c7td2}
ebf1
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: . . 117891
Assignee showing of ownership per 37

CFR 3.73 aia0096.pdf 7h0e35 97e7528aac998 | eS4df9501443de}
9c9F4

This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
nationalstage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSPC. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT

 
 ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO.1421

57449 POWER OF ATTORNEY NOTICE

SHEEHAN PHINNEY BASS & GREEN, PA

clo PETER NIEVES MACACA
1000 ELM STREET PONE NSEOOTS
MANCHESTER, NH 03105-3701

Date Mailed: 03/30/2016

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 03/20/2016.

«The Powerof Attorney to youin this application has been revoked by the assignee whohasintervened as
provided by 37 CFR 3.71. Future correspondencewill be mailed to the new addressof record(37 CFR 1.33).

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zmoguss/
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UNITED STATES PATENT AND TRADEMARK OFFICE TINITED STATES DEPARTMENT OF COMMERCE
United States Patent and 'lrademarkOffice
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 

 
 

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman HOLA-005-US1
CONFIRMATION NO.1421

131926 POA ACCEPTANCELETTER

May Patents Ltd. c/o Dorit Shem-Tov

P.0.B 7230 MATA
Ramat-Gan, 5217102 O0900008 1529708
ISRAEL

Date Mailed: 03/30/2016

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorney filed 03/20/2016.

The Powerof Attorneyin this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the

requirementsit scts forth should be dirccted to the Office
of Data Management, Application Assistance Unit,at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zmoguss/
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Electronic AcknowledgementReceipt

a

ete

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926

Yehuda Binder

Filer Authorized By:

Attorney Docket Number: HOLA-005-US1

Receipt Date: 17-NOV-2017

Filing Date: 14-JUL-2010

Time Stamp: 04:07:49

 
Application Type: Utility under 35 USC 111{a) 

Paymentinformation:

Submitted with Payment

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

700707

Assignee showing of ownership per 37
CFR 3.73 sb0096-005-US1.pdf €13030544b5fad7887879b0ec28c1 Sa8ee7|

cide 
Ex. 1071 - Page 318 Code200, UABv. Bright Data Ltd.

Code 200's Exhibit 1071

Page 318 of 334



Ex. 1071 - Page 319 Code200, UAB v. Bright Data Ltd. 
Code 200's Exhibit 1071 

Page 319 of 334

Information:

802990

signed_uspto_poa_hola_newc
Powerof Attorney opdf 5731a23b64e3aa397cad68ca1fa83cob151

4987a

Warnings: 

Information: 

TotalFiles Size (in bytes) 1503697

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/SB/96 (07-09)
Approvedfor use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CFR3.73(b)

Applicant/Patent Owner: Derry Shribman, Ofer Vilenski
Filed/Issue Date; 10-15-2013Application No/Patent No.; 8,560,604

Titled:
SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Corporation,a
(Type of Assignee, e.g., corporation, partnership, university, government agency,etc.

HOLA NEWCO LTD

(Nameof Assignee)

states thatit is:

the assignee of the entire right, title, and interestin;

an assigneeof less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interestis %); or

the assignee of an undividedinterest in the entirety of (a complete assignment from one ofthe joint inventors was made)3 L]
the patent application/patent identified above, by virtue of either:

A. [| An assignment from the inventor(s) of the patent application/patent identified above. The assignment wasrecordedin
the United States Patent and Trademark Office at Reel , Frame _ or for which a
copy therefore is attached.

OR

B. [xX] A chain oftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1.From: Derry Shribman, Ofer Vilenski To: HOLA NETWORKS, LTD

The document wasrecordedin the United States Patent and Trademark Office at

Reel 024938 Frame 0864 , or for which a copythereofis attached.

2.From: HOLA NETWORKS, LTD To: HOLA NEWCO LTD

The document wasrecorded in the United States Patent and Trademark Office at

Ree| 943977 Frame 9335 , or for which a copy thereofis attached.

To:3. From:

The document wasrecordedin the United States Patent and Trademark Office at

or for which a copythereofis attached.Reel , Frame ;

[| Additional documentsin the chainoftitle are listed on a supplemental sheet(s).

[| As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain oftitle from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(/.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

November 15, 2017
Date

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

/Yehuda Binder/

Signature

US Patent Agent 73,612Yehuda Binder

TitlePrinted or Typed Name
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any comments on the amountof time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner

 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which mayresult in termination of proceedings or
abandonmentof the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records maybe disclosed to the Department of Justice to determine whether
disclosure of these recordsis required by the Freedom ofInformation Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to
opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Memberof
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Memberwith respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agencyfor purposes of National Security review (85 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordancewith the GSA regulations governing inspection of recordsfor this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record wasfiled in an application which
became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency,if the USPTO becomes awareofa violation or potential
violation of law or regulation.
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PTO/AIA/BO (07-27)
Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no person Is required to respond to a collection of information unlessit displays a valid OMB control number

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers ofattorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:

Practitioners associated with Customer Number:|134926

OR

[| Practitioner(s} named betow {if more than ten patent practitioners are to be named,then a customer number must be used):
. RegistrationName[teme Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO)in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignmentrecords or assignment documentsattachedto this form in accordance with 37 CFR 3.73{¢}.

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73(c) to:

[x]The address associated with Customer Number: 434996
OR

Firm or individual name

fee

Telephone

Assignee name and address: vo.s neweoun‘3 Kumshshey St,
Newnys 42507,wares!

A copyofthis form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be
filed in each application in which this form Is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointedin this form, and must Identify the application in which this Powerof Attorney Is to befiled.

SIGNATUREof Assignee of Record
The individual whose signature andtitle is supplied below is authorized to act on behalf of the assignee.

= Date

Name Derry Shribman Telephone
Title CEO of HOLA NEWCO LTD.

This coffection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information Is required to obtain or retain a benefit by the public, whichis to update
(and by the USPTO to process) thefile of a patent or reexamination proceeding. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR 1.31 and 1.14, This
collection is estimated to take 18 minutes to complete,Including gathering, preparing, and submitting the campleted application form to the USPTO.Time will vary
depending upontheindividual case. Any comments on the amountof time you require to complete this form and/or suggestionsfor reducing this burden, should
be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,?.0. Box 1450, Alexandria, VA 22313-2450, OO NOT
SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O, Sox 1450, Alexandria, VA 22313-1450.

if you need assistance in completing the form, coll 1-800-PTO-9199 end select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which mayresult in termination
of proceedings or abandonment ofthe application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act. ‘

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counselin
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency
having needfor the information in orderto perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended,pursuant to 5 U.S.C. 552a(m).

5. Avrecord related to an international Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security reviow (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed,as a routine use, to the Administrator, General
Services,or his/her designee, during an inspection of records conducted by GSAaspart of that agency's
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (/.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations aboutindividuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after elther
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuantto 35 U.S.C.
151. Further, a record may be disclosed, subjectto the limitations of 37 CFR 1.14, as a routine use, to
the public if the record wasfiled in an application which became abandoned or in which the proceedings
were terminated and which application Is referenced by either a published application, an application
open to public inspection or an issued patent.

9. Arecord from this system of records maybedisclosed, as a routine use,to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE TINITED STATES DEPARTMENT OF COMMERCE
United States Patent and 'lrademarkOffice
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
 

 
 

APPLICATION NUMBER FILING OR 371(C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE

12/836,059 07/14/2010 Derry Shribman HOLA-005-US1
CONFIRMATION NO.1421

131926 POA ACCEPTANCELETTER

May Patents Ltd. c/o Dorit Shem-Tov

P.0.B 7230 MTA
Ramat-Gan, 5217102 OO0O000997 1863
ISRAEL

Date Mailed: 11/28/2017

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorney filed 11/17/2017.

The Powerof Attorneyin this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the

requirementsit scts forth should be dirccted to the Office
of Data Management, Application Assistance Unit,at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/ewodaje/
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PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

LS. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 19¢5, no persons are required to respond to a collection of information unless it contains a valid OMB contrat number.

 
 

 
 

Attomey Docket Number | HOLA-005-US14
| 12/836,059  

 

 

  
 

| Application Data Sheet 37 CFR 1.76 ——
Application Number 

 Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
  

     | The applicati sheetispart of D ! provis! i application for which it j o ited, oy f
i bibliographic data arranged in a format speci by the United States Patient and Trademark Office as outlined in 37 CFR 1.78.
| This document may be compieted electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
| document may be printed and included in a paper filed application.

 contains  é
 

Secrecy Order 37 CFR &.2:

i cy Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR §.2 (Paper filers only. Applications that fall under Secrecy Order may noi be filed electronically)

 

inventor information: 

inventor 7

: Legal Name 

 
 

 

Prefix! Given Name Micdidie Name Family Name  
Shribman 
   Residence information (Select Gne} () US Residency +

ity [Tel Aviv iCountry of Residence ! AL  
 
 ailing Address of Inventor:

| Address 1 9/6 Beylinsen St.,

| Address 2
i City Tel Aviv State/Province
| Postal Code i 8356708 Country | Elk

inventor 2

Legal Name  
   

 
 

 
 

 

  Middle Name Family Name Suffix

 
Maoshav Hadar Am

  ailing Address of Inventor: 

| Address 7 8 Hahollandim Street 

annnnnn}

t Moshav Hadar Am State/Province
Postal Code 1 42935

All Inventors Must Be Listed - Additional Inventor Information blocks may be
| generated within this form by selecting the Add button.
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Application Data Sheet 37 CFR 1.76
HOLA-005-US1

12/836,059

Attomey Docket Number

  Application Number  Tv

 
i

| Title of invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION 
 

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.2323(a}. 

An Address is being provided for the correspondence information of this application.

Customer Number 431926

Email Address  

 
  
 

 
 
| Total Numberof Drawing Sheets (ifany) | 15 | Suggested Figure for Publication (if ary}meennnennnnnnnnnnnnannnnnnnnnnnnnnnnnnnnannnnmnennaennaennannannnnmenannnnnnennnnnnnanhaanennannnnennnnnennnnnnnannnnmnnnnnnnchannnnnnnnnnnanemannnnnnnnnnnnnanannaannnnnnnennanananennaennamnnnnnnnnennnnnnnannnnnemnnennnsbennnennnnnnmanene:st

iling By Reference:
lOnly complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
lapplication papers including a specification and any drawingsare being filed. Any domestic benefit or foreign priority information must be
iprovided in the appropriate section(s) below (Le., “Domestic Benefit/National Stage information” and “ForeignPriority Information’).

 

or the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this

 
i

pplication num fthe pre ing date (YYY D) Intellectual Property Authority or Country
filed application 
Publication information:

[| Request Early Publication (Fee required ai time of Request 37 CFR 1.219)

Request Not to Publish. | nereby request that the attached application not oe published under
35 U.S.C. 122(5) and certify that the invention disclosed in the attached application has not and wil not be the
subject of an appiication filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.
 
Representative Information:

 

 
 

 
  

 

 Representative information should be provided for all oractitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not consitute a powerof attorney in the application (see 37 CFR 1.32).
Elther enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used forthe Represeniative Information during processing.

  
 

 

Please Select One: Customer Number

131926
© US Patent Practitioner ©) Limited Recognition (@7 CFR 11.9)  

| Customer Number 
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Attorney Docket Number HOLA-005-US1

| Application Data Sheet 37 CFR 1.76 12/836 ,059Tv

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

   

 
Application Number    

| Title of Invention

Domestic Benefit/National Stage Information: 
This section allowsfor the applicant to either claim benefit under 35 U.S.C. 118(e), 120, 121, 3645(c), or 386(c) orindicate
National Stage entry from a PCT application. Providing benefit claim informationin the Application Data Sheet constitutes
ithe specific reference required by 35 U.S.C. 118(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave ihe “Application Number’field blank.
 

Prior Application Status Expired 
Filing or 371(c) Date

Prior Apmlication Number | OYYYY-MM-DBD)neeeneeecceeneenereceeeenenceneeneeeeeenneeceneeenfeneeceeneneneeneeeecneeneneeenueeneeneentenonteenueeenenteneeeneennneeeneenemmenenesonnneenateneneecutnonneeenneccneennefanaaeenennenennnneennenennentnnnnnnnnnnanten

| 412/836059 Claims benefit of provisional 611249624 | 2009-10-08
TT t
| Additional Domestic Benefit/National Stage Data may be generated within this form
i by selecting the Ade button.

Application Number Continuly Type
   
  
 

Foreign Priority Information: i

This section allows for ine applicant to claim priarny to a foreign application. Providing ihis information in ine apphcalion data sheet
iconstitutes the claim for priority as required by 35 U.S.C. 1190) and 37 CFR 7 3°. Whenpriority is claimed
nat is eligible for retrieval underihe priority document exc

io @ foreign application

ange program (PDX)! the infarmation will be used oy the Office to
iautomatically attempt retrieval pursuant fo 37 CFR 1.550)C1) and (2). Linder the PDX program, applicant bears the uttimate

responsibility for ensuring that a copy of the foreign application is received dy the Office fram the oarticioating foreign intellectual

| property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55()(1}.i

Application Number Country! Access Code! (i applicable}| Filing Date (YYYY-MM-DD)1 
 

Additional Foreign Priority Data may be generated within this form by selecting the
| Add button.

 
 

Statement under 37 CFR 1.55 or 1.78 for AIA (First inventor to File) Transition
Applications

 
 This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim io a claimed invention that has an effective filing date on or after March
P|] 16, 2043.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2013, will be examined under the first inventor to file provisions of the AIA.
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Attomey Docket Number 
 

 

Application Data Sheet 37 CFR 1.76
 Application NumberTv

| Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Authorization or Opt-Out of Authorization to Permit Access:

 
Whenthis Application Data Sheet is properly sianed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
iparagraph A in subsection 1 below} and the European Patent Office (EPO) access to any search results from the instant
lapplication (see paragraph B in subsection 1 below).

‘application.“After the initiaal filing of an coplication.aan Application Data Sheet cannot be uusedi to provide or rescind
jauthonzation for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/S9 must be used as appropriate.

4. Authorization to Permit Access by a Foreign Inteliectual Property Office(s}
|

(PO), the Korean intellectual Property Office (KIFO), the State Intellectual property Office of the People’$ Republic of
iChina (SiIPO), the Worid Intellectual Property Organization QVIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
japplication claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
iand its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(C4).1

iB. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (api-out of authorization) is checked,
ithe undersigned hereby grants the USPTO authority to provide the EPO access io the bibliographic data and search
results from the instant patent application when a Curopean patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(n}2).

‘The applicant is reminded that the EPO'’s Rule 147(4} EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
ithe instant application.fanet

| 2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s}
A. Applicant DOESNOT authorize the USPTO to permit a participating foreign IP office access to the instant

{| application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

Oo preeae lf this box is checked, the USPTO will not be* praviding the EPO with search results from the instant
application.

INOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access io the
lapplication in accordance with 37 CFR 1.14.i
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Attomey Docket Number

Application Number 12/836 059

| Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA-005-US4
 
   

Application Data Sheet 37 CFR 1.76
Tv

Applicant information:

 
Providing assignment information in inis section does not substitute for comphance with any requiroment of part 3 of Tile 37 of CFR

| to have an assignment recorded by the Office. 

 Applicant 4

: ne applicant is the inventor (or the rernaining } nventor or inventors under 3? CFR 1.45), this section should not be completed.
[The information to be provided in this section is ihe name and address of the legal representative who is the applicant under 37 CFR
(1.43; or the name and address of the assignee, person te whomthe inventor is under an obligation to assign the invention, or cersan
iwho otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. if the applicantis an
iapplicant under 37 CFR 1.48 (assignee, person to whom the inventor is obhyated fo assign, or person who otherwise shows sufficient
iproprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should belidentified in this section.

 

 

  
 
 

 

 
 
 

(} Legal Representative under 36 U.S.C. 117 i Joint inventarA

CQ Porson who shows sufficient proprictary interest i OQ Person to whom the inventoris obligated to assign.  
if applicantis the legal representative, indicate the authority to file the patent application, the inventor is:|

ame of the Deceased or Legally incapacitated Inventor:

 

Fax Number

 

Additional Applicant Gata may be generated within this form by selecting the Add button.Cel

 
Assignee Information including Non-Applicant Assignee Information:

(Providing assignment information in this seciton does not substitute for compliance with any requirement of part 3 af Title
i37 of CFR to have an assignment recorded by the Office.
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  Attomey Docket Number 
 

| MOLA-005-US1

'12/836,059|Cn
Application Data Sheet 37 CFR 1.76

Tv   Application Number

Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
 

 

Assignee 1

     (Comelete this section if assignee informatior luding n “applicant assignees informatian, is desired to be included an the patent
iapplication publication. An assignee-applicani identified in ihe "Applicant Information” section will appear on the patent application
{publication as an applicani. For an assignee-applicani, complete this section only if identification as an assignee is also desired on ihe
ipatent application publication.

  

 

lf the Assignee or Non-Applicant Assignee is an Organization check here. |

 

 
 

  

 
 

Prefix | Given Name

Address 7

| Address 2
 

 
i Courtryi 
  

  
Phone Number | Fax Number

| Email Address
 

Additional Assignee or Non-Apniicant Assignees Data may be generated within ihis form by
i selecting the Add button.

 

Signature:
INOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b}. However, if this Application
 

isubsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this formmust
iaise be signed in accordance with 37 CFR 1.14(c}.

This Application Date Sheet must be signed by a patent practitioner if one or more of the applicants is a Ruristic
ientity (e.g., corporation or association). if the applicant is two or more joint inventors, this form must be signed by a

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

 

 

 

 2019-01-27
Signature (Yehuda Binder/ Date (YYY-MM-DD)) =—_——>o

|

FirstName{Yehuda Last Name I BINDER Registration Number 73612
Addilional Signature may be generated within this form by selecting the Add bution.i
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Attomey Docket Number | HOLA-005-US4

Application Data Sheet 37 CFR 1.76
Tv Application Number | 12/836059

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION 
 

| ‘Tithe of Invention

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentialily is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form toa the USPTO. Time will vary denending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be seni te the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. BDO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Bax 1450, Alexandria, VA 22313-1459.
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Privacy Act Statement

 

1

 

The Privacy Act of 1974 (P_L. 93-579) requires that you be given certain information in connection with your subrnission of the attached forrn related toa patent
application or patent. Accordingly, pursuant to the requirement
is 35 ULS.C. 20b142); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your subtr
Patent and Trademark Office may nat be able to process and/or exarnine your submission, which may result in termination of praceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine us:

niormation of the Act, be advised that: (1) the general authority for the collectionof this  
 
 ssion related to a patent application or patent. tf you cdo not furnish the requested information, the U.S.

 

The information on this torm wili be treated confidentially to the exient allowed under ihe Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C, 552a). Records from this systern of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record fram this system of records may be disclosed, as a routina use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be cisclased, as a routine use, to a Memberof Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

 

  A record in this system of records maybe disclosed, as a routine use, to a contractor of the Agencyhaving need for the Information in order to perform
a contract. Recipients of information shail be requirec to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to $ U.S.C.
552a(m).

A record related to an international Applicationfiled under the Patent Cooperation Treaty in this system of recards may he discicsed, as a routine use,
to the International Bureau of the World intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may he disclosed, as a routine use, to another federal agencyfor purposes of National Security review (25 US.C, 181}
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218).

A record fromthis systemof records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2 disclosure shaii be ma n accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (Le., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

  
   

   

 A record fromthis system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122d) of issuance of a patent pursuant to 35 U.S.C. 157. Further, a record may he disclosed, subject bo the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published appiic tion, an application opan to public inspections or an issued patent.

 
 

   A record framthis system of records may be disclosed, as a routine use, ta a Federal, State. or focal law enfor Omes
aware of a violation or potential violation of law or regulation.

ment agency, if the USPTO he  
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Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926

Yehuda Binder/Dorit Binder

Filer Authorized By: Yehuda Binder

Attorney Docket Number: HOLA-005-US1

Receipt Date: 28-JAN-2019

Filing Date: 14-JUL-2010
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Application Type: Utility under 35 USC 111{a) 

Paymentinformation:
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This is not an USPTO supplied ADSfillable form

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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