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SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims priority to copending U.S. provisional patent application
entitled “FASTER AND MORE EFFICIENT DATA COMMUNICATION SYSTEM,” having
serial number 61/249,624, filed October 8, 2009, which is hereby incorporated herein by

reference in its entirety.
FIELD OF THE INVENTION

The present invention is related to Internet communication, and more particularly, to

improving data communication speed and bandwidth efficiency on the Internet.

BACKGROUND OF THE INVENTION

There are several trends in network and Internet usage, which tremendously increase the
bandwidth that is being used on the Internet. One such trend is that more and more video is
being viewed on demand on the Internet. Such viewing includes the viewing of both large and
short video clips. In addition, regular shows and full-featured films may be viewed on the
Internet. Another trend that is increasing the traffic on the Internet is that Web sites (such as
shopping portals, news portals, and social networks) are becoming global, meaning that the Web
sites are serving people in many diverse places on the globe, and thus the data is traversing over

longer stretches of the Internet, increasing the congestion.

The increase in bandwidth consumption has created several major problems, a few of

which are described below:
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The problem for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed’ experienced by users is slow;

The problem for content owners — the tremendous amount of data being viewed by users is

costing large amounts of money in hosting and bandwidth costs; and

The problem for Internet Service Providers (ISPs) — the growth in Internet traffic is requiring the

ISPs to increase the infrastructure costs (communication lines, routers, etc.) at tremendous

financial expense.

The need for a new method of data transfer that is fast for the consumer, cheap for the
content distributor and does not require infrastructure investment for ISPs, has become a major

issue which is yet unsolved.

There have been many attempts at making the Internet faster for the consumer and
cheaper for the broadcaster. Each such attempt is lacking in some aspect to become a
widespread, practical solution, or is a partial solution in that it solves only a subset of the major
problems associated with the increase in Internet traffic. Most of the previous solutions require
billions of dollars in capital investment for a comprehensive solution. Many of these attempts
are lacking in that much of the content on the Internet has become dynamically created per the
user and the session of the user (this is what used to be called the “Web2.0” trend). This may be
seen on the Amazon Web site and the Salesforce Web site, for example, where most of the page
views on these Web sites is tailored to the viewer, and is thus different for any two viewers. This
dynamic information makes it impossible for most of the solutions offered to date to store the

content and provide it to others seeking similar content.

One solution that has been in use is called a “proxy”. FIG. 1 is a schematic diagram
providing an example of use of a proxy within a network 2. A proxy, or proxy server 4, 6, 8 is a

device that is placed between one or more clients, illustrated in FIG. 1 as client devices 10, 12,
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14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Web servers 30, 32, 34
from which they are requesting the data. The proxy server 4, 6, 8 requests the data from the Web
servers 30, 32, 34 on their behalf, and caches the responses from the Web servers 30, 32, 34, to
provide to other client devices that make similar requests. If the proxy server 4, 6, 8 is
geographically close enough to the client devices 10, 12, 14, 16, 18, 20, and if the storage and
bandwidth of the proxy server 4, 6, 8 are large enough, the proxy server 4, 6, 8 will speed up the

requests for the client devices 10, 12, 14, 16, 18, 20 that it is serving.

It should be noted, however, that to provide a comprehensive solution for Internet surfing,
the proxy servers of FIG. 1 would need to be deployed at every point around the world where the
Internet is being consumed, and the storage size of the proxy servers at each location would need
to be near the size of all the data stored anywhere on the Internet. The abovementioned would
lead to massive costs that are impractical. In addition, these proxy solutions cannot deal well

with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deployed such
proxies locally around the world, and that are serving a select small group of sites on the Internet.
If all sites on the Web were to be solved with such a solution, the capital investment would be in
the range of billions of dollars. In addition, this type of solution does not handle dynamic

content.

To create large distribution systems without the large hardware costs involved with a
proxy solution, “peer-to-peer file sharing™ solutions have been introduced, such as, for example,
BitTorrent. FIG. 2 is a schematic diagram providing an example of a peer-to-peer file transfer
network 50. In the network 50, files are stored on computers of consumers, referred to herein as
client devices 60. Each consumer can serve up data to other consumers, via the Internet 62, thus
taking the load of serving off of the distributors and saving them the associated costs, and

providing the consumer multiple points from which to download the data, referred to herein as
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peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-
peer solution must have some sort of index by which to find the required data. In typical peer-to-
peer file sharing systems, because the index is on a server 80, or distributed among several
servers, the number of files available in the system is not very large (otherwise, the server costs

would be very large, or the lookup time would be very long).

The peer-to-peer file sharing solution is acceptable in file sﬁaring systems, because there
are not that many media files that are of interest to the mass (probably in the order of magnitude
of millions of movies and songs that are of interest). Storing and maintaining an index of
millions of entries is practical technically and economically. However, if this system were to be
used to serve the hundreds of billions of files that are available on the Internet of today, the cost
of storing and maintaining such an index would be again in the billions of dollars. In addition,

these types of peer-to-peer file sharing systems are not able to deal with dynamic HTTP data.

In conclusion, there does not exist a system that enables fast transmission of most of the
data on the Internet, that does not incur tremendous costs, and/or that provides only a very partial
solution to the problem of Internet traffic congestion. Thus, a heretofore unaddressed need exists

in the industry to address the aforementioned deficiencies and inadequacies.

SUMMARY OF THE INVENTION

The present system and method provides for faster and more efficient data
communication within a communication network. Briefly described, in architecture, one
embodiment of the system, among others, can be implemented as follows. A network is
provided for accelerating data communication, wherein the network contains: at least one client
communication device for originating a data request for obtaining the data from a data server; at

least one agent communication device which is assigned to the data server for receiving the data
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request from the client communication device, wherein the agent keeps track of which client
communication devices have received responses to data requests from the assigned data server; at
least one peer communication device for storing portions of data received in response to the data
request by the at least one client communication device, wherein the portions of data may be
transmitted to the at least one client communication device upon request by the client
communication device; and at least one acceleration server for deciding which agent
communication device is to be assigned to which data server and providing this information to

the at least one client communication device.

The present system and method also provides a communication device within a network,
wherein the communication device contains: a memory; and a processor configured by the
memory to perform the steps of: originating a data request for obtaining data from a data server;
being assigned to a data server, referred to as an assigned data server; receiving a data request
from a separate device within the network, and keeping track of which client communication
devices within the network have received responses to data requests from the assigned data
server; and storing portions of data received in response to the originated data request, wherein
the portions of data may be transmitted to communication device upon request by the

communication device.

Other systems, methods, features, and advantages of the present invention will be or
become apparent to one with skill in the art upon examination of the following drawings and
detailed description. It is intended that all such additional systems, methods, features, and
advantages be included within this description, be within the scope of the present invention, and

be protected by the accompanying claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the invention can be better understood with reference to the following
drawings. The components in the drawings are not necessarily to scale, emphasis instead being
placed upon clearly illustrating the principles of the present invention. Moreover, in the

drawings, like reference numerals designate corresponding parts throughout the several views.

FIG. 1 is a schematic diagram providing a prior art example of use of a proxy within a

network.

FIG. 2 is a schematic diagram providing a prior art example of a peer-to-peer file transfer

network.

FIG. 3 is a schematic diagram providing an example of a communication network in

accordance with the present invention.

FIG. 4 is a schematic diagram further illustrating a communication device of the

communication network of FIG. 3.
FIG. 5 is a schematic diagram further illustrating the memory of FIG. 4.

FIG. 6 is a schematic diagram further illustrating elements of the acceleration application

of FIG. 5, as well as communication paths of the acceleration application.

FIG. 7 is a chart further illustrating two of the main databases utilized within the

communication network.
FIG. 8 is a flowchart illustrating operation of the acceleration system initializer module.

FIG. 9 is a flowchart further illustrating communication between different elements of the

communication network.
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FIG. 10 is a flowchart continuing the flowchart of FIG. 9 and focused on agent response

to the HTTP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt of the list of peers, or single peer listing, from the agent.

FIG. 12 is a flowchart illustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP request is still valid.
FIG. 13 is a flowchart outlining operation of the acceleration server.

FIG. 14 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodiment of the invention.

FIG. 15 is a flowchart further illustrating TCPIP acceleration in accordance with an
alternative embodiment of the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

DETAILED DESCRIPTION

The present system and method provides for faster and more efficient data
communication within a communication network. An example of such a communication
network 100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3
contains multiple communication devices. Due to functionality provided by software stored
within each communication device, which may be the same in each communication device, each
communication device may serve as a client, peer, or agent, depending upon requirements of the
network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regard to the description of FIG. 4.
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Returning to FIG. 3, the exemplary embodiment of the network 100 illustrates that one of
the communication devices is functioning as a client 102. The client 102 is capable of
communication with one or more peers 112, 114, 116 and one or more agents 122. For
exemplary purposes, the network contains three peers and one agent, although it is noted that a

client can communicate with any number of agents and peers.

The communication network 100 also contains a Web server 152. The Web server 152 is
the server from which the client 102 is requesting information and may be, for example, a typical
HTTP server, such as those being used to deliver content on any of the many such servers on the
Internet. It should be noted that the server 152 is not limited to being an HTTP server . In fact, if
a different communication protocol is used within the communication network, the server may be
a server capable of handling a different protocol. It should also be noted that while the present
description refers to the use of HTTP, the present invention may relate to any other

communication protocol and HTTP is not intended to be a limitation to the present invention.

The communication network 100 further contains an acceleration server 162 having an
acceleration server storage device 164. As is described in more detail herein, the acceleration
server storage device 164 has contained therein an acceleration server database. The acceleration
server database stores Internet protocol (IP) addresses of communication devices within the
communication network 100 having acceleration software stored therein. Specifically, the
acceleration server database contains stored therein a list of communication devices having
acceleration software stored therein that are currently online within the communication network

100. For each such agent, the acceleration server assigns a list of IP addresses.

In the communication network 100 of FIG. 3, the application in the client 102 is
requesting information from the Web server 152, which is why the software within the
communication device designated this communication device to work as a client. In addition,

since the agent 122 receives the request from the client 102 as the communication device closest
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to the Web server 152, functionality of the agent 122, as provided by the software of the agent
122, designates this communication device to work as an agent. It should be noted, that in
accordance with an alternative embodiment of the invention, the agent need not be the
communication device that is closest to the Web server. Instead, a different communication

device may be selected to be the agent.

Since the peers 112, 114, 116 contain at least portions of the information sought by the
client 102 from the Web server 152, functionality of the peers 112, 114, 116, as provided by the
software of the peers 112, 114, 116, designates these communication devices to work as peers. It
should be noted that the process of designating clients, agents, and peers is described in detail
herein. It should also be noted that the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 may differ from the
number illustrated by FIG. 3. In fact, the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 are not intended to be

limited by the current description.

Prior to describing functionality performed within a communication network 100, the
following further describes a communication device 200, in accordance with a first exemplary
embodiment of the invention. FIG. 4 is a schematic diagram further illustrating a communication
device 200 of the communication network 100, which contains general components of a
computer. As previously mentioned, it should be noted that the communication device 200 of

FIG. 4 may serve as a client, agent, or peer.

Generally, in terms of hardware architecture, as shown in FIG. 4, the communication
device 200 includes a processor 202, memory 210, at least one storage device 208, and one or
more input and/or output (I/0) devices 240 (or peripherals) that are communicatively coupled via
a local interface 250. The local interface 250 can be, for example but not limited to, one or more

buses or other wired or wireless connections, as is known in the art. The local interface 250 may
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have additional elements, which are omitted for simplicity, such as controllers, buffers (caches),
drivers, repeaters, and receivers, to enable communications. F urther, the local interface 250 may
include address, control, and/or data connections to enable appropriate communications among
the aforementioned components.
The processor 202 is a hardware device for executing software, particularly that stored in

the memory 210. The processor 52 can be any custom made or commercially available
“processor, a central processing unit (CPU), an auxiliary processor among several processors
associated with the communication device 200, a semiconductor based microprocessor (in the
form of a microchip or chip set), a macroprocessor, or generally any device for executing

software instructions.

The memory 210, which is further illustratéd and described by the description of FIG. 5,
can include any one or combination of volatile memory elements (e.g., random access memory
(RAM, such as DRAM, SRAM, SDRAM, efc.)) and nonvolatile memory elements (e. g, ROM,
hard drive, tape, CDROM, etc.). Moreover, the memory 210 may incorporate electronic,
magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a
distributed architecture, where various components are situated remote from one another, but can

be accessed by the processor 202.

The software 212 located within the memory 210 may include one or more separate
programs, each of which contains an ordered listing of executable instructions for implementing
logical functions of the communication device 200, as described below. In the example of FIG.
4, the software 212 in the memory 210 at least contains an acceleration application 220 and an
Internet browser 214. In addition, the memory 210 may contain an operating system (O/S) 230.
The operating system 230 essentially controls the execution of computer programs and provides
scheduling, input-output control, file and data management, memory management, and

communication control and related services. It should be noted that, in addition to the
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acceleration application 220, Internet browser 214, and operating system 230, the memory 210

may contain other software applications.

While the present description refers to a request from the client originating from an
Internet browser, the present invention is not limited to requests originating from Internet
browsers. Instead, a request may originate from an email program or any other program that
would be used to request data that is stored on a Web server, or other server holding data that is

requested by the client device.

Functionality of the communication device 200 may be provided by a source program,
executable program (object code), script, or any other entity containing a set of instructions to be
performed. When a source program, then the program needs to be translated via a compiler,
assembler, interpreter, or the like, which may or may not be included within the memory 210, so
as to operate properly in connection with the operating system 230, Furthermore, functionality of
the communication device 200 can be written as (a) an object oriented programming language,
which has classes of data and methods, or (b) a procedure programming language, which has

routines, subroutines, and/or functions.

The I/O devices 240 may include input devices, for example but not limited to, a
keyboard, mouse, scanner, microphone, efc. Furthermore, the I/O devices 240 may also include
output devices, for example but not limited to, a printer, display, efc. Finally, the I/O devices 240
may further include devices that communicate via both inputs and outputs, for instance but not
limited to, a modulator/demodulator (modem; for accessing another device, system, or network),

aradio frequency (RF) or other transceiver, a telephonic interface, a bridge, a router, efc.

When the communication device 200 is in operation, the processor 202 is configured to
execute the software 212 stored within the memory 210, to communicate data to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to
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the software 212. The software 212 and the O/S 230, in whole or in part, but typically the latter,

are read by the processor 202, perhaps buffered within the processor 202, and then executed.

When functionality of the communication device 200 is implemented in software, as is
shown in FIG. 4, it should be noted that the functionality can be stored on any computer readable
medium for use by or in connection with any computer related system or method. In the context
of this document, a computer readable medium is an electronic, magnetic, optical, or other
physical device or means that can contain or store a computer program for use by or in
connection with a computer related system or method. The functionality of the communication
device 200 can be embodied in any computer-readable medium for use by or in connection with
an instruction execution system, apparatus, or device, such as a computer-based system,
processor-containing system, or other system that can fetch the instructions from the instruction
execution system, apparatus, or device and execute the instructions. In the context of this
document, a "computer-readable medium" can be any means that can store, communicate,
propagate, or transport the program for use by or in connection with the instruction execution

system, apparatus, or device.

The computer readable medium can be, for example but not limited to, an electronic,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, device, or
propagation medium. More specific examples (a nonexhaustive list) of the computer-readable
medium would include the following: an electrical connection (electronic) having one or more
wires, a portable computer diskette (magnetic), a random access memory (RAM) (electronic), a
read-only memory (ROM) (electronic), an erasable programmable read-only memory (EPROM,
EEPROM, or Flash memory) (electronic), an optical fiber (optical), and a portable compact disc
read-only memory (CDROM) (optical). Note that the computer-readable medium could even be
paper or another suitable medium upon which the program is printed, as the program can be

electronically captured, via for instance optical scanning of the paper or other medium, then
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compiled, interpreted or otherwise processed in a suitable manner if necessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the communication device 200 is
implemented in hardware, the functionality can be implemented with any or a combination of the
following technologies, which are each well known in the art: a discrete logic circuit(s) having
logic gates for implementing logic functions upon data signals, an application specific integrated
circuit (ASIC) having appropriate combinational logic gates, a programmable gate array(s)

(PGA), a field programmable gate array (FPGA), efc.

The at least one storage device 208 of the communication device 200 may be one of many
different categories of storage‘device. As is described in more detail herein, the storage device
208 may include a configuration database 280 and a cache database 282. Alternatively, the
configuration database 280 and cache database 282 may be located on different storage devices
that are in communication with the communication device 200. The description that follows
assumes that the configuration database 280 and cache database 282 are located on the same
storage device, however, it should be noted that the present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration data that is common to all elements
of the communication network 100 and is used to provide set up and synchronization information
to different modules of the acceleration application 220 stored within the memory 210, as is
described in further detail herein. The cache database 282 stores responses to HTTP requests
that the communication device 200 has dispatched, either for its own consumption or on behalf
of other elements of the communication network 100. As is explained in additional detail herein,
the responses to HTTP requests are stored within the cache database 282 for future use by this

communication device 200, or for other communication devices within the communication
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network 100 that need to retrieve this information and will use this communication device as

either a peer or an agent.

In addition to the abovementioned, as is explained in further detail herein, the cache
database 282 has stored therein a list of URLSs that the communication device is aware of (i.e.,
has seen requests for). For each URL, the cache database 282 has stored therein the URL itself,
HTTP headers returned by the Web Server for this URL, when the last time was that the contents
of this URL was loaded directly from the Web Server, when the contents of the URL had last
changed on the Web Server, as well as a list of chunks that contain the contents of this URL, and
the chunks of data themselves. Chunks in the present description are defined as equally sized
pieces of data that together form the whole content of the URL. It should be noted that while the
present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embodiment of the invention, the chunks may instead be of different size.

FIG. 5 is a schematic diagram further illustrating the memory 210 of FIG. 4. As shown
by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating system
level 260 and an application level 270. The operating system level 260 contains the operating
system 230, wherein the operating system 230 further contains at least one device driver 262 and
at least one communication stack 264. The device drivers 262 are software modules that are
responsible for the basic operating commands for various hardware devices of the
communication device 200, such as the processor 202, the storage device 208 and the I/O devices
240. In addition, the communication stacks 264 provide applications of the communication
device 200 with a means of communicating within the network 100 by implementing various

standard communication protocols.

The application level 270 includes any application that is running on the communication
device 200. As a result, the application level 270 includes the Internet browser 214, which is

used to view information that is located on remote Web servers, the acceleration application 220,
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as described in more detail below, and any other applications 216 stored on the communication

device 200.

As is explained in additional detail below, the acceleration application 220 intercepts the
requests being made by applications of the communication device (client) that use the Internet, in
order to modify the requests and route the requests through the communication network. There
are various methods that may be used to intercept such requests. One such method is to create an
intermediate driver 272, which is also located within the memory 210, that attaches itself to all
communication applications, intercepts outgoing requests of the communication applications of
the communication device 200, such as the Internet browser 214, and routes the requests to the
acceleration application 220. Once the acceleration application 220 modifies the requests, routes
the requests to other system elements on the communication network 100, and receives replies
from other system elements of the communication network 100, the acceleration application 220
returns the replies to the intermediate driver 272, which provides the replies back to the

requesting communication application.

FIG. 6 is a schematic diagram further illustrating elements of the acceleration application
220, as well as communication paths of the acceleration application 220. The acceleration
application 220 contains an acceleration system initializer module 222, which is called when the
acceleration application 220 is started. The acceleration system initializer module 222 is capable
of initializing all elements of the communication device 200 The acceleration application 220
also contains three separate modules that run in parallel, namely, a client module 224, a peer
module 226, and an agent module 228, each of which comes into play according to the specific
role that the communication device 200 is partaking in the communication network 100 at a

given time. The role of each module is further described herein.

The client module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not limited to,

Ex. 1071 - Page 18 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 18 of 334



Web pages, data, video, or audio. The client module 224 causes the communication device 200
having the client module 224 therein to intercept the information request and pass the
information request on to other elements of the communication network 100, such as, servers,

agents or peers. This process is further described in detail herein.

The peer module 226 provides functiohality required by the communication device 200
when answering other clients within the communication network 100 and providing the other
clients with information that they request, which this communication device 200, having this
peer module 226 therein, has already downloaded at a separate time. This process is further

described in detail herein.

The agent module 228 provides functionality required when other communication devices
of the communication network 100 acting as clients query this communication device 200,
having this agent module 228 therein, as an agent, to obtain a list of peers within the
communication network 100 that contain requested information. This process is further

described in detail herein.

The acceleration application 220 interacts with both the configuration database 280 and
the cache database 282 of the storage device 208. As previously mentioned herein, the
configuration database 280 stores configuration data that may be common to all communication
devices of the communication network 100 and is used to provide setup and synchronization
information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210.

The cache database 282 stores responses to information requests, such as, for example,
HTTP requests, that the communication device 200 has dispatched, either for its own
consumption or on behalf of other elements of the communication network 100. The responses
to HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other communication devices within the communication network 100 that need
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to retrieve this same information and will use this communication device 200 as either a peer or

an agent. This process is described in detail herein.

Information stored within the cache database 282 may include any information associated
with a request sent by the client. As an example, such information may include, Meta data and
actual requested data. For example, for an HTTP request for a video, the Meta data may include
the version of the Web server answering the request from the client and the data would be the
requested video itself. In a situation where there is no more room for storage in the cache
database, the software of the associated communication device may cause the communication
device to erase previous data stored in order to clear room for the new data to store in the cache
database. As an example, such previous data may include data that is most likely not to be used
again. Such data may be old data or data that is known to no longer be valid. The
communication device may choose to erase the least relevant data, according to any of several

methods that are well known in the art.

FIG. 7 is a chart further illustrating two of the main databases utilized within the
communication network 100, namely, the acceleration server database 164 and the cache
database 282. As previously mentioned, the acceleration server database 164 stores IP addresses
of communication devices located within the communication network 100, which have
acceleration software stored therein. Specifically, the acceleration server database 164 contains
stored therein a list of communication devices having acceleration software stored therein that
are currently online within the communication network 100. The acceleration server assigns a
list of IP addresses to each communication device functioning as an agent. Each communication
device will be the agent for any Web servers whose IP address is in the range ‘owned’ by that
communication device. As an example, when a first ever communication device goes online,
namely, the first communication device as described herein having the acceleration application
220 therein, the acceleration server assigns all IP addresses in the world to this communication

device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP address list with the first communication
device, so that each of the communication devices will be responsible for a different part of the

world wide web servers.

The cache database 282 of the communication device 200 has stored therein a list of
URLs 286 of which the communication device 200 is aware. The communication device 200
becomes aware of a URL each time that the communication device 200 receives a request for
information located at a specific URL. As shown by FIG. 7, for each URL 288 within the list of
URLs 286, the cache database 282 stores: the URL itself 290; HTTP headers 292 returned by the
Web Server 152 for this URL; when the last time 294 was that the contents of this URL were
loaded directly from the Web Server 152; when the contents of the URL last changed 296 on the
Web Server 152; and a list of chunks 298 that contain the contents of this URL, and the content
of the chunk. As previously mentioned, chunks, in the present description, are defined as equally
sized pieces of data, that together form the entire content of the URL, namely, the entire content
whose location is described by the URL. As a non-limiting example, a chunk size of, for
example, 16KB can be used, so that any HTTP response will be split up into chunks of 16KB. In
accordance with an alternative embodiment of the invention, if the last chunk of the response is
not large enough to fill the designated chunk size, such as 16KB for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 300, the cache database 282 includes the checksum of the chunk
302, the data of the chunk 304 itself, and a list of peers 306 that most likely have the data for this
chunk. As is described in additional detail herein, the data for the chunk may be used by other
clients within the communication network 100 when other communication devices of the
communication network 100 serve as peers to the clients, from which to download the chunk

data.
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For each chunk, a checksum is calculated and stored along side of the chunk itself. The
checksum may be calculated in any of numerous ways known to those in the art. The purpose of
having the checksum is to be able to identify data uniquely, whereas the checksum is the “key” to
the data, where the data is the chunk. As an example, a client may want to load the contents of a
URL, resulting in the agent that is servicing this request sending the checksums of the chunks to
the client, along with the peers that store these chunks. It is to be noted that there could be a
different peer for every different chunk. The client then communicates with each such peer, and
provides the checksum of the chunk that it would like the peer to transmit back to the client. The
peer looks up the checksum (the key) in its cache database, and provides back the chunk (data)
that corresponds to this checksum (the key). As shown by FIG. 7, for each peer 308 within the
list of peers 306, the cache database 282 includes the peer IP address 310, as well as thé

connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordance with one embodiment of the invention, the cache database 282 may be
indexed by URL and by Checksum. Having the cache database indexed in this manner is '
beneficial due to the following reason. When the agent is using the cache database, the agent
receives a request from a client for the URL that the client is looking for. In such a case the
agent needs the cache database to be indexed by the URL, to assist in finding a list of
corresponding peers that have the chunks of this URL. When the peers are using this cache
database, the peers obtain a request from the client for a particular checksum, and the peers need
the database to be indexed by the checksum so that they can quickly find the correct chunk. Of
coursé, as would be understood by one having ordinary skill in the art, the cache database may

instead be indexed in any other manner.

Having described components of the communication network 100, the following further
describes how such components interact and individually function. FIG. 8 is a flowchart 300
illustrating operation of the acceleration system initializer module 222 (hereafter referred to as

the initializer 222 for purposes of brevity). It should be noted that any process descriptions or
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blocks in flowcharts should be understood as representing modules, segments, portions of code,
or steps that include one or more instructions for implementing specific logical functions in the
process, and alternative implementations are included within the scope of the present invention in
which functions may be executed out of order from that shown or discussed, including
substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonably skilled in the art of the present invention.

The initializer 222 is the first element of the communication device 200 to operate as the
communication device 200 starts up (block 302). As the initializer 222 starts, it first
communicates with the acceleration server 162 to sign up with the acceleration server 162. This
is performed by providing the acceleration server 162 with the hostname, and all IP addresses
and media access control (MAC) addresses of the interfaces on the communication device 200

having the initializer 222 thereon.

In accordance with an alternative embodiment of the invention, as shown by block 304,
the initializer 222 checks with the acceleration server 162 whether a more updated version of the
acceleration application software is available. This may be performed by any one of many
known methods, such as, but not limited to, by providing the version number of the acceleration
application software to the acceleration server 162. The message received back from the
acceleration server 162 indicates whether there is a newer version of the acceleration application
software or not. If a newer version of the acceleration application software exists, the initializer
222 downloads the latest version of the acceleration application software from the acceleration
server 162, or from a different location, and installs the latest version on the communication
device 200. In addition to the abovementioned, the initializer 222 may also schedule additional
version checks for every set period of time thereafter. As an example, the initializer 222 may

check for system updates every two days.
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As shown by block 306, the initializer 222 then redirects outgoing network traffic from
the communication device 200 to flow through the acceleration application 162. As previously
mentioned, one way to redirect the outgoing network traffic is to insert an intermediate driver
212 that intercepts and redirects the traffic. It should be noted that there are many other ways to

implement this redirection, which are well known to those having ordinary skill in the art.

As shown by block 308, the initializer 222 then launches the client module 224 of the
communication device 200, and configures the client module 224 of the communication device
200 to intercept to all outgoing network communications of the communication device 200 and
route the outgoing network communications to the client module 224, from the intermediate
driver 272 or other routing method implemented. This is performed so that the client module
224 is able to receive all network traffic coming from the network applications, modify the
network traffic if necessary, and re-route the traffic. As is known by those having ordinary skill

“in the art, in order to re-route the traffic, the traffic needs to be modified, as an example, to

change the destination of requests.

As shown by block 310, the initializer 222 then launches the agent module 228 and the
peer module 226 to run on the communicétion device 200. The agent module 228 and peer
module 226 listen on pre-determined ports of the communication device 200, so that incoming
network traffic on these ports gets routed to the agent module 228 and peer module 226. As is
explained in further detail herein, the abovementioned enables the communication device 200 to
function as an agent and as a peer for other communication devices within the communication

network 100, as needed.

FIG. 9 is a flowchart 350 further illustrating communication between different elements
of the communication network 100, in accordance with the present system and method for

providing faster and more efficient data communication.
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As shown by block 352, an application running on the client 200 initiates a request for a
resource on a network. Such a request may be, for example, “GET
http://www.aol.com/index.html HTTP/1.1”. The request may come from an Internet browser
214 located on the client 200, where the Internet browser 214 is loading a page from the Internet,
an application that wants to download information from the Internet, fetch or send email, or any

other network communication request.

Through the intermediate driver 272, or other such mechanism as may be implemented
that is re-routing the communication to the client module 224 of the client 200, the resource
request is intercepted by the client module 224 that is running on the client 200 (block 354). The
client module 224 then looks up the IP address of the server 152 that is the target of the resource
request (e.g., the IP address of the Web server that is the host of www.aol.com in the example
above), and sends this IP address to the acceleration server 162 (block 356) in order to obtain a
list of communication devices that the client 200 can use as agents (hereafter referred to as
agents). It should be noted that the process of performing an IP lookup for a server is known by

one having ordinary skill in the art, and therefore is not described further herein.

In response to receiving the IP address of the server 152, the acceleration server 162
prepares a list of agents that may be suitable to handle the request from this IP address (block
358). The size of the list can differ based on implementation. For exemplary purposes, the
following provides an example where a list of five agents is prepared by the acceleration server
162. The list of agents is created by the acceleration server 162 by finding the communication
devices of the communication network 100 that are currently online, and whose IP address is
numerically close to the IP of the destination Web server 152. A further description of the

abovementioned process is described here in.

As shown by block 360, the client module 224 then sends the original request (e.g., “GET

http://www.aol.com/index.html HTTP/1.1”) to all the agents in the list received from the

Ex. 1071 - Page 25 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 25 of 334



acceleration server 162 in order to find out which of the agents in the list is best suited to be the

one agent that will assist with this request.

It should be noted that, in accordance with an alternative embodiment of the invention,
the communication device 200 may be connected to a device that is actually requesting data. In
such an alternative embodiment, the communication device would be a modular device
connected to a requesting device, where the requesting device, such as, for example, a personal
data assistant (PDA) or other device, would request data, and the communication device
connected thereto, either through a physical connection, wireless connection, or any other
connection, would receive the data request and function as described herein. In addition, as
previously mentioned, it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

FIG. 10 is a flowchart continuing the flowchart 380 of FIG. 9 and focused on agent
response to the request. As shown by block 382, upon receiving the request from the client 200,
each agent that received the request from the client responds to the client 200 with whether it has
information regarding the request, which can help the client to download the requested
information from peers in the network. Specifically, each agent responds with whether the agent
has seen a previous request for this resource that has been fulfilled. In such a case, the agent may

then provide the client with the list of peers and checksums of the chunks that each of them have.

As shown by block 384, the client then decides which of the agents in the list to use as its
agent for this particular information request. To determine which agent in the list to use as its
agent for the particular information request, the client may consider multiple factors, such as, for
example, factoring the speed of the reply by each agent and whether that agent does or does not
have the information required. There are multiple ways to implement this agent selection, one
practical way being to start a timer of a small window of time, such as, for example, 5ms, after

receiving the first response from the agents, and after the small window, choosing from the list of
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agents that responded, the agent that has the information about the request, or in the case that
none of the agents responded, to choose the first agent from the list received from the

acceleration server 162.

As shown by block 386, after selecting an agent, the client notifies the selected agent that
it is going to use it for this request, and notifies the other agents that they will not be used for this
request. The client then sends the selected agent a request for the first five chunks of data of the
original information request (block 388). By specifying to the selected agent the requested
chunks by their order in the full response, the client receives the peer list and checksums of the
requested chunks from the selected agent. As an example, for the first five chunks the client will
ask the selected agent for chunks one through five, and for the fourth batch of five chunks the
client will ask the agent for chunks sixteen through twenty. As previously mentioned, additional

or fewer chunks may be requested at a single time.

As shown by block 390, after receiving the request from the client, the selected agent
determines whether it has information regarding the requested chunks of data by looking up the
request in its cache database and determining if the selected agent has stored therein information
regarding peers of the communication network that have stored the requested data of the request,
or whether the selected agent itself has the requested data of the request stored in its memory. In
addition to determining if the selected agent contains an entry for this request in its database, the
selected agent may also determine if this information is still valid. Specifically, the selected
agent determines whether the data that is stored within the memory of the selected agent or the
memory of the peers, still mirrors the information that would have been received from the server
itself for this request. A further description of the process utilized by the selected agent to

determine if the information is still valid, is described in detail herein.

As shown by block 392, if the information (requested data of the request) exists and is

still valid, then the agent prepares a response to the client, which includes for each of the chunks:
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(i) the checksum of the chunk; (ii) a list of peers that according to the database of the selected
agent contains these chunks; and (iii) if these are the first five chunks of the information, then the
selected agent also provides the specific protocol's headers that would have been received from

the server, had the initial request from the client been made directly to the server.

As shown by block 394, the list of peers for each chunk is sorted by geographical
proximity to the requesting client. In accordance with the present example, only the five closest
peers are kept in the list for every chunk, and the rest of the peers are discarded from this list. As
shown by block 396, the prepared response, namely, the list of closest peers, is sent back to the
client. It should be noted that, if this were the last set of chunks to be provided for this request,

then it would be beneficial to include information about this to the client.

[f the selected agent discovers that it does not have information about this request, or if
the selected agent discovers that the information it has is no longer valid, the selected agent needs
to load the information directly from the server in order to be able to provide an answer to the
requesting client. As shown by block 400, the selected agent then sends the request directly to
the server. The selected agent then stores the information it receives from the server (both the
headers of the request, as well as chunks of the response itself) in its database, for this particular
response to the client, as well as for future use to other clients that may request this data (block
402). The selected agent then prepares a response (list) for the client, where the response
includes the protocol headers (if these are the first five chunks), and the checksums of the five
chunks, and provides itself as the only peer for these chunks (block 404). This list is then sent
back to the client (block 406).

FIG. 11 is a flowchart 420 continuing the flowchart of FIG. 10, which illustrates actions
taken upon receipt of the list of peers, or single peer listing, from the agent. As shown by block
422, the client receives the response from the agent (including the list of chunks and their

corresponding data, including peers and other information previously mentioned) and, for each of
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the five chunks, the client sends a request to each of the peers listed for the chunk to download
the chunk. The chunk request that the client sends to each of the peers is the checksum of the

data that the client seeks to receive, which is the key (identifier) of the chunk.

As shown by block 424, the peers then respond regarding whether they still have the
data of the chunk. As an example, some of the peers may not currently be online, some may be
online but may have discé.rded the relevant information, and some may still have the relevant
information, namely, the chunk. As shown by block 426, the client then selects the quickest peer
that responds with a positive answer regarding the requested information, the client lets that peer
know that it is chosen to provide the client with the chunk, and the client notifies the other peers

that they are not chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be
noted that if no peers answer the request of the client, the client goes back to the agent noting that
the peers were all negative, and the agent either provides a list of 5 other agents, if they exist, or
the agent goes on to download the information directly from the Web server as happens in the

case where no peers exist as described above.

The client then stores the chunks in its cache for future use (block 430), when the client
may need to provide the chunks to a requesting communication device when acting as a peer for
another client that is looking for the same information. As shown by block 432, if some of the
chunks were not loaded from any of the peers, the client requests the chunks again from the agent
in a next round of requests, flagging these chunks as chunks that were not loadable from the
client list of peers. In this situation, the agent will load the data directly from the server and

provide it back to the client.

The client then acknowledges to the agent which of the chunks it received properly (block

434). The agent then looks up these chunks in the database of the agent, and adds the client to
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the list of peers for these chunks, specifically, since this client is now storing these chunks, and

can provide these chunks to other clients that turn to it as a peer (block 436).

As shown by block 438, the client then passes the data on to the Web browser or other
application of the client that made the original request, for it to use as it had originally intended.
The client then checks whether all of the chunks for this request were received (block 440), by
checking the flag set by the agent. Specifically, when the agent is providing the list of the last 5
chunks, the agent includes that information as part of its reply to the client, which is referred to
herein as a flag. This information is what enables the client to know that all information has

been received for a particular resource request.

If the last received chunks were not the last chunks for this request, the processing flow of
the client continues by returning to the functionality of block 384 of FIG. 10, but instead sending
the chosen agent a request for the next five chunks of data of the original information request.
Alternatively, if all chunks for this request were received, the request is complete, and the flow

starts again at block 352 of FIG. 9.

FIG. 12 is a flowchart 500 illustrating steps takén by an agent, client, or beer to determine
whether a certain HTTP request is still valid. Specifically, the following provides an example of
how the agent, client, or peer can determine whether particular data that is stored within the
memory of the agent, or the memory of a peer or client, still mirrors the information that is
currently on the Web server. As shown by block 502, the HTTP request is looked up in the
cache database of the agent, client or peer that is checking the validity of the HTTP request. As
an example, the HTTP protocol, defined by RFC 2616, outlines specific methods that Web
servers can define within the HTTP headers signifying the validity of certain data, such as, but
not limited to, by using HTTP header information such as “max age” to indicate how long this
data may be cached before becoming invalid, “no cache” to indicate that the data may never be

cached, and using other information.
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As shown by block 504, these standard methods of validation are tested on the HTTP
request information in question. As shown by block 506, a determination is made whether the
requested information that is stored is valid or not. If the requested information is valid, a
“VALID” response is returned (block 508). Alternatively, if the requested information is not
valid, an HTTP conditional request is sent to the relevant Web server, to determine if the data
stored for this request is still valid (block 510). If the data stored for this request is still valid, a
“VALID” response is returned (block 508). Alternatively, if the data stored for this request is not
valid, an “INVALID” response is returned (block 514). It should be noted, that the
abovementioned description with regard to FIG. 12 is an explanation of how to check if HTTP
information is still valid. There are similar methods of determining validity for any other
protocol, which may be utilized, and which those having ordinary skill in the art would

appreciate and understand.

FIG. 13 is a flowchart 550 outlining operation of the acceleration server, whose main
responsibility in the present system and method is to provide clients with information regarding
which agents serve which requests, and to keep the network elements all up to date with the latest
software updates. As shown by block 552, the acceleration server sends “keep alive” signals to
the network elements, and keeps track within its database as to which network elements are
online. As shown by block 554, the acceleration server continues to wait for a client request and

continues to determine if one is received.

Once a request is received, the acceleration server tests the type of request received (block
556). If the client request is to sign up the client within the network, an event that happens every
time that the client starts running on its host machine, then that client is added to the list of

agents stored on the acceleration server, sorted by the IP address of the client (block 558).

If the request is to find an agent to use for a particular request, the acceleration server

creates a new agent list, which is empty (block 560). The acceleration server then searches the
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agent database for the next 5 active agents whose IP address is closest to the IP address of the
server who is targeted in the request (block 562). In this context, 192.166.3.103 is closer to
192.166.3.212 than to 192.167.3.104. The acceleration server then sends this agent list to the
client (block 564).

If instead, the request is to check the version of the latest acceleration software then the
acceleration server sends that network element (client, peer or agent) the version number of the
latest existing acceleration software version, and a URL from where to download the new

version, for the case that the element needs to upgrade to the new version (block 566).

While the abovementioned example is focused on HTTP requests for data, as previously
mentioned, other protocol requests are equally capable of being handled by the present system
and method. As an example, in separate embodiments the acceleration method described may
accelerate any communication protocol at any OSI layer (SMTP, DNS, UDP, ETHERNET, etc.).
In the following alternative embodiment, it is illustrated how the acceleration method may
accelerate TCPIP. As is known by those having ordinary skill in the art, TCPIP is a relatively
low-level protocol, as opposed to HTTP, which is a high level protocol. For purposes of
illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server

is.a TCPIP server.
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In TCPIP there are three communication commands that are of particular interest, namely,
connect, write, and read. Connect is a command issued by an application in the communication
device that is initiating the communication to instruct the TCPIP stack to connect to a remote

FIG. 49 - TCPIP ACCELERATION SYSTEM SETUP
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communication device. The connect message includes the IP address of the communication
device, and the port number to connect to. An application uses the write command to instruct the
TCPIP stack to send a message (i.e., data) to a communication device to which it is connected.
In addition, an application uses the read command to ask the TCPIP stack to provide the message
that was sent from the remote communication device to which it is connected. A communication

session typically exists of a connect, followed by a read and write on both sides.

FIG. 14 is a flowchart 600 further illustrating TCPIP acceleration in accordance with this

alternative embodiment of the invention. As shown by blocks 601 and 602 when an application
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of the communication device makes a request to the communications stack to connect with the

TCPIP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that connect message from the communication device
application, which includes the IP address of the TCPIP server and the port to connect to, the
acceleration application in the client makes a request to the acceleration server to find out who
the agent for the communication with the TCPIP server is. This step is performed in a similar
manner to that described with regard to the main HTTP embodiment of the invention (block
604). As shown by block 606, the server then provides the client with a list of agents, for

example, a primary agent and four others.

To establish a connection, as shown by block 608, the client issues a TCPIP connect with
the primary agent or one of the other agents if the primary agent does not succeed, to create a
connection with the agent. The client then sends to the agent the IP address of the TCPIP server
and connection port that were provided by the communication device application (block 610).
As shown by block 612, that agent in turn issues a TCPIP connect to the TCPIP server to the port

it received from the client, to create a connection with the agent.

FIG. 15 is a flowchart 800 further illustrating TCPIP acceleration in accordance with this
alternative embodiment of the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

As shown by block 802, if the network application within the client wants to send a
message to the TCPIP server, the network application within the client writes the message to the

TCPIP stack in the operating system of the client. This WRITE command is received by the
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acceleration application of the client and handled in the manner described below. If the TCPIP
server wants to send a message to the client, the TCPIP server writes the message to the TCPIP
stack of TCPIP operating system, on the connection to the agent, since this agent is where the

server received the original connection. This WRITE command is received by the acceleration

application of the agent and handled in the manner described below.

When the acceleration application of the client receives a message from the network
application of the client to be sent to the agent, or when the acceleration application of the agent
receives a message from the connection to the TCPIP server that is to be sent to the client, the
acceleration application proceeds to send the message to the communication device on the other
side. For instance, if the client has intercepted the message from the communication application,
the client sends the message to the agent, and if it is the agent that intefcepted the message from
the connection to the TCPIP server, such as the TCPIP server sending a message that is intended
for the communication with client, the agent sends the message to the client in the following

manner:

As shown by block 804, the acceleration application breaks up the content of the message
to chunks and calculates the corresponding checksums, in the same manner as in the main
embodiment described herein. The acceleration application then looks up each checksum in its
cache database (block 806). As shown by block 808, the acceleration application checks if the
checksum exists in the cache database,. If it does, then, as shown by block 810, the acceleration
application prepares a list of peers that have already received the chunk of the checksum in the
past (if any), and adds the communication device of the other side to the list of communication

devices that have received this chunk (adds it to the peer list of the checksum in its database), to
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be provided to other communication devices requesting this information in the future. As shown
by block 812, the list of peers is sent to the receiving communication device, which, as shown by
block 814 retrieves the chunks from the peers in the list received, in the same manner as in the

main embodiment.

If the checksum does not exist within the cache database of the sending communication
device then, as shown by block 820, the acceleration application adds the checksum and chunk to
its cache database, sends the chunk to the communication device on the other side, and adds the

other communication device to the list of peers for that checksum in its database.

As shown by block 816, a determination is then made as to whether all chunks have been

received. If all chunks have not been received, the process continues on again from block 806.

Once all data has been received, as shown by block 818, the acceleration application
passes the data on to the requester. Specifically, in the client, the acceleration application passes
on the complete data to the communication application, and in the agent, the acceleration

application passes on the complete data to the requesting TCPIP server

It should be emphasized that the above-described embodiments of the present invention
are merely possible examples of implementations, merely set forth for a clear understanding of
the principles of the invention. Many variations and modifications may be made to the above-
described embodiments of the invention without departing substantially from the spirit and
principles of the invention. All such modifications and variations are intended to be included
herein within the scope of this disclosure and the present invention and protected by the

following claims.
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CLAIMS
We claim:

1. A network for accelerating and making more efficient data communication;

comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device which is assigned to the data server for receiving
the data request from the client communication device, wherein the agent keeps track of which
client communication devices within the network have received responses to data requests or

portions thereof from the assigned data server;

at least one peer communication device having stored therein at least a portion of data
received in response to a prior data request by a client communication device, wherein the prior
data request was for the same data as requested during the originating data request, and wherein
the portion of data may be transmitted from the peer communication device to the at least one

client communication device upon request by the client communication device; and

at least one acceleration server for deciding which agent communication device is to be
assigned to which data server and providing this information to the at least one client

communication device.

2. The network of claim 1, wherein each of the client communication device, peer
communication device, and agent communication device contain therein a client module, a peer

module, and an agent module, thereby allowing the client communication device, peer
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communication device, and agent communication device to serve as any of a client

communication device, a peer communication device, and an agent communication device.

3. The network of claim 1, wherein the acceleration server assigns a list of Internet

protocol addresses to each agent communication device.

4. The network of claim 1, wherein the acceleration server has stored therein a list of
online communication devices, including client communication devices, agent communication

devices, and peer communication devices.

5. The network of claim 1, wherein each client communication device, agent
communication device, and peer communication device maintain a list of data requests and data
responses that the communication device, agent communication device, and peer communication
device, respectively are respectively aware of, as well as in which communication device

associated data is stored.

6. The network of claim 1, wherein the data request from the client communication

device is an HTTP request, and wherein the server is a Web server.

7. The network of claim 6, wherein each client communication device contains a
storage device therein that stores a list of Uniform Resource Locators (URLS) that the client

communication device is aware of, each agent communication device contains a storage device
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therein that stores a list of URLSs that the agent communication device is aware of, and wherein
each peer communication device contains a storage device therein that stores a list of URLs that

the peer communication device is aware of.

8. The network of claim 7, wherein within the storage device storing URLSs, with
each URL, the storage device also has stored therein at least one of the group consisting of HTTP
headers returned by the data server for this URL, a list of chunks that contain the contents of the
URL, wherein chunks are pieces of data that together form the entire content of the URL, and the

content of the chunk. '

9. The network of claim 1, wherein each client communication device contains a
storage device, wherein the storage device has stored therein at least one of the group consisting
of a list of chunks that contain contents associated with the data request, wherein chunks are
pieces of data that together form the entire content associated with the data request, and the

content of the chunk, wherein the chunks are equally sized.

10. The network of claim 7, wherein within the storage device storing URLSs, with
each URL, the storage device also has stored therein a list of chunks that contain the contents of
the URL, wherein chunks are pieces of data that together form the entire content of the URL, and
with each chunk, the data of the chunk itself, a checksum of the chunk, and a list of peers that

most likely have the data for this chuck.
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11. The network of claim 1, wherein the network contains multiple peer
communication devices, wherein the at least one agent communication device further keeps track

of which peer communication devices have at least a portion of the requested data stored therein.

12. The network of claim 1, wherein the at least one acceleration server prepares a list

of agent communication devices that may be suitable to handle the data request.

13. The network of claim 12, wherein the list of agent communication devices that
may be suitable includes agent communication devices having an IP address that is numerically

close to the IP address of the data server.

14, The network of claim 12, wherein the client communication device selects an
agent communication device, notifies the selected agent communication device that it is being
used for the data request, and notifies any unselected agent communication devices that they are

not being used for the data request.

15. The network of claim 1, wherein the agent keeps track of peers and portions of
data stored within the peers, and wherein if there is a portion of data necessary to fulfill the
original data request, yet the agent is not aware of any peer having the portion of data stored
therein, the agent itself queries the server for the missing portion of data and transmits the

missing portion of data to the requesting client communication device.
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16.  The network of claim 1, wherein the agent keeps track of peers and portions of
data stored within the peers, and wherein if the at least one agent knows of a specific peer that
has a portion of data necessary to fulfill the original data request stored therein, the agent
provides the specific peer as the peer to use for the portion of data necessary for fulfilling the

original data request.

17. A communication device within a network, comprising;
a memory; and
a processor configured by the memory to perform the steps of:
originating a data request for obtaining data from a data server;
being assigned to a data server, referred to as an assigned data server;

receiving a data request from a separate device within the network, and keeping
track of which client communication devices within the network have received responses to data

requests from the assigned data server; and

storing portions of data received in response to the originated data request,
wherein the portions of data may be transmitted to communication device upon request by the

communication device.

18. The communication device of claim 17, wherein the communication device
further comprises a storage device that stores a list of Uniform Resource Locators (URLs) that

the communication device is aware of,
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19. The communication device of claim 18, wherein within the storage device storing
URLSs, with each URL, the storage device also has stored therein at least one of the group
consisting of HTTP headers returned by the data server for this URL, a list of chunks that contain
the contents of the URL, wherein chunks are pieces of data that together form the entire content

of the URL, and the content of the chunk.

20. The communication device of claim 17, wherein the communication device
contains a storége device, wherein the storage device has stored therein at least one of the group
consisting of a list of chunks that contain contents associated with the data request, wherein
chunks are pieces of data that together form the entire content associated with the data request,
and the content of the chunk, wherein the chunks are equally sized, wherein the chunks are

equally sized.

21. The communication device of claim 18, wherein within the storage device storing
URLSs, with each URL, the storage device also has stored therein a list of chunks that contain the
contents of the URL, wherein chunks are pieces of data that together form the entire content of
the URL, and with each chunk, the data of the chunk itself, a checksum of the chunk, and a list of

other communication devices that most likely have the data for this chuck.

22. The communication device of claim 17, wherein the data request is an HTTP

request, and wherein the data server is a Web server.
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23. The communication device of claim 17, wherein the processor is further
configured by the memory to perform the step of keeping track of which other communication

devices have at least a portion of the requested data stored therein.

24. A network for accelerating and making more efficient data communication;

comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device which is assigned to the data server for receiving
the data request from the client communication device, wherein the agent keeps track of which
client communication devices within the network have received responses to data requests or

portions thereof from the assigned data server; and

at least one acceleration server for deciding which agent communication device is to be
assigned to which data server and providing this information to the at least one client

communication device.

25. A network for accelerating and making more efficient data communication;

comprising:

at least one client communication device for originating an original data request for

obtaining data from a data server;

at least one agent communication device which is assigned to the data server for receiving

the data request from the client communication device, wherein the agent keeps track of which
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client communication devices within the network have received responses to data requests or

portions thereof from the assigned data server; and

at least one peer communication device having stored therein at least a portion of data
received in response to a prior data request by a client communication device, wherein the prior
data request was for the same data as requested during the originating data request, and wherein
the portion of data may be transmitted from the peer communication device to the at least one

client communication device upon request by the client communication device.

26. A method for use within a system for sending messages between a requesting
client communication device having a client cache storage and a data server, via an agent
communication device having an agent cache storage, and utilizing an acceleration server that

maintains a list of client communication devices in the system, the method comprising the steps

of

the requesting client communication device sending an identifier of the data server to the

acceleration server;

the acceleration server associating one or more client communication devices with the
data server and providing a list of the one or more client communication devices to the

requesting client communication device;

the requesting client communication device choosing one of the provided client
communication devices to be used as the agent communication device for communication with
the data server, and sending the agent communication device a message intended for the data

server;

the agent communication device determining if one or more of the client communication

devices have previously received a response to the received message from the data server; and
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if there are one or more client communication devices that have previously received a

response to the received message from the data server, performing the steps of:

the agent communication device sending the requesting client communication
device a list of the one or more client communication devices that have previously received the
response, wherein the one or more client communication devices that have previously received

the response are referred to as peer communication devices;

the requesting client communication device retrieving the requested response in

one or more parts from the one or more peer communication devices in the list;

the requesting client communication device storing the request and the response in

the client cache storage; and

the agent communication device storing the identifier of the requesting client
communication device in conjunction with the request and the response in the agent cache

storage.

217. The method of claim 26, where after réceiving the message intended for the data
server, from the requesting client communication device, the agent communication device
checking if it has in the agent cache storage a response received to an identical message sent by
the client communication device to the data server in the past, and if the agent communication
device does not know of any client communication devices that have received a response to this

message in the past, the following steps being performed:

the agent communication device sending the requesting client communication device

message to the data server;

the data server sending the response message back to the agent communication device;
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the agent communication device storing the requesting client communication device

message and the data server response message in the agent cache storage;

the agent communication device sending the data server response back to the requesting

client communication device; and

the requesting client communication device storing the request and the response in the

client cache storage.

28. The method of claim 26, where the agent communication device separates the
reply it receives from the data server into one or more smaller chunks of data and stores those
chunks in the agent cache storage, where the data is stored as a list of chunks that it comprises of,
and for each chunk a checksum of that chunk is stored in conjunction with the chunk, as well as a

list of network elements that have been known to have received this portion of data in the past.

29.  The method of claim 26, wherein the list of one or more peer communication
devices includes only the peer communication devices that are the most beneficial to the
requesting client communication device in terms of speed of receiving information from the peer

communication devices.

30. The method of claim 29, wherein the client communication devices that are
determined by the agent communication device to be most beneficial are the client

communication devices that are closest to the requesting client communication device.
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31. The method of claim 29, wherein the client communication devices that are
determined by the agent communication device to be most beneficial are the client

communication devices that have the best connection to the requesting network element.

32. The method of claim 26, wherein the data server performs the association between

the agent communication device and the data server by performing the steps of:

the acceleration server keeping track of all of the client communication devices that are

online; and

upon receiving the identifier of the data server from the requesting client communication
device, the acceleration server choosing one or more client communication device out of all
online client communication devices, that are optimal to be used as the agent communication

device or devices for communicating with the data server.

33. The method of claim 32, wherein the client communication device chosen by the
acceleration server as the optimal agent is the client communication device out of all online
client communication devices whose Internet Protocol (IP) address is closest to the IP address of

the data server.

34. The method of claim 32, where the number of agent communication devices
returned by the acceleration server to the client communication device is increased as the

acceleration device senses that the load on these agent communication devices increases.
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35. The method of claim 34, where the acceleration server senses the load on the

various potential agent communication devices by performing the steps of:

when the client communication device receives the agent communication device list, the

client communication device sends the request to all agent communication devices; and

if the client communication device does not get a response from one or more agent
communication devices, the client communication device provides that information to the

acceleration server.

36. The method of claim 34, where the acceleration server senses the load on the
various potential agent communication devices by performing a periodic load check on each

potential agent communication device.

37. The method of claim 26, wherein the data server performs the association between

the agent communication device and the data server by performing the steps of:

the acceleration server keeping track of all of the client communication devices that are

online; and

the acceleration server choosing one or more client communication devices that can be
used as the agent for communicating with the data server, prioritized geographically by a
geographical location of the requesting client, such that each of the client communication devices
in the list of client communication devices is a higher priority for a certain geography from which

requests from the requesting client communication device may be received.
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38.  The method of claim 26, wherein the requesting client communication device
chooses the most suitable agent communication device out of the list of client communication
devices received from the acceleration server by testing which of the client communication

devices is the quickest to respond to queries from the requesting client communication device.

39.  The method of claim 27, wherein when the agent communication device makes
the request to the data server, the agent communication device sends to the data server all of the
parameters that it received from the requesting client communication device for this request from

the requesting client communication device.

40.  The method of claim 26, wherein the method that the agent communication device
uses to test if there are other client communication devices that received responses to the same

message is performed by the steps of:

when receiving and caching responses from the data server, the agent communication
device receiving and caching a validity variable that indicates in which situations the response is

valid for the same type of request; and

the agent communication device checking the agent cache storage by looking up message

of the requesting client communication device,

wherein, if such a message exists and a response is cached, or information about
client communication devices that have received the response is cached, then the agent
communication device checks the validity variable of the entry of the request in the agent cache

storage, and

wherein, if the entry does not exist or the data is no longer valid, the agent

communication device assumes that it does not have a response stored for that request
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41.  The method of claim 26, wherein when the requesting client communication
device provides to the agent communication device a request with additional parameters, the
agent communication device stores these additional parameters in the agent cache storage in the
entry of the data request, and uses that information together with the request as a key when

looking up the data in future lookups.

42.  The method of claim 26, wherein the client communication device, agent
communication device, and peer communication device are referred to as network elements, and
wherein each network element contains therein a client module, a peer module, and an agent
module, thereby allowing each network element to serve as any of a client communication

device, a peer communication device, and an agent communication device.

43.  The method of claim 40, where the request from the requesting client
communication device is an HTTP request for a URL, the data server is a Web server, and the
additional data that the agent communication device sends to the Web server are the parameters
of the URL and cookies of the requesting client communication device and the validity variable

is the HTTP expiry time.

44.  The method of claim 26, wherein requests are selected from the group consisting

of UDP, DNS, TCP, FTP, POP3, SMTP, and SQL.
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45. A method for use within a system for sending messages between a requesting
client communication device having a client cache storage and a data server, via an agent
communication device having an agent cache storage, and utilizing an acceleration server that
maintains a list of client communication devices in the system, the method comprising the steps

of:

the requesting client communication device sending an identifier of the data server to the

acceleration server;

the acceleration server associating one or more client communication devices with the
data server and providing a list of the one or more client communication devices to the

requesting client communication device;

the requesting client communication device choosing one of the provided client
communication devices to be used as the agent communication device for communication with
the data server, and sending the agent communication device a message intended for the data

SCrver;

the agent communication device determining if one or more of the client communication

devices have previously received a response to the received message from the data server,

wherein the agent communication device separates the reply it receives from the data
server into one or more smaller chunks of data and stores those chunks in the agent cache
storage, where the data is stored as a list of chunks that it comprises of, and for each chunk a
checksum of that chunk is stored in conjunction with the chunk, as well as a list of network

elements that have been known to have received this portion of data in the past; and
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if there are one or more client communication devices that have previously received a

response to the received message from the data server, performing the steps of:

the agent communication device sending to the requesting client communication
device a list of checksums of the chunks that comprise the data server response where for each
such checksum, the agent communication device sends identifiers of client communication
devices that have received such checksums from the agent communication device in the past,
wherein these client communication devices that have received such checksums from the agent

communication device in the past are referred to as peers;

the requesting client communication device retrieving the response or portions
thereof by requesting the chunks in the list from one or more peers in the list received from the

agent communication device;

the requesting client communication device storing the request and the response in

the client cache storage; and

the agent communication device storing the identifier of the requesting client
communication device in conjunction with the chunks that the requesting client communication

device received.
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ABSTRACT

A system designed for increasing network communication speed for users, while lowering
network congestion for content owners and ISPs. The system employs network elements
including an acceleration server, clients, agents, and peers, where communication requests
generated by applications are intercepted by the client on the same machine. The IP address of
the server in the communication request is transmitted to the acceleration server, which provides
a list of agents to use for this IP address. The communication request is sent to the agents. One
or more of the agents respond with a list of peers that have previously seen some or all of the
content which is the response to this request (after checking whether this data is still Valid).v The
client then downloads the data from these peers in parts and in parallel, thereby speeding up the
Web transfer, releasing congestion from the Web by fetching the information from multiple
sources, and relieving traffic from Web servers by offloading the data transfers from them to

nearby peers.
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SERVER THAT IS TARGET OF RESOURCE
REQUEST AND SENDS IP ADDRESS TO
ACCELERATION SERVER TO OBTAIN LIST
OF COMMUNICATION DEVICES THAT
CLIENT CAN USE AS AGENTS
356

A 4

ACCELERATION SERVER PREPARES A LIST
OF AGENTS THAT MAY BE SUITABLE TO
HANDLE THE REQUEST FROM THIS IP
ADDRESS
358

v

CLIENT SENDS ORIGINAL REQUEST TO ALL
AGENTS IN THE LIST RECEIVED FROM
ACCELERATION SERVER TO DETERMINE
WHICH AGENT IN THE LIST IS BEST SUITED
TO ASSIST WITH THE REQUEST
360

FIG. 9
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EACH AGENT THAT RECEIVES CLIENT REQUEST RESPONDS TO CLIENT WITH

WHETHER IT HAS INFO. REGARDING REQUEST THAT CAN ASSIST CLIENT TO
DOWNLOAD REQUESTED INFO. FROM PEERS IN NETWORK

382
CLIENT SELECTS SPECIFIC AGENT 384

CLIENT NOTIFIES SELECTED AGENT OF USE FOR REQUEST AND NOTIFIES OTHER
AGENTS OF LACK OF USE

386
CLIENT FORWARDS SELECTED AGENT REQUEST FOR FIRST X NUMBER OF
CHUNKS 388
DOES SELECTED AGENT HAVE INFO. REGARDING
REQUESTED CHUNKS AND IS INFO. STILL VALID?
390
YES . NO
v SELECTED AGENT SENDS REQUEST
IF INFO. STILL VALID, SELECTED DIRECTLY TO SERVER 400
AGENT RESPONDS TO CLIENT WITH
CHECKSUM OF CHUNK, LIST OF
PEERS THAT CONTAIN CHUNKS, AND v
HEADERS 392 FROM SERVER IN ITS DATABASE
¢ 402
LIST OF PEERS FOR EACH CHUNK IS SELECTED AGLNT PREPARES
SORTED BY GEOGRAPHICAL RESPONSE (LIST) FOR CLIENT,
394 CHECKSUM OF CHUNK, HEADERS,
I AND PROVIDES ITSELF AS THE ONLY
PEER FOR THESE CHUNKS
LIST OF CLOSEST PEERS TO CLIENT 404
IS SENT TO CLIENT 396 v
LIST IS FORWARDED BACK TO
CLIENT
406

Ex. 1071 - Page 63 Code200, UAB v. Bright Data Ltd.

Code 200's Exhibit 1071
Page 63 of 334




CLIENT RECEIVES RESPONSE FROM THE AGENT AND FOR EACH OF X CHUNKS,
CLIENT SENDS A REQUEST TO EACH OF THE PEERS LISTED FOR THE CHUNK TO

DOWNLOAD THE DATA OF THAT CHUNK 422
PEERS RESPOND REGARDING WHETHER THEY STILL HAVE THE DATA OF THE
CHUNK 424
CLIENT SELECTS QUICKEST PEER WITH DATA OF THE CHUCK 426
CHOSEN PEER SENDS CHUNK TO CLIENT 428
CLIENT STORES CHUNKS IN ITS CACHE FOR FUTURE USE 430
IF ANY CHUNKS WERE NOT LOADED FROM ANY OF THE PEERS, CLIENT REQUESTS
CHUNKS AGAIN FROM AGENT 432
CLIENT ACKNOWLEDGES TO THE AGENT WHICH OF THE CHUNKS IT RECEIVED
PROPERLY 434
AGENT LOOKS UP CHUNKS IN DATABASE OF AGENT AND ADDS CLIENT TO LIST
OF PEERS FOR THESE CHUNKS 436
CLIENT PASSES DATA TO APPLICATION OF CLIENT THAT MADE REQUEST 438
CLIENT CHECKS WHETHER ALL OF THE CHUNKS FOR REQUEST WERE RECEIVED
440
420
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500

LOOK UP HTTP REQUEST IN
DATABASE, GET ITS HTTP HEADERS
502

:

USING STANDARD HTTP
PROTOCOL, CHECK THE HEADERS
TO SEE IF THE URL IS STILL VALID
AT THIS TIME (USING HTTP
HEADER INFORMATION SUCH AS
'MAX AGE', 'NO CACHE', MUST
REVALIDATE', ETC.)

504

v

IS DATA CACHED FOR THIS o
REQUEST STILL VALID? N SEND HTTP CONDITIONAL REQUEST

506 TO THE WEB SERVER, TO CHECK IF
T THE DATA STORED FOR THIS
REQUEST IS STILL VALID
510

= ¢

RETURN "VALID" IS CACHED DATA STILL VALID?
508 512

lNo

RETURN "INVALID"
514

FIG. 12
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A 4

CHECK "KEEP ALIVE" WITH NETWORK
ELEMENTS (CLIENTS/AGENTS/PEERS), AND
UPDATE DATABASE AS TO THEIR STATUS

(ON-LINE / OFF-LINE)
552

!

WAIT FOR QLIENT REQUEST
554

:

TYPE OF REQUEST RECEIVED?
556

/ADD THE CLIENT TOLIST OF
POTENTIAL AGENTS,
SORTED BY IP ADDRESS OF
THE NETWORK ELEMENTS

(QLIENTS, PEERS, AGENTS)
558

CREATE ANEW, EVPTYAG\II'L'ISTI
560

Y

SEARCH THE AGENT DATABASE
FOR THE NEXT 5 ACTIVE AGENTS
THAT HAS THE IP ADDRESS THAT

IS QLOSEST TO THE TARGET
SERVERIP
(EG. 192.166.3.103 ISQA.OSER TO
192.166.3.212 THEN TO
192.167.3.104)

RETURN TO THE QLIENT THE VERSION OF
THE LATEST AVAILABLE SOFTWARE, AND
A URL OF WHERE TO DOWNLOAD THE

LATEST VERSION
566

FIG 13
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NETWORK APPLICATION ON CLIENT ISSUES REQUEST TO
CONNECT TO A TCPIP SERVER
601

600

|

CONNECTION REQUEST IS INTERCEPTED BY
ACCELERATION APPLICATION ON THE CLIENT
602

I

CLIENT MODULE SENDS THE IP ADDRESS OF THETCPIP
SERVER TO THE ACCELERATION SERVER TO OBTAIN AN
AGENT LIST
604

:

ACCELERATION SERVER PREPARES A LIST OF AGENTS
THAT MAY BE SUITABLE TO HANDLE THE REQUEST FROM
THIS IP ADDRESS (FOR EXAMPLE, A PRIMARY AGENT AND
FOUR SECONDARY AGENTS), AND SENDS THE LISTTO THE
CLIENT
606

I

CLIENT ISSUES A TCPIP CONNECT WITH THE PRIMARY
AGENT (OR ONE OF THE OTHER AGENTS IF THE PRIMARY
AGENT CONNECT DOES NOT SUCCEED) TO ESTABLISH A

TCPIP CONNECTION WITH AN AGENT
608

|

CLIENT SENDS TO THE AGENT THE IP ADDRESS OF THE
TCPIP SERVER THAT THE COMMUNICATION APPLICATION
WANTS TO CONNECT WITH, AND THE PORT TO WHICH IT

WANTS TO CONNECT
610

I

AGENT ISSUES A TCPIP CONNECT WITH THE TCPIP
SERVER TO THE IP AND PORT RECEIVED FROM THE CLIENT
612

FIG. 14
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ACCELERATION APPLICATION INTERCEPTS A TCPIP WRITE COMMAND FROM THE
COMMUNICATION APPLICATION (ON CLIENT) OR FROM TCPIP SERVER (ON AGENT) 802

DATA OF WRITE COMMAND IS BROKEN UP INTO CHUNKS AND CHECKSUMS ARE
CALCULATED FOR EACH CHUNK 804

ACCELERATION APPLICATION LOOKS UP EACH CHUNK'S CHECKSUM IN ITS CACHE
DATABASE 806 Nl

v

DOES AN ENTRY FOR THE CHECKSUM EXIST IN THE CACHE DATABASE? 808

YES

A
ACCELERATION APPLICATION PREPARES NO

LIST OF PEERS THAT HAVE RECEIVED THIS
CHUNK IN THE PAST 810

¢ A 4

ACCELERATION APPLICATION SENDS PEER
LIST TO COMMUNICATION DEVICE IT IS
COMMUNICATING WITH (CLIENT TO AGENT,
OR AGENT TO CLIENT), AND ADDS THAT
COMMUNICATION DEVICE TO THE LIST OF
PEERS FOR THAT CHUNK 812

ACCELERATION APPLICATION ADDS
THE CHUNK AND ITS CHECKSUM TO
ITS CACHE DATABASE, AND SENDS
THE CHUNK ITSELF TO THE
COMMUNICATION DEVICE IT IS

¢ COMMUNICATING WITH (CLIENT TO
COMMUNICATION DEVICE WITH AGENT, OR AGENT TO CLIENT), AND
ADDS THAT COMMUNICATION DEVICE
ACCELERATION APPLICATION THAT TO THE LIST OF PEERS FOR THAT
RECEIVED THE LIST OF PEERS CONNECTS CHUNK 820

TO AT LEAST ONE OF THE PEERS AND
DOWNLOADS THE CHUNK FROM IT 814

A 4

4
HAVE ALL CHUNK DATA BEEN TRANSFERRED TO THE OTHER SIDE? 816

+ YES

ACCELERATION APPLICATION PASSES ON THE COMPLETE DATA RECEIVED ON TO THE
REQUESTER — IN THE CLIENT IT PASSES IT ON TO THE COMMUNICATION APPLICATION,
AND IN THE AGENT IT PASSES IT ON TO THE TCPIP SERVER 818

\ 800

FIG. 15
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

Title of Invention: COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman
Filer: Peter Anthony Nieves/Donna LeBlanc
Attorney Docket Number: 19459-6102

Filed as Small Entity

Utility under 35 USC 111(a) Filing Fees

. . Sub-Total i
Description Fee Code Quantity Amount uUSI;)(Sa) n
Basic Filing:
Utility filing Fee (Electronic filing) 4011 1 82 82
Utility Search Fee 2111 1 270 270
Utility Examination Fee 2311 1 110 110
Pages:
Claims:
Claims in excess of 20 2202 25 26 650
Independent claims in excess of 3 2201 3 110 330
Miscellaneous-Filing:
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Sub-Total in

Description Fee Code Quantity Amount uUsD($)
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1442
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Electronic Acknowledgement Receipt

EFS ID: 8014029
Application Number: 12836059
International Application Number:
Confirmation Number: 1421

Title of Invention:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

57449

Filer:

Peter Anthony Nieves/Donna LeBlanc

Filer Authorized By:

Peter Anthony Nieves

Attorney Docket Number: 19459-6102
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Filing Date:
Time Stamp: 14:56:37

Application Type:
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Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $1442
RAM confirmation Number 1140
Deposit Account 501304
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File Listing:
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2 Specification SPECtofile.pdf no 33
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Warnings:
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661963
3 Claims CLAIMStofile.pdf no 16
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (12-04)
Approved for use through 7/31/2006. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Filing Date: 07/14/10

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number
Substitute for Form PTO-875
12/836,059
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) RATE ($) FEE ($)
BASIC FEE ’
(37 CFR 1.16(a), (b), or (c)) NIA N/A N/A 82 N/A
SEARCH FEE
(37 CFR 1.16(4). (i), or (m) NIA N/A N/A 270 NIA
EXAMINATION FEE
(37 CFR 1.16(0), (p). or () N/A N/A N/A 110 N/A
TOTAL CLAIMS
(37 CFR 1.16() 45 25 x$26 650 OR x$52
INDEPENDENT CLAIMS . i
(37 CFR 1.16(h)) 6 minus 3 = 3 x$110 330 x$220
If the specification and drawings exceed 100
APPLICATION SIZE sheets of paper, the application size fee due is
FEE $270 ($135 for small entity) for each additional
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See
35U.5.C. 41(a)(1)(G) and 37 CFR
MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16())) 195 390
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 1442 TOTAL
APPLICATION AS AMENDED - PART I
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
< AFTER PREVIOUSLY EXTRA RATE ) 1'&”’;’- -RATE (5) TIONAL
’2 AMENDMENT PAID FOR ® FEE®)
w Total . . - - - OR _
Z | 37 CcFR1.160) Minus = x = x =
Z [ Independent |, Mi - _ _ _
g @7 crR1.160) inus = X = or | * =
< | Application Size Fee (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16())) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR  ADDTFEE
(Column 1) (Column 2) (Column 3) OR
CLAIMS HIGHEST
ADDI- ADDI-
REMAINING NUMBER PRESENT
o AFTER PREVIOUSLY EXTRA RATE ($) ?é’EN’;L RATE (3) I_.‘é’ENAL
E | AvEnDMENT PAID FOR ® ®
L
Total R . - _ _ OR _
2 Jorcrri60y Minus = X = X =
Z I'independent :
w . i e = = =
= | (37 cFr 1.16(0) Minus X or | X
< [Application Size Fes (37 CFR 1.16(s))
FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)) N/A OR N/A
TOTAL TOTAL
ADD'T FEE OR ADD'T FEE
* If the entry in column 1 is less than the entry in column 2, write *0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20".
*** |f the “Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter *3".
The "Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the

USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individua! case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Paten
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO. 1421
57449 FORMALITIES LETTER

SHEEHAN PHINNEY BASS & GREEN, PA

c/o PETER NIEVES OO L0 A A

1000 ELM STREET 00000042
MANCHESTER, NH 03105-3701

Date Mailed: 07/26/2010

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)
Filing Date Granted
Items Required To Avoid Abandonment:

An application number and filing date have been accorded to this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHS from the date of this Notice within which to file all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

* The oath or declaration is missing.
A properly signed oath or declaration in compliance with 37 CFR 1.63, identifying the application by the above
Application Number and Filing Date, is required.
Note: If a petition under 37 CFR 1.47 is being filed, an oath or declaration in compliance with 37 CFR 1.63
signed by all available joint inventors, or if no inventor is available by a party with sufficient proprietary interest,
is required.

The application is informal since it does not comply with the regulations for the reason(s) indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

+ Replacement drawings in compliance with 37 CFR 1.84 and 37 CFR 1.121(d) are required. The drawings
submitted are not acceptable because:
+ The drawings have a line quality that is too light to be reproduced (weight of all lines and letters must
be heavy enough to permit adequate reproduction) or text that is illegible (reference characters, sheet
numbers, and view numbers must be plain and legible) see 37 CFR 1.84(l) and (p)(1)); See Figure(s) 7 .

Applicant is cautioned that correction of the above items may cause the specification and drawings page count to
exceed 100 pages. If the specification and drawings exceed 100 pages, applicant will need to submit the required
application size fee.

The applicant needs to satisfy supplemental fees problems indicated below.
The required item(s) identified below must be timely submitted to avoid abandonment:

« To avoid abandonment, a surcharge (for late submission of filing fee, search fee, examination fee or oath or
declaration) as set forth in 37 CFR 1.16(f) of $65 for a small entity in compliance with 37 CFR 1.27, must be
submitted with the missing items identified in this notice.
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SUMMARY OF FEES DUE:

Total additional fee(s) required for this application is $65 for a small entity
« $65 Surcharge.

Replies should be mailed to:

Mail Stop Missing Parts
Commissioner for Patents
P.O. Box 1450

Alexandria VA 22313-1450

Registered users of EFS-Web may alternatively submit their reply to this notice via EFS-Web.
https://sportal.uspto.gov/authenticate/AuthenticateUserLocalEPF.html

For more information about EFS-Web please call the USPTO Electronic Business Center at 1-866-217-9197 or
visit our website at http:.//www.uspto.gov/ebc.

If you are not using EFS-Web to submit your reply, you must include a copy of this notice.

/mkanno/

Office of Data Management, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY DOCKET.NO ITOT CLAIMSI IND CLAIMSl
12/336,059  07/1412010 2447 1442 19459-6102 45
CONFIRMATION NO. 1421
57449 FILING RECEIPT
SHEEHAN PHINNEY BASS & GREEN, PA
clo PETER NIEVES N A0 A
000000042707992

1000 ELM STREET
MANCHESTER, NH 03105-3701

Date Mailed: 07/26/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)

Derry Shribman, Netanya, ISRAEL;

Ofer Vilenski, Netanya, ISRAEL;
Assignment For Published Patent Application

hola, Inc., Natanya, ISRAEL
Power of Attorney: None

Domestic Priority data as claimed by applicant
This applIn claims benefit of 61/249,624 10/08/2009

Foreign Applications

If Required, Foreign Filing License Granted: 07/22/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/836,059

Projected Publication Date: To Be Determined - pending completion of Missing Parts
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

Preliminary Class
709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/836,059
Applicant(s): Derry Shribman
Filing Date:  July 14, 2010

Art Unit: 2447 Confirmation No.: 1421
Docket No.: 19459-6102 _
Title: SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE

EFFICIENT DATA COMMUNICATION

Mail Stop MISSING PARTS
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

RESPONSE TO NOTICE TO FILE MISSING PARTS
OF NON-PROVISIONAL APPLICATION

Enclosed herewith in response to the Notice to File Missing Parts of Non-

provisional Application mailed April 2, 2010 is the following document:

1. The Notice states that an Oath or Declaration is missing.

Enclosed please find an Executed Declaration (3 pages).

2. The Notice states that a new drawing sheet for Figure 7 is required. Attached
please find one (1) sheet, Figure 7.

3. The Notice states that a late Oath or Declaration Surcharge Fee in the amount of

$65.00 must be submitted.

Payment of Fee(s)

The fee of $65.00 is to be paid as follows:

-1-
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Application No.: 12/836,059

[X]  The Director is hereby authorized to charge all fees, or credit an overpayment, to

Deposit Account No. 50-1304.

As this Response is electronically-filed, a copy of the Notice to File Missing Parts

is not attached.

Respectfully submitted,
SHEEHAN, PHINNEY, BASS + GREEN, P.A.

-

tter A Nieves
Attorney for Applicant

Registration No.: 48,173

Dated: September 27,2010
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DECLARATION FOR UTILITY OR DESIGN | Attorney Docket No. 19459_5}‘:-32
PATENT APPLICATION (37 CFR 1.63) AND First Named inventor Berry Shribman
COMPLETE IF KNOWN
POWER OF ATTORNEY Appiication No. 12/838,050
) : 5 . el Filing Date July 14, 2010
{1 Declaration Submitted With Initial Filing Confirmation No. 7499
[X] Declaration Submitted gfgr Initial Filing Art Unit 2447
] (surcharge (37 CFR 1.16 (&) required) Examiner Name Not yet assigned 3

Each inventor's residence, mailing address, and citizenship are as stated balow next to their narme,

I believe the inventor(s) named below 1o be the original and first inventor(s} of the subject matter which is
claimed and for which a patent is sought on the invention entitied:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE
EFFICIENT DATA COMMUNICATION

{Title of the Invention)

¢ the specification of which

[ is attached hereio

OR

K1 was filed on duly 14, 2010 as United States Application Number or PCT International Application

Number _12/836.059 and was amended on (MWDD/YYYY) (if appiicable}.

I hereby state that i have reviewed and understand the contents of the above identified specification,
Including the claims, as amended by any amendment specifically referred to above.

j acknow?édge the duty o disclose information which is material to patentability as defined in 37 CFR
1.56, including for continuation-in-part applications, material information which became available batween

the filing date of the prior application and the national or PCT international filing date of the continuation-

in-part application.

SEND TO: Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22313-1450

Page 1 of 3
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Reproduction of PTOISBIOT (C7-05)
U.8. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

DECLARATION - Utility or Design Patent Application

{ hereby claim foreign priority benefits under 35 U.S.C. 118(a)-(d} or (f), or 365(b} of any foreign
application{s) for patent, inventor's or plant breeder’s rights certificate(s), or 365(a) of any PCT
international application which designated at least one country other than the United States of America,
Jisted below and have also identified below, by checking the box, any foreign application for patent,
inventor's or plant breeder’s rights certificate(s), or any PCT international appfication having a filing date
before that of the application on which priority is claimed.

Prior Foreign Country | Foreign Filing Date | Priority Not Certified Copy
Application Number(s) (MM/DDIYYY) Claimed Attached?

YES NO

[l Additional foreign application numbers are listed on a supplementary pridrity data sheet attached
hereto.

POWER OF ATTORNEY

As a named inventor, | hereby appoint the following attorney(s) and/or agent(s} to prosecute this
application and transact all business in the Patent and Trademark Office connected therewith.

[X] The practioners/address associated with Customer Number: 57449,
Please direct all telephone calls to: Peter A, Nieves, Esq.
Telephone: 603-627-8134 Facsimile: 803-641-2353
Email:  pnieves@sheehan.com

OR

{1 Correspondence address below:

Nainie
Address
City - State Zio
| Country Telephone Email
Page 2 of 3
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DECLARATION - Utility or Design Patent Application

I hereby declare that all statements made herein of my own knowledge are true and that all

statements made on information and belief are believed to be true; and further that these statements
wers made with the knowledge that willful false statements and the like so made are punishable by

fine or imprisonment, or both, under 18 U.S.C. 1001 and that such willfui false statements may jeopardize

the validity of the application or any patent issued thereon,

NAME OF SOLE OR FIRST INVENTOR:

Given Name (first and middle (if any)

Family Name or Surname

Derry Shiribman
Inventor's Signature Date

o e A ey b7
T 24 - dua =20 10
Residence: City Country Citizenship
Netanya L L.
Mailing Address
1 Gad Manela Strest
City - . State Zip Country
Netanye el A i

NAME OF ADDITIONAL JOINT INVENTOR, IF ANY:

Given Name {first and middle (if any)
Ofer

Family Name or Surname
Vilenski

Inventor’s Sig ':‘%ture PN Date
i 5 29 A DolO
Lol \ e Cd-AuyT 2010

Residence: City Country Citizenship

Netanya L US and L

Mailing Address

1 Gad Manela Street

City I State Zio Country

Netanyaq S Gy f.

HLAD |
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REPLACEMENT SHEET

ACCELERATION DATABASE 164
166 AGENT IP ADDRESS ONLINE/OFFLINE

>>> INDEXED BY: AGENT IP ADDRESS

CACHE DATABASE 282
286 LIST OF URLS:
288 URL 1
290 URL
292 URL HTTP HEADERS
294 LAST CHECKED ON SERVER
296 LAST CHANGED ON SERVER
298 LIST OF CHUNKS FOR THIS URL:
300 CHUNK 1
302 CHUNK CHECKSUM
304 CHUNK DATA
306 LIST OF PEERS:
308 PEER 1
310 PEER 1 IP ADDRESS
312 PEER 2 CONNECTION STATUS

FIG. 7

/ 162
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Electronic Patent Application Fee Transmittal

Application Number:

12836059

Filing Date:

14-Jul-2010

Title of Invention:

COMMUNICATION

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

First Named Inventor/Applicant Name:

Derry Shribman

Filer:

Peter Anthony Nieves/Donna LeBlanc

Attorney Docket Number:

19459-6102

Filed as Large Entity

Utility under 35 USC 111(a) Filing Fees

Description

Fee Code

Sub-Total in

Amount USD($)

Quantity

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Late filing fee for oath or declaration

1051

1 130 130

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Total in

Description Fee Code Quantity Amount USsD($)
Miscellaneous:
Total in USD ($) 130
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Electronic Acknowledgement Receipt

EFS ID: 8507166
Application Number: 12836059
International Application Number:
Confirmation Number: 1421

Title of Invention:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

57449

Filer:

Peter Anthony Nieves/Donna LeBlanc

Filer Authorized By:

Peter Anthony Nieves

Attorney Docket Number: 19459-6102
Receipt Date: 27-SEP-2010
Filing Date: 14-JUL-2010
Time Stamp: 17:02:55

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account
Payment was successfully received in RAM $130
RAM confirmation Number 4016
Deposit Account 501304
Authorized User
File Listing:
Document L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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49850
1 Miscellaneous Incoming Letter RESPtofile.pdf no 2
8f599a6133534c0c91d986cf1bb95b4b55as
cab3
Warnings:
Information:
205152
2 Oath or Declaration filed DECtofile.pdf no 3
4bdc869efdd519df807¢3886f4a240a00162]
1839
Warnings:

Information:

) o 23074
3 Drawings-only bla.ck and white line ReplacementSheetFIG_7.pdf o 1
drawings
999a45e2f804b16b6ab6533a38847eb5718
28a%4
Warnings:
Information:
30420
4 Fee Worksheet (PTO-875) fee-info.pdf no 2
9bd7164ea0300c1f2afc5b67471c085926d|
cals
Warnings:
Information:
Total Files Size (in bytes):l 308496

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFS ID: 8507166

Application Number: 12836059

International Application Number:

Confirmation Number: 1421

Adjustwent date: 10/05/2010 MTEKLEWI
09/28/2010 INTEFSW 00004016 :
01 FC:lOEl 130.00 CR 01308 1283605,9

Title of Invention: SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
* COMMUNICATION

10/05/2:3(: HTEKLENI 00000002 501304 12836059
01 FC:2 63.00 DA

First Named Inventor/Applicant Name: Derry Shribman
. Customer Number: 57449
Filer: Peter Anthony Nieves/Donna LeBlanc h
Filer Authorized By: Peter Anthony Nieves
Attorney Docket Number: 19459-6102

Receipt Date: 27-SEP-2010
Filing Date: 14-JUL-2010

Time Stamp: 17:02:55

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Deposit Account
Payment was successfully received in RAM $130
RAM confirmation Number 4016
Deposit Account 501304
Authorized User
File Listing:
Document - . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE RECD I ATTY.DOCKET.NO ITOT CLAIMSI IND CLAIMSl
12/836,059 07/14/2010 2447 1507 19459-6102 45
CONFIRMATION NO. 1421
57449 UPDATED FILING RECEIPT

SHEEHAN PHINNEY BASS & GREEN, PA

clo PETER NIEVES T VS A0 A
1000 ELM STREET 00000004366 1440
MANCHESTER, NH 03105-3701

Date Mailed: 10/12/2010

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Applicant(s)
Derry Shribman, Netanya, ISRAEL;
Ofer Vilenski, Netanya, ISRAEL;
Assignment For Published Patent Application
hola, Inc., Natanya, ISRAEL
Power of Attorney: The patent practitioners associated with Customer Number 57449

Domestic Priority data as claimed by applicant
This applIn claims benefit of 61/249,624 10/08/2009

Foreign Applications

If Required, Foreign Filing License Granted: 07/22/2010

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 12/836,059

Projected Publication Date: 04/14/2011
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
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Title

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

Preliminary Class
709

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184
Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
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the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).
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PTO/SB/08a (01-10)

Doc code: IDS
e . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

12836059
2010-07-14

Application Number

Filing Date

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Shribman, Derry

N Art Unit | 2447
( Not for submission under 37 CFR 1.99)
Examiner Name ‘ Joon Hwang
Attorney Docket Number ] 19459-6102

U.S.PATENTS
. . . ' Pages,Columns,Lines where
E)_(gm*mer Cite Patent Number Kind Issue Date Na”.”e of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
1
If you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS
. L . N . Pages,Columns,Lines where
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant
I Cite No - Relevant Passages or Relevant
Initial* Number Code1| Date of cited Document .
Figures Appear

1 20030174648 2003-09-18 Wang, et al

2 20080008089 2008-01-10 Bornstein, et al

3 20040088646 2004-05-06 Yeager, et al

If you wish to add additional U.S. Published Application citation information please click the Add button.

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document | Country Kind | Publication - . where Relevant
" ; Applicant of cited TS
Initial* |No [Number3 Code2| Code4| Date D Passages or Relevant
ocument h
Figures Appear
1 ]

EFS Web 2.1.17
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Application Number 12836059

Filing Date 2010-07-14
INFORMATION DISCLOSURE First Named Inventor | Shribman, Derry
STATEMENT BY APPLICANT At Uni
o nit | 2447
( Not for submission under.37 CFR 1.99)
Examiner Name | Joon Hwang

Attorney Docket Number I19459—6102

If you wish to add additional Foreign Patent Document citation information please click the Add button

NON-PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial i reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.

EFS Web 2.1.17
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Application Number 12836059

Filing Date 2010-07-14
INFORMATION DISCLOSURE First Named Inventor IShribman, Derry
STATEMENT BY APPLICANT At Urit lz yye
( Not for submission under 37 CFR 1.99)

Examiner Name I Joon Hwang

Attorney Docket Number |19459-6102

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
[[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

(1 any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[[] See attached certification statement.
[ The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X] A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the

form of the signature.
7 ‘m

Signature T~ Date (YYYY-MM-DD) 2@ f—0 2-n4

Name/Print L ' Petemves Registration Number 48173

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.

EFS Web 2.1.17
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence fo a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).
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2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
12/836,059 SHRIBMAN ET AL.

Office Action Summary Examiner Art Unit
MINH-CHAU NGUYEN 2442

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 1 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1)K Responsive to communication(s) filed on 14 July 2010.
2a)[] This action is FINAL. 2b)[] This action is non-final.
3)[J An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.
4[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

5)X] Claim(s) 1-45is/are pending in the application.

ba) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) ___is/are allowed.
7)[J Claim(s) _____is/are rejected.
8)[] Claim(s) is/are objected to.
9)X] Claim(s) 1-45 are subject to restriction and/or election requirement.

Application Papers

10)[] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 14 July 2010 is/are: a)X] accepted or b)[] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
12)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

13)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)J Al b)[JSome * ¢)[] None of:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) D Notice of References Cited (PTO-892) 4) D Interview Summary (PTO-413)
2) [] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. __
3) X Information Disclosure Statement(s) (PTO/SB/08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 02/07/2011. 6) D Other: ____
U.S. Patent and Trademark Office
PTOL-326 (Rev. 03-11) Office Action Summary Part of Paper No./Mail Date 20120908
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Application/Control Number: 12/836,059 Page 2
Art Unit: 2442

DETAILED ACTION
This Office Action is responsive to application 12/836059, filed on July 14, 2010.

Claims 1-45 are presented for examination.

Election/Restrictions

Restriction to one of the following inventions is required under 35 U.S.C. 121:

Group . Claims 1-25, drawn to a system for assigning at least one agent
communication devices which establishes communication with data
server in order to transfer data between a client and the data

server, classified in class 709, subclass 202.

Group Il. Claims 26-45, drawn to a method for processing data in response
to a significance characteristic of data transferred between the

devices, classified in class 709, subclass 207.

The inventions are distinct, each from the other because of the following reasons:

Inventions | and Il are related as subcombinations disclosed as usable together
in a single combination. The subcombinations are distinct if they do not overlap in
scope and are not obvious variants, and if it is shown that at least one subcombination
is separately usable. In the instant case, subcombination Il has separate utility such as

the requesting client communication device choosing one of the provided client
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Application/Control Number: 12/836,059 Page 3
Art Unit: 2442

communication devices to be used as agent communication device which determining if
one or more of the client communication devices has previously received a response to
the received message from the data server and the determined client communication
devices that are the most beneficial to the requesting client communication device in
terms of speed or best connection of receiving information, which is lacked in
subcombination |; and subcombination | has separate utility such as at least one agent
communication device which is assigned by the at least one acceleration server to the
data server for receiving the data request from the client communication device, which
is lacked in subcombination Il. See MPEP § 806.05(d).

The examiner has required restriction between subcombinations usable together.
Where applicant elects a subcombination and claims thereto are subsequently found
allowable, any claim(s) depending from or otherwise requiring all the limitations of the
allowable subcombination will be examined for patentability in accordance with 37 CFR
1.104. See MPEP § 821.04(a). Applicant is advised that if any claim presented in a
continuation or divisional application is anticipated by, or includes all the limitations of, a
claim that is allowable in the present application, such claim may be subject to
provisional statutory and/or nonstatutory double patenting rejections over the claims of
the instant application.

Because these inventions are independent or distinct for the reasons given
above and there would be a serious burden on the examiner if restriction is not required
because the inventions have acquired a separate status in the art in view of their

different classification, restriction for examination purposes as indicated is proper.
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Application/Control Number: 12/836,059 Page 4
Art Unit: 2442

Because these inventions are independent or distinct for the reasons given
above and there would be a serious burden on the examiner if restriction is not required
because the invention require a different field of search (see MPEP § 808.02),
restriction for examination purposes as indicated is proper.

Applicant is advised that the reply to this requirement to be complete must
include (i) an election of an invention to be examined even though the requirement be
traversed (37 CFR 1.143) and (ii) identification of the claims encompassing the elected
invention.

The election of an invention may be made with or without traverse. To reserve a
right to petition, the election must be made with traverse. If the reply does not distinctly
and specifically point out supposed errors in the restriction requirement, the election
shall be treated as an election without traverse.

Should applicant traverse on the ground that the inventions are not patentably
distinct, applicant should submit evidence or identify such evidence now of record
showing the inventions to be obvious variants or clearly admit on the record that this is
the case. In either instance, if the examiner finds one of the inventions unpatentable
over the prior art, the evidence or admission may be used in a rejection under 35 U.S.C.
103(a) of the other invention.

In accordance with U.S.C 133, a shortened statutory period on one month (not

less than 30 days) is hereby set forth to this Office Action. See also MPEP 710.02(b).
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Application/Control Number: 12/836,059 Page 5
Art Unit: 2442

Corresponding Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH-CHAU NGUYEN whose telephone number is
(571)272-4242. The examiner can normally be reached on 7AM-3:30PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, GLENTON BURGESS can be reached on (571) 272-3949. The fax phone
number for the organization where this application or proceeding is assigned is 571-
273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MINH-CHAU NGUYEN/
Primary Examiner, Art Unit 2442
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Application No.: 12/836,059

Applicant: Derry Shribman

Filed: July 14, 2010 Examiner: Minh Chau Nguyen
TC/Art Unit: 2442 Confirmation No.: 1421
Docket No.: 19459-6102

Title:

RESPONSE AND AMENDMENT

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Examiner Nguyen:

This amendment is being filed in response to the Restriction Requirement mailed
September 13, 2012. In response thereto, please enter the following election and consider the
following remarks.

Amendments to the Claims are reflected in the listing of claims, which begins on page 2
of this paper.

Remarks/Arguments begin on page 18 of this paper.

AUTHORIZATION TO DEBIT ACCOUNT

It is not believed that extensions of time or fees for net addition of claims are required,
beyond those that may otherwise be provided for in documents accompanying this response.
However, in the event that additional extensions of time are necessary to allow consideration of
this response, such extensions are hereby petitioned under 37 C.F.R. § 1.136(a) and any fee

required therefore are hereby authorized to be charged to deposit account No. 501304.
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Serial No. 12/836,059
Attorney Docket No.: 19459-6102

AMENDMENTS TO THE CLAIMS

Please substitute the following clean copy text for the pending claims of the same
number. Claims 1-25 have been withdrawn without prejudice.

1. (Withdrawn) A network for accelerating and making more efficient data
communication; comprising;:

at least one client communication device for originating an original data request for
obtaining data from a data server;

at least one agent communication device which is assigned to the data server for
receiving the data request from the client communication device, wherein the agent keeps track
of which client communication devices within the network have received responses to data
requests or portions thercof from the assigned data server;

at least one peer communication device having stored therein at least a portion of data
received in response to a prior data request by a client communication device, wherein the prior
data request was for the same data as requested during the originating data request, and wherein
the portion of data may be transmitted from the peer communication device to the at least one
client communication device upon request by the client communication device; and

at least one acceleration server for deciding which agent communication device is to be
assigned to which data server and providing this information to the at least one client

communication device.

2. (Withdrawn) The network of claim 1, wherein each of the client communication

device, peer communication device, and agent communication device contain therein a client
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Serial No. 12/836,059

Attorney Docket No.: 19459-6102

module, a peer module, and an agent module, thereby allowing the client communication device,
peer communication device, and agent communication device to serve as any of a client

communication device, a peer communication device, and an agent communication device.

3. (Withdrawn) The network of claim 1, wherein the acceleration server assigns a

list of Internet protocol addresses to each agent communication device.

4. (Withdrawn) The network of claim 1, wherein the acceleration server has stored
therein a list of online communication devices, including client communication devices, agent

communication devices, and peer communication devices.

5. (Withdrawn) The network of claim 1, wherein each client communication device,
agent communication device, and peer communication device maintain a list of data requests and
data responses that the communication device, agent communication device, and peer
communication device, respectively are respectively aware of, as well as in which

communication device associated data is stored.

6. (Withdrawn) The network of claim 1, wherein the data request from the client

communication device is an HTTP request, and wherein the server is a Web server.

7. (Withdrawn) The network of claim 6, wherein each client communication device
contains a storage device therein that stores a list of Uniform Resource Locators (URLs) that the

client communication device is aware of, each agent communication device contains a storage
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device therein that stores a list of URLSs that the agent communication device is aware of, and
wherein each peer communication device contains a storage device therein that stores a list of

URLSs that the peer communication device is aware of.

8. (Withdrawn) The network of claim 7, wherein within the storage device storing
URLs, with each URL, the storage device also has stored therein at least one of the group
consisting of HTTP headers returned by the data server for this URL, a list of chunks that contain
the contents of the URL, wherein chunks are pieces of data that together form the entire content

of the URL, and the content of the chunk.

9. (Withdrawn) The network of claim 1, wherein each client communication device
contains a storage device, wherein the storage device has stored therein at least one of the group
consisting of a list of chunks that contain contents associated with the data request, wherein
chunks are pieces of data that together form the entire content associated with the data request,

and the content of the chunk, wherein the chunks are equally sized.

10.  (Withdrawn) The network of claim 7, wherein within the storage device storing
URLSs, with each URL, the storage device also has stored therein a list of chunks that contain the
contents of the URL, wherein chunks are pieces of data that together form the entire content of
the URL, and with each chunk, the data of the chunk itself, a checksum of the chunk, and a list of

peers that most likely have the data for this chuck.
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11.  (Withdrawn) The network of claim 1, wherein the network contains multiple peer
communication devices, wherein the at least one agent communication device further keeps track

of which peer communication devices have at least a portion of the requested data stored therein.

12.  (Withdrawn) The network of claim 1, wherein the at least one acceleration server

prepares a list of agent communication devices that may be suitable to handle the data request.

13. (Withdrawn) The network of claim 12, wherein the list of agent communication
devices that may be suitable includes agent communication devices having an IP address that is

numerically close to the IP address of the data server.

14.  (Withdrawn) The network of claim 12, wherein the client communication device
selects an agent communication device, notifies the selected agent communication device that it
is being used for the data request, and notifies any unselected agent communication devices that

they are not being used for the data request.

15. (Withdrawn) The network of claim 1, wherein the agent keeps track of peers and
portions of data stored within the peers, and wherein if there is a portion of data necessary to
fulfill the original data request, yet the agent is not aware of any peer having the portion of data
stored therein, the agent itself queries the server for the missing portion of data and transmits the

missing portion of data to the requesting client communication device.
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16.  (Withdrawn) The network of claim 1, wherein the agent keeps track of peers and
portions of data stored within the peers, and wherein if the at least one agent knows of a specific
peer that has a portion of data necessary to fulfill the original data request stored therein, the
agent provides the specific peer as the peer to use for the portion of data necessary for fulfilling

the original data request.

17.  (Withdrawn) A communication device within a network, comprising:
a memory; and
a processor configured by the memory to perform the steps of:
originating a data request for obtaining data from a data server;
being assigned to a data server, referred to as an assigned data server;
receiving a data request from a separate device within the network, and keeping
track of which client communication devices within the network have received responses to data
requests from the assigned data server; and
storing portions of data received in response to the originated data request,
wherein the portions of data may be transmitted to communication device upon request by the

communication device.

18. (Withdrawn) The communication device of claim 17, wherein the communication
device further comprises a storage device that stores a list of Uniform Resource Locators (URLs)

that the communication device is aware of.

6
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19. (Withdrawn) The communication device of claim 18, wherein within the storage
device storing URLSs, with each URL, the storage device also has stored therein at least one of
the group consisting of HTTP headers returned by the data server for this URL, a list of chunks
that contain the contents of the URL, wherein chunks are pieces of data that together form the

entire content of the URL, and the content of the chunk.

20. (Withdrawn) The communication device of claim 17, wherein the communication
device contains a storage device, wherein the storage device has stored therein at least one of the
group consisting of a list of chunks that contain contents associated with the data request,
wherein chunks are pieces of data that together form the entire content associated with the data
request, and the content of the chunk, wherein the chunks are equally sized, wherein the chunks

are equally sized.

21.  (Withdrawn) The communication device of claim 18, wherein within the storage
device storing URLSs, with each URL, the storage device also has stored therein a list of chunks
that contain the contents of the URL, wherein chunks are pieces of data that together form the
entire content of the URL, and with each chunk, the data of the chunk itself, a checksum of the

chunk, and a list of other communication devices that most likely have the data for this chuck.

22, (Withdrawn) The communication device of claim 17, wherein the data request is

an HTTP request, and wherein the data server is a Web server.
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23.  (Withdrawn) The communication device of claim 17, wherein the processor is
further configured by the memory to perform the step of keeping track of which other

communication devices have at least a portion of the requested data stored therein.

24.  (Withdrawn) A network for accelerating and making more efficient data
communication; comprising;:

at least one client communication device for originating an original data request for
obtaining data from a data server;

at least one agent communication device which is assigned to the data server for
receiving the data request from the client communication device, wherein the agent keeps track
of which client communication devices within the network have received responses to data
requests or portions thercof from the assigned data server; and

at least one acceleration server for deciding which agent communication device is to be
assigned to which data server and providing this information to the at least one client

communication device.

25.  (Withdrawn) A network for accelerating and making more efficient data
communication; comprising;:

at least one client communication device for originating an original data request for
obtaining data from a data server;

at least one agent communication device which is assigned to the data server for

receiving the data request from the client communication device, wherein the agent keeps track
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of which client communication devices within the network have received responses to data
requests or portions thereof from the assigned data server; and

at least one peer communication device having stored therein at least a portion of data
received in response to a prior data request by a client communication device, wherein the prior
data request was for the same data as requested during the originating data request, and wherein
the portion of data may be transmitted from the peer communication device to the at least one

client communication device upon request by the client communication device.

26.  (Original) A method for use within a system for sending messages between a
requesting client communication device having a client cache storage and a data server, via an
agent communication device having an agent cache storage, and utilizing an acceleration server
that maintains a list of client communication devices in the system, the method comprising the

steps of:

the requesting client communication device sending an identifier of the data server to the
acceleration server;

the acceleration server associating one or more client communication devices with the
data server and providing a list of the one or more client communication devices to the
requesting client communication device;

the requesting client communication device choosing one of the provided client
communication devices to be used as the agent communication device for communication with
the data server, and sending the agent communication device a message intended for the data

Server;
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the agent communication device determining if one or more of the client communication
devices have previously received a response to the received message from the data server; and
if there are one or more client communication devices that have previously received a
response to the received message from the data server, performing the steps of:
the agent communication device sending the requesting client communication
device a list of the one or more client communication devices that have previously received the
response, wherein the one or more client communication devices that have previously received
the response are referred to as peer communication devices;
the requesting client communication device retrieving the requested response in
one or more parts from the one or more peer communication devices in the list;
the requesting client communication device storing the request and the response
in the client cache storage; and
the agent communication device storing the identifier of the requesting client
communication device in conjunction with the request and the response in the agent cache

storage.

27.  (Original) The method of claim 26, where after receiving the message intended
for the data server, from the requesting client communication device, the agent communication
device checking if it has in the agent cache storage a response received to an identical message
sent by the client communication device to the data server in the past, and if the agent
communication device does not know of any client communication devices that have received a

response to this message in the past, the following steps being performed:

10
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the agent communication device sending the requesting client communication device
message to the data server;

the data server sending the response message back to the agent communication device;

the agent communication device storing the requesting client communication device
message and the data server response message in the agent cache storage;

the agent communication device sending the data server response back to the requesting
client communication device; and

the requesting client communication device storing the request and the response in the

client cache storage.

28.  (Original) The method of claim 26, where the agent communication device
separates the reply it receives from the data server into one or more smaller chunks of data and
stores those chunks in the agent cache storage, where the data is stored as a list of chunks that it
comprises of, and for each chunk a checksum of that chunk is stored in conjunction with the
chunk, as well as a list of network elements that have been known to have received this portion

of data in the past.

29.  (Original) The method of claim 26, wherein the list of one or more peer
communication devices includes only the peer communication devices that are the most
beneficial to the requesting client communication device in terms of speed of receiving

information from the peer communication devices.

11

Ex. 1071 - Page 122 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 122 of 334



Serial No. 12/836,059
Attorney Docket No.: 19459-6102

30. (Original) The method of claim 29, wherein the client communication devices that
are determined by the agent communication device to be most beneficial are the client

communication devices that are closest to the requesting client communication device.

31. (Original) The method of claim 29, wherein the client communication devices that
are determined by the agent communication device to be most beneficial are the client

communication devices that have the best connection to the requesting network element.

32.  (Original) The method of claim 26, wherein the data server performs the
association between the agent communication device and the data server by performing the steps

of:

the acceleration server keeping track of all of the client communication devices that are

online; and

upon receiving the identifier of the data server from the requesting client communication
device, the acceleration server choosing one or more client communication device out of all
online client communication devices, that are optimal to be used as the agent communication

device or devices for communicating with the data server.

33.  (Original) The method of claim 32, wherein the client communication device
chosen by the acceleration server as the optimal agent is the client communication device out of
all online client communication devices whose Internet Protocol (IP) address is closest to the IP

address of the data server.

12
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34, (Original) The method of claim 32, where the number of agent communication
devices returned by the acceleration server to the client communication device is increased as the

acceleration device senses that the load on these agent communication devices increases.

35.  (Original) The method of claim 34, where the acceleration server senses the load

on the various potential agent communication devices by performing the steps of:

when the client communication device receives the agent communication device list, the

client communication device sends the request to all agent communication devices; and

if the client communication device does not get a response from one or more agent
communication devices, the client communication device provides that information to the

acceleration server.

36.  (Original) The method of claim 34, where the acceleration server senses the load
on the various potential agent communication devices by performing a periodic load check on

each potential agent communication device.

37. (Original) The method of claim 26, wherein the data server performs the
association between the agent communication device and the data server by performing the steps

of:

the acceleration server keeping track of all of the client communication devices that are

online; and
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the acceleration server choosing one or more client communication devices that can be
used as the agent for communicating with the data server, prioritized geographically by a
geographical location of the requesting client, such that each of the client communication devices
in the list of client communication devices is a higher priority for a certain geography from

which requests from the requesting client communication device may be received.

38.  (Original) The method of claim 26, wherein the requesting client communication
device chooses the most suitable agent communication device out of the list of client
communication devices received from the acceleration server by testing which of the client
communication devices is the quickest to respond to queries from the requesting client

communication device.

39. (Original) The method of claim 27, wherein when the agent communication
device makes the request to the data server, the agent communication device sends to the data
server all of the parameters that it received from the requesting client communication device for

this request from the requesting client communication device.

40. (Original) The method of claim 26, wherein the method that the agent
communication device uses to test if there are other client communication devices that received

responses to the same message is performed by the steps of:

when receiving and caching responses from the data server, the agent communication
device receiving and caching a validity variable that indicates in which situations the response is

valid for the same type of request; and

14
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the agent communication device checking the agent cache storage by looking up message

of the requesting client communication device,

wherein, if such a message exists and a response is cached, or information about
client communication devices that have received the response is cached, then the agent
communication device checks the validity variable of the entry of the request in the agent cache

storage, and

wherein, if the entry does not exist or the data is no longer valid, the agent

communication device assumes that it does not have a response stored for that request

41.  (Original) The method of claim 26, wherein when the requesting client
communication device provides to the agent communication device a request with additional
parameters, the agent communication device stores these additional parameters in the agent
cache storage in the entry of the data request, and uses that information together with the request

as a key when looking up the data in future lookups.

42.  (Original) The method of claim 26, wherein the client communication device,
agent communication device, and peer communication device are referred to as network
elements, and wherein each network element contains therein a client module, a peer module,
and an agent module, thereby allowing each network element to serve as any of a client

communication device, a peer communication device, and an agent communication device.

15

Ex. 1071 - Page 126 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 126 of 334



Serial No. 12/836,059
Attorney Docket No.: 19459-6102

43.  (Original) The method of claim 40, where the request from the requesting client
communication device is an HTTP request for a URL, the data server is a Web server, and the
additional data that the agent communication device sends to the Web server are the parameters
of the URL and cookies of the requesting client communication device and the validity variable

is the HTTP expiry time.

44.  (Original) The method of claim 26, wherein requests are selected from the group

consisting of UDP, DNS, TCP, FTP, POP3, SMTP, and SQL.

45.  (Original) A method for use within a system for sending messages between a
requesting client communication device having a client cache storage and a data server, via an
agent communication device having an agent cache storage, and utilizing an acceleration server
that maintains a list of client communication devices in the system, the method comprising the

steps of:

the requesting client communication device sending an identifier of the data server to the
acceleration server;

the acceleration server associating one or more client communication devices with the
data server and providing a list of the one or more client communication devices to the
requesting client communication device;

the requesting client communication device choosing one of the provided client
communication devices to be used as the agent communication device for communication with
the data server, and sending the agent communication device a message intended for the data

server;
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the agent communication device determining if one or more of the client communication
devices have previously received a response to the received message from the data server,
wherein the agent communication device separates the reply it receives from the data
server into one or more smaller chunks of data and stores those chunks in the agent cache
storage, where the data is stored as a list of chunks that it comprises of, and for each chunk a
checksum of that chunk is stored in conjunction with the chunk, as well as a list of network
elements that have been known to have received this portion of data in the past; and
if there are one or more client communication devices that have previously received a
response to the received message from the data server, performing the steps of:
the agent communication device sending to the requesting client communication
device a list of checksums of the chunks that comprise the data server response where for each
such checksum, the agent communication device sends identifiers of client communication
devices that have received such checksums from the agent communication device in the past,
wherein these client communication devices that have received such checksums from the agent
communication device in the past are referred to as peers;
the requesting client communication device retrieving the response or portions
thereof by requesting the chunks in the list from one or more peers in the list received from the
agent communication device;
the requesting client communication device storing the request and the response
in the client cache storage; and
the agent communication device storing the identifier of the requesting client
communication device in conjunction with the chunks that the requesting client communication

device received.
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REMARKS

This is a full and timely response to the outstanding Restriction Requirement mailed
September 13, 2012. In the Restriction Requirement claims 1-45 were subject to restriction.
Specifically, the Office Action alleges that there are two inventions, namely:

Group I: claims 1-25; and

Group II: claims 26-45.

Applicants respond by electing, with traverse, the Group II designated invention, namely,
claims 26-45. Since claims 26-45 have been selected, the Applicants have withdrawn claims 1-
25, without prejudice, thereby evidencing the Applicants’ intent to preserve the right to pursue
the subject matter of the withdrawn claims in the future. The Applicants have taken this action
merely to reduce the number of issues in the presently pending application and to facilitate early
allowance and issuance of the present application. An action on the merits is hereby respectfully
requested.

Traverse Argument

Applicants traverse the above Restriction Requirement. Groups I and II are not distinct
because they do not claim separate utility and overlap in scope. In particular, even in the
instances cited by the Office Action, both groups clearly disclose overlapping scope. The Office
Action states the inventions are distinct because related subcombinations I and II do not overlap
in scope and are not obvious variants, and at least one subcombination is separately usable.
Applicants respectfully disagree.

The Office Action cites the following utility from subcombination II as having separate

utility:

18

Ex. 1071 - Page 129 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 129 of 334



Serial No. 12/836,059
Attorney Docket No.: 19459-6102

The requesting client communication device choosing one of the provided client
communication devices to be used as agent communication device which
determining if one or more of the client communication devices has previously
received a response to the received message from the data server and the
determined client communication devices that are the most beneficial to the
requesting client communication device in terms of speed or best connection of
receiving information.

Applicants note the above utility is paraphrased from claims 26, 29 and 31. The first
corresponding part of part, claim 26 reads:
the requesting client communication device choosing one of the provided
client communication devices to be used as the agent communication device for
communication with the data server.

The utility of selecting an agent communication device for communication with the data
server is also disclosed in group I, claim 1 in particular. Further, the following portion of the
above cited utility from claim 26:

the agent communication device determining if one or more of the client
communication devices have previously received a response to the received
message from the data server

18 also in claim 24:

wherein the agent keeps track of which client communication devices within the network
have received responses to data requests or portions thereof from the assigned data server.

The remaining portions of the above cited utility from claims 29 and 31 do not disclose a
separate utility from group I, but merely a narrowing of the overlapping scope. Claim 29 reads:
The method of claim 26, wherein the list of one or more peer
communication devices includes only the peer communication devices that are the
most beneficial to the requesting client communication device in terms of speed
of receiving information from the peer communication devices.

and claim 31 reads:

31. The method of claim 29, wherein the client communication devices
that are determined by the agent communication device to be most beneficial are
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the client communication devices that have the best connection to the requesting

network element.

No new utility is disclosed here. Claims 29 and 31 but merely add limitations to utility
disclosed in both Group I and Group II. Thus the utility is the same in both groups across these
claims, but these claims have a narrower scope, where the scope is still overlapping. Therefore,
the Group II utility cited by the Office Action as having separate utility does not disclose
separate utility from Group I, but rather common utility with overlapping scope.

The Office Action further states subcombination | has separate utility lacking from
subcombination II, summarizing the supposedly separate group I utility as:

At least one agent communication device which is assigned by the at

least one acceleration server to the data server for receiving the data request

from the client communication device.

Applicants note that this summary drawn from claim 1 is inaccurate, as claim 1 does not
claim an agent communication device which is assigned by the acceleration server, but instead
claims the acceleration server deciding which agent communication device is to be assigned, and
providing this information to the communication device.

The cited utility is consistent across the identified subgroups, as per claim 1 (Group I)

at least one acceleration server for deciding which agent communication

device is to be assigned to which data server and providing this information to the

at least one client communication device,

and claim 26 (Group II):

the acceleration server associating one or more client communication

devices with the data server and providing a list of the one or more client

communication devices to the requesting client communication device.

The differences in language are due to framing the utility in the context of apparatus

claims (Group I) and process claims (Group II). However, as demonstrated above, the
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description of the utility from device and process perspectives does not distinguish the two
groups as distinct inventions, and therefore, no burden is placed on the Examiner by examining
the two groups together. Therefore, Applicants traverse the restriction requirement because
Group I and Group II overlap in scope and do not have separate utility. Withdrawal of the

restriction requirement is respectfully requested.

CONCLUSION

In light of the foregoing and for at least the reasons set forth above, the Applicants
respectfully requests favorable reconsideration and allowance of the present application and the
presently pending claims. If in the opinion of the Examiner, a telephonic conference would
expedite the examination of this matter, the Examiner is invited to call the undersigned attorney
at (603) 627-8114.

Respectfully submitted,

/Jonathan B. Whitcomb/
Jonathan B. Whitcomb

Attorney for Applicants
Reg. No. 65,184
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DETAILED ACTION
This action is response to the Applicant’s response to Election/Restriction dated
October 15, 2012; wherein claims 1-25 have been withdrawn; and claims 26-45 have

been elected. Claims 26-45 remain pending in the application for further examination.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 26-45 are rejected under 35 U.S.C. 103(a) as being unpatentable over
Samuels et al. (US 7,865,585), hereinafter "Samuels”, and in view of Marco et al. (US

7,203,741), hereinafter “Marco”.

Claim 26

Samuels teaches a method for use within a system for sending messages
between a requesting client communication device having a client cache storage and a
data server, via an agent communication device having an agent cache storage, and
utilizing an acceleration server that maintains a list of client communication devices in

the system, the method comprising the steps of:
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the requesting client communication device sending an identifier of the

data server to the acceleration server (Samuels, col. 9, lines 25-40);

the acceleration server [i.e. appliance 200] associating one or more client
communication devices [i.e. clients 102a-102n] with the data server [i.e. server
106] and providing a list of the one or more client communication devices to the
requesting client communication device (Samuels, col. 7, lines 1-10; col. 8, lines

1-63; col. 41, lines 5-29);

the requesting client communication device choosing one of the provided
client communication devices to be used as the agent communication device for
communication with the data server, and sending the agent communication
device a message intended for the data server (Samuels, col. 6, lines 42-44; col.

17, lines 1-17; col. 42, lines 25-61);

the agent communication device determining if one or more of the client
communication devices have previously received a response to the received
message from the data server (Samuels, abstract; col. 6, lines 42-52; col. 23,

lines 1-26; col. 42, lines 25-61; col. 48, line 10-col. 50, line 59); and

if there are one or more client communication devices that have previously
received a response to the received message from the data server, performing

the steps of:
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the agent communication device sending the requesting client
communication device a list of the one or more client communication devices that
have previously received the response (Samuels, col. 23, lines 1-26; col. 42,

lines 25-61; col. 48, line 10-col. 50, line 59);

the requesting client communication device retrieving the requested
response in one or more parts from the one or more communication devices in
the list (Samuels, col. 1, lines 15-30; col. 42, lines 25-61; col. 48, line 10-col. 50,

line 59);

the requesting client communication device storing the request and the

response in the client cache storage (Samuels, col. 23, lines 1-26); and

the agent communication device storing the identifier of the requesting
client communication device in conjunction with the request and the response in

the agent cache storage (Samuels, col. 23, lines 1-26; col. 42, lines 25-61).

Samuels fails to teach wherein the one or more client communication
devices that have previously received the response are referred to as peer

communication devices.

However, in an analogous art, Marco teaches wherein the one or more
client communication devices that have previously received the response are

referred to as peer communication devices (Marco, abstract; col. 1, lines 14-36).
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Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of the one or
more client communication devices that have previously received the response
are referred to as peer communication devices, as disclosed by Marco, into the
teachings of Samuels. One would be motivated to provide an advantage for

accelerating receipt of data in a peer-to-peer network.

Claim 27

Samuels in combination with Marco teach the method of claim 26, where after
receiving the message intended for the data server, from the requesting client
communication device, the agent communication device checking if it has in the agent
cache storage a response received to an identical message sent by the client
communication device to the data server in the past, and if the agent communication
device does not know of any client communication devices that have received a

response to this message in the past, the following steps being performed:

the agent communication device sending the requesting client
communication device message to the data server (Samuels, col. 10, line 50-col.

11, line 5; col. 42, lines 25-61);
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the data server sending the response message back to the agent
communication device (Samuels, col. 10, line 50-col. 11, line 5; col. 42, lines 25-

61);

the agent communication device storing the requesting client
communication device message and the data server response message in the

agent cache storage (Samuels, col. 23, lines 1-26; col. 42, lines 25-61);

the agent communication device sending the data server response back to

the requesting client communication device (Samuels, col. 42, lines 25-61); and

the requesting client communication device storing the request and the
response in the client cache storage (Samuels, col. 23, lines 1-26; col. 42, lines

25-61).

Claim 28

Samuels in combination with Marco teach the method of claim 26, where the
agent communication device separates the reply it receives from the data server into
one or more smaller chunks of data and stores those chunks in the agent cache
storage, where the data is stored as a list of chunks that it comprises of, and for each

chunk a checksum of that chunk is stored in conjunction with the chunk, as well as a list
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of network elements that have been known to have received this portion of data in the

past (Samuels, col. 11, line 50-col. 12, line 5; col. 50, line 51-col. 52, line 30).

Claim 29

Samuels in combination with Marco teach the method of claim 26, wherein the
list of one or more peer communication devices includes only the peer communication
devices that are the most beneficial to the requesting client communication device in
terms of speed of receiving information from the peer communication devices (Marco,

abstract; col. 1, lines 14-36).

Claim 30

Samuels in combination with Marco teach the method of claim 29, wherein the
client communication devices that are determined by the agent communication device
to be most beneficial are the client communication devices that are closest to the
requesting client communication device (Samuels, col. 23, lines 1-26; col. 42, lines 25-

61; col. 48, line 10-col. 50, line 59).

Claim 31
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Samuels in combination with Marco teach the method of claim 29, wherein the
client communication devices that are determined by the agent communication device
to be most beneficial are the client communication devices that have the best
connection to the requesting network element (Samuels, col. 23, lines 1-26; col. 42,

lines 25-61; col. 48, line 10-col. 50, line 59).

Claim 32

Samuels in combination with Marco teach the method of claim 26, wherein the
data server performs the association between the agent communication device and the
data server by performing the steps

of:

the acceleration server keeping track of all of the client communication

devices that are online (Samuels, col. 82, lines 19-38); and

upon receiving the identifier of the data server from the requesting client
communication device, the acceleration server choosing one or more client
communication device out of all online client communication devices, that are
optimal to be used as the agent communication device or devices for
communicating with the data server (Samuels, col. 6, lines 42-44; col. 17, lines 1-

17; col. 42, lines 25-61).
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Claim 33

Samuels in combination with Marco teach the method of claim 32, wherein the
client communication device chosen by the acceleration server as the optimal agent is
the client communication device out of all online client communication devices whose
Internet Protocol (IP) address is closest to the IP address of the data server (Samuels,

col. 10, line 50-col. 11, line 5; col. 34, lines 2-20; col. 42, lines 25-61).

Claim 34

Samuels in combination with Marco teach the method of claim 32, where the
number of agent communication devices returned by the acceleration server to the
client communication device is increased as the acceleration device senses that the
load on these agent communication devices increases (Samuels, col. 8, lines 1-54; col.

42, lines 25-61).

Claim 35
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Samuels in combination with Marco teach the method of claim 34, where the
acceleration server senses the load on the various potential agent communication

devices by performing the steps of:

when the client communication device receives the agent communication
device list, the client communication device sends the request to all agent
communication devices (Samuels, col. 7, lines 1-10; col. 8, lines 1-63; col. 41,

lines 5-29); and

if the client communication device does not get a response from one or
more agent communication devices, the client communication device provides
that information to the acceleration server (Samuels, col. 7, lines 1-10; col. 8,

lines 1-63; col. 41, lines 5-29).

Claim 36

Samuels in combination with Marco teach the method of claim 34, where the
acceleration server senses the load on the various potential agent communication
devices by performing a periodic load check on each potential agent communication

device (Samuels, col. 83, lines 38-51).

Claim 37
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Samuels in combination with Marco teach the method of claim 26, wherein the
data server performs the association between the agent communication device and the
data server by performing the steps

of:

the acceleration server keeping track of all of the client communication

devices that are online (Samuels, col. 82, lines 19-38); and

the acceleration server choosing one or more client communication
devices that can be used as the agent for communicating with the data server,
prioritized geographically by a geographical location of the requesting client, such
that each of the client communication devices in the list of client communication
devices is a higher priority for a certain geography from which requests from the
requesting client communication device may be received (Samuels, col. 6, lines
42-44; col. 8, lines 1-63; col. 17, lines 1-17; col. 39, lines 15-62; col. 42, lines 25-

61).

Claim 38

Samuels in combination with Marco teach the method of claim 26, wherein the
requesting client communication device chooses the most suitable agent
communication device out of the list of client communication devices received from the

acceleration server by testing which of the client communication devices is the quickest
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to respond to queries from the requesting client communication device (Samuels, col. 6,

lines 42-44; col. 17, lines 1-17; col. 42, lines 25-61).

Claim 39

Samuels in combination with Marco teach the method of claim 27, wherein
when the agent communication device makes the request to the data server, the agent
communication device sends to the data server all of the parameters that it received
from the requesting client communication device for this request from the requesting

client communication device (Samuels, col. 42, lines 25-61).

Claim 40

Samuels in combination with Marco teach the method of claim 26, wherein the
method that the agent communication device uses to test if there are other client
communication devices that received responses to the same message is performed by

the steps of:

when receiving and caching responses from the data server, the agent
communication device receiving and caching a validity variable that indicates in
which situations the response is valid for the same type of request (Samuels, col.

23, lines 1-26; col. 42, lines 25-61); and
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the agent communication device checking the agent cache storage by
looking up message of the requesting client communication device (Samuels,

col. 23, lines 1-26; col. 42, lines 25-61),

wherein, if such a message exists and a response is cached, or
information about client communication devices that have received the response
is cached, then the agent communication device checks the validity variable of
the entry of the request in the agent cache storage (Samuels, col. 23, lines 1-26;

col. 42, lines 25-61), and

wherein, if the entry does not exist or the data is no longer valid, the agent
communication device assumes that it does not have a response stored for that

request (Samuels, col. 23, lines 1-26; col. 42, lines 25-61 ).

Claim 41

Samuels in combination with Marco teach the method of claim 26, wherein
when the requesting client communication device provides to the agent communication
device a request with additional parameters, the agent communication device stores
these additional parameters in the agent cache storage in the entry of the data request,
and uses that information together with the request as a key when looking up the data in

future lookups (Samuels, col. 23, lines 1-26; col. 42, lines 25-61).
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Claim 42

Samuels in combination with Marco teach the method of claim 26, wherein the
client communication device, agent communication device, and peer communication
device are referred to as network elements, and wherein each network element
contains therein a client module, a peer module, and an agent module, thereby allowing
each network element to serve as any of a client communication device, a peer
communication device, and an agent communication device (Marco, abstract; col. 1,

lines 14-36).

Claim 43

Samuels in combination with Marco teach the method of claim 40, where the
request from the requesting client communication device is an HTTP request for a URL,
the data server is a Web server, and the additional data that the agent communication
device sends to the Web server are the parameters of the URL and cookies of the
requesting client communication device and the validity variable is the HTTP expiry time

(Samuels, col. 9, lines 42-46; col. 18, line 56-col. 19, line 11).

Claim 44
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Samuels in combination with Marco teach the method of claim 26, wherein
requests are selected from the group consisting of UDP, DNS, TCP, FTP, POP3,

SMTP, and SQL (Samuels, col. 12, lines 24-55; col. 21, lines 3-20; col. 24, lines 46-49).

Claim 45

Samuels teaches a method for use within a system for sending messages
between a requesting client communication device having a client cache storage and a
data server, via an agent communication device having an agent cache storage, and
utilizing an acceleration server that maintains a list of client communication devices in

the system, the method comprising the steps of:

the requesting client communication device sending an identifier of the

data server to the acceleration server (Samuels, col. 9, lines 25-40);

the acceleration server [i.e. appliance 200] associating one or more client
communication devices [i.e. clients 102a-102n] with the data server [i.e. server
106] and providing a list of the one or more client communication devices to the
requesting client communication device (Samuels, col. 7, lines 1-10; col. 8, lines

1-63; col. 41, lines 5-29);

the requesting client communication device choosing one of the provided

client communication devices to be used as the agent communication device for
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communication with the data server, and sending the agent communication
device a message intended for the data server (Samuels, col. 6, lines 42-44; col.

17, lines 1-17; col. 42, lines 25-61);

the agent communication device determining if one or more of the client
communication devices have previously received a response to the received
message from the data server (Samuels, abstract; col. 6, lines 42-52; col. 23,
lines 1-26; col. 42, lines 25-61; col. 48, line 10-col. 50, line 59), wherein the agent
communication device separates the reply it receives from the data server into
one or more smaller chunks of data and stores those chunks in the agent cache
storage, where the data is stored as a list of chunks that it comprises of, and for
each chunk a checksum of that chunk is stored in conjunction with the chunk, as
well as a list of network elements that have been known to have received this
portion of data in the past (Samuels, col. 11, line 50-col. 12, line 5; col. 50, line

51-col. 52, line 30); and

if there are one or more client communication devices that have previously
received a response to the received message from the data server, performing

the steps of:

the agent communication device sending to the requesting client
communication device a list of checksums of the chunks that comprise the data
server response where for each such checksum, the agent communication

device sends identifiers of client communication devices that have received such
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checksums from the agent communication device in the past, wherein these
client communication devices that have received such checksums from the agent
communication device in the past (Samuels, col. 11, line 50-col. 12, line 5; col.

50, line 51-col. 52, line 30);

the requesting client communication device retrieving the response or
portions thereof by requesting the chunks in the list from one or more devices in
the list received from the agent communication device (Samuels, col. 11, line 50-

col. 12, line 5; col. 50, line 51-col. 52, line 30);

the requesting client communication device storing the request and the

response in the client cache storage (Samuels, col. 23, lines 1-26); and

the agent communication device storing the identifier of the requesting
client communication device in conjunction with the chunks that the requesting
client communication device received (Samuels, col. 23, lines 1-26; col. 42, lines

25-61; col. 50, line 51-col. 52, line 30).

Samuels fails to teach wherein the one or more client communication
devices that have previously received the response are referred to as peer

communication devices.

However, in an analogous art, Marco teaches wherein the one or more
client communication devices that have previously received the response are

referred to as peer communication devices (Marco, abstract; col. 1, lines 14-36).
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Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of the one or
more client communication devices that have previously received the response
are referred to as peer communication devices, as disclosed by Marco, into the
teachings of Samuels. One would be motivated to provide an advantage for

accelerating receipt of data in a peer-to-peer network.

Correspondence Information
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH-CHAU NGUYEN whose telephone number is
(571)272-4242. The examiner can normally be reached on 7AM-3:30PM.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, GLENTON BURGESS can be reached on (571) 272-3949. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MINH-CHAU NGUYEN/
Primary Examiner, Art Unit 2442
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N THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Appin. OF Dierry Shribman, of al. Group Ast Unit: 2442
Serial No.: 12/836,05% Examiner: MNGUYEM, MINH CHAU
Filed: July 14, 2010 DOCKET: 194596102

For:  SYSTEM AND METHODR FOR PROVIDING FASTER AND MORE
EFFICIENT BATA COMMUNICATION

Commissioner for Patents
P.G. Box 14506
Alexandria, VA 22313-1450

RESPOMSE
This is being filed in response to the non-final Office Action mailed February 28,

2013,

AUTHORIZATIONTO DEBIT ACCOUNT

It is not believed thai extensions of time or fees for net addition of claims are
required, beyond those that may otherwise be provided for in documents accompanying
this response. However, in the event that sdditional extensions of time are necessary o0
allow consideration of this response, such exiensions are hereby petitioned under 37
CFR. § 1.136{a) and any fee required therefore are hereby authorized to be charged fo

deposit account No, 501304,
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Listing of Claims

This Hating of claims is provided for ease of reference only. No claim is being amended.

I {Withdrawn) A neiwork for accelerating and making more officient data
commutcation; comprising:

at least one client comumunication device for originating an original data request
for obtaining data from a dals server;

at least one agent communication device which is assigned to the data server for
receiving the data request frorn the cHent communication device, wherein the agent keeps
track of which client communication devices within the network have received responses
to data requests or portions thereof from the assigned data server;

at least one peer communication device having stored therein at least g portion of
data received in response to a prior data request by a cliend communication devics,
wherein the prior data request was for the same data as reguested during the oniginating
data request, and wherein the portion of data may be transmitted from the peer
commumnication device 1o the at least one client communication device upon reguest by
the clieni communication device; and

at least one acceleration server for deciding which agent commnunication device is
to be assigned to which data server and providing this information to the at least one

client cormmumnication device.

2. {(Withdrawn) The network of claim 26, wherein cach of the client
communication device, peer communication device, and agent coromurnication device
contain therein a client module, a peer module, and an agent module, thereby allowing
the cliont communication device, peer communication device, and agent communication
device to serve as any of a client communication device, a peer communication device,

and an agent communication device.
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3. {Withdrawn) The network of claim 26, wherein the acceleration server

assigns a Hst of Internet proiocol addresses 1o each agent communication device.

4. {Withdrawn} The network of claim 26, wherein the acceleration server has
stored therein a list of online communication devices, inchuding client communication

devices, agent communication devices, and peer conununication devices.

5. {(Withdrawn) The network of claim 26, wherein cach client
communication device, agent communication device, and pesr communication device
maintain a list of data requests and data responses that the communication device, agent
communication device, and peer communication device, respectively are respectively

aware of, as well as in which communication device associated data is stored.

o. {Withdrawn} The network of claim 26, wherein the data reguest from the
client communication device is an HTTP request, and wherein the server is a Web server.

7. {Withdrawn) The network of claim 6, wherein each client communication
device contains a siorage device therein that stores a st of Uniform Resource Locators
{URLz) that the client communication device is aware of, each agent comnrunication
device contains a storage device therein that stores a list of URLs that the agent
communication device is aware of, and wherein each peer comrunication device
contains a storage device therein that stores a list of URLs that the peer communication

device 18 gwars of,

&. {Withdrawn} The network of claim 7, wherein within the storage device
storing URLs, with each URL, the storage device also has stored therein at least one of
the group consisting of HTTP headers returned by the data server for this URL, a list of
chunks that contain the contents of the URL, wherein chunks are pieces of data that

together form the entire content of the URL, and the content of the chunk.
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9. {Withdrawn} The network of claim 26, wherein each client
commuunication device contains a storage device, wherein the storage device has stored
therein at least one of the group consisting of a list of chunks that contain contents
associated with the data request, wherein chunks are pieces of data that together form the
entire content associated with the data request, and the content of the chunk, wherein the

chunks are equally sized.

16, {Withdrawn} The network of claim 7, wherein within the storage device
storing UR Ls, with each URL, the storage device also has stored therein a list of chunks
that contain the contents of the URL, wherein chunks are pieces of data that together
form the entire content of the URL, and with sach chunk, the data of the chunk itself, a

checksum of the chunk, and a list of peers that most likely have the data for this chuck.

11 { Withdrawn) The network of claim 26, wherein the network contains
multiple peer coromunication devices, wherein the at least one agent communication
device further keeps track of which peer commumication devices have at least a portion of

the requested data stored therein.

i2. (Withdrawn} The network of claim 26, wherein the at least one
acceleration server prepares a list of agent communication devices that may be suitable o

handle the data request.

3. {(Withdrawn) The network of claim 262, wherein the list of agent
commumication devices that may be suitable includes agent communication devices

having an [P address that is numerically close to the TP address of the data server,

i4. {(Withdrawn} The network of claim 262, wherein the client communication

device selects an agent commmunication device, notifies the selected agent communication
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device that it is being used for the data request, and notifies any unselected agent

communication devices that they are not being used for the daia request.

15, {Withdrawn) The network of claim 26, wherein the agent keeps track of
peers and portions of data stored within the peers, and wherein if there is a portion of data
necessary 1o tulfill the original data request, vet the agent is not aware of any peer having
the portion of data stored therein, the agent itself queries the server for the missing
portion of data and transmits the missing portion of data to the reguesting client

communication device,

16. {Withdrawn) The network of claim 26, wherein the agent keeps track of
peers and portions of data stored within the peers, and wherein if the at {zast one agent
knows of a specific peer that has & portion of data necessary to fulfill the original data
request stored therein, the agent provides the specific peer as the peer o use for the

portion of data necessary for fulfilling the original data request.

17, (Withdrawn} A communication device within a network, comprising:
a memory; and
& processor configared by the memory 1o perform the steps oft
originating & data request for obtaining data from a data server,
being assigned to a data server, referred to as an assigned data server;
recetving a data request from a separate device within the network, and
keeping track of which client Communication devices within the network have received
responses to data requests from the assigned daia server; and
storing portions of data received in response to the originated data reguest,
wherein the portions of data may be fransmitted to communication device upon request

by the comumunication device,
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18, {Withdrawn) The communication device of claim 267, wherein the
communication device further comprises a storage device that stores a Hst of Uniform

Resource Locators {(URLs) that the communication device is aware of.

s, (Withdrawn) The communication device of claim 268, wherein within the
storage device storing URLs, with each URL, the storage device also has stored therein at
least one of the group consisting of HTTF headers returned by the data server for this
URL, a hst of chunks that contain the cortents of the URL, wherein chunks are pieces of

data that together form the entive content of the URL, and the content of the chunk.

24, {(Withdrawn) The communication device of claim 267, wherein the
communication device contains a storage device, wherein the storage device hag stored
therein at least one of the group consisting of a Hst of chunks that coutain contents
associated with the data request, wherein chunks are pieces of data that together form the
entire content associated with the data request, and the content of the chunk, wherein the

chunks are equally sized, wherein the chunks are equally sized.

21, {Withdrawn) The communication device of claim 268, wherein within the
storage device storing URLs, with each URL, the storage device also has stored therein a
tist of clumks that contain the contents of the URL, wherein chunks are pieces of data that
fogether form the entire content of the URL, and with each chunk, the data of the chunk
itself, a checksum of the chunk, and a list of other communication devices that most

likely have the data for this chack.

22, {Withdrawn) The communication device of claim 267, wherein the data

request is an HTTP request, and wherein the data server is a Web server,

23. {Withdrawn) The communication device of clairo 267, wherein the

processor is further configured by the memory to perform the step of keeping track of
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which other communication devices have at least a portion of the requested data stored

therein.

24, (Withdrawn) A network for accelerating and making more efficient data
communication; comprising:

at least one client communication device for originating an original data reguest
for obisining data from g data server;

at least one agent communication device which is assigned to the data server for
receiving the data request from the client communication device, wherein the agent keeps
track of which client commumication devices within the network have received responses
o data requests or portions thereof from the assigned data server; and

at least one acceleration server for deciding which agent communication device is
o be assigned to which data server and providing this information to the at least one

client commurication device.

25. {Withdrawn) A network for aceelerating and making more efficient data
communication; comprising:

at least one client communication device for originating an original data request
for obtaining data from a daia server;

at least one agent communication device which is assigned to the data server for
recetving the data request from the chent comumunication device, wheretn the agent keeps
track of which client communication devices within the network have received responses
to data requests or portions thereof from the assigned date server; and

al feast one peer communication device having stored therein at least a portion of
data received in response to a prior data request by a elient communication device,
wherein the prior data request was for the same data as requested during the originating
data request, and wherein the portion of data may be transmitted from the peer
communication device to the at least one client communication device upon request by

the client communication device.
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26. {Original} A method for use within a system for sending messages
between a requesiing client communication device having a client cache storage and a
data server, via an agent communication device having an agent cache storage, and
utilizing an acceleration server that maintains a list of client conmmunication devices in
the system, the method comprising the steps oft

the requesting client communication device sending an identifier of the data
server to the acceleration server;

the acceleration server associating one or more client conununication devices with
the data server and providing a st of the one or more client communication devices to
the requesting client communication device;

the requesting client communication device choosing one of the provided client
communication devices to be used as the agent commuunication device for communieation
with the data server, and sending the agent communication device a message intended for
the data server;

the agent communication device determining if one or more of the clent
communication devices have previously received a response to the received message
from the data server; and

if there are one or more client communication devices that have previously
received a response to the received message from the data server, performing the steps oft

the agent communication device sending the requesting clisnt
communication device a list of the one or more client coromunication devices that have
previcusly received the response, wherein the one or more client communication devices
that have previously received the response are referred to as peer commumication devices;

the requesting client communication device retrieving the requested
TeSponse in one or more parts from the one or more peer communication devices in the
tist;

the requesting client communication device storing the request and the

response in the client cache storage; and
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the agent comuumication device storing the identifier of the requesting
cHent coramunication device in conjunction with the reguest and the response in the

agent cache storage.

27. {{riginal} The method of claim 26, where after receiving the message
intended for the data server, from the reguesting client comumunication device, the agent
comrmunication device checking if it has in the agent cache storage a response veceived to
an identical message sent by the client communication device to the data server in the
past, and if the agent communication device does not know of any client communication
devices that have received a response to this message in the past, the following steps
being performed:

the agent communication device sending the requesting client conununication
device message o the data server;

the data server sending the response message back to the agent communication
device;

the agent commpunication device storing the reguesting client communication
device message and the data server response message in the agent cache storage;

the agent communication device sending the data server response back o the
requesting clisnt communication device; and

the requesting client communication device storing the request and the response

in the client cache storage.

28. (Original) The method of claim 26, where the agent communication
device separates the reply it receives from the dala server into one or more smaller
chunks of data and stores those chunks in the agent cache storage, where the data is
stored as a hist of chunks that it comprises of, and for each chunk a checksum of that
chunk is stored in conjunction with the chunk, as well as a list of network elements that

have been known to have received this portion of data in the past.
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29, {Original) The method of claim 26, wherein the list of one or more peer

communication deviees includes only the peer communication devices that are the most
beneficial to the reguesting client communication device in terms of speed of receiving

information from the peer communication devices.

EHE {Original) The method of claim 29, wherein the client communication
devices that are determined by the agent communication device to be most beneficial are
the chient communication devices that are closest to the requesting client communication

device,

31. {Criginal} The method of claim 29, wherein the client communication
devices that are determined by the agent communication device io be most beneficial are
the client communication devices that have the best connection 1o the requesting network
element.

32, {Original} The method of claim 26, wherein the data server performs the
association between the agent communication device and the data server by performing
the steps of)

the acceleration server keeping track of all of the client communication devices
that are online; and

upon receiving the identifier of the data server from the requesting chient
conynunication device, the acceleration server choosing one or move chient
communicaiion device out of all online client communication devices, that are optimal to
be used gs the agent communication device or devices for communicating with the data

SEIVEY,

33 {Original) The method of claim 32, wherein the client communication

device chosen by the acceleration server as the optimal agent is the client communication
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device out of all online client communication devices whose Internet Protocol (P}

address 1s closest 1o the IP address of the dala server.

34, {Original) The method of clajim 32, where the number of agent
communication devices returned by the acceleration server to the clent communication
device is increased as the acceleration device senses that the load on these agent

communicaiion devices increases.

35, {Original} The method of claim 34, where the acceleration server senses
the load on the various potential agent communication devices by performuing the steps
of?

when the client communication device receives the agent communication device
lisi, the client communication device sends the request to all agent communication
devices; and

if the client communication device does not get a respouse from one or more
agent communication devices, the client comumunication device provides that information

¢ the acoeleration server.

36. {(Original} The method of claim 34, where the acceleration server senses
the load on the varions potential sgent communication devices by performing a periodic

toad check on each polential agent communication device,

37 {Original} The method of ¢laim 24, wherein the data server performs the
association between the agent communication device and the data server by performing
the steps of:

the acceleration server keeping track of all of the client communication devices
that are online; and

the acceleration server choosing one or more client cormpunication devices that

can be used as the agent for communicating with the data server, prioritized
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geograpbically by a geographical location of the requesting client, such that each of the
client communication devices in the list of client communication devices ie a higher
wriority for a certain geography from which requests from the requesting client

comnnmication device may be recetved.

38 {Originaly The method of claim 26, wherein the requesting client
communtcation device chooses the most suitable agent communication device out of the
fist of client compmnication devices received from the acceleration server by testing
which of the client communication devices is the quickest to respond to queries fror the

requesiing client communication device.

39, {Original} The method of claim 27, wherein when the agent
communication device makes the reguest to the data server, the agent comrmunication
device sends to the data server all of the parameters that i received from the requesting
client compnunication device for this request from the requesting client communication

device,

40, (Original} The method of claim 26, wherein the method that the ageunt
communication device nses to test if there are other client communication devices that
received responses io the same message is performed by the steps off

when receiving and caching responses from the data server, the agent
commumication device receiving and caching 2 validity variable that indicates in which
sitnations the response is valid for the same type of request; and

the agent communication device checking the agent cache storage by looking up
message of the reguesting client communication device,

wherein, if such a message exists and a response is cached, or information
about client communication devices that have received the response s cached, then the
agent communication device checks the validity variable of the entry of the request in the

agent cache storage, and
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wherein, if the entry does not exist or the data is no longer valid, the agent

communication device assurnes that it does not have a response stored for that request

41, {Original) The method of claim 26, wherein when the requesting client
communication device provides to the agent communication device a request with
additional parameters, the agent coramunication device stores these additional parameters
in the agent cache storage in the entry of the data request, and uses that information

together with the request as a key when looking up the data in future lookups.

4z, {OUriginal) The method of claim 26, wherein the clent conmunication
device, agent commumnication device, and peer cornmunication device are referred 1o as
network elements, and wherein each network element contains therein a client module, g
peer module, and an agent module, thereby allowing each network element to serve as
any of a client communication device, a peer communication devics, and an agent

communication device,

43, {Original} The method of claim 40, where the reguest from the requesting
client communication device i3 an HTTP request for a URL, the data seyver is a Web
server, and the additional data that the agent communication device sends to the Web
server are the parameters of the URL and cookies of the requesting client conynunication

device and the validity variable is the HTTP expiry time,

44, {Original} The method of claim 26, wherein requests are sclected from the

group conaisting of U, DINS, TCP, FTP, POP3, SMTP, and SQL.

45, {Original) A method for use within a system for sending messages
between a requesting clisnt communication device having a client cache storage and a

data server, via an agent communication device having an agent cache storage, and
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wiilizing an acceleration server that maintains a list of client comymunication devices in
the system, the method comprising the steps off

the requesting client commumication device sending an identifier of the data
server to the acceleration server;

the acceleration server associating one or more client communication devices with
the data server and providing a list of the one or more client compunication devices to
the requesting client communication device;

the requesting client communication device choosing one of the provided client
communication devices to be used as the agent comumunication device for commurnication
with the data server, and sending the ageni commanication device a message intended for
the data server;

the agent communication device determining if one or more of the client
communication devices have previously received a response to the received message
from the datg server,

wherein the agent communication device separaies the reply it receives from the
data server into one or more smaller chunks of data and stores those chunks in the agent
cache storage, where the dais is stored as a Hst of chunks that it comprises of, and for
zach chunk a checksum of that chunk is stored in conjunction with the chunk, as well as a
list of network elernents that have been known 1o have recetved this portion of data in the
past; and

if there are one or more client communication devices that have previcusly
received a response {0 the received message from the data server, performing the steps of

the agent communication device sending to the regquesting client

communication device a list of checksums of the chunks that comprise the data server
response where for each such checkeurm, the agent communication deviee sends
identifiers of client communication devices that have received such checksums from the
agent communicstion device in the past, wherein these client commupieation devices that
have received such checksums from the agent communication device in the past are

referred to as poers;
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the requesting client cornmunication device retrieving the response or
portions thereof by requesting the chunks in the list from one or more peers in the list
received from the agent communicgtion device;
the requesting client communication device storing the request and the
response in the client cache storage; and
the agent communication device storing the identifier of the requesting
client communication device in conjunction with the chunks that the requesting client

communication device received.
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REMARKS/ARGUMENTS

This is a full and timely response to the sutstanding non-final Office Action
mailed February 28, 2013
Claims 1-45 are pending, OF those, claims 1-25 previcuddy were withdrawn from

consideration. Mo claim 13 being amended.

In the office action, claims 26-45 were rejected under 35 U.S.C. §103{a) as
unpateniable over UK, Patent No. 7,865,585 (“Samuels”) in view of U5, Patent No.
7,203,741 (“Marco™),

The applicant respectfully disagrees with these rejections.

Claim 26 recites, a method that includes:

fai requesting client commuapication device sending an identifier of
faf data server to fanf geceleration seyver;
the acceleration sevver associaiing vne or move client
commuynication devices with the dota server and providing o list of the one
or more client communicarion devices to the requesting client
communication device;
the requesting client communication device choosing one of the
provided client communication devices to be used us the agent
coppmunication device for communication with the data server, and
sending ithe agent communication device 6 message infended for the daia
server;
the agent communication device determining if one or more of the
client commuynication devices have previously received o response 1o the
received message from the data serve;
if there are one or more client communication devices that have
previously received a response 1o the received message from the data
server, performing the steps of
the agent conpmurication device sending the veguesiing client
communication device a fist af the one or more clieni commuynication
devices that have previously received the response, wherein the one or
maove client communication devices that have previously received the
response are referved to as peer communication devices!
the requesting client conmmaiication device retrieving the
reguested response in one or more parts from the one ov more peey
communication devices in the list;
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the regquesting client communication device storing the reqguest
and the response in the client cache stovage; and

the agent communication device storing the identifier of the
requesting client commurnication device in conjunction with the reguest
and the response in the agent cache storage.

The foregoing subject matter from claim 26 can be understood by
referring to the exemplary communication network 100 shown in FIG. 3 of the

present application, which is reproduced below for ease of reference.

sy

Ry
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The iHustrated communication network 100 has multiple communication devices,
each of which way be designated as a client 102, apeer 112, 114, 116 or an agent 122,
The communication network 100 also has an acceleration server 162, with a storage
device 164, and a web server 152,

According to the method recited in claim 26, one of the communication devices
{e.g., client communication device 102) sends an identifier of a data server {e.g.. web
server 152) to the acceleration server 162, The acceleration server 162 then provides a
Hist of one or more client communication devices (including perhaps 102 and other
communication devices in the network) that are associated with the web server 132 to the
requesting client communication device 102,

The client communication device 102 chooses one of the listed devices {e.g.,
device 122) {o be an agent communication device for communications with the web
server 152, The client cormmunication device 102 then sends the agent communication
device 122 a message intended for the web server 152, The agent communication device
122 then determines if any of the clieni communication devices in the network previously
received a response from the data server 152 to the message, to which the client
commurication device 102 is seeking a response.

If the agent communication device 122 determines that any of the client
compmunication devices did previously receive a response to the message, then it sends a
list of the clent communication devices that previously received the response (o the
requesting client communication device 102, The requesting client communication
device 102 then retrieves the requested response in one or more parts from the listed
“peer” comununication devices.

The requesting chient communication device 102 then stores the reguest and the
response in its cache storage. The agent communication device 122 stores an identifier of
the reguesting client communication device 102 in conjunction with the request and the
response in its cache storage.

In a typical implementation, the claimed subject watter provides for fast data

transfers in a network environment, that are relatively cheap for content distributors, and
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that do not require significant infrastructure upgrades or investment by juternet service
providers {ISPs) io facilitaie.

As discussed below, Samuels and Marco, alone or in any reasonable combination,
do not disclose or render ohvions the claimed subject maiter. Certainly, as discussed in
detatl below, the sections of Samuels and Marco cited in support of these claim rejections
do not disclose or render obvious the claimed subiect matier.

Samuels discloses systems and methods for providing dynamic ad hoc proxy-
cache hierarchies, See Title. In this regard, Samuels describes a network environment
{(see, e.g., FIG, 1B, reproduced below) that includes clisnts 102a-102n, servers 106a-106n

and appliance optimization devices 200, 200",

Sastyars
A

QR
NS

PR, 1&
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Samuel explains that the applance optimization devices 200, 2007 are for
“accelerating, optimizing or otherwise improving the performance, operation, or guality
of service of any type and form of network tratfic.” Col. &, Hues 1-4.

The office action asseris {at page 3} that Saruels” appliance optimization devices
200, 2007 correspond to the “acceleration server” of claim 26.

However, Samuels” appliance optimization devices 200, 2007 do not “associate]e]
one or more client communication devices with [a] data server and providing a Hst of the
one or more client communtcation devices to [a] requesting client communication
device” as recited in claim 26.

The office action {at page 3) asserts that Samuels discloses this functionality at
“col. 7, lines 1-10; col. &, Hnes 1-63; [and] col. 41, lines 3-29.7 Ag discussed below, this
18 not correct,

Col. 7, lings 1-10 of Samuels states:

Referring now to FIG. 1A, an embodiment of o network environment is

depicted. In brief overview, the network environment has one or moye

clients 102a-102n (also generally referred 1o as local machine(s) 102, or

client{s} 102} in commmmication with one ov more servers {(6a-106rn (wso

generally veferved to as servers) 106, or remote machine(s) 186} via one

or more networks 104, 104" 1047, In some embodiments, g client 102

communicates with o server 106 via one or more network optimization

applianees 200, 200' (gencrally referved to as appliance 200). In one
embaodiment, the network optimization applionce 200 is designed,

configured or adapted to optimize Wide drea Nevwork (WAN} network

traffic.

This passage explains that, in some embodiments, a client 102 in Samuels” system
communicates with a server 106 via one of the appliance optimization devices 200, 2007,
Moreover, the passage explains that the applance optimization devices 200, 2007 may
optimize WAN network traffic.

Clearly, however, the passage does not disclose that the applisnce optimization

devices 200, 2007 “associatee] one or more client communication devices with {a] data
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server and providing a list of the one or more client communication devices 1o {a]
requesting client communication device” gs recited in clabm 26.

Col. §, lines 1-63 of Samuels siates:

In ane embodiment, the applionce 200 is o device for accelerating,
optimizing or otherwise improving the performance, operation, or quality
of service of wny type and form of network traffic. fn some embodiments,
the appliance 200 iy a performance enhancing proxy. In other
embodiments, the appliance 200 is any type and form of WAN optimization
or acceleration device, sometimes also referved to as a WAN eptimization
controlier. In one embodimend, the applionce 200 is any of the product
embodiments referred to as WANScaler manufacivred by Cliriy Systems,
Ine. of ¥y, Laderdale, Fla. In other embodiments, the applicnce 200
includes any of the product embodiments vejerved to as BIG-IP fink
controller and WANjet manufactured by F§ Networks, Inc. of Seavile,
Wash. In another embodiment, the applionce 200 includes any of the WX
and WXC WAN acceleration device plaiforms manyfactured by Juniper
Networks, inc. of Sunnyvale, Calif In some embodiments, the appiiance
200 includes any of the steclhead line of WAN optimization applionces
manyfactured by Riverbed Technology of San Francises, Calif. In other
embodiments, the appliance 200 includes any of the WAN related devices
manyfactured by Expand Netwarks Ine. of Roseland, N.J. In one
embodiment, the appliance 200 includes any of the WAN velated
appliances manujactured by Pocketeer Inc. of Cupertine, Calif,, such as
the PacketShaper, iShaved, and SkyX product embodiments provided by
Packeieer. In yet another embodiment, the applianee 200 includes any
WAN related appliances andior software mamufactured by Cisco Sysiems,
inc. of San Jose, Calif’, such as the Cisco Wide drea Network Application
Services software and network modules, and Wide Area Network engine
applignees.

In some embodimenis, the applionce 200 provides applicarion and data
aceeleration services jfor branch-office or remote offices. In ane
embodiment, the appliance 200 includes optimization of Wide drea Fife
Services (WAFS). In another embodimens, the applionce 200 accelerates
ihe delivery of files, such as via the Common Interner File System (CIFS)
protocol. I other embodiments, the appliance 200 provides caching in
memaory and/or storage fo accelerate delivery of applications and data. In
one embodiment, the appliance 205 provides compression of network
traffic af any level of the network stack ov af any projecol or network
layer. In another embodiment, the appliance 200 provides travspori layer
profocol optimizations, flow control, performance enhancements or
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modifications and/or management jo acceleraie delivery of applications
and data over o WAN connection. For example, in one embodiment, the
appliance 200 provides Transport Control Profocol (FCP) optimizations.
In other embodiments, the appliance 200 provides optimizations, flow
conirol, performance enhancemens or modificarions and/or management
Jfor any session or application layer protocol. Furiher details of the
optimization technigues, operations and archirecture of the applirnce 200
are discursed belaw in Section B,

Still referving io FIG. 14, the network environment may include multiple,
logically-grouped servers 106, In these embodimens, the logical group of
servers may be veferred (o as a server farm 38, In some of these

emthodiments, the servers 106 may be geographically dispersed. In some

cases, o farm 38 mav be administered as o single entity. In other

embodiments, the server furm 38 comprises a plurality of server forms 38,

in one embodiment, the server farm execides one or more applications on

behalf of one or more clients 162,

This passage has three paragraphs,

The first paragraph of this passage explains, rather generically, that the appliance
optimization device 200 is for accelerating, oplimizing or otherwise improving the
performance, operation, or quality of service of any type and form of network traffic. It
then goes on to identify numerous examples of how the appliance optimization device
may be ewbodied in a product.

Certainly, the first paragraph does not disclose that the appliance optimization
devices 200, 200° “associatie] one or more client communication devices with [a] data
server and providing a list of the one or more client communication devices io {a]
requesting client communication device” as recited in claim 26.

The second paragraph of this passage explains that the appliance optimization
device 200 may provide apphication and data acceleration services for branch-office or
remote offices. The second paragraph also provides more specific examples of
oplimization and acceleration iechnigues that may be implemented by the appliance
optimization device 200,

Hawever, none of the specific examples of optimization and acceleration

described in the second paragraph of this passage amount to the appliance optimization
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devices 200, 200" “associat{ing] one or more client comununication devices with {a] data
server and providing a list of the one or wore client communication devices to [a]
requesting client communication device” as recited in claim 24,

The third paragraph of this passage merely describes an arrangement of servers
106 that execute one or more applications on behalf of the clients 102,

Col. 41, lines 5-29 of Samuels states:

in ihe embodiment of in-ling, the appliones 200 is deployed inline with a
WAN link of a vovter. In this way, all traffic from the WAN passes through
the applionce before arviving af a destination of a LAN.

In the embodiment of ¢ proxy mode. the appliance 200 is deploved as a
proxy device between a client and a server. In some embodimenis, the
appiiance 200 allows clients (o make indivect connections 10 a resource on
a network. For example, a cliens connects io a resource via the appliance
200, and the appliance provides the resource gither by connecting to the
resource, o different vesouwrce, o by serving the vesource from a cache. In
some cases, the applionce may alter the client’s reguest or the server’s
respornse for various purposes, such as for any of the optimization
fechnigues discussed herein, In one embodiment, the client 102 send
requests addressed to the proxy. In one case, the proxy responds o the
client in place of or acting as a server 106, In other embodiments, the
appliance 200 behaves as a transparent proxy, by intercepting ond
Jorwarding requests and responses wansparently to o clieny and/or server.
Withowt client-side configuration, the applionee 208 wmay vedivect client
requests to different servers or networks, In some embodiments, the
appliance 200 may perform any fype and form of network address
transiation, referred 1o as NAT, on any network traffic fraversing the
applicnce.

This passage relates to an arvangement whereby an appliance optimization device

284 is deployed such that all traffic from a WAN passes through the deviee before
arriving at a LAN, Moreover, this passage describes various functionalities of the
appliance optimization device 200 when acting in 2 proxy maode.

However, none of the various functionalities disclosed include the appliance
optimization device 200 “associat{ing] one or more client commuuication devices with
{a] data server and providing a list of the one or more client communication devices to [a]

requesting client communication device” as recited in claim 26.
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Therefore, none of the passages from Samuels specifically cited in the office
action actually disclose “[an] acceleration server associating one of moye client
communication devices with the data server and providing a list of the one or more client
communication devices to the requesting client conununication device, as recited in claim
26.

Nor do any other sections of Samuels or Marco remedy the shorteomings
discussed above.

Claim 26 is allowable for at least the foregoing reasons.

Claim 26 s allowable for additional reasons as well.

As discussed above, Samuels does not disclose “[an] acceleration server
associaling one or more client communication devices with the data server and providing
3 list of the one or more client communication devices fo the requesting client
communtcation device,” as recited in claim 26.

Since Samuels does not disclose an acceleration server that provides the list of
client communication devices to the requesting communication device, it certainly does
not disclose “the requesting clent commurnication device choosing one of the provided
client communication devices to be used as the agent communication device for
communication with the data server, and sending the sgent communication device a
message intended for the data server,” as recited in claim 26, since this requires that the
acceleration server provide the list,

Moreover, when read critically, it becomes apparent that none of the sections of
Samuels that were ideniified in the office action {(at page 3) as supposedly disclosing this
subject matter (i.e., “Samuels, col. 6, lines 42-44; col. 17, lines 1-17; col. 42, lines 23-
617y actually discloses anything similar to the claimed subject matter.

MNor do any other sections of Samuels or Marco remedy the shoricomings
discussed above.

Claim 26 is allowable for the foregoing additional reasons.
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Likewise, contrary to the opintons expressed in the office action in this regard,
Samuels does not disclose the following subiect from claim 26

the agent communication device determining if one oy more of the
client commmiication devices have previously received a response (o the
received message from the data serve;
if there are one or more clieny communication devices that have
previously veceived o response to the received messoge from the data
server, performing the steps of!
the agent communicaiion device sending the requesting client
communication device o list of the one or more clienf communication
devices that have previously received the response, wherein the one or
more client communication devices that have previpusly received the
response ave referved 1o as peer commumcation devices;
the reguesting client communication device refrieving the
reguested vesponse in ong pr move parts from the one or more peer
connmunication devices in the fist;
the requesting client communication device storing the request
and the response in the client cache storage; and
the agent communication device stoving the identifier of the
requesting client communication device in confuncrion with the reguest
and the response in the apent cache storage.

Nor do any other sections of Sarnuels or Marco remedy the shortcomings
discuased above,

Claim 26 is allowable for the foregoing additional reasons as well,

Claims 27-44 depend from claim 26 and, therefore, are allowable for at least the

sante reasons as claim 26.

Claim 45 recites subject matier that is similar to the subject matter recited in claim
26, diseussed above,
Clatro 45, therefore, is allowable for reasons similar to those discussed above with

reference to clatm 26.
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Serial No. 1 12/836,059

Filed: ¢ July 14, 2018
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CONCLUSION

In light of the foregoing and for at least the reasons set forth above, the Applicants
respectfully requests favorable reconsideration and allowance of the present application
and the presently pending claims. If in the opinion of the Examiner, a telephonic
conference would expedite the examination of this matter, the Examiner is invited to call

the undersigned attorney at (603) 627-8186.

Respectfully submitted,

Witliam P. ¢ Sullivan
Attorney for Applicants
Reg. Mo. 59,005
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NGUYEN, MINH CHAU 2442 709-204000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1
(1) the names of up to 3 registered patent attorneys
| Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. 2

[ “Fee Address” indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

(2) the name of a single firm (having as a member a
registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

%)

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

(A) NAME OF ASSIGNEE

Please check the appropriate assignee category or categories (will not be printed on the patent) :

[ Individual [ Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ A check is enclosed.

| Payment by credit card. Form PTO-2038 is attached.

(1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

overpayment, to Deposit Account Number (enclose an extra copy of this form).
Page 2 of 4
PTOL-85 (Rev. 02/11)
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N

. Change in Entity Status (from status indicated above)

| Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see form PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR l 14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will v: epending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to e ief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Page 3 of 4
PTOL-85 (Rev. 02/11) Approved for use through 08/31/2013. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

[ apeLicationvo. | FILING DATE FIRST NAMED INVENTOR | ATrorNEY DOCKETNO. | CoNFIRMATIONNO. |
12/836,059 07/14/2010 Derry Shribman 19459-6102 1421
57449 7590 06/17/2013 I EXAMINER |
SHEEHAN PHINNEY BASS & GREEN, PA NGUYEN, MINH CHAU
c/o PETER NIEVES
1000 ELM STREET I ART UNIT PAPERNUMBER |
MANCHESTER, NH 03105-3701 2442

DATE MAILED: 06/17/2013

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment to date is 371 day(s). If the issue fee is paid on the date that is three months after the
mailing date of this notice and the patent issues on the Tuesday before the date that is 28 weeks (six and a half
months) after the mailing date of this notice, the Patent Term Adjustment will be 371 day(s).

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information Retrieval
(PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 4 of 4
PTOL-85 (Rev. 02/11)
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Application No. Applicant(s)
12/836,059 SHRIBMAN ET AL.
: i i i AlA (First Inventor to
Notice of Allowability II\EA)I(EEIEI?!'}\U NGUYEN ‘;ﬂ;’"“ File) Statis
No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to Amendment, filed 05/28/2013.
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [X] The allowed claim(s) is/are 26-45. As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
hltp:/fwww usplo.gov/patenis/int_events/gph/indax.sp or send an inquiry to PPHieedback@usplo.qov .

4. [] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[J Al b)[dSome *c) [] None of the:
1. [] Certified copies of the priority documents have been received.
2. [] Certified copies of the priority documents have been received in Application No.
3. [[] Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received: __

Interim copies:
a)[J Al by[JSome c)[] None of the: Interim copies of the priority documents have been received.

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. [] Notice of References Cited (PTO-892) 5. [] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [X] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 06/04/2013

3. [J Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

/MINH-CHAU NGUYEN/
Primary Examiner, Art Unit 2442

U.S. Patent and Trademark Office
PTOL-37 (Rev. 03-13) Notice of Allowability Part of Paper No./Mail Date 20130614
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Application/Control Number: 12/836,059 Page 2
Art Unit: 2442

DETAILED ACTION

REMARKS
1. Applicant’s amendment dated May 28, 2013 responding to February 28, 2013 the Office
Action. Claims 26-45 remain pending in the application and which have been fully

considered by the Examiner.

REASONS FOR ALLOWANCE

1. The following is an Examiner’s statement of reasons for allowance:

Claims 26-45 are considered allowable since when reading the claims in light of the
specification, as per MPEP §2111.01 or Toro Co. v. White Consolidated Industries Inc., 199
F.3d 1295, 1301, 53 USPQ2d 1065, 1069 (Fed. Cir. 1999), none of the references of record alone
or in combination disclose or suggest the combination of limitations specified in independent
claims 26 and 45.

Because claims 27-44 depend directly or indirectly on claim 26, these claims are
considered allowable for at least the same reasons noted above with respect to claim 26.

To the extent that these features are not found in the prior art cited by Examiner, the

present case is held allowable over the art of record.

2. Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompany
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Application/Control Number: 12/836,059 Page 3
Art Unit: 2442

the issue fee. Such submissions should be clearly labeled “Comments on Statement of

Reasons for Allowance™.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH-CHAU NGUYEN whose telephone number is (571)272-
4242. The examiner can normally be reached on 7AM-3:30PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, GLENTON BURGESS can be reached on (571) 272-3949. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated
information system, call §00-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MINH-CHAU NGUYEN/
Primary Examiner, Art Unit 2442
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Application/Control Number: 12/836,059 Page 4
Art Unit: 2442
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Doc code: {38 Approved for use through (&7"1sfzbigaé??é8§a5(191“i;?1)

; ind - . ) n N Approved for use throug KR L ON 35100
Doa description: Informatins Disciosure Statement (1DS) Flles 1.8, Patent and Trademark Ofice, (6. DEPARTMENT OF SOMMERCE
Unaer the Paperwork Reduction Act of 1585, no persens are reguired to respond 10 5 collectinn of infermation unless i containg & valid OMB control number,

Apolication Number 1283808
Filing Date 2040-07-1
INFORMATION DISCLOSURE First Named inventor | Derry Shribman
| STATEMENT BY APPLICANT e
{ Not for submission under 37 CFR 1.98) ‘ e
Examiner Name P NGUYEN, MINH CHAU
Atorney Docket Number | teagssioz

U.S.PATENTS
. . . . Pages, Columns, Lines where
E)@ﬁjner Cite Patent Number Kind issue Date Nsme ?f Patentee or Applicant Ralevant Passages or Relevant
initial No Codet of cited Document

Figures Appear

I you wish to add additional U.S. Patent citation information plsase click the Add button,
U.S.PATENT APPLICATION PUBLICATIONS

Pages, Columns, Lines where
Relevant Passagas or Ralavant
Figures Appsar

Examiner Cite No Publication Kind | Publication Name of Patentee or Applicant
initial* ’ Number Code’| Date of cited Document

MNS |1 20080108448 Al 2008-05-08 Warng Matrix XIN
/MNJ/ 2 200701568855 Al | 2007-07-05 Johnson Moses
MNS i3 20080235381 Al 2008-09-25 Painter, Christopher et &l

If vou wish to add additional U.S. Published Application citation information please click the Add putton. 3

FOREIGN PATENT DOCUMENTS

Name of Patentee of Pages,Columns Lines
Examiner} Cite | Foreign Document | Counlry Kind | Publication ) . where Relevant
o j i Applicant of cited ) - T8
initial No  { Numbers Code?} Coded Date ) Passages or Relevant
Document Fi .
igures Appear
1 )
EFS Web 2.1.47
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 Application Number | 12838089
Flling Date 2010-07-14
INFORMATION DISCLOSURE First Named inventor EDerry Shribman

STATEMENT BY APPLICANT
{ Not for submission under 37 CFR 1.98)

Art Unit l 2442
Examiner Name ’ NGUYEN, MINH CHAU
Attornsy Dockat Number %‘:9459-@102

i you wish to add additional Foreign Patent Document citation information please click the Add buttor

NON-PATENT LITERATURE DOCUMENTS
fnclude name of the author {in CAPITAL LETTERS), title of the article (when appropriate}, title of the item

{book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), s
publisher, city and/or couniry where published.

Examiner; Cite
initials®* | No

EXAMINER SIGNATURE
?xammer S!Qnati\ffe | /Minh Chau '\‘guyﬁ‘ﬂ/ Date Considered 06/13/2013

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 608, Draw line through a
citation if not In conformance and not considered. Include copy of this form with next communication to apglicant.

________ L0V or MPEP 901,04, ? Enter office thal issued the document, by the two-letter code (WPO
Standard ST.3). 3 For Japanese patent documenis, the ind 1 of the yvear of the reign of the Emperor must precede the senal number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIFPO Standard ST.18 if possible, ¥ Applicant is to place a check mark here ji
English langusge wanslation Is attached.
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Application Number 126836058

Filing Date 201 0-07-14

INFORMATION DISCLOSURE First Named Inventor gDerry Shibman

STATEMENT BY APPLICANT [0 i

{ Not for submission under 37 CFR 1.9%} .
Examiner Name { NGUYEN, MINH CHAU

CERTIFICATION STATEMENT

 Please see 37 OFR 1.97 and 1.98 {o make the appropriste selection{s):

That each item of information coniained in the information disclosure statement was first cited in any communication
BXI from a foreign patent office in & counierpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e){1}.

OR

That no itam of information contained in the information disclosure siatement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the persen signing the certification
after making reasonable inquiry, no tem of information contained in the information disclosure statement was known {o
any individual designated in 37 CFR 1.56(c) more than three months prior o the filing of the information disclosure
statement. Ses 37 CFR 1.97(e)(2).

Sae attached certification statement.
The fae set forth in 37 CFR 1.17 {p} has bean submitted herewith.
A cerification statement is not submitied herewith,

1K

-

SIGNATURE
A signature of the applicant or represeniative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4({d} for the

form of the signature.

Signature N g Date (YYYY-MM-DD) oo oy o @) 07y
Name/Print Feter & Taves Registration Number 4817 '

This collection of information is raquired by 37 CFR 1.987 and 1.88. Tha information is required to obtain or retain a benefit by the
public which is o fils (and by the USFTO to process) an application. Confidentiality is governed by 35 WL.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form {o the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
raguire to compiets this form andfor suggestions for reducing this burden, should be sent to the Chief information Officer, ULS.
Patent and Trademark Office, U.8. Depariment of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria,
VA 22313-1450.

EFS Web 2117
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the regquirements of the Act, please be advised
that: {1} the general authority for the cotlection of this information s 35 U.8.C. 2(b)}{(2}; (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is o
process and/or examine your submission related to a patent application or patent. i you do not furnish the requested
information, the U.8. Patent and Trademark Office may not ba able to process and/or examine your submission, which may
result in tarmination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses!

14 The information on this form will be treated confidentially to the extent allowed under the Freedom of information Act
(5 11.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of thess record s.

2. A record from this system of records may be disclosed, as a routing use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counssl in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routing use, {o a Mamber of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Mamber with respect {o the subject matter of the recard.

4. A record in this system of records may be disclosed, as a routine use, fo a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
reguirements of the Privacy Act of 1974, as amended, pursuant {o 5 U.8.C. 552a(m).

5. A record related to an international Application filad under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Grganization, pursuant
io the Patent Cooperation Treaty.

A record in this system of racords may be disclosed, as a rotdine use, to another federal agency for purposes of
National Sscurity review (35 U.85.C. 181) and for revisw pursuant to the Atomic Energy Act (42 U.3.C. 218(c}).

o

7, A record from this system of racords may bs disclosed, as a routine use, to the Administrator, General Services, or
histher designee, during an inspection of records conducted by GSA as panl of that agency's responsibility to
recommend improvements In records managemant practices and programs, under authority of 44 U.5.C. 2804 and
2906, Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {L.e., G8A or Commerce} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.8.C. 181, Further, a record
may be disclosed, subject to the fimitations of 37 CFR 1.14, as a routine uss, to the public if the record was filed in
an application which became abandonad or in which the proceedings were terminated and which application is
referenced by either a published application, an application open o public inspections or an issuad patent.

0w

g. Arecord from this system of records may be disclosed, as a routine use, to a Federal, Stale, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential viclation of law or regulation.

EER Wep 2,147
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref ;iHits {{Search Query DBs Default {Plurals {iTime
# Operator Stamp
L1 6 (("20080109446") or US-PGPUB; OR OFF 2013/06/14
("20070156855") or USPAT; USOCR; 16:37
("20080235391")).PN. FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L2 0 1 and ((accelerat$4 near server$1) HUS-PGPUB; OR OFF 2013/06/14
and (communication$1 same USPAT; USOCR; 16:38
between same client$1 same FPRS; EPO; JPO;
server$ same agent$1)) DERWENT;
IBM_TDB
L3 i0 1 and ((accelerat$4 near server$1) HUS-PGPUB; OR OFF 2013/06/14
and (communication$1 same USPAT; USCCR; 16:38
between same client$1 same FPRS; EPO; JPO;
server$)) DERWENT;
IBM_TDB
L4 0 1 and (accelerat$4 near server$1) US-PGPUB; OR OFF 2013/06/14
USPAT; USOCR,; 16:38
FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L5 ii6 1 and @ad<"20091008" US-PGPUB; OR OFF 2013/06/14
USPAT; USOCR,; 16:38
FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L6 2 1 and (list$4 with client$1) US-PGPUB; OR OFF 2013/06/14
USPAT; USOCR,; 16:38
FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L7 0 6 and (agent$1 near3 (cache US-PGPUB; OR OFF 2013/06/14
storage)) USPAT; USOCR; 16:39
FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L8 {112 i(accelerat$4 near1 server$l) and US-PGPUB; OR OFF 2013/06/14
(communication$1 same between USPAT; USOCR; 16:39
same client$1 same server$ same FPRS; EPO; JPO;
(agent$1 manager$1 prox$4)) DERWENT;
IBM_TDB
L9 {90 8 and @ad<"20091008" US-PGPUB; OR OFF 2013/06/14
USPAT; USOCR,; 16:40
FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L10 i0 9 and ((accelerat$4 near1 server$1) {US-PGPUB; OR OFF 2013/06/14
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissioner for Patents

United States Patent and Trademark Office
P.O. Box 1450

Alexandria, VA 22313-1450
www.uspto.gov

Application No.: 12836059

Applicant : Shribman
Filing Date : 07/14/2010
Date Mailed : 07/02/2013

NOTICE TO FILE CORRECTED APPLICATION PAPERS
Notice of Allowance Mailed

This application has been accorded an Allowance Date and is being prepared for issuance. The
application, however, is incomplete for the reasons below.

Applicant is given 2 month(s) from the mail date of this Notice, or the time remaining from
the Notice of Allowance and Fee(s) Due, whichever is longer, within which to respond.

The informalities requiring correction are indicated in the attachment(s). If the informality
pertains to the abstract, specification (including claims) or drawings, the informality must be
corrected with an amendment in compliance with 37 CFR 1.121 (or, if the application is a reissue
application, 37 CFR 1.173). Such an amendment may be filed after payment of the issue fee if
limited to correction of informalities noted herein. See Waiver of 37 CFR 1.312 for Documents
Required by the Office of Patent Publication, 1280 Off. Gaz. Patent Office 918 (March 23, 2004).
In addition, if the informality is not corrected until after payment of the issue fee, for purposes of
35 U.S.C. 154(b)(1)(iv), “all outstanding requirements” will be considered to have been satisfied
when the informality has been corrected. A failure to respond within the above-identified time
period will result in the application being ABANDONED. This period for reply is NOT
extendable under 37 CFR 1.136(a).

See attachment(s).

A copy of this notice MUST be returned with the reply. Please address response to
“Mail Stop Issue Fee, Commissioner for Patents,
P.O. Box 1450, Alexandria, VA 22313-1450".

/Shirley Winslow/
Publication Branch

Office of Data Management
(571) 272-4200
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Application No. 12836059
NON-COMPLIANT ILLUSTRATIONS IN SPECIFICATION OR CLAIMS

The illustration(s) on Page(s) p. 30 of 33 (FIG. 49) or in Claim(s) do not come within the exceptions
of 37 CFR 1.58(a). Please delete the illustration(s) from the specification or claims, provide the
illustration(s) as part of the formal drawing(s) in accordance with 37 CFR 1.84, and amend the specification
to provide a brief description of the drawings in accordance with 37 CFR 1.74.
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Application No. 12836059
SPECIFICATION NOT IN COMPLIANCE WITH 37 CFR 1.52(b)(5)

The pages of the specification have not been numbered. Per 37 CFR 1.52(b)(5), “the pages
of the specification including claims and abstract must be numbered consecutively,
beginning with 1, the numbers being centrally located above or preferably below, the text.”
In response to this notice, the applicant must submit a substitute specification in which the
pages are so numbered.

NOTE: Although 37 CFR 1.52(b)(5) refers to page numbering for “the specification
including claims and abstract,” any abstract or claims submitted in response to this notice
will not be entered. Only the substitute specification, and any amendment thereto entered
during prosecution, will be entered.
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IN THE UNITED STATES PATENT AND TRADEMARIK OFFICE

Application MNo.: 12/836,059

Applicant: Drerry Shribman

Filed: July 14, 2010 Exarniner; Minh Chan Nguyen
TC/ Art Units 2442 Confirmation No.o 1421
Docket Mo.: 194596102

Title:

RESPOMSE AND AMERDMENT

Commissioner for Patents
B.G. Box 1450
Alexandria, VA 22313-1450

Examiner Nguyen:

This amendment is being fled in response to the Notice To File Corrected Papers mailed
Fuly 2, 2013, In response thereto, please enter the following amendments and consider the
following rearks. This substitute specification contains no new matier.

Amendments to the Specification are reflecied in the substitute specification attached to
ihis paper.

Remavks/Avguments begin on page 2 of this paper.

AUTHORIZATION TO DEBIT ACCOUNY

It is not believed that extensions of time or fees for net addition of claims are required,
beyond those that may otherwise be provided for in docoments sccompanying this response,
However, in the event that additional extensions of time are necessary to allow consideration of
this response, such extensions are hereby petitioned under 37 CFR. § 1.136{s) and any fee

required therefore are hereby authorized 1o be charged to deposit account No. 5301304,
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Serial No. 12/836,059
Attorney Docket No. 19458-0102

REMARKS

This is a full and timely response to the cutstanding Notice {o File Corrected Application
Papers mailed July 2, 2013,

Applicants are grateful for allowance of the application.

Non-{ompliant IHustrations in Shecifications er Clalng

The Motice stated the illustration of page 30 of 33 did not coroe within the exceptions of
37 CFR 1.58(a). As aresult, Applicants bave deleted the illustration from the specification, since
this figure is included in FIG. 3 of the pending patent application,

Specification Mot In Compliance with 37 CFR 1.32(h¥%)

The Motice stated the specification omitied consecutively numbered page numbers,
Applicanis have inserted page mumbers into the epecification,

COMCLUSION

In light of the foregeing and for at least the reasons set forth above, the Applicants
respectfully believe the issues identified in the Motice have been resolved. If in the opinion of
the Examiner, g telephonic conference would expedite the examinagtion of this watier, the

Examiner is inviled to call the undersigned attorney at (603} 627-8134,

ok 8 RN

Attorney for Applicants
Reg. Mo, 48173

b3
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SYSTEM AND METHOD FOR PROVIDING FPASTER AND MORE EFFICIENT DATA
COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims priority to copending U5, provisional patend application
entitied “FASTER AND MORE EFFICIENT DATA COMMUNICATION SYSTEM,” having
serial number 61/249,624, filed October &, 2009, which is hereby incorporaled herein by

reference in s entirety,
FIELD OF THE INVENTION

The present invention is related to Interpet communication, and wore particularly, to

improving data communication speed and bandwidth efficiency on the Internet.

BACKGROUND OF THE INVENTION

There are several trends in network and Internct usage, which tremendously tucrease the
bandwidth that is being used on the Internet. One such trend is that more and more viden is
being viewed on demand on the Infernet. Such viewing includes the viewing of both large and
short video clips. In addition, regular shows and full-featured filims may be viewed on the
Infernet. Another trend that is Increasing the traffic on the Internet is that Web sites (such as
shopping portals, news porials, and social networks) are becoming global, meaning that the Web
sites are serving people in many diverse places on the globe, and thas the data is traversing over

longer stretches of the Internet, increasing the congestion.

The increase in bandwidth consumption has created several major problems, & fow of

5

which are desoribed below:

L
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The problern for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed” experienced by users is slow;

The problem for content owners — the tremendous amount of data being viewed by users is

costing large amounts of money in hosting and bandwidth costs; and

The problem for Internet Servics Providery (J8PK) — the growth in Internet traffic is requiring the

iSPs 1o increase the infrastructure costs {(communication Hnes, routers, ete.) af tremendous

financial expense.

The need for a new method of data transfer that is fast for the consumer, cheap for the
content disiributor and does not require infrastructure investment for I8Ps, has become a major

issue which is vet unsolved.

There have been many attempis at making the Internet fuster for the consumer and
cheaper for the broadeaster. Fach such attempt s lacking in some aspect 1o become a
widespread, practical solution, or is a partial solution in that it solves only a subset of the major
preblems associated with the increase in Infernet traffic. Mosi of the previous solutions require
billions of dollars in capital investment for a comprebensive solution. Many of these atterupts
are facking in that much of the content on the Internet has become dysamically created per the
user and the session of the user (this is what used to be called the “Web2.0” trend). This may be
seen on the Amazon Web sile and the Salesforce Web site, for example, where most of the page
views on these Web sifes is tailored to the viewer, and is thus different for any two viewers., This
dynamic information makes it impossible for most of the sclutions offered to date to store the

content and provide 1 to others seeking similar content.

One solution that has been in use {e called a “proxy”. FIG. 1 is a schematic diagram
providing an example of use of g proxy within a network 2. A proxy, or proxy server 4, 6, R8s a

device that is placed between one or more clients, Hustrated in FIG, 1 as cHent devices 14, 12,

[
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14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Web servers 39, 32, 34
from which they are requesting the data. The proxy server 4, 6, 8 requests the data from the Web
servers 30, 32, 34 on their behalf, and caches the responses from the Web servers 30, 32, 34, 1o
provide to other client devices that make simitar requests. If the proxy server 4, &, 8 is
geographically close enough to the client devices 10, 12, 14, 16, 18, 20, and if the storage and
bandwidih of the proxy server 4, 6, § are large enough, the proxy server 4, 6, § will speed up the

reguesis for the client devices 10, 12, 14, 16, 18, 20 that it is serving.

It should be noted, however, that to provide a comprehensive solution for Internet surfing,
the proxy servers of FIG. 1 would need to be deploved at every point around the workd where the
Internet is being copsumed, and the storage sire of the proxy servers at sach location would need
to be near the size of all the data stored anywhere on the Internet. The abovementioned would
lead to massive costs that are Impractical. In addition, these proxy solutions cannot deal well

with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deploved such
proxies locally around the world, and that are serving a select small group of sites on the Internet.
If all sites on the Web were to be solved with such a solution, the capital investment would be in
the vange of billions of dollars. In addition, this type of solution does not handle dynamic

conient,

To create large distribution systems without the Jarge hardware costs involved with a
proxy sehution, “peer-to-peer file sharing” solutions have been introduced, such as, for exanpie,
BitTorrent. F1G. 2 is g schematic dlagram providing an example of a peer-to-peer file transfer
network 50, In the network 50, files are stored on computers of consumers, referred 1o herein as
client devices 60. Each consumer can serve up data to other consumers, via the Internet 62, thus
taking the load of serving off of the distributors and saving them the associated costs, and

providing the consumer muliiple poinis from which to download the data, referred to herein as

ftae
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peers 70, 72, 74, 76, 78, thus increasing the speed of the download., However, each such peer-to-
peer solution must have some sort of index by which to find the reguired data. In typical peer-io-
peer file sharing systens, because the index is on a server 80, or distributed among several
servers, the number of files available in the system is not very large (otherwise, the server costs

would be very large, or the leokup time would be very long).

The peer-to-peer file sharing sohution is acceptable in file sharing systems, because there
are not that many media files that are of interest to the mass (probably in the order of magniiude
of millions of movies and songs that are of interest). Storing and maintaining an index of
millions of entries ie practical technically and economically. However, if this system were 10 be
used o serve the bundreds of billions of files that are available on the Internet of today, the cost
of storing and maintaining such an index would be again in the billions of dolars. In addition,

these types of peer-to-peer file sharing systerns are not able to deal with dynamic HTTP data.

fu conclusion, there does not exist & systern that enables fast transmission of most of the
data on the Internet, that does not incur fremendous costs, and/or that provides only & very partial
solution to the problem of Internet traffic congestion, Thus, a heretofore unaddressed need exists

i the industry to address the aforementioned deficiencies and inadequacies.

SUMMARY OF THE INVENTION

The present system and method provides for faster and more efficient data
communication within a communication network, Briefly described, in architecture, one
embodiment of the system, ameong others, can be implemented as follows, A network is
provided for accelerating data communication, whercin the network contains: at least one client
eommunication device for originating a data request for obtaining the data from a data server; at

leasi one agent communication device which is assigned to the data server for receiving the data

i
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request from the client commumication device, wherein the agent keeps track of which client
communication devices have received responses to data reguests from the assigoed data server; at
least one peer communication device for storing portions of data received in response 1o the data
request by the at least one client communication device, wherein the portions of data may be
transmitted o the at least one client communication device upon request by the client
communication device; and af least one acceleration server for deciding which agent
comrnunication device 18 1o be assigned to which data server and providing this information {o

the af least one client communication device,

The present system and method aleo provides a communication device within a network,
wherein the communication device confaing: a memory; and a proceasor configured by the
memory to perform the steps of: originating 2 data request for obtaining data from a data server;
being assigned 1o a data server, referred to as an assigned data server; receiving a data request
from a separate device within the network, and Keeping track of which client conununication
devices within the network have received responses to data requests from the assigned data
server; and storing portions of data received in response to the originated data request, wherein
the portions of data may be transmitted to communication device upon request by the

communication device,

Other sysiems, methods, features, and advantages of the present invention will be or
become apparent to one with skill in the art upon examination of the following drawings and
detailed description. It is intended that all such additional systems, methods, features, and
advantages be included within this description, be within the scope of the present invention, and

be protected by the accompanying clatms,

1]
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BRIEF DESCRIPTION OF THE DRAWINGS

Many aspecis of the invention can be better understood with reference to the following
drawings. The components in the drawings are not necessarily to scale, emphasis instead being
placed upon clearly iflustrating the principles of the present invention. Moreover, in the
drawings, like reference numerals designate corresponding parts throughout the several views.

FIG. 1 s a schematic diagram providing a prior art example of use of g proxy within a
network,

F1G. 2 18 a schematic diagram providing a prior art example of a peer-to-peer file transfer
network.

FEG. 3 is a schematic dlagram providing an example of 4 communication network in

accordance with the present invention.

FIG. 4 1s a schematic disgram further illustrating & communication device of the

communication network of FIG. 3.
FiG. 5 is a schematic dlagram further Ghistrating the memory of FIG. 4.

FIG. € i3 g schematic diagrarm further illustrating elements of the acceleration application

of F1G. 5, a5 well as communication paths of the acceleration application.

FIG. 7 is a chart further Mustrating two of the main databases uwiilized within the

comymunication network,
FIG. § i3 a flowchart illustrating operation of the acceleration system initializer module.

FIG. 9 i3 a flowchart further tlhustrating communication between different elements of the

commmuncation network,

by
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FIG. 10 is a flowchart continuing the Howchart of FIG. 9 and focused on agent response

to the HT'TP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which iHlustrates actions taken

upon receipt of the Hst of peers, or single peer listing, from the agent.

FIG, 12 is a Howchart illustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP request is still valid.
FIG. 13 is a flowchart outlining operation of the acceleration server.

FIG. 14 is a flowehart further iustrating TCPIP acceleration in accordance with an

alternative embodiment of the ivention.

FIG. 15 is a flowehart further illustrating TCPIP acceleration in accordance with an
alternative embodiment of the invention, detailing the coromunication between the client and the

TCPIP server (read and write commands) afier the connect phase has completed succesafully.

DETAILED BESCRIPTION

The present system and method provides for faster and more etficient data
communication within a communication network, An example of such a communication
network 100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG, 3
contains multiple commumication devices. Due fo functionality provided by software stored
within each communication device, which may be the same in each communication device, cach
communication device may serve as a client, peer, or agent, depending upon requirements of the
network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regard to the description of FIG. 4.

Re]
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Returning to FIG. 3, the exemplary embodiment of the network 100 tHlustrates that one of
the communication devices is fumctioning as a client 102, The client 102 is capable of
comunurication with one or more peers 112, 114, 116 and one or more agents 122, For
exemplary purposes, the network contains three peers and one agent, although it is noted that &

client can conununicate with any number of agents and peers.

The communication network 100 also containg a Web server 152, The Web server 152 is
the server from which the client 102 is requesting information and may be, for exaraple, a typical
HTTP server, such as those being used to deliver content on any of the many such servers on the
Internet. It should be noted that the server 152 s not Himdted to being an HTTP server . In fact, if
a ditferent communication protocol is used within the comwnunication network, the server may be
a server capable of handling a different protocol. 1t should also be noted that while the present
description refers 1o the use of HT'TP, the present invention may relate to any other

communication protocol and HTTP i3 not intended to be a limitation to the present invention.

The communication network 100 {urther contains an acceleration server 162 having an
acceleration server storage device 164, As is described in more detail herein, the acceleration
server storage device 164 has coniained therein an acceleration server database. The acceleration
server database stores Internet protocol (IP) addresses of communication devices within the
communication network 100 having acceleration software stoved therein, Specifically, the
acceleration seyver database comtains stored therein a list of communication devices having
acceleration software stored therein that are currently online within the communication network

100, For each such agent, the acceleration server assigns a Hist of 1P addresses,

in the comumunication network 100 of FIG. 3, the application in the client 102 is
requesting information from the Web server 152, which is why the software within the
communication device designated this communication device to work as a client. In addition,

since the agent 122 receives the request from the client 102 as the communication device closest

jlosd
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to the Web server 152, functionality of the agent 122, as provided by the sofiware of the agent
122, designates this communication device to work as an ageni. It should be noted, that in
accordance with an alternative embodiment of the inveniion, the agent need not be the
communication device thai is closest to the Web server. Instead, & different communication

device may be selected to be the agent,

Since the peers 112, 114, 116 contain at least portions of the information sought by the
chient 102 from the Web server 152, functionality of the peers 112, 114, 116, a5 provided by the
software of the peers 112, 114, 116, designates these conunupication devices to work as peers, It
should be noted that the process of designating clients, agents, and peers is described in detail
herein. It should also be noted that the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 may differ from the
number illustrated by FIG. 3, In fact, the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 are not intended to be

limited by the current description,

Prior to describing functionality performed within a compunication network 100, the
following further describes a comrpunication device 200, in accordance with a first exerplary
embodiment of the invention. FIG. 4 is a schematic diagram further Busirating a communication
device 200 of the communication network 100, which coniains general components of a
compuier. As previously mentioned, it should be noted that the communication device 200 of

FIG. 4 may serve as a client, agent, or peer.

Cenerally, in terms of hardware architecture, as shown in FIG. 4, the communication
device 200 includes a proceasor 202, wemory 2180, at least one storage device 208, and one or
more input and/or outpot (140} devices 240 {or peripherals) that are communicatively coupled via
a local interface 250, The local interface 250 can be, for example but not Hmited to, one or more

buses or other wired or wireless connections, as is known in the art. The local interface 250 may
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have additional elements, which are omitted for simplicity, such as controllers, buffers (caches),
drivers, repeaters, and receivers, (o enable communications. Further, the local intcri‘écc 250 may
include address, control, and/or data connections to enable appropriate communications among
the aforementioned components,

The processor 202 is a hardware device for executing software, particularly that stored in
the mernory 210, The processor 52 can be any cusiom made or commercially available
processor, a ceniral processing unit (CPU), an auxiliary processor among several processors
associated with the commurication device 200, a semiconductor based microprocessor (in the
form of a microchip or chip set), a macroprocessor, or generally any device for executing

sofiware tnstructions.

The memory 210, which is further illustrated and described by the description of FIG. 5,
can include any one or combination of volatile memory clements (e 2., random access memory
{RAM, such as DRAM, SRAM, SDRAM, efe.)) and nonvolatile memory elements (e g, ROM,
hard drive, tape, COROM, eic). Moreover, the memory 210 may incorporate electronic,
magnetic, optical, and/or other types of storage media. Note that the mewmory 210 can bave a
distributed architecture, where various components are sttuated remote from one another, but can

be accessed by the processor 202,

The software 212 located within the memory 218 may include one or more separate
programs, each of which contains an ordered listing of executable instructions for implementing
iogical functions of the communication device 200, as described below. In the example of FIG.
4, the software 212 in the memory 210 af least contains an aceeleration application 220 and an
Internct browser 214, In addition, the memory 210 may contain an operating system ({3/8) 230,
The operating system 230 essentially controls the execution of computer programs and provides
scheduling, input-output contrel, file and data management, memory management, and

communication contrel and related services. It should be noted that, in addition to the
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acceleration application 220, Internet browser 214, and operating system 230, the memory 210

may contain other soffware applications.

While the present descripiion refers to a request from the client originating from an
Internet browser, the present invention is not limited to requests originagting from Indernet
browsers. Instead, a request may originate from an email program or any other program that
would be used to request data that is stored on a Web server, or other server holding data that is

requested by the client device.

Fonctionality of the communication device 200 may be provided by a source program,
executable program {object code), script, or any other entity containing a set of instructions to be
performed. When a source program, then the program needs to be ranslated via a compiler,
assembler, interpreter, or the like, which may or may not be included within the memory 218, so
as to operate properly in conmection with the operating system 230, Furthermore, functionality of
the cormmunication device 200 can be written as (a) an object oriented programming language,
which has classes of data and methods, or (b) a procedure programuming language, which has

routines, subroutines, and/or functions.

The V0 devices 240 may include input devices, for example but not mited to, a
keyboard, mouse, scanner, microphone, efc. Furthermore, the VO devices 240 may also inclade
cutput devices, for example but not limited to, a printer, display, efe. Finally, the VO devices 240
may further include devices that commumicate via both inputs and outputs, for instance but not
Hmited {0, 8 modulator/demodulator (modermy; for accessing another device, system, or network},

a radio frequency (RF) or other transceiver, g telephonic interface, a bridge, a router, erc.

When the communication device 200 is in operation, the processor 202 s configured to
execute the software 2172 stored within the memory 210, to communicate datg to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to
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the software 212, The software 212 and the O/S 230, in whole or in part, but typically the latter,

are vead by the processor 202, perhaps buffered withio the processor 202, and then executed.

When functionality of the communication device 200 is implemented in software, as is
shown in FIG. 4, it should be noted that the functionality can be stored on any computer readable
medium for use by or in connection with any computer related systemn or method. In the context
of this document, a computer readable medium is an electronic, magnetic, optical, or other
phiysical device or means that can contain or store a computer prograrg for use by ot in
connection with a computer related system or method, The functionality of the commurdcation
device 200 can be embedied in any computer-readable medinm for use by or in connection with
an instruction execution system, apparatus, or device, such as a computer-based system,
processor-containing system, or other system that can fetch the instructions from the instruction
execution system, apparatus, or device and excoute the instructions. In the context of this
document, a "computer-readable medium” can be any means that can slore, conununicate,
propagate, or fransport the program for use by or in connection with the instruction execution

system, apparatus, or device,

The computer readable medinm can be, for example but not limited to, an electronic,
magnetic, opiical, electromagnetic, infrarved, or semiconducior system, apparatus, device, or
propagation medivm, More specific examples {8 nonexhaustive list} of the computer-readable
medivm would include the following: an electrical connection (electronic) having one or more
wires, a portable computer diskette (magnetic), a random access memory {RAM) {elecironic), a
read-only memory (ROM) {electronic), an erasable programmable read-only memory (EPROM,
EEPROM, or Flash memory) (electronic), an optical fiber {optical}, and a portable compact disc
read-only memory {CDROM) {opticall. Note that the computer-readable medium could even be
paper or ancther suftable medivm upon which the program is printed, as the program can be

electronically captured, via for instance optical scanning of the paper or other medium, then
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compiled, interpreted or otherwise processed in g suitable manner i necessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the convnunication device 200 is
implemented in bardware, the functionality can be implemented with any or a combination of the
following technologies, which are each well known in the art: a discrete logic cireuii(s) having
togic gates for implementing logic functions upon data signals, an application specific integrated
cireuit {ASIC) baving appropriate combinational logic gates, a programmable gate array(s)

{PGA), a field prograrnmable gate array (FPGA), efc.

The at least one storage device 208 of the cormmunication device 200 may be one of many
different categories of storage device. As 15 desoribed in more detail hereln, the storage device
208 may include a configuration database 280 and a cache database 282, Alernatively, the
configuration database 280 and cache database 282 may be located on different storage devices
that are in cornmunication with the communication device 200, The description that follows
assumes that the configuration database 280 and cache daiabase 287 are located on the same
storage device, however, it should be noted that the present invention is not intended to be

Hmited to this configuration.

The configuration database 280 stores configuration data that is conunon to all elemenis
of the communication neiwork 100 and is used to provide set up and synchronization wiormation
to ditferent modules of the acceleration application 22§ stored within the memory 210, as is
described in further deiail heretn, The cache daisbase 282 stores respenses to HTTP reguests
that the communication device 200 has dispaiched, either for its own consumption or on behalf
of other elements of the commurtcation network 100, As is explained in additional detall herein,
the responses to HTTP reguesis are stored within the cache database 282 for future use by this

communication device 200, or for other communication devices within the communication
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network 100 that need to retrieve this information and witl use this communication device as

either a peer or an agent.

In addition to the abovemeniioned, a3 Is explained in further detail herein, the cache
database 282 has stored therein a list of URLs that the communication device is aware of (i.e,,
has seen requests for). For each URL, the cache database 282 has stored therein the URL itself]
HTTP headers returned by the Web Server for this URL, when the last time was that the contents
of this URL was loaded directly from the Web Server, when the contents of the URL had last
changed on the Web Server, as well as a list of chunks that contain the contents of this URL, and
the chunks of data themselves. Chunks in the present description are defined as equally sized
pieces of data thet together form the whole content of the URL, It should be noted that while the
present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embodiment of the invention, the chunks may tnstead be of different size.

FIG. 5 is a schematic diagram further iHustrating the momory 210 of FIG. 4. As shown
by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating system
fevel 260 and an application level 270, The operating system level 260 contains the operaling
system 230, wherein the operating systern 230 further contains at least one device driver 262 and
at least one communication siack 264, The device drivers 262 are software modules that are
responsible for the basic operating commands for various hardware devices of the
commutication device 200, such as the processor 202, the storage device 208 and the IO devices
249, In addition, the communication stacks 264 provide applications of the communication
device 200 with a means of communicating within the network 100 by insplementing various
standard communication protocnls,

The application level 270 includes any application that is running on the conumunication

device 200, As a result, the application fevel 270 includes the Internet browser 214, which is

used to view information that is located on remote Web servers, the acceleration application 220,
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as deseribed in more detail below, and any other applications 216 stored on the conununication

device 200.

As is explained in additional detail below, the acceleration application 220 intercepts the
requests being made by applications of the communication deviee {client) that use the Intemnet, in
order to modify the requests and route the requests through the communication network, There
are various methods that may be used fo intercept such requests. One such method is 1o create an
intermediate driver 272, which is alss located within the memory 210, that gitaches itself to ali
communication applications, intercepts outgoing requests of the communication applications of
the communication device 200, such as the Internet browser 214, and rouies the requests fo the
acceleration application 220, Once the acceleration application 220 modifies the requests, routes
the requests to other system elements on the communication network 100, and recetves replies
from other system elements of the communication network 100, the acceleration application 220
returns the replies o the intermediate driver 272, which provides the replies back to the

requesting communication application.

FI(G. 6 is a schematic diagram further Hlustrating elements of the acceleration application
229, as well as conymunication paths of the acceleration application 220, The acceleration
application 220 contains an acceleration system initializer module 222, which is called when the
acceleration application 220 is started. The acceleration syster initializer roodule 222 is capable
of intitalizing all elements of the communication device 200 The acceleration application 220
also contains three separate modules that run in paraliel, namely, a client module 224, a peer
module 226, and an agent module 228, each of which comes into play according o the specific
role that the communication device 200 is partaking in the communication network 100 at a

given time. The role of each module is further described herein.
The client module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not imited to,
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Web pages, data, video, or andio, The client wodule 224 causes the communication device 200
having the client module 224 therein fo intercept the information request and pass the
information request on to other elements of the communication network 100, such as, servers,

agents or peers. This process is further described in detatl herein,

The peer module 226 provides functionality reguired by the communication device 20§
when answering other clients within the communication network 100 and providing the other
clients with information that they reguest, which this communication device 200, having this
peer module 226 therein, has already downloaded at a separate time. This process is further

described in detail herein,

The agent module 228 provides functionality required when other conununication devices
of the comrmunication network 100 acting as cliznts query this conumunication device 200,
having this agent module 228 therein, as ap agent, to obiain a Hst of peers within the
commutication network 100 that contain requested information. This process is further

described in detatl herein,

The acceleration application 220 interacts with both the configuration database 280 and
the cache database 282 of the storage device 208, As previously mentioned herein, the
configuration database 280 stores confignration data that may be common to all communication
devices of the communication network 100 and is used to provide setup and synchronization
information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210

The cache database 282 siores responses 1o information reguests, such as, for example,
HTTP reguests, that the communication device 200 has dispaiched, either for its own
consumption or on behalf of other elements of the communication network 100, The responses
to HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other communication devices within the communication network 100 that need
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to retrieve this same information and will use this communication device 200 as either a peer or

an agent. This process is described in detail herein,

Information stored within the cache database 282 may include any mforration associated
with a request sent by the client. As ap example, such information may inchude, Meta data and
actual requested data. For example, for an HTTP reguest for a video, the Meta data may include
the version of the Web server answering the request from the client and the data would be the
sequested video itself. In a stiuation where there is no more room for storage in the cache
database, the software of the gssociaied communication device may canse the communication
device to erase previous data stored in order to clear room for the new data to store in the cache
database. As an example, such previous data may include data that is most likely not to be used
again. Such data may be old data or data that is known o no longer be valid. The
cornmurnication device may choose to erase the least relevant data, according to any of several

methods that are well known in the art,

Fi{3, 7 is a chart further illustrating two of the main databases utilized within the
communication network 100, namely, the acceleration server database 164 and the cache
database 282. As previously mentioned, the acceleration server database 164 stores [P addresses
of communication devices located within the communication network 100, which have
aceeleration software stored therein. Specifically, the acceleration server database 164 contains
stored therein a Hst of coromunication devices having acceleration software stored therein that
are currently online within the conumunication network 100, The acceleration server assigns a
list of 1P addresses to each communication device funciioning as an agent. Each comununication
device will be the agent for any Web servers whose IP address is in the range “owned” by that
communication device. As an example, when a first ever communication device goes online,
namely, the first communication device as described herein baving the acceleration application
220 therein, the acceleration server assigns all I[P addresses in the world to this communication

device, and this conumunication device will be the ageni for any Web server. When a second
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communication device goes online it will share the 1P address list with the first communication
device, so that each of the communication devices will be reaponsible for a different part of the

world wide web servers,

The cache database 282 of the communication device 200 has stored therein a hist of
TIRLs 286 of which the communication device 200 is aware. The conununication device 200
becomes aware of & URL each time that the comumunication device 200 receives a reguest for
information located at a specific URL. As shown by FIG. 7, for each URL 288 within the list of
URLs 286, the cache database 282 stores: the URL itself 290; HTTP headers 292 returned by the
Web Server 152 for this URL; when the last time 294 was that the confents of this URL were
lcaded directly from the Web Server 152; when the contents of the URL last changed 296 oun the
Web Server 152 and z list of chunks 298 that contain the contents of this URL, and the content
of the chunk. As previously mentioned, chunks, in the present desoription, are defined as equally
sized pieces of data, that together form the entire content of the URL, namely, the entive content
whose location is described by the URL. As a non-limiting example, a chunk stze of, for
example, 16KB can be used, so that any HTTP response will be split up into chunks of 16KB. In
accordance with an alternative embodiment of the invention, if the last chunk of the response is
not large enough to fiil the designated chunk size, such as 16KB for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 300, the cache database 287 inchudes the checksum of the chunk
302, the data of the chunk 304 itself, and a Hst of peers 306 that most hikely have the data for this
churk. As is described in additional detail herein, the data for the chunk may be used by other
clients within the communication petwork 100 when other communication devices of the
communication network 100 serve as peers to the clients, from which to download the chunk

data.
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For each chunk, a checksum is calenlated and stored along side of the chunk itself. The
checksum may be calculated in any of numerous ways known to those in the art. The purpose of
having the checksum is to be able to identify dats uniquely, whereas the checksum is the “key” to
the data, where the data is the chunk. As an example, a clent may want to load the contents of a
LRL, resulting in the agent that is servicing this request sending the checksums of the chunks to
the client, along with the peers that store these chunks. I is to be poted that there could be a
different peer for every different chunk. The client then communicates with each such peer, and
pravides the checksum of the chunk that it would like the peer to transmit back to the chient. The
peer fooks up the checksum (the kev) in its cache datghase, and provides back the chunk {data)
that corresponds to this checksum {the key). As shown by FIG. 7, for each peer 308 within the
list of peers 306, the cache database 282 includes the peer [P address 319, as well as the

connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordsnce with one embodiment of the invention, the cache database 282 may be
indexed by URL and by Checksum. Having the cache database indexed in this manner is
beneficial due to the following reason. When the agent is using the cache database, the agent
receives a request from a client for the URL that the client is looking for. In such a case the
agent needs the cache database to be indexed by the URL, to assist in finding a list of
corresponding peers that have the chunks of this URL. When the peers are using this cache
database, the peers obtain a request from the client for a particular checksum, and the peers need
the database to be indexed by the checksurn so thal they can quickly find the comrect chunk. Of
course, as would be understood by one having ordinary skill in the art, the cache database may

instead be indexed in any other manner,

Having described componenis of the communication netweark 100, the following further
describes how such components interact and individually function. FI1G. 8 is a flowchart 300
illustrating operation of the acceleration system inilializer module 222 (hereafier referred to as

the initializer 222 for purposes of brevity), I should be noted that any process descriptions or
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blocks i floweharis should be understood as repwesenting modules, segments, portions of code,
or steps that include one or more instructions for implementing specific logical functions in the
process, and alternative implementations are inchuded within the scope of the present invention in
which functions roay be executed out of order from that shown or discussed, including
substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonably skilled in the art of the present invention.

The mitiglizer 222 is the first element of the communication device 200 to operate as the
communication device 200 starts up (block 302}, As the initializer 222 starts, it first
corrputicates with the acceleration server 162 to sign up with the acceleration server 162, This
is performed by providing the acceleration server 162 with the hostnarne, and alt IP addresses
and media access control (MAC) addresses of the interfaces on the communication device 200

having the initializer 222 thereon.

In accordance with an alternative embodiment of the invention, a5 shown by block 304,
the initializer 222 checks with the acceleration server 162 whether a more updated version of the
acceleration application software is available. This may be perforraed by any one of many
known methods, such as, but not limdted o, by providing the version number of the acceleration
application software to the acceleration server 162, The message received back from the
acceleration server 162 indicates whether there is a newer version of the acceleration application
software or not. If a newer version of the acceleration application software exists, the initializer
222 downloads the latest version of the acceleration application software from the acceleration
server 162, or from a different location, and installs the latest version on the communication
device 200. In addition to the abovementioned, the initializer 222 may also schedule additional
version: checks for every set period of time thereafter. As an example, the initializer 222 may

check for system updates every two days.
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As shown by block 306, the inttializer 222 then redivects outgoing network traffic from
the communication device 200 to flow through the acceleration application 162, As previously
mentioned, one way 1o redivect the outgoing network traffic is to jnsert an intermediate driver
212 that intercepts and redirects the waffic. It shenld be noted that there are many other ways o

implement this redirection, which are well known to those having ordinary skill in the art.

As shown by block 308, the initializer 222 then launches the client module 224 of the
communication device 200, and configures the clent module 224 of the communication device
200 to intercept to all onigoing network communications of the communication device 200 and
route the cuigoing network communications to the client module 224, frors the intermediate
driver 272 or other routing method implemented. This is performed so that the client module
224 is able to receive all network traffic coming from the network applications, maodify the
network traffic if necessary, and re-route the raffic. As is known by those having ordinary skill
inn the art, in order to re-ronte the traffic, the iraffic needs to be modified, as an example, to

change the destination of requests.

As shown by block 310, the inttializer 222 then launches the agent module 228 and the
pear module 226 1o run on the commumication device 200, The agent module 228 and peer
module 226 listen on pre-determined ports of the communication device 200, so that incoming
network traffic on these ports gets routed {0 the agent module 228 and peer module 226, Asis
explained in further detail herein, the abovementioned enables the communication device 200 o
function as an agent and as a peer for other communication devices within the communication
network 100, as needed.

FIG. 9 is a flowchart 350 further illustrating communication between different elements

of the commmunication network 104, in accordance with the present systern and method for

providing faster and wore efficient data communication.
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As shown by block 352, an application running on the client 200 initiates a vequest for a
resource on a network., Such a reguest may be, for exarople, “GET
hitp/fwww.aslcom/index himl HTTP/1.17. The request may come from an Internet browser
214 located on the client 200, where the Intemet browser 214 is loading a page from the Internet,

an application that wants to download information from the Internet, fetch or send email, or any

other network communication request.

Through the intermediate driver 272, or other such mechanism as may be implemented
that is re-routing the communication 1o the client module 224 of the client 200, the resource
request is fntercepted by the client module 224 that is running on the client 200 (block 334}, The
client module 224 then looks up the 1P address of the server 152 that is the target of the resource
request {e.g., the IP address of the Web server that is the host of www.aol.com in the example
above), and sends this 1P address to the acceleration server 162 (block 356} in order to obtain a
Hat of cormpmunication devices that the client 200 can use as agents (hereafter referred to as
agents). [t should be noted that the process of performing an IP lockup for a server is known by

one having ordinary skill in the art, and therefore is not described further herein.

In response 1o receiving the IP address of the server 152, the acceleration server 162
prepares a list of agents that may be suitable to handle the request from this [P address (block
358). The size of the list can differ based on implementation. For exemplary purposes, the
following provides an example where a list of five agents is prepared by the acceleration server
162. The list of agents is created by the acceleration server 162 by finding the communication
devices of the communication network 100 that are currently online, and whose 1P address is
numerically close 1o the IP of the destination Web server 152, A further description of the

abovementioned process is described here in

As shown by block 360, the client module 224 then sends the original request (e.g., “GET

htip:/Fwww ol com/index htmt HTTP/1.17) to all the agents in the list received from the
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acceleration server 162 in order to find out which of the agents in the list is best suited to be the

one agent that will assist with this request,

It should be noted that, in accordance with an alternative embodiment of the invention,
the commugication device 200 may be connected to a device that is actually requesting data. In
such an alternative embodiment, the communication device would be a modualar device
connected to a requesting device, where the requesting device, such as, for example, a personal
data assistant {PIXA) or other device, would request data, and the communication device
connected thereto, either through a physical connection, wireless connection, oy any other
connection, would receive the data request and function as described heretn, In addition, as
previously mentioned, it should be noted that the HTTP request may be replaced by any request

for respurces on the Web,

FIG. 10 is g flowchart continuing the flowchart 380 of FIG. 9 and focused on agent
response to the request. As shown by block 382, upon receiving the request from the client 200,
each agent that received the request from the client responds to the elient 200 with whether it has
information regarding the reguesi, which can belp the client to downipad the reguested
information from peers in the network. Specifically, each agent responds with whether the agent
has seen 2 previous request for this resource that has been fulfilled. In such a case, the agent may

then provide the client with the list of peers and checksurus of the chunks that each of them have.

As shown by block 384, the client then decides which of the agents in the list o use as its
agent for this particular information request. To determine which agent in the list to use as its
agent for the particular information request, the client may consider multiple factors, such as, for
exarple, factoring the speed of the reply by each agent and whether that agent does or does not
have the information required. There are multiple ways to implement this agent selection, one
practical way being to stari a timer of a small window of time, such as, for example, Sms, after

receiving the first response from the agents, and after the small window, choosing fron the list of
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agents that responded, the agent that has the information about the request, or in the case that
none of the agenis responded, to choose the first agent from the list received from the

acceleration server 162,

As shown by block 386, afier selecting an agent, the client notifies the sclected agent that
it is going to use it for this request, and notifies the other agents that they will not be used for this
request, The client then sends the selected agent a reguest for the first five chunks of data of the
original information request (block 388). By specifying to the selected agent the requested
chunks by their order in the full response, the client receives the peer list and checksums of the
requested chunks from the selected agent. As an example, for the first five chunks the client will
ask the selected agent for chunks one through five, and for the fourth batch of five chunks the
client wiil ask the agent for chunks sixieen through twenty, As previously mentioned, additional

or fewer chunks may be requested at g single fime.

As shown by block 390, after receiving the request from the client, the selecied agent
determines whether it has information regarding the requested chunks of data by looking up the
request In its cache database and determining if the selected agent has stored therein information
regarding peers of the communication network that have stored the requested data of the request,
or whether the selected agent itself has the requested data of the request stored in it memory. In
addition to determining if the selected agent contains an entry for this request in iis database, the
selected agent may also determine if this information is siill valid. Specificaily, the selected
agent determines whether the data that is stored within the memory of the selected agent or the
memory of the peers, still mirrors the information that would have been received from the server
itself for this request. A further description of the process utilized by the selected agent o

determine if the information is still valid, is described in detatl herein,

As shown by block 392, if the information (requested data of the request) exists and is

still valid, then the agent prepares a response o the client, which includes for each of the chunks:

o
i
4

s

Ex. 1071 - Page 250 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 250 of 334



{1} the checksum of the chunk; (i) a list of peers that according to the database of the selecied
agent contains these chunks; and (111} if these are the first five chunks of the information, then the
selected agent also provides the specific protocol’s headers that would have been received from

the server, bad the initial request from the client been made directly to the server,

Ag shown by block 394, the Hat of peers for sach chunk is sorted by geographieal
proximitly to the requesting client. fn accordance with the present example, only the five closest
peers are kept in the st for every chunk, and the rest of the peers are discarded from this lst. As
shown by block 396, the prepared response, namely, the list of closest peers, 1s senit back to the
cliend. I should be noted that, if this were the last set of chumks to be provided for this request,

then it would be beneficial to include information about this to the client,

If the selected agent discovers that it does not have information about this request, or if
the selected agent discovers that the information i has 19 no longer valid, the selected agent needs
i Joad the information directly from the server in order to be able to provide an answer to the
requesting client. As shown by block 400, the selected agent then sends the request directly
the server. The selected agent then stores the information ¥ receives from the server (both the
headers of the reguest, as well as chunks of the response itself) in its database, for this particular
response 1o the client, as well as for future use to other clients that may request this data (block
442). The selected agent then prepares a response (list) for the client, where the responss
includes the protocol headers (if these are the first five chunks}, and the checksums of the five
chumnks, and provides itself as the only peer for these chunks (block 404). This list is then sent

back to the chent (block 406).

FIG. 11 is g flowchart 420 continuing the flowchart of FIG, 10, which ilfustrates actions
taken upon receipt of the list of peers, or single peer Hsting, from the agent. As shown by block
422, the client receives the response from the agent (including the list of chunks and their

corresponding data, including peers and other information previously mentioned) and, for sach of

fot
v
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the five chunks, the client sends a request to each of the peers listed for the chunk o download
the chunk. The chunk request that the client sends to cach of the peers is the checksum of the

data that the client seeks to receive, which is the key (identifier) of the chunk,

As shown by block 424, the peers then respond regarding whether they still have the
data of the chunk. As an example, some of the peers may not currently be online, some may be
orline but may have discarded the relevant information, and sorne may still have the velevant
information, namely, the chunk. As shown by block 426, the client then selects the quickest peer
that responds with a positive answer regarding the requested information, the client lets that peer
know that it is chosen (o provide the clisnt with the chunk, and the client notifies the other peers

that they are not chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be
noted that if no peers answer the request of the clent, the client goes back to the agent noting that
the peers were all negative, and the agent either provides a Hst of § other agents, if they exist, or
the agent goes on {o download the information directly from the Web server as happens in the

case where no peers exist as described above.

The client then stores the chunks in its cache for future use (Block 438}, when the client
may need to provide the chunks 1o 2 requesting communication device when acting as a peer for
another client that is looking for the same information. As shown by block 432, if some of the
chunks were not loaded from any of the peers, the client requests the chunks agaim froro the agent
in a next round of requests, flagging these chunks as chunks that were not loadable from the
cHent list of peers. In this situation, the agent will load the data directly from the server and

provide i back to the client.

The client then acknowledges to the agent which of the chunks it received properly (block

434}, The agent then looks up these chunks in the database of the agent, and adds the client to
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the list of peers for these chunks, specifically, since this client is now storing these chunks, and

can provide these chunks o other olients that tum to it as a peer (block 438},

As shown by block 438, the client then passes the data on to the Web browser or other
appiicatieﬁ of the client that made the original request, for it to nee a3 it had originally intended.
The client then checks whether all of the chunks for this request were received (block 4403, by
checking the flag set by the agent. Specifically, when the agent is providing the list of the last 5
chunks, the agent includes that information as part of its reply {0 the client, which ts referred to
herein as g flag. This information is what enables the client to know that all information has

been received for a particular rescurce request.

if the last recetved chunks were not the Jast chunks for this request, the processing fow of
the client continues by returning to the functionality of block 384 of FIG. 10, but instead sending
the chosen agent a request for the next five chunks of data of the eriginal information regquest,
Alternatively, if all chunks for this request were received, the reguest is complete, and the flow

starts again at block 352 of FIG. 9.

FiGG. 12 is a flowchart SO0 iHustrating steps taken by an agent, client, or peer to determine
whether a certain HTTP request is still valid. Specifically, the following provides an example of
how the agent, client, or peer can determine whether particular data that is stored within the
memory of the agent, or the memory of a peer or client, still mirrors the information that is
currently on the Web server. As shown by block 502, the HTTP request is looked up in the
cache database of the agent, client or peer that is checking the validity of the HTTP reguest. As
an example, the HTTP protocol, defined by R¥C 2616, owtlines specific methods that Web
servers can define within the HTTP headers signifying the validity of certain data, such as, but
not fimited to, by using HTTP header information such a8 “max age” to indicate how long this
daia may be cached before becoming invalld, “no cache” 1o indicate that the data may never be

cached, and using other information,
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As shown by block 504, these standard methods of validation are tested on the HTTP
request information in guestion. As shown by block 306, a deterruination is made whether the
requested information that is stored ¢ valid or not. If the requested information is valid, a
“YALIY response is returned (block 508). Alternatively, if the requested information is not
valid, an HTTP conditional request is sent {0 the relevant Web server, fo determine if the data
stored for this request 19 still valid (block 510). [ the data stored for this request i3 still valid, a
VALY response i returned (block 508). Alternatively, if the data stored for this request is not
valid, an “INVALID” response is returned (block 5143, It should be noted, that the
abovernentioned description with regard (o FIG. 12 is an explanation of how to check if HTTP
information is stilf valid, There are shuilar methods of delermining validity for any other
protocol, which may be uiilized, and which those having ordinary skill in the art would

appreciate and understand.

FIG. 13 is a flowchart 350 outlining operation of the acceleration server, whose main
responsibility in the present svstem and method is to provide clients with information regarding
which agents serve which requests, and 1o keep the network elements all up to date with the latest
seftware updates. As shown by block 552, the acceleration server sends “keep alive” signals to
the network elements, and keeps track within its database as to which network elements are
online. As shown by block 554, the acceleration server continues 1o wait for a client reguest and

continues to determine i one 18 received.

Unee a reguest 18 reccived, the acceleration server tests the type of request recetved (block
5563, H the client request is to sign up the client within the network, an event that happens every
time that the client starts running on its host machine, then that client is added to the list of

agents stored on the acceieration server, sorted by the 1P address of the client {block 558).
1f the request is to find an agent to use for & particular request, the aceeleration server

creates a new agent list, which is emapty (block 560}, The acceleration server then searches the
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agent database for the next 5 active agenis whose P address is closest to the 1P address of the
server who is targeted in the request {block 3623, In this context, 192.166.3.103 is closer to
192.166.3.212 than to 192.167.3.104. The acceleration server then sends this agent list to the

client {(block 564).

I instead, the request is to check the version of the latest acceleration software then the
accelferation server sends that network element {client, peer or agent) the version number of the
latest existing acceleration software version, and a URL from where to download the new

version, for the case that the element needs o upgrade to the new version {block 566).

While the abovementioned example is focused on HTTP requests for data, as previously
mentioned, cther protoco! requests are equally capable of being handled by the prosent system
and method. As an example, in separate embodiments the acceleration method described may
accelerate any communication protocol at any O8I layer (SMTP, DNS, UDP, ETHERNET, etc.).
in the Dollowing alternative embodiment, it is illustrated how the acceleration method may
accelerate TCPIP. As is known by those having ordinary skill in the art, TCPIF is a relatively
fow-level protocol, as opposed to HTTP, which is a high level protocel. For purposes of
illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server

is 8 TCPIP server.
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In TOPIP there are three communication commands that are of particular interest, namely,
conpect, write, and read. Connect is a command issued by an application in the communication

device that is initiating the communication 1o instruct the TCPIP stack 1o connect to a remoie

SYSTEM SETUP

commumunication device. The connect measage includes the 1P address of the communication
device, and the port number 1o connect 0. An application uses the write command to instruct the
TCPIP stack to send a message (i.e., data) to a communication device to which it is connected.

In addition, au gpplication uses the read command to ask the TCPIP stack to provide the message
that was sent from the remote communication device to which it i connected. A communication

session typically exists of a connpect, foliowed by a read and write on both sides.

FIGG. 14 15 a flowehart 600 further llustrating TCPIP acceleration in accordance with this

alternative embodiment of the invention. As shown by blocks 601 and 602 when an application
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of the comumunication device makes a request to the communications stack to conpect with the

TCPIP server, that communication is inlercepted by the acceleration application.

To find an agent, upon recetving that connect message from the communication device
application, which includes the IP address of the TCFIP server and the port to connect to, the
aceeleration application in the clent makes a request to the acceleration server o find out who
the agent for the communication with the TCPIP server is. This step is performed in a similar
ranmer o that desceribed with regard to the main HTTP embodiment of the invention (block
604). As shown by block 606, the server then provides the client with a lst of agents, for

example, a primary agent and four others,

To establish a connection, as shown by block 608, the clieni tssues a TCPIP connect with
the primary agent or one of the other agents if the primary agent does not succeed, to create a
connection with the agent. The client then sends 1o the agent the IP address of the TCPIP server
and comnection port that were provided by the communication device application (block 810).
As shown by block 612, that agent in turp issues a TCPIP comnect to the TCPIP server to the port

it received from the cliend, 1o create a connection with the agent.

FIG. 15 is a flowehart 800 further iHustrating TCPIF aceeleration in accordance with this
alternative embodiment of the invention, detailing the communication between the client and the

TCPIP server {read and write commands) after the connect phase has completed successiully.

As shown by block 802, if the network apphication within the client wanis to send a
message to the TCPIP server, the network application within the client writes the message to the

TCPIP stack in the operating systers of the client. This WRITE command is received by the
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acceleration application of the client and handled in the manner deseribed below. 1 the TCPIP
server wants to send a message to the client, the TCPIP server wriles the message (o the TCPIP
stack of TCPIP operating system, on the connection to the agent, since this agent is where the

server received the original connection. This WRITE command is received by the aceeleration

application of the agent and handled in the manner described below.

When the acceleration application of the client receives a message from the network
appiication of the client 0 be sent to the agent, or when the acceleration application of the agent
receives a message from the connection to the TCPIP server that is to be sent to the cHent, the
acceleration application proceeds to send the message to the communication device on the other
side. For instauce, if the client has intercepted the message from the copumunication apphication,
the client sends the message to the agent, and if' it is the agent that intercepted the message from
the connection to the TCPIP server, such as the TCPIP server sending a message that is indended
for the communication with client, the agent sends the message to the client in the following

manner:

As shown by block 804, the acceleration application breaks up the content of the message
to chunks and calculates the corresponding checksums, in the same manner as in the main
enbodiment described herein. The acceleration application then looks up each checksum in its
cache database (block 806). As shown by block 808, the acceleration application checks if the
checksum exists In the cache database,. If it does, then, a5 shown by block 810, the acceleration
application prepares g list of peers that have already received the chunk of the checksurn in the
past {if any), and adds the cormumunication device of the other side to the list of communication

devices that have received this chunk (adds it to the peer list of the checksum in its database), to
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be provided to other communication devices requesting this information in the future. As shown
by block 812, the list of peers is sent to the receiving comumunication device, which, as shown by
biock 814 retrieves the chunks from the peers in the list received, in the same manner as in the

main embodiment.

If the checksum does not exist within the cache database of the sending communication
device then, as shown by block 820, the acceleration application adds the checksum and chunk to
its cache datgbase, sends the chunk to the cormmunication device on the other side, and adds the

other communication device 1o the list of peers for that checksum in iis database,

As shown by block 816, a determination is then made as to whether all chunks have been

received. If all chunks have not been received, the process continues on again from block 806,

Once all data has been received, as shown by block 818, the acceleration application
passes the data on to the reguesier. Specifically, in the client, the acceleration application passes
on the complete data t the communication application, and in the agent, the acceleration

appiication passes on the complete data to the requesting TUPIP server

it should be emphasized that the above-described embodiments of the present invention
are merely possible examples of implementations, merely set forth for a clear understanding of
the principles of the invention. Many variations and modifications may be made to the above-
described embodiments of the invention without departing substantially from the spirit and
prineiples of the invention. All such modifications and variations are intended to be included
herein within the scope of this disclosure and the present invention and protected by the

following claims.
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Application No. 12/836,059

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

CROSS-REFERENCE TO RELATED APPLICATIONS

The present application claims priority to copending U.S. provisional patent application
entitled “FASTER AND MORE EFFICIENT DATA COMMUNICATION SYSTEM,” having
serial number 61/249,624, filed October 8, 2009, which is hereby incorporated herein by

reference in its entirety.
FIELD OF THE INVENTION

The present invention is related to Internet communication, and more particularly, to

improving data communication speed and bandwidth efficiency on the Internet.

BACKGROUND OF THE INVENTION

There are several trends in network and Internet usage, which tremendously increase the
bandwidth that is being used on the Internet. One such trend is that more and more video is
being viewed on demand on the Internet. Such viewing includes the viewing of both large and
short video clips. In addition, regular shows and full-featured films may be viewed on the
Internet. Another trend that is increasing the traffic on the Internet is that Web sites (such as
shopping portals, news portals, and social networks) are becoming global, meaning that the Web
sites are serving people in many diverse places on the globe, and thus the data is traversing over

longer stretches of the Internet, increasing the congestion.

The increase in bandwidth consumption has created several major problems, a few of

which are described below:

Ex. 1071 - Page 260 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 260 of 334



Application No. 12/836,059

The problem for users — the current Internet bandwidth is not sufficient, and thus the effective

‘speed’ experienced by users is slow;

The problem for content owners — the tremendous amount of data being viewed by users is

costing large amounts of money in hosting and bandwidth costs; and

The problem for Internet Service Providers (ISPs) — the growth in Internet traffic is requiring the

ISPs to increase the infrastructure costs (communication lines, routers, etc.) at tremendous

financial expense.

The need for a new method of data transfer that is fast for the consumer, cheap for the
content distributor and does not require infrastructure investment for ISPs, has become a major

issue which is yet unsolved.

There have been many attempts at making the Internet faster for the consumer and
cheaper for the broadcaster. Each such attempt is lacking in some aspect to become a
widespread, practical solution, or is a partial solution in that it solves only a subset of the major
problems associated with the increase in Internet traffic. Most of the previous solutions require
billions of dollars in capital investment for a comprehensive solution. Many of these attempts
are lacking in that much of the content on the Internet has become dynamically created per the
user and the session of the user (this is what used to be called the “Web2.0” trend). This may be
seen on the Amazon Web site and the Salesforce Web site, for example, where most of the page
views on these Web sites is tailored to the viewer, and is thus different for any two viewers.
This dynamic information makes it impossible for most of the solutions offered to date to store

the content and provide it to others secking similar content.

One solution that has been in use is called a “proxy”. FIG. 1 is a schematic diagram
providing an example of use of a proxy within a network 2. A proxy, or proxy server 4, 6, 8 is a

device that is placed between one or more clients, illustrated in FIG. 1 as client devices 10, 12,
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14, 16, 18, 20, that request data, via the Internet 22, and a Web server or Web servers 30, 32, 34
from which they are requesting the data. The proxy server 4, 6, 8 requests the data from the Web
servers 30, 32, 34 on their behalf, and caches the responses from the Web servers 30, 32, 34, to
provide to other client devices that make similar requests. If the proxy server 4, 6, 8§ is
geographically close enough to the client devices 10, 12, 14, 16, 18, 20, and if the storage and
bandwidth of the proxy server 4, 6, 8 are large enough, the proxy server 4, 6, 8 will speed up the

requests for the client devices 10, 12, 14, 16, 18, 20 that it is serving.

It should be noted, however, that to provide a comprehensive solution for Internet
surfing, the proxy servers of FIG. 1 would need to be deployed at every point around the world
where the Internet is being consumed, and the storage size of the proxy servers at each location
would need to be near the size of all the data stored anywhere on the Internet. The
abovementioned would lead to massive costs that are impractical. In addition, these proxy

solutions cannot deal well with dynamic data that is prevalent now on the Web.

There have been commercial companies, such as Akamai, that have deployed such
proxies locally around the world, and that are serving a select small group of sites on the
Internet. If all sites on the Web were to be solved with such a solution, the capital investment
would be in the range of billions of dollars. In addition, this type of solution does not handle

dynamic content.

To create large distribution systems without the large hardware costs involved with a
proxy solution, “peer-to-peer file sharing” solutions have been introduced, such as, for example,
BitTorrent. FIG. 2 is a schematic diagram providing an example of a peer-to-peer file transfer
network 50. In the network 50, files are stored on computers of consumers, referred to herein as
client devices 60. Each consumer can serve up data to other consumers, via the Internet 62, thus
taking the load of serving off of the distributors and saving them the associated costs, and

providing the consumer multiple points from which to download the data, referred to herein as
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peers 70, 72, 74, 76, 78, thus increasing the speed of the download. However, each such peer-to-
peer solution must have some sort of index by which to find the required data. In typical peer-
to-peer file sharing systems, because the index is on a server 80, or distributed among several
servers, the number of files available in the system is not very large (otherwise, the server costs

would be very large, or the lookup time would be very long).

The peer-to-peer file sharing solution is acceptable in file sharing systems, because there
are not that many media files that are of interest to the mass (probably in the order of magnitude
of millions of movies and songs that are of interest). Storing and maintaining an index of
millions of entries is practical technically and economically. However, if this system were to be
used to serve the hundreds of billions of files that are available on the Internet of today, the cost
of storing and maintaining such an index would be again in the billions of dollars. In addition,

these types of peer-to-peer file sharing systems are not able to deal with dynamic HTTP data.

In conclusion, there does not exist a system that enables fast transmission of most of the
data on the Internet, that does not incur tremendous costs, and/or that provides only a very partial
solution to the problem of Internet traffic congestion. Thus, a heretofore unaddressed need exists

in the industry to address the aforementioned deficiencies and inadequacies.

SUMMARY OF THE INVENTION

The present system and method provides for faster and more efficient data
communication within a communication network. Briefly described, in architecture, one
embodiment of the system, among others, can be implemented as follows. A network is
provided for accelerating data communication, wherein the network contains: at least one client
communication device for originating a data request for obtaining the data from a data server; at

least one agent communication device which is assigned to the data server for receiving the data
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request from the client communication device, wherein the agent keeps track of which client
communication devices have received responses to data requests from the assigned data server;
at least one peer communication device for storing portions of data received in response to the
data request by the at least one client communication device, wherein the portions of data may
be transmitted to the at least one client communication device upon request by the client
communication device; and at least one acceleration server for deciding which agent
communication device is to be assigned to which data server and providing this information to

the at least one client communication device.

The present system and method also provides a communication device within a network,
wherein the communication device contains: a memory; and a processor configured by the
memory to perform the steps of: originating a data request for obtaining data from a data server;
being assigned to a data server, referred to as an assigned data server; receiving a data request
from a separate device within the network, and keeping track of which client communication
devices within the network have received responses to data requests from the assigned data
server; and storing portions of data received in response to the originated data request, wherein
the portions of data may be transmitted to communication device upon request by the

communication device.

Other systems, methods, features, and advantages of the present invention will be or
become apparent to one with skill in the art upon examination of the following drawings and
detailed description. It is intended that all such additional systems, methods, features, and
advantages be included within this description, be within the scope of the present invention, and

be protected by the accompanying claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

Many aspects of the invention can be better understood with reference to the following
drawings. The components in the drawings are not necessarily to scale, emphasis instead being
placed upon clearly illustrating the principles of the present invention. Moreover, in the

drawings, like reference numerals designate corresponding parts throughout the several views.

FIG. 1 is a schematic diagram providing a prior art example of use of a proxy within a

network.

FIG. 2 is a schematic diagram providing a prior art example of a peer-to-peer file transfer

network.

FIG. 3 is a schematic diagram providing an example of a communication network in

accordance with the present invention.

FIG. 4 is a schematic diagram further illustrating a communication device of the

communication network of FIG. 3.
FIG. 5 is a schematic diagram further illustrating the memory of FIG. 4.

FIG. 6 is a schematic diagram further illustrating elements of the acceleration application

of FIG. 5, as well as communication paths of the acceleration application.

FIG. 7 is a chart further illustrating two of the main databases utilized within the

communication network.
FIG. 8 is a flowchart illustrating operation of the acceleration system initializer module.

FIG. 9 is a flowchart further illustrating communication between different elements of the

communication network.
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FIG. 10 is a flowchart continuing the flowchart of FIG. 9 and focused on agent response

to the HTTP request.

FIG. 11 is a flowchart continuing the flowchart of FIG. 10, which illustrates actions taken

upon receipt of the list of peers, or single peer listing, from the agent.

FIG. 12 is a flowchart illustrating steps taken by an agent, client, or peer to determine

whether a certain HTTP request is still valid.
FIG. 13 is a flowchart outlining operation of the acceleration server.

FIG. 14 is a flowchart further illustrating TCPIP acceleration in accordance with an

alternative embodiment of the invention.

FIG. 15 is a flowchart further illustrating TCPIP acceleration in accordance with an
alternative embodiment of the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

DETAILED DESCRIPTION

The present system and method provides for faster and more efficient data
communication within a communication network. An example of such a communication
network 100 is provided by the schematic diagram of FIG. 3. The network 100 of FIG. 3
contains multiple communication devices. Due to functionality provided by software stored
within each communication device, which may be the same in each communication device, each
communication device may serve as a client, peer, or agent, depending upon requirements of the
network 100, as is described in detail herein. It should be noted that a detailed description of a

communication device is provided with regard to the description of FIG. 4.
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Returning to FIG. 3, the exemplary embodiment of the network 100 illustrates that one of
the communication devices is functioning as a client 102. The client 102 is capable of
communication with one or more peers 112, 114, 116 and one or more agents 122. For
exemplary purposes, the network contains three peers and one agent, although it is noted that a

client can communicate with any number of agents and peers.

The communication network 100 also contains a Web server 152. The Web server 152 is
the server from which the client 102 is requesting information and may be, for example, a typical
HTTP server, such as those being used to deliver content on any of the many such servers on the
Internet. It should be noted that the server 152 is not limited to being an HTTP server . In fact,
if a different communication protocol is used within the communication network, the server may
be a server capable of handling a different protocol. It should also be noted that while the
present description refers to the use of HTTP, the present invention may relate to any other

communication protocol and HTTP is not intended to be a limitation to the present invention.

The communication network 100 further contains an acceleration server 162 having an
acceleration server storage device 164. As is described in more detail herein, the acceleration
server storage device 164 has contained therein an acceleration server database. The
acceleration server database stores Internet protocol (IP) addresses of communication devices
within the communication network 100 having acceleration software stored therein.
Specifically, the acceleration server database contains stored therein a list of communication
devices having acceleration software stored therein that are currently online within the
communication network 100. For each such agent, the acceleration server assigns a list of IP

addresses.

In the communication network 100 of FIG. 3, the application in the client 102 is
requesting information from the Web server 152, which is why the software within the

communication device designated this communication device to work as a client. In addition,
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since the agent 122 receives the request from the client 102 as the communication device closest
to the Web server 152, functionality of the agent 122, as provided by the software of the agent
122, designates this communication device to work as an agent. It should be noted, that in
accordance with an alternative embodiment of the invention, the agent need not be the
communication device that is closest to the Web server. Instead, a different communication

device may be selected to be the agent.

Since the peers 112, 114, 116 contain at least portions of the information sought by the
client 102 from the Web server 152, functionality of the peers 112, 114, 116, as provided by the
software of the peers 112, 114, 116, designates these communication devices to work as peers. It
should be noted that the process of designating clients, agents, and peers is described in detail
herein. It should also be noted that the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 may differ from the
number illustrated by FIG. 3. In fact, the number of clients, agents, peers, acceleration servers,
Web servers, and other components of the communication network 100 are not intended to be

limited by the current description.

Prior to describing functionality performed within a communication network 100, the
following further describes a communication device 200, in accordance with a first exemplary
embodiment of the invention. FIG. 4 is a schematic diagram further illustrating a
communication device 200 of the communication network 100, which contains general
components of a computer. As previously mentioned, it should be noted that the communication

device 200 of FIG. 4 may serve as a client, agent, or peer.

Generally, in terms of hardware architecture, as shown in FIG. 4, the communication
device 200 includes a processor 202, memory 210, at least one storage device 208, and one or
more input and/or output (I/O) devices 240 (or peripherals) that are communicatively coupled

via a local interface 250. The local interface 250 can be, for example but not limited to, one or
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more buses or other wired or wireless connections, as is known in the art. The local interface
250 may have additional elements, which are omitted for simplicity, such as controllers, buffers
(caches), drivers, repeaters, and receivers, to enable communications. Further, the local interface
250 may include address, control, and/or data connections to enable appropriate communications
among the aforementioned components.

The processor 202 is a hardware device for executing software, particularly that stored in
the memory 210. The processor 52 can be any custom made or commercially available
processor, a central processing unit (CPU), an auxiliary processor among several processors
associated with the communication device 200, a semiconductor based microprocessor (in the
form of a microchip or chip set), a macroprocessor, or generally any device for executing

software instructions.

The memory 210, which is further illustrated and described by the description of FIG. 5,
can include any one or combination of volatile memory elements (e.g., random access memory
(RAM, such as DRAM, SRAM, SDRAM, efc.)) and nonvolatile memory elements (e.g., ROM,
hard drive, tape, CDROM, efc.). Moreover, the memory 210 may incorporate electronic,
magnetic, optical, and/or other types of storage media. Note that the memory 210 can have a
distributed architecture, where various components are situated remote from one another, but can

be accessed by the processor 202.

The software 212 located within the memory 210 may include one or more separate
programs, each of which contains an ordered listing of executable instructions for implementing
logical functions of the communication device 200, as described below. In the example of FIG.
4, the software 212 in the memory 210 at least contains an acceleration application 220 and an
Internet browser 214. In addition, the memory 210 may contain an operating system (0O/S) 230.
The operating system 230 essentially controls the execution of computer programs and provides
scheduling, input-output control, file and data management, memory management, and

communication control and related services. It should be noted that, in addition to the

10
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acceleration application 220, Internet browser 214, and operating system 230, the memory 210

may contain other software applications.

While the present description refers to a request from the client originating from an
Internet browser, the present invention is not limited to requests originating from Internet
browsers. Instead, a request may originate from an email program or any other program that
would be used to request data that is stored on a Web server, or other server holding data that is

requested by the client device.

Functionality of the communication device 200 may be provided by a source program,
executable program (object code), script, or any other entity containing a set of instructions to be
performed. When a source program, then the program needs to be translated via a compiler,
assembler, interpreter, or the like, which may or may not be included within the memory 210, so
as to operate properly in connection with the operating system 230. Furthermore, functionality
of the communication device 200 can be written as (a) an object oriented programming language,
which has classes of data and methods, or (b) a procedure programming language, which has

routines, subroutines, and/or functions.

The I/O devices 240 may include input devices, for example but not limited to, a
keyboard, mouse, scanner, microphone, etc. Furthermore, the I/O devices 240 may also include
output devices, for example but not limited to, a printer, display, etc. Finally, the I/O devices
240 may further include devices that communicate via both inputs and outputs, for instance but
not limited to, a modulator/demodulator (modem; for accessing another device, system, or
network), a radio frequency (RF) or other transceiver, a telephonic interface, a bridge, a router,

etc.

When the communication device 200 is in operation, the processor 202 is configured to
execute the software 212 stored within the memory 210, to communicate data to and from the

memory 210, and to generally control operations of the communication device 200 pursuant to

11
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the software 212. The software 212 and the O/S 230, in whole or in part, but typically the latter,

are read by the processor 202, perhaps buffered within the processor 202, and then executed.

When functionality of the communication device 200 is implemented in software, as is
shown in FIG. 4, it should be noted that the functionality can be stored on any computer readable
medium for use by or in connection with any computer related system or method. In the context
of this document, a computer readable medium is an clectronic, magnetic, optical, or other
physical device or means that can contain or store a computer program for use by or in
connection with a computer related system or method. The functionality of the communication
device 200 can be embodied in any computer-readable medium for use by or in connection with
an instruction execution system, apparatus, or device, such as a computer-based system,
processor-containing system, or other system that can fetch the instructions from the instruction
execution system, apparatus, or device and execute the instructions. In the context of this
document, a "computer-readable medium" can be any means that can store, communicate,
propagate, or transport the program for use by or in connection with the instruction execution

system, apparatus, or device.

The computer readable medium can be, for example but not limited to, an electronic,
magnetic, optical, electromagnetic, infrared, or semiconductor system, apparatus, device, or
propagation medium. More specific examples (a nonexhaustive list) of the computer-readable
medium would include the following: an electrical connection (electronic) having one or more
wires, a portable computer diskette (magnetic), a random access memory (RAM) (electronic), a
read-only memory (ROM) (electronic), an erasable programmable read-only memory (EPROM,
EEPROM, or Flash memory) (electronic), an optical fiber (optical), and a portable compact disc
read-only memory (CDROM) (optical). Note that the computer-readable medium could even be
paper or another suitable medium upon which the program is printed, as the program can be

electronically captured, via for instance optical scanning of the paper or other medium, then
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compiled, interpreted or otherwise processed in a suitable manner if necessary, and then stored in

a computer memory.

In an alternative embodiment, where the functionality of the communication device 200
is implemented in hardware, the functionality can be implemented with any or a combination of
the following technologies, which are each well known in the art: a discrete logic circuit(s)
having logic gates for implementing logic functions upon data signals, an application specific
integrated circuit (ASIC) having appropriate combinational logic gates, a programmable gate

array(s) (PGA), a field programmable gate array (FPGA), etc.

The at least one storage device 208 of the communication device 200 may be one of
many different categories of storage device. As is described in more detail herein, the storage
device 208 may include a configuration database 280 and a cache database 282. Alternatively,
the configuration database 280 and cache database 282 may be located on different storage
devices that are in communication with the communication device 200. The description that
follows assumes that the configuration database 280 and cache database 282 are located on the
same storage device, however, it should be noted that the present invention is not intended to be

limited to this configuration.

The configuration database 280 stores configuration data that is common to all elements
of the communication network 100 and is used to provide set up and synchronization
information to different modules of the acceleration application 220 stored within the memory
210, as is described in further detail herein. The cache database 282 stores responses to HTTP
requests that the communication device 200 has dispatched, either for its own consumption or on
behalf of other elements of the communication network 100. As is explained in additional detail
herein, the responses to HTTP requests are stored within the cache database 282 for future use

by this communication device 200, or for other communication devices within the
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communication network 100 that need to retrieve this information and will use this

communication device as either a peer or an agent.

In addition to the abovementioned, as is explained in further detail herein, the cache
database 282 has stored therein a list of URLSs that the communication device is aware of (i.e.,
has seen requests for). For each URL, the cache database 282 has stored therein the URL itself,
HTTP headers returned by the Web Server for this URL, when the last time was that the contents
of this URL was loaded directly from the Web Server, when the contents of the URL had last
changed on the Web Server, as well as a list of chunks that contain the contents of this URL, and
the chunks of data themselves. Chunks in the present description are defined as equally sized
pieces of data that together form the whole content of the URL. It should be noted that while the
present description provides for chunks being equally sized pieces of data, in accordance with an

alternative embodiment of the invention, the chunks may instead be of different size.

FIG. 5 is a schematic diagram further illustrating the memory 210 of FIG. 4. As shown
by FIG. 5, the memory 210 may be separated into two basic levels, namely, an operating system
level 260 and an application level 270. The operating system level 260 contains the operating
system 230, wherein the operating system 230 further contains at least one device driver 262 and
at least one communication stack 264. The device drivers 262 are software modules that are
responsible for the basic operating commands for various hardware devices of the
communication device 200, such as the processor 202, the storage device 208 and the I/O
devices 240. In addition, the communication stacks 264 provide applications of the
communication device 200 with a means of communicating within the network 100 by

implementing various standard communication protocols.

The application level 270 includes any application that is running on the communication
device 200. As a result, the application level 270 includes the Internet browser 214, which is

used to view information that is located on remote Web servers, the acceleration application 220,
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as described in more detail below, and any other applications 216 stored on the communication

device 200.

As is explained in additional detail below, the acceleration application 220 intercepts the
requests being made by applications of the communication device (client) that use the Internet,
in order to modify the requests and route the requests through the communication network.
There are various methods that may be used to intercept such requests. One such method is to
create an intermediate driver 272, which is also located within the memory 210, that attaches
itself to all communication applications, intercepts outgoing requests of the communication
applications of the communication device 200, such as the Internet browser 214, and routes the
requests to the acceleration application 220. Once the acceleration application 220 modifies the
requests, routes the requests to other system elements on the communication network 100, and
receives replies from other system elements of the communication network 100, the acceleration
application 220 returns the replies to the intermediate driver 272, which provides the replies back

to the requesting communication application.

FIG. 6 is a schematic diagram further illustrating elements of the acceleration application
220, as well as communication paths of the acceleration application 220. The acceleration
application 220 contains an acceleration system initializer module 222, which is called when the
acceleration application 220 is started. The acceleration system initializer module 222 is capable
of initializing all elements of the communication device 200 The acceleration application 220
also contains three separate modules that run in parallel, namely, a client module 224, a peer
module 226, and an agent module 228, each of which comes into play according to the specific
role that the communication device 200 is partaking in the communication network 100 at a

given time. The role of each module is further described herein.

The client module 224 provides functionality required when the communication device

200 is requesting information from the Web server 152, such as, for example, but not limited to,
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Web pages, data, video, or audio. The client module 224 causes the communication device 200
having the client module 224 therein to intercept the information request and pass the
information request on to other elements of the communication network 100, such as, servers,

agents or peers. This process is further described in detail herein.

The peer module 226 provides functionality required by the communication device 200
when answering other clients within the communication network 100 and providing the other
clients with information that they request, which this communication device 200, having this
peer module 226 therein, has already downloaded at a separate time. This process is further

described in detail herein.

The agent module 228 provides functionality required when other communication
devices of the communication network 100 acting as clients query this communication device
200, having this agent module 228 therein, as an agent, to obtain a list of peers within the
communication network 100 that contain requested information. This process is further

described in detail herein.

The acceleration application 220 interacts with both the configuration database 280 and
the cache database 282 of the storage device 208. As previously mentioned herein, the
configuration database 280 stores configuration data that may be common to all communication
devices of the communication network 100 and is used to provide setup and synchronization
information to different modules 222, 224, 226, 228 of the acceleration application 220 stored

within the memory 210.

The cache database 282 stores responses to information requests, such as, for example,
HTTP requests, that the communication device 200 has dispatched, either for its own
consumption or on behalf of other elements of the communication network 100. The responses
to HTTP requests are stored within the cache database 282 for future use by this communication

device 200, or for other communication devices within the communication network 100 that
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need to retrieve this same information and will use this communication device 200 as either a

peer or an agent. This process is described in detail herein.

Information stored within the cache database 282 may include any information associated
with a request sent by the client. As an example, such information may include, Meta data and
actual requested data. For example, for an HTTP request for a video, the Meta data may include
the version of the Web server answering the request from the client and the data would be the
requested video itself. In a situation where there is no more room for storage in the cache
database, the software of the associated communication device may cause the communication
device to erase previous data stored in order to clear room for the new data to store in the cache
database. As an example, such previous data may include data that is most likely not to be used
again. Such data may be old data or data that is known to no longer be valid. The
communication device may choose to erase the least relevant data, according to any of several

methods that are well known in the art.

FIG. 7 is a chart further illustrating two of the main databases utilized within the
communication network 100, namely, the acceleration server database 164 and the cache
database 282. As previously mentioned, the acceleration server database 164 stores IP addresses
of communication devices located within the communication network 100, which have
acceleration software stored therein. Specifically, the acceleration server database 164 contains
stored therein a list of communication devices having acceleration software stored therein that
are currently online within the communication network 100. The acceleration server assigns a
list of IP addresses to each communication device functioning as an agent. Each communication
device will be the agent for any Web servers whose IP address is in the range ‘owned’ by that
communication device. As an example, when a first ever communication device goes online,
namely, the first communication device as described herein having the acceleration application
220 therein, the acceleration server assigns all IP addresses in the world to this communication

device, and this communication device will be the agent for any Web server. When a second
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communication device goes online it will share the IP address list with the first communication
device, so that each of the communication devices will be responsible for a different part of the

world wide web servers.

The cache database 282 of the communication device 200 has stored therein a list of
URLSs 286 of which the communication device 200 is aware. The communication device 200
becomes aware of a URL each time that the communication device 200 receives a request for
information located at a specific URL. As shown by FIG. 7, for each URL 288 within the list of
URLs 286, the cache database 282 stores: the URL itself 290; HTTP headers 292 returned by the
Web Server 152 for this URL; when the last time 294 was that the contents of this URL were
loaded directly from the Web Server 152; when the contents of the URL last changed 296 on the
Web Server 152; and a list of chunks 298 that contain the contents of this URL, and the content
of the chunk. As previously mentioned, chunks, in the present description, are defined as
equally sized pieces of data, that together form the entire content of the URL, namely, the entire
content whose location is described by the URL. As a non-limiting example, a chunk size of, for
example, 16KB can be used, so that any HTTP response will be split up into chunks of 16KB. In
accordance with an alternative embodiment of the invention, if the last chunk of the response is
not large enough to fill the designated chunk size, such as 16KB for the present example, the

remaining portion of the chunk will be left empty.

For each such chunk 300, the cache database 282 includes the checksum of the chunk
302, the data of the chunk 304 itself, and a list of peers 306 that most likely have the data for this
chunk. As is described in additional detail herein, the data for the chunk may be used by other
clients within the communication network 100 when other communication devices of the
communication network 100 serve as peers to the clients, from which to download the chunk

data.

18

Ex. 1071 - Page 277 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 277 of 334



Application No. 12/836,059

For each chunk, a checksum is calculated and stored along side of the chunk itself. The
checksum may be calculated in any of numerous ways known to those in the art. The purpose of
having the checksum is to be able to identify data uniquely, whereas the checksum is the “key”
to the data, where the data is the chunk. As an example, a client may want to load the contents
of a URL, resulting in the agent that is servicing this request sending the checksums of the
chunks to the client, along with the peers that store these chunks. It is to be noted that there
could be a different peer for every different chunk. The client then communicates with each
such peer, and provides the checksum of the chunk that it would like the peer to transmit back to
the client. The peer looks up the checksum (the key) in its cache database, and provides back the
chunk (data) that corresponds to this checksum (the key). As shown by FIG. 7, for each peer 308
within the list of peers 306, the cache database 282 includes the peer IP address 310, as well as

the connection status 312 of the peer, which represents whether the peer 308 is online or not.

In accordance with one embodiment of the invention, the cache database 282 may be
indexed by URL and by Checksum. Having the cache database indexed in this manner is
beneficial due to the following reason. When the agent is using the cache database, the agent
receives a request from a client for the URL that the client is looking for. In such a case the
agent needs the cache database to be indexed by the URL, to assist in finding a list of
corresponding peers that have the chunks of this URL. When the peers are using this cache
database, the peers obtain a request from the client for a particular checksum, and the peers need
the database to be indexed by the checksum so that they can quickly find the correct chunk. Of
course, as would be understood by one having ordinary skill in the art, the cache database may

instead be indexed in any other manner.

Having described components of the communication network 100, the following further
describes how such components interact and individually function. FIG. 8 is a flowchart 300
illustrating operation of the acceleration system initializer module 222 (hereafter referred to as

the initializer 222 for purposes of brevity). It should be noted that any process descriptions or
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blocks in flowcharts should be understood as representing modules, segments, portions of code,
or steps that include one or more instructions for implementing specific logical functions in the
process, and alternative implementations are included within the scope of the present invention
in which functions may be executed out of order from that shown or discussed, including
substantially concurrently or in reverse order, depending on the functionality involved, as would

be understood by those reasonably skilled in the art of the present invention.

The initializer 222 is the first element of the communication device 200 to operate as the
communication device 200 starts up (block 302). As the initializer 222 starts, it first
communicates with the acceleration server 162 to sign up with the acceleration server 162. This
is performed by providing the acceleration server 162 with the hostname, and all IP addresses
and media access control (MAC) addresses of the interfaces on the communication device 200

having the initializer 222 thereon.

In accordance with an alternative embodiment of the invention, as shown by block 304,
the initializer 222 checks with the acceleration server 162 whether a more updated version of the
acceleration application software is available. This may be performed by any one of many
known methods, such as, but not limited to, by providing the version number of the acceleration
application software to the acceleration server 162. The message received back from the
acceleration server 162 indicates whether there is a newer version of the acceleration application
software or not. If a newer version of the acceleration application software exists, the initializer
222 downloads the latest version of the acceleration application software from the acceleration
server 162, or from a different location, and installs the latest version on the communication
device 200. In addition to the abovementioned, the initializer 222 may also schedule additional
version checks for every set period of time thereafter. As an example, the initializer 222 may

check for system updates every two days.
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As shown by block 306, the initializer 222 then redirects outgoing network traffic from
the communication device 200 to flow through the acceleration application 162. As previously
mentioned, one way to redirect the outgoing network traffic is to insert an intermediate driver
212 that intercepts and redirects the traffic. It should be noted that there are many other ways to

implement this redirection, which are well known to those having ordinary skill in the art.

As shown by block 308, the initializer 222 then launches the client module 224 of the
communication device 200, and configures the client module 224 of the communication device
200 to intercept to all outgoing network communications of the communication device 200 and
route the outgoing network communications to the client module 224, from the intermediate
driver 272 or other routing method implemented. This is performed so that the client module
224 is able to receive all network traffic coming from the network applications, modify the
network traffic if necessary, and re-route the traffic. As is known by those having ordinary skill
in the art, in order to re-route the traffic, the traffic needs to be modified, as an example, to

change the destination of requests.

As shown by block 310, the initializer 222 then launches the agent module 228 and the
peer module 226 to run on the communication device 200. The agent module 228 and peer
module 226 listen on pre-determined ports of the communication device 200, so that incoming
network traffic on these ports gets routed to the agent module 228 and peer module 226. As is
explained in further detail herein, the abovementioned enables the communication device 200 to
function as an agent and as a peer for other communication devices within the communication

network 100, as needed.

FIG. 9 is a flowchart 350 further illustrating communication between different elements
of the communication network 100, in accordance with the present system and method for

providing faster and more efficient data communication.
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As shown by block 352, an application running on the client 200 initiates a request for a
resource on a network. Such a request may be, for example, “GET
http://www.aol.com/index.html HTTP/1.1”. The request may come from an Internet browser
214 located on the client 200, where the Internet browser 214 is loading a page from the Internet,
an application that wants to download information from the Internet, fetch or send email, or any

other network communication request.

Through the intermediate driver 272, or other such mechanism as may be implemented
that is re-routing the communication to the client module 224 of the client 200, the resource
request is intercepted by the client module 224 that is running on the client 200 (block 354). The
client module 224 then looks up the IP address of the server 152 that is the target of the resource
request (e.g., the IP address of the Web server that is the host of www.aol.com in the example
above), and sends this IP address to the acceleration server 162 (block 356) in order to obtain a
list of communication devices that the client 200 can use as agents (hereafter referred to as
agents). It should be noted that the process of performing an IP lookup for a server is known by

one having ordinary skill in the art, and therefore is not described further herein.

In response to receiving the IP address of the server 152, the acceleration server 162
prepares a list of agents that may be suitable to handle the request from this IP address (block
358). The size of the list can differ based on implementation. For exemplary purposes, the
following provides an example where a list of five agents is prepared by the acceleration server
162. The list of agents is created by the acceleration server 162 by finding the communication
devices of the communication network 100 that are currently online, and whose IP address is
numerically close to the IP of the destination Web server 152. A further description of the

abovementioned process is described here in.

As shown by block 360, the client module 224 then sends the original request (e.g., “GET

http://www.aol.com/index.html HTTP/1.1”) to all the agents in the list received from the
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acceleration server 162 in order to find out which of the agents in the list is best suited to be the

one agent that will assist with this request.

It should be noted that, in accordance with an alternative embodiment of the invention,
the communication device 200 may be connected to a device that is actually requesting data. In
such an alternative embodiment, the communication device would be a modular device
connected to a requesting device, where the requesting device, such as, for example, a personal
data assistant (PDA) or other device, would request data, and the communication device
connected thereto, either through a physical connection, wireless connection, or any other
connection, would receive the data request and function as described herein. In addition, as
previously mentioned, it should be noted that the HTTP request may be replaced by any request

for resources on the Web.

FIG. 10 is a flowchart continuing the flowchart 380 of FIG. 9 and focused on agent
response to the request. As shown by block 382, upon receiving the request from the client 200,
each agent that received the request from the client responds to the client 200 with whether it has
information regarding the request, which can help the client to download the requested
information from peers in the network. Specifically, each agent responds with whether the agent
has seen a previous request for this resource that has been fulfilled. In such a case, the agent
may then provide the client with the list of peers and checksums of the chunks that each of them

have.

As shown by block 384, the client then decides which of the agents in the list to use as its
agent for this particular information request. To determine which agent in the list to use as its
agent for the particular information request, the client may consider multiple factors, such as, for
example, factoring the speed of the reply by each agent and whether that agent does or does not
have the information required. There are multiple ways to implement this agent selection, one

practical way being to start a timer of a small window of time, such as, for example, Sms, after
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receiving the first response from the agents, and after the small window, choosing from the list
of agents that responded, the agent that has the information about the request, or in the case that
none of the agents responded, to choose the first agent from the list received from the

acceleration server 162.

As shown by block 386, after selecting an agent, the client notifies the selected agent that
it is going to use it for this request, and notifies the other agents that they will not be used for this
request. The client then sends the selected agent a request for the first five chunks of data of the
original information request (block 388). By specifying to the selected agent the requested
chunks by their order in the full response, the client receives the peer list and checksums of the
requested chunks from the selected agent. As an example, for the first five chunks the client will
ask the selected agent for chunks one through five, and for the fourth batch of five chunks the
client will ask the agent for chunks sixteen through twenty. As previously mentioned, additional

or fewer chunks may be requested at a single time.
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As shown by block 390, after receiving the request from the client, the selected agent
determines whether it has information regarding the requested chunks of data by looking up the
request in its cache database and determining if the selected agent has stored therein information
regarding peers of the communication network that have stored the requested data of the request,
or whether the selected agent itself has the requested data of the request stored in its memory. In
addition to determining if the selected agent contains an entry for this request in its database, the
selected agent may also determine if this information is still valid. Specifically, the selected
agent determines whether the data that is stored within the memory of the selected agent or the
memory of the peers, still mirrors the information that would have been received from the server
itself for this request. A further description of the process utilized by the selected agent to

determine if the information is still valid, is described in detail herein.

As shown by block 392, if the information (requested data of the request) exists and is
still valid, then the agent prepares a response to the client, which includes for each of the chunks:
(i) the checksum of the chunk; (ii) a list of peers that according to the database of the selected
agent contains these chunks; and (iii) if these are the first five chunks of the information, then the
selected agent also provides the specific protocol's headers that would have been received from

the server, had the initial request from the client been made directly to the server.

As shown by block 394, the list of peers for each chunk is sorted by geographical
proximity to the requesting client. In accordance with the present example, only the five closest
peers are kept in the list for every chunk, and the rest of the peers are discarded from this list. As
shown by block 396, the prepared response, namely, the list of closest peers, is sent back to the
client. It should be noted that, if this were the last set of chunks to be provided for this request,

then it would be beneficial to include information about this to the client.

If the selected agent discovers that it does not have information about this request, or if

the selected agent discovers that the information it has is no longer valid, the selected agent
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needs to load the information directly from the server in order to be able to provide an answer to
the requesting client. As shown by block 400, the selected agent then sends the request directly
to the server. The selected agent then stores the information it receives from the server (both the
headers of the request, as well as chunks of the response itself) in its database, for this particular
response to the client, as well as for future use to other clients that may request this data (block
402). The selected agent then prepares a response (list) for the client, where the response
includes the protocol headers (if these are the first five chunks), and the checksums of the five
chunks, and provides itself as the only peer for these chunks (block 404). This list is then sent

back to the client (block 406).

FIG. 11 is a flowchart 420 continuing the flowchart of FIG. 10, which illustrates actions
taken upon receipt of the list of peers, or single peer listing, from the agent. As shown by block
422, the client receives the response from the agent (including the list of chunks and their
corresponding data, including peers and other information previously mentioned) and, for each
of the five chunks, the client sends a request to each of the peers listed for the chunk to download
the chunk. The chunk request that the client sends to each of the peers is the checksum of the

data that the client seeks to receive, which is the key (identifier) of the chunk.

As shown by block 424, the peers then respond regarding whether they still have the
data of the chunk. As an example, some of the peers may not currently be online, some may be
online but may have discarded the relevant information, and some may still have the relevant
information, namely, the chunk. As shown by block 426, the client then selects the quickest peer
that responds with a positive answer regarding the requested information, the client lets that peer
know that it is chosen to provide the client with the chunk, and the client notifies the other peers

that they are not chosen.

As shown by block 428, the chosen peer then sends the chunk to the client. It should be

noted that if no peers answer the request of the client, the client goes back to the agent noting
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that the peers were all negative, and the agent either provides a list of 5 other agents, if they
exist, or the agent goes on to download the information directly from the Web server as happens

in the case where no peers exist as described above.

The client then stores the chunks in its cache for future use (block 430), when the client
may need to provide the chunks to a requesting communication device when acting as a peer for
another client that is looking for the same information. As shown by block 432, if some of the
chunks were not loaded from any of the peers, the client requests the chunks again from the
agent in a next round of requests, flagging these chunks as chunks that were not loadable from
the client list of peers. In this situation, the agent will load the data directly from the server and

provide it back to the client.

The client then acknowledges to the agent which of the chunks it received properly
(block 434). The agent then looks up these chunks in the database of the agent, and adds the
client to the list of peers for these chunks, specifically, since this client is now storing these

chunks, and can provide these chunks to other clients that turn to it as a peer (block 436).

As shown by block 438, the client then passes the data on to the Web browser or other
application of the client that made the original request, for it to use as it had originally intended.
The client then checks whether all of the chunks for this request were received (block 440), by
checking the flag set by the agent. Specifically, when the agent is providing the list of the last 5
chunks, the agent includes that information as part of its reply to the client, which is referred to
herein as a flag. This information is what enables the client to know that all information has

been received for a particular resource request.

If the last received chunks were not the last chunks for this request, the processing flow
of the client continues by returning to the functionality of block 384 of FIG. 10, but instead

sending the chosen agent a request for the next five chunks of data of the original information
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request. Alternatively, if all chunks for this request were received, the request is complete, and

the flow starts again at block 352 of FIG. 9.

FIG. 12 is a flowchart 500 illustrating steps taken by an agent, client, or peer to
determine whether a certain HTTP request is still valid. Specifically, the following provides an
example of how the agent, client, or peer can determine whether particular data that is stored
within the memory of the agent, or the memory of a peer or client, still mirrors the information
that is currently on the Web server. As shown by block 502, the HTTP request is looked up in
the cache database of the agent, client or peer that is checking the validity of the HTTP request.
As an example, the HTTP protocol, defined by RFC 2616, outlines specific methods that Web
servers can define within the HTTP headers signifying the validity of certain data, such as, but
not limited to, by using HTTP header information such as “max age” to indicate how long this
data may be cached before becoming invalid, “no cache” to indicate that the data may never be

cached, and using other information.

As shown by block 504, these standard methods of validation are tested on the HTTP
request information in question. As shown by block 506, a determination is made whether the
requested information that is stored is valid or not. If the requested information is valid, a
“VALID” response is returned (block 508). Alternatively, if the requested information is not
valid, an HTTP conditional request is sent to the relevant Web server, to determine if the data
stored for this request is still valid (block 510). If the data stored for this request is still valid, a
“VALID” response is returned (block 508). Alternatively, if the data stored for this request is
not valid, an “INVALID” response is returned (block 514). It should be noted, that the
abovementioned description with regard to FIG. 12 is an explanation of how to check if HTTP
information is still valid. There are similar methods of determining validity for any other
protocol, which may be utilized, and which those having ordinary skill in the art would

appreciate and understand.
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FIG. 13 is a flowchart 550 outlining operation of the acceleration server, whose main
responsibility in the present system and method is to provide clients with information regarding
which agents serve which requests, and to keep the network elements all up to date with the
latest software updates. As shown by block 552, the acceleration server sends “keep alive”
signals to the network elements, and keeps track within its database as to which network
clements are online. As shown by block 554, the acceleration server continues to wait for a

client request and continues to determine if one is received.

Once a request is received, the acceleration server tests the type of request received
(block 556). If the client request is to sign up the client within the network, an event that
happens every time that the client starts running on its host machine, then that client is added to
the list of agents stored on the acceleration server, sorted by the IP address of the client (block

558).

If the request is to find an agent to use for a particular request, the acceleration server
creates a new agent list, which is empty (block 560). The acceleration server then searches the
agent database for the next 5 active agents whose IP address is closest to the IP address of the
server who is targeted in the request (block 562). In this context, 192.166.3.103 is closer to
192.166.3.212 than to 192.167.3.104. The acceleration server then sends this agent list to the
client (block 564).

If instead, the request is to check the version of the latest acceleration software then the
acceleration server sends that network element (client, peer or agent) the version number of the
latest existing acceleration software version, and a URL from where to download the new

version, for the case that the element needs to upgrade to the new version (block 566).

While the abovementioned example is focused on HTTP requests for data, as previously
mentioned, other protocol requests are equally capable of being handled by the present system

and method. As an example, in separate embodiments the acceleration method described may

29

Ex. 1071 - Page 288 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 288 of 334



Application No. 12/836,059

accelerate any communication protocol at any OSI layer (SMTP, DNS, UDP, ETHERNET, etc.).
In the following alternative embodiment, it is illustrated how the acceleration method may
accelerate TCPIP. As is known by those having ordinary skill in the art, TCPIP is a relatively
low-level protocol, as opposed to HTTP, which is a high level protocol. For purposes of
illustration of TCPIP communication, reference may be made to FIG. 3, wherein the Web server
is a TCPIP server.

In TCPIP there are three communication commands that are of particular interest,
namely, connect, write, and read. Connect is a command issued by an application in the
communication device that is initiating the communication to instruct the TCPIP stack to
connect to a remote communication device. The connect message includes the IP address of the
communication device, and the port number to connect to. An application uses the write
command to instruct the TCPIP stack to send a message (i.c., data) to a communication device to
which it is connected. In addition, an application uses the read command to ask the TCPIP stack
to provide the message that was sent from the remote communication device to which it is
connected. A communication session typically exists of a connect, followed by a read and write

on both sides.

FIG. 14 is a flowchart 600 further illustrating TCPIP acceleration in accordance with this
alternative embodiment of the invention. As shown by blocks 601 and 602 when an application
of the communication device makes a request to the communications stack to connect with the

TCPIP server, that communication is intercepted by the acceleration application.

To find an agent, upon receiving that connect message from the communication device
application, which includes the IP address of the TCPIP server and the port to connect to, the

acceleration application in the client makes a request to the acceleration server to find out who
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the agent for the communication with the TCPIP server is. This step is performed in a similar
manner to that described with regard to the main HTTP embodiment of the invention (block
604). As shown by block 606, the server then provides the client with a list of agents, for

example, a primary agent and four others.

To establish a connection, as shown by block 608, the client issues a TCPIP connect with
the primary agent or one of the other agents if the primary agent does not succeed, to create a
connection with the agent. The client then sends to the agent the IP address of the TCPIP server
and connection port that were provided by the communication device application (block 610).
As shown by block 612, that agent in turn issues a TCPIP connect to the TCPIP server to the port

it received from the client, to create a connection with the agent.

FIG. 15 is a flowchart 800 further illustrating TCPIP acceleration in accordance with this
alternative embodiment of the invention, detailing the communication between the client and the

TCPIP server (read and write commands) after the connect phase has completed successfully.

As shown by block 802, if the network application within the client wants to send a
message to the TCPIP server, the network application within the client writes the message to the
TCPIP stack in the operating system of the client. This WRITE command is received by the
acceleration application of the client and handled in the manner described below. If the TCPIP
server wants to send a message to the client, the TCPIP server writes the message to the TCPIP
stack of TCPIP operating system, on the connection to the agent, since this agent is where the
server received the original connection. This WRITE command is received by the acceleration

application of the agent and handled in the manner described below.
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When the acceleration application of the client receives a message from the network
application of the client to be sent to the agent, or when the acceleration application of the agent
receives a message from the connection to the TCPIP server that is to be sent to the client, the
acceleration application proceeds to send the message to the communication device on the other
side. For instance, if the client has intercepted the message from the communication application,
the client sends the message to the agent, and if it is the agent that intercepted the message from
the connection to the TCPIP server, such as the TCPIP server sending a message that is intended
for the communication with client, the agent sends the message to the client in the following

mannecr:

As shown by block 804, the acceleration application breaks up the content of the message
to chunks and calculates the corresponding checksums, in the same manner as in the main
embodiment described herein. The acceleration application then looks up each checksum in its
cache database (block 806). As shown by block 808, the acceleration application checks if the
checksum exists in the cache database,. If it does, then, as shown by block 810, the acceleration
application prepares a list of peers that have already received the chunk of the checksum in the
past (if any), and adds the communication device of the other side to the list of communication
devices that have received this chunk (adds it to the peer list of the checksum in its database), to
be provided to other communication devices requesting this information in the future. As shown
by block 812, the list of peers is sent to the receiving communication device, which, as shown by
block 814 retrieves the chunks from the peers in the list received, in the same manner as in the

main embodiment.
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If the checksum does not exist within the cache database of the sending communication
device then, as shown by block 820, the acceleration application adds the checksum and chunk
to its cache database, sends the chunk to the communication device on the other side, and adds

the other communication device to the list of peers for that checksum in its database.

As shown by block 816, a determination is then made as to whether all chunks have been

received. If all chunks have not been received, the process continues on again from block 806.

Once all data has been received, as shown by block 818, the acceleration application
passes the data on to the requester. Specifically, in the client, the acceleration application passes
on the complete data to the communication application, and in the agent, the acceleration

application passes on the complete data to the requesting TCPIP server

It should be emphasized that the above-described embodiments of the present invention
are merely possible examples of implementations, merely set forth for a clear understanding of
the principles of the invention. Many variations and modifications may be made to the above-
described embodiments of the invention without departing substantially from the spirit and
principles of the invention. All such modifications and variations are intended to be included
herein within the scope of this disclosure and the present invention and protected by the

following claims.
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If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
12/836,059 10/15/2013 8560604 19459-6102 1421
57449 7590 09/25/2013
SHEEHAN PHINNEY BASS & GREEN, PA
c/o PETER NIEVES
1000 ELM STREET

MANCHESTER, NH 03105-3701

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 451 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Derry Shribman, Netanya, ISRAEL;
Ofer Vilenski, Netanya, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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PTO/AIA/81A (02-15})

Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number

b
PATENT - POWER OF ATTORNEY Patent fumber 8,560,604

OR Issue Date 10-15-2013

First Named Inventor D Shrib

REVOCATION OF POWER OF ATTORNEY | —— SngMr;\:;"METHOD —
WITH A NEW POWER OF ATTORNEY PROVIDING FASTER AND MORE
AND EFFICIENT DATA COMMUNICATION
\_ CHANGE OF CORRESPONDENCE ADDRESS [ “Ritormey boeketNo. [ HOLA-005.UST ~

I hereby revoke all previous powers of attorney given in the above-identified patent.

A Power of Attorney is submitted herewith.

| hereby appoint Practitioner(s) associated with the Customer Number identified in the box at right as my/our
. attorney(s) or agent(s) with respect to the patent identified above, and to transact all business in the United 131926
States Patent and Trademark Office connected therewith:

OR

| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) with respect to the patent identified above, and to transact
all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified patent to:

The address associated with the above-identified Customer Number.

OR

B The address assaciated with the Customer Number identified in the box at right:
OR

= Firm or
Individual Name
Address

City [ state | [zip |
Country
Telephone | Email |

1 am the:

DApplicant.

OR
Patent owner.
= statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith or filed on 09/03/2010

SIGNATURE of Applicant or Patent Owner

Signature /‘M"\H Oy ot [ Date [ February 17, 2016
Name e i gy HDIa Networks [fd._| teeshone |

Title and Company | CEO of HOLA NE -Z .9.n

NOTE: Signatures of all the applicants or patent owners of the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

D A total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending
upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Electronic Acknowledgement Receipt

EFS ID: 24958853
Application Number: 12836059
International Application Number:
Confirmation Number: 1421

Title of Invention:

COMMUNICATION

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

57449

Filer:

Yehuda Binder

Filer Authorized By:

Attorney Docket Number: 19459-6102
Receipt Date: 19-FEB-2016
Filing Date: 14-JUL-2010

Time Stamp: 04:16:40

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:
Document Document Description File Name File Slze(B)ttes)l Ml.lltl- 'Pages
Number Message Digest | Part/.zip| (if appl.)
65230
1 Power of Attorney Signed-POA.pdf no 1
e30040fe64e0e6ead6e0bbcfeb062e4c7fd2)

ebfl

Warnings:

Information:
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Total Files Size (in bytes)4 65230

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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2 UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ. Box 1450

ﬁiﬁsd;z,g\;gglma 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO. 1421
57449 MISCELLANEOUS NOTICE
SHEEHAN PHINNEY BASS & GREEN, PA

c/o PETER NIEVES

co PETER NIEVES R

MANCHESTER, NH 03105-3701

Date Mailed: 03/03/2016

A communication which cannot be delivered in electronic form has been mailed to the applicant.

page 1 of 1
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Doc Code: N572°

UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpLO.gov

| appLicaTioNNUMBER | FILING DATE .| FmrstnamepappLicant | ATTY.DOCKETNOUTITLE |
12/836,059 07/14/2010 Derry Shribman 19459-6102

CONFIRMATION NO. 1421
57449
T ey BASS & GREEN. PA T
c/o PETER NIEVES
1000 ELM STREET
MANCHESTER, NH 03105-3701

Cc: MAY PATENTS LTD. C/O DORIT SHEM-TOV
P.O.B 7230
RAMAT-GAN, ISRAEL 52171-02

Date Mailed: 03/03/2016
DENIAL OF REQUEST FOR POWER OF ATTORNEY

The request for Power of Attorney filed 02/19/16 is acknowledged. However, the request cannot be granted
at this time for the reason stated below.

O The Power of Attorney you provided did not comply with the new Power of Attorney rules that became
effective on June 25, 2004. See 37 CFR 1.32.

0 The revocation is not signed by the applicant, the assignee of the entire interest, or one particular
principal attorney having the authority to revoke.

/D(he Power of Attorney is from an assignee and the Certificate required by 37 CFR 3.73 has not been
received.

O The person signing for the assignee has omitted their empowerment to sign on behalf of the assignee.

O The inventor(s) is without authority to appoint attorneys since the assignee has intervened as provided
by 37 CFR 3.71.

O The signature(s) of , @ co-inventor in this application, has been omitted.
The Power of Attorney will be entered upon receipt of confirmation signed by said co-inventor(s).

O The person(s) appointed in the Power of Attorney is not registered to practice before the U.S. Patent and
Trademark Office.

Q Only one Customer Number can be designated for the Power of Attorney in an application. The
Customer Number that was captured is the first Customer Number provided on the Power of Attorney
document. '
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Doc Code: N572

ST

RN

)

UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandnia, Virginia 22313-1450
| WWW.USPLO.gOV

QA request under 37 CFR 1.48 to add an inventor was granted in this application, however, no power of
attorney consistent with the power of attorney granted by the originally named inventive entity has been
received. Thus, the addition of the inventor has resulted in the loss of power of attorney in the
application. See 37 CFR 1.32(e).

U The power of attorney has not been accepted because the party who is giving power of attorney has not
been identified. Power of attorney may only be signed by the applicant for patent (37 CFR 1.42) or the
patent owner. A patent owner who was not the applicant must appoint any power of attorney in
compliance with 37 CFR 3.71 and 3.73. See 37 CFR 1.32(b)(4).

Q The power of attorney from the inventors has not been accepted because it is a copy from a prior
national application for which benefit is claimed and the continuing application names an inventor who
was not named as an inventor in the prior application.

O The power of attorney from the inventors has not been accepted because the power of attorney must be
signed by the applicant for patent. See 37 CFR 1.32(b)(4).

a Any request to correct or update the name of the applicant must include an application data sheet (ADS)
in compliance with 37 CFR 1.76 specifying the correct or updated name of the applicant in the applicant
information section. Any request to change the applicant after an original applicant has been specified
under 37 CFR 1.46(b) must include a new ADS in compliance with 37 CFR 1.76 specifying the applicant
in the applicant information section and comply with 37 CFR 3.71 and 3.73. See 37 CFR 1.46(c).

Any inquiries regarding this notice should be directed to the Application Assistance Unit at 571-272-4200.

\J

Application Assistdnce Unit
571-272-4200
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PTO/AIA/81A (02-15})

Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995 no persons are required to respond to a collection of information unless it displays a valid OMB control number

b
PATENT - POWER OF ATTORNEY Patent fumber 8,560,604

OR Issue Date 10-15-2013

First Named Inventor D Shrib

REVOCATION OF POWER OF ATTORNEY | —— SngMr;\:;"METHOD —
WITH A NEW POWER OF ATTORNEY PROVIDING FASTER AND MORE
AND EFFICIENT DATA COMMUNICATION
\_ CHANGE OF CORRESPONDENCE ADDRESS [ “Ritormey boeketNo. [ HOLA-005.UST ~

I hereby revoke all previous powers of attorney given in the above-identified patent.

A Power of Attorney is submitted herewith.

| hereby appoint Practitioner(s) associated with the Customer Number identified in the box at right as my/our
. attorney(s) or agent(s) with respect to the patent identified above, and to transact all business in the United 131926
States Patent and Trademark Office connected therewith:

OR

| hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s) with respect to the patent identified above, and to transact
all business in the United States Patent and Trademark Office connected therewith:

Practitioner(s) Name Registration Number

Please recognize or change the correspondence address for the above-identified patent to:

The address associated with the above-identified Customer Number.

OR

B The address assaciated with the Customer Number identified in the box at right:
OR

= Firm or
Individual Name
Address

City [ state | [zip |
Country
Telephone | Email |

1 am the:

DApplicant.

OR
Patent owner.
= statement under 37 CFR 3.73(c) (Form PTO/AIA/96) submitted herewith or filed on 09/03/2010

SIGNATURE of Applicant or Patent Owner

Signature /‘M"\H Oy ot [ Date [ February 17, 2016
Name e i gy HDIa Networks [fd._| teeshone |

Title and Company | CEO of HOLA NE -Z .9.n

NOTE: Signatures of all the applicants or patent owners of the entire interest or their representative(s) are required. If more than one signature
is required, submit multiple forms, check the box below, and identify the total number of forms submitted in the blank below.

D A total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is
estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending
upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to
the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O, Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)
Derry Shribman

Application No./Patent No.: 8,560,604 Filed/Issue Date: 10-15-2013
Titled: SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA NETWORKS LTD. _ g Limited Company

Applicant’/Patent Owner:

{Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)
states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 024938 , Frame 0864 , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
4. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

5. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Yehuda Binder/ February 17, 2016
Signature Date

Yehuda BINDER 73612

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 25248649
Application Number: 12836059
International Application Number:
Confirmation Number: 1421

Title of Invention:

COMMUNICATION

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

57449

Filer:

Yehuda Binder

Filer Authorized By:

Attorney Docket Number: 19459-6102
Receipt Date: 20-MAR-2016
Filing Date: 14-JUL-2010
Time Stamp: 07:21:31

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Slze(B)ttes)l Ml.lltl- 'Pages
Number Message Digest | Part/.zip| (if appl.)
65230
1 Power of Attorney Signed-POA.pdf no 1
e30040fe64e0e6ead6e0bbcfeb062e4c7fd2)

ebfl

Warnings:

Information:
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) ) ) 117891
Assignee showing of ownership per 37

2 CFR3.73 aia0096.pdf no 3
7b0e359f7e7528aac9981e54df9501443de|
9cof4
Warnings:
Information:
Total Files Size (in bytes){ 183121

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for

an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/836,059 07/14/2010 Derry Shribman 19459-6102
CONFIRMATION NO. 1421
57449 POWER OF ATTORNEY NOTICE

SHEEHAN PHINNEY BASS & GREEN, PA

clo PETER NIEVES S

1000 ELM STREET
MANCHESTER, NH 03105-3701

Date Mailed: 03/30/2016

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 03/20/2016.

« The Power of Attorney to you in this application has been revoked by the assignee who has intervened as
provided by 37 CFR 3.71. Future correspondence will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zmoguss/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/836,059 07/14/2010 Derry Shribman HOLA-005-US1
CONFIRMATION NO. 1421
131926 POA ACCEPTANCE LETTER
May Patents Ltd. ¢/o Dorit Shem-Tov
P.0.B 7230 R AT AL e
Ramat-Gan, 5217102 000000081625708
ISRAEL

Date Mailed: 03/30/2016

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 03/20/2016.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zmoguss/

page 1 of 1
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Electronic Acknowledgement Receipt

EFS ID: 30978454
Application Number: 12836059
International Application Number:
Confirmation Number: 1421

Title of Invention:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder

Filer Authorized By:

Attorney Docket Number:

HOLA-005-US1

Receipt Date: 17-NOV-2017
Filing Date: 14-JUL-2010
Time Stamp: 04:07:49

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document ... . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
700707
1 Assignee showing of ownership per 37 $b0096-005-US1.pdf no 5
CFR3.73
a13030544b5fad7887879b0ec28c15a8ee7|
c648e
Warnings:
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Information:

802990
2 Power of Attorney ygned_uspto_pg:n _hola_newc no 2
O.p 5731a23b64e3aa397cad68calfa83cob154
4987a
Warnings:
Information:
Total Files Size (in bytes){ 1503697

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/96 (07-09)

Approved for use through 07/31/2012. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Derry Shribman, Ofer Vilenski

Application No./Patent No.: 8,560,604 Filed/Issue Date: 10-15-2013
Titled:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA NEWCO LTD _a Corporation

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.

states that it is:

1. the assignee of the entire right, title, and interest in;

2. |:| an assignee of less than the entire right, title, and interest in
(The extent (by percentage) of its ownership interest is %); or

3. |:| the assignee of an undivided interest in the entirety of (a complete assignment from one of the joint inventors was made)

the patent application/patent identified above, by virtue of either:

A. |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a
copy therefore is attached.

OR
B. A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:
1. From: Derry Shribman, Ofer Vilenski To: HOLA NETWORKS, LTD
The document was recorded in the United States Patent and Trademark Office at
Reel 024938 ,  Frame 0864 , or for which a copy thereof is attached.
2. From: HOLA NETWORKS, LTD To: HOLANEWCO LTD
The document was recorded in the United States Patent and Trademark Office at
Reel 043977 , Frame 0335 , orfor which a copy thereof is attached.
3. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , orfor which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(b)(1)(i), the documentary evidence of the chain of title from the original owner to the assignee was,
or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment Division in
accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

/Yehuda Binder/ November 15, 2017
Signature Date

Yehuda Binder US Patent Agent 73,612
Printed or Typed Name Title

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time
you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark

Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or
abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of

Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as
part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which

became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an
issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIA/80 {07-17}
Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1395, no person Is required to respond to a collection of information untess it displays a valid OMB control number

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO ]

| hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:
Practitioners associated with Customer Number: | 131926
OR

D Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Name Registration Name Registration
Number Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(c}.

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73(c) to:

E(__-l The address associated with Customer Number: 131926

OR
D Firm or individual name

Address

City l State Zip

Country

Telephone I Emall

Assignee name and address: youaneweawro

J Hamahshe 81,
Newnys 42507,
el

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be
filed In each application in which this form Is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.
SIGNATURE of Assignee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee.

Signatur Date

Name Derry Shribman ' Telephone
Title CEO of HOLA NEWCO LTD.

This cofiection of information Is required by 37 CFR 1.31, 1.32, and 1.33. The informatlon Is required to obtain or retain a benefit by the public, which is to update

{and by the USPTO to process) the flie of a patentorr p g. Confidentiality is g d by 35 U.5.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated to take 18 minutes to complete, Including gathering, preparing, and sut the pleted ication form to the USPTO. Time will vary
di ding upon the individual case. Any on the amount of time you require to complete this form and/or suggestions for reducing this burden, should

be sent to the Chiaf Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.0. Box 1450, Alexandria, VA 22313-1450, 0O NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissloner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, coll 1-800-PTO-9199 ond select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form wili be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act. ’

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectuat
Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35U.8.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application Is referenced by either a published application, an application
open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.uSpto.gov’

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
12/836,059 07/14/2010 Derry Shribman HOLA-005-US1
CONFIRMATION NO. 1421
131926 POA ACCEPTANCE LETTER
May Patents Ltd. ¢/o Dorit Shem-Tov
P.0.B 7230 O AL A
Ramat-Gan, 5217102 00000009571863
ISRAEL

Date Mailed: 11/28/2017

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 11/17/2017.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

lewodaje/

page 1 of 1
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PTOIAIATE (11-15)
rough 04/30/2017. OMB 0651-0032
5. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1898, no persons are required to respond o a coliection of information unless it contains a vaiid OMB control number.

Approved for use
4.8, Patent and Trademark Office;

Attormney Docket Number HOLA-005-USH

Application Data Sheet 37 CFR 1.76 ——
Application Number 12/836,059

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

The application data sheet is part of the provisional or nongrovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.78.

This document may be compieted electronically and submitted to the Office in electronic format using the Electronic Filing Systermn (EFS) or the
daocument rnay be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

] Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

inventor information:

inventor 1
Legal Name

Prefix] Given Name Middle Name Family Name Suffix

Derry Shribman
Residence Information {Select One} () USResidency (8 Non US Residency (3 Active US Military Service

City | Tel Aviv ECountry of Residence | i

Mailing Address of Inventior:

Address 1 9/6 Beylinson St

Address 2

City = Tel Aviv [ State/Provingce =
Postal Code | 6356709 | Country! 1k

inventor 2
Legai Name

Prefix{ Given Name Middie Name Family Name Suffix

Cfer Vilenski
Residence Information {Select One} (O USResidency  (8) Non US Residency (O Active US Military Service

City | Moshav Hadar Am iCountry of Residence | [ i

Mailing Address of Inventor:

Address 1 & Hahollandim Sireet

Address 2

City | Moshav Hadar Am { State/Province '
Postal Code | 429235 | Country| I

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

EFsSWWeb 2.2.12
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PTOUAIAME (11-15)

Approved for use through 04/30/2017. OMB 8551-0032

4.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a coliection of information uniess it contains a valid OME controt number.

Attorney Docket Number HOLA-005-US1
Application Number 12/836,059

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

Enter either Customer Number or complete the Correspondence information section below.
For further information see 37 CFR 1.33{a}.

[ ] An Address is being provided for the correspondence information of this application.

Customer Number 131828
Email Address

Application Information:

Title of the invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
Attorney Docket Number] HOLA-005-U81 Small Entity Status Claimed X
Application Type Nonprovisional

Subject Matier Utility

-

(431

Total Number of Drawing Sheets {if any} Suggested Figure for Publication {if any}

Filing By Reference:

Only compiete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57{(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section{s) below {i.e., “Domaestic Benefit/National Stage information” and “Foreign Priority Information”).

=5

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are repiaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57{a). )
1t
Application number of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
1 Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Reqguest Not to Publish. 1 nereby request that the attached application not be published under
| 35 U.S.C. 122(b) and certify that the invention disclosed in the altached application has not and will not be the
7 subject of an application filed in another country, or under a mulilateral international agreement, that requires
pubilication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attormney in the application. Froviding
this information in the Application Data Eheet does not constitute a power of attorney in the application {(see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Reprasentative Information during processing.

Piease Select One: Customer Number [ (O uUs Patent Practilioner ! (O Limited Recognition (37 CFR 11.8)

Customear Number 131926

EFS Web 2212
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PTOUAIAME (11-15)

Approved for use through 04/30/2017. OMB 8551-0032

4.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a coliection of information uniess it contains a valid OME controt number.

Attorney Docket Number HOLA-005-US1
Application Number 12/836,059

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 118(e)}, 120, 121, 365(c), or 388(c) or indicate
National Stage entry from a PCT application. Providing benefi claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring {o the current application, please leave the "Application Number” field blank.

Frior Application Status | Expired

Filing or 371(c) Date
Application Number Continuity Type FPrior Application Number (YYYY-MM-DD)
12/838059 Claims pbenefit of provisional 61/249624 2009-10-08

Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This seclion allows for the applicant 1o claim priority 1o a foreign application. Providing this information in the applicalion data sheset
constitutes the claim for priority as required by 35 U.8.C. 1190} and 37 CFR 1.55. When priority is claimed fo a foreign application
inat is eligible for retrieval under the priority document exchange program (PDK}’ the information will be used by the Office to
automaticaily attempt retrieval pursuant to 37 CFR 1.55(0)(1) and (2}. Under the PDX program, applicant bears the uitimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Countryi Filing Date (YYYY-MM-DD) Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add bution.

Statement under 37 CFR 1.88 or 1.78 for AlA (First Inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim 1o a claimed invention that has an effective filing date on or after March
] 18, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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4.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a coliection of information uniess it contains a valid OME controt number.

Attorney Docket Number HOLA-005-US1
Application Number 12/836,059

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPQ) access to any search resulls from the instant
application (see paragraph B in subsection 1 below).

application. After the inifial filing of an appilication, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign 1P office(s). Insiead, Form PTO/SB/38 or PTO/SB/G8 must be used as appropriate.

4. Authorization to Permit Access by a Foreign inteliectual Property Office{s}

undersigned hereby granis the USPTO authority to provide the European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean intellectual Property Office (KIPO), the State Intellectual Property Office of the People’s Repubilic of
China (SIPQ), the World Intellectual Property Organization (WIPQ), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application io which priority or benefit is claimed by the
instant application and ifs related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(1.

B. Search Results from U.8. Application 1o EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPO access o the bibliographic data and search
results from the insiani patent application when a European patent application claiming priority to the instant patent
application is filed. Ses 37 CFR 1.14(h)(2).

The applicant is reminded that the EPC’'s Rule 141(1) EPC (European Patent Convention) requires applicanis to submit a
copy of search results from the instant application without delay in a European patent application that claims priorily to
the instant application.

2. Opt-Out of Authorizations o Permit Access by a Foreign Intellectual Property Office{s}

] application-as-filed. is box is checked, the USPTO will not be providing a pariicipating foreign 1P office with
any documents and information identified in subsection 1A above.

[ 1 application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
apptication.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access {o the
application in accordance with 37 CFR 1.14.
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Attorney Docket Number HOLA-005-US1
Application Number 12/836,059

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 4

if the applicant is the invenior (or the remaining joint invenlior or inventors under 37 CFR 1.45), this section should not be completed.
Tne information to be provided in this sedclion is the name and address of the legal representalive who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person o whom the invenior is under an obligation 1o assign the invention, or person
who otherwise shows sufficient propristary inferest in the matter who is the applicani under 37 CFR 1.48. i the applicant is an
applicant under 37 CFR 1.48 (assignee, persen to whom the invenior is obligated io assign, or persen who otherwise shows sufficient
proprietary interast) together with one or more joint inventors, then the joint inventor or inventors wheo are also the appiicant should be
identified in this section.

(®) Assignee {3 Legal Representative under 35 U.8.C. 117 Cy Jdoint inventor
O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

if applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor: I

it the Applicant is an Organization check here. 4

WEB SPARK LTD.

Organization Name PUTIIO—

Mailing Address information For Applicant:

Address 1 3 Hamahshev St

Address 2

City Netanya State/Province

Cauntrf I L Postal Code 42507
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add bution.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this seclion does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Attorney Docket Number HOLA-005-US1
Application Number 12/836.059
A—

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

Assignee 1

Complete this section if assignee information, inciuding non-applicant assignee information, is desired to be included on the patent
application publication. An assignes-applicani identified in the "Applicant Information” section will appear on the patent application
publication as an applicani, For an assignee-applicani, compiete this seclion only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. il

Prefix Given Name hiddie Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Country i = I Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignes Data may be generated within this form by
selecting the Add button.

Signature:
NOTE: This Application Data Shest must be signed in accordancs with 37 CFR 1.33(b}. However, if this Application

subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access™ section, then this form must
aiso be signed in accordance with 37 OFR 1.14{c}.

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicanis is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

2019-01-27
Signature |/Yehuda Binder/ Bate YYYY-MM-DD)| Seendndmiimm—
First Name | Yehuda Last Name BINDER Registration Number 73612
Additional Signature may be generated within this form by selecting the Add button.
EFS Web 2.2.12
Ex. 1071 - Page 330 Code200, UAB v. Bright Data Ltd.

Code 200's Exhibit 1071
Page 330 of 334



PTOUAIAME (11-15)

Approved for use through 04/30/2017. OMB 8551-0032

4.8, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1885, no persons are required to respond to a coliection of information uniess it contains a valid OME controt number.

Attorney Docket Number HOLA-005-US1

Application Data Sheet 37 CFR 1.76 —
Application Number 12/836,059

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

This collection of information is required by 37 CFR 1.78. The information is required o obiain or retain a benefit by the public which
is o file {(and by the USPTO 1o process) an application. Confidentialily is governed by 35 U.8.C. 122 and 37 CFR 1.14. This
collection is estimated o take 23 minutes {0 complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any commenis on the amount of time you require {0
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Informaticn Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSE TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 {P.L. €3-579) requires that you be given certain information in connection with your subrnission of the attached form related to a patent
£

application or patent. Accordingly, pursuant fo the requirements of the Act, ptease be advised that: {1} the general authority for the coltection of this information

is 35 U.S.C. 2(0){2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your subrmission related to a patent application or patent. if you do not furnish the requested information, the U.S.

Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termis
the application or expiration of the patent.

ation of proceedings or abandonment of

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552} and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 1o a court, magistrate, or administrative
tribunal, including disciosures to opposing counsel in the course of settlement negotiations.

3 Arecord in this systemn of records may be disclosed, as a routine use, to a Mamber of Congress subimitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as aroutine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1574, as amended, pursuant to 5 US.C.
552a{m).

5. Arecord related to aninternational Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World inteliectual Property Organization, pursuant to the Patent CooperationTreaty.

[}

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 US.C. 181}
and for raview pursuant to the Atormic Energy Act (42 U5 218(c)).

7. Avrecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906, Such discdlosure shail be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (e, GSA or Comimerce) directive. Such disciosure shaii not be used to make determinations about
individuals.

8. Avrecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 US.C.
122{b) or issuance of a patent pursuant to 35 UW.S.C. 151, Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either 3 published application, an application opan to public inspections or an issuad patent.

9. Avrecord from this system of records may be disclosed, as 3 routine use, to a3 Federal, State, or {ocal law enforcement agency, if the USPTO bacomes
aware of a violation or potential viclation of law or regulation.

EFsSWWeb 2.2.12

Ex. 1071 - Page 332 Code200, UAB v. Bright Data Ltd.
Code 200's Exhibit 1071
Page 332 of 334




Electronic Acknowledgement Receipt

EFS ID: 34971314
Application Number: 12836059
International Application Number:
Confirmation Number: 1421

Title of Invention:

SYSTEM AND METHOD FOR PROVIDING FASTER AND MORE EFFICIENT DATA
COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder/Dorit Binder

Filer Authorized By:

Yehuda Binder

Attorney Docket Number:

HOLA-005-US1

Receipt Date: 28-JAN-2019
Filing Date: 14-JUL-2010
Time Stamp: 03:31:40

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

Document ... . File Size(Bytes)/ Multi Pages

Number Document Description File Name Message Digest | Part/.zip| (if appl.)
325504
1 Application Data Sheet ADS-005-12836059.pdf no 8
45e0bc7c4056943550603829ef79b38ece|
Warnings:
Ex. 1071 - Page 333 Code200, UAB v. Bright Data Ltd.

Code 200's Exhibit 1071
Page 333 of 334




Information:

This is not an USPTO supplied ADS fillable form
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
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the application.
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