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ABSTRACT

In this paper, we ask whether it is possible to build an IP
address to geographic location mapping service for Internet
hosts. Such a service would enable a large and interesting
class of location-aware applications. This is a challenging
problem because an IP address does not inherently contain
an indication of location.

We present and evaluate three distinct techniques, collec-
tively referred to as IP2Geo, for determining the geographic
location of Internet hosts. The first technique, Geo Track, in-
fers location based on the DNS names of the target host or
other nearby network nodes. The second technique, GeoP-
ing, uses network delay measurements from geographically
distributed locations to deduce the coordinates of the tar-
get host. The third technique, GeoCluster, combines partial
(and possibly inaccurate) host-to-location mapping informa-
tion and BGP prefix information to infer the location of the
target host. Using extensive and varied data sets, we evalu-
ate the performance of these techniques and identify funda-
mental challenges in deducing geographic location from the
IP address of an Internet host.

1. INTRODUCTION

In this paper, we ask the question: is it possible to build
an IP address to geographic location mapping service for
Internet hosts? Given an IP address, the mapping service
would return the geographic location of the host to which
the IP address has been assigned. This is a challenging
problem because an IP address does not inherently contain
an indication of geographic location.

Building an IP address to location mapping service (the
location mapping problem for short) is an interesting prob-
lem in its own right. Such a service would also enable a
large and interesting class of location-aware applications for
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Internet hosts, just as systems such as GPS [6] have for
mobile devices. By knowing the location of a client host,
an application, such as a Web service, could send the user
location-based targeted information on local events, regional
weather, etc. (targeted advertising), classify users based on
location (e.g., count “hits” based on the region the user is lo-
cated in), or control the availability of data based on user lo-
cation (territorial rights management akin to TV broadcast
rights). Each application may have a different requirement
on the resolution of location information needed.

In this paper, we present several novel techniques, col-
lectively referred to as IP2Geo, that approach the location
mapping problem from different angles. These techniques
exploit various properties of and observations on the Inter-
net such as hierarchical addressing and correlation between
delay and distance. We have analyzed a variety of data sets
both to refine these techniques and evaluate their perfor-
mance. To the best of our knowledge, ours is the first re-
search effort in the open literature that studies this problem
in detail.

The first technique, GeoTrack, tries to infer location based
on the DNS names of the target host or other nearby net-
work nodes. The DNS name of an Internet host sometimes
contains clues about the host’s location. Such a clue, when
present, could indicate location at different levels of granu-
larity such as city (e.g., corerouterl.SanFrancisco.cw.net in-
dicates the city of San Francisco), state (e.g., www.state.ca.us
indicates the state of California), or country (e.g., www.un.cm
indicates the country of Cameroon).

The second technique, GeoPing, uses network delay mea-
surements made from geographically distributed locations
to infer the coordinates of the target host. It is based on
the premise that the delay experienced by packets travel-
ing between a pair of hosts in the network is, to first order,
a function of the geographic separation between the hosts
(akin to the relationship between signal strength and dis-
tance exploited by wireless user positioning systems such as
RADARJ1]). This is, of course, only an approximation. So
our delay-based technique relies heavily on empirical mea-
surements of network delay, as discussed in Section 5.

The third technique, GeoCluster, combines partial (and
possibly inaccurate) IP-to-location mapping information with
BGP prefix information to infer the location of the host of
interest. For our research, we obtained the host-to-location
mapping information from a variety of sources, including a
popular Web-based email site, a business Web hosting site,
and an online TV guide site. The data thus obtained is
partial in the sense that it only includes a relatively small
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number of IP addresses. We use BGP prefix information to
expand the coverage of this data by identifying clusters of
IP addresses that are likely to be located in the same ge-
ographic area. This technique is self-calibrating in that it
can offer an indication of how accurate a specific location
estimate is likely to be.

We have evaluated these techniques using extensive and
varied data sets. While none of the techniques is perfect,
their performance is encouraging. The median error in our
location estimate varies from 28 km to several hundred kilo-
meters depending on the technique used and the nature of
the hosts being located (e.g., well-connected clients versus
proxy clients). We believe that a significant contribution
of our work is a systematic study of a broad spectrum of
techniques and a discussion of the fundamental challenges
in determining location based just on the IP address of a
host.

The rest of this paper is organized as follows. In Section
2 we survey related work. In Section 3 we describe our
design rationale and experimental methodology. We present
the details of the three IP2Geo techniques and an analysis
of their performance in Sections 4, 5, and 6. Finally, we
present a summary and discuss the contributions of our work
in Section 7.

2. RELATED WORK

There has been been much work on the problem of locat-
ing hosts in wireless environments. The most well-known
among these is the Global Positioning System (GPS) [6].
However, GPS is ineffective indoors. There have been sev-
eral systems targeted specifically at indoor environments,
including Active Badge [9], Bat [10], and RADAR [1].
we discuss later, our GeoPing technique uses a variant of one
of the algorithms we had developed for RADAR. However,
in general these techniques are specific to wireless networks
and do not readily extend to the Internet.

In the Internet context, an approach that has been used
to determine location is to seek the user’s input (e.g., by re-
quiring the user to register with and/or log in to the site, by
storing the user’s credentials in client-based cookies, etc.).
However, such approaches are likely to be (a) burdensome
on the user, (b) ineffective if the user uses a client other
that the one where the cookie is stored, and (c) prone to er-
rors due to (possibly deliberate) inaccuracies in the location
information provided by an individual user. (In Section 6,
we discuss how GeoCluster deals with such inaccuracies by
aggregating information derived from individual users.)

An alternative approach is to build a service that maps
an IP address to the corresponding geographic location [16].
There are several ways of doing this:

1. Incorporating location information (e.g., latitude and
longitude) in Domain Name System (DNS) records.

2. Using the Whois [8] database to determine the loca-
tion of the organization to which an IP address was
assigned.

3. Using the traceroute [11] tool and mapping the router
names in the path to geographic locations.

4. Doing an exhaustive tabulation IP address ranges and
their corresponding locations.
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The DNS-based approach was proposed in RFC 1876 [17].
This work defines the format of a new Resource Record
(RR) for the DNS, and reserves a corresponding DNS type
mnemonic (LOC) and numerical code (29). The DNS-based
approach faces deployment hurdles since it requires a mod-
ification of the record structure of the DNS records. This
also burdens administrators with the task of entering the
LOC records. Moreover, there is no easy way of verifying
the accuracy of the location entered.

An approach used widely in many tools is to query Whois
servers [8]. Tools such as IP2LL [26] and NetGeo [14] use
the location information recorded in the Whois database to
infer the geographic location of a host.

There are several problems with Whois-based approaches.
First, the information recorded in the Whois database may
be inaccurate or stale. Also, there may be inconsistencies
between multiple servers that contain records corresponding
to an IP address block. Second, a large (and geographically
dispersed) block of IP addresses may be allocated to a single
entity and the Whois database may contain just a single
entry for the entire block. For example, the 4.0.0.0/8 IP
address block is allocated to BBN Planet (now known as
Genuity) and a query to ARIN Whois database returns the
location as Cambridge, MA for any IP address within this
range.

An alternative approach is based on the traceroute tool.
The basic idea here is to perform a traceroute from a source
to the target IP address and infer location information from
the DNS names of routers along the path. A router name
may not always contain location information. Even when
it does, it is often challenging to identify the location infor-
mation since there is no standard naming convention that
is used by all ISPs. We discuss these issues in more detail
when we present GeoTrack in Section 4. Examples of loca-
tion mapping tools based on traceroute include VisualRoute
[31], Neotrace [29], and GTrace [15].

Finally, there are location mapping services, such as Edge-
Scape from Akamai [18] and TraceWare from Digital Island
[22]. Given the extensive relationship that these large con-
tent distribution networks enjoy with several ISPs, it is con-
ceivable that these location mapping services are based on
an exhaustive tabulation of IP address ranges and the cor-
responding location. However, the algorithms employed by
EdgeScape and TraceWare are proprietary, so it is difficult
for us to compare them to our research effort.

2.1 Fundamental Limitation due to Proxies

Many Web clients are behind proxies or firewalls. So the
“client” IP address seen by the external network may actu-
ally correspond to a proxy, which may be problematic for
location mapping. In some cases the client and the proxy
may be in close proximity (e.g., a caching proxy on a univer-
sity campus). However, in other cases they may be far apart.
An example of the latter is the AOL network [19], which has
a centralized cluster of proxies at one location (Virginia) for
serving client hosts located all across the U.S. Figure 1 shows
the cumulative distribution function (CDF) of the distance
between the AOL proxies and clients. (The likely location of
clients was inferred from the data sets described in Section
3.5.) We observe that a significant fraction of the clients are
located several hundred to a few thousand kilometers from
the proxies.

Proxies impose a fundamental limitation on all location
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Figure 1: Distribution of distance between AOL

proxies and clients.

mapping techniques that depend on client IP address. This
includes techniques based on Whois, traceroute (e.g., Geo-
Track), and network delay measurements (e.g., GeoPing).
Not only are these schemes unable to determine the true
location of a client, they are also oblivious to the error (i.e.,
these schemes would incorrectly return the location of the
proxy without realizing the error). Our GeoCluster tech-
nique is an exception in that it is often able to automatically
tell when its location estimate is likely to be erroneous. So
rather than incorrectly deducing the location of the client
based on the IP address of the proxy, GeoCluster would re-
frain from making a location estimate at all. We discuss this
issue is more detail in Section 6.3.

4000 km

(D) scattle, WA (5) Madison, WI (9) Austin, TX (13) Durham, NC
(@) Berkeley,ca  (6) Urbana, IL (10) Boston, MA Chapel Hill, NC
@ Stanford, CA @ St. Louis, MO @ New Brunswick, NJ

@ San Diego, CA @ Dallas, TX @ Baltimore, MD

Figure 2: Outline map of the U.S. showing locations
of our probe machines.

3. DESIGN RATIONALE AND EXPERIMEN-
TAL METHODOLOGY

In this section, we first discuss the design rationale for
IP2Geo in view of the limitations of existing techniques dis-
cussed above. We then describe the experimental setup and
data sets used in our study.
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3.1 Design Rationale

In Section 2, we discussed several existing approaches
to location mapping and their limitations. Among these,
Whois and traceroute based approaches are the most pop-
ular. To get a better understanding of the strengths and
limitations of these two approaches, we have developed Geo-
Track, a traceroute-based tool for performing location map-
ping that is largely based on the same principles as exist-
ing traceroute-based tools such as VisualRoute and GTrace.
We compare the performance of GeoTrack with NetGeo, a
Whois-based location mapping tool.

IP2Geo also includes two new techniques, GeoPing and
GeoCluster, which operate very differently from existing ap-
proaches. GeoPing exploits the correlation between network
delay and geographic distance to determine the location of
a host. Although this correlation is not strong enough to be
captured in a mathematical model, we show that is indeed
possible to be build a coarse-grained location tracker using
just delay measurements.

We also describe GeoCluster, a powerful new technique
that combines partial IP-to-location mapping information
obtained from a variety of sources and topological clustering
data [12] to do location mapping. Our results indicate that
GeoCluster performs the best among the IP2Geo techniques.

Before getting to the details of these techniques, we de-
scribe the experimental setup and data sets that we have
used in our study.

3.2 Geographic Setting

All of our experiments are set in the United States (U.S.).
The main reason for this restriction is that, as of the time of
this writing, the bulk of the data sets and probe machines
that we have pertain to or are located in the U.S. While
there may be limitations to studying a single country, the
U.S. still offers a large and varied testbed for our research.
The U.S. consists of 50 states, 48 of which are located in the
large geographic area depicted in Figure 2, and two others
that are located 2000 km to the northwest and 4000 km to
the southwest, respectively, of this landmass. (In addition,
our data sets recorded the U.S. capital, Washington DC, as
a separate entity, so we effectively had 51 “states”.) Thus,
the U.S. is as large as certain continents in terms of geo-
graphic expanse. It is also home to a sizeable fraction of
the Internet, in terms of networks, routers, end hosts, and
users. So we believe the research reported in this paper is
interesting despite being limited to the U.S.

3.3 Probe Machines

We obtained access to probe machines at the 14 locations
depicted in Figure 2. These machines were distributed geo-
graphically across the U.S. All of them were well-connected
hosts on university campuses except for the machine at Seat-
tle, WA, which was located at a corporate site (Microsoft).
These probe machines were used to make delay measure-
ments for GeoPing and to initiate traceroutes for GeoTrack.

As we explain later in Section J././, GeoPing is primed
using a database of delay measurements from the probe ma-
chines to several “target” machines at known locations. To
obtain such a database, we constructed a list of 265 Web
servers (termed UnivHosts) spread across university cam-
puses in 44 states of the U.S. The selection of university
servers as target hosts offered the advantage that we were
quite certain of their actual geographic location.
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The UnivHosts data set is also used to evaluate the per-
formance of GeoTrack and GeoCluster.

3.4 BGP Data

BGP routing information was derived from dumps taken
at two routers at BBN Planet [20] and MERIT [28]. Since
GeoCluster only requires the address prefiz (AP) informa-
tion, we constructed a superset containing address prefix
information derived from both sources. In all there were
100,666 APs in our list.

3.5 Partial Location Mapping Information

We obtained partial IP-to-location mapping information
from three sources. The data sets we obtained were partial
in the sense that they only covered a small fraction of IP
address space in use. Note that in no case did we have access
to user IDs or other user-specific information. Our data sets
only contained IP address and location information. So our
work did not compromise user privacy in any way.

1. Hotmail: Hotmail [24] is a popular Web-based email
service with several million active users. Of the over
1 million (anonymous) users we obtained information
for, we focused on the 417721 users who had regis-
tered their location as being in the U.S. The location
information we obtained from the users’ registration
records was at the granularity of U.S. states. In ad-
dition, we obtained a log of the client IP addresses
corresponding to the 10 most recent user logins (pri-
marily in the first half of 2000). We combined the
login and registration information to obtain a partial
IP-to-location mapping.

2. bCentral: bCentral [21] is a business Web hosting site.
Location information at the granularity of zip codes
was derived from HTTP cookies. In all we obtained
location information corresponding to 181246 unique
IP addresses seen during (part of) a day in October
2000.

3. FooTV: FooTV is an online TV program guide where
people look up program listings for specific zip codes.
(We do not reveal the name of the site here due to
anonymity requirements.) From traces gathered over a
two-day period in February 2000, we obtained a list of
142807 unique client IP addresses and 336181 (IP,zip)
pairs corresponding to the client IP address and the zip
code that the user specified in his/her query. A subset
of the IP addresses had more than one corresponding
zip code, which were usually clustered together geo-
graphically.

In the case of bCentral and FooTV, we mapped the zip
code information to the corresponding (approximate) lati-
tude and longitude using information from the U.S. Census
Bureau [30]. In the case of Hotmail, we computed the zip-
center of each state by averaging the coordinates of the zip
codes contained within that state.

The partial IP-to-location mapping obtained from these
sources may contain inaccuracies. For instance, in the case
of Hotmail and bCentral users may have registered incorrect
location information or may connect from locations other
than the one they registered. In the case of FooTV, users
may enquire about TV programs in areas far removed from
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their current location, although we believe this is unlikely.
Regardless, we explain in Section 6 how GeoCluster is robust
to such inaccuracies in location information.

4. THE GEOTRACK TECHNIQUE

The GeoTrack technique tries to infer location based on
the DNS names of the host of interest or other nearby net-
work nodes. Network operators often assign geographically
meaningful names to routers!, presumably for administra-
tive convenience. For example, the name corerouter!.SanFran-
cisco.cw.net corresponds to a router located in San Fran-
cisco. We stress that having geographically meaningful router
names is not a requirement or a fundamental property of the
Internet. Rather it simply an observation that is generally
supported by empirical data.

We define a router to be recognizable if its geographic lo-
cation can be inferred from its DNS name. Routers whose
IP address cannot be mapped to a DNS name or whose DNS
name does not contain meaningful location information are
considered as not being recognizable.

GeoTrack uses these geographic hints to estimate the lo-
cation of the target host. First, it determines the network
path between a probe machine and the target host using
the traceroute tool. Traceroute reports the DNS names of
the intermediate routers where possible. Then GeoTrack ex-
tracts location information from the DNS names of recogniz-
able routers along the path. Thus, it traces the geographic
path to the target host. Finally, GeoTrack estimates the
location of the target host as that of the last recognizable
router in the path (i.e., the one closest to the target).

As noted in Section 2, traceroute-based approaches that
extract geographic hints from router names have been pro-
posed before (e.g., GTrace [15], VisualRoute [31]). How-
ever, we are not aware of work in the open literature on
a quantitative evaluation of the traceroute-based approach
to determining the geographic location of hosts. Our goal
is precisely to do such an evaluation. Due to the logistic
difficulties associated with obtaining and running existing
traceroute-based tools, we decided to write our own tool
based on GeoTrack to do large-scale experimentation. We
have tested our tool over a large sample of IP addresses and
found that its coverage is comparable to VisualRoute within
the U.S. and in Europe.

4.1 Extracting Geographic Information from
Router Names

Geographic information is typically embedded in the DNS
name of a router in the form of a code, which is usually
an abbreviation for a city, state, or country name. There
is no standard naming convention for these codes. Each
ISP tends to use its own naming convention. This makes
the task of extracting location information from DNS names
challenging.

Based on empirical data, we have observed that there are
basically three types of codes that indicate location: city
codes, airport codes, and country codes. Some ISPs assign
DNS names to routers based on the airport code of the city
they are located in. Since airport codes are a worldwide
standard, such a naming convention greatly eases the task

'To be precise, DNS names are associated with router in-
terfaces, not routers themselves. However, for ease of expo-
sition we only use the term “router”.
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of determining the router’s location. For example sjc2-cw-
oc8.sjc.above.net refers to a router in San Jose, CA (airport
code sjc). However, many ISPs use non-standard codes for
cities. We have noticed that the city of Chicago, IL has
at least 12 different codes associated with it (e.g., chcg,
chegil, cgcil, chi, chicago). We have also observed that many
routers outside the United States have the country codes
embedded in their names. For example, the router with
the name asd-nri16.nl.kpnquwest.net is located in the Nether-
lands (country code nl). The country information can be
very useful in (partially) validating the correctness of the
location guessed based on city or airport codes.

We examined several thousand distinct router names en-
countered in the large set of traceroutes that we performed
from our 14 probe locations. We compiled a list of approxi-
mately 2000 airport and city codes for cities in the U.S. and
in Europe. Of the entire set of airport codes [27], our list
only includes a relatively small fraction of codes that are
actually used in router names. Since GeoTrack deduces lo-
cation by doing a string match of router names against the
codes, constructing a list with as few superfluous codes as
possible decreases the chances of an inadvertent match.

To further reduce the chances of an inadvertent match,
we divided the list of location codes into separate pieces
corresponding to each major ISP (e.g., AT&T, Sprint, etc.).
When trying to infer location from a router name associated
with a particular ISP, GeoTrack only considers the codes in
the corresponding subset.

There is the question of how router names are matched
against the location codes. Simply trying to do a string
match without regard to position of the matching substring
may be inappropriate. For example, the code charlotte,
which corresponds to Charlotte, NC in the eastern U.S.,
would incorrectly match against the name charlotte.ucsd.edu,
which corresponds to a host in San Diego, CA in the western
U.S. Through empirical observation, we have defined ISP-
specific parsing rules that specify the position at which the
location code, if any, must appear in router names associated
with a particular ISP. We split the router name into multi-
ple pieces separated by dots. The ISP-specific parsing rules
specify which piece(s) should be considered when looking for
a match. For example, the rule for Sprintlink specifies that
the location code, if present, will only be in the first piece
from the left (e.g., sl-bb10-sea-9-0.sprintlink.net containing
the code sea for Seattle). The rule for AlterNet (UUNET)
specifies that the code, if present, will only appear in the
third piece from the right (e.g., 192.atm4-0.sr1.atl5.alter.net
containing the code atl for Atlanta).

4.2 Performance Evaluation

We compare the performance of GeoTrack and a Whois-
based tool, NetGeo [14], both for university hosts drawn
from the UnivHosts data set and for a more diverse set of
hosts drawn from the FooTV data set. The latter consists
of a random sample of 2380 client IP addresses drawn from
the FooTV data set. While many of the FooTV clients con-
nected via proxies, none of the university hosts was behind
a proxy. For this experiment, we used the probe machine at
UNC in Raleigh, NC as the source of all traceroutes.

We quantify the accuracy of a location estimate using the
error distance, which we define as the geographic distance
between the actual location of the destination host and the
estimated location. In the case of FooTV, the “actual” lo-
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cation corresponds to the zip code recorded in the FooTV
data set which, as noted in Section 3.5, may not be entirely
accurate. Also, an IP address may be associated with mul-
tiple locations, either because it was allocated dynamically
(say using DHCP [5]) or because it belonged to a proxy
host (such as a Web proxy or a firewall). GeoTrack, on the
other hand, would only make a single location estimate for
a particular IP address. In our evaluation, we compute sep-
arate error distances corresponding to the many “actual”
locations associated with an IP address.
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Figure 3: CDF of the error distance for GeoTrack
and NetGeo.

Figure 3 shows the CDF of error distance for both Geo-
Track and NetGeo. It is very interesting to note the similar-
ity between the “NetGeo-FooTV” and “GeoTrack-FooTV”
curves beyond the 70th percentile mark, and the distribu-
tion of distance of AOL clients from their proxies in Figure
1. GeoTrack determines the location of the AOL proxies
as Washington, DC while NetGeo returns the location as
Sterling, VA. The similarity in the curves can be attributed
to the fact that these two locations are only about 35 km
apart. (Moreover, AOL’s proxies are also located in the
same vicinity.)

We also observe that the performance of GeoTrack is only
slightly better than that of NetGeo. GeoTrack exhibits a
median error distance of 590 km and NetGeo a median of
650 km. Since many of the FooTV clients are behind proxies,
neither Geotrack nor NetGeo is able to estimate the client’s
location accurately.

It is interesting to note that there is a significant differ-
ence in the performance of GeoTrack for the well-connected
UnivHosts hosts as compared to that for FooTV clients. For
instance, the median error distance is 102 km for the former
while is is 590 km for the latter. The reason for this differ-
ence is that (a) none of the hosts in UnivHosts is behind a
proxy, and (b) these hosts are well connected in the sense
that a traceroute to them generally completes and yields a
last recognizable router that tends to be close to the target
host.

5. THE GEOPING TECHNIQUE

The GeoPing technique seeks to determine the geographic
location of an Internet host by exploiting the relationship
between network delay and geographic distance. GeoPing
measures the delay to the target host from multiple sources
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