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in industry, it can be anticipated that virtualization will be
an essential part of future networks as il allows leasing and
sharing the physical (network) infrastructure. In this regard, an
important challenge is the allocation of substrate resources to
instantiate multiple virtual networks. In order to do so, three
main steps can be identified in the so called slice embedding
problem: resource discovery, virtual network mapping and
allocation.

We outlined how these three tasks are tightly coupled, and
howthere exists a wide spectrum of solutions that either solve
a particular task, or jomtly solve multiple tasks along with
the interactions between them. We then concluded with a few

interesting research directions in this area.

ACKNOWLEDGMENT

We thank Azer Bestavros, John Byers, Jonathan Appavoo
and Karim Mattar for their valuable feedback. This work was

supported in part by the National Science Foundation under
grants CNS-0963974, CCF-0820138, and CNS-0720604.

REFERENCES

(1 = Jeannie Albrecht, David Oppenheimer, Amin Vahdat, and David A.Pat-
terson. Design and Implementation Tradc-offs for Wide-Arca Resource
Discovery. ACM Transaction Internet Technologies, 8(4):1-44, 2008.
David G. Andersen. Theoretical Approaches to Node Assignment.
Unpublished Manuscript, December 2002.
Thomas Anderson, Larry Peterson, Scott Shenker, and Jonathan Turner.
Overcoming the Internet Impasse through Virtualization. Computer
Communication ACM, 38(4):34-41, 2005.
Alvin AuYoung, Phil Buonadonna, Brent N. Chun, Chaki Ng. David C.
Parkes, Jeff Shneidman, Alex C. Snoeren, and Amin Vahdat. Two
Auction-Based Resource Allocation Environments: Design and Expe-
rience. Market Oriented Grid and Utility Computing, Rajmukar Buyya
and Kris Bubendorfer (eds.), Chapter 23, Wiley, 2009., 2009.
Alvin Auyoung, Brent N. Chun, Alex C. Snoeren, and Amin Vahdat.
Resource Allocation in Federated Distributed Computing Infrastructures.
In Proceedings of the Ist Workshop on Operating System and Architec-
tural Support for the Ondemand IT InfraStructure, October 2004.

[6] Suman Banerjee, Seungjoon Lee, Bobby Bhattacharjee, and Aravind
Srinivasan. Resilient Multicast Using Overlays. SIGMETRICSPerform.
Eval. Rev., 31(01):102-113, 2003.

[7] Andy Bavier, Nick Feamster, Mark Huang, Larry Peterson, and Jennifer
Rexford. In VINT Veritas: Realistic and Controlled Network Ixper-
imentation, SIGCOMM’06: Proceedings of the 2006 conference on
Applications, technologies, architectures, and protocols for computer
communications, pages 3-14, 2006.

[8] S. Boyd and L. Vandenberghe. Convex Optimization.
http://www.stanford edu/people/boyd/cevxbookhtml, 2004.

[9] Alvin AuYoung Chaki Ng David C. Parkes Jeffrey Shneidman Alex
C. Snoeren Brent N. Chun, Philip Buonadonna and Amin Vahdat.
Mirage: A Microeconomic Resource Allocation System for SensorNet
Testbeds. In Proceedings of the 2nd IEEE Workshop on Embedded
Networked Sensors, 2005.

[10] John W. Byers, Jeffrey Considine, Michael Mitzenmacher, and Stanislav
Rost. Informed Content Delivery Across Adaptive Overlay Networks.
In In Proceedings ofACM SIGCOMM,pages 47-60, 2002.

[11] Jorge Carapinha and Javier Jimenez. Network Virtualization—a View
from the Bottom. VISA, ACM SIGCOMM Workshop on Virtualized
Infastructure Systems and Architectures, 17 August 2009.

[12] Amit Chakrabarti, Chandra Chekuri, Anupam Gupta, and Amit Kumar.
Approximation Algorithms for the Unsplittable Flow Problem. APPROX
’02: Proceedings of the Sth International Workshop on Approximation
Algorithms for Combinutorial Optimization, pages 51-66, 2002.

[13] Kyle Chard, Kris Bubendorfer, and Peter Komisarczuk. High Occupancy
Resource Allocation for Grid and Cloud Systems, a Study with DRTIVT:.
In Proceedings of the 19th ACM International Symposium on High
Performance Distributed Computing, HPDC 710, pages 73-84, New
York, NY, USA, 2010. ACM.

[2 oS

[3=

[4e

[S=

[14]

{15}

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

129]

[30]

[31]
[32]

[33]

[34]

[35]

[36]
[37]

[38]

15

HLL. Chen and T. Roughgarden. Network Design with Weighted Players.
Theory of Computing Systems, 45(2):302-324, 2009.
Xiang Cheng, Sen Su, Zhongbao Zhang, Hanchi Wang, Fangchun Yang,
Yan Luo, and Jie Wang. Virtual Network Embedding Through Topology-
Aware Node Ranking. SIGCOMM Computer Communication Review,
41:38-47, April 2011.
Mosharaf Chowdhury, Fady Samuel, and Raouf Boutaba. PolyViNE:
Policy-Based Virtual Network Embedding across Multiple Domains. In
Proceedings of the second ACM SIGCOMM workshop on Virtualized
infrastructure systems and architectures, VISA ’10, pages 49 56, New
York, NY, USA, 2010. ACM.
N. M. Mosharaf Kabir Chowdhury, Muntasir Raihan Rahman, and Raouf
Boutaba. Virtual Network Embedding with Coordinated Node and Link
Mapping. In INFOCOM,pages 783-791, 2009.
N.M. Mosharaf Kabir Chowdhury and Raouf Boutaba. A Survey of
Network Virtualization. Computer Networks, 54:862-876, April 2010.
B. Chun and A. Vahdat. Workload and Failure Characterization on a
Large-Scale Federated Testbed. Technical report, IRB-TR-03-040,Intel
Research Berkeley,, 2003.
Brent N. Chun. Chaki Ng, Jeannie Albrecht, David C. Parkes, and Amin
Vahdat. Computational Resource Iixchanges for Distributed Resource
Allocation. 2004.
Jeffrey Considine, John W. Bycrs, and Ketan Mcycr-Patcl. A Constraint
Salisfaction Approach to Testbed Embedding Services. SIGCOMM
Computer Communication Review, 34(1):137 142, 2004.
Costas Courcoubetis and Richard R. Weber. Ticonomic Issues in Shared

Infrastructures. VISA ’09: Proceedings of the Ist ACM workshop on
Virtualized infrastructure systems and architectures, pages 89-96, 2009.
John Day, Ibrahim Matta, and Karim Mattar. Networking is IPC: A
Guiding Principle to a Better Internet. In Proceedings of the 2008 ACM
CoNEXT Conference, CONTEXT ’08, pages 67:1-67:6, New York, NY,
USA, 2008. ACM.
D.Bertsimas and JN. Tsitsiklis. Introduction to Linear Optimization.
AhenaScientific, 1997.
Sven de Vries and Rakesh V. Vohra. Combinatorial Auctions: A survey.
INFORMS Journal on Computing, (3):284—309, 2003.
N. G. Duffield, Pawan Goyal, Albert Greenberg, Partho Mishra, K. K.
Ramakrishnan, and Jacobus E. van der Merwe. Resource management
with Hoses: Point-to-Cloud Services for Virtual Private Networks.
IEEE/ACM Transactions of Networking, 10(5):679-692, 2002.
David Tppstein. Vinding the k Shortest Paths. SZAM J. Comput.,
28(2):652-673, 1999.
Flavio Esposito and Ibrahim Matta. PreDA: Predicate routing for DIN
architectures over MANET. In GLOBECOM2009 - 2009 IEEE Global
Telecommunications Conference, pages 1-6. IEEE, November 2009.
Jinliang Fan and Mostafa H. Ammar. Dynamic ‘lopology Configuration
in Service Overlay Networks: A Study of Reconfiguration Policies. In
Procedings of IEEE INFOCOM,2006.
Nick Feamster, Lixin Gao, and Jennifer Rexford. How to Lease the
Internet in Your Spare Time. SIGCOMM Computer Communication
Review, 37(1):61-64, 2007.
Global Environment for Network Innovations. http://www.geni-net.
Christian Frank and Kay Romer. Distributed Facility Location Algo-
rithms for Flexible Configuration of Wireless Sensor Networks. In
Proceedings of the 3rd IEEE International Conference on Distributed
Computing in Sensor Systems, DCOSS’07, pages 124-141, Berlin,
Heidelberg, 2007. Springer-Verlag.
Yun Fu, Jeffrey Chase, Brent Chun, Stephen Schwab, and Amin Vah-
dat. SHARP: an Architecture for Secure Resource Peering. SIGOPS
Operating System Review, 37(5):133-148, 2003.
GENL End-user opt-in working group http://groups.geni-net/geni/wiki/
GeniOptIn., 2009.
Albert Greenberg, James R. Hamilton, Navendu Jain, Srikanth Kandula,
Changhoon Kim, Parantap Lahiri, David A. Maltz, Parveen Patel, and
Sudipta Sengupta. VL2: a Scalable and Flexible Data Center Network.
In Proceedings of the ACM SIGCOMM 2009 conference on Data
communication, SIGCOMM ’09, pages 51-62, New York, NY, USA,
2009. ACM.

Brian Hayes. Cloud computing. Commun. ACM, 51(7):9-11, 2008.
Jiayue He, Rui Zhang-shen, Ying Li, Cheng yen Lee, Jennifer Rexford,
and Mung Chiang. DaVinci: Dynamically Adaptive Virtual Networks
for a Customized Internet. In Proc. CoNEXT, 2008.
Mike Hibler, Robert Ricci, Leigh Stoller, Jonathon Duerig, Shashi
Guruprasad, Tim Stack, Kirk Webb, and Jay I.epreau. J.arge-Scale
Virtualization in the Emulab Network Testbed. ATC’08: USENIX 2008
Annual Technical Conference on Annual Technical Conference, pages
113-128, 2008.

Ex. 1073 - Page 334 Code200, UABv. BrightData Lid.
Code200's Exhibit 1073



Ex. 1073 - Page 335 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

[39]

[40]

[41]

[42]

143]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[56]

[57]

[58]

159]

[60]

{61}
[62]

Urs Hoelzle and Luiz Andre Barroso. The Datacenter as a Computer:
An Introduction to the Design of Warehouse-Scale Machines. Morgan
and Claypool Publishers, 2009.
I. Houidi, W. Louali, and D. Zeghlache. A Distributed Virtual Net-
work Mapping Algorithm. In Communications, 2008. ICC ’08. IEEE
International Conference on, pages 5634 —5640, May 2008.
An-Cheng Huang and Peter Steenkiste. Network-Sensitive Service
Discovery. USITS: USENIX Symposium on Internet lechnologies and
Systems, 2003.
Vatche Ishakian, Raymond Sweha, Jorge Londofio, and Azer Bestavros.
Colocation as a Service: Strategic and Operational Services for Cloud
Colocation. In NCA, pages 76-83, 2010.
Azer Bestavros Jorge Londofio and Shanghua ‘leng. Collocation Games
And Their Application Lo Distributed Resource Management. In Pro-
ceedings of USENIX HotCloud’09: Workshop on Hot Topics in Cloud
Computing, San Diego, CA,, June 2009.
O. Kariv and S. Hakimi. An Algorithmic Approach to Network Location
Problems, Part II: P-Mcdians. SIAM Journal on Applied Mathematics,
37:539-560, 1979.
Morgan Kaufmann. The Grid. Blueprint for a New Computing Infras-
tructure. Vilsevier Series in Grid Computing, 2 edition, December.
Stavros G. Kolliopoulos and Clifford Stein. Improved Approximation
Algorithms for Unsplittable Flow Problems. fz Proceedings of the 38th
Annual Symposium on Foundations of Computer Science, pages 426-
435, 1997.
James Tl’. Kurose and Keith W. Ross. Computer Networking: A Top-Down
Approach. Addison Wesley, 2009.
C. Sansone L. P. Cordclla, P. Foggia and M. Vento. An Improved
Algorithm for Matching Large Graphs. 3rd IAPR-TC15 Workshop on
Graph-based Representations in Pattern Recognition, pages 149 159,
2001.

Kevin Lai, Lars Rasmusson, Eytan Adar, Li Zhang, and Bernardo A.
Huberman. Tycoon: An Implementation of a Distributed, Market-Based
Resource Allocation System. Multiagent Grid Syst., 1(3): 169-182, 2005.
N. Laoutaris, G. Smaragdakis, K. Oikonomou, I. Stavrakakis, and
A. Bestavros. Distributed Placement of Service Macilities in Large-Scale
Networks. In INFOCOM, Anchorage, AK, May 2007.
Harold C. Lim, Shivnath Babu, Jeffrey S. Chase, and Sujay S$. Parckh.
Automated Control in Cloud Computing: Challenges and Opportunities.
In Proceedings of the Ist Workshop on Automated Control for Datacen-
ters and Clouds, ACTYC ’09, pages 13-18, New York, NY, USA, 2009.
ACM.

Jens Lischka and Holger Karl. A Virtual Network Mapping Algorithm
based on Subgraph Isomorphism Detection. VISA, ACM SIGCOMM
Workshop on Virtualized Infastructure Systems and Architectures, pages
81-88, 2009.
Michael Litzkow, Miron Livny, and Matthew Mutka. Condor - A Hunter
of Idle Workstations. Proceedings of the 8th International Conference
of Distributed Computing Systems, June 1988.
Jorge Londono and Azer Bestavros. NETEMBED: A Network Resource
Mapping Service for Distributed Applications. Symposium on Parallel
and Distributed Processing, 2008. IPDPS 2008. IEEE International,
pages 1 -8, April 2008.
Jing Lu and Jonathan Turner. Efficient Mapping of Virtual Networks
onto a Shared Substrate. Technical report, Washington University in St.
Louis, 2006.
R.A. Calderbank M. Chiang, $.H. Low and J.C. Doyle. Layering
as Optimization Decomposition: A Mathematical Theory of Network
Architectures. Proc. of [EEE, 95(1):255-312, Jan 2007.
Harsha V. Madhyastha, Ethan Katz-bassett, Thomas Anderson, Arvind
Krishnamurthy, and Arun Venkataramani. iplane nano: Vath prediction
for peer-lo-peer applications. Proceedings of NSDI, 2009.
Matthew L. Massie, Brent N. Chun, and David E. Culler. The
Ganglia Distributed Monitoring System: Design, Implementation and
Experience. Parallel Computing, 30:2004, 2003.
Ibrahim Matta and Azer Bestavros. A Load Profiling Approach to
Routing Guaranteed Bandwidth Flows. INFOCOM '98. Seventeenth
Annual Joint Conference of the IEEE Computer and Communications
Societies. Proceedings. IEEE, 3:1014 —1021 vol.3, mar-2 apr 1998.
Elena Meshkova,Janne Riihijarvi, Marina Petrova, and Petri Mahénen.
A Survey on Resource Discovery Mechanisms, Pecr-to-Peer and Service
Discovery Frameworks. Computer Networks, 52(11):2097-2128, 2008.
P. Mirchandani and R. Francis. Discrete Location Theory. Wiley, 1990.
Albrecht J. Patterson D. Vahdat A. Oppenheimer, D. Design and
Implementation Tradeoffs for Wide-Area Resource Discovery. High
Performance Distributed Computing, 2005. HPDC-14. Proceedings.
14th IEEE International Symposium on, pages 113 — 124, July 2005.

Ex. 1073 - Page 335

[63]

[64]

[65]

[66]
[67]

[68]

[69]

[70]

[71]
[72]

[73]

[74]
[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

16

Lawrence Page, Sergey Brin, Rajeev Motwani, and Terry Winograd.
The PageRank Citation Ranking: Bringing Order to the Web. Technical
Report 1999-66, Stanford InfoLab, November 1999.
D.P. Palomar and Mung Chiang. A Tutorial on Decomposilion Methods
for Network Utility Maximization. Selected Areas in Communications,
IEEE Journal on, 24(8):1439 —1451, aug. 2006.
Larry Peterson, Tom Anderson, David Culler, and Timothy Roscoe.
A Blueprint for Introducing Disruptive ‘Technology into the Internet.
SIGCOMM Computer Communincation Review, 33(1):59-64, 2003.
BGP/MPLS RFC2547. http://tools.ietf.org/html/rfc2547.
Robert Ricci, Chris Alfeld, and Jay Lepreau. A Solver for the Network
Testbed Mapping Problem. SiGCOMM Computer Communication
Review, 33(2):65-81, 2003.
Robert Ricci, David Oppenheimer, Jay Lepreau, and Amin Vahdat.
Lessons from Resource Allocators for Large-Scale Multiuser Testbeds.
ACM SIGOPS Operating Systems Review, 40(1), January 2006.
Thomas Ristenpart, Eran Tromer, Hovav Shacham, and Stefan Savage.
Hey. you, Get Off of My Cloud: Exploring Information Leakage
in Third-party Compute Clouds. In Proceedings of the 16th ACM
conference on Computer and communications security, CCS ’09, pages
199-212, New York, NY, USA, 2009. ACM.
Jeffrey Shneidman, Chaki Ng, David C. Parkes, Alvin AuYoung, Alex C.
Snocren, Amin Vahdat, and Brent Chun. Why Markcts Would (But
Dow’t Currently) Solve Resource Allocation Problems in Systems. In
Proceedings of the 10th conference on Hot Topics in Operating Systems -
Volume 10, pages 7-7, Berkeley, CA, USA, 2005. USIINIX Association.
Steven S. Skiena. Set Packing. The Algorithm Design Manual. 1997.
David Spence and Tim Harris. XcnoScarch: Distributed Resource
Discovery in the XenoServer Open Platform. Internationul Symposium
on High-Performance Distributed Computing (HPDC), page 216, 2003.
Eric Liu Mike Kester Tlenning Schulzrinne Volker TTilt Srini Seethara-
man Suman Srinivasan, Jae Woo Lee and Ashiq Khan. NetServ:
Dynamically Deploying In-network Services. In Proceedings of ReArch
’09 (CoNEXT workshop), 2009.
SWORD.Source code http://sword.cs.williams.edu/, 2005.
Jonathan Turner and David Taylor. Diversifying the Internet. GLOBE-
COM IEEE Global Communication conference, 2005.
J Vygen. Approximation Algorithms for Facility Location Problems.
Technical report, 05950-OR, Res. Ins. for Disc. Math., University of
Bonn, 2005.
Brian White, Jay T.epreau, Leigh Stoller, Robert Ricci, Shashi Gu-
ruprasad, Mac Newbold, Mike Hibler, Chad Barb, and Abhijeet Joglekar.
An Integrated Experimental Environment for Distributed Systems and
Networks. SIGOPS Oper. Syst. Rev., 36(SD:255—270, 2002.
Jon Whiteaker, Fabian Schneider, and Renata Teixeira. Explaining
packet delays under virtualization. ACM SIGCOMM CCR, 41(1):38—
44, January 2011.
Minlan Yu, Yung Yi, Jennifer Rexford, and Mung Chiang. Rethinking
Virtual Network Embedding: Substrate Support for Path Splitting and
Migration. SIGCOMM Compututer Communication Review, 38(2):17—
29, 2008.
Tao Yu and Kwei-Jay Lin. A Broker-Based Framework for QoS-Aware
Web Service Composition. In IEEE ’05: Proceedings of the 2005 IEEE
International Conference on e-Technology, e-Commerce and e-Service
(EEE’05) on e-Technology, e-Commerce and e-Service, pages 22-29,
Washington, DC, USA, 2005. IEEE Computer Society.
Ammar M. Zhu, Y. Algorithms for Assigning Substrate Network
Resources to Virtual Network Components. INFOCOM 2006. 25th IEEE
International Conference on Computer Communications. Proceedings,
pages 1 —12, April 2006.
Qian Zhu and Gagan Agrawal. Resource Provisioning with Budget
Constraints for Adaplive Applications in Cloud Environments. In
Proceedings of the 19th ACM International Symposium on High Perfor-
mance Distributed Computing, HPDC ’10, pages 304-307, New York,
NY, USA, 2010. ACM.

Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 336 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

 

A

<
=
oe
nN
wr
N
—)—
>
—
—)
AN

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY(PCT)

(19) World Intellectual Property
Organization

International Bureau

(43) International Publication Date
4 November 2004 (04.11.2004)

(51) International Patent Classification’: GO0IM 11/00

(21) International Application Number:
PCT/IB2004/05049 1

(22) International Filing Date: 22 April 2004 (22.04.2004)

(25) Filing Language: English

(26) Publication Language: English

(30) Priority Data:
03101131.5 24 April 2003 (24.04.2003) EP

(71) Applicant (for all designated States except US): KONIN-
KLIJKE PHILIPS ELECTRONICS N.V. [NL/NL];
Groenewoudseweg 1, NL-5621 BA Eindhoven (NL).

(72) Inventors; and
(75) Inventors/Applicants (for US only): FONTIJN, Wil-

helmus, F., J. [NL/NL]; c/o Prof. Iolstlaan 6, NL-5656
AA Eindhoven (NL). LAMBERT,Nicolaas [NL/NL]; c/o
Prof. Holstlaan 6, NL-5656 AA Lindhoven (NL).

(74) Agent: GROENENDAAL, Antonius, W., M.; Prof. Hol-
stlaan 6, NL-5656 AA Lindhoven (NL).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AR, AG, AT, AM,

(54) Title: PEER ‘TO PEER ‘TRANSFER OF CONTENT

 
(10) International Publication Number

WO 2004/094980 A2

AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GL, GH, GM, HR, HU,ID,IL, IN, IS, JP, KE,
KG,KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PL, RO, RU, SC, SD, SE, SG, SK, SL, SY, ‘TJ, TM,
TN,TR,TT, TZ, UA, UG, US, UZ, VC, VN, YU, 7A, ZM,
ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW,GIL,
GM,KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), Euro-
pean (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI, FR,
GB, GR,ITU,IE, IT, LU, MC, NL, PL, PT, RO, SE, SI, SK,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:

as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii)) for the following designations AE,
AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ,
CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE,
EG, FS, Fl, GB, GD, GR, GH, GM, HR, HU, ID, IL, IN, IS,
JP, KE, KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA,
MD, MG, MK, MN, MW. MX, MZ, NA, NI, NO, NZ, OM,

[Continued on next page]

We 

 

 

  
  

 
 
 

 
 

(57) Abstract: This invention relates to a method, a device, a server and a system of / for peer to peer transfer of content. Said
method includes the steps of receiving and transmitting, from a first device (11), a first request with a first selection criterion for a
first content to a server (18) or to a second device (12); transferring the first content satisfying said first selection criterion to said
first device from the server, when said server previously has acknowledgedsaid first device as a legal recipient of said first content
and in case said first content is available only on said server, and noting that said first device subsequently has the requestedfirst
content available for other devices (14, 15 , 16, 17); or re-directing said first request to a third device (13) on whichthe server knows
that the requested first content is still available and transferring said first content satisfying said first selection criterion to said first
device from the third device; or transferring the first content satisfying said first selection criterion to said first device from the second
device, whensaid first content is available on said second device, and informing the serverthat said first content has been transferred
to said first device from said second device; and rewarding the one of said second orthird device from whichsaid first content was
transferred to said first device, when content was transferred from one of these; and charging said first device for reception of said
first content. This enables for download, upload and sharing of legally protected paid-for content.

Ex. 1073 - Page 336 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 337 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

WO 2004/094980 A2 __IMMITINNTNINTIIITTITIM TIMARUTAINAI

PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ,|Published:
TM, TN, TR, TT, TZ, UA, UG, UZ, VC, WN, YU, ZA, ZM,==——without international search report and to be republished
ZW, ARIPO patent (BW, GH, GM, KE, LS, MW, MZ, SD, upon receipt of that report
SL, SZ, TZ, UG, 7M, ZW), Eurasian patent (AM, AZ, BY,
KG, KZ, MD, RU, TJ, TM), European patent (AT, BE, BG,
CH, CY, CZ, DE, DK, EE, ES, FI, FR, GB, GR, HU, IE, IT,
LU, MC, NL, PL, PT, RO, SE, SI, SK, TR), OAPIpatent (BF,_For two-letter codes and other abbreviations, refer to the "Guid-
BJ, CF, CG, CL, CM, GA, GN, GQ, GW, ML, MR, NE, SN,—ance Notes on Codes andAbbreviations" appearing at the begin-
TD, TG) ning ofeach regularissue ofthe PCT Gazette.

Ex. 1073 - Page 337 Code200, UABv. BrightData Lid.
Code200's Exhibit 1073



Ex. 1073 - Page 338 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

10

15

20

25

WO 2004/094980 PCT/1B2004/050491

Peerto peer transfer of content

This invention relates to a method ofpeer to peer transfer of content.

The present invention also relates to a computer system for performing the
method.

The present invention further relates to a computer program product for

performing the method.

This invention further relates to a device on which parts of said methodis
executed.

This invention further relates to a server on which remaining parts (not run on

the device) of said method is executed.

This invention further relates to a system on which said method is executed.

EP 1229443 discloses a system and a method for providing advertisements in

a peer to peer networking environment. Each of the advertisements is defined as a structured,

language neutral metadata structure. This is used to name, describe and publish an existence

of a peer to peer platform resource, such as the peer itself, a pipe or a service. The

advertisements are subsequently available to other peers in the networking environment.

From theart it is known that Peer-to-peer is a communications model in which

each party (i.e. each peer) has the same capabilities and either party can initiate a

communication session. Other models with which the pure Peer-to-peer communications

model might be contrasted include the client / server model and the master/slave model, both

also knownin the art. In some cases, peer-to-peer communications is implemented by giving

each communication node both server and client capabilities. In recent usage, peer-to-peer

has come to describe applications in which users can use the Internet to download or upload

multimedia content or simpler content in form of files with and to each other directly or
through a mediating server.
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On the Internet, peer-to-peer (referred to as P2P) is a type of transient Internet

network that allows a group of computer users (peers) with the same networking program to

connect with each other and directly access files from one another's hard drives. Napster and

Gnutella are examplesofthis kind of peer-to-peer software.

Whenthe Internet P2P is applied, it is known in the art that the user must first

download and execute a peer-to-peer networking program, e.g. Gnutella-net is currently one

of the most popular of these decentralized P2P programs becauseit allows users to exchange

all types offiles.

Asdiscussedlater, it is a problem that the files may represent a stolen property

right, such as music, a movie, etc, and/or the files may have a poor quality and/or said files

may contain virus.

After launching the program,the user enters the IP address of another

computer belonging to the network, typically, the Web page where the user obtained the

download will list several IP addresses as places to begin. Once the computer finds another

network member on-line, it will connect to that user's connection, which has obtained their IP

address from a connection of another user, and so on.

It is however, a problem especially for un-experienced, unaware users that

downloadable content typically available in a peer-to-peer network may belegally protected

and thusit is illegal do downloadit and useit, i.e. play back or view said content. In other

words, many users — except for the few who knowtheyare deliberately infringing rights of

the owner of copy protected content when downloaded — prefer to apply a method and device

where they are secure that downloaded content is legal so that they subsequently can play

back or view being sure that no rightful proprietor (of said content) is being infringed.

It is a further problem for users that downloadable available ‘for-free’ (in fact

stolen from a legal point of view) content can contain virus, i.e. when said content is

subsequently played back or viewed on the user’s device, the virus may also getlife,i.e. it

may be executed simultaneous with the playing back or viewing of content on the user’s

device. Said virus can then consequently harm the file or operating system of the device of

the user thus making the user device malfunction or lose previously downloaded content as

well.

It is a further problem for users that downloadable available ‘for-free’ content

may be in a poor quality, since the content is illegal recorded during a concert, in a cinema or

recorded from the original content by means of poor quality recording equipment, thus

content in this case is in fact illegal obtained and in a poor quality.
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In other words,it is a problem that user are uncomfortable with ‘for-free’

content since it may contain virus and / or makethe usera thief, if the unaware user

downloadssuch content.

Additionally, it is a problem that users are reluctant in sharing(i.e.

transmitting to others) copy protected content since they risk being caughtin infringement of

the rightful proprietor, if sharing, especially when using Web-pages (to download content)

nottelling that eventually provided material (content) from a legal point of view is in fact a

violation of copyright laws.

It is a further problem that currently the real cost of a downloaded item of

content is not transparent to the user.

The present invention enables users to download legally protected content

when applying the method according to the invention and / or when using the device

according to the invention which communicates with the server in the peer-to-peer network.

Subsequently, it is legal to play it back, view it and share it with others. This is possible,

since the method (and the device and server applying the method) handles the property rights

and the payments in a lega! manner, which both the users and content providers are

comfortable with, i.e. the user is assured that he does not makea thief out of himself, and the

content providers (artist, singer, movie manufacturer, etc) are assured that their content is not

being stolen, but paid for.

Further, it is assured that the downloaded content is virus-free and in an

approved quality.

Additionally, users can - when applying the method by meansoftheir device -

easily and legally share (i.e. transmit to others) copy protected content since somesteps of

the methods ensure that the proprietor of content gets paid for his content, since users are

charged for downloads. Further, users (of said devices), themselves can obtain a reward for

sharing, this further expands sharing.

Further, it is an advantage of the invention that the real cost of a downloaded

item of content is transparent to the user.

Said device and server, in combination and the systern provide the same

advantages and solve the same problem(s) for the same reasons as described previously in

relation to the method.
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The invention will be explained more fully below in connection with preferred

embodiments and with reference to the drawings, in which:

fig. 1 shows a network of devices and a server; and

fig. 2 shows a methodofpeer to peer transfer of content.

Throughout the drawings, the same reference numerals indicate similar or

corresponding features, functions,etc.

Figure 1 shows a networkof devices and a server. Said network of devices

with the server are illustrated by means of reference numeral 10. As will be explained more

detailed in the next figure, a first device, reference numeral 11, orits useris looking for

certain content (a video film as an example), the user will then try to find out from where the

video film can be obtained, i.e. downloaded. He will use a specific selection criterion for the

video film content. In technical terms, his device (first device) will receive the selection

criterion e.g. movie name, genre, etc, which it then will send to another device (a second

device. reference numeral 12,)) and to a server, reference numeral 18, since his own device

(said first device) cannot know whether the server or another peer to peer device, has the

requested content available.If the server has the content satisfying the selection criterion,it
will provide it to the requesting device, i.e. to said first device. However, in order to offload

and distribute network usage moreefficient — if the server knowsthat another peer (device)

has the requested content available, the server will redirect the transfer of content to this

device which then will provide the content satisfying the selection criterion, i.e. transfer it to

the requesting device equalling said first device. In the last case, the serveris informed — by

the actual device transferring content that content has been transferredto said first device,

which then can be accordingly chargedfor receiving the requested content. Hereby, the first

device (and its user) is comfortable with content charged for, since it is virus free and has

been legally bought, i.e. the user is sure that he did not make a thief out of himself; further

the user can rely on that the content has an approved quality level, since it comes form the

legal owneror an administrator of network, he cantrust.

In thefirst case, i.e. the server supplied directly the requested content, the

server typically previously acknowledged that said first device is in fact a subscribing or

paying (or one wholater will pay) rightful recipient of the content, i.c. said video film. The
content, in general, can be uploaded to or downloaded from moredevices, e.g. reference

numerals 13 and 14. In the networkfurther devices may be present, e.g. reference numerals
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15, 16 and 17. Generally, the server has to be accessible to and in the network of devices, i.e.

to all devices, either for transfer of contentthe first time, and/ or subsequently for charging

and rewarding,thisis illustrated by means of the arrows connecting the server to the devices.

A requester needs not register or be registered to the server. There may be a

third party that certifies the requester to the server. The server trusts the certifier and assumes

the requester is allowed to receive. Or the requester pays ‘on-the-spot’ using virtual tokens or

a mediation service (Pay-Pal).

The network is shown for illustrative purposes, any other dynamic or static

topology or arrangement of peers or devices and one or more additionally servers may also

be applied in the present invention.

Anyof said devices may be a video cassette recorder (VCR), a personaldigital

assistant (PDA), a mobile phone,a television, a radio, a DVD player, a CD player, an

information panel, a web tablet, a smart remote, a peer or a personal computer.

The device alternatives as mentioned may be understood as corresponding

peers in a peer-to-peer type of transient network similar to the type found onthe Internet, that

allows a group of computer users (with access to their corresponding peers or devices) with

the sameor similar networking program or protocol to connect with each other and directly
access content, e.g. in the form offiles, eto to/from one another's hard drives, memories, etc.

A peer-to-peer network is simply a network of peers, the Internet, Gnutella

software, computers are all just examples of aspects of specific implementations, however the

present invention applies said server for rewarding direct peer to peer content sharing, and

said server is furthermore applied to charge peers for download of content. Since content

typically is copy protected content, at least one of said servers tracks, charges and rewards

peers (devices) for down and upload, respectively of copy protected content.

In a preferred embodimentof the invention said content comprises one or

more selected from the group:

- aDVDpicture and sound signal;

- aCD sound signal;

- agiven digital audio format (e.g. MP3, WMA, Real Audio, WAV,etc);

-  agiven digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV,Real

Video, etc);

-  agiven picture format (e.g. JPEG, GIF, BMP, TIFF, etc); and/or

- any such format that is capable of causing the device to emit a picture and/or sound

signal, e.g. G72x, aiff, real.
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Thisis possible since said device can be a CD player, a DVD player, a radio, a

mobile phone, etc. as discussed, accordingly content can be presented, i.e. shown and/ or

_ played back on said device.

In other words, the above content combinations are copy protected content,

which, generally, are in the form of numerical, textual information, picture, video, sound and

/ or any combination(s) thereof, and which, generally, also are being free from virus and in an

approved quality.

Figure 2 shows a method ofpeer to peer transfer of content. The contentis

transferred among device in the peer to peer network,in initial situations, i.e. the first times

content gets available, by meansofthe server.

Prior to the following steps, it is assumedthat- as a starting point - that only

the server can provide content; later on content can be distributed (or spread) to various

devices (second, third, etc,) i.e. at later occasions these devices can provide content without

directly involving the server, however, still devices requesting and receiving content are

charged accordingly regardless from where (i.e. from the server or from the peerto peer

device) said content is being transferred.

Further, content is copy protected content, i.e. legal content being free from

virus and in an approved quality. The server is in all cases — also when content is transferred

directly between devices — responsible for that the copy protected content is legal, free from

virus and in the proper quality, this is possible since — from the starting point - content can

only be introduced into the network via the server. The actual (content) data does not have to

originate from the server. The server just needs to certify it. Any user may offer a piece of

content to the server for certification. On the server side the content will be checked and

whenit is found to be acceptable, the content is certified, for download, redirection, etc. In

step 100, a first request may be received onafirst device. The request typically comprises a

first selection criterion for a first content, the user of the first device can e.g. key in his

selection criterion for the content by means of a keyboard or by means of any common user

interface know in the art, e.g. a GUI like windows,soft-keys, menu driven, click by means of

a mouse, etc. The content may reside on the server and / or another second device,i.e. said

second device. Therefore, subsequently the request is transmitted from the first device to the

server or to said second device, since said first device cannot know whetherthe server or

another peer to peer (second) device has said requested first content available.
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Said first selection criterion may be composed by meansofone or more

combinable items, e.g. program, channel, Web-site, genre, type, topic, style, start, duration,

language, title, name, hyperlink including content reference,etc.

Said first selection criterion can then be helpful for the user and to the device

from which content is requested,i.e. helpful to find and subsequently transmit content having
the first selection criterion,i.c. said selection criterion in general may reflect content

interest(s) of a specific user, the user can therefore avoid to surfthrough manyavailable

channels if the device is a TV, or surf through many Websites if his device is an Internet PC

or accessed via a server from a client PC in order to find his content. The user can apply this
step instead.

Said selection criterion can therefore be understoodas the users ownprofile of
interests.

Asdiscussed, the request is transmitted to the server or to another, i.e. the

second device; in general, requests are put to the network (of devices or peers) as a whole

including the server(s) as stated in this step. Although, due to the nature of the network, the

requests will not reachall peers in the network, they should reach at least oneserver, e.g. via

a Kazaalike super-node that is or knowsa server. In the beginningthe server will only have

the contentavailable and participate in transferring the contentto the requester, here said first

device. Ifa certain number ofpeers have downloadedthe content, the server may stop

offering it becauseit will be available from elsewhere, i.e. from said number ofpeers. This is

in fact dealt with by meansof steps 200, 300 and 400.

In step 200,thefirst content satisfying said first selection criterion may be

transferred to said first device from the server. This is only in the case when said server

previously has acknowledgedsaid first device as a legal recipientofsaid first content, e.g.

through an eventually registration, and when saidfirst contentis available only on said
server.

Subsequently, the server will note that said first device now has the requested

first content available for the other devices. This implies that if the same request (for content)

arrives again to the server, the first device will then be the direct content supplier instead of

the server. The latter — in fact redirecting of content - is dealt with in step 300.

Alternatively, instead of step 200, in step 300, said first request is redirected to

a third device, Said third device is knownto the server as a device in factstill having the

requested first content. Subsequently,said first content satisfying said first selection criterion

is transferred to said first device from the device re-directedto, i.e. from said third device.
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The server will currently check that said content in factstil] is on the third

device, in case the user of the third device removes or removedthe particular content, the

server will subsequently find out. In that case, the server must provide contentit self or

redirect the request (for content) to another fourth device (in placeof said third device). In
other words, the server currently checks that content is in fact still available on said third

device, and that said third device is on line, if not, the request is redirected to another, i.e. to
said fourth device,etc.

Alternatively, instead of step 200 or step 300,in step 400,first content

satisfying saidfirst selection criterion is transferred to said first device from the second

device. This is only the case whensaidfirst content is in fact available on said second device;
in that case the server is subsequently informed (by said second device) thatsaid first content

has actually been transferred to said first device. The reason for doing thelatter is to enable

the server to charge said first device for receiving content, in fact requested by it self.
Conversely — as in next step - to enable the server to reward said second device for

transferring (and sharing) content.

It is assumed that when any device (secondorthird) provides or supplies

content, the content, in all cases,initially came from the serveroris at least approved from

the serverto legally be available from the other device(s) (second or third) for an eventually
subsequent transfer. At later occasions, one of the other devices (second or third) devices can

provide content (originally legally approved by the server, etc) to even more devices. Further,

after reception of content on the first device, this also can play therole of ‘content provider’,
i.e. acting in the same manneras said second and third devices; in fact when more devices

have received the same content(satisfying the samecriterion) any of these - of course — play
the role of ‘content provider’ in competition with other devices having the same content, this

lowers the waiting time for a requesting device and provides for an improvementin sharing
of content amongdevices, this in turn also offloads the server.

Generally, in step 200, 300 and 400,the server, the third device and the second

device, respectively transferred contentto said first device.

In step 500, said second or third device, which in fact transferred content to

said first device, is then rewarded. However, it may be the case that the server transferred
content itself; in this case none,i.e. neither the second nor the third device are rewarded.

However, in the general case, the secondorthird device is rewarded; conversely, the more

rare case,i.e. the server transferred content, it will not reward itself, but it may note the

transfer primarily for statistical purposes.
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In all cases, regardless from where (server, second orthird device) content was

transferred, i.e. in step 600, said first device is charged for reception ofsaid first content. The

charge may be dependent of a subscription fee or subscription agreements in general or on a

per transfer basis (download); it may be dependent ona file length, value or duration, and / or

combinations thereof. This is possible since content may betransferred embeddedin or by
meansofsaid file.

Optionally, said method comprises the following two steps, which deals with

the opposite situation, i.e. the server receives content:

In step 700, a second content satisfying a second selection criterion and the

second selection criterion are uploadedto the server from a fourth device. The server should

then subsequently ensurethat said second contentis free for virus, has the right quality level

(sufficient high sampling rate, low noise, stereo, aliasing, etc) and, most importantly,is legal,

for the latter the owner of the server may have agreed contracts (e.g. throughlicence, partly
or in whole, an exclusive right, etc) with the original creator, owner or supplier of content to

ensure that it can be legally distributed afterwards as discussed in the steps above. The

second selection criterion is uploaded with the corresponding second content in order to

make said second content searchable again, when requested as discussedin step 100. The
second selection criterion will be of the same nature and structure as that ofsaid first

selection criterion.

In step 800, the fourth device is rewarded. The reward is given to the fourth

device in return for uploading said second content (with the second selection criterion) to the

server. The reward may be given in form ofcredits, rebate, discounts, etc. The reward can

then be used by said fourth device, if it later obtains a third content, etc.

Generally when the device is denoted first, second, etc device, it is to be

understoodthat any device can perform the mentioned tasks, i.e. even though a first device,

only as disclosed in the above steps requests content, it - as well as the other devices - may

perform any task as reflected in the steps above.

Rewards, credits, rebate, discounts, the task of charging are generally dealt

with by the server, i.e. the server keeps a balance of in and outgoing payments for each

device up and downloading content.

Asdiscussed above, for or each item of content the device has to pay a small

fee. When a device is charged, a subsequent payment can be done onatransaction basis or

included in telecommunication fees. The latter can be in the form of an elevated rate

(price/minute) for the transfer or included in a periodic bill. Subscription is also an option.
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Part of the fee is direct payment to the content provider, which may be represented by said
server. Part of the fee is used to award a discount to the device offering the content. Le. users
of devices can recap part of that fee by sharing desirable content.

For each piece of content that is downloaded from a device (to the server or to
another device), the device is rewarded with credits. These credits can be in the form of

rebates on the purchase of new songs, on telecommunication fees or on downloading content
from other devices. The credits can be proportional to the amountofdata transferred, e.g. the
size of the file, or proportionalto the value ofthe song.

The content shared by devices is verified by the server. Devices offering non-
compliant, e.g. sub standard content can be excluded from the exchange based on the

identification of the mobile phone identification, i.e. not satisfying the criterion in step 200 of
acknowledgement.

In general, according to the present invention, a service for sanctioned P2P

transfer between devices is set up. Peers or devices who wantto share content are registered
at the server and the content they offer may indexed, e.g. the Napster model.

The server may offer a comprehensive collection of content. This can be done

using an intuitive interface for the selection of content. The offering of content can be

enhanced by supporting information. If certain content is not offered by any peer (device),
€.g. very new content, the server may offer the content. The latter is a temporary measuretill

(enough) peers (devices) offer the content. This amounts to a transition model. Initially most
content may be hosted by the server but few peers will use the redirection service. If the

amount of connected peers in the network grows the demand onthe redirection service will

increase but at the same time the amountof content provided at the server side can decrease.

Hence, if the popularity (and therefore the use) of the system increases the server will not

haveto be scaled up.

Thetransfer rate of content shared by peers is not guaranteed. This enables the

definition of a lazy transfer mode to offer unused bandwidth at reduced price. If the premium
service of voice communication uses more of the networks bandwidth, the bandwidth

available to P2P transfers is reduced.

A computer readable medium may be magnetic tape, optical disc, digital

versatile disk (DVD), compact disc (CD record-able or CD write-able), mini-disc, hard disk,
floppy disk, smart card, PCMCIAcard,etc.

In the claims, any reference signs placed between parentheses shall not be
constructedas limiting the claim. The word "comprising" does not exclude the presence of
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elements or steps other than those listed in a claim. The word "a" or "an" preceding an

element does not exclude the presenceofa plurality of such elements.

The invention can be implemented by means of hardware comprising several

distinct elements, and by means of a suitably programmed computer. In the device claim

enumerating several means, several of these means can be embodied by one and the same

item of hardware. The mere fact that certain measures are recited in mutually different

dependent claims does not indicate that a combination of these measures cannot be used to

advantage.
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CLAIMS:

1. A methodofpeer to peertransfer of content, said method comprising the steps
of:

receiving and transmitting (100), from a first device (11), a first request with a

first selection criterion for a first content to a server (18) or to a second device (12);
transferring (200) the first content satisfying said first selection criterion to

said first device from the server, when said server previously has acknowledged said first

device as a legal recipient of said first content and in casesaid first content is available only
on said server, and noting that said first device subsequently has the requested first content

available for other devices (14, 15, 16,17); or

re-directing (300) said first request to a third device (13) on which the server

knowsthatthe requested first contentis still available and transferring said first content

satisfying said first selection criterion to said first device from the third device; or

transferring (400) the first content satisfying said first selection criterion to

said first device from the second device, when said first content is available on said second

device, and informing the server that said first content has been transferredto said first device

from said second device; and

rewarding (500) the one of said second or third device from which said first

content was transferred to said first device, when content was transferred from one ofthese;
and

charging (600)said first device for reception ofsaid first content.

2. A method according to claim 1, said method further comprising the steps of:

uploading (700) a second content satisfying a second selection criterion and

the second selection criterion to the server from a fourth device; and

rewarding (800) the fourth device for uploading the second content and the
secondcriterion to the server.
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3. A method according to claim 1 or 2, characterized in that said contentis copy
protected content, such as numerical information, picture, video, sound and combinations
thereof.

4, A method according to any one of claims 1 through 3, characterizedin that
said content comprises one or more selected from the group:

a DVDpicture and soundsignal;

a CD soundsignal;

a given digital audio format (e.g. MP3, WMA,Real Audio, WAV,etc);
a given digital movie format (e.g. DivX, DVD/MPEG2, Avi, wmf, MOV,Real

Video, etc);

a given picture format (e.g. JPEG, GIF, BMP, TIFF,etc); and/or

any such format that is capable of causing the device to emit a picture and/or
sound signal, e.g. G72x, aiff, real.

5. A method according to any one of claims 1 through 4, characterized in that

any of said devices is a video cassette recorder (VCR), a personal digital assistant (PDA), a
mobile phone, a television, a radio, a DVD player, a CD player, an information panel, a web
tablet, a smart remote, a peer or a personal computer.

6. A device comprising:

meansfor receiving and transmitting a first request with a first selection

criterion for a first content to a server (18) or to a second device (12);

means for receiving a redirected said first request (13) on which the server

knowsthat the requestedfirst contentis still available on said device;

meansfor transferring the first content satisfying said first selection criterion

to a first device, whensaid first content is available on said device, and means for informing
the server that said first content has been transferred to said first device;

means for being rewarded for transfer of content; and

meansfor being charged for reception of content.

7. A device according to claim 6 further comprising:

means for uploading a second contentsatisfying a second selection criterion

and the second selection criterion to the server; and
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meansfor being rewarded for the upload of the second content and the second
selection criterion to the server.

8. A server comprising:

meansfor receiving a first request withafirst selection criterion for a first

content;

means fortransferring the first content satisfying said first selection criterion

to a first device, whensaid server previously has acknowledgedsaidfirst device as a legal
recipient of said first content andin casesaid first content is available only on said server,
and means fornoting that said first device subsequently has the requested first content
available for other devices (14 , 15 , 16, 17); and/or

meansfor re-directing said first request to a third device (13) on which the

server knowsthat the requestedfirst contentis still available; and / or

meansfor being informed that said first content has been transferred to said

first device from said third device:

means for rewarding the one of said secondor third device from which said

first content wastransferred to said first device, when content wastransferred from one of
these; and

means for charging said first device for reception of said first content.

9. A server according to claim 8 further comprising:

means for being uploaded with a second contentsatisfying a second selection
criterion and means for being uploaded with the secondselection criterion from a fourth

device; and

means for rewarding the fourth device for uploading the second content and
the second criterion.

10. A system comprising:

meansfor receiving andtransmitting, from a first device (11), a first request

with a first selection criterion for a first content to a server (18) or to a second device (12);
meansfor transferring the first contentsatisfying said first selection criterion

to said first device from the server, when said server previously has acknowledgedsaid first

device as a legal recipient of said first content and in case said first contentis available only

Ex. 1073 - Page 351 Code200, UABv. BrightData Lid.
Code200's Exhibit 1073



Ex. 1073 - Page 352 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

10

15

20

25

WO 2004/094980 PCT/1B2004/050491

15

on said server, and noting that said first device subsequently has the requested first content

available for other devices (14 , 15 , 16, 17);

meansfor re-directing said first request to a third device (13) on which the

server knowsthat the requestedfirst contentis still available and transferring said first

content satisfying said first selection criterion to said first device fromthe third device;

meansfor transferring the first content satisfying said first selection criterion

to said first device from the second device, when said first content is available on said second

device, and informing the server that said first content has been transferred to said first device

from said second device;

means for rewarding the one of said second orthird device from which said

first content was transferred to said first device, when content was transferred from one of

these; and

means for charging said first device for reception of said first content.

11, A system according to claim 10 further comprising:

means for uploading a second content satisfying a second selection criterion

and the second selection criterion to the server from a fourth device; and

means for rewarding the fourth device for uploading the second content and

the second criterion to the server.

12. A computer system for performing the method according to any one of claims

1 through 5.

13. A computer program product comprising program code meansstored on a

computer readable medium for performing the method of any one of claims 1 through 5 when

the computer program is run on a computer.
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Appeared in 7th USENIXSymposium on Network
Design and Implemeniation (NSDI ’ 10)

Experiences with CoralCDN: A Five-Year Operational View

Michael J. Freedman

Princeton University

Abstract

CoraiCDN is a self-organizing web content distribution
network (CDN). Publishing through CoralCDNis as sim-
ple as making a small change to a URL’s hostname; a
decentralized DNS layer transparently directs browsers to
nearby participating cache nodes, which in turn cooperate
to minimize load on the origin webserver. CoralCDN has
been publicly available on PlanetLab since March 2004,
accounting for the majonty of its bandwidth and serving
requests for several million users (client IPs) per day. This
paper describes CoralCDN’s usage scenarios and a num-
ber of experiences drawn from its multi-year deployment.
These lessons range fromthe specific to the general, touch-
ing on the Web (APIs, naming, and security), CDNs (ro-
bustoess and resource management), and virtualized host-
ing (visibility and control). We identify design aspects and
changes that heiped CoralCDN succeed, yet also those that
proved wrong for its current environment.

1 Introduction

The goal of CoralCDN was to make desired web content
available to everybody, regardless of the publisher’s own
resources or dedicated hosting services. To do so, Coral-
CDNprovides an open, self-organizing web content distri-
bution network (CDN) that any publisher is free to use,
without any prior registration, authorization, or special
configuration. Publishing through CoralCDNis as simple
as appending a suffix to a URL's hostname, ¢.g., http: /
/exanple.com.nyud.net/. This URL modification
may be done by clients, origin servers, or third parties that
link to these domains. Chents accessing such Coralized
URLs are wansparently directed by CoralCDN’s network
of DNS servers to nearby participating proxies. ‘These
proxies, ia tum, coordinate to serve content and thus min-
imize load on origin servers.

CoralCDN was designed to automatically and scalably
handle sudden spikes in traffic for new content [14]. It
can efficiently discover cached content anywherein its net-
work, and it dynamically replicates content in proportion
to its popularity. Both techniques help minimize origin re-
quests and satisfy changing traffic demands.

While originally designed for decentralized and uaman-
aged settings, CoraKCDN was deployed on the PlanetLab
research network [27] in March 2004, given PlanetLab’s
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convenience and availability. CoralCDN has since re-
mained publicly available for more than five years at hun-
dreds of PlanetLab sites world-wide. Accounting for a ma-
jority of public Planetlab traffic and users, CoralCDN typ-
ically serves several terabytes of data per day, in response
to tens of millions of HTTP requests from around two mil-
hon users (unique client IP addresses).

Over the course of its deployment, we have come to
acknowledge several realities. On a positive note, Coral-
CDN’s notably simple interface led to widespread and in-
novative uses. Sites began using CoralCDN as an elas-
tic infrastructure, dynamically redirecting traffic to Coral-
CDNat times of high resource contention and pulling back
as traffic levels abated. On the flip side, fundamental parts
of CoralCDN’s design were ill-suited for its deployment
and the majority of its use. If one were to consider the var-
10Us reasons for its use--—for resurrecting long-unavailable
sites, supporting randomsurfing, distributing popular con-
tent, and mitigating flash crowds-—CoralCDN’s design is
insufficient for the first, unnecessary for the second, and
overkill for the third, at least given its current deployment.
But diverse and unanticipated use is unavoidable for an
open system, yet openness is a necessary design choice for
handling the final flash-crowd scenario.

This paper provides a retrospective of our experience
building and operating CoralCDN over the past five years.
Our purpose is threefold. First, after summarizing Coral-
CDN’s published design [14] in Section §2, we present
data collected over the system’s production deployment
and consider its implications. Second, we discuss various
deployment challenges we encountered and describe our
preferred solutions. Some of these changes we have im-
plemented and incorporated into CoralCDN; others require
adoption by third-parties. Third, given these insights, we
revisit the problemofbuilding a secure, open, and scalable
content distribution network. More specifically, this paper
addresses the following topics:

° The success ofCoralCDN’s design given observedus-
age patterns ($3). Our verdict is mixed: A large ma-
jority of its traffic does not require any cooperative
caching at all, yet its handling of flash crowds relies
on such cooperation.

® Web security implications of CoraiCDN’s open API
($4). Through its open API, sites began leveraging
CoralCDN as an elastic resource for content distri-
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bution. Yet this very openness exposed a number of
web security challenges. Many can be attributed to
a lack of explicitness for specifying appropriate pro-
tection domains, and they arise due to violations of
traditional security principles (such asleast privilege,
complete mediation, and fail-safe defaults [33}).

Resource management in CDNs (§5). CoralCDN
commonly faced the challenge of interacting with
oaversuhscribed and ill-behaved resources, both re-

mote origin servers and its own deployment platform.
Various aspects of its design react conservativelyto
change and performadmission control for resources.

Desired properties for deployment platforms (§6).
Application deployments could benefit from greater
visibility into and control over lower layers of their
platforms. Some challenges are again confounded
when information and policies cannat be expressed
explicitly betweenlayers.

Directions for building farge-scale, cooperative
CDNs ($7). While using decentralized algo-
rithms, CaralCDN currently operates on a centrally-
administered, smaller-scale testbed of trusted servers.

Werevisit the challenge of escaping this setting.

Rather than focus on CoralCDN’s self-organizing algo-
rithms, the majority of this paper analyzes CoralCDNas an
example of an open web service on a virtualized platform.
As such, the experiences we detail may have implications
to a wider audience, including those developing distributed
hash tables C(DHTs) for key-value storage, CDNs or web
services for elastic provisioning. virtualized network fa-
cilities for programmable networks, or cloud computing
platforms for virtualized hosting. While many of the ob-
servations we report are neither new nor surprising in hind-
sight, many relate to mistakes, oversights, or limitations of
CoralCDN’s original design that only became apparent to
us from its deployment.

We next review CoralCDN’s architecture and protocols;
a more complete description can be found in [14]. All sys-
tem details presented after §2 were developed subsequent
to that publication. We discuss related work throughout
the paper as we touch on different aspects of CoralCDN.

4et
Original CoralCDN Design

The Coral Content Distribution Network is composed of
three main parts: (1) a network of cooperative HTTP prox-
ies that handle client requests from users, (2) a network
of DNS nameservers for nyud.net that map clients to
nearby CoralCDNHTTP proxies, and (3) the underlying
Coral indexing infrastructure and clustering machinery on
which the first two applications are built. This paper con-
sistently refers to the system's indexing layer as Coral, and
the entire content distribution system as CoralCDN.
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Figure 1: The steps involved in serving a Coralized URL.

2.1

At a highlevel, the following steps occur when aclient
issues a request to CoralCDN, as shown in Figure 1.

L.

System overview

Resolving DNS. A client resolves a “Coralized”

domain name (eg., of the form exanple.com.
nyud.net) using CoralCDN nameservers. A Coral-
CDN nameserver probes the client to determine its
round-trip-time and uses this information to deter-
mine appropriate nameservers and proxies to return.

. Processing HTTP client requests. The client sends
an HYLP request for a Coralized URL to one of the
returned proxies. If the proxy is caching the web ob-
ject locally, tt returns the object and the client is fia-
ished. Otherwise, the proxy attempts to find the ob-
ject on another CoralCDNproxy.

. Discovering cooperative-cached content. The proxy
looks up the object’s URL in the Coral indexing layer.

. Retrieving content. If Coral returns the address of a

node caching the object, the proxyfetches the object
from this node. Otherwise, the proxy downloads the
object from the origin server example.com.

. Serving contentto clients. The proxystores the web
object to disk and returns it to the client browser.

. Announcing cached content. The proxystores a ref-
erence to itself in Coral, recording the fact that is now
caching the URL.

This section reviews the design of the Coral indexing layer
and the CDN’s proxies, as proposed in [14].

2.2 Coral indexing layer

The Coral indexing layer is closely related to the structure
and organization of distributed hash tables ike Chord[34]
and Kademlia [23], with the latter serving as the basis for
its underlying algorithm. The system maps opaque keys
onto nodes by hashing their value onto aflat, semantic-free
identifier 1D} space; nodes are assigned identifiers in the

same ID space. It allows scalable key lookup (in O(log(n))
overlay hops for n-node systems), reorganizes itself upon
network membership changes, and provides robust behav-
ior against failure.
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Compared to “traditional”? DHTs, Coral introduced a
few novel techniques that were well-suited for its partic-
ular application [13]. Tis key-value indexing layer was
designed with weaker consistency requirements in mind,
and its lookup structure self-organized into a locality-
optimized hierarchy of clusters of peers. After all, a chent
need not discover all proxies caching a particular file, it
only needs to find several such proxies, preferubly ones
nearby. Like most DHTs, Coral exposes put and get oper-
ations, to announce one’s address as caching a web object,
and to discover other proxies caching the object associated
with a particular URL, respectively. Inserted addresses are
soft-state mappings with a time-to-live (TTL) value.

Corals put and get operations are designed to spread
load, both within the DHT and across CoralCDN proxies,
To ger the proxy addresses associated with a key k, a node
traverses the ID space with iterative RPCs, and it stops
upon finding any remote peerstoring values for k. This
peer need not be the one closest to k Gn terms of DHT
identifier space distance). To pura key/value pair, Coral
routes to nodes successively closer to & and stops when
finding either (1) the nodes clasest to & or (2) one that is
experiencing high request rates for k and already is caching
several corresponding values (with longer-lived TTLs). It
stores the pair at the node closest to & that it managed to
reach. ‘hese processes prevent tree saturation in the DHT.

To improve locality, these routing operations are not
initially performed across the entire global overlay. In-
stead, each Coral node belongs to several distinct routing
structures called clusters. Each clusteris characterized by
a maximumdesired network round-trip-time (RTT). The
system is parameterized by a fixed hierarchy of clusters
with different expected RIT thresholds. Coral’s deploy-
ment uses a three-level hierarchy, with level-O denoting the
global cluster and level-2 the most local one. Coral em-
ploys distributed algorithms to form localized, stable clus-
ters, which we briefly return to in §5.3.

Every node belongs to one cluster at each level, as in
Figure 2. Coral queries nodes in fast clusters before those
in slower clusters. This both reduces lookup latency and
increases the chance of returning values stored at nearby
nodes, which correspondto addresses of nearby proxies.

2.3 The CoralCDN HTTP proxy

CoraiCDN seeks to aggressively minimize load on origin
servers. This section summarizes howits proxies use Coral
for inter-proxy cooperation and adaptation to flash crowds.

2.3.1 Locality-optimized inter-proxy transfers

Each CoralCDN proxy keeps a local cache from whichit
can immediately fulfill client requests. When a client re-
quests a non-resident URL, CoralCDN proxies attempt to
fetch web content from each other, using the Coral index-
ing layer for discovery. A proxy only contacts a URDs
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Figure 2: Coral’s three-level hierarchical overlay structure. A node
first queries others in ids level-2 cluster (dhe dotied rings), where
pointers reference other caching proxies within the same cluster, If a
node finds a mappingin its local cluster (after step 2), iis get finishes.
Otherwise,if continues amongits level-1 cluster (the solid rings), and
finally, if needed, to any node within the global level-) systems.

origin server after the Coral indexing layer provides no re-
ferrals or none of its referrals return the data.

CoralCDN’s inter-proxy transfers are optimized for lo-
cality, both from their use of parallel connections to other
proxies and by the order in which neighboring proxies are
contacted. The properties of Coral’s hierarchical index-
ing ensures that the Hist of proxies returned by get will be
sorted based on their cluster distance to the request mitia-
tor. Thus, proxies will attempt to contact level-2 neighbors
before level-1 and level-O proxies, respectively.

2.3.2 Rapid adaptation to flash crowds

Unlike many web proxies, CoralCDN is explicitly de-
signed for flash-crowd scenarios. Ifa flash crowd suddenly
arrives for a web object, proxies self-organize into a form
of multicast tree for retrieving the object. Data streams
from the proxies that started to fetch the object from the
origin server to those arriving later. This limits concurrent
object requests to the origin server uponaflash crowd.

CoralCDN provides such behavior by cut-through rout-
ing and optimistic references. First, CoralCDN’s use of
cut-through routing at each proxy helps reduce transmis-
sion time for larger files. That is, a proxy will upload por-
tions of a object as soon as they are downloaded, not wuit-
ing until it receives the entire object. Second, proxies opti-
mustically announce themselves as sources of content. As
soon as a CoralCDN proxybegins receiving the first bytes
of a web object—either fromthe origin or another proxy—
it inserts a reference to itself into Coral with a short TTL

(30 seconds). It continually renews this short-lived refer-
ence until either it completes the download (at which time
it inserts a longer-lived reference’) or the download fails.

'The deployed system: uses 2-hour FTLs for successfulresults (status
cades of 200, 301, 302, etc), and 15-minute TTLs for 403, 404, and other
unsuccessful, non-transient results.
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Figure 3: Yotal HTTP requests per day during CoralCDN’s deploy-
ment. Grayed regions correspond to missing or incomplete data.
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Figure 4: CoralCDN usage: number of unique clients (left) and
upload volume (right) for each day during August 9-18.

3.4 Implementation and depleyment

CoralCDN is composed ofthree stand-alone applications.
The Coral daemonprovides the distributed indexing layer,
accessed over UNIX domain sockets from a simple client
library linked into applications such as CoralCDN’s HTTP
proxy and DNS server. All three are written from scratch.
Coral network communication uses Sun RPC over UDP,

while CoralCDN proxies transfer content via standard
HTTP connections. At initial publication [14], the Coral
daemon was about 14,000 lines of C++, the DNS server

2,000 LOC, and the proxy 4,000 LOC. CoralCDN’s im-
plementation has since grown to around 30,000 LOC. The
changes welater discuss help accountfor this increase.

CoralCDN typically runs on 300-400 PlanetLab servers
(about 70-100 of which run its DNS server), spread over
100-200 sites worldwide. It avoids Internet2-only and
commercial sites, the latter due to policy decisions that re-
strict their use for open services. CoralCDN uses no spe-
cial knowledge of these machines’ locations or connectiv-
ity (¢.¢., GPS coordinates, routing information, etc.). Even
though CoralCDN runs on a centrally-managed testbed,
its mechanisms remain decentralized and self-organizing.
The only use of centralization is for managing software
and configuration updates and for controlling ron status.

3 Analyzing CoralCDN’s Usage

This section presents some HTTP-level data from Coral-
CDN’s deployment and considers its implications.

3.1 System traces and traffic patterns

To understand some of the HTTP traffic patterns that
CoraiCDN sees, we analyzedseveral datasets in increasing
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Figure 5: CoralCDNtrafic statistics for an arbitrary day (Aug 9).

depth. Figure 3 plots the total number of HTTP requests
that the system received each day from mid-2004 through
early 2010, showing both the number of HTTP requests
from clients, as well as the number ofrequests issued to
upstream CoralCDN peers ororigin sites. The traces show
commion request rates for much of CoralCDN’s deploy-
ment between 5 and 20 million HTTP requests per day,
with more recent rates of 40-50 million daily requests.

We examined three time periods fromthese logs in more
depth, each consisting of HTTP traffic over the same nine-
day period (August 9-18) in 2005, 2007, and 2009. Coral-
CDN received 15-25Mrequests during each day of these
periods. Figure 4 plots the total number of unique client IP
addresses from which these requests originated (left) and
the ageregate amount of bandwidth uploaded (right). The
traces showed 1-2 million clients per day, resulting in a
few terabytes of content transferred. We will primarily use
the 2009 trace, consisting of 209M requests, in later anal-
ysis. Figure 5 provides more information about the traffic
patterns, focusing on thefirst day of each trace.

Figure 6 plots the distribution of requests per unique
URL. We see that the numberof requests per URL follows
a Zipf-lke distribution, as common among web caching
and proxy networks [5]. Certain URLs are very popular—
the so-called “head” of the distribution—such as the most

popular one in the Aug-9-2009 trace, which received al-
most 1.6M requests itself. A large number of URLs—the
distribution’s “heavy tail’—+receive only a single request.

The datasets also show stability in the most popular
URLs and domains over time. Jn all three datasets, the

most popular URL retained that ranking across all nine
days. In fact, this URL in the 2007 and 2009 traces be-
longed to the same domain: a site that uses CoralCDN to
distribute rule-set updates for the popular Firefox AdBlock
browser extension. Exploring this further, Figure 7 uses
the 2009 trace to plot the request rate per day for the most
popular domains (taking the union of each day’s most pop-
ular five domains resulted in nine unique domains). We see
that six of the nine domains had stable traffic patterns—
they were long-term CoralCDN “customers’—while three
vatied between two andstx orders of magnitude per day.
The tratfic patterns that we see in these two figures have
design implications, which we discuss next.

*The peak of 120M requests on August 21, 2008 corresponds to a
short-lived experiment of an academic research project using CoralCDN
as a key-value store [15].
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Figure 7: Requests per top-5 domainovertime (Aug 9-18, 2009).

3.2 Implications of usage scenarios

Por CoralCDN to help under-provisioned websites survive
unexpected traffic spikes, it does not require anyprior reg-
istration or authorization. Yet while such openness is nec-
essaryto enable even unmanaged websites to survive flash
crowds, it comes at a cast: CoralCDNis used in a variety
of ways that differ from this more narrow goal. This sec-
tion considers how well CoralCDN’s design is suited for
its four main usage scenarios:

1. Resurrecting old content: Anecdotally, someclients
attempt to use CoralCDN for long-term durability.
One can download browser plugins that link to both
CoralCDN and archive.org as potential sources
of content when origin servers are unavailable.

2. Accessing unpopular content: CoralCDN’s request
distribution shows a heavy tail of unpopiwar URLs.
Servers may Coralize URLs that fewvisit. And some
clients use CoralCDN as a more traditional proxy,
for (presumed) anonymity, censorship or filtering cir-
cumvention [32], or automated crawling.

3. Serving long-term popular content: Most requests
are for a small set of popular objects. These objects,
already widely cached across the network, befong to
the stable set of customer domainsthat effectively use
CoralCDN as a free, long-term CDN provider.

4. Surviving flash crowds to content: Finally, Coral-
CDN is used for its stated goal of enabling underpro-
visioned websites to withstand transient load spikes.
Popular portals regularly link to Coralized URLs, and
users post links in comments. Somesites even adopt
dynamic and programmatic mechanisms to redirect
requests to CoralCDN, based on observed load and
request referrers. We discuss this further in §4.1.

Unfortunately, CoralCDN’s design is not well-suited for
the first three use cases.
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Figure 8: CoralCDN’s working set size for its most popular URLs
on Aug 9, 2009: A small percentage of URLs account for a large
fraction of requests, yet they require relativelylittle storage to cache.

Insufficient for resurrecting old content. CoralCDN is
not designed for archival storage. Proxies do not proac-
tively replicate content for durability, and unpopular con-
tent is evicted from proxy caches over time. Further, if
content has an expiry time @efault is 12 hours), a proxy
will serve expired content for at most 24 hours after the
origin fails. Still, some clients attempt to use Coral-
CDN for this purpose. This underscores a design trade-
off: In stressing support for flash crowds rather than long-
term durability, CoralCDNdevotes its resources to provide
availability for content being actively requested. On the
other hand, by serving expired content for a limited dura-
tion, CoralCDN can mask the temporary unavailability of
an origin, at least for content already cached in its network.

Unnecessary for unpopular content. While proxies
can discover even rare cached content, CoralCDNdoes not

provide any benefit by serving such unpopular content: It
does not reduce servers’ load meaningfully, and it often
results in higher client latency. As such, clients that use
CoralCDN to avoid local filtering, circumvent geographic
restrictions, or provide (minimal) anonymity maybe better
served by standard open proxies (that vanilla browsers can
be configured to use} or through specialized tools such as
Tor [12]. Yet, this type of usage persists—-—the long tail of
Figure 6—and CoralCDN mightthenbe better served with
a different design for such traffic, 1e., one that doesn’t re-
Quire a multi-hop, wide-area DHT lookup to complete be-
fore fetching content from the origin. For example, forits
modest deployment on PlanetLab, each Coral node could
maintain connectivity to all others and simply use consis-
tent hashing for a global, one-hop DHT[17, 37]. Alter-
natively, Coral could only maintain connections with re-
gional peers and eschew global lookups, a design which
we evaluate further in §7.

Overkill for stably popular content, so far. For most
of CoralCDN’s traffic, cooperation is not needed: Figure 6
shows that a small mimber of URLs accounts for a large
fraction of requests. We now measure their working set
size in Figure 8, in order to determine how muchstorageis
required to handle this traffic. We find that the most popu-
lar 0.01% of URLs account for more than 49%of thetotal

requests to CoralCDN, yet require only 14 MB ofstorage.
Each proxy has a 3.0 GB disk cache, managed using an
LRU eviction policy. This is sufficient for serving nearly
85%of all requests from local cache.
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Figure 9: CoraiCDNaccess ratios for content dering Aug 9, 2009,

These workload distributions support one aspect of
CoraICDN’s design: Content should be locally cached
by the “forward” CoralCDN proxy directly serving end-
clients, given that small to moderate size caches in these
proxies can serve a very large fraction of requests. This
differs from the traditional DHT approach of just storing
data on a small number of globally-selected proxies, so-
called “server surrogates” [8, 37].

If CoralCDN’s working set can be fully cached by each
node, we should understand how much cooperation is ac-
tually needed. Figure 9 summarizes the extent to which
proxies cooperate when handling requests. 70% of re-
quests to proxies are satisfied locally, while only 7% result
in cooperative transfers. (The high rate of error messages
is due to admission control as a means of bandwidth man-

agement, which we discuss in $5.2.) In short, at least for its
current workload and environment, only a small fraction of
CoralCDN’straffic uses its cooperation mechanisms.

A telated result about the limits of cooperative caching
had been observedearlier [38], but from the perspective of
limited inyprovements in chent-side hit rates. This is a sig-
nificantly different goal from reducing server-side request
rates, however: Non-cooperating groups of nodes would
each individually request content from the origin.

This design trade-off comes down to the question of
how much traffic is too much for origin servers. For
moderately-provisioned origins, such as the customers of
commercial CDNs, a caching system might only rely on
local or regional cooperation. In fact, Akamai’s network
is designed precisely so: Nodes within each of its ap-
proximately 1000 clusters cooperate, but each cluster typi-
cally fetches content independently from origin sites [22].
To replicate such scenarios, Coral’s clustering algorithms
could be used to self-organize a network into local orre-
gional clusters. It could thus avoid the manual configura-
tion of Harvest [7] or colocated deployments of Akamai.

On the other hand, while cooperation is not needed for
most traffic, CorakKCDN’s ability to react quickly to flash
crowds—tooffload traffic from a failing or oversubscribed
origin——is precisely the scenario for whichit was designed
(and commercial CDNs are not). We consider these next.

Useful for mitigating flash crowds. CoralCDN’s traces
regularly show spikes in requests to different URLs. We
find, however, that these flash crowds grow in popularity
on the order of minutes, not seconds. There is a sufficiently
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Figure 10: Flash crowd to a Coralized URLlinked to by Slashdot.
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Figure 11: Mini-flash crowds during August 2009 trace. Each dat-
apoinl represents a one-minute duratiog; embedded subfigures show
request rates for the tens of minutes around the onset of flash crowds.

long leading edge before traffic rises by several orders of
magnitude, which has interesting implications.

Figures 10 and 11 showthe request patterns of several
flash crowds that CoralCDN experienced. The former was
to a site linked to in a Slashdotarticle in May 2005. After
rising, the Slashdot flash crowd fasted less than three hours
in duration and came to an abrupt conclusion (perhaps as
the story dropped off the website’s main page). Thefatter,
covering our August 2009 trace, shows spikes to the im-
age cache of a less popular portal (moonbugay.org), as
well as to a well-publicized mirror for the colluboratively-
filtered reddit.com, with another attenuated spike 24
hours later. The embedded graphs in Figure 11 depict the
request rates around the onset of the traffic spike for a nar-
rowerrange of time. All three flash crowds show that the
initial rise took minutes.

Por a more quantitative analysis of the frequencyofflash
crowds, we examined the prevalence of domains that ex-
perience a large increase in their request rates from one
time period to the next. In particular, Figure 12 consid-
ers all five-second periods across the Augnst 2009 ten-
daytrace. The left graph plots a complementary cumu-
lative distribution function (CCDF) of the percentage of
domains requested in each period that experience a 10- or
100-fold rate increase. The night graph plots the percent-
age of requests accounted for by these domains that ex-
perience orders-of-magnitude (OOM) increases. Sudden
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Figure 13: CD¥s of percentage of requests accounted for by do-
mains experiencing order(s)-of-magnitude rate imcreases. Rate in-
creases computed across epochs of 30 seconds (top left}, 10 minutes
(top right), six hours (bottom left), and one day (bottom right). Plots
start on the y-axis with zero domains having such an increase, ¢.g.,

28% of 30s epochs have no domains with a > 1 OOMrate inerease.

increases do exist, but they are rare. In 76% of5s epochs,
no domains experienced any 10-fold increase, while in 1%
of epochs, 1.7%of domains (accounting for 12.9% of re-
quests) increased by one order-of-magnitude. Larger dy-
namism was even more rare: only in 0.006%of epochs did
there exist a domain that experienced a 100-fold increase
in request rate. No three OOMincrease occurred.

To further understand the precipitousness of “flash”
crowds, Figure 13 extends this analysis across longer du-
rations? Armong 30s epochs, 50% of epochs have at most
0.4% of domains experience a 10-fold increase in their
rates (not shown), which account for a total of 1.0% of

requests (top left}. Only 0.29% of 30s epochs have any
domains with more than a 100-fold rate increase. At 10-

minute epochs, 28% of epochs have at least one domain
that experiences a two OOMrate increase, while 0.21%
have a domain with a three OOM increase. Still, these

flash crowds account for a small fraction of total requests:
Domains experiencing 100-fold increases accounted for at
least 1% of all requests in only 3.8% of 10m epochs, and
10% of requests in 0.05% of epochs.

*To avoid overcounting unpopular domains, we do not count changes
whenthe absolute number of requests to a domain in a given time period
is less than some minimumamount, Le., 10 requests for Ss, 30s, and 10m.
periods, and 100 requesis for 6h and 1d periods.

 

Ex. 1073 - Page 370

Tn short, this data shows that (1) only a small fraction
of CoralCDN’s domains experience large rate increases
within short time periods, (2) those domains’ traffic ac-
counts for a small fraction of the total requests, and (3) any
rate increases very rarely occur on the order of seconds.

This moderate adoption rate avoids the need to introduce
even more aggressive content discovery algorithms. Sim-
ulated workloads in early experiments (Figure 4 of [14D
showed that under high concurrency, CoralCDN mightis-
sue several redundant fetches to an origin server due to
a race-like condition in its lookup protocol. If multiple
nodes concurrently ger the same Key whichdoes not yet ex-
ist in the index, all concurrent lookups canfail and multiple
nodes can contact the origin. This race condition is shared
by most applications which use a distributed hash table
(both peer-to-peer and datacenter services). But because
these traces show that the arrival of user requests happens
over a much longer time-scale than a DHT lookup, this
race condition does not pose a significant problem.

Note that it is possible to mitigate this condition. While
designing a network file system for PlanetLab that sup-
ported cooperative caching [2]—meant to quickly dis-
tribute a file in preparation for a new experiment—we
sought to minimize redundant fetches to the file server. We
extended Coral’s insert operation to provide return status
information, like test-and-set in shared-memory systems.
A single put+get both returns the first values it encoua-
tered in the DHT, as well as inserts its own values at an

appropriate location (for a new key, this would be at its
closest node}. ‘This optimization comes at a subtle cost,
however, as it now optimistically inserts a node’s identity
even before that proxy begins downloading the file! If the
origin fetch fails—a greater possibility in CorakKCDN’s en-
vironment than with a managedfile server—then the use of
these index entries degrades performance. Thus, after us-
ing this putt+yet protocol in CoralCDN for several months
during 2005, we discontinued its use.

CoralCDN’s openness permits users to quicklyleverage
its resources under load, and its more complex coordina-
tion helps mitigate these flash crowds and mask temporary
server unavailability. Yet this very openness led to varied
usage, the majority of which does not require CoralCDN’s
more complex design. As we will see, this openness aiso
introduces other problems.

4 Lessons for the Web

CoralCDN’s naming technique provides an open API for
CDNservices that can transparently work for almost any
website. Over the course of its deployment, chents and
servers have used this API to adopt CoralCDN asanelas-
tic resource for content distribution. Through completely
automated means, work can be dynamically expanded out
to use CoralCDN when websites require additional band-
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width resources, and it can be contracted hack when flash

crowds abate. In doing so, its use presaged the notion of
“surge computing” with public cloud platforms. But these
naming techniques and CoralCDN’s open design introduce
a aumberof web security problems, many of which are en-
gendered by a lack ofexplicitnessfor specifying protection
domains. We discuss these issues here.

4.1 An API for elastic CDN services

We believe that the central reason for CoralCDN’s adop-
tion has been its simple user interface and open design.

Interface design. While superficially obvious, Coral-
CDN’s interface design achieves several important goals:

° Transparency: Work with unmodified, unconfigured,
and unaware web clients and webservers.

° Deep caching: Retrieve embedded images or links
automatically through CoralCDN when appropriate.

Server control: Not interfere with sites’ ability to per-
form usage logging or otherwise control howtheir
content is served (e.g., via CoralCDNor directly).

* Ad-friendly: Not interfere with third-party advertis-
ing, analytics, or other tools incorporated into asite.

* Farward compatible: Be amenable to future end-to-
end security mechanisms for content integrity or other
end-host deployed mechanisms.

Consider an alternative and even simpler interface de-
sign [1 1, 25, 29], in which one embeds origin URLs into
the HTTP path, ¢.g., http://nyud.net/examp_le.
com/. Not only is HTTP parsing simpler, but nameservers
would not need to synthesize DNS records on the fly (un-
like our DNS servers for * .nyud.net). Unfortunately,
while this interface can be usedto distribute individual ob-

jects, it fails on entire webpages. Anyrelative inks would
lack the example. com prefix that a proxy needs to iden-
ufy its origin. One alternative might be to try to rewrite
pages to add such links, although active content such as
javascript makes this notoriously difficult. Further, such
active rewriting impedes a site’s control over its content,
and it can interfere with analytics and advertisements.

CoralCDN’s approach, however, interprets relative links
with respect to a page’s Coralized hostname, and thus
transparently requests these objects through it as well.
But all absolute URLs continue to point to their origin
sites, and third-party advertisements and analytics remain
largely unaffected. Further, as CoralCDN does sot mod-
ify content, content also may be amenable to verification
through end-to-end content signatures [30, 35].

In short, it was important for adoption that site owners
retain sufficient control over how their content is displayed
and accessed. In fact, our predicted usage scenario of sites
publishing Coralized URLs proved to be less popular than
that of dynamic redirection (which we did not foresee).
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An APT for dynamic adoption. CoralCDN was envi-
sioned with manual URL manipulation in mind, whether
by publishers editing HTML, users typing Coralized
URLs, or third-parties posting links. After deployment,
however, users soon began treating CoralCDN’s interface
as an API for accessing CDN services.

On the chent side, these techniques included simple
browser extensions that offer “right-click” options to Cor-
alize links or that provide a link when a page appears un-
available. They ranged to more complex integration into
frameworks like Firefox’s Greasemonkey [21]. Grease-
monkeyallows third-party developers to write site-specific
javascript code that, once installed by users, manipulates a
site’s HTMLcontent (usnally through the DOM interface)
whenever the user accesses it. Greasemonkey scripts for
CoralCDN include those that automatically rewrite links
on popular portals, or modify articles to include tooltips or
additional links to Coralized URLs. CoralCDN also has

been integrated directly into a number of client-side soft-
ware packages for podcasting.

The more interesting cases of CoralCDN integration are
on the server-side. One commonstrategyis for the origin
to receive the initial request, but respond with a 302 redi-
rect to a Coralized URL. This can work well even for flash

crowds, as the overhead of generating redirects is modest
compared to that of actually serving the content.

Generating such redirects can be done by installing a
server plugin and writing a fewlines of configuration code.
For example, the complete dynamic recirection rule using
Apache’s mod_rewrite plugin is as follows.

%{HTTP_U i*CoralWebPrx NT}SE.
%{QUERY_STRI} P(* ts) coral-no-servestt pi//S{HTIP_HO

% (REQUEST
“(818 hi    

Still, redirection rules must be crafted carefully. In this
example, the second line checks whether the client is a
CoralCDN proxyand thus should be served directly. Oth-
erwise, a redirection loop potentially could be formed (al-
though proxies prevent this from happening by checking
for potential loops and returning errors if one is found).

Amusingly, some early users during CoralCDN’s de-
ployment caused recursion in a different way—anda form
of amplification attack—by submitting URLs with a long
string of nyud.net’s appended to a domain. Before
proxies checked for such conditions, this single request
caused a proxy [6 issue a number of requests, stripping
the last instance of nyud.net offin each iteration.

While the above rewriting rule apples for all requests,
other sites incorporate redirection in more inventive ways,
such as only redirecting clients arriving from particular
high-traffic referrers:

RewriteCond %{HTTP_REFERER}
RewriteCond %{HTTP_RE
RewriteCond %{HTTP_RE

 
slashdoz\.
tiggq\.con

ER} blegspor\.com

org [NC,OR:
[NC, OF
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And most interestingly, some sites have even combined
such tools with server phigins that monitor server load and
bandwidth use, so that their servers onlystart rewriting re-
quests under high loud conditions.

Websites therefore used CoralCDN’s naming technique
to leverage its CDN resources in an elastic fashion. Based
on feedback from users, we expanded this “APIta give
sites some simple control over how CoralCDN should han-
die their requests. For example, webservers can inchide
X-Coral—Control response headers, which are saved
as cache meta-data, to specify whether CoralCDh proxies
should “redirect home” domains that exceed their band-

width limits (per $5.2) or just return an erroras is standard.

4.2 Security and resource protection

A number of security mechanisms curtailed the misuse of
CoralCDN. We highlight the design principle for each.

4.2.1 Limiting functionality

CoraliCDN proxies have only ever supported GET and
HEAD requests. Many of the attacks for which “open”
proxies are infamous [24] are simply not feasible. Vor ex-
ample, clients cannot use CoralCDN to POST passwords
for brute-force cracking. Proxies do not support CON-
NECT requests, and thus they cannot be used to send spam
as SMTP relays or to forge “From” addresses in web mail.
Proxies do not support HTTPS and they delete all HTTP
cookies sent in headers. These proxies thus provide mini-
mal applicationfunctionality needed to achieve their goals,
which is cooperatively serving cacheable content.

CoralCDN’s design bad several unexpected conse-
quences. Perhaps most interestingly, given CoralCDN’s
multi-layer caching architecture, attempting to crawl or
brute-force attack a website via CoralCDN is quite slow.
New or randomly-selected URLs first require a DHT
lookup to fail, which serves to delay requests against an
origin website, in much the same way that ssh “tarpits” de-
lay responsesto failed login attempts. In addition, because
CoralCDN only handles explicit Coralized URLs, it cannot
be used by simply configuring a vanilla browser’s proxy
settings. Further, CoralCDN cannot be used to anony-
mously launch attacks, as it eschews anonymity. Proxies
use unique User—Agentstrings (“CozalWebPrx”) and
include their identity ia Via headers, and they report an
instigating client’s IP address to the origin server (in an
X-Forwarded-For request header). We can only sur-
mise whether the combination of these properties played
some role, but CoralCDN has seen little abuse as a plat-
formfor proxying server attacks.

4.2.2 Curtailing excessive resource use

CoralCDN’s major linuting resource is aggregate band-
width. The system employs fair-sharing mechanisms to
balance bandwidth consumption between origin domains,
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which we discuss further in $5.2. Tn addition to monitoring
server-side consuniption, proxies keep a sliding window of
client-side usage. Not only do we seek to prevent exces-
sive bandwidth consumption byclients, but also an exces-
sive number of (even small} requests. These are caused
typically by server misconfigurations that result in HTTP
redirection loops (per §4.1) or by “bot” misuse as part of
a brute-force attack. While CoralCDN’s limited function-

ality mitigates such attacks, one notable brute-force login
attempt took advantage of poorsecurityat a top-5 website,
which used cleartext passwords over GET requests.

Given both its storage and bandwidth limitations, Coral-
CDN enforces a maximum file size of 50 MB. This

has generally prevented clients from using CoralCDN for
video distribution, a pragmatic goal when deploying prox-
ies on university-hosted PlanetLab servers. We found
that sites atternpted to circumvent these limits by omit-
ting Content-Length headers (on connections marked
as persistent and without chunked encoding). To ensure
compliance, proxies now monitor ongoing transfers and
halt (and blacklist) any ones that exceed their mits. This
skepticism is needed as proxies interact with potentially
untrusted servers, and thus must enforce complete media-
tion [33] to their resources (in this case, bandwidth).

4.2.3 Blacklisting domains and offloading security

We maintain a global blacklist for blocking access to spec-
ified origin domain names. Each proxy regularly fetches
and veloads the blacklist. This is a practical, but not fun-
damental, necessity, employed to prevent CoralCDN’s de-
ploymentsites fromrestricting its use. Parties that request
blacklisting typically cite one of the following reasons.

Suspected phishing. Websites have been concerned that
CoralCDN is—or will be confused with—a phishing site.
After all, both appear to be “scraping” content and publish
a simulacrum under an alternate domain. The difference.

of course, is that CoralCDN is serving the site’s content
unmodified, yet the web lacks any protocel to authenticate
the integrity of content (as in S-HTTP [30in orderto ver-
ify this. As SSL only authenticates identity. websites must
typically include CDNs tn thetrtrusted computing base.

Potential copyright violation. Typically following a
DMCA take-down notice, third-parties report that copy-
righted material may be found on a Coralized domain and
want it blocked. This scenario is mitigated by CoralCDN’s
explicit naming—which preserves the name of the actual
Oxigin in question-—-and by its caching design. Once con-
tent is removed from an origin server, it is evicted auto-
matically from CoralCDN in at most 24 hours. This is a
natural implication of its goal of handling flash crowds,
rather than providing long-term availability.

Circumventing access-control restrictions. Some do-
mains mediate access to their website via IP-based authen-
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tication, whereby requests from particular [P prefixes are
granted access. This practice is especially commonfor on-
line academic journals, in order to provide easy access for
university subscribers. But open proxies within whitelisted
prefixes would enable external clients to circumvent these
access-control restrictions.

Byoffloading policing to their customers, sites unnec-
essarily enlarge their security perimeter to include their
customer’s networks. This scenario is common yet unnec-
essary. Recall that CoralCDN proxies do not hide their
identities, and they include the originating client’s IP ad-
dress in standard request headers. Thus, origin sites can re-
tain IP-based authentication while verifying that a request
does not originate from outside allowed prefixes.’ Sites
are just not making use ofthis information, and thus fail to
properly mediate access to their protected resources.°

We did encounter some interesting attacks on our
domain-based blacklists, akin to fast-flux networks. An

adversary created dynamic DNS records for a random do-
main that pointed to the IP address of a target domain (an
online academic journal). The random domain naturally
was not blacklisted by CoralCDN, and the content was
successfully downloaded from the origin target. Such a
circumvention technique would not have worked if the ori-
gin site checked either proxy headers (as above} or even
just the Host field of the HTTP request. The Host cor-
responded to the fast-flux attack domain, not that of the
journal. Again, this security hole demonstrates a lack of
explicit verification and fail-safe defaults [33].

4.3

We argued that CoralCDN’s naming provided a powerful
API for accessing CDN services. Unfortunately, its tech-
nique has serious implications as the Web’s Same Origin
Policy (SOP) conflates naming with security.

Browsers use domain names for three purposes. (1) Do-
mains specify where to retrieve content after they are re-
solved to IP addresses, precisely how CoralCDN enacts
its layer of indirection. (2) Domains provide a human-
readable name for what administrative entity a client is

interacting with (e.g., the “common name” identified in
SSLserver certificates). (3) Domains specify what security
policies to enforce on web objects andtheir interactions.

The Same Origin Policy specifies how scripts and in-
structions from an origin domain can access and modify

Security and naming conflation

*This does not address the corner case in which the original request
comes from an IP address within that prefix, while subsequent ones that
access the then-cached content do not. This can be handled typically by
marking content as nat cacheable, or by having a proxy inchide headers
that explicitly specifyits client population (i.e., as “open”or by IF prefix).

5One might argue that sites use a pure IP-based filtering approach
given its ability to be implemented in layer-3 front-end load balancers.
But this is not a simple firewall problem, as sites also permit access for
individual users that login with the appropriate credentials. Thesites with
which we communicated implemented such authorization logic eitherdi-
rectly in webservers ur in complea, layer? front-end appliances.
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browser state. This policy applies to manipulating cookies,
browser windows, frames, and documents, as well as to

accessing other URLs via an XmlHttpRequest. At its sim-
plest level, all of these behaviors are only allowed between
resources that belong to an identical origin domain. This
provides security against sites accessing each others’ pri-
vate information kept in cookies, for example. It also pre-
vents websites that run advertisements (such as Google’s
AdSense) from easily performing click fraud to pay them-
selves advertising dollars by programmatically “clicking”
on their site’s advertisements.©

One caveat to the strict definition of an identical ori-

gin [18] is that it provides an exception for domains
that share the same donain.t1d suffix, in that www.

example.comcan read and set cookies for exaryple.

com. This has bad implications for CoralCDN’s naming
strategy. When example.com is accessed via Coral-
CDN, it can manipulate all nyud.net cookies, not just
those restricted to example.com.nyud.net.’ Con-
cerned with the potential privacy violations from this sce-
nario, CoralCDN deletes all cookies from headers.

Unfortunately, many websites now manage cookies via
javascript, so cookie information can still “leak” between

10

Coralized domains on the browser. This happens of-
ten without a site’s knowledge, as sites commonlyuse a
URL's domain.1d without verifying its name. Thus,
if the Coralized example. comwrites nyud. net. cook-
ies, these will be sent to evil.com.nyud.netif the

client visits that webpage. Honest CoralCDN proxies will
delete these cookies in transit, but attackers can still cir-

cumvent this problem. For example, when a client vis-
its evil.com.nyud.net, javascript from that page can
access nyud. net cookies, then issue a XmllittpRequest
back to evil. com.nyud.net with cookie information
embedded in the URL. Similar attacks are possible against
other uses of the SOP, especially as it relates to the abil-
ity to access and manipulate the DOM. Note that these at-
tack vectors exist even while CoralCDN operates on fully-
trusted nodes, let alone more peer-to-peer environments!

Rather than conclude that CorakKCDN’s domain manipu-
lation is fundamentally flawed, we argue that better adher-
ence to security principles is needed. Websites are partially
at fault because they default access to domain.tld suf-
fixes too readily, as opposed to stripping the minimal num-
ber of domain prefixes: a violation of the principle of least
information. An alternative solution that embraces least

°This is prevented because advertisements like AdSense load in an
framethat the parent document—the third-party website that stands to
ain revenue—cannot access, as the frame belongs to a different domain.

7 Commercial CDNslike Akamaiare typically not susceptible to such
attacks, as they generally use a separate top-level domains for each cus-
tomer, as opposed to CoralCDN’s sulfix-based approach. Unlike Coral-
CDN’s zero configuration, however, such designs require that origins
preestablish an operational relationship with their CDN provider and
point their domain to the CDN service (e.g.. by aliasing their domain
to the CDN through CNAMErecords in DNS).

g
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privilege (and has much better incremental deployahility}
would be to allowsources ofcontent to explicitly constrain
default security policies. As one simple example, when
serving content for some origin.t1d, proxies could use
HTTP response headers to specify that the mast permis-
sive domain should be origin. tld,domain.tid, not
their own domain.t Interestingly, HTML 5, Flash,
and various javascript hacks [6] are all exploring methods
to expand explicit cross-domain communication.’ Both
proposals avowthat the SOP is insufficient and should be
adapted to support more flexible control through explicit
rules; ours just views its corner cases as too permissive,
while the other views its implications as too restrictive.

Lata.

§ Lessons for CDNs

Unhke most commercial counterparts, CoralCDN is de-
signed to interact with overloaded or poorly-behaving ori-
gin servers. Further, while commercial systems will grow
their networks based on expected use (and hence revenue),
the CoralCDN deployment is comprised of volunteersites
with fixed, limited bandwidth. This section describes how

we adapted CoralCDN to satisfy these realities.

5.1 Designing for faulty origins

Given its design goals, CoralCDN needs to react to non-
crash failures at ongin servers as the rule, not the excep-
tion. Thus, one design philosophy that has come to govern
CoralCDN’s behavioris that proxies should accept content

conservatively and serve results liberally.

Consider the following, fairly common, situation. A
portal runs a storythat links to a third-party wehbsite, driv-
ing a sudden influx of readers to this previously unpopular
site. A user then posts a Coralized link to the third-party
site as a “comment” to the portal’s story, providing an al-
ternate means to fetch the content.

Several scenarios are possible. (1) The website’s origin
server becomes unavailable before any proxy downloads
its content. (2) CoralCDN already has a copy of the con-
tent, but requests arrive to it after the content’s expiry time
has passed. Unfortunately, subsequent HTTP requests to
the origin webserver result in failures or errors. (3) Or,
CoralCDN’s content is again expired, but subsequent re-
quests to the origin yield onlypartial transfers. CoralCDN
employs different mechanisms to handle these failures.

Cache negative service results (#1). CoralCDN may
be hit with a flood of requests for an inaccessible URL,
e.g., DNS resolution fails, PCP connections timeout, etc.
Forthese situations, proxies maintain a local negative re-
sult cache about repeated failures. Otherwise, both prox-
ies and their local DNS resolvers have experienced re-

‘Thisis in reactionto the commonpractice ofinserting third-party ob-
  jects into a document’s namespace via <scripz >—and thus sacrificing

securily proleciions—as ihe SOP does nol permit 2 uiiddle ground.
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source exhaustion, given flash crowds to apparently dead
sites. (While negative result caching has also long been
part of some DNS implementations [19], itis not universal
and does not extend to TCP or application-level failures.)
While more a usability issue, CoralCDNstill receives re-
quests for some Coralized URLs several years after their
origins became unavailable.

Serve stale content if origin faulty G2). CoralCDN
seeks to avoid replacing good content with bad. As its
proxies mostly obey content expiry times specified in
HTTP headers,’ if cached content expires, proxies perform
a conditional request (I f-Modified-Since)to revali-
date or update expired content. Overloaded origin servers
might fail to respond or might return some temporary error
condition (data in §7 shows this to occur in about 0.5% of

origin requests). Rather than retransmit this error, Coral-
CDN proxies return the stale content and continue to retain
it for firture use (for up to 24 hours after it expires).

Prevent truncations through whole-file overwrites #3).
Rather than not responding or returning an error, what if a
revalidation yields a truncatedtransfer? This is not uncom-
mon during a flash crowd, as a CoralCDN proxy will be
competing for a webserver’s resources. Rather than have
proxies lose stale vet complete versions of objects, proxies
implement whole-file overwrites in the spirit of AFS [16].
Namely, if a valid web object is already cached, the new
version is written to a temporaryfile. Only after the new
version completes downloading and appears valid (based
on Content-Length) will a proxy replace the old one.

yUL

These approaches are not fail-proof, limited by both se-
mantic ambiguityin status directives and inaccuracies with
their use. In terms of ambiguity, does a 403 (Forbidden)
response code signify that a publisher seeks to make the
content unavailable (permanent), or is it caused by a web-
site surpassing its daily bandwidth limits and having re-
quests rejected (temporary)? Does a 404 (File Not Found)
code indicate whether the condition is permanent (due to
a DMCA take-down notice) or temporary (from a PHP or
database error)? On the other hand, the application of sta-
tus directives can be flawed. We often found websites to

report human-readable errors in HTML body content, but
with an HTTP status code of 200 (Success). ‘This scenario

leads Cora[CDN to replace valid content with less useful
information. We hypothesize that bad defaults in scripting
languages such as PHP are partially to blame. Instead of
being fail-safe, the response code defaults to success.

Evenif transient errors were properly identified, for how
long should CoralCDN serve expired content? HTTP lacks

*Proxies in our deployment are configured with a minimum ex-
piry time of some duration (five minutes), and thus do not recognize
No-Cache directives as such. Because CoralCDN does not support
cookies, SSL bridging, or POSTs, however, many ofthe privacy concerns
associated with caching such content are alleviated.
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the ability to specify explicit policy for handing expired
content. Akamai defaults to a fail-safe scenario by not re-
turning stale content [22], while CoralCDN seeks to hai-
ance this goal with availability under server failures. As
opposed to only using the system-wide default of 24 hours,
CoralCDN recently enabled its users to explicitly specify
their policy through max~stale response headers.\°

These examples all point to another lesson that governs
CoralCDN’s proxy design: Maintain the status quo unless
improvements are possible.

Decoupling service dependencies. A similar theme of
only improving the status quo governs CoralCDN’s man-
agement system. CoralCDN servers query a centralized
management point for a number of tasks: to update their
overall runstatus, to start or stop individual service compo-
nents (HTTP, DNS, DHT), to reinstall or update to a new
software version, or to learn shared secrets that provide
admission control to its DHT. Although designedfor inter-
mittent connectivity, one of CoralCDN’s significant out-
ages came when the management server began mishehav-
ing and returning unexpected information. In response, we
adopted what one might call fail-same behavior that ac-
cepts updates conservatively, an application of decoupling
techniques from fault-tolerant systems. Management in-
formation is stored durably on servers, maintaining their
status-quo operation (even across local crashes) until well-
formed new instructions are received.

5.2 Managing oversubscribed bandwidth

While commercial CDNs and computing platforms often
respond to oversubseription by acquiring more capacity,
CoralCDN’s deployment on PlanetLab does not have that
luxury. Instead, the service must manage its bandwidth
consumption within prescribed limits. This adoption of
bandwidth Limits was spurred on by administrative de-
mands from its deployment sites. Following the Asian
tsunami of December 2004, and with YouTube yet to be
created, CoralCDN distributed large quantities of amateur
videos of the natural disaster. With no bandwidth restric-

tions on PlanetLab at the time, CoralCDN’s networktraf-

fic to the public Internet quickly spiked. PlanetLab sites
threatened to pull their servers off the network if such
use could not be curtailed. It was agreed that CoralCDN
should restrict its usage to approximately 10 GB per day
per server(7.2., per PlanetLab sliver).

Several design options exist for limiting bandwidth con-
sumption. A proxy could simply shut down after exceed-
ing a configured daily capacity (as supported byTor [12]).
Or it could rate-limit its traffic to prevent transient conges-
tion (as done by BitTorrent and Tor). But as CoralCDN

lONTTP/L.1 supports max-stale request headers, although weare not
aware of their use by any HTTP chents. Further, as proxies often evict
expired content from their caches, it is unclear whether such request di-
rectives can be typically satisfied.
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Figure 14: Requests per domain and number of 403rejections.

primarily provides a service for websites, as opposed to
chents, we chose to allocateits limited bandwidth in a way
that both preserves some notion offairness across its cus-
tomer domains and maintains its central goal of handling
flash crowds. The technique we developed is more broadly
applicable than just PlanetLab and federated testbeds: to
P2P deployments where users nin peers within resource
containers, to multi-tenant datacenters sharing resources
between their own services, or to commercial hosting en-
vironments using billing models such as 95th-%ile usage.

Providing per-domain fairness might be resource inten-
sive or difficult in the general case, given that CoralCDN
interacts with 10,000s of domains each day, but our highly-
skewed workloads greatly simplify the necessary account-
ing. Figure 14 shows the total number of requests per
domain that CoralCDN received over one day (the salid
top line). The distribution clearly has some very pop-
ular domains—the most popular one (a Tamil clone of
YouTube) received 2.6M requests—while the remaining
distribution fell off in a Zipf-like manner. (Note that Fig-
ure 6 was in terms cf unique URLs, not unique domains.)
Given that CoralCDN’s traffic is dominated by a limited
number of domains, its mechanisms can serve mainly to
reject requests for (@.2., perform admission control on)
these bandwidth hogs. Still, CoralCDN should differenti-
ate between peak limits and steady-state behavior to allow
for flash crowds or changing traffic patterns.

To achieve these aims, each CoralCDN proxy imple-
ments an algorithm that attempts to simultaneously (1)
provide a hard-upper limit on peak traffic per hour (con-
figured to 1000 MB per hour per proxy), (2) bound the
expected total traffic per epoch in steady state (400 MB
per hour per proxy), and (3) bound the steady-state Limit
per domain. As setting this last limit statically—such as
i/k-th of the total traffic if there are k popular domains—
would lead to good fairness but poor utilization (given the
non-uniform distribution across domains), we dynamically
adjust this last traffic limit to balance this trade-off.

During each hour-long epoch, « proxy records the total
number of bytes transmitted for each domain. It also cal-
culates domains’ average bandwidth as an exponentially-
weighted moving average (attenuated over one week), as
well as the total average consumption across all domains.
This long attenuation period provides long-term fairness-——
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and most consumption is long-term, as shown in Fig-
ure 7—but also emphasizes support for short-term flash
crowds. Across epochs, handwidth usage is only tracked,
and churably stored, for the top-100 domains. If a domain
is not currentky one of the top-100 bandwidth consumers,
its historical average bandwidth is set to zero (providing
additional leewayto sites experiencing flash crowds).

When a requested domainis overits hourly budget (case
3 above}, CoralCDN proxies respond with 403 (Forbidden)
messages. If instead the proxyis over its peak or steady-
state limit calculated over all domains (cases 1 or 2 above),

then the proxy redirects the clent back to the originsite,
and the proxy temporarily makes itself unavailable for new
client requests, which would be rejected anyway.!!

By applying these mechanisms, CoralCDN reduces its
bandwidth consumption to manageable levels. While its
demand sometimes exceeds 10 TBs per day (aggregate
across all proxies), its actual HTTP traffic remains steady
at about 2 TB per day after rejecting a significant number
of requests. The scatter plot in Figure 14 shows the num-
ber of requests resulting in 403 responses per domain, most
due to these adnzission control mechanisms. We see how

variances in domains’ object sizes yield different rejection
rates. The second-most popular domain serves mostly im-
ages smaller than 10 KB and experiencesa rejection rate of
3.3%. Yet the videos of the third-most popular domain-—
user-contributed screensavers of fractal flames—are typi-
cally 5 MBin size, leading to an 89% rejection rate.

Note that we could significantly curtail the use of Coral-
CDNas a long-term CDN provider (see $3.2) through sim-
ple changes to these configuration settings. A lowsteady-
state limit per domain, coupled with a greater weight on
a domain’s historic averages, devotes resources to flash-
crowdrelief at the exclusion of long-term consumption.

Admittedly, CoralCDN’s approach penalizes an origin
site with more regional access patterns. Bandwidth ac-
counting and admission control is performed indepen-
dently on each node, reflecting CoralCDN’s lack of cen-
tralization. By not sharing information between nodes
(provided that DNS resolution preserves locality), a site
with regional interest can be throttled before it reaches its
fair share of global capacity. While this does not pose
an operational problem for CoralCDN, it is an interest-
ing research problemto perform (approximate) accounting
across the networkthat is both decentralized andscalable.

Distributed Rate Limiting [28] considered a related prob-
lem, but focused on instantaneous limits (e.g., Mbps) in-
stead of long-term aggregate volumes and gossiped state
that is linear in both the number of domains and nodes.

‘Uf clients are redirected back to the origin, a proxy appends the query-
string ccoval-ro-serve on the location URL returned to the client.
Origins that use redirection scripts with CoralCDNcheckforthis string to
prevent loops, per §4.1. Although not the default, operators of some sites
preferred this redirection home evenif their domain was to blame (a pol-
icy they cau specify through a X-Coral-Cont rolresponse header).
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5.3 Managing performancejitter

Running on an oversubscribed deployment platform,
CoralCDN developed several techniques to better han-
die latency variations. With PlanetLab services facing
high disk, memory, and CPUcontention, and sometimes
additional traffic shaping in the kernel, applications can
face both performance jitter and prolonged delays. These
performance variations are not unique to PlanetLab, and
they have been well documented across a variety of set-
tings. For example, Google’s MapReduce [10] took run-
time adaption of chister query processing [3] to the large-
scale, where performance variations even among homo-
geneous components required speculative re-execution of
work. More recently, studies of a MapReduce clone on
Amazon’s EC2 underscored howshared and virtualized

platforms provide new performance challenges [39].

CoralCDN saw the implications of performance vari-
ations most strikingly with its latency-sensitive self-
organization. For example, Coral’s DHT hierarchy was
based on nodes clustering by network RTTs. A node would
join a cluster provided some minimumfraction (85%) of
its members were belowthe specified threshold (30 ms for
level 2, 80 ms for level 1). Figure 15 shows the RTTs for
RPC between Coral nodes, broken down bylevels (with
vertical lines added at 30ms, 80ms, and Is). While the

chistering algorithms achieve their goals andlocal chisters
have lower RTTs, the heavytail in all CDFsis rather strik-
ing. Pally 1% of RPCs took longer than 1 second, even
within local clusters. Coral’s use of concurrent RPCs dur-

ing DHT operations helped mask this effect.

Another lesson from CoralCDN’s deployment was the
need for stability in the face of performance variations.
This translated to the following rule in Coral. A node
would switch to a smaller (and henceless attractive) cluster

only if fewer than 70% of a cluster’s members nowsatisfy
its threshold, and form a singleton onlyif fewer than 50%
of neighbors are satisfactory. In other words, the barrier to
enter a cluster is high (859%), but once a member, it’s eas-
ier to remain. Before leveraging this form ofhysteresis.
cluster oscillations were much more common, which led

13

- Page 376 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 377 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

 
@ 4000
3500 frenOggi,
@ 3000 icawttony See
a 2500 ewENE NSNEARENOWNER
& 2000 #

= 1500 PlanetLab:All Dests~~
@ 4000 PlanetLab: Non-PL Dests ~~
® 500 CoraiCDN: HTTP °#ea oo

O16 947 9-18 G19 9-20 621

Day

Figure 16: Comparison of PlanetLab’s accounting of all upstream
traffic, PlanetLab’s count lo non-PlanetLab destinations, and Coral-

CDN’s accounting through HTTP logs.

to many stale DHTreferences. A related use of hystere-
sis within self-organizing systems helped improve virtual
network coordinate systems for both PlanetLab [26] and
Azureus [20], as well as failure recovery in Bamboo [31].

6 Lessons for Platforms

With the growth of virtualized hosting and cloud deploy-
ments, Internet services are increasingly running on third-
party infrastructure. Motivated by CorakKCDN’s deploy-
ment on PlanetLab, we discuss some benefits from im-

proving an application’s visibility into and control overits
lower layers. We first revisit CoralCDN’s bandwidth man-
agement from the perspective of fine-grained service dif-
ferentiation, then describe tackling its fault-tolerance chal-
lenge with adequate network support.

6.1 Exposing imformation and expressing
preferences across Layers

We described CoralCDN’s bandwidth managementas self-
regulating, which works well in trusted environments. But
many resource providers would rather enforce restrictions
than assume applications behave well. Indeed, in 2006,
PlanetLab began enforcing average daily bandwidth limits
per node per service (.e., per PlanetLab “sliver’). When
a sliver hits 80% of its Hmit—17.2 GB/day from each
server to the public Internet—the kernel begins enforcing
bandwidth caps (using Linux’s Hierarchical Token Bucket
scheduler) as calculated over five-minute epochs.

We now havethe possibility of two levels of bandwidth
management: admission control by CoralCDN proxies and
rate limiting by the underlying hosting platform. Interest-
ingly, even though CoralCDN uses a relatively conserva-
tive limit for itself (10 GB/day per sliver), it still surpasses
the 80% mark (13.8 GB) on 5-10 servers per day (out ofits
300-400 servers). The main cause of this overage is that,
while CoralCDN counts only successful HTTP responses,
its hosting platform accounts for all traffic—HTTP, DNS,
DHT RPCs,iog transfers, packet headers, retransmissions,
etc.--generated byits sliver. Figure 16 showsthe differ-
ence in these recorded values for the week of Sept 16,
2009. We see that kernel statistics were 50%-90% higher

Ex. 1073

than CorafCDN’s accounting. This problem of accurate
accounting is a general one, as it is difficult or expensive
to collect such data in user-space.!* And even accurate in-
formation does not prevent CoraKCDN’s managed HTTP
traffic from competing for network resources with the rest
ofits sliver’s unmanagedtraffic.

We argue that hosting platforms should provide better
visibility and control. First, these platforms should export
greater information to higher levels, such as their current
measured resource consumption in a machine-readable
format and in real time. Second, these platforms should
allow applications to push policies into lower levels, ie.,
an application’s explicit preferences for handling differ-
ent classes of resources. Kor the specific case of network
resources, the platform kerne!] could apply priorities on a
granularity finer that Just per-sliver, akin to a form of end-
host DiffServ; CoralCDN would prioritize DNS and DHT
trathe over HTTP tratiic, in tum over log maintenance.

Note that we are concerned with a different type of re-
source management than that provided by VMhypervisors
or kemel resource containers [4]. Those systems focus
on short-term resource isolation or prioritized scheduling
between applications, and typically reason about coarse-
grain VM-level resources. Our focus instead is on long-
term resource accounting. PlanetLab is not unique here;
commercial clond-computing providers such as Amazon
and Rackspace use long-term resource accounting for
billing purposes. (in fact, Amazonjust launchedits Cloud-
Watch service in June 2009 to expose real-time resource
monitoring On a coarser-grain per-VM basis i1].) ‘Uhus,
providing greater visibility and control would be useful
not only for deploying applications on platforms with hard
constraints (e.g, PlanetLab), but also for managing appli-
cations on commercial platforms so as to minimize costs
(e.g., in hoth metered and 95th-%ile billing scenarios).

6.2

A central reliability issue in CoralCDN is due to its boot-
strapping problem: To initially resolve a Corahzed URL
with no prior knowledge of system participants, a client’s
resolver must contact one of only 10-12 CoralCDN name-
servers registered with the .net gTLD servers. If one
of these nameservers fails—each IP address represents
a static PlanetLab server—clients experience long DNS
timeouts. Thus, while CoralCDN internally detects and

reacts quickly to failure, the same rapid recovery is not
enjoyed by its primary nameservers registered externully.
And once legacy clients bind to a particular proxy’s IP
address-—e.g., web browsers cache name-to-IP mapping
to prevent certain types of “rebinding” attacks on the

Providing suppert for fault-tolerance

"2%fact, even Akamaiservers only use an estimate of bandwidth con-
sumption (their so-called “fully-weighted bits”) when calculating server
load [22]. Only more recently did PlanetLab expose kernel accounting,
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Same Origin Policy [9]—CorakCDN cannot recover for
this client if that proxyfails.

While certainly observed before, CoralCDN’s reliabii-
ity challenge underscores the limits of purely application-
layer recovery, especially as it relates to bootstrapping. In
the context of DNS-based bootstrapping, several possibil-
ities exist, inchiding (1) dynamically updating root name-
servers to reflect changes, e.g., via the rarely-supported
RFC2136 [36], (2) announcing IP anycast addresses via
BGP or OSPF, or (3) using transparent network-layer
failover between colocated nameservers (e.¢., ARP spoof-
ing or VIP/DIP load balancers). [P-level recovery between
proxies has its own sohitions, but most commonlyrely on
colocated servers in LAN environments. None of these

suggestions are new ones, but they still present a higher
barrier to entry; PlanetLab did not have anyavailable toit.

Deployment platforms should strive to provide or ex-
pose such network functionality to their services. Ama-
zon EC2’s launch of Elastic IP Addresses in March 2008,

for example, hid the complexity of ARP spoofing for VM
environments. The further development of such support
should be an explicit goal for future deploymentplatforms.

7 Conclusions and Looking Forward

Our retrospective on CoralCDN’s deployment has a rather
mixed message. We view the adoption of CoralCDN as
a successful proof-of-concept of howusers can and will
leverage open APIs for CDN services. But many of its ar-
chitectural features were over-designed for its current en-
Vironment and with its current workload: A much sim-

pler design could have sufficed with probablybetter per-
formance to boot.

That said, it is a entirely different question as to whether
CoralCDN provides a good basis for designing an Internet-
scale cooperative CDN. The service remained tied to Plan-
etLab because we desired a solution that was backwards

compatible with both unmodified chents and servers. Run-
ning on untrusted nodes seemed imprudent at best given
our inability to provide end-to-end security checks. We

ave shown, however, that even running CoralCDN on
fully trusted nodes introduces some security concerns. So,
if we dropped the goal of full backwards compatibility,
what minimal changes could better support more open,

exible infrastructure?

Naming. CoralCDN’s naming provided a layer of in-
direction for composing two loosely-coupled Internet ser-
vices. In fact, one could compose longerseries of services
that each offer different functionality by simply chaining
together their domain names. While this technique would
not be safe under today’s Same Origin Policy, we showed
in §4.3 howa trusted proxy could constrain the default se-
curity policy. For a participating ongin server with an un-
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Figure 17: Percentage of a proxy’s upstreamrequests satisfied by
origin and by peers at various clustering levels when regional coop-
erationis used, i.e., level-0) peers only serve as a failoverfrom a faulty
origin. Dataset covers 10-day period from December 9-19, 2009. Tt
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Figure 18: Change in percentage between regional cooperation pol-
icy WPigure 17) and CoralCDN’s traditional glohal peering. Positive
values correspond to increased hit rates in regional peering.

trusted CDN,the origin should specify (and sign) its min-
imally required domain suffix of origin.tld.*.

Content Integrity. Today’s CDNsare full-fledged mem-
bers of a website’s trusted computing base. Theyhave free
reign to return modified content. Often, they can even pro-
grammatically read and modify any content served directly
from a customer website to its clients (either by serving
embedded <script>’s or by playing SOP tricks while
masquerading as their customer behind a DNS alias). To
provide content delivery via untrusted nodes, the natural
solution is an HTTP protocol that supports end-to-end sig-
natures for content integrity [30]. In fact, even a browser
extension would suffice to deploy such security [35].

Fine-Grain Origin Control. A tension in this paper
is between client latency and server load, underscored by
our varied usage scenarios. An appropriate strategy for
interacting with a well-provisioned server is a minimalat-
tempt at cooperation before contacting the origin. Yet, an
oversubscribed server wants its chents to make a maximal

effort at cooperation. So far, proxies have used a “one-
size-fits-all” approach, treating all origins as if they were
oversubscribed. Instead, much as they have adopted dy-
namic URLrewriting, origin domains can signal a Coral-
CDN proxy about their desired policy in-band. At a high-
level, this argues for a richer API for elastic CDN services.

To explore the effect of regional cooperation, we
changed the default lookup policy on about half the de-
ployed CoralCDN proxies since September 2009. If re-
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Figure 19: CDF of median, 90th percentile, and 99th percentile
lookup latency (over ali hour-long epochs of Dec 9-19, 2009), cam-~
paring regional and global cooperation policies. Individual lookups
were configured with a five-second timeout.

uested content is not already cachedlocally, these prox-
ies only perform lookups within local and regional clusters
(level 2 and 1) before contacting the origin. Vor proxies
operating under such a policy, Figure 17 shows the per-
centage of upstream requests that were satisfied by the
otigin and at different levels of clusters. Figure 18 de-
picts the change in behavior compared to the traditional
global lookup strategy, showing that the 10-12% of re-
quests that had beensatistied by level-O proxies shifted to
higher hit rates at both the origin and local proxies.° This
change was associated with an order-of-magnitude latency
improvement for the Coral lookup, shown in Figure 19.
The global index still provides some benefit to the system,
however, as per Figure 17, it satisfies an average of 0.56%
of requests (stddev 0.51%) that failed over from origin
servers. In summary, system architectures like CoralCDN
can support different policies that trade-off server load for
latency, yet still mask temporary failures at origins.

While perhaps imperfectly suited for a smaller-scale
platform like PlanetLab, CoralCDN’s architecture pro-
vides interesting self-organizational and hierarchical prop-
erties. This paper discussed many of the challenges—in
security, availability, fault-tolerance, robustness, and, per-
haps most significantly, resource management—that we
needed to address during its five-year deployment. We
believe that its lessons may have wider and more lasting
implications for other systems as well.
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July 12, 2017

° Version 2.96L fixed some bugs, and may be the last version

March 1, 2015

° Version 2.96k fixed some bugs.

Jan 4, 2014

° Version 2.96] added support for Red5 plus nginx FLASH Media Server.
The inbuilt Sniffer used NDIS interface instead of raw socket, which can
capture almost every IP packet to improve the chance of obtaining the
real links. You can run program as normal user, but starting Sniffer will
probably fire "User Access Control”, in this case you must click "Yes"
button. Now 95/98/ME/NT will not be supported.

Nov 15, 2013

° Varsion 2.96) added support for Windows 8.1 and Enhanced Protected
Mode for IEL1. On Windows 8.1 x64 changing option "Monitor" will
probably fire "User Access Control”, in this case you must click "Yes"
button.

June 10, 2013

° Issued 2.96f. Port of Mac OS X fixed many bugs, degraded CPU usage. I
have been tested for several weeks on 10.8.3, "browser (Safari, Firefox,
Chrome) monitor", "URL Sniffer" features can work also like Windows.

April 6, 2013

* Issued 2.96e. This update fixed some bugs.

° Issued first version from Mac OS X, it does not support MMS, RTSP and
eMule protocols.

Feb 9, 2013

° Issued 2.96d. This update fixed some bugs.

° NetTransport for Mac OS is being developing, MMS and RTSP protocols
won't be supported in the ist version.

Feb 20, 2011

> Issued 2.96b. This update owned the most changesin the developing
history of "NetTransport", but I still named it "2.96b" instead of "2.97",
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because there were neight significant changes, nor new features or
modules were added, and it is beta feature to add support for "Wowza
Media Server”. I prefer to "Flash Media Server", the reason is that in the
case of bad networktraffic FMS still transfers the whole media data

(only pops “Insufficient Bandwidth Warning") so that NetTransport can
compose nearly perfect MP4 file, but NetTransport can NOT do this for
Wowza because of some data not being transferred without any prompt.

There were some changes about "URL-Sniffer" in every update recently,
next release I will still change something about it, because there are
still many video sites NetTransport can't capture their flash links.

°

August 30, 2010

« Version 2.95 also fixed a running problem about mfc9Qu.dll.

July 29, 2610

° Note, we will discontinue UNICODE version, but keep x86, x64, Classic
and 9x version.

May 29, 2010

° Issued x64 version.

May 21, 2010

° 1 will issue x64 installation package at the end of this month or the
beginning of June.

May 16, 2010

» No update issued. I want to regard this Newsas biog.

> Today I converted some Assembly code about Real authentication to C
code, 50 it is possible to make 64bits program.

April 1, 2010

° Issued 2.92 added magnet URI support for BT, which means BT task
does NOT need seed file any more.

Feb 25, 2010

> Issued 2.91, a new VS2005 like User Interface. I used VC2008 Feature
Pack to modify the main user framework, especially FTPTransport was
changed much thoroughly. I fixed some not very perfect places about
Feature Pack, but I am sure that bugs arestill existed in the new UI, if
you find, please let me know, thank you.

Jan 3, 2010

° Happy New Year :-)

° Issued 2.90 added a feature to combine a couple of Flash or MP4
movies into one file. Also rewrote the passive listener for BT and eMule
to reduce the System Resources usage.
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August 16, 2009

° Issued 2.86, improved the transmission performance for SFTP
significantly. FTPTransport perhaps is one of the best SFTPclients.

° Improved RTMP protocol according to Adobe official specification.

April 15, 2009

° Issued 2,83, enhanced to parse FLASH link.

March 15, 2009

> If you help us to sell, we promise to pay you at most SOas the
commission.

° Issued 2.81.

July 26, 2008

° The recent 2.6x serial is mainly designed for RTMP. Version 2.63 can
record FLASH perfectly.

> Next month my just born boy will be back fram his mother’s hame,I
am afraid that I have not enough time to update project in the later, so
racently NetTransport was issued slight frequently.

March 23, 2008

° The price will be increased up to $88.88 from April 1 due to USD
depreciation continually.

Nov 11, 2007

> Added support for IPv6. But eMule protocol itself does NOT support
IPv6; only SOCKSS proxy supports IPv6; and I also don’t know how to
implement IPv6 for UPnP. Iam proud that NetTransport is ready for the
future,

July 6, 2007

° Both eMule and BitTorrent support streaming encryption (obfuscation)
protocol, which are your first chaice. And early hidden settings now are
added into the global Options.

June 20, 2007

o Emergently fixed a fatal bug on Microsoft RTSP that NetTransport
incorrectly did the process for ANNOUNCE command. But 2.28 and
below version haven't this issue.

° Added support for BitTorrent Message Stream Encryption protocol. You
can create a registry key, set the value of
"HKEY_CURRENT_USER\Software\xi\Netxfer\Torrent\Crypto" to 2 with
type REG_DWORDto allow encryption for active connection. Next
release will implement the user interface for this settings.

June 6, 2007
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«> Added support for eMule protocol. NetTransport has the same capability
as eMule on search and download. Please use 20 and above threads for

every task, and you can use the hidden settings, see : adjust
parameter,

Mar 6, 2007

° Issued 2.30, added RealNetworks RTSP cloaked through HTTP,
supporting SOCKS, HTTP<CONNECT> proxy, also supporting
HTTP<GET>, and is better than RealPlayer 10 on NTLM authentication.

Feb 23, 2007

¢ Modified and uploaded Website. Because some pages displayed
incorrectly under Firefox, Opera, etc.

Bec 3, 2006

° Issued 2.26. Rewrote UPnP to download BT in LAN.

Oct 3, 2006

° Issued 2.23. I medified and enhanced BitTerrent protocol. See: adjust
parameter.

o I will have about 2 months marriage vacation, so I will stop developing
in this period. Please forgive me for inconvenience.

Aug 27, 2006

° Issued 2.22. I rewrote BitTorrent protocol, added download and upload
for both active and passive connections, which impraves download
efficiency. See: adjust parameter.

Jun 11, 2006

e Issued 2.20.

Added BitTorrent protocol and its several extension protocols. I didn't
use open source to implement, because many open source codes are
based on BitTorrent project, which is written by Python, I think its
performance can NOT compare with C/C++ (sorry for my words).
Please use at least 10 threads to download BT. You take some time to

quit Net Transport after downloading BT, though you see the icon in the
taskbar's status area disappears, but you still can see
"NetTransport.exe" in the "Task Manager", because Net Transportis
informing every tracker of stopping event, please be patient. I am NOT
satisfied with BT of this version, because its practical result is not
pretty, I hope I can improve in the next release. See: adjust parameter.

[FTP] PORT transfer mode can traverse SOCKS proxy protocol. Few FTP
clients implemented this feature including some very famous clients. I
am glad and proud. :-)

°

°

Apr 4, 2006

° Issued 2.11, fixed some small bugs.

Ex. 1073 - Page 383 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 384 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

Feb 15, 2006

° Issued 2.10, added sniffer to parse HTML to get URL.

Jan 8, 2606

* Issued 2.02.

Dec 1, 2005

2 Issued 2.01.

° T haven't yet implemented some features in 2.01 due to not enough
time, I will restore some features in 1.9x, such as import/export URL,
showing traffic in the drop pane, etc.

Oct 29, 2005

° Issued the new release version 2.00.

fc} Xi Software, 2005-2018. Designed by SiC/CYAN

Ex. 1073 - Page 384 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 385 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

 
seutereeerneneme:
See

 
i ‘

tiereiciaa Sire irLan uag 8Select-V)
a NET TRANSPORT 

Overview | Download | Buy [| Support | FAQ | Contact | News

Please refer to the internal help firstly, you can find it by the main
menu “File” > "Help" > “Help”.

>> When [try to start the inbuilt "URL-~-Sniffer" I get the following
error "An attempt was made to access a socket in a way forbidden by
its access permissions", then how to do?

Two ways: 1) Disable User Account Control; 2) Run NetTransport as
administrator,

>> How to record Flash movies?

Please start the inbuilt "URL-Sniffer" firstly. When you are visiting web
pages, it will show the RED actual playing links, then click "Download" button,
You'd better use this feature to find and record Flash movies.

>> Why the browser embedded player can play, but Transport can't?

° For Microsoft Media Service, please try the below steps:

i. Rename protocol header fram "mms"to “rtsp", this can get the best
performance.

2. Keep protocol header "mms", and check "Other Settings > Streaming >
via HTTP" in the task "Properties" dialog. This way also has better
performance. And it is very useful in LAN, if your network administrator
allows to access only Web pages.

3. Use the pure mms protocol.

4. Rename protocol header to "http", and select "NSPlayer/9.0.0.2980"
from “Other Settings > Streaming > User-Agent” in the task
"Properties" dialog.

°
For RealMedia, please try the below steps:

1. Use the pure rtsp protocol, this is the first choice.

2, Check "Other Settings > Streaming > via HTTP” in the task "Properties"
dialog to use HTTP tunnel. This feature is very useful in LAN, if your
network administrator allows to access only Web pages.

3. Rename protocol header to "http", and select "RMA/1.0 (compatible;
RealMedia)" from “Other Settings > Streaming > User-Agent" in the
task "Properties" dialog.

a
For MP3 (Shoutcast), please select "WinampMPEG/5.0" from "Other
Settings > Streaming > User-Agent” in the task "Properties" dialog.

>> How to capture streaming URLs? Or how to start?

Ex. 1073 - Page 385 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 386 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

The best way is to use the inbuilt "URL-Sniffer" feature. When you are
surfing, it will parse every Web page to show found URLsin the result list.

At presently the inbuilt "URL-Sniffer" can explore such resources as MMS,
RTSP, Flash, etc very accurately.

>> Why NetTransport displays "Invalid argument" when I start the
inbullt "URL Sniffer"?

You must have the below conditions:

1. Sniffer is available only in Windows 2000/XP/2003/Vista and later
versions of Windows.

2, This feature requires Administrator privilege on the local computer.

3, Your computer must be installed at least one network adapter, except
the wireless network card.

>> Cool features

i. Streaming download.

2. FTP is an excellent feature with the flexible "Site Manager", supports
SSL, SSH.

3. "Schedule Manager" is also cool, you can start a job at any time. Even
you can record the dynamic URL according to time and save it as your
desire filename.

>> How to register, and how to remove advertisement bar?

Recommend upgrade to the latest version firstly. The registration
information has 2 lines text, encoded by BASE64, one is short, the otheris
long, no return, no wrap. In the "Register" dialog, please paste the short one
into "Part 1", paste the long one into "Part 2", then click "Enter". If your
registration name is shawn after "Licensed to:", registration has been
successful.

For register user only. Please uncheck the main menu "Tools/Scroll
Advertisement” to close the advertisement bar.

>> How to change the default download folder?

From 2.01, I removed the "Path" field in the "Options/Download”™. You
can just change the "Directory" of root node “Job" in the left “folder” pane.
NetXfer has a great file manager from it was born.

>> How to add scheduler?

1. Open "Other Settings/Schedule" tab.

2. Click "Add".

3. Check days and enter the start/end time.

4, Click "OK".

>> Some streaming files could not be downloaded. Is it true?

Use HTTP protocol to try to download these files as normal ones.
Sometimes RTSP can be converted to HTTP, MMS can also be converted to
MMS(HTTP), even to HTTP. Please try these ways.
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>> How do I bypass the click monitor of Net Transport?

There are two methods:

1. Check "Options/Monitor/Confirmation". When dialog "Job" appears,
pressing button “cancel”.

2. Uncheck “Monitor browser click" in the Drop Zone Window or Tray
context (right-click) menu.

>> The "Download AH By Transport” and "Download using Transport"
(in IE extend context menu) options don't work. Why?

Underinstallation path run "Delkeys.exe /Add”to fix.

>> Why some HTTP URLs cannot be downloaded by Transport?

Some sites require referrer URL (where the user is from), for example,
download NVTESetup.EXE from this site, please enter the origin into the
"Job/Referrer” dialog. And some sites require cookies, please check the
"Job/Other settings/Download/Cookie"item.

>> Downloaded file is not what I want or an error. For example, the
downloaded file extension is "zip" but cannot be opened by WinZip.
Why?

I estimate the URL does not point to the actual file but a WEB page such
as acknowledgement, server selection, etc. there are two solutions:

L. Check "Options/Moniter/Confirmation", when "Job" dialog appears the
first time, pressing button “cancel”, when it shows a second time,
pressing "OK", because this time the URL should be real.

2. Check "Options/Monitor/Parse URL", let Net Transport help you find the
real URL, but this feature will slow down your browser.

>> How to use category management feature? How to set default
download folder?

You can maintain every category except the top "Job" by menu
"Category" or category window context menu. Create a new category you
want to make as the default folder, then open the dialog “Job", select it in
"category" field (also modify its "Directory"}, and press the "Save settings"
button. After jobs are finished, files will be moved to that folder automatically.

>> I found when downloading via RTSP, the progress is over 100%,
but the job was still running, and I also found the temporaryfiles
under installation path were growing at the same time, which is
eating my hard disk space, it's horrible.

Because the packet iength of RealMedia file isn't fixed and streaming file
size is evaluated and not very accurate, it's very difficult even impossible to
write packet data into one file like other protocols. My resolution is, every
thread downloads its dispatched part, after receiving end notify, Net
Transport unites them into one final file then delete those temporary files. For
better video and audio quality, every thread would download a bit extra bytes
to find the resume point. Above 2 things may cause progress over 100%. So I
recommend you install Net Transport under a large logical disk (8G and
more), don't remind the ugly progress. In merging process, Net Transport
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uses nearly 100% CPU resource due to a large amount of disk operation,
please be patient. Since more threads more long waiting time, I strongly
recommend only run 1-2 threads every job, and check "Job/Other
settings/Streaming/Delivery bandwidth" to accelerate download.

(c} Xi Software, 2005-2015. Designed by SIC/CYAN
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  : WN . : CePeigiak SITE in oatsa NET TRANSPORT Overview | Download | Buy | Support | FAQ | Contact | News

Download

 
 
  
 

s trial, please buy it.
: ‘ ee nc 

Windows x86

(XP/2000/ 2003/Vista /2008/Win?/ 2008R2/Win8/Win2012)

> Net Transport v2.96L.725 (5,939,651 bytes) from official site. MD5:
FOD78C64D7B50E61D4065663CBF663A3

 

 
> Download Net Transport Opera Plug-ins (18,274 bytes), and also

supports Firefox 3.5+, Chrome. This allows some of the same “Click
Monitoring" to make using Net Transport to download as easy as
clicking within your web browser. Please read ReadMein it firstly.

Windows x64 (XP/2003/Vista/ 2008/Win?/2008R2/Win8/Win2012)

> Net Transpeart v2.96L.725 (9,837,366 bytes) from official site. MD5:
DE1230855488C7 DFCCAGFB2C80C5DBiB

> Download Net Transport Googie Chrome 64-bit for Windows Plug-ins
(108,635 bytes).

 
 

Mac OS % (16.6/10.7 /18.8/10.9/19.13}
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» Beta vO.SGE (13,273,302 bytes) from official site. MD5:
SAGFISF3BAF8747D1EAGGSEAF286A897

Develop History

Net Transport 2.96L Guly 21, 2017)

1. Added code for BT task to recognize whether the torrent file content is
UTF-8 encoded.

2. Modified to reduce the restrictions on FLV consolidation.

3. Fixed some login problems for SSH.

Net Transport 2.96k (March 1, 2015)

1. Fixed a bug for Mac version that when deleting the running tasks
program would freeze.

2. Fixed a bug for Mac version that the scheduled tasks sometimes would
not work.

3. Fixed a bug for Mac version that the duplicate URL checker would not
work.

4. Added code to implement the progress bar in the Systern Taskbar for
Windows 7 and above.

5, Added domain support for HTTPS.

6, Enhanced "URL-Sniffer" not to add the duplicate result.

7, Added an option for "URL-Sniffer" to download the result automatically.

8. Changed the default value of some options for "URL-Sniffer".

9. Changed the periodic record feature from minute to second.

10. Modified that program would ignore “trackinfo" when merging FLV.

11. Appended ".acc" extension name whenfinishing the "audio/aacp” type
of tasks.

12. Added that BT tasks would not do with the incoming handshakes to
degrade CPU usage after finishing.

13. Fixed that program would crash when accessing BT tracker via https.

14. Added an option “Connection will be closed after finishing its initial
part’"

15. Issued the piug-ins for Google Chrome 64-bit for Windows.

Net Transport 2.96] (Jan 14, 2014)

1. Added "Buffer" option for RTMP to contro/ the recording performance.

2. Added code for RTMP to pracess Connection general-headerfield.

3. Modified to run Sniffer module as Administrator, so you could
open the main program as normal user.

4, Added code to limit the number of result lines for Sniffer, the earliest
entries would be overiaid.

5. Fixed file operation in UTF-8 encoding for SSH so that Desktop system
could display correctly.

6. Added "Parse browser click" context menu item for the drop window.
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Net Transport 2.961 (Nov 15, 2013)

1. Added support for Windows 8.1 and Enhanced Protected Mode
for EEL1.

. Added a new feature that you can press CTRL+ALT to ignore the
current click capture in IE.

. Fixed a bug that FTPTransport displayed the incorrect length for the
local files over 4GB.

. Fixed a bug that a SSH connection shared between browse and
download would crash the program.

Net Transport 2.96h (Oct 6, 2013)

1.

2.

Modified code not to send too many requests for one peer at the and of
the BT task process.

Enhanced link click catcher for IE, enabling "Need to be parsed” option
would check whether the clicking link is the downloadable resource or
not, if yes program would take overit, otherwise let IE open.

. Fixed a bug not to get the huge chunk-size transfer coding data via
HTTP.

Net Transport 2.96g (July 8, 2013)

1.

2.

auo&OU)

Fixed a bug that merging FLV would make program to crash probably
due to out of memory.

Added a feature to obtain UTF-8 filename frorn "Content-Disposition"
field.

. Added a feature to obtain filename from "Content-Type"field.

. Fixed a bug that "Monitor these types” was unavailable.

. Rewrote Firefox/Chrome/Opera plug-in for cookie support.

. Fixed some native languages.

Net Transport 2.96f (June 10, 2013)

e

6.

. Enhanced "URL-Sniffer" to parse HTTP link whose status code is 206.

. Enhanced "URL-Sniffer" to pass extra information to download task
after capturing RTMP link.

. Added an option "Starting recording after NetStream.Play.Start notify”.
Don't use it unless you think it is necessary.

. Enhanced FTP to support 4 digit year.

. Fixed a bug for BT that adding lock mechanism when operating files to
avoid occasional crash problem in the download process.

Fixed a bug that exiting main program would crash occasionally.

Net Transport 2.96e (April 6, 2013)

BWAFPS
. Added an option for "URL-Sniffer" to capture Content-Types for HTTP.

. Enhanced to recognize Router devices.

. Improved that program had no respond when many tasks were running.

. Modified not to rename "Downloaded" subfolder when switching
language.
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. Fixed a bug for BT that handling incorrect list properties would make
program deadlock.

. Added Cookie while catching links from browsers.

. Fixed a crash on installation when Windows Firewall was disabled.

Net Transport 2.96d (Feb 9, 2013)

. Enhanced "URL-Sniffer" not to process this type of IP packets without
content to get more results.

. Restored a feature that RTSP obtained links from SMIL script.

. Added support for RTMP Encryption protocol type 9.

. Fixed a bug that performance degraded when running P2P tasks.

. Fixed a bug that the task database file of x64 program was not fully
compatible with x86.

Fixed a crash about display.

. Enhanced FTP over SSL handshake protocol.

. Changed the default Folder names.

. Enhanced “URL-Sniffer" to capture an extra field for RTMP.

. Fixed a bug that running P2P tasks made program deadiock.

. Reduced code for HTTP and FTP.

. Fixed a bug that incorrect data type probably made x64 program to
crash.

Net Transport 2.96c (Aug 4, 2011)

1. Enhanced support for Win?7/Win2008R2.,

2. Modified to save streaming via RTMP as Flash Videofile instead of
MPEG4file.

. Fixed a bug that SSL probabiy made program to crash occasionally.

. Improved [MS-RTSP] protocol according to Microsoft official
specification.

Net Transport 2.96b (Feb 20, 2011)

1.

. Added support for Helix Mobile Server version 14.

. Enhanced the combination of partial data files for MP4, which madeit

Added support for Wowza Media Server.

possible not to lose a large section of audio and video content.

. Fixed a bug that audio and video of MP4 might be out of sync after
downloading.

. Fixed a bug that the downloaded MP4file might have no sound.

. Fixed a bug for RTMP that sending incorrect protocol control message
led the task be in waiting state.

. Modified that RTMP task would continue even if error happened.

. Modified code te get more stream info from session description protocol
to help the combination of partial data files for MP4.

. Added an option “use getStreamLength function” to get the length of
stream for RTMP.
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10.

it.

12.

13.

14.

15.

16.

17.

18.

19.

Added an option to regard HTTP as LIVE show.

Added an option to generate new tasks automatically on parsing
Playlist/Script file.

Restored the option "The number of max concurrent tasks".

Enhanced "URL-Sniffer" to capture more information about RTMP link to
ensure the task can go on.

Enhanced "URL-Sniffer" to capture HTTP link with its Cookie.

Enhanced “URL-Sniffer" to capture RTSP link with its Cookie.

Modified to handle "“Cantent-Disposition"field case insensitive.

Fixed that program could not backup task database file on Win7.

Fixed that in some cases program could not well download one by one
FTP task.

Improved performance, you could not do anything if there were too
many tasks in the "Queue" pane.

Net Transport 2.96 (Dec 17, 2010)

i&WNfe
c

10.

it.

12.

. Added UPnP indicator in the status bar.

. Added support for the regquiar RTMP URL.

. Enhanced RTMP Encryption protocol,

. Added code to paste URL from Clipboard when you click "Add batch
downloads" dialog.

. Enhanced "URL-Sniffer" to capture RTSP link with its Referer page.

. Added an option “Retrieve the Cookie of the site before downloading via
HTTP".

. Modified that you could customize HTTP headerfields.

. Modified the default value of "Data buffer" to 512K.

. Fixed a bug for RTSP that incorrectly processing ANNOUNCE method
probably made the task download again automatically.

Enhanced "Content-Dispasition” field.

Fixed a bug that program could not resume for RapidShare.

Added code to capture magnet URE.

Net Transport 2.95 (Aug 30, 2010)

1. Fixed a bug for RTMP that program could not record certain of LIVE
sites.

. Fixed that program would crash if "piece length" of a torrent file was
not a multiple of 16K.

. Fixed that program probably crashed if parsing DNS failed.

. Fixed for new UI that the tool tip control of the Drop-Zone window
didn't work if there were too many information to be updated.

Net Transport 2.94a (uly 5, 2010)

1.

2.

Added "SWF verification” feature support for RTMP.

Fixed a bug for “Site-Explorer” to analyze UTF-8 encoding pages
incorrectly.
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6.

. Added code to try WMSP (Windows Media HTTP Streaming Protocol) if
connecting to Microsoft Media Server timeouted.

. Issued Windows x64 version.

. Fixed a bug that the tool tip for toclbar could not be shownin native
language.

Enhanced "URL-Sniffer" to capture accurate RTMP link.

Net Transport 2.93 (April 25, 2010)

1.

2.

Rewrote the inbuilt "URL-Sniffer” to detect SHOUTcast Radio Stations,
YouTube video sharing website.

Fixed a bug that RTMP sometimes never put the downloaded steams
together into a full Flash file.

. Improved support for RapidShare. You can download published URL
along with your username and password directly without logging in
firstly,

. Removed this feature showing the number of files and total size of the
selected tasks, which slowed down the main program very significantly.

. Modified that unchecking "Always send URLs as UTF-8" would handle
the destination filename and its path as ANSI.

Net Transport 2.92 (April 1, 2010)

1. Improved RTMP protocol according to Adobe official
specification.

. Fixed a bug that the downloaded MP4file might have no sound.

. Added magnet URI support for BT, a link on a web page only
containing the info hash.

Net Transport 2.91a (March 7, 2010)

L.

4,

Fixed a bug that switching to Japanese environment would make
program crash.

. Fixed a bug that you could not restart streaming tasks again.

. Fixed a bug for eMule that parsing ed2k link incorrectly would make
program crash.

Added a handler for ed2k link.

Net Transport 2.91 (Feb 25, 2010)

i. New User Interface (except ANSI version).

2. Added an option to allow the generated subtask not to inherit the

4,

5.

scheduling settings of its parent task.

. Added to show recorded timestamp while downloading streaming
protocols.

Modified that the files of the moved tasks would overwrite the existed
ones.

Added to show the numberoffiles and total size of the selected tasks.

Net Transport 2.90a Gan 10, 2010)
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. Fixed a security issue that eMule login request handling probably made
memory overflow. With a specially crafted request, a remote attacker
can potentially cause arbitrary code execution,

. Modified "Quick Connect” bar to hide password.

. Added a feature for combining Flash or MP4 movies that you could add
files by dropping.

Net Transport 2.90 (lan 3, 2010)

1.

6,

Added a feature to combine a couple of Flash or MP4 movies into one
file. At presently the supported Codecs for MP4 are H264, AAC.

. Changed the passive listener from multiple threads to single thread for
BT and eMule, which can not only spare the Systern Resources but also
have no effect on transmission.

. Fixed a bug for BT that program could not process a certain UTF-8 type
of seed file.

. Added an option to split songs byits title respectively for Shoutcast.

. Modified code to reduce the memory usage significantly when loading
eMule peer nodes.

Updated help manual.

Net Transport 2.89 (Nov 11, 2009)

1.

. Added support for RIMP/RTMPT Encryption protocol.

. Added support for RTMP/RTSP to get this type of MP4 files

10.

il.

Added French manual.

whose audio format is MPA( MP3).

. Simplified the local destination filename for RTMP.

. Modified "URL-Sniffer” to highlight the entries by color in the
result list.

. Modified "URL-Sniffer/Options" to offer more configurations.

. Modified that "URL-Sniffer” would restart when you changed “Options”.

. Enhanced that "URL-Sniffer" would add "<break>" keyword between
the application name and thefile path while capturing RTMP resources.

. Enhanced that "URL~-Sniffer" would append Referer page while capturing
HTTP resources,

Modified "URL-Sniffer" to simplify RTMP result resources.

Fixed a crash bug for eMule when you closed the program.

Net Transport 2.88 (Oct 6, 2009)

1. Smaller SSH code.

2. Added support to get LATM-based MPEG-4 Audio file via
Darwin /QuickTime Streaming Server.

. Modified CONNECT method to promote successful chance to
record streaming via RTMP.

. Fixed a crash bug while BT task was uploading.

. Improved the upload transfer rate for BT.
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6. Most socket connections were changed from non-blocking mode to
blocking mode to improve transfer performance.

Net Transport 2.87 (Sep 23, 2009}

1. Improved NTLM authentication algorithm according to Microsoft official
specification.

2. Improved "URL-Sniffer" to capture UTF-8 encoding URLs for RTMP.

3. Prolonged parsing time up to 30 seconds for a singie TCP connection to
get more resources.

4. Added a feature for scheduler to allow you to record streaming
every desired minutes. For example, you can record 10 minutes
every an hour from 8:00am to 6:00pm. This feature helps to reduce the
amount of scheduled entries.

5. Fixed a bug that "Seed" and "Step"fields of "Scheduler" dialog could
not be set higher than 100.

6. Smaller DHT code.

7. Modified that when you open BT task by menu "Open Directory", if the
BT task downloads a directory, then this action will open that directory,
otherwise select the downloaded file.

8. Fixed a bug that eMule processed packed packet incorrectly.

9. Modified that the torrent seed task downloaded via HTTP would be

converted to BT task at once. When the BT task is deleted, the seedfile
will also be deleted.

10. Added an option to allow you to choice preferred cipher for SSH.

li. Added CAST-128, RC4 ciphers for SSH.

12. Added a feature that you can restart uncompleted tasks.

Net Transport 2.86 (Aug 16, 2009)

1. Improved the transmission performance for SFTP significantly.

2. Fixed a bug that program would clear task list. When loading task
database file, program probably regarded MMS tasks as Real ones
under certain condition.

3. Fixed a bug that DHT and KAD opened the same port.

4. Improved RTMP protocol according to Adobe official
specification.

5. Fixed a bug that "URL-Sniffer" got incomplete URL when parsing RTMP
protocol.

6. Fixed that program would not record MP4 from certain servers via
RTMP.

7. Enhanced FTP to accept nonstandard reply code from certain servers.

Net Transport 2.85 (lun 8, 2009)

1. Added DHT network support for BY.

2. Added options to enable/disable KAD and DHT networks respectively.

Net Transport 2.84a (May 18, 2009)
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. Fixed a bug that program could not parse RTSP protoco! from some
SMIL scripts.

. Fixed a fatal bug that "Streaming" > "Locate" was not 24h format.

. Fixed a bug for BT that some trackers perhaps crashed program.

Net Transport 2.84 (May 5, 2009)

L.

4,

Modified that "Decrease" menu of the task would remove the selected
connection instead of the last one.

. Added support for mare Flash Media Servers.

. Enhanced the combination of partial data files for MP4 to smooth video
by comparing more content between two partial parts.

Modified content of some requests for RTMP protocol.

Net Transport 2.83 (Apr 15, 2009)

1.

be

Enhanced the inbuilt "URL-Sniffer" to parse RTMP protocols. The task
added by this feature can greatly promote successful chance to record
streaming via RTMP.

. Added code to limit the length of the local filename up to 250 bytes.

. Enhanced [MS-RTSP] to recognize more Windows Media Services.

. Fixed a fatal bug that program could not record LIVE streaming via
RTMP fram somesites.

Net Transport 2.82 (Mar 30, 2009)

1. Enhanced the inbullt "URL-Sniffer” to parse MS-MMSP, RTMP
protocois.

. Fixed a bug that [MS-RTSP] could not handle this type of ASF header
with padding data.

Net Transport 2.81 (Mar 15, 2009)

1. Added code to implement that if you use NetTransport first time,
respective two toolbars would be put side by side in the "Download” and
"Site-Explorer” tabs.

. Enhanced [MS-RTSP] that if the remote server refuses "OPTIONS"
method, program would continue to send "DESCRIBE" method.

. Enhanced [MS-MMSP] to record this type of streaming that only older
Windows Media Player (WMP6.4) can play. Please choose
"NSPlayer/4.1.0.3937" entry from "Task Properties” -> "Other Settings"
-~> "Streaming" -> "User-Agent".

. Enhanced [MS-WMSP] to decode the "chunked" transfer-coding.

. Fixed a bug that other connections except the first connection could not
use the dynamic URL that generated by the task.

. Added code to recognize these type of URLs including only “new line"
without "carriage return’.

Net Transport 2.80 (lan 12, 2009)

1. Added Kademlia network support for eMule.
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2. Fixed a bug that program could not recognize only one dial-up entry
under Vista.

fo} Xi Software, 2005-2018. Designed by SiC/CYAN
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° Please select "Other Settings” -> "Download" -> "User-Agent" to "WinampMPEG/5.0" in the
"Task Properties” dialog when recording SHOUTcast Radio.

Other Features

1. The inbuilt powerful "URL-Sniffer" can capture the real video links.

2. The flexible "Scheduler Manager” is also most powerful item in NetXfer. Even you can record
the dynamic URL according to time and save it as your desire filename.

3. You can use the inbuilt "URL Sniffer" to catch the real URLs for streaming, Flash, etc.

4. You can use the simple but powerful "File Manager" to categorize and manage downloaded
files more efficiently.

5. Simple multi-user management. You can maintain several databases by logging an Windows
with different username.

6. You can use the inbuilt "Site Explorer” to list the directory structure of the remote server,
and easily select the desired files. FTP is the most powerful item in NetXfer.

7. FTP reuse mechanism allows you to use one connection to get different files from the sare
site.

8, The "Multiple Proxies mode" allows you to assign every working thread a different proxy to
break certain site restrictions, like only one connection per IP.

9, You can adjust the bandwidth usage of Net Transport to ensure surf at the same time.

10. Monitor browser click. And you can add links through Internet Explorer extended context
menu, or drag links to the "drop zone” window, etc.

11. Net Transport can automatically shutdown the system or hang up the modem once all
downloads are completed.

12. Multiingual support for the user interface. We will be glad if you help us localize Netxfer.

13. You can use multi-threadsfor all streaming protocols to significantly reduce the time of
downloads.

14. Automatically parse streaming script such as .asx, .smi to acquire real URLs.

15. From version 2 on, you can record the clip with range.

16. The disk cache buffer can prolong your hard disk life.

17. Except eMule, other protocols all support IPvS. Net Transport is ready for IPv6 epoch.

Supported OS: Win2000 / WinXP / Win2003 / Vista / Win2008 / Win? / Win2008R2 / Win8 /
Win2022; Mac OS X 10.6 / 10.7 / 10.8 / 10.9 / 10.10

Recommend strongly install Internet Explorer 5.01 and above for Windows 95/98/NT.

Affiliated Sites

Russian Site http://www. NetXfarnarod ri’

{c} XP Sofware, 2605-2018, Designad by SEO/CYAN
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"You make it fun; we'll make it run"

Home > Project home pageQAO,
oe SSx

 
Overview ce Brief overview and news 

Uisage e« Coral Wiki and FAQOEE,    ee: ; ee Mailing Lists 
*e Publications and people

Are you tired of clicking on some link from a web portal, only to find that the website is temporarily off-line because
thousands or millions of other users are also trying to access it? Does your network have a really low-bandwidth
connection, such that everyone, even accessing ihe same web pages, suffers from slow downloads? Have you ever run a
website, only to find that suddenly youget hit with a spike of thousands of requesis, overloading your server and possibly
causing high monthly bills? Hso, CoralG@DN might be your free solution for these prablems!

Using GoraiGON Gurrent Deploymentss
 

Taking advantage of CoralCDN
is simple. Just append

magerey oh. 3 o re

to the hostname of any URL,
and your request for that URL
is handled by CoralCDN! Try
our project page, or any other
 

site:
penneettEDpnz 
Y ' } y
iwww.cnn.com i} Go iSoe!baat

servers world-wide Thu Jun VSP 4208 EDT 2Ons

Lys Ser Fog oven tcr gS

CoralCDN is a free and open content distribution network based around peer-to-peer technologies, comprised of a world-
wide network of web proxies and nameservers. It allows a user to run a wedsite that offers high performance and meets
huge demand, all for the price of a $50/month cable madem.

Publishing through CoralCDNis as simple as appending a short string to the hostname of objects' URLs; a peer-to-peer
DNSlayer transparently redirects browsers to participating caching proxies, which in turn cooperate ta minimize load on
the source web server. CoralCDN proxies automatically replicate content as a side effect of users accessing it, improving
its availability. Using modern peer-to-peer indexing techniques, CoralCDNwill efficiently find a cached object if t exists
anywhere in the network, requiring that it use the origin server only to initially fetch the object once.

One of CoralCDN's key goals is to avoid ever creating hot spots in its infrastructure. It achieves this through a novel
indexing abstraction we introduce calied a disiributed sioppy hash table (DSHT), and it creates self-organizing clusters of
nodesthat fetch information from each other io avoid communicating with more distant or heavily-loaded servers.

CoraiCDN has been continuously operated since March 2004, running on 300-400 servers on the FlanetLab testbed,
spread worldwide. As of 2011, it receives 25-50 million requests per day from a few million unique Clients.

(What's with the Google ads? Our lIluminati measurement project sought to understand how IP addresses and public
information characterize Web clients. One related question is how such information plays a role in pay-per-click
advertising, so we decided ta run some ourselves to better understand how such systems work.)
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Download Ruy

 
nat

 
 

of censarshio or inter
 ISP, your company, or third parties. Your internet tra is routed

 through ramote servers. On your
sites vou hiave visite 
  ¥ Hide IP protects your identity by replacing your real }P address with a different one. You will anpear to
access the internet frarn a diffarerit focation, not your own. Your real location 15 never revealed.

 
 Your IP address canlink your internet activities directly te you, it can be used ta find your name and

addrass. kasy Hide }P protects your anline identity by hiding your iF address and giving you a new one,

 
Easy Hide |? rowtes all your internet traffic through our encryoted network of dacicated internet servers so 

 thatall remote servers that you cannect te can only see the !P address of our server and not your original I 

 erver Locations
Soy

NN Canada, Hamilton x 4 Portugal, Porto
SAS Denmark, Kobenhavn Singapore, Singapore

s

SS Germany, Frankfurt x 5 Spain, Madrid  ESSN
ee Netherlands, Amsterdam x 2

fo is er
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Choose which applications are protected
 

Enerypt all connections

Redirect DNS lookups

Unitimited sofiware uncdates

Unlimited bandwidth usage

United Kingdom, Gosport

United Kingdom, London x 3

eats United Kingdom, Sauthampton x 6
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Friday, Augu

 

 
  *

&3, SRNNe

OpenVPN Service:
dbivypr.con

Mirrors:

 

 SS Secure Connection sve Home 

ENTER, REGISTER Boy
PROXY YEN SERVICE

Your personal VPN provider

 
¢ We have a large quantity of online socks and proxy servers- ai all times we
have lots of socks online

* Qur serices have high anonymity. We gurantee that our proxy and socks
servers are completely anonymous!
(proxies don't record logs and don't modify HTTP headers)

 } 

* The best traffic encryption technologies!
Your IP is protected with our encrypted socks without the need of a VPN
{your IP is not visible even on proxies, all of your conmection is hidden
and protected}
We include access in the standard package! You can hide or change your
iP with doubleclick of mouse!
Watch tic DEMO

Compatible with Windows 2k/2kUXP/MVista/Seven/MingWintd
Compatible with MacOs, Linux, BSD (108% compatibility using WINE}
Compatible with all virtual machines (VmWare,VirtualBox, etc...)

* Our service has the lowestprices, ihe highest quality, and we offer unlimited
access

> Ourmain rule: = yo gay fe fy yo eic’s
> You have the possibility of choosing the best anonymous proxies and then
filiering ihem to parameters such as
-IP Hostname Language Uptime Couniry City Region
» Professional Support
» Automatic payment with WebMoney, PerfectMoney, BITCOIN payment
systems
» Anonymous VFN Service
» Access through protected hitps protocal

* "All you need to do for access is ta register and pay!

wate ByHast Bent
 

 

News
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 * 13.07.2019

13 years! we are working for your safety. Special rates for
1/3/5 year plans with free OpenVPNare available from
today

*¢ 09.07.2019

New :} summer offer. Get CHANCE to WIN 2x or 3x for
any payment with promo code: VIPX2X3

* 78.06.2019

The beginning :) of summer sale and bonuses. +10%to
subscriptiuon time and usage limit with payments using
LiteCoin

= 01.05.2018

Newversion of Socks Cllent

- Installer integrated with proxifier standart edition instead of portable for better

compatibility

~ Optimized work in WINE with high traffic upload

~ Optimized BlackList checker

- Stability fixes

e 23.04.2018

We have updated our openvon configuration for better cornpatibility

* 01.03.2018

Newversion of Socks Client with powerful DNS options.

«48.12.2018

Happy New Year 201% !!! sale started !

Aiso weintroducing updated Socks Client (many fixes, including

SSL, and other things, for details click >>> HERE <<<

se 21.07.2018

VIP72 celebrates 12th birthday )
e 16.12.2017

 
Now we accept LITECGIN as payment methad for socks and proxy. Low

transaction fee and fasi transaction processing - it could be really better for

micropaymenis.

= 44.09.2017

Support #2 ICO has been changed. Actual contacis on the left on this page

 

Ex. 1073 - Page 406 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 407 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

® 40.04.2047

Socks Client has been updated (4.8.3) Update is high prlority and affect GEO
database

* 05.11.2014

We offer new prices for all accounts, registered after ‘05 november 2014 00:00’.

Customers, which registered till that date will be able to use old prices

s 61.2016

All cur customers having paid socks account, have possibility absolutely free of

charge to take ‘OpenVPN Lite’

Login | Registration | Login Payment Zone | QpenVPN Service | Terms of Service | Risks Acknowledgment | LogOut |

VIP Technatogies © 2006-2019.
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BitTorrent 
This is an old revisionof this page, as edited by 178.155.143.137(talk} at 16:08, 30 December 2012 (Operation: Addedlink to progressive

i
SOeeeeeeeeeNNA ii}download). The present address (URL) is a permanent linkto this revision, which maydiffer significantly from the current revision
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;
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 protocols for transte  

 
 
 

ogng large files and it has been estimated ‘that, vallectively, peer-to-peer networks have accounted for approvimatly443% to 70%of allgeographical location} as of February 2009."Mastof this peer-to-peertraitic is likely fromBitTorrent, after the demiseof Li
 

As af January 2012, BilTorrent is utilized by 150 million active users (according to BitTorrent, nin). Based on this figure, the lolal sumiber of monthly BitTorrent users can be estimated at
more than a quarter ofa bitlion.2! At any given instant, BitTorrent has, on average, more active users than combined (this refers toa the uumber of active users at
anyinstant and not to the total numberofunique users).I6! Since 2610, more than 200,000 usetsof the protec

Contents 
Description
Operation

Creating and publishing torrents
Downloading torrents and sharing files

Adoption
Film, video, and music

roadcasters
Personal material
Software
Severnment
Education
Others

indexing
Technologies built on SitTorrent

Distributed trackers
Web seeding
RSS feeds
Throttling and encryotion
Multitracker
Decentralized keyword search

implementations
Development
Legal issues
BitTorrent and malware
See also
References

Further reading
External links

Description
 ‘The BitTorrent protocol can be used to reduce the server and network impact of distributing large files. Rath ¢ than downloading a file from a single source server, the BitTorrent protocol 

allows users to join a “swarm”of hosts to download andsdupload from cach other simultaneously. The protocol is an alternativeto the ok fr single ssource, multiple mirror sources techmque
 

Auset who wants to upload a file first creates a small torrent descriptorfile that they distribute by conventional means (web, email, etc.
 
 BiTorrent node acting as a seed. Those with the torrent descriptor fle can give it to their own BilTorrent nodes which, acting as g 

and/or other peers.

Thefile being distributed is divided into segments called pieces. As cach pecr reecives a newpicccof the file it becomes a souree (of that picce) for other peers, relieving the original secd
from having to send that piece to every computer or user wishing a copy. With BitTorrent, the task of distributing thefile is shared by those who wantit; it is entirely possible for the seed
to send onlya single copyofthe file itself and eventually distribute to an unlimited numberofpeers.

Each piece is protected by a cryptographichash contained in the torrent descriptor! This ensures that any modification of the piece can be reliably detected, and thes prevents both
acciderital and malicious modifications of anyof the pieces received at cther nodes. If a nodestarts with an authentic copyofthe torrent descriptor, it can verify the authenticity of the
entire file it receives.

Pieces are typically downloaded non-sequentially and are rearranged ito the correct order by the BitTorrent Client, which monitors whichpieces it needs, and which pieces it has and cau
“s of as forty 256 KB Picees}, Due to the

eh, the dowsload of anyfile can be halted at amy time and be resumed at a later date, without the loss of previously downloaded information, which in turn makes
 upload to other peers. Pieces ave of the samesize throughout a single download (for cxample a 16 MB file maybe transmitted as ten 1 MB Pic

 nature of this appro:
BitTorrent particularly useful in the transferof largerfiles. This also eviables the client to seek out readily available pieces and download them immediately, rather than halting the
download and waiting for the next (and possibly unavailable} piece in line, which typically reduces the overall length of the download.
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When a peer completely downloads a file, it becornes an additional seed. This cventual shift from peers to secders determines the overall “health” of the file (as determined by the auraber
of timesa file is available in its complete form).

The distributed nature of BitTorrent can leadto a flood like spreading of a file throughout many peer computer nodes. As more peers join the swarm, the likelihood of a complete 
successful download by any particular node increases, Relative to traditional Internet distribution schemes, this permits a significant reduction in the original distributor's hardware and
bandwidthresource costs.

 
generally transient and therefore barderto trace by those whe would block distribution compared to the situation provided by limiting availability of the file to a fixed host machine (or
even several).

One such example of BitTorrent being used to reduce the distribution cost of file transmission is in the BOINC Client-Serversystem.if a BOLNC distributed computing application needs 
to be updated (or merely sent to a user} it can be done se with little impact on the BOINC Server.

Operation      
A BitTorrent chent is any program that implements the BitTorrent protocol, Each client is capable of preparing,

  requesting, and transmitting any type of comput ic over a network, using the protocol. A peer is any computer SSrunning an instance of a client.

To share a file or group offiles, a peer first creates a small file called a “torrent” (e.g. MyFile.torrent). This file contains  SEAS metadata about the files to be shared and about the tracker, the computerthat coordinates the file distribution. Peers
 nt to download the file must first obtain a torrentfile for it and connect to the specified tracker, which tells them
frora which ober peers lo download the pieces of the file.

   Sas San
Though both ultimately transfer files over a uetwork, a BitTorrent download differs from a classic download {as is
typical with an HTTP or F

 
request, for example) in several fundamental ways:

  

 

 

 
» BitTorrent makcs many smail data requests over different TCPconnections to diffcrent machines, while classic SAANdownloadingis typically madevia 4 single TCP connectionto a single machine.
© BitTorrent downloads in a rancomor in a "rarest-first™? approach that ensures high availability, while classicdownloads are scqucntial.

Taken togethee, these differences alow BilTorrent lo achieve much lower cost bu the comleal peavider, roach higher
redundancy, and much greater resistance to abuse or to "flash crowds” than regular server software. However, this
protection, theoretically, comes at a cost: downloads can take timeto rise to full speed because it may take time for

  

enough peer commections to be established, and it may take time for a node to receive sufficient data to become an
ctfective uploader. This contrasts with regular downloads (such as from an HTTPserver, tor cxample) that, while more
vulnerable to overload and abuse, rise to full speed veryquicklyand maintain this speed throughout.

 
ve download orIn geceral, BitTorrent’s non-contiguous download methods have prevented it from supporting pro 

“streaming playback". However, comments caade by Bram Cchen in January 200747) suggest that streaming torrent
downloads will soon be commonplace and ad supported streaming!appears to be the result of those comments. In
January 201) Cohen demonstrated an early version of BifTorrent streaming, saying, the feature was projected lo beavailable by summer 2011!

Creating and publishing torrents
The peer distributing a datafile treats the file as a number of identicallysized pieces, usualiy with byte sizes of a power of 2, and typically between 32 KB and 16 MB each. The peercreates
a bash for eachpiece, using the SHA-1 hash function, and records it in the torrentfile. Pieces with sizes greater than 512 kB will reducethe size of a torrentfile for a very large payload, but
is claimed to reduce the efficiency of the protocol"! When another peer later receives a particular piece, the hash of the piece is compared to the recorded hashto test that the piece is
error-free 42! Peers hal provide a complete Meare called seerlers, and the peer providing theinitial copyis catled the initial seeder.

The exact information contained in the torrent file depends on the version of the BitTorrent protocol. By convention, the name of a torrent file has the suffix . torrent. Torrent files have
act “announces”section, which specifies the URLof the tracker, and an “info”section, containing (suggested) namesfor the files, their longths, the picce length used, and a SHA-1 hashcode
for each piece, all of which are used by clients to verify the integrityof the data theyreceive.

Torrent files are typically published on websites or elsewheve, and registered with at least one tracker. The tracker maintains lists of the clients currently patticipating in the torrent.42!
Alternatively, in a trackeriess system (decentralized tracking} every peeracts as a tracker. Azareus was the first BitTorrent client to implement such a systern through the distributed hash
  le (DHT) method, Analternative and incompatible DHT system, known as was later developed and adopted by the (Mainline),
 1, and ge clients.

 

 
After the DHT was adopted, a “private” flag — analogous to the broadcast flag — was unofficially introduced,telling clients to restrict the ase of decentralized tracking regardless of the
uscr’s desires.“! The flag is intentionally placcd in the info section of the torrent so that it cannot be disabled or removed without changing the identity of the torrent. The purpose of the
flag is to prevent torrents from being shared with clients that do not have access to the tracker. The flag was requested for inclusion in the cfficial specification in August, 2008, but has not
been accepted vet."Clients that have ignored the private flag were banned by manytrackers, discouraging the practice."

Downloading torrents and sharing files
Users find alorrerdt of interest, by browsig [he web or by olher means, downluad iL and open i with a BitTorrent client. The client connects fo the tracker(s} specified in the lorrent file,
from whichit receives a list ofpeers currently transferring pieces of the file(s) specified in the torrent. The client connects to those peers to obtain the various pieces.If the swarm contains
only the initial seeder, the client connects directlyto it and begins to request pieces.

Clients incorporate mechanisms to optimize their download and upload rates; for example they download pieces in a random order to increase the opportunityto exchange data, whichis
only possible if two peers have different pieces of thefile.
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The effectiveness of this data exchange depends largely on the policies that clicuts use to determine to whom to send data. Clients may prefer to soud data to peers that send data back to
them (a titfortat scheme), which encourages fair trading. But strict policies often result in suboptimal situaticus, such as when newly joined peers are unable to receive any data because
they don't have atiy pieces vet to trade themselves or when two peers with a good connection between them do not exchange data simply because neither of themtakes the initiative. To
counter these effects, the official Bitlorrent client program uses a mechanismcalled "opticnistic unchoking”, wherebythe client reserves a portion ofits available bandwidth for sending
pieves to randompeers (act necessarily known good partners, so called preferred peers) in hopes of discovering even better partners andto ensure that sewcomecsget a chance to join the
swarm£4

Although swarming scales well to tolerate flash crowds for papular content, it is less useful for unpopular coutent. Peers arriving after the initial rush might find the content unavailable
and need to wait for the arrival of a seed in order to complete theit downloads. The seed arrival, in turn, maytake long to happen (this is termed the seeder promotion problem). Since
maintaining seeds for ampopular content entails bigh bandwidth and administrative costs, this rons counter to the goals of publishers that value BitTorrent as a cheap alternative to a
client-server approach. This occurs on a huge scalo; neasuremenits have shown that 38% of all new torrents become unavailable within the first month!®! 4 strategy adopted by many
publishers whichsignificantly increases availability of unpopular content consists of bundling multiple files in a single swarm"! More sophisticated solutions have also been proposed:
generally, these nse cro: torrent mechanismsthrough which multiple torrents can cooperate to better share content"!

BitTorrent dees not offer its users ancnymity. It is possible to obtain the of all current and possibly previous participants in a swarm from the tracker. This mayexpose users
with insecure systems to attacks."It may also expose users to the risk of being sued,if they are distributing files without permission from the copyright holder(s). However, there are
ways lo promote anonymity: for example, the Ones  im project layers pri preserving shaving, yo anisms on Lop of the origivial BilTorrent protacel.

Adoption
A growing number of individuals and organizations are using BitTorrent to distribute their own or licensed material. Independent adopters report that without using BitTorrent
technology andits dramatically reduced demands on their private networking hardware and bandwidth, they could actafford to distribute their files?"

Film, video, and music

 

 
has ebtaincd a number of licenses from Hollywood studicsfer distributing pepular centent frorn their websites.

Records releases t to distribute its 1000+ albums. &
ly used torrents to reds of demosandlive videos. US industrialrock ban

» Podcasting softwareis starting to integrate BitTorrent to help podcasters deai with the download demandsof th
as Dernocracy Player} support automati
auiamatically cownloaad content found wi

 racks and videos via BitTorrent Inc
ribute hun  
 

 

(both bands associated withutes aloums via BitTorrent

P3 "radio" programs. Specif , duice and MI
c processing of tcrrent files from RSSfeeds. Similarly, some BitTorrent clients, such as uTorrent, are able to process wenthem

 
   

 ito formerly known
eds and  

 
  

 

 purchascs ere provided via BitTorrent 24
. a service which distributes "free-to-share” movies and TV show BitTorrent P+IFsIe61

Broadcasters

 inistor) available fer dewnlcad using BitTorrent. #7)
x The Nenwegian Maren 2008 experimented with bittorrent distribution, available online." Only selected materia! in which NRK owns ail!royalties are pudl 6, and NRKis planning to offer more content.
* The Dutch VPRO broadcasting organization reteased four documentaries under a Creative Commonslicense using ihe contentdistribution feature of the M

* In 2008, the CBC became the first public broadcaster in North America to make a full show (Canada'
ing Corporation (NRK) has sin

hed. Responses have been very posit 
  

 
 

ova tracker. 

Personal material

© TE

© Blog Torrent offers a simplified BitTorrent tracker to enable bloggers and non-technical users to host a tracjoader, which acts as 2 BitTorrent client to download the desired
archive.

  
 

interface, cquipped with built-in BitTorrent support.
 er on their site. Blog Terrent also allowsvisitors to download a “stub”

allowing users without BitTorrent software to use the protecol.2This is similar to the conceptofa self.

 

  

Software

 
 

uses BitTorrent (via a oroprietary client called the “Blizzard Downloader’) to distrisute content and patches for Bert ae (4 ~ames themselves.  

a Many software games, especially those whose large size makes them difficult to host due to bandwidth limits, extremely frequent downloads, and unpredictable changes in network
raffic, will distribute instead a specialized, stripped down bittorrentclient with enough functionality to download the game from the other running clients and the primary server (which

is maintained in case net enough peers are availabie).
  

 
  e Many majer op ource and free software projects encourage BitTorrent as well as conventional downloadsof their products (via H’

reduce load on their own servers, especially when dealing with larger files.°?!
 TP ete.) te increase availability and to 

 

Government

* The UK government used BitTorrentto distribute detailsabouthowthetaxmoneyofUK BIE ZENSwasspent

Education

5 Fh

= Many universities that have BOINCdistriouted computing projects have used the BitTorrent functionality of the client-server system to reduce the bandwidth costs of distributing the
client side applications used to process the scierrtific data.

 rida State University uses BitTorrent to distribute large scientific data sets to its researchers.P*) 

Others

 k uses BitTorrent to distribute updates to Facebock servers.)
 uses BitTorrent to distribute updates to Twitter servers.278
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added Bittorrenttoits file download optionsfor over 1.3 million existingfiles, and all newly uploadedfiles, in August 2012.°"°l This method is the fastest means
of down! ading media from the Archive Se"

i
 

etflix and Hulu combined071As of 2011 BitTorrent has 100 miillion users and a greater share of network bandwidth than N 

  ‘thas YouTube and F lo the number of active users al any instant and nob to theAlbanygiven instant oftime BitTorrent has, on average, more active a 30k combined. (This 1
total qumberof registered users.)5)

 stimates that BitTorrent represents 18% af all broadband traffic.“In 2004, CachcLogic put that numberat
roughly 35% of all traffic on the Internet.“ The discrepancies in these numbers ave caused by differences in the method used to measure P2P traffic on the Internet.45!
   s, the rescarch organization of the North American cable industry,

 Routers that tse nel
while some more expensive routers have larger table capacities. BitTorrent frequently contacts 20-30 servers per second, rapidly filling the NATtables. This is a common cause of home

ion (NAT) must maintain tables of source and destination IP addresses and ports. Typical home routers are limited te about 2000 table entries
 

routers locking up.44

Indexing
TheBitTorrent protoccl provides no way to index torrent files. As a result, a comparatively small aumber of websites have hosted a large majorityof torrents, many linking to copyrighted
material without the authorization ef copyright holders, rendering those sites especially vulnerable to lawsuits.47 Several types of websites support the discovery and distribution of data
on the Bitlorrent network.

Public torrent-hosting sites such as Th 
ack wish Lo clistribule. Often, these sites also run Bir  

rs fur Hheie hosted torrent files, bal these lwo faoeticns are aot mutually depercent: a torrent Me could be bosled oc onesite
and tracked by another, unrelated site.

Private host/tracker sites operatelike public ones exeept that theyrestrict aceess to registered users and keep trackof the amount of data cach user uploads and downloads, in an attempt
to reduce leechi 
 

 
, Eztorvent, and

ay: 

Technologies built on BitTorrent
The BitTorrent protocolis still under development and therefore maystill acquire new features and other enhancements such as improved efficiency.

Distributed trackers

On May2, 2005, Azureus 2.3.0.6 (now known as Vuze) was released,“9! introducing, Support for “trackerless" torrents through a system called the "distributed database." This system is a implementation which allows the client to use torrents that do not have a working
 
 

The following month, BitTorrent, Inc. released version 4.2.0 of the Mainline
 BitTorrent client, which supported an alternative DHT implementation (popularly known as , Gutlined in a « on their 
website) that is iacompatible with that ofAzureus.

 
 

Current versions of the afficia a and BilSpicit al share compatibility with Mainline DAT. Both DAT implementations are based on
zureus also supports Mainline D.aT in addition to its own distributed database through use of an optional application plugin.This potentially allows
 

{sel As of version 3.0.5.0, 
the Azurens client to reach a bigger swarm.

Anotheridea that has surfaced in Vuzeis that of virtual torrents. This idea is based ca the distributed tracker approach and is used to describe some web resource. Currently, itis used for
 ing. It is implemented using a special roessaging protocol and requires an appropriate plugin. Anatomic P2P is another approach, which uses a decentralized network of
nodes that route traffic to dynamic trackers.

Mest 8itTorrent clients also us ¢ (PEX)to gather peers in addition to  the 3.0.5.0 release of Vure, all major BitTorrent clients now have compatible peerexc!Ine,

Web seeding
Webseeding was implemented in 2006as theability of BitTorrent clients to download torrent pieces from an HTTPsoutce in addition to the swarm. The advantage ofthis featureis that a

iD.awebsite inaydistribute a torrent for a particular file or batchof files and make those files available for download from that same webserver; this can simplify long-term seeding and Io: 

 through the use of existing, cheap, web hosting setups. In theory, this would make using Bit!orrent almost as easyfor a web publisheras creating a direct HIP download. Jn
addition,it would allow the "web seed" to be disabledif the swarmbecomes toc popular while still allowingthefile to be readilyavailable.

This feature has two distined and incompatible specifications.

The first was created by John "TheSHADOW" Hoffman, whocreated BitTornado.“"""! From version 5.0 onward, the Mainline BitTorrent client also supports web seeds, and the
BitTorrent websitc had!a simptc publishing tool that creates web sceded torrents.'®! uTorrent added support for web seeds in version 1.7. BitComet added support for web secds in

-fash and piece number, rather thanfilename.

 

 version 1.14. This first specification requires running a web service that serves content by in

 The otherspecification is created byGs ht authors and canrely on a basic HTTP downloadspace (using byte 

 Tr September 2010, 4 new service named Burnbit was launched which generales a lorrenl from any URL using webse
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There exist server-side solutions that provide initial seeding of the file from the webserver via standard BitTorrent protocol and when the number of cxternal seeders reach a limit, they
stop serving thefile fromthe original source.

RSS feeds

A technique called }  ing combines with the BitTorrent protocol to create 2 content delivery system, further simplifying and automating content distribution. Steve Gillmor 
 explained the concept in a column for 2: vis in December, 2003.7 The discussion spread quickly among bloggers (Ernest Miller,"" ¢| iMo, etc.) In an article entitled

Broadcatching with BitTorrent, Scott Raymond explained:

I want RSS feedsof BitTorrentfiles. A script would periodically checkthe feed for new items, and use themto start the download. Then,| could find a trusted publisher of an
Alias RSSfeed, and "subscribe" to all new episodes of the show, which would then start downloading automatically — like the “season pass" feature ofthe 

— Seott Raymond, scottraymond net!62]

The RSSfeed will track the content, while BitTorrent cnsurcs content integrity with cryptographic hashing of all data, so feed subscribers will reccive uncorrupted content.

One ofthe first and popular software clients (free and open source} for broadeaiching is Miro. Other free software chents such as Penguin'l'V and Katch''V are also now supporting
 

broadeatching.

~basedinterface YO! The BilTorrent web-service Move Digital had the ability ta make torrents available to any web application capable of parsing XMLthroughils slandard R although
this bas since been discontinued. Additionally, Torreathut is developing a stmilar torrent AP] that will provide the same features, as well as further intuition to help bring the torrent
community to Web 
 automatically create and seed a torrent for each enclosure found in that feed!

Throttling and encryption
Since BitTorrent makes up a large proportionof total traffic, som: i65]
uses. For this reason, methods have been developed to disguise BitTorrent traffic ia an attemptto thwart these efforts:

 Frotceal header encrypt (PHE) and 3 °E) are features of some BitTorrent clients that attempt to make BitTorrent hard to detect and

   throttle. At the moment Vu: duge, uTorss RAs. it, MooPolice, Halite, rTorrent and thelatest officia] BitTorrent client (v6) support MSE/PEencryption.
 

In September 2006 it was reported that some software could detect and throttle BitTorrenttraffic masqueradinga: P teaffic,61 

Reports in Angus’ was preventing BitTorrent seeding by monitoring and interfering with the communication between peers. Protection against these efforts
 
 tunel to a pointoutside ofthe Comcast network"! Comcast has more recentlycalled a "truce" with BitTorrent, Inc, withity in the

is provided by p via an encrypt
the intentionof shaping traffic in a protecol-agnostie manner.*! Questions about the ethics and legality of Comeast's behavior have led to renewed debate about pet
United States.©4

 
  

Jn general, although eaeryption can makeit difficult to determine what is being shared, BitTorrent is valn Thus, even with MSE/PE,it maybe possible for an 1 SP  
to recognize BitTorront and also to determine that a system is no longer downloading but only uploading data, and terminate its conncetion by injecting TCP RST(reset flag} packets. 

Muititracker
 Another unof  ial feature is an extension to the BitTorrent metadata format proposed by John Hoffman!’and implemented by several indexing websites. It allows the use of multiple

trackers perfile, so if cue trackerfails, others can continue tc support file transfer. It is implemented in several clients, such as Bi

   
 Trackers ave placed in groups, ortiers, with a tracker randomly chosen fromthe top tier and tried, movin: it
the top tierfail.

‘Torrents with multiple trackers!”can decrease the tine it takes to dowaloada file, but also has a few consequences:

© Poorly implemented”! clients may contact multiple trackers, leading to more overhcad-treffic.
® Torrents from closed trackers suddenly become downloadable by non-members, as they can connect to 2 seed via an open tracker.

Decentralized keyword search
Even with distributed trackers, a third party is still required to find a specific torrent. This is usually done in the form of a hyperlink fromthe website of the content owner or through

Hun, Toreate, BTRige or7 indexing websiles like § Ray.  

 The T

centralized index sites. It adds such an ability to the BitTorrent protocol using a g¢
ler BitTorrent chent is the first to Incorpotate decentralized search capabilities. With Tribler, users can find -torrent files that are hosted amoung other peers, instead of on a

The software
]protocol, somewhat similar te the eXcem network which was shut downin 2005   includes the ability to recommendcontent as well. After a dozen downloads the Tribler software can roughlyestimate the download taste of the user and recommend additional content.  

= U7]
In May 2607 Cornell University published a paper proposing a new approach to searching a peer-to-peer network for inexact strings,””which could replace the functionality of a central
 

Asomewhat similar facility but with a slightly different approachis provided bythe BitCometclient throughits "Torrent Exchange”!feature. Whenever two peers using BitComet (with
Torrent Exchange enabled) connect to each other they exchange lists of all the torrents (name and info-hash} they have in the Torrent Share storage (torrent files which were previously
downloaded and for which the user chose to enable sharing by Torrent Exchange).

Thoseachclient beads apa list cfall the torrents shared by the peersit connected to in the current session (orit can even maintain the list between sessions if instructed). At anytime the
user can search: into that ‘lorrent Collection list for a certain torrent aud sort the list by categories. When the user chooses to download a torrent from that list, the .torrent file is
automatically searched for (by infc- hash value) in the D. etwork and when founditis downloaded by the querying client which can after that create andinitiate a downloading task. 

Implementations

Ex. 1073 - Page 412 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 413 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

The BitTorrent specification is free to usc and manyclients are of 2c, So BitTorrent clients have becn ercated for all common operatingsy:   
 

languages. The officialBitTorrentclient, wTorrent, Xunlei, Vuze and BitComet are some of the most popularclients."

Some BitTorrent implementations such as MLDonkey and Torrentflux are designed to rmas servers. For example, this can be useci to centralize file sharing on a single dedicated server 
 

  
which users share access to on the network,”! Server-oriented BitTorrent implementations canalso be hosted by hostingprot

 
iders at co-luatedfacilities with high bandwidth Internet  

connectivity (e.g., a datacenter) which can provide dramatic speed benefits over using BitTorrentfroma regular home broadband connection.

 ckcan download files on BitTorrent for the user, allowing them to download the eutire file by HTTPonceit is finished.

The Opera webbrowser supports BitTorrent"? as does Wyzo. BitLet allows users to download Torrents directly fromtheir browser using a Javaapplet. An increasing number of
mfhardware devices are being made to support BitTorrent. These include routers and NAS devices containing BitTorrent-capable firmware like Opent 

Proprietary versionsofthe protocol which implement DRM, eacryption, and authentication are found within managed clients such  

Development
An animplemented (as of February 2008) unofficial feature is 1 (SET), a technique for improving the specd at which pocr-to-peer file sharing and content
distribution systems can share data. SET, proposed by researchers Pucha, Andersen, and Kamin: orks by spotting chunks of identical data in files that are an exact or near match to
the one needed and transferring these data to the clientif the "exact" data are not present. Their experiments suggested that SET will help greatly with less popularfiles, bat not as much
for populardata, where manypeers are already downloading it.Andersenbelieves that this technique could be icomediately used by developers with the Bitlorrent file sharing system.{se}

  As of December 2008, BuTorrent, Tic. is working with Oversi on new Policy Di iteclure information. Oversi's ISP ver Protocols thal query the ISP for capabilities and netwark ar
hosted NetEnhancer box is designed tc “unprove peer selection” by helping peers find local nodes, improving download speeds while reducing the loads into and out of the ISP's network.sal

Legal issues
There has
copytights by linking to copyrighted material without the authorization of copyright holders is controversial.

 an Tanel: controversy over the use of BitTorrent trackers. BitTorrent metafiles themselves do not store file contents. Whetherthe publishers of BitTorrent metafiles violate

Various jurisdictions have pursued legal action against websites that host BitTorrent trackers. High-profile examples include the closing of Su 
id and Oink KP Baytorrent website, formed by a Swedish group, is noted for the “legal” section of its website in which letters and
 

 
replies on the subject of alleged copyright infringements are publicly cisplayed. Gn 31 May 2006, The Pirate Bay's servers in Sweden were raided by Swedish police on allegations bythe
MPAAof copyright infringcmont;!54| however, the tracker was up and running again three dayslator.

 Inthe studyused to value NBC Universalin its merger with Gomeast, Envisional found thatallofthe top 10,000 torrents on the Bitorrent networkviclated copyright.!62

Between 2010 and 2012, 200,000 people have been sned by copyrighttrolls for uploading and downloading copyrighted content throngh BitTorrent. 

In 2011, 18.8% of North American internet traffic was used by peer-to-peer networks which equates to 132 billion music file transfers and 11 billion movie file transfers on the BitTorrent
network,84

On April 30, 2012 the UK High Court ordered five ISPs to block BitTorrent search engine The Pirate Bay."

BitTorrent and malware

Several stuclies on BitTorrent have indicated thata large portion of files available for downloadvia BitTorrent contain malware. In particular, one small sample"! indicated that 18% of all{89]
executable programs available for downlcad contained malware. Another study“’claims that as much as 14.5% of BitTorrent downloads contain zero-daymalware, and that BitTorrent
was used as the cistribation mechanismfor 47% of all zero-day malware Uhey have found.

See also

 
  
  
 

  
Comparison of BitTorrentsit

= FastTrack

2009}. "interned Stu i i Ss
ue.comysites/defa pe.” Unknown
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tilforrent.argfr ifon

BEP:

Title:

Version:

Last-Modified:

Author:

Status:

Type:

Created:

Post-History:

Contents

Home For Users

The BitTorrent Protocol Specification

17034

2008-02-28 16:43:58 -O800 (Thu, 28 Feb 2008}

Bram Cohen <bramat bittorrent.com>

Finat

Standard

10-Jan-2008

24-Jun-2069, clarified the encading of strings in torrent. files

« A BitTorrent file distribution consists af these entities:

» To start serving, a host goes through the following steps:

s To start downloading, a user does the following:

« The connectivity is as follows:

s Metainfo files are bencoded dictionaries with the following keys:

« Tracker GET requests have the following keys:

s All non-keepalive messages start with a single byte which gives their type.

+ The possible values are:

« Copyright

 Donate!

BitTorrent is a protocal for distributing files. it identifies content by URL and is designed to integrate searnlessty with

the web. fts advantage over plain HTTP js that when multiple downloads of the same file happen concurrently, the

downloaders upload to each other, making it possible for the file source to support very large numbers of downloaders

with only a modest increase in fts load.

A BitTorrent file distribution consists of these entities:

* Anordinary web server
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®

®

®

®

®

A static ‘metainfo’ file

A BitTorrent tracker

An ‘original downloader
The end user web browsers

The end user downloaders

There are ideaily many end users for a single file.

To start serving, a host goes through the following steps:
1.

2.

3. Associate the extension .torrent with mimetype application /x-bittorrent on their web server (or have dane so

Start running a tracker (or, more likely, have one running already).

Start running an ordinary web server, such as apache, or have one already.

already}.

4. Generate a metainfo (.torrent) file using the complete file to be served and the URL of the tracker.
5. Put the metainfo file on the web server.

6.

7. Start a downloader which already has the complete file (the ‘origin’.

Link to the metainfo (.terrent} file from some other web page.

To start downloading, a user does the following:

ioeteBt
6.

install BitTorrent (or have done sa already).
Surf the web.

Click on a link to a .torrent fle.

Select where to save the file locally, or select 3 partial download to resume.

Wait for download to complete.

Teil downloader to exit (it keeps uploading until this happens).

The connectivity 1s as follows:
« Strings are length-prefixed base ten followed by a colon and the string. For example 4: spam corresponds to

‘span’.

« integers are represented by an ‘T followed by the number in base 10 followed by an‘e’. For example i3e
corresponds to 3 and i-3e corresponds to -3. Integers have no size Umitation. i-9e is invalid. All encodings
with a leading zero, such as i93e, are invalid, other than ige, which of course corresponds to 0.

Lists are encoded as ant followed by their elements (also bencoded} followed by an'‘e’. For example
14: spam4:eggse corresponds to [sparn’, ‘eggs’}.

Dictionaries are encoded as a‘d' followed by a Ust of alternating keys and their corresponding values followed
by an ‘e'. For example, d3:cow3:moo4d: spam4: eggse corresponds to f'cow’: ‘moo’, ‘spay: ‘eggs’? and
d4:spamlil:ad:bee corresponds to fspan’: ['a’, ‘bT}. Keys must be strings and appear in sorted order (sarted
as rawstrings, not alphanumerics).

Metainfo files are bencoded dictionaries with the following keys:
announce

info

The URL of the tracker.

This maps to a dictionary, with keys described below.
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The name key maps to a UTF-8 encoded string which is the suggested name to save the file

for directory} as. it is purely advisory.

piece length maps to the number of bytes in each piece the file is split inte. For the

purposes of transfer, files are split into fixed-size pieces which are all the same length

except for possibiy the last one which may be truncated. piece length is almost always a

power of two, most commonly 2? 18 = 256 K (BitTorrent prior te version 3.2 uses 2 20 = 1 Mas

default).

pieces maps to a string whose length is a multiple of 20. It is to be subdivided into strings of

lensth 20, each of which is the SHAT hash of the piece at the corresponding index.

There is also a key length or a key files, but not both or neither. if length is present then

the download represents a single file, otherwise it represents a set of files which go ina

directory structure.

in the single file case, length maps to the length of the file in bytes.

For the purposes of the other keys, the multi-file case is treated as only having a single file

by concatenating the files in the order they appear in the files list. The files list is the value

files maps to, and is a Ust of dictionaries containing the following keys:

leneth - The length of the file, in bytes.

path - A list of UTF-38 encoded strings corresponding te subdirectory names, the last of which

is the actual file name @ zero length list is an error case).

in the single file case, the name key js the name of a file, in the muliple file case, it's the

name of a directory.

AU strings in a torrent file that contains text must be UTF-8 encoded.

Tracker GET requests have the following keys:
info_hash

The 26 byte shat hash of the bencaded farm af the info value from the metainfo file. Note that this is a substring of the

metainfo file. This value will almost certainly have to be escaped,

peer_id

A string of length 20 which this downloader uses as its id. Each downloader generates its own id at random at the start of

a new download. This value will also almost certainly have to be escaped.

An optional parameter giving the IP (or dns name} which this peer ts at. Generally used for the origin if it's on the same
machine as the tracker.

port
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The port number this peer is listening on. Comman behavior is for a dawnloader to try to listen on port 6881 and if that

port is taken try 6882, then 6823, etc. and give up after 6889.

uploaded

The total amount uploaded 30 far, encoded in base ten ascii.

downloaded

The tetal amount downloaded so far, encoded in base ten ascii.

left

The number of bytes this peer still has to download, encoded in base ten ascii, Note that this can't be computed from

downloaded and the file length since it might be a resume, and there's a chance that sorne of the downloaded data failed

an integrity check and had to be re-downloaded.

event

This is an optional key which mans to started, completed, or stopped (or empty, which is the same as not being

present}. If not present, this is one of the announcements done at regular intervals. An announcement using started is

sent when a download first begins, and ane using completed is sent when the download is complete. No completed fs

sent Hthe file was complete when started. Downloaders send an announcement using stopped when they cease

downloading.

Tracker responses are bencoded dictionaries. lf a tracker response has a key failure reason, then that maps te a

human readable string which explains why the query failed, and no other keys are required. Otherwise, /£ must have

two keys: interval, which maps to the number of seconds the downloader should wait between regular rerequests,

and peers. peers maps to a Ust of dictionaries corresponding to peers, each of which contains the keys peer id, ip,

and port, which map to the peer's self-selected ID, IP address or dns name as a string, and port number, respectively.

Note that downloaders may rerequest on nonscheduled times if an event happens or they need more peers.

if you want to make any extensions to metainfo files ar tracker queries, please coordinate with Bram Cohen to make

sure that all extensions are done compatibly.

BitTorrent’s peer protocol operates over TCP. It performs efficiently without setting any socket options.

Peer connections are symmetrical. Messages sent in both directions look the same, and data can flowin either
direction.

The peer protocol refers to pieces of the file by index as described in the metainfo file, starting at zero. When a peer

finishes downlcading a piece and checks that the hash matches, it announces that it has that plece to all of its peers.

Connections contain two bits of state on either end: choked or not, and interested or not. Choking is a notification

that no data will be sent until unchoking happens. The reasoning and common techniques behind choking are explained
later in this document.

Data transfer takes place whenever one side is interested and the other side is not choking. interest state must be kept

up te date at all times - whenever a downloader doesn't have something they currently would ask a peer for in

unchoked, they must express lack of interest, despite being choked. Implementing this properly is tricky, but makes it

possible for downloaders to know which peers will start downloading immediately if unchoked.

Connections start out choked and not interested.

When data fs being transferred, downloaders should keep several plece requests queued up at once in order to get

good TCP performance (this is called ‘pipelining .} On the other side, requests which can't be written out to the TCP

buffer immediately should be queued up in memoryrather than kept in an application-level network buffer, so they

can all be thrown out when a choke happens.
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The peer wire protocol consists of a handshake followed by a never-ending stream of length-prefixed messages, The

handshake starts with character ninteen (decimal) followed by the string BitTorrent protocol. The leading character is

a leneth prefix, put there in the hope that other new protocols maydo the same and thus be trivially distinguishable
frorm each other.

AU later integers sent in the protocal are encoded as four bytes big-endian.

After the fixed headers come efght reserved bytes, which are all zere in all current implementations. if you wish tc

extend the protocol using these bytes, please coordinate with Bram Cohen to make sure all extensions are done

compatibly.

Next comes the 20 byte shai hash of the hencoded formof the info value fram the metainfo file. (This is the same

value which is announced as info_hash to the tracker, only here it's rawinstead of quoted here}. If both sides don't

send the same value, they sever the connection. The one possible exception is if a downloader wants to do multiple

downloads over a single port, they may wait for incoming connections to give a download hashfirst, and respond with
the same one if it's in their lst.

After the download hash comes the 20-byte peer id which is reported in tracker requests and contained in peerlists in

tracker responses. if the receiving side's peer id doesn’t match the one the initiating side expects, it severs the
connection.

That's ft for handshaking, rext comes an alternating streamof length prefixes and messages. Messages of length zero

are keepalives, and ignored. Keepalives are senerally sent once every two minutes, but note that timeouts can be

done much more quickly when data is expected.

All non-keepalive messages start with a single byte which gives their type.

The possible values are:
* O- choke

e 1 - unchoke

» 2- interested

* 3- not interested

* 4- have

* 45-bitfield

* 6 - request

° 7- piece
* 6- cancel

‘choke’, ‘unchoke’, ‘Interested’, and ‘not interested’ have no payload.

‘bitfield’ is anly ever sent as the first message. its payload fs a bitfield with each index that downloader has sent set to

one and the rest set to zero. Downloaders which don't have anything yet may skip the ‘bitMeld’ message. The first byte

of the bitfield corresponds to indices O - 7 from high bit to low bit, respectively. The next one 8-15, etc. Spare bits at
the end are set to zero.

The ‘have’ message's payload is a single number, the index which that downloader just completed and checked the hash
of.

‘request’ messages contain an index, begin, and leneth. The last two are byte offsets, Length is generally a power of

two unless it gets truncated by the end of the file. All current implementations use 2? 15, and close connections which

request an amount greater than Z 17.

Ex. 1073 - Page 421 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 422 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

‘cancel messages have the same payload as request messages. They are generally only sent towards the end of a

download, during what's called ‘endgame made’. When a download fs almost complete, there's a tendency for the Last

few pleces to all be downloaded off a single hosed mociem line, taking a very long time. To make sure the last few

pleces come in quickly, once requests for all pleces a given downloader doesn't have yet are currently pending, it

sends requests for everything to everyone it's dawnloading fram. To keep this fram becoming horribly inefficient, t

sends cancels to everyone else every time a plece arrives.

‘piece’ messages contain an index, begin, and plece. Note that they are correlated with request messages implicitly.

it's possible for an unexpected piece to arrive if choke and unchoke messages are sent in quick succession and/or

transfer is going very slowly.

Downloaders generally download pieces in random order, which does a reasonably good job of keeping themfrom

having a strict subset or superset of the pieces of anyaf their peers.

Choking is done for several reasons. TCP congestion control behaves very poorly when sending over many connections

at once. Also, choking lets each peer use a tit-for-tat-ish algorithm to ensure that they set a consistent download rate.

The choking algorithm described below Is the currently deployed one. It is very important that all newalgorithms work

well both in a network consisting entirely of themselves and in a network consisting mostly of this one.

There are several criteria a good choking algorithm should meet, it should cap the numberof simultaneous uploads for

good TCP performance. it should avoid choking and unchoking quickly, known as ‘fibrillation’. [t should reciprocate to

peers whe let it download. Finally, it should try out unused connections once in a while to find out ff they might be

better than the currently used ones, known as aptimistic unchoking.

The currently deployed choking algorithm avoids fibrillation by only changing who's choked once every ten seconds. [t

does reciprocation and nurnber of uploads capping by unchoking the four peers which it has the best download rates

from and are interested. Peers which have a better upload rate but aren't interested get unchoked and if they become

interested the worst uploader gets choked. If a dewnloader has a complete file, it uses its upload rate rather than its
download rate to decide who to unchoke.

For optimistic unchoking, ai any one time there is a single peer which is unchoked regardless of it's upload rate (if

interested, ff counts as one of the four allowed downloaders. } Which peer is optimistically unchoked rotates every 30

seconds. To give them a decent chance of getting a complete plece to upload, new connections are three times as

likely to start as the current optimistic unchoke as anywhere else in the rotation.

Copyright

This document has been placed in the public domain.
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Application/Control Number: 16/278, 107 Page 2
Art Unit: 2459

Notice of Pre-AIA or AIA Status

The present application is being examined under the pre-ATAfirst to invent provisions.

BETARLED ACTION

Thus action is resporsive to the application 16/278,106 filed on February 17,

2019, Claime 1-24 are pending.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine

grounded in public policy (a policy reflected in the statute) so as to prevent the unjustified or

improper timewise extension of the “right to exclude” granted by a patent and to prevent possible

harassment by multiple assignees. A nonstatutory obviousness-type double patenting rejection

is appropriate where the conflicting claims are not identical, but at least one examined

application claim is not patentably distinct from the reference claim(s) because the examined

application claim is either anticipated by, or would have been obvious over, the reference

claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re

Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225

USPQ 645 (Fed. Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re

Vogel, 422 F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163

USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may

be used to overcome an actual or provisional rejection based on a nonstatutory double patenting

ground provided the conflicting application or patent either is shown to be commonly owned
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Page 3

with this application, or claims an invention made asa result of activities undertaken within the

scope of a joint research agreement.

Effective January 1, 1994, a registered attorney or agent of record may sign a terminal

disclaimer. A terminal disclaimer signed by the assignee must fully comply with 37 CFR

3.73(b).

Claims 1-24 (hereafter “examined claim’) are rejected on the ground of nonstatutory

obviousness-type double patenting as being unpatentable over claims 1-29 (hereafter “patent

claim’) of U.S. Patent No. 10,257,319. Although the conflicting claims are not identical, they

are not patentably distinct from each other because the claims of the instant application are

merely obvious variations of the claims in the patent 10,257,319 as outlined in the table below:

Examined claim 2

the method according to claw 1, further
comprising receiving, by the first cHe nt
device from the second server over the

established TCP connection, the first

content identifier.

Examined claim 1

A method for use with a web serverthat

responds fo Hypertext Transfer Protocol
CHTTP) reqnests and stores a first content
idenuGed by a first content identifier, the
method by a first clent device comprising:

a Transmission Contralestablishing
Protocel (TCP) connection wih a sccond
SEXVEL!

Ex. 1073 - Page 427

Patentclaim1

A method for use with a first chent device, for

use with a frst server that comprises a web
serverthat is a Hypertext Transfer Protocol
CHPTP} server that resporkds to HTFP
requests, the first server stores a first content
identified by a first content klontifier. and for
usc with a second scrver, the method bythe
first client device comprising:
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sendmg, to ihe web server over the
internet, the first content rlentifier, and

recerwing, the first content from the
web server over the Inlernet m response to the
sermling of the first content identifier: and

sending, the recetved first content, to
the second server over the established TCP

connection, in response to the receiving of the
content identifier.

Page 4

receiving, from the secend server,
the first conte mt ide ntifie r:

serine, to the first server over the
Internet, a Hypertext Transier Protecal
(ATTP) request that comprises that first
content identifier:

recenimg, the Urst content trom. the
first server over the Iniernet in response to the
sending of the first content Kentifier; and

sending, the first content by the first
client device to the second server, in response
tothe receiving ofthe comtent dlentifier.

 
Examined claim 2 is merely a broader version of patent claim 1. It would have been

obvious to broaden patent claim 1 because omitting the limitation is obvious variation.

Examined claims 3-24 recite the similar limitations of patent claims 2-29.

Claims 1-24 (hereafter “examined claim’) are provisionally rejected on the ground of

nonstatutory double patenting as being unpatentable over claims 1-24 (hereafter “copending

claim’) of copending Application 2019/0182359 (reference application 10/278,106). Although

the claims al issue are not identical, they are not patentably distinct from each other because the

claims of the instant application are merely provisionally variations of the claims in the

copending application as outlined in the table below:

Examined claim 2

the method according toclaim |, further
comprisme recelving, by the first cHent

Copending claim 2

the method according to claim 1. further
camprising sending the received first 

device from the second server everthe

Ex. 1073 - Page 428
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established TCP connection, the first
conte mt ide mtifier.

Examined claim 1

A method for use with a web serverthat

responds to Hypertext Transfer  Protocal
{HTTP} requests and stores a first content
Wentited by a first content identifier, fhe
rethod by a first clent device comprising:

establishing a Transmission Control
Protocol (YCP}) connection with 2a second
server,

sending, to the web server over the
Tnfernet, the frst content identifier: and

receiving, the first content from the
web server over the Internet m response to the
sending of the first content mlentifier, and

sending, the received first conte ni, to
the second server over the established PCP

connection, in response to the recely ing of
the conte nt identifier.

Page 5

the second server over the established TCP

connection, Inresponse to the receiving of
the first conte wt ide mtifle x.

Copending claim 1

Arnethod for use with a web serverthat

responds to Hypertext Transfer Protecal
(HYTP) requesis and stores a frst content
identhed by a first content identifier, the
method by a first chent device comprising:

a Transmission Control

wih a secend
establishing

Protocol (TCP) compection
servers

receiving, from the secord server
ever the established TCP connection, the

first content identifier:

sending, to the web server over the
internet, the first content identifier; and2

recening, the first content from the
web server over the Iuternet in response to the
sending of the fret content identifier.

 
Examined claim 2 is similar version of copending claim 2. Examined claims 3-24 recite

the similar limitations of copending claims 3-24.

This is a provisional nonstatutory double patenting rejection because the patentably

indistinct claims have not in fact been patented.

Claim Objections

Claim 1 is objected to because of the following informalities: the claim recites limitation

“sending, to the web server overthe Internet, thefirst content identifier” should be changed as
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“sending, to the web server over an Internet, the first content identifier’. Appropriate correction

is required.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhosetelephone numberis

(371)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using

a USPTOsupplied web-based collaboration tool. To schedule an interview, applicant is

encouraged to use the USPTO Automated Interview Request (AIR)at

http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSON can be reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http//pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.

 

EFS Web 2.1.18

Ex. 1073 - Page 439 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073

 



Ex. 1073 - Page 440 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

Dec code: IDS

Dec description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (02-18)
Approved for use through 11/30/2020. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

 
 

 
 

Application Number 

Filing Date 
INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

 

2453

| 16/278107
| 2/17/2019

Derry Shribman

 
     Examiner Name MINH~CHAU NGUYEN
   
Attorney Docket Number | HOLA-005-US10  
 

 

 

 

/M.N/ 1 Mitsuhiro Watanabe

  
 

If you wish to add additional U.S. Patentcitation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

U.S.PATENTS [Remove|

Examiner] Cite Kind Nameof Patentee or Applicant Pages,Columns,Lines where
ae iy Patent Number Issue Date . Relevant Passages or RelevantInitial No Code! of cited Document

 /M.N/ 2
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Add
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Initial* Number Code‘| Date of cited Document

 

 

{M.N/|1 P003-05-22 asahiro Kageyama
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Application Number 16/278107

Filing Date 2/17/2019

 

 

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 24595
 

  Examiner Name MINH-CHAU NGUYEN

Attorney Docket Number | HOLA-005-US10
  
 

/M.N/ [5 701 10035503 Al P011-02-10 SAM ZAID

(MNS) 6 ?0050097441 Al P005-05-05 jonathan D_ Herbach

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|
FOREIGN PATENT DOCUMENTS

   
 

 

 
 

  
 
 

 

 
 

Pages,Columns,Lines
where Relevant

Passagesor Relevant
Figures Appear

Nameof Patentee or

Applicant of cited
Document

 
 

 

 
 

  

Kind|Publication
Code4| Date

Examiner Cite|Foreign Document
Initial* No|Numbers

Country: 5
Code?] qT

 
 

  
 

    
  

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS),title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
publisher, city and/or country where published.

Examiner] Cite 5
Initials*|No qT

 
   
 

If you wish to add additional non-patentliterature documentcitation information please click the Add button

EXAMINER SIGNATURE

“EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 

 

   

 

| See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English language translation is attached.

  
 

EFS Web 2.1.18

Ex. 1073 - Page 441 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 442 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

 
 

Application Number 16/278107 

Filing Date 2/17/2019 
INFORMATION DISCLOSURE

First Named Inventor|Derry Shribman 
STATEMENT BY APPLICANT

. oe Art Unit | 2459
( Not for submission under 37 CFR 1.99)
 

Examiner Name MINH-CHAU NGUYEN 
  
Attorney Docket Number | HOLA-005-US10 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Name/Print Registration Number | 3612

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Ex. 1073 - Page 443 Code200, UAB v. BrightData Ltd. 
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Dec code: IDS PTO/SB/08a (02-18)
ee : : . Approved for use through 11/30/2020. OMB 0651-0031

Dec description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor
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| 6278107
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     Examiner Name MINH-CHAU NGUYEN
   
Attorney Docket Number | HOLA-005-US10  
 

 

 

 

/M.N/ |1 8015335 P015-04-21 pamuel S. Gigliotti

  
/M.N/ [2 188378 ?010-08-31 Ravi T. Rao

 

If you wish to add additional U.S. Patentcitation information please click the Add button.
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Application Number 16278107 

Filing Date 2019-02-17 
INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
MINEH=-CHAU NGUYEN

 

 
Examiner Name  
  
Attorney Docket Number | HOLA-005-US10

a

P0090216887 P009-08-27 Andreas Hertle

P0130080575 2013-03-28 atthew Browning Prince

If you wish to add additional U.S. Published Application citation information please click the Add button,

 

 

 
  
 

 

    
 
 

 
 

  FOREIGN PATENT DOCUMENTS Remove

Nameof Patentee or Pages,Columns,Lines
Examiner] Cite|Foreign Document Country Kind|Publication Applicantof cited where Relevant
Initial* No|Number3 Code? Code+| Date PP Passages or RelevantDocument .
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P922275 poeo 2016-03-23 Axis AB
If you wish to add additional Foreign Patent Documentcitation information please click the Add button

 
NON-PATENT LITERATURE DOCUMENTS Remove

. .,_|Include name ofthe author (in CAPITAL LETTERS),title of the article (when appropriate), title of the itemExaminer) Cite . . :
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publisher, city and/or country where published. 

/M.n/|1 "Keep Alive" - Imperva, 2019 https:/Avww_imperva.com/learn/performance/keep-alive (2019) (3 pages)

 

2 hird party observation filed on June 21, 2019 in PCT Application No. PCT/IL2018/050910 (7 pages)

 

3 ETF named: IPv6 Tunnel Broker, April 1999 - First uploaded document submitted with third party observation dated
une 21, 2019 (13 pages)
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shripbman
STATEMENT BY APPLICANT |Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

 

2459    
Attorney Docket Number | HOLA-005-US10 

RFC 3053 (January 2001) named: IPv6 Tunnel Broker - Secod uploaded document submitted with third party
/M.N/ bbservation dated June 21, 2019 (13 pages) 

If you wish to add additional non-patentliterature document citation information please click the Add button

EXAMINER SIGNATURE

*EXAMINER:Initial if reference considered, whethercr notcitation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.  
1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. ? Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). > For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark hereif]
English languagetranslation is attached.
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Application Number 16278107

Filing Date 2019-02-17

 

 
INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Ex. 1073 - Page 448 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (02-18)
ee : : . Approved for use through 11/30/2020. OMB 0651-0031

Dec description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.
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Application Number 16/278107

Filing Date 2/17/2019

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shripbman
STATEMENT BY APPLICANT |,1, Ee
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STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)
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Art Unit | 2459
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Attorney Docket Number | HOLA-005-US10 
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publisher, city and/or country where published.
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If you wish to add additional non-patentliterature document citation information please click the Add button

EXAMINER SIGNATURE

“EXAMINER:Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

 
 

   

 

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
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Filing Date 

INFORMATION DISCLOSURE First Named Inventor|Derry Shripbman
STATEMENT BY APPLICANT |. |
( Not for submission under 37 CFR 1.99)

 

 

Examiner Name  
  
Attorney Docket Number | HOLA-005-US10 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.
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Name/Print

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Filing Date 2019-02-17
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Standard ST.3). + For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
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Application Number 16278107

Filing Date 2019-02-17

 

 
INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

 

Examiner Name MINH-CHAU NGUYEN

Attorney Docket Number | HOLA-005-US10
 
  
 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Dec description: Information Disclosure Statement(IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
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1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Examiner Name MINH-CHAU NGUYEN 
  
Attorney Docket Number | HOLA-005-US10 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Name/Print Registration Number | 3612

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shripbman
STATEMENT BY APPLICANT | 2459Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

 

    
Attorney Docket Number | HOLA-005-US10

‘M.N/ |6 70090297816 P009- 11-26
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NON-PATENTLITERATURE DOCUMENTS
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(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s),
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eed et al, "Anonymous Connections and Onion Routing”, Naval Research Laboratory, 03/1998 https:/Avww.onion-
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| See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enteroffice that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents,the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of documentby the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. * Applicantis to place a check mark hereiff
English language translation is attached.
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE First Named Inventor|Derry Shripbman
STATEMENT BY APPLICANT | 2459Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

 

  
  
Attorney Docket Number | HOLA-005-US10 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH-CHAU NGUYEN

 

    
Attorney Docket Number | HOLA-005-US10 

ichael J. Freedman, Princeton University, “Experiences with CoralCDN:a five-year operational view”, Proceeding
SDI'10 Proceedings of the 7th USENIX conference on Networked systems design and implementation San Jose,
alifomia — April 28 - 30, 2010 (17 pages)

 

The BitTorrent Protocol Specification", Website: https:/Aveb.archive.orgAveb/20120513011037/http:Awww.bittorrent.
brg/beps/bep_0003_html describing BitTorrent dated Jan 10, 2008 downloaded using webarchive on Aug 16, 2019 (6

BitTorrent", Website: https://en .wikipedia_orgw/index. php?title=BitTorrent&oldid=530466721 describing BitTorrent
Hated Dec 30, 2012 downloaded using Wikipedia on Aug 16, 2019 (9 pages)

VIP SOCKS/VPN SERVICE", Website: http://vipf2.com:80/?drgn=1 describing VIP72 proxy service dated Jan 2010
fownloaded using VIP Technologies webpage on Aug 16, 2019 (3 pages)

"Welcome to Easy Hide IP", Website: https:/Aveb.archive.org/veb/20130702093456/http/www.easy-hide-ip.com:80/
Hescribing Easy Hide IP dated June 26, 2007 downloaded using web archive on Aug 16, 2019 (2 pages)

rYou makeit fun; we'll makeit run", Website: https:/Aveb.archive orgAveb/20130726050810/https:/Avww.coralcdn.org
describing CoralCDN dated Jan 25, 2005 downloaded using web archive on Aug 16, 2019 (2 pages)

‘Net Transport", Website: http:/Awww.xi-soft.com/default.htm describing Net Transport Overview dated 2005
Hownloaded using Net Transport webpage on Aug 16, 2019 (2 pages)

et Transport - Develop History, Website: http:/Avww.xi-soft.com/download.htm describing Net Transport Download
Hated 2005 downloaded using Net Transport webpage on Aug 16, 2019 (10 pages)

 

et Transport FAQ, Website: http:/Avww-_xi-soft.com/faq.htm describing Net Transport FAQ dated 2005 downloaded
sing Net Transport webpage on Aug 16, 2019 (4 pages)

et Transport News, Website: http:/Avww_xi-soft.com/news.htm describing Net Transport News dated 2005
downloaded using Net Transport webpage on Aug 16, 2019 (5 pages)
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Application Number 16278107

Filing Date 2019-02-17

 

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
First Named Inventor|Derry Shribman 

     a Art Unit 2459
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

Attorney Docket Number HOLA-005-US10   EXAMINER SIGNATURE

Examiner Signature | /MINE CRAU NGUYEN/ Date Considered | 09/15/2019
*EXAMINER:Initial if reference considered, whetheror notcitation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copyof this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial numberof the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPO Standard ST.16 if possible. 5 Applicant is to place a check mark hereif]
English language translation is attached.
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Application Number 16278107

Filing Date 2019-02-17

 

 
INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

 

Examiner Name MINH-CHAU NGUYEN 
  
Attorney Docket Number | HOLA-005-US10 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement wasfirst cited in any communication
from a foreign patent office in a counterpart foreign applicatian net more than three months prior to thefiling of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a cammunication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] anyindividual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

*  Acertification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

  

 
 

Signature 
Name/Print

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upen the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement
 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/SB/25

Doc Code: DIST.E.FILE PTO/SB/26

DocumentDescription: Electronic Terminal Disclaimer- Filed U.S. Patent and Trademark Office
Department of Commerce

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A PROVISIONAL DOUBLE PATENTING
REJECTION OVER A PENDING "REFERENCE" APPLICATION
AND TERMINALDISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVERA
“PRIOR” PATENT

Title of Invention

SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

i Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstandingOffice Action

><] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.
 

Percent Interest

WEB SPARK LTD.

The owner(s) of percent interest listed abovein the instant application hereby disclaims, except as provided below,the terminal
part of the statutory term of any patent granted on the instant application which would extend beyond the expiration date of the
full statutory term of any patent granted on pending reference Application Number(s)

16278106 filed on 02/17/2019

as the term of any patent granted on said reference application may be shortened byany terminal disclaimer filed prior to the
grantof any patent on the pending reference application. The owner hereby agrees that any patent so granted onthe instant
application shall be enforceable only for and during such period that it and any patent granted on the reference application are
commonly owned.This agreementruns with any patent granted on the instant application and is binding upon the grantee,its
successorsor assigns.

In making the above disclaimer, the owner doesnotdisclaim the terminal part of any patent granted on the instant application
that would extend to the expiration date of the full statutory term of any patent granted onsaid reference application, "as the
term of any patent granted on said reference application may be shortened by any terminal disclaimer filed prior to the grant of
any patent on the pending reference application,” in the event that any such patent granted on the pending reference
application: expires for failure to pay a maintenancefee, is held unenforceable, is found invalid by a court of competent
jurisdiction, is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321, hasall claims canceled by a
reexamination certificate, is reissued,or is in any manner terminated prior to the expiration ofits full statutory term as shortened
by any terminal disclaimerfiled priorto its grant.

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below,the
terminal part of the statutory term of any patent granted on the instant application which would extend beyondthe expiration
date of the full statutory term of prior patent number(s)
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as the term ofsaid prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreementruns with any patent granted on the instant application and is binding upon the grantee,its successors
or assigns.

In making the above disclaimer, the owner doesnotdisclaim the terminal part of the term of any patent granted on the instant
application that would extendto the expiration date of the full statutory term ofthe prior patent, "as the term ofsaid prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:
- expiresfor failure to pay a maintenancefee;
- is held unenforceable;

- is found invalid by a court of competent jurisdiction;
- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;
- has all claims canceled by a reexamination certificate;
- is reissued; or

- is in any manner terminatedprior to the expirationofits full statutory term as presently shortened by any terminal disclaimer.

® Terminal disclaimer fee under 37 CFR 1.20(d)is included with Electronic Terminal Disclaimer request.

O I certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.
 

Applicants claims the following fee status:

@ Small Entity

© MicroEntity

© Regular Undiscounted

| hereby declare thatall statements made herein of my own knowledgeare true and thatall statements made on information and
belief are believed to be true; and further that these statements were madewith the knowledge thatwillful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 ofTitle 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.
 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

I certify, in accordance with 37 CFR 1.4(d)(4) that | am:

© An attorney or agentregistered to practice before the Patent and TrademarkOffice whois of record in
this application

Registration Number 73612

A sole inventor

A joint inventor; | certify that | am authorized to sign this submission on behalf ofall of the inventors as evidenced by the
powerof attorneyin the application

A joint inventor; all of whom are signing this request

Signature /Yehuda Binder/
 

Name Yehuca BINDER
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*Statement under 37 CFR 3.73(b)is required if terminal disclaimeris signed by the assignee (owner).
Form PTO/SB/96 maybe used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First NamedInventor/Applicant Name: Derry Shribman

Yehuda Binder/Dorit Binder

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

STATUTORY OR TERMINAL DISCLAIMER

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Sub-Totalin

Description Fee Code Quantity USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Doc Code: DISQ.E.FILE

DocumentDescription: Electronic Terminal Disclaimer — Approved

Application No.: 16278107

Filing Date: 17-Feb-2019

Applicant/Patent under Reexamination: Shribman

Electronic Terminal Disclaimer filedon September 23, 2019

x APPROVED

This patentis subject to a terminal disclaimer

[J DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office

Ex. 1073 - Page 500 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 501 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

Electronic AcknowledgementReceipt

a

seems

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926Pe
ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

[Beposkaccu—SSSSSCSC*dSC

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows: 
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Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

3Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf 772cbf50a5 9Bfeébb256db9ece 196140d58|
aedge

Information:

Fee Worksheet (SB06) fee-info.pdf 8440029877143c339226ec74bc 197cfdfodg
dce27

 
Information: 

TotalFiles Size (in bytes)

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US10

  Confirmation No. 4936  In re Application of:

Art Unit: 2459 Derry Shribman et al.

  Appin. No.: 16/278,107 Examiner: Nguyen, Minh Chau

Filed: February 17, 2019 Washington, D.C.
eeeeaeaea

  For: System providing faster
and more efficient

data communication ) September 23, 2019
  

RESPONSE / AMENDMENT:

 
 onorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street
Alexandria, VA 22314

   
Sir:

 
    In response to the Office Action of September

 

17, 2019 (“Action”):

 Amendments to the Claims appear in the Listing of

 Claims that begins on page 2 of this paper.

 Remarks/Arguments begin on page 7 of this paper.
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16/278, 107
Of

Appin. No.

Reply to Non-Final

    
 

Amendments to the claims

 

ice 2019 Action of September 17,

 

 

 

  
 

   
  

 

This listing of claims will replace all prior

versions, and listings, of claims in the application.

Listing of claims:

1. (Currently amended) A method for use with a web server that

responds to Hypertext Transfer Protocol (HTTP) requests and

stores a first content identified by a first content

identifier, the method by a first client device comprising:

establishing a Transmission Control Protocol (TCP)

connection with a second server;

sending, to the web server over an #8e Internet, the

first content identifier;

 
 

 

  
 

  

 

receiving, the first content from the web server over

the Internet in response to the sending of the first content

identifier; and

sending the received first content, to the second

Server over

 
the established TCP connection,

 

 
in response to the

  

  

 

 

   

   

  

receiving of the first content identifier.

2. (Original) The method according to claim 1, further

comprising receiving, by the first client device from the

second server over the established TCP connection, the first

content identifier.

3. (Original) The method according to claim 1, wherein the

sending of the first content identifier to the web server over

the Internet comprises sending a Hypertext Transfer Protocol

(HTTP) request that comprises the first content identifier.

4. (Original) The method according to claim 1, further

comprising storing, by the first client device in response to 

    the receiving from the web server, the first content.

5. (Original) The method according to claim 1, wherein the

second server is a Transmission Control Protocol/Internet
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Protocol (ICP/IP) server that communicates over the Internet   based on, or according to, using TCP/IP protocol or connection,  and wherein the first client device is a Transmission Control 
Protocol/Internet Protocol (TCP/IP) client that communicates  with the second server over th Internet based on, or according
 

to, TCP/IP protocol. 

6. (Original) The method according to claim 1, wherein the 
 first client device communicates over th Internet based on, or
 

 
according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SOL 

standards.

7. (Original) The method according to claim 1, wherein the   
 first content comprises web-page, audio, or video content, and

 

   wherein the first content identifier comprises a Uniform 
Resource Locator (URL).

8. (Original) The method according to claim 1, further

 comprising executing, by the first client device, a web browser

application or an email application.

 9. (Original) The method according to claim 1, for use with a

third server that comprises a web server that is Hypertext

 Transfer Protocol (HTTP) server, the third server responds to 
 HTTP requests and stores a second content identified by a

  second content identifier, the method by the first client

 device further comprising:

 receiving the second content identifier;
 

sending, to the third server over th Internet in

 response to the receiving, the second content identifier; and

 receiving the second content from the third server

over the Internet in response to the sending.

10. (Original) The method according to claim “9, further

  
 

comprising executing, by the first client device, a web browser 
application or an email application.
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11. (Original) The method according to claim 1, further 
comprising periodically communicating over the TCP connection

 
 between the second server and the first client device.

 
12. (Original) The method according to claim 11, wherein the

periodically communicating comprises exchanging ‘keep alive’

messages.

13. (Original) The method according to claim 1, wherein the

first client device is identified by a Media Access Control 

 
(MAC) address or a hostname, and wherein the method further

   
 comprising sending, by the first client device, during, as part  

 

  

  

of, or in response to, a start-up or power-up of the first

client device, a first message to the second server, and

wherein the first messages comprises the first client IP
 

address, the MAC address, or the hostname.

14. (Original) The method according to claim 13, for use with a  
first application stored in the first client device and  associated with a first version number, wherein the first 
message comprises the first version number.  
15. (Original) The method according to claim 14, for use with a   second application that is a version of the first application,

is stored in the second server, and is associated with a second

version number, wherein the method further comprising

 receiving, by the first client device from the second server,

in response to the first message, a second message that

comprises the second version number.

16. (Original) The method according to claim 15, wherein the 
  method further comprising downloading over the Internet, by the 

 first client device from the second server, in response to the

irst message, the second application from the second server,

      
    

 
 

and installing the second application in the first client 
  device as a replacement for the first application.
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17. (Original) The method according to claim 1, further

comprising determining, by the first client device, that the

received first content, is valid.

18. (Original) The method according to claim 17, wherein the

determining is based on the received HTTP header according to,

or based on, ETF RFC 2616.

19. (Original) The method according to claim 17, further

comprising:

sending, a messag over th Internet in response to 
 

the determining that the received

 

 

 

 
 

 

 
  

 

 

 

  
  

 
  

 
 

 

 

first content, is not valid;

 
 

 
 

 

 

 

  

 

  
     

 

 

    

 

  

and

receiving, over the Internet in response to the

sending of the message, from the second server or from a second

client device selected from a plurality of client devices, the

first content.

20. (Original) The method according to claim Il, further

comprising storing, operating, or using, a client operating

system.

21. (Original) The method according to claim 1, wherein the

steps are sequentially executed.

22. (Original) The method according to claim 1, for use with a

software application that includes computer instructions that,

when executed by a computer processor, cause the processor to

perform the sending of the Hypertext Transfer Protocol (HTTP

request, the receiving and storing of the first content, the

receiving of the first content identifier, and the sending of

the part of, or the whole of, the stored first content, the

method is further preceded by:

downloading, by the first client device from the

Internet, the software application; and

installing, by the first client device, the

downloaded software application.

— 5 —
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Appin. No. 16/278,107
Reply to Non-Final

23.

 Of
 

    

(Original) 
 sof

24,

con

computer processor,

 
(Original) A non-transit  

taining computer instructions that,

 
 

  

fice Action of September 17, 2019

The method according to claim 22, wherein the

Lware application is downloaded from the second server.

Lory computer readable medium

when executed by a

cause the processor to perform the method

according to claim 1.
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Appin. No. 16/278,107
Reply to Non-Final Office Action of September 17, 2019

     
 

REMARKS / ARGUMENTS

The examiner’s action dated September 17, 2019

 (“Action”) has been received and its contents carefully noted.

  An eTD was filed to overcome the Double Patenting

rejection.

Claim 1 is amended to overcome the objection.
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Appin. 
No - 16/278,107 

  Reply to Non-Final Office Action of September 17, 2019

issue,

  

  The absence of a reply to a specific rejection,

 or comment, does not signify agreement with that

 rejection, issue, or comment. In addition, because the

arguments

reasons

have not

concedi

 

claims

  
Ng

 
made above may not be exhaustive, there may be 

for patentability of any or all pending claims that

been expressed.

Nothing in this reply should be understood as

 

any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

does not necessarily signify concession of

unpatentability to the claim before its amendment.
     

  In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.  
  

If the above arguments should not now place the

application in the condition for allowance, the examiner is

invited to call undersigned counsel to resolve any remaining

issues.

 

 Respectfully submitted,

 By /Yehuda Binder/
Yehuda Binder

Registration No. 73,612

 

 

 
Tel: +972-54- AA577

Fax: +972-9-7442619

Email: yehuda@maypatents.com
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Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926

Yehuda Binder/Dorit Binder

Filer Authorized By: Yehuda Binder

Attorney Docket Number: HOLA-005-US10

Receipt Date: 23-SEP-2019

Filing Date: 17-FEB-2019

Time Stamp: 04:41:19

 
Application Type: Utility under 35 USC 111{a) 

Paymentinformation:

Submitted with Payment
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Multipart Description/PDFfiles in .zip description

DocumentDescription

Amendment/Req. Reconsideration-After Non-Final Reject

Claims 
This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/SB/06 (09-11)
Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERGE
Under the Papenvork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

Application or Docket Number Filing Date

ENTITY: (J LARGE SMALL [_] MICRO

APPLICATIONASFILED - PART|

CoteCot
NUMBER FILED NUMBER EXTRA ; RATE ($ FEE ($

37 CFR 1.16/a), (b), or (c

SESSoe0 orn waPew
eee vawe

aire wee]
Mees [amenPe

If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155

CJAPRLICATION SIZE FEE (37 for small entity) for each additional 50 sheets or16(s fraction thereof. See 35 U.S.C. 41 (a)(1)(G) and 37
CFR 1.16(s).

he difference in column 1 is less than zero, enter "O" in column 2. || TOTAL P|

APPLICATION AS AMENDED- PART Il

PtColumntyColumn2)Column3)
CLAIMS HIGHEST
REMAINING NUMBER

09/23/2019|artcr DREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONALFEE($)
AMENDMENT PAID FOR

prnay[24[wns24[-0sd-
irrePtPwmst3T-0230-2

L} Application Size Fee (37 CFR 1.16(s)) Pd

LJ} FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 GFRi1.164)

proravappireeJ
eaterCate ater

CLAIMS HIGHEST
REMAINING NUMBER

AFTER pReviousLy|PRESENT EXTRA
AMENDMENT PAID FOR

Total
jeer[sme[=[=

Independent "
eweLetvinPe

_} Application Size Fee (87 CFR 1.16(s))
J FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
+.16(j))

 
AMENDMENT

ADDITIONALFEE($}

oO$

= e Qo

=<AMENDMENT
TOTAL ADD'L FEE

* If the entry in column is less than the entry in column 2, write "0"in column 3. LIE

** If the "Highest NumberPreviously Paid For" IN THIS SPAGEis less than 20, enter "20", MIOLA D ROGERS/
** If the "Highest Number Previously Paid For" IN THIS SPACEis less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public whichis tofile (and by the USPTOto
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO.Time will vary depending uponthe individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sentto the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS
ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

4fyou needassisiance in completing the form, call 1-800-PTO-9199 andselect option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.USPLO.gOV 

NOTICE OF ALLOWANCE AND FEE(S) DUE

MayPatents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

ISRAEL 2459

DATE MAILED: 10/03/2019

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATIONNO.

16/278.107 02/17/2019 Derry Shribman HOLA-005-US10 4936

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

$500nonprovisional SMALL $0.00 $0.00 $500 01/03/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITSIS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROMISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THEISSUE FEE AND PUBLICATIONFEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOTBE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN

THIS APPLICATION(AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THEISSUE FEE NOW DUE.

 

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shownabove.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity status still applies.

If the ENTITY STATUSis the same as shown above, pay the TOTAL FEE(S) DUE shownabove.

If the ENTITY STATUS is changed from that shown above, on PARTB - FEE(S) TRANSMITTAL, complete section number5 titled
"Change in Entity Status (from status indicated above)”.

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

Il. PART B - FEE(S) TRANSMITTAL,orits equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occurdueto the difficulty in recognizing
the paper as an equivalent of Part B.

I. All communications regarding this application must give the application number.Please direct all communicationsprior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER:Maintenancefees are duein utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More informationis available at

www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By tax, send to: (571)-273-2885
Commissionerfor Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be usedfor transmitting the ISSUE FEE and PUBLICATIONFEE(ifrequired). Blocks | through 5 should be completed where appropriate. All
further correspondenceincluding the Patent, advanceorders and notification of maintenancefees will be mailedto the current correspondence addressas indicated unless corrected
below or dirccted othcrwisc in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"for maintenance fec notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its owncertificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any change of address)

131926 7590 10/03/2019 Certificate of Mailing or Transmission

May Patents Ltd. c/o Dorit Shem-Tov I hereby cerlify that this Fee(s) Transmittal is being deposiled with the UniledStales Postal Service with sufficient postage for first class mail in an envelope
P.O.B 7230 addressed lo the Mail Stop ISSUE FEE address above, or being transmilled to
Ramat-Gan, 5217102 the USPTO via EFS-Webor by facsimile to (571) 273-2885, on the date below.
ISRAEL (Typed orprinted name}

(Signature)
(Datei 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATION NO.

16/278,107 02/17/2019 Derry Shribman HOLA-005-US10 4936
 
TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $0.00 $0.00 $500 01/03/2020

 EXAMINER ARTUNIT CLASS-SUBCLASS

NGUYEN, MINH CHAU 2459 709-202000

1. Change of correspondence addressor indication of "Fee Address" (37
CFR 1.363).

2. For printing on the patent front page,list
(1) The namesof up to 3 registered patent attorneys
or agents OR,alternatively, 1
(2) The nameof a single firm (having as a member a
registered attorney or agent) and the namesof up to
2 registered patent attorneys or agents. If no nameis
listed, no name will be printed.

| Changeof correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached. wo 
(I “Fee Address”indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor lype)

Ga 
PLEASE NOTE:Unless an assignee is identified below, no assignee dala will appear onthe patent. If an assigneeis identified below, the document must have been previously
recorded, or filed for recordation, as sel forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.
(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not he printed on the patent) : Individual LI Corporation or other private group entity I Government

4a. Fees submitted: (lissue Fee (lpublication Fee (if required) (JAdvance Order- # of Copies
4b. Method of Payment: (Please first reapply any previously paidfee shown above)

(LJ Electronic Payment via EFS-Web (LI Enclosed check (I Non-electronic paymentby credit card (Attach form PTO-2038)

I The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be acceptedatthe risk of application abandonment.
NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
NOTE:Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29  

| Applicant asserting small entity status. See 37 CFR 1.27 
 

| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.
  

  

Authorized Signature Date

Typedor printed name Registration No.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.USPLO.gOV 
 

16/278, 107 02/17/2019 DerryShribman HOLA-005-US10 4936

131926 7590 10/03/2019

MayPatents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

ISRAEL 2459

DATE MAILED: 10/03/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)() to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA)of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approvesan agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agencyto display on the instrumentthat will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public whichis to file (and by the USPTO to process) an application. Contidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon
the individual case. Any comments on the amountof time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chicf Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P-O. Box 1450, Alexandria,

Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no personsare required to respond to acollection
of information unlessit displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached formrelated to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please he advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); 2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which mayresult in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedomof Information Act.

A record from this system of records may be disclosed,as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine usc, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records maybe disclosed,as a routine use, to another federal agency for purposes of
National Security review(35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

N

7. Arecord from this system of records may be disclosed,as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility
to recommend improvements in records managementpractices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (1-e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations aboutindividuals.

8. Arecord fromthis system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuanceof a patent pursuantto 35 U.S.C. 151. Further, a record
maybe disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled
in an application which became abandonedor in which the proceedings were terminated and which application
is referenced by cither a published application, an application open to public inspection or an issucd patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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. pe 16/278, 107 Shribmanet al.

MINH CHAU N NGUYEN 2459 No

-- The MAILING DATEofthis communication appears on the cover sheet with the correspondence adaress--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOFPATENTRIGHTS.This application is subject to withdrawalfrom issueat the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

¥} This communication is responsive to Amendment, filed 09/23/2019.
(1) A declaration(sVaffidavit(s) under 37 CFR 1.130(b) was/werefiled on :

CJ An election was made by the applicantin responseto a restriction requirementset forth during the interview on the
restriction requirement and election have been incorporatedinto this action.

¥] The allowed claim(s) is/are 1-24 . As a result of the allowed claim(s), you maybe eligible to benefit from the Patent Prosecution
Highway program ata participating intellectual property office for the corresponding application. For more information, please see
http:/Avwww.uspto.gov/patents/init_events/pph/index_jsp or send an inquiry to PPHfeedback@uspto.gov. 

Cj Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a) (IAI b)({J]Some=*c) () None ofthe:

1. (4 Certified copies of the priority documents have been received.
2. (J Certtitied copies of the priority documents have beenreceived in Application No.

3. (] Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communication tofile a reply complying with the requirements
noted below.Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIODIS NOT EXTENDABLE.

5. CORRECTED DRAWINGS(as "replacement sheets") must be submitted.
C including changes required by the attached Examiner's Amendment / Commentor in the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.1] DEPOSIT OF and/or INFORMATIONabout the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's commentregarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1.0) Notice of References Cited (PTO-892) 5. CO Examiner's Amendment/Comment
2.( Information Disclosure Statements (PTO/SB/08), 6.lv]Examiner's Statement of Reasons for Allowance

Paper No./Mail Date .
3.7 Examiner's Comment Regarding Requirementfor Deposit 7. CO Other .

of Biological Material
4.Z Interview Summary (PTO-413),

Paper No./Mail Date.
{MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

 
U.S. Patent and Trademark Office |
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20191001
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Application/Control Number: 16/278, 107 Page 2
Art Unit: 2459

Notice of Pre-AIA or AIA Status

The present application is being examined under the pre-ATAfirst to invent provisions.

Response to Amendment

Applicant’s amendment dated September 23, 2019 responding to September 17, 2019

Office Action provided in the rejection of claims 1-24. Claims 1-24 remain pending in the

application and which have been fully considered by the examnner.

The terminal disclaimer filed on September 23, 2019 had been approved.

REASONS FOR ALLOWANCE

The following is an Examiner’s statementof reasons for allowance:

Claims 1-24 are considered allowable since when reading the claims in light of the

specification, as per MPEP §2111.01 or Toro Co. v. White Consolidated Industries Inc., 199

F.3d 1295, 1301, 53 USPQ2d 1065, 1069 (Fed. Cir. 1999), none of the references of record alone

or in combination disclose or suggest the combination of limitations specified in independent

claim 1.

For example, the independent claims contain limitations, a first client device comprising:

receiving, from a second server over established TCP connection, a first content identifier;

sending, to a web server over an Internet,the first content identifier; receiving, the first content

fromthe web server overthe Internet in response to the sending of thefirst conient identifier; and

sending bythe first client device the receivedfirst content back to the second serverover the

established TCP connection, in response to the receiving of thefirst content identifier. Therefore,

the Examiner agrees that the limitations of the independent claims, within its environment, is
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Application/Control Number: 16/278, 107 Page 3
Art Unit: 2459

allowable subject matter over the prior art, in light of the specification and in view of the

Applicant’s arguments.

Because claims 2-24 depend directly or indirectly on claim1, these claims are considered

allowable for at least the same reasons noted above with respect to claim 1.

To the extent that these features are not found in the prior art cited by Examiner, the

present caseis held allowable overthe art of record.

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and, to avoid processing delays, should preferably accompanythe issue

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance”.

Correspondence Infermation

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhosetelephone numberis

(371)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is

encouraged to use the USPTO Automated Interview Request (AIR)at

http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcan be reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PATR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http//pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC)al 866-217-9197 (toll-free). If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (INUSA OR CANADA)or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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search.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any changeofaddress) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignmentor formal drawing, mustMay Patents Ltd. have its owncertificate of mailing or transmission.

c/o Dorit Shem-Tov ; Certificate ofMailing or Transmission / :

; transmitted to the USPTO (571) 273-2885, on the date indicated below.

 
Israel (Depositor's name)

(Signature)

(Datc)

16/278,107 02/17/2019 Derry Shribman HOLA-005-US10 4936
TITLE OF INVENTION:

  APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUF.|PREV. PATD ISSUE FER TOTAL FEF(S) DUE DATE DUE

$0 $0nonprovisional SMALL $500 $500 01/03/2020
EXAMINER ART UNIT CLASS-SUBCLASS

1. Change of correspondence addressor indication of "Fee Address” (37 2. For printing on the patent front page,list
CFR 1.363).

(J Change of correspondence address (or Change of Correspondence

: : May Patents Ltd. c/o Doril Shem-T:
(1) the names of up to 3 registered patent attorncys aes ———r—rovev
or agents OR,alternatively, Address form PTO/SB/122) attached. . : , : 2

; (2) the nameofa single firm (having as a member a
(LJ “Hee Address”indication (or "Kee Address” Indication form registered attorney or agent) and the names ofup to
PTO/SB/47, Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3
Numberis required. listed, no name will be printed.

 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has beenfiled for
recordation as sct forth in 37 CFR 3.11. Completion of this form is NOT a substitute forfiling an assignment.

  

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

WEBSPARKLTD. Netanya
Israel 4250713

Please check the appropriate assignee category or categories (will not be printed on the patent) : wd Individual Corporation or other private group entity wl Government

4a. The following fee(s) are submitted: Ab. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)
[A Issuc Fee (J A check is enclosed.

J Publication Fee (No small entity discount ermitted) _} Paymentby credit card. Form PTO-2038 is attached.y p y y

(I Advance Order - # of Copies (YI The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number _693112 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

da. Applicant claims SMALL ENTITYstatus. See 37 CFR 1.27. (Ib. Applicant is no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27(2)(2).
NOTE: The Issuc Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorncy or agent; or the assignee or other partyin
interest as shown bythe records of the United States Patent and Trademark Office.

/Yehuda Binder/ October 10, 2019

Yehuda BINDER 73,612

Authorized Signature Date
  

Typedor printed name Registration No.
  

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public whichisto file (and by the USPTOto process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparmg, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountoftime you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unlessit displays a valid OMB control number. 
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Privacy Act Statement

The PrivacyAct of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or cxamine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposesof National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
Gencral Services, or his/her designee, during an inspection of records conducted by GSAas part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(L.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandonedor in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency,if the USPTO becomes awareofa violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 16278107

Filing Date: 17-Feb-2019

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First NamedInventor/Applicant Name: Derry Shribman

Yehuda Binder/Dorit Binder

Attorney Docket Number: HOLA-005-US10

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

UTILITY APPL ISSUE FEE
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Sub-Totalin

Description Fee Code Quantity USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

a

seems

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926Pe
ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

[Beposkaccue——SSSSSCSC*dSC

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows: 
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Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

Issue Fee Payment (PTO-85B) ptol85b.pdf ¢9762138e8d3d178213del e9c8c30b9d5cq
2548c

Information:

Fee Worksheet (SB06) fee-info.pdf 0707924074005823648693261 3c452532a]
S8fe5S

 
Information: 

TotalFiles Size (in bytes) 105198

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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Application Number 26/278107

Filing Date 2/27/2019

 

 

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
Examiner Name MINH~-~CHAU NGUYEN

 

    
Attorney Docket Number | HOLA-005-US10 

  
 

Pages,Columns,Lines. og Nameof Patentee or

Kind|Publication Applicantof cited where Relevant
Code4| Date PP Passages or RelevantDocument .

Figures Appear

  Examiner] Cite|Foreign Document
Initial* No|Number3

O5/201%

P0 10090562 Al 2010-12-08

D0 11068784 Al 2011-09-06

If you wish to add additional Foreign Patent Documentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS [Remove]
Include name of the author (in CAPITAL LETTERS},title of the article (when appropriate),title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), Ts
publisher, city and/or country where published.

  
  

  
 

  

 
 
 

POStOZ

   
 
 

 

Examiner) Cite
Initials* |No
 

1 Screen captures from YouTube videoclip entitle "nVpn_net | Double your Safety and use Socks5 + nVpn” 38 pages,
/MN/ ast accessed 11/20/2018 <https:/Awww_youtube.com/watch?v=L0Hcet?kSnn4>
 

Screen captures from YouTube videoclip entitle "Andromeda" 47 pages, publicly known and available as ofat least
D011 <hitps//Avww.youtube.comwatch?v=yRRYpFLbKNU>

 

SBpyFye, hitps/Avww_symantec_com/security-centerAwriteup/2010-0202 16-0135-9; hitp://securesq|info/riskyclouds/
Bpyeye-user-manual; known asof at least 2010 (13 pages)

 

Bcreen captures from YouTube video clip entitle "Change Your Country IP Address & Location with Easy
4 ide IP Software" 9 pages, publicly knownand available as of at least 2011, <https:/Avww.youtube.com/watch?

=ulwkf1sOfdA and https:/Avww.youtube.com/watch?v=iFEMT-o9DTc>
 

5 oralCDN (“CoralCDN”’), https://pdos.csail.mit.edu/6.824/papersfreedman-coralpdf (14 PAGES)

     
 

EFS Web 2.1.18

Ex. 1073 - Page 538 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1073



Ex. 1073 - Page 539 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

 
. . A ry

Application Number 16/278107 

Filing Date 2/i7/2019 

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2458
 

  Examiner Name MINH-CHAU NGUYEN

Attorney Docket Number | HOLA-005-US10
  
 

 

If you wish to add additional U.S. Published Application citation information please click the Add button]Add|
FOREIGN PATENT DOCUMENTS

Nameof Patentee or Pages,Columns,Lines
Examiner Cite|Foreign Document|Country Kind|Publication where Relevant
Initial* No|Numbers Code?j Code?) Date Applicant ofcited Passagesor RelevantDocument .

Figures Appear

 

   

  

/M.N/ 1 2015-03-12 Akamai Technologies INC

2 2000-03-30 Sopuch David. J

3 1999-10-06 |P iemens Inf &Comm

4 2015-05-29 Sharp Kabushiki KaishaOsaka-shi

Al 2010-08-12 elefonaktiebolaget L Mricsson

POC?S70Xerox Corporation
10/2007

2O89-4S-OS Corporation
09/2009

C2 2008-10-01 icroscft Corporation

ENGXUN SCIENCE &
A 2007-11-21 ECHNOLOGY
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Doc code: IDS PTO/SB/08a (03-15)
ee : : . Approved for use through 07/31/2016. OMB 0651-0031

Dec description: Information Disclosure Statement(IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 16/278107
 

 
 

Application Number  
  
 
 

 

 

Filing Date | 2/47/2019
INFORMATION DISCLOSURE First Named Inventor |[Derry Shribman
STATEMENT BY APPLICANT An Uni- nit 2a59
( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN     Attorney Docket Number HOLA-005-US10  

 

U.S.PATENTS [Remove|

Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

 

Examiner) Cite Kind Nameof Patentee or Applicant
Initial* No Patent Number Code! Issue Date of cited Document

970835 5 6 > Serperationpom St. Jacques

pe
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Application Number 16/278107 

Filing Date 2/17/2019 

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor|Derry Shribman

Art Unit | 2459
 

  Examiner Name MINH-CHAU NGUYEN  
Attorney Docket Number | HOLA-005-US10

P014-06-05 Shribman, etal.

6201808 P015-01-12 Shribman, et al.

8990295 P018-06-05 Shribman, et al.

If you wish to add additional U.S. Patent citation information please click the Add button.

 

    

 
 

 
 

  U.S.PATENT APPLICATION PUBLICATIONS Remove

. og . . og. . Pages,Columns,Lines where
Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant

ata Cite No : Relevant Passagesor RelevantInitial Number Code] Date of cited Document :
Figures Appear  
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atrix Xin Wang
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Doc code: IDS PTO/SB/08a (02-18)
ee : : . Approved for use through 11/30/2020. OMB 0651-0031

Dec description: Information Disclosure Statement(IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 16/278107
| G2/17/20135

Derry Shribman

2455

 

 
 

Application Number  
  

Filing Date
 
 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

First Named Inventor

Art Unit

Examiner Name MINH-CHAU NGUYEN

 

      Attorney Docket Number | HOLA-005-US10 

 

U.S.PATENTS [Remove|

Pages,Columns,Lines where
Relevant Passages or Relevant
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of cited Document
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Application Number 26/278107 

Filing Date 2/17/2019 

INFORMATION DISCLOSURE First Named Inventor|Derry Shripbman 

STATEMENT BY APPLICANT | 2455 . Art Unit
( Not for submission under 37 CFR 1.99) MINH-CHAU NGUYEN Examiner Name  

Attorney Docket Number | HOLA-005-US10 
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( Not for submission under 37 CFR 1.99)

Application Number L6/278107 

 

 

Filing Date 2/17/2019
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Attorney Docket Number | HOLA-005-US10 
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.goyv 

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKFT NO. CONFIRMATION NO. 
16/278,107 11/19/2019 10484510 HOLA-005-US$10 4936

131926 7590 10/30/2019

MayPatents Ltd. c/o Dorit Shem-Tov
P.O.B 7230

Ramat-Gan, 5217102
ISRAEL

ISSUE NOTIFICATION

The projected patent number andissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustmentonthe front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM)at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair-uspto.gov for additional applicants):

WEB SPARK LTD., Netanya, ISRAEL;
Derry Shribman, Tel Aviv, ISRAEL;
Ofer Vilenski, Moshay Hadar Am, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.
IR103 (Rev. 10/09)
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Case 2:19-cv-00395-JRG Document4 Filed 12/06/19 Page 1of1PagelD#: 379

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court EASTERN DISTRICT OF TEXAS, MARSHALL DIVISION on the following

(] Trademarks or (Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:19-cv-395 12/06/2019 EASTERN DISTRICT OF TEXAS, MARSHALL DIVISION
PLAINTIFF DEFENDANT

 

 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading
PATENT OR DATEOF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/IUDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2:19-cv-00397-JRG Document4 Filed 12/06/19 Page 1of1PagelD#: 398

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division onthe following

(] Trademarks or (Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:19-cv-397 12/6/2019 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

 

Luminati Networks Ltd BI Science (2009) Ltd. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading
PATENT OR DATEOF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/IUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy

 
Ex. 1073 - Page 549 Code200, UABv. BrightData Ltd.

Code200's Exhibit 1073



Ex. 1073 - Page 550 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1073

Case 2:19-cv-00414-JRG Document4 Filed 12/31/19 Page 1of1PagelD#: 391

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S, Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C, { 290 and/or 15 U.S.C. i 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

CJ Trademarks or LC Patents. ( (1 the patent action involves 35 U.S.C. f 292.):

DOCKET NO, DATE FILED U.S. DISTRICT COURT
2:19-cv-414 1231/2019 Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

 

Luminati Networks Ltd. Tefincom S.A. d/b/a NordVPN

DATE INCLUDED INCLUDED BY

CO Amendment CO Answer OO Cross Bill O1 OtherPleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
Inthe above’ entitled case, the following decision has been rendered or judgement issued:

DECISION UDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1° Uponinitiation of action, mail this copy to Director Copy 3° Upon termination of action, mail this copy to Director
Copy 2’ Uponfiling document adding patent(s), mail this copy to Director Copy 4’ Case file copy
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Case 2:18-cv-00397-JRG Bocument4 Filed 2/O¢/19 Page i cfi PageiDe 396

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division onthe following

(] Trademarks or (Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:19-cv-397 12/6/2019 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

 

Luminati Networks Ltd BI Science (2009) Ltd. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading
PATENT OR DATEOF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK 
In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/IUDGEMENT

 CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Trials@uspto.gov Paper 11
571-272-7822 Entered: February 2, 2021

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

CODE200, UAB; TESO LT, UAB; METACLUSTER LT, UAB;
AND OXYSALES, UAB,

Petitioner,

Vv.

LUMINATI NETWORKSLTD.,
Patent Owner.

IPR2020-01358

Patent 10,484,510 B2

Before THOMASL. GIANNETTI, SHEILA F. McSHANE,and
RUSSELLE. CASS,Administrative Patent Judges.

McSHANE,Administrative Patent Judge.

DECISION

DenyingInstitution ofInter Partes Review
35 U.S.C. § 314
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I. INTRODUCTION

A.—Background and Summary

Code200, UAB, Teso LT, UAB, Metacluster LT, UAB, and Oxysales,

UAB (“Code200”or “Petitioner”)! filed a Petition requesting inter partes

review of claims 1, 2, 6-11, 13, and 15—24 of U.S. Patent No. 10,484,510

B2 (Ex. 1001, “the ’510 patent’) pursuant to 35 U.S.C. §§ 311-319, along

with the supporting Declaration of Michael Freedman, Ph. D. Paper 5

(“Pet.”); Ex. 1009. Luminati Networks Ltd. (“Luminati”or “Patent Owner”)

filed a Preliminary Responseto the Petition. Paper 9 (“Prelim. Resp.”).

Wehaveauthority under 35 U.S.C. § 314(a), which provides that an

inter partes review maynotbeinstituted “unless . . . the information

presented in the petition . . . showsthat there is a reasonable likelihood that

the petitioner would prevail with respect to at least 1 of the claims

challengedin the petition.”

For the reasons that follow, we exercise our discretion under 35

U.S.C. § 314(a) to deny institution of interpartes review.

B. Related Matters

The parties identify the related litigations, Luminati Networks Lid. v.

Teso LT, UABet al., 2:19-cv-00395-JRG (E.D. Tex.) (“the 395 district court

case”) and Luminati Networks Ltd. v. Tefincom S.A. D/B/A NordVPN,2:19-

cv-00414-JRG (E.D. Tex.). Pet. 2; Paper6,2.

The parties also note another petition has been filed in IPR2020-

01266, which is directed to U.S. Patent No. 10,257,319, which claims the

' Petitioner additionally identifies coretech It, UAB asa real party-in-
interest. Pet. 2.
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benefit of the same provisional application, and is a continuation of the same

application, as the °510 patent. Pet. 2; Paper6, 2.

C. The ’510 Patent

The ’510 patentis titled “System Providing Faster and More Efficient

Data Communication” and issued on November 19, 2019, from an

application filed on February 17, 2019. Ex. 1001, codes (22), (45), (54).

The application for the ’510 patent is a continuation of several applications,

and other related applications include a divisional application and a

provisional application. See id., code (60). The ’510 patent is subject to a

terminal disclaimer. /d., code (*).

The ’510 patent is directed to a system and method for increasing

network communication speed for users, while lowering network congestion

for content owners andinternet service providers (ISPs). Ex. 1001, code

(57). The system employs network elements including an acceleration

server, clients, agents, and peers, where communication requests generated

by applications are intercepted by the client on the same machine. Jd. The

IP address of the server in the communication request is transmitted to the

acceleration server, which providesa list of agents to use for this IP address.

Id.

The communication request is sent to the agents. Ex. 1001, code (57).

One or more of the agents respond with a list of peers that have previously

seen someorall of the content whichis the responseto this request (after

checking whetherthis datais still valid). Jd. The client then downloadsthe

data from these peers in parts andin parallel, thereby speeding up the Web

transfer, releasing congestion from the Web by fetching the information
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from multiple sources, andrelieving traffic from Webservers by offloading

the data transfers from them to nearby peers. Jd.

Challenged claim 1 is the only independent claim. Claim 1 of the

°510 patent is reproduced below.

1. A method for use with a web server that responds to
Ilypertext Transfer Protocol (HTTP) requests and storesa first content
identified by a first content identifier, the method bya first client
device comprising:

establishing a Transmission Control Protocol (TCP) connection
with a second server;

sending, to the web server over an Internet, the first content
identifier;

receiving, the first content from the web serveroverthe Internet
in responseto the sendingofthe first content identifier; and

sending the received first content, to the second server over the
established TCP connection, in response to the receiving ofthefirst
content identifier.

Ex. 1001, 19:18-31.

D.—Asserted Grounds of Unpatentability

Petitioner challenges the patentability of claims of the *510 patent on

the following grounds: 

Claims Challenged 35 U.S.C. § Reference(s)

 

* The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125
Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103, effective March 16,
2013. Because the ’510 patent claims priority to a provisional application
that was filed before this date, with Petitioner not contesting that priority, the
pre-AJA versions of §§ 102, 103 apply. See Ex. 1001, code (60); Pet. 12.
3 Michael K. Reiter, Crowds: Anonymityfor Web Transactions, ACM ~
Transactions on Information and System Security, Vol. 1, No. 1, November
1998, at 66-92 (Ex. 1011).
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Claims Challenged | 35 U.S.C. § Reference(s)
1, 2, 6-11, 13,
15, 16, 18-23 103(a) Crowds, RFC 2616

B07 1, 1520-23|10206) BorderS
1, 6, 8-11, 13, 15-20,
79-24 103(a) Border, RFC 2616
1, 2, 6-8, 13, 15, 16, 6
2 1020

poeth 13,19, 1%| 193¢a) MorphMix, RFC 2616
\Pet: 15-16.

  

   
   

  
 
  
  

 

  
  

    
 

  

II. DISCRETIONARY DENIAL UNDER§ 314(a)

A. Overview

Patent Ownerrequests that we exercise our discretion under 35 U.S.C.

§ 314(a) to deny the Petition under Apple Inc. v. Fintiv, Inc., IPR2020-
00019, Paper 11 (PTAB Mar. 20, 2020) (precedential) (“Fintiv”). Prelim.

Resp. 4-16.

In assessing whetherto exercise such discretion, the Board weighs the

following factors:

1. whether the court granted a stay or evidence exists that one
may be granted if a proceedingis instituted;

2. proximity of the court’s trial date to the Board's projected
statutory deadline for a final written decision;

3. investmentin the parallel proceeding by the court and the \
parties;

4 Hypertext Transfer Protocol—HTTP/1.1, Network Working Group, RFC
2616, The Internet Society, 1999 (Ex. 1018).
>U.S. Patent No. 6,795,848, issued September 21, 2004 (Ex. 1017).
6 Marc Rennhard, MorphMix—APeer-to-Peer-based System for
AnonymousInternet Access (2004) (Ph.D. dissertation, Swiss Federal
Institute of Technology) (Ex. 1013).
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4. overlap betweenissues raised in the petition and in the
parallel proceeding;

5. whetherthe petitioner and the defendantin the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Fintiv at 6. Recognizing that “there is same overlap amongthese factors”

and that “[s]ome facts may be relevant to more than one factor,” the Board

“takes a holistic view of whether efficiency and integrity of the system are

best served by denying or instituting review.” Jd.

Asidentified above, the 395 district court case, which involves the

°510 patent, is pending in the Eastern District of Texas. See Pet. 2; Paper 6,

2; Prelim. Resp. 4-5. The 395 district court case has a Docket Control Order

entered that set December 14, 2020,as the deadline for completing fact
discovery, January 21, 2021, as the deadline for completing expert

discovery, and May3, 2021, for jury selection and trial. Ex. 1004, 1,3. The

parties have advised usthat the date for jury selection has been moved to

May 10, 2021. The Court has conducted a claim construction hearing, and

on December7, 2020, issued a Claim Construction Opinion and Order.

Paper 10; Ex. 2017.

Petitioner advised us that the presiding judge in the 395 district court

case, Judge Gilstrap, has continued jury trial dates in other cases scheduled

for trial from December 2020 through February 2021, due to the COVID-19

pandemic. See Ex. 3001. We have not, however, been informed of any

change in the May 10, 2021 jury selection date in the 395 district court case.

Weaddress each Fintiv factor below.
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B. Factor 1 — Stay ofRelated Litigation Proceeding

Petitioner filed a motion to stay the 395 district court case, which was

denied without prejudice as premature becauseit was filed in advance of the

Board’s decisionto institute inter partes reviews on any of the asserted

patents in the litigation.’ Ex. 2015, 3. Although the district court denied the

_ motion without prejudice, with refiling permitted within 24 days of the

Board’s institution decisions for the asserted patents, Patent Owner argues

that the District Court has not indicated one way or the other whethera stay

is likely to be granted at that time. Prelim. Resp. 6-7.

Becausethe Board has previously “decline[d] to infer” how a District

Court would decide a stay motion, Petitioner asserts that this factor is

neutral. Pet. 7 (quoting Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 15

at 12 (PTAB May13, 2020) (informative)). Patent Owner arguesthat

because the District Court has not granted a stay and “would notlikely grant

a stay given the lateness of the Petition, this factor favors denial of

institution.” Prelim Resp.7.

Wedecline to speculate on the likelihood of how the District Court

mayrule on a future motion to stay. Accordingly, wefind that this factoris

neutral.

C. Factor 2 — Proximity ofCourt’s Trial Date

Patent Ownerarguesthat the Petition should be denied because jury

selection in the 395 district court case is scheduled approximately nine

months before a final determination would issue in this case. Prelim. Resp.

4, 7-10.

7 Three patents, the °510 patent as well as U.S. Patent Nos. 10,469,614 and
10,257,319, are asserted in the 395 district court case. Ex. 2015, 1.

7
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Petitioner alleges that Patent Ownerhas previously sought to delay

trials as the set trial date approaches. Pet. 7 (referring to Luminati Networks

Ltd. v. UAB Tesonet, No. 2:18-cv-00299-JRG (E.D. Tex.)). Petitioner

argues that in light of Patent Owner’s history and the potential for COVID-

related delays, Factor 2 is neutral. Jd. at 8. Patent Owner respondsthat the

previouslitigation has been misrepresented by Petitioner, and instead Patent

Ownerfiled a motion to consolidate the referenced case with another case to

accelerate the date by which the ’510 patent infringement claims could be

tried. Prelim. Resp.7.

As mentioned above, Petitioner additionally brings to our attention

Judge Gilstrap’s Order to continue jury trials from December 2020 through

February of 2021, but the communication notes that Petitioner does not

know whatimpact the continuances may have onthetrial date in this case.

See Ex. 3001. Patent Ownerasserts that the Judge Gilstrap’s Order does not

impact the schedule fortrial in the case, and “no other facts can be inferred

from the Order.” Jd.

AsPatent Ownerasserts, the related jury trial in the 395 district court

case is currently scheduled to occur approximately nine months before a

final determination would issue in this case. Although there may be a delay

in the trial date, presuming that there would be delay would be conjectureat

this time. Accordingly, this factor favors discretionary denial of inter partes

review.

D. Factor 3 — Investmentin the Parallel Proceeding

Petitioner notes that this Petition was filed less than three monthsafter

the asserted claims were disclosed in the 395 district court case. Pet. 8.

However, it is undisputed that at this time that claim construction briefing
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has been completed, a Markman hearing was conducted, and a claim

construction order issued in the 395 district court case, which includes

interpretation of claim terms associated with the ’510 patent. See Ex. 2016.

Underthe Docket Control Order, fact discovery in that case was completed

on December14, 2020, and expert discovery was completed on January 21,

2021. See Ex. 1004, 1,3. The parties have not advised us of any changes to

those dates as scheduled.

Accordingly, in view of the status of the progress of the 395 district

court case, we agree with Patent Ownerthat this factor favors denial of

institution of inter partes review. See Prelim. Resp. 12.

E. Factor 4 — Overlap With Issues Raised in Parallel Proceeding

Petitioner asserts that because claims 1, 2, 8-11, 13, 15, 16, 18-20,

22, and 23 are asserted in the 395 district court case, but the Petition also

challenges claims 6, 7, 17, 21, and 24 of the ’510 patent, this factor weighs

in favorofinstitution. Pet. 8.

Patent Ownerargues that the overlap of the issues raised in Petition

and the 395 district court case are substantial. Prelim Resp. 12. More

specifically, Patent Owner contendsthat the Crowds, MorphMix, Border,

and RFC 2616 prior art asserted in the challenges in this proceedingare all

identified in the invalidity contentions in the 395 district court case. Id.

(citing Ex. 2006, 4f 3-4). Patent Owneralso asserts that only claim 1 of the

’510 patent is independent, and the additional claims challenged in the

Petition are all dependent. /d. at 12-13. As such, Patent Ownerarguesthat

there is no other independent claim at issue here that is not asserted in the

district court case, and the resolution of the patentability of independent
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claim 1 in the district court is also likely to have an impact on the additional

dependent claims challenged here. Jd. at 13.

In light of the commonpriorart asserted here and in the 395 district

court case, as well as the commonchallengeto the sole independent claim of

the °510 patent, we agree with the Patent Ownerthat the overlap in issues

between the two proceedingsis substantial. Accordingly, we determine that

this factor favors denial of institution of interpartes review.

F. Factor 5 — Commonality ofParties in Parallel Proceedings

Petitioner asserts that Code200 is a named petitioner here, but is not a

defendantin the 395 district court case. Pet. 9. Patent Owner argues that

three of the four namedpetitioners are also defendants in the 395 district

court case. PO Resp. 13. Patent Owneralso asserts that there is a close

corporate relationship between Code200 andthe otherpetitioners because

they share a common parent company. /d. at 14 (citing Ex. 2013, Ex. 2014).

Petitioner does not challenge this contention.

Given the commonality of most of the parties in this proceeding and

395 district court case, we find that this factor favors denial ofinstitution.

G. Factor 6 — Other Circumstances

Petitioner contends that the challenged patentis “extraordinarily

weak,” and policy favors instituting review under these circumstances. Pet.

9. Patent Ownerdisagrees, arguing that Petitioner’s reading of the claims is

unreasonable andthe asserted prior art is weak. Prelim. Rep. 15—16.

We have reviewed Petitioner’s unpatentability arguments and Patent

Owner’s preliminary responses, and based on the limited record beforeus,

we do notfind that the merits outweigh the other Fintiv factors favoring

denial of institution.

10
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H. Conclusion

The majority of the Fintiv factors, and particularly factor 2, the

proximity ofthe trial date in the 395 district court case, favor the denial of

institution. Thus, based on our assessmentof the Fintiv factors, we exercise

our discretion under 35 U.S.C. § 314(a) to deny interpartes review.

TT. ORDER

Accordingly,it is:

ORDEREDthat the Petition is denied as to all groundsandall

challenged claims of the °510 patent.

“1
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For PETITIONER:

Craig Tolliver
George Scott
CHARHON, CALLAHAN, ROBSON & GARZA, PLLC

ctolliver@tolliverlawfirm.com
jscott@ccrglaw.com

For PATENT OWNER:

Thomas Dunham

Don Livornese

RUYAKCHERIAN LLP

tomd@dunham.cc
donl@ruyakcherian.com
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Case 2:20-cy-O00073-JRG Document 74 Filed 04/29/21 Page lofi PagelDbt# 812

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court for the Eastern District of Texas onthe following 

(] Trademarks or (WH Patents. ( [Mf the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:20-cv-00073-JRG 3/5/2020 for the Eastern District of Texas

PLAINTIFF DEFENDANT

Teso LT, UAB, Metacluster LT, UAB, and Code200, UAB Luminati Networks Ltd. and EMK Capital LLP

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading
PATENT OR DATEOF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 
 

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/JUDGEMENT

Order dated April 20, 2021 dismissing all claims and counterclaims with prejudice pursuant to Joint Stipulation and
Motion to Dismiss Casein its Entirety.

CLERK (BY) DEPUTY CLERK DATE

Daud A. O Trobe 4/29/21

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2i2i-cv-00225-URG Documentid Filed GG/28/21 Page Loti Pagelb se 9&

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

(] Trademarks or (MW Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:21-cv-225 6/18/2021 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

Bright Data Ltd NetNutLtd.

 

PATENT OR DATE OF PATENT

1 10,257,319 4/9/2019 BRIGHT DATA LTD.

2 10,484,510 11/19/2019 BRIGHT DATA LTD. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading

HOLDER OF PATENT OR TRADEMARK

ep
po
ERee
eo
po

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/IUDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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Case 2idd-cv-00225-JRG-RSP Documenta Filed O6/ie/ei Page Lot] Pagesif & 9s

AO 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

TO:

P.O. Box 1450 ACTION REGARDING A PATENT OR

Alexandria, VA 22313-1450 TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following

(] Trademarks or (MW Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:21-cv-225 6/18/2021 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

Bright Data Ltd NetNutLtd.

 

PATENT OR DATE OF PATENT

1 10,257,319 4/9/2019 BRIGHT DATA LTD.

2 10,484,510 11/19/2019 BRIGHT DATA LTD. 
In the above—entitled case, the following patent(s)/ trademark(s) have been included:

_] Amendment LC] Answer CL) Cross Bill L] Other Pleading

HOLDER OF PATENT OR TRADEMARK

ep
po
ERee
eo
po

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISION/IUDGEMENT

 
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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