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Description

Technical Field

[0001] The present invention relates to a content dis-
tribution service in which a serverdistributes content to

the client in response to arequestfrom a client for playing
the content.

Background Art

[0002] Therehas been conventionally and widely used
techniques for providing content, such as moving imag-
es, via communication networks. Examples of the tech-
niques encompassa video on demand (VOD)service in
which a requestis transmitted from a client which plays
content and, in response to the request, the content is
distributed to the client from a server which managesthe
content. In the content distribution services such as the

VOD, contentis provided to clients by means of a stream-
ing method, a download method, or a progressive down-
load method.

[0003] The following Patent Literature 1 discloses an
example where a contentdistribution service is provided
by meansof the progressive download method. The Pat-
ent Literature 1 discloses a content distribution service

system in which a request for contentis transmitted to a
serverfrom a client with use of HTTP and the client plays
the content in response to the request.

Citation List

Patent Literature

[0004]

Patent Literature 1: Japanese Patent Application
Publication, Tokukai, No. 2005-110244 A(Publica-
tion Date: April 21, 2005)

Summaryof Invention

Technical Problem

[0005] Whatever method (the streaming method, the
download method,or the progressive download method)
is used, it is necessary to continuously transfer a great
amountof data to a client from a server in a case where

a contentdistribution service is provided, specifically,dif-
ferent kinds of content are distributed to a plurality of
clients. When the numberof clients increases and a load

of a network, which is used to transmit the data from the
server, and a load of the server exceedtheir limits, the
data transfer is, for example, delayed. This decreases
quality of the contentdistribution service.
[0006] The present invention has been madein view
of the aforementioned problem, and an object of the
present invention is to achieve (A) a contentdistributing
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device, (B) a content playing device, (C) a content dis-
tributing system, (D) a method for controlling the content
distributing device, (E) a controlling program, and (F) a
recording medium, each of which, reduces, in a content
distributing system in which contentis distributed to a
client from a server, reduces an increase in load of the
server and a network andfor data transmission from the
server.

Solution to Problem

[0007] In order to achieve aforementioned object, a
content distributing device for transmitting, in response
to a request, a content to a source which is a sender of
the request, in accordance with the present invention,
includes: determining meansfor determining whetherthe
source is (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to a content playing device or (B) the content playing
device for playing the content thus requested; content
transmitting means for transmitting, in response to the
request, the content thus requested to the relaying device
in a case where the determining means determines that
the source is a relaying device; content-storage-location
information generating means for generating content-
storage-location information by associating (A) the con-
tent transmitted by the content transmitting means with
(B) an address of the relaying device, which is a cesti-
nation to which the content is to be transmitted, or an

address of the content playing device, to which the con-
tent is to be transferred from the relaying device; and
content-acquiring-location instructing means for trans-
mitting, in response to the request, an instruction to the
content playing device which is the source in a case
wherethe determining means determinesthat the source
is a content playing device, which instruction is to acquire
the contentfrom (i) a relaying device indicated by an ad-
dress that the content-storage-location information as-
sociates with the content thus requested or(ii) a content
playing device indicated by an addressthat the content-
storage-location information associates with the content
thus requested.
[0008] In order to achieve aforementioned object, a
method for controlling content distributing device for
transmitting, in response to a request, a content to a
source which is a senderof the request, the method in
accordance with the present invention includes: a deter-
mining step of determining whether the sourceis (A) a
relaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
itis determined that, in the determining step, the source
is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-
tion information by associating (A) the content transmit-
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ted in the content transmitting step with (B) an address
of the relaying device, which is a destination to which the
content is to be transmitted, or an address of the content

playing device, to which the contentis to be transferred
from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the
request, an instruction to the content playing device
whichis the source in a case whereit is determined that,

in the content-storage-location information generating
step, the sourceis the content playing device, which in-
struction is to acquire the content from (i) a relaying de-
vice indicated by an address associated, in the content-
storage-location information, with the content thus re-
quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.
[0009] According to the arrangement, upon receipt of
the request from the relaying device, the content trans-
mitting means transmits the content thus requested to
the relaying device which is the source, and the con-
tent-storage-location information generating means gen-
erates the content-storage-location information by asso-
ciating (A) the content transmitted from the content trans-
mitting means with (B) the addressofthe relaying device,
whichis the destination of the content, or the address of
the content playing device, to which the contentis trans-
ferred from the relaying device. Further, upon receipt of
the request from the content playing device, the content-
acquiring-location instructing means transmits, to the
content playing device whichis the source, the instruction
to acquire the content from (1) the relaying device indi-
cated by an address associated, in the content-storage-
location information, with the content thus requested or
(II) the content playing device indicated by an address
associated, in the content-storage-location information,
with the content thus requested. Here, the relaying device
and the content playing device possess the content thus
acquired, and the content-storage-location information
is information indicating which relaying device or content
playing device possesses a content.
[0010] That is, the content distributing device associ-
ates (A) a content which has been transmitted before
with (B) a relaying device or a content playing device
which possessesthe content, and, upon receipt of a re-
quest from a certain content playing device, the content
distributing device does not directly transmit the content
to the content playing device which is the source, but
transmits, to the content playing device which is the
source, an instruction to acquire the content from a re-
laying device or a content playing device which possess-
es the content thus requested. The content playing de-
vice, which is the source, acquires the content thus re-
quested from a designated relaying device or a desig-
nated content playing device. Therefore, if the designat-
ed relaying device or the designated content playing de-
vice possesses the content, it is possible to complete
transmission and reception of the content with use of only
(A) the content playing device which is the source and
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(B) the designated relaying device or the designated con-
tent playing device. That is, the content playing device,
which is the source, can acquire content, without carrying
out a process for transmitting the content.
[0011] This makesit possible to reduce (A) a load ofa
network, which is used to transmit data from the content

distributing device, and (B) a load of the contentdistrib-
uting device. Among processescarried out by the content
distributing device, the relaying device, and the content
playing device, a process for transmitting and receiving
the content is a process which applies the heaviest load,
and the process applies the heaviestload of the network
among the contentdistributing device, the relaying de-
vice, and the content playing device. However, evenif,
for example, the number of content playing devices is
increased and the numberof requeststo the contentdis-
tributing devices is therefore increased, it is possible to
reduce (A) an increase in load of the network whichis
used to transmit data from the content distributing device
and (B) an increase in load of the content distributing
device. Therefore, a large numberof content playing de-
vices can acquire contents, without increasing through-
put of the content distributing device or capacity of the
network.

Advantageous Effects of Invention

[0012] As described above, a content distributing de-
vice for transmitting, in response to a request, a content
to a source which is a senderof the request, in accord-
ance with the present invention, includes: determining
meansfor determining whether the sourceis (A) a relay-
ing device for receiving the content thus requested and
possessing and transferring the content to acontentplay-
ing device or (B) the content playing device for playing
the content thus requested; content transmitting means
for transmitting, in response to the request, the content
thus requested to the relaying device in a case where
the determining means determines that the source is a
relaying device; content-storage-location information
generating means for generating content-storage-loca-
tion information by associating (A) the content transmit-
ted by the content transmitting means with (B) an address
of the relaying device, which is a destination to which the
contentis to be transmitted, or an address of the content

playing device, to which the content is to be transferred
from the relaying device; and content-acquiring-location
instructing means for transmitting, in response to the re-
quest, an instruction to the content playing device which
is the source in a case where the determining means
determines that the source is a content playing device,
whichinstruction is to acquire the content from (i) a re-
laying device indicated by an address that the content-
storage-location information associates with the content
thus requested or(ii) a content playing device indicated
by an addressthat the content-storage-location informa-
tion associates with the content thus requested.
[0013] Amethod for controlling contentdistributing de-
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vice for transmitting, in response to a request, a content
to a source which is a senderof the request, the method
in accordance with the present invention includes: a de-
termining step of determining whether the source is (A)
arelaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source
is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-
tion information by associating (A) the content transmit-
ted in the content transmitting step with (B) an address
of the relaying device, whichis a destination to which the
contentis to be transmitted, or an address of the content
playing device, to which the contentis to be transferred
from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the
request, an instruction to the content playing device
whichis the source in a case whereit is determined that,

in the content-storage-location information generating
step, the source is the content playing device, which in-
struction is to acquire the content from (i) a relaying de-
vice indicated by an address associated, in the content-
storage-location information, with the content thus re-
quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.
[0014] This makes it possible to reduce (A) a load of
the network, which is used to transmit data from the con-

tent distributing device and (B) a load of the content dis-
tributing device.
[0015] Additional objects, features, and strengths of
the presentinvention will be made clear by the description
below. Further, the advantages of the present invention
will be evident from the following explanation in reference
to the drawings.

Brief Description of Drawings

[0016]

Fig. 1
Fig. 1 is a view illustrating Embodiment 1 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 1 and main configurations of
devices constituting the content distributing system.
Fig. 2
Fig. 2 is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cluded in the contentdistributing system.
Fig. 3
Fig. 3 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
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the contentdistributing system.
Fig. 4
Fig. 4 is a flowchart showing an exemplary process
whichis carried out by a serverconstituting the con-
tent distributing system.
Fig. 5
Fig. 5 is a flowchart showing an exemplary process
which is carried out by a proxy constituting the con-
tent distributing system.
Fig. 6
Fig. 6 is a flowchart showing an exemplary process
whichis carried out by a client constituting the con-
tent distributing system.
Fig. 7
Fig. 7 is a viewillustrating an exemplary operation
sequenceof a content distributing system in Exam-
ple of Embodiment 1.
Fig. 8
Fig. 8 is a viewillustrating exemplary HTTP messag-
es which are transmitted/received as a request or a
response.(a), (c), and (d) of Fig. 8 show HTTP mes-
sages of respective requestsillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 8 show HTTP messages of
respective responsesillustrated in Fig. 7.
Fig. 9
Fig. 9 is a viewillustrating exemplary HTTP messag-
es which are transmitted/received as a request ora
response.(a), (c), and (d) of Fig. 9 show HTTP mes-
sages of respective requestsillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 9 show HTTP messages of
respective responsesillustrated in Fig. 7.
Fig. 10
Fig. 10 is a viewillustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or aresponse.(a), (c), and (d) of Fig. 10 show HTTP
messagesof respective requests illustrated in Fig.
7, and (b), (e), and (f) of Fig. 10 show HTTP mes-
sages of respective responsesillustrated in Fig. 7.
Fig. 11
Fig. 11 is a view illustrating Embodiment 2 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 2 and main configurations of
devices constituting the content distributing system.
Fig. 12
Fig. 12 is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cludedin the contentdistributing system.
Fig. 13
Fig. 13 is a viewillustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the content distributing system.
Fig. 14
Fig. 14 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.
Fig. 15
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Fig. 15is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 16
Fig. 16 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
relaying device and constitutes the content distrib-
uting system.
Fig. 17
Fig. 17 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment2.
Fig. 18
Fig. 18 is a viewillustrating example HTTP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 18 show HTTP mes-
sages of respective requests illustrated in Fig. 17,
and (b), (e), and (f) of Fig. 18 show HTTP messages
of respective responsesillustrated in Fig. 17.
Fig. 19
Fig. 19 is a view illustrating example HTTP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 19 show HTTP mes-
sages of respective requests illustrated in Fig. 17,
and (b), (e), and (f) of Fig. 19 show HTTP messages
of respective responsesillustrated in Fig. 17.
Fig. 20
Fig. 20 is a view illustrating Embodiment 3 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 3 and main configurations of
devices constituting the content distributing system.
Fig. 21
Fig. 21 is a format of content dealt by the content
distributing system.
Fig. 22
Fig. 22 is a flowchart showing an exemplary process
whichis carried out by a server constituting the con-
tent distributing system.
Fig. 23
Fig. 23 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 24
Fig. 24 is a view illustrating an exemplary operation
sequence of a contentdistributing system in Exam-
ple of Embodiment3.
Fig. 25
Fig. 25 is a view showing an exemplarytransmission
log stored in a transmission log storage section in-
cluded in the content distributing system.
Fig. 26
Fig. 26 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section includedin
the contentdistributing system.
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Fig. 27
Fig. 27 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or aresponse.(a), (c), and (d) of Fig. 27 show HTTP
messages of respective requests illustrated in Fig.
24, and (b), (e), and (f) of Fig. 27 show HTTP mes-
sages of respective responsesillustrated in Fig. 24.
Fig. 28
Fig. 28 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or a response. (a) and (b) of Fig. 28 show HTTP
messages of respective requests illustrated in Fig.
24, and (c) and (d) of Fig. 28 show HTTP messages
of respective responsesillustrated in Fig. 24.
Fig. 29
Fig. 29 is a view illustrating Embodiment 4 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment4 and main configurations of
devices constituting the content distributing system.
Fig. 30
Fig. 30 is a viewillustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the contentdistributing system.
Fig. 31
Fig. 31 is a flowchart showing an exemplary process
whichis carried out by a serverconstituting the con-
tent distributing system.
Fig. 32
Fig. 32 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 33
Fig. 33 is a view illustrating an exemplary operation
sequence of a contentdistributing system in Exam-
ple of Embodiment4.
Fig. 34
Fig. 34 is a viewillustrating an exemplary HTTP mes-
sage which is transmitted and received as a re-
sponse.

Fig. 35
Fig. 35 is a view illustrating exemplary MPD data
which is meta data of content dealt by a contentdis-
tributing system in accordance with Embodiment 5
of the presentinvention.
Fig. 36
Fig. 36 is a view illustrating exemplary MPD data
whichis dealt by the content distributing system.
Fig. 37
Fig. 37 is a view illustrating an exemplary external
resource which is dealt by the content distributing
system.
Fig. 38
Fig. 38 is a viewillustrating exemplary MPD data and
an example external resource which are dealt by the
contentdistributing system.
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Fig. 39
Fig. 39 is a flowchart showing an exemplary process
whichis carried out by a serverconstituting the con-
tent distributing system.
Fig. 40
Fig. 40 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.
Fig. 41
Fig. 41 is a viewillustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment5.

Description of Embodiments

<Embodiment 1>

[0017] The description will discuss Embodiment 1 of
the present invention with reference to Fig. 1 to Fig. 10.
First, an outline of a contentdistributing system 1 of Em-
bodiment 1 will be described with reference to Fig. 1.

[Cutline of content distributing system 1]

[0018] Fig. 1 illustrates a schematic configuration of
the content distributing system 1 in accordance with Em-
bodiment 1 and main configurations of devices constitut-
ing the contentdistributing system 1. Asillustrated in Fig.
1, the content distributing system 1 includes a server
(contentdistributing device) 2, proxies (relaying devices,
content acquiring devices) 3a and 3b, and clients (con-
tent playing devices, content acquiring devices) 4a and
4b. The contentdistributing system 1 also includes: a
content storage section 5 connected to the server 2; and
cache storage sections 6a and 6b connectedto the re-
spective proxies 3a and 3b.
[0019] Asillustrated in Fig. 1, the server2, the proxies
3a and 3b, and the client 4a and 4b are connected to one
another via a network 7. Note that the network 7 is not

particularly limited, provided that the aforementioned de-
vices can be communicated with one another. Accord-

ingly, the network 7 may be a wired communication net-
work or a wireless communication network.

[0020] Note that, in the following description, the prox-
ies 3a and 3b will be called generally as a proxy 3; the
cache storage sections 6a and 6b, a cache storage sec-
tion 6; and the client 4a and 4b, a client 4.

[0021] Further, the present invention is not limited to
the exampleillustrated in Fig. 1, in which the content
distributing system 1 includes two proxies 3 and twocli-
ents 4. The contentdistributing system 1 may include
one proxyor three or more proxies, and may include three
or more clients 4. Thatis, the content distributing system
1 only needsto include at least one proxy 3 and a plurality
of clients 4.

[0022] In Embodiment 1, a content distributed by the
server 2 is assumed to be a video content for a VOD
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service, and a format of the content is assumed to be a
MP4file format. Further, a transfer protocol on the net-
work 7 in the content distributing system 1 is assumed
to use the HTTP, whichis widely used as a generalfile
transferring protocol. Note that, in Embodiment 1, the
content distributed by the server 2 and the transfer pro-
tocol on the network7 in the contentdistributing system
1 are not limited to this configuration.

[Server2]

[0023] The server 2 is a content distributing device
which receives a request message (request) to request
to transmit a content from the proxy 3 and the client 4
(content acquiring device) and transmits a response
message(response) inresponseto the request message
thus received. As described above, the server 2 is con-
nected to the content storage section 5 which stores con-
tents such as moving images, and managesthe contents
stored in the content storage section 5. Note that the
content storage section 5 may be provided inside the
server2.

[0024] Note that the server 2 may simultaneously dis-
tribute the same content to an unspecified number of
devices, maydistribute a content to a single device, or
may simultaneously distribute the same content to a pre-
determined numberof devices.

[0025] Asillustrated in Fig. 1, the server 2 includes: a
server controlling section 14 for collectively controlling
operations of the server 2; a server communication sec-
tion 11 which is provided so that the server 2 can com-
municate to an external device; a transmission log stor-
age section 12 in which a response transmitted by the
server 2 is stored; and a content-storage-location infor-
mation storage section 13 for storing content-storage-
location information (details will be described below). The
server controlling section 14 includes: a response exe-
cuting section (determining means, content transmitting
means, content-acquiring-location instructing means,
transmission record creating means) 15; a relaying de-
vice specifying section (content-acquiring-location in-
structing means, distance calculating means) 16; anda
content-storagelocation information generating section
(content-storage-location information generating
means) 17.
[0026] The response executing section 15 receives,
via the server communication section 11, arequest mes-
sage to request to transmit a content, and then the re-
sponse executing section 15 transmits, to a device (proxy
3 or client 4) which is the senderof the request message,
aresponse message inresponseto the request message
thus received.

[0027] Specifically, the response executing section 15
is ready to receive the request message to request to
transmit the content, and, upon receiving, via the server
communication section 11, the request message to re-
quest to transmit the content, the response executing
section 15 checks a headerof the request message in
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order to determine whether or not the request message
thus received is transmitted via the proxy 3. For example,
it may be so configured that in a case of receiving a re-
quest message which includes a "Via" header, the re-
sponse executing section 15 determinesthat the request
message thus received has been transmitted by the
proxy 3 in response to a request message of the client
4, whereas, in a case of receiving a request message
which does not include the "Via" header, the response
executing section 15 may determine that the request
message thus received has been transmitted directly
from the client 4.

[0028] Uponreceipt of the request message to request
the content directly from the client 4, the response exe-
cuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify addressinfor-
mation (e.g., URI of proxy 3 etc.) of the proxy 3 which
(possibly) possesses the content that the client 4 re-
quests. Then, the response executing section 15 re-
ceives, from the relaying device specifying section 16,
the address information of the proxy 3 which possesses
the content that the client 4 requests. After that, in re-
sponse to the request message from the client 4, the
response executing section 15 transmits, to the client 4,
aninstruction (i.¢e., a response message) to acquire such
a requested content based on the address information
specified by the relaying device specifying section 16.
For example, by giving, to "Location field", with use of a
"305 USE Proxy" serving as the response message,the
address information specified by the relaying device
specifying section 16, the response executing section 15
transmits, to the client 4, an instruction to transmit, to the

proxy 3 which (possibly) possesses the contentthat the
client 4 requests, the request message of the content.
[0029] When receiving, from the proxy 3, the request
messageto request the content, the response executing
section 15 determines whetheror not the request mes-
sage thus received is a conditional request such as
"If-Modified-Since". In a case where the request mes-
sage thus received is not a conditional request, the re-
sponse executing section 15 reads out a requested con-
tent from the content storage section 5 and transmits
such a read-out contentto the proxy 3 in responseto the
request messageof the proxy 3.
[0030] Meanwhile, in a case where the request mes-
sage thus received is a conditional request, the response
executing section 15 then determines whetheror not data
held by the proxy 3 is latest. To put it another way, the
response executing section 15 determines whether or
not the data of the content held by the proxy 3 and data
of the samecontent stored in the content storage section
5 are identical to each other.

[0031] In acase where the data of the content held by
the proxy 3 is not latest, the response executing section
15 reads out a requested content from the content stor-
age section 5, and, in responseto the request message
transmitted from the proxy 3, transmits the content thus
read out to the proxy 3. Meanwhile, in a case where the
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data of the content held by the proxy 3 is latest, the re-
sponse executing section 15 transmits, to the proxy3,in
response to the request message transmitted from the
proxy 3, aresponse messagethat the data of the content
held by the proxy 3 is latest. The response executing
section 15 transmits, to the proxy 3, for example, "304
NOT modified" serving as the response message that
the data of the content held by the proxy3is latest.
[0032] Further, the response executing section 15 cre-
ates a transmission log (response transmission record)
based on the response messagethus sent, and causes
the transmission log storage section 12 to store the trans-
mission log thus created. The transmission log created
by the response executing section 15 will be described
later in detail.

[0033] As for the content to be transmitted from the
response executing section 15 to the proxy 3, for exam-
ple, "Cache-Control: must-revalidate" or "Cache-Control:
proxy-revalidate" may be added to a headerof the con-
tent. Accordingly, when the proxy 3 which receives the
content uses,i.e., transmits the content held by the cache
storage section 6 in response to another request, it is
possible to confirm the server 2 before the transmission
of the content from the proxy 3, as to whetheror not the
contentis the latest version.

[0034] In response to an instruction of the response
executing section 15, the relaying device specifying sec-
tion 16 specifies which proxy 3 (possibly) possesses the
content that the client 4 requests.
[0035] Specifically, the relaying device specifying sec-
tion 16 reads out content-storage-location information
from the content-storage-location information storage
section 13 in responseto the instruction of the response
executing section 15. With reference to the content-stor-
age-location information thus read out, the relaying de-
vice specifying section 16 specifies, as address informa-
tion of a device from which the content is acquired, the
addressinformation (e.g., URI) of the proxy 3 associated
with the content that the client 4 requests. The relaying
device specifying section 16 transmits the address infor-
mation thus specified to the response executing section
15.

[0036] Inacase where the content-storage-location in-
formation for the content that the client 4 requests is not
stored in the content-storage-location information stor-
age section 13, the relaying device specifying section 16
may specify, as address information of a device from
which the content is acquired, predetermined (default)
address information of the content that the client 4 re-

quests. Alternatively, in a case where the content-stor-
age-location information storage section 13 does not
store the content-storage-location information for the
content that the client 4 requests, the relaying device
specifying section 16 mayselect, at random, from proxies
3 connected to the server 2 via the network 7, address
information of a device from which the content is ac-

quired.
[0037] Inacase where the content-storage-locationin-
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formation storage section 13 contains a plurality of pieces
of content-storage-location information containing a plu-
rality of pieces of address information of proxies 3 asso-
ciated with the content requested bythe client 4, the re-
laying device specifying section 16 mayspecify a plurality
of pieces of address information as address information
of a device from which the content is acquired, and may
make a content-storage-location list containing the plu-
rality of pieces of address information thus specified. Al-
ternatively, in a case where the relaying device specifying
section 16 specifies the plurality of pieces of address
information as address information of a device from

which the content is acquired, the relaying device spec-
ifying section 16 may make a content-storage-location
list by adding priorities to the plurality of pieces of address
information.

[0038] Inacase wherethe content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the
client 4 requests, the relaying device specifying section
16 may specify address information of a proxy 3, which
address information is contained in the latest content-

storage-location information (which means that date and
time contained in the content-storage-location informa-
tion are the latest), as the address information of the de-
vice from which the content is acquired. In a case where
a plurality of pieces of address information are specified
as the address information of the device from which the

content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-locationlist by add-
ing priorities to the pieces of address information in such
amannerthat, for example, later date and time contained
in content-storage-location information are given a high-
er priority.
[0039] Further, ina case where the content-storage-lo-
cation information storage section 13 contains the plu-
rality of pieces of content-storage-location information
containing the respective plurality of pieces of address
information of proxies 3 associated with the content that
the client 4 requests, the relaying device specifying sec-
tion 16 mayspecify an addressofa proxy 3 as an address
of a device from which the content is acquired, which
address of the proxy 3 has a shortest distance between
the proxy 3 and the client 4 on the basis of a physical or
network-structural distance and is contained in the con-

tent-storage-location information. Also in a case where
the plurality of pieces of address information are specified
as the address information of the device from which the

content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-location list on the
basis of, for example, the distance between the proxy 3
and the client 4 on the physical or network structure. That
is, the relaying device specifying section 16 may make
the content-storage-location list by adding priorities to
the plurality of pieces of address information in such a
mannerthat address information with a shorter distance
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gets a higherpriority. Specifically, the relaying device
specifying section 16 may make a content-storage-loca-
tion list in such a mannerthat (A) a plurality of physical
or network-structural distances between proxies 3 indi-
cated bythe plurality of addresses andclients 4 trans-
mitted the requestare calculated on the basis of the plu-
rality of addresses contained in respective plurality of
pieces of content-storage-location information, (B) the
plurality of addresses, which are containedin the plurality
of pieces of content-storage-location information, re-
spectively, are arranged so that an addresswith a shorter
distance gets a higherpriority, and (C) priorities are as-
signed to the plurality of addresses.
[0040] In acase where, for example, the server 2 al-
ready has (A) URIs ofthe clients 4 transmitted the request
messageand (B) URIs of the proxies 3 connected to the
server 2 via the network7, the relaying device specifying
section 16 may make a content-storage-location list in
such a mannerthat (Il) domain names of the clients 4
transmitted the request message are found out on the
basis of URIs of the clients 4, (Il) proxies 3 are arranged
so that, in each level of the domain names thus found

out, the shorter physical or network-structural distance
between a client 4 and a proxy 3 gets a higherpriority,
and(Ill) priorities are assigned to the plurality of pieces
of addressinformation.

[0041] Specifically, ina case where the URIof the client
4is, for example, "http://client.co.jp", the relaying device
specifying section 16 may make a content-storage-loca-
tion list in view of a second level domain name. Specifi-
cally, the relaying device specifying section 16 may make
the content-storage-location list by (i) selecting proxies
3 whose second level domain name is "co.jp" and (ii)
arranging the proxies 3 thus selected in such a manner
that the shorter physical or network-structural distance
between the proxy 3 and the client 4 gets a higherpriority.
In a case where no proxy 3 has "co.jp" as the second
level domain name, the relaying device specifying sec-
tion 16 may make a content-storage-location list by (A)
selecting proxies 3 whosefirst level domain nameis "jp"
and (B) arranging the proxies 3 in such a mannerthat
the shorter physical or network-structural distance be-
tween the proxy 3 and the client 4 gets a higherpriority.
[0042] Inacase wherethe URIof the client 4 is not an
organizational type JP domain namesuch as "co.jp", but
is a geographical type JP domain name such as "kai-
sha.chiyoda.tokyo.jp" or "pref.fukuoka.jp" in which a pre-
fecture label or a city (city, ward, town, village) label is
contained, the relaying device specifying section 16 may
make a content-storage-location list by selecting (I) la-
bels (prefecture labels or city labels) to which proxies 3
are attached are same as those to which the clients 4

are attachedor(II) labels to which proxies 3 are attached
are resemble to thoseto which the clients 4 are attached.

[0043] Similarly, in a case where server2 already con-
tains information on an IP addressof the client 4 which

has transmitted the request message, an IP address of
the proxy 3 connected to the server2 via the network 7,
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and the like, the relaying device specifying section 16
mayselect, with reference to a network address section
on a high-order-bit side of the IP address of the client 4
which has transmitted the request message, a proxy 3
having a short physical or network-structural distance be-
tween the proxy 3 and the client 4.
[0044] In addition, aconnecting path between the serv-
er 2 and the client 4 and a network status are checked

in advance with use of, for example, a general method
such as a routing technology, a network monitoring, or
traffic analysis, and, on the basis of the connecting path
and the network status specified by the relaying device
specifying section 16, a more appropriate proxy may be
selected. For example, before the relaying device spec-
ifying section 16 transmits, to client 4, an instruction to
designate a proxy 3 for acquiring the content, the con-
necting path between the server 2 and the client 4 is
checked with useofa "traceroute" commandora "tracert"

command,and, on the basis of a result of such check,

the relaying device specifying section 16 may select a
proxy 3 whichis closerto the client4.
[0045] Further, the relaying device specifying section
16 may specify, in view of load statusesof the proxies 3,
a proxy 3 which (possibly) possesses the content that
the client 4 requests and hasalow load. More specifically,
the relaying device specifying section 16 may specify,
with reference to the transmission log stored in the trans-
mission log storage section 12, address information of
the device from which the content is acquired.
[0046] For example, the relaying device specifying
section 16 may carry out the following processes: the
relaying device specifying section 16 determines, with
reference to the transmission log stored in the transmis-
sion log storage section 12, whether or not each proxy 3
has transmitted or received the content within a prede-
termined time period; and the relaying device specifying
section 16 specifies, as the address information of the
device from which the content is acquired, addressinfor-
mation of a proxy 3 which(i) has transmitted or received
no content within the predetermined time period and (ii),
in the content-storage-location information thus read out,
is associated with the content that the client 4 requests.
Note that the predetermined time period may be set in
accordance with the content associated with the proxy 3.
[0047] Inacase wherethe content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the
client 4 requests, the relaying device specifying section
16 may specify, as the address information of the device
from which the content is acquired, address information
of a proxy 3 which (A) has transmitted or received no
content within a predetermined time period and (B) is
contained in the latest content-storage-location informa-
tion.

[0048] Further, the relaying device specifying section
16 mayspecify, in view of the numberof accessesto the
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server 2 from the proxies 3, a proxy 3 which (possibly)
possessesthe content that the client 4 requests. For ex-
ample,it can be considered that, if a proxy 3 has a large
numberof accesses to the server2, the proxy 3 caches
alarge numberof contents. Accordingly, the relaying de-
vice specifying section 16 may specify a proxy 3 whose
numberof accesses to the server 2 is a predetermined
lower limit or more. Note that the relaying device speci-
fying section 16 may specify the number of accesses to
the server 2 with reference to the transmission log stored
in the transmission log storage section 12. Specifically,
the relaying device specifying section 16 mayspecify, as
the address information of the device from which the con-

tentis acquired, an address of a proxy 3 whose number
of accessesto the server2 is a predetermined lowerlimit
or more, which address of the proxy 3 is selected from
the proxies 3 associated with the contents, which are
requested by the clients 4, of the content-storage-loca-
tion information.

[0049] Further, in a case where theplurality of pieces
of address information are associated with the content

that the client 4 requests, the relaying device specifying
section 16 may specify, as the address information of the
device from which the content is acquired, an address
information of a proxy 3 having a largest numberof ac-
cessesto the server2.

[0050] Furthermore, in order not to concentrate ac-
cesses to a specific proxy 3, the relaying device speci-
fying section 16 may specify a proxy 3 whose numberof
accessesto the server 2 is a predetermined upper limit
or less.

[0051] The content-storage-location information gen-
erating section 17 generates, on the basis of the trans-
mission log stored in the transmission log storage section
12, content-storage-location information for specifying
address information of a proxy 3 which (possibly) pos-
sesses content, and causesthe content-storage-location
information storage section 13 to store the content-stor-
age-location information.
[0052] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-
location information by associating, with reference to a
transmission log that the server 2 has transmitted the
content to a proxy 3, (A) the content which has been
transmitted by the server 2, (B) address information of
the proxy 3 which is a destination of the content, and (C)
date and time when the server2 has transmitted the con-

tent. Alternatively, the content-storage-location informa-
tion generating section 17 generates content-storage-lo-
cation information by associating (A) the content which
is confirmed, by the server2, that the contentis the latest
version with reference to a transmission log indicating
that the server 2 has transmitted a response message
that the content held by the proxy 3 is the latest version,
(B) addressinformation of the proxy 3 which possesses
the content, and (C) date and time when the server 2 has
transmitted the response message.
[0053] Note that the content-storage-location informa-
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tion generating section 17 may generate content-stor-
age-location information every time when a predeter-
mined transmission log is added to the transmission log
storage section 12, or may generate content-storage-lo-
cation information by reading out the transmission log
per predetermined time period.
[0054] The transmission log storage section 12 stores
a transmission log in which (A) transmission date and
time of a response messagethat the server 2 has trans-
mitted to the proxy 3 or to the client 4, (B) addressinfor-
mation of the device which receives the response mes-
sage, (C) contents of the response message, and (D) a
content requested by a request messagein response to
the response messageare associated with one another.
Examples of the transmission log stored in the transmis-
sion log storage section 12 encompassdataillustrated
in Fig. 2. Fig. 2 is a view showing an exemplary trans-
mission log stored in the transmission log storage section
12.

[0055] As shownin Fig. 2, the transmission log asso-
ciates (A) "Date" whichis date and time when aresponse
messageis transmitted, (B) “destination address" which
is address information of a device which receives the

response message,(C) “transmitted contents” which in-
dicates the contents of the response message, and (D)
"content ID" which indicates the content requested by a
request messagein responseto the response message.
[0056] "200 OK", "305 USE Proxy", or "304 Not Mod-
ified", which is the contents of the response message, is
stored as the "transmitted contents”. In a case where the

“transmitted contents"is "305 USE Proxy", the "305 USE
Proxy" contains, in parentheses, information indicative
of a proxy 3 which is designated by the relaying device
specifying section 16, i.e., "305 Use Proxy (proxy 1)" as
shownin Fig. 2.
[0057] "200 OK"is contained in a response message
transmitted when the content is transmitted in response
to the request for the content. Thus, a transmission log
of the response message "200 OK"is referred to as a
content transmission log. "305 USE Proxy" is contained
in a response messageto provide a device with the con-
tent from a designated proxy. Thus, a transmission log
of the response message "305 USE Proxy"is referred to
as an acquiring instruction log. "304 Not Modified" is con-
tained in a response message which notifies a device
that the contentis the latest version, the transmission log
of the response message "304 Not Modified" is referred
to as a version notification log.
[0058] The response executing section 15 creates a
transmission log based on a transmitted response mes-
sage, so that the content-storage-location information
generating section 17 can make, on the basis of the trans-
mission logs, content-storage-location information for
specifying address information of a proxy 3 which (pos-
sibly) possesses a content (as described above). The
relaying device specifying section 16 can refer to the
transmission log in order to specify a proxy 3 which has
transmitted or received no content within a predeter-
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mined time period.
[0059] With reference to a transmission log stored in
the transmission log storage section 12, for example, the
relaying device specifying section 16 specifies, as a
proxy 3 which hastransmitted or received a content within
a predetermined time period, a proxy 3 whichis associ-
ated with "200 OK" or "304 Not Modified" as the trans-
mitted contents.

[0060] The content-storage-location information stor-
age section 13 stores content-storage-location informa-
tion in which (A) a content, (B) address information of a
proxy 3 which (possibly) possesses the content, and (C)
date and time whenthe proxy 3 acquires the content are
associated with one another. Examples of the con-
tent-storage-location information stored in the content-
storage-location information storage section 13 may en-
compassdata shownin Fig. 3. Fig. 3 is a view showing
exemplary content-storage-location information stored in
the content-storage-location information storage section
13. To put it another way, the content-storage-location
information is information in which the content and the
address information indicative of a location where the
content is stored are associated with each other.

[0061] Asshown in Fig. 3, the content-storage-location
information is information in which (A) "Date" which is
date and time when the proxy 3 acquires a content, (B)
"content ID" (content identification information) which
identifies the content, and (C) "storage-location address"
which is address information of the proxy 3 which pos-
sesses the content are associated with one another.

[0062] The content-storage-location information gen-
erating section 17 generates content-storage-locationin-
formation based on a transmission log. Accordingly, as
described above, the relaying device specifying section
16 can specify, with reference to the content-storage-
location information, address information of a proxy 3
which (possibly) possesses the content.
[0063] Notethat, like the content storage section 5, the
transmission log storage section 12 and the content-stor-
age-location information storage section 13 may be pro-
vided outside the server 2 and connected to the server

2, instead of being provided in the server2.

[Proxy 3]

[0064] The proxy 3 is a device for transmitting a re-
quested content and also for requesting and acquiring a
content. As described above, the proxy 3 is connected
to the cache storage section 6 whichstores, for example,
a content received from the server 2. In a case where

the cache storage section 6 includes a requested con-
tent, the proxy 3 reads out the requested content from
the cache storage section 6 and then transmits the re-
quested content to the client 4. Meanwhile, in a case
where the cache storage section 6 does not include the
requested content, the proxy 3 requests the content to
the server 2. Note that the cache storage section 6 may
be provided in the proxy3.
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[0065] Asillustrated in Fig. 1, the proxy 3 includes: a
proxy controlling section 22 for collectively controlling op-
erations of the proxy 3; and a proxy communication sec-
tion 21 with which the proxy 3 communicates to an ex-
ternal device. The proxy controlling section 22 includes
a response/ request execution section 23.
[0066] The response/request execution section 23 is
provided for transmitting, to the client 4, a content des-
ignated by a request message which has been received
from the client 4 to request the content.
[0067] Specifically, the response/request execution
section 23 is ready to receive, from the client 4, a request
message to request to transmit a content, and, upon re-
ceipt of the request message from the client 4 via the
proxy communication section 21, the response/request
execution section 23 confirms whetheror not a requested
content is stored in the cache storage section 6.
[0068] In a case where the requested content is not
stored in the cache storage section 6, the response/re-
quest execution section 23 confirms a "Host"field of the
request message transmitted from the client 4, and trans-
mits, to the server 2 indicated by a URI written in the
"Host"field, the request message of the content that the
client 4 requests. Then, the response/request execution
section 23 acquires the content from the server 2, and
causesthe cache storage section 6 to store the content
thus acquired. After that, the response/request execution
section 23 transmits the requested content to the client 4.
[0069] Further, in a case where the requested content
is stored in the cache storage section 6, the response/re-
quest execution section 23 acts such that, in order to
confirm whetheror not data of the content stored in the

cache storage section 6 is the latest, the response/re-
quest execution section 23 makes a request message
provided with a conditional request, such as "If-Modified-
Since" in which time information indicative of time when

the proxy 3 acquires the contentis written, and transmits,
to the server 2, the request message provided with the
conditional request thus made.
[0070] In a case where the response/request execu-
tion section 23 receives, from the server 2, a response
message "304 NOT Modified"in response to the request
message provided with the conditional request, the re-
sponse/request execution section 23 determines that the
content stored in the cache storage section 6 is the latest
data. Then the response/request execution section 23
reads out the content from the cache storage section 6,
and transmit, to the client 4, the content thus read out.

[0071] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server 2 transmits the latest content in response to the
request message provided with the conditional request,
and the response/request execution section 23 acquires
the content transmitted from the server 2. The response/
request execution section 23 causes the cache storage
section 6 to store the content thus acquired, and then
transmits, to the client 4, the content thus required.
[0072] Note that the response/request execution sec-
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tion 23 may be configured to transmit the content to the
client 4 while the content contains, in its header,
"Cache-Control: must-revalidate" or "Cache-Control

which has been added by the server 2. Accordingly, ina
case wherethe content, which has been acquired by the
client 4 serving as a destination of the content, is trans-
mitted in response to another request, it is possible to
cause the client 4 to always transmit, to the server 2, an
inquiry as to whetheror not the contentis the latest ver-
sion, before the client 4 transmits the content.
[0073] Thatis, in Embodiment1, the proxy 3is adevice
for transmitting a request of a content and acquiring the
content, andis also a relaying device for possessing such
a requested content and relaying the requested content
to another device (e.g., client 4) to which the requested
contentis transmitted from the relaying device.

[Client 4]

[0074] The client 4 is a device for requesting and ac-
quiring a content, and playing the content thus acquired.
Although notillustrated in Fig. 1, the client 4 includes an
input section for accepting a user’s operation, and re-
quests a content on the basis of an input operation ac-
cepted by the input section.
[0075] Asillustrated in Fig. 1, the client 4 includes: a
client control section 32 for collectively controlling oper-
ations of the client 4; and a client communication section
31 with which the client 4 communicates to an external

device. The client control section 32 includes: a request
executing section 33 and a content playing section 34.
[0076] The request executing section 33 generates a
request message to requestto transmit a content, trans-
mit the request message to the server 2 via the client
communication section 31, and receives a response
message in response to the request message. In the
present invention, as described above, the request exe-
cuting section 33 receives, from the server 2, the re-
sponse message which is (A) information for specifying
a proxy and (B) an instruction for transmitting, to the
proxy, a request message to request the content. Upon
receipt of the response message from the server 2, the
request executing section 33 transmits, to such a desig-
nated proxy 3, the request message to requestto transmit
the content in responseto the instruction from the server
2. Then, the request executing section 33 acquires the
content from the proxy 3 designated by the server2.
[0077] Thecontentplaying section 34 plays the content
acquired by the request executing section 33. In a case
where, for example, the acquired content is a moving
image, the content playing section 34 decodes the ac-
quired content. Then, the content playing section 34
causes an external display device (not shown) to output
a moving image and audio thud obtained by decoding.
[0078] Thatis, in Embodiment1, the client 4 is a device
for transmitting a request for a content and acquiring the
content, and also serves as a content playing device for
acquiring and playing the requested content.
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[Processescarried out by each device]

[0079] The following description will discuss, with ref-
erence to Figs. 4 to 6, processes carried out by the server
2, the proxy 3, and the client 4. First, a process carried
out by the server2 will be described below with reference
to Fig. 4.

[Process carried out by server 2]

[0080] Fig. 4is a flowchart showing an exemplary proc-
ess which is carried out by the server 2. The response
executing section 15 is ready to receive a request mes-
sage to requestto transmit a content. Whenthe response
executing section 15 receives, via the server communi-
cation section 11, the request message to request to
transmit the content (S401), the response executing sec-
tion 15 checks a header of the request message thus
received, so as to determine whether or not the request
message thus received is transmitted via a proxy 3
($402).
[0081] In acase where the received request message
is one transmitted from the client 4 (NO in S402), the
response executing section 15 transmits, to the relaying
device specifying section 16, an instruction to specify a
proxy 3 from which the client 4 acquires the content. In
responseto the instruction from the response executing
section 15, the relaying device specifying section 16
reads out content-storage-location information from the
content-storage-location information storage section 13
(S403). With reference to the content-storage-location
information thus read out, the relaying device specifying
section 16 specifies, as address information of a device
from which the content should be acquired, a URI of the
proxy 3 associated with the content that the client 4 re-
quests (S404). The relaying device specifying section 16
transmits such specified address information to the re-
sponse executing section 15. The response executing
section 15 transmits, to the client 4, from the proxy 3
indicated by an address contained in the address infor-
mation which has been specified by the relaying device
specifying section 16, a response messageto instruct
the client 4 to acquire a requested content (S405). The
response executing section 15 creates a transmission
log based on the response message which has been
transmitted to the client 4, and adds the transmission log
thus created to the transmission log storage section 12
(S410).
[0082] Meanwhile, in a case where the request mes-
sage thus received is one transmitted by the proxy 3 (YES
in S402), the response executing section 15 then deter-
mines whetheror not the received request messageis a
conditional request such as “If-Modified-Since" (S406).
In a case where the received request message is not a
conditional request (NO in S406), the response executing
section 15 reads out, from the content storage section 5,
the content requested by the proxy 3, and, in response
to the request message from the proxy 3, transmits the
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content thus read out to the proxy 3 (S407). After that,
the response executing section 15 creates a transmis-
sion log based on the response message which has been
transmitted to the proxy 3, and adds the transmission log
thus created to the transmission log storage section 12
(S410).
[0083] In acase wherethe received request message
is provided with a conditional request (YES in S406), the
response executing section 15 determines whether or
not data of the content held by the proxy 3 is the latest
(S408). In a case where the data of the content kept by
the proxy 3 is not the latest (NO in S408), the response
executing section 15 reads out, from the content storage
section 5, the content requested by the proxy3, and, in
responseto the request messagefrom the proxy3, trans-
mits to the proxy 3 the content thus read out (S407).
Meanwhile, in a case where the data of the content held
by the proxy 3 is the latest (YES in S408), the response
executing section 15 transmits, to the proxy 3, aresponse
messagethat the data of the content held by the proxy
3 is the latest, in response to the request message from
the proxy 3 (S409). Then, the response executing section
15 adds,to the transmission log storage section 12, the
response message which has been transmitted to the
proxy 3 (S410).
[0084] Note that, in a case where the response exe-
cuting section 15 transmits the content to the proxy 3 in
$407, "Cache-Control: must-revalidate" or "Cache-Con-

trol: proxy-revalidate", for example, is added to the head-
er of the content. Accordingly, in a case where the proxy
3 serving as a destination of a content transmits the con-
tent held by the cache storage section 6 in response to
anotherrequest, itis possible to always cause the proxy
3 to transmit, to the server, an inquiry as to whether or
not the contentis the latest, before the proxy 3 transmits
the content.

[Process carried out by proxy 3]

[0085] The following description will discuss a process
carried out by the proxy 3. Fig. 5 is a flowchart showing
an exemplary processwhichis carried out by the proxy 3.
[0086] As shownin Fig. 5, the response/request exe-
cution section 23 is ready to receive a request message
to request to transmit a content from the client 4. Upon
receipt of the request message from the client 4 via the
proxy communication section 21 (S421), the re-
sponse/request execution section 23 confirms whether
or not such a requested content is stored in the cache
storage section 6 (S422).
[0087] In a case where the requested content is not
stored in the cache storage section 6 (NO in S422), the
response/request execution section 23 refers to a "Host"
field of the request message which has been transmitted
from the client 4, and transmits, to the server 2 indicated

by a URI written in the "Host"field, the request message
to requestthe content transmitted by the client 4 (S423).
Then, the response/request execution section 23 ac-

Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 454 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

23 EP 2 597 869 A1 24

quires the contentfrom the server 2 (S424), and causes
the cache storage section 6 to store the content thus
acquired (S425). After that, the response/request execu-
tion section 23 transmits, to the client 4, the content thus

requested (S426).
[0088] In acase where the requested contentis stored
in the cache storage section 6 (YES in $422), the re-
sponse/ request execution section 23 creates a request
message provided with a conditional request, such as
"If-Modified-Since" in which time information indicative

of time when the content has been acquiredis written,
and transmits, to the server2, the request messagepro-
vided with the conditional request thus made (3427).
[0089] In a case where the response/request execu-
tion section 23 receives a response message "304 NOT
Modified" from the server 2 in response to the request
message provided with the conditional request (YESin
$428), the response/ request execution section 23 reads
out the content thus stored from the cache storage sec-
tion 6, and transmits to the client 4 the content thus read

out (S426).
[G090] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server2 transmits the latest content in response to the
request messageprovided with the conditional request,
and the response/request execution section 23 acquires
the latest content transmitted frorn the server 2 (S424).
The response/request execution section 23 causes the
cache storage section 6 to store the content thus acquired
($425), and then transmits the requested content to the
client 4 (S426).
[0091] Note that, in S426, the response/request exe-
cution section 23 transmits the content to the client 4

while the content contains, in its header, "Cache-Control:
must-revalidate" or "Cache-Control which has been add-

ed by the server 2. Accordingly, in a case where the con-
tent, which has been acquired by the client 4 serving as
a destination of a content, is transmitted in response to
another request, it is possible to keep such a state that
the client 4 should always transmits, to the server 2, an
inquiry as to whether or not the contentis the latest ver-
sion, before the client 4 transmits the content.

[Process carried out by client 4]

[0092] The following description will discuss, with ref-
erence to Fig. 6, a process carried out by the client 4.
Fig. 6 is a flowchart showing an exemplary process,
whichis carried out bythe client 4.
[0093] As shownin Fig. 6, the request executing sec-
tion 33 transmits, to the server 2, a request message to
request to transmit a content (S441). In response to the
request message, the request executing section 33 re-
ceives a response messageto instruct the request exe-
cuting section 33 to acquire a content from a designated
proxy 3 (S442). In response to such an instruction from
the server 2, the request executing section 33 transmits
the request message to the proxy 3 designated by the
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server 2 (S443). Then, in response to the request mes-
sage, the request executing section 33 acquires the con-
tent from the proxy 3 which has received the request
message (S444).

[Example 1]

[0094] Fig. 7 illustrates Example 1, and Embodiment
1 will be described in detail below. Example 1 shows an
operation example of the content distributing system 1
that instructs the client 4 about from which proxy 3 the
client4 is to acquire the content. Fig. 7 is a view illustrating
an example operation sequenceof the content distribut-
ing system 1 in Example 1.
[0095] Note that Example 1 is based on the following
presumption. A content 1 and a content 2 are stored in
the content storage section 5, and both the cache storage
sections 6a and 6b cash no content. Further, the server
2 is set so that the content 1 is acquired from the proxy
3a as its default and the content 2 is acquired from the
proxy 3b as its default. Furthermore, when the process
shownin Fig. 7 is started in Example 1, a transmission
log and content-storage-location information are not
stored in the transmission log storage section 12 and the
content-storage-location information storage section 13,
respectively. Still further, the response executing section
15 creates the transmission log of Fig. 2 every time when
aresponse messageis transmitted, and the content-stor-
age-location information generating section 17 gener-
ates the content-storage-location information of Fig. 3
every time when a contenttransmission log or a version
notification log (transmission log whose "transmitted con-
tents" is "200 OK" or "304 Not Modified") is added to the
transmission log storage section 12.
[0096] Further, one session is defined as a sequence
starting from a time at which the client 4 transmits a re-
quest message and ending a time at which the client 4
receives a response messagein responseto the request
messageis regarded as one session.
[0097] As shownin Fig. 7, in a session 110, the client
4a transmits, to the server 2, a request messageto re-
quest to transmit the content 1 (request 111). Inthe server
2 which hasreceived the request 111, the response ex-
ecuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify a proxy 3 to
acquire the content 1. In response to the instruction, the
relaying device specifying section 16 confirms whether
or not the content-storage-location information is stored
in the content-storage-location information storage sec-
tion 13 (process 112). Here, the content-storage-location
information storage section 13 does not contain the con-
tent-storage-location information indicative of the proxy
3 to acquire the content 1, the relaying device specifying
section 16 specifies the default proxy 3a as the proxy 3
to acquire the content 1. The response executing section
15 transmits, to the client 4a, the response message to
instruct the client 4a to acquire a requested content from
the proxy 3 indicated by address information specified
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by the relaying device specifying section 16 (response
113). Then, the response executing section 15 creates
a transmission log based on the response message thus
transmitted, and adds the transmission log to the trans-
mission log storage section 12 (process 114).
[0098] Then, in the session 120, the client 4a, which
has received the response 113, transmits, to proxy 3a,
the request message to requestto transmit the content
1 (request 121). The proxy 3a, which received the request
121, confirms whether or not the content 1 is stored in
the cache storage section 6a (process 122). Here, the
content 1 is not stored in the cache storage section 6a,
so that the proxy 3a transmits, to the server 2, the request
message based on the request 121 (request 123). In the
server 2 which has received the request 123 from the
proxy 3a, the response executing section 15 transmits
the content 1 to the proxy 3a (response 124). The proxy
3a received the response 124 stores the acquired content
1 in the cache storage section 6a and caches the content
1 (process 125). After that, the proxy 3a transmits, to the
client 4a, the content 1 as aresponseto the request 121
(response 126). Notethat, after transmitting the response
124, the response executing section 15 creates a trans-
mission log based on the response messagethustrans-
mitted, and addsthe transmissionlog to the transmission
log storage section 12 (process 127). Further, the con-
tent-storage-location information generating section 17
generates content-storage-location information in which
the content 1 and address information of the proxy 3a
are associated with each other, and causes the content-

storage-location information storage section 13 to store
the content-storage-location information (process 128).
[0099] Next, in the session 130 and the session 140,
the client 4b acquires the content 2. Operations of the
client 4b, the proxy 3b, and the server2 in the session
130 and the session 140 are similar to those of the client

4a, the proxy 3a, and the server2 in the session 110 and
the session 120, exceptthat data acquired in the sessions
110 and 120is different from that acquired in the sessions
130 and 140. Therefore description thereof will be omit-
ted.

[0100] When thesession 140 is completed, the content
1isina state of being cached in the cache storage section
6a of the proxy 3a and the content 2 is in a state of being
cachedin the cache storage section 6b of the proxy 3b.
That is, the content-storage-location information storage
section 13 stores (A) the content-storage-location infor-
mation in which the content 1 and the proxy 3a are as-
sociated with each other and (B) content-storage-loca-
tion information in which the content 2 and the proxy 3b
are associated with each other.

[0101] In the session 150, the client 4a transmits, to
the server 2, a request message to requestto transmit
the content 2 (request 151). In the server 2 received the
request 151, the response executing section 15 trans-
mits, to the relaying device specifying section 16, an in-
struction to designate a proxy 3 to acquire the content2.
In responseto the instruction, the relaying device spec-
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ifying section 16 confirms whetheror not the content-stor-
age-location information is stored in the content-storage-
location information storage section 13 (process 152).
Here, the content-storage-location information storage
section 13 stores the content-storage-location informa-
tion in which the content 2 and the proxy 3b associated
with each other, the relaying device specifying section
16 specifies the proxy 3b to acquire the content 2. The
response executing section 15 transmits, to the client 4a,
a response messageto instruct the client 4a to acquire
a requested content from the proxy 3 specified by the
relaying device specifying section 16 (response 153).
Then, the response executing section 15 creates a trans-
mission log based on the response messagethustrans-
mitted, and adds the transmission log to the transmission
log storage section 12 (process 154).
[0102] Next, in the session 160, in responseto the in-
struction of the server 2, the client 4a received the re-
sponse 153 transmits, to the proxy 3b, the request mes-
sage to request to transmit the content 2 (request 161).
The proxy 3b received the request 161 confirms whether
or not the content 2 is stored in the cache storage section
6b (process 162). The content 2 is already stored in the
cachestorage section 6b, so that the proxy 3b transmits,
to the server2, the request message, based on the re-
quest 121, provided with a conditional request "If-Modi-
fied-Since", in order to confirm whetheror not the content
2 stored in the cache storage section 6bis the latest data
(request 163). Because the proxy 3b is used to transmit
the request 163 and the request 163 is a request mes-
sage contained in the conditional request, the response
executing section 15 in the server 2 received the request
163 confirms whether or not the content 2 held by the
proxy 3bis the latest data (process 164). The response
executing section 15 determines that the content 2 held
by the proxy 3b is the latest data, and transmits, to the
proxy 3b, a response message "304 NOT Modified" (re-
sponse 165). The proxy 3b received the response 165
reads out the content 2 stored in the cache storage sec-
tion 6b, and, in response to the request 161, transmits
the read out content 2 to the client 4a (response 166).
Note that, after transmitting response 165, the response
executing section 15 creates a transmission log based
on the response message, and adds the transmission
log to the transmission log storage section 12 (process
167). Further, the content-storage-location information
generating section 17 generates the content-storage-lo-
cation information in which the content 2 and address

information of the proxy 3b are associated with each oth-
er, and causes the content-storage-location information
storage section 13 to store the content-storage-location
information (process 168).
[0103] Asdescribed above, in Embodiment 1,inacase
wherethe client 4 requests the content from the server
2 and the server 2 has transmitted the same contentto

the proxy before, the server 2 determinesthat the proxy
3 cashes the content, and transmits, to the client 4, an
instruction to acquire the content from the proxy 3 which
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has been determined to possess the requested content.
[0104] Embodiment 1 is assumed to be applied to a
VOD service in which a moving image content is used
with an MP4file format. Accordingly, in terms of loads to
the server2, the proxy 3, and the network7, "transmission
and reception of content" applies the heaviest loads.
[0105] Accordingly, the number of request and re-
sponse in the sessions 110 and 120 and the sessions
130 and 140 in Example 1 is larger in the present inven-
tion than in a conventional method. "Transmission and

reception of the content" in the present invention, how-
ever, is almost similar to that in the conventional method,
except that the content is transmitted and received via
the proxy 3 in the present invention. However, because
of the sessions 110 and 120 and the sessions 130 and

140, itis possible to carry out "transmission and reception
of the content" in the session 160 between the proxy 3b
and the client 4a. This particularly decreases (A) a
processing load of the server 2 and (B) an amountof
transmission information (network load) of a network be-
tweenthe server 2 and the proxy3.
[0106] For the sake of easy explanation, the following
is the simplest example, specifically, an example where
two proxies 3, two clients 4, and two kinds of contents
managedby the server2 are used. In a case of an actual
content distribution service such as VOD, however, var-
ious and manycontents are transmitted and received in
an extremely huge system. Therefore, the present inven-
tion is greatly effective in reducing a load of the server 2
and a load of the network betweenthe server 2 and the

proxy 3. To put it another way, in the conventional meth-
ods, when the number of clients 4 becomes larger,
processing loads especially of the server 2 and to a net-
work between the server 2 and the client 4 becomegreat-
ly higher, depending on the numberofthe clients 4. How-
ever, by using the present invention, the server 2 can
efficiently utilize a throughput of the proxy 3 and a cash
function. As a result, the load of the server 2 and the load

of the network between the server 2 and the proxy 3 can
be shared by the proxy 3 or by the network between the
proxy 3 andthe client 4.

[HTTP Message in Embodiment 1]

[0107] Therequests and responsesinvolvedin the op-
eration sequenceillustrated in Fig. 7 will be described in
detail with reference to Figs. 8 through 10. Figs. 8 through
10 are views eachillustrating example HTTP messages
transmitted/responded as requests or responses.Fig. 8
shows example HTTP messagestransmitted/responded
inthe sessions 110 and 120. Fig. 9shows example HTTP
messages transmitted/responded in the sessions 130
and 140. Fig. 10 shows example HTTP messagestrans-
mitted/respondedin the sessions 150 and 160.
[0108] (a), (b), (c), (cd), (e), and (f) of Fig. 8 show HTTP
messagesof the request 111, the response 113, the re-
quest 121, the request 123, the response 124, and the
response 126of Fig. 7, respectively.
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[0109] (a), (b), (c), (d), (e), and (f) of Fig. 9 show HTTP
messages of the request 131, the response 133, the re-
quest 141, the request 143, the response 144, and the
response 146of Fig. 7, respectively.
[0110] (a), (b), (c), (d), (e), and (f) of Fig. 10 show HTTP
messages of the request 151, the response 153, the re-
quest 161, the request 163, the response 165, and the
response 166of Fig. 7, respectively.

[HTTP messagesin sessions 110 and 120]

[0111] The HTTP messagesin the sessions 110 and
120 will be described below with reference to Fig. 8. Note
that (a) through (f) of Fig. 9 correspondto (a) through (f)
of Fig. 8, respectively, and that Fig. 9 is different from
Fig. 8 only in that a content 1, a proxy 3a, and aclient 4a
in Fig. 8 are changed to a content 2, a proxy 3b, anda
client 4b in Fig. 9, respectively. Therefore, description of
the HTTP messagesin the sessions 130 and 140 with
reference to Fig. 9 will be omitted. Note also that, ofall
the components of the HTTP messages, (i) components
specific to the present invention will be primarily de-
scribed below and(ii) description of well-known compo-
nents of the HTTP messageswill be appropriately omit-
ted.

(Request 111 to request content)

[0112] Asillustrated in (a) of Fig. 8, the HTTP message,
which serves as the request 111 (i) transmitted from the
client 4a to the server 2 and (ii) requesting the content
1, contains a request line and a header which notifies
additional information.

[0113] The requestline illustrated in (a) of Fig. 8 con-
tains "GET" followed by additional information, which
"GET"indicates a method for acquiring a content and
which information specifies what content to be acquired.
Specifically, the information is described in the form of
"content name". This means that the HTTP message
illustrated in (a) of Fig. 8 serves as a request for trans-
mission of the content 1 described by "content 1" in the
requestline.
[0114] Headersillustrated in (a) of Fig. 8 include a
"Host" headerfor specifying a server to acquire the con-
tent, and the "Host" header shows an address, "exam-

ple.com", indicative of the address of the server2.
[0115] The headersillustrated in (a) of Fig. 8 also in-
clude an "Accept" header indicative of a data format that
can be processedbythe client 4a, and the "Accept" head-
er shows, "video/mp4", indicative of video data in MP4
format. This allows the client 4a (the sender of the re-
quest) to inform the server2 (the recipient of the request)
that the client 4a is capable of receiving video data in
MP4 format.
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(Response 113 specifying device from which contentis
to be acquired)

[0116] Asillustrated in (b) of Fig. 8, the HTTP message,
which serves as the response 113 (i) transmitted from
the server 2 to the client 4a and (ii) specifying a device
from which the contentis to be acquired, contains a re-
sponseline and a header.
[0117] Theresponseline illustrated in (b) of Fig. 8 con-
tains information instructing to use a proxy 3 specified
by a "Location" header. Specifically, the instruction is de-
scribed in the form of "status number(space) message".
This means that the HTTP messageillustrated in (b) of
Fig. 8 serves as a response for instructing the client 4a
to request the content 1 from the proxy 3 designated by
the "Location" header described below.

[0118] The header illustrated in (b) of Fig. 8 includes
the "Location" headerfor specifying a proxy to be used,
and the "Location" header contains address information,

"http://example-proxy1.com", indicative of an address of
the proxy 3 to be used. From this, the client 4a (the re-
cipient of the response) obtains the address information
of the proxy 3 (the device that the client 4a requests the
content 1).

(Request 121 requesting content from specified proxy 3)

[0119] Asillustrated in (c) of Fig. 8, the HTTP, which
serves as the request 121 (i) transmitted from the client
4a to the proxy 3a and(ii) requesting the content 1, con-
tains a request line and headers.
[0120] The requestline illustrated in (c) of Fig. 8 con-
tains "GET" followed by a URL, which "GET"indicates a
methodfor acquiring the content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "http://name of a server storing a
content/content name." This meansthat the HTTP mes-

sageillustrated in (c) of Fig. 8 serves as a request for
transmission of a content 1 stored in the server2.

[0121] Asin the case of the request 111, the headers
illustrated in (c) of Fig. 8 include a "Host" header and an
"Accept" header.

(Request 123 from proxy 3a to server 2 for content)

[0122] Asillustrated in (d) of Fig. 8, the HTTP message,
which servesas the request 123 (i) transmitted from the
proxy 3 to the server 2 and(ii) requesting the content 1,
contains a requestline and headers.
[0123] The requestline illustrated in (d) of Fig. 8 con-
tains "GET" followed by a URL, which "GET"indicates a
method for acquiring a content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "/ content name." This means that

the HTTP messageillustrated in (a) of Fig. 8 serves as
a request for transmission of the content 1 described by
"content 1" in the requestline.
[0124] Asin the case of the request 111, the headers
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illustrated in (d) of Fig. 8 include a "Host" header and an
"Accept" header. The headersalso include a "Via" header
indicative of a transmission path of the message, which
"ia" header—contains an address, "exam-

ple-proxy1.com", indicative of an address of a device via
which the messageis transferred. From this, the server
2 which received the requestfinds out via which device
(which is the proxy 3a in the present case) the request
wastransmitted.

(Response 124 to transmit content from server2 to proxy
3a)

[0125] Asillustrated in (e) of Fig. 8, the HTTP message,
which servesas the response 124 to transmit the content
1 from the server2 to the proxy 3a, contains(i) aresponse
line, (ii) headers, and(iii) a body containing the "content
1."

[0126] The responselineillustrated in (e) of Fig. 8 con-
tains information indicating that the request has been
successfully received, that is, information indicating that
the content thus requested is to be transmitted. Specifi-
cally, the responseline is described in the form of "status
number(space) response message".
[0127] The headers contain information regarding a
content to be transmitted. In the exampleillustrated in
(e) of Fig. 8, the headers include (i) a "Date" headerin-
dicative of date and time when the content was transmit-

ted, (ii) a "Cache-Control" header issuing an instruction
regarding a cache of the content, and (iii) a "Content-
Type" header indicative of a type of the content to be
transmitted.

[0128] In the example, the "“Cache-Control" header
contains "must-revalidate" causing the proxy 3a to con-
firm, before the cache of the content is transmitted to
other devices, whether or not the content to be transmit-

ted is the latest data. The "Content-Type" header con-
tains "video/mp4"indicating that the contentis video data
in MP4 format.

[0129] The body illustrated in (e) of Fig. 8 contains "[bi-
nary-data: content1]"indicative of the data of the content
1.

(Response 126to transmit content from proxy 3a to client
4a)

[0130] Asillustrated in (f) of Fig. 8, the HTTP message,
which servesas the response 126to transmit the content
1 from the proxy3a to the client 4a, contains a response
line, headers, and a body.
[0131] The responselineillustrated in (f) of Fig. 8 con-
tains information indicating that the request has been
successfully received, that is, information indicating that
the content thus requested is being transmitted. Specif-
ically, the responseline is described in the form of "status
number(space) response message".
[0132] The headers contain information regarding a
contentto be transmitted. In the example illustratedin (f)
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of Fig. 8, the headers include(i) a "Cache-Control" head-
er issuing an instruction regarding the cache of the con-
tent to be transmitted, (ii) a "Content-Type" header indic-
ative of a type of the content, and(iii) a "Via" header
indicative of a transmission path of the message.
[0133] As in the case of the response 124, the
"Cache-Control" header and the "Content-Type" header
illustrated in (f) of Fig. 8 contain "must-revalidate" and
"video/mp4", respectively. A "Via" header(i) indicates
that arequest containing the "Via" headerhas been trans-
mitted via a certain device and (ii) contains addressin-
formation indicative of an addressof the device via which

the request has been transmitted. The response 124 con-
tains addressinformation, “example-proxy1.com", indic-
ative of an address of the proxy 3a whichis a device via
which the response 124 wastransmitted.
[0134] The body illustrated in (f) of Fig. 8 contains ac-
tual data (binary data) of the content 1. The "[binary-data:
content1]in (f) of Fig. 8 indicates the data of the content1.

[HTTP message in sessions 150 and 160]

[0135] The following description will discuss, with ref-
erence to Fig. 10, the HTTP messagesin the sessions
150 and 160. Note that (a) through (c) and (f) of Fig. 10
correspond to (a) through (c) and (f) of Fig. 8, respec-
tively, and that Fig. 10 is different from Fig. 8 only in that
the content 1 and the proxy 3a in Fig. 8 are changed to
acontent 2 anda proxy 3bin Fig. 10, respectively. There-
fore, description of the HTTP messages serving as the
request 151, the response 153, the request 161, and the
response 166 will be omitted here.

(Request 163 requesting content from proxy 3b to server
2 with condition)

[0136] Asillustrated in (dc) of Fig. 10, the HTTP mes-
sage, which serves as the request 163 (i) transmitted
from the proxy 3b to the server 2 and (ii) requesting the
content 2 with conditions, contains a request line and
headers.

[0137] The requestline illustrated in (d) of Fig. 10 con-
tains "GET" followed by a URL, which GETindicates a
method for acquiring a content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "/content name."

[0138] The headersillustrated in (d) of Fig. 10 include
(i) an "If-Modified-Since" header which requests a latest
version of the contentif the content is updated after date
and time recordedin the "If-Modified-Since" header,(ii)
an "Accept" header,(iii) a "Host" header, and(iv) a "Via"
header. The "If-Modified-Since" header contains date

and time "Sun, 31 May 2013 15:03:08 GMT" when the
proxy 3b cachedthe content 2 requested by the request
163. This allows the server 2, which is a device that has

received the request 163, to determine, based on the
date and time when the proxy 3b cached the content 2,
whetheror not the content 2 stored in the proxy3b is the
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latest data.

(Response 165 transmitted from server 2 to proxy 3b)

[0139] Asillustrated in (e) of Fig. 10, the HTTP mes-
sage, which serves as the response 165 (i) transmitted
from the server 2 to the proxy 3b and(ii) indicating that
the content 2 stored in the proxy 3bis the latest data,
contains a responseline and a header.
[0140] The responseline illustrated in (e) of Fig. 10
contains (i) the response messagethat the proxy 3b has
not updated the content since the date and time when
the proxy 3b cached the content and(ii) a status number
of the response message. Specifically, the responseline
is described in the form of "status number (space) re-
sponse message.”
[0141] The header illustrated in (e) of Fig. 10isa"Date"
headerindicative of date and time when the response
165 wastransmitted.

<Embodiment 2>

[0142] Embodiment 2 of the present invention illus-
trates an example wherea client 4 has a function as and
acts as a proxy sothatit is possible to widely distribute
(i) a processing load of a server2 and(ii) a network load
whichis used to transmit data from the server2.

[0143] More specifically, in Embodiment 2, the client
4, which includes a storage section, (i) caches an ac-
quired contentin the storage section, (ii) specifies, based
on response messages previously transmitted from the
server 2, a device (proxy 3 or client 4) that (possibly)
possessesthe content, and then(iii) transmits, to a de-
vice (client 4) which has requested the content, an in-
struction to acquire the content from the device thus spec-
ified.

[0144] That is, in Embodiment 2, the client 4 (i) is a
device that requests a content and then acquires the con-
tent and (ii) acts as (a) a relaying device (proxy) that
stores the content thus requested and then transfers the
content to another device or (b) a playing device that
acquires the content thus requested and then plays the
content.

[0145] Notethat(i) the proxy 3 and a client 4 acting as
a proxy are hereinafter each referred to as a relaying
device and (ii) aclient 4 that acquires a requested content
and then plays the content is hereinafter referred to as a
content playing device.
[0146] The following description will discuss Embodi-
ment 2 with reference to Figs. 11 through 19. Embodi-
ment 2 is (i) different from Embodiment1 only in that the
client 4 in Embodiment 2 has a function also as a proxy
and (ii) similar to Embodiment 1 in regard to the rest of
the points. Therefore, the following description will mainly
discuss the point in which Embodiment2 is different from
Embodiment 1.
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[Outline of Content Distribution System 1a]

[0147] First, an outline of a content distribution system
1a of Embodiment2 will be described with reference to

Fig. 11. Fig. 11 is a view illustrating a schematic config-
uration of the content distribution system 1a, and illus-
trates main configuration of devices constituting the con-
tent distribution system 1a. Asillustrated in Fig. 11, the
contentdistribution system 1a includes the server2, the
proxy 3, a client 4c, and a client 4d. The content distri-
bution system 1a further includes (i) a content storage
section 5 connected to the server2, (ii) a cache storage
section 6 connectedto the proxy3, and(iii) client storage
sections 8c and 8d connectedto the client 4c and the

client 4d, respectively.
[0148] Hereinafter, the client storage sections 8c and
8d are generally referred to as a client storage section 8.
[0149] Since the proxy 3 of Embodiment2 is similar to
the proxy 3 of Embodiment1 in terms of a configuration
and an operation process, the details of the proxy 3 of
Embodiment3 will be omitted here.

[Server 2]

[0150] The server 2 of Embodiment 2 has a configu-
ration identical to that of the server 2 of Embodiment 1.

However, since the client 4 of Embodiment 2 acts as a
proxy in some cases, part of operations of a response
executing section 15, arelaying device specifying section
16, and a content-storage-location information generat-
ing section 17 of Embodiment 2 are different from the
operations of the corresponding members of Embodi-
ment 1.

[0151] Theresponse executing section 15 (i) receives,
via a server communication section 11, a request mes-
sage requesting transmission of a content, which request
message has been transmitted from a relaying device or
a content playing device and then(ii) transmits, to the
relaying device or the content playing device depending
on which oneof the devices transmitted the request mes-
sage, a response message in response to the request
message thus received.
[0152] Specifically, the response executing section 15,
whichis ready to receive a request message to request
to transmit a content, (i) receives the request message
via the server communication section 11 and then (ii)
refers to a headerof the request message thus received,
so as to determine whether or not the request message
wastransmitted via a relaying device. For example, the
response executing section 15 can be configured to re-
ceive a request message and thento (i) determine, in a
case where the request message contains a "Via" header
(transmission path information), that the request mes-
sage has been transferred from a relaying device that
had received the request message from acontent playing
deviceor(ii) determine, in a case where the request mes-
sage does not contain the "Via" header, that the request
message wasdirectly transmitted from the content play-
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ing device.
[0153] In acase where a request messageis not one
transmitted from a relaying device (i.e. the response ex-
ecuting section 15 receives the request messagedirectly
from a content playing device whichis the senderof the
request message), the response executing section 15
transmits, to the relaying device specifying section 16,
an instruction to specify address information (e.g. a URI
of the proxy 3 or the client 4 etc.) of a relaying device that
(possibly) possesses a content requested by the content
playing device. Then, the response executing section 15
receives, from the relaying device specifying section 16,
the address information of the relaying device that pos-
sesses the content requested by the content playing de-
vice, and then transmits, in response to the request mes-
sage, aresponse messageto instruct the contentplaying
device to acquire the content from the relaying device.
For example, by supplying the addressinformation to the
"Location" field with use of "305 USE Proxy", the re-
sponse executing section 15 transmits, to the content
playing device, an instruction (as a response message)
to resend the request message to the relaying device
that (possibly) possesses the content requested by the
content playing device.
[0154] In acase where the request message thusre-
ceivedis one transmitted via the relaying device (i.e. the
response executing section 15 receives the request mes-
sage from the relaying device), the response executing
section 15 proceeds to determine whetheror not the re-
quest message is a conditional request such as "If-Mod-
ified-Since". If the request message is not provided with
aconditional request, the response executing section 15
reads out, from the content storage section 5, a content
requested by the request message, and then transmits,
to the relaying device, the content in responseto the re-
quest message.
[0155] Meanwhile, in a case where the request mes-
sage is a conditional request, the response executing
section 15 proceeds to determine whetheror not the data
of the content the relaying device possessesis the latest.
To putit another way, the response executing section 15
determines whether or not the data of the content the

relaying device possessesis identical to that stored in
the content storage section 5.
[0156] In a case where the data of the content pos-
sessed by the relaying device from which the request
message was transmitted, is not the latest data of the
content, the response executing section 15 reads out the
requested content from the content storage section 5,
and then transmits the content thus read out, to the re-
laying device in response to the request message. In a
case wherethe data of content possessed by the relaying
device from which the request message wastransmitted,
is the latest data of the content, the response executing
section 15 transmits, to the relaying device, a response
message(in responseto the request message)indicating
that the relaying device possesses the latest data. Ex-
amples of such a response message encompass "304
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NOT modified".

[0157] Asin the case of Embodiment 1, the response
executing section 15 also creates a transmission log
based on the response message thus transmitted, and
then stores the transmission log in a transmission log
storage section 12.
[0158] Note that, as in the case of Embodiment 1, ina
case where the response executing section 15 transmits
the content to a relaying device from which a request
message has been transmitted, "Cache-Control: must-
revalidate" or "Cache-Control: proxy-revalidate", for ex-
ample, may be added to the header of the content. Ac-
cordingly, in a case wherethe relaying device, which has
acquired the content, transmits the content in response
to another request,it is possible to always cause the re-
laying device to transmit, to the server 2, an inquiry as
to whether or not the content is the latest, before the
relaying device transmits the content.
[0159] The relaying device specifying section 16 is for
determining, in accordance with an instruction from the
response executing section 15, a relaying device that
(possibly) possesses a content requested by a content
playing device.
[0160] Specifically, the relaying device specifying sec-
tion 16 receives an instruction from the response exe-
cuting section 15, and accordingly readsout, from a con-
tent-storage-location information storage section 13,
content-storage-location information. By referring to the
content-storage-location information, the relaying device
specifying section 16 specifies address information of a
relaying device associated with the content, as address
information of the relaying device from which the content
requested by a contentplaying device is to be acquired.
Thereafter, the relaying device specifying section 16
transmits the address information thus specified to the
response executing section 15.
[0161] In acase where content-storage-location infor-
mation for a content requested by a content playing de-
vice is not stored in the content-storage-location infor-
mation storage section 13, the relaying device specifying
section 16 can (i) specify predetermined (default) ad-
dress information as address information of a relaying
device from which the content is to be acquired, which
predetermined address information is specific to each
content requested by a content playing device or (ii) ran-
domly select, out of relaying devices connected to the
server 2 via a network 7, a relaying device from which
the contentis to be acquired.
[0162] Inacase wherethe content-storage-locationin-
formation storage section 13 stores a plurality of pieces
of content-storage-location information containing ad-
dress information of relaying devices which are each as-
sociated with a content requested by a content playing
device, the relaying device specifying section 16 can (i)
specify the pieces of address information as addressin-
formation from which the content is to be acquired and
then (ii) create a list of the relaying devices from which
the content is to be acquired, which relaying devices are
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indicated by the respective pieces of address information
thus identified. In a case wherethe relaying device spec-
ifying section 16 specifies the plurality of pieces of ad-
dress information as address information eachindicative

of a location from which the content is to be acquired,
the relaying device specifying section 16 can create a list
of content storage location by assigning priorities to the
plurality of pieces of address information.
[0163] As in the case of Embodiment 1, the relaying
device specifying section 16 may(i) select, based on
date and time contained in content-storage-location in-
formation, a relaying device from which a content is to
be acquired or(ii) select, based on physical or network-
structural distances between a content playing device
and relaying devices,a relaying device from which a con-
tentis to be acquired. The relaying device specifying sec-
tion 16 mayalso select, in view of the load status of each
relaying device, a relaying device which(i) (possibly) pos-
sesses a content requested by a content playing device
and(ii) has a low load. To be more specific, the relaying
device specifying section 16 can select, by referring to a
transmission log stored in the transmission log storage
section 12, address information of a relaying device from
which the content is acquired. In addition, the relaying
device specifying section 16 may select, in view of the
number of accesses to the server 2 from the relaying
devices access, a relaying device that (possibly) pos-
sesses a content requested by a contentplaying device.
Note that a process in Embodiment2 carried out by the
relaying device specifying section 16 in order to deter-
mine which relaying device (possibly) possesses a con-
tent requested by a contentplaying device is identical to
a process in Embodiment 1 carried out by the relaying
device specifying section 16 in order to determine which
proxy 3 (possibly) possesses a content requested by the
client4. Hence, description of the processin Embodiment
2 will be omitted here.

[0164] The content-storage-location information gen-
erating section 17 is for (i) generating, from a transmis-
sion log stored in the transmission log storage section
12, content-storage-location information for determining
address information of a relaying device that (possibly)
possesses a content and then(ii) storing the information
in the content-storage-location information storage sec-
tion 13. Unlike the case of Embodiment 1, the content-

storage-location information generating section 17 in ac-
cordance with Embodiment 2 includes, as a device that

(possibly) possesses a content, not only the proxy 3 but
also the client 4.

[0165] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-
location information by associating (A) a content trans-
mitted from the server2, (B) address information to which
the content was transmitted, and (C) the date and time
when the content was transmitted from the server 2,
wherein the content, the address information, and the

date and time are specified by referring to a transmission
log (content transmission log), which indicates that the
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server2 has transmitted the contentto a relaying device.
This is becausethe relaying device, to which the content
has been transmitted, is considered to store the content.

[0166] The content-storage-location information gen-
erating section 17 generates content-storage-locationin-
formation by associating (A) a content confirmed as a
latest version, (B) addressinformation of a device (relay-
ing device) which possesses the content, and (C) the
date and time whenthe server2 transmitted a response
message that indicates that the content possessed by
the relaying deviceis the latest version, wherein the con-
tent, the address information, and the date and time are

specified by referring to a transmission log (version no-
tification log), which indicates that the server 2 hastrans-
mitted the response message.This is because the relay-
ing device, to which the response message has been
transmitted, stores the latest version of the content.
[0167] The content-storage-location information gen-
erating section 17 can generate content-storage-location
information by associating (A) a content, (B) address in-
formation to which a content acquisition instruction for
the content wastransmitted, and (C) date and time when
the response message wastransmitted, wherein the con-
tent, the address information, and the date and time are

specified by referring to a transmission log (acquisition
instructing log), which indicates that the server 2 trans-
mitted to a content playing device the content acquisition
instruction to specify a device from which the contentis
to be acquired. This is because the content playing de-
vice, to which the content acquisition instruction has been
transmitted, is highly likely to store the content.
[0168] There is a possibility that a playing device, to
which a content acquisition instruction for a content has
been transmitted, fails to acquire the content. Therefore,
it is possible to generate content-storage-location infor-
mation by utilizing both a content transmission log and
an acquisition instructing log. That is, in a case where an
acquisition instructing log for a content and a content
transmission log indicative of transmission of the content
from the server2 to arelaying device are both available,
it is possible to generate content-storage-location infor-
mation by associating together(i) the content, (ii) an ad-
dress to which the content acquisition instruction has
been transmitted, and(iii) date and time contained in the
content transmission log. This is because (a) a playing
device is considered to request the content from the serv-
er 2 in a case where a relaying device that a content
acquisition instruction designates as a device from which
the content is to be acquired does not store the content
and (b), in a case where the server 2 responds to the
requestfor the content, the contentis transmitted to the
playing device via a relaying device.
[0169] The content-storage-location information gen-
erating section 17 can generate content-storage-location
information with use of an acquisition instructing log and
a version notification log. That is, in a case where there
exist (i) a content transmission log which indicates trans-
mission of a content acquisition instruction instructing a
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playing device to acquire a contentfrom a certain relaying
device and(ii) a version notification log which indicates
that the server 2 notified the relaying device that the con-
tent possessedbythe relaying deviceis the latest version
of the content, the content-storage-location information
generating section 17 can generate content-storage-lo-
cation information by associating together(i) the content,
(ii) an addressof the playing device to which the content
acquisition instruction was transmitted, and(iii) date and
time contained in the version notification log.
[0170] The content-storage-location information gen-
erating section 17 may generate content-storage-loca-
tion information (i) whenever a certain transmission log
is added to the transmission log storage section 12 or(ii)
by reading outa transmission log at the regularintervals.
[0171] Examples of a specific operation of the con-
tent-storage-location information generating section 17
in accordance with Embodiment 2 will be described be-

low with reference to Figs. 12 and 13. Fig. 12 is a table
illustrating an example of a transmission log stored in the
transmission log storage section 12. Fig. 13 is a table
illustrating an example of content-storage-location infor-
mation stored in the content-storage-location information
storage section 13. An example of the operation of the
content-storage-location information generating section
17 for generating the content-storage-location informa-
tion illustrated in Fig. 13 will be described below with ref-
erence to the transmission logillustrated in Fig. 12.
[0172] First, the content-storage-location information
generating section 17 generates content-storage-loca-
tion information 45 of Fig. 13 by associating together,
with use of a transmission log (content transmission log)
42 in which "200 OK"is contained, (i) "content 1", (ii) http:
/lexample-proxy1.com, and(iii) "Sun, 31 May 2013 13:
53:38 GMT", each of whichis contained the transmission
log 42.
[0173] Then, the content-storage-location information
generating section 17 generates content-storage-loca-
tion information 46 from (i) a transmission log (acquisition
instructing log) 41 in which "305 Use Proxy (proxy 1)"is
contained and (ii) the transmission log 42 (a) in which
"200 OK"is contained, (b) which has a contentID identical
to that of the transmission log 41, and (c) which indicates
that "proxy 1" contained in the transmission log 41 has
been responded. In other words, the content-storage-
location information 46 illustrated in Fig. 13 is generated
by associating together "content 1", "http://example-
client1.com" whichis an address (contained in the trans-
mission log 41) of a designation and "Sun, 31 May 2013
13:53:38 GMT" which is a date and time (contained in
the transmission log 42) whenthe request was transmit-
ted.

[0174] Note that, since "http://example-proxy1.com"is
also considered to store "content 1", "http://example-
proxy1.com" can be added to address information con-
tained in the content-storage-location information 46.
[0175] Thereafter, the content-storage-location infor-
mation generating section 17 generates content-stor-
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age-location information 47 illustrated in Fig. 13 by as-
sociating together, with use of a transmission log (version
notification log) 44 in which "304 Not Modified" is con-
tained, (i) "content 1", (ii) "http://example-client1.com",
and (iii) "Mon, 01 Jun 2013 08:05:30 GMT", each of which
is contained the transmission log 44.
[0176] Finally, the content-storage-location informa-
tion generating section 17 generates content-storage-lo-
cation information 46 from (i) a transmission log (acqui-
sition instructing log) 43 in which "305 Use Proxy (client
1)" is contained and (ii) the transmission log 44 (a) in
which "304 Not Modified" is contained, (b) which has a
content ID identical to that of the transmission log 43,
and (c) which indicates that "client 1" contained in the
transmission log 43 has been responded. To putit an-
other way, the content-storage-location information 47 is
generated by associating together "content 1", "http://ex-
ample-client2.com"which is an address (contained in the
transmission log 43) of a recipient of a request for a con-
tent, and "Mon, 01 Jun 2013 08:05:30 GMT" which is a

date and time (containedin the transmission log 44) when
the request was transmitted. Note that, since "http://ex-
ample-client1.com"also is expected to store "content 1",
"http://example-client1.com" can be added to addressin-
formation contained in the content-storage-location in-
formation 47.

[Client 4]

[0177] The client 4 in accordance with Embodiment 2
functions also as a proxy. Therefore, unlike the case of
Embodiment 1, a client control section 32 in accordance

with Embodiment 2 includes a response/request execut-
ing section 35 instead of a request executing section 33.
A client storage section 8 for caching contents is con-
nected to the client 4. Alternatively, the client storage
section 8 can be provided inside theclient 4.
[0178] In acase where the client 4 acts as a content
playing device, the response/request executing section
35 executes an operation similar to that of the request
executing section 33.
[0179] Specifically, the response/request executing
section 35 generates a request message requesting
transmission of acontent, transmits the request message
to the server 2 via a client communication section 31,

and then receives a response message as a response
to the request message. Thatis, the response/request
executing section 35 receives, as the response message
from the server2, (i) information that specifies a relaying
device and(ii) an instruction to transmit, to the relaying
device, a request message requesting the content. The
response/request executing section 35 receives the re-
sponse message, and then transmits, to the relaying de-
vice thus specified by the server 2, the request message
requesting transmission of the content. Thereafter, the
response/request executing section 35 receives the con-
tent from the relaying device, and then stores in the con-
tent in the client storage section 8.
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[0180] In acase wherethe client 4 acts as a relaying
device, the response/request executing section 35 exe-
cutes an operation similar to that of a request executing
section 23 of the proxy 3.
[0181] Specifically, the response/request executing
section 35 acts as a devicefor transmitting, to a content
playing device, acontent specified by arequest message
requesting the content, which request message was
transmitted from the content playing device.
[0182] More specifically, the response/request execut-
ing section 35, which is ready to receive from a content
playing device a request message to request transmis-
sion of a content, (i) receives a request message from
the content playing device via the client communication
section 31 and then (ii) determine whetheror not the con-
tent thus requestedis stored in the client storage section
8.

[0183] In acase where the contentis not stored in the
client storage section 8, the response/request executing
section 35 (i) examines a Hostfield of the request mes-
sage and then(ii) transmits a request message to a serv-
er 2 whose URLis shownin the Hostfield, which request
message requests the content requested by the content
playing device. Thereafter, the response/request execut-
ing section 35 acquires the content from the server 2,
stores the content thus acquiredin the client storage sec-
tion 8, and then transmits the content to the content play-
ing device.
[0184] Inacase where the contentis stored in the client
storage section 8, the response/request executing sec-
tion 35, in order to transmit, to the server 2, an inquiry as
to whetheror not the content stored in the client storage
section 8 is the latest data, (i) creates a request message
with a conditional request by adding, to a regular request
message, "If-Modified-Since" containing information
about time at which the relaying device (client 4) has
acquired the content and then (ii) transmits, to the server
2, the request message thus created.
[0185] Uponreceipt of a"304 NOT Modified" response
message from the server 2 in response to the request
message, the response/request executing section 35 (i)
determines that the content stored in the client storage
section 8 is the latest data, (ii) reads out the content from
the client storage section 8, and then (iii) transmits the
content to the content playing device.
[0186] On the other hand, in a case where the content
storedin the client storage section 8 is not the latest data,
the server 2 transmits, to the response/request executing
section 35, the latest version of the content in response
to the request message, and then the response/request
executing section 35 receives the content thus transmit-
ted. Thereafter, the response/request executing section
35 stores the content thus received in the client storage
section 8, and then transmits the content to the content

playing device.
[0187] Note that the response/request execution sec-
tion 23 may transmit the content to the content playing
device while the content contains, in its header,
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"Cache-Control: must-revalidate" or "“Cache-Control

which has been addedbythe server 2. Accordingly, ina
case wherethe content, which has been acquired by the
content playing device serving as a destination of a con-
tent, is transmitted in response to another request, it is
possible to cause the content playing device to always
transmits, to the server 2, an inquiry as to whether or not
the contentis the latest version before the content playing
device transmits the content.

[Processescarried out by each device]

[0188] The following description will discuss, with ref-
erence to Figs. 14 through 16, processes carried out by
the server 2 and the client 4. Since a process carried out
by the proxy 3 in Embodiment2 is identical to that in
Embodiment1, description of the processwill be omitted
here.

[Process carried out by server2]

[0189] The operation carried out by the server2 will be
describedfirst with reference to Fig. 14. Fig. 14 is a flow-
chart showing an exemplary process whichis carried out
by the server 2.
[0190] The response executing section 15 is ready to
receive a request message to requestto transmit a con-
tent. When the response executing section 15 receives,
via the server communication section 11, the request
message to request to transmit the content (S501), the
response executing section 15 refers to a headerof the
request message thus received, so as to determine
whether or not the request message thus received is
transmitted via a relaying device (S502).
[0191] In acase where the content playing device has
transmitted the received request message (NO in S502),
the response executing section 15 transmits, to the re-
laying device specifying section 16, an instruction to
specify a relaying device from which the content playing
device acquires the content. In responseto the instruc-
tion from the response executing section 15, the relaying
device specifying section 16 reads out content-storage-
location information from the content-storage-locationin-
formation storage section 13 (S503). With reference to
the content-storage-location information thus read out,
the relaying device specifying section 16 specifies, as
address information of a device from which the content

should be acquired, a URIof the relaying device associ-
ated with the content that the content playing device re-
quests (S504). The relaying device specifying section 16
transmits such specified address information to the re-
sponse executing section 15. The response executing
section 15 transmits, to the content playing device, from
the relaying device indicated by an address contained in
the addressinformation which has been specified by the
relaying device specifying section 16, a response mes-
sage to instruct the content playing device to acquire a
requested content (S505). The response executing sec-
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tion 15 creates a transmission log based on the response
messagewhich has been transmitted to the content play-
ing device, and adds the transmission log thus created
to the transmission log storage section 12 (S510).
[0192] Meanwhile, ina case where the relaying device
transmits the request message thus received (YES in
S502), the response executing section 15 then deter-
mines whetheror not the received request messageis a
conditional request such as "If-Modified-Since" (S506).
In a case where the received request messageis not a
conditional request (NO in S506), the response executing
section 15 readsout, from the content storage section 5,
the content requested by the relaying device, and, in re-
sponse to the request messagefrom the relaying device,
transmits the content thus read out to the relaying device
(S507). After that, the response executing section 15 cre-
ates a transmission log based on the response message
which has been transmitted to the relaying device, and
adds the transmission log thus created to the transmis-
sion log storage section 12 (S510).
[0193] In acase where the received request message
is provided with a conditional request (YES in $506), the
response executing section 15 determines whether or
not data of the content held by the relaying device is the
latest (S508). In a case where the data of the content
kept by the relaying device is not the latest (NO in S508),
the response executing section 15 reads out, from the
content storage section 5, the content requested by the
relaying device, and, in response to the request message
from the relaying device, transmits to the relaying device
the content thus read out (S507). Meanwhile, in a case
wherethe data of the content held by the relaying device
is the latest (YES in S508), the response executing sec-
tion 15 transmits, to the relaying device, aresponse mes-
sage that the data of the content held by the relaying
device is the latest, in response to the request message
from the relaying device (S509). Then, the response ex-
ecuting section 15 adds, to the transmission log storage
section 12, the response message which has beentrans-
mitted to the relaying device (S510).
[0194] Note that, in a case where the response exe-
cuting section 15 transmits the content to the relaying
device in S507, "Cache-Control: must-revalidate" or
"Cache-Control: proxy-revalidate", for example, is added
to the headerof the content. Accordingly, ina case where
the relaying device serving as a destination of a content
transmits the content held by the cache storage section
6 in responseto another request,it is possible to always
cause the relaying device to transmit, to the server, an
inquiry as to whetheror not the contentis the latest, be-
fore the relaying device transmits the.

[Process carried out by client 4]

[0195] A process carried out by the client 4 will be de-
scribed next with reference to Figs. 15 and 16. As de-
scribed earlier, the client 4 acts as a relaying device or
as a content playing device. An operation of the client 4
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in a case where the client 4 acts as a content playing
device will be described first with reference to Fig. 15.

(Processcarried out by client 4 as content playing device)

[0196] Fig. 15 is a flowchart showing an exemplary
process whichis carried out by the client 4 serving as a
content playing device. As shown in Fig. 15, the re-
sponse/request executing section 35 transmits, to the
server2, a request messageto requestto transmit a con-
tent (S521). In response to the request message, the
response/request executing section 35 receives a re-
sponse messageto instruct the response/request exe-
cuting section 35 to acquire a content from a designated
relaying device (S522). Inresponse to such an instruction
from the server2, the response/request executing sec-
tion 35 transmits the request message to the relaying
device designated by the server 2 (S523). Then, in re-
sponse to the request message, the response/request
executing section 35 acquires the content from the re-
laying device which has received the request message
($524).

(Process carried out by client 4 as content playing device)

[0197] The description will discuss, with reference to
Fig. 16, a process of the content 4 in a case where the
client 4 acts as a content playing device. Fig. 16 is a flow
chart showing an exemplary process whichis carried out
by a client 4 acting as a content playing device.
[0198] As shownin Fig. 16, the response/request ex-
ecuting section 35 is ready to receive, from a content
playing device (the client 4 different from the one de-
scribed in the previous example), a request messagere-
questing transmission of a content. The response/re-
quest executing section 35 receives the request mes-
sage from the content playing device via the client com-
munication section 31 ($541), and then determines
whetheror not the content requested by the requestmes-
sage is stored in the client storage section 8 (S 542).
[0199] In acase where the contentis not stored in the
client storage section 8 (NO in $542), the response/re-
quest executing section 35 examines a Hostfield of the
request message,and then transmits a request message
to aserver 2 whose URLis shownin the Hostfield, which

request message requests the content requested by the
contentplaying device (S543). The response/request ex-
ecuting section 35 acquires the content from the server
2 (S544), stores the content thus acquired in the client
storage section 8 (S545), and then transmits the content
to the content playing device (S546).
[0200] In a case where the content requested by the
content playing device is stored in the content storage
section 8 (YES in $542), the response/request executing
section 35 (i) creates a request message provided with
a conditional request by adding, to aregular request mes-
sage, "If-Modified-Since" containing information about
time at which the client device 4 has acquired the content
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andthen(ii) transmits the request message thus created
to the server 2 (S547).
[0201] Uponreceipt of a"304 NOT Modified" response
message from the server 2 (YES in S548), the re-
sponse/request executing section 35 reads out the con-
tent stored in the client storage section 8, and then trans-
mits the content to the content playing device (S426).
[0202] On the contrary, in a case where the content
stored in the client storage section 8 is not the latest data,
the server 2 transmits, to the response/request executing
section 35, the latest version of the content as a response
to the request message (carrying the conditional re-
quest), and then the response/request executing section
35 receives the contentthus transmitted (S544). The re-
sponse/request executing section 35 stores the content
thus received in the client storage section 8 (S545), and
then transmits the content to the content playing device
(S546).
[0203] Note that, in S546, the response/request exe-
cution section 23 transmits the content to the content

playing device while the content contains, in its header,
"Cache-Control: must-revalidate" or "“Cache-Control

which has been addedbythe server 2. Accordingly, in a
case where the content, which has been acquired by the
client 4 serving as a destination of a content, is transmit-
ted in response to another request, it is possible to keep
such a state that the content playing device should al-
ways transmit, to the server 2, as to whether or not the
contentis the latest version, before the content playing
device transmits the content.

[Example 2]

[0204] The following description will further discuss
Embodiment 2 in more detail with reference to Fig. 17
illustrating Example 2. Example 2 will illustrate an exem-
plary operation of a content distributing system 1a which
instructs, to a content playing device (whichis a client
4d), from which relaying device (client 4c) the content
playing device should acquire a content. Fig. 17 is a view
illustrating an example operation sequence of the content
distribution system 1a in Example 2.
[0205] Note that Example 2 is carried out on the fol-
lowing conditions. A content 1 is stored in the content
storage section 5, and both the client storage sections
8c and 8d and the cache storage section 6 cashes no
content. Further, the server2 is set so that the content1

is acquired from the proxy 3 as its default. Furthermore,
when the process shownin Fig. 17 is started in Example
2, a transmission log and content-storage-location infor-
mation are not stored in the transmission log storage sec-
tion 12 and the content-storage-location information stor-
age section 13, respectively. Still further, the response
executing section 15 creates the transmission log of Fig.
12 every time when a response messageis transmitted,
and the content-storage-location information generating
section 17 generates the content-storage-location infor-
mation of Fig. 13 every time when a content transmission
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log or a version notification log (transmission log whose
"transmitted contents"is "200 OK" or "304 Not Modified")
is added to the transmission log storage section 12.
[0206] Further, Example 2 is carried out on condition
that a sequencestarting from a time at which the content
playing device transmits a request message and ending
at a time at which the content playing device receives a
response messagein response to the request message
is considered as a single session.
[0207] Asshownin Fig. 17, ina session 210, the client
4c transmits, to the server 2, a request messageto re-
questto transmit the content 1 (request 211). Inthe server
2 which has received the request 211, the response ex-
ecuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify a relaying de-
vice to acquire the content 1. In responseto the instruc-
tion, the relaying device specifying section 16 confirms
whetheror not the content-storage-location information
is stored in the content-storage-location information stor-
age section 13 (process 212). Here, the content-storage-
location information storage section 13 does not contain
the content-storage-location information indicative of the
proxy 3 to acquire the content1, the relaying device spec-
ifying section 16 specifies the default proxy 3a as the
proxy 3 to acquire the content 1. The response executing
section 15 transmits, to the client 4a, the response mes-
sageto instruct the client 4c to acquire a requested con-
tent from the proxy 3 indicated by address information
specified by the relaying device specifying section 16 (re-
sponse 213). Then, the response executing section 15
creates a transmission log based on the response mes-
sage thus transmitted, and adds the transmission log to
the transmission log storage section 12 (process 214).
[0208] Then, in the session 220, the client 4c, which
has received the response 213, transmits, to proxy 3, the
request message to request to transmit the content 1
(request 221). The proxy 3 received the request 221 con-
firms whether or not the content 1 is stored in the cache

storage section 6 (process 222). Here, the content 1 is
not stored in the cache storage section 6, so that the
proxy 3 transmits, to the server 2, the request message
based on the request 221 (request 223). In the server 2
whichhasreceived the request 223 from the proxy3, the
response executing section 15 transmits the content 1
to the proxy 3 (response 124). The proxy 3a received the
response 124 stores the acquired content 1 in the cache
storage section 6 and caches the content 1 (process
225). After that, the proxy 3a transmits, to the client 4a,
the content 1 as aresponseto the request 221 (response
226). When acquiring the content 1 from the proxy3, the
client 4c stores the content 1 thus acquired in the client
storage section 8c and caches the content 1 (process
227). Note that, after transmitting the response 224, the
response executing section 15 creates a transmission
log based on the response message thus transmitted,
and adds the transmission log to the transmission log
storage section 12 (process 228). Further, the content-
storage-location information generating section 17 gen-
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erates content-storage-location information by associat-
ing the content 1 and addressinformation of the proxy 3
with each other, and causes the content-storage-location
information to be stored in the content-storage-location
information storage section 13. Furthermore, the con-
tent-storage-location information generating section 17
generates content-storage-location information by asso-
ciating the content 1 and address information of the client
4c with each other, and causes the content-storage-lo-
cation information to be stored in the content-storage-
location information storage section 13(process 229).
[0209] Whenthe session 220 is completed, the content
1isinastate of being cachedin the cachestorage section
6 of the proxy 3 and in the cache storage sections 8c of
the client 4c. That is, the content-storage-location infor-
mation storage section 13 stores (A) the content-storage-
location information in which the content 1 and the proxy
3a are associated with each other and (B) content-stor-
age-location information in which the content 1 and the
client 4 are associated with each other. Thatis, in this

state, not only the proxy 3 but also the client 4c potentially
serves as a relaying device from which the content 1 is
acquired.
[0210] Next, in a session 230, the client 4d transmits,
to the server 2, arequest message to requestto transmit
the content 1 (request 231). In the server 2 which has
received the request 231, the response executing section
15 transmits, to the relaying device specifying section
16, an instruction to specify a relaying device from which
the content 1 is to be acquired. The relaying device spec-
ifying section 16 receives the instruction, and then checks
the content-storage-location information in the content-
storage-location information storage section 13 (process
232). At this point, (i) the information stored in the content-
storage-location information storage section 13 identifies
the proxy 3b and the client 4c both as locations where
the content 1 is stored and(ii) the content-storage-loca-
tion information pointing to the client 4c is later than the
content-storagelocation information pointing to the
proxy 3. Therefore, the relaying device specifying section
16 specifies the client 4c as a relaying device from which
the content 1 is to be acquired. The response executing
section 15 transmits, to the client 4d, a response mes-
sage with an instruction to acquire the content 1 from the
client 4c thus specified by the relaying device specifying
section 16 (response 233). The response executing sec-
tion 15 creates a transmission log based on the response
message, and then adds the transmission log to the
transmission log storage section 12 (process 234).
[0211] In asession 240, the client 4d (which has re-
ceived the response 233) transmits, to the client 4c, a
request message (request 241) in accordance with the
instruction of the server 2, which request message re-
quest to transmit the content 1. The client 4c receives
the request 241, and then checks whetheror not the con-
tent 1 is stored in the client storage section 8c (process
242). Since the content 1 is already stored in the client
storage section 8c, the client 4c transmits a conditional
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request message (request 243) to the server 2 in order
to examine whether or not the content 1 stored in the

client storage section 8c is the latest data, which condi-
tional request messageis created by adding "If-Modified-
Since" to a request message based on the request 241.
The request 243 contains a "Via" header, and is a con-
ditional request. Hence, the response executing section
15 in the server 2 that has received the request 243 ver-
ifies whether or not the content 1 stored in the client 4c

is the latest data (process 244). The response executing
section 15 determines that the content 1 stored in the

client 4c is the latest data, and then transmits, to the client

4c, a response messagein which "304 NOT Modified"is
contained (response 245). Upon receipt of the response
245, the client 4c reads out the content 1 stored in the
client storage section 8c, and then transmits, to the client
4d, the content 1 in response to the request 241 (re-
sponse 246). Subsequentto the transmission of the re-
sponse 245, the response executing section 15 creates
a transmission log based on the response message thus
transmitted, and then adds the transmission log to the
transmission log storage section 12 (process 247). The
content-storage-location information generating section
17 generates content-storage-location information by as-
sociating the content 1 with the address information of
the client 4c, and then stores the content-storage-loca-
tion information in the content-storage-location informa-
tion storage section 13. The content-storage-location in-
formation generating section 17 also creates content-
storage-location information associating the content 1
with address information of the client 4d, and then stores

the content-storage-location information in the content-
storage-location information storage section 13 (process
248).
[0212] In Embodiment2, the client 4 acts as a content
playing device or as a relaying device. This gives a great-
er numberof candidates that the server 2 can designate
as arelaying device. Therefore, a processing load of the
server 2 and a network load which is used to transmit

data from the server 2 can be diluted by more widely
distributing the loads overthe network so that the loads
are also shared by the clients 4 and networks between
a client 4 and anotherclient 4.

[HTTP Message in Example 2]

[0213] The details of the requests and responsesillus-
trated in the operation sequence diagram of Fig. 17 will
be illustrated in Figs. 18 and 19. Figs. 18 and 19 are
views eachillustrating example HTTP messagestrans-
mitted/received as requests and responses,Fig. 18 par-
ticularly illustrating HTTP messagesin the session 210
and 220, and Fig. 19 particularly illustrating HTTP mes-
sages in the sessions 230 and 240.
[0214] (a), (b), (c), (d), (e), and (f) of Fig. 18 illustrate
HTTP messagesof the request 211, the response 213,
the request 221, the request 223, the response 224, and
the response 226 ofFig. 17, respectively.
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[0215] (a), (b), (c), (d), (e), and (f) of Fig. 19 illustrate
HTTP messagesof the request 231, the response 233,
the request 241, the request 243, the response 245, and
the response 246 of Fig. 17, respectively.
[0216] (a) through (f) of Fig. 18 correspond to (a)
through (f) of Fig. 8, respectively, and Fig. 18 is different
from Fig. 8 only in that the client 4a and the proxy 3a in
Fig. 8 are changedto the client 4c and the proxy 3 in Fig.
18, respectively. Also, (a) through (f) of Fig. 19 corre-
spondto (a) through (f) of Fig. 10, respectively, and Fig.
19 is different from Fig. 10 only in that the content2, the
client 4a, and the proxy 3b in Fig. 10 are changed to the
content 1, the client 4d, and the client 4c in Fig. 19, re-
spectively. Description other than the above difference
has been already made.

<Embodiment 3>

[0217] Embodiment 3 of the present invention will dis-
cuss an example where (i) a server 2 specifies a plurality
of relaying devices from which a content is acquired and
(ii) a content playing device acquires a content by select-
ing a relaying device from the plurality of relaying devices
thus specified, in order to more widely distribute a load
of a network between the content playing device and the
relaying device.
[0218] Specifically, in Embodiment3, a client 4, which
is the content playing device, (i) selects one relaying de-
vice from the plurality of relaying devices specified by the
server2 and(ii) acquires a content from the relaying de-
vice thus selected. In a case where a delay occurs in
regard to the acquisition of the content while the content
is being acquired, the client 4 reselects anotherrelaying
device from the plurality of relaying devices specified by
the server 2, so as to change the relaying device from
which the content is acquired.
[0219] Embodiment 3 will be described below with ref-
erenceto Figs. 20 through 28. Embodiment3 differs from
Embodiment 2 only in a configuration of the client 4 and
adata formatofa content which is managed by the server
2, and Embodiment 3 is identical to Embodiment 2 in

other points. As such, the difference of Embodiment 3
from Embodiment2 will be mainly described below.

[Outline of content distribution system 1b]

[0220] First, an outline of a contentdistribution system
1b of Embodiment3 will be described with reference to

Fig. 20. Fig. 20 is a viewillustrating an outline of the
content distribution system 1b in accordance with Em-
bodiment 3 and a main configuration of devices consti-
tuting the contentdistribution system ‘1b. Asillustrated in
Fig. 20, the contentdistribution system 1b includes the
server 2, proxies 3a, 3b and 3c, and clients 4e and 4f.
Further, the content distribution system 1b includes: a
content storage section 5 which is connected to the serv-
er 2; cache storage sections 6a, 6b, and 6c which are
connected to the proxies 3a, 3b, and 3c, respectively;
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and client storage sections 8e and 8f which are connect-
ed to the client 4e and 4f, respectively.
[0221] The proxy 3 of Embodiment3 is identical to the
proxy 3 of Embodiment 1 in a configuration and an op-
eration process. As such, details of the proxy 3 will not
be discussed here.

[Server 2]

[0222] The server 2 of Embodiment3 (i) has the same
configuration with that of the server 2 of Embodiment 2
and(ii) executes the same operation as that of the server
2 of Embodiment 2. However, in orderto allow the content

playing device to select a relaying device from which a
content is acquired, the server 2 of Embodiment 3 (i)
specifies a plurality of relaying devices which (possibly)
possess a content that the content playing device re-
quests,(ii) presents, to the content playing device, a con-
tent storage location list containing address information
of the plurality of relaying devices thus specified, and(iii)
instructs the content playing device to acquire a content
from one of the relaying devices which exist at an address
indicated by the address information contained in the
content storage location list thus presented.
[0223] Specifically, upon receipt of a request message
to request a content directly from the content playing de-
vice, a response executing section 15 transmits, to a re-
laying device specifying section 16, an instruction to
specify address information of a relaying device (e.g.,
URI of the proxy 3 or the client 4, etc.) which (possibly)
possesses the content that the content playing device
requests. Then, the response executing section 15 re-
ceives a content storage location list, from the relaying
device specifying section 16, the content storage location
list containing a plurality of pieces of address information
of the relaying device which possesses the content that
the content playing device requests. Then, the response
executing section 15 transmits a response message to
the content playing device in response to the request
message from the content playing device, the response
messageinstructing to acquire the content that the con-
tent playing device requests, from one of the relaying
devices of the addressindicated by the address informa-
tion contained in the content storage location list which
is created by the relaying device specifying section 16.
[0224] Note that, since other processes of the re-
sponse executing section 15 are identical to those of Em-
bodiment 2, those processeswill not be discussed here.
[0225] In accordance with the instruction from the re-
sponse executing section 15, the relaying device speci-
fying section 16 (i) specifies a plurality of relaying devices
which(possibly) possess a content that the content play-
ing device requests and(ii) creates a content storage
location list containing address informationof the plurality
of relaying devices thus specified.
[0226] Specifically, the relaying device specifying sec-
tion 16 reads out content-storage-location information
from the content-storage-location information storage
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section 13 in accordance with the instruction of the re-

sponse executing section 15. With reference to the con-
tent-storage-location information thus read out, the re-
laying device specifying section 16 (i) specifies a plurality
of pieces of address information of a relaying device as-
sociated with the content that the content playing device
requests and(ii) creates a content storage locationlist
containing the plurality of pieces of address information
thus specified. The relaying device specifying section 16
transmits the content storage location list thus created
to the response executing section 15.
[0227] Inacase where the content-storage-location in-
formation storage section 13 stores (i) no content-stor-
age-location information containing the content that the
content playing device requests or (ii) only one piece of
content-storage-location information containing the con-
tent thatthe content playing device requests, the relaying
device specifying section 16 may (a) specify predeter-
mined (default) address information as address informa-
tion of the device from which the content that the content

playing device requests is available, and (b) creates a
content storage locationlist containing a plurality of piec-
es of address information. Further, in a case where the

content-storage-location information storage section 13
stores (i) no content-storage-location information con-
taining the content that the content playing device re-
quests or(ii) only one piece of storage location informa-
tion containing the content that the content playing device
requests, the relaying device specifying section 16 may
(a) specify, at random, from relaying devices connected
to the server 2 via a network 7, address information of

the device from which the content is acquired and (b)
create a content storage location list.
[0228] Moreover, the relaying device specifying sec-
tion 16 may create a content storage location list by add-
ing priorities to the pieces of address information thus
specified. In this case, as with Embodiment2, a priority
maybe determined on a basis of date and time contained
in the content-storage-location information, a physical or
a network-structural distance between the content play-
ing device and the relaying device, a load status of the
relaying device, a transmission log which is stored in a
transmission log storage section 12, or the like.

[Client 4]

[0229] The client 4 of Embodiment3,unlike that of Em-
bodiment 2, when functioning as a content playing de-
vice, (i) receives a content storage location list which is
transmitted from the server2 and(ii) acquires a content
that the client 4 requests, from one of relaying devices
which exist at an addressindicated by the address infor-
mation containedin the content storage locationlist thus
received.

[0230] In the client 4 illustrated in Fig. 20, a client con-
trol section 32 includes, in addition to a response/request
executing section 35, a client status determining section
36 and a relaying device selecting section (relaying de-

Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 468 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

51 EP 2 597 869 A1 52

vice changing means) 37, both of which are not included
in Embodiment 2.

[0231] The response/request executing section 35 re-
ceives, from the server 2, as a response message,(i) a
content storage location list and(ii) an instruction to trans-
mit a request message for requesting a content to one
of the relaying devices which exist at the address indi-
cated by the address information contained in the content
storage location list.
[0232] When the response/request executing section
35 receives the content storage location list and the in-
struction, the relaying device selecting section 37 selects
one of pieces of the address information contained in the
content storage location list that the response/request
executing section 35 receives. The relaying device se-
lecting section 37 transmits, to the response/request ex-
ecuting section 35, an instruction to acquire a content
from a relaying device of an address indicated by the
address information thus selected.

[0233] In acase wherepriority is not added to the ad-
dress information contained in the content storage loca-
tion list (in a case where the server 2 does notinstruct
an orderof selecting a relaying device from which a con-
tentis acquired), the relaying device selecting section 37
mayselect(i) a relaying device, at random, on a basis
of the addressinformation contained in the content stor-

age locationlist, (ii) a relaying device on a basis of a
predetermined rule (default), or(iii) arelaying device hav-
ing a shortest physical or network-structural distance to
the client 4.

[0234] Meanwhile, in a case where priority is added to
the address information contained in the content storage
location list, the relaying device selecting section 37 se-
lects address information having a highestpriority.
[0235] When the relaying device selecting section 37
receives, from the client status determining section 36,
delay information indicating that an acquisition speed at
which the response/request executing section 35 ac-
quires a content (receiving speed required to acquire a
content) is slower than a predetermined receiving speed,
the relaying device selecting section 37 (i) changes the
relaying device from which the content is acquired, from
the relaying device thatthe relaying device selecting sec-
tion 37 selects, to another relaying device which exists
at the address indicated by the address information con-
tained in the content storage location list and (ii) trans-
mits, to the response/request executing section 35, an
instruction to acquire a content from the anotherrelaying
device thus changedto.
[0236] Here, in a case where priority is not added to
the address information contained in the content storage
locationlist, the relaying device selecting section 37 may
select (i) a relaying device, at random, on a basis of the
address information contained in the content storage lo-
cationlist, (ii) a relaying device on a basis of a predeter-
mined rule (default), or (iii) a relaying device having a
second shortest physical or a network-structural distance
to the client 4.
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[0237] Meanwhile, in a case wherepriority is added to
the addressinformation contained in the content storage
location list, the relaying device selecting section 37 se-
lects address information having a second highestprior-
ity.
[0238] Theclient status determining section 36 detects
an occurrence of a predetermined event. Specifically, the
client status determining section 36 detects an event that
acontentis received with delay when the contentplaying
device acquires, from the relaying device, the content
that the content playing device requires. The eventindi-
cates (i) a network communication status between the
contentplaying device and the relaying device and/or(ii)
a size of a load of the relaying device. When detecting
the event that the contentis received with delay, the client
status determining section 36 transmits, to the relaying
device selecting section 37, delay information indicating
the event thus detected.

[Format of content]

[0239] Next, in Embodiment 3, a format of a content
which is stored in the content storage section 5 will be
described with reference to (a) of Fig. 21. (a) of Fig. 21
is a view illustrating an example format of the content.
[0240] Asillustrated in (a) of Fig. 21, amediafile, which
is data indicating the content, is fragmented by a prede-
termined unit. The unit is not particularly limited but the
media file may be fragmented (i) by a time unit such as
one minute or (ii) by a unit of GOP (group of picture) in
an image coding.
[0241] In the following description, the fragmentis re-
ferred to as a movie fragment, and an MP4 file is used
as a specific example of a media file which is constituted
by the movie fragment.
[0242] Inacase where the MP4file is used as a media
file, a fragment which is constituted by "moof" storing
header information which manages an image and a
soundin the fragment and "mdat" storing data such as
an image and a sound whichare played bya client cor-
respondsto the movie fragment.
[0243] Here, as to the MP4file, in addition to "moof"
and "mdat," information (e.g., image resolution, profile
information, etc.) related to an entire mediafile, that is,
information (play information) required for a formatting
of a content playing section 34 in the client 4, is stored
in "moov," whichis different from the "moof" or the "mdat."

[0244] Accordingly, it is necessary to notify, before a
play starts, the client 4 of the play information stored in
"moov". The play information stored in "moov" may be
notified in a procedure different from that for the movie
fragment, and it is not always necessary to include
"moov" in the movie fragment. However, the following
description will discuss an example wherea first movie
fragment in each of mediafiles includes "Moov." Thatis,
“information required for the formatting of the playing de-
vice"illustrated in (a) of Fig. 21 is "moov."
[0245] Asillustrated in Fig. 21, consecutive reference
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numerals "movie fragment 1", "movie fragment 2"... are
assigned to a movie fragment in each of the media files
in the orderfrom the first movie fragment. Note that each
of the movie fragments includes image data for one
minute.

[Formatfor transmission of content]

[0246] Next, in the content distribution system 1b of
the present invention, a transmission unit of the content
will be described. In the content distribution system ‘1b,
among the server 2, the proxy 3, and the client 4, the
content is (i) divided by a unit which is referred to as
media segmentand(ii) transmitted with use of HTTP.
[0247] (b) of Fig. 21 is a view illustrating a concept of
a media segment whichis treated by the content distri-
bution system 1b as a transmission unit of the content
and showing an exemplary transmission unit of the con-
tent in the content distribution system 1b.
[0248] The media segmentis constituted to include at
least one movie fragment. In other words, a contentis
constituted by one or more media segments and each of
the media segments is constituted by one or more movie
fragments. Generally, each of the media segments,ina
predetermined content, is configured to include two or
more movie fragments each of which has consecutive
playing time. However, the media segment may be con-
stituted by (i) one movie fragmentor(ii) two or more movie
fragments each of which has no consecutive playing
time.

[0249] Specifically, (b) of Fig. 21 shows an example
where a plurality of movie fragments are combined so as
to constitute one media segment. This makesit possible
to reduce the numberof messages which transmit a con-
tent as compared with a case where eachofthe plurality
of movie fragments is transmitted separately. As such,it
is possible to send a contentefficiently.
[0250] In an example of (b) of Fig. 21, one media seg-
ment "media segment 1" is constituted by combining
"movie fragments 1 through 60", and another media seg-
ment "media segment 2" is constituted by combining
"movie fragments 61 through 120". Note that a media
segment should include two or more movie fragments
each of which has consecutive playing time in the pre-
determined content, and the numberof movie fragments
included in one media segmentis not particularly limited.
In Embodiment3, asillustrated in (b) of Fig. 21, one media
segment includes 60 movie fragments.

[Process carried out by each device]

[0251] Next, a process whichis carried out by the serv-
er 2 and the client 4 functioning as a content playing
device will be described with reference to Figs. 22 and
23. A process which is carried out by the proxy 3 of Em-
bodiment3 is identical to that of Embodiment 1, and a

process which is carried out by the client 4 functioning
as a relaying device of Embodiment3 is identical to that
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of Embodiment 2. As such, those processeswill not be
discussed here.

[Process carried out by server 2]

[0252] First, a process whichis carried out by the serv-
er 2 will be described with reference to Fig. 22. Fig. 22
is a flowchart showing an exemplary process which is
carried out by the server2.
[0253] The response executing section 15 is ready to
receive a request message for requesting to transmit a
content, and upon receipt of the request message for
requesting to transmit the content, via the server com-
munication section 11 (S601), the response executing
section 15 determines whetheror not the request mes-
sage thus receivedis transmitted from a relaying device
by referring to a header of the request message thus
received (S602).
[0254] Ina case where a subject which transmits the
request message thus received is a content playing de-
vice (in a case -where an answerfor S602 is No), the
content playing deviceinstructs the relaying device spec-
ifying section 16 to specify a plurality of relaying devices
from which the content playing device acquires the con-
tent. The relaying device specifying section 16 reads out
content-storage-location information from the content-
storage-location information storage section 13 in re-
sponseto the instruction of the response executing sec-
tion 15 (S603). With reference to the content-storage-
location information thus read out, the relaying device
specifying section 16 (i) specifies a plurality of URIs of a
relaying device associated with the content that the con-
tent playing device requests and (ii) creates a content
storagelocation list containing the plurality of pieces of
address information thus specified (S604). The relaying
device specifying section 16 transmits the content stor-
age location list thus created to the response executing
section 15. The response executing section 15 transmits,
to the content playing device, a response messagein-
structing to acquire the content that the content playing
device requests from one of the relaying devices which
exist at an address indicated by the address information
containedin the content storage location list whichis cre-
ated by the relaying device specifying section 16 (S605).
The response executing section 15 (i) creates a trans-
mission log on a basis of the response message which
is sent to the content playing device and (ii) adds the
transmission log thus created to the transmission log
storage section 12 (S610).
[0255] Processes (S606 through S609) for a case
where the senderof the received request messageis the
relaying device is identical to those (S506 through S509
in Fig. 14) for the server 2 of Embodiment 2. As such,
those processes will not be discussed here.

Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 470 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

55

[Process carried out by client 4 functioning as content
playing device]

[0256] Next, a process whichis carried out by the client
4 functioning as acontentplaying device willbe described
with reference to Fig. 23. Fig. 23 is a flowchart showing
an exemplary process which is carried out by the client
4 functioning as a content playing device.
[0257] The response/request executing section 35
transmits a request message for requesting to transmit
a content to the server 2 (S621). In response to the re-
quest message, the response/request executing section
35 receives a response message containing (i) a content
storage location list and (ii) an instruction to transmit, to
one of relaying devices which is of an addressindicated
by addressinformation contained in the content storage
location list, a request message for requesting a content
(S622).
[0258] When the response/request executing section
35 receives the response message, the relaying device
selecting section 37 selects one of pieces of the address
information contained in the content storage location list
which the response/request executing section 35 re-
ceives (S623). The relaying device selecting section 37
instructs the response/request executing section 35 to
acquire a content from the relaying device is of the ad-
dress indicated by the addressinformation thus selected.
[0259] The response/request executing section 35
whichis instructed from the relaying device selecting sec-
tion 37 transmits a request message to the relaying de-
vice that the relaying device selecting section 37 selects
($624). First, upon receipt of the request message, the
relaying device sends, as a response message, a header
in response to the request message thus received. As
such, the response/request executing section 35 re-
ceives the header (S625) and notifies the client status
determining section 36 of the receipt of the header.
[0260] Uponreceipt of the notification, the client status
determining section 36initializes a timer and starts count-
ing in order to evaluate receiving time for a movie frag-
ment. Moreover, the client status determining section 36

initializes a variable (counter) (N, = N» =0) which is used
for the evaluation (S626). For example, an initial value
for the timer may be a value calculated by subtracting a
predetermined threshold T,, from a valueofa time stamp
of a movie fragment which is most recently sent.
[0261] The relaying device that received the request
messagetransmits, after the header, as a response mes-
sage in response to the request message received in
$624, a body for which a plurality of movie fragments are
multiparted. The response/request executing section 35
receives a movie fragment (S627) and notifies the client
status determining section 36 of the receipt of the movie
fragment.
[0262] Furthermore, the response/request executing
section 35 (i) determines, on a basis of a value of "Con-
tent-Type" header containedin the headerthus received,
that the movie fragmentis received in a MIME multipart
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format, (ii) notify the content playing section 34 of the
receipt of the movie fragment, andalso(iii) transmits the
movie fragment thus received to the content playing sec-
tion 34. Then, the content playing section 34 (a) specifies
a time stamp of the movie fragment in reference to an
"X-Timestamp" header of the movie fragment thus re-
ceived and(il) plays the movie fragment with reference
to the time stamp.
[0263] Here, the client status determining section 36
evaluates receiving time (S628). Specifically, the client
status determining section 36 compares time t indicated
by the timer which starts counting in S626 and a time
stamp T;, (value of X-Timestamp) of the movie fragment
whichis received in S627.

[0264] In acase where the comparison showsthat t <
Tr - Tip, the client status determining section 36 deter-
minesthatit is sufficiently earlier than predetermined re-
ceiving time (an event indicating a good communication
status is detected), and a process proceeds to S629. In
contrast, in a case where T;, + Ty, > t, the client status
determining section 36 determines that a delay occurs
(an event indicating a poor communication status is de-
tected), and the process proceeds to S630. Meanwhile,
in a case where neither of the above cases applies (|t-
Ti] < Ty,), the process proceeds to S631.
[0265] Thatis, after starting a receipt of a first movie
fragment contained in the response message,the client
status determining section 36 counts time t until starting

a receipt of a next fragment. When(i) T;, indicates a dif-
ference betweena valueofa time stamp associated with
the first movie fragment and a value of a time stamp as-
sociated with the next movie fragment and (ii) Ty, indi-
cates zero or more predeterminedthreshold, (a) ina case
whereT;, + Tth > t, the client status determining section
36 determines that the event indicating a poor commu-
nication status is detected, and (b) in a case where t <

Ti, - Tip. the client status determining section 36 deter-
mines that the event indicating a good communication
status is detected.

[0266] In S629, the client status determining section
36 increments N, which is a counter for the numberof
times that the movie fragmentis received sufficiently ear-
lier than the predetermined receiving time. Then, the
process proceeds to S631.
[0267] In S630, the client status determining section
36 increments Ny which is a counter for the number of
times that the movie fragment is received with delay.
Then, the process proceeds to $631.
[0268] In S631, the response/request executing sec-
tion 35 confirms whetheror notall of the movie fragments
contained in the media segmentspecified by the request
which is transmitted in S624, and in a case where an
unreceived movie fragmentis found (in a case where an
answerfor S631 is No), the process returns to $627.
[0269] Meanwhile, in a case where the response/re-
quest executing section 35 confirms thatall of the movie
fragments are already received (in a case where an an-
swerfor S631 is Yes), the response/request executing
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section 35 confirms whetheror notall of the media seg-
ments of the content whichis subject to be requested are
received (S632), and in a case whereit is confirmed that
all of the media segments has been received (in a case
where an answerfor S632 is Yes), the process is com-
pleted. Meanwhile, in a case where an unreceived media
segmentis found (in a case where an answerfor S632
is No), the client status determining section 36 deter-
mines, whetheror not Ns - N, > 0 with use of N; and Ny
which are calculated in S629 and S630 (S633).

[0270] In acase where Nz,- N, > 0 is nottrue, thatis,
in a case where No - N, < 0, the relaying device is not
changed, and a request message in which a media seg-
ment numberis incrementedis transmitted to the relaying
device which is selected in S623 (S624). As a response
message in response to the request message, the re-
sponse/request executing section 35 receives a header
(S625) andnotifies the client status determining section
36 of the receipt of the header. Then, in order to evaluate
receiving time for a movie fragment contained in a next
media segment, the client status determining section 36
reinitializes the timer, so as to start counting of the time.
Moreover, the client status determining section 36 also
reinitializes the variable (counter) (Nj = No = 0) which is
used for the evaluation. Then, the response/request ex-
ecuting section 35 receives the movie fragment con-
tained in the next media segment (S627).
[0271] Meanwhile, in a case where No - N, > 0, the
client status determining section 36 transmits, to the re-
laying device selecting section 37, delay informationin-
dicating that an acquisition of the content is delayed. Up-
on areceipt of the delay information from the client status
determining section 36, the relaying device selecting sec-
tion 37 selects other address information whichis (i) con-
tained in the content storage location list and (ii) different
from the address information whichis currently selected
(S634). The relaying device selecting section 37 instructs
the response/request executing section 35 to acquire a
contentfrom a relaying device which exists at an address
indicated by the address information thus selected.
[0272] Upon receipt of the instruction from the relaying
device selecting section 37, the response/request exe-
cuting section 35 retransmits, to the relaying device se-
lected by the relaying device selecting section 37, a re-
quest message for which the media segment numberis
incremented (S624).
[0273] The description above describes an example
where the relaying device from which the content is ac-
quired is reselected per media segment (S634). Note,
however, that the relaying device may be reselected per
movie fragment. In that case, for example, in accordance
with a result of the evaluation of the receiving time in
$628,it is possible (i) to change the relaying device, (ii)
to transmit a new request messageto the relaying device
thus changed, and (iii) to cancel a subsequent movie
fragment which is transmitted on a basis of a request
message whichis sentfirst.
[0274] For example, the client status determining sec-
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tion 36 may count, in S629 and S630,(i) the number N,
of movie fragments which are received sufficiently earlier
than the predetermined time and (ii) the number Nz of
movie fragments which are transmitted with delay. After
a transmission of one media segmentis completed, in a
case where N, - N, > 0, the client status determining
section 36 may determine that there is an overall delay
(an event indicating a poor communication status is de-
tected) and notify the relaying device selecting section
37 of the determination.

[0275] Moreover, in the description above, in S633, the
client status determining section 36 determines whether
or not Ny - Nj > 0, so as to determine whether or not a
delay occurs when the contentis acquired. However,the
processis notlimited to this. For example, it is also pos-

sible (i) to predetermine an upper limit for Nz, which is a
counterfor the numberof times that the movie fragment
is received with delay, and(ii) to cancel a subsequent

movie fragment whena value of N, exceeds the value
thus predetermined, so as to switch the relaying device
to anotherrelaying device.

[Example 3]

[0276] The present embodimentis further described
below with reference to Example3illustrated in Fig. 24.
Example 3 showsan operation example of a contentdis-
tribution system 1b that transmits, to a content playing
device serving as a client 4e, an instruction to acquire a
content from any one of address information contained
in a content-storage-locationlist. Fig. 24 is a view illus-
trating an example operation sequence of the content
distribution system 1b in Example 3.
[0277] Note that Example 3 is carried out on the fol-
lowing conditions. A content 1 in a formatillustrated in
Fig. 21 is already stored in the content storage section
5, and the client storage sections Ga, 6c, and 8f. Further,
the server 2 generates a content-storage-location list by
addingpriorities to the plurality of pieces of address in-
formation. Furthermore, when the process shownin Fig.
25 is started in Example 3, the transmission logs 51 to
53 stores the transmission log storage section 12 and
the content-storage-location information storage section
13, respectively. Stillfurther, the response executing sec-
tion 15 creates the transmission logs 54 to 56 of Fig. 25
every time when a response messageis transmitted, and
pieces of the content-storage-location information 64 to
67 generating section 17 generates the content-storage-
location information of Fig. 26 every time whena content
transmission log or a version notification log (transmis-
sion log whose "transmitted contents" is "200 OK"or "304
Not Modified") is added to the transmission log storage
section 12.

[0278] Further, Example 3 is carried out on condition
that a sequence starting from a time at which the content
playing device transmits a request message and ending
at a time at which the content playing device receives a
response messagein response to the request message
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is considered as a single session.
[0279] As shownin Fig. 24, in a session 310, the client
4e transmits, to the server 2, a request messageto re-
questto transmit the content 1 (request 311). Inthe server
2 which has received the request 311, the response ex-
ecuting section 15 transmits, to a plurality of relaying de-
vices specifying section 16, an instruction to specify a
relaying device to acquire the content 1. In response to
the instruction, the relaying device specifying section 16
confirms whetheror not the content-storage-location in-
formation is stored in the content-storage-location infor-
mation storage section 13 (process 312). At this point,
the content-storage-location information storage section
13 contains a proxy 3a, a proxy 3c, and a client 4f serving
as a storage location associated with the content 1.
Therefore, the relaying device specifying section 16 cre-
ates the content storage location list by (i) adding prior-
ities 1 through 3 to the proxy 3a, the client 4f, and the
proxy 3c, respectively, on a basis of date and time con-
tained in the content-storage-location information so that
the content storage location list added with priority con-
tains the address information of the proxy3, the client 4f,
and the proxy 3c. The response executing section 15
transmits, to the client 4e, the response messageto in-
struct to (i) select, in order of high priority, the address
information contained in the content storage location list
created by the relaying device specifying section 16 and
(ii) acquire the content from a relaying device existing at
an addressindicated by the addressinformation thus se-
lected (response 313). In other words, the response ex-
ecuting section 15 transmits to the client 4e an instruction
to acquire the contentfirst from (i) the proxy 3a and, ina
case where the content cannot be acquired from the
proxy 3a or a speed to acquire the contentis slow, sec-
ondarily from (ii) the client 4f, and lastly from (iii) the proxy
3c. Sequentially, the response executing section 15 cre-
ates the transmission log on the basis of the response
message thus transmitted, and adds the transmission
log to the transmission log storage section 12 (process
314).
[0280] In the client 4e which received the response
313, a relaying device selecting section 37 selects the
proxy 3a having a highest priority, on the basis of the
instruction from the server 2, as a relaying device in the
address information of a device from which the content

is acquired (process 320). Then, the relaying device se-
lecting section 37 transmits to a response/request exe-
cuting section 35 an instruction to acquire the content 1
from the proxy 3a.
[0281] Next, in a session 330, the response/request
executing section 35 thus instructed by the relaying de-
vice selecting section 37, transmits to the proxy 3a the
request messagefor requesting to transmit the content
1 (a request 331). In response to the response 331, the
proxy 3a checks whether the content 1 is stored in the
cash storage section 6a or not (process 332). Because
the content 1 is already stored in the cash storage section
6a, in order to check with the server2 if the contents 1
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stored in the cash storage section 6a is the latest data,
the proxy 3a transmits to the server 2 a conditional re-
quest that is the request message being associated with
the request 331 added with "If_Modified-Since" accord-
ing to the request 331. (a request 333). In the server 2
which received the request 333, because the request 333
is the conditional message containing a "Via" header, the
response executing section 15 determines whether or
not the content 1 kept by the proxy 3 is the latest data
(process 334). The response executing section 15 de-
termines that the content 1 kept by the proxy 3a is the
latest data, and transmits the response message "304
NOT Modified" to the proxy 3a (a response 335). In re-
sponse to the response 335, the proxy 3a retrieves the
content 1 stored in the cash storage section 6a and, as
a response to the request 331, transmits the content 1
thus retrieved to the client 4e (a response 336). The client
de acquires "movie fragment’ to 60" one by one, in re-
sponse to the response 336. After transmitting the re-
sponse 335, the response executing section 15 creates
the transmission log on the basis of the response mes-
sage thus transmitted, and adds the transmission log to
the transmission log storage section 12 (process 337).
The content-storage-location information generation
section 17 generates the content-storage-location infor-
mation by associating the content 1 with the address in-
formation of the proxy 3a, and stores the content-storage-
location information in the content-storage-location infor-
mation storage section 13. In addition, the content-stor-
age-location information generation section 17 gener-
ates the content-storage-location information by associ-
ating the content 1 and the address information of the
client 4e, and stores the content-storage-location infor-
mation in the content-storage-location information stor-
age section 13 (process 338).
[0282] Aclientstatus determining section 36 evaluates
receiving time at every receipt of movie fragments. If the
receiving time is evaluated as No - Ny > 0 at the time of
receipt of one media segment, at this point, the client
status determining section 36 determinesthat areceiving
speed required to acquire the content from the proxy 3a
is slower than a predetermined receiving speed. Then
the client status determining section 36 gives information
of such delayto the relaying device selecting section 37
(process 340).
[0283] The relaying device selecting section 37, in re-
sponse to the information of the delay from the client
status determining section 36, changes the proxy 3a
which is currently selected as the relaying device, from
which the content is required, to the client 4f having a
second priority to be selected as the relaying device
(process 350). In other words, the relaying device select-
ing section 37 selects the client 4f as the device from
which the content is acquired. Continuously, the relaying
device selecting section 37 transmits to the response/re-
quest executing section 35 an instruction to acquire the
content 1 from the client 4f.

[0284] Next, in a session 360, the "movie fragments 1
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to 60" has been received by the response/request exe-
cuting section 35 according to the instruction from the
relaying device selecting section 37. Thus, the re-
sponse/request executing section 35 transmits to the cli-
ent 4f the request message to request to transmit the
content 1 from "movie fragment61" onward (request
361). In responseto the request 361, the client 4f deter-
mines whetheror not the content 1 is stored in the client

storage section 8f (process 362). The content1 is already
stored in the client 8f. Thus, in order to check with the
server 2 whether or not the content 1 stored in the client

storage section 8f is the latest data, the client 4f transmits
the conditional request, which is the request message
associated with the request 361, added with "If_Modified-
Since" (request 363). In the server 2 which received the
request 363, because the request 363 is the conditional
request message containing the "Via" header, the re-
sponse executing section 15 determines that the content
1 kept by the client 4f is the latest data, and transmits the
response message "304 NOT Modified" to the client 4f
(response 365). Sequentially, the client 4f, in respond to
the response 365, retrieves data of the content 1 "movie
fragment61" or later stored in the client storage section
8f. Then the client 4f transmits the retrieved content 1

"movie fragment61" or later to the client 4e one by one
(response 366). In response to the response 366, the
client 4e acquires "movie fragment61" or later one by
one. Further, after transmitting the response 365, the re-
sponse executing section 15 creates the transmission
log on the basis of the response message thus transmit-
ted, and adds the transmission log to the transmission
log storage section 12 (process 367). In addition, the con-
tent-storage-location information generating section 17
generates the content-storage-location information by
associating the content 1 with the address information of
the client 4e so as to store the content-storage-location
information in the content-storage-location information
storage section 13 (process 368).
[0285] As mentioned above, in the present embodi-
ment, a content playing device receives from a server 2
a content storage location list containing address infor-
mation of a plurality of relaying devices, and then ac-
quires a content from any one of the relaying devices
indicated by the address information contained in the
content-storage-location list. In a case where a receiving
speed required to acquire the contentis slow, the relaying
device, from which the content is acquired, is changed
to another relaying device which is indicated by the ad-
dress information contained in the content storage loca-
tion list. This makes it possible to distribute a load of
network (particularly, a network between the content
playing device and the relaying device) efficiently time-
wise, thus realizing a control in more detail in the content
distribution system 1b. Accordingly,it is possible to keep
higher quality of service for a larger number of content
playing devices.
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[HTTP Messages in Example 3]

[0286] Next, the detail of the requests and the respons-
es used in the operation sequenceillustrated in Fig. 24
is illustrated in Fig. 27 and Fig. 28. Fig. 27 and Fig. 28
show examples of HTTP messages whichare transmit-
ted/received as a request or a response. Fig. 27 shows
example HTTP messages in the session 310 and the
session 330. Fig. 28 shows examples of HTTP messages
in the session 360.

[0287] (a), (b), (c), (d), (e), and (f) of Fig. 27 show the
HTTP messagesof the request 311, the response 313,
the request 331, the request 333, the response 335, and
the response 336 of Fig. 24, respectively.
[0288] (a), (b), (c), and (d) of Fig. 28 show HTTP mes-
sagesof the request 361, the response 363, the request
365, the request 363, the request 365, and the request
336 of Fig. 24, respectively.

[HTTP messagesin sessions 310 and 330]

[0289] HTTP messages in the session 310 and the
session 330 will be described with reference to Fig. 27.
Since (c), (d), and (e) of Fig. 27 correspond to (c), (d),
and (e) of Fig. 10, respectively. A content 2, a client 4a,
and a proxy 3b of FIG. 10 aremerely changed to acontent
1 in MIME multipart format, a client 4e, and a proxy 3a
of Fig. 27, respectively. Thus, the description of the HTTP
messages of the request 331, the request 333, and the
response 336in the session 330is not repeated here. In
addition, (a), (b), (c), and (d) of Fig. 28 correspond to (c),
(d), (e), and (f) of Fig. 27, respectively. Since "media
segment" of the content 1 and a proxy 3a of Fig. 27 are
merely changed to a "media segment2" and a proxy 4f
in Fig. 28, respectively. Therefore, the description of the
HTTP messagein the session 360 is not repeated here.
Note also that, an element, which is more peculiar to the
present invention, contained in an HTTP message is
mainly described here. Thus, the description of
well-known elements will be appropriately omitted.

(Request 311 Requesting for Content)

[0290] As shownin (a) of Fig. 27, a request line anda
headerare contained in an HTTP message which corre-
sponds to the request 311 for requesting a "media
segment1" of a content 1 from a serer 2 by a client 4e.
[0291] In the requestline in (a) of Fig. 27, information
for specifying the content to be acquired is described
after a"GET"indicating a method for acquiring the con-
tent. Specifically, the information is described in a form
of "/content name/media segment number". In other
words, the HTTP message(a) of Fig. 27 is a request for
the "O(zero)"th "media segment 1" (first portion) of the
“content 1".

[0292] Further, a header of (a) of Fig. 27 contains an
"Accept" headerindicative of a processible data format
for the client 4e. The "Accept" header has information
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"video/mp4"indicative of amoving image data of an MP4
format, and information "multipart/media-segment"indic-
ative of a MIME multipart format. This enables the client
4e, which is a source that has transmitted the request,
to inform the server 2, whichis a receiver of the request,
that the moving image data of the MP4 formatis receiv-
able in the MIME multipart format.
[0293] Furthermore, the header of (a) of Fig. 27 con-
tains a "Host" header for specifying a server to which a
requestis transmitted. The "Host" header has a descrip-
tion "example.com"indicative of the addressof the server
2.

(Response 313 for instructing on device from which con-
tent is acquired)

[0294] As shownin (b) of Fig. 27, a responseline and
a header are contained in an HTTP message corre-
sponding to the response 313, in which the server2 trans-
mits to the client 4e an instruction on address information

of a device from which the content 1 is acquired.
[0295] Inthe responseline of(b) of Fig. 27, information
for instructing to use the proxy is described in a form of
"status number message".
[0296] Further, the headerof (b) of Fig. 27 contains a
"Location" header for specifying the relaying device to
be used. That is, the HTTP messageof (b) of Fig. 27 is
the responseinstructing to request for the content 1 with
use of the relaying device designated by the "Location"
header mentioned below. In the example of (b) of Fig.
27, the "Location" header has the address information

"http://example-proxy1.com"indicative of the address of
the proxy 3a. This enables the client 4e to be informed
of the address information of the relaying device (proxy
3a) from which the content 1 is requested.
[0297] Moreover, the headerof (b) of Fig. 27 contains
an "X-Alternative-Proxy-List" header indicative of the ad-
dress information of other relaying devices which pos-
sesses the content 1. This "X-Alternative-Proxy-List"
header describes address information "http://example-
client2.com, http://example-proxy3.com" indicative of
addressesof the other relaying devices (referring to the
client 4f and the proxy 3c here). Thus, to the client 4e,
which is a device received this response, the relaying
devices (possibly) possessing the content 1 are present-
ed, in addition to the relaying device specified by the "Lo-
cation" header. Accordingly, the client 4e can select the
relaying device, from which the content 1 is acquired, out
of the relaying devices of the address information con-
tained in the "Location" header or the "X-Alternative-

Proxy-List" header. Note that an "X" in the description of
the header indicates that the header was newly defined
in the present embodiment.

(Response 336for transmitting content from proxy 3a to
client 4e)

[0298] As shownin (f) of Fig. 27, the HTTP message
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contains a responseline, a header, and a body are con-
tained in the HTTP message corresponding to the re-
sponse 336for transmitting the "media segment 1" of the
content 1 to the client 4e from the proxy 3a.
[0299] The responseline of (f) of Fig. 27 describes in-
formation that the request has been received, which
meansthe content thus requested is to be transmitted.
Specifically, the information is described in the form of
"status number response message".
[0300] The headerhas information about a content to
be transmitted. In the example shownin the figure, a
"Content-Type" headerindicative of a type of the content
to be transmitted, a "Content-Location" headerindicative

of a storage location of the contentto be transmitted (e.g.
URI), a "Cache-Control" indicative of an instruction re-
garding a cache of the content to be transmitted, a "Via"
headerindicative of a transmission path via which the
messageis transferred, and an "X-Media-Segment-In-
dex" header indicative of a location of an entire content

of the media segmentto be transmitted are contained.
[0301] In the example shownin the figure, the "Con-
tent-Type" header describes "multipart/ media-segment"
indicative of the MIME multipart format. Thus, a device
which received this header(the client 4e) can recognize
the media segment which was transmitted in MIME mul-
tipart format is the next content to receive. In addition,
the header contains information "bounda-

ry=THIS#STRING#SEPARATES" indicating that a
break point of the multipart format is
"THIS#STRING#SEPARATES".

[0302] The "Content-Location" header describes the
URI “http://www.example.com/content1/0". As men-
tioned earlier, the final number “O"of this URI stands for
the "media segment" which is the initial portion of the
content, followed by a URI of the "media segment2" which
is "http:/Awww.example.com/content1//1". Thus, a media
segmentindicated by a serial number enables a device
received the response (client 4e) to determine that a URI
having an incremented numberis the URI of anext media
segment to requestfor.
[0303] The "Cache-Control" header describes
"must-revalidate", and the "Via" header describes "ex-

ample-proxy 1.com".
[0304] Further, the example in the figure contains the
"X-Media-Segment-Index" header. The "X-Media-Seg-
ment-Index" header indicates a playing location of the
media segmentfor the entire content. In (f) of Fig. 27,
the header contains "1/60". This "1/60" meansa first me-

dia segmentout of 60 media segmentsin the entire con-
tent. According to this information, a full length of the
content and a current playing location can be trackedof.
It is also possible to accessarbitrarily to any media seg-
ment in the content with reference to this information.

[0305] Inthe body, a plurality of movie fragments con-
sisting media segments described in the MIME multipart
format. Here, one media segment contains 60 movie
fragments from 1 through 60.
[0306] Moreover, each of parts (each of the movie frag-
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ments) can have a header. In the example shownin the
figure, a "Content-Type" header indicating a type of the
content of amovie fragment and an "X-Timestamp" head-
er indicating a time stamp of the movie fragment are de-
scribed. Itis possible to specify a playing time (timing of
starting a play) of the movie fragment without analyzing
the movie fragment by referring to the time stamp indi-
cated by the "X-Timestamp" header. Each of the parts
contains a data entity (binary data) of the movie fragment
of the respective parts.

[Case where client cannot process MIME multipart format
data]

[0307] The Embodiment 3 has discussed the case
where data in the MIME multipart format could have been
processed bythe client 4 serving as a content playing
device, that is, the case where the "Accept" header of
the request message has contained "multipart/media-
segment". However,it is also conceivable that the con-
tent playing device cannot processthe data in the MIME
multipart format (that is, the “multipart/media-segment"
is not contained in the "Accept" header of the request
message).
[0308] In this case, itis advisable that a relaying device
and a server 2 respond to a request not by the MIME
multipart format but by one body which is a combination
of all movie fragments in the media segment. This ena-
bles a content playing device which is not capable of
processing data in the MIME multipart to play a content
received,

<Embodiment 4>

[0309] Embodiment4 of the present invention will dis-
cuss an example where(i) a single content is managed
by a plurality of servers 2, (ii) aserver 2 receives arequest
for the content, and designates, as a server from which
the content thus requested is acquired, at least two serv-
ers 2 amongthe plurality of servers 2, and (iii) a content
playing device selects one of the at least two servers 2
thus designated, so as to acquire the content. With the
arrangement,it is possible to distribute, more widely, (a)
a load of a network between the content playing device
and a corresponding oneofthe plurality of servers 2, and
(b) a process load of the corresponding one of the plu-
rality of servers 2.
[0310] More specifically, in Embodiment4, a client 4,
whichis the content playing device,(i) selects one of a
plurality of servers 2 designated by a server 2 to which
a request for a content has been transmitted, and (ii)
acquires the content from the oneof the plurality of serv-
ers 2 thus selected. In a case where acquisition of the
content is delayed during a time period in which the client
4 acquires the content from the one of the plurality of
servers 2 thus selected, the client 4 selects another one

of the plurality of servers 2 designated by the server 2 to
which the request for the content has been transmitted,
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and switches, to the another oneofthe plurality ofservers
2, the server 2 from which the content is acquired.
[0311] The following description deals with Embodi-
ment 4 with reference to Figs. 29 through 34. Embodi-
ment4 is identical to Embodiment3 exceptthat(i) a con-
tent distribution system of Embodiment4 includes a plu-
rality of servers 2, (ii) an arrangementof each of the plu-
rality of servers 2 of Embodiment4 is different from that
of a server 2 of Embodiment3, and (iii) an arrangement
of the client 4 is different from that of a client 4 of Em-

bodiment 3. For this reason, the following description
mainly deals with such differences between Embodiment
4 and Embodiment3.

Outline of content distribution system 1]

[0312] First, the following description explains an out-
line of a content distribution system 1c of Embodiment 4
with reference to Fig. 29. Fig. 29 is a viewillustrating the
outline of the content distribution system 1c of Embodi-
ment 4 and an arrangement of a main part of each of
devices constituting the contentdistribution system ‘1c.
[0313] The content distribution system 1c includes
servers 2a, 2b, and 2c,proxies 3a, 3b, and 3c, and clients
4g and 4h (see Fig. 29). Further, the contentdistribution
system 1c includes (i) content storage sections 5a, 5b,
and 5c, which are connected to the servers 2a, 2b, and
2c, respectively, (ii) cache storage sections 6a, 6b, and
6c, which are connected to the proxies 3a, 3b, and 3c,
respectively, and (iii) client storage sections 8g and 8h,
which are connected to the clients 4g and 4h, respec-
tively.
[0314] The proxies 3a, 3b, and 3c of Embodiment 4
are identical to proxies 3a, 3b, and 3c of Embodiment 3
in arrangement and operationalprocess.For this reason,
details of the proxies 3a, 3b, and 3c are omitted here for
the sake of simple explanation.

As to server 2]

[0315] Each of the servers 2a, 2b, and 2c of Embodi-
ment4 is different from the server 2 of Embodiment3 in

that each of the servers 2a, 2b, and 2c includes an ac-
quisition location specifying section 18 in place of a re-
laying device specifying section 16. Further, a con-
tent-storage-location information storage section 13 of
eachof the servers 2a, 2b, and 2c stores not only content-
storage-location information including address informa-
tion of a replying device which possesses a content but
also content-storage-location information including ad-
dress information of a server 2 which possesses a con-
tent. Other than these points described above, each of
the servers 2a, 2b, and 2c of Embodiment 4 has the same
arrangementas that of the server 2 of Embodiment3.
[0316] In order to cause the content playing device to
select a sever 2 from which the content playing device
acquires a content, each of the server 2a, 2b, and 2c of
Embodiment4 (i) identifies a plurality of servers 2, each
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of which (possibly) possesses the content requested by
the content playing device, (ii) presents, to the content
playing device, a content storage server listincluding ad-
dress information of each of the plurality of servers 2 thus
identified, and(iii) instructs the content playing device to
acquire the content from one of the plurality of servers 2
each of which is located at an address indicated by a
corresponding piece of the addressinformation included
in the content storage serverlist thus presented.
[0317] Specifically, in a case where a response exe-
cuting section 15 directly receives, from the content play-
ing device, arequest message which requests a content,
the response executing section 15 instructs an acquisi-
tion location specifying section 18 to specify addressin-
formation (e.g., an URI of a server 2) of servers 2, each
of which (possibly) possessesthe content requested by
the content playing device. Then, in a case where the
response executing section 15 receives, from the acqui-
sition location specifying section 18, a content storage
serverlist including the address information of the serv-
ers 2, each of which possesses the content requested
by the content playing device, the response executing
section 15 transmits, as a responseto the request mes-
sage received from the content playing device, to the
content playing device, a response message whichis an
instruction to acquire such a requested content from one
of the servers 2 each of which is located at an address

indicated by a corresponding piece of the addressinfor-
mation included in the cantent storage serverlist created
by the acquisition location specifying section 18.
[0318] Further,inacase where the response executing
section 15 receives, from a response executing section
15 of anotherserver2, an inquiry as to whetherthe server
2 possesses a certain content, the response executing
section 15 checks whetheror not the contentis stored in

a corresponding content storage section 5 connected to
the server 2. Then, the response executing section 15
transmits, to the another server2, a responseindicating
whether the server 2 possessesthe certain content. For
example, in a case where a response executing section
15 of the server2a receives, from a response executing
section 15 of the server 2b, an inquiry as to whether the
server 2 possesses a certain content, the response ex-
ecuting section 15 of the server 2a (i) checks contents
stored in the content storage section 5a, and (ii) trans-
mits, to the server 2b, a responseindicating whether the
server 2 possesses the certain content.
[0319] Processes of the response executing section
15, other than the aforementioned process,are identical
to those of a response executing section 15 of Embodi-
ment 3, and therefore explanations of such processes
are omitted here for the sake of simple explanation.
[0320] In accordancewith the instruction received from
the response executing section 15, the acquisition loca-
tion specifying section 18 (i) identifies a plurality of serv-
ers 2, each of which (possibly) possesses the content
requested by the content playing device, and(ii) creates
a content storage serverlist including address informa-
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tion of the plurality of servers 2 thus identified.
[0321] Specifically, on receipt of the instruction from
the response executing section 15, the acquisition loca-
tion specifying section 18 reads out content-storage-lo-
cation information from a content-storage-location infor-
mation storage section 13. The acquisition location spec-
ifying section 18 (i) refers to the content-storage-location
information thus read out,(ii) identifies a plurality of piec-
es of address information, which are associated with the
content requested by the content playing device, and(iii)
creates the content storage serverlist including the plu-
rality of pieces of address information thus identified. The
acquisition location specifying section 18 transmits the
content storage serverlist thus created to the response
executing section 15.
[0322] There is a case where the acquisition location
specifying section 18 checks the content-storage-loca-
tion information storage section 13 for the content-stor-
age-location information including the address informa-
tion of the servers 2 but such content-storage-location
information is not stored in the content-storage-location
information storage section 13, for example. Further,
there is also a case wherethe content-storage-location
information stored in the content-storage-location infor-
mation storage section 13 is old information (a time and
date included in the content-storage-location information
has been obtained before a predetermined time), In such
cases, the acquisition location specifying section 18 up-
dates the content-storage-location information which in-
cludes the address information of the servers 2, and is

stored in the content-storage-location information stor-
age section 13.
[0323] In acase where the acquisition location speci-
fying section 18 determinesthat itis necessary to update
the content-storage-location information, the acquisition
location specifying section 18 transmits, to each of other
servers 2 via the response executing section 15, an in-
quiry as to whether or not each of other servers 2 has
the content thus requested. On the basis of a response
received from each of other servers 2, the acquisition
location specifying section 18 (i) identifies address infor-
mation of a server 2 which made such a responsethat
the server 2 has the content thus requested, (ii) creates
a content storage serverlist including the address infor-
mation thus identified, and(iii) notifies the response ex-
ecuting section 15 of the content storage serverlist. Fur-
ther, on the basis of a response received from each of
other servers 2, the acquisition location specifying sec-
tion 18 creates such content-storage-location informa-
tion that (i) the content thus requested, (ii) address infor-
mation of a server 2 which made such a responsethat
the server 2 has the content, and(iii) a time and date at
which the responseis received, are associated with each
other. Then, the acquisition location specifying section
18 stores the content-storage-location information thus
created in the content-storage-location information stor-
age section 13.
[0324] Note that the acquisition location specifying
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section 18 can update the content-storage-location infor-
mation at predetermined intervals.
[0325] Furthermore,it is possible that the acquisition
location specifying section 18 updates the content-stor-
age-location information in such a mannerthat the ac-
quisition location specifying section 18 (i) transmits, to
each of other servers 2, an inquiry as to whether or not
each of other servers 2 has the content, (ii) measures a
time period from a time that the inquiry is transmitted to
a time that the acquisition location specifying section 18
receives a response,and(iii) ranks other servers 2 on
the basis of such time periods. Thatis, it is possible that
the acquisition location specifying section 18 (i) sets a
low rank to a server 2 with which the aforementionedtime

period is long (the server 2 which took a long time to
make a response), and (ii) sets a high rank to a server 2
with which the aforementioned time period is short. The
acquisition location specifying section 18 can cause ad-
dress information of a server 2 included in the content

storage serverlist thus created and a rank thusset to be
associated with each other.

[0326] Moreover, in the same manner as Embodiment
3, itis possible to set a priority of a server 2 on the basis
of a physical distance between the content playing device
and the server2, a network-structural distance between
the content playing device and the server2, aload status
of the server2, or the like.
[0327] Further, the acquisition location specifying sec-
tion 18 can create not only the content storage serverlist
which includes the address information of the servers 2

each having the content but also a content storage loca-
tion list which includes address information of a relaying
device which (possibly) possesses the content, in the
same manner as Embodiment3.

[0328] The content-storage-location information stor-
age section 13 stores, in addition to the content-storage-
location information including the address information of
the relaying device, such content-storage-location infor-
mationthat (i) acontent,(ii) address information of aserv-
er 2 possessing the content, and(iii) a time and date at
which a responseindicating that updating is executed is
received from the server2, are associated with each oth-

er. The content-storage-location information storedin the
content-storage-location information storage section 13
can be data shownin Fig. 30, for example. Fig. 30 is a
view showing an exampleof the content-storage-location
information stored in the content-storage-location infor-
mation storage section 13.
[0329] As shownin Fig. 30, the content-storage-loca-
tion information is such that the following (i) through (iii)
are associated with each other: (i) "Date" which indicates
a time and date at which a content is acquired by a proxy
3 or a client 4, (ii) "Content ID" which indicates the con-
tent, and(iii) "Storage Location Address" which indicates
address information of the proxy 3 possessing the con-
tent, address information of the client 4 possessing the
content, or address information of the server 2 possess-
ing the content.

Ex. 1072 - Page 477

10

15

20

25

30

35

40

45

50

55

36

[0330] Specifically, Fig. 30 shows, as an example, con-
tent-storage-location whether the server 2 possessesin-
formation 75 which indicates that a server 2, whose ad-
dressis "http://srv2.exmaple.com", possesses a content
“content 1".

[0331] As described above, in short, according to the
server 2 of Embodiment 4, the response executing sec-
tion 15 determines whether or not the source of the re-

questis(i) arelaying device which possesses the content
thus requested, and transfers the content thus requested
to acontentplaying device,or(ii) a content playing device
which plays the content thus requested. Next, in a case
where the response executing section 15 determinesthat
the source of the request is the content playing device,
the acquisition location specifying section (content-stor-
age-location information acquisition means) 18 acquires,
in response to the request, an address of a server2 hav-
ing the content thus request, among predetermined other
servers 2. Then, the response executing section (content
acquiring location designating means) 15 instructs the
contentplaying device, whichis the source of the request,
to acquire the contentfrom the server2 indicated by the
address acquired by the acquisition location specifying
section.

[0332] Here, the predetermined other servers 2 de-
scribed above are servers 2 which are connected to, via
a network 7, a server 2 which has received the request,
and are in a range determined in advance in accordance
with a predetermined rule. For example, in a case where
the server 2 which has received the requestis the server
2a, the predetermined other servers 2 can be (i) a server
2b and a server2c,(ii) a server 2b only,or(iii), in addition
to the server2b andthe server2c,all servers 2 with which
the server 2a can communicate via a network.

[0333] Further, the acquisition location specifying sec-
tion 18 (i) transmits, to each of the predetermined other
servers 2 described above, an inquiry as to whether or
not each of the predetermined other servers 2 has the
content thus requested, and then (ii) acquires an ad-
dress(es) of a server(s) 2 each of which makes such a
responsethat the server2 has the content thus request-
ed, amongthe predetermined otherservers 2.
[0334] Furthermore, the acquisition location specifying
section 18 (i) creates such content-storage-location in-
formation that such acquired address(es) of the server
(s) 2 each having the content, and contentidentification
information indicating the content are associated with
each other, and (ii) stores the content-storage-location
information in the content-storage-location information
storage section (storage section) 13.
[0335] Moreover, the acquisition location specifying
section 18 reads out the content-storage-location infor-
mation from the content-storagetocation information
storage section 13. Ina case where the content-storage-
location information thus read out includes the content

identification information indicating the content thus re-
quested, the acquisition location specifying section 18
acquires, from the content-storage-location information,
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an address(es) associated with the content identification
information. On the other hand, in a case where the con-
tent-storage-location information thus read out does not
include the content identification information indicating
the content thus requested, the acquisition location spec-
ifying section 18 transmits the inquiry described above,
and acquires the address(es)of the server(s) 2 each hav-
ing the content thus requested, among the predeter-
mined other servers 2.

[0336] Further, the acquisition location specifying sec-
tion 18 (i) acquires an address of each of a plurality of
servers 2 each having the content thus requested, and
(ii) creates a content storage serverlist including the ad-
dress of each ofthe plurality of servers 2, and the content
identification information indicating the content. Then,
the response executing section 15 instructs the content
playing device, whichis the source of the request, to ac-
quire the content from a server2 indicated by an address
included in the content storage serverlist created by the
acquisition location specifying section 18.
[0337] Furthermore, the client 4 serving as a content
playing device of Embodiment4 (i) transmits a request
for a content to a server2,(ii) receives a content storage
server list as a responseto the request, and(iii) acquires
the content thus requested from another server2 indi-
cated by an addressincluded in the content storage serv-
er list thus received.

[0338] Specifically, the client 4 includes an acquisition
location selecting section (acquisition location changing
means) 38. The acquisition location selection section 38
switches the another server 2 (for example, the server
2b) from which the content is acquired to further another
server2 (for example, the server 2c) indicated by an ad-
dress whichis (i) included in the content storage server
list and (ii) is different from the address of the another
server2, in a case where a receiving speed at which the
content is acquired is slower than a predetermined re-
ceiving speed.

[Client 4]

[0339] In a case wherethe client 4 of Embodiment 4
servesas the contentplaying device, the client 4 receives
acontent storage server list from a server 2, and acquires
a content thus requested from another server 2 whichis
located at an address indicated by address information
included in the content storage serverlist thus received.
[0340] Each ofthe clients 4g and 4h, illustrated in Fig.
29, includes an acquisition location selecting section 38
in place of a relaying device selecting section 37 included
in the client 4 of Embodiment 3. The acquisition location
selecting section 38 has a function of the relaying device
selecting section 37 in addition to a function of selecting
a server 2 (described later in the present embodiment).
[0341] A response/request executing section 35 re-
ceives, from the server 2, as a response message, (i) the
content storage serverlist and (ii) an instruction to trans-
mit, to a server 2 located at an addressindicated by ad-
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dress information included in the content storage server
list, a request message requesting the content.
[0342] In acase where the response/request execut-
ing section 35 receives the content storage serverlist
and the instruction, the acquisition location selecting sec-
tion 38 selects one of pieces of the address information
includedin the content storage server list received by the
response/request executing section 35. The acquisition
location selecting section 38 instructs the response/re-
quest executing section 35 to acquire the content from
the server 2 located at the address indicated by the one
of pieces of the address information thus selected.
[0343] Here, ina case where no priority is added to the
pieces of the addressinformation included in the content
storage serverlist (in a case where there the acquisition
location selecting section 38 has not received, from the
server 2 to which the request for the content has been
transmitted, an instruction as to an order in which the
server 2 from which the content is acquired is selected
from among the servers 2), the acquisition location se-
lecting section 38 can(i) select a server 2 randomly from
among the servers 2 indicated by the respective pieces
of the addressinformation included in the content storage
server list, (ii) select a server 2 in accordancewith a pre-
determinedrule (default) from among the servers2 indi-
cated by the respective pieces of the address informa-
tion, or (iii) select, from among the servers 2 indicated
by the respective pieces of the address information, a
server 2 whichis closestto the client 4g or 4h in physical
distance or network-structural distance.

[0344] Meanwhile, inacase wherepriorities are added
to the pieces of the address information included in the
content storage serverlist, the acquisition location se-
lecting section 38 selects oneof the pieces of the address
information, which one of the pieces of the address in-
formation has the highestpriority.
[0345] Further, ina case wherethe acquisition location
selecting section 38 receives, from the a client status
determining section 36, delay information indicating that
a speed (receiving speed of the content) at which the
response/request executing section 35 acquires the con-
tent from the server 2 selected by the acquisition location
selecting section 38 is slower than a predetermined re-
ceiving speed, the acquisition location selecting section
38 (i) switches the server 2 from which the content is
acquired to another server 2 located at an addressindi-
cated by anotherone of the pieces of the address infor-
mation included in the content storage server list, and(ii)
instructs the response/request executing section 35 to
acquire the content from the another server2.
[0346] Here, in a case where no priority is added to the
addressinformation includedin the content storage serv-
erlist (in a case where the acquisition location selecting
section 38 has not received, from the server 2 to which

the request for the content has been transmitted, an in-
struction as to an order in which the server 2 from which

the content is acquired is selected from among the serv-
ers 2), the acquisition location selecting section 38 can
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(i) select the another server 2 randomly from among the
servers 2 indicated by the respective pieces of the ad-
dress information included in the content storage server
list, (ii) select the another server 2 in accordance with a
predetermined rule (default) from among the servers 2
indicated by the respective pieces of the addressinfor-
mation, or(iii) select, from among the servers 2 indicated
by the respective pieces of the address information, the
anotherserver 2 which is second-closestto the client 4g
or 4h in physical distance or in network structural dis-
tance.

[0347] Meanwhile, in a case wherepriorities are added
to the respective pieces of the address information in-
cluded in the content storage serverlist, the acquisition
location selecting section 38 selects one of the pieces of
the address information, which one of the pieces of the
address information has the second highestpriority.
[0348] Theclient status determining section 36 detects
an occurrence of an event described below, in addition

to operations described in Embodiment 3. Specifically,
in a case where acquisition of the content from a server
2, executed by the content playing device, is delayed,
the client status determining section 36 detects such an
eventthat the content has been received behind sched-

ule. This event is regarded as an event indicating (i) how
good (or bad) a communication condition of a network
between the content playing device and the server2 is,
and/or(ii) how large a load of the server2 is. In a case
where the client status determining section 36 detects
an event that the content has been received behind

schedule, the client status determining section 36 trans-
mits, to the acquisition location selecting section 38, de-
lay information indicating the event thus detected.
[0349] The example described above deals with the
case where a response messageincludes a contentstor-
age section severlist for selecting another server 2 hav-
ing the content thus requested. However, the present
invention is not limited to this. It is possible that a re-
sponse messagereceived from the server 2 includes, in
addition to a content storage serverlist, a content storage
location list for selecting a relaying device. In a case
where the response message received from the server
2 includes both the content storage serverlist and the
content storage location list, the acquisition location se-
lecting section 38 (i) selects whether the content is ac-
quired via a relaying device or the content is acquired
from another server 2, and (ii) selects one of pieces of
addressinformation, included in one of the content stor-

age serverlist and the content storage location list, thus
selected.

[0350] Here, in acase where no priority is added to the
piecesofaddress information includedin one of the con-
tent storage location list and the content storage server
list, thus selected (in a case wherethe acquisition location
selecting section 38 has not received, from the server2,
an instruction as to an order in which the server 2 from

whichthe content is acquired is selected from among the
servers 2), the acquisition location selecting section 38
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can (i) select a server 2 randomly from amongthe servers
2 indicated by the respective pieces of the address infor-
mation included in the one of the content storage location
list and the content storage server list, (ii) select a server
2 in accordance with a predetermined rule (default) from
among the servers 2 indicated by the respective pieces
of the address information, or(iii) select, from among the
servers indicated by the respective pieces of the address
information, a server 2 which is closest to the client in
physical distance or in network-structural distance.
[0351] Meanwhile, inacase wherepriorities are added
to the respective pieces of the address information, the
acquisition location selecting section 38 selects one of
the pieces of the address information, which one of the
pieces of the address information hasthe highestpriority.
[0352] Further, in acase wherethe acquisition location
selecting section 38 receives, from the client status de-
termining section 36, delay information indicating that a
receiving speed (content receiving speed) at which the
response/request executing section 35 acquires the con-
tent from the device (a relaying device or a server 2)
selected by the acquisition location selecting section 38
is slower than a predetermined receiving speed, the ac-
quisition location selecting section 38 (i) switches the de-
vice from which the contentis acquired to anotherrelay-
ing device or another server 2, located at an address
indicated by one of the pieces of the address information
included in the content storage location list or in the con-
tent storage serverlist, and (ii) instructs the response/
request executing section 35 to acquire the content from
the another relaying device or the another server2.

Process carried out by each device]

[0353] Next, the following description deals with a proc-
ess carried out by the server 2 and a processcarried out
by the client 4 serving as the content playing device, with
reference to Figs. 31 and 32. Since a process carried out
by the proxy 3 of Embodiment4 is identical to a process
of Embodiment3, and a processcarried out by the client
4 serving as a relaying device of Embodiment4 is iden-
tical to a process of Embodiment4, explanations of these
are omitted here for the sake of simple explanation. Fur-
ther, Embodiment 4 deals with an example in which one
of the server 2 and the relaying device is selected, and
a content is acquired from the one of the server 2 and
the relaying device.

Processcarried out by server 2]

[0354] First, the following description deals with the
processcarried out by the server 2 with reference to Fig.
31. Fig. 31 is a flowchart showing an example of the proc-
ess carried out by the server 2. Note that a process iden-
tical to a process of Embodiment 3 has the same number
as that of the process of Embodiment3, and details of
an explanation of the process are omitted here.
[0355] The response executing section 15 is ready to
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receive a request message which requests transmission
of a content. In a case where the request message which
requests transmission of the content is received via a
server communication section 11 (S601), the response
executing section 15 checks a headerof the request mes-
sage thus received, so as to determine whether or not
the request messagethus received has been transmitted
from a relaying device (S602).
[0356] In a case where the request message thus re-
ceived has been transmitted from a content playing de-
vice (NO in S602), the response executing section 15
instructs the acquisition location specifying section 18 to
specify a plurality of devices as a device from which the
content thus requested is to be acquired by the content
playing device.
[0357] On receipt of the instruction from the response
executing section 15, the acquisition location specifying
section 18 reads out content-storage-location informa-
tion from the content-storage-location information stor-
age section 13 (S603). The acquisition location specify-
ing section 18 creates a content storage serverlist on
the basis of the content-storage-location information
(S701).
[0358] The acquisition location specifying section 18
determines whetheror not the content storage serverlist
has been created (S702). In a case where (i) the con-
tent-storage-location information could not be read out
or the content-storage-location information stored in the
content-storage-location information storage section 13
has been determined as being old information, and, as
a result, (ii) the content storage serverlist has not been
created (NO in S702), the acquisition location specifying
section 18 instructs the response executing section 15
to update the content-storage-location information. The
response executing section 15 thus instructed transmits,
to each of other servers 2 connected to a network, an

inquiry as to whether or not each of the other servers 2
has the content thus requested (S703).
[0359] The response executing section 15 notifies the
acquisition location specifying section 18 of a result of a
responsereceived from each of the other servers 2. On
the basis of the result of the response, the acquisition
location specifying section 18 requests the content-stor-
age-location information storage section 13 to update the
content-storage-location information, so as to update the
content-storage-location information (S704). Then, the
acquisition location specifying section 13 creates a con-
tent storage serverlist again (S705).
[0360] The acquisition location specifying section 18
(i) refers to the content-storage-location information thus
read out,(ii) identifies a plurality of URIs of devices (each
being a relaying device or a server(a relaying device),
from which the contentis acquired) being associated with
the content requested by the contentplaying device, and
then, (iii) creates a content storagelocation list including
a plurality of pieces of address information thus identified
(S604).
[0361] The acquisition location specifying section 18
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transmits the content storage location list thus created
to the response executing section 15. The response ex-
ecuting section 15 transmits, to the content playing de-
vice, a response message which instructs the content
playing device to acquire the content thus requested from
arelaying device or a server 2, located at an address of
one of pieces of address information included in the con-
tent storage location list and/or in the content storage
server list, created by the acquisition location specifying
section 18 (S706).
[0362] The response executing section 15 creates a
transmission log on the basis of the response message
transmitted to the content playing device, and adds the
transmission log thus created to a transmission log stor-
age section 12 (S610).
[0363] Since a process (S606 through S609) carried
out under a condition that the request messagethus re-
ceivedis transmitted from a relaying device is identical
to a process (S506 through S509in Fig. 14) of a server
2 of Embodiment2, explanationsof the process are omit-
ted here for the sake of simple explanation.

Processcarried out by client4 serving as content playing
device]

[0364] Next, the following description deals with a proc-
ess carried out by the client 4 serving as the content
playing device, with reference to Fig. 32. Fig. 32 is a
flowchart showing an example of the process carried out
by the client 4 serving as the contentplaying device. Note
that a process identical to a process of Embodiment 3
has the same numberasthat of the process of Embod-
iment 3, and details of an explanation of the process are
omitted here for the sake of simple explanation. Further,
a processfor receiving a content is identical to a process
(S625 through S631 in Fig. 23) of Embodiment 3, and
therefore is shown as "S724"in Fig. 32.
[0365] The response/request executing section 35
transmits, to a server 2, a request message which re-
quests transmission of a content (S621). The re-
sponse/request executing section 35 receives, as a re-
sponse to the request message, a response message
whichincludes(i) a content storage location list and/or a
content storage server list, and (ii) an instruction to trans-
mit the request message, which requests the transmis-
sion of the content, to a device (a relaying device or a
server2) located at an addressindicated by one of pieces
of address information included in the content storage
location list and/or the content storage server list
($3721).
[0366] In a case where response/request executing
section 35 receives the response message, the acquisi-
tion location selecting section 38 selects one ofthe pieces
of the address information included in the content storage
location list and/or the content storage serverlist, re-
ceived by the response/request executing section 35
($722). The acquisition location selecting section 38 in-
structs the response/request executing section 35 to ac-
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quire the content from the device located at an address
indicated by the one of the pieces of the addressinfor-
mation thus selected.

[0367] Onreceipt of the instruction from the acquisition
location selecting section 38, the response/request exe-
cuting section 35 transmits the request message to the
device selected by the acquisition location selecting sec-
tion 38 (S723).
[0368] The device receives the request message and
carries outa processofacquiring the content, which proc-
ess is explained in Embodiment 3. Then, the re-
sponse/request executing section 35 and the client status
determining section 36 carry out a process of acquiring/
playing media segments ($724).
[0369] Here, in a case where the response/request ex-
ecuting section 35 receives all movie fragments, the re-
sponse/request executing section 35 checks whetheror
not all media segments of the content thus requested are
received (S632). In a case where the response/request
executing section 35 determines thatall the media seg-
ments of the content are received (YES in $632), the
response/request executing section 35 finishes the proc-
ess. On the other hand, in a case where the response/
request executing section 35 determines that there is any
media segment which has not been received (NO in
$632), the client status determining section 36 deter-
mines whetheror not the device from which the content

is acquired should be switched to another device, in the
same manner as Embodiment3 (S725).
[0370] In acase whereit is determined that switching
of the device to another device is not to be executed (NO
in $725), the device from which the content is acquired
is not switched to another device, and the response/re-
quest executing section 35 transmits, to the device se-
lected in S722, a request message to which media seg-
ment numbers are incremented (S723).
[0371] In acase whereit is determined that the switch-
ing of the device to another device is to be executed (YES
in S725), the client status determining section 36 trans-
mits, to the acquisition location selecting section 38, de-
lay information indicating that acquisition of the content
is delayed. On receipt of the delay information from the
client status determining section 36, the acquisition lo-
cation selecting section 38 selects another one (whichis
different from the one of the pieces of the addressinfor-
mation selected above) of the pieces of the address in-
formation included in the content storage location list or
the content storage serverlist (S726). The acquisition
location selecting section 38 instructs the response/re-
quest executing section 35 to acquire the content from
another device located at an address indicated by the
another oneof the pieces of the address information thus
selected.

[0372] Onreceipt of the instruction from the acquisition
location selecting section 38, the response/request exe-
cuting section 35 transmits again, to the another device
selected by the acquisition location selecting section 38,
the request message to which the media segment num-
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bers are incremented (S723).
[0373] Note that, it is possible to execute, in Embodi-
ment 4, switching with use of not a media segmentunit
but a movie fragmentunit, in the same manner as Em-
bodiment3. In addition, in this case, itis possible to carry
out a switching processin the same manner as Embod-
iment 3.

Example 4]

[0374] The following description further deals details
of Embodiment 4 more specifically with use of Example
4 shownin Fig. 33. Example 4 shows an example of an
operation of the content distribution system 1c which in-
structs a content playing device serving, whichis thecli-
ent 4g, to acquire a content from oneof pieces of address
information included in a content storage location list or
a content storage serverlist. Fig. 33 is a view showing
an example of an operation sequenceof the contentdis-
tribution system 1c of Example 4. Note that a process
identical to a process of Embodiment 3 has the same
numberas that of the process shownin Fig. 24.
[0375] Example 4 is made on a premise that a content
1 having a format shownin Fig. 21 is stored in each of
content storage sections 5a, 5b, and 5c, and the content
storage sections 52, 5b, and 5c areidentical to each other
in how to divide the content 1 into media segments.Fur-
ther, the content 1 has been already cachedin (i) a cache
storage section 6a, (ii) a cache storage section 6c, and
(iii) a client storage section 8h.
[0376] Further, a server 2a creates a content storage
location list in such a mannerthat priorities are added to
a plurality of pieces of address information, on the basis
of times and dates, included in content-storage-location
information. Furthermore, in Example 4, when a process
shown in Fig. 32 is started, (i) transmission logs 51
through 53 shownin Fig. 25 have been alreadystored in
atransmission log storage section 12, and (ii) pieces (61
through 63) of content-storage-location information
shownin Fig. 26 have been already stored in a content-
storage-location information storage section 13.
[0377] Moreover, one session is defined as a se-
quencestarting from a time at which the content playing
device transmits a request message and ending a time
at which the content playing device receives a response
messagein responseto the request messagethus trans-
mitted.

[0378] As shownin Fig. 33, in session 810, the client
4g transmits, to the server 2a, a request message which
requests transmission of the content 1 (request 811). The
server 2a receives the request 811, and the response
executing section 15 instructs the acquisition location
specifying section 18 to specify a plurality of devices as
a device from which the content 1 is acquired. On receipt
of the instruction, the acquisition location specifying sec-
tion 18 checks content-storage-location information
stored in the content-storage-location information stor-
age section 13 (process 812). The acquisition location
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specifying section 18 checks whether or not there is a
content storage serverlist on the basis of the content-
storage-location information. In a case wherethere is no
content storage serverlist, the acquisition location spec-
ifying section 18 checks (i) whether or not a server 2b
has the content 1 and (ii) whether or not a server 2c has
the content 1 (process 813). Here, the acquisition loca-
tion specifying section 18 can execute such checking by
(i) transmitting a request for a headerof the content 1 to
each of the servers 2, and (ii) checking a response re-
ceived from each of the servers 2, for example (a request
814 transmitted to the server 2c and a response 816 re-
ceived from the server 2c, in Fig. 33 and a request 815
transmitted to the server 2c and aresponse 817 received
from the server 2c in Fig. 33).
[0379] Here, the content-storage-location information
storage section 13 indicates that a proxy 3a, a proxy 3c,
and a client 4f are associated with the content 1, i.e., the
content 1 is stored in the proxy 3a, the prosy 3c, and the
client 4f. Accordingly, on the basis of the times and dates,
included in the content-storage-location information, the
acquisition location specifying section 18 adds a first pri-
ority, a second priority, and a third priority to the proxy
3a, the client 4f, and the proxy 3c, respectively, so as to
create a content storage location list which includes ad-
dress information of the proxy 3a, the client 4f, and the
proxy 3c, and to which thepriorities are added.
[0380] In addition, on the basis of responsesin process
813 (the responses 815 and 817), the acquisition location
specifying section 18 creates a content storage server
list. According to the present example, a response from
the server 2b has beenreceived earlier than a response
from the server2c, so that the server 2b hasa first priority
and the server 2c has a secondpriority. The acquisition
location specifying section 18 creates the content storage
server list which includes address information of the serv-

ers 2b and 2c, and also address information of the server

2a itself, and to whichthepriorities are added (process
818).
[0381] Here, how to set a priority of the server 2a can
be determined arbitrarily. For example, it is possible to
cause the server 2a to have the highestpriority for all
cases (a higher priority than those of the other servers
2). Further,it is possible to have such a setting that(i) in
a case where a response speed of the server 2b or a
response speed of the server 2c is faster than a certain
threshold, the server 2a has a lowerpriority than that of
the server 2b or 2c, and (ii) the response speed of the
server2b or the response speedof the server 2c is slower
than the certain threshold, the server 2a has a higher
priority than that of the server 2b or 2c. Furthermore,it
is possible to have such a setting that, in a case where
a process load of the server 2a is larger than a predeter-
mined threshold, the server 2a has a lowerpriority than
those of the other servers 2.

[0382] Theresponse executing section 15 selects one
(having the highestpriority) of the pieces of the address
information included in the content storage location list
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or the content storage serverlist, created by the acqui-
sition location specifying section 18, in accordance with
the priorities thus set. Then, the response executing sec-
tion 15 transmits, to the client 4g, a response message
for acquiring the content thus requested from a relaying
device or a server 2 located at an address indicated by
the one of the pieces of the address information thus
selected (response 819).
[0383] Here, the response executing section 15 deter-
mines which one of the content storage location list and
the content storage serverlist is preferentially used to
selecting one of the pieces of the address information.
That is, the response executing section 15 determines
whetherthe client4g acquires the content from arelaying
device or from a server2.

[0384] Howto select preferentially one of the content
storage location list and the content storage serverlist
can be arbitrarily determined. For example, the response
executing section 15 can select the content storage lo-
cation list (or the content storage server list) preferentially
on the basis of a setting of a default. Then, in a case
where the content storage location list (or the content
storage serverlist) thus selected cannot be used, the
response executing section 15 selects the content stor-
age serverlist (or the content storage location list), for
example.
[0385] Further, the response executing section 15 can
execute the selection in such a manner that(i) in a case
where a time and date of the content-storage-location
information including one (having the highestpriority) of
the pieces of the address information, included in the
content storage location list, is a recent time and date
(within a predetermined time period), the content storage
location list is selected preferentially, and (ii) in a case
wherethe time and date is an old time and date (before
the predeterminedtime period), the content storage serv-
er list is selected preferentially. Furthermore, the re-
sponse executing section 15 can execute the selection
in such a mannerthat, in a case where, under a condition

that there is no content-storage-location information, one
of the pieces of the address information included in the
content storage location list is determined (i) in accord-
ance with a default or (ii) randomly, the content storage
serverlist is selected preferentially.
[0386] In the present example, in a case where there
is the content storagelocationlist, the response execut-
ing section 15 selects the content storage location list
preferentially.
[0387] Note that, in the present example, acquisition
of the content from the server 2a is basically the same
as acquisition of the content with use of a relaying device
(that is, if the content is acquired with use of the relaying
device the content, an address of the device fram which
the content is acquired is identical to an address of the
server 2a). In other words, substantially the same proc-
ess (the same process as a process of Embodiment3)
is carried out for both (i) a case where the response ex-
ecuting section 15 selects the content storage location
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list, and (ii) a case where the response executing section
15 selects the content storage server list, and then se-
lects the server 2a from the content storage server list.
Moreover, in a case where (i) the response executing
section 15 selects the content storage serverlist, and
then selects the server 2b or the server c from the content

storage serverlist, and (ii) the server b or the server c
thus selected receives the request for the content from
the client 4g, the server b or the server c identifies a
predetermined relaying device and instructs the client 4g
to acquire the content from the relaying device thus iden-
tified, in the same manner as Embodiment3.

[0388] That is, in a case where the relaying device is
used ((i) in a case where the content storage location list
is selected, and (ii) in a case where the content storage
serverlist is selected and then the server 2a is selected

from the content storage server list), the response exe-
cuting section 15 first instructs the client 4g to acquire
the content from the proxy 3a. Ifitis impossible to acquire
the content from the proxy 3a, or a speed at which the
contentis acquired from the proxy 3a speed is slow,then,
the response execuling section 15 instructs the client 4g
to execute acquisition of the content from the client 4f (if
impossible, then acquisition of the content from the proxy
3c). On the other hand, in a case where another server
2 is used, the response executing section 15 instructs
the client 4g to execute the acquisition of the content from
the server 2b (if impossible, then acquisition of the con-
tent from the server 2c).
[0389] Then, the response executing section 15 cre-
ates a transmission log on the basis of the response mes-
sage thus transmitted, and adds the transmission log
thus created to the transmission log storage section 12
(process 820).
[0390] On receipt of the response 819, the acquisition
location selecting section 38 of the client 4g selects the
proxy 3a having the highest priority, as a candidate for
the device from which the content is acquired, on the
basis of the instruction received from the server2a (proc-
ess 830). Then, the acquisition location selecting section
38 instructs the response/request executing section 35
to acquire the content 1 from the proxy 3a.
[0391] In a case where the proxy 3a or anotherclient
(client 4f) is selected as the device from which the content
is acquired, a process (session 840, process 850, proc-
ess 860, and session 870) is the same as a process (ses-
sion 330, process 340, process 350, and session 360
shownin Fig. 24) of Embodiment 3, and therefore expla-
nations of these are omitted here for the sake of simple
explanation.
[0392] Note that, in a case where a server2 is selected,
the content is acquired from the server 2 in the same
manneras a general acquisition process with use of HT-
TP.

[0393] Further, in Example 3, the client status deter-
mining section 36 notifies the relaying device specifying
section 16 of the delay information per movie fragment,
whereas, in Example4, the client status determining sec-
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tion 36 notifies the acquisition location specifying section
18 of the delay information. On receipt of such a notifi-
cation, the acquisition location specifying section 18 ex-
ecutes again selection of the device from which the con-
tent is acquired, in the same manneras the relaying de-
vice specifying section 16.
[0394] As described above, in Embodiment 4, a con-
tent playing device receives, from a server2, (i) a content
storage location list including address information of a
plurality of relaying devices and (ii) a content storage
serverlist including address information of a plurality of
servers. Then, the content playing device acquires a con-
tent from (i) a relaying device located at an address in-
dicated by one of pieces of the address information in-
cluded in the content storage location list or (ii) a server
2 located at an addressindicated by one of pieces of the
addressinformation includedin the content storage serv-
erlist. Then, in a case where thereis a delay in acquisition
of the content, the content playing device switches the
device from which the content is acquired to (i) another
relaying device located at an address indicated by an-
other one of the pieces of the address information includ-
ed in the content storage locationlist or (ii) another server
2 located at an addressindicated by another one of the
pieces of the addressinformation included in the content
storage serverlist. Accordingly, it becomes possible to
distribute a load of a network (particularly, a network be-
tween the content playing device and a relaying device,
and a network between the content playing device and
a server 2) efficiently even in terms of time. It becomes
therefore possible for the content distribution system 1c
to execute control more finely. As a result, it becomes
possible to maintain higher service quality for a larger
numberof content playing devices.
[0395] Further, Embodiment 4 shows the example in
which the content playing device receives, from the serv-
er 2a,(i) the content storage location list including the
address information of the plurality of relaying devices
and(ii) the content storage serverlist including the ad-
dress information of the plurality of servers. Note, how-
ever, that the content playing device can receive, from
the server2a, only the content storage serverlist includ-
ing the address information of the plurality of servers.
Similarly, the server 2a can notify the content playing
device of only the content storage serverlist including
address information of other servers 2 each having the
content thus requested.

HTTP messagein Example 4]

[0396] Next, the following description deals with details
of the response 819 used in the operation sequence
shownin Fig. 33. Note that request 811 and other re-
quests, and responsesare the sameas those in Example
3, and therefore explanations of these are omitted here
for the sake of simple explanation.
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HTTP messagein response 819]

[0397] The following description deals with an HTTP
message in response 819 with reference to Fig. 34.

(Response R3210 instructing which one of devices con-
tent is acquired from)

[0398] (a) of Fig. 34 shows an HTTP message corre-
sponding to the response 819, which(i) is transmitted
from the server 2a to the client 4g and (ii) instructs the
client 4g which one of the devices the client 4g acquires
the content from. As shownin (a) of Fig. 34, the HTTP
message includes a responseline and a header.
[0399] Theresponseline shownin (a) of Fig. 34 is such
that information instructing the use of a relaying device
is described in a format of "a status number and a mes-

sage”.
[0400] Further, the header shownin (a) of Fig. 34 in-
cludes a "Location" header which designatesthe relaying
device to be used. In other words, the HTTP message
shownin Fig. 34 is a response which instructs to request
the content 1 with use of the relaying device designated
by the following "Location" header. In the example shown
in Fig. 34, address information "http://example-
proxy1.com", indicating an address of the proxy 3a, is
described in the "Location" header. With the arrange-
ment, the client 4g, which has received the response,
can obtain the address information of the relaying device
(proxy 3a) to which the client 4g transmits the request
for the content1.

[0401] Further, the header shownin (a) of Fig. 34 in-
cludes an "X-Alternative-Proxy-List" header indicating
address information of other relaying devices, each of
which possesses the content 1. In the "X-Alternative-
Proxy-List" header, the address information "http://exam-
ple-client2.com, http://example-proxy3.com", indicating
addressesofother relaying devices (here, aclient 4h and
a proxy 3c), are described. With the arrangement, the
relaying devices each (possibly) possessing the content
1, other than the relaying device designated by the "Lo-
cation" header, are presented to the client 4g. As aresult,
the client 4g can select, as the relaying device from which
the content 1 is acquired, one of the relaying devices
located at the addresses indicated by (i) the address in-
formation included in the "Location" headerand(ii) the
addressinformation includedin the "X-Alternative-Proxy-
List" header. Note that, "X"in a title of the header indicates

that the header is newly defined in Embodiment4.
[0402] Further, the header shownin (a) of Fig. 34 in-
cludes an "X-Alternative-Server-List" header indicating
addressinformation of other servers, each of which pos-
sesses the content 1. In the "X-Alternative-Server-List"

header, address information "http://svr2.example.com,
http://srv3.example.com"indicating addresses of other
servers (here, the server 2b and the server 2c), each of
which (possibly) possesses the content 1, is described.
With the arrangement,the client 4g, which has received
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the response, can not only execute such selection that
the content is acquired via the relaying device included
in the "Location" headeror in the "X-Alternative-Proxy-
List" headerbut also execute suchselection that the con-

tent 1 is acquired from the server 2 described in the "X-
Alternative-Server-List".

[0403] Note that, "X"inatitle of the header showsthat
the headeris newly defined in Embodiment 4.
[0404] The HTTP message shownin (a) of Fig. 34 is
such an HTTP messagethat the server 2a requests the
client 4g to access the content with use of the relaying
device. Meanwhile, (b) of Fig. 34 shows an example of
a message instructing the client 4g to access another
server 2 without using any relaying device.
[0405]_In (b) of Fig. 34, information which instructs the
client 4g to make an access with use of another URIis
described in a format of "status number (space) mes-
sage".
[0406] Further, the header includes a "Location" head-
er indicating another URI. The message shownin (b) of
Fig. 34 instructs the client 4g to request the content 1
with use of the URI.

[0407] Furthermore,in the same manneras (a) of Fig.
34, the header includes an "X-Alternative-Server-List"
header, in which other servers 2 which can be used are
described.

<Embodiment 5>

[0408] Embodiment 4 deals with the example in which
the content playing device is notified of, with use of the
HTTP message, information on each of the servers 2,
from which the content can be acquired.
[0409] Embodiment 5 of the present invention deals
with an example in which information on servers 2, each
of which can supply a content, is notified with use of meta
data related to the content.

[0410] In Embodiment5, the meta data of the content
is described with use of a markup language MPD (Media
Presentation Description) proposed in DASH (Dynamic
Adaptive Streaming over HTTP) with which standardiza-
tion has been currently executed. The MPDis meta data
related to a moving image content, and is suchthat in-
formation, such as an address of a media segment and
a video bit rate of a media segment, is defined for each
of predetermined time periods. In Embodiment 5, meta
data of a contentis referred to as "MPD data”.

[0411] An arrangement of Embodiment5 is identical
to that of Embodiment4 illustrated in Fig. 29, and there-
fore is explained below with reference to Fig. 29. More
specifically, a server 2a illustrated in Fig. 29 prepares
MPDdata which is meta data of the content. In the MPD

data, not only information related to a moving image con-
tent, such as an encoding method and a bit rate, but also
addressinformation of the servers 2, each of which can

supply the content, and address information used to ac-
quire a media segment are described. Before playing the
content, aclient 4g acquires and analyzes the MPD data,
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so as to select one of a plurality of servers 2 described
in the MPD data.

[0412] In addition, the MPD data, which is the meta
data of the content, employs a format with which an ex-
ternal resource can bereferred to. By taking advantage
of the format, even if a condition of a network or a con-

dition of a server changes during a time period from a
time that the MPD data is created to a time that the con-

tent is actually played with use of the MPD data, it is
possible to (i) reflect such a change and therefore(ii)
distribute a load. Further, by setting timing at which the
external resource is referred to so that the external re-

sourceis referred to at short intervals, it becomes pos-
sible to (i) reflect changes in condition more finely and
therefore to (ii) execute control morefinely.

Outline of content distribution system 1c]

[0413] The arrangement of Embodiment5 is identical
to the arrangement of Embodiment4 of the subject ap-
plication, illustrated in Fig. 29. Functionally,(i) the server
2a of Embodiment 5 is different from the server 2a of
Embodiment 4 in that the server 2a of Embodiment 5

prepares MPDdata which is meta data of the content
supplied from the server 2a, and (ii) the client 4g of Em-
bodiment 5 is different from the client 4g of Embodiment
4 in that the client 4g of Embodiment 5 acquires, from
the MPD data, information of a server to which the client

4g make an access,to play the content.
[0414] Specifically, a response executing section
(managing means) 15manages(i) acontent and(ii) meta
data (MPD data which is meta data of the content) in-
cluding (a) content-storage-location information in which
content identification information for specifying the con-
tent and addresses of other content distributing devices,
each having the content, are associated with each other,
or (b) a storage location address (external resource) in-
dicating a location of the content-storage-location infor-
mation.

[0415] Inacasewherethecontentis stored in acontent
storage section 5, the response executing section 15 ba-
sically creates MPD data of the content, and, if neces-
sary, updates the MPDdata thus created. Further, the
response executing section 15 creates an external re-
source on receipt of a request for creation of the external
resource.

[0416] Moreover, the response executing section (re-
quest determining means) 15 determines whether the
request described aboveis a request for the content or
a requestfor the meta data.
[0417] Further, in acase where the response executing
section 15 determinesthat the requestis the request for
the content, the response executing section 15 transmits
the content thus requested to a device which is a source
of the request. On the other hand, in a case where the
response executing section 15 determines that the re-
questis the request for the meta data, the response ex-
ecuting section 15 transmits the meta data thus request-
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ed to the device which is the source of the request.
[0418] The response executing section 15 can deter-
mine which one of the requestfor the content, the request
for the meta data, and a requestfor the content-storage-
location information with use of a storage location ad-
dress, the request described aboveis.
[0419] Inacase where the response executing section
15 determines that the requestis the requestfor the con-
tent-storage-location information with use of the storage
location address (external resource), the response exe-
cuting section 15 transmits, to the device which is the
source of the request, the content-storage-location infor-
mation whoselocationis indicated by the storage location
address.

[0420] Further, the acquisition location specifying sec-
tion 18 (i) transmits, to each of the predetermined other
content distributing devices, an inquiry as to whetheror
not each of the predetermined other contentdistributing
devices has a predetermined content, and (ii) acquires
addresses of other content distributing devices, each
making, in response to the inquiry, a response that the
content distributing device has the predetermined con-
tent, amongthe predetermined other content distributing
devices.

[0421] Furthermore, the acquisition location specifying
section 18 (i) creates content-storage-location informa-
tion by causing the addresses of other content distribut-
ing devices each having the predetermined content and
content identification information for specifying the pre-
determined content to be associated with each other, and

(ii) stores the content-storage-location information thus
created in a content-storage-location information storage
section (storage section) 13.
[0422] Moreover, the acquisition location specifying
section (update determining means) 18 determines
whetherto update the content-storage-location informa-
tion stored in the content-storage-location information
storage section 13.
[0423] Further, in a case where (i) the response exe-
cuting section 15 determines that the requestis the re-
quest for the content-storage-location information with
use of the storage location address, and (ii) the acquisi-
tion location specifying section 18 determines thatit is
necessary to update the content-storage-location infor-
mation whoselocationis indicated by the storage location
address, the acquisition location specifying section 18 (i)
makesthe inquiry described above,(ii) acquires the ad-
dresses described above, and (iii) creates the content-
storage-location information on the basis of the address-
es thus acquired. Then, the response executing section
15 transmits the content-storage-location information to
the device which is the source of the request.
[0424] Furthermore, in a case where (i) the response
executing section 15 determines that the requestis the
requestfor the content-storage-location information with
use of the storage location address, and (ii) the acquisi-
tion location specifying section 18 determines thatit is
unnecessary to update the content-storage-location in-
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formation whoselocation is indicated by the storage lo-
cation address, the response executing section 15 trans-
mits, to the device whichis the source of the request, the
content-storage-location information whose location is
indicated by the storage location address.
[0425] Moreover, the meta data can include a plurality
of storage location addresses each indicative of a loca-
tion of content-storage-location information which is set
for each of units into which the content is divided at pre-
determined time intervals.

[0426] Further, the content can include a plurality of
media segments, and each of the units of the content,
into which the content is divided at the predetermined
time intervals, can include at least one media segment.
[0427] Furthermore, the meta data can include(i) a
content storage serverlist including a plurality of pieces
of the content-storage-location information or (ii) a stor-
age location addressindicating a location of the content
storage server list.
[0428] Moreover, the client 4 serving as the content
playing device(i) transmits the request for the meta data
to the server2,(ii) receives the meta data as a response
to the request for the meta data, and (iii) acquires the
content in accordance with the meta data thus received.

[0429] Further, in a case where (i) a response/request
executing section (content acquiring means) 35 receives
the content storage serverlist included in the meta data
thus received, or(ii) the response/request executing sec-
tion (content acquiring means) 35 transmits the request
for the content-storage-location information with use of
the storage location address whichis included in the meta
data thus received, and, as a responseto the request,
receives the content storage serverlist, the response/
request executing section 35 acquires the content from
anothercontent distributing device located at an address
indicated by one of the pieces of the content-storage-
location information included in the content storage serv-
er list thus received.

[0430] Moreover, in a case where a receiving speed
at which the response/request executing section 35 re-
ceives the contentis slower than a predeterminedreceiv-
ing speed, the acquisition location selecting section (ac-
quisition location changing means)38 switchesthe serv-
er 2 (e.g., the server 2b) from which the content is ac-
quired to anotherserver2 (e.g., the server 2c) located
at another addressincluded in the content storage server
list.

Content meta data: MPD data]

[0431] Each of Figs. 35, 36, and 38 shows an example
of how the MPD data, which is the meta data of the con-
tent used in Embodiment 5, is described. Fig. 35 is an
example in which an external resourceis not referred to.
The contentis fragmented by a predetermined unit, and
is, for transmission, media-segmented, in the same man-
ner as Embodiment3. In (a) of Fig. 35, "content1/0.mp4",
"content1/1.mp4", andthe like indicate media segments
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of the content 1, for example. In the example shownin
(a) of Fig. 35, the content 1 is divided into 12 media seg-
ments.

[0432] The MPDdata is data of a markup language
format, and employs "MPD"as a route element. A value
of an attribute “minBufferTime" of an MPD start tag indi-
cates an initial buffering time period which is necessary
to play a video smocthly. A value of an attribute "type"
indicates a default value of an attribute "type" of a "Rep-
resentation" tag (described later). That is, a value of the
attribute "type" indicates whether a representation whose
attribute "type" is not designated in the "Representation"
tag is on-demand streaming delivery or live streaming
delivery. Further, an attribute "mediaPresentationDura-
tion" indicates a playing time period of the content. In the
present example, the playing time period of the content
is described as being 120 seconds.
[0433] "Period", which is a sub-element of "MPD", in-
dicates that information related to a video to be played
within a certain time period (period) is described in a
range between a corresponding Period start tag and a
corresponding Period end tag. An attribute "id" of the
Period start tag is information for specifying each Period
included in the content provided with use of the MPD,
and a unique valueis set to each Period.
[0434] "Group", which is a sub-elementof "Period", in-
dicates that at least one sub-element "Representation"
described in the range between a Groupstart tag anda
Group endtag belongs to the same representation group.
[0435] That is, "Group" indicates that only one repre-
sentation is selected, and media segments (target data
to be played) of the only one representation are played
in a corresponding time period. Note that, representa-
tions belonging to the same group mightbe different from
each otherin play quality such as an imagesize, a frame
rate, and a bit rate, but are identical to each otherin the

content to be played. For example, in the example shown
in (b) of Fig. 35, two representations (the content 1 and
the content 2) are described. In this case,it is possible
to play the content by selecting either one of the two
representations.
[0436] Further, in (a) of Fig. 35, an attribute "mime-
Type"of the Groupstart tag indicates, for example, a sort
of codec used in media segments constituting the repre-
sentation. Furthermore, an attribute "lang" indicates a
language of the representation belonging to the Group.
[0437] Moreover, in the range between the Group start
tag and the Group end tag, a sub-element "Segmentin-
foDefault" is described. The "SegmentInfoDefault" is
such that common information, which is shared byall the
representations in the range between the Group start tag
and the Group end tag,is described. In the present ex-
ample, the "SegmentinfoDefault" element further in-
cludes, as a sub-element, a "BaseURL" element. In a

range between a Base URL start tag and a Base URL
end tag, a common URLis described. With use of such
a URLandthe following URL information of the repre-
sentations,it is possible to determine a device to be re-
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ferred. As shownin (a) of Fig. 35, itis possible to describe
a plurality of Base URLs.
[0438] The representations constituting the Group are
described with use of "Representation" tag. An attribute
"bandwidth" of a Representation start tag, shownin (a)
of Fig. 35, indicates a bit rate of the representation.
[0439] In arange between a Representation start tag
and a Representation end tag, a sub-element "Segment"
is used to indicate that there is media segment informa-
tion. An URL from which a media segment belonging to
the representation is acquired is described with use of
an attribute "sourceURL"of a start tag of a sub-element
"Url" of the Segment tag. These Urls are described for
corresponding media segments. Note that, in a case
where there is a commonpart between these Urls, it is
possible to describe the Urls with use of the BaseURL
tag described above.
[0440] ‘In the example shownin Fig. 35, the BaseURL
tag is used, and a Url of each media segment has no
description indicating a host. Accordingly, a Url ofamedia
segmentis created by using information indicated by the
BaseURLtag. Thatis, an accesstoafirst media segment
is made with use of a Url created as “http://srv2.exam-
ple.com/content1/0.mp4" which is obtained with use of
(i) the BaseURLtag "http://srv2.example.com/" and(ii)
the Ur1 tag "content1/0.mp4".
[0441] As described above, in a case where a client
acquires each media segment, a Url of each media seg-
ment is created and acquired, on the basis of an analysis
result of MPD data.

[0442] Next, the following description deals with how
to refer to an external resource with use of the MPD data,

with reference to Figs. 36 through 38.
[0443] Details of the present example are explained
with use of the example shownin (a) of Fig. 35, which
example employs one representation.
[0444] As described above, in the MPD data shownin
(a) of Fig. 35, address information of a serverin which a
corresponding media segmentis stored is described with
use of the BaseURL tag. Here, there are a plurality of
BasURLtags. Thatis, the client can select one of the
plurality of Base URL tags depending on a condition, so
as to acquire the media segment under an optimum con-
dition.

[0445] However, generally, the MPD data is created
when the contentis stored in the server2. For this reason,
evenif information on an optimum serveris collected and
described at a time that the MPD data is created, it is

highly possible that a network status or information on
such an optimum server might have been changed at a
time that the content is actually accessed with use of the
MPD data. Further, even if, for example, a server which
works at a higher speed than the above server is added
to deliver the content after the MPD data is created, it is

impossible to use such a high-speed server unless the
MPDdata thus created is recreated.

[0446] In view ofthis, a function of a link to an external
resource of the MPDis used. Fig. 36 shows an example
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of such an MPDdata.In Fig. 36, a description of "xlink"
is used as the attribute of the Groupstart tag, in place of
the server information (information described with use of
the BaseURL tag) described with use of the Group tag
in (a) of Fig. 35, the description of each representation,
the description of each of the media segments (informa-
tion described with use of the Representation tag) con-
stituting the representation, and the like. The xlink is a
function of referring to an external resource. In a case
where data including the description of the xlink is ana-
lyzed, it is possible to execute the analysis by acquiring
and taking in the external resource linked by the xlink.
As shownin Fig. 36, a URL of an external resource linked
by an attribute "xlink:href" is described. The attribute
"xlink:actuate" is such that at what stage the external
resource indicated by "xlink:href" is acquired is de-
scribed. The "xlink:actuate" is classified into "onRe-

quest", with which the external resource is acquired if
necessary, and "onLoad" with which the external re-
source is acquired at the same time as acquisition of the
MPDdata.In the present example, the "onRequest", with
which the external resource is acquired if necessary, is
used,

[0447] Fig. 37 is a view showing an example of data
of an external resource (http://example.com/contentt /re-
source 1.xml). The MPD data shownin Fig. 36 takes in
the external resource shown in Fig. 37 with use of the
xlink, and becomes MPD data which is identical to the

MPDdata shownin (a) of Fig. 35.
[0448] Further, in the present example, in order to ex-
ecute control morefinely, the MPD data is divided into
short Periods with use of the Period tag described above,
and each of the Periods takes in the external resource

with use of the xlink. The MPD data shownin (a) of Fig.
35 and the external resource shownin Fig. 37 are such
that the contentis described with use of one Period. Ac-

cordingly, even if the external resource is taken in, it is
merely possible to reflect a condition obtained at a time
that the content is started to be played. Thatis, in a case
where the contentis a long-time content, there might be
a case where, evenif a certain server is selected as the

optimum serverat the time that the contentis started to
be played, the certain server thus selected might not be
the optimum server anymore during a time period in
which the contentis played, due to achangein acondition
of the network or a change in a condition of the certain
server or conditions of other servers. Moreover, ina case
where a server which is the most appropriate server at
a final phase of acquisition of the content(i) has not been
selected at a time that the contentis started to be played
and(ii) has not been described as the external resource,
it is impossible to select the server.
[0449]_In view ofthis, (a) of Fig. 38 shows an example
in which the MPD datais divided into a plurality of Periods,
and an external resourceis taken in with use of the xlink

in each of the plurality of Periods. (b) through (d) of Fig.
38 show examplesof the external resource thus taken in.
[0450] Each of the external resources shown in (b)
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through (d) of Fig. 38 has four media segments.In the
present example, one media segment equals 10 sec-
onds. That is, one Period in the MPD data shownin (a)
of Fig. 38 equals 40 seconds, and an external resource
is taken in per acquisition of 40-second data.
[0451] With the arrangementin which the server infor-
mation included in the MPD data is provided as an ex-
ternal resource, it is possible to create and provide an
external resourcein responseto a request received from
the client, which external resource (i) has not been cre-
ated in advanceand(ii) reflects a condition of a distribu-
tion system or a networkat a time that the client makes
a request.

[0452] Further, in the present example, by setting a
Period to be short, it becomespossibleto reflect the con-
dition of the network or the conditions of the serversfinely.
With the arrangement,itis possible to provide information
in accordance with a condition at a time that MPD data

is used, evenif timing that the MPD data, which is meta
data of a content, is created, and timing that the MPD
data is used, are different from each other.

Process carried out by each device]

[0453] Next, the following description deals with proc-
esses carried out by the server 2 and the client 4, with
reference to Figs. 39 and 40. A process carried out by
proxies 3a, 3b, and 3c of Embodiment5 is identical to a
process of Embodiment3, and therefore an explanation
of the process is omitted here for the sake of simple ex-
planation.

Process carried out by server2]

[0454] ‘First, the following description deals with a proc-
ess carried out by the server 2a in accordance with Em-
bodiment5, with referenceto Fig. 39. Fig. 39is a flowchart
showing an example of the process carried out by the
server 2a. A process whichis identical to a process of
Embodiment 4 of the present invention has the same
sign as that of the process of Embodiment4.
[0455] The response executing section 15 is ready to
receive a request message from the client 4. The re-
sponse executing section 15 receives the request mes-
sage from theclient 4 via the server communication sec-
tion 11 ($901).
[0456] On receipt of the request message, the server
2 determines which one of a request for a content, a
requestfor xlink data, and arequest for MPD data (which
is meta data of the content) the request message thus
received is (S902, S903, S904). In a case whereit is
determined that the request message is the request for
the meta data of the content (YES in S904), the server
2 reads out designated MPD data from the content stor-
age section 5 (S905), and transmits the MPD data to a
device which is a source of the request (S906).
[0457] Inacase whereitis determined that the request
message is the request for acquisition of external re-
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source data with use of the xlink (YES in S903), the re-
sponse executing section 15 instructs the acquisition lo-
cation specifying section 18 to specify a plurality of serv-
ers as a server from which the content is acquired by the
content playing device. On receipt of such an instruction
from the response executing section 15, the acquisition
location specifying section 18 reads out content-storage-
location information from the content-storage-locationin-
formation storage section 13 (S603).
[0458] The acquisition location specifying section 18
creates a content storage serverlist on the basis of the
content-storagelocation information (S701). The acqui-
sition location specifying section 18 determines whether
or not the content storage serverlist could be created
(S702). In a case where(i) the content-storage-location
information could not be read out or it was determined

that the content-storage-location information stored in
the content-storage-location information storage section
13 was old information, for example, and, as a result, (ii)
the content storage serverlist could not be created, the
acquisition location specifying section 18 instructs the
response execuling section 15 to update the content-
storage-location information. On receipt of the instruction
to update the content-storage-location information, the
response executing section 15 transmits, to each of other
servers 2 connected to the network, an inquiry as to
whetheror not each of the other servers 2 has the content

thus requested (S703).
[0459] The response executing section 15 notifies the
acquisition location specifying section 18 of a result of a
response received from each of the other servers 2. On
the basis of the result of the response thus notified, the
acquisition location specifying section 18 requests the
content-storage-location information storage section 13
to update the content-storage-location information, so
that the content-storage-location information storage
section 13 updates the content-storage-location informa-
tion (S704). Then, the acquisition location specifying sec-
tion 18 creates the content storage serverlist again
(S705).
[0460] The response executing section 15 creates ex-
ternal resource data whichinstructs the client 4 to acquire
the content thus requested from one of the servers 2
each being located at an address indicated by a corre-
sponding one of pieces of address information included
in the content storage serverlist created by the acquisi-
tion location specifying section 18 (S907). Then, the re-
sponse executing section 15 transmits the external re-
source data to the contentplaying device (S908).
[0461] Meanwhile, ina case whereitis determined that
the requestis the request for the content (YES in S902),
the server 2 transmits the content to the source of the

request. A process carried out hereis identical to a proc-
ess of a server2 in accordance with Embodiment 3 (S606
through $610 shownin Fig. 22), and therefore an expla-
nation of the process is omitted here for the sake ofsimple
explanation.
[0462] In acase where the requestis not the request
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for the content, the request for the xlink data, or the re-
quest for the MPD data (NO in $904), the server 2 carries
outa process corresponding to the request thus received.
For example, in a case where the server 2 receives a
GETrequest for data of a web page including a link to
the content, or a HEAD requestfora file size of the con-
tent, a time stamp of a file, or the like, the server 2 carries
out a process corresponding to such a request.

Processcarried out by client 4 serving as contentplaying
device]

[0463] Next, the following description deals with a proc-
ess carried out by the client 4 serving as the content
playing device, with reference to Fig. 40. Fig. 40 is a
flowchart showing an example of the process carried out
by the client 4 serving as the content playing device.
[0464] The response/request executing section 35
transmits, to the server 2, a request message which re-
quests transmission of MPD data corresponding to a con-
tent (S921). The response/request executing section 35
receives, as a response to the request message,a re-
sponse message including the MPD data (S922). The
meta data thus received is analyzed by the response/
request executing section 35 so that a content to be
played is determined (S923).
[0465] Next, the response/request executing section
35 acquires an address of the content (media segment)
to be played, on the basis of a result of the analysis of
the MPD data.Here, In order to acquire the address from
the MPD meta data, the response/request executing sec-
tion 35 determines whether or not data of an external

resource indicated by an xlink of the MPD data is neces-
sary (S924). In a case where it is determined that the
data of the external resource is unnecessary to acquire
the address (NO in S924), the response/request execut-
ing section 35 analyzes the MPD data, and extracts a
content storage server list. On the basis of the content
storage location list thus extracted, the acquisition loca-
tion selecting section 38 selects one of pieces of address
information of servers, in the same manneras a process
of a client 4 in accordance with Embodiment 4 (S623
through S634 in Fig. 23) (S928). On the other hand, ina
case whereit is determined that the data of the external

resource is necessary to acquire the address (YES in
$924), the response/request executing section 35 re-
quests the external resource data with use of the address
of the external resource indicated by the xlink (S925).
[0466] On receipt of the external resource data thus
requested from a server2 indicated by the xlink (S926),
the response/request executing section 35 replaces, with
the external resource data thus received, a part of the
MPDdata thus received, which part is indicated by the
xlink with which the external resource is acquired (S927).
That is, the response/request executing section 35 up-
dates the MPD data. Then, the response/request exe-
cuting section 35 analyzes the MPD data,so asto extract
the content storage serverlist. On the basis of the content
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storage location list thus extracted, the acquisition loca-
tion selecting section 38 selects one of the pieces of the
addressinformation of the servers, in the same manner
as the processof the client 4 in accordance with Embod-
iment 4 (S623 through S634 in Fig. 23) (S928). The re-
sponse/request executing section 35 creates a request
for a media segment on the basis of(i) address informa-
tion of the server thus selected and(ii) address informa-
tion of a media segment to be acquired. Then, the re-
sponse/request executing section 35 transmits the re-
quest thus created to the server thus selected (S929).
Then, the response/request executing section 35 re-
ceives media segments sequentially, in the same manner
as Embodiment 4 (S724). Note that, a processfor receiv-
ing media segmentsis identical to a process of Embod-
iment 4, and therefore is shown as "S724"in Fig. 40.
[0467] Here, in a case where the response/request ex-
ecuting section 35 receives all movie fragments, the re-
sponse/request executing section 35 checks whetheror
notall the movie fragments of the content thus requested
have been received (S632). In a case where the re-
sponse/request executing section 35 confirmsthatall the
movie fragments have been received (YES in S632), the
processis finished.
[0468] On the other hand, in a case where the re-
sponse/request executing section 35 determines that
there is any movie fragment which has not been received
(NO in S632), the response/request executing section
35 determines whetheror not a next media segment can
be acquired, by determining whetheror not all media seg-
ments included in a corresponding Period, which is a
target to be played in the MPD data, have been received
(S930). In a case whereall the media segments in the
corresponding Period have been received (YES in S930),
the response/request executing section 35 acquires a
next Period (S931).
[0469] In a case where, in the corresponding Period,
there is a media segment which can be received, the
response/request executing section 35 starts to carry out
a process of receiving such a media segment. Then, the
client status determining section 36 determines whether
or not a device from which such a media segmentis re-
ceived should be changed, in the same manner as Em-
bodiment 3 (S725). A determination method hereis iden-
tical to a determination method of Embodiment 4. Then,

acquisition of media segments is continued.

Example 5]

[0470] The following description deals with details of
Embodiment 5 more specifically, with use of Example 5
shownin Fig. 41. Example 5 is a view showing an exam-
ple operation sequence of a content distribution system
1 which instructs a client 4, which serves as a content

playing device, to acquire a content from one of pieces
of addressinformation included in a content storage serv-
erlist.

[0471] Note that, in Example 5, as a premise, a content
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1 having a format shownin Fig. 21, MPD data which(i)
is meta data ofthe content 1 and(ii) has a structure shown
in Fig. 38, and external resource data are stored in a
content storage section 5 of each of servers 2a, 2b, and
2c. Further, a media segment of the content 1, stored in
each of the servers 2a, 2b, and 2c, has been similarly
divided into a plurality of media segments.
[0472] Furthermore, as in Example 4, one sessionis
defined as a process from a time that the contentplaying
device transmits a request message to a time that the
content playing device receives a response messagein
response to the request message.
[0473] As shownin Fig. 41, ina session 1010, a client
4g transmits, to the server 2a, a request message which
requests transmission of MPD data of the content 1 (re-
quest 1011). In a case wherethe server 2a receives the
request 1011, aresponse executing section 15 reads out
the MPD data thus requested from the content storage
section 5a (process 1012), and transmits a response
message to the client 4g (response 1013).
[0474] In a case where the client 4g receives the re-
sponse 1013, a response/request executing section 35
analyzes the MPDdata thus received, so as to acquire
a media segment(process 1020). Then, in a case where
it is determined that the MPD data includesan instruction

to refer to an external resource which is necessary to
acquire, for example, location information of the media
segment, the response/request executing section 35 ac-
quires the external resource from the server2.
[0475] Next, ina session 1030, the client 4g transmits
arequest message which requests external resource da-
ta (request 1031).
[0476] In a case where the server 2a receives the re-
quest 1031, a response executing section 15 instructs
an acquisition location specifying section 18 to specify a
plurality of servers 2. On receipt of such an instruction,
the acquisition location specifying section 18 creates a
storage location serverlist on the basis of content-stor-
age-location information stored in a content-storage-lo-
cation information storage section 13 (process 812).
Here, in the content-storage-location information storage
section 13, there is no server information related to a

content 1 (process 813). Accordingly, in order to create
the content storage serverlist, the acquisition location
specifying section 18 transmits, to the servers 2b and 2c
via the response executing section 15, an inquiry as to
storage information of the content 1 (requests 814 and
815). Then, the acquisition location specifying section 18
obtains (i) responses (responses 816 and 817) to the
inquiry and (ii) response times of such responses. Then,
the acquisition location specifying section 18 creates the
content storage serverlist on the basis of such results of
the responses (process 818). Next, the response exe-
cuting section 15 (i) acquires external resource data thus
requested from a content storage section 5a, (ii) updates
the external resource data with use of information of the

contentstoragelocationlist thus created, and(iii) creates
external resource data thus requested (process 1032).
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Then, the response executing section 15 transmits, to
the client 4g via a server communication section 11, a
response messageincluding the external resource data
thus created (response 1033).
[0477] Ina case where the client 4g receives the re-
sponse 1033, the client 4g updates, with use of the ex-
ternal resource data, the MPD data which has beenal-

ready received. The acquisition location selecting section
38 selects, with use of the MPD data thus updated, a
server 2 as a device from which the content is acquired
(process 1040). A selection method here can be such
that a server 2 described at a top of the list is selected,
or, if information (such aspriorities) is added, a server 2
is selected on the basis of such information. Further, in

a case where delay information is received from a client
status determining section 36, it is possible to select, in
consideration of such delay information, a server 2 as
the device from which the content is acquired.
[0478] In acase where the server 2 (here, the server
2b) is selected, the response/request executing section
35 creates, on the basis of the MPD, a Url to acquire a
media segment, and start acquiring media segments se-
quentially (session 1050). Details of a process of acquir-
ing media segments are identical to those of a process
of Example 3 (Example 4), and therefore are omitted here
for the sake of simple explanation.
[0479] In a case where acquisition of all media seg-
ments in a Period of the MPD datais completed, the client
4g start acquiring media segments included in a next
Period. In a case where acquisition of external resource
data with use of an xlink is necessary to acquire media
segment information, the client 4g transmits a request
for an external resource to an address described in a

corresponding xlink, in the same manneras the session
1030.

[0480] Then, both the client 4 and the server 2 repeat
operations of sessions 1010 through 1050, so as to ac-
quire all the media segments.Playing is thus completed.

[Solution to Problem]

[0481] In order to achieve aforementioned object, a
content distributing device for transmitting, in response
to a request, a content to a source which has transmitted
the request, in accordance with the present invention,
includes: determining meansfor determining whetherthe
source is (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to acontent playing device or (B) the content playing
device for playing the content thus requested; content
transmitting means for transmitting, in response to the
request, the content thus requestedto the relaying device
in a case where the determining means determines that
the sourceis the relaying device; content-storage-loca-
tion information generating means for generating con-
tent-storage-location information by associating (A) the
content transmitted by the content transmitting means
with (B) an address of the relaying device, which is a
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destination to which the contentis transmitted, or an ad-

dress of the content playing device, to which the content
is transferred from the relaying device; and content-ac-
quiring-location instructing meansfor transmitting, in re-
sponse to the request, an instruction to the content play-
ing device which is the source in a case where the de-
termining means determines that the source is the con-
tent playing device, which instruction is to acquire the
contentfrom (i) a relaying device indicated by an address
associated, in the content-storage-location information,
with the content thus requested or(ii) a content playing
device indicated by an address associated, in the con-
tent-storage-location information, with the content thus
requested.
[0482] In order to achieve aforementioned object, a
method for controlling content distributing device for
transmitting, in response to a request, a content to a
source which has transmitted the request, the method in
accordance with the present invention includes: a deter-
mining step of determining whether the source is (A) a
relaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source
is the relaying device; a content-storage-location infor-
mation generating step of generating content-storage-
location information by associating (A) the contenttrans-
mitted in the content transmitting step with (B) an address
of the relaying device, which is a destination to which the
contentis transmitted, or an address of the content play-
ing device, to which the content is transferred from the
relaying device; and a content-acquiring-location in-
structing step of transmitting, in response to the request,
an instruction to the content playing device which is the
source in a case whereit is determined that, in the con-

tent-storage-location information generating step, the
sourceis the content playing device, which instruction is
to acquire the content from (i) a relaying device indicated
by an address associated, in the content-storage-loca-
tion information, with the content thus requested or (ii) a
content playing device indicated by an address associ-
ated, in the content-storage-location information, with the
content thus requested.
[0483] According to the arrangement, upon receipt of
the request from the relaying device, the content trans-
mitting means transmits the content thus requested to
the relaying device which is the source, and the con-
tent-storage-location information generating means gen-
erates the content-storage-location information by asso-
ciating (A) the content transmitted from the content trans-
mitting means with (B) the address of the relaying device,
whichis the destination of the content, or the address of

the content playing device, to which the contentis trans-
ferred from the relaying device. Further, upon receipt of
the request from the content playing device, the content-
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acquiring-location instructing means transmits, to the
content playing device whichis the source,the instruction
to acquire the content from (I) the relaying device indi-
cated by an address associated, in the content-storage-
location information, with the content thus requested or
(Il) the content playing device indicated by an address
associated, in the content-storage-location information,
with the content thus requested. Here, the relaying device
and the content playing device possesses the content
thus acquired, and the content-storage-location informa-
tion is information indicative of which relaying device or
content playing device possesses a content.
[0484] Thatis, the content distributing device associ-
ates (A) a content which has been transmitted before
with (B) a relaying device or a content playing device
which possessesthe content, and, upon receipt of a re-
quest from a certain content playing device, the content
distributing device doesnot directly transmit the content
to the content playing device which is the source, but
transmits, to the content playing device which is the
source, an instruction to acquire the content from a re-
laying device or a content playing device which possess-
es the content thus requested. The content playing de-
vice, which is the source, acquires the content thus re-
quested from a designated relaying device or a desig-
nated content playing device. Therefore,if the designat-
ed relaying device or the designated content playing de-
vice possesses the content, it is possible to complete
transmission and reception of the content with use of only
(A) the content playing device which is the source and
(B) the designated relaying device or the designated con-
tent playing device. That is, the content playing device,
which is the source, can acquire content, without carrying
out a processfor transmitting the content.
[0485] This makesit possible to reduce (A) a load of a
network, which is used to transmit data from the content

distributing device, and (B) a load of the contentdistrib-
uting device. Among processes carried out by the content
distributing device, the relaying device, and the content
playing device, a process for transmitting and receiving
the content is a process which applies the heaviest load,
and the process applies the heaviest load of the network
among the contentdistributing device, the relaying de-
vice, and the content playing device. However, evenif,
for example, the number of content playing devices is
increased and the numberof requests to the content dis-
tributing devices is therefore increased, it is possible to
reduce (A) an increase in load of the network whichis
used to transmit data from the contentdistributing device
and (B) an increase in load of the content distributing
device. Therefore, a large numberof content playing de-
vices can acquire contents, without increasing through-
put of the content distributing device or capacity of the
network.

[0486] It is preferable that the contentdistributing de-
vice in accordance with the present invention determine
that, in a case where the request contains transmission
path information indicative of a transmission path via
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which the requestis transferred, the sourceis a relaying
device and, in a case where the request does not contain
the transmission path information, the source is a content
playing device.
[0487] According to the arrangement, the determining
means determinesthat, in a case where the request con-
tains transmission path information indicative of a trans-
mission path via which the request is transferred, the
sourceis a relaying device and, in a case wherethere-
quest does not contain the transmission path information,
the source is a content playing device. That is, the de-
termining means determines that the source is the con-
tent playing device in a case where the requestis directly
transmitted from the content playing device, whereas the
content acquiring device is the relaying device in a case
where the requestis transmitted from a device other than
the content playing device.
[0488] As described above, a contentdistributing de-
vice transmits a requested content to a relaying device
in a case where the relaying device is a source which
has transmitted a request, whereas, in a case where a
content playing device is the source, the contentdistrib-
uting device transmits, to the content playing device, an
instruction to acquire the requested content from a relay-
ing device or a content playing device which possesses
the requested content. The content distributing device
can, therefore, always transmit the content to the content
playing device via a designated relaying device or a des-
ignated content playing device. Accordingly, in a case
where the designated relaying device or the designated
content playing device possessesthe content requested
by the content playing device which is the source, the
contentdistributing device does not need to transmit the
content to the content playing device. This makesit pos-
sible to reduce (A) the load of the network which is used
to transmit data from the content distributing device and
(B) the load of the contentdistributing device.
[0489] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
in a case where there are a plurality of pieces of the con-
tent-storage-location information which contain a plural-
ity of addresses, respectively, each of the plurality of ad-
dresses being associated with the content thus request-
ed, the content-acquiring-location instructing means (A)
create a content-storage-location list containing the plu-
rality of addresses included in the plurality of pieces of
content-storage-location information and (B) transmit, to
the content playing device which is the source, an in-
struction to acquire the contentfrom (I) a relaying device
indicated by an address contained in the content-stor-
age-location list thus created or(Il) a content playing de-
vice indicated by an address contained in the content-
storage-locationlist thus created.
[0490] According to the arrangement, in a case where
there are a plurality of pieces of the content-storage-lo-
cation information which includesa plurality of address-
es, respectively, each of the plurality of addresses being
associated with the content thus requested, the content-
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acquiring-location instructing means (A) creates a con-
tent-storage-location list including the plurality of ad-
dresses includedin the plurality of pieces of content-stor-
age-location information and (B) transmit, to the content
playing device whichis the source, an instruction to ac-
quire the contentfrom (I) a relaying device indicated by
an address included in the content-storage-locationlist
thus created or (Il) a content playing device indicated by
an address included in the content-storage-locationlist
thus created.

[0491] Accordingly, the content playing device, which
is the source, selects (A) the relaying device indicated
by the address included in the content-storage-location
list or (B) the content playing device indicated by the ad-
dress included in the content-storage-locationlist, and
acquires the content from the relaying device or the con-
tent playing device thus selected. The content playing
device, which is the source, can therefore acquire the
content from an optimum device depending on a status
of the content playing device and a status of the relaying
device or the content playing device which possesses
the content.

[0492] Further, itis preferable that, the content distrib-
uting device in the present invention, the content-stor-
age-location information generating means generate the
content-storage-location information by associating (A)
the content which has been transmitted by the content
transmitting means with (B) date and time when the con-
tent transmitting means has transmitted the content; and
the content-acquiring-location instructing means create
the content-storage-location list by (I) arranging the plu-
rality of addresses, which are contained in the plurality
of pieces of content-storage-location information, on the
basis of the date and time associated with the content

and(Il) adding priorities to the plurality of addresses so
that an address having later date and time gets a higher
priority.
[0493] According to the arrangement, in the con-
tent-storage-location information, (A) a content, (B) a re-
laying device or a content playing device which possess
the content, and (C) date and time whenthe content has
been transmitted to the relaying device or the content
playing device, i.e., date and time when the relaying de-
vice or the content playing device has held the content
are associated with one another. Then the content-ac-

quiring-location instructing means creates the content-
storage-location list by (I) arranging the plurality of ad-
dresses, which are contained in the plurality of pieces of
content-storage-location information, on the basis of date
and time associated with the contentidentification infor-

mation and(Il) adding priorities to the plurality of address-
es so that an address having later date and time gets a
higherpriority.
[0494] That is, the content-storage-location list in-
cludesthe plurality of relaying devices or the plurality of
content playing devices which possess the content re-
quested by the content playing device which is the
source, so that the plurality of relaying devices or the
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plurality of content playing devices are arranged in order
of time, specifically, in order of time when each of the
plurality of relaying devicesor the plurality of content play-
ing devices has possessedthe content. The contentplay-
ing device, which is the source, can therefore select, as,
€.g., a device from which the content is acquired, a re-
laying device or a content playing device which has
stored the content recently.
[0495] There may occur, for example, a case where a
content transmitted by the contentdistributing device is
updated to obtain a new data or a case where a relaying
device or a content playing device which possesses con-
tent discards the content thus held or modifies the con-

tent. Even in such a case, the content playing device
which is the source can surely acquire the content same
as acontenttransmitted by the contentdistributing device
by acquiring the content from a relaying device or a con-
tent playing device which contains the latest date and
time when the relaying device or the content playing de-
vice has stored the content. This makes it possible to
surely acquire the content same as a content transmitted
by the contentdistributing device.
[0496] Further,it is preferable that a content distribut-
ing device in accordance with the present invention fur-
ther include: distance calculating meansfor calculating,
on the basis of an address contained in any one of the
plurality of pieces of content-storage-location informa-
tion, a physical or network-structural distance between
(A) a relaying device or a content playing device which
is indicated by the address and (B) the content playing
device that the content-acquiring-location instructing
meansinstructs on a device from which the contentis

acquired, wherein: the content-acquiring-location in-
structing meanscreates the content-storage-location list
by (I) arranging the plurality of addresses, which are con-
tained in the respective plurality of pieces of content-stor-
age-location information, on the basis of distances cal-
culated by the distance calculating means, and(Il) adding
priorities to the plurality of addresses so that an address
having a shorter distance gets a higherpriority.
[0497] According tothe arrangement, the distance cal-
culating means calculates, on the basis of an address
contained in any one of the plurality of pieces of con-
tent-storage-location information, a physical or network-
structural distance between (A) a relaying device or a
content playing device whichis indicated by the address
and (B) the content playing device that the content-ac-
quiring-location instructing meansinstructs on a device
from which the content is acquired. Further, the content-
acquiring-location instructing meanscreates the content-
storage-location list by (I) arranging the plurality of ad-
dresses, which are contained in the respective plurality
of pieces of content-storage-location information, on the
basis of distances calculated by the distance calculating
means, and (II) adding priorities to the plurality of ad-
dresses so that an address having a shorter distance
gets a higherpriority.
[0498] That is, the content-storage-location list in-
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cludes a plurality of relaying devices and a plurality of
content playing devices, each of which possesses the
content requested by the content playing device which
(i) is the source and(ii) the content-acquiring-location
instructing means instructs on a device from which the
content is acquired. The plurality of relaying devices and
the plurality of content playing devices are listed so that
a device having a shorter physical or network-structural
distance gets a higher priority. Accordingly, with refer-
ence to the content-storage-locationlist, the content play-
ing device which is the source can, for example, select,
as a device from which the contentis acquired, a relaying
device or a content playing device whichis the nearest
from the content playing device itself. This makesit pos-
sible to reduce a loadof the network in a case where the

content playing device which is the source acquires the
content.

[0499] Further, it is preferable that the content distrib-
uting device in accordancewith the present invention fur-
ther include transmission record creating means for cre-
ating a response transmission record by associating (A)
a destination to which a response is transmitted in re-
sponse to the request with (B) date and time when the
response hasbeen transmitted, wherein, with reference
to response transmission record created by the trans-
mission record creating means, the content-acquiring-
location instructing means transmits, to the content play-
ing device which is the source, an instruction to acquire
the content from a relaying device or a content playing
device which(i) is indicated by an address that the con-
tent-storage-location information associates with the
content thus requested and(ii) is not included in the re-
sponse transmission record within a predetermined time
period
[0500] According to the arrangement, transmission
record creating means makes a responsetransmission
record by associating (A) a destination to which a re-
sponseis transmitted in response to the request with (B)
date and time when the response has been transmitted.
Then, with reference to response transmission record
created by the transmission record creating means,the
content-acquiring-location instructing means transmits,
to the content playing device whichis the source, an in-
struction to acquire the content from a relaying device or
a content playing device which (i) is indicated by an ad-
dress that the content-storage-location information as-
sociates with the content thus requested and(ii) is not
included in the response transmission record within a
predeterminedtime period.
[0501] By referring the response transmission record,
the content-acquiring-location instructing means can
predict date and time when the relaying device or the
content playing device, which has been the destination
to which the responseis transmitted, has received the
response. To put it another way, the content-acquiring-
location instructing means can predict date and time
when the relaying device or the content playing device
has carried out transmission of the request, reception of
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the response, or a process regarding the transmission
of the request and the reception of the response. Accord-
ingly, "a destination which is not included in the response
transmission record within a predetermined time period"
means a relaying device or a content playing device
which is considered not to have carried out a process
regarding the transmission and the reception of the re-
sponse within the predetermined time period.
[0502] Thatis, the content-acquiring-location instruct-
ing meanstransmits, to the content playing device which
is the source, an instruction to acquire the content thus
requested from a relaying device or a content playing
device which (i) possesses the content thus requested
and (ii) is considered not to have carried out a process
regarding transmission and reception of the content with-
in a predetermined time period. Accordingly, when the
content playing device, whichis the source, acquires con-
tent from a relaying device or a content playing device
designated by the content-acquiring-location instructing
means,it is possible to reduce a delay caused by an
increase in throughput of the relaying device or the con-
tent playing device from which the content is acquired.
[0503] Further, a content playing device in accordance
with the present invention (A) transmits a request to the
content distributing device, (B) receives a content-stor-
age-location list in response to the request, and (C) ac-
quires the content thus requested from a relaying device
or a content playing device whichis indicated by an ad-
dress included in the content-storage-location list thus
received, wherein, in a case where a receiving speed
required to acquire the contentis slower than a prede-
termined receiving speed, the relaying device or the con-
tent playing device, from which the content is acquired,
is changedto a relaying device or a content playing de-
vice which is indicated by another address included in
the content-storage-locationlist.
[0504] According to the arrangement, the content play-
ing device selects one of a relaying device and a content
playing device whichis indicated by an addressincluded
in the content-storage-location list thus received. In a
case where a receiving speed required to acquire the
content is slower than a predetermined receiving speed
when the content playing device acquires the content
thus requested from the relaying device or the content
playing device thus selected, the content playing device
changesthe relaying device or the content playing device
thus selected to a relaying device or a content playing
device which is indicated by another addressincluded in
the content-storage-locationlist.
[0505] Thecontent playing device can, therefore, keep
a receiving speed required to acquire content faster than
a predetermined receiving speed, and canstably acquire
the content without causing a huge delay.
[0506] Thedelay in acquiring of content may be caused
by, for example, the following reasons: an increase in
throughputof a relaying device or a content playing de-
vice from which the content is acquired; or a deterioration
in communication status of a network between(i) the
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content playing device and(ii) the relaying device or the
content playing device from which the content is ac-
quired. The content playing device changes, due to the
delay, the relaying device or the content playing device,
from which the content is acquired, to another relaying
device or another content playing device, so that it is
possible to effectively use resourcesfor (i) the relaying
device or the content playing device from which the con-
tentis acquired and(ii) a network between a contentplay-
ing device for acquiring the content and the relaying de-
vice or the content playing device from which the content
is acquired.
[0507] Acontent playing device in accordance with the
present invention (A) transmits a request to the content
distributing device, (B) receives the content-storage-lo-
cation list in responseto the request, and (C) acquires a
requested content from a relaying device or a content
playing device indicated by an address whichis the high-
est on the content-storage-location list thus received,
and, in a case where a receiving speed required to ac-
quire the content is slower than a predetermined receiv-
ing speed, the content playing device changes a relaying
device or a content playing device, from which the re-
quested content is to be acquired, to a relaying device
or acontentplaying device indicated by an address which
is the second highest on the content-storage-location list.
[0508] According to the arrangement, the content play-
ing device selects a relaying device or a content playing
device whichis indicated by an address whichis the high-
est on the content-storage-location list thus received. In
a case where a receiving speed required to acquire the
content is slower than a predetermined receiving speed
when the content playing device acquires the content
thus requested from the relaying device or the content
playing device thus selected, the content playing device
changestherelaying device or the content playing device
thus selected, from which the requested contentis to be
acquired, to arelaying device ora content playing device
indicated by another address whichis the second highest
on the content-storage-location list.
[0509] Thecontent playing device can, therefore, keep
areceiving speed required to acquire content faster than
a predetermined receiving speed, and can stably acquire
the content without causing a huge delay.
[0510] Further, in a case wherepriorities are assign to
each ofrelaying devices and content playing devices on
the basis of date and time when eachrelaying device or
content playing device has stored the content, the con-
tent playing device for acquiring the content can acquire
the content from a relaying device or a content playing
device which has the highest possibility to possess the
content sameas that transmitted by the content distrib-
uting device. It is therefore possible to quickly and surely
acquire the content sameas that transmitted by the con-
tent distributing device. Meanwhile, in a case where pri-
orities are assigned to each of relaying devices and con-
tent playing devices on the basis of a distance between
each relaying device or content playing device, from
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which the content is acquired, and the content playing
device for acquiring the content, the content playing de-
vice acquires the contentfrom a relaying device or a con-
tent playing device having a shortest distance with re-
spectto the content playing device for acquiring the con-
tent. Itis therefore possible to stably acquire the content
while reducing a load of a network.
[0511] Further, a contentdistributing system in accord-
ance with the present invention includes: the content dis-
tributing device; a relaying device for requesting the con-
tent distributing device to transmit a content, possessing
the content thus requested, and transferring the content
thus requested to a content playing device; and a content
playing device for requesting the contentdistributing de-
vice to transmit a content and acquiring the content thus
requested from a device designated by the content dis-
tributing device.
[0512] According to the arrangement, the content dis-
tributing system has an effect same asthat of the content
distributing device.
[0513] Further, a content distributing device for trans-
mitting, in response to a request, a content to a source
which has transmitted the request, in accordance with
the present invention, includes: determining means for
determining whether the source is (A) a relaying device
for receiving the content thus requested and possessing
and transferring the content to a content playing device
or (B) the content playing device for playing the content
thus requested; content-storage-location information ac-
quiring means for acquiring, in response to the request,
an address of another contentdistributing device pos-
sessing the content thus requested, among predeter-
mined other content distributing devices, in a case where
the determining means determines that the source is a
content playing device; and content-acquiring-location
instructing meansfor transmitting, to the content playing
device whichis the source, an instruction to acquire the
content from the another content distributing device
whichis indicated by the address acquired by the content-
storage-location information acquiring means.
[0514] Further, a method for controlling a content dis-
tributing device for transmitting, in response to a request,
a content to a source which has transmitted the request,
the method in accordance with the present invention, in-
cludes: a determining step of determining whether the
sourceis (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to a content playing device or (B) the content playing
device for playing the content thus requested; a con-
tent-storage-location information acquiring step of ac-
quiring, in response to the request, an addressofanother
contentdistributing device including the content thus re-
quested, among contentdistributing devices connected
to the content distributing device, in a case whereit is
determined that, in the determining step, the source is
the content playing device; and a content-acquiring-lo-
cation instructing step of transmitting, to the content play-
ing device whichis the source,an instruction to acquire
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the content from the another content distributing device
whichis indicated by the address acquired in the content-
storage-location information acquiring step.
[0515] According to the arrangement, the determining
means determines whether a source which has transmit-

ted a request is a relaying device or a content playing
device, and, in a case where the determining means de-
termines that the source is a content playing device, the
content-storage-location information acquiring means
acquires, in response to the request, an address of an-
other content distributing device including the content
thus requested, among predetermined content distribut-
ing devices. Then, the content-acquiring-location in-
structing means transmits, to the content playing device
whichis the source, an instruction to acquire the content
from the another content distributing device whichis in-
dicated by the address acquired by the content-storage-
location information acquiring means.
[0516] Thatis, in a case wherethe contentdistributing
device receives a requestfrom a contentplaying device,
the content distributing device does not directly transmit
a contentto the content playing device whichis a source
which has transmitted the request, but transmits, to the
content playing device whichis the source, an instruction
to acquire the content from another content distributing
device which possessesthe content thus requested. The
content playing device, which is the source, acquires the
content thus requested from the designated another con-
tent distributing device. That is, the content distributing
device, has received the requestfrom the contentplaying
device, can acquire content, without carrying out a proc-
ess for transmitting the content.
[0517] In a case where a load of a network which is
used to transmit data from the contentdistributing device
received the request from the content playing device and
a load of the content distributing device are relatively
large, the contentdistributing device causes another con-
tentdistributing device to acquire the content. This makes
it possible to distribute the load of the network whichis
used to transmit data from the content distributing device
andthe loadof the contentdistributing device.
[0518] Further, itis preferable that, ina contentdistrib-
uting device in accordance with the present invention,
the content-storage-location information acquiring
means transmits, to the predetermined other contentdis-
tributing devices, an inquiry as to whetheror not the pre-
determined other content distributing devices include the
content thus requested, so as to acquire the address of
the anothercontentdistributing device that has respond-
ed, to the inquiry, that the contentdistributing device pos-
sesses the content thus requested.
[0519] According to the arrangement, the content-stor-
age-location information acquiring means transmits, to
the predetermined other content distributing devices, an
inquiry as to whetheror not the predetermined other con-
tent distributing devices include the content thus request-
ed, so as to acquire the address of the another content
distributing device that has responded, to the inquiry, that
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the content distributing device possesses the content
thus requested.
[0520] The  content-acquiring-location—instructing
means transmits, to the content playing device, an in-
struction to acquire the content on the basis of the ad-
dress acquired by the content-storage-location informa-
tion acquiring means having carrying out the inquiry. This
makesit possible to transmits, to the content playing de-
vice, the instruction to acquire the content on the basis
of highly accurate (correct) information. The content play-
ing device can therefore surely acquire the content thus
requested.
[0521] Further,it is preferable that the content distrib-
uting device in accordance with the present invention fur-
ther include content-storage-location information gener-
ating meansfor (A) generating content-storage-location
information by associating (i) the address of the another
content distributing device including the content, which
address has been acquired by the content-storage-loca-
tion information acquiring means, with (ii) the content
identification information indicative of the content and (B)
causing a storage section to store the content-storage-
location information, wherein the content-storage-loca-
tion information acquiring means(Il) reads out the con-
tent-storage-location information from the storage sec-
tion, and (Il) acquires the address, associated with the
content identification information, from the content-stor-
age-location information in a case where the content-
storage-location information thus read out contains the
contentidentification information indicative of the content

thus requested, or transmits the inquiry to thereby ac-
quire the addressof the another content distributing de-
vice possessing the content thus requested in a case
wherethe content-storage-location information thus read
out does not contain the content identification information

indicative of the content thus requested.
[0522] According to the arrangement, content-stor-
age-location information generating means (A) gener-
ates content-storage-location information by associating
(i) the address of the another contentdistributing device
including the content, which address has been acquired
by the content-storage-location information acquiring
means,with (ii) the content identification information in-
dicative of the content and (B) causing a storage section
to store the content-storage-location information. Then,
the content-storage-location information acquiring
means (I) reads out the content-storage-location infor-
mation from the storage section, and (Il) acquires the
address associated with the content identification infor-

mation in a case where the content-storage-location in-
formation thus read out contains the contentidentification

information indicative of the content thus requested, or
transmits the inquiry to thereby acquire the address of
the another content distributing device possessing the
content thus requested in a case where the content-stor-
age-location information thus read out does not contain
the content identification information indicative of the

content thus requested.
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[0523] Thatis, in a case where the content-storage-lo-
cation information acquiring means acquires the address
of the another content distributing device including the
content thus requested, the content-storage-location in-
formation acquiring means refers the content-storage-
location information stored in the storage section. In a
case where the storage section stores the content-stor-
age-location information including the content identifica-
tion information indicative of the content thus requested,
i.e., in a case where the content-storage-location infor-
mation acquiring means has acquired before an address
of another content distributing device including the con-
tent, the content-storage-location information acquiring
means acquires the address from the content-storage-
location information stored in the storage section.
[0524] Meanwhile, in a case where the content-stor-
age-location information acquiring meansrefers the con-
tent-storage-location information stored in the storage
section and the storage section does not store the con-
tent-storage-location information including the content
identification information indicative of the content thus

requested, i.e., in a case where the content-storage-lo-
cation information acquiring means has never acquired
an addressof another contentdistributing device includ-
ing the content, the content-storage-location information
acquiring meanstransmits the inquiry, so as to acquire
an addressof another content distributing device includ-
ing the content thus requested.
[0525] It is predicted that another content distributing
device, indicated by an address included in the con-
tent-storage-location information stored in the storage
section, would include the content indicated by the con-
tent identification information corresponding to the ad-
dress.

[0526] It is therefore possible to acquire the address
of the another content distributing device including the
content thus requested by carrying out a simple process,
i.e., by using the address which has been acquired be-
fore. This makesit possible to reduce a processload of
the content distributing device.
[0527] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
the content-storage-location information acquiring
means(i) acquire a plurality of addresses included in a
plurality of content distributing devices, respectively,
eachofthe plurality of contentdistributing devices includ-
ing the content thus requested, and (ii) create a content
storage server list including the plurality of addresses
thus acquired and content identification information in-
dicative of the content; and the content-acquiring-loca-
tion instructing means transmits, to the content playing
device which is the source, an instruction to acquire the
content from the contentdistributing device indicated by
the address included in the content storage serverlist
created by the content-storage-location information ac-
quiring means.
[0528] According to the arrangement, the content-stor-
age-location information acquiring means(i) acquires a
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plurality of addresses included in a plurality of content
distributing devices, respectively, each of the plurality of
content distributing devices including the content thus
requested, and (ii) creates a content storage serverlist
including the plurality of addresses thus acquired and
content identification information indicative of the con-

tent; and the content-acquiring-location instructing
meanstransmits, to the content playing device which is
the source,an instruction to acquire the content from the
content distributing device indicated by the addressin-
cluded in the content storage serverlist created by the
content-storage-location information acquiring means.
[0529] Thatis, the content playing device can acquire
the content thus requested from one ofthe other content
distributing devices. This makesit possible to distribute
the load of the network which is used to transmit data

from the content distributing device and the load of the
contentdistributing device.
[0530] Further, a content playing device for (A) trans-
mitting a request to the content distributing device, (B)
receiving the content storage serverlist in response to
the request, and (C) acquiring a requested contentfrom
another content distributing device indicated by one of a
plurality of addresses included in the content storage
serverlist thus received, the content playing device in
accordance with the present invention, includes acquir-
ing location changing meansfor, in a case where a re-
ceiving speed required to acquire the content is slower
than a predetermined receiving speed, changing the an-
other contentdistributing device, from which the request-
ed content is to be acquired, to another content distrib-
uting device indicated by another address, whichis dif-
ferent from the one ofthe plurality of addresses, included
in the content storage serverlist.
[0531] According to the arrangement, the content play-
ing device selects another contentdistributing device in-
dicated by one of the plurality of addresses includedin
the content storage serverlist thus received. In a case
where a receiving speed required to acquire the content
is slower than a predetermined receiving speed when
the content playing device acquires the content thus re-
quested from the anothercontent distributing device thus
selected, the content playing device changesthe another
content distributing device, from which the requested
content is to be acquired, to a still another content dis-
tributing device indicated by another address, which is
different from the one of the plurality of addresses, in-
cluded in the content storage serverlist.
[0532] Thecontent playing device can, therefore, keep
a receiving speed required to acquire content faster than
a predetermined receiving speed, and canstably acquire
the content without causing a huge delay.
[0533] Thedelay in acquiring of content may be caused
by, for example, the following reasons: an increase in
throughput of a content distributing device from which
the contentis acquired; or a deterioration in communica-
tion status of a network betweenthe content playing de-
vice and the contentdistributing device from which the
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content is acquired. The content playing device changes,
due to the delay, the content distributing device, frorn
which the content is acquired, to another content distrib-
uting device whichis different from the content distribut-
ing device, so thatitis possible to effectively use resourc-
es for (i) the content distributing device from which the
content is acquired and(ii) a network between a content
playing device for acquiring the content and the content
distributing device from which the content is acquired.
[0534] Further, a content distributing system in accord-
ance with the present invention includes the content dis-
tributing device, a relaying device for requesting the con-
tent distributing device to transmit a content, possessing
the content thus requested, and transferring the content
thus requested to a content playing device; and the con-
tent playing device for requesting the contentdistributing
device to transmit the content, and acquiring the content
thus requested from a device designated by the content
distributing device.
[0535] According to the arrangement, the contentdis-
tributing system has an effect same asthatof the content
distributing device.
[0536] Further, the content distributing device for
transmitting, in response to a request, data to a source
which has transmitted the request, the content distribut-
ing device in accordance with the present invention in-
cludes: managing means for managing (A) content and
(B) meta data of the content, the meta data containing
(i) content-storage-location information in which content
identification information for specifying the content and
an address of another content distributing device includ-
ing the content are associated with each otheror(ii) a
storage-location address indicative of a location of the
content-storage-location information; request determin-
ing means for determining whether the request is a con-
tent request or a meta data request; and transmitting
meansfor transmitting the content thus requested to the
source in a case where the request determining means
determines that the request is the content request, and
for transmitting the meta data thus requested to the
source in a case where the request determining means
determines that the request is the meta data request.
[0537] Further, a methodfor controlling a content dis-
tributing device for transmitting, in response to a request,
data to a source which has transmitted the request, the
method managing (A) content and (B) meta data of the
content, the meta data containing (i) content-storage-lo-
cation information in which contentidentification informa-

tion for specifying the content and an address of another
contentdistributing device including the content are as-
sociated with eachotheror(ii) a storage-location address
indicative of a location of the content-storage-location
information, the method in accordance with the present
invention includes a request determining step of deter-
mining whetherthe requestis a content request or ameta
data request; and a transmitting step of transmitting the
content thus requested to the source in a case whereit
is determinedthat, in the request determining step, the
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request is the content request, and of transmitting the
meta data thus requested to the source in a case where
it is determinedthat, in the request determining step, the
requestis the meta data request.
[0538] According to the arrangement, the managing
means manages (A) content and (B) meta data of the
content, the meta data containing (i) content-storage-lo-
cation information in which content identification informa-

tion for specifying the content and an address of another
content distributing device including the content are as-
sociated with each otheror(ii) a storage-location address
indicative of a location of the content-storage-location
information, and the request determining means deter-
mines whether the request is a contentrequest or a meta
data request, and the transmitting means transmits the
content thus requestedto the source in a case where the
request determining means determines that the request
is the content request, and for transmitting the meta data
thus requested to the source in a case wherethe request
determining means determines that the request is the
meta data request.
[0539] Thatis, upon receipt of a content request from
the content playing device, the content distributing device
directly transmits the content to the content playing de-
vice which is the source. Meanwhile, upon receipt of a
meta data request from the content playing device, the
contentdistributing device does not directly transmit the
contentto the content playing device which is the source,
but transmits, to the content playing device which is the
source, an instruction to acquire the content from another
contentdistributing device including the content thus re-
quested. The content playing device which is the source
acquires the content thus requested from a designated
content distributing device. That is, in a case where the
content playing device requests to acquire the content
with use of meta data of the content, not the content dis-
tributing device which has received the meta data re-
quest, but the another content distributing carries out a
processfor transmitting the content. The content playing
device, which is the source, can therefore acquire the
content.

[0540] Therefore, in a case where (i) the content play-
ing device requests to acquire a content with use of meta
data of the content and(ii) a load of a network whichis
used to transmit data from the contentdistributing device
which hasreceived the requestfrom the content playing
device and a load of the content distributing device are
relatively large, the content playing device acquires the
content from another content distributing device. This
makesit possible to distribute the load of the network
whichis usedto transmit the data from the content dis-

tributing device and the load of the content distributing
device.

[0541] It is preferable that, in the content distributing
device in accordance with the present invention, the re-
quest determining means determine whether the request
is the content request, the meta data request, or a con-
tent-storage-location information request including the
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storage-location address; and, in a case where the re-
quest determining means determines that the requestis
the content-storage-location information including the
storage-location address, the transmitting means trans-
mit, to a device whichis the source, the content-storage-
location information whose location is indicated by the
storage-location address.
[0542] According to the arrangement, the request de-
termining means determines whether the request is the
content request, the meta data request, or a content-stor-
age-location information request including the storage-
location address; and, in a case where the request de-
termining means determinesthat the requestis the con-
tent-storage-location information including the storage-
location address, the transmitting means transmits, to a
device whichis the source, the content-storage-location
information whose location is indicated by the storage-
location address.

[0543] Therefore, upon receipt of the meta data re-
quest from the content playing device, the content dis-
tributing device can send the content playing device with
not only content-storage-location information indicative
of a device from which the content corresponding to the
meta data is acquired, but also content-storage-location
information which indicates, when the contentdistribut-

ing device receives the content storage-location informa-
tion request from the playing device, a device from which
the content corresponding to the meta data is acquired.
By, for example, transmitting the content-storage-loca-
tion information request when the contentis played,it is
possible to know the another content playing device in-
cluding the content can, therefore, Know the another con-
tent distributing device including the content when the
contentis played.
[0544] Accordingly, the content distributing device can
send the content playing device with highly accurate (cor-
rect) information, and the content playing device can re-
duce suchan errorthat the content playing device cannot
acquire a requested content from a device from which
the content is acquired. This makesit possible to stably
acquire the content.
[0545] Further, itis preferable that a content distribut-
ing device in accordance with the present invention fur-
ther include: content-storage-location information ac-
quiring means for transmitting, to predetermined other
content distributing devices, an inquiry as to whether or
not the predetermined other contentdistributing devices
contain a predetermined content, and acquiring an ad-
dress of acontent distributing device that has responded,
to the inquiry, that the contentdistributing device includes
the predetermined content; content-storage-location in-
formation generating meansfor (A) generating content-
storage-location information by associating (i) the ad-
dress of the contentdistributing device including the pre-
determined content, which address has been acquired
by the content-storage-location information acquiring
means, with (ii) the content identification information for
specifying the predetermined content and (B) causing a
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storage section to store the content-storage-location in-
formation; and update determining meansfor determin-
ing whether to update the content-storage-location infor-
mation stored in the storage section, wherein, in a case
where the request determining means determines that
the request is the content-storage-location information
request including the storage-location address and the
update determining means determines to update the con-
tent-storage-location information whoselocationis indi-
cated by the storage-location address, the content-stor-
age-location information acquiring means transmits the
inquiry to acquire the address, the content-storage-loca-
tion information generating means generates the con-
tent-storage-location information based on the address,
and the transmitting means transmits the content-stor-
age-location information to a device whichis the source,
or, in a case where the request determining means de-
termines that the request is the content-storage-location
information request including the storage-location ad-
dress and the update determining means determines not
to update the content-storage-location information
whoselocation is indicated by the storage-location ad-
dress, the transmitting means transmits, to the device
which is the source, the content-storage-location infor-
mation whoselocation is indicated by the storage-loca-
tion address.

[0546] According to the arrangement, the request de-
termining means determines that the request is the con-
tent-storage-location information request including the
storage-location address and the update determining
means determines to update the content-storage-loca-
tion information whose location is indicated by the stor-
age-location address, the content-storage-location infor-
mation acquiring meanstransmits the inquiry to acquire
the address, the content-storage-location information
generating means generates the content-storage-loca-
tion information based on the address, and the transmit-

ting meanstransmits the content-storage-location infor-
mation to a device whichis the source. Meanwhile, the

request determining means determines that the request
is the content-storage-location information request in-
cluding the storage-location address and the update de-
termining means determines not to update the content-
storage-location information whose location is indicated
by the storage-location address, the transmitting means
transmits, to the device whichis the source, the content-

storage-location information whose location is indicated
by the storage-location address.
[0547] Thatis, in acase where the update determining
means determines not to update the content-storage-lo-
cation information stored in the storage section when the
content-storage-location information acquiring means
acquires the address of the content distributing device
including the requested content, the content-storage-lo-
cation information acquiring means acquires the address
from the content-storage-location information stored in
the storage section. Meanwhile, in a case where the up-
date determining means determines to update the con-
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tent-storage-location information stored in the storage
section, the content-storage-location information acquir-
ing means transmits the inquiry to thereby acquire the
address of the content distributing device including the
content thus requested.
[0548] Here, "a case where the update determining
means determines to update the content-storage-loca-
tion information whose location is indicated by the stor-
age-location address" means, for example, a case where
the content-storage-location information stored in the
storage section is old, or a case wherethe content-stor-
age-location information including content identification
information indicative of the requested content is not
stored in the storage section, i.e., a case where the con-
tent-storage-location information acquiring means has
never acquired before an addressof a content distribut-
ing device including the content.
[0549] Therefore, in a case where the update deter-
mining means determines not to update the content-stor-
age-location information stored in the storage section,
the content-storage-location information acquiring
means can acquire the address of the content distributing
device including the required content by carrying out a
simple process, i.e. by using the address which has been
acquired before. This makes it possible to reduce the
process load of the contentdistributing device.
[0550] Further, by updating content-storage-location
inforrnation stored in the storage section, the contentdis-
tributing device can send the content playing device with
highly accurate (correct) information, and the content
playing device can reduce suchanerror that the content
playing device cannot acquire a requested content from
a device from which the content is acquired. This makes
it possible to stably acquire the content.
[0551] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
the meta data can include a plurality of storage location
addresses eachindicative of a location of content-stor-

age-location information which is set per unit into which
the content is divided at a predetermined time interval.
[0552] According to the arrangement, the meta data
can include a plurality of storage location addresses each
indicative of a location of content-storage-location infor-
mation which is set per unit into which the contentis di-
vided at a predetermined time interval. Therefore, the
contentdistributing device can send, to the contentplay-
ing device, pieces of content-storage-location informa-
tion, each of which is sent per unit obtained by dividing
the content by a predeterminedtime interval.
[0553] The contentdistributing device can therefore
improve a degree of freedom of a device from which a
content is acquired more than that of the content playing
device. This makesit possible to distribute the load of
the network whichis used to transmit data from the con-

tent distributing device and the load of the content dis-
tributing device.
[0554] Further, it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
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the content include a plurality of media segments; and
the content divided by the predetermined time interval
include at least one media segment.
[0555] According to the arrangement, the content di-
vided by the predetermined time interval includes atleast
one media segment.It is therefore possible to manage,
per unit of a media segment, the degree of freedom of
the device from which the content is acquired.
[0556] Further,it is preferable that, in the content dis-
tributing device in accordancewith the present invention,
the meta data include a content storage serverlist con-
taining the plurality of pieces of content-storage-location
information or a storage location address indicative of a
location of the content storage server list.
[0557] According to the arrangement, the meta data
includes a content storage serverlist including the plu-
rality of pieces of content-storage-location information or
a storage-location addressindicative of the contentstor-
age server list. The contentdistributing device can there-
fore cause the content playing device to acquire one of
the other content distributing devices which correspond
to the meta data. This makesit possible to distribute the
load of the network which is used to transmit data from

the contentdistributing device and the load of the content
distributing device.
[0558] Further, a content playing device for transmit-
ting a meta data requestto the contentdistributing device,
receiving the meta data in responseto the request, and
acquiring the content in accordance with the meta data
thus received, the content playing device in the present
invention includes content acquiring meansfor acquiring
the content from another content distributing device in-
dicated by an addressincluded in any oneofthe plurality
of pieces of content-storage-location information con-
tained in the content storage server list, when said con-
tent playing device receives the content storage server
list included in the meta data thus received, or when said

content playing device transmits a content-storage-loca-
tion information request with use of a storage-location
addressincludedin the meta data thus received and re-

ceives, in response to the request, the content storage
server list; and acquiring location changing meansfor,in
a case where a receiving speed required to acquire the
content of the content acquiring means is slower than a
predetermined receiving speed, changing the another
content distributing device, from which the contentis to
be acquired, to a still another content distributing device
indicated by another address, whichis different from the
address, included in the content storage server list.
[0559] According to the arrangement, when the con-
tent playing device receives the content storage server
list, the content acquiring means acquires, on the basis
of the meta data thus received, the content from another
content distributing device indicated by an address in-
cluded in oneof pieces of content-storage-locationinfor-
mation included in the content storage serverlist thus
received. In a case where a receiving speed required for
the content acquiring means to acquire the contentis
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slower than the predetermined receiving speed, the ac-
quiring location changing means changes the another
content distributing device, from which the contentis to
be acquired, to a still another content distributing device
indicated by another address, whichis different from the
address, included in the content storage server list.
[0560] Thecontent playing device can, therefore, keep
areceiving speed required to acquire content faster than
a predetermined receiving speed, and can stably acquire
the content without causing a huge delay.
[0561] Thedelay in acquiring of content may be caused
by, for example, the following reason: an increase in
throughput of a content distributing device from which
the content is acquired; or a deterioration in communica-
tion status of a network between the contentplaying de-
vice and the contentdistributing device from which the
content is acquired. The content playing device changes,
due to the delay, the content distributing device, from
which the content is acquired, to another content distrib-
uting device whichis different from the content distribut-
ing device, so thatitis possible to effectively use resourc-
es for (i) the content distributing device from which the
content is acquired and(ii) a network between a content
playing device for acquiring the content and the content
distributing device from which the content is acquired.
[0562] Further, a content distributing system in accord-
ance with the present invention includes the content dis-
tributing device, a relaying device for requesting the con-
tent distributing device to transmit a content, possessing
the content thus requested, and transferring the content
thus requested to a content playing device, the content
playing device for transmitting, to the content distributing
device, a content request to request the content so as to
acquire the content from the content distributing device,
andfor transmitting, to the content distributing device, a
meta data request to request meta data of the content,
receiving the meta data from the contentdistributing de-
vice, and acquiring, on the basis of the meta data thus
received, the content corresponding to the meta data.
[0563] According to the arrangement, the content dis-
tributing system has an effect same asthatof the content
distributing device.
[0564] Note that the contentdistributing device may be
achieved by a computer.In this case, the present inven-
tion encompassesa controlling program for realizing the
content distributing device with use of computer by op-
erating the computer as each meansof the content dis-
tributing device and a computer readable recording me-
dium in which the controlling program is stored.

[Supplementary description]

[0565] The present invention is not limited to the de-
scription of the embodiments above, and can be modified
in numerous ways bya skilled person as long as such
modification falls within the scope of the claims. An em-
bodiment derived from a proper combination of technical
means disclosed in different embodiments is also en-
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compassedin the technical scope of the present inven-
tion.

[0566] Each block of the server 2, the proxy 3, and the
client 4, especially, the server controlling section 14, the
proxy controlling section 22, and the client control section
32 can be configured by means of hardwarelogic or can
alternatively be realized by software with use of a CPU
(Central Processing Unit) as follows.
[0567] Specifically, the server 2, the proxy 3, and the
client 4 each include: a CPU, such as an MPU, for exe-
cuting commandsof a program to realize each function;
a ROM (Read Only Memory) which stores the program;
a RAM (Random Access Memory)in which the program
is developed in an executable format; and a storage de-
vice (recording medium), such as a memory, which
stores the program and various kinds of data. Further,
the object of the present invention can be also realized
in such a mannerthat: recording media are provided to
the server 2, the proxy 3, and the client 4, respectively,
which recording media have stored program codes (ex-
ecution mode program, intermediate code program, and
source program) (serving as software for realizing the
aforementioned functions) of control programs of the
server2, the proxy 3, and the client 4 so as to be readable
by a computer; and the program codesstoredin the re-
cording medium are read out and carried out by the com-
puter (or CPU or MPU).
[0568] Examples of the recording medium encompass:
tapes such as a magnetic tape and a cassette tape; disks
such as magnetic disks (e.g., a floppy (registered trade-
mark) disk and a hard disk) and optical disks (e.g., a
CD-ROM, an MO, an MD, a DVD, and a CD-R); cards
such as an IC card (including a memory card) and an
optical card; and semiconductor memories (e.g., a mask
ROM, an EPROM, an EEPROM, anda flash ROM).
[0569] Further, the server 2, the proxy 3, and the client
4 maybe configured to be connected to a communication
network, and the program code may be supplied via the
communication network. The communication networkis

not particularly limited, and examples of the communica-
tion network encompassthe Internet, an intranet, an ex-
tranet, a LAN, an ISDN, a VAN, a CATV communication
network,a virtual private network, a telephone network,
a mobile communication network, and a satellite com-
munication network. In addition, a transmission medium

constituting the communication networkis not particular-
ly limited, and examples of the transmission medium en-
compass: wired transmission media such as IEEE1394,
a USB,a power-line carrier, a cable TVline, a telephone
line, and an ADSL; and wireless transmission media such
as infrared rays (e.g., IrDA and aremote controller), Blue-
tooth (registered trademark), 802.11 wireless, an HDR,
a cell-phone network, and a satellite line, and a digital
terrestrial network. Note that the present invention may
be also realized by a computerdata signal which has the
program codes specified with electronic transmission
and is embeddedin a carrier wave.
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Industrial Applicability

[0570] The present invention can be applied to a con-
tent distributing system for distributing a content to a cli-
ent from a server in response to a request transmitted
from the client for playing the content, and a content dis-
tributing device, a relaying device, and a content playing
device for configuring the contentdistributing system.

Reference SignsList

[0571]

1, 1a, 1b, 1¢ content distributing system
2 server (contentdistributing device)
3 proxy (relaying device)
4 client (content playing device, relaying device) 15
response executing section (determining section,
content transmitting means, content-acquiring-loca-
tion instructing means, transmission record creating
means, request determining section, transmitting
means)
16 relaying device specifying section (content-ac-
quiring-location instructing means, distance calcu-
lating means)
17 content-storage-location information generating
section (content-storage-location information gener-
ating means)
18 acquiring location specifying section (con-
tent-storage-location information acquiring means,
content-storage-location information generating
means, update determining means)
35 response/ request executing section (content ac-
quiring means)
37 relaying device selecting section (relaying device
changing means)
38 acquiring location specifying section (acquiring
location changing means)

Claims

1. Acontentdistributing device for transmitting, in re-
sponse to a request, a content to a source whichis
a senderof the request,
the content distributing device comprising:

determining meansfor determining whetherthe
source is (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
content transmitting means for transmitting, in
response to the request, the content thus re-
quested to the relaying device in a case where
the determining means determines that the
source is a relaying device;
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content-storage-location information generat-
ing means for generating content-storage-loca-
tion information by associating (A) content iden-
tification information for specifying the content
transmitted by the content transmitting means
with (B) an address of the relaying device, which
is a destination to which the content is to be

transmitted, or an addressof the contentplaying
device, to which the content is to be transferred
from the relaying device; and
content-acquiring-location instructing meansfor
transmitting, in response to the request, an in-
struction to the content playing device whichis
the source in a case where the determining
means determines that the source is a content

playing device, which instruction is to acquire
the content from (i) a relaying device indicated
by an addressthat the content-storage-location
information associates with the content identifi-
cation information indicative of the content thus

requested or (ii) a content playing device indi-
cated by an address that the content-storage-
location information associates with the content
identification information indicative of the con-

tent thus requested.

The content distributing device as set forth in claim
1, wherein

the determining means determines that, in a case
where the request contains transmission path infor-
mation indicative of a transmission path via which
the request is transferred, the source is a relaying
device and, in a case where the request does not
contain the transmission path information, the
sourceis a content playing device.

The content distributing device as set forth in claim
1 or 2, wherein

in a case where there are a plurality of pieces of the
content-storage-location information which include
a plurality of addresses, respectively, each of the
plurality of addresses being associated with the con-
tent identification information indicative of the con-

tent thus requested, the content-acquiring-location
instructing means (A) creates a content-storage-lo-
cation list including the plurality of addresses includ-
ed in the plurality of pieces of content-storage-loca-
tion information and (B) transmit, to the content play-
ing device which is the source, an instruction to ac-
quire the contentfrom (I) a relaying device indicated
by an addressincludedin the content-storage-loca-
tion list thus created or (Il) a content playing device
indicated by an addressincludedin the content-stor-
age-location list thus created.

The content distributing device as set forth in claim
3, wherein:
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the content-storage-location information gener-
ating means generates the content-storage-lo-
cation information by associating (A) the content
identification information indicative of the con-

tent which has been transmitted by the content
transmitting means with (B) date and time when
the content transmitting means has transmitted
the content; and
the content-acquiring-location instructing
meanscreates the content-storage-locationlist
by (I) arranging the plurality of addresses, which
are contained in the plurality of pieces of con-
tent-storage-location information, on the basis
of date and time associated with the content

identification information and (Il) adding priori-
ties to the plurality of addresses so that an ad-
dress having later date and time gets a higher
priority.

5. Accontent distributing device as set forth in claim 3,
further comprising:

distance calculating means for calculating, on
the basis of an addressincluded in any one of
the plurality of pieces of content-storage-loca-
tion information, a physical or network-structural
distance between(A) arelaying device or a con-
tent playing device which is indicated by the ad-
dress and (B) the content playing device that the
content-acquiring-location instructing meansin-
structs on a device from which the content is

acquired, wherein:

the content-acquiring-location instructing
means creates the content-storage-loca-
tion list by (I) arranging the plurality of ad-
dresses, which are included in the respec-
tive plurality of pieces of content-storage-
location information, on the basis of distanc-

es calculated by the distance calculating
means,and (Il) adding priorities to the plu-
rality of addresses so that an address hav-
ing a shorter distance gets a higherpriority.

A contentdistributing device as set forth in any one
of claims 1 through 5, further comprising:

transmission record creating meansfor creating
a responsetransmission record by associating
(A) a destination to which a responseis trans-
mitted in response to the request with (B) date
and time when the response has been transmit-
ted,
wherein, with reference to response transmis-
sion record created by the transmission record
creating means, the content-acquiring-location
instructing meanstransmits, to the content play-
ing device which is the source, an instruction to
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acquire the content from a relaying device or a
content playing device which(i) is indicated by
an addressthat the content-storage-location in-
formation associates with the content thus re-

quested and(ii) is not included in the response
transmission record within a predetermined time
period.

A content playing device for (A) transmitting a re-
quest to a contentdistributing device recited in claim
3, (B) receiving the content-storage-location list in
response to the request, and (C) acquiring the con-
tent thus requested from a relaying device or a con-
tent playing device whichis indicated by an address
included in the content-storage-location list thus re-
ceived,
wherein, in a case where a receiving speed required
to acquire the contentis slower than a predetermined
receiving speed, the relaying device or the content
playing device, from which the content is acquired,
is changed to a relaying device or a content playing
device whichis indicated by another addressinclud-
ed in the content-storage-location list.

A content playing device for (A) transmitting a re-
quest to a contentdistributing device recited in claim
4 or 5, (B) receiving the content-storage-location list
in response to the request, and (C) acquiring a re-
quested content from a relaying device or a content
playing device indicated by an address which is the
highest on the content-storage-location list thus re-
ceived,
the content playing device comprising
relaying device changing meansfor, in a case where
a receiving speed required to acquire the content is
slower than a predetermined receiving speed,
changing a relaying device or a content playing de-
vice, from which the requested contentis to be ac-
quired, to a relaying device or a content playing de-
vice indicated by an address which is the second
highest on the content-storage-locationlist.

A content distributing system, comprising:

a contentdistributing device recited in any one
of claims 1 through 6;
arelaying device for requesting the contentdis-
tributing device to transmit a content, possess-
ing the content thus requested, and transferring
the content thus requested to a content playing
device; and

acontent playing device for requesting the con-
tent distributing device to transmit a content and
acquiring the content thus requested from a de-
vice designated by the contentdistributing de-
vice.

10. A method for controlling content distributing device
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for transmitting, in response to a request, a content
to a source whichis a senderof the request,
the method comprising:

a determining step of determining whether the
source is (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
acontenttransmitting step of transmitting, in re-
sponseto the request, the content thus request-
ed to the relaying device in a case whereit is
determined that, in the determining step, the
sourceis a relaying device;
a content-storage-location information generat-
ing step of generating content-storage-location
information by associating (A) content identifi-
cation information for indicating the content
transmitted in the content transmitting step with
(B) an addressof the relaying device, which is
a destination to which the contentis to be trans-

mitted, or an address of the content playing de-
vice, to which the content is to be transferred

from the relaying device; and
a content-acquiring-location instructing step of
transmitting, in response to the request, an in-
struction to the content playing device which is
the source in a case whereit is determined that,

in the content-storage-location information gen-
erating step, the source is the content playing
device, which instruction is to acquire the con-
tent from (i) a relaying device indicated by an
address associated, in the content-storage-lo-
cation information, with the content identification
information indicative of the content thus re-

questedor(ii) a content playing device indicated
by an address associated, in the content-stor-
age-location information, with the content iden-
tification information indicative of the content

thus requested.

11. A content distributing device for transmitting, in re-
sponse to a request, a content to a source whichis
a senderof the request,
the content distributing device comprising:

determining meansfor determining whetherthe
source is (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
content-storage-location information acquiring
meansfor acquiring, inresponseto the request,
an address of another content distributing de-
vice possessing the content thus requested,
among predetermined other contentdistributing
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devices, in a case wherethe determining means
determines that the source is a content playing
device; and

content-acquiring-location instructing meansfor
transmitting, to the content playing device which
is the source, an instruction to acquire the con-
tent from the another contentdistributing device
which is indicated by the address acquired by
the content-storage-location information acquir-
ing means.

The content distributing device as set forth in claim
11, wherein

the content-storage-location information acquiring
means transmits, to the predetermined other content
distributing devices, an inquiry as to whetheror not
the predetermined other contentdistributing devices
include the content thus requested, so as to acquire
the addressofthe another contentdistributing device
that has responded, to the inquiry, that the content
distributing device possesses the content thus re-
quested.

A contentdistributing device as setforth in claim 12,
further comprising
content-storage-location information generating
meansfor (A) generating content-storage-location
information by associating (i) the address of the an-
other content distributing device including the con-
tent, which address has been acquired by the con-
tent-storage-location information acquiring means,
with (ii) the content identification information indica-
tive of the content and (B) causing a storage section
to store the content-storage-location information,
wherein

the content-storage-location information acquiring
means(I) reads out the content-storage-location in-
formation from the storage section, and(II) acquires
the address, associated with the content identifica-

tion information, from the content-storage-location
information in a case where the content-storage-lo-
cation information thus read out contains the content
identification information indicative of the content

thus requested, or transmits the inquiry to thereby
acquire the address of the another content distribut-
ing device possessing the content thus requestedin
a case where the content-storage-location informa-
tion thus read out does not contain the content iden-
tification information indicative of the content thus

requested.

The content distributing device as set forth in any
one of claims 11 through 13, wherein:

the content-storage-location information acquir-
ing means(i) acquires a plurality of addresses
included in a plurality of content distributing de-
vices, respectively, each of the plurality of con-
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tent distributing devices including the content
thus requested, and (ii) creates a content stor-
age serverlist including the plurality of address-
es thus acquired and contentidentification infor-
mation indicative of the content; and

the content-acquiring-location instructing
meanstransmits, to the content playing device
whichis the source, an instruction to acquire the
content from the another contentdistributing de-
vice indicated by the address included in the
content storage serverlist created by the con-
tent-storage-location information acquiring
means.

A content playing device for (A) transmitting a re-
questto a contentdistributing device recited in claim
14, (B) receiving the content storage serverlist in
responseto the request, and (C) acquiring a request-
ed content from another content distributing device
indicated by oneof a plurality of addresses included
in the content storage serverlist thus received,
the content playing device comprising
acquiring location changing means for, in a case
where a receiving speed required to acquire the con-
tentis slower than a predetermined receiving speed,
changing the another content distributing device,
from which the requested content is to be acquired,
to another content distributing device indicated by
another address, which is different from the one of

the plurality of addresses, included in the content
storage server list.

A contentdistributing system, comprising:

a contentdistributing device recited in any one
of claims 11 through 14,
a relaying device for requesting the contentdis-
tributing device to transmit a content, possess-
ing the content thus requested, and transferring
the content thus requested to a content playing
device; and

the content playing device for requesting the
content distributing device to transmit the con-
tent, and acquiring the content thus requested
from a device designated by the contentdistrib-
uting device.

A method for controlling a contentdistributing device
for transmitting, in response to a request, a content
to a source which is a senderof the request,
the method comprising:

a determining step of determining whether the
sourceis (A) a relaying device for receiving the
content thus requested and possessing and
transferring the content to a content playing de-
vice or (B) the content playing device for playing
the content thus requested;
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a content-storage-location information acquir-
ing step of acquiring, in responseto the request,
an address of another content distributing de-
vice including the content thus requested,

20. Acontentdistributing device as set forth in claim 19,
further comprising:

content-storage-location information acquiring
among other content distributing devices con- 5 meansfor transmitting, to predetermined other
nected to the content distributing device, in a content distributing devices, an inquiry as to
case whereit is determined that, in the deter- whetheror not the predetermined other content
mining step, the source is the content playing distributing devices includes a predetermined
device; and content, and acquiring an address of another
a content-acquiring-location instructing step of 10 contentdistributing device that has responded,
transmitting, to the content playing device which to the inquiry, that the another contentdistribut-
is the source, an instruction to acquire the con- ing device includes the predetermined content;
tent from the another contentdistributing device content-storage-location information generat-
which is indicated by the address acquired in ing meansfor (A) generating content-storage-
the content-storage-location information acquir- 15 location information by associating (i) the ad-
ing step. dress of the another contentdistributing device

including the predetermined content, which ad-
18. A contentdistributing device for transmitting, in re- dress has been acquired by the content-stor-

sponse to a request, data to a source which has age-location information acquiring means, with
transmitted the request, 20 (ii) the content identification information for
the contentdistributing device comprising: specifying the predetermined content and (B)

causing a storage section to store the content-
managing means for managing (A) content and storage-location information; and
(B) meta data of the content, the meta data con- update determining means for determining
taining (i) content-storage-location information 25 whetherto update the content-storage-location
in which content identification information for information storedin the storage section, where-
specifying the content and an address ofanother in
contentdistributing device including the content in a case wherethe request determining means
are associated with each otheror(ii) a storage- determines that the request is the content-stor-
location address indicative of a location of the 30 age-location information request including the
content-storage-location information; storage-location address and the update deter-
request determining means for determining mining means determinesto update the content-
whether the request is a content request or a storage-location information whose location is
meta data request; and indicated by the storage-location address, the
transmitting means for transmitting the content 35 content-storage-location information acquiring
thus requested to the source in a case where meanstransmits the inquiry to acquire the ad-
the request determining means determinesthat dress, the content-storage-location information
the requestis the content request, and for trans- generating means generates the content-stor-
mitting the meta data thus requested to the age-location information based on the address,
source in a case where the request determining 40 and the transmitting means transmits the con-
means determines that the request is the meta tent-storage-location information to a device
data request. whichis the source,or, in a case where the re-

quest determining means determines that the
19. The content distributing device as set forth in claim requestis the content-storage-location informa-

18, wherein: 45 tion request including the storage-location ad-
dress and the update determining meansdeter-

the request determining means determines mines not to update the content-storage-loca-
whetherthe request is the content request, the tion information whose location is indicated by
meta data request, or acontent-storage-location the storage-location address, the transmitting
information request including the storage-loca- 50 means transmits, to the device which is the
tion address; and source, the content-storage-location informa-
in a case wherethe request determining means tion whoselocation is indicated by the storage-
determines that the request is the content-stor- location address.
age-location information including the storage-
location address, the transmitting means trans- 55 21. The content distributing device as set forth in claim
mits, toa device which is the source, the content- 20, wherein

storage-location information whose location is the meta data can include a plurality of storage lo-
indicated by the storage-location address. cation addresseseachindicative of a location of con-
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tent-storage-location information which is set per
unit into which the content is divided at a predeter-
mined time interval.

The content distributing device as set forth in claim
21, wherein:

the content includes a plurality of media seg-
ments; and
the content divided at a predetermined time in-
terval includes at least one media segment.

The content distributing device as set forth in any
one of claims 20 to 22, wherein

the meta data includes a content storage serverlist
containing the plurality of pieces of content-storage-
location information or a storage location address
indicative of a location of the content storage server
list.

Acontentplaying device for transmitting a meta data
request to a content distributing device recited in
claim 23, receiving the meta data in response to the
request, and acquiring the content in accordance
with the meta data thus received,
the content playing device comprising
content acquiring means for acquiring the content
from another contentdistributing device indicated by
an address included in any one of the plurality of
pieces of content-storage-location information con-
tained in the content storage server list, when said
contentplaying device receives the content storage
serverlist included in the meta data thus received,
or whensaid contentplaying device transmits a con-
tent-storage-location information request with use of
a storage-location addressincluded in the meta data
thus received and receives, in response to the re-
quest, the content storage server list; and
acquiring location changing means for, in a case
where areceiving speed required to acquire the con-
tent of the content acquiring meansis slowerthan a
predetermined receiving speed, changing the anoth-
ercontentdistributing device, from which the content
is to be acquired, to a still another contentdistributing
device indicated by another address,whichis differ-
ent from the address, included in the content storage
serverlist.

A contentdistributing system, comprising:

a contentdistributing device recited in any one
of claims 18 to 23,
arelaying device for requesting the content dis-
tributing device to transmit a content, possess-
ing the content thus requested, and transferring
the content thus requested to a content playing
device,
the content playing device for transmitting, to
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26.

27.

28.

128

the content distributing device, a content re-
questto request the content so as to acquire the
content from the contentdistributing device, and
for transmitting, to the content distributing de-
vice, a meta data request to request meta data
of the content, receiving the meta data from the
contentdistributing device, and acquiring, on the
basis of the meta data thus received, the content
corresponding to the meta data.

A method for controlling a contentdistributing device
for transmitting, in response to a request, data toa
source which has transmitted the request, the meth-
od managing (A) content and (B) meta data of the
content, the meta data containing (i) content-stor-
age-location information in which content identifica-
tion information for specifying the content and an ad-
dress of another contentdistributing device including
the content are associated with each otheror(ii) a
storage-location address indicative of a location of
the content-storage-location information,
the method comprising
a request determining step of determining whether
the requestis a content request or a meta data re-
quest; and
a transmitting step of transmitting the content thus
requested to the source in a case whereit is deter-
mined that, in the request determining step, the re-
questis the content request, and of transmitting the
meta data thus requested to the source in a case
whereitis determined that, in the request determin-
ing step, the request is the meta data request.

A controlling program for causing a content distrib-
uting device recited in any one of claims 1 through
6, 11 through 14, and 18 through 23 to operate, the
controlling program causing a computerto function
as each means.

A computer readable recording medium in which a
controlling program recited in claim 27 is recorded.
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FIG. 7
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FIG. 8

(a) Session 110 “Client 4a To Server 2” Content Request (4111)
GET/content1 HTTP/1.1  _} Request Line
Accept: video/mp4
Host: example.com

(b) Session 110 “Server 2 To Client 4a” Response(113)
HTTP/1.1 305 Use Proxy } Response Line
Location: http://example-proxy1.com _} Header

Header

(oe) Session 120 “Client 4a To Proxy 3a” Content Request(121)
GEThttp://example.com/content1 HTTP/1.1
Accept: video/mp4
Host: example.com

(d) Session 120 “Proxy 3a To Server 2” Content Request(123)
GET /content1 HTTP/1.1

Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy1.com

(Ce) Session 120 “Server 2 To Proxy 3a” Content Transmission(124)
HTTP/1.1 200 OK } Response Line
Date: Sun, 31 May 2013 13:53:38 GMT
Cache-Control: must-revalidate Header

Content-type: video/mp4

{binary-data: content} + Body

( f ) Session 120 “Proxy 3a To Client 4a” Content Transmission (126)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy1.com

{binary data: content1}
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FIG. 9

(a) Session 130 “Client 4b To Server 2” Cantent Request(131)
GET/content2 HTTP/1.1

Accept: video/mp4
Host: example.com

(b) Session 130 “Server 2 To Client 4b” Response (133)
HTTP/1.1 305 Use Proxy
Location: http://example-proxy2.com

(ec) Session 140 “Client 4b To Proxy 3b” Content Request(141)
GEThttp://example.com/content2 HTTP/1.1-
Accept: video/mp4
Host: example.com

(d) Session 140 “Proxy 3b To Server 2” Content Request (143)
GET/content2 HTTP/1.1

Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy2.com

(Ce) Session 140 “Server 2 To Proxy 3b” Content Transmission (144)
HTTP/1.1 200 OK

Date: Sun, 31 May 2013 15:03:08 GMT
Cache-Control: must-revalidate

Content-type: video/mp4

{binary-data: content2}

( #) Session 140 “Proxy 3b To Client 4b” Content Transmission( 146)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy2.com

{binary data: content2}
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FIG. 10

(a) Sassion 150 “Client 4a To Server 2” Content Request(151)
GET /content2 HTTP/1.1

Accept: video/mp4
Host: example.com

(b) Session 150 “Server 2 To Client 4a” Response(153)
HTTP/1.1 305 Use Proxy
Location: http://example-proxy2.com

Cc) Session 160 “Client 4a To Proxy 3b” Content Request(161)
GEThttp://example.com/content2 HTTP/1.1
Accept: video/mp4
Host example.com

(d) Session 160 “Proxy 3b To Server 2” Conditional Content Request(163)
GET/content2 HTTP/1.1

If-Modified-Since Sun, 31 May 2013 15:03:08 GMT
Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy2.com

Ce) Session 160 “Server 2 To Proxy 3b” Response(165)
HTTP/1.1 304 Not Modified

Date: Mon, 01 Jun 2013 08:05:30 GMT

( f ) Session 160 “Proxy 3b To Client 4a” Content Transmission(166)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy2.com

{binary data: content2}
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FIG. 14
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FIG. 16

 
 

 
 

 Gontent Requested
From AnotherClient Is

Possessed?

Received “304

NOT Nodified”

From Server?

  Transmit Requested Content To
Another Client

81

Ex. 1072 - Page 522 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 523 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

EP 2 597 869 A1

FIG. 17

Client 4c Client 4d Proxy 3 Server 2

Request Content 1 211 212
Confirm Content-Storage-~LocationInformation

 

 
  Session

210
 

 Designate 305 Proxy 3 As Device
Via Which Content Is Acquired  
 213 214

Add Transmission Log

Confirm Cache

Add Transmission Log

229

Request Content 1

Session
220

226 Transmit Content 1

Location Information

  
 
 
 
 
 

 

  Request Content 1 223

224 Transmit Content 1 

225 228

  
 
 

  
 
 

232
Confirm Content-Storage-

Session Location Information (Hit)

230 Designate 305 Client 4¢ As Device
233 Via Which Content Is Acquired 234 

Add Transmission Log

Request Content 1

Confirm Cache(Hit)

Request Content 1 
 Session With Condition: If-Modified-Since

240  

 

244

Transmit 304 NOT Modified 247

Add Transmission Log

Transmit Content 1 248
Generate Content-Storage-

246 Location Information

82

Ex. 1072 - Page 523 Code200, UABv. BrightData Lid.
Code200's Exhibit 1072



Ex. 1072 - Page 524 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

EP 2 597 869 A1

FIG. 18

Ca) Session 210 “Client 4c To Server 2” Content Request(211)
GET /content1 HTTP/1.1

Accept: video/mp4
Host: example.com

(b) Session 210 “Server 2 To Client 4c” Response(213)
HTTP/1.1 305 Use Proxy
Location: http://example-proxy1.com

(c) Session 220 “Client 4c To Proxy 3” Content Request(221)
GET hitp://example.com/content1 HTTP/1.1
Accept: video/mp4
Host: example.com

(d) Session 220 “Proxy 3 To Server 2” Content Request(223)
GET/content1 HTTP/1.1

Accept: video/mp4
Host: example.com
Via: 1.1 example-proxy1.com

Ce) Session 220 “Server 2 To Proxy 3” Content Transmission(224)
HTTP/1.1 200 OK

Date: Sun, 31 May 2013 13:53:38 GMT
Cache-Controk: must-revalidate

Content-type: video/mp4

{binary-data: content1}

(Cf ) Session 220 “Proxy 3 To Client 4c” Content Transmission(226)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-proxy1.com

{binary data: content}
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FIG. 19

(a) Session 230 “Client 4d To Server 2” Content Request(231)
GET/content1 HTTP/1.1

Accept: video/mp4
Host example.com

(b) Session 230 “Server 2 To Client 4d” Response(233)
HTTP/1.1 305 Use Proxy
Location: http://example-clientt.com

(c) Session 240 “Client 4d To Client 4c” Content Request (241)
GEThttp://example.com/content1 HTTP/1.1
Accept: video/mp4
Host: example.com

(d) Session 240 “Client 4c To Server 2” Conditional Content Request(243)
GET/content1 HTTP/1.1

|f-Modified-Since Sun, 31 May 2013 13:53:38 GMT
Accept: video/mp4
Host: example.com
Via: 1.1 example-client1.com

(e) Session 240 “Server 2 To Client 4c” Response(245)
HTTP/1.1 304 Not Modified

Date: Mon, 01 Jun 2013 08:05:30 GMT

( € ) Session 240 “Client 4c To Client 4d” Content Transmission(2464)
HTTP/1.1 200 OK
Cache-Control: must-revalidate

Content-type: video/mp4
Via: 1.1 example-client1.com

{binary data: content1}
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FIG. 22
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FIG. 23
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FIG. 27

(a) Session 310 “Client 4e To Server 2” Content Request(311)
GET/content1/0 HTTP/1.1

Accept: video/mp4, multipart/media-segment
Host: example.com

(b) Session 310 “Server 2 To Client 4e” Response (313)
HTTP/1.1 305 Use Proxy
Location: http:/fexample-proxy1.com
X-Alternative-Proxy-List: http://example-client2.com, http://example-proxy3.com

(Cc) Session 330 “Client 4e To Proxy 3a” Content Request(331)
GEThttp://example.com/content1/0 HTTP/1.1
Accept: video/mp4, multipart/media-segment
Host: example.com

(d) Session 330 “Proxy 3a To Server 2” Content Request(333)
GET/content1/0 HTTP/1.1

If-Modified-Since: Sat, 30 May 2013 15:35:58 GMT
Accept: video/mp4, multipart/media-segment
Host. example.com
Via: 1.1 example-proxy1.com

Ce) Session 330 “Server 2 To Proxy 3a” Response (335)
HTTP/1.1 304 Not Modified

Date: Sun, 31 May 2013 13:53:38 GMT

( £ ) Session 330 “Proxy 3a To Client 4e” Content Transmission(336)
HTTP/1.1 200 OK

Content-type: mutipart/media-segment; boundary=THIS_STRING_SEPARATES
Content-Location: http://example.com/content1/0
Cache-Control: must-revalidate

Via: 1.1 example-proxy1.com
X-Media-Segment-lIndex: 1/60

-THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp:0.0
{binary-data: movie fragment 1}

—THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp: 59.0
{binary-data: movie fragment 60}

--THIS_STRING_SEPARATES--
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FIG. 28

(a) Session 360 “Client 4e To Client 4F’ Content Request(361)
GEThttp://example.com/content1/1 HTTP/1.1
Accept: video/mp4, multipart/media-segment
Host. example.com

(b) Session 360 “Client 4f To Server 2” Content Request (363)
GET/content1/1 HTTP/1.1

If-Modified-Since: Thu, 28 May 2013 8:38:05 GMT
Accept: video/mp4, multipart/media-segment
Host: example.com
Via: 1.1 example-client2.com

(c) Session 360 “Server 2 To Client 4P’ Response (365)
HTTP/1.1 304 Not Modified

Date: Sun, 31 May 2013 13:55:03 GMT

(d) Session 360 “Client 4f To Client 4e” Content Transmission(366)
HTTP/1.1 200 OK

Content-type: mutipart/media-segment, boundary=THIS_STRING_SEPARATES
Content-Location: http://example.com/content1/1
Cache-Control: must-revalidate

Via: 1.1 example-client2.com
X-Media-Segment-Index: 2/60

—THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp: 60.0
{binary-data: movie fragment 61}

—THIS_STRING_SEPARATES
Content-type: video/mp4
X-Timestamp: 119.0
{binary-data: movie fragment 120}

—THIS_STRING_SEPARATES—

 
93

Ex. 1072 - Page 534 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 535 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

EP 2 597 869 A1

 
 Ud1498S401985

uo!39999d2101S4U9}U09

  

  u01}98¢UO]}NIaxJysonbsy/asuodsay

014985UOTyNoaxyysanbay/asuodsay

 
   WOT19850100Suoljeo1uNnuWOAxOJducrjeoiunuuoyAxoJquot}99gTu/asauEgvo}yeuIOUy5TzUO!}890]-032101$-}U0]L09AXGddAXOddBuyjonuogWBNS9a3

W0}}99g682107§UO!JeWOJUyud|{B907-698104S-JUB]U0)
uo}72ag UOT}ROsUNWMIOD JAaAIag

   

U0}3995998409§207uolssiwsued,
0

   

uo13095a8e104$Ue1U0)

U0}399593b4035jUazU09or],

 

uoT}085Buljnoexyesuodsoy

 
UOT}5985U1BOTUNURUODAXOJd

uonjoesBurAyoedsuor}@9007UaIysinboy

MUO A9AIOS

uo!joBg8uje2ave)UO)JeUL0JU]

013995u)48/88)UO1eNJ0jU|

Loy}2907-01810}$-JU9]U0>

Uo|14907-088101¢-1001U09Wol}aaguoljNdaXyysenbay/asucdsey
uonIeSHuyporuogAxolg

 

Bulljosquog,49AN9

ZuyjonuogJOMOg

s

985 UO1}E9! UNUMICD JaAIOS

uo|}0ag6381079UOljeNJOJUYUD}8907-05810]5-3U2}U0)

U017190869240}UO}TAWOJU|U0!YB007-8381035-Jua}uCg

    

W01495

u01q085

282403§307]UCIssiwsued)

92210}§307]Uolssiwsued)

 

013995e9ases0jsysed
%

 

  
 

uo|3.0998b107$49119

 

U01}99gUO!yNOaXZysanboy/asuodsey
NLUIWIOT) JUST

  

1013909BuTUTW20}0qSN}2}53U31]9
u0je907 uONSsinbsy

 

 
 

9E8eUd}}985Bul];osjuey3Ua!|9
Up

 
 

u01798¢agesoyg4ual|9 WO]y095UOTjNoeXyysanbay/asuodsay
38S

uoneEsUunNWWED yUaI|D

 uol}oagsusULWOzeqSEIS4u3!/9
 
 

9¢

94

Code200, UABv. BrightData Ltd.Ex. 1072 - Page 535
Code200's Exhibit 1072



Ex. 1072 - Page 536 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

EP 2 597 869 A1

woore|duexezas//dyyy=fqu9qu0o]IDOL-ZE'SLPLOZ4Gz“eNLLywoo'Zqualjo-ejdwexe//day;=pquaun00TLIND0€:60'80E102UNF10‘YOYwoo'|jualo—ejdwexe//aay]trquaquoo!LD08:50:80£102UTP10‘UOWwoo|quels—ajduexe//dny]=fquaquoo]WDBEES]E102ABWL€‘unswoo'|Axoud-ojdwiexe//dy;=pquaquoo!LINDBEESELC102ABW1€‘UNSveneeTOGIONORVarwreg|UONEWAOJU]UOIZED07—89e10}S-}U9}U0H  
0¢DI4

95

Code200, UABv. BrightData Ltd.Ex. 1072 - Page 536
Code200's Exhibit 1072



Ex. 1072 - Page 537 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

EP 2 597 869 A1

  

uon2eg38e240}¢307]uoissiusued|0]207uoissiwsue.)ppy
 

ysenbeypeylusuedySPYYOIYYOOIA0G©]$987YUWSUES|
 

Be3807e7S]quaquegyey]ysenbeypayiwsuesySBHYOIUMedIAeqO|pucdsay

   
3suo1}e007-99210}G-JUAUOH9yeaI1QPJusjUOHeainboyOfsedlAagsulAejayAyloadg

 
ysenbeypeyiwsuedSeyYousBDIAG]OYJUaWUODywsued] 

JOMOS—8Fe10}$-jU9U0D972919

 

esuodseyuppesegUoewWojuy

 

   
POLS]uoqesc7_c80.019-quequogeyepdn)esyeq

4897e7]S|ysonboy

quaquogUIEIUCDsusMag404gpayiusuedsABUIOYAASABMAS4BYICJOsulnbuySB}YOYOOIAOGg
Agpessessodquajueg

  

{poyessuerSOM3S!4eAag-85€10}$-]U8}U05

 

  
 

zysonboypuesS|jsanbaypeneooy

 

38740MeG-98210}G-jUue}UODe}e819[eu9JUaqUODeuinboyo1sue/uagAyloads

 

SdA

 

 

UOeUOjUyUoRe907}-88e10}5-JUE{UODINGpeoy
lApayiusued)S|ysenbeyperisoey

 

yanbayJusquogeniaoay

leOld

96

Code200, UABv. BrightData Ltd.Ex. 1072 - Page 537
Code200's Exhibit 1072



Ex. 1072 - Page 538 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

EP 2 597 869 A1

5

FIG. 32

START

Transmit Content Request To Server $621

Receive Content-Storage—Location List And/Or $721
Content—Storage-ServerList

Select Relaying Device Or Server To Acquire Content From
Received Gontent—Storage—Location List And/Or Content-—

, Storage—ServerList

$722

 
 

 
  
 
 
  
 

Transmit Content Request To Selected Device From $723
Which Content Is Acquired

Acquisition And Play Process Of Media $724
Segments

$632

All Media Segments YES
Were Received?

  Change Device From
Which Content Is Acquired?

 Select Again Relaying Device Or Server To Acquire $726
Gontent From Received Content-Storage-Location List

And/Or Content-Storage-ServerList

END
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FIG. 34

Ca) Session 810 “Server 2a To Client 4g” Response(819)

HTTP1.1 305 Use Proxy
Location: http://example-proxy1.com

X-Alternative-Proxy-List: http://example-client2.com, http://example-proxy3.com
X-Altemative-Server-List: http://srv2.example.com,http://srv3.example.com

(b) Session 810 “Server 2a To Client 4g” Response(819)

HTTP1.1 303 See Other

Location: http://srv2.example.com/content1/0
X-Alternative-Server-List: http://srv3.example.com
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FIG. 35

(a) <?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<MPD

mediaPresentationDuration="PT120S"minBufferTime="PT1S" type="OnDemand” >

<Period id="0">
<Group mimeType="video/3gpp; codecs="ave1 .mp4a™ lang="jp">

<SegmentinfoDefault >
<BaseURL>http://srv2.example.com/</BaseURL>
<BaseURL=http://srv3.example.com/</BaseURL>

</SeqmentinfoDefault>
<Representation bandwidth="19000000" id="1"°>

<Segmentinfo>
<Ud sourceURL="content1/0.mp4"/>
<Url sourceURL="content1/1.mp4°"/>
<Url sourceURL="content1/2.mp4"/>
<Url sourceURL=“content1/3.mp4"/>
<Url sourceURL=“content1/4.mp4"/>
<Un sourceURL=“content1/5.mp4"/>
<Uri sourceURL="content1/6.mp4"/>
<Ud sourceURL="content1/7.mp4"/>
<Url sourceURL="content1/8.mp4"/>
<Url sourceURL="content1/9.mp4"/>
<Url sourceURL="content1/10.mp4"/>
<Url sourceURL=“contentt/11.mp4"/>

</Segmentinfo>
</Representation>

</Group>
</Period>
</MPD>

<?xml version="1.0" encading="UTF-8" standalone="no" ?>
<MPD

mediaPresentationDuration="PT120S*minBufferlime="PT1S" type="OnDemand" >

<Period id="0">

<Group mimeType="video/3gpp; codecs='avcl ,mp4a™ lang="jp">
<SegmentinfoDefault >

<BaseURL=http://srv2.example.com/</BaseURL>
<BaseURL=http://srv3.example.com/</BaseURL>

</SegmentinfoDefault>
«Representation bandwidth="19000000" id="1">

<Segmentinfo>
<Unl sourceURL="content1/0.mp4"/>
<Unl sourceURL=“content1/1.mp4"/>
<Unl sourceURL="content1/2.mp4"/>

</Segmentinfo>
</Representation>
<Representation bandwidth="4000000"id="2">

<Segmentinfo>
<Unl sourceURL=“content2/0.mp4"/>
<Uni sourceURL="content2/1.mp4"/>
<Un sourceURL="content2/2.mp4"/>

</Segmentinfo>
</Representation>

</Group>
</Period>

</MPD>
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FIG. 36

<?xml version="1.0" encoding="UTF-8" standalone="no" ?>
<MPD

mediaPresentationDuration="PT120S*minBuffertime="PT1S" type="OnDemand”>

<Period id="0">

<Group
xlink: href ="http://example.com/content1/resource1.xml”
xlink:actuate="onRequest"
mimeType="video/3gpp; codecs='avc1,mp4a™ lang="jp‘/>

</Period>

</MPD> 
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FIG. 37

<Group mimeType="video/3gpp; codecs='avc1 ,mp4a™lang="jp">
<SegmentinfoDefault >

<BaseURL=hittp://srv2.example.com/</BaseURL>
<BaseURL>hitp://srv3.example.com/</BaseURL>

</SegmentinfoDefault>
<Representation bandwidth="19000000" id="1">

<Segmentinfo>
<Url sourceURL=*‘content1/0.mp4'"/>
<Url sourceURL="content1/1.mp4"/>
<Url sourceURL="content1/2.mp4'/>
<Uri sourceURL=“content1/4.mp4"/>
<Url sourceURL="content1/5.mp4'"/>
<Url sourceURL=*content1/6.mp4"/>
<Uri sourceURL=“content1/70.mp4"/>
<Url sourceURL="content1/8.mp4"/>
<Url sourceURL=“content1/9.mp4"/>
<Url sourceURL=“content1/10.mp4"/>

. «Url sourceURL="content1/11.mp4"/>
</Segmentinfo>

</Representation>
</Group>
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START

Transmit MPD Data Request To Server $921

Receive MPD Data $922

Analyze MPD Data And Select Playing Content $923

$924
 

    

   
 ernal ResourceIs

Needed To Acquire Media
Segment?
YES

Request External Resource Data $925

NO

 

 
$931

Media Segments In Receive External Resource Data $926
Next Period Are To

Be Played

Update MPD With External Resource Data §927

Acquire Content-Storage-Server List And Select $928
Server

Request Media Segment To Selected Server $929

Acquisition And Play Pracess Of Media
Ss $724egments

$632

 
 
 All Media Segments

Were Received?  YES

 
 
 

$930

 All Media Segments In
Period Were Received?

 
  
 

 Change Device From
Which Content Is Acquired?

 

 

 
 

Select Again Server To Acquire Content From Received $726
Content-Storage~Location List And/Or Content-—

Storage—Server List

END
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NETWORK AWARE PEER TO PEER

TECHNICAL FIELD

The present invention relates to methods and arrangements

for selecting suitable peers for content downloading, in a

peer to peer network.

BACKGROUND

The increased bandwidth introduced by the penetration of

broadband and the availability of enhanced terminal

capabilities, content creation and publishing tools has

Significantly increased in availability on the Internet of

user generated content, e.g. YouTube, Podcasting, etc.

Software distribution such as Microsoft update, Linux

distributions, and content aggregators such as Joost, BBC

iPlayer are also becoming established sources of legal

online content.

Peer-to-peer technology has shown itself as a viable

technology for distributing user generated content and

technology of choice of the content aggregators. For

example, the iPlayer utilizes an IMP P2P client. Peer-to-

peer P2P architecture is a type of network in which each

workstation has equivalent capabilities and

responsibilities. This differs from client/server

architectures where some computers are dedicated to serving

the others. The P2P network distributes the computing power

between connected peers in the network and utilizes the

aggregated resources, e.g. network available bandwidth, for

efficient content distribution. P2P is often used as a term

to describe one user linking with another user to transfer
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information and files through the use of a common P2P

client to download material, such as software upgrades or

media files.

When downloading content using P2P clients, pieces or

chunks of the selected file are gathered from several nodes

simultaneously in order to decrease download time and to

increase robustness of the P2P network. The set of peers to

download data chunks from has been selected by a so called

Tracker which functions as a gateway between peers in the

P2P network. In P2P systems based on Tracker architecture

when a client requests content, it contacts the Tracker in

order to obtain addresses of peers having the desired data

chunks. The Tracker replies with a list of addresses to

peers having the data. For example, in the BitTorrent

protocol the list of peers in the tracker response is by

default 50, if the number of available peers is equal or

above 50. If there are more peers that have the desired

chunk of content, the tracker randomly selects peers to

include in the response, or the tracker may choose to

implement a more intelligent mechanism for peer selection

when responding to a request. This selection can for

example be made based on locality, network measurements and

similar. All based on the viewpoint of the Tracker.

The problem is that much locality information and other

operator specific information is not usually available to a

central Internet based Tracker. Further, the Tracker may

not always take the operator needs into account - such as

keeping traffic local to the operator at hand.

The limited knowledge of the network location of the

different peers causes the traffic flow to be non optimal

from a network point of view. This will put unnecessary

load on expensive peering connections between Internet

Service Providers ISPs, especially when transit peering is
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used. This also causes longer download times for the end-
users.

To overcome this problem there is an initiative called

Proactive network Provider Participation for P2P (P4P)}). The

P4Pp working group has participants from the ISP,

Movie/Content, and P2P industries. The working group is

focused on helping ISPs handle the demands of large media

files and enabling legal distribution using P2P technology,

they are building what they believe will be a more

effective model of transmitting movies and other large

files to customers.

P4P works by having an ISP use an “iTracker" which provides

information on how its network is configured. P2P software

can query the iTracker and identify preferred data routes

and network connections to avoid, or change depending on

the time of day. The P2P software can then co-operatively

connect to peers which are closer or cheaper for the

specific ISP, selectively favoring peers instead of

choosing peers randomly, or based on access or sharing

speeds.

The drawback with the iTracker; are that the ISP must

install an iTracker into there network and the P2P

applications must be aware of the ISP specific iTracker and

be allowed to connect to it. The P4P iTracker concept is

also working against Net Neutrality regulations.

SUMMARY

An object of the invention to overcome above identified

limitations of the prior art. The invention focuses on

improving the way of managing P2P traffic in an optimal way

from network point of view.
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The problem of managing P2P traffic is solved by a method

for grouping peers by utilizing public information of the

distribution network. The invention describes mechanisms and

techniques for selecting peers that possess required content

and grouping the peers in a coordinating node, based on

network topology. Basically, the method involves grouping of

peers based on network information fetched from a public

database to the coordinating node.

According to a first exemplary embodiment a tracker receives

information of peers that possess requested content. The

tracker then collects information with regard to network

topology related to the content holding peers, from the

public database. The tracker groups the peers with respect

to received topology parameters such as for example relative

geographical position between peers. After having received a

content request from a requesting client, the tracker ranks

the grouped peers with respect to for example most

favourable location of grouped peers in relation to the

requesting client.

In another aspect of the invention, instead of using a

tracker as search mechanism, a distributed Hash Table has

been used and instead of sending the request from the

requesting client to the tracker, the request is forwarded

to the most appropriate peer in accordance to the DHT

implementation. So, instead of the tracker responding back

with the ranked list of IP addresses of peers with the

desired content, the found peer that possess the IP

addresses, will after having consulted the public database

respond back and deliver the ranked list.

An object of the invention is to optimize traffic flow from

network point of view without working against Net Neutrality

regulations. This object and others are achieved by methods,

arrangements, nodes, systems and articles of manufacture.

Ex. 1072 - Page 554 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 555 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

10

15

20

25

30

WO 2010/090562 PCT/SE2009/050124

The invention results in advantages such as it gives the P2P

application better knowledge of the network location of the

different peers, and by ranking and choosing the download

peers based on their peer-to-peer network location it will

result in a more optimal traffic flow from a network point

of view. This will reduce the P2P applications traffic load

on expensive peering and transit connections between ISPs,

and try to keep the P2P traffic local to the ISP’s network

if possible. This will also reduce download times for the

end-users.

The invention will now be described more in detail with the

aid of preferred embodiments in connection with the enclosed

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block schematic illustration disclosing a

plurality of clients connected via various access networks

to internet. A central P2P Tracker is located in the

internet. The Tracker is associated with a central public

database.

Figure 2 discloses a signal sequence diagram representing a

method for grouping and ranking suitable peers and

downloading a ranking list to a requesting client, according

to a first embodiment.

Figure 3 discloses the same block schematic illustration as

is shown in figure 1 disclosing a plurality of clients

connected via various access networks to internet. The

figure also discloses a grouping table showing content

holding peers grouped in relation to a requesting client.

Figure 4 discloses a signal sequence diagram that represents

a method for grouping peers.
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Figure 5 discloses a block schematic illustration of a

coordinating node.
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DETAILED DESCRIPTION

Figure 1 discloses according to an exemplary embodiment, a

peer to peer P2P network that includes plural clients 1-8

connected via various access networks AN1-AN5 to INTERNET.

The figure discloses a very simplified example and the

number of clients are in the reality much higher. The

clients 1-8 may be, for example, a mobile phone, a computer,

a set top box, or other devices that are capable of

exchanging information with the internet. The access

networks AN1-ANS may be, for example, a communication

network, a phone network, an internet service provider, etc.

In this exemplified embodiment a first operator OP1l is

accessible in the access networks ANI1-AN2 and a_ second

operator OP2 is accessible in AN3-AN5. The client 1 is

attached to OP1/AN1, the clients 5 and 6 are attached to

OP1/AN2, the clients 2-4 are attached OP2/AN4, client 7 is

attached to OP2/AN3 and client 8 is attached to OP2/ANS5. A

central tracker 9 is in this example located within the

Internet. The tracker functions as a directory service for

the clients, also called peers, in the P2P network. A P2P

tracker may be any P2P searching mechanism (e.g. the

BitTorrent tracker system). The tracker gathers information

on which peers have what data chunks and spread information

to any requesting peer. The central tracker is capable to

communicate and fetch information from a public database RIR

10 (see for example “Wikipedia” in general or

“http: //en.wikipedia.org/wiki/RegionalInternet_Registry”).

The public database is in this example a so called Regional

Internet Registrie RIR that manage, distribute, and register

public Internet Number Resources within their respective

regions. A regional Internet registry (RIR) is an

organization overseeing the allocation and registration of

Internet number resources within a particular region of the

world. Resources include IP addresses (both Ipv4 and Ipv6)

and autonomous system numbers. RIRs work closely together,
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and with others, to develop consistent policies and promote

best current practice for the Internet. Internet Number

Resources (IP addresses and Autonomous System AS Numbers)

are distributed in a hierarchical way. RIRs allocate IP

address space and AS Numbers to Local Internet Registries

that assign these resources to end users. In this first

embodiment that will be explained more in detail together

with figure 2, a method for grouping and ranking suitable

peers for content downloading will be shown. According to

the first exemplary embodiment, a tracker receives

information of peers that possess requested content. The

tracker then, according to the invention, collects

information related to content holding peers, with regard to

network topology, from the public database RIR. Instead of a

RIR the Tracker might fetch public information from an

Internet Routing Registry IRR (see for example “Wikipedia”

or “http://www.irr.net/docs/list.html”). The tracker groups

the peers with respect to network parameters such as for

example relative geographical position between the peers.

After having received a request for the content from a

requesting client, the tracker ranks the grouped peers with

respect to, for example, most favourable location of grouped

peers in relation to the requesting client.

The method according to the first embodiment will now be

explained together with figure 2. Figure 2 is a signal

sequence diagram wherein the signalling points RIR 10,

Tracker 9 and the clients 1-8 that were briefly explained

earlier together with figure 1 have been disclosed.

According to the well known P2P protocol, the Tracker

continuously receives torrent files from peers/clients. The

Torrent files comprise metadata pointing at peers where

pieces of data chunks, from now referred to as the content,

can be obtained from or be delivered to. The method

comprises the following steps:
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eA torrent file comprising an identity i.e. an IP address

pointing at client 1 is received 21 from client 1 to

the Tracker 9. Client 1 hereby informs the tracker that

it is willing to download the content.

e According to the invention, the Tracker searches a local

storage to see if the file pointing at the client 1

already has been cashed in the storage. The storage can

be located “within” or “outside” the Tracker.

eIn this example the file was not cashed since before and

the Tracker sends 22 a network parameter requests

comprising the IP address pointing at client 1, to the

public database RIR. It is to be noted that the

Internet Service Provider ISP, Autonomous System AS and

routed IP subnet information is not changing that

often, and can then be cashed by the tracker. So next

time a client connects from the same IP subnet as a

previous peer/client, the cached information can be

used instead of queering the RIR or IRR database. The

mentioned query 22 uses a standard that is interface

with RIR specific command options. The query may point

out another RIR as the one responsible for managing

the information. E.g. a request towards the ARIN RIR

(see for example “Wikipedia” or

“http://www.arin.net/”) for an IP address in a network

in Europe, will point out RIPE as the RIR for handling

the information, and this will require a subsequent

query towards the RIPE database.

e The RIR replies 23 with network parameters associated

with the IP address of client 1, from the public

database to the Tracker. In case the file pointing at

client 1 was cashed in the local storage since before,
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the steps 22 and 23 of sending and replying would not

have been performed.

The tracker cashes 24 the response from the RIR in the

local storage and checks according to the invention if

an IP address pointing at a peer holding the same

content also is cashed in the storage. If that was the

case, grouping will start. The grouping will be further

explained later in the description.

In the same way as described above, after having

received 25 a torrent file comprising an IP address

pointing at client 2 that is willing to download

content, the Tracker searches a local storage to see if

the file pointing at the client 2 already has been

cashed in the storage. In this example the file was not

cashed and the Tracker sends 26 a network parameter

requests comprising the IP address pointing at client

2, to the public database RIR that replies 27 with

network parameters associated with the IP address of

client 2, from the public database to the Tracker.

The tracker cashes 28 the response from the RIR in the

lecal storage and checks according to the invention if

an IP address pointing at a peer holding the same

content already is cashed in the storage. The IP

address of client 1 is hereby found and grouping of the

two content holding peers 1 and 2 now takes place. The

grouping will be further clarified later in the

description together with figure 3A.

In the same way as described above, after having

received 29,33,37,41,45 torrent files comprising IP

addresses pointing at clients 4,5,6,7,8 (the clients

are all willing to download content), the Tracker

searches the local storage. In this example the files

Ex. 1072 - Page 560 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 561 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

10

15

20

25

30

WO 2010/090562 PCT/SE2009/050124

11

were not cashed and the Tracker sends 30,34,38,42,46

network parameter requests comprising IP addresses

pointing at clients 4,5,6,7,8 to the public database

RIR that replies 31,35,39,43,47 with network parameters

associated with the IP addresses of the clients.

e The tracker cashes 32,36,40,44,48 the responses from

the RIR in the local storage and checks if an IP

address pointing at a peer holding the same content

already was cashed in the storage. In this exemplified

embodiment the tracker has received and cashed

information from the clients 1,2,4-8, which clients all

possess pieces of data chunks that constitutes a subset

of the content. Grouping of the peers has continuously

been performed after network parameters associated with

the IP addresses of clients was cashed in the local

storage. The grouping has been performed according to

predefined rules. The rule that has been applied in

this embodiment can be seen later in the description.

The client 3, from now on referred to as the requesting

client, decides to send a request for the content to the

Tracker. A prerequisite is that the requesting client 3 by

some means know the address of a tracker which has

information about which peers that possess the desired

content for example by downloading a torrent file such as

BitTorrent.

eA torrent file comprising an IP address pointing at the

requesting client 3 is received 49 from client 3 to the

Tracker. Client 3 hereby informs the tracker of it’s

desire to obtain the content from the P2P network. Like

before, the Tracker searches the local storage to see

if the file pointing at the client 3 already was cashed

in the storage.
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e Since the file was not cashed in this example, the

Tracker sends 50 a network parameter requests

comprising the IP address pointing at client 3, to the

public database RIR. The RIR replies 51 with network

parameters associated with the IP address of client 3,

from the public database to the Tracker.

e The tracker cashes the response from the RIR in the

local storage and starts to group the cashed addresses

that belong to the clients 1,2,4-8 together with the

newly received address of the requesting client 3. This

final grouping of content holding clients together with

the requesting client is disclosed in figure 2 with a

block symbol and will now be further explained together

with figure 3.

Figure 3 discloses the same network configuration as was

disclosed in figure 1. The figure also discloses a table

showing the final grouping performed after having received

the request for content from the requesting client 3. The

grouping has been done according to the below shown ranking

scheme. To be noted is that the scheme in this example is

based on currently available operator preferences and is

just an example. Another parameter that can be considered

for the ranking is for example operator possession. The

network ranking can also be used together with common P2P

client information like access line bandwidth and maximum

up-load speed, to get the best peer-to-peer relationship

ranking etc.

Below is the mentioned ranking scheme following rules from a

geographical network location point of view that has been

applied in this embodiment:

A. Extremely Good, Within a /22 address range in the ISP

assigned IP-subnet
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B. Very Good, Within ISP assigned IP-subnet

C. Good, Different IP-subnet within the same ISP’s AS

number

D. Fairly Good, IP-subnet in an different AS, but within

the same ISP

E. Fair, Direct peering between different ISP’s AS

F. Very Bad, Transit Peering via multiple AS hops

As can be seen in the table in figure 3, peer 3 has been

ranked in relation with peer 2 as a group B relation, i.e.

“Very good, Within ISP assigned IP-subnet”. Peer 3 has been

ranked in relation with peer 4 as a group C relation, i.e.

“Good” and in relation with peers 1,5,6,8 as a group &£

relation i.e. “Fair”, while in relation to peer 7, peer 3

has been ranked as a group F relation i.e, “Very bad”. The

tracker creates a ranking list regarding the requesting

client’s most favourable peers to download content from,

with the most favourable peer at the top of the list. The

created ranking list in this example looks like follows:

1. Client 2

2. Client 4

3. Clients 1,5,6,8

4. Client 7

When the ranking list is finalized in the Tracker, the

tracker sends 52 the ranking list to the requesting client

3. This can be seen in figure 2. The requesting client now

decides which peers to download content from by using the

ranking list as reference, and contacts the chosen content

holding peers and starts to download the content according

to well known conventional P2P technique.

Ex. 1072 - Page 563 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 564 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

10

15

20

25

30

35

WO 2010/090562 PCT/SE2009/050124

14

If the client was unable toe establish a connection to top

ranked peers from the list for example if the peer has left

the P2P network, or if the aggregated download speed from

the selected peers is too low, the requesting client could

either select lower ranked peers or request a further list

of ranked peers from the Tracker.

A second embodiment of the invention will now briefly be

discussed. Instead of using a tracker as search mechanism, a

Distributed Hash Table may be used. One of the central parts

of a P2P system is a directory service. Basically the

directory service is a database which contains IP addresses

of peers that have a specific content. In a centralized P2P

implementation this directory is called tracker (as

discussed above), in a distributed P2P implementation it is

called Distributed Hash Table DHT. In DHT a plurality of

distributed databases resides on many peers rather than in a

single node like in the tracker case; hence it is a

distributed database. The DHT algorithm is well known by

persons skilled in the art. In this second embodiment

instead of sending the request from the requesting client to

the tracker, the request is forwarded to the most

appropriate peer in accordance to the DHT implementation.

So, instead of the tracker responding back with the ranked

list of IP addresses of peers with the desired content, the

found peer - also called a coordinating node, that possess

the IP addresses, will after having consulted the public

database RIR respond back and deliver the ranked list (For

more information of “trackerless” torrent see e.g.

“http://www. bittorrent.org/beps/bep ooo5.html”). As an

alternative a DHT based tracker can exist in carrier domain

that contains several servers, then the solution is more

stable.

The invention can also be used in server to client

communication when the same content should be distributed to

many clients, with the option to use Unicast or Multicast
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distribution depending on multiple clients’ network

location.

Figure 4 discloses a flow chart illustrating some essential

method steps of the invention. The flow chart is to be read

together with the earlier shown figures. The flow chart

comprises the following steps:

> identities of peers willing to deliver/receive content

is received to the coordinating node. This step is

shown in the figure with a block 101.

> If not already cached, the coordinating node requests

network parameters related to the received identities,

from a public database. This step is shown in the

figure with a block 102.

>» The coordinating node receives network parameters

related to the identities, from the public database.

This step is shown in the figure with a block 103.

> The coordinating node groups the peers from a network

point of view. This step is shown in the figure with a

block 104.

Figure 5 discloses in some more detail an example of the

coordinating node 9 that has been discussed earlier in the

application together with the previous figures 1-3. In the

previous figures the coordinating node has been represented

by for example the tracker.

This section describes as an example some for the invention

important parts of the coordinating node. As can be seen in

figure 5, the coordinating node comprises two main blocks

i.e. a capturing block and a processing block. Data files

from content holding peers (or peers that desire to receive
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content) are received to a receiver REC and forwarded to the

capturing block.

The capturing block is responsible for extracting the

identities for peers from the data files and to query the

local data base LS to see if a peer already has been cashed

in the database.

The processing block is responsible for the requesting of

network parameters associated with IP addresses extracted

from the messages in the capturing block; from a public

database PD. The processing block also receives the network

parameters from the public database. The processing block is

also responsible for the earlier discussed grouping and

ranking of peers by querying the local data base LS. A

created ranking list is forwarded from the coordinating node

to a requesting peer via a sender SEND.

A system that can be used to put the invention into practice

is schematically shown in the figure 1 and figure 5.

Enumerated items are shown in the figures as individual

elements. In actual implementations of the invention,

however, they may be inseparable components of other

electronic devices such as a digital computer. Thus, actions

described above may be implemented in software that may be

embodied in an article of manufacture that includes a

program storage medium. The program storage medium includes

data signal embodied in one or more of a carrier wave, a

computer disk (magnetic, or optical (e.g., CD or DVD, or

both), non-volatile memory, tape, a system memory, and a

computer hard drive.

The systems and methods of the present invention may be

implemented for example on any of the Third Generation

Partnership Project {3GPP), European Telecommunications

Standards Institute (ETSI), American National Standards

Institute (ANSI) or other standard telecommunication network
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architecture. Other examples are the Institute of Electrical

and Electronics Engineers (IEEE) or The Internet Engineering

Task Force (IETF).

The description, for purposes of explanation and not

limitation, sets forth specific details, such as particular

components, electronic circuitry, techniques, etc., in order

to provide an understanding of the present invention. But it

will be apparent to one skilled in the art that the present

invention may be practiced in other embodiments that depart

from these specific details. In other instances, detailed

descriptions of well-known methods, devices, and techniques,

etc., are omitted so as not to obscure the description with

unnecessary detail. Individual function blocks are shown in

one or more figures. Those skilled in the art will

appreciate that functions may be implemented using discrete

components or multi-function hardware. Processing functions

may be implemented using a programmed microprocessor or

general-purpose computer. The invention is not limited to

the above described and in the drawings shown embodiments

but can be modified within the scope of the enclosed claims.
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CLAIMS

Method for selecting peers (1,2,4-8) suitable for

content downloading in a peer to peer network, whereby

identities of peers possessing a specified content

are received to a coordinating node (9),

characterizedin steps of fetching network

parameters associated with the received identities and

steps of grouping the peers with respect to the

network parameters.

Method for selecting suitable peers according to claim

1, which steps of fetching information comprises:

sending a network parameter request comprising an IP

address identity of a peer, from the coordinating node

(9) to a public database (10);

receiving network parameters associated with the IP

address, from the public database (10) to the

coordinating node (9).

Method for selecting suitable peers according to claim

1, which steps of fetching information comprises:

checking if a network parameter related to an IP

address identity of a peer, is cashed in a storage

(LS).
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Method for selecting suitable peers according to any

of claims 1-3, which steps of grouping the peers

comprises:

checking if a content corresponding peer is cashed;

grouping peer-to-peer relationship with regard to

network parameters.

Method for selecting suitable peers according to any

of the claims 1-2, wherein a requesting client (3)

requests the specified content and whereby grouped

peers are ranked with respect to network parameters of

the requesting client (3) versus parameters of the

grouped peers (1,2,4-8).

Method for selecting suitable peers according to

claims 5, whereby a list of ranked peers is sent from

the coordinating node to the requesting client (3).

Method for selecting suitable peers according to any

of the previous claims, which public database (10),

Manage, distribute and/or register public internet

number resources within their respective regions.

Method for selecting suitable peers according to

according to any of the previous claims, wherein each

group contains peers related to each other by a

specific criterion.
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Method for selecting suitable peers according to

claims 8, which criterion is based on at least one of

the following rules:

geographical network location;

operator possession;

access line bandwidth;

up-load speed.

A node (9) for selecting peers (1,2,4-8) suitable for

content downloading in a peer to peer network, whereby

identities of peers possessing a specified content

are received to the node (9), which node is

characterized by means of fetching network

parameters associated with the received identities and

means of grouping the peers with respect to the

network parameters.

A node (9) for selecting suitable peers according to

claim 10, which node further comprises:

means for sending a network parameter request

comprising an IP address identity of a peer, from the

node (9) to a public database (10);

means for receiving network parameters associated with

the IP address, from the public database (10) to the

coordinating node (9).

A node for selecting suitable peers according to claim

10, which node further comprises:
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means for checking if a network parameter related to

an IP address identity of a peer, is cashed in a

storage (LS).

A node for selecting suitable peers according to any

of claims 10-12, which node further comprises:

means for checking if a content corresponding peer is

cashed;

means for grouping peer-to-peer relationship with

regard to network parameters.

A node for selecting suitable peers according to any

of the claims 10-13, wherein a requesting client (3)

requests the specified content, which node further

comprise means for ranking grouped peers with respect

to network parameters of a requesting client (3)

versus parameters of the grouped peers (1,2,4-8).

A node for selecting suitable peers according to

claims 14, which node further comprises means for

sending a list of ranked peers from the node to the

requesting client (3).

A node for selecting suitable peers according to any

of the claims 11-15, wherein the node is a tracker

(9).
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17. A node for selecting suitable peers according to claim

16, which tracker (9) is decentralized.

18. Article of manufacture comprising a program storage

5 medium having a computer readable code embodied

therein to select suitable peers (1,2,4-8) in a peer

to peer network for content downloading, the program

code comprising:

10 - computer readable program code able to_receive

identities of peers possessing a specified content;

characterized by

- computer readable program code able to fetch network

parameters associated with the received identities;

15 - computer readable program code able to group the peers

with respect to the network parameters.

19. A network operator system for content downloading from

suitable peers in a peer to peer network, the system

20 comprising:

- means for receiving identities of peers possessing a

specified content; characterized by

- means for sending a network parameter request

comprising an IP address identity of a peer, from a

25 node (9) to a public database (10);

- means for receiving network parameters associated with

the IP address, from the public database (10) to the

coordinating node (9);
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- means for grouping the peers with respect to the

network parameters.
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Identities of peers willing to deliver or receive a specified
contentis received to the coordinating node

The coordinating node requests network parameters
related to the identities, from a public database

Requested network parameters are received from the
public database to the coordinating node

The coordinating node groups the peers with respect of
the network parameters
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The present application is being examined underthe pre-AlAfirst to invent

provisions.

Continued Examination Under 37 CFR 1.114

A request for continued examination under 37 CFR 1.114, including the fee set

forth in 37 CFR 1.17(e), wasfiled in this application after final rejection. Since this

application is eligible for continued examination under 37 CFR 1.114, and the fee set

forth in 37 CFR 1.17(e) has beentimely paid, the finality of the previous Office action

has been withdrawn pursuant to 37 CFR 1.114. Applicant's submissionfiled on

November 30, 2016 has been entered.

Remarks

Applicant's amendment dated November30, 2016 responding to the September

8, 2016 Office Action providedin the rejection of claims 26-66. Claims 26-66 remain

pending in the application and which have beenfully considered by the examiner.

Applicant’s amendments and arguments filed November 30, 2016 havefully

considered; howeverthe arguments are mootin view of the new ground(s) of rejection.

See rejections below for details.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the mannerin which the
invention was made.

Claims 26-66 are rejected under pre-AlA 35 U.S.C. 103(a) as being

unpatentable over Garcia-Luna-Aceveset al. (US 2002/0007413) hereinafter “Garcia”,

and in view of Harrowet al. (US 2003/0009518) hereinafter “Harrow”.

Claim 26

Garcia teaches a method for use with a groupof clients for data communication

between a webserverstoring a content and a requesting client via one or more clients

selected from the group, for use with a first server, and where the webserver, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the internet using a distinct identifier,

the method comprising the stepsof:

(a) each of the devices sendingits identifier to the first server (Garcia, 0102,

0113);

(b) the first server receiving and storing the identifiers of the devices (Garcia,

0102, 0113):

(c) the client sendingits identifier and the web serveridentifier to the first server

(Garcia, 0113, 0119-0120);
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(d) the first server selecting one of the devices based on associating the

identifiers of the clients with the web serveridentifier (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a groupofclients for data communication between

the web server and a requesting client via one or more clients selected from the

group; and(f) the selected client receiving the content from the web server; and

(g) the requesting client receiving the content from the selected client.

However, in an analogous art, Harrow teaches a groupofclients(i.e.

clients A-D) for data communication between the webserver and a requesting

client (i.e. client A) via one or moreclients selected from the group; and(f) the

selected client (i.e. client D) receiving the content from the web server; and (g)

the requestingclient (i.e. client A) receiving the content from the selectedclient

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obviousto one having ordinary skill in the

art at the time the invention was madeto incorporate the features of a groupof

clients for data communication between the web server and a requesting client

via one or moreclients selected from the group; and(f) the selected client

receiving the content from the web server; and (g) the requesting client receiving
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the content from the selected client, as disclosed by Harrow,into the teachingsof

Garcia. One would be motivated to support content delivery system.

Claim 27

Garcia in combination with Harrow teach the method according to claim 26

wherein the steps are sequentially executed (Harrow, 0072).

Claim 28

Garcia in combination with Harrow teach the method according to claim 26

wherein the web serveris Hypertext Transfer Protocol (HTTP) server and respondsto

HTTP requests from the selected client (Garcia, 0010).

Claim 29

Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server is HTTP server and responds to HTTP requests from the

requesting client (Garcia, 0010).
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Claim 30

Garcia in combination with Harrow teach the method according to claim 26

wherein the web serveris Transmission Control Protocol/ Internet Protocol (TCP/IP)

server and communicates based on, or according to, using TCP/IP protocol or

connection (Garcia, 00986).

Claim 31

Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server is a TCI / IP server and communicates based on,or according

to, using TCP/IP protocol or connection (Garcia, 0096).

Claim 32

Garcia in combination with Harrow teach the method according to claim 26

wherein the content includes web-page, audio, or video content (Garcia, 0113, 0153).

Claim 33
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Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server selecting one of the devices is based on the web serverIP

address or URL (Garcia, 0010); and selecting client(s) (Harrow, 0031, 0034).

Claim 34

Garcia in combination with Harrow teach the method accordingto claim 26

wherein thefirst server selecting one of the devices is based on the selected device IP

address (Garcia, 0102-0108, 0121, 0153); and selecting client(s) (Harrow, 0031, 0034).

Claim 35

Garcia in combination with Harrow teach the method according to claim 26

wherein the selected device fresher storing the content received from the web server

(Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Harrow, 0031, 0034).

Claim 36

Garcia in combination with Harrow teach the method according to claim 26

wherein the device sendingits identifier and the web server identifier to the first server
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as part of browser or email application execution (Garcia, 0010, 0102-0103); and

requesting client (Harrow, 0031, 0034).

Claim 37

Garcia in combination with Harrow teach the method accordingto claim 26

further comprising the step of the device sendingits identifier to the first server, and the

first server storing the device identifier (Garcia, 0102, 0113); and requesting client(s)

(Harrow, 0031, 0034).

Claim 38

Garcia in combination with Harrow teach the method accordingto claim 37

further for data communication between a second, webserverstoring a second content

and having an identifier in the Internet and a oneof the clients via the requesting client,

the methodfurther comprising the stepsof:

(h) one of the devices sending the second web serveridentifier to the first server

(Garcia, 0102, 0113);

(i) the first server sending the identifier of the client to the one of the devices

(Garcia, 0113-0114, 0119-0121, 0153);
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(j) the client receiving the second content from the second webserver(Garcia,

0113-0114, 0119-0121, 0153); and

(k) the one of the devices receiving the second content from the client (Garcia,

0113-0114, 0119-0121, 0153).

Harrow teachesthe selectedclient(i.e. client D) and the requesting client(i.e.

client A) receiving the content from the selected client (Harrow, 0031, 0034, 0082,

0088).

Claim 39

Garcia in combination with Harrow teach the method according to claim 26

wherein the communication with the web serveror the requestingfirst server is based

on, or according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP,or SQL standards

(Garcia, 0126).

Claim 40

Garcia in combination with Harrow teach the method according to claim 26

wherein the communication with the client or the selected device is based on, or
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according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126); and requesting client(s) (Harrow, 0031, 0034).

Claim 41

Garcia in combination with Harrow teach the method according to claim 26

wherein the web server identifier, the first server identifier, or the content identification is

using a Uniform Resource Locator (URL) (Garcia, 0010).

Claim42

Garcia in combination with Harrow teach the method according to claim 2.6

wherein the webserveridentifier, the first server identifier, the client identifier, or any of

the device’s identifier is using Internet Protocol (IP) address (Garcia, 0102, 0113); and

requesting client(s) (Harrow, 0031, 0034).

Claim 43

Garcia in combination with Harrow teach the method according to claim 26

wherein in step (d) thefirst server selecting two or more of the device based on

associating the identifiers of the devices with the web serveridentifier [i.e. selecting a
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best cache server based the received IP addressof client with using WILD table]

(Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache serveris selected,

but besides this, Harrow does disclose the selected device receives the content

(Harrow, 0031, 0034); and in step (e) the first server sending the identifiers of the

selected two or more deviceto the client (Garcia, 0113-0114, 0119-0121, 0153); and

clients and requesting client(s) (Harrow, 0031, 0034).

Claim 44

Garcia in combination with Harrow teach the method according to claim 43

further comprising the step of the client selecting one of the devices as the selected

device[i.e. selecting a best cache server based the received IP addressof client with

using WILD table] (Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache

server is selected, but besides this, Harrow doesdisclose the selected device receives

the content and requesting client(s) (Harrow, 0031, 0034).

Claim 45

Garcia in combination with Harrow teach the method according to claim 26

farther comprising the steps of the client sending a communication addressto the

selected device, followed by communication between the client and the selected device

Ex. 1072 - Page 601 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 602 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control Number: 14/025,109 Page 12
Art Unit: 2459

using the communication address[i.e. sending the IP addressof the client 300 to a Web

router 304] (Garcia, 0113, 0119-0120). Besides this, Harrow doesdisclose the feature

of communication port number(Harrow,claim 28); and selecting and requesting clients

(Harrow, 0031, 0034).

Claim 46

Garcia in combination with Harrow teach the method according to claim 26

further comprising the step of the requesting client sending the webserveridentifier to

the selected device (Garcia, 0113-0114, 0119-0121); and selecting client (Harrow,

0031, 0034).

Claim47

Garcia in combination with Harrow teach the method according to claim 46

further comprising the step of the selected device communicating with the web server

(Garcia, 0113-0114, 0119-0121); and selecting client (Harrow, 0031, 0034).

Claim 48
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Garcia in combination with Harrow teach the method according to claim 26

wherein step (d) the first server selecting one of the devices based on the geographical

location of the clients (Garcia, 0102); and selecting client (Harrow, 0031, 0034).

Claim 49

Garcia teaches a method for use with a groupof clients for data communication

between a webserverstoring a content and a requesting client via one or more clients

selected from the group, for use with a first Server, and where the web server, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the Internet using a distinct identifier,

the method comprising the stepsof:

(a) each of the devices sendingits identifier to the first server (Garcia, 0102,

0113);

(b) thefirst server receiving and storing the identifiers of the devices (Garcia,

0102, 0113);

(c) the requesting client sendingits identifier and the web server identifier to the

first server (Garcia, 0113, 0119-0120);

(d) selecting one of the devices based on the geographicallocation of the

devices (Garcia, 0102-0103, 0121, 0153);
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(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication between

the web server and a requesting client via one or more clients selected from the

group; and(f) the selected client receiving the content from the web server; and

(g) the requesting client receiving the content from the selected client.

However, in an analogous art, Harrow teaches a groupof clients(i.e.

clients A-D) for data communication between the web server and a requesting

client(i.e. client A) via one or moreclients selected from the group; and (f) the

selected client(i.e. client D) receiving the content from the web server; and (g)

the requesting client(i.e. client A) receiving the content from the selectedclient

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinaryskill in the

art at the time the invention was madeto incorporate the features of a group of

clients for data communication between the web server and a requesting client

via one or moreclients selected from the group; and(f) the selected client

receiving the content from the web server; and (g) the requesting client receiving

the content from the selected client, as disclosed by Harrow,into the teachings of

Garcia. One would be motivated to support contentdelivery system.
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Claim 50

Garcia in combination with Harrow teach the method according to claim 49

wherein in step (qd) thefirst server is selecting one of the devices (Garcia, 0102-0103,

0121, 0153); and selecting client (Harrow, 0031, 0034).

Claim 51

Garcia in combination with Harrow teach the method according to claim 49

wherein in step (d) the requesting client is selecting one of the devices (Garcia, 0102-

0103, 0121, 0153); and selecting client (Harrow, 0031, 0034).

Claim 53

Garcia teaches a method for data communication between a requesting client

and a web serverstoring a contempt via a secondclient, for use with a first server and a

second client, and where the web server, the requesting client, the first server, and the

second client are communicatively coupled via the Internet mid eachis identified in the

Internet using a distinct identifier, the method comprising the stepsof:

(a) sendingits identifier and the web serveridentifier to the first server (Garcia,

0102, 0113, 0119-0121, 0153);

Ex. 1072 - Page 605 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 606 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control Number: 14/025,109 Page 16
Art Unit: 2459

(b) receiving from thefirst server the identifier of the device (Garcia, 0113-0114,

0119-0121, 0153);

(c) sending the web server identifier to the device (Garcia, 0113, 0119-0120).

Garcia fails to teach second device and (d) receiving the content

associated with the web serverfrom the secondclient.

However, in an analogous art, Harrow teaches second device and (d)

receiving the content associated with the webserverfrom the secondclient

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obviousto one having ordinary skill in the

art at the time the invention was madeto incorporate the features of second

device and (d) receiving the content associated with the web serverfrom the

second client, as disclosed by Harrow,into the teachings of Garcia. One would

be motivated to support content delivery system.

Claim 59

Garcia in combination with Harrow teach the method according to claim 53

further for data communication with a second webserverstoring a second content and

having an identifier in the Internet and the devices via the client, the method further

comprising the steps of: (e) receiving the second content from the second webserver
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(Garcia, 0113-0114, 0119-0121, 0153); and (f) sending the second content to the

second client and requesting client (Harrow, 0031, 0034).

Claim 52 doesnot teach or define any new limitation other than above claim 38.

Therefore, claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any new limitation other than above claims

27, 29, 31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar

reasons.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH-CHAU NGUYEN whosetelephone numberis

(571)272-4242. The examiner can normally be reached on 9AM-4PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's

supervisor, JEFFREY L. NICKERSONcan be reached on (571) 270-3631. The fax

phone numberfor the organization wherethis application or proceeding is assigned is

571-273-8300.
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attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandoned orin which the proceedings were terminated and which application is
referenced by either a published application, an application open ta public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCK ET: HOLA-OO5-US2

     In re Application of:

 

    
 

 
  
    
 

   
 

 

    
 

 
   

 

Confirma

 
tion No. 6194

 

 

)

)

Derry Shribman et al. ) Art Unit: 2459
)

Appln. No.: 14/025,109 ) Examiner: Nguyen, Minh Chau
)

Filed: September 12, 2013 ) Washington, D.C.
)

For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT

DATA COMMUNICATION ) April 2, 2017
)

RESPONSE / AMENDMENT:

onorable Commissioner for Patents
U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street
Alexandria, VA 22314

Sir:

In response to the Office Action of January 10,

2017 (“Action”):

 Remarks/Arguments begin on page 2 of this paper.
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Appln. No. 14/025,109
Reply to Office action of January 10, 2017

    
 

REMARKS / ARGUMENTS

The examiner’s action dated January 10, 2017

 (“Action”) has been received and its contents carefully noted.

Office Action, pages 3-18

Claims 26-66 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Garcia-Luna-Aceves et al. (US

2002/0007413 —-— “Garcia”) in view of Harrow et al. (US

2003/0009518 — “Harrow”).

 

 
   Argument #1: The Garcia reference is silent, and affectively

 

 teaches away, from using clients as content source for other

clients.

a. There is clear distinction in the art and as taught by the

Garcia reference between clients and servers. Client devices,    
such as client 105 in the Garcia reference, ar nd-units that

    
request information from servers, use client-related software    

 such as Web browser software, communicat over th Internet
 

using ISP connection, and are typically consumer owned and

operated (see Figures 1 and 2 in Garcia, as well as paragraphs 
0010 and 0085). As shown in Figure 2, a client device typically

  connects to the Internet via an ISP using a single connection.

 
b. In contrast, server devices ar known in the art to be

 dedicated devices to store information objects, to be provided

 to clients upon request (See paragraph 0012 in Garcia, for

example).

c. The Garcia invention is directed to introducing a new type 
   
 

of information-object / client mapping device referred to as

“Web router”. The Web router is a backbone device (see Figure
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Appln. No. 14/025,109
Reply to Office action of January 10, 2017

    
 

2), and as taught in paragraph 0082, the Web router’

communicates with ‘its neighbor Web routers’ via point-to-point 
links (paragraph 0091), and may be co-located with another

server, such as *.. a Web-server, a web cache, a hosting server,

a DNS server or an original content server’ (paragraph 0082).

While retaining the client-server basic architecture (See
 

  paragraph 0153), the Garcia reference teaches a mapping method 
  for affectively addressing caches, in order to allow low
 

  latency in the Internet.

 
  d. The Garcia disclosure is silent, and affectively teaches
 

  away, from caching or retrieving information objects from  
clients, such as by using peer-to-peer scheme. The Garcia

 
reference only teaches caching in servers or backbone-embedded 

 Web routers. The Garcia disclosure is silent, and affectively
 

  
  

 
 

teaches away, from implementing ‘web router’ functionality in

clients. Further, caching information in clients clearly

changes the way of operation of the Garcia network, and since
 

 
   

clients are inherently sources limited, such as in bandwidth 
and storage capability, the latency of fetching information  
   

object is expected to be increased, rather than being reduced 
as intended by the Garcia invention.

e. The Garcia disclosure describes four distinct and non-

interoperable selection mechanisms, detailed in paragraph 0104

 as follows:

[0104] In a further embodiment, one of the

following four mechanisms, or, a combination
of some of the following four mechanisms, is
or may be used to communicate the best Web
cache or content server, or the set of Web

caches (more generally the information object
repository (ies)), which should serve a
client's request:
[0105] (1) direct cache selection;
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[0106] (2) redirect cache selection;

[0107] (3) remote DNS cache selection; and

[0108] (4) client DNS cache selection.

However, the Action improperly ‘pick and choose’ from 
 

  
 

the different mechanisms. For example, the rejection is based 
on paragraph 0113 that is part of the (1) direct cache

selection” mechanism, and paragraphs 0119-0121 that are part of 

the “(2) redirect cache selection” mechanism.

Combining Garcia with Harrow
 

 a. The rationale for combining the Garcia and Harrow references 
is ™ to support content delivery system”. Since both Garcia

and Harrow describe a ‘content delivery system’, the rationale

provides no linking to the present application, as required in

 MPEP 2143 that clearly states that “Any rationale employed must

provide a link between the factual findings and the legal 
conclusion of obviousness.” (Emphasis added). Further, this

rationale amounts to nothing more than a conclusory statement,

 while the Office cannot rely solely on common knowledge or  
       

 

  
common sense to support its findings. Further, it is settled

that the Office should provide a “satisfactory explanation” for

the motivation finding that includes an express and “rational”
  

connection with the evidence presented.

 

b. Further, since ‘supporting content delivery is long desired,   
   the rationale, in fact, confirms that the modification based on
    

the combination amounts to a solution to a long-felt solution   that serves as a secondary consideration further supporting
 

non-obviousness.

c. The devices described by Harrow are communicating over Local

Area Network (LAN) using peer-to-peer scheme. Using clients
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  over the Internet as both cache-servers AND clients is clearly

an unexpected result.

Regarding claims 26, 38, 49, 50 and 53.

a. Claim 26 recites the limitations: “.. each of the clients in
 

the group sending its identifier to the first server; ..”% and ™..

the first server receiving and storing the identifiers of the
“

clients in the group; The rejection is based on paragraphs

0102 and 0113 in Garcia.

While the mapping scheme described in the Garcia

   reference is based on the IP address of the information

 requesting client device, the Garcia reference in general, and

the cited paragraphs 0102 and 0113 in particular, is silent

 about receiving of identifiers, or even about being contacted

  by, clients other than the information-requesting client. In 
particular, the Garcia reference is silent about receiving or   
storing identifiers of client devices as recited in the claim.
 

b. Claim 26 recites the limitations: ™“.. the first server

selecting one of the clients from the group based on

associating the identifiers of the clients with the web server

identifier ... The rejection is based on paragraphs 0102-0103,

0121, and 0153 in Garcia.

The cited paragraphs 0102 and 0121 teach selecting

the ‘best cache server’, and the cited paragraph 0153 teaches

changing the selected cache server upon sensing loading 
degradation. However, the Garcia reference in general, and the

cited paragraph in particular, are silent regarding selecting

non-cache server in general, a non-server in particular, and
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 further regarding selecting a client device as recited in the

claim.

Further, the selection mechanism described by Garcia

 (in particular in the cited paragraphs) is based on WILD

protocol, as described in paragraphs 0095-0096 and 0099-0100.

This protocol is a high level protocol (above TCP) used by 
backbone devices such as gateways and web routers. Such   protocol is not described for, and is not suited for use by,

client devices.

Regarding claims 28-29 and 55.

 The cited paragraph 0010 in the Garcia reference

 explicitly teaches HTTP with regard to Internet communication

  in a server/client scheme, hence further remote from combining

with Harrow that discusses peer-to-peer communication in a LAN

environment.

Regarding claims 30-31 and 56.

 The cited paragraph 0096 in the Garcia reference

 
 

explicitly teaches TCP/IP with regard to WILD scheme between    Web routers, hence further remote from combining with Harrow

that discusses clients peer-to-peer communication in a LAN

environment.

Regarding claim 41.

 The cited paragraph 0010 in the Garcia reference 
 explicitly teaches URL with regard to Internet communication in

 a server/client scheme, hence further remote from combining 
with Harrow that discusses peer-to-peer communication in a LAN

environment.

Regarding claims 43-44.
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 The Garcia and Harrow references in general, and the 
cited paragraphs in particular, are silent about selecting two

devices as recited in the claims, and only disclose selecting a

single device.

Regarding claim 45.
 

  While the Harrow reference in claim 26 discloses a

 communication port, the Garcia and Harrow references in 
general, and the cited paragraphs in particular, are silent

 
about any port number.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concession of

unpatentability to the claim before its amendment.

 
 

 
   
 

 
 
 

  
 

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is 
 

invited to call undersigned

issues.

counsel to resolve any remaining

 Respectfully submitted,

 By
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The present application is being examined underthe pre-AlAfirst to invent

provisions.

Remarks

Applicant’s amendment dated April 2, 2017 responding to the January 10, 2017

Office Action provided in the rejection of claims 26-66. Claims 26-66 remain pending in

the application and which have beenfully considered by the examiner.

Applicant’s arguments filed April 2, 2017 have fully considered; howeverthe

arguments are mootin view of the new ground(s) of rejection. See rejections below for

details.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the inventionis notidentically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obviousat the time the invention was madeto a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the mannerin which the
invention was made.

Claims 26-66 are rejected under pre-AlA 35 U.S.C. 103(a) as being

unpatentable over Garcia-Luna-Aceveset al. (US 2002/0007413) hereinafter “Garcia”,

and in view of Yu et al. (US 2006/0212584) hereinafter “Yu”.

Claim 26
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Garcia teaches a method for use with a groupof clients for data communication

between a webserverstoring a content and a requesting client via one or more clients

selected from the group, for use with a first server, and where the webserver, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the internet using a distinct identifier,

the method comprising the stepsof:

(c) the client sending its identifier and the web server identifier to the first server

(Garcia, 0113, 0119-0120);

(d) the first server selecting one of the devices based on associating the

identifiers of the clients with the web serveridentifier (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a groupof clients for data communication; (a) each of the

devices sendingits identifier to the first server; (b) the first server receiving and storing

the identifiers of the devices; (d) thefirst server selecting one of the clients from the

group; and (f) the selected client receiving the content from the web server; and (g) the

requesting client receiving the content from the selected client.

However, in an analogousart, Yu teaches a group of clients for data

communication (Yu, figures 2 & 4); (a) each of the devices sendingits identifier to the

first server (Yu, 0022-0023, 0026); (b) the first server receiving and storing the
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identifiers of the devices (Yu, 0022-0023); (d) the first server selecting one of the clients

from the group (Yu, 0022, 0026, 0033, 0035); and (f) the selected client receiving the

content from the web server (Yu, 0026, 0033-0037); and (g) the requesting client

receiving the content from the selected client (Yu, 0026, 0031, 0035-0037).

Therefore, it would have been obvious to one having ordinary skill in the art at

the time the invention was madeto incorporate the features of a groupof clients for data

communication; (a) each of the devices sendingits identifier to the first server; (b) the

first server receiving and storing the identifiers of the devices; (d) the first server

selecting one of the clients from the group; and (f) the selected client receiving the

content from the web server; and (g) the requesting client receiving the content from the

selected client, as disclosed by Yu, into the teachings of Garcia. One would be

motivated to support content delivery system.

Claim27

Garcia in combination with Yu teach the method according to claim 26 wherein

the steps are sequentially executed (Yu, 0047).

Claim 28
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Garcia in combination with Yu teach the method according to claim 26 wherein

the web serveris Hypertext Transfer Protocol (HTTP) server and responds to HTTP

requests from the selected client (Garcia, 0010).

Claim 29

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server is HTTP server and responds to HTTP requests from the requesting

client (Garcia, 0010).

Claim 30

Garcia in combination with Yu teach the method according to claim 26 wherein

the web server is Transmission Control Protocol/ Internet Protocol (TCP/IP) server and

communicates based on, or according to, using TCP/IP protocol or connection (Garcia,

0096).

Claim 31

Ex. 1072 - Page 645 Code200, UABv. BrightData Lid.
Code200's Exhibit 1072



Ex. 1072 - Page 646 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control Number: 14/025,109 Page 6
Art Unit: 2459

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server is a TCI / IP server and communicates based on, or according to, using

TCP/IP protocol or connection (Garcia, 0096).

Claim 32

Garcia in combination with Yu teach the method according to claim 26 wherein

the content includes web-page, audio, or video content (Garcia, 0113, 0153).

Claim 33

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server selecting one of the devices is based on the web serverIP addressor

URL (Garcia, 0010); and selecting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 34

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server selecting one of the devices is based on the selected device IP address

(Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Yu, 0022, 0026, 0033-0037).
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Claim 35

Garcia in combination with Yu teach the method according to claim 26 wherein

the selected device fresher storing the content received from the web server (Garcia,

0102-0103, 0121, 0153); and selecting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 36

Garcia in combination with Yu teach the method according to claim 26 wherein

the device sendingits identifier and the web server identifier to the first server as part of

browseror email application execution (Garcia, 0010, 0102-0103); and requesting client

(Yu, 0033-0037).

Claim37

Garcia in combination with Yu teach the method according to claim 26 further

comprising the step of the device sendingits identifier to the first server, and thefirst

server storing the device identifier (Garcia, 0102, 0113); and requesting client(s) (Yu,

0033-0037).
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Claim 38

Garcia in combination with Yu teach the method according to claim 37 further

for data communication between a second, web server storing a second content and

having an identifier in the Internet and a oneofthe clients via the requesting client, the

methodfurther comprising the stepsof:

(h) one of the devices sending the second webserveridentifier to the first server

(Garcia, 0102, 0113);

(i) the first server sending the identifier of the client to the one of the devices

(Garcia, 0113-0114, 0119-0121, 0153);

(j) the client receiving the second content from the second webserver(Garcia,

0113-0114, 0119-0121, 0153); and

(k) the one of the devices receiving the second contentfrom the client (Garcia,

0113-0114, 0119-0121, 0153).

Yu teaches the selected client and the requesting client receiving the content

from the selected client (Yu, 0022, 0026, 0033-0037).

Claim 39
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Garcia in combination with Yu teach the method according to claim 26 wherein

the communication with the web serveror the requesting first server is based on, or

according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126).

Claim 40

Garcia in combination with Yu teach the method according to claim 26 wherein

the communication with the client or the selected device is based on, or according to,

one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Garcia, 0126); and

requesting client(s) (Yu, 0033-0037).

Claim41

Garcia in combination with Yu teach the method according to claim 26 wherein

the webserveridentifier, the first server identifier, or the content identification is using a

Uniform Resource Locator (URL) (Garcia, 0010).

Claim42
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Garcia in combination with Yu teach the method according to claim 2.6

wherein the webserveridentifier, the first server identifier, the client identifier, or any of

the device's identifier is using Internet Protocol (IP) address (Garcia, 0102, 0113); and

requesting client(s) (Yu, 0033-0037).

Claim 43

Garcia in combination with Yu teach the method according to claim 26 wherein

in step (d) the first server selecting two or more of the device based on associating the

identifiers of the devices with the webserveridentifier [i.e. selecting a best cache server

based the received IP address of client with using WILD table] (Garcia, 0102-0103,

0114, 0121, 0153). Even though the best cache serveris selected, but besidesthis, Yu

doesdisclose the selected device receives the content (Yu, 0033-0037); and in step (e)

the first server sending the identifiers of the selected two or moreclient devices to the

requesting (Yu, 0022, 0026, 0033-0037).

Claim 44

Garcia in combination with Yu teach the method according to claim 43 further

comprising the step of the client selecting one of the devices as the selected device[i.e.

selecting a best cache server basedthe received IP addressof client with using WILD
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table] (Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache serveris

selected, but besides this, Yu does disclose the selected client device receives the

content and requesting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 45

Garcia in combination with Yu teach the method according to claim 26 farther

comprising the steps of the client sending a communication address to the selected

device, followed by communication between the client and the selected device using the

communication address[i.e. sending the IP addressof the client 300 to a Web router

304] (Garcia, 0113, 0119-0120). Besides this, Yu does disclose the feature of

communication port number (Yu, 0022); and selecting and requesting clients (Yu, 0033-

0037).

Claim 46

Garcia in combination with Yu teach the method according to claim 26 further

comprising the step of the requesting client sending the web serveridentifier to the

selected device (Garcia, 0113-0114, 0119-0121); and selecting client (Yu, 0022, 0026,

0033-0037).
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Claim47

Garcia in combination with Yu teach the method according to claim 46 further

comprising the step of the selected device communicating with the web server(Garcia,

0113-0114, 0119-0121); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 48

Garcia in combination with Yu teach the method according to claim 26 wherein

step (d) thefirst server selecting one of the devices based on the geographical location

of the clients (Garcia, 0102); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 49

Garcia teaches a method for use with a groupof clients for data communication

between a webserverstoring a content and a requesting client via one or moreclients

selected from the group, for use with a first server, and where the web server, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the Internet using a distinct identifier,

the method comprising the stepsof:
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(c) the requesting client sending its identifier and the web serveridentifier to the

first server (Garcia, 0113, 0119-0120);

(dc) selecting one of the devices based on the geographical location of the

devices (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication; (a) each of

the clients in the group sendingits identifier to the first server; (b) the first server

receiving andstoring the identifiers of the clients in the group; (d) selecting one of

the clients from the group; and (f) the selected client receiving the content from

the webserver; and (g) the requesting client receiving the content from the

selected client.

However, in an analogous art, Yu teaches a groupofclients for data

communication (Yu, figures 2 & 4); (a) each of the clients in the group sendingits

identifier to the first server (Yu, 0022-0023, 0026); (b) the first server receiving

and storing the identifiers of the clients in the group (Yu, 0022-0023); (d)

selecting oneof the clients from the group (Yu, 0022, 0026, 0033, 0035); and (f)

the selected client receiving the content from the web server(Yu, 0026, 0033-

0037); and (g) the requesting client receiving the content from the selected client

(Yu, 0026, 0031, 0035-0037).
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Therefore, it would have been obviousto one having ordinary skill in the

art at the time the invention was madeto incorporate the features of a group of

clients for data communication; (a) each of the clients in the group sendingits

identifier to the first server; (b) the first server receiving and storing the identifiers

of the clients in the group; (d) selecting one of the clients from the group; and(f)

the selected client receiving the content from the web server; and (g) the

requesting client receiving the content from the selected client, as disclosed by

Yu, into the teachings of Garcia. One would be motivated to support content

delivery system.

Claim 50

Garcia in combination with Yu teach the method according to claim 49 wherein

in step (d) the first server is selecting one of the devices (Garcia, 0102-0103, 0121,

0153); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 51

Garcia in combination with Yu teach the method according to claim 49 wherein

in step (d) the requesting client is selecting one of the devices (Garcia, 0102-0103,

0121, 0153); and selecting client (Yu, 0022, 0026, 0033-0037).
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Claim 53

Garcia teaches a method for data communication between a requesting client

and a web serverstoring a contempt via a secondclient, for use with a first server and a

secondclient, and where the webserver, the requesting client, the first server, and the

second client are communicatively coupled via the Internet mid eachis identified in the

Internet using a distinct identifier, the method comprising the stepsof:

(a) sendingits identifier and the web serveridentifier to the first server (Garcia,

0102, 0113, 0119-0121, 0153);

(b) receiving from thefirst server the identifier of the device (Garcia, 0113-0114,

0119-0121, 0153);

(c) sending the webserveridentifier to the device (Garcia, 0113, 0119-0120).

Garcia fails to teach second device and (d) receiving the content

associated with the web server from the second client.

However, in an analogous art, Yu teaches second device and (d)

receiving the content associated with the web serverfrom the second client (Yu,

Yu, 0026, 0033-0037).
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Therefore, it would have been obviousto one having ordinary skill in the

art at the time the invention was madeto incorporate the features of second

device and (d) receiving the content associated with the web serverfrom the

second client, as disclosed by Yu, into the teachings of Garcia. One would be

motivated to support content delivery system.

Claim 59

Garcia in combination with Yu teach the method according to claim 53 further

for data communication with a second webserverstoring a second content and having

an identifier in the Internet and the devicesvia the client, the method further comprising

the steps of: (e) receiving the second content from the second webserver (Garcia,

0113-0114, 0119-0121, 0153); and (f) sending the second content to the secondclient

and requesting client (Yu, 0022, 0026, 0033-0037).

Claim 52 does not teach or define any newlimitation other than above claim 38.

Therefore, claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any new limitation other than above claims

27, 29, 31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar

reasons.
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public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending uponthe individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U_S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may nat be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom of Informatian Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counselin the course of settlement
negotiations.

A record in this system of records maybe disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records maybedisclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA aspart of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in
an application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Attorney Docket Number|_ Application Data Sheet $7 GFR LPB [-—-----; Application Number

| Title of invention|SYSTEM PROVIDING FASTER AND MORE EFFICIENT BATA COMMUNICATION

 fons agplication for which itis being submitted, The following formcontes Patent ‘and Trademark Olfice as oullined in 37 CFR 176.
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|State/Province|

  
 ; Address 1
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PTO4 (93-13)
oved for use through OF81/2014. 2

e)8. DEREARTE :  
 
 
 
 
 
 
  

 

 
 

 

the Pagerwork Reduction Act of 1994, no persons are
 
 

 
Application Data Sheet 37 CFR 1.76 -~ spesmnedbocanersi iApplication‘Number|

FASTER ANG MORE EFFICIENT DATA COMMUNICATION  Tite of Invention | SYSTEM PROVIDING

iEnter ether Customer Number or complete the Correspondence information section below.
: Forfurtherinformationsseg637CFRAsaye
 

rCustomerNumber —=

 
| Email Address.

|Attorney Docket Numbe 
 

 
 |Application Type
_SubjectMatier — 
 
Publication information:

Request Early Publication (Fee required at time of Request 37 CFR 1.218) AASRARENANNRARBEBER BEEIERERSEREEEEEEERAE

Request Not te Publish. | hereby request that the attached anplication not he publisheduunder
36 ULS.C. 122(b) and certify that the invention disclosed in the attached apolication has mot and will not be the
subject of an application filed in another country, oy under a multilateral International agreement, that requires

|__Publicationateighteenmonthsafter fling.

Representative Information:
 

i Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheat does not constitute a power of attornay in the application (see 37 CFR 1.32).
Eithar enter Customer Nurnter or complete ihe Representative Name section below. If both sectlons are completed the customer
Number wil be used for the Representative Information during processing.

 

(") US Patent Practitioner { ©) Limited Reongnition (37 14.9)   
Domestic Benefit/NationalStageinformation:
| Thissectionallowsfortheapplicanttoeither claimbenefitunder35US.448(e8},120,121,or365(c)orindicate.

National Stage entry from a PCT application. Providing this informationin the application data sheet constitutes the

specificreference required by3a5 u8.&.Hae}oF420,and avGPR1.78

 

Prior Application Status| Pending
Application Number Continuity Type 

EFS Web 2.2.8

Ex. 1072 - Page 671 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 672 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

ETOVAUAMS (03-13)
Approved for use through 01/31/2014, GMB oB44-2032

i Trademark Office: U.S, GEPARTMENT OF COMMERCE
nation urfess # coniains a valid OMS corinal number, 
 
 

 
 

 | Applicat!on Number 14/025,109 _[octTeeaeeeedeeared

;‘ Title of Invention SYSTEM PROVISING FASTER AND MORE EFFICIENT DATA COMMUNICATION

ee“coca|
Application Number Continuity Type PriorApplication|Number| _Filing:DateAYYNNY-MM-BD)|
  “64 49624 

"AdditionalDomesticBenefit/NationalStageDatamaybegeneratedwithinthisform
Dby:selectingtheAddbutton.  
Foreign‘Priorityinformation:
coo

This section allows for the applicant te claim priority to & foreign application. Providing this information in the application data sheet
constitutes the clairn for priority as required by 35 U.S.C. 118(b) and 37 CFR 1. BS(a}. When priority is claired te 3 foreign application
itnat is eligible for retrieval under thepriority document exchange program (PDX)! the information will be uaed by the Office ta :
automatically atiempi retrieval pursuant to 37 CFR 1.55(;84) and (2). Under the PDX program, applicant bears the ultimate

‘responsibility for ensuring that a copy of the foreign application is received by ihe Office fram ihe participating foreign intellectual
iproperty office, or a certified copyof the foreign pricrity application is fled, within the time period specified in 87 CFR 1.55{g)( 1).

  

aprreees

_ApplicationNurnber Country - mah
 
    |AdditionalForeignPriorityDatamaybegeneratedwithinie—_——

Add button, 

Statement under 37 CFR 1.55 or 1.78 for AIA (First inventor to File) Transition
Applications

"Thisapplication(1)claimspriority (oorthebenefit ofanapplicationfiledbeforeMarch16,2073and(2)also
contains, or contained al any time, a claim to a claimed invention that has an effective filing date on or afer March

my) 46, 2043Ld i .

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a fillag date on or atter March
_18,£073, will be examined under the first inventor te fle provisionsoftheAIA, 

Authorization to Permit Access:
Autthorivation foPermit‘Access.tothe instantntApplicationbyttheeParticipating©Offices -
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PTOVALASTS (03.13

Approved for us gh BYSt20148, SMEB85t-a  
 

 

~14/025, 109
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2 a S forite the Insiantp
fy Btcessie ihe instant patadt appiisation.“See 37I {aeand ‘, This bow shawl not be shec te applicant :

does not wish ihe EPO, JPG, KIPG, WIPO, ar other intelleciual oroperty office in which a foreign application claiming priority
fe the instant patent applicationis fled to have accges ta the Instant patent application.
“tn accordance with 37 CFR 1.74(h}(3), access will be provided to a copy of the Instant patent application with respect
ito: 1} the instant patent applicalion-as-filed: 2) any foreign application to which ihe instant patent application‘claims priority under 35 U.S.C. 119(a}-(d) ifa copy af the foreign application that satisfies the certified capy requirernent of
7 CFR 1.55 has bean fled in the instant patent application; and 3) any U.S. apnlication-as-filed from which benefit is

Sought in the instant patent application,

  
  

  

 
H

‘in accordancewith 37 CFR 4. 14(c}, access may be provided to information cancering the date o f filing this Authorization. |

 
 

 
ent recorded by the Office.

   
iThe informatiion to he provided in this sectionis the name and address of the lecal representative who |is the applicant under 37 CFR
i143: or the name and address of the assignee, person te whom the inventoris uncer an obligation to assign the Invention, or person
whe otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whomthe inventor is obligated fo assign, or person who otherwise shows sufficient
prooristary interest} together with one ar more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

 

Nomeoof the Deceased or* Legally incapacitated Inventor >;
  

HOLANEWCOLID.

MailingAddressinformationForApolicant:
 

3 HamahshevSt.,

State/Province

 
Postal ©Code
Fax Number
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PTO/AIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

Attorney Docket Number|HOLA-005-US2

Application Number
 
 

 
 

 Application Data Sheet 37 CFR 1.76  
 

 

14/025,109
  
 Title of Invention SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

 

Assignee 1 

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. LC]

|GivenName|Middle Name Family Name

Mailing Address Information For Assignee including Non-Applicant Assignee:

 

  

 
 

 Prefix

 

 
 
 
 
 

 

 
 

Address1 |
Address 2

City State/Province

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:
NOTE:This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However,if this Application
Data Sheet is submitted with the INITIALfiling of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordancewith 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
powerofattorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

 

 

Signature=|/Yehuda Binder/ Date (YYYY-MM-DD)] 2017-11-16
 

First Name|Yehuda Last Name BINDER Registration Number|73612  
Additional Signature may be generated within this form by selecting the Add button.
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PTO/AIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76 — ——_—_==
Application Number 14/025.109 Title of Invention SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTOto process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Timewill vary depending upon the individual case. Any comments on the amountof time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

 

 
The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
TrademarkOffice is to process and/or examine your submission related toa patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which mayresult in termination of proceedings or abandonmentof
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C, 552a). Records from this system of records may be disclosed to the Departmentof Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counselin the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, toa Memberof Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records maybedisclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records maybe disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSAaspart of that agency's responsibility to recommend improvements in records managementpractices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordancewith the GSA regulations governing inspection of
records for this purpose, and any otherrelevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records maybe disclosed, as a routine use, to the public after either publication of the application pursuantto 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record wasfiled in an application which became abandoned or in which the proceedings were terminated and which applicationis
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency,if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Electronic AcknowledgementReceipt

a

seen

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926

Yehuda Binder

Filer Authorized By:

Attorney Docket Number: HOLA-005-US2

Receipt Date: 17-NOV-2017

Filing Date: 12-SEP-2013

Time Stamp: 04:10:55

 
Application Type: Utility under 35 USC 111{a) 

Paymentinformation:

Submitted with Payment

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

119535

Assignee showing of ownership per 37
CFR 3.73 aia0096-005-US2.pdf 084601 70.61 b86aeaa45 172b17056c3923e]

al6st 
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Information:

802990

signed_uspto_poa_hola_newc
Powerof Attorney opdf 5731a23b64e3aa397cad68ca1fa83cob151

4987a

Warnings: 

Information: 

1024671

Application Data Sheet ADS-with-TC.pdf d32478530e2defb4963 9a8cRFS43b78db7
32ec  

Warnings:

Information:

This is not an USPTO supplied ADSfillable form

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
nationalstage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERGE
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER37 CFR3.73(c)

Applicant/Patent Owner: Hola NetworksLtd.
Application No./Patent No.: 14/025,109 Filed/Issue Date: 99-12-2013
Titled. SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA NEWCOLTD. _a Corporation

 

  

 

 

(Nameof Assignee) (Type of Assignee, e.g.. corporation, partnership, university, government agency,etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):

1. The assigneeof the entire right, title, and interest.

2. | An assignee of less than the entire right, title, and interest (check applicable box):

[| The extent (by percentage)of its ownership interestis %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

LJ There are unspecified percentages of ownership. The other parties, including inventors, who together ownthe entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balanceof the interest must be submitted to accountfor the entire
right, title, and interest.

3. LC] The assignee of an undividedinterest in the entirety (a complete assignment from one ofthe joint inventors was made).
The other parties, including inventors, who together owntheentireright, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to accountfor the entire
right, title, and interest.

4. CJ The recipient, via a court proceedingor the like (e.g., bankruptcy, probate), of an undividedinterest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. LE] An assignmentfrom the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , of for which a copy
thereofis attached.

B. A chain oftitle from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: Derry Shribman, Ofer Vilenski To, HOLA NETWORKSLTD. 

The document was recordedin the United States Patent and Trademark Office at

Ree| 931415 , Frame 0428 , or for which a copythereofis attached.
2. From: HOLA NETWORKSLTD. To. HOLA NEWCO LTD. 

The document was recorded in the United States Patent and Trademark Office at

Reel 043977 , Frame 0335 , of for which a copythereofis attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b}. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND
TO: Commissionertor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

 
Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CFR3.73(c)

To:

The documentwas recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

 Additional documents in the chain oftitle are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain oftitle from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordancewith 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

/Yehude Binder/ November 15, 2017
Signature Date

Yehude Binder

Printed or Typed Name

  

US Patent Agent 73,612

Title or Registration Number
  

 
[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which mayresult in termination of proceedings
or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (6 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
maybe disclosed to the Departmentof Justice to determine whetherdisclosure of these recordsis
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use,in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counselin the
course of settlement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Memberof Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records maybe disclosed, as a routine use, to another federal agency for
purposesof National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services,or his/her designee, during an inspection of records conducted by GSAas part of that agency’s
responsibility to recommend improvements in records managementpractices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordancewith the GSA
regulations governing inspection of records for this purpose, and anyotherrelevant(/.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations aboutindividuals.

8. Arecord from this system of records may be disclosed, as a routine use,to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record wasfiled in an application which became abandonedorin which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcementagency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/AIA/80 (07-17}
Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no personis required to respondto a collection of information unlessit displays a valid OM8 control number

 
  
  

  

  

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

i hereby revokeall previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:

Practitioners associated with Customer Number:|131926

OR

[| Practitioner(s} named below (if more than ten patentpractitioners are to be named, then a customer number must be used):

 
  

As attorney(s) or agent(s} to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
anyandall patent applications assigned only to the undersigned according to the USPTO assignmentrecordsor assignment documentsattached to this farm in accordance with 37 CFR 3.73{c).

Please change the correspondence addressfor the application identified in the attached statement
under 37 CFR 3.73(c) to:

[x|The address associated with Customer Number: 1341926
OR

Firm or individual name

Foyme

  
  

  

 
  

  
  

 
 
 

Telephone 
Assignee name and address: pos newcouro3 Hamahshev St,

Newnys 42507,iareal
  

 
 

 

  
  
 

  

A copyofthis form, together with a statement under37 CFR 3.73(c) (Form PTO/AIA/96or equivalent) Is required to be
filed in each application in which this form Is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointedin this form, and must identify the application in which this Powerof Attorneyis to befiled.

SIGNATUREof Assignee of Record
The individual whose signature andtitle Is supplied below is authorized to act an behalf of the assignee.

   

 

Signaturtearm pote
Name Derry Shribman Telephone
Title CEO of HOLA NEWCO LTD.

This collection of information |s required by 37 CFR 1.31, 1.32, and 1.33. The InformationIs required to obtatn or retain a benefit by the public, which Is to update
{and by the USPTO to pracess) thefile of a patent or reexamination proceeding, Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated to take 18 minutes to complete,Including gathering, preparing, and submitting the completed application form te the USPTO.Time will vary
depending upon the individual case. Any comments on the amount oftime you require to camplete this form and/or suggestions lor reducing this burden, should
be sant to the Chief infarmation Officer, U.S. Patent and Trademark Office, U.S. Departmentof Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. 0O NOT
SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents,P.O, Box 1450, Alexandria, VA 22313-1450.

Uf you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C, 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purposefor which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S, Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1, The information on this form will be treated confidentially to the extent allowed under the Freedom of
information Act (5 U.S.C. 552) and the Privacy Act(5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom ofInformation Act. ‘

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counselin
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

4. Avrecord In this system of records may be disclosed, as a routine use, to a contractor of the Agency
having needforthe information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended,pursuantto 5 U.S.C. 552a(m).

5. Arecord related to an international Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposesof National Security review (35 U.S.C. 181) and for review pursuantto the Atomic Energy Act
(42 U.S.C. 218(c¢)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services,or his/her designee, during an inspection of records conducted by GSAaspart of that agency's
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (/.6., GSA or
Commerce)directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuantto 35 U.S.C. 122(b) or issuance of a patent pursuantto 36 U.S.C.
151. Further, a record may be disclosed, subjectto the limitations of 37 CFR 1.14, as a routine use, to
the publicif the record wasfiled in an application which became abandonedorin which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

9. Arecord from this system of records maybe disclosed,as a routine use, to a Federal, State,or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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UNITED StaTreS PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and ‘Trademark Office
Address: COMMTSSIONER, FOR PATENTSP.C. Box 1450

Alexandria, Virgnia 22313-1450Wwww.uspto.gov
APPLICATION FILINGor GRP AR’

NUMBER 371 (¢) DATE UNI FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS§IND CLAIMS

 
 

14/025,109 09/12/2013 2459 1810 ITOLA-005-US2 CONFIRMATION NO.‘ot 94
131926 CORRECTEDFILING RECEIPT

Posmay) NEW0440,
Ramat-Gan, 5217102
ISRAEL

Date Mailed: 11/28/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application mustinclude the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Pleaseverify the accuracy of the data presented onthis receipt. If an error is noted onthis Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy ofthis Filing Receipt with the
changesnotedthereon.If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processesthe reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Derry Shribman, Tel Aviv, ISRAEL;
Ofer Vilenski, Moshav Hadar Am, ISRAEL;

Applicant(s)
HOLA NEWCO LTD., Netanya, ISRAEL;

Powerof Attorney: The patent practitioners associated with Customer Number 131926

Domestic Priority data as claimed by applicant
This application is a DIV of 12/836,059 07/14/2010 PAT 8560604
which claims benefit of 61/249,624 10/08/2009

Foreign Applications for which priority is claimed (You may beeligible to benefit from the Patent Prosecution
Highway program at the USPTO.Please see htto:/Avww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheetin order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: No

Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 09/27/2013

page 1 of 3
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The country code and numberof your priority application, to be usedforfiling abroad under the Paris Convention,
is US 14/025,109

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Preliminary Class

709

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughoutthe territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the same invention in member countries, but does notresult in a grant of "an international
patent" and doesnoteliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewithits particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidanceasto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help "toolkits" giving innovators guidance on howto protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184,if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicatedis the effective date of the license, unless an earlier license of similar scope has been granted under
37 GFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be used at any time onorafter the effective date thereof unless
itis revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any waylessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselvesof current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Departmentof
Treasury (81 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplacein the world and is an unparalleled location for
businessinvestment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic developmentorganizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products,deliver services, and grow your business, visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US2

     In re Application of: Confirmation No. 6194

Derry Shribman et al. Art Unit: 2459

Appln. No.: 14/025,109  Examiner: Nguyen, Minh Chau  
Filed: September 12, 2013 Washington, D.C.

  For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT

DATA COMMUNICATION ) December 10, 2017

  
 

 
  
    
 

    
 

RESPONSE / AMENDMENT:

 
onorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street
Alexandria, VA 22314

    
 

Sir:

 
    

 
In response to the Office Action of September

19, 2017 (“Action”):

 Remarks/Arguments begin on page 2 of this paper.

Ex. 1072 - Page 688 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 689 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Appln. No. 14/025,109
Reply to Office action of September 19, 2017

    
 

REMARKS / ARGUMENTS

The examiner’s action dated September 19, 2017

 (“Action”) has been received and its contents carefully noted.

Office Action, pages 2-16

Claims 26-66 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Garcia-Luna-Aceves et al. (US

2002/0007413 - “Garcia”) in view of Yu et al. (US 2006/0212584

“Yu"”) .

 

Combining Garcia with Yu

 a. The Action fails to explain WHY the Garcia and Yu are

combinable. f the Examiner contends that they are analogous   
 

 
art being in the same field, a_clear definition stating that

field is requested, as reguired in the rules.

  b. The rationale for combining the Garcia and Yu references is
Mw

to support content delivery system”. Since both Garcia and

Yu describe a ‘content delivery system’, the rationale provides  no linking to the present application, as required in MPEP 2143 
that clearly states that “Any rationale employed must provide a

link between the factual findings and the legal conclusion of

 obviousness.” (Emphasis added). Further, this rationale amounts
   

to nothing more than a conclusory statement, while the Office  
cannot rely solely on common knowledge or common sense to

    
support its findings. Further, it is settled that the Office

  
  should provide a “satisfactory explanation” for the motivation  

finding that includes an express and “rational” connection with

the evidence presented. Further, the same rationale was used in 
 former Action to combine Garcia with the Harrow reference,

 hence further suggesting no linkage to the actually cited

 references.
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Cc. Further, since ‘supporting content delivery’ is long 
   desired, the rationale, in fact, confirms that the modification 

based on the combination amounts to a solution to a long-felt  
 solution that serves aS a secondary consideration further

supporting non-obviousness.

 da. Furthermore, BOTH Garcia and Yu clearly teach schemes for

 the stated motivation of ‘oe to support content delivery

system.’. Since the inventions in Garcia and Yu are each self-
 

 
 

    contained and independently operate effectively to reach at the
 

rationale motivation:

Because each device independently operates
effectively, a person having ordinary skill in
the art, who was merely seeking to create a
better device to drain fluids from a wound,
would have no reason to combine the features

of both devices into a single device.
Kinetic Concepts v. Smith and Nephew, 688 F.3d 1342, at 1369

(CAFC, 2012).

e. Teaching away: The Garcia reference is Silent, and

affectively teaches away, from using clients as content source

     
 

 for other clients.

  
1. There is clear distinction in the art and as taught by the

 
Garcia reference between clients and servers. Client devices,  such as client 105 in the Garcia reference, are end-units that 

 request information from servers, use client-related software     
such as Web browser software, communicat over th Internet 
using ISP connection, and are typically consumer owned and

operated (see Figures 1 and 2 in Garcia, as well as paragraphs

0010 and 0085). As shown in Figure 2, a client device typically

  connects to the Internet via an ISP using a single connection.
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2. In contrast, server devices ar known in the art to be
 

 dedicated devices to store information objects, to be provided

 to clients upon request (See paragraph 0012 in Garcia, for

example).

3. The Garcia invention is directed to introducing a new type 
   of information-object / client mapping device referred to as
 

n

“Web router”. The Web router is a backbone device (see Figure 
2), and as taught in paragraph 0082, the ‘Web router’

communicates with ‘its neighbor Web routers’ via point-to-point  
links (paragraph 0091), and may be co-located with another

server, such as *.. a Web-server, a web cache, a hosting server,

a DNS server or an original content server’ (paragraph 0082).

While retaining the client-server basic architecture (See
 

  paragraph 0153), the Garcia reference teaches a mapping method

for affectively addressing caches, in order to allow low

 
  
 

  latency in the Internet.     4A. The Garcia disclosure is silent, and affectively teaches
 

   

 
 

away, from caching or retrieving information objects from

clients, such as by using peer-to-peer scheme. The Garcia

reference only teaches caching in servers or backbone-embedded  
 Web routers. The Garcia disclosure is silent, and affectively
 

 teaches away, from implementing ‘web router’ functionality in 
 clients. Further, caching information in clients clearly

  
 

changes the way of operation of the Garcia network, and since  
clients are inherently sources limited, such as in bandwidth

and storage capability, the latency of etching information

    
   

object is expected to be increased, rather than being reduced 
as intended by the Garcia invention.

5. The Garcia disclosure describes four distinct and non-

interoperable selection mechanisms, detailed in paragraph 0104

 as follows:
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[0104] In a further embodiment, one of the
following four mechanisms, or, a combination
of some of the following four mechanisms, is
or may be used to communicate the best Web
cache or content server, or the set of Web

caches (more generally the information object
repository(ies)), which should serve a
client's request:
[0105] (1) direct cache selection;

[0106] (2) redirect cache selection;

[0107] (3) remote DNS cache selection; and

[0108] (4) client DNS cache selection.

However, the Action improperly ‘pick and choose’ from 
  the different mechanisms. For example, the rejection is based
 

on paragraph 0113 that is part of the “(1) direct cache

 selection” mechanism, and paragraphs 0119-0121 that are part of

the “(2) redirect cache selection” mechanism.

Regarding claim 26.

 
Claim 26 recites that “(d) the first server selecting

one of the clients from the group based on associating the

identifiers of the clients with the web server identifier; (e)

the first server sending the identifier of the selected client
a

to the requesting client; The claim explicitly discloses

 that it is the first server (assumed to be equated to the 
Control Server 331 in Yu) that makes the selecting, and sends  the information about the selection to the requested client 

 device. In contrast, as described in the cited paragraph 0022  
and steps 512 & 514 in Figure 5, the Yu reference teaches that

 the selection is made by the client device, after receiving the

whole list from the server.
 

  
Regarding claim 27.
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Claim 26 recites that “(e) the first server sending the

identifier of the selected client to the requesting client; (f)

the selected client receiving the content from the web server;
 “uo

According to claim 27, the selected client fetch the 

    information from the web server AFTER being selected. In 
 

 contrast, the Yu reference is based on selecting a client

device ONLY based on this client storing in its cache memory 
 the requested information.

Regarding claims 28-29 and 55.
 

 The cited paragraph 0010 in the Garcia reference

explicitly teaches HTTP with regard to Internet communication

  in a server/client scheme, hence further remote from combining 
 with Yu that focuses on peer-to-peer communication.

Regarding claims 30-31 and 56.

 
 

The cited paragraph 0096 in the Garcia reference

  explicitly teaches TCP/IP with regard to WILD scheme between

Web routers, hence further remote from combining with Yu that    focuses on clients peer-to-peer communication.

Regarding claim 41.

The cited paragraph 0010 in the Garcia reference 

 explicitly teaches URL with regard to Internet communication in

  
  

 

a server/client scheme, hence further remote from combining

with Yu that focuses on peer-to-peer communication.

— 6 —
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Appln. No. 14/025,109
Reply to Office action of September 19, 2017

The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concession of

unpatentability to the claim before its amendment.

 
 

 
   
 

 
 
 

  
 

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is 
 

invited to call undersigned

issues.

counsel to resolve any remaining

 Respectfully submitted,

 By
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Application/Control Number: 14/025,109 Page 2
Art Unit: 2459

Notice ofPre-AIA or AIA Status

The present application is being examined underthe pre-AIAfirst to invent provisions.

Remarks

Applicant’s amendment dated December 10, 2017 responding to the September 19, 2017

Office Action provided in the rejection of claims 26-66. Claims 26-66 remain pending in the

application and which have been fully considered by the examiner.

Applicant’s arguments filed December 10, 2017 have fully considered; however the

arguments are moot in view of the new ground(s) of rejection. See rejections below for details.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which formsthe basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained thoughthe inventionis not identically disclosed or described as set
forth in section 102 ofthis title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obviousat the time the
invention was madeto a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the mannerin whichthe invention was made.

Claims 26-37, 39-58, 60-66 are rejected under pre-AIA 35 U.S.C. 103(a) as being

unpatentable over Yu et al. (US 2006/0212584) hereinafter “Yu”, and in view of Chalouhietal.

(US 2009/03 19502) hereinafter “Chalouhi’.

Claim 26

Yu teaches a method for use with a group ofclients [i.e. peer nades 403, 406, 410 etc.]

for data communication between a webserver[i.e. web server 405 or content source 332] storing

a content and a requesting client [i.c. peer node 403] via one or more clients selected from the

Ex. 1072 - Page 703 Code200, UABv. BrightData Lid.
Code200's Exhibit 1072



Ex. 1072 - Page 704 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control Number: 14/025,109 Page 3
Art Unit: 2459

group, for use with a first server[1.e. indexing server 404 or control server 331], and where the

webserver, the requesting client, the first server, and the clients in the group are

communicatively coupled via the Internet and eachis identified in the internet using a distinct

identifier (Yu, figures 2-4), the method comprising the steps of:

(b) the first server receiving and storing the identifiers of the clients in the group[i.e. the

control server 331 or the indexing server 404 maintains connectivity information/identifications,

such as network addresses and port numbersof respective peer clients that are connected within

the network 260 (e.g. Internet)] (Yu, figures 3-4; 0017, 0022, 0024, 0028);

(c) the requesting client sending the web server identifier to the first server [i.c. peer node

403 sends a request/query which comprises a URLin an addressfiled of web browserto the

indexing server 404; and the URLofthe requested content specifies an address hosted by web

server 405] (Yu, 0026, 0033-0034);

(d) the first server selecting one of the clients from the group based on associating the

identifiers of the clients with the web server identifier [i.e. the indexing server 404 generating

(e.g. includes a selection step) a peer list that currently maintain (associated) the requested

content specified by the URLidentifier in the query submitted by peer node 403] (Yu, 0022,

0026, 0030, 0033);

(e) the first server sending the identifier of the selected client to the requesting client[1.e.

the peerlist is returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030,

0037);
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(f) the selected client receiving the content from the webserver[1.e. if no peer is available

in the returned query response,the pecr node 403 connects to the source server or web server to

receive the content] (Yu, 0026, 0029, 0033-0034, 0037); and

(g) the requesting client receiving the content from the selected client [i.e. if the peerlist

does identify peer nodesthat have the requested content, then the peer node 403 connects to the

peer node identified in the peerlist and retrieve/receive the requested content thereform] (Yu,

0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) each of the devices sendingits identifier to the first server; and (c)

the requesting client sending its identifier to the first server.

However, in an analogousart, Chalouhi teaches (a) each of the devices sendingits

identificr to the first server [i.c. cach P2P client 104 of clicnt machines 102, 111, ctc. sends its IP

address and port information to tracker server 114 which will adds the information to peerlist

118] and (c) the requesting client sending its identifier to the first server[i.e. the P2P client 104

of the client machine also sends its IP address and port informationto tracker server 114]

(Chalouhi, 0023, 0030).

Therefore, it would have been obvious to one having ordinary skill in the art at the time

the invention was madeto incorporate the features of (a) cach of the devices sending its identifier

to the first server; and (c) the requesting client sending its identifier to the first server, as

disclosed by Chalouhi, into the teachings of Yu. One would be motivated to support content/file

transfers within a group of clients/peers over a network/Internet.
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Claim 27

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

steps are sequentially executed (Yu, figures 7-8, 0047).

Claim 28

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

web server is Hypertext Transfer Protocol (HTTP) server and responds to HTTP requests from

the selected client (Yu, figure 7, 0026, 0029, 0030-0035, 0037, 0045).

Claim29

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server is HTTP server and responds to HTTP requests [rom the requesting client (Yu, figure

7, 0026, 0030, 0037, 0045).

Claim 30

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

webserver is Transmission Control Protocol / Internet Protocol (TCP/IP) server and
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communicates based on, or according to, using TCP/IP protocol or connection (Yu, figures 3-4,

0024, 0026).

Claim 31

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server is a TCI / IP server and communicates based on, or according to, using TCP/IP

protocol or connection (Yu, figures 3-4, 0024, 0026).

Claim 32

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

content includes web-page, audio, or video content (Yu, 0017, 0021, 0026).

Claim 33

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server selecting one ofthe clients is based on the web server IP address or URL (Yu,0022,

0026, 0030, 0033).

Claim 34
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Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server sclecting one of the clicnts is based on the selected clicnt IP address (Yu, 0022, 0026,

0030, 0033).

Claim 35

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

selected client further storing the content received from the web server (Yu, 0026, 0029-0030,

0033-0035).

Claim 36

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

requesting client sending the web server identifier to the first server as part of browser[L.e.

browser 401] or email application execution (Yu, 0026, 0033-0034); and the requesting client

sending its identifier (Chalouhi, 0023, 0030).

Claim 37

Yu in combination with Chalouhi teach the method according to claim 26 further

comprising the step of the first server storing the requesting client identifier (Yu, 0017, 0022,

0024, 0028); and the requesting client sending its identifier (Chalouhi, 0023, 0030).
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Claim 39

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

communication with the web server or the requesting first server is based on, or according to,

onc out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Yu, 0024, 0045).

Claim 40

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

communication with the requesting client or the selected client is based on, or according to, one

out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Yu, 0024, 0033-0037, 0045).

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

web server identifier, the first server identifier, or the content identification is using a Uniform

Resource Locator (URL) (Yu, 0026, 0028).

Claim42

Ex. 1072 - Page 709 Code200, UABv. BrightData Lid.
Code200's Exhibit 1072



Ex. 1072 - Page 710 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control Number: 14/025,109 Page 9
Art Unit: 2459

Yu in combination with Chalouhi teach the method according to claim 2.6 wherein the

webserveridentifier, the first server identificr, the requesting client identifier, or any of the

client’s identifier is using Internet Protocol (IP) address (Yu, 0026, 0037, 0045).

Claim 43

Yu in combination with Chalouhi teach the method according to claim 26 wherein in

step (d) the first server selecting two or more of the clients based on associating the identifiers of

the clients with the webserver identifier [1.e. the indexing server 404 generating (e.g. includes a

selection step) a peerlist that currently maintain (associated) the requested content specified by

the URL identifier in the query submitted by peer node 403] (Yu, 0022, 0026, 0030, 0033); and

in step (c) the first server sending the identificrs of the selected two or moreclicnt to the

requesting [i.e. the peer list is returned/sent to the peer node 403 from indexing server 404] (Yu,

0026, 0030, 0037).

Claim 44

Yu in combination with Chalouhi teach the method according to claim 43 further

comprising the step of the requesting client selecting one ofthe clients as the selected device

(Yu, 0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).
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Claim 45

Yu in combination with Chalouhi teach the method according to claim 26 farther

comprising the steps of the requesting client sending a communication port numberto the

selected device, followed by communication between the requesting client and the selected client

using the communication port number (Yu, 0026, 0030, 0035).

Claim 46

Yu in combination with Chalouhi tcach the method according to claim 26 further

comprising the step of the requesting client sending the web serveridentifier to the selected

client (Yu, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Claim47

Yu in combination with Chalouhi teach the method according to claim 46 further

comprising the step of the selected client communicating with the web server (Yu, figures 3-4,

0022, 0026, 0033-0037).

Claim 48
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Yu in combination with Chalouhi teach the method according to claim 26 wherein step

(d) the first server sclecting onc of the clicnts based on the geographical location of the clicnts

(Chalouhi, 0028, 0043-0045).

Claim49

Yu teaches a method for use with a group ofclients [i.e. peer nades 403, 406, 410 etc.]

for data communication between a webserver[i.e. web server 405 or content source 332] storing

a content and a requesting client [i.c. peer node 403] via one or more clients selected from the

group, for use withafirst server[i.e. indexing server 404 or control server 331], and where the

webserver, the requesting client, the first server, and the clients in the group are

communicatively coupled via the Internet and cachis identified in the Internet using a distinct

identifier (Yu, figures 2 & 4), the method comprising the steps of:

(b) the first server receiving and storing the identifiers of the clients in the group[i.e. the

control server 331 or the indexing server 404 maintains conneclivily informalion/identifications,

such as network addresses and port numbers of respective peer clients that are connected within

the network 260 (e.g. Internet)] (Yu, figures 3-4; 0017, 0022, 0024, 0028);

(c) the requesting client sending the web server identifier to the first server [i.e. peer node

403 sends a request/query which comprises a URLin an addressfiled of web browserto the

indexing server 404; and the URLofthe requested content specifies an address hosted by web

server 405] (Yu, 0026, 0033-0034);
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(d) selecting one of the clients from the group[i.e. the indexing server 404 generating

(c.g. includes a selection step) a peer list that currently maintain (associated) the requested

content specified by the URLidentifier in the query submitted by peer node 403] (Yu, 0022,

0026, 0030, 0033);

(e) the first server sending the identifier of the selected client to the requesting client[i.e.

the peerlist is returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030,

0037);

(f) the selected client receiving the content from the web server[1.e. if no peer is available

in the returned query response, the peer node 403 connects to the source server or web server to

receive the content] (Yu, 0026, 0029, 0033-0034, 0037); and

(g) the requesting clicnt recciving the content from the sclected client [i.c. if the peerlist

does identify peer nodes that have the requested content, then the peer node 403 connects to the

peer node identified in the peerlist and retrieve/receive the requested content thereform] (Yu,

0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) each of the clients in the group sendingits identifier to the

first server; (c) the requesting client sending its identifier to the first server (d) the one of

the clients from the group is sclected based on the geographical location of the clients.

However, in an analogous art, Chalouhi teaches (a) each of the clients in the

group sendingits identifier to the first server [i.e. each P2P client 104 of client machines

102, 111, etc. sends its IP address and port information to tracker server 114 which will

adds the information to peer list 118] and (c) the requesting client sending its identifier to
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the first server[1.e. the P2P client 104 of the client machine also sends its IP address and

port information to tracker server 114] (Chalouhi, 0023, 0030); and (d) the onc of the

clients from the group is selected based on the geographical location of the clients

(Chalouhi, 0028, 0043-0045).

Therefore, it would have been obvious to one having ordinaryskill in the art at the

time the invention was madeto incorporate the features of (a) each of the clients in the

group sendingits identifier to the first server; (c) the requesting client sendingits

identifier to the first server (d) the one of the clients from the group is selected based on

the geographical location of the clients, as disclosed by Chalouhi, into the teachings of

Yu. One would be motivated to support content/file transfers within a group of

clients/peers over a network/Internet.

Claim 50

Yu in combination with Chalouhi teach the method according to claim 49 wherein in

step (d) the first server is selecting one of the clients (Yu, 0022, 0026, 0030, 0033).

Claim51

Yu in combination with Chalouhi teach the method according to claim 49 wherein in

step (d) the requesting client is selecting one of the clients (Yu, 0026, 0029-0031, 0033, 0035,

0037).
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Claim 53

Yu teaches a method for data communication between a requesting client [i-e. peer node

403] and a webserver[1.e. web server 405 or content source 332] storing a contempt via a

secondclient [i.c. peer nodes 406, 410 ctc.], for use with a first server and a second clicnt, and

where the web server, the requesting client, the first server, and the second client are

communicatively coupled via the Internet mid eachis identified in the Internet using a distinct

identifier (Yu, figures 2 & 4), the method comprising the steps of:

(a) sending the web serveridentifier to the first server [i.e. peer node 403 sends a

request/query which comprises a URL in an addressfiled of web browserto the indexing server

404; and the URLof the requested content specifics an address hosted by web server 405] (Yu,

0026, 0033-0034);

(b) receiving from thefirst server the identifier of the secondclient[i.e. the peerlist is

returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030, 0037);

(c) sending the web serveridentifier to the second client[1.e. if the peer list does identity

peer nodesthat have the requested content, then the peer node 403 connects to the peer node

identified in the peer list and retrieve/query the requested content] (Yu, 0022, 0026, 0029, 0030-

0031, 0033, 0035, 0037);

(d) receiving the content associated with the web server from the second client [1.e. if the

pecr list docs identify peer nodes that have the requested content, then the peer node 403
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connects to the peer node identified in the peerlist and retrieve/receive the requested content

thereform] (Yu, 0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) sendingits identifier to the first server.

However, in an analogousart, Chalouhi teaches (a) sendingits identifier to the first

server [i.c. cach P2P client 104 of clicnt machines 102, 111, etc. sends its IP address and port

information to tracker server 114 which will adds the information to peerlist 118] (Chalouhi,

0023, 0030).

Therefore, it would have been obvious to one having ordinary skill in the art at the time

the invention was madeto incorporate the features of (a) sending its identifier to the first server,

as disclosed by Chalouhi, into the teachings of Yu. One would be motivated to support

content/file transfers within a group of clicnts/pecers over a network/Internct.

Claim 32 does not teach or define any new limitation other than above claim 38. Therefore,

claim 52 is rejected for similar reasons.

Claims 34-58, 60-66 do not teach or define any new limitation other than above claims 27, 29,

31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar reasons.
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Allowable Subject Matter

Claims 38 and 59 are objected to as being dependent upona rejected base claim, but

would be allowable if rewritten in independent form including all of the limitations of the base

claim and any intervening claims.
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ATTY.'S DOCKET: HOLA-005-US2

     In re Application of: Confirmation No. 6194

Derry Shribman et al. Art Unit: 2459

Appln. No.: 14/025,109  Examiner: Nguyen, Minh Chau  
Filed: September 12, 2013 Washington, D.C.

  For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT

DATA COMMUNICATION ) April 9, 2018

  
 

 
  
    
 

   
 

RESPONSE / AMENDMENT:

 
onorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street
Alexandria, VA 22314

    
 

Sir:

 
    

 
In response to the Office Action of March 29, 2018

(“Action”):

Amendments to the Claims appear in the Listing of

 Claims that begins on page 2 of this paper.

 Remarks/Arguments begin on page 10 of this paper.
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 14/025,109

fice action of March 29,

Amendments to the claims

This

and listings,

listing of

Oo

 claims will

 

Listing of claims:

 
A method

1-25. (Cancelled)

26. (Currently amended)

clients for da
 

 ta communication bet 
for use

2018

Ff claims in the application.

replace all prior versions,

with a group of

tween a web server storing a 
content and a requesting client via one or more clients
   

selected from

the web server 
the clients in

 

 
Internet

distinct identi

a second web sé}

 
f

and each is ident

the group, for use with

the requesting client,

 fier, and further 
rver storing a second cont

tified in the

 a

the  

 

first server,

first server,

and where

and

the group are communicatively coupled via the

Internet using a

for data communication between

tent and having an 

identi

 
requesting client,

 (a) each of

the
 

First

  
(bo) the

the

(Cc)

fier in the Internet  
the clients in the group sending it

Server,

first server receiving and storing the

clients in the group;

the requesting client sending its
 

 server identifier to the first server;

(d) the  

group based on associating the

first server selecting one of   identi

and a one of

the method comprising the st

fiers of

  
the clients 

 
teps of:

identi

via the 
ts identifier to

  fiers of
 

 identifier and the web

 
 the clients

 the
 

 the web server identifier;
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   (e) the first server sending the identifier of the selected
 

client to the requesting client;

  (f) the selected client receiving the content from the web

server; ake

 (g) the requesting client receiving the content from the

selected client+;

  
 (h) the requesting client sending its identifier to the first
 

Server;

 (i) the first server storing the requesting client identifier;

(Jj) one of the clients sending the second web server identifier

 
  
   to the first server;

   (k) the first server sending the identifier of the requesting
    

  client to the one of the clients;  
(1) the requesting client receiving the second content from the

second web server; and
 

 
(m) the one of the clients receiving the second content from

the requesting client.
 

27. (Previously presented) The method according to claim 26,

wherein the steps are sequentially executed.

28. (Previously presented) The method according to claim 26,   wherein the web server is Hypertext Transfer Protocol (HTTP)

 server and responds to HTTP requests from the selected client.

29. (Previously presented) The method according to claim 26,

 wherein the first server is HTTP server and responds to HTTP
 

  requests from the requesting client or the.
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14/025,109

fice action of March 29,
Appln. No.

Reply to of

    2018
 

30. (Previously presented) The method according
Pp

wherein the web server is Transmission Control

  Internet Protocol (TCP/IP)  
according to,

31.

 
(Previously presented) The method according

  wherein the first server is a TCP /

based on,  or according to,

32. (Previously presented)

wherein the content includes web-page, audio,

n

33. (Previously presented)   wherein the  rst server selecting one of
 

  on the web server IP address or URL.

n  
34. (Previously presented)  wherein the  rst server selecting one of

 

  on the selected client IP address.

35. (Previously presented) The method according

 wherein the selected client  further storing the

 received from the web server.

36. (Previously presented) The method according

wherein the requesting
  

using TCP/IP protocol or connection.

    
 web server identifier to the first server as part  

email application execution.

 37-38.
 

(Cancelled)

 
39. (Previously presented)

wherein the communication with the web server or

first server is based on, or according to, one ou  TCP,   FTP, POP
 

SMTP, or SQL standards.
,
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server and communicates based on,

The method according to claim

the clients is

to claim

to claim

client sending its identifier and

  Oo  

to claim 26,

rotocol /

or

to claim 26,

IP server and communicates

using TCP/IP protocol or connection.

The method according to claim 26,

or video content.

The method according to claim 26,

the clients is based

26,

based

26,

content

26,

the

browser or

The method according to claim 26,

requesting Ul DP, DNS,
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40. (Previously presented) The method according to claim 26, 
wherein the communication with the requesting client or the 

 selected client is based on, or according to, one out of UDP,    DNS, TCP, FTP, POP#, SMTP, or SQL standards. 
 

41. (Previously presented) The method according to claim 26,

  wherein the web server identifier, the first server identifier,  or the content identification is using a Uniform Resource Locator (URL).

42, (Previously presented) The method according to claim 26, 
 wherein the web server identifier, the first server identifier,

  
 

      
 

 
the requesting client identifier, or any of the client’s

identifier is using Internet Protocol (IP) address.

43. (Previously presented) The method according to claim 26,

 wherein in step (d) the first server selecting two or more of
 

   the clients based on associating the identifiers of the clients
      

with the web server identifier; and in step (e) the first 
 server sending the identifiers of the selected two or more  

clients to the requesting client.

 
44, (Previously presented) The method according to claim 43,   further comprising the step of the requesting client selecting

 one of the clients as the selected client. 
45. (Previously presented) The method according to claim 26,   further comprising the steps of the requesting client sending a   communication port number to the selected client, followed by

   
communication between the requesting client and the selected  
client using the communication port number.

46. (Previously presented) The method according to claim 26,
 

 further comprising the step of the requesting client sending    the web server identifier to the selected client.
 

- 5 -
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47. (Previously presented) The method according to claim 46,  further comprising the step of the selected client 

 
communicating with the web server. 
48. (Previously presented) The method according to claim 26,

  wherein step (d) the first server selecting one of the clients  
based on the geographical location of the clients.
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49-52. (Cancelled)

 53. (Currently amended) A method for data communication between 

a requesting client and a web server storing a content via a

  second client, for use with a first server and a second client, 
and where the web server, the requesting client, the first   
server, and the second client are communicatively coupled via 

  the Internet and each is identified in the Internet using a   distinct identifier, and further for data communication with a
  

second web server storing a second content and having an
  

 identifier in the Internet and the second clients via the  
requesting client, the method comprising the steps of:   
(a) sending its identifier and the web server identifier to the 

 first server;

    (bo) receiving from the first server the identifier of the
  

second client;

 
(c) sending the web server identifier to the second client; are

 
(d) receiving the content associated with the web server from

the second client+;

 (e) receiving the second content from the second web server;

and

 — f) sending the second content to the second client.
 

54. (Previously presented) The method according to claim 53,

wherein the steps are sequentially executed.

55. (Previously presented) The method according to claim 53,

 wherein the first server is HTTP server and responds to HTTP

requests.
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56. (Previously presented) The method according to claim 53,   wherein the first server is a TCP / IP server and communicates
 

 based on, or according to, using TCP/IP protocol or connection.

57. (Previously presented) The method according to claim 53,

wherein the content includes web-page, audio, or video content.

58. (Previously presented) The method according to claim 53,

 wherein the steps are part of browser or email application

execution.

59. (Cancelled)

60. (Previously presented) The method according to claim 53,

wherein the communication with the web server or the first  
 server is based on, or according to, one out of UDP, DNS, TCP,

FTP, POP#, SMTP, or SQL standards.

   
 

   
61. (Previously presented) The method according to claim 53,

wherein the communication with the second client is based on,
      or according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or 
 

SQL standards.

 62. —~ Previously presented) The method according to claim 53,   wherein the web server identifier, the first server identifier,

   or the content identification is using a Uniform Resource Locator (URL).

63. (Previously presented) The method according to claim 53, 
 wherein the web server identifier, the first server identifier,

        

 
the reguesting client identifier, or the second client

identifier is using Internet Protocol (IP) address.

64. (Previously presented) The method according to claim 53,

 wherein step (b) comprising the receiving from the first server 
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  the identifiers of two or more second clients, and
 

 comprising the step of selecting one out of second  
based on associating the identi   fiers of the second
  

the web server identifier.

65. (Previously presented) The method according to

 further comprising the steps of

 number to the second client,

 

 

cl

further

lients

 cl  lients with

claim 53,

sending a communication port

second client using the communication port number.

66. (Previously presented) The me

  

 

further comprising the step of se

identifier to the second client.

Ex. 1072 - Page 728
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REMARKS / ARGUMENTS

The examiner’s action dated March 29, 2018

 

  

(“Action”)

has been received and its contents carefully noted.

The allowance of claims 38 and 59 is thankfully noted.

Former claims 37-38 are cancelled and their

limitations incorporated into claim 26.  
Former claim 59 is cancelled and

incorporated into claim 53.

its limitations   
Former claims 49-52 are cancelled.

An allowance is respectfully requested.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concession of

unpatentability to the claim before its amendment.

 
 

 
   
 

 
 
 

  
 

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is 
 

invited to call undersigned

issues.

counsel to resolve any remaining

 Respectfully submitted,

 By

11
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PROSECUTION ON THE MERITSIS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROMISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

 

THEISSUE FEE AND PUBLICATIONFEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOTBE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN

THIS APPLICATION(AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THEISSUE FEE NOW DUE.

 

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shownabove.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity status still applies.

If the ENTITY STATUSis the same as shown above, pay the TOTAL FEE(S) DUE shownabove.

If the ENTITY STATUS is changed from that shown above, on PARTB - FEE(S) TRANSMITTAL, complete section number5 titled
"Change in Entity Status (from status indicated above)”.

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

Il. PART B - FEE(S) TRANSMITTAL,orits equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occurdueto the difficulty in recognizing
the paper as an equivalent of Part B.

I. All communications regarding this application must give the application number.Please direct all communicationsprior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER:Utility patents issuing on applicationsfiled on or after Dec. 12, 1980 may require paymentof maintenance
fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be usedfor transmitting the ISSUE FEE and PUBLICATIONFEE(ifrequired). Blocks | through 5 should be completed where appropriate. All
further correspondenceincluding the Patent, advanceorders and notification of maintenancefees will be mailedto the current correspondence addressas indicated unless corrected
below or dirccted othcrwisc in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"for maintenance fec notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its owncertificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any change of address)

131926 7590 06/29/2018 . oe soe
. Certificate of Mailing or Transmission

May Patents Ltd. c/o Dorit Shem-Tov I hereby certify that this Fee(s) Transmittal is being deposited with the United
P.O.B 7230 States Postal Service with sufficient postage forfirst class mail in an envelope

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Ramat-Gan, 5217102 transmitted to the USPTO (571) 273-2885, on the date indicated below.
ISRAEL (Depositor's name}
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(Datei 
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NGUYEN, MINH CHAU 2459 709-202000

1. Change of correspondence addressor indication of "Fee Address" (37 2. Forprinting on the patentfrontpage,list 1
CFR1.363). (1) The namesof up to 3 registered patent attorneys

or agents OR,alternatively, 2
| Changeof correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached (2) The nameof a single firm (having as a member aregistered attorney or agent) and the namesof up to

2 registered patent attorneys or agents. If no nameis
listed, no name will be printed.

a 
(I “Fee Address”indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor lype)

PLEASE NOTE:Unlessan assignee is identified below, no assignee data will appear on the patent. Ifan assigneeis identified below, Lhe document has been filed for recordation
as sel forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAMEOF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

 
Please check the appropriate assignee category or categories (will not he printed on the patent) : Individual LI Corporation or other private group entity I Government

 
4a. The following fee(s) are submitted: Ab. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

LL] Issue Fee LL] A check is enclosed.

I] publication Fee (No small entity discount permitted} I Payment by credit card. Form PTO-2038 is attached.

LT Advance Order - # of Copies (I Thedirector is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be acceptedatthe risk of application abandonment.
NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.
NOTE:Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29  

| Applicant asserting small entity status. See 37 CFR 1.27
 

 

| Applicant changing to regular undiscounted fee status.

NOTE:This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements andcertifications.  

  

Authorized Signature Date

Typedor printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
WWW.USPLO.gOV 
 

14/025, 109 09/12/2013 DerryShribman HOLA-005-US2 6194

131926 7590 06/29/2018

MayPatents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

ISRAEL 2459

DATE MAILED: 06/29/2018

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)() to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA)of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approvesan agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agencyto display on the instrumentthat will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public whichis to file (and by the USPTO to process) an application. Contidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon
the individual case. Any comments on the amountof time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chicf Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P-O. Box 1450, Alexandria,

Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no personsare required to respond to acollection
of information unlessit displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached formrelated to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please he advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); 2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which mayresult in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedomof Information Act.

A record from this system of records may be disclosed,as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine usc, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records maybe disclosed,as a routine use, to another federal agency for purposes of
National Security review(35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

N

7. Arecord from this system of records may be disclosed,as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility
to recommend improvements in records managementpractices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (1-e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations aboutindividuals.

8. Arecord fromthis system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuanceof a patent pursuantto 35 U.S.C. 151. Further, a record
maybe disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled
in an application which became abandonedor in which the proceedings were terminated and which application
is referenced by cither a published application, an application open to public inspection or an issucd patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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14/025,109 Shribmanet al.

MINH CHAU N NGUYEN 2459 No

-- The MAILING DATEofthis communication appears on the cover sheet with the correspondence adaress--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOFPATENTRIGHTS.This application is subject to withdrawalfrom issueat the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

.¥} This communication is responsive to Amendment, filed 04/09/2018.
(1) A declaration(sVaffidavit(s) under 37 CFR 1.130(b) was/werefiled on :

Notice ofAtowability

CJ An election was made by the applicantin responseto a restriction requirementset forth during the interview on the
restriction requirement and election have been incorporatedinto this action. 

[¥] The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may beeligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4.13 Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a) Call b) Some ~—_*c) () Noneof the:

1. G Certified copies of the priority documents have been received.
2. C) Certitied copies of the priority documents have been receivedin Application No.

3. [1 Copiesof the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communicationto file areply complying with the requirements
noted below.Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIODIS NOT EXTENDABLE.

5.1) CORRECTED DRAWINGS(as"replacement sheets") must be submitted.
() including changes required by the attached Examiner's Amendment / Commentor in the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.1] DEPOSIT OF and/or INFORMATIONabout the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1.) Notice of References Cited (PTO-892) 5. (] Examiner's Amendment/Comment
2.) Information Disclosure Statements (PTO/SB/08), 6.lv]Examiner's Statement of Reasons for Allowance

Paper No./Mail Date .
3.2 Examiner's Comment Regarding Requirementfor Deposit 7. (] Other .

of Biological Material
4.C Interview Summary (PTO-413),

PaperNo./Mail Date.
/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

 
U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20180610
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Continuation Sheet (PTOL-37) Application No. 14/025,109

Continuation of 3. The allowed claim(s) is/are: 26-36 ,39-48,53-58 and 60-66
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Application/Control Number: 14/025,109 Page 2
Art Unit: 2459

Notice of Pre-AIA or AIA Status

The present application is being examined under the pre-ATAfirst to invent provisions.

Remarks

Applicant’s response dated April 9, 2018 responding fo March 29, 2018 Office Action

provided in the rejection of clairas 26-37, 39-58, 60-66; and the objection of claims 38, 5o;

wherein the claims 37-38, 40-52 and SO have been canceled. Clans 26-36, 39-48, 33-58, 60-

66 remain pending in the application and which have been fully conskiered by the Examiner.

Reasons far Allawance

The following is an examiner’s statement of reasonsfor allowance:

Claims 26-36, 39-48, 33-3860-66 are considered allowable since when reading the

chiums in light of the specification, as per MPEP $2111.01 or Toro Co. v. White Consolalated

Industries Inc., 199 F.3d 1295, 1501535 USPO2d 1065, 1069 (Ped. Ci. 1999), none of

the references of record alone or in combination disclose or suggest the combination

of limitations specified im Inde pe adent claims 26 and 33.

For example, the independent clans contain imnitations, data communication between a

second web server storing a second content and having an identifier tn the internet and one of

the CHents via requesting Chent; the requesting Client sending its identifier to firat server; onc of

the cents sending a secand web serveridentifier to the first server; the first server sending the

identifier of the requesting clleni io the one of the chlents; the requesting cllent recelving second

contentformthe second web server and the one ofthe cents recening the second contentfram
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Application/Control Number: 14/025,109 Page 3
Art Unit: 2459

the requesting cheat. Tooretore, the Examiner agrees that the imitations of the mdependent

claims, within iis environment, is aHowable subject matier over ihe pricr art. im Rebt of the

specification.

Because claims 27-36, 39-48, 84-58, 60-08 depend directly or indirectly on claims 26

and 53, these clarns are considered allowable for at least the sare reasons noted above with

respect io claims 26 and 53.

To the extent that these features are not found in the prior art cited by Examiner, the

present case is held allowable over the art of record.

Any comments considered necessary by applicant must be submitted no later than the

payment of the issue fee and to avo processing delays, shoukl preferably accompany the issue

fee. Such subroissions should be clearly labeled “Comments on Statement of Reasons for

Allowance”.

Correspondence information

Any inquiry concerning this communication or carlicr communications from the

examiner should be directed to MINH CHAU N NGUYENwhosetelephone numberis

(371)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is

encouraged to use the USPTO Automated Interview Request (AIR)at

http://www.uspto.gov/interviewpractice.

Ex. 1072 - Page 741 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 742 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control Number: 14/025,109 Page 4
Art Unit: 2459

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcan be reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained [rom the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status mformation for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http//pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (INUSA OR CANADA)or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

Ex. 1072 - Page 742 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 743 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control No. Applicant(s)/Patent Under Reexamination

Index ofClaims 14/025, 109 Shribmanetal.

MM | ll | awa nse
MINH CHAU N NGUYEN 2459

[anes
=| Allowed | Restricted

(1) Claims renumberedin the same order as presented by applicant C} CPA O

CLAIM DATE

Final|Original|03/07/2016|09/02/2016 | 01/07/2017|09/04/2017 | 03/28/2018 | 06/10/2018

po
po
po
Po
pot
ponn
po
po
po po aeeeee
PotEO
PGrEON
a2
Ps|2|
Po|Ot
Pio|tOCYeCfefT
Pott|82OwfefT
p23TvfTYe
P13|84wwOwfwfT
P14|85CUfefT
Ppis|868|OU

PotUf
PoT8B U C -
P16|89ftCOCw
a
eSA
aAAA

U.S. Patent and Trademark Office Part of Paper No.: 20180610

Page 1 of 2

Ex. 1072 - Page 743 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 744 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Application/Control No. Applicant(s)/Patent Under Reexamination
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Application/Control No. Applicant(s)/Patent Under Reexamination

Search Notes 14/025 ,109 Shribmanetal.

Il | Examiner Art UnitMINH CHAU N NGUYEN

CPC - Searched*

HO4L 67/42 9/4/2017

HO4L 41/046 9/4/2017

H 04L 67/1002 9/4/2017

CPC Combination Sets - Searched*

US Classification - Searched*

folass[SubclassSSCSC~S~sdSCEaminor

* See search history printout included with this form or the SEARCH NOTESbox below to determine the scope of the
search.

 
Search Notes

[SearchNotesSSSat*dYain

Interference Search

US Class/CPC US Subclass/CPC Group
Symbol

USPAT, Independent claim search
USPG-Pubtext 06/10/2018
search

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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Application/Control No. Applicant(s)/Patent Under Reexamination

Search Notes 14/025,109 Shribmanet al.

Il | Examiner Art UnitMINH CHAU N NGUYEN 2459

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459 
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|14;925.109 Shribmanetal.

MINH CHAU N NGUYEN 2459

3o Version

2013-01-0

2013-0120

2013-01-0

2043-01-0

2013-0 1-0

2013-01-0

2013-010

2013-0120

2013-010

2013-01-01

F

   
CPC Combination Sets

|type|Set|Ranking|__version_|

 
 
NONE

Total Claims Allowed:

(Assistant Examiner) 34

/MINH CHAU NGUYEN/ 10 June 2018 . . ao
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|14;925.109 Shribmanetal.

| | l neMINH CHAU N NGUYEN

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4L

HO4L

HO4L

NON-CLAIMED

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

 
 
NONE

Total Claims Allowed:

(Assistant Examiner) 34

/MINH CHAU NGUYEN/ 10 June 2018 . . ao
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|14;925.109 Shribmanetal.

| | l neMINH CHAU N NGUYEN

() Claims renumbered in the same order as presented by applicant (J) CPA () T.D. (] R.1.47 

 
NONE

Total Claims Allowed:

(Assistant Examiner) 34

/MINH CHAU NGUYEN/ 10 June 2018 . . ao
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1
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EASTSearch History

EAST Search History

EAST Search History (Prior Art)

 
 
 

  
 
 

 

: Search Query

 
 
 

 ‘\((web near servers) with (transfer$4_ 1US-PGPUB;
provid$4 transmit$4 send$4 |USPAT;
forward$4) with (content$1 file$1 iUSOCR; FPRS;
document$1 ))

 
 

 
  

  
1 and ((peer$1 client$1) with i
(send$4 transmit$4 forward$4) with |
(address$2 id$1 identifier$1
identification$1) with server$1)

&

2 and (server$1 with (select$4 isto
retriev$4 inquir$4 quer$4) with

ipeer$1)

§
\
{3
:
3
33
:

:3
3
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2 and (server$1 with (select$4list$4
Yretriev$4 inquir$4 quer$4) with
‘(client$1 peer$1))

‘
;‘
‘
,y
‘
‘
;
‘  
  

  
 

4 and (server with (receiv$4 stor$4_
imaintain$4) with (id$1 identifier$1 i
‘identification$1 address$2 port$1)) j/USOCR; FPRS;
: EPO; JPO;

/DERWENT;

  
  
  
  

‘15 and (server w h (send$4 :
‘itransmit$4 forward$4) with (id$1 |USPAT; i
identifier$1 identification$1 iJUSOCR; FPRS;}
address$2 port$1)) EPO; JPO;
‘ DERWENT; i
|espssmmemmmnmmmmmmamemmmnmamemnme MIDEhss

6 and (server with (return$4 send$4 }
‘Itransmit$4 forward$4) with (id$1
‘identifier$1 identification$1
laddress$2 port$1))

  
  
  
 

  

 
 

  

  
 
 |USOCR; FPRS;|
|EPO; JPO;

‘DERWENT:
  

47 and (request$4 same (url$1 (web US-PGPUB;
‘inear server$1))) USPAT;

'|USOCR; FPRS; |

 
 
  
  

2 i

18 and @ad<"20091008"
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‘IUSOCR; FPRS; |
EPO; JPO;
DERWENT;

i i1BM_TDB
49 and (server$1 with (select$4 list$4_ /US-PGPUB;
‘retriev$4 inquir$4 quer$4) with ‘|USPAT;

‘(client$1 peer$1) with (geographic$4 USOCR; FPRS;}‘location$1))

 
 
 

 
 
 

pasaaeveeeeeeeeeeeeeebanaeed hind hieeed baneee!

410 and (((second other another
‘idifferen$4) near web near server)
with (return$4 send$4 transmit$4
‘iforward$4) with (content$1
\|document$1 page$1))

  

 |USOCR; FPRS; |

uveeethaeeestieenseenteat beeenerent beeenened heel!

10 and (((second other another
‘differen$4) near1 server) with
i(return$4 send$4 transmit$4

iforward$4) with (content$1
idocument$1 page$1))

  
  USOCR; FPRS; |

12 and (server with (send$4
‘itransmit$4 forward$4) with (id$1 ; i
‘identifier$1 identification$1 i1USOCR; FPRS;
vaddress$2 port$1) with ((differen$4 EPO; JPO; :
‘another other destinat$4 receiv$4 |
‘isecond) near (peer$1 client$1)))

\(HO4L67/42 HO4L41/046 HO4L67/108
HO4L67/22 HO4L67/02).CPC. NUSPAT;

‘|USOCR; FPRS; |
EPO; JPO;
DERWENT;
i BM_TDB

 
 
    
 

 
 |USOCR; FPRS;|

EPO; JPO;
‘|DERWENT;
4I|BM_TDB

415 and ((peer$1 client$1) with i|US-PGPUB;
‘l(send$4 transmit$4 forward$4) with JUSPAT;
‘\((peer$1 client$1) near (address$2  {|USOCR; FPRS;}
id$1 identifier$1 identification$1)) EPO; JPO;
with server$1) ‘IDERWENT;
: i1BM_TDB

116 and (server$1 with (select$4 '1US-PGPUB;
vlist$4 retriev$4 inquir$4 quer$4) with |{USPAT; i
‘(client$1 peer$1)) 'JUSOCR; FPRS;i

 
  
  
 

 
 
 

 
 

 

 
 

  
 

 
 
  
 

   

 
 

 
 
 

  

 

 
 

 
 

 
 

117 and (server with (send$4
‘itransmit$4 forward$4) with (id$1
identifier$1 identification$1
laddress$2 port$1) with ((differen$4
vanother other destinat$4 receiv$4

  

  
 
 ]USOCR; FPRS;:
EPO; JPO; i

DERWENT;
{|BM_TDB

_Sah
117 and (request$4 same (url$1 same {|US-PGPUB;
‘(web near server$1))) USPAT;

 
   

 
 
  
 
 

Zz;yZzzZz  
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i1USOCR; FPRS;:
EPO; JPO;

19 and (((second other another
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with (return$4 send$4 transmit$4
‘iforward$4) with (content$1
vdocument$1 page$1))  
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USPAT;
USOCR; FPRS; |

 
 
 

119 and (server$1 with (select$4 :
Ulist$4 retriev$4 inquir$4 quer$4) with |
¥(client$1 peer$1) with (geographic$4 ;
‘Jlocation$1))

 
 

21 and @ad< "20091008"

zZz  
(peer$1 client$1) with (send$4 transmit$4

iforward$4) with ((peer$1 client$1) near 3PGPUB;:
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iidentitication$1 address$2 port$1) with
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Jserver) with (return$4 send$4 transmit$4
iforward$4) with (content$1 document$1
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iforward$4) with ((peer$1 client$1) near
i(address$2 id$1 identifier$1 identification$1))
with server$1) and (server$1 with (select$4
i list$4 retriev$4 inquir$4 quer$4) with (client$1
ypeer$1)) and (server with (send$4 transmit$4
iforward$4) with (id$1 identifier$1
Hidentification$1 address$2 part$1) with
il((differen$4 another other destinat$4 receiv$4
iisecond request$4) near1 (peer$1 client$1)))
‘land ((web near server) with (return$4 send$4
iltransmit$4 forward$4) with (content$1

(server$1 with (
Jinquir$4 quer$4) with (client$1 peer$1) with
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any changeofaddress) Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignmentor formal drawing, mustMay Patents Ltd. have its owncertificate of mailing or transmission.

c/o Dorit Shem-Tov ; Certificate ofMailing or Transmission / :

; transmitted to the USPTO (571) 273-2885, on the date indicated below.

 
Israel (Depositor's name)

(Signature)

(Datc)

14/025,109 09/12/2013 Derry Shribman HOLA-005-US2 6194
TITLE OF INVENTION:

  APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUF.|PREV. PATD ISSUE FER TOTAL FEF(S) DUE DATE DUE

$0 $0nonprovisional SMALL $500 $500 10/01/2018
EXAMINER ART UNIT CLASS-SUBCLASS

1. Change of correspondence addressor indication of "Fee Address” (37 2. For printing on the patent front page,list
CFR 1.363).

(J Change of correspondence address (or Change of Correspondence

: : May Patents Ltd. c/o Doril Shem-T:
(1) the names of up to 3 registered patent attorncys aes ———r—rovev
or agents OR,alternatively, Address form PTO/SB/122) attached. . : , : 2

; (2) the nameofa single firm (having as a member a
(LJ “Hee Address”indication (or "Kee Address” Indication form registered attorney or agent) and the names ofup to
PTO/SB/47, Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no nameis 3
Numberis required. listed, no name will be printed.

 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has beenfiled for
recordation as sct forth in 37 CFR 3.11. Completion of this form is NOT a substitute forfiling an assignment.

  

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

HOLA NEWCO LTD. Netanya
Israel 4250713

Please check the appropriate assignee category or categories (will not be printed on the patent) : wd Individual Corporation or other private group entity wl Government

4a. The following fee(s) are submitted: Ab. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)
[A Issuc Fee (J A check is enclosed.

J Publication Fee (No small entity discount ermitted) _} Paymentby credit card. Form PTO-2038 is attached.y p y y

(I Advance Order - # of Copies (YI The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number _691835 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

(LT a. Applicant claims SMALL ENTITYstatus. See 37 CFR 1.27. (J b. Applicant is no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27(g)(2).PP! Pp: 3 g &

NOTE: The Issuc Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorncy or agent; or the assignee or other partyin
interest as shown bythe records of the United States Patent and Trademark Office.

/Yehuda Binder/ July 8, 2018

Yehuda BINDER 73,612

Authorized Signature Date
  

Typedor printed name Registration No.
  

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public whichisto file (and by the USPTOto process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparmg, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountoftime you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection ofinformation unlessit displays a valid OMB control number. 

PTOL-85 (Rev. 02/11) Approvedfor use through 08/31/2013. OMB 0651-0033 U:S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Privacy Act Statement

The PrivacyAct of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or cxamine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposesof National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator,
Gencral Services, or his/her designee, during an inspection of records conducted by GSAas part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(L.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandonedor in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency,if the USPTO becomes awareofa violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 14025109

Filing Date: 12-Sep-2013

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First NamedInventor/Applicant Name: Derry Shribman

Attorney Docket Number: HOLA-005-US2

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

UTILITY APPL ISSUE FEE
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Sub-Totalin

Description Fee Code Quantity USD(S)

Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

a

seen

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926Pee
a
a

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

[Beoskaccune——SSSSCSC*dSC

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows: 
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Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

Issue Fee Payment (PTO-85B) ptol85b.pdf 83b9Be2ef27fcdad7731 9cdbf685 14dce777]
cae7

Information:

Fee Worksheet (SB06) fee-info.pdf d610494731d9ab5d91 1cdcB40cdFc174399}
27543

 
Information: 

TotalFiles Size (in bytes) 105050

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENTOF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 
14/025,109 09/12/2013 Derry Shribman HOT.A-005-US2 6194

MayPatents Ltd. c/o Dorit Shem-Tov
P.O.B 7230 NGUYEN, MINH CHAU

Ramat-Gan, 5217102

2459

08/06/2018 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOT.-90A (Rev. 04/07)
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Application No. Applicant(s)Supplemental
MINH CHAU N NGUYEN 2459 No

-- The MAILING DATEofthis communication appears on the cover sheet with the correspondence adaress--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOFPATENTRIGHTS.This application is subject to withdrawalfrom issueat the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

.¥] This communication is responsive to Rush, 07/09/2018.
(1) A declaration(sVaffidavit(s) under 37 CFR 1.130(b) was/werefiled on :

CJ An election was made by the applicantin responseto a restriction requirementset forth during the interview on the
restriction requirement and election have been incorporatedinto this action. 

[¥] The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may beeligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4.13 Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a) Call b) Some ~—_*c) () Noneof the:

1. G Certified copies of the priority documents have been received.
2. C) Certitied copies of the priority documents have been receivedin Application No.

3. [1 Copiesof the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communicationto file areply complying with the requirements
noted below.Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIODIS NOT EXTENDABLE.

5.1) CORRECTED DRAWINGS(as"replacement sheets") must be submitted.
() including changes required by the attached Examiner's Amendment / Commentor in the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.1] DEPOSIT OF and/or INFORMATIONabout the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1.) Notice of References Cited (PTO-892) 5. (] Examiner's Amendment/Comment
2.[¥] Information Disclosure Statements (PTO/SB/08), 6. (1) Examiner's Statement of Reasons for Allowance

Paper No./Mail Date 11/18/14.
3.2 Examiner's Comment Regarding Requirementfor Deposit 7.©)Other 1449 - 03/17/16.

of Biological Material
4.0) Interview Summary (PTO-413),

Paper No./Mail Date. .
/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

  
U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20180802

Ex. 1072 - Page 761 Code200, UABv. BrightData Ltd.
Code200's Exhibit 1072



Ex. 1072 - Page 762 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

Continuation Sheet (PTOL-37) Application No. 14/025,109

Continuation of 3. The allowed claim(s) is/are: 26-36 ,39-48,53-58 and 60-66
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Application/Control No. Applicant(s)/Patent Under Reexamination

Index ofClaims 14/025, 109 Shribmanetal.

MM | ll | awa nse
MINH CHAU N NGUYEN 2459

[anes
=| Allowed | Restricted

(1) Claims renumberedin the same order as presented by applicant C} CPA O

CLAIM DATE

Final|Original|03/07/2016|09/02/2016 | 01/07/2017|09/04/2017 | 03/28/2018 | 06/10/2018 | 08/02/2018

Po
po
po
Po
potT
po
po
po
po po aeeeee
PotEO
PGrEON
a2
Ps|2|
Po|Ot
Pio|tOCYeCfefT
Pott|82OwfefT
poi2|8a

P13|84wwOwfwfT
P14|85CUfefT
pois|868|UT
PotUf
PoT8B U C -
P16|89ftCOCw
a
eSA
aAAA

U.S. Patent and Trademark Office Part of Paper No.: 20180802
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Application/Control No. Applicant(s)/Patent Under Reexamination

Index ofClaims 14/025 ,109 Shribmanetal.

| | | l | Examiner Art Unit
MINH CHAU N NGUYEN 2459

CLAIM DATE

Fi 09/02/2016 | 01/07/2017|09/04/2017 | 03/28/2018|os/10/2018 ]osoz2018=i]
Pp=|CTC 

U.S. Patent and Trademark Office Part of Paper No.: 20180802
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|14;925.109 Shribmanetal.

MINH CHAU N NGUYEN 2459

3o Version

2013-01-0

2013-0120

2013-01-0

2043-01-0

2013-0 1-0

2013-01-0

2013-010

2013-0120

2013-010

2013-01-01

F

   
CPC Combination Sets

|type|Set|Ranking|__version_|

 
 
NONE

Total Claims Allowed:

(Assistant Examiner) 34

/MINH CHAU NGUYEN/ 02 August 2018 . . ae
Primary Examiner, Art Unit 2459 Q.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1

U.S. Patent and Trademark Office Part of Paper No.: 20180802
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|14;925.109 Shribmanetal.

| | l neMINH CHAU N NGUYEN

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4L

HO4L

HO4L

NON-CLAIMED

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

 
 
NONE

Total Claims Allowed:

(Assistant Examiner) 34

/MINH CHAU NGUYEN/ 02 August 2018 . . ae
Primary Examiner, Art Unit 2459 Q.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1

U.S. Patent and Trademark Office Part of Paper No.: 20180802
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification|14;925.109 Shribmanetal.

| | l neMINH CHAU N NGUYEN

() Claims renumbered in the same order as presented by applicant (J) CPA () T.D. (] R.1.47 

 
NONE

Total Claims Allowed:

(Assistant Examiner) 34

/MINH CHAU NGUYEN/ 02 August 2018 . . a
Primary Examiner, Art Unit 2459 Q.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1

U.S. Patent and Trademark Office Part of Paper No.: 20180802
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PTO/S8/08a (01-15)cs cnde TDS
Dos cade . ‘Approved §for use through O7/2d/20712, OME 6854-0034

 
 Gas description: information Disclosure Statement (OS) Filed LS, Patent anc Tratemedk Office: LS. DEPARTMENT DE COMMERCE

Under the Paponvork Reduction Act af 1935, no persans are required to resnond te a collection of information unless i contains a valid GMB contral number.

INFORMATION DISCLOSURE ‘STATEMENT BY APPLICANT a ‘
: ( Not for submission under 37 CFR 4.99} — |
i Examiner Name NGUYEN,“MINH.CHAU|

Attorney.Docket‘Number 7|39459-5105P

 
 

U, SfPATENTSSeaerannn ce gees cece ee cee e tee nner ee eee rece enedeeeOTeaeceeeeed EEEEEEREELga

| Pages,Golumns,Lines where
i Relevant Passages or Relevant
Figures Appear

Examiner! Cite  Patent Number ‘ issue Date “Name of Pateniee or Applicant
initial* Codekl of cited Document  
  

 fiif youwishtoaddadditionalu.8.Patent citatio armationpleas$e@ clickthe.Addbutton,
U.S.PATENTrAPPLICATIONP'PUBLICATIONS_a

: Examiner Cite No | Publication FeKind
iinitial® : Code!

 

Pages,Columns,Lines where
Relevant Passages or Relevant :

| Figures Appear

| Publication Name of Patentee or Applicant
Date of cited Document   

FA | 2008-08-08 | Wang
  

nanan

| Pages,Columns,Lines]
i where Relevant
‘ Passages or Relevant!”
Figures Appearpenneeenteeneneeneeneacneeetcnneadftnneaneennneennen ete necnnenemaneb anneal

aeenageeeeeenetees stenttagatespianarte[a _FOREIGNPATENT DOCUMENTS-
Nameof Patenteeor

Applicant of cited
Document

 ExaminerCheDocument|Country ‘Kind Publication
Initial " ' Nurnbers Code? (covet Date 

f2007-10-28|XEROX CORPORATION |
I     shtoaddadditionalForeignPatent Docsument¢cttation informationpleaseclick the1sAddbutton :

NON-PATENTLITERATURE,DOCUMENTS  
  cppimeatt ‘Tineludennameeoftheauthor ((in CAPITAL LE“TTERS), titileofthearticle (whenayappropriatale), title of the Hem

Examiner Cite orgcetatet (book, magazine, journal, serial symposium, catalog, etc), date, pages(s}, volume-issue number(s), : 7siInitlale* ENea :
i i |Publisher,cityandiorPcountrywhere published. 

EFS Web 2.14?
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 [FinFilingDate - “tas2013ia:42SPpe!

INFORMATION DISCLOSURE
(STATEMENT BY APPLICANT

{ Not for submission under 37 GFR 1.89}

 First NamedInventorZsShe - : OOArtUnit

 

: ExaminerName 
CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

Thai each item of information contained in the information disclosure statement was first cited in any cornmunication

C from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statenient. See 37 CFR 1.97(eH1).

OR

That no item of information contained in the information disclosure statement was cited In a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonabie inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three rnonths prior io the filling of the information disclosure
statement. See 37 CFR 1.97 (e}(2).  

cy See atiached certification statement.
[-} The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

i] A certification statement is not submitted herewith.
SIGNATURE

i signature of the appilcant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(a) forthe
{form of the signature. aed aetna,

 
 ‘Signature |Date(YYYY-MM--2D)  'Name/P(Print ,

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to cbtain or retain a benefit by the
‘ public which is to file (and by the USPTO to process} an application. Confidentiality is governed by 25 U.S.C. 122 and 37 CFR
i4.14, This collection is estimated to take 1 hour to complete, including gatharing, preparing and submitting the completed
i application farm to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
i require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
i Patent and Trademark Office, U.S. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
[FEES OR COMPLETED FORMS TG THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22343-1450,

 

EFS Web 2.1.97
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epsonamber[iaiaigg

| (FlingDate _ |2013-00-12 oo ;INFORMATION DISCLOSURE > " see
‘STATEMENT BY APPLICANT

Not for submission under 37 CFR 1.993 

 
 

    
  

 

, & pelapntae veperSelection Mv gihodin P2PVideo livery, vot 4109, No. 27, JEMTechnical/MoN/ i Report, The institute of Electronics, information and Communication t =ng STOR na Soe rcnccccenncce 2 ft :

|ifyouwivishtoaddadditionalnen--patentliteraturedocumentcitationinformation please click the Addbutton |EXAMINER SIGNATURE

iahChauNowewBateConsidered |gazes
: +EXAMINER: initial if reference considered, whether or not citation is in conformance with MPEP 609. ‘Draw line through 2
citation if not in conformance and nat considered. include copy of this form with next communication to applicant. i

 
  TOWGOV. of MPEP 901.64. * Enter office thal issued the decurnent, by the two-letter code (WIPOStand 57.3). 3 For Yapanese natentdocuments, ‘the indication of the year af ihe reign of the Emperor must precede the serial number of the patent docurnent.

{ 4 Kind of document by the apprenriate symbols as indicated on the document under WIFC Standard ST.16 if possible. 5 Applicantis to place a check mark here if
; English languageiransfation is attached.

;
:
3i
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your subrnission of the
attached form related to a patent application or patent. Accordingly, pursuant fe the requirements of the Act, please be advised |
that: (1) the general authority for the collection ofthis information is 36 U.S.C. 2(b}(2); (2) furnishing of the information solicited |
is voluntary; and (3) the princioal purpase for which the Information is used by the U.S. Patent and Trademark Office is to i

| process and/or examine your submission related to a patent application or patent. Hf you do not furnish the requested
: information, the U.S. Patent and Trademark Office may not be able to process and/or examine your aubmission, which may

result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
%ts

Os

EES Web 2.147

The information on this form will be treated confidentially to the extent allowed under the Freedorn of Information Act!
(5 ULS.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice te determines whether the Freedom of Information Act requires disclosure of these record s.

A recard from this system of records may be disclosed, as a4 routine use, in the course of presenting evidence io a
court, magistrate, or administrative tribunal, including disclosures te opposing counsel in the course of setilement
negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requesi involving an individual, te whom the record pertains, when the individual has requested assistance fromthe
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor af the Agency having need for)
the information in order to perform a contract. Recipients of information shali be required to camply withthe
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(rm).

A record related to an international Application filed underthe Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, fo the International Bureau of the World Intellectual Property Organization, pursuant |
to the Patent Cooperation Treaty.

A record in this systern of records may be disclosed, as a routing use, to ancther federal agency for purposes of
National Securlty review (38 U.S.C. 781) and for review pursuant to the Atomic Energy Act (42 U.S.C. 2718p).

A record from this system of records may be disciosed, as a routine use, to the Administrator, General Services, or |
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibifity to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2905. Such disclosure shail be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (Le., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals,

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) ar issuance of a patent pursuant to 36 U.S.C. 181. Further, a record
may be disclosed, subject fo the Hmitations of 37 CFR 1.14, as a routine use, te ihe public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open te public inspections or an issued patent, ‘

& record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, ifthe USPTO becomes aware of a violation or potential viclaiion of faw or regulation.
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Deo cade IDS Approved for use th OMRIa 2OM688oe”lentien: ing tanta: - SS Cites SBE POS t weugh O73204F 54-20:
Dac description: information Disclosure Statement (2S) Fied U.S. Patent ant Trademark Office: US. DEPARTMENT OF COMMERCE

Under the Paponvork Reduction Act af 1935, no persans are required to resnond te a collection of information unless i contains a valid GMB contral number.

 
 

 INFORMATION DISCLOSURE 4
STATEMENT BY APPLICANT — ‘|
| ( Not for submission under 37 CFR 4.99} sere i

Examiner Name NGUYEN,“MINH.CHAU|
Attorney.Docket‘Number 7|39459-5105P

 U, SfPATENTSSeaerannn ce gees cece ee cee e tee nner ee eee rece enedeeeOTeaeceeeeed EEEEEEREELga 
 | Pages,Golumns,Lines where

i Relevant Passages or Relevant
Figures Appear

Examiner! Cite  “Name of Pateniee or Applicant
: Patent Number of cited Documentinitial*

  
  

 armationpleasseclicktheAddbution.—
U.S.PATENTAPPLICATIONPUBLICATIONS_ee

fiif youwishtoaddadditionalu.8.Patent citatio
2memesExaminer Cite No {| Publication FeKing
Pinitial® | : Code!

 

Pages,Columns,Lines where
Relevant Passages or Relevant :

| Figures Appear

| Publication Name of Patentee or Applicant
Date of cited Document   

FA | 2008-08-08 | Wang
  

aeenageeeeeenetees snenerngnenannasn graneennaaaaaentreatseationnmai atin

i | Nameof Patenteeor | Pages,Columns,Lines!
iExaminer Cite | Foreign Document|Country iKind|Publication i where Relevant

a i Applicant of citedInitial i No . ‘ Passages or Relevant!”Document

: Figures AppeareaeEELSEenEEREBEeel

fe _FOREIGNPATENT DOCUMENTS-goes

 
i Nurnber3 Code?| pore Date 

f2007-10-28|XEROX CORPORATION |
I     shtoaddadditionalForeignPatent Docsument¢cttation informationpleaseclick the1sAddbutton :

NON-PATENTLITERATURE,DOCUMENTSfeanngentaee AAAntenne

Hncludennameeoftheauthor ((in CAPITAL LETTERS), titileofthearticle (whenayappropriatate), title of the tem
(book, magazine, journal, serial symposium, catalog, etc), date, pages(s}, volume-issue number(s), ; Fs

;|Publisher,cityandiorPeountrywhere published. :

  
 Examiner Cite

i fnitialss | No
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 [FinFilingDate - “tas2013ia:42SPpe!

INFORMATION DISCLOSURE
(STATEMENT BY APPLICANT

{ Not for submission under 37 GFR 1.89}

 First NamedInventorZsShe - : OOArtUnit

 

: ExaminerName 
CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

Thai each item of information contained in the information disclosure statement was first cited in any cornmunication

C from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statenient. See 37 CFR 1.97(eH1).

OR

That no item of information contained in the information disclosure statement was cited In a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonabie inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three rnonths prior io the filling of the information disclosure
statement. See 37 CFR 1.97 (e}(2).  

cy See atiached certification statement.
[-} The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

i] A certification statement is not submitted herewith.
SIGNATURE

i signature of the appilcant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(a) forthe
{form of the signature. aed aetna,

 
 ‘Signature |Date(YYYY-MM--2D)  'Name/P(Print ,

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to cbtain or retain a benefit by the
‘ public which is to file (and by the USPTO to process} an application. Confidentiality is governed by 25 U.S.C. 122 and 37 CFR
i4.14, This collection is estimated to take 1 hour to complete, including gatharing, preparing and submitting the completed
i application farm to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
i require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
i Patent and Trademark Office, U.S. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
[FEES OR COMPLETED FORMS TG THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22343-1450,
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epsonamber[iaiaigg

| (FlingDate _ |2013-00-12 oo ;INFORMATION DISCLOSURE > : see
‘STATEMENT BY APPLICANT

Not for submission under 37 CFR 1.993 

 

   
 

i

, 2Pepe repre yee epiccra ca ‘ in, BaP VideoDelivery No. oY, LENG E Technical/M.N/ 3 i Report, The institute of Electronics, information and Communication Engineers, Nay Far Tn

|ifyouwivishtoaddadditionalnen--patentliteraturedocumentcitationinformation please click the Addbutton |
 [Examiner‘Signaturei _/MINE(CHAUNGUYEN/ DateConsidered OF/31./2018

: +EXAMINER: initial if reference considered, whether or not citationis in conformance with MPEP 609. Draw line through aa
citation if not in conformance and nat considered. Include copy of this form with next communication to applicant. i

 
  TOWGOV. of MPEP 901.64. * Enter office thal issued the decurnent, by the two-letter code (WIPOStand 57.3). 3 For Yapanese natentdocuments, ‘the indication of the year af ihe reign of the Emperor must precede the serial number of the patent docurnent.

{ 4 Kind of document by the apprenriate symbols as indicated on the document under WIFC Standard ST.16 if possible. 5 Applicantis to place a check mark here if
; English languageiransfation is attached.

;
:
3i
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your subrnission of the
attached form related to a patent application or patent. Accordingly, pursuant fe the requirements of the Act, please be advised |
that: (1) the general authority for the collection ofthis information is 36 U.S.C. 2(b}(2); (2) furnishing of the information solicited |
is voluntary; and (3) the princioal purpase for which the Information is used by the U.S. Patent and Trademark Office is to i

| process and/or examine your submission related to a patent application or patent. Hf you do not furnish the requested
: information, the U.S. Patent and Trademark Office may not be able to process and/or examine your aubmission, which may

result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
%ts

Os

EES Web 2.147

The information on this form will be treated confidentially to the extent allowed under the Freedorn of Information Act!
(5 ULS.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice te determines whether the Freedom of Information Act requires disclosure of these record s.

A recard from this system of records may be disclosed, as a4 routine use, in the course of presenting evidence io a
court, magistrate, or administrative tribunal, including disclosures te opposing counsel in the course of setilement
negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requesi involving an individual, te whom the record pertains, when the individual has requested assistance fromthe
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor af the Agency having need for)
the information in order to perform a contract. Recipients of information shali be required to camply withthe
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(rm).

A record related to an international Application filed underthe Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, fo the International Bureau of the World Intellectual Property Organization, pursuant |
to the Patent Cooperation Treaty.

A record in this systern of records may be disclosed, as a routing use, to ancther federal agency for purposes of
National Securlty review (38 U.S.C. 781) and for review pursuant to the Atomic Energy Act (42 U.S.C. 2718p).

A record from this system of records may be disciosed, as a routine use, to the Administrator, General Services, or |
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibifity to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2905. Such disclosure shail be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (Le., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals,

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) ar issuance of a patent pursuant to 36 U.S.C. 181. Further, a record
may be disclosed, subject fo the Hmitations of 37 CFR 1.14, as a routine use, te ihe public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open te public inspections or an issued patent, ‘

& record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, ifthe USPTO becomes aware of a violation or potential viclaiion of faw or regulation.
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Dec code: IDS

Dec description: Information Disclosure Statement (IDS) Filed
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (03-15}
Approved for use through 07/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99) 
Application Number   a 
Filing Date    

First Named Inventor
  
Derry Shribman 

Art Unit   2459 

Examiner Name  NGUYEN, MINH CHAU  
Attorney Docket Number  | HOLA-005-US2 
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Doc code: IDS PTO/SB/08a (03-15)
ee : : . Approved for use through 07/31/2016. OMB 0651-0031

Dec description: Information Disclosure Statement(IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

| 4025109
poorSCSC—~S

Art Unit 2459

Examiner Name NGUYEN, MINH CHAU

 

 

 
  
   

Application Number 

Filing Date 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT

( Not for submission under 37 CFR 1.99)

 

      Attorney Docket Number | NGUYEN, MINH CHAU 
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

 
14/025,109 09/04/2018 10069936 HOLA-005-US2 6194

131926 7590 08/20/2018

May Patents Ltd. c/o Dorit Shem-Tov
P.O.B 7230

Ramat-Gan, 5217102
TSRAFI.

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 485 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Derry Shribman, ‘Tel Aviv, ISRAEL;
HOLA NEWCOLTD., Netanya, ISRAEL;
Ofer Vilenski, Moshay Hadar Am, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

IR103 (Rey. 10/09)
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PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

LS. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 19¢5, no persons are required to respond to a collection of information unless it contains a valid OMB contrat number.

 
 

as Attomey Docket Number | HOLA-005-uS2
Application Data Sheet 37 CFR 1.76 oT

Application Number :14/025,109 

 
 

 
 Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
  

      | The applicati sheetispart of D ! provis! i application for which it j o ited, oy f
i bibliographic data arranged in a format speci by the United States Patient and Trademark Office as outlined in 37 CFR 1.78.
| This document may be compieted electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
| document may be printed and included in a paper filed application.

 contains  é
 

Secrecy Order 37 CFR &.2:

i cy Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR §.2 (Paper filers only. Applications that fall under Secrecy Order may noi be filed electronically)

 

inventor information: 

inventor 7

: Legal Name 

 
 

 

Prefix! Given Name Micdidie Name Family Name  
Shribman 
   Residence information (Select Gne} () US Residency +

ity [Tel Aviv iCountry of Residence ! AL  
 
 ailing Address of Inventor:

| Address 1 9/6 Beylinsen St.,

| Address 2
i City Tel Aviv State/Province
| Postal Code i 8356708 Country | Elk

inventor 2

Legal Name  
   

 
 

 
 

 

Middle Name  Family Name Suffix

 
Maoshav Hadar Am

  ailing Address of Inventor: 

| Address 7 8 Hahollandim Street 

annnnnn}

t Moshav Hadar Am State/Province
Postal Code 1 42935

All Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

 
   

 

 
Correspondence information:
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PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

 
 

 
 

U.S.P and Trademark Office: US DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required tc respond to a collection of information unless it contains 4 valid OMB control nurnber.

   
 

Application Data Sheet 37 CFR 1.76

 
Attomey Docket Number HOLA-005-US2

Application Number  '14/025,109
i

| Title of invention | SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

 
Tv

  
 

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.2323(a}. 

An Address is being provided for the correspondence information of this application.

Customer Number 431926

Email Address  

 
  
 

 
 
| Total Numberof Drawing Sheets (ifany) | 15 | Suggested Figure for Publication (if ary}meennnennnnnnnnnnnnannnnnnnnnnnnnnnnnnnnannnnmnennaennaennannannnnmenannnnnnennnnnnnanhaanennannnnennnnnennnnnnnannnnmnnnnnnnchannnnnnnnnnnanemannnnnnnnnnnnnanannaannnnnnnennanananennaennamnnnnnnnnennnnnnnannnnnemnnennnsbennnennnnnnmanene:st

iling By Reference:
lOnly complete this section when filing an application by reference under 35 U.S.C. 111(c) and 37 CFR 1.57(a). Do not complete this section if
lapplication papers including a specification and any drawingsare being filed. Any domestic benefit or foreign priority information must be
iprovided in the appropriate section(s) below (Le., “Domestic Benefit/National Stage information” and “ForeignPriority Information’).

 

or the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this

 
i

pplication num fthe pre ing date (YYY D) Intellectual Property Authority or Country
filed application 
Publication information:

[| Request Early Publication (Fee required ai time of Request 37 CFR 1.219)

Request Not to Publish. | nereby request that the attached application not oe published under
35 U.S.C. 122(5) and certify that the invention disclosed in the attached application has not and wil not be the
subject of an appiication filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.
 
Representative Information:

 

 
 

 
  

 

 Representative information should be provided for all oractitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not consitute a powerof attorney in the application (see 37 CFR 1.32).
Elther enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used forthe Represeniative Information during processing.

  
 

 

Please Select One: Customer Number

131926
© US Patent Practitioner ©) Limited Recognition (@7 CFR 11.9)  

| Customer Number 
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PTOVAIA/T 4 (11-19)
Approvedfor use through 04/30/2017. OMB 0651-0032

ant and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Papenwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains 4 valid OMB control number.

Attomey Docket Number | HOLA-005-US2

Application Number | 14/025, 109

 

 

 

 

Application Data Sheet 37 CFR 1.76

| Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

  

 
  

Domestic Benefit/National Stage Information:
This section allowsfor the applicant to either claim benefit under 35 U.S.C. 118(e), 120, 121, 3645(c), or 386(c) orindicate
National Stage entry from a PCT application. Providing benefit claim informationin the Application Data Sheet constitutes
ithe specific reference required by 35 U.S.C. 118(e) or 120, and 37 CFR 1.78.
When referring to the current application, please leave ihe “Application Number’field blank.

 

 

 

  
 

Prior Application Status|Patented T 7

Appiication bias: ves i Prior Application | Fiiing Date ates mbar issue Date
Number Continuity Type | Number | OYYY-MM-DD) Patent Number|aaayy.MM-DD)

469 Division of 42/836059 | 2010-07-14 8560604 2043-10-15
peerceeeeeeeeeeeeeeeeLOLeLLEEE Eee

 | Prior‘Application Status|Expired 

Filing or 371(c) Date

Application Number Continully Type Frior Application Numpery OYYYY-MM-DD)  12/83605S Clairns benehii of provisional 61/249624 ” 2009- 10-08 
Additional Domestic Beneft/National Stage Data may be generated within this form

; by selecting the Add button.

 
 

Foreign Priority Information: 

This section allows forthe applicant to claim priority to a foreign application. Providing this information in the application data sheet
jconstiiutes the claim for priority as required by 35 U.S.C. 119() and 37 CFR 4 35. Whenpriority is claimed to a foreign application
ithat is eligible for retrieval under ihepriority document exchange program (PDK)! ihe information will be used oy the Office to
lautomatically attempt retrieval pursuant fo 37 CFR 1.550301) and (2). Under the PDX program, applicant bears the ultimate
i responsibility for ensuring that a copy of the foreign application is received dy the Office fram the oarticinating foreign intellectual
|property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(q)(1}.i

 
  
 

Application Number

Additional Foreign Priority Data may be generated within this form by selecting the
| Add button.

 
 

Statement under 37 CFR 1.85 or 1.78 for AIA (First inventor to File) Transition
Applications

 
 
 

  

 This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also
contains, or contained at any time, a claim ic a claimed invention that has an effective filing date on or after March

i| 16, 2043.
NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing daie on or after March
16, 2013, will be examined under the first inventor to file provisions of ihe AIA.
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PTOWAIA/14 (11-153
30/2017. OMB 0651-0032

SPARTMENT OF COMMERCE
valid OMB control number.

Approvedfor use through OF,LS. Patent and Trademark Office: U. BE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it conta

| HOLA-N05-US2

: 14/025 109

| Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

  
  
  

 

 
 

Attomey Docket Number 
Application Data Sheet 37 CFR 1.76   

  
 

Application NumberTv

Authorization or Opt-Out of Authorization to Permit Access:

 
Whenthis Application Data Sheet is properly sianed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
iparagraph A in subsection 1 below} and the European Patent Office (EPO) access to any search results from the instant
lapplication (see paragraph B in subsection 1 below).

‘application.“After the initiaal filing of an coplication.aan Application Data Sheet cannot be uusedi to provide or rescind
jauthonzation for access by a foreign IP office(s). Instead, Form PTO/SB/39 or PTO/SB/S9 must be used as appropriate.

4. Authorization to Permit Access by a Foreign Inteliectual Property Office(s}
|

(PO), the Korean intellectual Property Office (KIFO), the State Intellectual property Office of the People’$ Republic of
iChina (SiIPO), the Worid Intellectual Property Organization QVIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
japplication claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
iand its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
(C4).1

iB. Search Results from U.S. Application to EPO - Unless box B in subsection 2 (api-out of authorization) is checked,
ithe undersigned hereby grants the USPTO authority to provide the EPO access io the bibliographic data and search
results from the instant patent application when a Curopean patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(n}2).

‘The applicant is reminded that the EPO'’s Rule 147(4} EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority to
ithe instant application.fanet

| 2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s}
A. Applicant DOESNOT authorize the USPTO to permit a participating foreign IP office access to the instant

{| application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

Oo preeae lf this box is checked, the USPTO will not be* praviding the EPO with search results from the instant
application.

INOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access io the
lapplication in accordance with 37 CFR 1.14.i

 
 

EFS Web 2.2.12

Ex. 1072 - Page 783 Code200, UABv. BrightData Lid.
Code200's Exhibit 1072



Ex. 1072 - Page 784 Code200, UAB v. BrightData Ltd. 
Code200's Exhibit 1072

PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

 
 
 
 

 

  
U.S.P and Trademark Office: US DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required tc respond to a collection of information unless it contains4valid OMB control nurnber.

 
 

  
Attomey Docket Number

Application Number | 14/025, 109

HOLA-005-US2

  
 

Application Data Sheet 37 CFR 1.76
Tv

 | Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Applicant information:

 
Providing assignment information in inis section does not substitute for comphance with any requiroment of part 3 of Tile 37 of CFR

| to have an assignment recorded by the Office. 

 Applicant 4

: ne applicant is the inventor (or the rernaining } nventor or inventors under 3? CFR 1.45), this section should not be completed.
[The information to be provided in this section is ihe name and address of the legal representative who is the applicant under 37 CFR
(1.43; or the name and address of the assignee, person te whomthe inventor is under an obligation to assign the invention, or cersan
iwho otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. if the applicantis an
iapplicant under 37 CFR 1.48 (assignee, person to whom the inventor is obhyated fo assign, or person who otherwise shows sufficient
iproprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should belidentified in this section.

 

 

  
 
 

 

 
 
 

(} Legal Representative under 36 U.S.C. 117 i Joint inventarA

  iC) Person to whomthe inventoris obligated to assign. CQ Porson who shows sufficient proprictary interest 
if applicantis the legal representative, indicate the authority to file the patent application, the inventor is:|

ame of the Deceased or Legally incapacitated Inventor:

 

Fax Number

 

Additional Applicant Gata may be generated within this form by selecting the Add button.Cel

 
Assignee Information including Non-Applicant Assignee Information:

(Providing assignment information in this seciton does not substitute for compliance with any requirement of part 3 af Title
i37 of CFR to have an assignment recorded by the Office.
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PTOVAIA/T 4 (11-19)
Approvedfor use through 04/30/2017. OMB 0651-0032

ant and Trademark Office; US. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995, no persons are required tc respond to a collection of information unless it contains 4 valid OMB control nurnber.

 
  Attomey Docket Number 
 

| HOLA-005-US2

/14/025,109

Tithe of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Application Data Sheet 37 CFR 1.76
Tv  Application Number 

 

 

Assignee 1

  
 

  (Comelete this section if assignee informatior luding n “applicant assignees informatian, is desired to be included an the patent
iapplication publication. An assignee-applicani identified in ihe "Applicant Information” section will appear on the patent application
{publication as an applicani. For an assignee-applicani, complete this section only if identification as an assignee is also desired on ihe
ipatent application publication.

  

 

lf the Assignee or Non-Applicant Assignee is an Organization check here. |

 

 
 

  

 
 

Prefix | Given Name

Address 7

| Address 2
 

 
i Courtryi 
  

  
Phone Number | Fax Number

| Email Address
 

Additional Assignee or Non-Apniicant Assignees Data may be generated within ihis form by
i selecting the Add button.

 

Signature:
INOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b}. However, if this Application
 

isubsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this formmust
iaise be signed in accordance with 37 CFR 1.14(c}.

This Application Date Sheet must be signed by a patent practitioner if one or more of the applicants is a Ruristic
ientity (e.g., corporation or association). if the applicant is two or more joint inventors, this form must be signed by a

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

 

 

 

 2019-01-27

| Signature (Yehuda Binders Date (YYYY-MM-DD)| 2——2—fi@o_

First Name{|Yehuda Last Name I BINDER Registration Number 73612
Additional Signature may be generated within this form by selecting the Add button.i
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PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. OMB 0651-0032

and Tradernark Office: US. DEPARTMENT OF COMMERCE
Under the Papenwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains 4 valid OMB control number.

 

 
  

  

 
 
   

 

  
Attomey Docket Number | HOLA-005-US2

Application Data Sheet 37 CFR 1.76
Tv Application Number | 14/025109

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION 
 

| ‘Tithe of Invention

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentialily is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form toa the USPTO. Time will vary denending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be seni te the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. BDO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Bax 1450, Alexandria, VA 22313-1459.
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Privacy Act Statement

 

1

 

The Privacy Act of 1974 (P_L. 93-579) requires that you be given certain information in connection with your subrnission of the attached forrn related toa patent
application or patent. Accordingly, pursuant to the requirement
is 35 ULS.C. 20b142); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your subtr
Patent and Trademark Office may nat be able to process and/or exarnine your submission, which may result in termination of praceedings or abandonment of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine us:

niormation of the Act, be advised that: (1) the general authority for the collectionof this  
 
 ssion related to a patent application or patent. tf you cdo not furnish the requested information, the U.S.

 

The information on this torm wili be treated confidentially to the exient allowed under ihe Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C, 552a). Records from this systern of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record fram this system of records may be disclosed, as a routina use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be cisclased, as a routine use, to a Memberof Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

 

  A record in this system of records maybe disclosed, as a routine use, to a contractor of the Agencyhaving need for the Information in order to perform
a contract. Recipients of information shail be requirec to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to $ U.S.C.
552a(m).

A record related to an international Applicationfiled under the Patent Cooperation Treaty in this system of recards may he discicsed, as a routine use,
to the International Bureau of the World intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may he disclosed, as a routine use, to another federal agencyfor purposes of National Security review (25 US.C, 181}
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218).

A record fromthis systemof records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2 disclosure shaii be ma n accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (Le., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

  
   

   

 A record fromthis system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122d) of issuance of a patent pursuant to 35 U.S.C. 157. Further, a record may he disclosed, subject bo the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published appiic tion, an application opan to public inspections or an issued patent.

 
 

   A record framthis system of records may be disclosed, as a routine use, ta a Federal, State. or focal law enfor Omes
aware of a violation or potential violation of law or regulation.

ment agency, if the USPTO he  
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Electronic AcknowledgementReceipt

a

seen

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Customer Number: 131926

Yehuda Binder/Dorit Binder

Filer Authorized By: Yehuda Binder

Attorney Docket Number: HOLA-005-US2

Receipt Date: 28-JAN-2019

Filing Date: 12-SEP-2013

Time Stamp: 03:38:15

 
Application Type: Utility under 35 USC 111{a) 

Paymentinformation:

Submitted with Payment

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)

320821

Application Data Sheet ADS-005-14025109. pdf 143627384db1 [0d a8a8d 9c[4047110054) 
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Information:

This is not an USPTO supplied ADSfillable form

Total Files Size (in bytes) 320821

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.

 

Ex. 1072 - Page 789 Code200, UABv. BrightData Lid.
Code200's Exhibit 1072


