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Filterbank-Based Fingerprint Matching
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Abstract—With identity fraud in our society reaching un-
precedented proportions and with an increasing emphasis on the
emerging automatic personal identification applications, biomet-
rics-based verification, especially fingerprint-based identification,
is receiving a lot of attention. There are two major shortcomings
of the traditional approaches to fingerprint representation.
For a considerable fraction of population, the representations
based on explicit detection of complete ridge structures in the
fingerprint are difficult to extract automatically. The widely
used minutiae-based representation does not utilize a significant
component of the rich discriminatory information available in
the fingerprints. Local ridge structures cannot be completely
characterized by minutiae. Further, minutiae-based matching has
difficulty in quickly matching two fingerprint images containing
different number of unregistered minutiae points. The proposed
filter-based algorithm uses a bank of Gabor filters to capture
both local and global details in a fingerprint as a compact fixed
length FingerCode. The fingerprint matching is based on the
Euclidean distance between the two corresponding FingerCodes
and hence is extremely fast. We are able to achieve a verification
accuracy which is only marginally inferior to the best results of
minutiae-based algorithms published in the open literature [1].
Our system performs better than a state-of-the-art minutiae-based
system when the performance requirement of the application
system does not demand a very low false acceptance rate. Finally,
we show that the matching performance can be improved by
combining the decisions of the matchers based on complementary
(minutiae-based and filter-based) fingerprint information.

Index Terms—Biometrics, FingerCode, fingerprints, flow pat-
tern, Gabor filters, matching, texture, verification.

I. INTRODUCTION

W ITH THE advent of electronic banking, e-commerce,
and smartcards and an increased emphasis on the pri-

vacy and security of information stored in various databases,
automaticpersonal identification has become a very important
topic. Accurate automatic personal identification is now needed
in a wide range of civilian applications involving the use of
passports, cellular telephones, automatic teller machines, and
driver licenses. Traditional knowledge-based [password or per-
sonal identification number (PIN)] and token-based (passport,
driver license, and ID card) identifications are prone to fraud be-
cause PIN’s may be forgotten or guessed by an imposter and the
tokens may be lost or stolen. As an example, Mastercard credit
card fraud alone now amounts to more than 450 million U.S.
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Fig. 1. Ridges and automatically detected minutiae points in a fingerprint
image. The core is marked with a�.

dollars annually [2].Biometrics, which refers to identifying an
individual based on his or her physiological or behavioral char-
acteristics has the capability to reliably distinguish between an
authorized person and an imposter.

A biometric system can be operated in two modes: 1) veri-
fication mode and 2) identification mode. A biometric system
operating in the verification mode either accepts or rejects a
user’s claimed identity while a biometric system operating in the
identification mode establishes the identity of the user without
a claimed identity information. In this work, we have focused
only on a biometric system operating in the verification mode.

Among all the biometrics (e.g., face, fingerprints, hand ge-
ometry, iris, retina, signature, voice print, facial thermogram,
hand vein, gait, ear, odor, keystroke dynamics, etc. [2]), finger-
print-based identification is one of the most mature and proven
technique.

A fingerprint is the pattern of ridges and valleys on the sur-
face of the finger [3]. The uniqueness of a fingerprint can be de-
termined by the overall pattern of ridges and valleys as well as
the local ridge anomalies [a ridge bifurcation or a ridge ending,
called minutiae points (see Fig. 1)]. Although the fingerprints
possess the discriminatory information, designing a reliable au-
tomatic fingerprint matching algorithm is very challenging (see
Fig. 2). As fingerprint sensors are becoming smaller and cheaper
[4], automatic identification based on fingerprints is becoming
an attractive alternative/complement to the traditional methods
of identification. The critical factor in the widespread use of fin-
gerprints is in satisfying the performance (e.g., matching speed
and accuracy) requirements of the emerging civilian identifi-
cation applications. Some of these applications (e.g., finger-
print-based smartcards) will also benefit from a compact rep-
resentation of a fingerprint.

1057-7149/00$10.00 © 2000 IEEE ASSA ABLOY Ex 1038 - Page 1 
ASSA ABLOY AB, et al. v. CPC Patent Technologies Pty Ltd. 

IPR2022-01094 - U.S. Patent No. 8,620,039
f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


JAIN et al.: FILTERBANK-BASED FINGERPRINT MATCHING 847

Fig. 2. Difficulty in fingerprint matching. (a) and (b) have the same global
configuration but are images of two different fingers.

The popular fingerprint representation schemes have evolved
from an intuitive system design tailored for fingerprint experts
who visually match the fingerprints. These schemes are either
based on predominantly local landmarks (e.g., minutiae-based
fingerprint matching systems [1], [5]) or exclusively global
information (fingerprint classification based on the Henry
system [6]–[8]). The minutiae-based automatic identification
techniques first locate the minutiae points and then match their
relative placement in a given finger and the stored template
[1]. A good quality fingerprint contains between 60 and 80
minutiae, but different fingerprints have different number of
minutiae. The variable sized minutiae-based representation
does not easily lend itself to indexing mechanisms. Further,
typical graph-based [9]–[11], and point pattern-based [1],
[12], [13] approaches to match minutiae from two fingerprints
need to align the unregistered minutiae patterns of different
sizes which makes them computationally expensive. Corre-
lation-based techniques [14], [15] match the global patterns
of ridges and valleys to determine if the ridges align. The
global approach to fingerprint representation is typically used
for indexing [6]–[8], and does not offer very good individual
discrimination. Further, the indexing efficacy of existing global
representations is poor due to a small number of categories that
can be effectively identified and a highly skewed distribution of
the population in each category. The natural proportion of fin-
gerprints belonging to categories whorl (whorl and double loop
put together), loop (right and left loop put together), and arch
(arch and tented arch put together), is 0.279, 0.655, and 0.066,
respectively. Both these approaches utilize representations
which cannot be easily extracted from poor quality fingerprints.

The smooth flow pattern of ridges and valleys in a fingerprint
can be viewed as an oriented texture field [16]. The image inten-
sity surface in an ideal fingerprint image is comprised of ridges
whose direction and height vary continuously, which consti-
tutes an oriented texture. Most textured images contain a limited
range of spatial frequencies, and mutually distinct textures differ
significantly in their dominant frequencies [17]–[19]. Textured
regions possessing different spatial frequency, orientation, or
phase can be easily discriminated by decomposing the texture
in several spatial frequency and orientation channels. For typical

fingerprint images scanned at 500 dpi, there is a little variation
in the spatial frequencies (inter-ridge distances) among different
fingerprints. This implies that there is an optimal scale (spatial
frequency) for analyzing the fingerprint texture. Every point in
a fingerprint image is associated with a dominant local orien-
tation and a local measure of coherence of the flow pattern. A
symbolic description of a fingerprint image can be derived by
computing the angle and coherence at each point in the image.
Fingerprints can be identified by using quantitative measures as-
sociated with the flow pattern (oriented texture) as features.

It is desirable to explore representation schemes which com-
bine global and local information in a fingerprint. We present
a new representation for the fingerprints which yields a rela-
tively short, fixed length code, calledFingerCode[6] suitable
for matching as well as storage on a smartcard. The matching
reduces to finding the Euclidean distance between these Finger-
Codes and hence the matching is very fast and the representa-
tion is amenable to indexing. We utilize both the global flow
of ridge and valley structures and the local ridge characteristics
to generate a short fixed length code for the fingerprints while
maintaining a high recognition accuracy.

The proposed scheme of feature extraction tessellates the re-
gion of interest of the given fingerprint image with respect to
a reference point (Fig. 3). A feature vector is composed of an
ordered enumeration of the features extracted from the (local)
information contained in each subimage (sector) specified by
the tessellation. Thus, the feature elements capture the local in-
formation and the ordered enumeration of the tessellation cap-
tures the invariant global relationships among the local patterns.
The local discriminatory information in each sector needs to be
decomposed into separate components. Gabor filterbanks are a
well-known technique to capture useful information in specific
bandpass channels as well as to decompose this information into
biorthogonal components in terms of spatial frequencies. A fea-
ture vector, which we call FingerCode, is the collection of all
the features (for every sector) in each filtered image. These fea-
tures capture both the global pattern of ridges and valleys and
the local characteristics. Matching is based on the Euclidean dis-
tance between the FingerCodes.

II. FILTER-BASED FEATURE EXTRACTION

It is desirable to obtain representations for fingerprints which
are scale, translation, and rotation invariant. Scale invariance is
not a significant problem since most fingerprint images could
be scaled as per the dpi specification of the sensors. The rota-
tion and translation invariance could be accomplished by estab-
lishing a reference frame based on the intrinsic fingerprint char-
acteristics which are rotation and translation invariant. It is also
possible to establish many frames of reference based upon sev-
eral landmark structures in a fingerprint to obtain multiple repre-
sentations. At the expense of additional processing and storage
cost, the multiple representations offer robust matching perfor-
mance when extraction algorithm fails to detect one or more
frames of reference. In the proposed feature extraction scheme,
translation is handled by a single reference point location during
the feature extraction stage. The present implementation of fea-
ture extraction assumes that the fingerprints are vertically ori-ASSA ABLOY Ex 1038 - Page 2 
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Fig. 3. System diagram of our fingerprint authentication system.

ented. In reality, the fingerprints in our database are not exactly
vertically oriented; the fingerprints may be oriented up to
away from the assumed vertical orientation. This image rotation
is partially handled by a cyclic rotation of the feature values
in the FingerCode in the matching stage; in future implemen-
tations, the image rotation will be correctly handled by auto-
matically determining the fingerprint orientation from the image
data. The current scheme of feature extraction tessellates the re-
gion of interest in the given fingerprint image with respect to the
point of reference. The four main steps in our feature extraction
algorithm are

1) determine a reference point and region of interest for the
fingerprint image;

2) tessellate the region of interest around the reference point;
3) filter the region of interest in eight different directions

using a bank of Gabor filters (eight directions are required
to completely capture the local ridge characteristics in
a fingerprint while only four directions are required to
capture the global configuration [6]);

4) compute the average absolute deviation from the mean
(AAD) of gray values in individual sectors in filtered im-
ages to define the feature vector or the FingerCode.

In the current implementation, we have used the AAD features
which give slightly better performance than variance features
[6] on both the MSU_DBI and NIST 9 databases. Although
AAD features perform reasonably well, we believe that a sig-
nificantly better performance can be achieved by using more
discriminative features.

Let denote the gray level at pixel in an
fingerprint image and let denote the reference point.
Theregion of interestis defined as the collection of all the sec-
tors , where the th sector is computed in terms of param-
eters as follows:
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Fig. 4. Reference point (�), the region of interest, and 80 sectors
superimposed on a fingerprint.

where

(2)

(3)

(4)

(5)

is the width of each band,is the number of sectors considered
in each band, and , where is the number
of concentric bands considered around the reference point for
feature extraction. These parameters depends upon the image
resolution and size. In our first experiment with MSU_DBI data-
base (image size = pixels, scanned at 500 dpi), we
considered five concentric bands ( ) for feature extraction.
Each band is 20-pixels wide ( ), and segmented into six-
teen sectors ( ) (Fig. 4). A 20-pixel wide band captures
an area spanning about one ridge and valley pair, on an average,
in a 500 dpi fingerprint image. A band with a width of 20 pixels
is necessary to capture a single minutia in a sector, allowing our
low-level features to capture this local information. If the sector
width is more than 20 pixels, then the local information may
be modulated by more global information. The innermost band
(circle) is not used for feature extraction because the flow field
in a region around a very high curvature point (core) has poor co-
herence. Thus, absolute deviations of oriented Gabor responses
to this region would be expected to be unreliable matching fea-
tures. Thus, we have a total of sectors ( through

) and the region of interest is a circle of radius 120 pixels,
centered at the reference point. Eighty features for each of the
eight filtered images provide a total of 640 ( ) features per
fingerprint image. Each feature can be quantized into 256 values
and requires 1 byte of storage, so the entire feature vector re-
quires only 640 bytes of storage. In our second experiment with
NIST 9 database (image size = pixels, scanned at
500 dpi), we used seven concentric bands ( ), , and

, giving us an 896 byte FingerCode.

Fig. 5. Concave and convex ridges in a fingerprint image when the finger is
positioned upright.

It is difficult to rely on feature extraction based on explicit de-
tection of structural features in fingerprints, especially in poor
quality images. Features based on statistical properties of im-
ages are likely to degrade gracefully with the image quality de-
terioration. For this study, we use grayscale variance-based fea-
tures. The average absolute deviation of the gray levels from the
mean value in an image sector is indicative of the overall ridge
activity in that sector which we claim to be useful for finger-
print verification. As noted in Section IV, our matcher based on
this simple statistical feature performs well and we expect to
achieve significantly better accuracies with more discriminative
attributes.

A. Reference Point Location

Fingerprints have many conspicuous landmark structures and
a combination of them could be used for establishing a reference
point. We define the reference point of a fingerprint as the point
of maximum curvature of the concave ridges (see Fig. 5) in the
fingerprint image.

Many previous approaches to determination of a reference
point ( ) critically relied on the local features like Poincaré
index or some other similar properties of the orientation field.
While these methods work well in good quality fingerprint
images, they fail to correctly localize reference points in
poor quality fingerprints with cracks and scars, dry skin, or
poor ridge and valley contrast. Recently, Hong and Jain have
attempted to judiciously combine the orientation field informa-
tion with available ridge details in a fingerprint [8]. However,
this method does not reliably handle poor quality fingerprints
when the orientation field is very noisy and can be misled by
poor structural cues in the presence of finger cracks.

In order that a reference point algorithm gracefully handle
local noise in a poor quality fingerprint, the detection should
necessarily consider a large neighborhood in the fingerprint.
On the other hand, for an accurate localization of the reference
point, the approach should be sensitive to the local variations in
a small neighborhood. To meet these conflicting requirements of
an accurate and reliable localization, we propose a new method
of reference point determination based on multiple resolution
analysis of the orientation fields. Our new method locates the
reference point more precisely than the algorithm proposed by
Hong and Jain [8].

Let us first define theorientation field, , for a fingerprint
image. The orientation field, , is defined as a image,
where represents the local ridge orientation at pixel

. Local ridge orientation is usually specified for a block
rather than at every pixel; an image is divided into a set of
nonoverlapping blocks and a single orientation is defined forASSA ABLOY Ex 1038 - Page 4 
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Fig. 6. Estimating the reference point. (a) Smoothed orientation field overlapped on the original image. (b) Orientation field (w = 10) shown as intensity
distribution; the background has been segmented. (c)sinecomponent of the orientation field; the darkest pixel marks the detected reference point. Images have
been scaled for viewing.

each block [see Fig. 6(a) and (b)]. Note that there is an ambi-
guity of in fingerprint orientation, i.e., local ridges oriented at

and ridges oriented at cannot be differentiated from
each other. A number of methods have been developed to esti-
mate the orientation field in a fingerprint [20]–[23]. The least
mean square orientation estimation algorithm [33] has the fol-
lowing steps.

1) Divide , the input image, into nonoverlapping blocks of
size .

2) Compute the gradients and at each pixel
. Depending on the computational requirement, the

gradient operator may vary from the simpleSobeloper-
ator to the more complexMarr–Hildreth operator [24].

3) Estimate the local orientation of each block centered at
pixel using the following equations [23]:

(6)

(7)

(8)

where is the least square estimate of the local
ridge orientation at the block centered at pixel .
Mathematically, it represents the direction that is orthog-
onal to the dominant direction of theFourier spectrum
of the window.

A summary of our reference point location algorithm is pre-
sented below.

1) Estimate the orientation field as described above using
a window size of .

2) Smooth the orientation field in a local neighborhood. Let
the smoothed orientation field be represented as. In
order to perform smoothing (low-pass filtering), the ori-
entation image needs to be converted into acontinuous
vector field, which is defined as follows:

(9)

and

(10)

andwhere and , are the and components of the
vector field, respectively. With the resulting vector field,
the low-pass filtering can then be performed as follows:

(11)

and

(12)

where is a two-dimensional low-pass filter with unit
integral and specifies the size of the filter. Note
that the smoothing operation is performed at the block
level. For our experiments, we used a mean filter.
The smoothed orientation field at is computed
as follows:

(13)

3) Compute , an image containing only thesinecomponent
of [see Fig. 6(c)]

(14)

4) Initialize , a label image used to indicate the reference
point.

5) For each pixel in , integrate pixel intensities (sine
component of the orientation field) in regions and
shown in Fig. 7 and assign the corresponding pixels in
the value of their difference

(15)

The regions and (see Fig. 7) were determined em-
pirically by applying the reference point location algo-
rithm over a large database. The geometry of regions
and is designed to capture the maximum curvatureASSA ABLOY Ex 1038 - Page 5 
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