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Filterbank-Based Fingerprint Matching

Anil K. Jain, Fellow, IEEE, Salil Prabhakar, Lin Hong, and Sharath Pankanti

Abstract—With identity fraud in our society reaching un-
precedented proportions and with an increasing emphasis on the
emerging automatic personal identification applications, biomet-
rics-based verification, especially fingerprint-based identification,
is receiving a lot of attention. There are two major shortcomings
of the traditional approaches to fingerprint representation.
For a considerable fraction of population, the representations
based on explicit detection of complete ridge structures in the
fingerprint are difficult to extract automatically. The widely
used minutiae-based representation does not utilize a significant
component of the rich discriminatory information available in
the fingerprints. Local ridge structures cannot be completely
characterized by minutiae. Further, minutiae-based matching has
difficulty in quickly matching two fingerprint images containing
different number of unregistered minutiae points. The proposed
filter-based algorithm uses a bank of Gabor filters to capture >
both local and global details in a fingerprint as a compact fixed I T
length FingerCode. The fingerprint matching is based on the = Sy S e
Euclidean distance between the two corresponding FingerCodes
and hence is extremely fast. We are able to achieve a verification Fig. 1. Ridges and automatically detected minutiae points in a fingerprint
accuracy which is only marginally inferior to the best results of image. The core is marked with>a.
minutiae-based algorithms published in the open literature [1].

Our system performs better than a state-of-the-art minutiae-based g||ars annually [2]Biometrics, which refers to identifying an

system when the performance requirement of the application . _ .. . : . : . :
system does not demand a very low false acceptance rate. Fina”yllndlwdual based on his or her physiological or behavioral char

we show that the matching performance can be improved by acteristics has the capability to reliably distinguish between an
combining the decisions of the matchers based on complementary authorized person and an imposter.

(minutiae-based and filter-based) fingerprint information. A biometric system can be operated in two modes: 1) veri-
Index Terms—Biometrics, FingerCode, fingerprints, flow pat- fication mode and 2) identification mode. A biometric system
tern, Gabor filters, matching, texture, verification. operating in the verification mode either accepts or rejects a

user’s claimed identity while a biometric system operating in the
identification mode establishes the identity of the user without
a claimed identity information. In this work, we have focused
ITH THE advent of electronic banking, e-commercegnly on a biometric system operating in the verification mode.
and smartcards and an increased emphasis on the priAmong all the biometrics (e.g., face, fingerprints, hand ge-
vacy and security of information stored in various databasesnetry, iris, retina, signature, voice print, facial thermogram,
automaticpersonal identification has become a very importahand vein, gait, ear, odor, keystroke dynamics, etc. [2]), finger-
topic. Accurate automatic personal identification is now needgdint-based identification is one of the most mature and proven
in a wide range of civilian applications involving the use ofechnique.
passports, cellular telephones, automatic teller machines, and fingerprint is the pattern of ridges and valleys on the sur-
driver licenses. Traditional knowledge-based [password or pé&iee of the finger [3]. The uniqueness of a fingerprint can be de-
sonal identification number (PIN)] and token-based (passpaermined by the overall pattern of ridges and valleys as well as
driver license, and ID card) identifications are prone to fraud btie local ridge anomalies [a ridge bifurcation or a ridge ending,
cause PIN’s may be forgotten or guessed by an imposter andt¢h#ed minutiae points (see Fig. 1)]. Although the fingerprints
tokens may be lost or stolen. As an example, Mastercard crgglissess the discriminatory information, designing a reliable au-
card fraud alone now amounts to more than 450 million U.8matic fingerprint matching algorithm is very challenging (see
Fig. 2). Asfingerprint sensors are becoming smaller and cheaper
Manuscript received May 11, 1999; revised November 16, 1999. The asgé]' automatic identification based on fingerprints is becoming
ciate editor coordinating the review of this manuscript and approving it for pun attractive alternative/complement to the traditional methods

lication was Prof. Alan C. Bovik. ____ofidentification. The critical factor in the widespread use of fin-
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fingerprint images scanned at 500 dpi, there is a little variation
in the spatial frequencies (inter-ridge distances) among different
fingerprints. This implies that there is an optimal scale (spatial
frequency) for analyzing the fingerprint texture. Every point in

a fingerprint image is associated with a dominant local orien-
tation and a local measure of coherence of the flow pattern. A
symbolic description of a fingerprint image can be derived by
computing the angle and coherence at each point in the image.
Fingerprints can be identified by using quantitative measures as-
sociated with the flow pattern (oriented texture) as features.

Itis desirable to explore representation schemes which com-
bine global and local information in a fingerprint. We present
a new representation for the fingerprints which yields a rela-

(a) (b) tively short, fixed length code, calleéingerCode[6] suitable
for matching as well as storage on a smartcard. The matching
Fig. 2. Difficulty in fingerprint matching. (a) and (b) have the same globdieduces to finding the Euclidean distance between these Finger-
configuration but are images of two different fingers. Codes and hence the matching is very fast and the representa-
tion is amenable to indexing. We utilize both the global flow

The popular fingerprint representation schemes have evoh@didge and valley structures and the local ridge characteristics
from an intuitive system design tailored for fingerprint expert® generate a short fixed length code for the fingerprints while
who visually match the fingerprints. These schemes are eittiggintaining a high recognition accuracy.
based on predominantly local landmarks (e.g., minutiae-based he proposed scheme of feature extraction tessellates the re-
fingerprint matching systems [1], [5]) or exclusively globapion of interest of the given fingerprint image with respect to
information (fingerprint classification based on the Henr@ reference point (Fig. 3). A feature vector is composed of an
system [6]-[8]). The minutiae-based automatic identificatioprdered enumeration of the features extracted from the (local)
techniques first locate the minutiae points and then match thigiformation contained in each subimage (sector) specified by
relative p|acement in a given finger and the stored tempkﬂ@ tessellation. Thus, the feature elements capture the local in-
[1]. A good quality fingerprint contains between 60 and gfPrmation and the ordered enumeration of the tessellation cap-
minutiae, but different fingerprints have different number dtires the invariant global relationships among the local patterns.
minutiae. The variable sized minutiae-based representatiaﬁﬁ local discriminatory information in each sector needs to be
does not easily lend itself to indexing mechanisms. Furthélecomposed into separate components. Gabor filterbanks are a
typical graph-based [9]-[11], and point pattern-based [1)ell-known technique to capture useful information in specific
[12], [13] approaches to match minutiae from two fingerprint8andpass channels as well as to decompose this information into
need to align the unregistered minutiae patterns of differpirthogonal components in terms of spatial frequencies. A fea-
sizes which makes them computationally expensive. Coriiglre vector, which we call FingerCode, is the collection of all
lation-based techniques [14], [15] match the global patterfite features (for every sector) in each filtered image. These fea-
of ridges and valleys to determine if the ridges align. Thelres capture both the global pattern of ridges and valleys and
g|0ba| approach to fingerprint representation is '[yp|ca||y uséhe local characteristics. Matching is based on the Euclidean dis-
for indexing [6]-[8], and does not offer very good individuafance between the FingerCodes.
discrimination. Further, the indexing efficacy of existing global
representations is poor due to a small number of categories that
can be effectively identified and a highly skewed distribution of
the population in each category. The natural proportion of fin- It is desirable to obtain representations for fingerprints which
gerprints belonging to categories whorl (whorl and double logye scale, translation, and rotation invariant. Scale invariance is
put together), loop (right and left loop put together), and araiot a significant problem since most fingerprint images could
(arch and tented arch put together), is 0.279, 0.655, and 0.066,scaled as per the dpi specification of the sensors. The rota-
respectively. Both these approaches utilize representatigias and translation invariance could be accomplished by estab-
which cannot be easily extracted from poor quality fingerprintishing a reference frame based on the intrinsic fingerprint char-

The smooth flow pattern of ridges and valleys in a fingerprirgtcteristics which are rotation and translation invariant. It is also
can be viewed as an oriented texture field [16]. The image intgmassible to establish many frames of reference based upon sev-
sity surface in an ideal fingerprint image is comprised of ridgesgal landmark structures in a fingerprint to obtain multiple repre-
whose direction and height vary continuously, which constsentations. At the expense of additional processing and storage
tutes an oriented texture. Most textured images contain a limitedst, the multiple representations offer robust matching perfor-
range of spatial frequencies, and mutually distinct textures differance when extraction algorithm fails to detect one or more
significantly in their dominant frequencies [17]-[19]. Texturedrames of reference. In the proposed feature extraction scheme,
regions possessing different spatial frequency, orientation, taanslation is handled by a single reference point location during
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Fig. 3. System diagram of our fingerprint authentication system.

ented. In reality, the fingerprints in our database are not exactly4) compute the average absolute deviation from the mean
vertically oriented; the fingerprints may be oriented up-t5° (AAD) of gray values in individual sectors in filtered im-
away from the assumed vertical orientation. This image rotation  ages to define the feature vector or the FingerCode.

is partially handled by a cyclic rotation of the feature value, the current implementation, we have used the AAD features
in the FingerCode in the matching stage; in future implemeqnich give slightly better performance than variance features
tations, the image rotation will be correctly handled by autgg] on both the MSU_DBI and NIST 9 databases. Although

matically determining the fingerprint orientation from the imag@ Ap features perform reasonably well, we believe that a sig-
data. The current scheme of feature extraction tessellates th%‘iﬁcantly better performance can be achieved by using more
gion of interest in the given fingerprintimage with respect to thgiscriminative features.

point of reference. The four main steps in our feature extractionLetI(x y) denote the gray level at pixét, ) in anM x N

algorithm are _ _ _ fingerprint image and letz., v.) denote the reference point.
1) determine a reference point and region of interest for tiée region of interests defined as the collection of all the sec-
fingerprint image; tors S;, where theth sectorsS; is computed in terms of param-

2) tessellate the region of interest around the reference poiﬁfers(h 6) as follows:

3) filter the region of interest in eight different directions
using a bank of Gabor filters (eight directions are required
to completely capture the local ridge characteristics in
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Concave ridges Convex ridges

Fig. 5. Concave and convex ridges in a fingerprint image when the finger is
positioned upright.

Itis difficult to rely on feature extraction based on explicit de-
tection of structural features in fingerprints, especially in poor
quality images. Features based on statistical properties of im-
ages are likely to degrade gracefully with the image quality de-
terioration. For this study, we use grayscale variance-based fea-
tures. The average absolute deviation of the gray levels from the
mean value in an image sector is indicative of the overall ridge
activity in that sector which we claim to be useful for finger-
print verification. As noted in Section IV, our matcher based on
Fig. 4. Reference point), the region of interest, and 80 sectorsthiS simple statistical feature performs well and we expect to
superimposed on a fingerprint. achieve significantly better accuracies with more discriminative
attributes.

where . .
A. Reference Point Location

Li=idivk @ Fingerprints have many conspicuous landmark structures and
0; = (¢ mod k) x (27 /k) (3) acombination of them could be used for establishing a reference
r=v(z —z:)2 4+ (y — y.)? (4) point. We define the reference point of a fingerprint as the point
6 = tan~! ((y — yo)/(x — 22)) (5) of maximum curvature of the concave ridges (see Fig. 5) in the

fingerprint image.
bis the width of each band,is the number of sectors considered Many previous approaches to determination of a reference
in each band, and= 0--- (B x k— 1), whereB is the number point (z., y.) critically relied on the local features like Poincaré
of concentric bands considered around the reference point fimex or some other similar properties of the orientation field.
feature extraction. These parameters depends upon the imafele these methods work well in good quality fingerprint
resolution and size. In our first experiment with MSU_DBI datamages, they fail to correctly localize reference points in
base (image size 508 x 480 pixels, scanned at 500 dpi), wepoor quality fingerprints with cracks and scars, dry skin, or
considered five concentric band8 & 5) for feature extraction. poor ridge and valley contrast. Recently, Hong and Jain have
Each band is 20-pixels widé & 20), and segmented into six- attempted to judiciously combine the orientation field informa-
teen sectorsi{ = 16) (Fig. 4). A 20-pixel wide band capturestion with available ridge details in a fingerprint [8]. However,
an area spanning about one ridge and valley pair, on an averdgis, method does not reliably handle poor quality fingerprints
in a 500 dpi fingerprintimage. A band with a width of 20 pixelsvhen the orientation field is very noisy and can be misled by
is necessary to capture a single minutia in a sector, allowing qaoor structural cues in the presence of finger cracks.
low-level features to capture this local information. If the sector In order that a reference point algorithm gracefully handle
width is more than 20 pixels, then the local information malpcal noise in a poor quality fingerprint, the detection should
be modulated by more global information. The innermost bamgcessarily consider a large neighborhood in the fingerprint.
(circle) is not used for feature extraction because the flow fietdn the other hand, for an accurate localization of the reference
inaregion around a very high curvature point (core) has poor gmint, the approach should be sensitive to the local variations in
herence. Thus, absolute deviations of oriented Gabor resporesemall neighborhood. To meet these conflicting requirements of
to this region would be expected to be unreliable matching fean accurate and reliable localization, we propose a new method
tures. Thus, we have a total o6 x 5 = 80 sectors §, through of reference point determination based on multiple resolution
S+9) and the region of interest is a circle of radius 120 pixelgnalysis of the orientation fields. Our new method locates the
centered at the reference point. Eighty features for each of tieéerence point more precisely than the algorithm proposed by
eight filtered images provide a total of 6480(x 8) features per Hong and Jain [8].
fingerprintimage. Each feature can be quantized into 256 valued et us first define theorientation field,@, for a fingerprint
and requires 1 byte of storage, so the entire feature vector ireage. The orientation field?, is defined as & x ¢ image,
quires only 640 bytes of storage. In our second experiment witthere O(¢, j) represents the local ridge orientation at pixel
NIST 9 database (image size832 x 768 pixels, scanned at (¢, 7). Local ridge orientation is usually specified for a block
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(a) (b) (c)

Fig. 6. Estimating the reference point. (a) Smoothed orientation field overlapped on the original image. (b) Orientatian feld() shown as intensity
distribution; the background has been segmentedsif@component of the orientation field; the darkest pixel marks the detected reference point. Images have
been scaled for viewing.

each block [see Fig. 6(a) and (b)]. Note that there is an ambi- and
guity of 7 in fingerprint orientation, i.e., local ridges oriented at & (i D) — sin (200, i 1
7/2 and ridges oriented &r/2 cannot be differentiated from ol J) = sin (200, 5) (10)
each other. A number of methods have been developed to esti- andwhered, and®,, are ther andy components of the
mate the orientation field in a fingerprint [20]-{23]. The least ~ vector field, respectively. With the resulting vector field,
mean square orientation estimation algorithm [33] has the fol-  the low-pass filtering can then be performed as follows:

lowing steps. we /2 we /2
1) Divide Z, the input image, into nonoverlapping blocks of ! (i, 5) = Z Z W (u, v)
sizew x w. u=—wg /2 v=—wg /2
2) Compute the gradiens. (¢, j) andd, (¢, j) at each pixel (1 — uw, j — vw) (11)
(i, ). Depending on the computational requirement, the and
gradient operator may vary from the sim@ebeloper- we /2 we /2
ator to the more compledarr—Hildreth operator [24]. (1,;@ §) = Z Z W (u, v)

3) Estimate the local orientation of each block centered at
pixel (¢, j) using the following equations [23]:

u=—we /2 v=—we /2

<P, (1 — uw, § —vw) (12)
itw/2 tw/2 whereW is a two-dimensional low-pass filter with unit
Vali, )= > > 200(u, v)9y(u, v)  (6) integral andws X we specifies the size of the filter. Note
u=i—w/2 v=j—w/2 that the smoothing operation is performed at the block
itw/2  jtw/2 level. For our experiments, we used & 5 mean filter.
YV, (i, 5) = Z Z (92(u, v) — 95 (u, v)) (7) The smoothed orientation field at (i, j) is computed
u=i—w/2 v=j—w/2 as follows:
L (V) PP S 4 ACY)
t, J) — < 14 P — O 1, 1) = = teo . 13
O3y =5t <vw(z‘, 7 © GCh=3 (g6 43

where O(i, j) is the least square estimate of the local 3) Computé, animage containing only trnecomponent

p .
ridge orientation at the block centered at pixel j). of O [see Fig. 6(c)]
Mathematically, it represents the direction that is orthog- E(@i, 7) = sin (O'(i, §)). (14)
onal to the dominant direction of tHeourier spectrum 4)
of thew x w window.
A summary of our reference point location algorithm is pre- 5)
sented below.

Initialize A, a label image used to indicate the reference
point.

For each pixe{:, ) in &, integrate pixel intensities (sine
component of the orientation field) in regioRg andR;;

1) Estimate the orientation fiel@ as described above using shown in Fig. 7 and assign the corresponding pixeld in
a window size ofw x w. the value of their difference

2) Smooth the orientation field in a local neighborhood. Let o o o
the smoothed orientation field be represented4sin A, §) =Y €)= D €3, ) (15)
order to perform smoothing (low-pass filtering), the ori- B Rrr
entation image needs to be converted intooatinuous The regiondi; andR;; (see Fig. 7) were determined em-
vector field. which is defined as follows: pirically by applying the reference point location algo-
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