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"' (57) Abstract: A portable or embedded access device is provided for being coupled to, and for allowing only authorized users access 
"' to, an access-limited apparatus, device, network or system, e.g. a computer terminal, an internet bank or a corporate or government 
~ intranet. The access device comprises an integrated circuit (IC) (1) providing increased security by bridging the functionality of 
"" fingerprint input from a user and, upon positive authentication of the user's fingerprint to provide secure communication with the 
0 said access-limited apparatus, device, network or system. A corresponding method of using the portable device the embedded device 
~ is disclosed for providing a bridge from biometrics input to a computer, into secure communication protocol responses to a non-

biometrics network.An embedded access control and user input device or apparatus for being a built-in part of stand alone appliances 
0 with some form of access control, e.g. hotel safes, medicine cabinet or the like, and for providing increased security, is also provided. 
> Further, a method of providing secured access control and user input in stand-alone appliances having an embedded access control 
;;, or user input device according to the invention is also explained. 
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DEVICES FOR COMBINED ACCESS AND INPUT 

PCT/NO2003/000421 

This invention is in general related to access and input 

devices for giving access and allowing user input in access 

limited devices, apparatuses, appliances, systems or 

5 networks. 

In particular the invention is related to a portable and 

an embedded access or input devices and methods of using 

these in order to obtain a high level of security. 

Automated access from a device or terminal to another 

10 device or a network/ server is subject to authentication of 

authorized users. Such automated access eliminates manual 

authentication of the user by human recognition, and has to 

rely on some form of electronic identification of the user. 

One way to resolve such electronic identification of the 

15 user is to issue a secret password to the user. Another 

method is to issue a physical token to the user. In both 

cases the system relies on the assumption that the person 

knowing such password, or alternatively carrying such 

physical token, has proved his identity, assuming that this 

20 has authenticated the authorized user. This is not the case, 

as passwords, or tokens, may intentionally be passed away to 

a third person, or non-intentionally and illegally acquired 

by such third person. Despite these obvious shortcomings of 

such identification by something you know (e.g. a password) 

25 or something you carry (e.g. a token) this method is still 

the dominating method of user identification to networks/ 

servers, etc. because it is practical, but mainly because no 

better alternative is still commercially available in greater 

scale. 

30 An alternative identification method is by something you 

are, meaning some sort of secure identification by 

biometrics, such as fingerprints. Al though biometrics is 

gaining ground, this happens slowly and is not employed in a 

greater scale. There are several reasons for this slow growth 

35 in biometrics identification for access to networks and 
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servers; 

a. Biometrics has to gain wide public acceptance. 

This will be the case as soon as the benefit from 

biometrics identification outranks assumed disadvantages. 

5 This includes lack of knowledge about, and lack of 

available biometrics solutions. Very few users will 

acquire biometrics solutions per se, if such biometrics do 

not form part of an overall solution that provides 

substantial benefits to the user in the form of increased 

10 convenience and availability. Basically this item will be 

resolved when items (b) and (c) are resolved. 

15 

b. The unit cost of biometrics sensors still needs to be 

reduced, to achieve widespread commercial solutions. This 

is partly pending on cost-efficient designs, which are 

continuously evolving, but mainly pending on volume. This 

item will accordingly be resolved when item (c) is 

resolved. 

c. The major obstacle against secure access authentication 

by biometrics is that the systems and solution providers 

20 must embed biometrics access control in their systems. The 

major obstacle to this is that there are still no commonly 

accepted international standards of biometrics. A system 

or solution provider must therefore choose between several 

alternative emerging biometrics standards, at the risk of 

25 

30 

choosing the wrong one, or one of the standard proposals 

that will not be the dominating winner. Most major system 

providers are reluctant to make a choice on this basis, 

because of the grave consequences from a wrong selection; 

- The costs involved by modifying software on servers 

etc. are considerable, especially if the non-winning 

standard is selected, and the software modification 

process has to be repeated in the near future. The price 

of biometrics hardware adds to this. 
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- The negative public relation effects from selecting the 

non-winning biometrics standard may be serious, and 

shall not be under-emphasized. 

- The time to market will be severely prolonged if 

selecting a non-winning biometrics standard. This is 

further aggravated by the lead this will give any major 

competitors having selected the winning biometrics 

standard from the outset. This may upset the entire 

ranking between major solution providers. 

Prior-art attempts to resolve this problem have been to 

enforce biometrics standards. However, there are currently 

several alternative standards battling side-by-side without 

any clear winner yet. Some known attempts to resolve the 

problems have been to use extracted specifics of biometrics 

15 to form encryption keys. One such solution is described in US 

patent 5,995,630 as it requires identical biometrics 

representation at the receiving end (e.g. a network server). 

A similar approach is described in US patent 5,991,408. 

However, none of these resolves the problem of avoiding the 

20 need to choose a biometrics standard as they both pose an 

even more serious problem that will delay biometrics 

implementation even further; namely proprietary solutions. 

Other attempts to resolve the problem are focused on 

improving the communication security by the concept of public 

25 key cryptosystems, as e.g. per European patent EP O 225 010 

Bl. Though such systems enhances the security of network 

communication over insecure communication lines, the public 

key cryptosystems do not prove that the bearer of electronic 

certificates (checksums of keys and other identity features) 

30 is actually the right person. In addition these systems do 

still require a PIN code for the user to access the PKI 

system with electronic certificates. This means that yet 

another PIN code has to be remembered by the user. Moreover, 

the system security is no better than the protection of this 

35 PIN code. As a countermeasure to breaking PIN codes, the 
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industry tends to make longer and longer PIN codes, making it 

even more difficult for the user to remember these. The 

natural response of the users is to write down the PIN codes, 

leaving the potential security breach wide open. 

Accordingly the present two main directions of prior-art 

attempts to resolve the problems (biometrics encryption, and 

biometrics representation on servers, on one hand and the 

concept of public key cryptosystems on the other hand) do not 

really solve the above problems in network communication, and 

10 certainly not for secure access to devices and apparatuses. 

Apparent competitors to the portable embo,diments of the 

present invention are so-called USB Dongles with memory 

onboard (up to 1 Gb). Some of these USB Dongle memory devices 

are even equipped with fingerprint sensors to prevent 

15 unauthorized access to the information stored onboard the USB 

Dongle. While these devices may physically look somewhat 

-alike one of the preferred embodiments of the present 

invention, there is no similarity in their functionality at 

all. The USB Dongles presently on the market are purely 

20 portable storage means, while the present invention focuses 

on secure communication triggered by an authorized 

fingerprint on such portable devices. 

On this basis the major solution providers are hesitant 

to make an early move, though there is a general consensus 

25 that biometrics access control is far more secure, and 

convenient, than password-based or token-based access 

control. However, when the market leaders are hesitant to 

provide biometrics access methods widely offered to the 

market, the lack of availability to the general public will 

30 continue to restrain the growth of biometrics access control 

systems. 

It is one object of the present invention to overcome the 

above limitations by providing a portable access device for 

being coupled to, and for allowing only authorized users 

35 access to, an access-limited apparatus, device, network or 
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