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biometric arrangements store (207) a card user’s biometric signa-
card ture in a local memory (124) in a verification station
pointer {127) the first time the card user uses the verification sta-
used for tion {127) in question. The biometric signature is stored
2‘; dp::ty at a memory address (607) defined by the card infor-
application mation (605) on the user’s card (601). All future uses
208 —_| of the particular verification station (127) by someone
submitting the aforementioned card (601) requires the
Pracess card M. 202 card nser to submit both the card allad a biometric signa-
information see Fig. 8 ture, which is verified against the signature stored at the
‘ memory address defined by the card information (605)
thereby determining if the person submitting the ¢ard is
Requast & authorised to do so.
recsive biometric [\~ 203
signature
205 see Fig. 6
Memory {card data) = A V:”mﬁ:::” —_—
Memory (card data) = E::::}r:::t -
206 ~
207
Alert process see Fig. 7
208
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IMPROVING CARD DEVICE SECURITY USING BIOMETRICS
Field of the Invention

The present invention relates generally to security issues and, in particular, to
security issues associated with use of card devices such as credit cards, smart cards, and
wireless card-equivalents such as wireless transmitting fobs.

Background

This description makes reference to various types of “card device” and their
associated “reader devices™ (respectively referred to merely as cards and readers). The
card devices all contain card information that is accessed by “coupling” the card device to
an associated reader device. The card information is used for various secure access
purposes including drawing cash from an Automatic Teller Machine (ATM), making a
purchase on credit, updating a loyalty point account and so on. The card information is
typically accessed from the card by a corresponding card reader which then sends the card
information to a “back-end” system that completes the appropriate transaction or process.

One type of card is the “standard credit card” which in this description refers to a
traditional plastic card 701 as depicted in Fig. 1. The standard credit card is typically
“swiped” through a slot in a standard credit card reader in order to access card
information 702 on the card 701. The card information 702 can alternately be encoded
using an optical code such as a bar code, in which case the reader is suitably adapted.
The standard credit card 701 also typically has the signature 703 of the card-owner
written onto a paper strip on the card 701, This is used for verification of the identity of
the person submitting the card when conducting a transaction using the card 701.

Ancther type of card device is the smart card (not shown) that typically has an
on-board processor and a memory. The smart card typically has electrical contacts that
mate with corresponding contacts on a smart card reader (not shown) when accessing data

in the memory of the smart card.
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Another type of card device is the wireless “key-fob" which is a small radio
transmitter that emits a radio frequency (RF) signal when a button on the fob is pressed.
The RF signal can be encoded using the Wiegand protocol, or any other suitable protocol,
such as rolling code or Bluetooth™ and can include encryption if desired. The key-fob
typically has a processor and memory storing data that is sent via the transmitted signal to
a corresponding receiver, which is the “reader device” for this type of card device.

The description also refers to *“card user” and ‘“‘card owner”. The card user is the
person who submits the card for a particular transaction. The card user can thus be the
(authorised) card owner or an (unauthorised) person who has found or stolen the card,

Clearly the signature 703 on the standard credit card 701 in Fig. 1 can be forged.
Thus, if the standard card 701 is stolen or lost, an unauthorised user can use the card
provided that they can supply a sufficiently accurate version of the signature 703. The
only recourse available to the card owner is to notify the card issuing company fo
“cancel” the card.

Current card devices such as the standard credit card, the smart card and the key-
fob can have their security enhanced by requiring the card user to provide PIN (Personal
Identification Number) information through a keypad o verify their identity prior to
completing a transaction. However, PIN information can also be “stolen” by surveillance
of the card owner’s hands as the card owner operates the keypad.

Biometric verification can also be incorporated into current card systems to
enhance security. In Fig. 2 the card user swipes the standard card 701 through an
associated card reader (not shown) that accesses the card information 702 on the card 701.
The card user also provides a biometric input 801, for example by pressing their thumb
against a biometric (eg fingerprint) reader 802. The card information 702 that is read by
the card reader (not shown), together with the biometric signature that is read by the

biometric (fingerprint) reader 802, are sent, as depicted by a dashed arrow 803, a
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computer network 804, and a further dashed arrow 805, to a back-end system including a
database 806 and associated processor (not shown).

In this arrangement, the card owner needs to have previously registered their
biometric signatire 801 and the card information 702 for pre-loading onto the back-end
database 806. Having done so, the back-end processor (not shown) compares the pre-
loaded information on the database 806 with the information received at 805, in order to
check that the card holder of the card 701 is the (authorised) card owner and that the card
itself is valid, in which case the {ransaction in question can proceed. Clearly this
arrangement requires a central repository (806) of card information 702 and biometric
information 801. This is cumbersome and potentially compromises the privacy of the
holder of the card 701. This arrangement also requires complex back-end database
management and the communications network 804, Furthermore, the front-end biometric
signature reader 802 requires storage and/or processing capabilities for the biometric
signatures. This results in a complex and expensive solution.

Privacy concerns have also been raised against the arrangement of Fig. 2 which
involves centralised storage and processing of personal information including biometric
information. These concems have slowed widespread use of biometrics to enhance user
verification.

Summary

It is an object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangements.

Disclosed are arrangements, referred to as Biometric Card Pointer (BCP)
arrangements or systems, which seek to address the above problems relating to secure
access and/or secure processes, by automatically storing a card user’s biometric signature
in a local memory in a verification station comprising a card reader, a biometric signature

reader, the local biometric signature memory (preferably in a mechanically and
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electronically tamper-proof form), an alphanumeric keypad (optional), and a
communication module for communicating with back-end system that may be remotely
accessible over a network.

The card user’s biometric signature is automatically stored the first time the card
user uses the verification station in question (this being referred to as the enrolment
phase). The biometric signature is stored at a memory address defined by the (“unique™)
card information on the user’s card as read by the card reader of the verification station.
Clearly the term “unique” means unique in the context of a permitted set of cards
associated with the verification station. This is described in more detail in regard to
Fig. 8.

All future uses (referred to as uses in the verification phase) of the particular
verification station by someone submitting the aforementioned card requires the card user
to submit both the card to the card reader and a biometric signature to the biometric
reader, which is verified against the signature stored at the memory address defined by the
card information thereby determining if the person submitting the card is authorised to do
s0.

Each use of the verification station is identical from the card user’s perspective,
requiring merely input of the card to the card reader, and provision of the biomstric
signature (eg thumb print or retinal scan etc.) to the biometric reader.

An authorised card user will be automatically verified by the BCP arrangement
in the verification station, and the corresponding transaction, be it an ATM cash
withdrawal, a credit purchase, a loyalty point update etc. will simply proceed as normal.
An unauthorised card user (ie a card user who misappropriated the card after the initial
enrolment) will not receive authorisation, and the intended transaction will not proceed.

Furthermore, the biometric signature of the unauthorised user will be captured in the
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verification station, and can be used by the authorities to track the unauthorised user and
prove misappropriation of the card.

The disclosed BCP arrangements require little if any modification of the back-
end systems or the (front-end) card. The additional administrative overheads associated
with the BCP arrangements, above those already required for systems using (standard)
cards and back-end systems, are minimal. The BCP arrangements also potentially have a
reduced impact on privacy of card users. The biometric signatures stored in the local
database of the verification station can be made off limits to anyone, or limited to law
enforcement agencies, depending on the administrative environment in which the BCP
arrangements are implemented. Users of current card systems can leam to use BCP
arrangements without much effort, needing only to provide a biometric signature when
asked to do so at the verification station. The difference between the enrolment and
verification phases are transparent to users, further reducing the effort in leaming how to
use the BCP arrangements,

According to a first aspect of the present invention, there is provided a method of
enrolling in a biometric card pointer systemn, the method comprising the steps of:

receiving card information;

receiving the biometric signature; and

storing, if a memory location defined by the card information is unoccupied, the
biometric signature at the defined memory location.

According to another aspect of the present invention, there is provided a method
of obtaining verified access to a process, the method comprising the steps of:

storing a biometric signature according to the noted enrolment method;

subsequently presenting card information and a biometric signature; and

verifying the subsequently presented presentation of the card information and the

biometric signature if the subsequentily presented biometric signature matches the
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biometric signature at the memory location defined by the subsequently presented card
information.

According to another aspect of the present invention, there is provided a method
of securing a process at a verification station, the method comprising the steps of:

(a) providing card information from a card device to a card reader in the
verification station;

(b) inputting a biometric signature of a user of the card device to a biometric
reader in the verification station;

(c} determining if the provided card information has been previously provided to
the verification station;

(d) if the provided card information has not been previously provided to the
verification station;

{(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and

(db) performing the process dependent upon the received card
information;

(e) if the provided card information has been previously provided to the
verification station;

(ea) comparing the inputted biometric signature to the biometric
signature stored in the memory at the memory location defined by the provided card
information;

(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

(ec) if the inputted biomsetric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.
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According to another aspect of the present invention, there is provided a
verification station for securing a process, the verification station comprising;
a card device reader for receiving card information from a card device coupled to
the verification station;
a biometric signature reader for receiving a biometric signature provided to the
verification station;
means for determining if the provided card information has been previously
provided to the verification station;
means, if the provided card information has not been previously provided to the
verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biomeiric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric
signature, not performing the process dependent upon the received card information,
According to another aspect of the present invention, there is provided a
computer program product including 2 computer readable medium having recorded
thereon a computer program for directing a processor to execute a method for securing a

process at a verification station, said program comprising;
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code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the verification
station;
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at 2 memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputied biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric
signature, not performing the process dependent upon the received card information.
According to another aspect of the present invention, there is provided a
computer program product including a computer readable medivm having recorded
thereon a computer program for directing a processor to execute a method of enrolling in
a biometric card pointer system, the program comprising:
code for receiving card information;
code for receiving the biometric signature; and
code for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.
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According to another aspect of the present invention, there is provided a
computer program preduct including & computer readable medium having recorded
thereon a computer program for directing a processor to execute a method of obtaining
verified access to a process, the program comprising:

code for storing a biometric signature according to the noted enrolment method;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card
information and the biometric signature if the subsequently presented biometric signature
matches the biometric signature at the memory location defined by the subsequently
presented card information.,

Other aspects of the invention are also disclosed.

Brief Description of the Drawings

Some aspects of the prior art and one or more embodiments of the present
invention will now be described with reference to the drawings, in which:

Fig. 1 depicts a standard credit card;

Fig. 2 shows the card of Fig, 1 being used together with biometric verification;

Fig. 3 is a functional block diagram of a special-purpose computer system upon
which described methods for the BCP arrangements can be practiced;

Fig. 4 illustrates the biometric card pointer concept;

Fig. 5 is a flow chart of a process for using the biometric card pointer
arrangement;

Fig. 6 shows the verification process of Fig. 5 in more detail;

Fig. 7 shows the enrolment process of Fig. 5 in more detail;

Fig. 8 shows the card information process of Fig. 5 in more detail; and

Fig. 9 shows an altenate use for the biometric card pointer arrangement.

Detailed Description including Best Mode
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Where reference is made in any one or more of the accompanying drawings to
steps and/or features, which have the same reference numerals, those steps and/or features
have for the purposes of this description the same function(s) or operation(s), unless the
countrary intention appears.

Fig. 3 is a functional block diagram of a system 100 in which the disclosed BCP
arrangements can be practiced. The disclosed BCP methods particularly lend themselves
to implementation on the special-purpose computer system 100 such as that shown in Fig.
3 wherein the processes of Figs. 5-8 and 9 may be implemented as software, such as a
BCP application program executing within the computer system 100. In particular, the
steps of the BCP processes are effected by instructions in the BCP software that are
carried out by a verification station 127. The verification station 127 is typically
constructed in a tamper-proof manner, both physically and electronically, to prevent
unauthorised access to the inner mechanism of the verification station 127. The
instructions may be formed as one or more code modules, cach for performing one or
more particular tasks. The BCP software may also be divided into two separate parts, in
which a first part performs the BCP methods and a second part manages a user interface
between the first part and the user.

The BCP sofiware may be stored in a computer readable medium, including the
storage devices described below, for example. The BCP software is loaded into the
verification station 127 from the computer readable medium, and then executed by the
verification station 127. A computer readable medinm having such software or computer
program recorded on it is a computer program product, The use of the computer program
product in the computer preferably effects an advantageous apparatus for effecting the
BCP arrangements,

The verification station 127 comprises, in the described arrangement, a biometric

card pointer reader 125, a keypad 103, and a computer module 101, The biometric card
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pointer reader is made up of a biometric reader 102, a card device reader 112 and a local
database 124,

The computer system 100 consists of a computer module 101, input devices such

as a biomstric reader 102, a card reader 112, and a keypad 103, output devices including

5 an LCD (Liquid Crystal Display) display device 126 and a loudspeaker 117. The

computer module 101 uses a Modulator-Demodulator (IModem) transceiver device 116

for communicating to and from a communications network 120, for example connectable

via a telephone line 121 or other functional medium. The modem 116 can be used to

obtain access to a back end system including a processor 122 and back-end database 123

10 over the Internet, and other network systems, such as a Local Area Network (LAN) or a
Wide Area Network (WAN).

The computer module 101 typically includes at least one processor unit 105, and
a memory unit 106, for example formed from semiconductor random access memory
(RAM) and read only .memory (ROM). The module 101 also includes a number of

15 input/output (VO) interfaces including an audio-video interface 107 that couples to the
LCD display 126 and loudspeaker 117, an I/O interface 113 for the keypad 103, biometric
reader 102 and card reader 112, and an interface 108 for the modem 116. In some
implementations, the modem 1116 may be incorporated within the computer module 101,
for example within the interface 108.

20 A storage device 109 is provided and typically includes a hard disk drive 110
and a flash memory 111. The components 105 to 111 and 113 of the computer
module 101, typically communicate via an interconnected bus 104 and in a manner that
results in a conventional mode of operation of the computer system 100 known to those in
the relevant art.

25 Typically, the BCP application program is resident on the hard disk drive 110

and read and controlled in its execution by the processor 105. Intermediate storage of the
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program and any data fetched from the metwork 120 may be accomplished using the
semiconductor memory 106, possibly in concert with the hard disk drive 110. In some
instances, the BCP application program may be supplied to the user encoded on the flash
memory device 111, or alternatively may be read by the computer module 101 from the
network 120 via the modem device 116,

Still further, the software can also be loaded into the computer system 100 from
other computer readable media. The term "computer readable medium" as used herein
refers to any storage or transmission medium that participates in providing instructions
and/or data to the computer system 100 for execution and/or processing. Examples of
storage media include floppy disks, magnetic tape, CD-ROM, a hard disk drive, a ROM
or integrated circuit, a magneto-optical disk, or 2 computer readable card such as a
PCMCIA card and the like, whether or not such devices are internal or external of the
computer module 101, Examples of transmission media include radio or infrared
transmission channels as well as a network connection to another computer or networked
device, and the Internet or Intramets including e-mail transmissions and information
recorded on Websites and the like.

As illustrated in Fig. 4, a standard card 601 has card information 605 typically
comprising three fields, namely 602 which is the card type, 603 which is the card range,
and 604 which comprises card data gpecific to the particular card 601. The card
information 605 can be encoded using a magnetic strip, a bar code, or a solid state
memory on the card 601. Altemnately, the card device can be implemented as a wireless
key fob. In one example of the disclosed BCP approach, the card data 604 acts as the
memory reference which points, as depicted by an arrow 608, to a particular memory
location at an address 607 in the local database 124 in the verification station 127 of Fig.
3. The fields 602 and 603, which together form a header 606, can be used by the

disclosed BCP system to determine if the card 601 is to be processed according to the
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disclosed BCP approach or not. This is described in more detail in regard to Fig. 8.
Alternately, any segment of the card information 605 can be used as the memory
reference which points to the particular memory location in the local database 124,

In an inifial enrolment phase, the card user couples their card 601 (or key-fob or
other card device) to the card reader 112. The card user is then required to input a
biometric signature, such as fingerprint, face, iris, or other unique signature, into the
biometric reader 102. The card data 604 defines the location 607 in the memory 124
where their unique biomeiric signaturs is stored.

Thereafter, in later verification phases, the user couples their card 601 to the card
reader 112, after which the card user is required to again present their unique biometric to
the biometric reader 102. This signature is compared to the signature stored at the
memory location 607 in the memory 124, the memory location 607 being defined by the
card data 604 read from their card 601 by the card reader 112, Once verification is
confirmed, the card information 605 is transferred from the verification station 127 to the
back-end processor 122 for completion of the transaction.

Importantly, the back-end processor 122 does not see the difference between
receiving the card information 605 from the verification station 127, and receiving it from
a conventional card reader in the absence of the verification station implementing the
disclosed BCP arrangement. This means that back-end processes (depicted by the back-
end processor 122 and the back-end database 123) need no modification when
incorporating the BCP arrangement into current card systems. There are additional
elements in the verification station 127 (see Fig. 3) compared to the normal card reader,
however this is a relatively simple an inexpensive upgrade compared to the centralised
arrangement depicted in Fig. 2.

Fig. 5 shows a process 200 for normal use of the BCP approach. In a first step

201, the processor 105 determines if the card 601 has been read by the card reader 112, If
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this is not the case, then the process 200 follows a NO arrow back to the step 201. If, on
the other hand, the card 601 has been read by the card reader 112, then the procesa 200
follows a YES arrow to a step 202 (see Fig. 8 for more details). In the step 202, the
processer 105 processes the card information 605 that is read from the card 601 by the
card reader 112. In a following step 203 a request is presented to the card holder to
provide a biometric signature to the biometric reader 102. This request can be provided
in an audio fashion by means of the audio interface 107 and the speaker 117, this being
driven by suitable software running on the processor 105. Alternatively or in addition, a
suitable message can be displayed on the LCD display 126 by suitable software running
on the processor 105,

In response to the aforementioned request, the holder of the card 601 provides a
biometric signature to the biometric reader 102. After the signature has been received by
the step 203, the process 200 is directed to a step 204 that reads the contents of the local
database 124 at an address defined by the card data 604. If the contents of this memory
address match, to a sufficiently high degree of correspondence, the biometric signature
received in the step 203 via the biometric reader 102, then the process follows a YES
arrow to a step 205 (see Fig. 6 for more detail). It is noted that if the step 204 returns a
YES value, then the biometric signature at the noted memory address was written into the
memory 124 in an earlier enrolment phase. It is also noted that the step 204 reads the
contents stored at a single memory address defined by the card data 604 and checks these
contents against the biometric signature received in the step 203, There is no need to
search the entire database 124 to see if there is a match. Thus the disclosed BCP
arrangement provides a particularly simple and fast biometric verification check thereby
securing the process associated with the step 205. Once the step 205 has completed the
verification process, the process 200 is directed according to an arrow 209 back to the

step 201.

ASSA ABLOY Ex. 1002 - Page 20
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01093 - U.S. Patent No. 8.620,039



10

15

20

25

WO 2007/019605 PCT/AU2006/001136
-15-

In an alternate arrangement, the card data 604 can be associated with a group of
memory locations, rather than being the address for a specific memory location. This
arrangement allows a different biometric signature to be stored in each of the group of
memory locations, and in this case, the step 204 reads the contenis stored in each memory
location in the group defined by the card data 604, and checks the contents of each
memory location in the group against the biometric signature received in the step 203, If
the contents of any member of the group of memory locations matches, to a sufficiently
high degree of correspondence, the biometric signature received in the step 203 via the
biometric reader 102, then the process follows a YES arrow to a step 205. This
arrangement allows, for example, two cards having the same card data 604 to be used at
the same verification station 127 after each card holder performs their own individual
enrolment process.

Returning to the step 204, if the contents of the local database 124 at the memory
address defined by the card data 604 does not match the signature received by the
biometric reader 102, then the process 200 follows NO arrow to a step 206, In the step
206, the processor 105 determines if the contents of the memory defined by the card data
604 is empty. If this is the case, then the process 200 follows a YES arrow to a step 207
that performs an enrolment process for the card 601 (see Fig. 7 for more detail). The
process 200 then follows the arrow 209 back to the step 201.

Retuming to the step 206, if the contents of the aforementioned memory location
is not empty, then this means that (i) the card 601 and the associated biometric signature
of the card holder have previously been used for the enrolment process 207, and (ii) the
biometric signature now received in the step 203 does not match the signature stored in
the database 124. In this event, the process 200 follows a NO atrow to a step 208 that
performs an alert process. The process 200 then follows the arrow 209 back to the step

201. The alert process 208 can include sending an alert message from the verification
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station 127 to the back end processor 122 for later action, for example by the police. The
alert process can also store the (unauthorised) signature for later use by the law
enforcement authorities, and can capture the card in the verification station 127, thereby
removing the card from the possession of the apparently unauthorised person.

The alert process 208 can send, as part of the aler{ message, send all or part of
the card information 605 that is input to the verification station 127 in the step 201 of Fig.
5.

Although in the above description the step 206 tests if the memory location
defined by the card data 604 is “empty”, other approaches can be used. Thus when
enrolment is performed, resulting in a memory location being used to store a biometric
signature (eg see step 401 in Fig. 7), a flag can be set to indicate that the memory location
in question is occupied. The term “occupied” in this context means that the memory
location in question has been used in the entolment process for a user, and that the
information stored at the memory location in question has not been deleted by a BCP
system administrator. If the signature stored in the database 124 at the particular memory
location is deleted by a BCP system administrator {as described in regard to Fig. 8) then
the flag can be reset to indicatc that the memory location in question is no longer
occupied.

As noted in regard to Fig. 3, the verification station 127 is constructed in a
tamper proof fashion to ensure that the process 200 of Fig, 5, particularly the steps 204-
207, are not accessible to unauthorised tampering.

Fig. 6 shows the verification process 205 from Fig. 5 in more detail. The
process 205 is entered from the step 204 in Fig. 5, after which a step 301 authorises the
transaction, This authorisation step 301 indicates that the biometric signal received by the

biometric reader 102 in the step 203 matches the biometric signature previously stored in
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the local database 124 by a previous enrolment process 207 applied to the card in
question.

After the step 301, a step 302 performs the transaction process (which may be
viewed as a process of obtaining verified access to a protected resource), whatever that
may be. Thus, for example, if the process 200 of Fig. 5 relates withdrawal of cash from
an Automatic Teller Machine (ATM) operated by one of a number of service providers,
then the step 302 comprises the user specifying the required amount of cash and the
relevant account information via the keypad 103 (see Fig. 3), and the provision of a
receipt and cash by the ATM (not shown). After completion of the transaction process by
the step 302, the process 205 is directed back to the step 201 in Fig. 5.

Fig. 7 shows the enrolment process step 207 from Fig, 5 in more detail. The
process 207 is entered from the step 206 in Fig. 5, after which a step 401 stores the
biometric signature received by the step 203 in the memory 124 at a memory address
defined by the card data 604 received in the step 202 of Fig. 5. The aforementioned step
401 can store the biometric signature in encrypted form to reduce the probability that the
signature can be acquired for unauthorised use, thus helping ensure the privacy of the card
owner. The following steps 402 and 403 have the same respective functions as the
corresponding steps 301 and 302 in Fig. 6. After completion of the step 403, the process
207 is directed back to the step 201 in Fig. 5.

Fig. 8 shows the step 202 in Fig. 5 that is concerned with the processing of the
card information 605 from the card 601 when the card 601 is read by the card reader 112
in the step 202 of Fig. 5. The process 202 is entered from the step 201 in Fig. 5, after
which a step 501 reads the card information 605 from the card 601 using the card reader
112. In a following step 502, the processor 105 retrieves predefined “permitted card set”
parameters to determine the “permitted card set” for the verification station 127 in

question. A separate, or overlapping, permitted card set is defined for each verification
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station 127. This ensures that a limited population of cards such as 601 undergo the BCP
process at any given verification station 127. This has the advantage of ensuring that the
local memory 124 does not overflow, and it also provides control over which users make
use of which verification stations.

In a following step 503 the processor 105 compares the header 606 against the
predefined permitted card set parameters to determine if the card 601 belongs to the set of
permitted cards for the verification station 127 in question. If this is the case, then the
process 202 is directed by a YES arrow to the step 203 in Fig. 5. If, on the other hand,
the card header 606 does not belong to the permitted card set for the particular
verification station 127, then the step 202 follows a NO arrow from the step 503 to a step
504. In the step 504, the processor 105 rejects the card that has been entered into the card
reader 112. This rejection can take the form of a message displayed on the LCD display
126 and/or a corresponding audio message via the speaker 117. Thereafier, the process
202 is directed back to the step 201 in Fig. 5. It is noted that even if the verification
station does not reject the card not belonging to the permitted card set for the verification
station 127 in question, the back-end processor 122 can do so.

In addition to the predefined permitted card set, other administrative functions
can be provided by the BCP amangements, Thus, the predefined permitted card set
details can be amended and/or the signatures stored in the database 124 can be deleted by
a BCP system administrator. Audit trail information is also stored in the verification
station 127 and can be downloaded for audit purposes. The audit information typically
includes information of which cards have been submitted to the verification station and
the time stamps of the card submissions. Biometric signatures are typically not part of the
downloadable audit information, and require a greater level of authorisation (such as that

associated with law enforcement agencies) for access.
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Fig. 9 shows another application 900 to which the BCP arrangement can be
applied. In a first step 901 a person purchases or hires a verification station implemented
in a portable form. A step 901 is performed at a registered supplier premises.
Accordingly in a following step 902, the enrolment process is performed in controlled
¢ircumstances at the supplier premises. The *“‘controlled conditions” referred to mean that
the enrolment process is performed under conditions where the identity of the holder of
the card 601 is verified, using a driving licence, passport or equivalent identification
document, this ensuting that the enrolment process enrols the true owner of the card in an
authorised manner,

In a following step 903, the verification station together with the card 601 can be
used for third party transactions. Thus, in one example, the holder of the card 601 can
take the portable verification station and connect it to his or her personal computer (PC)
in order to participate in an on-line casino. This type of application may require that the
portable verification station be loaded with a station identification number (which can be
the serial number of the portable verification station) at the registered supplier premises.
This station identification number is then transmitted to the on-line casino back-end
processes together with the card information 605, This type of application does require
some modification of the back-end processes.

In another example, the holder of the card 601 takes the card 601 and the
portable verification station 127 to a shop which does not, as vet, have a BCP installation
on the premises. In this event, providing that the BCP concept is known, the holder of the
card 601 is able to apply the card to the card reader 112, apply their biometric signature to
the biometric reader 102, and have the verification station 127 output the corresponding
card information 605. The shop assistant in this instance will, providing that they are
aware of the BCP concept, know that the holder of the card 601 is the authorised owner.

Industrial Applicability
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It is apparent from the above that the arrangements described are applicable to
the computer and data processing industries.

Furthermore, the disclosed biometric card pointer arrangements can be used in
regard to credit cards, loyalty cards, access cards, ATM and bank or financial cards and
others. The BCP arrangements can, in general be used in addition to standard catds for
purposes of entry, identification, accessing details pertinent to the user, (i.c. authorisation
to be in a specific location based on user data), payment purposes or associated loyalty,
club membership applications, motor vehicle or specialist vehicle machinery operations
and more.

Thus, for example, the BCP arrangement can be added to ATM machines,
wherein the card user is required to enter their biometric signature for verification prior to
entering their normal ATM PIN and withdrawing funds, thereby increasing the security of
the ATM arrangement with minimal changes to the underlying platform.

Furthermore, the disclosed BCP arrangement can be used for secure access to a
hotel room. When a guest registers with the hotel, the hotel issues the guest with a card
containing a number defining the room number and planned departure date. After the
guest enrols their biometric signature at the verification station (which includes a real
time clock to match the actual iime against the planned date of departure) mounted at the
door of their room using the aforementioned card, the BCP arrangement will give them
secure access to their room for the duration of their stay,

In addition to issuing the card, a fingerprint reader can be located at each room in
the hotel. When the card is fist issued, the guest uses the card to gain entry and change or
update the code at the room for their exclusive use during their stay. The card reader can
also allocate memory for storage of fingerprints, (any number of fingerprints can be
allocated to the new card) which allows the individual and all associated guests to enrol

their biometric signatures at this point. The enrolment is simply achieved, for example,
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by inserting the card and placing a finger on the fingerprint module, for each guest.
Following this enrolment stage, the card or the finger can be used to gain access to the
room, negating the requirement for guests to carry the room card, plus increasing security
and convenience.

The benefit of having the card locate the fingerprints memory address is that the
time and date of departure can also be added to the same memory location. Therefore,
this application also allows other related data to be added to the memory location,
enhancing the capability of the BCP arrangement. The ability to associate a memory
location with a card number and expiry date can be related to many diverse applications,
but utilises the same principle as storage of the fingerprint data.

Another application for the disclosed BCP arrangement is in regard to passport
control and customs. The BCP arrangement can be installed at passport control and
customs in various countries, and a person can enrol their biometric, after using their
existing passport or ID card to pass through customs. The biometric signature is stored in
a memory location related o the individual’s passport or ID number, and retrieved for
comparison as described in relation to Fig. 5.

The foregoing describes only some embodiments of the present invention, and
modifications and/or changes can be made thereto without departing from the scope and
spirit of the invention, the embodimenis being illustrative and not restrictive.

Thus, for example, although the description has been couched in terms of
fingerprint biometric signatures, other biometrics such as facial shape, iris pattern can

equally be used.
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The claims defining the invention are as follows:

1. A method of enrolling in a biometric card pointer system, the method comprising
the steps oft

receiving card information;

receiving the biometric signature; and

storing, if a memory location defined by the card information is unoccupied, the

biometric signature at the defined memory location.

2. A method of obtaining verified access to a process, the method comprising the
steps of}
storing a biometric signature according to the enrolment method of claim 1;
subsequently presenting card information and a biometric signature; and
verifying the subscquently presented presentation of the card information and the
biometric signature if the subsequently presented biometric signature matches the
biometric signature at the memory location defined by the subsequently presented card

information.

3. A method of securing a process at a verification station, the method comprising
the steps of:

(a) providing card information from a card device to a card reader in the
verification station;

(b) inputting a biometric signature of a user of the card device to a biometric
reader in the verification station;

() determining if the provided card information has been previously provided to

the verification station;
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(d) if the provided card information has not been previously provided to the
verification station;

(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and

(db) performing the process dependent upon the received card
information;

(e) if the provided card information has been previously provided to the
verification station;

(ea) comparing the inputied biometric signature to the biometric
signature stored in the memory at the memory location defined by the provided card
information;

(eb) if the inputied biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

(ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent uwpon the received card

information.

4. A method according to claim 3, wherein the card device is one of:

a card in which the card information is encoded in a magnetic strip;

a card in which the card information is encoded in a bar code;

a smart card in which the card information is stored in a solid state memory on
the smart card; and

a key fob adapted t{o provide the card information by transmitting a wireless

signal to the verification station.
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3. A method according to claim 3, wherein:

the card information provided in the step (a) comprises a header and card data;
and

the steps (c), (d) and (&) are only performed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. A method according to claim 3, wherein the performance of the process in the
steps (db) and (eb) comprises outputting at least part of the inputted card information

from the verification station,

7. A method according to claim 6, wherein at least one of the steps (db) and (eb)
comprise at least one of the further steps of:
inputting information from a keypad to the verification station; and

outpuiting at least some of the information input from the keypad.

8. A method according to claim 3, wherein the step (ec) further comprises

outputting information indicating that the user of the card device is not authorised.

9. A method according to any one of claims 6, 7 and 8 wherein the information
outputted is communicated to one of:

a service provider for providing a service dependent upon receipt of the
outputted information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.
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10. A method according to claim 3, comprising the further steps of:
(f) storing the card information provided by successive instances of the step (a);
and

{(g) outputting the information stored in the step (f) for andit purposes.

11. A biometric card pointer enrohnent system cormprising:
a card device reader for receiving card information;
a biometric reader receiving the biometric signature; and
means for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.

12, A biometric card pointer verified access system comprising:

the biometric card pointer enrolment system of claim 11; and

means for verifying (i) a subsequent presentation of card information to the card
device reader and (i) a subsequent presentation of a biometric signature to the biometric
reader if said subsequently presented biometric signature matches the biometric signature

at the memory location defined by the subsequently presented card information.

13. A verification station for securing a process, the verification station comprising:

a card device reader for receiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided card information has been previously

provided to the verification station;
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means, if the provided card information has not been previously provided to the
verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

14, A verification station according to claim 13, wherein the card device reader is
one of:

a reader for a card in which the card information is encoded in a magnetic strip;

a reader for a card in which the card information is encoded in a bar cods;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting a

wireless signal to the verification station.

15. A verification station according to claim 13, wherein the memory is incorporated

in a tamper-proof manner in the verificafion station.
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16. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method for
securing a process at a verification station, said program comprising:
code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the verification
station;
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
perfonming the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biomeiric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature dees not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method of
enrolling in 2 biometric card pointer system, the program comprising:

code for receiving card information;

code for receiving the biometric signature; and
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code for storing, if & memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.

18. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor 1o execute a method of
obtaining verified access to a process, the program comprising:

code for storing a biometric signature according to the enrolment method of
claim 17;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card
information and the biometric signature if the subsequently presented biometric signature
matches the biometric signature at the memory location defined by the subsequently

presented card information.
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The claiws defining the invention are as follows:
1. A method of enrolling in 2 biometric card pointer system, the method
comprising the steps of:
receiving card information;
receiving the biometric signature;

defining, dependent upon the reccived card information, a memory location in
a local memory external to the card;
determining if the defined memory lacation is unoccupied; and

storing, if the mernory location is upoccupied, the biometric signatre at the

defined memory location.

2. A method of obtaining verified sccess to a process, the method comprising the
steps of:
storing a biometric signature according to the enrolment method of claim 1;
subsequently presenting card information and a biometric signature; and
verifying the subsequently presented presentation of the card information and
the biometric signature if the subsequently presented biometric signature matches the

biometric signature at the memory location, in said local memory, defined by the

subsequently presented card information.

3. A method of securing a process at a verification etation, the method comprising

the steps of: ‘
(a) providing cand infonmation from a card device to a card reader in the

venfication station;
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(b) inputting a biometric signature of a user of the card device o a biometric
reader in the verification station;
{c) determining if the provided card information has been previously provided
to the verification station;
5 (d) if the provided card WOn has not been previously provided to the
. verification station;
(da) storing the inpuited biometric signature in a pemory at a memory
location defined by the provided card information; and '
(db) performing the process dependent upon the received card
10 information;
(e) if the -provided card information has been previously pravided to the

verification station;

(e2) comparing the inputted biometric signature to the biometric
signature stored in the memory s;t the memory location defined by the provided card
15 information; |
{cb) if the igpuited biometric signature mamhés the stored bicmetric
signature, performing the procese dependent upon the recejved card information; and
(ec) if the inputted biomefric signature does not match the stored
biometric signatuze, not performing the process dependent upon the received card

20 information.

4. A method sccording to claim 3, wherein the card device is one oft
a card in which the card information is encoded m & magnetic strip;

a card in which the card informetion is encoded in a bar cods;

25 a smart card in which the card information is stored in a solid state memory on
the smart card; and
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a key fob adapted to provide the card information by transmitting a wireless
signal to the verification station.

s. A method according to claim 3, wherein:

the card information provided in the step (a) comprises a header and card data;
and

the steps (c), (d) and (¢) are only performed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. A method according to claim 3, wherein the performance of the process in the
steps (db) and (¢b) comprises outputting at least part of the inputted card information

from the verification station,

7. A method according to claim 6, wherein at least one of the steps (db) and (eb)
comprise at least one of the further steps of:
inputting information from a keypad to the verification station; and

outputting at leagt some of the information input from the keypad.

8. A method according to claim 3, wherein the step (ec) firther comprises
outputting information indicating that the user of the card device is not anthorised.

9. A method according to any one of claims 6, 7 and 8 wherein the information

oufputted is communicated to one of;
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a service provider for providing a service dependent wpon receipt of the
outpuited information; and
an apparatus for providing access to a service dependent upon receipt of the

outputted information.

10. A method according to claim 3, comprising the firrther steps of:

(D) storing the card information provided by successive instances of the step
(8); and

{g) outputting the information stored in the step () for audit purposes.

i1, A biometric card pointer enroiment system comprising:
a card device reader for receiving card information;
& biometric reader receiving the biometric tignature;
means for defining, dependent upon the received card information, a memory
location in 2 local memory external to the card;
means for determining if the defined memory location is vnoccupied; and
means for storing, if the memory location is unoccupied, the biometric

signature at the defined memory location.

12, A biometric card pointer verified aceess system comprising:

the biometric card pointer enrolment gystem of claim 11; and

means for verifying (i) a subsequent presentation of card information fo the
card device reader and (ii) a subsequent presentation of a biometric sigpature to the
biometric reader if said subsequently presented biometric signature matches the

bioraetric signature at the memory location, in said local memory, defined by the

subsequently presented card information.-
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13, A verification station for securing a process, the verification station
comprising:
a card device reader for receiving card information from 2 card device coupled
5  to the verification station;
a biometric signature reader for receiving a biometric _signatm'e provided to the
verification station;
means for dem if the provided card information has been previvusly
provided to the verification station;
10 . means, if the provided card information has not been previously provided to
the verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
performing the proceas dependent upon the received card information;
15 means, if the provided card information has been previously provided to the
verification gtation, for;
comparing the inputted biometric signature to the biometric signatire
stored in the memory at the memory location defined by the provxdod card information;
if the inputted biometric signature matches the stored biometric
20 signature, performing the process dependent upon the received card information; and
if the inputted biometric signature doeg not match the stored biometric

signature, not performing the process dependent upon the received card information.

14. A verification station according to claim 13, wherein the card device reader is
25 oneof - ‘
a reader for a card in which the card information is encoded in a magnetic stgip;
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a reader for a card in which the ¢card information is encoded in a bar code;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmiting

a wireless signal to the verification station.

15. A verification station according to claim 13, whersin the memory is

incorporated in a tamper-proof manner in the verification station.

16. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execite a method for
gecuring a process at a verification station, said program comprising:
code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the
verification station;
code, if the provided card information has not been previously provided to the
vexiﬁcaﬁon stetion, for;
storing a biometric signature, inputted to a biometric signature reader
i.ucorporéxed into the verification station, i a memory incorporaied into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card infounation has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric sigaature

stored in the memory at the memory location defined by the provided card information;
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if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information

17. A computer program product including a computer readable medium having
recorded thercon a computer prograwm for directing a pracessor to execute a method of
enrolling in a biometric card pointer system, the program comprising:

code for receiving card information;

oode for receiving the biometric signature;

code for defining, dependent upon the received card information, 2 memory
location in a Jocal memory external ta the card;

code for determining if the defined memory looation is unoccupied; and

code for storing, if the memory location is nnoccupied, the biometric signature

af the defined memory location,

18. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method of
obtaining verified access to a process, the program comprising:

code for storing a biometric signature according to the enrolment method of
claim 17;

code for subsequently presenting card information and a biometri¢ signature;

code for verifying the subsequently presented presentation of the cand
information ané the bijometric signature if the subsequently presented biometric
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signature matches the bicmetric signatore at the memory location, in said local memory,

defined by the subsequently presented card information.
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ABSTRACT

A method of verifying identity which includes
recording coordinates of a reference signature which include two
dimensional space cocrdinates x and y exerted by a writer's
writing instrument on a recording medium. The method measures
and records an indicium, which identifies a reference biometric
within the reference signature having a selected characteristic.
Next the reference biometric and the indicium are placed on a
portable, readable substrate. The coordinates of an unknown
signature which include two dimensional space coordinates x and
vy covered by a writer's writing instrument are alsoc recorded.
The method further includes reading and storing the indicium and
the reference biometric in memory and using the indicium to
locate an extracted bicmetric within the unknown signature. The
extracted biometric is compared to the reference biametric to
determine if they match within predetermined threshold criteria,
The reading and storing or the reference bicmetric and indicium,
the recording of the unknown signature, the location of the
extracted biometric, and the comparison of the reference and

extracted biometrics are all performed on-site.
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SYSTEM FOR IDENTITY VERIFICATION
Field
The present invention relates to a method and
apparatus for verifying the identity of a person using a

biometric, such as a signature or fingerprint.

Background

In credit card transactions, a major security problem
exists whenever credit card information is transmitted over the
Internet or telephone lines. 1In addition, because of the
frequency with which credit cards, passports, and other personal
documents, are lost and stolen, there exists a need to
correctly, quickly and reliably verify the identity of the

bearers of these documents.

In a typical c¢redit card transaction, as seen in Fig.
1, a merchant 10 transmits a credit card number, the expiry date
and a purchase order over the Internet or telephone lines 12 to
a verification agent 14. The agent 14 receiving this
information accesses the cardholder’s credit information and
after comparing the latter to the purchase order amount, either

accepts or rejects the transaction. If the transaction is
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accepted, an approval code is transmitted back to the merchant
10 via telephone line 12. Even if the transaction is accepted
there is a risk that the card is steolen and is being used
fraudulently. Accordingly, there is a need to be able to
quickly, accurately and securely identify the bearer of the

card.

Biometrics can be used to accurately verify identity,
however, biometric information sent over the Internet or
telephone lines can still be intercepted and subsequently

utilized for fraudulent transactions.

Various approaches have been developed to identify
persons by biometrics, including unigque gestures such as
handwriting. Such speech and handwriting recognition systems
perform recognition of something that moves, leaving a
"trajectory" in space and time. Typical speech recognition
systems match transformed speech against a stored
representation. Most speech recognition systems use some form
of spectral representation, such as spectral templates or Hidden

Markov Models {(HMMs) .
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Handwriting can be analyzed in real time or after it
has been formed. 'Real time" or dymamic recognition systems
identify handwriting as a user writes, identifying such things
as number of strcockes, the ordering of strokes and the direction
and velocity profile of each stroke. "Real time" systems are
also interactive, allowing users to correct recognition errors,
adapt to the system, or see the immediate results of an editing
command. Most on-line tablets capture writing as a sequence of

coordinate points.

Handwriting recognition is complicated in part,
hecause there are many different ways of generating the same
character. For example, the four lines of the letter E can be
drawn in any order. Handwriting tablets must also take into
account character blending and merging, which ig similar to the
continuocus speech problem. In other words, blending and
merging make it difficult for a recognition system to determine
where one character ends and the next one begins (or in the case
of speech recognition systems, where one word ends and the next
one beging). In addition, different characters can look gquite
gimilar and are, therefore, difficult to distinguish. Thus,
prior to performing the character recognition, handwriting

tablets pre-process the characters. Preprocessing typically
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involves properly spacing the characters and filtering ocut noise
from the tablet. The more complicated processing occurs during

actual character recognition.

Some character rececgnition processes, using binary
decision trees, prune possible characters by identifying
features. Normally simple features are identified first, such
as searching for the dots above the letters "i" and "jv,
Features based on both static and dynamic features can be used
for character recognition. Other character recognition
processes involve the creation of zones, which define the
directions a pen point can travel (usually eight), and define
each character in terms of a set of zones. Look-up tables or
dictionaries can be used to classify or identify the characters

based on their features or sets of zones.

Another character recognition scheme relies on signal
procegsing, in which curves from unknown forms are matched
against prototype characters. They are matched as functions of
time or as Fourier cocefficients. To reduce errors, elastic
matching schemes (stretching and bending drawn curves) may be
used. However, these methods are computationally intensive and,

therefore, tend to be slow and expensive.
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Most handwriting examination tablets réveal that
recognition of dynamic features of characters is possible, as in
speech. However, for the reasons discussed above, it is easlier
to recognize iscolated characters than strings of characters,
Most systems lag recognition by about a second, and recognition
rates are not very high. Reported rates of 35% are achieved

only for very carefully formed writing.

For each of the types of recognition systems discussed
above, a sample input {i.e. a voice or signature sample} must be
processed and compared with a stored reference gesture in order
to verify the identity of the subject. Normally, the reference
gestures are located on a remote server and accessed by
telephone lines or the Internet. The sample input must be sent
to the remote server where it is compared to the reference
gesture., BSuch a procedure is obviously exposed to the rigk of
gecurity breaches. Furthermore, there ig a cost associated with
the maintenance of a remote server, and processing is delayed by
the need to access the gerver. Accordingly, it is an object of
the present invention to provide a quick and secure on-site

method of identificaticon, which is accurate and cost effective.
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SUMMARY OF THE INVENTION

According to the present invention there is provided a
method, and an apparatus foi carrying out the method, for
verifying a subject’s identity using signatures or other
biometrics. The first step of the method comprises recording a
reference signature. The reference signature may be recorded
by, For example, measuring two-dimensional space coordinates x
and y exerted by a writer's writing instrument on a recording

medium.

An indicium is selected from the coordinates, which
identifies a specific portion (the reference biometric} of the
reference signature, having a selected characteristic, that will
be used for comparison with an unknown signature. The reference
bicmetric and the indicium are then placed on a portable,

readable substrate, such as the magnetic strip on a credit card.

The indicium cf the reference signature is read from
the readable substrate and the coordinates of an unknown
signature are collected. The indicium is used to locate the
portion (the extracted biometric) of the unknown signature that

corresponds to the reference biometric. Once identified, the
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extracted biometric is compared to the reference biometric to

determine if they match within predetermined thréshold criteria.

If the reference and extracted biometrics match, the
identity of the provider of the unknown signature is positively
established as being the same as that of the provider of the
reference signature (or in other words, the bearer of the credit
card). If the reference and extracted biometrics do not match,
or if no portion of the unknown signature matches the
characteristics of the indicium, the identity of the provider of

the unknown signature is not verified.

The foregoing steps are done on-site, without the need
to access a server or to send information over telephone lines

or the Internet.

Advantageously, a second indicium may be stored on the
portable, readable substrate and used in the event that no
identifiable porticn of the unknown signature corresponds to the
first indicium, or the results of the first comparison using the
first indicium indicate there is no match. 1In the preferred
embodiment the portable, readable substrate is in the form of a

magnetic strip, however, it will be appreciated by those skilled
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in the art that it may take any of a number of alternative

forms.

The present invention additionally relates to an

apparatus for implementing the above method.

The coordinates of the reference and unknown
signatures that are recorded and measured may additionally

include time, t, and force, z, among others.

It is obvious to anyone skilled in the art that the
present invention can be adapted to verify identity by applying
the method of the present invention to reference and unknown

samples of voice, fingerprints, or other biometrics.

BRIEF DESCRIPTION OF THE DRAWINGS

Further features and advantages will be apparent from
the following detailed description, given by way of example, of
a preferred embodiment taken in conjunction with the

accompanying drawings, wherein:
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Fig. 1 is a schematic diagram of a typical credit card

transaction;

Fig. 2 is a schematic diagram of the identification

scheme;

Fig. 3 is a diagram of a handwritten letter ra"

showing points A and B of zero velocity; and

Fig. 4 is a diagram of a handwritten letter "ar"
showing entry vector C and exit vector D of a point of zero

velocity.

DETAILED DESCRIPTION WITH REFERENCE TO THE DRAWINGS

Prior to evaluating an unknown signature, a reference
signature must first be recorded and evaluated. The reference
signature may be evaluated based on both local features and
global features. Local features are those that occur within a
localized region of a signature, for example, local maxima and
minima, loops, points of intersection, points of zero velocity,

etc. @Global features are those that occur throughout the
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signature as a whole, for example, total signature time., average

velocity of sigmature, length-to width ratio, etc.

If we assign the values x, y, z and t such that x is
the horizontal displacement, y is the vertical displacement, =z
is the pressure, and t is time, then individual points of a
signature can be represented by (x, y, 2, t). ©One can normalize
the values of %, y, and z in order to compensate for variations

in signature sizes and recording device sizes.

Next, a selected biometric feature, in this case a
local maximum, and a gseries of points on either side of that
feature are recorded for comparison purposes. Also recorded is
an indicium, which identifies the location of the local maximum,
or other selected biometric feature. For example, the indicium
may be the number of local maxima or points of zero velocity
preceding the selected local maximum. The signatureg of
different individuals vary greatly and, therefore, depending on
Lhe nature of the reference signature some indicia may be more
reliable than others. Therefore, it may be advisable to first
test one indicium to see if it effectively identifies the

selected local meximum. If not, another indicium can be chosen.
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Signatures are not written in precisely the same way
every time. Therefore, a given indicium may not correctly
identify the selected local maximum in every instance.
Accordingly, it may be advisable to use two or more indicia in
parallel or to use a back-up indicium that is used in the event

the first one fails.

A reference biometric, comprising the selected local
maximum, which is chosen from within the reference signature,
and coordinates x, y, z, and time, t, over a diven range on
either side of the selected local maximum are encrypted and
recorded on a portable, readable substrate such as the magnetic
strip on the back of a credit or identity card. The indicium,
which will be used to locate the corresponding local maximum
within the unknown signature, is alsc recorded and encrypted on

the magnetic strip.

Wwhen the identity of an unknown user is being
verified, the card is swiped through a card reader and the
indicium and reference biometric are extracted and stored
locally in memory. Next the user signs his name (the unknown
signature} on a touchpad, which records the coordinates of the

unknown signature so they can be stored locally. Suitable
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touchpads have been developed by DSI Datotech Systems Inc., of
Vancouver, British Columbia. The unknown signature is first
normalized to correspond with the scale of the reference
signature. By reference tc the indicium, the extracted
bicmetric is identified and extracted from within the unknown
signature. The extracted biometric comprises a range of values
of x, vy, 2z, and t, corresponding to the reference biometric, and
falling within a range determined by the indicium. The
coordinates of the extracted biometric f£rom the unknown
signature are compared with those of the reference biometric.

If the difference between the y values of the extracted
biometric and the vy values of the reference biometric are within
a threshold value, then the x, z and t values will also be
compared to determine if they fall within predetermined
threshelds. If the x, y, z and t values all fall within the
allowable thresholds, the extracted biometric and the reference
biometric, and therefore the unknown signature and the reference
signature, are matched. However, if the x, y, z and/or t values
do not fall within the allowable thresholds, then there is no
match. In such instances a new indicium and/or biometric
feature may be selected and the process repeated.

Alternatively, for increased reliability, comparison of a global

biometric, such as velocity, may also be made.
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rReferring to Fig. 2, the identificationh verification
system of the present invention comnsists of a credit card or
identity card 26, on the back of which is a magnetic strip 28
containing a reference biometric and indicium. The credit card

26 is swiped through a firgt input device, in this case a credit

card swiper unit 30.

Gesture input device 20, which can be a touch pad, receives
the unknown signature and extracte position, velocity,
acceleration and force information from the unknown signature.
The gesture input device 20 and the card swiper unit 30 are
connected to the biometric extractor 22. Rather than having to
store the large amount of information that would be represented
by the average signature, the unknown signature is analyzed and
only a small portion, the extracted hiometric, (which is
identified by the indicium, received from the card swiper 30} is

extracted by the biometric extractor 22.

Although not shown in Figure 2, the card gwiper unit
30 may also be coupled to the biometric comparator 24 so that
the reference biometric may be sent directly rather than passging

through the bicometric extractor 22.
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The extracted biometric of the unknown signature is
transmitted to the biometric comparator 24, which also receives
the reference biometric that is stored on a magnetic strip 28 on
the back of a credit card or identity card 26, which has been
swiped through a credit card swiper unit 30. Biometric
comparator 24 compares the extracted biometric with the
refarence biometric from the card 26. If the comparison by the
biometric comparator 24 results in a match, then the person
providing the unknown signature is the same person that provided
the reference biometric. The accuracy of the technique is not
100 ¥ so it may be prudent to use one or more additional
biometrics or portions of a signature for comparison in parallel
to determine, with an adeguate level of confidence, whether
there is a match. Alternatively, the identity verification

procedure can be repeated.

The biometric extractor 22 and biometric comparator 24
may be incorporated into a CPU (not shown) and the results

displayed on a monitor (not shown).

Any one of several conventicnal statistical analyses

can be used determine whether there is a match between the
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extracted biometric and the reference biometric, such as a
calculation of the average of the square of the differences
hetween the coordinates of the extracted biometric and the

reference bhiometric.

An alternative method of comparing reference and
extracted biometrics comprises a vector analysis surrounding
points of zero velocity. In a typical signature, there are
likely a plurality of points where the velocity of the pen is
zero. For example, referring to Figure 3, peoints A and B of the
letter "a" will be points of zero velocity. Referring to Figure
4, point A will have two position vectors surrounding that
peoint, a vector C entering the point A and a vector D exiting
from the point A. Therefore, using these three pieces of data,
a given point where the pen velocity is zero will have (x,, V.,
z,} indicating the point of zerc velocity, (x,, Y., z.} indicating
the entry vector, and (x,, y;, 2} indicating the exit wvector.
Therefore, a given point of zero velocity, identified by indieia
as discussed above, can be used as a reference biometric to
verify the identity of the person providing an unknown
signature, by comparing the point of zero velocity, and the
associated entry and exit vectors with the corresponding point

of zero velocity and vectors of a reference signature.
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accordingly, while this invention has been described
with reference to illustrative embodiments, this description is
not intended to be copstrued in a2 limiting sense. Various
modifications of the illustrative embodiments, as well as other
embodiments of the invention, will be apparent to persons
skilled in the art upon reference to thip description. It is
therefore contemplated that the appended claims will cover any
such modifications or embodiments as fall within the true scope

of the invention.
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WE CLAIM:

i. A method for verifying identity comprising:

{(a} recording in a machine readable Fformat a

reference signature of an individual;

(b) ddentifying a reference biometric within said
reference signature, said reference biometric having a selected

characteristic;

{c) ddentifying an indicium, wherein said indicium
identifies said reference biometric within gaid reference

signature;

(d) placing said reference biometric and said

indicium on a portable machine readable substrate;

{(e) inputting said indicium and said reference

biometric from said substrate intoc a computer;

(£} inputting an unknown signature into said

computer;
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using said indicium to identify an extracted

bicometric within said unknown signature; and

(h)

comparing said extracted biometric to the

reference biometric to determine if they match within

predetermined

wherein steps

2. The

signature and

3. The

signature and

4, The

coordinates x

thresheld criteria;

(e} to (h) inclusive are performed on-site.

method of c¢laim 1, wherein

salid unknown signature are

method of claim 1, wherein

said unknown bicometric are

method of claim 2, wherein

said reference

handwritten signatures.

said reference

fingerprints.

two-dimensional space

and y, a force coordinate z, and a time coordinate

t of said reference signature and said unknown signature are

recorded and compared.
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5. A method accorxding to claim 2, wherein pressure
sensitive pads are used to record said reference and unknown

signatures.

5 6. A method according to claim 1, wherein said portable,

machine readable substrate is a magnetic strip.

7. A method according to claim 6, wherein said magnetic

strip is on a credit card.

10
8. A method according to claim 1, wherein a second
indicium is identified and stored on said portable machine
readable substrate.

15 9. A method according to claim 8, wherein said second
indicium identifies said reference biometric within said
reference signature.

10. A method according to claim 8, wherein said second

20 indicium identifies a second reference biometric within said

reference signature.

e s 4
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11. A method according to claim 8, wherein said second
indicium is used to locate said extracted biometric in said
unknown signature in the event said extracted biometric cannot

be located using said first indicium.

12, A method according to claim 8, wherein said second
indicium is used to locate said extracted biometric in the event
that said comparison of said reference biometric and said

extracted biometric indicates no match.

13. A method according to claim 1, wherein said unknown
signature is normalized prior to identification of said

extracted biometric.

14. An apparatus for verifying indentity comprising:

{(a) a portable machine readable substrate on which isg
recorded a reference biometric of an individual and an
indicium, wherein said indicium identifies said
reference biometric within a reference signature;

(b) a first input device operative to read said reference
biometric and said indicium from said machine readable

substrate;
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(c) =a biometric input device, operative to receive an
unknown signature;

{d) =a biometric extraction unit coupled to said first
input device and said biometric input device, said
biometric extraction unit operative to identify and
extract an extracted biometric within said unknown
signature that is located by said indic¢ium; and

{e) a biometric comparator coupled to said biometric
extraction unit, said biometric comparator cperative
to receive said extracted biometric and said reference
bicmetric, said biometric comparator additionally
operative to compare said extracted biometric and said
reference biometric to determine if they match within

predetermined threshold criteria.

15. The apparatus according to claim 14, wherein said

portable machine readable substrate is a magnetic strip.

16. The apparatus according to claim 14, wherein said

magnetic strip is on a credit card.

17. The apparatus according to claim 14, wherein said

reference and unknown signatures are fingerprints.
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18. The apparatus according to claim 14, wherein said

biometric input device is a pressure sensitive pad.

19. The apparatus according to claim 14, wherein two-
dimensional space coordinates x and y, a force coordinate z, and
a time coordinate t of said reference biometric are recorded on

said portable machine readable substrate.

20. The apparatus according to claim 14, wherein said
reference signature and said unknown signature are handwritten

signatures.
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Please insert before the first paragraph of the application:

This application is the National Stage of International Application No.
PCT/AU2006/0011386, filed August 10, 2006, which claims the benefit of priority to
Australian Patent Application No. 2005904375, filed on August 12, 2005. All of the
foregoing applications are hereby incorporated herein in their entirety in this application.
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AMENDMENTS TO THE CLAIMS:
The listing of Claims will replace all prior versions and listings of the Claims in the

application:

1. {Criginal) A method of enrolling in a biometric card pointer system, the
method comprising the steps of:
receiving card information;
receiving the biometric signature;
defining, dependent upon the received card information, a memory location in a
local memory external to the card;
determining if the defined memory location is unoccupied; and
storing, if the memory location is unoccupied, the biometric signature at the

defined memory location.

2. {Original) A method of obtaining verified access to a process, the method
comprising the steps of:
storing a biometric signature according to the enrclment method of claim 1;
subsequently presenting card information and a biometric signature; and
verifying the subsequently presented presentation of the card information and the
biometric signature if the subsequently presented biometric signature matches the
biometric signature at the memory location, in said local memory, defined by the

subsequently presented card information.
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3. (Original) A method of securing a process at a verification station, the
method comprising the steps of:
(a) providing card information from a card device o a card reader in the verification
station;
(b) inputting a biometric signature of a user of the card device to a biometric reader
in the verification station;
(c) determining if the provided card information has been previously provided to
the verification station;
(d) if the provided card information has not been previously provided to the
verification station;
(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
{db) performing the process dependent upon the received card
information;
(e) if the provided card information has been previously provided to the
verification station;
(ea) comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
{ec} if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.
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4, {Original) A method according to claim 3, wherein the card device is one
of:

a card in which the card information is encoded in a magnetic strip;

a card in which the card information is encoded in a bar code;

a smart card in which the card information is stored in a solid state memory on the
smart card; and

a key fob adapted to provide the card information by transmitting a wireless signal

to the verification station.

5. {Original) A method according to claim 3, wherein:

the card information provided in the step (a) comprises a header and card data;
and

the steps (c), (d) and (e) are only performed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. (Original) A method accerding to claim 3, wherein the performance of the
process in the steps (db) and (eb) comprises outputting at least part of the inputted card

information from the verification station.

7. (Original) A method according to claim 6, wherein at least one of the
steps {db) and (eb) comprise at ieast one of the further steps of:

inputting information from a keypad to the verification station; and
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outputting at least some of the information input from the keypad.

8. (Currently Amended) A method according to claim 3, wherein the step
(ec) further comprises outputting information indicating that the user of the card device is

not authorised authorized.

9. {Currently Amended) A method according to any-ere-of-claims claim 6, 7
anrd-8 wherein the information outputted is communicated to one of:

a service provider for providing a service dependent upon receipt of the outputted

information: and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.

10. (Original) A method according to claim 3, comprising the further steps of:

(f) storing the card information provided by successive instances of the step (a);

and
(g) outputting the information stored in the step (f) for audit purposes.
1. {(Currently Amended) A biometric card pointer enrolment system
comprising:

a card device reader for receiving card information;

a biometric reader for receiving the biometric signature;
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means for defining, dependent upon the received card information, a memory
location in a local memory external to the card;

means for determining if the defined memory location is unoccupied; and

means for storing, if the memory location is unoccupied, the biometric signature

at the defined memory location.

12. (Original) A biometric card pointer verified access system comprising:

the biometric card pointer enrolment system of claim 11; and

means for verifying (i) a subseqguent presentation of card information to the card
device reader and (ii) a subsequent presentation of a biometric signature to the biometric
reader if said subsequently presented biometric signature matches the biometric
signature at the memory location, in said local memory, defined by the subsequently

presented card information.

13. (Original) A verification station for securing a process, the verification
station comprising:

a card device reader for receiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided card information has been previously

provided to the verification station;
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means, if the provided card information has not been previously provided to the
verification station, for;
storing the inputted biometric signature in a memory at a memory location
defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric sighature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

14, {Original) A verification station according to claim 13, wherein the card
device reader is one of:

a reader for a card in which the card information is.-encoded in a magnetic strip;

a reader for a card in which the card information is encoded in a bar code;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting a

wireless signal to the verification station.
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15. (Original) A verification station according to claim 13, wherein the

memory is incorporated in a tamper-proof manner in the verification station.

186. {Original) A computer program product including a computer readable
medium having recorded thereon a computer program for directing a processor to
execute a method for securing a process at a verification station, said program
comprising;

code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the verification
station;

code, if the provided card information has not been previously provided to the
verification station, for;

storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and

performing the process dependent upon the received card information;

code, if the provided card information has been previously provided to the

verification station, for;

comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;

if the inputted biometric signature matches the stored biometric

signature, performing the process dependent upon the received card information; and
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if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. (Original) A computer program product including a computer readable
medium having recorded thereon a computer program for directing a processor to
execute a method of enrolling in a biometric card pointer system, the program comprising:

code for receiving card information;

code for receiving the biometric signature;

code for defining, dependent upon the received card information, a memory
location in a local memory external to the card;

code for determining if the defined memory location is unoccupied; and

code for storing, if the memory location is unoccupied, the biometric signature at

the defined memory location.

18. (Original) A computer program product including a computer readable
medium having recorded thereon a computer program for directing a processor to
execute a method of obtaining verified access to a process, the program comprising:

code for storing a biometric signature according to the enroiment method of claim
17;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card

information and the biometric signature if the subsequently presented biometric signature

10
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matches the biometric signature at the memory location, in said local memory, defined by

the subsequently presented card information.

19. (New) A method according to claim 7, wherein the information outputied

is communicated to one of:

a service provider for providing a service dependent upon receipt of the outputted

information; and
an apparatus for providing access to a service dependent upon receipt of the

outputted information.

20. (New) A method according to claim 8, wherein the information outputted
is communicated to one of:

a service provider for providing a service dependent upon receipt of the outputted
information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.

iR
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REMARKS:

Claims 8, 9 and 11 have been amended and Claims 19 and 20 have been
added. The amendments to the claims are shown with strkethreugh for deleted
matter and underlines for added matter. The claim amendments were made to
conform to the United States practice and are believed {o include no new matter.

Applicants respectfully submit that all of the pending claims are in condition
for allowance. [f for any reason the Examiner is unable to allow the application in the
next Office Action and believes that a telephone interview would be helpful to resolve

any remaining issues, he is respectiully requested to contact the undersigned.

Respectfully submitted,

February 12, 2008
Date Robert D. Efummers Jr. (Reg. No. 57,844)
BRINKS HOFER GILSON & LIONE
P.O. Box 10395
Chicage, IL 60610
(312) 321-4200
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(57) Abstract: This identity authentication system is used in commercial transactions at a point-of-sale terminal. The system com-
prises a device for capturing a customer signature (signature pad or a smart pen), a sensor for capturing a biometric property of
the customer during the transaction, a local processor, a wireless device carried by the customer, a device reader positioned at the
point-of-sale terminal, and a host computer. The customer registers advising the system of a customer account that is to be used for
payment. The customer also submits an electronic signature (written script of name) and a digital signature for reference purposes -
a fingerprint. The customer is then issued a wireless device, the wireless device having memory. The memory may be an ID card,
a credit card, a smart card, a transponder, a barcode, or a combination of these memories. An identifying device reader (such as a
card reader, an interrogator, a scanner) is located at the point-of-sale terminal that is compatible with the wireless device. Thereafter,
when the customer uses a stylus to submit written data - an electronic signature is generated. Similarly, a sensor in the stylus captures
data that is used to generate a digital signature. A reference print is then accessed through the memory in the wireless device carried
by the customer. The digital and electronic signatures are then compared against the reference data to authentic identity.
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SECURITY ACCESS SYSTEM

FIELD OF THE INVENTION

The invention relates generally to various systems for verifying the identification of a
person, and more particularly, where the person carries a wireless device for use at
point-of-sale terminals, the wireless device having a memory in for example, an ID card,
a credit card, a smart card, a transponder, a barcode, or a combination of these
memories.

BACKGROUND OF THE INVENTION

Many identification systems are known in the art. In some cases, a photograph of a
subject or his fingerprint pattern is affixed to an identification card. In other approaches,
various methods are employed for storing image or password information in a magnetic
stripe or in an optically encoded image or pattern, which is physically part of the
identification card. Still other approaches utilize a "smart card" having its own

semiconductor memory capability for information storage.

U.S. Patent No. 6,175,922 (Wang) discioses an electronic transaction system for
completing a transaction request at a point-of-sale terminal using a portable
electronic authorization device carried by a user. The device first receives digital
data representing the transaction request. The electronic authorization device
provides information regarding an ability to approve the transaction request.
When the transaction is approved, the electronic authorization device receives

additional data representing the electronic service authorization token.

U.S. Patent No. 6,140,939 (Flick) discloses a biometric security system for
automobiles. The control system includes a controller for learning a unique
biometric characteristic of an individual to define a learned individual capable of
causing performance of a function associated with the vehicle. The vehicle

function control system includes a biometric characteristic sensor, and a
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controller at the vehicle for controlling a vehicle function responsive to the

biometric characteristic sensor.

U.S. Patent No. 5,857,152 (Everett) discloses an electronic system for toll
payment. The system identifies an electronic purse and effects value transfer over
a communication system without the need for the vehicle to stop. The system
provides for toll payment by use of a communication device and an electronic
purse coupled to the device. The remote communication systemn communicates
with mobile devices to effect toll payments by exchanging cryptographically
secure messages.

U.S. Patent No. 5,706,349 (Aditham et al.) discloses a system for authenticating
remote users in a distributed environment. A token is initially issued to a remote
user once a security mechanism determines that the remote user is who he claims
to be. Prior to access to the a connection between a remote user and an
application server, the system verifies that a token associated with a connection

request was issued by the security mechanism.

U.S. Patent No. 6,202,055 (Houvener, et al.) discloses a system for processing a
financial instrument. A customer at a identification terminal initially submits the
instrument — perhaps a check. The checking account number is communicated to
a remote database containing digital photographic images of authorized users of
checking accounts. The remote database is searched and any photographic
images associated with the checking account number are transmitted to the
identification terminal. The images are displayed and compared to the physical
appearance of the customer. The on-site employee then determines if at least one
of the displayed digital matches the appearance of the person initiating the

transaction.

U.S. Patent No. 5,903,225 (Schmitt, et al.) discloses an access control system
with fingerprint sensor enroliment. The system includes a station for enroliing a
person as authorized based upon the sensed fingerprint. The system also includes

a wireless device that is carried by the authorized person, and an access
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controller for granting access to an authorized person. The wireless device
cooperates with the enrolling station to store data for an authorized person based
upon the sensed fingerprint. The authorized person bearing the wireless device is

unobtrusively granted access by approaching the access location.

U.S. Patent No. 5,973,731 (Schwab) discloses an identification system that
provides interactive communication of text and image information between a
central server and multiple remote terminals. The central server maintains a
separate, centralized database of data-compressed images of the subject
individuals, and subsequently transmits the data-compressed images to local
terminals, on demand, during the transactions. The image may include a copy of
the authorized signature, which then is used by the transaction terminal to

compare to a scanned image of the signature on the authorization slip.

While a written signature is still regarded as the preferred way for a person to convey
approval and a legal commitment, there still remains a need to confirm absolutely that

can assure that the customer is the person authorized to make a commitment.

What is needed is a system that will utilize wireless technology (primarily) in commercial
transactions of any value that is acceptable to all parties - that captures a digital
signature (which is the international standard of identification) at the same time that the
electronic signature (the written text) is captured, the combined signature being
irrefutable; a pen-based system that is both compatible with card-based systems and

independent of such systems.

SUMMARY OF THE INVENTION

The system of the present invention addresses these needs. For purposes herein, a list
of key terms are hereafter set forth to clarify the scope of the authenticated payment

system of the present invention.
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TRANSPONDER is a wireless device that is a receiver-transmitter. The transponder is
part of a transponder system - the system also including an interrogator. The
transponder is capable of accepting the challenge of the interrogator by transmitting an
appropriate reply. The transponder receives and transmits data in a wireless manner,
generally through low frequency radio waves. The transponder is generally an ID card, a
keytag, a wireless phone, a pda, or some other device that can be carried by a customer
in a purse, wallet, keychain, or pocket. The transponder may be active or passive. This
definition expressly excludes any data transmission by means of swiping a card through

or injecting a card into a conventional cardreader.

STYLUS refers to any device that is compatible with either the hand or finger of the user
for purposes of making a marking on an essentially flat surface. The flat surface may be
a digital surface or a piece of paper. While the drawings depict a conventional shape of a
stylus, other shapes and designs are also included within the scope of the present
invention such as any attachment or thimble-like device for a finger or any implement
that can be held with a hand for such purpose. The stylus may or may not include an ink
cartridge.

DYNAMIC REGISTRATION refers to a process where an existing customer can register for
identity into a new system by participating in a conventional transaction. For example, if
an electronic signature or digital signature is to be used for reference purposes, such
signature is captured when the customer grasps the stylus and signs her name. The

registration is seamless and essential invisible to the customer.

The authenticated payment system of the present invention comprises a wireless device
carried by the customer, a device reader for accessing customer data through the
wireless device, a device for generating an electronic signature, a sensor for capturing a
digital signature during the course of the commercial transaction, a point-of-sale
processor for processing electronic signature data and digital signature data from the
device reader, and a host computer in digital communication with the point-of-sale

processor.
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The method for authenticating a payment of the present invention comprises a customer
approaching a point-of-sale terminal with goods to be purchased, the customer
generating an electronic signature as an expression of intent to commit to the
commercial transaction, capturing a digital signature of the customer when the
electronic signature is being generated, comparing the captured digital signature of the
customer against a reference digital signature, and approving the transaction whenever a
predetermined threshold for the authentication has been met and the customer has

sufficient funds to cover the transaction.

A first preferred embodiment of the identity verification system of the present invention
is for use in commercial transactions. The system comprises a host computer, an

interrogation device, a transponder device, and a stylus.

The host computer has access to data that links the customer with the customer’s
payment account. The interrogator is linked to the host computer disposed at the point-
of-sale terminal. The transponder is wireless and is carried by the customer, and
transmits data to the interrogator upon request. The data transmitted pertains to the
identity of the customer. The stylus is attached to the point-of-sale terminal and includes
a sensor disposed in the stylus grip. The sensor captures a digital signature of the
customer while the customer signs her name. Access to the customer’s payment
account is only enabled when the sensed digital signature matches a reference digital

signature.

For use in commercial transactions at a point-of-sale terminal, a customer registers
selecting a customer account that is to be used for payment. The customer also submits
a digital signature for reference purposes — preferably, a fingerprint. The customer is
then issued a transponder that links the customer to the customer account and to the
reference digital signature. When the customer is at the point-of-sale terminal for
making payment, an interrogator disposed at the point-of-sale terminal transmits a radio
signal requesting identity verification. The wireless transponder submits data to the
interrogator. Thereafter, when the customer uses a stylus to submit written data (such

as a signature), a sensor in the stylus makes incidental capture of biometric data that
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enables the interrogator to confirm customer identity. Similarly, the system can be used

to verify identity when the customer wants to cash a personal check.

Positioned at the center of the process is a stylus with any of a number of biometric or
with one or more metric sensors, that enable an incidental capture of data relative to
identity verification while the stylus is being used. The identity verification processes of
the present invention can be used at point-of-sale terminals, in various controlled
environments, to access a computer network, in applications involving pen-based
computers and smart-pens, for e-commerce, conventional writing implements, and multi-

purpose writing implements.

While the systems set forth herein are described in conjunction with point-of-sale
terminals for purposes of illustration, it is understood that the principles set forth herein
are all applicable to a broad range of other activities where a writing or signature are
required or preferred, such as Internet and Intranet commerce, access control,
government activities (voting, drivers’ registration, receipt of government benefits) and

for use in controlled environments (such as hospitals, and banks).

Various methods of generating a digital signature may be employed:

PCT Application No. PCT/US99/17900 entitled “ldentification Confirmation System”
filed on April 7, 1999; U.S. Patent Application 09/490,687, entitled “Writing
Implement and ldentity Verification Systems” filed on January 24, 2000;U.S. Patent
Application 09/535,411, entitled “Method for Identity Verification” filed on March 20,
2000; and PCT Application No. PCT/US00/19652 entitled “Identity Authentication
System and Method” filed July 18, 2000 by the applicant disclose the use of fingerprint
sensors disposed in the barrel of a stylus used to generate an electronic signature as

the preferred digital signature.

U.S. Patent No. 6,064,751 (Smithies) discloses a method of generating a digital
signature by the use of various metric and biometric sensors disposed in the barrel of

the stylus. A computer-based system captures and verifies an electronic handwritten
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signature. The system includes a stylus with a plurality of sensors that capture
biometric properties of the user, and a database of signature templates storing verified
signature information. At the time of signing, a digital signature is generated
comprising certain features of the writer during the act of signing, such as the size,
shape and relative positioning of the curves, loops, lines, dots, crosses and other
features of the signature being inscribed, as well as the relative speed at which feature
is being imparted. A captured composite digital signature of signature measurements

are compared with a reference set of measurements stored to obtain a similarity score.

The interrogator is in digital communication with a host computer — the interrogator
being disposéd at a point-of-sale terminal. The wireless device is preferably a
transponder. The stylus can be attached to a point-of-sale terminal, via a pen-based
computer or a signature pad. A digital signature, such as a fingerprint, is captured
during a registration process and stored in a file associated with the registrant or in the
wireless device.

The customer registers advising the system of a customer account that is to be used for
payment. The customer also submits an electronic signature (written script of name)
and a digital signature for reference purposes — a fingerprint. The customer is then
issued a wireless device, the wireless device having memory. The memory may be an 1D
card, a credit card, a smart card, a transponder, a barcode, or a combination of these
memories. A identifying device reader (such as a card reader, an interrogator, a
scanner) is located at the point-of-sale terminal that is compatible with the wireless
device. Thereafter, when the customer uses a stylus to submit written data - an
electronic signature is generated. Similarly, a sensor in the stylus captures data that is
used to generate a digital signature. A reference print is then accessed through the
memory in the wireless device carried by the customer. The digital and electronic

signatures are then compared against the reference data to authentic identity.

The stylus includes one or more fingerprint sensor that captures an image of a finger of
the customer when the stylus is grasped. While fingerprint sensors are used herein for

purposes of illustration it is expressly understood that the principles of this invention are
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also applicable to sensing of DNA and other biotech properties - that involve cell capture
or cell analysis sensors. During routine usage of the stylus, the sensor captures the data
necessary to compare with the digital signature to determine identity verification.
The preferred embodiment of the authenticated commercial transaction system of the
present invention is compatible with the following systems:
Fingerprint sensor in something other than stylus (card reader, point-of-sale counter,
card)
Stylus w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Smart-Pen w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Wireless Smart-Pen w/ fingerprint sensors carried by customer
Reference print, Bank, and Account number in smart-pen
Bank and Account number in smart-pen

Personal identifier in smart-pen

For a more complete understanding of the authenticated payment system of the present
invention, reference is made to the following detailed description and accompanying
drawings in which the presently preferred embodiments of the invention are shown by
way of example. As the invention may be embodied in many forms without departing
from spirit of essential characteristics thereof, it is expressly understood that the
drawings are for purposes of illustration and description only, and are not intended as a
definition of the limits of the invention. Throughout the description, like reference
numbers refer to the same component throughout the several views.
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DETAILED DESCRIPTION OF THE DRAWINGS

FIGURE 1A discloses a preferred embodiment of a payment processing RFID system of
the present invention comprising a wireless device (RFID memory that includes a unique
customer record number), a stylus for capturing a biometric property during the signing
process, a local processor-interrogator (for authenticating identity based upon
comparison of the captured customer data with the reference customer data), and a host
computer (for storing customer records and transaction records, and for generating

monthly statements);

FIGURE 1B discloses a second preferred embodiment of a payment processing RFID
system of the present invention comprising a wireless device (RFID memory that
reference biometric data, metric data, and signature data), a stylus for capturing a
biometric property during the signing process, a local processor-interrogator (for
authenticating identity based upon comparison of the captured customer data with the
reference customer data), and a host computer (for storing transaction records, and for

generating monthly statements);

FIGURE 1C discloses a third preferred embodiment of a payment processing system of
the present invention comprising a stylus for capturing a biometric property during the
signing process, a smart card reader, a smart card, the smart card memory including
reference biometric data, metric data, and signature data), identity authentication based
upon comparison of the captured customer data with the reference customer data
occurring in the smart card memory), and a host computer (for storing transaction

records);

FIGURE 1D discloses a fourth preferred embodiment of a payment processing RFID
system of the present invention comprising a wireless device (RFID memory that includes
a unique customer record number), a stylus for capturing a biometric property during
the signing process, a local processor-interrogator (for collecting data from the wireless

device and the stylus), and a host computer (for authenticating identity based upon
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comparison of the captured customer data with the reference customer data, for storing

customer records and transaction records, and for generating monthly statements);

FIGURE 2A discloses a preferred embodiment of a security RFID processing system of
the present invention comprising a wireless device (RFID memory that includes a unique
user record number), a stylus for capturing a biometric property during the signing
process, a local processor-interrogator (for authenticating user identity based upon
comparison of the captured customer data with the reference customer data), and a host

computer (for storing security access codes and access requests);

FIGURE 2B discloses a second preferred embodiment of a security RFID processing
system of the present invention comprising a wireless device (RFID memory that includes
a user biometric data, user metric data, and user signature data, and a unique user
record number), a stylus for capturing a biometric property during the signing process, a
local processor-interrogator (for authenticating user identity based upon comparison of
the captured customer data with the reference customer data), and a host computer (for

storing security access codes and access requests);

FIGURE 3 discloses a preferred embodiment of a payment processing barcode system of
the present invention comprising a wireless device (barcode memory that includes a
unique customer record number), a stylus for capturing a biometric property during the
signing process, a local processor-barcode reader (for authenticating identity based upon
comparison of the captured customer data with the reference customer data), and a host
computer (for storing customer records and transaction records, and for generating

monthly statements);

FIGURE 4 discloses a preferred embodiment of a system for processing a conventional
payment for goods and service at a point-of-sale terminal, comprising a customer ID card
(RFID memory that includes a unique customer record number), a user credit or debit
card from which value is drawn to pay for goods or services, a stylus for capturing a
biometric property during the signing process, a local processor-interrogator (for

authenticating identity based upon comparison of the captured customer data with the

10

ASSA ABLOY Ex. 1002 - Page 105
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01093 - U.S. Patent No. 8.620,039



WO 03/036861 PCT/US02/16879

reference customer data), and a host computer (for storing customer records and
transaction records, and for generating monthly statements), the transaction being
blocked if the ID card reference data does not match the biometric, metric, or signature

data captured from the stylus;

FIGURE 5A discloses a simplified logic diagram for a preferred method for registering
new users into the access (account, network data, physical) security system of the

present invention;

FIGURE 5B discloses a simplified logic diagram for a preferred method for registering
existing users into the access (account, network data, physical) security system of the
present invention, the registration occurring dynamically as an on-site access request is

being processed;

FIGURE 6A discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving lower security identity
authentication, two streams of sensed data being compared to two streams of reference
data, access being enabled if either stream of sensed data matches a corresponding

stream of reference data;

FIGURE 6B discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving medium security identity
authentication, one stream of sensed data being compared to a stream of reference

data, access being enabled if the sensed data matches the reference data;

FIGURE 6C discloses a simplified logic diagram for a preferred method for enabling
account, network data, or physical access involving higher security identity
authentication, two streams of sensed data being compared against two streams of
reference data, access being enabled if and only if each stream of sensed data matches

its corresponding stream of reference data;

FIGURES 7A and 7C disclose a simplified logic diagram for a preferred method for the
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security system of the present invention, enabling access to network data to a remote
user involving higher security identity authentication a network high security request,
where an acceptance threshold is adjusted (see FIGURE 18A and 18B), two streams of
data being captured and processed, access being enabled if and only if each stream of

sensed data matches its corresponding stream of reference data;

FIGURES 7B and 7C disclose a simplified logic diagram for a preferred method for the
security system of the present invention, enabling access to network data to a remote
user involving higher security identity authentication a network high security request,
where an acceptance threshold is adjusted (see FIGURE 18A and 18B), two streams of
data being captured and processed, access being enabled if and only if each stream of
sensed data matches its corresponding stream of reference data, data misinformation

being provided to the user if identity authentication is not confirmed;

FIGURE 8 discloses a simplified logic diagram for another embodiment of the security
system of the present invention, wherein the reference data is used for purposes of

authenticating user identity for cashing a check;

FIGURE 9 discloses a simplified logic diagram for a preferred method for enabling
access to a secure area, the user carrying a wireless device having RFID memory, one
stream of sensed data being compared to a stream of reference data, access being

enabled if the sensed data matches the reference data;

FIGURES 10A and 11A disclose a preferred embodiment of simplified RFID memory and
simplified customer record of the host computer for the payment processing system of
FIGURE 1A;

FIGURES 10BA and 11B disclose a preferred embodiment of simplified RFID memory
and simplified customer record of the host computer for the payment processing system

of FIGURE 1B;

FIGURE 12A discloses a preferred embodiment for the stylus of the security system of
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the present invention for providing images of any finger image that touches the grip area
of the stylus, an ultrasonic sensor being positioned along the axis of the stylus, the
sensor rotating to capture finger images (like sonar), providing a wrap-around sensor

configuration for capturing fingerprint images;

FIGURE 12B discloses another preferred embodiment for the stylus of the security
system of the present invention for providing images of any finger image that touches
the grip area of the stylus, six elongated silicon chip sensors being mounted about the
surface of the grip, providing a wrap-around sensor configuration for capturing

fingerprint images;

FIGURES 13A and 13B disclose exploded views of other preferred embodiments of wrap-
around fingerprint sensor configurations, providing a wrap-around sensor configuration

for capturing fingerprint images;

FIGURES 14A and 14B disclose a simplified user record data and a list of security

access sites for use in a financial institution;

FIGURES 15A and 15 B disclose a variation of a wireless stylus for use with the security
access system of the present invention, the wireless stylus including a fingerprint sensor,
a magnetic stripe, and a living hinge for opening and closing a pivotal flap where the

magnetic stripe is positioned;

FIGURE 16A discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card, wherein the card

includes is an active transponder;
FIGURE 16B discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card, wherein the card

includes a magnetic stripe credit card;

FIGURE 16C discloses a customer identification device for the security access system of
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the present invention, the customer identification device being a card, wherein the card
includes a barcode;

FIGURE 16D discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card with two
memories, wherein one memory is the passive transponder and the second memory is
the barcode;

FIGURE 16E discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card with three
memories, wherein one memory is the magnetic stripe, the second memory is a passive

transponder, and the third memory is the barcode;

FIGURE 16F discloses a customer identification device for the security access system of
the present invention, the customer identification device being a card with two
memories, wherein one memory is the magnetic stripe and the second memory is the

barcode;

FIGURE 17 discloses still another preferred embodiment of the wireless device of the
present invention, the wireless device being, commercial paper with RFID memory
disposed therewithin, the memory enabling tracking of the commercial paper, and
enabling identity authentication at transfer sites. For purposes of discussions herein,
there are two types of RFID devices (1) a token that is issued to a party for use by that
party; and (2) a token that is issued and can be readily and freely exchanged between
parties (like currency). The latter may take the form of a plastic card, a paper note, or a

coin.

FIGURE 18A discloses a simplified threshold graph for authenticating lower-risk
commercial transactions; and FIGURE 18B discloses a simplified threshold graph for

authenticating higher-risk commercial transactions.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring now to the drawings, FIGURE 1A, 1B, and 1C disclose generally the security
access system of the present invention. The authenticated commercial transaction
system comprises a wireless device carried by the customer, a device reader for
accessing customer data through the wireless device, a device for generating an
electronic signature, a sensor for capturing a digital signature during the course of the
commercial transaction, a point-of-sale processor for processing electronic signature
data and digital signature data from the device reader, and a host computer in digital

communication with the point-of-sale processor.

The preferred embodiment of the identity verification system of the present invention is
for accessing account data, for accessing network data, and for physical access. The
host computer has access to data that links the customer with the customer’s payment
account. The interrogator is linked to the host computer disposed at the point-of-sale
terminal. The transponder is wireless and is carried by the customer, and transmits data
to the interrogator upon request. The data transmitted from the transponder enables the
systemn to make an initial customer identification. The stylus is attached to the point-of-
sale terminal and includes a sensor disposed in the stylus grip. The sensor captures and
generates a digital signature of the customer while the customer signs his name. Access
to the customer’s payment account is only enabled after identity has been verified — by
matching the digital and/or electronic signatures with the reference data previously

submitted by the customer.

In the two-step process of the identity verification process of the present invention,
customer identity is initially made by data transmitted from the transponder to the
interrogator. The second step involves the capture of data used to generate digital and
electronic signatures. Only after the captured data is compared against the reference

data, will the transaction be allowed to proceed.

The method for authenticating a commercial transaction of the present invention

comprises a customer approaching a point-of-sale terminal with goods to be purchased,
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the éustomer generating an electronic signature as an expression of intent to commit to
the commercial transaction, capturing a digital signature of the customer when the
electronic signature is being generated, comparing the captured digital signature of the
customer against a reference digital signature, and approving the transaction whenever a
predetermined threshold for the authentication has been met and the customer has

sufficient funds to cover the transaction.

This identity authentication system is used in commercial transactions at a point-of-sale
terminal. The customer registers advising the system of a customer account that is to
be used for payment. The customer also submits an electronic signature (written script
of name) and a digital signature for reference purposes - a fingerprint. The customer is
then issued a wireless device, the wireless device having memory. The memory may be
an ID card, a credit card, a smart card, a transponder, a barcode, or a combination of
these memories. A identifying device reader (such as a card reader, an interrogator, a
scanner) is located at the point-of-sale terminal that is compatible with the wireless
device. Thereafter, when the customer uses a stylus to submit written data - an
electronic signature is generated. Similarly, a sensor in the stylus captures data that is
used to generate a digital signature. A reference print is then accessed through the
memory in the wireless device carried by the customer. The digital and electronic

signatures are then compared against the reference data to authentic identity.

FIGURES 2A and 2B disclose simplified methods for registration for new and existing
customers, respectively. For a new customer, the customer record must be created. For
an existing customer, the customer record already exists. One primary advantage of
having the reference data in the customer record (rather than the transponder) is that
the amount of memory available reference signature store is not a primary concern.
When the reference signature data is to be stored within the transponder, the amount of
memory within the transponder may not be sufficient to store such data. For the existing
customer, the customer record is already in existence but a confirmation check is

needed to confirm that the customer has authorized access to the account.
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The method overcomes the inconvenience of having to re-register all existing customers,
Existing customers can use a “dynamic registration” during a routine transaction.
Digital and electronic signatures are captured during a routine commercial transaction,
using the stylus. Thereafter, during a commercial transaction, the sensed print is
compared to the reference print as part of the identity verification process whenever the
card is submitted through a cardreader. Similarly, if a transponder is used, perhaps to
buy gasoline and other items in a convenience store affiliated with the gas station, the

stylus captures the digital signature and uses it as a reference print.

For example in a branch office of a bank, the styluses of the present invention are placed
at all tellers’ windows, all ATMs, and all officers’ desks. New customers are given a
debit/check/ATM card upon filling out an application. The customer uses a stylus
similar to the styluses at the tellers’ windows. The customer’s reference print is captured
during registration, preferably within a branch office of the bank and digital and
electronic signature data is encrypted is stored in the customer’s bank record. Such
cards can actually be issued and distributed to customers once registration is
completed, much the same as hotels use to issue room keys upon registration — the

cards are preprinted and certain data is loaded onto the card prior to issuance.

The stylus can be attached to a point-of-sale terminal, attached to a pen-based
computer, or a signature pad. In addition, the stylus can be wireless, whereby the
transponder is incorporated into the wireless stylus (see FIGURES 1B and 1C). Each
stylus also includes one or more fingerprint sensors that capture an image of a finger of
the customer when the stylus is grasped.

The transponder responds to a radio signal by emitting its own radio signal. Each
transponder is tagged with a unique serial number. That serial number can be linked
with a credit or debit account. A typical sale may require a matching of digital
signatures; require a matching of electronic signatures, and require a matching of both
digital signatures and electronic signatures. The customer selects goods and proceeds
to a point-of-sale terminal. The point-of-sale terminal indicates that the transaction will
be paid through a transponder. An interrogator disposed at the point-of-sale terminal

collects data from the transponder. A light advises the customer that the payment has
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been accepted. Payment is made instantly from the customer’s registered account. The
interrogator emits a low-frequency transmission, generally via its antenna. The
transponder is inactive until it's activated by the interrogator. When a transponder
passes within range, the transponder is excited, causing the transponder to transmit its
data in response to the inquiry. The interrogator submits the inquiry to the transponder

and receives back data from the transponder.

In one preferred embodiment, the transponder has enhanced memory (akin to a smart
card), in which case the encrypted reference fingerprint is stored within the transponder
memory. Also, the memory may contain account number, balance — and customer data
to be stored in the transponder memory. FIGURE 6A discloses the corresponding
customer bank record. The comparison of the sensed print with the reference print for
purposes of identity authentication preferably occurs in the transponder. One significant
advantage to this system is that the transaction can be completed at the point-of-sale
terminal with minimal access/input from the driver. Another advantage is that the driver

and account data are updated after the transaction is completed

In another preferred embodiment, the transponder has limited memory (akin to a
magnetic stripe). The writing device is a tethered stylus attached to the point-of-sale
terminal and the digital and electronic signatures are stored in the customer record. The
customer bank and account number are in the transponder. The reference signatures
are in the customer record at the customer bank. The comparison of the sensed
signatures with the reference signatures for purposes of identity authentication
preferably occurs either in the driver (where the sensed print is transmitted) or in the
point-of-sale terminal (where the reference print is transmitted). In a variation of this
embodiment, the transponder has an index reference to the customer bank and account
number. For increased security the index reference number in the account index and on
the transponder change with each transaction. The reference print is in the customer
record at the customer bank. One significant advantage is that since there is minimal
information on the transponder device, if the transponder is lost or stolen it is of little
use to thieves and hacks. While they can locate the customer’s bank and account

number (which they can learn from a personal check), they cannot gain access to such
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funds since the digital and/or electronic signatures don’t match. Another advantage is

that the transmission of data is through wired connections (more secure).

A passive transponder (does not include a power supply) carried by the customer on
his/her person is disposed in a card carried in a wallet or on a keychain — it may need to
be removed and swiped through a cardreader or a near an interrogator. An active
transponder (includes a power supply) can also be pda, jewelry, glasses, clothing, or the
like.

A transponder of choice is commercially available from AMSKAN of Mulgrave, Victoria in
Australia - the InfraRed Datalink allows serial "through the windscreen' data transfer
between a vehicle and the roadside in daylight with high reliability and is presently used
for capturing information from vehicles as they re-fuel, re-load, or at highway speeds.
The IRD is comprised of two main components, the interrogator and the wireless
transponder. The interrogator is mounted either at the point-of-sale terminal. The size of
the transponder is 130 x 80 x 50 mm.

Another transponder of choice is Miotec’s mPollux - that is developed on a SIM card and
its integrated security solutions offer a flexible and secure platform with a sufficient
capacity for a wireless PKI system. The SIM platform is a FLASH microcontroller, which
has a separate RISC processor for RSA operations. MioCOS operating system is
compliant with both GSM and PKI standards. Furthermore, the integrated biometric
functions enable, among other things, replacing the PIN code in an electronic ID card
with fingerprint matching.

In still yet another preferred embodiment of the pen-based verification systems of the
present invention, a transponder is used in a smart card. The smart is compatible with
both contactless and contact transactions. Such a card is presently commercially
available and known as a “Digital Pusan Card.” The Digital Pusan Card is one of the first
to combine contact and contactless smart card functionality on a single chip. Supporting

a wide array of services, it combines credit, debit and prepaid card functions.

Compatible with smart pagers the card is used within the existing Hanaro Transportation

scheme. Cardholders can recharge their e-purses at reloading machines and at ATMs.
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As well as proven and secure dual interface technology, operating in both contact and
contactless mode. The card is loaded by either its contact or contactless interface. This
allows many recharging possibilities including at bank terminals, bus stations or, with a
PC and card reader, over the Internet - and this also permits electronic purchasing via
the Internet. '

The use of this transponder as a component of the pen-based verification system of the
present invention enables the transponder to be compatible with both card-based and
cardless systems. In the card-based system, the device is swiped through a cardreader
at the point-of-sale terminal - and the customer signs her name using the fingerprint
stylus. The reference fingerprint image is stored in the smart card/transponder device,
which is also where the matching of the sensed print (from the pen) is compared with the
reference fingerprint image. This embodiment enabling compatibility with both

cardreaders and transponders also is key in enabling a transition to a cardless system.

The preferred embodiment of the security access system of the present invention is
compatible with the following systems:
Fingerprint sensor in something other than stylus (card reader, point-of-sale counter,
card)
Stylus w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Smart-Pen w/ fingerprint sensors attached to point-of-sale
Credit cards
Stored value, ATM, check cards
Reference print, Bank, and Account number in card, keytag, or wallet
Bank and Account number in card, keytag or wallet
Personal identifier in card, keytag, or wallet
Wireless Smart-Pen w/ fingerprint sensors carried by customer

Reference print, Bank, and Account number in smart-pen
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Bank and Account number in smart-pen
Personal identifier in smart-pen

When wireless devices are used, system security becomes even more of a concern, since
an integral part of the system, in this instance the transponder, is not attached to the
system, but rather is wireless and carried by a customer. The reference digital and
electronic signature data is stored in both the transponder and the customer record.
During a request for a point-of-sale transaction, a comparison of the reference data on
the transponder is compared with the reference data in the customer record to
determine if the transponder has been altered or replaced with a counterfeit
transponder. This check need not be done each time but either randomly or in the event
that the transaction involves a large value amount. There are other ways. When the
reference print is stored inside a transponder that is carried by the customer, either of

the following technologies may also be employed:

U.S. Patent No. 5,619,025 (Hickman, et al.) discloses a method for tamper-proof
identification using photo refractive crystals. The method for document
authentication exploits a temporally variable physical process to generate a
reproducible effect that cannot be copied. A document such as a credit card is
provided with a spot or stripe that incorporates at least one, and preferably a
large plurality of photo refractive crystals arrayed in a random manner. The
document authenticating apparatus includes a coherent light source such as a
diode laser to illuminate the photo refractive crystals, and a photosensor to
receive light scattered from the photo refractive crystals. The random distribution
and orientation of photo refractive crystals comprises a unique characteristic for
each card or document, and this characteristic is not based on any assigned
number or code. The response of photo refractive crystals to the coherent
illumination comprises a time-varying characteristic that is dependent upon the
intensity and temporal nature of the illumination itself. Input to the laser
illuminator may be varied to elicit differing responses from the photo refractive
crystals, and this factor may be very difficult for a counterfeiter to ascertain. Also,

for any given illumination intensity or temporal pattern, the image received by the
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photosensor varies with time. The time at which the photosensor signal is
sampled to obtain an identifying image may also be varied, thereby further
compounding the difficulty for a counterfeiter to overcome. A large number of
“snapshots” of the time-varying image of the document is electronically captured,
digitized, and stored in an electronic media. The photosensor signal is compared
to the stored data; a match indicates a valid document, and no match indicates
an invalid or unauthorized document. The image recognition process can be
enhanced by comparing the rate of change in a sequence of images elicited by the

laser illuminator.

U.S. Patent No. 5,834,748 (Litman) discloses a card that includes magnetic
particles and is difficult to counterfeit. The signal strength, period, amplitude
and/or alignment of the magnetic field may be read as coded information by a
magnetic reading head. The encoding of this information can be made
increasingly difficult to imitate or forge by varying parameters within these (and
other) mechanically readable inscriptions. The apparatus readable (mechanically
readable) security means to prevent forgery of identification cards, (including the
new smart cards with readable chips therein) and pens. The security of the pens is
enhanced by the implementation of a mechanically readable security system,
which includes a mechanically readable magnetic marking embedded in the
transactional item. The marking also may be visually notable or readable, but it at
least must be readable by a reading head capable of reading the passage of a
magnetic material by the head. The marking is preferably in the form of at least
two magnetic filaments or strips and preferably includes a multiple number of
filaments of differing coerciveness, magnetic field strength, magnetic field
alignment, size or spacing so that when the stylus is passed at a defined and
preferably constant speed through the reading device, approval will be given only
when the proper signal is provided by the ordered array of appropriate magnetic

elements in the pen.

When the digital signature is generated through fingerprint data, registration can aiso

occur without the pen, but rather with a fingerprint sensor that captures essentially a
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complete fingerprint of the finger for references purposes. Subsequently, when the
stylus is used, the partial print is compared to the complete fingerprint for matching
purposes.

Just as a transponder that is compatible with existing cardreaders enables the system of
the present invention to be compatible with card-based systems and pen-based
(cardless) systems as shown above, utilization of a stylus that is compatible with existing
cardreaders offers many similar advantages for a wireless stylus, that is compatible with
card-based systems and pen-based systems. FIGURES 15A and 15B disclose a first
preferred embodiment of a stylus grip for use with the identity authentication system of
the present invention, the grip having a rotatable flap that includes a magnetic stripe that

can be read by a conventional card reader.
The fingerprint sensors of choice are either of the following:

The FingerTIPty sensor from Infineon enables the integration of a miniature
fingerprint sensor into a wide variety of end-products including PCs, notebook
computers, handheld devices, set-top boxes, ATM's, point of sale terminals,
ticketing kiosks, building access systems, or any other application that would
benefit from replacing PIN and password identification with biometric-based
verification. The chip is compact, reliable and robust enough to convert a previously
exotic technology-biometric user ID into an everyday reality. The FingerTIP chip is a
small (18mm x 21mm x 1.5mm) IC embedding a 288 x 224 pixel contact sensor
array that images the lines and ridges of a human fingerprint when a user touches
the device. Each pixel has an 8-bit data depth, enabling evaluation of subtle
gradations (256 shades of gray) of a fingertip and their transiation into a set of
indices - the key identifying features of an individual fingerprint. Imaging and data

transfer of an impression takes only 100 milliseconds.

STMicroelectronics has developed a fingerprint sensor of substantially the same size
as the Infineon sensor and that use capacitive-sensor-array technology; building

silicon IC’s containing an array of sensor plates. ST's TouchChip technology uses a
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capacitive sensing technique to capture, in less than one tenth of a second, a high-
resolution image of a fingerprint when the finger is applied directly to the chip
surface. The output of the chip is a digital representation of the fingerprint, which
can be processed by the algorithms developed by 5AGEM, which immediately
confirm or invalidate the recognition of pre-identified persons and then be further

processed by application-dependent software.

A transponder of choice is commercially available from AMSKAN of Mulgrave, Victoria in
Australia - the InfraRed Datalink allows serial "through the windscreen' data transfer
between a vehicle and the roadside in daylight with high reliability and is presently used
for capturing information from vehicles as they re-fuel, re-load, or at highway speeds.
The IRD is comprised of two main components, the interrogator and the wireless
transponder. The interrogator is mounted either at the point-of-sale terminal. The size of
the transponder is 130 x 80 x 50 mm.

Another transponder of choice is Miotec’s mPollux — that is developed on a SIM card and
its integrated security solutions offer a flexible and securé platform with a sufficient
capacity for a wireless PKI system. The SIM platform is a FLASH microcontroller, which
has a separate RISC processor for RSA operations. MioCOS operating system is
compliant with both GSM and PKI standards. Furthermore, the integrated biometric
functions enable, among other things, replacing the PIN code in an electronic ID card
with fingerprint matching.

One skilled in the art will also recognize the application of the principles of the identity
verification system of the present invention to electronic commerce, where the party
seeking to enter or access data, or simple to correspond with another. When the party
seeking to make the transaction is remote from the host computer terminal (or second
party), the remote party can generally not be seen, and so the race, ethnicity, gender, or
even species cannot be ascertained. In such instances, the need for identity verification
takes on increased importance. Accordingly, the identity verification process of the
present invention requires that the remote party have access to a signature pad - the
signature pad having means to generate a digital and an electronic signature. The digital

and/or electronic signatures compared against reference data before allowing the
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transaction to go forward, and the digital and electronic signatures are captured and

preserved in a transaction record.

Throughout this application, various U.S. Patents, Patent Applications, and PCT
Applications are referenced by number and inventor. The disclosures of these Patents
and Applications in their entireties are hereby incorporated by reference into this
specification in order to more fully describe the state of the art to which this technology

pertains.

Throughout this application, various U.S. Patents, Patent Applications, and PCT
Applications are referenced by number and inventor. The disclosures of these Patents
and Applications in their entireties are hereby incorporated by reference into this
specification in order to more fully describe the state of the art to which this technology
pertains. It is evident that many alternatives, modifications, and variations of the
authenticated commercial transaction system of the present invention will be apparent
to those skilled in the art in light of the disclosure herein. It is intended that the metes
and bounds of the present invention be determined by the appended claims rather than
by the language of the above specification, and that all such alternatives, modifications,
and variations which form a conjointly cooperative equivalent are intended to be included

within the spirit and scope of these claims.
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CLAIMS
1. A method for processing an access request, the method comprising:

a. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by a user, the user reference data having

been submitted in a registration process;

b. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;

c. transmitting the user sensed data and the user captured data to a processor
system, the user reference data being transmitted to the processor by means

of radio-frequency transmission;

d. comparing the user sensed data against the user reference data in the

processor;

e. authenticating the identity of the user based upon the results of the

comparison; and

f. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)
confirms the access request should be approved.

2. A method for processing an access request, the method comprising:

a. capturing a user record number from a wireless device carried by a user, the

user record number having been submitted in a registration process;
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b. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;

c. transmitting the user sensed data and the user record number to a processor
system, the user record number being transmitted to the processor by means

of radio-frequency transmission;

d. using the user record number to retrieve user reference data (involving user

biometric data, user metric data, or user signature data);

e. comparing the user sensed data with the user reference data in the processor;

f. authenticating the identity of the user based upon the resulis of the
comparison; and

g. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)

confirms the access request should be approved.

3. A method for processing an access request, the method comprising:

a. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by a user, the user reference data being
embedded in a barcode, the user reference data having been submitted in a

registration process;

b. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;

c. transmitting the user sensed data and the user captured data to a processor
system, the user reference data being transmitted to the processor by means

of a barcode reader;
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d. comparing the user sensed data against the user reference data in the
processor;

e. authenticating the identity of the user based upon the results of the

comparison; and

f. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)
confirms the access request should be approved.

4. A method for processing an access request, the method comprising:
a. capturing a user record number from a wireless device carried by a user, the
user record number, the user record number being embedded in a barcode

having been submitted in a registration process;

b. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;
c. transmitting the user sensed data and the user record number to a processor
system, the user record number being transmitted to the processor by means

of a barcode scanner;

d. using the user record number to retrieve user reference data (involving user

biometric data, user metric data, or user signature data);

e. comparing the user sensed data with the user reference data in the processor;

f. authenticating the identity of the user based upon the results of the

comparison; and
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g. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)

confirms the access request should be approved.
5. A system comprising:

a. a stylus for capturing user biometric, metric, or signature data of a user as the
stylus is being used to submit user data;

b. a wireless device carried by the user, the wireless device having memory, the
memory including user data, the user data including a user data record

number;

c. a processing system that captures the user data record number from the
wireless device by means of radio frequency transmission, the radio frequency
transmission occurring from the wireless device to the processor, the
processing system accessing user reference data by use of the user record
number, the user data record including reference data involving user biometric
data, user metric data, or user signature data, the processing system using the
captured data processed from the stylus for comparison against the user
reference data processed from the wireless device, user authentication being
based upon the comparison, user access (account, network data, or physical)
being permitted if the processor confirms the user identity and other system
criteria (fund availability, clearance) confirms the access request should be

approved.
6. A system comprising:

a. a stylus for capturing user biometric data, metric data, or signature data as

the stylus is being used to submit user data;
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b. a wireless device carried by the user, the wireless device having memory, the
memory including user reference data (involving user biometric data, user
metric data, or user signature data); and

c. a processing system that captures the user reference data from the wireless
device by means of radio frequency transmission, the radio frequency
transmission occurring from the wireless device to the processor, the
processing system using the captured data processed from the stylus for
comparison against the user reference data processed from the wireless
device, user authentication being based upon the comparison, user access
(account, system, or physical) being permitted if the processor confirms the
user identity and other system criteria (fund availability, clearance) confirms
that the access request should be approved.

7. A system comprising:

a. a stylus for capturing user biometric, metric, or signature data of a user as the

stylus is being used to submit user data;

b. a wireless device carried by the user, the wireless device having memory, the
memory including user data, the user data including a user data record

number, the user data being embedded in a barcode; and

c. the processing system capturing the user data record number from the
wireless device by means of a barcode reader, the processing system
accessing user reference data by use of the user record number, the user data
record including reference data involving user biometric data, user metric
data, or user signature data, the processing system using the captured data
processed from the stylus for comparison against the user reference data
processed from the wireless device, user authentication being based upon the

comparison, user access (account, network data, or physical) being permitted
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if the processor confirms the user identity and other system criteria (fund

availability, clearance) confirms the access request should be approved.

8. A system comprising:

a. a stylus for capturing user biometric data, metric data, or signature data as
the stylus is being used to submit user data;

b. a wireless device carried by the user, the wireless device having memory, the
memory including user reference data (involving user biometric data, user
metric data, or user signature data); and

c. a processing system that captures the user data record number from the
wireless device by means of a barcode reader, the processing system using the
captured data processed from the stylus for comparison against the user
reference data processed from the wireless device, user authentication being
based upon the comparison, user access (account, system, or physical) being
permitted if the processor confirms the user identity and other system criteria
(fund availability, clearance) confirms that the access request should be
approved.

9. A method for enabling a user to process a payment for goods or services from a
provider, the method comprising:

a. tendering funds sufficient to pay for the goods or services, fund tendering

being by a payment card and through a cardreader

b. capturing user reference data (involving user biometric data or user metric
data) from a wireless device carried by the user, the wireless device being
separate and apart from the payment card, the user reference data having

been submitted in a registration process;
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c. capturing user sensed data (involving user biometric data or user metric data);

d. transmitting the user sensed data and the user reference data to a processor
system, the user reference data being transmitted to the processor by means
of radio-frequency transmission;

e. comparing the user sensed data against the user reference data; and

f. advising the provider of the goods or services when user identity is denied
resulting from the comparison of the user sensed data with the user reference
data.

10. A method for processing an access request, the method comprising:

. a. capturing user sensed data (involving user biometric data or user metric data)

as the user writes a name, the name being written with a stylus;

b. transmitting the user sensed data to a smart card, the smart card including a
smart-card processor, the smart-card processor including memory, the
memory including user reference data (involving user biometric data or user

metric data);

c. comparing the user sensed data against the user reference data in the smart-
card processor;

d. authenticating the identity of the user based upon the results of the

comparison; and

e. enabling user access (account, network data, or physical) if the processor
confirms user identity and other system criteria (fund availability, clearance)

confirms the access request should be approved.
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IMPROVING CARD DEVICE SECURITY USING BIOMETRICS
Field of the Inventioﬁ
The present invention relates generally to security issues and, in particular, to
security issues associated with use of card devices such as credit cards, smart cards, and
wireless card-equivalents such as wireless transmitting fobs.
Background
This description makeé reference to various types of “card device” and their
associated “reader devices” (respectively referred to merely as cards and readers). The
card devices all contain card information that is accessed by “coupling” the card device to
an asséciated reader device. The card informaﬁon is used for various purposes including

drawing cash from an Automatic Teller Machine (ATM), making a purchase on credit,

updating a loyalty point account and so on. The card information is typically accessed

from the card by a corresponding card reader which then sends the card information to a
“back-end” system that completes the appropriate transaction or process.
One type of card is the “‘standard credit card” which in this description refers to a

traditional plastic card 701 as depicted in Fig. 1. The standard credit card is typically

~“swiped” through a slot in a standard credit card reader in order to access card

information 702 oﬁ the card 701. The card information 702 can alternately be encoded
using an optical code such as a bar code, in which case the reader is suitably adapted.
The standard credit card 701 also-typically has the signature 703 of the card-owner
written onto a paper strip on the card 701. This is used for verification of the identity of
the person submitting the card when conducting a transaction using the card 701,

Another type of card device is the smart card (not shown) tﬁat typically has an
on-board processor and a memory. The smart card typically has electrical contacts that
mate with corresponding contacts on a smart card reader (not shown) when accessing data

in the memory of the smart card.

110805 . : . 729727
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Another type of card device is the wireless “key-fob” which is a small radio

: fransmitter that emits a radio ﬁequenéy (RF) signal when a button on the fob is pressed.

Thé RF signal can be encoded using the Wiegand protocol, or any other suitable protocol,
such as rolling code or Bluetooth™ and can include encryption if desired. The key-fob
typically has ;i processor and memory storing data that is sent via the transmitted signal to
a oorrespopding receiver, which is the “reader device” for this type of card device.

The description also refers to “card user” and “card owner”. The card user is the
person who submits the card for a particular transaction. The card user can thus be the
(authorised) card owner or an (uhauthorised) person who hz}s found or stolen the card.

Clearly the signature 703 on the standard credit cafd 701 in Fig. 1 can be forged.
Thus, if the standard card 701 is stolen or lost, an unauthorised user can use the card
provided that they can supply a sufficiently accurate version of the signature 703, The
only recoﬁrse' available to the card owner is to notify the ca;d issuing coxﬁpany to
“cance}” the card. '

Current card devices such as the standard credit card, the smart card and the key:
fob can have their security enhanced by requiring the ¢ard user to_prdvide PIN (Personal
Identification Number) information through a. keypad to verify their identity prior to
completing a transaction. However, PIN information can also be “stolen” by surveillance
of the ca'lrd owner’s hands as the card owner operates the keypad.

Biometric verification can also be incorpbrated into. current card systems to
enhance security. In Fig. 2 the card user swipes the standard card 701 through an
associated card reader (not shown) that accesses the card information 702 on the card 701.
The card user also provides a biometric input 801, for example by pressing their thumb
against a biometric (eg fingerprint) reader 802, The card information 702 that is read by
the card reader (not shown), together'with the biometric signature that is read by the

biometric (fingerprint) reader 802, are sent, as dey‘aictqd by a dashed arrow 803, a

110805 . ' ) ) 729727
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computer network 804, and a further dashed arrow 805, to a back-end system includin'g a
database 806 and associated processor (not shown).

In tﬁis arrangement, the card oiyner needs to have previously registered t_heir
biometric signature 801 and the card information 702 for pre-loadihg. onto the back-end
database 806. Having done so, the back-end processor (not shown) compares the bre-
loaded information on the database 806 with the information received at 805, in order to
check that the card holder of the card 701 is the (authorised) card owner and that the card
itself is valid, in which.case the transaction in question can proceed. Clearly this
arrangement requires a central repository (866) of.card information 702 and biometric
information 801. This is cumbersome and potentially compromises the privacy of the
holder of the card 701. This arrangement also 'requires .comblex back-end database
managemgnt énd the communications network 804. Furthermore, the front-end biometric
signature reader 802 requires storage and/or processing capabilities for the biometric
signatures. This results in a complex and expensive solution.

APrivacy concerns have also been raised against the arrangement of Fig. 2 which

involves centralised storage and processing of personal information including biometric

" information. These concerns have slowed widespread use of biometrics to enhance user

verification.
- - Summary

It is'a-n object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangexhents.

Disclosed are arrangements, referred to as Biometric Card Pointer (BCP)
arrangements, which seek to address the above problems by automatically storing a card
user’s biometric signature in é local memory in-a verification station comprising a card
reader, a biometric signature reader, the iocal biometric .signature memory (preferably in a

mechanically and electronically tamper-proof form), an alphanumeric keypad (optional),

110805 : 729727
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and a communication module for communicating with back-end system that may be
remotely accessible over a network.

The card user’s biometric signature is automatically stored the first time the card
user uses the verification station in question (this being referred to as the enrolment
phase). The biometric signature is stored at a memory address defined by the (“unique”)
card information on ihe user’s card as read by the card reader of the ven'ﬁcaﬁon station.
Clearly the term ‘“unique” means unique in the context of a permitted set of cards
associated with the verification station. This is described in more detail in regérd. to
Fig. 8.

All future uses (referred to as uses in- the verification phase) of the particular

. verification station by someone submitting the aforementioned card requires the card user

to submit both card to the card reader and a biometric signature, which is verified against
the signature stored at the memory addresg defined by the card information, |

Each use of the verification station is identical from the card user’s perspective,
requiring merely input of the card to the card reader, and provision of the biometric
sighature (eg thumb print or retinal scan etc.) to the biometric reader.

An autﬁorised card user will be automatically verified by the BCP arrangement
in the verification station, and the cormresponding transaction, be it an ATM cash
withdrawal, a credit purchase, 2 loyalty point upﬂate etc. will siniply proceed as normal.
An unauthorised card user (ie a card user who misappropriated the card after the initial
enrolment) will not receive authorisation, and the intended transaction will not proceed.
Furthermore, the biometric signature of the unauthorised user v?ill be captured in the
verification station, and can be used by the authorities to track the unauthorised user and
prove misappropriation of the card..

The disclosed BCP arrangements require virtually no modification at all of the

back-end systems or the (front-end) card. The additional administrative overheads

110805 ' 729727
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associated with the BCP arrangements, above those ali’eady required for systems using
(standa.rd) cards and back-end systems, are minimal. The BCP arrangemeﬁts also
potentially have a reduced impact on privacy of card users. The biometric signatul"eS
stored in the local database of the verification station can be made off limits té anyone, or
limited to law enforcement agencies, depending on the a'dministrative environment in
which the BCP arrangements are implemented. Users of current card systems can leamn to
use BCP arrangements without much effort, needing only to provide a biometrid sigﬁatu:e .
when asked to do so at the verification station. The diﬁ'efence Eeween the enrolment and
verification phases are transparent to users, further reducing the effort in learning how to
use the BCP arrangements. '

Aécording to a first aspect of the present invention, there is provided a method of

" securing a process at a verification station, the method comprising the steps of: -

(a) providing card information from a card device to a card reader in the
verification station;

(b) inputting a biometric signature of a user of the card device to a biometric

reader in the verification station;

(é) determining if the provided card information has been previously provided to
the verification station;
.(d) if the provided card information has not been previously provided to the
verification station;
(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
(db) performing the px;ocess dependent upon the réceived card
information;
(e) if the provided card information has been previously provided to the

verification station;

110805 ’ 729727
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(ea) comparing the inputted biometric signature to the biometric
signature stored in the memory at the memory location defined by the provided card
informatjon; '

(eb) if the inputted biometric signature matches the stored biometric
signéture, performing the process dependent upon the received card information; and

(ec) if the inputted biometric signature does not match the stored
biometric s;ignature, not performing the process dependent upon the recpived card
information. .

According to another aspect of the present invention, there is provided a
verification station for securing a process, the verification station comprising:

a card device reader for receiving card infonnatibn from a card device coupied to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided card information has been previously
pr;wided to the verification station,

means, if the provided card information‘has not been previously provided to the
veriﬁqation station, for; ‘

storing the inputted biometric ‘signature in a memory at a memory
location defined by the provided card information; and

performing the procEss dependent upon the received card information,

means, if the provided card information has been previously provided to the
verification station, for;

comparing the inputted biometric signature to the biometric signature

stored in the memory at the memory location defined by the provided card information;

110805 ) - 729727
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if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received c.ard information; and )
‘ if the inputted biometric signature does not match the stored biometric
signature, not performiﬁg the process dependent upon the received card information.
According to another aspect of the present invention, there is provided a
computer program product including a computer .readable medium having recorded
thereon a computer program for directing a processor to execute a method for securing a
process at a veriﬁcation_ station, said program comprising;
code for determining if. card information, provided to a card device re-ader
incorporated into the verification station, has been previously provided to the verification
station;
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to tlhe
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature inatches the stored bfometric
signature, performing the process dependent ﬁpon the received card information; and
if‘ the inputted biometric signature does not match the stored biometric
signature, not pe}forming the process dependent upon the received card information,

Other aspects of the invention are also disclosed.
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Brief bescription of the Drawings
Some aspects of the prior art and one of more embodiments of the present
invention will now be described with referqnce to the drawings, in which:
. Fig. 1 depicts a standard credit card;
.5 Fig. 2 shows the card of Fig. 1 being uéed together with biometric verification;
.Fig. 3 is a functional block diagram of a special-purpose computer system upon
which described methods for the BCP arrangements can be practiced;
Fig. 4 illustrates the biometric card pointer concept;
Fig. 5 is a flow chart of a process for using the biometric card pdinter
10 arrangement, .
- Fig. 6 shows the verification process of Fig. 5 in more detail;
‘Fig. 7 shows the enrolment process of Fig. 5 in more detail;
Fig. 8 shows the card information process of Fig. 5 in more detail; and
" Fig. 9 shows an alternate use for the biometric card pointer airangement.
15 A Detailed Description including Best Mode
Where reference is made in any one or more of the accompanying drawings to
steps and/or features, which have the same reference numerals, those steps and/or features
have for the purposes of this description the same function(s) or operation(s), unless the
contrary intention appears. ‘

20 Fig. 3 is a functional block diagram of a system 100 in which the disclosed BCP
arrangements can be practiced. The disclosed BCP.methods particularly lend themselves
to impleﬁentétion on the s'pecial-purpose computer system 100 such as that shown in Fig.
3 wherein the processes of Figs. 5-8 and 9 may be implemented as software, such as a
BCP application program executing within the computer system 160. In particular, the

25  steps of the BCP processes are effected by instructions in the BCP software that are

carried out by a verification station 127. The verification station 127 is ‘typically

110805 - - 729727
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constructed in a taxﬁper-proof manner, b;th physically and electronically, to prevent
unauthorised access to the inner mechanism of the veriﬁcatiorul station 127. -The
instructions may be forméd as one or more code modules, each for performing one or
more particular tasks. The BCP software may also be divided into two separate parts, in
which a first part performs the BCP methods and a second paﬂ manages a user interface
betwéen the first part and the user.

The BCP software may be stored in a computer readaBle medium, including the
storage devices described below, for example. The BC? software is loaded into the
verification station 127 from the cbmputer readable medium, and then executeéd by the
verification station 127. A computer ;ead_a.b]e medium having such softwafe or computer
program recorded on it is a computer program product. The use of the computer program
product in the computer preferably effects an advantageous apparatus for effecting the
BCP arrangements. |

The compi.lter system 100 consists of a computér module 101, input devices such
as a biometric reader 102, a card reader 112, ;nd a keypad'IOEi, output devices including
an LCD (Liquid Crystal Display) display device 126 and a loudspeaker 117. The
computer module 101 uses a Modulator-Demodulator (Modem) transceiver device 116
for communicating to and from a cdmmunicatioﬁs network 120, for exainple connectabic
via a telephone line 121 or other functional medium. The modem 116 can be used to
obtain access to a back end system including a processor 122 and back-end database 123
over the Internet, and other network systems, such as a Local Area Network (LAN) or a
Wide Area Network (WAN). ’

" The 'computex; module 101 typically includes at least one processor unit iOS’, and
a memory unit 106, for example formed from semiconductor random 'access memory
(RAM) and read only memory (ROM). The module 101 also includes a number of

input/output (O) interfaces including an audio-video interface 107 that couples to the

110805 729727
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LCD display 126 and loudspeaker 117, an VO interface 113 for the keypad 103, biometric
reader 102 and card reader 112, and an interface 108 for the modem 116. In some
implementaﬁoné, the modem 1116 may be incorporated within the computer module 101,
for example within the interface 108. _ |
A storage device 109 is proﬁded and typically includes a hard disk drive 110
and a flash memory 111. The components 105 to 111 and 113 of the computer,
module 101, typically communicate via an interconnected bus 104 and in a manner that

results in a conventional mode of operation of the computer system 100 known to those in

.the relevant art.

Typically, fhe BCP application prograni is resident on the hard disk drive 110
and read and controlled in its execution by the p'rocessor 105. Intermediate storage of the
program and any data fetched from the network 120 may be accomplished using the
semicondﬁctor memory 106, possibly in concert with the hard disk drive 110. In some
instances, the BCP application program may be supplied to the user encoded on the flash

memory device 111, or alternatively may be read by the computer module 101 from the

: network 120 via the modem device 116,

Still further, the soﬁwa;re can also be loaded info the computer system 100 from
other computer readable media. The term "computer readable medium" as used herein
refers to any storage or transmission medium that participates in providing instructions
and/or data to the computer system 100 for execution and/or processing. E)éamples of

storage media include floppy disks, magnetic tape, CD-ROM, a hard disk drive, a ROM

or integrated circuit, a magneto-optical disk, or-a computer readable card such as a

PCMCIA card and the like, whether or not such devices are internal ot external of the
compﬁter module 101, Examples of transmission media include radio or infra-red

transmission channels as well as a network connection to another computer or networked

110805 729727
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device, and the Intemet or Intranets including e-mail transmissions and information
recorded on Websites and the like.

As illustrated in Fig. 4, a standard card 601 has card information 605 typically -
comprising three ﬁelds‘, namely 602 which is the card type, 603 which is the card range,
and 604 which comprises card data épeciﬁc to tl:le particular card 601. In the disclosed
BCP approach the card data 604 acts as tﬁe memory reference which points, as depicted
by an arrow 608, to a particular memory address 607 in the local database 124 in the
verification station 127 of Flg 3. The ﬁelds 602 and 603, which together form a header
606, can be used by the disclosed BCP system to determiﬁe if the card 601 is to be
processed according to the disclosed BCP approach or not. This is described in more
detail in regard to Fig. 8.

In an initial enrolment phaée, the card usef couples their card 601 (or key-fob or
other card device) to the card reader 112. The. card user is then required to' input a
t;iometric signature, such as fmgérprint, face, iris, or other unique signature, into the
biometric reader 102. The card data 604 defiries the location 607 in the memory 124
where their unique biometric signature is stored.

Thereafter, in latcx: verification phases, the user couples their card 601 to the card
reader 112, after which the ca;fd user is required to again present their unique biometric to '
the biometﬁc reader 102, This signature is compared to the signatﬁre stored at the

memory location 607 in the memory 124, the memory location 607 being defined by the

"card data 604 read from their card 601 by the card reader 112. Once verification is

confirmed, the card information 605 is transferred from the verification station 127 to the
back-end procéssor 122 for completion of the transaction.

Importantly, the back-end processor 122 does not see the difference between
receiving the card information 605 from the verification station 127, and receiving it from .

a conventional card reader in the absence of the verification station inmiplementing the
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disclosed BCP .arrangement. This means that back-end procésses (depicted by the back-
end processor 122 and. .the back-end database 123) need ‘no modification when
incorporating the BCP arrangeme;nt into current card systems. There are additional
elements in the verification station 127 (see Fig. 3) compared to the normal card reader,
however this is a relatively simple an ine;cpensive upgrade compared to the centralised
arrangemént depicted in Fig. 2.

" Fig. 5 shows a process 200 for normal use of the BCP approach. In a first step
201, the processor 105 determines if the card 601 has been read by the card reader 112. If

this is not the case, then the process 200 follows a NO arrow back to the step 201, If, on

the other hand, the card 601 has been read by the card reader 112, then the process 200

follows a YES arrow to a step 202 (see Fig. 8 for more details). In the step 202, the

processor 105 processes the card information 605 that is read from the card 601 by the
card reader 112. In a following step 203 a request is presented to the card holder to
provide a biometric signature to the biometric reader 102. This request can be provided

in an audio fashion by means of the audio interface 107 and the speaker 117, this being

_ driven by suitable software running on the processor 105. Alternatively or in addition, a

suitable message can be displayed on the LCD display 126 by suitable software runnih’g
on the processbr 105.

In response to the aforementioned request, the holder of the card 601 provides a
biometric signature to the biometric reader 102. After the signature has been received by
the step 203, the process 200 is directed to a step 204 that reads the contents of the local
database 12'4 at an address defined by the cafd data 604. If the contents of this memory
address match, to a sufficiently high deérec of correspondencs, the biometric signature
received in the step 203 via the biometric reader 102, then the process follows a YES -
arTow to a step 205 (see Fig. 6 for more detail). It is noted that-if the step 204 returns a -

YES value, then the biometn'c signature at the noted memory address was written into the
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memory 124 in an earlien-' enrolment phase. It is also noted that the step 204 reads the
contents.stored at a single memory address defined by the card data 604 and checks these
contents against the biometric signature received in the step 203. There is no need to
search the database 124 to see if there is a match. Thus the disclosed BCP arrangement
provides a particularly simple and fast biometric veriﬁcatior; check. Once the step 205
has completed the veriﬁcatioh process, the process 200 is directed according to an arrow
209 back to the step 201.

4 ‘Returning to the step 204, if the contents of the local database 124 at the memory
address defined by the card data 604 does not match the signature received by the
biometric reader 102, then the process 200 follows NO arrow to a step 206. In the step
206, the processor 105 determines if the contents of the memory defined by the card data
604 is empty. If this is the case, then the b}'occss 200 follows a YES arrow to a step 207
that perfoﬁns an enrolment process for the card 601 (see Fig. 7 for more detail). The
process 200 then follows the arrow 209 back to the step 201,

Returning to the step 206, if the contents of the aforementioned memory location
is not empty, then this means that (i) the card 601 and the associated biometric signature
of the card holder have previously been used for the enrolment process 207, and (ii) the
biémetric signature now received in the step 203 does not match the signature stored in
the database 124. In this event, the process 200 follows a NO arrow to a step 208 that
performs an alert process. The process 200 then follows the arrow 209 back to the step
201. The alert process 208 can include seﬁ;iing an alert xﬁ.essage from the verification
station 127 to the back end processor 122 for later action, for éxample by the police. The
aleﬁ process can also store the (unauthorised) signature for later use by the law

enforcement authorities.
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As noted in regard to Fig. 3, the verification station 127 ié construcfed in a
tamper proof fashion to ensure that the process 200 of Fig. 5, particularly the steps 204-
207, are not accessible to unauthorised tampering.

Fig. 6 shows the verification process 205 from Fig. 5 in more detail. The
process 205 is entered from the step 204 in Fig. 5, after which a step 301 authorises the
transaction. This authorisation step 301 indicates that the biometric signal received by the
biometric reader 102 in the step 203 matches the biometric signature previously stored in
the local database 124 by a previous enrolment process 207 applied to the card in
question.

After the step 301, a step 302 performé the transaction process, whatever that
may be. Thus, for example, if the process 200 of Fig. 5 relates withdrawal of cash from
an Automatic Teller Machine (ATM), then the step 302 comprises the user specifying the
reqﬁired amount of cash and the relevant account information ﬁa_ the keypad' 103 (see
Fig. 3), and the provisiori of a receipt and cash by the ATM (not shown), After
completion of the transaction process by the step 302, the process 205 is directed back to
the step 201 in Fig. 5.

Fig. 7 shows the enrolment process step éO7 from Fig. 5 in more detail. The
process 207 is entered from the step 206 in Fig. 5, after which a step 401 stores the
biometric signature received by the step 203 in the memory 124 at a memory address
defined by the card data 604 received in the step 202 of Fig, 5. The aforementioned step
401 can store the biometric signature in encrypted form to reduce the probability that the
signature can be acquired for unauthorised use, thus helping ensure the privacy of the card
owner. The following steps 402 and 403 have the same respective functions as the
corresponding steps 301 and 302 in Fig. 6. After completion of the step 403, the process

207 is directed back to the step 201 in Fig. 5.
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Fig. 8 shows the step 202 in Fig. § that is cdncemed with the processing of the
card information 605 from the card 601 when the card 601 is read by the card reader 112
in the step 202 of Fig, 5. The process 202 is entered from the step 201 in Fig. 5, after
which a step 501 reads the card information 605 from the card 601 using the card reader
112. In a following step 502, the proc;essor 105 retrieves predefined “permitted card se ’.’
parameters to ‘detennine thé “permitted card set” for the verification station 127 in
question. A' separate, or overlapping, permitted card set is defined for each veriﬁéation
station 127. This ensures that a limited population of cards such as 601 undergo the BCP
process at any given verification station 127. This has thé advantage of ensuring that the
local memory 124 does not overflow, and it also provides control over which users make
use of which verification stations.

In a following step 503 the'processorIIOS corﬁpares the header 606 against the
predefined permitted card set parameters to determine if the card 601 belongs to the
permitted card set for the verification static;)'n 127 in question. If this is the case, then the
process 202 is directed by a YES arrow to the step 203 in Fig. 5. If, on the other hand,
the card header 606 does not beloné to the permitted card set for the particular
verification station 127, then the step 202 follows a NO érrow from the step 503 to a step
504. In the step 504, the processor 105 rejects the card that has been entered into the card
reader 112. This rejection can take the form of a message displayed on the LCD display
126 and/or a corresponding audio mess;lge via the speaker 117. Thereafier, the process
202 is directed back to the step 201 in Fig. 5. It is noted that even if the verification
station does not reject the card not belonging to the permitted card set for the' verification
station 127 in question, the back-end processor 122 can do so.

In addition to the predefined permitted card set, other administrative functions

.can be provided by the BCP arrangements. Thus, the predefined permitted card set

details can be amended and/or the signatures stored in the database 124 can be deleted by
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a BCP system administrator. Audit trail information is also stored in the verification
station 127 and can be downloaded for audit purposes. The audit information typically
includes information of which cards have been submitted to the verification station and
the time stamps of the card submissions. Biometric signatures are typically not part of thc
downloadable audit inforrﬁatioh, and require a greater level of authorisation (such as that
associated with law enforcement agencies) for access. .

Fig., 9 shows .another application 900 to which the BCP arrangement can be

applied. In a first step 901 a person purchases or hires a verification station implemented

in. a portable form. A step 901 is performed at a registered supplier premises.
Accordingly in a following step 902, the enrolment process is performed in controlled
circumstances at the supplier premises. The “controlled conditions” referred to mean that
the enrolment process is performed under conditions where the identity of the holder of
the card 601 is verified, usilig a driving licence, passport c;r equivalent identification

document, this ensuring that the enrolment process enrols the true owner of the card in an

. authorised manner.

In a following step 90'3; the -veriﬁcati;m station together with the card 601 can be
used for third party transactions. Thus, in one example, the holder of the card 601 can
take the portable vc;riﬁcation station and connect it to his or her pefsonal cor;aputer ®C)
in order to participate in an on-line casino. This type of application may require that the
portable verification station be loaded with a station identification number (which can be
the serial number of the portable verification station) at the registered .supplier premises.
This station identification number is then transmitted to the on-line casino back-end
processes together with the card information 605. This type of application does require
some modification of the back-end proi:esses,

In another example, the holder of the card 601 takes the card 601 and the

portable verification station 127 to a shop which does not, as yet, have a BCP installation
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on the premises. In this event, providing that the BCP concept is kno_wh, the holder of the
card 601 is able to apply the card to the card readér 112, apply their biometric signature to
the biometric reader 102, and have the verification station 127 output the corresponding
card infoxmatior; 605. The shop assistant in this instance will, providing that they are
aware of the BCP concept, know that the holder of the card 601 is the authoris_ed owner.

Industrial Applicability
It is apparent from the above that the arrangements described are applicable to
the computer and data processing industries.

- Furthermore, the disclosed biometric card pointer arrangements can be used in

* regard to credit cards, lbyalty cards, access cards, ATM and bank or financial cards and

others. The BCP arrangements can, in general be used in addition to standard cards for
purposes of entry, identification, accessing details pertinent to the usef, (.e auth;)risat'ion
to be in a specific location based on user data), payment purposes or associated loyalty,
club membership applications, motor vehicle or specialist vehicle machineq operatiohs
and more, 7 |

Thus, fo‘r example, the BCP arrangement can be added to ATM' machines,
wherein the card user is required to enter their biometric signature for verification prior to
enfering their normal ATM PIN and withdrawing funds, thereby increasing the s'eéuri.ty of
the ATM arrangement with minimal changés to the underlying platform.

Furthermore, the disclo.sed BCP arrangement can be used for secure access to a
hotel room. When a guest registers with the hotel, the h.otel issues the guest with a card
containing a number defining the room number and planned departure date. After the_
guest enrols their biometric signature at the verification station (which hicludes a real”
time clock to match the actual time against the planned date of departure) mounted at the
door of their room using the aforementioned card, the BCP arrangement will give them

secure access to their room for the duration of their stay.
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In addition to issuing the card, a ﬁngerpriht reader can be located at each room in
the hotel. When the card is fist issued, the guest uses the card to gaiﬂ entry and change or
update the code at the room for their exclusive use during their stay. The card reader can
also alloéate memory for storage of fingerprints, (any number of fingerprints can be
allocated to the new cardj which allows the individual and all associated guests t'o enrol
;heir biometric signatures at this point. The enrolment is simply achieved, for example,
by inserting the card and’ placing a finger on the fingerprint module, for each guest.
Following this enrolment stage, the card or the finger can be used to gain access to the
room, negating the requirement for guesfs to carry the room card, plus increasing security
and convenience.

The benefit of having the card locate the fingerprints memory address is thax the
time and date of departure can also be added to the same memory location. Therefore,
this application also allows other related data to be added to the memory location,
enhancing the capability of the BCP arrangement. The ability to associate a memory
location with a card number and expiry date can be related to many diverse applications,
but utilises the same principle as storage of the fingerprint data.

Another application for the disclosed BCP arranéement is in regard to passport
control and customs. The BCP arrangement can be installed at passport control and
customs in various countriés,_ and a person can enrol their biometric, after using their_
existing passport or ID card to pass through customs. The biometric signature is stored in
a memory location related to the individual’s passport or ID number, and fetrieved for
comparison-as described in relation to Fig. 5.

The foregoing describes c;nly some embodiments of the present invention, and
modifications and/or changes c;n be made thereto without departing from the scoﬁe and

spirit of the invention, the embodiments being illustrative and not restrictive.
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Thus, for example, although the description has been couched in terms of

fingerprint biometric signatures, other biometrics such as facial shape, iris pattern can

equally be used.
AUSTRALIA ONLY

In the context of this specification, the word “comprising” means “including

only of”. Variations of the word "comprising", such as “comprise” and ‘““comprises”. havé
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The claims defining the invention are as follows:

1. A meth;)d of securing a process at a verification station, the méthod c_ompn'sing
the steps of:v ’ |
(a) providing card information from a card device to a card reader in the
verification station;
: V(b) inputting a biometric signature of a user of the card device to a biometric
reader in the ven'ﬁcat.ion station;
(c) determining if the provi_ded card information has been previously provid.ed to
the veri'ﬁcation‘ station;
(d) if the provided card information has not been previously provided t-o the
verification station;
| (da) storiﬁg the inputted bion_letric signature in ‘a memory at a memory
location defined by the provided card information; and |

(db) performing the process dependent upon the received card
information; |

(e) if the provided. card information has been previously providéd to the
verification station;

(ea) comparing the inpu_tted biometric signature to the biometric
signature stored in the memory at the memory locétion' deﬁncci by the provided card
information; '

(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

| (ec) if the inputted biometric signature does not match the stored
bi.ometn'c signature, not performing the process dependent upon the received card

information.
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.2 A method according to claim 1, wherein the card _device is one of*

a card in which the card information is encoded in a magnetic strip;
a card in which the card information is encoded in a bar code;
a smart card in which the card information is stored in a solid state memory on

the smart card; and

a key fob adapted to provide the card information by transmitting a wireless

signal to the verification station.

3. A method according to claim 1, wherein:
the method is performed in relation to a current verification cycle;

the steps (c), (d) and (e) are'performed in relation to the current verification

cycle.
4, A method according to claim 1, wherein:

the card information provided in the step (a) comprises a header and card data;
and

the steps (c), (d) and (e) are only performed if the header indicates that the card -

belongs to a set of cards associated with the verification station,

5. A method according to claim 1, wherein the performance of the process in the
steps (db) and (eb) comprises outputting at least part of the inputted card information

from the verification station.

6. A method according to claim 5, wherein the steps (db) and (eb) comprise the

further steps of:
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inputting information from a keypad to the verification station; and

outputting at least some of the information input from the keypad.

7. A method according to claim 1, wherein the step (ec) further comprises

outputting information indicating that the user of the card device is not authorised.

" 8. A method according to any one of claims 5, 6 and 7 wherein the information

outputted is communicated to one of:

a service provider for providing a service dependent upon receipt of the
outputted information; and

an apparatus for providing access to a service dgpendent upon receipt of the

outputted information.

9. A method éccbrding to claim 1, comprising the further steps of:
(f) storing the card information provided by successive instances of the step (a);
and

(g) outputting the information stored in the step (f) for audit purposes.

10. A verification station for securing a process, the verification station comprising:

a card device reader for réceiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided c&d information has been previously

provided to the verification station;
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means, if the provided card information has not been previously provided to the
‘verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
5 ' performing the process dependent upon the received card information;
" means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card. information;
10 .if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
- if the inputted biometric signature does not match the stored biometric

siglatdre, not performing the process dependent upon the received card information. .

15 11, A verification station according to claim 10, wherein the card 'device reader is
one of:
a reader for a card in which the card information is encoded in a magm.atic strip;
a reader for a card in which the card inforrﬁation is encoded in a bar code;
a reader for a smart card in which the card information is stored inv é solid state
20 memory on the smart card; and
a receiver for a key fob adapted to provide the card informatibn by transmitting a

wireless signal to the verification station.

12, A verification station according to claim 10, wherein the memory is incorporated

25  in a tamper-proof manner in the verification station.
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13. A computer program product including a computer readable medium having

recorded thereon a computer program for directing & processor to execute a method for

" securing a process at a verification station, said program comprising:

code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the verification
station; |
code, if the provided card information has not been previously provided to the
verification station, for; -
storing a biometric signature, inputted to ‘a biometric signature reader
incorporated into the vedﬁcétion stat’ion,' in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for; .
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signatyre matches thev stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signaturé does not match the stored biometric

signature, not performing the process dependent upon the received card information, -
14. A method of securing a process substantially as described herein with reference

to any one of the embodiments, as that embodiment is shown in the accompanying

drawings.
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15. A verification station for securing a process substantially as described herein

with reference to any one of the embodiments, as that embodiment is shown in the

accompanying drawings.

16. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method for
securing a process substantially as described herein with reference to any one of the -

embodiments, as that embodiment is shown in the accompanying drawings.

DATED this 12™ Day of August 2005
SECURICOM (NSW) PTY LTD
Patent Attorneys for the Applicant

SPRUSON&FERGUSON
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IMPROVING CARD DEVICE SECURITY USING BIOMETRICS
Field of the Invention

The present invention relates generally to security issues and, in particular, to
security issues associated with use of card devices such as credit cards, smart cards; and
wireless card-equivalents such as wireless transmitting fobs.

Background

This description makes reference to various types of “card device” and their
associated “reader devices™ (respectively referred to merely as cards and readers). The
card devices all contain card information that is accessed By “coupling” the card devicé to
an associated reader device. The card information is used for various secure access
purposes including drawing cash from an Automatic Teller Machine (ATM), making a
purchase on credit, updating a loyalty point account and so on. The card information is
typically accessed from the card by a corresponding card reader which then sends the card
information to a “back-end” system that completes the appropriate transaction or process.

One type of card is the “standard credit card” which in this description refers to a
traditional plastic card 701 as depicted in Fig. 1. The standard credit card is typically
“swiped” through a slot in a standard credit card reader in order to access card
information 702 on the card 701. The card information 702 can alternately be encoded
using an optical code such as a bar code, in which case the reader is suitably adapted.
The standard credit card 701 also typically has the signature 703 of the card-owner
written onto a paper strip on the card 701. This is used for verification of the identity of
the person submitting the card when conducting a transaction using the card 701.

Another type of card device is the smart card (not shown) that typically has an
on-board processor and a memory. The smart card typically has electrical contacts that
mate with corresponding contacts on a smart card reader (not shown) when accessing data

in the memory of the smart card.
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Another type of card device is the wireless “key-fob” which is a small radio

. transmitter that emits a radio frequency (RF) signal when a button on the fob is pressed.

The RF signal can be encoded using the Wiegand protocol, or any other suitable protocol,
such as rolling code or Bluetooth™ and can include encryption if desired. The key-fob
typically has a processor and memory storing data that is sent via the transmitted signal to
a corresponding receiver, which is the “reader device” for this type of card device.

The description also refers to “card user” and “card owner”. The card user is the
person who submits the card for a particular transaction. The cérd user can thus be the
(authorised) card owner or an (unaﬁthorised) person who has found or stolen the card.

Clearly the signature 703 on the standard credit card 701 in Fig. 1 can be forged.
Thus, if the standard card 701 is stolen or lost, an unauthorised user can use the card
provided that they can supply a sufficiently accurate version of the signature 703. The
only recourse available to the card owner is to notify the card issuing company to
“cancel” the card.

" Current card devices such as the standard credit card, the smart card and the key-
fob can have their security enhanced by requiring the card user to provide PIN (Personal
Identification Number) information through a keypad to verify their identity prior to
completing a transaction. However, PIN information can also be “stolen” by surveillance
of the card owner’s hands as the card owner operates the keypad.

Biometric verification can also be incorporated into current card systems to
enhance security. In Fig. 2 the card user swipes the standard card 701 through an
associated card reader (;lot shown) that accesses the card information 702 on the card 701.
The card user also provides a biometric input 801, for example by pressing their thumb
against a biometric (eg ﬁnéerprint) reader 802. The card information 702 that is read by
the card reader (not shown), together with the biometric signature that is read by the

biometric (fingerprint) reader 802, are sent, as depicted by a dashed arrow 803, a
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-3
computer network 804, and a further dashed arrow 805, to a back-end system including a
database 806 and associated processor (not shown).

In this arrangement, the card owner needs to have previously registered their
biometric signature 801 and the card information 702 for pre-loading onto the back-end
database 806. Having done so, the back-end processor (not shown) compares the pre-
loaded information on the database 806 with the information received at 805, in order to
check that the card holder of the card 701 is the (authorised) card owner and that the card
itself is valid, in which case the transaction in question can proceed. Clearly this
arrangement requires a central repository (806) of card information 702 and biometric
information 801. This is cumbersome and potentially compromises the privacy of the
holder of the card 701. This arrangement also requires complex back-end database
management and the communications network 804. Furthermore, the front-end biometric
signature reader 802 requires storage and/or processing capabilities for the biometric
signatures. This results in a complex and expensive solution.

Privacy concemns have also been raised against the arrangement of Fig. 2 which
involves centralised storage and processing of personal information including biometric
information. These concems have slowed widespread use of biometrics to enhance user
verification. | |

Summary

It is an object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangements.

Disclosed are arrangements, referred to as Biometric Card Pointer (BCP)
arrangements or systems, which seek to address the above problems relating to secure
access and/or secure processes, by automatically storing a card user’s biometric signature
in a local memory in a verification station comprising a card reader, a biometric signature

reader, the local biometric signature memory (preferably in a mechanically and
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electronically tamper-proof form), an alphanumeric keypad (optional), and a
communication module for communicating with back-end system that may be remotely
accessible over a network.

The card user’s biometric signature is automatically stored the first time the card
user uses the verification station in question (this being referred to as the enrolment
phase). The biometric signature is stored at a memory address defined by the (“unique’)
card information on the user’s card as read by the card reader of the verification station.
Clearly the term ‘“unique” means unique in the context of a permitted set of cards
associated with the verification station. This is described in more detail in regard to
Fig. 8.

All future uses (referred to as uses in the verification phase) of the particular
verification station by someone submitting the aforementioned card requires the card user
to submit both the card to the card reader and a biometric signature fo the biometric
reader, which is verified against the signature stored at the memory address defined by the
card information thereby determining if the person submitting the card is authorised to do
so.

Each use of the verification station is identical from the card user’s perspective,
requiring merely input of the card to the card reader, and brovision of the biometric
signature (eg thumb print or retinal scan etc.) to the biometric reader.

An authorised card user will be automatically verified by the BCP arrangement
in the verification station, and the corresponding tra_nsaction, be it an ATM cash
withdrawal, a credit purchase, a loyalty point update etc. will simply proceed as normal.
An unauthorised card user (ie a card user Who misappropriated the card after the initial
enrolment) will not receive authorisation, and the intended transaction will not proceed.

Furthermore, the biometric signature of the unauthorised user will be captured in the
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verification station, and can be used by the authorities to track the unauthorised user and
prove misappropriation of the card.

The disclosed BCP arrangements require little if any modification of the back-
end systems or the (front-end) card. The additional administrative overheads associated
with the BCP arrangements, above those already required fof systems using (standard)
cards and back-end systems, are minimal. The BCP arrangements also potentially have a
reduced impact on privacy of card users. The biometric signatures stored in the local

database of the verification station can be made off limits to anyone, or limited to law

enforcement agencies, depending on the administrative environment in which the BCP

arrangements are implemented. Users of current card systems can learn to use BCP
arrangements without much effort, needing only to provide a biometric signature when
asked to do so at the verification station. The difference between the enrolment and
verification phases are transparent to users, further reducing the effort in learning how to
use the BCP arrangements.

According to a first aspect of the present invention, there is provided a method of
enrolling in a biometric card pointer system, the method comprising the steps of:

receiving card information;

receiving the biometric signature; and

storing, if a meinory location defined by the card information is unoccupied, the
biometric signature at the defined memory location.

According to another aspect of the present invention, there is provided a method
of obtaining verified access to a process, the method comprising the steps of: '

storing a biometric signature according to the noted enrolment method;

subsequently presenting card information and a biometric signature; and

verifying the subsequently presented presentation of the card information and the

biometric signature if the subsequently presented biometric signature matches the
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biometric signature at the memory location defined by the subsequently presénted card
information.

According to another aspect of the present invention, there is provided a method
of securing a process at a verification station, the method comprising the steps of:

(a) providing card information from a card device to a card reader in the
verification statibn;

(b) inputting a biometric signature of a user of the card device to a biometric
reader in the verification station;

(c) determining if the provided card information has been previously provided to
the verification station;

(d) if the provided card information has not been previously provided to the
verification station; |

(da) storing the inputted biometric signature in a memory at a memory

location defined by the provided card information; and

(db) performing the process dependent upon the received card

‘information,;

(e) if the provided card information has been previously provided to the
verification station;

(ea) comparing the inputted biometric signature to the biometric
signature stored in the merﬁory at the memory location defined by the provided card
information;

(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

(ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.
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According to another aspect of the present invention, there is provided a
verification station for securing a process, the verification static;n comprising:

a card device reader for receiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature providéd to the
verification station;

means for determining if the provided card information has been previously

provided to the verification station;

means, if the provided card information has not been previously provided to the
verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and _
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined By the provided card information;
if the inputted biometric signature matches the stored bfometric ,
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric
signature, not performing the process dependent upon the received card information.
According to another aspect of the present invention, there is provided a
computer program product including a computer readable medium having recorded
thereon a computer proérarn for directing a processor to execute a method for securing a

process at a verification station, said program comprising:
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code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the verification
station;
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric
signature, not performing the process dependent upon the received card information.
According to another aspect of. the present invention, there is provided a
computer program product including a computer readable medium having recorded
thereon a computer program for directing a processbr to execute a method of enrolling in
a biometric card pointer system, the program comprising:
code for receiving card information;
code for receiving the biometric signature; and
code for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.
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According to another aspect of the bresent invention, there is provided a
computer program product including a computer readable medium having recorded
thereon a computer program for directing a processor to execute a method of obtaining
verified access to a process, the program comprising:

code for storing a biometric signature according to the noted enrolment method,

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card
information and the biometric signature if the subsequently presented biometric signature
matches tﬁe Biometric signature at the memory location defined by the subsequently
presented card information.

Other aspects‘ of the invention are also disclosed.

Brief Description of the Drawings

Some aspects of the prior art and one or more embodiments of the present

invention will now be described with reference to the drawings, in which:
' Fig. 1 depicts a ;tandard credit card;

Fig. 2 shows the card of Fig. 1 being used together with biometric verification;

Fig. 3 isa functional block diagram of a special-purpose computer system upon
which described methods for the BCP arrangements can be practiced;

Fig. 4 illustrates the biometric card pointer concept;

Fig. 5 is a flow chart of a process for using the biometric card pointer
arrangement;

_Fig. 6 shows the verification process of Fig. 5 in more detail;

Fig. 7 shows the enrolment process of Fig. 5 in more detail;

Fig. 8 shows the card information process of Fig. 5 in more detail; and

Fig. 9 shows an alternate use for the biometric card pointer arrangement.

Detailed Description inciuding Best Mode
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Where reference is made in any one or more of the accompanying drawings to
steps and/or features, which have the same reference numerals, those steps and/or features
have for the purposes of this description the same function(s) or operation(s), unless the
contrary intention appears.

Fig. 3 is a functional block diagram of a system 100 in which the disclosed BCP
arrangements can be practiced. The disclosed BCP methods particularly lend themselves
to implementation on the special-purpose computer system 100 such as that shown in Fig.
3 wherein the processes of Figs. 5-8 and 9 may be implemented as software, such as a
BCP application program executing within the computer system 100. In particular, the
steps of the BCP processes are effected by instructions in the BCP software that are
carried out by a verification station 127. The verification station 127 is typically
constructed in a tamper-proof manner, both physically and electronically, to prevent
unauthorised access to the inner mechanism of the verification station 127. The
instructions may be formed as one or more code modules, each for performing one or
mbre particular tasks. The BCP software may also be divided into two separate parts, in
which a first part performs the BCP methods and a second part manages a user interface
between the first part and the user.

The BCP software may be stored in a computer readable medium, including the
storage devices described below, for example. The BCP sofiware is loaded into the
verification station 127 from the computer readable medium, and then executed by the
verification station 127. A computer readable medium having such software or computer
program recorded on it is a compufer program product. The use of the computer program
product in the computer preferably effects an adyantageous apparatus for éffecting the
BCP arrangements.

The verification station 127 comprises, in the described arrangement, a biometric

card pointer reader 125, a keypad 103, and a computer module 101. The biometric card
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pointer reader is made up of a biometric reader 102, a card device reader 112 and a local
database 124.

The computer system 100 consists of a computer module 101, input devices such
as a biometric reader 102, a card reader‘ 112, and a keypad 103, output devices including
an LCD (Liquid Crystal Display) display device 126 and a loudspeaker 117. The
computer module 101 uses a Modulator-Demodulator (Modem) transceiver .device 116
for communicating to and .from a communications network 120, for example connectable
via a telephone line 121 or-other functional medium. The modem 116 can be used to
obtain access to a back end system including a processor 122 and back-end database 123
over the Internet, and other network systems,. such as a Local Area Network (LAN) or a
Wide Area Network (WAN).

The computer module 101 typically includes .at least one processor unit 105, and
a memory unit 106, for example formed from semiconductor random access memory
(RAM) and read only memory (ROM). The module 101 also includes a number of
input/output (I’O) interfaces including an audio-video interface 107 that couples to the
LCD display 126 and loudspeaker 117, an I/O interface 113 for the keypad 103, biometric
reader 102 and card reader 112, and an interface 108 for the modem 116. In some
implementations, the modem 1116 may be incorporated within the computer module 101,
for example within the interface 108.

A storage device 109 is provided and typically includes a hard disk drive 110
and a flash memory 111. The components 105 to 111 and 113 of the computer
module 101, typically communicate via an interconnected bus 104 and in a manner that
results in a conventional mode of operation of the computer system 100 known to those in
the relevant art.

Typically, the BCP application program is resident on the hard disk dri;'e 110

and read and controlled in its execution by the processor 105. Intermediate storage of the
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_program and any data fetched from the network 120 may be accomplished using the

semiconductor memory 106, possibly in concert with the hard disk drive 110. In some
instances, the BCP application program may be supplied to the user encoded on the flash
memory device 111, or alternatively may be read by the computer module 101 from the
network 120 via the modem device 116.

Still further, the software can also be loaded into the computer system 100 from
other computer readable media. The term "computer readable medinm" as used herein
refers to any storage ior transmission medium that participates in providing instructions
and/or data to the computer system 100 for execution and/or processing. Examples of
storage media include floppy disks, magnetic tape, CD-ROM, a hard disk drive, a ROM
or integrated circuit, a magneto-optical disk, or a computer readable card such as a
PCMCIA card and the like, whether or not such devices are internal or external of the
computer module 101. Examples of transﬁn'ssion media include radio or infra-red
transmission channels as well as a network connection to another computer or networked
device, and the Internet or Intranets including e-mail transmissions and information
recorded on Websites and the like.

As illustrated in Fig. 4, a standard card 601 has card information 605 typically -
comprising three fields, namely 602 which is the card type, 603 which is the card range,
and 604 which comprisés card data specific to the particular card 60l. The card
information 605 can be encoded using a magnetic strip, a bar code, or a solid state
memory on the card 601. Alternately, the card device can be implemented as a wireless
key fob. In one example of the disclo;ed BCP approach, the card data 604 acts as the
memory reference which points, as depicted by an arrow 608, to a particular memofy

location at an address 607 in the local database 124 in the verification station 127 of Fig.

3. The fields 602 and 603, which together form a header 606, can be used by the

disclosed BCP system to determine if the card 601 is to be processed according to the
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disclosed BCP approach or not. This is described in more detail in regard to Fig. 8.
Alternately, any segment of the card information 605 can be used as the memory
reference which points to the particular memory location in the local database 124.

In an initial enrolment phase, the card user couples their card 601 (or key-fob or
other card device) to the card reader 112. The card user is then required to input a
biometric signature, such as fingerprint, face, iris, or other unique signature, into the
biometric reader 102. The card data 604 defines the location 607 in the membry 124
whére their unique biometric signature is stored.

Thereafler, in later verification phases, the user couples their card 601 to the card
reader 112, after which the card user is required to again present their unique biometric to
the biometric reader 102. This signature is compared to the signature stored at the
memory location 607 in the memory 124, the memory location 607 being defined by the
card data 604 read from their card 601 by the card reader 112. Once verification is
confirmed, the card information 605 is transferred from the verification station 127 to the
back-end processor 122 for completion of the transaction.

Importantly, the back-end processor 122 does not see the difference between
receiving the card inforrnation 605 from the verification station 127, and receiving it from
a conventional card reader in the absence of the verification station ﬁnp]ementing the
disclosed BCP arrangement. This means that back-end processes (depicted by the back-
end processor 122 and the back-end database 123) need no modification when
incorporating the BCP arrangement into current card systems. There are additional
elements in the verification station 127 (see Fig. 3) compared to the normal card reader,
however this is a relatively simple an inexpensive upgrade compared to the centralised
arrangement depicted in Fig. 2.

Fig. 5 shows a process 200 for normal use of the BCP approach. In a first step

201, the processor 105 determines if the card 601 has been read by the card reader 112, If
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this is not the case, then the process 200 follows a NO arrow back to the step 201. If, on
the other hand, the card 601 has been read by the card reader 112, then the process 200

follows a YES arrow to a step 202 (see Fig. 8 for more details). In the step 202, the

. proéessor 105 processes the card information 605 that is read from the card 601 by the

card reader 112. In a following step 203 a request is presented to the card holder to
provide a biometric signature to the biometric reader 102. This request can be provided
in an audio fashion by means of the audio interface 107 and the speaker 117, this being
driven by suitable software running on the processor 105. Alternatively or in addition, a
suitable message can be displayed on the LCD display 126 Ey suitable software running
on the processor 105.

In response to the aforementioned request, thg holder of the card 601 provides a
biometric signature to the biometric reader 102. Afier the signature has been received by
the step 203, the process 200 is directed to a step 204 that reads the contents of the local
database 124 at an address defined by the card data 604. If the contents of this memory
address match, to a sufficiently high degree of correspondence, the biometric signature
received in the step 203 via the biometric reader 102, then the process follows a YES
arrow to a step 205 (see Fig. 6 for more detail). It is noted that if the step 204 returns a
YES value, then the biometric signature at the noted memory address was written into the
memory 124 in an earlier enrolment phase. It is also noted that the step 204 reads the
contents stored at a single memory address defined by the card data 604 and checks these
contents against the biometric signature received in the step 203. There is no need to
search the entire database 124 to see if there is a match. Thus the disclosed BCP
arrangement provides a particularly simple and fast biometric verification check thereby
securing the process associated with the step 205. Once the step 205 has completed the
verification process, the process 200 is directed according to an arrow 209 back to the

step 201.
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In an alternate arrangement, the card data 604 can be associaped with a group of
memory locations, rather than being the address for a specific memory location. This
arrangement allows a different biometric signature to be stored in each of the group of
memory locations, and in this case, the step 204 reads the contents sfored in each memory
location in the group defined by the card data 604, and checks the contents of each
memory location in the group against the biometric signature received in the step 203. If
the contents of any member of the group of memory locations matches, to a sufficiently
high degree of correspondence, the biometric signature received in the step 203 via the
biometric reader 102, then the process foilows a YES arrow to a step 205. This
arrangement allows, for example, two cards having the same card data 604 to be used at
the same verification station 127 after each card holder performs their own individual
enrolment process.

Returning to the step 204, if the contents of the local database 124 at the memory
address deﬁhed. by the card data 604 does not match the signature received by the
biometric reader 102, then the process 200 follows NO arrow to a step 206. In the step
206, the processor 105 determines if the contents of the.memory defined by the card data
604 is empty. If this is 1f1e case, then the process 200 follows a YES arrow to a step 207
that p‘erforms an enrolment process for the card 601 (see Fig. 7 for more detail). The.
process 200 then folldws the arrow 209 back to the step 201.

Returning to the step 206, if the contents of the aforementioned memory location
is not empty, then this means that (i) the card 601 and the associated biometric signature
of the card holder have previously been used for the enrolment process 207, and (ii) the
biometric signature now received in the step 203 does not match the signature stored in
the database 124. In this event, the process 200 follows a NO arrow to a step 208 that
performs an alert process. The process 200 then follows the arrow 209 back to the step

201. The alert process 208 can include sending an alert message from the verification
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station 127 to the back end processor 122 for later action, for example by the police. The
alert process can also store the (unauthorised) signature for later use by the law
enforcement authorities, and can capture the card in the verification station 127, thereby
remo?ing the card from the possession of the apparently unauthorised person.

The alert process 208 can send, as part of the alert message, send all or part of
the card information 605 that is input to the verification station 127 in the step 201 of Fig.
S.

Although in the above description the step 206 tests if the memory location
defined by the card data 604 is “empty”, other approaches can be used. Thus when
enrolment is performed, resulting in a memory location being used to store a biometric
sigﬁature (eg see step 401 in Fig. 7), a flag can be set to indicate that the memory location
in question is occupied. The term “occupied” in this context means that the memory
location in question has been used in the enrolment process for a user, and that the
information stored at the memory location in question has not been deleted by a BCP
system administrator. If the signature stored in the database 124 at the particular memory
location is deleted by a BCP system administrator (as described in regard to Fig. 8) then
the flag can be reset to indicate that the memory location in question is no longer
occupied. ‘

As noted in regard to Fig. 3, the verification station 127 is constructed in a

tamper proof fashion to ensure that the process 200 of Fig. 5, particularly the steps 204-

‘ 207, are not accessible to unauthorised tampering.

- Fig. 6 shows the verification process 205 from Fig. 5 in more detail. The
process 205 is entered from the step 204 in Fig. S5, after which a step 301 authorises the
transaction. This authorisation step 301 indicates that the biometric signal received by the

biometric reader 102 in the step 203 matches the biometric signature previously stored in
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the local database 124 by a previous enrolment process 207 applied to the card in
question. |

After the step 301, a step 302 performs the transaction process (which may be
viewed as a process of obtaining verified access to a protected resource), whatever that
may be. Thus, for example, if the process 200 of Fig. 5 relates withdrawal of cash from
an Automnatic Teller Machine (ATM) operated by one of a number of service providers,
then the step 302 comprises the user specifying the required amount of cash and the
relevant account information via the keypad 103 (see Fig. 3), and the provision of a
receipt and cash by the ATM (not shown). After completion of the transaction process by
the step 302, the précess 205 is directed back to the step 201 in Fig. 5.

Fig. 7 shows the enrolment process step 207 from Fig. 5 in more detail. The
process 207 is entered from the step 206 in Fig. S, after Which. a step 401 stores the
biometric signature received by the step 203 in the memory 124 at a memory address
defined by the card data 604 received in the step 202 of Fig. 5. The aforementioned step
401 can store the biometric signature in encrypted form to reduce the probability that the
signature can be acquired for unauthorised use, thus helping ensure the privacy of the card
owner. The following steps 402 and 403 have the same respective functions as the

corresponding steps 301 and 302 in Fig. 6. After completion of the step 403, the process

. 207 is directed back to the step 201 in Fig. 5.

Fig. 8 shows the step 202 in Fig. 5 that is concerned with the processing of the
card information 605 from the card 601 when the card 601 is r_ead by the card reader 112
in the step 202 of Fig. 5. Tﬁe process 202 is entered from the step 201 in Fig. 5, after
which a step 501 reads the card information 605 from the card 601 using the card reader
112. In a following step 502, the processor 105 retrieves predefined “permitted card set”
parameters to determine the “permitted card set” for the verification station 127 in

question. A separate, or overlapping, permitted card set is defined for each verification
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station 127. This ensures that a limited pophlation of cards such as 601 undergo the BCP
process at any given verification station 127. This has the advantage of ensuring that the
local memory 124 does not overflow, and it also provides control over which users make
use of which veriﬁcation stations.

In a following step 503 the processor 105 compares the header 606 against the
predefined permitted card set parameters to determine if the card 601 belongs to the set of

permitted cards for the verification station 127 in question. If this is the case, then the

- process 202 is directed by a YES arrow to the step 203 in Fig. 5. If, on the other hand,

the card header 606 does not belong to the permitted card set for the particular
verification station 127, then the step 202 follows a NO arrow from the step 503 to a step
504. In the step 504, the processor 105 rejects the card that has been entered into the card
reader 112. This rejection can take the form of a message displayed on the LCD display
126 and/or a corresponding audio message via the speaker 117. Thereafler, the processv
202 is directed back to the step 201 in Fig. 5. It is noted that even if the verification _b
station does not reject the card not belonging to the permitted card set for the verification
station 127 in question, the back-end processor 122 can do so.

In addition to the predefined permitted card set, otlher administrative functions
can be provided by the BCP arrangements. Thus, the predefined permitted card set
details can be amended and/or the signatures stored in the datgbase 124 can be deleted by
a BCP system administrator. Audit trail information is also stored in the verification
station 127 and can be downloaded for aﬁdit purposes. The audit information typically
includes information of which cards have been submitted to the verification station and
the time stamps of the card submissions. Biometric signatures are typically not part of the
downloadable audit information, and require a greater level of authorisation (such as that

associated with law enforcement agencies) for access.
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Fig. 9 shows another application 900 to which the BCP arrangement can be
applied. In a first step 901 a person purchases or hires a verification station implemented
in a portable form. A step 901 is performed at a registered supplier premises.
Accordingly in a following step 902, the enrolment process is performed in controlled
circumstances at the supplier premises. The “controlled conditions™ referred to mean that
the enrolment process is performed under conditions where the identity of the holder of
the card 601 is verified, using a driving licence, passport or equivalent identification
document, this ensuring that the enrolment process enrols the true owner of the card in an
authorised manner.

In a following step 903, the verification station together with the card 601 can be
used for third party transactions. Thus, in one example, the holder of the card 601 can
take the portable verification station and connect it to his or her personal computer (PC)
in order to participate in an on-line casino. This type of application may require that the

portable verification station be loaded with a station identification number (which can be

‘the serial number of the portable verification station) at the registered supplier premises.

This station identification number is then transmitted to the on-line casino back-end
processes together with the card information 605. This type of application does requjre.
some modification of the back-end processes.

In another example, the holder of the card 601 takes the card 601 and the
portable verification station 127 to a shop which does not, as yet, have a BCP installation
on the premises. In this event, providing that the BCP concept is known, the holder of the
card 601 is able to apply the card to the card reader 112, apply their biometric signature to
the biometric reader 102, and have the verification station 127 output the corresponding
card information 605. The shop assistant in this instance will, providing that they are
aware of the BCP concept, know that the holder of the card 601 is the authorised owner.

Industrial Applicability
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It is apparent from the above that the arrangements described are applicable to
the computer and data processing industries.

Furthermore, the disclosed biometric card pointer arrangements can be used in
regard to credit cards, loyalty cards, access cards, ATM and bank or financial cards and
others. The BCP aﬁangements can, in general be used in addition to standard cards for
purposes of entry, identification, accessing details pertinent to the user, (i.e. authorisation
to be in a specific location based on user data), payment purposes or associated loyalty,
club membership applications, motor vehicle or specialist vehicle machinery operations
and more.

Thus, for example, the BCP arrangement can be added to ATM machines,
wherein the card user is required to enter their biometric signature for verification prior to
entering their normal ATM PIN and withdrawing funds, thereby increasing the security of
the ATM arrangement with minimal changes to the underlying platform.

Furthermore, the disclosed BCP arrangement can be used for secure access to a
hotel room. When a guest registers with the hotel, the hotel issues the guest with a card
containing a number defining the room number and planned departure date. After the
guest enrols their biometric signature at the verification station (which includes a real
time clock to match the actual time against the planned date of departure) mounted at the

door of their room using the aforementioned card, the BCP arrangement will give them

" secure access to their room for the duration of their stay.

In addition to issuing the card, a ﬁngerpn'rﬁ reader can be located at each room in
the hotel. When the card is fist issued, the guest uses the card to gain entry and change or -
update the code at the room for their exclusive use during their stay. The card reader can
also allocate memory for storage of fingerprints, (any number of fingerprints can be
allocated to the new card) which allows the individual and all associated guests to enrol

their biometric signatures at this point. The enrolment is simply achie{red, for example,
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by inserting the card and placing a finger on the fingerprint module, for each guest.
Following this enrolment stage, the card or the finger can be used to gain access to ihe
room; negating the requirement for guests to carry the room card, plus increasing security
and convenience.

The benefit of having the card locate the fingerprints memory address is that the
time and date of departure can also be added to the same memory location. Therefore,
this application also allows other related data to be added to the memory location,
enhancing the capability of the BCP arrangement. The ability to associate a memory
location with a card number and expiry date can be related to many diverse applications,
but utilises the same principle as storage of the fingerprint data.

Another application for the disclosed BCP arrangement is in regarél to passport
control and customs. The BCP arrangement can be installed at passport control and
customs in various countries, and a person can enrol their biometric, after using their
existing passport or ID card to pass through custdms. The biometric signature is stored in
a memory location related to the individual’s passport or ID number, and retrieved for
comparison as described in relation to Fig. 5.

The foregoing describes only some embodiments of the present invention, and
modifications and/or changes can be made thereto without departing from the scope and
spirit of the invention, the embodiments being illustrative and not restrictive.

Thus, for example, although the description has been couched in terms of
fingerprint biometric signaturés, other biometrics sﬁch as facial shape, iris pattern can

equally be used.
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The claims defining the invention are as follows:

1. A method of enrolling in a biometric card pointer system, the method comprising
the steps of: |

receiving card information;

receiving the biometric signature; and

storing, if a memory location defined by the card information is unoccupied, the

biometric signature at the defined memory location.

2. A method of obtaining verified access to a process, the method comprising the
steps of:
storing a biometric signature according to the enrolment method of claim 1;
subsequently presenting card information and a biometric signature; and
verifying the subsequently presented presentation of the card information and the
biometric signature if the subsequently presented biometric signature matches the
biometric signature at the memory location defined by the subsequently presented card

information.

3. A method of securing a process at a verification station, the method comprising
the steps of:

(a) providing card information from a card device to a card reader in the

‘verification station;

(b) inputting a biometric signature of a user of the card device to a biometric
reader in the verification station;
(c) determining if the provided card information has been previously provided to

the verification station;
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(d) if the provided card information has not been previously provided to the
verification station;

(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and

(db) performing the process dependent upon the received card
information,;

(e) if the provided card information has been previously providedt to the
verification staﬁon; '

(ea) compaﬁng the inputted biometric signature to the biometric
signature stored in the memory at the memory location defined by the provided card
information;

(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

(ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.

4. A method according to claim 3, wherein the card device is one of:

a card in which the card information is encoded in a magnetic strip;

a card in which the card information is encoded in a bar code;

a smart card in which the card informatioﬁ is stored in a solid state memory on
the smart card; and

a key fob adapted to provide the card information by transmitting a wireless

signal to the verification station.
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5. A method according to cléim 3, wherein:

the card information provided in the step (a) comprises a header and card data;
and .

the steps (c), (d) and (e) are only perfc;rmed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. A method according to claim 3, wherein the performance of the process in the
steps (db) and (eb) comprises outputting at least part of the inputted card information

from the verification station.

7. A method according to claim 6, wherein at least one of the steps (db) and (eb)
comprise at least one of the further steps of’
inputting information from a keypad to the verification station; and

outputting at least some of the information input from the keypad.

8. A method according to claim 3, wherein the step (ec) further comprises

outputting information indicating that the user of the card device is not authorised.

9. A method according to any one of claims 6, 7 and 8 wherein the information
outputted is communicated to one of:

a service provider for providing a service dependent upon receipt of the
outputted information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.
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10. A method according to claim 3, comprising the further steps of:
() storing the card information provided by successive instances of the step (a);
and

(g) outputting the information stored in the step (f) for audit purposes.

11. A biometric card pointer enrolment system comprising:
a card device reader for receiving card information;
a biometric reader receiving the biometric signature; and
means for storing, if a memory location defined by the ‘card information is

unoccupied, the biometric signature at the defined memory location.

12. A biometric card pointer verified access system comprising:

the biometric card pointer enrolment system of claim 11; and

means for verifying (i) a subsequent presentation of card information to the card
device reader and (ii) a subsequent presentation of a biometric signature to the biometric
reader if said subsequently presented biometric signature matches the biometric signature

at the memory location defined by the subsequently presented card information.

13. A verification station for securing a process, the verification station comprising:

a card device reader for receiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided card information has been previously

provided to the verification station;
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means, if the provided card information has not been previously provided to the
verification station, for; -
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
performing the process dependent upon the recgived card information;
means, if the provided card information has been previously provided to the
verification station, for; |
comparing the inputted Biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

14. ‘A verification station according to claim 13, wherein the card device reader is
one of:

a reader for a card in which the card information is encoded in a magnetic strip;

a reader for a card in which the card information is encoded in a bar code;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting a

wireless sigllal to the verification station.

15. A verification station according to claim 13, wherein the memory is incorporated

in a tamper-proof manner in the verification station.
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16. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method for
securing a process at a verification station, said program comprising:
code for determining if card information, provided to a card device reader
incorporated into the verification station, has beén previously provided to the \;eﬁﬁcation
;tation; 4
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to .a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
| if th§: inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method of
enrolling in a biometric card pointer system, the program compﬁsing:

code for receiving card information;

code for receiving the biometric signature; and
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code for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.

18. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute va method of
obtaining verified access to a process, the program comprising‘:

code for storing a biometric signature according to the enrolment method of
claim 17;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card
information and the biometric signéture if the subsequently presented biometric signature
matches the biometric signature at the memory location defined by the subsequently

presented card information.
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D furnished subsequently to this Authority for the purposes of search.

3. In addition, in the case that more than one version or copy of a sequence listing and/or table(s) relatmg thereto has been
filed or furnished, the required statements that the information in the subsequent or additional copies is ldentlcal to that
in the application as filed or does not go beyond the apphcatlon as filed, as appropriate, were furnished.

4.  Additional comments:
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v ' WRITTEN OPINION OF THE ' International application No.
INTERNATIONAL SEARCHING AUTHORITY
PCT/AU2006/001136
Box No. V Reasoned statement under Rule 43bis. 1(a)(i) with regard to novelty, inventive step or industrial
applicability; citations and explanations supporting such statement
1. Statement
Novelty (N) Claims 3-10, 13-16 . YES
Claims 1-2,11-12,17-18 - NO'
Inventive step (IS) Claims 3-10, 13-16 ' ' YES
Claims 1-2,11-12,17-18 . - . NO
Industrial applicability 1A)  Claims 1-18 ‘ _ YES
Claims NO

2. Citations and explanations:

The following documents identified in the International Search Report have been used for the purposes of this
report: ’

D1: US 5457747 A (DREXLER et al.) 10 October 1995
D2: CA 2412403 A1 (TAYLOR) 20 May 2003

D3: WO 2003/036861 Al (BLACK) 1 May 2003
D4: US 6796492 Bl (GATTO) 28 September 2004

NOVELTY (N):-

1. The invention defined in claims 1-2, 11-12 and 17-18 is not novel when compared to the prior art documents
D1, D2 and D3 which discloseall of the essential features of the invention claimed:

D1 discloses a system for detecting and deterring fraudulent use of wallet:sized cards used in an electronic
verification terminal (see abstract), including receiving and stormg biometric data (see column 3 line 51 to
column 4 line 35) in a memory location defined by the card if it is not already occupled (see figure 3). On
subsequeént presentations of the card the biometric information stored in memory is compared to biometric
.information acquired from the card possessor to verify their identity (see figure 3, as well as column 4 linc
61 to column 5 line 18).

D2 discloses a method for verifying a person’s identity using signatures or other biometrics (see page 6 lines
3-10), including recording a reference signature and storing it in memory on a portable; readable card, such
as the magnetic strip on a credit card (see page 6 lines 12-17) and comparing the reference signature to the

_ signature provided by the card bearer (sce page 7 lines 4-11, as well as figure 2).

D3 discloses an identity authentication system used at a point-of-sale (POS) terminal. The customer
registers by providing a signature and biometric data (e.g. a fingerprint), the biometric data is stored in a
 wireless device with memory, and thereaﬁer the biometric data of the user is compared to that stored in the

" wireless device (see whole document). .

(Continued in supplemental box)
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WRITTEN OPINION OF THE

International Application No. .
INTERNATIONAL SEARCHING AUTHORITY - : '

"PCT/AU2006/001136-

Supplemental Box

In case the space in any of the preceding boxes is not sufficient.

| Continuation of: V °

INVENTIVE STEP (IS):

2. Claims 1-2, 11-12 and 17-18 also lack an inventive step over the prior art for reasons as stated for novelty.

Note: Although document D4 cannot be used as a citation for novelty or inventive. step purposes, it is still considered
highly relevant. It discloses an ATM system and method including a fingerprint identification unit (i.e. a biometric
reader) and local memory for storing user information. When a user tries to use the ATM, the local memory of the
terminal is searched for a positive match. If no match is found (i.e. if the user hasn’t.used the terminal before or is an
unauthorised user) a search of the central database can be performed.. The system disclosed by document D4 differs
from the claimed application as it does not allow a user to register with the ATM locally if the match is not found, but
discloses all of the remaining features of the invention claimed in claims 1-18 (see in particular column 12 lines 1-51 of
the cited document).
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WRITTEN OPINION OF THE ~
INTERNATIONAL SEARCHING AUTHORITY

International application No.

PCT/AU2006/001136

Box No. VIII Certain observations on the international application

The following observations on the clarity of the claims, description, and drawings or on the question whether the claims are fully
supported by the description, are made: .

Claims 1-15 and 17-18 are not fully supported by the description. The specification makes it clear that the biometric
information is to be stored in local memory incorporated into the verification station (i.e. teaches away from storing the
data in a central repository), but the claims omit this feature. It is-claimed that the biometric signature is stored in
memory, without limiting it to local memory. - '

In addition, claims 1-2, 11 and 17-18 are also not fully supported by the description as they do not disclose the step of
comparing the biometric signature provided on subsequent uses of the card at a particular verification station with
the biometric signature already stored in memory (i.e. verifying user’s identity) which is essential to the working of the
invention. Note that, although claims 2 and 18 talk about “subsequently presenting card information and a biometric
signature”, they do not explicitly state that they are provided to the same verification station. :
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(PCT Article 36 and Rule 70)

Applicant's or agent's file reference . FOR FURTHER ACTION - _ See Form PCT/IPEA/416
729727C
International application No. . - International filing date (day/mémh/year) Priority date (day/month/year)
PCT/AU2006/001136 . 10 August 2006 ' . 12 August 2005
International Patent Classification (IPC) or national classification and IPC
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1. This report is the international preliminary examination report, established by this International Preliminary Examining
Authority under Article 35 and transmitted to the apphcant according to Article 36.

2. This REPORT consists of a total of 4 sheets, mcludmg this cover sheet.
3. This report is also accompanied by ANNEXES, comprising:

(sent to the applicant and to the International Bureau) a total of 8 sheets, as follows:

sheets of the description, claims and/or drawings which have been amended and are the basis for this report and/or
sheets containing rectifications authorized by this Authority (see Rule 70.16 and Section 607 of the
Administrative Instructions).

I:] sheets which supersede earlier sheets, but which this Authority considers contain an amendment that goes beyond

the disclosure in the international appllcatlon as ﬁlcd as indicated in item 4 of Box No. I and the Supplemental
Box.

(sent to the International Bureau only) a total of (indicate type and number of electronic carrier(s)) , containing‘
a sequence listing and/or table related thereto, in electronic form only, as indicated in the Supplemental Box Relating to
Sequence Listing (see Section 802 of the Administrative Instructions).
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Box No. 1 Basis of the report

Box No. II Priority

Box No. II Non-establishment of opinion with regard to novelty, inventive step and industrial applicability

Box No. IV Lack of unity of invention ' .

Box No. V Reasoned statement under Article 35(2) with regard to novelfy, inventive step or industrial applicability;'
citations and explanations supporting such statement

Box No. VI Certain documents cited

Box No. VII Certain defects in the international application

Box No. VIII  _Certain observations on the intérnational application
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" INTERNATIONAL PRELIMINARY REPORT ON I;ATENTABILITY

International application No. '

Box No. I Basis of the report

PCT/AU2006/001136

1. With regard to the language, this report is baséd on:

The international application in the language in which it was filed

D A translation of the international application into
translation furnished for the purposes of:

D international search (under Rules 12.3(a) and 23.1 (b))
I:] publication of the international application (under Rule 12.4(a))

D international preliminary examination (Rules 55.2(a) and/or 55.3(a))

2.  With regard to the elements of the international application, this report is based on (replacement sheets which have been
furnished to the receiving Office in response to an invitation under.Article 14 are referred to in this report as "originallv
filed" and are not annexed to this report):

D the international application as originally filed/furnished
the description:
pages - 1-21  as originally filed/furnished
pages* received by this Authority on  with the letter of
pages* received by this Authority on  with the letter of
the claims:
pages as originally filed/furnished
pages* as amended (together with any statement) under Article 19
pages* 22-29 received by this Authority on 12 June 2007 with the letter of 12 June 2007
. pages* received by this Authority on  with the letter of )
the drawings: . '
pages 1-7  as originally filed/furnished
pages*  received by this Authority on  with the letter of
pages*  received by this Authority on  with the letter of
D a sequence listing and/or any related table(s) - see Supplemental Box Relating to Sequence Listing.
3. D The amendments have resulted in the cancellation of:

D the description, pages

D the claims, Nos.

D the drawings, sheets/figs

D the sequence listing (specify):

[:] any table(s) related to the sequence listing (specify):

4, D This report has been established as if (some of) the amendments annexed to this report and listed below had not been
made, since they have been considered to go beyond the disclosure as filed, as indicated in the Supplemental Box (Rule

70.2(c)). ’

D the description, pages

D the claims, Nos.

l:l the drawings, sheets/figs

D the sequence listing (Specify):

D’ any table(s) related to the sequence listing (specify):

5. [:] This report has been established taking into account the rectification of an obvious mistake authorized by or notified to [

the Authority under Rule 91 (Rule 70.2(¢)).

. If item 4 applies, some or all of those sheets may be marked "superseded."”

, which is the language of a
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INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY International application No.

PCT/AU2006/001136
Box No. V Reasoned statem-ent under Article 35(2) with regard to novelty, inventive step or industrial applicability;
citations and explanations supporting such statement
1. Statement )
Novelty (N) - Claims 1-18 YES
Claims NONE NO
Inventive step (IS) Claims 1-18 _YES
Claims NONE | NO
Industrial applicability (1A) » Cléims 1-18 YES
' Claims NONE NO

2. Citations and explanations (Rule 70.7)

The following documents identified in the International Search Report have ‘becn used for the purposes of iiis

report:

D1: US 5457747 A (DREXLER et al.) 10 October 1995

D2: CA 2412403 A1 (TAYLOR) 20 May 2003°
D3: WO 2003/036861 A1 (BLACK) 1 May 2003

D4: US 6796492 B1 (GATTO) 28 September 2004

NOVELTY (N) AND INVENTIVE STEP (IS):

Claims 1-18 meet the criteria set forth in PCT Article 33(2) for novelty and 33(3) for inventive step. The prior
art published before the priority date does not disclose or obviously suggest to a person skilled in the art storing
the biometric signature in a local memory external to the card.
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INTERNATIONAL PRELIMINARY REPORT ON PATENTABILITY Intemnational application No.
PCT/AU2006/001136

Box No. VIII  Certain observations on the international application

| The following observations on the clarity of the claims, description, and drawings or on the question whether the claims are fully
supported by the description, are made:

Claims 3-10 and 13-15 are not fully supported by the description. The specification makes it clear that the biometric
information is to be stored in local memory incorporated into the verification station (i.e. teaches away from storing the
data in a central repository), but the claims omit this feature. It'is claimed that the biometric signature is stored in
memory location defined by the provided card information, without limiting it to local memory.
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The claims defining the invention are as follows:

1. A method of enrolling in a biometric card pointer system, the method
comprising the steps of:

receiving 6ard information;

receiving the biometric signature;

defining, dependent upon the received card information, a memory location in
a local memory external to the card;

determining if the defined memory location is unoccupied; and

storing, if the memory location is unoccupied, the biometric signature at the

defined memory location.

2. A method of obtaining verified access to a process, the method comprising the

steps of:

storing a biometric signature according to the enrolment method of claim 1;

_ subsequently presenting card information and a biométric signature; and

verifying the subsequently presented presentation of the card information and
the biometric éignatnre if the subsequently presented biometric signature matches the
biometric signature at the memory location, in said local memory, defined by the

subsequently presented card information.

3. . A method of securing a process at a verification station, the method comprising

the steps of:

(a) providing card information from a card device to a card reader in the

verification station;
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(b) inputting a biometric signature of a user of the card device to a biometric

reader in the verification station;

(c) determining if the provided card information has been previously provided
to the verification station;

(d) if the provided card information has not been previously provided to the

. 'verification station;

(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and ~

(db) performing the process dependent upon the received card
information;

(e) if the provided card information has been previously provided to the

veﬁﬁcatidn station; |

(ea) comparing the inputted biometric signature to the biometric
signature stored in the memory at the memory location deﬁnéd by the provided card
information; |

(eb) if the inputted biometric signature matchés the stored biometric
signature, performing the process dependent upon the received card information; and

(ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.

4. A method according to claim 3, wherein the card device is one of:
a card in which the card information is encoded in a magnetic strip;
a card in which the card information is encoded in a bar code;

a smart card in which the card information is stored in a solid state memory on

the smart card; and
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a key fob adapted to provide the card information by transmitting a wireless

signal to the verification station.

5. A method according to claim 3, wherein:
the card information provided in the step (a) comprises a header and card data;

and

the steps (c), (d) and (e) are only performed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. A method according to claim 3, wherein the performance of the process in the
steps (db) and (eb) comprises outputting at least part of the inputted card information

from the verification station.

7. A method according to claim 6, wherein at least one of the steps (db) and (eb)

comprise at least one of the further steps of:
inputting information from a keypad to the verification station; and

outputting at least some of the information input from the keypad.

8. A method according to claim 3, wherein the step (ec) further comprises

outputting information indicating that the user of the card device is not authorised.

9. A method according to any one of claims 6, 7 and 8 wherein the information

outputted is communicated to one of:
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a service provider for providing a service dependent upon receipt of the
outputted information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.

10. A method according to claim 3, comprising the further steps of:
(f) storing the card information provided by successive instances of the step
(a); and

(g) outputting the information stored in the step (f) for audit purposes.

11. A biometric card pointer enrolment system comprising:
a card device reader for receiving card information;
a biometric reader receiving the biome&ic signature;
means for defining, dependent upon the received card information, a memory
location in a local memory extemal to the card;
means for determining if the defined memory location is unoccupied; and
means for storing, if the memory location is unoccupied, the biometric

signature at the defined memory location.

12, A biometric card pointer verified access system comprising:

the biometric card pointer enrolment system of claim 11; and

means for verifying (i) a subsequent presentation of card information to the
card device reader and (ii) a subsequent presentation of a biometric signature to .the
biometric reader if said subsequently presented biometric signature matches the
| biometric signature at the memory location, in said local memory, defined by the

subsequently presented card information.
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13. A verification station for securing a process, the verification station
comprising:
a card device reader for receiving card information from a card device coupled
to the verification station;
a biometric signature reader for receiving a biometric _signature provided to the
verification station; 4
means for determining if the provided card information has been previously
provided to the verification station;
| means, if the provided card information has not been previously provided to
the vén'ﬁcation station, for;
storing the inputted biometric signature in é memory at a memory
location defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory locatioh defined by the provided card information; v
"if the inputted biometric signature matches the storéd biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

14. A verification station according to claim 13, wherein the card device reader is

one of:
a reader for a card in which the card information is encoded in a magnetic strip;
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a reader for a card in which the card information is encoded in a bar code;
a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting

a wireless signal to the verification station.

15. A verification station according to claim 13, wherein the memory is

incorporated in a tamper-proof manner in the verification station.

16. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method for
securing a process at a verification station, said program comprising:
code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the
verification station;
code, if the provided c&d information has not been previously provided to the
veriﬁcgﬁon station, for; |
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature

stored in the memory at the memory location defined by the provided card information;
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if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted -biometxic signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. A computer program product including a computer readable medium having
recorded theréon a computer program f