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An ldentity-Authentication System
Using Fingerprints

ANIL K. JAIN, FELLOW, IEEE, LIN HONG, SHARATH PANKANTI, ASSOCIATE MEMBER, IEEE
AND RUUD BOLLE, FELLOW, IEEE

Fingerprint verification is an important biometric technique for a verification system based on fingerprints, and the terms
personal identification. In this paper, we describe the design and verification, authentication, and identification are used in a
implementation of a prototype automatic identity-authentication loose sense and synonymously

system that uses fingerprints to authenticate the identity of an A ¢ ¢ ti | identification is b .
individual. We have developed an improved minutiae-extraction al- ccurate automalic personal iaentification 1s becoming

gorithm that is faster and more accurate than our earlier algorithm More and more important to the operation of our increas-
[58]. An alignment-based minutiae-matching algorithm has been ingly electronically interconnected information society [13],

proposed. This algorithm is capable of finding the correspondences [20], [53]. Traditional automatic personal identification

between input minutiae and the stored template without resorting to technologies to verify the identity of a person, which use
exhaustive search and has the ability to compensate adaptively for,, thing that K N h ' | identifi
the nonlinear deformations and inexact transformations between >OMEMNING that you Know,” such as a personal ldentitica-

an input and a template. To establish an objective assessment oftion number (PIN), or “something that you have,” such as an
our system, both the Michigan State University and the National identification (ID) card, key, etc., are no longer considered

Institute of Standards and T(_echnology NIST 9 fingerprint data reliable enough to satisfy the security requirements of
bases have been used to estimate the performance numbers. Thgjactronic transactions. All of these techniques suffer from

experimental results reveal that our system can achieve a good bl f inability to diff tiate bet
performance on these data bases. We also have demonstrated tha® cOmmon problem of inabiliity 1o difierentiate between

our system satisfies the response-time requirement. A complete2n authorized person and an impostor who fraudulently
authentication procedure, on average, takes about 1.4 seconds onacquires the access privilege of the authorized person [53].

aSun ULTRA 1 worl_<station (it is expected to run as fast or faster Bijometrics is a technology that (uniquely) identifies a per-
on a 200 HMz Pentium [7]). son based on his physiological or behavioral characteristics.
_ Keywords—Biometrics, dynamic programming, fingerprintiden- It relies on “something that you are” to make personal
tification, matching, minutiae, orientation field, ridge extraction, jgentification and therefore can inherently differentiate be-
string matching, verification. . .
tween an authorized person and a fraudulent impostor
[13], [20], [53]. Although biometrics cannot be used to
I. INTRODUCTION establish an absolute “yes/no” personal identification like
There are two types of Systems that he|p automatica”y some of the traditional tEChnOIOQiES, it can be used to
establish the identity of a person: 1) authentication (verifica- achieve a “positive identification” with a very high level
tion) systems and 2) identification systems. In a verification of confidence, such as an error rate of 0.001% [53].
system, a person desired to be identified submits an identity
claim to the system, usually via a magnetic stripe card, A. Overview of Biometrics

login name, smart card, etc., and the system either rejects Theoretically, any human physiological or behavioral

or accepts the submitted claim of identity (Am I who I claim - oparacteristic can be used to make a personal identification
I 'am?). In an identification system, the system establishes ;¢ long as it satisfies the following requirements [13]:
a subject’s identity (or fails if the subject is not enrolled

in the system data base) without the subject’'s having to 1) universality, which means that every person should

claim an identity (Who am 1?). The topic of this paper is have the characteristic;
Manuscript received October 31, 1996; revised April 26, 1997. 2) uniqueness, which _'nd'cates that no two Pe.rsons
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jain@cps.msu.edu; honglin@cps.msu.edu). 3) permanence, which means that the characteristic
S. Pankanti and R. Bolle are with the Exploratory Computer Vision should be invariant with time;
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Table 1 Comparison of Biometric Technologies

Biometrics Universality | Uniqueness | Permanence | Collectability | Performance | Acceptability | Circumvention
Face high low medium high low high low
Fingerprint medium high high medium high medium high

Hand Geometry | medium medium medium high medium medium medium

Hand Vein medium medium medium medium medium medium high
Iris high high high medium high low high
Retinal Scan high ) high medium low high low high
Signature low low low high low high low
Voice Print medium low low medium low high low
F.Thermograms high high low high medium high high

In practice, there are some other important requirementsincluding face, fingerprint, hand geometry, hand vein, iris,
[13], [53]: retinal pattern, signature, voice print, and facial thermo-
grams [13], [18], [20], [53], [68]. A brief comparison of
these nine biometric techniques is provided in Table 1.
Although each of these techniques, to a certain extent,
: . e satisfies the above requirements and has been used in
or environmental factors that affect the identification . .
) practical systems [13], [18], [20], [53] or has the potential
accuracy;
to become a valid biometric technique [53], not many of
2) acceptability, which indicates to what extent people them are acceptable (in a court of law) as indisputable

1) performance, which refers to the achievable identifi-
cation accuracy, the resource requirements to achieve
an acceptable identification accuracy, and the working

are willing to accept the biometric system; evidence of identity. For example, despite the fact that
3) circumvention, which refers to how easy it is to fool extensive studies have been conducted on automatic face
the system by fraudulent techniques. recognition and that a number of face-recognition systems

are available [3], [62], [70], it has not yet been proven that
1) face can be used reliably to establish/verify identity and
2) a biometric system that uses only face can achieve an
acceptable identification accuracy in a practical environ-
ment. Without any other information about the people in
1) banking security, such as electronic fund transfers, Fig. 1, it will be extremely difficult for both a human and a
ATM security, check cashing, and credit card trans- face-recognition system to conclude that the different faces
actions; shown in Fig. 1 are disguised versions of the same person.
2) physical access control, such as airport access control:S° far, the only legally acceptable, readily automated, and
‘mature biometric technique is the automatic fingerprint-
identification technique, which has been used and accepted
in forensics since the early 1970’s [42]. Although signatures
4) government benefits distribution, such as welfare dis- 150 are legally acceptable biometrics, they rank a distant
bursement programs [49]; second to fingerprints due to issues involved with accuracy,
5) customs and immigration, such as the Immigration forgery, and behavioral variability. Currently, the world
and Naturalization Service Passenger Accelerated market for biometric systems is estimated at approximately
Service System (INSPASS) which permits faster $112 million. Automatic fingerprint-identification systems
immigration procedures based on hand geometry intended mainly for forensic applications account for ap-
[35]; proximately $100 million. The biometric systems intended

6) national ID systems, which provide a unique ID to the for civilian applications are growing rapidly. For example,

citizens and integrate different government services by the year 1999, the world market for biometric systems
[31]; used for physical access control alone is expected to expand

to $100 million [53].
The biometrics community is slow in establishing bench-
marks for biometric systems [20]. Although benchmark
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Biometrics is a rapidly evolving technology that has been
widely used in forensics, such as criminal identification and
prison security, and has the potential to be widely adopted
in a very broad range of civilian applications:

3) information system security, such as access to data.
bases via login privileges;

7) voter and driver registration, providing registration
facilities for voters and drivers.
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Fig. 1. Multiple personalities: all of the people in this image are the same person. (Frerhlew
York Times MagazineSept. 1, 1996, sect. 6, pp. 48—49. Reproduced with permission of Robert
Trachtenberg.)

system parameters to “improve” the system performance, of the system performance at different operating points,

they constitute a good starting point for comparison of the which is more informative than FAR and FRR. The statis-

gross performance characteristics of the systems. tical metricd’ gives an indication of the separation between
No metric is sufficiently adequate to give a reliable and the genuine distribution and impostor distribution [19]. It is

convincing indication of the identification accuracy of a defined as the difference between the means of the genuine

biometric system. A decision made by a biometric system distribution and impostor distribution divided by a conjoint

is either a “genuine individual” type of decision or an measure of their standard deviations [19]

“impostor” type of decision, which can be represented

by two statistical distributions, called genuine distribution d = [ Misnpostor — Maenuinell (1)

and impostor distribution, respectively. For each type of \/ (SDfppostor + SDenuine)/2

decision, there are two possible decision outcomes, true or

false. Therefore, there are a total of four possible outcomes:where Mgenuine; SDgenuines Mimpostors @Nd SDimpostor

1) a genuine individual is accepted, 2) a genuine individual are the means and standard deviations of the genuine

is rejected, 3) an impostor is rejected, and 4) an impostor is distribution and impostor distribution, respectively. Like

accepted. Outcomes 1) and 3) are correct, whereas 2) and 4FAR, FRR, and EER, both ROC amtlalso depend heavily

are incorrect. In principle, we can use the false (impostor) on test data and test environments. For such performance

acceptance rate (FAR), the false (genuine individual) reject metrics to be able to generalize precisely to the entire pop-

rate (FRR), and the equal error rate (EER) indicate the  ulation of interest, the test data should 1) be large enough

identification accuracy of a biometric system [18], [19], to represent the population and 2) contain enough samples

[53]. In practice, these performance metrics can only be from each category of the population [19]. To obtain fair

estimated from empirical data, and the estimates of the and honest test results, enough samples should be available,

performance are very data dependent. Therefore, they areand the samples should be representative of the population

meaningful only for a specific data base in a specific test and adequately represent all the categories (impostor and

environment. For example, the performance of a biometric genuine). Further, irrespective of the performance measure,

system claimed by its manufacturer had an FRR of 0.3% error bounds that indicate the confidence of the estimates

and an FAR of 0.1%. An independent test by the Sandia are valuable for understanding the significance of the test

National Laboratory found that the same system had anresults.

FRR of 25% with an unknown FAR [10]. To provide a

more reliable assessment of a biometric system, some more;

descriptive performance measures are necessary. Receiver

operating curve (ROC) and are the two other commonly

used measures. An ROC provides an empirical assessme

History of Fingerprints

Fingerprints are graphical flow-like ridges present on

ppuman fingers (see Fig. 2). Their formations depend on
the initial conditions of the embryonic mesoderm from
1Several additional techniques, like data sequestering [51] and third- which th?ydde\{?lop: Hl;mans havle use.d flngerprlntz as a

party benchmarking [9], may also help in obtaining fairer performance means of identification for a very long time [42]. Modern

raculte finnarnrint _tacrhniniiac \wara_initiatad _in _tha lata civtaanth
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Fig. 2. Fingerprints and a fingerprint classification schema of six categories: (a) arch, (b) tented
arch, (c) right loop, (d) left loop, (e) whorl, and (f) twinloop. Critical points in a fingerprint, called
core and delta, are marked on (c).

Grew published a paper reporting his systematic study on prints were well understood. The biological principles of
the ridge, furrow, and pore structure in fingerprints, which is fingerprints are summarized below.

believed to be the first scientific paper on fingerprints [42].  « |ndividual epidermal ridges and furrows (valleys) have
Since then, a number of researchers have invested a huge  different characteristics for different fingers.

amount of effort in studying fingerprints. In 1788, a detailed
description of the anatomical formations of fingerprints was
made by Mayer [16], in which a number of fingerprint
ridge characteristics were identified. Starting from 1809, T. i _ ) _ o
Bewick began to use his fingerprint as his trademark, which * The configurations and minute details of individual

is believed to be one of the most important contributions in ridges and furrows are permanent and unchanging for
the early scientific study of fingerprint identification [42]. a given finger.

Purkinje proposed the first fingerprint classification scheme In the early twentieth century, fingerprint identification was

in 1823, which classified fingerprints into nine categories formally accepted as a valid personal-identification method
according to the ridge configurations [42]. H. Fauld, in by law-enforcement agencies and became a standard routine
1880, first scientifically suggested the individuality and in forensics [42]. Fingerprint-identification agencies were
uniqueness of fingerprints. At the same time, Herschel set up worldwide, and criminal fingerprint data bases were
asserted that he had practiced fingerprint identification for established [42].

approximately 20 years [42]. This discovery established the Starting in the early 1960’s, the Federal Bureau of Inves-
foundation of modern fingerprint identification. In the late tigation (FBI) home office in the United Kingdom and the
nineteenth century, Sir F. Galton conducted an extensive Paris Police Department invested a large amount of effort
study of fingerprints [42]. He introduced the minutiae in developing automatic fingerprint-identification systems
features for single fingerprint classification in 1888. An (AFIS’s) [25]. Their efforts were so successful that a large
important advance in fingerprint identification was made number of AFIS’s are currently installed and in operation
in 1899 by E. Henry, who (actually his two assistants from at law-enforcement agencies worldwide. These systems
India) established the famous “Henry system” of fingerprint have greatly improved the operational productivity of these
classification [25], [42], an elaborate method of indexing agencies and reduced the cost of hiring and training human
fingerprints very much tuned to facilitating the human fingerprint experts for manual fingerprint identification.

avnarte _in_narfarminn_(maniiall _finnarnrint _idantificatinn Encniiranad _hv tha ciirrace acrhiovad hv AFIQ'e in law-
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» The configuration types are individually variable but
they vary within limits that allow for systematic clas-
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rapidly grew beyond law enforcement into civilian applica- capture. Typical specifications for the optical live-scan
tions [25], [53]. In fact, fingerprint-based biometric systems fingerprints are specified in [60].
are so popular that they have almost become the synonym 2) Representation (Template)hich machine-readable
of biometric systems [20]. Although significant progress has representation completely captures the invariant and
been made in designing automatic fingerprint-authentication discriminatory information in a fingerprint image? This
systems over the past 30 years, a nhumber of design factorgepresentation issue constitutes the essence of fingerprint-
(lack of reliable minutiae-extraction algorithms [48], [54], verification design and has far-reaching implications on the
difficulty in quantitatively defining a reliable match between design of the rest of the system. The unprocessed gray-
fingerprint images [43], [45], poor fingerprint classification scale values of the fingerprint images are not invariant over
algorithms [12], [14] [39], [46], [57], [74], etc.) create the time of capture.
bottlenecks in achieving the desired performance [25], [42]. Representations based on the entire gray-scale profile of
a fingerprint image are prevalent among the verification
C. Design of a Fingerprint-Verification System systems using _optical matching [4],_ [50]. The utility of
o o i o the systems using such representation schemes, however,
An automatic fingerprint identity authentication system a3y he limited due to factors like brightness variations,
has four main design components: acquisition, representasmage-quality variations, scars, and large global distortions
tion (template), feature extraction, and matching. present in the fingerprint image because these systems are
1) Acquisition: There are two primary methods of cap-  ggsentially resorting to template-matching strategies for ver-
turing a fingerprint image: inked (off-line) and live scan jsication. Further, in many verification applications, terser
(ink-less). An inked fingerprint image is typically acquired  onresentations are desirable, which preclude representa-
in the following way: a trained professiofiabbtains an  tions that involve the entire gray-scale profile fingerprint
impression of an inked finger on a paper, and the impressionjy,qes. Some system designers attempt to circumvent this

is then scanned using a flat-bed document scanner. The ""e'problem by restricting that the representation is derived

scan fingerprint is a collective term for a fingerprint image om asmall (but consistent) part of the finger [50]. If this

directly obtained from the finger without the intermediate g5me representation is also being used for identification
step of getting an impression on a paper. Acquisition of 5n5jications, however, then the resulting systems might
inked fingerprints is cumbersome; in the context of an gang 4 risk of restricting the number of unique identities

identity-authentication system, it is both infeasible and ¢ couid be handled simply because of the fact that the
socially unacceptable for identity verificatiériThe most number of distinguishable templates is limited. On the

popular technology to obtain a live-scan fingerprint image qiher hand, an image-based representation makes fewer
is based on the optical frustrgted tgtal internal reflect!on assumptions about the application domain (fingerprints) and

(FTIR) concept [28]. When a finger is placed on one side o efore has the potential to be robust to wider varieties of

of a glass platen (prism), ridges of the finger are in contact fingerprint images. For instance, it is extremely difficult to

with the platen ,Wh”e, the valleys of th_e finger are NOL.  exiract a landmark-based representation from a (degenerate)
The rest of the imaging system essentially consists of an finger devoid of any ridge structure

assembly of a light emitting diode (LED) light source.and Representations that rely on the entire ridge structure
a charge-couple device (CCD) placed on the other side 0f(ridge-based representations) are largely invariant to the

the glass _platenl. The(ljasher light sou_rcellllun(;matehs tr?e glassbrightness variations but are significantly more sensitive to
at a certain angle, an the camera is placed such that '_t Calhe quality of the fingerprint image than the landmark-based
capture the laser light reflected from the glass. The light representations described below. This is because the pres-
that 'S |nC|d_ent on the plate at the glas_s surfaqe togched bYence of the landmarks is, in principle, easier to verify [75].
the ridges is randomly scattereq, while the light incident A aierative to gray-scale-based representation is to ex-
at the glass sgrface cor_respondmg to vaIIe_ys sm_Jffers tptaltract landmark features from a binarized fingerprint image.
!nternal reflect!on, rgsultmg in a corresponding fingerprint | »n4mark-based representations are also used for privacy
m:ge onbthe ]imargl]mgl'plane of_the ;CD' hod reasons—one cannot reconstruct the entire fingerprint im-
nhumber o other live-scan imaging methods are now age from the fingerprint landmark information alone. The
ava_llable, ba_sed on uItraso_und total mte_rnal reflection [61], common hypothesis underlying such representations is the
optical total 'T“e”‘a' reflection of edge_-ht holpgrams [21],  pelief that the individuality of fingerprints is captured by
thdermal sznsmlglj of thiltemperqture (:lfgggfentlalt_ (?cross t_hethe local ridge structures (minute details) and their spatial
:' ges 4a7n vg eys) [t ]’ttsr?ng':jg or d erlen ' gapa:: distributions [25], [42]. Therefore, automatic fingerprint
ance [47], and noncontac ree-dimensional scanning [ I verification is usually achieved with minute-detail matching
These alternate methods are primarily concerned with eltherinsteald of a pixel-wise matching or a ridge-pattern matching

_reducmg the S|ze/pr|ce of th_e optlcall scanning system or ¢ fingerprint images. In total, there are approximately 150
improving the quality/resolution/consistency of the image different types of local ridge structures that have been iden-

3p " di MasterCard sends fi it Kits to it tified [42]. It would be extremely difficult to automatically,
or reasons of expediency, MasterCard sends fingerprint kits to its _ . - . :
credit card customers. The kits are used by the customers themselves toqu'Ckly' and re“ably extract these different representations

craata an inlad oo i timomracciog to o oo A far Anra lant fraom tha finnarnrint _imanac hacraiica 1) _ecnma nf tham
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