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C l11im C lrnrl for U.S. Patfnl !No. 9,6'15,705 ('"th<: ']OS Patctit") 

' l11c Accu:;c."<l lnstrumcnwliti<.-s include, but arc not ncct-Ssnrily limited 10. Apple iPhonc und Appk iPad compatible with Yale 
Sman Locks. and nny 1-\pple produc1 or device 1hal is substaolially or reasonably similar 10 1he func1iomility s.:i fonh below. 11,e 
Accused ln.itrumenwlitics infringe the claims of 1he '705 r atcm. as described below. either directly under 3S U.S.C. § 271(a). or 
indirectly undc.-r 3S U.S.C. §§ 271 (b)-(c). The Accused hL~trumcrunJities infringe thcclairns of the '70S r,ucn1 li1ernlly and, to 1hc extent 
not litc-rnlly. 1.mdcr lhe doctrine of equivalents. 

Claim I ~ccused Jns1rumc:ntallli~s: 

I . /\ system for providing To the e.ttent that the 11r,:umble i.,, Je~mcd u, be II limitutio11, tit~ Au11scd l11str1m,, 11u,Util!s are 
secure access to a n mfigurl!d /1111s~ a Jt)'.'ilttm ln 111x11rd1111u w;,1, tltl ,· t'luhtt. 
controlled ilcm, !he 
syst1.,n comprising: Mure spt.-eilicnlly, lhc controlled item L'> a locking m1.-ch.unism of lhe door lock of the user's home. Tile 

,\ ccuscd lns1rumcn1ali1ics arc oonligun .. -d 10 pro\•idc secure acc<.'SS to the user·$ home viii Yolc Smart 
Locks when 1he uS(-1' l'.>fOvides biome1ric signal to 1be Accused Instrumentalities via •rouch 10 or Face 
ID. 

--when the ··St..-curc RemOlc Access"' feature is lumcd on. lhc 3flp will u.~c your phone':. buil1-i1 
autJlcn1icmion 100b 10 promp1 fingcrpl'im or facia l rtX'.ogni1ion before you can unlock or lock you11 
1Qme remut.;ly (m)lt•· i r )'.Otlf 1?:hon.: docs not h.'l,•e 1ht-:sc foature.s.. it will e,rompt you to use your PIN· 
codclI'rhis fur1her cn~tm .. '$ th;u your door is only operated by the rig.hi people m 1he time you iotc.-nd 
for ii," 
(hnps://us.yalehomc.-.oom/e,\/yale-ncws/blo.c/latcst-blog•postsfintroducing-biomcuic-vcrific::i1ion-for-
aug.t1$1•;1 nd-y11lc-l0<:ks I /) 
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Claim I Accu~cd lnslrumcnrnli1its: 

o..., 

Introducing Biometric Verification for August and Yale Locks 

(h11psJ/us.y.1IC'ho111c-.<."<tm/cn/ynll!-ntws/blog/latcs1-blog-postslin1rodueiog-biomeuic4 verilication-for• 
~ugu.sHmd-y.1lc-locksl/) 
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Cl:1im 1 

(hups://www .apple .com/shop/pn:KI uct/1 1 PAR 22M/ A/ya l~-assure-lock-sl -louchscrccn-dcadbol 1-bla<:k) 
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Claim 1 Accused Instrumentalities 

The Accused Instrumentalities compatible with Yale Smart Locks are shown below: 

Compatibility 

iPhone Models iPad Models 

iPhone 12 Pro IPad Pro 12.9-inch 

iPhone 12 Pro Max (5th generation) 

iPhone 12 mini iPad Pro 12.9-inch 

iPhone 12 
(4th generation) 

iPhone 11 Pro 
iPad Pro 12.9-inch 

(3rd generation) 
iPhone 11 Pro Max 

iPad Pro 12.9-inch 
iPhone 11 (2nd generation) 

iPhone SE {2nd generation) iPad Pro 12.9-inch 

iPhone XS (1st generation) 

iPhone XS Mox iPad Pro 11-inch 

iPhone XR {3rd generation) 

iPhone X iPad Pro 11-inch 

iPhone8 
(2nd generation) 

iPhone 8 Plus 
1Pad Pro ti.inch 
{1st generation) 

iPhone 7 
iPad Pro 10.5-inch 

iPhone 7 Plus 
iPad Pro 9.7-inch 

iPhone 6s 
iPad Air (4th generation) 

iPhone 65 Plus 
iPad Air (3rd generation) 

iPhone SE {1st generation) 
iPadAir 2 

iPad (8th generation) 

iPad (7th generation) 

iPad (6th generation) 

iPad (5th generation) 

iPad mini (5th generation) 

iPad mini 4 

https://www.apple.com/ shop/product/HP AR2ZM/ Nyale-assure-lock-sl-touchscreen-deadbo lt-b lack 

la. a memory compnsmg The Accused Instrumentalities include a memory comprising a database of biometric signatures. 
a database of biometric 
signatures; 
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C laim I Accused lns 1ru nu•111:alitie~ 

Mon: spc.-cifica lly, 1hc iPhone allows muhiple biomclric signatures 10 he CUl(.>rcd in10 a database on the 
iPhonc: 

T11uch JD 

11,c iPhonc allows the registration ofmuhipk fingerprint:,: 

• 
-- <., 
- ·-- <· 
-- 0 
--- c , 

l~ig. from hups://support.applc.com/cn-u.s/HT'20 137 I under M:lnagc Touch ID Senings. In Lhe secoild 
bullet, il Ji1crally says: 

"lkgb.icr up lo five fingerprints:." 

"Touch JD can read muhiple lingerprin1s. an<I it can read fingcrprinis in 360•dcgr<.'(.'S of oricn1a1ion. II 
then ere-at,..,_,; a maihematicol K1>n.""Sen1a1ion of your fingerprint and co,nparcs 1his to your enrolled 
f'in ·r rinl d11ta to idcntif a match and unlock r dc\•il-e. " 
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Claim I t\ccusi!!d ln~r.-ument;ilitief\ 

(hllps:l/suppon.applc.com/cn•us/MT204S87) 

"'Touch 10 can read m ulliplc tingcrprints and recognize finge'l)rints ttl any orientation of the linger. 
111c system then crcales a mathcmnlica1 rcprcscnlnlion or your linge'l)rinl and compar..:s it IC> Lhc 
n:gistcrcd fingerprint darn co dctc-nninc :i m:1tch :ind unlock your device."' 
(h11ps:l/suppon.applc.co111/en-us/MT204S87) 

f:u.-e ID 

llle iPhonc ,1llows the registration of muhiple face.~: 

To rcgisicr a fncc. the iPhonc lakes a series or pictures ofchc us<.':f in diffcrcnl poses while circling his 
head. This is revealed in detail in l111ps://suppon.apple.com/cn .. us/HT208109 in 1hc second section 
•con Ii •ure Fa,-e ID". there also the fi ure shown above. 
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Claim 1 Accused Instrumentalities 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below (from How To Add A Second 
Face To Face ID - Macworld UK; https://www.macworld.co.uk/how-to/second-face-id-380342 l/), a 
second face is registered by the iPhone in the same way as the first face. 

"Set up Face ID or add another face. 

• Select "Settings"> "Face ID & Code"> "Configure alternate appearance" if you want to 
configure another face to be recognized by Face ID." 

(https://support.apple.com/de-de/ guide/iphone/i ph6d 162927 a/ios) 
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C laim I 

( 

... • 

• 

C 
C 
C 
C 

·-------·-· ·--·--
-•-a 

Accus,'<l lnstrum!'nl:1litic.,; 

The page How 1·0 Add A Second face To Fncc 10 • Macworld UK 
(h11ps://w·ww.m:,cworld.co.uk/how-1olsecond•foce•id-3803421/) literally states: 

"F'acc 10 is a lbst nnd 5(.."CUrc way lo unlock your il)honc or iP:1d Pro. bul you mny no! know thal you 
can actually sec up more 1hon one foce 10 use the lcarure. 

This second foce could belong 10 a loved one, enabling your panncr or child to access your phone 
wi1hout requiring your smiling mug 10 un lock i1 ... 

·ro store the biometric signatures ("1cmpla1e datn") from 1he received biomc1ric signals. the iPhooc has 
a Sy$1.cm on Chip (SOC) calk<I ,1 Secure Enda.,c. A $('Cure Enelave 1)1"0<."('Ssor provides 1he Seeurc 
Enclave with <.-om utin • wer: 
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Claim 1 Accused Instrumentalities 

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"The Secure Enclave is a dedicated secure subsystem integrated into Apple systems on chip (SoCs)." 
(Id., at 9.) 

The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at IO.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 

The Secure Enclave has access to a memory assigned to it and accessible only to it: 

Secure nonvolatile storage 
"The Secure Enclave is equipped with a dedicated secure nonvolatile storage device. 
The secure nonvolatile storage is connected to the Secure Enclave using a dedicated I2C bus, so that it 
can only be accessed by the Secure Enclave." 
(Id., at 15.) 

This memory serves as a database for storing the biometric signatures: 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 

• 
• Adding or removing a Touch ID fingerprint or Face ID face" . 

(/d.,at 16.) 
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.Accusl.!d I Ds.lru mtml:d itic. 

TI1is cl.rwbas~ i:s i>hm,11 in mhe figure frntn Apph.:: Pl.iLrli•m1 ~ t.""1.:'uLiry ruprn<lu~~d bdow: 

- ...., ... 

--· 
I --i ~·-,I 

I 

l 

-
·­--

-
i 

- ~­~ 

lbtub.1.Sc I OS 
tE~. 1\ . Apple Platlom1 ·ecurity. ,tt " · ~ 

rn 
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Chiim I 

lb. a 1mnsmittc:r sub-
syslcm c.-omprising: 

A:. :;et forth ilt deme11ts I b I . I bl, am/ I bl bt'lt1w, thr Act:u.w~d /,utrw11r11u,lilit~· i11d111/t' u 
1ra11smi11u ~·ub--sJ·.~tem . 

1l1e irhone's Secure Encl:avc is a mmsmincr sub-sysh:m. It sends ephemerally rc-cncryp1cd lite keys 10 
1he appliea1ion processor wi1h ils fi le system driver ("Applica1ion r roccssor fi lc•s)'stcm driver"') 10 
l'\.•ad the fi les in the NANO Fl:tsh St()mgc. ---· -

I I ------- I ··--I 
It 

·---... _ -- - --- --
---

(E,x. A. 1-\pplc Pl.11form St.-curity, n1 9.) 
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Claim I Ac<.'u~td lnsfrumenralirie.." 

''sl'pOS can 1heo use 1he <:1>hemerol wrapping key to wr.ip file keys for u.sc hy the Af•plknlion 
Prnl·c..-.sor filc-syJtcm driwr. \Vh<•n the lilt•S'~krn drh·cr reads or\\ rites :1 Oh.\ it sends the 
wr,11>ptd key lo the A ES Engine. " 
(Id., 31 14.) 

"All wrapped lilc key hMdling occurs in 1he Secure Enclave~ the file key ls never d irectly exposed 10 
1hc Applic;11ion Proc.~~r. { ... ] Wh'"·n 1hc s~-curc Enclaw unwraps ~1 fi le's keys. they're re,,ni1>rcd with 
lhc cph\'mcral key :lnd sen t l111ck to the A1•1>lka1icm ProctMOr," 
(IJ .. 31 85.) 

Ex. 13. Behind the Scen<..-s with iOS Sccurilv, al 30. 
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Claim 1 

I b I. a biometric sensor 
configured to receive a 
biometric signal; 

Accused Iustrumeutalities 

The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal. 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
(Id.) 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

The biometric sensor for Touch ID is located below the home button: 

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The 
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a 
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors." 
(httos://annleinsider.com/inside/touch-id) 
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Ch1im I 

8iomc.1ric S<..,-nsor 121 

"W1wre i~ 1hc Touch ID scn!>ur locau .. xl? 

·n1c Touch II) S(."flSOr is loc3tcd cilhcr i11 the home buuon or• on the iPad Air(4th Q.cntrJlion) • in 1he 1op 
buuon. 

(hups://suppon,:01,pk .cornl,·n-us1M'r2013 71 ) 

TI1e image seosor capcun:s: an 88-by-88-pixel, 500 PPI rtister scan: 

"111c 88-by•88°pi.xel. 500-ppi raster ~ n is temporarily s.iorcd in cncrypu •. -d memory within the Secure 
E11clave while being vectorized ror analysis, und then it's discarded. The analysis utiliz~ subdcrm al 
ridge llow ang.Je mapping. which i..~ a lossy proce:;s that discards minu1ia darn lluu would be n..-quircd 10 

r<..wnslntct the llS(.-1's uctual fingerprint. 111c. resulting map of nodes is stored without imy identity 
infom1a1ion in an encrypted lbm1a1 that can only be read by the SeclU'C Encla\!e, and i.s never sem to 
A le or backed u to iCloud or iT UJlCS. ,. 
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Claim 1 Accused Instrumentalities 

(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is 
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.) 

The camera system includes a biometric image sensor, namely a "CMOS image" sensor from Sony, to 
perform facial biometrics: 
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Claim I 

I b2. a lransmi1tcr sub­
s~tcm contr()IJCr 
configured to match the 
biometric sign.JI against 
membcts of the data.base of 
biometric si,simtun."S to 
I hereby output nn 
accessibility :ittributc: and 

t\t.·.cused lnsr-rumcntali1ic~ 

(hups://applci nsidcr .com/anic lcs/ I 7 /09/0'J/inner-worl:. ings-o f-~1ppl i:s-focc-id-cam1."ra-<lct:1i k"t1-in­
report) 

The Ac-,·used lnstrnmf'11tulities iud,u/r II tru11s111ittt•r tofltro/1,:r ,·mifikure,I 10 emit,, st:eurt tllXtSJ' 
:dguul cam'e)'ing i11fi,rmation ,lrpe11d<'t1I t1ptm suid ucn~.~;,#,ilitJ' t1llrilm1,•, 

More specilic:illy, lhc iPhonc's System on Chip (SOC). i.e. the St.-cu.re Encla\'c with iL~ Secure Enclave 
Processor (SEP) or a S1.,~un: Neural Engine contaill\.-d lhcrcin, is :.t means ( I 03) 10 chl•d; a nuttch uf the­
biometric signal with elements of the bioineuic signature database. 

"The Sec'tlre /;,'ndtn-e is n system on chip (SoC) thal is indudcd on all r("C""nl iPhont, ... de,•ices" 
(Ex. A. Apple Platform Security. at 7.) 
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Claim 1 Accused Instrumentalities 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid (for 
Apple Pay, in-app, and other uses of Touch ID and Face ID)." 
(Id., at 19.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures I 05, i.e. the "stored templates", for the presence of a match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining if there is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://support.apple.com/en-us/HT204587) 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https :// support.apple.com/ de-de/HT204 5 8 7) 
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Claim 1 Accused Instrumentalities 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked (" ... 
determine whether to unlock the device ... "). 

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(Id. at 19.) 
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Claim 1 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

Accused Instrumentalities 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave[ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComp/ete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require 
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this 
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using 
Touch ID or Face ID." 

(Id. at 86.) 

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an 
application that runs within the Secure Enclave on the SEP and is responsible for checking the match 
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as 
the Touch ID sensor. The random secret is stored in a memorv /"bio memorv") associated with the 
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Clnim I 

oumpuL from lhc bio memory upon malch. sec . lqi 3 in the diap,rum be-low('" J 11pw1 

liiUa.'sslful mt1tch ~end rm,dom .se rel lo KS"): 
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C laim I 

I b3. a trnnsmiuer 
conligun..-d 10 emit a secure 
access siynal convc:.yin~ 
infonnation dependcn1 
upon said acc<..-ssibiti1y 
attribute~ nnd 

Accused lnstrumenll1lilie." 

(/(/., 31 25.) 

The mndom $(..-.:rct is issu<..-d 10 $KS. SKS is a Scct1rc Key Service application which is located within 
the Secure Enc hive on the SEP and is responsible ror decrypting class keys. The random sccrc1 
pro\•idcd by SOIO is used 10 decryp1 a master key ("4) dccrytN master key"), 111c master key is 
conc,uena1cd with the UID of 1he SEP and 1hus cbss keys arc decrypted and added to the SKS keyring 
(''S) dl'Cryp-1 cla,;,s keys. add lo keyring") r()r fbnhcr use by the Secure Enclave. The dccryplcd cla:;s 
keys include. for example, lhc class key of cla~ A. 

1'lte Auusc>d htstr111m•uu1/irh~ includt.• n 1r1111smitlt'r M 1tjig11rt•d ro emir It stturt! ,u·ccss si;:m.1I 
t·tmre,>·i11g iu/Qrmurion ,lepettdenl up,m suit/ urcc~·ibility uuributt!. 

For exiunplc, lhe S l't'"UJ\' f.nclavc emits a signul ,,~1h ephemerally rc-cncrypled rile keys: 

"scpOS can then use 1hc ephemel'al wrapping key 10 wrnp lilc keys for use by Lhc Application 
Procc:i.sor filc-syslen, dl'ivcr. When Lhc life-sysh.:m driver re:1ds or writes o file. it .scod.s 1hc \vt.:1ppc-d 
kc:v to the AES En •inc." 
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Claim I 

.. A 11 \Vrapp,;:tl Ii le k.:. h,mt..lling occur~ in the ccurc m: lave~ Lhc file k~)' is p~, er dire cl'~ .:xroSA.-d lu 
lh~ r,piicmh.m rroi,;c~or. 1 ... 1 \\'h"'n die ~LLN nr.:I , ,e- un~vrnp a t'il1.:' • L.c:i,.:i, lhcy"r • re,~ rnpfk,.."'d "ilh 
th..: ..:J,ht'mt:ruJ kl')' ,md :scum h11ck Lo Lh..:- Applica1io,1 rrucl':-.sul'. 11 

(Id, :;1\ XS. ) 

TI1e s.ignal wid~ lhe ephemi.;rally re-~mc-rypied file keys is a S-ecurc signal bl:causc it come:, f mm lhl! 
Seicure EtKlavt!' ilnd lhu!!i fm111 a sl'.~ure ~11viru11m~111. rur1l11.::rmure, Llt~ i!',naJ is secure becaus~ lhc 
ITTtmm, ,u~:-d int'1Jm1atifln ii. \,'l1tryp1c,d. Th..: ..:mi LL..:d fik l!!)•~ iuc cntl)pl1!1th,:i1ih lhi! ephcm~mJ hy: 

/\JI wrapr i!rl lile 1key handling occur."' 111 111~ · ccurc E:'llcl:ivc~ Lhc lilc l,;cy lj 11cvc1i dirci.:tly cx:Jw:..t.'tl lo 
lht.:' r,11lk-0.Lion PrtJces.sor. AL ~an.UJl, 1h1.Z l~LIN Em::l.L\'~ ni.>goLiale,s :111 ~ph ·m..:ml 1,,,cy with IJ1 • bS 
· nt;inc-. Whc-11 11,;.: • ei::•1n.: Encl ave um,rrti]h, a lilt!'~ kt.:j'l>, 1J1cy'ri.: ilt:W"t'".JJ1f)cd witli •J~c epl,eme:ral k and 

scnl bq,c;-1. to Ilic flP I ic:Jt~on Pn,,.r;,;s .. -.or." 
(h/,) 
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Claim I At<:uscd ln~1rumcnt:1liries 

(Ex. B, Ot•.hi11d the Scenes with iOS Security. at 29.) 

(id., nt 30.) 

111e information 1ronsmi11cd by lhc emitted signal, i.e .• the cph<..'1n tr,dly re-eoerypccd file keys. is 
depender11 OJ11hc ~wailabili1'y mtribu1e, i.e., 1he oonfinn:uion that a biometric "template ma1ch" exists. 
l11is confinnation i.s signaled by 1he issuance of the random sccrcl (cf. step 3): Only if there is 11 
confim,alion of 1hc mutch and 1hc random secret is issued by 1he Touch ID or Face II) subsystem 
within the $<."Cu.re Encluve. i.e. S810, the- cl:t.,;...., key i.s a\'ailublc for re-encryptin~ the fi le keys. 

111c ru-cncrypted file keys are therefore infonnmion which is cmiucd depending on 1hc facl 1h.n1 the 
nvnilabilily altribulc h11s been emim.·d. 
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Claim 1 Accused Instrumentalities 

le. a receiver sub-system As set forth in elements ]cl and lc2 below, the Accused Instrumentalities include a receiver sub-
compnsmg: system. 

The receiver subsystem is the part of the system outside the Secure Enclave that is responsible for 
reading encrypted files from the NAND Flash Storage and receives ephemerally re-encrypted file keys 
from the Secure Enclave for this purrose: 
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C lillm I 

..... 
s.air. kcl.1 ... ... , .... 

~• ~ sw.oe 

l 
Memory con(f'O ... 

NANO IIUII conlN>llot +-----►I 

t u"'• 
AlStnglM 

2S 
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laim m 

Ir.: I. ti ti.;i;..:i \ll"T !>uh-!iystcm Thf' .-f rc11· ;:d lu. 1r111m!1J.1uiiri&"S b,~ud.f' 11 rereir-u .,ub-~•.\JMI ,:o.nlraller cwifi;:ur:etl to: r-rtl!ii•t• the 
contmllcr configured tn; lrafl miil"4 ,'>t'Cllrt' ucx,• 'ig1111,I. 

n:cci ve the lrnns1u i lied 
sl!CUi\e acer.:~> :1.i~~ut: and Ill! a.p-pliL"31jon proce:sS-Or ( 11 S) \ ith lile S} tem dri\'cr, ,,.,hich rec ivcs lhc cphcmcmUy r"C•Cll ryplcd 

me kc~', Tu nmd file~ f rum lll,e AND Flash slumt:,rc. Lh • i,pplirniion pru ... ~:w pruc:t.~,r.: tJu: N 'l\'i,;d 

5j,n11I hy creating .,l ~td 0 111nl{Lnd \\ ith tht; cp1it.'fflC'111 1ly \',,'tll.rpt.-d rn~ k..:y no CtmillilJOd \J.ilh 
11:phcmcr.tll~,. ·rappoo mc_ke) '} and cn<ls it 10111 ~ 1omgc con1rollc:r ( I mn ( A D Fl~h rontrnHcr 
with AE l!ny,inl"}. 11,is read runwn:u,d provides the !i'l.orogc comrollcr with .11 lhi.: infomH11Lion rcq\.lif"\.~ 
to :J\."•td al'!d decrypt the encrypkd file frnirn Lne · ~A D llm.h i,.Luru,ge-: 
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Ch1ini I Accu~c-d lnslrumcnt:ilitit•s 

"sepOS can 1hcn use the ephemeral wr.1ppin.g kC)' 10 wrnp iilc keys for u,:.c by tht• A1>Plil·a1io11 
1>rot•csJor filc-.sy~lem drh'<'I'. \\'h<'n tl1e fllt•$)'Slem driv1.•r re,1ds or wrile.s ;a tile, ii sends tbe 
wr-app<'d key 10 th<" AES Engine • •• 
(Ex. A. A1>plc Platfom1 $<..'(Urily, at 14.) 

"All wml)pcd fih.· key ha1ldlini ()l;t,;Ul'S in the Secure Enc Juve; the tile key is never direct!)' cxpo:;cd to 
the Applicn1ion rroc<.-ssor. ( ... ) When the Sccutc Enclave unwraps a file's kc)'S, lhcy'n: rcwrnppcd wi1h 
the cph1,,.'111cr.il key ::ind scnl b:1ck h> the Applic:itiun Proce~or." 
/Id .• a, s;.1 

lc2. provide conditional Tl,e Ac.-c11;,'cd l11Mr11mr11u1/i1it~· iuc/ude a rerefrttr ,mb-.S)'!item t.YJ1,jig11rt•d to prm·idr romlitlonal 
access to the control le.xi ucuss u, 1/,c c(mtrollc,I ilt•m de11~11de111 upou s aid i1,fl,rmalim1.. 
item dependent upon said 
infom1ntion~ More specifi<.-ally. the controlled item is a locking mechanism of'thc door loc;k of !he user's home. The 

Accused Jnstnm1cn1nlitics arc <:onligurtd 10 provide s.ec:urc acce...s 10 the user's home via Y11Jc Sm~rt 
Locks when lhc user pro\•id<.-s biometric :-ignal 10 1hc Accused lns1rumcn1alitics vin Tou<:h 11) or F:ic...-c 
ID. 

' 'When lhc .. Secure Remote Accc.-:s" feature i.'t !urned on. the app \\ ill use your phone's huih-i 
authcntie3tion tools to prompt fingerprint or foc.::ia l rt.X"ogni1ion bcfon- you <.'all unlocl,. or lock you1 
to•nc reinotcl)'. {nou:: if )'.Our l)honc docs not ha\'c these fca1ur\.-s " will nromnL vou M 11-1,• \·our r1N 

odi.:)fTI1is furth<.-r c11Sul'(.":!i 1ha1 your door is only operated by the right people at the lime you intend 
rorit." 
(https;J/us.yalchomc.com/cn/ynle-news/blog/fa tcs1-blog-l)(r.>1s/in1nxlucing-biornettic-\!eritict1lion•for• 
augus1-and-y;i.le.locks I /) 
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Claim 1 Art'USt.'<I lnstrumen talhie!i 

()pon Yale 

Introducing Biometric Verification for August and Yale Locks 

(h11ps:/fus.yalchomc.comf<.it/yale-ncws/blogflotcs1-blog-posts/in1roducing-biomc1ric-verification°for• 
august-and-ya le-locks I/) 
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Ch1im I Accused I nstr-umcnlalitic.~ 

(httf'J$://ww·w.:1pplc.comh;hop/product/HPAR2ZM/tVyalc-assurc-lod:-s l-touchscr<.'t.'1l-dc:1dlx>l1-block) 
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Claim 1 Accused Instrumentalities 

Id. wherein the transmitter The Accused Instrumentalities include a transmitter sub-system controller that is configured to be 
sub-system controller 1s used as set forth in elements /di, ld2, and Jd3 below. 
further configured to: 

Id I. receive a series of The Accused Instrumentalities include a transmitter sub-system controller configured to receive a 
entries of the biometric series of entries of the biometric signal, said series being characterized according to at least one of 
signal, said senes being the number of said entries and a duration of each said entry. 
characterized according to 
at least one of the number More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the 
of said entries and a means for receiving a series of entries of the biometric signal. 
duration of each said entry; 

"Apple's biometric security architecture relies on a strict separation ofresponsibilities between the 
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor 
captures the biometric image and securely transmits it to the Secure Enclave." 
(Ex. A, Apple Platform Security, at 19.) 

Touch ID 

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric 
signal entry is received by the Secure Enclave. 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric 
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of 
entries of such biometric signals. 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID 
sensor wi II use Touch ID on iPhone. 
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(:l:1im I Accustd l11s1rumen1,11ilil~s 

Sci up Te1uch 10 

lklbrc you can scl up Touch II). you must firsl crt.-rttc a cf1cJ..,, for )'Ollr dcvK-~. * 1.hcn follO\V lhesc steps: 
I. Make sure Lhc Touch II) sc..--nsor und your finger arc clc:111 1111d dry. 

2. 1':ip Sctting.'i > Touch ID & Code. and dk.'11 t.':iUCr yoor code. 

3. Top,. J-\dd fin,g-.!rprin1• tind OOld the device :is you nonnally would when touching lht• Touc:h ID 
sensor. 

4. Touch the Touch ID sensor with one linger, but de, O(IC pn..~ Kc..-cp )'Our finger on Lhe bouoo umil 
you feel :i uick vibr.uion or ::ire promp1cd 10 lift your finger . 

.., ____ .... _ --

S. Con1im.c by rnis-ing and sl()wly l-0\\(.'0ng yout fingcrovcrand O\'Ct again. changing the posidon 
of 'Our fin er ·us, a lin bil at n time. 
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Claim 1 Accused Iustrumentalities 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip 
instead of the middle part as you would during the first scan." 

(https://support.apple.com/en-us/HT2013 71) 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 20 infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueOepth camera randomizes the 
sequence of 20 images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Ex. A, Apple Platform Security, at 20.) 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different noses, a series of entries of the biometric si<mal 
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Claim 1 Accused Instrumentalities 

results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Using Face ID on iPhone 

l. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. If you can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

(https://support.apple.com/en-us/HT208109) 

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal ( compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-380342 l/, a second face is registered by the iPhone in 
the same wav as the first face. 
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Claim I 

&: 

,r " 'I 
'L.-.t 

111c S(.·litc5- or ~nlrics of 1hc hii;,mc1rii:: :,;,igm,I is. itli.:-nli fi~d on 1hc iPhont: by bolh the number and 
duraliun of ~ch ·ucJ1 cnlr;• 

Touch Ill 

Accoroing to s.1ep j ofthe inscruclioo~ hHp:s;/1 11ppc1r1.rlpplc.comli.:JJ-~1.· H _Ol371, for 1ht: t:11rullnt1:·11t 
of 1J s.i np 1(." fi n~,cr. tht: user hus. tu n.:p!.!atc.."'ldJ y pl.i th ;> r,;: pc 'U\'C linger on lhc ~nsi:>r :mJI Lhu:. lm n u111hi.:r 
of cnlriL~ in II m,,.. pn:dcknni 1n.'d viu tin: l.lS1.'t gutci~nce are captttl:'4.-><l ib>' L~ iJ>honc. Ea h nc of the 
entries mus.t .also bc of n prcdcl~J1ifli111i.-d du.rn1icm ~h•1."11 In 1hi.: usi.!I", ill lht: iPlluJJe displ..1)1. L1a:. th!!' usc:r's 
Ii tlJ!li:f' nuL~1 ,n..>sHrn i 11 on the s nsor r or a im,-dctC'TIJI i m.-d dumtion for c::ich l!ntry of the biM1l"'lr'tc si,i:.i.nill ifl 
tmler ttH.·a rure L~ bi011~e<Lric s i •a I dm·,n , ll11 ~ lim , 
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Claim 1 Accused Instrumentalities 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor 
will use Touch ID on iPhone and iPad. 

Set up Touch ID 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a quick vibration or are prompted to lift your finger. 

Can,:.,, 

Place Your Finger 
I.Ihandrnt_!.,_onthoflomo 

t>.mon,."'91odly. 

5. Continue by raising and slowly lowering your finger over and over again, changing the position of 
your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the 
middle part as you did during the first scan. 

s://su ort.a le.com/en-us/HT201371) 

35 

ASSA ABLOY Ex. 1021 - Page 35 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 37 of 232

Claim 1 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

Place Your Finger 
Lih.-dt..C}'<U'!"'(/OtonllleHorne 

bu!LOn~II'-

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - You Tube (https://www.youtube.com/watch?v=xTZ2LAL WZlg): 
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C hlim I 

Follow the prompts 
on your device 

Follow the prompts 
on your device 

,,c:c:used lnstr11mu1ali1ies 

---

Both the number of cn1rics, i.e. lhc number or repetitions for placing the finger on 1he screen. and their 
respecti \'C duration arc specified by the iPhonc \•ia the user guid:mcc. 
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Claim I Arcus('d l ns1rum('11rnlitit'S 

The user moves his fbcc in rro111 or the c~mcm to strike diffcr<.-nt pos<.'S, und 1he c;imcm sys:1cm with 
image se1lsor oontiouously captures a lnrgc number orbiomct·ric cntri1..~. i.c. here the 20 imagc:t with 
dcplh infonnatiun. in ll rO,\'. 

"l11is enrolled facia l dam is i1sclf 3 mathcmalical rcpn.-;Scn1'11ion of the user's face captured across a 
vaticty or posc:..-s." 
(1;.s. A. J-\pplc Pl.nfonn S«uri1y. ,u 20.) 

The sufficient duration of:ln entry for:, pose. i.e. on angular p(,sition or 1hc head specified via the user 
interface of the iPhonc, is indical1..-d 10 the user by the tr,mstOrnmtion or a gray line into a green line: 
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Claim 1 Accused Instrumentalities 

ld2. map said series into The Accused Instrumentalities include a transmitter sub-system controller configured to map said 
an instruction; and series into an instruction. 

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at 19.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at I 0.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdennal ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity information." 
(Id., at 19.) 

Face ID 
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Claim 1 Accused Instrumentalities 

The instruction involves the transfonnation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage. 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transfonns this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses. " 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during nonnal operation: 
• The mathematical representations of a user's face calculated during enrollment 
• " . .. 
(Id., at 23.) 
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Claim 1 Accused Instrumentalities 

ld3. populate the database The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
according to the the database according to the instruction. 
instruction, 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platform Security, at 16.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 

Touch ID 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Id.) 

Face ID 

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal 
operation: 
• The mathematical representations of a user's face calculated during enrollment". 
(Id., at 23.) 
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Ch1in1 I Accu;,c.•d Jn,;1rumtnh1liril•S 

wherein 1hc controlk-d Tlte Acc11sed /11str111m!.1t1a/i1ies ur.- cm,fig11red 10 prol'ide uct:e!.:'i to 1l,e c-m,tmlled llem. wl,erel111/te 
item i.s one of: u locking t·11111roll••d i11m, ls ,me of: a loc~kiup mtclumism of a ,,1,,..ska/ at·t·as :;tr1u:t11re or au ,•/,•,:troulc lm:k 
nwchfllli.sm or n physical 011 "" t•lutr<mic t·omputink ,te~fr,f. 
access structure or "" electronic lock on "'' t-.·1ore specific.ally, the oon1rulled item is a locking m<.-clumism or die door lock oflhe user's home. The 
elt..-ctronic computing Accu,.<;(."Q lnstnum ... 'fltnlities nrc configured to provide 51..-curc :1cccss to the user'!; home vi3 Yule $man 
dcvi<..-c. Locks when the user provides biomc1ric signal to 1hc Accused ln.strumcn1alilics viu Touch II) or 1~ncc 

ID . 

.. When the ·'Secure Remote Access .. foaturc is turn4..a-d on. '1he 11pp will u~ your phone':. buih-i 
I ftiihen1ication cools co prompt ling<.-rprint or racial rccognit,on bc:forc yoo cm1 unlock or lock your 
come remotely (note: if your phone docs not have these rcaturcs. u "ill prompt you to use your rlN 
·otJ<lc}f This further en:.ure~ that your door is Or'lly opcnth:d by the right pl.'()plc m the lime you intend 
for ii ... 
(hnps://us.ynlchonu:..com/cn/yalc~ncwslblog/l:ucst•blog•post$1introducing•biomc1ric-,·criticn1ion-ror-
augus1.and•y:lle--locks I /) 
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Claim 1 Ac-rusrd lnslrumenh1lilies 

Op,n Yale 

Introducing Biometric Verification for August and Yale Locks 

(hnps://us.ynlchomc.com/cn.ly11lc-news/blog/l:ttt..'St-blog-posts/in1roducing-bio111ctric-vt'flfica1ion-for­
augusi-and-yalc-locksl/) 
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Clllim l Attuwd lnslru mcntnlitit-s 

(h111,s:l/www.nppfc.com/shop/prod uct/1 1 PA R2ZM/ Ny.t lc•assure-lock •SI• touchscn.'C.n-dcadbol t-black) 

Ch1im 2 At-cuS:ed lnslru mt'IIIOlitlts 

2. 1l1e sys1em according to Upon iuformu1io11 1111J bclil!/. tl,c• Ac:cusc>d /11str111ue11tulilies iudud~ the tr1msmi1tc•r sub--SJ'.'ifcm 
claim I. wherein the c,m1roller that i.,· c1mfig11r~d to bl! ,,seJ 11:t' Sc>tfortl, in elt>m,•m s lo, 2h. a11d le belcnt'. 
1ransmi1tcr sub-svstcm 

44 

ASSA ABLOY Ex. 1021 - Page 44 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 46 of 232

Claim 2 Accused Instrumentalities 

controller is further 
configured to: 
2a. provide a signal for Upon information and belief, the Accused Instrumentalities are configure to provide a signal for 
directing input of the series directing input of the series of entries of the biometric signal. 
of entries of the biometric 
signal; More specifically, the Accused Instrumentalities provide instructions for the user to input a series of 

fingerprint or face images via Touch ID and Face ID. 

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the 
home button to record the fingerprint data. 
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty _ converter&hsimp=yhs-
pty _ converter&hspart=pty&p=registering+fingerprint+apple+touch+id+on+screen+instructions#id 
= I &vid= l 56de65ae06ca453643009fc0ea9cf79&action=click.) 

Touch ID: The user's finger must remain on the home button long enough for the data to be recorded. 
"Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick 
vibration, or until you're asked to lift your finger." "Continue to lift and rest your finger slowly, 
making small adjustments to the position of your finger each time." 
(https://support.apple.com/en-au/HT20137 l) 

Touch ID: "you shouldn't tap too quickly or move your finger around" 
(https://support.apple.com/en-us/HT207 53 7) 

Face ID: Setting up Face ID requires two scans of the user's face. Each scan asks users to move their 
head slowly in a circle to register different angles of the user's face. 
(httos://www.imore.com/how-set-face-id-i ohone) 
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Claim 2 

Place Vour Finger 
"" __ ,._.'-.. -·­--

, 

Aecus('(I lns1rumentali1icll: 
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2b. incorpornu: i mo 111 • 
~l!t:urc ac::cesl> ~j:gntll an 
ic.lt.·-n• i fiL·aLion ~~Id 
id{.'lllifyin~ the hirirnc1r1 
ignnl tf lhe ~igool matches. 

a mi.:mbi.:r u f Lh~ dotabasc-~ 
and 

A~1m cd l1nstruml'nl11IUh.•.s 

(hu~·11 ·upf)011..nppk,comfr..-'11-us/l1T20.N I mn 

ptm 1'1,futt11t1tlan ,md btlil!/. ,he «u fil J;,."'mm1l!llf11fi1i.es Dr«' co1efit;fl.U 11, i1.1rorpJ1rah! i.11to 1111! 

,,ec.-,1re m"C'l!r, Jd-,:,11,I ,m itl~11tiflcalim1 jit-ltl idt.•1uifsi,1,: lht• bium,•tth· ,ffliJ/mll if ti,~ 5igm1I mt1tche." a 
m ember of 1lu! clatahu:u.•~ 

lore spcdflcaUy, urnn infommiion and bclii.: • 1hi;,: t."cus;cd lm,1nm1C"nculi~il.!. ~u\~ rnnfi~uf\!d to 
pt'O'\.'idl: M.'lell.N acce~ si~nal when the ringerprint or face image n.-oc1,·cd ,,,.ia fouch Hl 1.md 1:::1ci.: 10 
moJcfo..~ I.he Ii 11 t!t::rprirH unL.I fa • data },tor\!d in lh~ ~un: onv IDI i I ., 1.m.lgc. 

.. During malching. th• ccurc ~nda,·c compares. incoming dnt;1 l"rom 1h.: liio,m:tric ~n~or nistirL'IL th~ 
~LtJn..~ rl"111p la.L1!.\ lo deh:,nnir1c-,. lwth~r lo unlock lhc ,d~,,j,cc or re pond mhaE m:;uch is \ ' !id f or . ppli! 
!Pay, in-:.1pp, md olhi!t LISI.!~ of Touch II a.11d Face m,. Tl1e ard1iL1.; crur1,a 'Upports di:.., ices 11ml inclLrd • 
both the sens.or ~md ccur~ Em;li•\•i; (::;uch 11s iPhnn.e,. i Pad, .11ntl 1mmy Mac:: ~y~11::m ). tlii. wdl a~ lh • 
abi Ii Ly 11.1.1 ph~ icaUy e-parnh: th • :sensor inlo a pcrrph ·ral thftm is then ccunly pa ~r<L"IC! 1<1 1he c..'t'.11n: 

F.m:hn1c ]111 t1 fa<=" wilh Apple silicon.'' 
ti s-J/5u orl.a le.t"UJT'llko-kir/ •ui<l • s«urit /~t!\:067e!MX"9 l/\.'l:ch ' I 
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Cl.aim 2 

2c. conslrucl rm m1cl i I Ll'ail 
of b1omcmc igiml:­
prov 1<led 10 U1 biometric 
semmr in oru..:r LIJ :J~Cl-■.?.l> Ilk 
i.:ontmllcd ill.,111 . 

\Vi1h fou ·h El) :'JmJ Fae~ ID. th~ kl:)'!> for the hi rht."SI cla.'i:!> om" Data P11uli:r.:tio11 ilf~ held in tile c.curc 
Enclll,·c;"l w lhcn a us-er :~u~n1pl!ii lo unlnck the device L r u1,..-coun1, m f 1hc de, ice di.:h.~ts a .!'IUt.:t..:~s ful 
m:itcll. ii pro1t•mde-s th· key ror I.In'" Tilf')Ping Lh-c u.mi. Pr•~ Li;c1jon 1-._c} • rind •he d;;:1a·icc m nooo1.1nI i:!, 
Uf'i lodct."d." 

1l Ex, A, Ap,p,lc Pb1fonn, C(."Uril,, al 24.) 

prm i,ifon11p/itm u11d IN!lieJ. llu: .:lccm.-i!d J1.rstru.nwr1tuliti~ un amfl1.:11n.· to romJr1u.•J ,rm tlilidil 
trail t>/ biu.mrfrfr siR,11a/., pro rid~d ti, .,,,~ 1Jim11·~tric ~ ,.,,sor i11 an/rt' IQ an-,:. ~ 1/,,, f m1trt1ll1.·tl ittH11. 

Mor..- srceil'i(.'11U>, upon tnfo:nn3tit.1n ;.md belief: Lh~ /\c..:us.cd h1s.tru1ncn1ali1ics ::ire configurr~"<l lo 
l'c.m~lrucm au .m.atl it trail oflhl.!' cmollt."tl ling,..rprint :ind face data Lo ronl inm1Uy tmpro,re matchtng 
~ccumcy. 

•·J oud1 ID \\ ii I i ncrumc-ncall) u p,Ja1e tJu; ma them mica l rc~~n tal10n of en n1J k.-J lingcrpnnts o\'c 
tin,c ,o impw,·c- m,1Ld11n • .ic.:unicy.'' 
( hup.-.://ScuJlJICH1 ,apple.com/en-us/I L TI.0-11.S 7) 

,,Fm.~ m D WliLll - indudi~ math,;."frnU,cal rnpri.: m:u lun or yuur faca - i OJlCl)'ptcd and i;?ml~"CLcd hy 
lhL.! St.-.cnn: Ent:la\·c. n,i~ Ltd ta "i IL Ix.- r..: rin..:J and LI pdah.'.tl ;n, you llii.: J a.1.:-i:- llJ 10 impro, ~ your 
cxpcrtcni;:c. mcludinF ,, hc-n yc,u :succ~s_,fully 11uthcn11~.LI~. f im.: ID "111 uh.ll uptfat..: 1hi:!> duta \',. h1:n iC 
1.foh!cb ,1 do ·1! 11mll:h but ill (Xl,~od..: 1s ~uh<.r.:qucnt I} i.:ntcn:d l(' L111 lo..:l mhi.: Ji.:, ice-.·• 
( htmp:!>://suppon .nppJe.l.·um/~t1i■ uJJI ET 2.08 LO , 

In an ILi:maLlv-C' read. upon inform::111011 :mr.l b.dit!C i.:vi.:ry time H LL.,..:r lbli!:s ToLu:·h ID rJr ae1.: ID 1u 
::iccess an 1Phone:. lh iPhom: k,,;cps a record of Lin[ferprinl nnd f:1cc unl eking, or .~nmt:: kind reuunl for 
:,,,uh 1:t ut.-.il ~1.1dil i11 •. 

ASSA ABLOY Ex. 1021 - Page 48 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 50 of 232

4. 11,c sys1e1n .it"COrding to 
claim I, wherein the 
biometric sensor is 
responsi,·e 10 ooc ofvoiec. 
rc1ioal pancm. iris panem. 
111cc pattcm, and p.:1lm 
configur.uion, andfor 1hc 
database o(biomctric 
signatur(.--S is l()(.~tcd in a1 
least one of the trnnsmincr 
sub-system and the 
r\.-cciver sub•system. 

TJ,e ;k c1,sr.d /11stnu11e11talitiej• indudtts a bitundrh· .w:.u sor thul i.,· ropo11.,.ii~ tu 011e of ~'Vi~e. rt•th,ul 
paueru. iris putte.m,faci' pall~rn. aud palm c•tmftg urulion. amll,,r tit~ dutuhu.,'t' 1,fbio11u!tric 
,-igmuur('S is ltx.·tueJ in 01 least 011e of th~ lrtut$n1i1t~r ,.-,,k)'Sl~m u11d th«> receiwr .rnb-$)1'tf'nt. 

More spccifo:alty, the Accusc."tl lrt~trumenrnlities include a CMOS image sensor in the fron1 camera of 
the iPhoncs 11ml is responsive lo foce pancm of1he u.scr. Up<.>n infommtion and belief, the Secure 
Nc>1wola1ilc S1orngc is a memory including a d:uabasc or1hc race data. 

Fact•IO 
The biomciric S(.'flSOr for f.-icial biometrics is a camcrn system ("TmclA:plh camera sys1cm") with an 
imaE,te S<."11SC>r. 
"With a $irnple glance, Fnt.x-10 st."Curdy unlocks suppOrtcd Apple dt..-vices. h prO\•ides imui1ive and 
secure :.unhcn1ica1ion cn.:iblcd by the True.Depth c.:uncm system, which use:, 11d\'a11<:ed technologies to 
accurately map the geometry of a user's focc. " 
Ex. A~ A le Pl31form Securi1 . a1 20. 

( h1 tps://applcinsidl..-r .com/an iclcs/ I 7 /09/09/i nncr-work i ngs-of-3 pplc~-fot.-c• id-ctunera-dc1ai lcd-in-
re ) 
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C l:1im 6 

6. l'hc system as cl:1imcd 
in daim I . wherein lhe 
biometric S{'tl:j,Or is further 
contigurt.-d lo autht-ntictUI.! 
lhc identity or ::i user: 

/\tCIISt•d ln~tr-u men laliti('S 

The A cc used l11.,·trum,•11tt1llriel' iud,ules " bitnm.•tric.· sensor tl,111 is ft1rther t·o11fig;m:d It> 

a11theuticate the it/entity of u 11ser. 

More sp<."<!ific::illy. 1hc iPhoncs uses Face 10 and Touch II) to ,m1he11ti~11c the user's iden1ity. 

f :tC(' 11) 
1'hc biometric sensor for facia l biome1rics is a camt'f'D syst('fll (-rnu!Ot::pth camt•m sys1em") with ,m 
image sensor. 

•With a simple glance, race ID securely unlocks suppmtt-d Apple devices. It provides intuitive :111d 
S(.."CUl"C nu1hc111ica1ion cn3bfcd by the 1"rucl:>c1>th cumcni system, which U:,C$ advancl..-d ll.."Chnologics to 
accurately map the g~-omctry ofn user's race.·· 
(Ex. A. Apple Platform Security. at 20.) 

(lntps://appleinsidt-r.com/anicles/17/09/09/inncr-workings-of .. apples--focc•id•c;imcm•di:tailL'<l•in• 
n:pon) 

Touch 10 
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.. ,\ pplc- de\•iccs with a Touch ID sm.-.or can be unlocked lt$ing a fingerprint." 
(Ex. A. Apple Pl:11fonn Sc.,-curhy, :11 9.) 

"Touch 10 is the fing~rprim scnsi11g system thal rn.skcs sccutc access to su1>portl;!d ApJ)k devices 
fo..lilcr and easier. This te(.hnolog.y rt"ads fingerprint datn from any onglc ond k'3m$ more a.bout a u..:;c.r's 
fingerprint over timl', wilh lhc scn$0r continuing to ~xp:,.nd the fingerprint map as additional 
cwcrlnpping nodes arc idcntif'k-d with each use." 
(Id. al 19.) 

I I 
• 

Biomeiric sensor 121 
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6a. wherein the transmitter 
is further configured to 
transmit infonnation 
capable of granting access 
to the controlled item using 
a secure wireless signal 
dependent upon a request 
from the user and the 
authentication of the user 
identity; and 

The Accused Instrumentalities includes a transmitter configured to transmit information capable of 
granting access to the controlled item using a secure wireless signal dependent upon a request from 
the user and the authentication of the user identity. 

Upon information and belief, the Secure Enclave of the iPhone is configured to grant access to the 
controlled item (e.g., a locking mechanism of the door lock) via Wi-Fi, mobile data or Bluetooth 
dependent upon the user's request to unlock and the user's authentication via Touch ID or Face ID. 

"When the 'Secure Remote Access' feature is turned on, the app will use your phone's built-in 
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your 
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN 
code). This further ensures that your door is only operated by the right people at the time you intend 
for it." "The feature applies to operations done via Wi-Fi, mobile data or Bluetooth. You'll be able to 
opt in to this security feature, and it will not be enacted when checking your lock status in order to 
preserve a seamless app experience." 

(https://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for­
august-and-yale-locks 1 /) 
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6b. the system further 
comprising a control panel 
configured to receive the 
information and provide 
the secure access 
requested. 

The Accused Instrumentalities includes a control panel configured to receive the information and 
provide the secure access requested. 

More specifically, upon information and belief, the Yale Home Smart Lock is configured to receive 
information allowing its unlocking from the Secure Enclave of the iPhone. 

"Upgrade your door with the Assure Lock SL, a touchscreen deadbolt for key-free entry. The lock is 
HomeKit-enabled so it allows you to lock or unlock and share access all from your Yale Secure app." 

(https://www.apple.com/shop/product/HPAR2ZM/ A/yale-assure-lock-sl-touchscreen-deadbolt-black) 

(https ://www .app I e. com/shop/product/HP AR2ZM/ A/yale-assure-lock-s 1-touchscreen-deadbo It -black) 

53 

ASSA ABLOY Ex. 1021 - Page 53 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 55 of 232

li1.1im 9 

IJ, The \)':,,,L~m ,1ct:orJi11.t;; 'Lo 

clmm 1 , wl'k:-rcin: mhr.: 
tmn,miu~r sut>-sy • ·rn and 
lhc r~c-eiv~r uo-s) tern m-e 
co 11 ix."-IILL:J in Lhi= d cctrurrie 
cou,rtuini; dc:,ricc 

'hf!' tm11.unlt1« ll~J trtm ,tmJ 1Jm1• r&·t:'in.·r :,,,,11/,..._1~·/tJm un· n.Jlondetl i111he n:.'ll ed 
I m,.,,.,,,...,,,,u/11i.w;. 

Mor •. pecilic I I>, the i rhon · 1:;, rt com1mLing dcvk~ th.i I includ !'-'i the lrnn !.millcr s t1b-;Sy.st .. ·m m ,J mh~ 
n..--...~h. ,er ub• ystem. 

l 
-- .... 

IT 

---... -
Ex.A.A 
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Claim to 

I 0. A transmitter sub­
system for operating in a 
system for providing 
secure access to a 
controlled item, wherein 
the transmitter sub-system 
comprises: 
I Oa. a biometric sensor 
configured to receiving a 
biometric signal; 

Accused Instrumentalities 

To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are 
configured to use a system in accordance with this claim. 

The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal. 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
(Id.) 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 
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Claim 10 

11,e biome1ric sensor for Touch 10 is l~ tcd below 1he home buuon: 

"'Th.; Home buuon is o stack of different ma1cri11I:,,, c;1ppcd wi1h o sapphire crr.,tol lcns. The 
surrounding stainlcss•slccl ring works us 3 ground and detects the user's finger. Thfa ocliun uc1ivatc:. a 
cap.icilivc 1ouch S(.'1lSOr insiallcd undem~th the cover: A CMOS chip with snmll cnpaci1ors." 
(hups:/ht lcinsidc-r.corn/inside/10uch•id 

I 
• 

Biomclric scnS<>r 121 

"Where is the Touch ID sensor locut<.'tl? 

TI~e Touch ID sensor is IOC3tcd either io 1.hc home bu11on or• on the iPad Air(4th gcocrntion) • in 1hc top 
button. 

(hnps://suppon,:,pplo.conVcn,uslHT201371) 

Th.; image sensor cnplllrt'S an 88-by•SS•pixcl, 500 PPI raster scan: 
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Claim 10 Accused Instrumentalities 

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure 
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal 
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to 
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity 
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to 
Apple or backed up to iCloud or iTunes. " 
(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is 
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.) 
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Clt1irn 10 

I Ob. a controller 
coofigured 10 111:itc.h the 
biomclric signal :ignim,t 
members of a d;nalxlsc or 
biomclric si · atures 10 

'l'hc camera sys1cm includes t, biometric image sensor, namely a *CMOS image" scm.or rrc,m Sony. to 
1,crform facial biometrics: 

(h 11 pS ://appldns idcr .<.'(lfnl.t1rtic1C$117 /09/09/i n 11<."1"-WOl'tings-of-npptcs-fnce-id-cameru-deu1i led-in­
rcpon) 

The A,x 11s~d /11s tr111m:111u/irle.s iududt• ii trtmsmittt•r c,m1rollt:r nJ1,jig 11red 10 t•mir a s,•c11rt• ac·ec'$$ 
s ig1111I c.•t1uveJ·i11g h1f,>r111111itm drp~mle.111 11po11 .w,id ucce.'iSlbili(V t1fldb111~. 
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Claim 10 

thereby output an 
accessibility attribute; and 

Accused Instrumentalities 

More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave 
Processor (SEP) or a Secure Neural Engine contained therein, is a means (I 03) to check a match of the 
biometric signal with elements of the biometric signature database. 

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid (for 
Apple Pay, in-app, and other uses of Touch ID and Face ID). " 
(Id., at 19.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures 105, i.e. the "stored templates", for the presence of a match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining if there is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://sunnort.annle.com/en-us/HT204587) 
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Claim 10 Accused Instrumentalities 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https://support.apple.com/de-de/HT204587) 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBJO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked (" ... 
determine whether to unlock the device ... "). 
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Claim 10 Accused Instrumentalities 

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(Id. at 19.) 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave[ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (IO seconds, if the Require 
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this 
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using 
Touch ID or Face ID." 

(Id. at 86.) 

61 

ASSA ABLOY Ex. 1021 - Page 61 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 63 of 232

Cl.1hn 10 

171c Touch 10 or Face LO subsystem within the Secure Enclave is the S010 shown below. S1310 is an 
tipplicalion thal runs wilhin 1he Sc,-ure Enclave on 1he SEP and is respon!>iblt.: for <:becking 1hc nmtch 
ofbiomelric rc~tun.-s. SBIO rcccivt.-s the com.""Sponding biometric d:11a from II biometric $C11.SQr, ~uch as 
lhc Touch 10 sensor. 1'hc random secrc1 is ston.-d in n 111(.'mory ("bio memory") ass04:in1cd with the 
SBIO and is ou1pu1 from the bio memory uJX)n match. see step 3 in the di.1gmm below ("3) upon 
s~ssful mat<:h st·nd r.!ndom secret tu SKS"): 

(Ex. ll, Behind lhc Scenes with iOS Security, 111 34,) 

171c cla."ls kc ~ u.rc cocr cd with a master kc . 
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lOt. ~ u·nn:-;miuer 
c:~nfi • urr.:d it, etnil a 
~lll"C QCCti-'- SiJ;n:d 
convcyi ng, s."!lid 
in tormmion <lr.:1"11,,.'fldenl 
upon :-.;aid IJCl·cs..-.ihil i1y 
nt1 rihu 1.c; 

Tlrlt: random .s1."Cfi."I ~i> is uf.-d to • K •.• IC is a • t."Clll'C' Key • •rv i ~ applit:uJ icm ,,. hid, i~ I tK.,11eJ \1i·itl1 in 
th~ .xuTc l::.nclavi.:· ('ID chc l:P and i~ ri;:.,Jmn ihlc for Jccryp,ing c] 1'.li:, k..:y:.-. Th rr.mdom M."Cn:'l 
pnn itliti.l b)' B 10 i_s u :'<l, tu decrypt a m~cr kc •) C "4) dccrypL m :~,er key" i. l11c master key i~ 
l'o11H.·.u1~n111~d " i1h Lhc lJ ID or Lhc . · P tlltd thu~ ·la~!'- k~y~ are tlt."Cryploo and ad{ll.'d to Ltw SK keyring 
l ''5) di..-cryp1 iclll.', ~C)'~, :iJd Ll.l k1.")'{inr;"l fi.Hr fur1111..,r ILl;C h) thL" , r.:..:dri: Enda\·c-. Tiu: tkc-1ypc1.:J dru;!-. 
key.,; include. lbr ~,nmple, lhe cl~ ~cy of cl::n ,\ . 

Tift- tT11J1~,1 lt~1r11111,•111alftic,- fm:lt1tle u 1r,msml1trr cmljigtJr~I to ~mil « ,'i.tt:11tt a«CSJt .~;g,.,'(jl 
rnnw:ying frrJurmurlcm d1c:pt!11de11t t1pm1 :\.uhl u~ sJb.flilJ' nllri'tu1tc. 

.. !l.t!'p(). tan lh..:., us1dJ1c cp11t>fllfflll \H.appin!'l kt.:}' to \\T:IP lilt: 1-.~) for u~c b)• 1J1c Appli alion 
Pmi;:10>s.or flilc-sptr.!m dri;,,i.:r. \\'lien lhl;! lilt!'-l:t)"Stt!'m tlri'i, a re""'ds r ,i.rik i. rn...:, i1 ~11d~ IJ11<! \'Happ,.td 
kc Lu lh(' A E. · n inc:· 
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Claim JO Accust.'d lns1ruml·nrnli1it•~ 

(Ex. A. Apple PIJttfonu Sccurit)', lll 14.) 

• All wrapped lile key handling occurs in 1he Secure Encltwc; 1hc lilc key is never din .• -ctly exposed to 
1h~ A1>1>lic.a1ion Ptoccssor. ( ... I When the &..-cure Encla.,.c un\\<l"'Jl>S ;l lilc's keys. they're rcwrappcd wi1h 
the cphcm,:ml hy and scnl back to the Applica1ion Proct"Ssor ... 
(Id. 01 85.) 

llie signal with the ephemerally re--cncryp1ed file kcy.s is~ secure s ignal because il com1.-s from the 
Secure Enda\'e and thus from a llt'Cure environnh:nt. Funhennore. the signal is secure hl,--cause the 
tmnsmitt<:d infommtion is encrypted. TI1c cmittt-d fi le keys are encrypted with the cphenu:r.il key: 

*All wrapped lilc key handling occurs in the Sc,;urc Enclave: the Hie key is never dir\.'i:tly exposed to 
the Application Pn.')CcSSOr. 1-\ t :.Ian up. th..,• Secure Endih'c nq;oti111es an ephemeral key with the AES 
Engine. Wht'Tl the Secure l!ncfavc u m\'r.lJ)S :a file's kc)'$. they're rewmpl}'-.-d with the <.-phemcral key and 
sent buck 10 the Application rroccssor," 
(Id.) 
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Cl:1im l 0 Accusrd l11s-iruml'n1alltif.'S 

( l~x. B, Behind the Scenes with iOS Security, 31 29.) 

(/,J., 01 JO.) 

TI1e infotrn.uion mtnsmim .. ·d by the cmim .. -d signnl, i.e .• the ephemerally R.'•<:m:rypted Ii i<: keys. is 
dt:pcnd<:nl on Lhc avaifabili1y autibute. i.e .• the coniin11:11ion lh:U :, biomcl'ric "'tt:mplatc match* cxisl.S. 
11,is (.."Onfirmation is signaled by the issuance of the r.indcnn secret (ct: step 3): Only if there is a 
conlirmntion of the match and the random S4."i.':rct is i$Sucd by the Touch ID or Face ID subsystem 
,,,..i,hin the Secure En<:lave. i.e. SBIO. the chl$S key is :1vnilabk ror rc-cnc:ryp1ing the file keys. 

The rc~cocrypu:d fi le keys arc 1hercfore i11fonna1ion which is cmiued depending on the fac1 th;u the 
availabilily auribute has been emitted. 
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Claim 10 

1 Od. wherein the 
controller is further 
configured to: 
1 Od I. receive a series of 
entries of the biometric 
signal, said series being 
characterised according to 
at least one of the number 
of said entries and a 
duration of each said 
entry; 

Accused Instrumeutalities 

The Accused Instrumentalities include a controller that is configured to be used as set forth in 
elements /Odl, /0d2, and /0d3 below. 

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a 
series of entries of the biometric signal, said series being characterized according to at least one of 
the number of said entries and a duration of each said entry. 

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the 
means for receiving a series of entries of the biometric signal. 

"Apple's biometric security architecture relies on a strict separation of responsibilities between the 
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor 
captures the biometric image and securely transmits it to the Secure Enclave." 
(Ex. A, Apple Platform Security, at 19.) 

Touch ID 

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric 
signal entry is received by the Secure Enclave. 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric 
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of 
entries of such biometric signals. 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID 
sensor will use Touch ID on iPhone. 
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Claim IO Accused Instrumentalities 

Set up Touch ID 

Before you can set up Touch ID, you must first create a code for your device,* then follow these steps: 
7. Make sure the Touch ID sensor and your finger are clean and dry. 

8. Tap Settings> Touch ID & Code, and then enter your code. 

9. Tap "Add fingerprint" and hold the device as you nonnally would when touching the Touch ID 
sensor. 

I 0. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a uick vibration or are prompted to lift your finger. 

Place Your Finger 
l.J!lr,drnt-r._onlho­--

11. Continue by raising and slowly lowering your finger over and over again, changing the position 
of our fin er · ust a tin bit at a time. 
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Claim 10 Accused Instrumentalities 

12. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip 
instead of the middle part as you would during the first scan." 

(https://support.apple.com/en-us/HT2013 71) 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confinns the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 20 infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Ex. A, Apple Platform Security, at 20.) 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different noses, a series of entries of the biometric signal 
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Claim 10 Accused Instrumentalities 

results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Using Face ID on iPhone 

I. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. If you can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

(https://support.apple.com/en-us/HT208 l 09) 

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal ( compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-380342I/, a second face is registered by the iPhone in 
the same wav as the first face. 
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C foim 10 

( ,_IOI,,__ 

0 
c:: 
c:: 
C 

-
·-------­·----_,_Cl 

• .....,._..,,_ID C 

AC:CU)>t"fl l11strum('nl"lili('S 

Titc series of cnlrics of1hc biometric sign:11 is idcn1ifi1.-d on 1hc iPhonc by bo1h the number 11nd 
duration of each such entry. 

Tourh 10 

According 10 step 5 of the instructions hups://suppon.applc.com/cn•us/HT201371. for the c-nrollmcnt 
of a single linger. tJ,c ustr has 10 repeated!)' pla\.'.e the l'<.'SplX-livc linger on the serL.;or and 1.hus a number 
or c:ntrics in o mw pr~IL"lennincd vitl the user guida11<.-e are c~'\pturcd by 1hc iPhonc. Eac,h one of the 
entries mu.st also be ora prcdctcnnincd duration given to the user via the il;honc display. i.e. the us1..Ts 
finger must remain on the sensor for a predetermined duration for each cmry of the biometric signal in 
order 10 ca ture the biornetric s i utl durin ahis time. 
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Claim 10 Accused Instrumentalities 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor 
will use Touch ID on iPhone and iPad. 

Set up Touch ID 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a quick vibration or are prompted to lift your finger. 

Place Your Finger 

5. Continue by raising and slowly lowering your finger over and over again, changing the position of 
your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the 
middle part as you did during the first scan. 

(h s://su ort.a le.com/en-us/HT20137 I) 
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Claim 10 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

c,,,._e 

Place Your Finger 
l.Jlland,..,y,:,urhngar""thoHomo 

bullc,,1-™'~ 

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg): 
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C.'lnlm 10 

Follow the pirompts 
on you, device 

FcUow the prompts 
on your device 

Doth lh~ num lk.v ,11f i:nLll'it::.,, •.e. 111111! ,mrnbcr of n:pc1hiuru. for' pbc in • 1hr.: finsc-r u,r, 1hc: .!>Crcr.:u, 11ml Lru:ir 
respc.::t i \ c- durnmfrm 1uc s:peci fled hy lhi! iP1honc \ ' i:J lhc m;.;r gui clan~. 
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Claim 10 Accused Instrumentalities 

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at 19.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(/d.,at 10.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdemial ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted fonnat that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity information." 
(Id., at 19.) 

Face ID 
The instruction involves the transformation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encrvotion and storage. 
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Claim 10 

l 0d3. populate the 
database according to the 
instruction, wherein the 
controlled item is one of: a 
locking mechanism of a 
physical access structure 
or an electronic lock on an 
electronic computing 
device. 

Accused Instrumentalities 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during normal operation: 
• The mathematical representations of a user's face calculated during enrollment 
• " 
(Id., at 23.) 
The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
the database according to the instruction. 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database I 05, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platform Security, at 16.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 
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Ch1im 10 Accu,;cd lnstrumtntalitit..i 

Touch 10 

"During enrollment, the resul1ing map of nodes ls SIOl\.."d in an cncryptt •. -d rom1,u 1h31 can lx: l'\.-ad only 
by the Sccufl: Enclave as a 1empl:11c to comp;m~ against for fu1Ure matches .... " 
(Id.) 

f11c~ ID 

The following Face ID darn is S:l\'11.,"<L eocryp1ed only for ust by 1he Secure Enclave. during oonnal 
OJ)C"r.tlion: 
• The m3thcmatical rcpl'CS(.:nlntions of n user's 13cc e:1lcula1cd during enrollment". 
( Id .• 31 23.) 

More specifically. the controlled it<.'111 is 11 lockin_g ml-ch;ini:sm of the door lock ortht user's home. 111c 
Accused lnsm1mcn10.li1ics nre configured to provide S\..-curc access to the uscr·s home \'in Yale Smnrt 
Locks When the user prO\'idcs biometric signol 10 the ,\ccusc.'d lns1rumcntalitics via Touch ID or Face 
ID. 

"'When the "Secure Remote Access ... fcuturc is turned on. '1hc app will use your phonc·s builH n;_, 
authcnticatton 1ools 10 prompt lingcrprim or facial r<.:eognition before you can unlock or lock you 
humc rt·mold xjnotc: if \'our phone Joe:,, not have: the~ foaturt:.s it ,, ill 1m>111~u 10 use your Pl 
1.-odc:), 111is funlu .. .,- cnsun.-s 1ha1 your door i~ only c,pcrnu:d by lhc right pc<>pk· at the lime you int<.,•nd 
for iL ·• 
(l111ps://us:.yalchomc.coin/~n/yalc•ne.ws/b1og/fah.'Sl•hlog•posts1introducing-biomctric•v<.'f'ifi~1ion-for-
augusHlndwyo le-I ocks I/) 
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Cli1im II> At1..·11s:l'd lnstr11ml'l1l:ili1i~ 

Open 

Introducing Biometric Verification for August and Yale Locks 

(http.~://u!).)'alchomc.com/t."1tlynlc•ncw:Jblog/lntc!ol•blog•poslsfintmdu<:ing-hiomctric-vcrificati0t1•for­
ougus1-and-yalc-locks I/) 

78 
ASSA ABLOY Ex. 1021 - Page 78 

ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 80 of 232

Claim 10 

( hu p.s ://w\\ w .appl~. com/shop/r,roducllfi PA R22M/ Afyale-ass-u.re-lock •S l-1ouchscr(."('11•dcadbo 11 ·b lad) 
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Lock wh~n the u~i.;r pro\'idcs biometric signal to die- C(;U.Sc.d ln.slrumcntalitk~ \'la ouch 111 or Fac..·1: 
ID_ 
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I nt,roducing, B'iometric. Veliiiflcation for August and Va le Locks 

( h.Ups.:.//us..ynlehomt.:.com/en/yo I 1NlC-\.\' 'bl uylati;::,.L-blug•p s, ' hHrodu · ing-biometrk-■, 1:rifie:n ioo-for­
au I us1-~1~d-~ ,LEc-lucks. l 
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Cl:1i111 11 

I I a. populating the: 
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11,,. Acc,;,~·ed lnstrumemulitil!s ure c,mflgured to popuh1t.- the ,tu1ubase of biometric :)iguutttrt'S us 
J't't/orth ;,, t:l t'mt.'IIIS I It,/, I la } , tmd I laJ belo~•. 

82 
ASSA ABLOY Ex. 1021 - Page 82 

ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 84 of 232

1 Jaim 1'1 

I I ::i L. rcccfring 11 ~~rk":!l uf 
entrb; ol rhc bio-rn-clnc 
~jgmil~ 

11,,- ,•f rc11s,'tl lln1r11m nurliti~~ (IN t'tffl/i/lU'l'C_'ll r,1 pnp,11/afe tl1e d'lJ1a'1um• ofbimnetric ,;ignat11r~ IJ~,: 
n•n'i••l,~ u ~"'"'~ of l!mri~ ofrl1c Mt1111,c1tric: igmll. 

t iJre :!>pcdfic:ally, Liu: l'Cl..ln •111,;lm •e al"1hr: i:Phnnc- \\ ilh tlric: ~t:un: E11i:lt1\ 1.: r,rn.:..: or fom1 Ill~ 
mt.':ms 1hr rrt1!i, ing 1 !icri~ of -:JUrit.~ r,f Lhe hintn.:lric !, it.:m. I. 

":\ppl,:'.:1 biom..:lri 1,;..:uril} :ui:h1h.:..:-Lllre ~lie=> un :1 ~1rii:1 ~pa_ration ot r,csp,m~ihilitic:- bctwi.:i.:n thi: 
biumC'Ltt1..' ~t.>1bor .md lht.! • ..: ·u_rc Eucl..i\t'. and a M"CUre ct.t1ml't..:liu11 b~t,,c.•~ . .-1L LIP L\\O. 71,c ·11 ur 
cnpl tm."?; 1h~ lii~,mtlnc i masc: and s.t."L:urdy rr:m.i;mih i• 10 1hc: • t:cure Em: I ave." 
f . ,\. Arrl1: rl \lhnn Sccunly, nl lq.~ 

Tom.·h I ll) 

\I hll."11 fin~cr I plat'.~ ~ , •he IHL ,mclri scR.'iur. I he 11 nii:r h, sc;Lnn~-d :_md I ht: c,om;~i,t1ndi n,g liinmelrit: 
ignal enlr}' 1s. ~i,,,,ed by lh1,; 'c Llf~ l;nclrnrc. 

"Whcu mht: fing,:rp.ninl sen.i;or-dt"tccts lh!! 11mch of :1 fiaiget. it Cri,!.!~I!'~ dti.: ac.111,unct:d itn11ging :-.ma_ to 
-scim 1hc-1ingcr aoo end~ •he ~cn111 10 the . ccurc E ncl:1, ~ • .., 
,(Ex. . pple Platfoma ~~ urlty, at 19'. ~ 

Tu t.'11 wl I u fi ngt.:."qlri nl in Lhc d;1L.ab11se. ll1e i Phune's lin •c-trpri 11t -.i.:11St1r- rt,t:urt.l~ ,m enlr}' uf u himn~l.ric 
sig.nl! I ,, h ·n lhe us.er pfo~~ hi!o. fln,scr on rhc s1.11:;.or. 1 hi!. b d~,ni: nutlLipl!! 1i111t.-,;, rt.-.;uhing in 1 -.i.:rir..:s of 
1mLries or such biomelric- ·igoo.ls. 

Rt."<-'l!'iving a s~rit.":il of t."11lnt.~ uf lht bit1111C'tm: !>iym11 by rcpt:uk-dly plm.:in:g -11 Jinycr t.m I nil!' out:h ID 
scnson,,ill use · ouch m on iPhoru:. 

S-c-1 up Touch I ID 

lklb:n.: you {.,an !,a.'.I ur L1Ur..:h IIJ. yuu lfr\LL'>1 lc!':!.I 1:n:ah: 1J l~ilk. lor )'UUI' dl'\'itt. Lit ...... follt.1\\ ~hi.!!,).! Sleps: 
I. M11kl:.'. sun.:- lhc linu1."11 II> !iA.'11.'il'r :u1 J wur lin •er nr.; c l1.·rm ,nd dn . 

8) 

ASSA ABLOY Ex. 1021 - Page 83 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 85 of 232

Claim 11 Accused Instrumentalities 

2. Tap Settings> Touch ID & Code, and then enter your code. 

3. Tap "Add fingerprint" and hold the device as you nonnally would when touching the Touch ID 
sensor. 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a uick vibration or are prompted to lift your finger. 

Place Your Finger 

5. Continue by raising and slowly lowering your finger over and over again, changing the position 
of your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you nonnally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your 
fingertip instead of the middle part as you would during the first scan." 

(https://support.apple.com/en-us/HT201371) 
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Claim 11 Accused Instrumentalities 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 20 infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
( emphasis added) 
(Ex. A, Apple Platform Security, at 20.) 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different poses, a series of entries of the biometric signal 
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Usin11: Face ID on iPhone or iPad Pro - Annie Sunnort 
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Claim 11 Accused Instrumentalities 

Configure Face ID 

Before configuring Face ID, make sure that neither the TrueDepth camera nor your face are covered by 
anything .... 

Follow the steps below to configure Face ID: 

I. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. If you can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

(https://support.apple.com/en-us/HT208 I 09) 

The biometric signature ofa single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal (compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in 
the same way as the first face. 

86 
ASSA ABLOY Ex. 1021 - Page 86 

ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 88 of 232

him U 

< r-D&-

CJ 

~~ .... ,-., 

fhc ~i,;ri~-:,., or\."nlri\:s nf the hiume1ric !. ignal is idcn1iiit."<!I Oil the iPl,Qnt b .. b~;1h the nurn~r JJ1d 
Jurotkm of each such entry, 

According to slcp 5 of lhc inslrucimns hnp ;//supporrt,np11le.comlcnrtJ IJ-ITIO I 71. for lhc ~l'uollmcnL 
uf .i. int?,L...- rin~r. l11e 111~r 1,m; to n..~ti..:i.Jly plac-1;: dm..: n.: 1~ tiw fing r on th~ '~nsor and llm munb=r 
of t."11,ril".s in t.1 tuw pli't"tll"L1.:m1 i11t.~ ,•ia 11te LJ!l&t guidatHa.' 31\! c.-nptureti1 by Lilt' iPhoru:, i.!Ch one orlh..: 
cnlrict> 1111.1-SI at o ~ of :1 r~-ck:-1ermim."<l dumlion !;in;n 10 1hc u,'t!r vi11 Lbc: iPlmn~ cli_-,ph1y, i .l". ~h.t!' use~ 
finger :mu L remain 011 l11c si.:ns II' for prcd tcrmin =d dur.nion for reach cnlry or1hc biom1..1ri~ s1i;1ud in 
1.ntll"r hl 1.:t~ lure lhi.-: biu11rtt1ri..: ~i 1fl.J1I durJJ1 • 1hit. !lime. 
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Claim 11 Accused Instrumentalities 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor 
will use Touch ID on iPhone. 

Set up Touch ID 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a quick vibration or are prompted to lift your finger. 

c ... u 

Place Your Finger 
un - mt yaur i.._ on u. ttomo ---

5. Continue by raising and slowly lowering your finger over and over again, changing the position of 
your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the 
middle part as you did during the first scan. 

(h s://su art.a le.com/en-us/HT2013 71) 
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Claim 11 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

Place Your Finger 

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg): 
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Claim 11 

Follow the p,ompts 
on your device 

Follow the p,ompts 
on your device 

Ac~use<I lnsti-un1en1:1lilies 

Both the mnnlx..'f of cnlrics.. i.e. the number o f repetitions for placing the linger on the screen. and the ir 
respccti\•C dura1ion arc specified by the iPhonc \'ia the user guidnncc. 

QO 
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Claim l I ;\ccu~ed l n~trumcnrnlities 

11,e user 1nO\'t"S his face io front of 1he camero to strike differem poses. and lhe camern system with 
image sens0r co,uinuously capturi.::, a large number ofhiomelric entriC!,, i.e. ht:rc the 20 imagc-:s wi1h 
d(..-pth infom111tion, inn row. 

"11,is enrolled foci al data is i1self a mathein:uical rcprest'l1t:uio11 of 1hc user's fact~ C'apw.rcd at:toss a 
\•aric,1y of pOSei." 

(Ex. A. Apple l'lo1Form S<-corily. al 20.) 

The sullicitnt du.r111ion or an ernry for a pose, i.e. an angufot posi1io11 of 1he he.ad sp.-cilicd " ia 1he usl.'r 
intcrfooe of the iPhtmc, is indicated to the user by the 1mnsfon11a1ion of a g.rny lim: into n green line: 
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Claim 11 

11 a2. determining at least 
one of the number of said 
entries and a duration of 
each said entry; 

Accused Instrumentalities 

The Accused instrumentalities are configured to populate the database of biometric signatures by: 
determining at least one of the number of said entries and a duration of each said entry. 

More specifically, as discussed above, both Face ID and Touch ID require a specific number of entries 
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific 
number of entries have been input. Likewise, while not necessary for the claim, upon information and 
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a 
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are 
required to touch the home button with their finger several times for a certain duration. Similarly, the 
users need to scan their face twice, and each scan requires the users to move their head in a circle for a 
certain duration for Face ID. 

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the 
home button to record the fingerprint data. 
(https ://video.search. yahoo.com/yhs/search ?fi=yhs-pty-pty _ converter&hsi m p=yhs­
pty _ converter&hspart=pty&p=registering+ 
fingerprint+apple+touch+id+on+screen+instructions#id= I &vid= 
156de65ae06ca453643009fc0ea9cf79&action=click) 

Touch ID: The user's finger must remain on the home button long enough for the data to be recorded. 
"Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick 
vibration, or until you're asked to lift your finger." "Continue to lift and rest your finger slowly, 
making small adjustments to the position of your finger each time." 
(https://support.apple.com/en-au/HT2013 71) 

Touch ID: "you shouldn't tap too quickly or move your finger around" 
(https://support.apple.com/en-us/HT207537) 

Face ID: Setting up Face ID requires two scans of the user's face. Each scan asks users to move their 
head slowly in a circle to register different angles of the user's face. 
(https://www.imore.com/how-set-face-id-iphone) 
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Claim 11 

11 a3. mapping said series 
into an instruction; and 

Accused Instrumentalities 

The Accused Instrumentalities include a transmitter sub-system controller configured to map said 
series into an instruction. 

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, atler receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at 19.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at I 0.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity infonnation." 
(Id., at 19.) 

Face ID 
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Claim 11 

11 a4. populating the 
database according to the 
instruction; 

Accused Instrumentalities 

The instruction involves the transformation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage. 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during nonnal operation: 
• The mathematical representations of a user's face calculated during enrollment 
• 
(Id., at 23.) 
The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
the database according to the instruction. 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platform Security, at 16.) 
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Claim 11 

11 b. receiving the 
biometric signal; 

Accused Instrumentalities 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 

Touch ID 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Id.) 

Face ID 

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal 
operation: 
• The mathematical representations of a user's face calculated during enrollment". 
(Id., at 23. l 
The Accused Instrumentalities include a biometric sensor configured to receive the biometric signal. 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
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Claim 11 t\CCUi.('d ln<ilrUfll£Rl11lili\-... 

(Id.) 

"When the fingerprint sensor dc1ec1s the 1ouch o r a linger. i1 triggers LOO 3dv~mccd imaging amiy 10 
scan the linscr and sends th.: SC:U1 to the St."Cure End;1\'e." 
(/d.) 

The biometric sensor for !'ouch ID is loc3tcd below the home bunon: 

"11,c Momc button is :1 srnc-k of diffcR..•fll mou:rials. cup1x.-d wi1h a sapphire cryst:,-l lcns. The 
surrounding stainless-steel ring works as a ground a11d detects the user's linger. This action ::ie1iva1cs a 
eapaciti,•e touch sensor itLl:;t~1lled undeme3th the cover: A CMOS chi1> ,\ ith small ca.1>aci1ors." 
~ lps-J/a leinsid1..'T.com/insidd1ouch-id) 

OiomeLric sensor 12 1 

"Where is 1hc Touch 10 sensor located'? 
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Claim 11 Accused Instrumentalities 

The Touch ID sensor is located either in the home button or - on the iPad Air (4th generation)- in the top 
button. 

(https://support.apple.com/cn-us/HT201371) 

The image sensor captures an 88-by-88-pixel, 500 PP! raster scan: 

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure 
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal 
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to 
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity 
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to 
Apple or backed up to iCloud or iTunes. " 
(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face alonl! with a 2D infrared imal!e. This data is 
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Claim 11 j\crm,.ed ln!';tr11m"n1alilit.-s 

used lo create ;a Sl'<IUt.•nci• or2D images and depth m:11>s. which arc digitally signc.-d and scnl to the 
Secure Enclave. ro oountcr both dig.ital and 1>hysical spool's.. the TrueOcplh camera randomizes 1hc 
sequence of2D images :tnd dct)(h mJp captures . .:md projects o devicc•s-pecilic random pattern. A 
pqrtion oflhc S'-'(:Ul'C NL'tm1I EngillC'•pn)h:.-c.tt.-d within the Sc.-cure Gncla,•c.•tmnsfonm, 1his data into a 
nmthcm1.11ical rcpr<.'SCnlation and i:::ompor\:S 1h11t rcpri::scnlnlion to th\! enrolled fociul dut:1. This \!nmJk-d 
foci al data is itself tt mathcmMical rcpri::scnrntion or1hc user's face captured :1cross t'I , ,uriety or posc.-s ... 
(Id., :it 20.) 

111c \.":Lmcra system includes a biometric imngc sensor. namely a "CMOS i1m1gc" sensor from Sony. to 
x:rfonu focial bion1etrics: 

(hi 1ps://applcinsidcr.com/ar1icks/ 17 /09/09/inncr •work i ngs6<>f•applcs• facc-id-cumc:ra•dctai led-in• 
re l 
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Claim 11 

11 c. matching the 
biometric signal against 
members of the database 
of biometric signatures to 
thereby output an 
accessibility attribute; 

Accused Instrumentalities 

The Accused Instrumentalities include a transmitter controller configured to emit a secure access 
signal conveying information dependent upon said accessibility attribute. 

More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave 
Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the 
biometric signal with elements of the biometric signature database. 

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid (for 
Apple Pay, in-app, and other uses of Touch ID and Face ID). " 
(Id., at 19.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures 105, i.e. the "stored templates", for the presence of a match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining ifthere is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 
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Claim 11 Accused Instrumentalities 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://support.apple.com/en-us/HT204587) 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https ://support. apple.com/ de-de/HT204 5 87) 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
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Claim 11 Accused Instrumentalities 

Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked (" ... 
determine whether to unlock the device ... "). 

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(Id. at 19.) 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave[ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (IO seconds, if the Require 
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PassworJ :,;.;uing is lmm11,,"<liatcl)•), the d1o.~ryph.-d clas ~cy I:> di5cn.-Ji;J, r qd rin ;:: ;1II tl:lta in 1mhJs 
dii . iai n-e_, ibtL.· mHU lhL" u t r- cml.!rs. ~he r~sou(Je agci1n ur a1nrill: t tJogs. in toHlt do 'ice 11.Sing 
'if nuc h. I D1 m- 'F::i c<2 ID.'' 

(Id. al S<:i.} 

nae Tou h. ED or fncc ID subS} cm "ithin 1hc , ccurc E11clr1\ c j5 •he. ,RIO ~hO\\'n bclCJ" - . UCO i!i .lln 

;.ipplkation 1.ha1 runi. " ithin th~ c-curc Encl□vc on the EP and i responsible for d1i..,cking the 1n tch 
ur btrnm."lric fe,rturc.s. B[O rc ... -eives 1h~ corre. r ontl itig biomcmrk da1a front a biomc1ric sensor. such as 
11,i; Touch ID ~cnsor. The nmc.forn ~-c;:ret i:;. storud in u m~nory 4 "biu mcnMry") i.1.,~oci iJh::J ""''ilh ll1c­
SBJO ru,d is ompuL from the hio memory upon mst~h, sr;i; <;tcp in mhc rliQgrnm helm ~•J) upun 
~ucessrul matc:h ~oo 1mndom sec-re1 to K II): 
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Claim 11 

I Jd. <.-milting II secure 
access signal conveying 
inlOrm:uion dependem 
upon said ac-ccssibility 
::tllribulc:~ and 

(Id .• :ti 25.) 

The random secret is issued 10 SKS. $KS is a ScC'l.lrC Key Service upplication which is locau.'tl within 
the $\_."(;ure Enclave on 1he SEP and is responsible r'or de<:rypting class keys. 11,c rnndom sccn:t 
pn.widcd by S810 is u:;t.-d to dccrypl :1 nuish:·r key ("4) decrypt master key"), The master key is 
concutcmucd wilh the UIO of 1hc SEP nnd thu.s cl:L~S keys are decrypted at\d added to the SKS keyring 
(''S) dccry1>J class keys. add lo keyring") lbr forthcr ~c. by lhe Sccurt.~ Endovc. The dccty~'>lcd class 
keys include. for e.-.:ample.. 1he cluss key of class A, 

rhe A«u~wl lu~·,rumenttditle.'i incluJ,• a 1r1111smi11er ro1,ji,:11rt!1l 10 t.•mit II secure a,·cess signal 
com 't!)'illJ.: i11Jormalio11 Jepend~m upm, ,w,itl acce.'~sibill1y 1111rib11tt'. 

For example. the Secure Enclave cmiLS a signnl wilh ephemerally re-encrypted file keys: 
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Claim 11 Accused Instrumentalities 

"sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application 
Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped 
key to the AES Engine." 
(Ex. A, Apple Platform Security, at 14.) 

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to 
the Application Processor. [ ... ] When the Secure Enclave unwraps a file's keys, they're rewrapped with 
the ephemeral key and sent back to the Application Processor." 
(Id. at 85.) 

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the 
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the 
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key: 

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to 
the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES 
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and 
sent back to the Application Processor." 
(Id.) 
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Clnim 11 Acl'uit•d lni lruml'11l:1lilit~ 

(Ex. I). Behind lhc Sccnt.-s wi1h iOS Security, :11 29.) 
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Claim II Accuse<! ln'l'l r-u rnen1:i lilit.s 

(Id .. ot 30.) 

111c i1lfor111n1ion transmiui:d by the crnitted sign.al. i.e .• the ephemerally rc<nCr)1>tCd file keys. is 
dL-pcndcnl on the avail11bili1y auributc, i.e .. , the conlim1ation 1h:1t a biometric "'1cmpla1c. match .. cxiSL~. 
TI1is confinnolion is sign:1lcd by the issuuncc of 1hc random ~ccrct (cf. slep 3): Only if there i.$ n 
confinnation of 1he mnlch and the r:mdom secret is issued by the Touch I Dor 1:-11c:c 11) subs~1cm 
within the Secure Enclave. i.e. S810. the class key is available for re-encrypting the fi le keys. 

·n1c n:-cncryplcd file keys arc lhcrcforc infommtion which is cmiucd depending on the fact dmt lite 
availability anribute has been emiu(.'(i. 
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Cla i rn 11 Accustd Jn,.t rJ1men1:, lities 

11 c. providing condi1iomLI The Ac,·u.,·ed l11Mrumt•111u/Wrs t1rt• ,·(J1,j71:r1re1/ m 11r(J1•idc r:.omlitio11ol 1u,:c•cs..<f to lhC' C<mtrolled item 
:icce.-..~ u, the c0t1trolh.-d di!.pe11de111 upon suid iufnrmution. wl,rrt'i11 1hr co11ln1lle,t itt•m fa· 011e of: o locki11,: mc-clumism of a 
i1cm dependent upon said physi~nl acces...,i; structure or 1111 elt!t'lrm,ic 11,ck mt 011 e/ectnmic t·m11puti11g de,•it·e 
inlbrmation, wherein Llw 
controlled item is one of: a More spccifo::ally. the controlled item is a locking mt..-ch:inism of the door lock of the user's home. 11~e 
locking mechanism ora Ac.cuscd lnstnunemaJi1ies are configured 10 provide secure access 10 the user"s home vitl Vale Smart 
physk:11 ac-ccss ~1ruc1Urc Locks when the user provicks biome1ric sign:11 to Lhc J-\ccu.«-d lus.trumcn1ali1ies via Touch 10 or F:icc 
or an electronic lock on an 10, 
elec1ronic computing 
device. "'When 1hc "S<."C-UI'¢ Remote Access" fo:1turc is !Urned on, 1hc app will use your phone',; built-in 

I ft11hcntic-ation hiols lo prompt lin~c'1Jri111 or fo~i:i l I\.\X)gr1i1ion before you can unlock or lock you~~ 
:home remotely {notc:1f vour pl1<mc doc::. 091 h.i~·1.:. 1ht ::,C feature.~.;, will prom~ you to use your Ph 
~ c)[This l'i1rther ensures thal yo1.1r door is only ,,pcmtcd by 1hc right p<.-ople 01 1he 1ime you intend 
for it" 
(hu1r.s://us.y.,lehome.,-orn/e11/yale--Jle,\ .slblogflntes1-blog-postslintroducing-biomc1ric-verifictltion-for-
:iugus1-r1 n<.l-ynlc-locks I/) 
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Claim 11 Att'u'ie<I lns1runu:-n11tlili<'S 

...., Yale 

Introducing Biometric Verification for August and Yale Locks 

(lmps://us.ytilehome.oom/en/y.ile,.news/blog/latcst•blog•posl$1introducing•biomc1ric-veritication•for• 
nu guSHtnd· yalc• loch I /) 
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Claim 11 AttUSt."<l lnstrumen1all1ies 

(hi 1ps://www .npp le ,(.."()fn/shoplprodu<.1/H PA K2ZM/ A/y.1 I e-nssu rc.-loc k-sl-touch.scrcen-deadboh-black) 
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Claim 12 

12. The method according 
to claim 11, wherein 
populating the database of 
biometric signatures 
further comprises enrolling 
a biometric signature into 
the database of biometric 
signatures, and wherein 
enrolling the biometric 
signature into the database 
comprises: 
12a. receiving a biometric 
signal; and 

Accused Instrumentalities 

The Accused Instrumentalities are configured to enroll a biometric signature into the database of 
biometric signatures as set forth in elements 12a and 12b below. 

The Accused Instrumentalities include a biometric sensor configured to receive the biometric 
signal 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices 
faster and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
(Id.) 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
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Claim I? Accu.,,;4:d lns1rumcnli11itic.,,; 

(Id.) 

Thi! biometric se.nsor for Toueh ID is located below 1he home bunon: 

- rhc Home bunon is a s1;1ck of ditrcrcni mmcrials. c.:1ppcd wi1h a sapphire crys1al Jens. The 
:,urrowlding s1ainless..steel ting w0tks .is a ground and dc1cc1s 1hc user's finger. This ~c1ion .1c1ivn1cs 11 
capaci1ive touch sensor in..\talled underneath the cover: 1\ CMOS chi1> with small ~ 1>aci1ors," 
(httes:lla lcinsider.com/insidchouch-id) 

I 

Biometric sensor 121 

"'Where is the Touch 10 :;cnS(lr located? 

11)C' Touch ID S("llSOf is located either in the home bunon or• on 1hc iPad Air(4th gcoc-r.11fon) - in the 1op 
bunon. 

lc.oomlc,H1s/Hl'20 1371 ) 
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Claim 12 Accused Instrumentalities 

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan: 

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure 
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal 
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required 
to reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity 
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to 
Apple or backed up to iCloud or iTunes. " 
(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is 
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
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Ch1in1 12 

12h. enrolling the 
biome1rk sign11I ns an 
administr3tor signature in 
n."Sponsc 10 the database of 

Accus('fl I nsl rum~nlalilics 

mathematical rcprcsc111u1ion nnd comp:m.-s that rcpresentution 10 1hc cnrolh:.xt foc-i31 data. ·n,is enrolled 
facial di.mi. is iL.:;d f a mmhenuuical representation or the US(...-r'S face c;;1pturcd :1cro.ss a variety l)f post-s." 
(Id .• at 20.) 

The c.:unero system includes a biometric image sensor. namely a .. CMOS image" sensor from Sony. to 
•rfonn facia l bit'>mdrics: 

(hupsJl.11)P leinsidct.coml.u1jclcs/ 17 /09/09/inocr -worl::ings-01:.upplcs-focc-id-camcm-de1 ailed-in­
rc rt 
Tht• At•cused iustrumt•11r11/itit!s ur~ co,,fi,:uri:J w c.wroll tl,c biom~trfr sig1111/ 11~· un aJministramr 
sig1111111r(~ in uspom·e ftJ tl,e du1uht1se of blomt'lrh-s ig11uwr,•s bt'i11,: tmpty. 

More srx--cifically. upon infonnation and belief. 1he iPhone 11llows 1he user:,, 10 enroll their biometric 
si~oa1ur~ 1b aJl administrator when the user is seuin u !heir fi~t iOS de.vice. 1"he biometric 
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biometric signatur<:S being signature enrolled upon the initial set up of 1he iOS device will be rct1uir<."<i tc) udd addi1ionaJ 
empty. lingc-rprints or fuces on the device. 

Set up Face ID or Touch ID and create a passcode 
On WN~lctt, Y(MJC-'M"tUC>f•n• ID or To,..:, 10, Wlth thtse featLttS-, )'OU can use lace 
~IUon 01 you, fl!"'Ot'fJ)ltil'lt 10 unr«\ )'Ollf (le\'IU and mli.CI P\,ll'Chlsn. T Ill) Con11nue /Ind 

tallow the lns:lnlCUOM, 01 Up •~l Upb1!1 in 5t-l1Jnot," 

Net1, ttt ,t Sl.)t'•(llglt l)flS$GOCI¢ tl) l'ltlp l)tOlt<t YQl,lr cial•. YOoJ noe<J A l)IIUCO<le to use ,~11t1.w~ fib!, 

FbC:t-10, Touct, I>, and Ai, · P"t II )'OU'CI ~ • fo...-<llgte ~. cuscoim P,HKOClt, Of no 
F>M$Code, lap "Po~ Opt.ont." 

< • 

• J ' -
Fac:e lD ------__ ., ___ _ 

-~-"""'""'-- · -------
--~·--

8 
Create a Pas$00de 

~---... ---
--

lc.com/cn-us/HT202033) 
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Claim 14 

I 4. A non-transitory 
computer readable storage 
medium storing a 
computer program 
comprising instructions, 
which when executed by 
processors causes the 
processors to: 
14a. receive a series of 
entries of a biometric 
signal; 

Accused Instrumentalities 

The Accused Instrumentalities are non-transitory computer readable storage medium storing a 
computer program comprising instructions as set forth below. 

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a 
series of entries of the biometric signal. 

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the 
means for receiving a series of entries of the biometric signal. 

"Apple's biometric security architecture relies on a strict separation of responsibilities between the 
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor 
captures the biometric image and securely transmits it to the Secure Enclave." 
(Ex. A, Apple Platform Security, at 19.) 

Touch ID 

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric 
signal entry is received by the Secure Enclave. 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric 
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of 
entries of such biometric si211als. 
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Claim 14 f'ccu~it'd lnstrymenlulilic.-. 

Ret.~iviug a series of cmries of Lhe biomcLric signal by rcpca11.'dly pl:1cing a finger on the Touch ID 
sensor will use Touch 10 on iPhone. 

Stt up Touch 10 

Od Ofe you can set up Touch ID. you muse fo-si creme ri ~ for yoordcvK.."C. • 1hcn IO!low thl-sc stt,.'flS: 
13. Mn.kcsu.t\! Lhc Touch ID scn~or :md your li111,~-r al\: dctul and dry. 

14. Tap Sc1tings > Touch II) & todc. mld then enter your code. 

IS. T;1p .. Add ring.crprint" :mtl hold d~ dc-vioe :Lt yc)U nonnaUy woukl when t00t.·hi11g the Touch ID 
S<:nsor. 

16. Touch d1t Touch ID seo:,0r with ooc llnger. bu1 do not press. Kt."<.1) yoor l'ingcron 1hc buHtm until 
~ fed .i uick vibra1ion t.'r ore prompt\XI to lill yout fir)ger. 

Plllce Your Fi~ .,.. .. _____ _ 
--
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Claim 14 Accused Instrumentalities 

17. Continue by raising and slowly lowering your finger over and over again, changing the position 
of your finger just a tiny bit at a time. 

18. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip 
instead of the middle part as you would during the first scan." 

(https://support.apple.com/en-us/HT20137 l) 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Ex. A, Apple Platform Security, at 20.) 
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Claim 14 Accused Instrumentalities 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different poses, a series of entries of the biometric signal 
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Using Face ID on iPhone 

1. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. If you can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

(https://support.apple.com/en-us/HT208 l 09) 

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal ( compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-380342 l/, a second face is registered by the iPhone in 
the same wav as the first face. 
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C laim 14 

1'-l)a--

• 
C 
C 
C 
C 

--
.. ------·· ·------
-f-0 

...... 

Atcu,o;;ed lns-rru ment:ilifi<'~ 

·me series or cntrit.-s of the biometric signal is idcruilicd on the iPhonc by both the numbet and 
duration of each such cnlry. 

Touch II) 

According 10 s1ep S of1hc ins1ruc.1ions https:l/suppo11.upple.com/en-us/l lT201371, for the enrollment 
of a single fi11ger. the user has 10 rcp<.:Utedly pince 1hc rcspcc1ivc finger on the sensor and thus a number 
of entries in a tow predc1ennined via the user guidance 3rc capwrcd by the iPhonc. E:ich one of !he 
cn1ries rnust also be of n pn."detennirted duration given 10 !he us.ct via the iPhone displny. i.e. the user's 
linger muSI rcmnin on the scn.-;or for a prcdctcnnincd dura1ion for each t,.'lllfY of 1hc biometric signal in 
order to c.:i ture the biomenic si na.l durin this 1imc. 
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Claim 14 Accused Instrumentalities 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor 
will use Touch ID on iPhone and iPad. 

Set up Touch ID 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a quick vibration or are prompted to lift your finger. 

Canco 

Place Your Finger 

5. Continue by raising and slowly lowering your finger over and over again, changing the position of 
your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the 
middle part as you did during the first scan. 

(h s://su ort.a le.com/en-us/HT201371) 
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Claim 14 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

Place Your Finger 
Lrflonclrnt)'Wfiw_.onti.H<mo 

bunoore-,:lly. 

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LAL WZlg): 
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Chlim 14 

Follow the prompts 
on your device 

Follow the prompts 
on your device 

Accused lnstrumenralitie-. 

---

llo1h 1hc number of cntri~. i.e. lhc nUJnbe.r of r<.,>etitions for placing the finger on the screen. and 1hcir 
rcspcclivc durn1ion nrc spl·cificd by 1hc iPhone vi11 1he user guidrmee. 
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Cl:,irn 14 1\ccui,t;<I Jni,trumcnf':tlilil'S 

Face ID 

111e u:scr moves his face in front of 1he c-.1mera 10 strike diOCrcm poses. nnd the camera sy:,1cm with 
imugc s1.·n:;or conlinuou:,ly c~1pturc.$ a large number of biO-nh.:tric cntti<.-s. i.e. h\.-re the 20 images with 
dcplh infommtion. in a row. 

"'Thi:; <."11mlkd facial di1la i~ itself a 111a1hema1ic~1I re1>rescnta1ion of the user's fhce ~ •pturcd ncross 3 
variety of pc,scs." 
(Ex. A. AJ>plc Platrorm Sccurity.111 20.) 

111c sufficient <lura1ion of an cotry for :1 pose. i.e. an angular position of lhc h<.·ud s1x:cificd vfo the user 
i111erfhcc of1hc i1>t,011<:, is indie.atcd to the user by the transronnation of a gray line i1110 a gr«n line: 

14b. dctt:"rmine ::it least one The Acc11S,tl lt1Strm11~111alities are CfJ1,jig11red to po1>11luu: tltt database o/biom.-rric si'gm,turt!s hy: 
of a number of said C-fllries dt!terminb, • ut leu~t our o thr rmmbu o .~uid emrie~· 11ml II d11ru1io11 o each said eut 1• 
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Claim 14 

and a duration of each of 
said entries; 

14c. map said series into 
an instruction; 

Accused Instrumentalities 

More specifically, as discussed above, both Face ID and Touch ID require a specific number of entries 
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific 
number of entries have been input. Likewise, while not necessary for the claim, upon information and 
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a 
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are 
required to touch the home button with their finger several times for a certain duration. Similarly, the 
users need to scan their face twice, and each scan requires the users to move their head in a circle for a 
certain duration for Face ID. 

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the 
home button to record the fingerprint data. 
(https://video.search. yahoo.com/yhs/search ?fr=yhs-pty-pty _ converter&hsimp=yhs­
pty _ converter&hspart=pty&p=registering+ 
fingerprint+app le+touch+id+on+screen+instructi ons#id= I &vid= 
15 6de65ae06ca45 3 64 3 009fc0ea9cf79&action=click) 

Touch ID: The user's finger must remain on the home button long enough for the data to be recorded. 
"Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick 
vibration, or until you're asked to lift your finger." "Continue to lift and rest your finger slowly, 
making small adjustments to the position of your finger each time." 
(https://support.apple.com/en-au/HT2013 71) 

Touch ID: "you shouldn't tap too quickly or move your finger around" 
(https://support.apple.com/en-us/HT207537) 

Face ID: Setting up Face ID requires two scans of the user's face. Each scan asks users to move their 
head slowly in a circle to register different angles of the user's face. 
(httos://www.imore.com/how-set-face-id-iohone) 
The Accused Instrumentalities include a transmitter sub-system controller configured to map said 
series into an instruction. 
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More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at 19.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at I 0.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity information." 
(Id., at 19.) 

Face ID 
The instruction involves the transformation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encrvotion and storage_ 
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Claim 14 

14d. populate a database 
of biometric signatures 
according to the 
instruction; 

Accused Instrumentalities 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses. " 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during normal operation: 
• The mathematical representations of a user's face calculated during enrollment 
• 

,, 

(Id., at 23.) 
The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
the database according to the instruction. 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database I 05, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platform Security, at 16.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 
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Touch ID 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Id.) 

Face ID 

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal 
operation: 
• The mathematical representations of a user's face calculated during enrollment". 
(Id., at 23.) 

14e. receive the biometric The Accused Instrumentalities include a biometric sensor configured to receive the biometric signal. 
signal; 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
(Id.) 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the fin_ger and sends the scan to the Secure Enclave." 
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C laim 14 ,\ccu,"{'d lni-trumcntalitics 

(Id.) 

·n1c biometric sensor ror 1"ouch ID il> located below the home bunoo: 

"The l lome bunon is a stack of dinCfcnt materials., C3ppcd wi1h a sapphire crys1.al ten.-.. The 
surrounding stajnless-~tccl ring works as a ground and dctc--c1s the user's finger. This action ac1ivt11cs ::i 
c.upacitivc touch $C'nSOr in~tallcd unden,cath the cover. A CMOS chip with small <.11pacitors," 
~ tps://a >lcin.sidcr.eom/insidc/touch•id) 

Oiomettic sensor 121 

'"Where is the 1·ouch ID sensor located? 

The Touch 10 sensor is l~ted either in the home buuon or• on the il,_,d Air(4th g<.'lll.T.Uion) • in !he 1op 
button. 
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The image sensor captures an 88-by-88-pixel, 500 PPI raster scan: 

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure 
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal 
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to 
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity 
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to 
Apple or backed up to iCloud or iTunes. " 
(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is 
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
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C1:tim 14 

14f. match the biometric 
sigo .. 11 against members of 
lhc dtUubasc ofbiomclric 
si naturc-.s m thcrcb 

Accused ln.s-lrumcntalili<'s 

mnthemnlical reprcscnlation im<l compan:s that reprcs-cnlati<m to the .:nrollcd facial data. TiliS enrolled 
facial dma is ilsclf a mathcmati<..-al repl"\.-scntation of 1hc user's focc cup1un."fl aero~ a variety or poses." 
(/ti .. a, 20.) 

'11,c camcrn system includes:, biometric image sen~or, namely :1 "CMOS imag,:" sensor from Sony, 10 
,erfonn facial biometrics: 

• 

(1m1,s://uppleiosider.com/aniclcs/l 7/09/09/inocr•workings•of•applcs•facc•id•com1.'f3-dc111ilcd•in• 
re >Ort 
Tl,e A t·c,,sed /11~·1r11111t'utuUtie3• iudrnlt' " truusmiuer co11trollt:r t:o ,,jigureJ 10 41mit u J.'ecure ace~~• 
sigm,I t•1J11wtyi11g ill/ormuthm ,lept'lldt!ut 111xm said au.-lsibility at1rih11tt•, 
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Claim 14 

output an accessibility 
attribute; 

Accused Instrumentalities 

More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave 
Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the 
biometric signal with elements of the biometric signature database. 

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid (for 
Apple Pay, in-app, and other uses of Touch ID and Face ID). " 
(Id., at 19.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures 105, i.e. the "stored templates", for the presence ofa match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining ifthere is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://sunnort.annle.com/en-us/HT204587) 
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Claim 14 Accused Iustrumentalities 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https://support.apple.com/de-de/HT204587) 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked(" ... 
determine whether to unlock the device ... "). 
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This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(Id. at 19.) 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave [ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComp/ete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require 
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this 
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using 
Touch ID or Face ID." 

(Id. at 86.l 
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Claim 14 

11H.~ Touch ID or Face ID subsys1cm within lhc S<.'Curc Enchwc is lhc S810 shown bclt)w. S010 is on 
:ipplic:.ati<m Lluu runs wi1hin 1he Secure Enclave on 1hc SEr and is responsible for ch(..-cking the match 
of biometric features. SlllO rt.-ccivcs 1hc <XHTesponding biometric da1a from n biometric 5'.11sor. such as 
the Tooch 10 sensor. The mn<k)m s1..-crct is s1on:d in a memory ('"bio memory'") associau."<I with the 
S1310 ru1d is outpm (rom 1hc bio memory upon 1111.uch, st.-e step 3 in the diugnnn below ("3) upon 
sucessful match send r.iodoin secret to SKS•): 

(Ex. B. Behind the Scenes wi1h iOS Security. ut 34.) 

·rhc class lie 'S :uc enc tcd wi1h a mash:r kc : 
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Chlim 14 

14g. emit a S('Cure access 
signal convcyinS 
iofomm1ion dependent 
upon s:iid accessibili1y 
anributc: and 

j\«'U$NI lns1rumc.n1ali1·it·~ 

(Id .. m 25.) 

The random secret is issued to SKS. SKS is a Sccun.· Key Service app1k·.ation which is located wilhin 
1he Secure Enclave on 1he SEP and is responsible for decrypting class keys. 1'hc mndom secret 
provid-c-d by SBIO is used 10 dccrypc n moster key ("4) d~ryp1 mos1cr key"). The m:is1cr key is 
<.-oncoh..·m11ed wi1h the UID ofl.he SEP and thus class keys are decrypted and added 10 the SKS keyring 
("5) dc..-crypt class keys. 11dd to kcyring"') for further use by the Secure Enclave. Th~ decryp1ed class 
keys include. ror example. the clnss key of chi.ss A. 

The Ac.·,·11sed luMr11111efltaU1ies i11<-l11de "tro11,,;.mi1tt:r ro1,jig11Md 111 f!lllil a secure ocu.,-o;s slg11u/ 
t•mweyh,g ,'1,fom111tio1' deprud,mt 111xm sultl a,·cel·slblliry allributc. 

for cxumplc, the Sccun: Enclave emits a :.ignal wi1h cpheruer:tlly re-cntrY)Hed fi le keys: 

"scpOS can then use the ephemeral wmpping key to wrop lilc keys tbr use by 1hc Applicu1ion 
Proces.~or filc-sys-11:m driver. When the filc•s~tem driver rcuds Of writes a lile. ii sends the wrapped 
kc IO the AES Enr•inc." 
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(fa:. A, Apple Pk11fom1 St.-ct1ri1y, ul 14.) 

'"All wr.1p1>cd lilc key handling occurs in 1hc Secure Enclave: the lite key is never din.-clly c.1CpoS4.-d 10 
the Arplkt 11ion Proc.,•.ssor. 1 ... 1 \V11e11 the S<.'CUtt! Enclave unwraps a tile's keys. they're re" m1>1X-d wi1h 
1hc cphemcr:il key smd sent bud 10 the Applic1uion Processor." 
(Id. 0 1 85.) 

'fhc signril with the ephenwrally re..:ncrypted fi le keys is a s1..-cure signal because it comes from 1he 
Secure Enclave ;ind 1hus from u secure environment Funhesnnore, the s ign::il is secure because t11c 
1rnnsmiucd infom1ation is .:.·ncryp1cd. The emitted lilc keys arc cnc,yptcd with the ephc.1nernJ key: 

'"All wrapped lilc key handling occurs in 1hc Secure Enclave: the life key 1s never dir<..'Clly cx1,o~-d 10 
the Ap1,lica1ion Proc.~r. Al s1n11up, the St"Cure Encl:i.\'C 11cgo1ia1cs 311 l;'phemcral key with the AES 
Engine, When the Secure E.ncl:lvc unwmps u fik's kc)'s, 1hcy'rc rewn1pped wi1h 1he cpheiner-.11 key and 
scn1 00.ck 10 the Applica1ion Processor." 
(id.) 
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Cfoim l~ Accust.>d lnslrumcnlnlitil':t. 

(Ex. 13. Behind 1hc Scenes wilh iOS St.-curily, al 29.) 

(le/ .• at JO,) 

11)e illfotm.ition transmiucd by the cmiucd signal, i.e .. 1hc ephemerally rc-cncryph .. -d file keys, is 
dcpci~dcnt on Lh\! :av:iilability auribu1e. i.e .. the confinn.uion 1ht11 a biomc.1ric "tcmpl:aic nu11ch" exists. 
This conlinn:uion is signaled by 1hc issuance orth(' n-u,dom s:ecre1 (cf. step 3): Only if there is a 
confinnation ot"thc mutch and 1hc rundom sc..'Cn::I is issued by 1hc Touch 10 or 1~1101: ID subsystem 
within the Secure Enclave. i,c. SBIO. the class key is twail:1blc for rc-cncrypling the file l.:c~. 

The rc-cncryptc:d file kl:y:s .ire 1h<.-rtfon: infonnmion which is cmiued dcpe11ding on the fae1 tha1 the 
av:.il:ibility anributc has bc..·c11 cmiucd. 
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Claim 14 AccuSc.'d lnslrum('nllllilif's 

14h. provide conditional 1'1,e Aecwsrd J11,·1r11111eutali1ies fire co,,jig11reJ ro pro11ide c,mdiritmul u,·uss to " c.·ourrollt•d ;,em 
:icc<.."t-S 10 o controlled item de1u:ude111 "P"" so;d ;,,fim11u1io11. wl,ere.iu tl,r. comrolle,J item is 0111! ,if: a lm:kitt;; mr.c/umism 1,f u 
depende111 upon said pl,y3'/cul u,·ct!SS Stmt'Wre or uu clt'<·tr<mk lock uu 1111 det·tronk t:om11uri11g 1/e14ct'. 
infonnation, wht .rein 1he 
controlled item is one or: a More specifically. the con1rollcd item is a locking mechanism of the door lock of the uscr"s home. Thi: 
locking mechanism of :t Accused lnstrumenuilitit."S ore configured to pnwide secure access ro the user•s home via Yale Smart 
physical access s1.rucmrc Locks when the user provides biometric signal to the Aocused lnstmmcntalitit.'S vin Touch ID or Face 
or ai, electronic lock on an JI). 
eh."C.1ronie computing 
di;vice. "When 1he '"Secure Remote Ac<:t."SS" feature is turnt-d on. 1hc app ,, ill uM: your phonc·s buill-iu 

au1hcn11cn1ion tools 10 prompt fing.crprint or facial recognition before )'OU can unlock or lock your 
hl.,mc remotely ~ tc: if'yo\ir phone docs not have 1hc1ie fc:iiurc.s. 11 will P-romp!_you lu use ynur PIN 
1:odc}. 11lis fu.nllcr ensures that your door is only operated by 1hc righ1 J>l..'Oplc at 1hc time you intend 
for ii. .. 
( hltp.s ://us. ya lchom c .com/cnf y11 lc-nc,"''Sl'blog/la1~1-blog • 1)(')SLVin1roducing-bil)ll\etric-vcri lic:ition-for-
august·and-y.ilc-locksl/) 
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Claim 1-1 Ate u ,;td I ns t ru 111e111::1 Ii tits 

o,.,, Yale 

Introducing Biometric Verification for August and Yale Locks 

(hupsJ/us .yak·hon1c.com/c11/yale.11cwslblog/faltst•blog-postsfin1roducing-biometric•vcritication•for• 
nugust-:md-yalc-lock,; 1/) 
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Cl:iim 14 .Acc:1,sed I nstrumc n1:1litic.~ 

(ht 11,s://www .npp le .corn/slmpl1>r0d uct/1 l PA R 2ZM/ A/ya lc-assure•lock •Sl•tOut.!hscrccn-dc~dbolt •black) 
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IS. A ~)"!11t:n1 for 

pr vid i ng S1.:cur~ .aocc s M 
a conlrolled item. 1l1c 
:sv::.1eo1 i.'.om rii.in1a1.: 
t: a. ii m~mory compri,;i ng 
a d~1h1.b~.se of biomeirir 
,;j!:'r,.:Lllm.■s~ 

. ttm1i!.cd I nstru n1m lfl I iJi~, 

Tl,~ a·,1.w.J Im rr,,,11eNll1liries are ,1m1.-1m;, itor_v c·omp11ter l'i!udab/,e ,am:gt ,1,4"diu,n ~1m-ir~ ri· u 
c.-ompmer progr.um ,;ompri . .Jug i11 ·1r11c.·tio,1.~ 1.u !Uri far-1/1, be.lo,,•. 

Thft .t11 t'UScf..(f /nstr-umrfllul#ic.'i. i,1ch1tle o 111ec1m,r:y rompri.od11 .. a dutu/Jase of bia.fllt'l_tk i,:nat11n-. 

tore l'..pecificall:y . the ir hun..: aJI ,~ · mullipk biom!."ITic sign. H!~ Lo~ ~nh .. •f"l-d inh1 .11 d;1wb.L<i~ t)r1 thc­
iPhune; 

'fuuc&i ID 

TI,t:- iPhunt:- alto ... vs tl,e r~gistmtion ormultil}lc lingcrprmnts: 

- ■-

_ _. __ ... 
..... ---

fig.. rrum IULp.:// uppon.npplc.com/Cfi!-tt5fHT20l37111.mde.~ M11n11t:11!Tom:h CD 'l!'ltings. h1 lh-.:. s~cond 
lmlM. j L li1c--.ml l'V sil ·s: 
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Claim 15 Accused Instrumentalities 

"Register up to five fingerprints." 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://support.apple.com/en-us/HT204587) 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https://support.apple.com/en-us/HT204587) 

Face ID 

The iPhone allows the registration of multiple faces: 
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Ch1im 1:: Al'l'u.-.cd lns lrumcnlalilics 

·ro register :1 face. lhc iPhonc tokes n s<..'tlcs of pictures of the user in different poses while circling his 
head, 11lis is revealed in dccail in hnps://suppon.apple.oom/cn~us/HT'208109 in thcsccood section 
"Configure face 10", there also the ligurc shown abo\1C, 

To reg,is1er a Sf.."COnd race. the iPhonc offers a corrcspoocling option in its scuings. If the user sclcc1s 1he 
op1ion .. Se1 u1> an allcmative appcar.mce" as shO\\fn in the figun: below (from Mow To Add A St.-cond 
Face To Face 10 - Macworld UK; hups:/fo ww.macworld.co.uk/how-to/st."C.·ond-fo-oe-id-JS03421J). a 
S<..'COJld face is rcgist<..-rcd by the iPhone in the s;1mc way 3S the first focc. 

"Set up 1=:icc ID or add ano1her face. 

• Sck'<..1 .. Scuing.~'" > '"Fac.-c 10 & Co1.k•• > "'Configure altcnKtlc :tjJp<..-QtaOcc" if you WMl 10 

confi lll'l; another fac.'t' 10 be n: •ni1-'-d b Fuec 10." 
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CIHim 15 Accu.std l11s1rurru.•11111li1i'"s 

( l111ps:/lsuppon.npplc.C01nldc-d<,~gu1dcliphone/ipMd I 6?'127alios) 

-- C 
C 
C 
C 

- -··-....... _.__._.. .. _________ _ 
--·--

-•-Cl 

11,e page How To Add A SC\:ond Face To 1=acc ID• Macworfd UK 
(https://www .macwodd.co.uk/how-l(J/!.econd-foce-i d-3&034 211) I itt."m 11 y Sltlles:: 

"Face ID is a fast and secure way to unlock your irhone or iPad Pro. bu1 you may no1 know 1ha1 )'OU 

can lltluolly set up mon.- th<U1 one fuce 10 u:.,e th~ featurt". 
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Claim 15 Accused Instrumentalities 

This second face could belong to a loved one, enabling your partner or child to access your phone 
without requiring your smiling mug to unlock it. " 

To store the biometric signatures ("template data") from the received biometric signals, the iPhone has 
a System on Chip (SOC) called a Secure Enclave. A Secure Enclave Pro<;:essor provides the Secure 
Enclave with computing power: 

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"The Secure Enclave is a dedicated secure subsystem integrated into Apple systems on chip (SoCs)." 
(Id., at 9.) 

The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at I 0.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 

The Secure Enclave has access to a memory assigned to it and accessible only to it: 

Secure nonvolatile storage 
"The Secure Enclave is equipped with a dedicated secure nonvolatile storage device. 
The secure nonvolatile storage is connected to the Secure Enclave using a dedicated 12C bus, so that it 
can only be accessed by the Secure Enclave." 
(Id., at 15.) 

This memory serves as a database for storing the biometric signatures: 
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Claim 15 Accused Instrumentalities 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 

• . .. 
• Adding or removing a Touch ID fingerprint or Face ID face" . 

(Id., at 16.) 

This database is shown in the figure from Apple Platform Secutiry reproduced below: 
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Cluinn 15 

I Sb. a Iran miH1,;r -ub,. 
~Yl!lih:1n curn 

I Sh I. :1 hionii:rric M:n:sor 
1.:.c1pablc of r-..-..ooiving ni 

--

-f­"f.11'-

... 

-
... 

I l 

t 

- ""'-" 

.... 

It 

l1111aba c IO 
CE!\ . A. AppfL· Plat fonn l-C-Llrity. t 9.) 

-

,i - 'eljor:tlt In "l.r!ltt~nts JSIJJ, J bZ. aflJ Ub3 b l;n,•, lhi' .-t~c11. t~tl llmrum(!11taJili ir1clruJ~• u 
trum.·m1JJ~r 11/n ll'lil 

biumc•ri~ ~i~n,1m: ___ _. ______________________________________ ___, 
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Claim 15 Accused Instrumentalities 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
(Id.) 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

The biometric sensor for Touch ID is located below the home button: 

"The Horne button is a stack of different materials, capped with a sapphire crystal lens. The 
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a 
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors." 
(https://annleinsider.com/inside/touch-id) 
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Cl:1im 15 

Biometric sensor 121 

"Where is 1hc Touch ID sen:Sor locat<.-d? 

1bc Touch 10 sc...'11sor is located citht..'1' in 1hc home btuton or. on 1hc iPnd Air(4th gcncf'l.llk>o)- in lhc lop 
buuon. 

(ht1ps;//suppons1pple.com1'-1Mi<II 11'201371 ) 

11,c image se:osor c..-aptu.J'(.'S an 88-by-88-pixel. 500 PPI raster scan: 

'"The 88-by-88-pixcl. 500-ppi raster scan is 1cmporarily s1or<.-d in c..-ncryptcd memory within the S1.."Curc 
Encl:Jve while being vcctori.t.ed for analysis. and then il"s discarded. The analysis utilizes subdenna1 
ridge no,~ angle mapping. which is a lossy process 1ha1 discards minutia d:na 1ha1 would be required 10 
rcconstnK'-t the user's actu:11 fingerprint. The resul1ing map of nodes is storc.-d without any iden1i1y 
infonnalion in nn <.'flCf)'plcd fonmu thnl can only be re.1d by 1he Secure Enclave. nnd is never sent to 
A le or b:ieke<I u 10 iCloud or iTunes. ·· 
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Claim 15 Accused Instrumentalities 

(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is 
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 20 images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.) 

The camera system includes a biometric image sensor, namely a "CMOS image" sensor from Sony, to 
perform facial biometrics: 
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Cluim IS 

1 Sb2. a tmnsmittt-r sub• 
sys1cm controller capable 
of mmching 1hc hiomc1ric 
signal ag.ains1 members or 
1hc databa$e ofbicm1c1ric 
sign;11ures 10 thereby 
OlllpUl 3.ll accessibility 
auribute: and 

(hups:/lnpple insider .com/articles/ l 7 /09/09/irmer• wolkings•O r.apples. race• id•C~1mm-detajJe,d. in• 
repo11) 

The Aet.·u..tetl lnstrumemulities i11c/11dtt II tra11~wimir ro11trr,/ler cmifig11re,I to tUllil" St!t:11rt' 11cct!~· 
si1:ual C(lm't:)';ng itiformathm d,·p,•mle11111pf)11 ~aid ucrtss;bUil)• 1111rib111,:. 

M0<c six--cilicaJly, the irho11e•s System on Chip (SOC). i.e. the Secure Enclave wi1h its Secure Enclave 
Proces$C>r (SEP) or a Secure Neural Engirn: contained lht•rcin, is a means ( I 03) 10 chl-ck il nmtch of the 
biometric signal wilh clcmcnls of the hiomc1ric signnmrc da1:1b.:L<;c. 

-ntc Sernre Em:lan· is a sys:1.:sn on chip (SoC) 1ha1 is included on all rece,u iPhorK:", ... devices"' 
(Ex. A. Apple Pla1fon11 Sccuril)'. at 7.) 
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Claim 15 Accused Instrumentalities 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid (for 
Apple Pay, in-app, and other uses of Touch ID and Face ID)." 
(Id., at I 9.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures I 05, i.e. the "stored templates", for the presence of a match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining ifthere is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://support.apple.com/en-us/HT204587) 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https://support.apple.com/de-de/HT204587) 
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Claim 15 Accused Instrumentalities 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked(" ... 
determine whether to unlock the device ... "). 

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(Id. at I 9.) 
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Claim 15 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

Accused Instrumentalities 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave [ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (IO seconds, if the Require 
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this 
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using 
Touch ID or Face ID." 

(Id. at 86.) 

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBlO is an 
application that runs within the Secure Enclave on the SEP and is responsible for checking the match 
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as 
the Touch ID sensor. The random secret is stored in a memorv ("bio memorv") associated with the 
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C lttirn IS Accust'd l m,trumt'nlalities 

SillO and is ou1pu1 from the bio inemory up<>n ma1eh, sec: :.tcp 3 in the diai;,r.am below ("3) upon 
suc~ssful nmtch send nmdom secret 10 SKS"): 

(Ex. B, Behind the Scenes wi1h iOS St.-curity. a1 34.) 

11,c class kevs arc encl' 1<."<I "ith a nuis1e.r ke : 
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Cluim 15 

I 5b3. 3 tronsmillcr 
capable of emitting o 
secure :tccc~ signal 
conveying inl"bmmtion 
dcpcnden1 upon s:,;id 
at.-ccssibiliry :mribu1c: and 

Accused lnslrunll'ntulities 

(///., 01 2,.) 

The rnndom sc.-cret is £...sued to SKS. SKS is a Secure Key Service npplil'<Uion which is Jocatetl within 
the St.-curc Encht\'C on the SEP and is n..-sponsiblc l"or decrypting clas:s keys. The random scc:re1 
pro\•idcd by Sl310 is used to di.'Crypt a rnaslcr key ("4) d(.-cryp1 master key"). 1'hc mns1cr key i.s 
eoncat('11a1ed "i1h the UID of the SEP and thus class keys arc decrypted and added 10 the SKS keyring 
r·s) decrypt class keys.. odJ 10 kcyrin!t) for further use by the Secure Ench,...-c. The dceryp1ed class 
keys include. for c.xmnplc, lhc d:,;ss key of cl:iss A. 

Tht' Accu,w:,J Jm,·rru11u•malities iuellul~ o tro11..w11ifll!.r cQ,,jig11r;,d ,,, ,.,,,;, a secuu orci!ss sig11al 
rom·t1yi11;: ifl/ormuticm dt•pf'11dr1t111,w11 said un-e.s~ibilifJ• ar,ribu1t•, 

F'or example, the St."(.,-urc Endavc emits a signal ,\ith cphemerolly rc-cneryplcd rile keys: 

"sepOS can then use Lhe ephemeral wrapping key to wr.1p l'ilc keys ror use by the Applif..111ion 
Prot."(.-SSOf life.system driv1.'f. Wht•n lhc file.sys:1cm driver reads or \\Tiles :1 file, it sends the wrapped 
kc 10 th1! AES En inc." 
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Claim JS Act.·used ln~lrurncntalities 

(Ex. A, Apple Plulfonu Security. itl 14.) 

.. All wrapped lilc key handling occurs in 1he Sccure Encl.we: 1he lilc key is never din,.-cll)' exposed 10 
1hc Applic-.a1ion Proc~:,..,,ot. 1 ... ) Whe.n th\" s~1.:ur1,.• Encl.Ive w1wr-.ips a lite•~ kc~. 1hcy'rc rcwruppcd with 
1he cphemernl key and sent back h) the Applicn1ion Processor.• 
(/ti,'" 85.) 

The sig11al with the ephemerally rc-encryp11.-d file keys is a sc..:urc si~1:.1I lx:1..-ausc it comes from the 
Secure Endn\'c and thl.&$ from a St.-cun- .. -nvironmt:nl. furthem1ore, the signal is secure because the 
trnnsmittc.-d intbnuntion i:;, encryplcd. TI1c cnittc..-d file keys nrc encrypted wi1h the t.1>htmer.tl key: 

"All wrapped file key handling occul'S in 1hc Secure Enclave; 1hc li lc key is never dirl.-clly exposed h") 
the Applit.111ion Processor. Al su1nup. the St.-curc En-clave nc.go1i1ttcs .u1 <.1)hCm<.'flll key with the AES 
En~inc. Wh<.'11 the Secure Enclave unwr:1ps a file's kc)~. lh<y"rc rewrupp<..-d with the ephl'mcml key and 
5c.~111 b.'1ck 10 1hc Application Processor." 
(/ti,) 
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Claim I~ Acc:u,.sd I ns'lrunu~nlalitk" 

(Ex. B. Behind the Sctne.s wilh iOS Security. at 29.) 

(/(/., 31 30.) 

The iofom)ation 1r.s11smiueJ by 1hc e,nim .. -d sigN1L i.e .• Lhe ephemcrolly re-encrypted file keys. is 
dependent on 1hc tt,1nilahility l1Uributc. i.e., chc confin11a1ion lhnt a biometric •1cmpla1c match• c-xisL-.. 
This conlim111tion is sign:1lcd by the issu:mcc of1hc random sccrc-1 (cf. step 3): Only if 1hcrc is u 
oonfinna1ion of the inatch and the random secret is issued by the Touch ID or f3ce 10 subsystem 
within 1he Secul'C Enclave. i.e. S1310. the class key is tt\•oilablc for 1-c-cocryp1ing the file keys. 

The re-encrypted lite keys nrc IIK'fcforc inlommtion which is emitted depending on the fact th:tl the 
avail:ibility :mribute has been cn,i11ed. 
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Claim 15 

I Sc. a rccci\'tr sub-sr,;1cm 
com risin : 
IScl. a recci\'cr $ Ub­

sys1cm controller cupablc 
of: R."Ceiving the 
lrans1nined secure access 
signal; and 

Act:USl"<l lnstrumcn111lilics 

As j·t1r /onh ;,, dcme11~ I SC'/ and/ Scl below, th«- A«us,ul l11.wr11mt!malitle.r ;uclwl~ u reu.fr4!r :u1b­
J' '.'iltllt. 

111«- AttuJ.·t:tl l11str11mcmu1/i1;cs i11t"lmlr a l't'Ct'i,-c•r s11f>..~)1sttm r,mrrnller capable ,if: nc,b•ing the 
truu.wuitrc•d $t:t-ure llt"U3S J,iguul. 

Ao applic:uion 1>tocessol' ( 118) with tile system driver. which receives the ephemerally rc~cncryp1cd 
lilc key. To read fi lc.s from 1hc NANO Fla.,;h S'lomgc. the applic:uion pruccssor processes the received 
$ign:il by creating a read comm1md with the ephemerally wrapped file key ("10 command wilh 
ephemerally wrapped filc_kcy") and sends ii 10 the storage conlrollcr ( 109) (NANO Fla:;.h controller 
\vilh AES engine). This rc:id co1n.111and provides 1..he stomgc controller with all the inlOm1a1ion required 
10 read and dccrypl 1hc encryph.-d file from the NAND On.;;h .storage: 
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Claliu 15 Atc:u~('d l11-.1ru111('n(:11itie-. 

.. sepOS ~ m 1hcn use lhc cphemerul \\ mpping key 10 wmp tile keys for ust by 1he Applk~11io11 
Proce$sor filc-syslcm drkcr. Whn the file-system drivr1· rc~uls or writl'!'i a file, it scuds 1l1c 
wr1111pcd key to Ille A.ES Eugine.·• 
(Ex. A. Apple Pla1fomt $(.'(.\Ufily, 31 14.) 

"All wrapped fill: kcy h;indling occun. in lhc Secure Enduvc; the file key is never directly c."<posed 10 
the Applica1ion Proc;,-ssor. ( ... ] When 1hc S,'Clirc Encfovc unwraps a file's keys. they're rcwrnpp<.-d ,, ith 
the cphcmcrol key and s tnl back 10 fh(' Applka1ion Proct.ssor.'" 
(!ti .• a1 85.l 

I Sc2. providing Tl,.- At-c11St"d lmtr111n~1t1uli1ies i,rc/11de u rect'iw•r sub-l)'!ltem co1,fil(11rr1/ to provldcr <·,mditlo,111/ 
«mdi1i0:oal :IC(:t'SS to lhi!' uN·eSj· 111 ti,.- 0011/rollt'd ltem d~/1t!llde.111 "I'"" J."id b,fimm1tim1.. 
<."tlntroll t."CI itcm dependent 
upon said infonn:llion~ More spccilic:1lly. lhc controlled ilcm is n loc.king mechanism of the door lock of 1hc user·:,; home. Th" 

Accused lnstrumcmalitics arc configured 10 provide secure occcss 10 the user's home \'in Yale S11111n 
Loeks when the. usc-r provides biometric signal 10 the Accused l11Strumcnta1itics via Touch ID or Face 
ID. 

"When the-Secure Re.mote Access·· l"c:uurc is cumcd on, 1hc app will use your phonc·s buih-1 
au1hen1ica1ion tools 10 prnmp1 fingerprint or facial recognition before you can unlock or lock youkl 
J10mc rcmotdxJ noie: if your eJM1111.' doc:-. not ha, I.' theSt· fcntur~.-s. 11 "ill J>Ju1111!!...);ou 10 use your rn:,s 
code Thi:. further crn.urcs 1h~1t your door i:t only operated by the right pc..--ople at the time you intc.·nd 
for i1:· 
(hnps:l/us.y.i.lehcu11e.com/enlyule•ncws/blog/la1cst•bfog•J)OStslin1roducing•biome1ric•vcrili~1ion-ror-
august•and.yalc-.Jodi.sl/) 
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Cfuim 15 Accu,;ed Jns trumcnlalitie~ 

- °""' 
Introducing Biometric Verification for August and Yale Locks 

(hnps://us.,yalchomc.com/cn/yale--ncwslblog/l:ues1-blog•postslintroducing•hiomc1ric-vcrifo:ation-li.,r-
3ugus1-11n<l"")'tlle-locks 1/) 
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Cluim 15 

I Sd. wherein 1hc 
1.ransmi1tcr sub-system 
<.'Q1uroll..-.r is further 
c-n 1ble of: 

Accus.NI ln•Hru incn lalilies 

(hn1,s:l/" '\\1w .:ipple.com/shop/1>rod u<:tll I PA R2ZM/ A/yalc..assure--1 ock-sl-couchscrccn•dcadboh•bktc k) 

Tit, Auu.wt,I /11s frumt'maliries iudmh• u 1ru11.w11ifll!r 511~)'Sl t-m co111ro/l,.., that i.,· ~ mjigur~d Ill bl! 
11sr1/ us s~t fi1rth in dttm"uts / Sdl , /SdZ, autl /SdJ bdow. 
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Cl:,irn 15 

15d I. receiving a series of 
c.'fnrics of1he biometric 
sigmd, .said series being 
charac1cri.scd :,ccording to 
.11 lc.as1 one of the number 
of said cmries and a 
dumtion or c3ch said 
entry; 

Attu~ed lni,lrume-nrnlitil'io 

Tlw Ac·c11 . ..ed lm,tr1111umtalitio· iuc/11Je u trammhtf!r sub-.\J~tem c-tmtrullcr cu1,jig11r.:d to r.:t'f!ivc.• a 
s,•rh•s of eutritts ,,jtltr. biometric sig11u/, suit/ St'ri.ey /wiug t'lwruc1t•ri:.£d acconli11g I(; al lcaJ.·t tmt• 11/ 
,t,,, 1111nrher t,f ~·uitl emries um/" tl11ra,fo,, tJ/ ~11clt said entry. 

More s~ilic~lly. the Secure Enclave of the iPhone wi1h the Secure Enclave Processor IOm,s the 
1ne.ms for rcceivin¥ a series or ('ntric::. of1hc hiome1ric signul. 

"Apple's biometric Sl.-Curity architcc1Urc rcli(.'S on :1 stric1 scparntion ofresponsibili1ics bctwc.-cn the 
biomcuic sensor and the Secure Encla\ c. aod a secure connection between 1hc 1wo. The sensor 
tap1urc:i. the bionlctric image and :."'Curely lrnn~mit:> ii to the Secure End.ive ... 
(Ex. A, Apple Platform Security. :1t 19.) 

Touch 10 

\Vhc.-n a linger i.s pfocc.-d on 1hc biometric sensor, the linger l$ scanned nnd the cqrrcsponding biomclrit 
sign.;11 entry i.s received by the Secure l!ncla\'C. 

"Wheo the fingt.·rJJrint seusor detects the 10-uc.h of a finirt, ii 1ris.g,-rs tlH! advanced imaging am1y m 
scan the linger :111d :.ends the sct:m 10 the $(.-cure Enclave:· 
(/ti.) 

To enroll a Jingcrprint in the d:lrnbasc. the iPhone'i fingerprint sensor rccc:,rds an entry of a bio1U('lric 
signnl when the user pltlec.-s hi:; linger on the sensor. This is done muhiplc times, rc:;.ul1ing in u series or 
cnlries of such biomcl'ric sign:Jls. 

Rccci\•ing a series c,f cmrics of 1hc hiomc1ric signal by repeatedly 1>l11cing a finger on the Touth ID 
sensor will use 1·ouch II) on iPhonc. 

Set up Touch ID 

lkfon; 't'OU can M:"I Ull Tooch ID. vou m~I fin.I create a ._'Of.k for vuurdntce • then follow lhc:sc- sh.-': 

IM 
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Claim 15 Accused Instrumentalities 

19. Make sure the Touch ID sensor and your finger are clean and dry. 

20. Tap Settings> Touch ID & Code, and then enter your code. 

21. Tap "Add fingerprint" and hold the device as you normally would when touching the Touch ID 
sensor. 

22. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a uick vibration or are prompted to lift your finger. 

Place Your Finger 

23. Continue by raising and slowly lowering your finger over and over again, changing the position 
of your finger just a tiny bit at a time. 

24. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip 
instead of the middle part as you would during the first scan." 

(https://support.apple.com/en-us/HT2013 71) 
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Claim 15 Accused Instrumentalities 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Ex. A, Apple Platform Security, at 20.) 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different poses, a series of entries of the biometric signal 
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Using Face ID on iPhone 

I. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 
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Claim 15 Accused Instrumentalities 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. If you can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

(https://support.apple.com/en-us/HT208109) 

The biometric signature ofa single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal (compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in 
the same wav as the first face. 
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Ch1i111 IS 

< 

--

.. - ..... -

C 
C 
0 
0 

·- ---­·------_,_ . 
......,._...,r_o C 

Aceustfi ln-.1rumen111lltie.s 

The seric:$ of en Irie,-. c.1f the biometric sig1111I is identifit-d on the iPhonc by hmh thl-' 11urnbcr and 
duration of each such entry. 

Touch JO 

According 10 step 5 of 1he instructions hups://suppon.applc.com/cn•us/H1"2:01371. for the cnrollmcnl 
of a single ltngct, Lhe usct has to repeatedly place 1.he respective linger on the sensor and Lhus a number 
or cn1.ries in 11 row predetem1ined via the lL~ct guidMce arc captured by the iPhonc. Each one orthc 
entries must also be ()ftl prc..-determincd du.ra1ion given to the u.scr via the iPhonc display, i.e. thi.' usi:-r's 
linger must remain on the sensor for a prcdc1<:nnincd dun11ion for each entry of the biometric sig11al in 
order to ca 1ure the biomc1ric si no.I durin ~ this lime. 
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Claim 15 Accused Instrumentalities 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor 
will use Touch ID on iPhone and iPad. 

Set up Touch ID 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a quick vibration or are prompted to lift your finger. 

Place Your Finger 
L"1..:l-you,f._...,u,,.Ho-no 

butt"" ropN\o<lly. 

5. Continue by raising and slowly lowering your finger over and over again, changing the position of 
your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the 
middle part as you did during the first scan. 

(h s://su ort.a Ie.corn/en-us/HT201371) 
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Claim 15 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

Place Your Finger 
ll!l...cl'"1)'<1U'f°""'on!~­

bul1on,_i.dly. 

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad­
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg): 
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Cl:1im 15 

Follow the prompts 
on your device 

..... 
Follow the prompts 
on your device 

Ac-r.u~l"<I lnstrumentalil'ies 

Both the number of entries. i.e . lhe number of repetitions for placing the finger on the screen. and their 
res1x.-ctive durmion a.re Sf)C'Cified by tl1<.· iPhone vin the user guidance. 
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Ck1in1 15 

I 5d2. mapping said series 
i1110 an i~1ruc1ion: and 

AC(:US«.'il lnstr11mcnt11li1ies 

Fatl' ID 

·rhe user moves his focc in fr()nl of 1hc canu:ra 10 strike diOc!'n:nl poses, and lht ca,nera system with 
imagc sensor continuou..sly captun..-s a large number of biom(.'lric cnlries., i.e.·. here the 2D imuges wilh 
depth infornl3t ion. in a row. 

"l11is enrolled faci.il dn1a is it:;clfa mathemati<::11 representation of the user's face cap1ur1.."d t!Cl'(b--S 3 
vnricty ofpoS<-'$.~ 
(E.,. A, Apple Plotfonn S..'<:urity, • • 20.) 

The sufficicn1 duration ofan entry fo r o pose, i.e. on angular posi1ion of the head sp...~ified via the us<..-r 
inlcrfacc of lhe iPhonc. is indic:i1cd to the: U$Cr by the lrnnsfe)rmalion of a gr.ay line into a gr<.."Cn line: 

Tl,~ A« u.w~d /11.,;,trumemulitics l11c.l11dc u tra11smi1ter s11b-.,J1stcm ct111trt1llrr t·o1,flg1mtd ,,, mup s1,hl 
serles illlo u11 instructiott. 
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Claim 15 Accused Instrumentalities 

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at 19.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at I 0.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity information." 
(Id., at 19.) 

Face ID 
The instruction involves the transformation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encrvotion and storage. 
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Claim 15 

I 5d3. populating the data 
base according to the 
instruction, 

Accused Instrumentalities 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses. " 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during normal operation: 
• The mathematical representations of a user's face calculated during enrollment 
• " 
(Id., at 23.) 
The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
the database according to the instruction. 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database I 05, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platform Security, at 16.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 
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Claim IS Atcustd lnstrum..,.ntaliti4!'.'I 

•rouch ID 

"l)wing enrollment. the rcsuhing map of nodes i.s ston:.-<l in an cncr)'f)led ron11a1 du11 can be read only 
by the Secure Encl:1\'C" as a tcmpln1c to comjXlre nw:iin:-1 for fi11url! m111chcs .... • 
(Id.) 

F:itt.• ID 

11le followfog Face ID data is s::ivcd. encrypted only for use by 1hc Sccu~ Enclnvc. during nonm1I 
OP'!'rJljon: 
• The ma1hcn11llicnl rcprt.'Sl!ntations of o user's focc calculated during cnrollrnent". 
/Id., nt 23.l 

wherein !he contmlk-d The Act·u.\'t'd lnstr11m~111afitieJ' nr~ config"rt.d to prtn•idt' ut·t•t!~'!i ttJ tftl! rottlndlt!tl il~m. wl,u,-i111/,e 
item is one of: a locking cu111ro/letl itc.•m is one of: 11 lorkiux mt!('lttmi:mt of a 1,hyskaf uc,•1:3·s str11c11m, ,,r 1111 eh-clronit· lt1<·k 
mecluUlism of :i physical m, uu elec.-tronit· t'tult/Hlling device. 
11t.-ccss structure or nu 
electronic lock on :.m More Spi.,-cificfllly. the controllc..·d item is n locking mechanism of1hc door lock of the user's home. The 
electronic compu1ing. Accused lm1rumcmnli1ics arc configured 10 prvvidc secure access to the: user's home via Yale Smart 
de\'iCC. Locks when Lhe user pro\•ides biometric signal to 1hc Ac:cuscd Instrumentalities \tin TQuch 10 or F'ncc 

ID. 

"Wh\.'n the .. Sccun: Rc11101c Access·· fonture is turned on. 1hc app will u:-c.- your phone·~ buih:jn' 
11utlu;n1ica1ion 1001~ to prompl lingcrprint or foc1:)l rccogrntion hcforc you <.'nn unlock or lock you 
home ,cmott'ly ~ e. if )'Our phont: docs 1101 h3, c these R':flturcs, 1t "ill promp.J..t.ou to use ).'O' ... u ir:.l 
code)) TI1ii. further crn~ures Lhnt your door is <>illy openued by the right pc...'Oplc at lhc time you in1cnd 
fori1:· 
(hlti»:l/us.yalehome.com/cnfy:ilc•newslblog/1:ilcst•blos·pos-L'i/introducing•biomctric-vcrific.ation-for-
august -and-yaJe•loc.ks 1 /) 
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Cl,iim 15 Accustd ln<olrumtnlulilies 

°""' 
Introducing Biometric Verification for August and Yale Locks 

(l111ps:llu.s.yalchom..:.com/cn/y:dc-ncw·s/blog/hllcs1-blog-posts/introducing:biomclric-vcrifica1ion-f0f'­
a.ugus1-and-y::t l~•I ocks I/) 
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Claim 15 Accused lnstru ml'Ot:tlilics 

( http.:.:/lwww.apple.com/shopf proc:I uct/H PA R2ZM/ A/y:1 le-:L1<Sure-lock-sl-1ouchscreen-deadbolt-black) 
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Claim 16 

16. A transmitter sub­
system for operating in a 
system for providing 
secure access to a 
controlled item, wherein 
the transmitter sub-system 
comprises: 
16a. a biometric sensor 
capable ofreceiving a 
biometric signal; 

Accused Instrumentalities 

To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities include a 
transmitter sub-system for operating in a system for providing secure access to a controlled item in 
accordance with this claim. 

The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal. 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at I 9.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlapping nodes are identified with each use." 
(Id.) 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

The biometric sensor for Touch ID is located below the home button: 
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-Yhc Home bu11on i$ a s1ack of diOCrcnl m!Ut.Tii1l.s, capped wit.h :a sapphire: c.·tystal lens. The 
surrounding s1ninlcss-s1ccl ring works o.s a ground :ind dch:cis the user's finger. This acric>n ac1i,'tl.1es a 
capacitive touch sensor installed unden1emh the cover. A CMOS chi1> with small capacitors." 
~s://a k in~idcr.com/inside/touch•id 

Bioincuic sensor 121 

"Where i.s the Touch 10 -,,cn .. 'i(lr locuted'J 

The Touch ID se,1sor is locmcd ei1hcr in 1hc home: button or. on the iPad Air (4th gcncnuion) • in 1hc top 
buuon. 

(hl1ps://suppor1.applc.con\/c.·n•uS1HT20137 I) 

TI1c imugc s,c11S<,r captures ml 8S-by-88•pi:<el, 500 PPI f'lSICC S<:an: 

.. 'O.e S.8-by-88-pix.cl. 500-ppi raster scan is 1cm1>ornrily s10rcd in cocryptc.-d memory within the Sc.-cure 
E11c10.,•c while bcin • vt.-etorizcd for Mal is. and then i1's discarded. The anal is utilizes subdcnnal 

179 

ASSA ABLOY Ex. 1021 - Page 178 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 180 of 232

Claim 16 Accused Instrumentalities 

ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to 
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity 
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to 
Apple or backed up to iCloud or iTunes. " 
(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence ofan attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is 
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.) 
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Cluiiu 16 

16b. :i <.-ontrollcr copable 
ofm:itching 1hc biometric 
signal against mcrnb<:r,; or 
o datalxtse of biometric 
sigtUttures to 1hcreby 
output an :1c.,-cl!SSibili1y 
anributc; and 

Ac:cus.~ l11struml'nl:.11itlt'S 

The camera system iocludcs a biometric inmgc sensor. namely a "CMOS image• sensor from Sony. to 
pc-rfonn facinl biometrics: 

(h11ps://applcinsidcr.co111/anich.'Sll 7/09/09/inncr-woricings.-ot"-appll!S"racc•id-c~uncr:i•dctailcd-in­
"'"°n) 

Tiu! Att'tJ~·t!tl l,L,.frumemulitit<'s iud111/e II tru11smifft'r ,·,mtroller nmfig11red ltJ t'mit" f.ec11rt• Utft•s:. 

,,·ig,,al ("t)m ~J•iug i,ifqrmntiou d11pc-11d1•11111p()11 said UCCl!SSihilit)' uttrihult!. 

More specifica lly, 1hc irhonc1s Sys1cm on Chip (SOC). i.e. the St.~urc E.nclove with its Secure Enclave 
Proct.-ssor (SEP) or a St..-cure Neural Engine contained therein, is a means (103) to check a match of the 
biometric sigrual wi1h elements ol'thc biometric signnture da1abasc. 
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"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid ( for 
Apple Pay, in-app, and other uses of Touch ID and Face ID)." 
(Id., at I 9.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures I 05, i.e. the "stored templates", for the presence of a match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining if there is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://support.apple.com/en-us/HT204587) 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingernrint data to determine a match and unlock your device." 
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(https://support.apple.com/de-de/HT204587) 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked(" ... 
determine whether to unlock the device ... "). 

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 
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"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(id. at 19.) 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave[ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (IO seconds, if the Require 
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this 
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using 
Touch ID or Face ID." 

(Id. at 86.) 

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an 
aoolication that runs within the Secure Enclave on the SEP and is responsible for checking the match 
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of biometric foaturcs. S810 rt.uives the corrl!Sponding biometric dnla from a biomcLric ~cn:,0r, such a:. 
the Touch ID sensor. The random S(.-Crct is stored in a memory ("bio memory") associatt..-d with the 
S810 a.nd is output from Lhe bio memory upon match. sec. step 3 in the diagram below {"3) upon 
:sut-~ful match send random :k."('.ret IC> SKS"): 

(Ex. B, llchind 1hc Scene~ with iOS $<."Curity, at 34.) 
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Cl:lirn 16 

16c. a IMUl',nl illCI' capable 
orcminin_g n secure :iccci...:; 
signal conveying said 
inlbl'mation dependent 
upon said accessibility 
a11ributc: 

Al"l"IISNI ln,'\1ruml.'l1tulities 

(/d., al 25.) 

The random secret is is.5ucd 10 SKS. SKS is o Secure Key Sen-ice opplica1ion which is located within 
1ht Scc:un., Enclave on the SEP t·u,d is n:spon);ible for dec-typling cl.11.,;s keys. The mndo1u sec:re1 
providt.xl by $1310 is used to dt.-crypt a master key ("4) decrypt master key"). The mt1stcr key i.s 
co-nc:.tlcnnh.xl with lhc UII) oflhc SEP und lhus cl:.a~ keys :.ire dt..-cryph,.•d nnd added co the SKS keyring 
("'5) decrypt class keys. add to keyring'") for fu.nhcr use by the Secure Encl:avc. The dccryptt.-d class 
keys indude. fol' e.xnmplc. the class key or clti:,s A. 

The At·cused lmtrume11tulitie..,; im:ludr a tru11M11irter cm,figured 111 emit a Jt't!c.un• aue,:'f signal 
com·eyi11g ittj()rn,atio11 di!pe11dt!11t 11po11 sa;d ucc~ssibilit)I t1t1rib11rc. 

For C."<amplc, 1hc Secure Enclave emits a signal wilh cplwmernlly rc-cnel'YJ)ted fi le: keys: 

·•scpOS c.;m !hen use 1hc cphcmc.-ral wrapping key lo wmp file keys for use by !he Applica1ion 
l)rOL-cssor filc-sysu.-m driver. When 1hc fi le-system dri\·cr reads or writl'S a fi le, it sends the wrapped 
k • to lhl.! AES En in¢.:· 
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c1:1im 16 Accu~ed ln~trumcnrnllrie;,. 

(Bx. ;\, 1\pple Pl:nfonn $1,.-curity. a1 14.) 

"All wr.t1:>1x-d file key lmndliug occur.; in 1he S(.-cun.· Enclave; the fit-.- key i.,; newr din.'Ccly e.,p()S"-d 10 
l~ Applic:11ion l)rtlC'-~:.or. ( ... J When I~ Secure l!ncfovc unwrap..; a file's keys. 1hcy'rc fC\\-r.tppcd with 
lhc ephcmcr:11 key and scnl bl:.cJ.. to 1hc Applic:11ion Processor." 
(/ti. 31 85.) 

The signal\\ ith the c-phemcmlly rc•cncryptcd Jik keys is a st.-c.urc sign;1I bc."Causc it comes from the 
Secure Encfovc 3nd thus from~ secure cnvironmcm. l~urthcm1orc. 1hc signal is s,-curc lx."<:m.1sc lhc 
tr.msmincd infomla1ion is encryp1ed. The cmiued file keys are cncryp1ed ,,..ith the ephemeral key: 

"All wrapped fil-.- key h:111dling ~>1.-curs in the S{.-curc Encluve; the file key b nc,..cr directly exposed to 
1he Applic;i1ion J>roct.-ssor. Al smnup. 1hc S1.-c,irc Encl:.wc ocg01i:ncs an cphcmer.il key with the AES 
Engine. When Lhe Secure Encl:wc unwr-.1ps l'I lilc's keys. they're rcwrappi.,>J with the ephemeral key and 
sem bad; to lhe Applica1io11 Proc"-ssor.'" 
(Id.) 

187 

ASSA ABLOY Ex. 1021 - Page 186 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 188 of 232

Chlim 16 Accusl'd lns·1ruml'n lalili<'S 

(Ex. B. Behind the Scenci; with iOS St.-curi1y, 111 29.) 

(Id .• •• 30.) 

The: infom1Mion 1r:rns:rnined by the cmiued sign.al. i.e .• the ephtmernlly re-encrypu:d file keys. is 
depcnde-111 on the availability attrlbu1e. i.e .. the conlirmatjon duu a biometric "'template match .. exists. 
This confirmation is signakd by the issuance of the random secret (ct: s1cp 3): Only ir 1hcre is u 
contirma1ion or1hc m3tch Md the modom secret is issued by 1hc ·rouch II) or Face ID subsystem 
within tlk; Secure Endavc. i.e. S810, the class k:..:.y is available IOr N..-.encrypting the file keys. 

The re-encrypted file keys an: therefore int"omu11ion which is emitt<..-d depending Qn lhc fac:1 thul the 
availability auribute has t,,c.,::n t.'111it1<.-d. 
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Claim 16 

I 6d. wherein the 
controller is further 
capable of: 
I 6d I. receiving a series of 
entries of the biometric 
signal, said series being 
characterised according to 
at least one of the number 
of said entries and a 
duration of each said 
entry; 

Accused Instrumentalities 

The Accused Instrumentalities include a controller that has capabilities as set forth in elements 
16dl, 16d2, and 16d3 below. 

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a 
series of entries of the biometric signal, said series being characterized according to at least one of 
the number of said entries and a duration of each said entry. 

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor fonns the 
means for receiving a series of entries of the biometric signal. 

"Apple's biometric security architecture relies on a strict separation ofresponsibilities between the 
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor 
captures the biometric image and securely transmits it to the Secure Enclave." 
(Ex. A, Apple Platform Security, at 19.) 

Touch ID 

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric 
signal entry is received by the Secure Enclave. 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Id.) 

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric 
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of 
entries of such biometric signals. 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID 
sensor will use Touch ID on iPhone. 
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Claim 16 1\et u:-itd I nstrumtnt:11ili<'S 

SN u1> Toud1 11) 

Before you can set up Touch IIJ, you nmg Ii~ create a Cl\l.lc lbr your ckvioc,• lhcn follow thL.~ ~h.,>s: 
25, Mal..c sure lhc Touch ID S4.-ru.or and your l'ingcr ::ire clean and dry. 

26. Tap S<.11in~-. > 'l'ouch 10 & Code, :uld tht,11..'11tcr your code. 

27. Tap •,\dd fing,crprin1• and hold the dc\1 i..:c as )'Ot.l nom,ally would \\llCn touching 1hc Tou,.·h 10 
~:nsor. 

28. 1·ouch the i ·ouch If) sensor " i1h one linger. but do ooc pn.."iS. K1..'(..1> your linger on lhc buuon until 
you feel .i c uicl.. vibroti•on or are promplcd 10 lin your finger, 

PlltolYourFlngtt ..,,.. ____ _ 
--

29. Continue by mising :uul slowly lowering your finger <1\·cr and ()\'er :1,gain, changing 1hc posi1foo 
of r iin tt'f ·u~ a tin bit 111 a lime. 
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Claim 16 Accused Instrumentalities 

30. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip 
instead of the middle part as you would during the first scan." 

(https://support.apple.com/en-us/HT20137 l) 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 20 infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Ex. A, Apple Platform Security, at 20.) 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different poses, a series of entries of the biometric signal 
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results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Using Face ID on iPhone 

I. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. lfyou can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

(https://support.apple.com/en-us/HT208 l 09) 

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal (compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-380342 l/, a second face is registered by the iPhone in 
the same wav as the first face. 
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Claim 16 

< 

... 

fo(<106....,_.. 

C 
u 
C 
C 

-
·------·­-----

Accu ... ed lnstrumcnh1liri~ 

TI1c scties of cmrit::s of the bionh.•tric signal is identified on the iPhone by bo1h 1hc numlx.'1 and 
duration of ti1t:h :such cnlry. 

Toud1 10 

According 10 step S oflhc instnic1icms hnps://~upp<>11.applc.com/cn4 us/1 IT20137 1, for 1he cnrullmen1 
of tt sing.le finger. the user h:,s 10 1\.-P.,.";llcdly pince the respective fingc..'f on the sensor and thus a number 
of entries in a row prcde1em1in\.-d via the user guidance arc c:1p1urcd by 1.hc iPhonc. E3ch one or the 
eraries 1nus1 also be of a pl'C.-de1ermi11('<1 dur:uion giHl'I to 1he user vi.a tJ1e iPhone display. i.e. 1he user's 
finger must remain on the sensor for :1 prc.-dctcrmincd duratinn for each enlry of the biometric signal in 
order to ca tu re the biometric si :ii durin this lime. 
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Receiving a. S(.'fies of ('1llrics of 1he biometric :i.igi,al by rt-pe;Ltcdly placing a fingct on the Touch ID sensor 
wi II use Touch II) on i Phone :.ind i Pad. 

Sci upTom:la 10 

4. Touch 1hl.· Touch 10 sc-nsor with ooe ling('r. btll do no1 prcss. Kt.-cp your finger on the huuon un1il 
)W fed a qufok vibr-Jtion or are 1,rompccd 10 lift your foigcr . 

.... ____ _ 

5. ConLinue by ~ising .u1d slowly IO\\;:ring youl' fo,gcrovt-r and over again. ch:,nging the J)OSition or 
your lin!:_.'(,"f j usl :-1 liny bil :ti •• lime. 

6. The oe.x1 SCR.'\!O will osk you 10 ch:u1ge your finger position. Mold your device as you nonn3Jly 
would when unlocking i t Tmll(:h 1h1.· Tou,:h II) ~n:;or \\'ilh 1.he 01111.·r cdscs of your fingtr1ip iHSh:::iJ of 1he 
middle 1)311 {1S )'QU did during the first ~ m. 

Im 'Y5://su >On.a lc.oomlt.,1--us/l 11201371 
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Claim 16 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

Place Your Finger 
Ult.,..,ffl.,....11ngerontheli<lfflo --

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg): 
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Claim 16 

F<lllow the prompts 
on your device 

• --
Follow the prompt.s 
on your device 

Accu,-,cd I ns·trumcntalilie.'I 

---

llolh lhc number of cntri(."S, i.e. the number of rcpclitions for ph1cing 1hc finger on !he SCrt."tn, :ind their 
rcs(X"Ctivc dura1ion arc s-p,1.-cilied by 1hc irhonc vi:. lhe user guidance. 
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Claim 16 

I 6d2. mapping said series 
into an instruelion· and 

j\er.used lmi.lrumentalitit~ 

Fact 10 

TI1e u.wr moves his fae'-' in fro111 on hc cameta to strike different poses. and the camera system with 
image 5cnsor continuously capture$ a fargc mun her of bi()mctric cntrit!-, i.e. here th\' 20 images with 
depth inrom1n1ion. in a row. 

'"fhis cnrollt.-<I focial data is itsetra ,nuthcm:uit.'lll ,epl't'Scination or the usel"s foce cap(urtd ac,oss :i 
\'arie1y of pose$." 
(Ex. A. Apple Pla1fonn Sccuri1y. al 20.) 

The sufficii:ru dum1io11 o f an en1ry for a pose. i.e. an angular position of the head specified vin the user 
interface of !he iPhonc, is indicalt.-d to the ui.cr by the tmnsfon1m1ion of a gray I irk• inm a green l ine: 

Tl,e A«ll.)e,I /11s tr11111~111alilh".)' iurfodc u truusmillt'r .suh-Sp 'ft•m '-·0111rollu tonjig,,rrd /{} map said 
serie.,; iruu 011 i1t.str11ctio11. 
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Claim 16 Accused Instrumentalities 

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at l 9.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at I 0.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity information." 
(Id., at 19.) 

Face ID 
The instruction involves the transformation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encrvotion and storage. 
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Claim 16 

I 6d3. populating the 
database according to the 
instruction, 

Accused Instrumentalities 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses. " 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during normal operation: 
• The mathematical representations of a user's face calculated during enrollment 

" 
(Id., at 23.) 
The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
the database according to the instruction. 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database I 05, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platform Security, at 16.) 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 
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Claim 16 Al'l.'U.t:C'd lnstr'UnlNIIUlilil~ 

Toud1 ID 

"l)uring enrollment. the rcsuhing m~p of nodes i.s siorcd in an cncryp!cd formal 1hat c,m be rend only 
by 1he Secure Enclave us n 1cmpl111c 10 comixirc agoinst for ru1urc m:uchc:s ...... 
(/ti.) 

Fiu.:e ID 

The rollowing ,~ace ID datn is s.wed. cncryp1cd only for use by the Secure EnclO\'C. during oonnal 
OJ~mtion: 
• TI1e ma1he111111ical rcpn,-sentations ofa u:;e.r's face cakuhtlt.·11 during enrollment". 
I/ti ..• , 23.) 

wherein lh~ con1rollcd 1111• 1fc·,•11,•wd /11nr111mmtalitit-s im•lude a r,mtr11/lttr t•a1wbli! ,if: pt,pulutiug the d11tabu.\'t• uuordiug tu 
ill'm is one of: 11 locl.ing 11,.- ius1r11c·1io11. wl,trt'ill the t·omrollt'tl iu•m i.,· 011r of: 11 lockiup me('/11111i.w11 tif a physical access 
mechanism of a physk-.al strnrtur~ 11r "" t•lt•ctrunk fod. un au det·lrm,il- nu11p11ting dn-·iu. 
access s1ru<:1ure or an 
dcctronic l(>el: on nn More Spl"Cilically. 1~ c.,)ntroll"--d i1cm ii u loc-king mt.-chanism tlfthe dc>or lock C>f 1ht user·s home. 11,e 
electronic compuling Accu~-d lns1nuncn1nli1i1..-s arc configured lo pro\'idc 54..-cun: access 10 lhe 1JScr's home vio Yale Snml1 
device. Locks when lhc user provides biometric signal to the AQ:uscd lns1rumentalitics via Touch ID or l:,:1cc 

ID . 

.. When the "Secure Rcmolc Accc.~s·· rc,1Hm:· is turned on dt1: 11pp ,\ill U!\.C your phone·!<> huilt-in 
'authcnucauon 1ools h> promp1 fingerprint or facial recognition before you can unlock or locl.. your 
hocnt rcmo1cly (rb)te· if your ptwnc do .. "S not ha, ~ 1hes~ ft'.ltures n \\ ill prompt ) ou 10 use your PIN 
~ode). 'l'hili further ensures 1ha1 your door i:i. only oper-Jle<I by the riglu pc-Opie at th1: tirne you intetld 
for i1.'· 
hups://us.yulchomc.com/cnlyalc•ncws/blog/1atcst•blog•posts/in1roducing-biomc1ric-vcrificu1ion-for-
august--and-yale--looks I/ 
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Chaim 16 

Yale 

Introducing Biometric Verification for August and Yale Locks 

l111ps://u...-..yaft homc.com/cn/y,.tlc-ncws/bloglla1es1-hlog-p0Sts/i111roducing-biomcuic-vel'i1ication•for­
:nigus1-11nd-y:.tle-locksl/ 
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C laim l6 Al'cu11:cd lnslrumcntalilie:s 

https://\\'ww.:1pplt.com/shop/pmducl/HPAR27..M/A/ynlc-:lSSurc-lock-sl-1Qltch.scrcen-de-udbolt-hlack 
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Claim 17 Accus.:d ln,;1runu:ntalhic!t 

17. A mclhod ror To th l! l!.Xleut that the ,,reamh/e Lv dft~IIU!.d III be a limitathm, 1/u• Aecm;ed /11s1r111mm1ulitiev are 
providing srt-ure at..-ceS$ l() co1,jig1Jr~J to /JS~ a method in o,.,.·ortlo11ce with this d aim. 
11 conlrollcd item in 3 

system compri:.ing a More spccificolly. du: con1rollcd item is a locking mechanism orthe door lock of the uscr·s home. 11lc 
database or biometric Accused lns1rumermdi1ies are oonligun.xl 1.01>tO\'ide secure ac<..-css 10 the use-r•s home vfa Vole Sman 
~igii~uurcs, a lr'J.11.Smincr Lotks ,, hen !he user provide<. biomelric sign.ii lo the Accu$<.'d lnstrumcntnli1ie5 via Touch ID C>r Face 
suh-lliystcm comprising a 10 . 
biometric sensor capable 
of receiving :i biometric .. When lhe "Se<:urc R('mote A~" le'.ature ls wrned oot-1hc app ,, ill u.:.e your phone's built-in 
signal. ond a trnnsmiue;"r authentication tools tu prompt lingcrprinl or focial fi.'(:ognition before you c.".tln unlock or lock you 
capabli: of cmiuing n home remolcly <.!!ill£_: if )~ hone dC)(.-s not haw these fca1urcs ii wiJl.wompt vou lo u~ our PIN 
$<.'Cure :iccc.'Ss signal code) 11lis run her cnsul'<.'S 1h:u your door is only opcmtcd by 1hc rig.ht people at 1hc 1imc you intend 
capable of g.raming access IOr it." 
to the con1rollcd itenl. and (hnps://us.ynJehome.comfenfynlc-news/blog/lau.-s1-blog-posL~inLroc:lucing-biomNric-verific.ation-for-
11 rct:civcr sub-syi.tcm august-and-ynlc-locks 1/) 
comprising :l rt."Ccivcr sub-
sys1em con1roller capable 
of receiving the 
trnnsmined St.'Cure acc.-c.ss 
:;ignal, and providing 
conditionnl :1cccss 10 the 
controlled ile1n dcpeodent 
upon infonmuioo in said 
st.-cun- occ.x.......s .sig_nol, the 
method t..·omorisinu.: 
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Claim 17 A,ccu~ed ln,dr11mcnrn1Hi~ 

Yale 

Introducing Biometric Verification for August and Yale locks 

(https:J/us.yalehomc.oom/e:n/yale•news/blog/latcs1-blog-postslin1rodu<:iog•biomcuic .. vc,ilica1ion•for• 
ougus1.:1nd-yafe-locks 11) 
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Cl:tim 17 

17:i. populnlin,g the 
d:i13~1sc of biometric 
si ntuurc.,; b : 

A,t;c11:1;C1d lns-lru mentalities 

(h11ps://www,3pplc.co111/shop/produc:t/l IPAR2ZM/,Vy11lc-as.$un:-lock-sl-1ouchscn:<"11-d,:adbol1-bfack) 

The Ac-c11sl!J /1r.str11111t'1rtulitie$ ar1.• t.-01,jig11red to p11p11/a1e the 1/t1tC1buse of hill11tt!tric .,;i,:u11111rt'3' 11s 
St<tforth it, ,.d~m~ttlS l 7al to / 7a./ ht!low. 
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Claim 17 

17a I. receiving a series of 
entries of the biometric 
signal; 

Accused Instrumentalities 

The Accused Instrumentalities are configured to populate the database of biometric signatures by: 
receiving a series of entries of the biometric signal. 

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor fonns the 
means for receiving a series of entries of the biometric signal. 

"Apple's biometric security architecture relies on a strict separation of responsibilities between the 
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor 
captures the biometric image and securely transmits it to the Secure Enclave." 
(Ex. A, Apple Platfonn Security, at 19.) 

Touch ID 

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric 
signal entry is received by the Secure Enclave. 

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to 
scan the finger and sends the scan to the Secure Enclave." 
(Ex. A, Apple Platform Security, at I 9.) 
To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric 
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of 
entries of such biometric signals. 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID 
sensor will use Touch ID on iPhone and iPad here - Apple Support; https://support.apple.com/en­
us/HT2013 71 
literally described as follows: 

Set up Touch ID 
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Claim 17 Accused Instrumentalities 

Before you can set up Touch ID, you must first create a code for your device,• then follow these steps: 
I. Make sure the Touch ID sensor and your finger are clean and dry. 

2. Tap Settings> Touch ID & Code, and then enter your code. 

3. Tap "Add fingerprint" and hold the device as you nonnally would when touching the Touch ID 
sensor. 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a uick vibration or are prompted to lift your finger. 

Place Your Finger 
IA.-dffft.,...,,!._onlhe­

butlonr~. 

5. Continue by raising and slowly lowering your finger over and over again, changing the position 
of your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip 
instead of the middle part as you would during the first scan." 
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Claim 17 Accused Iustrumentalities 

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in 
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is 
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on 
the sensor, form a series. 

Face ID 

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine, 
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of 
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical 
representation"). 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used 
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the 
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the 
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A 
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Ex. A, Apple Platfonn Security, at 20.) 

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared 
points for capturing depth information. By continuously capturing such infrared images into a Face ID 
scan while the user moves his head into different poses, a series of entries of the biometric signal 
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that 
two series of entries of the biometric signal are received accordingly. 

Under Using Face ID on iPhone or iPad Pro - Apple Support; https://support.apple.com/en­
us/HT208109, the creation of a set of entries is described as follows: 
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Claim 17 Accused Instrumentalities 

Configure Face ID 

Before configuring Face ID, make sure that neither the TrueDepth camera nor your face are covered by 
anything .... 

Follow the steps below to configure Face ID: 

I. Tap Settings> Face ID & Code. Enter your code when prompted. 

2. Tap on "Configure Face ID". 

3. Hold the device in portrait mode in front of your face and tap "Let's go". 

4. Make sure your face is inside the frame and slowly move your head until the circle shown is 
completed. If you can't move your head, tap on "Options for operating aids". 

5. After performing the first Face ID scan, tap "Next". 

6. Again, slowly describe a circle with your head until it is completed. 

7. Tap "Done." 

The biometric signature ofa single face is thus determined by two successive Face ID scans, each of which 
receives a series of entries of the biometric signal (compare steps 4. and 6. above). 

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the 
option "Set up an alternative appearance" as shown in the figure below on 
https://www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in 
the same wav as the first face. 
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C l11im 17 

( 

• 

C 
C 
C 
C 

-­··-
&... ................ ......,._ • ., _______ _ 
·-·--

A<"eu~td I nii1r11mtnr:11irli.•.s 

The i;erics of cnlrics or lhc biomclric :,ignnl is idcntifit.-d on Lhc iPhone by bOlh 1.he oun1ber and 
durn1ion ol'cach such <.'fllry. 

Touch ID 

According 10 step 5 of 1hc ins:tmctions.hups://:support.apple.com/cn•us/HT201371, for the enrolllllcnl 
of a singlc linger. 1he user has 10 rcpcincdly place the rcsix-c1ivc linger on the sensor und thus n numbc:r 
of emrits in a row prcdctennined via the user guidance arc captured by the iPhonc. Each one or the 
entries must also be or a prede11:rminl'd du.r.:nie>o given 10 the user ..,ja the iPhone display, i.e. 1he user's 
linger must remain on 1hc sensor for n predetermined dunuion for t-.ach cn1ry of1he biometric signal in 
order 10 ca cure 1hc biometric si I durin this time. 

210 

ASSA ABLOY Ex. 1021 - Page 209 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 211 of 232

Claim 17 Accused Instrumentalities 

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor 
will use Touch ID on iPhone and iPad here -Apple Support (https://support.apple.com/en-us/HT201371) 

literally described as follows: 

Set up Touch ID 

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until 
you feel a quick vibration or are prompted to lift your finger. 

Place Your Finger 
Lm ond f'ftl )'llUI' ~ ontl>t Homo 

bulton ,-!t<ly. 

5. Continue by raising and slowly lowering your finger over and over again, changing the position of 
your finger just a tiny bit at a time. 

6. The next screen will ask you to change your finger position. Hold your device as you normally 
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the 
middle art as ou did durin the first scan. 
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Claim 17 Accused Instrumentalities 

After placing a finger on the home button, a fingerprint appears on the display with red progress bars 
spreading along some of the papillary bars until the capture of the biometric entry in question is 
complete: 

Cance 

Place Your Fingar 
Llflhl!Ul,.,...fir,g.ronlho....,.,_ 

b\Jllon r•-1odly, 

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is 
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and 
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient 
duration for that finger. The process is repeated for the same finger for as long as required according to 
the iPhone's user guidance. 

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LAL WZlg): 
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Cluliin 11 

7 

FoUow tho µr0fll11pts 
en your device 

J 

Fo11'ow the prompts 
on your device 

Both the number of ·m n • . i .c. thi.: nwn b~.:T or r-cpctitiow for placing th..: fingc r on lhc- screen, and 1hcir 
resl'M-~tive du .ittort are :speci fied by the iPho~ \1i ;1 Lhi.: user guM.mce. 
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Claim 17 

l 7a2. determining at least 
one of the number of said 
entries and a duration of 
each said entry; 

Accused Instrumentalities 

The Accused instrumentalities are configured to populate the database of biometric signatures by: 
determining at least one of the number of said entries and a duration of each said entry. 

More specifically, as discussed above, both Face ID and Touch ID require a specific number of entries 
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific 
number of entries have been input. Likewise, while not necessary for the claim, upon information and 
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a 
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are 
required to touch the home button with their finger several times for a certain duration. Similarly, the 
users need to scan their face twice, and each scan requires the users to move their head in a circle for a 
certain duration for Face ID. 

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the 
home button to record the fingerprint data. 
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty _ converter&hsimp=yhs-
pty _ converter&hspart=pty&p=registering+ 
fingerprint+apple+touch+id+on+screen+instructions#id= I &vid= 
l 56de65ae06ca453643009fc0ea9cf79&action=click) 

Touch ID: The user's finger must remain on the home button long enough for the data to be recorded. 
"Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick 
vibration, or until you're asked to lift your finger." "Continue to lift and rest your finger slowly, 
making small adjustments to the position of your finger each time." 
(https://support.apple.com/en-au/HT2013 71) 

Touch ID: "you shouldn't tap too quickly or move your finger around" 
(https://support.apple.com/en-us/HT207537) 

Face ID: Setting up Face ID requires two scans of the user's face. Each scan asks users to move their 
head slowly in a circle to register different angles of the user's face. 
(httos://www.imore.com/how-set-face-id-iohone) 
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Claim 17 

l 7a3. mapping said series 
into an instruction; and 

Accused Instrumentalities 

The Accused Instrumentalities include a transmitter sub-system controller configured to map said 
series into an instruction. 

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an 
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns 
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and 
Face ID template data"). 

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During 
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face 
ID template data." 
(Ex. A, Apple Platform Security, at 19.) 

To carry out this instruction, the Secure Enclave has its own processor: 
"The Secure Enclave Processor provides the main computing power for the Secure Enclave." 
(Id., at 10.) 

Touch ID 

The instruction here involves the processing of under-the-skin fingerprint characteristics and their 
encrypted storage. 

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae 
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the 
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as 
a template to compare against for future matches, but without any identity information." 
(Id., at 19.) 

Face ID 
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Claim 17 

l 7a4. populating the 
database according to the 
instruction; 

Accused Instrumentalities 

The instruction involves the transfonnation of the set of entries of the biometric signal captured via the 
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by 
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage. 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transfom1s this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses. " 
(Id., at 20.) 

"Face ID data, including mathematical representations of a user's face, is encrypted and available only 
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in 
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave, 
during nonnal operation: 
• The mathematical representations of a user's face calculated during enrollment 
• " 
(Id., at 23.) 
The Accused Instrumentalities include a transmitter sub-system controller configured to populate 
the database according to the instruction. 

More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical 
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage": 

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay 
services on the Secure Enclave are used for revocation of data over events that mark anti-replay 
boundaries including, but not limited to, the following: 
• 
• 
• Adding or removing a Touch ID fingerprint or Face ID face". 
(Ex. A, Apple Platfonn Security, at 16.) 
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Claim 17 

17b. receiving the 
biometric signal; 

Accused Instrumentalities 

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID 
and Face ID template data." 
(Id., at 19.) 

Touch ID 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Id.) 

Face ID 

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal 
operation: 
• The mathematical representations of a user's face calculated during enrollment". 
(Id., at 23.) 
The Accused Instrumentalities are configured to receive the biometric signal. 

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face 
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor, 
respectively. 

Touch ID 

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint." 
(Ex. A, Apple Platform Security, at 19.) 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster 
and easier. This technology reads fingerprint data from any angle and learns more about a user's 
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional 
overlanning nodes are identified with each use." 
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Claim 17 Accused Instrumentalities 

The Touch ID sensor is located either in the home button or - on the iPad Air (4th generation)- in the top 
button. 

(https://support.apple.com/en-us/HT2013 71) 

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan: 

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure 
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal 
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to 
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity 
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to 
Apple or backed up to iCloud or iTunes. " 
(Ex. C, iOS Security white paper, at 8.) 

Face ID 

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an 
image sensor. 

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and 
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to 
accurately map the geometry of a user's face. " 
(Ex. A, Apple Platform Security, at 20.) 

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points 
to capture depth information along with a two-dimensional infrared image. 

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over 
30,000 infrared dots to form a depth map of the face alone; with a 2D infrared imae;e. This data is 
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Claim 17 

17 c. matching the 
biometric signal against 
members of the database 
of biometric signatures to 
thereby output an 
accessibility attribute; 

Accused Instrumentalities 

The Accused Instrumentalities include a transmitter controller configured to emit a secure access 
signal conveying information dependent upon said accessibility attribute. 

More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave 
Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the 
biometric signal with elements of the biometric signature database. 

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices" 
(Ex. A, Apple Platform Security, at 7.) 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device or respond that a match is valid (for 
Apple Pay, in-app, and other uses of Touch ID and Face ID)." 
(Id., at 19.) 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is 
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric 
signatures I 05, i.e. the "stored templates", for the presence of a match. 

For Touch ID, the Secure Enclave match verification is performed as follows: 

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor, 
determining ifthere is a match against registered fingerprints, and then enabling access or purchases on 
behalf of the user ... " 
(Ex. C, iOS Security white paper, at 7.) 

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only 
by the Secure Enclave as a template to compare against for future matches .... " 
(Ex. A, Apple Platform Security, at 19.) 

222 

ASSA ABLOY Ex. 1021 - Page 221 
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd. 

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694   Document 1-9   Filed 05/23/22   Page 223 of 232

Claim 17 Accused Instrumentalities 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It 
then creates a mathematical representation of your fingerprint and compares this to your enrolled 
fingerprint data to identify a match and unlock your device. " 
(https://support.apple.com/en-us/HT204587) 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger. 
The system then creates a mathematical representation of your fingerprint and compares it to the 
registered fingerprint data to determine a match and unlock your device." 
(https://support.apple.com/de-de/HT204587) 

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine, 
which is used to verify the match: 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can 
unlock their phone with a glance." 
(Ex. A, Apple Platform Security, at 20.) 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a 
mathematical representation and compares that representation to the enrolled facial data. This enrolled 
facial data is itself a mathematical representation of the user's face captured across a variety of poses." 
(Id.). 

"Facial matching security 

Facial matching is performed within the Secure Enclave using neural networks trained specifically for 
that purpose ... Face ID data, including mathematical representations of a user's face, is encrypted and 
available only to the Secure Enclave. This data never leaves the device." 
(Id. at 23.) 

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure 
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding 
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Claim 17 Accused Instrumentalities 

Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO. 
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked(" ... 
determine whether to unlock the device ... "). 

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the 
Touch ID or Face ID subsystem within the Secure Enclave has access: 

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the 
stored templates to determine whether to unlock the device[ ... ]." 
(Id. at 19.) 

"Uses for Touch ID and Face ID 

Unlocking a device or user account 

[ ... ] keys for the highest class of Data Protection-which are held in the Secure Enclave[ ... ]. 

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks; 
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the 
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a 
successful match, it provides the key for unwrapping the Data Protection keys, and the device or 
account is unlocked. This process provides additional protection by requiring cooperation between the 
Data Protection and Touch ID or Face ID subsystems to unlock the device." 

(Id. at 24.) 

"The class key is protected with the hardware UID and, for some classes, the user's passcode." 
(Id. at 85.) 

"Complete Protection 

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or 
password and the device UID. Shortly after the user locks a device (IO seconds, if the Require 
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Claim 17 
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Claim 17 Accused Iustrumentalities 

"sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application 
Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped 
key to the AES Engine." 
(Ex. A, Apple Platform Security, at 14.) 

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to 
the Application Processor. [ ... ] When the Secure Enclave unwraps a file's keys, they're rewrapped with 
the ephemeral key and sent back to the Application Processor." 
(Id. at 85.) 

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the 
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the 
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key: 

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to 
the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES 
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and 
sent back to the Application Processor." 
(Id.) 
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