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The Accused Instrumentalities include, but are not necessarily limited 1o, Apple iPhone and Apple iPad compatible with Yale
Sman Locks, and any Apple product or device that is substantially or reasonably similar to the functionality set forth below. The
Accused Instrumentalities infringe the claims of the "705 Patent, as described below, either directly under 35 US.C. § 271{a), or
indirectly under 35 U.S.C. §§ 27 1{b}-{c). The Accused Instrumentalities infringe the claims of the "T05 Patent literally and, to the extent
nod literally, under the doctrine of equivalents.

Claim 1 Accused Instrumentalities
I. A system for providing | Te the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are
SECUPE 3CCess o a configured to uxe a system in accordance with this claim.
controlled wem, the
SYSIEm Comprising: Muore specifically, the controlled item is a locking mechanism of the door lock of the user’s home, The

Accused Instrumentalities are configured to provide secure access 1o the user’s home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 1D or Face
i,

“When the “Secure Remote Access™ feature 15 turned on, the app will use your phone's built-in
authentication tools 1o prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend
for i.”

{hutps:/fus. yalehome.com/en’vale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
august-and-yale-locks1/)
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Claim 1 Accused Instromentalities

E Open m ':_'i'__h

Introducing Biometric Verification for August and Yale Locks

{hips:fus valehome.com/en/vale-news/blog/latest-blog-postsfintroducing-biometric-veri fication-for-
august-and-yale-locks1/)
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Claim | Accosed Instrumentalities

(hteps:wwwapple.comshop/product HP AR 22 M Alvale-assure-lock-sl-touchscreen-deadboli-hlack)
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Claim 1

Accused Instrumentalities

The Accused Instrumentalities compatible with Yale Smart Locks are shown below:

Compatibility

https://www.apple.com/shop/product/HPAR2ZM/A/yale-assure-lock-si-touchscreen-deadbolt-black

iPhone Models

iPhcne 12 Pro

iPhone 12 Pro Max

iPhone 12 mini

iPhone 12

iPhone 11 Pro

iPhone 11 Pro Max

iPhone 11

iPhone SE {2nd generatien)
iPhone XS

iPhone XS Max

iPhone XR

iPhone X

iPhone 8

iPhone 8 Flus

iPhone 7

iPhone 7 Plus

iPhone 6s

iPhone 6s Plus

iPhone SE {1st generation)

iPad Models

iPad Pre 12.9-inch
(5th generation)

iPad Pro 12.9-inch
(4th generation]

1IPad Pro 12.9-inch
(3rd generation)

iPad Prg 12.9-inch
(2nd generation)
iPad Pro 12.9-inch
{ist generation)

iPad Pro 11-inch

{3rd generation)

iPad Pro 11-inch

{2nd generation)
iPad Pro 11-inch

{1st generation)

iPad Pro 10.5-inch
iPad Pro 9.7-inch
iPad Air {4th generation}
iPad Air {3rd generation}
iPad Air 2

iPad (8th generation)
iPad (7th generation}
iPad (61h generation)
iPad (5th generation}

iPad mini {5th generation}

iPad mini 4

la. a memory comprising
a database of biometric

signatures;

The Accused Instrumentalities include a memory comprising a database of biometric signatures.
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C Lo 1 Accused Instrumentalitics

More specifically, the iPhone allows multiple biometric signatures 1o be entered into a database on the
iPhone: |

Touch 1

The iPhone allows the registration of multiple fingerprints:

Fig. from https:/support.apple.com/en-us'HT201371 under Manage Touch 1D Settings. In the second
bullet, it literally says:

"Register up to five fingerprints,”
"Touch 1D can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It

then ereates a mathematical representation of your lingerprint and compares this (o your enrolled
fingerprint data to i:lu:nt:'_F:r' a match and unlock your device. "
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Claim |

Accused Instrumentalities

(https:support.apple.com/en-us/HT204587)

"Touch 11 can read multiple fingempranis and recognize lngerprings at any orentation of the Onger.
Ihe system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device.”
{hipsysupportapple.com/en-us/HT204587)

Face I

The iPhone allows the registration of multiple faces:

T'o register a face, the iPhone takes a series of pictures of the user in different poses while circling his
head. This is revealed in detail in hitps:Ysupportapple.comfen-us/HT208 109 in the second section
_| "Configure Face 1D", there also the figure shown above.

iy
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Claim 1 Accused Instrumentalities

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance” as shown in the figure below (from How To Add A Second
Face To Face ID - Macworld UK, https://www.macworld.co.uk/how-to/second-face-id-3803421/), a
second face is registered by the iPhone in the same way as the first face.

"Set up Face ID or add another face.

o Select "Settings” > "Face 1D & Code" > "Configure alternate appearance” if you want to
configure another face to be recognized by Face 1D."

(https://support.apple.com/de-de/guide/iphone/iph6d162927a/ios)
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% S Face i} & Pouscads

ol

The page How To Add A Second Face To Face 1D - Macworld UK
(hitps:/fwww macworld.co.uk/how-1o/second-face-id-380342 1) liverally states:

"Face 1D is a fast and secure way to unlock your iPhone or iPad Pro, but vou may not know that you
can actually set up more than one face to use the feature.

This second face could belong to a loved one, enabling your partner or child to access your phone
without requiring vour smiling muag to unlock . ™

To store the biometric signatures ("template data") from the received biometric signals, the iPhone has
a System on Chip (S0C) called a Secure Enclave. A Secure Enclave Processor provides the Secure
| [mluw with n@!ﬂu_l:inﬁjum'ur:
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Claim 1 Accused Instrumentalities

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"The Secure Enclave is a dedicated secure subsystem integrated into Apple systems on chip (SoCs)."
(Id., at9.)

The Secure Enclave Processor provides the main computing power for the Secure Enclave."”
(I1d., at 10.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face 1D template data.”
(Id., at 19.)

The Secure Enclave has access to a memory assigned to it and accessible only to it:

Secure nonvolatile storage

“The Secure Enclave is equipped with a dedicated secure nonvolatile storage device.

The secure nonvolatile storage is connected to the Secure Enclave using a dedicated 12C bus, so that it
can only be accessed by the Secure Enclave.”

(Id., at 15.)

This memory serves as a database for storing the biometric signatures:

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

L ]

. Adding or removing a Touch ID fingerprint or Face ID face".

(Id., at 16.)
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This database is shown in the figure from Apple Platform Secutiry reproduced below:
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Database 105
(Ex. A. Apple Platform Security, at 9.)
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[ Claim 1 Accused Instrumentalities

1h.  a transmitter sub- | As ser forth in elements Ib1, 12, and 153 H}:.u-, the Accused Instrumentalities include o
| system comprising: fransmitter sub-system,
|

The iPhone’s Secure Enclave is a transmitter sub-system, I sends ephemerally re-encrypled file keys o
the application processor with its file system driver (" Application Processor file-system driver”) 1o
read the files in the NAND Flash Storage.

Sl lash i agm LisLF

!

g p L

i
g @i T - I
RS w g -———————ir |
¥
| ]
| i
| | i
!
L =]
fata arm | Lisam
&l e
Wy B
Ly iaw [y lasn b
Frinmmss Lo
ETY

S L e
Syl o sy

o i Y i 1 i

kg s [y | B iy

(Ex. A, Apple Platform Security, a1 9.)
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Claim 1 hecused Instrumentalities

"sep0S can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor lile-system driver. When the file-system driver reads or writes a lile, it sends the
wrapped key to the AES Engine, ™

(fed., at 14.)

"All wrapped lle key handling occurs in the Secure Enclave; the file key is never directly exposed 1o
the Application Processor, [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor.”

(fe., at 85.)

Ihe file system dover of the application processor 15 an NYVME driver:

(Ex. B, Behind the Scenes with 08 Security, at 30.)
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Claim 1 Accused Instrumentalities

1bl. a biometric sensor | The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal.
configured to receive a
biometric signal; More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch 1D sensor can be unlocked using a fingerprint.”
(Ex. A, Apple Platform Security, at 19.}

"Touch 1D is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."

(Id.)

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
(d.)

The biometric sensor for Touch D is located below the home button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”
(https://appleinsider.convinside/touch-id)

13
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Claim 1 Accused Instrumentalitics

I ||.ﬂ"i"l Gl sappline o

Hadens, St deter o o i
Tiomachs D) servace

Tactiler waiiich

Hiometric sensor 121

"Where 15 the Tovch 1D sensor located?

The Towch 11 sensor is located cither in the home button or = on the 1(Pad Air (4th generation) - i the lop
hasttonn.

(hitps://support.apple.comen-us/HT201371)
The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The E8-by-ER-pixel, 300-pp1 raster scan 15 emporarily stored in encrypled memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required 1o
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent o
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Claim 1 Accused Instrumentalities

(Ex. C, iOS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system™) with an
image sensor.

"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(id.)

The camera system includes a biometric image sensor, namely a "CMOS image" sensor from Sony, to
perform facial biometrics:

15
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Claim Accused Instrumenialitics

" Frectured Fofl il du ;= Amblent fght
o= oy ity | 'y o Ll ety

{ https://appleinsider.com/articles/1 7/09/0%inner-workings-of-apples-face-id-camera-detailed-in-
report)

IbZ. a transmitter sub- | The Accused Instrumentalities include a transmitter controfler configured to emit a secure access
system controller | signal conveying information dependent upon said accessibility attribure.
configured to match the
biometric signal against | More specifically, the iPhone's System on Chip (80C), i.e. the Secure Enclave with its Secure Enclave
members of the database of | Processor (SEP) or a Secure MNeural Engine contained therein, is a means (103) to check a match of the
biometric  signatures  to | biometric signal with elements of the biometnic signature database.
therehy output an
accessibility attribute; and | "The Secwre Enclave is a system on chip (50C) that is included on all recent iPhone, ... devices”™
(Ex. A, Apple Platform Secunity, af 7.)

[
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Claim 1 _ Accused Instrumentalities

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). *

({d.,at19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates”, for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, 108 Security white paper, at 7.)

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

17
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Claim 1 Accused Instrumentalities

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine,
which is used to verify the match:

"Face 1D uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.}

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
({d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."

(Id. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face 1D subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked ("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face 1D subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(Id. at 19.)

18
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Claim 1 Accused Instrumentalities

"Uses for Touch ID and Face ID
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face 1D enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face 1D subsystems to unlock the device."

(Id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode."
(Id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face 1D."

(/d. at 86.)

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as
the Touch ID sensor. The random secret is stored in a memory ("bio memory") associated with the

19
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Claim 1 Aecused Instrumentalities

SBI0 and 15 ouiput from the bio memory upon maich, see step 3 in the diagram below (3] upon
[ stcessiul match send random secrel to SKS")

(Ex. B, Behind the Scenes with 05 Secunty, at 34.)

I he class Kewvs are eng :-.11|-.-L! with a master kev:

)
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Claim 1 Accused Instromentalities

User Keybags

Sets of keys generated for each user to protect their data at rest
Keys wiapped by master key derived from user passcode and SEP UID
After 10 incorrect passcode entries, SEP will not process any further attempts

Different policy associated with each keybaq key—LUsaqge, availability

(fef, at 25.)

e random secret 15 ssued to SKS. SKS 15 a Secure Key Service application which is located within
the secure Enclave on the SEP and 15 responsible for decrypting class keys, The random secret
provided by SBIO is used 1o decrypl a master Key ("4) decrypl master Key" ). The master key 15
concatenaled with the ULD of the SEP and thus class keys are decrypled and added 1o the S5KS keyring
("5) decrypt class keys, add to keyring") for further use by the Secure Enclave. The decrypted class
kews include, Tor example, the class key of class A
13, g transmutier | The Accused Instrumentalities include g fransmitter configured fo emit a secure aceess signal
conbigured 10 emil a secure | conveping information dependent upon sald accessibility atiribuie.
| access signal conveying
| information dependent | For example, the Secure Enclave emits a signal with ephemerally re-encrypted file keys:
[ upon  said  accessibility

| attrburte; and e ¥ can then use the q:|'||':.;||||_'| al w rapping L::-. Lo wrap file ||,,I.,'_'..'_‘\- fOr wse '!1_-. the -"-,|'|F'|1ig,'|l|. 11
Processor file-system driver. When the file-system diver reads or writes a file, it sends the wrapped
! | key 1o the AES Engine.”
21
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Accused Instrumentalities

iEx. A, Apple Platform Security, at 14.)

"All '.'.I::|‘i|"u-:| file Lq;:-. i'|:_||u||:|."|'_' oceurs in the Secure Enclave: the hile I\.I.'_'- 15 Mey |."I'-:|I!'|.'l.'1|:-. .._"-_|1|_|~.|._'.;| L
the Application Processor, [...] When the Secure Enclave unwraps a file's keys, theyre rewrapped wath
the ephemeral key and sent back o the Application Processor,”

i1, a1 83.]

[he signal with the ephemerally re-encrypled file keys 15 a secure signal because 11 comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal 1s secure because the
transmitted information is encrypled. The emitted file keys are encrypted with the ephemeral Key:

Al '.'.|i|.|'-|'|u-.._| |'||..__- I\_q::-. i"|:||||,||l:r15_' OCCHIs 1N 1|'|q; SECLNe | |I-\.'|.I'|-\,'_ thie file I\.I.':"- IS NEYEr 1I|r|.--.'1lj-. l_”'.|1l.|~.-..'-.| LK}
| the Apphcation Processor. Al startup, the Secure Enclave negotiates an ephemeral key wath the AES
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral kev and
sent back 1o the Apphcaton Processor,”
(fad )

Filesystem Data Protection

File blocks are en Y] ned usis ] ALS-XTS with 128-bit |*:='f:.-'--.

Fach fle on the user partition is encrypted using a uni Jue rar dom key chosen by SEl

. 5]
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Claim 1 Accused Instrumentalities

(Ex. B, Behind the Scenes with 105 Security, at 249.)

tem Data Protection

(fd., at 30.)

he information transmitted by the emitted signal, i.e., the ephemerally re-encrypted file Keys, 15
dependent on the availability attribute, i.¢., the confirmation that a biometric "template match” exists,
[his confirmation is signaled by the issuance of the random secret (cf. step 3} Only il there is 2
confirmation of the mateh and the random secret is 1ssued by the Touch 1D or Face 11 subsysiem
within the Secure Enclave, i.e. SBIO, the class key is available for re-encryvpting the file keys

Ihe re-encrypled file keys are therefore information which is emitted depending on the fact that the
availability attribute has been emitied.
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Claim 1 Accused Instrumentalities

lc. a receiver sub-system | As sef forth in elements Icl and 1c2 below, the Accused Instrumentalities include a receiver sub-
comprising: system.

The receiver subsystem is the part of the system outside the Secure Enclave that is responsible for

reading encrypted files from the NAND Flash Storage and receives ephemerally re-encrypted file keys
from the Secure Enclave for this purpose:

24
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Accused Instrumentalities
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Claim | Accused Instrumentalities

(Ex. A, Apple Platform Security, at 9.)

|
[ Tel. areceiver sub-system | The Accused Instramentalities include a receiver sub-system controfler confizured to: receive the
[ controdler conbigured to: | fransmiited secure aocess signal,

receive  the tramsmitied

secure access signal; and \n application processor (118) with file system driver, which receives the ephemerally re-encryvpled
file kev, To read files from the NAND Flash storage, the application processor processes the received
| signal by creating a read command with the ephemerally wrapped file key ("10 command with
| ephemerally wrapped file key™) and sends it to the storage controller (10%) (NAND | lash controller

with AES engine). This read command provides the storage controller with all the information required
to read and decrypt the encrypted file from the NAND flash storage:

(Ex, B, Behind the Scenes with 10% Securnty, at 30000

26
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Claim 1 Accused Instrumentalities

"eepS can then use the ephemeral wrapping key 1o wrap file keys for use by the Application
Processor file-system driver. When the lile-system driver reads or writes a file, it sends the
wrapped Key to the AES Engine. ™

(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed 1o
the Application Processor. [...] When the Secure Enclave unwraps a files Keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor.”

= (fd., al 85.)

1e2.  provide conditional | The Accused Instrumentalities include a receiver sub-system configured to provide conditional
secess (o the controlled | access fo the controlled item dependent upon said information.

item dependent upon said |
information; More specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
Accused Instrumentalities are configured to provide secure access 1o the user’s home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 11D or Face
1.

“When the “Secure Remote Access™ feature is turned on, the app will use your phone's built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely {note: if your phone does not have these features, it will prompt vou 1o use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend
for it.”

{ https:/fus. yalechome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-veri fication-for-
august-and-vale-locks1/)
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Claim | | Accused Instrumentalities |
= Open Yale
Introducing Biometric Verification for August and Yale Locks ‘

{ hitps:/fus, yalehome. com/en/vale-news/blog/ latesi=hlog- posis/iniroducing-biometnic-ver fication-1or-
aupust-and-yale-locks1/)
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(https:/www.apple.com/shop/ product HP AR2ZM/ Al yale-assure-lock-sl-touchscreen-deadbaolt-black) |

it
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Claim 1

Accused Instrumentalities

1d. wherein the transmitter
sub-system controller is
further configured to:

The Accused Instrumentalities include a transmitter sub-system controller that is configured to be
used as set forth in elements 1d1, 1d2, and 1d3 below.

1dl. receive a series of
entries of the biometric
signal, said series being
characterized according to
at least one of the number
of said entries and a
duration of each said entry;

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
series of entries of the biometric signal, said series being characterized according to at least one of
the number of said entries and a duration of each said entry.

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
means for receiving a series of entries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely transmits it to the Secure Enclave.”

(Ex. A, Apple Platform Security, at 19.)

Touch ID

When a finger is piaced on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(d)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone.

30
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Set up Touch 1D

Before you can set up Touch 11D, you must first create a code for your deviee,® then follow these steps:
I. Make sure the Towch 1D sensor and your finger are clean and drv.

). Tap Settings > Touch 11} & Code, and then enter your code.

3. Tap "Add fingerprint™ and hold the device as vou nommally would when touching the Touch 11

SETIS0T,
4, Touch the Touch 1D sensor with one finger, but do not press. Keep vour finger on the button until

you feel a quick vibration or are prompied to lift your finger.

- -

Place Your Finger

e e ]
e e

5. Continue by raising and slowly lowenng your linger over and over agaun, changing the position

of your finger just a tiny bil al a lime,

il
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Claim 1 Accused Instrumentalities

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation”).

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal

32
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Claim 1 Accused Instrumentalities

results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face 1D on iPhone

1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front of your face and tap "Let's go".

4. Make sure your face is inside the frame and slowly move your head until the circle shown is

completed. If you can't move your head, tap on "Options for operating aids".
5. After performing the first Face 1D scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.
1. Tap "Done.”

(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance" as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in
the same way as the first face.
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d
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i€
et e s g e =
[Tesr=y
e Ao v Face d

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of each such eniry.

Touch 1D

According to step 5 of the instructions  hitps://support.apple.com/en-us/HT201371, for the enrollment
of a single finger, the user has 1o repeatedly place the respective finger on the sensor and thus a number
of entries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
eniries must also be of a predetermined duration given to the user via the iPhone display, i.e. the user's
finger must remain on the sensor for a predetermined duration for each entry of the biometric signal in
order to caplure the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone and iPad.

Set up Touch 1D

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Lo

Place Your Finger

Lift and st your {nigey on the Hoow

bution repaatedty.

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the
middle part as you did during the first scan.

(https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

T [

Lo

Place Your Finger
Ll and rest your e on 1he Home

butian repesiedly.

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a-prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg):
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Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance,

3
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Face 11D

Ihe user moves his face in front of the camera 1o strike different poses, and the camera system with
image sensor continuously captures a large number of biometric entries, i.e. here the 20 images with
depth information, in a row.

"This enrolled facial data is itself a mathematical representation of the user's face caplured across 3
viriely of poses."”
(Ex. A, Apple Platform Security, at 20.)

Ihe sufficient duration of an entry for a pose, i.e. an angular position of the head specified via the user
interface of the iPhone, is indicated to the user by the transformation of a gray line into a green line

i
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1d2. map said series into | The Accused Instrumentalities include a transmitter sub-system controller configured to map said
an instruction; and series into an instruction.

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D and Face
ID template data."

(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave.”
(ld.,at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data” that would be required to reconstruct the user's actual fingerprint. During enroliment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information.”

(Id., at 19.)

Face 1D
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The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.
(/d., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face 1D data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment

2
*

(d., at 23.)
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1d3. populate the database | The Accused Instrumentalities include a transmitter sub-system controller configured to populate
according to the | the database according to the instruction,

instruction,
More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage™:

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

* Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D
and Face ID template data."
(Id., at 19.)

Touch ID

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
({d.)

Face ID

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:

*» The mathematical representations of a user's face calculated during enrollment".

(ld., at 23.)
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Claim |

Accused Instrumentalities

wherein  the  controlled
item is one of a locking
mechanism of a physical
access  siruclure or  an
electronic lock om an
electronic computing
device,

The Accused Tnstrumentalities are configured to provide access to the controlled item, wherein the
controfled item is one oft a locking mechanisim of a physical gecess stricture or an electronic lock

an an electronic computing device.

More specifically, the controlled item 15 a locking mechanism of the door lock of the user’s home. The
Accused Instrumentalities are configured to provide secure access to the user’s home via Yale Sman
Locks when the user provides biometric signal 1o the Accused Instrumentalities via Touch 1D or Face

I,

“When the “Secure Remote Access™ feature is turned on, the app will use your phone’s built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that vour door is only operated by the right people ot the time vou intend

for .

{ hetps://us. yalechome.com/en' vale-news/blog/latest-blog-posts/introducing-biometric-ven fication-for-

august-and-yale-locks1/)
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— Open m :'_'g\_-

Introducing Biometric Verification for August and Yale Locks

(htipsus, valehome.com/en :.'.llu-lu:'-.'-.:- blog l:st-.':al-hl.ui.'-pm-l-. ||1|r~l-.1t-.|:mg-I1i|:-|1|<.~|r||.-'.-..'||I'|-.:.'||m||-lur- |

— d

august-and-vale-locks1/)
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{hitps:www.apple.com/shop/product HP AR2ZM/ Alyale-assure- lock-sl-touchscreen-deadboli-black )

Claim 2 i Accused Instrumentalities |
2. The svstem according to | Upon information and belief, the Accused Instrumentalities include the transmitfer sub-system

claim |, wherein the controller that is configured to be used as set forth in elements 2a, 2b, and 2c below.

transmiticr sub-system
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Claim 2 Accused Instrumentalities

controller is further
configured to:

2a. provide a signal for | Upon information and belief, the Accused Instrumentalities are configure to provide a signal for
directing input of the series | directing input of the series of entries of the biometric signal.

of entries of the biometric
signal; More specifically, the Accused Instrumentalities provide instructions for the user to input a series of
fingerprint or face images via Touch ID and Face ID.

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the
home button to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty_ converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+fingerprint+apple+touch+id+on+screen+instructions#id
=1&vid=156de65ae06¢a453643009fc0ea%cf79&action=click.)

Touch ID: The user’s finger must remain on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you’re asked to lift your finger.” “Continue to lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-au/HT201371)

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requifes two scans of the user’s face. Each scan asks users to move their
head slowly in a circle to register different angles of the user’s face.
(https://www.imore.com/how-set-face-id-iphone)
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Place Your Finger

R e e T e L |

¥t R

| (hups://support.apple.com/en-us/HTZ01371)

14

ASSA ABLOY Ex. 1021 - Page 46
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 48 of 232

{ laim 2

2b.  incorporate  inio  the
secure  access  signal  an
identification field
identifying the biometric

signal if the signal matches
a member of the database:
and

Upen information and belicf, the Accused Instrumentalities are configure to incorporate into the

Accused Instromentalitices

{hitps:/support.apple.comien-us H T2 1)

secure access signal an identification field identifving the biometric signal tf the sigral maiches a
member of the database.

More specifically, upon information and belief, the Accused Instrumentalities are configured 1o
Py idu SECLPE ASCEssS '\.|!_'|'|;|| 11 ||-|_'|'| 1|'||; |-|I1;|:L'IF"||'|||| or jace I|11:Li:;-:.‘ i | |._'|.|. via [oweh 11D and | Jee ”]
malches the fingerprint and face data stored in the Secure Nonvolatile Storage

“During matching, the Secure Enclave compares incoming data from the biometric sensor against the
| stored templates to determine whether 1o unlock the device or respond that a maich is valid (for Apple
| Pay, in-app, and other uses of Touch 1D and Face 1D). The architecture supporis devices that include

both the sensor and Secure Enclave (such as iIPhone, iPad, and many Mac systems), as well as the

ability to physically separate the sensor into a peripheral that is then securely paired to the Secure

Enclave in a Mac with Apple silicon.”
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Claim 2 Accused Instrumentalities

With Touch 113 and Face 1D, the keys for the highest class of Data Protection are held in the Secure
Enclave,”[w]hen a user attempis (o unlock the device or account, if the device detects a successful
match, it provides the key for unwrapping the Data Protection keys, and the device or account is
unlocked.”

(Ex. A, Apple Platform Secunity, a1 24.)

2. construct an audit trail | Upen information and belief, the Accused Instrumentalities are configure to construct an audit
of  biometric  signals | eail of biomerric signals provided ro the biometric sensor in order to access the controfled item.
provided 1o the biometric
sensor in order 1o access the | More specifically, upon information and belief, the Accused Instrumentalities are configured 1o
controlled imem. construct an audit trail of the enrolled fingerprint and face data to continually improve matching
ACCUrACY.

“Touch 1D will incrementally update the mathematical representation of enrolled fingerprints over
time to improve maiching accuracy.”
{https:/support.apple.com/en-usHT204587)

“Face ID data - including mathematical representations of your face - is encrypted and protected by
the Secure Enclave. This data will be refined and updated as you use Face 1D to improve your
experience, including when you successfully authenticate. Face 1D will also update this data when it
detects a close match but a passcode is subsequently entered to unlock the device.”
(httpsysupport.apple.com/en-us/HT208 1 08)

In an altermative read, upon information and belief, every time a user uses Touch [D or Face 1D 10
aceess an iPhone, the iPhone keeps a record of fingerprint and face unlocking, or some Kind record for
subsequent auditing.
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Claim 4 Accused Instrumenfalities
4. Ti'i;:.'_;!u'!illﬂ]'l according o | The Accused Instramentalities includes a biometric sensor that is responxive to one of voice, refinal
claim |, wherein the partern, iris pattern, face pattern, and palfm configuration, and/or the database of biometric
biometric sensor is signaiures is located in af feast one of the transmitter sub-system and the receiver sub-system.

responsive 1o one of voice,
retinal pattern, iris pattern, | More specifically, the Accused Instrumentalities include a CMOS image sensor in the front camera of
face pattern, and palm the iPhones that is responsive to face pattem of the user. Upon information and belief, the Secure
configuration, and/or the Monvolatile Storage is a memory including a database ol the face dana.

database of biometric
signatures is located in at
least one of the transmitter

Face 1D
The biometric sensor for facial biometrics is a camera system (" TrueDepth camera system”) with an

sub-system and the HTkage Sensor. . L
"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and

secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face, ©
Ex. A, Apple Platform Secunity, at 20,

receiver sub-svstem.

e ]

{hitps:/‘appleinsider.com/articles’ | /009 inner-workings-of-apples-face-id-camera-detailed-in-
report )
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Claim & : T i
6. The system as claimed | The Accused Instrumentalities includes a biometric sensor that is further configured to
i claim 1, wherein the authenticate the identity of a user.

hiomelric sensor 15 further
configured to authenticate | More specifically, the iPhones uses Face 1D and Touch 1D 10 authenticate the user’s identity.
the identity of a user;
Face 1D

The biometric sensor for facial biometrics is a camera system (“TrueDepth camera system”) with an
IMAZE SCNSOF,

“"With a simple glance, Face ID securely unlocks supported Apple devices. It provides imtuitive and
secure authentication enabled by the TruelDepth camera system, which uses advanced technologies o
accurately map the geometry of a user's face, ™

(Ex. A, Apple Platform Security, at 20.)

{ hitps:/fappleinsider.com/articles/1 7/090% inner-workings-of-apples-face-id-camera-detailed-in-
report )

Touch 1
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"Apple devices with a Touch 1D sensor can be unlocked using a fingerprint.”
(Ex. A, Apple Platform Security, a1 9.)

"Touch 11 is the fingerpring sensing sysiem that makes secure access (o supporied Apple devices
faster and easier. This technology reads fingerprint data from any angle and leams more about a user's
lingerprint over time, with the sensor continuing 1o expand the fingerprint map as additional
overlapping nodes are identified with cach use.”

(e, at 19.)

L)

|
| ‘ | Lasei ot sagmshare oy
Saardess §ieel detrom 1]

Tosuch ) wevics

Tactile twach
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6a. wherein the transmitter
is further configured to
transmit information
capable of granting access
to the controlled item using
a secure wireless signal
dependent upon a request
from the user and the
authentication of the user
identity; and

The Accused Instrumentalities includes a transmitter configured to transmit information capable of
granting access to the controlled item using a secure wireless signal dependent upon a request from
the user and the authentication of the user identity.

Upon information and belief, the Secure Enclave of the iPhone is configured to grant access to the
controlled item (e.g., a locking mechanism of the door lock) via Wi-Fi, mobile data or Bluetooth
dependent upon the user’s request to unlock and the user’s authentication via Touch ID or Face ID.

“When the ‘Secure Remote Access’ feature is turned on, the app will use your phone’s built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend
for it.” “The feature applies to operations done via Wi-Fi, mobile data or Bluetooth. You’ll be able to
opt in to this security feature, and it will not be enacted when checking your lock status in order to
preserve a seamless app experience.”

(https://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
august-and-yale-locks1/)
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6b. the system further The Accused Instrumentalities includes a control panel configured to receive the information and
comprising a control panel | provide the secure access requested.
configured to receive the

information and provide More specifically, upon information and belief, the Yale Home Smart Lock is configured to receive
the secure access information atlowing its unlocking from the Secure Enclave of the iPhone.
requested.

“Upgrade your door with the Assure Lock SL, a touchscreen deadbolt for key-free entry. The lock is
HomeKit-enabled so it allows you to lock or unlock and share access all from your Yale Secure app.”

(https://www.apple.com/shop/product/HPAR2ZM/A/yale-assure-lock-sl-touchscreen-deadbolt-black)

{(https://www.apple.com/shop/product/HP AR2ZM/A/yale-assure-lock-sl-touchscreen-deadbolt-black)
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Claim 9

9. The system according to
claim 1, wherein: the
transmitter sub-svstem and
the receiver sub-sysiem are
col located in the electronic
computing device.

The transmitter sub-x _|:.'.;'.e-'n.r and the receiver sub-system are collocated in the Accnsed

Instramentalities.

More specifically, the iPhone is a computing device that includes the transmitter sub-system and the

receivier sub-system.

R e e

|

Accused Instrumentalities

i
e
YR,
e
Fimaima
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(Ex. A, Apple Plaform Security, 31 9.)

ﬁh“.-'
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Claim 10

Accused Instrumentalities

10. A transmitter sub-
system for operating in a
system for providing
secure access to a
controlled item, wherein
the transmitter sub-system
comprises:

To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are
configured to use a system in accordance with this claim.

10a. a biometric sensor
configured to receiving a
biometric signal;

The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal.

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
{Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."

(Id.)

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(Id.)
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iClaim 10 [ Accused Illnlrllmwntnliti-;:m

The biometric sensor for Touch 1D 5 located below the hoame button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”
{htps-fappleinsider com/inside/touch-id)

ALK

| L -t sagwdhar ¢
Stankes Weed deteriam 1ing
Tomach: ILF sisried

Tacile vwitch

Biometric sensor 121

"Where 15 the Towch 11D sensor located?

The Touch I} sensor is bocated either in the home button or = on the iPad Air ($th genemtion) = i the top
button

{hitps:supportapple.comien-us™H T 201371 §

Ihe image sensor captures an 88-hy-88-pixel, 500 PP] raster scan:
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Claim 10 Accused Instrumentalities

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”

(Ex. C, i0S Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system') with an
image sensor.

"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user’s face. ™

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data 1s itself a mathematical representation of the user's face captured across a variety of poses.”
(Id.)
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Claim 10 Accused Instrumentalities

The camera svstem includes a biometric image sensor, namely a "CMOS imase” sensor from Sony, o
¥ B 3 = )
rll;‘rl"nlm facial hiﬂmﬂ I'ii."q"ii

=

{hitps://appleinsider. com/articles/1 TR/ inner-workings-of-apples-face-id-camera-detailed-in-
repodt )

" 10b. a controller | The Accused Tnstramentalivies include o fransmitfer controller configured fo epnif @ Secure gecess
configured o match the | signal comveying information dependent wpon said accessibility artribute.

biometric signal against

members of a database of

blometric signatures 1o

5K
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Claim 10 Accused Instrumentalities
thereby output an More specifically, the iPhone's System on Chip (SOC}), i.e. the Secure Enclave with its Secure Enclave

accessibility attribute; and | Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face 1D). *

(Id., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates”, for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, 108 Security white paper, at 7.)

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enroiled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)
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Claim 10 Accused Instrumentalities

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device.”
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine,
which is used to verify the match:

"Face 1D uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(/1d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device.”

(Id. at 23.)

When the Secure Enclave, or more precisely the Touch 1D or Face 1D subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone ts to be unlocked ("...
determine whether to unlock the device ...").
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Claim 10 Accused Instrumentalities

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(Id. at 19.)

"Uses for Touch 1D and Face 1D
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face 1D subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face 1D subsystems to unlock the device."”

(/d. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode.”
(/d. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face ID."

(Id. at 86.)
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Claim 1 Accused Insirumentalities

[he Touch 1D or Face 1D subsysiem within the Secure Enclave is the SBID shown below. SBIO is an
application that runs within the Secure Enclave on the SEP and is responsible for checking the maich
of biometric features. SB1O receives the corresponding biometric data from a biometric sensor, such as
the Touch 10 sensor, The random secret 15 stored in a memory ("o memory™ ) associated with the
SBIC and 15 cutput from the bio memory upon maitch, see step 3 inthe diagram below (73} upon
sucessiul match send random secret 1o SKS")

{Ex. B, Behind the Scenes wath 105 Secunty, at 34.)

| The ¢lass kevs are encrypled with o master key

[
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Accused Instrumentalitics

User Keybags

Sets of kevs generated [or each user 1o protect 1 :'.'il data at rest |
Keys wrapped by master key derived from user passcode and SEP UID

Alter 10 incorrect passcode entries, SEP will not process any further attempis

Different policy associated with each keybag key—Usage, availability

(fcd., at 25.) |

Ihe random secret is 1ssued 1o SKS. SKS 15 a Secure Key Service application which is located within
the Secure Enclave on the SEP and is responsible for decrypting class keys, The random secret
provided by SBICY is used to decrypt a masier key ("4} decrypt master key™ ). The master Key 15
concatenated with the UID of the SEP and thus class kevs are decrypled and added 1o the SKS keyring
("5) decrypt class keys, add to kevring”) for further use by the Secure Enclave, The decrypied class

kevs include, for example, the class key of class A

The Accused Instrimentalities include o frapsmiffer configured ro emil a secure aocess signal
conveying information dependent apon said accessibility aftribute.

For example, the Secure Enclave emits a signal with ephemerally re-encrypted file keys:

“sep)S can then use the ephemeral wrapping key 1o wrap file kevs lor vuse by the Applicaiion
Processor lile-system drver. When the Dle-system driver reads or writes a file, it sends the wrapped

key to the AES Engine.”
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vocosed Instrumentalitics

(Ex. A, Apple Platform Security, at 14.)

Al '.'.|.|.|"\-||q;-:| {ile LI.\.'\. I'|::|:||_i.5|||-_,_' oerurs inthe Secure Enclave: the file I‘.-\;:\. 15 MPEVET L|II'|.'L'|-:_'. |,"'-.|‘-|l-\.|.'|.|. Ly
the Application Processor. |...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back o the Application Processor.”

(faf, a1 85.)

| i -|!_'|1._|| wilh the .;51}:;_'||:-|;'.,1'||:-. Me=2mcry ||||_'|,| file |-,|,':-. % 15 4 secure -.iy|'|:|| because il comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encrypted. The emitted [ile keys are encrypted with the ephemeral key:

All '.'.|:|.|'\-|'|-_'-.| file L.._':q. "1;1:1:_!!|:|:._' gecirs i the Secure Enclave: the file L-_':; i5 never direct |_'. l."-.|‘-|l~.|;|.|. [[%]
the Application Processor, At stariup, the Secure Enclave negotiates an ephemeral key with the AES
Enginc. When the Secure Enclave unwraps a file’s kevs, they're rewrapped with the ephemeral key and
seml back o the Appheation Processor,”

(1)

Filesystem Data Protection

the user partition is encrypted using a unigue
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Claim 10 doecused Instrumentalitics

(Ex. B, Behind the Scenes with 105 Secunity, at 29.)

Filesystem Data Protection

(fed,, @t 200} |

The information transmitted by the emitted signal, i.c., the ephemenally re-encrypted file kevs, is
dependent on the availability anribute, i.e., the confirmation that a biometric “template match® exists
| This confirmation is signaled by the issuance of the random secret (cf. siep 3): Only if there 15 a
confirmation of the match and the random secret is 1ssued by the Touch D or Face 1D subsystem
within the Secure Enclave, i.e. SB10), the class key is available for re-encrypting the file keys,

|
| [he re-encrypted file keys are therefore information which 1s emitted depending on the fact that the
[ availability alinbute has been enutied
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Claim 10

Accused Instrumentalities

10d. wherein the
controller is further
configured to:

The Accused Instrumentalities include a controller that is configured to be used as set forth in
elements 10d1, 10d2, and 10d3 below.

10d1. receive a series of
entries of the biometric
signal, said series being
characterised according to
at least one of the number
of said entries and a
duration of each said

entry,

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
series of entries of the biometric signal, said series being characterized according to at least one of
the number of said entries and a duration of each said entry.

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
means for receiving a series of entries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely transmits it to the Secure Enclave.”

(Ex. A, Apple Platform Security, at 19.)

Touch ID

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(Id.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone.
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Claim 10 Accused Instrumentalities

Set up Touch ID
Before you can set up Touch 1D, you must first create a code for your device,* then follow these steps:
7. Make sure the Touch 1D sensor and your finger are clean and dry.
8. Tap Settings > Touch 1D & Code, and then enter your code.

9. Tap "Add fingerprint” and hold the device as you normally would when touching the Touch ID
Sensor.

10. Touch the Touch [ sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your Finger

Litt ardd rwst your Hinges on the Home
badton 2

11. Continue by raising and slowly lowering your finger over and over again, changing the position
of your finger just a tiny bit at a time.
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Claim 10 Accused Instrumentalities

12. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

{(https://support.apple.com/en-us/HT201371)

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation”).

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face 1D
scan while the user moves his head into different poses, a series of entries of the biometric signal
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results. Two such Face 1D scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face 1D on iPhone

1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front of your face and tap "Let's go".

4, Make sure your face is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performing the first Face 1D scan, tap "Next",

6. Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”
(https://support.apple.com/en-us/HT20810(9)

The biometric signature of a single face is thus determined by two successive Face 1D scans, each of which
receives a senes of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance” as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in
the same way as the first face.

69

ASSA ABLOY Ex. 1021 - Page 69
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 71 of 232

Claim 10 A Instrumentaliti

i
L
L
&
Herpuarm Wwrfsr o | son i i

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of each such entry.

Touch 1D

According to step 5 of the instructions  hitps://support.apple.com/en-us'HT201371, for the enrollment
of a single finger, the user has 1o repeatedly place the respective linger on the sensor and thus a number
of entries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
entrics must also be of a predetermined duration given to the user via the iPhone display. i.¢. the user's
finger must remain on the sensor for a predetermined duration for each entry of the biometric signal in
order 1o capture the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone and iPad.

Set up Touch ID

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Canc

Place Your Finger

Lt and rest your finger on thw Home
button repeaiay.

)
;P

A

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the
middle part as you did during the first scan.

{https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

Cance.

Place Your Finger

Lrit and e yout lingst on the Home
bulion repeatedly.

/Fﬁ'\\\
PN

P
\.///’

N

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https:/www.youtube.com/watch?v=xTZ2LALWZlg):
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Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entries, 1.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Face LD

I'he user moves his face in front of the camera to strike different poses, and the camera system with
image sensor conlinuously capiures a large number of biometnc entnes, e, here the 21 images with
depth information, in a row,

| "This enrolled facial data 15 isell a mathematical representation of the wser's face caplured Boross i
varety of poses,"”
| (Ex. A, Apple Platform Security, at 20.)

lhe sufficient duration of an entry for a pose, i.¢. an angular position of the head specified via the user
interface of the 1Phong, 15 indicated fo the user by the transformation of a gray hne into a green hine:

(Individual images taken from: hitps://support ;applu com/en-usHT208 10499
10d2. map said series into | The Accused Instrumentalities include a transmitter sub-system controffer configured ro map said
| AN IMSIrEciion; .1H|.| \[’.I‘i-i'_\. f-.l'.ln.l h J':fl.l'r‘rn'ﬂ-u.li,
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More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face 1D template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
1D template data."

(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(/d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enroliment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."”

(Id., at 19.)

Face ID

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.
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"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled

facial data is itself a mathematical representation of the user's face captured across a variety of poses.
(/d., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment

(Id., at 23.)

"

10d3. populate the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the | the database according to the instruction.

instruction, wherein the
controlled item is one of: a | More specifically, the Secure Enclave stores the biometric signature, 1.¢. the encrypted mathematical
locking mechanism of a representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage™:
physical access structure
or an electronic lock on an | "The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
electronic computing services on the Secure Enclave are used for revocation of data over events that mark anti-replay
device. boundaries including, but not limited to, the following:

* Adding or removing a Touch ID fingerprint or Face 1D face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(Id., at 19.)
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i laim 10

Accosed Instrumentalities

Touch 113

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template 10 compare against for fulure maiches...."
(1)

Face 1D

The following Face 11 data is saved, encrypted only for use by the Secure Enclave, during normal
operation:

* The mathematical representations of a user's face calculated during enrollment”,

(lel., al 23.)

More specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
Accused Instrumentalities are configured to provide secure access to the user’s home via Yale Smart
Locks when the user provides biometric signal 1o the Accused Instrumentalities via Touch 1D or Face
D

“When the “Secure Remote Access™ feature is turmed on, the app will use your phone's buili-in
| authentication tools to prompt fingerprint or facial recognition before you can unlock or leck your
F home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend
forit.”
(https:/fus. yalehome.com/en/vale-news/blog/latest-blog-posts/introducing-biometnic-verification-for-
i august-and-yale-locks1/)
|

T
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E Ot ﬁﬂ .{_'JH

Introducing Biometric Verification for August and Yale Locks

(hitps:/fus. yalehome.com/en/vale-news/hlog/latest-blog-posts/introducing-biometric-verification-for-
sugust-and-vale-locks1/)

ASSA ABLOY Ex. 1021 - Page 78
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 80 of 232

Claim 10 . Accused Instrumentalitics

{hitps:/fwww apple.com/shop/product/HP AR 2ZM Alvale-assure-lock-sl-touchscreen-deadbolt-hlack)

i)
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Accused Instrumentalities

11. A method for
providing secure access 10
a controlled lem ina
system comprising a
database of biometric
signatures, a transmittler
sub-system comprising a
biometric sensor
configured to receive a
biometric signal, and a
transmitter configured 1o
emit a secure access signal
capable of granting access
to the controlled item, and
a receiver sub-system
comprising a receiver sub-
system controller
configured to receive the
transmitted secure access
signal, and provide
conditional access to the
controlled item dependent
upon information in said
secure access signal, the
method comprising:

To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are

configured to use a method in accordance with this claim.

More specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
Accused Instrumentalities are configured 1o provide secure access to the user’s home via Yale Smarnt
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 1D or Face

In.

“When the “Secure Remote Access™ feature is wurned on, the app will use your phone’s built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend

for it.”

{htps:/fus.yalehome.com/en/yale-news/blog/latest-hlog-posts/introducing-biometric-verification- for-

august-and-yale-locks1/)

L1

ASSA ABLOY Ex. 1021 - Page 80

ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 82 of 232

Claim 11 voecused Instrumentalities

= Open Yale Q

Introducing Biometric Verification for August and Yale Locks

(https:fus. valehome.com/en/vale-news/blog/latest-blog-posis/iniroducing-biometric-verification-lor-
| august-and-vale-locks1/)
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Accused Instrumentalitics

( https:'www.apple.com/shop/product/HP AR 2ZM/ Alvale-assure-lock-sl-touchscreen-deadbolt-black)

The Accwsed Tnstruementalities are configured fo populate the database of bometric signafires as

sef feril v elemeenis lal, Plal, and Flad below.

H'I
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Iai 1 o Instrum lities

I lal. receiving a serics of | The Accused Instrumentalities are configured to populare the database of biometric signatures by:
entries of the biometric receiving a series of entries of the biometric signal.

signal;
More specilically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
means for receiving a series of entries of the biometric signal.

"Apple's biometrie security architecture relies on a strict separation of responsibilities between the
bicimetric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely trunsmits it to the Secure Enclave.”

(Ex. A, Apple Platform Security, at 19.)

Touch 1D

When a finger is placed on the biometnic sensor, the finger is scanned and the cormresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, 1t tiggers the advanced imaging array (o
sean the finger and sends the scan 1o the Secure Enclave.”
{Ex. A. Apple Platform Security, at 19.)

To enroll a fingerprint in the database, the iIPhone's lingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple imes, resulting in a series of
entries of such biometric signals.

Recerving a series of entries of the biometnic signal by repeatedly placing a finger on the Touch 1D
sensor will use Touch 1D on iPhone,

Set up Touch 11

Before vou can set up Touch 1D, you must first ereate a code for yvour device,® then follow these steps:
I, Make sure the Towch 113 sensor and your finger are clean and dry.
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2. Tap Settings > Touch ID & Code, and then enter your code.

Tap "Add fingerprint" and hold the device as you normally would when touching the Touch ID
Sensor.

4. Touch the Touch 1D sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your Finger

Lift and reat your fnger on the Home
bullan repsaedly.

5. Continue by raising and slowly lowering your finger over and over again, changing the position
of your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your
fingertip instead of the middle part as you would during the first scan.”

{https://support.apple.com/en-us/HT201371)
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Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face 1D

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation").

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(emphasis added)

(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face 1D
scan while the user moves his head into different poses, a series of entries of the biometric signal
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face ID on iPhone or iPad Pro - Apple Support
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Configure Face ID

Before configuring Face 1D, make sure that neither the TrueDepth camera nor your face are covered by
anything....

Follow the steps below to configure Face 10:

1. Tap Settings > Face 1D & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front of your face and tap "Let's go".

4, Make sure your face is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performing the first Face [D scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.
7. Tap "Done.”

(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face 1D scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance" as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 1/, a second face is registered by the iPhone in
the same way as the first face.
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2lalals

parprs bt o Dgcw K1 o

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of each such entry,

Touch 113

According to step 5 of the instructions hitps://support.apple.com/en-us/HT201 371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries in a row predetermined via the user guidance are capiured by the iPhone. Each one of the
entrics must also be of a predetermined duration given to the user via the iPhone display, i.e. the user's
finger must remain on the sensor for a predetermined duration for cach entry of the biometric signal in
order o caplure the biometne signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch 1D sensor
will use Touch 1D on iPhone.

Set up Touch ID

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

) Ly

Camw iy

Place Your Finger

LY and rest your finges on the Home
bution repestadly.

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normaliy
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the
middle part as you did during the first scan.

(https://support.apple.com/en-us/HT201371)

88

ASSA ABLOY Ex. 1021 - Page 88
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 90 of 232

Claim 11 Accused Instrumentalities

After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

Comee

Place Your Finger

Lih and rest your Hinger on the Home:
brutin: nepoladily.

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch 1D on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZIg):
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Claim 11

Accused Instromentalitics

Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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[he user moves his face in front of the camera @0 strike different poses, and the camera system with
image sensor continsously captures a large number of biometnic entries, i.e. here the 2D images with
depth information, in a row,

"This enrolled facial data is nsell a mathematical representation of the user's face caplured across a
variely of poses.”
(Ex. A, Apple Platform Security, at 20.)

[he sufficient duration of an entey for a pose, e an angular position of the head specified via the user
interface of the iPhone, is indicated 1o the user by the trunsformation of a gray line into a green line:

{ Individual images taken from: hitps://support.apple.com/en-us/HT208 109)

Ll

ASSA ABLOY Ex. 1021 - Page 91
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 93 of 232

Claim 11 Accused Instrumentalities

11a2. determining at least | The Accused instrumentalities are configured to populate the database of biometric signatures by:
one of the number of said | determining at least one of the number of said entries and a duration of each said entry.

entries and a duration of
each said entry; More specifically, as discussed above, both Face 1D and Touch ID require a specific number of entries
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific
number of entries have been input. Likewise, while not necessary for the claim, upon information and
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are
required to touch the home button with their finger several times for a certain duration. Similarly, the
users need to scan their face twice, and each scan requires the users to move their head in a circle for a
certain duration for Face ID.

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the
home button to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+
fingerprint+apple+touch+id+on+screentinstructions#id=1&vid=
156de65ae06ca453643009fcO0ea%cf79&action=click)

Touch ID: The user’s finger must remain on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you're asked to lift your finger.” “Continue to lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-au/HT201371)

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scans of the user’s face. Each scan asks users to move their
head slowly in a circle to register different angles of the user’s face.
(https://www.imore.com’how-set-face-id-iphone)
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Claim 11 Accused Instrumentalities

11a3. mapping said serics | The Accused Instrumentalities include a transmitter sub-system controller configured to map said
into an instruction; and series into an instruction.

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature {"Touch 1D and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data.”

(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave.”
(Id., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as

a template to compare against for future matches, but without any identity information.”
(Id., at 19.)

Face 1D
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Claim 11 Accused Instrumentalities

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled

facial data is itself a mathematical representation of the user's face captured across a variety of poses. *
{ld., at 20.)

"Face 1D data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face 1D data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment

(I1d., at 23.)
11a4. populating the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the | the database according to the instruction.

instruction;
More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage™:

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following;:

* Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

94

ASSA ABLOY Ex. 1021 - Page 94
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 96 of 232

Claim 11 Accused Instrumentalities

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(ld., at 19.)

Touch ID

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(1d.)

Face ID

The following Face 1D data is saved, encrypted only for use by the Secure Enclave, during normal
operation:

* The mathematical representations of a user's face calculated during enrollment".

({d., at 23.)

11b. receiving the The Accused Instrumentalities include a biometric sensor configured to receive the biometric signal.
biometric signal;
More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a carnera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."

95

ASSA ABLOY Ex. 1021 - Page 95
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 97 of 232

Claim 11 Accused Instrumentalitics

iFdd

"When the lingerprinit sensor detects the touch of a hnger, it triggers the advanced imaging armay (o
scan the linger and sends the scan o the Secure Enclave,”
(Fd )y

[he biomeiric sensor for Touch 10 s located below the home bution:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The

surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed undemneath the cover: A CMOS chip with small capacitors.” |
{hutps:/appleinsider.com/insidetouch-id)

()

| | | Lasee-Call apphiie
‘g sherd deteclaon jing
Tomach WD tervicn

Tactile vaditch

Birometric sensor 121

"Where 15 the Touch 11 sensor located?!

U
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Claim 11 Accused Instrumentalities

The Touch ID sensor is located either in the home button or - on the iPad Air (4th generation) - in the top
button.

(https://support.apple.com/en-us/HT201371)
The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ™

(Ex. C, i0OS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
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5 lities

used to create a sequence of 2D images and depth maps, which are digitally signed and sent 1o the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 21} images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation 10 the enrolled facial data. This enrolled
Facial data is nself a mathematical representation of the user's face captured across a variety of poses.”
(fd., at 20.)

The camera system includes a biometric image sensor, namely a "CMOS image” sensor from Sony, (o
rlorm [acial biometrics:

Ambdant ghl
[ Lot

| (hitps://appleinsider.com/articles/ | 7/09/09/inner-workings-of-apples-face-id-camera-detailed-in-
| report)
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Claim 11 Accused Instrumentalities
11c. matching the The Accused Instrumentalities include a transmitter controller configured to emit a secure access
biometric signal against signal conveying information dependent upon said accessibility attribute.

members of the database
of biometric signatures to | More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave
thereby output an Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
accessibility attribute; biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). ©

(Id.,at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch 1D sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, i0S Security white paper, at 7.)

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)
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Claim 11 Accused Instrumentalities

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine,
which is used to verify the match:

"Face 1D uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."

(id.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and

available only to the Secure Enclave. This data never leaves the device."”
(Id. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
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Claim 11 Accused Instrumentalities

Touch ID or Face ID subsystemn. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked ("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(Id. at 19.}

"Uses for Touch ID and Face 1D
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face 1D subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch 1D or Face [D subsystems to unlock the device."

(Id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode.”
(Id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require

101

ASSA ABLOY Ex. 1021 - Page 101
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 103 of 232

Claim 11 . Accused Instrumentalities

| Password setting is Immediately), the decrvpied class key 1s discarded, rendering all data in this |
[ elaxs inaceessible until the user enters the passeode again or unlocks (logs in (o} the device using
[ Towch LI or Face 11"

| {rd. at 8b.)

[he Touch I or Face 11 subsystem within the Secure Enclave is the SBIO shown below. SBID is an
| application that runs within the Secure Enclave on the SEI* and 1= responsible tor checking the maich
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as
[ the Towch 1D sensor. The random secrel is stored in a memory ("bio memaory™ ) associsted with the
: SBIO and is output from the bio memory upon match, see step 3 in the diagram below (3) upon
[ sucessful match send random secret 1o SKS"):

| (Ex. B, Behind the Scenes with 105 Security, at 34.)
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Claim 11 Accosed Instrumentalitios

[he class kevs are encrvpled with a master key

User Keybags

Sets of keys generated for each user to protect their data at rest
Kevs wrapped by master key derived from user passcod
After 10 incorrect passcode entries, SEP will not process any further attempts

Different policy associated with each keybag key—Usage, availability

(fed, at 25.)

The random secret is issued 10 SKS. SKS is a Secure Key Service application which is located within
the Secure Enclave on the SEP and is responsible [or decrypting class keys. The mndom secret
provided by SBIO is used 1o decrypt a master key ("4) decrypt master key” ). The master key 1s
concatenated with the ULD of the SEP and thus class keys are decrypted and added io the SKS keyring
("5) decrypt class keys, add to keyring®) for further use by the Sccure Enclave. The decrypled class

keys include, for example, the class key of class A

| 1d. emitting a secure The Accused Tnstrumentalities include a transmifter configured fo emil a secare access signal
| access signal conveying conveying information dependent apon said accessibility attribute.
| information dependent

upon satd accessibility For example, the Secure Enclave emits a signal with ephemerally re-encrypted file keys:

| attribute; and
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Claim 11 Accused Instrumentalities

“sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped
key to the AES Engine.”

(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."”

(Id. at 85.)

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key:

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and
sent back to the Application Processor."”

(Id.)
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Claim 11 Accused Instromentalitics

IFilesystem Data Protection

File blocks are encrypted using AES-XT5 with 128-bit keys

Each file on the user partition is encrypted using a unigue random b

(Ex. B, Behind the Scenes with i08 Security, at 29.)
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Claim 11 Accused Instrumentalitics

([, at 30

[he information transmitled by the emitted signal, e., the ephemerally re-encrypled file keys, is
dependent on the availability attribute, i.e., the confirmation that a biometric “remplate match” exists.
[his confirmation is signaled by the issuance of the random seeret (cfl step 3} Only if there is a
confirmation of the match and the random secret 15 155ued by the Touch 1LY or Face 11 subsystem
wilhin the Secure Enclave, ve. SBI0, the class key is available for re-encrvpling the file keys

he re-encrypled file Keys are therelore information which is emitied depending on the fact that the
availability attribute has been emitted

1EM
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Claim 11 J 5 ies

e ITES P o =

| Le. providing conditional | The Accused Instrumentalities are configured to provide conditional access to the controlled item
aceess o the controlled dependent upon said information, wherein the controlled item is one of: a locking mechanism of a
iem dependent upon said | physical access siructure or an electronic lock on an electronic computing device

information, wherein the
controlled item is one oft a | More specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
locking mechanism of a Accused Instrumentalities are configured to provide secure access to the user’s home via Yale Smart
physical access structure Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 11 or Face
or an ¢lectronic lock on an | 1L,

electronic computing
device. “When the “Secure Remote Access”™ feature is turned on, the app will use your phone's built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the ime you intend
for i.”

{hitps:/fus. yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-veri fication-for-
august-and-yale-locks1/)
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Accused Instrumentalities |
= Open Yale Q, ‘

Introducing Biometric Verification for August and Yale Locks

(hitps=/us. yvalehome.com/en/vale-news/blog/latesi-blog-posis/imroducing-bometne-vert fication-for-
august-and-vale-locks1/)

14

ASSA ABLOY Ex. 1021 - Page 108
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 110 of 232

Claim 11 .-"4.1:'1.‘I.I'H.'.;i|..EII."-.II.'IJI.I.li.'r-Iiil.ﬁ'i.l."'l-

(hitps:fwww apple.comishop product/ HP AR 2ZAM Advale-assure-lock-sl-touchscreen-deadbolt-black )
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Claim 12 Accused Instrumentalities

12. The method according | The Accused Instrumentalities are configured to enroll a biometric signature into the database of
to claim 11, wherein biometric signatures as set forth in elements 12a and 12b below.

populating the database of
biometric signatures
further comprises enrolling
a biometric signature into
the database of biometric
signatures, and wherein
enrolling the biometric
signature into the database
comprises:

12a. receiving a biometric | The Accused Instrumentalities include a biometric sensor configured to receive the biometric
signal; and signal.

More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch 1D sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices
faster and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."”

(Id.)

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
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Claim 12 Accused Instrumentalities

(/4]

The bicmetric sensor Tor Touch 1D s located below the home button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”
(https:/fappleinsider.com/inside/touch-id)

| Lt - daprhaiie ¢ i

Saaridigy, shevd D6 g o, 1o X

1 Fouch 1D e

Tachle wwaich

Biometric sensor 121

"Where 15 the Touch 11D sensor located?

The Touch 1D sensor is located either in the home button or - on the iPad Air (4th generation) - in the top
budton.

(hups:/suppon.apple.comben-us HTI01371)
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Claim 12 Accused Instrumentalities

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required
to reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”

(Ex. C, iO8S Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system™) with an
image sensor.

"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
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facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(d.. at 20.)

The camera system includes a biometric image sensor, namely a "CMOS image” sensor [rom Sony, to
srfiorm Tacial biometrics:

#0n . arircToemsd ght

{(hups=Vappleinsider.com/articles’1 7/090% inner-workings-of-apples-face-id-camera-detailed-in-

report )
12b. enrolling the The Accased instrumentalities are configured to enroll the biometric signal ax an administrator
hiometric signal as an signature in response fo the databaxe of biometric signatures being empiy.

administrator signature in
response to the database of | More specifically, upon information and belief, the iPhone allows the users 1o enroll their biometric
signature as an administrator when the user is setting up their first 105 device. The biometric
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“biometric p;iinj‘iﬁfl].rn being | signature enrolled upon the initial set up of the (08 device will be required 10 add additional
empty. lingerprinis or faces on the device.

Set up Face ID or Touch |ID and create a passcode

Cin same devices, vou can st up Fa or With these leajures, pwou can use lace

PRGN oF Pour fingerpeint (9 uniock your denvice and maks purgnases Tap Continue and
followy Ehe Instructions, of @ St Up Later 0 S=nings

Mealt, set & sik-digit passcode (o help protect your data, You need a passcode 1o use featires fike
Face 1D, Touch D, and Ag o 1T yoai'd ke & Tour-cigel passcodle, CUSITM PasSCcode, oF no
passcode lap “Passcode Oplians

Face D

T L RGP T SRS [T
CE e s o PR e e

Create a Passcode

w0 prosedey corsersend ol e
T, By e gy ae tace

Ty AP AR PRy TaEE
R T o D B A e A
LFe]

Iromwdly @ag [EEE e ai b
EaaEl B e

{(hips:'support.apple.com/en-us/HTI02033 }

114

ASSA ABLOY Ex. 1021 - Page 114
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 116 of 232

Claim 14 Accused Instrumentalities

14. A non-transitory The Accused Instrumentalities are non-transitory computer readable storage medium storing a
computer readable storage | computer program comprising instructions as set forth below.

medium storing a
computer program
comprising instructions,
which when executed by
processors causes the
processors to:

14a. receive a series of The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
entries of a biometric series of entries of the biometric signal.
signal;

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
means for receiving a series of entries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely transmits it to the Secure Enclave."

(Ex. A, Apple Platform Security, at 19.)

Touch ID

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(Id.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multipie times, resulting in a series of
entries of such biometric signals.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch 1D
sensor will use Touch 11D on iPhone.

Set up Towch 113
Before you can set up Touch [0, you must first create a code For your deviee,* then follow these sieps:
1 3. Make sure the Towch 1D sensor and your linger are clean and dey.
14, Tap Settings > Touch 1D & Code, and then enter your code,

15. Tap "Add fingerprint” and hold the device as you normally would when touching the Touch 1D
SCTESOT

16. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
vou feel a gquick vibration or are prompted 1o lill your finger

Place Your Finger

B S e W T T

o e e
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17. Continue by raising and slowly lowering your finger over and over again, changing the position
of your finger just a tiny bit at a time.

18. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation™).

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-spectfic random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Ex. A, Apple Platform Security, at 20.)
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Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face ID on iPhone

1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face [D".

3. Hold the device in portrait mode in front of your face and tap "Let's go".

4, Make sure your face is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performing the first Face ID scan, tap "Next". _

6. Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”
(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face 1D scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance” as shown in the figure below on
https://'www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in
the same way as the first face.
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alalalal

Plesard Fidow

Recuars Abemion o faew O C

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of each such entry.

Touch 11

According 1o step 5 of the instructions  https:supportapple.com/en-us/HT2003 71, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration given 1o the user via the iPhone display, i.e. the user's
finger must remain on the sensor for a predetermined duration for each entry of the biometric signal in
order 1o capiure the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone and iPad.

Set up Touch ID

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your Finger

L4t mnd rest your fmger on tha Homs:
buston repeatedty.

@\

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when untocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the
middle part as you did during the first scan.

(https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

Cance!

Place Your Finger

LitL andf rest your tngee-on the Home

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg):
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Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.

123

ASSA ABLOY Ex. 1021 - Page 122
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 124 of 232

Claim 14 . Accosed Instrumentalitios

I Face 1D

[he user moves lis face in front of the camera to strike different poses, and the camera system with
image sensor continuously captures a large number of biometric entries, Le here the 20 images with
depth information, 1 a row

“This enrolled facial data s itsell a mathemancal representation of the user's face captured across a
variety of poses.”
(Ex. A. Apple Platform Security, at 200.)

Mhe sulicient duration of an entry for a pose, i.e. an angular position of the head specified via the user
interface of the iPhone, is indicated to the user by the transformation of a gray line inlo a green line;

| (Individual images taken from: hitps://support.apple.com/en-us/H 1 Z05104)
| 4b. determine at least one | The Accused instrumentalities are nrrr_.l",l;iuh:‘nf to populate the database r.I'_f ‘biometric signatures by:
| of a number of said entries | defermining af feast one of the number of said entries and a duration of each said eniry.
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and a duration of each of
said entries; More specifically, as discussed above, both Face 1D and Touch ID require a specific number of entries
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific
number of entries have been input. Likewise, while not necessary for the claim, upon information and
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a
sufficient duration, Again, when setting up Touch ID in the Accused Instrumentalities, the users are
required to touch the home button with their finger several times for a certain duration. Similarly, the
users need to scan their face twice, and each scan requires the users to move their head in a circle for a
certain duration for Face ID.

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the
home button to record the fingerprint data.
{https://video.search.yahoo.com/yhs/search?fi=yhs-pty-pty _converter&hsimp=yhs-

pty converter&hspart=pty&p=registering+
fingerprint+apple+touch+id+on+screen+instructions#id=1&vid=
156de65aet6cad53643009fcOea%cf794&action=click)

Touch ID: The user’s finger must remain on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you're asked to lift your finger.” “Continue to lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-aw/HT201371)

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scans of the user’s face. Each scan asks users to move their
head slowly in a circle to register different angles of the user’s face.
(https://www.imore.com/how-set-face-id-iphone)

14¢. map said series into The Accused Instrumentalities include a transmitter sub-system controller configured to map said
an instruction; series into an instruction.
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More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data™).

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data.™

(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
({d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data” that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information.”

({d., at 19.)

Face ID

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face 1D scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.
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"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled

facial data is itself a mathematical representation of the user's face captured across a variety of poses. “
(Id., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face 1D data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment
(Id., at23.)
14d. populate a database The Accused Instrumentalities include a transmitter sub-system controller configured to populate
of biometric signatures the database according to the instruction.
according to the
instruction; More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical

representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage™:

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

» Adding or removing a Touch 1D fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(Id., at 19.)
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Touch ID

"During enroliment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Id.)

Face ID

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:

* The mathematical representations of a user's face calculated during enrollment”.

(/d., at 23.)

14e. receive the biometric | The Accused Instrumentalities include a biometric sensor configured to receive the biometric signal,
signal;
More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch 1D sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."

(Id.)

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
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()

Ihe biometric sensor Tor Touch 112 15 located below the home buon:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activales a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors,”

{hitps://appleinsider.com/insidetouch-id)

AR/K

|LI'|1‘" TR Sl (pyn

|‘:I-l"|-.-.'. whepd e o

Tiomachs M aervice

Tactile vaatch

Biometric sensor 121

I

| "Where is the Touch 1) sensor located?

The Touch 1D sensor is located either in the home button or - on the iPad Air (4th generation) - in the top
bution
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The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”

(Ex. C, iOS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ™

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
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mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itsell a mathematical representation of the user’s face captured across a vanety of poses.”
([, at 20.)

The camera system includes a biometric image sensor, namely a "CMOS image” sensor from Sony, 10
serform facial biometrics:

Ammbignt Fghf
PATTROT

{hutps:/fappleinsider.com/articles’1 709 0% inner-workings-of-apples- face-id-camera-detailed-in-
- | réport)

41, match the biometric The Aceased Tnstramerialities include o transmitter conteoller configured o emil o secure gocess
signal agminst members of | signal conveying information dependent upon said accessibility attribute,
the database of bometric
| sigmatures to thereby
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output an accessibility More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave
attribute; Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the

biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). *

({d., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor”) is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, i0S Security white paper, at 7.)

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)
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"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine,
which is used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(1d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device.”

({d. at 23.)

When the Secure Enclave, or more precisely the Touch 1D or Face 1D subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked ("...
determine whether to unlock the device ...").
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This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch 1D or Face 1D subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(Id. at 19.)

"Uses for Touch ID and Face [D
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch 1D or Face 1D subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a -
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(d. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode.”
(Id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face ID."

(Id. at 86.)
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Ihe Towch 15 oF Face 11D --.|||'|*~.:-. stem within the Secure Epclave is the SHIU) shown below, SBICY 15 an
application that runs within the Secure Enclave on the SEP and 15 responsible for checking the match
of biometric features. SBIO receives the comesponding biometric data from a biometric sensor, such as
the Touch 1D sensor, The random secret 15 stored in a memory ("hio memory™) associated with the
SBIO and is output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sipcessiil match send random secrel to SKS™)

(Ex. B, Behind the Scenes with 08 Secunity, at 34,)

Ihe class keys are encrypled with a master key:
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User Keybags

Sets of keys generated for each user to protect their data at rest

Keys wrapped by master key derived from user passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process any lurther attempts
Different policy associated with each keybag key—Usage, availability

(fd, at 25.)

he random secret is issued to SKS, 5K is a Secure Key Service application which is located within
the Secure Enclave on the SEP and 15 responsible for decrypting class Kevs, The random secrel
provided by SBIC 15 used (o decrvpt a master key ("4} decrypl master key” ). The master key 15
concatenated with the UID of the SEP and thus class Keys are decrypted and added 1o the SKS keyring
{"5) decrypt class kevs, add 1o keyring™) for further use by the Secure Enclave. The decrypled class

kevs include, for example, the class key of class A

The Accused Insirumentalities include a transmitter configured to emit a secure access signal

comveving information dependent upon said accessibility ariribere,
For example, the Secure Enclave emits a signal with ephemerally re-encrypled file keys
“gepl X5 can then use the ephemeral wrapping key to wrap file koys for use by the Apphcation

Processor file-system driver. When the file-system driver reads or writes a ile, it sends the wrapped
kev 1o the AES Engine.”

L
-
L=
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(Ex. A, Apple Platform .‘*-i:..llril_*.. at 4. b

"All wrapped lle key handling occurs in the Secure Enclave; the lile key 15 never directly exposed 1o
the Application Processor. [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back 1o the Application Processor.”

(fel. at B3.)

The signal with the ephemerally re-encrypled file keys is a secure signal because it comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encrypted, The emitted file keys are encrypted with the ephemeral key:

the Application Processor, At startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and
sent back 1o the Application Processor.”

|.|I:|I.|

|
"Al wrapped lile key handling occurs in the Secure Enclave; the file key 15 never direetly exposed to |
[

|
Filesystem Data Protection |

File blocks are enc Y[ ted using AES-XTS with 128-bit keys

Each hle on the user partition is encrypted using a unique random key choser
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(Ex. B, Behind the Scenes with iO8 Security, at 29.)

em Data Protection

{ fed., at 300}

The information transmitted by the emitted signal, 1.¢., the ephemerally re-cnerypted file keys, 15
dependent on the availability attribute, i.e., the confirmation that a homeiric "template match” exists
Fhis confirmation is signaled by the issuance of the random secret (ef. step 33 Only if there is a
confirmation of the match and the random secret is issued by the Touch 1D or Face 1D subsystem
within the Secure Enclave, i.e. SBIO, the class key is available for re-encryvpting the file keys

e re-encrypted file keys are therefore information which 15 emitted depending on the fact that the
avallability atinbute has been ematted,
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14h. provide conditional The Accused Instramentalities are configured to provide conditional access fo a controfled fem
access 10 a controlled item | dependent upon said information, wherein the controlled item ix one of: a locking mechanism of a
dependent upon said physical aceess siructiure or an electronic lock on an electronic computing device,

information, wherein the
controlled item is one of: a | More specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
locking mechanism of a Accused Instrumentalities are configured to provide secure access (o the user’s home via Yale Sman
physical access structure Locks when the user provides biometric signal 1o the Accused Instrumentalities via Touch 11 or Face
of an electronic tock oman | 11,

electronic computing
device. “When the “Secure Remote Access™ feature is turned on, the app will use your phone’s built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you 1o use your PIN
code). This further ensures that your door is only operated by the right people at the time vou intend
for 11"

{ hitps:/fus, yalehome.com/en/vale-newsblog/Tatest-blog-posts/introducing-biometric-venfication-for-
august-and-yale-locks1/)
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Claim 14 . Accused IIIFTTUIII[‘TI'HH.HI.';!-
— Open ﬁlﬂ '::"H

Introducing Biometric Verification for August and Yale Locks

(hups:us. valehome.comlen/vale-news/blog/latest-blog-posisiiniroducing-biometric-veri fication-for-
august-and-yale-locks1/)
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{hitps:fwww apple.comshop/ product/ HP AR 2ZM/ A vale-assure-lock-sl-touchscreen-deadbolt-black )
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15, A system for The Accused Instrumentalities are non-transitory compicter readable storage medinm storing o

providing secure gocess [0 | compuler program comprising instructions ax set forth below,
a controlled item, the
syslem comprising:
I 33, a memory comprizing | The Accused Instramemtalities include a memory comprising o database of biometric signaiures.
a databazse of bometric
signatures; More specilically, the iPhone allows multiple biometric signatures (o be entered into a database on the
iPhone:;

Touch 11

The iPhone allows the registration of multiple fingerprints:

(SRS R Y

=

Fig. from hitps://supportapple.com/en-us/HT201371 under Manage Touch 1D Settings. In the second
bullet, it literally says:
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"Register up to five fingerprints."

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/en-us/HT204587)

Face ID

The iPhone allows the registration of multiple faces:
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l'o register a face, the iPhone takes a senies of pictures of the user in different poses while circling his
head, This is revealed in detail in https:support.apple.comfen-usHT208 108 in the second scction
"Configure Face 1007, there also the higure shown above.

F'o regisier a second [ace, the iIPhone offers a corresponding option i its settings, I the user selects the !
option "Set up an alternative appearance” as shown in the figure below (from How To Add A Second
Face To Face 1D - Macworld UK ; https:www. macworld co.ukhow-tovsecond-face-1d-3303421/7, a
second face is registered by the iPhone in the same way as the first face

"Sel up Face 1D or add another face.

¢ Select "Settings” = "Face 1D & Code™ > "Configure alternate appearance™ if vou want 1o
configure another face tw be recognized by Face [D."

Labd
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{ hitpssupport.apple.com/de-de/guide/iphone/iphtd 16292 Ta/ios)

C oo Fatw W) & Pasaaamier

A A A

B igetan e Fasi El il

The page How To Add A Second Face To Face 1D - Macworld UK
{ hitps:Swww macworld co.ukhow-to/second- face-1d-3803421/) literally states:

"Face I is a fast and secure way to unlock your iPhone or iPad Pro, but you may not know that you
can actually set up more than one face 1o use the feature.
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This second face could belong to a loved one, enabling your partner or child to access your phone
without requiring your smiling mug to unlock it. ”

To store the biometric signatures ("template data") from the received biometric signals, the iPhone has
a System on Chip (SOC) called a Secure Enclave. A Secure Enclave Processor provides the Secure
Enclave with computing power:

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices”
(Ex. A, Apple Platform Security, at 7.)

"The Secure Enclave is a dedicated secure subsystem integrated into Apple systems on chip (SoCs)."
(Id.,at9.)

The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(Id., at 10.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D
and Face ID template data."
(/d.,at 19.)

The Secure Enclave has access to a memory assigned to it and accessible only to it:

Secure nonvolatile storage

“The Secure Enclave is equipped with a dedicated secure nonvolatile storage device.

The secure nonvolatile storage is connected to the Secure Enclave using a dedicated [2C bus, so that it
can only be accessed by the Secure Enclave.”

(Id., at 15.)

This memory serves as a database for storing the biometric signatures:
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Claim 15

Accused Instrumentalities

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

L]

) Adding or removing a Touch ID fingerprint or Face ID face".

(d., at 16.)

This database is shown in the figure from Apple Platform Secutiry reproduced below:

147

ASSA ABLOY Ex. 1021 - Page 146
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



[ Claim 15

Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 148 of 232

Aceused Instrumentalities

Pl
T | e 3
I [pa
S e, Wity ] S
Tk S m
L
[ Py — |
[ —— |

T rw M em o sy -_

The Tamare L laww | eecparw i

[Database 105
(Ex. A, Apple Platform Security, ai 9.)

| 5b. a transmitier sub-
SVSLEM COMPrising:

As set forth in elements 1561, 1562, and [5b3 below, the Accused Insirumentafities include a
Froassmiiifer subsysiem

I5b1. a biometric sensor
capable of receiving a
biometnic signal;

The Accused Instrumentalities include a biometric sensor configured to receive a biomerric signal.
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More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be uniocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and leams more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are tdentified with each use."”

(Id.)

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
({d.)

The biometric sensor for Touch ID is located below the home button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”
(https://appleinsider.com/inside/touch-id})
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Lt -t sppdane o1

Slaenes, shew et et gy

Touch 1D v

Tactibe veeach

Biometric sensor 121

"Where 15 the Touch 1D sensor located?

[ The Touch 1Y sensor 15 located enther in the home button or - on the 1Pad Air (4th generabion - in the top
buition

[ hitpsz! .-:u|1g'um..L|1p|;:.-.'n|11 en-us'H T 200471)

The image sensor capiures an 88-by=-BE-puxel, 500 PP raster scan:

"The 88-by-88-pixel, S00-ppi raster scan is temporanily stored in encrypted memory within the Secure
Enclave while being vecionized for analysis, and then it's discarded, The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
| reconstruct the user’s actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent 1o
Apple or backed up (o iCloud or iTunes, ™
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(Ex. C, i0S Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("FrueDepth camera system™) with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Id.)

The camera system includes a biometric image sensor, namely a "CMOS image" sensor from Sony, to
perform facial biometrics:
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Claim 15 Accused Instrumentalities

Aibrant Fohit

[hup:-.:ffpln:imi:lur.mnu‘:micIc:-a-"l T 0% inner-workings-of-apples-face-id-camera-detailed-in-
N:FHJI'I )

|
X
15b2. a transmitter sub- The Accused Instrumenialities include a transmiter coniroller configured to emit a secure access |
svstem controller capable | signal conveying information dependent upon said accessibifity attribute.
of matching the biometric |

signal against members of | More specifically, the iPhone’s System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave |
the database of biomelne Processor (SEP) or a Secure Neural Engine contained therein, 15 a means ( 103) to check a mateh of the

signatures 1o thereby biometric signal with ¢lements of the biometric signature database.
outpul an accessibility
attribute; and "Thee Secire Enclave 15 a system on chip (Sol”) that is included on all recent iPhone, ... devices™

(Ex. A, Apple Platform Secunity, at 7.)
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"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID}. *

(/d., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 1035, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodes 1s stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device.”
{https://support.apple.com/de-de/HT204587)
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For Face 1D, the Secure Enclave has a neural network protected by it, i.¢., a Secure Neural Engine,
which is used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."”

(d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only 1o the Secure Enclave. This data never leaves the device."

(/d. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBI1O.
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked ("...
determine whether to unlock the device ..."}.

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to uniock the device [...]."

(Id. at 19.)
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"Uses for Touch ID and Face 1D
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch 1D or Face 1D subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch 1D or Face ID subsystems to unlock the device."”

(Id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode."”
(Id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face ID."

(/d. at 86.)

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as
the Touch ID sensor. The random secret is stored in a memory ("bio memory") associated with the
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SBI0 and is output from the bio memory upon match, see step 3 i the diagram below ("3) upon
sucessiul match send random secret 1o SKS™):

(Ex. B, Behind the Scenes with 105 Security, at 34.)

The class keys are encrypred with a master key
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i T v
[ Claim 15 Swecosed Instrumentalities

User Keybags

of keys generated for each user to protect their data at resl
pped by master key derived from user passcode and SEP UID
CEDR

alfter 10 Iincomecl Dasscoi e enitrie i || will nol pProcess any furthier att

Different policy associated with each keybag key—Usage, availability

(fef, at 25.)

The random secret 15 Bsseed 1o SKS. SKS 5 a Secure Key Service application which is located within
the Secure Enclave on the SEFP and 15 responsible for decrypling class kKeyvs. The random secret
provided by SBIC is used to decrypl a master key (74) decrypl master key' ). The master key 15
concatenated with the UID of the SEP and thus class keys are decrypted and added to the SKS keyning
("5) deerypt class keys, add to keyring™) for further use by the Secure Enclave. The decrypled class
'.'1.I.':|-"| melude, foa -\."'...II'|'||‘-|.'I the class I‘il."':"- ol class A

[ 15b3. a transmitter The Accused Instrumentafities include a transmiver confignred to emit a secure occess signal

| capable of emitting a conveying information dependemt upon said aecessibilin: arribae,

SECUre access signal

conveying information For example, the Secure Enclave emils a signal with ephemerally re-encrypled fle keys:

dependent upon sand

accessibility attribute; and | “sepOS can then use the ephemeral wrapping ke to wrap hile keys for use by the Apphication

Processor file-system drver. When the file-system driver reads or writes a file, it sends the wrapped
| key to the AES Engine.”
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Claim 15 wecosed Instrumentalities
(Ex. A, Apple Platform Sccourity, at 14.)

Al 'L'-.r:\F1|'-,_'-:| lile L-\::\-. ||:||||'.'i|||::: occurs i the Secure Enclave: the file I-..-.'n. 15 FPEVET I.|.||'|.'I.||!- |_--._|'.|:--.|_-|,t 4]
the Application Processor, [...] When the Secure Enclave unwraps a lile's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor.”

(A, 2l B30

[he signal with the ephemerally re-encrypted file kevs is a secure signal because il comes from the
Secure Enclave and thus from a secure envirenment. Furthermore, the signal is secure because the
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key:

A werapped e kev handline oocurs in the Secure Enclave: the file kev 12 never directly exposed to
L ] . ) - I

the Appheation Processor. Al stariup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps a files keys, they're rewrapped with the ephemeral key and
sent back 1o the Apphication Processor,”

()

Filesystem Data Protection

partition is encrypted using a unique random key
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Claim 15 Accused Instrumentalities

(Ex. B, Behind the Scenes with 105 Securily, at 29.)

Filesystem Dat

{Fet., &t 300, )

Ihe information transmitied by the w;llllln.'-.l signal, 1.e., the ephemerally re-encrypied file kevs, is
dependent on the availability attribute, i.e., the confirmation that a biometric "template match™ exists.
his confirmation is signaled by the issuance of the random secret (cf. step 3): Only if there is a
confirmation of the ma |||_|,,|I mnd the random secret 15 19s0ed '|'l'. thee Touch 1LY or Face |12 '-.|||'l-'-. lem

within the Secure Enclave, i.e. SBIO, the class ke is available for re- -enerypling the file L-._H

e re-encrypted file keys are therefore information which is emitted depending on the fact that the

avatlability atinbute has been emitied

| 55
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Claim 15 Accosed Instrumentalities [

15, a receiver sub-system | As sef forth in elements 15cf and 15c2 below, the Accused Instrumentalities include a recetver sub-

| Comprising | Spshen. .
15¢]. a receiver sub- The Accused Instrumentalities include a receiver sub-system controlfer capable of: receiving the
5% stem controller ¢ .|.|‘-.|.|"||L' Frirs el SECEEe decess w'gnn.l'.
of: receiving the
transmitted secure access An application processor (1 18) with file system driver, which receives the ephemerally re-encrypted
sigmal; and file key. To read files from the NAND Flash storage, the apphication processor processes the received

signal by creating a read command with the ephemerally wrapped file key ("0 command with
l._'i'l|ll,'||||,'| ;u'|_'.- 5 |.||'|E'll.;n': file :-..;_1. "1 and sends 1t to the slorage ¢ airclber (108 { INANLY Flash controller
with AES engine). This read command provides the storage controller with all the information required

1o read and decrypt the encrypted file from the NAND fash storage:

iEx. B, Behind the Scenes with 105 Secunty, at si,)

| )
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Claim 15 Accused Insirumenialities

"sepOS can then use the ephemeral wrapping key 1o wrap file keys for use by the Application
Processor file-svstem driver. When the file-system driver reads or writes a file, it sends the
| wrapped key to the AES Engine, ™
| {Ex. A, Apple Platfiorm Security, ot 14.)

i "All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed o

| the Application Processor. [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor,”

) | (Fd., a1 85.)
| 5c2. providing | The Accused Instramentalities include a receiver sub-system configured to provide conditional
conditional access (o the l access to the controlled item dependent upon said information.

controlled item dependent
upon said information; Muore specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
Accused Instrumentalities are configured to provide secure access to the user’s home via Yale Smart
Locks when the user provides biometric signal 1o the Accused Instrumentalities via Touch 1D or Face
10,

|

| *“When the “Secure Remote Access™ feature is turned on, the app will use your phone’s built-in

i authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your

| home remotely (note: if your phone does not have these features, it will prompt you 1o use your PIN
code). This further ensures that vour door 15 only operated by the right people at the time you intend
for i.”

1' (https:/fus.valehome.com/en/vale-news/blog/Tatest-blog-posts/introducing-biometric-verification- for-

‘l august-and-yale-locks1/)

6l
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Claim 15 Accosed Instrumentalifies |

Dpen Yale Q

1l

Introducing Biometric Verification for August and Yale Locks

{ https://us.yalchome.com/en/yale-news/blog/Tatest-blog-posts/introducing-biometric-verification-for-
augusi-and-vale-locks1/)
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[ Claim 15 Accosed Instrumentalities

(httpsPwww apple.com/shop/productHP AR 2ZZM Advale-assure-lock-sl-touchscreen-deadboli-black )

|} . =.
| 5d. wheremn the The Accused Tnstramentalities include o fransmitter sub-sysiem coniroller that is configured fo be

(ransmitter suh-system wsed as set forth in elements 15d1, 1342, and 1543 below,
controller is further

-..':l_|‘.-.||1|-:.‘-.||'
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Claim 15 Accused Instrumentalities

15d1. receiving a series of | The Accused Insirumenialities include a transmeitter sub-system controffer confipured to receive a
entries of the biometric series af emtries of the biometric signal, said series being characterized according to af feast one of
signal, said series being the number of said entries and a duration of each said entry.

characterised according to
at least one of the number | More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the

ol said entres and a means for receiving a series of entries of the biometric signal.
duration of each sud
eniry; "Apple's biometric security architecture relics on a sinet separation of responsibilities between the

biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
caplures the biometric image and securely transmits it to the Secure Enclave.”
(Ex. A, Apple Platform Security, at 19.)

Touch 11

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the lingerpraint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.™
(1d.)

To enroll a ingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This 15 done multiple times, resulting in a series of

entrics of such biometric signals.

Receiving a senies of entries of the biometric signal by repeatedly placing a finger on the Touch 1D
sensor will use Touch 113 on iPhone.

Set up Toueh 11

b e aa s e i e e s T i
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Claim 15 Accused Instrumentalities

19. Make sure the Touch ID sensor and your finger are clean and dry.
20. Tap Settings > Touch ID & Code, and then enter your code.

21. Tap "Add fingerprint” and hold the device as you normally would when touching the Touch 1D
Sensor.

22. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your Finger

Lr and rrst yous finges on the Home
button recestedly.

iy
"

23. Continue by raising and slowly lowering your finger over and over again, changing the position
of your finger just a tiny bit at a time.

24. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)
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Claim 15 Accused Instrumentalities

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation”).

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal
results. Two such Face 1D scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face ID on iPhone
1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. ‘Tap on "Configure Face ID".
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Claim 15

Accused Instrumentalities

3. Hold the device in portrait mode in front of your face and tap “Let’s go™.

4. Make sure your face is inside the frame and slowly move your head until the circle shown ts
completed. If you can't move your head, tap on "Options for operating atds".

5. After performing the first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.
7. Tap "Done.”

(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the 1Phone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance” as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 1/, a second face is registered by the iPhone in
the same way as the first face.
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Claim 15 Accused Insirumenialities

alalala

oyt Faim K

taparm Minrfee, v Face idh il

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of each such entry.

Touch 11}

According to step 5 of the instructions https:/support.apple.com/en-us/HT201371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
af entries in a row predetermined via the user puidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration given to the user via the iPhone display, 1.¢. the user's
finger must remain on the sensor for a predetermined duration for cach entry of the biometric signal in
order to capture the biometric signal during this time.

i
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Claim 15 Accused Instrumentalities

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone and iPad.

Set up Touch ID

4, Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Pilace Your Finger

Litt and rast your finger on the Home

bution impsstedly.

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the
middle part as you did during the first scan.

(https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

- -
Carcel

Place Your Finger
Lot wadh rieit youwr FiNQat on thar Hoeve

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg):
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Claim 15

Accused Instrumentalities

Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respectivie duration are specified by the iPhone via the user guidance.
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Claim 15 Accused Insirumentalities

i Face 11D

Ihe user moves his face in front of the camera to sinke different poses, and the camera system with |
image sensor continuously captures a large number of biometric entries, i.e. here the 2D images with
depth information, im a row

"This enrolled facial data is iself a mathematical representation of the user’s face caplured across a
varety of poses.”
(Ex. A, Apple Platform Security, at 240,)

I suificient duration of an entry for a pose, 1.e. an angular position of the head specified via the user |
interface of the iPhone, is indicated to the user by the transformation of a gray line into a green line:

{ Individual images taken from: hitps://supporL.apple.com/en-us/HT208 1 09)

15d2. mapping said series | The Accused Instrameenralivies include @ transmitter sub-system controller configured fo map sald
[ into an instruction; and | series info an instruciion.
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Claim 15 Accused Instrumentalities

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, atter receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch 1D and
Face 1D template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrotlment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D and Face
ID template data.”

{Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(Id.,at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."

(ld., at 19.)

Face ID

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.
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Claim 15 Accused Instrumentalities

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.
(Id., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment

(ld., at 23.)
15d3. populating the data | The Accused Instrumentalities include a transmitter sub-system controller configured to populate
base according to the the database according to the instruction.

instruction,
More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage":

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

L]

* Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D
and Face ID template data."
(Id., at 19.)

174

ASSA ABLOY Ex. 1021 - Page 173
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 175 of 232

Claim 15 Accused Instrumentalities

Touch 113

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches....”
(fd.)

Face 1D

The following Face [D daia is saved, encrypied only for use by the Secure Enclave, during nommal
aperation:

* The mathematical representations of a user's face calculated during enrollment”.

(fd., at 23.)

wherein the controlled The Accused Instrumentalities are configured to provide access to the controlled item, wherein the
item is one of® a locking controfled item is one oft a lecking mechanism of a physicel gecess stricture or an electronic lock
mechamsm of a physical | on an electronic computing device.

necess shruciung or an

electronic lock on an More specifically, the conirolled item is a locking mechanism of the door lock of the user’s home. The

electronic computing Accused Instrumentalities are configured to provide secure access to the user’s home via Yale Smart

device. Locks when the user provides biometric signal 1o the Accused Instrumentalities via Touch 1D or Face
1.

*When the “Secure Remote Access™ feature is tumed on, the app will use your phone’s buili-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend
for ™

| (https://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-veri fication-for-
| august-and-yale-locks1/)

|
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a 5 Ao i
Claim 15 Secused Instrumentalities
—— X -
= Open Yale

Introducing Biometric Verification for August and Yale Locks

(https://us.yalchome.com/en/yale-news/blog/latest-hlog-posts/introducing-biometric-verification-for-
august-and-yale-locks1/)
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{laim 15 Avccosed Instrumentalities

(https://www._apple.com/shop/product/HPAR2ZM/ Alvale-assure-lock-sl-touchscreen-deadboli-black)
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16. A transmitter sub- To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities include a
system for operating ina | transmitter sub-system for operating in a system for providing secure access to a controlled item in
system for providing accordance with this claim.

secure access to a
controlled item, wherein
the transmitter sub-system

comprises:

16a. a biometric sensor The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal.
capable of receiving a

biometric signal, More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face

(Touch ID and/or Face 1D), namely a Touch 1D sensor and a camera system with image sensor,
respectively.

Touch 1D

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint.”
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use.”

(ld.)

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to

scan the finger and sends the scan to the Secure Enclave.”
(Id.)

The biometric sensor for Touch ID is located below the home button:
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Accosed Instrumenialifics
|

"The Home button is a stack of different materials, capped with a sapphire erystal lens. The
| surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a

capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”
{hitps/fappleinsider. com/insidetouch-id)

‘ T e e ep——

1 S mirees e et reey

Touch I senison

Tl swsich

Biomeine sensor 121

| ¥ 'y
"Where 15 the Touch 1D sensor located
1
[ The Touch 1D sensor is located erther in the home button or - on the iIfad Aar (4th generation) - in the top
buiton.
{ hiips:/suppor.apple.comven-us HT 200371 )

Ihe image sensor captures an 88-by-88-pixel, 500 PPl raster scan:

"The BR-by-B8-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
| Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
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ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”

(Ex. C, i0S Security white paper, at 8.)

Face 1D

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Id.)
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The camera system includes a biometric image sensor, namely a "CMOS image™ sensor from Sony, to
perform facial biometrics:

Actlve allgrment

i https:/fappleinsider.com/articles/ 1 709 0% inner-workings-of-apples-face-id-camera-detailed-in-
report )

| 6b. a controller l..'apahh:_ The Accused Instrumentalities include a transmitter controfler configured to emif a secure access
of matching the hiometric | signal conveying information dependent upon said accessibifity attrifbute.
signal against members of

a database of biometric More specifically, the iPhone's System on Chip (S0C), i.e. the Secure Enclave with its Secure Enclave
signatures Lo thereby Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
output an accessibility biometric signal with elements of the biometrie signature database.

attribute; and
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"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). *

(/d., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates”, for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining 1f there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, iO8 Security white paper, at 7.)

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device.”

182

ASSA ABLOY Ex. 1021 - Page 181
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 183 of 232

Claim 16 Accused Instrumentalities

(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engirie,
which is used to verify the match:

"Face 1D uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."”
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”

(Id.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face 1D data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."

(Id. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked ("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:
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"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(Id. at 19.)

"Uses for Touch ID and Face ID
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face 1D enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(Id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode.”
(Id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Password setting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face ID."”

(Id. at 86.)

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
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of biometric features, SBIO receives the cormesponding biometric data from a biometric sensor, such as
the Touch 1D sensor. The random secret 15 stored i@ memory {bo memory” ) associated withi the
SBIO and is output from the bio memory upon maitch, see step 3 in the diagram below ("3) upon
sucesslul mateh send random secret 1o SKS")

(Ex. B, Behind the Scenes with 108 Securnty, at 34.)

[ The class keys are encrypted with a master key
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User Keybags

el 1 I- S ||"'.r|!'r.|-rl."|i |I':r B3 i. Liser o F:-rl et I.I:.ir
Keys wrapped by master key derived from user p
Alter 10 incorrect passcode entries, SEP will not process any further attempts

Different !;-l":|i: S ated with each kevbaqg key—Usage, availability

g W
|..|Illl.. Al £3.])

[he random secret is 1ssued to SKS. 5KS is a Secure Key Service application which is located within
the Secure Enclave on the SEP and is responsible for decrypling class kevs. The random secret
provided by SBIO is used to decrypt a master key {"4) decrypt master key"). The master key is
concatenated with the UILY of the SEP and thus class kevs arc decrypied and added to the SKS keyning
l;"_i}-.‘ln'l:-.pl class '-.l;_'.--_ add 1o k;':-.llll:.'_"l for further use |'|_'. the Secure Enclave. The .,||,'|;|:.|'|‘.q|| class
kevs include, for example, the class key ol class A.

| e, a trunsmatter capable | The Accused Instromentalities include @ fransmitier configared (o emid a secure accesy sigmal

of emilling a secure access | conveying information dependent upon said accexsibility artribure.

\.l:_,;l'|.|| SO q,':-. |I'|-._'_ ‘\.illil

ImiormEtion |,||,'|‘5q._'||d|;r'|l For q;'-..|||'||'||q.', the Secure Enclave emils i w.i!_'rn;-;| with -;|'-||-;|||-\,'|.|||:. (L ._'||.,|:-.|'|'|.:;,| file Keys

upon said accessibility

attribute; “sep0S can then use the ephemeral wrapping key to wrap file keys for use by the Application

Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped
| Ln;_-. to the AES | IlEll'u._' i3

| ¥is
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(EX. A, Apple Plattorm Sccurnity, at 14.)

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed 10
the Application Processor, [...] When the Secure Enclave unwraps a file's keys, they're rewrapped wath
the ephemeral key and sent back 1o the Apphication Processor,”

(T, at B5.)

Ihe signal with the ephemerally re-enerypted Hle keys 15 a secure signal because it comes from the
secure Enclave and thus from a secure environment. Furthermore, the signal 15 secure because the

transmitted information 15 encrypied. The emitted file keys are encrypled with the ephemeral key

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed o
the Apphication Processor, Al startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps a file’s kevs, they're rewrapped with the ephemeral key and
senl back to the Application Processor.”

{Fed.)

Filesystem Data Protection |

DloCks are encryplted using AES-X 15 with 128-bit keys

Each file on the user partiton 1s encrypted using a unigue random kev chosen by S

ASSA ABLOY Ex. 1021 - Page 186
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 188 of 232

Claim 16 Accosed Instrumentalities

(Ex. B, Behind the Scencs with 105 Secuniy, at 29.)

(fed., al 3000

e imformation transmatied |l_'. the emiited 'h.l'__'||.||. e the |,'|'-||-;|||u|:|||:-. |f--,'||._|:-.|l[n,! file L,-,':n. T
dependent on the availability attribute, i.e., the confirmation that a biometric "template match™ exists.
his confirmation is signaled by the issuance of the random secret (cf. step 3): Only if there is a
confirmation of the match and the random secret 15 1sswed |'|_-.. the Touch 1LY or Face 11 '-Ill'l\-:-."'.ll.\_'l'l'l

withim the Secure Enclave, e SBIO, the class kev s available for me encrypling thie file kevs

e re-encrypted file keys are therefore information which is emitted depending on the fact that the
availability atiribute has been emitied

1 M
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16d. wherein the The Accused Instrumentalities include a controller that has capabilities as set forth in elements
controller is further 16d1, 16d2, and 16d3 below.
capable of
16d1. receiving a series of | The Accused Instrumentalities include a transmitter sub-system controlfler configured to receive a
entries of the biometric series of entries of the biometric signal, said series being characterized according to at least one of
signal, said series being the number of said entries and a duration of each said entry.

characterised according to
at least one of the number | More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the

of said entries and a means for receiving a series of entries of the biometric signal.
duration of each said
entry; "Apple's biometric security architecture relies on a strict separation of responsibilities between the

biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely transmits it to the Secure Enclave."
(Ex. A, Apple Platform Security, at 19.)

Touch ID

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(Id.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone.
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St up Touch 10D
Before you can set up Touch 11, you must first create a code for vour device,® then follow these steps:
25, Make sure the Touch 11 sensor and your Iillgl._'r are clean and diry
26. Tap Settings = Touch 113 & Code, and then enter your code.
27, Tap “Add tingerprint”™ and kold the device as you normally would when touching the Touch 113
SETISOT.
28, Touch the Touch 11 sensor with one finger, but do ot press, Keep vour finger on the button until
you feel a quick vibration or are prompted 1o Lift your finger

Mace Your Finger

i e e
[AE———

29, Continue by raising and slowly lowering yvour finger over and over again, changing the position

of vour finger just a tiny bit at a time

1540
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30. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation”).

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared tmage. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal

191

ASSA ABLOY Ex. 1021 - Page 190
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 192 of 232

Claim 16 Accused Instrumentalities

results. Two such Face 1D scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face ID on iPhone

1. Tap Settings > Face 1D & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front of your face and tap "Let's go”.

4. Make sure your face is inside the frame and slowly move your head until the circle shown is
completed. I you can't move your head, tap on "Options for operating aids".

5. After performing the first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”
(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance"” as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 1/, a second face is registered by the iPhone in
the same way as the first face.
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AR R

Bt P

Srpass st b Face K1 i

The series of entries of the biometric signal 15 wdentified on the iPhone by both the number and
duration of each such entry.

| Touch 1D

| According to step 5 of the instructions  hitps:/‘support.apple.com/en-us/HT201371, Tor the enrollment
1 of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
| of entries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration given to the user via the 1Phone display, 1.e. the user's
finger must remain on the sensor for a predetermined duration for cach entry of the biometric signal in
order to capture the biometric signal during this time.
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Accused Instrumentalitics

Receiving a seres of entries of the biometnic siegnal by repeatedly placing a finger on the Touch 11 sensor

will use Touch 11 om 1Phone and 1Pad.

Set up Touch 1D

4 Touch the Touch 1D sensor with one finger, but do not press. Keep vour finger on the button until

wor Teel a quick vibration or are prompied 1o LR vour limger.

5. Continue by raising and slowly lowering vour finger over and over again, changing the position of
| your finger just a tiny bit at a time.

L The next sereen will ask yvou o change vour finger position. Hold your device as you normally
wiould when unlocking it Towch the Towch 1D sensor with the outer edges of vour lingentip instead of the

| middle part as you did during the first scan.

| : e |
{https://suppor.apple.com/en-us HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

avAN o =

Came

Place Your Finger

Litt andi rest your finger o the Home
ution Mepaatedty.

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a prompt to the user to lift the finger. The user then lifis the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2ZLALWZIg):
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| Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.

|5

ASSA ABLOY Ex. 1021 - Page 195
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 197 of 232

Claim 16 Accused Instrumentalities

Face 1D

[he user moves his face in front of the camera o strike different poses, and the camera system with
image sensor continuously captures a large number of biometric entries, i.e. here the 2D images with
depth information, in a row

"This enrolled facial data 15 sell a mathematical representation of the user's face caplured across a
variety of poses.”
(Ex. A, Apple Platform Sccurity, at 20, )

lhe sulMictent duration of an entry for a pose, e an angular position of the head specified via the user
interface of the iPhone, is indicated o the user by the transformation of a gray line into a green line

: ; I
{ Individual images taken from: hips:support.apple.com/en-us/HT208109) ]

16d2, mapping said senies | The Aocused Insirumentalities include o fransmitter sub-sysfem condroller configured o map said
into an instruction; and | series info an instruction. |
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More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature {"Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D and Face
ID template data."

(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave.”
({d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enroliment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."

(/d., at 19.)

Face ID

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.
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"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses. **
(Id., at 20.)

"Face 1D data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment

({d., at 23.)
16d3. populating the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the | the database according to the instruction.

instruction,
More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage":

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

* Adding or removing a Touch 1D fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D
and Face ID template data.”
{/d.,at 19.)
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Claim 16

| Accused Instrumentalities

| Touch 1D

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches.,..”
il

Face 11D

The following Face [D data is saved, encrypted only for use by the Secure Enclave, during normal
operation:

* The mathematical representations of a user's face calculated during enrollment™,

(fd.. a1 23.)

whierein the controlled
item is one of; a locking
mechanism of a physical
BCCess structure or an
electronie Iock on an
electronic computing
device,

The Accused Instrumenialities include a controller capable af: populating the darabase aceording to
the instraction, wherein the conirofled item is one of: a locking mechanism of a physical access
stricture or an ¢lectronic lock on an electronic compating device,

More specifically, the controlled item is a locking mechanism of the door lock of the user’s home. The
Accused Instrumentalities are configured to provide secure access to the user’s home via Yale Sman

| Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 11 or Face

| ID.

1

| *“When the “Secure Remote Access™ feature is turned on, the app will use vour phone’s built-in

| authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your

- home remotely (note: if your phone does not have these features, it will prompt you 1o use your PIN
| code). This further ensures that your door is only operated by the right people at the time you intend
{ fori”

| hitps://us.yalehome.com/en/yale-news/blog/latest-blog-posis/mtroducing-biometric-verification-for-
i august-and-vale-locks1/
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= Open Yale Q,

Introducing Biometric Verification for August and Yale Locks

hitps:/fus. yvalehome com/en/vale-newshlog Tatest-blog-postsfintroducing-biometric-verificaton=for
gugust-and-yale-locks|
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hitps:www.apple.com/shop/product/ HP AR2ZM/ Alvale-assure-lock-sl-touchsereen-deadboli-hlack
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Aceused Instrumentaliiies

17. A method for
providing secure access to
g controlled iem ina
SVELEM comprising a
database of biometric
signatures, i transmitter
sub-system comprising a
hiometric sensor capable
of receiving a biometric
signal, and a transmitter
capable of emitting a
secure acoess signal
capable of granting access
to the controlled item, and
a receiver sub-system
comprising a receiver sub-
system controller capable
of receiving the
transmitied secure agcess
signal, and providing
conditional access to the
controlled item dependent
upon information in said
sgeure acoess signal, the

method comprising:

To the extent that the preambie is deemed to be a limitation, the Accused Instrumentalities are

configured to use a method in accordance with this claim.

More specifically, the controlled item is a locking mechanism of the door lock of the user’s home, The
Accused Instrumentalities are conligured to provide secure access 1o the user’s home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 1D or Face

0.

“When the “Secure Remote Access™ feature is turned on, the app will use your phone’s built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your door is only operated by the right people at the time you intend

for it.”

(hitps://us. yalehome.com/en/yale-news/blog/latest-blog- posts/introducing-biometric-verification-for-

august-and-vale-locks1/)
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E Ligien m el

Introducing Biometric Verification for August and Yale Locks

(https:ffus, yalehome.com/en/vale-news/blog/latest-blog-posts/introducing-biometric-verification=for-
august-and-vale-locks1/)
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{ hitps:/fwww.apple.com/shop/ product/HP A R2ZZM/ A vale-assure-lock-sl-touchscreen-deadbolt-black )

| Ta. populating the e Accused Instrumentalities are configured to populate the database of biometric signafures as
database of Mometric st forth i efemvents |7al vo I 7ad below,

| signatures by
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17al. receiving a series of | The Accused Instrumentalities are configured to populate the database of biometric signatures by:
entries of the biometric receiving a series of entries of the biometric signal,

signal;
More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
means for receiving a series of entries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilitics between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely transmits it to the Secure Enclave.”

(Ex. A, Apple Platform Security, at 19.)

Touch ID

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”

(Ex. A, Apple Platform Security, at 19.)

To enroll a fingerprint in the database, the 1Phone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone and iPad here - Apple Support ; https://support.apple.com/en-
us/HT201371

literally described as follows:

Set up Touch ID
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Before you can set up Touch 1D, you must first create a code for your device,* then follow these steps:
1. Make sure the Touch ID sensor and your finger are clean and dry.

2. Tap Settings > Touch 1D & Code, and then enter your code.

3. Tap "Add fingerprint" and hold the device as you normally would when touching the Touch [D
SENsor.

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Carwe

Place Your Finger

Ll and rest your finger on e Horme
bution repestedly.

=
/;"-\\\
|
H

)N
e

e

5. Continue by raising and slowly lowering your finger over and over again, changing the position
of your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”
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Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation™).

" After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face 1D
scan while the user moves his head into different poses, a series of entries of the biometric signal
results. Two such Face 1D scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Under Using Face ID on iPhone or iPad Pro - Apple Support; https://support.apple.com/en-
us/HT208109, the creation of a set of entries is described as follows:

208

ASSA ABLOY Ex. 1021 - Page 207
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 209 of 232

Claim 17 Accused Instrumentalities

Configure Face ID

Before configuring Face 1D, make sure that neither the TrueDepth camera nor your face are covered by
anything....

Follow the steps below to configure Face ID:

1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front of your face and tap "Let's go".

4. Make sure your face is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performing the first Face ID scan, tap "Next".
6. Again, slowly describe a circle with your head until it is completed.
1. Tap "Done.”

The biometric signature of a single face is thus determined by two successive Face [D scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance" as shown in the figure below on
hitps://www.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhone in
the same way as the first face.
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alalalal

Bt w1

Vs A bardaon Tor Lace i) il

The series of entries of the biometnc signal is identified on the iPhone by both the number and
duration of each such entry.

Touch 113

According 1o step 5 of the instructions hitps:{/support.apple.com/en-us'HT201371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration given to the user via the iPhone display, i.e. the user's
finger must remain on the sensor for a predetermined duration for each entry of the iometric signal in
order to capture the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone and iPad here - Apple Support (https:/support.apple.com/en-us/HT201371)

literally described as follows:

Set up Touch ID

4. Touch the Touch 1D sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your Finger

Lift and rest your hingar an the Home
BRTON rapaLaly.

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip instead of the
middle part as you did during the first scan.

211

ASSA ABLOY Ex. 1021 - Page 210
ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.
IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 212 of 232

Claim 17 Accused Instrumentalities

After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along some of the papillary bars until the capture of the biometric entry in question is
complete:

Cange.

Place Your Finger

Litt i rasit your Tinger o0 L Hotre
bution repealecdly.

When the required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duratton for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhone or iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZlg):
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Follow the prompts
on your device

Follow the prompts
on your device

Both the number of entrics, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Face L1) |

Ihe user moves his face in front of the camiera to strike different poses, and the camera system with
image sensor continuously captures a large number of hiometnc entries, i.e. here the 2D images with

depth information, in a row.

"Thizs enrolled facial data is inself a mathematical representation of the user's face caplured across a
variety of poses.”
(Ex. A, Apple Platform Securnity, at 200.)

e sufficient duration of an entry for a pose, i.c. an angular position of the head specified via the user
interface of the iPhone, is indicated 1o the user by the transformation of a gray line into a green line

{Individual images taken from: hitps:/support.apple.com/en-us/HT2081 09} ——

=
e
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17a2. determining at least | The Accused instrumentalities are configured to populate the database of biometric signatures by:
one of the number of said | determining at least one of the number of said entries and a duration of each said entry.

entries and a duration of
each said entry; More specifically, as discussed above, both Face ID and Touch ID require a specific number of entries
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific
number of entries have been input. Likewise, while not necessary for the claim, upon information and
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are
required to touch the home buiton with their finger several times for a certain duration. Similarly, the
users need to scan their face twice, and each scan requires the users to move their head in a circle for a
certain duration for Face ID.

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the
home button to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?{r=yhs-pty-pty_ converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+
fingerprint+apple+touch+id-+on+tscreen+instructions#id=1&vid=
156de65ae06cad53643009fcO0ea9cf79&action=click)

Touch ID: The user’s finger must remain on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you're asked to lift your finger.” “Continue to lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-au/HT201371)

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scans of the user’s face. Each scan asks users to move their
head slowly in a circle to register different angles of the user’s face.
(https://www.imore.com/how-set-face-id-iphone)
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17a3. mapping said series | The Accused Instrumentalities include a transmitter sub-system controller configured to map said
into an instruction; and series into an instruction.

More specifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
1D template data."

(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(Id., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enroliment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."

(/d., at 19.)

Face ID
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The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses. “
(Id., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:

. The mathematical representations of a user's face calculated during enrollment

(Ild.,at23)
17a4. populating the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the | the database according to the instruction.

instruction;
More specifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage™

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

* Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)
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"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data.”
(d., at 19.)

Touch ID

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(1d.)

Face ID

The following Face 1D data is saved, encrypted only for use by the Secure Enclave, during normal
operation:

* The mathematical representations of a user's face calculated during enrollment".

(ld., at 23.)

17b. receiving the The Accused Instrumentalities are configured to receive the biometric signal.
biometric signal;
More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch 1D

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint.”
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use.”
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Claim 17

Accosed Instrumentalitics

"When the fingerprint sensor detects the touch of a finger, it riggers the advanced imaging array (o
{ scan the finger and sends the scan to the Secure Enclave.”

. ()

(fal)

e biometric sensor for Touch 1D is located below the home button:

“The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrcunding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”
{hitps://appleinsider. comyinside/Touch-id) I

A4/p

| Latr 1o sagerere (1
Sy lem deferTion 1103 |
Temich I vy

Tacnile swech

Biometric sensor 121

“Where is the Touch 11D sensor located?
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The Touch ID sensor is located either in the home button or - on the iPad Air (4th generation) - in the top
button.

(https://support.apple.com/en-us/HT201371)
The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”

(Ex. C, i0S Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”

(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is
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used to ereate a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 20 images and depth map captures, and projects a device-specific random patiern. A
portion of the Secure Neural Engine-profected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation 1o the enrolled facial data, This enrolled

facial dota is itsellf a mathematical representation of the user's face captured across a variety of poses.”
I (e, at 20.)

The camera system includes a biometric image sensor, namely a "CMOS image” sensor from Sony, to
form facial biomelrics:

| thitps://appleinsider.com/anticles/1 7/09/0% inner-workings-of-apples-face-id-camera-detailed-in-
| report)
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17¢. matching the The Accused Instrumentalities include a transmitter controller configured to emit a secure access
biometric signal against signal conveying information dependent upon said accessibility attribute.

members of the database
of biometric signatures to | More specifically, the iPhone's System on Chip (SOC), i.c. the Secure Enclave with its Secure Enclave
thereby output an Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
accessibility attribute; biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face 1D).

(Id.,at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates”, for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch D sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, 108 Security white paper, at 7.)

"During enroliment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)
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"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine,
which is used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networks trained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."”

(ld. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
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Touch ID or Face ID subsystem. This Touch [D or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone is to be unlocked ("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(ld. at 19.)

"Uses for Touch ID and Face ID
Unlocking a device or user account
[...] keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face 1D enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch 1D or Face ID subsystems to unlock the device.”

(Id. at 24.)

"The class key 1s protected with the hardware UID and, for some classes, the user's passcode."”
(/d. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
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Password sctting 15 Immediately ), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or wnlecks (logs in o) the deviee using

Faweh 1Y or Face 11"

[t al B}

lhe Towuch 10D or Face 11D subsysiem within the Secure Enclave 15 the SBI0 shown below, SBIC 15 an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
of biometric features, SBIO receives the comresponding biometnc data from a biometric sensor, such as |
the Touch 1D sensor, The random secret is stored in a memory ("bio memory™ ) associated with the
SBI0O and is output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sucessiul match send random secrel 1o SES™)
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Il class kevs are encrvpted with a measter key:

User Keybags

Sets of keys generated for each user to protect their data at rest
Keys wrapped by master key derived from user passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process any further attempts

Different policy associated with each keybag key—NUsage, availability

(fel., at 25.)

Phe random secret 15 issued to SKES, 5KS is a Secure Key Service application which is located within
the Secure Enclave on the SEP and is responsible for decrypling class kevs, The random secret
provided by SB10 is used 1o decrypl a master key (*4) decrypt master key™). The master key is
concatenated with the UIL of the SEP and thus class kevs are decrypied and added (o the SKS kevring
{75) -:I-._'-..'l':-..;'ll. class ]-.:_-_'. 5, add (o l-.r:-. rmé-,"| for further use |'|_-. the Secure Enclave. The decr :.F'-I,n;n,ﬁ class
keys include, for example, the class key of class A.

Id, emitting a secure The Accused Tnstramentalities include a transmitter confipured to emit a secure aocess signal
| access signal conveying conveying information dependent apon swid accessibility attribure.
[ information dependent
| upon said accessibility For example, the Secure Enclave emits a signal with ephemerally re-encrypted file keys:

[ attribute; and
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“sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped
key to the AES Engine.”

(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."

(Id. at 85.)

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key:

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and
sent back to the Application Processor.”

(/)
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IFilesystem Data Protection

File blocks are encrypted using AES-XTS with 128-bit keys

Each hle on the user partition is encrypted using a unique random key chosen by SEl

(Ex. B, Behind the Scenes with 05 Security, at 29.)
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Filesystem D

(o, at 30.)

Fhe information transmitted by the emitted signal, i.e., the ephemerally re-enerypted file keys, is
dependent on the availability attribute, i.e., the confirmation that a biometric "template match” exists
This confirmation is signaled by the issuance of the rmndom secret (el step 33 Only il there 15 a
confimmation of the match and the random secret is issued by the Touch 11 or Face 1D subsystem |
within the Secure Enclave, i.e. SBIO, the class key is available for re-encrypting the file keys.

e re-encrypted file keys are therefore information which is emitted depending on the fact that the
availability attribute has been emibied,

17, providing conditional

The Aecused Instramentafities are configured o provide condiional access fo the confralled ifem
docess 1o the controlled JJ?'J:'J‘".I'J-‘H:" FEFH xerid .fﬂjril‘#lu.l'fr.r:i.
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item dependent upon said
information, wherein the
controlled item is one of: a
locking mechanism of a
physical access structure
of an electronic lock on an
electronic computing
device.

1.

| for L™

! (https:/fus.valehome.com/en/vale-news/blog/latest-blog-posts/introducing-biometric-verification- for-

| august-and-yale-locks /)

L

More specifically, the controlled item is a locking mechanism of the door lock of the user’s home, The
Accused Instrumentalities are configured to provide secure access 1o the user’s home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalitics via Touch 11 or Face

“When the “Secure Remoie Access™ feature is turned on, the app will use your phone’s buili-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
| eodde). This further ensures that your door is only operated by the right people at the time you intend

230

ASSA ABLOY Ex. 1021 - Page 229

ASSA ABLOY AB v. CPC Patent Technologies Pty Ltd.

IPR2022-01089 - U.S. Patent No. 9,269,208



Case 3:22-cv-00694 Document 1-9 Filed 05/23/22 Page 231 of 232

Claim 17 Accused Instrumentalities

= 0pen Yale Q

Introducing Biometric Verification for August and Yale Locks

{hups:ffus, yalehome.com/en/yale-news/bloglatest-blog-posts/introducing-biometric-veri lication-for-
augusi-and-vale-locksl/)
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(hitpss P wwwapple.com/shop product/ HEP AR 220 A vale-assure-lock-si-touchscreen-deadboli-black )
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