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Remote Entry System

Inventors: Burke; John Christopher; (New South Wales, AU)

Description
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a continuation patent application of U.S. Non-Provisional
Application No. 10/568,207 for REMOTE ENTRY SYSTEM, filed June 04, 2008, the

disclosure of which is incorporated by reference in its entirety.

FIELD OF THE INVENTION

[0001] The present invention relates to secure access systems and, in particular, to

systems using wireless transmission of security code information.
BACKGROUND

[0002] FIG. 1 shows a prior art arrangement for providing secure access. A user 401
makes a request, as depicted by an arrow 402, directed to a code entry module 403.
The module 403 is typically mounted on the external jamb of a secure door. The request
402 is typically a secure code of some type which is compatible with the code entry
module 403. Thus, for example, the request 402 can be a sequence of secret numbers
directed to a keypad 403. Alternately, the request 402 can be a biometric signal from
the user 401 directed to a corresponding biometric sensor 403. One example of a
biometric signal is a fingerprint. Other physical attributes that can be used to provide
biometric signals include voice, retinal or iris pattern, face pattern, palm configuration
and so on.

[0003] The code entry module 403 conveys the request 402 by sending a corresponding
1
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signal, as depicted by an arrow 404, to a controller 405 which is typically situated in a
remote or inaccessible place. The controller 405 authenticates the security information
provided by the user 401 by interrogating a database 407 as depicted by an arrow 406.
If the user 401 is authenticated, and has the appropriate access privileges, then the
controller 405 sends an access signal, as depicted by an arrow 408, to a device 409 in
order to provide the desired access. The device 409 can, for example, be the locking
mechanism of a secure door, or can be an electronic lock on a personal computer (PC)
which the user 401 desires to access.

[0004] A proximity card can also be used to emit the request 402, in which case the
code entry module 403 has appropriate functionality.

[0005] Although the request 402 can be made secure, either by increasing the number
of secret digits or by using a biometric system, the communication infrastructure in FIG.
1 is typically less secure. The infrastructure 400 is generally hardwired, with the code
entry module 403 generally being mounted on the outside jamb of a secured door. In
such a situation, the signal path 404 can be over a significant distance in order to reach
the controller 405. The path 404 represents one weak point in the security system 400,
providing an unauthorised person with relatively easy access to the information being
transmitted between the code entry module 403 and the controller 405. Such an
unauthorised person can, given this physical access, decipher the communicated
information between the code entry module 403 and the controller 405. This captured
information can be deciphered, replayed in order to gain the access which rightfully
belongs to the user 401, or to enable modification for other subversive purposes.
[00086] Current systems as depicted in FIG. 1 utilise a communication protocol called
"Wiegand" for communication between the code entry module 403 and the controller
405. The Wiegand protocol is a simple one-way data protocol that can be modified by
increasing or decreasing the bit count to ensure uniqueness of the protocol among
different security companies. The Wiegand protocol does not secure the information
being sent between the code entry module 403 and the controller 405.

[0007] More advanced protocols such as RS 485 have been used in order to overcome
the vulnerability of the Wiegand protocol over the long distance route 404. RS 485 is a

duplex protocol offering encryption capabilities at both the transmitting and receiving
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ends, i.e. the code entry module 403 and the controller 405 respectively in the present
case. The length of the path 404 nonetheless provides an attack point for the
unauthorised person.

[0008] Due to the cost and complexity of re-wiring buildings and facilities, security
companies often make use of existing communication cabling when installing and/or

upgraded security systems, thereby maintaining the vulnerability described above.

SUMMARY

[0009] It is an object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangements.

[0010] According to a first aspect of the present invention, there is provided a system for
providing secure access to a controlled item, the system comprising:

[0011] a database of biometric signatures;

[0012] a transmitter subsystem comprising: [0013] a biometric sensor for receiving a
biometric signal; [0014] means for matching the biometric signal against members of the
database of biometric signatures to thereby output an accessibility attribute; and [0015]
means for emitting a secure access signal conveying information dependent upon said
accessibility attribute, wherein the secure access signal comprises one of at least a
rolling code, an encrypted Bluetooth. TM. protocol, and a WiFi.TM. protocol; and

[00186] a receiver sub-system comprising; [0017] means for receiving the transmitted
secure access signal; and [0018] means for providing conditional access to the
controlled item dependent upon said information.

[0019] According to another aspect of the present invention, there is provided a
transmitter sub-system for operating in a system for providing secure access to a
controlled item, the system comprising a database of biometric signatures, a receiver
sub-system comprising means for receiving a secure access signal transmitted by the
transmitter sub-system, and means for providing conditional access to the controlled
item dependent upon information conveyed in the secure access signal; wherein the
transmitter subsystem comprises: [0020] a biometric sensor for receiving a biometric
signal; [0021] means for matching the biometric signal against members of the

database of biometric signatures to thereby output an accessibility attribute; and [0022]
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means for emitting the secure access signal conveying said information dependent
upon said accessibility attribute, wherein the secure access signal comprises one of at
least a rolling code, an encrypted Bluetooth. TM. protocol, and a WiFi. TM. protocol.
[0023] According to another aspect of the present invention, there is provided receiver
sub-system for operating in a system for providing secure access to a controlled item,
the system comprising a database of biometric signatures, a transmitter subsystem
comprising a biometric sensor for receiving a biometric signal, means for matching the
biometric signal against members of the database of biometric signatures to thereby
output an accessibility attribute, and means for emitting a secure access signal
conveying information dependent upon said accessibility attribute, wherein the secure
access signal comprises one of at least a rolling code, an encrypted Bluetooth. TM.
protocol, and a WiFi. TM. protocol; wherein the receiver sub-system comprises; [0024]
means for receiving the transmitted secure access signal; and [0025] means for
providing conditional access to the controlled item dependent upon said information.
[0026] According to another aspect of the present invention, there is provided a method
for providing secure access to a controlled item, the method comprising the steps of:
[0027] receiving a biometric signal;

[0028] matching the biometric signal against members of a database of biometric
signatures to thereby output an accessibility attribute;

[0029] emitting a secure access signal conveying information dependent upon said
accessibility attribute, wherein the secure access signal comprises one of at least a
rolling code, an encrypted Bluetooth. TM. protocol, and a WiFi.TM. protocol; and
[0030] providing conditional access to the controlled item dependent upon said
information.

[0031] According to another aspect of the present invention, there is provided a method
for populating a database of biometric signatures in a system for providing secure
access to a controlled item, the system comprising said database of biometric
signatures, a transmitter subsystem comprising a biometric sensor for receiving a
biometric signal, and means for emitting a secure access signal, and a receiver sub-
system comprising means for receiving the transmitted secure access signal, and

means for providing conditional access to the controlled item dependent upon
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