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Claim Chart for U.S, Patent No, “the "705 a

The Accused Instrumentalities include, but are not necessarilylimited to, Apple iPhone and Apple iPad compatible with Yale
Sman Locks, and any Apple product or device that is substantially or reasonably similar to the functionality set forth below. The
Accused Instrumentalities infringe the claims of the "705 Patent, as described below, either directly under 35 U.S.C. § 271 (a), or
indirectly under 35 U.S.C. §§ 27 l(b}(c). The Accused Insirumentalities infringe the claims ofthe "705 Patent literally and, to the extent
nm literally, under the doctrine ofequivalents.

|. Asystem for providing|Te the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are
SECUING GCCeSs LO a configured to use a system in accordance with thix claim.
controlled ikem, the

system comprising: More specifically, the controlled item is a locking mechanism of the door lock ofthe user's home. The
Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 1D or Face
ID.

“When the “Secure Remote Access” feature is turned on,

This further ensures that your door is only operated bythe right people at the time you intend
for it.”

(htps://us.yalehome.com/en/yale-news/blog,latest-blog-posts/introdwcing-biometric-verification-Lor-
augusl-and-yale-locks 1)
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Claim | Accused Instrumentalities

= Open Yale 2%
Introducing Biometric Verification for August and Yale Locks

 
(https://us-yalehome.com/en/yale-news blog/latest-blog-posts/introducing-biometric-verilication-for-
august-and-yale-locks 1!)

a
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(lain | Accused Instrumentalities

 
(https: www: apple.com’ shon/product/HPAR2Z2 MA yale-assure-lock-sl-louchsereen-deadbolt-black }
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Accused Instrumentalities

The Accused Instrumentalities compatible with Yale Smart Locks are shown below:

Compatibility

iPhone Models iPad Models
iPhone 12 Pro iPad Pro 12.9-inch

iPhone 12 Pro Max (5th generation)

iPhone 12 mini iPad Pro 12.9-inch
(4th generation]
iPad Pro 12.9-inch
(2rd generation)
iPad Pro 12.9-inch
{2nd generation)

iPhone SE {2nd generation)~—jpad Pro 12.9-inch

iPhone 12
iPhone 11 Pro
iPhone 11 Pro Max
iPhone 11

iPhone xS {ist generation)
iPhone XS Max iPad Pro 11-inch

iPhone XR {3rd generation)
iPhone X iPad Pro 11-inch

{2nd generation)
iPad Pro 11-inch
{tst generation)
iPad Pro 10.5-inch
iPad Pro $.7-inch

iPad Ait (4th generation}
iPad Air (3rd generation}
iPad Air 2

iPhone &
iPhone 8 Pius
iPhone 7
iPhone ? Plus
iPhone 6s
iPhone 6s Plus

iPhone SE {1st generation)

iPad (8th generation)
iPad (7th generation}
iPad (Gth generation)
iPad (5th generation}
iPad mini (5th generation}
iPad raini 4

https://www.apple.com/shop/product/HPAR2ZM/A/yale-assure-lock-sl-touchscreen-deadbolt-black

la. a memory comprising|The Accused Instrumentalities include a memory comprising a database ofbiometric signatures.
a database of biometric

signatures;
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Caimi|AccusedInstrumentalities

More specifically, the iPhone allows multiple biometric signatures to be entered into a database on the
iPhone:

Touch ID

The iPhone allows the registration of multiple fingerprints:

 
Fig. from https://support_apple.com/en-us/HT201371 under Manage Towch ID Settings. In the second
bullet, it literally says:

“Register up to five fingerprints.”

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and compares this to your enrolled

fingerprint data to identify a match and unlock your device. "

 
oP]
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Accused Instrumentalities 
(https://supporLapple.com/en-us'HT20438 7)

“Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
Phe system then creates a mathematical represeniation of your fingerprint and compares it to the

registered fingerprint data to determine a match and unlock your device.”
(https: /supportapple.com en-us HT2043587)

| Face ID

The iPhone allows the registration of multiple faces:

 
To register a face, the iPhone takes a series of pictures ofthe user in different poses whilecircling his

| head. This is revealed in detail in hitps://suppor.apple.com/en-us/HT208 109 in the second section
_| “Configure Face ID", there also the figureshownabove.
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Accused Instrumentalities

To register a second face, the iPhone offers a corresponding option inits settings. If the user selects the
option "Set up an alternative appearance” as shownin the figure below (from How To Add A Second
Face To Face ID - Macworld UK;https://Awww.macworld.co.uk/how-to/second-face-id-3803421/), a
second face is registered by the iPhone in the same wayasthefirst face.

"Set up Face [D or add another face.

e Select "Settings" > "Face ID & Code" > "Configure alternate appearance”ifyou want to
configure another face to be recognized by Face ID."

(https://support.apple.com/de-de/guide/iphone/iph6d 1 62927a/ios)
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RAAR 
The page How To Add A Second Face To Pace ID - Macworld UK

| (hitps:/wwwomacword.co.uk/how-to/second-face-id-380342 1/) literally states:
| i

Face ID is a fast and secure way to unlock your iPhone or iPad Pro, but you may not knowthat you
| can actually set up more than one face to use the feature.

 ‘This secoml face could belong to a loved one, enabling your partner or child to access your phone
without requiring your smiling mug to unlock it.”

Tostore the biometric signatures ("template data") from the received biometric signals, the iPhone has
|) a System on Chip (SOC) called a Secure Enclave. A Secure Enclave Processor provides the Secure
_Enclavewith computing power:
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Accused Instrumentalities

"The Secure Enctfave is a system on chip (SoC) that is included on all recent iPhone,... devices”
(Ex. A, Apple Platform Security, at 7.)

"The Secure Enclave is a dedicated secure subsystem integrated into Apple systems on chip (SoCs)."
(id., at 9.)

The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(id., at 10.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(Ud., at 19.)

The Secure Enclave has access to a memory assigned to it and accessible only to it:

Secure nonvolatile storage
“The Secure Enclave is equipped with a dedicated secure nonvolatile storage device.
The secure nonvolatile storage is connected to the Secure Enclave using a dedicated I2C bus, so that it
can only be accessed by the Secure Enclave.”
(id., at 15.)

This memory serves as a database for storing the biometric signatures:

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:
*

° Adding or removing a Touch ID fingerprint or Face ID face".

(Id., at 16.)
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Claim 1 AccusedInstrumentalities
 

This database is shownin the figure from Apple Platform Secutiry reproduced below:

hintn Dada

 
Database 105

(Ex. A, Apple Platform Security, at 9.)
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~Claim i | 7 Accused lnstrumentalities  
Ib. oa transmitter sub- | Assetforthin elements 161, [b2,and163below, the AccusedInstrumentalities include a

| system comprising: fransmitter sub-system,

the application processor with its file system driver ("Application Processor file-system driver") to

I

| The iPhone's Secure Enclave is a transmitter sub-system, It sends ephemerally re-encrypled file keys to
| read the files in the NANDFlash Storage.

SelPeL beet nage DAL

 
facareLeeese
Fepeae cay Pay,

SearinSaleaanADs

be het Deesee

| (Ex. A, Apple Platfonmn Security, at 9.) 
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Claim | Accused [nstrumentalities

)"sepOS can then use the ephemeral wrapping key to wrapfile keys for use by the Application
Processor file-system driver. When the file-system driver reads or writes a file, it sends the
wrapped key to the AES Engine, ™
tfad.. at lay

"AL wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposedto
the Application Prowessor, [...| When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor.”
(fal., al 85.)

The file system driver of the application processor is an NVME driver:

Saag 
(Ex. B, Behind the Scenes with iOS Security, at 30.)
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Accused Instrumentalities

lbi!. a biometric sensor|The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal.
configured to receive a
biometric signal; Morespecifically, the iPhone has at least one biometric sensor for capturing a fingerprintor a face

(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."
(id.)

"When the fingerprint sensor detects the touch of a finger,it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
(Id.

The biometric sensor for Touch ID is located below the home button:

"The Homebuttonis a stack of different materials, capped with a sapphire crystal lens. The
surroundingstainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOSchip with small capacitors.”
https://appleinsider.com/inside/touch-id
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Claim 1 Accused Instrumentalities

| | | SRGurnneta

| | EyRTRs ormeTi ray
ee AE ey

erey

 
Biometric sensor 12] 

 
 
 

 
  

"Where is the Touch ID sensor located?

The Toweh ID sensor ts located erther in the home button or = on the iPad Air (4th pemerstion) - in the top
burthown.

(https: supporlapple.com/en-us!H P2013 71)

The image sensor caplures an 88-by-88-pixel, 500 PPI raster scan:

“The S8-by-S8-pixel, 300-ppi raster scan is temporarily stored in-encrypted memory within the Secure
Enclave while being vectorized for analysis, and thenit's discarded. Theanalysis utilizes subdermal
ridge flow angle mapping, which1s a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
Information in an encrypted tormat that can only be read by the Secure Enclave, and is mever sent to

Apple or backed up to iCloud or iTunes. ~  
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Accused Instrumentalities

(Ex. C, iOS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system (""TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This datais
used to create a sequence of 2D images and depth maps, which are digitally signed and sentto the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth mapcaptures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
Ud.)

The camera system includes a biometric image sensor, namely a "CMOSimage"sensor from Sony,to
perform facial biometrics:
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Claim |

‘Th2, a transmitter sub-
sysiem controller
configured to match the
biometric signal against
members of the database of

biometric signatures to
thereby oulpul an
accessibility attribute; and

 
Accused Instrumentalities

bantuUd

(htips://appleinsider.com/articles/17/09/09/inner-workings-of-apples-face-id-camera-detailed-in-
report)

The Accesed Instramentalities incinde a transmitter controller configured to emit a secure aecess
signal! conveying information dependent upon said accessibility attribute.

More specifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave
Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
biometric signal with elements of the biometne signature database.

“The Secure Enefave is a system on chip (SoC) that is included on all recent iPhone, ... devices”
(Ex. A, Apple Plattorm Security, at 7.)
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Accused Instrumentalities

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). “
(d., at 19.)

  
  
  
 
 
 

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database ofbiometric
signatures 105, i.e. the "stored templates", for the presence of a match.  
 
  
 
 

   
 
 
 

For Touch ID, the Secure Enclave match verification is performed as follows:

 "The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determiningif there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches..."
(Ex. A, Apple Platform Security, at 19.)

  
 
 
 

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation.It
then creates a mathematical representation of your fingerprint and comparesthis to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

  
  
 
 
 

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and comparesit to the
registered fingerprint data to determine a match and unlock your device."
(https://support.appie.com/de-de/HT204587)
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Accused Instrumentalities

For Face ID, the Secure Enclave has a neural network protected byit, i.e., a Secure Neural Engine,
which ts used to verify the match:

“Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and comparesthat representation to the enrolled facial data. This enroiled
facial data is itself a mathematical representation ofthe user's face captured across a variety of poses."
(/d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."
(id. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone ts to be unlocked ("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device[...]."
(id. at 19.)
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Accused Instrumentalities

"Uses for Touch ID and Face ID

Unlocking a device or user account

[...] keys for the highest class of Data Protection-which are held in the Secure Enclave[...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
accountis unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(Id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode."
(id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Passwordsetting is Immediately), the decrypted class key is discarded, renderingall data in this
class inaccessible until the user enters the passcode again or unlocks(logs in to) the device using
Touch ID or Face ID."

(id, at 86.)

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP andis responsible for checking the match
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as
the Touch ID sensor, The random secret is stored in a memory ("bi associated with the
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Claim | Accused Instrumentalities

SERIO and is output from the bio memory upon maich, see step 3 in the ciagram below (°3) upon
| sucessful match send random secret to SKS")

 
(Ex. B, Behind the Scenes with iOS Security, at 34.)

The class keys are ene rypted with a master key:
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Claim 1 Accused Instrumentalities

User Keybags

keys generated for each user to protect their data at rest

wrapped by master key derived from user passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process anyfurther attempts

Different policy associated with each keybag key—Usage, a wa

 
(fet, at 25.)

The random seeret 16 issued to SKS. SKS is a Secure Rey Service application whichis located within
the Secure Enclave on the SEP and ts responsible for decrypting class keys, The randomsecret
provided by SBIO is used to decrypt a master key ("4) decrypt master key"). The master key ts
concatenated with the UID ofthe SEP and thus class keys are decrypted and added to the SKS keyring

("5) decrypt class keys, add to keyring") for further use by the Secure Enclave. The decrypted class
keys include, for example, the class key of class A

Ib3, fooiransmutter|)Tie Accased fastramentalities include a transmitter configured fo emit a secure access signal
contigured loemil a secure|convering information dependent upon said accessibility attribute.

laccess signal conveying
| information dependent|For example, the Secure Enclave emits a signal with ephemerally re-encryptedfile keys:
}upon said accessibility
} attribute; and “ses can then use the ephemeral wrapping key to wrap file keys for use by the Application

Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped
| | key to the ABS Engine.”

21
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Claim | | Accused Instrumentalities

(Ex. A, Apple Platform Security, at 14.)

“AL wrapped file key handling: occurs inthe Secure Enclave: the file kay Ss ney er directly exposed ta
the Application Processor, |...) When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."
(fa, al 83.)

The signal with the ephemeralls rethery pled file keys iS i SECLUPE signal because it comes from the
Secure Enclave and thus from a secure environment, Furthermore, the siemal is secure becausethe
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key:

“Full wrapped tile key handling occurs in the Secure Enclave: the file key 6 never directly exposed lo
| the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES

Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and
sent back tothe Application Processor,”
i fa)

Filesystem Data Protection

File blocks are encrypted using AES-ATS with 128-bit keys

eaeeARCscecaekHemel Nene lal eee el ale) tsess ee Oe 
+4
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Claim 1 Accused Instrumentalities

(Ex. B, Behind the Scenes with OS Security, at 24. }

ieAa Ele BLLy

|

et Ritoti -itra]ret

 
(fa, at 30.)

The information transmitted by the emitted signal, i.c., the ephemerally re-encrypted file keys, ts
dependent on the availability attribute, i.c., the confirmation that a biometric “template match" exists.
Chis confirmation is signaled by the issuance of the random seeret (cf. step 3): Only if thereis a

confirmation of the mateh and the random secret is issued by the Touch [D or Face ID subsystem

within the Secure Enclave, ic. SBIO, the class key is available for re-enerypting thefile keys

The re-enerypted file keys are therefore information whichis emitted depending on the fact that the
availability attribute has been emitted.
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lc. a receiver sub-system|As setforth in elements Ici and Ic2 below, the Accused Instrumentalities include a receiver sub-
comprising: system.

The receiver subsystem is the part of the system outside the Secure Enclave that is responsible for
reading encrypted files from the NAND Flash Storage and receives ephemerally re-encrypted file keys
from the Secure Enclave for this
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(Ex. A, Apple Platform Security, at 9.)|

| lel. areeeiver sub-system|The Accessed fastramentalities include a receiver sub-system controller confipured ta: receive the
} controller configured to:|franseitted secure access signal,

receive the transmitted

secure access signal; and An application processor (118) with file system driver, which receives the ephemerally re-enerypted

file key, To read files from the NAND Flash storage, the application processor processes the recerved
signal by creating a read command with the ephemerally wrapped file key ("IO command with

| ephemerally wrapped file kev") and sends it to the storage controller (10%) (NAD | lash controller
with AES engine). This read command provides the storage controller with all the information required

to read and decrypt the encrypted file from the NAND flash storage:

ction |

res

| |
MVE Orphan Pala Sirs|ics

bent|
aege

 
(Ex. BK, Behind the Scenes with 104s Security, al 30)
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Claim 1 Accused Instrumentalitics

"sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor file-system driver. When the file-system driver reads or writes a file, it sends the
wrapped key to the AES Engine. ™
(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor, [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."

— (fd, at 85.)

| le2. provide conditional|The Accused Instramentalities include a receiver sub-system configured to provide conditional
access tO the controlled | access to the controlled item dependent upon said information.
item dependent upon said |
information: More specifically, the controlled itemis a locking mechanism of the door lock ofthe user's home. The

Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch [1D or Face
ID.

“When the “Secure Remote Access” feature is tumed on,  
 
  This further ensures that your door is only operated by the right people at the time you intend
for it.”

(https://us,yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
august-and-vale-locks1/)
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= Open Yale Qo.
Introducing Biometric Verification for August and Yale Locks

 
(https://us.yilehome.com/ en vale-news/blog' latest-bloe-posts/intraducing- biometric: ver fication-lor-
aucust-and-vyale-locks 1)
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(https :/www.apple.com/shop/ product HPAR24M/A/yale-assure-lock-sl-touchsereen-deadbolt-black} |
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Id. wherein the transmitter|The Accused Instrumentalities include a transmitter sub-system controller that is configured to be
sub-system controller is|used as setforth in elements Idl, 1d2, and Id3 below.
further configured to:

Idl. receive a series of|The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
entries of the biometric|series ofentries ofthe biometric signal, said series being characterized according to at least one of
signal, said series being|the number ofsaid entries and a duration ofeach said entry.
characterized according to
at least one of the number|Morespecifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
of said entries and a| means for receiving a series of entries of the biometric signal.
duration ofeach said entry;

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor
captures the biometric image and securely transmits it to the Secure Enclave.”
(Ex. A, Apple Platform Security, at 19.)

Touch ID

Whena finger is piaced on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"Whenthe fingerprint sensor detects the touch ofa finger, it triggers the advanced imagingarray to
scan the finger and sends the scan to the Secure Enclave.”
(id.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone.
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Claim |

Setup Touch ID

Before you can set up Touch ID, you must first create a codefor your device,* then follow these steps:
|. Make sure the Toweh ID sensor and your fingerare clean and dry-

-

is
4

A,

5

lap Settings > Touch ID & Code, and then enter your code.

Tap "Add fingerprint” and bold the device as you normally would when touching the Touch ID
Sensor.

Pouch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are promptedtolift your finger,

 
oa ——

Place Your FingerSegeea

Continue by raising and slowly lowering your finger over and over again, changing the position
ofyour finger just a tiny bit ala time, 
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6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would duringthefirst scan.”

(https://support.apple.com/en-us/HT201371)

  
  
  
  
 

 
  

  
 

 
 

 
 
  
  
 
 
 

  

   
  
  
   
 
 
 

 Accordingly, the user is promptedto place his finger on the sensor several times, in particular in
accordance with step 5. Each timethe finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

 The meansfor receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transformstheseries of entries of
the biometric signal received by the Secure Enclave into a biometric signature (“mathematical
representation").

 "After the TrueDepth camera confirms the presence ofan attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave, To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and comparesthat representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal
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results. Two such Face ID scansare required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face LD on iPhone

1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on “Configure Face ID".

3. Hold the device in portrait mode in front ofyour face and tap "Let's go".

4, Makesure your faceis inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performingthe first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.

7, Tap “Done.”

(https://support.apple.com/en-us/HT208 109)

The biometric signature of a single face is thus determined by two successive Face [D scans, each ofwhich
receivesa series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option inits settings. If the user selects the
option "Set up an alternative appearance" as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 1/, a second faceis registered by the iPhone in
the same way as thefirst face.
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<
n Ange Brows |

<
“ <

titer
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lies Face iti

Raqure Aceon tor Fore i <

The series of entries of the biometric signalis identified on the iPhone by both the number and
duration of each such entry.

Touch ID

According to step 5 of the instructions https://support.apple.com/en-us/HT201371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries ina rowpredetermined via the user guidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration given to the user via the iPhone display,ic. the user's
finger must remain on the sensor for a predetermined duration for cach entry of the biometric signal in
order to capture the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch [D on iPhone and iPad.

Set up Touch ID

4, Touch the Touch ID sensor with one finger, but do not press. Keep yourfinger on the button until
you feel a quick vibration or are prompted to lift your finger.

Canc

Place Your Finger
if and nest your tages on the Hace

lon repaatacty.

5. Continue by raising and slowly lowering yourfinger over and over again, changing the position of
your finger just a tiny bit at a time.

6. The next screen will ask you to change yourfinger position. Hold your device as you normally
would when unlockingit. Touch the Touch ID sensor with the outer edges ofyourfingertip instead of the
middle part as you did duringthefirst scan.

(hitps://support.apple.com/en-us/HT201371)
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After placing a finger on the homebutton, a fingerprint appears on the display with red progress bars
spreading along someofthe papillary bars until the capture of the biometric entry in question is
complete:

Cance’

Place Your Finger
Lift and rest your finger on the Home

butign repeatedly,

Whenthe required duration is reached, the iPhone vibrates after an entry of the biometric signalis
receivedor it issues apromptto theusertolift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) Howto set up Touch ID on your iPhoneor iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZ]g):
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‘aep 2

Follow the prompts
on your device

+
4 -

Gree 7

Follow the prompts
on your device

Both the number of entries, ic. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance,
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Face Th : |

The user moves his face in front of the camera to strike different poses, and the camera system with
image sensor continuously captures a large number of biometric entries, tc. bere the 2D images with
depth information, in a row.

"This enrolled facial data ts itself a mathematical representation of the user's face caplured across a

variely of poses.”
(Ex. A, Apole Platform Security, ai 20.)

The sufficient duration of an entry for a pose, ic. an angular position of the head specified via the user
interface ofthe iPhone, is indicated to the user by the transformation of a grayline into a green line

 
(Individual images taken from: https) supporLapple.com en-us/HT208 109) 
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1d2. map said series into|The Accused Instrumentalities include a transmitter sub-system controller configured to map said
an instruction; and series into an instruction.

Morespecifically, the Secure Enclave of the iPhone contains meansto assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data."
(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing powerfor the Secure Enclave."
(Id., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy processthat discards "finger minutiae
data” that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information.”
(d., at 19.)

Face ID

 
39 CPC Ex. 2005 — Page 044

ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.
IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 41 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 41 of 232

Accused Instrumentalities

Theinstruction involves the transformation ofthe set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation,i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as weil as its encryption and storage.

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial datais itself a mathematical representation of the user's face captured across a variety of poses. “
(/d., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device.It's not sent to Apple, nor is it included tn
device backups. The folowing Face ID data is saved, encrypted only for use by the Secure Enclave,
during normaloperation:
. The mathematical representations ofa user's face calculated during enrollmentch)*

Id., at 23.)
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1d3. populate the database|The Accused Instrumentalities include a transmitter sub-system controller configured to populate
according to the|the database according to the instruction.
instruction,

Morespecifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage”:

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

* Adding or removing a Touch ID fingerprint or Face ID face”.
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(id., at 19.)

Touch ID

"During enrollment, the resulting map of nodesis stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(id.)

Face ID

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:
* The mathematical representations of a user's face calculated during enrollment".
Id., at 23.
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wherein the controlled

item is one off a locking
mechanism of a physical
aocess siructure or an

electronic «lock on an

electronic computing
device, 

Accused Instrumentalities

comrofled item is one aft a locking mechanism ofa physical access structure or an electronic lock
on an electronic computing device.

More specifically, the controlled itemis a locking mechanism of the door lock of the user's home. The
Accused Instrumentalities are configured to provide secure access to the user's home via Yale Sman
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face
IL),

“When the “Secure Remote Access” feature is turned on,

This further ensures that your door is only operated by the nght people al the time you intend
for it.”

(https://us-yalehome.com/en’yale-news’blog/latest-blog-posts/introducing-biometric-venfication-for-
augusi-and-yale-locks1/)
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| = Open Yale O
Introducing Biometric Verification for August and Yale Locks

 
(https://usyalehome.com/er yale-news/ blog’ latest-blog-posts/introducing-biometric-ven fication-for-
August -and-yale-locks 1)
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|
|

(https://www.apple.com’shop/ product HPAR22M/A/yale-assure-lock-sl-touchscreen-deadbolt-black}

Claim Z | Accused Instrumentalities
2. The system according to | Upon information and belief, the Accused [nstrumentalities include the transmitter sub-systent
claim |, wherein the controller that is configured to be weed ax setforth in elements 2a, 2h, and 2c below.
transmitter sub-system
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 Accused Instrumentalities

controller is further

configured to:

2a. provide a signal for|Upon information andbelief, the Accused Instrumentalities are configure to provide a signalfor
directing input of the series|directing input ofthe series ofentries ofthe biometric signal.
of entries of the biometric

signal;

 
 

 
  
 

   
   
 
 
 

 Morespecifically, the Accused Instrumentalities provide instructions for the user to input a series of
fingerprint or face images via Touch ID and Face ID.

Touch ID: Register a fingerprint for Apple Touch ID bythe user tapping a finger several times on the
homebutton to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty_ converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+fingerprint+applet+touch+id+on+screen+instructions#id
=] &vid=156de65ae06ca453643009fc0ea9cf79&action=click.)

Touch ID: The user’s finger must remain on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you’re askedto lift your finger.” “Continue to lift and rest yourfinger slowly,
making small! adjustments to the position of your finger each time.”
(https://support.apple.com/en-au/HT201371)

  
  
 
  

   
 
 

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scans of the user’s face. Each scan asks users to movetheir
head slowly inacircle to register different angles of the user’s face.
https://www.imore.com/how-set-face-id-iphone
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Claim 2 | Aecused Instrumentalities 

Place Your Finger
PU dev) creed pase bene car hece |

nape 
| (https://support.apple.com/en-us/HT2013 71)

ath
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(hitps:/suppon.apple,com/en-ts/ HT 20s 1 O)

| 2b. incorporate into the|Upen information and helief, the Accused Instrumentalities are configure to incorporate inte the
j secure access signal an|secwre access signal an identification field identifying the biometric signal tfthe signal matches a

identification field|eewber ofthe database.
lidentifying the biometric
| signal if the signal matches|More specifically, upon information and belief, the Accused Instrumentalities are configured to

a member of the database:|provide secure access signal when the fingerprint or face image received via Touch ID and Face [D
and matches the fingerprint and fice data stored in the Secure Nonvolatile Storage

“During matching, the Secure Enclave compares incoming data from the biometric sensor against the
| stored templates to determine whether to unlock the device or respond that a matchis walid (for Apple
| Pay, in-app, and other uses of Towch [D and Face ID). The architecture supports devices that include

both the sensor and Secure Enclave (such as iPhone, iPad, and many Mac systems), as well as the
ability to physically separate the sensor into a peripheral thatis then securely paired to the Secure
Enclave ina Mac with Apple silicon.”

| (https:supportapple.com/ko-kr/guide/secunity/sec0sTeblcte! |/ web|)
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Accused Instrumentalities

With Touch ID and Face ID, the keys for the highest class of Data Protection are held in the Secure
Enclave,“[w]hen a user attempts to unlock the device or account, if the device detects a successful
match, it provides the key for unwrapping the Data Protection keys, and the device or accountis
unlocked.”

(Ex. A, Apple Platform Secunty, at 24.)

2c. construct an audit trail) Upen information and belief, the Accused fnstrumentalities are configure fo construct an audit
of biometric signals|saiofbiometric signals provided to the biometric sensor in order to access the controlled item.
provided to the biometric
sensor in order to access the|More specifically, upon information and belief, the Accused Instrumentalities are configured to
controlled item. construct an audit trail of the enrolled fingerprint and face data to continually improve matching

ACCUTACY,

(https:/support.apple.com/en-us/HT204587)

“Face ID data - including mathematical representations of

the Secure Enclave.

(hitps://support.apple.com/en-us/HT208 108)

In an alternative read, upon information and belief, every time a user uses Touch ID or Face ID to
aceess an iPhone, the iPhone keeps a record of fingerprint and face unlocking, or some kind record for
subsequent auditing.

 
a6 CPC Ex. 2005 — Page 053

ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.
IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 50 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 50 of 232

Claim 4

4. The syslemnaccording to
claim |, wherein the

biometric sensor is

responsive lo one of voice,
retinal patiern, ins pattem,
face pattem, and palm
configuration, and/or the
database of biometric

signatures is located in at
least ane of the transmitter

sub-system and the
receiver sub-system. 

Accused [nstrumentalities

The Accused Instrumentalities includesa biometric sensor that is reayponsive to one of voice, retinal
pattern, iris pattern, face pattern, and palm configuration, and/or the database ofbiometric
signatures ix located in a least one ofthe transmitter sub-system and the receiver sub-system.

More specifically, the Accused Instrumentalities include a CMOS image sensor in the front camera of
the iPhones that is responsive to face pattem ofthe user. Upon information and belief, the Secure
Nonvolatile Storage is a memory including a database of the face data.

Face ID

The biometric sensor for facial biometrics is a camera system ("TrucDepth camera system") with an
Image Sensor.
"With a simple glance, Face 1D securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrucDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face, ”

ple Platform Security, at 20.Ex. AL A
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6, The system as claimed The Accused lnstrumentalities includes a biometric sensor that isfurther configured to
in claim 1, wherein the authenticate the identity ofa user.
buametric sensor is further

configured to authenticate|More specifically, the iPhones uses Face [ID and Touch [D to authenticate the user's identity.
the identity of a user;
 
  
 
 
 
  
 

  
 
 
  

Face ID

The biometric sensor for facial biometrics is a camera system ("“TrueDepth camera system") with an
IMARE Sensor,

 “With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry ofa user's face,”
(Ex.A, Apple Platform Security, at 20.)

 
(hittps://appleinsider.conyarticles! 17/09/09/inner-workings-ol-apples-face-id-camera-detailed-in-
report }

Touch ID

5
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"Apple devices with a Towch [D sensor can be unlocked using a fingerprint.”
(Ex. A, Apple PlatformSecurity, at 9.)

"Touch [1D is the fingerprint sensing sysiem that makes secure access to supported Apple devices
faster and easier. This technology reads fingerprint data from any angle and leas more about a user's
fingerprint over time, with the sensor continuing to expandthe fingerprint map as additional
overlapping nodes are identified with cach use.”
(fat. at 19.)
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6a. wherein the transmitter|The Accused Instrumentalities includes a transmitter configured to transmit information capable of
is further configured to granting access to the controlled item using a secure wireless signal dependent upon a requestfrom
transmit information the user and the authentication ofthe user identity.
capable of granting access
to the controlled item using|Upon information andbelief, the Secure Enclave of the iPhoneis configured to grant access to the
a secure wireless signal controlled item (e.g., a locking mechanism of the door lock) via Wi-Fi, mobile data or Bluetooth
dependent upon a request dependent upon the user’s request to unlock and the user’s authentication via Touch ID or Face ID.
from the user and the

authentication of the user

identity; and

“Whenthe ‘Secure Remote Access’ feature is turned on, the app will use your phone’s built-in
authentication tools to prompt fingerprint or facial recognition before you can unlock or lock your
home remotely (note: if your phone does not have these features, it will prompt you to use your PIN
code). This further ensures that your dooris only operated by the right people at the time you intend
for it.” “The feature applies to operations done via Wi-Fi, mobile data or Bluetooth. You’ll be able to
opt in to this security feature, and it will not be enacted when checking yourlock status in order to
preserve a seamless app experience.”

(https://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
august-and-yale-locks1/)
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6b. the system further The Accused Instrumentalities includes a controlpanel configured to receive the information and
comprising a control panel|provide the secure access requested.
configured to receive the
information and provide Morespecifically, upon information and belief, the Yale Home Smart Lock is configured to receive
the secure access information allowing its unlocking from the Secure Enclave of the iPhone.
requested.

4 “Upgrade your door with the Assure Lock SL, a touchscreen deadbolt for key-free entry, The lock is
HomeKit-enabled so it allows you to lock or unlock and share access all from your Yale Secure app.”

(https://www.apple.com/shop/product/HPAR2ZM/A/yale-assure-lock-sl-touchscreen-deadbolt-black)

(https://www.apple.com/shop/product/HPAR2ZM/A/yale-assure-lock-s]-touchscreen-deadbolt-black)
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Accused lnstrimentalities

9. The system according to|The transmittersub-system andthereceiver sub-sistem are collocated in the Accised
claim |, wherein: the lnstrumentalities,

transmitter sub-system and
the receiver sub-system are|More specifically, the iPhone is a computing device that includes the transmitter sub-system and the
collocated inthe electronic|receiver sub-system.

computing device.

 tom
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(Ex. A, Apple Plaform Security, at 9.)
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Claim 10 Accused Instrumentalities

10. A transmitter sub- To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are
system for operating ina configured to use a system in accordance with this claim.
system for providing
secure access to a

controlled item, wherein
the transmitter sub-system
comprises:

10a. a biometric sensor The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal.
configured to receiving a
biometric signal; More specifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face

(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more abouta user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodesare identified with each use."
id.)

"When the fingerprint sensor detects the touch ofa finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
(id.)
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Accused Instrimentalities

The biometric sensor for Touch ID ts located below the home button:

“The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover; A CMOSchip with small capacitors."

leinsider-com/inside/touch-id)
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Biometric sensor 121]

"Where is the Touch 1D sensor located?

The Touch ID sensor ts located either in the home bution er = on the iPad Air (4th gemeration) = in the top
button

(hitps:\/supporLapple.com en-us! H T201471)

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:
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Claim 10 Accused Instrumentalities _

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and thenit's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”
(Ex. C, iOS Security white paper, at 8.)

     
  
  
  

 
 
 

  
 
 
 

   
 
 
 

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

 "With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

 
 
 
 

    
  
  
  

 "After the TrueDepth camera confirms the presence ofan attentive face, it projects and reads over
30,000 infrared dots to form a depth mapofthe face along with a 2D infrared image. This datais
used to create a sequence of 2D images and depth maps, whichare digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern, A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and comparesthat representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
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(Claim 10 Accused Insirumentalities

The camera system includes a biometric image sensor, namely a “CMOS image” sensor from Sony, to
perform facial biometrics:

(hitps://appleinsider.com/articles/17/09/09/inner-workings-of-apples-face-id-camera-detailed-in-
report)

10h. a controller

configured to match the
biometric signal against
members of a database of

biometric signatures to

|The Accused Instramentalities inclide a transmitter controfler configured fo emit d secure access

signal conveying information dependent upon said accessibility attribute,
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Claim 10 Accused Instrumentalities

thereby output an Morespecifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave
accessibility attribute; and|Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the

biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC)that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a matchis valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). “
(/d., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID,the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user..."

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodesis stored in an encrypted formatthat can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation.It
then creates a mathematical representation of your fingerprint and comparesthis to your enrolled
fingerprint data to identify a match and unlock your device. "
https://support.apple.com/en-us/HT204587
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Claim 10 Accused Instrumentalities

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation ofthe finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected byit, i.e., a Secure Neural Engine,
whichis used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(/d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device.”
(Id. at 23.)

Whenthe Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhone ts to be unlocked ("...
determine whether to unlock the device ...").
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Claim 10 Accused Instrumentalities

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether te unlock the device[...]."
(/d. at 19.)

"Uses for Touch ID and Face ID

Unlocking a device or user account

[...] keys for the highest class of Data Protection-which are held in the Secure Enclave[...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face 1D subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
accountis unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode.”
(id. at 85.)

"Complete Protection

(NSFileProtectionComplete}: The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Passwordsetting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks(logs in to) the device using
Touch ID or Face ID."

(Id. at 86.
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(lato Jt Accused Instrumentalities

The Touch 1D or Face [1D subsystem within the Secure Enclaveis the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
of biometne features. SHO receives the comesponding biometric data from a boomeine sensor, such ws

ihe Touch 1 sensor, [he random secret is stored ina memory (“bio memory’| associated with the
S810 and is output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sucessful match send random secret io SES")

 
(Ex. B, Behind the Scenes with 1S Security, at 34.)

| The class keys are encrypted with a master key
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Claim Ii Accused Instrumentalities

User Keybags

Ser of kevs generated for eacn user to protect ti Tall) data at rest |

Keys wrapped by master key derived from user passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process any further attempts

Different policy associated with each keybag key—Usage,availability

 
(fet. at 25.) |

The random secret is issued lo SKS. SKS is a Secure Rey Service application which is located within
the Secure Enclave on the SEP andis responsible for decrypting class keys. The randomsecret
provided by SBIO is used to decrypt a masier key ("4) decrypt master key"). [he master key os
concatenated with the UID of the SEP and thus class keys are decrypted and added to the SKS keyring

("S) decrypt class keys, add to keyring") for further use by the Secure Enclave. The decrypted class
key = ine lude, for example, ihe class key ot class A

|

lOc. a transmitter The Accused [nstramentalities include a transmitter configured to emif a secure access signal
configured to emil a convening information dependent apon said accessibility attribute.
secure access signal
CONWEVINSale For example, the Secure Enclave emits a signal with ephemerally re-encryptedfile keys:
information dependent
upon said accessibility “ses can then use the ephemeral wrapping key to wrap file keys for use by the Application
attribute; Processor file-system diver. When the file-system driver reads or writes a file, 1 sends the wrapped

key to the ABS Engine,”
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Accused Instrumentalitics

(Ex. A, Apple Platform Security, at 14.)

“All Wrapped file key handling oocurs inthe Secure Enclave: the tile key 1S ever directly cx posed a
the Application Processor. [...] When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."
(fal, at S35.)

| he signal 4a ith the ephemerally re-cnery pied fike hay S15 2 secre signal hecalise il COMCSs iron ihe
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted informationis encrypted. The emitted file keys are encrypted with the ephemeral key:

“Full Wrapped file key handling oocurs inthe Secure Enclave: thetile key is never direct I; exposed to
the Application Processor, At startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps afile's keys, they're newrapped with the ephemeral key and
sent back to the Application Processor,”
(fal)

Filesystem Data Protection

UMC mm OC AINEesmae eRe Lae mate 
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Claim 10 Accused Instrunmentalities

(Ex. B, Behind the Scenes with iOS Security, at 29.)

stem Data Protection

HFS Pde

AWE Diver 
(fa, at 40),) |

The information transmitied by the emitted signal, tc. the ephemerally re-encryptedfile keys, 1s
dependent on the availability attribute, .e., the confirmation that a biometric “template match” exists
This confirmationis signaled by the issuance of the random secret (cf. siep 3): Only if there is a
confirmation of the mateh and the randomsecret is issued by the Touch [D or Face ID subsystem

within the Secure Enclave, i.c. SBIO, the class key is available for re-enerypting the file keys.

The re-encrypted file keys are therefore information which is emitted depending on thefact that the
availability attnbute has been emitted

= CPC Ex. 2005 — Page 070
ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.

IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 67 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 67 of 232

Claim 10

10d. wherein the

controHer is further

configured to:

10d1. receive a series of

entries of the biometric

signal, said series being
characterised according to
at least one of the number

of said entries and a

duration of each said

entry, 
Accused Instrumentalities

The Accused Instrumentalities include a controller that is configured to be used as setforth in
elements L0d1, 10d2, and I@d3 below.

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
series ofentries ofthe biometric signal, said series being characterized according to at least one of
the numberofsaid entries and a duration ofeach said entry.

Morespecifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
means for receiving a series ofentries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor

captures the biometric image and securely transmits it to the Secure Enclave."
(Ex. A, Apple Platform Security, at 19.)

Touch ID

Whena finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch ofa finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
Ud.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone.
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Claim 10 Accused Instrumentalities

Set up Touch ID

Before you can set up Touch ID, you mustfirst create a code for your device,* then follow these steps:
7. Make sure the Touch ID sensor and your finger are clean and dry.

8. Tap Settings > Touch ID & Code, and then enter your code.

9. Tap "Add fingerprint” and hold the device as you normally would when touching the Touch ID
sensor.

10, Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your FingerUf and rest your Hinges on tha Home
bation repeatedly.

11. Continue by raising and slowly lowering your finger over and over again, changing the position
of your finger just a tiny bit at a time.
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Claim 10 Accused Instrumentalities

12. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each timethe finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transformsthe series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation").

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth mapofthe face along with a 2D infrared image. This data ts used
to create a sequence of 2D images and depth maps, whichare digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal
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results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Using Face ID on iPhone

1, Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front ofyour face and tap "Let's go".

4, Makesure yourface is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performing the first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”

(https://support.apple.com/en-us/HT208 109)

The biometric signature of a single face is thus determined by two successive Face ID scans, each ofwhich
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding optionin its settings. If the user selects the
option "Set up an alternative appearance" as shown inthe figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 L/, a second face is registered by the iPhone in
the same way asthe first face.
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The series of entries ofthe biometric signal is identified on the iPhone by both the number and
duration of cach such entry.

Touch ID

According to step 5 of the instructions https:'/support.apple.conven-us/HT201371, for the enrollment
ofa single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
ofentries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration given to the user via the iPhone display, ic. the user's
finger must remain on the sensor for a predetermined duration for each entry of the biometric signal in
order to caplure the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhoneand iPad.

Set up Touch ID

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift yourfinger.

Canc:

Place Your Finger
Lit and rest your finger on the Home

button repestecty.

a
i}
MY

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
your fingerjust a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges ofyour fingertip instead ofthe
middle part as you did duringthefirst scan.

(https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along someofthe papillary bars until the capture of the biometric entry in question is
complete:

Came

Place Your Finger[Lilt and 14a your finger on the Home
button spestedly.

oR
; 4

df y
\ a“a

Whenthe required duration is reached, the iPhone vibrates after an entry of the biometric signalis
received or it issues a prompt to the user to lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the samefinger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhoneor iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZ1g):
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Sp

Follow the prompts
on your device

Stat!

Follow the prompts
on your device

Both the number ofentries, 1c. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Face ID

Phe user moves his face in front of the camerato strike different poses, and the camera system with
Image sensor continuously captures a large number of biometric entries, ie. bere the 21 images with
depth information, in a row

"This enrolled facial data is itself a mathematical representation of the user's face CHpLured ACrOsS
varbety cv poses,”
(Ex..A, Apple Platform Security, at 20.)

Phe sufficient duration of an entry for a pose, i.c. an angular position of the head specified via the user
interface of the iPhone, 1s indicated to the user by the transformation of a gray line into.a green line:

 
(Individual images taken from: htips://support apple com/en-us!/HTZ0R 109)

1Qd2. map said series into|The dccesed Jnstramentalities include a transmitter sub-system controller configured to map said
} an instruction; and erick inte ae (atrchion.
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More specifically, the Secure Enclave of the iPhone contains meansto assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data."
(Ex. A, Apple Platform Security, at 19.)

To earry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(id., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrolfment, the
resulting map of nodesis stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."
(/d., at 19.)

Face ID

The instruction involves the transformation ofthe set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.&
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"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial datais itself a mathematical representation of the user's face captured across a variety of poses. “
(/d., at 20.)

"Face ID data, including mathematical representations ofa user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face ID data ts saved, encrypted only for use by the Secure Enclave,
during normaloperation:
, The mathematical representations of a user's face calculated during enrollment

10d3. populate the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the|the database according to the instruction.
instruction, wherein the
controlled item is one of: a|More specifically, the Secure Enclave stores the biometric signature, 1.e. the encrypted mathematical
locking mechanism of a representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage":
physical access structure
or an electronic lock on an|"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
electronic computing services on the Secure Enclave are used for revocation of data over events that mark anti-replay
device. boundaries including, but not limited to, the following:

* Adding or removing a Touch ID fingerprint or Face 1D face”.
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(/d., at 19.)
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| Touch ID

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare againsl for future matches...."
(fd.)

Face ID

The following Face [ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:
* The mathematical representations of a user's face calculated during enrollment”,
(fet, at 23.)

More specifically, the controlled item is 4 locking mechanism of the door lock of the user's home, The
Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch 1D or Face
ID.

“When the “Secure Remote Access” feature is turned on,  
 
  This further ensures that your door is only operated by the night people at the time you intend
for it.”

(hitps://us,yalehome.com/en/yale-newsblog/latest-blog-postsintroducing-biometnc-verification-for-
august-and-yale-locks 1)
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= — Yale “
Introducing Biometric Verification for August and Yale Locks

 
(hitps:/fus. yalehome.com/en'yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
gugust-and-yale-locks | |
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(hips! weww apple.com/shop! product’ HPARZ?ZM/A/yale-assure-lock-s]-touchscreen-deadbolt-black }
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1. A method for

providing secure access to
a controlled item im a

system Comprising a
database of biometric

signatures, a lransmitter
sub-system comprising a
biometric sensor

configured to receive a
biometric signal, and a
transmitter configured lo
emit a secure access signal
capable ofgranting access
to the controlled rem, and

a receiver sub-system
comprising a receiver sub-
system controller
configured to receive the
trnsmitted secure access

signal, and provide
conditional access to the

controlled item dependent
upon information in said
secure access signal, the
method comprising:

To the extent that the preamble is deemed to be a limitation, the Accused Instrumentalities are
configured fo use a method in accordance with this claim.

More specifically, the controlled item is a locking mechanism of the door lock of the user's home, The
Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face
ID.

“When the “Secure Remote Access” feature is turned on,

This further ensures that your door is only operated by the night people at the time you intend
for it.”

(https://us.yalehome.com/enyale-news/blog/latest-blog-posts/introducing-biometric-verificalion-for-
august-and-yale-locks1/') 
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Locused Instrumentalitices

= Open Yale qj
Introducing Biometric Verification for August and Yale Locks

Claim11

 
(https:‘us.valehome.com en yale-news blog laitest-blog-posis/iniroducing-biometnec-verification-lor-

| august-and-yale-locks 1)
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(https AWAY apple com shay product HPARZAMS A vale-assure-lock-sl-touchscreen-deadbolt-black)

1

| lla. populating the The Accused Instrumentalities are configured to populate the database of biometric signatures as
| database of biometric setforth in elements Dal, Pal, and Mad below.
| signatures by:

a
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Instrum lities

lal. receiving aseries of|The Acensed Jnstrumentalities are configured to populate the database ofbiometric signatures hy:
entries of the biometric receiving a series ofentries ofthe biometric signal.
signal:

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forme the
means for receiving a series of entries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor

captures the biometric image and securely transmits i to the Secure Enclave."
(Ex. A, Apple Platform Security, at 19.)

Touch ID

When a finger ts placed on the biometric sensor, the finger is scanned and the conresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch of a finger, i tnggers the advanced imaging array to
sean the finger and sends the sean to the Secure Enclave.”
(Ex. A, Apple Platform Security, at 19.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an eniry of a biometric
| signal when the user places his finger on the sensor. This is done multiple times, resulting ina series of

entries of such biometric signals.

Receiving a senes of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch 1D on iPhone.

Setup Touch UD

Before you can set up Touch ID, you must first create a code for your device,* then followthese steps:
|. Make sure the Touch ID sensor and your finger are clean and
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2. Tap Settings > Touch ID & Code, and then enter your code.  
3. Tap “Add fingerprint" and hold the device as you normally would when touching the Touch ID

sensor.

. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift yourfinger.

 

 
  
  
  
  
  
  
 

  

ose a}

Place Your Finger
‘Lift andl reat your tanger on the Homa

bullon repentedty.

. Continue by raising and slowly lowering your finger over and over again, changing the position
ofyour finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position, Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your
fingertip instead of the middle part as you would duringthe first scan.”

(https://support.apple.com/en-us/HT201 371)
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Accordingly, the user is prompted to place his finger on the sensor several times, in particularin
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated,i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

  
  
  
 

  
 
 
 

   
 
 
 

  

   
  
  
  
  
  
 
 
 

Face ID

 The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
whichis protected by the Secure Enclave. The Secure Neural Engine transformsthe series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation").

 "After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, whichare digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(emphasis added)
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moveshis head into different poses, a series of entries of the biometric signal
results. Two such Face ID scansare required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

  
   
  Using Face ID on iPhoneor iPad Pro - Apple Support
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Configure Face ID

Before configuring Face ID, make sure that neither the TrueDepth camera nor your face are covered by
anything....

Follow the steps below to configure Face ID:

l. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front ofyour face and tap "Let's go".

4, Makesure your face is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on “Options for operating aids".

5. After performingthe first Face [ID scan, tap "Next".

Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”

(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face ID scans, each ofwhich
receives a series ofentries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance" as shown in the figure below on
https://Awww.macworld.co.uk/how-to/second-face-id-3803421/, a second face is registered by the iPhonein
the same way as thefirst face.
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Claim11AccusedInstrumentalities
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The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of cach such entry,

Touch ID

According to step 5 of the instructions https://support.apple.com/en-us/HT201 371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries in a row predetermined via the user guidance are captured by the iPhone. Each one ofthe
entries must also be of a predetermined duration given to the user via the iPhone display, ic. the user's
finger must remain on the sensor for a predetermined duration for cach entryof the biometric signal in
order to capture the biometric signal during this time.
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Receivingaseries ofentries of the biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone.

Set up Touch ID

4. Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

wal ame a
Camu,

Place Your Finger
LN and nest your finger on the Hora

bution repeatedly.

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
yourfinger just a tiny bit at a time.

6, The next screen will ask you to change your finger position. Hold your device as you normally
would when unlockingit. Touch the Touch ID sensor with the outer edges of yourfingertip instead of the
middle part as you did duringthe first scan.

(https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along someofthe papillary bars until the capture of the biometric entry in question is
complete:

wat aad 17".
Cance

Place Your Finger
(Lift and red your finger on the Home

When the required duration is reached, the iPhone vibrates after an entry of the biometric signalis
received orit issues a promptto the user to lift the finger. The user thenlifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries ofsufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhoneoriPad -
Apple Support - YouTube(https://www.youtube.com/watch?v=xTZ2LALWZig):
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Ses 7

Follow the prompts
on your device

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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{laim Il Accused Instrumentalities

The user moves his face in front of the camera to strike different poses, and the camera system with
image sensor continuously captures a large number of biometne entries, ie. here the 2D images with
depth information, in a row.

"This enrolled facial data is itself a mathematical representation of the user's face captured across a
vanely of poses.”
(Ex. A, Apple Platform Security, at 20.)

The sufficient duration of an entry fora pose, ie. an angular position of the head specified via the user
interface of the iPhone, is indicated to the user by the transformation of a gray line into a greenline:

 
(Individual images taken from: htips://support.apple.com/en-us/HT208 109)
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Accused Instrumentalities

L1a2. determining at least|The Accused instrumentalities are configured to populate the database ofbiometric signatures by:
one of the number of said|determining at least one ofthe numberofsaid entries and a duration ofeach said entry.
entries and a duration of

each said entry; Morespecifically, as discussed above, both Face ID and Touch ID require a specific number of entries
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific
number of entries have been input. Likewise, while not necessary for the claim, upon information and
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are
required to touch the home button with their finger several times for a certain duration. Similarly, the
users need to scan their face twice, and each scan requires the users to move their head in a circle for a
certain duration for Face ID.

Touch ID: Register a fingerprint for Apple Touch ID bythe user tapping a finger several times on the
home button to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty_ converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+
fingerprintt+applet+touchtid+ontscreentinstructions#id=1 &vid=
156de65ae06ca453643009fcOea9cf79&action=click)

Touch ID: The user’s finger must remam on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you're asked to lift your finger.” “Continueto lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-au/HT201371)

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scans of the user’s face. Each scan asks users to movetheir
head slowly in a circle to register different angles of the user’s face.
https://www.imore.com/how-set-face-id-iphone
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Claim 11 Accused Instrumentalities

1la3. mapping said series|The Accused Instrumentalities include a transmitter sub-system controller configured to map said
into an instruction; and Series into an instruction.

Morespecifically, the Secure Enclave of the iPhone contains means to assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data.”
(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map ofnodes is stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information.”
(/d., at 19.)

Face ID
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Claim 11 Accused Instrumentalities

The instruction involves the transformation ofthe set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses. “
(id., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device. It’s not sent to Apple, nor is it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:
. The mathematical representations ofa user's face calculated during enrollmentoo.

id., at 23.)

11a4. populating the The Accused Instramentalities include a transmitter sub-system controller configured to populate
database according to the|the database according to the instruction.
instruction;

Morespecifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage":

"The secure nonvolatile storage is used for ail anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

* Adding or removing a Touch [D fingerprint or Face ID face”.
(Ex. A, Apple Platform Security, at 16.)
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Claim 11 Accused Instrumentalities

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(/d., at 19.)

Touch ID

"During enrollment, the resulting map of nodesis stored in an encrypted formatthat can be read only
by the Secure Enclave as a template to compare against for future matches..."
(id.)

Face ID

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:
* The mathematical representations of a user's face calculated during enrollment".
id., at 23.

I 1b. receiving the The Accused Instrumentalities include a biometric sensor configured to receive the biometric signal.
biometric signal;

Morespecifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."
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Claim U Accused Instrumentalities 
(fa

"When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the sean to the Secure Enclave.”
tifa)

The biometric sensor for Touch ID is located below the home button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens, The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed undereath the cover: A CMOS chip with small capacitors."
(https:!/appleinsider.comvinside/touch-id)

PU
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Biometric sensor 12]

"Where is the Touch (LD) sensor located?
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Claim 11 Accused Instrumentalities

The Touch ID sensoris located either in the home button or - on the iPad Air (4th generation) - in the top
button.

(hitps://support.apple.com/en-us/HT20 1371)

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, whichis a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”
(Ex. C, iOS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence ofan attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This data is
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used lo create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and propects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itselfa mathematical representation of the user's face captured across a varicty of poses.”
(Ja., at 20.)

The camera system includes a biometric image sensor, namely a “CMOS image" sensor from Sony, to
riorfacial biometrics:

 
(https://appleinsider.com/anticles/ 17/09/09) inner-workings-of-apples-face-id-camera-detailed-in-

) report) 
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Claim 11 Accused Instrumentalities

llc. matching the The Accused Instrumentalities include a transmitter controller configured to emit a secure access
biometric signal against signal conveying information dependent upon said accessibility attribute.
members ofthe database

of biometric signatures to|More specifically, the iPhone's System on Chip (SOC),i.e. the Secure Enclave with its Secure Enciave
thereby output an Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
accessibility attribute; biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). “
(id., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user...”

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodesis stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)
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Claim 11 Accused Instrumentalities

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. It
then creates a mathematical representation of your fingerprint and comparesthis to your enrolled
fingerprint data to identify a match and unlock your device."
(hitps://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and comparesit to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected byit, i-e., a Secure Neural Engine,
which is used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety ofposes."
(Ud).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."
(id. at 23.)

Whenthe Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
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Accused Instrumentalities

Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhoneis to be unlocked ("...
determine whether to unlock the device...").

This confirmation of the matchis signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device[...]."
(/d. at 19.)

"Uses for Touch ID and Face ID

Unlocking a device or user account

[...] keys for the highest class of Data Protection-which are held in the Secure Enclave[...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
accountis unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(id. at 24.)

"The class key is protected with the hardware UID and, for someclasses, the user's passcode.”
(/d. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
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Claim 11 | Accused Instrumentalities

| Password setting i Immediately), the decrypted class key ts discarded, rendering all data im this
| Class inaccessible until the user enters the passcode again or unlocks (logs in to} the device using

Touch 1D or Face 1D,"

| (fa, al 86.)

The Touch 1D or Face 1D subsystem within the Secure Enclave is the SBIO shownbelow. SBIO is an
| application that runs within the Secure Enclave on the SEP and ts responsible for checking the match

of biometric features. SHIO receives the corresponding biometric data from a biometric sensor, such as
| the Touch 1D sensor. The random secret is stored ina memory ("bio memory") associited with the
| SBIQ and is output from the bio memory upon match, see step 3 in the diagram below ("3) upon

sioessiul match send random secret to SRS"):

hi Sache 
| (Ex. B, Behind the Scenes with 10S Security, al 34.)

|p
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Claim 1/1

lid. emitting 1 secure
| access signal conveying
| information dependent

upon said accessibility
| attribute: and

Accused Instrumentalitics

The class kevs are enervpled with a master key

User Keybags

Sets of keys generated for each user to protect their dataal rest

Keys wrapped by master key derived from user passcode ana SEP UID

After 10 incorrect passcode entries, SEP will not process anyfurther attempts

Different policy associated with each keybaq key—Usage,availability

 
(fea. at 245,)

The random secret is issued to SKS. SKS is a Secure Key Service application whichis located within
the Secure Enclave on the SEP andis responsible for decrypting class keys. [he random secret

provided by SBIO is used to decrypt a master key ("4) decrypt master key"). The master key ts
concatenated with the UID of ihe SEP and thus class keys are decrypted and added to the SKS keyring
("5) decry class keys, add to keyring") for further use by the Secure Enclave. The decrypted class
keys include, for example, the class key of class A

The Accused [nstrumentalities include a transmitter configured to ent a secure access signal
conveying information dependent apon said accessibility attribute,

For example, the Secure Enclave emits a signal with ephemerally re-cncrypted file keys:
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Claim 11 Accused Instrumentalities

“sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped
key to the AES Engine.”
(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave;the file key is never directly exposed to
the Application Processor.[...] When the Secure Enclave unwrapsa file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."
(Id. at 85.)

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encrypted, The emitted file keys are encrypted with the ephemeral key:

"All wrapped file key handling occurs in the Secure Enclave;the file key is never directly exposed to
the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwrapsa file's keys, they're rewrapped with the ephemeral key and
sent back to the Application Processor."
id.)
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Accused Instromentalities

iFilesystem Data Protection

‘aXe eseRSemi eatGeeLAI ts 8 | todhs

on the user partition is encrypted using a unique 
(Ex, B, Behind the Scenes with 10S Security, at 249.)
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(Claim 11 | Accused Instrumentalities
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(fa., at 304

Che information transmitted by the pig sigrhil, 1e., the ephemerally re-encrypted file keys, tsdependent on the availability attribute, Le., the confirmation that a biometric “template match” exists.
This confirmation is signaled by the issuance of the randomsecret (cf. step 3): Only if there is a
confimation of the mateh and the random seeret is issued by the Touch 1D or Face [1d subsystem
wilhin the Secure Enclave, .e. SBIO, the class key is available tor re-encrypting the file keys

Phe re-enerypled file keys are therefore information which is emitted depending on the fact that the
availability attribute has been emitted
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Claim 1 : 5 ies

lle. providing conditional|The Accused Jnstrumentalities are configured te provide conditional access to the controlled item
access to the controlled dependent upon said information, wherein the controlled item is one af? a locking mechanism afa
em dependent upon said|piysical access structure or an electronic lock on an electronic computing device
information, wherein the

controlled item is one of: a|More specifically, the controlled item is a locking mechanism of the door lock ofthe user's home. The
locking mechanism ofa Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
physical access structure Locks when the user provides biometric signal to the Accused Insirumentalittes via Touch ID or Face
or an ¢lectronic lock onan|ID,

electronic computing
device, “When the “Secure Remote Access” feature is tuned on, 
 
 

 

 This further ensures that your door is only operated by the right people at the time you intend
for it.”

(https://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
augusi-and-yale-locks 1/)
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Accused Instromentalities |

= Open Yale QQ
Introducing Biometric Verification for August and Yale Locks

 
(hitps://us.valehome.com/en yale-news/ blog’ latest-blog-posts/introducing-biometnc-veri fcation-tor-

august-and-yale-locks1/)
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Accused Instrumentalities

 
(hitps:!/www.apple.com/shop’ product HPARZ2ZMA/yale-assure-lock-sl-touchsereen-deadbolt-black)
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Claim 12 Accused Instrumentalities

12. The method according|The Accused Instrumentalities are configured to enroll a biometric signature into the database of
to claim 11, wherein biometric signatures as setforth in elements 12a and 12b below.
populating the database of
biometric signatures
further comprises enrolling
a biometric signature into
the database ofbiometric

signatures, and wherein
enrolling the biometric
signature into the database
comprises:
12a. receiving a biometric|The Accused Instrumentalities include a biometric sensor configured to receive the biometric
signal; and signal.

Morespecifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices
faster and easier. This technology reads fingerprint data from any angle and learns more abouta user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodesare identified with each use."
(d.)

"When the fingerprint sensor detects the touch ofa finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
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(Claim 12 Accused Instrumentalities

The biemeiric sensor for Touch ID is located below the home button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors.”

(https: /appleinsider.comy/inside/touch-id}
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Biometric sensor [2]

"Where ts the Touch ID sensor located?

The Touch [D sensor is located eitherin the home button or - on the iPad Air (4th generation) - in the top
button.

(hitps://suppertapple.comen-usT1T 201371)
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Accused Instrumentalities

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

  
 "The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure

Enclave while being vectorized for analysis, and thenit's discarded. The analysis utilizes subdermal
ridge flow angle mapping, which is a lossy process that discards minutia data that would be required
to reconstruct the user's actual fingerprint. The resulting map of nodesis stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”
(Ex. C, iOS Security white paper, at 8.)

  

  
 
 

 

  
 

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

 "With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

 
 
 
 
  

   
  

 “After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth mapof the face along with a 2D infrared image. This datais
used to create a sequence of 2D images and depth maps, which are digitally signed and sentto the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a  
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Claim i2 Accused Instrumentalities
SESS.SSSS

| mathematical representation and compares that representation to the enrolled facial data. This enrolled
fucial datais iiself'a mathematical representation of the user's face captured across a varicly of poses.”
(ld, at 20.)

 

} .

The camera systemincludes a biometric image sensor, namely a “CMOS image" sensor from Sony, to
‘tformfacial biometrics:

 
(https://appleinsider.com/articles/17/09/09/inner-workings-of-apples-face-id-camera-detailed-in-
ie wrt) —_—SS

2b. enrolling the The Accused instrumentalities are configured to enroll the biometric signal as an administrator
biometric signal as an signature in response te the database ofbiometric signatures being empty.
administrator signature in
response to the database of|More specifically, upon information and belief, the iPhone allows the users to enroll their biometric

signature as an administrator when the user is setting up their first 10S device. The biometrica
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Claim i? Accused Instrumentalities

“biome#tric sipnatunes being | signature enrolled upon the initial set up of the iOS device will be required to add additional
empty. fingerprints or faces on the device.

Set up Face ID or Touch |D and create a passcode
On same devices, you can setup Face ID o Touch ID, With these features, pou can use face

Peonihon oe aur fingpenpeiint bouniock your device and make purchases Tay Continue and
follow the inshuctions, of tap “Set Lip Later in Setirigs

New, set a six-digit passcode to help pootect your data, You need a passcode to use features like

Pace ID Tauch 1, and Angle Pay. If you'd fe 3 four-cigt pastondt, Custom pESscade, or no

paasoode. lam “Passcode Options

Create a Passcode
tee 0 pee coed ee ee

CD feyergee face

Face ID
Pare ia Ogeehe eae, feee-

thirst! beat es pl Aaoe
ay ee eeyp

RSaeeea iePo eee ae bee
ee] seus A eel 

(https://suppor.apple.com/en-us/HT202053)
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Claim 14 Accused Instrumentalities

14. A non-transitory The Accused Instrumentalities are non-transitory computer readable storage medium storing a
computer readable storage|computerprogram comprising instructions as setforth below.
medium storing a
computer program
comprising instructions,
which when executed by
processors causes the
processors to:

14a. receive a series of The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
entries of a biometric series ofentries ofthe biometric signal.
signal;

Morespecifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
meansfor receiving a series of entries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor

captures the biometric image and securely transmits it to the Secure Enclave.”
(Ex. A, Apple Platform Security, at 19.)

Touch ID

Whena finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"Whenthe fingerprint sensor detects the touch of a finger, it triggers the advanced imagingarray to
scan the finger and sends the scan to the Secure Enclave.”
(Id.}

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal whenthe userplaces his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.
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(laim 14 cused Instrumentalities 

Receiving a series of entries ofthe biometric signal by repeatedly placing a finger on the Touch [ID
sensor Will use Touch ID on iPhone.

Setup Touch 11)

Before you can set up Touch ID, you must first create a cotefor your device," then follow these steps:
13. Make sure the Towel (ID sensor and your finger are chean and dry.

14. Tap Settings > Touch (ID & Code, and then enter your code,

15. Tap “Add fingerprint” and boldthe deviceas you normally would when touching the Touch ID
STISoOr,

16. Touch the Touch [D sensor with one finger, but do not press. Keep your finger onthe button until
you feel a quick vibrationor are prompted to lift your linger:
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Claim 14 Accused Instrumentalities

17. Continue by raising and slowly lowering yourfinger over and over again, changing the position
ofyour finger just a tiny bit at a time.  

 

  
 

 

  
 

  
 
  
  
  
 

18. The next screen will ask you to change yourfinger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)

 Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the samefinger on
the sensor, form a series.

Face ID

 The meansfor receiving a series of entries of the biometric signal includes a Secure Neural Engine,
whichis protected by the Secure Enclave. The Secure Neural Engine transformsthe series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation”).

 "After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth mapofthe face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, whichare digitally signed and sentto the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(Ex. A, Apple Platform Security, at 20.)
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Claim 14 Accused Instrumentalities

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moveshis head into different poses, a series of entries of the biometric signal
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series ofentries of the biometric signal are received accordingly.

Using Face ID on iPhone

1, Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face ID".

3. Hold the device in portrait mode in front ofyour face and tap "Let's go".

4, Makesure yourfaceis inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performingthefirst Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.
7. Tap "Done.”

(https://support.apple.com/en-us/HT208109)

The biometric signature ofa single face is thus determined by two successive Face ID scans, each ofwhich
receives a series of entries ofthe biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance” as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 |/, a second face is registered by the iPhone in
the same way as thefirst face.
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Accused lnstrumentalitics

RAAR 
Flea] bom

Recures AHecbon fo Mace 1 <

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of exch such entry.

Touch ID

According to step 3 of the instructions bittps://suppor.apple.com/en-us/HT20197 1, for the enrollment
ofa single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries in a rowpredetermined via the user guidance are captured by the iPhone, Each one of the
entries must also be of a predetermined duration given to the user via the iPhone display, i.e. the user's
finger must remain on the sensor for a predetermined duration for each entry of the biometric signal in
order ta capture the biometric signal during this tinve.
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Receiving a series of entries ofthe biometric signal by repeatedly placing a finger on the Touch ID sensor
will use Touch ID on iPhone and iPad.

Set up Touch ID

4, Touch the Touch ID sensor with one finger, but do not press. Keep yourfinger on the button until
you feel a quick vibration or are prompted to lift your finger.

aad tots ams
Cane!

Place Your Finger
(Lat and reat your finger on the Home:

bution repemtedty.

5. Continue by raising and slowly lowering yourfinger over and over again, changing the position of
your fingerjust a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when untockingit. Touch the Touch ID sensor with the outer edges ofyour fingertip instead of the
middle part as you did duringthefirst scan.

(https://support.apple.com/en-us/HT201371)
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After placing a finger on the home button, a fingerprint appears on the display with red progress bars
spreading along someofthe papillary bars until the capture of the biometric entry in questionis
complete:

rn) ‘0
ance

Place Your Finger
Lift andi resi your finger on the Home

button repakatedhy.

Whenthe required duration is reached, the iPhone vibrates after an entry of the biometric signal is
received orit issues a prompt to the userto lift the finger. The user then lifts the finger in question and
replaces the samefinger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhoneor iPad -
Apple Support - YouTube(https://www.youtube.com/watch?v=xTZ2LALWZig):
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Sep 2

Follow the prompts
on your device

Sra

Follow the prompts.
on your device

Both the number of entries, ic. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Claim 14 | Accused Instrumentalities
— |

Face ID

The user moves his face in front of the camera to strike different poses, and the camera system with
image sensor continuously caplures a large number of biometric entries, 1c, here the 2D images with
depth InfoOnMalion, In a row

“This enrolled facial data is itself a mathematical representation of the user's face captured across a

variety of poses.”
(Ex. A, Apple Platform Security, at 20.)

Phe sufficient duration ofan entry for a pose, i.e. an angular position of the head specified via the user
interface of the iPhone, is indicated to the user by the transformation ofa gray line into a green lime:

 
(individual images takenfrom:htips:!/support-apple.com/en-us/H 1208108)

4b. determineat least one | The Accusedinstrumentalitiesare configured fo populate the database ofbiometric signatures by:
| ofa number of said entries | determining af feast one of the somber of said entries and a duration ofeach said entry.
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Claim 14

and a duration of each of

satd entries;

Accused Instrumentalities

Morespecifically, as discussed above, both Face ID and Touch ID require a specific numberofentries
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific
numberof entries have been input. Likewise, while not necessary for the claim, upon information and
belief, the Accused Instrumentalities determine that each input of either facial or fingerprint data is of a
sufficient duration. Again, when setting up Touch ID in the Accused Instrumentalities, the users are
required to touch the home button with their finger several times for a certain duration. Similarly, the
users need to scan their face twice, and each scan requires the users to movetheir head in a circle for a
certain duration for Face ID.

  
   

   
  
   
 

 
 

Touch ID: Register a fingerprint for Apple Touch ID bythe user tapping a finger several times on the
homebutton to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?fi=yhs-pty-pty__converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+
fingerprintt+apple+touch+id+on+screen+instructions#id=1 &vid=
156de65ae06ca453643009fc0ea9cf79&action=click)

  
  
   
 
 
 

Touch [D: The user’s finger must remain on the home button long enoughfor the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you're asked to lift your finger.” “Continue to lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-aw/HT201371)

  
   
 

 
 
 
 

 
 

Touch ID: “you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scansof the user’s face. Each scan asks users to movetheir
head slowly in a circle to register different angles of the user’s face.
https://www.imore.com/how-set-face-id-iphone

The Accused Instrumentalities include a transmitter sub-system controller configured to map said
series into an instruction.

 
  

 

 

 
  

 14c. mapsaid series into
an instruction;
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Morespecifically, the Secure Enclave of the iPhone contains meansto assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

 

  
  
 
 

 
 

  

 “The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data."
(Ex. A, Apple Platform Security, at 19.)

 
 

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing powerfor the Secure Enclave."
(id., at 10.)

Touch ID

Theinstruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodesis stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information.”
(d., at 19.)

  
   
 
  

  
   

Face ID

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.
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"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and comparesthat representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses. “
(/d., at 20.)

  
  
 
 "Face ID data, including mathematical representations of a user's face, is encrypted and available only

to the Secure Enclave. This data never leaves the device.It's not sent to Apple, noris it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:
° The mathematical representations of a user's face calculated during enrollment”

  
  
  
 

 

 

 

  
 

14d. populate a database
of biometric signatures
according to the
instruction;

The Accused Instrumentalities include a transmitter sub-system controller configured to populate
the database according to the instruction. 

  
 
 
 

Morespecifically, the Secure Enclave stores the biometric signature,i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage":

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

  
 

  
 
 

» Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(d., at 19.)
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Touch ID

"During enrollment, the resulting map of nodesis stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...”
Ud.)

Face ID

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:
* The mathematical representations of a user's face calculated during enrollment”.

14e. receive the biometric|The Accused Instrumentalities include a biometric sensor configured to receive the biometric signal.
signal;

Morespecifically, the iPhone hasat least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with imagesensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more abouta user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodesare identified with each use."
(Id.)

"When the fingerprint sensor detects the touch ofa finger,it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
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8EEE

Claim 14 Accused Instrumentalities 

| (hed)

The biometric sensor for Touch ID is located below the home bution:

"The Homebutton is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
cupacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors,”
(hitps://appleinsider.com/inside/touch-id}

 ee ueah
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Biometric sensor [2]

"Where ts the Touch 1D sensor located?

The Touch ID sensor is located either in the home button or- on the iPad Air (4th generation) - in the top
ution,

| (hiips://supporLapple.comven-us/HT 201371)
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The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and then it's discarded. The analysis utilizes subdermal
ridge flow angle mapping, whichis a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes.”
(Ex. C, iOS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry ofa user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

“After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth mapof the face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, whichare digitally signed and sentto the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
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Accused Instrumentalities

mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself'a mathematical representation of the user's face captured across a vanety ofposes.”
(fe. at 20.)

The camera system includes a biometric image sensor, namely a “CMOS image” sensor from Sony, to
verform facial biometrics:

ieLote 
(https://appleinsider.convarticles/ 17/09/09)inner-workings-of-apples-face-id-camera-detailed-in-

Teport)
l4f. mateh the biometric The Accased Jastramentatities include a transminfer comroller configured to emit a secure access

signal agains! members of|signal conveying information dependent upon said accessibility attribute,
the database of biometric

ignatures to thereb
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output an accessibility Morespecifically, the iPhone's System on Chip (SOC), i.e. the Secure Enclave with its Secure Enclave
attribute; Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the

biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC)thatis included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). “
(id., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclaveis responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ..."

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodesis stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation.It
then creates a mathematical representation of your fingerprint and comparesthis to your enrolled
fingerprint data to identify a match and unlock your device. "
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"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation ofthe finger.
The system then creates a mathematical representation of your fingerprint and comparesit to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)}

   
  

 
 For Face ID, the Secure Enclave has a neural network protected byit, 1.e., a Secure Neural Engine,

whichis used to verify the match:
 
 
 
 

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.)

  
 
 
 

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(d.).

  
  
 
 
  

  
   
  
 
 
 

  
  
  
  
 

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."
(id. at 23.)

 Whenthe Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem isalso referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhoneis to be unlocked ("...
determine whetherto unlock the device ...").
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This confirmation of the match is signaled by the SBIO byissuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(id. at 19.)

"Uses for Touch ID and Face ID

Unlocking a device or user account

|...| keys for the highest class of Data Protection-which are held in the Secure Enclave [...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a-
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(Id. at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode."
(id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds,if the Require
Passwordsetting is Immediately), the decrypted class key is discarded, rendering all data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face ID."
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The Touch 1D or Face ID subsystem within the Secure Enclaveis the SEI shown below, SBI is an
application that runs within the Secure Enclave on the SEPand is responsible for checking the match
of biometric features. SAIO receives the corresponding biometric data from a biometric sensor, such as
the Touch 1D sensor, The random secret is stored in a memory ("bio memory") associated with the
SBIO andis output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sucessful match send random secret to SKS"):

 
(Ex. B, Behind the Scenes with 10S Security, at 34.)

Theclass keys are encrypted with a master key:
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142. emi a secure access
signal conveying

Indonmation dependent
upon said accessibility
attribute: and

 
Locused Instrumentalities

User Keybags

EO) tiPRO i ateO8a eRe Cen 606) Cae mi ome) cs es] coe

Keys wrapped by master key derived from user passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process any further attempts

Bi israale ee)aesem(eRhea ORMaaa):8 ol ees eames isl lea

(ft, at 25.)

The random secret is issued to SKS, SKS is a Secure Key Service application which is located within
the Secure Enclave on the SEP and is responsible for decrypting class keys. [he randomsecret
provithed by SHIDO is used to decrypt a master key ("4) decrypt master key"), The master key is
concatenated with the UID of the SEP and thus class keys are decrypted and added to the SKS keyring

("5) decrypt class keys, add to keyring") for further use by the Secure Enclave. The decrypted class
keys ireclinde, for cxample, the class key oF chass A

The Accused [nstramentalities include a transmitter configured fo emit a secure access signal
comeing information dependent apon said accessibility attribute,

For example, the Secure Enclave emits a signal with ephemerally re-encrypted file keys

“sens can then use the ephemeral wrapping key to wrap file Keys for use by the Application
Processor file-system driver. When the file-systemdriver reads of writes a file, it sends the wrapped

kev to the AES Engine.”

led = a
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(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. |...) When the Secure Enclave unwraps a file's keys, they're rewrapped with
the ephemeral key and sent beck to the Application Processor."
(fel, at B3.)

he signal with the ephemerally re-encrypied file keys is a secure signal because tt comes fromthe
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encryped, The emitted file keys are encrypted with the ephemeral key:

the Application Processor. Al startup, the Secure Enclave negotiates an ephemeral key with the AES

|

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to |
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and |
scnt back tothe Application Processor.”

(fet) |

Filesystem Data Protection |

aeee Ae eeeeeeReeeeainUM Peeks [een

ee SUM omeUMUN omme AU OPRERU kee MOLT Nem Melee (0Mesh L8 8 Ue toyeee 
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(Ex. B, Behind the Scenes with iOS Security, at 29.)

Key Store

iee ed 
(fed, at 30h,)

The information transmitted by the emitted signal, 1¢., the ephemerally re-cncrypted file keys, 15
dependent on the availability attribute, te., the confirmation that a biometric “template match" exists
This confirmation is signaled by the issuance of the random secret (cf step 3): Only if there is a

confirmation of the match and the random secret is issued by the Touch 1D or Face [D subsystem
within the Secure Enclave, ic. SBHIO, the class key is available for re-encryptingthe file keys

The re-encrypted file keys are therefore information which ts emitted depending on the fact that the
availability atinbute has been emitted,
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14h. provide conditional
access loa controlled item|dependent upon said information, wherein the controlled item ix one af: a locking mechanism ofa
dependent upon said physical access structure or an electronic lock on an electronic computing device.
information, wherein the

controlled item is one of: a | More specifically, the controlled itemis a locking mechanism ofthe door lock ofthe user's home. The
locking mechanism of a Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
physical access structure Locks when the user provides biometric signal to the Accused Instrumentalities via Touch [D or Face
or an electronic lock om am|1D.

electronic computing
device. “When the “Secure Remote Access” feature 1s turned on,

This further ensures that your door is only operated by the night people at the time you intend
for 1."

(https://us.yalehome.com/en!yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
august-ancd-yale-locks 1)
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— es]= Open Yale AA
Introducing Biometric Verification for August and Yale Locks

 
|

(hitps://us.valehome.com/en/yale-news/ blowlatest-bloe-posts/introducing-biometnic-veri iication-lor

august-and-yale-locks1/) |
|1
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(https:\www.apple.com/shop/product/HPARZZM/A/yale-assure-lock-sl-touchsercen-deadbolt-black)
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15. A system for The Accused Jnstrumentalities are non-fransitory computer readable storage medium storing a
providing secure gecess to|computer program comprising instructions ax setforth below,
a controlled item, the

system comprising:
[5a. amemory comprising|The dccused Jastramentalities include a memory comprising a database ofbiometric signatures.
a database of biometric

signatures: More specifically, the iPhone allows multiple biometric signatures to be entered into a database on the
iPhone:

 

Touch ID

The iPhone allows the registration of multiple fingerprints:

 
Fig. from hitps://suppor.apple.com/en-us/HT201371 under Manage Touch ID Settings. In the second |
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"Register up to five fingerprints."

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation.It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device, "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation ofthe finger.
The system then creates a mathematical representation of your fingerprint and comparesit to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/en-us/HT204587)

Face ID

The iPhone allows the registration of multiple faces:
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lo register a face, the iPhone takes a series ofpictures of the user in different poses while circling his
head, This is revealed in detail in https.!/supportapple.com/en-us/HT208 10in the second section
"Configure Face 1D", there also the figure shown above.

To register a second face, the iPhone offers a corresponding optionin its settings. [the user selects the |
option “Set up an allemative appearance" as shown in the figure below (from How To Add A Second
Face To Face [ID - Macworld UR: bttns:!weww.macworld.co.uk/how-to'second-faee-id-3 80542 1), a
second face is registered by the iPhonein the same way as the first face

*Set up Face 1D or add another face.

* Select "Settings">"Face 1D & Code">“Configure altemate appearance” if you want to
configure another face to be recognized by Face ID."
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| (https://suppor.apple.comde-de/guideiphoneiphéd 162927a/ies)

Ces Fit DData

iAAAAR 
Benne dutertape. tye Faber el gz

The page How To Add A Second Face To Face ID - Macworld UR
(https:www.macworld_.co.uk/how-to/second-face-id-380342 1) literally states:

"Face [D is a fast and secure way to unlock your iPhone or iPad Pro, but you may not know thai you
can actually set up more than one face to use the feature.
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This second face could belong to a loved one, enabling your partner or child to access your phone
without requiring your smiling mug to unlockit. ”

To store the biometric signatures ("template data") from the received biometric signals, the iPhone has
a System on Chip (SOC) called a Secure Enclave. A Secure Enclave Processor provides the Secure
Enclave with computing power:

"The Secure Enclave is a system on chip (SoC)that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"The Secure Enclave is a dedicated secure subsystem integrated into Apple systems on chip (SoCs)."
(/d., at 9.)

The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(/d., at 10.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(/d., at 19.)

The Secure Enclave has access to a memoryassignedto it and accessible onlyto it:

Secure nonvolatile storage
“The Secure Enclave is equipped with a dedicated secure nonvolatile storage device.
The secure nonvolatile storage is connected to the Secure Enclave using a dedicated 12C bus,so that it
can only be accessed by the Secure Enclave.”
(id., at 15.)

This memory serves as a database for storing the biometric signatures:
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"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:
*

e Adding or removing a Touch ID fingerprint or Face ID face”.

(id., at 16.)

This database is shown in the figure from Apple Platform Secutiry reproduced below:
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[ Claim 15 ] 7 AccusedInstrumentalities
aa ae = —— I

Llerwerpei
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Database 103

(Ex. A, Apple Platfonm Security, at 9.)

5b. a transmitter sub- ls setforth in elements (3h), (562, and [5b3 below, the Accused Instrumentafities include a
SYSlem COMprising: fromsmitfer subxysten

1Sb1. a biometric sensor The Accused Instrumentalities include a biometric sensor configured fo receive a biometric signal.
capable of receiving a
biometne signal;
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Morespecifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be uniocked using a fingerprint."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more abouta user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."
(id.)

"When the fingerprint sensor detects the touch ofa finger,it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
(d.)

The biometric sensor for Touch ID is located below the home button:

"The Homebuttenis a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensorinstalled underneath the cover: A CMOSchip with small capacitors."
https://appleinsider.com/inside/touch-id
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Peeane
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Biometric sensor (71

"Where is ihe Touch 1D sensor located?

 
| The Touch 1D sensor is located either in the home button or - on the iPad Air (4th generation) - in the top

bution

| (hitps://support_apple.conmv/en-us HT 201371)

| Theimage sensor captures aun §8-by-88-pixel, 500 PPI raster scan:
|

| “The &8-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
| Enclave while being vectorized for analysis, and then it's discarded, The analysis utilizes subdermal
| Tidge flow angle mapping, whichis a lossy process that discards minutia data that would be required to
| reconstnuct the user's actual fingerprint. The resulting map ofnodes is stored without any identity

information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
| Apple or backed up to (Cloud of (Tunes. ~
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(Ex. C, iOS Security white paper,at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry of a user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, whichare digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth mapcaptures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and comparesthat representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(id.)

The camera system includes a biometric image sensor, namely a "CMOS image” sensor from Sony, to
perform facial biometrics:
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AccusedInstrumentalitiesClaim 15

eit

Dae

ea Cauei 
(https://appleinsider.com/articles! 17/09/09)inner-workings-of-apples-face-id-camera-detailed-in-
report}

1562. a transmitter sub- The Accused Instrumentalities include a transmitter controller configured to emit a secure access
system controller capable|signal conveying information dependent upon said accessibility attribute.
of matching the biometric
sional against members of|More specifically, the iPhone's System on Chip (SOC), ie. the Secure Enclave with tts Secure Enclave

the database of biometric=|Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
signatures to thereby biometric signal with elements of the biometric signature database.
QuUIpUt an accessibility
altribute; and “The Secure Eaclave is a system on chip (S47) that is included on all recent iPhone, ... devices”

(Ex. A, Apple Platform Security, at 7.)
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"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). *
(d., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user ...”

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodesis stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation.It
then creates a mathematical representation of your fingerprint and compares this to your enrolled
fingerprint data to identify a match and unlock your device. "
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation ofthe finger.
The system then creates a mathematical representation of your fingerprint and compares it to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)
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For Face ID, the Secure Enclave has a neural network protected by it, i.e., a Secure Neural Engine,
whichis used to verify the match:

"Face JD uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(#d.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."
(/d. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirmsthat there is a match and that the iPhoneis to be unlocked("...
determine whetherto unlock the device...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

“During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device[...].”
(Id. at 19.)
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"Uses for Touch ID and Face ID

Unlocking a device or user account

[...] keys for the highest class of Data Protection-which are held in the Secure Enclave[...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch 1D or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
account is unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystemsto unlock the device."

(Id.at 24.)

"The class key is protected with the hardware UID and, for some classes, the user's passcode."
(id. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password andthe device UID. Shortly after the user locks a device (10 seconds, if the Require
Passwordsetting is Immediately), the decrypted class key is discarded, renderingall data in this
class inaccessible until the user enters the passcode again or unlocks (logs in to) the device using
Touch ID or Face ID."

(id. at 86.)

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP andis responsible for checking the match
of biometric features. SBIO receives the corresponding biometric data from a biometric sensor, such as
the Touch ID sensor. The random secretis stored in a memory ("bio memo associated with the
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SBIO and is output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sucessful match send random secret to SKS"):

 
(Ex. B, Behind the Scenes with OS Security, at 44.)

Nhe class kevs are encrypted with a master key
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f

| Claim 15

1563. a transmitter

| capable of emitting a
secure access sional

CONVEYING Intonation

dependent upon sand
accessibility attribute; and

 
Accused Instrumentalities

User Keybags

f keys generated for each user to protect their data at rest

ad by master key derived from user passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process anyfurther atte

Drees)eestor lemaneseanCa ue)s (0 oyetc[e tomessll]L a

(ia., at 25.)

The random secret is issued to SKS. SKS is a Secure Rey Service application which is located within
the Secure Enclave on the SEP and is responsible for decrypling class keys. [he random secret
provided by SBIO is used to decrypl a master key ("4) decrypt master key"). The master key ts
concatenated with the UID of the SEP and thus class keys are decrypted and added to the SKS keyring
("S) decrypt class keys, add to keyring") for further use by the Secure Enclave. The decrypted class

keys Include, te example, ihe class katy of class A

The Accused Instrumentatities include a transmitter configured to emit a secure access signal
convening information dependent upon said accessibiliny attiridare,

For example, the Secure Enclave emits a signal with ephemerally re-encrypled file keys:

“sepUs can then use the ephemeral wrapping key to wrap tile keys tor use by the Application
Processor file-system driver. When the file-system driver reads or writes a file, it sends the wrapped

| key to the AES Engine.”
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(Ex. A, Apple Platform Security, at 14.)

“ALL wrapped file key handling occurs in the Secure Enclave: the file key is evel directly cx posed to
ihe Application Processor. |...) When the Secure Enclave unwraps a file's keys, they're rewrapped with
{he ephemeral key and sent back to the Application Processor.’
(fd, al 83.)

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the
Secure Enclave and thus from a secure environment. Furthermore, the signal is secure because the
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key:

All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. At siartup, the Secure Enclave negotiates an ephemeral key with the AES
Engine, When the Secure Enclave unwraps afile's keys, they're rewrapped with the ephemeral key and
sent back to the Application Processor.”
iid )

Filesystem Data Protection

UR ee CR ld omeeeasROO MPLS OR MO iON CoM es heeDR Coy 
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(Ex. 8, Behind the Seenes with (05 Security, al 29.)

Dd eed ALS bngng

eyes
mretie tah

 
(fet. at 30h)

The information transmitted by the emitted signal, ic., the ephemerally re-encrypled file kevs, is
dependent on the availability attribute, ie. the cenfirmation that a biometric “template match” exists.
This confirmation ts signaled by the issuance of the random secret (cf step 3): Only ifthere is a
confinmation of the match and the random secret is issued by the Touch [1D or Face [D subsystem
within the Secure Enclave, i.e. SHPO, the class key is available for re-encrypting the file keys

Phe re-eneryptedfile keys are therefore information whichts emitted depending on the fact that the
availability attribute has been emitted

[a9
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(lar15

[Sc. a receiver sub-system

/ CONTE TS IN
[3c]. a receiver sub-

system controller capable
of rex CIVving ihe
transmitted secure access

somal: and

Accused Instrumentalities |

Als set forth in elements [Sel and [5c2 below, the Accused fnastrumentalities include a receiver sub-
4pehcer.

The Accused Instrumentalities include a receiver sub-system controller capable of? receiving the
hraviainitted SCPECe sipnial

An application processor (118) with file system driver, which receives the ephemerally re-enerypted
file key. To read files from the NAND Flash storage, the application processor processes the received
signal by creating a read command with the ephemerally wrappedfile key ("lO command with
ephemet ally WW rapped file Rie'y "\ and sends it to the Sorage cr ntrater (TOS) (SANT Flash eomtroller
with AES engine). This read command provides the storage controller withall the information required
to read and decrypt the encryptedfile from the NAND flashstorage:

|

Pe weia

rathta

 
(Ex. B, Behind the Scenes with 10s Security, at 30)
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Claim 14 Accused Instrumentalities

“sepOS can then use the ephemeral wrapping keyto wrap file keys for use by the Application
Processor file-svstem driver. When the file-svstem driver reads or writes a file, it sends the

| wrapped key to the AES Engine. ”
) (Ex. A, Apple Platform Security, at 14.)

"All wrappedfile key handling occurs in the Secure Enclave; the file key is never directly exposed to
| the Application Processor.[...] When the Secure Enclave unwrapsa file's keys, they're rewrapped with

the ephemeral kev and sent back to the Application Processor.”

|Ud,at85.)
lSe2. providing | The Accused Instrumentalities include a receiver sub-system configured to provide conditional
conditional access to the access fo the controlled item dependent upon said information.
controlled item dependent
upon said information, More specifically, the controlled item is a locking mechanismof the door lock of the user's home. The

Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face
IT.

“When the “Secure Remote Access™ feature is turned on,
I

1

|
1

| for it.”

| (https://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
| aupust-and-yale-locks 1)

This further ensures that your door is only operated by the night people at the time you intend
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{‘laim 15 Accused Instrumentalities

= LAD Yale QO. |

Introducing Biometric Verification for August and Yale Locks

 
(https://us. yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometne-verification-lor-
august-and-vale-locks 1)
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| Claim 15

h

Lc. wherein the

iransmitier sub-system
controller is further

capable off

Accused Instrumentalitics

  
(https: www. apple.com/shop! product/ HPARZ4M/A/yale-assure-lock-s)-touchsereen-deadbolt-black)

The Accused Jastramentalities inciide a transmitter sub-system controler that is configured to be
used as set forth in elements [Sdl, [3d2, and [3d7 below,
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14d 1. receiving a series of|The Accosed Jnstrumentalities include a transmitter sub-system controller configured to receive a
enines of the biometric series ofentries ofthe biometric signal, said series being characterized according to at feast one of
signal, said series being the number ofsaid entries and a duration afeach said entry.
characterised according to
al least one of the number|More specifically, the Secure Enclave ofthe iPhone with the Secure Enclave Processor fonms the
ofsaid entries and a means for receiving a series ofentries of the biometric signal.
duration of each said

entry; "Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor

captures the biometric image and securely transmits it to the Secure Enclave.”
(Ex. A, Apple Platform Security, at 19.)

  
  
 
 

  
Towel ID

When a finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

“When the fingerprint sensor detects the touch ofa finger, i triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(fd)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry ofa biometric
signal when the user places his finger on the sensor, This is done multiple limes, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch 1D on iPhone.

Setup Touch 1D

SPSBR Se =
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19, Makesure the Touch ID sensor and yourfinger are clean and dry.

20. Tap Settings > Touch ID & Code, and then enter your code.

21, Tap "Add fingerprint” and hold the device as you normally would when touching the Touch ID
Sensor.

22. Touch the Touch ID sensor with onefinger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your FingerLH and rast your finger on the Home
bulton repestecty.

fn)

23. Continue byraising and slowly lowering your finger over and over again, changing the position
ofyour finger just a tiny bit at a time.

24. The next screen will ask you to change yourfinger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(https://support.apple.com/en-us/HT201371)
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Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, form a series.

  
   
  
 

 
 

 
 

  
  
 
 
 

  

   
  
  
  
  
 
 
 

Face ID

 The meansfor receiving a series of entries of the biometric signal includes a Secure Neural! Engine,
whichis protected by the Secure Enclave. The Secure Neural Engine transformsthe series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation”).

 "After the TrueDepth camera confirms the presence ofan attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moveshis head into different poses, a series of entries of the biometric signal
results, Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

  
  
  
 
 
  
 

 Using Face ID on iPhone

lL. Tap Settings > Face ID & Code. Enter your code when prompted.

2. ‘Tap on "Configure Face ID". 
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3. Hold the device in portrait mode in front of your face and tap “Let's go".

Claim 15

  
   
  
  
  
  
 

   
  
   

4. Makesure your face is inside the frame and slowly move your head until the circle shown ts
completed. If you can't move your head, tap on "Options for operating aids”.

5. After performingthe first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”

(https://support.apple.com/en-us/HT208109)

The biometric signature of a single face is thus determined by two successive Face ID scans, each of which
receives a series of entries ofthe biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option in its settings. If the user selects the
option "Set up analternative appearance” as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 1/, a second face is registered by the iPhone in
the same way as thefirst face.
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Claim 15 Accused Instrumentalities
—

<

The series of entries of the biometric signal is identified on the iPhone by both the number and
duration of each such entry.

Touch I)

According to step § of the instructions htips:/support.apple.com/en-us/HT201371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries ina row predetermined via the user guidance are captured bythe iPhone. Each one of the
entries must also be of a predetermined duration given to the user via the iPhone display,1c. the user's
finger must remain on the sensor for a predetermined duration for cach entry of the biometric signal in
order to capture the biometric signal during this time.
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Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch [D sensor
will use Touch ID on iPhoneand iPad.

Set up Touch ID

4, Touch the Touch ID sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Place Your Finger
Lift and rest your finger on the Home

bution rapastgaty.

5. Continue by raising and slowly lowering your finger over and over agatn, changing the position of
yourfingerjust a tiny bit at a time.

6. The next screen will ask you to change yourfinger position. Hold your device as you normally
would when unlockingit. Touch the Touch ID sensor with the outer edges ofyour fingertip instead ofthe
middle part as you did during the first scan.

 
(https://support.apple.com/en-us/HT201371)
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After placing a finger on the homebutton, a fingerprint appears on the display with red progress bars
spreading along someofthe papillary bars until the capture of the biometric entry in questionis
complete:

rn] —
Carnu

Place Your Finger
LUfk andi nest your finger on the Hore

button repeatedly.

When the required duration is reached, the iPhone vibrates after an entry of the biometric signalis
received orit issues a promptto the userto lift the finger. The user then lifts the finger in question and
replaces the samefinger so that the iPhone receives a series of biometric signalentries of sufficient
duration for that finger. The process ts repeated for the samefinger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhoneor iPad-
Apple Support - YouTube(https://www.youtube.com/watch?v=xTZ2LALWZlg):
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Both the numberof entries, i.c. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Fuce 1D

The user moves his fee in front of the camera to strike different poses, and the camera system with
image sensor continuously captures a large number of biometric entries, ic. here the 2D images with
depth informatipon, ina row

"This enrolled facial data is itselfa mathematical representation of the user's face captured across a

variety of poses.”
(Ex. A, Apple Platform Security, at 20.)

The sufficient duration ofan entry for a pose, i.e. an angular position of the head specified via the user |
interface of the iPhone, is indicated to the user by the transformation of a gray lineinto a green line:

ere 
(Individual images taken from: https://supporapple.com/en-us/HT208 109)

15d2. mapping sai series|The decesed Jastramertalities include a transmitter sub-system controller configured fo stap said
| into an instruction; and | series inte an iastraction.
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More specifically, the Secure Enclave of the iPhone contains meansto assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data”).

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data,"
(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing powerfor the Secure Enclave."
(/d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodesis stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."
(d., at 19.)

Face ID

The instruction involves the transformation ofthe set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation,i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and stora
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"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses. “
(/d., at 20.)

  
  
 
 "Face ID data, including mathematical representations of a user's face, is encrypted and available only

to the Secure Enclave. This data never leaves the device. It's not sent to Apple, nor is it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:
. The mathematical representations of a user's face calculated during enrollment

Id., at 23.

The Accused Instrumentalities include a transmitter sub-system controller configured to populate
the database according to the instruction.

  
   
  
 

 
 

 
 

 
 

 
 
 

   
 
 
 

15d3. populating the data
base according to the
instruction,   

Morespecifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprintor face, in the database 105, i.e. the "secure nonvolatile storage":

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

  
 

  
   
 
 

« Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(Ud., at 19.)
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Touch ID

“During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...”
(fd)

Face ID)

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:
* The mathematical representations ofa user's face calculated during enrollment”.
(/d., at 23.) —

wherein the controlled The Accused Instrimentatities are configured fo provide aceess to the controlled item, wherein the
item is one of a locking controlled item is one of: a locking mechanism ofa physical access structure or an electronic lock
mechanism ofa physical|ow an efectrenic computing device.
HOCeSS SLNUCIUFe OF 1

clectronie lock on an More specifically, the controlled item is a locking mechanism of the door lock of the user's home. The
electronic computing Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
device. Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face

ID.

“When the “Secure Remote Access” feature is tumed on,

This further ensures that your door is only operated by the right people at the time you intend
for i.

| (https://us-yalehome.com/en‘yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
| august-and-yale-locks1/)
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— C}— (pen Yale a
Introducing Biometric Verification for August and Yale Locks

 
(hittps://us.yalehome.com/en/yale-news/blog/latest-blog-post#introducing-biometnc-verification-for-
aueust-and-yale-locks 1)
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(https:/www_apple.com/shop/product/HPAR2/M/A/yale-assure-lock-sl-touchsereen-deadbolt-black }

CPC Ex. 2005 — Page 181
ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.

IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 178 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 178 of 232

Claim 16 Accused Instrumentalities

16. A transmitter sub- To the extent that thepreamble is deemed to be a limitation, the Accused Instrumentalities include a
system for operating ina|transmitter sub-systemfor operating in a systemfor providing secure access to a controlled item in
system for providing accordance with this claim.
secure access toa

controlled item, wherein
the transmitter sub-system
comprises:

16a. a biometric sensor

capable of receiving a
biometric signal;

  
 

  
 
 

The Accused Instrumentalities include a biometric sensor configured to receive a biometric signal.

  
  
 

  
 

 
 

Morespecifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint.”
(Ex. A, Apple Platform Security, at 19.)

 
 
 
 

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodesare identified with each use."
(fd.)

  
   
 
 
 

"When the fingerprint sensor detects the touch ofa finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave."
(/d.)  
 
  
 

The biometric sensor for Touch ID ts located below the home button:

178
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arl
| "The Home button is a stack of different materials, capped with a sapphire crystal lens. The

surrounding stainless-steel ring works as a ground and detects the user's finger. This action activates a
capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors."
(https://appleinsider.com/inside/touch-id)  

Par Peeml, ne

etotate iy ae]

her Deeray

[ea ta

Biameine sensor 12)

"Where i the Touch 1D sensor located?

The Touch ID sensor is located ether in the home button or - on the iPad Air (4th generation) - in the top
button.

(htips:/supponapple.conven-usHT201 S71)

| The image sensor captures an 88-by-88-pixel, 300 PPI raster scan:|

| "The &8-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the SecureEnclavewhile being vectorized for analysis, and then i's discarded. The analysis wtlizes subdermal
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ridge flow angle mapping, whichis a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”
(Ex. C, iOS Security white paper,at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("TrueDepth camera system") with an
image sensor.

"With a simple glance, Face ID securely unlocks supported Apple devices.It provides intuitive and
secure authentication enabied by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry ofa user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensionalinfrared image.

"After the TrueDepth camera confirms the presence ofan attentive face, it projects and reads over
30,000 infrared dots to form a depth mapofthe face along with a 2D infrared image. This data is
used to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizesthe
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses.”
(id.)
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Claim 16 Accused Instrumentalitics

The camera system includes a biometric image sensor, namely a "CMOS image” sensor from Sony, to
perfonnfacial biometrics:

Leastdie addbonlad |

(https:/appleinsider.com/articles/17/09/09/inner-workings-of-apples-face-id-camera-detailed-in-
report) 

  
  
  

 “TheAccused Instrumentalitiesinclude atransmittercontrollerconfiiguredfo emil a secure access
signal conveying information dependent upon said accessibility attribute.

léb. a controller capable
of matching the biometric
signal against members of
a database of biometric

signatures to thereby
output an accessibility
attribute; and

More specifically, the iPhone's System on Chip (SOC), ie. the Secure Enclave with its Secure Enclave
Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match of the
biometne signal with elements of the biometric signature database.  

1S
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"The Secure Enctave is a system on chip (SoC) that is included on all recent iPhone, ... devices”
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a match is valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). “
(/d., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user..."

(Ex. C, iOS Security white paper, at 7.)

"During enrollment, the resulting map of nodesis stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...."
(Ex. A, Apple Platform Security, at 19.)

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees of orientation. it
then creates a mathematical representation of your fingerprint and comparesthis to your enrolled
fingerprint data to identify a match and unlock your device.”
(https://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and comparesit to the

istered fingerprint data to determine a match and unlock your device.”
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(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected byit, i.e., a Secure Neural Engitie,
which is used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance."
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial datais itself a mathematical representation of the user's face captured across a variety of poses."
(Id.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."
(id. at 23.)

Whenthe Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirmsthat there is a match and that the iPhoneis to be unlocked("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

 
183 CPC Ex. 2005 — Page 187

ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.
IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 184 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 184 of 232

Claim 16 Accused Instrumentalities

“During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device[...]."
(Ud. at 19.)

"Uses for Touch ID and Face ID

Unlocking a device or user account

[...] keys for the highest class of Data Protection-which are held in the Secure Enclave[...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. When a user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
accountis unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device."

(Id. at 24.)

"The class key is protected with the hardware U!D and, for someclasses, the user's passcode."
(Ud. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
Passwordsetting is Immediately), the decrypted class key is discarded, renderingall data in this
class inaccessible until the user enters the passcode again or unlocks(logs in to) the device using
Touch ID or Face ID."

(id. at 86.)

The Touch ID or Face ID subsystem within the Secure Enclave is the SBIO shown below. SBIO is an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
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of biometric features, SBIO receives the comesponding biometric data from a biometric sensor, such as
the Touch [D sensor. The random secret is stored ina memory (“ho memory” | associaied with the
S BIO and is output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sucessful match send random secret to SRS"

 
(Ex. B, Behind the Scenes with iS Security, at 34.)

| The class keys are encrypted with a master key
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lOc. a transmitter capable
of cmilling & Secure @ocess

signal COnVEyINg sald
In fornviation dependent
upon said accessibility
attribute;

Accused Instrumentalities

User Keybags

be ad he | ei 5 ‘Saileriiae for Pat 1 Bho ete ta | dar ar

Keys Wrapped by master key derived from user passcode ar

itwer 10 incorrect passcode entries,*Mn MALe MOO ahsis ANmterica8)

Different feraji ¥ associated with ea age Oe OCS tea e mia

 
g 4

(fat, Al £3.)

The randomsecret is issued to SKS. SKS is a Secure Rey Service application which ts located within
ihe Secure Enclave on the SEP andis responsible for decrypting class keys. The random secret
provided by SBIO is used to decrypt a master key ("4) decrypt master key"). The master key ts
concatenated with the UID of the SEP and thus class keys are decrypted and added to the SKS keyring
MS) decrypt class keys, add to keyring") for further use by the Secure Enclave. The decrypted class
keys include, for example, the class key of class A.

The Accosed Jastromentalities inclade o transmitter configered to emit a secure access signal
Lcomeving information dependent upon said accessibility attribute.

For example, the Secure Enclave CMVLELS ik signal with ephemerally re-encrypied file REVS

“sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor file-system driver. When the file-system driver reads or writes afile, it sends the wrapped
kev to the AES Engine.”

| hh
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| (Ex. A, Apple Plathonm Security, at 14.)

“AL wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor, [...] When the Secure Enclave unwrapsa file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor,”
(ff. at RA.)

Che signal with the ephemerally re-enerpted file keys is a secure signal because it comes from the
secure Enclave and thus from a secure environment. Furthermore, the signal is secure becausethe
transmitted information is enceypled. The emitted file keys are encrypted with the ephemeral key

"All wrapped file key handling occurs in the Secure Enclave; the file key ts never directly exposed to
the Application Processor, Al startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwraps a file's keys, they're rewrapped with the ephemeral key and
sent back to the Application Processor.’
(fei)

lcs)(101 00ND)t-BMace)adcele |

eee ceeeels ete using AES-XTS with 128-bit keys

me SAM ROAM Ismomar AIO eR eas ACCOR NOR MOA el Snr seein cam
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(Ex. B, Behind the Scenes with 105 Security, at 29.)

-+.Mey Store

AES Engine

Cites
fiaether

 
(fa,, al 40.)

The Intonation lransmiithec hy the emitted signal, [.@.. the ephemerally re-encrypled file key =,
dependent on the availability attribute, ic. the confirmationthat a biometric “template match" exists.
This confirmationis signaled by the issuance of the random secret (cf. step 3): Only if there is a
confirmation of the match and the random secret is issued by the Touch (1) or Face 1D subsystem
within the Secure Enclave, ie. SHIO, the class key is available for re encrypting the file keys

The re-encrypted file keys are therefore information whichis emitted depending on the fact that the
availability attribute has been emitted
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Accused Instrumentalities

l6d. wherein the The Accused Instrumentalities include a controller that has capabilities as setforth in elements
controller is further l6di, [6d2, and 16d3 below.
capable of:

16d1. receiving a series of
entries of the biometric

signal, said series being
characterised according to
at least one of the number

of said entries and a

duration of each said

entry;

 
 

 
 

 
 

 

 
 
 
 

The Accused Instrumentalities include a transmitter sub-system controller configured to receive a
series ofentries ofthe biometric signal, said series being characterized according te at least one of
the number ofsaid entries and a duration ofeach said entry.

 
 
 

 
 

Morespecifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
meansfor receiving a series of entries of the biometric signal.

  
  
 
 
 
 
 
 
 
 
 

  
 

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor

captures the biometric image and securely transmits it to the Secure Enclave."
(Ex. A, Apple Platform Security, at 19.)

Touch ID

Whena finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"When the fingerprint sensor detects the touch ofa finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(id.)

To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

 
Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone.
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Sct up Touch ID

Before you can set up Touch (1D, you must first create a code for your device,* then follow these steps:| - " 1

25, Make sume the Touch I sensor and your tinger ane clean amd diry

26. Tap Settings>Touch 1D & Code, and then enter your code.ir pk S

27. Tap “Add fingerprint” and hold the device as you normally would when touching the Touch 1D
SONS.

28. Touch the Touch (1 sensor with one finger, but do not press. Keep your finger on the button until
you feel a quick vibration or are promptedto lift your finger

 Place Your Finger
Spee eeoerrar

29, Continue by raising and showy lowering your finger ower and over again, changing the position
of your finger just a tiny bit ata time 
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30. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would during the first scan.”

(hitps://support.apple.com/en-us/HT201371)

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each timethe finger is placed on the sensor, a corresponding biometric entry is
generated, i.e. a series of such entries. All these entries, which result from placing the same finger on
the sensor, formaSeries.

Face ID

The means for receiving a series of entries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transformstheseries of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation").

"After the TrueDepth camera confirmsthe presence ofan attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moves his head into different poses, a series of entries of the biometric signal
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results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
twoseries of entries of the biometric signal are received accordingly.

Using Face 1D on iPhone

Tap Settings > Face ID & Code. Enter your code when prompted.

Tap on "Configure Face ID".

Hold the device in portrait mode in front of your face and tap "Let's go".

. Makesure yourface is inside the frame and slowly move your head until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performing the first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your head until it is completed.

7. Tap "Done.”

(https://support.apple.com/en-us/HT208 109)

The biometric signature ofa single face is thus determined by two successive Face ID scans, each of which
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhone offers a corresponding option inits settings. If the user selects the
option "Set up an alternative appearance"as shown in the figure below on
https://Awww.macworld.co.uk/how-to/second-face-id-380342 |/, a second face is registered by the iPhone in
the same way as thefirst face.
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toepe Face ib Peascaete

 
| The series of entries of the biometric signal is identified on the iPhone by both the number and
} duration of each such entry.

| Touch ID

| According to step $ of the instructions hittps://support.apple.com/en-us/HT201371, for the enrollment
ofa single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
| of entries in a row predetermined via the user guidance are captured by the iPhone. Each one ofthe
entries must also be ofa predetermined duration given to the user via the iPhone display, i.e. the user's

finger musi remain on the sensor for a predetermined duration for cach entry of the biometric signal in
order to capture the biometric si
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Receiving a senes of entries of the biometric siznal by repewiedly placing a finger on the Touch ID sensor
Will use Touch ID on iPhone and (Pad.

| Set up Touch ID

4 Touch the Touch ID sensor with one finger, but do nol press. Keep vour finger on the button until
wou feela quick vibration of are prompted to lift your finger.

 
} 3. Continue by raising and slowly lowering your finger over and over again, changing the position of

| your finger just a tiny bit at a tine,
1| 6 The next screen will ask you to change your finger position. Hold your device as you normally

would when unlocking i. Touch the Touch ID sensor with the outer edges of your fingertip instead ofthe
| middle part as you did during the first scan.
| 7 a5

__|thttps://suppor.apple.com/en-uvHT201371)
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After placing a finger on the homebutton, a fingerprint appears on the display with red progress bars
spreading along some of the papiliary bars until the capture of the biometric entry in question is
complete:

na a
Came

Place Your Finger
Litt andl est your finger an the Home

bution repeatedty.

When the required duration is reached, the iPhone vibrates after an entry of the biometric signalis
received or it issues a prompt to the userto lift the finger. The user then lifts the finger in question and
replaces the same finger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhoneor iPad -
Apple Support - YouTube (https://www.youtube.com/watch?v=xTZ2LALWZ1g):
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en?

Follow the prompts
on your device

ay 2

Follow the prompts
on your device

BIT

Both the number of entries, ic. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Claim Lh

Into an instruction; and

Accused lnstrumentalities

Face ID

The user moves his face in front of the camera to strike different poses, and the camera system with

image sensor continuously captures a large number of biometric entries, ic. here the 2D images with
depth information, ina row

"This enrolled facial data is itselfa mathematical representation of the user's face captured across a
variety of poses,”
(Ex. A, Apple Platform Security, al 20.)

The sufficient duration of an entry for a pose, tc. an angular position of the head specified via the user
interface of the iPhone, is indicated to the user by the transformation of a gray line into a green line

 
(Individual imaves taken from: htips://supporLapple.com/en-us/HTZ08109) |

l6d2. mapping said senes|Phe docosed Jnsiromentalifies include a transmitter sub-system controller configured to map said
| series inte an instruction.

CPC Ex. 2005 — Page 201
ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.

IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 198 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 198 of 232

Claim 16 Accused Instrumentalities

More specifically, the Secure Enclave of the iPhone contains meansto assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data”).

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch 1D and Face
ID template data."
(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has ils own processor:
"The Secure Enclave Processor provides the main computing powerfor the Secure Enclave."
(d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermalridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map ofnodesis stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."
(d., at 19.)

Face ID

The instruction involves the transformation of the set ofentries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and stora
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Claim 16 Accused Instrumentalities

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facial data is itself a mathematica] representation of the user's face captured across a variety of poses. “
(fd., at 20.)

"Face 1D data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device.It's not sent to Apple, noris it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normaloperation:
, The mathematical representations of a user's face calculated during enrollment+
a +

(/d., at 23.

16d3. populating the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the|the database according to the instruction.
instruction,

Morespecifically, the Secure Enclave stores the biometric signature, i.c. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i-e. the "secure nonvolatile storage":

"The secure nonvolatile storage is used for all anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

*

* Adding or removing a Touch ID fingerprint or Face ID face",
(Ex. A, Apple Platform Security, at 16.)

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data."
(/d., at 19.)
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Claim bb Accused Instrimentalities

j Touch ID

"During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches...”
(fet)

Face I)

The following Face ID data is saved, encrypted only for use by the Secure Enclave, during normal
operation:
« The mathematical representations of a user's face calculated during enrollment",
(fd... at 23.

wherein the controlled The Accused fastrumentalities include a controller capable af? populating the database accerding to

item is one of: a locking | the instruction, wherein the controlled item is one of: a locking mechanism ofa physical access
mechanism of a physical sfroctare or an electronic lock on an electronic computing device.
access siructure or an

electronic lock on an More specifically, the controlled item is a locking mechanism of the door lock of the user's home. The
electronic computing | Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
device. | Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face

| ID.

)*"When the “Secure Remote Access” feature is tured on, 
 
  This further ensures that your door is only operated by the night people at the time you intend

} for i.”
| https://us.yalehome.com/en’yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-

gupgust-and-yale-locks 1/

00 CPC Ex. 2005 — Page 204
ASSA ABLOYABv. CPC Patent Technologies Pty Ltd.

IPR2022-01045



Case 3:22-cv-00694-MPS   Document 1-9   Filed 05/23/22   Page 201 of 232

Case 3:22-cv-00694-MPS Document 1-9 Filed 05/23/22 Page 201 of 232

(Claim 16 Accused Insirumentulities

— Yale Q,
Introducing Biometric Verification for August and Yale Locks

 
https: us.yalehome.com/en yale-news/ blog latest-blog-posts/introducing-biometne-Vverification-for
algust-and-yale-locks|
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Claim loi Accused Instrunventalities

 
hips: wwew.apple.com/shop/produclHPARI“M/A/yale-assure-lock-sl-touchsereen-deadbolt-black
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Accused lastrumentallities :  Claim 17

  
  

17. A method for To the extent that the preamble ix deemed to be a limitation, the Accused Instrumentalities are
providing secure access to|configured te use a method in accordance with this claim.
a controlled item ina

SVSteM COMprising a More specifically, the controlled item is a locking mechanism of the door lock ofthe user's home, The
database of biometric Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
signatures, ad transmitter Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face
sub-system comprising a=|ID.
biometric sensor capable
of receiving a biometric “When the “Secure Remote Access” feature is turned on,
signal, and a transmitter
capable of emitting a
seCUre acorss signal This further ensures that your door is only operated by the right people at the time you intend
capable of granting aceess|for it.”
lo the controlled item, and|(hitps://us.yalehome.com/en/yale-news/blog/latest-blog-posts/introducing-biometric-veri fication-for-
a receiver sub-system gugust-and-yale-locks|/)
comprising a receiver sub-
system controller capable
ofreceiving the
transmitted secure access

signal, and prowiding
| conditional access to the
controlled item dependent

upon information in said
secure access signal, the
method comprising:
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(Claim 17 Accused Instrumentalities

= Linen Yale oO.
Introducing Biometric Verification for August and Yale Locks

 
(https://us.valehome.com/en‘yale-news! blog latest-blog-posts/introadueing-biometric: verification for
august-and-yale-locks1/)
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{laim 17

17a. populating the
database of biometric

L signatures by
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Accused [nstrumentalities

 
(hittps:/www.apple.com/shop/product/HPAR2I4M/A/yale-assure-lock-sl-touchsereen-deadbolt-black }

The Accused Instrumentalities are configured to populate the database of biometric signatures as
aeforth in elements [val to frat below,

71h
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Claim 17 Accused Instrumentalities

I7al. receiving a series of|The Accused Instrumentalities are configured to populate the database ofbiometric signatures by:
entries of the biometric receiving a series ofentries ofthe biometric signal.
signal;

More specifically, the Secure Enclave of the iPhone with the Secure Enclave Processor forms the
meansfor receiving a series ofentries of the biometric signal.

"Apple's biometric security architecture relies on a strict separation of responsibilities between the
biometric sensor and the Secure Enclave, and a secure connection between the two. The sensor

captures the biometric image and securely transmitsit to the Secure Enclave."
(Ex. A, Apple Platform Security, at 19.)

Touch ID

Whena finger is placed on the biometric sensor, the finger is scanned and the corresponding biometric
signal entry is received by the Secure Enclave.

"Whenthe fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
scan the finger and sends the scan to the Secure Enclave.”
(Ex. A, Apple Platform Security, at 19.)
To enroll a fingerprint in the database, the iPhone's fingerprint sensor records an entry of a biometric
signal when the user places his finger on the sensor. This is done multiple times, resulting in a series of
entries of such biometric signals.

Receiving a series of entries of the biometric signal by repeatedly placing a finger on the Touch ID
sensor will use Touch ID on iPhone and iPad here - Apple Support ; https://support.apple.com/en-
us/HT201371

literally described as follows:

 
Set up Touch ID
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Claim 17 Accused Instrumentalities

Before you can set up Touch ID, you mustfirst create a code for your device,* then follow these steps:
1. Make sure the Touch ID sensor and your finger are clean and dry.

Tap Settings > Touch 1D & Code, and then enter your code.

Tap “Add fingerprint" and hold the device as you normally would when touching the Touch ID
sensor.

Touch the Touch ID sensor with onefinger, but do not press. Keep your finger on the button until
you feel a quick vibration or are prompted to lift your finger.

Care

Place Your Finger

5. Continue by raising and slowly lowering your finger over and over again, changing the position
ofyour finger just a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlockingit. Touch the Touch ID sensor with the outer edges of your fingertip
instead of the middle part as you would duringthefirst scan.”
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Claim 17 Accused Instrumentalities

Accordingly, the user is prompted to place his finger on the sensor several times, in particular in
accordance with step 5. Each time the finger is placed on the sensor, a corresponding biometric entry is
generated,i.e. a series of such entries. All these entries, which result from placing the samefinger on
the sensor, form a series.

Face ID

The meansfor receiving a series ofentries of the biometric signal includes a Secure Neural Engine,
which is protected by the Secure Enclave. The Secure Neural Engine transforms the series of entries of
the biometric signal received by the Secure Enclave into a biometric signature ("mathematical
representation").

“After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map ofthe face along with a 2D infrared image. This data is used
to create a sequence of 2D images and depth maps, whicharedigitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrueDepth camera randomizesthe
sequence of 2D images and depth map captures, and projects a device-specific random pattern. A
portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and comparesthat representation to the enrolled facial data. This enrolled
facial datais itself a mathematical representation of the user's face captured across a variety of poses."
(Ex. A, Apple Platform Security, at 20.)

Each entry of the biometric signal thus contains a two-dimensional infrared image with 30,000 infrared
points for capturing depth information. By continuously capturing such infrared images into a Face ID
scan while the user moveshis head into different poses, a series of entries of the biometric signal
results. Two such Face ID scans are required to generate a biometric signature of a single face, so that
two series of entries of the biometric signal are received accordingly.

Under Using Face ID on iPhone or iPad Pro - Apple Support; https://support.apple.com/en-
us/HT208109, the creation of a set of entries is described as follows:
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Accused Instrumentalities

Configure Face ID  
  
   
   
  
   
  
  
 

    
   

Before configuring Face ED, make sure that neither the TrueDepth camera nor your face are covered by
anything...

Follow the steps below to configure Face ID:

1. Tap Settings > Face ID & Code. Enter your code when prompted.

2. Tap on "Configure Face [D".

3. Hold the device in portrait mode in front ofyour face and tap "Let's go".

4. Makesure yourface is inside the frame and slowly move yourhead until the circle shown is
completed. If you can't move your head, tap on "Options for operating aids".

5. After performingthe first Face ID scan, tap "Next".

6. Again, slowly describe a circle with your headuntil it is completed.

Tap "Done.”

The biometric signature ofa single face is thus determined by two successive Face ID scans, each ofwhich
receives a series of entries of the biometric signal (compare steps 4. and 6. above).

To register a second face, the iPhoneoffers a corresponding option in its settings. If the user selects the
option "Set up an alternative appearance" as shown in the figure below on
https://www.macworld.co.uk/how-to/second-face-id-380342 1/, a second face is registered by the iPhone in
the same way as thefirst face.
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Claim 17 Accused Instrumentalities

 
<
< i

<

c

Fabia daca EI

MereAlberti for Vac 2D|i)

The senes of entries of the biometric signal is identified on the iPhone by both the number and
duration ofcach such entry.

Towel ID

According to step 5 of the instructions https://support.apple.com/en-us/HT201371, for the enrollment
of a single finger, the user has to repeatedly place the respective finger on the sensor and thus a number
of entries in a row predetermined via the user guidance are captured by the iPhone. Each one of the
entries must also be of a predetermined duration givento the user via the iPhone display, i.e. the user's
finger must remain on the sensor for a predetermined duration for each entry of the biometric signal in
order to capture the biometric signal during this time.
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Accused Instrumentalities

Receivinga series of entries of the biometric signal by repeatedly placing a finger on the Touch LD sensor
will use Touch ID on iPhone and iPad here - Apple Support (https://support.apple.com/en-us/HT201371)

literally described as follows:

  
  
  
 
  

  
 

Set up Touch ID

4, Touch the Touch ID sensor with one finger, but do not press. Keep yourfinger on the button until
you feel a quick vibration or are promptedto lift your finger.

 
  
  

 
  
  
  
  

Place Your Finger
Lit and regt your finger an the Home

SUrLON HDL

fry
a~L s

5. Continue by raising and slowly lowering your finger over and over again, changing the position of
yourfingerjust a tiny bit at a time.

6. The next screen will ask you to change your finger position. Hold your device as you normally
would when unlocking it. Touch the Touch ID sensor with the outer edges of yourfingertip instead of the
middle part as you did during the first scan.   
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Claim 17 Accused Instrumentalities

After placing a finger on the homebutton, a fingerprint appears on the display with red progress bars
spreading along someofthe papillary bars until the capture of the biometric entry in question is
complete:

Cance,

Place Your Finger
Litt and rest your finger on the Home

bution repaatedty.

o\
} YY
Lewie

When the required duration is reached, the iPhone vibrates after an entry of the biometric signalis
received or it issues a promptto the userto lift the finger. The user then lifts the finger in question and
replaces the samefinger so that the iPhone receives a series of biometric signal entries of sufficient
duration for that finger. The process is repeated for the same finger for as long as required according to
the iPhone's user guidance.

This is shown in the Apple You Tube video (32) How to set up Touch ID on your iPhoneor iPad -
Apple Support - YouTube(https://www.youtube.com/watch?v=xTZ2LALWZ]g):
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(Claim 17 Accused Instrumentalitics

Both the number of entries, i.e. the number of repetitions for placing the finger on the screen, and their
respective duration are specified by the iPhone via the user guidance.
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Claim 17 Accused Insirumentalities

| FaceID |

The user moves his face in front of the camera to strike different poses, and the camera system wath

Image Senor Corl OLS Cap ircs a lat ze number of biometric ented, 1c. here the 2D CITES ith
depth information, in a row.

"This enrolled facial data ts itself a mathematical representation of the user's face captured across a

Variety of poses."
(Ex. A, Apple Platform Security, at 20.)

The sufficient duration ofan entry for a pose, t.c. an angular position of the head specified via the user
interface of the iPhone, is indicated to the user by the transformation ofa grayline into a green line

 
(Individual images taken from: https: support.apple.com/en-us/ HT208 104) 
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Claim 17 Accused Instrumentalities

17a2. determining at least|The Accused instrumentalities are configured to populate the database ofbiometric signatures by:
one of the numberof said|determining at least one ofthe number ofsaid entries and a duration ofeach said entry.
entries and a duration of

each said entry; Morespecifically, as discussed above, both Face ID and Touch ID require a specific numberof entries
to enroll a Touch ID or Face ID. The Accused Instrumentalities must determine that the specific
numberofentries have been input. Likewise, while not necessary for the claim, upon information and
belief, the Accused Instrumentalities determine that each input ofeither facial or fingerprint data is ofa
sufficient duration. Again, whensetting up Touch ID in the Accused Instrumentalities, the users are
Tequired to touch the homebutton with their finger several times for a certain duration. Similarly, the
users need to scan their face twice, and each scan requires the users to move their head in a circle for a
certain duration for Face ID.

Touch ID: Register a fingerprint for Apple Touch ID by the user tapping a finger several times on the
home button to record the fingerprint data.
(https://video.search.yahoo.com/yhs/search?fr=yhs-pty-pty_ converter&hsimp=yhs-
pty_converter&hspart=pty&p=registering+
fingerprint+apple+touch+id+on+screen+instructions#id=1 &vid=
156de65ae06ca453643009fcOea9cf79&action=click}

Touch ID: The user’s finger must remain on the home button long enough for the data to be recorded.
“Touch the Touch ID sensor with your finger, but don't press it. Hold it there until you feel a quick
vibration, or until you're asked to lift your finger.” “Continueto lift and rest your finger slowly,
making small adjustments to the position of your finger each time.”
(https://support.apple.com/en-au/HT201371)

Touch ID: “‘you shouldn’t tap too quickly or move your finger around”
(https://support.apple.com/en-us/HT207537)

Face ID: Setting up Face ID requires two scans of the user’s face. Each scan asks users to movetheir
head slowly in a circle to register different angles of the user’s face.
https://www.imore.com/how-set-face-id-iphone
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Claim 17 Accused Instrumentalities

17a3. mapping said series|The Accused Instrumentalities include a transmitter sub-system controller configured to map said
inte an instruction; and series into an instruction.

Morespecifically, the Secure Enclave of the iPhone contains meansto assign the received row to an
instruction: The Secure Enclave, after receiving the full set of entries of the biometric signal, assigns
this set to an instruction for processing, encrypting and storing the biometric signature ("Touch ID and
Face ID template data").

"The sensor captures the biometric image and securely transmits it to the Secure Enclave. During
enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID and Face
ID template data."
(Ex. A, Apple Platform Security, at 19.)

To carry out this instruction, the Secure Enclave has its own processor:
"The Secure Enclave Processor provides the main computing power for the Secure Enclave."
(/d., at 10.)

Touch ID

The instruction here involves the processing of under-the-skin fingerprint characteristics and their
encrypted storage.

"The analysis uses subdermal ridge flow angle mapping, a lossy process that discards "finger minutiae
data" that would be required to reconstruct the user's actual fingerprint. During enrollment, the
resulting map of nodesis stored in an encrypted format that can be read only by the Secure Enclave as
a template to compare against for future matches, but without any identity information."
(d., at 19.)

 
Face ID
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Accused Instrumentalities

The instruction involves the transformation of the set of entries of the biometric signal captured via the
Face ID scans into a mathematical representation, i.e. the biometric signature of the face in question by
the Secure Neural Engine of the Secure Enclave, as well as its encryption and storage.

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transformsthis data into a
mathematical representation and compares that representation to the enrolled facia! data. This enrolled
facial datais itself a mathematical representation of the user's face captured across a variety of poses. “
(id., at 20.)

"Face ID data, including mathematical representations of a user's face, is encrypted and available only
to the Secure Enclave. This data never leaves the device.It's not sent to Apple, noris it included in
device backups. The following Face ID data is saved, encrypted only for use by the Secure Enclave,
during normal operation:
. The mathematical representations of a user's face calculated during enrollment
. br}

fd, at 23.)
17a4. populating the The Accused Instrumentalities include a transmitter sub-system controller configured to populate
database according to the|the database according to the instruction.
instruction;

Morespecifically, the Secure Enclave stores the biometric signature, i.e. the encrypted mathematical
representation of the fingerprint or face, in the database 105, i.e. the "secure nonvolatile storage”:

"The secure nonvolatile storage is used forall anti-replay services in the Secure Enclave. Anti-replay
services on the Secure Enclave are used for revocation of data over events that mark anti-replay
boundaries including, but not limited to, the following:

* Adding or removing a Touch ID fingerprint or Face ID face".
(Ex. A, Apple Platform Security, at 16.)
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Claim 17 Accused Instrumentalities

"During enrollment, the Secure Enclave processes, encrypts, and stores the corresponding Touch ID
and Face ID template data.”
(d., at 19.)

Touch ID

"During enrollment, the resulting map of nodesis stored in an encrypted formatthat can be read only
by the Secure Enclave as a template to compare against for future matches...."
(/d.)

Face ID

The following Face ID data ts saved, encrypted only for use by the Secure Enclave, during normal
operation:
* The mathematical representations of a user's face calculated during enrollment".

17b, receiving the The Accused Instrumentalifies are configured to receive the biometric signal.
biometric signal;

Morespecifically, the iPhone has at least one biometric sensor for capturing a fingerprint or a face
(Touch ID and/or Face ID), namely a Touch ID sensor and a camera system with image sensor,
respectively.

Touch ID

"Apple devices with a Touch ID sensor can be unlocked using a fingerprint.”
(Ex. A, Apple Platform Security, at 19.)

"Touch ID is the fingerprint sensing system that makes secure access to supported Apple devices faster
and easier. This technology reads fingerprint data from any angle and learns more about a user's
fingerprint over time, with the sensor continuing to expand the fingerprint map as additional
overlapping nodes are identified with each use."
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Claim 17 Accused Instrumentalitics  
| "When the fingerprint sensor detects the touch of a finger, it triggers the advanced imaging array to
| scan the finger and sends the scan to the Secure Enclave.”

(fal)

The biametric sensor for Touch ID is located below the home button:

"The Home button is a stack of different materials, capped with a sapphire crystal lens. The
surrounding stainless-steel ring works a8 a ground and detects the user's finger. This action activates a

| capacitive touch sensor installed underneath the cover: A CMOS chip with small capacitors."
(https://‘appleinsider.cominside/towch-id)at

| Peepeaseee ee
eeteoie ateeath fing |

ifaon EDPte

Paea
 

Biometric sensor 12)

| “Where is the Touch ID sensor located?ee
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Claim 17 Accused Instrumentalities

The TouchID sensoris located either in the home button or - on the iPad Air (4th generation)- in the top
button.

(https://support.apple.com/en-us/HT201371)

The image sensor captures an 88-by-88-pixel, 500 PPI raster scan:

"The 88-by-88-pixel, 500-ppi raster scan is temporarily stored in encrypted memory within the Secure
Enclave while being vectorized for analysis, and thenit's discarded. The analysis utilizes subdermal
ridge flow angle mapping, whichis a lossy process that discards minutia data that would be required to
reconstruct the user's actual fingerprint. The resulting map of nodes is stored without any identity
information in an encrypted format that can only be read by the Secure Enclave, and is never sent to
Apple or backed up to iCloud or iTunes. ”
(Ex. C, iOS Security white paper, at 8.)

Face ID

The biometric sensor for facial biometrics is a camera system ("“TrueDepth camera system”) with an
image sensor.

"With a simple glance, Face ID securely untocks supported Apple devices. It provides intuitive and
secure authentication enabled by the TrueDepth camera system, which uses advanced technologies to
accurately map the geometry ofa user's face. ”
(Ex. A, Apple Platform Security, at 20.)

To receive a biometric signal, the camera system with image sensor reads over 30,000 infrared points
to capture depth information along with a two-dimensional infrared image.

"After the TrueDepth camera confirms the presence of an attentive face, it projects and reads over
30,000 infrared dots to form a depth map of the face along with a 2D infrared image. This datais
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 Claim 17 Accused Instrumentalities

wed to create a sequence of 22D) images and depth maps, which are digitally signed and sent to the
Secure Enclave. To counter both digital and physical spoofs, the TrucDepth camera randomizes the
sequence of 2D images and depth map captures, and projects a device-specific random pattem. A| portion of the Secure Neural Engine-protected within the Secure Enclave-transfornms this data into a

| mathematical representation and compares that representation to the enrolled facial data, This enrolled
facial data is itself a mathematical representation ofthe user's face captured across a variety of poses."

| (fet, at 20.)

The camera system includes a biometric image sensor, namely a "CMOS image" sensor from Sony, to
perform facial biometrics:

Actlhealigenreent 
| (hitps://appleinsider.com/anicles/ 17/09/09/inner-workings-of-apples-face-id-camera-detailed-in-
preporty _
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Claim 17|Caimi Accused Instrumentalities
17¢. matching the
biometric signal against
members of the database

of biometric signatures to
thereby output an
accessibility attribute;

The Accused Instrumentalities include a transmitter controller configured to emit a secure access
signal conveying information dependent upon said accessibility attribute.

More specifically, the iPhone's System on Chip (SOC),i.e. the Secure Enclave with its Secure Enclave
Processor (SEP) or a Secure Neural Engine contained therein, is a means (103) to check a match ofthe
biometric signal with elements of the biometric signature database.

"The Secure Enclave is a system on chip (SoC) that is included on all recent iPhone, ... devices"
(Ex. A, Apple Platform Security, at 7.)

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device or respond that a matchis valid (for
Apple Pay, in-app, and other uses of Touch ID and Face ID). “
(id., at 19.)

The biometric signal received from the biometric sensor ("incoming data from the biometric sensor") is
thus checked by the Secure Enclave and its SEP with the elements of the database of biometric
signatures 105, i.e. the "stored templates", for the presence of a match.

For Touch ID, the Secure Enclave match verification is performed as follows:

"The Secure Enclave is responsible for processing fingerprint data from the Touch ID sensor,
determining if there is a match against registered fingerprints, and then enabling access or purchases on
behalf of the user..."

(Ex, C, iOS Security white paper, at 7.)

“During enrollment, the resulting map of nodes is stored in an encrypted format that can be read only
by the Secure Enclave as a template to compare against for future matches..."
(Ex. A, Apple Platform Security, at 19.)
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Accused Enstrumentalities

"Touch ID can read multiple fingerprints, and it can read fingerprints in 360-degrees oforientation.It
then creates a mathematical representation of your fingerprint and comparesthis to your enrolled
fingerprint data to identify a match and unlock your device. "
(hitps://support.apple.com/en-us/HT204587)

"Touch ID can read multiple fingerprints and recognize fingerprints at any orientation of the finger.
The system then creates a mathematical representation of your fingerprint and comparesit to the
registered fingerprint data to determine a match and unlock your device."
(https://support.apple.com/de-de/HT204587)

For Face ID, the Secure Enclave has a neural network protected byit, i.e., a Secure Neural Engine,
whichis used to verify the match:

"Face ID uses neural networks for determining attention, matching, and antispoofing, so a user can
unlock their phone with a glance.”
(Ex. A, Apple Platform Security, at 20.)

"A portion of the Secure Neural Engine-protected within the Secure Enclave-transforms this data into a
mathematical representation and compares that representation to the enrolled facial data. This enrolled
facia] data is itself a mathematical representation of the user's face captured across a variety of poses."
(id.).

"Facial matching security

Facial matching is performed within the Secure Enclave using neural networkstrained specifically for
that purpose... Face ID data, including mathematical representations of a user's face, is encrypted and
available only to the Secure Enclave. This data never leaves the device."
(id. at 23.)

When the Secure Enclave, or more precisely the Touch ID or Face ID subsystem within the Secure
Enclave, has determined that a match exists, an accessibility attribute is issued by the corresponding
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Claim 17 Accused Instrumentalities

Touch ID or Face ID subsystem. This Touch ID or Face ID subsystem is also referred to as the SBIO.
The accessibility attribute confirms that there is a match and that the iPhoneis to be unlocked ("...
determine whether to unlock the device ...").

This confirmation of the match is signaled by the SBIO by issuing a random secret to which only the
Touch ID or Face ID subsystem within the Secure Enclave has access:

"During matching, the Secure Enclave compares incoming data from the biometric sensor against the
stored templates to determine whether to unlock the device [...]."
(id. at 19.)

"Uses for Touch ID and Face ID

Unlocking a device or user account

[...] keys for the highest class of Data Protection-which are held in the Secure Enclave[...].

With Touch ID or Face ID enabled, the keys aren't discarded when the device or account locks;
instead, they're wrapped with a key that's given to the Touch ID or Face ID subsystem inside the
Secure Enclave. Whena user attempts to unlock the device or account, if the device detects a
successful match, it provides the key for unwrapping the Data Protection keys, and the device or
accountis unlocked. This process provides additional protection by requiring cooperation between the
Data Protection and Touch ID or Face ID subsystems to unlock the device.”

(id. at 24.)

"The class key is protected with the hardware UID and, for someclasses, the user's passcode."
(/d. at 85.)

"Complete Protection

(NSFileProtectionComplete): The class key is protected with a key derived from the user passcode or
password and the device UID. Shortly after the user locks a device (10 seconds, if the Require
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Claim 17 Accused [nstrumentalities

Password sctling i Immediately), the decrypted class key is discarded, rendering all data in this
Chiss inaccessible antil the user enters the passcode again or unlocks (logs in to} the device using
Touch 1D or Face 10D."

(fa. at BG.)

Phe Pouch Wor Face IL) subsystem within the Secure Enclaveis the SBI0 shown below, SBIG ts an
application that runs within the Secure Enclave on the SEP and is responsible for checking the match
Of biometric features. SHIO receives the conesponding hiometnc data from a biometric sensor, such as |
the Touch ID sensor, The random secret is stored in a memory (“bio memory") associated with the
S810 andis output from the bio memory upon match, see step 3 in the diagram below ("3) upon
sucess ful match send random secret to SKS"):

 
(Ex. B, Behind the Scenes with 1's Security, al 34.)
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Claim 17 | Accused Instrumentalities

The class keys are encrypted with a master kev

User Keybags

 Sets of keys generated for ea ser to protect their dataat rest

Keys wrapped by master key derived fromuser passcode and SEP UID

After 10 incorrect passcode entries, SEP will not process any further attempts

Diersule ee)aeseeeR sea en ele etceeselemeleiia

(fe... at 25.)

| he random Seerel 15 sauce To SK S a fi af Secure Rey ada Tt appl CALVO ah hich 1s locuted wah whin
the Secure Enclave.on the SEP and is responsible for decrypting class keys. The randomsecret
provided by SBIO is used to decrypt a master key ("4) decrypt master key"). The master key is
concatenated with the UID of the SEP and thus class keys are decrypted and added to ihe SKS keyring
sh decrypt class ke s, add te key rine” } for further use hy the Secure Enclave. The dee ¥ pled class
keys include, for example, the class key of class A.

Lidl, emitting a secure The Accosed Instramentalities incinde a transmitter configured to emit a secure access signal

| docess signal conveying conveying information dependent spon said accessibility attribute.
| information dependent
| upon said accessibility For example, the Secure Enclave emits a signal with ephemerally re-encrypted file keys:
| attribute; ancl

TG
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Claim 17 Accused Instrumentalities

“sepOS can then use the ephemeral wrapping key to wrap file keys for use by the Application
Processor file-system driver. When the file-system driver reads or writesafile, it sends the wrapped
key to the AES Engine.”
(Ex. A, Apple Platform Security, at 14.)

"All wrapped file key handling occurs in the Secure Enclave;the file key is never directly exposed to
the Application Processor.[...] When the Secure Enclave unwrapsa file's keys, they're rewrapped with
the ephemeral key and sent back to the Application Processor."
(id. at 85.)

The signal with the ephemerally re-encrypted file keys is a secure signal because it comes from the
Secure Enclave and thus from a secure environment. Furthermore,the signal is secure because the
transmitted information is encrypted. The emitted file keys are encrypted with the ephemeral key:

"All wrapped file key handling occurs in the Secure Enclave; the file key is never directly exposed to
the Application Processor. At startup, the Secure Enclave negotiates an ephemeral key with the AES
Engine. When the Secure Enclave unwrapsa file's keys, they're rewrapped with the ephemeral key and
sent back to the Application Processor.”
(/d.)
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iFilesystem Data Protection

Fie blocks are encrypted using AES-X1S with 128-bit keys

mAome M ison bromeNeeRea Ryee MO Liem MU alle Me: [ele(etrm Comme. og oy el a 
(Ex. B, Behind the Scenes with iOS Security, at 29.)
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(Claim 17 Accused Instrumentalities

FilesystemD

 LJ

De yada

(ff, ut 30.) |
The information transmitted by the emitted signal, i.c., the ephemerally re-encrypted file keys, is
dependent on the availability attribute, t.<¢., the confirmation that a biometric “template match” exists
This confirmation is signaled by the issuance of the random secret (cf step 3: Only if there is a

confirmation of the match and the nandom seeret is issued by the Touch IID or Face [1D subsystem
within the Secure Enclave, ic. SBIO, the class key is available for re-eneryptingthefile keys.

The re-enerypted file keys are therefore information which is emitted depending on the fact that the
availability attribute has been emitted.

Ife. providing conditional|The Accused Instramentalities are configured to provide conditional access to the controlled item
fccess 10 the controlled dependent apon said information.
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eeeClaim 17 a

  information, whercin the

controlled tiem is one off a

locking mechanism ofa
physical access structure
ofan electranic lock on an

electronic computing
device.

More specifically, the controlled item is a locking mechanism ofthe door lock ofthe user's home. The
Accused Instrumentalities are configured to provide secure access to the user's home via Yale Smart
Locks when the user provides biometric signal to the Accused Instrumentalities via Touch ID or Face
ID.

  

 
  
 
 

“When the “Secure Remote Access” feature is turned on,

 
 
 
 

This further ensures that your door is only operated by the right people at the time you intend
| for i.”

(https://us.yalehome.com/er/yale-news/blog/latest-blog-posts/introducing-biometric-verification-for-
/ auguet-and-yale-loeks 1!)
|
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= Open Yale Q.
Introducing Biometric Verification for August and Yale Locks

 
(https ://us, yalehome.com/enyale-news/blog/latest-blog-posts/introducing-biometric-veri fication-for-
augusi-and-yale-locks 1)
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Claim 17 Accused Instrumentalities

 
(https: eww.apple.com ‘shop product HPARUN As yale-assune-bock-sl-louchsercen-deadbolt-black |
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