a2 United States Patent

Sakamoto et al.

US006633571B1

US 6,633,571 B1
Oct. 14, 2003

(10) Patent No.:
45) Date of Patent:

(54) VPN COMPOSING METHOD, INTERWORK
ROUTER, PACKET COMMUNICATION
METHOD, DATA COMMUNICATION
APPARATUS, AND PACKET RELAYING
APPARATUS

(75) Inventors: Kenichi Sakamoto, Tokyo (JP);

Kazuyoshi Hoshino, Fujisawa (JP);
Koji Wakayama, Kokubunji (JP);
Shiro Tanabe, Hidaka (JP); Noboru
Endo, Kodaira (JP)

(73) Assignee: Hitachi, Ltd., Tokyo (JP)

(*) Notice:  Subject to any disclaimer, the term of this
patent is extended or adjusted under 35
U.S.C. 154(b) by 0 days.

(21) Appl. No.: 09/392,623
(22) Filed: Sep. 9, 1999
(30) Foreign Application Priority Data

May 27, 1999 (TP) oooovvveeveeeeeeeeeesseeee e 11-147663
(51) Int. CL7 oo HO4L 12/46
(52) US.Cl it 370/401; 709/249

(58) Field of Search 370/356, 395.5,

370/401; 709/249

2-1

INTERWORK
ROUTER

(56) References Cited
U.S. PATENT DOCUMENTS
5,390,173 A * 2/1995 Spinney et al. ............. 370/393
5,394,402 A * 2/1995 ROSS ceeevverrvreennenanaanes 370/402
5,430,727 A * 7/1995 Callon ......coovuvvnineennnn 370/401
5,450,407 A * 9/1995 Perlman et al. ............. 370/392
6,035,105 A * 3/2000 McCloghrie et al ....... 709/236
6,219,699 B1 * 4/2001 McCloghrie et al. ....... 709/221
6,304,901 B1 * 10/2001 McCloghrie et al. ....... 709/221
6,392,997 B1 * 5/2002 Chen .....cccceuveueennennnn 370/252

* cited by examiner

Primary Examiner—Hassan Kizou

Assistant Examiner—Dmitry Levitan

(74) Attorney, Agent, or Firm—Antonelli, Terry, Stout &
Kraus, LLP

(&) ABSTRACT

A method serves to compose a VPN (Virtual Private
Network) over a plurality networks each of which is man-
aged by different Internet Service Providers (ISP). When a
packet with a first capsule header used for composing a VPN
in a first ISP network is transmitted to a second ISP network,
a route for outputting packet to the second ISP network is
determined based on the information both in the capsule
header and in the IP header. In addition, a second capsule
header used for composing a VPN in the second ISP network
is determined based on the above information.
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