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VIRTUAL PRIVATE NETWORK SYSTEM
AND METHOD

This application claims benefit of provisional application
Ser. No. 60/035,215 filed Jan. 10, 1997.

BACKGROUND OF THE INVENTION

This invention relates generally to apparatus and methods
for accessing computer networks and in particular to estab-
lishing a secure connection between a remote computer and
a private computer network using a public computer net-
work.

In the past, organizations and companies have used pri-
vate (internal) computer data networks to connect its users
to each other. These private networks are not accessible to
the public and permit sensitive data to be transferred
between users within the company. However, due to the
increasing numbersof people who needaccessto the private
computer data network and the disparate locations of these
people, there are several disadvantages of these conven-
tional private computer networks.

As the number of people in a company grows, the
workforce becomes more dispersed among different loca-
tions and there are more employees who are mobile, such as
salespeople whotravel around a region of the United States.
For example, some employees may telecommute which
requires dial-up access to the private computer data network.
The dispersed workforce and the mobile workforce make a
private computer data network unmanageable because this
mobility requires at least two network connections for each
user. In addition, since cellular telephone access has also
become more available, additional connections to the net-
work for this access is needed. In addition, full-time tele-
commuters dramatically increase the number of permanent
“remote offices” a company must interconnect which further
complicates the private computer data network administra-
tion and topology. In addition, as companiesincreasein size,
due to acquisitions, mergers and expansion, the private
computer data network must support more remote offices
and more network nodes. ‘Thus, as a organization expands,
the private computer data network of the organization
becomes unwieldy and unmanageable.

Recently, it has become necessary and desirable to permit
employees of the company to interact “on-line” with cus-
tomers and suppliers. This function adds a new dimension of
complexity to the private computer data network since
multiple private computer data networks mustbe interfaced
together in a delicate balance of integration while maintain-
ing someisolation due to security concerns. The individual
networks that are being integrated together typically use
different data transfer protocols, different software
applications, different data carriers and ditterent network
management systems. Thus, interfacing these private com-
puter data networks is a major challenge.

There is also a desire to consolidate and simplify the user
interface to the computer network as well as to the software
applications being executed by the computer network since
it is often difficult to keep on top of each new software
application. Thus, the costs of implementing and maintain-
ing a private computer dala network is high and is expected
to increase in the future as the factors set forth above

continue to drive up the costs of the private computer data
networks. These high costs are compounded by the high
costs for long distance telephone chargesfor leased lines and
switched services. The number of support staff necessary to
manage the complex topologies of these private computer
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data networks also further increases the costs to manage the
private computer data networks.In addition, software appli-
cations which execute over the private network require
separate backup equipment which further complicates the
topology and increases the cost of the private computer data
network. Thus, the costs and complexity of these private
computer data networks are continuing to spiral upwards
and there is no foreseeable end in sight.

A typical private computer data network may be used by
a organization for some of its communications needs and
may carry exclusively data traffic or a mix of voice/video
and data traffic. The private computer data network may be
constructed with a variety of wide area network (WAN)
services that often use the public switched telephone net-
work (PSTN) as a communications medium. A typical
network may use high speed leased lines that carry voice,
facsimile, video and data traffic between major facilities.
These leased lines may include integrated services digital
network (ISDN) lines or conventional T1 telephone lines.
Because these leased lines are point-to-point connections, a
mesh topology is necessary to interconnect multiple facili-
ties. In addition, each leased line must be dedicated to a
particular interconnection. Aremote office may use switched
services over the PSTN, such as ISDN or frame relay. For
individual mobile employees, an analog modem maybe the
best solution for connection to the private computer data
network. The private computer data network with all of
these different connections, therefore, is very expensive to
implement and maintain for the reasons set forth above.

A virtual private network (VPN), on the other hand, may
offer the same capabilities as a private computer data
network, but at a fraction of the cost. A virtual private
network is a private data network that uses a public data
network, instead of leased lines, to carry all of the traffic.
The most accessible and less expensive public data network
currently is the Internet which can be accessed worldwide
with a computer and a modem. An Internet-based virtual
private network (VPN)is virtual because although the
Internet is freely accessible to the public, the Internet
appears to the organization to be a dedicated private net-
work. In order to accomplish this, the data traffic for the
organization may be cnerypted at the sender’s end and then
decrypted at the receiver’s end so that other users of the
public networkcanintercept the datatraffic, but cannot read
it due to the encryption.

A VPN can replace an existing private data network,
supplement a private data network by helping relieve the
load on the private data network, handle new software
applications without disturbing the existing private data
network or permit new locations to be easily added to the
network. A typical VPN connects one or more private
networks together through the Internet in which the network
on eachside of the Internet has a gateway and a leased line
connecting the network to the Internet. In these typical
VPNs, the same protocol for each private network, such as
TCP/IP, is used which makesit easier to communicate data
between the two networks. To create the VPN, a secure
communications path between the two gateways is formed
so that the two private networks may communicate with
each other. In this configuration, however, each network is
aware that the other network is al some other location and is

connected via a router. As an example, if a company has a
central private network in California and a remote office in
Hong Kong, these two private networks may be connected
via the VPN which reduces long distance telephone call
charges. However, if a single individualis traveling in Hong
Kong and want to connect to the private network in
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California, the individual must incur long distance telephone
chargesor, if there is a remote office in Hong Kong, then the
entire private network must be connected via the VPNto the
California private network to communicate data. In addition,
with the conventional VPN described, the individual in
Hong Kongis aware that he is connected to the Hong Kong
network whichis in turn connected, via the gateway and the
VPN,to the network in California so that the person in Hong
Kongcannot, for example, easily use the network resources
of the California network, such as a printer.

Thus, a conventional VPN requires the expense of a
leased line and a gateway at each end of the VPN and cannot
adequately address the needs of a individual who needs
access to the private network. In addition, these conven-
tional VPNs cannot easily connect networks which have
different networking protocols. In addition, these conven-
tional VPNs cannot be easily used for connecting an indi-
vidual who needs remote access to the private network since
the entire network with a gateway is needed.

Thus, the invention provides a virtual private network
(VPN) which avoids these and other problems with conven-
tional VPNs and it is to this end that the invention is
directed.

SUMMARY OF THE INVENTION

In accordance with the invention, a virtual private net-
work system is provided which connects a private data
network and a remote client which does not require expen-
sive leased lines or gateways to establish a secure commu-
nications path. The system also permits an individual to
access the private data network without incurring any long
distance telephone charges. In addition, the system permits
a private data network and remote client that use one
communications protocol to communicate with each other
over a public data network that uses a different communi-
cations protocol. The system also permits an individual to
easily connect to the private date network without a remote
private network and the individual appears to be a node on
the private network, once connected, so that the individual
may access any resources on the private data network.

In accordance with the invention, a system and methodfor
forming a communications path between a public access
network and a private access network where the two net-
works have substantially incompatible transmission proto-
cols is provided. The method comprises establishing a
secure communications path over the public access network
between a hast computer connected to the private network
and a remote client computer, encrypting data and com-
mands of the host computer and the client computer, and
formatting the encrypted data and commandsinto a format
compatible for transmission over the public access network.
The formatted data and commandsare then transmitted over

the public access network. Once the formatted data and
commands has reached its destination, it is decrypted to
establish the client computer as a virtual node ontheprivate
network. In accordance with another aspect of the invention,
a data structure for communicating data for a private data
network having a first communications protocol over a
public access network having a second communications
protocol is provided.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating a conventional
virtual private network;

FIG. 2 is a block diagram illustrating a virtual private
network in accordance with the invention;
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FIG.3 is a block diagram illustrating more details of the
host computer of FIG. 1; and

FIG.4 is a flowchart illustrating a method for establishing
a virtual private network and communicating secure data
over the virtual private network in accordance with the
invention.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT

The invention is particularly applicable to a system and
method for providing a virtual private network which per-
mits remote users to access a private network, such as an
AppleTalk network, via a public TCP/IP network, such as
the Internet, in a secure mannerasif the remote user was one
of the nodes on that private network.It is in this context that
the invention will be described. It will be appreciated,
however, that the system and method in accordance with the
invention has greaterutility. Before describing the invention,
a brief description of a conventional virtual private network
(VPN) will be provided.

FIG. 1 is a block diagram illustrating a conventional
virtual private network (VPN) 20. The VPN includesafirst
private network 22 and a second private network 24 con-
nected together through a public computer network 26, such
as the Internet. The communications protocols for the first
and second private networks as well as the public network
may be the standard Transmission Control Protocol/Internet
Protocol (TCP/IP). Thus, the communications protocols for
the private networks are the same as the public network.
Each private network 22, 24 includes a gateway 28, 30
whichinterfaces between the respective private network and
the public network. Each gateway encrypts data traffic from
the private network which is going to enter the public
network and decrypts encrypted data received from the
public network. In normal operation, a secure communica-
tions path 32, referred to as a tunnel, is formed over the
public network that connects the first and second private
networks through the respective gateways. The combination
of the two private networks and the tunnel over the public
network formsthe virtual private network (VPN). The VPN
is virtual since it is actually using a public networkfor the
connection, but due to the encryption both private networks
believe that they have a private network over which data
may be sent. For example, a node 34 ofthe first private
network 22 may send data which is encrypted by the
gateway 28 through the tunnel 32, and the data is received
by the second gateway 30 which decrypts the data and routes
il to the appropriate node in the second private network. This
conventional VPN, however, does not adequately provide an
individual remote user with a system for remotely accessing
the private network because the conventional VPN connects
two networks with a tunnel and would require the individual
to be connected to one of the private networksto utilize the
VPN.In addition, this conventional VPN does not connect
a remote individual directly to the private network so that a
remote user with a VPN connection cannot directly access
resources, such as a printer, connected to the private net-
work. This conventional system also does not handle com-
puter networks which have different communications pro-
tocols. Now, the virtual private network system in
accordance with the invention will be described which

overcomes these problems with a conventional VPN.

FIG. 2 is a block diagram illustrating a virtual private
network (VPN) 40 in accordance with the invention. The
VPN mayinclude a private network 42 which communicates
data using a first communications protocol, a public network
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