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AN INTER-OPERABLE MULTI-OPERATOR, MULTI-BANK, MULTI-

MERCHANT MOBILE PAYMENT METHOD AND A SYSTEM THEREFOR.

This invention relates to an Inter-operable Multi-operator, Multi-bank, Multi-merchant

Mobile Payment System. This invention makes the mobile phone, a debit/credit

instrument for payment as well as an instrument to carry out payment terminal functions.

The debit/credit card(s) on the mobile phone could be used to carry out payment

transactions with another mobile phone, a regular Point-of-Sale terminal, an ATM, a
Vending Machine or Internet.

Introduction:

The existing financial transaction systems involve use of physical currency, debit and

credit cards based on Magnetic Stripe technology. The Magnetic Stripe debit/credit card

based transactions are inherently prone to security violations given to the fact that

Magnetic Stripes can be easily read and duplicated. Also, there are disadvantages in

terms of physical damage to the Magnetic Stripe after some swipes on a physical

merchant terminal. The existing smartcard based transaction systems are secure, but
mandate use of an expensive Point-of-Sale Terminal to carry out a financial transaction,
be it a stored value transaction ofan online/offline debit/credit transaction.

The secure and more reliable alternative lies in use of a mobile phone, which offers
computational capabilities and guarantees security with cryptographic support in the

phone/SIM operating system.

Europay Mastercard Visa (EMV) and Common Electronic Purse Scheme (CEPS)

standards provide means for development of interoperabe payment scheme. In this

context A.Little.World is implementing a new interoperable payment brand in India and

abroad known as mCheque. mCheque platform provides a secure all-purpose debit/credit
payment system on mobile phones.
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The proposed solution enables the consumer(hereby referred to as ‘payer’ or ‘customer’)
to carry out financial transactions from his/her Mobile Phone with debit/credit cards

configured on the Mobile Phone and helps the merchant(hereby referred to as ‘payee’ or

‘merchant’) to use a hosted Virtual Terminal service, while the mobile phone of the

merchant is used as the payment terminal.However the payer can use the debit/credit

card(s) configured on the Mobile Phone to engage in a payment transaction with the

payee application on the regular Point-of-Sale Terminal, Vending Machine, Internet or
ATM.

Large-scale use of mobile-to-mobile payment between customers and merchants - using

any mobile phone as an EMV debit/credit payment instrument issued by a Bank, to pay
any merchant who has another mobile phone. No additional terminal infrastructure apart

from mobile phone is required by Bank or by merchants. No compromises made on
transaction security.

Funds flow will be handled entirely through the banks, using proven EMV security with
the added layer of mobile network security for secure communications. The EMV

handler will provide an effective intermediary solution to the Bank without need for the
Bank having to upgradeits back-end infrastructure to EMV.

Public Key Infrastructure (PKI) will be used for non-repudiation in specific application
areas. Mobile Phones will have the capability of a universally usable digital ID (to be

issued as an X.509 certificate by a Certification Authority) for digitally signing

transactions for non-repudiation. RSA is the preferred standard for security

implementation for PKI applications ofmCheque.

The application download and personalization of the mobile phone can be done both
over-the-counter (OTC) and over-the-air (OTA). The complete application functionality

for the customer’s payment card will be provided on the phone. The application

functionality for the merchant’s terminal will be provided at the back-end as a Virtual

Tenninal, with the phone used for confirmation of the transaction (transaction receipt).
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The ready availability of communications network; the display screen; and the large
memory on the phone to store and view transaction records helps enhance the Bank’s

product value for the customer and makes this the most user friendly and versatile

payment instrument the customer will ever use. The mobile phone can be used both as a

credit and debit cards at the same time multiple debit/credit accounts from different banks

can be configured on the same mobile phone without any security compromise. A single
PIN forall accounts will simplify banking and paymentfor the customer.

PRIOR ART:

There are known instances of various forms of payment mechanisms using mobile
devices, such as Singapore Patent Publication No. 86428 using a payment center backend
without use ofreal debit/credit card and involving a bank in the transaction.

US Patent No. 6,612,488 describes a method of payment using credit cards using a
portable communication terminal such as a cellular phone. However, this method does

not avoid the use of the credit card or debit card. The portable communication terminal is

used to only identify the purchaser to avoid fraudulentuse ofthe cards.

US Patent No. 6, 678, 664 issued to CheckFree Corporation suggests cashless

transactions, e.g. purchases of goods and services without making cash payments at the

time of purchase, by transmitting, preferably from a point of purchase, information

identifying the purchaser of a product without identifying a payment account for the

purchaser, the point of purchase being, for example, a register within a retail store or a
server at an internetsite.
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Though the aforesaid US patent suggests the use of personal identification information

such as purchaser’s name, address and drivers license or passport number or any other

identification code, this process of identification is little cumbersome and yet requires
some document to be carried by the purchaser. Further, the transaction cannot be

completed by using a wireless communication device and also it does not offer a virtual
terminal to the seller. In other words, the seller is required to have a terminal, a scanner

or other similar means to transmit the personal identification details to the bank or to the
payment operator.

Objects of The Invention:

e The primary object of the present invention is to provide an inter-operable, multi-

operator, multi-bank, multi-merchant, mobile payment method and system.

e In the proposed payment method/system, a regular mobile phone is used as a

bank-account linked debit/credit payment instrument to pay any merchant with a

regular mobile phone, without customisation of phone hardware. The merchant
does not need a regular payment terminal. However, the merchant terminal can be

aregular Point-of-Sale terminal, vending machine, Internet or ATM.

e Genuine ‘card present’ transactions using debit/credit cards configured on the

mobile phone.

e EMV Handler solution enabling banks to participate in the secure debit/credit
card based transactions without having to migrate to EMV.

The following is the scope of the nrCheque payment method/system:

Use a regular mobile phone as an EMV-based payment instrument linked to a debit or
credit account in a Bank, to pay any merchant who has a mobile phone or an on-line

EMV capable terminal. The merchant does-not need a regular payment terminal. EMV

security is fully implemented for this product.
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The ready availability of a communications network; the display screen on the mobile;

and the large memory on the phone to store and view transaction records helps enhance
the product value for the customer and makes this the most user friendly and versatile
paymentinstrument the customer will ever use. The mobile phone can be used both as a
credit and debit cards at the same time. Multiple debit/credit accounts from different

banks can be configured on the same mobile phone without any security compromise. A
single PIN forall accounts will simplify banking and paymentfor the customer.

In case ofavailability of a Subscriber Identification Chip module on the phone (SIM for

GSM and R-UIM for CDMA), the application is developed without need to customize

either the phone hardware or software. The only change is made to the SIM/R-UIM

software through the use of the SIM Application Toolkit or a script using existing SIM/R-

UIM browsing environment. In case of phones without having a Subscriber Identification

Chip module, the application is developed on the phone. Asa result, nearly the entire

base of mobile phones can be used as cards and terminals without extra investment

required in cards or terminals. The payment application for debit/credit card on payer’s

mobile phone and the merchant terminal on payee’s mobile phone use security

mechanisms prescribed by EMV.

The application download and personalization of the mobile phone will be done both

over-the-counter (OTC) and over-the-air (OTA). The complete application functionality

for the customer’s payment card will be provided on the phone. The application

functionality for the merchant’s terminal will be provided at the back-end, with the phone
or a connected PoS terminal being used for confirmation of the transaction (transaction
receipt).

The EMV handler solution will be used to provide an effective intermediary solution to

banks that have not yet upgradedtheir back-end infrastructure to EMV. This applies both

to the debit/credit card issuance, transaction authorization and merchant acquiring

systems of the bank.
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The transactions will be cleared and settled domestically through the inter-bank switch

for domestic transactions or an international settlement agency for cross-border

transactions. Security Key management will be provided by the scheme operator or the
domestic banking regulator for both Symunetric Keys based on 3-DES or AES and
Asymmetric Keys based on RSA.

Multiple mobile operators and multiple issuer and acquiring banks can be part of the
system. Funds flow is handled entirely through the banking system, using proven EMV
security with the added layer of GSM/CDMAsecurity for secure communications.

The mCheque Platform in its true sense of ‘Interoperability’ is intended to support
existing systems and technologies used by mobile operators, mobile phones, transaction

systems and banks.

The following are the unique features of the present invention:

a. Use ofmobile phone as a debit/credit card.

b, Use ofmobile phone as a merchant terminal.
c. Use ofmobile phone to have multiple debit/credit cards

d. Use ofmobile phoneto store Track-2 data of a debit/credit card.
e, Responsibility of Authentication of mobile debit/credit card transaction lies with

the bank and not with mobile operator.

f. Provisioning of debit/credit card on mobile phone without a contact interface

using OTA interface.

g. Provisioning of digital certificate on mobile phone without a contact interface
using OTAinterface.

h. EMV Handler: Authorization of transaction security on behalf of banks. Ability

to handle EMV Transactions in a multibank interoperable environment without

enforcing the banks to change their existing infrastructure.
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i. Providing printed payment receipt using a mobile phone, wherever possible

without making any change on the mobile phone hardware using an external
receipt printer.

Payment over Internet using debit/credit card on mobile phone.

k. ATM cash-withdrawal using bank card on mobile phone.

1, Person-to-person transfer of payment or funds transfer using mobile phone both

ry

domestic and international.

m. Use of Public Key Infrastructure on mobile phones for transactions requiring non-

repudiation.

n. Maintaining and managing loyalty pools and coupons on mobile phone.

This invention thus provides a multi-bank interoperable payment system using mobile

phoneas debit/credit card which comprises the steps of:

(i) establishing connectivity with multiple mobile operators, issuing banks

and acquiring banks participating in the “interoperable mCheque

system” and inter-bank clearing & settlement systems, both domestic

and international, via themCheque back-end system/issuance system;

(ii) establishing a link with mutual authentication and trust using standard

security mechanism between mCheque issuance system, participating

bank and the mobile operator. A third party Certification Authority can

provide certificates to establish mutual authentication and trust

between different systems.

(iii) providing transaction security which is dependent on the bank’s

security domain defined on the mobile phone. The mobile network is

used as a transport and the system does not necessarily depend on the

security provided by the mobile network to guarantee transaction

security. However, the security provided by the mobile network is

treated as a complementary measure.

(iv) Application Provisioning Step-1: loading of payment application

containing the basic menus, transaction logic, application security keys
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and application configuration data; on the target mobile phone of
payer/payee using the over-the-air system of the mobile operator;

(v) Application Provisioning’ Step-2: loading of a conventional Track-2

data provided by the participating bank with EMV security keys and
tisk management parameters on the target mobile phone ofpayer using

the over-the-air system of the mobile operator; and

(vi) Application Provisioning Step-3 (optional): loading of a digital

certificate on the target mobile phone of payer/payee using the over-

the-air system of the mobile operator requiring non-repudiation; and

(vii) establishing a link between the PIN numberallotted to the customer

and a common mCheque PIN.

The system takes care of post-issuance activities including blocking/unblocking of

debit/credit card, creation/deletion of debit/credit cards, update loyalty pool, loyalty

redemption, offering of loyalty coupons, blocking/unblocking/resetting of PIN, key

version control, application version control, restoration of debit/credit accounts and

loyalty details for a lost/stolen mobile phone,

This invention will now be described with reference to the accompanying drawings,

wherein:

Fig. 1 illustrates the mChequetransaction flow;

Fig. 2 illustrates the mCheque transaction system;

Fig. 3 illustrates the mCheque Card Issuance/Merchant Configuration System; and

Fig. 4 illustrates the mCheque Digital Certificate System.

The use of mobile phoneas a debit or credit card involves the following five steps, which

is illustrated in Fig. 1.

1. Payee Mobile sends a message through mobile network to mCheque back-end

with Payer Mobile Number, Transaction Amount and a Random Number.
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2. mCheque back-end sends a message through mobile network to Payer Mobile

with Random Number, Request for Payment and Merchant Details.

3. Payer Mobile sends a message-to mCheque back-end through mobile network

with EMV Cryptogram.

4. mCheque back-end through mobile network sends a message to Payee Mobile

with Transaction Receipt .

5. mCheque back-end through mobile network sends a message to Payer Mobile

with Transaction Receipt.

Message-1: Payment Request Message Originating from Merchant

1. Merchant enters the Amount of Transaction, Customer’s ID (generally customer’s
mobile number or a proxy number similar to the mobile number assigned by

mCheque) and Merchant PIN using mCheque menus.

2. mCheque Application on Merchant device generates a Random Number(to be

used as the seed for the Application Request Cryptogram to be generated on
Customer’s Mobile Phone for EMV transaction) and signs the transaction data.

3. The Merchant Mobile Phone initiates a session with the mCheque Server and

sends the signed data.

Message-2: Confirmation Request Message Terminating on Customer Mobile

1. The signed message from Merchant reaches mCheque Virtual Terminal
Application Server (VTAS), which verifies the signature and adds EMV specific

terminal risk management parameters and Merchant’s Name to the original
transaction attributes provided by the merchant.

2. mCheque VTASinitiates a session with Customer Mobile Phone.
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Message-3: Confirmation Response Message Originating from Customer Mobile

1. Customer Mobile Phone receives the message-2 and displays a confirmation

message consisting of Merchant Name, Transaction Amount and Merchant Id, Up

on confirmation by the customer, a PIN entry is requested.
2. Upon successful PIN entry, the Customer Mobile Phone generates an Application

Request Cryptogram (ARQC) as per EMV specifications using the Card Risk
Management Parameters, Random Number, Card Master Key (of the key index

assignedfor the application in the card security domain).
3. Customer Mobile Phone sends the transaction data with the ARQC to mCheque

VTAS.

Message-4: Transaction Receipt Message Terminating on Merchant

1. mCheque VTASsendsthe transaction online for authorization of funds
2. After receiving transaction authorization from the Issuing Bank of the

Dehbit/Credit Card on Customer’s Mobile Phone, mCheque VTAS sends a

Payment Receipt to the Merchant.

3. After confirmation of Receipt delivery, mCheque VTAS issues a Transaction
Certificate to the online authorization system of Issuing Bank (denoting

completion oftransaction).

Message-5: Transaction Receipt Message Terminating on Customer Mobile Phone

1. After receiving transaction authorization from the Issuing Bank of the

Debit/Credit Card on Customer’s Mobile Phone, mCheque VTAS sends a
Payment Receipt to the Customer Mobile Phone.

10
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To achieve the above, the present invention provides a transaction system (refer Fig. 2
and 3) which comprises of an unique mCheque virtual terminal capable of handling
communications from mobile phones of the payer and payee and also ensure security of

the transaction, said server having means for customer database and merchant data base,

means for providing hardware security, means for storing the digital certificates and

application software for life cycle management ofpayer/payee application.

The process of obtaining a Digital certificate is illustrated in Fig. 4. The mobile phone of

the user or purchaser through the personalization system of mCheque issuance system

will send in the necessary request to the certification authority and after processing the
request, the certification authority will forward the required certificate through to the

personalization system of mCheque issuance system back to the mobile phone of the

payer/payee.

The following middleware and application systems constitute the mCheque technology

platform:

Backend and Middleware Modules:

° Virtual Terminal Application Server (VTAS):

VTASis a secure cluster of virtual EMV terminals, security systems, loyalty systems,

bank/operator interfaces running on a High-Availability platform. All mCheque messages

originating from the merchant as well as the customer mobile are routed to the VTAS

Server. VTAS spawns one instance of Virtual Terminal Application per Merchant

Terminal registered in the mCheque system.

* USATInterpreter:

Application Gateway to interpret and perform application codec (encoding/decoding)

functions for data flow between VTAS and Mobile phone.

11
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° EMV Handler:

The mCheque EMV Handler performs secure authorization of EMV Application Request
Cryptogram (ARQC)generated by the chip card EMV application (debit/credit card) on
the customer’s mobile phone and generates an EMV Application Response Cryptogram

(ARPC). The EMV Handler filters EMV specific data from the financial transaction
message and the transaction is sent to the Issuing Bank for funds authorization as if it
were a regular magnetic stripe transaction authorization request. The EMV Handler
therefore provides an effective intermediary Issuing and Acquiring solution for Banks to
work with chip cards based on EMV security without having to upgrade their back-end
systems to EMV. In case an Issuing Bank is capable of handing EMV transactions
directly, the transactions will be directly passed through for authorization by the Bank’s
EMV Switch. The EMV handler system uses a Hardware Security Module compliantto

FIPS-140-2 and PKCS#11 standardsto carry. out all security operations.

* Remote Personalization System:

The mCheque Remote Personalization System provides secure personalization of EMV
based secure Debit/Credit cards, Loyalty Pools, Coupons on Mobile phone of mobile

phones Over-the-Air (OTA). The Remote Personalization System also uses the OTA
bridge for personalization as well as application updates (such as update of EMV risk
parameters). Multiple accounts can be handled ona single Mobile phone by this system.
The remote personalization system uses a Hardware Security Module to carry out

security operations.

° OTABridge:

Application system providing a secure transport of personalization and transaction data
between the mCheque Application Backend (VTAS) and the Network Gateway ofmobile
operators (USSD Center/SMS Center) forall Over-the-Air application operations on
payer/payee mobile phones. The OTA Bridge also takes care of security requirements of
the mobile operator.

12
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* USSD-IP Gateway: ;

Network gateway providing exchange of ‘Unstructured Supplementary Service Data
(USSD) messages between the Mobile Station and the IP-based backend of mCheque

Payment Platform. The mCheque USSD-IP Gateway is co-located with the Master

Switching Centre (MSC) of the Mobile Operator through an SS7 (Signaling System 7)
link.

* Transaction Switch:

Host system to switch financial transactions between Switches of participating banks in

ISO 8583/XML formats. This system is also used to log the clearing data provided as

input to the central Clearing and Settlement Host.

e Clearing and Settlements Host:

This system is used process the data that passes through the Transaction Switch to create

logs for daily reconciliation to be performed either through a Clearing and Settlements

Bank or an automated system. The Clearing and Settlement Institution will be given

summaries for net settlements between participating Banks and each participating bank

will be given detailed logsof all transactions performed by its customers.

° MIS and Reporting Tools:

Management Information System of mCheque Payment Platform includes reporting,

logging and audit trail of transactional and operational data for all participating entities in
the system, including merchants, customers, issuing banks, acquiring banks, mobile

operators and personalization system.

° ATM Module:

An application specification will be provided for enhancement of the ATM customer

screen to be able to accept ATM cash withdrawal transactions using mCheque. This

requires collaboration with ATM vendors and the respective Banks.

13
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Applications

" Over-the-counter debit/credit payment for small, large and very large amounts.

PIN based debit/credit using secure EMV based technology on any mobile phone.
7 Moreversatile than debit/credit cards.

. Display screen, PIN pad and storage add tremendously to usability, convenience
and control.

" Multiple cards/accounts can be issued by multiple banks on one mobile.
. Only one PIN to remember - common PIN forall cards/accounts.

. Transaction amount limits and daily limits can be managed on mobile phone.
7 Commonrewards points pool acrossall cards/accounts.

" Small value transactions feasible in both credit and debit mode.
. Transaction details stored on mobile phone.

a Balance enquiry.

. Full audit and traceability.

. Unique new method to receive payments: eliminates need of cheque-book.

“ PKI based non-repudiable digital-ID and signatures on mobile phone.Ideal for all

kind of Government payments and transactions.

. Secure and convenient payment for Internet purchases (unique new method with

highest level of security and convenience).
" Instant, anywhere, anytime payment’ of utility bills; insurance premiums; mobile

phonebills; pre-paid top-ups.

" Payment to vending machines (snacks, beverages,etc.).

" Cash withdrawal at ATM machines with subscription based access to large
number of ATMsin arrangement with banks.

a Loyalty points-pool-on-mobile phone for accumulating rewards from different

merchants. Instant over-the-counter redemption.

The applications are developed without need to customize either the mobile phone

hardware. As a result, the entire base of mobile phones available can be used as

debit/credit cards and paymentterminals without any significant extra investment.

14
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CLAIMS:

1. An inter-operable, multi-operator, multi-bank, multi-merchant mobile payment

method using mobile phoneas debit/credit card comprising the steps of:
a establishing connectivity with each mobile operator, issuing bank and acquiring

bank participating in the “interoperable mCheque system” and in any inter-bank
clearing & settlement systems, via the mCheque back-end system/issuance
system;

establishing a link with mutual authentication and trust using standard security

mechanism between mChequeissuance system, participating bank and the mobile

operator;

providing transaction security which is dependent on the bank’s security domain

defined on the mobile phone;

loading of payment application containing the basic menus, transaction logic,

application security elements and application configuration data;
loading of at least one conventional Track-2 data provided by the participating
bank of the payer, EMV security elements and risk management parameters on

the target mobile phone using the over-the-air system of the mobile operator; and

optional loading ofdigital certificate on the target mobile phone using the over-

the-air system of the mobile operator to support applications requiring non-
repudiation; and

establishing a link between the PIN numberallotted to the customer and the

common mCheque PIN.

2. An inter-operable mobile payment method asclaimed in claim 1, wherein the loading

of paymentapplication is carried out using application provisioning step- 1.

3. An inter-operable mobile payment methodas claimed in claim 1, wherein the loading

of Track-2 data provided by the participating bank is carried out using application

provisioning step-2.

15
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. An inter-operable mobile payment method as claimed in claim 1, wherein the

optional loading of the digital certificate on the target mobile phone using the over-

the-air system of the mobile operator to support applications requiring non-

repudiation is carried out using application provisioning step-3.

. An inter-operable mobile payment method as claimed in claim 1, wherein multiple

debit/credit card Track-2 data are loaded on the mobile phone.

. An inter-operable mobile payment method as claimed in claim 1, including an EMV

handler for handling EMV Transactions in a multi-bank interoperable environment.

. An inter-operable mobile payment methodas claimed in claim 1, including software
for maintaining and managing loyalty pools and coupons on mobile phone.

. An inter-operable, multi-operator, multi-bank, multi-merchant mobile payment
system using mobile phone as debit/credit card comprising of;
a. mCheque back-end system/issuance system comprising means for establishing

connectivity with each mobile operator and issuing bank participating in the

“interoperable mCheque system” and in any inter-bank clearing and settlement

systems;

b. Means for establishing a link with mutual authentication and trust using standard

security mechanism between mCheque issuance system, participating bank and

the mobile operator;

c. Means for providing transaction security which is dependent on the bank’s

security domain defined on the mobile phone;

d. Application provisioning software I to enable loading of payment application

containing the basic menus, transaction logic and application configuration data;
e. Application provisioning software II to enable loading of at least one

‘ conventional Track-2 data provided by the participating bank on the target mobile

phone using the over-the-air system of the mobile operator;

16
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9.

10.

11.

12.

13.

f. Application provisioning software III for optional loading of digital certificate on

the target mobile phone using the over-the-air system of the mobile operator to

support applications requiring non-repudiation; and

g. Means for establishing a link between the PIN number allotted to the paryer and
the common mCheque PIN.

An inter-operable mobile payment system as claimed in claim 7, wherein moultiple
debit/credit Card Track-2 data are loaded in the mobile phone.

An inter-operable mobile payment system as claimed in claim 7, including an EMV

handler for handling EMV Transactions in a multi-bank interoperable environment.

An inter-operable mobile payment system as claimed in claim 7, including software

for maintaining and managing loyalty pools and coupons on mobile phone.

An inter-operable mobile payment system as claimed in claim 7, wherein the mobile

phoneofuser is used as debit/credit card.

An inter-operable mobile payment system as claimed in claim 7, wherein the mobile

phoneofthe merchant is used as merchantterminal.

17
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1

TRANSACTION SERVER

Technical Field

The invention relates to a transaction server for effecting transactions from a user

account. More particularly, the invention relates to validating transactions from the user
account.

Background

Systems for implementing mobile phone based payments where, essentially, a mobile

telephone acts as an electronic wallet (e-wallet) are known. In such systems, a monetary

value is held in an e-wallet for each user, and the details of each e-wallet are stored

centrally in a server database.

With a mobile telephone,transactions may be conveniently and commonly effected

using a messaging service such as SMS. For example, to send $20 fromafirst e-wallet

identified or associated with a first mobile phone +60122070239 to a second e-wallet

identified with a second mobile phone +60164452228, the following SMSis sent:

PAY 0164452228 20 753535

As can be seen, the text string of the message comprises several fields: “0164452228”is

the recipient mobile telephone’s number; “20”is the transfer amount (e.g. $20); and

753535 is a six-digit PIN associated with the user and/or the e-wallet +60122070239.

The server receives this SMS through a telecommunication link to an SMS centre or

portal.

Such a system is attractive becauseit facilitates money movement. It meanspractically

anyone, anytime, anywhere can be paid. For example, to pay a friend several miles

awayall a user need dois to use their mobile telephone to send a simple SMSto the

SMSportal to effect payment from the e-wallet or account.
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Unfortunately, such a system has several drawbacks which,if not properly addressed,

can adversely affect its implementation and security.

Messaging services such as SMS as a means of communication are never 100% reliable.

A sender of an SMS never knowsfor certain if the message will be delivered or when.

Sometimes an SMSis delivered to the same recipient multiple times. These failings of

SMSare particularly problematic for e-wallet transactions. For example, a user may be

at a shop and use their mobile telephone to send an SMSto the server’s SMS portal

requesting payment for goods to the shop owner’s account. However,it is possible that

the mobile telephone may not receive acknowledgementfrom the server that the:

payment request has been either received, or that payment has beeninitiated. Such

situations can arise during a period of peak use of the SMS system or, simply, the SMS

is “dropped” by the messaging service. In such situations, the user is presented with a

quandary. What should the user do? Should the user just leave? Should the user send

another payment request? The server might receive the user’s first SMS and effect the

transaction the moment after a second instruction SMSis sent, or the user gives up and

leaves the shop. Alternatively, the server might receive several copies of the single SMS

and the server effects multiple payments to the shop ownerfor a single transaction. The

user is unlikely to be able to receive any real help from the help centre for the server as

the call centre may advise the user that the SMS has notarrived yet and that no

~ transaction has beeneffectedso far. Conceivably, the SMS could arrive at the server the
very moment the user terminates the telephone call with the call centre.

Another problem is human error. Inevitably, users will key in a wrong recipient’s

mobile number or incorrect transaction amount in the SMS. The user may call the call

centre to request a reversal. In cases like these, security for the recipient could be

compromised — e.g. the recipient is a shop owner who has provided goodsor services in

good faith to an e-wallet user. Should the call centre do the reversal? The user may have

just bought something from the shop owner and requested a reversal the momentafter

the goods were collected or the user has left the shop.
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Security is another problem.It is a well-known fact that SMS can be spoofed quite

easily. If a fraudster somehow managesto obtain a person’s PIN,the fraudster can spoof

an SMS messageto the server to instruct a transaction quite easily.

Summary

The invention is defined in the independent claims. Some optional features of the

invention are defined in the dependent claims.

If the transaction instruction (e.g. SMS from the user to the server) is delayed or not

delivered, the user knows very well no transaction has been effected from his account

(e-wallet) as the user is neither requested to provide the validation instruction and,

therefore, it is not possible for the user to provide the validation instruction. If the user

receives a request for the validation instruction from the serverat a later time seeking

validation for the transaction, the user then has the option to proceed with the validation

instruction for the transaction or to decline to send the validation instruction. In the

event the server receives multiple copies of the transaction instruction (e.g. SMS), the

server may be configured also to send multiple requests for validation in the form of

SMSmessagesto the user seeking confirmation and the user can choose how many of

these requests for a validation instruction he/she can reply to, if any. In embodiments of

the invention, each request for validation provides different instructions for effecting the

validation instruction (e.g. different telephone numbers are provided for the userto call

to validate the transaction). The user may then selectively choose whether and how

many timesthe recipient in the transaction is to be paid. Optionally, additional

information such as the account (e-wallet) balance and details of previous transactions

are included in the request for the validation instruction.

Further, the likelihood of user error is now significantly reduced. In embodimentsof the

server, the server is configured to look up the recipient’s name from a server database,

and to transmit the requested recipient’s details to the user with the request for the

validation instruction to the user. Optionally, the transaction amount is also shown.
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Yet further, the server provides enhanced security and fraudsters may find it more

difficult to spoof the server. The server may selectively choose the means by which the

user is to request validation of the transaction; e.g. in embodiments of the invention, a

telephone numberfor the user to call or message to is randomly picked from hundreds

of numbers; the user may be requested to enter a URL onthe user’s internet browser to

request validation, or any of many other possible ways in which a communication can

be effected. Thus, the fraudster will not know the numberto call to confirm a

transaction, or the URL to visit. This means the fraudster must intercept the request for

validation of the transaction sent by the server and at the same time spoof a user ID.

Brief Description of the Drawings

Exemplary embodiments will now be described, by way of example only, and with

reference to the accompanying drawings. In the drawings:

Fig. 1 is a block diagram illustrating implementation of an exemplary;

Fig. 2 is a flow diagram illustrating the process of the implementation of an exemplary

embodiment;

Fig. 3 illustrates the process of an exemplary embodiment; and

Fig. 4 illustrates a schematic view of the basic structure of an e-wallet system.

Detailed Description of the Exemplary Embodiments

Implementation of a transaction with a transaction serveris illustrated in Figure 1. The

system 10 comprises a transaction server 12, a first e-wallet 14 representing/being

associated with a first account, and a second e-wallet 16 representing/being associated

with a second account. The first e-wallet 14 is associated with the mobile

communication device 18 and in particular with the owner of mobile communications

device 18. Association with the device 18 is represented by the dashed line 14A.

Association of second e-wallet 16 with the second mobile communication device 20 is

represented by the dashed line 16A. Mobile communications devices 18, 20 may be a

mobile telephone, portable telephone, cellular telephone, PDA, a device such as a

“Blackberry”, or telecommunications-enabled portable computer such as a laptop

computer, notebook computer, tablet computer, and so forth.
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To effect a transaction, the second communication device 20 is used to send a message

22 via a messaging service — e.g. SMS, MMSor email — to a receiving module suchas,

for example, the SMSportal 13 of server 12. The intended transaction is for the transfer

of a sum of moneyto the e-wallet 14 of the first user being the user of communication

device 18. The message 22 takes the form of:

PAY 0164452228 20 753535

Asdiscussed above, the first field is the instruction “PAY”, second field in the

transaction instruction is an identifier for the recipient account preferably being the

telephone numberoffirst communication device 18; third field “20” is the value of the

transaction; and the fourth field 753535 is an authentication code for the transaction, for

example, a PIN of the second communication device 20 or a specific authentication

code for the transaction. This providesa first level of security for the transaction.

Responsiveto receiving the instruction 22 from the device 20, the server 12 first

matches the authentication code of the fourth field with the stored authentication code

(extracted fromthe server 12 by, for example, recognition of the telephone number of

the communication device 20 and using a look-up table to find the authentication code)

and a transmission module 11 of the server sends to the device 20 a request 24 for the

transmission of a validation instruction for the transaction. In embodiments of the

server 12, this request may also be sent via a messaging service. Should the second user

at device 20 wish for the transaction to be processed, the device 20 is then used to send

a validation instruction 26 to the receiving module 13 of server 12. The server 12

records receipt of the validation instruction 26 and, responsive to this, the server 12

validates the transaction. Embodiments of the server then effect the transaction 28 of Gn

this example) $20 from second e-wallet 16 to first e-wallet 14.

Embodiments of the server 12 allow for the communication device 20 to be used to

make a telephone call to a communications module 15 of the server 12 (or another

communications portal) to provide the validation instruction. The request for the

transmission of a validation instruction may, in embodiments of the server 12, provide

details of the telephone numberat server 12 to be called.
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Embodiments of the server 12 are configured only to allow receipt of reliable means of

communication for the request for validation: e.g. a telephone call, a message sent

through GPRS (General Packet Radio Services) or through a secure (e.g. encrypted)

internet communication.

It will be appreciated that one or more of the communications portals 11, 13, 15 may be

distinct from server 12, may be used to send and receive communications from the

devices 18, 20. In such embodimentsof the server 12, the server 12 is configured to

initiate and control sending and receipt of these instructions, so that a transaction may

be effected from an account/e-wallet 16.

It will be further appreciated that embodiments of the server 12 allow for the e-wallets

14, 16 to be integral with the server 12.

In embodiments of the server 12, the server 12 is configured to validate the transaction

if receipt of the validation instruction is recorded by the server 12 within a pre-

determined period from sending, to the communication device 20, the request 24 for the

transmission by device 20 of a validation instruction. If the receipt of the validation

instruction 26 is not recorded by the server 12 within that pre-determined timeperiod,

the transaction may be voided.

After the server 12 receives a transaction request 22 (say at 5:15pm 24th May) from the

device 20, the server 12 forwards to the device 20 the following SMS message, seeking

confirmation:

Please confirm $20 transfer to 0164452228 (Lee Eng

Sia) by calling 0320540301. This message expires

5:25pm 24/05.

Thus, the request for the validation instruction confirms the identifier for the recipient

account for the transaction. By doing so, the risk of human errorin instructing a

transaction to a wrong account may be reduced.
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In exemplary embodiments of the server 12, the server 12 invites a telephone call to be

made from communications device 20 to a telephone number (0320540301 above) to

provide the validation instruction 26. In exemplary embodiments, the server 12 employs

a pool of several hundreds (or even thousands) of telephone numbers, and 0320540301

is selected from this pool. Exemplary embodiments of the server 12 are configured to

select a different telephone numberfor different transactions. The selection may be

random,or organised.

Exemplary embodiments of the server 12 allow for the telephone numberto be called by

device 20. It is not necessary for the telephonecall to be connected; the server need only

capture the caller identifier from the telephone call. Either the call may be disengaged

the call after, say, two or three rings, or the serveris configured to disengage the call
once an ID of device 20 has been extracted from the call. From this, the ID may be

determined, providing further enhanced security for the transaction. Thus, there is no

requirement for incurring unnecessary cost in actually connecting the telephone call to

provide the validation instruction.

Thus, in exemplary embodiments of the server 12, the transaction will only be effected

by the server 12 if the call 26 from the second mobile communications device 20 is

received before 5:25pm on 24th May. This gives a window of 10 minutesto instruct

validation of the transaction and, thereby, to confirm payment.

If the sender makes a (missed) call to 0320540301 before the expiry time, the

transaction proceeds and both the devices 18, 20 of the sender and the recipient are

notified accordingly. Exemplary embodiments of the server 12 allow for this to made

via a messaging service — e.g. SMS, MMSor equivalent — and, in the event of

messaging service notification failure, a call can be made into a helpline IVR

(Interactive Voice Response, not shown) where confirmation of the validation of the

transaction is made by providing the last transaction from the e-wallet. Optionally, a call

centre can easily handle such enquiries either by receiving a call from or placing a call

to one or both of the communication devices 18, 20.
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Thus, exemplary embodiments of the server may alleviate the problems associated with

prior art e-wallet payment systems.

It will be appreciated that variations on this implementation for a transaction may be

effected. For instance, the communications device 18 may be requested to transmit a

validation instruction and/or receive confirmation of the payment. Communication with

one or other of the devices 18, 20 may be overthe Internet or, via GPRS,either of

whichare relatively reliable forms of communication. When the device 18 must send

the validation instruction, further layers of security might be implemented to avoid

situations where a device that erroneously receives the request for validation (i.e. the

sender keys in a wrong number) can validate the transaction and receive payment. For

example, the device 18 may be required to obtain a further authorisation code orthe like

from the device 20. The validation instruction may be required to include, for example,

a PIN. Further security can be implemented in many ways.

Figure 2 illustrates the process flow for a transaction validated by the transaction server

12 of Figure 1.

The process starts at 50. At 52, a transaction instruction 22 is sent to the receiving

module 13 of server 12 by SMS. At 54, this instruction 22 is received at the server 12

and, responsiveto this, the transmission module 11 of server 12 sends a request 24 fora

validation instruction 56. At 58, the server 12 waits for the validation instruction 26. If

this is not received, the process may end simply at 66 or the process loops around

waiting for the validation instruction 26 as indicated by dashed line 60. When/if it is

determined at 58 that the validation instruction 26 is received at receiving module 13,

the transaction is validated at 62 and, optionally, the server may effect the transaction at

64. The process ends at 66. As a further option, one or both of the communication

devices 18, 20 are sent a confirmation message to confirm that the transaction has been

validated and/or effected. Alternatively, the server can call either or both the devices 18,

20 to announcethe transaction validation. To save unnecessary costs, the server 12 is

optionally configured to disengage (hang up) the call even before the call is answered —
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a missed call in reverse. But it serves a simple purpose ofletting the sender know the

transaction has been validated and/or effected successfully.

In all SMS messages from the server to the devices 18, 20, additional information such

as the e-wallet balance, and/or details of previous transactions, may be included.

The owner of the device with the telephone number 0164452228 may not have an

authorised account. That is, the user of device 18 is not an existing e-wallet user. Thus,

anew account needs to be created for the telephone number 0164452228. Indeed, this

mobile number may not be valid because of humaninputerror. In cases like this, the

server 12 is configured to request that the (missed) call is made by the communication

device 18, instead of the communication device 20. This ensures the mobile number

0164452228 is not keyed in wrongly by the sender for the message sent by SMS. The

request for a validation instruction — e.g. an SMS seeking confirmation from the payer —

would thus take the form:

Please confirm $20 transfer to 0164452228 (NEW USER)

by asking 0164452228 to missed call 0320540322. This

message expires 5:25pm 24/05.

The transaction is validated once the server receives a call from 0164452228to

0325040322. Alternatively, the server 12 is configured for either the sender (payer) or

the recipient (payee) to call the telephone numberto validate the transaction —

irrespective of whether the recipient is a new user or not.

This is an advantageous design feature and may be provided independently as will be

discussed below.

Some mobile telephones have their caller ID barred or disabled. Thus, the server 12 is

unable to capture the caller ID when such users place a call to provide the validation

instruction. To overcomethis, and for the creation of each new e-wallet, the number to

call for the validation instruction (0320540322 in the above example) is allocated from
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a special pool of pre-determined telephone numbers and the server is configured to

activate only one numberat any one time for one transaction. So when a call without

caller ID is received by the server at 0320540322, the server is configured to recognise

that this is a validation instruction for a particular transaction, and the fact that the new

user (caller) has caller ID feature disabled in his phone is immaterial. Therefore, if the

caller mobile has no caller-ID, then the transaction server can still validate one

particular transaction based solely on the telephone numbercalled. Generally, if caller-

ID is available for caller identification, a single telephone numberfor validation can be

used for validation of simultaneous/multiple transactions.

Further, embodiments of the server 12 are configured to effect all future transactions for

this user in the same or similar way. Effectively, the server is configured to identify a

category for this transaction in this way. That is, the server identifies that the category

of the transaction is such thatit is for paymentto a particular recipient who does not

have an authorised account.

This feature may also be particularly effective for, say, catalogue shopping. For a payer

to make a payment to purchase an item from a catalogue, the payer is invited to calla

particular numberto purchase the item. By the very action of calling that number, the

server identifies the category of the transaction (e.g. it is a purchase of a particular

goods) and processes the transaction accordingly.

The server may also be configured to validate transactions for catalogue sales where

each item in the catalogue is tagged with a product code. When a customer wants to

purchase a product, they can enter a message into their mobile device for the device to

send an SMS. The message contains the relevant product code. Oncethe server has

received the SMS,a call must be made to confirm the purchase. Similarly, the same

principle can be used for soft goods or services such as discounted call airtime, mobile

phone airtime top-ups, and so forth.

The method described in the first embodiment aboveis particularly useful for paying

merchants where the sender must know with certainty whether a transaction has been
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effected. In certain less formal situations, a quicker payment method is often desirable;

for example, when a user wishes to transfer money to, say, the user’s sister. However,

even in these situations, it is important that a method is in place to ensure the money

transfer is not done wrongly.

In a second embodiment, a missed call mechanism is used to build a so-called “buddy

list” for each user of e-wallet.

As before an SMS messageis sent to the server requesting money transfer:

SEND 0164452228 20 753535

To initiate such transactions, a different instruction or keyword “SEND”is used to

differentiate this from the example in the first embodiment althoughit will be

appreciated that the first field of the transaction request may take a numberofdifferent

forms.

To prevent the sender incorrectly entering the recipient’s number (0164452228), the

server checks to determine if 0164452228is an authorised account. In embodiments of

the server, a list of authorised accounts is maintained as a “buddylist’’. If indeed

0164452228 exists in this list, the $20 is transferred to the e-waliet of 0164452228. No

further validation may be required. Thus, upon receipt of a transaction instruction for a

transaction to an account for a recipient, responsive to determining that the account for

the recipient is an authorised account, the server 12 automatically validates the

transaction.

Tn situations where the recipient account is not an authorised account, once a validation

instruction 26 for the transaction to the unauthorised accountis received, the server is

configured to flag the recipient account as an authorised account.

Howeverif this is not the case, the server 12 sends a messageto the payer:
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0164452228 is not in your buddy list. To add

0164452228 to your buddy list, please ask 0164452228

to call 0320540202.

Once 0164452228 makes a (missed) call to 0320540202, the server 12 is configured to

flag 0164452228 as being an authorised accountfor that payer; that is the recipientis

added to the payer’s “buddylist”. The server also effects the transfer from e-wallet 16

to e-wallet 14 once the missedcall is received.

Alternatively, the sender can also request 0164452228 to make a (missed) call to

0320540202 even before the sender sends his SMS, assuming 0320540202 has been

advertised to him for this purpose. In such a case, the server 12 need not send the above

SMSto the sender. Straightaway, 0164452228 shall be added to the sender’s buddy list

and the transfer can be made.

Embodiments of the server are configured to receive an instruction from a user to adda

recipient account as an authorised account. This is particularly helpful in situations

where the recipient 0164452228 has caller ID barred, the payer canstill add

0164452228 to his buddy list by sending the following SMSto the server:

BUDDY 0164452228

Whena recipient account is an authorised account for one user, embodiments of the

server are configured to flag an account associated with the user as an authorised

account for a recipient with whom the recipient account is associated. That is, the buddy

list can be mutual; if user A is in user B’s buddylist, then the server is configured to add

user B to user A’s buddy list automatically.

The process of the second embodimentis described with reference to Figure 3. The

processstarts at 100. At 102 communications device 20 sends a request for a transaction

to a recipient (user at device 18) account. The server 12 determines whether the

recipient accountis an authorised account at 104 and upon determination the recipient
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account is authorised, the transaction is validated and, optionally, effected at 112. If

determined at 104 that the recipient accountis not an authorised account, the server 12

sends a request for a validation request. Whenthis validation request has been received

108, the transaction is validated at step 112, subject to the transaction request meeting

any requirements for validation. The process may loop around 108 with loop 110 while

waiting for the validation transaction.

Optionally, when the transaction to the new (previously unauthorised) recipient account

has been validated, the new accountis flagged as an authorised account.

Embodiments of the server are configured to de-authorise an authorised account within

a pre-determined time period from authorisation of the authorised account. ‘That is, an

expiry date is attached to each entry in the buddy list. This meansthat if a payer does

not send money to a recipient before the expiry date, the recipient is removed from the

payer’s buddy list. The expiry date is renewed every time moneyis transferred to the

recipient.

A further embodiment of the server seeks to address the problem that users are worried

their mobile communication devices might be misused when their mobile phones

double as a payment instrument.

Thus, embodimentsofthe server are configured to record receipt of an activation

telephone call from a user and, upon recording receipt of the activation telephone call,

to activate or deactivate an account for the user. Thus, it is possible for a user to

LOCK/UNLOCKhis/her account/e-wallet by allocating one or more telephone numbers

for the user to call for this purpose.

Embodiments of the server are configured to select between activation and deactivation

of the account in dependence of a status of the account. For example, when a user wants

to lock his mobile account, the user places a (missed) call to 0320540000. Upon receipt

of anothercall to this number, the server 12 checks the status of the account and, in

dependence of this check, toggles the accountstatus: if currently activated, the account
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is de-activated and vice versa. Alternatively, the user is provided with two telephone

numbers: one to lock the account and one to unlockit.

In some embodiments of the server, the server calls the user back through an IVR to

prompt him to enter a PIN or UNLOCKcode.

If embodiments of the server detect a call to a wrong number 0320540002, the serveris

configured to disable the mobile payment account associated with that mobile phone.

This is to prevent fraud. For example, the server is configured to select from a pool of

hundreds or thousands of telephone numbers. For each user the server allocates a

different number for LOCKING and UNLOCKINGofthe account. So, an unauthorized

user obtaining an authorised users mobile communications device 18 would not know

which numberto call to UNLOCKthe e-wallet account. Guessing a wrong number from

the designated pool will be an indication for the server to lock the e-wallet account.

Figure 4 illustrates a schematic view of the basic structure of an e-wallet system 100 as

disclosed in, for example, International Patent Publication No. WO 2006/049582 filed

by the present Applicant(s) and hereby incorporated by reference as if disclosed herein

in its entirety. The e-wallet system 100 has two sides: a bank sub-system 102 including

a bank database 104 and an e-wallet sub-system 202 including an e-wailet database 204.

The bank database 104 has typical banking facilities, including a numberof user savings

and current accounts, exemplified in Figure 4 by way of a user 1 current account 106, a

user 2 current account 108 and a user N-1 current account 110. The bank database 102

also includes a numberof user credit accounts, exemplified in Figure 4 by way of a user

1 credit account 112, a user 2 credit account 114, a user N-1 credit account 116 anda

user N credit account 118. The user credit accounts contain what may be described as

electronic money, but which is generally referred to herein as funds. The usercredit

accounts may be associated with the respective user current and/or savings accounts, but

need not necessarily be. In Figure 4, the user N credit'account 118 is not associated

with any other bank account.
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Additionally, the bank database 104 includes a consolidated e-wallet bank account 120.

There is also an c-wallet sub-system credit account 122 and associated c-wallet sub-

system current account 124, for the company running the e-wallet system to add money

to and withdraw money from the consolidated e-wallet bank account 120. These are

operable in similar ways to the user credit and current accounts.

The e-wallet database 204 has a number ofuser e-wallets 212, 214, 216, 218, ore for

each user credit account 112, 114, 116, 118 in the bank database 104. Thus, there is a

-user 1 e-wallet 212, a user 2 e-wallet 214, a user N-1 e-wallet 216 and a user N e-wallet

218. Additionally, the e-wallet database 204 contains an escrow e-wallet 226 anda

transaction charges e-wallet 228, Within the e-waillet database 204, the user N e-wallet

118 is treated no differently from the other e-wallets, even though, in the bank sub-

system 102, the user N has no bank account other than the user N credit account 118.

Alternatively, in one e-wallet implementation, there is no necessity for an e-wallet

account to be associated with any bank account. In this way, large sections of the

population of a country who either do not have or seldom use bank accounts — low

income workers, foreign workers, inhabitants of rural areas having no banking facilities

etc. — may utilise the transaction system. Bank links are there to provide a convenient

mechanismto top up their e-wallets. The banks can also act as intermediaries to top up

e-wallets for other individuals.

The system of the present server is further enhanced where the user can easily transfer

money received in the user’s e-wallet to any of the user’s bank accounts. Furthermore,

by working with selected banks, the user can transfer money automatically from the

user’s existing bank accounts into the user’s e-wallet. All it takes is a simple initial

registration of the user’s mobile phone number at ATMsofparticipating banks.

It will be appreciated the invention has been described by way of example only and that

various departures in detailed design may be made without departing from the scope of

the invention. It will be further appreciated that features presented in association with
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one embodiment of the invention may be provided in combination with another

embodiment of the invention.
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THE CLAIMS

1. A transaction server comprising:

a receiver module configured to receive an instruction message fromafirst

mobile communications device for a transaction from a first account to a second

account;

a transmission module configured to send a response message to the first mobile

communications device a request for a validation instruction for the transaction, the

response message being in response to the receipt of the instruction message;

the server being configured to record receipt of the validation instruction; and

the server being configured to record receipt of the validation instruction and, in

response thereto, validate and effect the transaction.

2. The transaction server of claim 1, wherein the server is configured to validate

and effect the transaction if receipt of the validation instruction is recorded by the server

within a pre-determined period from sending the response message.

3. The transaction server of claim | or claim 2, wherein the server is configured to

send a confirmation messageto the first mobile communications device to confirm the

transaction has been validated and effected.

4. The transaction server of any preceding claim, wherein the instruction message

comprises at least one selected from the group consisting of: an identifier of the second

account, a value for the transaction, and an authentication codefor the transaction.

5. The transaction server of claim 4, wherein the response message comprises a

request for a confirmation ofat least one of: the identifier of the second account, and the

value for the transaction.

6. The transaction server of any preceding claim, wherein the server is configured

to capture an identifier of the first mobile communications device from the validation

instruction.
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7. The transaction server of any preceding claim, wherein the server is configured

to select a telephone numberfrom a pool of pre-determined telephone numbers; the

response message comprising the telephone number.

8. The transaction server of any preceding claim, wherein the validation instruction

is by a confirmation call between the first mobile communications device and a

communications module of the server; the confirmation call being initiated by oneof:

the communications moduleof the server, and the first mobile communications device.

9. The transaction server as claimed in claim 8 when dependent on claim 7,

wherein the confirmation call is by the first mobile communications device to the

communications module using the telephone number.

10. The transaction server of claim 9, wherein the communications module is

configured to disengage the confirmation call.

11. The transaction server of claim 10, wherein the communications module is

configured to disengage the confirmation call after identifying the first mobile

communications device.

12. The transaction server of any preceding claim, wherein the server is configured

to identify a category for the transaction from the validation instruction.

13. The transaction server of any preceding claim, wherein the server is configured.

to determine whether the second account is an authorised account, and to send the

response message responsive to a determination the second accountis not an authorised

account.

14. A transaction server comprising:

a receiver module configured to receive an instruction message fromafirst

mobile communications device for a transaction from a first account to a second

account;
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the server being configured to determine whether the second accountis an

authorised account; and

responsive to a determination that the recipient account is an authorised account,

validate the transaction.

15. Thetransaction server of claim 13 or claim 14, wherein the transmission module

is configured to send the response message to a second mobile communications device

associated with the second account.

16. The transaction server of claim 15, wherein the server is configured to, upon

receipt of the validation instruction from the second mobile communications device,

flag the second account as an authorised account.

17. The transaction server of any preceding claim, wherein the server is configured

to receive an instruction from the first mobile communications device to add the second

account as an authorised account.

18. The transaction server of any preceding claim, wherein the server is configured

to de-authorise an authorised account a pre-determinedtime after authorisation of the

authorised account.

19, The transaction server of any preceding claim, wherein the server is configured

to record receipt of an activation telephonecall from a userto the server and, upon

recording receipt of the activation telephonecall, to activate or deactivate the user
account.

20. A transaction server for effecting a transaction from a user account, the server

being configured to record receipt of an activation telephonecall from a user to the

server and, upon recording receipt of the activation telephone call, to activate or

deactivate the user account
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21. The transaction server of claim 19 or claim 20, wherein the server is configured

to select between activation and deactivation of the account in dependenceofa status of
the account.

22. The transaction server of any of claims 19 to 21, the server being configured to

place a telephonecall to the user to prompt the user to validate activation or

deactivation of the account.

23. A methodof validating a transaction comprising:

a server receiving from a first mobile communications devicc an instruction

message for a transaction from a first account to a second account;

responsive to receipt of the instruction message, the server sending a response

message to the first mobile communications device, the response message comprising a

request for a validation instruction;

the server receiving and recording receipt of the validation instruction; and

responsive to recording receipt of the validation instruction, the server validating

and effecting the transaction.

24, The methodof claim 23, further comprising validating the transaction if receipt

of the validation instruction is recorded within a pre-determined period from sending the

Tesponse message.

25. The methodof claim 23 or claim 24, further comprising sending a confirmation

message to the first mobile communications device to confirm the transaction has been

validated and effected.

26. The method of any one of claims 23 to 25, wherein the instruction message

comprisesat least one selected from the group consisting of: an identifier of the second

account, a value for the transaction, and an authentication code for the transaction.
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27. The method of claim 26, wherein the response message comprises a request for a

confirmation of at least one of: the identifier of the second account, and the value forthe

transaction.

28. The method of any one of claims 23 to 27, wherein the server captures an
identifier of the first mobile communications device from the validation instruction.

29. The methodof any one of claims 23 to 28, wherein the server selects a telephone

number from a pool of pre-determined telephone numbers; the response message

comprising the telephone number.

30. The method of any one of claims 23 to 29, wherein the validation instruction is

by a confirmation call between the first mobile communications device and a

communications module of the server; the confirmation call being initiated by oneof:

the communications module of the server, and the first mobile communications device.

31. The method as claimed in claim 30 when dependent on claim 29, wherein the

confirmation call is by the first mobile communications device to the communications

module using the telephone number.

32. The method of claim 30 or claim 31, wherein the communications module

disengages the confirmation call.

33. The method of claim 32, wherein the communications module disengages the

confirmation call after identifying the first mobile communications device.

34. The method of any one of claims 23 to 33, wherein the server identifies a

category for the transaction from the validation instruction.

35, The methodof any one of claims 23 to 34, wherein the server determines

whether the second accountis an authorised account, and sends the response message

responsive to a determination the second account is not an authorised account.
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36. A method comprising:

a receiver module of a server receiving an instruction message fromafirst

mobile communications device for a transaction from a first account to a second

account;

the server determining whether the second accountis an authorised account: and

responsive to a determination that the recipient account is an authorised account,

validating the transaction.

37. The method of claim 36, wherein a transmission module of the server sends a

response message in responseto the receipt of the instruction message.

38. The method of claim 35 or claim 37, wherein the response messageis sent to a

second mobile communications device associated with the second account.

39, The method of claim 38, wherein upon receipt of the validation instruction from

the second mobile communications device, the server flags the second account as an

authorised account.

AO. The method of any one of claims 23 to 39, wherein the server receive an

instruction from the first mobile communications device to add the second account as an

authorised account.

41. The method of any one of claims 23 to 40, wherein the server de-authorises an

authorised account a pre-determined time after authorisation of the authorised account.

42. The methodof any one of claims 23 to 41, wherein the server records receipt of

an activation telephone call from a user to the server and, upon recording receipt of the

activation telephonecall, activates or deactivates the user account.

43. A methodfor activating or deactivating a user account, the method comprising a

server receiving and record receipt of an activation telephonecall from the user directly
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to the server and, upon recording receipt of the activation telephonecall, activating or

deactivating the user account

44, The method of claim 42 or claim 43, wherein the server selects between

activation and deactivation of the account in dependence of a status of the account.

45. The method of any one of claims 42 to 44, wherein the server makes a telephone

call to the user to promptthe user to validate activation or deactivation of the account.

for the transaction from the validation instruction.
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(57) Abstract: A system and method enabling consumers to settle payments using a handheld electronic device. The handheld
electronic device preferably is provisioned with a unique code in a mannerthat does not require specialized software or hardware.
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TRANSACTIONS USING HANDHELD ELECTRONIC DEVICES BASED

ON UNOBTRUSIVE PROVISIONING OF THE DEVICES

INVENTOR(S):

Clacton J. Giordano

Donald G. Green

FIELD OF THE INVENTION

[0001] The present invention relates generally to transactions using handheld electronic

devices, for example using mobile phones as payment instruments. More specifically, the

present invention relates to the use of handheld electronic devices in a manner where the

provisioning of these devices for these transactions can be accomplished in a relatively

unobtrusive manner.

BACKGROUND

[0002] Mobile phones and other handheld electronic devices are becoming ubiquitous

and are also rapidly becoming more powerful and functional. Many users carry their mobile

phones more frequently and to more places than their wallets or car keys. Because mobile

phonesare becoming an inseparable part of daily life, there is an increasing interest in

expanding the functionality ofmobile phones beyond just phone calls. For example, there is

some interest in cnabling mobile phones to make payments orto facilitate other types of

transactions.

[0003] One attempt to use mobile phones as payment instruments requires customers to

establish and maintain a new account into which they transfer funds from their bank account

or credit card account. The mobile phone effectively becomes a sort ofprepaid cash card.

One drawbackis that this approach typically requires a separate dedicated account, meaning

that the customer must take the initiative to open a new account and then must manage one

more account. Also, because the new account typically is funded by the customer’s existing

accounts, he may have to pay a higherinterest rate if the account is funded by transfer from a

credit card account or accept a lower return if the new account is funded from a savings

account. More accounts generally results in higher transaction costs, whetherit be in the

form of higherinterest, lower returns or addedfees.

[0004] Another approach requires the use of a mobile phone specially designed for use in

payment transactions. While this approach may provide users with features specifically

designed to make payments,it greatly limits consumers’ choices in mobile phones. Thisis
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especially problematic considering that many customers use their mobile phones as personal

digital assistants (PDA), game consoles, MP3 players, cameras or other purposes. Requiring

customers to use certain types of mobile phones forces them to forego the wider variety of

mobile phones that might otherwise meet their specific needs. In addition, customers must

purchase a new phoneiftheir current phoneis not one ofthe specially designed phones.

[0005] In a related approach, rather than requiring customersto use specific types of

mobile phones, existing mobile phones are provisioned to support payment transactions by

adding special technology (hardware and/or software) on an “after market” basis. While this

approach avoids some of the drawbacks of the previous two approaches,it also inherits some

of the drawbacks from both of the previous two approaches. Requiring the addition of

special technology often meansthat the customer must take the initiative to have the

technology added (orat least agree to its addition). In some cases, such as with specialized

hardware, the customer will have to take the extra step of either adding the hardware himself

(with all of the attendant problems) or making a special trip to a service center where the

hardware can be added. In addition, the issue of compatibility almost always meansthat not

all types ofmobile phones will be supported, thus limiting the customer’s choice. It is even

possible that, as new updates of the specialized technology are released, a phone that was

compatible with an earlier version may lose compatibility with the newer version and thus

lose its payment transaction capability.

[0006] More generally than just payment transactions, a majority of the mobile phones

currently on the market have some kind of network accessing capability, enabling mobile

users universal access to the wireless Internet. The mobile network technologies are

maturing rapidly and the deployed connection speeds are approaching those of DSL. The

relevant mobile data services standards are also mature and have broad industry support.

However, acquiring and manipulating content using mobile phonesis still very inconvenient.

This is partly because both the display and the input method of the mobile phone are

restricted by its size, causing interactive Internet access using the mobile phone to be

inefficient.

[0007] Therefore, there is a need for convenient and unobtrusive approaches to allow

consumers to use mobile phones in payment transactions. More generally, there is a need to

allow users ofall sorts of handheld electronic devices to perform different transactions,

including paymenttransactions and accessing and manipulating content or other relevant

information.
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SUMMARY

[0008] In certain embodimentsof the present invention, consumers can use handheld

electronic devices to settle payment transactions. The handheld electronic device is

provisioned (preferably in an unobtrusive manner) with a unique code that is associated with

the consumer’s accountthat will be usedto settle the payment transaction (e.g., a credit card

account or bank account). For convenience, this account will be referred to as a payment

account. The unique code preferably is not native to the handheld electronic device(e.g., it is

not the serial numberof the handheld electronic device). As a result, the need for physical

access to the device and/or cooperation of device manufacturers is eliminated. A reader

acquires the unique code fromthe handheld electronic device. The reader transmits a

corresponding consumer ID based on the unique code and paymenttransaction data to a

remote service center to authenticate the consumer and settle the payment.

[0009] In one embodiment, payments are settled using the Automated Clearing House

(ACH) network using mobile phones. As part of the registration process, the mobile phone

handset is provisioned by downloading a barcode (or data that can be used to generate a

barcode) to the handset. Many handsets are capable of accepting this type of data so

provisioning typically is unobtrusive and does not require the addition of specialized software

or hardware. Furthermore, if the consumer’s payment account in question is a pre-existing

one, the inconvenience of establishing a new account can also be avoided. At the point of

sale, the consumerdisplays the barcode on his handset and presents the handset to a reader.

The reader optically reads the barcode, optionally acquires a PIN from the consumer, and

acquires a transaction amount for the sale. The reader determines a consumeridentifier

(consumer ID) based on the barcode and transmits the consumerID, optionally the PIN, the

transaction amount and optionally also a reader identificr (reader ID) to a remotely located

service center. The service center validates the consumer account identified by the consumer

ID, optionally authenticates the identity of the consumerby the PIN, and retrieves a merchant

account associated with the reader ID. If this is done successfully, the service center begins

settlement of the payment transaction by submitting the identity of the accounts and the

paymenttransaction data to the ACH network. The service center may transmit a

confirmation to the reader and/or the mobile phone.

[0010] One advantageis that certain embodiments provide consumers with convenient

payment methods. Certain embodiments are designed to work with existing mobile phones

and existing consumer accounts. They do not require a hardware modification or application

download. They also do not require the opening of a newaccount. Furthermore, consumers
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can enroll in the payment service easily at many different locations. Once the service is

activated, consumers can use their mobile phoneslike a PIN-protected debit card.

[0011] Another advantage of certain embodiments is security. Consumers need both the

mobile phone handset and the PIN in order to make a payment. Therefore, an unauthorized

person cannotuse the mobile phone alone to make payments. Also,in this particular

example, the unique code is optically acquired from the mobile phone handset by the reader,

a mechanism which is not easily intercepted like a Bluetooth transmission. To further secure

the payment system, communications between the reader and the remote service center can

be secured. Furthermore, because the consumer’s account information is stored at the remote

service center, il is nol accessible by merchants and is not transmitted between the merchant

and service center. This reduces the risk of unauthorized use or disclosure of this sensitive

information.

[0012] Still another advantage of embodiments that utilize the ACH network is that the

ACHnetwork has lower transaction costs compare to other payment processing networks

such as credit card payment processing networks. The merchants also receive other benefits,

including shorter check out times, lower fraud rates, and in somecases, an increase in sales.

[0013] The invention is not tied to just payments. For example, in another aspect of the

invention, relevant content is transmitted to a user’s mobile phone or other handheld

electronic device upon the user’s request. The user presents the unique code on his handheld

electronic device to areader. The reader transmits a corresponding user [ID and reader ID to

the remote service center. The service center determines content based on the user ID and

reader ID, which provide information about the general context of the request. For example,

the service center may retrieve a readerprofile (e.g., this reader is located in a mall) and/or a

userprofile (c.g., this user likes sports) and return content based on the profiles (c.g., a list of

sporting goods shops located in the mall).

[0014] Various advantages of this aspect are that various embodiments can determine a

user’s context and intention, retrieve relevant information based on the user’s demand and/or

push such information to the user. Another advantage is that certain embodiments deliver

relevant information to the handheld electronic device without the need for bilateral

relationships between users and merchants. Users do not need to sign up with each merchant

or acquire merchant information to receive that merchant's content, and merchants do not

need to sign up each user and acquire user information in order to deliver their content.

Whena new userjoins the nctwork, they have access to cxisting merchants and vice versa.

APPL-1002

APPLEINC./ Page 958 of 1744



APPL-1002 
APPLE INC. / Page 959 of 1744

WO 2008/008735 PCT/US2007/073082
5

[0015] In another aspect of the invention, the payment and relevant content aspects are

integrated to provide a system for the delivery of messages containing promotional incentives

that are later automatically redeemed at the time ofpayment. Acquisition of the incentive is

user-initiated, either at a device located within a merchant’s store or elsewhere. The

incentive can be activated, for example, via interaction with a web page (promotional)

message, or via an SMS message, or by email sent from a handheld device or network

connected computer. One advantage to this approach is that the user need not carry anything

or recall any information to be supplied at the time of purchase in order to redeem the

incentive. Examples of incentives include discounts, free products and the accrual of points.

Anotheradvantage is that the redemption of the incentive is integrated into the payment,

enabling automatic application of the incentive to the purchase.

[0016] Another advantage is that the mechanism associates a specific presentation of an

incentive to the user with a specific store visit and purchase. This enables measurement of

the effectiveness of the medium for the presentation of that specific incentive and enables

pay-per-action pricing of the medium. For example, an online advertisement might include a

place for the user to enter their mobile phone numberorinstructions to send a numberto the

service center’s SMS shortcode via SMS. The service center would record that a specific

user had seen a specific ad and optionally be eligible for a specific promotional offer. A

reader in a store could later retrieve this information. The user could receive the promotional

discount, and the ad publisher could demonstrate that a specific ad resulted in a specific

user’s store visit and purchase, motivating premium pricing for that ad.

[0017] These features are not the only advantages of the invention, nor will every

embodiment necessarily contain all of these features or advantages. In view of the drawings,

specification, and claims, many additional fcaturcs and advantages will be apparent.

BRIEF DESCRIPTION OF THE DRAWINGS

[0018] Fig. 1 is a block diagram illustrating an architecture for one embodiment of the

present invention.

[0019] Fig. 2 is a flowchart illustrating one embodimentofa registration process in

accordance with the invention.

[0020] Fig. 3 is a flowchart illustrating one embodiment of a payment transaction process

in accordance with the invention.

[0021] Fig. 4 is a flowchart illustrating one embodiment of a relevant content delivery

process in accordance with the invention.
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[0022] The figures depict embodiments of the present invention for purposes of

illustration only. One skilled in the art will readily recognize from the following discussion

that alternative embodiments of the structures and methods illustrated herein may be

employed without departing from the principles of the invention described herein.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0023] Preferred embodiments of the present invention are now described more fully with

reference to the accompanying Figures, in which several embodiments of the invention are

shown. The present invention may be embodied in many different forms and should not be

construed as limited to the embodiments set forth herein. Rather these embodiments are

provided so that this disclosure will be complete and will fully convey various principles of

the invention to those skilled in the art. For example, much of the discussion with respectto

Figs. 1-3 focuses on an embodimentthat uses barcodes on mobile phones to enable payment

transactions on the ACH network. Noneofthese aspects is required and other embodiments

may not use barcodes, or mobile phone, or payment transactions, or the ACH network.

[0024] Fig. | shows a block diagram illustrating the architecture of a payment system 100

in accordance with an embodimentof the invention. The payment system 100 includes a

service center 120, multiple readers 112 and handheld electronic devices 114. In this

example, each reader 112 is located in a merchant location 110. The readers 112 are

connected to the remotely located service center 120 through a network 130 (e.g., the

Internet). The devices 114 are connected to the service center 120 through a wireless

network 140, which in this case is connected to the service center 120 via a wireless gateway

150 and the network 130.

[0025] The service center 120 includes an interface module 122, a transaction module

124, a payment module 126, and a registration module 128, that can communicate with cach

other. The interface module 122 also communicates over the network 130 to the readers 112

and over the wireless network 140 (via the network 130 and wireless gateway 150) to the

devices 114. The payment module 126 communicates with one or more payment processing

networks 160.

[0026] Considering each of the components in turn, the handheld electronic device 114 is

a physical device with wireless or cellular access capability. Examples of the device 114

include mobile phones, wireless enabled personal digital assistants (PDA) and otherportable

wireless handheld data devices. Further examples include Palmtop computers, handheld GPS

navigation devices, iPods, handheld music players, and handheld picture and vidco players

(some have wifi or gprs or other data services). In cases where the device does not have
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wireless capability, other communications media (such as the wired Internet) can be used. In

the example of Fig. 1, the device 114 is equipped and configured to be able to access the

wireless network 140 and to save data received from the wireless network 140.

[0027] The handheld electronic device 114 is used to present a unique code that is then

acquired by the reader 112. The unique code can be an imagethatis displayed by the device

114, for example on a screen of the device. Two examples of images are barcodes and

alphanumeric strings. For security, the images preferably are copyrighted such that digital

rights management features on the device will prevent forwarding it to another device. The

image can be in color or in black and white. The image need not be visible to humans. For

example, il can be an infrared image thal is nol perceivable by humans. Alternatively, the

unique code can be an audible sound, for example a ring tone. Similar to visual images,

audible sounds need not be detectable by humans.

[0028] The reader 112 is a physical device with network access capability. The reader

112 is configured to include sensors designed to detect the unique code presented by the

handheld electronic device 114. Examples of such sensors include barcode scanners, imaging

systems, character recognition systems and microphones. The reader 112 preferably also

includes a device that allows additional input of data. In this way, the user can input a PIN or

other authentication data.

[0029] In this particular example, each reader 112 is deployed in a merchant location 110.

The merchant location 110 is a venue where consumers may want to make payments.

Examples of the merchant location 110 include movie theaters, amusement parks, paid

parking garages, and retail stores. Examples of readers 112 include point-of-sale devices and

kiosks.

[0030] The network 130 may be a wired or wireless network. Examples of the network

130 include the Internet, an intranet, or a combination thereof. The wireless network 140

typically is a network different from the network 130. Examples of the wireless network 140

include a Global System for Mobile communication network (also called GSM network), a

Code Division Multiple Access network, a Time Division Multiple Access network, a

General Packet Radio Service network, a Wideband Code Division Multiple Access network,

a Time Division Synchronous Code Division Multiple Access network, a Universal Mobile

Telephone System, or a combination thereof. In this example, the network 130 and the

wireless network 140 are connected by a wireless gateway 150, althoughthis is not required.

[0031] Referring now to the service center, first note that although cach “module” 122-

128 is shown in Fig. | as a single box, this is for convenience and is not meant to imply that a
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module must be implemented as a single device, in a single location, or separately from the

other modules. The term “module” is used here generically to refer to any combination of

computing and/or communications capability. Modules can be implemented as appliances,

servers, software, distributed systems, and other combinations of hardware and/or software,

to name a few examples.

[0032] The interface module 122 is the front end to the other modules and functions as a

communication gateway into the service center 120. The interface module 122 can be

implemented in many different ways. One example is a corporation virtual private network

front end. It can also contain multiple components and even networks. For example, one set

of components within the interface module 122 may interface to network 130 and readers

112, and a separate set of components within the interface module 122 may interface to

wireless network 140 and devices 114. These two sets of components may be physically

separate and may not even communicate with each other.

[0033] Furthermore, although the communication channels to the readers 112 and devices

114 overlap in Fig. | (both communication paths utilize network 130), this is also not

required. For example, the service center 120 may communicate with the readers 112

through a dedicated private network and communicate with the handheld electronic devices

114 through a completely separate public wireless network. Noris it required that the same

communications channel be used. to communicate to all readers 112 or to all handheld

electronic devices 114. For example, a proprietary interface module 122 may be used to

communicate with readers 112 on a proprietary network and a web server 112 to

communicate with readers 112 on the Internet.

[0034] The transaction module 124 is the engine that processes the transactions. It

typically has access to various data records 125, for example consumer profiles and merchant

profiles. A consumerprofile typically includes information such as the consumer’s name,

mobile phone number, consumeridentifier (consumer ID), bank account information (e.g.,

bank name, routing number, account number), personal identification number (PIN), and the

like. The consumerprofile can also store information such as whether the consumeris in

good standing, which can be determined by the consumer’s payment history. The transaction

module 124 can create, modify, and delete consumer profiles as transactions occur and based

on consumers’ requests. The consumerprofiles can be stored in a database 125 and indexed

by the user ID and the mobile phone number. The transaction module 124 preferably can

also retricve a consumer profile from the database based on a user ID.
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[0035] The transaction module 124 also manages merchant profiles. Similar to a

customerprofile, a merchant profile typically includes information such as the merchant’s

name, merchant identifier (merchant ID), bank account information, and the like. The

merchant profiles can be stored in the database 125 together with the customerprofiles. The

transaction module 124 can create, modify, delete merchant profiles, and retrieve a merchant

profile from the database based on a merchant ID.

[0036] Thetransaction module 124 also receives and services requests from the other

modules. For example, the interface module 120 receives requests for payment transactions

and passes these to the transaction module, which then accesses the relevant records 125 and

processes the requests.

[0037] The payment module 126settles paymenttransactions between consumers and

merchants. It provides the interface to the payment processing network(s) 160. The payment

module 126 can support one or multiple different payment processing networks 160. In one

embodiment, the payment module 126 interfaces to the Automated Clearing House (ACH)

network. Debit card networks and credit card networks are examples of other payment

processing networks 160 that might be supported by the payment module 126.

[0038] The registration module 128 is used for initial enrollment of consumer and

merchants and provisioning of the consumers’ handheld electronic devices 114.

[0039] The service center 120 can be configured on one or more conventional computing

systems having a processor, memory,storage, network interfaces, peripherals, and applicable

operating system and other functional software(e.g., network drivers, communication

protocols, etc.). In addition, the modules 122-128 are logically configured to function

together and can be configured to reside on one physical system or across multiple physical

systems. One skilled in the art will recognize that the system architecture illustrated in Fig.1

is merely exemplary, and that the invention may be practiced and implemented using many

other architectures and environments.

[0040] In one specific embodiment discussed in further detail below, the payment system

100 uses barcodes on mobile phones to enable payment transactions on the ACH network. In

this embodiment, the handheld electronic device 114 is a mobile phone handset and the

reader 112 is a point-of-sale device installed at a retail location for example at the checkout of

a grocery store. The unique code is a barcode displayed on the screen of the mobile phone

handset and optically read by the reader 112. The reader 112 is connected via a wireless

network routcr to the nctwork 130, and contains a microprocessor, wircless internet card,

barcode reader, and a “4 VGA touch screen. The mobile phone 114 1s connected to the
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service center 120 via its normal wireless network connection 140. The payment processing

network 160 is the ACH network.

[0041] One advantage of using barcodes and mobile phonesis their ubiquity and ease of

use. Mobile phones are carried almost everywhere and thus will be readily available for use

at checkouts. Barcodes can be unobtrusively downloaded to mobile phones and easily

displayed on the mobile phone screen at checkout. Barcodesare also familiar to consumers

so no lengthy adaptation period is required.

[0042] One advantage to using the ACH network to settle payment transactions is low

cost. The cost of using ACH network to settle payments is much lower compared to the cost

of using other payment processing nelworks. For example, the cost of settling a payment

transaction over a credit card payment processing network averages approximately 2.5% of

the total transaction cost plus a flat fee ranging from 15 to 30 cents per transaction, while an

ACHtransaction typically costs somewhere between 2.5 and 25 cents. By using the ACH

network, the payment system 100 can reducesretailer transaction costs by 50%.

[0043] Figs. 2-3 illustrate operation of the payment system 100 using this specific

example. The operation can be divided into two parts: a registration process and a

transaction process. During the registration process (Fig. 2), the consumer registers for the

payment service and his mobile phone(s) are provisioned to make payments. The consumer

typically also creates a profile for the payment system 100. During the transaction process,

the consumeruses his provisioned device 114 to settle one or more payment transactions.

[0044] Fig. 2 showsa flow diagram depicting a registration process. In this example, the

registration process 1s initiated by the consumer. The consumeruses a terminal 202 to send

210 a registration request to the registration module 128 through the Internet and the interface

module 122. As part of the registration process, the consumer also provides 212 information

about the consumer’s identity (e.g., name, home address), the consumer’s payment account

(e.g., bank name, routing number, and account numberif it is a bank account, credit card

number and expiration date if it is a credit card account), the device 114 (e.g., phone number

if the device 114 is a mobile phone, internet protocol addressif it is a network enabled PDA).

Note that the registration process establishes an account for the consumer with the service

center. This account, which will be referred to as the service center account, typically will

not be the same as the consumer’s payment account.

[0045] The consumeralso selects 214 a PIN. The PIN is designed to allow subsequent

authentication of the consumer. Examples include a multiple-digit numberor an

alphanumeric string. The PIN provides additional security to the payment system 100.
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Because unauthorized parties do not know the PIN, they cannot make a paymentusing the

consumer’s payment account even if they have access to the device 114.

[0046] The terminal 202 can be any conventional computing systems with user input

device (e.g., keyboard), network interfaces, and applicable operating system and other

functional software (e.g., network drivers, communication protocols, encryption software,

etc.). The consumer can send 210-214 the request and related information by using a web

browserto visit a web site hosted by the interface module 122. The consumercan also use

email to send information to the registration module 128. Alternatively, the consumer can do

so by using an application designed for the registration process, in which case the necessary

application can be encoded as hardware in the terminal 202. The terminal 202 can be located

in a merchantlocation 110 or elsewhere. In other embodiments, the consumer can choose to

provide 210-214 relevant information over the phone or via other conventional

communication channels (e.g., the postal system) to the service center 120. In order to keep

the consumer’s information confidential, sensitive information preferably is encrypted before

sending 210-214 to the service center 120.

[0047] In some embodiments, the registration module 128 verifies 219 the provided

consumerinformation. For example, the registration module 128 may verify the provided

mobile phone numberby sending a confirmation SMS message containing a confirmation

code to the mobile phone. The consumeris required to send the confirmation code back to

the service center 120 in order to be verified. Alternately, the registration module 128 may

confirm with the payment processing networks 160 that the consumer’s payment accountis a

valid account and that the consumeris the account holder.

[0048] The registration module 128 creates 220 a consumerprofile for the consumer and

stores the reccived consumerinformation in the consumerprofile within database 125. The

registration module 128 also assigns 222 a consumerID to the consumer. The consumer ID

may be newly generated or may be an existing identifier (¢.g., the consumer’s social security

number or some account number).

[0049] The registration module 128 generates 230 a unique code for the consumer

profile. The unique code is associated with the consumer ID and the corresponding consumer

accounts, so that a reader 112 can determine the associated consumer ID from the unique

code. The relationship between the consumer ID and the unique code can be secretive or

apparent. In some cases, the unique code can be the same as the consumerID ora derivative

of the consumer ID. The unique code can be an image (c.g., a barcode image), a string (c.g.,
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the consumerID in binary format), a sound sequence (e.g., a ring tone), or any other format

that the device 114 can make available to the reader 112.

[0050] The registration module 128 then provisions 240 the device 114 with the unique

code. This can be done in a numberof different ways. For mobile phones 114, the module

128 may download the unique code to the mobile phonevia the wireless network 140 using

existing data services. Alternately, if the unique code is the same as the consumerID or a

variation of the consumerID,the registration module 128 might provision the device 114 by

transferring the consumerID to the device 114.

[0051] More generally, rather than transferring the actual unique code, the registration

module 128 may provision the device by transferring dala that can be used to generale the

unique code. This data will be referred to as digital code data. For example, the digital code

data might be a seed that is used to generate the unique code,or that is combined with other

data (such as the time of day) to generate the unique code. The unique code may change over

time, as would be the case when it is generated based on some combination of digital code

data and the time of day. Alternately, the unique code may expire periodically or after each

use. This would increase the security of the payment system 100. Different types of coding,

compression, hashing and encryption can be used to relate digital code data with the actual

unique code used for any particular transaction.

[0052] Provisioning 240 preferably occurs without requiring the alteration of software or

hardware on the device 114. One example would be the download of data that can be used to

generate the unique code by using only the device’s native functionality. One advantageis

that this makes the unique code more portable and possible to restore should it be deleted or

inadvertently modified. If the consumer changes his mobile phone, it is simpler to provision

the new phoneandto deactivate the old phone. For example, if the unique codeis a barcode,

then provisioning the new phone merely requires the downloadof the barcodeto the new

phone since the barcedesis not a native part ofphones. In contrast, if the unique code was

the manufacturer’s serial number, whichis a native attribute of a phone, then provisioning a

new phone would be more complicated since the native attribute of the new phone would

have to be associated with the consumer’s account credentials. This would require

communication of the new phone’s native attribute to some registry and some form of

authentication and authorization such that only the consumer could initiate use of the new

phone’s native attribute, in order to prevent malicious changing of the consumer’s authorized

phone.
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[0053] In contrast, provisioning the phone based on the non-native unique code decouples

the phone from the authentication scheme by relying on possession of the unique code as

opposed to possession of the phone. The phoneis a means for carrying the unique code,

muchlike a wallet is a means for carrying a magnetic stripe card. In contrast, if a native

attribute of the phone (such as a manufacturer’s serial number or a payload bound to some

native characteristic of the phone) is used instead, then the phone itself becomes part of the

authentication scheme and is subject to the necessary security constraints when changing a

factor instance of an n-factor authentication scheme.

[0054] Using a non-native unique code has many advantages. For example, the form, bit

depth, and size of namespace for a non-native unique code ts neither fixed nor controlled by

the phone manufacturer. As a result, the unique ID format can be upgraded without changing

the device. In addition, different and appropriate representations of the unique code can be

used on different devices. As another advantage, use of a native attribute means that the

native attribute must be reliably acquired by a central authority in order to associate it with

the consumer’s account or identity. In contrast, provisioning a non-native unique code allows

the central authority make the association and then send the unique code to the consumer’s

phone. As another difference, if a native attribute is somehow compromised(e.g. duplicated

on another phone or associated with the account of the phone’s prior ownernot in good

standing), it effectively cannot be replaced or otherwise modified. In contrast, an existing

non-native unique code can simply be replaced with a new and different one using the same

provisioning process that established the original unique code. Provisioning also allows the

issuer to use unique codes that are uniform across all phone manufactures. In contrast, a

native attribute cannot be controlled by the issuer and may not be uniform acrossall

manufacturers.

[0055] In some embodiments, the registration module 128 may optionally send an

application to the handheld electronic device 114. The consumercan install the application

(or it may auto-install) and use it to generate the unique code from digital code data received

from the service center 120 and stored in the device 114.

[0056] Upon completion of steps 210-240, the registration module 128 may optionally

send 250 a confirmation to the terminal 202 through the Internet, indicating that the

registration process is completed and the consumercanstart using the payment system 100

through the device 114. If any of the steps 210-240 fails, the registration module 128 may

notify the consumerthat the registration process failed.
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[0057] Fig. 3 showsa flow diagram depicting a transaction process. In this example, a

consumer with a provisioned mobile phone 114 would like to make a purchase from a

merchant that has a reader 112 at the point of sale. The consumer makes the payment

transaction using payment system 100 rather than his credit card, cash, check or other means.

[0058] The consumerusesthe device 114 to present the unique code, which is acquired

320 by the reader 112. In this example, the unique code is a barcode image. The consumer

displays the barcode on the mobile phone and waves the mobile phone underthe reader 112.

The reader 112 optically reads the barcode. If the unique code were a ringtone, the device

114 would play the ring tone to the reader 112. The reader 112 hears the ringtone through its

audio sensors (¢.g., microphone). The reader 112 determines 322 the consumer ID

corresponding to the unique code. In somecases, the consumerID is the sameas the unique

code. The consumer is prompted for his PIN, which he enters at a keypad. The reader 112

receives 330 the entered PIN.

[0059] The reader 112 also receives 340 the payment transaction data. This payment

transaction data includes a payment amount, and optionally includes descriptions of the

products or services paid for by the transaction. The payment transaction data can be

transmitted to the reader 112 from an electronic point of sale system. The reader 112 may

confirm the paymenttransaction data with the consumer before submitting it to the service

center 120.

[0060] The reader 112 sends 350 its reader ID, the consumerID,the payment transaction

data, and the PIN (or other consumer authentication data) to the transaction module 124

through the network 130 and the interface module 122. Because this transmitted data is

sensitive information, communications between the reader 112 and service center 120

preferably occur over a secure communications channel. For example, the reader 112 can

encrypt the data before sending 350 it to the transaction module 124.

[0061] The transaction module 124 validates 360 a consumer payment account identified

by the consumerID, confirming for example that the accountis still valid and the payment

amount is not over the account limit. The transaction module 124 may also determine the

consumer’s standing based on the consumer’s past paymenttransactions and make

appropriate responses.

[0062] Transaction module 124 also authenticates 370 the consumer based on the

received PIN. The module 124 compares the received PIN with the PIN stored in the

consumerprofile identified by the consumer ID. If the two PINs match, the consumcris

authenticated.
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[0063] Similarly, the transaction module 126 can validate the reader ID and merchant

account.

[0064] Subject to proper validation 360 of the consumer account and authentication 370

of the consumer (and validation of the merchant account if that step is also taken), the

transaction module 124 provides 380 the relevant paymenttransaction data (e.g., consumer

account, merchant account, payment amount) to the payment module 126. The payment

module 126 settles the payment transaction by submitting 382 the consumer account, the

merchant account, and the payment amount to the payment processing network 160.

[0065] After the payment module 126 receives a confirmation that the payment

transactionis authorized from the payment processing network 160, the transaction module

124 sends 390 a confirmation to the reader 112. The reader 112 sends a transaction-approval

message to the point of sale, which finishes the payment transaction by printing a receipt for

the consumer. If the transaction is not authorized by the payment processing network 160,

the transaction module 124 sends a negative response to the reader 112.

[0066] The transaction module 124 can also send 395 a separate confirmation to the

handheld electronic device 114 via the wireless network 140, for example a text message to

the mobile phonestating that the transaction has been approved. Optionally, the transaction

module 124 can also store the payment transaction data in database 125, and can then provide

the payment transaction history to the consumer upon demand.

[0067] In one implementation, the payment processing network 160 is the ACH network.

In this case, each transaction results in an ACH entry that includes the consumer account, the

merchant account, and the payment amount. The ACHentries are aggregated. Periodically,

a batch processing request is sent to the ACH network for debiting consumer accounts and

crediting merchant accounts. The service center may also debit the merchant account (or

consumeraccount, depending on whopaysthe transaction fee) and credit its own account for

the transaction fee. The ACH entries are sent over the ACH network to an Originating

Depository Financial Institution (ODFI), who can be any financial institution who does ACH

origination. The ODFI deducts the payment amount from the consumer account, and sends

the ACH entry to an ACH Operator (usually the Federal Reserve) and is passed on to a

Receiving Depository Financial Institution (RDFI), where the merchant accountis issued a

credit of the payment amount.

[0068] Figs. 2-3 are based on an example in which system 100 uses barcodes on mobile

phones to cnable paymenttransactions, for cxample on the ACH network. The system 100 is

not limited to this example and can be used for many other purposes. The system 100 can
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also be configured to provide relevant information and content to handheld electronic devices

140 uponthe users’ request.

[0069] Similar to the mobile phone based payment system described above,overall

operation can typically be divided into a registration process and a transaction process. The

details of implementation of the processes will depend on the specific application. The

registration process can be similar as described above except, for example, users may not

provide their payment account information and PIN if payments are not being made.

[0070] In a generic transaction process, assuming the unique codeis a barcode image, the

user displays the barcode on the device 114 and presents it to the barcode reader 112. The

reader 112 determines ihe userID (.e., analogous to the consumerID except that the user

may not be a consumer) from the barcode and transmits the user ID and the reader ID to the

service center 120. The service center 120 might retrieve the corresponding userprofile and

reader profile. The reader profile typically will either expressly or implicitly provide

information about the user’s location and intention, based on the location and other facts

about the reader. For example, if the reader location is known, then the approximate location

of the user is also known. The user profile may include information about the user’s

preferences. The service center 120 determines relevant content based. on the user ID and

reader ID and pushes the content to the device 114. The content provided can bestatic or a

mobile web application page with which the user can interact via the device 114.

[0071] For example, a user waves his mobile phone 114 with barcodein front of a kiosk

112 located by the entrance to a theater. The service center 120 determines that the user

probably intend to receive some information about movies shown on that theater, and pushes

information about the five movies starting in the next 15 minutes at that particular theater to

the mobile phone. If the reader 112 also implemented payment capability, the user could

select a movie and authorize paymentfor the movie tickets using the mobile phone.

[0072] Fig. 4 is a flowchart illustrating one embodiment of a relevant content delivery

process in accordance with the invention. In this example, a consumer with a provisioned

mobile phone 114 would like to obtain “relevant” content based on his current context. The

consumerreceives the content using a modified version of system 100. In the modified

version, the payment module 126 is not required ifno payments are being made. An

additional content module 127 (not shown in Fig. 1) is used to determine the relevant content.

[0073] The consumeruses the device 114 to present the unique code, which is acquired

420 by the reader 112. The reader 112 determines 422 the consumer ID correspondingto the

unique code. In some cases, the consumerID is the same as the unique code. The reader 112
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sends 450 its reader ID and the consumerID to the transaction module 124 through the

network 130 and the interface module 122. Because this transmitted data is sensitive

information, communications between the reader 112 and service center 120 preferably occur

over a secure communications channel. For example, the reader 112 can encrypt the data

before sending 450it to the transaction module 124.

[0074] The transaction module 124 validates 460 a consumer account identified by the

consumer ID. In this case, the relevant consumer account may be the consumer’s account

with the service center, rather than an independent payment account. The transaction module

124 determines 470 consumer context data based on the consumer account and the reader ID.

For example, the reader ID may provide information about the consumer’s locality (e.g.,

facing the entrance to a movietheater) and/or intention (e.g., would like to see a movie). The

consumer account may provide information about the consumer’s preferences(e.g., prefers

R-rated action movies over G-rated animation), which may be entered directly by the

consumeror determined indirectly by analysis of the consumer’s past behavior, for example.

[0075] Subject to proper validation 460 of the consumer account, the transaction module

124 provides 480 the relevant consumer context data (which may bejust the reader ID and

consumerID) to the content module 127. The content module 127 determines 482 the

relevant content (e.g., a listing of movies that will start in the next 30 minutes, with the R-

rated action movieslisted before the G-rated animation). This content is sent 495 back to the

transaction module, for further transmission to 496, 497 to the reader 112 and/or device 114

for display to the consumer. Note that the content may be transmitted between devices by

sending tags, pointers or other identifiers, rather than sending the actual contentitself.

[0076] Additional transactions may occur. For example, the consumer may purchase

tickets to one of the listed movies(c.g., using the process of Fig. 3). Alternately, the

consumer may select a follow-up action, such as requesting a list of other movie theaters

within 30 minutes driving (if the consumerdoes not like any of the listed movies) ora list of

restaurants in the local vicinity (if the consumer has decided to eat dinnerfirst).

[0077] Note that the transaction module 124 and content module 127 can be implemented

in a distributed fashion by multiple entities and/or interact with other modules or databases

operated by other entities. Consider an example where the consumeris in a grocery store and

readers are located at different points in the grocery store. The service center may be able to

determine only that a specific readeris part of the grocer’s account but may not be able to

determine the cxact location within the grocery storc. Instcad, the transaction module 124

might send the reader ID to an outside database (e.g., the grocer’s backend system), which
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returns the product displayed at that location as being Tropicana Juice. Similarly, the service

center may not have complete profile information for the consumer. Instead, the transaction

module 124 might send the consumer ID (or some other identification for the consumer) to a

third party, such as a merchant POS data warehouse, which returns the consumer’s relevant

purchase history. The content module 127 uses this information to decide to send a

marketing promotional message with a discount for the Calcium Fortified version of

Tropicana Juice (women in 50’s who has prior purchases of calctum supplements) or for the

12-Pack of 12 oz pkgs for lunches (women in 30’s with purchasing history of competing

Ocean Spray and JuiceBox lunch drink products for children).

[0078] Once a unique consumer ID has beenestablished for a consumervia the

provisioning process and the establishment of an account with the service center, a large

numberoftransactions can be enabled. These include various types of payment;

implementation and management of loyalty programs; in-store and out-of-store messaging;

promotions;print, broadcast, and internet advertising; and the tracking of a consumer’s

purchaseactivity across stores. This approach to mobile identity can be used to bring

together the various elements of the customer experience by establishing a single identity for

each consumer (based on the consumer ID and unique code), thus reducing their ID

requirements for a broad range of services to Just their phone (or, more generally, to just their

handheld. electronic device).

[0079] The same consumer ID can also be used for transactions using other devices, for

example purchases made over the Internet from a wired desktop computer. Alternately,

devices can be provisioned with the unique code using a communications media other than

wireless or cellular access. As one example, iPods can be provisioned with the unique code

when they are syneed with a computer connected to the Internet.

[0080] All of the information associated with a particular consumer ID, be it payment

credentials, loyalty status, purchase history, or demographic information, can be stored on

servers at the service center and is associated with a given consumervia their mobile phone.

When a customer swipes their phone, information about the location and purpose of that

device comes together with information about that customer to perform a payment

transaction, a coupon redemption, an information push, a update of the person’sprofile

and/or all the above.

[0081] Loyalty programs are one example. Loyalty programsare established by

merchants primarily to help them identify and reward their best customers. Existing

programs suffer from a number ofproblems, including the difficulty of registering the
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customer, the requirement that the customer carry a program specific identity in the form of a

card or a key fob, and the inefficiency of capturing and recording separate payment and

loyalty information from the customer. Though all customers must pay, because of these

problems, a much lower percentage of customers participate in loyalty programs.

[0082] The approach described above can solve these problems by using the phone for

both paymentand loyalty. Customers whosign up for a loyalty program do not need to carry

anything additional to enjoy the benefits of loyalty participation. When the customer presents

his phone for payment, the service center is able to determinethat he is a memberofthat

merchant’s loyalty program and his account is automatically adjusted to reflect the current

purchase. Ihe is eligible for a reward, that information can be presented on the payment

terminal and the customer can decide whetheror not he wants to redeem it. In any case,the

customer automatically accrues benefits that he is entitled to based upon the current purchase.

Typically, this will be done when the consumerpays for the purchases using the mobile

phone and uniquecode, but this is not required. There may be situations where the service

center tracks a consumer’s loyalty status, though he uses a different payment option. Signing

up for additional loyalty programs becomes simple, because the customer need only swipe his

phoneacross a reader at the new merchant, and he can be asked if he wants to join the

program. This can be configured such that the consumeris only asked the first time.

Alternately, he can be asked more times.

[0083] A merchant’s existing loyalty program can be implemented on the platform

described above. Alternately, a new loyalty program can be established. Additionally,

because the same “token” (phone) is used across all merchants, cross-store programs or

general purpose (e.g. point system) loyalty programs can also be implemented. Because the

“token”has wireless connectivity, more advanced functions, such as notification to the

consumerofhis current loyalty status, or one time or limited time memberonly offers can be

automatically transmitted to the consumerin real time.

[0084] For merchants, advantages include greater loyalty participation; automatic, real-

time tracking of program status; and more accurate information. For consumers,it is easier

to participate in the programs and therefore easier to garner the rewards.

[0085] Out of store promotion/messaging can also be supported by this platform.

Merchants can use a range of promotions, including couponsand direct mail. These

programsare established to increase store visits and increase the dollars spent during a given

visit. The redemption rate of coupons and direct mail promotionsare typically low because

of poortargeting, the lack of differentiation between programs,and the difficulties in
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redemption. For example, a consumer whois mailed a coupon must notice it in a sea of like

solicitations, they must be interested in whatis offered, and they must remember to bring the

coupon to the store to redeem it.

[0086] The approach described above can solve these problems by sending notice of the

promotion directly to a consumer’s phone via SMS or MMS. Then, when the phoneis used

for payment, the redemption is automatic. This can be achieved by noting in the service

center database that this person is entitled to a given benefit. A message describing the

benefit and conditions (locations, time limits, etc) is sent to the customer. When the customer

comesinto the store and purchases the advertised item (for example), he automatically

receives the benefil.

[0087] Usingthis capability, merchants can target downto the individual customerlevel.

Because this is anewchannel for consumers, they are more likely to notice it. In addition,

because they do not need to do anything to enjoy the benefits (no coupon clipping, no

carrying something extra with them, etc), they are morelikely to redeem the benefit.

[0088] For merchants, this means more targeted, lower cost programs with higher

conversion rates. It also meansthat the time between program conception and an increase in

customers coming into the store is reduced. (i.e. it tightens up the promotion loop at a lower

cost). For consumers, they get more promotions that they are interested in, the consumers are

always “carrying” the promotions with them, redemption is automatic and they enjoy the

promotion benefits.

[0089] A variation of this type ofprogram is that the promotion could be initiated by the

manufactures that supply to the merchants rather than by the merchants themselves. So, for

example, a manufacture of soft drinks could send a two for one promotion to a number of

consumers in a given arca, which they could redeem if they buy the sada within a sct number

of days at a given merchant. This would drive a large number of customers into that

merchant’s store.

[0090] In store promotion/messaging can also be supported. Similar to the out of store

promotions described above, if a consumerpresents his phone to a readerin the store prior to

check out, promotions based upon his profile can be sent to him while heis still in the store.

These can be restricted to use during a very limited time (e.g. while the customerisstill in the

store) and they can be automatically redeemed upon check out. The customergets the benefit

of the promotion. The merchantgets a larger dollar sale and improves the customer

expericnce.
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[0091] Business intelligence can also be supported. Many merchants and consumer

goods manufactures spend significant time and money to sort through their inventory,

payment and loyalty data to better understand who is buying what, when and why.

Historically, this related date is gleaned from separate sources resulting in a fragmented and

incomplete picture of the consumers’ behavior. For example, from POS data, merchants

typically know what items are selling and when, but they do not know to whom. Similarly,

from loyalty data, merchants might know customer spending levels, but not what those

dollars were spent on. In addition, it is nearly impossible for a merchant to determine what

the consumers’ spending habits are outside of the merchant’s own sales to the consumer.

[0092] However, because consumers who use the system described above can have a

single unique identity across merchants and transaction types (purchases, loyalty, etc), a more

holistic viewof a given consumer and his behavior can be constructed. Though this data will

typically only be shared on an aggregate basis, it will be of higher value in thatit will

incorporate purchase and loyalty information, response rates to promotions, and

advertisements across a widerset of customer transactions. For example, it would be

possible for a grocer to learn that a large numberof his customers who do not buy meat in

fact buy it at a competitor’s, and that a significant number of them are responsiveto print

advertising but not broadcast advertising.

[0093] This platform can also be used. to “close the loop” on print, broadcast, and internet

advertising. For example, a print ad could have a promotion code associated with it (e.g. a

number printed on the ad) which the customersends to the service center via SMS (or they

could e-mail it if it is an online ad). The service center would know whoit came from based

upon the phone number(or the e-mail address). The service center database would store the

item the consumeris interested in and the benefit that he is entitled to at that merchant based

upon the advertisement. When the customer then purchases the item or service in the store,

he automatically gets the benefit. This could be extended such that the consumerin fact also

authorizes payment for the item or service and the merchanteither sendsit to the consumer,

or he can pick it up but it is already paid for. It would also be possible for the consumer to

forward the promotional code to someoneelse for them to use. This allows merchants to

determine whichads are driving traffic into their stores and whichare not.

[0094] Finally, it should be noted that the language used in the specification has been

principally selected for readability and instructional purposes, and may not have been

sclected to dclincate or circumscribe the inventive subject matter. Accordingly, the
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disclosure of the present invention is intended to beillustrative, but not limiting, of the scope

of the invention, whichis set forth in the claims.
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WHATIS CLAIMEDIS:

1. A method for carrying out a payment transaction using a handheld electronic device

operated by a consumer, the method comprising:

receiving a consumer ID from a remotely located reader, the consumer ID

corresponding to a unique code that is acquired by the reader from the

handheld electronic device, wherein the unique code is not native to the

handheld electronic device;

receiving payment transaction data from the reader;

validating a consumer payment account identified by the consumer ID; and

subject to validation of the consumer payment account, submitting the payment

transaction data and an identity of the consumer payment accountto a

payment processing network for settlement.

2. The methodof claim 1, wherein the payment processing network comprises the ACH

network.

3. The method of claim |, further comprising:

receiving consumer authentication data from the reader, the consumer authentication

data acquired by the reader from the consumer;

authenticating the consumer based on the consumerauthentication data; and

wherein the step of submitting the paymenttransaction data is further subject to the

authentication of the consumer.

4. The method of claim 1, further comprising:

receiving a reader ID from the reader; and

validating a merchant account identified by the reader ID; and

wherein the step of transmitting comprises, subject to validation of the consumer

payment account and the merchant account, transmitting the payment

transaction data, the identity of the consumer payment account and an identity

of the merchant accountto the payment processing network for settlement

between the consumer payment account and the merchant account.

3. The methodof claim 1, further comprising, before carrying out any of the other steps:

associating an existing consumer payment account with the handheld electronic

device; and

provisioning the handheld electronic device with the unique code.

6. The method of claim 5 whercin the stcp of provisioning the handheld clectronic

device comprises:
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transferring digital code data corresponding to the unique code to the handheld

electronic device for storage on the handheld electronic device, wherein the

handheld electronic device presents the unique code to the reader for

acquisition based on the stored digital code data.

7. The methodof claim 6, wherein the handheld electronic device is provisioned with

the unique code bytransferring the digital code data to the handheld electronic device and

without altering software or hardware of the handheld electronic device.

8. The method of claim 6, wherein the handheld electronic device comprises a mobile

phone handset and the mobile phone handsetis provisioned with the unique code by

downloading the digital code dala over a wireless network connection to the mobile phone

handset.

9. The method of claim 5 further comprising:

upon request by the consumervia a handheld electronic device, web site or phone

call, re-provisioning the handheld electronic device with the unique code.

10. The method of claim |, wherein the steps of receiving a consumer ID, payment

transaction data and consumerauthentication data from the reader occur over a secure

communications channel.

11. The method of claim 1, wherein the unique code comprises an imageand the reader

optically reads the image displayed on the handheld electronic device.

12. The method of claim 1, wherein the unique code comprises a barcode and the reader

optically reads the barcode displayed on the handheld electronic device.

13. The method of claim 1, wherein the unique code comprises an alphanumeric string

and the reader optically reads the alphanumeric string displayed on the handheld electronic

device.

14. The method of claim 1, wherein the unique code comprises an audible sound and the

reader aurally acquires the audible sound generated by the handheld electronic device.

15. The method of claim 1, wherein the unique code comprises a ringtone and the reader

aurally acquires the ringtone generated by the handheld electronic device.

16. The method of claim 1, wherein the reader comprises a point-of-sale device.

17. The method of claim 1, wherein the reader comprises a kiosk.

18. The method of claim 1, wherein the handheld electronic device comprises a mobile

phone handset.

19, The method of claim 1, whercin the handheld electronic device comprisesa portable,

wireless handheld data device.
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20. The method of claim 1, wherein the payment transaction data comprises a payment

amount.

21. The method of claim 1, wherein the consumer authentication data comprises a PIN

(personal identification number) entered by the consumer, and the step of authenticating the

consumer comprises authenticating the consumer based on the entered PIN.

22, The method of claim 1, wherein the payment processing network comprises a debit

card network.

23. The method of claim 1, wherein the payment processing network comprises a credit

card network.

24. The method of claim 1, wherein the step of receiving paymenttransaction data from

the reader occurs after the payment transaction data is confirmed by the readerto the

consumer.

25. The methodof claim 1, further comprising:

subject to successful settlement of the payment transaction data, transmitting a

confirmation messageto the reader; and

subject to unsuccessful settlement of the payment transaction data, transmitting a

notification message to the reader.

26. The method of claim 1, further comprising:

receiving consumer authentication data from the reader, the consumer authentication

data acquired by the reader from the consumer;

authenticating the consumer based on the consumerauthentication data, wherein the

step of submitting the paymenttransaction data is further subject to the

authentication of the consumer; and

subject to successful authentication of the consumer, transmitting a confirmation

messageto the reader; and

subject to unsuccessful authentication of the consumer, transmitting a notification

message to the reader.

27, The method ofclaim 1, further comprising:

subject to successful settlement of the payment transaction data, transmitting a

confirmation message to the handheld electronic device via a communications

channel different from a communications channel used to communicate with

the reader; and
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subject to unsuccessful settlement of the payment transaction data, transmitting a

notification message to the handheld electronic device via said different

communications channel.

28. The method of claim 1, wherein the handheld electronic device comprises a mobile

phone handset, and the mobile phone handsetis provisioned with the unique code by

downloading digital code data corresponding to the unique code over a wireless network

connection to the mobile phone handset without altering software or hardware of the mobile

phone handset.

29. The method of claim 28, wherein the unique code comprises a barcode, and the reader

optically reads the barcode displayed onthe handset.

30. The method of claim 28, wherein the payment processing network comprises the

ACHnetwork, the payment transaction data comprises a payment amount, and the step of

transmitting paymenttransaction data comprises submitting a debit transaction for the

payment amount from the consumer payment account to the ACH network.

31. The method of claim 30, wherein the consumer authentication data comprises a PIN

entered by the consumer, and the step of authenticating the consumer comprises

authenticating the consumer based on the entered PIN.

32. The method of claim 28, wherein the payment processing network comprises a debit

card and/or credit card. network, the payment transaction data comprises a payment amount,

and the step of transmitting payment transaction data comprises submitting a debit transaction

for the payment amount from the consumer payment accountto the debit card and/or credit

card network.

33. A method for providing content to a handheld electronic device operated by a user,

the method comprising:

receiving a user ID from a remotely located reader, the user ID corresponding to a

unique code that is acquired by the reader from the handheld electronic device,

wherein the unique codeis not native to the handheld electronic device;

receiving a reader ID from the reader;

determining content based on the user ID and the reader ID; and

transmitting the content to the handheld electronic device and/or the reader.

34. The method of claim 33, further comprising, before carrying out any of the other

steps:

transferring digital code data corresponding to the unique code to the handheld

electronic device and without altering software or hardware ofthe handheld
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electronic device, the digital code data to be stored on the handheld electronic

device, wherein the handheld electronic device presents the unique code to the

reader for acquisition based on the stored digital code data.

35. The method of claim 34, wherein the handheld electronic device comprises a mobile

phone handset and the mobile phone handset is provisioned with the unique code by

downloadingthe digital code data over a wireless network connection to the mobile phone

handset.

36. The method of claim 33, wherein the unique code comprises an image andthe reader

optically reads the image displayed on the handheld electronic device.

37. A method for providing relevant content to a handheld electronic device operated by a

user, the method comprising:.

receiving a user ID from a remotely located reader, the user ID corresponding to a

unique codethat is acquired by the reader from the handheld electronic device,

wherein the unique code is not native to the handheld electronic device;

receiving a reader ID from the reader;

determining relevant content for a context based on the user ID and the reader ID; and

transmitting the relevant content to the handheld electronic device and/or to the

reader.

38. A system for carrying out payment transactions using handheld electronic devices,

comprising:

an interface module for:

receiving a consumer ID from a remotely located reader, the consumer ID

corresponding to a unique code that is acquired by the reader from the

handheld electronic device, wherein the unique code is not native to

the handheld electronic device; and

receiving payment transaction data from the reader;

a transaction module in communication with the interface module for validating a

consumer payment account identified by the consumer ID; and

a payment module in communication with the transaction module for, subject to

validation of the consumer payment account, transmitting the payment

transaction data and an identity of the consumer payment accountto a

payment processing networkfor settlement.

39. The system of claim 38 whercin:
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the interface module is further for receiving consumer authentication data from the

reader, the consumerauthentication data acquired by the reader from the

consumcr;

the transaction module is further for authenticating the consumer based on the

consumerauthentication data; and

the payment module transmits the payment transaction data and an identity of the

consumer payment account to a payment processing network further subject to

authentication of the consumer.

40. The system of claim 38, further comprising:

a registration module in communication with the interface module,for:

associating an cxisting consumer payment account with the handheld

electronic device; and

causing the interface module to provision the handheld electronic device with

the unique code.

41, A computer program product for usc in conjunction with a computer system,the

computer program product comprising a computerreadable storage medium and a computer

program mechanism embeddedtherein, the computer program mechanism including:

instructions for receiving a consumer ID from a remotely located reader, the

consumer ID corresponding to a unique codethat is acquired by the readcr

from the handheld electronic device, wherein the unique codeis not native to

the handheld electronic device;

instructions for receiving payment transaction data from the reader;

instructions for receiving consumerauthentication data from the reader, the consumer

authentication data acquired. by the reader from the consumer;

instructions for validating a consumer payment accountidentified by the consumer

ID;

instructions for authenticating the consumer based on the consumerauthentication

data; and

instructions for, subject to validation of the consumer payment account and

authentication of the consumer, transmitting the payment transaction data and

an identity of the consumer payment account to a payment processing network

for settlement.

APPL-1002

APPLEINC./ Page 982 of 1744



APPL-1002 
APPLE INC. / Page 983 of 1744

PCT/US2007/073082WO 2008/008735

1/4

L‘Old

OnBulsseodiWUswWAe,|

   
 

areeerrpemenS|NpoW}4_juswAeg

BelainpoyyvopEnsiboy

 
OGLAemayesy

 

Ge|spiooeyeed

  

OeLYLOMJON

  
 

yZhZeh

 

ampoyy|.ainpoyyUONDBSUBL)SOBUa}U)
 

 

SAADraBREEETTOEEREERtravisecccegeeDet™
 

JOUIOLYSSO
OPEL1OMSNSSO[ONN

“#LtQo1AaqouANSIy

 

\playZhbJapeay

 
OLEY

. ECONeeeOTD7;CeerrssrnnrenannetterertanrasiesiT.7 oeaeahaMAERUPEELIDETDYTOOTIVSTVESVIONLEELELS?

APPL-1002

APPLEINC./ Page 983 of 1744



APPL-1002 
APPLE INC. / Page 984 of 1744

PCT/US2007/073082WO 2008/008735

2/4

 

  
 

UOHEUUYUODGZ

POOSAIIUNYMUOISLND|(7p
eposenbiunayes9usyOZQIJeuinsuosubissyZZZg[yosdJELUNSUCDs}EelDOC

nyAMON6LZaNid¥LZJaquunuauoudayiqowjunosseyuegZpZ——_———onSONDUOHENSIBIYOLZ
 BZLZ0Zaaancoypeu|audUduopeysiBay

APPL-1002

APPLEINC./ Page 984 of 1744



APPL-1002 
APPLE INC. / Page 985 of 1744

PCT/US2007/073082WO 2008/008735

3/4

 
BjepuonpesueycetjuawhegOse

Jauinsuoos}EOUBYINYOLEyooejuawiAedJalunsuooBEPHEAOGE

-at—------—-ByepjuawiAed‘Nid‘Sqage-—
9ZLvelaNpayyaiNpoyyjuswAEeUONOBSUEL]

&Ol
IN|IBYUOREULLUOTGEE-— INILEYUONEUUYUOYYGE————————pyepUOHOeSue)juawAedsalaoayOreNideAleoaefOe(|JauinsucdaULUa}eqZee

aceanbiunOZeZLPLLJapeoySud
ao

APPL-1002

APPLEINC./ Page 985 of 1744



APPL-1002 
APPLE INC. / Page 986 of 1744

PCT/US2007/073082WO 2008/008735

4/4

JUBJUODJUBAS|ALBUILLBIOGZB
plya[Npol]Uae

   
_ uequooJUBARIONSGPeByep|xeUoDJOWINSUODOP

Eep|}X8}]UNDJSLUNSUGO4PUIMIO}O(]OLY4908Jauunsuca|SIEPIIEAOOF|
yzsinpoyyuonoesuRs|

vyOennnYGYo JUSIUGOJUBADION/6pJUOIUODJUBASIOYOBP-————-——- 
ae

Cl]4auinsuc9SUILUGIOC]ZEy
apaAlpaoneseoesoeeanbiuryOZELLviLJepeayQUuoud

BLOW

APPL-1002

APPLEINC./ Page 986 of 1744



APPL-1002 
APPLE INC. / Page 987 of 1744

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY(PCT)

UN

(id) International Publication Number

WO 2012/025824 Az

(19) World Intellectual Property Organization
International Bureau  

(43) International Publication Date
i March 2012 (01.83.2612)

 
 

(D international Patent Classification: DZ, EC, BR, EG, ES, FL GB, GD, GE, GH, GM, GT,
GO6O 26/08 (2012.01) HN, HR, HU, 1D, IL, IN, 1S, UB) KE, KG, KM, KN, KP,

Us, UT, LU, LY, MA, MT,

 

  
  

 
 

 

(21) Dnternational Application Nunrber: en ME, MG. MK,“MEN _ MY, MZ, NA, NG, NL
POTAB261 4002046 NO. NZ, OM, PE,PG, PEL PL, PT, RO, RS, RU, SC, SD,

(22) international Hiling Date: SE, SG, 8K, SL, SM, ST, SV,SY, TH, TH, TM,TN,TR,
15 June 2011 G5.06.2011) TT, TZ, UA, UG, US, UZ, VC, VIN, ZA, ZM, ZW.

(25) Filing Language: English (84) Designated States (uniess otherwise indicated, for every
; _ hind ofregional protection available}: ARIPO (BW, GIL,

(26) Publication Language: English GM, KE, LR, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG,
(0) Priority Data: 2M, ZW), Eurasian (AM, AZ, BY, EG, KZ, MD, RU, TH,

61/355,077 15ne 2010 (15.06.2010) US 'M),European (AL, AT, BE, BG, CH, CY, CZ, DE. DK,
ER, BES, FEL FR, GR, GR, HR, BU, TE, IS, i, LP, LU,

(72) Inventors; and LY, MC. MK. MT. NL, NO, PL, PT, RO, RS. SESE SK,
(7t) Applicants > YANG, David (RU/RU];, 10-5, Bolshoy SM, TR), OAPL GBF, BE CE, CG, CL CM, GA, GN, GQ, 

 
 

Kozlovshy Per., h
[RU/RUE 9 Varshavskoye Shoss SCOW, ;
117105 RU). Published:

GW, ML, MR. NE, SN, TD, TG). 

 without international search report and to be republished
upon receipt ofthat report (Rule 48.2(e}}

 
(81) Designated States (uniess otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CZ, DE, DR, DM, Do,

(54) Pide: A CUSTOMERLOYALTY SYSTEMIN B
BILE COMMUNICATION DEV , ANPOINT

ETAIL CHAINS AND RESTAURANTS USING WEB SERVERS, MO-
SALE TERMINALS   

(57) Abstract: A customer loyaity system assists to build
and keep a customer base. The system gathers feedback

200 t rustomer: enables tracking of goodsax ad services.go alty system rids
senaoses sycardsby replacing hem wih one account. A Cus-is associated with, for cxamplc, a customer

cell phone number. 4 short- lived promational code en-
ables the customer to pay through a virmal wallet and to

eceive bonus pokuts or rewards. A paint ofsale (POS) sys-tem generates a bill with a short-lived active promotional
er activati identifies the currently or-

r selected goods or setvices at a particular est
ment, The code expires atter a few minutes or other reia-
tively short time. Through, for example, a mobile fnternet-
enabled device, a customer redeems the short-lived code.
Redemption may be donein a varicty of ways, and may be
done before or atier payment, but before code expiration.

 

   
 

 

 
 

  
 

 
 

   
 

CustomerannD2  

 
1 code. The cod  

 

 Website

tot

 

   
 
 Wailer

204  
 

 
 
 

 

Point of Sale

{POS} Device
 
 

 

Fig. 2WO2012/025824AZ
APPL-1002

APPLEINC./ Page 987 of 1744



APPL-1002 
APPLE INC. / Page 988 of 1744

WO 2012/4023824 PCT/IB201 1/002046

A CUSTOMER LOYALTY SYSTEM IN RETADL CHAINS AND RESTAURANTS

USING WEB SERVERS, MOBILE COMMUNICATION DEVICES, AND POINT-OP-

SALE TERMINALS

CROSS-REPERENCE TO RELATED APPLICATIONS

For purposes of the USPTOextra-statutory requirements, the present application

constitutes a continuation-in-part of Umited States Patent Application No. 61/355,077, titled

A METHOD FOR BUILDING A CUSTOMER LOYALTYSYSTEM IN RETAIL CHAINS

AND RESTAURANTS USING WEB SERVERS, MOBILE COMMUNICATION

DEVICES, AND POPNT-OF-SALE TERMINALS CONNECTED TO THE INTERNET,

naming David Yan, Max Naisky and Artyorn Yukhin as inventors, filed 15 June 2010.

The United States Patent Office (USPTO) has published a notice effectivelystating

that the USPTO’s computer programs require that patent applicants reference both a serial

numberand indicate whether an application is a continuation or continuation-in-part. Stephen

G. Kunin, Benefit of Prior-Filed Application, USPTO Official Gazette 18 March 2003. The

present Applicant Entity (hereinafter “Applicant’) has provided above a specific reference to

the application(s) frora which priority is being claimed as recited by statute. Applicant

understands that the statute is unambiguous in its specific reference language and does not

require either a serial number or any characterization, such as “continuation” or

“continuation-in-part,” for clairning priority to US. patent applications.Notwithstanding the

forcgomng, Applicant understands that the USPTO’s computer programs have certain data

entry requirements, and hence Applicant is designating the present applicationas a

conlinuation-in-part of its parent applications as set forth above, but expressly poinis out that

such designations are not to be construed in any way as any type of commentary and/or

admission as to whether or not the present application contains any new matter in addition to

the matter of tts parent application(s).
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AHsubject matter of the Related Applications and of anyand all parcnt, grandparent,

preat-grandparent, etc. applications of the Related Applications is incorporated herein by

reference to the extent such subject matter is not inconsistent herewith.
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BACKGROUND OF THE INVENTION

FRELD OF THE INVENTION

The inventionrelates to systems and methods for strengthening customer lovaity in

restaurant and retail chains and in other establishments providing goods and services to

customers.

RELATED ART

In traditional customer loyalty systems, a customer is usually givena plastic bonus

card that the customer then presents when making a payment to a restaurant, restaurant chain,

store, retail establishment, wholesale establishment or other similar type company

(hereinafter “company’), perhaps one that is a member of a franchise or chain of stores. Upon

presentation of the card, the custorner mayreceive bonus poimts, discounts, and thelike.

Typically, customers own many bonus cards issucd by different companics. In some

companies, the loss of a bonus card by a customerresults in the loss of accurnulated bonus

points and discounts. Additionally, a lost bonus card may be misused be a company’s staff or

byany other ill-intentioned person that mayfind it. Ifthe bonus card is associated with a

virtual wallet, credits may be lest.

Another drawback of existing customerloyalty systerns includes a lack of a means of

connecting custorners to a social network. Further, loyalty cards do not provide any means for

customers to communicate their opinion about the quality of the consumed goods or services

directly to the company, and do not enable the company to gather reliabie data on

consumption of and demand forits specific goads or services.

From the perspective of a company, such company would hke te collect certain

personal data. Such information might include information to identify and contact customers

such as name, phone number, email address, home address or other geographic locator,

photograph, date of birth, sex, and identification of friends or relatives who typically

accompany the customer, etc. Many companies already collect consumption information such
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as what services have been consumed, goods bought, preferences, and details related to cach

purchase such as the day of week, date of the year, hour of the day, etc. However, a company

often cannot connect this informationreliably with customers because of the problems

associated with loyalty cards.

In terms of applying for a loyalty card, certain existing loyalty systems and companies

use paper application forms. Often, a company employee enters the data from the forrn.

Mistakes can be made during data entry assuming that the customer providedcorrect and

legible information. Companies using paper-based forms are saddled with the extra cost of

entering or scanning the customer identifying data. Other existing loyalty systems engage and

invite customers to fill out an online application form. However, there are many

shortcomings with this arrangement. Customers frequently ignore the invitation to do so or

forget to do so. When customers do se, the customer docs not do so within a reasonable time

after a purchase, thus information associated with any recently purchased product or service

is lost and unconnectable with a newlyissued loyalty card. Further, customers may not enter

data in all of the available fields on the online form leaving companies with incomplete

customer identification information. As a result, there is a low conversion of customers to

known and trackable customers with whom companies can meaningfully engage.

Ones a loyalty card has been issued, it 1s often used at the point of sale by swipimgit

through a machineto read its magnetic strip or barcode. Frequently, customers complain of

having too many loyalty cards to carry in their wallets and thus forget to bring them

shopping.

While there may soon be barcodes on screens of mobile devices or devices using near

field technology, there are also drawbacks with the use of these devices and technologies. For

example, in a restaurant, a customer is required io bring his phone or device near a cash

register or porot of sale terminal that can detect the device. Customers are not likely to entrust

a waiter with their phone! Thus,there is likely to be a low conversion of information gathered
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and a low availability of information about a purchase and conncctable to an appropriate

customer. A dialogne or repeat interaction between such a company and customeris lost.

These and other shortcomings ofthe current art are overcome by use ofthe present

invention.
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SUMMARY

A customer loyalty systern, device and method far consumers of goods andservices

(e.g. guests of restaurants, retail establishments and thelike) are disclosed. The customer

loyalty system assists to build and keep a customer base. The customer loyalty systern

enables establishments to gather feedback from customers, to obtain reliable information

about the quality of the goods and services offeredand about the consumption of goods and

services by customers. The customer loyalty system enables establishments to optionally

create customer social networks. The customer loyalty system described herein maybe

iraplemented with, for example, a Web site and related services, one or more mobile

communication devices with Internet access (such as but not limited to cell phones), and

point-of-sale (POS) terminals, among others as more fully described hereim.

The custorner loyalty system, device and methodrid a customer of multipic club,

bonus, discount, and similar types of cards (loyalty cards”) enabling the custorner to receive

various privileges fromretail outlets, restaurants, gas stations, agencies, etc., by replacing

these cards with one account in a loyalty systern, the said account being associated with, for

example, a customer cell phone number.

The customerloyalty system is able to respond to and interact with registered

customers. For exaraple, once the customer enters a code, the loyalty system1s able to

recognize or acknowlcdgc that the customeris near or otherwise ready to interact with the

loyalty system.

In one implementation, a short-lived active promotional code enables the customerto

pay for goods and services from his account in the system (such as through a “virtual wallet”)

and to accumulate bonus points on this account. An establishment or companyis able to

aggregate consumption data and correlate or connect with data associated with 2 registered

customer. A point of sale (POS) systemprints a bill with the short-lived active promotional

code or activation code. This short-lived active promotional code identifies the currently
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ordered or sclocted goods or scrvices at the particular cstablishment. Further, the POS system

or device uploads, stores, transmits or sends a corresponding list of goods, services or goods

and services afthe bill (and provided to the customer) and associates the list with a particular

short-lived active prornotional code. The POS system mayupload, store, transmit or send the

entire list of goods, services or goods and services, an identifier of the bill, or other code that

can be usedto match one or more of the goods, services or goods and services with the

promotional cade. The POS systemor device may be loaded or pre-loaded with a certain

number ofpromotional codes and thus mayoperate offline. When re-connected, the POS

system or device may then be accessed or directed to divulge its bills, lists of goods and

services, associated information and promotional codes that were used and unused.

The short-lived active promotional code expires afer 4 few minutes or a relatively

short time (c.g., seconds, minutes, hours, days, or wecks depending on the needs or desircs of

a particular companyor business). A customerreceives the bill with the short-lived active

promotional code. Through, for example, a mobile Internet-enabled device, a customer

redeems the short-lived active promotional code. Redemption may be done ina variety of

ways, and may be done before or after payment, but before code expiration.

After expiration of the code, a customer may also access the loyaliy system from any

mobile cornmunication device or computer connected to the Internet or other network by

authenticating with the customer loyalty system. The customer maythenaccess his onc or

more virtual wallets. In one implementation, each virtual wallet is associated with a separate

establishment or chain of similarly named establishments.

This Summary introduces a non-exclusive selection of concepts and aspects of the

customer loyalty system, device and method in a simplified form that are further described

belowin the Detailed Description. This Summary is not intended to identify key or essential

features of the claamed subject matter, and it is net imtended to be used to limit the scope of

the claimed subject matter.
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BRIEF DESCRIPTION OF THE DRAWINGS

The novel features beheved characteristic of the subject matter are set forth mthe

appended claims. Throughout, like mumerals refer to like parts with the first digit of each

numeral generaily referring to the figure which first illustrates the particular part. The subject

matter and a preferred mode of use are best understood by reference to the following Detailed

Description of dlustrative irnplementations when read in conjunction with the accompanying

drawings.

FIG, | is a diagram of an exernplary implementation of a customer loyalty system.

FIG, 2 is a diagram of another exemplary implementation of a custorner loyalty

system.

FIG. 3 is a diagram of an exemplary computer systemor hardware and/or software

with which a customer loyalty system may be implemented.
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DETAILED DESCRIPTIONOF THE INVENTION

The present invention is directed te a customer loyalty system (herein “system”or

“loyalty systenv’) for consumers of goods and services (e.g. guests of restaurants, retail

establishments, gas stations, agencies, and the like — herein “companies’”} aimed to build and

keep a customer base. The customerloyalty system enables such restaurants,retail

establishments and the like to gather feedback from customers and to obtain reliable

information about the quality of the goods and serviecs offered andabout the consumptionof

goods and services by customers. The customerloyalty system enables companies to expand

a customer base, and to, optionally, create customersoctal networks and participate im

existing customer networks using the techniques describedherein. The customer loyalty

system described herein may be implemented with, for example, a Web site, database, Web

or other server, one or more mobile communication devices with Internet access (such as but

not limited to cell phones}, and point-of-sale (POS) terminals, among others as more fully

described herein.

The customer loyalty system rids a customerof multiple club, bonus, discount, and

similar types of cards (loyalty cards’) enabling the customer to recetve various privileges

from companics by replacing onc or more cards with an account in a loyalty system, the said

account being associated with, for example, a customer’s cell phone mumber.

One feature of the customer loyalty system is the case of access to the loyalty system.

For example, once a customer registers with the system, the system is able to recognize the

customer automatically or in a programmatic way. For example, once the customerenters a

cade, then the loyalty systernis able to recognize or acknowledge that the customeris near or

otherwise readyto interact with the loyalty system.

In an exemplary implernentation, an active promotional code enables the customer to

pay for goods and services from his account in the system (suchas througha “virtual wallet”)

and to accurnulate bonus points, reward poms, frequently flyer miles, etc. on this account.
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The customer may also access the loyalty system from any mobile communication device or

computer connectedto the Internet or other network by authenticating with the system — for

example, entering a login and password or other credential — in which case the customergets

access to his one or more virtual wallets. In the exemplaryimplementation, each virtual

wallet is associated with a separate establishment or a cham connected to or participating in

the loyalty system. However, for compatibility with earlier or other systerns, the use of

previously issued plastic cards may be supported.

Referring nowto the figures, implementations of the invention are describedin detail.

In referring to the figures, like numerals refer to like parts.

FIG. | is a diagram of an exemplary implementation of a custorner loyalty system

illustrating some of its aspects in 4 scenario mvalving a restaurant. FIG. | shows same ofthe

technical means that may be usedto implement such a customerloyalty system. With

reference to FIG. 1, the systemitself may be accessible as an Internet resource (such as a

Website) hosted on one or more Web orother type of servers 101 (hereinafter “Web

server”). The Web server 101 hosts or is electronically in communication with a database

(Card Server} (not shown) of customers, which contains information about the customers,

their virtual wallets, orders, history of visits, etc. The Web site is accessed from one or more

point-of-sale terminals 103 and from custorner mobile comrounication devices (e.g., cell

phones, tablets, smart phones, laptops) 105, or from any other device connectable to the

Internet or through another means or protocol. While not shown, a point-of-sale terminal 103

mayalso be connected to or in communication with a server that operates a restaurant

management system. Sach restaurant management serverstores and manages information

about orders. their origins, availability of tables, active promotional codes,etc.

Communications 102 between customers 105 and the Web server 101 enable the

customers 105 to access their virtual wallets and the promotional codes oftheir meal or other

orders (goods or services}. Via one or more communications 102, customers optionally may
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order additional dishes, ask for their bill, pay all or part of thoir bill using their virtual wallct,

receive a bonus(¢.¢., receive a discount on the current or future order), buy a dish for a

friend, and rate the dishes, the establishment, the waiter, the information services, etc.

In an exemplary scenario, a customer who has previously registered with the system

and provided information regarding a bank account or credit card, upon receiving a

promotional code (either electronically or on paper), enters the promotional code into an

application or user interface of a portable electronic device, which was also previously

registered, recorded or associated with the customer. The custorner activates or sends the

promotional code through a communication 102 to the Web server 101. The promotional

cade alone may trigger a subsequent communication 102 to the customer, as long as the

promotional code was uctivaied within the limited time. The subsequent cormmunication 102

requests authorization frorn the customer to pay the bill Gor the order} by charging the bill to

the customer’s credit card or bank account associated with the customeror account with the

restaurant. Activation of the promotional code alone maytrigger paymentif the customer has

configured such actionto take place. Alternatively, if the customer has agreed or configured

his account in the system accordingly, activation of the promotional code automatically

charges the bill to the account, credit card or virtual wallet. After the limited time, there is no

such prompt and no such automatic payment. The limited time maybe just a few minutes in

sucha scenario, or may bo longer depending on the desires of the administrator or company

using the system. in this scenario, the system may prompt a customer 105 tc confirm his

identity, confirm an amouni to be paid, ask if an additional gratuity (tip) is to be added to the

amount paid, etc. If the promotional cadeis activated by an unregistered device, the system

may prompt for the identity of the customer activating the promotional code and allows one

customer to pay for an order of another customer. Thus, while a first customerinitiated the

order with a waiter, another or second customer may use the promotional code to payfor the

order. A. promotional code may be passed fromdevice to device, and from customerto
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customer in a pocr-to-peer fashion. Anyof the customers maythen activate the promotional

code. Once a promotional code has been activated, the system expires the promotional code,

al least for payment purposes, and may or may not expire the promotional codein terms of

granting of a discount or other promotionaloffer.

In another implementation, customers may receive and accumulate reward points

associated with a particular companyfor purchasing goods, services or goods and services

fromthe particular company. One company may opt to allow exchanges of these points for

cash or for exchange for reward points of another company. Through the Website 101, a

customer may exchange points such as from one account to another or from one virtual wallet

to another. Companies can set exchange rates and may do so through the system Website

fO1. In another implementation, participating cormpanics may set exchanges rates for

traditional currcncics so that they could offer, for cxampic, a two percent discount to

customers who pay throughtheir virtual wallet or through the reward system, virtual wallet

and use of promotional codes. In another implementation, customers may exchange reward

points with each other in a peer-to-peer fashion. For example, a single member of a family

may aggregate reward points from other members of the farnily so that a single member of

the family mayreceive a free meal at a participating restaurant. In principle, each company,

business or participating establishment can have ris own currency. The amount of money im

this currency is offectively its Hability to its customers. Thus, a company’s liabilities can be

traded, traditional cash payments may be eliminated or reduced.

Communications 102 facilitate interactions between customers via the Web server

[O1. Such customers 1045 may be customers that are currently consuming or have recently

consumed restaurant goods and/or services (such as within a few minutes, hours, days, ctc.).

According to another aspect, customers 105 may interact with any other customer having an

account m the system and who have patronized a particular establishment. Further, the Web

server 101 enables customers 105 to engage in an online text or voice chat with each other.
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Communications 104 between a point-of-sale terminal 103 or an administrator

terminal (not shown) accessible by a waiter and a device used by a customer 105 enable

printing, downloading or otherwise accessing or saving of a receipt. For example, a customer

103 may download a copy ofthe receipt to his cellular phone. In a preferred implementation,

the receipt includes a promotional code as described more fully herein and below.

Other communications 106 transfer information between the Web server(s) 101 and

one or more pomt-of-sale terminals 103. Such other communications 106 may include

information about, for example, payment of customerbills (and optionally bonus points

granted}, completed orders and bonuses, rewards or discounts issued during a particular

period, food or service rankings assigned by customers, customer preferences, etc.

FIG. 2 shows another exemplary implementation of 2 customer loyalty system 200

illustrating some of its aspects. With reference to FIG. 2, a gucst or customer 105 joins the

loyalty system 200 as follows. During his or herfirst visit to a restaurant or other

establishment, the customer 105 receives a bill 202 from a waiter or cashier for goods or

services purchased or consumed. In such implementation, the bill 202 includes an invitation

to join the loyalty system 200 to thereby become cligible to reecive a discount on the current

order, a first order or a subsequent order. As another example, by use of a promotional code,

a registering customer receives a free dessert or other reward including an instant reward.

To joi the loyalty system 200, the customer 105 visits the Web site 101 of the loyalty

system 200, enters requested information and submits this information via a registration

function or user interface element. Such maybe done through a smariphone or other Web

enabled device (not shown). Preferably, registration occurs while the customer is sitil in the

restaurant.

Alternatively, for registration, a customer 105 sends an SMS text message from his

cellular phone that corresponds ideally with the cellular phone number assigned to that

device. In a preferred implementation, the SMS text message includes a promotional code
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212 that was printed or otherwise made availabic on or through the bill 202. Thus, the

promotional code 212 is associable or connected with the goods or services ordered and

itemizedon the bill 202, The customer cell phone number serves as an authentication

mechanism suchasa login, user identification, account name, account identifier or

authentication scheme.

As one example, the promotional code 212 is a short sequence of letters and/or digits,

e.g. a2, 3, 4, 5, 6 or other-fength-digit, character sequence, numberor the like. The

promotional code 212 may also be a two- or three-dimensional code, picture, etc. For

example, a promotional code maybe a quick response code or OR code, a bar code or non-

human readable code. The promotional code 212 may also be printed with a non-human-

visible ink or other material that is detectable by a consumer device. Thus a near field

detector, RFID detector and the like may be used to detect, acecss and use such a promotional

code 212. Ina preferred implementation, the promotional code 212 is generated by the POS

terminal or device 103 using one or more algorithms. In one particular implementation, one

of the one or more algorithms involves random number generation to generate a promotional

code 212. In another implementation, theWeb site 101 generates promotional codes 212. Use

of a promotional code may involve manually entering an alphanumeric code, resending an

electronically delivered promotional code or may involve scanning or photographing a

promotional code.

The promotional code 212 serves as s unique ID of the order in a given restaurant

and, preferably, must be activated by the customer within a short period oftime after the

customer receives the prornotional code 212 or a short time after generation ofthe

promotional code 212. Otherwise, the promotional code 212 is or maybe recycled. A

promotional code 212, or a combination of promotional code 212 and one or more other

numbers or digits, may be used to uniquely identify, for example, the following: an order at a

particular establishment, an order and patronat a particular establishment, an order across all
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establishments registercd with the system, ote. Such unique identity is for a particular time

interval. A time interval maybe just a few mimutes, a few hours, a few days, a few weeks,

etc, Thus, a promotional code 212 may be unique across all establishments or may be semi-

unique in the system 200 acrass all tires or within a time interval.

Activating the promotional code 212 provides a discount on the order or bonus points

for the order, or some other benefit or combination ofbenefits.All promotional codes 212

activated by or put in use by establishments (a variety of retailers, restaurants, etc.) connected

to or registered with the loyalty system are known to the system 200 (e.g., to the Web server

107}.

Upon joining the loyalty system 200, a customer 105 is registered with the system

200, andthe system 200 uses the customer cell phone murber (for example) as bis sceount

identifier or login. After registration, the custorner 105 gots access to his account in the

loyalty system 200 and can enter additional personal data, review and change it and supervise

one or more virtual wallets. Subsequently, when a customer 105 accesses the loyalty system

200, the system recognizes each customer 105 by his cell phone number, whichis likelya

unique numberin the loyalty system 200. Altematively, an email-address, unique nickname

or one or more other personal data maybe used to identify a customer account inthe loyalty

systern 200.

In a subsoquent visit to the restaurant, a customer 105 who alrcady has an account in

the loyalty system 200 may get iramediate access to information about his order by asking the

waiter 204 for the promotional code 212 of the newly created food order. The waiter 204 or

an employee that registers arders provides the customer 105 with the promotional code 212

generated upon creating the order. The customer 105 mayaccess the information about his

order through his smart phone (such as through an application operating on the smart phone,

via SMS text message or some other way), Internet enabled device, traditional phone or other

device. For example, after entering or otherwise using the promotional code 212, the
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customer 105 may access his ordcr from his device by secing or receiving a status indicator

(c.g. “in progress” or “ready’”’). Through the use of the promotional code 212, the customer

105 may order additional items if desired (dishes, goods, services, etc.), because the

promotional code 212 remains active durmg a period oftimeafterits creation, far example,

20 minutes, one hour, two hours, several hours, one day, etc. The delivery of a promotional

code 212 may be done with or without delivery of a customer’s receipt or bill, and may be

delivered on paper or electronically such as through an SMS text message, email message,

through an application operating on a custorner’s smart phone or voice message to a

traditional phone. A customer 105 may use the loyalty system 200 to discover how much

money he has in his virtual wallet, and pay his bill from this virtual wallet, by credit card, or

by using another rethad of payment.

Further, once registered with a loyalty system, a customer may view a menu ofa

restaurant where he is currently at and may view current promotional offers that are available

fromthe restaurant that are only offered to registered members ofthe loyalty system200. If

the customer orders an itemvia the restaurant’s Web site 101 or loyalty system 200 (instead

of through a waiter or other traditional means), the customer may receive bonus points and

discounts on the entire order, possibly in addition to any promotion or discount offered for

connecting with or using the loyalty system.

In another implementation of the loyalty system 200, a memberor customer 105 may

also receive additional bonus points by attracting new customers (e.g. friends, family) to a

restaurant M at which the customer 105 is registered. In one exemplary scenario to attract a

newcustomer, an existing customer 105 authenticates with restaurant M’s Web site 101 or

system 200, pays for a dish or drink, and specifies that the dish or drink is intended fora

customer with 2 particular ceil phone number N. The recipient or person associated with cell

phone number N receives an SMS text message at the cell phone number N mviting himto

restaurant M, and notifying him of the dishor drink that has been bought for himthere. The
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SMS&text message may contain the special promotional code of the order. The new

prospective customer is required to visit restaurant M, register with the loyalty system 200,

and enter the special promotional code into the loyalty system 200. Once the promotional

cade is accepted, the new customer will seehis active pre-paid order. Banus points for

customers who invite their friends to the restaurant may be calculated, for example, as a

percentage of the sums oforders subsequently placed by the invitees. Bonus potnts and

rewards are awardedfor frends and other persons that subsequently sign up. Inyet a furthe

implementation, rewards for attracting and promoting the registration of friends of friends

may be given in a fashion akin to pyramid selling rewards. Thus, a first registered customer

may accumulate substantial rewards for referring new customers to a particular establishment

through the loyalty systern 200.

Management of a particular restaurant mayissuc special promotional codes to grant

bonus points to its registered customers or may raise their bonus priorities. To this end, a

restaurant's waiter or employee enters one or more parameters and causes the POS terminal er

device 103 to issue a particular, special bonus (such as a number of bonus points or a bonus

percentage}. The special bonus mayinclude a time to live prior to activation, a bonus time to

live after activation, etc. A generated promotional code may be printed on a printer and

handed over to a customer or may be delivered electronically to the particular castomer.

Whenthe patron or customer enters or uses the special promotional code associated with the

loyalty system, he receives the granted bonuses after fulfilling any particular requirements Gf

any}. This type of promotional code may be granted for free or may require purchase of a

good or service or require a customer to purchase this type of promotional cade. This type of

promotional code may be generated in batches so that, for example, all customers in a

particular restaurant in a block of time receive orare eligible for a particular special

promotion, promotional code or special bonus. For example, a special batch of codes may be

generated and be active for a Happy Hour event at arestaurant.
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Additionally, a customer may access the loyalty system without entering 4

promotional code ifthe customeris currently not on the premises of a participating

establishment, an establishment that is a member ofthe loyalty sysiem. The customeris still

able ta viewthe statuses ofhis virtual wallets, see prormotional offers from the loyalty system

restaurants and stores, and possibly, depending on the customer's current location or the

location specified by the customer as a preferred destination, see the menus of the

corresponding restaurants, the availability of tables to be booked, etc. For example, the

customer may book a table and order a dish for a certain time and payfor it from the virtual

wallet. At any moment, the customer will be able to see the rankings of the loyalty system

restaurants as entered by other mensbers of the loyalty system community. Additionally, the

customer may viewhis restaurant-going history, e.g. which restaurants he visited and when

and what dishes he ordered there, and his history of “gifts” to and from friends. Upon making

a payment for an order, 2 customer may have a small questionnaire sent to his account such

as to his mobile or other registered device.

In another implementation, if a customer makes certain information about himself

known to the loyalty system, for example his name, his photo, or a code word, the customer

will be rewarded with extra features. For example, one of these features is the ability to make

payments from one or rnore of his virtual wallets without using a promotional code.

In fast-food restaurants or in a store where paymonts arc madeat a POS terminal, the

systern will automatically detect the cusiomer if his cell phone is turned on using nearfield

technology, a cellular telephone technology, a GPS technology, etc. If the customer expresses

his wish to pay from his virtual wallet and/or to receive the applicable discount, the cashier

will only need to authenticate the customer by his name, photo, code word or using other

suitable information.

Additionally, the use of the loyalty system may prevent fraudulent actions by third

parties and, in particular, by employees ofthe establishments. In traditional customerloyalty
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systems, a lost bonus card may often be used by any person that finds it without any

authentication or cross reference to other information. The loyalty system requires that the

user not only knows the right promotional code, bul also owns or possesses the customer

device (¢.g., cell phone) or provides an identifier (¢.g., coll phone number) that was used to

register with the loyalty system at this specific place. To further prevent fraud, a location of

the given cell phone maybe checked by using a geo-location technology, such as GPS, A-

iPS or SBAS. The cell phone numbers of restaurant staff are usually known and may be

blocked in the loyalty system, at least when the cell phones of the restaurant staff are in

physical proximity to the restaurant and whenthe restaurant staff are working. In case of

doubt, one or more additional checks or authentication mechanisms may be applied based on

the supphed credentials—for example, additional questions may be sent to the custorner by

SMS or an account verification may be made through a partnership with a respective mobile

carrier (provider).

The loyalty system 200 mayalso be configured to build, maintain and facilitate a

customer social network. The social network may include suchfunctions as Internet Relay

Chat GRC} or other type of chat, a blog, or a customer review forum, recommendation forurn,

“check-in” tallies and the like. When a registered customer engages with the loyalty system at

a participating restaurant, the customer may receive or access a Current status indicator for

cachof his friends or for cach of any other registered customerthat is also participating at the

participating restaurant. Alternatively, the registered customer be able to receive or access a

current status indicator for any other registered customer that is in the vicinity of the

registered customer. There is provided an option wherebya registered customer’s status is set

to “invisible” such that other registered customers are not updated as t a registered customer’s

location or participation at a particular restaurant. Participating customers may be able to

send other registered customers personal messages, or make a posting on a common bulletin

board for the particular establishment. In this manner, a registered customer may notify his
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friends or other members of the loyalty system community about his intention to make a

fiiture visit to a particular restaurant.

The loyally system enables companies to gather accurate information about their

customers such as their gender, age, occupation, frequencyofvisits, preferences, and other

participating restaurants visited. Using such data, a loyalty system may provide a company

information that a company could use to determine howthe companyranks among other

simular establishments, get rehable data about the quality of work of his employees

(bartenders, waiters, chefs), and learn what customers liked and what customersdisliked.

Exemplary Device

FIG. 3 of the drawings shows an exemplary hardware 306or device that may be used

to inrpiernent the present invention. Referring to FIG. 3, the hardware 300 typically includes

at cast one processor 302 coupled to a mernory 304. The processor 302 mayrepresent one or

more processors (¢.g. microprocessors}, and the memory 304 may represent random access

memory (RAM) devices comprising a main storage ofthe hardware 300, as well as any

supplemental levels of memory, ¢.g., cache memories, non-volatile or back-up memories (e.g.

programmable or flash memoriss}, read-only memories, etc. In addition, the memory 304

maybe considered to include memory storage physically located elsewhere in the hardware

300, e.g. any cache rmemory im the processor 302 as well as anystorage capacity used as a

virtual memory, ¢.g., as stored on a mass storage deviec 310.

The hardware 300 also typically receives a nurmber of inputs and outputs for

communicating information externally. For interface with a user or operator, the hardware

300 may inchide one or more user input devices 306 (e.g., a keyboard, a mouse, maging

device, scanner) and a one or more output deviecs 308 (¢.g., a Liquid Crystal Display (LCD)

panel, a sound playback device (speaker)).

For additional storage, the hardware 300 mayalso include one or more mass Slorage

devices 310, e.g., a floppy or other removable disk drive, a hard disk drive, a Direct Access
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Storage Device (DASD), an optical drive (c.2. a Compact Disk (CD) drive, a Digital

Versatile Disk (DVD) drive) and/or a tape drive, among others. Purtherrnore, the hardware

300 may include an interface with one or more networks 312 (e.g., a local area network

(LAN), ¢ wide area network (WAN), a wireless network, a cellular network (not shown)

and/or the Internet armong others including all of the devices or equipment necessaryto carry

out network communication) to permit the communication of information with other

computers or devices coupled to the networks. It should be appreciated that the hardware 300

typically inchides suitable analog and/or digital interfaces between the processor 302 and

each of the components 304, 306, 308, and 312 as is well known intheart.

The hardware 30¢ operates under the control of an operating system 314, and

executes Various coniputer software applications, cormponents, programs, objects, modules,

ctc., to imploment the techniques described above. in particular, the computer software

applications mayinclude a client application, in the case of the client user device or smart

phone 302. Moreover, various applications, components, programs, objects, etc., collectively

indicated by reference 316 in FIG. 3, mayalso execute on one or more processors in another

computer coupled to the hardware 300 via a network 312, ¢.g. in a distributed computing

environment, whereby the processing required to implement the functions of a computer

programtoaybe allocated to multiple computers over 4 network.

In goneral, the routines executed to implement the embodiments of the invention may

be implernented as part of an operating system ora specific application, component, program,

object, module or sequence of instructions referred to as “computer programs.” ‘The

computer programs typically comprise one or more instruction sets at various times in

various memoryand storage devices in a computer, and that, when read and executed by one

or more processors in a computer, cause the computer to perform operations necessaryto

execute elements involving the various aspects of the tavention. Moreover, while the

ivention has been describedin the context offally functioning computers and cornputer
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systems, those skilled in the art will appreciate that the various embodiments of the invention

are capable of being distributed as a program product in a variety of forms, andthat the

invention applies equally regardless ofthe particular type of computer-readable media usedto

actually effect the distribution. Examples of computer-readable media inchide but are not

limited to recordable type media such as volatile and non-volatile memorydevices, floppy

and other rermovable disks, hard disk drives, optical disks (e.g., Compact Disk Read-Only

Memory (CD-ROMs), Digital Versatile Disks (DVDs), flash memory, etc.}, among others.

Anothertype ofdistribution maybe implemented as Internet downloads.

Systems, devices and methods have been described for facilitating the display or use

of displaying or using text and other information in a format that substantially appears as

originally displayed or foundon or in a medium (e.z., screen, television, paper, book,

newspaper, fax, sign, photograph, magazine, ctching, sculpture). Throughout, for sake of

simplicity in explanation, reference is made to text and/or words. However, text and words

refer generally to any information that is capable of being perceived, identified, recognized or

used and maybe found in or on any medium. While a smart phone is referred to herein, it is

merely exemplary. It is to be understood that “smart phone”refers to any device that cannot

display an actual sized representation of the menu 202 or to a device with a relatively small

display(e.g., tablet, laptop, apphance).

While certain exemplary embodiments have been described and shown in the

accompanying drawings, it is to be understood that such embodiments are merely illustrative

and not restrictive of the broad invention and that this invention is not limited to the specific

constructions and arrangernents shown and described, since various other modifications may

occur to those ordinarily skilled in the art upon studying this disclosure. In an area of

technology such as this, where growth is fast and further advancements are not easily

foreseen, the disclosed embodiments may be reachly modifiable in arrangement and detail as
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facilitated by cnabling technological advancements without departing fromthe principals of

the present disclosure.

While the invention has been described with respect to a preferred implermentation,

other implementations are possible. The concepts disclosed herein apply equallyto other non-

described systems, devices and methods for displaying or using text (and information

generally} in a format that substantially appears as originally displayed or found on or ina

medium. Furthermore, the concepts applied herein apply more generally to displaying or

using text and breaking adjacent text at word and other logical boundaries such as at, near or

around a character or element. The invention is described below with reference to the

accompanying figures.

The foregoing discussion has been presented for purposes ofillastration and

description. Various features trom onc implementstion can be cornbined with other features

from other iraplementations. The description is not intended to limit the invention to the form

or forms disclosed herein. Consequently, variation and modification commensurate with the

above teachings, within the skill and knowledge of the relevantart, are within the scope of

the present invention. The implementations described herein and above are further intended

to explain the best mode presently knownofpracticing the invention and to enable others

akilled in the art to use the invention as such, or in other implementations, and with the

various modifications required bytheir particular application or uscs ofthe invention.It is

intended that the appended claims be construed to include alternate implementations to the

extent permitted.
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CLAIMS

Weclaim:

[. A method for providing a customer foyalty reward to a customer, the method

comprising:

generating a promotional code that is active for @ limatted time;

associating the promotional code with an order for goods or services;

sending the promotional code that is active for the linuted time;

receiving an indication of use of the promotional code withinthe limited time; and

sending an indication of a customerloyalty reward to the customer affer rceciving an

indication of use of the promotional code within the limitedtime.

2. The method of claim 1 wherein the method for providing a customerloyalty rewardto

a customer farther comprises:

automatically charging a financial account asseciated with the customer after

receiving the indicationof use of the promotional cade within the limited time.

3. The method ofclaim | wherein the sending the prornotional code that is active for the

limited time includes sending the promotional code in an electronic form to an account

associated with the customer.

4. The method of claum 1 wherein the sending the promotional code is electronically

sending the promotional code to a device accessible by the customer.

5. The method of clarm 1 wherein the sending the promotional code is sending a paper

to the customer.

6. The rmethead of claim 1, wherem the methad for providing a customer ioyalty reward

to a customer further comprises:

generating a bill for goods or services, wherein the promotional code is associated

with the bill for goods or services or with an identifierof at least one of the goods or services.
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7. The method of claim 1 whercin the promotional cade is a scries of digits, and wherci

the promotional code is unique for the linuted time across all customer orders for a company

associated with the customer loyalty reward.

&. The methad of clam | wherein the promotional code is a series of digits, and wherein

the prornotional code is unique for ihe limited time across all customer orders for all

participating companies.

9. The method of claim 1 wherein the promotional codeis a series of digits, and wherein

the promotional code is unique for the limited time across all customer orders for all

participating companics.

{G. The method of claim |, wherein sending the promotional code that is actrve for the

limited time includes sending the promotional code to a social network account of the

customer, the account being part of a social network.

Li. The method of claim 1, wherein the promotional code is associated with a business,

and whercin the customer loyalty rewardis dependent on a number of times that the customer

has interacted with the business.

12. The method of claim 11, whercin the customer loyalty reward is dependent on an

amcunt of moneythat the customer has transacted with the business aver a period of time or

in a current transaction.

[3. The method of clair 11, wherein the customer loyalty reward is dependent on a

number of other customers that transacted money with the busimess since a last visit to the

business by the customer in response to a previous promotional code shared by the customer

with the other customers.

i4, The method of claim 1, wherein the promotional cade is associated with a current

transaction with a business or company.

IS. The method of clarm 14, wherem receiving the indication of use of the promotional

code within the limited time is done before payment by the customer.
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{5. The method of clam 14, wherem receiving the indication of use of the promotional

code within the limeted tire is done after payment by the customer.

6, The method of claim 1 wherein the associating the promotional code with the order

for goods or services inchides associating the promotional code with information associated

with the device accessible by the customer.

7. ‘The method of claim | wherein the methodfor providing a customer loyalty reward to

a customer further comprises:

sending the promotional code that is active for the limited time to a server after

generating the promotional code, wherein the generating the promotional codc is done by a

point of sale device; and

sending information identifying the goods or services of the order to the server after

generating the promotional code.

APPL-1002

APPLEINC./ Page 1013 of 1744



APPL-1002 
APPLE INC. / Page 1014 of 1744

WS 2012/025874 POT/TB201 1/602046
toed 3

8. A dovice configured to provide a service to a plurality of customers, the dovice

COMprisiig:

a promotional code generator that is capable of generating a promotional code that is

active for a limited time, each promotional code corresponding to a customer;

an interface service capable of sending and receiving information to and from a point

of sale device;

an authenticator configured to receive promotional codes and to activate a reward

corresponding to a respective promotional code when the promotional code is sent

electronically to the authenticator within the limited time; and

a recorder configured to record mformation associated with each promotional code

sent to the authenticator.

{9 The device of claim 18 wherein the promotional code generator is configured to

generate a promotional cede in response to the interface service receiving a request from the

point ofsale device.

20. The device of clairn 18 wherein the recorder is further configured to record

information related to a consumer redeeming a promotional cadc.
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bo pam A system comprising:

circuitry for generatmez a promotional code that is active for a limited tirne;

circuitry for sending to a device, the device accessible to a customer, the promotional

code that is active for the limited time;

circuitry for rece:ving the promotional code within the limited time: and

circuttry for delivering an indication of a customer loyalty reward to the custome

after receiving an indication of use of the promotional code within the limited time.

22. The system of claim 21, wherein the circuitry for generating the promotional code that

is active for the limited time is configured to re-issue the promotional cede after the limited

time.

23, The system of claim 21, wherein the circuitry for receiving the promotional code

within the limited time is configured to receive identifying information from the device

accessible to the customer, the identifying information corresponding to the device accessible

io the customer, the customer or both the device accessible to the customer and the customer.

24. The system of claim 21, whercin the indication of the customer loyalty reward

fuclades information that may be ased to acquire the customer loyalty reward.
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25. A computer program product comprising onc or more tangible computor accessible

storage media configured with instructions for executing the following process:

generating a promotional code that is active for a limited time;

sending the promotional code that is activefor the limited time to the customer;

receiving an indication of use of the promotional code within the lnmited time: and

sending an indication of a customer loyalty reward to the custorner affer receiving an

indication of use of the promotional code within the limited time.

26. The computer program product of claim 25, wherein the limited time is variable and

the promotional cade is active for as long as the customer is withm a predetermined

gcographical arca associated with the customerloyalty reward.

27, The computer program product of claim 25, wherein the limited time is variable and

the promotional code is active for as long as the customer is within a predetermined

geographical area associated with a business location.
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(57) Abstract: Embodiments extend to methods, systems, and computer program products for a business to business mobile vault.
Embodiments allow retailers to pay distributors electronically through the use of a mobile device such as a mobile phone. Electronic
payment through a mobile phone is more cfficicnt than a currency transaction and reduces the amount of currencythat delivery and
distributor personnel handle. Further, mobile phone communication is available in many geographic locations, and in some geo-
graphic locations is the only form of communication available. Thus, electronic payment through a mobile phone can often be used
even when other computer systems and specialized equipment such as point of sale terminals are not available or are not used, and
when other types of data connections are not available.
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BUSINESS TO BUSINESS MOBILE VAULT

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority to and the benefit of U.S. Utility Patent

Application Ser. No. 13/527,466, filed on June 19, 2012, entitled ‘Business to Business

Mobile Vault, and also claims priority to and the bencfit of U.S. Provisional Patent

Application Ser. No. 61/498,957, filed on June 20, 2011, entitled ‘““Business to Business

Mobile Vault,” and which are incorporated by reference herein in their entirety. This

application further claimspriority to and the benefit of U.S. Patent Application Ser. No.

13/484,199, entitled “Monctary Transaction System”, filed on May 30, 2012, whichitself

claims priority to U.S. Provisional Application Ser. No. 61/522,099, filed on August 10,

2011, entitled “Mobile Wallet Platform’, and U.S. Provisional Application Ser. No.

61/493,064, filed on June 3, 2011, entitled “Mobile Wallet Platform”. Each of the

aforementioned applications is incorporated by reference herein in its cntircty.

BACKGROUND

Mobile phones and other digital devices have become increasingly popular in

recent years. Many mobile device users use their devices to perform countless different

daily tasks. For instance, mobile devices allow users to check email, send and receive

instant messages, check calendar items, take notes, set up reminders, browse the internet,

play games or perform any numberof different actions using specialized applications or

“apps”. These applications allow mobile devices to communicate with other computer

systems and perform a wide variety of network-connected tasks previously not possible

with a mobile device).

BRIEF SUMMARY

Embodiments of the present invention extend to methods, systems, and computer

program products for a business to business mobile vault. Embodiments allow retailers to

pay distributors (vendors) electronically through the use of a mobile device such as a

mobile phonc, tablet or other clectronic device. Electronic payment through a mobilc

device is more efficient than a currency transaction and reduces the amount of currency

that delivery and distributor personnel handle. Further, mobile communication is

available in many geographic locations, and in some geographic locations is the only
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form of communication available. Thus, electronic payment through a mobile device can

often be used even when other computer systems and specialized equipment (c¢.g., point

of sale terminals) are not available or are not used, and when other types of data

connections are not available.

Embodiments described herein include mobile devices such as mobile phones or

tablets intcropcrating with an clectronic payment system to invoice, pay for, and track the

payment for delivered goods. A merchant mobile device runs a mobile wallet application

that interacts with a merchant mobile wallet at the electronic payment system. A delivery

personnel mobile phone runs an invoicing application that interacts with a distributor

mobile vault. Embodiments of the invention can be used to both specd up the delivery

personnel/merchant transaction (allowing more deliveries per day) and reduce the amount

of currency handled by delivery personnel and distributors.

This Summary is provided to introduce a selection of concepts in a simplified

form that are further described bclow in the Detailed Description. This Summary is not

intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used as an aid in determining the scope of the claimed subject matter.

Additional features and advantages will be set forth in the description which

follows, and in part will be apparent to one of ordinary skill in the art from the

description, or may be learned by the practice of the teachings herein. Features and

advantages of embodiments described herein may be realized and obtained by means of

the instruments and combinations particularly pointed out in the appended claims.

Features of the embodiments described herein will become more fully apparent from the

following description and appendedclaims.

BRIEF DESCRIPTION OF THE DRAWINGS

To further clarify the above and other features of the embodiments described

herein, a more particular description will be rendered by reference to the appended

drawings. It is appreciated that these drawings depict only examples of the embodiments

described herein and are therefore not to be considered limiting of its scope. The

embodiments will be described and explained with additional specificity and detail

throughthe use of the accompanying drawings in which:

Figure 1] illustrates a monetary transaction system architecture in which

embodiments described herein may operate.
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Figure 2 illustrates an alternate example embodiment of a monetary transaction

system.

Figures 3A and 3B illustrate example data flows for performing subscriber-to-

subscriber and subscriber-to-non-subscriber eMoney transfers via a mobile wallet,

respectively.

Figure 4 illustrates a2 monctary transaction system architecture in which

embodiments including business to business mobile transactions maytakeplace.

Figure 5 illustrates an example data flow for allowing a merchant to pay a

distributor for delivered goods using an electronic payment system.

DETAILED DESCRIPTION

Embodiments of the present invention extend to methods, systems, and computer

program products for a business to business mobile vault. Embodiments allow retailers to

pay distributors (vendors) electronically through the usc of a mobile devicc such as a

mobile phone, tablet or other electronic device. Electronic payment through a mobile

device is more efficient than a currency transaction and reduces the amount of currency

that delivery and distributor personnel handle. Further, mobile communication is

available in many geographic locations, and in some geographic locations is the only

form of communication available. Thus, electronic payment through a mobile device can

often be used even when other computer systems and specialized equipment (e.g., point

of sale terminals) are not available or are not used, and when other types of data

connectionsare not available.

Embodiments described herein include mobile devices such as mobile phones or

tablets interoperating with an electronic payment system to invoice, pay for, and track the

payment for delivered goods. A merchant mobile device runs a mobile wallet application

that interacts with a merchant mobile walled at the clectronic payment system. A delivery

personnel mobile phone runs an invoicing application that interacts with a distributor

mobile vault. Embodiments of the invention can be used to both speed up the delivery

personnel/merchant transaction (allowing moredeliveries per day) and reduce the amount

of currency handled by delivery personnel and distributors.

Embodiments described herein may comprise or utilize a special purpose or

general-purpose computer including computer hardware, such as, for example, one or

more processors and system memory, as discussed in greater detail below. Embodiments
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described herein also include physical and other computer-readable media for carrying or

storing computer-cxecutable instructions and/or datastructures. Such computer-readable

media can be any available media that can be accessed by a general purpose or special

purpose computer system. Computer-readable media that store computer-executable

instructions in the form of data are computer storage media. Computer-readable media

that carry computcr-execcutable instructions arc transmission media. Thus, by way of

example, and not limitation, embodiments described herein can comprise at least two

distinctly different kinds of computer-readable media: computer storage media and

transmission media.

Computer storage media includes RAM, ROM, EEPROM, CD-ROM,solid statc

drives (SSDs) that are based on RAM, Flash memory, phase-change memory (PCM), or

other types of memory, or other optical disk storage, magnetic disk storage or other

magnetic storage devices, or any other medium which can be used to store desired

program code means in the form of computcr-cxccutable instructions, data or data

structures and which can be accessed by a general purpose or special purpose computer.

A “network” is defined as one or more data links and/or data switches that enable

the transport of electronic data between computer systems and/or modules and/or other

electronic devices. When information is transferred or provided over a network (cither

hardwired, wireless, or a combination of hardwired or wireless) to a computer, the

computer properly views the connection as a transmission medium. Transmission media

can include a network which can be used to carry data or desired program code means in

the form of computcr-cxecutable instructions or in the form of data structures and which

can be accessed by a general purpose or special purpose computer. Combinations of the

above should also be included within the scope of computer-readable media.

Further, upon reaching various computcr system components, program codc

means in the form of computcr-cxecutable instructions or data structures can be

transferred automatically from transmission media to computer storage media (or vice

versa). For example, computer-executable instructions or data structures received over a

network or data link can be buffered in RAM within a network interface module (e.g., a

network interface card or “NIC”), and then eventually transferred to computer system

RAM and/or to less volatile computer storage media at a computer system. Thus,it

should be understood that computer storage media can be included in computer system

componentsthat also (or even primarily) utilize transmission media.
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Computer-executable (or computer-interpretable) instructions comprise, for

example, instructions which cause a gencral purpose computer, special purpasc computer,

or special purpose processing device to perform a certain function or group of functions.

The computer executable instructions may be, for example, binaries, intermediate format

instructions such as assembly language, or even source code. Although the subject matter

has been described in language specific to structural features and/or methodological acts,

it is to be understood that the subject matter defined in the appended claims is not

necessarily limited to the described features or acts described above. Rather, the described

features and acts are disclosed as example forms of implementing the claims.

Those skilled in the art will appreciate that various embodiments may be practiced

in network computing environments with many types of computer system configurations,

including personal computers, desktop computers, laptop computers, message processors,

hand-held devices, multi-processor systems, microprocessor-based or programmable

consumer clectronics, network PCs, minicomputers, mainframe computcrs, mobilc

telephones, PDAs, tablets, pagers, routers, switches, and the like. Embodiments described

herein may also be practiced in distributed system environments where local and remote

computer systems that are linked (either by hardwired data links, wireless data links, or

by a combination of hardwired and wireless data links) through a network, cach perform

tasks (e.g. cloud computing, cloud services and the like). In a distributed system

environment, program modules may be located in both local and remote memory storage

devices.

In this description and the following claims, “cloud computing” is defined as a

model for enabling on-demand network access to a shared pool of configurable

computing resources (e.g., networks, servers, storage, applications, and services). The

definition of “‘cloud computing” is not limited to any of the other numcrous advantages

that can be obtained from such a model when properly deployed.

For instance, cloud computing is currently employed in the marketplace so as to

offer ubiquitous and convenient on-demand access to the shared pool of configurable

computing resources. Furthermore, the shared pool of configurable computing resources

can be rapidly provisioned via virtualization and released with low managementeffort or

service provider interaction, and then scaled accordingly.

A cloud computing model can be composed of various characteristics such as on-

demandself-service, broad network access, resource pooling, rapid elasticity, measured
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service, and so forth. A cloud computing model may also come in the form of various

service models such as, for example, Software as a Service (“SaaS”), Platform as a

Service (“PaaS’’), and Infrastructure as a Service (“JaaS”). The cloud computing model

may also be deployed using different deployment models such as private cloud,

community cloud, public cloud, hybrid cloud, and so forth. In this description and in the

claims, a “cloud computing cnvironment” is an environment in which cloud computing is

employed.

Additionally or alternatively, the functionally described herein can be performed,

at least in part, by one or more hardware logic components. For example, and without

limitation, illustrative types of hardware logic components that can be used include Ficld-

programmable Gate Arrays (FPGAs), Program-specific Integrated Circuits (ASICs),

Program-specific Standard Products (ASSPs), System-on-a-chip systems (SOCs),

Complex Programmable Logic Devices (CPLDs), and other types of programmable

hardware.

Still further, system architectures described herein can include a plurality of

independent components that each contribute to the functionality of the system as a

whole. This modularity allows for increased flexibility when approaching issues of

platform scalability and, to this end, provides a varicty of advantages. System complexity

and growth can be managed more easily through the use of smaller-scale parts with

limited functional scope. Platform fault tolerance is enhanced through the use of these

loosely coupled modules. Individual components can be grown incrementally as business

needsdictate. Modular developmentalso translates to decreased time to market for new

functionality. New functionality can be added or subtracted without impacting the core

system.

Various terminology will be uscd herein to describe the monctary transaction

system (also referred to as a "mobile wallet platform", “mobile wallet program", “mobile

wallet transaction system”, "mobile financial services (mFS) platform" or “electronic

payment system"). ‘The term “agent” is used to refer to an individual with mFS

transaction system tools and training to support specific mFS functions. These mFS

functions include subscriber registration and activation, and the deposit and withdrawal of

funds from the mFStransaction system. Agents are representatives of the mFS transaction

system or "program". Agents can be employees or contractors of the program provider, or

other companies and organizations that partner with the program provider to provide
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these services themselves. Agents may be found in every facet of a typical economy, and

may include large retailers, mobile network operators (MNO)airtime sales agents, gas

stations, kiosks, or other places of business.

The mobile wallet platform includes a mobile wallet application, web interface or

some other type of functionality that allows the user to interact with the mFS platform

using their mobile device. The mobile wallet application may include a subscriber

identity module (SIM) application, an Unstructured Supplementary Service Data (USSD)

application, a smartphone application, a web application, a mobile web application, a

Wireless Application Protocol (WAP) application, a Java 2 Platform, Micro Edition

(J2ME)application, a tablet application or any other type of application or interface that

provides tools for the agent to register, activate, and offer other services to the mFS

subscriber.

The mobile wallet platform may also include a mobile vault (such as distributor

mobile vault 426 in Figure 4). The mobile vault may include a mobile wallct as well as

other items including invoicing data. A mobile vault may be used by merchants,

distributors or other users to store value (e.g. on the mobile wallet) or other important

information such as invoicing data. The mobile vault allows cash (and its corresponding

logistical problems) to be replaced with mobilc-cnabled payment collection and digital

invoicing, as well as providing a mobile point of sale (mPOS) for distributors (as will be

described further below).

As used herein, a mobile wallet application is a mobile wallet application installed

on a mobile devicc, in some cascs on the dcevice’s SIM card. The mobile wallct

application of a merchant may interact with the mobile wallet of a distribotro distributor

which is stored in the distributor’s mobile vault. A USSD application is an application

that implements USSD for various functionality including prepaid callback service,

location-bascd content services, mcnu-based information services and other mobile wallet

platform services. A web application is one that implements or uses the internet to

provide mobile wallet platform functionality. A mobile web application is similar to a

web application, but is tailored for mobile devices. A WAP application is one that uses

the wireless application protocol to communicate with the mobile wallet platform to

provide the platform’s functionality. A J2ME application is an application developed in

Java and is designed to provide mobile wallet functionality on a variety of different

hardware. A tablet application is an application specifically designed for a touchscreen-
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based tablet that provides mobile wallet platform functionality for tablet devices, and as

part of configuring the phone on the network. Any of these applications (or any

combination thereof) may be provided on the user’s mobile device. This functionality can

also be made available on a retail point of sale (POS) system or website.

The term “agent administrator" refers to an individual with mFS program tools

and training to administrate the allocation of funds to agent branches (c.g. retail

locations). As agents perform mFStransactions with subscribers, such as depositing and

withdrawing money, the agents are adding and removing moneyfrom their own accounts.

Anyof the applications referred to above may be configured to provide tools used by the

agent administrator to view the agent company balancc, viewthe agent branch balances,

and transfer funds into and out of agent branch mobile wallets. This functionality can also

be made available on a website for easier access.

In some embodiments, the mFS platform application and/or the mobile vault may

utilize triple data cncryption standard (3DES) cncryption (or some other type of

encryption), encrypted message signing, and password security on some orall of its

communications with the mFS transaction system in order to ensure that the transactions

are properly secured and authenticated.

The term “agent branch" refers to any location where an agent provides support

for subscriber services of the mFS platform. Funds are allocated by the agent

administrator from the agent company's main account to each agent branch to fund the

subscriber mFS functions such as depositing or withdrawing cash, in-store purchases,bill

payments, prepaid airtime top-ups and moncytransfers. In some cases, multiple agents

may work in a single branch. However, at least in some cases, monetary funds are

allocated to from the agent company's main account on a per branchbasis.

The term "agent branch account balance" refers to the amount of moncy residing

in a particular agent branch account at a given time. Funds can be deposited into the

branch account by the agent administrator, or the funds can come from participating mn

subscriber mFS transactions such as depositing or withdrawing cash from the subscriber's

mobile wallet accounts, or making retail purchases with the mobile wallet.

In some embodiments, in countries with more developed economies, it may be

beneficial to use program-issued pre-paid debit cards, pre-paid access accounts, stored

value accounts orgift cards to conduct business along with the added convenience of card

processing networks such as Cirrus, STAR, or Visa for POS and automated teller
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machine (ATM)functionality. Agents, particularly those in retail outlets and kiosks, can

still support subscribers with deposits, withdrawals, and other transfers, but in this case

bank external card processors manage the mobile wallet and branch account balances and

provide the real-time transfer of funds.

The term "agent branch ledger" refers to a written (or electronic) ledger

maintained by the mFS platform. Agent branch transactions arc performed on the agent's

and subscriber's mobile phones where an electronic record of the transaction is generated

and stored on the mFS platform. These electronic transactions are then reconciled with

agent branch ledgers to ensure the security and integrity of the transaction. Agent branch

Iedgers are printed or clectronic transaction logs that arc distributed to the agent branch

locations in hard copy form to serve as a backup record to the electronic transactions.

The term "agent company" refers to a business that registers to participate in the

mFSprogram as a partner of the mFS program provider or owner. The agent company

has one or more agent branches which conduct mFS business with mFS program

subscribers. In some cases, the agent company may be referred to as a distributor or

retailer.

The term "agent company account balance" refers to the sum of the funds

deposited at a "partner bank" (defined below) by the agent company to fund the agent

company's daily transactions. The funds in the agent company account are then

distributed to agent branches by the agent company’s agent administrator to conduct

everyday business such as accepting cash deposits and cash withdrawals from mFS

subscribers. This balance is sometimesreferred to as the "agent company float".

An “agent manager" is a supervisor of company agents for a given company. The

agent manager has the training and tools to create, delete or modify agent accounts for a

company, as well as monitor the transactions performed by agents. The agent manager

may have a special application or an increased level of rights to access applications

features not available to other users. The special application is a program installed on the

agent manager's terminal. ‘his application provides the agent manager the ability to

securely perform agent manager functions such as registering and activating new agent

accounts. The mFS agent manager application may be installed on any terminal or device.

It communicates with the mFS platform using binary and/or text SMS messages. A

wireless service provider or MNO provides the GSM SMS network infrastructure on

which the mFS platform operates. In some embodiments, the mFS agent manager
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application itself be a mobile vault providing business-to-business cashless transactions,

including other functions. In other embodiments, the mFS agent manager application may

provide mobile wallet application functions and/or mobile vault functions. System-

specific permissions may dictate which functions are available on each mFS agent

manager application.

As subscribers, agents, and other mFS program participants conduct business in

the mFS program, value is transferred from one account to the next as payment for

services rendered or goods purchased. This value can be in the form of real currency or

the electronic representation referred to herein as eMoney. Among other situations,

ecMoncy is used in mFS implementations where the real-time processing of financial

transactions including card processing is not practical. The mFS platform utilizes an

internal transaction processor for managing the real-time balance of mobile wallet and

agent accounts as value (eMoney) is transferred from one mobile wallet to another in

paymentfor services.

The term "mFS program master account" refers to a bank account maintained by

the mFS program partner bank to provide funds and float for the operation of the mFS

platform. Depending on the type of mFS implementation, the master account can include

sub-accounts for cach of the agent branches and subscriber mobile wallets, giving the

bank visibility into all transactions on a per-user basis. The mFS platform can also

manage the balance of sub-accounts and interact with the bank's master account when

funds need to be deposited or withdrawn from the account.

The term mobile network opcrator (MNO)refers to a provider of mobile phonc

service including basic voice, SMS, unstructured supplementaryservice data (USSD) and

data service, and may also be referred to as a "wireless service provider”.

The term "mobile wallet” or "mobile wallet account” refers to a stored valuc

account or prepaid access account (PPA) that allows the owner (or "subscribcr") to pay

for goods and services on the mFS platform from his or her mobile wallet account. When

the mFS eMoney transaction processor is used, the mobile wallet balance is maintained

by the mFS platform and value is exchanged within the mFS program as eMoney. When

the mFS platform is integrated to an external card processor, the mobile wallet utilizes

funds from the subscriber's prepaid debit card and bank account to exchange value on the

mFSplatform.
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The term “partner bank" refers to the primary bank participating in the mFS

program. The partner bank is responsible for holding the mFS program master accounts

that hold the funds for all mFS services and transactions. A "PIN" refers to a numeric

password that may be required to perform a transaction via the mobile wallet application.

The term "subscriber" refers to a participant of the mFS mobile wallet platform.

The subscriber maintains a mobile wallct balance and performs transactions using the

mFSapplication. An "unbanked subscriber" is a subscriber that does not have (or does not

have access to) a bank accountor credit union account. The application or "mobile wallet

application” provides mobile wallet functionality to the (unbanked) subscriber. The

mobile wallct application is installed on a mobile device in the device's memory, on a

SIM card (such as a GSMSIM card) or is otherwise accessible to the mobile device. The

mobile wallet application provides the subscriber the ability to securely perform

subscriber functions such as makingretail purchases, payingbills, or transferring money

to other mFS subscribers and non-subscribers. The mobile wallet application

communicates with the mFS platform using binary and text SMS messages, among other

forms of wireless communication. A wireless service provider or MNO provides the

GSM network infrastructure on which the mFS platform operates.

Figure 1 illustrates an example system architecture for a mobile wallct platform.

Integration tier 101 is configured to manage mobile wallet sessions and maintain integrity

of financial transactions. Integration tier 101 can also include a communication (e.g., Web

services) API and/or other communication mechanisms to accept messages from channels

111. Other mechanisms include, but are not limited to: Intcrnational Standards

Organization (“ISO”) 8583 for Point of Sale (“POS”) and Automated Teller Machines

(“ATM”) devices and Advanced Message Queuing Protocol (‘AMQP’’) for queue based

interfaces. Each of channels 111 can be integrated to one or more mechanisms for

scnding messages to integration ticr 101. Notification services 102 is configured to scnd

various notifications through different notification channels 112, such as, for example,

Short Message Peer-to-Peer (SSMP”) for Short Messaging Service (“SMS”) and Simple

Mail Transfer Protocol (“SMTP’’) for emails. Notification services 102 can be configured

through a web services APL.

Service connectors 103 are a set of connectors configure to connect to 3rd party

systems 113. Each connector can be a separate module intended to integrate an external

service to the system architecture. Business process services 104 are configured to
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implement business workflows, including executing financial transactions, auditing

financial transactions, invoking third-party services, handling crrors, and logging platform

objects. Payment handler 105 is configured to wrap APIs of different payment processors,

such as, for example, banking accounts, credit/debit cards or processor 121. Payment

handler 105 exposes a common APIto facilitate interactions with many different kinds of

payment proccssors.

Security services 106 are configured to perform subscriber authentication.

Authorization services 107 are configured to perform client authorization, such as, for

example, using a database-based Access Control List (“ACL”’) table.

Database 108 is configured to manage customer accounts (c.¢., storing customer

accounts and properties), manage company accounts (e.g., storing company accounts and

properties), manage transaction histories (e.g., storing financial transaction details), store

customer profiles, storing dictionaries used by the mobile wallet platform, such as, for

example, countries, currencics, ctc., and managing moncycontainers. Rules engine 109 is

configured to gather financial transaction statistics and uses the statistics to provide

transaction properties, such as, for example, fees and bonuses. Rules engine 109 is also

configured to enforce business constraints, such as, for example, transactions and

platform license constraints.

Name matching engine 110 is configured to match different objects according to

specified configuration rules. Matching engine 110 can be use to find similarities between

names, addresses, etc. Transaction processor 121 is configured to manage financial

accounts and transactions. The transaction processor 121 can be used to hold, load,

withdraw and deposit funds to mobile wallet accounts. Transaction processor 121 can

also be used as a common interface to a third party processor system. When used as a

common interface, financial opcrations may be delegated to the external processor. A

Clearing House subsystem of transaction proccssor 121 can be uscd to cxchange the

financial information with a bank.

Components of a mobile wallet platform can be connected to one another over (or

be part of) a system bus and/or a network. Networks can include a Local Area Network

("LAN"), a Wide Area Network (‘WAN”), and even the Internet. Accorindlgy,

components of the mobile wallet platform can be “in the cloud”. As such, mobile wallet

platform components as well as any other connected computer systems and_their

components, can create message related data and exchange messagerelated data (e.¢.,
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Internet Protocol (“IP’’) datagrams and other higher layer protocols that utilize IP

datagrams, such as, Transmission Control Protocol (“TCP’’), Hypertext Transfer Protocol

(“HTTP”), Simple Mail Transfer Protocol (“SMTP”), etc.) over the system bus and/or

network,

The components depicted in Figure 1 can interoperate to provide a number of

financial and other services including but not limited to enrolling a customer for a mobile

wallet, adding a stored value account (either hosted by a mobile wallet platform or a third

party), adding a bank or credit union account to a mobile wallet, adding a debit or credit

card account to a mobile wallet, depositing funds in a mobile wallet, withdrawing funds

from a mobile wallct, paying bills from a mobile wallet, topping up a prepaid mobilc

account through a mobile wallet, transferring funds through a mobile wallet (nationally or

internationally), making in-store purchases using a mobile wallet, and various other tasks

as described herein below. These services will be described in greater detail below with

regard to system Figures 1 and 2, as well as Figures 3-19B.

Figure 2 depicts a monetary transaction system 200 similar to that described in

Figure 1. The monetary transaction system 200 may provide a more simplified system

structure in which each of the above services may be provided. The system includes a

subscriber 205. The subscriber may have access to a bank account, or may be an

unbanked subscriber. The subscriber has a profile 211 with the monetary transaction

system 210. The profile includes the subscribers know your customer (KYC)

information, as well as any associated bank accounts, credit union accounts, bill pay

accounts or other accounts. The subscriber has (or has access to) a mobile device 206

such as a phoneortablet. The mobile device runs the mobile wallet application (or mobile

wallet application) 207.

The subscriber can indicate, using the mobile application 207 which transaction or

other action he or she would like to perform. The indicated transaction 208 is sent to the

mobile wallet platform 210 to be carried out by the platform. The transaction processor

216 (which may be similar to or the same as transaction processor 121 of Figure 1)

performs the transaction(s) specified by the (unbanked) subscriber 205. The transaction

processor may implement various other components to perform the transaction including

memory 217, (wireless) communication module 215, rules engine 210 and/or transaction

database 225.
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Performing the specified transactions may include communicating with the

monctary transaction database 225 to determine whether the transaction is permissible

based on data indicated in the unbanked subscriber’s profile (for instance, whether the

subscriber has enough eMoneyin his or her stored value account, or has enough money in

his or her bank account). Rules engine 220 may also be consulted to determine whether

the subscriber has exceeded aspecified number of allowed transactions. Then, if funds

are available, and the transaction is otherwise permissible, the monetary transaction

system can transfer money or eMoney 221 to or from an entity such as a user or agent

(e.g. entity 222) to or from an establishment such as a retail store or agent company(e.g.

entity 223).

In some cases, the monetary transaction system 210 application provides a web

interface that allows subscribers to perform the same functions provided by the monetary

transaction system application. For instance, mobile wallet application 207 may provide a

web interface that allows a user to enroll for a mobile wallet. The web interface (or the

mobile wallet application itself) receives a subscriber-initiated transaction over one of a

plurality of channels (111 from Figure 1) connected to the monetary transaction system

210. The web interface or mobile wallet application may prompt for and receive

enrollment information (c.g. KYC information) for the (anbanked) subscriber 205 overat

least one of the plurality of channels (e.g. web, point-of-sale (POS), interactive voice

response (IVR, etc.). The web interface or mobile wallet application may then send

activation instructions over the same or a different channel to activate the (unbanked)

subscriber 205 and create a subscriber account for the (unbanked) subscriber.

Once the subscriber has an account, the monetary transaction system generates a

corresponding mobile wallet for the unbanked subscriber (available via the web interface

and/or the mobile wallet application. The system then presents the (unbankcd)

subscriber's account data associated with the mobile wallct and/or a notification

indicating that enrollment was successful to the subscriber. Accordingly, the mobile

wallet application or the web interface may be used to provide user enrollment

functionality. It should also be understoodthat either the mobile wallet application or the

web interface may be used to provide substantially all of the mobile wallet functionality

described herein.

It should also be noted that the mobile device 206 may be any type of plan-based

phone or tablet, or prepaid phone or tablet. Many subscribers, such as unbanked
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subscribers, may primarily use prepaid phones. The mobile wallet application 207 may be

installed on both plan-based phones and prepaid phones. The mobile wallct application

may be installed on the device's SIM card, or on the device's main memory. Accordingly,

the monetary transaction system 200 may be accessed and used via substantially any type

ofplan-based or prepaid mobile device.

The components depicted in Figure 1 can interoperate to provide a number of

financial and other services including but not limited to enrolling a customer for a mobile

wallet, adding a stored value account (either hosted by an electronic payment system or a

third party), adding a bank/credit union account to a mobile wallet, adding a debit/credit

card account to a mobile wallct, depositing funds in a mobile wallet, withdrawing funds

from a mobile wallet, paying bills from a mobile wallet, topping up a prepaid mobile

account through a mobile wallet, transferring funds through a mobile wallet, making in

store purchases from a mobile wallet, or transferring money or eMoney from one business

account to another business account (i.c. from one business's mobile vault to another

business's mobile vault, as will be shown in Figure 4).

Figure 3A depicts a subscriber-to-subscriber eMoney transfer. In a merchant and

distributor scenario, either or both of the merchant and the distributor (including any

delivery personnel) may be subscribers. To perform such a transfer, subscriber A (301)

enters some type of identification information identifying subscriber B (e.g. subscriber

B’s phone number) and an amount of money he or she wishes to transfer. The transaction

processor 216 of the monetary transaction system 210 determines if there are sufficient

funds to complete the transfer. If sufficient funds are available, the monctary transaction

system 210 decrements subscriber A's account and credits subscriber B’s account (302).

The system then sends some kind of notification (e.g. SMS) to subscriber B indicating

that a certain amount of moncy wastransferred to their account. Subscriber A may also

receive a notification that the transfer was successful. Accordingly, cMoncy may be

transferred between two mFS platform subscribers, one or both of which may be

unbanked. ‘he monetary transaction system 210 processes the subscribers’ requests,

updates the subscribers’ eMoney balances, logs the transactions, and sends transaction

information to a specified bank when needed.

Figure 3B illustrates a subscriber-to-non-subscriber eMoney_ transfer.

Accordingly, as mentioned above, either or both of the merchant and the distributor may

be non-subscribers. In graphic 305, subscriber A wishes to send eMoney to another
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individual that is not a subscriber to the mFS platform. The transaction is initiated in the

same fashion as the subscriber-to-subscribcr transfer scenario. However, since non-

subscriber B does not have a mobile wallet account, the monetary transaction system 210

cannot credit them with eMoney. Instead, the monetary transaction system 210 sends a

notification (e.g. via SMS) to non-subscriber B with instructions for how to pick-up the

transferred moncy, along with an authorization cade (306). The monctary transaction

system 210 puts a hold on subscriber A's account for the amount transferred. Subscriber B

then has a specified number of days to pick up the cash before the hold expires and the

amount is credited back to subscriber A's eMoney account by the monetary transaction

system 210.

When non-subscriber B goes to pick up the money at an agent branch, the agent

branch’s manageror agent verifies the authorization code via an agent manager or agent

mobile wallet application (that, in turn, accesses the mFS platform). Once the transfer has

been validated, the agent gives the cash to non-subscribcr B. The agent branch’s mFS

account is credited with the transfer amount (307) and the user leaves with the cash in

hand (308). The mFS platform processes the transfer request, updates subscriber A's

eMoney balance, logs the transaction, and sends transaction details to a platform-

specified bank.

Figure 4 depicts a physical environment and corresponding computer system

architecture 400 for paying using mobile wallets to pay for delivered products.

As depicted in Figure 4, delivery vehicle 404 physically delivers goods 403 from

distribution centcr 401 to retail location 402 (i.c. to merchant 407). It should be noted that

retail location 402 may include any location to which goods are distributed including

stores, homes, business offices or other locations. Distribution center 401 may be one of a

number ofdistribution centcrs owned and/or controlled by distributor 462. Delivery of

goods 403 to retail location 402 can be part of delivery route that includes dcliverics to

one or more other retail locations. Thus, before arriving at retail location 402, delivery

vehicle 404 may have already made other stops to deliver other goods to one or more

other retail locations. Likewise, after leaving retail location 402, delivery vehicle 404 may

make additional other stops to deliver other goods to one or more additional retail

locations.

After arriving at retail location 402, goods 403 are removed from delivery vehicle

404 (e.g., by one or more of: merchant 403, merchant 403’s employees, and delivery
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personnel 406) and left at retail location 402 for subsequent sale to patrons of the retail

location.

Merchant 407 can use merchant mobile phone 408 (or another mobile device) for

wireless (telephonic) communication, as well as running software applications, such as,

for example, mobile wallet application 411. Delivery personnel 406 can use delivery

mobile phone 409 for wireless telephonic communication as well as running softwarc

applications, such as, for example, invoicing application 412. Merchant mobile phone

408 and delivery mobile phone 409 can communicate wirelessly with (e.g., send data to,

receive data from, issue commandsto, etc.) electronic payment system 421 to utilize the

functionality of clectronic payment system 421 (1.c. monctary transaction system 210).

Wireless communication can occur over a wide area wireless network, such as, for

example, a cellular network. Collectively, electronic payment system 421, merchant

mobile phone 408, and delivery mobile phone 409 represent a mobile payment platform

(i.c. 210). Within this platform, the merchant may be an agent, and the retail location may

be an agent company, and thus provide the appertaining functionality (described above)

to subscribers and non-subscribers.

As depicted, electronic payment system 421 includes payment processor 422 (e.g.,

a payment processor used by payment handler 105), an invoice processor 423, merchant

mobile wallet 424, and distributor mobile vault 426. Merchant mobile wallet 424

corresponds to merchant 407. Distributor mobile vault 426 further includes distributor

mobile wallet 427 and distributor invoicing data 428. Distributor invoicing data 428

defines an invoicing formation for distributor 462. Distributor mobile vault 426

corresponds to distributor 462. Merchant mobile wallet 424 and distributor mobile vault

426 can be stored in a database (e.g., database 108).

Although not depicted, various other modules from the architecture of Figures |

and/or 2 can also be included electronic payment system 421. The modules expressly

depicted in Figure 4 can interoperate with these other modules as appropriate to facilitate

desired functionality.

Delivery personnel 406 can use invoicing application 412 to interact with

electronic payment system 421 in a limited way on behalf of distributor 462. Upon

delivery of goods 403 to retail location 402, delivery personnel can also deliver an

invoice to merchant 407. In some embodiments, the invoice is a paper invoice, such as,
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for example, invoice 461. Invoice 461 indicates that goods 403 were purchased for

amount 463.

In other embodiments, the invoice is an electronic invoice. For example, delivery

personnel 406 can use invoicing application 412 to send invoice submission data 429 to

invoice processor 423. (Alternatively, the invoice submission data 429 may be sent via a

batch file from distributor 462). Invoice processor 423 can reecive invoice submission

data 429 from invoicing application 412. Invoice submission data 429 can indicate that

goods 403 are valued at a specified amount and were physically delivered retail location

402. Invoice processor 423 can refer to distributor invoicing data 428. Invoice processor

423 can gencrate clectronic invoice 431 based on the invoice submission data 429 and the

distributor invoicing data 428. Invoice processor 423 can submit electronic invoice 431

to merchant mobile phone 408 on behalf of distributor 462. Electronic invoice 431

indicates that goods 403 were purchased for amount 463. Invoice processor 423 can

record gencration of invoice 431 in distributor mobile vault 426.

Mobile wallet application 411 can receive invoice 431 from electronic payment

system 421. In response to receiving invoice 431, mobile wallet application 411 can

indicate receipt of invoice 431 at a user-interface (e.g., display screen) of merchant

mobile phone 408.

Uponreceiving an invoice (whether it be a paper invoice or an electronic invoice)

merchant 407 can log into electronic payment system 421 and access merchant mobile

wallet 424 through mobile wallet application 411. Merchant 407 can enter commands

through a uscr-interface (c.g., touch screen or keypad) to request that the invoice (c.g.,

invoice 461 or invoice 431) be paid partially or in full. Mobile wallet application 411 can

send payment instructions 432 to payment processor 422. Payment instructions 432

indicate that amount 463 is to be paid from merchant 407 to distributor 462. Payment

processor 422 can validate that the balance of funds in merchant mobile wallct 424 is

sufficient to pay amount 463. When the balance of funds is sufficient, payment processor

422 s debits 441 amount 463 from merchant mobile wallet 424 and credits 442 amount

463 to distributor mobile wallet 427.

Payment processor 422 indicates to invoice processor 423 that invoice 431 or

invoice 461 was paid as appropriate. Invoice processor 423 receives the indication that

invoice 431 or invoice 461 was paid. Invoice processor 423 records the indication that

invoice 431 or invoice 461 was paid in the distributor mobile vault 426. Payment
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processor 422 (or a separate notification module) can send paymentreceived notification

434 (c.g., a reecipt) to mobile wallct application 411. Mobile wallct application 411 can

present payment received notification 434 to merchant 407 through a user-interface (¢.g.,

a display screen). Accordingly, merchant 407 is provided verification when an invoice is

paid.

Payment processor 422 (or the separate notification module) can send payment

received notification 433 to invoicing application 412. Invoicing application 412 can

present payment received notification 433 to delivery personnel 406 through a user-

interface (e.g., a display screen). Accordingly, delivery personnel 406 are provided

verification when an invoice is paid. In response to sccing presentation of payment

received notification 433, delivery personnel 406 can leave retail location 402 and

delivery other goods to a next delivery stop or return to distribution center 401. The

transaction is efficient and saves time relative to a currency based transaction.

Accordingly, delivery personnel 406 can makes more deliveries in a specificd time period

(¢.g., a shift or a day).

The features ofmobile telephone applications, such as, for example, mobile wallet

application 411 and invoice application 412, can be adjusted for mobile telephone

capabilitics. For cxample, a lowcr function, “basic" mobile wallct application may be

configured to work on lower capability mobile phones. The basic mobile wallet

application can be used for merchant mobile wallet payment for goods. The basic

application can provide electronically time-stamped authentication and authorization of

payment and automatic deposit.

An “enhanced" mobile wallet application can be configured to work on higher

capability mobile phones such as smart phones and tablets. In addition to features of the

basic application, the cnhanced application also has the capability to tic into a

distributor’s inventory to producc other features, including: automatic notification to

merchant of pending delivery, automatic notification of delays, real-time inventory

adjustments that re-calculate the amount due, and automatically close out accounts

receivable (“A/R”) account upon completion ofa transaction.

In addition to linking existing bank accounts to the mobile wallet, the electronic

payment system 421 maintains a stored value account for real-time payment ofservices.

For at least some implementations, the electronic payment system may partner with a

local bank to provide pre-paid stored value accounts for each mobile wallet (including the
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distributor's mobile wallet, the delivery person's mobile wallet (which may be the same as

or an extension of the distributor's mobile wallet), and the merchant's mobile wallet.

These stored value accounts provide the basis for the exchange of funds between each of

the program participants, whether they are distributors, merchants, consumers, agents, or

companies providing services on the platform.

A partner bank is used to hold all of the stored valuc accounts and support

settlements between the accounts. Agents deposit funds into and withdraw funds from the

bank directly. Distributors, merchants, and consumers interact with agents to deposit and

withdraw funds. Integration into a partner bank supports the activation and maintenance

of cach of the stored valuc accounts. While the clectronic payment system 421 managcs

the real-time balance of each end-user stored value account, the platform interacts with

the bank to move funds from one account to the other as a means of settling the

transactions. The partner bank also supports settlement with program participants who

don’t have an account with the partncr bank. The partner bank may support scttlements

with payment gateways, bill payment providers, and international remittance providers.

Other financial service providers such as bill payment aggregators and

international remittance providers are also integrated into the electronic payment system

421. These service providers offer cnd-uscrs the ability to pay their bills and send moncy

to others. The recipients don’t necessarily need to be subscribers to the program to

receive their funds (as explained above with regard to Figure 3B). International

remittance providers support the ability to both send money as well as receive money

transfers in real time into the stored valuc accounts.

A reconciliation report may be generated and accessible through a portal provided

by the electronic payment system 421 to ensure delivery personnel invoices (431) and

receipts (433) are reconciled with merchantorders and inventory. The electronic payment

system 421 also allows users to vicw the account balance and transaction history of the

driver account and_distribution center stored value accounts. Delivery

personnel/distributors are able to receive and process payments for client products from

merchants using cash, credit cards, debit cards, or a mobile wallet stored value account.

Delivery personnel/distributors have the ability to deposit cash in nearby banks or with

program agents in order to limit the amount of cash on hand as they complete their

deliveries.
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Merchants establish a stored value account with their mobile wallet 411 that can

be used to make mobile payments to distributors or receive payments from consumers

using cash, credit cards, debit cards, or a mobile wallet platform stored value account.

The mobile wallet application 411 allows merchants to make electronic bill payments or

transfer money from their mobile phone on behalf of customers who have not registered

for the clicnt mobile wallet stored value account.

In addition to processing financial transactions, the merchant’s mobile wallet

account applications allow them to manage their user profile including the linking and

unlinking of payment instruments such as credit cards and checking accounts, updating

their personal information including address, password and PIN, and methods by which

the platform sends receipts, alerts and reminders. Changes made on any channel are

updated and stored in the subscriber profile and are applied to each channel (i.e. — a

password update on a mobile wallet application applies also to the Web client or USSD

clicnt).

The electronic payment system 421 works with all of the program participants to

manage fraud and unauthorized access to data on the platform. Every transaction on the

electronic payment system 421 is considered an auditable event and is stored with the

account information of the person cxccuting the transaction, a unique transaction ID, and

time stamp. This data is aggregated on a centralized logging server where it is indexed

and made available for reporting and fraud research. Likewise, periodic (e.g. daily)

reports are generated to highlight suspicious activity based on patterns, thresholds, and

velocitics. The clectronic payment system 421 also utilizes real-time transactions

monitoring and filtering by validating transaction limits and velocities of every

transaction to diminish fraudulent usage.

In one embodiment, as described in the flowchart 500 of Figure 5, a computer

system is provided. The computcr system may be any type of computing device that has

one or more processors and some type of memory. The computer system also includes a

computer-readable medium that has computer-executable instructions stored on it that,

when executed by the one or more processors, causes the computer system to perform a

method for allowing a merchant to pay a distributor for delivered goods using an

electronic payment system. The method includes receiving a payment instruction 432

from a merchant 407 in step 510. The paymentinstruction indicates that a distributor’s

invoice for a specified amount 463 is to be paid from the merchant’s mobile wallet 411.
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The invoice is generated for goods 403 that were physically delivered from the distributor

462 to the merchant 407. At Icast in this cmbodiment, both the merchant and the

distributor have mobile wallets (411 and 427, respectively). In other embodiments, one or

the other may not be subscribers to the electronic payment system 421 and may not have

a mobile wallet.

The electronic payment system 421 validates that the merchant’s mobile wallet

411 has a balance of funds sufficient to pay the amount 463 specified in the invoice 431

in step 520, and debits the merchant’s mobile wallet by the specified amount of funds in

step 530. The electronic payment system 421 then credits the distributor’s mobile wallet

by the spccificd amount of funds in step 540 and sends a notification 433 to the

distributor indicating that the invoice has been paid in step 550. Accordingly, a business

may be able to pay an invoice using a mobile wallet quickly and seamlessly. The delivery

person / distributor thus does not have to deal with cash (at least in this transaction), and

can avoid the logistical hassles of physical cash.

Thus, in general, a mobile vault and corresponding applications, enable a

distributor to accept mobile wallet payments from merchants, increasing the number of

merchants drivers can reach within a day while reducing the amount of cash transactions

per route. Morcover, a merchant mobile wallet can be used for additional services such as

remittances, bill payments, airtime top-up and purchases.

Embodiments of the invention can adhere to Know Your Customer (KYC) rules in

the US by performing Customer Identification Program (CIP) checks as required by the

Bank Secrecy Act and US PATRIOT Act. A minimum amount of information can be

gathered about a customer, such as, for example, First Name, Last Name, Date of Birth,

Government ID Type, Government ID Number, Address. The CIP processes are designed

to validate customeridentity against government blacklists and assists in the prevention

of moncy laundering and terrorist financing. A combination of non-documentary and

documentary verification can be used to ensure beyond a reasonable doubt the identity of

the customer.

Non-Documentary Verification can occur through the presentment of the

information that was collected from the user to an external third party, such as, for

example, Lexis Nexis. Documentary Verification can occur if non-documentary

verification fails, then the user is asked to present an unexpired government ID. Various

differ forms of identification including Driver’s license, Passport, Alien identification
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(e.g., green card or work visa), and Mexican Consular identification card, can be

accepted.

Embodiments of the invention can perform Anti-Money Laundering (AML) and

Combating the Financing of Terrorism (CFT) checks. AML and CFT checks can be

performed using transaction monitoring methods to flag names and_suspicious

transactions for further investigation. The electronic payment system can perform AML

and CFT checkson all electronic financial transactions to ensure that electronic funds are

not being used for money laundering or terrorism. Transaction limits can be placed on

user accounts. The transaction limits are fully configurable for each particular use case,

channel and payment method that allows maximum flexibility to restrict higher risk usc

cases. Velocity checks can also be performed. Velocity Checks ensure that subscribers are

not abusing the electronic payment system within the allowable limits.

The present invention may be embodied in other specific forms without departing

from its spirit or csscntial charactcristics. The described cmbodiments are to be

considered in all respects only as illustrative and not restrictive. The scope of the

invention is, therefore, indicated by the appended claims rather than by the foregoing

description. All changes which come within the meaning and range of equivalency of the

claims are to be cmbraced within their scope.
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CLAIMS

Whatis claimed:

1, A computer system comprising the following:

one or more processors;

system memory;

one or more computer-readable storage media having stored thercon computcr-

executable instructions that, when executed by the one or more processors, causes the

computing system to perform a method for allowing a merchant to pay a distributor for

delivered goods using an electronic payment system, the method comprising the

following:

receiving a payment instruction from a merchant, the payment instruction

indicating that a distributor’s invoice for a specified amountis to be paid from the

merchant’s mobile wallet, the invoice being generated for one or more goods

physically delivered from the distributor to the merchant, the merchant and the

distributor both having mobile wallets;

validating that the merchant’s mobile wallet has a balance of funds

sufficient to pay the amountspecified in the invoice;

debiting the merchant’s mobile wallet by the specified amount of funds;

crediting the distributor’s mobile wallet by the specified amount of funds;

and

sending a notification to the distributor indicating that the invoice has been

paid.

2. The computer system of claim 1|, wherein the merchant's payment

instruction is received from the merchant’s mobile device using wireless communication,

3. The computer system of claim 2, further comprising scnding a payment

received notification to the merchant’s mobile device.

4, The computer system of claim 1, wherein the indication sent to the

distributor is sent to the distributor’s mobile device using wireless communication.

5. The computer system of claim 1, wherein the distributor’s invoice is

submitted to the merchant’s mobile device by a delivery person on behalf of the

distributor.
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6. The computer system of claim 5, further comprising, prior to receiving the

payment instruction from the merchant mobile device, receiving invoice submission data

from the delivery person’s mobile device using wireless communication, the invoice

submission data indicating that the merchant is to be invoiced in the specified amountfor

the physically delivered goods.

7. The computer system of claim 6, further comprising sending an clectronic

invoice to the merchant’s mobile device in response to receiving a request from the

merchant and in response to receiving the invoice submission data from the delivery

person on behalf of the distributor, the electronic invoice indicating that the merchant

owcs the distributor the specificd amount for the physically delivered goods.

8. The computer system of claim 7, wherein receiving a paymentinstruction

from a merchant mobile device using wireless communication comprises receiving a

payment instruction indicating that the electronic invoice is to be paid from the

merchant’s mobile wallct.

9. The computer system of claim 7, wherein receiving a payment instruction

from the merchant mobile device using wireless communication comprises receiving a

payment instruction indicating that a paper invoice is to be paid from the merchant’s

mobile wallet.

10. The computer system of claim |, further comprising sending the merchant

an additional notification notifying the merchant of a pending delivery.

11. The computer system of claim 10, wherein the additional notification

indicates a delivery date and time window in which the deliver is to occur.

12. The computer system of claim 11, wherein subsequent notifications are

sent to the merchant automatically upon the occurrence of a delay.

13. The computer system of claim 1, further comprising sending the merchant

a real-time inventory adjustments notification that indicates the merchant’s newly

received goods.

14. The computer system of claim 1, further comprising automatically closing

out a merchant accounts receivable (A/R) account upon completion of the transaction.

15. The computer system of claim |, wherein the electronic payment system

utilizes an internal processor to maintain individual merchant mobile wallet balances in

addition to distributor mobile wallet balances.
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16. A mobile payment platform, the mobile payment platform including:

an clectronic payment system, the electronic payment system including

one or more computer storage devices having stored thereon computer executable

instructions representing a payment processor, an invoice processor, a merchant

mobile wallet, and a distributor mobile vault, the distributor mobile vault

including a distributor mobile wallet and distributor invoicing data, the merchant

mobile wallet for a merchant, the distributor mobile vault for a distributor;

a distributor mobile device, the distributor mobile device including one or

more computer storage devices having stored thereon computer executable

instructions representing an invoicing application; and

an merchant mobile device, the merchant mobile device including one or

more computer storage devices having stored thereon computer executable

instructions representing a mobile wallet application; and

whercin the invoice processor is configured to:

receive invoice submission data from the distributor’s mobile

device, the invoice submission data indicating that goods valued at a

specified amount were physically delivered to the merchant;

generate an electronic invoice based on the invoice submission

data;

submit the generated electronic invoice to the merchant’s mobile

device;

record generation of the clectronic invoice in the distributor’s

mobile vault;

receive an indication that an electronic invoice has been paid; and

record the indication that the clectronic invoice has been paid in the

distributor’s mobile vault.

17. The mobile payment platform of claim 16, wherein the payment processor

is configured to:

receive a payment instruction from a merchant, the payment instruction

indicating that a distributor’s invoice for a specified amountis to be paid from the

merchant’s mobile wallet, the invoice being generated for one or more goods

physically delivered from the distributor to the merchant, the merchant and the

distributor both having mobile wallets;
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validate that the merchant’s mobile wallet has a balance of funds sufficient

to pay the amount specified in the invoice;

paid.

18.

debit the merchant’s mobile wallet by the specified amount of funds;

credit the distributor’s mobile wallet by the specified amount of funds; and

send a notification to the distributor indicating that the invoice has been

The mobile payment platform of claim 16, wherein the generated

electronic invoice is submitted to the merchant’s mobile device by a delivery person on

behalfof the distributor.

19. The mobile payment platform of claim 16, the merchant uses the mobile

payment platform for performing at least one of the following in addition to making

payments for received goods: bill payments, remittances, mobile phone airtime top-up

andretail purchases.

20. A mobile paymentplatform, the mobile paymentplatform including:

an electronic payment system, the electronic payment system including

one or more computer storage devices having stored thereon computer executable

instructions representing a payment processor, an invoice processor, a merchant

mobile wallet, and a distributor mobile vault, the distributor mobile vault

including a distributor mobile wallet and distributor invoicing data, the merchant

mobile wallet for a merchant, the distributor mobile vault for a distributor;

a distributor mobile device, the distributor mobile device including one or

more computer storage devices having stored thereon computer cxccutable

instructions representing an invoicing application; and

an merchant mobile device, the merchant mobile device including one or

more computer storage devices having stored thcrcon computer ecxccutable

instructions representing a mobile wallct application; and

wherein the invoice processor is configured to:

receive invoice submission data from the distributor’s mobile

device, the invoice submission data indicating that goods valued at a

specified amount were physically delivered to the merchant;

generate an electronic invoice based on the invoice submission

data;
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submit the generated electronic invoice to the merchant’s mobile

device;

record generation of the electronic invoice in the distributor's

mobile vault;

receive an indication that an electronic invoice has been paid; and

record the indication that the clectronic invoice has been paid in the

distributor’s mobile vault; and

wherein the payment processor is configuredto:

receive a payment instruction from a merchant, the payment instruction

indicating that a distributor’s invoice for a specificd amountis to be paid from the

merchant’s mobile wallet, the invoice being generated for one or more goods

physically delivered from the distributor to the merchant, the merchant and the

distributor both having mobile wallets;

validate that the merchant’s mobile wallct has a balance of funds sufficient

to pay the amountspecified in the invoice;

debit the merchant’s mobile wallet by the specified amountof funds;

credit the distributor’s mobile wallet by the specified amount of funds; and

send a notification to the distributor indicating that the invoice has been

paid.
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cipation in opt-in advertising. A user may opt-in to receive some form of advertising on his or her phone. The advertising may ap -
pear in a mobile wallct application used to pay for goads or services. The advertising may be related to products the user has previ -
ously purchased using the mobile wallet application. An electronic payment systemthat provides the mobile wallet application tracks
and stores items that the user purchases using the mobile wallet. The electronic payment system then analyzes the user's purchasing
habits to identify advertisements and/or promotions that may be of interest to the user. The promotions (such as coupons) may then
be sent to the user's mobile wallet application and applied automatically whenthe user purchasesthat item using the mobile wallet.
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DISRUPTIVELY PRICED OR FREE FINANCTAL SERVICES OR ITEMS

IN EXCHANGEFOR PARTICIPATION IN OPT IN ADVERTISING

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority to and the benefit of U.S. Utility Application

Ser. No. 13/528,720, filed on June 20, 2012, entitled “Disruptively Priced or Free

Financial Services or Items in Exchange for Participation in Opt In Advertising”, and

claims priority to and the benefits of U.S. Provisional Application Ser. No. 61/499,927,

filed on June 22, 2011, entitled "Disruptively Priced or Free Financial Services or Items

in Exchange for Participation in Opt In Advertising", which are incorporated hercin by

reference in their entirety. This application further claims priority to and the benefit of

U.S. Patent Application Ser. No. 13/484,199, entitled “Monetary Transaction System”,

filed on May 30, 2012, which itself claims priority to U.S. Provisional Application Ser.

No. 61/522,099, filed on August 10, 2011, entitled “Mobile Wallct Platform’, and U.S.

Provisional Application Ser. No. 61/493,064, filed on June 3, 2011, entitled “Mobile

Wallet Platform”. Each of the aforementioned applications is incorporated by reference

herein inits entirety.

BACKGROUND

[0002] Mobile phones and other digital devices have become increasingly popular in

recent years. Many mobile device users use their devices to perform countless different

daily tasks. For instance, mobile devices allow users to check email, send and reccive

instant messages, check calendar items, take notes, set up reminders, browse the internet,

play games or perform any numberofdifferent actions using specialized applications or

“apps”. These applications allow mobile deviccs to communicate with other computer

systems and perform a wide varicty of network-connccted tasks previously not possible

with a mobile device.

BRIEF SUMMARY

[8003} Embodiments described herein are directed to providing disruptively priced or

free financial services or items in exchange for participation in opt-in advertising. A user

may opt-in to receive some form of advertising on his or her phone. The advertising may

appear in a mobile wallet application used to pay for goods or services. The advertising
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may be related to products the user has previously purchased using the mobile wallet

application. The user has an account with a mobile payment system that provides the

mobile wallet application. The mobile payment system can provide the user with a variety

of functionality including purchasing items along with one or more of depositing funds,

withdrawing funds, transferring funds, etc. Accordingly, the user can use a digital device

(c.g., a computer or mobile phone) to interact with the clectronic payment system to pay

for goods and/orservices.

{0004} In exchange for a financial benefit, the user opts in to receive advertisements,

coupons, vouchers, promotions, Buy One Get One (“BOGO”) offers or other benefits

from the clectronic payment system. Upon the uscr’s agreement to participate in opt-in

advertising, the electronic payment system may be permitted to store (e.g., by capturing

purchase orders), track, and analyze items that the user purchases through their account

with the electronic payment system. The electronic payment system stores and maintains

a list of a uscr’s purchased items in a data warchousc. The clectronic payment system

then analyzes the user’s purchasing habits to identify advertisements and/or promotions

that may be of interest to the user. The promotions (such as coupons) may then be sent to

the user’s mobile wallet application and applied automatically when the user purchases

that item using the mobile wallet.

[0005} This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is not

intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used as an aid in determining the scope of the claimed subject matter.

[0006} Additional features and advantages will be set forth in the description which

follows, and in part will be apparent to one of ordinary skill in the art from the

description, or may be learned by the practice of the teachings herein. Features and

advantages of embodiments described herein may be realized and obtained by means of

the instruments and combinations particularly pointed out in the appended claims.

Features of the embodiments described herein will become more fully apparent from the

following description and appendedclaims.

BRIEF DESCRIPTION OF THE DRAWINGS

[9007] To further clarify the above and other features of the embodiments described

herein, a more particular description will be rendered by reference to the appended
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drawings. It is appreciated that these drawings depict only examples of the embodiments

described herein and are therefore not to be considered limiting of its scope. The

embodiments will be described and explained with additional specificity and detail

through the use of the accompanying drawings in which:

[0008] Figure 1 illustrates a monetary transaction system architecture in which

embodiments described hercin may operate.

[9009] Figure 2 illustrates an alternate example embodiment of a monetary

transaction system.

[0010] Figures 3A and 3B illustrate example data flows for performing subscriber-to-

subscriber and subscriber-to-non-subscriber cMoncy transfers via a mobile wallct,

respectively.

[0011] Figure 4 illustrates an example data flow for making a retail purchase using a

mobile wallet.

[0012] Figure 5 illustrates a monctary transaction system architecture in which free or

reduced price items may be provided in exchange for opt-in advertising.

(0013) Figure 6 illustrates an example data flow for providing free or reduced price

items in exchange for participation in opt-in advertising.

[0014] Figure 7 illustrates an cxample screcn shot of a mobile wallet application with

opt-in advertisements.

DETAILED DESCRIPTION

[0015] Embodiments described herein are directed to providing disruptively priced or

free financial services or items in exchange for participation in opt-in advertising. A user

may opt-in to receive some form of advertising on his or her phone. The advertising may

appear in a mobile wallet application used to pay for goods or services. The advertising

may be rclated to products the uscr has previously purchased using the mobile wallct

application. The user has an account with a mobile payment system that provides the

mobile wallet application. ‘he mobile payment system can provide the user with a variety

of functionality including purchasing items along with one or more of depositing funds,

withdrawing funds, transferring funds, etc. Accordingly, the user can use a digital device

(e.g., a computer or mobile phone) to interact with the electronic payment system to pay

for goods and/orservices.
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[0016] In exchange for a financial benefit, the user opts in to receive advertisements,

coupons, vouchers, promotions, Buy One Get One (““BOGO”) offers or other bencfits

from the electronic payment system. Upon the user’s agreement to participate in opt-in

advertising, the electronic payment system may be permitted to store (e.g., by capturing

purchase orders), track, and analyze items that the user purchases through their account

with the electronic payment system. The electronic payment system stores and maintains

a list of a user’s purchased items in a data warehouse. The electronic payment system

then analyzes the user’s purchasing habits to identify advertisements and/or promotions

that may be ofinterest to the user. The promotions (such as coupons) may then be sent to

the user’s mobile wallet application and applicd automatically when the uscr purchases

that item using the mobile wallet.

{0017} Embodiments described herein may comprise or utilize a special purpose or

general-purpose computer including computer hardware, such as, for example, one or

more processors and system memory, as discussed in ercater detail bclow. Embodiments

described herein also include physical and other computer-readable media for carrying or

storing computer-executable instructions and/or data structures. Such computer-readable

media can be any available media that can be accessed by a general purposeor special

purpose computcr system. Computcr-rcadable media that store computecr-cxccutable

instructions in the form of data are computer storage media. Computer-readable media

that carry computer-executable instructions are transmission media. Thus, by way of

example, and not limitation, embodiments described herein can comprise at least two

distinctly different kinds of computcr-readable media: computer storage media and

transmission media.

[9018] Computer storage media includes RAM, ROM, EEPROM, CD-ROM,solid

state drives (SSDs) that are based on RAM, Flash memory, phase-change memory

(PCM), or other types of memory, or other optical disk storage, magnetic disk storage or

other magnetic storage devices, or any other medium which can be used to store desired

program code means in the form of computer-executable instructions, data or data

structures and which can be accessed by a general purpose or special purpose computer.

[0019] A “network” is defined as one or more data links and/or data switches that

enable the transport of electronic data between computer systems and/or modules and/or

other electronic devices. When information is transferred or provided over a network

(either hardwired, wireless, or a combination of hardwired or wireless) to a computer, the
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computer properly views the connection as a transmission medium. Transmission media

can include a nctwork which can be used to carry data or desired program cade means in

the form of computer-executable instructions or in the form of data structures and which

can be accessed by a general purpose or special purpose computer. Combinations of the

above should also be included within the scope of computer-readable media.

[0020} Further, upon reaching various computer system components, program codec

means in the form of computer-executable instructions or data structures can be

transferred automatically from transmission media to computer storage media (or vice

versa). For example, computer-executable instructions or data structures received over a

network or data link can be buffercd in RAM within a network intcrfacc module (c.g., a

network interface card or “NIC”’), and then eventually transferred to computer system

RAMand/or to less volatile computer storage media at a computer system. Thus, it

should be understood that computer storage media can be included in computer system

componcnts that also (or even primarily) utilize transmission media.

[0021] Computer-executable (or computer-interpretable) instructions comprise, for

example, instructions which cause a general purpose computer, special purpose computer,

or special purpose processing device to perform a certain function or group of functions.

The computer executable instructions may be, for cxample, binarics, intermediate format

instructions such as assembly language, or even source code. Although the subject matter

has been described in language specific to structural features and/or methodological acts,

it is to be understood that the subject matter defined in the appended claims is not

necessarily limited to the described features or acts described above. Rather, the described

features and acts are disclosed as example forms of implementing the claims.

[0022] Those skilled in the art will appreciate that various embodiments may be

practiced in network computing cnvironments with many types of computcr system

configurations, including personal computers, desktop computers, laptop computers,

message processors, hand-held devices, multi-processor systems, microprocessor-based

or programmable consumer electronics, network PCs, minicomputers, mainframe

computers, mobile telephones, PDAs, tablets, pagers, routers, switches, and the like.

Embodiments described herein may also be practiced in distributed system environments

where local and remote computer systems that are linked (either by hardwired data links,

wireless data links, or by a combination of hardwired and wireless data links) through a

network, each perform tasks (e.g. cloud computing, cloud services and the like). In a

APPL-1002

APPLEINC./ Page 1060 of 1744



APPL-1002 
APPLE INC. / Page 1061 of 1744

WO 2013/009446 6 PCT/US2012/043458

distributed system environment, program modules may be located in both local and

remote memory storage devices.

[0023] In this description and the following claims, “cloud computing”is defined as a

model for enabling on-demand network access to a shared pool of configurable

computing resources (e.g., networks, servers, storage, applications, and services). The

definition of “cloud computing” is not limited to any of the other numcrous advantages

that can be obtained from such a model when properly deployed.

{0024} For instance, cloud computing is currently employed in the marketplace so as

to offer ubiquitous and convenient on-demandaccess to the shared pool of configurable

computing resources. Furthermore, the shared pool of configurable computing rcsourccs

can be rapidly provisioned via virtualization and released with low managementeffort or

service provider interaction, and then scaled accordingly.

[0025] A cloud computing model can be composed of various characteristics such as

on-demand sclf-servicc, broad nctwork access, resource pooling, rapid clasticity,

measured service, and so forth. A cloud computing model may also comein the form of

various service models such as, for example, Software as a Service (“SaaS’’), Platform as

a Service (““PaaS’’), and Infrastructure as a Service (“IaaS”). The cloud computing model

may also be deployed using different deployment modcls such as private cloud,

community cloud, public cloud, hybrid cloud, and so forth. In this description and in the

claims, a “cloud computing environment” is an environment in which cloud computing is

employed.

[0026] Additionally or altcrnatively, the functionally described hercin can be

performed, at least in part, by one or more hardware logic components. For example, and

without limitation, illustrative types of hardware logic components that can be used

include Ficld-programmable Gate Arrays (FPGAs), Program-specific Integrated Circuits

(ASICs), Program-spccific Standard Products (ASSPs), System-on-a-chip systems

(SOCs), Complex Programmable Logic Devices (CPLDs), and other types of

programmable hardware.

{0027} Still further, system architectures described herein can include a plurality of

independent components that each contribute to the functionality of the system as a

whole. This modularity allows for increased flexibility when approaching issues of

platform scalability and, to this end, provides a variety of advantages. System complexity

and growth can be managed more easily through the use of smaller-scale parts with
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limited functional scope. Platform fault tolerance is enhanced through the use of these

loosely coupled modules. Individual components can be grown incrementally as business

needs dictate. Modular development also translates to decreased time to market for new

functionality. New functionality can be added or subtracted without impacting the core

system.

[0028] Various terminology will be used herein to describe the monctary transaction

system (also referred to as a "mobile wallet platform", “mobile wallet program", “mobile

wallet transaction system”, "mobile financial services (mFS) platform" or "electronic

payment system"). The term “agent” is used to refer to an individual with mFS

transaction system tools and training to support specific mFS functions. These mFS

functions include subscriber registration and activation, and the deposit and withdrawal of

funds from the mFStransaction system. Agents are representatives of the mFS transaction

system or "program". Agents can be employeesor contractors of the program provider, or

other companics and organizations that partner with the program provider to provide

these services themselves. Agents may be found in every facet of a typical economy, and

may include large retailers, mobile network operators (MNO)airtime sales agents, gas

stations, kiosks, or other places of business.

[0029] The mobile wallet platform includes a mobile wallet application, web interface

or some other type of functionality that allows the user to interact with the mFS platform

using their mobile device. The mobile wallet application may include a subscriber

identity module (SIM) application, an Unstructured Supplementary Service Data (USSD)

application, a smartphone application, a web application, a mobile web application, a

Wireless Application Protocol (WAP) application, a Java 2 Platform, Micro Edition

(J2ME) application, a tablet application or any other type of application or interface that

provides tools for the agent to register, activate, and offer other services to the mFS

subscriber.

[0030} As used herein, a mobile wallet application is a mobile wallet application

installed on a SIM card. A USSD application 1s an application that implements USSD for

various functionality including prepaid callback service, location-based content services,

menu-based information services and other mobile wallet platform services. A web

application is one that implements or uses the internet to provide mobile wallet platform

functionality. A mobile web application is similar to a web application, but is tailored for

mobile devices. A WAPapplication is one that uses the wireless application protocol to
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communicate with the mobile wallet platform to provide the platform’s functionality. A

J2MEapplication is an application devcloped in Java and is designed to provide mobile

wallet functionality on a variety of different hardware. A tablet application is an

application specifically designed for a touchscreen-based tablet that provides mobile

wallet platform functionality for tablet devices. , and as part of configuring the phone on

the network. Any of these applications (or any combination thereof) may be provided on

the user’s mobile device. This functionality can also be made available on a retail point of

sale (POS) system or website.

[0031] The term “agent administrator" refers to an individual with mFS program tools

and training to administrate the allocation of funds to agent branches (c.g. rctail

locations). As agents perform mFStransactions with subscribers, such as depositing and

withdrawing money, the agents are adding and removing moneyfrom their own accounts.

Anyof the applications referred to above may be configured to provide tools used by the

agent administrator to view the agent company balance, viewthe agent branch balances,

and transfer funds into and out of agent branch mobile wallets. This functionality can also

be made available on a website for easier access.

[0032] In some embodiments, the mFS platform application may utilize triple data

encryption standard (3DES) encryption (or some other type of encryption), encrypted

message signing, and password security on some orall of its communications with the

mFStransaction system in order to ensure that the transactions are properly secured and

authenticated.

[0033] The term "agent branch" refers to any location where an agent provides

support for subscriber services of the mFS platform. Funds are allocated by the agent

administrator from the agent company's main account to each agent branch to fund the

subscriber mFS functions such as depositing or withdrawing cash, in-store purchases,bill

payments, prepaid airtime top-ups and moncytransfers. In some cases, multiple agents

may work in a single branch. However, at least in some cases, monetary funds are

allocated to from the agent company’s main account on a per branchbasis.

[0034} The term "agent branch account balance" refers to the amount of money

residing in a particular agent branch account at a given time. Funds can be deposited into

the branch account by the agent administrator, or the funds can come from participating

in subscriber mFS transactions such as depositing or withdrawing cash from the

subscriber's mobile wallet accounts, or making retail purchases with the mobile wallet.
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[0035] In some embodiments, in countries with more developed economies, it may be

beneficial to usc program-issucd pre-paid debit cards, pre-paid access accounts, stored

value accounts or gift cards to conduct business along with the added convenience of card

processing networks such as Cirrus, STAR, or Visa for POS and automated teller

machine (ATM)functionality. Agents, particularly those in retail outlets and kiosks, can

still support subscribers with deposits, withdrawals, and other transfers, but in this casc

bank external card processors manage the mobile wallet and branch account balances and

provide the real-time transfer of funds.

[0036] The term “agent branch ledger" refers to a written (or electronic) ledger

maintained by the mFS platform. Agent branch transactions are performed on the agent's

and subscriber's mobile phones where an electronic record of the transaction is generated

and stored on the mFS platform. These electronic transactions are then reconciled with

agent branch ledgers to ensure the security and integrity of the transaction. Agent branch

Iedgers are printed or clectronic transaction logs that arc distributed to the agent branch

locations in hard copy form to serve as a backup record to the electronic transactions.

[09037] The term "agent company"refers to a business that registers to participate in

the mFS program as a partner of the mFS program provider or owner. The agent company

has one or more agent branches which conduct mFS business with mFS program

subscribers. In some cases, the agent company may be referred to as a distributor or

retailer.

[0038] The term “agent company account balance" refers to the sum of the funds

deposited at a "partner bank" (defined below) by the agent company to fund the agent

company's daily transactions. The funds in the agent company account are then

distributed to agent branches by the agent company’s agent administrator to conduct

everyday business such as accepting cash deposits and cash withdrawals from mFS

subscribers. This balance is sometimes referred to as the "agent company float".

[0039] An "agent manager” is a supervisor of company agents for a given company.

‘lhe agent manager has the trarning and tools to create, delete or modify agent accounts

for a company, as well as monitor the transactions performed by agents. The agent

manager may have a special application or an increased level of rights to access

applications features not available to other users. The special application is a program

installed on the agent manager's terminal. This application provides the agent manager the

ability to securely perform agent manager functions such as registering and activating
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new agent accounts. The mFS agent manager application may be installed on any

terminal or device. It communicates with the mFS platform using binary and/or text SMS

messages. A wireless service provider or MNO provides the GSM SMS network

infrastructure on which the mFS platform operates.

[0040] As subscribers, agents, and other mFS program participants conduct business

in the mFS program, value is transferred from one account to the next as payment for

services rendered or goods purchased. This value can be in the form of real currency or

the electronic representation referred to herein as eMoney. Among other situations,

eMoney is used in mFS implementations where the real-time processing of financial

transactions including card processing is not practical. The mFS platform utilizes an

internal transaction processor for managing the real-time balance of mobile wallet and

agent accounts as value (eMoney) is transferred from one mobile wallet to another in

paymentfor services.

[0041] The term "mFS program mastcr account" refers to a bank account maintained

by the mFS program partner bank to provide funds and float for the operation of the mFS

platform. Depending on the type of mFS implementation, the master account can include

sub-accounts for each of the agent branches and subscriber mobile wallets, giving the

bank visibility into all transactions on a pcr-uscr basis. The mFS platform can also

manage the balance of sub-accounts and interact with the bank's master account when

funds need to be deposited or withdrawn from the account.

[0042] The term mobile network operator (MNO) refers to a provider of mobile

phone service including basic voicc, SMS, unstructured supplementary service data

(USSD)and data service, and mayalso be referred to as a “wireless service provider".

[0043] The term "mobile wallet" or "mobile wallet account” refers to a stored value

account or prepaid access account (PPA) that allows the owner (or "subscriber") to pay

for goods and services on the mFS platform from his or her mobile wallet account. When

the mFS eMoneytransaction processor 1s used, the mobile wallet balance is maintained

by the mFS platform and value is exchanged within the mFS program as eMoney. When

the mFS platform is integrated to an external card processor, the mobile wallet utilizes

funds from the subscriber's prepaid debit card and bank account to exchange value on the

mFSplatform.

(0044) The term "partner bank" refers to the primary bank participating in the mFS

program. The partner bank is responsible for holding the mFS program master accounts
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that hold the funds for all mFS services and transactions. A "PIN" refers to a numeric

password that may be required to perform atransaction via the mobile wallct application.

[0045] The term "subscriber" refers to a participant of the mFS mobile wallet

platform. The subscriber maintains a mobile wallet balance and performs transactions

using the mFS application. An "unbanked subscriber" is a subscriber that does not have

(or docs not have access to) a bank account or credit union account. The application or

"mobile wallet application" provides mobile wallet functionality to the (unbanked)

subscriber. The mobile wallet application is installed on a mobile device in the device's

memory, on a SIM card (such as a GSM SIM card) or is otherwise accessible to the

mobile device. The mobile wallct application provides the subscriber the ability to

securely perform subscriber functions such as making retail purchases, paying bills, or

transferring money to other mFS subscribers and non-subscribers. The mobile wallet

application communicates with the mFS platform using binary and text SMS messages,

among other forms of wirclcss communication. A wireless service provider or MNO

provides the GSM network infrastructure on which the mFS platform operates.

[0046] Figure 1 illustrates an example system architecture for a mobile wallet

platform. Integration tier 101 is configured to manage mobile wallet sessions and

maintain integrity of financial transactions. Integration ticr 101 can also include a

communication (e.g., Web services) API and/or other communication mechanisms to

accept messages from channels 111. Other mechanisms include, but are not limited to:

International Standards Organization (“ISO”) &583 for Point of Sale (“POS”) and

Automated Tellcr Machines (“ATM”’’) devices and Advanced Message Qucuing Protocol

(“AMQP”’) for queue based interfaces. Each of channels 111 can be integrated to one or

more mechanisms for sending messages to integration tier 101. Notification services 102

is configured to send various notifications through different notification channcls 112,

such as, for cxample, Short Message Pecr-to-Pccr (“SSMP”’) for Short Messaging Servicc

(“SMS”) and Simple Mail Transfer Protocol (‘SMTP’) for emails. Notification services

102 can be configured through a web services API.

[0047] Service connectors 103 are a set of connectors configure to connect to 3rd

party systems 113. Each connector can be a separate module intended to integrate an

external service to the system architecture. Business process services 104 are configured

to implement business workflows, including executing financial transactions, auditing

financial transactions, invoking third-party services, handling errors, and logging platform
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objects. Payment handler 105 is configured to wrap APIs of different payment processors,

such as, for example, banking accounts, credit/debit cards or processor 121. Payment

handler 105 exposes a common API to facilitate interactions with many different kinds of

payment processors.

[0048] Security services 106 are configured to perform subscriber authentication.

Authorization services 107 are configured to perform clicnt authorization, such as, for

example, using a database-based Access Control List (“ACL”’) table.

[0049} Database 108 is configured to manage customer accounts (e.g., storing

customer accounts and properties), manage company accounts (e.g., storing company

accounts and propcertics), manage transaction historics (c.g., storing financial transaction

details), store customerprofiles, storing dictionaries used by the mobile wallet platform,

such as, for example, countries, currencies, etc., and managing money containers. Rules

engine 109 is configured to gather financial transaction statistics and usesthe statistics to

provide transaction propertics, such as, for cxamplc, fecs and bonuses. Rules engine 109

is also configured to enforce business constraints, such as, for example, transactions and

platform license constraints.

[0050] Name matching engine 110 is configured to match different objects according

to specified configuration rules. Matching engine 110 can be use to find similaritics

between names, addresses, etc. Transaction processor 121 is configured to manage

financial accounts and transactions. The transaction processor 121 can be used to hold,

load, withdraw and deposit funds to mobile wallet accounts. Transaction processor 121

can also be used as a common interface to a third party processor system. When uscd as a

common interface, financial operations may be delegated to the external processor. A

Clearing House subsystem of transaction processor 121 can be used to exchange the

financial information with a bank.

[0051] Components of a mobile wallct platform can be connected to one another over

(or be part of) a system bus and/or a network. Networks can include a Local Area

Network ("LAN"), a Wide Area Network (‘WAN’), and even the Internet. Accorindlgy,

components of the mobile wallet platform can be “in the cloud”. As such, mobile wallet

platform components as well as any other connected computer systems and their

components, can create message related data and exchange messagerelated data (e.g.,

Internet Protocol (‘IP’) datagrams and other higher layer protocols that utilize IP

datagrams, such as, Transmission Contral Protocol (“TCP”), Hypertext Transfer Protocol
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(HTTP”), Simple Mail Transfer Protocol (“SMTP”), etc.) over the system bus and/or

network.

[0052] The components depicted in Figure 1 can interoperate to provide a number of

financial and other services including but not limited to enrolling a customer for a mobile

wallet, adding a stored value account (either hosted by a mobile wallet platform or a third

party), adding a bank or credit union account to a mobile wallct, adding a debit or ercdit

card account to a mobile wallet, depositing funds in a mobile wallet, withdrawing funds

from a mobile wallet, paying bills from a mobile wallet, topping up a prepaid mobile

account through a mobile wallet, transferring funds through a mobile wallet (nationally or

internationally), making in-store purchases using a mobile wallet, and various other tasks

as described herein below. These services will be described in greater detail below with

regard to system Figures 1 and 2, as well as Figures 3-19B.

[0053] Figure 2 depicts a monetary transaction system 200 similar to that described in

Figure 1. The monctary transaction system 200 may provide a more simplified system

structure in which each of the above services may be provided. The system includes a

subscriber 205. The subscriber may have access to a bank account, or may be an

unbanked subscriber. The subscriber has a profile 211 with the monetary transaction

system 210. The profilc includes the subscriber's know your customer (KYC)

information, as well as any associated bank accounts, credit union accounts, bill pay

accounts or other accounts. The subscriber has (or has access to) a mobile device 206

such as a phoneortablet. The mobile device runs the mobile wallet application (or mobile

wallct application) 207.

[0054] The subscriber can indicate, using the mobile application 207 which

transaction or other action he or she would like to perform. The indicated transaction 208

is sent to the mobile wallet platform 210 to be carried out by the platform. The transaction

processor 216 (which may be similar to or the same as transaction processor 121 of

Figure 1) performs the transaction(s) specified by the (unbanked) subscriber 205. The

transaction processor may implement various other components to perform the

transaction including memory 217, (wireless) communication module 215, rules engine

210 and/or transaction database 225.

[0055] Performing the specified transactions may include communicating with the

monetary transaction database 225 to determine whether the transaction is permissible

based on data indicated in the unbanked subscriber’s profile (for instance, whether the
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subscriber has enough eMoneyin his or her stored value account, or has enough moneyin

his or her bank account). Rules engine 220 may also be consulted to determine whether

the subscriber has exceeded a specified number of allowed transactions. Then, if funds

are available, and the transaction is otherwise permissible, the monetary transaction

system can transfer money or eMoney 221 to or from an entity such as a user or agent

(c.g. entity 222) to or from an establishment such as aretail store or agent company (c.g.

entity 223).

[0056] In some cases, the monetary transaction system 210 application provides a

web interface that allows subscribers to perform the same functions provided by the

monctary transaction system application. For instance, mobile wallct application 207 may

provide a web interface that allows a user to enroll for a mobile wallet. The web interface

(or the mobile wallet application itself) receives a subscriber-initiated transaction over

one of a plurality of channels (111 from Figure 1) connected to the monetary transaction

system 210. The web interface or mobile wallct application may prompt for and reccive

enrollment information (e.g. KYC information) for the (unbanked) subscriber 205 over at

least one of the plurality of channels (e.g. web, point-of-sale (POS), interactive voice

response (IVR, etc.). The web interface or mobile wallet application may then send

activation instructions over the same or a different channel to activate the (unbankcd)

subscriber 205 and create a subscriber account for the (unbanked) subscriber.

[0037] Once the subscriber has an account, the monetary transaction system generates

a corresponding mobile wallet for the unbanked subscriber (available via the web

interface and/or the mobile wallet application. The system then presents the (unbanked)

subscriber's account data associated with the mobile wallet and/or a notification

indicating that enrollment was successful to the subscriber. Accordingly, the mobile

wallet application or the web intcrfacec may be used to provide user cnrollment

functionality. It should also be understood that cither the mobile wallct application or the

web interface may be used to provide substantially all of the mobile wallet functionality

described herein.

[0058] It should also be noted that the mobile device 206 may be any type of plan-

based phone or tablet, or prepaid phone or tablet. Many subscribers, such as unbanked

subscribers, may primarily use prepaid phones. The mobile wallet application 207 may be

installed on both plan-based phones and prepaid phones. The mobile wallet application

maybe installed on the device's SIM card, or on the device's main memory. Accordingly,
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the monetary transaction system 200 may be accessed and used via substantially any type

ofplan-based or prepaid mobile device.

[0059] The components depicted in Figure | can interoperate to provide a numberof

financial and other services including but not limited to enrolling a customer for a mobile

wallet, adding a stored value account (either hosted by an electronic payment system or a

third party), adding a bank/eredit union account to a mobile wallet, adding a debit/credit

card account to a mobile wallet, depositing funds in a mobile wallet, withdrawing funds

from a mobile wallet, paying bills from a mobile wallet, topping up a prepaid mobile

account through a mobile wallet, transferring funds through a mobile wallet, making in

store purchases from a mobile wallct, or transferring moncy or cMoncy from onc business

account to another business account (i.e. from one business's mobile vault to another

business's mobile vault, as will be shownin Figure 4).

(0060) Figure 3A depicts a subscriber-to-subscriber eMoney transfer. In a merchant

and distributor scenario, cithcr or both of the merchant and the distributor (including any

delivery personnel) may be subscribers. To perform such a transfer, subscriber A (301)

enters some type of identification information identifying subscriber B (e.g. subscriber

B’s phone number) and an amount of money heor she wishesto transfer. The transaction

processor 216 of the monctary transaction system 210 determines if there are sufficicnt

funds to complete the transfer. If sufficient funds are available, the monetary transaction

system 210 decrements subscriber A's account and credits subscriber B’s account (302).

The system then sends some kind of notification (e.g. SMS) to subscriber B indicating

that a certain amount of moncy was transferred to their account. Subscriber A may also

receive a notification that the transfer was successful. Accordingly, eMoney may be

transferred between two mFS platform subscribers, one or both of which may be

unbanked. The monctary transaction system 210 processes the subscribers’ requests,

updates the subscribers’ cMoncy balances, logs the transactions, and scnds transaction

information to a specified bank when needed.

[9061 | Figure 3B ulustrates a  subscriber-to-non-subscriber eMoney_transfer.

Accordingly, as mentioned above,either or both of the merchant and the distributor may

be non-subscribers. In graphic 305, subscriber A wishes to send eMoney to another

individual that is not a subscriber to the mFS platform. The transactionis initiated in the

same fashion as the subscriber-to-subscriber transfer scenario. However, since non-

subscriber B does not have a mobile wallet account, the monetary transaction system 210
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cannot credit them with eMoney. Instead, the monetary transaction system 210 sends a

notification (c.g. via SMS) to non-subscriber B with instructions for how to pick-up the

transferred money, along with an authorization code (306). The monetary transaction

system 210 puts a hold on subscriber A's account for the amounttransferred. Subscriber B

then has a specified number of days to pick up the cash before the hold expires and the

amount is credited back ta subscriber A's cMoncy account by the monctary transaction

system 210.

(0062) When non-subscriber B goes to pick up the money at an agent branch, the

agent branch’s manageror agent verifies the authorization code via an agent manager or

agent mobile wallct application (that, in turn, accesses the mFS platform). Once the

transfer has been validated, the agent gives the cash to non-subscriber B. The agent

branch’s mFS accountis credited with the transfer amount (307) and the user leaves with

the cash in hand (308). The mFS platform processes the transfer request, updates

subscriber A's cMoncy balancc, logs the transaction, and scnds transaction dctails to a

platform-specified bank.

[9063] Figure 4 illustrates a mobile wallet subscriber making a retail purchase.

Mobile wallet subscribers can make retail purchases at agent branchesdirectly from their

mobile devicc. Agent branches, as explained above,are retail stores or other cntitics that

have registered with the mFS system and are able to accept mobile wallet payments.

Accordingly, a subscriber can select the items they wish to purchase, and indicate (via the

mobile wallet application) to the agent branch that they wish to pay for the items. The

mobile wallet application then communicates with the agent branch and the monctary

transaction system to indicate the price of the transaction. The monetary transaction

system 210 then debits the subscriber’s eMoney account (401) and credits the agent

branch’s cMoncy account (402). The agent branch (and/or the agent manager or agent)

receives confirmation that subscriber paid for the purchase. The subscriber may also

receive a summary ofthe retail purchase and may be asked to confirm the purchase by

entering a PIN. ‘The monetary transaction system processes the purchase request, updates

the agent branch and subscriber's eMoney balances, logs the transaction, and sends

transaction details to a mFS platform-specified bank.

[0064] In one embodiment, the monetary transaction system 210 is implemented to

make a purchase from a mobile wallet. The communications module 215 of the monetary

transaction system 210 receives a communication from a subscriber over a
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communication channel 111. The subscriber communication indicates that an unbanked

subscriber 205 desires to purchase an item for a specified amount of funds using a

specified payment method from the unbanked subscriber’s mobile wallet.

[9065] The monetary transaction system 210 then returns a secure, perishable

purchase code to the unbanked subscriber over at least one of the channels connected to

the monctary transaction system and receives a subsequent agent branch communication

over a channel indicating that the purchase code has been presented to an agent (branch).

The monetary transaction system 210 validates the status of the specified payment

method, determines if the specified payment method can accommodate a purchase for the

specified amount, performs a limit check and/or a velocity check on the selected payment

method, debits the specified payment method by the specified amount of funds, returns a

notification to the agent branch authorizing the purchase and sends a receipt to the

unbanked subscriber over a communication channel. The monetary transaction system

210 may thus be used in this manner to make a retail purchase using a mobile wallet.

[0066] Figure 5 depicts a physical environment and corresponding computer system

architecture 500 for providing disruptively priced or free financial services or items in

exchange for participation in opt-in advertising. The environment 500, like the scenarios

described in Figures 3A, 3B and 4, involves the use of a mobile wallet application 511.

The mobile wallet application 511 can be used to provide disruptively priced or free

financial services or items in exchange for participation in opt-in advertising. The mobile

wallet application may be run on any type of digital device including a mobile phone,

tablet, laptop or other digital device. Embodiments include providing digital data (c.g.,

coupons or vouchers) for obtaining disruptively priced or free items (e.g., consumer

goods or groceries) to such digital devices.

[0067} In some embodiments, a uscr has an account with a mobile payment system.

The mobile payment system (c.g. 210 of Figure 2 or 521 of Figure 5) can provide the user

507 with a variety of functionality including purchasing items (see Figure 4), depositing

funds, withdrawing funds, transferring funds (see Figures 3A and 3B), etc. Accordingly,

the user can use a digital device to interact with the electronic payment system 521 to pay

for goods and/orservices.

[0068] In exchange for some type of financial benefit, the user opts in to receive

advertisements. The financial benefits may include coupons, vouchers, promotions, Buy

One Get One (“BOGO”’) offers or any other type of benefit (such as a reducedcost or free
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financial service or good) from the electronic payment system. The benefit may be

targeted to the user based on the user’s age, location or other demographic information, or

based on the user’s past purchases. At least in some embodiments, when the user agrees

to participate in opt-in advertising, the electronic payment system 521 is permitted to

store (e.g., by capturing purchase orders), track, and analyze items that the user purchases

through their account with the electronic payment system. The clectronic payment system

stores and maintains lists of the users’ purchased items in a data warehouse. The

electronic payment system may also store information about the user (anonymous or

otherwise) including age, income level, an indication of whether kids are in the family, or

other information that may be uscful in targeting ads or bencfits to the user.

[0069] The electronic payment system analyzes 534 the users purchasing habits to

identify advertisements and/or promotions that may be of interest to the user. The

advertisements and/or promotions can be for items the user has purchased 503. The

advertisements and/or promotions can also be for items related to items the uscr has

purchase. For example, if user has purchased a particular brand of razor, advertisements

for the brand’s shaving cream can be identified. Advertisements for related items can also

be used for cross-promotion.

[0070} From time to time, at specified intervals, or based on location (c.g., having a

coupon for a merchant this is with a specified proximity) the electronic payment system

sends identified advertisements and/or promotions to the user’s digital device. When

specified advertising thresholds are satisfied (e.g., a specified number and/or type of

advertisements and/or promotionsare presented), the electronic payment system confers a

financial benefit on the user’s account. For example, the electronic payment system can

provide the user’s account with a lowcost(e.g., reduced fee) or free financial service,

such as, for example, one reduced cost bill pay or one free bill pay. Alternately, the

electronic payment system can provide the user’s account with a coupon or voucher for

an item (e.g., an item a user has pre-selected or an item the user has purchased in the

past).

{0071} In some embodiments, a client application for the electronic payment system

runs on the user’s digital device (e.g. mobile wallet application 511). The user interacts

with the electronic payment system through the client application. From a screen of the

client application, the user can agree to accept opt in advertising. Accordingly,

APPL-1002

APPLEINC./ Page 1073 of 1744



APPL-1002 
APPLE INC. / Page 1074 of 1744

WO 2013/009446 19 PCT/US2012/043458

embodiments of the invention essentially permit a user to self-monetize themselves

through their digital device.

[0072] As further depicted im Figure 5, computer architecture 500 includes digital

device 508, retail location 502, and electronic payment system 521. Digital device 508

further includes mobile wallet application 511. Retail location 502 further includes its

own mobile wallet application 512. Electronic payment system 521 includes marketing

module 533, data warehouse 532, advertisements 538, payment processor 522, user

mobile wallet 524 (user 507’s mobile wallet), and merchant mobile wallet 526 (retail

location 502’s mobile wallet).

[0073] Generally, cach company in packaged goods companics 571 (or retailers that

sell the packaged goods or other goods or services) can send advertisement data to

electronic payment system 521. Advertisements 538 represent the collection of

advertisement data sent from packaged goods companies 571. Each company in packaged

goods companics 571 can also submit bencfit rules to clectronic payment system 521.

Benefit rules 578 represent the collection of benefit rules sent from packaged goods

companies 57]. Benefit rules 578 define when a benefit, such as, for example, a free

financial service, a coupon, a promotion, etc, is to be granted to a user of electronic

payment system 521. For example, in response to completing a questionnaire linked to a

product advertisement, a user can be given a coupon for the product or for a related

product.

[0074] In general, user 507 can use mobile wallet application 511 to pay for goods

purchased at retail location 502 (as shown in Figure 4). For cxample, user 507 can usc

mobile wallet application 511 to purchase goods 503. To pay for goods 503, mobile

wallet application 51] can send payment instruction 543 in amount 563 to electronic

payment system 521. Payment processor 522 can reccive payment instruction 543. In

response, payment processor 522 can debit 541 user mobile wallet 524 by amount 563.

Payment processor 522 can also credit 542 merchant mobile wallet 526 by amount 563.

[0075] User 507 can use mobile wallet application 511 to participate in opt-in

advertising. For example, user 507 can use mobile wallet application 511 to send opt-in

544 to electronic payment system 521. Advertising module 533 can receive opt-in 544

and record that mobile wallet application 511 has opted in for advertising. As such, when

user 507 makes a purchase using mobile wallet application 511, a list of purchased items

APPL-1002

APPLEINC./ Page 1074 of 1744



APPL-1002 
APPLE INC. / Page 1075 of 1744

10

15

WO 2013/009446 20 PCT/US2012/043458

is sent to electronic payment system 521. For example, upon purchasing goods 503, item

list 531 is sent to electronic payment system 521 and stored in data warchouse 532.

[0076] Propensity analysis module 534 can analyze user 507’s purchases, including

item list 531. From the analysis, propensity analysis module 534 can identify items or

categories of items user 507 may be interested in. The items can be items user 507 has

purchased in the past (¢.g., an item in goods 503) or items related to items uscr 507 has

purchases in the past. Propensity analysis module 534 can indicate identified items or

categories of items to advertisement identification module 536. These identified items or

categories are items that the user is likely interested in and, as such, may have a

propensity toward buying these items. The propensity analysis module may usc past

purchases, personal preferences, lifestyle or demographic information or other data in the

propensity analysis.

[0077] Advertisement identification module 536 can then select advertisements from

advertisements 538 that correspond to the identified items or catcgorics of items. For

example, advertisement identification module 536 can select advertisement 546 for

presentation at mobile wallet application 511. Advertisement 546 can be an advertisement

for a product made by a company in packaged goods companies 571. Additionally or

alternatively, the advertisement 546 may be created by the merchant and may advertise

products or services sold by that merchant.

[0078] Advertising module 533 can send selected advertisements to mobile wallet

application 511. For example, advertising module 533 can send advertisement 546 (e.g.,

related to an item in goods 503) to mobile wallet application 511. In general,

advertisements can include interactive content. For example, advertisement 546 includes

content 573. Content 573 can be a video, a link to a company website (e.g., for a company

in packaged goods companics 571), a call to action (such as a questionnairc), or somc

other content user 507 can intcract with through digital device 508. User 507 can interact

with content 573, for example, responding to questions in content 573. Advertisement

response 574 can indicate how user 507 has interacted with content 573. In one

embodiment, a call to action may be to post an update on Facebook® or some other

website such as a retail establishment ranking website. If the user makes such a post or

performs someothercall to action, the user may be rewarded with a benefit. That benefit

may be related to the product about which the user posted on the various websites.

APPL-1002

APPLEINC./ Page 1075 of 1744



APPL-1002 
APPLE INC. / Page 1076 of 1744

10

15

WO 2013/009446 21 PCT/US2012/043458

[0079] Based on advertisement response 574, benefit determination module 576 can

determine if a benefit is to be conferred upon user 507. Benefit determination module 576

can refer to benefit rules 578 when making a determination whether or not to confer a

benefit. Thus, when user 507 interacts with advertisement 546 in a specified way (e.g.,

completes a survey, watches a video, etc.), benefit rules 578 can indicate that a company

benefit (c.g., benefit 577) is to be conferred upon user 507. For cxample, bencfit

determination module 576 can confer benefit 577 on user 507. When user 507 receives an

advertisement for a razor, for instance, and answers a questionnaire on howoften they

shave, a razor manufacture can give user 507 a coupon for reduced cost or free razor

blades.

[0080] When a benefit is to be conferred on a user, the benefit can be stored in the

user’s brand locker. For example, benefit determination module 576 can store benefit 577

in brand locker 572 (part of user mobile wallet 524). Benefit 577 can be a coupon, a

reduced cost or free financial service, a voucher, a promotion,a free bill pay, ctc.

[9081] Benefit determination module 576 can also track aggregate statistics, such as,

for example, specified number and/or type of advertisements received, for advertisements

presented at mobile wallet application 511. Benefits can also be conferred upon users

based on the aggregate statistics. For example, benefit determination module 576 can

confer a benefit upon user 507 in response to twenty advertisements being presented at

mobile wallet application 511. Thus, conferred benefits can be company-specified

benefits or can be electronic payment system-specified benefits. Electronic payment

system 521 can notify a uscr when a bencfit is conferred. For cxample, clectronic

payment system 521 can send benefit notification 547 to mobile wallet application 511 to

indicate benefit 577 being stored in brand locker 572.

[0082] When user 507 makes subsequent purchases through user mobile wallet 524,

electronic payment system 521 can automatically check brand locker 572 for benefits

related to any purchases items. If benefits for an item are identified, user 507 can be

notified through mobile wallet application 511. In some cases, if benefits are identified,

those benefits can be applied automatically when the user purchases that item or service.

Thus, if the benefit is a coupon or a buy one get one free offer, that benefit may be

applied automatically when the user uses his or her mobile wallet application 511 to

purchase that item. Accordingly, embodiments of the invention permit user 507 to self

monetize digital device 508 through agreeing to participate in opt-in advertising.
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[0083] Although not depicted, various other modules from the architecture of Figures

1 or 2 can also be included electronic payment system 521. The modules expressly

depicted in Figure 5 can interoperate with these other modules as appropriate to facilitate

desired functionality.

[0084] In one embodiment, as shown in Figure 6, a method 600 for providing reduced

cost or free services or goods in exchange for participation in opt-in advertising is

described. This method is further described in conjunction with the electronic payment

system 521 of Figure 5, as well as the example screenshot of a mobile wallet application

711 illustrated in Figure 7.

[0085] Mcthod 600 includes recciving an indication that uscr 507 is opting in to

receive opt-in advertising from electronic payment system 521 in exchange for a reduced

cost or free financial service (step 610). The user has a mobile wallet account 524 with

the electronic payment system 521. Next, method 600 includes receiving a list of one or

morc items 531 that the uscr has purchased using the mobile wallct account 524 (step

620) and analyzing 534 the list of items to identify items or item categories in which the

user may be interested (and which the user may have a propensity toward buying) (step

630). Method 600 further includes selecting one or more advertisements 546 based on the

identified items or item categorics (step 640) and sending the selected advertisements to

mobile wallet application 511 (whichis tied to the user's mobile wallet account 524) for

use by the user (step 650). Method 600 then includes determining that the user’s

interactions 574 with the selected advertisements 543 warrant conferring a benefit 577 to

the uscr 507 (step 660), where the bencfit is sclected from among a reduced cost or free

financial service, a coupon, a voucher, and a buy one get one free offer, and then

conferring the selected benefit 577 upon the user by sending the benefit to the user's

mobile wallet application 511 (step 670).

[0086] After the bencfit has been conferred upon the uscr, the user may usec the

benefit when purchasing a corresponding product or service. Accordingly, as shown in

Figure 7, for example, if Ad 1 or Ad 2 (701) shows a name brand diaper and the user

interacts with the ad in some way, the company that produces the diaper may send a

coupon or other benefit to the user’s mobile wallet 511. Then, when the user1s at a retail

location (e.g. 502), the user may purchase that name brand diaper using their mobile

wallet (e.g. using the “Purchases” button 706). The coupon or other benefit sent by the

diaper producer will be automatically applied at checkout, such that the user obtains the
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diapers for a discounted price. Many different coupons or other benefits may be stored in

the user’s brand locker 572, and cach of these may be applicd automatically when the

electronic payment system 521 determines that the user is purchasing that product or

service.

[0087] Still further, as mentioned above, the user may use their mobile wallet

application 711 to perform other tasks such as adding airtime to their phone (702), paying

a bill (703), sending money to another party (704), transferring money (705) or

withdrawing money (707) at an agent branch, for example. Many other functions may be

provided by the mobile wallet application. As such, buttons 702-707 are merely examples

of possible buttons. Morcover, the look and fecl of mobile wallct application 711 may be

as illustrated in Figure 7, or may be substantially different, or may be modified by the

user. Accordingly, the layout shown in Figure 7 is just one example of a possible button

and advertisement layout. Many such layouts are possible, and may be different for each

phoneordigital device.

[0088] Thus, using the electronic payment system 521, a user may opt in to receive

opt-in advertising. Then, after receiving that advertising (and possibly after interacting

with it), the user may be conferred a benefit. This benefit may be used to receive reduced

cost or free financial services or goods. The benefit may be applicd automatically as the

user is purchasing that good orservice.

[0089] Embodiments of the invention can adhere to Know Your Customer (KYC)

rules in the US by performing CustomerIdentification Program (CIP) checks as required

by the Bank Secrecy Act and US PATRIOT Act. A minimum amount of information can

be gathered about a customer, such as, for example, First Name, Last Name, Date of

Buth, Government ID Type, Government ID Number, Address. The CIP processes are

designed to validate customer identity against government blacklists and assists in the

prevention of moncy laundcring and terrorist financing. A combination of non-

documentary and documentary verification can be used to ensure beyond a reasonable

doubt the identity of the customer.

{0090} Non-Documentary Verification can occur through the presentment of the

information that was collected from the user to an external third party, such as, for

example, Lexis Nexis. Documentary Verification can occur if non-documentary

verification fails, then the user is asked to present an unexpired government ID. Various

differ forms of identification including Driver’s license, Passport, Alien identification
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(e.g., green card or work visa), and Mexican Consular identification card, can be

accepted.

[0091] Embodiments of the invention can perform Anti-Money Laundering (AML)

and Combating the Financing of Terrorism (CFT) checks. AML and CFT checks can be

performed using transaction monitoring methods to flag names and_suspicious

transactions for further investigation. The electronic payment system can perform AML

and CFT checkson all electronic financial transactions to ensure that electronic funds are

not being used for money laundering or terrorism. Transaction limits can be placed on

user accounts. The transaction limits are fully configurable for each particular use case,

channel and payment method that allows maximum flexibility to restrict higher risk usc

cases. Velocity checks can also be performed. Velocity Checks ensure that subscribers are

not abusing the electronic payment system within the allowable limits.

[0092] The present invention may be embodied in other specific forms without

departing from its spirit or csscntial charactcristics. The described cmbodimentsare to be

considered in all respects only as illustrative and not restrictive. The scope of the

invention is, therefore, indicated by the appended claims rather than by the foregoing

description. All changes which come within the meaning and range of equivalency of the

claims are to be cmbraced within their scope.
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CLAIMS

Whatis claimed:

1, A computer system comprising the following:

one or more processors;

system memory;

one or more computer-readable storage media having stored thercon computcr-

executable instructions that, when executed by the one or more processors, cause the

computing system to perform a method for providing a reduced cost or free financial

service in exchange for participation in opt-in advertising, the method comprising the

following:

receiving an indication that a user is opting in to receive opt-in advertising

from an electronic payment system in exchange for a reduced cost or free

financial service or good, the user having a mobile wallet account with the

clectronic payment system;

receiving a list of one or more items that the user has purchased using the

mobile wallet account;

analyzing the list of items to identify items or item categories in which the

uscr may be interested;

selecting one or more advertisements based on the identified items or item

categories;

sending the selected advertisements to a mobile wallet application for the

uscr that is ticd to the uscr's mobile wallet account;

determining that the user’s interactions with the selected advertisements

warrant conferring a benefit to the user, the benefit being selected from among a

reduced cost or free financial service or good, a coupon, a voucher, and a buy onc

get one free offer; and

conferring the selected benefit upon the user by sending the benefit to the

user's mobile wallet application.

2. The computer system of claim 1, further comprising:

recording an indication that the benefit was conferred to the user such that

the benefit can be used for subsequently purchased items; and

indicating that the benefit 1s available to the user by sending a message to

the mobile wallet application for the user.
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3. The computer system of claim 2, wherein recording an indication that the

benefit was conferred to the user compriscs storing the bencfit in a brand locker

associated with the user’s mobile wallet account.

4. The computer system of claim 2, wherein recording an indication that the

benefit was conferred to the user comprises recording a benefit defined by a producer of a

product in an advertisement sent to the mobile wallct application.

5. The computer system of claim 1, wherein recording an indication that the

benefit was conferred to the user comprises recording a benefit defined the electronic

payment system.

6. The computer system of claim 1 wherein determining when the uscr’s

interactions with the selected advertisements warrants conferring a benefit to the user

comprises determining that a benefit is to be conferred on the user based on the user

participating in a call to action contained in the content of the advertisement.

7. The computer system of claim 1, whercin the clectronic payment system is

wirelessly connected to a plurality of mobile telephones their corresponding mobile

wallet users.

8. The computer system of claim 1, wherein the mobile wallet application is

running on a digital device.

9. The computer system of claim 3, wherein the digital device is a mobile

telephone.

10. The computer system of claim 1, wherein the received list of one or more

items is analyzed along with onc or morcother items previously purchased by the user to

determine items or item categories in which the user may be interested.

1]. The computer system of claim 1, further comprising receiving an

indication that the user has redeemed the conferred benefit.

12. The computer system of claim 11, wherein the conferred benefit comprises

a coupon for a specified item and wherein the coupon is applied automatically as the user

pays for the specified item using the mobile wallet application.

13. A computer system comprising the following:

one or more processors;

system memory;

one or more computer-readable storage media having stored thereon computer-

executable instructions that, when executed by the one or more processors, cause the
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computing system to perform a method for redeeming a benefit received for participation

in opt-in advertising, the method comprising the following:

receiving a first indication from a user's mobile wallet that a user is

attempting to pay for a good or service using a mobile wallet application;

validating the user's mobile wallet account to ensure that the user's mobile

wallet account has sufficient funds to pay for the specified goad or service;

receiving a second indication from the user's mobile wallet application that

a specified benefit is to be applied for the purchase of the good orservice;

determining that the specified benefit applies to the indicated good or

service; and

applying the specified benefit to the indicated good or service, such that

the user purchases the indicated good or service at a price reduced by the amount

of the benefit.

14. The computer system of claim 13, wherein the specificd bencfit is applicd

automatically as the user purchases the indicated good using the mobile wallet

application.

15. The computer system of claim 13, further comprising sending a

notification to the user indicating that the specified benefit was applicd to the purchase of

the indicated good.

16. The computer system of claim 13, further comprising sending a

notification to the producer of the good indicating the benefit was applied to the purchase

ofproduccr’s good.

17. The computer system of claim 16, wherein the producer of the good

provides an additional benefit to the user for purchasing the producer’s goods.

18. The computer system of claim 17, wherein the additional bencfit is stored

in a brand lockerin the user’s mobile wallet application.

19, A computer system comprising the following:

one or more processors;

system memory;

one or more computer-readable storage media having stored thereon computer-

executable instructions that, when executed by the one or more processors, cause the

computing system to perform a method for redeeming a coupon received for participation

in opt-in advertising, the method comprising the following:
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receiving a first indication from a user's mobile wallet that a user is

attempting to pay for a good orservice using a mobile wallet application;

validating the user's mobile wallet account to ensure that the user's mobile

wallet account has sufficient funds to pay for the specified good or service:

5 receiving a second indication from the user's mobile wallet application that

the couponis to be applicd for the purchase of the good or service;

determining that the coupon applies to the indicated good or service; and

applying the coupon to the indicated good or service, such that the user

purchases the indicated good or service at a price reduced by the amountof the

10 coupon.

20. The computer system of claim 19, wherein coupons stored in the user’s

brand locker are automatically applied when purchasing the coupon’s corresponding

productor service.

15
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system subscribers and other cntitics. In one scenario, the monctary transaction system includes a mobile device that runs a monctary
transaction system application. The monetary transaction system also includes a subscriber that has a profile with the system. The
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MONETARY TRANSACTION SYSTEM

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority to and the benefit of U.S. Utility Application

Ser. No. 13/484,199, filed on May 30, 2012, entitled “Monetary Transaction System”,

and also claims priority to and the benefit of U.S. Provisional Application Ser. No.

61/522,099, filed on August 10, 2011, entitled “Mobile Wallet Platform”, and also

claims priority to and the benefit of U.S. Provisional Application Ser. No. 61/493,064,

filed on June 3, 2011, entitled ““Mobile Wallet Platform”. All of the aforementioned

provisional applications are incorporated by reference in their entirety herein.

BACKGROUND

Mobile phones and other digital devices have becomeincreasingly popular in

recent years. Many mobile device users use their devices to perform countless

different daily tasks. For instance, mobile devices allow users to check email, send

and receive instant messages, check calendar items, take notes, set up reminders,

browse the internet, play games or perform any number of different things using

specialized applications or ‘apps’. These applications allow mobile devices to

communicate with other computer systems and perform a wide variety of network-

connected tasks previously not possible with a mobile device.

BRIEF SUMMARY

Embodiments described herein are directed to monetary transaction system for

conducting monetary transactions between transaction system subscribers and other

entities. In one embodiment, the monetary transaction system includes a mobile

device configured to run a monetary transaction system application. The monetary

transaction system also includes a monctary transaction system subscriber that has a

profile with the system. The subscriber indicates, via the monctary transaction system

application, one or morc spccificd transactions that arc to be performed using the

monctary transaction system. The system furthcr includes a monctary transaction

system processor that performs the transactions specified by the subscriber.

Performing these transactions includes communicating with a monetary transaction
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database to determine whether the transaction is permissible based on data indicated

in the subscriber’s profile.

The monetary transaction system also includes at least one entity that is to be

involved in the specified transaction, where the entity has a profile with the monetary

transaction system. This entity may be a person, a retail store, an agent or other entity.

The subscriber may have access to a bank account, or may be an "unbanked user" that

does not have access to a bank account. Each of the terms included above will be

described in greater detail below in conjunction with the drawings.

The monetary transaction system may be used for many different tasks

including enrolling a customer for a mobile wallet, adding a stored value account

(either hosted by a mobile wallet platform or a third party), adding a bank or credit

union account to a mobile wallet, adding a debit or credit card account to a mobile

wallet, depositing funds in a mobile wallet, withdrawing funds from a mobile wallet,

paying bills from a mobile wallet, topping up a prepaid mobile account through a

mobile wallet, transferring funds through a mobile wallet (nationally or

internationally), making in-store purchases using a mobile wallet, and various other

tasks as described herein below.

This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is

not intended to identify key features or essential features of the claimed subject

matter, nor is it intended to be used as an aid in determining the scope ofthe claimed

subject matter.

Additional features and advantages will be set forth in the description which

follows, and in part will be apparent to one of ordinary skill in the art from the

description, or may be learned by the practice of the teachings herein. Features and

advantages of embodiments described herein may be realized and obtained by means

of the instruments and combinations particularly pointed out in the appended claims.

Features of the embodiments described herein will become more fully apparent from

the following description and appendedclaims.

BRIEF DESCRIPTION OF THE DRAWINGS

To further clarify the above and other features of the embodiments described

herein, a more particular description will be rendered by reference to the appended
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drawings. It is appreciated that these drawings depict only examples of the

embodiments described herein and are therefore not to be considered limiting ofits

scope. The embodiments will be described and explained with additional specificity

and detail through the use of the accompanying drawings in which:

Figure 1 illustrates a monetary transaction system architecture in which

embodiments described herein may operate.

Figure 2 illustrates an alternate example embodiment of a monetary

transaction system.

Figure 3 illustrates an example data flow for performing a subscriber deposit

via a mobile wallet.

Figure 4 illustrates an example data flow for performing a subscriber

withdrawal via a mobile wallet.

Figures 5A and SBillustrate example data flows for performing subscriber-to-

subscriber and subscriber-to-non-subscriber eMoney transfers via a mobile wallet,

respectively.

Figures 6A and 6Billustrate example data flows for performing subscriber-to-

subscriber and subscriber-to-non-subscriber international eMoney transfers via a

mobile wallet, respectively.

Figure 7 illustrates an example data flow for performing a subscriber airtime

purchase via a mobile wallet.

Figure & illustrates an example data flow for performing a subscriber-initiated

bill pay via a mobile wallet.

Figure 9 illustrates an example data flow for performing a subscriber-initiated

retail purchase via a mobile wallet.

Figures 1OA and 10B illustrate example data flows for requesting and

repaying micro-loans via a mobile wallet, respectively.

Figure 11A illustrates an cxample data flowof a subscriber recciving a direct

deposit via a mobile wallet.

Figure 11B illustrates an cxample data flow of a subscriber recciving a

governmental welfarc payment via a mobile wallet.

Tigure 12A illustrates an example data flow of an agent administrator

distributing eMoney via a mobile wallet.
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Figure 12B illustrates an example data flow of an agent company making a

deposit using a mobile wallct.

Figure 13 illustrates an example data flow of an agent company making a

withdrawal using a mobile wallet.

Figure 14 illustrates an example data flow of a subscriber making a deposit at

an agent branch using a mobile wallet.

Figure 15 illustrates an example data flow of a subscriber making a deposit

with a non-agent using a mobile wallet.

Figure 16 illustrates an example data flow of a subscriber making a

withdrawal with an agent using a mobile wallet.

Figure 17A illustrates an example data flow of a subscriber making a

withdrawal from an ATMusing a mobile wallet.

Figure 17B illustrates an example data flow of a subscriber-to-subscriber

moneytransfer using a mobile wallet.

Figure 17C illustrates an example data flowof a subscriber-to-non-subscriber

money transfer using a mobile wallet.

Figure 18A illustrates an example data flow of a subscriber-to-subscriber

international money transfer using a mobile wallet.

Figure 18B illustrates an example data flowof a subscriber-to-non-subscriber

international money transfer using a mobile wallet.

Figure 19A illustrates an example data flow of a subscriber-to-subscriber

international money transfer using a mobile wallet.

Figure 19B illustrates an example data flow of a non-subscriber-to-subscriber

international money transfer using a mobile wallet.

DETAILED DESCRIPTION

Embodiments described herein are directed to monctarytransaction system for

conducting monctary transactions between transaction system subscribers and other

entitics. In onc cmbodiment, the monctary transaction system includes a mobilc

device configured to run a monctary transaction system application. The monctary

transaction system also includes a monetary transaction system subscriber that has a

profile with the system. The subscriber indicates, via the monetary transaction system

application, one or more specified transactions that are to be performed using the
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monetary transaction system. The system further includes a monetary transaction

system proccssor that performs the transactions specificd by the subscriber.

Performing these transactions includes communicating with a monetary transaction

database to determine whether the transaction is permissible based on data indicated

in the subscriber’s profile.

The monetary transaction system also includes at least one entity that is to be

involved in the specified transaction, where the entity has a profile with the monetary

transaction system. This entity may be a person, a retail store, an agent or other entity.

The subscriber may have access to a bank account, or may be an “unbanked user" that

does not have access to a bank account. Each of the terms included above will be

described in greater detail below in conjunction with the drawings.

The monetary transaction system may be used for many different tasks

including enrolling a customer for a mobile wallet, adding a stored value account

(either hosted by a mobile wallet platform or a third party), adding a bank or credit

union account to a mobile wallet, adding a debit or credit card account to a mobile

wallet, depositing funds in a mobile wallet, withdrawing funds from a mobile wallet,

paying bills from a mobile wallet, topping up a prepaid mobile account through a

mobile wallet, transferring funds through a mobile wallet (nationally or

internationally), making in-store purchases using a mobile wallet, and various other

tasks as described herein below.

The following discussion now refers to a number of methods and methodsteps

or acts that may be performed. It should be noted, that although the method steps may

be discussed in a certain orderorillustrated in a flowchart as occurring in a particular

order, no particular ordering is necessarily required unless specifically stated, or

required because a step is dependent on another step being completed prior to the step

being performed.

Embodiments of the mobile transaction system or "mobile wallet platform"

described hercin may comprise or utilize a special purpose or gencral-purposc

computer including computer hardware, such as, for cxample, onc or more processors

and system memory, as discussed in greater detail below. Embodiments described

herein also include physical and other computer-readable media for carrying or

storing computer-executable instructions and/or data structures. Such computer-

readable media can be any available media that can be accessed by a general purpose
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or special purpose computer system. Computer-readable media that store computer-

executable instructions in the form of data are computer storage media. Computer-

readable media that carry computer-executable instructions are transmission media.

Thus, by way of example, and not limitation, embodiments described herein can

comprise at least two distinctly different kinds of computer-readable media: computer

storage media and transmission media.

Computer storage media includes RAM, ROM, EEPROM, CD-ROM,solid

state drives (SSDs) that are based on RAM, Flash memory, phase-change memory

(PCM), or other types of memory,or other optical disk storape, magnetic disk storage

or other magnetic storage devices, or any other medium which can be used to store

desired program code means in the form of computer-executable instructions, data or

data structures and which can be accessed by a general purpose or special purpose

computer.
3°

A “network” is defined as one or more data links and/or data switches that

enable the transport of electronic data between computer systems and/or modules

and/or other electronic devices. When information is transferred or provided over a

network (cither hardwired, wireless, or a combination of hardwired or wireless) to a

computer, the computer properly views the connection as a transmission medium.

Transmission media can include a network which can be used to carry data or desired

program code meansin the form of computer-executable instructions or in the form of

data structures and which can be accessed by a general purpose or special purpose

computer. Combinations of the above should also be included within the scope of

computer-readable media.

Further, upon reaching various computer system components, program code

means in the form of computer-executable instructions or data structures can be

transferred automatically from transmission media to computer storage media (or vice

versa), For cxample, computer-cxecutable instructions or data structures reccived

over a network or data link can be buffered in RAM within a network interface

module (c.g., a network interface card or “NIC”), and then eventually transferred to

computer system RAM and/or to lcss volatile computcr storage media at a computcr

system. Thus, it should be understood that computer storage media can be included in

computer system components that also (or even primarily) utilize transmission media.
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Computer-executable (or computer-interpretable) instructions comprise, for

example, instructions which causc a gencral purpasc computer, special purpose

computer, or special purpose processing device to perform a certain function or group

of functions. The computer executable instructions may be, for example, binaries,

intermediate format instructions such as assembly language, or even source code.

Although the subject matter has been described in language specific to structural

features and/or methodological acts, it is to be understood that the subject matter

defined in the appended claims is not necessarily limited to the described features or

acts described above. Rather, the described features and acts are disclosed as example

forms of implementing the claims.

Those skilled in the art will appreciate that various embodiments may be

practiced in network computing environments with many types of computer system

configurations, including personal computers, desktop computers, laptop computers,

message processors, hand-held devices, multi-processor systems, microprocessor-

based or programmable consumer electronics, network PCs, minicomputers,

mainframe computers, mobile telephones, PDAs, tablets, pagers, routers, switches,

and the like. Embodiments described herein may also be practiced in distributed

system environments where local and remote computer systemsthat are linked (either

by hardwired data links, wireless data links, or by a combination of hardwired and

wireless data links) through a network, each perform tasks (e.g. cloud computing,

cloud services and the like). In a distributed system environment, program modules

may belocated in both local and remote memory storage devices.

In this description and the following claims, “cloud computing” is defined as a

model for enabling on-demand network access to a shared pool of configurable

computing resources (e.g., networks, servers, storage, applications, and services). The

definition of “cloud computing” is not limited to any of the other numerous

advantages that can be obtained from such a model when properly deployed.

For instance, cloud computing is currently cmployed in the marketplace so as

to offer ubiquitous and convenicnt on-demand access to the shared pool of

configurable computing resources. Furthermore, the shared pool of configurable

computing resources can be rapidly provisioned via virtualization and released with

low management effort or service provider interaction, and then scaled accordingly.
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A cloud computing model can be composed of various characteristics such as

on-demand sclf-service, broad network access, resource pooling, rapid clasticity,

measured service, and so forth. A cloud computing model mayalso come in the form

of various service models such as, for example, Software as a Service (“SaaS”),

Platform as a Service (“PaaS”), and Infrastructure as a Service (“TaaS”). The cloud

computing model may also be deployed using different deployment models such as

private cloud, community cloud, public cloud, hybrid cloud, and so forth. In this

description and in the claims, a “cloud computing environment” is an environment in

which cloud computing is employed.

Additionally or alternatively, the functionally described herein can be

performed, at least in part, by one or more hardware logic components. For example,

and without limitation, illustrative types of hardware logic components that can be

used include Field-programmable Gate Arrays (FPGAs), Program-specific Integrated

Circuits (ASICs), Program-specific Standard Products (ASSPs), System-on-a-chip

systems (SOCs), Complex Programmable Logic Devices (CPLDs), and other types of

programmable hardware.

Still further, system architectures described herein can include a plurality of

independent components that each contribute to the functionality of the system as a

whole. This modularity allows for increased flexibility when approaching issues of

platform scalability and, to this end, provides a variety of advantages. System

complexity and growth can be managed more easily through the use of smaller-scale

parts with limited. functional scope. Platform fault tolerance is enhanced through the

use of these loosely coupled modules. Individual components can be grown

incrementally as business needs dictate. Modular development also translates to

decreased time to market for new functionality. New functionality can be added or

subtracted without impacting the core system.

Various terminology will be used herein to describe the monctary transaction

system (also referred to as a "mobile wallct platform", "mobile wallct program" or

“mobile wallet transaction system’). The term “agent”is used to refer to an individual

with mobile financial scrviccs (mFS) transaction system tools and training to support

specific mI'S functions. These mI’S functions include subscriber registration and

activation, and the deposit and withdrawal of funds from the mF5transaction system.

Agents are representatives of the mFStransaction system or "program". Agents can be
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employees or contractors of the program provider, or other companies and

organizations that partner with the program provider to provide these services

themselves. Agents may be found in every facet of a typical economy, and may

include large retailers, mobile network operators (MNO) airtime sales agents, gas

stations, kiosks, or other places ofbusiness.

The mobile wallet platform includes a mobile wallet application, web interface

or some other type of functionality that allows the user to interact with the mFS

platform using their mobile device. The mobile wallet application may include a

subscriber identity module (SIM)application, an Unstructured Supplementary Service

Data (USSD)application, a smartphone application, a web application, a mobile web

application, a Wireless Application Protocol (WAP) application, a Java 2 Platform,

Micro Edition (J2ME) application, a tablet application or any other type of application

or interface that provides tools for the agent to register, activate, and offer other

services to the mFS subscriber.

As used herein, a mobile wallet application is a mobile wallet application

installed on a SIM card. A USSD application ts an application that implements USSD

for various functionality including prepaid callback service, location-based content

services, menu-based information services and other mobile wallet platform services.

A web application is one that implements or uses the internet to provide mobile wallet

platform functionality. A mobile web application is sunilar to a web application, but

is tailored for mobile devices. A WAP application is one that uses the wireless

application protocol to communicate with the mobile wallet platform to provide the

platform’s functionality. A J2ME application is an application developed in Java and

is designed to provide mobile wallet functionality on a variety of different hardware.

A tablet application is an application specifically designed for a touchscreen-based

tablet that provides mobile wallet platform functionality for tablet devices, and as part

of configuring the phone on the network. Any of these applications (or any

combination thercof) may be provided on the uscr’s mobile device. ‘his functionality

can also be made available on a retail point of sale (POS) system or websitc.

The term "agent administrator" refers to an individual with mFS program tools

and training to administrate the allocation of funds to agent branches (e.g. retail

locations). As agents perform mFS transactions with subscribers, such as depositing

and withdrawing money, the agents are adding and removing money from their own
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accounts. If there are insufficient funds in the agent's account to complete a

transaction, additional moncy will necd to be transferred from the agent company's

master account to that agent branch account to cover that transaction. An agent

administrator is responsible for these funds transfers. Any of the applications referred

to above may be configured to provide tools used by the agent administrator to view

the agent company balance, view the agent branch balances, and transfer funds into

and out of agent branch mobile wallets. This functionality can also be made available

on a website for easier access.

The term "agent administrator mobile wallet application" refers to a software

program or application installed on the agent administrator's terminal in the agent

administrator's mobile device (such as a mobile phone or tablet). This software

application provides the agent administrator the ability to securely perform agent

administrator functions such as querying the agent company account balance or

transferring funds into and out of agent branch accounts. The agent administrator's

mobile wallet application may be installed on a global system for mobile

communications (GSM) SIM card (or on any other type of SIM card), and may be

accessed using a GSM mobile phone. The agent administrator’s application may also

be installed on a code division multiple access (CDMA) mobile phone, a 3G, 4G, 4G

LTE (Long Term Evolution) or other wireless carrier standard. The application may,

additionally or alternatively, be installed directly on the agent administrator's mobile

device. The application communicates with the mFS transaction system using binary

and/or text short message service (SMS) messages. A wireless service provider or

MNOprovides the GSM SMSnetwork infrastructure on which the mFS platform

operates.

In some embodiments, the mFS platform application may utilize triple data

encryption standard (3DES) encryption (or some other type of encryption), encrypted

message signing, and password security on someorall of its communications with the

mFS transaction system in order to cnsure that the transactions arc properly secured

and authenticated.

The term “agent branch" refers to any location where an agent provides

support for subscriber services of the mlI'S platform. Fundsare allocated by the agent

administrator from the agent company's main account to each agent branch to fund the

subscriber mFS functions such as depositing or withdrawing cash, in-store purchases,
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bill payments, prepaid airtime top-ups and money transfers. In some cases, multiple

agents may work in a single branch. However, at least in some cases, monctary funds

are allocated to from the agent company's main account on a per branch basis.

The term "agent branch account balance" refers to the amount of money

residing in a particular agent branch account at a given time. Funds can be deposited

into the branch account by the agent administrator, or the funds can come from

participating in subscriber mFS transactions such as depositing or withdrawing cash

from the subscriber's mobile wallet accounts, or making retail purchases with the

mobile wallet.

Each agent branch is to maintain a balance in their branch account. This

applies more strongly in countries where mFS program and financial services

infrastructure is still developing. In cases where real-time processing of financial

transactions including card processing is not practical, subscribers leverage the

applications on their mobile phones to submit transactions and conduct business with

retailers, businesses, and other subscribers. The mFS platform manages the balance of

mobile wallet accounts for each subscriber as value is transferred from one mobile

wallet to another (e.g. from a subscriber's mobile wallet to an agent's mobile wallet in

payment for goods or services). This value is referred to herein as "eMoney".

As subscribers conduct business with mFS agents, they deposit or withdraw

cash from their mobile wallet accounts. Virtual or eMoney credits are transferred

between the subscriber's mobile wallet account and the agent branch's account as a

form of currency to support the transaction. As agents accept cash into their cash

register by mFS subscribers, they transfer the equivalent amount of eMoneycredits

into the mFS subscriber's mobile wallet account. For instance, if an mFS subscriber

gives an mFS agent $10 to deposit into the subscriber's mobile wallet account, the

agent would place the cash into his register and transfer $10 from the agent branch's

cMoncy accountinto the subscriber's mobile wallet account. While the agent acquired

$10 in his register, he transferred out $10 of cMoncy credits from his branch cMoncy

account.

In some embodiments, in countrics with more developed cconomics, it may be

beneficial to use program-issued pre-paid debit cards, pre-paid access accounts, stored

value accounts or gift cards to conduct business along with the added convenience of

card processing networks such as Cirrus, STAR,or Visa for POS and automatedteller
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machine (ATM)functionality. Agents, particularly those in retail outlets and kiosks,

can still support subscribers with deposits, withdrawals, and othcr transfers, but in this

case bank external card processors manage the mobile wallet and branch account

balances and provide the real-time transfer of funds.

The term “agent branch ledger" refers to a written (or electronic) ledger

maintained by the mFS platform. Agent branch transactions are performed on the

agent's and subscriber's mobile phones where an electronic record of the transaction is

generated and stored on the mFS platform. These electronic transactions are then

reconciled with agent branch ledgers to ensure the security and integrity of the

transaction. Agent branch ledgers are printed or electronic transaction logs that are

distributed to the agent branch locations in hard copy form to serve as a backup record

to the electronic transactions.

The term "agent company"refers to a business that registers to participate in

the mFS program as a partner of the mFS program provider or owner. The agent

company has one or more agent branches which conduct mFS business with mFS

program subscribers. In some cases, the agent company may be referred to as a

distributor or retailer.

The term “agent company account balance" refers to the sum of the funds

deposited at a "partner bank" (defined below) by the agent companyto fund the agent

company's daily transactions. The funds in the agent company account are then

distributed to agent branches by the agent company’s agent administrator to conduct

everyday business such as accepting cash deposits and cash withdrawals from mFS

subscribers. This balance is sometimesreferred to as the “agent companyfloat".

An “agent manager" is a supervisor of company agents for a given company.

The agent manager has the training and tools to create, delete or modify agent

accounts for a company, as well as monitor the transactions performed by agents. The

agent manager may havea special application or an increased Icvel of rights to access

applications fcaturcs not available to other users. ‘The special application is a program

installed on the agent manager's terminal. This application provides the agent manager

the ability to securely perform agent manager functions such as registcring and

activating new agent accounts.

The mFS agent manager application may be installed on any terminal or

device. It communicates with the mFS platform using binary and/or text SMS
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messages. A wireless service provider or MNO provides the GSM SMS network

infrastructure on which the mFS platform operates. The mFS platform mobile wallet

applications may utilize 3DES encryption (or any other type of encryption), encrypted

message signing, and password security on someorall of its communications with the

mFS platform in order to ensure that the transactions are properly secured and

authenticated.

The term "agent application" refers to an application that providesall the tools

necessary for an agent to register, activate, and offer other services to the mFS

subscriber. The agent application is a program installed on the agent's SIM card or

otherwise installed in the agent's mobile device's memory. This application provides

the agent the ability to securely perform agent functions such as registering and

activating new subscribers and depositing and withdrawing funds from mobile wallet

accounts. The mFS agent application may be installed on a GSM SIM card or mobile

phone and may be accessed using a GSM or CDMA mobile phone. A wireless service

provider or MNOprovides the data and SMS network infrastructure on which the

mFSplatform operates.

The terms “mFS platform", “mobile wallet platform" and “monetary

transaction system" refer to an overall platform or ecosystem of different components

that work together to provide the various functions described herein on a globalscale.

At least some of the various logic components include the following: the application.

The "mobile wallet application" or "mFS application" manages the processing of

incoming transactions regardless of their source. The application handles end-user

authentication, transaction processing, subscriber profile management, and further

manages interactions betweenthe various platform components.

The mFSplatform further includes a transaction processor. This componentis

used when the mFS application is implemented in a country where real-time

processing of financial transactions is not practical (or not possible). The transaction

processor manages the balance of mobile wallct accounts, agent accounts, and the

accounts of any other program participant. The transaction processor handles balance

inquirics, credits, debits, and transaction roll-backs.

The mlI'S platform further includes a rules engine that manages and applies the

rules and policy that are defined for transactions as they are processed on the mFS

platform. Rules impact transaction fees, limits, velocity limits, and commissions as
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well as program actor roles and permissions. Rules can be customized for each

implementation. The mFS platform also includes an integration interface that

manages the integration and interaction between external systems(i.e. external to the

mFS platform) and the mFS platform. Connectivity to the wireless service provider's

pre-paid airtime billing platform and the program partner bank, for example, are

managed by the integration interface.

The mFSplatform further includes a transaction database that stores the data

that supports the mFS platform. This includes subscriber profiles and subscription

data, transaction data and logs, and application configuration and run-time data,

among other types of data. Another component of the mFS platform is a handset

support service that interfaces with the wireless service provider's SMS network to

allow communication between the mobile wallet applications and the back-office

systems via SMS messaging or some other form of data transfer. Still further, another

component of the mFS platform is a web component that provides a web interface to

the mFS program participants that allows the subscriber to perform the same functions

in the web interface that they would have available through their applications.

The term "bill pay company"refers to a business that signs-up to participate in

the mFS transaction system. As a participant in the mFS transaction system, the

company accepts payment from mFS mobile wallet accounts, either in the form of

eMoneyorthrough periodic settlements.

At least in some embodiments, financial transactions that take place in the

mFS mobile wallet platform are funded through pre-paid mobile wallet accounts.

Mobile wallet platform subscribers can deposit cash into their mobile wallet account

through a process referred to herein as 'cash-in'. The cash-in process is supported by

mFSagents at agent branch locations. The agent accepts the cash from the subscriber

and transfers the equivalent amount of eMoney to the subscriber's mobile wallet

account. This proccssis similar to withdrawing cash from a bank account.

As mentioned above, in some cmbodiments, financial transactions that take

place in the mobile wallet platform are funded through pre-paid mobile wallet

accounts. Mobile wallet platform subscribers can withdraw cash from their mobile

wallet account through a process known as "“cash-out". The cash-out process is

supported by mFS agents at agent branch locations. The subscriber transfers eMoney
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from their mobile wallet account to the agent's eMoney account. Upon receiving the

cMoncy, the agent gives the subscriber cash from their branch cash register.

Accounts managed on the mFS platform by the mFS eMoney transaction

processor maintain the mobile wallet balance of mFS program participants including

subscribers, agent branches, agent companies, and non-agent companies. eMoney is

moved between Mobile Wallet accounts by the transaction processor based on mFS

transaction processing. Only when transactions involving cash (i.e. depositing or

withdrawing funds from the mFS program) or the movement of money from mFS

participants to non-mFS program participants are funds moved from the master bank
accounts.

As subscribers, agents, and other mFS program participants conduct business

in the mFS program,value is transferred from one account to the next as paymentfor

services rendered or goods purchased. This value can be in the form of real currency

or the electronic representation referred. to herein as eMoney.

Among other situations, eMoney is used in mFS implementations where the

real-time processing of financial transactions including card processing is not

practical. The mFS platform utilizes an internal transaction processor for managing

the real-time balance of mobile wallet and agent accounts as value (eMoney) is

transferred from one mobile wallet to another in paymentfor services.

As subscribers conduct business with mFS agents, they deposit or withdraw

cash from their mobile wallet accounts. Virtual or eMoney credits are transferred

between the subscriber mobile wallet accounts and the agent branch accounts as a

form of currency to support the transaction. As agents accept cash into their cash

register by mFS subscribers, they transfer the equivalent amount of eMoney credits

into the mFS subscriber's mobile wallet account. For example, if an mFS subscriber

gives an mFS agent $10 to deposit into the subscriber's mobile wallet account, the

agent would place the cash into his or her register, and transfer $10 from the agent

branch cMoncy account into the subscriber's mobile wallct account. While the agent

acquired $10 in his or her register, the agent transferred-out $10 of cMoncy credits

from his or her branch cMoncy account. This will be explained in greater detail

below.

In some embodiments, employers may wish to participate in the mFS program

by allowing the direct deposit of paychecks into subscribers' mobile wallet accounts.
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Accordingly, each payday, the user's pay is directly transferred to the subscribers'

mobile wallet.

The term "know your customer" or "KYC" refers to information collected

about an individual that identifies that individual. Such information is used to

establish a mobile wallet account with the mobile wallet platform. Regulatory

requirements in some countries require that new bank account creation must be

preceded by a display of a valid government ID. These KYC regulations may vary

from country to country. Accordingly, different KYC information may be requested

from subscribers in different countries in order to establish a mobile wallet account.

The term micro-finance institution (MFDrefers to a lender that issues small

loans. MFIs participating in the mFS program lend to mFS program subscribers and

accept loan repayment either in the form of eMoney or settlements with the mFS

platform provider.

The term "mFS program”, like the term “mFS platform" refers to the

ecosystem of companies, service providers, and subscribers that participate in

providing mobile financial services to their customers. In some embodiments, there

may be one mFS program implementation per country. Each program includes a

program owner and operator, a program platform, a partner wireless services provider

or MNO,and a partner bank.

The term “mFS program master account” refers to a bank account maintained

by the mFS program partner bank to provide funds and float for the operation of the

mFSplatform. Depending on the type of mFS implementation, the master account can

include sub-accounts for each of the agent branches and subscriber mobile wallets,

giving the bank visibility into all transactions on a per-user basis. The mFS platform

can also manage the balance of sub-accounts and interact with the bank's master

account when funds need to be deposited or withdrawn from the account.

The term mobile nctwork operator (MNO) refers to a provider of mobilc

phone service including basic voicc, SMS, unstructurcd supplementary service data

(USSD)and data service, and mayalso be referred to as a "wireless service provider".

The term "mobile wallet" or "mobilc wallet account" refers to a stored valuc

account or prepaid access account (PPA) that allows the owner (or "subscriber") to

pay for goods and services on the mFS platform from his or her mobile wallet

account. When the mFS eMoney transaction processor is used, the mobile wallet
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balance is maintained by the mFS platform and value is exchanged within the mFS

program as cMoncy. When the mFS platform is integrated to an external card

processor, the mobile wallet utilizes funds from the subscriber's prepaid debit card

and bank account to exchange value on the mFS platform.

The term "non-agent company” refers to a mFS program participant who

accepts payments from mFS subscribers but does not provide the same services as

mFS agent companies. Payment is accepted either in the form of eMoney or through

periodic settlements with the mFS platform provider. Examples of non-agent

companiesinclude bill pay providers and micro-finance lenders.

The term "non-mFS subscribers" refers to unregistered users that participates

in various use cases in the mFS program. Non-mF%Ssubscribers can send money to or

receive money from mFS subscribers through interaction with the mFS program

agents or with international remittance providers.

The term "partner bank" refers to the primary bank participating in the mFS

program. The partner bank is responsible for holding the mFS program master

accounts that hold the funds for all mFS services and transactions. A "PIN" refers to a

numeric password that may be required to perform a transaction via the mobile wallet

application. A "transaction processor" refers to an application or service that manages

the mFS program account balances. The transaction processor determines the amount

of funds or eMoneyis in a particular account at any given time, and manages account

balances. Mobile transaction system requests to credit, debit, or view the balance of a

particular mobile wallet or program account are handled by the transaction processor

(in conjunction with other components of the mobile wallet platform).

The term "sub-accounts" refers to accounts that are maintained within the mFS

platform or by an external card processor. A partner bank may elect to maintain a

separate bank account for each subscriber and/or agent branch, or a single master

account may be cstablished that contains the funds for all of the subscriber mobilc

wallct and agent branch accounts (at lcast within a country or othcr gcographical

region). The balance of cach individual uscr may be managed by the mFStransaction

processor.

When using a master account, the bank is involved only in transactions that

require the movementof funds external to the mFS program. For example, subscriber

cash-in and cash-out transactions involve the addition and removal of cash from the
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mFS program and would consequently include a deposit or withdrawal from the

master account. Retail purchascs from participating mFS program retailers or the

exchange of funds between mFS subscribers results in no net change in the mFS

program balance and thus do not require involvementby the partner bank.

The term "subscriber" refers to a participant of the mFS mobile wallet

platform. The subscriber maintains a mobile wallet balance and performstransactions

using the mFS application. An “unbanked subscriber" is a subscriber that does not

have (or does not have access to) a bank account or credit union account. The

application or "mobile wallet application" provides mobile wallet functionality to the

(unbanked) subscriber. The mobile wallet application is installed on a mobile device

in the device's memory, on a SIM card (such as a GSM SIMcard) or is otherwise

accessible to the mobile device. The mobile wallet application provides the subscriber

the ability to securely perform subscriber functions such as making retail purchases,

paying bills, or transferring money to other mFS subscribers and non-subscribers. The

mobile wallet application communicates with the mFS platform using binary and text

SMS messages, among other forms of wireless communication. A wireless service

provider or MNO provides the GSM network infrastructure on which the mFS

platform operates.

Figure 1 illustrates an example system architecture for a mobile wallet

platform. Integration tier 101 is configured to manage mobile wallet sessions and

maintain integrity of financial transactions. Integration tier 101 can also include a

communication (e.g., Web services) API and/or other communication mechanisms to

accept messages from channels 111. Other mechanismsinclude, but are not limited to:

International Standards Organization (“ISO”) 8583 for Point of Sale (“POS”) and

Automated Teller Machines (“ATM”) devices and Advanced Message Queuing

Protocol (“AMQP’’) for queue based interfaces. Each of channels 111 can be

integrated to one or more mechanisms for sending messages to integration ticr 101.

Notification scrviccs 102 is configured to scnd various notifications through different

notification channels 112, such as, for cxample, Short Mcssage Pccr-to-Pecr

(SSMP’”) for Short Messaging Service (‘SMS’) and Simple Mail Transfer Protocol

(“SMTP”) for emails. Notification services 102 can be configured through a web

services API.
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Service connectors 103 are a set of connectors configure to connect to 3rd

party systems 113. Each connector can be a separate module intended to integrate an

external service to the system architecture. Business process services 104 are

configured to implement business workflows, including executing financial

transactions, auditing financial transactions, invoking third-party services, handling

errors, and logging platform objects. Payment handler 105 is configured to wrap APIs

of different payment processors, such as, for example, banking accounts, credit/debit

cards or processor 121. Payment handler 105 exposes a common APIto facilitate

interactions with many different kinds of payment processors.

Security services 106 are configured to perform subscriber authentication.

Authorization services 107 are configured to perform client authorization, such as, for

example, using a database-based Access Control List (“ACL”) table.

Database 108 is configured to manage customer accounts (e.g., storing

customer accounts and properties), manage company accounts (e.g., storing company

accounts and properties), manage transaction histories (e.g., storing financial

transaction details), store customer profiles, storing dictionaries used by the mobile

wallet platform, such as, for example, countries, currencies, etc., and managing

money containers. Rules engine 109 is configured to gather financial transaction

statistics and uses the statistics to provide transaction properties, such as, for example,

fees and bonuses. Rules engine 109 is also configured to enforce business constraints,

such as, for example, transactions and platform license constraints.

Name matching engine 110 is configured to match different objects according

to specified configuration rules. Matching engine 110 can be use to find similarities

between names, addresses, etc. Transaction processor 121 is configured to manage

financial accounts and transactions. The transaction processor 121 can be used to

hold, load, withdraw and deposit funds to mobile wallet accounts. Transaction

processor 121 can also be used as a common interface to a third party processor

system. When uscd as a commoninterface, financial operations may be delegated to

the cxternal processor. A Clearing House subsystem of transaction processor 121 can

be used to exchange the financial information with a bank.

Components of a mobile wallet platform can be connected to one another over

(or be part of) a system bus and/or a network. Networks can include a Local Area

Network ("LAN"), a Wide Area Network (“WAN”), and even the Internet.
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Accorindlgy, components of the mobile wallet platform can be “in the cloud”. As

such, mobile wallet platform components as well as any other connected computer

systems and their components, can create message related data and exchange message

related data (e.g., Internet Protocol (‘IP’) datagrams and other higher layer protocols

that utilize IP datagrams, such as, Transmission Control Protocol (“TCP”), Hypertext

Transfer Protocol (“HTTP”), Simple Mail Transfer Protocol (“SMTP”), etc.) over the

system bus and/or network.

The components depicted in Figure 1 can interoperate to provide a number of

financial and other services including but not limited to enrolling a customer for a

mobile wallet, adding a stored value account (cither hosted by a mobile wallet

platform or a third party), adding a bank or credit union account to a mobile wallet,

adding a debit or credit card account to a mobile wallet, depositing funds in a mobile

wallet, withdrawing funds from a mobile wallet, paying bills from a mobile wallet,

topping up a prepaid mobile account through a mobile wallet, transferring funds

through a mobile wallet (nationally or internationally), making in-store purchases

using a mobile wallet, and various other tasks as described herein below. These

services will be described in greater detail below with regard to system Figures | and

2, as well as Figures 3-19B.

Figure 2 depicts a monetary transaction system 200 similar to that described in

Figure 1. The monetary transaction system 200 may provide a more simplified system

structure in which each of the above services may be provided. The system includes a

subscriber 205. The subscriber may have access to a bank account, or may be an

unbanked subscriber. The subscriber has a profile 211 with the monetary transaction

system 210. The profile includes the subscriber's KYC information, as well as any

associated bank accounts, credit union accounts, bill pay accounts or other accounts.

The subscriber has (or has access to} a mobile device 206 such as a phoneor tablet.

The mobile device runs the mobile wallet application (or mobile wallet application)

207.

The subscriber can indicatc, using the mobile application 207 which

transaction or other action he or she would like to perform. The indicated transaction

208 is sent to the mobile wallet platform 210 to be carried out by the platform. The

transaction processor 216 (which may be similar to or the same as transaction

processor 121 of Figure 1) performs the transaction(s) specified by the (unbanked)
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subscriber 205. The transaction processor may implement various other components

to perform the transaction including memory 217, (wireless) communication module

215, rules engine 210 and/or transaction database 225.

Performing the specified transactions may include communicating with the

monetary transaction database 225 to determine whether the transaction is permissible

based on data indicated in the unbanked subscriber’s profile (for instance, whether the

subscriber has enough eMoneyin his or her stored value account, or has enough

money in his or her bank account). Rules engine 220 mayalso be consulted to

determine whether the subscriber has exceeded a specified number of allowed

transactions. Then, if funds are available, and the transaction is otherwise permissible,

the monetary transaction system can transfer money or eMoney 221 to or from an

entity such as a user or agent (e.g. entity 222) to or from an establishment such as a

retail store or agent company(e.g. entity 223).

In some cases, the monetary transaction system 210 application provides a

web interface that allows subscribers to perform the same functions provided by the

monetary transaction system application. For instance, mobile wallet application 207

may provide a web interface that allows a user to enroll for a mobile wallet. The web

interface (or the mobile wallet application itself) receives a subscriber-initiated

transaction over one of a plurality of channels (111 from Figure 1) connected to the

monetary transaction system 210. The web interface or mobile wallet application may

prompt for and receive enrollment information (c.g. KYC information) for the

(unbanked) subscriber 205 over at least one of the plurality of channels (e.g. web,

point-of-sale (POS), interactive voice response (IVR, etc.). The web interface or

mobile wallet application may then send activation instructions over the same or a

different channel to activate the (unbanked) subscriber 205 and create a subscriber

account for the (unbanked) subscriber.

Oncc the subscriber has an account, the monctary transaction system gencratcs

a corresponding mobile wallct for the unbanked subscriber (available via the web

interfacc and/or the mobile wallet application. The system then presents the

(unbanked) subscriber's account data associated with the mobile wallet and/or a

notification indicating that enrollment was successful to the subscriber. Accordingly,

the mobile wallet application or the web interface may be used to provide user

enrollment functionality. It should also be understood that either the mobile wallet
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application or the web interface may be used to provide substantially all of the mobile

wallet functionality described hercin.

It should also be noted that the mobile device 206 may be any type of plan-

based phoneor tablet, or prepaid phone or tablet. Many subscribers, such as unbanked

subscribers, may primarily use prepaid phones. The mobile wallet application 207

may be installed on both plan-based phones and prepaid phones. The mobile wallet

application may be installed on the device's SIM card, or on the device's main

memory. Accordingly, the monetary transaction system 200 may be accessed and

used via substantially any type of plan-based or prepaid mobile device.

Figure 3 showsthree different graphics (301-303) and corresponding method

steps (310-370) that illustrate an unbanked subscriber making a deposit using a

mobile wallet (and, by extension, using the mobile wallet transaction system 210). In

at least some of the embodiments described below, the actions of each participant are

shown and described. This will also, at least in some embodiments, include an

illustration of money flow throughout the mobile wallet transaction system. In the

graphics, various terms are used as follows: $C = Cash Balance and $E = Electronic

Money (eMoney) Balance.

At graphic 301, it is assumed that the unbanked subscriber (e.g. 205) has

already registered and activated an eMoney accountat an agent branch location (e.g. a

retail store, gas station, or other location that has registered to be an agent branch). To

deposit cash in order to get eMoneycredit, the subscriber informs the agent manager

or agent that they want to deposit a certain amount of cash (in 301). The agent

manager/agent takes the cash and notifies the mobile wallet transaction system of the

deposit using their agent manager or agent application (302). The transaction system

210 then credits the subscriber's eMoney account (303). Accordingly, any location

that has registered to accept eWoney payments from subscribers' mobile wallets can

also accept cash deposits. The agent branch's cMoncy balance is reduced because

their actual moncy balance was increased by the amount of the deposit. The

subscriber's mobile wallct account is credited with cMoncy in the amount of the

deposit. In this manner, a subscriber can deposit cash into their mobile wallct account

(in the form of eMoney)at any retail location or other agent branchlocation.

Thus, the agent manager receives the physical cash deposit into the

subscriber's eMoney account via the agent manager or agent's application. The
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subscriber gives cash to agent manager or agent, and the mFS platform processes the

request, updates the agent branch and subscriber's cMoncy balances, logs the

transaction, and sends details (such as eMoney account balances, transaction logs,

etc.) to bank specified by the mobile wallet platform. These details may be sent

instantaneously as transactions occur, or in batches at pre-determinedintervals.

In one embodiment, the monetary transaction system 210 of Figure 2 is

implemented to deposit funds at an agent branch using a mobile wallet. The monetary

transaction system 210 receives communication from an agent branch over one of a

plurality of channels (e.g. 111) connected to the monetary transaction system (step

310). The agent communication indicates that the unbanked subscriber 205 desires to

deposit a specified amount of funds into the unbanked subscriber's mobile wallet

account. The transaction processor 216 then validates the status of the unbanked

subscriber's mobile wallet account (step 320) and determines if the agent branch is

authorized to receive deposited money (i.c. determine if it has pre-registered as an

official agent branch) (step 330).

The monetary transaction system may then use rules engine 220 to perform a

limit check (to determine whether sufficient funds are available) and/or a velocity

check (to determine whether the user has exceeded a specified number of (hourly,

daily, or weekly) transactions) on the unbanked subscriber's mobile wallet account

(step 340). The transaction system then credits the unbanked subscriber's mobile

wallet account with the specified amount of funds (step 350) and returns a notification

to the agent branch confirming the deposit (step 360) and returns another notification

to the subscriber notifying the subscriber that the specified amount of funds was

deposited in the their mobile wallet account (step 370). Any of channels 111 may be

used to perform these communications.

Figure 4 showsthree different graphics (401-403) and corresponding method

steps (410-490) that illustrate an unbanked subscriber making a withdrawal using a

mobile wallct (and, by cxtcnsion, using the mobile wallct transaction system 210). As

above, the terms in the graphics include “$C” representing cash balance and “$E”

representing cMoncybalance.

To withdraw cash at an agent branch, a subscriber submits a withdrawal

request using their application (401). The subscriber may also enter information about

the agent branch (e.g. name of establishment, name of agent, location or other
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information) that allows the monetary transaction system 210 to identify the agent

branch. The transaction proccssor 216 may then determine whether the unbanked

subscriber has enough eMoney to withdraw the requested amount. If he or she does

have enough eMoney, then the subscriber’s eMoney is deducted and that amountis

transferred to the agent branch’s eMoney account (402). Then, the agent branch gives

the subscriber the requested amount of cash (403). In this manner, any entity that has

established itself as an agent branch (including retail stores, gas stations, service

providers, etc.) can provide cash withdrawal to a mobile wallet subscriber (whether

banked or unbanked). The agent’s or agent manager’s role is to verify the withdrawal

request (e.g. via SMS on the agent’s or agent manager's phone) and gives the cash to

subscriber. The subscriber requests cash withdrawal from agent branch's eMoney

account via the application, and receives physical cash from agent manager/agent.

The mobile wallet platform processes the request, updates the agent branch’s and

subscriber's eMoney balances, logs the transaction, and sends transaction details to a

specified bank at pre-determinedintervals.

In one embodiment, the monetary transaction system 210 is implemented to

withdraw funds at an agent branch using a mobile wallet. The communication module

215 receives a communication from an unbanked subscriber over one ofa plurality of

channels 111 connected to the monetary transaction system 210 (step 410). The

communication indicates that the unbanked subscriber 205 desires to withdraw a

specified amount of funds from the unbanked subscriber's mobile wallet account at

the agent branch. The monetary transaction system 210 validates the status of the

unbanked subscriber's mobile wallet account (step 420) and determines if the balance

of the unbanked subscriber's mobile wallet account ts sufficient to accommodate the

requested withdrawal for the specified amount of funds (step 430).

The transaction processor 216 performs one or more ofa limit check (to verify

sufficient funds) and a velocity check (to verify the subscribcr hasn’t exceeded

specified transfer limits) on the unbanked subscriber's mobile wallet account (step

440). The monctary transaction system 210 then returns a sccure, perishable

withdrawal codc to the subscriber 205 over at Icast onc of the plurality of channcls

111 connected to the monetary transaction system (step 450). The monetary

transaction system 210 receives subsequent agent branch communication overat least

one of the plurality of channels connected to the monetary transaction system
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indicating that the withdrawal code has been presented to the agent branch (step 460).

The monctary transaction system 210 then debits the unbanked subscriber's mobile

wallet account by the specified amount of funds (step 470), returns a notification to

the agent branch confirming the withdrawal (step 480) and notifies the subscriber that

the specified amount of funds was withdrawn from the unbanked subscriber's mobile

wallet account over at least one of the channels 111 connected to the monetary

transaction system (step 490). Accordingly, the monetary transaction system 210 may

be used to allow subscribers to withdraw cash using their mobile wallet applications

at any store or other entity registered as an agent branch.

Figure 5A depicts a subscriber-to-subscriber eMoneytransfer. To perform

such a transfer, subscriber A (501) enters some type of identification information

identifying subscriber B (e.g. subscriber B’s phone number) and an amount of money

he or she wishes to transfer. The transaction processor 216 of the monetary

transaction system 210 determines if there are sufficient funds to complete the

transfer. If sufficient funds are available, the monetary transaction system 210

decrements subscriber A's account and credits subscriber B’s account (502). The

system then sends some kind ofnotification (e.g. SMS) to subscriber B indicating that

a certain amount of money was transferred to their account. Subscriber A may also

teceive a notification that the transfer was successful. Accordingly, eMoney may be

transferred between two mFS platform subscribers, one or both of which may be

unbanked. The monetarytransaction system 210 processes the subscribers’ requests,

updates the subscribers’ eMoney balances, logs the transactions, and sends transaction

information to a specified bank when needed.

Figure 5B illustrates a subscriber-to-non-subscriber eMoney transfer. In

graphic 505, subscriber A wishes to send eMoney to another individual that is not a

subscriber to the mFS platform. The transaction is initiated in the same fashion as the

subscriber-to-subscriber transfer scenario. However, since non-subscriber B docs not

have a mobile wallet account, the monctary transaction system 210 cannot credit them

with cMoncy. Instcad, the monctary transaction system 210 sends a notification (c.g.

via SMS) to non-subscriber B with instructions for how to pick-up the transferred

money, along with an authorization code (506). The monetary transaction system 210

puts a hold on subscriber A's account for the amount transferred. Subscriber B then

has a specified number of days to pick up the cash before the hold expires and the
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amount is credited back to subscriber A's eMoney account by the monetary

transaction system 210.

When non-subscriber B goes to pick up the money at an agent branch, the

agent branch’s manager or agent verifies the authorization code via an agent manager

or agent mobile wallet application (that, in turn, accesses the mFS platform). Once the

transfer has been validated, the agent gives the cash to non-subscriber B. The agent

branch’s mFS accountis credited with the transfer amount (507) and the user leaves

with the cash in hand (508). The mFS platform processes the transfer request, updates

subscriber A's eMoney balance, logs the transaction, and sendstransaction details to a

platform-specified bank.

Figure 6A illustrates a subscriber-to-subscriber international eMoney transfer.

This embodiment is, at least in some respects, similar to sending eMoney to an mFS

subscriber domestically. In this case the monetary transaction system 210 leverages

one or more existing international money transfer organizations or “remittance

companies” such as MoneyGram®), In some embodiments, MoneyGram® is pre-

integrated to the monetary transaction system 210, but other international money

transfer organizations may also be used. Still further, at least in some embodiments,

subscriber B may need to have an eMoney account with a foreign mFS program that

is also affiliated with MoneyGram® or another international money transfer

organization.

In Figure 6A, subscriber A initiates the international eMoneytransfer at 601,

the international money transfer organization (e.g. MoneyGram®) transfers the

eMoneyto subscriber B at 602 and subscriber B’s eMoneybalanceis increased by the

transferred amount. Thus, subscriber A requests to send eMoney from his or her

eMoney account via the mobile wallet application. The eMoneyis transferred using

an international money transfer organization, and subscriber B receives a notification

{that may, for cxample, include a reference number, among other information) that

their cMoncy balance has increased by the transfcr amount. ‘The monctary transfer

system 210 processes subscriber A’s request, updates subscriber A's and subscriber

B's eMoncy balances, logs the transaction, and send transaction details to a mFS

platform-specified bank.

Figure 6B illustrates a subscriber-to-non-subscriber international eMoney

transfer. In this illustration, subscriber A wishes to send cash to subscriber B who is
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not an mFS program subscriber. Similar to the scenario described in Figure 6A, the

monetary transaction system 210 leverages various intcrnational moncy transfer

organizations or remittance companies such as MoneyGram®to transfer the eMoney.

Subscriber A initiates a typical eMoney transfer at 605 by providing non-subscriber

B’s identification information, as well as the amount to be transferred. The Monetary

transaction system 210 recognizes the eMoneytransfer is not destined for a domestic

phone numberand routes the request to the international money transfer organization

(e.g. MoneyGram®) (606).

The international money transfer organization sends non-subscriber B a

notification (e.g. via SMS) with instructions for how and where to pick up the money

(in embodiments where MoneyGram® transfers the eMoney, the notification may

include a MoneyGram®reference number (MGRN)) (607). Non-subscriber B can

then show the MGRN to an agent at an agent branch (608) and then receive the cash

(609). The monetary transaction system 210 then decrements subscriber A's eMoney

account for the transferred amount. The monetary transfer system 210 thus processes

subscriber A’s transfer request, updates subscriber A's eMoney balance, logs the

transaction, and sends transaction detail to a platform-specified bank. It should also be

noted that an mFS subscriber may also receive money in a foreign country from either

a subscriber or a non-subscriber in a similar manner.

Figure 7 illustrates a subscriber purchasing airtime using a mobile wallet.

Mobile wallet platform subscribers may buy airtime by using their mobile wallet

application 207. The monetary transaction system 210 will reload their airtime

account within the mobile network operator’s (MNO's) systems. The subscriber

requests to purchase airtime by entering the request via the mobile wallet application

or via a mobile wallet web interface. The monetary transaction system 210 then

decrements the subscriber's eMoney account (701), while crediting the mFS

platform’s cMoncy account (702). The purchased airtime is then added to the

subscribecr’s airtime balance (703). ‘he monctary transaction system 210 processes

the subscriber’s request, updates the subscriber's cMoncy balances as well as its own

cMoncybalance, logs the transaction, and sends transaction detail to a mFS platform-

specified bank.

In one embodiment, the monetary transaction system 210 is implemented to

top up a prepaid mobile account from a mobile wallet. The communication module
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215 of the monetary transaction system 210 receives a subscriber communication over

one of aplurality of channels 111 connected to the monctary transaction system (step

710). The subscriber communication indicates that an unbanked subscriber 205

desires to top up a prepaid mobile account by a specified amount using a specified

payment method from the unbanked subscriber's mobile wallet. The transaction

processor 216 validates the status of the selected payment method (step 720) and

performs a limit check and/or a velocity check on the selected payment method (step

730). The monetary transaction system 210 then debits the specified payment method

by the specified amount of funds (step 740) and processes the mobile top-up via a

billing system integrator and/or an aggregator (step 750), and notifies the subscriber

that the prepaid mobile account was topped up over at least one of the channels

connected to the monetary transaction system (step 760).

Figure 8 illustrates an embodiment where a mFS subscriber paysa bill using a

mobile wallet. At least in some embodiments, the company that the subscriber wishes

to pay needs to have signed-up to be part of the mFS platform. The mFS platform

may publish a list of company names that have registered to be part of the mFS

platform. This list of companies may include company IDs so that subscribers can

know which company ID to enter in their mobile wallet application. Once the

company ID is known, the subscriber can pay a bill by entering the company ID and

the amount to be paid. The monetary transaction system 210 then decrements the

subscriber's eMoney account (801) and credits the identified company's eMoney

account (802). Accordingly, in response to the subscriber’s request to pay bill via

their mobile wallet application, the monetary transaction system 210 processes the

request, updates the bill pay company’s and the subscriber's eMoney balances, logs

the transaction, and sends transaction details to the mFS platform-specified bank.

In one embodiment, the monetary transaction system 210 is implemented to

pay a bill from a mobile wallet. The communications module 215 of the monctary

transaction system 215 receives a subscriber communication over a communication

channel 111 connected to the monctary transaction system (step 810). The subscriber

communication indicates that unbankcd subscriber 205 desires to pay a bill for a

specified amount using a specified payment method from the unbanked subscriber’s

mobile wallet (e.g. eMoney). The monetary transaction system 210 validates the

status of the selected payment method (step 820) and performsa limit check and/or a
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velocity check on the selected payment method to ensure the eMoney transfer is

permissible (step 830). The manctary transaction system then debits the specified

payment method by the specified amount of funds (step 840), processes the bill

payment via a direct biller connection or a bill pay aggregator (step 850), and notifies

the unbanked subscriber that the bill was paid using a communication channel (e.g.

SMS) connected to the monetary transaction system (step 860). Thus, in this manner,

a subscriber may use a mobile wallet to pay various bills including rent, utility,

mortgage, phone, cable, medical and other bills.

Figure 9 illustrates a mobile wallet subscriber making a retail purchase.

Mobile wallet subscribers can make retail purchases at agent branches directly from

their mobile device. Agent branches, as explained above, are retail stores or other

entities that have registered with the mFS system and are able to accept mobile wallet

payments. Accordingly, a subscriber can select the items they wish to purchase, and

indicate (via the mobile wallet application) to the agent branch that they wish to pay

for the items. The mobile wallet application then communicates with the agent branch

and the monetary transaction system to indicate the price of the transaction. The

monetary transaction system 210 then debits the subscriber’s eMoney account (901)

and credits the agent branch’s eMoney account (902). The agent branch (and/or the

agent manager or agent) receives confirmation that subscriber paid for the purchase.

The subscriber may also receive a summary of the retail purchase and may be asked

to confirm the purchase by entering a PIN. The monetary transaction system

processes the purchase request, updates the agent branch and subscriber's eMoney

balances, logs the transaction, and sends transaction details to a mFS platform-

specified bank.

In one embodiment, the monetary transaction system 210 is implemented to

make a purchase from a mobile wallet. The communications module 215 of the

monctary transaction system 210 reccives a communication from a subscriber over a

communication channels 111 (step 910). ‘The subscriber communication indicates that

an unbanked subscriber 205 desircs to purchase an item for a specificd amount of

funds using a specified payment method from the unbanked subscriber’s mobile

wallet.

The monetary transaction system 210 then returns a secure, perishable

purchase code to the unbanked subscriber overat least one of the channels connected
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to the monetary transaction system (step 920) and receives a subsequent agent branch

communication over a channcl indicating that the purchase code has been presented to

an agent (branch) (step 930). The monetary transaction system 210 validates the status

of the specified payment method (step 940), determines if the specified payment

method can accommodate a purchase for the specified amount (step 950), performs a

limit check and/or a velocity check on the selected payment method (960), debits the

specified payment method by the specified amount of funds (970), returns a

notification to the agent branch authorizing the purchase (980) and sends a receipt to

the unbanked subscriber over a communication channel. The monetary transaction

system 210 may thus be used to make a retail purchase using a mobile wallet.

Figure 10A illustrates a subscriber requesting a micro-loan. Financial

institutions and potentially other mFS program participants may sign up to become

money or eMoneylenders. Mobile wallet subscribers may be able to use their mobile

wallets to request micro-loans from these approved lenders. The micro-loans are

tracked by the monetarytransaction system 210, and repayment reminders, interest

and commissions are managed by the monetary transaction system. The subscriber

requests a micro-loan from a lender, indicating the amount in the request, as well as

other information such as the repayment date and the commission (i.e. interest rate).

Potential lenders then have a chance to counter the loan request with their own terms.

Once the lender approves the subscriber’s request, the lender’s eMoney account

balance is debited for the specified amount (1001) and the subscriber’s eMoney

account is credited with the requested amount (1002). The monetary transaction

system 210 processes the micro-loan requests, update the lender and subscriber's

eMoney balances, sets up repayment schedules and reminders, logs the transaction,

and sends transaction detail to a mFS bank. It should also be noted that while the term

“micro-loan’”’ is used herein, the loan may be for substantially any amount of money.

Following on the embodiment described in Figure 10A, Figure 10B illustrates

a subscriber repaying a micro-loan. ‘The subscriber may repay the loan using

functionality provided in the mobile wallct application or in a similar web interfacc.

Repayments can be made in installments or in full depending on the rules of the

micro-loan. The subscriber enters the amount they wish to repay and the loan ID. The

subscriber’s eMoney account is then debited for the specified amount (1005), while

the lender’s eMoney accountis credited the specified amount (1006). Both the lender
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and the subscriber may receive confirmation that the loan has been repaid via SMS or

some other communication channel. The mFS platform thus processes the

subscriber’s micro-loan repayment request, updates lender and subscriber's eMoney

balances, updates repayment schedule and reminders, logs the transaction, and sends

transaction details to a specified mFS platform bank.

Figure 11A illustrates a subscriber receiving a direct deposit from an employer

or other entity. Subscribers to the mFS platform have the ability to receive any direct

deposit into their eMoney account. Subscribers may be asked by their employers to

provide account information in order to set up direct deposit. The employer then

submits a direct deposit request using their existing processes (i.e the processes they

use for a normal checking or savings bank account). Once the direct deposit is set up

and a payday arrives, the employer’s bank account is debited for the proper amount

(1101) and the employer’s mFS accountis credited with that amount (1102). Then,

once the funds have beenreceived at the mFS platform bank, the mFS platform bank

sweeps the employers direct deposit balance (1103) into a mFS platform master

account (1104) and notifies the mFS platform of each account to be incremented

(including the subscriber’s mobile wallet (eMoney) account). The subscriber’s

eMoney account is then credited with the paycheck amount (1105) upon which the

eMoney may be used to pay for goods, pay bills, top up airtime, transfer to other

entities or for cash withdrawal.

The subscriber does not need to have a bank account to participate in direct

deposit. The employer’s bank can communicate with the mFS platform’s bank to

perform the necessary steps in directly depositing the subscriber’s paycheckin his or

her eMoney mobile wallet account. The bank facilitates monetary deposit into the

employer's bank account for direct deposit and performs an automated sweep of

recent deposits from the employer's bank account into the mFS platform's master bank

account. The bank also scnds transaction dctails to the monctary transaction system

210 including transaction logs. ‘The monctary transaction system receives a list of

cMoncy accounts that are to be credited directly from the cmployer (or bank),

processes the list and requests to cstablish a direct deposit, updates subscribcr's

eMoney balance, log the transaction, and sends transaction details to the mI'S

platform bank.

APPL-1002

APPLEINC./ Page 1123 of 1744



APPL-1002 
APPLE INC. / Page 1124 of 1744

WO 2013/025273 32 PCT/US2012/040131

10

15

30

In a similar manner, a subscriber may receive a government welfare payment

directly on their mobile device. Figure 11B illustrates a subscriber receiving a

government social welfare payment directly into their eMoney account. In some

embodiments, subscribers may need to opt-in and register with the government

program for which they choose to receive the payment via their mobile wallet. Once

the funds have been received, the subscriber can use that eMoney for any goods or

services, as described above. Once the direct deposit has been established and a

payout has been initiated, the government’s welfare account deposits the money

(1110) into the government's bank account for welfare payments (1111) and performs

an automated sweep of recent deposits from the government's bank account (1112)

into the mFS program's master bank account (1113). The bank then sends transaction

details to the monetary transaction system 210 regarding the deposit. The subscriber

receives a notification that the welfare payment has been credited to their eMoney

account (1114). The mFSplatform receives an indication of eMoney accounts that are

to be credited from the government, processes the welfare payments, updates the

subscriber's eMoney balance, logs the transactions, and sendstransaction details to the

mFSplatform bank.

Figure 12A illustrates an agent administrator distributing eMoney to various

recipients. An agent administrator, as explained above, is a person who acts as an

agent company's representative. The agent administrator deposits, withdraws, and

distributes funds into and out of the agent company’s bank account. When an agent

administrator deposits cash into an agent company's bank account, it is credited as

eMoneyto the agent company's account. In order to provide the agent branches with

eMoney, the agent administrator first moves the eMoney from the agent company's

account (1201) to the branch accounts (1202). This is performed using the agent

administrator's mobile wallet application or portal. In an agent administrator money

transfer, the monctary transaction system 210 processes the administrator’s cMoncy

transfer request, updatcs the agent company and agent branch cMoncy balances, logs

the transaction, and sends transaction details to the mFS platform bank.

Figure 12B illustratcs an agent company dcposit. The agent company has an

eMoney account in the monetary transaction system 210 that may also include a

corresponding bank account (that may be created automatically upon creation of the

agent company’s eMoney account). After the agent company's bank account has been
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set up, the agent administrator can make deposits into that account. As Figure 12B

shows, once cash (1205) has been deposited into the bank account (1206), it is

transferred to a mFS platform master account (1208) that includesall or a part of the

mFSplatform’s funds. The agent company’s bank account is decreased by the deposit

amount (1207), while the agent company’s eMoney account balance is

correspondingly increased (1210). At this time, the agent company accountis credited

with eMoney. The agent company’s bank facilitates a physical cash deposit into the

agent company's bank account and performs an automated sweep (1209) of recent

deposits from the agent company's bank account into the mFS platform’s master bank

account. The agent company’s bank then sends transaction details to the monetary

transaction system 210. The agent administrator physically delivers the cash (or form

of money such as a check or money order) to a bank branch for deposit. The monetary

transfer system receives transaction details from the agent company’s bank about

recent transactions (including deposits, as shown in Figure 12B.

Figure 13 illustrates an agent company withdrawal. To make a cash

withdrawal for an agent company, the agent administrator requests a withdrawal using

the agent administrator mobile wallet application. The monetary transaction system

210 then notifies the bank that a certain amount of eMonceyis to be transferred from

the master mFS account (1302) to the agent company bank account (1303). When the

money is in the agent company bank account, the agent administrator can withdraw

the cash by traditional withdrawal means. The mFS master bank receives transaction

details from the monetary transaction system 210 about recent transactions (recent

withdrawals in this case). The mFS master bank performs an automated sweep (1304)

of the mFS platform’s master bank account to reflect the recent withdrawal request

from agent the agent company (1301). The agent company’s eMoney account is

reduced by the amount of the withdrawal. The agent companyalso sends transaction

details to the monctary transaction system 210. The agent administrator can request

withdrawal via the agent administrator mobile wallet application and physically

withdrawal cash (1305) from the agent company’s bank branch (1306). The mFS

platform processes the agent company’s withdrawal request, updates agent company

and agent branch eMoneybalances, logs the transaction, and sendstransaction details

to an mFS platform-specified bank.
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Attention will now be turned to embodiments in which subscribers have bank

accounts associated with their mobile wallcts. The monctary transaction system 210

provides similar functionality to consumers that have bank or credit union accounts.

Although many different transactions are presented herein, many more and varied

types of transactions may be processed by the monetary transaction system. In the

following figures, “$C” refers to cash balance, “$DC”refers to a debit card (prepaid)

balance and “$PIN”refers to a recharge PIN value.

Figure 14 describes a subscriber deposit at an agent branch. The subscriber has

a registered and activated (prepaid) debit card at an agent branch location. The

prepaid debit card is associated with the mobile wallet application in the subscriber's

mobile device. As such, the debit card is linked to the subscriber’s account in the

monetary transaction system 210. To deposit cash onto the mobile wallet, the

subscriber informs the agent that they want to deposit a specified amount of cash

(1401). The agent takes the cash and notifies the monetary transaction system 210 of

the deposit using their point of sale (POS) system or the agent mobile wallet

application (1402), and the monetary transaction system 210 credits the subscriber's

mobile wallet account (1403). The fundscollected at the cash register typically do not

reach a bank account until the reconciliation and settlement of funds occurs between

the agent and the mFS owner's bank.

The subscriber’s bank then receives a settlement report from the card

processor and receives funds from the agent's bank. The agent or agent manager

physically deposits the cash into the subscriber's mobile wallet account via their POS

system or agent manager/agent mobile wallet application. The monetary transaction

system processes the deposit request, increments the subscriber's mobile wallet

balance within the card processor and logs the transaction. An external card processor

increments the subscriber's mobile wallet balance and. sends reports to the bank for

settlement on a regular (c.g. nightly) basis.

in onc cmbodiment, the monctary transaction system 210 is implemented to

deposit funds into a bank or credit union account using a mobile wallct. The

communications module 215 of the monctary transaction system 210 reccives

communication from an agent branch over a communication channel(step 1410). The

agent communication indicates that a subscriber 205 desires to deposit a specified

amount of funds into a bank or credit union account. The transaction processor 216
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validates the status of the bank or credit union account (step 1420), determines if the

agent branch is authorized to depasit mancy (step 1430), and performs a limit check

and/or a velocity check on the bank or credit union account (step 1440). The monetary

transaction system then credits the bank or credit union account with the specified

amount of funds (step 1450), returns a notification to the agent branch confirming the

deposit (step 1460) and notifies the subscriber that the specified amount of funds was

deposited in the bank or credit union account using at least one of the communication

channels connected to the monetary transaction system (step 1470). Accordingly, cash

may be deposited into a bank or credit union account associated with a subscriber’s

mobile wallet.

Figure 15 illustrates a subscriber deposit that is performed with a non-agent. In

some economies, subscribers may have the ability to leverage other channels outside

of agents to deposit funds onto their card. One deposit method is a PIN-based

recharge that allows a subscriber to purchase a PIN worth the deposit value. The PIN

can then be redeemed via an interactive voice response (IVR) system or via the

subscriber's mobile wallet application. The mobile wallet application will allow the

monetary transaction system 210 to deposit the funds onto the subscriber's card. The

retailer's bank settles with the PIN card provider's bank and the PIN card provider's

bank settles with the mFS platform's bank for the deposit. The subscriber gives cash

to the agent (1501) which increases the agent company’s physical cash (1502). The

subscriber uses IVR or their SIM Application to recharge mobile wallet account using

a PIN card (1503). In some cases, an agent may provide the PIN card (i.e. the prepaid

debit card) to the subscriber. The monetary transaction system 210 processes the

subscriber deposit request, increments the subscriber's mobile wallet balance within

the card processor and logs the transaction. An external card processor decreases the

subscriber’s PIN card balance (1504), increments the subscriber's mobile wallet

balance (1505) and send reports to the mFS platform bank for scttlement.

Figure 16 illustrates a subscriber withdrawal at an agent branch. ‘lo withdraw

cash at an agent branch from a (prepaid) debit card, a subscriber submits a withdrawal

request using the mobile wallet application on thcir mobile device. The subscriber

may also need to enter details about the agent branch that allows the monetary

transaction system 210 to determine if the subscriber has sufficient funds on their

debit card. The mFS platform then notifies the agent branch that it can give cash to
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the subscriber. If the subscriber has sufficient funds, the monetary transaction system

210 will decrement the subscriber's funds from their card (1601) and transfer it to the

mobile wallet owner's account within the same card processor or bank. The agent

branch (1602) then provides the withdrawn cash to the subscriber (1603).

Accordingly, the subscriber requests a cash withdrawal from their own mobile

wallet account via the mobile wallet application. The agent or agent manager verifies

the withdrawal request via POS authorization or SMSreceived on agent's phone and,

once verified, gives cash to the subscriber. The monetary transaction system 210

processes the subscriber’s withdrawal request, decrements the subscriber's mobile

wallet balance within the card processor and logs the transaction. An external card

processor decrements the subscriber's mobile wallet balance and sends reports to the

bank for settlement on a periodic basis.

In one embodiment, the monetary transaction system 210 is implemented to

withdraw funds from a bank or credit union account using a mobile wallet. The

communication module 215 of the monetary transaction system 210 receives a

communication from a subscriber 205 over a communication channel 111 (step 1610).

The subscriber communication indicates that subscriber 205 desires to withdraw a

specified amount of funds from a bank or credit union account. The transaction

processor validates the status of the bank or credit union account (step 1620),

determines if the balance of the bank or credit union account is sufficient to

accommodate the requested withdrawal for the specified amount of funds (step 1630)

and performs a limit check and/or a velocity check on the bank or credit union

account (step 1640).

The monetary transaction system 210 then returns a secure, perishable

withdrawal code to the subscriber 205 over at least one of the communication

channels (step 1650) and receives a subsequent agent branch communication

indicating that the withdrawal code has been presented to an agent (step 1660). The

monctary transaction system 210 then debits the bank or credit union account by the

specified amount of funds (step 1670), returns a notification to the agent branch

confirming the withdrawal (1680) and notifics the subscriber that the specified

amount of funds were withdrawn from the bank or credit union account using at least

one of the communication channels connected to the monetary transaction system
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(step 1690). Accordingly, a subscriber can withdraw cash stored on their mobile

wallet from an agent branch or a non-agent branch.

Figure 17A illustrates a subscriber withdrawal using an automated teller

machine (ATM). Subscribers in many countries have access to ATM machines and

can use their mobile wallets to perform withdrawals using their (prepaid) debit card at

most ATMs. Banks provide ATMsto their customers (typically at no charge) and to

non-customers (typically for a small charge). The subscriber requests a cash

withdrawal from the subscriber’s mobile wallet via the subscriber’s debit card that is

associated with the mobile wallet. The bank providing the debit card may receive

settlement reports from the card processor and may transfer and/or settle funds from

subscriber's account to the ATM network bank. An extern card processor decrements

the subscriber's mobile wallet balance (1701) and sends transaction reports to the bank

for settlement. Accordingly, once the withdrawal request has been received and the

external card processor (e.g. Visa® or MasterCard®) (1702) has debited the debit

card account, the ATM (1703) dispenses the withdrawn cash to the subscriber (1704).

Figure 17B illustrates a subscriber-to-subscriber money transfer. An mFS

subscriber (1705) may send money to another mFS subscriber (1706). To do so,

subscriber A enters information identifying subscriber B (e.g. a phone number, email

address or other identifier). The monetary transaction system 210 determines if there

are enough funds to complete the transaction, and if so, the monetary transaction

system 210 decrements subscriber A's debit card and credits subscriber B's debit card.

The subscriber, accordingly, may request to send money from their own mobile wallet

(i.e. money stored on a (prepaid) debit card) account via the subscriber mobile wallet

application. The other subscriber receives a notification that the balance of the debit

card associated with their mobile wallet has increased. The bank receives a settlement

report from the debit card processor and transfers or settles funds from subscriber A's

account to subscriber B's account (ifnecessary). The monctary transaction system 210

processes the transfcr request, updates subscriber A's and subscriber B's debit cards

that arc associated with their mobile wallcts and logs the transaction. The external

card processor decrements subscriber A's debit card balance, increments subscriber

B's debit card balance and sends transaction reports to the mI'S platform bank for

settlement.
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Figure 17C illustrates subscriber-to-non-subscriber money transfers. In this

embodiment, subscriber A (an mFS subscriber) wishes ta send moncy to another

subscriber (a non-mFS subscriber). The transaction is initiated in the same fashion as

described above in Figure 17B. However, since subscriber B does not have an mFS

account, the monetary transaction system 210 cannot credit them with money. Instead,

the monetary transaction system 210 sends a communication (e.g. a SMS) to

subscriber B (1708) with an authorization code and instructions for how to pick up the

cash. The monetary transaction system 210 puts a hold on subscriber A's debit card

for the amounttransferred (1707). Subscriber B has a specified time period in which

to pick up the cash before the hold expires and the amount is credited back to the

debit card associated with subscriber A's mobile wallet account. The agent branch

verifies the authorization code via POSor their agent mobile wallet application (1709)

and gives the cash to the non-subscriber (1710). (In some countries, an agent network

needs to be capable of giving cash to a subscriber based on the money transfer

teference number).

The mFS bank receives a settlement report from the card processor and

transfer and settle funds from subscriber A's debit card to the agent's bank (if

necessary). The monetary transaction system 210 processes the money transfer

request, decrements subscriber A's mobile wallet balance within the card processor,

generates a money transfer reference number, authorizes the reference numberto be

paid out by the agent and logs the transaction. An external card processor decrements

subscriber A's mobile wallet balance and sends periodic transaction reports to the

bank for settlement. Thus, as seen in Figures 17B and 17C, money maybetransferred

from subscriber to subscriber and from subscriber to non-subscriber.

Subscribers may similarly send money internationally to both subscribers and

non-subscribers. Figure 18A illustrates a subscriber-to-subscriber international money

transfer. In this embodiment, subscriber A wishes to send cash to subscriber B who

resides in another country. As in the cmbodiments described above where moncy was

transferred internationally, the monctary transaction system 210 may usc one or more

international moncy transfer organizations or remittance companics such as

MoneyGram®to transfer the money. Subscriber A initiates the international money

transfer using his or her phone. Subscriber A’s debit card account is decremented by

the transfer amount (1801). The money is transferred between countries using an
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international money transfer organization (1802). In this case, subscriber B has an

mFS cMoncy account with a forcign mFS platform that is also affiliated with the

selected international money transfer organization. That organization can then credit

subscriber B's eMoney account directly (1803).

Thus, subscriber A requests to send money from their debit card account via

the subscriber mobile wallet application. Subscriber B receives a notification

(including a MoneyGram® Reference Number (MGRN)(or other reference number

when other international money transfer organizations are used) and instructions on

how to access the eMoney) that their eMoney balance has increased. The mFS bank

receives settlement reports from the debit card processor and transfers and/or settles

funds from subscriber's account to the international organization’s bank. The

monetary transfer system 210 processes the transfer request, update subscriber A's and

subscriber B's eMoney balances and logs the transaction. An external card processor

decrements subscriber A's mobile wallet balance and sends periodic transaction

reports to the bank for settlement.

Figure 18B illustrates a subscriber-to-non-subscriber international money

transfer. In this embodiment, subscriber A wishes to send cash to subscriber B who

resides in another country. As above, the monetary transaction system 210 uses an

international money transfer organization (1806) to transfer the money between

countries. Once the transfer has been initiated by subscriber A, the international

money transfer organization debits subscriber A’s debit card account (1805) and

transfers that money to subscriber B. Subscriber B (1807) receives a notification (e.g.

via SMS) with pick up instructions and a transfer ID number. Subscriber B can then

go to an agent company (1808), show them the notification (including, perhaps an

authorization code), and receive the transferred money (1809).

Similar to the transaction described in Figure 18A, the embodiment of 19A

illustrates a transaction where a subscriber reccives an international moncytransfer.

Subscriber B (1901) initiates a moncy transfer using their mobile wallct application.

The international moncytransfer organization (1902) debits subscriber B’s cMoncy

account balance. This moncy is then transferred by the international moncy transfer

organization to subscriber A. Subscriber A receives a notification along with a

transfer ID numberindicating that their debit card account has been credited with the

transferred money (1903).
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Figure 19B illustrates a non-subscriber-to-subscriber international money

transfer. This scenario is very similar to that described in Figure 19A from the mFS

subscriber’s perspective, except that their eMoney account is credited here, and their

debit card account was credited in 19A. The initiator, subscriber B (1905), does not

have an mFS account and, as a result, takes their cash to an international money

transfer organization (e.g. MoneyGram®)or other remittance company’s agent (1906)

to send it to subscriber A's mobile wallet eMoney account. The international money

transfer organization (1907) then transfers the specified amount to subscriber A

(1908) and subscriber A’s mobile wallet eMoney accountis credited with the amount

of the transfer. Subscriber A may receive a transaction ID number, along with an

indication that the transfer has occurred. The mFS bank may receive settlement

reports from the card processor and settle funds from the international moneytransfer

organization’s bank to subscriber A's mobile wallet account. The monetary

transaction system processes the money transfer request, updates subscriber A's

mobile wallet balance within the card processor and logs the transaction. An external

card processor increments subscriber A's mobile wallet balance and sends periodic

transaction reports to the mFS bank for settlement.

Other functionality described above in relation to using an eMoney mobile

wallet account may also apply to banked subscribers using a debit card associated

with their mobile wallet. Such subscribers may buy airtime for their mobile device,

pay bills, make retail purchases, receive direct deposits, and perform other

functionality.

In one embodiment, the monetary transaction system 210 is implemented to

add a mobile wallet platform stored value account to a mobile wallet. The stored

value account may include eMoney or other monetary credits. In the embodiment,

communication module 215 of monetary transaction system 210 may receive

subscriber data for an unbanked subscriber 205 over a communication channel. The

transaction processor may perform validation checks on the unbanked subscriber to

validate that the unbanked subscriber is not exceeding a specificd allowable number

of accounts per subscriber. The monctary transaction system 210 may then send

subscriber data to another entity (such as a third party verification system) for

identification of the unbanked subscriber. The monetary transaction system 210

receives results from the third party verification system indicating that the subscriber

APPL-1002

APPLEINC./ Page 1132 of 1744



APPL-1002 
APPLE INC. / Page 1133 of 1744

WO 2013/025273 41 PCT/US2012/040131

10

15

data appropriately identifies the unbanked subscriber, creates a stored value account

for the unbanked subscriber that maintains a recorded balance for the created stored

value account, adds the stored value account to the unbanked subscriber’s mobile

wallet and notifies the unbanked subscriber of the addition of the stored value account

over at least one communication channel connected to the mobile wallet platform.

In another embodiment, the monetary transaction system 210 is implemented

to add a third party stored value account to a mobile wallet. The monetary transaction

system 210 receives unbanked subscriber data, including account details, over a

communication channel. The transaction processor 216 performs a validation check

on the unbanked subscriber to validate that the unbanked subscriber is not exceeding a

specified allowable number of accounts per subscriber. If the validation check is ok,

the monetary transaction system 210 sends subscriber data to a third party verification

system for identification of the unbanked subscriber. In some cases, validating the

status of the sender or the recipient includes performing a check on the specified

sender or recipient to comply with the office of foreign assets control. The monetary

transaction system 210 then receives results from the third party verification system

indicating that the subscriber data appropriately identifies the unbanked subscriber,

and submits the unbanked subscriber's account details to a third party account

processor. The monetary transaction system 210 receives an indication from the third

party account processorthat third party account processor created a third party stored

value account for the subscriber. The transaction processor maintains a link between

the subscriber data and the third party stored value account and adds the third party

stored value account to the unbanked subscriber’s mobile wallet. The monetary

transaction system 210 then notifies the unbanked subscriber of the addition of the

third party stored value account over a communication channels connected to the

monetary transaction system.

In another cmbodiment, the monctary transaction system 210 is implemented

to add a bank or credit union account to a mobile wallet. ‘he communication module

215 reccives subscriber data, including bank or credit union account details, over a

communication channel 111. The transaction processor 216 performs validation

checks on the subscriberto validate that the subscriber is not exceeding a specified

allowable number of accounts per subscriber and sends subscriber data to a third party

verification system for identification of the subscriber. The communication module
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then receives results from the third party verification system indicating that the

subscriber data appropriately identifics the subscriber. Upon receiving these results,

the monetary transaction system 210 submits bank or credit union account details for

validation by the transaction processor, receives an indication that the bank or credit

union account details correspond to a valid bank or credit union account, maintains a

link between the subscriber data and the bank or credit union account and notifies the

subscriber of the bank or credit union account validation over a communication

channel.

In still another embodiment, the monetary transaction system is implemented

to add a debit or credit card account to a mobile wallet. The communication module

215 receives subscriber data, including a debit or credit card account number, over a

communication channel 111 connected to the monetary transaction system. The

transaction processor performs validation checks on the subscriber to validate that the

subscriber is not exceeding a specified allowable number of accounts per subscriber.

The communication module sends subscriber data to a third party verification system

for identification of the subscriber and receives results from the third party system

indicating that the subscriber data appropriately identifies the subscriber. The

monetary transaction system 210 securely stores the debit or credit card account

number for access by the mobile wallet (e.g. in memory 217 or transaction database

225), adds the debit or credit card account numberto the subscriber’s mobile wallet,

and notifies the subscriber of the addition of the debit or credit card account number.

It should be noted that many other transactions can take place over the monetary

transaction system, and that the embodiments described herein should not be read as

limiting.

Embodiments of the invention can adhere to Know Your Customer (KYC)

rules in the US by performing Customer Identification Program (CIP) checks as

required by the Bank Secrecy Act and US PATRIOT Act. A minimum amount of

information can be gathered about a customer, such as, for cxample, first name, last

name, date of birth, government ID Typc, government ID number and address. The

CIP processes are designed to validate customer identity against government

blacklists and assists in the prevention of money launderingandterrorist financing. A

combination of non-documentary and documentary verification can be used to ensure

beyond a reasonable doubtthe identity of the customer.
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Non-documentary verification can occur through the presentment of the

information that was callected from the user to an external third party, such as, for

example, Lexis Nexis®. Documentary verification can occur if non-documentary

verification fails, then the user is asked to present an unexpired government ID.

Various differ forms of identification including driver’s license, passport, alien

identification (e.g., green card or work visa), and Mexican Consular identification

card, can be accepted.

Embodiments of the invention can perform Anti-Money Laundering (AML)

and Combating the Financing of Terrorism (CFT) checks. AML and CFT checks can

be performed using transaction monitoring methods to flag names and suspicious

transactions for further investigation. The mobile wallet platform can perform AML

and CFT checks on all electronic financial transactions to ensure that electronic funds

are not being used for money laundering or terrorism. Transaction limits can be

placed on user accounts. The transaction limits are fully configurable for each

particular use case, channel and payment method that allows maximum flexibility to

restrict higher risk use cases. Velocity checks can also be performed. Velocity Checks

ensure that subscribers are not abusing the mobile wallet platform

within the allowable limits.

The present invention may be embodied in other specific forms without

departing fromits spirit or essential characteristics. The described embodiments are to

be considered in all respects only asillustrative and not restrictive. The scope of the

invention is, therefore, indicated by the appended claims rather than by the foregoing

description. All changes which come within the meaning and range of equivalency of

the claims are to be embraced within their scope.
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CLAIMS

Weclaim:

1. A monetary transaction system for conducting monetary transactions

between unbanked subscribers and other entities, the system comprising:

a mobile device configured to run a monetary transaction system application;

an unbanked monetary transaction system subscriber that has a profile with the

monetary transaction system, wherein the unbanked subscriber indicates, via the

monetary transaction system application, one or more specified transactions that are to

be performed using the monetary transaction system;

a monetary transaction system processor that performs the one or more

transactions specified by the unbanked subscriber, wherein performing the specified

transactions includes communicating with a monetary transaction database to

determine whether the transaction is permissible based on data indicated in the

unbanked subscriber’s profile; and

at least one entity that is to be involved in the specified transaction, the at least

one entity having a profile with the monetary transaction system.

2. The monetary transaction system of claim 1, wherein the monetary

transaction system application provides a web interface that allows subscribers to

perform the same functions provided by the monetary transaction system application.

3. The monetary transaction system of claim 1, wherein the monetary

transaction system application is provided on a prepaid or postpaid phone.

4. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to enroll a user for a mobile wallet, including the

following steps:

receiving a subscriber-initiated transaction over one of a plurality of

channels connected to the monetary transaction system;

prompting for and receiving enrollment information for the unbanked

subscriber over at lcast onc of the plurality of channels;

sending activation instructions over a sccond channel to activate the

unbanked subscriber and create a subscriber account for the unbanked

subscriber;

generating a mobile wallet for the unbanked subscriber; and
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presenting the unbanked subscriber's account data associated with the

mobile wallct to the unbanked subscriber.

5. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to add a mobile wallet platform stored value

5 account to a mobile wallet, including the followingsteps:

receiving subscriber data over one of a plurality of channels connected

to the mobile wallet transaction system;

performing one or more validation checks on the unbanked subscriber

to validate that the unbanked subscriberis not exceeding a specified allowable

10 number of accounts per subscriber;

sending subscriber data to the at least one entity for identification of

the unbanked subscriber, wherein the entity comprises a third party

verification system;

receiving results from the third party verification system indicating that

15 the subscriber data appropriately identifies the unbanked subscriber;

creating a stored value account for the unbanked subscriber, wherein

the monetary transaction system processor maintains a recorded balance for

the created stored value account;

adding the stored value account to the unbanked subscriber’s mobile

20 wallet; and

notifying the unbanked subscriber of the addition of the stored value

account over at least one other of the plurality of channels connected to the

mobile wallet platform.

6. The monetary transaction system of claim 1, wherein the monetary

25 transaction system is implemented to add a third party stored value account to a

mobile wallet, including the following steps:

recciving unbanked subscriber data, including accountdetails, over onc

of a plurality of channels connected to the monctary transaction system;

performing onc or more validation checks on the unbanked subscriber

30 to validate that the unbanked subscriber is not exceeding a specified allowable

number of accounts per subscriber;
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sending subscriber data to the at least one entity for identification of

the unbanked subscriber, wherein the ontity comprises a third party

verification system,

receiving results from the third party verification system indicating that

the subscriber data appropriately identifies the unbanked subscriber;

submitting one or more of the unbanked subscriber's account details to

a third party account processor;

receiving an indication from the third party account processorthat third

party account processor created a third party stored value account for the

subscriber;

maintaining a link between the subscriber data and the third party

stored value account;

adding the third party stored value account to the unbanked

subscriber’s mobile wallet; and

notifying the unbanked subscriber of the addition of the third party

stored value account over at least one other of the plurality of channels

connected to the monetary transaction system.

7. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to deposit funds at an agent branch through a

mobile wallet, including the following steps:

receiving communication from an agent branch over one ofa plurality

of channels connected to the monetary transaction system , the agent

communication indicating that the unbanked subscriber desires to deposit a

specified amount of funds into the unbanked subscriber's mobile wallet

account;

validating the status of the unbanked subscriber's mobile wallet

account;

dctcrmining if the agent branch is authonzcd to receive deposited

moncy;

performing one or more of a limit check and a velocity check on the

unbanked subscriber's mobile wallet account;

crediting the unbanked subscriber's mobile wallet account with the

specified amount offunds;
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returning a notification to the agent branch confirming the deposit; and

notifying the subscriber that the specified amount of funds was

deposited in the unbanked subscriber's mobile wallet account over at least one

of the plurality of channels connected to the monetary transaction system.

8. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to withdraw funds at an agent branch using a

mobile wallet, including the following steps:

receiving a communication from the unbanked subscriber over one of a

plurality of channels connected to the monetary transaction system, the

communication indicating that the unbanked subscriber desires to withdrawa

specified amount of funds from the unbanked subscriber's mobile wallet

account at the agent branch;

validating the status of the unbanked subscriber's mobile wallet

account;

determining if the balance of the unbanked subscriber's mobile wallet

account is sufficient to accommodate the requested withdrawal for the

specified amount of funds;

performing one or more of a limit check and a velocity check on the

unbanked subscriber's mobile wallet account;

returning a secure, perishable withdrawal code to the subscriber overat

least one of the plurality of channels connected to the monetary transaction

system,

receiving subsequent agent branch communication over at least one of

the plurality of channels connected to the monetary transaction system , the

agent branch communication indicating that the withdrawal code has been

presented to the agent branch;

debiting the unbanked subscriber's mobile wallct account by the

specified amount of funds;

rcturning a notification to the agent branch confirming the withdrawal;

and

notifying the subscriber that the specified amount of funds was

withdrawn from the unbanked subscriber's mobile wallet account over at least

one ofthe channels connected to the monetary transaction system.
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9. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to pay abill from a mobile wallet, including the

following steps:

receiving a subscriber communication over one of a plurality of

5 channels connected to the monetary transaction system, the subscriber

communication indicating that an unbanked subscriber desires to pay a bill for

a specified amount using a specified payment method from the unbanked

subscriber’s mobile wallet;

validating the status of the selected payment method;

10 performing one or more of a limit check and a velocity check on the

selected payment method;

debiting the specified payment method by the specified amount of

funds;

processing the bill payment via at least one of a direct biller connection

15 and a bill pay aggregator; and

notifying the unbanked subscriber that the bill was paid over at least

one ofthe plurality of channels connected to the monetary transaction system.

10. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to buy airtime on a prepaid mobile account from a

20 «mobile wallet, including the following steps:

receiving subscriber communication over one ofa plurality of channels

connected to the monetary transaction system, the subscriber communication

indicating that an unbanked subscriber desires to top up a prepaid mobile

account by a specified amount using a specified payment method from the

25 unbanked subscriber’s mobile wallet;

validating the status of the selected payment method;

performing at Icast once of a limit check and a velocity check on the

sclected payment method;

debiting the specified payment method by the spccificd amount of

30 funds;

processing the mobile top-up via at least one of a billing system

integrator and an aggregator; and
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notifying the subscriber that the prepaid mobile account was topped up

over at least once of the plurality of channels connected to the monetary

transaction system.

11. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to transfer money between mobile wallets,

including the following steps:

receiving subscriber communication over one ofa plurality of channels

connected to the monetary transaction system, the subscriber communication

indicating that an unbanked subscriber desires to transfer a specified amount

of funds to specified recipient using a specified payment method from the

subscriber’s mobile wallet;

validating the status of the selected payment method;

performing at least one of a limit check and a velocity check on the

selected payment method;

validating the status of the specified recipient to ensure the specified

recipient has a valid mobile wallet account;

debiting the specified payment method by the specified amount of

funds;

transferring the specified amount of funds to the specified recipient

over at least one of the plurality of channels connected to the monetary

transaction system;

notifying the unbanked subscriber that the specified amount of funds

wastransferred to the specified recipient over at least one of the plurality of

channels connected to the monetary transaction system.

12. The monetary transaction system of claim 11, wherein validating the

status of the specified recipient comprises performing a check on the specified

recipient to comply with the office of forcign asscts control.

13. ‘he monctary transaction system of claim 11, wherein the moncy is

transferred intcrnationally between the mobile wallets.

14. The monctary transaction system of claim 1, whercin the monctary

transaction system is implemented to make a purchase from a mobile wallet,

includingthe followingsteps:
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receiving a communication from a subscriber over one of a plurality of

channels connected to the monctary transaction system, the subscriber

communication indicating that an unbanked subscriber desires to purchase an

item for a specified amount of funds using a specified payment method from

the unbanked subscriber’s mobile wallet;

returning a secure, perishable purchase code to the unbanked

subscriber over at least one of the plurality of channels connected to the

monetary transaction system;

receiving subsequent agent branch communication overat least one of

the plurality of channels connected to the monetary transaction system, the

agent branch communication indicating that the purchase code has been

presented to an agent;

validating the status of the specified payment method;

determining if the specified payment method can accommodate a

purchasefor the specified amount;

performing at least one of a limit check and a velocity check on the

selected payment method;

debiting the specified payment method by the specified amount of

funds;

returning a notification to the agent branch authorizing the purchase;

and

sending a receipt to the unbanked subscriber over at least one of the

plurality of channels connected to the monetary transaction system.

15. A monetary transaction system for conducting monetary transactions

between subscribers and other entities, the system comprising:

a mobile device configured to run a monetary transaction system application;

a monctary transaction system subscriber that has a profile with the monctary

transaction system, whercin the subscribcr indicates, via the monctary transaction

systcm application, one or morc spccificd transactions that arc to be performed using

the monctary transaction system;

a monetary transaction system processor that performs the one or more

transactions specified by the subscriber, wherein performing the specified transactions
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includes communicating with a monetary transaction database to determine whether

the transaction is permissible based on dataindicated in the subscriber’s profile; and

at least one entity that is to be involved in the specified transaction, the at least

one entity having a profile with the monetary transaction system.

16. The monetary transaction system of claim 15, wherein the monetary

transaction system is implemented to add a bank or credit union account to a mobile

wallet, including the following steps:

receiving subscriber data, including bank or credit union account

details, over at least one of a plurality of channels connected to the monetary

transaction system;

performing one or more validation checks on the subscriber to validate

that the subscriber is not exceeding a specified allowable number of accounts

per subscriber;

sending subscriber data to a third party verification system for

identification of the subscriber;

receiving results from the third party system indicating that the

subscriber data appropriately identifies the subscriber,

submitting bank or credit union account details for validation by the

transaction processor;

receiving an indication that the bank or credit union account details

correspondto a valid bank or credit union account;

maintaining a link between the subscriber data and the bank orcredit

union account; and

notifying the subscriber of the bank or credit union account validation

over at least one of the plurality of channels connected to the monetary

transaction system.

17. The monctary transaction system of claim 1, wherein the monctary

transaction systcm 1s implemented to add a debit or credit card account to a mobile

wallet, including the followingsteps:

recciving subscriber data, including a debit or credit card account

number, over one of a plurality of channels connected to the monetary

transaction system;
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performing one or more validation checks on the subscriber to validate

that the subscriber is not exceeding a specified allowable number of accounts

per subscriber;

sending subscriber data to a third party verification system for

5 identification of the subscriber;

receiving results from the third party system indicating that the

subscriber data appropriately identifies the subscriber;

securely storing the debit or credit card account number for access by

the mobile wallet;

10 adding the debit or credit card account number to the subscriber’s

mobile wallet; and

notifying the subscriber of the addition of the debit or credit card

account numberoverat least one of the plurality of channels connected to the

monetary transaction system.

15 18. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to deposit funds into a bank or credit union

account using a mobile wallet, including the followingsteps:

receiving communication from an agent branch over one of a plurality

of channels connected to the monetary transaction system, the agent

20 communication indicating that a subscriber desires to deposit a specified

amount of funds into a bank or credit union account;

validating the status of the bank or credit union account;

determining if the agent branchis authorized to deposit money;

performing one or more of a limit check and a velocity check on the

5 bank or credit union account;

crediting the bank or credit union account with the specified amount of

funds;

returning a notification to the agent branch confirming the deposit; and

notifying the subscriber that the spccificd amount of funds was

30 deposited in the bank or credit union account over at Icast one of the plurality

of channels connected to the monetary transaction system.
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19. The monetary transaction system of claim 1, wherein the monetary

transaction system is implemented to withdraw funds from a bank or credit union

account through a mobile wallet, including the following steps:

recelving communication from a subscriber over one of a plurality of

5 channels connected to the monetary transaction system, the subscriber

communication indicating that a subscriber desires to withdraw a specified

amount of funds from a bank or credit union account;

validating the status of the bank or credit union account;

determining if the balance of the bank or credit union account is

10 sufficient to accommodate the requested withdrawal for the specified amount

of funds;

performing at least one of a limit check and a velocity check on the

bank or credit union account;

returning a secure, perishable withdrawal code to the subscriber over at

15 least one of the plurality of channels connected to the monetary transaction

system,

receiving subsequent agent branch communication overat least one of

the plurality of channels connected to the monetary transaction system, the

agent branch communication indicating that the withdrawal code has been

20 presented to an agent;

debiting the bank or credit union account by the specified amount of

funds;

returning a notification to the agent branch confirming the withdrawal;

and

25 notifying the subscriber that the specified amount of funds were

withdrawn from the bank or credit union account over at least one of the

plurality of channcls connected to the monctary transaction system.

20. A monctary transaction system, comprising:

a mobile wallct application configured to perform onc or morc of the

30=following: proccss incoming and outgoing transactions, authenticate transaction

system subscribers, manage subscriber profiles, and manage interactions between

monetary transaction system components;
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a monetary transaction processor configured to perform one or more of the

following: manage account balances for mobile wallet subscribers, manage mobile

wallet agent accounts, process balance inquiries, account credits, account debits, and

transaction roll-backs;

a mobile wallet rules engine that manages and applies rules and policies that

are defined for transactions as the transactions are processed on the mobile wallet

transaction system including rules that control at least one of the following:

transaction fees, transaction limits, transaction velocity limits, commissions, mobile

transaction system roles and permissions;

a mobile wallet integration module that manages interaction between the

mobile wallet transaction system and one or more external transaction systems

including at least one of a wireless service provider’s billing platform and a program

partner bank;

a mobile wallet database that stores mobile wallet transaction data used in

mobile wallet transactions including one or moreofthe following: subscriber profiles,

subscription data, transaction data, transaction logs, mobile wallet application

configuration data and mobile wallet application runtime data; and

a mobile wallet wireless service that interfaces with the wireless service

provider’s network to allow communication between the mobile wallet application

and other mobile wallet transaction system components via the wireless service

provider’s network.
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(57) Abstract: Embodiments are directed to performing a transaction using a third party mobile wallet, performing a transaction us -
ing a third party point of sale (POS) system and to making a purchase froma third party mobile wallet provided bya third party mo-
bile wallet provider. In one scenario, a cloud-based transaction platform is provided, which reccives communication from an agent
terminal over a communication channel connected to the cloud-based transaction platform. The agent communication indicates that a
customer desires ta perform a mobile wallet transaction using their third party mobile wallet. The cloud-based transaction platform
sends the agent communication to athird party mobile wallet platform, receives communication from the third party mobile wallet
platform confirming processing of the transaction, and sends communication to the agent terminal over a communication channel
connected to the cloud-based transaction platform, where the communication indicates confirmation of the processing of the transac -
tion.
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USING A MOBILE WALLET INFRASTRUCTURE TO SUPPORT MULTIPLE

MOBILE WALLET PROVIDERS

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claimspriority to and the benefit of U.S. Application Ser. No.

13/680,895, entitled “Using a Mobile Wallet Infrastructure to Support Multiple Mobile

Wallet Providers”, filed on November 19, 2012, and U.S._Provisional

Application Ser. No. 61/562,301, entitled “Using a Mobile Wallet Infrastructure to

Support Multiple Mobile Wallet Providers”, filed on November 21, 2011, which are

herein incorporated by reference in their entirety.

BACKGROUND

{9002} Mobile phones and other digital deviccs have become increasingly popular in

recent years. Many mobile device users use their devices to perform countless different

daily tasks. For instance, mobile devices allow users to check email, send and receive

instant messages, check calendar items, take notes, set up reminders, browse the internet,

play gamesor perform any number of different things using specialized applications or

“apps”. These applications allow mobile devices to communicate with other computer

systems and perform a wide variety of network-connected. tasks previously not possible

with a mobile device.

BRIEF SUMMARY

[0003] Embodiments described herein extend to methods, systems, and computer

program products for a cloud-based transaction platform. Embodiments include an

infrastructure that can be used with third party mobile wallets provided by third party

mobile wallet providers. Users with native or third party mobile wallets can use the

cloud-based transaction platform to enroll a customer for a third party mobile wallet, add

a stored value account (either hosted by the cloud-based transaction platform or a third

party), add a bank/credit union account to a third party mobile wallet, add a debit/credit

card account to a third party mobile wallet, deposit funds in a third party mobile wallet,

withdraw funds from a third party mobile wallet, pay bills from a third party mobile

wallet, top up a prepaid mobile account through a third party mobile wallet, transfer funds

through a third party mobile wallet, and make in store purchases from a third party mobile

wallet.
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[0004} Embodiments described herein are directed to performing a transaction using a

third party mobile wallet, performing a transaction using a third party point of sale (POS)

system and to making a purchase from a third party mobile wallet provided by a third

party mobile wallet provider. In one embodiment, a cloud-based transaction platform is

provided, which receives communication from an agent terminal over a communication

channel connected to the cloud-based transaction platform. The agent communication

indicates that a customer desires to perform a mobile wallet transaction using their third

party mobile wallet. The cloud-based transaction platform sends the agent communication

to a third party mobile wallet platform, receives communication from the third party

mobile wallet platform confirming processing of the transaction, and sends

communication to the agent terminal over a communication channel connected to the

cloud-based transaction platform, where the communication indicates confirmation of the

processing of the transaction.

[8005} In another cmbodiment, a cloud-based transaction platform performs a

transaction using a third party point of sale (POS) system. The cloud-based transaction

platform receives communication from a specified POS system implemented at an agent

terminal over a communication channel connected to the cloud-based transaction

platform. The POS communication indicates that a customer has initiated a mobile wallet

transaction using their third party mobile wallet. The cloud-based transaction platform

sends the POS communication to a corresponding third party POS transaction processing

system that has been established to process POS transactions from the specified POS

system, receives communication from the third party POS transaction processing system

confirming processing of the transaction, and sends communication to the specified POS

system implemented at the agent terminal over a communication channel connected to the

cloud-based transaction platform, where the communication indicates confirmation of the

processing of the transaction.

[0006] In yet another embodiment, a cloud-based transaction plaiform is provided

which allows users to make purchases from a third party mobile wallet provided by a

third party mobile wallet provider. The cloud-bascd transaction platform reccives

communication from a customer over a communication channel connected to the cloud-

based transaction platform. The customer communication indicates that a customer

desires to purchase an item for a specified amount of funds using a specified payment

method indicated by the customer’s third party mobile wallct. The cloud-based

transaction platform returns a secure, perishable purchase code to the customer overat
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Icast one the communication channcls connected to the cloud-based transaction platform

and receives communication from an agent terminal over a communication channel

connected to the cloud-based transaction platform. The agent terminal communication

indicates that the purchase code has been presented to an agent. The cloud-based

transaction platform then debits the customer’s third party mobile wallet by the specified

amount of funds to complete the purchase.

[0007] This Summary is provided to introduce a selection of concepts in a simplified

form that are further described below in the Detailed Description. This Summary is not

intended to identify key features or essential features of the claimed subject matter, nor is

it intended to be used as an aid in determining the scope of the claimed subject matter.

[0008] Additional features and advantages will be sct forth in the description which

follows, and in part will be apparent to one of ordinary skill in the art from the

description, or may be Icarned by the practice of the teachings herein. Features and

advantages of embodiments described herein may be realized and obtained by mcans of

the instruments and combinations particularly pointed out in the appended claims.

Features of the embodiments described herein will become more fully apparent from the

following description and appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0009] To further clarify the above and other features of the embodiments described

herein, a more particular description will be rendered by reference to the appended

drawings. It is appreciated that these drawings depict only examples of the embodiments

described herein and are therefore not to be considered limiting of its scope. The

embodiments will be described and explained with additional specificity and detail

through the use of the accompanying drawings in which:

[0010} Figure 1 illustrates a monetary transaction system architecture in which

embodiments described herein may operale.

[0011] Figure 2 illustrates an example embodiment of a cloud-based transaction

platform.

[0012] Figures 3A and 3B illustrate example data flows for performing subscriber-to-

subscriber and subscriber-to-non-subscriber eMoney transfers via a mobile wallet,

respectively.

[0013] Figure 4 illustrates an cxample data flow for making a retail purchase using a

mobile wallet.
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[0014] Figure 5 illustrates an cxample cmbodiment of a monctary transaction system

architecture.

[0015] Figure 6 illustrates an alternate example embodiment of a cloud-based

transaction platform.

[0016] Figure 7 illustrates an example embodiment data flow for performing a

transaction using a third party mobile wallet.

[0017] Figure 8 illustrates an example embodiment data flow for performing a

transaction using a third party point of sale (POS) system.

[0018] Figure 9 illustrates an example embodiment data flow for making a purchase

from a third party mobile wallet provided by a third party mobile wallet provider.

DETAILED DESCRIPTION

[0019] Embodiments described herein extend to methods, systems, and computer

program products for a cloud-bascd transaction platform. Embodiments include an

infrastructure that can be used with third party mobile wallets provided by third party

mobile wallet providers. Users with native or third party mobile wallets can use the

cloud-bascedtransaction platform to cnroll a customerfor a third party mobile wallct, add

a stored value account (either hosted by the cloud-based transaction platform or a third

party), add a bank/credit union account to a third party mobile wallet, add a debit/credit

card account to a third party mobile wallet, deposit funds in a third party mobile wallet,

withdraw funds from a third party mobile wallct, pay bills from a third party mobilc

wallet, top up a prepaid mobile account through a third party mobile wallet, transfer funds

through a third party mobile wallet, and make in store purchases from a third party mobile

wallet.

[0020] Embodiments described herein are directed to performing a transaction using a

third party mobile wallet, performing a transaction using a third party point of sale (POS)

system and to making a purchase from a third party mobile wallet provided by a third

party mobile wallet provider. In one embodiment, a cloud-based transaction platform is

provided, which reccives communication from an agent terminal over a communication

channel connected to the cloud-based transaction platform. The agent communication

indicates that a customer desires to perform a mobile wallet transaction using their third

party mobile wallet. The cloud-based transaction platform sends the agent communication

to a third party mobile wallet platform, reccives communication from the third party

mobile wallet platform confirming processing of the transaction, and sends
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communication to the agent terminal over a communication channel connected to the

cloud-based transaction platform, where the communication indicates confirmation of the

processing of the transaction.

[0021] In another embodiment, a cloud-based transaction platform performs a

transaction using a third party point of sale (POS) system. The cloud-based transaction

platform receives communication from a specified POS system implemented at an agent

terminal over a communication channel connected to the cloud-based transaction

platform. The POS communication indicates that a customer has initiated a mobile wallet

transaction using their third party mobile wallet. The cloud-based transaction platform

sends the POS communication to a corresponding third party POS transaction processing

system that has been established to process POS transactions from the specified POS

system, receives communication from the third party POS transaction processing system

confirming processing of the transaction, and scnds communication to the specified POS

system implemented at the agent terminal over a communication channel connected to the

cloud-based transaction platform, where the communication indicates confirmation of the

processing ofthe transaction.

[0022] In yct another cmbodiment, a cloud-based transaction platform is provided

which allows users to make purchases from a third party mobile wallet provided by a

third party mobile wallet provider. The cloud-based transaction platform receives

communication from a customer over a communication channel connected to the cloud-

based. transaction platform. The customcr communication indicates that a customer

desires to purchase an item for a specified amount of funds using a specified payment

method indicated by the customer’s third party mobile wallet. The cloud-based

transaction platform returns a secure, perishable purchase code to the customer over at

lcast one the communication channels connected to the cloud-based transaction platform

and receives communication from an agent terminal over a communication channel

connected to the cloud-based transaction platform. The agent terminal communication

indicates that the purchase code has been presented to an agent. The cloud-based

transaction platform then debits the customer’s third party mobile wallet by the specificd

amount of funds to complete the purchase. Such purchases may be for items that are

provided by the cloud-based transaction platform, either directly or via a third-party

provider. These items may include music, movies, games and other downloadable

content, physical items that can be shipped to the user and other items such as health care

services.
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[0023} Embodiments described hercin may comprise or utilize a special purpose or

general-purpose computer including computer hardware, such as, for example, one or

more processors and system memory, as discussed in greater detail below. Embodiments

described herein also include physical and other computer-readable media for carrying or

storing computer-executable instructions and/or data structures. Such computer-readable

media can be any available media that can be accessed by a general purpose or special

purpose computer system. Computer-readable media that store computer-executable

instructions in the form of data are computer storage media. Computer-readable media

that carry computer-executable instructions are transmission media. Thus, by way of

example, and not limitation, embodiments described herein can comprise at least two

distinctly different kinds of computcr-rcadable media: computcr storage media and

transmission media.

[0024] Computcr storage media includes RAM, ROM, EEPROM, CD-ROM,solid

state drives (SSDs) that arc bascd on RAM, Flash memory, phase-change memory

(PCM), or other types of memory, or other optical disk storage, magnetic disk storage or

other magnetic storage devices, or any other medium which can be used to store desired

program code means in the form of computcr-cxccutable instructions, data or data

structures and which can be accessed by a general purpose or special purpose computer.

[0025] A “network” is defined as one or more data links and/or data switches that

enable the transport of electronic data between computer systems and/or modules and/or

other electronic devices. When information is transferred or provided over a network

(either hardwired, wireless, or a combination of hardwired or wireless) to a computer, the

computer properly views the connection as a transmission medium. Transmission media

can include a network which can be used to carry data or desired program code means in

the form of computer-cxecutable instructions or in the form of data structures and which

can be accessed by a general purpose or special purpose computer. Combinations of the

above should also be included within the scope of computer-readable media.

[0026] Further, upon reaching various computer system components, program code

means in the form of computcr-cxccutable instructions or data structures can be

transferred automatically from transmission media to computer storage media (or vice

versa). For example, computer-executable instructions or data structures received over a

network or data link can be buffered in RAM within a network interface module (e.g., a

network interface card or “NIC”), and then eventually transferred to computer system

RAM and/or to less volatile computer storage media at a computer system. Thus, it
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should be understood that computcr storage media can be included in computer system

components that also (or even primarily) utilize transmission media.

[0027] Computer-executable (or computer-interpretable) instructions comprise, for

example, instructions which cause a general purpose computer, special purpose computer,

or special purpose processing device to perform a certain function or group of functions.

The computer executable instructions may be, for example, binaries, intermediate format

instructions such as assembly language, or even source code. Although the subject matter

has been described in language specific to structural features and/or methodological acts,

it is to be understood that the subject matter defined in the appended claims is not

necessarily limited to the described features or acts described above. Rather, the described

features and acts are disclosed as cxample forms of implementing the claims.

[0028] Those skilled in the art will appreciate that various embodiments may be

practiced in nctwork computing cnvironments with many types of computcr system

configurations, including personal computers, desktop computers, laptop computers,

message processors, hand-held devices, multi-processor systems, microprocessor-based

or programmable consumer electronics, network PCs, minicomputers, mainframe

computers, mobile tclephoncs, PDAs, tablcts, pagers, routers, switches, and the like.

Embodiments described herein may also be practiced in distributed system environments

where local and remote computer systems that are linked (either by hardwired data links,

wireless data links, or by a combination of hardwired and wireless data links) through a

network, cach perform tasks (c.g. cloud computing, cloud services and the like). In a

distributed system environment, program modules may be located in both local and

remote memory storage devices.

[0029] In this description and the following claims, “cloud computing” is defined as a

model for cnabling on-demand network acccss to a shared pool of configurable

computing resources (e.g., networks, servers, storage, applications, and services). The

definition of “cloud computing” is not limited to any of the other numerous advantages

that can be obtained from such a model when properly deployed.

[9030] For instance, cloud computing is currently employed in the marketplace so as

to offer ubiquitous and convenient on-demand access to the shared pool of configurable

computing resources. Furthermore, the shared pool of configurable computing resources

can be rapidly provisioned via virtualization and released with low management effort or

service provider intcraction, and then scaled accordingly.
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[0031] A cloud computing modcl can be composed of various charactcristics such as

on-demand self-service, broad network access, resource pooling, rapid elasticity,

measured service, and so forth. A cloud computing model may also come in the form of

various service models such as, for example, Software as a Service (“SaaS”), Platform as

a Service (“PaaS”), and Infrastructure as a Service (“IaaS”). The cloud computing model

may also be deployed using different deployment models such as private cloud,

community cloud, public cloud, hybrid cloud, and so forth. In this description and in the

claims, a “cloud computing environment” is an environment in which cloud computingis

employed.

[0032] Additionally or alternatively, the functionally described herein can be

performed, at least in part, by one or more hardware logic components. For cxample, and

without limitation, illustrative types of hardware logic components that can be used

include Ficld-programmable Gate Arrays (FPGAs), Program-spccific Integrated Circuits

(ASICs), Program-spccific Standard Products (ASSPs), System-on-a-chip systems

(SOCs), Complex Programmable Logic Devices (CPLDs), and other types of

programmable hardware.

[0033] Still further, system architectures described herein can include a plurality of

independent components that each contribute to the functionality of the system as a

whole. This modularity allows for increased flexibility when approaching issues of

platform scalability and, to this end, provides a variety of advantages. System complexity

and growth can be managed more casily through the use of smaller-scale parts with

limited functional scope. Platform fault tolerance is enhanced through the use of these

loosely coupled modules. Individual components can be grown incrementally as business

needs dictate. Modular development also translates to decreased time to market for new

functionality. New functionality can be added or subtracted without impacting the core

system.

[0034 Various terminology will be used herein to describe the cloud-based

transaction platform (also referred to as a “monetary transaction system”, "mobile wallet

platform", "mobile wallct program", “mobile wallet transaction system’, "mobile

financial services (mFS) platform" or "electronic payment system"). The term “agent” is

used to refer to an individual with mFS transaction system tools and training to support

specific mFS functions. These mFS functions include subscriber registration and

activation, and the deposit and withdrawal of funds from the mFS transaction system.

Agents are representatives of the mFS transaction system or "program". Agents can be
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employces or contractors of the program provider, or othcr companics and organizations

that partner with the program provider to provide these services themselves. Agents may

be found in every facet of a typical economy, and may include large retailers, mobile

network operators (MNO) airtime sales agents, gas stations, kiosks, or other places of

business.

[0035] The cloud-based transaction platform includes an infrastructure that allows

native mobile wallet application and third party mobile wallet applications to interact both

with the transaction system and with each other. This allows the user of a native or a third

party mobile wallet to make purchases, transfer money or perform any of the other

transactions described herein. The cloud-based transaction platform mayinclude a mobile

wallct application and a web interface or some other type of functionality that allows the

user to interact with the cloud-based transaction platform using their mobile device. The

native and third party mobile wallct applications may include a subscriber identity

module (SIM) application, an Unstructured Supplementary Service Data (USSD)

application, a smartphone application, a web application, a mobile web application, a

Wireless Application Protocol (WAP) application, a Java 2 Platform, Micro Edition

(J2ME)application, a tablet application or any other type of application or interface that

provides tools for the agent to register, activate, and offer other services to the mFS

subscriber.

[0036] As used herein, a mobile wallet application is a mobile wallet application

installed on a SIM card or clsewhere on a mobile device. The mobile wallct application

may cither be native (i.e. provided by the provider of the cloud-based transaction

platform) or third party (.c. provided by a provider other than the provider of the cloud-

based transaction platform).

[0037] A USSD application is an application that implements USSD for various

functionality including prepaid callback service, location-based content services, menu-

based information services and other mobile wallet plalform services. A web application

is one that implements or uses the internet to provide mobile wallet platform

functionality. A mobile web application is similar to a web application, but is tailored for

mobile devices. A WAP application is one that uses the wireless application protocol to

communicate with the mobile wallet platform to provide the platform’s functionality. A

J2MEapplication is an application developed in Java and is designed to provide mobile

wallct functionality on a varicty of different hardware. A tablet application is an

application specifically designed for a touchscreen-based tablet that provides mobile
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wallet platform functionality for tablet devices. Any of these applications (or any

combination thereof) may be provided on the user’s mobile device. This functionality can

also be made available on a retail point of sale (POS) system or web site. Indeed, the

cloud-based transaction platform allows different POS systems to interact with each other

and conduct transactions between themselves.

[0038] The term "agent administrator" refers to an individual with mFS program tools

and training to administrate the allocation of funds to agent branches (e.g. retail

locations). As agents perform mFS transactions with subscribers, such as depositing and

withdrawing money, the agents are adding and removing moneyfrom their own accounts.

Anyof the applications referred to above may be configured to provide tools used by the

agent administrator to vicwthe agent company balance, viewthe agent branch balances,

and transfer funds into and out of agent branch mobile wallets. This functionality can also

be made available on a website for casicr access.

[8039} In some embodiments, the mFS platform application may utilize triple data

encryption standard (3DES) encryption (or some other type of encryption), encrypted

message signing, and password security on some orall of its communications with the

mFStransaction system in ordcr to cnsurc that the transactions are properly sccured and

authenticated.

(0040) The term “agent branch" refers to any location where an agent provides

support for subscriber services of the mFS platform. Funds are allocated by the agent

administrator from the agent company's main account to cach agent branch to fund the

subscriber mI’S functions such as depositing or withdrawing cash, in-store purchases, bill

payments, prepaid airtime top-ups and money transfers. In some cases, multiple agents

may work in a single branch. However, at least in some cases, monetary funds are

allocated to from the agent company's main account on a per branch basis.

[0041] The term “agent branch account balance" refers to the amount of money

residing in a particular agent branch account al a given lime. Funds can be deposited into

the branch account by the agent administrator, or the funds can come from participating

in subscriber mFS transactions such as depositing or withdrawing cash from the

subscriber's mobile wallet accounts, or making retail purchases with the mobile wallet.

[0042] In some embodiments, in countries with more developed economies, it may be

beneficial to use program-issued pre-paid debit cards, pre-paid access accounts, stored

valuc accounts orgift cards to conduct business along with the added convenience of card

processing networks such as Cirrus, STAR, or Visa for POS and automated teller
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machine (ATM)functionality. Agents, particularly those in retail outlets and kiosks, can

still support subscribers with deposits, withdrawals, and other transfers, but in this case

bank external card processors manage the mobile wallet and branch account balances and

provide the real-timetransfer of funds.

[0043] The term "agent branch ledger" refers to a written (or electronic) ledger

maintained by the mFS platform. Agent branch transactions are performed on the agent's

and subscriber's mobile phones where an electronic record of the transaction is generated

and stored on the mFS platform. These electronic transactions are then reconciled with

agent branch ledgers to ensure the security and integrity of the transaction. Agent branch

ledgers are printed or electronic transaction logs that are distributed to the agent branch

locations in hard copy form to serve as a backup record to the electronic transactions.

[0044] The term "agent company" refers to a business that registers to participate m

the mFS program as a partner of the mFS program provider or owncr. The agent company

has one or more agent branches which conduct mFS business with mFS program

subscribers. In some cases, the agent company may be referred to as a distributor or

retailer.

[0045] The term "agent company account balance” refers to the sum of the funds

deposited at a "partner bank" (defined below) by the agent company to fund the agent

company's daily transactions. The funds m the agent company account are then

distributed to agent branches by the agent company's agent administrator to conduct

everyday business such as accepting cash deposits and cash withdrawals from mFS

subscribers. This balance is sometimes referred to as the "agent company float".

[0046] An “agent manager” is a supervisor of company agents for a given company.

The agent manager has the training and tools to create, delete or modify agent accounts

for a company, as well as monitor the transactions performed by agents. The agent

manager may have a special application or an increased level of rights to access

applications features not available lo other users. The special application is a program

installed on the agent manager's terminal. This application provides the agent manager the

ability to sccurcly perform agent manager functions such as registcring and activating

new agent accounts. The mFS agent manager application may be installed on any

terminal or device. It communicates with the mFS platform using binary and/or text SMS

messages. A wireless service provider or MNO provides the GSM SMS network

infrastructure on which the mFSplatform opcrates.
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[0047] As subscribers, agents, and othcr mFS program participants conduct business

in the mFS program, value is transferred from one account to the next as payment for

services rendered or goods purchased. This value can be in the form of real currency or

the electronic representation referred to herein as eMoney. Among other situations,

eMoney is used in mFS implementations where the real-time processing of financial

transactions including card processing is not practical. The mFS platform utilizes an

internal transaction processor for managing the real-time balance of mobile wallet and

agent accounts as value (eMoney) is transferred from one mobile wallet to another in

paymentfor services.

[0048] The term "mFS program master account" refers to a bank account maintained

by the mFS program partner bank to provide funds and float for the operation of the mFS

platform. Depending on the type of mFS implementation, the master account can include

sub-accounts for cach of the agent branches and subscriber mobile wallcts, giving the

bank visibility into all transactions on a per-uscr basis. The mFS platform can also

manage the balance of sub-accounts and interact with the bank's master account when

funds need to be deposited or withdrawn from the account.

[0049] The term mobile network opcrator (MNO) refers to a provider of mobilc

phone service including basic voice, SMS, unstructured supplementary service data

(USSD)and data service, and mayalso be referred to as a "wireless service provider".

[0050] The term "mobile wallet" or "mobile wallet account" refers to a stored value

account or prepaid access account (PPA)that allows the owner(or "subscribcr") to pay

for goods and services on the mIS platform from his or her mobile wallet account. When

the mFS eMoneytransaction processor is used, the mobile wallet balance is maintained

by the mFS platform and value is exchanged within the mFS program as eMoney. When

the mFS platform is integrated to an external card processor, the mobile wallct utilizes

funds from the subscriber's prepaid debit card and bank account to exchange value on the

mFS platform.

[0051] The term "partner bank" refers to the primary bank participating in the mFS

program. The partner bank is responsible for holding the mFS program master accounts

that hold the funds for all mFS services and transactions. A "PIN"refers to a numeric

passwordthat may be required to perform a transaction via the mobile wallet application.

[0052] The term "subscriber" refers to a participant of the mFS mobile wallet

platform. The subscriber maintains a mobile wallet balance and performs transactions

using the mFS application. An "unbanked subscriber" is a subscriber that does not have
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(or docs not have access to) a bank account or credit union account. The application or

"mobile wallet application” provides mobile wallet functionality to the (unbanked)

subscriber. The mobile wallet application is installed on a mobile device in the device's

memory, on a SIM card (such as a GSM SIM card) or is otherwise accessible to the

mobile device. The mobile wallet application provides the subscriber the ability to

securely perform subscriber functions such as making retail purchases, paying bills, or

transferrmg money to other mFS subscribers and non-subscribers. The mobile wallet

application communicates with the mFS platform using binary and text SMS messages,

among other forms of wireless communication. A wireless service provider or MNO

provides the GSM networkinfrastructure on which the mFS platform operates.

[0053] Figure 1 illustrates an cxample system architecture for a cloud-bascd

transaction platform. Integration tier 101 is configured to manage mobile wallet sessions

and maintain integrity of financial transactions. Integration ticr 101 can also include a

communication (c.g., Web services) API and/or other communication mechanisms to

accept messages from channels 111. Other mechanisms include, but are not limited to:

International Standards Organization (‘TSO’) 8583 for Point of Sale (“POS”) and

Automated Teller Machines (“ATM”) devices and Advanced Message Queuing Protocol

(“AMQP’”’) for queue based interfaces. Each of channels 111 can be integrated to one or

more mechanisms for sending messages to integration tier 101. Notification services 102

is configured to send various notifications through different notification channels 112,

such as, for cxamplc, Short Message Pecr-to-Peer (“SSMP”’) for Short Messaging Service

(“SMS”) and Simple Mail Transfer Protocol (“SMTP”) for emails. Notification services

102 can be configured through a web services API.

[0054] Service connectors 103 are a set of connectors configure to connect to 3rd

party systems 113. Each connector can be a separate module intended to integrate an

external service to the system architecture. Business process services 104 are configured

to implement business workflows, including execuling [financial transactions, auditing

financial transactions, invoking third-party services, handling errors, and logging platform

objccts. Payment handler 105 is configured to wrap APIs of different payment processors,

such as, for example, banking accounts, credit/debit cards or processor 121. Payment

handler 105 exposes a common API to facilitate interactions with many different kinds of

payment processors.
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[0055] Sccurity scrviccs 106 are configured to perform subscriber authentication.

Authorization services 107 are configured to perform client authorization, such as, for

example, using a database-based Access Control List (“ACL”’) table.

[0056] Database 108 is configured to manage customer accounts (e.g., storing

customer accounts and properties), manage company accounts (e.g., storing company

accounts and properties), manage transaction histories (e.g., storing financial transaction

details), store customer profiles, storing dictionaries used by the mobile wallet platform,

such as, for example, countries, currencies, etc., and managing money containers. Rules

engine 109 is configured to gather financial transaction statistics and uses the statistics to

provide transaction properties, such as, for example, fees and bonuses. Rules engine 109

is also configured to enforce business constraints, such as, for cxample, transactions and

platform license constraints.

[0057] Name matching cngine 110 is configured to match different objects according

to specificd configuration rules. Matching cngine 110 can be uscd to find similaritics

between names, addresses, etc. Transaction processor 121 is configured to manage

financial accounts and transactions. The transaction processor 121 can be used to hold,

load, withdraw and deposit funds to mobile wallct accounts. Transaction proccssor 121

can also be used as a commoninterface to a third party processor system. When used as a

common interface, financial operations may be delegated to the external processor. A

Clearing House subsystem of transaction processor 121 can be used to exchange the

financial information with a bank.

[0058] Components of a mobile wallet platform can be connected to one another over

(or be part of) a system bus and/or a network. Networks can include a Local Area

Network ("LAN"), a Wide Area Network (“‘WAN”), and even the Internet. Accorindlgy,

components of the mobile wallct platform can be “in the cloud”. As such, mobile wallet

platform components as well as any other connected computer systems and_their

components, can create message relaled dala and exchange message related data (e.g.,

Internet Protocol (“IP”) datagrams and other higher layer protocols that utilize IP

datagrams, such as, Transmission Control Protocol (‘TCP”’), Hypertext Transfer Protocol

(“HTTP”), Simple Mail Transfer Protocol (“SMTP”), etc.) over the system bus and/or

network.

[0059] The components depicted in Figure 1 can interoperate to provide a number of

financial and other services including but not limited to enrolling a customer for a mobile

wallet, adding a stored value account(either hosted by a mobile wallet platform or a third
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party), adding a bank or credit union account to a third party mobile wallct, adding a debit

or credit card account to a third party mobile wallet, depositing funds in a third party

mobile wallet, withdrawing funds from a third party mobile wallet, paying bills from a

third party mobile wallet, topping up a prepaid mobile account through a third party

mobile wallet, transferring funds through a third party mobile wallet (nationally or

internationally), making in-store purchases using a third party mobile wallet, selecting

health care providers and paying for health care services, paying for music, games,

movies or other downloadable provided by a third party provider and madeavailable over

the cloud-based transaction system, and various other tasks as described herein below.

[0060] Figure 2 depicts a monetary transaction architecture 200 similar to that

described in Figure 1. The monctary transaction architecture 200 may provide a morc

simplified system structure in which each of the above services may be provided. The

system includes a subscriber 205. The subscriber may have access to a bank account, or

may be an unbanked subscriber. The subscriber has a profile 211 with the cloud-based

transaction system 210. The profile includes the subscriber's know your customer (KYC)

information, as well as any associated bank accounts, credit union accounts, bill pay

accounts or other accounts. The subscriber has (or has acccss to) a mobile device 206

such as a phoneor tablet. The mobile device runs the native or third party mobile wallet

application 207.

[0061] The subscriber can indicate, using the mobile wallet application 207, which

transaction or other action he or she would like to perform. The indicated transaction 208

is sent to the mobile wallet platform 210 to be carried out by the platform. The transaction

processor 216 (which may be similar to or the same as transaction processor 121 of

Figure 1) performs the transaction(s) specified by the (unbanked) subscriber 205. The

transaction processor may implement various other components to perform the

transaction including memory 217, (wireless) communication module 215, rules engine

220 and/ora transaction database 225.

[0062] Performing the specified transactions may include communicating with the

monctary transaction databasc 225 to determine whether the transaction is permissible

based on data indicated in the unbanked subscriber’s profile (for instance, whether the

subscriber has enough eMoney 221 in his or her stored value account, or has enough

moneyin his or her bank account). Rules engine 220 may also be consulted to determine

whether the subscriber has exceeded a specified number of allowed transactions. Then, if

funds are available, and the transaction is otherwise permissible, the monetary transaction
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system can transfer moncy or cMoncy 221 to or from an entity such as a user or agent

(e.g. customer 222) to or from an establishment such as an agent terminal(i.e. a retail

store or agent company) 223.

[0063] In some cases, the cloud-based transaction system 210 provides a web

interface that allows subscribers of third party mobile wallet applications to perform the

same functions provided for native subscribers. For instance, mobile wallet application

207 may provide a web interface that allows a user to enroll for a native or third party

mobile wallet. The web interface (or the mobile wallet application itself) receives a

subscriber-initiated transaction over one of a plurality of communication channels (111

from Figure 1) connected to the cloud-based transaction system 210. The web interface or

mobile wallet application may prompt for and reccive enrollment information (c.g. KYC

information) for the (unbanked) subscriber 205 over at least one of the plurality of

communication channcls (c.g. web, point-of-sale (POS), interactive voicc response (IVR,

ete.). The web interface or mobile wallet application may then send activation instructions

over the same or a different channel to activate the (unbanked) subscriber 205 and create

a subscriber account for the (unbanked) subscriber.

[0064] Once the subscriber has an account, the cloud-bascd transaction system

generates (or allows the third party provider to generate) a corresponding mobile wallet

for the unbanked subscriber (available via the web interface and/or the mobile wallet

application). The system then presents the (unbanked) subscriber's account data

associated. with the mobile wallct and/or a notification indicating that cnrollment was

successful to the subscriber. Accordingly, the mobile wallet application or the web

interface may be used to provide user enrollment functionality. It should also be

understood that either the mobile wallet application or the web interface may be used to

provide substantially all of the third party or native mobile wallct functionality described

herein.

[0065] lt should also be noted that the mobile device 206 may be any type of plan-

based phoneor tablet, or prepaid phone or tablet. Many subscribers, such as unbanked

subscribers, may primarily use prepaid phones. The mobile wallet application 207 may be

installed on both plan-based phones and prepaid phones. The mobile wallet application

may be installed on the device's SIM card, or on the device's main memory. Accordingly,

the monetary transaction system 200 may be accessed and used via substantially any type

ofplan-based or prepaid mobile device.
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[0066] The components depicted in Figure 1 can intcropcrate to provide a number of

financial and other services including but not limited to enrolling a customer for a third

party mobile wallet, adding a stored value account (either hosted by an electronic

payment system or a third party), adding a bank/credit union account to a third party

mobile wallet, adding a debit/credit card account to a third party mobile wallet,

depositing funds in a third party mobile wallet, withdrawing funds from a third party

mobile wallet, paying bills from a third party mobile wallet, topping up a prepaid mobile

account through a third party mobile wallet, transferring funds through a third party

mobile wallet, making in store purchases from a third party mobile wallet, or transferring

money or eMoney from one business account to another business account (i.e. from one

business's mobile vault to another business's mobile vault, as will be shown in Figure 4).

[0067} Figure 3A depicts a subscriber-to-subscriber eMoney transfer. In a merchant

and distributor sccnario, cithecr or both of the merchant and the distributor (including any

delivery personnel) may be subscribers. To perform such a transfer, subscriber A (301)

enters some type of identification information identifying subscriber B (e.g. subscriber

B’s phone number) and an amount of moneyhe or she wishesto transfer. The transaction

processor 216 of the monctary transaction system 210 determinesif there are sufficicnt

funds to complete the transfer. If sufficient funds are available, the monetary transaction

system 210 decrements subscriber A's account and credits subscriber B’s account (302).

The system then sends some kind of notification (e.g. SMS) to subscriber B indicating

that a certain amount of moncy was transferred to their account. Subscriber A may also

receive a notification that the transfer was successful. Accordingly, eMoney may be

transferred between two cloud-based platform subscribers, one or both of which may be

unbanked. The cloud-based transaction system 210 processes the subscribers’ requests,

updates the subscribers’ cMoncy balances, logs the transactions, and sends transaction

information to a specified bank when needed.

[0068] Figure 3B illustrates a  subscriber-to-non-subscriber eMoney transfer.

Accordingly, as mentioned above, either or both of the merchant and the distributor may

be non-subscribers. In graphic 305, subscriber A wishes to send cMoncy to another

individual that is not a subscriber to the cloud-based transaction platform. The transaction

is Initiated in the same fashion as the subscriber-to-subscriber transfer scenario. However,

since non-subscriber B does not have a mobile wallet account, the cloud-based

transaction system 210 cannot credit them with cMoncy. Instead, the cloud-based

transaction system 210 sends a notification (e.g. via SMS) to non-subscriber B with
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instructions for how to pick-up the transferred moncy, along with an authorization code

(306). The cloud-based transaction system 210 puts a hold on subscriber A's account for

the amount transferred. Subscriber B then has a specified number of days to pick up the

cash before the hold expires and the amount is credited back to subscriber A's eMoney

account by the monetary transaction system 210.

[0069] When non-subscriber B goes to pick up the money at an agent branch, the

agent branch’s manager or agent verifies the authorization code via an agent manager or

agent mobile wallet application (that, in turn, accesses the cloud-based transaction

platform). Oncethe transfer has been validated, the agent gives the cash to non-subscriber

B. The agent branch’s mFS account is credited with the transfer amount (307) and the

user leaves with the cash in hand (308). The cloud-based transaction platform processes

the transfer request, updates subscriber A's eMoney balance, logs the transaction, and

scndstransaction dctails to a platform-spccificd bank.

[0070] Figure 4 illustrates a mobile wallct subscriber making a retail purchasc.

Mobile wallet subscribers can make retail purchases at agent branchesdirectly from their

mobile device. Agent branches, as explained above,are retail stores or other entities that

have registered with the cloud-bascd transaction platform and arc able to accept native

and third party mobile wallet payments. Accordingly, a subscriber can select the items

they wish to purchase, and indicate (via the mobile wallet application) to the agent branch

that they wish to pay for the items. The mobile wallet application then communicates

with the agent branch and the monctary transaction system to indicate the price of the

transaction. The monetary transaction system 210 then debits the subscriber’s eMoney

account (401) and credits the agent branch’s eMoney account (402). The agent branch

(and/or the agent manager or agent) receives confirmation that subscriber paid for the

purchase. The subscriber may also reccive a summary ofthe retail purchase and may be

asked to confirm the purchase by entering a PIN. The monetary transaction system

processes the purchase request, updates the agent branch and subscriber's eMoney

balances, logs the transaction, and sends transaction details to a cloud-based transaction

platform-specified bank.

[0071] In one embodiment, the cloud-based transaction system 210 is implemented to

make a purchase from a mobile wallet. The communications module 215 of the monetary

transaction system 210 receives a communication from a subscriber over a

communication channel 111. The subscriber communication indicates that an unbanked

subscriber 205 desires to purchase an item for a specified amount of funds using a
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specified payment method from the unbanked subscribcr’s native or third party mobile

wallet.

[0072] The monetary transaction system 210 then returns a secure, perishable

purchase code to the unbanked subscriber over at least one of the channels connected to

the monetary transaction system and receives a subsequent agent branch communication

over a channel indicating that the purchase code has been presented to an agent (branch).

The monetary transaction system 210 validates the status of the specified payment

method, determines if the specified payment method can accommodate a purchase for the

specified amount, performs a limit check and/or a velocity check on the selected payment

method, debits the specified payment method by the specified amount of funds, returns a

notification to the agent branch authorizing the purchase and sends a receipt to the

unbanked subscriber over a communication channel. The cloud-based transaction system

210 may thus be used in this manner to make a retail purchase using a native or third

party mobile wallct.

[0073] Figure 5 depicts a physical environment and corresponding computer system

architecture 500 for allowing a user to participate in various services using a native or

third party mobile wallct (c.g. 511). Some of these services include allowing the user 507

to access disruptively priced or free financial services or items in exchange for

participation in opt-in advertising. The environment 500, like the scenarios described in

Figures 3A, 3B and 4, involvesthe use of a native or third party mobile wallet application

$11. The mobile wallet application 511 can be used. to provide disruptively priced or frec

financial services or items in exchange for participation in opt-in advertising. The mobile

wallet application may be run on any type of digital device including a mobile phone,

tablet, laptop or other digital device. Embodiments include providing digital data (e.g.,

coupons or vouchers) for obtaining disruptively priced or free items (c.g., consumer

goodsor groceries) to such digital devices.

[0074] In some embodiments, a user has an account with a mobile payment system.

The cloud-based transaction system (e.g. 210 of Figure 2 or electronic payment system

521 of Figure 5) can provide the user 507 with a varicty of functionality including

purchasing items (see Figure 4), depositing funds, withdrawing funds, transferring funds

(see Figures 3A and 3B), and others all from a third party wallet. Accordingly, the user

can use a digital device to interact with the electronic payment system 521 to pay for

goods and/or scrviccs.

APPL-1002

APPLEINC./ Page 1188 of 1744



APPL-1002 
APPLE INC. / Page 1189 of 1744

10

15

i) wa

30

WO2013/078176 20 PCT/US2012/066013

[0075] In exchange for some type of financial bencfit, the user opts in to reccive

advertisements. The financial benefits may include coupons, vouchers, promotions, Buy

One Get One (“BOGO’”’)offers or any other type of benefit (such as a reduced cost or free

financial service or good) from the electronic payment system. The benefit may be

targeted to the user based on the user’s age, location or other demographic information, or

based on the user’s past purchases. At least in some embodiments, when the user agrees

to participate in opt-in advertising, the electronic payment system 521 is permitted to

store (e.g., by capturing purchase orders), track, and analyze items that the user purchases

through their account with the electronic payment system. The electronic payment system

stores and maintains lists of the users’ purchased items in a data warehouse. The

electronic payment system may also store information about the uscr (anonymous or

otherwise) including age, income level, an indication of whether kids are in the family, or

other information that may be uscful in targeting ads or bencfits to the user.

[0076] The electronic payment system analyzes 534 the uscrs purchasing habits to

identify advertisements and/or promotions that may be of mterest to the user. The

advertisements and/or promotions can be for items the user has purchased 503. The

advertisements and/or promotions can also be for items rclated to items the uscr has

purchase. For example, if user has purchased a particular brand of razor, advertisements

for the brand’s shaving cream can be identified. Advertisements for related 1tems can also

be used for cross-promotion.

[0077] From time to time, at specified intervals, or based on location (c.g., having a

coupon for a merchant this is with a specified proximity) the electronic payment system

sends identified advertisements and/or promotions to the user’s digital device. When

specified advertising thresholds are satisfied (e.g., a specified number and/or type of

advertisements and/or promotions arc presented), the electronic payment system confers a

financial benefit on the user’s account. For example, the electronic payment system can

provide the user’s account with a lowcost (e.g., reduced fee) or free financial service,

such as, for example, one reduced cost bill pay or one free bill pay. Alternately, the

electronic payment system can provide the uscr’s account with a coupon or voucher for

an item (e.g., an item a user has pre-selected or an item the user has purchased in the

past).

[0078] In some embodiments, a client application for the electronic payment system

runs on the uscr’s digital device (c.g. mobile wallet application 511). The user interacts

with the electronic payment system through the client application. From a screen of the
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clicnt application, the uscr can agree to accept opt in advertising. Accordingly,

embodiments of the invention essentially permit a user to self-monetize themselves

throughtheir digital device.

[0079] As further depicted in Figure 5, computer architecture 500 includes digital

device 508, retail location 502, and electronic payment system 521. Digital device 508

further includes mobile wallet application 511. Retail location 502 further includes its

own mobile wallet application 512. Electronic payment system 521 includes marketing

module 533, data warehouse 532, advertisements 538, payment processor 522, user

mobile wallet 524 (user 507’s mobile wallet), and merchant mobile wallet 526 (retail

location 502’s mobile wallet).

[0080] Generally, cach company in packaged goods companies 571 (or retailers that

sell the packaged goods or other goods or services) can send advertisement data to

electronic payment system 521. Advertisements 538 represent the collection of

advertisement data sent from packaged goods companics 571. Each company in packaged

goods companies 571 can also submit benefit rules to electronic payment system 521.

Benefit rules 578 represent the collection of benefit rules sent from packaged goods

companics 571. Benefit rules 578 define when a benefit, such as, for cxample, a free

financial service, a coupon, a promotion, etc, is to be granted to a user of electronic

payment system 521. For example, in response to completing a questionnaire linked to a

product advertisement, a user can be given a coupon for the product or for a related

product.

[0081] Tn general, user 507 can use native or third party mobile wallet application 511

to pay for goods purchased at retail location 502 (as shown in Figure 4). For example,

user 507 can use mobile wallet application 511 to purchase goods 503. To pay for goods

503, mobile wallct application 511 can scnd payment instruction 543 in amount 563 to

electronic payment system 521. Payment processor 522 can receive paymentinstruction

543. In response, payment processor 522 can debit 541 user mobile wallet 524 by amount

563. Payment processor 522 can also credit 542 merchant mobile wallet 526 by amount

563.

[0082] User 507 can use mobile wallet application 511 to participate in opt-in

advertising. For example, user 507 can use mobile wallet application 511 to send opt-in

544 to electronic payment system 521. Advertising module 533 can receive opt-in 544

and record that mobile wallet application 511 has opted in for advertising. As such, when

user 507 makes a purchase using mobile wallet application 511, a list of purchased items
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