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transaction by depressing the start key of WCD 120 when the user
(carrying WCD 120) is within a wireless communication range of

parking meter 115. In response, WCD 120 requests parking meter

specific information from parking meter 115. Parking meter 115

responds with an exemplary message:

METER202398981:

THIS METER COSTS$0.25 an hour, PAY?

This message, once received by WCD 120,is displayed to

user 105 via the WCD display device. User 105 responds by

depressing a WCD key indicating "YES ", the user wishes to pay

for an hour of parking. In response to the "YES" key being

depressed, WCD 120 transmits an encrypted request to ESP 125

for approval to transfer $0.25 from user bank account 110 to the
parking meter. Assuming a bank account balance of greater than

$0.25 in bank account 110, bank facility 135 approves the transfer,

and in turn, ESP 125 transmits an encrypted approval message to

WCD 120. After receiving the approval message, WCD 120

transmits a message including a $0.25 monetary transfer to

parking meter 115 to complete the transaction and to pay for one

hour of parking. After the transaction is complete, ESP 125
reestablishes communication with facility 135 to thereby debit

bank account 110 by §.25. |
In the following exemplary “restaurant-based” e-commerce

transaction, POT terminal 115 resides in a restaurant and stores

restaurant specific information such as a food and beverage meriu

with associated prices. In this example, user 105 again initiates
the e-commerce transaction by depressing the start key of WCD
120 when in communication range of POT terminal 115. In

response to the request transmitted by WCD 120, restaurant POT
terminal 115 transmits a response message to the WCD 120. The

response message includes the food and beverage menu and

associated prices. This information is displayed to user 105 at
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WCD 120. User 105 selects desired items from the displayed

menu via input device 123 ofWCD 120. WCD 120 automatically

calculates a total cost of the selected items (including a designated

tip if the user so desires), and transmits an encrypted message to

ESP computer 125 for approval of this total cost amount. If ESP

computer 120 approves the transaction, WCD 120 transmits an

electronic payment to POT terminal 115 at the restaurant.

The e-commerce transactions described above each involve

an electronic transfer of assets, such as money, from WCD 120 to
POT terminal 115 at the POT. However, it should be appreciated

that POT terminal 115 can be a second WCD, whereby assets are

transferred electronically from WCD 120 to the second WCD.

PIG. 6 is a block diagram of an arrangement 600 for such an

electronic transfer of assets from WCD 120 to a WCD 605.

Arrangement 600 is similar to the arrangement described in

connection with system 100, except WCD 605 replaces POT

terminal 115. Arrangernent 600 also includes ESP computer 610

and an e-commerce facility 612, for supporting an e-commerce

transaction effected using WCD 605. A user 615 ownsassets in an

asset account 620 held by e-commercefacility 612. WCD 605, ESP

610 and e-commerce facility 612 inter-communicate in the same

manner that WCD 120, ESP 125, and e-commerce facility 135 inter-

communicate. |
In arrangement 600, user 615 can initiate and control an

electronic transfer of assets from asset account 620 to asset account

110 using WCD 605. An exemplary transfer, wherein asset

accounts 620 and 110 are bank accounts, includes the electronic

transfer of money from bank account 620 to bank account 110, as

now described. When user 615 initiates such a transaction at

WCD 605, WCD 605 transmits an initial request to WCD 120. In

response, e-commerce server application 325 of WCD 120 (see

FIG. 3) generates a response message identifying WCD 120. Next,
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at WCD 605, user 615 enters a dollar amount that is to be

transferred from account 620 to account 110. Next a transfer of

this amount is verified/validated by ESP 610 and e-commerce

facility 612 in the same manner as described above in connection

with FIG, 4. After such validation, WCD 605 transmits a message

to WCD 120 electronically transferring the entered dollar amount

to WCD 120. Finally, theaccount balances of asset accounts 620

and 110 are respectively debited and credited by the dollar

amount transferred between the accounts to reflect the e-

commerce transaction.

FIG. 7 is a block diagram of another arrangement 700 of the

present invention for effecting an e-commerce transaction using a

WCD 705 capable of scanning a merchandise bar code associated

with a merchandise item 710. WCD 705 is interconnected with an

ESP computer and bank facility as described above, but not shown

in PUG. 7. The first wireless interface of WCD 705,that is, the short
range wireless interface, includes a known bar code reader 715.

Bar code reader 715 is any known bar code reader capable of

reading or scanning a bar code 720, such as a UPC label,
associated with merchandise item 710. When the user of WCD

705 scans UPC label 720 with reader 715, WCD 705 acquires a

purchase price and an identification code corresponding ‘to

merchandise item 710, and stores this information to a memory

buffer of WCD 705. As the user scans additional merchandise
items while shopping, WCD 705 accumulates a total purchase
price in, and adds additional identification codes to, the memory
buffer. When the user is done shopping and wishesto pay for the
scarmed items, the user carries WCD 705 to a POT terminal

capable of receiving an electronic transfer of money from WCD

705. The user then initiates a payment process as described in
cormection with FIG. 4 to pay for the scanned merchandise items
at the POT terminal.
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In the exemplary e-commerce transactions described above,

asset account 110 is a bank account holding money, and moneyis

electronically transferred to/from the bank account. However,

asset account 110 can hold other, electronically transferrable, non-
monetary assets. For example, asset account 110 can hold

electronic coupons, credit points or bonus points cumulatively

earned whenever user 105 makes a purchase either in accordance

with the present invention, or that is not necessarily in accordance

with the present invention. Such coupons, credit points or bonus
points can then be applied to subsequent purchases made in

accordance with the present invention, wherein the non-monetary

assets are electronically transferred to a POT terminal, instead of

money. Also, these non-monetary assets can be held in a second

or third asset account owned by user 105 in addition fo asset

account 110. Asset account 110 can also be a credit account, such

as a credit card account, for transferring credit to the POT

terminal in the e-commerce transaction, thereby obviating the

need for a credit card in a credit transaction.

FIG. 8 is a block diagram of an embodiment of WCD 120.

WCD 120 has a compact, hand-held form factor similar to that of a

personal digital assistant or cellular telephone. The functionality

of WCD 120 can be integrated with the functionality of a wireless

or cellular telephone so that WCD 120 can be used as both a

cellular phone and to effect e-commerce transactions. WCD 120

includes a bus 802 or other communication mechanism for

communicating information, and a processor 804 coupled with the

bus 802 for processing information. WCD 120 also includes a

main memory 806, such as a random access memory (RAM) of
other dynamic storage device, coupled to the bus 802 for storing

information and instructions to be executed by processor 804.

Main memory 806 also may be used for storing temporary

variables or other intermediate information during execution of
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instructions to be executed by processor 804. WCD 120 further

includes a read only memory (ROM) 808 or other static storage

device coupled to the bus 802 for storing static information and

instructions for the processor 804. A storage device 810, such as a

magnetic disk or optical disk, is provided and coupled to the bus
802 for storing information and instructions.

WCD 120 includes display 124, such as a flat panel display,

for displaying information to a user. Display 124 is coupled to

bus 802. Input device 123, including alphanumeric and other
keys, is coupled to bus 802 for communicating information and

commandselections to the processor 804. Another type of user

input device is a cursor control 816, such as a mouse, a trackball,

or cursor direction keys for communicating direction information

and command selections to processor 804 and for controlling

cursor movernent on display 124.

Initiation and control of the e-commerce transaction is

provided by WCD 120 in response to processor 604 executing

sequences of instructions contained in main memory 806. Such

instructions may be read into main memory 806 from another

computer-readable medium, such as a storage device 810.

Execution of the sequences of instructions contained in the main

memory 806 causes the processor 804 to perform the process steps

described above in connection with FIG. 4 and the exemplary e-

commerce transactions described above. In alternative
embodiments, hard-wired circuitry may be used in place of or in
combination with computer software instructions to implement
the invention. Thus, embodiments of the invention are notlimited

to any specific combination of hardware circuitry and software.

WCD 120 includes a short range, wireless communication

interface (I/F) 820 coupled to bus 802. Communication I/F 820

correspondsto the “first interface’ mentioned in connection with

FiGs. 1 and 7. As described above, communication I/F 820
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provides bi-directional wireless data communication with the
compatible wireless communication I/F of POT terminal 115, over

wireless communication link 197. Communication I/F 820

includes a transceiver for transmitting and receiving data over

wireless communication link 137, and a micro-controller for

controlling the communication interface. The micro- controller

can be integrated with processor 804, and executes program

instructions or the like to implement the functionality of the

communication I/F including any required data communication

protocols. To support alternative arrangement 700 described in

connection with FIG. 7, communication I/F 820 can optionally

include a known bar code reader.

In the present invention, wireless communication I/F 820

supports digital data packet exchanges between WCD 120 and

POTterminal 115, and as such, can be implemented in accordance

with exemplary specifications for short-range wireless

communications, such as “Bluetooth” and/or Infrared Data

Association (IrDA) specifications, or any other suitable

specification, so long as a compact comrmumication [/F 820 can

comply with the specification requirements. Bluetooth is a

proposed radio frequency (RF) specification for short-range,

point-to-multipoint data transfer. Bluetooth radio links, operating

in the 2.4 gigahertz Industrial-Scientific-Medical (ISM) frequency
band, have a nominal communication range between 10

centimeters and 10 meters. However, this nominal range can be

extended to 100 meters by increasing the transmit power of a

Bluetooth transmitter in communication I/F 820. The IrDA

specification provides for wireless data exchanges using a short-

range infrared wireless link. Accordingly, a typical distance

between WCD 120 and POT terminal 115 during an e-commerce
transaction is ten meters or less, unless an extended range

transmitter is used in each device.
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WCD 120 also includes a wireless network communication

I/F 822. Network communication I/F 822 corresponds te the

“second interface’ mentioned in connection with FIG, 1, and

supports the wireless exchange of digital data packets between

WCD 120 and network access device 145, as described above.

Wireless network conumunication I/F 822 incorporates a wireless

transceiver and a micro-controller similar to the type used in

cellular telephony devices for cornmunicating between a cellular

telephone and a distant base station. In the preferred

embodiment, network communication I/F 822 communicates

with network access device 145 using a code division multiple

access (CDMA) communication protocol,
lt should be understood that POT terminal 115 includes a

wireless 1/F compatible with wireless I/F 820 of WCD 120. POT

terminal 115 also includes a processor and mernory sufficient to

host and exectite server application 345. .

While various embodiment of the present invention have

been described above, it should be understood that they have

been presented by way of example only, and notlimitation. Thus,
the breadth and scope of the present invention should not be

limited by any of the above-described exemplary embodirnents

and arrangements, but should be defined only in accordance with

the following claims and their equivalents.
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CLAIMS

1. A method of effecting a wireless electronic commerce (e-

commierce) transaction between a wireless communication device

and a point-of-transaction (POT) terminal, comprising:

(a) associating unique identifying information

with the wireless communications device;

(b) wirelessly transmitting first e-commerce

transaction data between the wireless communications device and

the POT terminal; and

(c) wirelessly transmitting second e-commerce

transaction data generated as a function of the unique identifying

information and the first e-commerce transaction data, from the

wireless communications device to 4 service provider.

2, The method of claim 1, wherein the service provider

provides an e-commerce support service to a subscriber having a

subscriber asset account electronically accessible to the service
provider and remote from both the wireless communications

device and the POT terminal, further comprising

effecting a transfer of assets between the subscriber asset
account and the POT terminal via the first e-commerce transaction

data, the second e-commerce transaction data, and the wireless

communications device; and

increasing and decreasing assets in the asset account to

reflect the transfer of assets in the e-commerce transaction.

3. The method of claim 2, wherein the subscriber asset

account is a subscriber bank account, further comprising

electronically transferring a monetary fund amount from

the bank account to the POT terminal; and
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determining the monetary fund amountas a function of the

first e-commerce transaction data and transaction control

commands entered via the wireless communications device to

control the transaction.

4. The method of claim 1, wherein step (b) inchudes

transmitting a request message from ‘the wireless

communications device to the POT terminal requesting

transaction information from the POT terminal; and

receiving a response message from the POT terminal at the

wireless communication device, the response message including

the transaction information requested from the POT terminal.

5. The method of claim 4, wherein step (b) further includes _

transmitting the first e-commerce transaction data over a short-

range, Wireless communication link in accordance with one of a

Bluetooth data transmission protocol, an IrDA data transmission

protocol, and a proprietary data transmission protocol.

6. The method ofclaim 1, further comprising

establishing a wireless network link between the wireless

communications device and the service provider in response to

receipt of the first e-commerce transaction data at the wireless
communications device; and

transmitting the second e-commerce transaction data over

the wireless network link using a packet data protocol compatible

with an Internet packet data protocol.

7. The method of claim 1, wherein the unique identification

information includes at least one of a subscriber personal

identification number, a mobile subscriber number, and an

electronic serial number, and wherein step (c) includes encrypting
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e-commerce transaction data at the wireless communication

device using the unique identification information to generate the

second e-commerce transaction data.

8. The methodof claim 1, further comprising

displaying informationrelating to the first transaction data

at the wireless communications device; and

entering commands via the wireless communications

device to initiate and contral the e-commerce transaction.

9. A system for effecting a wireless electronic commerce (e-

commerce) transaction, comprising:

a wireless communications device having unique

identifying information;

a local wireless interface in said wireless communications

device for communicating with a wireless interface at a point-of-

transaction (POT) terminal:

means for transmitting first e-commerce transaction data

betweenthe wireless interfaces; and

means for transmitting second e-commerce transaction data

generated as a function of the unique identifying information and

the first e-commerce transaction data from said wireless

communications device to a service provider.

10. The system of claim 9, further comprising a support

computer at the service provider for providing an e-commerce

support service to a subscriber having a subscriber asset account

electronically accessible to the support computer and remote from

both the wireless communications device and the POT terminal,

wherein assets are transferred between the subscriber asset

account and the POT terminal via the first e-commerce transaction

data, the second e-commerce transaction data, and the wireless
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communications device, the support computer including means

for increasing and decreasing assets in the asset accountto reflect

the transfer of assets in the e-commerce transaction,

11. The system of claim 10, further comprising

means for electronically transferring a monetary fund

amount from a subscriber bank account to the POT terminal; and

means for determining the monetary fund amount

transferred based on.the e-commerce first transaction data and

transaction control commands entered via the wireless

cormmiunications device to control the transaction.

12. ‘The system of claim 9, wherein said means for transmitting

first e-commerce transaction includes

means in the wireless communication device for

transmitting a request message from the wireless communications

device to the POT terminal requesting transaction information

from the POT terminal; and

means in the wireless communication devicefor receiving a

response message including the requested transaction information

from the POT terminal.

13. The system of claim 12, wherein said wireless interfaces

include means for transmitting the first e-commerce transaction

data over a short-range, wireless communication link in

accordance with one of a Bluetooth, an IrDA, and a proprietary

data packet transmission protocals.

14.=The system of claim 9, wherein the wireless communication

device further comprises
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means for establishing a wireless network link with the

service provider in response to receipt of the first e-commerce

transaction data at the wireless communications device; and

means for transmitting the second transaction data over the

wireless network link using a packet data protocol compatible

with anInternet packet data protocal.

15. The system of claim 9, wherein the wireless communication

device further comprises means for encrypting e-commerce

transaction data as a function of the personal identification

number to generate the second transaction data, wherein the

unique identification information includes at least one of a

subscriber personal identification number, a mobile subscriber

number, and an electronic serial number of the wireless

communication device.

16. The system of claim 9, wherein the wireless communication
device further comprises

means for displaying information relating to the first

transaction data; and

means for entering commands to initiate and control the e-

commerce transaction.

17. A system for effecting a wireless electronic commerce (e-

commerce) transaction, comprising:

an e-commerce support computer at a service provider for

providing an e-commerce support service to at least one

subscriber having a subscriber asset account electronically

accessible to the e-commerce support computer;

a point-of-transaction (POT) terminal having a wireless

interface;

a wireless communications device having
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unique identifying information, and including

a Wireless interface for communicating with the first

wireless interface of the POT terminal,

means for transmitting first e-commerce transaction

data between the wireless interfaces of the . wireless

commumication device and the POT terminal and

means for transmitting second e-commerce

transaction data generated as a function of the unique identifying

information and the first e-commerce transaction data between

the wireless cormmunications device and the e-commerce support

cornmputer.,

18. The system of claim 17, wherein the subscriber asset

account is remote from both the wireless communications device

and the POT terminal, and wherein assets are transferred between

the subscriber asset account and the POT terminal via the first e-

commerce transaction data, the second e-commerce transaction

data, and the wireless communications device, the e-commerce

support computer including means for increasing and decreasing
assets in the asset account to reflect the transfer of assets in the e-

commerce transaction.

19, The system of claim 17, wherein said means for

transmitting first e-commerce transaction in the wireless

communication device includes :

means for transmitting a request message from the wireless

communications device to the POT terminal requesting
transaction information frorm the POT terminal; and

means in the wireless communication device for receiving a
response message including the requested transaction information

from the POT terminal, and wherein
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said POT terminal includes means for receiving the request

message and means for formulating and transmitting the response

message.

20. The system of claim 17, wherein both the wireless

communication device and the e-commerce support computer

further comprise means for encrypting e-commerce transaction

data as a function of unique identification information to generate

the second transaction data, wherein the unique identification

information includes at least one of a subscriber personal
identification mumber, a mobile subscriber number, and an

electronic serial number of the wireless communication device.

21. A computer program product comprising computer usable

media having computer readable program code means embodied

in said media for causing application programs to execute on

computer processors in a wireless communication device, in a

point-of-transaction terminal, and in an electronic commerce (e-

commerce) support computerat a service provider, to effect an e-

comimerce transaction, said computer readable program code
means comprising: |

a first computer readable program code means for causing
the processor to associate unique identifying information with the
wireless communications device;

a second computer readable program code means for

causing the processor to wirelessly transmit first e-commerce

transaction data between the wireless commumications device and

the POT terminal; and

a third computer readable program code meansfor causing
the processor to wirelessly transmit second e-commerce

transaction data generated as a function of the unique identifying
information and the first e-commerce transaction data, from the
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wireless communications device to the e-commerce support

computer.

22. The computer program productof claim 21, wherein the

second program code means includes computer readable program

code meansfor causing the processor to encrypt e-commerce
transaction data as a function of the personalidentification

number to generate the second transaction data, wherein the

unique identification information includes at least one of a

subscriber personal identification number, a mobile subscriber

number, and an electronic serial number of the wireless

communication device,
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A Pre-payable Communication Device

FieldofInvention

The present invention relates to pre-payable communication devices and more

particularly to pre-payable communication devices which are sultable for use in radio

communication networks.

Backaround fo the invention

One problem with radio communication devices such as mobile telephones is

that they are relatively expensive beth to nurchase and to run. This represents a

problem both for the subscriber and for the service provider. For example, the service

provider needs to rely on the creditworthiness of the mobile pnone subscriber and both

the service provider and the subseriber are at risk from fraudulent use of the

subscriber's terminal. Many people who would otherwise benefit from the occasional

use of a mobile phone are prevented from having this benefit because either the cost is

too high and/or the service provider is unable to rely on their creditworthiness. For

occasional users the monthly line rental chargeis often prohibitively expensive.

There are many situations in which the use of conventional mobile telephones is

problematic. For example, an employee may be given a mobile telephone by his

employer to use only in essential circumstances. The employer would like to ensure

that the empioyee does not run up additional costs by using the phone for personai use.

However, this is difficult to do until after the event when the employer is able to check

the telephone bill,

Another problem relates to the fact that in different geographic locations,

diferent cornmunication protocel systems are in operation. An example of a protec!

system is Global system for Mobile Communications (GSM) which is a European

protocol system. Typically, mobile telephone handsets are operable with only one, or

perhaps two different comrnunication protocal systems. This means that when the user

4a
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moves to a differant geographical area, he may be unable to operate his mobile
telephone, if the communication protocel system for that area is incompatible with his

handset. This is often a problem for travellers and yet travellers often only have access

to mobile communications devices and need them most when they are on the move.

Some attempis have heen made to overcome these prablerns using SmartCard

technology. A conventional SmartCard is typically a rectangular piece of plastics

material, of a similar size and shape fo a credit card, which contains integrated circuits,

microprocessors and/or read write memory. The use of SmartCards in radio telephones

is known, for example, as described in UK patent application number 2267794 in the

name of Alan Kilpatrick Conroy. This application describes a pre-payable moabile

cealluiar phone. However, the specification gives no details on how the pre-payrnentis

chieved.

UK Patent 2268798 in the name of Motorola Inc. describes an apparatus far

accepting, retaining anc making siecirical contact between a SmartCard and a radio

telephone handset. The SmariCards used in radio telephones have been limited to

subscriber identification module (SIM) cards for use in the European market. SIM cards

are available in two sizes; a full size card and a chip card. SIM cards for GSM currently

provide subscriber information (e.g. subscriber phone number, service provider) and

plug into a GSM compatible mobile telephone handset to configure that handset for a

particular subscriber. These cards only reference the subscriber data and co not

include radio frequency circuitry or protocol information. [f the SIM card is removed

from the handset incoming calis cannot be received.

international patent application number WO/97/05729 in the name of Telecom

italia Mobile S. P. A. describes a radio mobile terminal that is provided with two SIM

card readers. One of the SIM cards is described as a prepaid card and this can be

loaded inte the additional reader. This system is disadvantageous because the mobile

2
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teleshone handset needs to contain two SIM card readers which increases the cost and

bulk of the terminal. Alse the design of the handset is complex because two SIM card

readers must be allowed for.

None of the above prior art provides either communications equipment or a

method of operation which enables every would-be subscriber, regardless of

creditworthiness to have access to a mobile phone on a pay-as-you-use basis.

It is accerdingly an object of the present invention to provide a pre-payable

cormmunication device for use with radio communication networks and a method of

using such equipment which overcomes or ai least mitigates one or more of the

problems noted above.

Summary of invention

Ascording io the present invention, there is provided a portable radio

communications apparatus comprising:

() a portable handset;

(ii) a removable madule comprising a rechargeable electronic purse and a subscriber

identification unit:

(iii) a recess in the handset adapted to accept the removable module;

(iv} @ reading device in the handset adapted to determine a content of the electronic

purse;

(v) an enabling means arranged to allow substantial operation of the communications

apparatus on the basis of the content of the electronic purse:

and wherein said module is adapted such that in use the cornmunications apparatus is _

substantially inoperable when the module is removed. This gives the advantage that

avery would-be subscriber, regardless of creditworthiness can have access to a mobile

phone on a pay-as-you-use basis. When the module is removed from the device, the

communications apparatus is inoperable which helps to prevent fraud. The subscriber

3
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identification unit in the removable module provides ‘identification’ for a particular

subscriber, so that one subscriber can use several different handsets and configure

these for his own use simply by adding the removable medule. This helns subscribers

when they travel between areas covered by different protocol systems. Such a traveller

would be able to retain his or ner removable module and simply insert this into a

different handset that is operable with the new protocol system.

Preferably, the removable module comprises a SmartCard. This provides the

advantage that the removable module is conveniently sized and shaped and can easily

be stored and transported.

in one embodiment of the invention the subscriber identification unit comprises a

conventional subscriber identification module. This provides the advantage that the

subscriber identification unit can easily be obtained and is compatible with siher known

systerns. Preferably the subscriber identification unit is adapted to be compatible with

the Global Systern for Mobile Communications Protocel. This enables the

communications apparatus to be used with a widely used European protocol system.

According to another aspect of the present invention there is provided a

removable module suitable for use with a portable radio communications handset said

module comprising an electronic purse and a subscriber identification unit, said module

being adapted to be received in a recess in said handset, and wherein said module is

adapted such that in use the handset is substantially inoperable when the module is

ramoved from the communications apparatus. This provides the advantage that

removable modules are provided which contain an electronic purse. VYould-be

subscribers can obtain a removable module, regardiess of their creditworthiness, and

use this to gain access io a mobile phone on a pay-as-you-use basis.
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Aecording to another aspect of the present invention there is provided a method

of communicating using a portable radio communications apparatus said method

comprising the steps of -

(i) purchasing air time from an air time provideror suitable intermediary;

Crt (i) charging said electronic purse with uruts equivalent to purchased air time:

Gil) inserting the rernovable module incorporating the electronic purse into the recess in

the handset;

(iv) determining a content of the electronic purse;

{v) allowing substantial operation of ihe communications apparatus on the basis of the

40~~content of the electronic purse;

(vi} operating the communications apparatus and updating the content of the electronic

purse on the basis of said operation. This provides the advantage that a service

provider or air-time provider no longer needs to be responsible for the creditworthiness

of ail its subscribers. Individual subscribers may purchase air-time uniis using cash and

16 “charge” a removable module in this way. The “charged” module can then be used to

cormmunicate using the mobile phone handset. The subscriber is then abie to use the

handset on a pay-as-you-use basis.

The present invention is intended to encompass both the removable module and

the handset together and Individually. The invention also encompasses a method for

20 using the removable module and handset as well as a charging station for charging the

removable modute.

Descriptionofthe drawings

The invention will be further described, by way of exampie, with reference to

the accompanying drawings in which:

25 Figure 1 is a flow diagram indicating a method of using the prepayable portable radio

communications apparatus,
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Figure 2 is a schematic diagram of a handset and removable module.
Figure 3 is a flow diagram showing a method of recharging a removable module.

Figure 4 is a flow diagram of actions and screen messages in a methad of recharging a

removable module.

Figure 5 is a flow diagram of actions and screen messages in a method ofinitialising a

removable madule.

Figure 6 is a schematic diagram of an external fraud detection system.

Figure 7 is a schematic diagrarn of an alternative external fraud detection system.

Description of preferredembodiments

Embodiments of the present invention are described below by way of example

only. These examples represent the best ways of putting the invention into praciice that

are currently known to the Applicant although they are not the only ways in which this

could be achieved.

Figure 2 is a schematic diagram of a portable radio communications apparatus

20 comprising a portable handset 21 and a removable module 22. The portable

handset is shawn as being similar to a conventional mobile telephone handset although

any suitable type of handset may be used. in the exarnple shown the handset

comprises a display area 23, an aerial 24, a key pad 25 and a recess 26. The recess

26 is adapted to receive the removable module 22 as shownin figure 2. The handset

may also comprise a microphone and a loudspeaker (not shown) as well as other

elemenis typically contained in a conventional radio telephone handset. However, in

one embodiment of the present invention, sarne components that would typically be

contained in a conventional radia telechone handset are removed from the handset 21

and replaced by equivalent ar alternative devices and circuliry in the removable module.

This is explained further below.
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The removable module 22 is shown as being generally rectangular in shane
although any shape can be used. Preferably the removable module is a SmartCard and

has a shane similar to that of a conventional credit card. The rernavable module

somprises an electronic purse. The term “electronic purse” is used to refer to any form

of memory that is capable of being read and updated, and which is capable of storing

information about units of “air-lime’. Preferably, the electronic purse is rechargeabie,

that is once the units of “air time” that it contains have been used up, they can be

replaced. However, this is not essential, The removable modules can be disposable,

so that once the units are used up the module is simply replaced. Units of “air-time” are

units of time for which a communications service is provided by a communications

network service crovider. The removable module 22 can be inserted into and removed

fram the recess 26 in the handset.

The removable module 22 also comprises a subscriber identification unit (not

shown) which is preferably a conventional subscriber identification module (SIM). For

example, the removable module 22 can be a SIM card which further comprises an

electronic purse. When the removable module 22 is removed from the handset the SIM

is also removed and this means that the communications apparatus 20 cannot be used

io transmit or receive information. VVhen the SIM is removed from the apparatus 20

there is no information in the handset about which subscriberis using the apparatus, for

exarnple, the user's telephone number. This means that the communications apparatus

is substantially inoperable when the module is rernoved.

Figure 1 is a flow diagram indicating a method of using the prepayabie portable

radio communications apparatus. This represents one example of a method for using

ihe prepayable portable radio communications apparatus; other methods may also be

used. The userfirst obtains a removable module 22 and inserts this into the handset 22

and then a card validity check process 1 is carried oul. The card validity check process

7
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involves checking whether the removable module is in anyway “cata corrupt” or is not in

credit. The handset contains a reading device adapted to determine a content of the

electronic purse and also an enabling means arranged to allow substantial operation of

the communications apparatus on ihe basis of the content of the electronic purse, At

this stage it is also possible for tne subscriber fo key in a personal identification number

(PIN) to the key pad of the handset in order to allow use of the removable module. This

provides extra security for the subscriber because it prevents unauthorised use of the

removable module and/or the handset. However, use of a PIN number in this way is

optional.

The next stage 2 involves a network authentication check by the airtime

provider. This involves a check of the information provided in the subscriber

identification unit or SIM {if a SIM is used). By making this check the service provider

can help to prevent use of fraudulent removable modules. If the result of stage 2 is a

“fai? i.e. the check is unsuccessful for any reason then the communications apparatusis

net enabled as shown In box 3 In figure 1. That is, the enabling means prevents use of

the communications apparatus. A warning message and instructions to the subscriber

can be displayed on the display pane! to indicate that access to the communications

network by the service provider has not been granted.

if the result of stage 2 is successful then full functionality and dial facilities are

granted by the service provider as indicated in box 4 of figure 1. The subscriber is then

able to use the portable radia comrnunications apparatus and as information is

transmitted or received from the apparatus (indicated by box 7 in figure 1) the electronic

purse is updated (as indicated by arrow 70 in figure 1). For exarnple, as units of “air

time” are used by the subscriber these are decremented from the elecironic purse

contents. Onee the reading device determines that the electronic purse is ernpty the

result of the airtime credit box 5 is a “fail” and the user is advised (box 8) and the

8
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enabling device prevents use of the communications apparatus. At this point the user

may remove the removable module from the handset and use a charging station to

recharge the module. That is, the user may purchase more “airtime” units and store

these in the electronic purse on the removable module.

This method provides the advantage that the service provider is not responsible

for the creditworthiness of the subseriber. Also, the subscriber is able to use a mobile

phone on & pay-as-you-use basis and is fully in control of his or her expenditure at any

one time. It is not necessary for the whole mabile telephone to be configured for use

specifically by one subscriber |e. the telephone dees not have to be configured for one

telephone number. This is because the telephone number effectively “travels with" the

subscriber within his removable madule. When the subscriber moves between

geographical regions over which different communications protocols are used the

subseriber can simply obtain a new handset, that is preconfigured for the protocol of

that area, and insert his removable module into the handset in order to configure that

handset fer his own personal use. For example, travellers could hire a telephane

handset when they enier a new area.

The charging station comprises a recess which is able to accept a rernovabie

module and aiso means for entering “air-time” units onte the electronic purse on the

module.

As described abave, in one embodiment of the invention, some of the

functionality from the handset is removed and placed onto the removabie module. That

is, the handset will typically contain electronic apparatus which will enable the handset

to function as a racic communications apparatus when the slectranic purse is “charged”

and the subscriber identification unit is provided. This means that the handset is hugely

mare expensive relative to the removable module. However, in one embodiment of the

invention, some of the functionality from the handset is removed and instead

9
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incorporated into the removable module or SmartCard. This increases the value of the

removable module relative to the handset and may also ensure that the handset will not

function without the removable module. Examples of functions that could be removed

fromm the handset include the enabling means, the reading devices and other features

5 such as circuitry for converting the speech signal frorn the userinto digital form. These

are only examples of functions that could be incorperated Into the removable module.

Other functions could aiso be incorporated by making use of conventional circuit design

techniques such as would be knowto the skilled person in the art.

By making the removable module more expensive with respect to the handset

1G itself, the risk of theft of the handset is reduced and the consequences of theft of the

handset are less severe.

in one example, the present invention is made available as an integral

component of a customer loyalty programme. The pre-pay mobile telephone is made

available to loyalty card holders as an extension of any existing loyalty scheme, on the

15 basis of reward for tenure and spend within the loyally scheme. Users are able to earn

loyalty points on airtirne anc also to redeem ioyalty points against purchase of airtime.

in this example of the invention, the SmartCard for use with the pre-pay mobile

teleshone handset is aiso functional as a customer loyally card. The SmarCard

contains an arnourt of airtime included at the time of purchase and subsequent

20 recharging of the card is passible upon each visit to the loyalty scheme provider's

premises.

A number of advantages are provided te the loyalty scheme provider including:

® provision of an ‘added value” service to existing customers

* ability to attract new customers

25 e broad customer availability - ro credit rating checks

e rechargeable only al loyalty scheme provider's retail outlet

10
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e minimal overheads and capital expenditure

e use of airtime derives gross revenues prior to manth end settlement

» information about customers behaviour patierns is gained

Recharging the removable module

5 Figures 3 and 4 are flow diagrams which iHustrate the process of recharging the

removable module or SmariGard. When the user neads to recharge his or her

SmartCard 34 he or she visits the loyalty provider's premises and at a point of sale till

31 carries out a credit transaction 41, 42 to pay for airtime units to be charged onto the

SmarnCard 34. After removal from the handset 43 the SmartCard 34 is then inserted

10 44, 45 into a SmartCard reader 33 that is connected to or integral with a secure

personal cornputer 32. The personal cornputer 32 is connected to a local database 35

which contains information about the user's loyalty card and SmariCard 34. The local

database 35 is in turn connected to a remote secure database 36.

A message 46 is displayed on the screen of the personal computer 32 which

145 indicates the amount of pre-paid air time units that remain om the SmartCard 34. The

arnournt of air ime units that are to be credited to ihe card 34 is then entered ante the

personal computer 46 and the personal computer updates the electronic purse in ihe

SmarnCard 34 accordingly using an encrypted transaction. The amount of units to be

credited to the card can either be entered manually or can be transferred alectronically

20~~from the fi 31 to the computer. The updated amount of pre-paid air time units on the

SmartCard 34 is displayed on the computer screen 47 and the SrnartCard 34 is then

returned to the user or customer 47. Finally the handsetis returned to the customer 48.

The encrypted transaction involves the follawing steps:

4. The secure personal computer ebtains secret data that is specific to the

25 SmartCard from the SmariCard itself and/or the local and remote databases and bulids

an encrypted update command.

11
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2. The software within the card deciphers ihe encrypted command and undates the
airtime counter or electronic purse within the SmartCard.

Such an encrypted transaction is recorded by the personai computer and when a

batch of such records are obtained this batch is sent to the remote secure database 36

for siorage and to update that database.

initialising the removable moditie

Each SmartCard contains secure key information which is stored on the card

during the manufacturing process. Information about these secure keys is held on the

main database 36 and is accessible by the local database 35.

When a userfirst obtains a removable module or SmartCard 34 this is initialised

by placing the SmaritCard 34 into the card reader 33. Information fram the card 34

which identifies the card and provides security information (Le. the secure key) is read

by the card reader 33 and checked by the personal cornputer 32 using information from

ihe local and/or remote databases 35, 36.

lf this check is successful the card if authenticated 55 and a screen message

asking for loyalty card details to be entered is displayad 55. The loyalty card details are

entered 52 to the personal computer 32 and then the cardis initialised by the personal

computer 53. Details linking the loyalty card detalis and the secure key are stored on

the local and/or remote database 35, 36 and an initial amount of airtime credit is

charged to the card. The card is then removed from the reader and returned fo the

customer 57 in order to be inserted inte the customer handset 54.

A fraud detection system is provided that is external fo the handset and

removable module, This is provided in addition to any fraud detection system provided

by the network operator. This systern monitors traffic mace on the pre-paid mobile

telephone network and compares this traffic against information about recharging of

12
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SmariCards on the systern. For a particular SmartCard, if more traffic is being created

than is justified by the amount of credit on that SmartGard then possible fraud is

identified. After checks have been made, Wf it is found that fraud is occurring then the

SmariCard is prevented from accessing the network.

Figures 6 and 7 show two examples of an external fraud detection system. Pre-

paid mobile phone handsets 62 are used to communicate over an operator or service

provider's communications network 61. Each ime a call is made a call detail record

(CDR) is created and stored by the operator 61, as is known in the art. A call detail

record contains information about the calling party, the called party, the duration of the

cali, the time when the call was made and other information about the call. At the end

of a certain period of time, for example 12 hours, the call detail records for that 12 hour

period are dawnloaded io database 66,71 in the fraud management system.

A SmartCard reader 84 or other removable module reader is provided that is

connected to a tf 63 such that the card reader 64 and til 63 are uniquely matched for

security reasons. When a SmariCard or removable module is recharged using the card

reader 64 and till or PC 63 information about the recharge is downloaded to a database

65, 71 in the fraud management system. information about new users from the card

initialisation process can also be downloaded. The information can be stored within the

iocai database 25 before being downloaded in batches.

in the example shown in figure 6 the fraud detection system comprises twa

separate databases 65 and 68. One database 66 stores the call detail records and the

other 65 stores information about credit data and new users. The information from

these two databases is accessed and compared by a processor 67 in order to ideriify

potential fraud cases. The processor 67 generates action requesis and reports of

fraudulent activity. These outputs can be provided directly to a human operator 69 or

13
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can be sent to the network operator 61. information from the databases 65, 66 and
processor 67 car also be provided to the clubcard database 68.

in the example shown in figure 7 a single database 71 is used which stores

infarmation about both call detail records and credit data. The network operator 61 has

access to information from this database 71 as shawn in fqure 7. The database 771 also

comprises a processor for analysing the dala and producing management reports 73.

Real time access 72 to the database 71 can also be provided.

Because there is a time delay whilst data enters the database(s) 71, 65, 66 then

ihe database may state that no credit remains on @ particular SmartCard, when in fact

the user has recently recnarged the SmartCard. Allowance is made for this in order to

avoid detecting this situation as a case of fraud. This is described below.

The processor 71, G7 in the fraud management system is arranged ie detect a

potential case of fraud in situations such as:

e the total number of calls made for a particular SmartCard in a predetermined

period exceed a threshold level:

e the total numberof units used in a single call exceed a threshold level:

* the numberof cails to a free helpline number exceed a threshold level:

* calls have been made by a user who has been barred or for whom a tamper

alert has been generated by“in store” card reader systems,

e if a barred type of call set up is detected such as a call transfer;

e if the nurnber of a certain type of outbound call events generated by a user

or group of users exceeds a threshold:

e if the nurnber of inbound verses outbound call events, in a given period, by a

user or group of users fais within a certain range.

« i multinle use of a handset or SmariCard is detected fram COR data; and

14
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« if geographicaily improbable use of a handset or SmariCard is detected from

COR data.

The interfaces to and from the fraud management system are now described.

interfaces

§ e imports of Gail Detail Records (CDR) data from the network operator are

performed on either a chronological push or pull basis at intervais that are

viable by the system owner.

e Imports of “credit accumulated” data are perfarmed on either a chronological

push or pull basis at intervals that are variable by the systern owner.

10 e import of tamper alerts or “excess credit accumulated” general action

requesis for termination to the network operator.

« Export of management information reports and actian requests io external

systems located at the operator or at the system owners premises are

performed on either a chronological push or pull basis at intervals that are

18 variable by the system owner.

The fraud detection system itseif is protected from unauthorised access by

Firewall Security on call External Data Communications.

Security

e The fraud detection system is protected from unauthorised access by firewail

20 security on all external data communications.

» Physical access to the system is only possible by authorised personnel who

are required to pass security vetting procedures.

« Back up of the system data is performed at regular intervals and back up

data is stored at a secure off site location.
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Use of handset and removable module to moniter the duration of calis

Because the CDRs are downloaded to the fraud detection system at intervals,

such as 12 hourly or 2 hourly intervais, then a time window is present during which

fraudulent use of ‘unpaid for’ airtime may occur. in order to reduce this problem the

handset and removable module combination is able to monitor call durations during this

time window. if more than a threshoid level of total call duration is exceeded during this

time window than a potential fraud Is detected. in this event the communications

apparatus is either shut down until the time window has passed or ihe network operator

or security staff are alerted.

This is implemented by incorporating a timer mechanism into the rernovable

moduis or SmartCard. At the start of a call a pulse signal is sent from the handset to

the module and this activates the timer mechanism. At the end of a call another pulse

signal is sent fromm the handset to the module to deactivate the timer. The timer thus

monitors total call duration for all calls during a time window, after which it is reset to

zero. A processor in the removable module or SmariCard compares the call duration

value from the timer against a predetermined threshold and if ine threshold is exceeded

ali outgoing calls are barred for the duration of the time window.

The time window, or exclusion time is set from within the handsel/SmariCard

combination. At the end of this time normal outgoing call usage is restored and the

process counters are resel to zero time.

if the total call duration time as monitored by the handset and module is less

than the prescribed threshold then no action is taken to terminate ouigeing calls.

Emulation of advice of charging signals

in the situation that no pulses or signals are provided by the network operator

which contain information about the current charging rates then the handset and
nm
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SmarCard combination is able to emulate these signals. For example, this is required
when charging signals are blocked, disrupted or not provided.

A timer mechanism is provided in the handset or in the removable module in

order to emulate the charging signals. This timer may be the same as the timer

5 described in the section headed “use of handset and removable module to monitor

duration of calis" above. This timer mechanism is activated by signals frorn the handset

which are provided at the start and end of a call. Information abouttariff rates is stored

in the handset or removable module. For example, this information can be stored in the

formof a look up table. Time information from the timer mechanism is then used in

16 conjunction with the tariff information in order to determine the cost of the call. The

electronic purse is then decremented accordingly.

e The handset is provided with two personal identification number accesses. A first

PIN access allows the handset to be activated and a second pravides access to sub

15 routings which can change values such as the value of charges or amount of charge

time.

« Gertain types of call, such as those to 6891 numbers may simply be barred to help

prevent fraud.

« A particular handset and removable module or SmariCard are electronically “iockec”

20 together during the manufacturing process so that they may only be used in

conjunction with each other. This is done by storing a secure keyin either or both of

the handset and the removable module or SmartCard. The secure key is a

cryptegram or other encrypted code. Means for checking that this secure key is

present and correct are provided in the handset or removable module. Each

25 handset and module pair is given a unique key so that they will only function fully

together. The ierm “key” is used to refer to stored cryptograms, encoded
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information and other electronic keys as well as physical apparatus which ensures
that a particular handset can only be used with a madule which is adie to operate

the key.

SmartCard

5 Details about the SmaritCard are described below:

The SmartCard provides the means for storing an amount of credit in agreed

currencies or units of time up to predetermined maximurn values, which are variable by

secure communication to a SmariCard reader. The credit is debited by the operation cf

10  amiobile telephone or by a card readerin a paint of sale terminal.

The SmariCard provides control over the mobile Handset functions of:

s Network authentication per the GSM protocals.

« Phone book directory per Handset implernentation.

« Shert message service.

15 « Handset welcome and permanent message display

e Confirm that the credit remaining prior to call set up is above a pre-set threshold

value held an the SmariCard, and prevent call set up if below this value.

« Monitor credit remaining for a call in progress, decrement the credit at specific

usage rates derived from an acvice of charge, (AQC) irigger signal on the signalling

20 channel and interrogate the tariff information stored on the SmariCard. The network

operater sends out signals which provide infermation about the charging rate.

Examples of these signals are AOC or CAI (charging advice information). Any such

type of signal can be used to enable the credit to be decremented correctly.

« Monitor total duration of calls made in a period and prevent additional calls until this

25 period is expired, excluding all zero rated calls.

18
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« Monitor call in progress duration, provide user warning and tear down when

threshold reached.

« Holding pre-determined call limits and monitoring all calls made over a given pericd,

and of a given duration, to allow for call barring should these pre-determined

cn thresholds be exceeded. This is described in detail in the section headed “use of

handset and module to monitor the duration of calls”

® The SmartCard is able to place restrictions that allow single language selection only.

e Provide advice of charge (AOC) charging information to the handset, when AOC

emulation is used in the handset firmware for those instances where AOC is nol

10 presented or supported by the network.

* The SmartCard is able to hold a secure electronic purse function that is canable of

managing and controlling units of currency that are stored within it.

« The SmartCard is capable of storing loyalty or other retailer defined units as “points”

which may have no monetary value placed upon them. These “points” are

45 redeemable via the SmartCard reader as units to be used in Prepay systems.

interfaces

e A set of interface protocols are defined for secure transactions between the Handset

and the SmartCard, to prevent fraud either through spoofing, or tarnper of either the

Handset or the SmartCard.

20 « Aset of interface proteccis are also defined for secure transactions between the

card reader and the SmartCard, to prevent fraud either through spoofing, or tamper

of either the card or the card reader,

Security

« Na information generated by the SmartCard te the Handset relating to prepay usage

25 is transmitted to the network by the radio interface or by any other means. —
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* The SmarCard is capable of detecting unauthorised tampering and ceases to

function until returned to a card reader and reactivated. For exarnple, if the wrang

personal identification number is entered three times during the card validity check

process.

* The SmariCard protocels prevent no more than 3 unauthorised actions to access

any secure area before complete termination of the SmartCard functions.

e® A limited nurnber of master SrnariCards may be provided for use by point of sale

operators, issued under strict contrats in store.

« A number of secure access modules (SAM’s) for use in the card readers at point of

sale can be provided. A SAM is a fixed SIM which contains cryptograms for

accessing the identity or secure key information from the SmaritCards.

The SmartCard:

e Allows remote disablernent of the Handset and SmariCard upon authenticated

request by the network or by the card reader.

e Allows remote enabling of the Handset and SmartCard upon authenticated request

by the network or by the card reader in combination with user PIN entry.

* Does not allow re-enabiement of the SmartCard once it has been disabied,

« Allows remote individual update of the threshold values held in the SmartCard,

either by the card reader or aver the network.

» Bees not allow manual user reset of the Advice of charge indicators via the

Handset, or access to PIN2 of the handsat.

e Does not suffer any electrical or physical damage if withdrawn from the Handset or

Card reader, while power is applied. The SmartGard retaining unit, in one

embodiment, has retaining pins that are close together. The retaining unit is

specially designed such that these pins do not flex and contact each other, so

creating a short circuit.
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e is delivered pre-registered with the network operator but not activated for use.

Activation is only possibile via the Card Reader.

e Permits incoming calls wnen the credit has expired.

Standard Functions NOT required on the Card

5 Standard functions that are not required on the SmartCard, such as phone book

options can be removed in order io make room for extra filers or algorithms for coding

or decoding encrypted information.

« Phone Book Options

Form factar

10 » The SmartCard can be a full size SIM, mini SIM adapter based alternatives are aiso

possible.

e The SmartCard can be delivered with a surface finish or other orientation mark to

assist in identification of its correct insertion for visually impaired users.

Appearance

15 ee The SmartCard can be capable of accepting various finishes e.g. silk screen printing

for branding.

e inone embodiment each SmartCardis individually marked with a machine readable

bar code and human readable serial number. Records of all SmartCard serial

numbers and their distribution can then be kept.

20©SmartCard Reader

Functionality

The SmartCard reader:

« Allows SrmartCards to be activated for first use and recharged with credit on a

periodic basis. Allows SrnartCards to be deactivated by the operator or

25 automatically upon detection of tampering within the SmartCard by the SmariCard

reader system.
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Allows the operator to read from a SmariCard remaining credit on a card inserted in

the reader.

Captures and temporarily stores the cracit held an the carc and the subscriber

phone number to allow transfer to 4 replacernent card.

Allows transfer of credit remaining on the SmartCard to a new card or to a secure

external system for pcint of sale transactions.

is intuitive to use by semiskilled checkout operators with a minimum of training, and

employs the use of icons to indicate functions where possible.

is easily serviced by trained personnel, with a goed supply of replacement parts and

spares.

The SmariCard reader allows a secure sign-on process at power on, user log on

and log off. This process involves the use of master SmarnCards coupled to PIN

number entry.

The SmartCard reader is capable of maintaining the system clock function to allow

for daylight saving.

The SmariCard reader is capable of recording the operator name and sign on/off

datestimes.

The SmariGard reader has a supervisor login password for password administration,

The SmartCard reader is able io hold a secure terminal key to identity each Card

reader to the database to show where credit records have been generated.

The SmartCard reader does not allow any newtransactions to be made whilst, data

is being transferred to the fraud detection system or remote database.

The SmariCard reader is capable of creating batches of credit records with

incrementing baich numbers.

The SmariCard reader is capable of holding the previous 20 batches of credit

records.
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e is capable of displaying simple text messages to prompt actions from operators to

perform the following tasks:

1. Authenticate new Card

2. Apply credit to card

5 3. Transter credit between authenticated Cards

4, Terminate Card after Credit transfer or discovery of fraudulent use.

interfaces

» The card reader shall allow interaction to a PC or Point of Sale terminals via either a

serial RS232 or other industry standard data transfer interface. The data transferred

10 is encrypted according to a predetermined protacal.

« The card reader system allows remote polling of the system by an external data

device, such as the fraud detection system, via modem dial up communications or

network connection. This modem can be internal to the card reader system.

« The card reader system initiates communications with the external data device upon

15 command by the pragram contained in the card reader system.

* The SmartCard reader is dismountable from a host PC if supplied as a separate

unit, with minimal requirement for special tools or specialist knowledge by service

personnel.

e The card reader is capable of arithmetically deriving SmariCard self identification or

20 SRES based on algorithms held on a mini SmartCard heid within the unit.

» ‘The card reader unit is capable of supporting internal readers for plug-in

SmartCards conforming to current industry standards.

«s The card reader is capable of supporting a main card reader that takes full size

cards. This reader has the following characteristics:

25 » Push-pull reader with landing contacts:

e MTBF of 250,000 insertion cycles (minimum):
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e interface deactivation according to ISO 7816/3,

e Active shart circuorotection for the SmartCarc;

The unit is capable of supporting Industry standard protocols, for communication

between the SmartCard and the reader, including Asynchronous protocols: T=0,

Ts:

The unit has sufficient memory capabilities to support the requirements of the data

capture and transfer routines.

The unit is capable of supporting industry standard prograraming languages that are

downloadabie over an RS232 interface.

The card reader system is capable of supporting commen point of sale (POS)

protocols fo accept data transfer from POS systems to allow for updating of the

values to the SmartGard.

Security

e
The SmartCard reader communications with any external data device are encrypted.

The SmartCard reader is capable of providing PIN controlled access tc all of Hs

functionality including initial access to the screen prompts prior to any form of

authentication or credit related actions.

The SmartCard reader protocols allow no more than 3 unauthorised actions to

access any secure area before complete termination of the SmartCard functions.

The SmartCard reader can detect unauthorised tarnpering of the SmartCard ard

causes the SmartCard fo cease to function, in this situation.

The SmartCard reader system software is protected from unauthorised access by

either the use of FIN protection only or by the use of PIN protection and a system

specific mini SmartCard being read before access to the prograrn is granted.

Data held on the card reader systern is only transferable to other systems or devices

upon the entry of security codes or devices as described previously.
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Farm factor

e The SmariCard reader is capable of accepting full size SmariCards and/or mini

SIM’s held within full size card adapters.

« Secondary card readers are provided to accept mini SIM

e The SmartCard reader has an integral display capable of displaying either text or

icons io prompt the cperater.

s The SmartCard reader is of a compact size, suitable for co-location with a POS

terminal or PC on a customer services desk within a retail store,

« {f the SmartCard reader systern consists of a PC and card reader. the overall

footprint (or size of the system on the desk) does not exceed that of a standard

deskiop PC. Any screen used in this configuration is not larger than 12° and ideally

forms a singie unit with the card reader and processor.

Environmental

« The SmartCard reader system supports dual voltage input and is suitable for

installation in a number of Eurepean countries, with conformance to ail relevant

environmental requiremenis e.g. EMC, Noise, Operator ergonomicsetc.

» The unit is capable of being hard wired te power supmly units (including UPS

systems)

e Ail data, power, telephony communications, and internal SAM connections are

capable of being secured in place to prevent unauthorised disconnection of any

service,

e The unit can have battery back-up capabilities.
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Handset

Functionality

The Handsets used in this project provide the following functionality:

« Be driven by a SmariCard developed for the Handset so as to provide feedback to a

user of the service of the credit remaining on the SmartCard, via the Handset

display.

e The Handset display shows the amount of credit availabie at the start of each call,

the end of each cali, and by quick access via a hot key sequence. This display is in

minutes, viz “Time remaining =? Minutes”.

« The Handset is capable of ernulating AOC infermation when none is presented by

the network for reference by the SmariCard for charging information purposes.

« Allow calls to predefined numbers held on the card, eg Emergency services and

help line number(s) without debiting the credit on the card. The help line number(s)

may be allowed a pre-set numberof transactions per period at which paint additional

use is denied until the period Is expired.

e The extended menu option which gives access to PIN2 is set to the “OFF” pasition.

e Allow remote enabling of the Handset and SmartCard uron authenticated request

by the network, in combination with user PIN entry.

e Allow remote individual update te the threshold values held in the SmariCard over

the network.

* Provide speed dial access io the network operator's vaice mail system.

« Call waiting, call swap (in which a call is transferred to another number) and cail heid

are allowed as long as any outbound call in progress continues to decrement the

cradit on the SmariCard. The SmartCard allows the barring of calls by Calling Party

Category (CPC).
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® The Hancset does not allow manual user reset of the Advice of charge indicators via

2G

the Handset, or access to PINZ.

Roaming is not allowed by the Handset.

The language default, ie the ability to access other network providers original is set

to “English”.

The display is capable of displaying an alternating message in the style of

“Emergency/Helpline Calis ONLY” and “Operator Name” when credit has expired.

The display is capabie of displaying ihe operator PLMN code rather than the

operator name.

Line 2 (lé a second line in a call swap) is not supported by the Handset.

The Handset has the menu functions and associated GSM instruction sets removed

ar deleted, prior to despatch, for the following call types and menus:

®

&

Cail Transfer;

Call forwarding (except Voices Mail);

Conference/Muniparty call set up;

Roarning facilities:

Restricted Dial lists;

Sub menu “Bar all incoming calls when roaming’:

Call divert and sub menus:

Select phoneline;

Call Charge settings;

The purpose of this is to reduce fraud and cosis. Also the space in the Handset that

is otherwise used for these functions can be used for other things.

in addition, the following call types and menus are removed because they cannot be

provided hy the pre-paid mobile phone system.

8
Change Greeting:

2?
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e Aji access fo SIM memory for:

.@ SMS;

# Phonebook;

® Capacity add or delete:

5 « Copy functions:

® One touch dialling:

e Fixed Dialling:

e Phone Status:

® Network Selection:

40 « Call Meters:

Also:

« The Master Reset or Clear functions are not able to reset or enable any features

barred from use.

e Emergency 999/112 calls are allowed without a SmartCard being inserted into the

45 Handset or when credit has exnirad.

» The Harcdset is capable of providing a user configurable decrement warning to

indicate unit usage, in both visual anc audible formats.

* The Handset is capable of providing a “Credit nearing expiry, please recharge”

warning to the user in both visual and audible formats.

20 » The Handset is capable of providing a user warning and also of “Nearing down the

call’ when credit is expired or when a threshold configurable via the card reader or

over the radio interface is reached.

e The Handset is capable of providing a “Credit expired, please recharge”, warning to

the user in both visual ard audible formats, and prevent call set up being activated

25 except for emergency and helpline calls.
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* The Handset supports voice calls and ihe Short Message Service. H supports

restricted dialling, phone book, and diverts io voice mail.

e The default Caller line Identifier condition is set to “Present”.

e The Handset is capable of being jocked fo a single network operator and to the

SmariCard. These locks are not user addressable uncer any circumstances.

* The Handset has good standby battery ite, in excess of 40 hours and talk time in

excess of 30 minutes.

e The Handset supports one number dialling ta iha network voice mail service.

« The Handset display is easy to read and supports icons as well as text.

« The Handset is capable of supporting calls to pre-determined help line numbers on a

toll free basis.

« The Handset manufacturer is able to unlock a SmartCard from its Handset in the

repair centre. This is necessary If, for example, the Handset breaks when there is a

large amount of credit on the SmartCard.

e The Handset permits Incoming calis when credit has expired.

interfaces

e The Handset user interface is intuitive to the novice user and presents information in

a logical and clear fashion. The use cf multiple level menu access for the most

common activities is avoided. Integral context sensitive user help is cesirable.

* The Handset can support interfaces to data cards for connection from modem or

laptop for example, and may have a corinection for external power supplies.

e The Handset supporis full size SIM cards and ideally contains a SIM release

mechanism such that the user does not need to disassemble the Handset or battery

to remove the SIM for recharging.

» The SIM does not suffer any harm due to withdrawal of the SIM while the Handsetis

switched on.
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The SIM to Handset interface supports insertion of the card with a duty cycle in

excess of 5000 insertions before any degradation of the interface to the SIM is

observed.

Security

&
The Handset allows the suppression of access to PIN2 and other Handset menu

functions by means of instruction from the SmartCard.

The access control features are not addressable by the user from the Handset user

interface, except for PINT.

The Handset has intrinsically good security to prevent unauthorised access to the

data transfer between the SmarCard and the Handset.

The physical design of the Handset is arranged to deter tamper or access to the

contacts of the SIM. Ideally any atternpt at access to the interior of the Handset

leads to the destruction of the Handset.

Preferably SIM card extenders which enable manipulation of a SIM card by keeping

it outside the Handset cannot be with the Handset, when in operation.

Form factor

s
The Handset supports full size SIM cards.

The Handset is of a compact design and subject ta evaluation on the basis of

appearance,layout, clarity of markings, innovative features, user friendliness, audio

quality etc.

The Handset is of robust construction and provides goad ergonomic operation to the

user both in call set up and during a cail.

Environmental

The Handset is capable of being marked with branding marks, on the frant or on the

keypad cover as appropriate.
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Accessories

« A full range of accessories including car kits, desk top chargers, desktop hands free

Kits, data cards (if appropriate) and a range of battery options, can be used with the

Handset.

* The Handset is supported by a manufacturers User Guide, Frequently asked

Question and Answer sheets.

Operational requirements

e The network supports advice of charge (AOC) or other suitable systems which can

be used to decrement credit held on the prepay SmartCards.

« The network is capable of setting the AOC decrement interval to 10 seconds at

delivery and can allow this interval to be configurable over the radio interface to the

Handset.

® The network supports remote enabling and disabling of the Handset and SmariCard

via authenticated request by the network to the Handset in combination with user

FIN entry.

« The network is capable of monitoring the destinations of calls initiated and restrict

cails to predefined destinations by Natlanal Number Group.

* The network is capable of barring ail calls to premiurn or international destinations.

» The network is capable of preventing call transfer, call forwarding (except to voice

mail}, conference calls or any non standard or basic call types from being initiated.

The network is capable of allowing Data calls and Short Message Service (SMS) calls

on the basis that these are charged at the same rate as voice calls. If this is not

possible inbound data and SMS calls only are allowed. The network should be capabie

of barring these outbound cails if charging on the above basis is not possible.
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Rating and tariff requirements

e

10

A tariff or look up tabie to be stored in the SmariCard to generate AOC information

to the Handset on the basis of flat rate charging is required from the operator.

The network operator provides the facility to zero rate calls to specified numbers

such as helpdesk numbers and emergencycalls.

Over time other tariffs may be introduced, and the network operator is able to

support the introduction of new tariff plans via AOC in reasonable time scales.

Call Detail Records (CDR) produced within the network by use of the present

invention are segregated from the operator's other traffic and moved to a secure

area for export to the fraud detection system. The frequency of the collation and

export of the CDR data shail not exceed 12 hours and may be as frequent as hourly.
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Claims

4. A portable radio communications apparaius comprising:

(8 @ portable handset:

fi} a removable module comprising a rechargeable electronic purse and a subscriber

identification unit;

(iii) a recess in the handset adapted to accept the removable module;

(iv) a reading device in the handset adapted to determine a content of the electronic

purse;

(v}) an enabling means arranged to allow substantial operation of the communications

apparatus on the basis of the content of the electronic purse:

and wherein said module is adapted such that in use the communications apparatus is

substantially inoperable when the module is removed.

2. A portable radio communications apparatus as claimed in claim 7 wherein the

removable module comprises a SmartCard.

3. A portable radie communications apparatus as claimed in claim 1 or claim 2

wherein the subscriber identification unit carnprises a conventional subscriber

identification module.

4. A portable radio communications apparatus as claimed in any preceding claim

wherein said handset and said removable module are slectronically locked such that a

particular handset and module pair only function fully together.

§. A portable radic communications apparatus as clairned in.clairn 4 wherein said

handset and said removable module contain information about a secure key that is

unique to a particular handset and removable module pair.

6. A portable radia communications apparatus as claimed in any preceding claim

which further comprises a timer mechanism adapted to moniter call duration, said timer
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mechanism being adapted to be activated by signals from the handset at the siart of a

call. |

7. A portable radio cemmunications apparatus as claimed in claim 6 which further

comprises a store of information about costs and a processor adapted to decrement the

electronic purse on the basis of the cost information and the monitored call duration.

8. A portable radio cornmunications apparatus as claimed in claim 6 which further

comprises a processor adapted fo compare the monitored call duration with a

prespecified threshold vaiue and to bar outgoing calls in the event that the threshole

value is exceeded,

9. A cammunications network comprising at least one portable radio

communications apparatus as claimed in any preceding claim.

70. A communications network as claimed in claim 9 cornprising a fraud detection

system, said fraud detection system cornprising database means for storing information

about calls made from the handset over the communications network, and information

cancerning the number of airtime units credited to the electronic curse associated with

said portable radio cammunications apparatus.

44. A communications network as claimed in claim 10 wherein said fraud detection

system further comprises @ processor adapted to compare the information about calls

and the information about electronic purse contents.

12. A removable madule suitable for use with a portable radio communications

nandset said medule comprising a rechargeabie electronic purse and a subscriber

identification unit, said module being adapted to be received in a recess in said handset,

and wherein said module is adapted such that in use the handset is substantially

inoperable when the module is removed fram the communications apparatus.

13. A removable module as claimed in claim 12 which contains information about a

secure key that is unique to the particular removable module and lis handset pair.
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14. Aremovable module as clairned in claim 12 or claim 13 which comprises a timer

mechanism adapted to monitor call duration said timer mechanism being adapted to be

activated by signals from the handset at the start of a cail.

15. A removable module as claimed in any of claims 12 to claim 74 which further

comprises a store of information about costs and a processor adapted to decrement the

electronic purse on the basis of the cost information and the monitored call duration.

16 A removable module as claimed in any of claims 12 to claim 18 which further

comprises a processor adapted to compare the monitored call duration with a

prespecified threshold value and to bar outgoing cails in the event that the threshold

value is exceeded.

17, A recharging system adapted to recharge an electronic purse of a removable

module as claimed in any of claims 12 ta 16.

18. A recharging systern as claimed in claim 17 comprising a reader adapted to read

the contents of the electronic purse and means for sending an encrypted update

message to the removable module in order to update the electronic purse.

19. A recharging system as claimed in claim 17 or claim 18 comprising at least one

database of stored subscriber information and means for comparing the subscriber

identification uni with said stored information.

20. <A recharging system as claimed in claim 19 comprising at least one focal

database and at least one remote database.

ai. A recharging system as claimed in any of claims 17 to 20 wherein said reader

and means for sending an esneryoted update message to the removable module are

connected to a point of sale apparatus.

22. A recharging system as claimed in claim 21 wherein said reader and said means

for sending an encrypted update message to the removable module are electronically

locked to the coint of sale apparatus.
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23. A portable radio communications handset adapted for use with a removabie

moduis as claimed in any of claims 12 to 16, said handsel cornprising a recess adapted

to accept the removable module; and a reading device adapted to determine a content

of an electronic purse in the removable madule.

24. A portable radia communications handset as claimed in claim 23 wherein said

handset is adapted fo send a signal to the removable rnodule at the start and end of a

call.

25. A pertable radio cornmunications handset as claimed in clairn 23 or claim 24

wherein said handset contains information about a secure key thal is unique to the

particular hancise? and its removable module pair.

26. A method of communicating using a portable radio communications apparatus

as claimed in any of claims 1 to 8 said method comprising the steps of :

(i) purchasing air time from an air time provider or suitable intermediary;

Gi} charging said electronic purse with units equivalent to purchased air time;

(if) inserting the removable module incorporating the electronic purse inte the recess in

the handset;

(iv} determining a content of the electronic purse:

(¥) allowing substantial operation of the communications apparatus on the basis of the

content of the electronic purse:

(vi} operating the communications apparatus and updating the content of the electronic

purse on the basis of said operation.

2/. A method as claimed in claim 26 wherein said step of updating the content of the

electronic ourse involves transmission of encrypted messages between the handset and

removable module.
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METHOD AND APPARATUS FOR PERFORMING FINANCIAL

TRANSACTIONS USING A MOBILE COMMUNICATION UNIT

BACKGROUNDOFTHE INVENTION

I. Field of the Invention

The invention generally relates to mobile communication units such
as mobile telephones and to devices for implementing financial
transactions.

Il. Description of the Related Art

Consumers increasingly use credit cards, debit cards (such as
automated teller machine (ATM) cards), and the like for performing

financial transactions with merchants to purchase goods or services.

Typically, the consumer provides the credit or debit card to the merchant
whorunsit through a card scanner to read out a financial identification (ID)
associated with the card. The financial ID and the cost of the goods or

services are forwarded over a telephone network (such as the public

switched telephone network PSTN)) to the bank or other entity providing
the credit for the credit card or maintaining the money associated with the
debit card. The bank verifies that there is sufficient credit or debit capacity
for the transaction and forwards verification to the merchant. The

consumer then is typically asked to sign a receipt for the purchase and the
transaction is thereby completed and the goodsor services are conveyed to
the consumer.

Among the advantages of this common type of financial transaction

is that the consumer need not carry significant amounts of cash for making
purchases and may take advantage of any credit granted to him or her.
Disadvantages, however, remain. Consumers typically carry numerous
credit and debit cards which can be lost or stolen and are often left

accidentally with the merchant. Moreover, the financial ID associated with
the card is typically recorded on a magnetic strip on the back of the card
which can be accidentally erased or otherwise rendered unreadable. Often,

purchases are made using credit or debit accounts over the telephone. In
such case, the customer must read the financial ID for the account aloud and

the merchant must transcribe the financial ID. This is, at best, a tedious and

time consuming process and frequent errors occur in reading or transcribing
the financial ID’s. Moreover, the financial ID may be captured by
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unauthorized parties by eavesdropping. Indeed, the party representing itself
as the merchant may merely be fraudulently obtaining financial I[D’s
without intending to provide any goods or services. If the purchase is
initiated over the Internet, the financial ID is typically conveyed over the

Internet via computer transmission signals which again are subject to
eavesdropping.

Accordingly, it would be desirable to consolidate all of the financial
ID’s associated with all of the credit and debit cards of a consumerin a single

device not subject to magnetic erasure thereby minimizing the likelihood of
misplacing one of the cards and eliminating the risk of having the financial
ID accidentally erased. It would also be desirable to consolidate the financial
ID’s in a device allowing the ID’s to be transmitted efficiently such that the
financial ID need not be read and transcribed verbally and allowing the

financial ID’s to be transmitted in an encrypted or otherwise protected form
to minimize the risk that the financial ID’s may be captured by

eavesdropping. Aspects of the invention are directed to solving these and
other problems.

To partially address some of these problems, it has been proposed to
store the financial ID of a particular credit or debit account on a Smart Card.
A Smart Card is similar to a credit card in size and shape but includes

electronic circuitry, perhaps in the form of a small microprocessor, for

controlling operation of devices receiving the Smart Card and for storing
information such as financial ID’s. In one possible implementation, the

Smart Card is configured to enable telephony operations of the mobile

telephone andis also configured to store the financial ID of a single credit or
debit account. To effectuate a financial transaction, the Smart Card is

removed from the mobile telephone and provided to a merchant for
insertion into a Smart Card reader for reading the financial ID therefrom.
Although, the use of such a Smart Card has the advantages that the financial
ID cannot be easily erased and may be output subject to appropriate

encryption, many of the other disadvantages of conventional credit and
debit cards remain. For example, depending upon the implementation, a

separate Smart Card may be required for each separate credit and debit
account and the separate cards are thereby subject to being lost or stolen.
Moreover, the consumer may need to terminate a telephone call to allow
the Smart Card to be removed from mobile telephone to effectuate the

transaction. Finally, because the Smart Card must be inserted into a reader

provided by the merchant, no clear advantages are gained for financial
transactions conducted over the telephone or using the Internet.
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Accordingly, it would be desirable to provide a more effective
integration of mobile telephony and financial ID transactions andit is to that
end that further aspects of the invention are drawn.

Finally, there is an movement toward enabling the use of digital
money for purchase transactions. Digital money constitutes packets of data
containing financial ID’s defining certain quantities of money that can be
transferred from computer to computer. Digital money differs from credit
or debit money in that it is not tied to any external real world account.
Rather, digital money is the cyberspace equivalent of cash. It would be
desirable to provide the aforementioned integration of mobile telephony
and financial ID transactions in a manner that enables and facilitates digital

money transactions and it is to that end that still further aspects of the
invention are drawn.

SUMMARYOF THE INVENTION

In accordance with one aspect of the invention, financial [D’s are

stored directly within a mobile communications unit such as a mobile
telephone or other device provided with wireless telephony capability such
as a personal data assistant (PDA), a laptop computer, a dedicated Internet
access device, or an electronic organizer. The financial ID’s represent credit
or debit accounts, digital money or other financial instruments. Storage of
financial ID’s within such devices allows the various financial ID’s of credit

and debit accounts of a customer or of digital money to be consolidated and

used efficiently. The ID’s are transmitted by radio or infrared signals to a
merchant or other party to enable quick and efficient transactions such as

purchase transactions. Radio transmission is particularly advantageous for
conducting transactions during a mobile telephone call which might
otherwise require verbally conveying the financial ID of a credit or debit
account. Moreover, by storing the financial ID’s in the mobile
communications unit, the ID’s are therefore not as easily subject to

inadvertent magnetic erasure as with magnetic strip cards, and the risks
associated with misplacing individual credit or debit cards are avoided. The
financial ID’s may be transmitted in an encrypted form to minimize the risk
of unauthorized capture. Almost any form of transaction otherwise
conventionally handled with credit or debit accounts or digital money may

be performed.
In one embodiment, the invention is implemented within a mobile

communications unit by a providing a means for storing a financial
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identification code and a means for transmitting the financial identification

code to effectuate a financial transaction. A means for receiving a signal

representative of a requested financial transaction is also provided along

with means for retrieving the financial ID in response to the received

request signal. To receive selections from the customer, the mobile

communications unit is further provided with a means for providing an

indication representative of the financial identification codes to a customer
and for requesting selection of one to effectuate transaction; and a means for

receiving a selection signal representative of one of the financial
identification codes. To receive authorization from the customer to

complete a transaction, the mobile communications unit further includes a

means for providing an indication of the requested financial transaction to a

customer and for requesting approval to effectuate the transaction; a means

for receiving an authorization signal representative of whether approval is

granted for effectuating the transaction; and a means for transmitting the

authorization signal.

Depending upon the implementation, the means for receiving signals
and the means for transmitting signals may be an_ infrared

receiver/transmitter, a cellular telephone receiver/transmitter for

communicating with a cellular base station, or a mobile telephone

receiver/transmitter for communicating with a satellite. Means for

encrypting signals prior to transmission and for decrypting received signals

may also be employed.

In other embodiments, the invention is implemented as a method.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, objects, and advantages of the present invention will
become more apparent from the detailed description set forth below when

taken in conjunction with the drawings in which like reference characters

identify correspondingly throughout and wherein:

FIG. 1 is a block diagram of a financial transaction system configured

in accordance with an exemplary implementation of the invention wherein

the mobile telephone of a customer has financial ID’s stored therein and

wherein signals relevant to a purchase transaction are transmitted between
the mobile telephone and a merchant cashier register via a cellular

telephone system;

FIG. 2 is a flowchart illustrating the steps performed by the system of
FIG.1 to effectuate a financial transaction in accordance with a first method

APPL-1002

APPLEINC./ Page 377 of 1744



APPL-1002 
APPLE INC. / Page 378 of 1744

WO 98/34203 5 PCT/US98/01391

wherein a financial ID is transmitted from the mobile telephone to~a

financial transaction clearinghouse;

FIG.3 is a block diagram illustrating the mobile telephone of FIG. 1

and showing a financial ID selection display;

FIG.4 is a block diagram illustrating the mobile telephone of FIG. 1

and showing an authorization display;

FIG. 5 is a timing diagram summarizing, at a high level, steps

performed by the system of FIG.1;
FIG. 6 is a timing diagram summarizing, at a high level, a second

method wherein the financial ID is transmitted from the mobile telephone

to the merchant cashier register;

FIG. 7 is a block diagram of a financial transaction system configured

in accordance with a first alternative implementation of the invention

wherein signals relevant to the financial transaction are transmitted

between the mobile telephone and the merchant cashier register via a

satellite-based mobile telephone system;

FIG. 8 is a block diagram of a financial transaction system configured
in accordance with a second alternative implementation wherein signals

relevant to the transaction are transmitted between the mobile telephone

and the merchant cashier register via infrared signals;

FIG. 9 is a block diagram of a financial transaction system configured

in accordance with a third alternative implementation and wherein signals
relevant to a transaction initiated during a telephone call are transmitted

between the mobile telephone and the merchant cashier register via a

cellular telephone system;

FIG. 10 is a timing diagram summarizing, at a high level, steps

performed by the system of FIG. 9 to effectuate a financial transaction in
accordance with a first method wherein a credit or debit account is accessed;

FIG. 11 is a timing diagram illustrating, at a high level, steps

performed by the system of FIG. 9 to effectuate a financial transaction in
accordance with a second method wherein digital moneyis transferred;

FIG.12 is a block diagram of a financial transaction system configured

in accordance with a fourth alternative implementation of the invention

wherein signals relevant to a transaction initiated via the Internet are
transmitted between the mobile telephone and a merchant computer via a

cellular telephone system connected to the Internet;
FIG. 13 is a timing diagram summarizing, at a high level, steps

performed by the system of FIG. 12 to effectuate a financial transaction in
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accordance with a method wherein digital money is transferred via the
Internet.

DETAILED DESCRIPTION OF THE PREFERRED

EMBODIMENTS

With reference to the figures, preferred and exemplary

implementations of the invention will now be described. Initially,
techniques of the invention will described with reference to FIGS, 1 - 5
which illustrate a system employing a mobile telephone wherein signals
appropriate for implementing an in-person purchase via a credit or debit
account are transmitted between a mobile unit and a merchant cashier

register or other point of sale unit via a cellular telephone. The transaction
is coordinated by a financial transaction clearinghouse with the financial ID
of a credit or debit account selected by the customer being transmitted from

the mobile telephone to the clearinghouse, rather than to the merchant
cashier register. An alternative method for in-person purchases wherein
the financial ID is transmitted from the mobile telephone to the merchant

cashier register will be described with reference to FIG. 6. Then, alternative
systems employing satellite-fleet mobile communications or direct infrared
communications between the mobile unit and the merchant cashier register

for in-person purchases will be described with reference to FIGS. 7 - 8. Next,
with reference to FIGS. 9 - 11, a system for implementing a purchase

wherein the purchaser and merchant are remote from one another will be
described both for a credit or debit account purchase and for a digital money

purchase. Finally, with reference to FIGS. 12 - 13 a system for implementing
a digital money purchase via the Internet using a lap-top computer with
mobile telephony capability will be described.

FIG. 1 shows a system 10 for performing a purchase based upon a
credit or debit account between a customer (not shown) using a mobile

telephone unit 12 and a merchant (also not shown) using a point of sale
cashier register 14. FIG. 2 illustrates a method performed by the system of
FIG. 1. FIGS. 1 and 2 will be described together with the steps of FIG. 2

provided in parentheses. After the customer verbally indicates a desire to
purchase goods or services, the merchant enters purchase transaction
information including the amount of the purchase and the telephone

number (provided by the customer) of mobile unit 12 into cashier register 14
(FIG. 2, step 102). The cashier register generates a transaction ID and
transmits transaction information and the mobile unit telephone number
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over a land line 16 connected to the PSTN 17 to a financial transaction

clearinghouse (clearinghouse) 18 (FIG. 2, step 104). The transaction
information includes, for example, a transaction ID, the identity and cost of
the goods or services and an identification of the merchant. Clearinghouse
18 receives and records the information (FIG.2, step 106), then calls mobile

unit 12 using the provided telephone number via a cellular system 20
having a base station 22 in the vicinity of the mobile unit 12 (FIG. 2, step
108).

The purchaser answers the incoming telephone call to mobile unit 12
and thereby allows the mobile unit 12 to receive signals transmitted by the
clearinghouse 18 (FIG. 2, step 110). Depending upon the implementation,
clearinghouse 18 may transmit signals to the mobile unit 12 via the cellular
system specifying the amount of the transaction, the identity of the goods or
services, and the identity of the merchant. Clearinghouse 18 also transmits a
request for either digital money or a financial ID specifying a credit or debit
account and approval to charge the account. The mobile unit 12 receives the
signals and presents appropriate displays to the customer to display
information received from clearinghouse 18 and to request selection of a
credit or debit account or digital money (FIG. 2, step 112). To this end,
mobile unit 12 retrieves pre-stored financial information from a memory
unit (not shown) within the mobile unit identifying the credit and debit
accounts of the customer of mobile unit 12 and any digital money stored
therein.

An exemplary display is provided in FIG. 3 within a display screen 24
of mobile unit 12. As can be seen, the exemplary display identifies the

merchant, the goods or services and the amount of the purchase and
provides three credit card accounts and two ATM (debit) accounts for
selection. The credit card accounts may be, for example, VISA, MASTER
CHARGE, and AMERICAN EXPRESS accounts and may be identified by

appropriate icons in display screen 24. (VISA, MASTER CHARGE and
AMERICAN EXPRESSare trademarks of their respective companies.) The

ATM debit card accounts may be checking accounts maintained at different

banks and maybeidentified by the bank name or other appropriate icons in
display screen 24. The display also shows that the purchase may be made
using digital money and specifies the amount of digital money available.
Examples involving a digital money purchase will be described below with
reference to FIGS. 11 - 13.

The customer enters a selection by, for example, pressing the

appropriate button on keypad 26 corresponding to the number of the
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selected account (FIG. 2, step 114). In the present example the customer
selects credit card no. 2 and is presented with the display of FIG. 4 requesting
authorization to bill the amount of the purchase to the selected credit

account (FIG. 2, step 116). The customer responds by pressing the
appropriate buttons, such as by pressing 1 for YES or 2 for NO. If NO, an

appropriate refusal signal is sent to clearinghouse 18 (FIG. 1) via cellular

system 20 refusing authorization. The refusal is forwarded to the cashier

register and the transaction is terminated. Assuming however, that the
customer grants approval by selecting YES, the mobile unit retrieves the

financial ID for the selected credit account from an internal memory and

forwards the financial ID and an authorization signal to the clearinghouse

along with transaction ID (FIG.2, step 120) via cellular system 20. Although
not separately shown, the customer may be required to first enter a personal

identification number (PIN) before authorizing the transaction. Also,

depending upon the implementation the financial ID may be encrypted,
perhaps using a public key encryption system, the details of which are well

known to those skilled in the art and will accordingly not be described
herein.

Clearinghouse 18 receives the authorization and the selected financial

ID from mobile unit 12 along with the transaction ID and contacts the

appropriate bank or credit card company to verify that the selected account

has sufficient capacity to cover the purchase (FIG. 2, step 122). In FIG. 1, an

exemplary set of credit card companies 28 and debit card companies 30 are
shown. Communications between clearinghouse 18 and the credit and debit

card companies may be via PSTN 17 or any other appropriate
communications medium. Assuming that the selected account has

sufficient capacity for the purchase, the selected credit account company
records the amount of the purchase and the transaction ID and sends a

verification signal to clearinghouse 18 for forwarding to the cashier register
14 and to mobile unit 12 (FIG.2, step 124). Hence, both the customer and the

merchant are advised simultaneously of the verification (FIG. 2, steps 126

and 128). Both mobile unit 12 and the cashier register 14 provide an
appropriate verification display. The telephone call between clearinghouse

18 and the mobile unit 12 is then terminated. The merchant then conveys

the goods or services to the customer and the transaction is completed.
Ultimately, the credit card company forwardsa bill to the customer for the

amount of the purchase and forwards funds to the merchant to cover the

purchase.
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Thus, the system of FIG. 1 allows for a purchase transaction using, for

example, a credit or debit account to be completed easily without requiring

the financial ID of the purchasers account to be provided to the merchant
and without the use of conventional credit or debit cards which, as noted

above, are subject to being lost, stolen or damaged. All of the financial ID’s
for all of the customers accounts are consolidated in within mobile unit 12

for easy access. Depending upon the implementation, the memory unit of

the mobile unit may additionally store the amount of credit or debit

remaining, i.e. the account balance, for each credit and debit account. This
information may be updated following each transaction. Assuming that all

purchases are handled using mobile unit 12, the account balance
information stored therein thereby remains correct. If purchases are made

separately perhaps using a conventional credit or debit card, the information

for a particular account can be updated following each transaction involving

that account by transmitting the current account balance from the
appropriate credit or debit card company to the mobile unit via the financial
transaction clearinghouse. Additions to the amount of money available in a

debit account as a result of a deposit may be tracked in much the same
manner.

Depending upon the implementation, the signals transmitted to and
from mobile unit 12 may be entirely digital and may be embedded in any on-

going voice conversation the purchaser may be having using the mobile
unit. For example, for cellular telephone systems employing Code Division

Multiple Access (CDMA) technology, which encodes all voice signals
digitally, the appropriate digital financial transaction signals may be

embedded or interleaved in data packets along with voice signals. In this

manner, the purchaser need not terminate an on-going voice telephone call.
Rather, the purchaser merely pauses briefly during the conversation to
review the information displayed regarding the transaction and to press the

appropriate buttons for selecting the credit/debit account and for authorizing

the purchase.

Also, depending upon the implementation, no financial transaction
clearinghouse is required. Rather, merchant cashier register 14 may

communicate directly with the appropriate credit card and debit card

companies 28 and 30.

The messages exchanged during the performance of the steps of the

method implemented by the system of FIG. 1 are summarized at a high level

as shown in FIG. 5 which provides separate time lines 32, 34 and 36

showing, respectively, the steps performed by mobile unit 12, merchant
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cashier register 14 and financial transaction clearinghouse 18 of FIG. 1. The
steps performed during the generation of the messages shownin FIG. 5 have
already been described with reference to FIGS. 1 and 2, and will not be re-
described.

With the system and method thus far described, the selected financial

ID is transmitted directly from the mobile unit to the financial transaction

clearinghouse. Hence the merchant never receives the financial ID. This

helps maintain the privacy of the financial ID, particularly from

unauthorized use by possible unscrupulous merchants. FIG. 6 summarizes

a somewhat simpler, alternative method wherein the financial ID is

transmitted to the merchant cashier register 14. After the customer indicates

a desire to purchase goodsor services and provides the telephone number of
the mobile unit, the cashier register 14 calls the mobile unit using the

telephone number and transmits signals to mobile unit 12 via the cellular

system of FIG.1, at step 20, advising of the transaction and requesting either
the financial ID of a credit/debit account or digital money and requesting
authorization to complete the transaction. The advise of transaction

information includes an identification of the goods or service to be

purchased and thecost thereof.

Mobile unit 12 provides appropriate displays such as those illustrated
in FIGS.3 - 4, inputs the appropriate selections from the customer and then,

assuming that a credit or debit account is selected, transmits the financial ID

of the credit or debit account and an authorization signal to the merchant

cashier register, step 202. The cashier register then transmits signals to the
financial transaction clearinghouse, step 204, perhaps using land lines as

illustrated in FIG. 1, advising of the transaction and providing the financial

ID and the authorization signal received from the mobile unit. Again the
advice of transaction information includes the cost of the goods or services

to be purchased. Clearinghouse 18 forwards the financial ID to the
appropriate credit account or debit account company and_ requests

verification that the selected account has the capacity to cover the purchase.

Assuming that the selected account has sufficient capacity, a verification

signal is received by clearinghouse 18 and then forwarded to the cashier

register 14 for completion of the transaction. One particular advantage of

performing the method of FIG.6 is that the telephone numberof the mobile

unit need not be provided to the merchant for inputting into the cashier

register because no telephonecalls are made to the mobile unit.

Whathas been described thus far is a system wherein communication

between the cashier and the financial transaction clearinghouse is
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performed using the PSTN and wherein communications between -the
mobile unit and clearinghouse is performed using a cellular telephone

system. In general, however, any appropriate forms of communication may
alternatively be employed. For example, communication between the
cashier register and the clearinghouse may also be via a cellular telephone
system. Alternatively, communications may be performed usingasatellite-
based mobile communications system. Also, communications between the
mobile unit and cashier may be performed using an infrared system.

FIG.7 illustrates a satellite-based system 310 having a mobile unit 312,

a cashier register 314, a financial transaction clearinghouse 318, and credit
account and debit account companies 320 and 322 all interconnected via a

satellite mobile communications system represented by a single satellite 324.

The satellite system may include ground stations not separately shown. All
communications between the various units are performed using the

satellite system thereby eliminating the need for any land_line
communications. Any of the transaction methods described above with

respect to FIGS. 1 - 6 may be performed using the system of FIG. 7 and the
methods will not be re-described.

FIG.8 illustrates an infrared-based system 410 having a mobile unit

412, a cashier register 414, PSTN 417, a financial transaction clearinghouse
418, and credit account and debit account companies 428 and 430. As with

the system of FIG. 1 the cashier register, the clearinghouse and the credit and
debit account companies are interconnected via the PSTN. However,
communication between the mobile unit and the cashier is performed using

infrared signals. More specifically, mobile unit 412 has an infrared
receiver/transmitter 424 and cashier register 414 has an_ infrared
receiver/transmitter 426.

In an exemplary transaction performed in accordance with the
method of FIG. 6, the cashier transmits to the mobile unit via infrared

signals the amount of the transaction and an identification of the goods or
services. The mobile unit inputs the customers selection of a credit or debit

account, receives explicit authorization from the customer, then transmits
the financial ID of the selected account and an authorization signal to the

cashier register 414 via infrared signals. Transmission and reception of the
infrared signals may be entirely in accordance with conventional infrared
techniques which are well understood by those skilled in the art and will not
be described herein. In an alternative embodiment of the invention, the

method of FIG. 2 is performed using the system of FIG. 8 whereby the

telephone number of mobile unit 12 is exchanged using the infrared link.
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Thus far, in-person transaction methods have been described wherein
the customer with mobile unit is in the vicinity of the merchant cashier

register. In the following, transactions are described wherein the customeris
remote from the merchant and initiates the transaction either via a mobile

telephone call to the merchant or via an Internet or similar computer
network connection. Also, transactions are described wherein digital money

is conveyed.

FIG.9 illustrates a system 510 having a customer mobile unit 512 and
a merchant cashier register 514 with telephone 515. The mobile unit is
located remote from the cashier and telephone as indicated by a dashed line

interposed between them. Cashier register 514 and telephone 515 are
connected via a land line 516 to PSTN 517 which, in turn, is connected to a

financial transaction clearinghouse 518, cellular system 520 having base
station 522, and credit and debit account companies 528 and 530. The

customerinitiates a purchase transaction by calling the merchant telephone
515 using mobile unit 512 and indicates a desire to purchase goods or
services. The merchant enters the selected transaction into cashier register

514 which communicates directly with mobile unit 512 via the open mobile
telephonecall connection to digitally provide the amount and nature of the
transaction to the mobile unit and to digitally requests a financial ID and an

authorization signal for completing the transaction. This assumes that a
mobile system is employed that allows embedding of digital signals within
voice telephone conversation signals such as the aforementioned CDMA
system. The customer pauses briefly during his conversation with the
merchantto select a credit or debit account and to authorize the transaction

in the same manner as described above with reference to FIGS. 3 - 4. Mobile

unit 512 retrieves the financial ID of the selected account and transmits the

financial ID and an authorization signal digitally to cashier register 514 again

via the same mobile telephone call. Cashier register 514 immediately
forwards the financial ID and authorization signal to the financial
transaction clearinghouse over a second PSTN line (not separately shown).

Clearinghouse 518 operates in the same manner as described above to obtain
verification that the selected account has sufficient capacity of the purchase.

A verification signal is forwarded back to the cashier 514 which displays the
verification to the merchant who verbally conveys the verification to the
customer using telephone 515. Verification may additionally be transmitted
from the cashier register to the mobile unit via the open mobile telephone
call. The telephonecall is then terminated and the transaction is thereafter
completed by providing the goodsor services to the customer.
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The steps of the method implemented by the system of FIG. 9 are

summarized at a high level within FIG. 10 which provides separate time

lines 532, 534 and 536 showing, respectively, the steps performed by the

mobile unit 512, the cashier register 514 and the financial transaction

clearinghouse 518 of FIG.9.

Hence, a system is provided wherein digital signals pertaining to a

purchase transaction are transmitted between a customer mobile unit and a
merchant cashier register during a voice mobile telephone conversation
between the customer and merchant. This is similar to otherwise

conventional telephone purchase transactions using credit or debit accounts,

but with the system of FIG. 9 - 10 the customer need not verbally convey the
financial ID of a credit/debit account to the merchant during the telephone

call. This has the advantage of speeding up the transaction because the
customer need not read aloud the financial ID, name and expiration date
from a credit card and the merchant need not record that information. Also,

mistakes that can commonly occur in reading and transcribing the digits of
the financial ID are avoided. Moreover, the unauthorized capture of the

financial ID by eavesdropping is minimized. As with previous

embodiments, the financial ID may encrypted to further reduce the risk of
unauthorized access.

Thus far, all example transactions described have involved the

purchase of goods or services using a credit or debit account selected by the
customer. As noted above, however, any of the various transaction

methods and systems also allow payment for the goods or services using

digital money stored within the mobile unit.
FIG. 11 summarizes a digital money transaction using the system of

FIG. 9. FIG. 11 provides separate time lines 632 and 634 showing,

respectively, the steps performed by the mobile unit 512 and the point of sale
cashier register 514 of FIG. 9. No time line is provided for the financial

transaction clearinghouse because no credit or debit account is used and

hence account verification is required. Rather digital money is conveyed for

the customer mobile unit to the merchant cashier register.

The customer initiates a purchase transaction with the merchant

during a voice mobile telephone call from the mobile unit to the merchant

telephone, step 636. The merchant enters the purchase transaction
information into the cashier register and, in the same manner as described

above without reference to FIG. 9, the cashier register transmits digital

signals to the mobile unit advising of the transaction and requesting a

financial ID and an authorization signal, step 638. The customer is then
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presented with a display such as is shown in FIG 3. However, rather than
selecting a credit or debit account, the customer presses the appropriate
buttons to select the digital money option and to authorize the purchase.

Assuming the customer has sufficient digital money stored within the
mobile telephone to cover the purchase, the financial ID or ID’s of the digital
money is transmitted to the cashier register as digital signals embedded
within the mobile telephone voice conversation signals, step 640. The
cashier register receives and stores the digital money. Hence, the digital
money account of the mobile unit is decreased and the digital money
account of the cashier register is increased. The completion of the digital

money transaction is confirmed by transmitting appropriate verification and

receipt signals from the cashier register back to the mobile unit, step 642.
The telephone call is then ended and the goods or services are ultimately
conveyed to the customer. If the goods or services are for some reason not
conveyed, the verification and receipt signals received by the mobile unit of
the customer provide proof of the transaction.

Thus far all transactions have been described with reference to

systems employing mobile telephones capable of voice conversation
telephone calls. As noted above however, purchase transactions can be
performed in accordance with the invention using other types of mobile
communications units such as laptop computers and PDA’s configured with
mobile transmitter/receivers. FIG. 12 provides an example of a system

employing a laptop computer wherein a purchase transaction is performed
over the Internet. FIG. 13 illustrates a method using the system of FIG. 12

wherein the purchase is made with digital money.
FIG.12 illustrates a system 710 having a mobile laptop computer unit

712 and a merchant computer 714 located remote from one another.

Merchant computer 714 is connected via a land line 716 to a PSTN 717 which
is in turn connected to a financial transaction clearinghouse 718, the Internet

719 and a cellular system 720 having a base station 722. The clearinghouse is

additionally connected to various credit account and debit account

companies 728 and 730.
The customer initiates a purchase transaction by contacting the

merchant computer via the cellular system and the Internet. In this regard,
the laptop computer employs a modem (not separately shown) in
connection with a mobile receiver/transmitter (also not separately shown)

to contact the merchant computer via base station 722, cellular system 720,
Internet 719 and PSTN 717 perhaps to access World Wide Web page

maintained by the merchant. In any case, the customer selects goods or

APPL-1002

APPLEINC./ Page 387 of 1744



APPL-1002 
APPLE INC. / Page 388 of 1744

WO98/34203 15 PCT/US98/01391

services to be purchased by entering the appropriate commands into laptop

712 for transmission to merchant computer 714.

The merchant computer receives the customers purchase selection

and transmits appropriate signals confirming the purchase selection and
requesting a financial ID and an authorization signal. As with the other
embodiments described above, the customer may select a credit or debit

account or a quantity of digital money. If the former, the financial ID of the
account is transmitted via the Internet, preferably encrypted, to the

merchant computer for forwarding to the financial transaction

clearinghouse, perhaps also via the Internet, for verification of adequate
credit or debit account capacity. Appropriate, verification signals are sent to

the merchant computer and forwarded to the customers laptop computer. If

the purchase is via digital money, the financial ID defining the needed
quantity of digital money is transmitted over the Internet to the merchant
computer, again preferably encoded in some manner to prevent
unauthorized capture, and appropriate verification and receipt signals are
sent back to the customer. With the digital money transaction, no signal

need be sent to the clearinghouse.

FIG. 13 summarizes the digital money transaction using the system of
FIG. 12. FIG. 13 provides separate time lines 732 and 734 showing,

respectively, the steps performed by the laptop 712 and merchant computer
714 of FIG.12. Again, no time line is provided for the financial transaction
clearinghouse because no credit or debit account is used and hence account
verification is required.

Various exemplary systems and methods for performing financial
transactions such as purchasetransactions using a mobile telephone or other
mobile communications unit configured to store the financial ID’s of

various credit and debit accounts and/or quantities of digital money have
been described. In accordance with the principles of the invention, a wide

variety of other financial transactions may be performed as well including,
in general, almost any transaction otherwise handled with credit or debit
cards or digital money. Although the examples provided wherein relate to

mobile telephone or laptops computers, principles of the invention can be
applied to almost any type of mobile communications unit including, the
aforementioned PDA’s, mobile Internet access devices, etc.

The exemplary embodiments have been primarily described with

reference to block diagrams illustrating apparatus elements and timing

diagrams and flow charts primarily illustrating method steps. As to the
timing diagrams and flowcharts, each block or step therein represents both a
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method step and an apparatus element for performing the recited step.

Depending upon the implementation, each apparatus element, or portions
thereof, may be configured in hardware, software, firmware or combinations

thereof. It should be appreciated that not all components necessary for a
complete implementation of a practical system are illustrated or described in
detail. Rather, only those components necessary for a thorough

understanding of the invention have beenillustrated and described.

Moreover, the previous description of the preferred embodiments is

provided to enable any person skilled in the art to make or use the present
invention. The various modifications to these embodiments will be readily

apparent to those skilled in the art, and the generic principles defined herein

may be applied to other embodiments without the use of the inventive
faculty. Thus, the present invention is not intended to be limited to the
embodiments shownherein but is to be accorded the widest scope consistent

with the principles and novel features disclosed herein.

WE CLAIM:
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CLAIMS

1. In a mobile communications unit, a system for performing a

2 financial transaction comprising:

means for storing a financial identification code; and
4 means for transmitting said financial identification code to

effectuate a financial transaction.

2. The system of claim 1 further including

2 means for receiving a signal representative of a requested financial
transaction; and

4 means for retrieving the stored financial identification code in

response to reception of the signal representative of the requested financial
6 transaction.

3. The system of claim 1 wherein said mobile communications

2 unit is selected from a group consisting of a mobile telephone, a personal
data assistant with mobile telephony capability, a laptop computer with

4 mobile telephony capability, an Internet access device with mobile telephony
capability, and an electronic organizer with mobile telephony capability.

4. The system of claim 1 wherein said financial identification code

2 is representative of digital money.

5. The system of claim 1 wherein said financial identification code

2 is representative of a debit account.

6. The system of claim 1 wherein said financial identification code

2 is representative of a credit account.

7. The system of claim 1 wherein said means for storing a

2 financial identification code stores a plurality of financial identification
codes.
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8. The system of claim 7 wherein said system further includes --

2 means for providing an indication representative of said
financial identification codes and for requesting selection of one to effectuate

4 transaction; and

means for receiving a selection signal representative of one of
6 said financial identification codes.

9. The system of claim 2 further comprising:

2 means for providing an indication of said requested financial
transaction and for requesting approval to effectuate transaction;

4 means for receiving an authorization signal representative of
whether approval is granted for effectuating said requested transaction; and

6 means for transmitting said authorization signal.

10. The system of claim 9 wherein said means for receiving an

2 authorization signal operates to receive a personal identification number
code.

11. The system of claim 4 further including

2 means for receiving a signal indicative of a completed financial
transaction; and

4 means for modifying said digital money financial identification

code to reflect the completed financial transaction.

12. The system of claim 2

2 wherein said means for receiving the signal representative of the

requested financial transaction includes an infrared receiver.

13. The system of claim 1

2 wherein said meansfor transmitting said financial identification code
includes an infrared transmitter.

14.=‘The system of claim 2

2 wherein said means for receiving the signal representative of the

requested financial transaction includes a cellular telephone receiver.

15. The system of claim 1

2 wherein said means for transmitting said financial identification code
includes a cellular telephone transmitter.
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12

16. The system of claim 2 -

wherein said means for receiving the signal representative of the

requested financial transaction includes a wireless telephone receiver for
receiving signals fromasatellite.

17. The system of claim 1

wherein said means for transmitting said financial identification code

includes a wireless telephone transmitter for transmitting signals to a
satellite.

18. The system of claim 1 wherein said means for transmitting said
financial identification code includes a means for encrypting the financial

identification code prior to transmission.

19. Ina mobile communications unit, a system for performing a

financial transaction comprising:

a memory unit storing a financial identification code;
a receive unit receiving a signal representative of a requested

financial transaction;

a control unit retrieving the financial identification code in

response the received signal; and
a transmit unit transmitting said financial identification code

to effectuate said requested financial transaction.

20. A system for performing a financial transaction comprising:

a point of sale unit comprising
means for transmitting a signal representative of a

requested financial transaction, and
means for receiving a financial identification code for

effectuating said requested financial transaction;
a mobile communications unit comprising

meansfor storing a financial identification code,
means for receiving the signal representative of the

requested financial transaction, and
means for transmitting said financial identification code

to effectuate said requested financial transaction.
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21. Inamobile communications unit, a method for performing. a

2 financial transaction comprising the steps of:

storing a financial identification code; and
4 transmitting said financial identification code to effectuate a

financial transaction.

22. The method of claim 21 further including the steps of

2 receiving a signal representative of a requested financial
transaction; and

4 retrieving the stored financial identification code for

transmission in response to reception of the signal representative of a

6 requested financial transaction.

23. The method of claim 21 wherein said mobile communications

2 unit is selected from a group consisting of a mobile telephone, a personal

data assistant with mobile telephony capability, a laptop computer with
4 mobile telephony capability, an Internet access device with mobile telephony

capability, and an electronic organizer with mobile telephony capability.

24. The method of claim 21 wherein said financial identification

2 code is representative of digital money.

25. The method of claim 21 wherein said financial identification

2 code is representative of a debit account.

26. The method of claim 21 wherein said financial identification

2 code is representative of a credit account.

27. The method of claim 21 wherein said step of storing a financial

2 identification code is performed to store a plurality of financial identification
codes.

28. The method of claim 27 wherein said method further includes

2 the steps of

providing an indication representative of said financial
4 identification codes and for requesting selection of one to effectuate said

transaction; and

6 receiving a selection signal representative of one of said
financial identification codes.
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29. The method of claim 23 further comprising the steps of: -

2 providing an indication of said requested financial transaction
and for requesting approval to effectuate said transaction;

4 receiving an authorization signal representative of whether

approvalis granted for effectuating said transaction; and
6 transmitting said authorization signal.

30. The method of claim 21 wherein said step of receiving a

2 authorization signal is performed to receive a personal identification
number code.

31. The method of claim 24 further including the steps of

2 receiving a signal indicative of a completed financial
transaction; and

4 modifying said digital money financial identification code to

reflect the completed financial transaction.

32. The method of claim 22

2 wherein said step of receiving the signal representative of the

requested financial transaction includes the step of receiving an infrared
4 signal.

33. The method of claim 21

2 wherein said step of transmitting said financial identification code

includes the step of transmitting an infrared signal.

34. The method of claim 22

2 wherein said step of receiving the signal representative of the
requested financial transaction includes the step of receiving a cellular

4 telephonesignal.

35. The method of claim 21

2 wherein said step of transmitting said financial identification
code includes the step of transmitting a cellular telephone signal.

36. The method of claim 22

2 wherein said step of receiving the signal representative of the

requested financial transaction includes the step receiving signals from a
4 satellite.
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37. The method of claim 21 -

2 wherein said step of transmitting said financial identification code
includes the step of transmitting signals to a satellite.

38. The method of claim 21 wherein said step of transmitting said

2 financial identification code includes the step of encrypting the financial

identification code prior to transmission.
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OPERATIONS PERFORMED BY CASHIERBY MOBILE UNIT WITH REGISTEROeEMACTION
PRE-STOREDi CLEARINGHOUSE

INPUT PHONE NUMBER
OF MOBILE UNIT AND
TRANSACTION INFO.

TRANSMIT TRANSACTION
INFORMATION TO

FINANCIAL TRANSACTION
CLEARINGHOUSE

 
  

 
  
 

 
 

RECEIVES TRANSACTION
RECEIVES TRANSACTION INFORMATION

AMOUNT
AND REQUEST

FOR FINANCIAL ID AND
AUTHORIZATION TO

PERFORM TRANSACTION
FROM FINANCIAL

TRANSACTION
CLEARINGHOUSE

  

      

 
  
     
     

  
  
 

TRANSMITS REQUEST
FOR FINANCIALID AND

AUTHORIZATION TO
—e— oe eee eerere PERFORM TRANSACTION

TO MOBILE UNIT 
DISPLAYS FINANCIAL

ACCOUNT'SAND REQUESTS
SELECTION

 
  
 

 INPUTS FINANCIAL
ACCOUNT SELECTION

  

 
 
  

 

DISPLAYS SELECTED
FINANCIAL ACCOUNT AND

TRANSACTION

ACOUESTS RECEIVE AUTHORIZATIONUTH AND ENCRYPTED FINANCIALAUTHORIZATION 1D, DECRYPT ID AND
VERIFY THAT ACCOUNT

ASSOCIATED WITH ID

IF VERIFICATION CAPACITY FOR FINANCIAL
RECEIVED, RETRIEVE TRANSACTION
FINANCIALIDANDOTTq

TRANSMIT ENCRYPTED ID
AND AUTHORIZATION

— IF OK, TRANSMIT~~ VERIFICATION TO

RECEIVE AND RECEIVE AND DISPLAY
| DISPLAY VERIFICATION

VERIFICATION
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SELECT METHOD OF PAYMENT
FOR PURCHASE OF STEREO
FROM XYZ CO.FOR $423.71:

1. CREDIT CARD #1 4. DIG. MONEY

($1000)
2. CREDIT CARD #2 5. ATM #1
3. CREDIT CARD #3 6. ATM #2 
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CHARGE$423.71 TO CREDIT
CARD #2?

1. YES

2. NO 24
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WO 02/071334 PCT/CA02/00272

SYSTEM AND METHOD FOR FACILITATING AN M-COMMERCE

TRANSACTION

BACKGROUNDOF THE INVENTION

Payments in commercial transactions have evolved over time, from cash transactions,

to credit card transactions to present day payment via electronic devices. Each step in

the evolution has spawned its own industry and infrastructure, and successive levels
in the evolution have built on the existing infrastructure. Collectively these
infrastructures and processes are referred to as the paymentindustry.

While wireless and Internet technologies are fuelling change within the current

payment industry, there is a need for new innovative payment solutions, which

leverage the hard earned trust of existing financial institutions. It is the eventual goal

to effect a transformation of the payment industry by enabling secure and trusted

payments, in any form oftender, via any electronic device.

In general, mobile e-commerce (m-commerce) is defined as online purchasing of

goods and services, including subscription based services, such as news, music and

financial services, using a mobile phone service. A major challenge. inhibiting

widespread adoption of m-commerce solutions today is that purchasers often do not

trust a mobile device as a secure way ofmaking online payments.

A first step in overcoming this challenge is to involve the wireless carrier as the

merchantin selling its own prepaid subscription service in real time. Mobile carriers

currently provide three prepay top up solutions. In the first solution, customers
purchase a card such as a magnetic stripe card or similar encoding mechanism to

indicate that the customer-has paid a predetermined prepaid value for the card. These

so-called “prepaid vouchers” are purchased at retail outlets. The code on the prepaid

voucher is read by the purchaser and communicated either directly on the phone with '

a carrier customer service representative, or through the carrier’s IVR (Interactive

Voice Response) system. The code represents a monetary value, which may be added
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to the balance of the customer’s prepaid account maintained by the carrier. A second

solution is payment via credit card, wherein credit card information is either

communicated to a carrier’s customer service representative via voice or through a PC |

based web interface. A third solution involves customers prepaying for airtime

through automated telemachines (ATM’s). This solution is similar to prepaid

vouchers in that a code printed on the ATM receipt is communicated to the carrier’s

customer service representative or entered through the carrier’s IVR system.

As may be seen, none of the above solutions allow immediate, secure, authenticated

and non-repudiable prepay top up of the customers pre paid value via the customer’s ~

wireless telephone or similar device. Because of this, current pre-paid solutions are

not as successful as anticipated.

It is thus an objective of the present invention to mitigate some of the above

disadvantages.

SUMMARYOF THE INVENTION

One objective of the present invention is to enable authenticated credit transactions

and real time payment for top-up of prepaid cellular phones, which uses existing

interfaces at both the cell phone carrier network and at the financial institution

effecting the top up payment.

In accordance with this invention there is provided a method for enabling ‘

authenticated payment by a user for top-up of prepaid services through a transaction

device in real-time and which use is made of existing interfaces of both the

transaction device service provider and ofthe financial institution effecting the top-up

payment, the method comprising the steps of receiving at an application server first

information indicative of the transaction device authentication; receiving at the

application server second information for verification of the user; and using both the

first and second information to authorize top-up payment of the prepaid service
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BRIEF DESCRIPTION OF THE DRAWINGS

These and other features of the preferred embodiments of the invention will become

more apparent in the following detailed description in which reference is made to the

appended drawings wherein:

Figure 1 is schematic diagram of a payment system according to the present

invention;

Figure 2 is a schematic diagram of a payment system according to one |

embodimentof the invention;

Figure 3 is a schematic diagram of a payment system according to another

embodimentofthe invention;

Figures 4, 5, 6 and 7 show ladder diagrams for use-case scenarios of the

system offigure 3.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Tn the following description like numerals refer to like structures in the drawings. For
convenience, the definitions, acronyms, and abbreviations used in the description are

listed in table 1

Table I

Acronym/

Abbreviation

Expansion —  
 
 

 
  

Transaction Gateway Server 

Application Server

Real Time Payment

Merchant Wallet Server

 
 

 
 

  

 

Virtual Terminal Server :  

Interactive Voice Response

  
Mobile Terminal

Cellular Digital Packet Data 
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Acronyny/

Abbreviation

Expansion  
 
 
   

ASCII American Standard Code for Information Interchange

Referring now to Figure |, there is shown a block diagram of the main components in

a system 100 for facilitating prepaid-type transactions according to an embodiment of

the present invention. This system includes an application server (AS) 120 for |

processing transaction requests from at least one wireless device 122, such as a

cellular telephone, the application server 120 is also capable of forwarding

transactions to an acquiring financial institution 124a or an issuing financial

institution depending on whether the transaction is, respectively, a credit card

transaction or a real time payment (RTP)transaction. A real time paymenttransaction

refers to a payment mechanism where funds from the purchaser’s bank account are ,

debited in near real time. The system 100 also includes a merchant wallet server
(MWS)126, which acts as a proxy between a Virtual Terminal Server (VTS) and onc

or more electronic wallets (e-Wallets) 130 containing user credit card numbers, bank

ATM card numbers or bank account numbers, stored value account numbers, billing
addresses and shipping addresses stored in a carrier subscriber database 132. The

MWSis able to extract information from the e-wallets130 and present them in a form

that can be used by the VTS. In effect, the MWS acts as a front end to the VTS,

enabling the support ofm-commerce.

Credit card and RTP transactions may also be sent through a transaction gateway

server (TGS) 134 to the acquiring bank’s 124a interface,

The system 100 may also include carrier’s IVR server 136, which transmits payment ,

information to the AS. Payment information captured by a cartier’s [TVR system is

sent to the AS in the same manner as that of a WAP enabled phone. Information

entered by the IVR system is combined with information stored at the carrier’s

subscriber database. Credit card and RTP transactions are then routed to a TGS. The
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TGS is an optional intermediary in communication with the various financial

institutions.

The prepaid transactions of the present invention are facilitated by payment

applications (PA) running on the AS. The AS is a multi-application server, which

allows for a variety of different payment methods and tender types. The payment °

applications have support for tender types such as credit card, cash, cheque, and e-
Wallets. The e-Wallets themselves may contain references to credit cards, bank

accounts, and stored value accounts. In addition, the payment application has an

Enterprise Reporting feature allowing reports on usage per subscriber. An important

feature of the AS is the ability to route the prepay transactions to the appropriate

processing interface based on the payment type. In the case of WAP enabled digital ,

phones, the owner of the prepaid mobile device communicates with the AS via the

payment application residing on the AS. Information entered by the user, along with

information kept within the carrier’s prepaid database / e-Wallet is aggregated in the

AS. The AS handles payment types as described below.

The payment types supported by the system 100 are generally credit card transactions

and RTP transactions. With each of these payment types, there are different levels of '

device 122 and user authentication, different interface requirements, and differences
in response mechanisms. The transaction types implemented will require mutual

resolution and agreement between theparties.

Non-Face-To-Face Transactions Using Credit Cards

In a credit card transaction, only the credit card number ofthe prepaid useris stored in
a subscriber e-Wallet 130. This is what is currently used to effect Internet based +
payment. There is no authentication for the card or account, no authentication of the

owner of the card or account and no authentication of the owner’s intent to complete

the transaction as is evidenced in a card present credit card transaction whenthe card

is swiped and the owner signs the receipt or as is evidenced in an on-line debit

transaction when the card is swiped and the owner of a debit card enters a secret PIN
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associated with the debit card. Rather, this type of transaction is typically called a

Mail Order Telephone Order (MOTO)transaction. This does not fulfill general

requirements of a go-to-market strategy for m-Commerce as these types of

transactions can be easily repudiated and hence are highly subject to fraud. This

invention enables m-commerce transactions that can generally not be repudiated.

This invention meets the general requirements for non-repudiation of ensuring that the ©

transaction processitself requires something that only the consumerhas in possession

and that the consumer intended to complete the transaction by requiring consumerto

securely disclose to the system, something that only the consumer knows. The

challenge of m-Commerce to achieve this is made even more difficult as often, the

consumer and the merchant are not face-to-face as is the case with a an on-line credit

card or an on-line debit card transaction.

Credit Card with Subscriber Device Authentication

Subscriber handset identities (SID) are commonly used within cellular networks to

authenticate user phones. In this case, a credit card number is associated with the

phone’s secure identity to satisfy the concept of a virtual card. Currently, to effect a

card present transaction, the card must be physically swiped and the data (called

track2 data) on the magstripe of the card must be captured. If a trust relationship is ,

set up between the carrier and the financial institution, the combination of the phone’s

secure identity and credit card number represents an equivalent risk to a card present

transaction. This may bereferred to as a “virtual card presenttransaction”.

Credit Card with Subscriber Device & Password Authentication

Building on the virtual credit card transaction, a password can be associated with the

subscriber’s e-Wallet. The password is used to authenticate the ownerofthe e-Wallet

(i.e. the subscriber), allowing access to the associated virtual credit card contained in

the e-Wallet. User authentication lowers the risk of fraud involved in using a virtual

credit card. By agreement between the owner of the e-Wallet and the e-Wallet service

provider, the use of a password to authenticate the subscriber can be considered as a

replacementfor a signed receipt for purposes ofnon-repudiation.
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RTPthrough EFT

The AS can route RTP transactions via the TGS to an Electronic Funds Transfer

(EFT) interface of banks. This mechanism transfers money from the subscriber’s

bank account to the merchant’s bank account overnight. The attractiveness of EFT is

the ability to handle transactions for all banks through one interface. The EFT ©

backend deals with the transfer of funds between the individual banks. A limitation

of the EFT interface is that payment transfers are typically delayed up to 24 hours,

and are not immediate. Responses are typically batched into one file and extracted

from the EFT interface, when the file is available. Therefore, prepay top up

transactions may take up to 24 hoursbefore receiving a response from the bank, hence
failing to meet a real time acknowledgement requirement.

This delay is addressed in one of several ways. A first option is that the financial

institution processes and acknowledges an EFT transaction in real time in a scenario

where the merchant (i.e. carrier) account and subscriber accountis within its own

domain. A second option is that a notification is sent to the subscriber some time in

advance when the number of minutes still remaining in the subscriber’s prepay

account is below a certain level so that the 24-hour delay is inconsequential.

RTPthrough Real Time Payment Gateway

The AS can route RTP transactions via the TGS to evolving bank interfaces. The goal

of these interfaces is to process funds transfer transactions in real time. Transactions

belonging to the bank, hosting the interface, may be processed in real time. These

interfaces, often based on XML standards such as OFX, provide a real time

confirmation for a given transaction, unlike an EFT interface. Real time responses ‘

allow a subscriber to issue a payment transaction online and wait for the

acknowledgement. Within this scenario the financial institution can only process and —
acknowledge transactions in real time when the subscriber holds an account at that

bank.

Debit Transactions

With Debit transactions networks such as the Interac™ network the underlying .

principles of authentication can be satisfied with today’s cellular security and
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authentication technologies, hence making debit transactions acceptable, most

especially in the closed environmentofprepay.

Asdescribed earlier, the MWSacts as a proxy between the VTS and e-Wallets that

hold subscriber credentials. The MWS combines information from e-Wallets and

information entered from either the carrier’s [VR system or the WAP based prepay

application. The information is used to construct a credit or RTP transaction. Once a

successful response message is received, the MWSis responsible for notifying both

the user of the mobile device, and the carrier’s prepay subscriber database. The

response can be sent to the WAP based prepay application or the carrier’s IVR

system. In the case that the subscriber database held at the carrier receives a ,

successful response, the appropriate amount is added to the user’s prepaid account.

Another feature of the MWSis the ability for a merchant to be authenticated as part of

the transaction. Merchant credentials can be securely stored within the MWS and can

be included in the transaction details, if the bank requires. This is a major step
towards having the ability to authenticate both the subscriber and the merchant in a

financial transaction. Optionally, if a PKI-enabled MWS is used, merchant

credentials can be encrypted and digitally signed before sending the authentication to

the bank. There are three e-Wallet configurations that the MWS supports.

Bank Hosted Wallet Server 140

The bank may choose to hold all of the subscriber’s credentials within their own e-

Wallet. The carrier’s subscriber database is used as an authentication mechanism to

enable payment through the bank e-Wallet. One authentication scheme involves the |

use of a token, which is stored at the subscriber database held at the carrier, and that

token is used to extract subscriber credentials within the bank e-Wallet. This token

can take the form of a PKI public key or certificate. If the prepay user has multiple e-

Wallets with different banks, the carrier’s subscriber database facilitates an

authentication mechanism for each of the e-Wallets.
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Carrier Hosted Wallet Server 130

The MWS can operate in an environment where a carrier hosts an e-Wallet. User

information, along with credit card numbers and bank account numbersis held within ,

the carrier’s e-Wallet. This information is sent to the MWS, when a prepay top up

transaction is being constructed. There is also a method for the MWSto update the

user prepay account information at the carrier’s subscriber database. In this scenario,

. the carrier subscriber database is proxied by the e-Wallet server. Therefore, once a

response from a top up transaction is received, the MWS passes the details of the

response to the e-Wallet server. The e-Wallet server, in turn, updates the users prepay

account information held within the subscriber database.

Carrier and Bank Jointly Hosts the Wallet Server

The bank may choose té hold some of the e-Wallet credentials such as bank account

information. They may also choose to hold only those credentials pertaining to the

particular bank. This is an example of a multiple e-~Wallet implementation. The

MWSis capable of supporting connections to multiple e-Wallet servers whether they

are hosted at the carrier or the bank.

While the overall system components, and payment types handle by the system have

been describe above, the security mechanism implemented by the system 100 is now
described.

Device Authentication

A device can be authenticated before any interactions with a financial institution.

Carriers use subscriber identity authentication mechanisms and other security

measures to safeguard the security and identity of a cellular phone. This technology,

especially in the digital space has proven effective in authentication ofmobile phones.

The MWSsolution builds on the carrier’s authentication mechanisms. A devices
authenticated identity is associated with a credit card numbercreating the notion of a

virtual credit card. In actuality, the carrier's authentication procedure will enable the |

first step in granting access to a subscriber’s e-Wallet that contains a subscriber’s

virtual credit cards. A password is used to authenticate the owner of the e-Wallet and
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forms the second step in granting access to transact with the virtual credit cards in the

e-Wallet.

User Authentication

To enable a prepay transaction, the carrier may choose to authenticate the user before

accepting the transaction. There may be one or more passwords depending on the

payment method. Typically, an e-Wallet password will be required to initiate a top up

transaction. A second password may be needed to affect an RTP transaction. This is

similar to an online bill payment scenario, where typically a username and password |

is required. The subscriber handset identity (SID) is used in place of the username.

By agreement between the owner of the e-Wallet and the e~Wallet service provider,

the use of a password to authenticate the subscriber can be considered as a

replacement for a signed receipt for purposes of non-repudiation. PKI technologies

will be implemented as these technologies mature within cellular devices.

Communication between Infrastructure Components

Standard Secure Sockets Layer (SSL) communications protocols are implemented on

wide-area communications.

Referring to figure 2, there is shown another embodiment of the system 200 of the

present invention. The system 200 comprises four interfaces into the AS, namely a

carrier IVR system, carrier WAP gateway, carrier subscriber database via the e- '

Wallet, and the financial institution’s acquiring interface via the TGS. It is noted that
the carrier subscriber database is represented as an entity that accepts transaction

responses and exception codes. .

This implementation builds on the existing carrier infrastructure and requires only

changes to the carrier’s IVR system interface so that the [VR system communicates

with the AS, All other four interfaces stay intact.

Prepay top up transactions can originate from cither the carrier’s IVR system or a

WAP enabled phone. The IVR system communicates via an IP based connection into

the AS business logic. XML based communications protocols may be used.
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Whereas, the WAP enabled phone will access a prepay application hosted at the AS.

Although, both mechanisms use different input strategies, the backend processing

does not change.

The e-Wallet function has been split up into two components. The first componentis

an implementation of a simple e-Wallet for storage of subscriber payment

information. The second component is the subscriber databasethat is currently in use -

at the carriers. When a top up transaction is created, user credentials are retrieved

from the e-Wallet. This information is combined with the information entered by the

user to affect the transaction. Once a transaction response has been received, an

account update request is sent from the MWSto the subscriber database via the e-

Wallet server. Both types of payment types are supported: credit card, and RTP.

Referring to figure 3, there is shown a further embodiment of an implementation of

the system 100. In this scenario, the subscriber prepay database function has been
separated from the client e-Wallet server. Once a transaction response has been

received, an account update request is sent from the MWSdirectly to the subscriber

database. Transaction details may be sent to the e-Wallet server to provide the

subscriber with a transaction history.

Referring to figure 4, there is shown a ladder diagram describing a first use case for

the embodiment of figure 3. This use-case describes a subscriber initiated prepay via

WAPPhonescenario.

This scenario is a two-step transaction. The subscriber is involved in two phone

sessions, where the second session is used as a further subscriber authentication step.

The first session involves the subscriber affecting a prepay application. The prepay ,
application may be accessible from cither the WAP browser’s default menu or by

typing the URLofthe application. The second session involves pushing an alert back

to the subscriber. The second step removes the possibility that the original prepay

transaction was not initiated by the intended subscriber. The subscriber ID of the
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mobile device held within the e-Wallet defines the destination device of the push

alert.

Eachof the steps in the ladder diagram of figure 4 may be described as follows:

1. The subscriber enters the URL ofWAP prepay application.

2, The carrier network validations ESN and MIN ofsubscriber phone.

3. Secure session is initiated with WAP gateway and prepay application .

host — the subscriber ID (SID) of the phoneis passed to the application

in the request header.

4. The subscriber is prompted by the prepay application for additional

field information to complete the transaction. Fields may include

prepay amount, credit card or real-time payment (RTP) information.

5. Prepay application builds an XML based message and sends the

message to the MWS. Therequest will minimally contain the SID for

device authentication and optionally a password for subscriber

authentication. ;

6. The MWShasthe possibility of connecting to one or more e-Wallets

based on the carrier. A mapping between carriers and e-Wallet servers

is maintained within the MWS. A request is made from the MWSto —
the appropriate e-Wallet server.

7. Based on the SID, the subscriber’s credentials are extracted from the e-

Wallet. Optionally, if a password has been specified, the SID and

password pair is authenticated against the SID and password held in

the e-Wallet.

8. Once the MWS has received the subscriber’s credentials, the prepay
transaction is built and stored temporarily. The status of this prepay

transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

9. An XML based response message is sent back to the prepay

application. The transaction ID assigned to the temporary prepay
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transaction is sent within the XML based message ~— this transaction ID

is needed to confirm the prepay transaction. Additionally, the SID

extracted from the e-Wallet is sent to enable the WAP push mechanism

in the next step.

The web server generates a WAP push message out to the subscriber

device. The destination device can be determined by the SID. The

push message can take the form of a real WAP push message through

the WAP browser, or an indirect WAP push through the SMS

messaging mechanism of the phone. In either case, the push message

will contain a URLfor triggering the prepay transaction. To complete

the authentication loop, the URL will consist partly of the transaction

ID of the temporary prepay transaction held at the MWS.

The subscriber authorizes the prepay transaction by selecting the URL

and confirming the transaction.

The prepay web server sends a second XML based request to the

MWS,which is an authorization request (confirmation) of the original

prepay transaction.

The MWSsends the payment request to the VTS using an XML based .

protocol.

The payment transaction request is routed from the VTS to the

appropriate TGS depending on the merchant to financial institution

configuration.

The TGS processes the transaction through the financial payment
gateway.

The TGS receives a transaction response from the financial payment

gateway.

The transaction response is routed back from the TGS to the VTS.

Thetransaction result is passed from the VTS to the MWS.
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19. The MWSis responsible for prepay update request to the carrier’s

prepay database, and response messages to the e-Wallet server and the

subscriber device. The MWSsends a request to the prepay database to

update the subscriber’s prepay account with the appropriate number of

minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

20. For the purposes of tracking, the transaction details are also sent to the

e-Wallet for. data warehousing. These transaction details may

optionally be viewable from the online customer care website as a

prepay transaction history.

21. To update the subscriber’s device, the prepay result is sent from the ,

MWSto the payment application.

22. The payment application generates a WAP push on the subscriber’s

device notifying the subscriber the prepay transaction has been

processed.

Referring to figure 5, there is shown a ladder diagram describing a second use case for

the embodiment of figure 3. This use case describes a System Initiated Prepay Via

WAP Phonescenario.

This scenario is a one-step transaction. Unlike the subscriber initiated prepay,
described with reference to figure 4, we are certain that the push alert will arrive at the

intended subscriber device. A process continuously monitors the prepay database. If '

a subscriber’s prepay amountfalls below a certain threshold, a push alert is generated

from the system. The subscriber acts on this push alert to affect a prepay transaction.

Each ofthe steps in the ladder diagram of figure 5 may be described as follows:

1. A database trigger is setup within the prepaid database. Once a

subscriber’s prepay amount falls below a certain threshold, an eventis ‘
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generated and a request is made to the MWSto initiate a prepay

transaction. The request will also contain a reference to the subscriber
record within the e-Wallet.

The MWShasthe possibility of connecting to one or more e-Wallets _
based on the carrier. A mapping between carriers and e-Wallet servers

is maintained within the MWS. A request is made from the MWSto

the appropriate e-Wallet server.

The subscriber’s credentials are extracted from the e-Wallet. Since the

system is initiating a prepay request, the password held at the e-Wallet

does not need to be validated.

Once the MWS hasreceived the subscriber’s credentials, the prepay

transaction is built and stored temporarily. The status of this prepay

transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

An XML based response message is sent back to the prepay

application. The transaction ID assigned to the temporary prepay

transaction is sent within the XML based message — this transaction ID

is needed to confirm the prepay transaction. Additionally, the SID

extracted from the e-Wallet is sent to enable the WAP push mechanism

in the nextstep.

The web server generates a WAP push message out to the subscriber

device. The destination device can be determined by the SID. The

push messagecan take the form of a real WAP push message through

the WAP browser, or an indirect WAP push through the SMS

messaging mechanism of the phone. In either case, the push message

will contain a URL for triggering the prepay transaction. To complete

the authentication loop, the URL will consist partly of the transaction

ID ofthe temporary prepay transaction held at the MWS.

The subscriber authorizes the prepay transaction by selecting the URL '

and confirming the transaction. The subscriber is also prompted for
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additional field information to complete the transaction. Fields may

include prepay amount, credit card or real-time payment (RTP)

information.

The prepay web server sends an XML based request to the MWS,

which is an authorization (confirmation) of the prepay transaction.

The MWSsends the payment request to the VTS using an XML based

protocol.

. The payment transaction request is routed from the VTS to the

appropriate TGS depending on the merchant to financial institution .

configuration.

The TGS processes the transaction through the financial payment

gateway.

The TGS receives a transaction response from the financial payment

gateway.

The transaction response is routed back from the TGS to the VTS.

The transaction result is passed from the VTS to the MWS.

The MWSis responsible for prepay update request to the carrier’s

prepay database, and response messages to the e-Wallet server and the

subscriber device. The MWSsends a request to the prepay database to

update the subscriber’s prepay account with the appropriate number of ;

minutes. It is assumed that the change in the prepay database will be
reflected in the online customer care website.

For the purposes of tracking, the transaction details are also sent to the

e-Wallet for data warehousing. These transaction details may

optionally be viewable from the online customer care website as a

prepay transaction history.

To update the subscriber’s device, the prepay result is sent from the

MWSto the payment application.
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18. The payment application generates a WAP push on the subscriber’s

device notifying the subscriber the prepay transaction has been '

processed.

Referring to figure 6, there is shown a ladder diagram describing a third use case for

the embodimentof figure 3. This use case describes a Subscriber Initiated Prepay Via

’ IVR System scenario.

This sccnario is a two-stcp transaction. The subscriber is involved in two IVR |
sessions, where the second session is used as a further subscriber authentication step.

The first session involves the subscriber affecting a prepay application. The second

session involves pushing an alert back to the subscriber. The push alert takes the form

of a phonecall to the subscriber device. The second step removesthe possibility that

the original prepay transaction was not initiated by the intended subscriber. The

phone number (Mobile Identity Number, MIN) held within the e-Wallet defines the ‘

destination device ofthe push alert.

Eachofthe steps in the ladder diagram of figure 6 may be described as follows:

1. The subscriber dials the IVR system through the subscriber's device.
The prepay application is selected from the list of options.

2. The carriers network validations ESN and MIN ofsubscriber phone.

3. The subscriber is prompted by the IVR system for additional field

information to complete the transaction. Fields may include prepay

amount, credit card or real-time payment (RTP) information.

4. The IVR system builds the appropriate XML based message and sends

the message to the MWS. Therequest will minimally contain the MIN

for device authentication and optionally a DTMF password for

subscriber authentication. The assumptionis that caller ID is activated

for the subscriber’s device; therefore, the TVR system receives and

passes through the MIN ofthe phone.
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The MWShas the possibility of connecting to one or more e-Wallets ;

based on the carrier. A mapping between carriers and e-Wallet servers

‘is maintained within the MWS. A request is made from the MWSto

the appropriate e-Wallet server.

. Based on the MIN,the subscriber’s credentials are extracted from the

e-Wallet. Optionally, if a password has been specified, the SID and

password pair is authenticated against the SID and password held in

the e-Wallet.

. Once the MWS has received the subscriber’s credentials, the prepay
transaction is built and stored temporarily. The status of this prepay

transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

. An XML based response message is sent back to the IVR system. The ,

transaction ID assigned to the temporary prepay transaction is sent

within the XML based message — this transaction ID is needed to

confirm the prepay transaction. Additionally, the MIN extracted from

the e-Wallet is sent to enable the IVR callback in the next.

An IVR callback to the subscriber phone is performed using the MIN

sent from the MWS. The IVR system outlines the transaction details _
to the subscriber. To complete the authentication loop, the IVR system .
will temporarily hold the transaction ID of the temporary prepay
transaction held at the MWS.

The subscriber authorizes the prepay transaction through the IVR

system.

The IVR system sends a second XML based request to the MWS, |

which is an authorization (confirmation) request of the original prepay

transaction.

The MWSsends the payment request to the VTS using an XML. based

protocol.

APPL-1002

APPLEINC./ Page 595 of 1744



APPL-1002 
APPLE INC. / Page 596 of 1744

10

15

20

25

WO 02/071334

13.

14.

15.

16.

17.

18.

19.

20.

PCT/CA02/00272
19

The payment transaction request is routed from the VTS to the

appropriate TGS depending on the merchant to financial institution

configuration.

The TGS processes the transaction through the financial payment

gateway.

The TGS receives a transaction response from the financial payment

gateway.

The transaction response is routed back from the TGS to the VTS.

The transaction result is passed from the VTS to the MWS.

The MWSis responsible for prepay update request to the carrier’s

prepay database, and response messages to the e-Wallet server and the

IVR system. The MWSsends a request to the prepay database to '

update the subscriber’s prepay account with the appropriate number of

minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

For the purposesoftracking, the transaction details are also sent to the
e-Wallet for data warehousing. These transaction details may

optionally be viewable from the online customer care website as a:

prepay transaction history.

To update the subscriber device, the prepay result is sent from the

MWSto the IVR system.

. The IVR system calls the subscriber’s device notifying the subscriber

the prepay transaction has been processed.

Referring to figure 7, there is shown a ladder diagram describing a third use case for

the embodiment of figure 3. This use case describes a System Initiated Prepay Via

IVR System scenario.
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This scenario is a one-step transaction. Unlike the subscriber initiated prepay, we are

certain that the IVR callback mechanism will arrive at the intended subscriber device.

A process continuously monitors the prepay database. If a subscriber’s prepay
amount falls below a certain threshold, an IVR phone call is generated from the

system. The subscriber confirms through the IVR system to affect a prepay

transaction.

Eachofthe steps in the ladder diagram offigure 7 may be described as follows:

1. A database trigger is setup within the prepaid database. Once a

subscriber’s prepay amountfalls below a certain threshold, an event is

generated and a request is made to the MWSto initiate a prepay

transaction. The request will also contain a reference to the subscriber |

record within the e-Wallet.

2. The MWShasthe possibility of connecting to one or more e-Wallets

based on the carrier. A mapping between carriers and e-Wallet servers

is maintained within the MWS. A request is made from the MWSto

the appropriate e-Wallet server.

3. The subscriber’s credentials are extracted from the e-Wallet. Since the '

system is initiating a prepay request, the password held at the e-Wallet
does not need to be validated.

4. Once the MWShasreceived the subscriber’s credentials, the prepay

transaction is built and stored temporarily. The status of this prepay

transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

5. An XML based response message is sent back to the prepay

application. The transaction ID assigned to the temporary prepay

transaction is sent within the XML based message — this transaction ID

is needed to confirm the prepay transaction. Additionally, the MIN

extracted from the e-Wallet is sent to enable the IVR callback

mechanism in the next step.
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The IVR system outlines the transaction details to the subscriber. To

complete the authentication loop, the [VR system will temporarily hold

the transaction ID of the temporary prepay transaction held at the

MWS. ,

The subscriber authorizes the prepay transaction through the IVR

system. The subscriber is also prompted for additional field

information to complete the transaction. Fields may include prepay

amount, credit card or real-time payment (RTP) information.

. The prepay web server sends an XML based request to the MWS,

which is an authorization (confirmation) of the prepay transaction.

The MWSsends the payment request to the VTS using an XML based

protocol.

The payment transaction request is routed from the VTS to the

appropriate TGS depending on the merchant to financial institution

configuration.

The TGS processes the transaction through the financial payment «

gateway.

The TGS receives a transaction response from the financial payment
gateway.

The transaction response is routed back from the TGS to the VTS.

Thetransaction result is passed from the VTS to the MWS.

The MWSis responsible for prepay update request to the carrier’s

prepay database, and response messages to the e-Wallet server and the

IVR system. The MWSsends a request to the prepay database to

update the subscriber’s prepay account with the appropriate number of

minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

For the purposesof tracking, the transaction details are also sent to the .

e-Wallet for data warehousing. These transaction details may
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optionally be viewable from the online customer care website as a

prepay transaction history.

17. To update the subscriber device, the prepay result is sent from the

MWSto the IVR system.

18. The IVR system calls the subscriber’s device notifying the subscriber

the prepay transaction has been processed.

Accordingly it may be seen that the system of the present invention provides a secure

real-time top-up service that can be implemented in existing payment infrastructures.
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE

PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

1. A method for enabling authenticated payment by a user for top-up of prepaid

services through a transaction device in real-time and which use is made of existing

interfaces of both the transaction device service provider and of the financial

institution effecting the top-up payment, said method comprising the steps of:
(a) receiving at an application server first information indicative of the transaction

device authentication;

(b) receiving at said application server second information for verification of said ©

user; and

(c) using both said first and second information to authorize top-up paymentof said

prepaid service fromsaid financial institution.

2. A method as defined in claim 1, said prepaid service being a prepaid cellular _

phone.

3, A method as defined in claim 2, said first information being a hardware

identification of said cellular telephone.

4. A method as defined in claim 2, said second information being a personal '

identification number (PIN)of said user.
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