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transaction by depressing the start kefy of WCD 120 when the user
{carrying WCD 120} is within a wireless communication range of
parking meter 115. In response, WCD 120 requests parking meter
specific information from parking meter 115, Parking meter 115
responds with an exemplary message:

METER202398581:

THIS METER COSTS $0.25 an hour, PAY?

This message, once received by WCD 120, is displayed to
user 105 via the WCD display device. User 105 responds by
depressing a WCD key indicating "YES ", the user wishes to pay
for an hour of parking. In response to the "YES" key being
depressed, WCD 120 transmits an encrypted request to ESP 125
for approval to transfer $Q;25 from user bank account 110 to the
parking meter., Assuming a bank account balance of greater than
$0.25 in bank account 110, bank facility 135 approves the transfer,
and in turn, ESP 125 transmits an encrypted approval message to
WCD 120,  After receiving the approval message, WCD 120
transmits a message including a $0.25 monetary transfer to
parking meter 115 to complete the transaction and to pay for one
hour of parking. After the transaction ié complete, ESP 125
reestablishes communication with facility 135 to thereby debit
bank account 110 by §.25. »

In the following exemplary "restaurant-based” e-commerce
transaction, POT terminal 115 resides in a restaurant and ﬁt@rés
restaurant specific information such as a food and beverage meriu
with associated prices. In this example, user 105 again initiates
the e-commerce transaction by depressing the start key of WCfI}
120 when in communication range of POT terminal 115. In
response to the request transmitted by WCD 120, restaurant PQT
terminal 115 transmits a response message to the WCD 120. The
response message includes the food and beverage menu and

associated prices. This information is displayed to user 105 at
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WCD 120. User 105 selects desired items from the displayed
menu via input device 123 of WCD 120. WCD 120 automatically
calculates a total cost of the selected items (including a designated
tip if the user so desires), and transmits an encrypted message to
ESP computer 125 for approval of this total cost amount. If ESP
computer 120 approves the transaction, WCD 120 transmits an
electronic payment to POT terminal 115 at the restaurant.

The e-commerce transactions described above each involve
an electronic transfer of assets, such as money, from WCD 120 to
POT terminal 115 at the POT. However, it should be appreciated
that POT terminal 115 can be a second WCD, whereby assets are
transferred electronically from WCD 120 to the second WCD.
FIG. 6 is a block diagram of an arrangement 600 for such an
electronic transfer of assets from WCD 120 to a WCD 605.
Arrangement 600 is similar to the arrangement described in
connection with system 100, except WCD 605 replaces POT
terminal 115, Arrangement 600 also includes ESP computer 610
and an e-commerce facility 612, for supporting an e-commerce
transaction effected using WCD 605. A user 615 owns assets in an
asset account 620 held by e-commerce facility 612. WCD 605, ESP
610 and e-commerce facility 612 inter-communicate in the same
manner that WCD 120, ESP 125, and e-commerce facility 135 inter-
communicate. |

In arrangement 600, user 615 can initiate and mntmi an
electronic transfer of assets from asset account 620 to asset accéum
110 using WCD 605. An exemplary transfer, wherein asset
accounts 620 and 110 are bank accounts, includes the electronic
transfer of money from bank account 620 to bank account 110, as
now described. When user 615 initiates such a transaction at
WCD 603, WCD 605 transmits an initial request to WCD 120, In
response, e-commerce server application 325 of WCD 120 (see

FIG. 3) generates a response message identifying WCD 120, Next,
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at WCD 605, user 615 enters a dollar amount that is to be
transferred from account 620 to account 110. Next a transfer of
this amount is verified/validated by ESP 610 and e-commerce
facility 612 in the same manner as described above in cormection
with FIG. 4. After such validation, WCD 605 transmits a message
to WCD 120 electronically transferring the entered dollar amount
to WCD 120. Finally, the account balances of asset accounts 620
and 110 are respectively debited and credited by the dollar
amount transferred between the accounts to reflect the e-

commerce {ransaction.

FIG. 7 is a block diagram of another arrangement 700 of the

present invention for effecting an e-commerce transaction using a
WCD 705 capable of scanning a merchandise bar code associated
with a merchandise item 710, WCD 705 is interconnected with an
ESP computer and bank facility as described above, but not shown
in FIG. 7. The first wireless interface of WCD 705, that is, the sh;)rt
range wireless interface, includes a known bar code reader 715.
Bar code reader 715 is any known bar code reader capable of
reading or scanning a bar code 720, such as a UPC label,
associated with merchandise item 710. When the user of WCD
705 scans UPC label 720 with reader 715, WCD 705 acquires a
purchase price and an identification code corresponding to
merchandise item 710, and stores this information o a memory
buffer of WCD 705. As the user scans additional merchandzfse
items while shopping, WCD 705 accumulates a total purchése
price in, and adds additional identification codes to, the memoiry
butfer. When the user is done shopping and wishes to pay for the
scarmed items, the user carries WCD 705 to a POT terminal
capable of receiving an electronic transfer of money from WCD
705. The user then initiates a payment process as described m
connection with FIG. 4 to pay for the scanned merchandise itemns

at the POT terminal.
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In the exemplary e-commerce fransactions described above,
asset account 110 is a bank account holding money, and money is
electronically transferred to/from the bank account. However,
asset account 110 can hold Gther, electronically transferrable, non-
monetary assets. For example, asset account 110 can hold
electronic coupons, credit points or bonus points cumulatively
earned whenever user 105 makes a purchase either in accordance
with the present invention, or that is not necessarily in accordance
with the present invention. Such coupons, credit points or bonus
points can then be applied to subsequent purchases made in
accordance with the present invention, wherein the non-monetary
assets are electronically transferred to a POT terminal, instead of
money. Also, these non-monetary assets can be held in a second
or third asset account owned by user 105 in addition to asset
account 110. Asset account 110 can also be a credit account, such
as a credit card account, for transferring credit to the POT
terminal in the e-commerce transaction, thereby obviating the
need for a credit card in a credit transaction.

FIG. 8 is a block diagram of an embodiment of WCD 120.
WCD 120 has a compact, hand-held form factor similar to thatof a
personal digital assistant or cellular telephone. The functionality
of WCD 120 can be integrated with the functionality of a wireless
or cellular telephone so that WCD 120 can be used as both a
cellular phone and to effect e-commerce transactions. WCD 120
includes a bus 802 or other communication mechanism for
communicating information, and a processor 804 coupled with the
bus 802 for processing information. WCD 120 also includes a
main memory 806, such as a random access memory (RAM) or
other dynamic storage device, coupled to the bus 802 for storing
information and instructions to be executed by processor 804.
Main memory 806 also may be used for storing temporary

variables or other intermediate information during execution of
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instructions to be executed by processor 804. WCD 120 further
includes a read only memory (ROM) 808 or other static storage
device coupled to the bus 802 for storing static information and
instructions for the processor 804. A storage device 810, such as a
magnetic disk or optical disk, is provided and coupled to the bus
802 for storing information and instructions.

WCD 120 includes display 124, such as a flat panel display,
for displaying information to a user. Display 124 is coupled fo
bus 802. input device 123, including alphanumeric and other
keys, is coupled to bus 802 for communicating information and
command selections to the processor 804. Another type of user
input device is a cursor control 816, such as a mouse, a trackball,
or cursor direction keys for communicating direction information
and command selections to processor 804 and for controlling
cursor movement on display 124.

Initiation and conirol of the e-comumerce transaction is
provided by WCD 120 in response to processor 804 executing
sequences of instructions contained in main memory 806. Such
instructions may be read into main memory 806 from another
computer-readable medium, such as a storage device 810.
Execution of the sequences of instructions contained in the main
memory 806 causes the processor 804 to perform the process steps
described above in connection with FIG. 4 and the exemplary e-
commerce transactions described above.  In alternative
embodiments, hard-wired circuitry may be used in place of or in
combination with computer software instructions to implement
the invention. Thus, embodiments of the invention are not limited
to any specific combination of hardware circuitry and software.

WCD 120 includes a short range, wireless communication
interface (I/¥) 820 coupled to bus 802. Communication I/F 820
corresponds to the “first interface” mentioned in connection with

FiGs. 1 and 7. As described above, communication I/F 820
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prévicies bi-directional wireless data communication with the
compatible wireless communication I/F of POT terminal 115, over
wireless communication link 137, Communication I/F 820
includes a transceiver for transmitting and receiving data over
wireless communication link 137, and a micro-controller for
controlling the communication interface. The micro- controller
can be integrated with processor 804, and executes program
instructions or the like to implement the functionality of the
communication I/F including any required data communication
protocols. To support alternative arrangement 700 described in
connection with FIG. 7, communication I/F 820 can optionally
include a known bar code reader.

In the present invention, wireless communication I/F 820
supports digital data packet exchanges between WCD 120 and
POT terminal 115, and as such, can be implemented in accordance
with  exemplary specifications for short-range wireless
communications, such as "Bluetooth” and/or Infrared Data
Association ([rDA)} specifications, or any other suitable
specification, so long as a compact communication I/F 820 can
comply with the specification requirements. Bluetooth is a
proposed radio frequency (RF) specification for short-range,
point-to-multipoint data transfer. Bluetooth radio links, operating
in the 2.4 gigahertz Industrial-Scientific-Medical (I5M) frequenéy
band, have a nominal communication range between 10
centimeters and 10 meters. However, this nominal range can be
extended to 100 meters by increasing the transmit power of a
Bluetooth transmitter in communication I/F 820. The IrDA
specification provides for wireless data exchanges using a short-
range infrared wireless link. Accordingly, a typical distance
between WCD 120 and POT térmiﬁéi 115 during an e-commerce
transaction is ten meters or less, unless an extended range

transmitter is used in each device.
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WCD 120 also includes a wireless network communication
I/F 822. Network communication I/F 822 corresponds to the
“second interface” mentioned in connection with FIG, 1, and
supports the wireless exchange of digital data packets between
WCD 120 and network access device 145, as described above.
Wireless network commmunication [/F 822 incorporates a wireless
transceiver and a micro-controller similar to the type used in
cellular telephony devices for communicating between a cellular
telephone and a distant base station. In the preferred
embodiment, network communication I/F 822 communicates
with network access device 145 using a code division multiple
access (CDMA) communication prémccl,

It should be understood that POT terminal 115 indudes a
wireless I/F compatible with wireless I/F 820 of WCD 120. POT
terminal 115 also includes a processor and memory sufficient to
host and execute server application 345. ’

While various embodiment of the present invention have

been described above, it should be understood that they have

been presented by way of example only, and not limitation. Thus,

the breadth and scope of the present invention should not be
limited by any of the above-described exemplary embodiments
and arrangements, but should be defined only in accordance with

the following claims and their equivalents.
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CLAIMS

1. A method of effecting a wireless electronic commerce (e-
commerce) transaction between a wireless communication device
and a point-of-transaction (POT) terminal, comprising:

(a)  associating unique identifying information
with the wireless communications device;

(b}  wirelessly transmitting first e-commerce
transaction data between the wireless communications device and
the POT terminal; and

{c)  wirelessly transmitting second e-commerce
transaction data generated as a function of the unique identifying
information and the first e-commerce transaction data, from the

wireless communications device to a service provider.

2. The method of claim 1, wherein the service provider
provides an e-commerce support service fo a subscriber having a
subscriber asset account electronically accessible to the service
provider and remote from both the wireless communications
device and the POT terminal, further comprising

effecting a transfer of assets between the subscriber asset
account and the POT terminal via the first e-commerce fransaction
data, the second e-commerce transaction data, and the wireless
communications device; and

increasing and decreasing assets in the asset account to

reflect the transfer of assets in the e-commerce transaction.

3. The method of claim 2, wherein the subscriber asset
account is a subscriber bank account, further comprising
electronically transferring a monetary fund amount from

the bank account to the POT terminal; and
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determining the monetary fund amount as a function of the

first e-commerce fransaction data and transaction control
commands enfered via the wireless communications device to

control the transaction.

4. The method of claim 1, wherein step (b} includes
transmitting a request message from ‘the wireless
communications device to the POT terminal requesting
transaction information from the POT terminal; and
receiving a response message from the POT terminal at the
wireless communication device, the response message including

the fransaction information requested from the POT terminal.

PCT/USB1/69136

5. The method of claim 4, wherein step (b) further includes .

transmitting the first e-commerce transaction data over a short-
range, wireless communication link in accordance with one of a
Bluetooth data transmission protocol, an IrDA data transmission

protocol, and a proprietary data transmission protocol.

6. The method of claim 1, further comprising
establishing a wireless network link between the wireless
communications device and the service provider in response to
receipt of the first e-commerce transaction data af the wireless
communications device; and V
transtnitting the second e-commerce transaction data over
the wireless network link using a packet data protocol compatible

with an Internet packet data protocol.

7. The method of claim 1, wherein the unique identification
information includes at least one of a subscriber personal
identification number, a mobile subscriber number, and an

electronic serial number, and wherein step {¢) includes encrypting
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e-commerce transaction data at the wireless communication
device using the unique identification information to generate the

second e-commerce transaction data.

8.  The method of claim 1, further comprising

displaying information relating to the first transaction data
at the wireless communications device; and

entering commands via the wireless communications

device to initiate and control the e-commerce transaction.

9. A system for effecting a wireless electronic commerce (e-
commerce) transaction, comprising:

a wireless communications device having unique
identifying information;

a local wireless interface in said wireless communications
device for communicating with a wireless interface at a point-of-
transaction (POT) terminal;

means for transmitting first e-commerce transaction data
between the wireless interfaces; and

means for transmitting second e-commerce transaction data
generated as a function of the unique identifying information and
the first e-commerce tfransaction data from said wireless

communications device to a service provider.

10.  The system of claim 9, further comprising a support
computer at the service provider for providing an e-commerce
support service to a subscriber having a subscriber asset account
electronically accessible to the support computer and remote from
both the wireless communications device and the POT terminal,
wherein assets are transferred between the subscriber aséet
account and the POT terminal via the first e-commerce transaction

data, the second e-commerce transaction data, and the wireless
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communications device, the support computer including means
for increasing and decreasing assets in the asset account to reflect

the transfer of assets in the e-commerce transaction,

11, The system of claim 10, further comprising
means for electronically transferring a monetary fund
amount from a subscriber bank account to the POT terminal; and
means for determining the monetary fund amount
transferred based on the e-commerce first transaction data and
transaction control commands entered via the wireless

communications device to control the transaction.

12.  The system of claim 9, wherein said means for transmitting
first e-comunerce transaction includes

means in the wireless communication device for
transmitting a request message from the wireless communications
device to the POT terminal requesting transaction information
from the POT terminal; and

means in the wireless communication device for receiving a
response message including the requested transaction information

from the POT terminal,

13.  The system of claim 12, wherein said wireless interfaces
include means for transmitting the first e-commerce transaction
data over a Shcrt-range, wireless communication link in
accordance with one of a Bluetooth, an IrDA, and a proprietary

data packet transmission protocols.

14.  The system of claim 9, wherein the wircless communication

device further comprises
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means for establishing a wireless network link with the
service provider in response to receipt of the first e-commerce
transaction data at the wireless communications device; and

means for transmitting the second transaction data over the
wireless network link using a packet data protocol compatible

with an Internet packet data protocol.

15.  The system of claim 9, wherein the wireless communication
device further comprises means for encrypling e-commerce
transaction data as a function of the personal identification
number to generate the second transaction data, wherein the
unique identification information includes at least one of a
subscriber personal identification number, a mobile subscriber
number, and an electronic serial number of the wireless

communication device,

16.  The system of claim 9, wherein the wireless communication
device further comprises

means for displaying information relating to the first
transaction data; and

means for entering commands to initiate and control the e-

commerce transaction.

17. A system for effecting a wireless electronic commerce (e-
commerce) transaction, comprising:

an e-commerce support computer at a service provider for
providing an e-commerce support service to at least Qhe
subscriber having a subscriber asset account electronically
accessible to the e-commerce support computer;

a point-of-transaction (POT} terminal having a wireless
interface;

a wireless communications device having
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unique identifying information, and including

a wireless interface for communicating with the first
wireless interface of the POT terminal,

means for transmitting first e-commerce transaction
data between the wireless interfaces of the = wireless

communication device and the POT terminal; and

means for transmitting second e-commerce

transaction data generated as a function of the unique identifying’

information and the first e-commerce transaction data between
the wireless communications device and the e-commerce support

cormputer,

18.  The system of claim 17, wherein the subscriber assst
account is remote from both the wireless communications device
and the POT terminal, and wherein assets are transferred between
the subscriber asset account and the POT terminal via the first e-
commerce transaction data, the second e-commerce transaction
data, and the wireless communications device, the e-commerce
support computer including means for increasing and decreasing
assets in the asset account to reflect the transfer of assets in the -

commerce transaction.

19. The system of claim 17, wherein said means for
transmitting  first e-commerce transaction in the wireless
communication device includes k

means for transmitting a request message from the wireless
communications device to the POT terminal requesting
transaction information from the POT terminal; and

means in the wireless communication device for receiving a
response message including the requested transaction information

from the POT terminal, and wherein
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said POT terminal includes means for receiving the request

message and means for formulating and transmitting the response

message.

20.  The system of claiim 17, wherein both the wireless
communication device and the e-commerce support computer
further comprise means for encrypting e-commerce transaction
data as a function of unique identification information to generate
the second transaction data, wherein the unique identification
information includes at least one of a subscriber personal
identification number, a mobile subscriber number, and an

electronic serial number of the wireless communication device.

21 A computer program product comprising computer usable
media having computer readable program code means embodied
in said media for causing application programs to execute on
computer processors in a wireless communication device, in a
point-of-transaction terminal, and in an electronic commerce (e-
commerce) support computer at a service provider, to effect an e-
commerce transaction, said computer readable program code
means comprising: |

a first computer readable program code means for causing
the processor to associate unique identifying information with the
wireless communications device;

a second computer readable program code means for
causing the processor to wirelessly transmit first e-commerce
transaction data between the wireless communications device and
the POT terminal; and

a third computer readable program code means for causing
the processor to wirelessly transmit second e-commerce
transaction data generated as a function of the unique identifying

information and the first e-commerce transaction data, from the
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wireless communications device to the e-commerce support

computer.

22.  The computer program product of claim 21, wherein the
second program code means includes computer readable program
code means for causing the processor to encrypt e-commaerce
transaction data as a function of the personal identification
number to generate the second transaction data, wherein the
unique identification information includes at least one of a
subscriber personal identification number, a mobile subscriber
number, and an electronic serial number of the wireless

communication device.

APPL-1002
APPLE INC. / Page 317 of 1744



WO 01/71627 PCT/USH1/09136

ity
o
™
2
o]
L 2 2]
5
\h E=] y:
' o
£
o el
; =
o
&
<
O k
e
(&)
CD re|

145
FIG. 1

140

oo
003 £
oo

T Gi24
et 20
105

T1°

137

0 e

SUBSTITUTE SHEET {RULE 26)

APPL-1002
APPLE INC. / Page 318 of 1744



WO 01/71627

200
(

ESN 202

MSN ~. 204

PIN ~..206

ESP Computer Internet Add 208

FIG. 2A
(220
Typs 222
Address 224
Payload 228
FiG. 2B
(236
Header 235
Payload 240
FIG. 2C

SUBSTITUTE SHEET (RULE 28)

PCT/USH1/69136

APPL-1002

APPLE INC. / Page 319 of 1744



WO 01/71627 PCT/USH1/09136

316
Lo} L3
A\l o0
58 =
m Q oo B
w --{i‘ R Lo
jo 3
<L
O
5 ,%
o
2 & o
8] L -
= £
= <8 G @
D s 2
O &
D
4 -
3
e <t
[V [
b
(6]
)]
SUBSTITUTE SHEET (RULE 26)
APPL-1002

APPLE INC. / Page 320 of 1744



WO 01/71627 PCT/USB1/09136
4/6

¥

User initiates secommerce transaction using WCD 402

ki

WCD requests ecommerce information from POT
terminal

Y

POT terminal fransmits response including POT
terminal information

~ 405

410

¥
WCD displays information to user and requesis
user input if necessary. User supplies input 415
commands.

4
WCD transmits encrypted request io ESP ™ 490

E

¥
ESP decrypts request, identifies WCD,
establishes communication with remote T 425
ecommerce facility

¥

ESP verifies/validates ecommerce transaction in
relation to user asset account at remote LT 427
ecommerce facility

¥
ESP transmils encrypied response to WCD |~ 4nq

¥
WCD transmits message with required assels {o
POT terminal 435
!
¥
Asset account debited T 440

’
y

( Enp ) FIG. 4

SUBSTITUTE SHEET (RULE 26)

APPL-1002
APPLE INC. / Page 321 of 1744



WO 01/71627

PCT/USH1/09136

5/8
520
5\
525 530
Ny
?\«510
FIG. 5
{rﬁﬁﬁ
130 130
‘o“‘. 137 :‘,_
« » L oo
810 125
N
k4 805 120 :
612
620 140
e 135
FIG. 6
(?99
720 715
il
I
yalsl 706
FIG.7
SUBSTITUTE SHEET (RULE 26)
APPL-1002

APPLE INC. / Page 322 of 1744



PCT/USH1/69136

WO 01/71627

8/6

8 "Old
k4] 08 I
-4/1 UOIESIINWILION <3/i UOHBOUNWILIOT 9l
MIOMIBN abuey pous JOIUCD
’ I0%INDy
& P N
08
I0SS8004d
3 €2t
BUASQ
1 ndug
¥
808 018 808
anned Aloutepy
WOoH abrioig urep
[z4N
| BUAB(]
. Aeidsicy

SUBSTITUTE SHEET {(RULE 26)

APPL-1002

APPLE INC. / Page 323 of 1744



P@Vi‘ WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 5 : (11) International Publication Number: WO 99/13636
HO4M 17700, HO4Q 7/32 Al

i Q {43) International Publication Diate: 18 March 1999 {18.03.99)

(21) International Application Number: PCT/GROS/02720 | (81) Designated States: AL, AM, AT, AU, AZ, BA, BB, BG, BR,

BY, CA, CH, CN, CU, CZ, DE, DX, EE, ES, FlI, GB, GE,

(22} International Filing Date: 10 September 1998 (10.09.98) GH, GM, HR, HIJ, 1D, IL, IS, JP, KE, KG, KP, KR, K7,

LC, LK, LR, LS, LT, LU, LV, MD, MG, MK, MN, MW,
MX, N, NZ, PL, PT, RO, RU, 3D, SE, SG, S|, SK, SL,
(30} Priority Data: T, T™M, TR, TT, UA, UG, US, UZ, VN, YU, ZW, ARIPO

9719100.1 10 September 1997 (10.0957) GB patent (GH, GM, KE, LS, MW, 8D, 87, UG, ZW), Eurasian
patent (AM, AZ, BY, KG, KZ, MD, RU, T}, TM), Buropean
patent (AT, BE, CH, CY, DE, DK, ES, FI, FR, GR, GR,

{71 Applicant (for all designated States except US) TEKTON IE, IT, LU, MC, NL, PT, SE}, OAPI patent (BF, BI, CF,
COMMUNICATIONS LIMITED [GB/GB}; Marsh House, G, CI, CM, GA, OGN, GW, ML, MR, NE, SN, TD, TG).
500 Montagu Road, London N9 QUR (GB).

{72) Inventors; and Published

{73} Inventors/Applicants (for US only): BISWELL, Anthony, With international search report.

James [GB/FRY, Villa Mas Soulsou, Boulevard Pian des
Abeilles, F-06230 Saint Jean Cap Ferrat (FR). CASTLE,
Dewck, Keith [GR/GBY, 4 Tavern Road, Wooley Bridge,
Glossop, Derbyshire SK13 ZRB (GB).

(74) Agent: COATES, fan, Harold, Sommerville & Rushton, 45
Grosvenor Road, St Albans, Herts ALY 3AW (GB).

{54) Title: A PRE-PAYABLE COMMUNICATION DEVICE

Pre Paid credit Charging

3t

. SmenCard
> Reader

POS TILL

Cradit
Transaciion

Local SmmtCard
Database /7

(57) Abstract

A portable radio communications apparatus comprising: (i) a portable handset; (i) a removable module comprising a rechargeable
electronic purse and 2 subscriber identification unit; (iii) a recess in the handset adapted to accept the removable module; (iv) a reading
device in the handset adapted to determine a content of the electronic purse; (v) an enabling means arranged to allow substantial operation
of the communications apparatus on the basis of the content of the electronic purse; and whersin said module is adapted such that in use
the communications apparatus is substantially inoperable when the module iz removed.

APPL-1002
APPLE INC. / Page 324 of 1744



AL
AM

<G

N
U
CZ
BE
DK
EE

FOR THE PURPOSES OF INFORMATION ONLY

Codes used to identify States party to the PCT on the front pages of pamphlets publishing international applications under the PCT,

Albania
Armenia
Austria
Australia
Azerbaijan
Bosnia and Herzegovina
Barbsdos
Belgium
Burkina Faso
Bulgaria

Benin

Brazil

Belarus
Canada

Central African Republic
Congo
Switzerland
Cbte d'Ivoire
Cameroon
Chiva

Cuba

Czech Republic
Germany
Denmark
Bstonia

a8

il

¥R
GA
GB
GE
GH
GN
GR
HU

KZ

L
LK
LR

Spain

Finland

France

(Gabon

United Kingdom
Georgia

Ghana

Guinea

Greece

Hungary

Treland

Istael

Ieeland

Ttaly

Japsn

Kenya
Kyrgyzstan
Democratic Peaple’s
Republic of Korea
Republic of Korea
Kazakstan

Saint Lucia
Liechtenstein

Svi Lanka

Liberia

Lesotho

Lithuania
Luxembourg

Latvia

Monaco

Republic of Moldova
Madagascar

The former Yugostav

Republic of Macedonia

Mali
Mongolia
Mauritania
Malawi
Mexico
Niger
Netherlands
Norway

New Zealand
Poland
Portugal
Romania
Russian Federation
Sudan
Sweden
Singapore

5%
SK.
8N
SZ.
i
TG
Ty
™
TR
NS
UA
(4]
]
Uz
VN
YU
kAL

Stovenia

Slovakia

Senegal

Swaziland

Chad

Togo

Tajikistan
Turkmenistan
Turkey

Trinidad and Tobago
Ukraine

Vganda

United States of America
lzbekistan

Viet Nam
Yugostavia
Tisnbabwe

APPL-1002

APPLE INC. / Page 325 of 1744




20

WO 99/13636 PCT/GBY8/G2725

A Pre-pavable Communication Device

Field of invention

The present invention reiates to pre-payable communication devices and more

particularly {o pre-payable communication devices which are suitable for use in radio
communication nefworks,

Background o the invention

One problem with radic communication devices such as mobile telephones is
that they are relatively expensive both to purchase and to run. This represents a
problem both for the subscriber and for the service provider. For example, the service
proviger nesds to rely on the creditworthiness of the mobile phone subscriber and both
the service provider and the subscriber are at risk from fraudulent use of the
subscriber's terminal.  Many people who would otherwise benefit from the cccasional
use of a mobile phone are prevented from having this benefit because either the cost is
too high andfor the service provider is unable to rely on their creditworthiness., For
occasional users the monthly line rental charge is often prohibitively expensive.

There are many situations in which the use of conventional mobile telephones is
problematic. For example, an employee may be given a mohile telephone by his
employer to use only in essential circumstances. The employer would like to ensure
that the employee does not run up additional costs by using the phone for personal use.
However, this is difficult to do until after the event when the employer is able to check
the telephone bill,

Ancther probiem reiatés to the fact that in different geographic locations,
different communication protocol systems are in operation. An example of a protocol
system is Global system for Mobile Communications (GSM) which is a European
pretocol system.  Typically, mobile telephone handsets are operable with only one, or

perhaps two different communication protocol systems. This means that when the user
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moves to a different geographical aréa, he may be unable to operaie his mobile
{elephone, n‘ the communication protocol system for that area is incompatible with his
handsat. This is often a problem for travellers and yet travaliers often only have access
to mobile communications devices and need them most when they are on the move.

Some attempis have been made {o overcome these problems using SmartCard
technology. A conventional SmartCard is typically a rectangular piece of plastics
material, of a similar size and shape {0 a credit card, which contains integrated vcimuii:s,
microprocessors andfor read write memory, The use of SmantCards in radio telephones
is known, for example, as described in UK patent application number 2267784 in the
name of Alan Kilpatrick Conroy.  This application describes a pre-payable mobile
celluiar phone. However, the specification gives no details on how the pre-payment is
achieved.

UK Patent 2288798 in the name of Motorola Inc. describes an apparaius for
accepting, retaining and making elecirical contact beiween g SmartCard and a radio
telephone handset. The SmartCards used in radic telephones have been limited fo
subscriber identification module (SIM) cards for use in the European market, SIM cards
are available in two sizes; a full size card and a chip card. SIM cards for GSM currently
provide subscriber information (e.g. subscriber phone number, service provider) and
plug info a GSM compatible mobile telephone handset to configure that handset for a
particular subscriber. These cards only reference the subscriber data and do not
include radio frequency circuitry or protoce! information. I the SIM card is removed
from the handsst incoming calls cannot be received.

international patent application number WO/S7/05728 in the name of Telecom
ftaliz Mobile S. P. A. describes a radio mobile terminal that is provided with two SIM
card readers. One of the SIM cards is described as a prepaid card and this can be
loaded into the additional reader. This system is disadvantagecus because the mebile

2
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telephone handset neads 1o contain two SIM card readers which increases the cost and
bulk of the terminal. Also the design of the handset is complex because two 8IM card
readers must be allowed for.

None of the above prior art provides either communications equipment or a
method of operation which enables every would-be subscriber, regardiess of
creditworthiness to have access to a mobile phone on a pay-as-you-use basis.

it is acé:ﬂrdingiy an object of the present invention o provide a pre-payable
communication device for use with radic communication networks and a method of

using such egquipment which overcomes or at least miligates one or more of the
problems noted above.

Summary of invention

According io the present invention, there is provided a portable radio
communications apparatus comprising:
{i) a portable handset;
(i) a removable module comprising a rechargsable electronic purse and a subscriber
identification unit;
(iiiy a recess in the handset adapied o accept the removable module;
(iv) a reading device in the handset adaptad to determine a content of the electronic
purse;
(v} an enabling means arranged {o allow substantial operation of the communications
apparatus on the basis of the content of the electronic purse;
and wherein said module is adapted such that in use the communications apparatus is
substantially inoperable when the module is removed. This gives the advantage that
avery would-be subscriber, regardiess of creditworthiness can have access to a mobile
phone on a pay-as-you-use basis. When the module is removed from the device, the
communications apparatus is inoperable which helps to prevent fraud. The subscriber

3
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identification unit in the removable module provides ‘identification” for a particular
subscriber, so that one subscriber can use several different handsets and configure
these for his own use simply by adding the removable module. This helps subscribers
when they travel between areas coverad by different protocol systems. Such a travelier
would be able to retain his or her removable module and simply insert this into a
different handset that is operable with the new protocol system.

FPreferably, the removable module comprises a SmartCard. This provides the
advantage that the removable module is conveniently sized and shaped and can easily
be stored and {ransported.

in one embodiment of the invention the subscriber identification unit comprises a
conventional subscriber identification module. This provides the advantage that the
subscriber identification unit can easily be obtained and is compatible with other known
systems. Preferably the subscriber identification unit is adapted to be compatible with
the Clobal System for Mobile Communications Protocel.  This enables the
communications apparatus o be used with a widely used European protocol system.

According to another aspect of the present invention there is provided a
removable module suitable for use with a poriable radio communications handsat said
maodule comprising an elecironic purse and a subscriber identification unit, said module
being adapted io be received in a recess in said handset, and wherein said module is
adapted such that in use the handset is substantially inoperable when the module is
removed from the communications apparaius. This provides the advantage that
removable modules are provided which contain an electronic purse.  Would-be
subscribers can obtain a removable module, regardiess of their creditworthiness, and

use this to gain access to a mobile phone on a pay-as-you-use basis.
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According to another aspect of the present invention there is provided a method
of communicating using a portable radic communications apparatus said method
comprising the steps of
(i) purchasing air time from an air time provider or suitable intermediary;

{iiy charging said electronic purse with units equivalent to purchased air time;

(iii} inserting the removable module incorporating the electronic purse into the recess in
the handset;

(iv) determining a content of the electronic purse,;

{v) allowing substantial operation of the communications apparatus on the basis of the
content of the slectronic purse,

(vi) operating the communications apparatus and updating the content of the electronic
purse on the basis of said operation. This provides the advantage that a service
provider or air-time provider no longer needs o be responsible for the creditworthiness
of all its subscribers. Individual subscribers may purchase air-time unils using cash and
“‘charge” a removable module in this way. The “charged” module can then be used to
communicate using the mobile phone handset. The subscribar is then able to use the
handset on a pay-as-you-use hasis,

The present invention is intended to encompass both the removabile module and
the handset together and individually. The invention also encompasses a method for
using the removable module and handset as well as a charging station for charging the
removable module.

Description of the drawings

The invention wili be further described, by way of exampis, with reference to
the accompanying drawings in which;
Figure 1 is a flow diagram indicating a method of using the prepayable portable radic

communications apparatus.
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Figure 2 is a schematic diagram of a haﬁdse'{ and removable modute.

Figure 3 is a flow diagram showing a method of recharging a removable module.

Figurs 4 is a flow diagram of actions and screen messages in a method of recharging a
removable module.

Figure § is 3 flow diagram of actions and screen messages in a methoed of initialising a
removable madule.

Figure 6 is a schematic diagram of an external fraud detection system.

Figure 7 is a schematic diagram of an alternative external fraud detection system.

Description of preferred embodiments

Embodiments of the present invention are described below by way of example
only. These examples represent the best ways of putting the invention into practice that
are currently known to the Applicant although they are not the only ways in which this
could be achigved,

Figure 2 is a schematic diagram of a portable radio communications apparatus
20 comprising a portable handset 21 and a removable module 22. The portable
handset is shown as being similar to a conventional mobile telephone handset although
any suitable type of handset may be used. In the example shown the handset
comprises a display area 23, an aerial 24, a key pad 25 and a recess 26. The recess
26 is adapted to receive the removable module 22 as shown in figure 2. The handset
may also comprise a microphone and a loudspeaker (not shown) as well as other
elements typically contained in a conventional radio telephone handset. However, in
one embodiment of the present invention, some components that would typically be
contained in a conventional radio telephone handset are removed from the handset 21
and replaced by equivalent or alternative devices and circuitry in the removable module.

This is explained further below.
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The removable module 22 is éhawn as being generally rectangular in shape
aithough any shape can be used. Preferably the removable moduie is 8 SmartCard and
has a shape similar to that of a conventional credit card. The removable module
comprises an electronic purse. The term "electronic purse” is used to refer {o any form
of memory that is capable of being read and updated, and which is capable of storing
information about units of “air-lime”. Preferably, the electronic purse is rechargeabls,
that is once the‘ units of “air ime” that it contains have been used up, they can be
replaced. Howsver, this is not essential. The removable modules can be disposable,
g0 that once the units are used up the module is simply replaced. Units of "air-time” are
units of time for which 2 communications service is provided by a communications
network service provider. The removable module 22 can be inserted into and removed
from the recess 26 in the handset.

The removable module 22 alse comprises a subscriber identification unit (not
shown) which is preferably a conventional subscriber identification module (SIM). For
example, the removabie module 22 can be a SIM card which further comprises an
electronic purse. When the removable module 22 is remaved from the handset the SIM
is also ramoved and this means that the communications apparatus 20 cannot be used
to fransmit or receive information. When the SIM is removed from the apparatus 20
there is no information in the handset about which subscriber is using the apparatus, for
example, the user's telephone number. This means that the communications apparatus
is substantially inoperable when the module is removed.

Figure 1 is a flow diagram indicating a method of using the prepayable portable
radio communications apparatus. This reprasents one exampie of a method for using
the prepayable portable radio communications apparatus; other methods may alsc be
used. The user first obtains a removable module 22 and inserts this into the handset 22
and then a card validity check process 1 is carried out. The card validity check process

7
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involves checking whether the remavabié medule is in anyway “data corrupt” or is not in
cradit. The handset contains a reading device adapied to determine a content of the
alectronic purse and also an enabling means arranged to allow substantial operation of
the communications apparatus on the basis of ithe content of the elgctronic purse. At
this stage it is also possible for the subscriber to key in a personal identification number
{PIN} to the key pad of the handsst in order to allow use of the removable module. This
provides extra security for the subscriber because it prevents unauthorised use of the
removable module and/or the handset. Howsver, use of a PIN number in this way is
optional,

The next stage 2 involves a network authentication check by the airtime
provider. This involves a check of the information provided in the subscriber
identification unit or SIM {if a SIM is usad). By making this check the service provider
can help to prevent use of fraudulent removable modules. If the result of stage 2 is &
“fail” i.e. tha check is unsuccessful for any reason then the communications apparaius is
not enabled as shown in box 3 in figure 1. That is, the enabling means prevenis use of
the communications apparatus. A warning massage and instructions to the subscriber
can be displaved on the display panel to indicate that access to the communications
rietwork by the service provider has not been granted.

if the result of stage 2 is successful then full functionality and dial facilities are
granted by the service provider as indicated in box 4 of figure 1. The subscriber is then
able {o use the portable radic communications apparatus and as information is
transmitted or received from the apparatus (indicated by box 7 in figure 1) the electronic
purse is updated (as indicated by arrow 10 in figure 1}, For sxample, as units of “air
time” are used by the subscriber these are decrsmented from the elecironic purse
contents, Once the reading device detarmines that the slectronic purse is empty the
result of the airtime credit box 5 is a “fail" and the user is advised (box 8) and the

8
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enabling device prevents use of the communications apparaius. At this point the user
may remove the removable module from the handset and use a charging station to
recharge the modide. That is, the user may purchase more “air-time” unils and store
these in the electronic purse on the removable module.

This method provides the advantage thal the service provider is not responsible
for the creditworthiness of the subscriber. Alse, the subscriber is able to use a mobile
phone on a pay-as-you-use basis and is fully in control of his or her expendifure at any
one time. It is not necessary for the whole mobile telephone to be configured for use
specifically by one subscriber .2, the telephone does not have to be configured for one
telephone number. This is because the telephone number effectively "travels with” the
subscriber within his removable module. When the subscriber moves between
geographical regions over which different communications protocols are used the
subseriber can simply obtain a new handset, that is preconfigured for the protocol of
that area, and insert his removable module into the handset in order to configure that
handset for his own personal use. For example, travellers could hire a telephone
handsat when they enier a new area.

The charging station comprises a recess which is able {0 accept a removable
module and aiso means for entering “air-time” units onto the electronic purse on the
maodule.

As described shove, in one embodiment of the invention, some of the
functionality from the handset is removed and placed onto the removable module. That
is, the handset will typically contain electronic apparatus which will enable the handsel
to function as a radio communications apparatus when the elecironic purse is “charged”
and the subscriber ideniification unit is provided. This means that the handset is hugely
more expensive refative to the removable module. Howsver, in one embodiment of the
invention, some of the functionality from the handset is removed and instead

g
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incorporated into the removable module or SmartCard. This increases the value of the
removable module relative to the handset and may also ensure that the handsst will not
function without the removable module. Examples of functions that could be removed
from the handset include the enabling means, the rsading device and other featurss
such as circuitry for converting the speech signal from the user into digital form. These
are only examples of functions that could be incorporated info the removable module.
Other functions could also be incorporated by making use of conventional circuii dasign
techniques such as would be know to the skilled person in the art.

By making the removable module more expensive with respect to the handset
itself, the risk of thefl of the handset is reduced and the consequences of theft of the
handset are less severa.

in one example, the present invention is made available as an inlegral
component of a customer loyalty programme. The pre-pay maobile telephone is made
available to loyalty card holders as an extension of any existing loyalty scheme, on the
basis of reward for tenure and spend within the loyalty scheme. Users are able to eam
lovalty points on airtime and also to redeem loyalty points against purchase of airtime.

In this example of the invention, the SmartCard for use with the pre-pay mobile
telephong handset is aiso functional as s customer lovaity card. The SmaniCard
containg an amount of airtime included at the tme of purchase and subsequent
recharging of the card is possible upon each visit to the loyalty scheme provider's
premises.

A number of advantages are provided to the loyalty scheme provider including:

» provision of an “added value” service to existing customers

@

ability {o altract new customers

e broad customer availability - no credit rating checks

L

rechargeabls only at loyalty scheme provider's retail outlet

10
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» minimal cverheads and capital expenditure
e use of airims derives gross revenues prior to month end ssitlement
= information about customers behaviour patierns is gained

Recharging the removable module

Figures 3 and 4 are flow diagrams which illustrate the process of recharging the
removable module or SmartCard. When the user needs to recharge his or her
SmartCard 34 he or she visits the loyalty provider's premises and at a point of sale till
31 carries out 2 credit transaction 41, 42 to pay for airtime units to be charged onto the
SmartCard 34. After removal from the handset 43 the SmantCard 34 is then inseried
44, 45 into a SmartCard reader 33 that is connected to or integral with & secure
personal computer 32. The personal computer 32 is connected to a local database 35
which contains information about the user's loyally card and SmartCard 34. The local
database 35 is in turn connected to a remote secure database 36.

A message 46 is displayed on the screen of the personal computer 32 which
indicates the amount of pre-paid air time units that remain on the SmartCard 34. The
amount of air time units that are o be credited to the card 34 is then entered onto the
personal computer 46 and the personal computer updates the electronic purse in the
SmartCard 34 accordingly using an encrypted transaction. The amount of unifs to be
credited to the card can either be entered manually or can be transferred aieéironicaiiy
from the fill 31 to the computer. The updated amount of pre-paid air time units on the
SmartCard 34 is displayed on the computer screen 47 and the SmartCard 34 is then
returned to the user or customer 47, Finally the handset is retumed to the customer 48.
The encrypted transaction involves the following stéps:

1. The secure personal computer obtains secret data that is specific to the
SmartCard from the SmartCard itself and/or the local and remote databases and builds

an encrypted updats command.
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2. The software within the card decilpher’s the encrypted command and updates the
airtime countsr or slecironic purse within the SmartCard.

Such an encrypled transaction is recorded by the personal computer and when a
batch of such records are obtained this batch is sent to the remote secure database 36
for storage and to update that database.

Initialising the removable moduls

Each SmartCard contains secure key information which is stored on the card
during the manufacturing process. Information about these secure keys is held on the
main database 36 and is accessible by the local database 35

When a user first obtains a removable module or SmartCard 34 this is initialised
by placing the SmartCard 34 into the card reader 33, Information from the card 34
which identifies the card and provides security information {(i.e. the secure key) is read
by the card reader 33 and checked by the personal computer 32 using information from
the local and/or remote databases 35, 36,

If this check is successful the card if authenticated 55 and a screen message
asking for loyalty card details o be entered is displayad 85, The loyalty card details are
entered 52 to the personal computer 32 and then the card is initialised by the personal
computer 53. Details linking the loyalty card details and the secure key are stored on
the local and/or remote database 35, 38 and an initial amount of airtime credit is
charged to the card. The card is then removed from the reader and returned to the
customer 57 in order to be inserted into the customer handset 54.

External fraud detection system

A fraud detection system is provided that is exiernal to the handsel and
removable module. This is provided in addition to any fraud detection system provided
by the network operator. This system monitors traffic made on the pre-paid moebile
telephone network and compares this traffic against information about recharging of

12

APPL-1002
APPLE INC. / Page 337 of 1744



10

15

20

25

WO 99/13636 PCT/GBOR/02729

SmariCards on the system, Fora partiéuiar SmartCard, ¥ more traffic is being created
than is jusiified by the amount of credit on that SmartCard then possible fraud is
identified. After chacks have been made, if it is found that fraud is occurring then the
SmartCard is prevented from accessing the network.

Figures € and 7 show two examples of an external fraud detection system. Pre-
paid mobile phone handsets 82 are used {0 communicate over an operatar or service
provider's communications network §1. Each time a call is made a call detall record
(CDR) is created and stored by the operator 81, as is known in the arl. A call detail
record contains information about the calling party, the called party, the duration of the
cali, the time when the call was made and other information about the cail. Al the end
of a ceriain period of time, for example 12 hours, the call detaill records for that 12 hour
periocd are downioaded (o database 86,71 in the fraud management system.

A SmariCard reader 84 or other removable module reader is provided that is
connected to 3 till 63 such that the card reader 64 and till 83 are uniguely matched for
security reasons. When a SmartCard or removable module is recharged using the card
reader 84 and it or PC 83 information about the recharge is downloaded to a database
65, 71 in the fraud management system. Information about new users from the card
initialisation process can also be downloaded. The information can be stored within the
iocal database 385 before being downloaded in batches.

In the example shown in figure 8 the fraud deteclion system comprises two
separate databases 65 and 86. One database 66 stores the call detfail records and the
other 85 stores information about credit data and new users. The information from
these two databases is accessed and compared by a procassor 87 in order to identify
potential fraud cases. The processor 67 generates action requests and reports of

fraudulent activity. These cutputs can be provided directly to a human operator 68 or
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can be sent to the network operator 61, Information from the databases 65, 68 and
processar 6? can aiso be provided to the clubcard database 68.

in the example shown in figure 7 a single database 71 is used which siores
information about both call detall records and cradit data. The network operator 81 has
access to information from this database 71 as shown in figure 7. The database 71 also
comprises a processor for analysing the data and producing management reports 73.
Real time access 72 to the database 71 can also be provided.

Because there is a time delay whilst data enters the database(s) 71, 65, 66 then
the database may state that no credit remains on a particular SmartCard, when in fact
the user has recently recharged the SmartCard. Allowance is made for this in order to
avoid detecting this situation as a case of fraud. This is dascribed below.

The processor 71, 67 in the fraud management sysiem is arranged io detect a
potential case of fraud in situations such as:

e the total number of calls made for a particular SmartCard in a predstermined

period exceed a threshold leveal;

s the total number of units used in a single call exceed a threshold level;

« the number of calis to a free haipline number exceed a threshold level;

= calls have been made by a user who has been barred or for whom a tamper

alert has been generated by “in store” cafd reader systems;

» if 3 barred type of call set up is detected such as a call transfer;

e if the number of a certain type of cutbound call events generated by a user

or group of users exceeds a threshold;

e if the number of inbound verses outbound call events, in a given period, by a

user or group of users fails within a certain range.

s if multiple use of a handset or SmariCard is detected from CDR data; and

14
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« if geographically improbabie use of @ handset or SmartCard is detected from

CDR data.

The interfaces to and from the fraud managemeant system are now described.
Interfaces
5 e imports of Call Detall Records (CDR) data from the network operator are
performed on either a chronological push or pull basis at intervals that are
viable by the system owner.

¢ Imporis of “credit accumulated” data are performed on either a chronological
push or pull basis at intervals that are variable by the system owner.

10 « import of tamper alerts or “excess credit accumulated” general action
requasis for termination to the network operator.

« Export of management information reports and action requests o external
systems located at the operator or at the sysiem owners premises are
performed on either g chronclogical push or pull basis at intervals that ars

15 variable by the system owner.
The fraud detection system ifself is protecied from unauthorised access by
Firewall Security on call External Data Communications.
Security
+ The fraud detection system is protected from unauthorised access by firewall
20 security on all external data communications.

s Physical access to the system is only possible by authorised personnet who
are required to pass security vetting procedures.

« Back up of the system data is performed at reguiar intervals and back up

data is stored at a secure off site location.
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{se of handset and removable module o monitor the duration of calls

Because the CDRs are downloaded {o the fraud detection system at intervals,
such as 12 hourly or 2 hourly intervals, then a time window is present during which
fraudulent use of “unpaid for’ airtime may occur. In order to reduce this problem the
handset and removable module combination is able to monitor call durations during this
time window. [f more than a threshold level of total call duration is exceeded during this
time window than a potential fraud is detected. In this event the communications
apparatus is either shut down until the time window has passed or the network operator
or security siaff are alerted.

This is implemented by incorporating & timer mechanism into the removable
moduie or SmartCard. At the start of a call a pulse signal is sent from the handset {0
the module and this activates the timer mechanism. At the end of 3 call another pulse
signal is sent from the handset to the module to deactivate the timer. The timer thus
monitors total call duration for all calls during a time window, after which it is reset {0
zero. A processor in the removable module or SmantCard compares the call duration
value from the timer against a predetermined threshold and if the threshold is exceeded
ali outgoing calls are barred for the duration of the time window.

The time window, or exclusion time is set from within the handset/SmariCard
combination. At the end of this time normal outgoing call usage is restored and the
process counters are reset {o zero time.

If the total call duration time as monitored by the handset and module is less
than the prescribed threshold then no action is taken to terminate outgoing calls.

Emulation of advice of charging signals

in the situation that no pulses or signals are provided by the network operator
which contain information about the current charging rates then the handset and

o
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SmartCard combination is able to emulate these signals. For example, this is required
when charging signals are blocked, disrupted or not provided.

A timer mechanism is provided in the handset or in the removable module in
order to emulate the charging signals. This timer may be the same as the timer
described in the section headed “use of handset and removable medule fo monitor
duration of calls” above. This limer mechanism is activated by signals from the handsst
which are provided at the start and end of a call. Information about tariff rates is stored
in the handset or removable module. For example, this information can be stored in the
form of a ook up tabie. Time information from the timer mechanism is then used in
conjunction with the tariff information in order to determine the cost of the call. The
electronic purse is then decremented accordingly.

Other security features

s The handsel is provided with two personal identification number accesses. A first
PIN access allows the handset to be activated and a second provides access to sub
routings which can change values such as the value of charges or amount of charge
time.

s Certain types of call, such as those to 0881 numbers may simply be barred to help
prevent fraud.

s A particular handset and removable module or SmartCard are electronically “iocked”
together during the manufacturing process so that they may only be used in
conjunction with each other. This is done by storing a secure key in either or both of
the handset and the removable module or SmantCard. The secure key is a
cryptogram or other encrypted code. Means for checking that this secure key is
present and correct are provided in the handset or removable module. Each
handset and module pair is given a unique key so that they will only function fully
together. The lerm “key” is used fo refer {o stored cryptograms, encoded
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information and other slsctronic keys as well as physical apparatus which ensures

that a particular handset can oniy be used with a module which is able {o operate

the key.
SmartCard
Details about the SmantCard are described below:
Functionalily
The SmariCard provides the means for storing an amount of credit in‘agreed
currencies or units of ime up o predetermined maximum values, which are variable by
secure communication to a SmartCard reader. The credit is debiled by the operation of

a mobile telephone or by a card reader in a point of sale terminal.

The SmartCard provides control over the mobile Mandset functions of:

s Network authentication per the GSM protocols.

« Phone book directory per Handset implementation.

s Short message service.

« Handset welcome and permanent message display

e Confirm that the credit remaining prior to call set up is above a pre-set threshold
vaiug held on the SmartCard, and prevent call set up if below this value.

« Monitor credit remaining for a call in progress, decrement the credit at specific
usage rates derived from an advice of charge, (AQC) irigger signal on the signalling
channel and interrogate the tariff information stored on the SmartCard. The network
operator sends out signals which provide information about the charging rate.
Examples of these signals are ACC or CAl {charging advice information). Any such
type of signai can ba used to enable the credit to be decremented correctiy.

= Monitor total duration of calls made in a period and prevent additional calls until this

period is expired, excluding all zero rated calls.
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&

Monitor call in progress duration, provide user warning and tear down when

threshold reached.
+ Holding pre-determined call limits and monitoring all calls made over a given period,

and of a given duration, {o allow for call baring should these pre-determined

n

thresholds be exceeded. This is described in detail in the section headed “use of
handset and module {0 monitor the duration of calls”

» The SmanCard is able to place restrictions that allow single language selection only.

+ Provide advice of charge (AOCC) charging information o the handset, when AQC
emulation is used in the handset firmware for those instances where ADC is nol

10 presented or supported by the network.

s  The SmartCard is able to hold a secure elsctronic purse function that is capable of
managing and controfliing units of currency that are stored within it

» The SmariCard is capable of storing loyalty or other retailer defined units as “points”
which may have no monstary value placed upon them. These "points” are

15 redeemable via the SmartCard reader as units {0 be used in Prepay systems.

interfaces

¢ A set of interface protocols are defined for secure transactions between the Handset
and the SmarCard, to prevent fraud either through speefing, or tamper of gither the
Handset or the SmartCard.

20 = A set of interface protoccis are also dafined for sscure transactions between the
card reader and the SmartCard, to prevent fraud either through spoofing, or tamper
of either the card or the card reader,

Security

« No information generatad by the SmartCard to the Handset relaling to prepay usage

25 is transmitted 1o the network by the radio inferface or by any other means.
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« Ths SmanCard is capable of defecting unauthorised tampering and ceases o
function until returned to a card reader and reactivated. For example, if the wrong
personal identification number is entered thres times during the card validity check
process.

+ The SmariCard protocols prevent no more than 3 unauthorised actions to access
any secure area before complete termination of the SmariCard functions.

e A limited number of master SmantCards may be provided for use by point of sale
operators, issued under strict controls in store.

e A number of secure access modules (SAM's) for use in the card readers at point of
sale can be provided. A SAM is a fixed SIM which contains cryptograms for

accessing the identity or secure key information from the SmartCards.

The SmartCard:

&

Allows remole disablement of the Handset and SmariCard upon authenticated

request by the network or by the card reader.

« Allows remaote enabling of the Handset and SmanCard upon authenticated request
by the network or by the card reader in combination with user PIN entry.

« Does not allow re-enablement of the SmartCard once it has been disabled.

s Allows remote individual update of the threshold values held in the SmarCard,
either by the card reader or aver the network.

» Does not allow manual user reset of the Advice of charge indicators via the
Handset, or access to PINZ of the handset.

» Does not suffer any electrical or physical damage if withdrawn from the Handset or

Card reader, while power is applied. The SmartCard refaining unit, in one

embodiment, has retaining pins that are close togsther. The retaining unit is

specially designed such that these pins do not flex and contact each other, so

creating a short circuit.
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e s delivered pre-registered with the network operator but not activeted for use.
Agtivation is only possible via the Card Reader.
s Permits Incoming calls when the credit has expired.

Standard Functions NOT required on the Card

5 Standard functions that are not required on the SmartCard, such as phone book
options can be removed in order o make room for extra filters or aigorithms for coding
or decoding encrypted information.

« Phone Book Options
Form factor
10 + The SmaﬁCar& can be a full size SiM, mini SiM avdapter based alternatives are alse
possible.
e The SmartCard can be delivered with a surface finish or other orientation mark to
assist in identification of its correct insertion for visually impaired users.
Appearance
15 s  The SmartCard can be capable of accepting various finishes e.g. silk screen printing
for branding.
¢ In one embodiment each SmartCard is individually marked with a machine readable
bar code and human readable serial number. Records of all SmartCard serial
n;.jmbers and their distribution can then be kept.
20 SmartCard Reader
The SmartCard reader:
s Allows SmariCards fo be activated for first use and recharged with credit on a
periodic basis.  Allows SmartCards to be deactivated by the operator or
25 automatically upon detection of tampering within the SmartCard by the SmantCard

reader system.
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Allows the operator to read from a SmarCard remaining credit on a card inserted in
the readérc

Captures and temporarily stores the cradit held on the card and the subscriber
chone number fo allow transfer to a replacement card,

Allows transfer of credit remaining on the SmanCard to a new card or 1o a secure
gxternal system for point of sale transactions.

Is intuitive to use by semiskilled checkout operators with a minimum of training, and
amploys the use of icons to indicate functions where possible.

is sasily serviced by trained personnel, with 2 good supply of replacement parts and
SPAres.

The SmariCard reader allows a secure sign-on process at power on, user log on
and iog off. This process involves the use of master SmartCards coupled to PIN
number entry.

The SmariCard reader is capable of maintaining the system clock funclion to allow
for dayilight saving.

The SmariCard reader is capable of recording the operator name and sign on/off
dateftimes.

The SmartCard reader has a supervisor login password for password administration.
The SmartCard reader is able to hold a secure terminal key to identify each Card
reader to the database to show where credit records have been generated.

The SmartCard reader does not allow any new transactions o be made whilst, data
is being transferred to the fraud detection system or remote database.

The SmartCard reader is capable of creating batches of credit records with
incrementing batch numbers.

The SmariCard reader is capable of holding the pravious 20 batches of credit

records.
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e Is capable of displaying simple text messages to prompt actions from operators to

perform the following tasks:
1. Authenticate new Card
2. Apply credit {o card
3. Transfer credit belween authenticated Cards
4. Terminate Card after Credit transfer or discovery of fraudulent use.
interfaces

s The card reader shall allow interaction {o a PC or Point of Sale terminals via either a
serial RB232 or other industry standard data transfer interface. The data transferred
is encrypied accarding to a predetermined protocol.

s« The card reader system allows remote polling of the system by an external data
davice, such as the fraud detection system, via modem dial up communications or
network connection. This modem can be internal to the card reader system.

+ The card reader system initiates communications with the external data device upon
command by the program contained in the card reader system.

= The SmartCard reader is dismountable from 2 host PC if supplied as a separate
unit, with minimal requirement for special tools or specialist knowledge by service
personnel,

e The card reader is capable of arithmetically deriving SmartCard self identification or
SRES based on algorithms held on a2 mini SmanCard held within the unit.

» The card readsr unit is capable of supporting internal readers for plug-in
SmartCards conforming to current industry standards.

s+ The card reader is capable of supporting a main card reader that takes full size
cards. This reader has the following characteristics:

s Push-pull reader with landing contacts;
e MTEF of 250,000 insertion cycles (minimum);
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o Inferface deactivation according to IS0 7816/3;

e Active short circuit protection for the SmartCard;
The unit is capable of supporting Industry standard protocols, for communication
hetween the SmartCard and the reader, including Asynchronous protocels: T=0,
T=1;
The unit has sufficient memaory capabilities to support the reguirements of the data

capture and transfer routines.

The unit is capable of supporting industry standard programming languages that are
downloadable over an RS232 interface.
The card reader system is capable of supporiing common peint of sale (POS)

protocols to accept data transfer from POS sysiems to allow for updating of the

values to the SmartCard.

Security

L2

The SmartCard reader communications with any external data device are encrypted.
The SmartCard reader is capabia of providing PIN controlled access to alf of iis
functionality including initial access to the screen prompts prior to any form of
authentication or credit related actions.

The SmartCard reader protocols allow no more than 3 unauthorised actions fo
access any secure area hefore complete termination of the SmanCard functions.
The SmartCard reader can detect unauthorised tampering of the SmartCard and
causes the SmartCard to cease to function, in this situation.

The SmartCard reader system software is protected from unauthorised access by
eithar the use of PIN protection only or by the use of PIN protection and a system
specific mini SmariCard being read before access to the program is granted.

Data held on the card reader system is only transferable {o other systems or devices
upon the entry of security codes or devices as described previously.
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Form factor

¢ The SmariCard reader is capable of accepting full size SmartCards and/or mini
SiM’s held within full size card adapters.

+ Secondary card readers are provided to accept mini SIM

e The SmariCard reader has an integral display capable of displaying either text or
icons to prompt the operator,

= The SmartCard reader is of a compact size, suitable for co-location with a POS
terminal or PC on a customer services desk within a retail store.

« If the SmartCard reader systermn consisis of a PC and card reader, the overall
footprint (or size of the system on the desk) does not exceed that of a standard
deskiop PC. Any screen used in this configuration is not targer than 12° and ideally
forms a single unit with the card reader and processor.

Environmental

L 3

The SmartCard reader system supports dual voitage input and is suitable for

instailation in a number of European countries, with conformance to all relevant

environmental requirements e.g. EMC, Noise, Operator ergenomics etc.

« The unit is capable of heing hard wired to power supply units (including UPS
systems)

e All data, power, telephony communications, and internal SAM conneclions are

capable of being secured in place {o prevent unauthorised disconnection of any

service.

¢ The unit can have battery back-up capabilities.
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Handset
Functionality
The Handsets used in this project provide the following functionality:

» Be driven by a SmartCard developad for the Handset so as {o provide feedback to a
user of the service of the credit remaining on the SmartCard, via the Handsst
display.

e The Handset display shows the amount of credit available at the start of each call,
the end of each call, and by quick access via a hot kKey segusnce. This display is in
minutes, viz “Time remaining =7 Minutes”.

+« The Handset is capable of emulating ACC information when none is presentad by
the network for reference by the SmariCard for charging information purposes.

« Allow calls to predefined numbers held on the card, eg Emergency services and
help line number(s) without debiting the credit on the card. The help line number(s)
may be aillowed a pre-set number of transactions per period at which paint additional
use is denied until the perind is sxpired.

s The axtended menu option which gives access to PIN2 is set to the "OFF" position.

e Allow remote enabling of the Handsst and SmantCard upon authenticated raguest
by the network, in combination with user PiN entry.

s Allow remote individual update o the threshold values held in the SmartCard over
the network.

s Provide speed dial accass o the network operator's voice mail system.

« (all waiting, call swap (in which a call is transferred to another number) and cail heid
are allowed as long as any outhound call in progress continues to decrement the
cradit on the SmarntCard. The SmantCard allows the barring of calls by Calling Party
Category {CPC).
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¢ The Handset does not allow manual .user reset of the Advice of charge indicators via
the Handset, or access to PIN2.
» Roaming is not allowed by the Handset,
¢ The language default, ie the ability to access other network providers original is set
5 o "English”.
e The display is capable of displaying an alternaling message in the style of
“Emergency/HeEpiine Calls ONLY" and "Operator Name” when credit has expired.
» The display is capable of displaying the operator PLMN code rather than the
operator nams.
10« Line 2 (ie a second line in a call swap) is not supported by the Handset.
e The Handset has the menu functions and associated G3M instruction sets removed
or deleted, prior to despatch, for the following call types and menus:
« Call Transfer,
o Call forwarding (except Voice Mail);
15 e Conference/Multiparty call set up;
+» Roaming facilities;
e Rastricted Dial lists;
«  Sub menu "Bar all incoming calls when roaming”;
s Call divert and sub menus,
24 + Gelect phone line,
¢ Call Charge sailings;
+ The purpose of this is to reduce fraud and cosis. Also the space in the Handset that
is otherwise used for these functions can be used for other things.
« In addition, the following call types and menus are removed bacause they cannot be
25 provided by the pre-paid mobile phone system,
e Change Greeting;
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e All access to SIM memory for
e SMS;
s Phonebook;
s Capacity add or deiste;
e« Copy functions;
s One fouch dialling;
e Fixed Dialling;
= Phone Status;
s Network Sglection;
«  Cali Meters;
Also:
» The Master Reset or Clear functions are not able to reset or enable any features
barred from use.
+« Emergency 899/112 calls are aliowed without a SmartCard being inserted into the
Handset or when credit has sxpired.
= The Handset is capable of providing a user configurable decrement warning o
indicate unit usage, in both visual and audible formats.
« The Handset is capable of providing a "Credit nearing expiry, please recharge”
warning to the user in both visual and gudible formats.
= The Handset is capable of providing a user waming and also of “tearing down the
call’ when credit is expired or when a threshold configurable via the card reader or
over the radio interface is reached,
¢ The Handset is capable of providing a "Credit expired, please recharge’, warning {o
the user in both visual and audible formats, and prevent call set up being activated

except for amergency and hsipline calls.
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s+ The Handset supports voice calls éﬁe:ﬁ the Short Message Service. | supports
resiricted dialiing, phone book, and diverts {0 voice mail,

e The default Caller line identifier condition is set io "Present”.

« The Handset is capable of being locked to a single network operator and {o the
SmartCard. These locks are not user addressable under any circumstances.

« The Handset has good standby battery life, in excess of 40 hours and talk time in
excass of 50 minutes.

e The Handset supports one number dialiing {o the network voice mail service.

¢ The Handset display is easy to read and supports icons as weli as text.

s+ The Handset is capable of supporting calls to pre-determined help fine numbers on a
tolt free basis.

s The Handset manufacturer is able {o uniock a SmartCard from its MHandset in the
repair centre.  This is necessary if, for example, the Handset breaks when thereis a
large amount of credit on the SmartCard.

e The Handset permits incoming calls when credit has sxpired.

interfaces

¢ The Handset user interface is intuitive to the novice user and presents information in
a logical and clear fashion. The use of mulliple level menu access for the most
common activities is avoided. Integral context sensitive user help is desirable.

s Tne Handset can suppornt interfaces to data cards for conneclion from modem or
laptop for example, and may have a connection for external power supplies.

s« The Handset supports full size SIM cards and ideally contains a SIM release
mechanism such that the user does not need o disassemble the Handset or battery
to remove the SIM for recharging.

= The SIM does not suffer any harm due to withdrawal of the SIM while the Handset is

switched on.
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s The SIM fo Mandset interface sup#orts insertion of the card with a duty cycle in
excess 5*? 5000 insertions before any degradation of the interface to the SIM is
ohserved.

Security

o The Handset aliows the suppression of access to PINZ and other Handset menu
functions by means of instruction from the SmarntCard.

» The access control features are not addressable by the user from the Handset user
interface, except for PIN1.

« The Handset has intrinsically good security to prevent unauthorised access to the
data transfer between the SmarniCard and the Handset.

« The physical design of the Handset is arranged to deter tamper or access to the
comntacts of the SIM. Ideally any attempt at access to the interior of the Handset
feads tc the destruction of the Handsat.

e Preferably SIM card extenders which enable manipulation of a SIM card by keeping
it outside the Handset cannot be with the Handset, when in operation.

Form factor

s The Handset supports full size SIM cards.

+ The Handset is of a compact design and subject to evaluation on the basis of
appearance, layout, clarity of markings, innovative features, user friendliness, audio
quality elc.

e The Handset is of robust construction and provides good ergonomic operation to the
user both in call set up and during a cail.

Envirenmental

The Handset is capable of being marked with branding marks, on the front or on the

keypad cover as appropriate.
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Accessories

s A full range of accessories including car kits, desk top chargers, deskiop hands free
kits, data cards {if appropriate) and a range of battery options, can be used with the
Handset.

s The Handset is supported by a manufacturer's User Guide, Frequently asked
Question and Answer shests.

Operational requirements

e« The network supporis advice of charge (AOC) or other suitable systems which can
be used to decrament cradit held on the prepay SmartCards.

+  The network is capable of sefting the AOC decrement interval to 10 seconds at
deiivery and can allow this interval to be configurable over the radio interface to the
Handset.

¢ The network supports remote enabling and disabling of the Handset and SmarntCard
via authenticated request by the network to the Handset in combination with user
FIN entry.

e The network is capable of monitoring the destinations of calls initiated and restrict
cails to predefined destinations by National Number Group.

¢ The network is capable of barring all calls to premium or international destinations.

= The network is capable of preventing call transfer, call forwarding (exca;ﬁt to voice
mail}, conference cails or any non standard or basic call typses from being initiated.

The network is capable of allowing Data calls and Short Message Service (SMS) calis

on the basis that these are charged at the same rate as voice calls. If this is not

possible inbound data and SMS calls only are allowed. The network should be capable

of barring these outbound calls if charging on the above basis is not possible.
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Rating and tariff requiremeants

®

HY

15

A tariff or iook up table to be stored in the SmartCard o generate AQC information
{o the Handset on the basis of flat rate charging is required from the operator.

The network operator provides the faclliity to zero rate cails to specified numbers
such as helpdesk numbers and emergency calls.

Quer time other tariffs may be introduced, and the nefwork operator is able to
support the intraduction of new tariff plans via AGC in reasonable time scales.

Call Detail Records (CDR) produced within the network by use of the present
invention are segregated from the operator's other traffic and moved to a securs
area for export to the fraud detection system. The frequency of the collation and

export of the CDR data shall not exceed 12 hours and may be as frequent as hourly.
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Claims

1. A portable radio communications apparatus comprising:

(i} a portable handset;

{ii} a removable module comprising a rechargeable electronic purse and a subscriber
identification unit;

{iiiy a recess in the handset adapted to accept the removable module;

(iv} a reading device in the handset adapted {o determine a content of the electronic
purse;

(v} an enabling means arranged to allow substantial operation of the communications
apparatus on the basis of the content of the electronic purse;

and wherein said module is adapted such that in use the communications apparatus is
substantially inoperabile when the module is removed.

2. A portable radio communications apparatus as claimed in claim 1 wherein the
removable module comprises a SmanCard.

3. A portable radic communications apparatus as claimed in claim 1 or claim 2
wherein the subscriber identification unit comprises a conventional subscriber
identification module.

4, A portable radio communications apparatus as claimed in any preceding claim
wherein said handset and said removable module are slectronically locked such that a
particular handset and module pair only function fully together.

5. A portable radic communications apparatus as claimed in claim 4 wherein said
handset and said removable module contain information about a secure key that is
unigue to a particular handset and removable module pair.

6. A portable radio communications apparatus as claimed in any preceding claim

which further comprises a timer mechanism adapted to monitor call duration, said timer
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mechanism being adapted {o be activai:éd by signals from the handset at the start of a
call. |

7. A portable radio communications apparatus as claimed in claim 6 which further
comprises a store of information about costs and a processor adapted to decrement the
electronic purse on the basis of the cost information and the monitored call duration.

8. A portable radio communications apparatus as claimed in claim 6 which further
comprises a processer adapted to compare the monitored call duration with a
prespecified threshold vailue and to bar outgoing calls in the event that the threshold
value is excseded,

9. A communications network comprising at least one portable radio
communications apparatus as claimed in any preceding claim.

10. A communications network as c!aiﬁed in claim @ comprising a fraud detection
system, said fraud detection system comprising database means for storing information
about calls made from the handset over the communications network, and information
concerning the number of airtime units credited to the slectronic purse associated with
said portable radio communications apparatus.

11. A communications network as claimed in claim 10 wherein said fraud detection
system further comprises a processor adapted to compare the information about calls
and the information about slectronic purse contents.

12. A removable module suitable for use with a portable radic communications
handset said module comprising a rechargeable electronic purse and a subscriber
identification unit, said module being adapted to be received in a recess in said handset,
and wherein said module is adapted such that in use the handset is substantiaily
inoperable when the module is removed from the communications apparatus.

13. A removable module as claimed in ciaim 12 which contains information about a
securs key that is unique to the‘paﬁicuiar removabie module and its handset pair.
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14. A removable module as claimed .in claim 12 or claim 13 which comprises a timer
mechanism adapted to monitor call duration said timer mechanism being adapted o be
activated by signals from the handset at the start of 3 cail.

15. A removable module as claimed in any of dlaims 12 to claim 14 which further
comprises a store of information about costs and a processor adapied to decrement the
glectronic purse on the basis of the cost information and the monitored call duration.

18, A removable module as claimed in any of claims 12 {o claim 15 which further
comprises a processor adapted to compare the monitored cali duration with a
prespecified threshold value and to bar outgoing calls in the event that the threshold
value is excesded.

17. A recharging systemn adapted to recharge an slectronic purse of a removable
module as claimed in any of ¢laims 12 {0 16.

18.  Arecharging system as claimed in claim 17 comprising a reader adapted to read
ihe contents of the electronic purse and means for sending an encrypted update
meassage to the removable module in order to update the electronic purse.

19. A recharging system as claimed in claim 17 or claim 18 comprising at least cne
database of stored subscriber information and means for comparing the subscriber
identification unit with said stored information.

20. A recharging system as claimed in claim 18 comprising at least one local
database and at least one remote database.

21. A recharging system as claimed in any of claims 17 to 20 wherein said reader
and means for sending an encrypted update message to the removable module are
connected to a point of sale apparatus.

22. A recharging system as claimed in claim 21 wherein said reader and said means
for sending an encrypted update message to the removable module are slectronically

locked to the point of sale apparatus.
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23. A portable radio communications handset adapied for use with a removable
module as claimed in any of claims 12 to 16, sald handsel comprising a recess adapted
¢ accept the removable module; and a reading device adapted to delerming a content
of an elecironic purse in the removable module.

24. A portable radic communications handset as claimed in claim 23 wherein said
handset is adapted to send a signal to the removable module at the start and end of a
call.

25. A portable radic communications handset as claimed in claim 23 or claim 24
wherein said handset contains information about a secure key that is unique to the
particular handseti and its removabie module pair.

26. A method of communicating using a portable radio communications apparatus
as claimed in any of claims 1 to 8 said method comprising the steps of .

(i} purchasing air time from an air time provider or suitable intermediary;

(i} charging said electronic purse with units equivalent to purchased air time;

{iii) inserting the removable module incorporating the electronic purse into the recess in

the handset;
{iv) determining a content of the electronic purse;
(v} ailowing substantial operation of the communications apparatus on the basis of the

content of the electronic purse;

(vi} operating the communications apparatus and updating the content of the electronic

purse on the basis of said operation,

27. A method as claimed in claim 26 wherein said step of updating the content of the

electronic purse involves fransmission of encrypted messages between the handset and

removable module,
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WO 98/34203 PCT/US98/01391

METHOD AND APPARATUS FOR PERFORMING FINANCIAL
TRANSACTIONS USING A MOBILE COMMUNICATION UNIT

BACKGROUND OF THE INVENTION

1. Field of the Invention

The invention generally relates to mobile communication units such
as mobile telephones and to devices for implementing financial
transactions.

IL. Description of the Related Art

Consumers increasingly use credit cards, debit cards (such as
automated teller machine (ATM) cards), and the like for performing
financial transactions with merchants to purchase goods or services.
Typically, the consumer provides the credit or debit card to the merchant
who runs it through a card scanner to read out a financial identification (ID)
associated with the card. The financial ID and the cost of the goods or
services are forwarded over a telephone network (such as the public
switched telephone network PSTN)) to the bank or other entity providing
the credit for the credit card or maintaining the money associated with the
debit card. The bank verifies that there is sufficient credit or debit capacity
for the transaction and forwards verification to the merchant. The
consumer then is typically asked to sign a receipt for the purchase and the
transaction is thereby completed and the goods or services are conveyed to
the consumer.

Among the advantages of this common type of financial transaction
is that the consumer need not carry significant amounts of cash for making
purchases and may take advantage of any credit granted to him or her.
Disadvantages, however, remain. Consumers typically carry numerous
credit and debit cards which can be lost or stolen and are often left
accidentally with the merchant. Moreover, the financial ID associated with
the card is typically recorded on a magnetic strip on the back of the card
which can be accidentally erased or otherwise rendered unreadable. Often,
purchases are made using credit or debit accounts over the telephone. In
such case, the customer must read the financial ID for the account aloud and
the merchant must transcribe the financial ID. This is, at best, a tedious and
time consuming process and frequent errors occur in reading or transcribing
the financial ID’s. Moreover, the financial ID may be captured by
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unauthorized parties by eavesdropping. Indeed, the party representing itself
as the merchant may merely be fraudulently obtaining financial ID’s
without intending to provide any goods or services. If the purchase is
initiated over the Internet, the financial ID is typically conveyed over the
Internet via computer transmission signals which again are subject to
eavesdropping.

Accordingly, it would be desirable to consolidate all of the financial
ID’s associated with all of the credit and debit cards of a consumer in a single
device not subject to magnetic erasure thereby minimizing the likelihood of
misplacing one of the cards and eliminating the risk of having the financial
ID accidentally erased. It would also be desirable to consolidate the financial
ID’s in a device allowing the ID’s to be transmitted efficiently such that the
financial ID need not be read and transcribed verbally and allowing the
financial ID’s to be transmitted in an encrypted or otherwise protected form
to minimize the risk that the financial ID’s may be captured by
eavesdropping. Aspects of the invention are directed to solving these and
other problems.

To partially address some of these problems, it has been proposed to
store the financial ID of a particular credit or debit account on a Smart Card.
A Smart Card is similar to a credit card in size and shape but includes
electronic circuitry, perhaps in the form of a small microprocessor, for
controlling operation of devices receiving the Smart Card and for storing
information such as financial ID’s. In one possible implementation, the
Smart Card is configured to enable telephony operations of the mobile
telephone and is also configured to store the financial ID of a single credit or
debit account. To effectuate a financial transaction, the Smart Card is
removed from the mobile telephone and provided to a merchant for
insertion into a Smart Card reader for reading the financial ID therefrom.
Although, the use of such a Smart Card has the advantages that the financial
ID cannot be easily erased and may be output subject to appropriate
encryption, many of the other disadvantages of conventional credit and
debit cards remain. For example, depending upon the implementation, a
separate Smart Card may be required for each separate credit and debit
account and the separate cards are thereby subject to being lost or stolen.
Moreover, the consumer may need to terminate a telephone call to allow
the Smart Card to be removed from mobile telephone to effectuate the
transaction. Finally, because the Smart Card must be inserted into a reader
provided by the merchant, no clear advantages are gained for financial
transactions conducted over the telephone or using the Internet.

APPL-1002
APPLE INC. / Page 375 of 1744



WO 98/34203 3 PCT/US98/01391

Accordingly, it would be desirable to provide a more effective
integration of mobile telephony and financial ID transactions and it is to that
end that further aspects of the invention are drawn.

Finally, there is an movement toward enabling the use of digital
money for purchase transactions. Digital money constitutes packets of data
containing financial ID’s defining certain quantities of money that can be
transferred from computer to computer. Digital money differs from credit
or debit money in that it is not tied to any external real world account.
Rather, digital money is the cyberspace equivalent of cash. It would be
desirable to provide the aforementioned integration of mobile telephony
and financial ID transactions in a manner that enables and facilitates digital
money transactions and it is to that end that still further aspects of the
invention are drawn.

SUMMARY OF THE INVENTION

In accordance with one aspect of the invention, financial ID’s are
stored directly within a mobile communications unit such as a mobile
telephone or other device provided with wireless telephony capability such
as a personal data assistant (PDA), a laptop computer, a dedicated Internet
access device, or an electronic organizer. The financial ID’s represent credit
or debit accounts, digital money or other financial instruments. Storage of
financial ID’s within such devices allows the various financial ID’s of credit
and debit accounts of a customer or of digital money to be consolidated and
used efficiently. The ID’s are transmitted by radio or infrared signals to a
merchant or other party to enable quick and efficient transactions such as
purchase transactions. Radio transmission is particularly advantageous for
conducting transactions during a mobile telephone call which might
otherwise require verbally conveying the financial ID of a credit or debit
account. Moreover, by storing the financial ID’s in the mobile
communications unit, the ID’s are therefore not as easily subject to
inadvertent magnetic erasure as with magnetic strip cards, and the risks
associated with misplacing individual credit or debit cards are avoided. The
financial ID’s may be transmitted in an encrypted form to minimize the risk
of unauthorized capture. Almost any form of transaction otherwise
conventionally handled with credit or debit accounts or digital money may
be performed.

In one embodiment, the invention is implemented within a mobile
communications unit by a providing a means for storing a financial
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identification code and a means for transmitting the financial identification
code to effectuate a financial transaction. A means for receiving a signal
representative of a requested financial transaction is also provided along
with means for retrieving the financial ID in response to the received
request signal. To receive selections from the customer, the mobile
communications unit is further provided with a means for providing an
indication representative of the financial identification codes to a customer
and for requesting selection of one to effectuate transaction; and a means for
receiving a selection signal representative of one of the financial
identification codes. To receive authorization from the customer to
complete a transaction, the mobile communications unit further includes a
means for providing an indication of the requested financial transaction to a
customer and for requesting approval to effectuate the transaction; a means
for receiving an authorization signal representative of whether approval is
granted for effectuating the transaction; and a means for transmitting the
authorization signal.

Depending upon the implementation, the means for receiving signals
and the means for transmitting signals may be an infrared
receiver/transmitter, a cellular telephone receiver/transmitter for
communicating with a cellular base station, or a mobile telephone
receiver/transmitter for communicating with a satellitee. = Means for
encrypting signals prior to transmission and for decrypting received signals
may also be employed.

In other embodiments, the invention is implemented as a method.

BRIEF DESCRIPTION OF THE DRAWINGS

The features, objects, and advantages of the present invention will
become more apparent from the detailed description set forth below when
taken in conjunction with the drawings in which like reference characters
identify correspondingly throughout and wherein:

FIG. 1 is a block diagram of a financial transaction system configured
in accordance with an exemplary implementation of the invention wherein
the mobile telephone of a customer has financial ID’s stored therein and
wherein signals relevant to a purchase transaction are transmitted between
the mobile telephone and a merchant cashier register via a cellular
telephone system;

FIG. 2 is a flowchart illustrating the steps performed by the system of
FIG. 1 to effectuate a financial transaction in accordance with a first method

APPL-1002
APPLE INC. / Page 377 of 1744



WO 98/34203 5 PCT/US98/01391

wherein a financial ID is transmitted from the mobile telephone to-a
financial transaction clearinghouse;

FIG. 3 is a block diagram illustrating the mobile telephone of FIG. 1
and showing a financial ID selection display;

FIG. 4 is a block diagram illustrating the mobile telephone of FIG. 1
and showing an authorization display;

FIG. 5 is a timing diagram summarizing, at a high level, steps
performed by the system of FIG. 1;

FIG. 6 is a timing diagram summarizing, at a high level, a second
method wherein the financial ID is transmitted from the mobile telephone
to the merchant cashier register;

FIG. 7 is a block diagram of a financial transaction system configured
in accordance with a first alternative implementation of the invention
wherein signals relevant to the financial transaction are transmitted
between the mobile telephone and the merchant cashier register via a
satellite-based mobile telephone system;

FIG. 8 is a block diagram of a financial transaction system configured
in accordance with a second alternative implementation wherein signals
relevant to the transaction are transmitted between the mobile telephone
and the merchant cashier register via infrared signals;

FIG. 9 is a block diagram of a financial transaction system configured
in accordance with a third alternative implementation and wherein signals
relevant to a transaction initiated during a telephone call are transmitted
between the mobile telephone and the merchant cashier register via a
cellular telephone system;

FIG. 10 is a timing diagram summarizing, at a high level, steps
performed by the system of FIG. 9 to effectuate a financial transaction in
accordance with a first method wherein a credit or debit account is accessed;

FIG. 11 is a timing diagram illustrating, at a high level, steps
performed by the system of FIG. 9 to effectuate a financial transaction in
accordance with a second method wherein digital money is transferred;

FIG. 12 is a block diagram of a financial transaction system configured
in accordance with a fourth alternative implementation of the invention
wherein signals relevant to a transaction initiated via the Internet are
transmitted between the mobile telephone and a merchant computer via a
cellular telephone system connected to the Internet;

FIG. 13 is a timing diagram summarizing, at a high level, steps
performed by the system of FIG. 12 to effectuate a financial transaction in
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accordance with a method wherein digital money is transferred via the
Internet.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS

With reference to the figures, preferred and exemplary
implementations of the invention will now be described. Initially,
techniques of the invention will described with reference to FIGS. 1 - 5
which illustrate a system employing a mobile telephone wherein signals
appropriate for implementing an in-person purchase via a credit or debit
account are transmitted between a mobile unit and a merchant cashier
register or other point of sale unit via a cellular telephone. The transaction
is coordinated by a financial transaction clearinghouse with the financial ID
of a credit or debit account selected by the customer being transmitted from
the mobile telephone to the clearinghouse, rather than to the merchant
cashier register. An alternative method for in-person purchases wherein
the financial ID is transmitted from the mobile telephone to the merchant
cashier register will be described with reference to FIG. 6. Then, alternative
systems employing satellite-fleet mobile communications or direct infrared
communications between the mobile unit and the merchant cashier register
for in-person purchases will be described with reference to FIGS. 7 - 8. Next,
with reference to FIGS. 9 - 11, a system for implementing a purchase
wherein the purchaser and merchant are remote from one another will be
described both for a credit or debit account purchase and for a digital money
purchase. Finally, with reference to FIGS. 12 - 13 a system for implementing
a digital money purchase via the Internet using a lap-top computer with
mobile telephony capability will be described.

FIG. 1 shows a system 10 for performing a purchase based upon a
credit or debit account between a customer (not shown) using a mobile
telephone unit 12 and a merchant (also not shown) using a point of sale
cashier register 14. FIG. 2 illustrates a method performed by the system of
FIG. 1. FIGS. 1 and 2 will be described together with the steps of FIG. 2
provided in parentheses. After the customer verbally indicates a desire to
purchase goods or services, the merchant enters purchase transaction
information including the amount of the purchase and the telephone
number (provided by the customer) of mobile unit 12 into cashier register 14
(FIG. 2, step 102). The cashier register generates a transaction ID and
transmits transaction information and the mobile unit telephone number

APPL-1002
APPLE INC. / Page 379 of 1744



WO 98/34203 7 PCT/US98/01391

over a land line 16 connected to the PSTN 17 to a financial transaction
clearinghouse (clearinghouse) 18 (FIG. 2, step 104). The transaction
information includes, for example, a transaction ID, the identity and cost of
the goods or services and an identification of the merchant. Clearinghouse
18 receives and records the information (FIG. 2, step 106), then calls mobile
unit 12 using the provided telephone number via a cellular system 20
having a base station 22 in the vicinity of the mobile unit 12 (FIG. 2, step
108).

The purchaser answers the incoming telephone call to mobile unit 12
and thereby allows the mobile unit 12 to receive signals transmitted by the
clearinghouse 18 (FIG. 2, step 110). Depending upon the implementation,
clearinghouse 18 may transmit signals to the mobile unit 12 via the cellular
system specifying the amount of the transaction, the identity of the goods or
services, and the identity of the merchant. Clearinghouse 18 also transmits a
request for either digital money or a financial ID specifying a credit or debit
account and approval to charge the account. The mobile unit 12 receives the
signals and presents appropriate displays to the customer to display
information received from clearinghouse 18 and to request selection of a
credit or debit account or digital money (FIG. 2, step 112). To this end,
mobile unit 12 retrieves pre-stored financial information from a memory
unit (not shown) within the mobile unit identifying the credit and debit
accounts of the customer of mobile unit 12 and any digital money stored
therein.

An exemplary display is provided in FIG. 3 within a display screen 24
of mobile unit 12. As can be seen, the exemplary display identifies the
merchant, the goods or services and the amount of the purchase and
provides three credit card accounts and two ATM (debit) accounts for
selection. The credit card accounts méy be, for example, VISA, MASTER
CHARGE, and AMERICAN EXPRESS accounts and may be identified by
appropriate icons in display screen 24. (VISA, MASTER CHARGE and
AMERICAN EXPRESS are trademarks of their respective companies.) The
ATM debit card accounts may be checking accounts maintained at different
banks and may be identified by the bank name or other appropriate icons in
display screen 24. The display also shows that the purchase may be made
using digital money and specifies the amount of digital money available.
Examples involving a digital money purchase will be described below with
reference to FIGS. 11 -~ 13.

The customer enters a selection by, for example, pressing the
appropriate button on keypad 26 corresponding to the number of the
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selected account (FIG. 2, step 114). In the present example the customer
selects credit card no. 2 and is presented with the display of FIG. 4 requesting
authorization to bill the amount of the purchase to the selected credit
account (FIG. 2, step 116). The customer responds by pressing the
appropriate buttons, such as by pressing 1 for YES or 2 for NO. If NO, an
appropriate refusal signal is sent to clearinghouse 18 (FIG. 1) via cellular
system 20 refusing authorization. The refusal is forwarded to the cashier
register and the transaction is terminated. Assuming however, that the
customer grants approval by selecting YES, the mobile unit retrieves the
financial ID for the selected credit account from an internal memory and
forwards the financial ID and an authorization signal to the clearinghouse
along with transaction ID (FIG. 2, step 120) via cellular system 20. Although
not separately shown, the customer may be required to first enter a personal
identification number (PIN) before authorizing the transaction. Also,
depending upon the implementation the financial ID may be encrypted,
perhaps using a public key encryption system, the details of which are well
known to those skilled in the art and will accordingly not be described
herein.

Clearinghouse 18 receives the authorization and the selected financial
ID from mobile unit 12 along with the transaction ID and contacts the
appropriate bank or credit card company to verify that the selected account
has sufficient capacity to cover the purchase (FIG. 2, step 122). In FIG. 1, an
exemplary set of credit card companies 28 and debit card companies 30 are
shown. Communications between clearinghouse 18 and the credit and debit
card companies may be via PSTN 17 or any other appropriate
communications medium.  Assuming that the selected account has
sufficient capacity for the purchase, the selected credit account company
records the amount of the purchase and the transaction ID and sends a
verification signal to clearinghouse 18 for forwarding to the cashier register
14 and to mobile unit 12 (FIG. 2, step 124). Hence, both the customer and the
merchant are advised simultaneously of the verification (FIG. 2, steps 126
and 128). Both mobile unit 12 and the cashier register 14 provide an
appropriate verification display. The telephone call between clearinghouse
18 and the mobile unit 12 is then terminated. The merchant then conveys
the goods or services to the customer and the transaction is completed.
Ultimately, the credit card company forwards a bill to the customer for the
amount of the purchase and forwards funds to the merchant to cover the
purchase.
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Thus, the system of FIG. 1 allows for a purchase transaction using, for
example, a credit or debit account to be completed easily without requiring
the financial ID of the purchasers account to be provided to the merchant
and without the use of conventional credit or debit cards which, as noted
above, are subject to being lost, stolen or damaged. All of the financial ID’s
for all of the customers accounts are consolidated in within mobile unit 12
for easy access. Depending upon the implementation, the memory unit of
the mobile unit may additionally store the amount of credit or debit
remaining, i.e. the account balance, for each credit and debit account. This
information may be updated following each transaction. Assuming that all
purchases are handled wusing mobile wunit 12, the account balance
information stored therein thereby remains correct. If purchases are made
separately perhaps using a conventional credit or debit card, the information
for a particular account can be updated following each transaction involving
that account by transmitting the current account balance from the
appropriate credit or debit card company to the mobile unit via the financial
transaction clearinghouse. Additions to the amount of money available in a
debit account as a result of a deposit may be tracked in much the same
manner.

Depending upon the implementation, the signals transmitted to and
from mobile unit 12 may be entirely digital and may be embedded in any on-
going voice conversation the purchaser may be having using the mobile
unit. For example, for cellular telephone systems employing Code Division
Multiple Access (CDMA) technology, which encodes all voice signals
digitally, the appropriate digital financial transaction signals may be
embedded or interleaved in data packets along with voice signals. In this
manner, the purchaser need not terminate an on-going voice telephone call.
Rather, the purchaser merely pauses briefly during the conversation to
review the information displayed regarding the transaction and to press the
appropriate buttons for selecting the credit/debit account and for authorizing
the purchase.

Also, depending upon the implementation, no financial transaction
clearinghouse is required. Rather, merchant cashier register 14 may
communicate directly with the appropriate credit card and debit card
companies 28 and 30.

The messages exchanged during the performance of the steps of the
method implemented by the system of FIG. 1 are summarized at a high level
as shown in FIG. 5 which provides separate time lines 32, 34 and 36
showing, respectively, the steps performed by mobile unit 12, merchant
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cashier register 14 and financial transaction clearinghouse 18 of FIG. 1. The
steps performed during the generation of the messages shown in FIG. 5 have
already been described with reference to FIGS. 1 and 2, and will not be re-
described.

With the system and method thus far described, the selected financial
ID is transmitted directly from the mobile unit to the financial transaction
clearinghouse. Hence the merchant never receives the financial ID. This
helps maintain the privacy of the financial ID, particularly from
unauthorized use by possible unscrupulous merchants. FIG. 6 summarizes
a somewhat simpler, alternative method wherein the financial ID is
transmitted to the merchant cashier register 14. After the customer indicates
a desire to purchase goods or services and provides the telephone number of
the mobile unit, the cashier register 14 calls the mobile unit using the
telephone number and transmits signals to mobile unit 12 via the cellular
system of FIG. 1, at step 20, advising of the transaction and requesting either
the financial ID of a credit/debit account or digital money and requesting
authorization to complete the transaction. The advise of transaction
information includes an identification of the goods or service to be
purchased and the cost thereof.

Mobile unit 12 provides appropriate displays such as those illustrated
in FIGS. 3 - 4, inputs the appropriate selections from the customer and then,
assuming that a credit or debit account is selected, transmits the financial ID
of the credit or debit account and an authorization signal to the merchant
cashier register, step 202. The cashier register then transmits signals to the
financial transaction clearinghouse, step 204, perhaps using land lines as
illustrated in FIG. 1, advising of the transaction and providing the financial
ID and the authorization signal received from the mobile unit. Again the
advice of transaction information includes the cost of the goods or services
to be purchased. Clearinghouse 18 forwards the financial ID to the
appropriate credit account or debit account company and requests
verification that the selected account has the capacity to cover the purchase.
Assuming that the selected account has sufficient capacity, a verification
signal is received by clearinghouse 18 and then forwarded to the cashier
register 14 for completion of the transaction. One particular advantage of
performing the method of FIG. 6 is that the telephone number of the mobile
unit need not be provided to the merchant for inputting into the cashier
register because no telephone calls are made to the mobile unit.

What has been described thus far is a system wherein communication
between the cashier and the financial transaction clearinghouse is
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performed using the PSTN and wherein communications between -the
mobile unit and clearinghouse is performed using a cellular telephone
system. In general, however, any appropriate forms of communication may
alternatively be employed. For example, communication between the
cashier register and the clearinghouse may also be via a cellular telephone
system. Alternatively, communications may be performed using a satellite-
based mobile communications system. Also, communications between the
mobile unit and cashier may be performed using an infrared system.

FIG. 7 illustrates a satellite-based system 310 having a mobile unit 312,
a cashier register 314, a financial transaction clearinghouse 318, and credit
account and debit account companies 320 and 322 all interconnected via a
satellite mobile communications system represented by a single satellite 324.
The satellite system may include ground stations not separately shown. All
communications between the various units are performed using the
satellite system thereby eliminating the need for any land line
communications. Any of the transaction methods described above with
respect to FIGS. 1 - 6 may be performed using the system of FIG. 7 and the
methods will not be re-described.

FIG. 8 illustrates an infrared-based system 410 having a mobile unit
412, a cashier register 414, PSTN 417, a financial transaction clearinghouse
418, and credit account and debit account companies 428 and 430. As with
the system of FIG. 1 the cashier register, the clearinghouse and the credit and
debit account companies are interconnected via the PSTN. However,
communication between the mobile unit and the cashier is performed using
infrared signals. More specifically, mobile unit 412 has an infrared
receiver/transmitter 424 and cashier register 414 has an infrared
receiver/transmitter 426.

In an exemplary transaction performed in accordance with the
method of FIG. 6, the cashier transmits to the mobile unit via infrared
signals the amount of the transaction and an identification of the goods or
services. The mobile unit inputs the customers selection of a credit or debit
account, receives explicit authorization from the customer, then transmits
the financial ID of the selected account and an authorization signal to the
cashier register 414 via infrared signals. Transmission and reception of the
infrared signals may be entirely in accordance with conventional infrared
techniques which are well understood by those skilled in the art and will not
be described herein. In an alternative embodiment of the invention, the
method of FIG. 2 is performed using the system of FIG. 8 whereby the
telephone number of mobile unit 12 is exchanged using the infrared link.
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Thus far, in-person transaction methods have been described wherein
the customer with mobile unit is in the vicinity of the merchant cashier
register. In the following, transactions are described wherein the customer is
remote from the merchant and initiates the transaction either via a mobile
telephone call to the merchant or via an Internet or similar computer
network connection. Also, transactions are described wherein digital money
is conveyed.

FIG. 9 illustrates a system 510 having a customer mobile unit 512 and
a merchant cashier register 514 with telephone 515. The mobile unit is
located remote from the cashier and telephone as indicated by a dashed line
interposed between them. Cashier register 514 and telephone 515 are
connected via a land line 516 to PSTN 517 which, in turn, is connected to a
financial transaction clearinghouse 518, cellular system 520 having base
station 522, and credit and debit account companies 528 and 530. The
customer initiates a purchase transaction by calling the merchant telephone
515 using mobile unit 512 and indicates a desire to purchase goods or
services. The merchant enters the selected transaction into cashier register
514 which communicates directly with mobile unit 512 via the open mobile
telephone call connection to digitally provide the amount and nature of the
transaction to the mobile unit and to digitally requests a financial ID and an
authorization signal for completing the transaction. This assumes that a
mobile system is employed that allows embedding of digital signals within
voice telephone conversation signals such as the aforementioned CDMA
system. The customer pauses briefly during his conversation with the
merchant to select a credit or debit account and to authorize the transaction
in the same manner as described above with reference to FIGS. 3 - 4. Mobile
unit 512 retrieves the financial ID of the selected account and transmits the
financial ID and an authorization signal digitally to cashier register 514 again
via the same mobile telephone call. Cashier register 514 immediately
forwards the financial ID and authorization signal to the financial
transaction clearinghouse over a second PSTN line (not separately shown).
Clearinghouse 518 operates in the same manner as described above to obtain
verification that the selected account has sufficient capacity of the purchase.
A verification signal is forwarded back to the cashier 514 which displays the
verification to the merchant who verbally conveys the verification to the
customer using telephone 515. Verification may additionally be transmitted
from the cashier register to the mobile unit via the open mobile telephone
call. The telephone call is then terminated and the transaction is thereafter
completed by providing the goods or services to the customer.
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The steps of the method implemented by the system of FIG. 9 are
summarized at a high level within FIG. 10 which provides separate time
lines 532, 534 and 536 showing, respectively, the steps performed by the
mobile unit 512, the cashier register 514 and the financial transaction
clearinghouse 518 of FIG. 9.

Hence, a system is provided wherein digital signals pertaining to a
purchase transaction are transmitted between a customer mobile unit and a
merchant cashier register during a voice mobile telephone conversation
between the customer and merchant. This is similar to otherwise
conventional telephone purchase transactions using credit or debit accounts,
but with the system of FIG. 9 - 10 the customer need not verbally convey the
financial ID of a credit/debit account to the merchant during the telephone
call. This has the advantage of speeding up the transaction because the
customer need not read aloud the financial ID, name and expiration date
from a credit card and the merchant need not record that information. Also,
mistakes that can commonly occur in reading and transcribing the digits of
the financial ID are avoided. Moreover, the unauthorized capture of the
financial ID by eavesdropping is minimized. As with previous
embodiments, the financial ID may encrypted to further reduce the risk of
unauthorized access.

Thus far, all example transactions described have involved the
purchase of goods or services using a credit or debit account selected by the
customer. As noted above, however, any of the various transaction
methods and systems also allow payment for the goods or services using
digital money stored within the mobile unit.

FIG. 11 summarizes a digital money transaction using the system of
FIG. 9. FIG. 11 provides separate time lines 632 and 634 showing,
respectively, the steps performed by the mobile unit 512 and the point of sale
cashier register 514 of FIG. 9. No time line is provided for the financial
transaction clearinghouse because no credit or debit account is used and
hence account verification is required. Rather digital money is conveyed for
the customer mobile unit to the merchant cashier register.

The customer initiates a purchase transaction with the merchant
during a voice mobile telephone call from the mobile unit to the merchant
telephone, step 636. The merchant enters the purchase transaction
information into the cashier register and, in the same manner as described
above without reference to FIG. 9, the cashier register transmits digital
signals to the mobile unit advising of the transaction and requesting a
financial ID and an authorization signal, step 638. The customer is then
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presented with a display such as is shown in FIG 3. However, rather than
selecting a credit or debit account, the customer presses the appropriate
buttons to select the digital money option and to authorize the purchase.
Assuming the customer has sufficient digital money stored within the
mobile telephone to cover the purchase, the financial ID or ID’s of the digital
money is transmitted to the cashier register as digital signals embedded
within the mobile telephone voice conversation signals, step 640. The
cashier register receives and stores the digital money. Hence, the digital
money account of the mobile unit is decreased and the digital money
account of the cashier register is increased. The completion of the digital
money transaction is confirmed by transmitting appropriate verification and
receipt signals from the cashier register back to the mobile unit, step 642.
The telephone call is then ended and the goods or services are ultimately
conveyed to the customer. If the goods or services are for some reason not
conveyed, the verification and receipt signals received by the mobile unit of
the customer provide proof of the transaction.

Thus far all transactions have been described with reference to
systems employing mobile telephones capable of voice conversation
telephone calls. As noted above however, purchase transactions can be
performed in accordance with the invention using other types of mobile
communications units such as laptop computers and PDA’s configured with
mobile transmitter/receivers. FIG. 12 provides an example of a system
employing a laptop computer wherein a purchase transaction is performed
over the Internet. FIG. 13 illustrates a method using the system of FIG. 12
wherein the purchase is made with digital money.

FIG. 12 illustrates a system 710 having a mobile laptop computer unit
712 and a merchant computer 714 located remote from one another.
Merchant computer 714 is connected via a land line 716 to a PSTN 717 which
is in turn connected to a financial transaction clearinghouse 718, the Internet
719 and a cellular system 720 having a base station 722. The clearinghouse is
additionally connected to various credit account and debit account
companies 728 and 730.

The customer initiates a purchase transaction by contacting the
merchant computer via the cellular system and the Internet. In this regard,
the laptop computer employs a modem (not separately shown) in
connection with a mobile receiver/transmitter (also not separately shown)
to contact the merchant computer via base station 722, cellular system 720,
Internet 719 and PSTN 717 perhaps to access World Wide Web page
maintained by the merchant. In any case, the customer selects goods or
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services to be purchased by entering the appropriate commands into laptop
712 for transmission to merchant computer 714.

The merchant computer receives the customers purchase selection
and transmits appropriate signals confirming the purchase selection and
requesting a financial ID and an authorization signal. As with the other
embodiments described above, the customer may select a credit or debit
account or a quantity of digital money. If the former, the financial ID of the
account is transmitted via the Internet, preferably encrypted, to the
merchant computer for forwarding to the financial transaction
clearinghouse, perhaps also via the Internet, for verification of adequate
credit or debit account capacity. Appropriate, verification signals are sent to
the merchant computer and forwarded to the customers laptop computer. If
the purchase is via digital money, the financial ID defining the needed
quantity of digital money is transmitted over the Internet to the merchant
computer, again preferably encoded in some manner to prevent
unauthorized capture, and appropriate verification and receipt signals are
sent back to the customer. With the digital money transaction, no signal
need be sent to the clearinghouse.

FIG. 13 summarizes the digital money transaction using the system of
FIG. 12. FIG. 13 provides separate time lines 732 and 734 showing,
respectively, the steps performed by the laptop 712 and merchant computer
714 of FIG. 12. Again, no time line is provided for the financial transaction
clearinghouse because no credit or debit account is used and hence account
verification is required.

Various exemplary systems and methods for performing financial
transactions such as purchase transactions using a mobile telephone or other
mobile communications unit configured to store the financial ID’s of
various credit and debit accounts and/or quantities of digital money have
been described. In accordance with the principles of the invention, a wide
variety of other financial transactions may be performed as well including,
in general, almost any transaction otherwise handled with credit or debit
cards or digital money. Although the examples provided wherein relate to
mobile telephone or laptops computers, principles of the invention can be
applied to almost any type of mobile communications unit including, the
aforementioned PDA’s, mobile Internet access devices, etc.

The exemplary embodiments have been primarily described with
reference to block diagrams illustrating apparatus elements and timing
diagrams and flow charts primarily illustrating method steps. As to the
timing diagrams and flowcharts, each block or step therein represents both a
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method step and an apparatus element for performing the recited step.
Depending upon the implementation, each apparatus element, or portions
thereof, may be configured in hardware, software, firmware or combinations
thereof. It should be appreciated that not all components necessary for a
complete implementation of a practical system are illustrated or described in
detail. Rather, only those components necessary for a thorough
understanding of the invention have been illustrated and described.

Moreover, the previous description of the preferred embodiments is
provided to enable any person skilled in the art to make or use the present
invention. The various modifications to these embodiments will be readily
apparent to those skilled in the art, and the generic principles defined herein
may be applied to other embodiments without the use of the inventive
faculty. Thus, the present invention is not intended to be limited to the
embodiments shown herein but is to be accorded the widest scope consistent
with the principles and novel features disclosed herein.

WE CLAIM:
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CLAIMS

1. In a mobile communications unit, a system for performing a
2 financial transaction comprising:
means for storing a financial identification code; and
4 means for transmitting said financial identification code to
effectuate a financial transaction.

2. The system of claim 1 further including
2 means for receiving a signal representative of a requested financial
transaction; and
4 means for retrieving the stored financial identification code in
response to reception of the signal representative of the requested financial
6 transaction.

3. The system of claim 1 wherein said mobile communications

2 unit is selected from a group consisting of a mobile telephone, a personal

data assistant with mobile telephony capability, a laptop computer with

4 mobile telephony capability, an Internet access device with mobile telephony
capability, and an electronic organizer with mobile telephony capability.

4. The system of claim 1 wherein said financial identification code
2 is representative of digital money.

5. The system of claim 1 wherein said financial identification code
2 is representative of a debit account.

6. The system of claim 1 wherein said financial identification code
2 is representative of a credit account.

7. The system of claim 1 wherein said means for storing a
2 financial identification code stores a plurality of financial identification
codes.
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8. The system of claim 7 wherein said system further includes --
2 means for providing an indication representative of said
financial identification codes and for requesting selection of one to effectuate
4  transaction; and
means for receiving a selection signal representative of one of
6 said financial identification codes.

9. The system of claim 2 further comprising:
2 means for providing an indication of said requested financial
transaction and for requesting approval to effectuate transaction;
4 means for receiving an authorization signal representative of
whether approval is granted for effectuating said requested transaction; and
6 means for transmitting said authorization signal.
10.  The system of claim 9 wherein said means for receiving an
2 authorization signal operates to receive a personal identification number
code.
11. The system of claim 4 further including
2 means for receiving a signal indicative of a completed financial

transaction; and
4 means for modifying said digital money financial identification
code to reflect the completed financial transaction.

12.  The system of claim 2
2 wherein said means for receiving the signal representative of the

requested financial transaction includes an infrared receiver.

13.  The system of claim 1
2 wherein said means for transmitting said financial identification code
includes an infrared transmitter.

14. The system of claim 2
2 wherein said means for receiving the signal representative of the
requested financial transaction includes a cellular telephone receiver.

15.  The system of claim 1
2 wherein said means for transmitting said financial identification code
includes a cellular telephone transmitter.
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16.  The system of claim 2 -~

wherein said means for receiving the signal representative of the
requested financial transaction includes a wireless telephone receiver for
receiving signals from a satellite.

17.  The system of claim 1

wherein said means for transmitting said financial identification code
includes a wireless telephone transmitter for transmitting signals to a
satellite.

18.  The system of claim 1 wherein said means for transmitting said
financial identification code includes a means for encrypting the financial
identification code prior to transmission.

19. In a mobile communications unit, a system for performing a

financial transaction comprising:

a memory unit storing a financial identification code;

a receive unit receiving a signal representative of a requested
financial transaction;

a control unit retrieving the financial identification code in
response the received signal; and

a transmit unit transmitting said financial identification code
to effectuate said requested financial transaction.

20. A system for performing a financial transaction comprising:
a point of sale unit comprising
means for transmitting a signal representative of a
requested financial transaction, and
means for receiving a financial identification code for
effectuating said requested financial transaction;
a mobile communications unit comprising
means for storing a financial identification code,
means for receiving the signal representative of the
requested financial transaction, and
means for transmitting said financial identification code
to effectuate said requested financial transaction.
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21. In a mobile communications unit, a method for performing a
2 financial transaction comprising the steps of:
storing a financial identification code; and
4 transmitting said financial identification code to effectuate a
financial transaction.

22.  The method of claim 21 further including the steps of
2 receiving a signal representative of a requested financial
transaction; and
4 retrieving the stored financial identification code for
transmission in response to reception of the signal representative of a
6 requested financial transaction.

23.  The method of claim 21 wherein said mobile communications

2 unit is selected from a group consisting of a mobile telephone, a personal

data assistant with mobile telephony capability, a laptop computer with

4 mobile telephony capability, an Internet access device with mobile telephony
capability, and an electronic organizer with mobile telephony capability.

24. The method of claim 21 wherein said financial identification
2 code is representative of digital money.

25. The method of claim 21 wherein said financial identification
2 code is representative of a debit account.

26. The method of claim 21 wherein said financial identification
2 code is representative of a credit account.

27.  The method of claim 21 wherein said step of storing a financial
2 identification code is performed to store a plurality of financial identification
codes.

28. The method of claim 27 wherein said method further includes
2 the steps of
providing an indication representative of said financial
4 identification codes and for requesting selection of one to effectuate said
transaction; and
6 receiving a selection signal representative of one of said
financial identification codes.
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29.  The method of claim 23 further comprising the steps of: -

2 providing an indication of said requested financial transaction
and for requesting approval to effectuate said transaction;
4 receiving an authorization signal representative of whether
approval is granted for effectuating said transaction; and
6 transmitting said authorization signal.
30. The method of claim 21 wherein said step of receiving a

2 authorization signal is performed to receive a personal identification
number code.

31.  The method of claim 24 further including the steps of
2 receiving a signal indicative of a completed financial
transaction; and
4 modifying said digital money financial identification code to
reflect the completed financial transaction.

32.  The method of claim 22
2 wherein said step of receiving the signal representative of the

requested financial transaction includes the step of receiving an infrared
4 signal.

33.  The method of claim 21
2 wherein said step of transmitting said financial identification code
includes the step of transmitting an infrared signal.

34.  The method of claim 22
2 wherein said step of receiving the signal representative of the
requested financial transaction includes the step of receiving a cellular
4 telephone signal.

35. The method of claim 21
2 wherein said step of transmitting said financial identification
code includes the step of transmitting a cellular telephone signal.

36. The method of claim 22
2 wherein said step of receiving the signal representative of the
requested financial transaction includes the step receiving signals from a
4 satellite.
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37.  The method of claim 21 -
2 wherein said step of transmitting said financial identification code
includes the step of transmitting signals to a satellite.

38.  The method of claim 21 wherein said step of transmitting said
2 financial identification code includes the step of encrypting the financial
identification code prior to transmission.

APPL-1002
APPLE INC. / Page 395 of 1744



PCT/US98/01391

WO 98/34203

1/13

oc 4SNOHONTIVATD
\ NOLLDVSNVIL
TVIDNVNI
7# ANV INOD
advd
11990
1# ANVANOD
Qv NISd
1199a
0€ N1
wN/ ¢
e AV INOD WALSAS ¥VINTIED \\ON
Qv
LIATED
1# ANVJINOD NOLLVIS 35V (44
QAVD |/
1LIATD
— P

O 0O

01

APPL-1002

APPLE INC. / Page 396 of 1744



WO 98/34203

PCT/US98/01391

2/13 B
OPERATIONS PERFORMED
OPERATIONS PERFORMED BY CASHIER OPERATIONS PERFORMED
BY FINANCIAL
BY MOBILE UNIT WITH REGISTER
STO! TRANSACTION
PR T CLEARINGHOUSE
FINANCIAL ID'S I
INPUT PHONE NUMBER
OF MOBILE UNIT AND
- TRANSACTION INFO. s
102
I N
TRANSMIT TRANSACTION
RECEIVES TRANSACTION INFORMATION TO RECEIVES TRANSACTION
AMOUNT INFORMATION
FINANCIAL TRANSACTION
AND REQUEST CLEARINGHOUSE
FOR FINANCIAL ID AND __ 4 |
AUTHORIZATION TO
PERFORM TRANSACTION \ TRANSMITS REQUEST
FROM FINANCIAL 104 FOR FINANCIAL ID AND
TRANSACTION AUTHORIZATION TO
CLEARINGHOUSE - —— — ———|————— = PERFORM TRANSACTION
.\ TO MOBILE UNIT
| 110 j
108
DISPLAYS FINANCIAL
ACCOUNT'S AND REQUESTS
SELECTION \
112
INPUTS FINANCIAL
ACCOUNT SELECTION F\
114
DISPLAYS SELECTED 122
FINANCIAL ACCOUNT AND \
TRANSACTION
AMOUUESTSI NT AND RECEIVE AUTHORIZATION
Amki-}lsomzAnon AND ENCRYPTED FINANCIAL
© N ID, DECRYPT ID AND
116 VERIFY THAT ACCOUNT
| ASSOCIATED WITH ID
IF VERIFICATION 120 CAPACITY FOR FINANCIAL
RECEIVED, RETRIEVE - TRANSACTION
FINANCIALIDAND  [——————=|—————~— >
TRANSMIT ENCRYPTED ID
AND AUTHORIZATION
126 124 ——0_
]
-a/__ ___________ IF OK, TRANSMIT
- VERIFICATION TO
BOTH MOBILE UNIT
RE(I;ISPLAY RECEIVE AND DISPLAY AND CASHIER
VERIFICATION VERIFICATION
N FiG. 2
APPL-1002

APPLE INC. / Page 397 of 1744



WO 98/34203
3/13 PCT/US98/01391

SELECT METHOD OF PAYMENT
FOR PURCHASE OF STEREO
FROM XYZ CO. FOR $423.71:

1. CREDIT CARD #1 4. DIG. MONEY
($1000)

2. CREDIT CARD #2 5. ATM #1

3. CREDIT CARD #3 6. ATM #2

N

/,.._—26

12

FIG. 3

APPL-1002
APPLE INC. / Page 398 of 1744



WO 98/34203 4/13 >Q PCT/US98/01391 o

CHARGE $423.71 TO CREDIT
CARD #2?

1. YES

2.NO 24

26
_—//
12
APPL-1002

APPLE INC. / Page 399 of 1744



PCT/US98/01391

WO 98/34203

¢ DI

ANV dI TVIONVNId

\_ >
¢ A0 NOILLVDLIIAA
// ™ z€
{XONOILVOWREA |
avavd [ e
11990/ LIaTID
INAIDHANS SYH |
I TVIONVNI [
Ad @aiDads j NOLLVZRIOHLNV

INNODDV ’
TVIONVI LVHL 9¢ aI NOLLDVSNVL
SATIAA ANV Sl .
"SNVIL STHOLVIN

NOILVZIIOHLNV
ANV a1 TVIDNVNI
1S3N0TI ANV
< QI NOLLDVSNVIL
N QINOLLDVSNVAL ANV NOLLYIMOANI
AdIDAJS ANV NOLLDVSNVYL 3AIAO¥d
NOLLDVSNVIL
ISNOHONIVETD 40 FSIAQY w%m%ww 1INN TTIION
JINOISND
NOILDVSNVIL Reeiabn 0

TVIONVNI

APPL-1002

APPLE INC. / Page 400 of 1744



PCT/US98/01391

WO 98/34203

6/13

9 DI

90¢ j
>

e

/ ¢SO NOLLVDIARIEA

ALIDVAVD e N\
LgaaA/LIATD  [e4—
INGDHANSSYH | Noj1yZMOHINY ANV
dl TVIDNVNIL Al TVIDNVNI 3a1A0¥d 207
Ag Q4HIDdS ANV NOLLDVSNVY1
LNNOJDV 40 HSIAQV
TVIDNVNI LVHL -
SATIAA [ NOLLVZIMOHINY
ANV I TYIDNVNIA
002
/ v
NOLLVZIMOHINY
ANV Al TYIDNVNL
1SANOTY ANV NOLLDVSNWHL
I5NOHONRIVAT) INnwamsy) ~— d03SIAQY
NOLLDVSNVYL INVHIUIN

TVIONVNIL

LINO HTIHON
JINOLSND

APPL-1002

APPLE INC. / Page 401 of 1744



PCT/US98/01391

WO 98/34203

7/13

0ce
)

T ANVANOD
advo

LIATID P

1# ANVJNOD
agvo

LIATID
N~ 0z¢ P

81¢ //

HSNOHONRIVATO
NOILLOVSNVYIL
TYIONVNIA

L Ol

ClE

O O

483

yie

(1] 8%

APPL-1002

APPLE INC. / Page 402 of 1744



PCT/US98/01391

WO 98/34203

0gh~,
l/

o ANVANOD
adavo
Lgdd

or¥ //

yAL4 /

8/13

# ANVdJNOO
@Ivo
11493d

o@\ .

wNw./ .

NLSd

T ANVANOD
agavo
L1IaTIo

I# ANVJNOD
aQvo
LIGTIO

SNOHONRIVHTO
NOILDVSNVIL
TVIONVNIA

N~ 8C¥

8

I

i

8 DId

(11874

APPL-1002

APPLE INC. / Page 403 of 1744



PCT/US98/01391

WO 98/34203

9/13

0es -

(

TH ANVJIINOD
aQavo
L1949

1# ANVJNOD
aavod
LIgdG

ISNOHONNVATO
NOLLDVSNVIL
TVIONVNI

NISd

s -

mum/ .

T ANVANOD
aavo
LIdTID

T# ANVANOD
advo
1Id3ID

N—gzg

N1

WHISAS avVINTIHO

0cs

014

218

NNmJ

NOILVIS 35vd

APPL-1002

APPLE INC. / Page 404 of 1744



PCT/US98/01391

WO 98/34203

10/13

. TIVD
_ 9.\ me ANOHJITIL
and
'\ '\
>
ATIVENEA
|  NOIIDVSNWVII
/ ARLINOD
\l 'O NOILLVDIRIAA
ALIDVAVD
1g9a/1aTD (e \\
INGDDHANSSYH | N1 vZMOHLOY ANV
AI'TVIONVNLL | 41 791ONVNLE 3AIA0¥d <
vty NV NOLLDVSNVL / ATIVLION
TVIDNVNI LVHL 40 BIAAY NOLLVZRIOHLNV
SALITIAA ANV aI TYIDNVNI 3QIA0¥d
s
j e ATTVLIO K
NOLLVZIMOHLOV [N
9€g pES ANV a1 TVIONVNI z68
1SINOTI ANV NOLLVINIOINI
NOILLDVSNVIL LINSNVYL
o
ﬂ:o ANOHJHATAL
ONIINA
MAISIORY  ATIVE¥IA NOILDVSNvaL  LINA
FSNOHONRIVATD JATHSYD 1SAN0OTA TGO

NOILDVSNVYL INVHD¥AN YINOLSND

TVIONVNI

APPL-1002

APPLE INC. / Page 405 of 1744



PCT/US98/01391

11/13

WO 98/34203

¥£9

\.

L1 O

TIVO
INOHJATAL
aN3d

>.ﬁ<mmm> \
NOILOVSNVIL
WRIIANOO

ovo//

N

AINOW TV.LIOIA LINSNVYL

8E9 j

ATIVLIOId
NOILVZRIOHLNV
ANV dI TYIONVNIL
L1SINOTI ANV NOILVIIOANI
NOLLDVSNVIL LINSNVIL

omol/

\\&

N

4%

d

T1VO ANOHJA 4L

YAISIO  ATTVEIIA NOILOVSNVIL LINN

YHIHSVO

I1San0OTI

INVHOJIW

JTIHON
JINOLSNO

APPL-1002

APPLE INC. / Page 406 of 1744



PCT/US98/01391

71 'Ol P

Tt ANVANOD

. P1L
. N 814 ]
) 4SNOHONRIVAT

n\o& ] NOLLDVSNWRL |/ %x

i IVIDNVNIA

@IV — —==]

1194d

T# ANVJNOD
aavo NISd

11g3da [E

12/13

8z ) . JANRIELNI 614

U ANVANOD
agvo =
L1Ia®id

WALSAS ¥VINTTED 0z

NNnj

1# ANVANOD

APPL-1002

APPLE INC. / Page 407 of 1744

agvo —
LIaqd

NOQILVIS 35vd

WO 98/34203

N—gu

_
|
_
_
|
_
_
_
|
|
|
_

el - [E |
_
I
|
|
_
|
_
_
|
_
_
_

H



PCT/US98/01391

WO 98/34203

13/13

yeL

JALSIOY
MFTHSVO

¢l DI

NOILDENNOO
LANRALNI
anNd A

¢ /
LANIALNI

LANMALNI VIA \
NOILDVSNVYIL
AIANOD

VIA AANOW TV.LIDIA 2aIA0¥d
—>

JANAALNI VIA
NOILVZRIOHINV
ANV dI TVIDNVNIA

< //
LANIFLNI

VIA NOILLDVSNVAIL
1s3n0Fd

INVHOUIW

JINN
J19ON
JIWOLSND

1sAN0OMA j

[4%4

APPL-1002

APPLE INC. / Page 408 of 1744



INTERNATIONAL SEARCH REPORT

Intern«tional Application No

PCT/US 98/01391

A. CLASSIFICATION OF SUBJECT MATTER

IPC 6 GO7F19/00 H04M17/00

According to International Patent Classification(!PC) or to both national classification and IPC

8. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbois)

IPC 6 GO7F HO04M

Documentation searched other than minimumdocumentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X WO 96 25828 A (NOKIA MOBILE PHONES) 22
August 1996
A see abstract; claims; figures 1,6,7

see page 13, line 3 - page 19, line 28
A WO 94 11849 A (H.T. VATANEN) 26 May 1994

see abstract; claims; figures
see page 5, line 36 — page 11, line 10

A EP 0 708 547 A (AT & T) 24 April 1996
_/_._ .

1,3-7,
21,23-27
8,10-15,
19,20,
28,30-35

30,32-35

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

© Special categories of cited documents :

"A" document defining the general state of the art which is not
considered to be of particular relevance

“E" earlier document but published on or after the international
filing date

" " document which may throw doubts on priority claim(s) or
which is cited to establish the publicationdate of another
citation or other special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

“T" fater document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

"X" document of particutar relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

“Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
ments, such combination being obvious to a person skilled
in the art.

"&" document member of the same patent family

Date of the actual completion of theinternational search

7 July 1998

Date of maiting of the international search report

15/07/1998

Name and mailing address of the ISA
European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo ni,
Fax: (+31-70) 340-3016

Authorized officer

David, J

Fom PCT/ISA/210 (second sheet) (July 1992)

page 1 of 2

APPL-1002
APPLE INC. / Page 409 of 1744



INTERNATIONAL SEARCH REPORT

Internutional Application No

PCT/US 98/01391

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT .

Category ° | Citation of document, with indication,where appropriate, of the relevant passages Relevant to claim No. -~

A WO 96 13814 A (B. VAZVAN) 9 May 1996

Form PCT/ISA/210 (continuation of second sheat) (July 1992)

page 2 of 2

APPL-1002
APPLE INC. / Page 410 of 1744



INTERNATIONAL SEARCH REPORT

Information on patent family members

internsationat Application No

PCT/US 98/01391

Patent document Publication Patent family Publication
cited in search report date member(s) date -
WO 9625828 A 22-08-1996 FI 950685 A 16-08-1996

AU 4624796 A 04-09-1996
EP 0809916 A 03-12-1997
WO 9411849 A 26-05-1994 FI 925135 A 12-05-1994
FI 934995 A 12-05-1994
AT 159602 T 15-11-1997
DE 69314804 D 27-11-1997
EP 0669031 A 30-08-1995
ES 2107689 T 01-12-1997
NO 951814 A 09-05-1995
EP 0708547 A 24-04-1996 us 5608778 A 04-03-1997
CA 2156206 A 23-03-1996
JP 8096043 A 12-04-1996
WO 9613814 A 09-05-1996 FI 945075 A 29-04-1996
EP 0739526 A 30-10-1996
FI 962553 A 25-11-1997
FI 962961 A 28-08-1996
FI 971009 A 26-04-1997
FI 971248 A 26-04-1997
FI 971848 A 30-04-1997
Form PCT/ISA/210 (patent family annex) (July 1992)
APPL-1002

APPLE INC. / Page 411 of 1744



Espacenet - Bibliographic data Page 1 of 2

LN

o
&F\m\\

Espacenet

Searching for patents

« WO0197118 (Al)

Bibliographic data: WO0197118 (A1) — 2001-12-20

.
.
.
.
.

SETTLING METHOD USING MOBILE PHONE AND MOBILE PHONE

NG M
NG M

Page bookmark WG STUB ALY ~ 8%
Inventor(s): JOGU TAKAKO [JP]; ATAE SADAYUKI [IP] + (JOGU, TAKAKO, ;
Applicant(s):  JOGU TAKAKO [JP]; ATAE SADAYUKI [IP] :+ (JOGU, TAKAKO, ; ATAE, SADAYUKI)

. . G
international:

Classification: AN T R
. 1AM T
- cooperative:
Application
‘WO2001JP05039 20010613
number:

Priority number -
(s): =
Also published as: ¥

Abstract of W00197118 (A1)

xt intoTooltip

I g b e g
‘xgs\\\\“‘\\\\%\&“\‘\\\\“\‘\“\‘\& iR Y e

http://worldwide.espacenet.com/publicationDetails/biblio? CC=WO&NR=0197118A1&K... 1/28/2016
APPL-1002

APPLE INC. / Page 412 of 1744



Espacenet - Bibliographic data Page 2 of 2

A virtual account (110) is opened in a mobile phone firm (10} for each user (12) of a mobile phone (13). A user (12) deposits advance payment in a virtual account (110}
using a mobile phone (13). Advance payment is paid in combination with telephone charges or by means of a credit card or a debit card. A balance of a virtual account
is stored in a mobile phone (13). When shopping at a virtual store on the Internet, the phone number of a mobile phone (13) is transmitted, and , when shopping at a real
store, the phone number is sent to a POS terminal. Each store bills a settlement amount to a mobile phone firm. Therefore, settlement can be made with high security and
simplicity by using a mobile phone.
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WO 02/071354 PCT/CA02/00272

SYSTEM AND METHOD FOR FACILITATING AN M-COMMERCE
TRANSACTION

BACKGROUND OF THE INVENTION

Payments in commercial transactions have evolved over time, from cash transactions,
to credit card transactions to present day payment via electronic devices. Each step in
the evolution has spawned its own industry and infrastructure, and successive levels
in the evoluti‘on have built on the existing infrastructure. Collectively these

infrastructures and processes are referred to as the payment industry.

While wireless and Internet technologies are fuelling change within the current
payment industry, there is a need for new innovative payment solutions, which
leverage the hard earned trust of existing financial institutions. It is the eventual goal
to effect a transformation of the payment industry by enabling secure and trusted

payments, in any form of tender, via any electronic device.

In general, mobile e-commerce (m-commerce) is defined as online purchasing of
goods and services, including subscription based services, such as news, music and
financial services, using a mobile phone service. A major challenge. inhibiting
widespread adoption of m-commerce solutions today is that purchasers often do not

trust a mobile device as a secure way of making online payments.

A first step in overcoming this challenge is to involve the wireless carrier as the
merchant in selling its own prepaid subscription service in real time. Mobile carriers
currently provide three prepay top up solutions. In the first soluﬁon, customers
purchase a card such as a magnetic stripe card or similar encoding mechanism to
indicate that the customer-has paid a predetermined prepaid value for the card. These
so-called “prepaid vouchers” are purchased at retail outlets. The code on the prepaid
voucher is read by the purchaser and communicated either directly on the phone with
a carrier customer service representative, or through the carrier’s IVR (Interactive

Voice Response) system. The code represents a monetary value, which may be added

APPL-
APPLE INC. / Page 578 of 1744

1002



10

15

20

25

30

WO 02/071354 PCT/CA02/00272

to the balance of the customer’s prepaid account maintained by the carrier. A second

solution is payment via credit card, wherein credit card information is either

communicated to a carrier’s customer service representative via voice or through a PC

based web interface. A third solution involves customers prepaying for airtime
through automated telemachines (ATM’s). This solution is similar to prepaid
vouchers in that a code printed on the ATM receipt is communicated to the carrier’s

customer service representative or entered through the carrier’s IVR system.

As may be seen, none of the above solutions allow immediate, secure, authenticated

and non-repudiable prepay top up of the customers pre paid value via the customer’s

wireless telephone or similar device. Because of this, current pre-paid solutions are

not as successful as anticipated.

It is thus an objective of the present invention to mitigate some of the above

disadvantages.

SUMMARY OF THE INVENTION

One objective of the present invention is to enable authenticated credit transactions
and real time payment for top-up of prepaid cellular phones, which uses existing
interfaces at both the cell phone carrier network and at the financial institution

effecting the top up payment.

In accordance with this invention there is provided a method for enabling
authenticated payment by a user for top-up of prepaid services through a transaction
device in real-time and which use is made of existing interfaces of both the
transaction device service provider and of the financial institution effecting the top-up
payment, the method comprising the steps of receiving at an application server first
information indicative of the transaction device authentication; receiving at the
application server second information for verification of the user; and using both the

first and second information to authorize top-up payment of the prepaid service
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BRIEF DESCRIPTION OF THE DRAWINGS |

These and other features of the preferred embodiments of the invention will become
5  more apparent in the following detailed description in which reference is made to the
appended drawings wherein:
Figure 1 is schematic diagram of a payment system according to the present
invention;
Figure 2 is a schematic diagram of a payment system according to one
10 embodiment of the invention;
Figure 3 is a schematic diagram of a payment system according to another
embodiment of the invention;
Figures 4, 5, 6 and 7 show ladder diagrams for use-case scenarios of the
system of figure 3.
15
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

In the following description like numerals refer to like structures in the drawings. For
convenience, the definitions, acronyms, and abbreviations used in the description are
20  listed in table 1

Table I
Acronym/ Expansion
Abbreviation ‘
TGS Transaction Gateway Server
AS Application Server
RTP Real Time Payment
MWS Merchant Wallet Server
VTS Virtual Terminal Server ‘
IVR Interactive Voice Response
MT Mobile Terminal
CDPD Cellular Digital Packet Data
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4

Acronym/ | Expansion

Abbreviation

ASCII American Standard Code for Information Interchange

Referring now to Figure 1, there is shown a block diagram of the main components in

a system 100 for facilitating prepaid-type transactions according to an embodiment of

the present invention. This system includes an application server (AS) 120 for |

processing transaction requests from at least one wireless device 122, such as a
cellular telephone, the application server 120 is also capable of forwarding
transactions to an acquiring financial institution 124a or an issuing financial
institution depending on whether the transaction is, respectively, a credit card

transaction or a real time payment (RTP) transaction. A real time payment transaction

refers to a payment mechanism where funds from the purchaser’s bank account are ,

debited in near real time. The system 100 also includes a merchant wallet server
(MWS) 126, which acts as a proxy between a Virtual Terminal Server (VIS) and one
or more electronic wallets (e-Wallets) 130 containing user credit card numbers, bank
ATM card numbérs or bank account numbers, stored value account numbers, billing
addresses and shipping addresses stored in a carrier subscriber database 132. The

MWS is able to extract information from the e-wallets130 and present them in a form

that can be used by the VTS. In effect, the MWS acts as a front end to the VTS, i

enabling the support of m-commerce.

Credit card and RTP transactions may also be sent through a transaction gateway
server (TGS) 134 to the acquiring bank’s 124a interface.

The system 100 may also include carrier’s IVR server 136, which transmits payment
information to the AS. Payment information captured by a carrier’s IVR system is
sent to the AS in the same manner as that of a WAP enabled phone. Information
entered by the IVR system is combined with information stored at the carrier’s

subscriber database. Credit card and RTP transactions are then routed to a TGS. The
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TGS is an optional intermediary in communication with the various financial

institutions.

The prepaid transactions of the present invention are facilitated by payment
applications (PA) running on the AS. The AS is a multi-application server, which
allows for a variety of different payment methods and tender types. The payment
applications have support for tender'types such as credit card, cash, cheque, and e-
Wallets. The e-Wallets themselves may contain references to credit cards, bank
accounts, and stored value accounts. In addition, the payment application has an
Enterprise Reporting feature allowing reports on usage per subscriber. An important
feature of the AS is the ability to route the prepay transactions to the appropriate
processing interface based on the payment type. In the case of WAP enabled digital
phones, the owner of the prepaid mobile device communicates with the AS via the
payment application residing on the AS. Information entered by the user, along with
information kept within the carrier’s prepaid database / e-Wallet is aggregated in the

AS. The AS handles payment types as described below.

The payment types supported by the system 100 are generally credit card transactions
and RTP transactions. With each of these payment types, there are different levels of
devicé 122 and user authentication, different interface requirements, and differences
in response mechanisms. The transaction types implemented will require mutual

resolution and agreement between the parties.

Non-Face-To-Face Transactions Using Credit Cards

In a credit card transaction, only the credit card number of the prepaid user is stored in
a subscriber e-Wallet 130. This is what is currently used td effect Internet based
payment. There is no authentication for the card or account, no authentication of the
owner of the card or account and no authentication of the owner’s intent to complete
the transaction as is evidenced in a card present credit card transaction when the card
is swiped and the owner signs the receipt or as is evidenced in an on-line debit

transaction when the card is swiped and the owner of a debit card enters a secret PIN
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associated with the debit card. Rather, this type of transaction is typically called a
Mail Order Telephone Order (MOTO) transaction. This does not fulfill general
requirements of a go-to-market strategy for m-Commerce as these types of
transactions can be easily repudiated and hence are highly subject to fraud. This
invention enables m-commerce transactions that can generally not be repudiated.
This invention meets the general requirements for non-repudiation of ensuring that the
transaction process itself requires something that only the consumer has in possession
and that the consumér intended to complete the transaction by requiring consumer to
securely disclose to the system, something that only the consumer knows. The
challenge of m-Commerce to achieve this is made even more difficult as often, the
consumer and the merchant are not face-to-face as is the case with a an on-line credit

card or an on-line debit card transaction.

Credit Card with Subscriber Device Authentication

Subscriber handset identities (SID) are commonly used within cellular networks to
authenticate user phones. In this case, a credit card number is associated with the
phone’s secure identity to satisfy the concept of a virtual card. Currently, to effect a
card present transaction, the card must be physically swiped and the data (called
track? data) on the magstripe of the card must be captured. If a trust relationship is |,
set up between the carrier and the financial institution, the combination of the phone’s
secure identity and credit card number represents an equivalent risk to a card present

transaction. This may be referred to as a “virtual card present transaction”.

Credit Card with Subscriber Device & Password Authentication ‘

Building on the virtual credit card transaction, a password can be associated with the
subscriber’s e-Wallet. The password is used to authenticate the owner of the e-Wallet ,-
(i.e. the subscriber), allowing access to the associated virtual credit card contained in
the e-Wallet. User authentication lowers the risk of fraud involved in using a virtual
credit card. By agreement between the owner of the e-Wallet and the e-Wallet service
provider, the use of a password to authenticate the subscriber can be considered as a

replacement for a signed receipt for purposes of non-repudiation.
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RTP through EFT

The AS can route RTP transactions via the TGS to an Electronic Funds Transfer
(EFT) interface of banks. This mechanism transfers money from the subscriber’s
bank account to the merchant’s bank account overnight. The attractiveness of EFT is
the ability to handle transactions for all banks through one interface. The EFT -
backend deals with the transfer of funds between the individual banks. A limitation
of the EFT interface is that payment transfers are typically delayed up to 24 hours,
and are not immediate. Responses are typically batched into one file and extracted
from the EFT interface, when the file is available. Therefore, prepay top up
transactions may take up to 24 hours before receiving a response from the bank, hence

failing to meet a real time acknowledgement requirement.

This delay is addressed in one of several ways. A first option .is that the financial
institution processes and acknowledges an EFT transaction in real time in a scenario
where the merchant (i.e. carrier) account and subscriber account is within its own
domain. A second option is that a notification is sent to the subscriber some time in
advance when the number of minutes still remaining in the subscriber’s prepay

account is below a certain level so that the 24-hour delay is inconsequential.

RTP through Real Time Payment Gateway

The AS can route RTP transactions via the TGS to evolving bank interfaces. The goal
of these interfaces is to process funds transfer transactions in real time. Transactions
belonging to the bank, hosting the interface, may be processed in real time. These
interfaces, often based on XML standards such as OFX, provide a real time
confirmation for a given transaction, unlike an EFT interface. Real time responses
allow a subscriber to issue a payment transaction online and wait for the
acknowledgement. Within this scenario the financial institution can only process and
acknowledge transactions in real time when the subscriber holds an account at that
bank.

Debit Transactions
With Debit transactions networks such as the Interac™ mnetwork the underlying .

principles of authentication can be satisfied with today’s cellular security and
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authentication technologi¢s, hence making debit transactions acceptable, most

especially in the closed environment of prepay.

As described earlier, the MWS acts as a proxy between the VTS and e-Wallets that

hold subscriber credentials. The MWS combines information from e-Wallets and I

information entered from either the carrier’s IVR system or the WAP based prepay
application. The information is used to construct a credit or RTP transaction. Once a
successful response message is received, the MWS is responsible for notifying both
the user of the mobile device, and the carrier’s prepay subscriber database. The

response can be sent to the WAP based prepay application or the carrier’s IVR

system. In the case that the subscriber database held at the carrier receives a .

successful response, the appropriate amount is added to the user’s prepaid account.

Another feature of the MWS is the ability for a merchant to be authenticated as part of
the transaction. Merchant credentials can be securely stored within the MWS and can
be included in the transaction defails, if the bank requires. This is a major step
towards having the ability to authenticate both the subscriber and the merchant in a
financial transaction. Optionally, if a PKlI-enabled MWS is used, merchant
credentials can be encrypted and digitally signed before sending the authentication to
the bank. There are three e-Wallet configurations that the MW'S supports.

Bank Hosted Wallet Server 140

The bank may choose to hold all of the subscriber’s credentials within their own e-
Wallet. The carrier’s subscriber database is used as an authentication mechanism to
enable payment through the bank e-Wallet. One authentication scheme involves the
use of a token, which is stored at the subscriber database held at the carrier, and that
token is used to extract subscriber credentials within the bank e-Wallet. This token
can take the form of a PKI public key or certificate. If the prepay user has multiple e-
Wallets with different banks, the carrier’s subscriber database facilitates an

authentication mechanism for each of the e-Wallets.
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Carrier Hosted Wallet Server 130

The MWS can operate in an environment where a carrier hosts an e-Wallet. User
information, along with credit card numbers and bank account numbers is held within ,
the carrier’s e-Wallet. This information is sent to the MWS, when a prepay top up
transaction is being constructed. There is also a method for the MWS to update the

user prepay account information at the carrier’s subscriber database. In this scenario,

- the carrier subscriber database is proxied by the e-Wallet server. Therefore, once a

response from a top up transaction is received, the MWS passes the details of the
response to the e-Wallet server. The e-Wallet server, in turn, updates the users prepay

account information held within the subscriber database.

Carrier and Bank Jointly Hosts the Wallet Server

The bank may choose t6 hold some of the e-Wallet credentials such as bank account
information. They may also choose to hold only those credentials pertaining to the
particular bank. This is an example of a multiple e-Wallet implementation. The
MWS is capable of supporting connections to multiple e-Wallet servers whether they
are hosted at the carrier or the bank.

While the overall system components, and payment types handle by the system have
been describe above, the security mechanism implemented by the system 100 is now

described.

Device Authentication

A device can be authenticated before any interactions with a financial institution.
Carriers use subscriber identity authentication mechanisms and other security
measures to safeguard the security and identity of a cellular phone. This technology,
especially in the digital space has proven effective in authentication of mobile phones.
The MWS solution builds on the carrier’s authentication mechanisms. A devices
authenticated identity is associated with a credit card number creating the notion of a
virtual credit card. In actuality, the carrier's authentication procedure will enable the
first step in granting access to a subscriber’s e-Wallet that contains a subscriber’s

virtual credit cards. A password is used to authenticate the owner of the e-Wallet and
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forms the second step in granting access to transact with the virtual credit cards in the
e-Wallet.

User Authentication

To enable a prepay transaction, the carrier may choose to authenticate the user before
accepting the transaction. There may be one or more passwords depending on the
payment method. Typically, an e-Wallet password will be required to initiate a top up
transaction. A second password may be needed to affect an RTP transaction. This is
similar to an online bill payment scenario, where typically a username and password .
is required. The subscriber handset identity (SID) is used in place of the username.
By agreement between the owner of the e-Wallet and the e-Wallet service provider,
the use of a password to authenticate the subscriber can be considered as a
replacement for a signed receipt for purposes of non-repudiation. PKI technologies

will be implemented as these technologies mature within cellular devices.

Communication between Infrastructure Components
Standard Secure Sockets Layer (SSL) communications protocols are implemented on

wide-area communications.

Referring to figure 2, there is shown another embodiment of the system 200 of the
present invention. The system 200 comprises four interfaces into the AS, namely a
carrier IVR system, carrier WAP gateway, carrier subscriber database via the e- °
Wallet, and the financial institutibn’s acquiring interface via the TGS. It is noted that
the carrier subscriber database is represented as an entity that accepts transaction
responses and exception codes. ‘

This implementation builds on the existing carrier infrastructure and requires only
changes to the carrier’s IVR system interface so that the IVR system communicates

with the AS. All other four interfaces stay intact.

Prepay top up transactions can originate from ecither the carrier’s IVR system or a
WAP enabled phone. The IVR system communicates via an IP based connection into

the AS business logic. XML based communications protocols may be used.

APPL-1002
APPLE INC. / Page 587 of 1744



10

15

20

25

30

WO 02/071354 PCT/CA02/00272

11

Whereas, the WAP enabled phone will access a prepay application hosted at the AS.
Although, both mechanisms use different input strategies, the backend processing

does not change.

The e-Wallet function has been split up into two components. The first component is
an implementation of a simple e-Wallet for storage of subscriber payment
information. The second component is the subscriber database that is currently in use -
at the carriers. When a top up transaction is created, user credentials are retrieved
from the e-Wallet. This information is combined with the information entered by the
user to affect the transaction. Once a transaction response has been received, an
account update request is sent fromi the MWS to the subscriber database via the e-
Wallet server. Both types of payment types are supported: credit card, and RTP.
Referring to figure 3, there is shown a further embodiment of an implementation of E
the system 100. In this scenario, the subscriber prepay database function has been
separated from the client e-Wallet server. Once a transaction response has been
received, an account update request is sent from the MWS directly to the subscriber
database. Transaction details may be sent to the e-Wallet server to provide the

subscriber with a transaction history.

Referring to figure 4, there is shown a ladder diagram describing a first use case for
the embodiment of figure 3. This use-case describes a subscriber initiated prepay via
WARP Phone scenario.

This scenario is a two-step transaction. The subscriber is involved in two phone
sessions, where the second session is used as a further subscriber authentication step. ’
The first session involves the subscriber affecting a prepay application. The prepay t
application may be accessible from either the WAP browser’s default menu or by
typing the URL of the application. The second session involves pushing an alert back
to the subscriber. The second step removes the possibility that the original prepay

transaction was not initiated by the intended subscriber. The subscriber ID of the
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mobile device held within the e-Wallet defines the destination device of the push
alert.
Each of the steps in the ladder diagram of figure 4 may be described as follows:

1. The subscriber enters the URL of WAP prepay application.
2. The carrier network validations ESN and MIN of subscriber phone.

3. Secure session is initiated with WAP gateway and prepay application -
host — the subscriber ID (SID) of the phone is passed to the application

in the request header.

4. The subscriber is prompted by the prepay application for additional
field information to complete the transaction. Fields may include

prepay amount, credit card or real-time payment (RTP) information.

5. Prepay application builds an XML based message and sends the
' message to the MWS. The request will minimally contain the SID for
device authentication and optionally a password for subscriber

authentication. .

6. The MWS has the possibility of connecting to one or more e-Wallets
based on the carrier. A mapping between carriers and e-Wallet servers
is maintained within the MWS. A request is made from the MWS to

the appropriate e-Wallet server.

7. Based on the SID, the subscriber’s credentials are extracted from the e-
Wallet. Optionally, if a password has been specified, the SID and
password pair is authenticated against the SID and password held in
the e-Wallet.

8. Once the MWS has received the subscriber’s credentials, the prepay ‘
transaction is built and stored temporarily. The status of this prepay
transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

9. An XML based response message is sent back to the prepay
application. The transaction ID assigned to the temporary prepay
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transaction is sent within the XML based message — this transaction ID
is needed to confirm the prepay transaction. Additionally, the SID
extracted from the e-Wallet is sent to enable the WAP push mechanism

in the next step.

The web server generates a WAP push message out to the subscriber
device. The destination device can be determined by the SID. The
push message can take the form of a real WAP push message through
the WAP browser, or an indirect WAP push through the SMS
messaging mechanism of the phone. In either case, the push message
will contain a URL for triggering the prepay transaction. To complete
the authentication loop, the URL will consist partly of the transaction
ID of the temporary prepay transaction held at the MWS.

The subscriber authorizes the prepay transaction by selecting the URL

and confirming the transaction.

The prepay web server sends a second XML based request to the
MWS, which is an authorization request (confirmation) of the original

prepay transaction.

The MWS sends the payment request to the VTS using an XML based :

protocol.

The payment transaction request is routed from the VTS to the
appropriate TGS depending on the merchant to financial institution

configuration.

The TGS processes the transaction through the financial payment

gateway.

The TGS receives a transaction response from the financial payment

gateway.
The transaction response is routed back from the TGS to the VTS.

The transaction result is passed from the VTS to the MWS.
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19. The MWS is responsible for prepay update request to the carrier’s
prepay database, and response messages to the e-Wallet server and the
subscriber device. The MWS sends a request to the prepay database to
update the subscriber’s prepay account with the appropriate number of
minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

20. For the purposes of tracking, the transaction details are also sent to the
e-Wallet for- data warehousing. These transaction details may
optionally be viewable from the online customer care website as a

prepay transaction history.

21. To update the subscriber’s device, the prepay result is sent from the

MWS to the payment application.

22. The payment application generates a WAP push on the subscriber’s
device notifying the subscriber the prepay transaction has been

processed.

Referring to figure 5, there is shown a ladder diagram describing a second use case for
the embodiment of figure 3. This use case describes a System Initiated Prepay Via
WAP Phone scenario.

This. scenario is a one-step transaction. Unlike the .subscriber initiated prepay,
described with reference to figure 4, we are certain that the push alert will arrive at the
intended subscriber device. A process continuously monitors the prepay database. If '
a subscriber’s prepay amount falls below a certain threshold, a push alert is generated

from the system. The subscriber acts on this push alert to affect a prepay transaction.

Each of the steps in the ladder diagram of figure 5 may be described as follows:

1. A database trigger is setup within the prepaid database. Once a

subscriber’s prepay amount falls below a certain threshold, an event is
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generated and a request is made to the MWS to initiate a prepay
transaction. The request will also contain a reference to the subscriber

record within the e-Wallet.

The MWS has the possibility of connecting to one or more e-Wallets
based on the carrier. A mapping between carriers and e-Wallet servers
is maintained within the MWS. A request is made from the MWS to
the appropriate e-Wallet server.

The subscriber’s credentials are extracted from the e-Wallet. Since the
system is initiating a prepay request, the password held at the e-Wallet

does not need to be validated.

Once the MWS has received the subscriber’s credentials, the prepay
transaction is built and stored temporarily. The status of this prepay
transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

An XML based response message is sent back to the prepay
application. The transaction ID assigned to the temporary prepay ;
transaction is sent within the XML based message — this transaction ID
is needed to confirm the prepay tramsaction. Additionally, the SID
extracted from the e-Wallet is sent to enable the WAP push mechanism

in the next step.

The web server generates a WAP push message out to the subscriber
device. The destination device can be determined by the SID. The
push message can take the form of a real WAP push message through .
the WAP browser, or an indirect WAP push through the SMS
messaging mechanism of the phone. In either case, the push message
will contain a URL for triggering the prepay transaction. To complete
the authentication loop, the URL will consist partly of the transaction
ID of the temporary prepay transaction held at the MWS.

The subscriber authorizes the prepay transaction by selecting the URL

and confirming the transaction. The subscriber is also prompted for
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additional field information to complete the transaction. Fields may

include prepay amount, credit card or real-time payment (RTP)

information.

The prepay web server sends an XML based request to the MWS,

which is an authorization (confirmation) of the prepay transaction.

The MWS sends the payment request to the VTS using an XML based

protocol.

The payment transaction request is routed from the VTS to the
appropriate TGS depending on the merchant to financial institution '

configuration.

The TGS processes the transaction through the financial payment

gateway.

The TGS receives a transaction response from the financial payment

gateway.
The transaction response is routed back from the TGS to the VTS.
The transaction result is passed from the VTS to the MWS.

The MWS is responsible for prepay update request to the carrier’s
prepay database, and response messages to the e-Wallet server and the
subscriber device. The MWS sends a request to the prepay database to
update the subscriber’s prepay account with the appropriate number of .
minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

For the purposes of tracking, the transaction details are also sent to the
e-Wallet for data warchousing. These transaction details may
optionally be viewable from the online customer care website as a

prepay transaction history.

To update the subscriber’s device, the prepay result is sent from the

MWS to the payment application.
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18. The payment application generates a WAP push on the subscriber’s
device notifying the subscriber the prepay transaction has been

processed.

Referring to figure 6, there is shown a ladder diagram describing a third use case for

the embodiment of figure 3. This use case describes a Subscriber Initiated Prepay Via

- IVR System scenario.

This scenario is a two-step transaction. The subscriber is involved in two IVR
sessions, where the second session is used as a further subscriber authentication step.
The first session involves the subscriber affecting a prepay application. The second
session involves pushing an alert back to the subscriber. The push alert takes the form
of a phone call to the subscriber device. The second step removes the possibility that
the original prepay transaction was not initiated by the intended subscriber. The
phone number (Mobile Identity Number, MIN) held within the e-Wallet defines the °

destination device of the push alert.

Each of the steps in the ladder diagram of figure 6 may be described as follows:

1. The subscriber dials the IVR system through the subscribef’s deviée.

The prepay application is selected from the list of options.
2. The carriers network validations ESN and MIN of subscriber phone.

3. The subscriber is prompted by the IVR system for additional field
information to complete the transaction. Fields may include prepay

amount, credit card or real-time payment (RTP) information.

4. The IVR system builds the appropriate XML based message and sends
the message to the MWS. The request will minimally contain the MIN ‘
for device authentication and optionally a DTMF password for
subscriber authentication. The assumption is that caller ID is activated
for the subscriber’s device; therefore, the IVR system receives and
passes through the MIN of the phone.
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The MWS has the possibility of connecting to one or more e-Wallets .

based on the carrier. A mapping between carriers and e-Wallet servers

'is maintained within the MWS. A request is made from the MWS to

the appropriate e-Wallet server.

Based on the MIN, the subscriber’s credentials are extracted from the
e-Wallet. Optionally, if a password has been specified, the SID and
password pair is authenticated against the SID and password held in
the e-Wallet. ‘

Once the MWS has received the subscriber’s credentials, the prepay
transaction is built and stored temporarily. The status of this prepay
transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

An XML based response message is sent back to the IVR system. The |
transaction ID assigned to the temporary prepay transaction is sent
within the XML based message — this transaction ID is needed to
confirm the prepay transaction. Additionally, the MIN extracted from
the e-Wallet is sent to enable the IVR callback in the next.

An IVR callback to the subscriber phone is performed using the MIN
sent from the MWS. The IVR: system outlines the transaction details
to the subscriber. To complete the authentication loop, the IVR system A
will temporarily hold the transaction ID of the temporary prepay
transaction held at the MWS.

The subscriber authorizes the prepay transaction through the IVR

system.

The IVR system sends a second XML based request to the MWS,
which is an authorization (confirmation) request of the original prepay

transaction.

The MWS sends the payment request to the VTS using an XML based

protocol.
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The payment transaction request is routed from the VTS to the
appropriate TGS depending on the merchant to financial institution

configuration.

The TGS processes the transaction through the financial payment

gateway.

The TGS receives a transaction response from the financial payment

gateway.
The transaction response is routed back from the TGS to the VTS.
The transaction result is passed from the VTS to the MWS.

The MWS is responsible for prepay update request to the carrier’s
prepay database, and response messages to the e-Wallet server and the
IVR system. The MWS sends a request to the prepay database to '
update the subscriber’s prepay account with the appropriate number of
minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

For the purposes of tracking, the transaction details are also sent to the
e-Wallet for data warehousing. These transaction details may
optionally be viewable from the online customer care website as a

prepay transaction history.

To update the subscriber device, the prepay result is sent from the
MWS to the IVR system.

The IVR system calls the subscriber’s device notifying the subscriber

the prepay transaction has been processed.

Referring to figure 7, there is shown a ladder diagram describing a third use case for

the embodiment of figure 3. This use case describes a System Initiated Prepay Via

IVR System scenario.
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This scenario is a one-step transaction. Unlike the subscriber initiated prepay, we are
certain that the IVR callback mechanism will arrive at the intended subscriber device.
A process continuoﬁsly monitors the prepay database. If a subscriber’s prepay
amount falls below a certain threshold, an IVR phone call is generated from the
system. The subscriber confirms through the IVR system to affect a prepay

transaction.

Each of the steps in the ladder diagram of figure 7 may be described as follows:

1. A database trigger is setup within the prepaid database. Once a
subscriber’s prepay amount falls below a certain threshold, an event is
generated and a request is made to the MWS to initiate a prepay
transaction. The request will also contain a reference to the subscriber :
record within the e-Wallet.

2. The MWS has the possibility of conhecting to one or more e-Wallets
based on the carrier. A mapping between carriers and e-Wallet servers
is maintained within the MWS. A request is made from the MWS to

the appropriate e-Wallet server.

3. The subscriber’s credentials are extracted from the e-Wallet. Since the *
system is initiating a prepay request, the password held at the e-Wallet

does not need to be validated.

4. Once the MWS has received the subscriber’s credentials, the prepay
transaction is built and stored temporarily. The status of this prepay
transaction is set to pending, awaiting confirmation of the transaction.

A unique transaction ID for the prepay transaction is generated.

5. An XML based response message is sent back to the prepay
application. The transaction ID assigned to the temporary prepay
transaction is sent within the XML based message — this transaction ID
is needed to confirm the prepay transaction. Additionally, the MIN
extracted from the e-Wallet is sent to enable the IVR callback

mechanism in the next step.
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The IVR system outlines the transaction details to the subscriber. To
complete the authentication loop, the IVR system will temporarily hold
the transaction ID of the temporary prepay transaction held at the
MWS. '

The subscriber authorizes the prepay transaction through the IVR
system. The subscriber is also prompted for additional field
information to complete the transaction. Fields may include prepay

amount, credit card or real-time payment (RTP) information.

. The prepay web server sends an XML based request to the MWS,

which is an authorization (confirmation) of the prepay transaction.

The MWS sends the payment request to the VTS using an XML based

protocol.

The payment transaction request is routed from the VTS to the
appropriate TGS depending on the merchant to financial institution

configuration.

The TGS processes the transaction through the financial payment :

gateway.

The TGS receives a transaction response from the financial payment

gateway.
The transaction response is routed back from the TGS to the VTS.
The transaction result is passed from the VTS to the MWS.

The MWS is responsible for prepay update request to the carrier’s
prepay database, and response messages to the e-Wallet server and the
IVR system. The MWS sends a request to the prepay database to
update the subscriber’s prepay account with the appropriate number of
minutes. It is assumed that the change in the prepay database will be

reflected in the online customer care website.

For the purposes of tracking, the transaction details are also sent to the ‘

e-Wallet for data warchousing. These transaction details may
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optionally be viewable from the online customer care website as a
prepay transaction history.

17. To update the subscriber device, the prepay result is sent from the
MWS to the IVR system.

18. The IVR system calls the subscriber’s device notifying the subscriber

the prepay transaction has been processed.

Accordingly it may be seen that the system of the present invention provides a secure

real-time top-up service that can be implemented in existing payment infrastructures.
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE
PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

1. A method for enabling authenticated payment by a user for top-up of prepaid

services through a transaction device in real-time and which use is made4of existing

interfaces of both the transaction device service provider and of the financial

institution effecting the top-up payment, éaid method comprising the steps of:

(a) receiving at an application server first information indicative of the transaction
device authentication;

(b) receiving at said application server second information for verification of said
user; and

(c) using both said first and second information to authorize top-up payment of said

prepaid service from said financial institution.
2. A method as defined in claim 1, said prepaid service being a prepaid cellular

phone.

3. A method as defined in claim 2, said first information being a hardware

identification of said cellular telephone.

4. A method as defined in claim 2, said second information being a personal '

identification number (PIN) of said user.
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