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nase 6:22-cv-O0288-ADA Document?’ Filed O3/17/22 Page Taft
AQ 120 (Rev. 08/10)

Mail Stop 8 REPORT ON THE
Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF

TO:

P.O. Box 1450 AN ACTION REGARDING A PATENT

Alexandria, VA 22313-1450 OR TRADEMARK 
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been

filed in the U.S. District Court WesternDistrici of Texas - Waco Division onthe following

Cl Trademarks or Patents.( LJ the patentaction involves 35 U.S.C. § 292.):

DOCKETNO. DATE FILED U.S. DISTRICT COURT —_
6:22 -cv-00288 March17, 2022 Western District of Texas - Waco Division

PLAINTIFF DEFENDANT

 

Fintiv, Inc. PayPal Holdings, Inc.

In the above—entitled case, the following patent(s)/ trademark(s) have been included:

DATE INCLUDED INCLUDED BY

] Amendment C1 Answer C1 cross Bill C1 other Pleading
PATENT OR DATE OF PATENT

TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

 
 po
eo
po
eo
a

In the above—entitled case, the following decision has been rendered or judgementissued:

DECISIONJUDGEMENT

 (BY) DEPUTY CLERK   
Copy 1—Uponinitiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Uponfiling document adding patent(s), mail this copy to Director Copy 4—Casefile copy
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UNITED STATES PATENT AND TRADEMARKOFFICE

CERTIFICATE OF CORRECTION

PATENT NO. : 9,892,386 B2 Page | of |
APPLICATION NO. > 15/201152

DATED : February 13, 2018

INVENTOR(S) : Liberty etal.

It is certified that error appears in the above-identified patent and that said Letters Patent is hereby corrected as shown below:

On the Title Page

Item (12) “Liberty” should read -- Liberty, ct al. --.

Item (72) Inventor is corrected to read:

-- Michael A. Liberty, Orlando (FL);

Felipe Fernandes, Austin (TX) --.

Signed and Sealedthis
Fifth Day of May, 2020

Andrei Iancu

Director ofthe United States Patent and Trademark Office
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov 
 APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

15/201,152 07/01/2016 Michael A. Liberty 18756.8.1.1.1.1.1.1 2611

Workman Nydegger
60 East South Temple CHANG, EDWARD
Suite 1000

Salt Lake City, UP 8411
3696

04/13/2020 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

Docketing @ wnlaw.com

PTOT.-90A (Rev. 04/07)
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UNITED STATES PATENT AND TRADEMARK OFFICE

Commissionerfor Patents
United States Patent and Trademark Office

P.O. Box 1450
Alexandria, VA 22313-1450

www.uspto.gov

 
Patent No.: 9892386

Issuc Date: 02/13/2018

Appl. No.:—15/201,152
Filed: 07/01/2016

PART(A) RESPONSE FOR CERTIFICATES OF CORRECTION

This is a decision on the Certificate of Correction requestfiled

The request for issuance of Certificate of Correction for the above-identified correction(s) under the
provisions of 37 CFR 1.322 and/or 1.323 is hereby:

(Check one)

CO Approved (1 Approvedin Part C Denied

Comments:

PART (B) PETITION UNDER 37 CFR 1.324 OR 37 CFR 1.48

This is a decision on the petition filed 20 February 2020 to correct inventorship under 37 CFR
1.324,

CJ This is a decision on the request under 37 CFR 1.48,petition filed . In view of the fact
that the patent has already issued, the request under 37 CFR 1.48 has beentreated as a petition to
correct inventorship under 37 CFR 1.324.

 

The petition is hereby: Granted C] Dismissed

Comment:

The patented filed is being forwarded to Certificate of Corrections Branch for issuance of a certificate
naming onlythe actual inventor or inventors.

/NAMRATA BOVEJA/

Supervisory Patent Examiner, Art Unit 3696
Technology Center 3600
Phone: (571)272-8105

Certificates of Correction Branch email: CustomerServiceCoC @uspto.gov CoC Central Phone Number: (703) 756-1814
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United States Patent and Trademark Office

Ofer of the Chief Finenciel Ofkvr 
Document Code WFEE

User 65748

Sale Accounting Date:04/O8/2020

Sale Item Reference Number Effective Date

15201152 02/20/2020

Document Number Fee Code Fee Code Description Amount Paid Payment Method
1202048D03194218 1811 CERTIFICATE OF CORRECTION $150.00 Deposit Account
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VIA eFILE

Docket No. 18756.8.1.1.1.1.1.1

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

In re application of=Michael A. Liberty )

Serial No.: 15/201,152 — Confirmation #2611

Filed: July 1, 2016

Patent No: 98923386

Granted: February 3, 2018

FOR: Monetary Transaction System

Examiner: n/a

Customer No.: 22913

REQUEST TO CORRECT INVENTORSHIP UNDER 37 C.F.R. § 1.324
 

Via eFile

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

The Assignee desires to correct inventorship of the above-identified United States patent

under 37 C.F.R. §1.324.

Asset forth in 37 C.F.R. § 1.324, Assignee requests to add the following namedperson as an

inventor in the above-identified patent application:

Inventor: Felipe Fernandes
Residence: US

Citizenship: US

Enclosed:

x Statement from inventor Felipe Fernandes that he approves of the change in
inventorship.

APPL-1002
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x Statement from inventor Michael A. Liberty that he approves of the change in

inventorship.

x Consent of Assignee to Correct Inventorship.

x The $150.00 fee for correction of inventorship of this patent under 37 C.F.R.
§ 1.20(b).

The Commissioner is hereby authorized to charge payment of any of the following fees that
may be applicable to this communication, or credit any overpayment, to Deposit Account No. 23-
3178: any post issuance fees under 37 CFR § 1.20. In addition, please consider this a petition
therefor and charge any additional fees that may be required to Deposit Account No. 23-3178.

Dated this 20" day of February, 2020

Respectfully submitted,

%POYGASanets
John C. Stringham
Registration No. 40831
Attorney for Applicant
Customer No. 022913

JCS:te
43381774.1
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VIA eFILE Docket No. 18756.8.1.1.1.1.1.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Michael A. Libertyetal. )

Serial No.: 15/201,152 5
Filed: July 1, 2016

) Art Unit
Patent No.: 9892386 ) 3696

Issued: February 13, 2018

Confirmation No.: 2611

FOR: MONETARY TRANSACTION SYSTEM

Examiner: Edward Chang

Customer No.: 22913

STATEMENT AND WRITTEN CONSENT OF

ASSIGNEE PURSUANT TO 37 CER.§1.324(b)(2) and 3.73(c

VIA eFILE

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

The undersigned, Mike Love, declares that he is the President of FINTIV, INC. and that

he is authorized to execute this statement on behalf of FINTIV, INC. organized and existing

under laws of Delaware and that FINTIV, INC.is the Assignee of the right, title and interest of

the above-identified application, as shown in the chain of title from Michael A. Liberty to

MOZIDO, LLC.as recorded in the United States Patent and Trademark Office at Reel 039082,

Frame 0528: from MOZIDO, LLC to MOZIDO, INC. recorded at Reel 051265, Frame 0352;

from MOZIDO, INC. to FINTIV, INC. as recorded by virtue of a name change in the United

States Patent and Trademark Office at Ree! 051276, Frame 0649,

Page | of 2
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FINTIV, INC. hereby consents to the change of inventorship set forth in the

accompanying request that adds Felipe Fernandes as a joint inventor of the above-identified

patent application.

Signed this__+day of_febeemny._ 2024.
FINTIV, INC.

Veeae
MikeLove

Title: President

Page 2 of 2
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Via E-File Docket No. 18756.8.1.1.1.1.1.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Michael A. Liberty et al. }

Serial No.: 15/201,152

Filed: July 1, 2016
) Art Unit

Patent No.: 9892386 } 3696

Issued: February 13, 2018

Confirmation No.: 2611

FOR: MONETARY TRANSACTION SYSTEM

Examiner: Edward Chang

Customer No.: 22913

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

STATEMENT OF ADDED INVENTORFelipe Fernandes
under 37 CFR 13240)01)

Sir:

I, Felipe Fernandes, joint inventor for the above-identified application, hereby request

that I be added as a joint inventor on the above-referenced application and I have no

disagreement in regard to the requested change.
 
 
 

rg.+
Dated this day of

 
 Felipe Fernandes
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VIA E-File Docket No. 18756.8.1.1.1.1.1.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of Michael A. Libertyet al. )

Serial No.: 15/201,152

Filed: July 1, 2016 5
) Art Unit

Patent No.: 9892386 } 3696

Issued: February 13, 2018

Confirmation No.: 2611 5
FOR: MONETARY TRANSACTION SYSTEM

Examiner: Edward Chang

Customer No.: 22913 5

Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

 
STATEMENT OF CURRENT INVENTOR— Michael A, Liberty

Under 37 CFR 1.324(b)())

Sir:

I, Michael A. Liberty, current inventor for the above-identified application, hereby agree

to the addition of Felipe Fernandes as an inventor.

Dated this AS” day of Ta.44 » 20 2.

UbePi- 4ths
Michael A. Liberty
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Doc Cede: PA.. PTO/AIA/82B (07-13)
Document Description: Powerof Attorney Approved for use through 03/31/2021. OMB 0851-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unlessit displays a valid OMB control number

POWER OF ATTORNEYBY APPLICANT

| hereby revokeall previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

15/201 ,152 July 1, 2016

(Note: The boxes above maybe left blank if information is provided on form PTO/AIA/82A.)

I hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/ourattorney(s) or agent(s), and
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in

the attached transmittal letter (form PTO/AIA/82A)or identified above: 29913
OR

[| I hereby appoint Practitioner(s) named in the attachedlist (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A)or identified above. (Note: Complete form PTO/AIA/82C.)

 

Please recognize or change the correspondence address for the application Identified In the attached transmittal
letter or the boxes aboveto:

The address associated with the above-mentioned Customer Number

OR

[] The address associated with Customer Number:
OR

neIndividual Name

 

[cityStateip
[Country
Telephone POEmad’

1 am the Applicant(if the Applicantis a juristic entity, list the Applicant namein the box):

FINTIV, INC.

Inventor or Joint Inventor(title not required below)

Legal Representative of a Deceased or Legally Incapacitated Inventor(title not required below)

Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’stitle if applicant is a juristic entity)

Person Who Otherwise ShowsSufficient Proprietary Interest (6.g., a petition under 37 CFR 1.46(b)(2) was grantedin the
application or is concurrently being filed with this document) (provide signer’stitle if applicantis a juristic entit

SIGNATUREof Applicant for Patent

The undersigned (whosetitle is supplied below)is authorized to act on behalf of the applicant (@.g., where the applicantis a juristic entity).

|Name[MikeLoveMike Love

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature raquirements
and certifications. If more than one applicant, use multiple forms,

CIrotal of forms are submitted.
This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentlallty Is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection Is estimated to take 9 minutes {o complete,
including gathering, preparing, and submitling the completed application form to the USPTO. Timewill vary depending upontheindividual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sentto the Chlef Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTO/AIA/96 (08-1 2)
Approvedfor use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CER3.73(c)

Applicant/Patent Owner: FINTIV, INC.
Application No./Patent No.: 19/201,152 Filed/lesue Date: July 1, 2016
Titleq: Monetary Transaction System

FINTIV, INC. ca Corporation

  

 

 

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency,etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):

1. L¥| The assigneeofthe entire right, title, and interest.   2. An assignee of less than the entire right, title, and interest (check applicable box):
 

|_| The extent (by percentage) of its ownership interestis %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100%of the ownership interest.   

There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

 

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to accountfor the entire
right,title, and interest.

3. C] The assignee of an undividedinterestin the entirety (a complete assignment from oneofthe joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to accountfor the entire
right,title, and interest.

4. C] The recipient, via a court proceedingorthe like (e.g., bankruptcy, probate), of an undividedinterest in the entirety (a
complete transfer of ownership interest was made). Thecertified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. C] An assignmentfrom the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain oftitle from the inventor(s), of the patent application/patentidentified above, to the current assignee asfollows:

1. From: Michael A. Liberty To, MOZIDO, LLC 

The document was recordedin the United States Patent and Trademark Office at

Reel 039082 , Frame 0528 , or for which a copythereofis attached.
2 From: MOZIDO, LLC To: MOZIDO, INC. 

The document was recorded in the United States Patent and Trademark Office at

Ree| 951265 , Frame 0352 , or for which a copythereofis attached.

 
[Page 1 of 2]

This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTOto
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; US. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondto a collection of information unlessit displays a valid OMB control number.

STATEMENT UNDER37 CFR3.73(c)

MOZIDO, INC. To: FINTIV, INC.

The document was recordedin the United States Patent and Trademark Office at

Ree! 951276 , Frame 0649 , of for which a copy thereofis attached. 

To:

The document wasrecordedin the United States Patent and Trademark Office at

Reel , Frame , of for which a copy thereofis attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copythereofis attached.

To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , of for which a copy thereofis attached.

| Additional documents in the chain oftitle are listed on a supplemental sheet(s).

lv] As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain oftitle from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(i-e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

‘John C. Stringham/ February 20, 2020
Signature Date

John C. Stringham
Printed or Typed Name

 

40831

Title or Registration Number
  

 
[Page 2 of 2]
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Electronic Patent Application Fee Transmittal

Filing Date: 01-Jul-2016

Title of Invention: MONETARY TRANSACTION SYSTEM

First NamedInventor/Applicant Name: MichaelA.Liberty

Attorney Docket Number: 18756.8.1.1.1.1.1.1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

PROCESSING FEE CORRECTING INVENTORSHIP
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Extension-of-Time:

Miscellaneous:

Total in USD ($) 

APPL-1002
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Electronic AcknowledgementReceipt

ee

seems

Title of Invention: MONETARY TRANSACTION SYSTEM

ae

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Deposit Account 233178

Authorized User RaleneEller

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

37 CFR 1.17 (Patent application and reexamination processing fees)

37 CFR 1.20 (Post Issuance fees)
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37 CFR 1.21 (Miscellaneous fees and charges)

 

File Listing:
Document

DocumentDescription
Number P

Request underRule 48 correcting
inventorship

Information:

Consentof Assignee accompanying the
declaration

Information:

File Size(Bytes)/ Multi Pages
Message Digest|Part /.zip| (if appl.)

2

2

123203

18756-8-1-1-1-1-1-1_2020-02-2
OQ_Request-to-Correct-

Inventorship.pdf 958abb700aa693920cb7397d35caf30256104c28

101239

18756-8-1-1-1-1-1-1_2020-02-2

0_Consent-of-Assignee.pdf O7fcd8dc94d 1edd72ff8c7c5c45c149 12603}
adec

 

Request underRule 48 correcting
inventorship

18756-8-1-1-1-1-1-1_2020-02-2

0_Liberty-Stmt.pdf 22cfd724c21 22cf68016414c3e0b69241 7af|
5c49
 

Warnings: 

Information:

Request underRule 48 correcting
inventorship

 
Information:

Powerof Attorney

 
Information:

Assignee showing of ownership per 37
CFR 3.73

Information:

18756-8-1-1-1-1-1-1_2020-02-2
0_Fernandes-Stmt.pdf

1
c5c84212f078a1 3bd4fo69134c1d961 89fbo4|

7cb1

1333504

1
cfafcddba09ee2c3aa1 483801 04a4aefzd44

65a2

18756-8-1-1-1-1-1-1_2020-02-2

0_POA.pdf

18756-8-1-1-1-1-1-1_2020-02-2

0_373c-stmt.pdf Ofc631d2ce647d4cf87510b7203 22685094
7ed
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Fee Worksheet (SB06) fee-info.pdf dbSd2bScdc4a92b75de04d57cb74Sdcc64]
673242

Information: 

TotalFiles Size (in bytes); 1804915 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

 
15/201,152 02/13/2018 9892386 18756.8.L.1.1.1.1.1 2611

22913 7590 01/24/2018

Workman Nydegger
60 East South Temple
Suite 1000

Salt Take City, UT 84111

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustmentis 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustmenton the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Mozido, Inc., Austin, 'l'X;
Michael A. Liberty, Orlando, FL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

IR103 (Rey. 10/09)
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Electronic AcknowledgementReceipt

a

a

 
 
 

  
  

  
  
 

 

Title of Invention: MONETARY TRANSACTION SYSTEM

 
 

a

Paymentinformation:

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows:

 

 
 

 

 

  
  
  37 CFR 1.16 (National application filing, search, and examinationfees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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Electronic Patent Application Fee Transmittal

Filing Date: 01-Jul-2016 
 

 
Title of Invention: MONETARY TRANSACTION SYSTEM

  
  ee

Filing Fees for Utility under 35 USC 111(a)}

Basic Filing:

 
  

  

  
 

 

  
  

 

RCE- 2ND AND SUBSEQUENT REQUEST 2820 1 850 850

Claims:
= ox g1/19/20'8 gpIRETAL
  
 Miscellaneous-Filing: 
 
 
 
 

Petition:

Patent-Appeals-and-Interference:  
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov 

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

15/201,152 07/01/2016 Michael A. Liberty 18756.8.1.1.1.1.1.1 2611

Workman Nydegger
60 East South Temple CHANG, EDWARD
Suite 1000

Salt Lake City, UTAH 84111 PAPER NUMBER
3696

NOTIFICATION DATE DELIVERY MODE

01/17/2018 ELECTRONIC

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

Notice of the Office communication was sent electronically on above-indicated "Notification Date" to the
following e-mail address(es):

Docketing@wnlaw.com

PTOL-90A (Rev. 04/07)
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Application No. Applicant(s)
. . 15/201,152 Liberty, MichaelA.

Notice ofAVowability Examiner Art Unit AIA Status
EDWARD CHANG 3696 No

-- The MAILING DATE ofthis communication appears on the coversheet with the correspondence adaress--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance {(PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENTRIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1368.

1.¥) This communication is responsive to respone/QPIDSfiled on December8, 2017 .
Oa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on .

2.LJ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.1] The allowed claim{s) is/are 1 and 4-5 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent
Prosecution Highway program at a participating intellectual property office for the corresponding application. For more information
, please see http//www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4.0 Acknowledgmentis made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d)or(f).
Certified copies:

ayQOAll by) Some *c} J Noneofthe:

1. 0 Certified copies of the priority documents have been received.
2. 0 Certified copies of the priority documents have been received in Application No.
3. DJ Copies ofthe certified copies of the priority documents have been receivedin this national stage application from the

International Bureau {PCT Rule 17.2{a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communicationto file areply complying with the requirements
noted below.Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIODIS NOT EXTENDABLE.

5LJ CORRECTED DRAWINGS(as "replacement sheets") must be submitted.
C including changes required by the attached Examiner's Amendment / Commentorin the Office action of

Paper No./Mail Date .
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back} of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.1) DEPOSIT OFand/or INFORMATION aboutthe deposit of BKOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT GF BIOLOGICAL MATERIAL.

Attachment(s)
1.00 Notice of References Cited (PTO-892) 5.0 Examiner's Amendment/Comment
2.4] Information Disclosure Statements (PTO/SB/08), 6. DJ Examiner's Statement of Reasons for Allowance

Paper No./Mail Date 12/08/2017
3.0 Examiner's Comment Regarding Requirement for Deposit 7.0 Other .

of Biological Material
4.0 Interview Summary (PTO-413),

Paper No./Mail Date.
/EDWARD CHANG/

Primary Examiner, Art Unit 3696

 
U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 201712298
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Receipt date: 12/08/2017 15/201,152 — GAU: 3696

Application Number 15/201,152

Filing Date 2016-07-01

INFORMATION DISCLOSURE Michael A. Liberty
STATEMENTBY APPLICANT

(Net for submission under 37 CFR 1.99) 
 

 

 

 

   

U.S. PATENTS

Examiner|Cite Name of Patentee or Applicant

tt|rsro017 |eMay-2008

| U.S. PATENT APPLICATION PUBLICATIONS
Pages, Columns, Lines, Where|
Relevant Passages or Relevant
Figures Appear

  

 
 

 

   

Pages, Columns, Lines, Where
Relevant Passages or Relevant
Figures Appear

 
 
 
    

  
 

Examiner|Cite
Initials” No.    Nameof Patentee or Applicant

Publication Date of Cited Document
Publication Number  

 

   

2    
 

20120131653

20100114739

20120166311 28-Jun-2012

20140014721 teoan-2014|Lindeman|

NON PATENT LITERATURE DOCUMENTS

Include name of the author (in CAPITAL LETTERS},title of the article (when appropriate),title of the item (book, magazine,
Journal, serial, symposium catalog, etc.) date, page(s), vclume-issue number(s), publisher, city and/or country where
published

Ron White, How Computers Work, October 15, 2003, Paul Boger,Illustrated by Timothy Edward
Dwons,7th Edition (Year: 2003)

24-May-2012 Pasquero
 

 
Johnston

 
 

 

3

4  
 

 

Examiner
initials*   
 

OFFICE ACTION / NOTICE OF ALLOWANCE DOCUMENTS

Examiner|Cite Application Number Mail Date DocumentInitials* No.

I 141341605 27-Nov-2017 Office Action

  
 
 

 
 

EXAMINER SIGNATURE

CHANG/

 

 Date Considered 12/29/2017 Examiner Signature /EDWARD

*EXAMINER: Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through
a citation if not in conformance and not considered. Include copy of this form with next communication to applicant. 

TApplicant is to place a check mark here if English ianguage translation is attached.
 

 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 12/08/2017 15/201,152 — GAU: 3696

“| Application‘Number| 15/201,152 _ }
FilingDate 2OTA-O7-04

INFORMATION DISCLOSURE First Named Inventor | Michael A.Liberty
STATEMENT BY APPLICANT = guy

(Net forsubmission rider 37 GFR 4.99} ~ neonnerrde

Examiner Name 4 Edward Chang
Attorney Docket Number 18756,.8.1.1..L01
 

- CERTIFICATION STATEMENT

Pleasesee 37 CFR 1,97and 1.98 to tnake the appropiate selection(s):

That eachitem of information contained in the informationdisclosurestatement wasfirst cited in any communication
[| from a foreign patentoffice in a counterpart foreign application not more than three. monthsprior te thefiling of the

information disclosure statement. See 37 CFR 1.97(e8}(1}.

That ne item of information contained in the information disclosure. staternent was cited in. a communication front a

foreign patentoffice in a counterpart foreign application, and,to the knowledge ofthe person signing the certification
i] after making reasonable inquiry, no item of information containad inthe information disclasure statement was known

fo any individual designated in 37 CFR. 1.56fc} more than three: months. prior to the filing. of the information
disclosure statement. See 37 CFR 1.97(e}2).

See attached certification statement.

Fee set forth in 37 CFR 1.17 {py has been submitted herewith.

None:mMfiCl&
The Commissioner is hereby authorized to charge payment of any of the following fees that may be applicable to
this communication, or credit any overpayment, to Deposit Account No. 23-3178: (1)anyfiling fees required under:
37 CFR § 1.16; and/or (2) any patent application andreexamination processing fees under 37 CFR§ 1.17. i

SIGNATURE

 
ine f ¥Date _ iS) -/,

Registration|Number 40831
goderrysige

EFanh 
This collection of information is required by 37 CFR 1.97 ard 1.58. The information is required te. obtain or retain a benefit by the public which is to fila
{end by the USPTO to. process} an application. Confidentiality ia governed by 39.U.8,G. 122 and 37 GFR 1.14, This collectionis eslimated to take 1 Hour

| to complete,including gathering, preparing and submitting the completed applicationform te the USPTO, Time:vail vary depending upon the individual
case. Any comments on ine amount of time. you require to complete this fern and/or suggestions for reducing this burden, should be sent to the Chief

| Information Officer, US. Patent and Trademark Office, 5, Department of Commerte, P.O. Box 1490, Alexandria, VA.22913-1480,. OO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patenta, P.G. Box 1480, Alexandria, VA 22319-1486,

2478428 1. DOG

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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INFORMATION DISCLOSURE First Named Inventor Michael A. Liberty
STATEMENT BY APPLICANT ;

wos Art Unit 3696
(Not for submission under 37 CFR 1.99)

  

 

 
 

U.S. PATENTS 

Pages, Columns, Lines, Where
Relevant Passages or Relevant
Figures Appear

Examiner
Initials*

Name of Patentee or Applicant
Issue Date of Cited Document

Patent Number

pt]rsr0017

U.S. PATENT APPLICATION PUBLICATIONS

   Lindeman
 

  

  
 

 

 
 
 

  Examiner|tite Publication Number Publication Date NameofPatenteeor Applicant RelevantPassagesorRelevant
jt Figures Appear

2 20120131653 24-May-2012 Pasquero

3 20100114739 6-May-2010 Johnston

4 201 20166311 28-Jun-2012 Dwight
5 20140014721 16-Jan-2014 Lindeman 

 

NON PATENT LITERATURE DOCUMENTS

include nameof the author (in CAPITAL LETTERS), title of the article (when appropriate),title of the item (book, magazine, T1
journal, serial, symposium catalog, etc.) date, page(s), volume-issue number(s), publisher, city and/or country where

 

Examiner|Cite

 

 

 

 
  

 

 

Initials* published

Ron White, How Computers Work, October 15, 2003, Paul Boger,Illustrated by Timothy Edward
Dwons,7th Edition (Year: 2003)

OFFICE ACTION / NOTICE OF ALLOWANCE DOCUMENTS |
Iie Application Number Mail Date Document

14/341605 27-Nov-2017 Office Action 

 

EXAMINER SIGNATURE

Examiner Signature Date Considered |
*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through
a citation if not in conformance and not considered. Include copyof this form with next communication to applicant.

 

 

‘Applicant is to place a check mark here if English language translation is attached.
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Application Number | 15/201,152
Filing Date 2016-07-01

INFORMATION DISCLOSURE[Fratnamedientor[ uichael A boy
STATEMENT BY APPLICANT=[ay Uni”

(Nat forsubmiegion under 37 CFR 1.99) eeeineneerne ‘ owl
Examiner Name | Edward ChangcasaeeyAURAYKMnanKKaniivannarianennianinnmransnonannnamnanassanannnannnnd)

Attorney Docket Number | 18756.8.1.1.1.1.01

 
[otramennnninennnmnnmammmnnnatnnnantinntitnnetinttletintedteeSONPCActtg|

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1,98 to make the appropriate selection({s):

: That each item of information contained tn the information disclosure statement was first cited in any communication
| [] from 4 foreign patent office in a counterpart foreign application not more than three, months. prior to the filing of the

information disclosure statement. See 37 CFR 1987(e}(7},

That ne item of information contained in the information disclosure. statement was cifed in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing ihe certification
Xl after making reasonable inquiry, no item of information contained in the information disclosure statement was known

to any individual designated in 87 CFR 1.86(c} more than three months prior to the fling of the information |
disclosure statement. See 37 CFR 1.97(e}2).

 
See attached cerification statement. 
Fee sel forth in 37 CFR 1.17 (p) has been submitted herewith.

 
 

 
 

 

 
 

 

}

None |
|KkOFOC]&

The Commissioner is hereby authorized to charge payment of any of the following fees that may be applicable to
this communication, or credit any overpayment, to Deposit Account No. 23-3178; (1) any filng fees required under |
37 CFR § 1.46; and/or (2} any patent application and reexamination processing fees under 37 CFR § 1.47. i

SIGNATURE

A signatureof the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4{c) for
the form of the signature.

 Signature   
 

 
  Name/Print ‘ohn CC. Stringham RegistrationNumber |40831 

| This-colfection of information is required by 37 CFR 1.97 and 1.98. The information is required to. obtain of retain a benefit by the public which is to file
{and by the USPTO to process) an application. Contidentiality is governed by 35.US,C. 122 and 37 CFR 1.14, This collectian is estirrated to take 1 Hour
to complete, including gathering, preparing and submitting the completed application form to tha USPTO. Time will vary depending uponthe Individual

| cage. Any coniments on the amount of time. you require to compiete this fom and/or suggestions for reducing this burden, should be sent to the Chief
i information Officer, U.S. Patent and Trademark Office, U.S. Deparment of Commerce, P.O. Box 1450, Alexandria, VA 22513-1450. DO NOT SEND

FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1490, Alexandria, VA 22373-4480,

24434234DOG
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Doc code: RCEX PTO/SB/30EFS (07-09)
Doc description: Request for Continued Examination (RCE) Approvedfor use through 07/31/2012, OMB 0651-0031U.S, Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
(Submitted Only via EFS-Web)  

 
Application Filing Docket Number ArtNumber 15201752 | Date 2016-07-01 (if applicable) 18756.8.1.1.1.1.1.1 Unit 3696
First Named) vrichael A. Liberty Examiner Edward ChangInventor Name  
This is a Request for Continued Examination (RCE) under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination (RCE) practice under 37 CFR 1.114 does not apply to anyutility or plant application filed prior to June 8,
1995, or to any design application. The Instruction Sheetfor this form is located at WWW.USPTO.GOV 

SUBMISSION REQUIRED UNDER 37 CFR 1.114 

Note: If the RCE is proper, any previouslyfiled unentered amendments and amendments enclosed with the RCE will be entered in the order
in which they were filed unless applicantinstructs otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendment(s).
  

Ol Previously submitted.If a final Office action is outstanding, any amendmentsfiled after the final Office action may be considered as asubmission evenif this box is not checked.

C] Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[-] Other 

DX] Enclosed

["] Amendment/Reply

[X] Information Disclosure Statement(IDS) 
[_] Affidavit(s)/ Declaration(s)

[| Other  
 

MISCELLANEOUS 

Oo Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) fora period of months(Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required) rn

 
  

 
 

Other
 
 

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCEisfiled.
IX] The Director is hereby authorized to charge any underpaymentof fees, or credit any overpayments, to

Deposit AccountNo 233178  

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

 

 

  

 Dx] PatentPractitioner Signature

["] Applicant Signature

EFS - Web 2.1.15
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Doo code; RCEX PTOUSBAOEFS 07-09}
Doc. description: Request for Continued Examination (RCGE} Approved fer use through 07/34/2012. OMB 0884-0091US, Patent and Trademark Office; US, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persona are required ta respond toa callectian of information unless A contains a valid CME control number,
 

 
Nam John ©. Stringham {

beebeerseeeveweeeeeees~ seeeeeee ce eeevee Sane eaeeneevenecer aateneesesecececceeessueccersensncecensssnenaecausensesneccersenunancencenalansssessennenssssesnscenananeannnenanananeenannacedeonnatenaqaemeansaaeurnevenananneiqens

This collection of Information is required by 7 CFR 1.414, The information is required to-obtain or retain a benefit by the public which is to
file land by the USPTO te process) an application. Confidentialityis governed by 35 US.C. 122 and 37 CFR 1.47 and 1.14. This collection is
estimated fo fake 12 minutes to complete, including gathering, preparing, and submitting the completed application form ip the USPTO, Time
will vary depending upon the individual case. Any comments on the ariount of tine you require: to complete this form and/or suggestions for
reducing this burden, should be. senf{ to the Chief Information Officer, U.S. Patentand Trademark Offica, US. Department of Commerce,
P.O, Box 1480, Alexandria, VA 22313-1480.

if you need assistance in completing tie form, call 1-800-PTO-G499 and select option 2.

 

EFS ~ Web.2.1.18
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Privacy Act Statement

 

 The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom ofInformation
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom of information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations,

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuantto 5 U.S.C. 552a(m).

5, A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use,to the International Bureau of the World Intellectual Property Organization,
pursuantto the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSAaspart of that agency's responsibility to
recommend improvements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shail be made in accordancewith the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record wasfiled in an
application which became abandonedorin which the proceedings were terminated and which application is
referencedby either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.

  

EFS - Web 2.1.15
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Electronic Patent Application Fee Transmittal

Filing Date: 01-Jul-2016

Title of Invention: MONETARY TRANSACTION SYSTEM

First NamedInventor/Applicant Name: MichaelA.Liberty

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

PETITION FEE-37CFR 1.17(H) (GROUP II) 

RCE- 2ND AND SUBSEQUENT REQUEST

  
Pages: 

Claims:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:
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Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Miscellaneous:

Total in USD (S$) 
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UNITED STATES PATENT AND TRADEMARKOFFICE
 

Commissionerfor Patents
United States Patent and TrademarkOffice

P.O. Box 1450
Alexandria, VA 22313-1450

www.uspto.gov

 
Decision Date: December8, 2017

In re Applicationof:
DECISION ON PETITION

UNDER CFR 1.313(c)(2)
Michael Liberty

Application No: 15201152

Filed : 01-Jul-2016

Attorney Docket No:  18756.8.1.1.1.1.1.1

This is an electronic decision on the petition under 37 CFR 1.313(c)(2), filed December 8, 2017, to withdraw the above-identified
application from issue after payment of the issue fee.

The petition is GRANTED.

The above-identified application is withdrawn from issue for consideration of a submission under 37 CFR 1.114 (request for
continued examination). See 37 CFR 1.313(c)(2).

Petitioner is advised that the issue fee paid in this application cannot be refunded. If, however, this application is again
allowed, petitioner may request that it be applied towardsthe issue fee required by the new Notice of Allowance.

Telephone inquiries concerning this decision should be directed to the Patent Electronic Business Center (EBC) at 866-217-9197.

This application file is being referred to Technology Center AU 3696 for processing of the request for continuing examination
under 37 CFR 1.114.

Office of Petitions
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Electronic AcknowledgementReceipt

a

seems

Title of Invention: MONETARY TRANSACTION SYSTEM

ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Deposit Account 233178

Authorized User Lindsey Gifford

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

37 CFR 1.16 (National applicationfiling, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Documentsupply fees)

37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

 

File Listing:

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

Petition automatically granted by EFS petition-request.pdf b155f2687 1828734 1f74e8f77bc842dbe0G}
6118

Information:

750236

Information Disclosure Statement (IDS)|18756-8-1-1-1-1-1-1_2017-12-0
Form (SB08) 8_IDS.pdf 4206043cd2d97983f242cf76a4d688c57dz

9c98

 
Information:
 

This is not an USPTO supplied IDSfillable form

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
ImageFile Wrapper and mayaffect subsequent processing
 

820205

Quick Path Information Disclosure 18756-8-1-1-1-1-1-1_2017-12-0
Statement 8_OPIDS.pdf 1a1a3379ec7e35 16caa676alttbf8ad35a40|

8b71

Warnings: 

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
ImageFile Wrapper and mayaffect subsequent processing

Information:

600835

Request for Continued Examination 18756-8-1-1-1-1-1-1_2017-12-0
(RCE) 8_RCE.pdf §70a3248ec0cb1256cb90b6aa2e Iccf20a43}

ev7dt

This is not a USPTO supplied RCE $B30 form.

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

1007058

Non Patent Literature 1_NPL_Ron_White.pdf 37348c04fo2f66bc439ec1 8f92¢53637cc6599!
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Information:

696634

Non PatentLiterature 2_NPL_OA_2017-11-27.pdf AGSbe 10e7/ 06030961 SeceSaa9078d 9389

Warnings: 

Information: 

Fee Worksheet (SB06) fee-info.pdf 817eb0ebbe204e6c0f9007548 1dc37f42ec|
b81f0  

Warnings:

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
NewInternational Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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PTO/SB/140

Doc Code: PET.AUTO U.S. Patent and Trademark Office

Document Description: Petition automatically granted by EFS-Web Department of Commerce

Electronic Petition Request PETITION TO WITHDRAW AN APPLICATION FROM ISSUE AFTER PAYMENT OF
THE ISSUE FEE UNDER37 CFR 1.313(c) 

Application Number 15201152

Filing Date 01-Jul-2016 

First Named Inventor MichaelLiberty
 

Art Unit 3696

Examiner Name EDWARD CHANG

Attorney Docket Number 18756.8.1.1.1.1.1.1

 
 

Title

MONETARY TRANSACTION SYSTEM

 
An application may be withdrawn from issue for further action upon petition by the applicant. To request that the Office
withdraw an application from issue, applicant mustfile a petition underthis section including the fee set forth in § 1.17{h} and a
showing of goodand sufficient reasons why withdrawalof the application from issue is necessary.

APPLICANT HEREBY PETITIONS TO WITHDRAW THIS APPLICATION FROM ISSUE UNDER37 CFR 1.313{c).

A grantable petition requires the following items:
{1} Petition fee; and

{2) One of the following reasons:
{a} Unpatentability of one or more claims, which must be accompanied by an unequivocal statementthat one or moreclaims
are unpatentable, an amendmentto such claim or claims, and an explanation as to how the amendmentcauses such claim or
claims to be patentable;
{b) Consideration of a request for continued examination in compliance with § 1.114 (fora utility or plant application only); or
({c} Express abandonmentof the application. Such express abandonment maybein favor of a continuing application, but nota
CPA under37 CFR 1.53(d).

 
Petition Fee

 

(@) Small Entity 

©) Micro Entity

© Regular Undiscounted
 
 

Reason for withdrawalfrom issue
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©) One or moreclaims are unpatentable

(@) Consideration of a request for continued examination (RCE) (List of Required Documents and Fees)

O Applicant hereby expressly abandonsthe instant application (any attorney/agent signing for this reason must
have powerof attorney pursuant to 37 CFR 1.32(b)). 

RCE request,submission, and fee.

| certify, in accordance with 37 CFR 1.4(d)(4) that:
The RCE request submission, and fee have already beenfiled in the above-identified application on

Are attached.

 

THIS PORTION MUST BE COMPLETED BYTHE SIGNATORYOR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agentregistered to practice before the Patent and Trademark Office who has been given powerof attorney
in this application.

©) Anattorney oragent registered to practice before the Patent and TrademarkOffice, acting in a representative capacity.

©) Asoleinventor

O A joint inventor;| certify that | am authorized to sign this submission on behalf ofall of the inventors as evidenced by the
powerof attorney in the application

©) Ajointinventor;all of whom aresigning this e-petition
 

Signature ‘John C, Stringham/

Name John C. Stringham 
Registration Number 40831
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Document code: WFEE

United States Patent and Trademark Office

Sales Receipt for Accounting Date: 12/27/2017

EDANTZLE SALE #00000005 £Mailroom Dt: 12/08/2017 233178 15201152
01 FC : 2806 90.00 DA
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.

15/201,152 12/12/2017 9842325 18756.8.L.1.1.1.1.1 2611

 
22913 7590 11/21/2017

Workman Nydegger
60 East South Temple
Suite 1000

Salt Take City, UT 84111

ISSUE NOTIFICATION

The projected patent numberandissue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustmentis 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustmenton the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair-uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Mozido, Inc., Austin, 'l'X;
Michael A. Liberty, Orlando, FL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage andfacilitate business investment. To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

IR103 (Rey. 10/09)
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Receipt date: 08/03/2017

 
 

    
 

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)

 

fatuntos

15/201,152 - GAU: 3696

  
  

15/201, 152

18756.8.1.1.1.1.1.1
 

 

47-Jan-2013=

 
 

          
  

 

  
 

 

  
 

     
       
 
 
 

  
  

    
  
 

     

 
 

 
 
    

 
 
 

 

 

    
 

  
 

 
 

 

   
 
 
 
 

 
  
 

 
 

  

  
   
   
   
     

    
 

 

20130017784 Fisher

20130013501 10-Jan-2013 Rackley
OL/2013

Chang ( 20130013499
to docu 20130013498 10-Jan-2013 Fisher
JRO 20130013490 10-Jan-2013 Keller
8/29/2D17 20130013434 10-Jan-2013 Fisher

20130013432 40-Jan-2013 Fisher

_|2? | 20130013355 10-Jan-2013 Fisher
[273 20130013353 10-Jan-2013 Fisher

20130013352 10-Jan-2013 Fisher

275 20130012131 10-Jan-2013 Fisher

| 20130012126 40-Jan-2013 Fisher
20130012125 10-Jan-2013 Fisher

20120330792 27-Dec-2012 Kashanian

20120329394 27-Dec-2012 Fisher

20120323670 20-Dec-2012 Fisher

20120323664 20-Dec-2012 Klems

20120323653 20-Dec-2012 Fisher

283 20120317019 43-Dec-2012 Carnes
284 20120316992 43-Dec-2012 Oborne

20120316951 13-Dec-2012 Fisher

20120316950 13-Dec-2012 LaPorte

20120310826 6-Dec-2012 Chatterjee
20120310824 6-Dec-2012 Liberty

20120310760 6-Dec-2012 Phillips

20120310720 6-Dec-2012 Balsan

20120303425 29-Nov-2012 Katzin
20120302204 29-Nov-2012 Gupta

20120297204 22-Nov-2012 Buer

20120296741 22-Nov-2012 __Dykes  
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696
' :

  
 

  
 

 
 

 
  
 

fautes
‘contimetonNumberann

Fisher |

 INFORMATION DISCLOSURE
STATEMENTBY APPLICANT

(Not for submission under 37 CFR 1.99)

Application Number 15/201,152

 

 
 
 

20130035970

20130035969

20130035968

20130035967

20130035087

20130035072

20130035071

20130035070

20130035069

20130035068

20130035037

20130035036

20130035035

20130030997

20130030960

20130030828

20130029646

20130024372

20130024371 24-Jan-2013 Hariramani

20130024364 24-Jan-2013 womget

20130024280 24-Jan-2013 / Fisher

20130024223 24-Jan-2013 Thomas

7-Feb-2013

7-Feb-2013

7-Feb-2013

7-Feb-2013

 
 

 

 Fisher 
 

  
 
 
 

 
 

Fisher

 

 
 Fisher 
 

  7-Feb-2013 Fisher

7-Feb-2013

7-Feb-2013

7-Feb-2013

77-Feb-2013

7-Feb-2013

7-Feb-2013

7-Feb-2013

7-Feb-2013

31-Jan-2013

31-Jan-2013

31-Jan-2013 Pourfallah

31-Jan-2013 . Chowdhur

 

   Fisher 

 
 
 
 

Fisher 
 

   

   
  
  Fisher  
  
  

Fisher

Fisher
 

  
  
 

  
 

Spodak

 
 

 
 
 
 

Kashanian 
 

 
  
  
  24-Jan-2013 Spodak

  
  

 
 

    
  
  
  

 Shrivastava etal.

20130024221 24-Jan-2013 Fisher

20130024220 24-Jan-2013 . Fisher

20130023294 24-Jan-2013 Singh

20130023209 24-Jan-2013 Fisher

20130018793 17-Jan-2013 Wong

20130018742 17-Jan-2013 Fisher
20130018740 47-Jan-2013 Fisher
20130018738 17-Jan-2013 Faires

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696

 
 
 

   
 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Not for submissian under 37 CFR 1.99)  
 

 

  

  

 

 

  
 
 
  

 
 

 

 

  
 

 

  

 
 

  

  

 

 

 

  
 

  

 

  

 
 

 
  

  
 
  

    
 
 

  
 

 
    

 
 

 

 
 
  

 
  

 
 

U.S. PATENTS

Pf|8538845 Beenei Liberty, MichaelA. [-
Chonght Li 9208488 8-Dec-2015 Liberty, MichaelA.
to docile 3 8041338 18-Oct-2011 Chen
S/R 6873974 29-Mar-2005 Schutzer
8/29/loir_|7 7248855 24-Jul-2007 Joyce

6 7275685 2-Oct-2007 | Gray

7 7822688 26-Oct-2010 Labrou

8 7699218 20-Apr-2010 Garcia i
fo 8714797 30-Mar-2004 _ Rautila |

7461010 2-Dec-2008 Kwan

7107247 42-Sep-2006 Kinoshita

6185545 6-Feb-2001 Resnick

7100821 5-Sep-2006 Rasti

Pf]sorsies|13-Sep-2011 Mo |
15 7677973 16-Mar-2010 Van Luchene

| 16 6957342 18-Oct-2005 Vantanen
7 7774231 10-Aug-2010 Pond

18 5828739 | 27-Oct-1998
19 7240836 10-Jul-2007 Vrotsos

20 6415156 2-Jul-2002 Stadelmann

21 7069001 27-Jun-2006 Rupp Fs
22 7089208 8-Aug-2006 Levehin
23 7099850 29-Aug-2006 Mann

a 24 7347361 25-Mar-2008 Lovett
[ 25 7494055 24-Feb-2009 Fernandes PF

26 7461028 2-Dec-2008 Wronski

2-Feb-2010 Stambaugh

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696

  

  

 
  

 Application Number 15/201, 152

Filing Date 2016-07-01

First Named Inventor MichaelA. Liberty  
  
 

INFORMATION DISCLOSURE
STATEMENTBY APPLICANT

(Not for submission under 37 CFR 1.99)

 
 

 
 
 

 
 

 

 
  

 
 

 
 

 
 

 

 

  
    
 
 

 
 

 
 

  
 
  
 
 

  

  
   

   
 
    
 

 

  
 
 

 
 

   

 
 

 

 
 

 

 
   
  
 
  
 
 
 

 
 

 

 

 
 
 
 

   
 
  
   

 

  

88 7527194 5-May-2009_ Truitt - |
89 ___7512098 31-Mar-2009 / Jiang
90 7325132 29-Jan-2008 Takayama

91 7322043 22-Jan-2008 Letsinger_ LL -

||92 7255264 44-Aug-2007 De Leon
93 7221939 22-May-2007 Ylitalo

| 94 7054430 30-May-2006 _tynam
95 6840448 41-Jan-2005 Fukushima

|«L 6819219 16-Nov-2004 Bolle L
97 6697839 24-Feb-2004 Sini

98 6622015 16-Sep-2003 Himmel

99 6250557 26-Jun-2001 Forslund

6736322 18-May-2004 Gobburu

8333319 48-Dec-2012 Roth

8380177 19-Feb-2013 Laracey

7016532 21-Mar-2006 Boncyk

104 7477780 13-Jan-2009 Boncyk

7680324 46-Mar-2010 Boncyk

Change(4) applied 7403652 22-Jul-2008 Boncyk
to document, 6622015 16-Sep-2003 Himmel

Ror ; 7565008 21-Jul-2009 Boncyk
7899243 41-Mar-2011 _ Boncyk_

: 7881529 41-Feb-2011 Boncyk_
7899252 1-Mar-2011 Boncyk

7564469 24-Jul-2009

Change() 8130242 6-Mar-2012
applied | 7775437 47-Aug-2010
to document, 8218873 40-Jul-2012

SRS [tis|8632000 21-Jan-2014
8/29/29 8612325 76Klan2643 Stacy etal.  

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696

  
 

 
 

 
  

 repicaiontnber[sme

fanned
contimatenNumber[sn

18 7548915 16-Jun-2009 Ramer

 
 

 
 
 

 
 
 
 

INFORMATION DISCLOSURE
STATEMENTBY APPLICANT

(Not for submission under 37 CFR 1.99)

  
    
 

 
 

  

 

| 9 6175823 16-Jan-2001 Van Dusen
120 | 7334720 26-Feb-2008 Hulstet al.
124 7942317 47-May-2011 Raczetal.

N22 8033458 41-Oct-2011 Hulstet al.
 
 
 
 
  

123 8061598 Racz et al.

124 8118224

22-Nov-2011

21-Feb-2012

25-Dec-2012

 

Racz et al.

125 8336772 Raczet al.
126 8577803 5-Nov-2013

8487771 16-Jul-2013 Hsieh et al.

128 6862575 4-Mar-2005 _ Antilla et al. Ia 129 6021397 1-Feb-2000 Joneset al.
130 7689506 30-Mar-2010 Feietal.

131 7694878 - 43-Apr-2010 Barneset al.132 | 7421410 2-Sep-2008 Schechtmanetal.
U.S. PATENT APPLICATION PUBLICATIONS

  

Chatterjee etal.

   

 

 
 

 

 
 

 

 
 
 
 
 
 
 

 

 
 
 
 

Pa i. . . ges, Columns,Lines, WhereExaminer Cite Publication Number Publication Date Name of Patentee or Applicant Relevant Passages or Relevantinitials of Cited Document Figures Appear
   

  
  

 
 

20120323777 20-Dec-2012 Liberty, Michael A.
134 20130332347 42-Dec-2013 Liberty, Michael A. 
  
   
 

20140201070 47-Jul-2014 Liberty, Michael A.

136 20140006048 2-Jan-2014 Liberty, MichaelA. 
 

 

  
 

  27-Dec-2012
09/201%

Liberty,Michael A. 137 20120330737

20130246141

20150039517

20160055583

20160055483

 

 
 

 
Liberty,MichaelA.

  
 

Change(
to documEn

LROS

9/8/2101

5-Feb-2015

25-Feb-2016

25-Feb-2016

 Liberty, Michael A.

Liberty, Michael A.
 

 
 

 
 
 

 
  Liberty, Michael A. 
  
   
 

 

20020052754 2-May-2002 Joyce
20060179452 10-Aug-2006 Amodeo
29070244811 18-Oct-2007 Tumminaro   LINED THROUGH. /E.C/
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Via E-File

PATENT APPLICATON

Docket No: 18756.8.1.1.1.1.1.1

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of: )

Michael A. Liberty

Serial No: 15/201,152 Art Unit
) 3696

Filed: July 1, 2016 )

Confirmation No.: 2611

For: MONETARY TRANSACTION SYSTEM

Examiner: Edward Chang

CustomerNo,: 22913

TRANSMITTALOF ISSUE FEE PAYMENT

Mail Stop Issue Fee
Commissioner for Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

In response to the Notice of Allowance and Fee(s) Due dated August 8, 2017, please find
enclosed herewith the following items forfiling in the United States Patent and Trademark
Office in connection with the aboveidentified patent application:

xX Fee(s) Transmittal (PTOL-85) submitted pursuant to 37 C.F.R. § 1.311.

APPL-1002
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x

A Supplemental Declaration executed by the inventor(s) is submitted pursuant to
37 C.F.R. § 1.67.

Pursuant to the request for submission of formal drawings, enclosed are the
following:

A Letter to the Official Draftsperson;

A set of (___) sheets of formal drawings to replace the
corresponding drawingsoriginally filed with the subject application.

A duplicate set of the (__) sheets of formal drawings with
the changes therein highlightedin red.

Petition to Excuse Error in Small Entity Status is enclosed,

Form PTO-2038 submitting Credit Card Payment in the amount of $ is
enclosed to coverthe fee deficiencyfor the Petition to Excuse Error.

Payment by credit card using the payment option in E-Filer with RAM will be
used to cover the paymentofthe fees as follows:

X_ The $480.00 governmentissue fee pursuant to 37 C.F.R. § 1.18.

The $ government publication fee pursuant to 37 C.F.R. § 1.18.(d)

The Commission is hereby authorized to charge payment of any additional fees or
credit any overpayment to Deposit Account No. 23-3178.

Please address all future correspondence in connection with the above-identified patent
application to the attention of the undersigned.

Dated this 8" day of November, 2017.

6866360_1.doc

Respectfully submitted,

/John C. Stringham/

JOHN C. STRINGHAM

Registration No. 40,831
WORKMAN NYDEGGER

Attorneys for Applicant
Customer No. 022913

Telephone No. 801.533.9800
jstringham(@wnlaw.com

APPL-1002
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissionerfor Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed where
appropriate, All fucther correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected belowor directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS”formaintenance fee notifications.

 

 

Note: A certificate of mailing can only be used for domestic mailings of the. Fee(s) Transmittal, This certificate cannot be used for any other accompanying
CURRENT CORRESPONDENCE ADDRESS(Note: Use Hlock 1 for any change of address} papers. Each additional paper, such as aa assignment or formal drawing, mustave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
22913 7590 08/08/2017 T hereby certify that this Fee(s) Transmittal is being deposited with the United

Workman Nydegger States Postal Service with sufficient postage Forfirst class mail in an envelope
60 East South Temple addressed to the Mail Stop ISSUF FRE address above, or being facsimile. P. transmitted to the USPTO (571) 273-2885, on the date indicated below.Suite 1000

Salt Lake City, UT 84111 (Depesitors rare)(Signature)
(Wate) 

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

15/201,152 07/01/2016 Michael A.Liberty 18756.8.L1.100.11 2611
TITLE OF INVENTION: MONETARY TRANSACTION SYSTEM

ENTITY STATUS ISSURFEEDUE|PUBLICATION FEE DUE|PREV. PAID ISSUEFEE|TOTAL FEE(S) DUE

SMALL $0 $0 3480nonprovisional $480 11/08/2017

EXAMINER ART UNIT CLASS-SUBCLASS

CHANG, EDWARD 3696 705-035000

  
 

  

  da Gpange sf correspondence address or indication of "Fee Address"(37 2. Forprinting on the patentfront page,listCER 1,363).

C) change of correspondenceaddress (or Change of CorrespondenceAddress form PTO/SB/122)attached.

C) "Bee Addvess"indication (or "Fee Address"Indication formPTO/SB/47; Rev 03-02 or more recent) attached, Use of a Customer
Numberis required,

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (printortype)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has beenfiled for
recordation as set forth in 37 CPR 3.11. Completion of this form is NOT a substitute for filing an assignment.

: Workman Nydegger(1) The names of upto 3 registered patent attorneys
or agents OR, alternatively,
(2) ‘The name ofa single firm (having asamembera 2registered attorncy or agent) and the names of up to
2 registered patentattorneys or agents. If no nameis 4listed, no name will be printed.

 
 

3

 

 

(A) NAME OP ASSIGNER (B) RESIDENCE:(CITY and STATE OR COUNTRY)

MOZIDO,INC. Austin, Texas

Please check the appropriate assignee category or categories (will not be printed on the patent) : Oi ndividuat @ Corporation or other private group entity C7 Government

4a, The following fee(s) are submitted: 4b. PaymentofFee(s); (Pleuse first reapply any previously paid issue fee shown above)
Issue Fee (A check is enclosed.

(2) Publication Fee (No small entity discount permitted) Pa Paymentby credit card. Form PTO-2038is attached.
Advance Order-- # of Copies (J Thedirectoris hereby authorized to chargetherequired fee(s), any deficiency, or credits anyHes overpayment, to Deposit Account Number tBereaises (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above}
Q Applicant certifying micro entity status. See 37 CFR 1.29 NOTE:Absenta valid certification ofMicro Entity Status (see forms PTO/SB/15A and155), issuefee paymentin the micro entity amountwill not be accepted at the risk of application abandonment.
QO Applicant asserting small entity status, See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken

to be a notification ofioss of entitlement to micro entity status.
Q Applicant changing to regular undiscounted fee status. NOTE:Checking this box will be taken to be a notification of loss of entitlement to smali or microentity status, as applicable.

NOTE:This form must be signed in accordance with 37 CPR 1.31 and 1.33. See 37 CER 14 for signature requirements andcertifications.

Authorized Signature ohn C. Stringham/ Date___ November8,2017
John C. Stringham 40,831

 

 

Typed or printed name Registration No. __.
 
 

Page 2 of 3

PTOL-85 Part B (10-13) Approvedfor use through 10/31/2013. OMB 0651-0033 US. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE,
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Electronic Patent Application Fee Transmittal

Filing Date: 01-Jul-2016

Title of Invention: MONETARY TRANSACTION SYSTEM

First NamedInventor/Applicant Name: MichaelA.Liberty

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

UTILITY APPL ISSUE FEE
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Extension-of-Time:

Miscellaneous:

Total in USD ($) 
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Electronic AcknowledgementReceipt

a

seems

Title of Invention: MONETARY TRANSACTION SYSTEM

ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Deposit Account 233178

Authorized User Sue Held

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

37 CFR 1.16 (National applicationfiling, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Documentsupply fees)

37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

 

File Listing:

Document Document Description File Size(Bytes)/ Multi Pages
Number P Message Digest|Part /.zip| (if appl.)

142106

18756_8_1_1_1_1_1_1_Trans
TI ittal Lett

ransmittal Letter mittal_Of_Issue_Fee.pdf 576d135Sbcfc86c9Gaecae697475 afc426b¢q]
e445

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
ImageFile Wrapper and mayaffect subsequent processing
 

Information:

191695

18756_8_1_1_1_1_1_1_Fees_T|
Issue Fee Payment (PTO-85B) ransmittal.pdf 207 178c.1d8d57Sac bS70a8b33cbaf77Fl 19)

93ce6

 

Warnings:

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

Information:

Fee Worksheet (SB06) fee-info.pdf 81270dc84a15a090 1e8edco20d6f61 1ef2
9ce2f

Warnings: 
Information:
 

 
TotalFiles Size (in bytes) 364017
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO asa Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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Receipt date: 08/17/2017 15/201,152 - GAU: 3696

Application Number 15/201152

INFORMATION DiscLOSURE First Named Inventor Michael A. Liberty
STATEMENT BY APPLICANT|AttUnit

{Not for submission under 37 CFR 1.99) Confirmation Number

Attorney Docket Number|18756.8.1.1.1.1.1.1

 

OFFICE ACTION / NOTICE OF ALLOWANCE DOCUMENTS
Examiner|Cite «ati .

Application Number Mail Date Document

13/527466 Office Action

  
 

   

EXAMINER SIGNATURE

Examiner Signature | /EDWARD CHANG/ Date Considered 08/26/2017
*EXAMINER: Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Draw line through
a citation if not in conformance and not considered. Include copy of this form with next communication to applicant.—

 

 

‘Applicant is to place a check mark here if English language translation is attached.

 
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/17/2017 15/201,152 - GAU: 3696

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Nol fer submission under 37 CFR.1.99} 
CERTIFICATION STATEMENT }

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s}:

That each lem of information contained in the information disclosure statement was first cited In any communication |
[] from @ foreign patent offies in a counterpart foreign agplication not more than three months prior to the. filing of the

information disclosure statement. See 37 CFR 1.97(e}(1).  
| That no item of information contained in: the information disclosure statement was cited ina communication from a

forsign patent office in a counterpart foreign application, and, to the knowledge of the persan signing the certification|
after making reasonable inquiry, rio item of information contained in the information disclosure statement wasKnown
to any individual designated in 37 CFR 1.56(c} more than three months prior to the filing of the information
disclosure stalement. See 37 CFR 1.97(e}2).

(OR

|

he Seeattached certification statement

bg Feeset forth in 87 CFR 1.17 (p} has been submitted herewith.

Cy None

The Commissioner is hereby authorized to charge payment of any of the following fees that may be applicable fo
this communication, or credit any overpayment, to Deposit Account No. 23-3178: (1) any filing fees required: under
37 GFR § 1.16; and/or (2) any patent application and reexamination processing fees under 37 CFR § 1.17.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10,19. Please see CFR 1.4(q) for
the form ofthe signature.

Signature eo | Ca Date 

Name/Print 4 John C. Stringham 
This collection of information is required by 37 CFR 1.97 and 1.98. The Information is requited to obtain or retain a benefit by the public which fs to file
(and by the USPTG to process) an application. Confidentiality is governed by 36 U.S.C, 122 and 37 CFR:1.14. This collection is estimated to ake 1 hour
to complete, including gathering, preparing and submitting the completed application form to the USPTO. Time will vary depending. upon the individual
case. Any comments on the amount oftine you require to complete this form’ and/or suggestions for reducing this burden, should be sent te the Chief
information Officer, US. Patent and Trademark Office, U.S. Department ef Commerce, P.O, Bex 1450, Alexandia, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS AGDRESS. SEND TO: Commissioner for Patents, P.O. Box 1486, Alexandria, VA 22313-1480,tLinenenaarenneenace ne neecethanesont arenerttrtnrtnnnrrrttrrtnmneinannnnatannnnannnntntitnntsvitnentnanstannnncannnnnnnnnnnaannnenenaeennnatnanTaaannnnesaannatnnnanannenannnNeenAReRARRAATr

24184231.000

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Application Number 15/201152

Filing Date 2016-07-01

INFORMATION DISCLOSURE Michael &Ebert
STATEMENTBY APPLICANT Art Unit

(Not for submission under 37 CFR 1.99) Confirmation Number

Attorney Docket Number

 
 

 OFFICE ACTION / NOTICE OF ALLOWANCE DOCUMENTS

 
 
 

 

  
 

 

 
 

 

No. Application Number Mail Date Document

1 | 13/527466 9-Aug-2017 Office Action

EXAMINER SIGNATURE 

ExaminerSignature Date Considered

*EXAMINER: Initial if reference considered, whetheror not citation is in conformance with MPEP 609. Drawline through
a citation if not in conformance and not considered. Include copyofthis form with next communication to applicant.
 

‘Applicant is to place a check mark here if English language translation is attached.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Not fer submission under 37 CFR. 1.99)

| Examiner Name Edward Chang

| Atlorney Docket Number|18756.8.LL1111

 
OO CERTIFICATION STATEMENT EO|

Please see 37 CFR 1.97 and 1.98 fo make the appropriate selection(s}:

: 1
That each item of information contained in the information disclosure statement was first cited in any communication |

["] from @ foreign patent office in a counterpart foreign agplication not more than three months prior to the filing of the
information disclosure statement. See. 37 CFR 1.97{e}(4).  

|

|
That no item of information contained in the information disclosure statement was cited ina communication from a |foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification |

| after making reasonable inquiry, no item of information contained in the information disclosure statement was known
fo any individual designated in 37 CFR 4.56(c}) more than three months prior to the filing of the information
disclosure statement. See 37 GFR 1.97(eX2).

 
 
 
 

 
 
 

 

 
 

 

See attached certification statement

Fee set forth in 87 CFR 1.17 (p) has been submitted herewith.

None

 KC&i
The Commissioner is hereby authorized to charge payment of any of the following fees that may be applicable to
this communication, or credit any overpayment, to Deposit Account No. 23-3178: (1) any filing fees required under
37 CFR § 1.16; and/or (2) any patent application and reexamination processing fees under 37 CFR § 1.17.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.34, 10,15. Please see CFR 1.4(q) for
the form of the signature,

 Signature

‘} John C. Stringham 

This collection of information is required by 37 CFR 1.97 and 1.96. The information is required to obtain or retain a benefit by the public which is to file: |
(and by the USPTO to: process) an application. Confidentiality is governad by 36 U.S.C, 122 and 37 CFR:1.14. This collection ig estimated to iake 1 hour
to complete, including gathering, preparing and submitting the completed application form to the USPTO. Time will vary depending. upon the individual |
case. Any comments on the amount oftime you require to complete this form anc/or suggestions for reducing this burden, should be seni to the Chief |
Information Officer, U.S. Patent and Trademark Office, U.S. Department ef Commerce, P.O. Box 1450, Alexandiia, VA 22313-1450, DO NOT SEND |
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1486, Alexandria, VA 22343-1460,
bopanna aennnnnnnnnnnnnnnnnnnnnennnnnennneenReeeRRReeETEERSEROEEeeEEee
 

24134231.000
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Electronic Patent Application Fee Transmittal

Filing Date: 01-Jul-2016

Title of Invention: MONETARY TRANSACTION SYSTEM

First NamedInventor/Applicant Name: MichaelA.Liberty

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Basic Filing:

Miscellaneous-Filing: 

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
 

Extension-of-Time:
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_ . Sub-Totalin

SUBMISSION- INFORMATION DISCLOSURE STMT
 

Total in USD ($) 
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Electronic AcknowledgementReceipt

ee

seems

Title of Invention: MONETARY TRANSACTION SYSTEM

ee

Application Type: Utility under 35 USC 111{a)

 
 

Paymentinformation:

Deposit Account 233178

Authorized User Lindsey Gifford

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentas follows:

37 CFR 1.16 (National applicationfiling, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Documentsupply fees)

37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

 
File Listing:

Document sg: File Size(Bytes)/ Multi PagesieeMessage Digest (if appl.)
668587

Information Disclosure Statement (IDS)|18756-8-1-1-1-1-1-1_2017-08-1
Form (SBO8) 7_|DS.pdf 7396071 16b3680243fbe08245fel afc 1cB7al

ea26

Information:

This is not an USPTO supplied IDSfillable form

The pagesize in the PDFis too large. The pages should be 8.5 x 11 or A4.If this PDF is submitted, the pageswill be resized upon entry into the
Image File Wrapper and mayaffect subsequent processing

294777

Other Reference-Patent/App/Search 1_OA_2017-08-09.pdfdocuments faecb90b59e98179c06d5435f3d699088c8)
2005c.

Information:

Fee Worksheet (SB06) fee-info.pdf 8ce436f4989925880c16135bd216b519615
7e6aa

 
Warnings:

Information:
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTOofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownon this
AcknowledgementReceiptwill establish thefiling date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptance of the application as a
national stage submission under35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO asa Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696

Application Number

Filing Date

INFORMATION DISCLOSURE_“st Named Inventor
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99) Confirmation Number 2611

Attorney Docket Number|18756.8.1.1.1.1.1.1

 
 

 

 

  
 

  
 

 

 
 
 

 

 
 

 
 

 
 

 

 

 
 

 
  

 

 

 

 

 

 

 

 

 

 

 
 

     
  

U.S. PATENTS

ee|ae Patent Number Issue Date NameofPatenteeor Applicant RetPasaorRleva
I 8538845 6-Dec-2012 Liberty, MichaelA. _

2 9208488 8-Dec-2015 Liberty, Michael A.

3 8041338 18-Oct-2011 Chen Pp

4 6873974 29-Mar-2005 Schuizer|

5 7248855 24-Jul-2007 Joyce

6 7275685 2-Oct-2007 Gray
7 7822688 26-Oct-2010 Labrou

| 8 7699218 | 20-Apr-2010 Garcia
3 6714797 30-Mar-2004 Rautila

10 7461010 2-Dec-2008 Kwan

_ fey 7107247 12-Sep-2006 Kinoshita

12 6185545 6-Feb-2001 Resnick

13 7100821 5-Sep-2006 Rasti

14 8016185 13-Sep-2011 Modi

15 1877973 16-Mar-2010 ___VanLuchene
6957342 18-Oct-2005 Vantanen

7774231 40-Aug-2010 Pond

||5828739|27-Oct-1998.|Nakanishi

|Bf7240836|10-Jul-2007,| rots

6415156 2-Jul-2002 Stadelmann

7069004 27-Jun-2008 Rupp

7089208 8-Aug-2006 Levehin _ ee

7099850 29-Aug-2006 Mann

7347361 25-Mar-2008 Lovett

7494055 24-Feb-2009 Fernandes| _ |

7461028 2-Dec-2008 _ oe

7657489 2-Feb-2010 |
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.Cc/
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Receipt date:

 
 
 
  
  

 
 

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT
(Not for submission under 37 CFR 1.99)

08/03/2017 15/201,152 - GAU: 3696

  
Attorney Docket Number|18756.8.1.1.1.1.1.  
 

  

 

 

 

 

  

 

 

 
 

 

 

 

 

 

  

 

 

 
 

 

 
  

 

 

 

 
 

 
 

 

  

 

 
 
 

 
28 7958052 7-Jun-2011 Powell

29 8095113 10-Jan-2012 Kean

40 7988060 2-Aug-2011 Killian

31 7865414 4-Jan-2011 Fung po
32 7024174 4-Apr-2006 Nagy \

33 7784684. 34-Aug-2010 Labrou
34 7606560 20-Oct-2009 Labrou

35 8073783_ 6-Dec-2011 Felsted

36 5991749| 23-Nov-1999 Morrill

37 g0s2042,——i |8-Nov-2011 Kolinski-Schultz |.

38 5717374 10-Feb-1998 __ Smith
|3? 8090945 3-Jan-2012 Singhal al

40 7877605 26-Jan-2011 Labrou |
| 41 7801826 21-Sep-2010 Labrou

42 7822688 26-Oct-2010 Labrou ;

43 7353382 41-Apr-2008 Labrou a
44 7349871 25-Mar-2008 Labrou |
45 7363261 22-Apr-2008 __ Whitehead

| 46 ___ 7729963 4-Jun-2010 Lego
AT __7937302 3-May-2011 Lego

48 7937305 3-May-2011 __ Lego

a9 _ 7729987 41-Jun-2010 _Wakim

50 7890424 15-Feb-2011 Wakim
3! 7110972 19-Sep-2006 Handa |
52 7819307 26-Oct-2010 Lyons_

53 8396793 12-Mar-2013 Hil ;

54 8374916 _ 12-Feb-2013 White

55 8360329 29-Jan-2013 ____ Grigg

- 56 8359265 22-Jan-2013 _Van Rensburg_
37 8355670 15-Jan-2013 White

   
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date:

 

 
 
  
  
 

08/03/2017

INFORMATION DISCLOSURE

STATEMENTBY APPLICANT
(Not for submission under 37 CFR 1.99)

Application Number

Filing Date

Art Unit

 

15/201,152 - GAU: 3696

Edward Chang

 

  

 

 

 

 

 

 

  

 

 

 

 

 

 

 
 

 

 

 

 

 
  

 

 

 

 
 

 

 

 

 

 

 
   

 

58 8352323 1/8/2013 Fisher
59 8332272 12/41/2012. Fisher

|60 8290433 16-Oct-2012 __ Fisher

61 8275312 25-Sep-2012 _ Fisher

62 8239325 7-Aug-2012 Schwarz

63 8213470 3-Jul-2012 Gu

64 8229354 24-Jul-2012 __Sklovsky

65 8196131 5-Jun-2012 von Behren

66 8195576 5-Jun-2012 Grigg

| 7 67 8190087 29-May-2012 | Fisher
68 8170485 41-May-2012 Hulvey

69 _ 8160959 _ 17-Apr-2012 Rackley

70 8145568 __ _27-Mar-2012 Rackley

mM 8121945 21-Feb-2012 Rackley

7 8116773 __ 14-Feb-2012 Chitrapu
73 8116734 __ 14-Feb-2012 Vawter

a4 8077042 13-Dec-2011 _ Peeters

DB 8060012 45-Nov-2011 Sklovsky

76 8019365 13-Sep-2011 Fisher

[ 77 7979026 42-Jul-2011 Hulvey
#8 7967196 28-Jun-2011 Bierbaum

79 7886962, 15-Feb-2011 Vawter

80 7865431, 4-Jan-2011 Takayama

81 7848504 7-Dec-2010 Lynam

82 7848500 7-Dec-2010 Lynam

83 7823772 2-Nov-2010 Vawter

84 7774076 10-Aug-2010 _ Skowronek

; 85 7748618 6-Jul-2010 Vawter
86 7708194 4-May-2010 Vawter

87 7562818 21-Jul-2009 Bierbaum

 
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696

 

 
 

   
  

Filing Date 2016-07-01

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1,99)

Application Number 15/201,152

 
 

  

 

 

 
 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

  

 

 
 

 

 

 
 
 

 

  

 

 

 
88 7527194. |5-May-2009 Truitt

89 7512098 34-Mar-2009 Jangss| |

90 7325132 29-Jan-2008. _ Takayama

| al | 7322043 22-Jan-2008 __Letsinger__ .
92 | 7256264 | 14-Aug-2007 De Leon _ _r 93 7221939 ___ 22-May-2007J __Ylitalo

‘| 4 7054430 30-May-2006Lynam

» 6840448 44-Jan-2005 Fukushima
96 6819219 16-Nov-2004 Bolle ;

|— {97 6697839 24-Feb-2004 . Sini
98 6622015 16-Sep-2003 _ Himmel

99 6250557 26-Jun-2001 Forslund

100 L 6736322 __ 18-May-2004 Gobburu
{10 8333319 18-Dec-2012 - Roth.

| 102 | 8380177 19-Feb-2013 L Laracey [.
103 7016532 21-Mar-2006 Boncyk -

__| 104 7477780 13-Jan-2009 _ Boncyk |
i {105 | 7680324 16-Mar-2010 _ Boncyk

106 | 7403652 22-Jul-2008 Boncyk

107 6622015 16-Sep-2003 Himmel!

108 7565008 21-Jul-2009 Boncyk

109 | 7899243 1-Mar-2011 Boncyk |
110 7881529 _ __ 1-Feb-2011 Boncyk |

i 7899252 __4-Mar-2011 Boncyk

12 | 7564469 21-Jul-2009 _ Boncyk_

13] 8130242 6-Mar-2012 Boncyk

il4 7775437 _ 17-Aug-2010 _ Boncyk / |

- 115 8218873 10-Jul-2012 Boncyk |
116 8632000 21-Jan-2014 Laracey
7 8612325 26-Nov-2013 Laracey

     
 

 
ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Receipt date: 08/03/2017 15/201,152 - GAU: 3696

 

 
 
 
 

  
 
 

  
  

 
 
 

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99) 

 
 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

   
  

 

 

 

 

 

 

 

 

 

 
  

 

 

 

 

   
  

   
 

| its 7548915 16-Jun-2009 Ramer _

[ts 6175823 16-Jan-2001 Van Dusen

120 7334720 __ 26-Feb-2008 Huistetal.

121 7942317 17-May-2011 Racz et al.

122 _ 8033458 41-Oct-2011 Hulstetal.

123 [ 8061598 22-Nov-2011 Raczetal.
124 8118224 21-Feb-2012 Raczetal. _

125 8336772 25-Dec-2012 Raczetal.

126 8577803 5-Nov-2013 Chatterjee et al.

127 8487771 _| 16-Jul-2013 Hsieh etal.
128 6862575 {-Mar-2005 _ Antilla et al. -

L | 6021397 1-Feb-2000 _ _Jonesetal.
130 | 7689506 30-Mar-2010 _Feietal.
131 7694876 43-Apr-2010 Barneset al. [
132 7421410 2-Sep-2008 Schechtmanetal.

U.S. PATENT APPLICATION PUBLICATIONS

peniad Ne Publication Number Publication Date vaneoe‘atenteeor Applicant RelovanPacapesorForan
_ - igures Appear

‘| 3 20120323777 20-Dec-2012 Liberty, Michael A.

134|20130332347 __ 12-Dec-2013 Liberty, Michael A.
135 20140201070 17-Jul-2014 Liberty, MichaelA.

136 20140006048 2-Jan-2014 __ Liberty, Michael A.
137 _ 20120330737 27-Dec-2012 _ Liberty, Michael A. |

| 138 20130246141 30-Apr-2013 Liberty, Michael A.
139 20150039517 5-Feb-2015 Liberty, Michael A.

4 140 L 20160055583 25-Feb-2016 Liberty, Michael A.__|
{i 20160055483 25-Feb-2016 Liberty,Michael A._

142 20020052754 __2-May-2002 Joyce

| 143 20060179452 10-Aug-2006 Amodeo
144 20070244811 18-Oct-2007 Tumminaro

1—__\_ __9) RET EREM ISIDERED EXCEPT WHERE LINED THROUGH. /=.C/
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Receipt date:

 
 

  
 
  

08/03/2017

INFORMATION DISCLOSURE
STATEMENTBY APPLICANT

(Not for submission under 37 CFR 1.99)

Application Number

Confirmation Number

Attorney Docket Number

  
15/201,152 - GAU: 3696

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 
 

 

 

 

 
 

 

 

 

 

 

 

 

 

 
7 145 | 20070255653 41-Nov-2007 Tumminaro

146 | 20120095856 19-Apr-2012 Sanjeev

147 20120245986 __ 27-Sep-2012 Regan

148 20070106564 10-May-2007 Matotek _|
[149 20090157546 18-Jun-2009 _ Garcia |

L 150 20090177578 g-Jul-2009 Garcia __
151 20090177581 9-Jul-2009 Garcia

Z bs2 20090254479 8-Oct-2009. _Pharris
153 20090254440 8-Oct-2009 _Pharris

154 20090281904 12-Nov-2009 Pharris

155 20120047070 23-Feb-2012 Pharris

| be 20030071115 17-Apr-2003 Horn

157 20020069123 6-Jun-2002 Soderlind

158 20030154165 14-Aug-2003 Horn

[159 20070179885 2-Aug-2007 Bird
(160|20060287004 21-Dec-2006 Fuqua |

161|20030001010 2-Jan-2003 Schmidt
162 20050199709 15-Sep-2005 Linior

163 _ 20020152177 17-Oct-2002 Wolf

164 20040248554 9-Dec-2004 Khan ;

165 20080011825 17-Jan-2008 Giordano

| 166 20020161708 31-Oct-2002 Offer
| 167 20020131404 19-Sep-2002 Mehta

168 20050070265 34-Mar-2005 Korpinen

169 20070033285 8-Feb-2007 Shiigi

170 20020042776 41-Apr-2002 Woo

171|__20020065774 30-May-2002 Young_

‘72 20030195842 46-Oct-2003 Reece

173 20050222961 6-Oct-2005 Staib

174 20060136901 22-Jun-2006 Nichols
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175° 20060200427 7-Sep-2006 Morrison

176 20070125838 7-Jun-2007 Law_

WT | 20070125840 7-Jun-2007 Law _
178 | 20070203850 30-Aug-2007 Singh

[ls 20080017704 24-Jan-2008 VanDeburg ;
180 20080040285 14-Feb-2008 Wankmueller

l. 181 20080208743 ___ 28-Aug-2008 Arthur
| [ 182 20080208744 __ 28-Aug-2008 Arthur

183 20080208762 28-Aug-2008 Arthur

184 20080210751 4-Sep-2008 Kim
185 20080249928 9-Oct-2008 Hill

186 20080255947 16-Oct-2008 Friedman

187 20080275779 6-Nov-2008 Lakshminarayanan

188 20090108015 30-Apr-2009 Kreamer

189 20090138366 28-May-2009 Bemmel

{190 20090144161 4-Jun-2009 __ Fisher :

191 20090248537 41-Oct-2009 Sarkeshik
192 20100044430 25-Feb-2010 Song

193 20100057619 4-Mar-2010 Weller

194|_ 20100063895 41-Mar-2010 Dominguez _

195 20090222353 3-Sep-2009 Guest

| ie 20090106148 23-Apr-2009 Prada
| 197 |_20050080697 14-Apr-2005 Foss

{498 | 20110313924 22-Dec-2011 Carrell
199 20100197326 5-Aug-2010 Ngo

|200 20040235450 25-Nov-2004 _ Rosenberg
201 20110145149 16-Jun-2011 _ Valdes _ ;bee 20080204358 _ 28-Aug-2008 Sato L
203 20130080329 _ _28-Mar-2013 __ Royyuru |

204 | 20060200427 7-Sep-2006 Morrison
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205 20130080241 28-Mar-2013 Fisher
206 20130080240 28-Mar-2013 | Fisher
207 20130080233 28-Mar-2013 Fisher

208 20130080232 28-Mar-2013 Fisher

209 20130080231 28-Mar-2013 Fisher
210 20130080230 28-Mar-2013 Fisher

211 20130080229 28-Mar-2013 _ Fisher

212 20130080228 28-Mar-2013 ____ Fisher

213 20130073458 21-Mar-2013 Sherwin

214 20130073373 24-Mar-2013 Fisher

{24s 20130060618 7-Mar-2013 ___ Barton
| 216 20130057392 7-Mar-2013 Bullock

217 20130054441 28-Feb-2013 Kamdar

| 218 20130054412 __ 28-Feb-2013 Brendell
219|__- 20130054337 28-Feb-2013 Brendel

220 20130054336 28-Feb-2013 Graylin. -

221 20130052952 28-Feb-2013 Fisher

_| 242 20130048723 28-Feb-2013 _ King

| 23 20130046645 21-Feb-2013 Grigg
| 224 20130046634 21-Feb-2013 Grigg ;
225 20130046608 21-Feb-2013 Coppinger |

| | 226 20130041769 14-Feb-2013 I Fisher227 20130041745 14-Feb-2013 Coppinger ; |
228 20130041744 14-Feb-2013 Coppinger

229 20130041743 14-Feb-2013 Coppinger

230 | 20130041736 14-Feb-2013 | Goppinger
23! 20130041700 14-Feb-2013 Fisher

| i 232 20130041699 14-Feb-2013 Fisher
[233 | 20130040569 14-Feb-2013 Fisher

234 20130040568 44-Feb-2013 Fisher
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235 20130035970 7-Feb-2013 _ Fisher _

236 20130035969 7-Feb-2013 Fisher

237 20130035968 7-Feb-2013 _ Fisher

238 20130035967 7-Feb-2013 Fisher

239 20130035087 7-Feb-2013 Fisher

240 |__20130035072 7-Feb-2013 Fisher :
4 20130035071 7-Feb-2013 Fisher

‘|242|20130035070 7-Feb-2013 Fisher

243 20130035069 7-Feb-2013 Fisher |

244 20130035068 7-Feb-2013 Fisher _
245 20130035037 7-Feb-2013 Fisher

246 | 20130035036 7-Feb-2013 Fisher |
247 20130035035 7-Feb-2013 Fisher

| 248 20130030997 34-Jan-2013 Spodak
249 |_20430030960 34-Jan-2013 Kashanian

230 | 20130030828 31-Jan-2013 Pourfallah

251 20130029646 34-Jan-2013 Chowdhury

252 20130024372 24-Jan-2013 Spodak ;

253 20130024371 24-Jan-2043 _ Hariramani
254 20130024364 _ 24-Jan-2013 __Fisher__

| 20130024280 24-Jan-2013 Fisher

256 20130024223 24-Jan-2013 _ |Thomas
237 | 20130024221 24-Jan-2013 _Fisher__

[258 | 20130024220 24-Jan-2013 Fisher _
259 20130023294 24-Jan-2013 __ Singh _

260 | 20130023209 24-Jan-2013 Fisher
261 20130018793 _ 17-Jan-2013 Wong.

L 262 | 20130018742. _17-San-2013 Fisher |
263 20130018740 17-Jan-2013 Fisher

264 20130018738 47-Jan-2013 ___Faires
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265|20130017784 17-Jan-2013 [ Fisher

206|20130013501 10-Jan-2013 Rackley

267 20130013499 | 10-Oct-2013 Kalgi

268 20130013498 10-Jan-2013 Fisher

| 269 | 20130013490 10-Jan-2013 - Keller
270 20130013434 10-Jan-2013 Fisher |

| 271 20130013432 10-Jan-2013 [ Fisher
2? i 20130013355 10-Jan-2013 Fisher

273|__ 20130013353 40-Jan-2013 Fisher
274 20130013352 _ 10-Jan-2013 Fisher |
275 20130012131 10-Jan-2013 Fisher - -

276 20130012126 10-Jan-2013 __ Fisher |
277 20130012125 _ 10-Jan-2013 Fisher

278 20120330792 27-Dec-2012 Kashanian
279 20120329394 27-Dec-2012 | ‘Fisher

280 20120323670 20-Dec-2012 __ Fisher

281 20120323664 20-Dec-2012 Klems _

282 | 20120323653 i 20-Dec-2012_ | Fisher
283 20120317019 13-Dec-2012 _ Carnes
284 20120316992 13-Dec-2012 ___Obome

285 20120316951| _ 13-Dec-2012 Fisher 7

286 20120316950 43-Dec-2012 ___ LaPorte ; |
287 20120310826 6-Dec-2012 | ___Chatterjee |
288 (20120310824| 6Dec-2012 Liberty |

' | 289 20120310760 6-Dec-2012 Phillips
| 290 20420310720 6-Dec-2012_ ; Balsan

EI 20120303425 29-Nov-2012 - Katzin |.292 | 20120302204 29-Nov-2012 | Gupta
293 20120297204 __ 22-Nov-2012 ; Buer
294 20120296741 22-Nov-2012 ; Dykes

 
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/

APPL-1002

APPLEINC./ Page 73 of 1744



APPL-1002 
APPLE INC. / Page 74 of 1744

Receipt date: 08/03/2017

 
 
 
 
 

 
  

INFORMATION DISCLOSURE
STATEMENTBY APPLICANT

(Not for submission under 37 CFR 1.99)

 
 
 

Application Number

Attorney Docket Number

 

15/201,152 - GAU: 3696

18756.8.1.1.1.1.1.1

 

 

 

 

 

 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
 

    
295 20120296722. _ 22-Nov-2012 Gosavi

296 20120296720 22-Nov-2012 Pirillo
297 _ 20120296708 22-Nov-2012 | Bachmann
298 20120293303 22-Nov-2042 Khan

299 20120290449 15-Nov-2012 Mullen

300 20120290376 15-Nov-2012 Dryer

301 20120286928 15-Nov-2012 _Muilen

302 20120284131 8-Nov-2012 Soffer

303 20120271712 25-Oct-2012 Katzin

| 304 20120265685 18-Oct-2012 _ Brudnicki
305 20120265677 48-Oct-2012 | Rackley _
306 20120259732 __ 41-Oct-2012 Sasankan_

307 20120259698 11-Oct-2012 __ Yurrow

L 308 20120259686 11-Oct-2012 Yurrow
309 20120253852 __ 4-Oct-2012 Pourfallah

310 204120232977 13-Sep-2012 Caiman

311 |_20120232937 13-Sep-2012 | Calman
312. 20120231425 13-Sep-2012 Calman

313 20120231424 13-Sep-2012 Calman

314 20120229657 13-Sep-2012 Calman

315 20120229647 13-Sep-2012. Calman
316 20120226610 6-Sep-2012 Gill

(bY 20120221475_ 31-Aug-2012 Grigg

L __ {dts 20120221421 __ 30-Aug-2012 Hammad
319 20120215701 23-Aug-2012 Mehta
|320 20120209749 16-Aug-2012 Hammad

321 20120209688 16-Aug-2012 Lamothe

322 20120203632 9-Aug-2012 Blum

323 20120197787 2-Aug-2012 Grigg

| 324 20120197745 2-Aug-2012 Fisher ; 
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[328 20120197743 2-Aug-2012 Grigg
326 20120197740 2-Aug-2012 Grigg
327 20120197691 2-Aug-2012 Grigg

328 20120196586 2-Aug-2012 Grigg

| 329 20120191612 26-Jul-2012 Spodak
330 20120191557 26-Jul-2012 _ Fisher
331 201420174189 5-Jul-2012 Lim
332 20120172089 -Jul-2012 Bae_

333 20120172026 5-Jul-2042 Kwon

334 20120171992 5-Jul-2012 ‘Cheong

335 20120158589 21-Jun-2012 _Katzin |

336 20120150669 _ 44-Jun-2012 Langley

337 20120143752 7-Jun-2012 Wong
338 20120123937 __ 17-May-2012 Spodak |
339 20120123935 _ 17-May-2012 Brudnicki |

340 20120123880 17-May-2012 Craft |

L 341 20120123868 17-May-2012 Brudnicki
342 20120123841 17-May-2012 Taveau

| 348 20120122447 17-May-2012 Graft
| 344 | 20120095855 19-Apr-2012 Sterling

345 20120084203 _ 5-Apr-2012 Mehew
346 20120078735 _ 29-Mar-2012 Bauer

_ [347 20120074232 29-Mar-2012 Spodak
|348 20120029990 2-Feb-2012 Fisher

L 349 20120028612 2-Feb-2012 Hurst |
i 350 20120011063 12-Jan-2012 Killian

{351 20110320345 29-Dec-2011 Taveau
352 20110320294 29-Dec-2011 Votaw
353 20110320293 29-Dec-2011 _Khan

[394 20110320243 29-Dec-2011 Khan
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355 20110302406 8-Dec-2011 _ Machani

356 20110302016 8-Dec-2011 Haddad

357 20110295750 41-Dec-2011 Rammal
358 20110276417 10-Nov-2011 Campbell
359 20110258115 20-Oct-2011 _Mulbirn-

360 20110251941 13-Oct-2011 Dunwoody

| 361 20110250866 13-Oct-2011 Fisher
362 20110246284 6-Oct-2011 Chaikin |

363 20110218911 8-Sep-2011 Spodak _ -

364 20110179113 21-Jul-2011 Thomas -
365 | 20110445049 16-Jun-2011 Hertel |
366|20110113473 12-May-2011 Corda L

|367 20110105022 5-May-2011 Vawter
368|20110087610 14-Apr-2011 Batada ;

369|20110087529 14-Apr-2011 Angell

370 20110057025 _ 10-Mar-2041 Denzer

(37 20100260388 _ 14-Oct-2010 Garrett

{37 |____20100250436 30-Sep-2010 Loevenguth
373 20100248710 30-Sep-2010 Sklovsky

374 20100235283 16-Sep-2010 Gerson

375 20100223110 2-Sep-2010 Slavin |
376 20100125510 20-May-2010 Smith

37 20100125495 20-May-2010 Smith

378 20100088188. 8-Apr-2010 Kumar

379 20100057624 4-Mar-2010 Hurt

| 38° 20100057614 __ 4-Mar-2010 Rainey
381 20100051685 _4-Mar-2010 Royyuru

382 20100049599 25-Feb-2010 Owen [
383 20100048226 25-Feb-2010 Owen

384 20100023449 28-Jan-2010 Skowronek _ 
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385 | 20100010964 14-Jan-2010 Skowronek |
| [386 20090307132 10-Dec-2009 Phillips :

| 387 20090288012 19-Nov-2009 Hertel
| 388 20090222358 3-Sep-2009 Bednarek
| 389 20090210308 20-Aug-2009 Toomer

390 20090156190 18-Jun-2009 Fisher

391 | 20090132392 21-May-2009 __ Davis
392 20090132362 24-May-2009 _ Fisher |

a | 393 l 20090104888 23-Apr-2009 Cox [
394 | 20090098854 16-Apr-2009 _ Park

395 | 20090063312 5-Mar-2009 _ Hurst
396 20090055322 26-Feb-2009 Bykov __

397 |__20090037326 5-Feb-2009 _ Chitt
398 20080281737 13-Nov-2008 Fajardo
399 20080249933 _ 9-Oct-2008 Rethorn

400 20080249930 _ _9-Oct-2008 Hill

401 20080249927 _9-Oct-2008 Rethorn
402 20080197190 21-Aug-2008 Fujita |
|493 20080143487 49-Jun-2008 Hulvey

404 20080126929 29-May-2008 Bykov

405 20080126145 29-May-2008 Rackley

406 20080052192 _ 28-Feb-2008 Fisher

L 407 20080040265_ _ 14-Feb-2008 Rackley
| 408 20080010215 _ 10-Jan-2008 Rackley ;

409 20080010204 10-Jan-2008 Rackley

410 20080010196 10-Jan-2008 Rackley 7
ail 20080010194 40-Jan-2008 Rackley |
412 | 20080006685 10-Jan-2008 Rackley

413 | 20070241189 18-Oct-2007 Slavin
414 20070162471 42-Jul-2007 Samuelsson
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20070123305 

 

  
 

 

 

 

 

 

 

 
 

 

 

 
 

 

 

 

 

 
 

 

 

 

 

 
 

 

 

 

 

 
 

  
   

31-May-2007 Chen

| 416 20060165060 27-Jul-2006 Dua
Al? |_20060116892 41-Jun-2008 Grimes

| 418 | 20040205618 14-Oct-2004 Sini
419 20040181531 _ | 16-Sep-2004 Becker
420 20030055735 20-Mar-2003. Cameron | - ; |
421 20020141586 3-Oct-2002__ Margalit -
422 20020060246 _ 23-May-2002 Gobburu "
423 20010037264 _ __4-Nov-2001 Husemann |.
424 | 20010011248 __2-Aug-2001 Himmel
425 20130024377 24-Jan-2013 Stong |
426 20130041701 || 14-Feb-2013 Roth

427 |__20130246203 49-Sep-2013 Laracey

' 428| 20130238455 12-Sep-2013 Laracey
429 20130317928 28-Nov-2013 _Laracey_

430 20080097851 24-Apr-2008 \ Bemmel

43h 20070198432 23-Aug-2007 Pitroda
432 20100250356 30-Sep-2010 Gillenson

433|20110258024 20-Oct-2011 Prince
434 20090299844 __3-Dec-2009 Reilly

435| 20120232983 13-Sep-2012 Bertha
436 20120290478 | 15-Nov-2012 Crofts et al.

L. 437 20130091012 44-Apr-2013 Liberty
_ {438 20120005076 | 5-Jan-2012 Dessert

439 20080065490 43-Mar-2008 ; Novicketal.
440 20120011058 42-Jan-2012 Pitroda et al.
4at 20010042785 22-Nov-2004 Walkeret al.

a42 20070123305 __| 31-May-2007 _ Chen
443 20060165060 27-Jul-2006 Dua

444 20060116892 41-Jun-2006 Grimes
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445 20040117302. 47-Jun-2004 Weichert et al.

446 20090119190 _7-May-2009 Realini
447 20060253335 9-Nov-2006 Keenaetal.
448 20090265272 22-Oct-2009 Dill et al.

449 20070255652 41-Nov-2007 Tumminaro et al. _

450 20070255620 41-Nov-2007 Tumminaro et al.

451 20070265984 15-Nov-2007 Santhana

452 20090081989 26-Mar-2009 Wuhrer a

|— {43 20100030651 4-Feb-2010 Matoteket al.
[454 20110047016 24-Feb-2011 _ _Cook

| 455 20090234751 17-Sep-2009 Chan etal.
456 20110196788 11-Aug-2011 Lu etal.

457 20120203610 9-Aug-2012 Grigg etal.

458 20100151790 17-Jun-2010 _ Hoekseletal.
459 20100333129 30-Dec-2010 _ Alhadeff et al.

460 20120079521 29-Mar-2012 Garg et al.

461 |_20090024526 22-Jan-2009 Erickson

462 20130132219 23-May-2013 Liberty

463 20130346309 __ 26-Dec-2013 Giori
| 464 20130073377 21-Mar-2013 Heath

465 20050071512 31-Mar-2005 Kim et al. _
466 20070006327 4-Jan-2007 Lal etal.

| 467 20100146607 10-Jun-2010 Piepenbrinketal.
468 20050283434 22-Dec-2005 Hahn-Carlson

469° 20030026404 6-Feb-2003 Joyce
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495 | 2012025824 |WO 14-Mar-2012 Yang _ . U
496 | 2013025273|wo|_ 21-Feb-2013 Liberty ; {ou
497|2013009444|WO 17-Jan-2013 Liberty

{498|2013166174 |_WO 7-Nov-2013 Liberty
| 499|2013009446|WO. 17-Jan-2013 Liberty

500 | 2013078176|WO 30-May-2013 Liberty
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656

502|Labrou, Yannis et al, Wireless Wallet. Proceedings of the First Annual international Conference on ]
Mobile and Ubiquitous Systems: Networking and Services [Online] 2004, pp.1-10 |
Motorola, Motorola M-Wallet Solution. [Online] 2006
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Valcourt, E. et al., "Investigating Mobile Payment," Wireless And Mobile Computing, Networking
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505|Second IEEE International Workshop on Mobile Commerce and Services (WMCS$'05) July 2005,

10 pages. 

Edwin, et al., "Technobiography," October 2004, 29 pages. 

international Search Report and Written Opinion for PCT/US2012/066013 datedJanuary 29, 2013 

508

International Search Report and Written Opinion for PCT/US2012/040131 dated January 29, 2013

509

international Search Report and Written Opinion for PCT/US2012/043321 dated Sep. 6, 2012

510

International Search Report and Written Opinionfor PCT/US2012/058849 dated Jan. 4, 2013 

511

     
| nSiSeTRBAGSeSPUDHnBGOSEHBRITS/ESROUatedMig23, 2013

APPL-1002

APPLEINC./ Page 81 of 1744

 



APPL-1002 
APPLE INC. / Page 82 of 1744

Receipt date: 08/03/2017 15/201,152 - GAU: 3696

  
 

   

 
 

   
  

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(Not for submission under 37 CFR 1.99)  
 
 

512

European Search Report for EP12824344 dated September 29, 2014

513|SYKES, et al. "Securing Mobile Banking," Credit Union Management, Novemer 2010, Vol. 33 No.
11; ISSN 0273-9267 

514|CLARKE,Irvine Ill, "Emerging Value Propositions for M-commerce," Journal of Business
Strategies, Vol. 25, Issue 2,Fall 2008, P. 41-57; ISSN: 0887-2058 

515|WEI, et al., "Development of a Web-Based Mobile Airline Ticketing Model with Usability Features,”
2005, Industrial Management + Data Systems; Vol. 105 No. 9, ISSN: 0263-5577

516

| International Search Report and Written Opinion for PCT/US2012/43458 dated August 17, 2042.
317

International Search Report and Written Opinion for PCT/US2015/58886 dated February 4, 2016 _ 
518

 
European Search Report for EP12851211 dated February 18, 2016 
 

OFFICE ACTION / NOTICE OF ALLOWANCE DOCUMENTS
 

 

 

 

 

 

 

 

  
 

 

 

  
 

 

 

    
Examiner|te| Application Number __ Mail Date Document -

519 43/484199 26-Dec-2012 Office Action
520 13/484199 7-Jun-2013 Notice of Allowance

| 521 13/527466. 15-Apr-2013 Office Action
522 13/527466 4-Dec-2013 | Final Office Action
523 _13/964707_ 24-Feb-2014 Office Action
524 141213543 6-May-2014 Office Action

525 13/680824 16-Jun-2014 Office Action
“| 526 __13/528720 25-Jun-2014 Office Action

527 131964707 10-Jul-2014 Office Action
528 13/527466 41-Aug-2014 Office Action

529 141012822 7-Aug-2014 Office Action
530|_-13/528720 10-Dec-2014 - Final Office Action

| 531 44/012,822 __tedan-2015 . __ Final OfficeAction
532 13/680,824 6-Feb-2015 Final Office Action

  
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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Application Number .

First Named Inventor

Confirmation Number

Attorney Docket Number

 
 
 

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
(Not for submission under 37 CFR 1.99} 

 
  

 

  
 

 

  

 

  

 

  
 

 
  
  

 
 

 

 

   

 

| 533 | 13/964707 16-Mar-2015 ___ Final Office Action
534 | __14/213543 8-Apr-2015 ____ Office Action
535 | __13/874192 14-Jul-2015 Office Action_

| 536 13/527466 16-Jul-2015 Office Action
537 13/528720 22-Jul-2015 _ Office Action _

538 441012822 11-Sep-2015 Office Action _

539| 13/680824 18-Sep-2015 Notice of Allowance
540 441213543 6-Jan-2016 _ Final Office Action

341 | 13/528720 2-Mar-2016 | Final Office Action

542}: 13/527466. 41-Apr-2016 Office Action

343 13/874192 48-Apr-2016 Final Office Action

| 544 14/012822 6-May-2016 | Final Office Action
[545 13/527466 14-Dec-2016 Office Action -_

EXAMINER SIGNATURE
Examiner Signature /EDWARD CHANG/ - - Date Considered 08/16/2017
*EXAMINER: Initial if reference considered, whether ornot citation is in conformance with MPEP 609. Draw line through
a citation if not in conformance and not considered. Include copyof this form with next communication to applicant.

‘Applicantis to place a check mark hereif English language translation is attached.

  
 

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.C/
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26-701

INFORMATION DISCLOSURE Michael A. Liberty
STATEMENT BY APPLICANT

{Not for submission under 37 GFR 1.99)

 

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s}):

That each item of information conteined in the information disclosure statement was first cited in any communication
| [] from a foreign patent office in a counterpart foreign application pot more than ihree months priar to the filing of the

information disclosure statement. See 37 CFR 1.07fet). i

OR

: That no tern of information centained in the information disclosure statement was cifed in a communication from a |
foreign patent office in a counterpart foreign application, and, to the Knowledge of the person signing the certification

f} after making reasonable inquiry, no item of information contained in the information disclosure statement was known
io any individual designated in 37 CFR 1.86{c) more than three months prior fo the filing of the information
disclosure statement. See 37 CFR 1.97(e}(2).

i] See attached certification statement.

Ct Fee set forth in 3% CFR 1.17 (p} has been submitted herewith.

i BY} None

& The Commissioner is hereby authorized to charge payment of any of thefollowing fees that may be applicable to
this communication, or credit any overpayment, to Depesit Account No. 23-3178: (4) any filing fees required under

| 37 CFR § 1.16; and/or(2) any patent application and reexamination processing fees under 37 CFR § 4.77.
SIGNATURE

Asignature of the applicant or representative fs required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for
the form of the signature.

Signature Name/Print

Fnjaannnee nn anneree e eapenee ennnn anne atten sre
i ‘This collection of jAformation is aquired by 37 CFR 1.97 and 1.98. The. information is required to abtain or retain @ benefit by the public which is to Hie

(and by {heUSPTO te process) an application. Confidentiality is governed by 35 ULS.C. 122 and 37 CFR 1.14. This collection.is estimated to.take. 1 hour
to. complete, including gathering, preparing and submitting the completed application form to the USPTO. Time will vary depending upon the Individual
case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent te the Chief
information Officer, U.S, Patent and Trademark Office, US, Department of Commerea, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND
FEES GR COMPLETED FORMS TO THIS ADDRESS, SEND TQ: Commissioner for Patents, PG, Box 1480, Alexandria, VA 22373-1450.

 

2143498,1.006

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /E.Cc/
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

 
NOTICE OF ALLOWANCEAND FEE(S) DUE

EXAMINER
22913 7590 08/08/2017

Workman Nydegger CHANG, EDWARD
60 East South Temple
Suite 1000

Salt Lake City, UT 84111 3606

DATE MAILED: 08/08/2017

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

15/201,152 07/01/2016 Michael A. Liberty 18756.8.1.1.L1.1.1 2611
TITLE OF INVENTION: MONETARY TRANSACTION SYSTEM

APPIN. TYPR ENTITY STATUS ISSTTF FRE DUR PUBLICATION FER DUP.|PREV. PAID ISSUE FRR TOTAT. FER(S) DUE DATE DUR

nonprovisional SMALL $480 $480 11/08/2017
 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCEAS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. TIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGIITS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CER 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THEISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUSshownabove.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity status sull applies.

If the ENTITY STATUSis the same as shownabove, pay the TOTAL FEE(S) DUE shownabove.

If the ENTITY STATUSis changed from that shown above, on PART B - FER(S) TRANSMITTAL, complete section number5 titled
"Change in Entity Status (fromstatus indicated above)".

For purposesof this noticc, small entity fecs are 1/2 the amount of undiscountcd fees, and micro entity fees are 1/2 the amountof small cntity
fees.

I. PART B - FEE(S) TRANSMITTAL,or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATIONFEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paperas an equivalent of Part B.

I. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEEunlessadvisedto the contrary.

IMPORTANT REMINDER:Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenancefees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEECommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCHONS: ‘This form should be used for transmitting the ISSUE KEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed whereppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
Adicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"formaintenance feenotifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block | for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
22913 7590 08/08/2617 I hereby certify that this Kee(s) ‘lransmittal is being deposited with the United

Workman Nydegger States Postal Service with sufficient postage for first class mail in an envelope
60 East South T 1 addressed to the Mail Stop ISSUE FEE address above, or being facsimileast 50u cmplic transmitted to the USPTO (571) 273-2885, on the date indicated below.
Suite 1000 —
Salt Lake City, U'T 84111 (epositor's name)(Signature)

(Date) 
 APPLICATION NO. FILING DATE FIRS’) NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATION NO.

15/201.152 07/01/2016 Michael A. Liberty 18756.8.1.1.L.1.1.1 2611
TITLE OF INVENTION: MONETARY TRANSACTION SYSTEM

 
    APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSLE FEB TOTAL FEE(S) DUE DATE DUE

nonprovisional SMATT. $480 $480 11/08/2017

EXAMINER ART UNIT CLASS-SUBCLASS

CHANG, EDWARD 3696 705-035000

1. Change,of correspondenceaddress orindication of "Fee Address" (37 2. For printing on the patent front page,listCER 1.363). (1) The namesof upto 3 registered patent attorneys 1
LY Changeof correspondenceaddress (or Change of Correspondence or agents OR,alternatively,Address foorm PTO/SB/122)attached. 2(2) The nameof a single firm (having as a member a

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no nameis 3
listed, no namewill be printed.

L] "Fee Address"indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has beenfiled for
recordation asset forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAMEOF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

  
 

Please check the appropriate assignee categoryor categories (will not be printed on the patent) : (CW individual LI Corporation or other private group entity (J Government

 
Aa. ‘The following fee(s) are submitted: 4b. Paymentof Kee(s): (Pleasefirst reapply any previously paid issue fee shown above)

LB issue Fee LIA check is enclosed.

LY Publication Fee (No small entity discount permitted) Lj Paymentby credit card. Form PTO-2038 is attached.
LY Advance Order - # of Copies [_] The directoris herebyauthorized to charge the required fee(s), any deficiency, or credits any

overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

LJ Applicantcertifying micro entity status. See 37 CFR 1.29 NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee paymentin the micro entity amountwill not be accepted atthe risk of application abandonment.

 

LJ Applicantasserting small entity status. See 37 CFR 1.27 NOTE:If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

  
LJ Applicant changing to regular undiscounted fee status. NOTE:Checking this box will be taken to be a notification of loss of entitlement to small or micro

entity status, as applicable.

NOTE:This form mustbe signed in accordance with 37 CER 1.31 and 1.33. See 37 CFR 14 for signature requirements and certifications.

  

  
Authorized Signature Date

Typed or printed name Registration No.

Page 2 of 3

PLOL-85 Part B (10-13) Approved for use through 10/31/2013. OMB0651-0033 U.S. Patentand ‘Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.uspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEYDOCKET NO. CONFIRMATION NO.

 
 

15/201,152 07/01/2016 MichaelA.Liberty 18756.8.1.1.11.1.1 2611

22913 7590 08/08/2017

Workman Nydegger CHANG, EDWARD
60 East South Temple
Suite 1000

Salt Lake City, UT 84111 3606

DATE MAILED: 08/08/2017

Determination of Patent Term Adjustment under35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)G) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMBapproves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The informationis required to obtain
or retain a benefit by the public whichis to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CI'R 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS ‘TO THIS ADDRESS. SEND 10: Commissioner for Patents, P.O. Box

1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respondto a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which mayresult in termination of
proceedings or abandonmentofthe application or expiration of the patent.

The information provided by you in this form will be subjectto the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation‘lreaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuantto the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C, 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant(i.e., GSA or Commerce) directive.
Suchdisclosure shall not be used to make determinations about individuals.

8. A record fromthis system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record wasfiled in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomesaware ofa violation or potential violation of law or regulation.
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Application No. Applicant(s)
 15/201,152 LIBERTY, MICHAEL A.

Notice of Allowability anCHANG aoe. ste Inventorto File)
No
 

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85)or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENTRIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. &] This communication is responsive to RCEfiled on July 18, 2017.

CT A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on

2. (Anelection was made bythe applicant in responsetoarestriction requirementsetforth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. ] The allowed claim(s) is/are 1. 4, and 5. As a result of the allowed claim(s), you may beeligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http:/Awww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

 

4. [] Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:

a)O All b)[) Some *c) J] Noneofthe:

1. (1 Certified copies of the priority documents have beenreceived.

2. C1] Certified copies of the priority documents have beenreceived in Application No.

3. [1] Copies ofthe certified copies of the priority documents have been receivedin this national stage application from the

International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE”of this communicationto file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIODIS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS( as “replacement sheets”) must be submitted.

(including changes required by the attached Examiner's Amendment / Commentorin the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawingsin the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. (J DEPOSIT OF and/or INFORMATIONaboutthe deposit of BIOLOGICAL MATERIAL mustbe submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. J Notice of References Cited (PTO-892) 5. (1 Examiner's Amendment/Comment

2. (1 Information Disclosure Statements (PTO/SB/08), 6. K] Examiner's Statement of Reasonsfor Allowance
Paper No./Mail Date

3. [J Examiner's Comment Regarding Requirementfor Deposit 7. CJ Other .
of Biological Material

4. [] Interview Summary (PTO-413),
Paper No./Mail Date . 

/EDWARD CHANG/

Primary Examiner, Art Unit 3696

 U.S. Patent and Trademark Office

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20170728
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Application/Control Number: 15/201 ,152 Page 2

Art Unit: 3696

1. The present application is being examined underthe pre-AlAfirst to invent provisions.

DETAILED ACTION

Status of Claims

1. This action is in reply to the RCE filed on 18"of July 2017.

2. Claims 1, 4, and 5 were amended.

3. Claims 2, 9, and 10 were cancelled.

4. Claims 1, 4, and 5 were allowable.

Allowable Subject Matter

The following is an examiner's statement of reasonsfor allowance: The instant application is directed

towards monetary transaction system. Only Alice 101 rejection was pending in the previous action and

applicant overcame therejection for the following reason: examiner agrees with applicant’s argumentthat

“_. fhe present claims when viewed as a whole are directed towards substantially technical systems that

address the unique technical problem of monetary exchanges within a system that does not require a

centralized banking server to manage the transaction." Therefore, amendmentsfiled on July 18, 2017

viewed in combination was“significantly more”, therefore the amendments made byapplicant overcame

the 101 rejection and 101 rejection was withdrawn.

For these reasonsclaims 1, 4, and 5 are deemed to be allowable.

5. Any comments considered necessary by applicant must be submitted no later than the payment

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee. Such

submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”

APPL-1002
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Application/Control Number: 15/201 ,152 Page 3

Art Unit: 3696

Conclusion

Anyinquiry of a general nature or relating to the status of this application or concerning

this communication or earlier communications from the Examiner should be directed to Edward

Chang whose telephone numberis 571.270.3092. The Examiner can normally be reached on

Monday-Friday, 9:30am-5:00pm. _—siIf attempts to reach the examiner by telephone are

unsuccessful, the Examiners supervisor, ALEXANDER KALINOWSKI can be reached at

571.272.6771.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR system,

see http://portal.uspto.gov/external/portal/pair <http://pair-direct.uspto.gov >. Should you have

questions on accessto the Private PAIR system, contact the Electronic Business Center (EBC) at

866.217.9197(toll-free).

Any responseto this action should be mailed to:

Commissioner of Patents and Trademarks

P.O. Box 1450

Alexandria, VA 22313-1450

or faxed to 571-273-8300.
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136 20140006048 2-Jan-2014 Liberty, Michael A.

137 20120330737 27-Dec-2012 Liberty, MichaelA.

138 20130246141 30-Apr-2013 Liberty, Michael A.

139 20150039517 5-Feb-2015 Liberty, Michael A.

| - 140 20160055583 25-Feb-2016 Liberty, Michael A.
141 20160055483 25-Feb-2016 Liberty, Michael A.

142 20020052754 2-May-2002 Joyce

143 20060179452 10-Aug-2006 Amodeo

144 20070244811 48-Oct-2007 _Tumminaro
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: 145 20070255653 41-Nov-2007 Tumminaro

146 20120095856 19-Apr-2012 Sanjeev

147 20120245986 _ 27-Sep-2012 Regan

148 20070106564 10-May-2007 Matotek

149 20090157546 18-Jun-2009 Garcia
150 20090177578 9-Jul-2009 Garcia
151 20090177581 9-Jul-2009 Garcia

152 20090254479 8-Oct-2009_ Pharris

153 20090254440 8-Oct-2009 Pharris

[154 20090281904 12-Nov-2009 Pharris
155 20120047070 23-Feb-2012 Pharris

pb 20030071115 17-Apr-2003 Horn

157 20020069123 6-Jun-2002 Soderlind

158 20030154165 14-Aug-2003 Horn

159 20070179885 2-Aug-2007 Bird

160 | 20060287004 21-Dec-2006 Fuqua
161 20030001010 2-Jan-2003 Schmidt

162 20050199709 15-Sep-2005 Linior

163 20020152177 17-Oct-2002 Wolf

lo4 20040248554 9-Dec-2004 Khan
| 165 20080011825 _ 17-Jan-2008 Giordano

166 20020161708 31-Oct-2002 Offer

167 20020131404 19-Sep-2002 Mehta
168 20050070265 31-Mar-2005 Korpinen
169 20070033285 8-Feb-2007 Shiigi

170 20020042776 11-Apr-2002_ Woo

171|20020065774 30-May-2002 Young

172 20030195842 16-Oct-2003 Reece

173 20050222961 6-Oct-2005 Staib

174 20060136901 22-Jun-2006 Nichols
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175 |__20060200427 7-Sep-2006 Morrison
176 20070125838 7-Jun-2007 Law

iT | 20070125840 7-Jun-2007 Law
178 20070203850 30-Aug-2007 Singh

179 20080017704 24-Jan-2008 VanDeburg

180 20080040285 14-Feb-2008 Wankmueller

181 20080208743 28-Aug-2008 Arthur

182 20080208744 28-Aug-2008 Arthur

183 20080208762 28-Aug-2008 Arthur

184 20080210751 4-Sep-2008 Kim

185 20080249928 9-Oct-2008 Hill

186 20080255947 16-Oct-2008 Friedman

187 20080275779 6-Nov-2008 Lakshminarayanan

188 20090108015 30-Apr-2009 Kreamer

189 20090138366 28-May-2009 Bemmel

190 20090144161 4-Jun-2009 Fisher

191 20090248537 1-Oct-2009 Sarkeshik
192 20100044430 25-Feb-2010 Song

193 20100057619 4-Mar-2010 Weller

194|20100063895 11-Mar-2010 _ Dominguez

195 20090222353 3-Sep-2009 Guest

‘| 19 20090106148 23-Apr-2009 Prada
197 20050080697 14-Apr-2005 Foss

| 198 20110313924 22-Dec-2011 Carrell

| 199 20100197326 5-Aug-2010 Ngo
200 20040235450 25-Nov-2004 Rosenberg

201 20110145149 16-Jun-2011 Valdes

202 20080204358 28-Aug-2008 Sato

203 20130080329 28-Mar-2013 Royyuru

204 | 20060200427 7-Sep-2006 Morrison
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205 a 20130080241 28-Mar-2013 _ Fisher
206 20130080240 28-Mar-2013 Fisher
207 | 20130080233 28-Mar-2013 Fisher
208 20130080232 28-Mar-2013 Fisher

209 20130080231 28-Mar-2013 Fisher

210 | 20130080230 28-Mar-2013 Fisher
ail 20130080229 28-Mar-2013 Fisher

212 20130080228 28-Mar-2013 Fisher

213 20130073458 21-Mar-2013 Sherwin

214 | 20130073373 _ 24-Mar-2013 Fisher
21s 20130060618 7-Mar-2013 Barton

216|20130057392 7-Mar-2013 Bullock

217 20130054441 28-Feb-2013 Kamdar

218 20130054412 28-Feb-2013 Brendel |

219 20130054337 28-Feb-2013 Brendell

| 220 20130054336 28-Feb-2013 Graylin|
221 20130052952 28-Feb-2013 Fisher

222 20130048723 28-Feb-2013 King

223 20130046645 21-Feb-2013 _ Grigg

224 | 20130046634 21-Feb-2013 Grigg
225 |__20130046608 21-Feb-2013 Coppinger

226 20130041769 14-Feb-2013 Fisher

227 | 20130041745 14-Feb-2013 Coppinger |
228 20130041744 14-Feb-2013 Coppinger

= 20130041743 14-Feb-2013 Coppinger
230 | 20130041736 14-Feb-2013 Coppinger

231 20130041700 14-Feb-2013 Fisher
| 232 20130041699 14-Feb-2013 Fisher
| 233 20130040569 14-Feb-2013 Fisher

234 20130040568 14-Feb-2013 Fisher 
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235 20130035970 7-Feb-2013 Fisher

236 20130035969 7-Feb-2013 Fisher
237 20130035968 7-Feb-2013 Fisher

L 238 20130035967 7-Feb-2013 | Fisher |
239 20130035087 7-Feb-2013 Fisher

240 |_20130035072 7-Feb-2013 Fisher
241 20130035071 7-Feb-2013 Fisher

)242 20130035070 7-Feb-2013 Fisher

243 20130035069 7-Feb-2013 Fisher
244 20130035068 7-Feb-2013 Fisher -

245 20130035037 7-Feb-2013 Fisher

246 20130035036 7-Feb-2013 Fisher
247 20130035035 7-Feb-2013 Fisher

| | 248 20130030997 34-Jan-2013 Spodak
249 20130030960 34-Jan-2013 Kashanian

250 _ 20130030828 31-Jan-2013 Pourfallah

251 20130029646. 31-Jan-2013 Chowdhury

252 20130024372 24-Jan-2013 Spodak

253 20130024371 24-Jan-2013 Hariramani

| 254 20130024364 24-Jan-2013 Fisher
L 255 20130024280 24-Jan-2013 Fisher

256 | 20130024223 24-Jan-2013 _ Thomas |
257 20130024221 24-Jan-2013 _ Fisher

|258 |__20130024220 24-Jan-2013 Fisher
259 20130023294 24-Jan-2013 Singh

260 20130023209 24-Jan-2013 Fisher

261 |_20130018793 47-Jan-2013 Wong _

262 | 20130018742 47-Jan-2013 Fisher
263 20130018740 47-Jan-2013 Fisher

264 20130018738 17-Jan-2013 Faires
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| 265 20130017784 17-Jan-2013 Fisher

266 20130013501 10-Jan-2013 Rackley
267 20130013499 10-Oct-2013 Kalgi

L 268 20130013498 10-Jan-2013 Fisher

L 269 20130013490 10-Jan-2013 Keller
270 20130013434 10-Jan-2013 Fisher

271 20130013432 10-Jan-2013 Fisher

| 2? 20130013355 10-Jan-2013 Fisher

273 20130013353 10-Jan-2013 Fisher
274 20130013352 __ 10-Jan-2013 Fisher

275 20130012131 10-Jan-2013 Fisher

| 276 20130012126 10-Jan-2013 Fisher
277 20130012125 40-Jan-2013 Fisher_

| 278 20120330792 27-Dec-2012 Kashanian
279 20120329394 27-Dec-2012 Fisher

280|20120323670 20-Dec-2012 Fisher

281 20120323664 20-Dec-2012 Klems

| 282 20120323653 20-Dec-2012 Fisher

283 20120317019 13-Dec-2012 Carnes
284 20120316992 13-Dec-2012 Oborne
285 20120316951 13-Dec-2012 Fisher

286 20120316950 13-Dec-2012 LaPorte

287 20120310826 6-Dec-2012 __ Chatterjee

288 20120310824 6-Dec-2012 Liberty

289 20120310760 6-Dec-2012 Phillips

290 20120310720 6-Dec-2012 Balsan
291 20120303425 29-Nov-2012 Katzin
|292 20120302204 29-Nov-2042 Gupta

293 20120297204 22-Nov-2012 Buer -

294 20120296741 22-Nov-2012 Dykes 
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295 20120296722 22-Nov-2012 Gosavi

296 20120296720 22-Nov-2012 Pirillo

297 20120296708 22-Nov-2012 Bachmann
| 298 20120293303 22-Nov-2012 Khan

299 20120290449 15-Nov-2012 Mullen

300 20120290376 15-Nov-2012 Dryer

301 20120286928 15-Nov-2012 Mullen

302 20120284131 8-Nov-2012 Soffer

303 20120271712 25-Oct-2012 Katzin

_| 304 20120265685 18-Oct-2012 Brudnicki

305 20120265677 48-Oct-2012 Rackley

306 20120259732 _ 41-Oct-2012 Sasankan

: 307 20120259698 11-Oct-2012 Yurrow
308 | 20120259686 41-Oct-2012 Yurrow
309 | 20120253852 4-Oct-2012 Pourfallah
310 | 20120232977 13-Sep-2012 Calman
311 20120232937 13-Sep-2012 Calman

312 20120231425 13-Sep-2012 Calman

313 20120231424 43-Sep-2012 Calman

314 20120229657 13-Sep-2012 Calman

315 20120229647 13-Sep-2012 Calman
| 316 20120226610 6-Sep-2012 Gill

317 20120221475 31-Aug-2012 Grigg

318 20120221421 30-Aug-2012 Hammad

319 | 20120215701 23-Aug-2012 Mehta
| 320 20120209749 16-Aug-2012 Hammad

321 20120209688 16-Aug-2012 Lamothe

322 20120203632 9-Aug-2012 Blum

323 20120197787 2-Aug-2012 Grigg

324 20120197745 2-Aug-2012 Fisher 
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[28 20120197743 2-Aug-2012 Grigg
326 20120197740 2-Aug-2012 Grigg
327 20120197691 2-Aug-2012 Grigg
328 20120196586 2-Aug-2012 Grigg

[ 329 20120191612 26-Jul-2012 Spodak
330 20120191557 26-Jul-2012 _ Fisher

| 331 20120174189 5-Jul-2012 Lim
332 20120172089 5-Jul-2042 Bae __

333 20120172026 5-Jul-2012 Kwon

334 20120171992 5-Jul-2012 Cheong
335 20120158589 21-Jun-2012 Katzin
336 20120150669 14-Jun-2012 Langley

337 20120143752 7-Jun-2012 Wong

338 20120123937 17-May-2012 Spodak
339 20120123935 17-May-2012 Brudnicki

340 | 20120123880 17-May-2012 Craft
341 20120123868 47-May-2012 Brudnicki

342 20120123841 17-May-2012 Taveau

343 20120122447 17-May-2012 Craft

344 20120095855 49-Apr-2012 Sterling
345 20120084203 5-Apr-2012 Mehew

| 346 20120078735 29-Mar-2012 Bauer
347 20120074232 29-Mar-2012 Spodak [
348 20120029990 2-Feb-2012 Fisher

| 349 20120028612 2-Feb-2012 Hurst
i 350 20120011063 12-Jan-2012 Killian

[351 20110320345 29-Dec-2011 Taveau

| 352 20110320294 29-Dec-2011 Votaw
353 20110320293 29-Dec-2011 Khan |

354 20110320243 29-Dec-2011 Khan
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355 20110302406 8-Dec-2011 _Machani
356 20110302016 8-Dec-2011 Haddad

357 20110295750 41-Dec-2011 Rammal

358 20110276417 10-Nov-2011 Campbell

359 20110258115 20-Oct-2011 Mulhim

360 20110251941 13-Oct-2011 Dunwoody

{361 20110250866 13-Oct-2011 Fisher
362 20110246284 6-Oct-2011 Chaikin |

363 20110218911 _ 8-Sep-2011 Spodak

. 364 20110179113 21-Jul-2011 Thomas
365 20110145049 16-Jun-2041 Hertel [
366 20110113473 12-May-2011 Corda [
367 20110105022 5-May-2011 Vawter

368 20110087610 14-Apr-2011 Batada

369 20110087529 14-Apr-2011 Angell

370 20110057025 40-Mar-2011 Denzer

371 20100260388 14-Oct-2010 Garrett

372 20100250436 30-Sep-2010 Loevenguth
373 20100248710 30-Sep-2010 _ Sklovsky
374 20100235283 16-Sep-2010 Gerson

375 20100223110 2-Sep-2010 Slavin

| 376 20100125510 20-May-2010 Smith
[377 20100125495 20-May-2010 Smith
| 378 20100088188 8-Apr-2010 Kumar

379 20100057624 4-Mar-2010 Hurt
380 20100057614 4-Mar-2010 Rainey |
381 20100051685 4-Mar-2010 Royyuru

382 20100049599 25-Feb-2010 Owen

383 20100048226 25-Feb-2010 Owen

384 20100023449 28-Jan-2010 Skowronek
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385 20100010964 44-Jan-2010 Skowronek

386 20090307132 10-Dec-2009 Phillips :

| 387 20090288012 19-Nov-2009 Hertel
| 388 20090222358 3-Sep-2009 Bednarek

389 20090210308 20-Aug-2009 Toomer

| 390 20090156190 18-Jun-2009 Fisher
391 | 20090132392 21-May-2009 Davis

392 20090132362 21-May-2009 Fisher

393 20090104888 23-Apr-2009 Cox ;

394 20090098854 16-Apr-2009 _ Park

395 20090063312 5-Mar-2009 _ Hurst

396 20090055322 26-Feb-2009 Bykov

397 20090037326 5-Feb-2009 Chitti

398 20080281737 13-Nov-2008 Fajardo
399 20080249933 9-Oct-2008 Rethorn
400 20080249930 9-Oct-2008 Hill

401 20080249927 9-Oct-2008 Rethorn

| 402 20080197190 21-Aug-2008 Fujita

|405 20080143487 19-Jun-2008 Hulvey
404 20080126929 29-May-2008 Bykov

405 20080126145 29-May-2008 Rackley
406 20080052192 28-Feb-2008 Fisher
407 20080040265 14-Feb-2008 Rackley

| 408 20080010215 10-Jan-2008 Rackley
409 20080010204 40-Jan-2008 Rackley

410 20080010196 10-Jan-2008 Rackley

aul 20080010191 10-Jan-2008 Rackley

412 20080006685 10-Jan-2008 Rackley

413 | 20070241189 18-Oct-2007 Slavin
414 20070162471 42-Jul-2007 Samuelsson 
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415 20070123305 34-May-2007 Chen.

416 20060165060 27-Jul-2006 Dua

aly 20060116892 1-Jun-2006 Grimes

| 418 20040205618 14-Oct-2004 Sini
419 20040181531_ 16-Sep-2004 Becker

[ 420 20030055735 20-Mar-2003 Cameron
421 20020141586 3-Oct-2002 Margalit |
422 20020060246 23-May-2002 Gobburu

423 20010037264 41-Nov-2001 Husemann

424 20010011248 2-Aug-2001 Himmel

425 20130024377 24-Jan-2013 Stong

426 20130041701 14-Feb-2013 Roth

427 20130246203 19-Sep-2013 Laracey

| 428 20130238455 12-Sep-2013. Laracey
429 20130317928 28-Nov-2013 _Laracey

| 430 20080097851 24-Apr-2008 Bemmel
431 20070198432 23-Aug-2007 Pitroda

432 20100250356 30-Sep-2010 Gillenson

433 20110258024 20-Oct-2011 Prince

{84 20090299844 __3-Dec-2009 Reilly
[BS 20120232983 13-Sep-2012 Bertha

436 20120290478 15-Nov-2012 Crofts et al.

L 437 20130091012 _ 11-Apr-2013 Liberty
438 20120005076 5-Jan-2012 Dessert

439 20080065490 13-Mar-2008 | Novick et al. |

440 20120011058 42-Jan-2012 | Pitrodaetal.
441 20010042785 22-Nov-2001 Walkeret al.

442 20070123305 34-May-2007 Chen

443 20060165060 27-Jul-2006 Dua

aaa 20060116892 41-Jun-2006 Grimes
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445 20040117302 17-Jun-2004 Weichert et al.

446 20090119190 7-May-2009 Realini

447 20060253335 9-Nov-2006 Keenaetal.
448 20090265272 22-Oct-2009 Dill et al.
449 20070255652 41-Nov-2007 Tumminaroetal.

450 20070255620 41-Nov-2007 Tumminaroetal.

451 20070265984 15-Nov-2007 Santhana

[492 20090081989 26-Mar-2009 Wuhrer
| 453 20100030651 ‘4-Feb-2010 Matoteket al.

‘| 454 20110047016 24-Feb-2011 Cook

435 20090234751 17-Sep-2009 Chanetal.

| 456 20110196788 11-Aug-2011 Lu etal.
457 20120203610 9-Aug-2012 Grigg et al.

458 20100151790 17-Jun-2010 Hoekseletal.
459 20100333129 30-Dec-2010 Alhadeff et al.
460 20120079521 29-Mar-2012 Garg etal.

461 20090024526 22-Jan-2009 Erickson

462 20130132219 23-May-2013 Liberty

463 20130346309. 26-Dec-2013 Giori

| 464 20130073377 21-Mar-2013 Heath
465 20050071512 31-Mar-2005 Kim et al.

| 466 20070006327 4-Jan-2007 Lal et al.
467 20100146607 40-Jun-2010 Piepenbrinketal.

468 20050283434 22-Dec-2005 Hahn-Carlson

469 20030026404 6-Feb-2003 Joyce 
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FOREIGN PATENT DOCUMENTS
- Pages, Columns,Lines,

Examiner|Cite|Foreign Patent Country ag Nameof Patentee or Applicant|Where Relevant 4Initials* No. Document Code Publication Date of Cited Document Passagesor Relevant qT
r Figures AppearTianjin ZTE Software470|402073958 CN 25-May-2011 Corp. | U

47] 0171627 WO 27-Sep-2001 Qualcomm Incorporated

472 | 2003012717 Wo 13-Feb-2003 C-SAM,Ine.Partner Communications

473|2004010393|WO 29-Jan-2004 CompanyLtd.
474|2004023353|WO 18-Mar-2004 Tynevale Pty. Limited_|

| 475|2004088641 wo 14-Oct-2004 Way Systems, Inc.
476|2004053640 wo | _24-Jun-2004 Way Systems,Inc.

Tekton Communications

ml 9913636 wo 18-Mar-1999 LimitedSoft Tracks Enterprises

478|9002071364_|_WO 12-Sep-2002 Ltd
479|2001357164 JP 26-Dec-2001 NTT Data Corp.

480|2001097118|WO 20-Dec-2001 JOGU [

| 481 199834203 WO 6-Aug-1998 Qualcomm Incorporated
482|2005079254 | WO 1-Sep-2005 Fujitsu Limited

A Little World Private

| 483|2005086593|WO 22-Sep-2005 Limited _
Mobile Money

484|2007145500_|WO 21-Dec-2007 InternationalSDN BHD
485 2008008735 Wo 17-Jan-2008 lbreva Corporation

Deloitte Services Pty.
486|401608400 CN 16-Dec-2008 Ltd.

Fruitful Technologies

| 487 2666616 CA 24-Apr-2008 Pty. Lid.
488 | 1280115 EP|_ 29-Jan-2003 NTT Docomo, Inc.
489|10-2007-0092400|KR 13-Sep-2007 Shin H. Bank
490 | 40-2003-0068603 |_KR 25-Aug-2003 Naru System Co. |

Starbridge
491 14-Aug-2002 Communications Co.,

10-2002-0065989|_KR Ltd.

492 10119808 DE 12-Sep-2002 Holland Chris

493 | 2002-99716 JP 5-Apr-2002 __Kuninobu Masanao
Miwa Ginko KK

494|2001-297198|JP 26-Oct-2001 (MIWAN) U
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495|2912025824 | WO 1-Mar-2012 Yang L
496|9913025273|WO 21-Feb-2013 Liberty U
497 | 2013009444 wo 17-Jan-2013 Liberty
498|2013166174 | WO 7-Nov-2013 Liberty
499|2013009446|WO 17-Jan-2013 Liberty
500 | 2013078176|WO 30-May-2013 Liberty

NON PATENT LITERATURE DOCUMENTS

E . [ Cit Include name of the author (in CAPITAL LETTERS),title of the article (when appropriate),title of the item (book, magazine, Ti
ities” No. journal, serial, symposium catalog, etc.) date, page(s), volume-issue number(s), publisher, city and/or country where

~|published

Chen, Jiajun Jim et al, Short-Range Wireless Technologies with Mobile Payments Systems.
501|Proceedingsof the 6th International Conference on Electronic Commerce [Online] 2004, pp. 549- LJ

656

502|Labrou, Yannis et al, Wireless Wallet. Proceedings of the First Annual International Conference on [|
Mobile and Ubiquitous Systems: Networking and Services [Online] 2004, pp.1-10 |
Motorola, Motorola M-Wallet Solution. [Online] 2006

503 http://www.motorola.com/networkoperators/pdfs/M-Wallet-Brochure.pdf (Accessed October4, i
2012) _ ;
Valcourt, E. et al., "Investigating Mobile Payment," Wireless And Mobile Computing, Networking

504|and Communications, 2005. (WiMob'2005), IEEE International Conference on 22-24 Aug. 2005,
August 2005, Volume 4, pages 29-36. _

[ Gao, Jerry, et al., "P2P-Paid: A Peer-to-Peer Wireless Payment System," Proceedings of the 2005
505|Second IEEE International Workshop on Mobile Commerce and Services (WMCS'05) July 2005,

| 10 pages.

506

Edwin, et al., “"Technobiography," October 2004, 29 pages.

507

International Search Report and Written Opinion for PCT/US2012/066013 datedJanuary 29, 2013

508

L International Search Report and Written Opinion for PCT/US2012/040131 dated January 29, 2013
509

International Search Report and Written Opinion for PCT/US2012/043321 dated Sep. 6, 2012

510

international Search Report and Written Opinion for PCT/US2012/058849 dated Jan. 4, 2013

Sil

| International Search Report and Written Opinionfor PCT/US2013/039100 dated Aug. 23, 2013
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512

European Search Report for EP12824344 dated September 29, 2014 

513|SYKES,et al. "Securing Mobile Banking," Credit Union Management, Novemer2010, Vol. 33 No.
11; ISSN 0273-9267 

514|CLARKE, IrvineIll, "Emerging Value Propositions for M-commerce," Journal of Business
Strategies, Vol. 25, Issue 2, Fall 2008, P. 41-57; ISSN: 0887-2058

515|WEI, et al., "Development of a Web-Based Mobile Airline Ticketing Model with Usability Features,"
2005,Industrial Management _+ Data Systems; Vol. 105 No. 9, ISSN: 0263-5577

 

 

 516

| International Search Report and Written Opinion for PCT/US2012/43458 dated August 17, 2012.
517

International Search Report and Written Opinion for PCT/US2015/58886 dated February 4, 2016

518

L _| European Search Report for EP12851211 dated February 18, 2016 
 

OFFICE ACTION / NOTICE OF ALLOWANCE DOCUMENTS
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     
Examiner|ete Application Number Mail Date Document

5 YI 13/484199 26-Dec-2012 Office Action
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AN INTERACTIVE SYSTEM AND PROCESS

FIELD OF THE INVENTION

The present invention relates generally to a methodofdelivering an instruction to a mobile
user device connected to a network.

5 BACKGROUND

Amongst the wide variety of portable electronic devices available today, mobile phones

have become particularly pervasive, with more than double the penetration of the Internet.
These devices have rapidly advanced in capability and can do far more than Voice and

SMS. Using these capabilities to deliver and execute applications that provide
10 customisable interactivity te mobile phones and other devices is highly desirable but

continues to be a challenging endeavour due the varied types of largely mcompatible

devices and platforms on the market.

Most interactive applications for mobile phones involve cither Short Message Service

15. (SMS) or the developruent of dedicated..applications that address specific business
requirements. SMS interactivity suffers from poor usability (the user has to be familiar

with idiosyncratic commands) and security issues (SMS source addresses can be faked),
thus limiting their usage te simple, non-sensitive. transactions. Furthermore, an

organisation wishing to use SMS to interact’ with its customers needs to come to some

20 commercial arrangement with the telecommunications provider in order to establish billing

procedures and so on. This can be inconvenient for the organisation, and may also be quite

expensive, both to set up and also to operate on an on-going basis.

The dedicated applications are an attempt to address these shortcomings by developing

25 programming code that is executed by the mobile device to perform a specific task. This

involves. significant amounts of time, at least because mobile phones from different

manufacturers ate not usually binary compatible and cannot execute the same executable

applications. Additionally, these applications are limited to the functionality required at the
time of development, and thus may not support additions or modifications to that

30=functionality. As can be appreciated, distributing changes to these applications is similarly

quite a tedious process, typically requiring the user to manually download and install an

updated version of the application on their telephone.
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SUMMARY OF THE INVENTION

According to one aspect of the invention there is provided a method of delivering an
instruction to an application installed on a user device connected to a network, the method

comprising the steps of:

receiving an interactive workflow;

translating the interactive workflow into the instruction in a form executable by the
application; and

sending a message including the instruction to the application at the user device.

According to another aspect of the invention there is provided a method of delivering an
instruction to a mobile user device connected to a network, the methodcomprising the

steps of:

receiving an interactive workflow;

translating the interactive workflow into the instruction in a form executable by the
mobile user device; and

sending a message including the instruction to the mobile user device.

According to yet another aspect of the invention there is provided computer software

comprising executable directions for delivering an instruction to a mobile user device
connected to a network, the directions comprising the steps of:

receiving an interactive workflow;

translating the interactive workflow into the instruction in a form executable by the
mobile user device: and

sending a message including the instruction to the mobile user device.

Preferably the step of receiving the interactive workflow includesthe step of receiving the
interactive workflow coded in a high level programmingor scripting language. More

preferably the step of receiving the interactive workflow includes the step of receiving the
interactive workflow from an external or third party.

Preferably the step of sending the message includesthe step of sending a set of instructions

for execution by an application installed on the mobile user device. More preferably the
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step of sending thesetof instructions includes the step of sending theset of instructions for
the device to interact with a user of the mobile user device.

Preferably the mobile user deviceis one of a plurality of mobile user devices and the
method also comprises the step of receiving a specification of the mobile user device from

a database comprising respective specifications for the plurality of user devices.

Preferably the step of translating the interactive workflow includes tailoring the instruction

to the specification.

Preferably thestep of translating the interactive workflow includes tailoring the instruction
to a device operating systern.

Preferably the step of sending the message includes the step of sending a unique message

identifier. More preferably the step of sending the message includes one or more

preliminary steps of compressing, encoding and. encrypting the instruction.

Preferably the step of sending the message includesthe step of sending the message via a
Short Message Service (SMS)of a cellular network. More preferably the step of sending
the message via SMS includes the step of splitting the message into a plurality of messages

to comply with one or more standards of the SMS. Alternatively, the step of sending the
message includes one or more ofthe steps of sending the message via a Cell Broadcast

Service (CBS)of a cellular network, sending the message as an IP/TCP data packet aver a

GPRSor 3G network, and sendirig the message as a data packet over a Bluetooth

connection.

Preferably the method further comprises the step of the mobile user device receiving the

set of instructions and the unique message identifier. More preferably the step of the

mobile user device receiving the set of instructions and the unique message identifier

includes the step of receiving the set of instructions for translation to mobile user device

system codes by a workflow execution engine componentofthe application.

Preferably the method further comprises the step of receiving 4 response to the iastruction

fromthe mabile user device. More preferably the step of receiving a response includes the

step of receiving a response identifier from the device. Even more preferably the method
comprises the step of comparing the unique message identifier and the response identificr

to confirm the authenticity of the received message.
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Preferably the method includes the step of checkingif the mobile user device is willing to
receive the instruction derived from the interactive workflow from the extemal or third
party. Morepreferably the methad includes the step of sending a requestto the user ofthe
mobile user device to accept the instruction derived from the interactive workflow from the

extemal or third party.

Preferably the step of receiving the interactive workflow includes the preliminary step of
receiving a request for an Application Programming Interface from the external or third
party. More preferably the step of receiving a request for an Application Programming
Interface is received from the external or third party. Even more preferably the step of

receiving the interactive workflow includes the preliminary step of opening an Application
Programming Interface.

Preferably the method also comprises the step ofissuing a commandto the device to
update or delete a sequenceofinstructions saved to a permanent data store on the mobile
user device.

In aceordance with the present invention, there is also provided an interactive process
executed by a computer system or device, the process inchiding:

receiving one or more SMS messages includinginstruction data representing one or
more insiructions for execution on said system ar device to determine inforrnation;

executing said one or more instructions to determinesaid information; and
sending one or more SM5 messages including response data representing said

information.

Advantageously, said information may include system information determined from said
system or device and/or user information determined from a user of said system or device.

Preferably, said execution causes generation of an interactive user interface on a display of
said system or device, and the process includes receiving response data representing said
information from a user of said system or device in response to said interactive display.

Preferably, said one or more instructions are executed by a virtual machine of said system
or device.
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The present invention also provides an application component for a system or device, the

applicalioncomponent including:

& message receiver for processing one or more received SMS messages to generate

one or more instructions for execution on said device to determine information;

an execution component for executing said one or more instructions of said

application data to determine said information; and

@ message sender for generating one ar move SMS messages including response

data tepresenting said information,

Preferably, the application component further includes a data management componentfor
storing sets of instructions on non-volatile sterage means and for retricving a selected one

of the stored sets of instructions for execution.

Preferably. said execution component is adapted to generate an interactive display for a

user of said system or device, and to receive response data representing said information

from a user of said system or device in response to said interactive display.

The present invention also provides an interactive process for execution by a system or

device, including:

receiving message data including header data and encrypted payload data;

selecting one of a plurality of encryption keys on the basis of said header data; and

decrypting said payload data using the selected encryption key.

Preferably, said header data includes indea data representing an index for said plurality of

encryption keys.

Advantageously, said payload data may represent one or more instructions for execution

on said system of device to determine information.

Advantageously, said payload data may represent information in response to execution of

one or more instructions on a remote system or device.
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The present invention also provides an interactive process for execution by a system or
device, including: . :

generating payload data for sending ta a remote system or device;
selecting one ofa plurality of encryption keys;

encrypting said payload data using ihe selected encryptionkey;

generating message data for sending to said remote system or device, said message

data including header data and the encrypted payload data, wherein said header data

includes data representing an index for said plurality of encryption keys to allow said

remote system or device to determine the selected encryption key and thereby to decrypt

said payload data.

Advantageously, said payload data may represent one or more instructions for execution

on said remote system or device to determine information.

Advantageously, said payload data may represent information in responseto execution of
one or more instructions.

Preferably, the process includes generating said plurality of encryption keys and sending

said plurality of encryption keys to said remote system or device.

Preferably, the process includes associating said plurality of encryption keys with an

identifier of said remote system. or device.

The present invention also provides an interactive process, including:

receiving programming instructions for generating an interactive display on a

remote system or device;

compiling said programming instructions to generate compiled instruction data;

sending said compiled instruction data to said remote system or device to generate

an interactive display on. said second remote system or device;

receiving response data representing at least one user response to said interactive

display; and

sending response data representing said at least one user response.

The present invention also provides an interactive process, including:
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receiving workflow instructions from a plurality of entities;

processing said workflow instructions to generate imtcractive applications for

execution on a plurality of user devices; and

sending said interactive applications to said user devices for execution.

Preferably, said interactive applications are sent to said user devices using short message

service (SMS).

Preferably, said user devices include mobile telephones.

The present invention also provides an interactive system for managing interaction with
users of remote systems and/or devices, the interactive system being adapted to: .

receive workflow instructions from a plurality of entities;
process said workflow insiructions to Benerate interactive applications for

execution on a plurality of user devices; and

send said interactive applications to said user devices for execution.

The present invention alsa provides a system having components for executing any one of

the above processes.

The present invention also provides a computer-readable storage medium having stored

thereon program instructions for executing any orie of the above processes.

The present invention also provides an interactive system, including:,

a gateway component for processing received workflow data to generate

instructions for generating an interactive display on a user device, the gateway component

being adapted to send said instructions to said user device for execution; and ,

an execution component of said user device to receive and execute said instructions

to generate said interactive display, to receive response data representing at least one
response of said user to said interactive display; and to send said response data to said

gateway component.

Preferably, sald user device is a mobile telephone,
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Advantageously, the instructions may be sent to said gateway component in one or more
SMS messages.

Advantageously, said user response data may be sent 10 said user device in one or more

5 SMS messages.

BRIEF DESCRIPTION OF THE DRAWINGS

Preferred embodiments of the present invention are hereinafter described, by way of
example only, with reference to the accompanying drawings, wherein:

10 Figure 1 is a schematic diagram of a preferred embodiment of an interactive

system,

Figure 2 is a schematic diagram of the high level process and data flow of an

interactive process of the interactive system;

Figure 3 is a block diagram of a mobile telephone on which a client application of
15 the interactive system is installed,

Figure 4 is a block diagram of the client application of the interactive system;
Figure 5 is a flow diagram of the life cycle of an interactive application gencrated

by the interactive process and system,

Figure 6 is a block diagram of an application gatewayof the interactive system;

20 Figure 7 is a block diagram of a computer system on which the application gateway
is installed;

Figure 8 is a schematic diagram of the process and data flow of an opt-in pracess of

the interactive system;

Figure 9 is a schematic diagram illustrating the use of encryption key sets to
25 establish an encrypted communications channel between the client application and the

application gateway,

Figure 10 is a schematic diagram of the process and data flow involved in
conducting secure commumications between the client application and the application
gateway;

30 Figure ll is a sehernatic diagram illustrating the default behaviour of the

interactive system and process whereby a particular application gateway transmits

instructions to a particular client application, and the resulting response data is returned to

the same application gateway that sent the instructions;
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Figure 12 is a schematic diagram similar to that of Figure 11, butillustrating the

redirection of response data to a different application gateway from. the application
gateway that sent the corresponding instructions;

Figure 13:is a schematic diagram illustrating the structure of messages exchanged
S between the application gateway and the clicnt application;

Figure 14 is a schematic diagram illustrating the structure of payload data of the

messages shown in Figure 13;

Figure 15 is a schematic diagram illustrating the structure of each data part of the

payload data of Figure 14;

10 Figure 16 is a schematic diagram illustrating the fifteen different types of

instructions supported by the interactive system and process;

Figure 17 is a schematic diagram illustrating the structure of an SMS message

generated by the interactive system and process:

Figure 18 is a schematic diagram illustrating how the interactive system uses

13 multiple SMS messages to transmit instructions constituting an application whose length is

greater than 133 bytes;

Figure 19 is a flow diagram of an SMStransmission process of the system;

Figure 20 is a flow diagram of an 8MS receiving process of the system;

Figure 21 is a flow diagram of an application execution process executed by the

20 execution engine of the system;

Figure 22 is a schematic diagram illustrating the structure of response data sent
from the client application to the application gateway;

Figure 23 is a schematic diagram illustrating how the system uses parameter names

providedin instructions to label corresponding responses;

25 Figure 24 is a schematic diagram illustrating execution branching in the client

application; ,

Figure 25 is a schematic diagram illustrating the use of branch domains to label

responses having the same parameter name;

Figute 26 is a schematic diagram illustrating the use of a branch name stack to

30) determine control flow;

Figure 27 is a schematic diagram illustrating the user interface components

resulting from selecting different branches of an interactive application;

Figure 28 is a schematic diagram illustrating the inclusion of a ‘back' button on

each user interface display;
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Figure 29 is a schematic diagram illustrating the use of an executed instruction

stack to implementthe ‘back’ button of Figure 28;

Figure 30 is a screen shot of a user interface of the application gateway for entering

scripting language instructions and for submitting those instructions to an instruction

5 compiler of the application gateway;

Figure 31 is a source codelisting of a function illustrating how the system APIs can

be used to send details of a booking to a mobile telephone for display to a user, and 10

receive the user's response indicating whether they user accepts or rejects the booking;

Figure 32 is a partial listing of a seripting language application, illustrating the use
10 of control flow branches in the scripting language;

Figure 33 is a schematic diagram illustrating the user interface components

generated from the scripting language example of Figure 32;
Figure 34 is a schematic diagram illustrating the use of nested user interface

displays generated by the system;

15 Figures 35 and 36 areschematic diagrams illustrating the appearance and structure
of general user interface displays generated by the system;

Figure 37 is a schematic illustration of a slider control display generated by the
system,

Figure 38 is a schematic diagram illustrating the use of single and multiple

20 selections in user interface displays generated by the system: and:

Figure 39 is a schematic diagram illustrating how the branch names of nested

menusare used to label parameter data.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

25 As shown in Figure 1, an interactive system includes at least one client application 102 and

at least one application gateway 104, Each client application 102 is a component of a

comesponding user device 106 that can communicate with the at least ‘one application

gateway 104 via one or more of a variety of communications means supported by the

device 106, preferably including a combination ‘of (i) an [IP-based comraunications

30 network 108 such as the Internet, Gi) a wireless wide-area communications network such

as the global system for mobiles (GSM) telephone network, (iti) a local wireless network

or link between the device 106 and the at least one application gateway 104, such as an

infra-red link, Wi-Fi or Bluetooth network 112, and/or (v) a direct cable connection 114
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using a standard communications protocol such as RS-232, universal serial bus (USB), or

FireWire (IEEE 1394). The interactive system allows an application developer 116 using a

standard computer system 118 to rapidly develop and deploy an interactive workflow or

application for execution onone or more user devices 106 in order to interact with the
5 users 120 of those devices 106, and to receive response data representing at least one

response of each user 120 to the interactive application.

The interactive workflow or application includes a set of instructions for presenting

information to a user 120 of each mobile device 106 in an interactive display or user
10 interface, and for retrieving each user’s response(s) to that information. Typically, the

information presented to a user 120 will mclude one or more questions displayed on a
display screen of the user's device 106 (and possibly also audio played on a sound
transducer of the device 106), and each of the user’s responses is pravided by the user

interacting with one or more user-interface (UTD components or input. controls of the

15 interactive display. Each response can be in the form of freeform text typed into a textbox,

or the result of the user interacting with another type of. input control, such as radio

buttons, check boxes, sliders, simple menus, nested menus, and so an. To some extent,
these possibilities are determined by the capabilities of the device 106. However, because

the workflow supported by the system also includes control flow features similar to those

20 provided by high-level programming languages, the workflow instructions generated by
the system ate also considered to constitute an interactive software application that is
executed on the user device 106.

In the described embodiment, the user device (06 is a mobile telephone, but alternatively
25 could be some other type of portable or handheld device such as a personal data assistant

(PDA), and hence is also referred to hereinafter as “the mobile device 106”. However,

even though the device 106 is described as being “mobile” or “portable”, it will be

appreciated by those skilled in the art that the systems and processes described herein

could alternatively be used in conjunction with other types of devices and systems that
30 need not even be portable, For example, the client application 102 could even be installed

on a standard personal computer system (ratherthan the portable device 106) in order to

tapidly develop and deliver interactive applications to a standard personal computer, for
exarnple.
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In the described embodiment, the client application 102 is a software application that is

stored on the mobile device 106, cither as part of the device manufacturing or

configutation prior to sale, or subsequently deployed as required via GPRS, Bluetooth,
Infrared or a phone specific channel (e.g., a data cable), allowing it to be installed on a

5 wide variety of different types of device. However, it will be apparent to those skilled in

the art that the client application 102 and its processes could alternatively be implemented
either in part or in total by one or more dedicated hardware components, such as
application-specific integrated circuits (ASICs) or field-programmable gate arrays

(FPGAs), for example.
10

Similarly, the application gateway 104 is a software application that is installed on and

executed by a standard computer system 122, such an Intel™M IA-32 computer server
executing a Windows™ operating system. The computer system 122 includes standard
hardware components 702, and software components 704. The hardware components 702

15 include at least one processor 706, 2 communications interface (e.¢., network interface

card) 708, random access memory 710, non-volatile (e.2., hard disk storage) 712, user

input device (e.g, keyboard, mouse or other pointing device) 714, and a display adapter

and device 716, all interconnected by a system bus 720. The software components 704

include the application gateway 104, and a standard operating system 718 such as

20° Microsoft Windows. Additionally, a third party application 124, shown as being installed
on the developer's computer 118, may additionally or alternatively be installed on the same

computer system 122 on which the application gateway itself is located 104, as shown. -

However, although the application gateway 104 is described as being a software
application, it will be apparent to those skilled in the art that the application sateway 104

23 and its processes could alternatively be implemented either in part or in total by one or

wore dedicated hardware components, such as application-specific integrated circuits
(ASICs)or field-programmable gate arrays (FPGAs), for example.

The client application 102:

30 @ . verifies a set of instructions sent by the application gateway 104;
‘Gii) interprets these instructions: ;

(iti) interacts with the user device 106 and/or the user 120 in accordance with the set

of instructions; arid

(Gv) sends responses back to the gateway 104 or other computer system or devices,
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The application gateway 104is effectively a backend componentthat:

(i) maintains a database of user devices of the interactive system (i.e., devices on

which the client application 102. has been installed);

35 (ii) generates and delivers interactive applications to the mobile device 106 via any
onc of a wide range of communication channels:

(iii) ensures the integrity and authenticity of outgoing and inbound Messages to and

from the mobile device 106; and . .
(iv) provides application programming interfaces (APIs) to allow third-party

10 applications 124 to deploy an interactive application to the mobile device 106

and to receive corresponding responses generated by the client application 102
on the mobile device 106. .

Figure 2 is a schematic diagram illustrating the high level operation of the interactive
15 process of the system in relation to the various components shownin Figure 1. At step 202,

an external of third-party application 204 executing on the developer's computer
system 118 (or, alternatively, on the gateway computer system 122) calls an API 616 of the

application gateway 104 to describe the workflow that the developers of the device 106
want to deploy. In general, the workflow includes the steps of displaying information to a

20 user, and then retrieving at Jeast one response to that information. For example, a typical
workflow might be to display a message on the mobile device 106, ask the user to enter

their age, then display another message, and send the age back to the developer. These
steps or instructions constitute an interactive application for exeetion on the mobile
device 106.

25

The workflow defines:

(D one or more addresses of respective user devices 106;

(ii) the steps to be performed on the one or more user devices 106;
(iii) the address of an alternate gateway server(if any) 104 to which responses are to

30 be sent; if no adress is piven, then the responses will be sent to the same

gateway server 104 that sent the application instructions:

(iv) howthe response data retumedto the application gateway should be processed
(2.g., Teturned to the developer's application 124, sent to the developer 116 by
email, stored inafile, etc,); and
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{v) the communication methaod(s) that are to be used to send the instructions to the

user device 106 and to receive the corresponding response data,

At step 206, the application gateway 104 transforms the workflow described by the

5 developer into a compressed, encoded, and encrypted formatfor transmission to the mobile
device 106, The application gateway 104 also inserts a unique identifier or ID into the

message and stores data associating that ID with the destination (¢.g., phone number, or

network address) to which the workflow is to be sent.

10 The application gateway 104 transforms the message so that it can be transmitted via the

appropriate communication means. For example, if the message is to be transmitted via

SMS, the application gateway 106 splits a large message into smaller messages to comply

with the GSM standard. All this is hidden from the developer. At step 208, the application

gateway 104 then transmits the message to the device 106 specified by the developer.
15

At step 210, the client application 102 receives, un-compresses and decrypts the

message(s), thereby verifying their integrity. If valid, at step 212 the client application 102

interrupts the user and requests that they complete the workflow. With the user's

cooperation, the client application 102 interprets each instruction and performs a

20 corresponding operation eg., display a message, collect the uscr's age, etc. that in most

cascs involves interacting with the user of the device 106.

At the end of the workflow, the client application 162 sends back to the application
gateway 104 all the collected response data via the response channel specified in the

25 workflow instructions by the application gateway 104. For example,if the response is to be

returned via SMS, a response SMS is seut back to a plone number provided in theinitial

message(s}. The client application 102 also encrypts the response message(s} and includes

the unique message ID to ensure authenticity of the response.

30 When the application gateway 104 receives the response message at step 216, it decrypts

the message and determines whether the ID of the messageis valid for the phone numberit

was received ftom, using the destination and ID association stored previously. If the
message is valid, then it is processed as specified by the developer e.g., passes it on to a

third-party application, emails the developer, storesit in a file, etc.RafO Aad code an
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In addition to the above, the interactive system also provides capabilities for (i) storing
(and subsequently updating) a set of instructions as a permanent or semi-permanent

application stored on non-volatile storage of the user device 106 for execution at any time;

5 ie, the application persists on the user's device; (ii) the distribution of encryption keys;

and (iii) opt-in mechanisms to ensure that the mobile device 106 is not sent unsolicited
applications, 2.g., if the application gateway 104 is shared by multiple vendors.

The interactive system and the interactive process executed by the interactive system are
10 described in detail below.

As shown in Figure 3, the mobile device 106 is a standard mobile phone including

hardware components 302 and software components 304. The hardware components 302
include a processor 306, read-only memory 308, random-access memory 310, flash

15 memory 312, user interface components including user input components 314

(¢.g.. microphone, keyboard, and, in some devices, touch-screen), output components 316

(2.g., display screen, speaker), and one or more communications interfaces 318 allowing

the device 106 to communicate with a mobile phone network 110, and, in some devices,

also Bluctooth and/or Wi-Fi local wireless networks or an infrared link 112. In the’

20 preferred case of the mobile device 106 being a telephone, the device 106 also includes a

SIM card 320. The software components include an operating system 322 such as the

closed, proprietary operating systems installed on mobile telephones sold under brands

such as Nokia and Motorola, Java platform Micro-edition Gava ME) 324, and the client

application 102. However, if the operating system 322 is a more sophisticated operating

25 system such as Symbian, Linux, Microsoft SmartPhone, PocketPC, Windows CE, or
Windows Mobile, that provides sufficiently powerful application programming interfaces

(APIs), then the J2ME component-324 can be omitted. As shown in Figure 4, the client

application 102 includes a message sender component 402, a message receiver

component 404, user interface (UI) widgets 406, a workflow cxccution engine 408, instant

30 data storage 410, and permanent data storage 412. The client application 102 is a native

application that is executed by the mobile device 106, The client application 102 can be
installed by any one of a number of means, including WAP push, IP data packets (GPRS

or 3G networks), Bluetcoth, Infrared, or a phone-specific channel such as a data cable. The
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client application 102 can be provided as a preinstalled application on the mobile phone

106 when purchased.

The message sender 608 sends response messages to the application gateway 104 in a

§ format understood by the application gateway 104. It encrypts the message and includes ID

provided with the initial application to confirm its authenticity.

The message receiver 606 decrypts and uncompresses instruction sets received from the

application, gateway 104. Tt implements message reception via a number of channels,
10 including Bluetooth, Infrared, IP networks (GPRS or 3G), and SMS. The message

receiver 606 also invokes the workflow execution engine 408 to process the instruction set.

The UI Widgets 406 are pre-built user interface components that imstructions sent by the

application gateway 104 can use to interact with the user.

15

The workflow execution engine 408 is responsible for nmning and maintaining state for

the insiructions currently being processed. It associates instructions with UL widgets as

well as storing input from the device 106 and its user. It is also responsible for invoking

the message sender 402 once the workflow is completed to initiate sending the response to

. 20 the application gateway 104. The workflow execution can also be invoked by a timerif an
instruction asks to be ran at a specific time.

The client application 102 can simultaneously receive multiple workflow applications at

any one time, and the instant data store 410 is effectively a first-in, first-out queue that

25=stores these applications and processes them one by one until the instant data store 410 is

empty.

Theinteractive system has the ability to make a sequence of instructions persistent on the

mobile device 106 as an application. These sequences are identified by a unique label and

30° are stored in the permanent data store 412, being in this embodiment the non-volatite flash .
memory 312. The application gateway 104 can issue commands to update or delete

applications in the permanent data store 412.
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Figure 5 is a flow diagram illustrating the life cycle of an execution instance of the client

application 102 following. receipt of an instruction from an application gateway 104.
However, the client application 102 can be invoked at step 502 by either a new data event
or a timer eveat. A new data event occurs when the client application 102 is activated by

5 the mobile device 106 when new payload data addressed to the client application 102 is

received, Timer events ate set by a specific instruction that suspends execution of the

instruction to a later date/time. The workflow engine 408 is responsible for scheduling the
client application 102to start and process the instruction set at that date/time.

10 Once invoked,at step 504 the instruction sequenceis retrieved either reading data from the
instant Gata store 410, in the case of a Timer event, or from the input channelin the case of

a new data event. If the instruction data is retrieved from the input channel and is
enerypted, at step 506 the client application 102 decrypts and verifies it as described

below. If the data is valid, the workflow execution begins at step 508.
15

The workflow execution 308 processes the instructions step by step. This may or may not
involve user interactions (as some instructions described in the Appendix can be handled
without user interaction). Upon execution ofa timer instruction specifying that execution
shouldbe postponed to a later time, further execution of instructions of the workflow

20 application is suspended and the instruction set is stored placed in the instant data store 410
pending resumption at the specified time,

Once the workflow execution 508 is complete, the workflow application is removed from
the instant data store 410. If the application is marked as persistent, the instruction set is

25 saved to the permanentdata store 412. The user can then invoke the instruction set at any
time.

Al step 510, the information collected by the workflow execution 508 is sent back to the

application gateway 104 as response data, The client application 102 encrypts the response
30 data in addition to including the unique message ID that verifies the authenticity of the

response data.
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As shown in Figure 6, the application gateway 104 includes an instruction compiler 602, a
key manager 604, a message receiver 606, a message sender 608, an opt-in manager 610,

persistent storage 612, and an application programminginterface (APD) 616.

5 The instruction compiler 602 translates workflow descriptions received from the

developer 116 into a format that is optimized for delivery to and execution by the client

application 102. The workflow description is written in a scripting language that is

compiled by the instruction compiler 602. The developer can enter the workflow
description directly into a text box and submit its contents to the compiler 602. This is

10 typically used to rapidly prototype the lock and feel of a workflow application.
Alternatively, the workflow description can be submitted by making an API call to the

compiler 602 from a high-level programming language such as C#, Java, or TCL. thus

providing end-to-end application integration,

15 The message sender 608 encrypts the workflow instruction set. The encryption relies on

requesting the key manager 604 to provide a random index and an encryption key thatis

specific to a particular user device 106 on which the instructions are to be executed. The

index is sent in cleartext to the client application 102, which uses the index to look up the .
appropriate cncryption key to decipher the message. The message sender 608 also

20=génerates a unique random identifier for the workflow application. The random identifier is
a combination of a random identifier and an identifier of the party who sent the workflow
description.

The message sender 608 uses the transport adapter 614 to deliver the actual message(s)

25s containing the workflow application. The message sender 608 first checks with the Opt-in

manager 610 to ensure that the client application 102 does not receive unsolicited

applications which it has not opted into, as described below.

The transport adapter 614 abstracts the various methods of delivering an instruction set to
30 the client application 102 on the mobile device 106. It uses device capability information

stored in the persistent storage 612 ta determine the capabilities of the device 106 and —

hence the best communication channel to deliver the message(s),
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The transport adapter 614 provides plug-in support for new channel types dynamically by

providing a set of messaging APIs and by allowing dynamic loading of compiled code that

implements a new messaging interface. If required, the transport adapter 614 reformats the

instruction payload so that it can be delivered via a particular channel. In particular, an
5 application delivered by SMS mayhave to be divided into two or more smaller messages

due to SMS messagesize limitations.

The key manager 604 is responsible for generating, distributing and managing the

eucryption keys issued to the portable device 106, as described below. It also provides

10 encryption and decryption facilities for the message sender 608 and the message

receiver 606.

The opt-in manager 610 provides an opt-in, opt-out process to allow client
applications 102 select the entities they are willing to reccive instruction sets from. This is

15 desirable because the application gateway 104 may be shared by multiple parties and the

client application 102 will otherwise execute any received instruction set as long as it is

valid. The opt-in manager 610 maintains in the persistent data store 612 associations

between parties and the phone numbers (or, in the case of devices other than telephones,

other form of address or identifier of the destination device) they are allowed to send

20 applications to. The process for creating these associations can he dynamic to allow users

to selectively block or allow instructions from particular parties, For example, Figure 8

shows the message flow for an opt-in process.

At step 802, a party uses the external application 124 executing on the computer system

25 118 to send a workflow description to the application gateway 104, which at step 804
compiles and formats the instructions in preparation for sending them to a client
application 102 thar has not opted in. At step 806, the message sender 608 first checks

whether the client application 102 has opted im. If not, at step 808 it asks the opt-in

manager 610 to determine the opt-in status for this party and this user device, At step 810,

30 the opt-in manager 610 sends an opt-in request message to the user, asking whether they

agree to receive applications from this party. If the response is yes, at step $12 the opt-in

manager 610 stores this information in the persistent data store 612 and then at step 814

instructs the message sender 608 to send the instruction set at step 816. Otherwise, if the
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response is no, then the message sender 608 fails and notifies the party at step 818 that the

user has not opted in.

Alternatively, the opt-in process could be performed manually, for example, by using a

3 form that enables the user to directly add entries to the persistent data store 612.

Alternatively, an analogous process could be used to opt-outof receiving applications from
a particular party.

The message receiver 606 receives messages from the client application 102 and

10 communicates with the transport adapter 614 to receive responses via any of the supported

tansport channels and protecols, including GPRS, IP network, Bluetooth, and SMS. For

exainple, the instruction set of the interactive system allows instructions to be received by
one physical channel/protoco! (e.g.,SMS), and a corresponding response to be delivered
by another(e.¢., Bluetooth).

15

When a message is received, the message receiver 606 first logs the message for audit

purposes. Then it checks the authenticity of the message by deciphering the message using
the key manager 604, and examining the unique message ID and the party ID to confirm
that they match what was sent out.

20

Once the message authenticity is established, the message receipt is logged for billing and

auditing purposes. Finally, the response message is processed as required by the party.
This may include emailing the party; logging it to a file for the party to collect; and/or

making a request to a third-party application to process the message. The actual methad(s)
25 used to process the response message can be specified when calling the API. If the APIcall

does not specify a processing method, then the response is processed using the default

method configured for the corresponding developer, determined when the developer
establishes an account with the providerof the interactive system. ,

30 The persistent storage 612 is a non-volarile-storage componentthatis used by:
(i) the key manager 604 to store the encryption keys for the various mobile devices;

(ii) the miessage sender 608 to store the addresses of uscr devices 106 (e.g., phone
numbers in the case of the device 106 being a telephone), together with the
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delivery mechanisms that each user device 106 supports. It also stores the

identifiers of the messages that have been sent out, for verification purposes;

(iit) the message receiver 606, to store received messages for audit and billing

purposes; and
5 (iv) the opt-in manager 610, to store opt-in data representing each user device 106 and

the third party applications that are authorised to send instructions to each user

device 106.

Encryption keys

As described above, each installed instance of the client application 102 on a user

10 device 106is identified by a unique client identifier (also referred to herein as the client ID

number) that is associated with its phone number. When a client application 102 is first

installed on a mobile device 106, a number of private encryption keys are generated and
associated with the client ID.

15 As shown schematically in Figure 9, these encryption keys are then used by the client

application 102 to authenticate the payload data and to encrypt the response data. On each

payload ar response data packet or message, the index of the appropriate encryption keyis

indicated in the header ofthe payload.

20 Figure 10 is a schematic diagram Hlustrating the message and process flow for generating

and updating encryption keys on a client application 102 and an application gateway or-

backend system 104. The processis initiated by the client application 102 making a secure
communication activation request to the application gateway 104 at step 902. In response,
the application gateway 104 generates and stores a set of private encryption keys, and

25 associates these with the client ID at step 904, At step 906, the application gateway 104

sends these newly generated private keys to the client application 102. The client

application 102 stores the received private keys on the persistent storage 412 at step 908,
and returns an acknowledgement to the application gateway 104 at 910, confirming that

the private keys have been stored (or updated if the keys had been previously stored). This

30 completes the generation/xpdate steps and secure communication is activated at step 912.

This involves encrypting a message payload using one of the private encryption keys,

which can be selected at random or on any other basis at step 914. At step 916, the secured

payload encrypted with the selected key is sent to the client application 102, together with
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a message header specifying the index of the selected encryption key. At step 918, the

client application uses the encryption key index indicated in the header to select the

appropriate private key, and uses that key to decrypt the payload data at step 918. After

performing the application instructions specified by the payload, the client application 102

5S then encrypts the response at step 920. The response cau be encrypted using the same key,

as shown in Figure 10, or any other of the stored keys. The secured response is sent to the

application gateway 104 at step 922, and the response is decrypted using the appropriate

response key at step 924. As will be understood by those skilled in the art, the use of
private encryption keys greatly improves the security of comununication, and the use of a

10 set of encryption keys, rather than a single key, further increasesthis security.

When sending a response message, the client application 102 uses the source address of the

corresponding payload data by default. This effectively provides multiple client-server

communication channels in between the backend 104 and the client application 102. For

15 example, Figure 11 shows an arrangement whercby twoinstances of the client application
102, a first instance. 1002 and a second instance 1004, are in communication with two

instances 1006, 1008 of the application gateway 104, via a wireless communications

network 110. A message 1010 sent from the first backend system 1008 to the second client

application 1004 includes an address 1012 of the first backend system 1008 in the header

20 of the message 1010 so that when the client application 1004 sénds the corresponding

response 1014,it is addressed ta the first backend system 1008.

In contrast, Figure 12 shows the same arrangement whereby a roessage 1102 also includes

the address 1012 of the first backend system 1008. However, workflow instructions

25 contained in the payload data can alter this default behaviour by redirecting the responseto

another backend server instead. This mechanism is activated by a DIVERT command in

the payload data, described further in the Appendix. Specifically, in this message 1102 the

payload 1104includes a divert instruction with the address of the second backend system
1006, Consequently, after the second client application 1004 executes this instruction, the

30 response 1106 is addressed to the second backend system 1006, rather than the first

Dackend system 1008 that originated the message 1102 containing the instructions.

Because the second backend system 1006 does not have direct access to the client ID and

_ Message ID pair, or the encryption keys for the client application 102, the second backend

system 1006 calls an API of the first backend system 1008 to check the integrity and
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authenticity of the response data, If the payload was encrypted, then the first backend

system 1008 decrypts the payload and sends it back to the second backend system 1006

over a secured communications channel (using SSL, for example). In an alternative

embodiment, the encryption keys ate stored in a centralised component of the interactive

5 system, and all encryptions and decryptions are performed in this manner.

Communication data payload

The payload exchanged between the client application 192 and the backend system 104 is
binary data - a sequence of bytes. The connnunication channel for this payload can include

10 SMSor Cell Broadcast Service (CBS) messages; IP/TCP data packets (over GPRS, 3G or

other type of data networks); and/or Bluetooth data packets.

As shown in Figure 13, each data paylead is prefixed with a header 1204 which indicates

whether the payload is encrypted with an encryption key. The header data contains the

14 Index of the encryption key stored in the client application key-storage, thereby allowing

the client application 102 to decrypt the payload data.

As shown in Figure 14, plain payload data (either unencrypted or after being decrypted)

contains a series of variable-length data parts that instruct the dynamic workflow execution

20 engine 508 of the client application 102 to construct the user Ul workflow.

As shownin Figure 15, cach data part includes type 1402 and length 1404 data fields,
followed by the actual instruction data 1406. The type field is a singte octet or byte that
defines the type of workflow instruction that follows. The length indicales the number of

25 octets ar bytes of the instructor data 14.06,

As described above, the interactive system is able to use one or more of a variety of

different communication channels for sending and receiving messages and responses

between the application gateway 104 and the client application 102. Por most of these

30 different communication channels, the communication itself is straightforward, using the
standard methods and libraries available and known to those skilled in the art. However,

the interactive system supports message and response delivery via the short message

setvice, or SMS. SMS is defined in the GSM 03.40 specification, which defines an upper

limit on the size of each SMS message. Specifically, cach SMS message is capable of
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containing up to 140 bytes of data, equivalent to 160 ASCTI characters when using 7-bit
encoding, as shownin Figure 17, The interactive system sends SMS messages inchading 8-

bit (binary) data and including a 7-byte user data header or UDH 1702,as described in the
GSM. 03.40 specification. The UDH 1702 consists of a length field or UDHL 1704,

5 specifying the length of User Data Header in bytes as specified in GSM 03.40, and a 6-

byte User Data Header field 1706 specifying the destination address of the payload
data 1708.

The UIDH data 1702 - specifying the destination of the binary message - is interpreted by

10. the mobile device to deliver the payload data to the client application 102, Excluding UDH

data 1702, each SMS message is capable of carrying 133 bytes of payload data 1708.

If the payload data exceeds this length, the payload data is sent in two or more SMS

messages 1804, each message containing up to 127 bytes of payload data 1806, 1808, as

15 shown in Figure 18. These SMS messages 1804 have a section of User Data Header

indicating that they all belong to a concatenated message, as described in the GMS 03.40

specification. A byte padding mechanism is used by the backend system 104 and the client

application 102 when the payload is sent in multiple SMS messages. In this mechaniam, a

padding or termination byte 1810 with value OxFF is appended to the end of each payload

20 data fragment 1806, 1808 when sent out from the backend system 104. The client

application 102 removes these padding bytes 1810, which appear as stuffed bytes 1812 in

the concatenated payload data before passing the payload data 1814 to the workflow
"execution engine 408. The byte padding mechanism is used to eliminate problems found in

a@ number of mobile phone models that strip out the last byte of every concatenated data

25 fragment.

The instruction compiler 602 creates the payload data from the compiler output to generate

binary SMS messages. Construction of binary messages includes splitting the payload

data 1802 into multiple SMS messages 1804 if the data length exceeds the single message

30 «capacity of 133 bytes. Figure 19 is a flow diagram showing the steps involved in this

process,

As shown in Figure 19, when delivering a message or a response via SMS,at step 1902 a

check is performed to determine whetherthe size of the payload data exceeds 133 bytes. If
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not, then at step 1904 a user data header is added, and a single SMS message is composed

and sent at step 1906. Aliematively, if the payload length docs exceed the maximum size

that can be sent in a single SMS message, then at step 1908 a concatenated message
identifier is generated, and at step 1910 the number of concatenated messages that are

S required to accommodate the payload data is determined. Then, a processing loop

consisting of steps 1912 to 1920 composes the appropriate number of SMS messages as

follows. At step 1912, the next payload portion is selected and copied to the payload of the

current SMS message, At step 1914 a user data header is added, including the identifier

indicating that the SMS messageis part of this SMS message set. At step 1916, a padding

10 or tetmination byte is appended to the payload data, as described above. Finally, at step
1918 the resulting SMS message is sent. These steps 1912 to 1918 are repeated until the

test at step 1920 determines that the last part of the payload data has been sent, and the

process then terminates,

15 Removal of stuffed bytes in the payload data is handled by the client application 102 by

searching for the specific stuffed byte octet value (OxFF in this embodiment) and removing
it from the payload data, as shown in Figure 20.

Figure 16 is a schematic diagram showing the fifteen different instructions supported by
20 the interactive system, showing the respective type bytes identifying each instruction type,

and the structure of the comesponding instruction parameters. Further details on the various

instructions are provided in the Appendix.

Dynamic workflow execution engine

25 The client application 102 presents to the user a number of user interface (UT) widgets 406

as well as executing user-invisible routines. This allows the client application 102 to

display information as well as capture device information and/or user inputs.

The UI widgets 406 typically include the following type ofuser interface components and
30 controls:

(i) Message screen: to show textual information;

(ii) Selection menu: to ask for the user’s selection of one of a number of defined

choices (i.¢,, radio buttons);
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Gii) Multiple choices: to ask for user’s one or more choices (e., check boxes);

(iv) Textual input: to retrieve free form text input from the user (textbox);
_(v) Numeric or date inputs: to retrieve user input data,restricted by type; and
(vi) Widgets displayed when branching and jumping amongstexecution steps.

5 However,this list of UI widgets 406 andtheir actual screen layouts can vary depending on
the platform (Z¢., on each combination of device hardware and operating system software)
on which the client application 102 is installed.

The client application 102 implements a workflow execution process 2100, as shown in
10 Figure 21, on each invocation to execute a workflow application. The workflow execution

process 2100 begins after the client application 102 is invoked at step 2102, and a test is
performed at step 2104 to determine whether the invocation has resulted from the receipt
of new payload data from the application gateway 104. If so, then at step 2105 the new

payload instructions are retricved, and then parsed at step 2110. Otherwise, if the
18 invocation was not due to the receipt of new payload data, then a test is performed at step

2.106 to deterrnine whether instructions are contained in the instant data storage 410.If so,
then the instructions are retrieved from the instant data storage 410 at step 2108, and then

parsed at step 2110. Otherwise, another test is performed at step 2132 to determine
whether any sets of instructions have been saved as. applications in the permanent data

20 storage 412. If not, then at step 2134 an information message is displayed to the user

indicating that there are no applications (instant or permanent) in the queue. Once the user _

acknowledges this information message, or when a corresponding timeout period has

elapsed, the clietit application 102 is terminated. Altematively, if the permanent data

storage 412 contains one or more permanently stored sets of instructions (iz.,

25 applications), then at step 2136 these are displayed to the user, and the process 400 pauses
at step 2137, awaiting the user's selection of ane of these, or selection of a quit option.If,

at step 2138, it is determined that the user has selected the quit option, then the client

application 102 terminates, Otherwise, the user has selected a permanently stored set of
instructions, and these are retrieved at step 2140, and then parsed at step 2110.

30

Following parsing of the workflow instructions at step 2110, the first or next workflow

instruction is read at step 2112, and exccuted at step 2114. If it is determined at step 2116

that the instruction is a UY instruction, then the process waits to receive user input at

step 2118. Once the user's response has been received, at step 2120 the UI widget
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displayed on the screen of the device 106 Is removed, and any user input is stored at
step 2122. At step 2124,a test is performed to determine whether the instruction was the

Jast in the workflow. If not, then the process loops back to step 2112. Otherwise, once all

ofthe instructions have been executed, then a response message is composed at step 2126,

5 and sent at step 2128. Ef the workflow instructions executed are stored in the instant data
storage 410, then they are deleted at step 2130. This terminates the workflow execution

_ process 2100,

Parsing workflow instructians and response data

10 The workflow execution engine 408 of the client application 102 interprets the payload

data parts and generates the dynamic UI workflow accordingly.

The data parts from the payload data are indexed sequentially when read by the workflow

execution engine 408, and, this is also the default order of workflow execution 508. As

15 shown in Figure 22, the response data includes each response in the same order as the

corresponding instructions were received and executed. When a workflow instruction is

executed and response data is to be retrieved, 4 parameter name is included in the

instruction data, and the user response or system response is associated with this parameter

in the response. All the instruction responses are included in the response data when the

20 workflow is completed, as shown in Figure 23.

Jumping and Branching in the workflow

The workflow execution engine 408 provides a mechanism to allow branching and
jumping in the sequence of instructions.

Branching

25 Because an instruction might be involved in different branches through out the workflow,

the workflow execution engine 408 differentiates the instruction response data for different

branches using branch domains. A branch domain specifies the address of a workflow

instruction in the workflow tree. When setting the instruction response data, the response

parameter name is prefixed with the comesponding branch domain, separated by a period.

30 character. For example, an instruction to retrieve user input for a numeric-valued.

parameter with the paramcter name "number" could be called from two different branch

Tenus: one named "First branch", and the other narned “Second branch". In both of these
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cases, the instruction returns the same parameter name "number" but with different values.

The workflow execution engine 408 associates a branch domain with the parameter name
to differentiate the two response values, Thus in this example, the first value is returned as

“First branch.number = xxx" and the second value as “Second branch.number = yyy",

3 where “xxx” and “yyy” representthe actual values entered by the user. Figure 25 shows a

more complex example where menu selections are nested.

Additionally, the branch domain is appended with a branch name on selection ofa branch

menu. For example, in an application with two nested branch menus 3902 "Service

10 Request" and 3904 "Water Service" as shown in Figure 39, when the user sclects item

3910 "Water" in menu 3902, and then selects item 3912 "Pipe Burst" in the subsequent

branch menn 3904 "Water Service", and then fills out 3914 with “John Doe” in the text

input screen 3906 "Your natne", the client application 102 will internally send the response

as “Water.Pipe burstname=John Dee". When the BRANCH_BACK command is

15 executed, the previous branch name is removed. The workflow execution engine 408 uses

a branch name stack to maintain the order of branch names as theyare selected.

For usability reasons, when working with a multiple branch menu, it is important for the

uscr to know whether or not a branch has already been visited by the user. To this end, ihe

20 workflow execution engine 408 indicates visited branch menu items by displaying an
image adjacent to those branches to indicate that they have already been visited by the

user, For example, as shown in Figure 27.

When the user has visited user input screen 2702 to enter data 1, an image icon 2706 is

25 displayed adjacentto the first branch menu item 2704 is marked with distinct, This allows

user to visually distinguish those parts of.the workflow that have been visited from those

parts that have not been visited. Alternatively, the visited branches could be displayed in a

different colour, as used by web browsers to indicate that a hyperlink has been visited.

30 Backward navigation

As shown in Figure 28,all of the user interface screens include a "Back" navigation button

2802 to allow the userto return to the previous screen within the workflow. The position of

this back buon can change depending on the specific mobile device platform executing
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the client application 102. As shown in Figure 29, the workflow execution engine 408
maintains an ordered list or stack of instructions that cause a change in the screen or

display, and selection of the "Back" button causes the execution to return to the previous
instruction.

Sending a workflow description to the Instruction Compiler

As described above, a developer 116 can send a workflow description to the instruction

compiler 602 of the application gateway 104 by subntittmg programming instructions

written in the programming language supported by the instruction compiler 602, using a

10 hypertext transport protocol (HTTP) interface of the instruction compiler 602. For

example, Figure 30 is a screenshot of an HTML webpage gencraied by the application

gateway 104. The webpage includes a scroflable text box 3002 into which the
\ developer 118 can directly enter commands in the scripting Janguage, and a compile

button 3004 which, when pressed, submits the text in the scrollable text box 3002 to the

1S instruction compiler 602 for compilation.

The scripting language of the interactive systems is a high level language for describing

the workflow of an interactive application. [t is similar in vein to BASIC and can be learnt

quickly by a programmer who has a basic knowledge in propramming.

20

Alternatively, a workflew description can be sent to the instruction compiler 602 by

invoking API calls to the application gateway API 616, For example, Figure 31 shows a

source code listing of a I2ME function SendWork£lowRequest that is used to generate

and send workflow instructions to the mobile telephone 106. In this example, the workflow

25 instructions are to display booking details to the user 120 and then retrieve the user's
response indicating whether the user 120 accepts or rejects the booking, together with the

user's name and telephone number. The workflow API is first initialised by. creating
 

(at 3102) a new J2ME Command() object named WorkflowCommand. A workflow

header, as desctibed below,is then added at 3104. Workflow instructions are then added in

30. the order of desired execution by calling APIs that are provided ss methods of the
WorkflowConmand object. Each type of workflow instruction is added by calling a

corresponding API function with a sect of parameters. For example, the object method

AddinfoMegsage is used (at 3106) to add an instruction that displays a screen of
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information. to the user. The first argument to this method provides a title for the screen,

and the second argument provides the actual text information that is displayed. Similarly,
the method AddsingleMenu adds (at 3108) an instruction that displays a single-level
meny (e., radio buttons) to the user, allowing the user to select one item from a list of

5 items provided as a parameter to the method. In this example, the two items are displayed

as "Accept", and "Reject", and the user's response indicates whether the user 120 accepts

or rejects the booking.

The method AddUserInputCmd (at 3110 and 3112) displays a text string to the

10 user, together with a textbox, prompting the userto enter an appropriate input value. The

first parameter to this function finds the name of the parameter that will be associated with

the returned input value. The second argument provides a string that is displayed to the

user, and a third argument allows the developerto restrict the type of input; for example, to
a phone number, email address, and so on.

15

Finally, ‘the AddRedirectHeader method (at 3114) defines a return address or phone
number to which the response will be redirected, as described above, The communication

channel 1a be used (e.g., whether by SMS, IP network, Bluctooth, etc) is also specified in
the header.

20

Once the workflow instructions are added, the workflow API is called again (at 3116) to

compile the instructions and build the payload data to be sent ta the client application. The

workflow AFIis called as many times as needed (at 3118) to send multiple messages if

required.
25

Scripting Language Overview
* Instructions are written line by line.

« Comment lines start with //

« Labellines start with #

30 * String parameters are delimited by double quote characters ""
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Workflow-programming Structure

Commands are processed sequentially line by line. Three instructions are provided to

create tree structures of the workflow: BRANCH_TO, BRANCH_BACK, and GOTO.
BRANCH_TO and BRANCH_BACKare used in combination to create a subroutine for -

the compiled program. GOTO is a jump instruction that allows program execution to jump

to a specified line in the script. Comment and blank lines are ignored by the instruction

corapiler 602.

Commandfine syntax

A. command is a line in the script which has the following structure:

«Command Name> <String Parameter> <String Parameter> <Label>
Where:

« <Command Name> is a command. ;

« <Sting Parameter> is a qualified swing value, ie., delimited by double quote

characters. For example, "User name"is a string parameter. There can be more than

one string parameter in each command.
# ‘<Label> is the nameofthe label that is associated with the command. Labels can

only be used with the-GOTO command and the ITEM command when used in

conjunction with BRANCH_TO command.

Comment

There is no block comment in the language. Comment lines are nes that start with // (two

forward slash characters followed by a space character).

Example:

// this is a comment line

Label

A label is a way to mark a line number so that it can be referred to in GOTO and

BRANCEL_TO's ITEM commands. A label line starts with # (hash) character, followed by

a space character. The label narneis the next word from the # character,

Example:

For label START,the line looks like this:

# START
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The label name is mapped to the index (ie., relative position in the sexipt) of the

command immediately following the label line.

Labels in a script must be unique, a compile error occurs if a duplicate label is

detected. All labels are parsed in the first pass of the compiler, building a mapping of

5 label and command index te be used in the second pass.

Backward navigation

As described above, a "Back" navigation button is attached to all displayed screens by

default. This. button allows backward navigation of the workflow executed on the user

device 106. On most mobile phone platforms, this "Back" button is mapped to the right

10 action key. However,this can change depending on.the type of phone.

Tree navigation

A combination of the BRANCH_TO command, labels, and the BRANCHBACK

command allows the workflow to support a tree like execution structure, as shown in the
source code listing of Figure 32 and the resulting display screens of Figure 33. A detailed

15 description is provided below. When a user is navigating thought workflow screens, the

state of each screen (item selection and user inputs) is not remembered.

Example

The following is a source code listing that is used to generate an interactive application for

20 execution on a user device such as the mobile telephone 106. The source code defines a

workflow that allows the user 120 ofthe mobile telephone 106 to generate a service
request for water, electricity, and/or gas services. The listing is arranged in four groups of

commands or paragraphs under respective labels. The first paragraph, labeled STAR,

results in display of a main screen 3402, as shown in Figure 34. The BRANCH_TO

25 command has two parameters. Thefirst, “serv” defines a branch name for this branch, and

the second parameter, "Service Request" definesthetitle that is displayed at the top of the

main screen 3402. The subsequent three commands define items that can be sclected by the

user to invoke corresponding workflow branches. For example, the first ITEM command

has two parameters. Thefirst parameter, "Water", defines the text 3404 thatis displayed on

30 the main screen 3402, and that can be selected to invoke the corresponding workflow

branch. The second parameter, in this case "WATER", is a label of the corresponding
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workflow branch, in this case referring to the second group or paragraph of commands

grouped under that label. Thus if the user navigates the main screen 3402 to select the first

item 3404, the workflow jumps to the SELECT ITEMS, causing display of a water service
selection screen 3406. In this case, the three items are simply menu selections (rather than

3 workflow branches), and thus selection of any one of these items causes the appropriate

parameter, in this case named "water" to be assigned a value defined with the

corresponding item. For example, if the user selects the second item, "Leaking" 3408, then

the parameter "water" is assigned the value "Leaking". Once this item has been selected,

the workflow proceeds to the following command, which in this case is the

10 BRANCH_BACK command, which returns control to the main screen 3402.

In this manner, the user can select the Electricity item 3410 to branch to the

ELECTRICITY workflow, resulting in display of a Electricity service screen 3412.
Similarly, the user can select the "Gas" request item 3414 to cause a Gas service screen

15 3416 to be displayed. Once the user is satisfied with the service requests thus defined,

selection of the Next burton 3418, or the OK button 3420 causes execution to continue to
execute in this example the command “GOTO CONTACTS”, which causes the workflow
to jump to the command. following the CONTACTSlabel, being in this case an INPUT

command displaying & name Input screen 3422, andsubsequently a Contact number screen

20 3424. Once the OK button 3426 on the Contact numbers screen 3424 has been selected, a

MESSAGE command causes display of a Service Info screen 3428 providing

informational feedback to the user, in this case confirming that the service request will or

has been sent to an appropriate party for processing the user's request.

235 /f Start of program

# START

BRANCH_TO—"serv" "Service Request"

ITEM "Water" WATER

ITEM "Electricity" ELECTRICITY

30 ITEM "Gas" GAS

GOTO CONTACTS

# WATER

SELECT “water” “Water service"
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"Pipe Burst"

“Leaking”

"New comection'
it

BRANCH_BACK

#ELECTRICITY ©

SELECT "elect" "Electricity service”

ITEM "Fire"

ITEM "New comection"

ITEM "Disconnection"

BRANCH_BACK

#FGAS

SELECT

ITEM

[TEM

ITEM

“gas" "Gas service”

"Leaking"

"New connection"

"Fire"

PCT/AU2007/001599

BRANCH_BACEK

// This is like a subroutine

# CONTACTS

INPUT “name" "Your Name" ANY

INPUT "phone" "Contact Number" NUMERIC

// message is sent here

i+ END

MESSAGE "Service Info" "Your request will be sent to KXXX"

Script commandsand syntax

HEADER command.

The HEADER command is ased to include a specified piece of text at the beginning of the

response message when the workflow has been executed. This command is invisible to the
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user of the user device. This command is used as a context identifier for server-client

conversation.

There can be multiple header commands in the script. When using the HEADER command

in conjunction with the BRANCH_TO command, different response message prefixes can

S beset, based on the user's selection.

Syntax

HEADER <header>

« <header= is a string paramctcr to be prepended to the response lex message.

Example

10 HEADER "timesheet"

Response

<header> is attached to the beginning of the response message. If there are multiple
’ headers to be included in the response message, the response headers are prepended based

on their execution order in the workflow.

15 GIVERT command

The DIVERT command is used to redirect a response message to a telephone number or

address different from that of ihe source of the original instructions. Normally, the

_ tesponse message is sent back to the source address of the payload, but the response
message can be sent back to another number instead by including a DIVERT command in

20 the workflow. This command is invisible to the user. There can be multiple DIVERT

commands in the script, but the last one that is executed in the workflow takes effect.

When combining this command with the BRANCH_TO Command, the workflow can send

a response message to 4 source number selected by the user.

Syntax

25 DIVERT <address>

* <address> is a string parameter representing the mobile number of the
redirected address.

Example

DIVERT "+61418366896"
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MESSAGE command

MESSAGE command shows a message with a title and message contentto the user.

Syntax

MESSAGE <title> <message content>

« <title> is a string parameterforofthe title of the message to be displayed.

* <message content> is a string parameter.

The end result is display of a screen as shown in Figure 33,

Example

MESSAGE "Hello" “Hello world”

Response

This GUT screen does not collect any user input and no response data is associated with it.

_ INPUT command

This command displays a GUI screen with a text input box 3602 to the user to retrieve user

Inputs, as shown in Figure 36, A parameter name is provided in the command to set the

name of the user input data when included in the response message. A dcfault input value
can be provided as an input parameter. If desired, the user input data can be restricted to a

certain types such as numeric, decimal or a phone number. However, the implementation

of user input restriction depends on the capability of the user device exccuting the client

application 102.

Syntax

INPUT<return parameter> <label> <type> <default value>

* <teturm parameter> is a string parameter for the name of the entered value to be

set in the return message.

* <label> is thetitle of the input text box

* <type> is the type of the input to be captured, these types are available:
zs ANY
a EMAILADDR

o NUMERIC
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o PHONENUMBER

o URL

o DECIMAL —

e <default value> is an optional string parameter to be set to the input text box

5 . when the screen is visible to the user. If omitted, the default valuc of the input
text box is left empty.

Response

User input data is included in a response message associated with a parameter name

10 specified in the corresponding instruction. If the INPUT command is executed in a branch

routine (see BRANCHA_TO command) then any domain path applicable will be prefixed to

the parameter name.

<retum parameter>=<value> (without domain path) ~

<domain path>.<returm parameter>=<value>
15 Where:

* <value> is a string value that user enters. This can be an empty value.

* <domain path> is the path of branches that lead to this INPUT command in the

workflow,

GAUSS command

20=This command results in the display of an interactive screen having a slider or "gauss"

control 3702 to prompt the weer to provide corresponding response data, as shown in

Figure 37. The user is able to slide the slider control from a minimum value to a maximum

value specified on the command linc. The resulting data is included in the response

message associated with the parameter name given.

25 Syntax

GAUSS <parameter name> <minimum value> <maximum value> <default value>

= <parameter name> is a string parameter for the name of the gauss value to be

set in the return message.

* <minimum value> is the minimum value the user can select.

30 ‘ # <maximum value> is the maximum value the user can select
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e <default value> is the default value if the user docs not select any value. This

parameteris optional soif it is not present, the default value is empty.

Example

GAUSS "temper" nyt "10" wge

5 Response

If this command is executed in a branch routine (see BRANCH_TO command) then any

domain path applicable will be prefixed to the parameter name.

<parameter names>=<value> (without domain path)
<domain path>.<parameter name>=<value>

10

GOTO command

This command allows the workflow execution engine 406 to jump to a specific workflow

instruction, rather than proceed to the next instruction in sequence. A parameter of this

command is ihe label of the instruction for the workflow execution to be directed to. There

15 is no user screen or response data associated with this instruction.
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Syntax

GOTO <label>

« <label> is the label name indicating the index the command that the workflow

execution jumps to after executing this command.

5 Example

GOTO Hello / The program jumps to message hello world after executing this
command.

10 ver

# Hello

MESSAGE"Hello" "Hello world"

' SELECT, SELECT_MULTI command

15 As shownin Figure 38, these commandsdisplay a screen with a list of items to select from.

The SELECT command allows single item selection, and the SELECT_MULTI command

allows multiple item selection screen. The user selection is included in the response

message identified by the parameter name. In case of multiple selection list, the selected
values are separated by a delimiter character in the response value data.

20 «Syntax

SELECT or SELECT_MULTI command is followed by ITEM definitions (one per

line).

SELECT <parameter name> <title>

25 ITEM <item name>

TTEM <tiem name>

ITEM <item name>

SELECTMULTI < parameter name> <title>

30 ITEM <item name>
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ITEM <item name>

ITEM <item name>

-, Where:

« < parameter name> is a string parameter specifying the return parameter id for
_ the SELECT sereen.

® <title> is a string parameter specifying the title of the screen.
® <item name> is a string parameter specifying the item to be displayed on the

screen,

10 Example

13

20

25

30

f/ This example allows the mobile user to select one of the option listed

SELECT “isk” "Select task"

ITEM “Administration”

ITEM "Service desk”

ITEM "Client meeting”

“This example allows mobile user to select one or many of user namesin the list

SELECTMULTI "name" "Select users”

ITEM “User 1"
ITEM "User 2"

ITEM "User 3"

For multiple select command, each of the items in the select list is displayed adjacent to an

icon that indicates whether or not the item has been selected by the uscr. On most mobile
devices, a "Mark" button is displayed to allow user to mark the selection of the highlighted

item. A "Next" button is also attached to this screen to allow the user to navigate to the

next workflow instruction. On sorae mobile device platforms, the Next button is mapped

directly to one of the mobile phone buttons.

Response

SELECT command:

“parameter name>=<item>

SELECT_MULTI command:
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< parameter name >=<item>;<item>;<item>
Where: ~

e <itenr is the item name as selected

The multiple select response can be empty.

5s BRANCH_TO command

This command provides users a list of items to select, and on selection of an item,
execution of the workflow is branched to the specified command. The behavior of this

screen is similar to the SELECT screen described above. Once the workflow execution

starts executing from the new target instruction, it follows the dofault sequential order.
10 When the BRANCHBACK commandis executed, the workflow executionengine returns

to the previous BRANCH_TO command to execute. However, the BRANCHTO .
command: does not require a BRANCHBACK command to operate. The workflow can
consequently branch to the last command without returning to the branch menu.
To progress to the next screen from a BRANCH_TO command, a "Next" button is

15 provided. On some phones, this button is mapped to one of the phone keys on the mobile
device. On most phones however, this bution is mapped to a soft-key named "Next" when
the user select Options on the BRANCH_TO screen (similar to SELECT_MULT!
command). , . .
There is no specific user value attached to this screen in the response message. The

20 selected branch item is however appended to the branch domain path. This domain path is
then appended to the parameter name of any input screens being executed in the branch
target.

Syntax

BRANCH_TO commandis followed by ITEM definitions (one per line).

25

BRANCH_TO <parametername> <title>

ITEM <item> <label>

ITEM <item > <label>

ITEM <item > <label>

30

Where:
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* <parameter name > is a string parameter specifying the return parameter id for

the BRANCH_T®Oscreen.

* <title> is a string parameter specifying thetitle of the screen.

* <item > is a string parameter specifying the itemto be displayed on the screen.

e=<label> is a valid label name as specified in the workflow with "#" character.

Examples

# EnterBetAmeunt

INPUT "bet" “Enter bet amount” DECIMAL

BRANCHBACK

# SelectBetAmount

SELECT "bet" "Select bet amount in dollars"

{ITEM "100"

[TEM "200"

TTEM "300"

BRANCH_BACK

BRANCH_TO "b" "Select team to bet"

ITEM "Melbourne" EnterBetAmount

ITEM "Geelong" SelectBetAmount

GOTO END

# END

MESSAGE"Info" "Please select Yes to allow response messageto be sent"

Response

* The domain path is appended with <item> selected in the branch menu.

* This domain path is then appended ta the parameter name of any input screen

executed in the branch target. In the examplescript, the "bet" amount parameter
name when appearing in the response message is: Molbournc.bet=<bet values,
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BRANCH_BACK command

This command is invisible to the user, it provides the capability to navigate back from
branching. A workflow could have multiple branches wired up and the result is a tree like
structire. BRANCH_BACK command allows navigation upwardsin this tree stucture.

5 Combination of label and BRANCH_BACK command’ allows combining a group of
workflow commands in ta a routine, which can be referred to multiple times during the
workflow execution.

Syntax

BRANCH_BACK

10 STOREPERMANENT command

This command instructs the workflow execution to store the whole payload data to
persistent storage. A title is set in the parameter of this command allows the client
application to display the stared payload data to the user, This command does notresult in

any user data in the response message.

1S Syntax

STORE_PERMANENT <title>

Where: |

* <title> is a string parameter indicating the title of workflow payload data to be

displayed in the persistentlist, This persistent List is displayed to the user when

20 the client application is started manually by the user and no instant payload data
is waiting to be executed,

Example

STORE_PERMANENT "Message one"

CLEAR_PERMANENT command

25 This command clears all the persistent workflow payload data previously saved by
STORE_PERMANENTcommand. Execution of this command does notresult in any data
in the response message.
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CLEAR_PERMANENT

EXECUTE command

This command makes a request to the mobile device operating system to retrieve an URL
address. The results could be making a phone call or launching the intemetbrowser on the

phone to the specified URL ‘address. Behavior of this command might varies across
different device models due to device capabilities.

Syntax

EXECUTE <url_address>

Where:

* <url_address> is a string parameter describing the URL address of the request

to be sent to the JZME platform.

Example

To make a mobile phonecall to +61418366896 mobile number

EXECUTE "tel:+614 18366896"

To launch the internet browser on the mobile phone to access ACME mobile website

EXECUTE "hitp://mobile.acme,com"

Response

making a mobile phone call is required, the mobile device will ask user if a mobile
phone call can be made. If launching of the internet browser is required, the application

. will ask for the user's permission to open the internet connectionto the specified URL,

CONFIGURATION command

The response message is constructed from the user/system data. A number of default

delimiter characters are used io separate the data parts as well as name-value separator.

This commend when included in the payload data can change the delimiter charactets of

the response message as well as specifying whether or not the name part is included in the
response message,
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Syntax

CONFIGURATION <configuration_string>

Where <configuration_string> is composed of configuration characters:

‘@) 1° character: . Include parameter in the response, if set to 'O', the response
message only has values,sct to 'l', the response message has Name=Value

« 2™character: Response part delimiter, the defaultis ‘,"

« 3" character: Equal character, the default is '='

a 4" character: Multiple selection options, the default is *;'
« 5" character: Screen path delimiter, the default is '.'

Example

CONFIGURATION "0,=;."

This configuration command instructs the workflow execution to exclude parameter names

from the response message.

SYSTEM_PROPERTY command

’ This command instructs the workflow execution to read a system property and return the

Tesult in the response. The parameter name that is associated with the response data is the

system property if parameter name is ornitted.

Syntax

SYSTEM_PROPERTY<property_name> <parameter name>
Where:

« <property_name> is the system property to be read. On the J2ME platform,

examples of these properties are:

* microedition,profiles

* microedition.configuration

= <parameter name> is an optional string parameter. If omitted, property name is

used a8 parameter name in the response instead.

Examples

SYSTEM_PROPERTY "microedition.profiles"

SYSTEM,PROPERTY "“microedition.profiles" “midp"
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Response

The value of the system property is included in the response message as name=value pair.
All the rules applied to the name-value pairs are applied. These include changing of

delimiter parameters and whether or not to include the namepart in the response message.

<system property>=<value> (if parameter name is omitted)

<parameter name>=<value> (if parameter name is present)

NOP command

This 1s a no-operation command.It is useful when used in conjunction with labeling.

Syntax

NOP

SET_KEYS command

A command to set the eneryption key specified by the index of the key on the mobile
device.

Syntax

SET_KEYS <key_index> <key>

Where <key_index> is a string parameter indicating the index of the key to be set on the

- client application 102. <key> is a string parameter containing the actual key to be updated.

Many modifications will be apparent to those skilled in the art without departing from the
scope of the présent invention as hereinbefore described with reference to the

accompanying drawings.

It will be apparent from the description above that the interactive system and process
described herein allow a developer to dynamically send on demand customisable workflow
instructions to one or more user devices 106 such as mobile telephones. The generation,
secure delivery, execution, and secure return of response data to the developer are all

handled transparently by the interactive system, thus hiding all the details of these aspects
from the developer, greatly simplifying the provision of interactive applications and quasi-

real-time interactions with ane or more users. The provision of workflow instructions via
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SMS is particularly advantageous as it can be assumed to be supported by all mobile

- telephones available today. Moreover, since the SMS communications are all managed by

the interactive system, any premium SMSservices that may be required can be established

by the operator of the interactive system, thus freeing the developer from needing to

5 establish their own independent premium SMS services. This greatly simplifies the

provision of new interactive applications, and also allows the operator of the interactive

system to provide these services at a lower cost by leveraging the substantial volume of

SMStraffic resulting from the aggregation of SMS traffie or all developers using the

interactive system. .
10 .

ft will be appreciated by persons skilled in the art that numerous variations and/or

modifications may be made to the invention as shown in the specific embodiments without -

departing from the spirit or scope of the invention as broadly described. The present
embodiments are, therefore, to be considered in all respects as illustrative and not

15 restrictive.
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CLAIMS:

1. A method of delivering an instruction to a mobile user device connected to a

16

15

20

25.

network, the method comprising the steps of:

receiving af interactive worldlow,

translating the interactive workflow into the instruction in a form executable

by the mobile user device; and

sending a message including the instruction to the mobile user device.

A method as defined by claim 1 wherein the step of receiving the interactive

workflow includes the step of receiving the interactive workflow coded in a high

level programming or scripting language.

A method as defined by either of claims 1 or 2 wherein the stép of receiving the

interactive workflow includes the step of receiving the interactive workflow from

an external or third party. \

A method as defined by any one of the preceding claims wherein the step of

sending the message includes the step of sending a set of instructions for execution

by an application installed on the mobile user device.

A method as defined by claim 4 wherein the step of sending the set of instructions

includes the step of sending the set of instructions for the device to interact with a

user of the mobile user device,

A method as defined by claim 5 wherein the step of sending the message includes

the step of sending a unique message identifier.

A method as defined by claim 6 further comprising the step of the mobile user

device receiving the set of instructions and the unique message identifier,

A method as defined by claim 7 wherein the step of the mobile user device

receiving theset of instructions and the unique message identifier includes the step
of receiving the set of instructions for translation to mobile user device system

codes by a workflow execution engine component of the application.

A method as defined by either of the claims 7 or 8 further comprising the step of

receiving a responseto the instruction from the mobile user device,
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A method as defined by claim 9 wherein the step of receiving a response includes
the step of receiving a response identifier from the device.

A method as defined by claim 10 wherein the method comprises the step of

comparing the unique message identifier and the response identifier to confirn the

authenticity of the received message.

A method as defined by any one of the preceding claims wherein the step of

translating the Instruction includes tailoring the instruction to a device operating
aystem,

A method as defined by any one of the preceding claims wherein the mobile user

device is one of a plurality of mobile user devices and the methed also comprises

the step of receiving a specification of the mobile user device from a database

comprising respective specifications for the plurality of user devices.

A method as defined by claim 13 wherein the step of translating the interactive

workflow includes tailoring the instruction to the specification.

A method as defined by any one of the preceding claims wherein the step of

sending the message includes one or more prelimamary steps of compressing,

encoding and encrypting the instruction.

A method as defined by any one of the preceding claims wherein the step of

sending the message includes the step of sending the message via a Short Message
Service (SMS)ofa cellular network.

A method as defined by claim 16 wherein the step of sending the message via SMS

includes the stcp of splitting the message into a plurality of messages to comply
with one or more standards of the SMS.

A method as defined by any one ofthe claims 1-15 wherein the step of sending the
message includes one or moreof the steps of sending the message via a Cell

Broadcast Service (CBS)of a cellular network, sending the message as an IP/TCP

_ data packet over a GPRS or 3G network, and sending the message as a data packet
over a Bluetooth connection.
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A method as definedby any one ofthe preceding claims also including the step of
checkingif the mobile user device is willing to receive theinstruction derived from
the interactive workflow.

A method as defined by claim 19 wherein the step of checking involves sending a
request to the user of the mobile user device to accept the instruction derived from

the interactive workflow.

A method as defined by claim 3 wherein the step of receiving the interactive

workflow includes the preliminary step of receiving a request for an Application
Programming Interface (API) from the external or third party.

A method as defined by claim 21 wherein the step of receiving theinteractive

workflow includes the preliminary step of opening an Application Programming
Interface.

A method as defined by any one of the preceding claims also comprisingthe step of

issuing a command to the device to updare or delete a sequence of instructions
saved to a permanent data store on the mobile user device,

Computer software comprising executable directions for delivering an instruction

to a mobile user device connected to a nctwork, the directions comprising the steps
of:

receiving an interactive workflow;

translating the interactive workflow into the instruction in a form exccutable

by the mobile user device; and

sending a message including the instruction to the mobile user device.

A method of delivering an ingtruction to an application installed on a user device

connectedto a networl, the method comprising the steps of:

receiving an interactive worldlow;

translating the interactive workflow into the instruction in a form executable

by the ‘application; and

sending a message including the instruction to the application at the user
device,

NARS 9NWI CTRL AL
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[0022]=AFAR MIS jay) Se EB

AEM FPGATE 8583 TRANLZS BARSC AGE BE POS ATE s

[0023] fia POS HIE Bee}

   
 
 

 

 

 

°
 

Wee x by} J FLEEBLED 5
 

   

AA FTBias 8583 FRPL AS BAK SCATEYRAYJ
  

  
 

  
 

     E47 MAC

 1 FATATI 8583 RAL AS SA HR SC HETY MAC SE. TPMAC Serie 

WsAUCBieRaeAE, AASATI 8583 TRA LAC AIRAER AK 8583 IRCau
 

  

47 MAC ZE BM, 2Jan AIGMTDVIyS 
YE Zs3
 

    

  
 

 

 

      
 

   
  

 

[0024] RFCAFA TOST

TEAL AUR SEE,A PSR

SENSSEE

[0025] AT AR Mb4
   

  
 

 

 

 

 
 

 
 

MAC #2 WEIiat JerIASAT

# 
°  

  
  

 

 
 

 
   
 

TRAE8583 FRSC JR UETT MAC Ur ile, EA Ac MAC 4EictJa

PF RUKIA Giaataks

 
  8583 4830 HEAT MAC 4BMAe
 

 
  EP AS PC BUTATR SCI AT BIASES 8583 FR MC METT MAC erik, BA Ae

4] UE, ATATR Sl 09 TEA WUAR RAS Sy BEAb

 

[0026] Ab AML, JIT ich POS BIBLHEBYTIAN 8583 HALAS BARSCSATTIATSAT

Pill SSE TY BERE, CA SORE ReDa J AASAl65 328 Ll PT RAR Se BH AAS POS 28of,RE

 
  
 

 
Sykepk6 85893 FRo   

  
 
 

   
ja

 
  
 

S AWSWO ULETA MESS FE

  

FeetaIGE     Fall WADE AT Ae BE PTSJPSAEGTTSAA9—SUiESEa, PP     
 

   
 

 
 

 
 

   

[0027] AFAEOE GtA

TEARLL

[0028] Ath, ATTAL ate ay

PAM, EAR

TEA. TPG AS BARAISOYA
   

HULA TF

DR POS 2variak MdASHEAEY)

 i4 POS ZRatt

   
 

]j POS Ail Beth MTVIGAY    

  
  fail. f     

POS AUTELEE  
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i
 

  
 

 

 
  

 

ARH
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[0029] Ari, BT POS AEEebA erESAHETTSA PIKL, FREE

RIK2 MIS FPR EL ;

[0030] TIASBSEIEAPTHhATETPS0S PIK2, TGAAIKPOS FT

HIS ;

[0031] Uris PIKIPTK2 A> Pa) CARES MAK 34) #& KEK On 8Sa7718» 12PCXbA) KEK ANA.

[0032] ANAC HIREE LEPSIIRS, LPG BATAMIS Tabet ;

[0033] AAAseAmA AA RE-SIM RAIS

[0034] STAR MTS pa ee APeRYAeK INReDE, BeSSA

IARIAL SAL VAIAR YR AE Dy AE BRESTBEB BY Se1) 2Sa TELSUKABA

WE ARIK AE Ts FEEBL

[0035] AA

FAL SIM KH,

PL, MATA

wees HerpMo vN

 
 

 
  

    
sheBA
 

  
      

TREE

LLSeDUSI RSAESASRETy » WYSE BAS OR FA BLHy WE FHT

UaeEW SySeRARA

Rs GH] LA ESL

TAY AREER ELFASED2RS

EL, TUESFALaeRe. AE

HA PEF AY RF-SIM FEAR, B

PALAHS eMig2

iH SIM BIN PTA Dy fe. AO

SIM aho> FA T-

 

25Al

   
 
 

   
 TARARHES IRLoea 

Ke,  
 

 
 

Aik KATA  a
  

  
 

 
  
BIiF

   
F. WA KI NLAS    
  

    
   

BRR  HH! Ty 22 4RE AY RP-ID. A'S e-c

 

   
 
 

 redit a Ya  Fs 
 

  

mifare 4Ef) VIP Sink.
  
 

Mt 1it BA

[0036]

[0037]

[0038]

[0039]

Ad 1 EASA)AS

A] 2 EANAC BH IA

A] 3 AAS AC AY ASC

Kd 4 EASA TY AD

  
AlaRAH

   [ri] Fy) 452 }
 

BNCARE AA

WLCDUE

PIRI ZEZR FATE

THTBLAR II »

rs]
   

  
   
 

  
 

foo40] ARACHIS FET heOe J
 
EAS

TeyAY A

SCE» AS   
BWA28Bat

AU 5 esl LRAT FAY VUHS   

1 iAY RP FREER

   J AY =F ALEKE NFC =F
    

  
 
 
 
 

EMV FbekEAREL fibse
     Haeit PY 7  LA ARR SG Sb ATS 8ITA

 
 

AER;

re

EBASAE ACb, PLE MIS ai)Be

 

~ RE-SIM 26am BRACA1S08583 HIIa

HPSATE, ESEFSISER. OO

R3cek 1S08583 WyeAah. FA

   
 
 

SWAG HD AR ATKS 

    
 

      Wit HZ 8583 #33

[0041] ANAC HHZAH

BEBy BA AETE

[0042] AWAPEAJL

[0043] RF-SIM :RF-SIM

YE AGE GT. stbAR HE

 

 

AE  

    
 

 
    

4128BTNOH

HS WEES AS BN 5c AT HSE ASR LSERRABCs “26 aERR EN, LA

a

 
 

LAH Ae o 

OSBWRA EP

APSE SIM KAI /
 

 

 
 
    SIM-F AL 1879

SIM RALBSCARIAT SE o

[0044] 1508583 ;1S08583|

FEF EMR TBARAENS

Heo

  
 

 
 
  

Te  

 
 
  

 

  
Hb iae Fl aFal aysLe <a Fa8SiCIFA FY as 

  
 

 

  

1a}. AW Se vfE 8583 FRC TFSAZA, UFR RE

 

BSACH WSBAN, RAR SCRE TTA

FC EEE A S08 fas AA ORS AAD ORE SDDRE

2. 1G WY pbteSSIE1BEfo BR ACREaeA

 

 PAS the PRPADs ee HALAy 

  
HIRSCH IM. EM YZby  

HAC Fy A. PER FT BEB TL, ATM BY POS WHT. LySZAR 1S08583 

BUURAT AARCESR Call Center 4y 17-2 TIAN
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   iHintUAE TSO8583 HIM
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[0045] OTA:# Over The Air W483, PiceAPa. 2PRERAeS

it AAO 4/7 gl
    

     
 

   

   (GSM BK CDMA) AY 48h 2 Ft SIM “SiteAZ DV TEASeeAROR, 2ee OY ERT]

WAP. GPRS, CDMALX BAHTER.

 
  

  
[ooae] AAU HHSTTAAY,AEE EHERLSMIS PORTSsket

Pe,=ASPEN. SCHL OTS MIS PY PSRE ME SEEROeAEN. ATLEY POS ARIALLR

PSH BITEWI5BSEEOF aALELE TAAREALS

[0047] HPL | irae, MARANRMSAYRELA RPSIM FSAAH,MIS EP

 

  

 
   
 
 

  
   

    
       

 
 

 
AURAERSPEEFH UWE OUP 

 [0048] fase)eam seBETRA RF-SIM AA, Aly POS BedeFTUCBeSEPfickhe    
He SOIR HY FB2 ZAtt

 FeSRYHESt
 

 

RF-SIM -F.   
[c049] MIS faye

 

oS)     
    

 

HY ELIS OTA AEH PRYARERTAeBAY PEL, ELSEAttt

HPPay aC SI Mb5SH GFTe:FeSeoP

  
 

 GH

Hit     
 
 ELFGMIBas, POS Aeon AH ALBWa

 
[0050] till KAS FA T°38YAITE oeaFGSE EO POS POT IB

FAD MABaseAYinaFEEAA PING SACS)» FRG PIN Ep 3tey BCR

BIKA POS Zeit ;

[0051] POS 4aA

 

  
 

 

       7  
PUB £8 oh Se AT 2Sit IK] RF-SIM Re, LTA BT A PR SE HEAR ds BAS 

  TREE BRM (LARTER?IeS) MR ay Ay AseIDSTASitAseMC

PRAIEEEARRAR Sn

[0052] POS 4am 

 

 

FAP 4465p FEAUY,STARR AC hEPLaL: A> 

   
   

WP RS BL AL WS AS RAC Ty» WN TE RAS RT BG AE oy Ab SAL, LSSDR AS OS SCAT ESte YSRUa 

Hil

 

 

  [0053] POS 28 vinHY T° 4 38 Sy HS Ag FE Ae MUI A Bc BY) PIN, 46 29 2BHr JE [i] AS
 

 

  
  

  
  

  
    POS 28 sie fet ek EY BE GPR YE 8583 TRL 2S AR OC CVAOCEG DY 2KYW ATID) , HE EAT

MAC(Message Authentication Code, FR M48HI04 ) ALAMIEIG 8583 HRNLARAFRATK

 
 

PATABe.

[0054]=POS 2h

 

 
 

   
    

 
  

 
 

 FOPARDU RSATaTARBec POS Beam yee ABo EAE TK

WLAS Sy HEHTkEfe beeen d) <i), HACE DPil

[0055] APBTeLDLATBAL

 

   
 

  
 

[0056]§=URAL

BRST WK OC LE8,

WETAR, BUGBoeHOF GAY POS BTEe& BOOK MYER KEK J

CFR PLK Ae MAK) BEAT aeIeHa ARES POS Ain

  

     
 

     

 
 

[0057] ARAL FAI POS AoneSE AY 8583 RAL AC ATKCI EST MAC AGE, Wika

JE THGE4T MAC ERK ;

[0058] fa) HWE

          
[oo59] FAL aE

  

 
  
 

   
BURA Fv MAC 4Eaa AFR OC_EEYARIS S48BsaME 8583 EK

NUAE SA FRM. HEE AFR XC AIK EATVAY POS BT BZ Fo

UESPFiPOS Aea-G POS HIME He AOVeHAYES I faFE

 

 
   

 
POS 2st{23 KA PE HAS

SARCRINAEE

       JEFF FLL SMTA HE Se BRIA EARSTAY POS AGEL BL IRE

POS HIE BL©

 
 
  

   
       

hea![ooo] HeaKA -F Ca LAE POS ATE ELAR. POS ACRESE £2 SEPTOALeBLL 
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RESPECTRATBS) EB

[oo61] POS We. IFAae WK, $F ot KEK SGEAASRL STPe

PIKL, JfHACIA 
 
   
 

 

POS 28 siti;
 
 

   
 

5/7 Wl

  
   

 
  

 
 

   
  

[0062] POS HIE BeeKE HA TCEAt ay AR SC EAT MAC HIE, SOEaeet Jar AT 3k Jy ARSCE
 

CIALteEo. LFSita BLDed BISAT AR AS REI,Be    DLR POS “aay AIAG2HAAS 
BE WRB reTREEL, GEAASE. ACE ve FL) AA PLK2 RE PLN DEFT A@ OM  

ae CBT   
    

FA PIK2 xf PIN i

FEMo FEASTSCH AS ATD EAR FRCERETAYBI

   
  
 

  BY IRAE [45] WS AAAAE. TRA   
 

SEENE AG HIT AY «    
[0063] AVN. A Pidoh ScoeIPBe,EPBRISTP 

Bs AY PARI DYA SoAIK

 

 
a

  
 47 DWE)» CECESCSMSISSAPE GBAl BBAY AE 8583

EB ACaAIKMS Sy HE ET

 
 

 

   

    
 

SET a SEA ter» WDJa ARB

 

   

FR. FRBSeAMabikFattaRoe
 

 

 

 
 

 
WAG ABBN SeAYigOAEH TAC Al]

 
   

  ZCaTCR4ISEAA AURPIaee, FETAEKEREG A TRA

TFACE Be UC UFAESS) TAA EAS EC3
  

WFS@, May LAY 
 

 

Fe ACH—5HEB) SRFOCHSABM
   

 
 
    

IAFELE A 6  
 

 
  

~wd

[0064] VASP HGPH5PcHRsat, EA BQhy PieHEA

2H. VA Re TE (HERVEeB SBT. YA BESRS PA BERSE Pee ft cc edshlTe.

  

  
 

  

 
   

 
 

HPS ODEER

hil BEAL AE: 6

[oo65]=IVE

      
 

  
 

 

 REN SC PY PRwm SEi BSll ALBa

 
 
  
 

 
   

  

 
ARSEYEP ALBA ETABO

 
 22, AAPOR PIK2, FRGIL ACRE SPOS ATL VESR SEA FPelasBe  

 JAEFT MAC ATE, MAC A TEIEChae PLN BEAT REM, AI PRS

ADH, AFBADSH,IIK LEAs    

 
 

 

    HYABLES RYANIRCEATIK  
  

ME 5 Er ASBaeAAH IE, WR PE] AtSn FRATE 

[oo66]=Xf PIN UEGTBERSALT, HY ACHRAI KEK PE HH oe9i) PIK2, JaHY PIK2 fe

HAR SCHR IY PIN, 28) EG Benees HHPIN AE GASTRO PIN: Be BOUTREeel,  
   

WIRES ARTA;   
[0067] MVSEDP G AAA AL. SP/CPL TARE LL POS SLEAS

HET ScATM) Ky SEA RE, CLSeK)! C GUREaeaeA) SEBO) CGEzl

TK PUTS ) AA oP We

 
 

 
   

    

 
 
 

   

  
 

IOP CME SAL RSS) PEERSTTATTTHE Hee 
 

Se REAPS HE
 

   
 

Farr RX.  
    [oo6s]=POS eiSrFH4Ew Mae Pos #&

Ay
 

   

    
 

SESNA  
 
      

 
Aig A fet AL AT

 

 

  
  

Pett Pos engpyBE 

 ETEINP a.Bas DT ASIAT RAS IPE (POSMISAT ETS EA)» FLAGS ogFEFAR

PaPRPSBTZX
 

[o069] POS 28sir FET” Gt FFfifi POS 2% Sit, ReTaaJAFCE feER2S POS FE Beth Seri. 
POS AvinzeFE» RA) ETAZo 

[0070] REEN 

 
   

 
   
 
  

PFPERSHIN. BCALE A   
  hha» SAR AT AKI
 

 AT SEM28AG MARAT MK

  
 

 
PRA aK2

BORA ALP 14AMARA1

PTA)CAR Soy BY PECYSHY”

  
  

  
  

    
 

    
6 BORE ALPfkBORA SS 303 feaJ ORAS ARee. BRSCOAE SC RPA A8

  
fil 92Se AGEie AR SAE HIDWo BESAT 

 
    TARTTUKS AeHie As ER TT URSBAK 

 
 

  
PRA ABSIT AR BEATE — A 1, BrERTRR AiSES AY1AB28 he3SO HE   
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BeFI

 
    
 

 4STEP GUETAb.
 

   
 

[0071]

MAALTSFARR

[0072]
 

 

 
BEAR PERRI3

 

#

  

6/T I

AB SE TlePEE—Pp SR OU5AFA» GL 2 BAN, ARSAS AS BY SILAS By 32

 
HeYR S2002, HH)iPOS 4oaing_k abaR NY soft <eU, ZE RP-SIMoa) xfTAig 

 
 

 

raALA PIN.

HER S2004, MIS fay 77 ee at SK HN AS BY SC ATES rT ICy BOA

PTK1 Xt PIN BE4T DU BsJA EIA] 28SBR POS AcneLASTERabE 8583 TRALZSBIRCR

IR SCALARSRpet AID) . SEUSS MAC JERK, ZRSCRIKEBAVt

iARY, ARLEAMIS TAR BY) POS ZeepeER 8583 POPLACHAR,

[0073]

[0074] 
  
 

 

  
  

   
 

 
  
 

 

 

  

 

   
 

 

FT SCAT PRISFB)SCSseSLEas» IDES ZE POS PAAS1BE

 
1° 9 PIN, FF 48

   
  
  

  

Jah 

PR Ja EEFF fea IN POS 28 sim 9 BSNS OPINXKJa

  
   

  

 
  
  

47 MAC 3@d1E. SibiitJa1% 8583 IRENL AEAFScEREAER  

 

DV AES BA scAIOE Bo

[0075] LD RR S2006, AeTABABI 8583 HRA LASHAI 

  SI    
 

aEVato

[0076]

[0077]

 

[0078]

{7GIETERA, AGIE

[0079]

Fr LEAR WUSESASRINK 9S Meh FE

UE, SEAenAH PTK2 AF PIN a

Be “PMB SISC HCE BS A ABIL INK 8583 FRcJaul4T MAC “EM, SPAR DE

FRAYERUA) EAC BAR CERBMTIDVI

 

  
   

 
 

  
 
 
  
    

iRALd:  

a) fr.GAS POS ATSC 8583 WRAL AE AF

{yee C ANAT PIK2 Xf PING

 
 
  
 

 
 

    
    

 
  
 

   

  
 
 
 
 

   
  

Jot» JE [BIAS5 HAL DY.

  
  LFEAT ETE  
  

 
  
 

 
  

 
 
 

 Waa 
FPUEAT MAC EaAe3SEP MS PALS ADBS2)EARRI

47 MAC ZEB,

BUSBersERRSC RISPM]

  

Ra. FRET ys MAC YO ik, 4UEaet  
 

JAX FRICRETGiteAY FETeRISAT AR AS PREtr EAA POS BR

dire ESD -EG ACHS-LAYERTR AH P28 csBERe PIN AE IAA

WIR AS Ach FHLTFEZPECK PEIK

 
 

 
 

 

 ILE

 

  
 
 

  

   
 

RCN» ACREFT MAC hy  
  

 HRCA

4)I38 ) » HOsraat 

iy AIDC REHA

b) AY FR+4 GUCSIF 8583 FR ICR, FEDETT MAC LOWE, JAEUJTK 8583 FR CUE 
 Tt      L 

 
  
 

[o080]

Jets Sy RATFEATSKIN 32AARTK

ef PIN BEATREE TT LIEPLN EOC KEK ( 865DT Re BB

HEE FECES PIN BB SCAEAFERSAARRL

PIN Ful AHAPEDEA PIN EFT EER, TSHR PIN HO REEO.

[0081 ]

[0082]

[0083]

 

[0084] 
 

[e085]

  
 

WWAS 8583 FRC HUET MAC ZLReaACI BM be

c) LSOF GE BCBIPK 8583 FRC FEUEAT MAC ISIE, JSiRIBciBeas PIN 22IE

AG ZITASRAR Fy PIISSSb

 
 Se

 
  

  
  

 
   
 

  

ZyFY $  

 

  
TEER AE Sa IN. BE SLAPaBE5TPRY

 
 LeIBRE SR aR Sn fis IS
  

  
    

  

   
  
 

 

 ibmA ©  
 

  {ANB ASL EEL A PAS 

> INES FAY PLK2 LA RAS 
  
 

bp SOPH  
Lay

YT EGE AY 
  

  
APY S2008, Fa) sofOFBL MLS pale EEAscAoirTL52

 

{E/T PIN. ELPKADRUI FE :

2HR S3002, FA Pa POs AigLeo ASeAUS, CE RP-SIM BY 96-9) 5cAim

TE PE “TEMA” BEAT SCAT SR eeEBSTAigAS

HBR S3004, WIS PAD REAE BRAS By Se)eS ee DSehPAABS BY SeeSte TS

   
 

 

 

9

  
  
 

  FE) PSCtase bs Bee Serteeaig1) WAGE AE Eaellie” BEAT
 

 

ar 3  

FyBE Sy 9 GEFGTh
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BE, WEAIRAE DERAK, FES ETABSAT ARAEeAAARIRE

hyFEAELEK aeOLEASRBE, WIASRPS RE Sy A FL, LFS REBH

AYE TiEARAo SPAARTAEANKEAR RIKBIBSCREFo

[oos6] =3 ran, ARASACB EN ScUM)EFETFP

[0087] 49R S4002, HPRese& RE-SIM eSAeIT / Fefe AS. POS RE

Se BEARABSePTAa COR) AFLPdK 28AFTBPtt

[ooss] =9% S4004, HAM AmeAP RASPPEGS

IS Uk, FLFRALBHee

[oose] FAR S4006, 4riFii ctSs ESSY BITBESeReale

BA eB StAMOR FRCERMPAIK JetFPTAL EA PS IKPEPEOAGE

ise

[0090] 7B4K S4008,Fai AeSatesHt 82eaFE70 PEK

BaasBaHkReaSsPSE Go

[0091] 8 S4010, Nh 45-4JEAPRETTYEME, (EOL/TERK

PR,eset ii.

[0092] HR S4012, VA CEBwBEPaye1aaeA

[0093] ABR S4014, HEEFO.POS Fe ASmi 1B BOSeATA

TK TA.

[0094] A 4 AARTEACAABHPhE.

[0095] FRI MATRAIRPAJe EH (MK) .FtKEK EAT

PresseRa, SPOLARA KEK Abt MK Bees A, MK FASELPA

[0096] BRARSG (KEK), WWE EREeOSPE;

[0097] E28 48 (WK), ALBR PIN JOSEPIK (PIN Woes TESA) DA UATIRCE

(MAC) [ii MAK (MAC Jn(F284 )

[0098] MAK 22 FH POS BUIRPE LK CBUoo) TR) MAK 4, (FA ASIAKEK DEFT

Dee.

[oo99] AR 4A)BCIBAa 5A 1kEZ TE 2)SSSE TD LS feaSGs KEK) , DAEES

SAMhea. FRAMEay TEENELPEBETOe RFE. AA BREIL DASM7AAI

AITFBR. PERBSCFaSeABR AyCyEETTEECe] 4, EA PIK yl )

[0100] 1) POs 4¢3g KK TEBS PIK11POS AT BeBPE, Pos ATBE| FF PIN FEA

SSA PIK2 FPSSEare4. PLK ZEA AK Ske CBN Pc) PS TRY KEK fa, EE KEK

ASHE AN BR ALP? AE, ah TC EATRE ACB 88 Sd 7PS,BaHtPEK) KK

FeeBSIEFARoe

[0101] 2) 2BH 4) PepEU AEDS KEK (QMZERE EK ek CB) A EPA, TR

JK CBU PG) TRAY KEK 22 [aleeeteR. FALTERIEPKeC BU SG) BS KEK BY

WeeTe WI EE ES De Sak A) Fe HaBe,DATSEL

[o102] RACHAEL SS —PPSEF RP-SIM Fil [808583 PpIX hy Zee Re RISCTIE, HAak

FAM ATTAEFAASSATEyEAT AbEE

 
          

 
   

 
 

   
  

  
  

 
 

 
  

          
      

     le
   
 

  
 

  
 

EATARE  
 

        
  

 
      

 
 
     =]     

   
 o~ LEC RAEAMIR). HE   
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  :MACHEA
HOCMBRAR|pins

 

 

6:MAC#iE
PINS

nk

 
 
 

I
I
I
|
|
|

Bwiyrr |
TAA |

I
I

eeak —~——_|-_-_  aR__RLLLLLLLL

eb KPeKERaa er puee 
 WeftAER

FEI
 

 —_— — =— (emceeeeee eees — eeee — eee ee ee
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(57) A portable device authenticates a user of the
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of the user ID, the POS terminal sends a requestfor pay-
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Description

Backgroundof the Invention

Field of the Invention

[0001] The present invention relates generally to a
method, system, and devices used for electronic finan-
cial transactions between financial institutions connect-

ed by a network,

Description of the Related Art

[0002] Electronic payment using a credit card is
knownin the art. As an example,a pricr system for elec-
tronic payment is shownin fig. 21.
[0003] When a people (purchaser) buys gocds at a
shop, firstly, aclerk inputs transaction data including the
name of goods, quantity, price, and tax into a Point of
Sales (POS) terminal 1 provided at the shop. Secondly,
he/she hand his/hercredit card to the clerk. Thirdly, the
clerk sets the card to a Card reader2. Card reader reads

out information such as a card numberand expiration
date stored in the card. Next, this card information is
supplied to POS terminal 1. Upon receipt the informa-
tion, POS terminal 1 makes a requestfor credit by add-
ing information on the shop (merchant) to the card in-
formation and transaction data and sendsit to a Credit

server 4 managed by a credit card company via a Net-
work 3 such as Credit Finance Information Switching
Systems (CAFIS). Credit server 4 checksthe cardinfor-
mation included in the request sent by POS terminal 11.
Finally.if Credit server 4 accepts authenticity of the card,
it sends a completion message to POS terminal 1. In
such asystem, aconsumer buys goods without carrying
cash.

[0004] However, it is known that there is a security
concern in such a system. Since a purchaser has to
hand his/hercredit card to a clerk in paying by a credit
card, there is a danger that unauthorized persons im-
properly use the card. Furthermore, there is always a
possibility of dropping off a credit card. In other words,
a consumernecessarily takes risks that a stranger uses
his/her credit card illegally.
[0005] The present invention has been made with a
view to overcomethe above problem and it is an object
of the present invention to provide a method, system,
server, terminal, computer program, and storage medi-
um to conduct electronic financial transactions.

Summary of the Invention

[0006] To achieve the above aim, an electronic pay-
ment method of the present invention comprises the
stepsof:

authenticating a userof a user terminal on the basis
of user identification information inputted to the user
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terminal by the user, by the user terminal; storing
an authentication result of the user, by the user ter-
minal whenthe user terminal confirms authenticity
of the user;
transmitting a user identification information stored
beforehand in the user terminal to a merenantter-

minal whenthe userterminal confirms authenticity
of the user, by the user terminal;
transmitting to payment device via a first communi-
cation network the user identification information
and transaction information transmitted from the us-

er terminal, by the merchant terminal;
receiving the useridentification information and the
transaction information transmitted from the mer-

chant terminal, by the payment device;
identifying the user terminal on the basis of the user
identification information and transmitting com-
mandsfor instructing transmission of the authenti-
cation result to the user terminal via a second com-

munication network;
transmitting authenticity of the user to the payment
device via the second communication networkif the

userterminal stores authenticity of the user, by the
user terminal: and
performing paymentprocessing on the basis of the
transaction information upon receipt of the authen-
ticity from the user terminal, by the paymentdevice.

[0007] in an electronic payment system in which the
above methadis applied, a useris able to pay by credit
card using a terminal without hancing a credit card to a
clerk, thereby preventing a third-party including a clerk
from using the card improperly. Furthermore, since the
user terminal authenticates a user, if a third-party ob-
tains a user terminal improperly, the terminal cannot be
used for paymentin the electronic payment system by
the third-party. Furthermore, the paymentdevice identi-
fies a user to which authentication result is transmitted.

In other words, the only userterminal that the payment
device specifies can proceed payment processes.
Thus, the dangerof an improperuseby a third-party of
the userterminal is reduced. Furthermore, the userter-

minal transmits an authentication result according to the
commands send from the payment device, in other
words, a user does not haveto operate the userterminal
for the transmission. Therefore, the dangerof stop of
payment processing due to misoperation by a useris
prevented.
[0008] In apreferred embodiment, an electronic pay-
ment method cf the present invention comprises the
steps of:

authenticating a user of a user terminal on the basis
of useridentification information inputted to the user
terminal by the user, by the user terminal:
transmitting user identification information for iden-
tifying a user to a merchant terminal, by the user
terminal, when the user terminal confirms authen-
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ticity of the user;
transmitting to a paymentdevice via a first commu-
tation network the user identification information

transmitted from the user terminal, by the merchant
terminal;
receiving the user identification information from the
merchant terminal, by the payment device;
identifying the user terminal referring to received
user identification information and transmitting
commandsfor executing an application for payment
stored in the user terminal to identified user terminal

via a second communication network, by the pay-
ment device;
upon receipt of the commands, executing the appli-
cation to transmit a request for proceeding payment
processing to the payment device via the second
communication network, by the user; and
upon receipt of the request from the user terminal,
performing a payment processing.

[9009] In this embodiment the payment device iden-
tifies a user terminal on the basis of user identification
information and sends commands sothat the userter-

minal can execute application for payment stored in the
user terminal. In other words, both a user and a user
terminal are authenticated, thereby ensuring security
against authorized person greatly. In addition, a user's
convenienceis improved because a user does not have
to carry out troublesome operation necessary for pay-
ment.

[0010]=Inanother embodiment, an electronic payment
method comprises the steps of:

receiving from a merchant terminal a user identifi-
cation information for identifying a userof a user ter-
minal, by a receiving unit;
retrieving from a storage unit a card numbercorre-
spondingto the
identified user, by a retrieving unit;
encrypting the retrieved card number, by an en-
eryoting unit;
generating a key for decryption of the encrypted
card number, by a generating unit;
transmitting to the merchant terminal the encrypted
card number, by a first transmitting unit; and
transmitting the key to a credit server managed by
an issuerof the credit card, by a second transmitting
unit.

[0011] In an electronic payment system in which a
method of this embodiment of the present invention is
used, a useris able to pay by credit card to a merchant
in a way that the merchant does not knew a card number
because a credit card numberis encryptedfor transmis-
sion to the merchant. Specifically, a payment device de-
termines a card to be encrypted on the basis of the user
identification information. On the other hand, the credit
server obtains a card number by decrypting an encrypt-
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ed card numberusing the key for decryption received
from the payment device, thus the credit serveris able
to carry out payment processing. Further, since the en-
crypted card numberis generated each time a transac-
tion is conducted, the merchant can managesales at
the shop using the encrypted card numberalthough the
merchant does not know card numbers.

[0012] An electronic payment system of the present
invention has a payment device, a merchant terminal
connected with the payment device via a first commu-
nication network, and a user terminal connected with the
payment device via a second communication network
and is characterized in that:

the user terminal authenticates a user of the user
terminal on the basis of user identification informa-

tion inputted to the user terminal by the user;
if authenticity of the user is confirmed, stores au-
thentication result; and
transmits to the merchant terminal user identifica-

tion information stored in tne user terminal;
the merchant terminal transmits to the payment de-
vice via the first communication network the user
identification information transmitted from the user

terminal and transaction information;
the paymentdevice identifies the user terminal on
the basis of the useridentification information trans-
mitted from the merchant terminal and
transmits to the identified user terminal via the sec-
ond communication network commands for in-

structing transmission of the authentication result;
the user terminal transmits to the payment device
via the second communication network according
to the commandstransmitted from the payment de-
vice when the userterminal stores the authentica-

tion result; and
upon receipt of the authentication result from the us-
er terminal, the payment device performs payment
processing on the basis of the transaction informa-
tion.

[0013] In apreferred embodiment, an electronic pay-
ment system of the present invention is characterized
in that:

the user terminal authenticates a user on the basis

of the useridentification information inputted to the
user terminal by the user;
if authenticity of the user is confirmed, transmits to
the merchant terminal a useridentification informa-

tion for identifying the user;
the merchantterminal transfers the useridentifica-

tion information to the payment device via the first
communication network;

the paymentdevice identifies the user terminal on
the basis of the useridentification information and
transmits to the identified user terminal via the sec-
ond communication network commandsfor execut-
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ing an application for paymentstoredin the user ter-
minal,
the user terminal executes the application accord-
ing to the commands and
transmits a request for proceeding payment
processing to the payment device via the second
communication network; and
the paymentdevice performs the payment process-
ing according to the request.

[0014] A communication terminal used for an elec-
tronic payment system of the present invention has a
payment device connected with a first and a second
communication network and a merchant terminal con-

nected with the payment devicevia a first communica-
tian network and comprises:

an authenticating means for authenticating a user
of the communication terminal on the basis of a user

identification information inputted to the user termi-
nal by the user;
a storing meansfor storing an authentication result
when authenticity of the user is confirmed by the
authenticating means;
a storage medium for storing the user identification
information;
a first transmitting meansfor transmitting, when au-
thenticity of the user is confirmed, the user identifi-
cation information stored in the storage means to
the merchantterminalso that the merchant terminal

transmits to the payment device a request for pay-
ment processing including the user identification in-
formation;
a receiving means for receiving commandsforin-
structing transmission of the authentication result
which is transmitted, in response to the request for
payment, from the payment device via the second
communication network; and
a second transmitting means for transmitting, upen
receipt of the commands,a request for proceeding
the payment processing including the authentica-
tion result to the payment device via the second
communication network.

[0015] Ina preferred embodiment, a communication
terminal used for the electronic payment system com-
prises:

an authenticating means for authenticating a user
of the communication terminal on the basis of a user

identification information inputted to the user termi-
nal by the user;
afirst transmitting meansfor transmitting, when au-
thenticity of the user is confirmed, the user identifi-
cation information stored in the storage means to
the merchant terminal so that the merchant terminal

transmits to the payment device a request for pay-
ment processing including the user identification in-
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formation

a receiving means for receiving commandsfor ex-
ecuting an application for payment which is trans-
mitted from the payment device via the second
communication network; and
a second transmitting means for executing the ap-
plication for payment storedin the user terminal and
transmitting, according to the application, a request
for proceeding payment pracessing to the payment
device via the second communication network.

[0016] A payment device of the present invention
comprises:

a receiver for receiving a request for paymentin-
cluding a user identification information for identify-
ing a userof a user terminal from a merchant termi-
nal via a first communication network;
an identifying meansfor identifying the user termi-
nal among registered user terminal on the basis of
the received user identification information; a trans-
mitter for transmitting to the identified user terminal
via a second communication network commands

for executing an application for paymentstored in
the user terminal; and
a processing means for performing a payment
processing on the basis of a request sent from the
user terminal via the second communication net-
work after transmission of the commands.

[0017] |n another embodiment, a payment device
comprises:

a storage unit for storing a user identification infor-
mation for identifying a user of a user terminal and
a card numberof a credit card correspondingly; a
receiving unit for receiving from amerchantterminal
a user identification information;

a retrieving unit for retrieving from the storage unit
acard numbercorrespondingto the identified user;
an encrypting unit for encrypting the retrieved card
number;

a generating unit for generating a key for decryption
of the enerypted card number;
a first transmitting unit for transmitting to the mer-
chant terminal the encrypted card number; and
a second transmitting unit for transmitting the key
to acredit server managed by an issuerof the credit
card.

[0018] Acomputer program product of the present in-
vention makes a computerincorporated into a commu-
nication terminal used for the electronic payment sys-
tem having a payment device connected with a first and
a second communication network and a merchantter-

minal connected with the payment deviceviaafirst com-
munication network to execute the steps of:
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authenticating a user of the communication terminal
on the basis of a user identification information in-

putted to the user terminal by the user;
storing an authentication result into a storage
means whenauthenticity of the user is confirmed
by the authenticating means;
transmitting, when authenticity of the user is con-
firmed, the user identification information stored in

the storage meansto the merchant terminal so that
the merchant terminal transmits to the payment de-
vice a request for payment processing including the
user identification information;
receiving commandsforinstructing transmission of
the authentication result which is transmitted, in re-
sponse to the request for payment, from the pay-
ment device via the second communication net-

work; and

transmitting, upon receipt of the commands,a re-
quest for proceeding the payment processing in-
cluding the authentication result to the payment de-
vice via the second communication network.

[0019] In another embodiment, a camputer program
product makes a computer to execute the steps of:

receiving from a merchant terminal a user identifi-
cation information for identifying a userof a user ter-
minal;
retrieving from a storage unit a card numbercorre-
sponding to the identified user;
encrypting the retrieved card number;
generating a key for decryption of the encrypted
card number; transmitting to the merchant terminal
the encrypted card number; and
transmitting the key to a credit server managed by
an issuer of the credit card.

[9020] A storage medium of the present invention
stores the above computer program products.

Brief description of the drawings

[0021]

Fig.1 is a conceptual block diagram toillustrate an
electronic payment system based on thefirst em-
bodiment of the present invention.
Fig.2 is a block diagram toillustrate a portable de-
vice used in the system.
Fig.3 illustrates a UIM mounted detachably to the
portable device.
Fig.4 shows a storage area of EEPROMin the UIM.
Fig.5 is a block diagram toillustrate a POS terminal
and a mobile terminal used in the system.
Fig.6 is a block diagram illustrating a payment gate-
way used in the system.
Fig.7 illustrates data items stored in a user table in
a hard drive of the gateway.
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Fig.8 illustrates data items stored in a transaction
table in a hard drive of the gateway.
Fig.9 illustrates data items stored in an issuer table
in a hard drive of the gateway.
Fig.10 illustrates data items stored in a merchant
table in a hard drive of the gateway.
Fig.11 is a sequenceflowchartillustrating payment
processing in the system.
Fig.12 is a flowchart illustrating a processing per-
formed by the portable device.
Fig.13 illustrates a screen displayed on a display of
the portable device.
Fig.14 is a flowchart illustrating a processing per-
formed by the portable device.
Fig.15 is a flowchart illustrating a processing per-
formed bythe portable device.
Fig.16 illustrates a screen displayed on a display of
the portable device.
Fig.17 illustrates a screen displayed on a display of
the portable device.
Fig.18 is a flowchart illustrating a processing per-
formed by the POS terminal.
Fig.19 is a flowchart illustrating a processing per-
formed by the payment gateway.
Fig.20 is a conceptualblock diagram illustrating an
electronic payment system based on a modification
of the first embodiment.

Fig.21 illustrates an electronic payment system of
the prior art.
Fig.22 illustrates an electronic payment system
based on the second embodiment.

Fig.23 illustrates an example of date items stored
in a POS terminal.

Fig.24 illustrates an example of date items stored
in a credit server.

Fig.25 illustrates an example of date items stored
in a storage unit of a payment gateway.
Fig.26 is a flowchart illustrating a method for pay-
ment used in the system.
Fig.27 is a flowchart illustrating a method for pay-
ment used in the system.
Fig.28 is a conceptual block diagram toillustrate a
computer program for payment based on the sec-
ond embodiment.

Detailed Description

(First embodiment)

[0022] The first embodiment of the present invention
will now be described referring to the drawings.

A. Configuration of the system

A-1. Overall configuration

[0023] Fig. 1 shows that a system to which a method
for electronic payment of the present invention based
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on the first embodiment is applied. As shown therein,
the system comprises (a) a POS terminal 11 connected
to acommunication network 10, (b) a payment gateway
15 connected to Communication network 10, a mobile
communication network 12, and a payment network 16,
(c) a portable device 14 by which a user obtains com-
munication services via Mobile communication network

12, (cd) acredit server 13 connected to Payment network
16, and (e) a mobile terminal 17. For the sake of sim-
plicity, only one POS terminal 11 and one Portable de-
vice 14 is shownin the figure. In actuality, a plurality of
POS terminals are connected to Communication net-

work 10 and many portable devices are connected to
Mobile communication network12.

[0024] A mobile communication network 12 includes
mobile telephone networks in which Personaldigital
Cellular (PDC) scheme, Code Division Multiple Access
(CDMA) scheme, or other schemes is used and data
communication networks in which PDC-Packet

(PDC-P)} schemeis used. Each network has basesta-
tions which are not shown. Each basestation covers an

area and carries out radio communications with portable
devices 14 within the area. Therefore, Portable device
14 is able to carry out voice and data communications
by radio via Mobile communication network 12. A pay-
ment gateway 15 is connected to Mobile communication
system 12, thus Portable device 14 is able to carry out
data communications with Payment gateway 15.
[9025] A POS terminal 11 and Payment gateway 15
are connected via Communication network 10. Specifi-
cally, Communication network 10 is a dedicatedline to
which many POS terminals 11 and Gateway system 15
are connected, Needless to say, Communication net-
work 10 can beafixed telephone network, a public net-
work such as Internet, or a mobile communication net-
work (possibly Mobile communication network 12).
[9026] A credit server 13 managed by a credit com-
pany and Gateway system 15 are connectedvia a pay-
ment network 16. Specifically, Payment network 16 is
designed especially for credit payment such as Credit
and Finance Information Switching Systems (CAFIS),.
Credit server 13 is a conventional serverfor credit pay-
ment. Specifically, upon receipt of a request for credit
transmitted by a POS terminal via Payment network 16,
Credit server 13 checks authenticity of a credit card. If
the authenticity is confirmed, Server 13 carries out a
paymentprocessing before sending a completion mes-
sage to the POS terminal.
[0027] An essence of the electronic transaction serv-
ice using a method for paying electronic transactions
based on this embodimentis as follows. When a user

of Portable device 14 buys goods at a shop, the user
uses Portable device 14 to make request for payment
to Credit server 13 via POS terminal 11 and Payment
gateway 15. As such, a useris able to pay without hand-
ing acredit card to others including aclerk. Components
of this system will be described in detail below.
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A-2. Portable device

[0028] Portable device 14 has a function of carrying
out wireless voice and data communications via Mobile

communication network 12. Further, it has a function of
carrying out short-range radio communication using
Bluetooth, for example, to carry out data communica-
tions with POS terminal. In addition, the device 14 is able
to mount a User Identity Module (UIM) detachably.
[0029] As shownin fig.2, Portable device 14 has a
control unit 310, memory 320, control unit 330, commu-
nication unit 340, mic/speaker 350, UIM interface 360,
and radio interface 370.

[0030] Contre! unit 310 has a Central processing unit
(CPU) and other microprocessors to execute programs
stored in Memory 320 to contro! each unit of the device
14 including reading/writing data from/to UIM 18.
[0031] Memory 320 includes a Read Only Memory
(ROM), a Random Access Memory (RAM), and an Elec-
trically Erasable and Programmable ROM (EEPROM)
and has several storage areas, one of whichis assigned
for storing programs including programsfor starting and
proceeding payment described later, and another one
of which is for storing data. Another program stored in
Memory 320 is used for browsing, in other words, ac-
cessing a Webserveronthe Internet, downloading Hy-
per Text Markup Language (HTML) data or Com-
pact-HTML (C-HTML)data, and displaying the data. An-
other one is used for sending and receiving e-mail. Con-
trol unit 310 executes these programs so that the user
can browse and use e-mail.

[0032] Input device 330 has operation buttons such
as a ten-key pad, which is not shownin the figure, to
input information such as a telephone numberand to
select buttons or icons displayed on a liquid crystal dis-
play not shownin the figure. Communication unit 340
transmits data such as information on ordering via an
antenna 341 under control of Cantrol unit 34 land re-

ceives data send via Antenna 341. Mic/speaker 350in-
cludes a microphone to input a sound and a speakerto
output a sound.
[0033] UIM interface 360 supplies information output-
ted from Control unit 310 to UIM 18 and information out-

putted from UIM 18 to Control unit 310. Information
stored in UIM 18 is used eachtime a user carries out

voice and data communications by radio via Communi-
cation network 12. Radio interface 370 is used to carry
out short-rage communication with POS terminal 11 by
Bluetooth, for example.

A-3. UIM

[0034] As shownin fig.3, UIM 18 is an Integrated Cir-
cuit (IC) card which is detachable/attachable and in-
cludes a CPU 210, interface 215, ROM 220, RAM225,
and EEPROM230. UIM 18 stores information unique to
the user including a subscriber number and telephone
book used for carrying out communication via Mobile
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communication network 12.

[0035] CPU210 executes a control program stored in
ROM 220 to control each unit within UIM 18. Interface
215 connects UIM 18 with Portable device 14. ROM 220

is a nonvolatile memory and stores programs for ana-
lyzing and executing commandssupplied from Portable
device 14 and for managing data, for example, as well
as the control program. RAM 225is a rewritable memory
for temporarily storing data supplied from Portable de-
vice 14. EEPROM 230is a versatile and is rewritable.

EEPROM 230 stores information necessary for commu-
nication with Portable device 14.

[0036] Fig.4 shows storage areas in EEPROM. As
shown, EEPROM 230 has storage areas 231 and 233.
[0037] Storage area 231 stores subscriber numbers,
outgoing history, incoming history, talk time, telephone
book data, and other information specific to user(s) of
UIM 18, Storage area 233 stores information used when
Portable device 14 starts a paymentoperation. Specif-
ically, a device ID for identifying Portable device 14
uniquely is stored. For example, a user registers, in ad-
vance, Portable device 14 at a providerof this electronic
financial transaction service to obtain the service using
the device 14. After the registration, the provider gives
the user the device ID.

[0038] In addition, Storage area 233 stores an ad-
dress such as Uniform Resource Locator (URL), to con-
nect with Payment gateway 15. Further, Storage area
233 stores pairs of a user ID and a password, each of
which is used for an application for payment executed
at the Portable device 14 when the user uses the elec-

tronic payment service. If the user possesses two or
morecredit cards, it is possible that each pair of a user
ID and a password correspondsto each credit card. Fur-
thermore, Storage area 233 has an area for authentica-
tion results which is used for the payment application.
[0039] When UIM 18 is attached to Portable device
14, information stored in UIM 18 can be supplied to Port-
able device via UIM interface 360, thereby allowing for
Portable device 14 to carry out various functions includ-
ing radio communication.

A-4. POS terminal

[0040] POS terminal 11 is installed at a shop of a mer-
chant participating in the electronic payment service.
POSterminal 11 stores data necessary for managing
information on financial transactions, sales, and cus-
tomers, for example.
[0041] As shownin fig.5, POS terminal 11 has a con-
trol unit 710, a display 720, communication interface
730, and an interface 740.

[0042] Conirol unit 710 includes a CPU, a ROM, and
a RAM and controls all units of POS terminal 11. Control

unit 710 has the same function as a general POS termi-
nal for managing information on financial transactions,
sales, and customers. In addition, Control unit 710 has
functions of controlling each unit to perform processing
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necessary for the electronic payment service. Display
720 includes a liquid crystal panel, for example, on
which information on merchandise such as a name,
price, quantity, tax, and total amountis displayed. Com-
munication interface 730 carries out communication

with Gateway system 15 via Communication network
10. Interface 740 is, for example, a general interface
such as RS-232C or Universal Serial Bus (USB). POS
terminal 11 is connected to Mabile terminal 17 through
a cable to carry out data communication.
[0043] Mobile terminal 17 is, for example, a Personal
Digital Assistants (PDA) or a laptop computer, which in-
cludes acontrol unit 810, interface 820, display 840, and
radio interface 830.

[0044]=Contrcl unit 810 includes a CPU, ROM, RAM,
and other modules and controls all units of POS termi-

nal. Control unit 810 has the same functions as a gen-
eral mobile terminal such as PDA.In addition, Control
unit 810 has a function of controlling each unit to carry
out processing necessary for the electronic transaction
service.

[0045] Display 840 includesa liquid crystal panel to
display information, for example.Interface 820 is, for ex-
ample, a general interface such as RS-232C or Univer-
sal Serial Bus (USB). POS terminal 11 is connected to
Mobile terminal 17 through a cable to carry out data
communication. Radio interface 830 features short-

range wireless communication with Portable device 14
via Bluetooth, for example.

A-5. Payment gateway

[0046] Payment gateway 15 for providing the elec-
tronic payment service using a methodfor electronic
payment based on this embodimentis installed by a pro-
viderof the service. As shownin fig.6, Payment gateway
15 includes a payment server 150 connected to a Local
Area Network (LAN), direction server 160, and a net-
workinterface (I/F) 170.
[0047] Network interface 170 /s, for example, a router.
Paymentserver 150 and direction server 160 exchanqg-
es data with POS terminal 10, Portable device 14, and
Credit server 13 via Communication network, Mobile
communication network, and Payment network 16, re-
spectively.
[0048] Payment server 150 may be a personal com-
puter or a workstation, including a CPU 151, ROM 152,
RAM 153, hard drive 154, and LAN interface 155. Fur-
ther, Payment server 150 includes an input device such
as a keyboard and Cathode-ray Tube (CRT) or Liquid
Crystal Display (LCD), allowing an administrator of
Gateway system 15 to make reconfigurations including
registration of users.
[0049] LANinterface 155 is used for exchangeof data
between Network interface 170 and Direction server
160 connected to the LAN.

[0050] CPU 151 performs arrhythmic compuiation as
wellcontrols each unit of Payment server 150. ROM 152

APPL-1002

APPLEINC./ Page 233 of 1744



APPL-1002 
APPLE INC. / Page 234 of 1744

13 EP 1 280 115 A2 14

stores programs to be read out and executed by CPU
151. CPU uses RAM 153 as a work area.

[0051] Hard drive 154 stores application programs
and data to be read out and executed by CPU 151 to
control each unit for provision of the electronic transac-
tion service. Hard drive 154 includes a user table 154a,
transaction table 154b, issuer table 154c, and merchant
table 154d.

[0052] As shownin fig.7, user table 154a hasfourar-
eas for user ID 154aa, password 154ab, terminal ID
154ac, and credit card number 154ad. A staffer of the
providerof this service inputs the above information into
User table 154a when a user subscribesto the service.

Itis possible that,if a subscriber has more than two cred-
itcards and wanis to obtain the service using these cred-
it cards, the subscriber (user) has a plurality of user IDs
each of which is corresponding to each credit card.
[0053] Area 154aa stores user IDs each of which
identifies a subscriber uniquely. Area 154ab stores
passwords each of which is used for authentication of a
user. Area 154ac storesidentification information each

to identify Portable device 14 used for the electronic
transaction service. The user |Ds, passwards, and iden-
tification information stored in Hard drive 154 are the

same stored in Storage area 233 in EEPROM 230 of
UIM18 shownin fig. 4 Area 154ad stores credit card
numbersof users. If a user has two or more credit cards,
the user can specify one or more credit cards to be used
for this service and thus stored in Area 154ad when the

user subscribesto the service. In addition, Area 154ad
stores expiration dates of the cards, which are not
shownin the figures.
[0054] Referring back to fig. 6, Transaction table
154ab has areasfor storing details of transactions con-
ducted by users. Specifically, as shownin fig. 8, Trans-
action table 154ab corresponding to asubscriberhaving
a user ID "00001" has four areas for transaction 154ba,
for date 154bb, for merchant number 154bc, and for
transaction details 154bd. Area 154ba stores IDs each

of which identifies a transaction conducted by a user.It
is noted that CPU 151 gives a transaction ID every time
a transaction is conducted. Area 154bb stores dates and

times of transactions each corresponding to each trans-
action ID. Area 154be stores merchant numbers each

identifying a shop wherethe transaction was conducted.
A unique merchant numberis assigned to all merchants
in advance. Area 154bd stores details of transactions

each corresponding to each transaction ID. Specifically,
merchandise name,quantity, price, tax, payment meth-
od (lump-sum, installment, payment with bonus, pay-
ment partially with bonus, and, revolving, for example),
and otherrelated information on the transaction.

[0055] Referring again to fig. 6, Issuer table 154c
stores information on credit companies and credit cards
available for the service. Specifically, as shown in fig. 9,
Issuer table 154c has three areas. Area 154ca stores

ranges of card numbers. Area 154cb stores company
codes each of which identifies corresponding credit
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company. Area 154ce stores names of credit compa-
nies. For example, fig. 9 showsthat a credit card whose
number lies within a range between "1525000000" and
"152505999"is issued by credit company "A".
[0056] Referring again to fig. 6, Merchant table 154d
stores information on which cards and which methods

of payment are available at a shop. Specifically, as
shownin fig. 10, Merchant table 154d has four areas of
154da, 154db, 154dc, and 154dd. Area 154da stores
codes each of which identifies each merchant. Area
154db stores merchant's names. Area 154dc stores

codes each of which identifies a credit company, name-
ly, issuer of a credit card available for the merchant,
which is the same stored in Area 154cb shownin fig. 9.
Area 154dd stores credit company's names. Area 154de
stores payment methodsin which a user can pay by a
card. As an example, fig.10 showsthat a useris able to
arrange paymentin a lump-sum, installments, or revolv-
ing system but neither payment with bonus nor payment
partially with bonus is accepted. "L", "Il", "B", "pB", and
"R" represents lump sum, installments, bonus, bonus
(partially), and revolving, respectively. Furthermore, de-
tailed information such as the number of paymentin in-
stallments and an available period in payment with bo-
nus may be stored.
[0057] Direction server 160 will now be described re-
ferring to fig. 6. Direction server 160 may be a personal
computer or a workstation, including a CPU 161, ROM
162, RAM 163, hard drive 164, and LANinterface 165.
Further, Payment server 150 includes an input device
suchas a keyboard and Cathode-ray Tube (CRT)or Liq-
uid Crystal Display (LCD). Detailed description of these
devices is omitted.

[0058] LANinterface 165 is used for exchange of data
between Network interface 170 and Payment server
150 connected to the LAN. CPU 161 performsarrhyth-
mic computation as well controls each unit of Direction
server 160. ROM 152 stores programsto be read aut
and executed by CPU 161. CPU uses RAM 163 as a
work area. Hard drive 164 stores application programs
and data to be read out and executed by CPU 161, to
control each unit for provision of the electronic payment
service. In addition, Hard drive 164 stores a mail box
164a used for the electronic transaction service. To be

more specific, Mail box 164a includes mailboxes each
corresponding to an e-mail account of Portable device
14.

[0059] Upon receipt of a request from Payment server
150, CPU 161 generates and stores e-mail into a mail
box assigned to each Portable device 14 in Mail box
164a and sends a reception message to the Portable
terminal 14 having an address indicated by the request.
Upon receiptof the reception message, Portable device
14 accesses Mailbox 164a via Mobile communication
networkto obtain e-mails for Portable device 14. Name-

ly, Direction server 160 a function as a mail serverwith
features including sending a reception message.
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B. Operations of the system

B-1. Overall sequenceof the operations

[0060] An outline of sequence of operations carried
out in this electronic payment system will now be de-
scribed.

[0061] Fig. 11 is a sequence flowchart showing an
outline of sequence of operations in which a userof Port-
able device 14 conducts a transaction (purchases
goods) at a shop at which POS terminal 11 and Mobile
terminal 17 are installed and obtains this electronic pay-
mentservice for payment using Portable device 14.
[0062] As shownin fig. 11, firstly, a clerk inputs infor-
mation on a transaction including a merchandise name,
quantity, price, tax into POS terminal 11 at a shop. Ifa
purchaser wants to pay using this electronic payment
service, the purchaser operates his/her Portable device
14 to execute an application program for the electronic
payment. And an input screen for a user ID and a pass-
word to be used for authentication is displayed on a dis-
play of Portable device 14.
[9063] The purchaser(the user of Portable device 14)
operates ten-key pad or the like, to input a user ID and
a password. Portable device 14 checks the user ID and
password against those stored in UIM 18, to authenti-
cate the user (step $1).
[0064] If the authentication failed, Portable device 14
notifies the user that the useris not a rignt person and
thus rejected before carrying out error processing, for
example, terminating the processing. If the authentica-
tion is completed, Portable device 14 sends the user ID
stored in UIM 18 to Mobile terminal 17 by short-range
wireless communication. The user ID is transferred from

Mobile terminal 17 to POS terminal 11 (step $2). In ad-
dition, Portable device 14 stores the authentication re-
sult representing authenticity of the user into Storage
area 233 of UIM18. It is noted that Mobile terminal 17 is

omitted in fig. 1, for sake of simplicity. But in reality data
is exchanged via Mobile terminal 17 between POSter-
minal 11 and Portable device 14.

[0065] Upon receipt of a user ID sent from portable
device 14 via Mobile terminal 17, POS terminal 11 sencs
to Payment gateway 15 via Communication network 10
transaction information, the user ID, and a request for
transaction number including information to identify the
shop (merchant), whichis inputted buy a clerk (step S3).
Upon receipt of the request sent from POS terminal,
Payment gateway 15 stores the transaction information
includedin the request into Transaction table 154b and
adds a transaction numberto the transaction informa-
tion to send back to POSterminal 11 via Communication

network 10 (step $4).
[0066] Further, Payment gateway 15 sends an e-mail
including commandsfor direction of payment to Porta-
ble device 14 indicated by the user ID included in the
request (step S5). Upon receipt of the e-mail sent from
Payment gateway 15 via Mobile communication system
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12, Portable device 14 executes an application for pay-
ment according to the commandsincluded in the e-mail.
[0067] Specifically, the authentication result and the
device ID both stored in UIM 18 are transmitted to Pay-
ment gateway 15 via Mobile communication network 12,
to make a request for proceeding payment processing
(step S6). Therefore, the user need not do complicated
procedures for payment, for example inputting informa-
tion on the transaction whichis often bothersomefor a

user. In this system a request for proceeding payment
processing is sentto Payment gateway 15 automatically
after completion of the authenticity.
[0068] Upon receipt of the authentication result and
the requestincluding the device ID both sent from Port-
able device 14 via Mobile communication network 12,
Payment gateway 15 confirms authenticity of the user
through the result. Next, Payment gateway 15 authen-
ticates the Portable device 14 by checking the device
ID (step S7). Specifically, Payment gateway 15 checks
the device ID sent from Portable device 14 against a
device ID stored correspondingly to the user ID in User
table 154a.If the two IDs coincide, authenticity of Port-
able device 14 is established. Otherwise Payment Gate-
way 15 stops payment processing.
[0069] __[f the authenticity of Portable device 14 is es-
tablished, Payment gateway 15 sends to Portable de-
vice 14 via Mobile communication network 12 transac-

tion details including name of goods, quantity, and price
and information on possible payment methods (step
$8). Uponreceipt of a payment method and a confirma-
tion from Portable device 14 (step S9), Payment gate-
way 15 retrieves transaction information from Transac-
tion table 154b and a credit card numberandits expira-
tion date from Usertable 154a. Next, Payment gateway
18 sends to Credit server 13 via Payment network 16a
request for credit including information on the merchant
and the payment method along with the retrieved trans-
action information (step S10).
[0070] Upon receipt of the request, Credit server
18checks the credit card numberandits expiration date,
to determine whether to conduct the payment process-
ing. If the credit card number and the expiration date are
proper, Credit server 13 carries out payment processing
(step S11) and sends a completion report to Payment
gateway 15 via Payment network 15 (step S12). This
report is transferred from Payment gateway 15 ta POS
terminal 11 via Communication network 10 and to Port-
able device 14 via Mobile communication network 12

(steo $13 and step S14, respectively). B-2. Operations
of portable device
[0071] It will now be described that processing carried
out by Portable device 14 when a userobtains the elec-
tronic payment service. As shownin fig. 12, if a user
wantsto use the service using his/her Portable device
14 when purchasing goods at a shop, the user inputs
with Input device 330 a direction for Portable device to
execute an application for payment. Control unit 310 of
Portable device 14 displays credit cards available for the
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user onacisplay.
[0072] An example of a screenfor selection of a credit
card displayed on a display of Portable device 14 is
shownin fig.13. This screen showsa list of credit cards
registered in advance by the user at a provider of the
service. When the user operates Input device 330 to se-
lect a check box and clicks an "OK"button, a credit card
for use in the paymentis determined.
[0073] Afterselection of a credit card, Control unit 310
displays an input screen for a user ID and a password
on the display. When the user inputs a user ID anda
password, Control unit 310 authenticates the user by the
inputted used ID and password (step Sa3). Specifically,
Control unit 310 compares a user ID and a password
each correspondingto the selected credit card stored in
Storage area 233 in EEPROM of UIM 18 with theinput-
ted user ID and password. If the two user IDs and two
passwords coincide, Control unit 310 confirms authen-
ticity of the user. If not, it confirms inauthenticity. If the
authenticity is confirmed (step Sa3 "NO"), Control unit
310 carries out error processing (step Sa4) for example,
displays an error message on the display. If the authen-
ticity is confirmed (step S38 "YES"), Gontral unit 310
stores the authentication result (authenticity) into Stor-
age area 233 (step Sa5) and outputs the user ID stored
in Storage area 233 to Radio interface 370 to transmit
to Mobile terminal 17 (step Sa6). Then Control unit 310
terminates processing.
[0074] It is noted that whenstoring the authentication
result into Storage area 233, Control unit 310 may write
an expiration time of the authentication result, which is
an hour, for example. After the expiration, Control unit
310 deletes the authentication result.

[0075] Asaresult, auser ID is sent from Portable de-
vice 14 to Mobile terminal 17 and subsequently a re-
quest for paymentis sent from POS terminal to Payment
gateway 15 (step S3 in fig.11). Next, an e-mail including
commandsto execute an application for payment (step
S&in fig. 11) is transmitted from Payment gateway 15 to
Portable device 14.

[0076]_It will now be described that operations of Port-
able device 14 after reception of the e-mail sent from
Payment gateway 15 referring to fig.14. Firstly, Control
unit 310 checks whether an e-mail is received (step
Sb1).
[0077] If Portable device 14 receives any e-mails,
Control unit 310 terminates processing. If Portable de-
vice receives e-mail, Control unit 310 determines wheth-
er the e-mail is sent from Payment gateway 15 and
checks whether the e-mail contains predetermined
commands referring to the content of the e-mail (step
Sb2).
[0078] If a senderof the e-mail is not Payment gate-
way 15 or the e-mail does not contain predetermined
commands, Control unit 310 terminates the processing.
If the sender is Payment gateway 15 and the e-mail con-
tains predetermined commands, Control unit 310 exe-
cutes an application for payment(step Sb3) before ter-
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mination.

[0079] Control unit 310 repeats the above series of
processesperiodically so that the application for pay-
ment is executed automatically when receiving an e-
mail including the commands.
[0080] it will now be described that operations of Port-
ables device 14 after execution of the application refer-
ring to fig. 15.
[0081] Firstly, Control unit 310 reads out from Storage
area 233 an address such as Uniform Resource Locator

(URL), to access Payment gateway 15 via Mobile com-
munication network 12 (step Sc1). To ensure security,
Secure Socket Layer (SSL) is used for data exchange
between Portable device 14 and Payment gateway 15.
[0082] To be more specific, when sending a request
for access to Payment gateway 15, Portable device 14
requests transmission of an electronic certificate issued
by a Certificate Authority (CA) which is not shown in the
figure. In responseto the request, Payment gateway 15
sendsthe certificate to be confirmed by Portable device
14. Therefore, Portable device 14 is able to check au-
thenticity of Payment gateway 15, thereby avoiding a
danger of communication with an unauthorized server
posing as an authorized server. After confirmation of au-
thenticity of Payment gateway 15, data exchangestarts.
Needles to say, SSL is applied for such data exchange.
Since SSL has become a common technique, detailed
description is omitted.
[0083] After establishmentof the connection between
Portable device 14 and Payment gateway 15, Portable
device 14 retrieves an authentication result (authentici-
ty), a user ID, and a device ID from Storage area 233.
Next, Portable device 14 transmits a request for authen-
lication of the device 14 to Payment gateway 15 via Mo-
bile communication network 12 to request including the
retrieved user ID and device ID (step Sc2). At the same
time, Control unit 310 measurestime (step Sc3). If Port-
able device 14 does not receive information from Pay-
ment gateway 15 in responseto the transmission after
predetermined time (two minutes, for example), Control
unit 310 terminates this processing and performstime-
out processing, for example, displaying a message no-
lifying to a user that this payment processing is aborted
and must be carried out from the beginning.
[0084] As described before, when Portable device 14
sends an authentication result, a user ID, and a device
ID to Payment gateway 15, Payment gateway 15 au-
thenticates confirms the authenticity of the user and de-
vice 14. If the authenticity is confirmed, detailed trans-
action information is sent to Portable device (step S7
and step S8 of fig.11).
[0085] When authenticity is confirmed and thusinfor-
mation on transaction details (name of goods, quantity,
price, tax, merchant, for example) is transmitted from
Payment gateway 15, Control unit 310 displays the
transaction details on the display (step Sc4) to be
checkedby the user.
[0086] Fig.16 shows an example of ascreen on which
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the transaction details is displayed. As shown therein,
a name of merchant (shop), a total amount to be paid
by the user, and buttons fordirection. A user selects one
of the buttons of" Agree" and "Not agree"for proceeding
or stop paying, respectively. Control unit 310 determines
which buttons is selected, in other words, whether the
user agrees with this transaction (step Sc5),
[0087]  If"Not agree"is selected (step Sc5"NO"), Con-
trol unit 310 stops payment processing (step Sc6). If
"Agree" is selected (step Sc5 "YES"), Control unit 310
transmits request for proceeding payment to Payment
gateway 15 via Mobile communication network 12 (step
$c7).
[0088] Inresponse to the request for proceeding pay-
ment, information on payment methadsis transmitted
from Payment gateway 15 via Mobile communication
network 12, (step Sc9 in fig.11), Upon receipt of the in-
formation on payment methods, Control unit 310 dis-
plays a list of available payment methods on the display
(step Sc8), one of which is to be selected by the user.
Fig.17 shows an example of a screen on which thelist
is displayed. As shown therein, check-boxes eachcor-
responding to each payment method are displayed. A
user selects a check-box and "OK"button, to determine
a payment method the user would like.
[0089] After the determination, Control unit 310 trans-
mits to Payment gateway 15 via Mobile communication
network 12 information for identifying the determined
payment method (step Sc9). Upon receipt of the infor-
mation of payment method, Payment gateway 15 sends
a requestfor credit to Credit server 13. Subsequently,
Payment gateway 15 sends a completion message to
Portable device 14. Upon receipt of the message, Con-
trol unit 310 displays a massage such as " Payment has
now been completed.” on the display.

B-3. Operations of POS terminal 14

[0090]|It will now be described that operations carried
out in POSterminal 11 referring to fig. 18. When a user
conducts a financial transaction namely, buys goodsat
a shop,a clerk inputs transaction information including
name of goods, quantity, price, and tax into POS termi-
nal (step Sd1) to store the information into storage are-
as. Control unit then 710 determines whether a user

wants to usethis electronic payment service (step Sd2).
[0091] If the user doe not wantto usethis service, or
the user pays in cash (step Sd2 "NO"), Control unit 710
performs processingsimilarly to a general POS terminal
(step Sd3). If the user wants to use the service, in other
words, the user inputs a requestof this service to POS
terminal, Control unit 710 accesses Mobile terminal 17
via Interface 740, to determine whethera userID is re-
ceived (step Sd4).
[0092]_If Mobile terminal 17 has not yet received a us-
er ID sent from Portable device 14 using a short-range
radio communication, Control unit 710 repeat accessing
periodically until Mobile terminal 17 receives a user ID.
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When Mobile terminal 17 has received a user ID, Control
unit 710 obtains the userID via Interface 740. Next, Con-
trol unit sends to Payment gateway 15 via Communica-
tion network 10 a requestfor transaction number includ-
ing the transaction information, the merchant informa-
tion, and the userID (step Sd§).
[0093] Transaction numberis transmitted from Pay-
ment gateway 15 to POS terminal 11, in responseto the
request(step S4in fig.11). Upon receipt of the transac-
tion numberfrom Payment gateway 15, Control unit 710
stores the received transition numberin relation with the
transaction information stored in POS terminal earlier

(step Sd6).
[0094] After that, Control unit 710 waits for a comple-
tion message sent from Payment gateway 15. When re-
ceiving a completion messageafter data exchange be-
tween Portable device 14 and Payment gateway 15,
Control unit 710 stores the completion messagein rela-
tion with the transaction information and transaction

number(step Sd7) and finally prints out a receipt for the
transaction.

B-4. Operations of Payment gateway 15

[0095] _‘|t will now be described that operations per-
formed in Payment gateway15 referring to fig. 19. Upon
receipt of a request for transaction number from POS
terminal 11(step Se1), CPU 151 of Payment server 150
issues a transaction number and sendsit to POS termi-

nal 11 via Communication network 10 (step Se2). CPU
151 stores the transaction information, the merchantin-
formation, the transaction number, and the date and
time included in the requestfor transaction numberinto
Transaction table 154b (step Se3).
[0096] Next, CPU 151 sends the user ID included in
the request for transaction number to Direction server
160 (step Se4). Upon receipt of the user |D sent from
Payment server 150, CPU 161 of Direction server 160
generates and stores into a mailbox 164a of the user an
e-mail including commandsfor execution of an applica-
tion for proceeding payment processing stored and ex-
ecuted in Portable device 14 (step Sed). Next, CPU 161
sends a reception messageto Portable device 14 iden-
tified by the user ID. When Portable device 14 sends, in
response to the message, a requestfor the e-mail to
Direction server 160, CPU 161 sendsthe e-mail to Port-
able device 14 (step Se7).
[0097] Upon receipt of the e-mail, Portable device 14
executes the application to make a request for connec-
tion with Payment server. CPU151 establishes a con-
nection by using SSL (step Se8). After establishmentof
the connection, Portable device 14 sends the User ID,
authentication result (authenticity of the user), and the
device ID to Payment server 150. Payment server 150
checks the authentication result and next authenticates

Portable device 14 on the basis of the device ID (step
SeQ9). Specifically, CPU 151 compares the device ID
sent from Portable device 14 with a device ID stored in
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relation with the user ID in User table 154a.If the two

device IDs coincide, CPU 151 determines authenticity
of the device 14 (step Se10).
[0098]_If authenticity of the device 14 is not confirmed,
namely, the two device IDs do not coincide, CPU 151
sends an error messageto Portable device 14 and car-
ries out error processing, for example, stops processing
(step Se11). If the authenticity is confirmed, CPU 151
reads out information including transaction details and
merchant information stored in Transaction table 154b

in step Se3, to send to Portable device 14 via Mobile
communication network 12 (step Se12).
[0099] Upon receipt of the above information, Porta-
ble device 14 urges the userto confirm the transaction
details (step Sc4 and Sc5in fig.15). If the user agrees
with the transaction, a confirmation is transmitted to
Payment gateway 15. Ifthe user does not agree, nothing
is transmitted. CPU 151 determines whetherthe confir-

mation is received within a predetermined time from
transmission of the information to Portable device 14

(step Se13). If the confirmation is not received within the
time, CPU 151 carries out error processing, for example,
stops processing (step Se11).
[0100] ‘If the confirmation is received within the time,
CPU 151 determines payment methodsavailable for the
transaction and sends information on the payment
methods to Portable device 14 via Communication net-

work 12 s0 that the user can select ene among the meth-
ods (step Se14). Specifically, CPU 151 refers to User
table 154a of fig.7 to specify a credit card numbercor-
responding to the user ID sent from Portable device 14.
Whenthe card numberis specified, CPU151 refers to
Issuer table 154c shownin fig.9 to specify an issuer of
the card.

[0101] More specifically, CPU 151 determines within
which range the card numberlies in 154ca to specify the
company. After the companyis specified, CPU 151 re-
fers to Merchant table 154d (cf. fig.10), to determine
payment methodsonthe basis of the company and the
merchant information included in the request for trans-
action number sent from POS terminal 11. Supposethat
Merchant table 154d shownin fig.10 is stored in HDD
154, that a company "A" whose code number is
"2a11111", and that a merchant "A" whose code number
is "1111117111". GPU would determine that the user can

pay in lump sum, installments, and revolving system and
cannot pay with bonus and partially with bonus.
[0102] After transmission of the payment methods to
Portable device 14, Portable device 14 sends apayment
method to Payment gateway 15. Upon receipt of the
payment method, CPU 151 make a request for credit
with data in a predetermined format containing the credit
card number, the expiration date, the transaction details
(nameof goods, quantity, price), the merchant informa-
tion, the payment method, and other related information,
to transmit to Credit server 13 via Payment network 16
(step Se15). It is possible that the predetermined format
is conventional one used for data exchange between a
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conventional credit server and a payment device. Final-
ly, CPU 151 terminates processing of the transaction.
[0103] After transmission of the request for credit,
CPU 151 waits until a completion messagenotifying a
completion of credit sent from Credit server 13 is re-
ceived. Upon receipt of the completion message, CPU
151 forwards the completion message to POS terminal
via Communication network 10 and to Partable device

14 via Mobile communication network 12 (step Se16).
[0104] As described above, by using the electronic fi-
nancial transaction service in which a method for elec-

tronic payment based on this embodimentis applied, a
purchaserdon't have to hand his/her credit card in pay-
ment to a third-party including a clerk. Furthermore, a
purchaser doesn't haveto carry a credit card for shop-
ping. Therefore, the dangerof card information leakage
and possible abuse of cards decreases drastically.
[0105] Also, Portable device 14 authenticates a user
at payment, if a third party or other improper person ob-
tains Portable device 14 improperly, the person cannot
pay on credit using Portable device 14, thereby prevent-
ing the danger of abuse of Portable device 14.
[0106] Since information necessary for payment in-
cluding a card numberand an expiration date is stored
in Payment gateway 15, not in Portable device14 or UIM
18, if Portable device 14 or UIM is stolen or improperly
obtained, thereis little danger of card information leak-
age from Portable device 14 or UIM. Further, sensitive
information such as a card numberand expiration date
is managed by Payment gateway 15 and cannot provid-
ed to public networks such as Mobile communication
network 12 and Communication network 10. Therefore,
the dangerof wiretapping such sensitive information via
a public network is reduced.
[0107] In this embodiment, sensitive information nec-
essary for paymentis stored in both Portable device 14
and detachable UIM 18. Thus, a user is able to detach
UIM from Portable device 14 whenit is not required, to
prevent the dangerof information leakage. Evenif such
information is leaked, an improper user cannot pay us-
ing the device 14 since Payment gateway 15 authenti-
cates Portable device 14 as well a user. In other words,
both a user and a portable device are checked.
[0108] In this embodiment, Portable device 14 sends
a requestfor payment to Payment gateway 15 via POS
terminal 11; and upon receipt of the request, Payment
gateway 15 sends an e-mail to Portable device 14 to
obtain a confirmation of transaction from the user. Thus,
evenif an improper person obtains a userID and intends
to pay using another portable device in combination with
the obtained user ID, needless to say,it is the only au-
thorized Portable device 14 that receives the e-mail.

Therefore, the improper person doesnot receive the e-
mail and thus is not able to conduct a transaction using
the obtained user ID. Namely, the dangerof leakage and
abuse of a user ID is restricted.

[0109] In the prior art, Payment gateway 15 may
sends to Portable device 14 an e-mail including a mes-
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sage like "Please connect with the Paymentserverfor
payment", to obtain an instruction of payment from the
user. Namely, a user operates Portable device 14 one
after another referring to messages. However, in this
way, it is often the case that a user forgets operation
procedures, or carries out wrong operations. This will
cause 4 problem that a transaction stops or remains un-
completed. On the other hand, inthis embodiment, Port-
able device14 "automatically" executes an application
for payment according to commandsincludedin the re-
ceived e-mail, thereby preventing suspension or stop of
payment due to a misoperation made by a user.
[0110] Further, a useris able to register a plurality of
credit cards usedfor the electronic financial transaction

service. Specifically, each passward is stored in UIM
correspondingly to each credit card. As a result, a user
is able to select credit cards for use in its appropriate
wayby inputting each userID, for example.
[0111] It is noted that a method for payment based on
the present embodiment has advantages in a merchant
as well in a user described. Thatis, although a request
for transaction number sent from POS terminal 11 to

Payment gateway 15 does not contain a card number
and expiration date which are send from a POSterminal
1 to acredit server 4 as shownin fig.21 in aconventional
system, Payment gateway 15 does contain transaction
details and a merchantinformation used in a conven-

tional system. Therefore, a merchant can participate in
this transaction service simply by making, at POSter-
minal 11, a data including information necessary for a
transaction in a conventional format and sending it to
Payment gateway 15. This provides benefits to a mer-
chant because the merchant does not havetoinstall a
new POSterminal.

[0112] Further, Credit server 13 performs processing
in the conventional way because Payment gateway
sends a request for credit in a conventional format to
Credit sever 13. This provides convenienceto a credit
company because the company doesnot havetoinstall
a new server.

[0113] Since Transaction table 154b stores transac-
tion details conducted by a user, it is possible that Pay-
ment gateway collectively manageselectronic records
on payments (so called electronic receipt). In a conven-
tional credit payment system, generally, a merchantis-
sues a payment voucher on which transaction details
are entered and mails it to a depository for managing
payment vouchers provided by an issuer. Howeverin
this embodiment, Payment gateway 15 is able to man-
age payment information collectively, thus the cost of
issuing and managing payment vouchers can be re-
duced.

C. Modification of the first embodiment

[0114] The present invention is susceptible to many
modifications as follows.

[0115] Inthe above embodiment, Storage area 233 of
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UIM 18 stores a device ID foridentifying Portable device
14 used for the electronic financial transaction service.

Portable device14 transmits the device ID to Payment
gateway 15 and Payment gateway 15 compares the
transmitted device ID and a device ID stored in Userta-

ble 154a for authentication of the device 14. However,
it is possible that the authentication is carried out using
SSL, forexample. In this case, Portable device 14 sends
to Payment gateway 15 a digital certificate for client au-
thentication which has been registered at Certificate Au-
thority (CA). Payment gateway 15 authenticates a de-
vice using the certificate.
[0116] Inthe above embodiment, Portable device 14
urges a user to input a user ID and a password for a
user authentication. However,it is possible to use bio-
metrics such asfingerprint,iris scan, or combined voice
and face patterns for the authentication.
[0117] In the above embcdiment, a userID is trans-
mitted to POS terminal 11 via Mobile terminal 17 when

the user conductsa financial transaction at a shop. How-
ever, the present invention is not only applied to such
an actual shop but can be applied to an online shopping
via Internet, for example. An example of such applica-
tions is shown in fig.20 in which a Web server 130 is
provided instead of POS terminal 11 and Mobileterminal
17.

[0118] Webserver 130, so called an online shop serv-
er, receives a request for purchase from terminals in-
cluding a personal computer and a mobile phone with
features of Web browsing. To be more specific, when
userselects or inputs a URL forconnection with the Web
server 180, a web page for selection of goods is dis-
played on the terminal. The user makes a request for
purchase seeing the page and sendsit to Web server
130. A method of the present invention can be applied
to procedures used for such a system for payment.
[0119] Specifically, firstly Portable device14 authenti-
cates a user. If authenticity is confinned, a user ID is
transmitted from Portable device 14 to Web server 130
via Mobile communication network 12 and a Communi-

cation network 10A. Upon receipt of the user ID, Web
server 130, instead of POS terminal 11, sends a request
for transaction number including transaction informa-
tion, the user ID, and merchantinformation. Next, pay-
ment processing is performed among Portable device
14, Payment gateway 15, and Credit server 13 similarly
to the first embodiment. After completion of the payment
processing, a completion message is sent from Pay-
ment gateway 15 to Web server 130 via Communication
network 10A.

[0120] In the first embodiment, transaction informa-
tion conducted by a useris stored in Transaction table
1545. Thus, it is possible that a user checks transaction
information of the user with Portable device 14, personal
computer, or a mobile phone with features including
Webbrowsing. Specifically, when receiving a request
for the check from a terminalvia Internet, Payment gate-
way 15 retrieves the transaction information form table

APPL-1002

APPLEINC./ Page 239 of 1744



APPL-1002 
APPLE INC. / Page 240 of 1744

25

154b and transformsit into a HTML formatfor transmis-
sion to the terminal.

[0121] Inthe first embodiment, information necessary
for paymentis stored in EEPROM 230 of detachable
UIM 18 to be read out by Control unit 310. However,it
is possible that a memory such as an EEPROMincor-
porated into Portable device 14 stores such information
instead of UIM 18.

[0122] Further, a module such as an IC chip having
high resistance to tampering in which information for
paymentincluding a user ID and a password is stored
and read out by Control unit can be used instead of UIM
18. Needless to say, such a module can be mounted
detachably.
[0123] Inthe first embodiment, a purchaser uses Port-
able device capable of communicating with Payment
gateway by radio via Mobile communication network 12
for electronic payment. However, a personal computer
can be used as a terminal for paymentin the system,
for example. Specifically, such a computeris connected
with Internetvia a fix telepnone network and has an input
device, display, and other devices necessary for the
electronic payment.
[0124] Inthe first embodiment, auser IDis transmitted
via Mobile terminal 17 to POS terminal 11. However,if
POSterminal 11 features Bluetooth for data exchange,
Portable device 14 may transmit directly to POS termi-
nal 11. It is possible that a user ID can be transmitted
from Portable device 14 to POS terminal 11 using other
commutation methods.

[0125] In the first embodiment, data exchangeis car-
ried out between POS terminal 11 and Payment gate-
way 15 via Communication network 10. Itis possible that
Mobile terminal 17 is connected with Communication

network 10 to exchange data between POS terminal 11
and Payment gateway via Mobile terminal 17 and Com-
munication network 10.

[0126] In the first embodimentit is possible that if a
user uses two or more credit cards for the electronic

transaction system, a user ID or a password is assigned
to the cards. In this case, before selection of credit card
(step Sai of fig.12), a user may input the user ID anda
password before Portable device 14 authenticates the
user. After the authentication, credit cards correspond-
ing to the user ID and the passwordare displayed. Then
the user selects one amongthe cards.
[0127] In the first embodiment, Control unit 310 exe-
cutes application programs in data exchange between
POSterminal and Payment gateway 11 and authentica-
tion of auser and adevice 14. Itis possiblethat a storage
medium such as a CD-ROMora floppy disk in which
such programsfor the electronic paymentis stored is
provided to users. The programs maybe provided via
Internet.

(Second embodiment)

[0128] Asecond embodimentof the present invention
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will now be described referring to the drawings.

D. Configuration of the system

D-1. Overall configuration

[0129] Fig.22 shows an electronic payment system
using a methodfor electronic paying based on the sec-
ond embodimentof the present invention.
[0130] Asshown, Electronic payment system 15A has
a POS terminal 11A and Credit server 13A. Payment
gateway 15A is connected with Terminal 11A and Credit
server 13A via a dedicated line (not shown)for data ex-
change. Terminal 11A and Payment gateway may be
connected via a public network. Payment gateway 15A
is also connected to Portable device 14A.

D-2, POS terminal

[0131] POS terminal 11A has a storage unit such as
a hard drive and an input device such as a keyboard, a
mouseor a card reader, in addition to Display, Control
unit including a CPU, ROM, RAM, and acommunication
interface same as POSterminal 11 of the first embodi-

ment. Fig.23 shows an example of information stored in
the storage. As shown, "issuer code", "payment meth-
od", and "merchant code" are stored correspondingly.
The "issuer code"identifies an issuer (credit card com-
pany) of acredit card by which a user can pay at a shop
where POS terminal 11A is installed. The "payment
methoa"is a payment method available for a purchaser
at the shop such as a lump sum, installments, or with
bonus. The "merchant code"identifies a shop of a mer-
chant.

D-3. Credit server

[0132] Credit server 13A includes a CPU, a RAM, a
ROM, an input device such as keyboard or mouse, a
display, a storage unit such as a hard drive, and a com-
munication interface such as a modem.

[0133] Figs.24A through 24D showsan exampleofin-
formation stored in the storage unit of Credit server 13A.
Fig.24A shows information relating to POS terminal
11A. Specifically, "merchant code for credit", "payment
methoa", and "merchant code" are stored correspond-
ingly. The "merchant coce for credit" allows an issuer
(credit company) to identify a merchant or a shop with
which a transaction is conducted. It may be an ID
numberof a shop or of POS terminal 11A.
[0134] Fig.24B shows information relating to users of
credit cards. Specifically, "user name", "user address",
“card number", " expiration", and "credit limit" are stored
correspondingly.
[0135] Fig.24C shows an example of histories of
transactions conducted by users. "Card number", "de-
cryption key", "type", "date", "transaction number",
"merchant number"," amount", "payment method", and
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"merchandise code" are stored correspondingly. Infor-
mation stored in "card number"in fig.24C is same as
stored in fig.24B. In fig.24C it is permitted that a card
numberis stored for several times because a user may
conduct transactions several time with the card.

[0136] The “decryption key" is used for decrypting an
encrypted card number which is sent from Payment
gateway 15A to POSterminal 11A. The "type" repre-
sents types of transactions. The "date" represents date
of payment. The "transaction number" is a serial
number each assigned to a transaction. The "merchant
number" identifies a shop of a merchant with which a
transaction is conducted. The "amount" represents a
price of merchandise (possibly including tax). The "pay-
ment method" represents payment in alump sum, or in-
stallments, for example. The "merchandise code" iden-
tifies merchandise transacted.

[0137] Fig.24D shows an example of information on
transaction details conducted at each shop. Specifically,
"merchant number’, "type", "date", "sales", "card
number", and “payment method"are stored. Information
stored in "merchant number", "type", and "date" is same
as stored in fig. 24C. The "sales" represents a price of
merchandise, which is same as "amount"in fig.24C if
tax is not included in the "amount". The "payment meth-
od" represents a payment methodselected by a user.

D-4. Portable device

[0138] Portable devicel4Ais, for example, a cellular
phone capableof carrying out data communications. To
be more specific, it may use (Personal Digital Cellular
(PDC) of Time Division Multiole Access (TDMA), Code
Division Multiple Access (CDMA), General Packet Ra-
dio Service (GPRS), or any otherschemesfor data com-
munication. Further, Third generation (3G) scheme
such as IMT-2000 may be applied. Needles to say, PDA
and otherportable devices can be applied.

D-5, Payment gateway

[0139] Payment gateway 15A includes a CPU, a
RAM, a ROM, an input device such as a keyboard ora
mouse,a display, a storage unit such as a hard drive,
and a communication interface such as a modem. Func-

tionally, Payment gateway 15A comprises a receiving
unit 101, a checking unit 102, encryption unit 103, a
number transmitting unit 104, a key generation unit 105,
a key transmitting unit 106, a transmitting/receiving unit
107, a notifying unit 108, and a storage unit 109.
[0140] Transaction unit 101 receives a user ID to iden-
tify a user assignedto the user in advance and a mer-
chant codeto identify a shop, which is sent fram POS
terminal 11 A where the user conducts a transaction. Up-
on receipt of a user ID and a merchant code, Receiving
unit 101 transfers the user ID and the merchant code to

Checking unit 102 and Transmitting/receiving unit 107.
[0141] Checking unit 102 retrieves a card numberof
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a user from Storage unit 109 on the basis of a user ID
received by Receiving unit 101. Specifically, Checking
unit 102 retrieves a from Storage unit 109 acard number
and an issuer code corresponding to a user ID received
by Receiving unit 101. Checking unit 102 outputs the
card number, the issuer code, and the merchant code
to Encryption unit 103. If the user ID is not found or the
expiration date has passed, Checking unit 102 outputs
to Notifying unit 108 a messagenotifying failure of au-
thentication.

[0142] Figs.25A and 25B show an example of infor-
mation stored in Storage unit 109. As shownin Fig.25A,
information relating to shops which participate in the
electronic payment service provided by Paymentgate-
way 15A is stored. To be more specific, a merchant
codes and corresponding shop name.
[0143] Fig.25B shows an example of information re-
lating to users. Specifically, user IDs and corresponding
passwords, user names, phone numbers, e-mail ad-
dresses, terminal numbers, card numbers, issuer
codes, and expirations are stored correspondingly. The
password is used for authentication of a user.
[0144] The phone numberis a telephone numberof
portable device 14A. The e-mail address is an e-mail
address for Portable device 144. The device numberis,
for example, a serial number assigned for each Mobile
station 14A, which identifies Mobile station 14A. The
card numberis anumberof acredit card by which a user
pays. Auserregisters the card numberto Payment gate-
way 15A in advance. The issuer code identifies an issu-
er of a card (credit company). The expiration represents
an expiration date of the credit card.
[0145] Encryption unit 103 encrypts a card number
obtained by Checking unit 102, to generate a"encrypted
card number". Specifically, Checking unit 103 encrypts
a card number, in a way that it can be decrypted using
an encryption key generated by Key generating unit
105. Supposethat the decryption key is "0123", that the
card numberis "3456", and that the encryption calcula-
tion is an addition, the encrypted card number becomes
"3579". In decryption, "0123" is subtracted from "3579"
to be generated the card number"3456". Encryption unit
103 outputs to Key generating unit 105 a card number,
its encrypted card number, and an issuer cede. Further,
Encryption unit 103 outputs to Numbertransmitting unit
104 the encrypted card number and the merchant code.
[0146] Numbertransmitting unit 104 transmits an en-
crypted card number made by Encryption unit 103 to
POS terminal 11A specified by the merchant code ob-
tained from Encryption unit 103.
[0147] Key generating unit 105 generates a decryp-
tion key used for decryption of a card number. In this
embodiment, a card numberis encrypted by Encryption
unit 108 using a decryption key. It is possible that the
decryption key is generated using both the decryption
key and the card number. Key generating unit 105 out-
puts to Key transmitting unit 106 the encrypted card um-
ber, the decryption key, and the issuer code.
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[0148] Key transmitting unit 106 transmits to Credit
server 13A an encrypted key generated by Key gener-
ating unit 105. Specifically, Key transmitting unit 106
transmits, to Credit server by a credit company specified
by the issuer code provided form Key generating unit
105, the encrypted card numberand the decryption key.
[0149] When Receiving unit 101 receives a user ID,
Transmitting/receiving unit 107 transmits to portable de-
vice 14A a confirmation e-mail including transaction de-
tails. If Portable device 1 4A does notreply to the e-mail,
Transmitting/receiving unit 107 stops at least one of
Checking unit 102, Encryption unit 103, Number trans-
mitting unit 104, Key generating unit 105, and Key trans-
mitting unit 106, to cancel the transaction conducted on
the basis of the user ID.

[0150] To be more specific, Transmitting/receiving
unit 107 retrieves from Storage unit 109 an e-mail ad-
dress on the basis of the user ID provided from Receiv-
ing unit 101. Transmitting/receiving unit 107 then trans-
mits a confirmation e-mail including transaction details
to Portable device 14A specified by the e-mail address.
Upon receiptof a reply e-mail from Portable device 14A,
Transmitting/receiving unit 107 checks a password in-
cludedin the reply e-mail against a password storedin
Storage unit 109, to authenticate the user.
[0151] If Transmitting/receiving unit 107 does not re-
ceive a reply e-mail or the both passwords does not
agree, Transmitting/receiving unit 107 stops atleast one
of Checking unit 102, Encryption unit 103, Number
transmitting unit 104, Key generating unit 105, and Key
transmitting unit 106, to cancel the transaction conduct-
ed on the basis of the user ID. A method for obtaining a
confirmation from a useris notlimited to the e-mail. For

example, Transmitting/receiving unit 107 can transmit
to Portable device14A a reception message which is
generally used for cellular phone.It is possible that, in
the authentication of a user, Transmitting/receiving unit
107 uses, in addition to a password, information to iden-
tify Portable device 14A uniquely such as a device ID.
[0152] If Checking unit 102 does not find the credit
card corresponding to the user ID in Storage unit 109,
Notifying unit 108 notifies POS terminal 11A offailure of
authentication.

E. Operations of the system

[0153] Detailed procedures for payment processing in
an electronic financial transaction system based on the
second embodimentwill now be described referring to
figs. 26 and 27.
[0154] As shownin fig.26, firstly, POS terminal 11A
obtains a user ID from a user and transmits the user ID

and a merchant code to Payment gateway 15A (step
$01). Specifically, a user inputs a user ID with the input
device of POS terminal, for example. POS terminal 11A
may obtain the user ID from Portable device 14A. Re-
ceiving unit 101 receives the user ID and the merchant
code (step S02). Next, Receiving unit 101forwards the

EP 1 280 115 A2

10

15

20

25

30

35

40

45

50

55

16

30

user ID and the merchant code to Checking unit 102 and
Transmitting/receiving unit 107.
[0155] Upon receipt of the user ID, Transmitting/re-
ceiving unit 107 sends a confirmation e-mail to Portable
device 14A correspondingto the user ID (step S03). Af-
ter the sending, Transmitting/receiving unit 107 is ready
for receiving reply e-mail (step S04). If Transmitting/re-
ceiving unit 107 does not receive a reply e-mail or the
both passwords doesnot agree, Transmitting/receiving
unit 107 stops at least one of Checking unit 102, Encryp-
tion unit 103, Numbertransmitting unit 104, Key gener-
ating unit 105, and Key transmitting unit 106, to cancel
the transaction conducted on the basis of the user ID

(step S05).
[0156] When Transmitting/receiving unit 107 receives
the reply e-mail, Checking unit 102 retrieves from Stor-
age unit 109 a card number stored correspondingly to
the user |D provided from Receiving unit 101 (step S06).
It is noted that steps SO3 and S04 can be omitted.
[0157] Checking unit 102 checks the card numberre-
trieved from Storage unit 109 against the card number
provided from Receiving unit 101 (step S07). If the user
ID is not foundin Storage unit 1069 or the expiration date
has passed, Checking unit 102 notifies Notifying unit
108 of failure of authentication.

[0158] Upon receipt of the message from send from
Checking unit 102, Notifying unit 108 sends a message
notifying POS terminalof failure of authentication (step
$08). POS terminal 11A receives the messageto be no-
tified the user (step S09).
[0159] ‘if the credit card numbercorresponding to the
userID is retrieved form Storage unit 109 in step S07,
Checking 102 outputs the card number, the issuer code,
and the merchant code to Encryption unit 103. When
Encryption unit 103 receives the card number, the issuer
code, and the merchant code, Key generating unit 105
generates a decryption Key used for decryption of an
encrypted card number(step S10). Key generating unit
105 outputs the key to Encryption unit 103 to obtain the
card numberand the issuer code. Next, Key generating
unit 105 sends to Key transmitting unit 106 the card
numberand the issuer code along with the key.
[0160] Upon receipt of the decryption key from Key
generating unit 105, Encryption unit 103 encrypts the
card numberin a way that the encrypted card number
is decrypted with the decryption key (step S11). Next,
Encryption unit 103 outputs the encrypted card number
and the merchant code to Numbertransmitting unit 104.
[0161] Referring to fig.27, Number transmitting unit
104 transmits the encrypted card number to POS termi-
nal 11A indicated by the merchant code(step S12). Key
transmitting unit 106 transmits the encrypted card
numberand the key to Credit server 13A indicated by
the issuer code (step S13). The encryption key may be
generated for each user, or for each credit company. In
case a commonkeyis used as the decryption key for
this system, Key transmitting unit 106 does not neces-
sarily transmit the key to Credit server 13A more than
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twice. But needless to say, when the key is updated, Key
transmitting unit 106 transmits the updated key. Upen
receipt of the encrypted card number and the decryption
key, Credit server 13A stores the number and the key
into a storage unit of Credit server 13A (step S14).
[0162] POS terminal 11A receives and stores into a
storage unit of POS terminal 11A the encrypted card
number(step S15). Next, POS terminal 11A makes a
requestfor credit to transmit to Credit server 13A (step
$16). Specifically, the request includes, a type, date,
transaction number, merchant codefor credit, amount,
payment method, merchant code as described above,
in addition to the encrypted card number.
[0163] Upon receipt of the request (step S17), Credit
server 13A determines whetherthe request is accepted
referring to the encrypted card number(step 318). Spe-
cifically, Credit server 13A checks the encrypted card
number and the decryption key which has already been
transmitted by Payment gateway 15A against the de-
cryption key transmitted by POS terminal 11A. If both
keys coincide, Credit server 13A decrypts the encrypted
card numberusing corresponding decryption key which
has already been received from Payment gateway 15A.
If the encrypted card numberis not found, Credit server
13A sends a messagenotifying a failure of authentica-
tion to POS terminal 11A to be provided to the user(step
$19). POS terminal 11A receives the message (step
$20). Ifthe encrypted card numberis found, Credit serv-
er 13A sends an allowance message (step S21). POS
terminal 11A receives the message to be provided to the
user.

[0164] A payment program 92 for making a computer
to function as Payment gateway 15A and a storage me-
dium 9 will now be described referring to fig.28. Fig.28
shows a functional structure of the storage medium.
Storage media 9 is, for example, a magnetic disk, an
optical disk including a CR-ROM, or a semiconductor
memary.

[0165] Asshowninfig.9, Storage medium G has a pro-
gram area 91 and a data area 93. Data area stores a
database 931 same as Storageunit 109 showninfiq.22.
[0166] Program area 91 stores Payment program 92.
Payment program 92 includes a main module 921 for
controlling the following modules, a module 922 for re-
ceiving transaction information, a module 923 for check-
ing a card number, a module 924 for encrypting a card
number, a module 925 for transmitting an encrypted
card number, a module 926 for generating a decryption
key, a module 927 for transmitting a decryption key, a
module 928 for transmitting a confirmation message
and receiving a reply message, and a module 929 for
notifying a messageoffailure of authentication. These
modules 922 through 929 have samefunctions as the
Receiving unit 101, Checking unit 102, Encryption unit
103, Numbertransmitting unit 104, Key generating unit
105, Key transmitting unit 106, Transmitting/receiving
unit 107, Notifying unit 108, respectively.
[0167] Inthe second embediment, since the encrypt-
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ed card numberis transmitted from Payment gateway
to POS terminal 11A and the encrypted card numberis
generated by Payment gateway 15A onthe basis of a
user ID transmitted from POS terminal, a merchant can-
not obtain a card number. Therefore, security of trans-
action is ensured in this system. In other words, a user
is able to send a card numbersafely to Payment gate-
way 15A to conduct a transaction. Payment gateway
transmits a decryption key to Credit server 13A, thus
Credit server 13A obtains a decryption key correspond-
ing to the encrypted card number. Therefore, Credit
server 13A is able to determine whether a request for
credit should be accepted using an encrypted card
number and corresponding decryption key. Further-
more, an encrypted card numberis generated each time
a transaction is conducted, thus a merchant can man-
age sales at the shop, not knowing a card number.
[0168] In this embodiment, when Payment gateway
15A does notreceive a reply mail from Portable device
14A, payment processing related to the user ID is
stopped. Therefore, if an authorized person obtains a
user ID improperly, the person cannot conduct any
transactions using the user ID.
[0169] if Payment gateway 102 cannot find a card
numbercorresponding to a user ID, Payment gateway
102 transmits a message notifying failure of authentica-
tion to POS terminal 11A, thus a merchant and a user
can recognizethat the card is not available for the trans-
action.

Claims

1. Anelectronic paymentmethod comprising the steps
of:

authenticating a user of a user terminal on the
basis of user identification information inputted
to said user terminal by said user, by said user
terminal;
storing an authentication result of said user, by
said user terminal, when said user terminal
confirms authenticity of said user;
ransmitting a user identification information

stored beforehand in said user terminal to a
merchant terminal whensaid user terminalcon-

irms authenticity of said user, by said userter-
minal;
ransmitting to payment devicevia a first com-

munication network said useridentification in-
ormation and transaction information transmit-

ed from said user terminal, by said merchant
erminal;

receiving said user identification information
and said transaction information transmitted

rom said merchant terminal, by said payment
device;
identifying said user terminal on the basis of
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said user identification information and trans-

mitting commandsfor instructing transmission
of said authentication result to said user termi-

nal via a second communication network;
transmitting authenticity of said user to said
payment device via said second communica-
tion networkif said user terminal stores authen-

ticity of said user, by said user terminal; and
performing paymentprocessing on the basis of
said transaction information upon receipt of
said authenticity from said user terminal, by
said paymentdevice.

2. The method of claim 1, further comprising the steps
of:

transmitting said transaction information to said
user terminal via said second communication

network upon receipt of said authenticity of said
user from said user terminal, by said payment
device;
receiving said transaction information transmit-
tedfrom said payment device and notifying said
user of said transaction information, to be
checked by said user, by said user terminal;
and

when said user inputs an instruction for pro-
ceeding payment processing to said user ter-
minal, transmitting to said payment device a re-
quest for proceeding paymentprocessing; and
wherein upon receipt of said request, said pay-
ment device performs payment processing on
the basis of said transaction information.

The method of claim 1, wherein said user terminal
transmits to said payment device terminal identifi-
cation information for identifying said user terminal
along with said authentication result;
said payment device authenticates said user termi-
nal referring to said terminal identification informa-
tion; and
when authenticity of said user terminal is confirmed,
said paymentdevice performs payment processing
on the basis of said transaction information.

The method of claim 1, wherein said second com-
munication networkis a mobile communication net-
work and said user terminal is a mobile station. 
The method of claim 1, wherein uponreceipt of said
authenticity from said user terminal, said payment
device retrieves a card number and an expiration
date on the basis of said useridentification informa-

tion andsends a request forcredit including the card
number and the expiration date to a credit server
provided by a credit company.

An electronic payment method comprising the steps
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of:

authenticating a user of a user terminal on the
basis of user identification information inputted
to said user terminal by said user, by said user
terminal;
transmitting user identification information for
identifying a user to a merchant terminal, by
said user terminal, when said user terminal
confirms authenticity of said user;
transmitting to a payment device viaafirst com-
mutation network said useridentification infor-

mation transmitted from said user terminal, by
said merchant terminal;
receiving said user identification information
from said merchantterminal, by said payment
device;
identifying said user terminal referring to re-
ceived user identification information and

transmitting commandsfor executing an appli-
cation for payment stored in said user terminal
to identified user terminal via a second commu-

nication network, by said paymentdevice;
uponreceipt of said commands, executing said
application to transmit a request for proceeding
payment precessing to said payment device via
said second communication network, by said
user; and
uponreceipt of said request from said userter-
minal, performing a payment processing.

An electronic payment system having a payment
device, a merchant terminal connected with said
paymentdevice via a first communication netwerk,
and a user terminal connected with said payment
device via a second communication network ehar-
acterized in that:

said user terminal authenticates a user of said
user terminal on the basis of user identification

information inputted to said user terminal by
said user; if authenticity of said user is con-
firmed, stores authentication result; and
transmits to said merchant terminal user iden-
tification information stored in said user termi-

nal;
said merchant terminal transmits to said pay-
ment device via said first communication net-
work said useridentification information trans-
mitted from said user terminal and transaction

information:
said payment device identifies said user termi-
nal on the basis of said user identification infor-
mation transmitted from said merchantterminal
and
transmits to said identified user terminal via
said second communication network com-

mandsfor instructing transmission of said au-
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thentication result:
said user terminal transmits to said payment
device via said second communication network

according to said commands transmitted from
said payment device when said user terminal
stores said authentication result; and
upon receipt of said authentication result from
said user terminal, said payment device per-
farms paymentprocessing on the basis of said
transaction information.

The system of claim 7, wherein after reception of
said authentication result from said user terminal,
said payment device transmits said transaction in-
formation to said user terminal via said second com-

munication network;
said user terminal receives said transaction infor-

mation form said payment device;
notifies said user of said transaction information to

be checked by said user; and
if said user inputs to said user terminal an instruc-
tion of proceeding a payment processing, transmits
a request for proceeding payment processing to
said payment device via said first communication
network; and
upon receipt of said request, said payment device
performs paymentprocessing.

The system of claim 8, wherein said user terminal
transmits to said payment device terminal identifi-
cation information for identifying said user terminal
stored in said user terminal along with said authen-
tication result; and
said paymentdevice authenticates said user termi-
nal on the basis of said terminal identification infor-

mation;
if authenticity of said user terminal is confirmed, per-
forms payment processing on the basis of said
transaction information.

The system of claim 7, wherein a detachable stor-
age medium for storing said user identification in-
formation is mounted to said user terminal; and
when said user terminal confirms authenticity of
said user on the basis of said user identification in-

formation, said user terminal transmits to said mer-
chant terminal said user identification information

stored in said storage medium.

. The system of claim 7, wherein said second com-
munication networkis amobile communication net-
work and said user terminal is a mobile station.

The system of claim 7, wherein when receiving said
authentication result from said user terminal, said
paymentdevice retrieves a card number and an ex-
piration on the basis of said user identification infor-
mation and sends a requestfor credit including said

10

15

20

25

30

35

40

45

50

55

19

EP 1 280 115 A2

13.

36

card number and said expiration to a credit server
managed by a credit company.

An electronic payment system having a payment
device, a merchant terminal connected with said
paymentdevice via a first communication network,
and a user terminal connected with said payment
device via a second communication network ehar-
acterized in that:

said user terminal authenticates a user on the
basis of said user identification information in-

putted to said user terminal by said user;
if authenticity of said user is confirmed, trans-
mits to said merchant terminal a user identifi-

cation information for identifying said user;
said merchant terminal transfers said user

identification information to said payment de-
vice via said first communication network;
said paymentdevice identifies said user termi-
nal on the basis of said user identification infor-
mation and transmits to said identified userter-
minal via said second communication network

commandsfor executing an application for pay-
ment stored in the user terminal;
said user terminal executes said application ac-
cording to said commandsandtransmits a re-
quest for proceeding payment processing to
said payment device via said second commu-
nication network; and

said payment device performs said payment
Processing according to said request.

14. Auser terminal used for an electronic payment sys-
tem having a payment device connected with a first
and a second communication network and a mer-

chant terminal connected with said payment device
via a first communication network, comprising:

an authenticating means for authenticating a
userof said communication terminal on the ba-

sis of a useridentification information inputted
to said user terminal by said user;
a storing means for storing an authentication
result when authenticity of said user is con-
firmed by said authenticating means;
a storage medium for storing said user identifi-
cation information;
a first transmitting meansfor transmitting, when
authenticity of said useris confirmed, said user
identification information stored in said storage
means to said merchant terminal so that said

merchant terminal transmits to said payment
device a request for payment processing in-
cluding said user identification information;
a receiving means for receiving commandsfor
instructing transmission cf said authentication
result which is transmitted, in response to said
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requestfor payment, from said payment device
via said second communication network; and
a second transmitting means for transmitting,
uponreceipt of said commands,a request for
proceeding said payment processing including
said authentication result to said payment de-
vice via said second communication network.

The userterminal of claim 14, wherein said storage
medium further stores a terminal identification infor-

mation for identifying said user terminal; and
said second transmitting means transmits, along
with said authentication results, said terminal iden-
tification information stored in said storage medium
to said payment device via said second communi-
cation network.

The user terminal of claims 14 or 15, wherein said
storage medium is mounted detachably to said user
terminal; and
said first transmitting means transmits to said mer-
chant terminal said user identification information

stored in said storage medium, when authenticity of
said useris confirmed by said authenticating means
on the basis of said useridentification information.

The user terminal of claim 14 or 15, wherein said
second communication networkis amobile commu-

nication network; and
said user terminal further comprises a radio com-
munication meansfor exchangingdata via said mo-
bile communication network.

A user terminal used for an electronic payment sys-
tem having a payment device connected withafirst
and a second communication network and a mer-

chant terminal connected with said payment device
via a first communication network, comprising:

an authenticating means for authenticating a
user of said communication terminal on the ba-

sis of a user identification information inputted
to said user terminal by said user;
afirsttransmitting means fortransmitting, when
authenticity of said useris confirmed, said user
identification informatian stored in said storage
means to said merchant terminal so that said

merchant terminal transmits to said payment
device a request for payment processing in-
cluding said user identification information
a receiving meansfor receiving commandsfor
executing an application for payment whichis
transmitted from said payment device via said
second communication network; and

a second transmitting means for executing said
application for payment stored in said userter-
minal and transmitting, according to said appli-
cation, a request for proceeding payment
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processing to said paymentdevice via said sec-
ond communication network.

19. Apayment device comprising:

a receiver for receiving a request for payment
including a user identification information for
identifying a user of a user terminal from a mer-
chant tenninal via a first communication net-

work;
an identifying means for identifying said user
terminal among registered user terminal on the
basis of said received useridentification infor-

mation; a transmitter for transmitting to said
identified user terminal via a second communi-

cation network commandsfor executing an ap-
plication for payment stored in the user termi-
nal; and
a processing meansfor performing a payment
processing on the basis of a request sent from
the user terminal via said second communica-
tion network after transmission of said com-
mands

20. Acomputer program product for making a computer
incorporated into a communication terminal used
for an electronic payment system having a payment
device connected with a first and a second commu-
nication network and a merchant terminal connect-

ed with said payment device via a first communica-
tion network to execute the steps of:

authenticating a user of said communication
terminal on the basis of a user identification in-

formation inputted to said user terminal by said
user; storing an authentication result into a stor-
age means when authenticity of said useris
confirmed by said authenticating means;
transmitting, when authenticity of said useris
confirmed, said user identification information
stored in said storage means to said merchant
terminal so that said merchant terminal trans-

mits to said payment device a requestfor pay-
ment processing including said useridentifica-
tion information:
receiving commandsfor instructing transmis-
sion of said authentication result whichis trans-

mitted, in responseto said request for payment,
from said payment device via said second com-
munication network; and
transmitting, upon receipt of said commands, a
request for proceeding said payment process-
ing including said authentication result to said
payment device via said second communica-
tion network.

21. A storage medium for storing a computer program
product for making a computer incorporated into a
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communication terminal used for an electronic pay-
ment system having a payment device connected
with a first and a second communication network

and a merchant terminal connected with said pay-
ment device via a first communication network to

execute the stepsof:

authenticating a user of said communication
terminal on the basis of a user identification in-

formation inputted to said user terminal by said
user; storing an authentication result into a stor-
age means when authenticity of said user is
confirmed by said authenticating means;
transmitting, when authenticity of said useris
confirmed, said user identification information
stored in said storage meansto said merchant
terminal so that said merchant terminal trans-

mits to said paymentdevice a request for pay-
ment processing including said useridentifica-
tion information:
receiving commandsfor instructing transmis-
sion of said authentication result whichis trans-

mitted, in responseto said request for payment,
from said payment device via said second com-
munication network; and
transmitting, upon receipt of said commands, a
request for proceeding said payment process-
ing including said authentication result to said
payment device via said second communica-
tion network.

22. A payment device comprising:

a storage unit for storing a user identification
information for identifying a user of a userter-
minal and a card numberof a credit card corre-

spondingly; a receiving unit for receiving from
a merchant terminal a useridentification infor-

mation;
a retrieving unit for retrieving from said storage
unit a card number corresponding to said iden-
tified user;
an encrypting unit for encrypting the retrieved
card number;
a generating unit for generating a key for de-
cryption of said encrypted card number;
a first transmitting unit for transmitting to said
merchantterminal said encrypted card number;
and

a second transmitting unit for transmitting said
key to acredit server managed by an issuerof
the credit card.

23. The payment device of claim 22, further comprising
a confirming meansfor transmitting, when said re-
ceiving meansreceives said user identification, in-
formation said receiving unit transaction informa-
tion to said user terminal and if confirmation of said
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40

transaction information form said user terminal is

not received, stopping processing performed by
any of said a receiving unit, an encrypting unit, a
generating unit, a first transmitting unit, and a sec-
ond transmitting unit, to terminate payment
processing corresponding to the user identification
information.

The paymentdevice of claim 22 or 23, further com-
prising a notifying means for transmitting to said
merchant terminal a rejection messageif the card
numberis not stored in said storage unit.

An electronic paymentmethod comprising the steps
of:

receiving from a merchant terminal a user iden-
tification information for identifying a user of a
user terminal, by a receiving unit;
retrieving from a storage unit a card number
corresponding to said identified user, by a re-
trieving unit;
encrypting the retrieved card number, by an en-
crypting unit:
generating a key for decryption of said encrypt-
ed card number, by a generating unit:
transmitting to said merchant terminal said en-
crypted card number, byafirst transmitting unit;
and

transmitting said key to a credit server man-
aged by an issuerof the credit card, by a sec-
ond transmitting unit.

Theelectronic payment methodof claim 25, further
comprising the step of transmitting, when said re-
ceiving meansreceives said useridentification, in-
formation said receiving unit transaction informa-
tion to said user terminal and if confirmation of said
transaction information form said user terminalis

not received, stopping processing performed by
any of said a receiving unit, an encrypting unit, a
generating unit, a first transmitting unit, and a sec-
end transmitting unit, to terminate payment
processing corresponding to the user identification
information, by a confirming means.

The electronic payment method of claim 25 or 26,
further comprising the step of transmitting to said
merchant terminal a rejection messageif the card
numberis not stored in said storage unit, by a noti-
fying means.

Acomputer program product for making a computer
to execute the steps of:

receiving from a merchantterminal a user iden-
tification information for identifying a user of a
user terminal;
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retrieving from a storage unit a card number
corresponding to said identified user;
encrypting the retrieved card number,
generating a key for decryption of said encrypt-
ed card number; transmitting to said merchant
terminal said encrypted card number; and
transmitting said key to a credit server man-
aged by an issuerof the credit card.

The computer program productof claim 28, for mak-
ing said computer to further execute the step of
transmitting, when said receiving means receives
said user identification, information said receiving
unit transaction information to said user terminal
and if confirmation of said transaction information

form said user terminal is not received, stopping
processing performed by any of said a receiving
unit, an encrypting unit, a generating unit, a first
transmitting unit, and a second transmitting unit, to
terminate payment processing corresponding to the
user identification information.

The computer program praduct of claim 28 or 29,
for making said computerto further execute the step
of transmitting to said merchant terminal a rejection
message if the card numberis not stored in said
storage unit.

A computer readable storage medium for storing a
computer program product for making a computer
to execute the stepsof:

receiving from a merchant terminal a user iden-
tification information for identifying a user of a
user terminal;
retrieving from a storage unit a card number
corresponding to said identified user;
encrypting the retrieved card number;
generating a key for decryption of said encrypt-
ed card number; transmitting to said merchant
terminal said encrypted card number; and
transmitting said key to a credit server man-
aged by an issuerof the credit card.

The storage medium of claim 31, for storing a com-
puter program productfor making said computerto
further execute the steps of transmitting, when said
receiving means receives said user identification,
information said receiving unit transaction informa-
tion to said user terminal and if confirmation of said
transaction information form said user terminalis

not received, stopping processing performed by
any of said a receiving unit, an encrypting unit, a
generating unit, a first transmitting unit, and a sec-
ond transmitting unit, to terminate payment
processing corresponding to the user identification
information.
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33. The storage medium of claim 31 or 32, for storing a
computer program product for making said compu-
ter to further execute the step of transmitting to said
merchant terminal a rejection messageif the card
numberis not stored in said storage unit.
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(51)Int. Cl GOGF 17/60

(54) PAYMENT METHOD USING PAYMENT CODE ON MOBILE TERMINAL

(57) Abstract:

PURPOSE: A payment method is provided to make a

payment on a mobile terminal by using an identifiable

payment code downloaded at a mobile terminal via an

online network or an offline media or given at every

transaction. CONSTITUTION: The method comprises

steps of a user requesting a payment on a mobile

phone(S101), a mobile payment management

company setting a monthly paymentlimit to the user

by considering a vocation, an age or an income, and

transmitting a payment code to the user(S102), the

user downloading the payment code at the mobile

phone(Si03), in a case of buying a commodity or using a service by using a mobile payment, the user

inputting a secret code at the mobile terminal for receiving a user approval(S104), the mobile phone
displaying the payment code on a display($105), a payment code reader, installed at an affiliated store,

reading the payment code displayed on the mobile phone(S106), the payment code reader allowing an

operator to input a transaction money or an installment month as well as the payment code, and

transmitting a transaction approval request to the mobile payment management company(S107), the

company transmitting a transaction approval code and specification to the reader and the mobile phone
after checking if the requested transaction is normal(S110), and a mobile communication company

calculating a total payment amount and sending a bill to the user(S111).
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(54) SYSTEM AND METHOD FOR SETTLING CHARGE USING CELLULAR PHONE

x

(57) Abstract:

PURPOSE: A system and a methad for settling charge

using a cellular phone are provided to realize a micro

remittance function and an accumulation function as|
well as a micro payment function by using the cellular!
phone of the wireless communication without the
wired Internet environment. CONSTITUTION: A user

section(52) is a buyer checking processor generated

when a buyerstarts transaction. An input server(54)
stores a transaction request as a queue format. A

customer information confirmation part(56) verifies a |
cellular phone number of the buyer and a seller by}. |
linking with a mobile communication companys data part(58). A mobile account(62) is a virtual account

linked with a real account of a bank or a credit card company(64), A limit/remainder confirmation part

(60) decides the transaction by checking the remainder or a credit limit of the mobile account(62). A

certification number generating part(66) generates a numberfor the identification and the approval of
the transaction. A transaction particulars server(S68)} changes the virtua! account of the buyer and thetne Cransaction. A Transaction parvicuiers Serveroo; Cnanges we Vira: ACCOUNT OF INE OUYEer and tne

seller after confirming the transaction particulars and the certification number from the buyer.
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(54) SYSTEM AND A METHOD FOR PROVIDING A CONVENIENT/SAFE ONE-STOP NON-FACIAL
CHANNEL PAYMENT SERVICE BY USING A NICKNAME

(57) Abstract:

PURPOSE: A system and a method for processing

payment by using a nickname are provided to offer

an one-stop non-facial channel payment service for
online non-facial channel payment by replacing a

payment account number for a non-facial channel
with the nickname. CONSTITUTION: An information

inputting part(115) receives nickname information set
to a virtual account connected to a real account of a

customer. An information storing part(120) stores the

nickname to a storage medium(130) by linking with
virtual/real account and customer information. An

 
x

eeaeeenreneeny

 
 

Interface provider(110) transmits a payment form or window to a customer terminal when the

customer performs the payment in the online network. A payment processor receives mobile
number/nickname information from the customer terminal and transmits an authentication code to the

mobile terminal by using the mobile number, If the authentication code Is received from the customer

terminal, the payment processor authenticates the customer and processes an approval for the

payment by checking the virtual account.
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A METHOD AND SYSTEM FOR WIRELESS

ELECTRONIC COMMERCE USING A PORTABLE,

WIRELESS COMMUNICATION DEVICE HAVING

UNIQUE IDENTIFYING INFORMATION

BACKGROUND OF THE INVENTION

Field of the Invention
 

The present invention relates generally to electronic

commerce, and more particularly, to effecting a wireless electronic

commerce transaction using a wireless coramuntication device.

Related Art

Many commerce transactions require a consumer to be

physically at or near a point-of-sale or point-of-transaction (POT)

where the consumer exchanges money, or a money substitute, to

pay for goods and/or services. Such transactions include, for

example, purchasing goods or merchandise at a grocery or

department store cash register, buying a meal at a restaurant,

depositing money im a parking meter, and a cash exchange

between two co-located individuals. In these transactions, a

typically mobile consumer uses cash, a credit card, or a check as a
medium of exchange or payment directly at the POT. Such forms

of payment have certain disadvantages. For example, the cash,

check and credit card are easily lost. The credit card, whenlost,

and even when notlost, is a frequent target of fraudulent use by

unscrupulous individuals. , Also, point-of-sale paper work
imvoived with the credit card and check, and the additional

personal identification (usually a driver’s license) required to
consummiate a check transaction, can be a hassle.
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Nowadays, the Internet provides a consumer with a rich

medium for electronic commerce therein referred to as e-

commerce). A powerful Internet infrastructure, including a

plethora of Internet service and support providers, provides the

consumer with many beneficial services related to electronic

commerce transactions. For example, a consurner can

conveniently “shop” in the privacy of his or her own homeusing

a relatively cheap personal computer connected with the Internet.

Typically, the consumer purchases goods and/or service from a

remote or distant e-commerce shopping partner, also connected

withthe Internet, by authorizing a credit paymentto the shopping

partner. Such e-commerce transactions are disadvantageously

limited to the extent that the e-commerce shopping partner must

be Internet accessible. In other words, the transaction requires a
network connection between both partners in the transaction.

Hence, there is a need to effect a commerce transaction in

such a way as to overcome the above mentioned disadvantages.

There is a further need to provide security in a commerce

transaction to thereby protect the privacy of the transaction and

the consumer effecting the transaction.

There is an even further need to effect an electronic

commerce transaction between first and second partners and

using a network such as the Internet, wherein only one of the

partners requires network access.

There is a need to effect an electronic commerce transaction
using the Internet, wherein a mobile consumer can be at or near a
point-of-transaction, as required, to pay for goods and/orservices

or to receive payment from the point-of-transaction.
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SUMMARY OF THE INVENTION

The present invention provides a method and system for

effecting an e-commerce transaction, wherein a mobile

subscriber/user initiates and controls the transaction at or near a

local POT terminal using a portable Wireless Communication

Device (WCD). An e-commerce support provider (ESP) computer

connected with the Internet participates in and facilitates the e-

commerce transaction. Using the WCD, the user electronically

transfers user owned assets, such as money, credit, or bonus

points, held in a remote consumer asset account, from the asset

account fo the POT terminal as payment for goods and/or

services at the POT.

The WCD is uniquely identified by unique identifying

information stored in the WCD. The WCD includes a first

wireless interface for communicating with a wireless interface in

the local POT terminal. First e-commerce transaction data is

transmitted between the WCD and the POT terminal using the

first wireless interface. The WCD includes a second wireless

interface for communicating with the ESP computer. Encrypted

second e-commerce transaction data generated as a function of the

unique identifying inforraation and the first e-commerce

transaction data is transmitted between the WCD and the ESP

computer connected with the Internet, using the second wireless

interlace of the WCD. The exchange of first and second e-
commerce transaction data between the POT terminal, the WCD,

and the ESP computer, results in the transfer of user assets

between the POT terminal and the WCD necessary to effect the e-
commerce transaction.
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Features and advantages

The present invention advantageously preserves the

mobility of a consumer in an e-commerce transaction, whereby

the consumer can participate in the e-commerce transaction at or

near a POT. The present invention permits the consumer to

initiate and control an electronic transfer of consumer owned

assets, such as money, to pay for goods and services at the POT.

The present invention thereby avoids the need for and pitfalls

associated with using conventional mediumsof exchange, suchas
cash, a credit card, or a check,

The present invention advantageously provides Internet

connectivity and support to a mobile user in an e-commerce

transaction while adding a level of security and privacy to the

transaction. Also, a POT terminal in accordance with the present

need not be Internet accessible to participate in the e-commerce
transaction.

The WCD of the present invention serves as a kind of

“electronic wallet” that is convenient to carry, and private and
secure in use.

BRIEF DESCRIPTION OF THE FIGURES

The foregoing and other features and advantages of the

invention will be apparent from the following, more particular
description of a preferred embodiment of the invention, as

illustrated in the accompanying drawings. |
BIG. 1 is an overview of a system for effecting an e-

commerce transaction in accordance with the present invention _
PIG. 2A is an illustration of exemplary memory buffer in

the WCD of FIG. 1,
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FiG, 2B is an exemplary format of an encrypted e-

commerce transaction digital data packet exchanged between a

WCDand an ESP computer of FIG. 1.

FIG. 2C is an exemplary format of an e-commerce

transaction digital data packet exchanged between a WCD and a

POTterminal of FIG.1.

FIG. 3 is a block diagram of an embodiment of a logical

architecture corresponding to the system of FIG.1.

PG. 4 is an e-commerce transaction process of

corresponding to an e-commerce transaction in the system of FIG.

1.

FIG. 5 is an illustration of an encryption/decryption
function of FIG. 3.

BIG. 6 is a block diagram of an arrangement for an

electronic transfer of assets from a WCD to another WCD.

FIG, 7 is a block diagram of an arrangementfor effecting an

e-commerce transaction using a WCD capable of scanning

merchandise bar codes.

FIG. 8 is a block diagram of an embodiment of the WCD of

FIG. 1.

DETAILED DESCRIPTION OF THE PREFERRED

EMBODIMENTS |

FIG. 1 is an overview of a system 100 for effecting an e-

commerce transaction in accordance with the present invention.
in system 100, a subscriber/user 105 owns assets held in an asset
account 110. User 105 initiates and controls an electronic transfer

of assets between the asset account 110 and a POT terminal 115

using a portable WCD 120. Portable WCD 120 includes an input

device 123 and a display device 124 enabling user 105 to
participate in the e-commerce transaction via the WCD. In an

example transaction where asset account 110 is a user bank
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account, user 105 uses system 100 to electronically transfer money

from his or her bank account 110 to POT terminal 115 to purchase

goods or services at the POT terminal. In an alternative

arrangement, the user electronically transters assets in an opposite

direction, that is, from POT terminal 115 to his or her bank

account 110. In the e-commerce transaction of the present

invention, POT terminal 115 and WCD 120 are relatively nearby

or local to one another while asset account 110is relatively distant
or remote from both POT terminal 115 and WCD 120.

To facilitate the above mentioned electronic transfer of

assets, system. 100 includes an ESP computer 125 linked with a
communication network 130. ESP computer 125, which canreside

in an Internet support provider facility, preferably provides

centralized, Internet processing support in many e-commerce

transactions of the present invention. In the embodiment of FIG.

1, ESP computer 125 communicates with both WCD 120 and an e-

commerce facility135, such as a bank, holding asset account 110,

such that asset account is electronically accessible to ESP

computer 125.

WCD 120 includes a first wireless interface for wirelessly

communicating with a compatible wireless interface in POT

terminal 115 over a short-range wireless communications link137.

WCD120 exchanges e-commerce transaction messages in the form

of digital data packets with POT terminal 115 over short-range

wireless communications link 137. WCD 120 also includes a

second wireless interface for wirelessly communicating with ESP
computer 125. WCD 120 is uniquely identified by unique

identifying information stored in WCD 120, and also availableto

ESP computer 125. To maintain a required level of security and
privacy in the e-commerce transaction, WCD 120 and ESP
computer 125 exchange encrypted e-commerce transaction
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messages, also in the form of digital data packets, generated as a

function of the unique identifying information.

_ Since WCD 120 communicates wirelessly with both POT

terminal 115 and ESP computer 125, system 100 advantageously

permits user mobility in any e-commerce transaction of the

present invention. Thus, portable WCD 120 conveniently

functions as a kind of “electronic wallet" or "pocket book” because

user 105 carries WCD 120 to the POT(that is, near to POT terminal

115) and uses WCD 120 as the conduit for a secure and private

electronic transfer of money or other asset to or from POT

terminal 115. Another advantage of the present invention is that

POT terminal 115 can be a stand-alone electronic device, since

POTterminal 115 need not be network accessible,

WCD 120 and ESP computer 125 communicate via 1) a

wireless communication link 140 between the WCD and a

communication network access device 145, such as a radio base

station or the like, and 2) communication network 130.

Communication network 130 encompasses the world wide packet

data communications network commonly referred to as the
Internet, local area networks, and the public switched telephone
network. ESP computer 125 can be connectedto the Internet via,

for example, an Internet service provider 148. An Internet address

corresponding to ESP computer 125 is stored in the memory of

WCD120, and an Internet address corresponding to WCD 120 is
stored in a mermory of ESP computer 125. This enables WCD 120

and ESP computer 125 to establish Internet connections between

each otherfor the exchange of encrypted data packets during an e-
commerce transaction. .

As previously mentioned, ESP computer 125 also
communicates with e-cormmerce facility 135, such as a bank,
wherein asset account 110 is typically held. ESP computer 125
and e-commerce facility 135 communicate with each other via
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communication network 130 and/or a dedicated communication

link 152. In an alternative arrangement of system 100, asset

account 110 is co-located with ESP computer 125, thus obviating

the need for additional communications between ESP computer

125 and e-commerce facility 135.

In the present invention, WCD 120 and ESP computer 125
both include memory for storing the unique identification

information associated with WCD 120. Such identification

information includes an Electronic Serial Number (ESN), a Mobile

Subscriber Number (MSN), and a user/subscriber access Personal

Identification Number (PIN) or password. The ESN uniquely

identifies WCD 120 and is programmed into the memorydevice

of WCD 120 at a factory where WCD 120 is manufactured. The

MSN also uniquely identifies WCD 120 and can serve as a

network address of WCD 120. The user selects the PIN and enters

the PEN into the memory buffer of WCD 120 using input device
123. The PIN thus serves as a password required for using WCD

120. WCD 120 and ESP computer 125 use the unique

identification information to establish a network connection

between each other, to uniquely identify each e-commerce

transaction, and to generate the encrypted e-commerce transaction

data packets. |
An exemplary memory buffer 200 of WCD 120 for storing

the unique identifying information of the WCD, is depicted in
FIG. 2A. Memory buffer 200 includes memory locations 202, 204,

206 and 208 for respectively storing an ESN, an MSN, a PIN and
an Internet address for ESP computer 125. A similar memory

buffer resides in ESP computer 125, except that the memory buffer
of ESP computer 125 inchides an Internet address for WCD 120. :

FIG. 2B is an exemplary format of an encrypted e-

commerce transaction digital data packet 220 exchanged between

WCD 120 and ESP computer 125. Packet 220 includes a message
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type field 222, a WCD address field 224, and an encrypted data

payload 226. Message type field 222 contains a message type

specifier indicating a message type, such as a request, response or

any other message type. WCD address field 224 includes a

network address, suchas an MSN (for example, the MSN of WCD

120), corresponding to the WCDthatis either the originator or
destination of the message in data packet 220. Data payload 226

includes the encrypted content of a message. Packet 220 also

includes any additional fields required to support a particular

application or communication protocol, such as an Internet

communication protocol (IP). In the preferred embodiment, data

packet 220 is further formatted in accordance with Internet

communication protocols, such as an Internet Point-to-Point

protocol (PPP) and TCP/IP.

FIG. 2C is an exemplary format of an e-commerce

transaction digital data packet 230 exchanged between WCD 120

and POT terminal 115, over wireless link 137. Data packet 230
includes a header field 235 containing any header information

required to support a particular application. Packet 230 also
includes a data payload 240 containing the content of a message.

The content of the message can be formatted as a siraple ASCII

character string, in the HyperText Markup Language (HTML), in
the Wireless Markup Language (WML)also known as the Hand

heid Devices Markup Language (HDML)),or in accordance with
any other format, so long as a message received by WCD 120 can
be displayed to user 105 by WCD 120, when necessary, and as
described below. |

FIG. 3 is an embodiment of a logical architecture

corresponding fo system 100. POT terminal 115, WCD 120 and

ESP computer 125 each include memory and computer processing

capability sufficient to host and execute software programs or
applications required to support an e-commerce transaction.
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WCD 120 hosts an e-commerce client application 300, including

for example, a known browser application, and an e-commerce

server application 325. ESP computer 125 hosts an ESP

application 330, including new transaction, billing/accounting,

and communication software applications. Also, WCD 120 and

ESP computer 125 host complementary encryption/decryption

functions 335 and 340, respectively, tor generating the encrypted

e-commerce transaction data packets mentioned in connection

with PIG. 1, and for decrypting these encrypted packets. POT

terminal 115 hosts an e-commerce application server 345 and is

capable of electronically receiving assets, such as money, as

payment for goods and/or services.

E-commerce client 300 of WDC 120 transmits request

messages to and receives response messages from ESP application

330. E-commerce client application 300 also includes a user

control interface for respectively displaying messages to and

receiving e-commerce transaction control commands from user

display device 124 and user input device 123 of WCD 120, thus

allowing user 105 to participate in and control the e-commerce

transaction. E-commerce client 300 transmits request messages to

and receives response messages from e-commerce application
server 345 in POT terminal 115. Messages received by e
commerce client application 300 can be displayed to the user
device as and when appropriate. For example, an HTML or

HDML command sequence transmitted by POT terminal 115 can
be displayed by client 300, as is done with known browser
applications. .

An e-commerce transaction process of the present
invention is depicied in FIG. 4. FIG. 4 corresponds to an e-
commerce transaction in the system of FIG. 1. The process begins

at a step 402 when user 105 initiates the e-commerce transaction

using WCD 120,for example, by pressing a start key or the like on
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the WCD. Ata step 405, WCD 120 transmits a request message to

POT terminal 115 requesting POT terminal specific e-commerce

information from the POT terminal. At a step 410, POT terminal

115 transmits a response message including the specific e-

commerce information to WCD 120. At a step 415, WCD 120

receives the response message. WCD 120 displays necessary

information relating to and/or received from POT terrninal 115 to

user 105 and prompts the user for input if necessary. WCD 120

accepts information and/or commands entered by user 105 via

input device 123 of WCD 120.

At a step 420, WCD 120 generates an encrypted request

message based on or as a function of some or all of the

information and/or commands received from POT terminal 115

and user 105, and using the unique identification information

associated with the WCD. A typical encrypted request message,

in accordance with the format of message 220,includes a “request”

message type specifier in message type field 222, the MSN of

WCD 120 in address field 224, and an encrypted message as

payload 226. One or more of the MSN, ESN and PIN of WCD 120

are used to generate encrypted payload 226. WCD 120 transmits
the encrypted request message to ESP computer 125.

At a step 425, ESP computer 125 receives the encrypted

request message, verifies the addressin field 224, and decrypts the
encrypted message using the same unique identification

information, for example the ESN, MSN, and/or PIN, as was used

to encrypt the message in step 420. Next, at a step 427, ESP
computer 125 establishes communications with remote e-

_ commerce facility 135 to verity/validate the e-commerce
transaction in real-time, that is, right away, and in relation to user
asset account 110 held at the e-commerce facility. For example,

ESP computer 125 validates the e-commerce transaction by
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verifying there are sufficient assets in asset account 110 to satisfy

an asset amount requested in the request message from WCD 120.

In one exemplary verification/validation process, ESP

computer 125 transmits the MSN (and PIN if required) to e-

commerce facility 135. In turn, e-commerce facility 135 identifies

user asset account 110 using the MSN (and PEN if required). This

being done, ESP computer 125 solicits an “approval” from e-

commerce facility 135 indicating there are sufficient funds

available in asset account 110 to satisfy or "cover" an asset amount

requested in the request message from WCD 120,that is necessary

to complete the e-commerce transaction at the POT terminal.

At a step 430, ESP computer 125 generates an encrypted

verification/validation response message using the same unique

identification information as was used in step 420, and transmits

the message to WCD 120. The response message indicates

whether the e-commerce transaction is approved. Ata step 435,
after receiving the verification/validation response message,

WCD 120 transmits a message including required assets to POT

terminal 115 if the received verification/validation response

message indicates an approved or validated e-commerce

transaction. Ata step 440, after further communication between
ESP computer 125 and facility 135, asset account 110 is debited to
reflect the consummated e-commerce transaction, that is, the
electronic transfer of user owned assets from asset account 110 to

POT terminal 115,

With regard to the user PIN,different levels of security are

advantageously provided in the present invention. For example,
WCD 120 can provide the user with a menuof security options.

Such options, when selected, can require the user to enter the PIN
1) before every e-commerce transaction, 2) periodically, for
example, every X hours (where X is 1, 2 etc.), 3} upon powering on
WCD, or 4) when the e-commerce transaction involves at least a
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predetermined amountof assets or money. Such security features

decrease the chances of any fraudulent use of WCD 120 in an e-
commerce transaction.

FIG. 5 is an illustration of encryption/deeryption function

335 of FIG. 3. Encryption/decryption functions 335 and 340 are

the same, and therefor, a description of one suffices for the other.

Encryption/decryption function 335 includes an encryption sub-

function 500 for encrypting transaction data 505 with unique

identification information 510, to generate encrypted e-commerce

transaction data 515. Encryption sub-function 500 uses any

known encryption algorithm providing the level of security and

privacy required for the e-commerce transaction, so long as the

unique identification information of WCD 120 can be used to

encrypt the transaction data 505, Exemplary

encryption/decryption protocols useable in the present invention

include, but are not limited to, the Data Encryption Standard

(DES) encryption protocol, and the Pretty Good Privacy (PGP)

protecol commonly used to encrypt electronic mail and Internet

files.

Encrypted data 515 generated by encryption sub-function
500 represents payload 226 of message 220. Transaction data 505

is based on information received from POT terminal 115 and user

input at WCD 120. Unique identification information 510 includes

at least one of the MSN, ESN and PIN associated with WCD 125,

Encryption/decryption function 335 also includes a decryption

sub-function 520 for decrypting encrypted transaction data 525
with unique identification information 510, to generate decrypted
e-commerce transaction data 530.

In the following exemplary “parking meter" e-commerce
transaction, POT terminal 115 is a parking meter capable of

accepting electronic money deposits transmitted to the meter by

WCD 120. User 105 initiates the parking meter e-commerce
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