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Application Data Sheet 37 CFR 1.76
Application Number 14/025,109

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICKENT DATA COMMUNICATION
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The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.
‘This document may be compieted electronically and submitted to the Office in electronic format using the Efecironic Filing System {EFS} or the
dosument may be printed and included in a paper filed application.

 
Secrecy Order 37 CFR 5.2:

oq Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper fiers only. Applications that fall under Secrecy Order may not be filed electronically} 

inventor Information:

inventor

Legai Name

Prefix) Given Name Middie Name Family Name

Shribman

Residence information (Select One} ©) US Residency @) Non USResidency (©) Active US Military Service

MailingAddressofInventor:

Address 2City Tel AvivpT
inventor 2

Legal Name

Prefix Given Name ramiName
Residence information(SelectOne}OoUSResidency| & NonUSResidency©ActiveUSMilitary Service|

Maoshav Hadar Am Gountry of Residence i

Mailing Address of Inventer:

Address 2enceaaeacceereenepneeeeeeeee

City Moshav Hadar Am—— - “State/Province

All inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add buiton.
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14/025,109

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Enter either Customer Number or complete the Correspondence information section below.
For further information see 37 CFR 1.33{a}.

[|] An Address is being provided for the correspondence information of this application.

PO

 
 

 

 
Total Number of Drawing Sheets (if any} 15 Suggested Figure for Publication (if any}

Filing By Reference:
Only complete this section when filing an application by reference under 35 U.S.C. 141(c) and 37 CFR 1.57(a}. Do not complete this section if
application papers including a specification and any drawings are being filed, Any domestic benefit or foreign priority information must be
provided In the aporapriate section(s} below (.e.. "Bormestic Benefit/National Stage Information’and “Foreign Priority Information’).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previously i Filing date (YYYY-MM-DD} Intellectual Property Authority or Country
filed application i 
Publication Information:   

[j]Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. | hereby request that the attached application not be published under
36 U.S.C. 122(5) and certHy thai the invention disclosed in the attached application has not and wHl not be the
subject of an application filed in another country, or undera multilateral international agreement, that requires
publication at eighteen monthsafter filing.
 
Representative Information:  

 
 

Representative information should be provided for all practitioners having a power of attorney in the apolication. Providing
this informeiion in the Application Data Sheet dees nat consittuie a power of atlorney in the application see 37 CFR 7.32}.
Filter enter Customer Number or cornplete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: Customer Number ©) US Patent Practitioner ©) Limited Recognition (87 CFR 14.9) Customer Number 131926
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[AppicatonNumber —_[1a025,105

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION 
Domestic Benefit/National Stage Information:
This section allows for the applicant io either claim benefit under 35 U.S.C. 119(e}, 120, 121, 365(c), or 38G6¢c) orindicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 34 U.S.C. 119(e) or 120, and 27 CFR 1.78.
Vihen referring to the current application, please leave the “Application Number’field blank.

Prior Application Status|Patented :

Application —_ . i Prior Application Filing Date . . issue Date|Apter|Continuity Type (YYYY-MM-DD) Patent Number OYYY-MM-DD)
14/0251409 Division of 12/836059 2010-07-14 8560604 2013-10-45
EEE an - _|memene nenemn nenene naman nnnnnne benennmenannnnnennennngnnnnnenenamennnnnenemanenannnantbannanennnannnnnanenamenanannnemnnennn ee

Prior Application Status expired :
Filing ar 371(c¢) Date

Application Number Continuity Type Prior Application Number YYY-MM-DD)

12/836059 Claims benefit of provisional 61/249624 2009-10-08

Additional Domestic Beneft/National Stage Data may be generated within this form
by selecting the Add button.

 
Foreign Priority information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in ihe application data sheet

constitutes the claim for prierty as requyed by 35 LES .C. 149(6) and 37 CFR 1.85, Whenpriority is claimed to a foreign application
that is eligible for retrieval under the oriority document exchange program (PDX)! the information will be used by the Office to
automatically atlempi retrieval pursuant io 37 CFR 1.55001) and (2). Under the PDX program, applicant bears the ultimate

property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 71.55(g}(1).

Application Number Country! Filing Date (YYYY-MM-DD) Access Code! di? applicable)

-AdditionalForeignPriority Datamaybe generatedwithin thisformbyselectingthe:
Add button.

 
Statement under 37 CFR 1.55 or 1.78 for AIA (First inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filad before March 16, 2013 and (2) also
comains, or contained at any time, a claim ic a claimed invention that has an effective filing date on or after March

[} 18, 2043.
NOTE: By providing this statement under 37 CFR 1.55 or 1.76, this application, with a filing date on or after March
16, 2013, willbe examined underthe first inventorto file provisions of ihe AIA.
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14/025,109
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Authorization or Opt-Out of Authorization to Permit Access:

Vvhenthis Application Data Sheet is properly signed and filed with ihe application, applicant has proviced written
authority io permit a participating foreignintellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant
application (see paragraph Bin subsection 1 below}.

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant mustopt-outof the
authorization by checking the corresponding box A or B or both in subsection 2 below.

NOTE: This section ofthe Application Data Sheet is ONLY reviewed and processed with ithe INITIALfiling of an
application. After the initial filing of an application. an Application Data Sheet cannot be used to previde or rescind
authorization for access by a foreign IP office(s}. Instead, Form PTO/SB/39 or PTO/SB/8S must be used as appropriate.

4. Authorization to PermH Access by a Foreign intelectual Properiy Office(s}

- Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersignedherebygrantstheUSPTO authority to provide fhe European Patent Office (EPO), the Japan Patent Office
(JPO), the Korean intellectual Property Office (KIPO), the State intellectual Property Office of the People’s Republic of
China (SIPO), the World Intellectual Property Organization (WIPO), and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document! exchange agreement in which a foreign
application claiming priority to the instant patent application ts filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application io which pricrity of benefit is claimed by the
instant application and its related bibliographic data, and (3) the date cf filing of this Authorization. See 37 CFR 1.14(h}
(1).

EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,

the undersigned hereby grants t‘the USPTO authority to provide the EPO access io the bibliographic data and search
esulis from ihe instant patent application when a European patent applicatian claiming priority to the instant patentapplication is fled. See 37 CFR 1.74(h}(2).

The applicant is rerninded that the EPO’s Rule 141(1} EPC (European Patent Convention) requires applicants to submit a
copy of search results fram the instant application without delay in a European patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s}

A. Applicant DOES NOT authorize the USPTO to permit 4 participating foreign iP office accessto the instant
[|]application-as-fied, lfthis box is checked, the USPTO will not be provkling a participating foreign IP office with

any documents and information identified in subsection 1A above.

B. ApplicantDOESNOT authorize the USPTO to transmit to the EPO any search results from the instant patent
fF] application. lf this box is checked, the USPTO will not be providing the EPO with search results from the instant

application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO mayprovide access to the
application in accordance with 37 CER 1.14.
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Application Data Sheet 37 CFR 1.76 ——
Application Number 14/025,109

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION 
Applicant information: 

Providing assignment information in this section does not substitute for comphance with any requirement of part 3 of Tile 37 of CFR
to have an assignment recorded by the Office.

Applicant 4

H the applicant is the inventar (ar the remaiming joint inventar or inventors under 37 CFR 4.45), this section should not be compisted.
The information to be provided in this section is ine name and address of the legal representative who is the applicant under 3/7 GFR
1.43; or the name and address of the assignee, person io whom the inventor is under an cbligation to assign the invention, or person
who otherwise shows sufficient oraprietary inlerest in the matter who is the applicanl under 37 CFR 1.46. lf the applicant is an
applicant under 37 CFR 1.46 (assignee, person te whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest} together with one or more joint inventors, then the joint inventor or inventors whe are aise the applicant should be
identified in this section.

Assignee ©} Legal Representative under 35 U.S.C. 117 iC) Joint Inventor

©) Persan to whom the inventoris obligated to assign. C) Person who showssufficient proprietary interest

if applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

 
 

Name of the Deceased or Legally incapacitated Inventor: [
H the Applicant is an Organization check here.

Organization Name smntile WEB SPARK LTD.

Mailing Address information For Applicant:

Address 1 3 Hamahshev St.,

Address 2

 

City Netanya State/Province 

Additional Applicant Data may be generated within this form by selecting the Add button.
 

Assignee Information including Non-Applicant Assignee information:

Providing assignment information in this section does not substitute fer compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office. 
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Application Data Sheet 37 CFR 1.76 ——
Application Number 14/025,109

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Complete this section # assignee information, inctuding non-applicant assignee information, is desired to be inchided on the patent
application publication. An assignee-spplicant identified in the “Applicant Information” section will appear on the patent application
publicalion as arn applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

H the Assignee or Non-Applicant Assignee is an Organization check here.

Mailing Address Information For Assignee including Non-Applicant Assignee:

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add buiten.

 
Signature:
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and cither box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 SFR 1.14(c}.

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (¢.g., corporation or association). if the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicanis who have been given
powerof attomey (¢.9., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(a) for the mannerof making signatures and certifications.

2019-01-27

Signature |ehuda Binder’ Bate OYYY-MM-DD)| Stitt

Additional Signature may be generated within this form by selecting the Add button.
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Application Data Sheet 37 CFR 1.76 ——
Application Number 14/025,109 Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

This collection of information is required by 37 CFR 1.76. The infarmation is required te cbiain or retain a benefit by the public which
is io fle (and by thea USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to fake 23 minutes to complete, including gathering, preparing, and submiiting ihe campieted application daia
sheet form to the USFTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, shauld be sent to the Chief Infarmation Officer, LES. Patent and
Trademark Office, US. Department cf Commerce, P.O. Box 1450, Alexandria, VA 22213-1450, DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1480, Alexandria, VA 22313-1459.
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Privacy Act Statement

The Privacy Act of 1974 (FL. 93-579) requires that you be given certain information in conmection with your subrnission of the attached form related to a paterit
apdlication or patent. Accordingly, pursuant fo the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 UAS.C, 2062), (2) furnishing of the information solicited is voluntary: and (2) the principal purpose for which the information is used by the U.S, Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent ane Trademark Office may not be able to grocess and/or examine your submission, which may result in tarmination of proceedings or abanclonrnent of
the application or expiration of the patent.

The information provided by youin this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. $52) and the Privacy
Act (5 U.S.C. 5522). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
information Act requires disclosure of these records.

A record frorn this system of records may be disclosed, as a routine use, in the course of presenting evidence io a court, magistrate, or administrative
tribunal, inciuding disclosures to opposing counsel in the caurse of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request Involving an individual, to wham
the record pertains, when the individual has requasted assistance from the Memberwith respect to the subject matter of the record.

4 record in this system of records may be disclosed, as a routine use, fo a contractor of the Agency having needfor the information in order ta perform
acontract. Recipients of information shail be required to comply with the requirements of the Privacy Act of 1974, as armended, pursuant to 5 USC.
552aim).

A record related to an International Applicationfiled underthe Patent Cooperation Treaty in this system of records may be disclosed), as a routine use,
to the International Bureau of the Wortd intellectual Property Organization, pursuant to the Patent CooperationTreaty,

A record in this system of records may be disclosed, as a routine use, ta another federal agency for purposes of National Security review (45 U.S.C. 183
and for review pursuant to the Atornic Energy Act (42 US. 21 a{c}).

Arecord fromthis system of recards may be disclosed, as a rautine use, to the Administrator, Ganeral Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvernents in records management practices arel
programs, under authority of44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpase, and anyother relevant (2, GSA or Commerce) directive. Such cisciosure shail not be used to make determinations about
individuals.

A record fromthis system of records may be disclosed, as 2 routine use, to the public after either publication of the application oursuant to 35 U.S.C.
T22(b) or issuance of a patent pursuant to 35 U.530. 357. Further, a record may be disclosed, subject to the limitations of 37 FR 1.14, as a routine use,
te the public the record was fled in an application which became abandoned arin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

Arecard from this systern of records may be disclosed, as a routine use, to a Federal, State, or local law enforcemertt agency, if the USPTO becomes
aware of a violation or potential violation of lawor regulation. 
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Electronic AcknowledgementReceipt

Application Number: 14025109

International Application Number:

Confirmation Number: 6194

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

ew

Paymentinformation:

Submitted with Payment

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (ifappl.)

320821
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Information:

This is not an USPTO supplied ADSfillable form

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
AcknowledgementReceiptwill establish thefiling date of the application.
NationalStage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105} will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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| Unirep STATES PATENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE

United States Patent and Trademark Office
Address: COMMIS!SIONER FOR PATENTSP.Q. Box 1

Alexandria,gia2313.1450WWW Uspto. gi

APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKETNO. CONFIRMATION NO.

 
14/025,109 09/04/2018 10069936 HOLA-005-U$2 6194

131926 7590 08/20/2018

MayPatents Ltd. c/o Dorit Shem-Tov
P.O.B 7230

Ramat-Gan, 5217102
ISRAEL

ISSUE NOTIFICATION

The projected patent number and issue date are specified above,

Determination of Patent Term Adjustment under 35 U.S.C, 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 485 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) wasfiled in the above-identified application, the filing date that
determines Patent Term Adjustmentis the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEBsite (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702, Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM)at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEBsite http://pair.uspto.gov for additional applicants):

Derry Shribman, Tel Aviv, ISRAEL;
HOLA NEWCO LTD., Netanya, ISRAEL;
Ofer Vilenski, Moshay Hadar Am, ISRAEL:

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
worksto encourage and facilitate business investment, To learn more about why the USAis the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA. gov.

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

11 of 789

IR103 (Rev. 10/09)



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

12 of 789

Application Number 14025109

Filing Date 2013-09-12

First Named Inventer|Derry Shribman

( Not for submission under 37 CFR 1.99)

lf you wish to add additional U.S. Patent citation information please click the Add button.|Add|
U.S.PATENT APPLICATION PUBLICATIONS

Examiner Cite No Publication Kind|Publication
Initial* Number Code’! Date

 
    
  
 

   
Pages,Columns,Lines where
Relevant Passages or Relevant
Figures Appear

Name of Patentee or Applicant
of cited Document 

 

   
 
 

 

 
 
 

hribman, et al.20150067819 2015-03-05

20120254456 fe isharam Zubair et al. pC

Gouache, et al
20130166768 2013-06-27 rete
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Application Number 14025109
FiingDateSSporsonez

DTURYRocheatT  [FirstNamed inventor [Peryshrbman
(Notforsubmissionunder7Grr19s) NTU

( Not for submission under 37 CFR 1.99) 
 

 

 
 

 

 
U.S.PATENTS

Examiner) Cite . . Pages,Columns,Lines where
Kind Nameof Patentee or Applicant

Patent Number Issue Date . Relevant Passages or RelevantCode’ of cited Document .
Figures Appear

2013-07-02

P013-07-30 Ez

 
einleib et al

St. Jacques

aa So
970835 

pronfoe
peo|
poo|
poo|

EFS Web 2.1.17 Major Data, UABv.Bright Data Ltd.
IPR2022-00915, EX. 2009

13 of 789

=~=oo—a=ow©= ite)wMQoooooaw=ohowew=onononooo©_ 
  

558942



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

14 of 789

Doc code: IDS PTO/SB/08a (03-15)
Paran ee . Approvedfor use through 07/31/2016. OMB 0651-0031

Doc description: Information Disclosure Statement {IDS) Filed U.S. Patent and Trademark Cffice; U.S, DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respord fo a collection of information unless it confains a valid OME control number.

[AracatonNumber|
FiingDate|

FistNamedinventor
( Not for submission under 37 CFR 1.99)

U.S.PATENTS

Examiner) Cite Kind Nameof Patentee or Applicant Pages,Columns, Lines where
Patent Number Issue Date . Relevant Passages or RelevantCode’ of cited Document .

| : Figures Appear

? Set. Jacques
1 970835 B2 BrOxLor pore hon

lf you wish to add additional U.S. Patent citation information please click the Add button.

U.S.PATENT APPLICATION PUBLICATIONS

Figures Appear

Examiner] ,. Publication Kind|Publication Nameof Patentee or Applicant Pages,Columns, Lines where
ae 1y Cite No . Relevant Passages or RelevantInitial Number Code’| Date of cited Document

POO8D 109446 POO8-05-08 ang Matrix XIN

lf you wish to add additional U.S. Published Application citation information please click the Add button!

FOREIGN PATENT DOCUMENTS

Name of Patentee or Pages,Columns,Lines
Examiner] Cite|Foreign Document‘|Country Kind|Publication Applicantofcited where Relevant
Initial* No|Number Code2i Code4| Date PP Passages or RelevantDocument :

Figures Appear

/ P0077280388 PS/2007-25-10 xerox Corporation

lf you wish to add additional Foreign Patent Decumentcitation information please click the Add button

NON-PATENTLITERATURE DOCUMENTS

 
EFS Web 2.1.17 Major Data, UABv.Bright Data Ltd.

IPR2022-00915, EX. 2009
14 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

15 of 789

UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
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Application No. Applicant(s)

N Supplomerital Ji 14/025, 109 Shribmanetal.
MINH GHAU N NGUYEN 2459 No

- The MAILING DATEofthis communication appears on the cover sheet with the correspondence address
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-&5} or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to Rush, 07/09/2018.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on .

2.C3 An election was madebythe applicantin responseto a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporatedinto this action.

3.4 The allowed claim(s}is/are See Continuation Sheet . As a result of the allowed claim(s}, you maybeeligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http:/Awww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4.03 Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).

Certified copies:

a) Call b)( Some=*e) [) Noneofthe:

1. (3 Certified copies of the priority documents have been received.
2. LJ Certified copies of the priority documents have beenreceived in Application No.

3. LJ Copies ofthe certified copies of the priority documents have been receivedin this national stage application from the
International Bureau (PCT Rule 17.2(a}}.

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communicationto file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIOD IS NOT EXTENDABLE.

5.14 CORRECTED DRAWINGS(as "replacementsheets") must be submitted.
{ including changes required by the attached Examiner's Amendment / Commentorin the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number(see 37 CFR 1.84{c)) should be written on the drawingsin the front {not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 GFR 1.121(d).

6.1) DEPOSIT OFand/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s}
1.C) Notice of References Cited (PTO-892) 5. C) Examiner's Amendment/Comment
2.) Information Disclosure Statements (PTO/SB/08}, 6. () Examiner's Statement of Reasonsfor Allowance

Paper No./Mail Date 11/18/14.
3.C Examiner's Comment Regarding Requirementfor Deposit 7.4Other 1449 - 03/17/16.

of Biological Material .
4.C Interview Summary (PTO-413),

Paper No./Mail Date.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

 
U.S, Patent and TrademarkOffice '
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20180802
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That no item of information contained in the information disclosure statement was cited In a communication from a

foreign patent office in a counterpart foreign application, and, te the knowledge of the person signing the certification
after making reasonable inquiry, ne item of information contained in the information disclosure statement was known fo

ii} any individual designated in 37 CFR 1.58{c} more than three months prior to the filing of the information disclosure
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Jf] The fee set forth in 37 CFR 4.17 (p) has been submitted herewith.
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require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
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APTNEy
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Privacy Act Statement

The Privacy Act of 1974 (PL. 93-879) requires that you be given certain information in connection with your subrnission of the
attached form related fo a patent application or patent. Accordingly, pursuant te the requirements of the Act, please be advised
that (1) the general authority for the collection of this information is 25 U.S.C. 2(p}{2); (2) furnishing of the information solicited
is voluntary, and (3) the princioal purpose for which the information is used by the U.S. Patent and Trademark Officeis to
process and/or examine your submission related to a patent application or patent, you do not furnish the requested

result in termination of proceedings or abandonment of the application or expiration of the patent

The information provided by you in this form will be subject to the following routine uses:
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: information, the U.S. Patent and Tradernark Office may not be able to process and/or examine your submission, which may

‘

The information on this form will be treated confidentially to the extent allowed under the Freedorn of information Act)
(6 U.S.C. 552) and the Privacy Act (5 U.S.C. §52a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of information Act requires disclosure of these record s.

Arecard from this system of records may he disclosed, as @ routine use, in the course of presenting evidence io a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this sysierm of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, ia whom the recerd pertains, when the individual has requested assistance from the
Member with respect ic the subject matter of the record.

A record in this system of records may be disclosed, as @ routine use, te a contractor of the Agency having need for |
the information in order te perfarm a contract. Recipients of information shail be required to comply with the ‘
requirements of the Privacy Act of 1974, as amended, sursuant to 5 U.S.C. 552a(rm),

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant|
to the Patent Cooperation Treaty,

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (96 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 278(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C, 2904 and
2905. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other refevant {i.e., GSA or Commerce} directive. Such disciesure shall not be used fo make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C, 122(b} or issuance of a patent pursuant to 35 U.S.C. 1814. Further, a record
may be disclosed, subject to tne limitations of 37 CFR 1.14, aa a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by elther a published application, an application open to public inspections or an issued patent.

A record fram this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or poiential violation of law or regulation.
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———— ©[ApplicationNNumberoe[14026108eee ”|FilingDate TR2013-09-52
INFORMATION DISCLOSURE i First Namedinventor[oerShribman_ —
STATEM ENT RY APP LICARNT TatUnitwa =! 3459 ESEEEREETEEEeteeeeeegeEEnelercety

ii Not for submission under 37 CFR 1.99} eat Fonepnagaene Mi Lotaenanenennenneenthtasesoyganqennnapiaqeamaaneccannayeaa“ExaminerName _LNGUYEN,MINHCHAU
_[AttomeyDocket‘Number |19459-108Fbu.   

|—ESSCERTIFICATIONSTATEMENT
i Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s}:

That each item of information contained in the information disclosure staterment was first cited in any cornmunication
iL] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the

information disclosure statement, See 37 CFR 4.97(e}(1}.

OR

That no item of information contained in the information disclosure statement was cited In a communication from a

foreign patent office in a counterpart foreign application, and, te the knowledge of the person signing the certification
after making reasonable inquiry, ne item of information contained in the information disclosure statement was known fo

ii} any individual designated in 37 CFR 1.58{c} more than three months prior to the filing of the information disclosure
: statement See 37 CFR 1.97(e}2).

[| See atiached certification statement.

Jf] The fee set forth in 37 CFR 4.17 (p) has been submitted herewith.

ies A certification siaternent is not submitted herewith.

aaaaeREEaiRePittabERehabfed
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.23, 10.18. Please see CFR 1.4(d} for the‘form of the signature. cect

   
 

‘Date(Y(YYYY-MM-DD)| OAtint
‘Name/Print egisiration Number 4148173feeke neee ee ee ee eeeceeceeaeeeee eeeene ne ee eeeeee nee ge eegegen bee tame geeetine bay Bie ge lene ee ene ae bye ged nee eeeeeneeeeeeNAene ee neCSLane ee nme em eee eee eeeeeee ene meena nagecages

Signature 5
nennanisnneine Settntet Nannitty

 

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
i public whichis to file (and by the USPTO to process} an application. Confidentiality is governed by 35 LLS.C. 122 and 37 CFR
' 4.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
‘ application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amountof time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.

i Patent and Trademark Office, U.S. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1460. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1456, Alexandria, |
VA 22313-1458, i
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co vsenatnnnernnnnnnnenninennennennrnn"Tricaion‘umberseeeenenenTipagmageretrance 3ne “Filing Date { 2013-08-12 '

INFORMATION DISCLOSURE ' First Named inventor | Derry Shripman =
 

STATEMENT BY APPLICANT AnUnitaerateas : 68 se denay rasanfispeegesertereagfenieennnivesne reneeeee lies;if Not for submission under 37 CFR 1.99} esennene —
: ExaminerName | NGUYEN, MINH CHAU
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APTNEy
4

Privacy Act Statement

The Privacy Act of 1974 (PL. 93-879) requires that you be given certain information in connection with your subrnission of the
attached form related fo a patent application or patent. Accordingly, pursuant te the requirements of the Act, please be advised
that (1) the general authority for the collection of this information is 25 U.S.C. 2(p}{2); (2) furnishing of the information solicited
is voluntary, and (3) the princioal purpose for which the information is used by the U.S. Patent and Trademark Officeis to
process and/or examine your submission related to a patent application or patent, you do not furnish the requested

result in termination of proceedings or abandonment of the application or expiration of the patent

The information provided by you in this form will be subject to the following routine uses:

ERfcabRAREeeERPEEREEEbbeRAATREEREEAEEAEEAEfeiteponentTEELETTELEEatbbeddanen.
i

}
3
3
3
}
i
:
i

: information, the U.S. Patent and Tradernark Office may not be able to process and/or examine your submission, which may

‘

The information on this form will be treated confidentially to the extent allowed under the Freedorn of information Act)
(6 U.S.C. 552) and the Privacy Act (5 U.S.C. §52a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of information Act requires disclosure of these record s.

Arecard from this system of records may he disclosed, as @ routine use, in the course of presenting evidence io a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this sysierm of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, ia whom the recerd pertains, when the individual has requested assistance from the
Member with respect ic the subject matter of the record.

A record in this system of records may be disclosed, as @ routine use, te a contractor of the Agency having need for |
the information in order te perfarm a contract. Recipients of information shail be required to comply with the ‘
requirements of the Privacy Act of 1974, as amended, sursuant to 5 U.S.C. 552a(rm),

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant|
to the Patent Cooperation Treaty,

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (96 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 278(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C, 2904 and
2905. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other refevant {i.e., GSA or Commerce} directive. Such disciesure shall not be used fo make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C, 122(b} or issuance of a patent pursuant to 35 U.S.C. 1814. Further, a record
may be disclosed, subject to tne limitations of 37 CFR 1.14, aa a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by elther a published application, an application open to public inspections or an issued patent.

A record fram this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or poiential violation of law or regulation.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE(if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b} indicating a separate "FEE ADDRESS" formaintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the
Fees) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, mustMay Patents Ltd. have its own certificate of mailing or transmission.

c/o Do rit Shem-Tov Certificate of Mailing or Transmission
P.O.B. 7230 StatesPostalServicewithsufficientpostageforfetclasetoatliyanenvelope
Ramat-Gan 5217102, adesedtothe MallStopISSUEFEL aesabove.‘orbeingfacsimile

 
Israel .(Depositor's name)

(Signature)

(Date)

14/025,109 09/12/2013 Derry Shrigman HOLA-005-US2 6194
TITLE OF INVENTION:

APPLN. TYPE SMALL ENTITY ISSUE FEE DUE PUBLICATION FEE DUE|PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0 $0 $500 10/01/2018
EXAMINER CLASS-SUBCLASS

2. Forprinting on the patent front page,list
(1) the names of up to 3 registered patent attorneys
or agents OR,alternatively,

(2) the nameof a single firm (having as a member a 2
registered attorney or agent) and the names of up to
2 registered patent attomeys or agents. If no nameis 3
listed, no namewill be printed.

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

(J Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[J "Fee Address”indication (or "Fee Address” Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

1 May Patents Ltd. c/o Dorit Shem-Tov

  
  

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed forrecordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute forfiling an assignment.

(A) NAME OP ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

HOLA NEWCO LTD. Netanya
Israel 4250713

Please check the appropriate assignee category or categories (will not be printed on the patent) : (A individual Corporation or other private group entity 4 Government

4a. The following fee(s) are submitted: 4b. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above)
[I Issue Fee LL A checkis enclosed,

] Publication Fee (No small entity discount permitted) LI Payment by credit card. Form PTO-2038is attached.
Ld Advance Order- # of Copies [J The Directoris hereby authorized to charge the required fee(s), any deficiency, or credit any

overpayment, to Deposit Account Number _s01835 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

Lda. Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Lb. Applicant is no longer claiming SMALL ENTITYstatus. See 37 CFR 1.27{g)(2).
  

NOTE:The Issue Fee and Publication Fee (if required) will not be accepted from anyone otherthan the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

‘Yehuda Binder/ July 8, 2018

Typed or printed name Yehuda BINDER Registration No. 73,612

Authorized Signature Date

  

This collection of informationis required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public whichis to file (and by the USPTOto process)
an application. Confidentiality is governed by 35 U.S.C, 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to completethis form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.5. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonmentof the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1, The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
ULS.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSAas part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 14025109

Filing Date: 12-Sep-2013

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name: Derry Shribman

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a}

Sub-Totalin

Description USD($)

Basic Filing:

Miscellaneous-Filing:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Extension-of-Time:

Miscellaneous:

Total in USD ($)

_ Sub-Total in
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Electronic AcknowledgementReceipt

Application Number: 14025109

International Application Number:

Confirmation Number: 6194

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

a
a

Paymentinformation:

 
[Peoskacoune

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpaymentasfollows: 
PR2022-00915, EX. 2009
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Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (ifappl.)

Issue Fee Payment (PTO-85B) ptol85b.pdf 283b98e2ef27fcdcd 7731 Scdbf635 l4dce77,
cae?

Information:

2 Fee Worksheet (SB06) fee-info.pdf 261049473 1d9ab5d31 ledc840edfcl 74395
e7543

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar toa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
AcknowledgementReceiptwill establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the InternationalFiling Date (Form PCT/RO/105} will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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UNITED STATES PATENT AND TRADEMARKOFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www. uspic.gov 

NOTICE OF ALLOWANCEAND FEE(S) DUE

May Patents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

Ramat-Gan, 5217102

ISRAEL 2459

DATE MAILED: 06/29/2018

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

14/025,109 09/12/2013 Derry Shribman HOLA-005-US2 6194

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 10/01/2018

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCEIS NOT A GRANT OF PATENT RIGHTS.

THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATIONFEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD

CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEENPAID IN

THIS APPLICATION(AS SHOWN ABOVE), THE RETURNOF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

 

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above.If the ENTITY STATUSis shown as SMALL or MICRO,verify whether entitlement to that
entity statusstill applies.

If the ENTITY STATUSis the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUSis changed from that shown above, on PART B - FEE(S) TRANSMITTAL,complete section number5 titled
“Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S} TRANSMITTAL,orits equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE(if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur dueto the difficulty in recognizing
the paper as an equivalent of Part B.

I. All communications regarding this application must give the application number. Please directall communicationsprior to issuance to Mail
Stop ISSUE FEEunless advised to the contrary.

IMPORTANT REMINDER:Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of maintenance
fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS:This form should be usedfor transmitting the ISSUE FEE and PUBLICATIONFEE(if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailedto the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenancefee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee{s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS(Note: Use Block 1 for any change of address)

131926 7590 06/29/2018 . on soos
. Certificate of Mailing or Transmission

May Patents Ltd. c/o Dorit Shem-Tov I hereby certify that this Fee(s) Transmittal is being deposited with the United
P.O.B 7230 States Postal Service with sufficient postage for first class mail in an envelope

addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Ramat-Gan, 5217102 transmitted to the USPTO (571) 273-2885, on the date indicated below.
ISRAEL

 
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO, CONFIRMATION NO,

14/025,109 09/12/2013 Derry Shribman HOLA-005-US$2 6194

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE|PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 10/01/2018

EXAMINER CLASS-SUBCLASS

 

NGUYEN, MINH CHAU 2459 709-202000

I. Change of correspondence address or indication of “Fee Address" (37 2. For printing on the patent front page, list 1
CFR 1,363). (1) The namesofup to 3 registered patent attorneys

or agents OR,alternatively, 2
 

I Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached (2) The nameofa single firm (having as a member a

registered attorney or agent) and the names of up to 4
2 registered patent attorneys or agents. If no nameis
listed, no name will be printed.

  
[J "Fee Address”indication (or "Fee Address” Indication form PTO/
SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Numberis required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT(printor type)

PLEASE NOTE:Unless anassigneeis identified below, no assignee data will appear on the patent. If an assigneeis identified below, the documenthasbeen filed for recordation
as set forth in 37 CFR 3.11. Completion ofthis form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE:(CITY and STATE OR COUNTRY)

 
Please check the appropriate assignee category or categories (will not be printed on the patent) : (4 individuat LJ Corporation or other private group entity (4 Government

 
4a. The following fee(s) are submitted: 4b. Paymentof Fee(s): (Please first reapply any previously paid issue fee shown above}

(LT Issue Fee LL] A checkis enclosed.

(J Publication Fee (No small entity discount permitted} _j Payment by credit card. Form PTO-2038is attached.

(LT Advance Order- # of Copies LU The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
: va : . NOTE:Absenta valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B}, issue

4 Applicantcertifying micro entity status. See 37 CPR 1.29 fee paymentin the micro entity amount will not be accepted at the risk of application abandonment.
NOTE:Ifthe application was previously under micro entity status, checking this box will be taken
to be a notification ofloss of entitlement to micro entity status.
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

I Applicant asserting small entity status. See 37 CFR 1.27
 
I Applicant changing to regular undiscounted fee status.

NOTE:This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.  

  

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES PATENT AND TRADEMARKOFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www. uspic.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

 
14/025,109 O912/2013 Derry Shribman HOLA-005-US2 6194

May Patents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230

Ramat-Gan, 5217102
ISRAEL 2459

DATE MAILED: 06/29/2018

Determination of Patent Term Adjustment under 35 U.S.C, 154 (b)
(Applicationsfiled on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)G) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Managementand Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrumentthat will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending upon
the individual case. Any comments on the amountof time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P-O. Box 1450, Alexandria,

Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no personsare required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which mayresult in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of

Information Act (35 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
setilement negotiations.

3. Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

3. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or hissher designee, during an inspection of records conducted by GSAaspart of that agency's responsibility
to recommend improvements in records managementpractices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.¢., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuanceof a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandonedor in which the proceedings were terminated and which application

is referenced by either a published application, an application open to public RiberaOF 2p issue Berl9. A record from this system of records may be disclosed, as a routine use, to a Fedeypk Euleyoor lacial Je
enforcement agency, if the USPTO becomesaware of a violation or potential violation of law or regwlatéonso
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. . 14/025, 109 Shribmanetal.

MINH CHAU N NGUYEN 2459 No

- The MAILING DATEofthis communication appears on the cover sheet with the correspondence address
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSEDin this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-&5} or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANTOF PATENTRIGHTS.This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to Amendment,filed 04/09/2018.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/werefiled on .

2.C3 An election was madebythe applicantin responseto a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporatedinto this action.

3.4 The allowed claim(s}is/are See Continuation Sheet . As a result of the allowed claim(s}, you maybeeligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http:/Awww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4.03 Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).

Certified copies:

a) Call b)( Some=*e) [) Noneofthe:

1. (3 Certified copies of the priority documents have been received.
2. LJ Certified copies of the priority documents have beenreceived in Application No.

3. LJ Copies ofthe certified copies of the priority documents have been receivedin this national stage application from the
International Bureau (PCT Rule 17.2(a}}.

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE"of this communicationto file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENTofthis application.
THIS THREE-MONTHPERIOD IS NOT EXTENDABLE.

5.14 CORRECTED DRAWINGS(as "replacementsheets") must be submitted.
{ including changes required by the attached Examiner's Amendment / Commentorin the Office action of

Paper No./Mail Date .

Identifying indicia such as the application number(see 37 CFR 1.84{c)) should be written on the drawingsin the front {not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 GFR 1.121(d).

6.1) DEPOSIT OFand/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s}
1.C) Notice of References Cited (PTO-892) 5. C) Examiner's Amendment/Comment
2.(J Information Disclosure Statements (PTO/SB/08}, 6.lv}Examiner's Statement of Reasons for Allowance

Paper No./Mail Date .
3.C Examiner's Comment Regarding Requirementfor Deposit 7. CJ Other :

of Biological Material
4.0 Interview Summary (PTO-413),

Paper No./Mail Date. :

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

 
U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No/Mail Date 20180610
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Continuation Sheet (PTOL-37) Application No. 14/025,109

Continuation of 3. The allowed claim(s) is/are: 26-36 ,39-48,53-58 and 60-66
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Application/Control Number: 14/025, 109 Page 2
Art Unit: 2459

Notice ofPre-AIA or AIA Status

The present application is being examined under the pre-AIA first to mvent provisions.

Remarks

Applicant’s response dated April 9, 2018 responding to March 29, 2018 Office Action

provided in the rejection of claims 26-37, 39-58, 60-66; and the objection of claims 38, 39:

wherein the claims 37-38, 49-52 and 59 have been canceled. Clabms 26-36, 39-48, 53-58, 60-

6% remain pending in the application and which have been fully considered by the Examiner.

Reasonsfar Alawance

The following is an examiner’s statement of reasons for allowance:

Clalmns 26-36, 39-48, 53-58, 66-66 are considered allowable since when reading the

Claims in light of the specification. as per MPEP $2111.01 or Tora Co. v. While Consolidated

Industries Inc., 199 F.3d 1265, 1301.53 USPQ2d 1065, 1060 (Fed. Cir. 19993, none of

the references of record alone or in combination disclose or suggest the combination

of limitations specthed m inde pendent claims 26 and 33.

For example, the independent claims coniam limitations, data conmmimication between a

second web server storbig a second content and having an identifier in the Internet and one of

the cilents via requesting client; the requesting client sending its ulentifiertofirst server; one of

the clients sending @ second web serveridentifier to thefirst server; the first server sending the

identifier ofthe requesting client to the one of the cents; the requesting cllent receiving second

contentformiihe second web server and tte one ofthe cents receiving the second contentfrom

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009
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Application/Control Number: 14/025, 109 Page 3
Art Unit: 2459

the requesting client. Therefore, the Examiner agrees that the lmifations of the mdependent

claims, within its environment, is allowable subject matter over the prior art. im ght of the

specication.

Because claims 27-36, 39-48, 54-58, 60-66 depend directly or mehrectly on claims 26

and 53, these clauns are considered allowable forat least the same reasons noted abave with

respect to claims 26 and 33.

To the extent that these features are not found in the prior art cited by Examiner, the

present case is heh} allowable over the art of record.

Any corments considered necessary by applicant must be submitted no ister than the

payment of the issue fee and. to avow processing delays, showkl preferably accompany the issee

fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance”.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhose telephone numberis

(571)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule aninterview, applicant is

encouraged to use the USPTO Automated Interview Request (AIR)at

http//www.uspto.gov/interviewpractice.

Major Data, UABv. Bright Data Ltd.
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Application/Control Number: 14/025, 109 Page 4
Art Unit: 2459

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcan be reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see httpy/pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (tol-free), If you would

like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

{MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

Major Data, UABv. Bright Data Ltd.
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Application/Control No. Applicant(s)/Patent Under Reexamination

Index ofClaims 14/025, 109 Shribmanetal.
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Index ofClaims 14/025, 109 Shribmanetal.

li | | | ] | Examiner Art Unit
MINH CHAU N NGUYEN 2459

CLAIM DATE

riginal|03/07/2016|09/02/2016|01/07/2017|09/04/2017|os2e/2018|o610/2018}=f
eeesesee

/ |03/07/2016|09/02/2016|01/07/2017|09/04/2017|
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Application/Control No. Applicant(s)/Patent Under Reexamination

Search Notes 14/025,109 Shribmanetal.

Kl li | ll Examiner Art Unit
MINH CHAU N NGUYEN

CPC - Searched*

HOAL 67/42 9/4/2017 [MN
[Hostavoas—SSSSCSCSCSSCSCSCSCSCSSSSSCSzoiid

H O4L 67/1002 9/4/2017 [MN

CPC Combination Sets - Searched*

a

US Classification - Searched*

[Class[Subclass———~—“—SCSCS—CSCSCSCSCiDate’=~Examiner

* See searchhistory printout included with this form or the SEARCH NOTESboxbelow to determine the scope of the
search.

 
Search Notes

Search Notes

Search on EAST 3/7/2016

Update search on EAST

Update search on EAST

update search on EAST

update search on EAST, Google patents

Interference Search

US Class/CPCSymbol US Subclass/CPC Group ate
USPAT, Independent claim search
USPG-Pub text 06/10/2018
search

{MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

 
U.S. Patent and Trademark Office Viajor Data, UAB V- BAG
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Primary Examiner, Art Unit 2459 
U.S. Patent and Trademark Office ny Paterna.

5, EX. 2009
49 of 789

: 20180610
Page 2 of 2



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

50 of 789

Application/Control No. Applicant(s)/Patent Under Reexamination

/ssue Classification|441925.109 Shribman etal.

MINH CHAU N NGUYEN 2459

Version

CPC Combination Sets

[symborSSCStype]set]erneng[verso

 
NONE

Total Claims Allowed:

(Assistant Examiner} 34

{MINH CHAU NGUYEN/ 10 June 2018 . . wae
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure 
(Primary Examiner) (Date) 26 1
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Application/Control No. Applicant(s)/Patent Under Reexamination

/ssue Classification|441925.109 Shribmanetal.

| | l sin
MINH CHAU N NGUYEN

INTERNATIONAL CLASSIFICATION

CLAIMED

HO4L

HO4L

HO4L

NON-CLAIMED

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

 
NONE

Total Claims Allowed:

(Assistant Examiner} 34

{MINH CHAU NGUYEN/ 10 June 2018 . . wae
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1
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Application/Control No. Applicant(s)/Patent Under Reexamination

/ssue Classification|441925.109

| | Examiner Art Unit
[] Claims renumbered in the same order as presented by applicant ©) CPA [f[) T.D. £€) R.1.47

Final |Original|Final__|Original|Final__|OriginalFinal__[Original]Final__[OriginallFinal__[Original[Final__[Original|Final__|Original]
Pp-|ift-{|io|-|1|7|28|-[|37|4|46|24|55|32|64|
Po-|2ft-|1T-|27es|2fT-|38ft5|47fT25|sefT33|65|
Pp-|3|-{|12|-[|27|9|30|1[|39To21|48|26|57|34|66_|
Pp-|4ft-{|13f-[|22[|1|31[|17|40[|-|49|27|58|[|
Pp-|5|-|i4fT-|2371|32fTie[|41ft-|soT-|59|[|
|-|6|-|is|-|247t2|33fT19|42tf-|51[28|6[|
Pp-|7|-|7tf-{|25[13|34|2[|47-[|52|29|61|[|
Pp-|8|-{|i7tf1|2[144|35|3|44T22|53|30|62[|

aeeeeeeeeeeeeeeeeeee

 

NONE
Total Claims Allowed:

(Assistant Examiner} 34

{MINH CHAU NGUYEN/ 10 June 2018 . . wae
Primary Examiner, Art Unit 2459 O.G. Print Claim(s)|O.G. Print Figure
(Primary Examiner) (Date) 26 1
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US2 

In re Application of: Confirmation No. 6194

Derry Shribman et al. Art Unit: 2459

Appln. No.: 14/025,109 Examiner: Nguyen, Minh Chau

Filed: September 12, 2013 Washington, D.C,
eeeeee

For: SYSTEM PROVIDING FASTER

AND MORE EPFICIENT

DATA COMMUNICATION } April 9, 2018  

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments
401 Dulany Street
Alexandria, VA 22314

Sir:

In response to the Office Action of March 29, 2918

(“Action”):

Amendments to the Claims appear in the Listing of

Claims that begins on page 2 of this paper.

Remarks/Arguments begin on page 10 of this paper.
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Amendments to the claims

This listing of claims will replace all prior versions,

and listings, of claims in the application.

Listing of claims:

1-25. (Cancelled)

26. (Currently amended) A method for use with a group of

clients for data communication between a web server storing a

content and a requesting client via one or more clients 
selected from the group, for use with a first server, and where

the web server, the requesting client, the first server, and

the clients in the group are communicatively coupled via the

Internet and each is identified in the Internet using a

distinct identifier, and further for data communication between

a second web server storing a second content and having an

identifier in the Internet and a one of the clients via the

requesting client, the method comprising the steps of:

(a) each of the clients in the group sending its identifier to

the first server;

(o) the first server receiving and storing the identifiers of

the clients in the group;

(c) the requesting client sending its identifier and the web

server identifier to the first server;

(d) the first server selecting one of the clients from the

group based on associating the identifiers of the clients with

the web server identifier;
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(e) the first server sending the identifier of the selected

client to the requesting client;

(f£) the selected client receiving the content from the web

Server; ard

(g) the requesting client receiving the content from the

selected client+; 
(h) the requesting client sending its identifier to the first

server;

(1) the first server storing the requesting client identifier;

 
(j} one of the clients sending the second web server identifier

to the first server;

(k}) the first server sending the identifier of the requesting

client to the one of the clients;

(1) the requesting client receiving the second content from the

second web server; and

(m} the one of the clients receiving the second content from

the requesting client.

27. (Previcusly presented) The method according to claim 26,

wherein the steps are sequentially executed.

28. (Previcusly presented) The method according to claim 264,

wherein the web server is Hypertext Transfer Protocol (HTTP)

server and responds to HTTP requests from the selected client.

29, (Previcusly presented) The method according to claim 26,

wherein the first server is HTTP server and responds to HTTP

requests from the requesting client or the.
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30. (Previously presented) The method according to claim 264,

wherein the web server is Transmission Control Protocol /

Internet Protocol (TCP/IP) server and communicates based on, or

according toc, using TCP/IP protocel or connection.

31. (Previously presented) The method according to claim 26,

wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/IP protocol or connection.

32. (Previcusly presented) The method according to claim 26,

wherein the content includes web-page, audio, or video content.

33. (Previcusly presented) The method according to claim 26, 
wherein the first server selecting one of the clients is based

on the web server IP address or URL.

34. (Previously presented) The method according to claim 26,

wherein the first server selecting one of the clients is based

on the selected client IP address.

35. (Previously presented) The method according to claim 264,

wherein the selected client further storing the content

received from the web server.

36. (Previcusly presented) The method according to claim 26,

wherein the requesting client sending its identifier and the 
web server identifier to the first server as part of browser or

email application execution,

37-38. (Cancelled)

39. (Previously presented) The method according to claim 26,

wherein the communication with the web server or the requesting

first server is based on, or according to, one out of UDP, DNS,

TCP, FTP, POP#, SMTP, or SQL standards.
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40. (Previously presented) The method according to claim 264,

wherein the communication with the requesting client or the

 selected client is based on, or according to, one out of UDP,
 

  
 

DNS, TCP, FTP, POP#, SMTP, or SOL standards.

Al. (Previously presented) The method according to claim 26,

wherein the web server identifier, the first server identifier,

er the content identification is using a Uniform Resource

Locator (URL).

A2, (Previously presented) The method according to claim 26,

wherein the web server identifier, the first server identifier,

the requesting client identifier, or any of the client’s

identifier is using Internet Protocol (IP) address.

43. (Previcusly presented) The method according to claim 26,

wherein in step (d}) the first server selecting two or more of

the clients based on associating the identifiers of the clients

with the web server identifier; and in step (e) the first

server sending the identifiers of the selected two or more

clients to the requesting client.

44, (Previously presented) The method according to claim 43,

further comprising the step of the requesting client selecting

one of the clients as the selected client.

45. (Previously presented) The method according to claim 26,

further comprising the steps of the requesting client sending a

communication port number to the selected client, followed by

communication between the requesting client and the selected

client using the communication port number.

46. (Previously presented) The method according to claim 26,

further comprising the step of the requesting client sending

the web server identifier to the selected client.

- 5 -
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47. (Previously presented) The method according to

further comprising the step of the selected client

communicating with the web server.

48. (Previcusly presented) The method according to

wherein step (d) the first server selecting one of

based on the geographical location of the clients.

claim 46,

claim 26,

the clients
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49-52. (Cancelled)

53. (Currently amended) A method for data communication between

a requesting client and a web server storing a content via a

second client, for use with a first server and a second client,

and where the web server, the requesting client, the first

server, and the second client are communicatively coupled via

 the Internet and each is identified in the Internet using a

distinct identifier, and further for data communication with a

second web server storing a second content and having an

identifier in the Internet and the second clients via the

requesting client, the method comprising the steps of:

(a) sending its identifier and the web server identifier to the

first server;

(b) receiving from the first server the identifier of the

second client;

(c) sending the web server identifier to the second client; ae

(d} receiving the content associated with the web server from

the second client+;

(e) receiving the second content from the second web server;

(f) sending the second content to the second client.

o4. (Previcusly presented) The method according to claim 53,

wherein the steps are sequentially executed.

25. (Previcusly presented) The method according to claim 53,

wherein the first server is HTTP server and responds to HTTP

requests.
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56. (Previously presented) The method according to claim 53,

wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/IP protocol or connection.

57. (Previously presented) The method according to claim 53,

wherein the content includes web-page, audio, or video content.

98. (Previcusly presented) The method according to claim 53,

wherein the steps are part of browser or email application

execution.

59. (Cancelled)

60. (Previously presented) The method according to claim 53,

wherein the communication with the web server or the first

 server is based on, or according to, one out of UDP, DNS, TCP,

FTP, POP#, SMTP, or SQL standards.

61. (Previcusly presented) The method according to claim 53,

wherein the communication with the second client is based on,

or according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or

SQL standards.

62. (Previcusly presented) The method according to claim 53,

wherein the web server identifier, the first server identifier,

or the content identification is using a Uniform Resource

Locator (URL).

63. (Previously presented) The method according to claim 53,

wherein the web server identifier, the first server identifier,

the requesting client identifier, or the second client

identifier is using Internet Protocol (IP) address.

64, (Previcusly presented) The method according to claim 53,

wherein step (b) comprising the receiving from the first server
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the identifiers of two or more second clients, and further

comprising the step of selecting one out of second clients

based on associating the identifiers of the second clients with

the web server identifier.

65. (Previously presented) The method according to claim 53,

further comprising the steps of sending a communication port

number to the second client, followed by communication with the

second client using the communication port number.

66. (Previously presented) The method according to claim 53,

further comprising the step of sending the web server

identifier to the second client.
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REMARKS / ARGUMENTS

The examiner’s action dated March 293, 2018 (“Action”)

has been received and its contents carefully noted.

The allowance of claims 38 and 59 is thankfully noted.

Former claims 37-38 are cancelled and their

limitations incorporated into claim 26.

Former claim 59 is cancelled and its limitations

incorporated into claim 53.

Former claims 49-52 are cancelled.

An allowance is respectfully requested.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concessicn oft

unpatentability to the claim before its amendment.

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is

invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

BY /Yehuda Binder/
Yehuda Binder

Registration No. 73,612

Tel: +972-54-4444577

Fax: +972-9-7442619

yehudatmaypatents.com
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Notice ofPre-AIA or AIA Status

The present application is being examined underthe pre-AIAfirst to invent provisions.

Remarks

Applicant’s amendment dated December 10, 2017 responding to the September 19, 2017

Office Action provided in the rejection of claims 26-66. Claims 26-66 remain pending in the

application and which have been fully considered by the examiner.

Applicant’s arguments filed December 10, 2017 have fully considered; however the

arguments are moot in view of the new ground(s) of rejection. See rejections below for details.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-ATA 35 U.S.C. 103(a) which formsthe basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained thoughthe inventionis not identically disclosed or described as set
forth in section 102 of thistitle, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obviousat the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.

Patentability shall not be negatived by the manner in which the invention was made.

Claims 26-37, 39-58, 60-66 are rejected under pre-AIJA 35 U.S.C. 103(a) as being

unpatentable over Yu et al. (US 2006/0212584) hereinafter “Yu”, and in view of Chalouhietal.

(US 2009/03 19502) hereinafter “Chalouhi”.

Claim 26

Yu teaches a method for use with a group of clients[1.e. peer nodes 403, 406, 410 etc.]

for data communication between a web server[i.e. web server 405 or content source 332] storing

a content and a requesting client[i.e. peer node 403] via one or moreclients selected from the
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group, for use with a first server [i.e. indexing server 404 or control server 331], and where the

webserver, the requesting client, the first server, and the clients in the group are

communicatively coupled via the Internet and each is identified in the internet using a distinct

identifier (Yu, figures 2-4), the method comprising the steps of:

(b) the first server receiving and storing the identifiers of the clients in the group[i.e. the

control server 331 or the indexing server 404 maintains connectivity information/identifications,

such as network addresses and port numbers of respective peer clients that are connected within

the network 260 (e.g. Internet)] (Yu, figures 3-4; 0017, 0022, 0024, 0028);

(c) the requesting client sending the web server identifier to the first server [i.e. peer node

403 sends a request/query which comprises a URL in an address filed of web browserto the

indexing server 404; and the URL ofthe requested content specifies an address hosted by web

server 405] (Yu, 0026, 0033-0034);

(d) the first server selecting one of the clients from the group based on associating the

identifiers of the clients with the web server identifier [i.e. the indexing server 404 generating

(e.g. includes a selection step) a peerlist that currently maintain (associated) the requested

content specified by the URL identifier in the query submitted by peer node 403] (Yu, 0022,

0026, 0030, 0033);

(e) the first server sending the identifier of the selected client to the requesting client[i.e.

the peerlist is returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030,

0037);
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(f) the selected client receiving the content from the webserver[1.e. if no peer is available

in the returned query response, the peer node 403 connects to the source server or web server to

receive the content] (Yu, 0026, 0029, 0033-0034, 0037); and

(g) the requesting client receiving the content from the selected client[i.e. if the peer list

does identify peer nodes that have the requested content, then the peer node 403 connects to the

peer node identified in the peerlist and retrieve/receive the requested content thereform] (Yu,

0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) each of the devices sendingits identifier to the first server; and (c)

the requesting client sending its identifier to the first server.

However, in an analogousart, Chalouhi teaches (a) each of the devices sendingits

identifier to the first server[i.c. each P2P client 104 of client machines 102, 111, etc. sends its IP

address and port information to tracker server 114 which will adds the information to peerlist

118] and (c) the requesting client sending its identifier to the first server [i.e. the P2P client 104

of the client machine also sends its IP address and port information to tracker server 114]

(Chalouhi, 0023, 0030).

Therefore, it would have been obvious to one having ordinary skill in the art at the time

the invention was madeto incorporate the features of (a) each of the devices sending its identifier

to the first server; and (c) the requesting client sending its identifier to the first server, as

disclosed by Chalouhi, into the teachings of Yu. One would be motivated to support content/file

transfers within a group ofclients/peers over a network/Internet.
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Claim 27

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

steps are sequentially executed (Yu, figures 7-8, 0047).

Claim 238

Yu in combination with Chalouhiteach the method according to claim 26 wherein the

web server is Hypertext Transfer Protocol (HTTP) server and responds to HTTP requests from

the selected client (Yu, figure 7, 0026, 0029, 0030-0035, 0037, 0045).

Claim29

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server is HTTP server and responds to HTTP requests from the requesting client (Yu, figure

7, 0026, 0030, 0037, 0045).

Claim 30

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

web server is Transmission Control Protocol / Internet Protocol (TCP/IP) server and
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communicates based on, or according to, using TCP/IP protocol or connection (Yu,figures 3-4,

0024, 0026).

Claim31

Yu in combination with Chalouhiteach the method according to claim 26 wherein the

first server is a TCI / IP server and communicates based on, or according to, using TCP/IP

protocol or connection (Yu, figures 3-4, 0024, 0026).

Claim32

Yu in combination with Chalouhiteach the method according to claim 26 wherein the

content includes web-page, audio, or video content (Yu, 0017, 0021, 0026).

Claim 33

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server selecting one of the clients is based on the web server IP address or URL (Yu, 0022,

0026, 0030, 0033).

Claim 34
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Yu in combination with Chalouhi teach the method according to claim 26 wherein the

first server selecting one ofthe clients is based on the selected client IP address (Yu, 0022, 0026,

0030, 0033).

Claim 35

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

selected client further storing the content received from the web server (Yu, 0026, 0029-0030,

0033-0035).

Claim 36

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

requesting client sending the web serveridentifier to the first server as part of browser[i.e.

browser 401] or email application execution (Yu, 0026, 0033-0034); and the requesting client

sendingits identifier (Chalouhi, 0023, 0030).

Claim 37

Yu in combination with Chalouhi teach the method according to claim 26 further

comprising the step of the first server storing the requesting client identifier (Yu, 0017, 0022,

0024, 0028); and the requesting client sending its identifier (Chalouhi, 0023, 0030).
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Claim39

Yu in combination with Chalouhiteach the method according to claim 26 wherein the

communication with the web server or the requesting first server is based on, or accordingto,

one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Yu, 0024, 0045).

Claim 40

Yu in combination with Chalouhiteach the method according to claim 26 wherein the

communication with the requesting client or the selected client is based on, or according to, one

out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Yu, 0024, 0033-0037, 0045).

Claim41

Yu in combination with Chalouhiteach the method according to claim 26 wherein the

web serveridentifier, the first server identifier, or the content identification is using a Uniform

Resource Locator (URL) (Yu, 0026, 0028).

Claim42
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Yu in combination with Chalouhi teach the method according to claim 2.6 wherein the

webserveridentifier, the first server identifier, the requesting client identifier, or any of the

client’s identifier is using Internet Protocol (IP) address (Yu, 0026, 0037, 0045).

Claim 43

Yu in combination with Chalouhi teach the method according to claim 26 wherein in

step (d) the first server selecting two or more ofthe clients based on associating the identifiers of

the clients with the web server identifier [i.e. the indexing server 404 generating (e.g. includes a

selection step) a peer list that currently maintain (associated) the requested content specified by

the URLidentifier in the query submitted by peer node 403] (Yu, 0022, 0026, 0030, 0033); and

in step (e) the first server sending the identifiers of the selected two or more client to the

requesting [i.e. the peerlist 1s returned/sent to the peer node 403 from indexing server 404] (Yu,

0026, 0030, 0037).

Claim 44

Yu in combination with Chalouhiteach the method according to claim 43 further

comprising the step of the requesting client selecting one of the clients as the selected device

(Yu, 0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).
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Claim 45

Yu in combination with Chalouhi teach the method according to claim 26 farther

comprising the steps of the requesting client sending a communication port number to the

selected device, followed by communication between the requesting client and the selected client

using the communication port number (Yu, 0026, 0030, 0035).

Claim 46

Yu in combination with Chalouhi teach the method according to claim 26 further

comprising the step of the requesting client sending the web serveridentifier to the selected

client (Yu, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Claim 47

Yu in combination with Chalouhi teach the method according to claim 46 further

comprising the step of the selected client communicating with the web server (Yu, figures 3-4;

0022, 0026, 0033-0037).

Claim 48
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Yu in combination with Chalouhi teach the method according to claim 26 wherein step

(d) the first server selecting one of the clients based on the geographical location of the clients

(Chalouhi, 0028, 0043-0045).

Claim 49

Yu teaches a method for use with a group of clients[1.e. peer nodes 403, 406, 410 etc.]

for data communication between a webserver[i.e. web server 405 or content source 332] storing

a content and a requesting client[i.e. peer node 403] via one or moreclients selected from the

group, for use with a first server [i.e. indexing server 404 or control server 331], and where the

webserver, the requesting client, the first server, and the clients in the group are

communicatively coupled via the Internet and each is identified in the Internet using a distinct

identifier (Yu, figures 2 & 4), the method comprising the steps of:

(b) the first server receiving and storing the identifiers of the clients in the group [1.e. the

control server 331 or the indexing server 404 maintains connectivity information/identifications,

such as network addresses and port numbers of respective peer clients that are connected within

the network 260 (e.g. Internet)] (Yu, figures 3-4; 0017, 0022, 0024, 0028);

(c) the requesting client sending the web server identifier to the first server[i.e. peer node

403 sends a request/query which comprises a URL in an address filed of web browserto the

indexing server 404; and the URL ofthe requested content specifies an address hosted by web

server 405] (Yu, 0026, 0033-0034);
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(d) selecting one of the clients from the group[1.e. the indexing server 404 generating

(e.g. includes a selection step) a peer list that currently maintain (associated) the requested

content specified by the URL identifier in the query submitted by peer node 403] (Yu, 0022,

0026, 0030, 0033);

(e) the first server sending the identifier of the selected client to the requesting client [i.c.

the peer list is returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030,

0037);

(f) the selected client receiving the content from the webserver[i.e. if no peer is available

in the returned query response, the peer node 403 connects to the source server or web server to

receive the content] (Yu, 0026, 0029, 0033-0034, 0037); and

(g) the requesting client receiving the content from the selected client[i.e. if the peer list

does identify peer nodes that have the requested content, then the peer node 403 connects to the

peer node identified in the peerlist and retrieve/receive the requested content thereform] (Yu,

0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) each of the clients in the group sending its identifier to the

first server; (c) the requesting client sending its identifier to the first server (d) the one of

the clients from the group is selected based on the geographical location oftheclients.

However,in an analogousart, Chalouhi teaches (a) each ofthe clients in the

group sending its identifier to the first server [i.c. each P2P client 104 of client machines

102, 111, etc. sends its IP address and port information to tracker server 114 which will

adds the information to peer list 118] and (c) the requesting client sendingits identifier to
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the first server[i.c. the P2P client 104 of the client machine also sends its IP address and

port information to tracker server 114] (Chalouhi, 0023, 0030); and (d) the one of the

clients from the group is selected based on the geographical location of the clients

(Chalouhi, 0028, 0043-0045).

Therefore, it would have been obvious to one having ordinary skill in the art at the

time the invention was made to incorporate the features of (a) each of the clients in the

group sending its identifier to the first server; (c) the requesting client sendingits

identifier to the first server (d) the one of the clients from the group is selected based on

the geographical location of the clients, as disclosed by Chalouhi, into the teachings of

Yu. One would be motivated to support content/file transfers within a group of

clients/peers over a network/Internet.

Claim 50

Yu in combination with Chalouhiteach the method according to claim 49 wherein in

step (d) thefirst server is selecting one of the clients (Yu, 0022, 0026, 0030, 0033).

Claim51

Yu in combination with Chalouhi teach the method according to claim 49 wherein in

step (d) the requesting client is selecting one of the clients (Yu, 0026, 0029-0031, 0033, 0035,

0037).
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Claim 53

Yu teaches a method for data communication between a requesting client[i.e. peer node

403] and a webserver[i.e. web server 405 or content source 332] storing a contempt via a

second client[i.e. peer nodes 406, 410 etc.], for use with a first server and a second client, and

where the web server, the requesting client, the first server, and the second client are

communicatively coupled via the Internet mid eachis identified in the Internet using a distinct

identifier (Yu, figures 2 & 4), the method comprising the stepsof:

(a) sending the web serveridentifier to the first server [i-c. peer node 403 sends a

request/query which comprises a URL in an addressfiled of web browserto the indexing server

404; and the URL ofthe requested content specifies an address hosted by web server 405] (Yu,

0026, 0033-0034);

(b) receiving from the first server the identifier of the second client[1.¢. the peerlist is

returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030, 0037);

(c) sending the web serveridentifier to the secondclient[1.e. if the peer list does identify

peer nodesthat have the requested content, then the peer node 403 connects to the peer node

identified in the peer list and retrieve/query the requested content] (Yu, 0022, 0026, 0029, 0030-

0031, 0033, 0035, 0037);

(d) receiving the content associated with the web server from the secondclient[1.e. if the

peerlist does identify peer nodes that have the requested content, then the peer node 403
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connects to the peer node identified in the peer list and retrieve/receive the requested content

thereform] (Yu, 0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) sending its identifier to the first server.

However, in an analogous art, Chalouhi teaches (a) sendingits identifier to the first

server[i.e. each P2P client 104 of client machines 102, 111, etc. sends its IP address and port

information to tracker server 114 which will adds the information to peer list 118] (Chalouhi,

0023, 0030).

Therefore, it would have been obvious to one having ordinary skill in the art at the time

the invention was madeto incorporate the features of (a) sending its identifier to the first server,

as disclosed by Chalouhi, into the teachings of Yu. One would be motivated to support

content/file transfers within a group ofclients/peers over a network/Internet.

Claim 52 does not teach or define any new limitation other than above claim 38. Therefore,

claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any new limitation other than above claims 27, 29,

31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar reasons.
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Allowable Subject Matter

Claims 38 and 59 are objected to as being dependent upon a rejected base claim, but

would be allowable if rewritten in independent form includingall of the limitations of the base

claim and any intervening claims.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to MINH CHAU N NGUYENwhosetelephone numberis

(571)272-4242. The examiner can normally be reached on M-F 8am-4pm.

Examinerinterviewsare available via telephone, in-person, and video conferencing using

a USPTO supplied web-based collaboration tool. To schedule an interview, applicantis

encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, JEFFREY NICKERSONcan be reached on (571)270-3631. The fax phone number

for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
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like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: 

In re Application of: Confirmatio

Derry Shribman et al. Art Unit:

Appln. No.: 14/025,109

  

Filed: September 12, 2013 Washington,

For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT

DATA COMMUNTCATTION } December 10

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments
401 Dulany Street
Alexandria, VA 22314

Sir:

In response to the Office Actio

19, 2017 (“Action”):

HOLA-005-US2

n No. 6194

2459

Examiner: Nguyen, Minh Chau

D.C,

, 2017

n of September

Remarks/Arguments begin on page 2of this paper.
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Appin. No. 14/025,103
Reply to Office action of September 19, 2017

REMARKS / ARGUMENTS

The examiner’s action dated September 19, 2017

(“Action”) has been received and its contents carefully noted.

Office Action, pages 2-16

Claims 26-66 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Garcia-Luna-Aceves et al. (Us

2002/0007413 - *“Garcia”’) in view of Yu et al. (US 2006/0212584

_ “yu” ) .

Combining Garcia with Yu

a. The Action fails to explain WHY the Garcia and Yu are

combinable. If the Examiner contends that they are analogous

art being in the same field, a_clear definition stating that

field is requested, as required in the rules.

b. The rationale for combining the Garcia and Yu references is

to support content delivery system”. Since both Garcia and

Yu describe a ‘content delivery system’, the rationale provides

no linking to the present application, as required in MPEP 2143 

that clearly states that “Any rationale employed must provide a

link between the factual findings and the legal conciusion of

obviousness.” (Emphasis added). Further, this rationale amounts

to nothing more than a conclusory statement, while the Office

cannot rely solely on common knowledge or common sense to

Support its findings. Further, it is settled that the Office

should provide a “satisfactory explanation” for the motivation

finding that includes an express and “rational” connection with

the evidence presented. Further, the same rationale was used in

former Action to combine Garcia with the Harrow reference,

hence further suggesting no linkage to the actually cited

references.
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Cc. Further, since ‘supporting content delivery’ is long

desired, the rationale, in fact, confirms that the modification

based on the combination amounts to a solution to a long-felt

soluticn that serves as a secondary consideration further

supporting non-obviousness.

d. Furthermore, BOTH Garcia and Yu clearly teach schemes for

the stated motivation of “. to support content delivery

system.’. Since the inventions in Garcia and Yu are each self-

contained and independently operate effectively to reach at the

rationale motivation:

Because each device independentiy operates
effectively, a person having ordinary skili in
the art, who was mereiy seeking to create a
better device to drain fluids from a wound,
would have no reason to combine the features

of both devices into a single device.
Kinetic Concepts v. Smith and Nephew, 688 F.3d 1342, at 1369

(CAFC, 2012).

e. Teaching away: The Garcia reference is silent, and

affectively teaches away, from using clients as content source

for other clients.

1. There is clear distinction in the art and as taught by the

Garcia reference between clients and servers. Client devices,

such as client 105 in the Garcia reference, are end-units that

request information from servers, use client-related software

such as Web browser software, communicate over the Internet

 using ISP connection, and are typically consumer owned and

operated (see Figures 1 and 2? in Garcia, as well as paragraphs

0010 and 0085). As shown in Figure 2, a client device typically

connects te the Internet via an ISP using a single connection.
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2. In contrast, server devices are known in the art te be

dedicated devices to store information cbhjects, to be provided

to clients upon request (See paragraph 0012 in Garcia, for

example).

3, The Garcia invention is directed to introducing a new type

of information-object / client mapping device referred to as

“Web router”. The Web router is a backbone device (see Figure

2), and as taught in paragraph 0082, the ‘Web router’

communicates with ‘its neighbor Web routers’ via point-to-point

links (paragraph 0091), and may be co-located with ancther

server, such as °.. a Web-server, a web cache, a hosting server,

@ DNS server or an original content server’ (paragraph 0082).

While retaining the client-server basic architecture (See

paragraph 0153), the Garcia reference teaches a mapping method

for affectively addressing caches, in order to allow low

latency in the Internet,

A, The Garcia disclosure is silent, and affectively teaches

away, from caching or retrieving information objects from

clients, such as by using peer-to-peer scheme. The Garcia

reference only teaches caching in servers or backbone-embedded

Web routers. The Garcia disclosure is silent, and affectively

teaches away, from implementing ‘web router’ functionality in

clients. Further, caching information in clients clearly

changes the way of operation of the Garcia network, and since

clients are inherently sources limited, such as in bandwidth

and stcerage capability, the latency of fetching information

object is expected to be increased, rather than being reduced

as intended by the Garcia invention.

5. The Garcia disclosure describes four distinct and non-

interoperable selection mechanisms, detailed in paragraph 0104

as follows:
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f0i04] In a further embodiment, one of the
following four mechanisms, or, a combination
of some of the following four mechanisms, is
or may be used to communicate the best Web
cache or content server, or the set of Web

caches (more generaily the information object
repository (ies)), which should serve a
ciient's request:
[0105] (1) direct cache seiection;
fC@i06] (2) redirect cache selection;

fO107] (3) remote DNS cache selection; and

fCi08] (4) client DNS cache selection.

However, the Action improperly ‘pick and choose’ from

the different mechanisms. For example, the rejection is based

on paragraph 0113 that is part of the “(i) direct cache

selection” mechanism, and paragraphs 0119-0121 that are part of

the “(2) redirect cache selection” mechanism.

Regarding claim 26.

Claim 26 recites that “(d) the first server selecting

one of the clients from the group based on associating the

identifiers of the ciients with the web server identifier; fe)

the first server sending the identifier of the selected client

to the requesting client; ..%. The claim explicitly discloses

that it is the first server (assumed to be equated to the

Control Server 331 in Yu) that makes the selecting, and sends

the information about the selection to the requested client

device. In contrast, as described in the cited paragraph 0022

and steps 512 6& 514 in Figure 5, the Yu reference teaches that

the selection is made by the client device, after receiving the

whole list from the server.

Regarding claim 27.
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Claim 26 recites that “™(e) the first server sending the

identifier of the selected citent to the requesting client; (f)

the selected ciient receiving the centent from the web server;

"|. According to claim 27, the selected client fetch the

information from the web server AFTER being selected. In

contrast, the Yu reference is based on selecting a client

device ONLY based on this client storing in its cache memory

the requested information.

Regarding claims 28-29 and 55.

The cited paragraph 0010 in the Garcia reference

explicitly teaches HTTP with regard to Internet communication

in a server/client scheme, hence further remote from combining

with Yu that focuses on peer-to-peer communication.

Regarding claims 30-31 and 56.

The cited paragraph 0096 in the Garcia reference

explicitly teaches TCP/IP with regard to WILD scheme between

Web routers, hence further remote from combining with Yu that

focuses on clients peer-to-peer communication.

Regarding claim 41.

The cited paragraph 0010 in the Garcia reference

explicitly teaches URL with regard to Internet communication in

a server/client scheme, hence further remote from combining

with Yu that focuses on peer-to-peer communication.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concessicn oft

unpatentability to the claim before its amendment.

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is

invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

BY /Yehuda Binder/
Yehuda Binder

Registration No. 73,612

Tel: +972-54-4444577

Fax: +972-9-7442619

yehudatmaypatents.com

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

100 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

101 of 789

Electronic AcknowledgementReceipt

Application Number: 14025109

International Application Number:

Confirmation Number: 6194

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

a
a

Paymentinformation:

Submitted with Payment

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (ifappl.)

 
282623

Second-NF-Response.pdf d4ae5e3787d7366ded7da7 | 24ae6750d8b
e2é4bc

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

101 of 789

 



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

102 of 789

Multipart Description/PDFfiles inTeerdescription|DoumentDescription|DoumentDescriptionAmendment/Req. Reconsideration-After Non-Final Reject cnnaca
Applicant Arguments/Remarks Made in an Amendment

Information:

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
AcknowledgementReceiptwill establish thefiling date of the application.
NationalStage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105} will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the internationalfiling date of
the application.

 
Major Data, UABv. Bright Data Ltd.

IPR2022-00915, EX. 2009
102 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

103 of 789

UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
Alexandria, Virginia 22313-1450WarnUsplo.20"

APPLICATION FILING or GRP AR

NUMBER 371(¢) DATE UNIT PIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
25 414/025,109 09/12/2013 2459 1810 HOLA-005-U$2

 
CONFIRMATION NO. 6194

131926 CORRECTEDFILING RECEIPT
May Patents Lid. c/o Dorit Shem-T

pop. (O000).0810
Ramat-Gan, 5217102
ISRAEL

Date Mailed: 11/28/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER,FILING DATE,
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Inventor(s)
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Foreign Applications for which priority is claimed (You may beeligible to benefit from the Patent Prosecution
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Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
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The country code and numberof your priority application, to be used forfiling abroad under the Paris Convention,
is US 14/025,109

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

Title

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Preliminary Class

709

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to considerthe filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies the filing
of patent applications on the sameinvention in member countries, but does not result in a grant of "an international
patent" and doesnot eliminate the need of applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patentin that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidanceasto the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, orit
can be viewed on the USPTO website at hitp:/Avww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Awww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help “toolkits” giving innovators guidance on how to protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGNFILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). Thelicense is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlierlicense of similar scope has been granted under
37 GFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be used at any time onorafter the effective date thereof unless
itis revoked. This license ig automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Governmentcontract or the provisions of existing laws relating to espionage and the national
security or the expart of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Departmentof Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED” DOES NOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

 

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsmanfor existing and potential investors; advocates on behalf of U.S.cities, states,
and regions competing for global investment; and counsels U.S. economic developmentorganizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business,visit http:/Awww.SelectUSA.govorcall
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTSPO. Box 1450

Alexandria, Virginia 22313-1450Wawuspto.gor

 
14/025,109 09/12/2013 Derry Shribman HOLA-005-US2

CONFIRMATION NO. 6194

131926 POA ACCEPTANCE LETTER

May Patents Ltd. c/o Dorit Shem-Tov

P.O.B 7230 IOCOQO000095/1 7587
Ramat-Gan, 5217102
ISRAEL

Date Mailed: 11/28/2017

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Powerof Attorneyfiled 11/17/2017.

The Powerof Attorney in this application is accepted. Correspondencein this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office

of Data Management, Application Assistance Unit,at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.
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 Altame Docket Number i stents HOLA-005-US2aApplication Data Sheet 37 CFR 1.76 | acetal Sherer: ennai||ApplicationNumber : 14/025,409
--—_—YEEeeeveean

i

  

 
 

7| Title of invention SYSTEM PROVIDING FASTER AND MORE EFFIGIENT DATA COMMUNICATION   
| EntereitherCustomer Number or complete the CorrespondenceInformationsectionbelow. | | |
Forfurtherinformation see37CFR4.-33{a). i
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 i1 ‘An“Address is being providedfor thecorrespondenceInformationofthis‘application.
“CustomerNumber 131926

| Email Address | ‘padneeneabeieeiis aBeteeteeterneeanenn SnnnnnnnnnAGGnGnnnannanenannsensenannabnannannannaenannenecnnannannennannannannennannannannannannannannannannannannannennannen semen entwe we yweywe yee TNEyee

 
 
   

Application information:
Tithe ofthe Invention -|‘SYSTEMPROVIDINGFASTERANDMORE EFFICIENTDATA COMMEINICATION

 
  

 
 

 

"Subjectiatior aiOiiycnt eetneteine penneinepenctnunnsennannanenen
| Total Number ofDrawing Sheets(ifany)|   |SuggestedFigureforPublicationatany)SRersareetetanic Atenas

“Publicationinformation: panne LAANERT

timeofRequest 37 CFR1.219)AASAASASSIAWASEANARRARRAISNIBABATARRRRATINAARARATEOEEECEHRI

Request Not to Publish. i hereby request that the attached application not beepublishedunder
35 U.S.C. 122(b) and certify thai the invention disclosed in the attached application has not and will not be the
subiect of an application filed in another country, or under @ multilateral international agreeriont, that requires
publication at eighteen months afterfiling.

 

 ponececcceserreemereomeapraeren:2 tees

Representative information:

i Representative information should be provided for all practitioners having a power of attorney in fhe application. Providing E
this information in the Application Data Sheet does not constitute a power of attorney In the application (see 37 CFR 1.32).
Either enier Customer Number or complete ihe Representative Name section below. Hf both sections are cormpleted the customer
Number will be used for the Representative Information during processing.

 

3
ooo et

Jenne— ge vee nen teed ee de tee ten deed ec deeds teneee

{} US Patent PractitioneryOoLimitedRecognitionGT7CFR.a.3}4 i:Please‘SelectOne: @®CustomerNumber o
‘CustomerNumber hm 131926Ssareeresrerrasrasrasrasraarsresrstresessenaresrascastasral ~ * “pnninrbeceuesessssssnssneny

Domestic Benefit/NationalStageInformation:
Thissectionallowsfortheapplicanttoeither claimbenefitunder35U.S.C.449(8},120,124|of368(c)orindicate—_
National Stage entry fram a PCT apptication. Providing this information in the application data sheet constitutes the
specific reference required by 35 U.S.C. 118(8) or 120, and 37 CFR 1.78.

;
;
i

esreawenwnmnnoeneanennanal
|| Continuity Type i

i © Division of | 12836059 20800714
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| AttorneyBosKet Number i roreemereet HOLA.005-Us2Application Data Sheet 37 CFR 14.76 }- ween wafers _Applic: tion‘Number 14/025,109

eyaeenEELspectitbtseantnnatenenenteeetnttdiuneeteeeLEEEAEGoesieeeeeeeeeesenddeenggmmemgmmatagnintseeee

Title of Invention SYSTEM PROVIGING FASTER AND MORE EFFICIENT DATA COMMUNICATION |i sscseustnasenestnnnnivavinsneiedtnncanisiysnneyngtineinnerneneneenantenenangnenennegtnettaepentgeaotapegeeasanianhaneenaytneuaengunntneensnanaeeetngneteetesenannasseauanuanattcngnenen

| ApnlicationNurnber | Continuity Type Prior Application|Number| Filing Date OPYY'Y-MM-BD) ||
42BA6050 nan.nprovisional af 61 2a9G24 “2008-10-68

i Additional Domestic Benefit/National Stage Oaia may be generated within this form y
[by.selectingtheAddbutton.
Foreign Priority information:
governementannnaennanannnonennnanannannnonsonneeesenneennaee

This secticn allows for the applicant te claim priority to a foreign application. Providing this information in the applicaiion data sheet
‘constitutes the clairn for priority as required by 34 U.S.C. 1195) and 37 CFR 4. S8{ah. When priority is claimed te a foreign application
that is eligible for retrieval underthe priority document exchange program(PDX)! the information will be used by the Office te

lautomatically attempt!retrieval pursuant te 37 CFR 1.55044) and (2). Under the PDXprogram, applicant bears the ultimate

responsibility for ensuring that a copy of the foreign application is received by the Office fram the participating foreign intellectual i

iproperty offiee, or a certified copy of the forelgn priority application is filed, within the time period specified in 37 CFR 1.65{g}(4). |
|  

Application Number Country! FilingDate(YYYY-MM-DD) Access Code! (if applicable}
t   

Additional ForeignPriority Data may be generated within thisform by selectingthe —
| Add button.

Statement under 37 CFR 4.55 or 1.78 for AIA (First inventor to File} Transition
Applications

“Thisapplication(1)claimsprioritytoorthebenefitofanapplicationfiledbeforeMarch16,2043and(2)also
contains, or contained at any time, a claim to a claimed invention that has an effective filing daie on or after March

P) 46, 2073.
NOTE: By providing this stalement under 27 CFR 1.55 or 1.78, this application, with a filing date on or after March
16, 2073, will be examined under the first inventor to file provisions of the AIA.

Authorization to Permit Access:
“Authorization toPermit‘Accessto the instantntApplicationbyththeeParticipating¢Offices seni
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Approved for use wravgh OUGV2014. CME 06840032iS. Patent and Trademark GHice, U3. DEPARTMENT OF COMMERCE

HinderthePaperworkRaductionAtof3995.1neeeeare Feqhifred foTespond|iog entection of information Unless @ contains 3 ‘alt7OMBeeattalnmtsumber.
| AttorneyDocket Number|liaise HOLA005-US2| Application Data Sheet 37 CFR 4.76 | eeeTeese| ApplicationNumber 14/025,109

peveeenattndannt theese ee

et :
Title of invention i SYSTEM PROVIDING FASTER ANB MORE EFFICIENT DATA COMMUNICATION i 
   

 if‘gheoke#8,the See ¢ hereb geants the USPTO authority to prawice dh peatthe dapayPaient O¥ice (POS, the Konsan intelectual Property Ctfion TRIPE, the Wetig1 heteltoctal PropertyOHice (VAPO),
and anyother intaiiécialprogarly alisewin which a foréigd aidplidation Gainitigproniytd theinsiant patent application¢ fled access te iheinstant patent applieation. See 37-CFR i jdteyand(hb), This box shoud not tie checkedifthe applicant idoes not wish ihe EPO, JPO, KIPO, WIPO, or other intellectual sronertyoffice in which a forelgn application claiming oriority

ito the instant patent application is filed to have access to the instant patent application.

g
3
3
g

i

|

tin accordance with 37 CFR 1. 14(h}(3), access will be provided to a copy of the inslant patent application with respect
Ho: 1} the instant patent application-as-filed; 2} any foreign application to which ihe instant patent application
claims priority under 36 U.S.C. 119(a)4o) fa copy of the foreign application that satisfies the certified capy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. apolication-as-filed from which benefit is
sought In the instant patent application,

‘in accordance with 37 CFR 1.i4(c}, access may be provided te information cancerning the date o f filing this Authorization.i
:

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirament of part 2 of THle 37 of CFR
to have an assignment recorded by the Office.

 
 

"Applicant 7
itheapplicantistheinventor(ortheremainingjointInventororinventorsUnder37CFR4.45), this sectionshouldnotbe completed._
iThe informationto be provided in this section /s the name and address of the legal representative whois the applicant under 37 CFR

4 4% af the name and address of the assignee, person te whom the inventor is under an obligation io assign the invention, or person
iwho otherwise shows sufficient proprietary interast in the matter who is the applicant under 37 CFR 1.46. if the applicant is an i
lanplicant under 37 CFR 1.48 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient |
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be i

annaentre

     

 

t

identified in this section.

be ASSESSi a wee sereneeee peerreg ein ave

iS Assignee |eO Lege Representative under 35 U.S.C. 117 © Joint Inventorvecbicceesensenpuiqeesntenenenseceenenenenteaneneentdauinngenescuensaeant|

Oo“Peesson to whem the inventor is obligatreatto assign. lOPersonwhosshows¢ sufficient proprietary interest
‘applicant|isthelegalrepresentative, indicate the.authority|tofleihepatent‘application,i.theinventoris:~~

Name of the Deceased or Legallyincapacitated inventor:fieee
E- seqenuennnness renteneSEE

IftheApplicantiis an|Organizaticoncheck here, 4
 Organization Name | Lenieeihbninstnnatenita HOLA NEWCO LTD.
cnnTTD,posnestnpinnnnntannaninntententtuntennenantet  

ai ingAddressininformation For Applicant:
Address 1

Addrass 2 ee
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PhoneNumber fFaxNumber
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PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. CMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondte a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number|HOLA-005-US2
Application Data Sheet 37 CFR 1.76 —

Application Number 14/025,109

Title of Invention SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section onlyif identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. LJ

Mailing Address Information For Assignee including Non-Applicant Assignee:

PpStateProvince|
a

Email Address et
Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

 
Signature:
NOTE:This Application Data Sheet must be signed in accordance with 37 CFR 1.33{b). However,if thls Application
Data Sheetis submitted with the INITIALfiling of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14({c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
powerof attorney (e.g., see USPTO Form PTO/AIA/81) on behalf ofall joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Siarfre Binder/ Date (YYYY-MM-DD)| 2017-11-16
Additional Signature may be generated within this form by selecting the Add button.
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PTOVAIA/14 (11-15)
Approved for use through 04/30/2017. CMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respondte a collection of information unless it contains a valid OMB control number.

Application Data Sheet 37 CFR 1.76 —
Application Number 14/025.109 Title of Invention SYSTEM PROVIDING FASTER AND MOREEFFICIENT DATA COMMUNICATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTOte precess) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Timewill vary depending upon the individual case. Any comments on the amountof time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection ofthis information
is 35 U.S.C, 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S, Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the DepartmentofJustice to determine whetherthe Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Memberwith respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
§52a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvementsin records managementpractices and
Programs, under authority of44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant(.¢., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record wasfiled in an application which became abandonedor in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation. 
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Electronic AcknowledgementReceipt

Application Number: 14025109

International Application Number:

Confirmation Number: 6194

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

a
a

Paymentinformation:

Submitted with Payment

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (ifappl.)
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Information:

802990

signed_uspto_poa_hola_newc
Powerof Attorney o.pdf 573 la23b64e3aa397cad6dca Had3chb154

49870

Information:

1024671

Application Data Sheet ADS-with-TC.pdf 32475530e2detb4 9663 9abc8fS4 3h7adb7 4]
32ec

Information:

This is not an USPTO supplied ADSfillable form

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable.It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary componentsfora filing date (see 37 CFR
1.53(b)-(d} and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
AcknowledgementReceiptwill establish thefiling date of the application.
NationalStage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.
New International Application Filed with the USPTO as a Receiving Office
If a new internationalapplication is being filed and the international application includes the necessary components for
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105} will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this AcknowledgementReceiptwill establish the internationalfiling date of
the application.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER37 CER 3.73(c)

Applicant/Patent Owner: Hola Networks Lid.
Application No./Patent No.: _14/025,109 Filed/Issue Date: 09-12-2013
Titled: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA NEWCO LTD. _a Corporation 

(Nameof Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):

1. The assignee of the entire right, title, and interest.

2. [| An assigneeof less than the entire right, title, and interest (check applicable box):
|_| The extent (by percentage) of its ownership interestis %. Additional Statement(s) by the owners

holding the balanceof the interest must be submitted to account for 100% of the ownership interest.

CT There are unspecified percentages of ownership. The otherparties, including inventors, whe together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balanceof the interest must be submitted to accountfor the entire
right, title, and interest.

3. L] The assignee of an undividedinterest in the entirety (a complete assignment from oneof the joint inventors was made).
The otherparties, Including inventors, who together own the entire right,title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to accountfor the entire
right, title, and interest.

4. LC] The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undividedinterest in the entirety (a
complete transfer of ownership interest was made). The certified document(s} showing the transfer is attached.

The interestidentified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of cptions A or B below):

A. C] An assignmentfrom the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain oftitle from the inventor(s), of the patent application/patentidentified above, to the current assignee as follows:

1. Fram: Derry Shribman, Ofer Vilenski To: HOLA NETWORKSLTD.

The document was recorded in the United States Patent and Trademark Office at

Reel 931415 , Frame 0428 , or for which a copy thereof is attached.
2. From: HOLA NETWORKSLTD. To: HOLA NEWCOLTD.

The document was recorded in the United States Patent and Trademark Office at

Reel 943977 , Frame 0335 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public whichistofile (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 GFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Timewill vary depending uponthe individual case. Any comments on the amount
al time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chiet Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond te a callection of information unless it displays a valid OMB control number.

STATEMENT UNDER37 CER 3.73(c)

To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recordedin the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereofis attached.

To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[| Additional documents in the chain oftitle are listed on a supplemental sheet(s}.

[] As required by 37 CFR 3.73(¢)(1}(i}, the documentary evidence of the chain oftitle from the original ownerto the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy(i.e., a true copy of the original assignment document(s}} must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignmentin the records of the USPTO. See MPEP 302.08]

The undersigned (whosetitle is supplied below) is authorized to act on behalf of the assignee.

/Yehude Binder/ November 15, 2017
Signature Date

Yehude Binder US Patent Agent 73,612
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated contidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these recordsis
required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Memberwith respect to the subject matter of the record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSAaspart of that agency's
responsibility to recommend improvements in records managementpractices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any otherrelevant (ie., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations aboutindividuals.
A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record wasfiled in an application which became abandonedorin which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes awareof a violation or potential violation of law or regulation.
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The present application is being examined underthe pre-AlA first to invent

provisions.

Remarks

Applicant’s amendment dated April 2, 2017 responding to the January 10, 2017

Office Action provided in the rejection of claims 26-66. Claims 26-66 remain pending in

the application and which have beenfully considered by the examiner.

Applicant’s arguments filed April 2, 2017 have fully considered; however the

arguments are mootin view of the new ground(s) of rejection. See rejections below for

details.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 ofthistitle, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the mannerin which the
invention was made.

Claims 26-66 are rejected underpre-AlA 35 U.S.C. 103(a) as being

unpatentable over Garcia-Luna-Aceveset al. (US 2002/0007413) hereinafter “Garcia”,

andin view of Yu et al. (US 2006/0212584) hereinafter “Yu”.

Claim 26
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Garcia teaches a method for use with a group of clients for data communication

between a webserverstoring a content and a requesting client via one or more clients

selected from the group,for use with a first server, and where the webserver, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the internet using a distinctidentifier,

the method comprising the stepsof:

(c) the client sending its identifier and the webserveridentifier to the first server

(Garcia, 0113, 0119-0120);

(d) the first server selecting one of the devices based on associating the

identifiers of the clients with the web serveridentifier (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication; (a) each of the

devices sendingits identifier to the first server; (b) the first server receiving and storing

the identifiers of the devices; (d) the first server selecting one of the clients from the

group; and (f) the selected client receiving the content from the web server; and (g) the

requesting client receiving the content from the selected client.

However, in an analogous art, Yu teaches a groupofclients for data

communication (Yu, figures 2 & 4); (a) each of the devices sendingits identifier to the

first server (Yu, 0022-0023, 0026); (b) the first server receiving and storing the
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identifiers of the devices (Yu, 0022-0023); (d) the first server selecting one of the clients

from the group (Yu, 0022, 0026, 0033, 0035); and (f) the selected client receiving the

content from the web server (Yu, 0026, 0033-0037); and (g) the requesting client

receiving the content from the selected client (Yu, 0026, 0031, 0035-0037).

Therefore, it would have been obvious to one having ordinary skill in the art at

the time the invention was madeto incorporate the features of a group of clients for data

communication; (a) each of the devices sendingits identifier to the first server; (b) the

first server receiving and storing the identifiers of the devices; (d) the first server

selecting one of the clients from the group; and (f) the selected client receiving the

content from the web server; and (g) the requesting client receiving the content from the

selected client, as disclosed by Yu, into the teachings of Garcia. One would be

motivated to support content delivery system.

Claim 27

Garcia in combination with Yu teach the method according to claim 26 wherein

the steps are sequentially executed (Yu, 0047).

Claim 28
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Garcia in combination with Yu teach the method according to claim 26 wherein

the web serveris Hypertext Transfer Protocol (HTTP) server and responds to HTTP

requests from the selected client (Garcia, 0010).

Claim 29

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server is HTTP server and responds to HTTP requests from the requesting

client (Garcia, 0010).

Claim 30

Garcia in combination with Yu teach the method according to claim 26 wherein

the web server is Transmission Control Protocol/ Internet Protocol (TCP/IP) server and

communicates based on, or according to, using TCP/IP protocol or connection (Garcia,

0096),

Claim 31
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Garcia in combination with Yu teach the method according to claim 26 wherein

the first server is a TCI / IP server and communicates based on, or according to, using

TCP/IP protocol or connection (Garcia, 0096).

Claim 32

Garcia in combination with Yu teach the method according to claim 26 wherein

the content includes web-page, audio, or video content (Garcia, 0113, 0153).

Claim 33

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server selecting one of the devices is based on the web serverIP address or

URL (Garcia, 0010); and selecting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 34

Garcia in combination with Yu teach the method according to claim 26 wherein

the first server selecting one of the devices is based on the selected device IP address

(Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Yu, 0022, 0026, 0033-0037).
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Claim 35

Garcia in combination with Yu teach the method according to claim 26 wherein

the selected device fresher storing the content received from the web server (Garcia,

0102-0103, 0121, 0153); and selecting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 36

Garcia in combination with Yu teach the method according to claim 26 wherein

the device sendingits identifier and the web serveridentifier to the first server as part of

browser or email application execution (Garcia, 0010, 0102-0103); and requesting client

(Yu, 0033-0037).

Claim 37

Garcia in combination with Yu teach the method according to claim 26 further

comprising the step of the device sendingits identifier to the first server, and thefirst

server storing the device identifier (Garcia, 0102, 0113); and requesting client(s) (Yu,

0033-0037).
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Claim 38

Garcia in combination with Yu teach the method according to claim 37 further

for data communication between a second, web server storing a second content and

having an identifier in the Internet and a oneofthe clients via the requesting client, the

method further comprising the steps of:

(h) one of the devices sending the second webserveridentifier to the first server

(Garcia, 0102, 0113);

(i) the first server sending the identifier of the client to the one of the devices

(Garcia, 0113-0114, 0119-0121, 0153);

(j) the client receiving the second content from the second webserver(Garcia,

0113-0114, 0119-0121, 0153); and

(k) the one of the devices receiving the second content from the client (Garcia,

0113-0114, 0119-0121, 0153).

Yu teachesthe selected client and the requesting client receiving the content

from the selected client (Yu, 0022, 0026, 0033-0037).

Claim 39
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Garcia in combination with Yu teach the method according to claim 26 wherein

the communication with the web serveror the requestingfirst server is based on, or

according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQLstandards

(Garcia, 0126).

Claim 40

Garcia in combination with Yu teach the method according to claim 26 wherein

the communication with the client or the selected device is based on, or according to,

one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQLstandards (Garcia, 0126); and

requesting client(s) (Yu, 0033-0037).

Claim 41

Garcia in combination with Yu teach the method according to claim 26 wherein

the web serveridentifier, the first server identifier, or the content identification is using a

Uniform Resource Locator (URL) (Garcia, 0010).

Claim 42
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Garcia in combination with Yu teach the method according to claim 2.6

wherein the webserveridentifier, the first serveridentifier, the client identifier, or any of

the device's identifier is using Internet Protocol (IP) address (Garcia, 0102, 0113); and

requesting client(s) (Yu, 0033-0037).

Claim 43

Garcia in combination with Yu teach the method according to claim 26 wherein

in step (d) the first server selecting two or moreof the device based on associating the

identifiers of the devices with the web serveridentifier [i.e. selecting a best cache server

based the received IP addressofclient with using WILD table] (Garcia, 0102-0103,

0114, 0121, 0153). Even though the best cache serveris selected, but besides this, Yu

does disclose the selected device receives the content (Yu, 0033-0037); and in step (e)

the first server sending the identifiers of the selected two or moreclient devices to the

requesting (Yu, 0022, 0026, 0033-0037).

Claim 44

Garcia in combination with Yu teach the method according to claim 43 further

comprising the step of the client selecting one of the devices as the selected device[i.e.

selecting a best cache server based the received IP addressof client with using WILD
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table] (Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache serveris

selected, but besides this, Yu does disclose the selected client device receives the

content and requesting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 45

Garcia in combination with Yu teach the method according to claim 26 farther

comprising the steps of the client sending a communication address to the selected

device, followed by communication between the client and the selected device using the

communication address[i.e. sending the IP address of the client 300 to a Web router

304] (Garcia, 0113, 0119-0120). Besides this, Yu does disclose the feature of

communication port number (Yu, 0022); and selecting and requesting clients (Yu, 0033-

0037).

Claim 46

Garcia in combination with Yu teach the method according to claim 26 further

comprising the step of the requesting client sending the web serveridentifier to the

selected device (Garcia, 0113-0114, 0119-0121); and selecting client (Yu, 0022, 0026,

0033-0037).
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Claim 47

Garcia in combination with Yu teach the method according to claim 46 further

comprising the step of the selected device communicating with the web server (Garcia,

0113-0114, 0119-0121); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 48

Garcia in combination with Yu teach the method according to claim 26 wherein

step (d) the first server selecting one of the devices based on the geographical location

of the clients (Garcia, 0102); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 49

Garcia teaches a method for use with a groupof clients for data communication

between a web serverstoring a content and a requesting client via one or moreclients

selected from the group, for use with a first server, and where the web server, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the Internet using a distinct identifier,

the method comprising the stepsof:
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(c) the requesting client sendingits identifier and the web serveridentifier to the

first server (Garcia, 0113, 0119-0120);

(d) selecting one of the devices based on the geographical location of the

devices (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group ofclients for data communication; (a) each of

the clients in the group sendingits identifier to the first server; (b) the first server

receiving and storing the identifiers of the clients in the group; (d) selecting one of

the clients from the group; and (f) the selected client receiving the content from

the web server; and (g) the requesting client receiving the content from the

selected client.

However, in an analogous art, Yu teaches a groupofclients for data

communication (Yu, figures 2 & 4); (a) each of the clients in the group sending its

identifier to the first server (Yu, 0022-0023, 0026); (b) the first server receiving

and storing the identifiers of the clients in the group (Yu, 0022-0023); (d)

selecting one of the clients from the group (Yu, 0022, 0026, 0033, 0035); and (f)

the selected client receiving the content from the web server (Yu, 0026, 0033-

0037); and (g) the requesting client receiving the content from the selected client

(Yu, 0026, 0031, 0035-0037).
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Therefore, it would have been obvious to one having ordinary skill in the

art at the time the invention was maceto incorporate the features of a group of

clients for data communication; (a) each of the clients in the group sending its

identifier to the first server; (b) the first server receiving and storing the identifiers

of the clients in the group; (d) selecting one of the clients from the group; and(f)

the selected client receiving the content from the web server; and (g) the

requesting client receiving the content from the selected client, as disclosed by

Yu, into the teachings of Garcia. One would be motivated to support content

delivery system.

Claim 50

Garcia in combination with Yu teach the method according to claim 49 wherein

in step (d) the first server is selecting one of the devices (Garcia, 0102-0103, 0121,

0153); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 51

Garcia in combination with Yu teach the method according to claim 49 wherein

in step (d) the requesting client is selecting one of the devices (Garcia, 0102-0103,

0121, 0153); and selecting client (Yu, 0022, 0026, 0033-0037).
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Claim 53

Garcia teaches a method for data communication between a requesting client

and a webserverstoring a contempt via a second client, for use with a first server and a

second client, and where the web server, the requesting client, the first server, and the

second client are communicatively coupled via the Internet mid eachis identified in the

Internet using a distinct identifier, the method comprising the stepsof:

(a) sending its identifier and the web serveridentifier to the first server (Garcia,

0102, 0113, 0119-0121, 0153);

(bo) receiving from thefirst server the identifier of the device (Garcia, 0113-0114,

0119-0121, 0153);

(c) sending the web serveridentifier to the device (Garcia, 0113, 0119-0120).

Garcia fails to teach second device and (d) receiving the content

associated with the web server from the second client.

However, in an analogous art, Yu teaches second device and (d)

receiving the content associated with the web server from the secondclient (Yu,

Yu, 0026, 0033-0037).
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Therefore, it would have been obvious to one having ordinary skill in the

art at the time the invention was madeto incorporate the features of second

device and (d) receiving the content associated with the web server from the

second client, as disclosed by Yu, into the teachings of Garcia. One would be

motivated to support content delivery system.

Claim 59

Garcia in combination with Yu teach the method according to claim 53 further

for data communication with a second web server storing a second content and having

an identifier in the Internet and the devices via the client, the method further comprising

the steps of: (e) receiving the second content from the second webserver(Garcia,

0113-0114, 0119-0121, 0153); and (f) sending the second content to the second client

and requesting client (Yu, 0022, 0026, 0033-0037).

Claim 52 does not teach or define any new limitation other than above claim 38.

Therefore, claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any newlimitation other than above claims

27, 29, 31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar

reasons.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US2 

In re Application of: Confirmation No. 6194

Derry Shribman et al. Art Unit: 2459

Appln. No.: 14/025,109 Examiner: Nguyen, Minh Chau

Filed: September 12, 2013 Washington, D.C,

For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT

DATA COMMUNTCATTION ) April 2, 2017  

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments
401 Dulany Street
Alexandria, VA 22314

Sir:

In response to the Office Action of January 109,

2017 (“Action”):

Remarks/Arguments begin on page 2of this paper.
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Appin. No. 14/025,103
Reply to Office action of January 10, 2017

REMARKS / ARGUMENTS

The examiner’s action dated January 10, 2017

(“Action”) has been received and its contents carefully noted.

Office Action, pages 3-18

Claims 26-66 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Garcia-Luna-Aceves et al. (Us

2002/0007413 —- “Garcia”) in view of Harrow et al. (US

2003/0009518 -— “Harrow”).

Argument #1: The Garcia reference is silent, and affectively

teaches away, from using clients as content source for other

clients.

a. There is clear distinction in the art and as taught by the

Garcia reference between clients and servers. Client devices,

such as client 105 in the Garcia reference, are end-units that

request information from servers, use client-related software

such as Web browser software, communicate over the Internet

 using ISP connection, and are typically consumer owned and

operated (see Figures 1 and 2 in Garcia, as well as paragraphs

0010 and 0085). As shown in Figure 2, a client device typically

connects to the Internet via an ISP using a single connection.

b. In contrast, server devices are known in the art to be

dedicated devices to store information objects, to be provided

to clients upon reguest (See paragraph 0012 in Garcia, for

example).

ec. The Garcia invention is directed to introducing a new type

of information-object / client mapping device referred to as

“Web router”. The Web router is a backbone device (see Figure
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2), and as taught in paragraph 0062, the ‘Web router’

communicates with ‘its neighbor Web routers’ via point-to-point

links (paragraph 0091), and may be co-located with another

server, such as *.. a Web-server, a web cache, a hosting server,

a DNS server or an original content server’ (paragraph 00827),

While retaining the client-server basic architecture (See

paragraph 0153), the Garcia reference teaches a mapping method

for affectively addressing caches, in order to allow low

latency in the Internet.

d. The Garcia disclosure is silent, and affectively teaches

away, from caching or retrieving information objects from

clients, such as by using peer-to-peer scheme. The Garcia

reference only teaches caching in servers or backbone-embedded

Web routers. The Garcia disclosure is silent, and affectively

teaches away, from implementing ‘web router’ functionality in

clients. Further, caching information in clients clearly

changes the way of operation of the Garcia network, and since

clients are inherently sources limited, such as in bandwidth

and stcerage capability, the latency of fetching information

object is expected to be increased, rather than being reduced

as intended by the Garcia invention.

e. The Garcia disclosure describes four distinct and non-

interoperable selection mechanisms, detailed in paragraph 0104

as follows:

{0104} In a further embodiment, one of the
following four mechanisms, or, a combination
of some of the following four mechanisms, is
or may be used to communicate the best Web
cache or content server, or the set of Web

caches (more generaily the information object
repository (ies)), which should serve a
client's request:
[O105] (1) direct cache selection;
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fCGi06] (2) redirect cache selection;
fO107] (3) remote DNS cache selection; and

fOi08j] (4) ciitent DNS cache selection,

However, the Action improperly ‘pick and choose’ from

the different mechanisms. For example, the rejection is based

on paragraph 0113 that is part of the “(i) direct cache

selection” mechanism, and paragraphs 0119-0121 that are part of

the “(2) redirect cache selection” mechanism.

Combining Garcia with Harrow

a. The rationale for combining the Garcia and Harrow references

is “.. to support content delivery system”. Since both Garcia

and Harrow describe a ‘content delivery system’, the rationale

provides no linking tc the present application, as required in

MPEP 2143 that clearly states that “Any rationale employed must

provide a link between the factual findings and the legal

conclusion of obviousness.” (Emphasis added). Further, this

rationale amounts te nothing more than a conclusory statement,

while the Office cannot rely solely on common knowledge or

common sense to support its findings. Further, it is settled

that the Office should provide a “satisfactory explanation” for

the motivation finding that includes an express and “rational”

connection with the evidence presented.

b. Further, since ‘supporting content delivery is long desired,

the rationale, in fact, confirms that the modification based on

the combination amounts to a solution to a long-felt solution

that serves as a secondary consideration further supporting

non-obviousness.

c. The devices described by Harrow are communicating over Local

Area Network (LAN) using peer-to-peer scheme. Using clients
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over the Internet as both cache-servers AND clients is clearly

an unexpected result.

Regarding claims 26, 38, 49, 50 and 53.

a. Claim 26 recites the limitations: “.. each of the clients in
af ww

the group sending its identifier to the first server; and

the first server receiving and storing the identifiers of the

clients in the group; ..“. The rejection is based on paragraphs

01902 and 0113 in Garcia.

While the mapping scheme described in the Garcia

reference is based on the IP address of the information

requesting client device, the Garcia reference in general, and

the cited paragraphs 0102 and 0113 in particular, is silent

about receiving of identifiers, or even about being contacted

by, clients other than the information-requesting client. In

particular, the Garcia reference is silent about receiving or

storing identifiers of client devices as recited in the claim.

b. Claim 26 recites the limitations: “.. the first server

selecting one oF the ciients from the Group based on

associating the identifiers of the ciients with the web server

identifier ..“. The rejection is based on paragraphs 0102-01063,

0121, and 0153 in Garcia.

The cited paragraphs 0102 and 0121 teach selecting

the ‘best cache server’, and the cited paragraph 0153 teaches

changing the selected cache server upon sensing loading

degradation. However, the Garcia reference in general, and the

cited paragraph in particular, are silent regarding selecting

non-cache server in general, a non-server in particular, and
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further regarding selecting a client device as recited in the

claim.

Further, the selection mechanism described by Garcia

(in particular in the cited paragraphs) is based on WILD

protocel, as described in paragraphs 0095-0096 and 0099-0100,

This protocol is a high level protocol (above TCP} used by

backbone devices such as gateways and web routers. Such

protocol is not described for, and is not suited for use by,

client devices.

Regarding claims 28-29 and 55.

The cited paragraph 0010 in the Garcia reference

explicitly teaches HTTP with regard to Internet communication

in a server/client scheme, hence further remote from combining

with Harrow that discusses peer-to-peer communication in a LAN

environment.

Regarding claims 30-31 and 56,

The cited paragraph 00996 in the Garcia reference

 explicitly teaches TCP/IP with regard to WILD scheme between

Web routers, hence further remote from combining with Harrow

that discusses clients peer-to-peer communication in a LAN

environment.

Regarding claim 41.

The cited paragraph 0010 in the Garcia reference

explicitly teaches URL with regard to Internet communication in

a server/client scheme, hence further remote from combining

with Harrow that discusses peer-to-peer communication in a LAN

environment.

Regarding claims 43-44.
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The Garcia and Harrow references in general, and the

cited paragraphs in particular, are silent about selecting two

devices as recited in the claims, and only disclose selecting a

Single device.

Regarding claim 45.

While the Harrow reference in claim 26 discloses a

communication port, the Garcia and Harrow references in 
general, and the cited paragraphs in particular, are silent

about any port number.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concessicn oft

unpatentability to the claim before its amendment.

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is

invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

BY /Yehuda Binder/
Yehuda Binder

Registration No. 73,612

Tel: +972-54-4444577

Fax: +972-9-7442619
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The present application is being examined underthe pre-AlAfirst to invent

provisions.

Continued Examination Under 37 CFR 1.114

A requestfor continued examination under 37 CFR 1.114, including the fee set

forth in 37 CFR 1.17(e), wasfiled in this application after final rejection. Since this

application is eligible for continued examination under 37 CFR 1.114, and the fee set

forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action

has been withdrawn pursuant to 37 CFR 1.114. Applicant's submissionfiled on

November 30, 2016 has been entered.

Remarks

Applicant's amendment dated November30, 2016 responding to the September

8, 2016 Office Action provided in the rejection of claims 26-66. Claims 26-66 remain

pending in the application and which have beenfully considered by the examiner.

Applicant's amendments and argumentsfiled November 30, 2016 havefully

considered; however the arguments are mootin view of the new ground(s) of rejection.

See rejections below for details.

Claim Rejections - 35 USC § 103

The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:
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(a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter soughtto
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the mannerin which the
invention was made.

Claims 26-66 are rejected under pre-AlA 35 U.S.C. 103{a) as being

unpatentable over Garcia-Luna-Acevesetal. (US 2002/0007413) hereinafter “Garcia”,

and in view of Harrow et al. (US 2003/000951 8) hereinafter “Harrow”.

Claim 26

Garcia teaches a method for use with a groupof clients for data communication

between a web serverstoring a content and a requesting client via one or more clients

selected from the group, for use with a first server, and where the web server, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the internet using a distinct identifier,

the method comprising the steps of:

(a) each of the devices sendingits identifier to the first server (Garcia, 0102,

0113);

(6) the first server receiving and storing the identifiers of the devices (Garcia,

0102, 0113);

(c) the client sendingits identifier and the web serveridentifier to the first server

(Garcia, 0113, 0119-0120);
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(d) the first server selecting one of the devices based on associating the

identifiers of the clients with the web serveridentifier (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication between

the web server and a requesting client via one or more clients selected from the

group; and (f) the selected client receiving the content from the web server; and

(g) the requesting client receiving the content from the selected client.

However, in an analogous art, Harrow teaches a group ofclients (i.e.

clients A-D) for data communication between the web server and a requesting

client(i.e. client A) via one or more clients selected from the group; and (f) the

selected client(i.e. client D) receiving the content from the web server; and (g)

the requesting client(i.e. client A) receiving the content from the selected client

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinary skill in the

art at the time the invention was madeto incorporate the features of a group of

clients for data communication between the web server and a requesting client

via one or moreclients selected from the group; and (f) the selected client

receiving the content from the web server; and (g) the requesting client receiving
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the content from the selected client, as disclosed by Harrow,into the teachings of

Garcia. One would be motivated to support content delivery system.

Claim 27

Garcia in combination with Harrow teach the method according to claim 26

wherein the steps are sequentially executed (Harrow, 0072).

Claim 28

Garcia in combination with Harrow teach the method according to claim 26

wherein the web server is Hypertext Transfer Protocol (HTTP) server and respondsto

HTTP requests from the selected client (Garcia, 0010).

Claim 29

Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server is HTTP server and responds to HTTP requests from the

requesting client (Garcia, 0010).
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Claim 30

Garcia in combination with Harrow teach the method according to claim 26

wherein the web serveris Transmission Control Protocol / Internet Protocol (TCP/IP)

server and communicates based on, or according to, using TCP/IP protocolor

connection (Garcia, 0096).

Claim 31

Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server is a TCI / IP server and communicates based on,or according

to, using TCP/IP protocol or connection (Garcia, 0096).

Claim 32

Garcia in combination with Harrow teach the method according to claim 26

wherein the content includes web-page, audio, or video content (Garcia, 0113, 0153).

Claim 33
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Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server selecting one of the devices is based on the webserverIP

address or URL (Garcia, 0010); and selecting client(s) (Harrow, 0031, 0034).

Claim 34

Garcia in combination with Harrow teach the method according to claim 26

wherein thefirst server selecting one of the devices is based on the selected device IP

address (Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Harrow, 0031, 0034).

Claim 35

Garcia in combination with Harrow teach the method according to claim 26

wherein the selected device fresher storing the content received from the web server

(Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Harrow, 0031, 0034).

Claim 36

Garcia in combination with Harrow teach the method according to claim 26

wherein the device sendingits identifier and the web serveridentifier to the first server
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as part of browser or email application execution (Garcia, 0010, 0102-0103); and

requesting client (Harrow, 0031, 0034).

Claim 37

Garcia in combination with Harrow teach the method according to claim 26

further comprising the step of the device sendingits identifier to the first server, and the

first server storing the device identifier (Garcia, 0102, 0113); and requesting client(s)

(Harrow, 0031, 0034).

Claim 38

Garcia in combination with Harrow teach the method according to claim 37

further for data communication between a second, web serverstoring a second content

and having anidentifier in the Internet and a one of the clients via the requesting client,

the method further comprising the steps of:

(h) one of the devices sending the second webserveridentifier to the first server

(Garcia, 0102, 0113);

(i) the first server sending the identifier of the client to the one of the devices

(Garcia, 0113-0114, 0119-0121, 0153);
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(j) the client receiving the second content from the second web server (Garcia,

0113-0114, 0119-0121, 0153); and

(k) the one of the devices receiving the second content from the client (Garcia,

0113-0114, 0119-0121, 0153).

Harrow teaches the selected client (i.e. client D) and the requesting client(i.e.

client A) receiving the content from the selected client (Harrow, 0031, 0034, 0082,

0088).

Claim 39

Garcia in combination with Harrow teach the method according to claim 26

wherein the communication with the web server or the requesting first server is based

on, or according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126).

Claim 40

Garcia in combination with Harrow teach the method according to claim 26

wherein the communication with the client or the selected device is based on, or
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according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126); and requesting client(s) (Harrow, 0031, 0034).

Claim 41

Garcia in combination with Harrow teach the method according to claim 26

wherein the web server identifier, the first server identifier, or the content identification is

using a Uniform Resource Locator (URL) (Garcia, 0010).

Claim 42

Garcia in combination with Harrow teach the method according to claim 2.6

wherein the web serveridentifier, the first server identifier, the client identifier, or any of

the device’sidentifier is using Internet Protocol (IP) address (Garcia, 0102, 0113); and

requesting client(s) (Harrow, 0031, 0034).

Claim 43

Garcia in combination with Harrow teach the method according to claim 26

wherein in step (d)the first server selecting two or more of the device based on

associating the identifiers of the devices with the web serveridentifier [i.e. selecting a
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best cache server based the received IP address of client with using WILD table]

(Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cacheserveris selected,

but besides this, Harrow doesdisclose the selected device receives the content

(Harrow, 0031, 0034); and in step (e) the first server sending the identifiers of the

selected two or more deviceto the client (Garcia, 0113-0114, 0119-0121, 0153); and

clients and requesting client(s) (Harrow, 0031, 0034).

Claim 44

Garcia in combination with Harrow teach the method according to claim 43

further comprising the step of the client selecting one of the devices as the selected

device[i.e. selecting a best cache server based the received IP addressofclient with

using WILD table] (Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache

serveris selected, but besides this, Harrow does disclose the selected device receives

the content and requesting client(s) (Harrow, 0031, 0034).

Claim 45

Garcia in combination with Harrow teach the method according to claim 26

farther comprising the steps of the client sending a communication address to the

selected device, followed by communication between the client and the selected device
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using the communication address[i.e. sending the IP address of the client 300 to a Web

router 304] (Garcia, 0113, 0119-0120). Besides this, Harrow does disclose the feature

of communication port number (Harrow, claim 28); and selecting and requesting clients

(Harrow, 0031, 0034).

Claim 46

Garcia in combination with Harrow teach the method according to claim 26

further comprising the step of the requesting client sending the web serveridentifier to

the selected device (Garcia, 0113-0114, 0119-0121); and selecting client (Harrow,

0031, 0034).

Claim 47

Garcia in combination with Harrow teach the method according to claim 46

further comprising the step of the selected device communicating with the web server

(Garcia, 0113-0114, 0119-0121); and selecting client (Harrow, 0031, 0034).

Claim 48
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Garcia in combination with Harrow teach the method according to claim 26

wherein step (d) the first server selecting one of the devices based on the geographical

location of the clients (Garcia, 0102); and selecting client (Harrow, 0031, 0034).

Claim 49

Garcia teaches a method for use with a group of clients for data communication

between a webserverstoring a content and a requesting client via one or more clients

selected from the group,for use with a first server, and where the web server, the

requesting client, the first server, and the clients in the group are communicatively

coupled via the Internet and eachis identified in the Internet using a distinct identifier,

the method comprising the stepsof:

(a) each of the devices sendingits identifier to the first server (Garcia, 0102,

0113);

(b) the first server receiving and storing the identifiers of the devices (Garcia,

0102, 0113);

(c) the requesting client sending its identifier and the web serveridentifier to the

first server (Garcia, 0113, 0119-0120);

(d) selecting one of the devices based on the geographical location of the

devices (Garcia, 0102-0103, 0121, 0153);
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(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication between

the web server and a requesting client via one or more clients selected from the

group; and (f) the selected client receiving the content from the web server; and

(g) the requesting client receiving the content from the selected client.

However, in an analogous art, Harrow teaches a groupofclients (i.e.

clients A-D) for data communication between the web server and a requesting

client(i.e. client A) via one or more clients selected from the group; and (f) the

selectedclient (i.e. client D) receiving the content from the web server; and (g)

the requesting client(i.e. client A) receiving the content from the selected client

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinary skill in the

art at the time the invention was madeto incorporate the features of a group of

clients for data communication between the web server and a requesting client

via one or moreclients selected from the group; and (f) the selected client

receiving the content from the web server; and (g) the requesting client receiving

the content from the selected client, as disclosed by Harrow,into the teachings of

Garcia. One would be motivated to support content delivery system.
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Claim 50

Garcia in combination with Harrow teach the method according to claim 49

wherein in step (d) the first server is selecting one of the devices (Garcia, 0102-0103,

0121, 0153); and selecting client (Harrow, 0031, 0034).

Claim 51

Garcia in combination with Harrow teach the method according to claim 49

wherein in step (d) the requesting client is selecting one of the devices (Garcia, 0102-

0103, 0121, 0153); and selecting client (Harrow, 0031, 0034).

Claim 53

Garcia teaches a method for data communication between a requesting client

and a webserverstoring a contempt via a second client, for use with a first server and a

second client, and where the webserver, the requesting client, the first server, and the

second client are communicatively coupled via the Internet mid eachis identified in the

Internet using a distinct identifier, the method comprising the stepsof:

(a) sendingits identifier and the web serveridentifier to the first server (Garcia,

0102, 0113, 0119-0121, 0153);
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(6) receiving from thefirst server the identifier of the device (Garcia, 0113-0114,

0119-0121, 0153);

(c) sending the web serveridentifier to the device (Garcia, 0113, 0119-0120).

Garcia fails to teach second device and (d) receiving the content

associated with the web server from the secondclient.

However, in an analogousart, Harrow teaches second device and (d)

receiving the content associated with the web server from the second client

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinary skill in the

art at the time the invention was made to incorporate the features of second

device and (d) receiving the content associated with the web server from the

second client, as disclosed by Harrow,into the teachings of Garcia. One would

be motivated to support content delivery system.

Claim 59

Garcia in combination with Harrow teach the method according to claim 53

further for data communication with a second webserverstoring a second content and

having an identifier in the Internet and the devices via the client, the method further

comprising the steps of: (e) receiving the second content from the second web server
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(Garcia, 0113-0114, 0119-0121, 0153); and (f) sending the second content to the

secondclient and requesting client (Harrow, 0031, 0034).

Claim 52 does not teach or define any new limitation other than above claim 38.

Therefore, claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any newlimitation other than above claims

27, 29, 31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar

reasons.
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That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a

foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e}{2).

See attached certification statement.

The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

* A certification statementis not submitted herewith.
SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

ehuda Binder! Date (YYYY-MM-DD)|2016-11-29

Name/Print Yehuda BINDER Registration Number 3612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public whichis to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the campleted
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMSTO THIS ADDRESS. SEND TO: Commissionerfor Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1} the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the fallowing routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom ofInformation Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having néed for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records managementpractices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant(i.¢., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) ar issuance of a patent pursuant to 35 U.S.C. 1571. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.
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SUBMISSION REQUIRED UNDER 37 CFR 1.114
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The RCEfee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCEis filed.
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Deposit Account No bOG726
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonmentof the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom ofInformation
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Departmentof Justice to determine whether the Freedom ofInformation Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence toa
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
requestinvolving an individual, to whom the record pertains, when the individual has requested assistance from the
Memberwith respect to the subject matter of the record.

A recordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A recordin this system of records maybe disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommendimprovements in records managementpractices and programs, underauthority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any otherrelevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations aboutindividuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,to the public if the record wasfiled in an
application which became abandonedorin which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency,if the USPTO becomes aware of a violation or potential violation of law or regulation.

 
EFS - Web 2.1.15 Major Data, UABv. Bright Data Ltd.

—_ IPR2022-00915, EX. 2009
203 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

204 of 789

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

ATTY.'S DOCKET: HOLA-005-US2 

In re Application of: Confirmation No. 6194

Derry Shribman et al. Art Unit: 2459

Appln. No.: 14/025,109 Examiner: Nguyen, Minh Chau

Filed: September 12, 2013 Washington, D.C,
eeeeee

For: SYSTEM PROVIDING FASTER

AND MORE EFFICIENT

DATA COMMUNICATION } November 30, 2016  

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments
401 Dulany Street
Alexandria, VA 22314

Sir:

In response to the Office Action of September 8,

 
2016 (“Action”), as part of a filed RCE kindly amend the above-

identified application as follows:

Amendments to the Claims appear in the Listing of

Claims that begins on page 2 of this paper.

Remarks/Arguments begin on page 12 of this paper.
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Reply to Office action of September 8, 2016

Amendments to the claims

This listing of claims will replace all prior versions,

and listings, of claims in the application.

Listing of claims:

1-25. (Cancelled)

26. (Currently amended) A method for use with a group of

clients for data communication between a web server storing a

content and a requesting client via one or more deviees clients

selected from the group, for use with a first server, and where

the web server, the requesting client, the first server, and

the devyiees clients in the group are communicatively coupled

via the Internet and each is identified in the Internet using a

distinct identifier, the method comprising the steps of:

(a) each of the devtees clients in the group sending its

identifier to the first server;

(ob) the first server receiving and storing the identifiers of

the clients in the group devices;

(c) the requesting client sending its identifier and the web

server identifier to the first server;

(qd) the first server selecting one of the devyieecs clients from

the group based on associating the identifiers of the devrieecs

clients with the web server identifier;

(e) the first server sending the identifier of the selected

gevtree client to the requesting client;

(f) the selected dewriee client receiving the content from the

web server; and

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

205 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

206 of 789

Appin. No. 14/025,103
Reply to Office action of September 8, 2016

(g) the requesting client receiving the content from the

selected client deviee,

27. (Previously presented) The method according to claim 26,

wherein the steps are sequentially executed.

28. (Currently amended) The method according to claim 26,

wherein the web server is Hypertext Transfer Protocol (HTTP)

server and responds to HTTP requests from the selected client

eeviees,

29. (Currently amended) The method according to claim 26,

wherein the first server is HTTP server and responds to HTTP

requests from the requesting client or the etienes—ifthe-greus

eervtees .

30. (Previously presented) The method according to claim 26,

wherein the web server is Transmission Control Protocol /

Internet Protocol (TCP/IP) server and communicates based on, or

 according to, using TCP/IP protocol or connection.

31. (Previcusly presented) The method according to claim 26,

wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/IP protocol or connection.

32. (Previously presented) The method according to claim 26,

wherein the content includes web-page, audio, or video content.

33. (Currently amended) The method according to claim 26,

wherein the first server selecting one of the deestrees clients

is based on the web server IP address or URL.

34. (Currently amended) The method according to claim 26,

wherein the first server selecting one of the de-iees clients

is based on the selected client devyiee IP address.
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35. (Currently amended) The method according to claim 26,

wherein the selected devziee client further storing the content

received from the web server.

m

36. (Currently amended) The method according to claim 26, 
wherein the requesting client sending its identifier and the

 
web server identifier to the first server as part of browser or

email application execution,

37. (Currently amended) The method according to claim 26,

further comprising the step of the requesting client sending

its identifier to the first server, and the first server

storing the requesting client identifier.

38. (Currently amended) The method according to claim 37,

further for data communication between a second web server

storing a second content and having an identifier in the

Internet and a one of the dewiees clients via the requesting

client, the method further comprising the steps of:

(h) one of the clients destees sending the second web server

identifier to the first server;

(1) the first server sending the identifier of the requesting

client to the one of the deviees clients;

(J) the requesting client receiving the second content from the

second web server; and

(k) the one of the deeecs clients receiving the second content

from the requesting client.

39. (Currently amended) The method according to claim 26,

wherein the communication with the web server or the requesting
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first server is based on, or according to, one out of UDP, DNS,

TCP, FTP, POP#, SMTP, or SOL standards.

40. (Currently amended) The method according to claim 26,

wherein the communication with the requesting client or the

selected client deeree is based on, or according to, one out of

UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards.

Al. (Previously presented) The method according to claim 26,

wherein the web server identifier, the first server identifier,

or the content identification is using a Uniform Resource

Locator (URL).

42. (Currently amended) The method according to claim 26,

wherein the web server identifier, the first server identifier,

the requesting client identifier, or any of the devieets

elient’s identifier is using Internet Protecol (IP) address.

43, (Currently amended) The method according to claim 26,

wherein in step (d}) the first server selecting two or more of

the clients dewees based on associating the identifiers of the

clients deviees with the web server identifier; and in step ({e)

the first server sending the identifiers of the selected two or

more clients devytees to the requesting client.

44. (Currently amended) The method according to claim 43,

further comprising the step of the requesting client selecting

one of the clients devices as the selected client derwiee.

45. (Currently amended) The method according to claim 26,

further comprising the steps of the requesting client sending a

communication port number to the selected client derieec,

followed by communication between the requesting client and the

selected client dewiece using the communication port number,
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46. (Currently amended) The method according to claim 26,

further comprising the step of the requesting client sending

the web server identifier to the selected client dereiree.

47. (Currently amended) The method according to claim 46,

further comprising the step of the selected client devrree

communicating with the web server.

48. (Currently amended) The method according to claim 26,

wherein step (d) the first server selecting one of the clients

deviees based on the geographical location of the clients

deviees.
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49, (Currently amended) A method for use with a group of

clients for data communication between a web server storing a

content and a requesting client via one or more clients

selected from the group deviees, for use with a first server,
 

and where the web server, the requesting client, the first

server, and the clients in the group desiees are

communicatively coupled via the Internet and each is identified

in the Internet using a distinct identifier, the method

comprising the steps of:

(a) each of the clients in the group devsteses sending its

identifier to the first server;

(bo) the first server receiving and storing the identifiers of

the clients in the group deviees;

(c) the requesting client sending its identifier and the web

Server identifier to the first server;

(qd) selecting one of the clients from the group 4desece based

on the geographical location of the clients devriees;

(e) the first server sending the identifier of the selected

client deweee to the requesting client;

(f) the selected client desee receiving the content from the

web server; and

(g) the requesting client receiving the content from the

selected client desiee,

50. (Currently amended) The method according to claim 49,

wherein in step (d) the first server is selecting one of the

clients deerees.
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51. (Currently amended) The method according to claim 49,

wherein in step (d) the requesting client is selecting one of

the clients devesteece.

52. (Currently amended) The method according to claim 49,

further for data communication between a second web server

storing a second content and having an identifier in the

Internet and a one of the clients deviees via the requesting

client, the method further comprising the steps of:

(h} one of the clients deviees sending the second web server

identifier to the first server;

(1) the first server sending the identifier of the requesting

client to the one of the clients dexctees;

(J) the requesting client receiving the second content from the

second web server; and

(k} the one of the clients devwiees receiving the second content

from the requesting client.
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53. (Currently amended) A method for data communication between

a requesting client and a web server storing a content via a

second client de.cstee, for use with a first server and a second

client dewiee, and where the web server, the requesting client,

the first server, and the second client dewree are

communicatively coupled via the Internet and each is identified

in the Internet using a distinct identifier, the methed

comprising the steps of:

(a) sending its identifier and the web server identifier to the

first server;

(bo) receiving from the first server the identifier of the

second client decree;

(c}) sending the web server identifier to the second client

cettee; and

(d} receiving the content associated with the web server from

the second client 4eetee.

54. (Previously presented) The method according to claim 53,

wherein the steps are sequentially executed.

55. (Previously presented) The method according to claim 53,

wherein the first server is HTTP server and responds to HTTP

requests.

56. (Previously presented) The method according to claim 53,

wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/IP protocol or connection.

o7. (Previcusly presented) The method according to claim 53,

wherein the content includes web-page, audio, or video content.
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58. (Previously presented) The method according to claim 53,

wherein the steps are part of browser or email application

execution.

59. (Currently amended) The method according to claim 53,

further for data communication with a second web server storing

a second content and having an identifier in the Internet and

the second clients deviees via the requesting client, the 
method further comprising the steps of:

(e}) receiving the second content from the second web server;

and

(Ff) sending the second content to the second client device.

60. (Previcusly presented) The method according to claim 53,

wherein the communication with the web server or the first

server is based on, or according to, one out of UDP, DNS, TCP,

FTP, POP#, SMTP, or SOL standards.

61. (Currently amended) The method according to claim 53,

wherein the communication with the second client devyiee is
 

based on, or according to, one out of UDP, DNS, TCP, FTP, POP#,
  
 

SMTP, or SQL standards.

62. (Previously presented) The method according to claim 53,

wherein the web server identifier, the first server identifier,

er the content identification is using a Uniform Resource

Locator (URL).

63. (Currently amended) The method according to claim 53,

wherein the web server identifier, the first server identifier,

the requesting client identifier, or the second client dewsee

identifier is using Internet Protocol (IP) address.
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64. (Currently amended) The method according to claim 53,

wherein step (b) comprising the receiving from the first server

the identifiers of two or more second clients devtees, and

further comprising the step of selecting one out of second

clients devyiees based on associating the identifiers of the

second clients devyirees with the web server identifier.

65, (Currently amended) The method according to claim 53,

further comprising the steps of sending a communication port

number to the second client deviee, followed by communication

with the second client dew‘iee using the communication port

number.

66. (Currently amended) The method according to claim 53,

further comprising the step cf sending the web server

identifier to the second client devyiee.
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REMARKS / ARGUMENTS

The examiner’s action dated September oS, 2016

(“Action”) has been received and its contents carefully noted.

Without agreeing with the rejections, and in order to

further distinguish over the Garcia reference, the claims were

amended to specify that the ‘devices’ are ‘clients’. This is

supported throughout the specification, where the devices /

clients are referred to as ’peers’, such as in clients 70-78 in

Figure 2.

According to the Action, the ‘device’ was equated in

the Garcia reference to the cache server 306, which is clearly

a dedicated device and performs a server functionality. The

Garcia reference is silent, and actually teaches away from

identifying and using another client device for supporting a4

content request by a specific client.
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The absence of a reply to a specific rejection,

issue, or comment, does not signify agreement with that

rejection, issue, or comment. In addition, because the

arguments made above may not be exhaustive, there may be

reasons for patentability of any or all pending claims that

have not been expressed.

Nothing in this reply should be understood as

conceding any issue with regard to any claim, except as

specifically stated in this reply, and the amendment of any

claims does not necessarily signify concessicn oft

unpatentability to the claim before its amendment.

In view of the foregoing, it is requested that all of

the rejections be reconsidered and withdrawn and that the

claims be considered allowable.

If the above arguments should not now place the

application in the condition for allowance, the examiner is

invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

BY /Yehuda Binder/
Yehuda Binder

Registration No. 73,612

Tel: +972-54-4444577

Fax: +972-9-7442619
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Description

Field of the Invention

[9001] The present invention is directed to the field of
network security, and more specifically to preventing third

parties from intercepting data transmissions overa net-
work.

Background of the Invention

[9002] As the world becomes ever moretightly con-
nected with the proliferation and increasing popularity of
the Internet, electronic commerce will become increas-

ingly important in our lives. Banks and other financial
institutions allow customers to accesstheir accounts over

the Internet; brokerage houses allow clients to trade
stocks, mutual funds and other securities over the Inter-

net; and manufacturers, wholesalers, and retailers allow

customers to order and payfor products overthe Internet.

While the most significant financial transactions arestill
carried out overprivate electronic data interchange (EDI),
bank, and interbank networks, consumer credit card
transactions are carried out over the Internet with in-

creasing frequency. While most of these credit card

transactions are carried out with someform of encryption,
user anxiety remains high because messages can be

intercepted bythird parties and translated atleisure, us-
ing common decryption techniques. Even thougha rel-

atively small percentage of Internet transactions contain
credit card numbers, one could simply locate a merchant
that accepts credit card transactions and searchfor those

transactions having the merchant’s IP address. This is
guaranteed to lead to the discovery of numerous credit

card containing packets which can then be decrypted
offline.

[0003] "Security Problems in the TCP/IP Protocol

Suite" S.M. Bellovin in Computer Communication Re-
view, Volume 19, No. 2, 30April 1989 (1989-04-30)
pages 32-48 discloses a method of transmitting data by
distributing a sequence of characters amongaplurality
of packets, assigning each packet a number and trans-

mitting the plurality of packets from a source node to a
destination node.

[9004] US 5151899 Harvey et al discloses a methed
of transmitting data by packets wherein a sequence of
charactersis distributed across a numberof packets and

each packet is assigned a packet number.

(9005) "Internetworking with TCP/IP2, D. E. Corner,
Prentice-Hall International Editions, 1991, pages
103-104, ISBN 0-13-474321-0 discloses a method for

forcing apacketto follow a particular route for the purpose
of testing the route.

Summary of the Invention

[9006] According to the invention there is provided a
method of transmitting transaction data as recited in
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claim 1.

Brief Description of the Drawings

[0007] The foregoing aspects and manyof the attend-
ant advantagesof this invention willbecome more readily

appreciated as the same becomesbetter understood by
reference to the following detailed description, when tak-

en in conjunction with the accompanying drawings,
wherein:

FIGURE1A is a block diagram of a general purpose
computer system for implementing the presentin-
vention;

FIGURE1B is adiagram of a networkfor implement-
ing the present invention;
FIGURE 2 is a flow chart depicting an overall oper-
ation of the present invention;

FIGURE 3A-3D depict exemplary Internet packet
numbering schemes according to the prior art and

the presentinvention;
FIGURE4 depicts Internet packet routing according
to the prior art; and
FIGURE5depicts the routing of renumbered Internet
packets according to the present invention.

Detailed Description of the Preferred Embodiment

[0008] The present invention is directed to a system
for providing enhanced security to transactions sent from

a client computer to a server computer through a distrib-
uted network. In accordance with the present invention,

the system of the present invention executes on a com-
puter, such as a general purpose personal computer.
FIGURES 1A-1B and the following discussion are intend-
ed to provide a brief, general description of a suitable
computing environment in which the invention may be

implemented. Although not required, the invention will
generally be implemented as computer-executable in-

structions, such as program modules, being executed by
a personal computer. Generally, program modules in-
clude rcutines, programs, objects, components, data

structures, etc. that perform particular tasks or implement
particular abstract data types. Moreover, those skilled in

the art will appreciate that the invention may be practiced
with other computer system configurations, multiproces-

sor systems, minicomputers, and mainframe computers.
The invention may also be practiced in distributed com-
puting environments where tasks are performed byre-
mote processing devices that are linked through a com-
munications network. In a distributed computing environ-

ment, program modules maybelocated in both local and
remote memory storage devices.

[0009] With reference to FIGURE 1A, an exemplary
system for implementing the invention includes a general
purpose computing device such as a conventional per-

sonal computer 20, including a processing unit 21, a sys-
tem memory 22, and a system bus 23 that couples var-
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ious system components including the system memory

to the processing unit 21. The system bus 23 may be any
of several types of bus structures including a memory

bus or memery controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. System
timing is provided by a clock signal (not shown) applied

to the system bus 23. The system memory includes read
only memory (ROM) 24 and random access memory
(RAM) 25. A basic input/output system 26 (BIOS) is
stored in ROM 24, and contains the basic routines that

helps to transfer information between elements within

the personal computer 20, such as during start-up. The
personal computer 20 further includes storage devices

such as a hard disk drive 27 connected to the system
bus through a hard drive interface 32 for reading data

from and writing data to a hard disk 31. In addition, one
or more removable disk drives 30 are connected to the

system bus through one or more removable storage in-
terfaces 34 for reading data from or writing data to re-
movable storage 29, such as floppy disks, removable

magnetic disks, CD-ROMsor other optical media. The
drives and their associated computer-readable media

provide nonvolatile storage of computer readableinstruc-
tions, data structures, program modules and other data
for the personal computer 20. Although the exemplary

environment described herein employs a hard disk and
removable media, it should be appreciated by those

skilled in the art that other types of computer-readable
media which can store data that is accessible by a com-

puter, such as magnetic cassettes, flash memory cards,
digital versatile disks (also known as Digital Video Disks
or DVDs}, Bernoulli cartridges, random access memories

(RAMSs}, read only memories (ROMs}, and the like, may
also be used in the exemplary operating environment.

[9010] A numberof program modules may be stored
on the storage devices, including an operating system
35, one or more application programs 36, and program

data 38. A user may enter commands and information
into the personal computer 20 through input devices such

as a keyboard 40 and pointing device 42. Other input
devices (not shown) mayinclude a microphone, joystick,

gamepad,satellite dish, scanner, or the like. These and
other input devices are often connected to the processing
unit 21 through a serial interface 46 that is coupled to the

system bus, but may be connected by other interfaces,
such as a parallel port, game port or a universal serial

bus (USB). A display device 47, such as a moniter, is
also connected to the system bus 23 via a videointerface
48. In addition to the monitor, personal computers typi-
cally include otherperipheral output devices (not shown),
such as printers and plotters.

[9011] Thepersonalcomputer 20 may operate in anet-
worked environmentusing logical connections to one or

more remote computers, such as remote computers 49
and 60. Each remote computer 49 or 60 may be another
personal computer, a server, a router, a network PC, a
peer device or other common network node, and typically
includes many or all of the elements described above
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relative to the personal computer 20. The logical connec-

tions depicted in FIGURE 1A include a local area network
(LAN) 51 and a wide area network (WAN) 52, Such net-
working environments are commonplacein offices, en-
terprise-wide computer networks, intranets and global

networks such as the Internet. As depicted in FIGURE
1A, the remote computer 60 communicates with the per-
sonal computer 20 via the local area network 51. The

remote computer 49 communicates with the personal
computer 20 via the wide area network 52.
[0012] When used in a LAN networking environment,
the personal computer 20 is connected to the local net-
work 51 through a networkinterface 53. When used ina

WANnetworking environment, the personal computer 20
typically includes a modem 54or other meansfor estab-

lishing communications over the wide area network 52,
such as the Internet. The modem 54, which may be in-

ternal or external, is connected to the system bus 23 via
the serial interface 46. In a networked environment, pro-
gram modules depicted relative to the personal computer

20, or portions thereof, may be stored in the remote mem-
ory storage device.It will be appreciated that the network

connections shown are exemplary and other means of
establishing a communicationslink between the comput-
ers may be used.
[0013] FIGURE 1B depicts an exemplary distributed
communications network including a variety of intercon-
nected networks. Geographically distributed networks
such as network A 201, network B 202, and network C

203 are interconnected via gateways 210, which provide
the necessary interfacing between disparate networks of

possibly different bandwidths and packet handling capa-
bilities as well as possibly different architectures. Each
of networks A, B, and C may be made up of a numberof
network nodes 215. The network nodes 215 communi-

cate with each other through physical links as well as
through radio or microwave transmissions through relay
stations such as a satellite 223.

(0014) Auserat a terminal or personal computer 205
may access a network through a common access point
at a network node 215, a local area network (LAN} 220,

221, a digital PBX 225, or any other common network
access points. Two or the more popular local area net-

work architectures are depicted, the ring 220, and the
bus 221, but other network topologies may also be em-
ployed. While the following discussion is directed to an

Internet environment, the teachingsof the presentinven-
tion are applicable to any distributed network environ-
ment. In the present invention, personal computer 20 is
connected to a distributed network such as the Internet,

either directly through to modem 54 toa remote computer
49 which serves as an Internet Service Provider (ISP),
an Internet router, or through a LAN 51 to a remote com-

puter 60 which servesasthe local area network's Internet
gateway 210. Each nodein the path between the user's

personal computer 20 and the server computer acts as
an |nternetrouter. An Internet router typically either main-
tains a routing table having entries representing every
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other router on the network, or has a mechanism fer de-

termining a route or for asking an adjacent routerfor rout-
ing information. The routing table will also typically in-

clude statistics concerningthe link between the nede and
each other connected nodesothat information is avail-

able as to the "best" path from the node to another node.

Typically, routing tables contain entries for a primary
route, as well as one or more alternate routes. Alterna-

tively, a routing algorithm may be used to establish an
appropriate routing path from the client to the server. Both
routing tables and routing algorithms are well known in
the art and will not be discussed further. Internet routers

and ISPs will be referred to collectively as “routers”in the
remainderof the discussion.

[0015] A user typically interacts with the Internet

through web browsersoftware (not shown} running ona
personal computer 20. The web browser software allows

the user to access remote server computers on the In-
ternet through a Uniform Resource Locator (URL), which
serves as a Server's network address. Examplesofsuit-
able web browsers include Explorer™, available from Mi-
crosoft Corporation, of Redmond, Washington, or Navi-
gator™, available from Netscape Communications of
Mountain View, California. When the user enters or se-

lects a URL through the web browser, the URLis for-
warded to the router, where a table is checked to deter-

mine a "best" path to a next node from the router to the

serverdesignated by the URL.Interaction between a web
browser(the client) and a serverwill typically be through
use of the Hypertext Transfer Protocol (HTTP), which

includes specific communication metheds that allow cli-
ents to request data from a server and send information

to the server. According to the Hypertext Transport Pro-
tocol, the client contacts the server atthe Internet address

as specified in the URL to open the connection. The client

then sends a message to the server requesting service
as specified by a request header that defines a methcd

requested for the transaction. Typical HTTP methods are
the GET,for getting an object from a server, and the
POST,for posting data to an object on the server. The
server then sends a responseto the client consisting of

response headers describing the state of the transmis-
sion, followed by the actual data. The connection is then
closed. In a typical user interaction with the Internet, the

user is requesting a web page written in the Hypertext
Markup Language (HTML) from a server in the World

Wide Web (WWW). Depending on the contentof the web
page, the user may further interact with the server by
sending additional information to the server. All such
transmissions to the server will hereinafter be referred to
as "transactions."

[0016] FIGURE 2 depicts a flow chart describing an
overall method of providing enhanced security to a trans-

action on a computer network according to the present
invention. Greater detail is provided in the discussions
accompanying FIGURES 3A-3D, 4 and 5. Referring to
FIGURE2, beginning with step 110, transaction datais
parceled into a numberofdifferent packets. The packets
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are then assigned packet numbers at a step 120. Each

packetis then assigned a routeto its intended destination
at a step 130, and the packets are then transmitted from

the source to the destination via the assigned route at a
step 140.

(0017) Referring tc FIGURE 3A-3D, the data to be
passed betweenthe client computer and a serveris typ-
ically transmitted as one or more packets. In FIGURE
3A, transaction data 300 may include such information
as a 16-digit credit card number, as shown. According to
prior art Internet packet routing techniques, the transac-
tion data 300 may be divided into a number of packets.
For example, as shown in FIGURE 38, the transaction

data 300 has been divided into eight packets 301-308,
each containing two characters of transaction data. Pack-

ets 301-308 are assigned packet numbers 1-8, respec-
tively. According to a present embodimentof the inven-

tion, the transaction datais also divided into eight packets
331-338, but the packets in the sequence are assigned
packets numbers according to a pseudo-random order-

ing. The sequence is referred to as pseudo-random in
that the resulting sequenceis preferably an increasing

or decreasing series of random numbers.In other words,
beginning with a first random numberforthefirst packet,
each subsequent packet numberis calculated by taking

a new random numberand either adding or subtracting
it from the first random number, depending on whether

an increasing or decreasing sequence is desired. Fora
decreasing sequence, the random numberfor the first

packet should be added to a base value large enough to
ensure that subtracting subsequent random numberswill
not result in a negative value. Each random number may

have the same seed value or may have any numberof
different seed values. The packet renumbering scheme

should be such that no two packets have adjacent num-
bers in order to increase the effectiveness of the security.
In the example shown in FIGURE 3C, the transaction

data has been divided into eight packets 331-338 that
have been assigned packet numbersin increasing pseu-

do-random sequence, 17-32-46-53-61-80-89-97. Alter-
natively, the transaction data may be divided into a larger

numberof packets. For example, as shown in FIGURE
3D, the transaction data has beendivided into 16 packets

311-326, and the packets have been assigned packet
numbers
20-34-57-62-81-88-95-101-111-119-132-147-160-173-

189-210, as an increasing pseudo-random sequence.
[0018] FIGURE 4 illustrates a conventional method of
routing of Internet packets. For purposes ofillustration,
the Internet packets 301-308 are depicted with packet

numbers 1-8, respectively, within the packet rather than
the corresponding transaction data. As shown in FIGURE
4, a source nede A 401 is connected to a destination

node E 405 through a numberof interconnected network
nodes.

[0019] From the scurce node A 401, each packet of
the transaction is transferred, in turn, through a number
of intermediate nodes B 402, C 403, D 404 before reach-
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ing the destination E 405. Generally, unless a failure oc-
curs in a link between nodes in a route after transmission

has begun, all packets of a transaction are sent along

the same route, whichis typically a "bestavailable route.
Upon receipt at the destination node E 405, the server
merely has to reassemble the packets in sequence tc
reconstruct the transaction data.

[9020] The problem with the prior art approachto In-

ternet packet routing is that a third party interested in
capturing credit card numbers cr other sensitive data
could simply monitor aselected network node for network

tratfic containing URLs or other network addresses for
destination nodes knownto acceptthe credit card num-

bers or other sensitive information. For instance, many
mail-order companies now offer on-line purchasing of

products through the Internet. A third party could monitor
a network nodeforall traffic addressed to the mail-order

company. The captured networktraffic could then be an-
alyzed atthe third party’s leisure to locate the credit card
numbers. Even where prior art encryption techniques are

employed, the third party would still have a considerable
amountof time to decrypt the information using commen

techniques. Even if the third party were to miss a small
numberof packets in the sequence, becausethe Internet
packets are sequentially numbered, the third party would

know which packets are missing and could apply a com-
mon number substitution to successively substitute each

possible character or permutation of characters that
would appear in the missing packet in an attemptto find
a valid credit card number.

[9021] FIGURE 5 depicts an exemplary routing of
transaction data 300 according to an embodiment of the

present invention. The transaction data 300 is divided
into 8 packets as shown in FIGURE3C. For purposes of
illustration, the Internet packets 331-338 are depicted
with packet numbers 1 7-32-46-53-6 1-80-89-97, respec-
tively, within the packet rather than the corresponding

transaction data. These packets of the transaction data
enter a source node A 501, whereupon the packets are

sent along different routes to destination node, E 505.In
a present embodiment of the invention, the different

routes are forced by sending an indication along with
each packet to choose randomly from among several
possible routes.

[9022] For instance, in the example of FIGURE5,the
network includes a numberof intermediate nodes B 502,

C 503, D 504, F 506, G 507, H 508, 1 509, J 510, and kK
511, all of which are interconnected such that Internet

packets maytravel over a numberof routes when being
sent from the source node to the destination node. For

example, one exemplary routing assigned tc each of the

packetsof the transaction data is shown in Table 1 below.

TABLE1
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(continued)

A-I-H-G-K-E

A-H-K-J-C-D-E

A-H-F-K-E

A-B-I-C-D-E 
[0023] Since each of the packets are transmitted along
different routes, it is likely that they will arrive at their
destination in an order otherthan their initial transmission

order. However, since the packets have been numbered

as either an increasing or decreasing series, the packets
merely have to be placed in a corresponding increasing
or decreasing order to reconstruct the transaction data.

[0024] With the present invention, a third party moni-
toring transmissions at any given node will only capture
a small portion of the total number of packets making up
atransaction. For instance, if the third party is monitoring

the Internet at node D 504, only 2 of the 8 packets of the
transaction data 300 would be captured. Evenif the third
party knows of the sequencing scheme of the present

invention, for example, the packets are numbered in an
increasing sequence, only the relative orderof the inter-

cepted packets would be known. While the third party
could try a highspeed substitution in an attempt to guess
the missing digits, the third party would have no way of
knowing how many packets were missing, or where to
try the substitutions.

[0025] As will be appreciated, the present invention
increases the security of the transaction data transmitted

on a public network by encoding the relative position of
a packet within a data stream and by assigning different

routes to the packets to lessen the likelihood that packets
will be intercepted. Further, as will be appreciated by
those skilled in the art, further security can be provided

by applying encryption techniques to the data contained
within as is well known in the priorart.

Claims

1. Amethod of transmitting transaction data (300} com-

prising a sequence of characters from a source node
to a destination node through a distributed network

interconnecting a plurality of network nodesinclud-
ing the source node and the destination node, the
method comprising:

a. distributing the sequence of characters
among a plurality of packets (301-308);
b. assigning each packetof the plurality of pack-
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ets (301-308) a packet number(1-8} character-

ised in that the packet numberis assigned ac-
cording to a pseudo-random function such that

the packet numbers form a pseudo-random se-
quence (17-32-46-57-61 -80-89-97}; and by the
steps of:

c. assigning to each ofthe plurality of packets
(301-308) a route from the source node (A401)

to the destination node (E405);
d. transmitting the plurality of packets from the
source node (A401} to the destination node

(E405) on their assigned routes.
e. receiving the plurality of packets at the desti-

nation node (E405); and
f. arranging, at the destination node (E405), the

plurality of packets (301-308) according to the
pseudo-random sequence of packet numbers
suchthat the transaction data is reconstructed,

characterised in that in step c. the packets are
each assigned different routes from others of

the plurality of packets.

The method of claim 1, wherein the packet numbers
form a sequence such that the relative position of
each packet is known.

The method of claim 2, wherein distributing the se-

quence of characters amongaplurality of packets
(301-308) comprisesdistributing into each packet of

the plurality of packets, a single character of the se-
quenceof characters.

The method of claim 2, wherein the pseudo-random
sequenceis an increasing sequence of randomnum-
bers.

The method of claim 4, wherein each packet of the

plurality of packets (301-308) is assigned a number
according to a pseudo-random function such that the

packet numbers form a pseudo-random sequence
by:

a. assigningafirst packet of the pseudo-random
sequence a random number as its packet
number; and

b. for each subsequent packet numberin the

pseudo-random sequence, adding a random
number to the packet numberof preceding pack-
et.

The method of claim 2, wherein the pseudo-random

sequenceis a decreasing sequence of random num-
bers.

The method of claim 6, wherein each packet of the
plurality of packets (301-308) is assigned a packet

number according to a pseudo-random function
such that the packet numbers form a pseudo-random
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sequenceby:

a. assigningafirst packet of the pseudo-random

sequence a random number as its packet
number; and

b. for each subsequent packet numberin the
pseudo-random sequence, subtracting a ran-
dom number from the packet number of an im-

mediately preceding packet.

Patentanspriiche

1.

2.

4.

Verfahren zum Ubertragen von Transaktionsdaten
(300), die eine Folge von Zeichen umfassen, von

einem Ursprungsknoten zu einem Zielknoten diber
ein vertelltes Netz, das eine Vielzahl von Netzknoten

einschlieGBlich des Ursprungsknctens und desZiel-
knotens verbindet, wohei das Verfahren umfasst:

a. Verteilen der Folge von Zeichen aut eine Viel-
zahl von Paketen (301-308);

b. Zuweisen einer Paketnummer(1-8) zu jedem
Paket aus der Vielzahl von Paketen (301 -308},
dadurch gekennzeichnet, dass die Paket-

nummer entsprechend einer pseudozufalligen
Funktion zugewiesen wird, derart, dass die Pa-

ketnummern eine pseudozufallige Folge
(17-32-46-57-61 -80-89-97) bilden; und durch

die folgenden Schritte:
c. Zuweisen einer Route vom Ursprungsknoten
(A401) zum Zielknoten (E405} zu jedem Paket

aus der Vielzahl von Paketen (301 -308};
d. Ubertragen der Vielzahl von Paketen vom Ur-
sprungsknoten (A401) zum Zielknoten (E405)
Uberdie innen zugewiesenen Routen:
e. Empfangen der Vielzahl von Paketen am Ziel-

knoten (E405); und
f. Anordnen der Vielzahl von Paketen (301-308)

am Zielknoten (E405) entsprechend der pseu-
dozufalligen Folge von Paketnummern, derart,

dass die Transaktionsdaten wiederhergestellt
werden, dadurch gekennzeichnet, dass in

Schritt c. den Paketen jeweils Routen zugewie-
sen werden, die von denen anderer Pakete aus
der Vielzahl von Paketen verschiedensind.

Verfahren nach Anspruch 1, wobei die Paketnum-
mern eine Folge bilden, derart, dass die relative Po-
sition jedes Paketes bekanntist.

Verfahren nach Anspruch 2, wobei das Verteilen der
Folge von Zeichen auf eine Vielzahl von Paketen

(301-308) derart erfolgt, dass jedem Paket aus der
Vielzahl von Paketen ein einziges Zeichen aus der

Folge von Zeichen zugeteilt wird.

Verfahren nach Anspruch 2, wobei die pseudozufal-
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lige Folge eine wachsende Folge von Zufallszahlen
ist.

Verfahren nach Anspruch4, wobei jedem Paket aus
der Vielzahl von Paketen (301-308) eine Nummer
entsprechend einer pseudozufalligen Funktion zu-

gewiesenwird, derart, dass die Paketnummern eine
pseudozufallige Folge bilden, durch:

a. Zuweisen einer Zufallszahl als Paketnummer

zu einem ersten Paket der pseudozufalligen Fol-

ge; und
b. flr jede nachfolgende Paketnummerin der

pseudozufalligen Folge, Addiereneiner Zufalls-
zahl zu der Paketnummerdes vorhergehenden
Paketes.

Verfahren nach Anspruch 2, wobei die pseudozufal-

lige Folge eine fallende Folge von Zufallszahlenist.

Verfahren nach Anspruch 6, wobei jedem Paket aus
der Vielzahl von Paketen (301-308) eine Paketnum-
mer entsprechend einer pseudozufalligen Funktion

zugewiesen wird, derart, dass die Paketnummern
eine pseudozufallige Folge bilden, durch:

a. Zuweisen einer Zufallszahl als Paketnummer

zu einem ersten Paket der pseudozufalligen Fol-
ge; und

b. fiir jede nachfolgende Paketnummerin der
pseudozufalligen Folge, Subtrahieren einer Zu-
fallszahl von der Paketnummereines unmittel-

bar vorangehenden Paketes.

Revendications

Procédé de transmission de donnéesdetransaction

(300) comprenant une séquence de caractéres d’un
noeud source 4 un noeud destinataire par le biais
d’un réseau réparti interconnectant unepluralité de
noeuds de réseau comprenantle noeud source et
le noeud destinataire, le procédé consistant a :

a. répartir la séquence de caractéres entre une
pluralité dé paquets (301-308);
b. attribuer a chaque paquet de la pluralité de
paquets (301-308) un numéro de paquet (1-8)
caractérisé en ce que le numéro de paquet est
attrinué selon une fonction pseudo-aldatoire tel-
le que les numéros de paquet forment une sé-
quence pseudo- aléatoire
(17-32-46-57-61-80-89-97}, et par les étapes
consistant a:

c. attripuer 4 chaque paquetde la pluralité de
paquets (301-308) un trajet du noeud source

(A401) au noeud destinataire (E405);
d. transmettre la pluralité de paquets du noeud
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source (A401) au noeud destinataire (E405) sui-

vant les trajets qui leur ont été attribués ;
e. recevoir la pluralité de paquets au noeud des-
tinataire (E405), et
f. agencer, au noeud destinataire (E405}, la plu-

ralité de paquets (301-308) selon la séquence
pseudo-aléatoire de numéros de paquetdetelle
sorte que les données de transaction soientre-
constituées, caractérisé en ce que, a l’étape
c., ilest attrioué a chacun des paquets un trajet
différent de celui des autres paquets de la plu-
ralité de paquets.

Procédé selon la revendication 1, dans lequel les
numéros de paquet forment une séquencetelle que
la position relative de chaque paquet est connue.

Procédé selon la revendication 2, dans lequelle fait
de répartir la sequence de caractéres entre une plu-
ralité dé paquets (301-308) consiste a répartir dans
chaque paquet de la pluralité de paquets un seul
caractére de la séquence de caractéres.

Procédé selon la revendication 2, dans lequella sé-
quence pseudo-aléatoire est une séquence crois-
sante de nombres aléatoires.

Procédé selon la revendication 4, dans lequel a cha-
que paquetde la pluralité de paquets (301-308) est
attribué un numére selon une fonction pseudo-aléa-
toire telle que les numéros de paquet forment une
séquence pseudo-aléatoire :

a. en attribuant 4 un premier paquet de la sé-
quence pseudo-aléatoire un nombre aléatoire
comme numéro de paquet, et
b. pour chaque numéro de paquetsuivant de la

séquence pseudo-aléatcire, en ajoutant un
nombre aléatoire au numéro de paquet du pa-
quet précédent.

Procédé selon la revendication 2, dans lequella sé-
quence pseudo-aléatoire est une sequencedécrois-
sante de nombres aléatoires.

Procédé selon la revendication 6, dans lequel 4 cha-
que paquet de la pluralité de paquets (301-308) est
attribué un numéro de paquet selon une fonction
pseudo-aléatoire telle que les numéros de paquet
forment une séquence pseudo-aléatoire :

a. en attripuant 4 un premier paquet de la sé-
quence pseudo-aléatoire un nombre aléatoire
comme numéro de paquet, et
b. pour chaque numéro de paquet suivant de la
séquence pseudo-aléatoire, en soustrayant un
nombre aléatoire du numéro de paquet d’un pa-
quet venant immédiatement avant.
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FIGURE 2
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SECURE MESSAGE EXCHANGE METHOD USING INTERMEDIARIES

FIELD OF THE INVENTION:

The present invention relates to methods and devices for

exchanging messages, and more particularly to methods and

devices for securely exchanging data between computing devices

using at least one intermediary.

BACKGROUND OF THE INVENTION:

In recent years the use of public computer networks to

carry sensitive data has become widespread. The best example

ef such a public computer network is the public Internet.

Because of widespread access availability, the Internet is

evolving into a preferred communications network. As such,

the Internet is being used for the exchange of sensitive data,

that may be of a private nature. Recently, the Internet has

been heralded as a vehicle facilitating commercial

transactions. Because of the sensitivity of financial

information, secure communications using the insecure network

is a requirement.

As a result, many encryption and decryption methods are

being developed. One encryption and decryption mechanisms

that has gained popularity is the secure sockets layer ("SSL")

method pioneered by Netscape Communications of CA as detailed

in Freier, A.O., Karliton, P. and Kocher P. "The SSL Protocol

Version 3.0", Netscape Communications, November 18, 1996, and

U.S. Patent No. 5,657,390 the contents of both of which are

-1-
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hereby incorporated by reference. SSL encryption allows an

end-user to safely exchange encrypted data using a modified

hyper text transfer protocol ("HTTP") session using a

temporary session key, which need not be stored or entered by

“the end-user. Moreover, most currently available Internet —

browser applications support SSL encryption. Accordingly, SSL

eneryption is convenient for end-users.

However, current implementations of SSL encryption

require an end-user to communicate with an SSL capable server,

such as the Netscape Commerce Server. Many vendors are not

able to, or do not wish to administer an SSL capable server.

As such, third party intermediaries such as internet service

providers have begun operating SSL capable servers for their

commercial clients that act as vendors.

End-users may provide sensitive information to the SSL

capable servers that vendors may then retrieve, by for

example, establishing another SSL session with the SSL capable

server. Typically, data received and stored by an SSL server

is decrypted and stored at the SSL capable server in plaintext

format, until retrieved remotely by the intended message

recipient. As such, operators of the SSL capable servers have

access to the plaintext message. This may lead to misuse of

the sensitive information by these operators.

One known solution addressing this concern requires

double encryption of the message by way of another encryption

method. For example, the data provided to the SSL server may

be encrypted so that decryption is only possible using a key

~2-
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known to the vendor. This, however, requires the vendor to

provide a key to the end-user that must be applied by the end-

user using, for example, another software application. This

application and the key must be supplied to the end-user prior

‘to SSL session. If the encryption algorithm is complex, the

key and software may be quite large and would typically need

to be stored at the end-user computing device. All this is

quite complex and cumbersome for end-users.

Accordingly, a stream-lined secure method of providing

data from a first computing device to a second computing

device using an intermediary is desirable.

SUMMARY OF THE INVENTION:

In accordance with an aspect cof the present invention,

there is provided a method of conveying a message from a first

computing device to a second computing device. The method

comprises the steps of: a. splitting the message at the first

computing device into at least two independent message

portions, wherein each message portion is insufficient to form

the message and all the message portions are required to form

the message; b. encrypting one of the message portions at the

first computing device; c. providing the encrypted message

portion from the first computing to an intermediate computing

device; d. previding the remaining message portions toa

second computing device; e. providing the first message

portion to the second computing device; and f. re-combining

the first message portion and the remaining message portions

at the second computing device to form the message.

o~3-
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In accordance with yet another aspect of the present

invention, there is provided a computing device comprising: a

processor; a computer network interface in communication with

the processor; persistent storage memory in communication with

processor readable instruction adapting the device to:

a. split the message at the first computing device into at

least two independent message portions, wherein each message

portion is insufficient to form the message and all the

message portions are required to form the message; b. encrypt

one of the message portions at the computing device; c.

provide the encrypted message portion from the computing

device to an intermediate computing device using the network

interface; and d. provide at least one of the remaining

message portions to a second computing device interconnected

with the network.

In accordance with yet a further aspect of the invention,

there is provided a computer readable medium comprising a

software application that, when loaded by a network

imterconnected computing device adapts the computing device

to: a. split a data message at the computing device into at

Least two message portions, wherein each of the message

portions is insufficient to form the message and wherein all

the message portions are required to form the message; b.

encrypt one of the message portions at the first computing

device; ¢. provide the encrypted message portion from the

computing device to an intermediate computing device using the

network interface; and d. provide at least one of the

remaining message portions to a second computing device

=~4-
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interconnected with the network.

BRIEF DESCRIPTION OF THE DRAWING:

In figures which illustrate, by way of example only, ~

embodiments of the present invention,

FIG. 1 illustrates a plurality of network interconnected

computing devices, exemplary of embodiments of the

present invention;

FIG. 2 illustrates a preferred architecture of one of the

devices of FIG. 1;

FIG. 3 illustrates an exemplary organization of memory at

one of the devices of FIG. 1;

PIGS. 4 and 5 are flowcharts of methods exemplary of

embodiments of the present invention; and

FIG. 6 illustrates a further arrangement of computing

agevices, exemplary of an embodiment of the present

invention.

DETAILED DESCRIPTION:

PIG. 1 illustrates a plurality of computing devices 12,

14 and 16 exemplary of embodiments of the present invention.

Devices 12, 14 and 16 are interconnected by data network 10.

Network 10 is preferably a packet switched data network,

such as a network adhering to te internet protocol ("IP"),

allowing devices 12, 14 and 16 to exchange data. Data may be

exchanged between network interconnected computing devices

- 5 -
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using the IP protocol as detailed in RFC 791, by way of

intermediate routers (net illustrated). Network 10 may for

example, be the public Internet, comprised of numerous smaller

physical networks all adhering to the internet protocol.

Network 10 could, of course, be any other suitable local area,

wide area or other computer network, such as a token ring

network, or the like.

Each of devices 12, 14 and 16 is preferably a

conventional network client or server computing device such as

an intel x86 based computer, or any other suitable computing

device. In the illustrated embodiments, computing devices 12,

14, and 16 are architecturally substantially similar.

Device 12 acts as a network based client, that may be

permanently or intermittently connected to network 10. The
architecture of device 12 is illustrated in FIG. 2. As

illustrated, device 12 comprises a processor 18, in

communication with persistent storage memory 20, and a network

interface 22. Processor 18 may for example, be a conventional

intel x86 class processor, a Motorola 68000 series processor,

a RISC processor or any other suitable processor known to

those skilled in the art. Persistent storage memory 20

preferably comprises a combination of read only memory, random

access memory, disk storage, and the like. Additionally,

persistent storage memory 20 further preferably comprises a

device capable of reading data from a removable storage medium

28, such as a diskette, CD-ROM or the like for storage in

ether portions of memory 20. Network interface 22 may be an

ethernet interface, a modem, an asynchronous transfer mode or

-~6~+
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ISDN interface, or any other suitable interface for connecting
device 12 to network 10. A monitor 24 and input device 26,

such as a keyboard further preferably form part of device 12

allowing input and display of end-user data.

An exemplary organization of persistent storage memory 20

of device 12 is illustrated in FIG. 3. Stored within memory
20 are computer software programs and data that are loaded

into working memory of device 12 to permit device 12 to be

operable as a network based client computing device. As

illustrated, memory 20 stores operating system software 34;

application software 36; and data 38. Operating system
software 34 may, for example, be Microsoft Windows 95 or 98

software; Microsoft NT Workstation operating system software,

UNIX operating system software, or the like. Application

software 36 includes network interface software 40, which

typically includes an internet protocol suite allowing inter-

connection with network 10 and thus communication of operating
System 34 with network 10 through the physical network

interface 22 (FIG. 1). Application software 36 further

preferably includes an internet browser application 42 such as

the Microsoft Internet Explorer or Netscape Communicator

browser or the like. As such, browser application 42 will be

capable of displaying documents written in the hyper-text-

markup-language ("HTML"), as for example detailed inc.

Musciano, B. Kennedy, HTML: The Definitive Guide, 3ed,

(Cambridge, MA: O'Reilly & Associates, 1997), the contents of

which are hereby incorporated by reference. Preferably

browser application 42 is further capable of executing

software applications downloaded through network 10. Most

=-TF-
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preferably, browser application 42 is capable of downloading

and executing software written in the Javascript orJava

programming languages as, for example, more particularly

detailed in D. Flannagan, Javascript: The Definitive Guide

{Nutshell Handbook) (Cambridge, MA: O'Reilly & Associates,

1997) and P. Niemeyer and J, Peck, Exploring Java, 2ed,

(Cambridge, MA: O'Reilly & Associates, 1997), the contents of

both of which are hereby incorporated by reference. Such

Javascript or Java applications may preferably be downloaded

through network 10 into data portion 38 of memory 20 and

executed by browser application 42, as required.

Additionally, application software 36 may comprise other

applications 44 used by an end-user for purposes unrelated to

the disclosed methods.

Devices 14 and 16 preferably act as network servers. The

organization of memories at devices 14 and 16 and specific

architecture of these devices are not illustrated. These are,

however, similar to the described architecture of device 12

and organization of memory 20. However, each of devices 14

and 16 need not store nor execute an internet browser

application, as device 12 preferably does. Instead, devices

14 and 16 preferably execute and store within their persistent

storage memory, network server applications, such as for

example an HTTP server application such as the Apache internet

server application; the Netscape Commerce Server application,

or the Microsoft Back Office software application, or the

like. Additionally, the network server application at device

14 further preferably allows the exchange of encrypted

messages using one or more known encryption methods. For

-B-
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example, the server application at device 14 preferably

supports encrypted communication between network

interconnected devices using the secure sockets layer ("SSL")

described above. As will become apparent, device 16 typically

need not allow for exchange of encrypted messages. Aliso

stored within persistent memory at devices 14 and 16 are

common gateway interface ("CGI") applications or Java

applications or other software that may be executed at devices

14 or 16 in response to network contact of these devices. CGI

programming techniques are detailed in S. Gundarvan, CGI

Programming on the World Wide Web, (Cambridge, MA: O'Reilly &

Associates, 1996), the contents of which are hereby

incorporated by reference. As will become apparent, also

stored within persistent storage memory of device 16 are HTML

documents and software in the form of Java applets,

applications or Javascript code that may be downloaded and

executed by device 12 to facilitate encryption in accordance

with methods exemplary of the present invention.

In operation, after causing device 12 to become network

interconnected, an end-user at device 12 wishes to securely

provide device 16 with a message. For illustration purposes,

devices 14 and 16 are assumed to be permanentiy interconnected

with network 10, and identified by at least one uniform

resource locator ("URL"}. Of course, device 14 and 16 could

be connected to network 10, intermittently as required.

Device 16 may, for example, be offering acting as an

electronic commerce server, accepting and verifying orders for

particular products or services. As noted, orders may include

sensitive personal and financial information.

-9-
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The secure provision of the message may better be

understood with reference to FIGS. 1, 4 and 5. Steps 400

performed by device 12 are illustrated in FIG.4. Steps 500

performed by device 16 are illustrated in FIG. 5.

Specifically, in steps S402 and S502 device 12 contacts server

16 over network 10 using the HTTP protocol and a known URL

identifying an HTML page used as a starting point, to

establish an HTTP session between devices 12 and 16.

Eventually after following one or more HTML links from the

initially presented HTML page, the end-user at device 12 will

wish to securely provide a message to device 16.

Specifically, in step S402 device 12 receives a series of HTML

instructions provided by device 16 in step S504 causing device

12 to request information from an end-user to be securely

exchanged. For example, device 16 may preferably provide an

HTML document including JavaScript code and a Java Applet in

step $504 causing device 12 to first present an HTML form for

completion by the end-user. The end-user, in turn, completes

the form by presenting data such as the end-user's name;

address; credit card number; and presses a submit icon or key

thus providing the provided Javascript code with the plaintext

data acquired, in step $404. For the purposes of this

description, the plaintext data acquired through the

presentation and completion cf the described form will be

referred to as M1.

Most preferably, the provided Javascript code or Java

Applet now at device 12 further causes device 12 to split the

data M1, is a manner exemplary of the present invention once

the form has been completed. A portion of the provided Java

-10-
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Applet and Javascript code is executed once all the data on

the input form has been provided and the end-user is ready to

submit the data to devices 14 and 16 in steps S406-S410.

The Java Applet executing at device 12 forms two

independent data portions Cl and C2 from the submitted,

plaintext data, M1, in step S406. Cl and C2 may be considered

blocks or streams of ciphertext data. Cl and C2 may be

combined to form the plaintext data M1, but individually Cl or

c2 do not contain sufficient information to re-create Ml. Two

such data streams Cl and C2 may for example, be formed by

generating a random or pseudo-random bit stream Bl that is bit

wise exclusive-OR-ed with the data Ml. The pseudo-bit stream

may be generated using techniques known to those skilled in

the art. One stream is the pseudo-random stream, Bl while the

other is the resultant exclusive-OR-ed stream (ie. Bl XOR M1).

Advantageously and unlike many conventional known and

relatively secure public or private key encryption algorithms,

splitting data inte two streams is computationally simple.

This simplicity allows the required Java Applet or Javascript

code to be very small and easily and quickly provided to

device 12 from device 16. Other techniques for splitting M1

into two or more separate message streams will be understood

by those skilled in the art, and are for example detaiied in

B. Schneier, Applied Cryptography, Protocols, Algorithms, and

Source Code in ¢C, 2ed, (John Wiley & Sons: New York, 1996), or

A. Shamir, "How to Share a Secret", Communications of the ACM,

Nov. 1979, Vol 22, No. 11, the contents of which are hereby

incorporated by reference.
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Now, one of the two data streams (C2, for example) is

provided in steps S408 and $506 to device 16 over network 10

using, for example, an HTTP connection, typically without

encrypting this data stream. This received data stream is

In step S410 the other of the two streams (C1) is

provided to the Javascript code at device 12, which replaces

Ml with Cl in the HTML form. Thereafter in step S410, browser

application 42, under control of the HTML document provided in

step $402, establishes an SSL session with intermediate

computing device 14 acting as an SSL capable server, and

provides Cl to device 14 using the SSL session. Data provided

by way of network 10 during the SSL session is encrypted using

an SSL session key, and provided to device 14; and decrypted

and stored at device 14, preferably as a file, all using

conventional techniques understood by those skilled in the

art.

Next, in order to retrieve the plaintext message M1, both

ciphertext message streams Cl and C2 are required. Thus, upon

receipt of the stream containing C2, device 16 under control

of software such as a Java application or Java Applet (not

illustrated) may accordingly contact device 14 by, for

example, establishing an HTTP or FTP session with device 14
over network 10, and preferably providing a password and

identifier; and retrieving the stored file containing Cl.

While typically, device i6 unlike device 14 is not an SSL

capable server, it may include client software capable of

retrieving data from device 14 using an SSL session. Thus,

-12-

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

250 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

251 of 789

10

15

20

25

30

WO 00/18078 PCT/CA99/00838

device 16 could establish an SSL session with device 14 to

retrieve the file containing Cl. Alternatively, device 14

could provide a message containing Cl to device 16 once

received. This could be done by device 14 initiating a

session and providing the file or by way of electronic mail

message, sent to or retrieved by device 16, or in any other

suitable manner. Once Cl has been received at device 16, the

software application at device 16 may re-assembie Ml from Cl

and C2 using the inverse operators used to split M1 into Cl

and C2 in step S510. Using the example technique, device 16

May bitwise exclusive-OR Cl with C2 to form M1.

Alternatively, streams Cl and C2 may be retrieved

remotely from devices 14 and 16, respectively. For example,

an authorized remote user (not illustrated) could establish a

connection to network 10, using another computing device and

contact device 14, preferably using an SSL session, and device

16 to retrieve Cl and C2.

Additionally, and optionally, in order to discover an

error in Ml, Cl and C2, Ml, Cl and C2 may each be appended

with a checksum in the form of a CRC, secure hash algorithm,

as detailed in B. Schneier, Applied Cryptography, Pretocols,

Algorithms, and Source Code in C, 2ed, or the like.

Corruption in Cl could thus be detected at device 14 or 16,

while corruption of C2 or Ml could be detected at device 16.

In response to detecting corruption, device 14 or 16 could

request re-transmission of Cl, C2 or Cl and C2, from device

12, as required.
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As should be appreciated from the above description, in

order for a third party to intercept the message MI, the third

party will require both Cl and C2. As C1 and C2 are routed to

different network.interconnected computing devices 14 and 16,

typically over different network paths, and often over 7

aifferent physical networks all forming part of network 10,

interception of both Cl and C2 on network 10 by a third party

is highly unlikely. Further, as Cl is encrypted during

transmission, a third party obtaining C1 is further unlikely.

Moreover, an operator at server 14 cannot obtain M1, as only

Cl has been provided. As there is preferabiy no statistical

correlation between Cl and C2, even a brute force attack on Cl

or C2 will not be sufficient to obtain M1. Once M1 has been

re-assembled it may be processed as required in step S512 at

server 16, or remotely.

As will appreciated, the above example embodiments have

been described using a single intermediate computing device.

The invention may easily be applied to split the transmitted

Message into three or more portions, and provide portions to

additional intermediaries as illustrated by way of example,

With reference to FIG. 6. In the arrangement of FIG. 6,

computing device 50 wishes to securely convey a message to

computing device 56. Device 50 comprises software similar to

that described above, and preferably splits a message M1' into

three independent message portions Cl1', C2' and C3'. This may

be done, for example, by splitting message M1' into portions

Cl' and C2'' using the above described XOR technique. Message

C2'' may further be split into message C2' and C3' by again

splitting C2'' using the described XOR technique. Message
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portion Cl' is encrypted and provided by way of a network to

device 52. At device 52 it is decrypted and stored. Message

portion C2' is optionally also encrypted and provided to

device 54, where it is decrypted and stored. Again, SSL

‘sessions between devices 50 and 52 and devices 50 and 54 may

facilitate the encrypted exchange of Cl' and C2'. Portion C3!

is provided by device 50 to device 56, and optionally

encrypted. Now, device 56 may obtain portions Cl1' and c2'

from device 52 and 54, respectively. Alternatively, device 54

may obtain message portion C2' from device 52. Cl1' and c2'!

could be combined at device 54 and provided to device 56.

Alternatively, device 56 could obtain Cl1' and C2' from device

54 and combine these. In any event, once Cl', C2' and C3' are

combined at device 56 message M1' may be extracted. Using the

example XOR technique, Ml'= C1' XOR (C2' XOR C3'). Once

again, operators at intermediate devices 52, 54 cannot obtain

M1' from message portions Cl' and C2'.

As will be appreciated the described method can easily be

extended to splitting an initial message M into an arbitrary

number of intermediate message portions and using an arbitrary

number of intermediate devices.

It will be appreciated that the above described

embodiments use the Java or Javascript language and SSL

encryption, a person skilled in the art will readily

appreciate that the described methods may easily be

implemented using other known encryption methods and other

computer languages. For example, the described Javascript

could be replaced with a compiled C application, executing as
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a "plug-in" to the network browser 42 or as part of the

browser or other application. Moreover, message portions

encrypted using the described SSL sessions could be encrypted

using any other symmetric or public key encryption methods.

For example, the known Pretty-Good-Privacy application -

available from Network Associates could be used. As well,

while communications with server 16 has been described as not

requiring encryption, a person skilled in the art will

appreciate that communications with device 16 could also be

encrypted.

Similarly, while the organization of software biocks, and

data portions have been illustrated as clearly delineated, a

person skilled in the art will appreciate that the delineation

between blocks and data portions is somewhat arbitrary.

Numerous other arrangements of software and data are possible.

Similarly, while computing device 12, 14 and 16 have been

illustrated as substantially similar, a person skilled in the

art will appreciate that, in practice, these are typically

quite dissimilar.

It will be further understood that the invention is not

limited to the embodiments described herein which are merely

illustrative of a preferred embodiments of carrying out the

invention, and which are susceptible to modification of form,

arrangement of parts, steps, details and order of operation.

The invention, rather, is intended to encompass ail

modifications within its spirit and scope, as defined by the
claims.
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WHAT IS CLAIMED IS:

1. A method of conveying a message from a first computing

device to a second computing device, said method comprising

‘the steps of:

a. splitting said message at said first computing device

into at least two independent message portions, wherein

each message portion is insufficient to form said message

and ali said message portions are required to form said

message;

b. encrypting one of said message portions at said first

computing device;

c. providing said encrypted message portion from said

first computing to an intermediate computing device;

dad. providing the remaining message portions to a second

computing device;

e. providing said first message portion to said second

computing device; and

f. re-combining said first message portion and said

remaining message portions at said second computing

device to form said message.

2. The method of claim 1, wherein said remaining message

portions are provided to further intermediate computing
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devices prior to step d.

3. The method of claim 2, wherein said first message portion

is provided to said second computing device by said

‘intermediate computing device. -

4. The method of claim 1, wherein said first, second and

intermediate computing devices are interconnected with at

least one data network, and wherein said first and remaining

message portions are provided to said intermediate and second

computing device over different data paths on said network.

5. The method of claim 4, wherein said second computing

device and said intermediate computing device are

interconnected to different physical networks.

6. The method of claim 1, wherein step e. comprises

decrypting said encrypted message portion at said intermediate

computing device.

7. The method of claim 1, wherein step a. comprises forming
a pseudo-random bit stream at said first computing device,

and applying said pseudo-random bit stream to said message to

form said second message portion, and wherein said first

message portion comprises said pseudo-random bit stream.

8. The method of claim 6, wherein step e. further comprises

encrypting said decrypted message portion at said intermediate

computing device.
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9. The method of claim 1, further comprising the step of

g. obtaining a software application to perform step a. at

said first device from said second device.

10. The method of claim 1, wherein said first, second and

intermediary computing devices are interconnected with a

computer network adhering to an internet protocol, and wherein

step ¢c. comprises establishing a connection over said network

between said first computing device and said intermediate

computing device and said encrypted is provided to said

intermediate computing device using said connection.

11. The method of claim 10, wherein data exchanged using said

connection is encrypted using a temporary key generated for

Said connection.

12. The method of claim 11, wherein step e. further comprises

establishing a network connection between said first computing

device and said second computing device, and wherein said

first message portion is provided to said second computing

device using said session.

13. The method of claim 1, wherein step e. comprises

providing said first message portion to said second computing

device as an electronic mail message from said intermediary

computing to said second computing device.

14. A computing device comprising:
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a processor;

a computer network interface in communication with said

processor;

persistent storage memory in communication with said

processor, said persistent storage memory comprising

processor readable instruction adapting said device to:

a. split said message at said first computing device

into at least two independent message portions,

wherein each message portion is insufficient to form

said message and all said message portions are

required to form said message;

b. encrypt one of said message portions at said

computing device;

c. provide said encrypted message portion from said

computing device to an intermediate computing device

using said network interface; and

d. provide at least one of the remaining message

portions to a second computing device interconnected

with said network.

15. The computing device of claim 14, wherein some of said

processor readable instructions are provided to said computing

device from said second computing device using said network

interface,
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16. The computing device of claim 15, wherein said processor

readable instructions further comprise a pseudo-random bit

stream generator and adapt said processor to apply a pseudo-

random bit stream formed by said generator to said data

message to form said second message portion, and wherein said

first message portion comprises said pseudo-random bit stream.

17. The computing device of claim 16, wherein said network

comprises and internet protocol compliant network, and said

processor readable instructions further adapt said computing

device to communicate over said network using an internet

protocol.

18. The device of claim 16, wherein said processor readable

instructions further adapt said device to provide said first

message portion to said intermediate computer using the http

protocol.

19. A computer readable medium comprising a software

application that, when loaded by a network interconnected

computing device adapts said computing device to:

a. split a data message at said computing device into at

least two message portions, wherein each cf said message

portions is insufficient to form said message and wherein

all said message portions are required to form said

message;

bh. enerypt one of said message portions at said first

computing device;
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c. provide said encrypted message portion from said

computing device to an intermediate computing device

using said network interface; and

d. provide at least one of the remaining message portions

to a second computing device interconnected with said

network.
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SERVER-SIDE SYSTEMS AND METHODS FOR REPORTING STREAM DATA

This patent document contains material which is subject to copyright protection, The

copyright owner has no objection to the facsimile reproduction by anyone of the patent

documentor the patent disclosure, as it appears in Patent and Trademark Office patent files or

records, but otherwise reserves all copyright rights whatsoever.

BACKGROUND

Technical Field

This patent documentrelates generally to the delivery of content over computer networks,

including in particular streaming content from a server to a client, and to the monitoring,

reporting, and analysis of such content delivery.

Brief Description of the Related Art

Streaming content from a server to a client device is known in the art, and is often used for

delivering media, such as streaming audio or video. A variety of techniques are known for

streaming both live content and on-demand content. For example, real-time message

protocol (RTMP)provides a way for a media server to send content to a client over one or

more virtual channels and a control channel. More recently, HTTP-based streaming has

become more widely used. Typically, with HTTP based streaming, a given media stream is

represented by multiple chunks or segments which can be requested independently by a client

player. Each segment is downloaded by the client and then played m order. In order to know

what the segments are available and where to find them (c.g., the URIs to use for requesting

them), a client generally first obtains a file like a playlist or manifest, which contains the

segment locations or indicates how to construct the segment locations (e.g., how to construct

the URIs).

For example, HTTP Live Streaming (HLS) is a framework that provides for a master playlist,

media playlist, and media segments. A master playlist contains references to one or more

media playlists. Typically, the master playlist contains references (URIs) to different

versions of the same stream, cach represented for example by a different media playlist. This

can be used to provide streams having different resolutions or at multiple different bitrates,
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and a client can choose amongst them. A client player may dynamically choose an

appropriate bitrate based on network conditions, buffer size/status, and/or device processing

power, so as to effect adaptive bitrate streaming.

In HLS, a media playlist references (typically by URI) the media segments that make up the

stream for the given bitrate, resolution, or the like, and allow the client player to individually

request each segment. Like master playlists, media playlists may be implemented as m3u8

files. Media segments contain the actual media data (e.g., video, audio, multimedia container

file). For HLS, the media segments are often MPEG-2 transport streams, designated as ts

files.

Other segmented streaming based approaches include HTTP Dynamic Streaming, Smooth

Streaming and MPEG-DASH.

To serve a stream, a given server or collection of replicated servers can be used to stream the

content to requesting client devices in accord with the protocols described above. In some

cases, however, a distributed computing system such as a “content delivery network” (CDN)

is used to stream content across the Internet, A CDNis typically operated and managed by a

service provider, who provides the content delivery service on behalf of third parties. A

“distributed system”of this type typically refers to a collection of autonomous computers

linked by a network or networks, together with the software, systems, protocols and

techniques designed to facilitate various services, such as content delivery or the support of

outsourced site infrastructure. This infrastructure is shared by multiple tenants, the content

providers, The infrastructure is generally used for the storage, caching, or transmission of

content — such as streaming media, but potentially also web pages and applications — on

behalf of such content providers or other tenants. The platform may also provide ancillary

technologies used therewith including, without limitation, DNS query handling, provisioning,

data monitoring and reporting, content targeting, personalization, and businessintelligence.

In a known system such as that shown in FIG.1, a distributed computer system 100 is

configured as a CDN andhasa set of machines 102 distributed around the Internet.

Typically, most of the machines are servers located near the edge of the Internet, 1.¢., at or

adjacent end user access networks. A network operations command center (NOCC) 104 may

be used to administer and manage operations of the various machines in the system. Third

party sites affiliated with content providers, such as web site 106, offload delivery of content
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to the distributed computer system 100 and, in particular, to the CDN servers (which are

sometimes referred to as "edge" servers in light of the possibility that they are near an "edge"

of the Intemet). Such servers may be grouped together into a point of presence (POP) 107 at

a particular geographic location.

The CDNservers are typically located at nodes that are publicly-routable on the Internet,

within or adjacent nodesthat are located in mobile networks, 1m or adjacent enterprise-based

private networks, or in any combination thereof.

Typically, content providers offload their content delivery by aliasing (e.g., by a DNS

CNAME)given content provider domains or sub-domains to domains that are managed by

the service provider’s authoritative domain nameservice. The server provider’s domain

name service directs end user client machines 122 that desire content to the distributed

computer system (or more particularly, to one of the CDN serves in the platform) to obtain

the content morereliably and efficiently. The CDN servers respond to the client requests,

for example by fetching requested content from a local cache, from another CDN server,

from the origin server 106 associated with the content provider, or other source.

Although not shownin detail in FIG. 1, the distributed computer system may also include

other infrastructure, such as a distributed data collection system 108 that collects usage and

other data from the CDN servers and passes that data to other back-end systems 110, 112,

114 and 116 to facilitate monitoring, logging,alerts, billing, management and other

operational and administrative functions. Distributed network agents 118 monitor the

network as well as the server loads and provide network, traffic and load data to a DNS query

handling mechanism 115. A distributed data transport mechanism 120 may be used to

distribute control information (e.g., metadata to manage content, to facilitate load balancing,

and the like) to the CDN servers. The CDN may include a network storage subsystem

(sometimes referred to herein as ““NetStorage”) which may be located in a network datacenter

accessible to the CDN servers and which mayact as a source of content, such as described in

U.S. Patent No. 7,472,178, the disclosure of which is incorporated herein by reference.

Asillustrated in FIG. 2, a given machine 200 in the CDN comprises commodity hardware

(e.g., a microprocessor) 202 running an operating system kernel (such as Linux® or variant)

204 that supports one or more applications 206. To facilitate content delivery services, for

example, given machines typically run a set of applications, such as an HTTP proxy 207, a
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name server 208, a local monitoring process 210, a distributed data collection process 212,

and the like. The HTTP proxy 207 typically includes a manager process for managing a

cache and delivery of content from the machine. For streaming media, the machine may

include one or more media servers, such as a Windows® Media Server (WMS) or Flash

server, as required by the supported media formats.

In a typical operation, a content provider identifies a content provider domain or sub-domain

that it desires to have served by the CDN. The CDN service provider associates (e.g., via a

canonical name, or CNAME,orotheraliasing technique) the content provider domain with a

CDN hostname, and the CDN provider then provides that CDN hostnameto the content

provider. When a DNSquery to the content provider domain or sub-domainis received at the

content provider's domain nameservers, those servers respond by returning the CDN

hostname. That network hostname points to the CDN, and that hostname is then resolved

through the CDN nameservice. To that end, the CDN nameservice returns one or more IP

addresses. The requesting client application (e.g., browser) then makes a content request

(e.g., via HTTP or HTTPS) to a CDN server machine associated with the IP address. The

request includes a host header that includes the original content provider domain or sub-

domain. Uponreceipt of the request with the host header, the CDN server checksits

configuration file to determine whether the content domain or sub-domain requested is

actually being handled by the CDN. If so, the CDN server applies its content handling rules

and directives for that domain or sub-domain as specified in the configuration. These content

handling rules and directives may be located within an XML-based “metadata” configuration

file, as described in US Patent No. 7,240,100, the teachings of which are hereby incorporated

by reference.

The CDNplatform can be considered an overlay across the Internet on which communication

efficiency can be improved. Improved communications on the overlay can help when a CDN

server needs to obtain content from an origin server 106, or otherwise when accelerating non-

cacheable content for a content provider customer. Communications between CDNservers

and/or across the overlay may be enhanced or improved using improved route selection,

protocol optimizations including TCP enhancements, persistent connection reuse and

pooling, content & header compression and de-duplication, and other techniques such as

those described in U.S. Patent Nos. 6,820,133, 7,274,658, 7,607,062, and 7,660,296, among

others, the disclosures ofwhich are incorporated herein by reference.
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For live and on-demand streaming delivery, the CDN may include a delivery subsystem

leveraging the CDN platform, such as described in U.S. Patent No. 7,296,082, and U.S.

Publication Nos. ?011/0173345 and 2012/0265853, the disclosures of which are incorporated

herein by reference.

Regardless of the particular delivery infrastructure, a streaming content provider often wants

to know certain things about the delivery of their content to end-users. For example, the size

of the audience for a particular stream, how many plays a stream receives, and other audience

metrics may all be important. Quality of service metrics, such as how often a user re-started

a stream — also may be important. In somecases, stream metrics can be obtained using a

client-beaconing system, in which a client player sends information about the stream it is

playing to some designated machine, which processes this information to generate aggregate

statistics on the stream. However, this requires adapting each client player to have

appropriate logic, and the universe of players is constantly changing and expanding.

It would be advantageous to have a solution that is able to provide stream monitoring and

reporting and analysis capabilities based on collecting data from the server side, without

relying on a beacon sent from the client player. It would be advantageous to have such

solution compatible with recent technologies for streaming, such as HTTP streaming and/or

other chunk/segment based streaming. Collecting data on such streamsat the serveris

challenging because the server generally has limited knowledge about an individual stream,

as it is typically receiving a multitude of requests from various clients for various segments of

streams.

Theteachings herein address these needs and also provide other benefits and improvements

that will become apparent in view ofthis disclosure. The teachings herein may be used by a

CDNto provide a monitoring and reporting and analytics system for its participating content

providers, but they are not limited to the CDN use case, as they may be implemented in

conjunction with any streaming content system.

SUMMARY

This patent document describes, among other things, systems and methods for collecting and

reporting stream data to facilitate monitoring of, reporting on, and analysis of the delivery of
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content streams, In particular, systems and methods are described herein for collecting and

reporting data related to quality-of-service and audiencestatistics for streaming media,

though other use cases are possible.

In one implementation of the teachings hereof, servers that are streaming content to client

players are modified to collect data about the streams. The servers may be CDN servers,

though this is not a limitation. The servers send the data to a back-end analytics system,

which aggregates and processes the information.

At various stages of the streaming process, a server can set, update, and read state

information on the requesting client reflecting, for example,its status in playing a particular

stream. Based on the client’s request and such state information at each stage, the server can

beacon appropriate information about the stream back to the analytics system. The state

information can be stored on the client in cookies or using other client-side storage

mechanisms, including other standards-based approachesthat enable a client to store and

return state information with requests to servers, either with or without server request. The

teachings hereof apply without limitation to streaming media analytics, and to segment-based

streaming approaches including over HTTP.

Assume, for example, that a client player requests a master playlist for an HLS stream from a

server. Whenthe server receives the request, the server can read state information (e.g., from

the HTTP cookie) on the client, if it exists, or ifnot, generate and set the state information.

Thestate information might include such kinds of information as a client identifier, user

identifier, a stream identifier (e.g., which might be name of master playlist or derived from

it), a time stamp, and/or other things, as will be described in moredetail later in this

document. The server can respond to the client request, and the server can also generate and

send a beacon message to the analytics system in light of the client request.

Assumethe client then sends a request for a media playlist. The server can read the

previously stored state information, update it to reflect current status, and use the information

in the request (including the state information) to generate another beacon. Likewise, the

receipt of requests for media segments of the stream can cause the server to read and update

the state information on the client, and generate beacons.
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The beacon messages can indicate a variety of information at each stage, e.g., indicating

perhaps that the client is attempting to play or playing the stream, the status of the playback,

identifying the media stream being played, identifying what version of the stream (bitrate),

and/or other relevant data, As indicated above, the server can send these messages at certain

points (e.g., upon receiving the particular requests for playlists, or media segments, or at

certain intervals, etc.) to the analytics system. Hence this approach can be used as an

alternative or supplement to client-side systems in which a client application (player) with a

plugin or other logic periodically beacons information to the back-end analytics system,

potentially alleviating the need for integrating such logic into all client player applications.

The specific timing and messaging implementation will typically vary with the design goals

and the streaming protocol. Thus, the teachings hereof apply to streams or circumstances that

employ one playlist, rather than the HLS approach of master and media playlist used in the

example above. For example, the teachings can also be applied to HTTP Dynamic Streaming

(HDS), Smooth Streaming, or MPEG-DASH,which generally use a reference file referred to

as a manifest rather than a playlist.

Theteachings hereof also apply to situations where a client makes a series of media segment

requests, irrespective of playlist/manifest requests. For example, the server may send

beacons in response to media segment requests, updating and setting the client state

information after each such request.

As those skilled in the art will recognize, the foregoing description refers to examples of the

invention and is not necessarily meant to reflect all possible embodiments, Other

embodiments are described and/or will be apparent in view of the description below and in

light of one skilled in the art’s understanding of this disclosure. The teachings hereofmay be

realized im a variety of systems, methods, apparatus, and non-transitery computer-readable

media.

BRIEF DESCRIPTION OF THE DRAWINGS

The teachings of this document will be more fully understood from the following detailed

description taken in conjunction with the accompanying drawings, in which:
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FIG,1 is a diagram illustrating one embodiment of a known distributed computer system

configured as a content delivery network (CDN);

FIG.2 is a diagram illustrating one embodiment of a machine on which a content delivery

network server in the system of FIG. 1 can be implemented;

FIG.3 is a diagram illustrating one embodiment of a system for stream monitoring, reporting

and analytics;

FIG.4 illustrates one embodiment of a message sequence amongst certain machines shown in

FIG.3;

FIG,5 is a diagram illustrating one embodiment of logic process flow in the server 302

shownin FIG.3; and,

FIG.6 is a block diagram illustrating hardware in a computer system that may be used to

implement the teachings hereof.

DETAILED DESCRIPTION

The following description sets forth embodiments of the invention to provide an overall

understanding of the principles of the structure, function, manufacture, and use of the

methods and apparatus disclosed herein. The systems, methods and apparatus described

herein and illustrated in the accompanying drawings are non-limiting examples; the claims

alone define the scope of protection that is sought. The features described orillustrated in

connection with one exemplary embodiment may be combined with the features of other

embodiments. Such modifications and variations are intended to be included within the

scope of the present invention. The allocation of functions to particular computer machines

is not limiting, as the functions recited herein may be combined or split amongst different

machines in a variety ofways. All patents, publications and references cited herein are

expressly incorporated herein by reference in their entirety.

Introduction
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According to this disclosure, a system of servers can collect and beacon data about streams

they are delivering. The data can be beaconed to a back-end analytics system, so as to

facilitate monitoring of, reporting on, and analysis of the content streams for a stream content

provider. The back-end analytics system aggregates data from many beacons to determine

and report on quality-of-service, audience size, audience engagement, viewing duration, and

other audience-related metrics, client player statistics, and other information. Hence,this

system can be used to provide real-time and/or post-event reporting of content streams.

Preferably the content streams are media streams delivering audio, video, or multimedia(e.g.,

container files with encoded audio/video presentations) to a client. Preferably the media

streams are segmented media streams using a manifest or playlist(s) to define the location of

stream segments. Non-limiting examplesof suitable streaming protocols include HTTP Live

Streaming (HLS), HTTP Dynamic Streaming (HDS), and Smooth Streaming, and MPEG-

DASH. Theserver-side beaconing approach described in this disclosure alleviates the need

for client-side code or integration of plugin or other logic into the client, which is

advantageous given the ever-increasing array of client players in use.

Theteachings hereof may be implemented in a content delivery network server used for

streaming content, or more particularly, in the HTTP proxy servers described earlier with

respect to FIGS. 1-2. More specifically, the proxy server application running in the machine

200 can be modified in accordance with the teachings hereof to provide the disclosed

functionality,

System Architecture

FIG.3 illustrates one non-limiting embodiment of a system for server-side collection of

stream data. In the following description, conventions and nomenclature associated with

HTTPand HTTPlive streaming (HLS) will be used forillustrative purposes; however, the

approach would apply equally for other segmented streaming protocols.

In this embodiment, beaconing logic is placed within content servers that are delivering the

streams. The system is designed to have a given content server 302 in the system beacon

back relevant information about the stream at certain points in time. The information may be

in the comparable format as a client-side plugin generated beacon would generate. In the

illustrated embodiment, the logic of whento trigger these beacons is based on server 302
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responses to client requests for the master playlist, media playlist, or media segments. In

order to keep track of sessions, unique viewers, and determine whento trigger a beacon, two

cookies are used in this example. However the numberof cookies may vary by

implementation,

Turning to FIG.3, user 300 operates a client device 301 running a client media player

application. Assumethat the client has already obtained the address of a media server via, for

example, DNS lookup madeby its local DNS server. (In the case of a CDN, the DNS

process may have involved an aliasing process to be pointed to the CDN DNSsystem, and

subsequently a particular machine in the CDN,as described earlier in connection with FIGS.

1-2.)

In FIG,3, the client issues HTTP requests (e.g., HTTP GET request) for playlist files for a

given stream, and then the actual media segments for that stream. (The specific

request/response sequence will be discussed in more detail below.) When the server 302

receives a request, it serves the playlist or the media segment from cache, as the case may be,

if it has a valid cached copy. Ifnot, the server 302 can go forward in a proxy operation to an

origin server or some other remote storage mechanism, designated as source 304. The source

304 responds with the playlist or media segment, as the case may be, and the server 302

transmits it to the client 301 in response to the client’s request. When responding, the server

302 sets one or more cookies on the client with state information.

At certain times in this flow, generally after receiving a request for a playlist or media

segment, the server 302 can send a beacon to a remote machine 306 running an analytics

application. This machine 306 ingests the beacon messages and extracts certain information

which it transmits to a quality of service (QoS) machine 308, and other information to an

audience analytics machine 310. The QcS machine 308 aggregates and collates the data by

stream, storing the data in a database 312 so it may later be queried and used to drive a QoS

monitoring application available to content providers via a web portal or other user interface.

The audience analytics machine 310 aggregates and collates the data by stream, storing the

data in a database 314 so it may later be queried and usedto drive an audience analytics

monitoring application available to content providers via, e.g., the web portal.

The two cookies used in the current embodimentto store state information are now described.
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A CLIENTVIEWERCOOKIEis a persistent cookie used to determine unique viewers and

is set at the top level of the delivery hostname whenever a request is received without this

cookie present. In one implementation, it can contain a client viewer identifier generated by

a hash of client IP address and random string. The viewer ID is unique and anonymous.

A CLIENT_SESSION_COOKIEis a session cookie used to keep track of individual stream

playback sessions and determine when and how to beacon back data. The cookie is set at the

path of the requested object down to the stream identifier level, and may include such fields

as a unique session ID (e.g., hash value of client viewer ID and current timestamp at the

server 302), current timestamp, master playlist name, and an indication ofthe state of the

stream playback, for example.

In this embodiment, the client session ID is set or reset in the following scenarios:

Scenario 1 — New Viewer: A playlist request (e.g., master or media playlist) is received

without the CLIENTSESSIONCOOKIE present

Note: If a media playlist request comes in without this cookie it is assumed the useris

requesting this media playlist directly and therefore this request can be treated as if it were

the ‘master’

Scenario 2 — Existing Viewer Requesting New Master Playlist Within Same Event: A master

playlist request is received with the CLIENT_SESSION_COOKIEpresent but the requested

master filename does not match the originally requested master filename in the cookie

Note: There is a predefined regex to differentiate a master playlist filename from a media

playlist filename

Scenario 3 — Existing Viewer Restarting Stream After Being Idle For More Than N Seconds:

A master playlist request is received with the CLIENTSESSIONCOOKIE present AND

the requested filename matches the originally requested ‘master’ filename in the cookie AND

the timestamp is greater than N seconds, where N is configurable (e.g., N = 300 seconds)

Note: There is a predefined regex to differentiate a master playlist filename from a media

playlist filename
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Note: The assumption is that a new master playlist request after a stream has been idle for

more than N secondsindicates the useris restarting the stream and therefore it is considered a

new session.

Three types ofbeacons are being sent from the server 302 to the analytics machine 306in this

embodiment: Attempt, Play Started, and Playing. The parameters included in each beacon

type are explained below in the Beacons section of this document. A typical HLS request

flow includes a master playlist request, one or more media playlist requests, and then multiple

media segment requests. The first master playlist request/response triggers the “Attempt”

beacon and subsequent master playlist requests are ignored from a beaconing standpoint. The

first media playlist request/response triggers the ‘Play Started’ beacon and all subsequent

media playlist requests are ignored from a beaconing standpoint. The first media segment

request/response after M seconds (where M is configurable; M might be for example 270

seconds) triggers the “Playing” beacon and all subsequent media segment requests are

ignored from a beaconing standpoint for the next M seconds. The process of beaconing every

M or more seconds for each stream continues until the stream is stopped and no additional

requests are being made.

It is emphasized that a variety ofbeacon types can be triggered at different points in the

request flow, still leveraging the teachings hereof, and the teachings hereof are accordingly

not limited to any particular beacon type or beacon timing. Typically the specific beacon

types will be driven by the particular implementation and design goals. Other beacon types

might include: an error beacon (generated and sent by the server 302, for example, when the

requested content was not available or caused an error of some sort at the server 302 or at the

source 304 as a result of the forward request), a bitrate beacon (generated and sent by the

server 302, for example, when the client changes the bitrate of the stream, for example by

requesting a media playlist for a different bitrate or media segments of a different bitrate than

before, due to adaptive bitrate streaming logic), or a heartbeat beacon (generated and sent by

the server 302, for example, in place of Playing beacons but with reduced data payload to

lighten downstream system processing burdens). These are merely examples.

Furthermore, the beaconing timing will vary with the particular streaming protocol. For

example, in protocols having a single playlist or manifest (such as HDS, Smooth Streaming,

etc.)}, the server 302 can set cookie(s) upon receiving a request for the playlist/manifest, and
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send a “Play Attempt” beacon, As requests for the segments are received with the cookies,

the server 302 can send a “Play” beacon, and update the state information in the cookies. The

first request for a segment might result in a “Play Started” beacon instead of a “Play” beacon

— but again, the particular beacons will vary.

System Workflow

FIG.4 illustrates the message sequence amongst a client device 301, the content server 302,

and the analytics machine 306 in the current embodiment.

The sequence begins with the client device 301 sending a request for a master playlist to the

server 302. Assumethat the client device 301 does not have a CLIENT_VIEWERCOOKIE

or CLIENTSESSIONCOOKIEset. The receipt of the master playlist request triggers the

server 302 to send a beaconto the analytics machine 306 with certain information, such as a

stream identifier, and an indication that there has been an “Attempt” at playing the stream.

(A more detailed list ofpotential information is in the Beacon section of this document,

below.) The server 302 serves the master playlist and sets the cookies,

CLIENTVIEWERCOOKIE and CLIENTSESSIONCOOKIE. The server’s 302 retrieval

of the playlistfile itself, e.g., from local cache or a source 304, is not shown in FIG.4 butit

would also occur. Note that the specific timing of sending the beacon is merely illustrative —

it could occur before or after retrieving and serving the requested content, as required by a

particular design implementation. It some embodiments, the beacons can includeserver 302

performance information (such as start/end timestamps or time deltas indicating how longit

took the server 302 to respond to the client’s request), in which case the server 302 should be

configured to send the beacon after sending the response. In other embodiments, the

“Attempt” or “Play Started” beacons could even be retained until the media segments were

requested, and then sent, so as to avoid sending the beacons if the client aborts the streaming

process.

Continuing the sequence shown in FIG.4, the client device 301 sends a request for a media

playlist that appeared on the master playlist. The CLIENTVIEWERCOOKIE and

CLIENT_SESSION_COOKIEare received with this request and, based on the fact that a

media playlist request is being made, the information in the media playlist request, and/or

information in the cookies, the server 302 generates another beacon to the analytics machine

306. In this example, it sends a beacon indicating “Play Started.” As before, the beacon may
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contain information from the request and/or cookies. The server 302 updates the

CLIENT_SESSION_COOKIE(e.g., with a new timestamp and/or new status indicating that

the media playlist had been requested) and sets the updated cookie on the client device, along

with serving the requested media playlist.

Note that in some situations or with some protocols, a client device might simply begin by

requesting a non-master playlist (in the context of HLS, this would represent a media playlist

without an initial request for a master playlist, in the context of HDS, it would represent a

manifest request). The logic ofthe server 302 can accommodate this scenario. The server

302 can seta CLIENTVIEWERCOOKIE and CLIENTSESSIONCOOKIE,and can

send an “Attempt” and/or “Play Started” beacon as a result of such as non-master playlist

request.

Next, the client device 301 sends a request for an actual media segmentfile (such as a .ts

file), The server 302 receives this request along with the CLIENT_VIEWER_COORKIE and

CLIENTSESSION_COOKIE. The request for the media segmenttriggers the server 302 to

send a “Playing” beacon to the analytics machine 306. As before, the beacon may contain

information from the request and/or cookies. The cookies are updated to reflect the new

status, and the media segment is served to the client device 301. Subsequently a client device

requests other media segments, as it is now playing the stream. To avoid overloading the

analytics machine 306, the server 302 is configured (in this example) to send the “Playing”

beacon no more than every N seconds, which is a configurable value. Thus the server 302

examines the CLIENTSESSIONCOOKIE sent with the media segment request, and based

on the timestamp, the server 302 determines whether to send a new “Playing” beacon.

Also shown in FIG. 4 is a second request for a media playlist, ¢.g., which is intended to

illustrate that the client night request a mix ofmedia playlists and/or media segments as the

stream is playing. For example, a client may need to switch to another media playlist because

it needs to change bitrate (due to an adaptive bitrate streaming decision that the current

bandwidth is suboptimal). The server 302 can be configured to track such media playlist

changes and beacon accordingly, ignore such subsequent media playlist requests, or

alternatively could examine them and check the timestamp, and send a “Playing” beacon if

the timestamp is less than N seconds (a configurable value). Implementations will vary.
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At some point, the client device 301 stops sending requests for media segments, and the

server 30? stops sending “Playing” beacons. This may be because the user has stopped the

stream, the user has paused the stream, or the stream is finished.

In this embodiment, the end of the stream is not marked by a beacon from the server 302.

The analytics machine 306 or other downstream processing can be configured to treat the end

of the beacons as the end of the stream (e.g., after some time T it is assumed that the stream is

over}. To separate the stopping or pausing of a stream from the normal end of the stream, the

server 302 could be configured to send a “Finished” beacon when the client requests a media

segment that is known to be the last media segment in a media playlist.

FIG, 5 shows an embodimentof logical flow within a server 302, Not all logic with respect

to responding to a client request is shown, but rather certain logical flow useful to illustrate

the beaconing process. This precess flow starts when the server 302 receives a request (e.g.,

an HTTP ‘Get’) from a client device (500}. The server 302 checks whetherthe client device

300 has a CLIENT_VIEWER_COOKIE(504), and ifnot, generates and sets the

CLIENTVIEWERCOOKIE ontheclient, ¢.g., using the hash approach describe earlier

(506). If it is present, the server 302 extracts relevant data such as the viewerid from the

CLIENTVIEWERCOOKIE. Theserver 302 then checks for a

CLIENT_SESSION_COOKIE—ifthere is none, then the server 302 generates and sets a

CLIENT_SESSION_COOKIEonthe client (508). The server 302 then sends an “Attempt”

beacon. It is assumed in this flow that if there is no CLIENTSESSIONCOOKIE,thenit is

an initial request which is reflected as an “Attempt” (presumably the request is for a master

playlist, but it could be for a media playlist).

Continuing with FIG, 5, ifthe CLIENTSESSIONCOOKIEis present, the server 302

extracts relevant data such as the session id. The server 302 checks to see what the clientis

requesting. Ifthe request is for a master playlist (510), the server 302 checks the time stamp

from the CLIENTSESSIONCOOKIE(512). If the timestamp is less than M seconds, then

this is treated as part of a prior streaming session for which the master playlist is merely

being re-requested, so another ‘“‘Attempt’’ beacon is not sent. If the timestamp is more than M

seconds old (where M is configurable; it might be, e.g., 300 seconds, as noted above), then

the request is treated as a new stream request so the CLIENT_SESSION_COOKIEis reset

with a new session identifier and the “Attempt” beacon is sent (514, 516).

-15-

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

285 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

286 of 789

10

15

20

25

30

WO 2015/034752 PCT/US2014/053241

A request for a media playlist (518) causes the server 302 to check the status stored in the

CLIENTSESSIONCOOKIE(520). Ifthe status is not in the ‘playing’ state, then the server

302 updates the CLIENT_SESSIONCOOKIE with a new timestamp and sets the status to

‘Playing’ (522). The server 302 sends the “Play Started” beacon (524). Ifthe status is in the

‘Playing’ state, then the media playlist request is treated as a re-request of a media playlist.

As mentioned previously, this kind of request could be ignored from a beaconing standpoint,

or examined depending on the particular implementation.

A request for a media segment(516) results in the server 302 checking the timestamp of the

CLIENTSESSIONCOOKIEtosee if it is more than N secondsold (configurable value)

(528). As noted above, the value N prevents the server 302 from sending “Playing” beacons

too frequently. Hence, if the timestamp is less than N secondsold, the server 302 does not

send a beacon. Ifthe timestamp is more than N second old, then the server 302 updates the

timestamp in the CLIENT_SESSION_COOKIEto the current time, and then sends a

“Playing” beacon (530, 532).

Exemplary Pseudo-Code

The following pseudo-code describes the server 502 operation shown in the example ofFIG.

3.

Request Handling Configuration

1, Detect whether the client request is for master playlist

2. If CLIENTVIEWERCOOKIE cookie is not preset
a. Compute the client ID hash based on client IP and

random string

b. Set CLIENTVIEWER_COOKIE downstream

3. If CLIENT_VIEWER_COOKIE cookie is present
a. Extract client ID from the cookie

4. If CLIENT_SESSION_COOKIE cookie is not present
a. Generate session ID using CLIENTVIEWER_ID and

SERVERCURRENTTIME hash

b. Set downstream cookie CLIENTSESSIONCOOKIE with
session ID

c. Initialize AVALUE to I

5. If CLIENTSESSIONCOOKIE cookie is present
a. Extract the time from CLIENTSESSIONCOOKIE
b. If the request is for master playlist
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1.If time in the CLIENTSESSIONCOOKIE is
over M seconds old

a. Set AVALUE to I

b. Reset CLIENTSESSIONCOOKIE with
updated timestamp (current time)

2.i1£ the request file name is different than

the master playlist name inside the

CLIENTSESSIONCOOKIE

a. Set AVALUE to I

b. Reset CLIENTSESSIONCOOKIE with new
master playlist and updated timestamp

(current time)

ec. If the request is for media playlist

1. If CLIENT_SESSION_COOKIE is NOT in PLAYING
state

a. Set AVALUE to S$

b. Reset CLIENT_SESSION_COOKIE with
update timestamp and set the state to
wpe

2. I1£ CLIENTSESSIONCOOKIE is in PLAYING
state

a. Ignore this additional request for

media playlist

d. If the request is for media segment

1. Extract stream bitrate of the request

2.I£ CLIENTSESSIONCOOKIE is in PLAYING
state

a. If the session time is over N seconds

i. Set A_VALUE to P

b. Set down stream CLIENTSESSIONCOOKIE

with updated time

Beacon-generating configuration

1. Extract and construct event name, device types,
application names, stream name, device type, application
name, user location, timestamp, etc., or other
information derived from the URL or HTTP request to
create key-value pairs to be inserted into appropriate
beacon.

2. If A_VALUE is T
a. Send I beacon // [*“Attempt” beacon]

3. If A_VALUE is S
a. Send S beacon // [“Play Started” beacon]
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4.If AVALUE is P
a. Send P beacon // [*Playing” beacon]

Tt should be understood that the particular beaconing logic and flow described above is one

example only. As mentioned before, the times and circumstances at which a beaconis

5 generated is usually dependent on particular design goals and implementations, and on the

protocol (HLS, HDS, Smooth Streaming) which is being targeted. In some cases, it may

make sense to send only subset of the beacons described above, or to supply beacons only

triggered by media segment requests, or to adopt some other variant of the examples given

above(including sending other/additional types of beacons as taught herein).

10 Cookies & Beacons

The following table provides an example implementation of the cookies mentioned in the

description above.

CLIENT_VIEWER_ID Persistent|CLIENT_VIEWER_ID—-
Unique ID assign for each
client

CLIENT_SESSION_COOKIE| Session Sid - Unique ID assign for
each session

Timestamp — timestamp of
last cookie update
Master — Name of the master

playlist associated with this
session

Status — Status of the session

(e.g., Attempt, Play Started,
Playing, Bitrate shift, Error,
and so on)

 
The following table provides an example of the contents of the beacon messages that can be

sent by the server 302 to the analytics machine 306.

Attributes

Initiate/Attempt|beacon_id=1
b=[Analytics Report ID]
s=—0 [Sequence Number]
en=[Event Name]
tt=[Stream Title]
ac—[Requested File Name]
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sa=[Device Type]
d=[Client Viewer ID]
c=[Client Session ID]
al=[Application Type]
cg=[User Agent]
geo=[geographic location/country
code derived from request

beacon_id =S
b=[Analytics Report ID]
s=1 [Sequence Number|
en=[Stream Title]
tt=[Stream Title]
ac=[Master Playlist Name]
sa=[Device Buckets]
d=[Client Viewer ID]
c=[Client Session ID]

b=[Analytics Report ID]
s=2 [Sequence Number]
en=[Stream Title]
tt=[Stream Title]
ac=[Master Playlist Name]
sa—[Device Buckets]
d=[Client Viewer ID]
c=[Client Session ID]
rb=[Requested Bitrate]
al=[Application Bucket]
cg=[User Agent]
tt=[Stream Title]

The user agent is an HTTP headerthat the server 302 can extract from the client request. The

user agent string contains information about the client machine and the application that is

sending the request. The server 302 can read the user-agent to determine the device and/or

application and then place these into predefined categories (e.g., “device type” or

“application type”) for the back-end analytics system to use.

For example, the server 302 can mapthe client request into hardware device buckets

representing particular manufacturers, particular models, or device families, or based on

operating system, or other categorization of the machine requesting the content. For

application types, the server 302 can map the client request into application buckets

representing particular players, whether a dedicated media player or a browser,etc.,
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browsers, media frameworks, particular application developers/companies, or other aspect of

the application that is requesting the content,

Examples of Metrics For Reporting/Analytics

The analytics machine 306 and associated processing systems 308, 310 aggregate and process

the beacon messages from servers 302 to prepare reports, graphs, charts, and other user

displays for the delivered media streams. Based on the beacon data, the system can prepare

and display metrics such as:

Audience Size

Plays

Play Duration
Audience Size

Plays

Play Duration

Unique Viewers

Bitrate Plays - ability to see distribution of requested bitrates, as well as data

indicating bitrate upshifts/downshifts, errors, and the like
Time

Event Name

Stream Name (master playlist)

Device Type

. Application Type
Other things like network or internet service provider (ISP) where the server
302 is located

Geography — down to region/state level
Other custom defined dimensions

remoaoFP
BPRCRSS
3°

Computer Based Implementation

Theclient devices, servers, and other computer apparatus described herein may be

implemented with conventional computer systems, as modified by the teachings hereof, with

the functional characteristics described above realized in special-purpose hardware, general-

purpose hardware configured by software stored therein for special purposes, or a

combination thereof.

Software may include one or several discrete programs. A given function may comprise part

of any given module, process, execution thread, or other such programming construct.
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Generalizing, each function described above may be implemented as computer code, namely,

as a set of computer instructions, executable in one or more microprocessors to provide a

special purpose machine. The code may be executed using conventional apparatus — such as

a microprocessor in a computer, digital data processing device, or other computing apparatus

— as modified by the teachings hereof. In one embodiment, such software may be

implemented in a programming language that runs in conjunction with a proxy on a standard

Intel hardware platform running an operating system such as Linux. The functionality may

be built into the proxy code, or it may be executed as an adjunctto that code.

While in some cases above a particular order of operations performed bycertain

embodimentsis set forth, it should be understood that such order is exemplary and that they

may be performed in a different order, combined, or the like. Moreover, some of the

functions may be combined or shared in given instructions, program sequences, code

portions, and the like. References in the specification to a given embodiment indicate that the

embodiment described may include a particular feature, structure, or characteristic, but every

embodiment may not necessarily include the particular feature, structure, or characteristic.

FIG.6 is a block diagram that illustrates hardware in a computer system 600 in which

embodiments of the invention may be implemented. The computer system 600 may be

embodiedin a client, server, personal computer, workstation, tablet computer, wireless

device, mobile device, network device, router, hub, gateway, or other device.

Computer system 600 includes a microprocessor 604 coupled to bus G01. In some systems,

multiple microprocessor and/or microprocessor cores may be employed. Computer system

600 further includes a main memory 610, such as a random access memory (RAM)or other

storage device, coupled to the bus 601 for storing information and instructions to be executed

by microprocessor 604. A read only memory (ROM)608is coupled to the bus 601 for

storing information and instructions for microprocessor 604. As another form ofmemory, a

non-volatile storage device 606, such as a magnetic disk, solid state memory (¢.g., flash

memory), or optical disk, is provided and coupled to bus 601 for storing information and

instructions. Other application-specific integrated circuits (ASICs), field programmable gate

arrays (FPGAs) orcircuitry may be included in the computer system 600 to perform

functions described herein.
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Although the computer system 600 is often managed remotely via a communication interface

616, for local administration purposes the system 600 may havea peripheral interface 612

communicatively couples computer system 600 to a user display 614 that displays the output

of software executing on the computer system, and an input device 615 (¢.g., a keyboard,

mouse, trackpad, touchscreen) that communicates user input and instructions to the computer

system 600. The peripheral interface 612 may include interface circuitry and logic for local

buses such as Universal Serial Bus (USB) or other communication links.

Computer system 600 is coupled to a communication interface 616 that provides a link

between the system bus 601 and an external communication link. The communication

interface 616 provides a network link 618. The communication interface 616 may represent

an Ethernet or other network interface card (NIC), a wireless interface, modem, an optical

interface, or other kind of input/output interface.

Network link 618 provides data communication through one or more networks to other

devices. Such devices include other computer systemsthat are part of a local area network

(LAN) 626. Furthermore, the network link 618 provides a link, via an internet service

provider (ISP) 620, to the Internet 622. In turn, the Internet 622 may provide a link to other

computing systems such as a remote server 630 and/or a remote client 631. Network link 618

and such networks may transmit data using packet-switched, circuit-switched, or other data-

transmission approaches.

In operation, the computer system 600 may implement the functionality described herein as a

result of the microprocessor executing code. Such code may be read from or stored on a non-

transitory computer-readable medium, such as memory 610, ROM 608,or storage device

606, Other forms ofnon-transitory computer-readable media include disks, tapes, magnetic

media, CD-ROMs,optical media, RAM, PROM, EPROM, and EEPROM. Anyother non-

transitory computer-readable medium may be employed. Executing cade mayalso be read

from networklink 618 {e.g., following storage in an interface buffer, local memory, or other

circuitry).

Theclient device may be a conventional desktop, laptop or other Internet-accessible machine

running a web browseror other rendering engine, but as mentioned above the client may also

be a mobile device. Any wireless client device may be utilized,e.g., a cellphone, pager, a

personal digital assistant (PDA,e.g., with GPRS NIC), a mobile computer with a smartphone
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client, tablet or the like, Other mobile devices in which the technique may be practiced

include any access protocol- enabled device (e.g., iOS™-based device, an Android™-based

device, other mobile-OS based device, or the like) that is capable of sending and receiving

data in a wireless manner using a wireless protocol. Typical wireless protocols include: WiFi,

GSM/GPRS, CDMA or WiMax. These protocols implement the ISO/OSI Physical and Data

Link layers (Layers 1 & 2) upon which a traditional networking stack is built, complete with

IP, TCP, SSL/TLS and HTTP. The WAP(wireless access protocol) also provides a set of

network communication layers (e.g., WDP, WILS, WTP) and corresponding functionality

used with GSM and CDMAwireless networks, among others.

In a representative embodiment, the mobile device is a cellular telephone that operates over

GPRS(General Packet Radio Service), which is a data technology for GSM networks.

Generalizing, a mobile device as used herein is a 3G- (or next generation) compliant device

that includes a subscriber identity module (SIM), which is a smart card that carries

subscriber-specific information, mobile equipment (e.g., radio and associated signal

processing devices), a man-machine interface (MMI), and one or more interfaces to external

devices (e.g., computers, PDAs, and the like). The techniques disclosed herein are not

limited for use with a mobile device that uses a particular access protocol. The mobile device

typically also has support for wireless local area network (WLAN) technologies, such as Wi-

Fi. WLANis based on IEEE $02.11 standards. The teachings disclosed herein are not limited

to any particular mode or application layer for mobile device communications.

It should be understood that the foregoing has presented certain embodimentsof the

invention that should not be construed as limiting. For example, certain language, syntax,

andinstructions have been presented above for illustrative purposes, and they should not be

construed as limiting. It is contemplated that those skilled in the art will recognize other

possible implementations in view of this disclosure and in accordance with its scope and

spirit. The appended claims define the subject matter for which protection is sought.

Tt is noted that trademarks appearing herein are the property of their respective owners and

used for identification and descriptive purposes only, given the nature of the subject matter at

issue, and not to imply endorsementoraffiliation in any way.
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CLAIMS

1. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising:

with at least one server that has a microprocessor coupled to a storage device storing

computer-readable instructions for execution by the microprocessor:

receiving a first client request for a first playlist of a content stream,thefirst playlist

referencing one or more secondplaylists;

generating and setting first state information on the client device;

receiving a second client request for a second playlist of a content stream, the second

playlist referencing one or more segments in the content stream;

receiving the first state information from the client device with the second client request,

updating the first state information to create second state information, and setting the second

state information on the client device;

receiving a third client request for a particular segment on the secondplaylist;

receiving the second state information from the client device with the third client request;

generating a message in response to at least one of(i) the first client request; (i) the

second client request with the first state information, and (ii1) the third client request with the

second state information;

sending the message to a remote machine;

wherein the message comprises an identifier of the content stream.

2. The method of claim 1, wherein updating thefirst state information comprises updating

any of a timestamp and a playback status.

3. The method of claim 1, wherein the message comprises at least one of: a client identifier,

a user identifier, and a playback status.

4. The method of claim 1, wherein the at least one server generates a message in response to

(i) the first client request, generates a second message im response to (ii) the second client

request with the first state information, and generates a third message in responseto (iii) the
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third client request with the second state information, wherein each of the messages (i) (ii)

and (iii) comprise an identifier of the content stream.

5. The method of claim 1, wherein the first state information comprises information stored in

one or more cookies, and the second state information comprises updated information stored

in the one or more cookies.

6. The method of claim 1, wherein the content stream comprises a media stream.

7. The method of claim 1, wherein the first, second and third client requests are each HTTP

requests.

&. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising:

with at least one server that has a microprocessor and a storage device storing computer-

readable instructions for execution by the microprocessor:

receiving a first client request for a file associated with a content stream,the file being

any of a playlist referencing one or more segments in the content stream and a manifest

referencing one or more segments in the content stream;

generating and setting first state information on the client device;

receiving a second client request for a particular segment referenced in thefile;

receiving the first state information from the client device with the second client request;

generating a message in response to at least one of(i) the first client request, and (ii) the

second client request with the first state information;

sending the message to a remote machine;

wherein the message comprises an identifier of the content strearn.

9. The method of claim 8, further comprising, with the at least one server,

upon receipt of the first state information with the second client request, updating thefirst

state information to create second state information; and,

setting the second state information on the client device.
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10. The method of claim 9, wherein updating thefirst state information comprises updating

any of a timestamp and a playback status.

11. The method of claim 8, wherein the message comprises at least one of: a client identifier,

a user identifier, and a playback status.

12. The method of claim 8, wherein the at least one server generates a message in response to

(i) the first client request, and generates another message in responseto (11) the second client

request with the first state information, wherein each of the messages comprise an identifier

of the stream.

13. The method of claim 8, wherein the first state information comprises information stored

in one or more cookies.

14. The method of claim 8, wherein the content stream comprises a media stream.

15. The method of claim 8, wherein the first and second client requests are each HTTP

requests.

16. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising:

with at least one server that has a microprocessor and a storage device storing computer-

readable instructions for execution by the microprocessor:

receiving a first client request for a first segment of a content stream;

receiving first state information from the client device with the first client request,

updating the first state information to create second state information, and setting the second

state information on the client device;

receiving a second client request for a second segment of the content stream;

receiving the second state information from the client device with the second client

request;
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generating a message in response to at least one of(i) the first state information and the

first client request with the first state information, and (ii) the second client request with the

second state information,

sending the message to a remote machine;

wherein the message comprises an identifier of the stream.

17. The method of claim 16, wherein updating the first state information comprises updating

any of a timestamp and a playback status.

18. The method of claim 16, wherein the message comprises at least one of: a client

identifier, a user identifier, and a playback status.

19. The method of claim 16, wherein the at least one server generates a message in response

to (i) the first client request with the first state information, and generates another message in

response to (ii) the second client request with the secondstate information, wherein each of

the messages comprise an identifier of the content stream.

20. The method of claim 16, wherein the first state information comprises information stored

in one or more cookies, and the second state information comprises updated information

stored in the one or more cookies.

21. The method of claim 16, wherein the content stream comprises a media stream.

22. The method of claim 16, wherein the first and second client requests are each HTTP

requests,

23. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising:

with at least one server that has a microprocessor and a storage device storing computer-

readable instructions for execution by the microprocessor:

teceiving a first client request for a first segment of a content stream;

generating andsetting first state information on the client device;

receiving a second client request for a second segmentof the content stream;
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receiving the first state information from the client device with the second client request,

updating the first state information to create second state information, and setting the second

state information on the client device;

generating a message in responseto at least one of(i) the first client request, and (ii) the

second client request with the first state information;

sending the message to a remote machine;

wherein the message comprises an identifier of the strearn.

24. The method of claim 23, wherein updating the first state information comprises updating

any of a timestamp and a playbackstatus.

25. The method of claim 23, wherein the message comprisesat least one of: a client

identifier, a user identifier, and a playback status.

26, The method of claim 23, wherein the at least one server generates a message in response

to (i) the first client request, and generates another message in responseto (ii) the second

client request with the first state information, wherein each ofthe messages comprise an

identifier of the content stream.

27. The methad of claim 23, wherein the first state information comprises information stored

in one or more cookies, and the second state information comprises updated information

stored in the one or more cookies.

28. The method of claim 23, wherein the content stream comprises a media stream.

29. The method of claim 23, wherein the first and second client requests are each HTTP

requests.
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Description

Technical Field

[0001] The present invention relates to a content dis-
tribution service in which a serverdistributes content to

the clientin response to a requestfrom a client for playing
the content.

Background Art

[0002] There has been conventionally and widely used
techniques for providing content, such as moving imag-

es, via communication networks. Examples of the tech-
niques encompass a video on demand (VOD) service in

which a requestis transmitted from a client which plays
content and, in response to the request, the content is

distributed to the client from a server which manages the
content. In the content distribution services such as the

VOD,contentis provided to clients by means ofa stream-

ing method, a download methed,or a progressive down-
load method.

[0003] Thefollowing Patent Literature 1 discloses an
example where a content distribution service is provided

by meansof the progressive download method. The Pat-
ent Literature 1 discloses a content distribution service

system in which a request for content is transmitted to a

serverfrom a client with use of HTTPand the client plays
the content in response to the request.

Citation List

Patent Literature

[0004]

Patent Literature 1: Japanese Patent Application

Publication, Tokukai, No. 2005-110244 A(Publica-
tion Date: April 21, 2005)

Summary of Invention

Technical Problem

[0005] Whatever method (the streaming method, the
download method,or the progressive download method)
is used, it is necessary to continuously transfer a great
amount of data to a client from a server in a case where

a content distribution service is provided, specifically, dif-
ferent kinds cf content are distributed to a plurality of
clients. When the numberof clients increases and a load

of a network, which is used to transmit the data from the

server, and a load of the server exceed their limits, the

data transfer is, for example, delayed. This decreases

quality of the content distribution service.
[0006] The present invention has been made in view

of the aforementioned problem, and an object of the
present invention is to achieve (A) a content distributing
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device, (B) a content playing device, (C} a content cis-

tributing system, {D) a method for controlling the content
distributing device, (E) a controlling program, and (F) a

recording medium, each of which, reduces, in a content
distributing system in which content is distributed to a
client from a server, reduces an increase in load of the
server and a network andfor data transmission from the
server.

Solution to Problem

[0007] In order to achieve aforementioned object, a
content distributing device for transmitting, in response

to a request, a content to a source which is a sender of
the request, In accordance with the present invention,

includes: determining meansfordetermining whether the
sourceis (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-

tentto a content playing device or (B) the content playing
device for playing the content thus requested; content

transmitting means for transmitting, in response to the
request, the content thus requested to the relaying device
in a case where the determining means determines that

the source is a relaying device; content-storage-location
information generating means for generating content-

storage-Iccation information by associating (A) the con-
tent transmitted by the content transmitting means with

(B) an address of the relaying device, which is a desti-
nation to which the content is to be transmitted, or an

address of the content playing device, to which the con-

tent is to be transferred from the relaying device; and
content-acquiring-location instructing means for trans-

mitting, in response to the request, an instruction to the
content playing device which is the source in a case
wherethe determining means determinesthat the source

is a content playing device, which instruction is to acquire
the content from (i) a relaying device indicated by an ad-

dress that the content-storage-location information as-
sociates with the content thus requested or(ii) a content

playing device indicated by an address that the content-
storage-lccation information associates with the content
thus requested.

[0008] In order to achieve aforementioned object, a
method for controlling content distributing device for

transmitting, in response to a request, a content to a
source which is a senderof the request, the method in
accordancewith the present invention includes: a deter-

mining step of determining whether the source is (A) a

relaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-

ing the content thus requested: a content transmitting
step of transmitting, in response to the request, the caon-
tent thus requested to the relaying device in a case where

itis determinedthat, in the determining step, the source
is a relaying device; a content-storage-location informa-

tion generating step of generating content-storage-loca-
tion information by associating (A} the content transmit-
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ted in the content transmitting step with (B) an address

of the relaying device, which is a destination to which the
content is to be transmitted, or an address of the content

playing device, to which the contentis to be transferred
from the relaying device; and a content-acquiringtoca-
tion instructing step of transmitting, in response to the

request, an instruction to the content playing device
whichis the source in a case whereitis determined that,

in the content-storage-location information generating
step, the source is the content playing device, which in-
struction is to acquire the content from (i} a relaying de-

vice indicated by an address associated, in the content
storage-location information, with the content thus re-

quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.

[0009] According to the arrangement, upon receipt of
the request from the relaying device, the content trans-

mitting means transmits the content thus requested to
the relaying device which is the source, and the con-

tent-storage-location information generating means gen-
erates the content-storage-location information by asso-
ciating (A) the content transmitted from the content trans-

mitting means with (B) the addressof the relaying device,
which is the destination of the content, or the address of

the content playing device, to whichthe contentis trans-

ferred from the relaying device. Further, upon receipt of

the request from the content playing device, the content-
acquiring-location instructing means transmits, to the

content playing device whichis the source, the instruction

to acquire the content from (I) the relaying device indi-
cated by an address associated, in the content-storage-
location information, with the content thus requested or

(Il) the content playing device indicated by an address
associated, in the content-storage-location information,

with the content thus requested. Here, the relaying device
and the content playing device possess the content thus

acquired, and the content-storageocation information
is information indicating which relaying device or content

playing device possesses a content.
[0010] That is, the content distributing device associ-
ates (A} a content which has been transmitted before

with (B) a relaying device or a content playing device
which possesses the content, and, upon receiptof a re-

quest from a certain content playing device, the content
distributing device does not directly transmit the content
to the content playing device which is the source, but

transmits, to the content playing device which is the
source, an instruction to acquire the content from a re-
laying device or a content playing device which possess-

es the content thus requested. The content playing de-
vice, which is the source, acquires the content thus re-

quested from a designated relaying device or a desig-
nated content playing device. Therefore, if the designat-

ed relaying device or the designated content playing de-
vice possesses the content, it is possible to complete

transmission and reception of the content with use of only
(A) the content playing device which is the source and
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(B) the designated relaying device or the designated con-

tent playing device. That is, the content playing device,
which is the source, can acquire content, without carrying

out a process for transmitting the content.
[0011] This makesit possible to reduce (A) aload of a
network, which is used to transmit data from the content

distributing device, and (B) a load of the content distrib-
uting device. Among processescarried out by the content

distributing device, the relaying device, and the content
playing device, a process for transmitting and receiving
the contentis a process which applies the heaviest load,
and the process applies the heaviest load of the network

among the content distributing device, the relaying de-

vice, and the content playing device. However, even if,
for example, the number of content playing devicesis
increased and the numberof requests to the content cis-

tributing devices is therefore increased,it is possible to
reduce (A) an increase in load of the network which is

used to transmit data from the contentdistributing device
and (B) an increase in load of the content distributing

device. Therefore, a large numberof content playing de-
vices can acquire contents, without increasing through-
put of the content distributing device or capacity of the
network.

Advantageous Effects of Invention

[0012] As described above, a content distributing de-
vice for transmitting, in response to a request, a content
to a source which is a sender of the request, in accord-

ance with the present invention, includes: determining

meansfor determining whether the source is (A) a relay-

ing device for receiving the content thus requested and
possessing and transferring the content to a contentplay-
ing device or (B) the content playing device for playing

the content thus requested; content transmitting means
for transmitting, in response to the request, the content
thus requested to the relaying device in a case where

the determining means determines that the source is a

relaying device; content-storage-location information
generating means for generating content-storage-loca-
tion information by associating (A) the content transmit

ted by the content transmitting means with (B) an address
of the relaying device, which is a destination to which the
contentis to be transmitted, or an addressof the content

playing device, to which the contentis to be transferred
from the relaying device; and content-acquiring-location

instructing meansfortransmitting, in response to the re-

quest, an instruction to the content playing device which
is the source in a case where the determining means

determines that the source is a content playing device,

which instruction is to acquire the content from (i) a re-
laying device indicated by an address that the content-

storage-Iccation information associates with the content

thus requestedor(ii) a content playing device indicated
by an address that the content-storage-location informa-
tion associates with the content thus requested.

[0013] Amethed for controlling content distributing de-

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

310 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

311 of 789

5 EP 2 597 869 A1 6

vice for transmitting, In response to a request, a content

to a source which is a senderof the request, the method
in accordance with the present invention includes: a de-

termining step of determining whether the source is (A)
arelaying device for receiving the content thus requested
and possessing and transferring the content to a content

playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting

step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source

is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-

tion information by associating (A) the content transmit
ted in the content transmitting step with (B) an address

of the relaying device, which is a destination to which the
content is to be transmitted, or an address of the content

playing device, to which the contentis to be transferred

from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the

request, an instruction to the content playing device
which is the source in a case whereit is determined that,

in the content-storage-location information generating

step, the source is the content playing device, which in-
struction is to acquire the content from (i} a relaying de-
vice indicated by an address associated, in the content-

storage-location information, with the content thus re-

quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.

[0014] This makes it possible to reduce (A) a load of
the network, which is used to transmit data from the con-

tent distributing device and (B) a load of the content dis-
tributing device.
[0015] Additional objects, features, and strengths of

the present invention will be made clear by the description
below. Further, the advantagesof the present invention

will be evident from the following explanationin reference
to the drawings.

Brief Description of Drawings

[0016]

Fig. 1
Fig. 1 is a view illustrating Embodiment 1 of the
present invention, andillustrates a schematic con-

figuration of a content distributing system in accord-

ance with Embodiment1 and main configurations of
devices constituting the content distributing system.

Fig. 2

Fig. 2is a view showing an exemplary transmission
log stored in a transmission log storage section in-

cludedin the content distributing system.

Fig. 3
Fig. 3 is a view illustrating exemplary content-stor-

age-location information stored in a content-stor-
age-location information storage section included in
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the content distributing system.

Fig. 4
Fig. 4 is a flowchart showing an exemplary process

which is carried out by a server constituting the con-
tent distributing system.

Fig. 5

Fig. 5 is a flowchart showing an exemplary process
whichis carried out by a proxy constituting the con-

tent distributing system.
Fig.
Fig. 6 is a flowchart showing an exemplary process

whichis carried out by a client constituting the con-
tent distributing system.
Fig. 7

Fig. 7 is a view illustrating an exemplary operation

sequence of a content distributing system in Exam-
ple of Embodiment 1.
Fig. 8

Fig. Sis a viewillustrating exemplary HTTP messag-
es which are transmitted/received as a request ora

response.(a), (c}, and (d} of Fig. 8 show HTTP mes-
sages of respective requests illustrated in Fig. 7, and
(b), (e), and (f) of Fig. 8 show HTTP messages of

respective responsesillustrated in Fig. 7.
Fig. 9

Fig. 9 is a viewillustrating exemplary HTTP messag-
es which are transmitted/received as a request or a

response.(a), (c), and (d)} of Fig. 9 show HTTP mes-
sagesof respective requestsillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 9 show HTTP messages of
respective responsesillustrated in Fig. 7.

Fig. 10

Fig. 10 is a viewillustrating exemplary HTTP mes-
sages which are transmitted/‘received as a request
or aresponse.(a), (c}, and (d} of Fig. 10 show HTTP

messages of respective requests illustrated in Fig.
7, and (b), (e), and (f} of Fig. 10 show HTTP mes-

sages of respective responsesillustratedin Fig. 7.
Fig. 11

Fig. 11 is a view illustrating Embodiment 2 of the
present invention, and illustrates a schematic con-

figuration of a content distributing system in accord-

ance with Embodiment 2 and main configurations of
devices constituting the contentdistributing system.

Fig. 12
Fig. 12is a view showing an exemplary transmission
log stored in a transmission log storage section in-

cluded in the content distributing system.

Fig. 13
Fig. 13 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-

age-location information storage section included in
the contentdistributing system.

Fig. 14

Fig. 14is a flowchart showing an exemplary process
whichis carried out by a server constituting the con-

tent distributing system.
Fig. 15
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Fig. 15 is a flowchart showing an exemplary process

which is carried out by a client which serves as a
content playing device and constitutes the content

distributing system.
Fig. 16
Fig. 16 is a flowchart showing an exemplary process

which is carried out by a client which serves as a
relaying device and constitutes the content distrib-

uting system.
Fig. 17
Fig. 17 is a view illustrating an exemplary cperation

sequence of a content distributing system in Exam-
ple of Embodiment 2.

Fig. 18
Fig. 18 is a viewillustrating example HTTP messag-
es which are transmitted/received as a request or a

response.(a), {c), and (d) of Fig. 18 show HTTP mes-
sages of respective requests illustrated in Fig. 17,

and (b), (e), and (f} of Fig. 18 show HTTP messages
of respective responsesillustrated in Fig. 17.

Fig. 19
Fig. 19 is a viewillustrating example HTTP messag-
es which are transmitted/received as a request or a

response.(a), (c), and (d) of Fig. 19show HTTP mes-
sages of respective requests illustrated in Fig. 17,

and (b), {e), and (f} of Fig. 19 show HTTP messages
of respective responsesillustrated in Fig. 17.

Fig. 20
Fig. 20 is a view illustrating Embodiment 3 of the
present invention, and illustrates a schematic con-

figuration of a content distributing system in accord-
ance with Embodiment 3 and main configurations of

devices constituting the content distributing system.
Fig. 21
Fig. 21 is a format of content dealt by the content

distributing system.
Fig. 22

Fig. 22 is a flowchart showing an exemplary process
whichis carried out by a server constituting the con-

tent distributing system.
Fig. 23
Fig. 23 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content

distributing system.
Fig. 24
Fig. 24 is a view illustrating an exemplary operation

sequence of a content distributing system in Exam-
ple of Embodiment3.

Fig. 25
Fig. 25is a view showing an exemplary transmission

log stored in a transmission log storage section in-
cluded in the content distributing system.

Fig. 26

Fig. 26 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-

age-location information storage section included in
the content distributing system.
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Fig. 27

Fig. 27 is a viewillustrating exemplary HTTP mes-
sages which are transmitted/received as a request

or aresponse.{a), (c}, and (d) of Fig. 27 show HTTP
messages of respective requests illustrated in Fig.
24, and (b), (e}, and (f) of Fig. 27 show HTTP mes-

sages of respective responsesillustrated in Fig. 24.
Fig. 28

Fig. 28 is a viewillustrating exemplary HTTP mes-
sages which are transmitted/‘received as a request
or a response. (a) and (b) of Fig. 28 show HTTP

messages of respective requests illustrated in Fig.
24, and (c) and (d) of Fig. 28 show HTTP messages

of respective responsesillustrated in Fig. 24.
Fig. 29

Fig. 29 is a view illustrating Embodiment 4 of the
present invention, and illustrates a schematic con-

figuration of a content distributing system in accord-

ance with Embodiment 4 and main configurations of
devices constituting the contentdistributing system.

Fig. 30
Fig. 30 is a viewillustrating exemplary content-stor-
age-location information stored in a content-stor-

age-location information storage section included in
the contentdistributing system.

Fig. 31
Fig. 31 is a flowchart showing an exemplary process

whichis carried out by a server constituting the con-
tent distributing system.

Fig. 32

Fig. 32 is a flowchart showing an exemplary process
which is carried out by a client which serves as a

content playing device and constitutes the content
distributing system.
Fig. 33

Fig. 33 is a view illustrating an exemplary operation
sequenceof a contentdistributing system in Exam-

ple of Embodiment 4.
Fig. 34

Fig. 34 is a view illustrating an exemplary HTTP mes-
sage which is transmitted and received as a re-
sponse.

Fig. 35
Fig. 35 is a view illustrating exemplary MPD data

whichis meta data of content dealt by a content cis-
tributing system in accordance with Embodiment 5
of the present invention.

Fig. 36

Fig. 36 is a view illustrating exemplary MPD data
which is dealt by the content distributing system.

Fig. 37

Fig. 37 is a view illustrating an exemplary external
resource which is dealt by the content distributing
system.

Fig. 38
Fig. 38 is a view illustrating exemplary MPD data and

an example external resource which are dealt by the
content distributing system.
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Fig. 39

Fig. 39 is a flowchart showing an exemplary process
whichis carried out by a server constituting the con-

tent distributing system.
Fig. 40
Fig. 40 is a flowchart showing an exemplary process

which is carried out by a client which serves as a
content playing device and constitutes the content

distributing system.
Fig. 41
Fig. 41 is a view illustrating an exemplary cperation

sequence of a content distributing system in Exam-
ple of Embodiment 5.

Description of Embodiments

<Embodiment 1>

[0017] The description will discuss Embodiment 1 of

the present invention with reference to Fig. 1 to Fig. 10.

First, an outline of a content distributing system 1 of Em-
bodiment 1 will be described with reference to Fig. 1.

[Outline of content distributing system 1]

[0018] Fig. 1 illustrates a schematic configuration of
the content distributing system 1 in accordance with Em-

bediment 1 and main configurations of devices constitut-
ing the contentdistributing system 1. Asillustrated in Fig.
1, the content distributing system 1 includes a server

(contentdistributing device) 2, proxies (relaying devices,
content acquiring devices) 3a and 3b, and clients (con-

tent playing devices, content acquiring devices) 4a and
4b. The content distributing system 1 also includes: a
content storage section 5 connected to the server 2; and

cache storage sections 6a and 6b connected to the re-
spective proxies 3a and 3b.

[0019] As illustrated in Fig. 1, the server 2, the proxies
3a and 3b, and the client 4a and 4b are connected to one
another via a network 7. Note that the network 7 is not

particularly limited, provided that the aforementioned de-
vices can be communicated with one another. Accord-

ingly, the network 7 may be a wired communication net-
work or a wireless communication network.

[0020] Note that, in the following description, the prox-
ies 3a and 3b will be called generally as a proxy 3; the
cache storage sections 6a and 6b, a cache storage sec-
tion 6; and the client 4a and 4b, a client 4.

[0021] Further, the present invention is not limited to

the example illustrated in Fig. 1, in which the content
distributing system 1 includes two proxies 3 and two cli-

ents 4. The content distributing system 1 may include
one proxy or three or more proxies, and may include three

or more clients 4. Thatis, the content distributing system

1 only needsto include at least one proxy 3 and a plurality
of clients 4.

[0022] In Embodiment 1, a content distributed by the
server 2 is assumed to be a video content for a VOD
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service, and a format of the content is assumed to be a

MP4 file format. Further, a transfer protocol on the net
work 7 in the content distributing system 1 is assumed

to use the HTTP, which is widely used as a general file
transferring protocol. Note that, in Embodiment 1, the
content distributed by the server 2 and the transfer pro-

tocol on the network 7 in the content distributing system
1 are notlimited to this configuration.

[Server2]

[0023] The server 2 is a content distributing device
which receives a request message (request) to request

to transmit a content from the proxy 3 and the client 4
(content acquiring device) and transmits a response

message (response) inresponse to the request message
thus received. As described above, the server 2 is con-

nected to the content storage section 5 which stores con-

tents such as moving images, and managesthe contents
stored in the content storage section 5. Note that the

content storage section 5 may be provided inside the
server2.

[0024] Note that the server 2 may simultaneously dis-
tribute the same content to an unspecified number of

devices, may distribute a content to a single device, or

may simultaneously distribute the same content to a pre-
determined numberof devices.

[0025] Asillustrated in Fig. 1, the server 2 includes: a
server controlling section 14 for collectively controlling
operations of the server 2; a server communication sec-

tion 11 which is provided so that the server 2 can com-
municate to an external device; a transmission log stor-

age section 12 in which a response transmitted by the
server 2 is stored; and a content-storage-location infor-
mation storage section 13 for storing content-storage-

location information (details willbe described below). The
server controlling section 14 includes: a response exe-

cuting section (determining means, content transmitting
means, content-acquiring-location instructing means,

transmission record creating means) 15; a relaying de-
vice specifying section (content-acquiring-location in-
structing means, distance calculating means) 16; and a

content-storage-location information generating section
(content-storage-location information generating

means) 17.
[0026] The response executing section 15 receives,
via the server communication section 11, a request mes-

sage to request to transmit a content, and then the re-

sponse executing section 15 transmits, to a device (proxy
3 or client 4) whichis the senderof the request message,
aresponse messagein response to the request message
thus received.

[0027] Specifically, the response executing section 15
is ready to receive the request message to request to

transmit the content, and, upon receiving, via the server
communication section 11, the request message to re-

quest to transmit the content, the response executing
section 15 checks a header of the request messagein
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order to determine whether or not the request message

thus received is transmitted via the proxy 3. For example,
it may be so configured that in a case of receiving a re-

quest message which includes a "Via" header, the re-
sponse executing section 15 determines that the request
message thus received has been transmitted by the

proxy 3 in response to a request message of the client
4, whereas, in a case of receiving a request message
which does not include the "Via" header, the response

executing section 15 may determine that the request
message thus received has been transmitted directly
from the client 4.

[0028] Uponreceipt of the request message to request

the content directly from the client 4, the response exe-
cuting section 15 transmits, to the relaying device spec-

ifying section 16, an instruction to specify addressinfor-
mation (e.g., URI of proxy 3 etc.) of the proxy 3 which
(possibly) possesses the content that the client 4 re-

quests. Then, the response executing section 15 re-
ceives, from the relaying device specifying section 16,

the address information of the proxy 3 which possesses
the content that the client 4 requests. After that, in re-
sponse to the request message from the client 4, the

response executing section 15 transmits, to the client 4,
an instruction (i-e., a response message)to acquire such

a requested content based on the address information
specified by the relaying device specifying section 16.

For example, by giving, to "Location field", with use of a
"305 USE Proxy" serving as the response message,the
address information specified by the relaying device

specifying section 16, the response executing section 15
transmits, to the client 4, an instruction to transmit, to the

proxy 3 which (possibly} possesses the contentthat the
client 4 requests, the request message of the content.
[0029] When receiving, from the proxy 3, the request

messageto request the content, the response executing
section 15 determines whether or not the request mes-
sage thus received is a conditional request such as
"Hf-Modified-Since". In a case where the request mes-

sage thus received is not a conditional request, the re-
sponse executing section 15 reads out a requested con-
tent from the content storage section 5 and transmits

such a read-out content to the proxy 3 in response to the
request message of the proxy 3.
[0030] Meanwhile, in a case where the request mes-

sage thus receivedis a conditional request, the response
executing section 15 then determines whetheror not data

held by the proxy 3 is latest. To put it another way, the

response executing section 15 determines whether cr
not the data of the content held by the proxy 3 and data
of the same content stored in the content storage section
5 are identical to each other.

[0031] In acase where the data of the content held by
the proxy 3 is not latest, the response executing section

15 reads out a requested content from the content stor-
age section 5, and, in response to the request message

transmitted from the proxy 3, transmits the content thus
read out to the proxy 3. Meanwhile, in a case where the
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data of the content held by the proxy 3 is latest, the re-

sponse executing section 15 transmits, to the proxy 3, in
response to the request message transmitted from the

proxy 3, aresponse messagethat the data of the content
held by the proxy 3 is latest. The response executing
section 15 transmits, to the proxy 3, for example, "304

NOT modified" serving as the response message that
the data of the content held by the proxy3is latest.

(0032] Further, the response executing section 15 cre-
ates a transmission log (response transmission record)
based on the response message thus sent, and causes

the transmission log storage section 12 to store the trans-
mission log thus created. The transmission log created

by the response executing section 15 will be described
later in detail.

[0033] As for the content to be transmitted from the

response executing section 15 to the proxy 3, for exam-
ple, “Cache-Control: must-revalidate" or “Cache-Control:

proxy-revalidate" may be added to a headerof the con-
tent. Accordingly, when the proxy 3 which receives the

content uses,i.e., transmits the content held by the cache
storage section 6 in response to another request,it is
possible to confirm the server 2 before the transmission

of the content from the proxy 3, as to whether or not the
contentis the latest version.

[0034] In response to an instruction of the response
executing section 15, the relaying device specifying sec-

tion 16 specifies which proxy 3 (possibly} possesses the
contentthat the client 4 requests.

(0035] Specifically, the relaying device specifying sec-

tion 16 reads out content-storage-location information
from the content-storage-location information storage
section 13 in responseto the instruction of the response

executing section 15. With reference to the content-stor-
age-location information thus read out, the relaying de-

vice specifying section 16 specifies, as address informa-
tion of a device from which the content is acquired, the

addressinformation (e.g., URI) of the proxy 3 associated
with the content that the client 4 requests. The relaying

device specifying section 16 transmits the addressinfor-
mation thus specified to the response executing section
15.

[0036] Inacase where the content-storage-location in-
formation for the content that the client 4 requests is not

stored in the content-storage-location information stor-
age section 13, the relaying device specifying section 16
may Specify, as address information of a device from

which the content is acquired, predetermined (default)
address information of the content that the client 4 re-

quests. Alternatively, in a case where the content-stor-

age-location information storage section 13 does not

store the content-stcrage-location information for the
content that the client 4 requests, the relaying device

specifying section 16 may select, at random, from proxies
3 connected to the server 2 via the network 7, address
information of a device from which the content is ac-

quired.

[0037] Inacase where the content-storage-locationin-
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formation storage section 13 contains a plurality of pieces

of content-storage-location information containing a plu-
rality of pieces of address information of proxies 3 asso-

ciated with the content requested by the client 4, the re-
laying device specifying section 16 may specify a plurality
of pieces of address information as address information

of a device from which the contentis acquired, and may
make a content-storage-location list containing the plu-

rality of pieces of address information thus specified. Al-
ternatively, in a case where the relaying device specifying
section 16 specifies the plurality of pieces of address
information as address information of a device from

which the content is acquired, the relaying device spec-

ifying section 16 may make a content-storage-location
list by adding priorities to the plurality of pieces ofaddress
information.

[0038] Inacase where the content-storage-locationin-
formation storage section 13 contains the plurality of

pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the contentthat the

client 4 requests, the relaying device specifying section
16 may specify address information of a proxy 3, which
address information is contained in the latest content

storage-location information (which meansthat date and

time contained in the content-storage-location informa-
tion are the latest), as the address information of the de-
vice from which the contentis acquired. In a case where

a plurality of pieces of address information are specified
as the address information of the device from which the

content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-locationlist by add-

ing priorities to the pieces of address information in such
amannerthat, for example, later date and time contained
in content-storage-location information are given a high-

er priority.
[0039] Further, ina case where the content-storage-lo-

cation information storage section 13 contains the plu-
rality of pieces of content-storage-location information

containing the respective plurality of pieces of address
information of proxies 3 associated with the content that
the client 4 requests, the relaying device specifying sec-

tion 16 may specify an address of a proxy 3. as an address
of a device from which the content is acquired, which

address of the proxy 3 has a shortest distance between
the proxy 3 and the client 4 on the basis of a physical or
network-structural distance and is contained in the con-

tent-storage-location information. Also in a case where

the plurality of pieces of address information are specified
as the address information of the device from which the

content is acquired, the relaying device specifying sec-

tion 16 may make a content-storage-Iccation list on the
basis of, for example, the distance between the proxy 3
and the client 4 on the physical or network structure. That

is, the relaying device specifying section 16 may make
the content-storage-location list by adding priorities to

the plurality of pieces of address information in such a
mannerthat address information with a shorter distance
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gets a higher priority. Specifically, the relaying device

specifying section 16 may make a content-storage-loca-
tion list in such a manner that (A) a plurality of physical
or network-structural distances between proxies 3 indi-

cated bythe plurality of addresses and clients 4 trans-
mitted the request are calculated on the basis of the plu-

rality of addresses contained in respective plurality of
pieces of content-storage-location information, (B) the

plurality of addresses, which are contained in the plurality
of pieces of content-storage-location information, re-
spectively, are arranged so thatan addresswith a shorter

distance gets a higherpriority, and (C) priorities are as-
signed to the plurality of addresses.

[0040] In acase where, for example, the server 2 al-
ready has (A) URIs ofthe clients 4 transmitted the request

message and (B) URIs of the proxies 3 connected to the
server 2 via the network7, the relaying device specifying
section 16 may make a content-storage-location list in

such a mannerthat (I} domain names of the clients 4
transmitted the request message are found out on the

basis of URIs ofthe clients 4, (II) proxies 3 are arranged
so that, in each level of the domain names thus found

out, the shorter physical or network-structural distance

between a client 4 and a proxy 3 gets a higherpricrity,
and(Ill) priorities are assigned to the plurality of pieces
of address information.

(0041) Specifically, ina case where the URIof the client

4is, for example, “http://client.co.jp", the relaying device
specifying section 16 may make a content-storage-loca-
tion list in view of a second level domain name. Specifi-

cally, the relaying device specifying section 16 may make
the content-storage-location list by (i) selecting proxies

3 whose second level domain name is “co.jp" and {ii)
arranging the proxies 3 thus selected in such a manner
that the shorter physical or network-structural distance

between the proxy 3 and the client 4 gets a higherpricrity.
In a case where no proxy 3 has "cojp" as the second

level domain name, the relaying device specifying sec-
tion 16 may make a content-storage-location list by (A)

selecting proxies 3 whosefirst level domain nameis "jp"
and (B) arranging the proxies 3 in such a mannerthat
the shorter physical or network-structural distance be-

tween the proxy 3 and the client 4 gets a higherpriority.
[0042] Ina case where the URI ofthe client 4 is not an

organizational type JP domain name such as "co.jp", but
is a geographical type JP domain name such as "“kai-
sha.chiyoda.tokyo.jp" or "pref.fukuoka.jp" in which a pre-

fecture label or a city (city, ward, town, village) label is

contained, the relaying device specifying section 16 may
make a content-storage-locationlist by selecting (I) la-
bels (prefecture labels or city labels) to which proxies 3
are attached are same as those to which the clients 4

are attachedor(II) labels to which proxies 3 are attached
are resemble to those to which the clients 4 are attached.

[0043] Similarly, in a case where server 2 already con-
tains information on an IP address of the client 4 which

has transmitted the request message, an IP address of
the proxy 3 connected to the server 2 via the network7,
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and the like, the relaying device specifying section 16

may select, with reference to a network address section
on a high-crder-bit side of the IP address of the client 4

which has transmitted the request message, a proxy 3
having a short physical or network-structural distance be-

tween the proxy 3 and theclient 4.

[0044]=In addition, a connecting path between the serv-
er 2 and the client 4 and a network status are checked

in advance with use of, for example, a general method
such as a routing technology, a network monitoring, or
traffic analysis, and, on the basis of the connecting path

and the network status specified by the relaying device
specifying section 16, a more appropriate proxy may be

selected. For example, before the relaying device spec-
ifying section 16 transmits, to client 4, an instruction to

designate a proxy 3 for acquiring the content, the con-
necting path between the server 2 and the client 4 is
checked with use ofa "traceroute" command or a "tracert"

command, and, on the basis of a result of such check,

the relaying device specifying section 16 may select a

proxy 3 which is closer to the client 4.
[0045] Further, the relaying device specifying section
16 may specify, in view of load statuses of the proxies 3,

a proxy 3 which (possibly) possesses the content that
the client 4requests and has alow load. More specifically,

the relaying device specifying section 16 may specify,
with reference to the transmission log storedin the trans-

mission log storage section 12, address information of
the device from which the content is acquired.
[0046] For example, the relaying device specifying

section 16 may carry out the following processes: the
relaying device specifying section 16 determines, with

reference to the transmission log stored in the transmis-
sion log storage section 12, whether or not each proxy 3
has transmitted or received the content within a prede-

termined time period; and the relaying device specifying
section 16 specifies, as the address information of the

device from which the contentis acquired, addressinfor-
mation of a proxy 3 which (i} has transmitted or received

ne content within the predetermined time period and(ii),
in the content-storage-location information thus read out,
is associated with the content that the client 4 requests.
Note that the predetermined time period may be set in

accordancewith the content associated with the proxy 3.

[0047] Inacase where the content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-

ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the

client 4 requests, the relaying device specifying section
16 may specify, as the address information of the device
from which the content is acquired, address information

of a proxy 3 which (A) has transmitted or received no
content within a predetermined time pericd and (B) is

containedin the latest content-storage-location informa-
tion.

[0048] Further, the relaying device specifying section
16 may specify, in view of the numberof accessesto the
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server 2 from the proxies 3, a proxy 3 which (possibly)

possessesthe contentthat the client 4 requests. For ex-
ample, it can be considered that, if a proxy 3 has a large

numberof accessesto the server 2, the proxy 3 caches
a large numberofcontents. Accordingly, the relaying de-
vice specifying section 16 may specify a proxy 3 whose
number of accesses to the server 2 is a predetermined

lowerlimit or more. Note that the relaying device speci-

fying section 16 may specify the number of accesses to
the server2 with reference to the transmission log stored
in the transmission log storage section 12. Specifically,

the relaying device specifying section 16 may specify, as
the address information of the device from which the con-

tent is acquired, an address of a proxy 3 whose number
of accessesto the server2 is a predetermined lowerlimit

or more, which address of the proxy 3 is selected from
the proxies 3 associated with the contents, which are
requested by the clients 4, of the content-storage-loca-
tion information.

(0049) Further, in a case wheretheplurality of pieces
of address information are associated with the content

that the client 4 requests, the relaying device specifying
section 16 may specify, as the address information of the
device from which the content is acquired, an address

information of a proxy 3 having a largest numberof ac-
cessesto the server 2.

(0050] Furthermore, in order not to concentrate ac-

cesses to a specific proxy 3, the relaying device speci-
fying section 16 may specify a proxy 3 whose numberof
accesses to the server 2 is a predetermined upperlimit
or less.

[0051] The content-storage-location information gen-

erating section 17 generates, on the basis of the trans-
mission log stored in the transmission log storage section
12, content-storage-location information for specifying

address information of a proxy 3 which (possibly) pos-
sesses content, and causesthe content-storage-location

information storage section 13 to store the content-stor-
age-location information.

[0052] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-
location information by associating, with reference to a
transmission log that the server 2 has transmitted the

content to a proxy 3, {A} the content which has been

transmitted by the server 2, (B) address information of
the proxy 3 which is a destination of the content, and (C)
date and time when the server2 has transmitted the con-

tent. Alternatively, the content-storage-location informa-

tion generating section 17 generates content-storage-lo-
cation information by associating (A) the content which
is confirmed, by the server 2, that the contentis the latest

version with reference to a transmission log indicating
that the server 2 has transmitted a response message
that the content held by the proxy 3 is the latest version,

(B) address information of the proxy 3 which possesses
the content, and (C) date and time when the server 2 has

transmitted the response message.
[0053] Note that the content-storage-location informa-
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tion generating section 17 may generate content-stor-

age-location information every time when a predeter-
mined transmission log is added to the transmission log

storage section 12, or may generate content-storage-lo-
cation information by reading out the transmission log
per predetermined time period.

[0054] The transmission log storage section 12 stores
a transmission log in which (A) transmission date and

time of a response message that the server2 has trans-
mitted to the proxy 3 or to the client 4, (B) address infor-
mation of the device which receives the response mes-

sage, (C) contents of the response message, and (D) a
content requested by a request message in response to
the response messageare associated with one another.

Examplesof the transmission log stored in the transmis-

sion log stcrage section 12 encompass dataillustrated
in Fig. 2. Fig. 2 is a view showing an exemplary trans-
mission log stored in the transmission log storage section
12.

[0055] As shownin Fig. 2, the transmission log asso-

ciates (A) "Date" whichis date and time when aresponse
messageis transmitted, (B) "destination address" which
is address information of a device which receives the

response message, (C) "transmitted contents" which in-
dicates the contents of the response message, and (D)
“content ID" which indicates the content requested by a

request message in responseto the response message.

[0056] "200 OK", "305 USE Proxy", or "304 Not Mcd-
ified", which is the contents of the response message, is
stored as the "transmitted contents”. In a case where the

"transmitted contents"is "305 USE Proxy", the "305 USE
Proxy" contains, in parentheses, information indicative

of a proxy 3 which is designated by the relaying device
specifying section 16, i.e., "305 Use Proxy (proxy 1)" as
shownin Fig. 2.

[0057] "200 OK"is contained in a response message
transmitted when the contentis transmitted in response

to the request for the content. Thus, a transmission log
of the response message "200 OK"is referred to as a

content transmission log. "305 USE Proxy" is contained
in a response messageto provide a device with the con-

tent from a designated proxy. Thus, a transmission log

of the response message "305 USE Proxy"is referred to
as an acquiring instruction log. "304 Not Modified" is con-

tained in a response message which notifies a device
that the contentis the latest version, the transmission log
of the response message "304 Not Modified"is referred

to as a version notification log.

[0058] The response executing section 15 creates a
transmission log based on a transmitted response mes-

sage, so that the content-storage-lIccation information

generating section 17 can make, on the basisofthe trans-
mission logs, content-storage-location information for
specifying address information of a proxy 3 which (pos-

sibly) possesses a content (as described above). The
relaying device specifying section 16 can refer to the

transmission log in order to specify a proxy 3 which has
transmitted or received no content within a predeter-
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mined time period.

[0059] With reference to a transmission log stored in
the transmission log storage section 12, for example, the

relaying device specifying section 16 specifies, as a
proxy 3 which has transmitted or received a content within
a predetermined time period, a proxy 3 which is associ-
ated with "200 OK" or "304 Not Modified" as the trans-

mitted contents.

[0060] The content-storage-location information stor-
age section 13 stores content-storage-location informa-
tion in which (A) a content, (B) address information of a

proxy 3 which (possibly) possesses the content, and (C)
date and time when the proxy 3 acquires the content are

asscciated with one another. Examples of the con-
tent-storage-location information stored in the content

storage-Iccation information storage section 13 may en-
compass data shownin Fig. 3. Fig. 3 is a view showing
exemplary content-storage-location information stored in

the content-storage-location information storage section
13. To put it another way, the content-storage-location
information is information in which the content and the

address information indicative of a location where the
contentis stored are associated with each other.

[0061] Asshownin Fig. 3, the content-storage-location
information is information in which (A) "Date" which is

date and time whenthe proxy 3 acquires a content, (B)
“content ID" (content identification information) which

identifies the content, and (C) "storage-location address"
which is address information of the proxy 3 which pos-
sesses the content are associated with one another.

[0062] The content-storage-location information gen-
erating section 17 generates content-storage-Iccationin-

formation based on a transmission log. Accordingly, as
described above, the relaying device specifying section
16 can specify, with reference to the content-storage-

location information, address information of a proxy 3
which (possibly) possesses the content.

[0063] Note that, like the content storage section 5, the
transmission log storage section 12 and the content-stor-

age-locaticn information storage section 13 may be pro-
vided outside the server 2 and connected to the server

2, instead of being providedin the server2.

[Proxy 3]

[0064] The proxy 3 is a device for transmitting a re-
quested content and also for requesting and acquiring a

content. As described above, the proxy 3 is connected

to the cache storage section 6 which stores, for example,
a content received from the server 2. In a case where

the cache storage section 6 includes a requested con-

tent, the proxy 3 reads out the requested content from
the cache storage section 6 and then transmits the re-
quested content to the client 4. Meanwhile, in a case

where the cache storage section 6 does not include the
requested content, the proxy 3 requests the content to

the server 2. Note that the cache storage section 6 may
be provided in the proxy 3.
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[0065] Asillustrated in Fig. 1, the proxy 3 includes: a

proxy controlling section 22 for collectively controlling op-
erations of the proxy 3; and a proxy communication sec-

tion 21 with which the proxy 3 communicates to an ex-
ternal device. The proxy controlling section 22 includes
a response/ request execution section 23.
[0066] The response/request execution section 23 is

provided for transmitting, to the client 4, a content des-

ignated by a request message which has been received
from the client 4 to request the content.
[0067] Specifically, the response/request execution

section 23 is ready to receive, from the client 4, a request
message to request to transmit a content, and, upon re-

ceipt of the request message from the client 4 via the
proxy communication section 21, the response/request
execution section 23 confirms whetheror nota requested

content is stored in the cache storage section 6.
[0068] In a case where the requested contentis not

stored in the cache storage section 6, the response/re-
quest execution section 23 confirms a "Host"field of the

request messagetransmitted from the client 4, and trans-
mits, to the server 2 indicated by a URI written in the
"Host"field, the request message of the content that the
client 4 requests. Then, the response/request execution

section 23 acquires the content from the server 2, and

causes the cache storage section 6 to store the content
thus acquired. After that, the response/request execution

section 23 transmits the requested contentto the client 4.

[0069] Further, in a case where the requested content
is stored in the cache storage section 6, the response/re-

quest execution section 23 acts such that, in order to
confirm whetheror not data of the content stored in the

cache storage section 6 is the latest, the response/re-
quest execution section 23 makes a request message
provided with a conditional request, such as "If-Modified-
Since" in which time information indicative of time when

the proxy 3 acquires the contentis written, and transmits,

to the server 2, the request message provided with the
conditional request thus made.

[0070] In a case where the response/request execu-

tion section 23 receives, from the server 2, a response
message "304 NOT Modified" in response to the request
message provided with the conditional request, the re-

sponse/request execution section 23 determines that the

content storedin the cache storage section6is the latest
data. Then the response/request execution section 23
reads out the content from the cache storage section 6,
and transmit, to the client 4, the content thus read out.

[0071] Meanwhile, in a case where the content stored

in the cache storage section 6 is not the latest data, the
server 2 transmits the latest content in response to the

request message provided with the conditional request,
and the response/request execution section 23 acquires
the content transmitted from the server 2. The response/

request execution section 23 causes the cache storage
section 6 to store the content thus acquired, and then
transmits, to the client 4, the content thus required.

[0072] Note that the response/request execution sec-
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tion 23 may be configured to transmit the content to the
client 4 while the content contains, in its header,
"“Cache-Control: must-revalidate” or "Cache-Control

which has been added by the server 2. Accordingly, in a
case wherethe content, which has been acquired by the

client 4 serving as a destination of the content, is trans-
mitted in response to another request, it is possible to

cause the client 4 to always transmit, to the server 2, an

inquiry as to whetheror not the contentis the latest ver-
sion, before the client 4 transmits the content.

[0073] Thatis,in Embodiment 1, the proxy 3is a device

for transmitting a request of a content and acquiring the
content, and ts also a relaying device for possessing such
a requested content and relaying the requested content

to another device (e.g., client 4) to which the requested

contentis transmitted from the relaying device.

[Client 4]

(0074) The client 4 is a device for requesting and ac-

quiring a content, and playing the content thus acquired.
Although notillustrated in Fig. 1, the client 4 includes an
input section for accepting a user’s operation, and re-
quests a content on the basis of an input operation ac-

cepted by the input section.

[0075] Asillustrated in Fig. 1, the client 4 includes: a
client control section 32 for collectively controlling oper-
ations of the client 4; and a client communication section
31 with which the client 4 communicates to an external

device. The client control section 32 includes: a request

executing section 33 and a content playing section 34.
[0076] The request executing section 33 generates a

request messageto request to transmit a content, trans-
mit the request message to the server 2 via the client
communication section 31, and receives a response

message in response to the request message. In the
present invention, as described above, the request exe-

cuting section 33 receives, from the server 2, the re-
sponse message which is (A} information for specifying

a proxy and (B) an instruction for transmitting, to the
proxy, a request message to request the content. Upon

receipt of the response message from the server 2, the

request executing section 33 transmits, to such a desig-
nated proxy3, the request message to request to transmit
the contentin response to the instruction from the server

2. Then, the request executing section 33 acquires the
content from the proxy 3 designated by the server 2.

(0077] Thecontentplaying section 34 plays the content

acquired by the request executing section 33. In a case
where, for example, the acquired content is a moving
image, the content playing section 34 decodes the ac-

quired content. Then, the content playing section 34
causes an external display device (not shown) to output
a moving image and audio thud obtained by decoding.

[0078] Thatis, in Embodiment1, the client 4 is a device
for transmitting a request for a content and acquiring the

content, and also serves as a content playing device for
acquiring and playing the requested content.
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[Processes carried out by each device]

[0079] The following description will discuss, with ref-

erenceto Figs.4 to 6, processes carried out by the server
2, the proxy 3, and the client 4. First, a process carried
oul by the server2 will be described below with reference

to Fig. 4.

[Process carried out by server 2]

[0080] Fig. 4is a flowchart showing an exemplary proc-

ess which is carried out by the server 2. The response
execuling section 15 is ready to receive a request mes-
sage to requestto transmit a content. When the response

execuling section 15 receives, via the server communi-

cation section 11, the request message to request to
transmit the content (5401), the response executing sec-
tion 15 checks a header of the request message thus
received, so as to determine whetheror not the request

message thus received is transmitted via a proxy 3

(5402).
[0081] Inacase where the received request message
is one transmitted from the client 4 (NO in S402), the

response executing section 15 transmits, to the relaying
device specifying section 16, an instruction to specify a

proxy 3 from which the client 4 acquires the content. In
responseto the instruction from the response executing

section 15, the relaying device specifying section 16
reads out content-storage-location information from the
content-storage-location information storage section 13

(5403). With reference to the content-storage-location
information thus read out, the relaying device specifying
section 16 specifies, as address information of a device

from which the content should be acquired, a URI of the
proxy 3 associated with the content that the client 4 re-

quests (S404). The relaying device specifying section 16
transmits such specified address information to the re-

sponse executing section 15. The response executing
section 15 transmits, to the client 4, from the proxy 3

indicated by an address contained in the addressinfor-
mation which has been specified by the relaying device
specifying section 16, a response message to instruct

the client 4 to acquire a requested content (S405). The
response executing section 15 creates a transmission

log based on the response message which has been
transmitted to the client 4, and adds the transmission log
thus created to the transmission log storage section 12

(S410).
[0082] Meanwhile, in a case where the request mes-

sage thus receivedis one transmitted by the proxy 3 (YES
in $462}, the response executing section 15 then deter-

mines whether or not the received request message is a
conditional request such as "If-Modified-Since" (S406).
In a case where the received request messageis not a

conditional request (NO in S406), the response executing
section 15 reads out, from the content storage section 5,

the content requested by the proxy 3, and, in response
to the request message from the proxy 3, transmits the
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content thus read out to the proxy 3 (S407). After that,

the response executing section 15 creates a transmis-
sion log based on the response message which has been

transmitted to the proxy 3, and adds the transmission log
thus created to the transmission log storage section 12
(S410).

[0083] In acase where the received request message
is provided with a conditional request (YES in S406), the

response executing section 15 determines whether or
not data of the content held by the proxy 3 is the latest
(S408). In a case where the data of the content kept by

the proxy 3 is not the latest (NO in 5408), the response
executing section 15 reads out, from the content storage

section 5, the content requested by the proxy 3, and, in
response to the request messagefrom the proxy 3, trans-

mits to the proxy 3 the content thus read out (S407).
Meanwhile, in a case where the data of the content held

by the proxy 3is the latest (YES in S408), the response

executing section 15 transmits, to the proxy 3, aresponse
message that the data of the content held by the proxy

3 is the latest, in response to the request message from
the proxy 3 (5409). Then, the response executing section
15 adds, to the transmission log storage section 12, the

response message which has been transmitted to the
proxy 3 (S410).

[0084] Note that, in a case where the response exe-
cuting section 15 transmits the content to the proxy 3 in
$407, "Cache-Control: must-revalidate" or "Cache-Con-

trol: proxy-revalidate", for example, is addedto the head-
er of the content. Accordingly, in a case where the proxy

3 serving as a destination of a content transmits the con-
tent held by the cache storage section 6 in response to

another request, itis possible to always cause the proxy
3 to transmit, to the server, an inquiry as to whether or
not the contentis the latest, before the proxy 3 transmits
the content.

[Process carried out by proxy 3]

[0085] The following description will discuss a process
carried out by the proxy 3. Fig. 5 is a flowchart showing
an exemplary process whichis carried out by the proxy 3.

[0086] As shownin Fig. 5, the response/request exe-
cution section 23 is ready to receive a request message
to request to transmit a content from the client 4. Upon

receipt of the request message from the client 4 via the
proxy communication section 21 (S421), the re-

sponse/request execution section 23 confirms whether
or not such a requested content is stored in the cache

storage section 6 (S422).
[0087] In a case where the requested content is not

stored in the cache storage section 6 (NO in S422), the
response/request execution section 23 refers to a "Host"
field of the request message which has been transmitted
from the client 4, and transmits, to the server 2 indicated

by a URI written in the "Host"field, the request message

to request the content transmitted by the client 4 (8423).
Then, the response/request execution section 23 ac-
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quires the content from the server 2 (S424), and causes

the cache storage section 6 to store the content thus
acquired ($425). After that, the response/request execu-
tion section 23 transmits, to the client 4, the content thus

requested (S426).
[0088] Inacase where the requested contentis stored

in the cache storage section 6 (YES in S422), the re-
sponse/ request execution section 23 creates a request

message provided with a conditional request, such as
"If-Modified-Since” in which time information indicative

of time when the content has been acquired is written,

and transmits, to the server 2, the request messagepro-
vided with the conditional request thus made ($427).

[0089] In a case where the response/request execu-
tion section 23 receives a response message "304 NOT
Modified" from the server 2 in response to the request

message provided with the conditional request (YES in
$428), the response/ request execution section 23 reads

out the content thus stored from the cache storage sec-
tion 6, and transmits to the client 4 the content thus read

out (S426).
[0090] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server 2 transmits the latest content in response to the

request message provided with the conditional request,

and the response/request execution section 23 acquires
the latest content transmitted from the server 2 (S424),
The response/request execution section 23 causes the

cachestorage section 6to store the content thus acquired
(8425), and then transmits the requested contentto the

client 4 (S426).
[0091] Note that, in S426, the response/request exe-
cution section 23 transmits the content to the client 4

while the content contains, in its header, "Cache-Control:
must-revalidate” or "Cache-Control which has been add-

ed by the server 2. Accordingly, in a case where the con-
tent, which has been acquired by the client 4 serving as

a destination of a content, is transmitted in response to
another request, it is possible to keep such a state that

the client 4 should always transmits, to the server 2, an
inquiry as to whetheror not the contentis the latest ver-
sion, before the client 4 transmits the content.

[Process carried out by client 4]

[0092] The following description will discuss, with ref-
erence to Fig. 6, a process carried out by the client 4.

Fig. 6 is a flowchart showing an exemplary process,

which is carried out by the client 4.
[0093] As shownin Fig. 6, the request executing sec-
tion 33 transmits, to the server 2, a request message to

requestto transmit a content (S441). In responseto the
request message, the request executing section 33 re-
ceives a response message to instruct the request exe-

cuting section 33 to acquire a content from a designated
proxy 3 (S442). In response to such an instruction from

the server 2, the request executing section 33 transmits
the request message to the proxy 3 designated by the
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server 2 (S443). Then, in response to the request mes-

sage, the request executing section 33 acquires the con-
tent from the proxy 3 which has received the request

message ($444}.

(Example 1]

(0094) Fig. 7 illustrates Example 1, and Embodiment
1 will be described in detail below. Example 1 shows an

operation example of the content distributing system 1
that instructs the client 4 about from which proxy 3 the

client 4 is to acquire the content.Fig. 7 is a view illustrating
an example operation sequence of the content distribut-

ing system 1 in Example 1.
(0095) Note that Example 1 is based on thefollowing
presumption. A content 1 and a content 2 are stored in
the content storage section 5, and both the cache storage
sections 6a and 6b cash no content. Further, the server

2 is set so that the content 1 is acquired from the proxy
3a as its default and the content 2 is acquired from the

proxy 3b as its default. Furthermore, when the process
shownin Fig. 7 is started in Example 1, a transmission
log and content-storage-location information are not

stored in the transmission log storage section 12 and the
content-storage-location information storage section 13,

respectively. Still further, the response executing section
15 creates the transmission log of Fig. 2 every time when

aresponse messageis transmitted, and the content-stor-
age-location information generating section 17 gener-
ates the content-storage-Iccation information of Fig. 3
avery time when a content transmission log or a version

notification log {transmission log whose "transmitted con-

tents" is "200 OK"or "304 Not Modified") is added to the
transmission log storage section 12.
[0096] Further, one session is defined as a sequence

starting from a time at which the client 4 transmits a re-
quest message and ending a time at which the client 4

receives a response messagein responseto the request

messageis regarded as one session.

[0097] As shownin Fig. 7, in a session 110, the client
4a transmits, to the server 2, a request message to re-
quest to transmit the content 1 (request 111). Inthe server

2 which has received the request 111, the response ex-
ecuting section 15 transmits, to the relaying device spec-

ifying section 16, an instruction to specify a proxy 3 to
acquire the content 1. In responseto the instruction, the
relaying device specifying section 16 confirms whether

or not the content-storage-location information is stored

in the content-storage-location information storage sec-
tion 13 (process 112). Here, the content-storage-location
information storage section 13 does not contain the con-

tent-storage-location information indicative of the proxy
3 to acquire the content 1, the relaying device specifying
section 16 specifies the default proxy 3a as the proxy 3

to acquire the content 1. The response executing section
15 transmits, to the client 4a, the response messageto
instruct the client 4a to acquire a requested content from

the proxy 3 indicated by address information specified

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

320 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

321 of 789

25

by the relaying device specifying section 16 (response

113). Then, the response executing section 15 creates
a transmission log based on the response message thus

transmitted, and adds the transmission log to the trans-
mission log storage section 12 (process 114).
[0098] Then, in the session 126, the client 4a, which

has received the response 113, transmits, to proxy 3a,
the request message to request to transmit the content

1 (request 121). The proxy 3a, which received the request
121, confirms whether or not the content 1 is stored in

the cache storage section 6a (process 122). Here, the

content 1 is not stored in the cache storage section 6a,
so that the proxy 3a transmits, to the server 2, the request

message based on the request 121 (request 123). In the
server 2 which has received the request 123 from the

proxy 3a, the response executing section 15 transmits
the content 1 to the proxy 3a (response 124). The proxy
3a received the response 124 stores the acquired content

1 in the cache storage section Ga and caches the content
1 (process 125). After that, the proxy 3a transmits, to the
client 4a, the content 1 as aresponseto the request 121

(response 126). Note that, after transmitting the response
124, the response executing section 15 creates a trans-

mission log based on the response messagethus trans-
mitted, and adds the transmission log to the transmission

log storage section 12 (process 127). Further, the con-
tent-storage-location information generating section 17

generates content-storage-location information in which
the content 1 and address information of the proxy 3a
are associated with each other, and causes the content

storage-location information storage section 13 to store
the content-storageocation information (process 128).
[0099] Next, in the session 130 and the session 140,

the client 4b acquires the content 2. Operations of the
client 4b, the proxy 3b, and the server 2 in the session
130 and the session 140 are similar to thoseof the client

4a, the proxy 3a, and the server 2 in the session 110 and

the session 120, except that data acquired in the sessions
110 and 120 is different from that acquired in the sessions

130 and 140. Therefore description thereof will be omit-
ted.

[0100] When the session 140 is completed, the content

1isina state of being cachedin the cachestorage section
6a of the proxy 3a and the content 2 is in a state of being

cachedin the cache storage section 6b of the proxy 3b.
Thatis, the content-storage-location information storage
section 13 stores (A) the content-storage-location infor-

mation in which the content 1 and the proxy 3a are as-

sociated with each other and (B) content-storage-loca-
tion information in which the content 2 and the proxy 3b
are associated with each other.

[0101] In the session 150, the client 4a transmits, to

the server 2, a request message to request to transmit
the content 2 {request 151). In the server 2 received the

request 151, the response executing section 15 trans-
mits, to the relaying device specifying section 16, an in-

struction tc designate a proxy 3 to acquire the content 2.
In response to the instruction, the relaying device spec-
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ifying section 16 confirms whetheror not the content-stor-

age-location information is stored in the content-storage-
location information storage section 13 (process 152).

Here, the content-storage-location information storage
section 13 stores the content-storage-location informa-
tion in which the content 2 and the proxy 3b associated

with each other, the relaying device specifying section
16 specifies the proxy 3b to acquire the content 2. The

response executing section 15 transmits, to the client 4a,
a response messageto instruct the client 4a to acquire
a requested content from the proxy 3 specified by the

relaying device specifying section 16 (response 153).
Then, the response executing section 15 creates a trans-
mission log based on the response messagethus trans-

mitted, and adds the transmission log te the transmission

log storage section 12 (process 154).
[0102] Next, in the session 160, in responseto the in-
struction of the server 2, the client 4a received the re-

sponse 153 transmits, to the proxy 3b, the request mes-
sage to request to transmit the content 2 (request 161).

The proxy 3b received the request 161 confirms whether
or not the content2 is stored in the cache storage section
6b (process 162}. The content 2 is already stored in the

cache storage section 6b, so that the proxy 3b transmits,
to the server 2, the request message, based on the re-

quest 121, provided with a conditional request "If-Modi-
fied-Since", in order to confirm whetheror not the content

2 stored in the cache storage section 6bis the latest data
(request 163). Because the proxy 3b is used to transmit
the request 163 and the request 163 is a request mes-

sage contained in the conditional request, the response

executing section 15 in the server 2 received the request

163 confirms whether or not the content 2 held by the
proxy 3b is the latest data (process 164}. The response
executing section 15 determines that the content 2 held

by the proxy 3b is the latest data, and transmits, to the
proxy 3b, a response message "304 NOT Modified"(re-

sponse 165). The proxy 3b received the response 165
reads out the content 2 stored in the cache storage sec-
tion 6b, and, in response to the request 161, transmits

the read out content 2 to the client 4a (response 166).
Note that, after transmitting response 165, the response

executing section 15 creates a transmission log based
on the response message, and adds the transmission

log to the transmission log storage section 12 (process
167). Further, the content-storage-location information
generating section 17 generates the content-storage-lo-
cation information in which the content 2 and address

information of the proxy 3b are associated with each oth-
er, and causes the content-storage-location information
storage section 13 to store the content-storage-location

information (process 168).
[0103] As described above, in Embodiment 1,inacase
where the client 4 requests the content from the server
2 and the server 2 has transmitted the same contentto

the proxy before, the server 2 determines that the proxy
3 cashes the content, and transmits, to the client 4, an

instruction to acquire the content from the proxy 3 which
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has been determined to possess the requested content.

[0104] Embodiment 1 is assumed to be applied to a
VOD service in which a moving image content is used

with an MP4file format. Accordingly, in terms of loads to
the server2, the proxy 3, and the network 7, "transmission
and reception of content" applies the heaviest loads.

[0105] Accordingly, the number of request and re-
sponse in the sessions 110 and 120 and the sessions

130 and 140 in Example 1 is larger in the present inven-
tion than in a conventional method. "Transmission and

reception of the content” in the present invention, how-
ever, is almost similar to that in the conventional method,

except that the content is transmitted and recetved via

the proxy 3 in the present invention. However, because
of the sessions 110 and 120 and the sessions 130 and

140, itis possible to carry out "transmission andreception
of the content" in the session 160 between the proxy 3b
and the client 4a. This particularly decreases (A) a

processing load of the server 2 and (B) an amount of
transmission information (network load} of a network be-

tween the server 2 and the proxy3.
[0106] For the sake of easy explanation, the following
is the simplest example, specifically, an example where
two proxies 3, two clients 4, and two kinds of contents

managedbythe server 2 are used. In acase of an actual
content distribution service such as VOD, however, var-

ious and many contents are transmitted and received in

an extremely huge system. Therefore, the present inven-
tion is greatly effective in reducing a load of the server 2
and a load of the network between the server 2 and the

proxy 3. To put it another way, in the conventional meth-
ods, when the number of clients 4 becomes larger,

processing loads especially of the server 2 and to a net-
work betweenthe server 2 and the client 4 become great-
ly higher, depending on the numberofthe clients 4. How-

ever, by using the present invention, the server 2 can
efficiently utilize a throughput of the proxy 3 and a cash
function. As a result, the load of the server 2 and the load

of the network betweenthe server2 and the proxy 3 can

be shared by the proxy 3 or by the network between the
proxy 3 and theclient 4.

[HTTP Message in Embodiment 1]

[0107] The requests and responsesinvolved in the op-

eration sequence illustrated in Fig. 7 will be described in
detail with reference to Figs. 8 through 10. Figs. 8 through

10 are views eachillustrating example HTTP messages

transmitted/responded as requests or responses.Fig. 8
shows example HTTP messagestransmitted/responded

inthe sessions 110 and 120. Fig. 9shows example HTTP

messages transmitted/responded in the sessions 130
and 140. Fig. 10 shows example HTTP messagestrans-
mitted/responded in the sessions 150 and 160.

[0108] (a), (b), (c}, (d)}, (e), and (f) of Fig. 8 show HTTP
messagesof the request 111, the response 113, the re-
guest 121, the request 123, the response 124, and the

response 126of Fig. 7, respectively.
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(0169) (a), (b), (c}, (d}, (e), and (Af) of Fig. 9show HTTP

messages of the request 131, the response 133,the re-
quest 141, the request 143, the response 144, and the

response 146of Fig. 7, respectively.
[0110] (a), (b), (c), (d), (e), and (f) of Fig. 10 show HTTP
messages of the request 151, the response 153, the re-
quest 161, the request 163, the response 165, and the

response 166of Fig. 7, respectively.

[HTTP messagesin sessions 110 and 120]

(0111] The HTTP messagesin the sessions 110 and
120 will be described below with reference to Fig. 8. Note

that (a) through(f) of Fig. 9 correspond to (a) through (f)
of Fig. 8, respectively, and that Fig. 9 is different from

Fig. 8 only in that a content 1, a proxy 3a, and aclient 4a
in Fig. 8 are changed to a content 2, a proxy 3b, anda
client 4b in Fig. 9, respectively. Therefore, description of

the HTTP messagesin the sessions 130 and 140 with
reference to Fig. 9 will be omitted. Note also that, ofall

the components of the HTTP messages,(i) components
specific to the present invention will be primarily de-
scribed below and(ii) description of well-known compo-

nents of the HTTP messageswill be appropriately omit-
ted.

(Request 111 to request content)

(0112) Asillustratedin (a) of Fig. 8, the HTTP message,
which serves as the request 111 (i) transmitted from the

client 4a to the server 2 and(ii) requesting the content
1, contains a request line and a header which notifies
additional information.

[0113] The requestline illustrated in (a) of Fig. 8 con-
tains "GET" followed by additional information, which

"GET" indicates a method for acquiring a content and
which information specifies what content to be acquired.

Specifically, the information is described in the form of
“fcontent name”. This means that the HTTP message

illustrated in (a) of Fig. 8 serves as a requestfor trans-
mission of the content 1 described by "content 1" in the
requestline.

[0114] Headers illustrated in (a) of Fig. 8 include a
"Host" headerfor specifying a server to acquire the con-
tent, and the "Host" header shows an address, "exam-

ple.com", indicative of the address of the server 2.
(0115) The headers illustrated in (a) of Fig. 8 also in-

clude an "Accept" headerindicative of a data formatthat

can be processedby the client 4a, and the "Accept" head-
er shows, "video/mp4", indicative of video data in MP4
format. This allows the client 4a (the sender of the re-

quest) to inform the server2 {the recipient of the request)
that the client 4a is capable of receiving video data in
MP4 format.
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(Response 113 specifying device from which content is

to be acquired)

[0116] Asillustrated in (b) of Fig. 8, the HTTP message,
which serves as the response 113 (i) transmitted from
the server 2 to the client 4a and(ii) specifying a device
from which the contentis to be acquired, contains a re-

sponseline and a header.

[0117] Theresponseline illustrated in (b) of Fig. 8 con-
tains information instructing to use a proxy 3 specified
by a "Location" header. Specifically, the instruction is de-

scribed in the form of "status number (space) message".
This means that the HTTP messageillustrated in (b) of

Fig. 8 serves as a responsefor instructing the client 4a
to request the content 1 from the proxy 3 designated by
the "Location" header described below.

[0118] The headerillustrated in (b) of Fig. 8 includes
the “Location” header for specifying a proxy to be used,
and the "Location" header contains address information,

"http:/fexam ple-proxy1.com", indicative of an address of

the proxy 3 to be used. From this, the client 4a (the re-
cipient of the response} obtains the address information
of the proxy 3 (the device that the client 4a requests the

content 1).

(Request 121 requesting content from specified proxy 3}

[0119] Asillustrated in (c} of Fig. 8, the HTTP, which
serves as the request 121 (i} transmitted from the client
4a to the proxy 3a and (ii) requesting the content 1, con-
tains a request line and headers.

[0120] The requestline illustrated in {c) of Fig. 8 con-

tains "GET"followed by a URL, which "GET"indicates a
method for acquiring the content and which URLis of the
content to be requested. Specifically, the URL is de-

scribed in the form of “http://name of a server storing a
content/content name.” This meansthat the HTTP mes-

sageillustrated in (c} of Fig. 8 serves as a request for
transmission of a content 1 stored in the server 2.

[0121] Asin the case of the request 111, the headers

illustrated in (c) of Fig. 8 include a "Host" header and an
"Accept" header.

(Request 123 from proxy 3a to server 2 for content)

[0122] Asillustrated in (d) of Fig. 8, the HTTP message,
which serves as the request 123 (i) transmitted from the

proxy 3 to the server 2 and (ii) requesting the content 1,
contains a requestline and headers.

[0123] The requestline illustrated in (d) of Fig. 8 con-
tains "GET"followed by a URL, which "GET"indicates a

method for acquiring a content and which URLis of the
content to be requested. Specifically, the URL is de-
scribed in the form of "/ content name.” This means that

the HTTP messageillustrated in (a) of Fig. 8 serves as
a requestfor transmission of the content 1 described by
"content 1" in the requestline.

[0124] As in the case of the request 111, the headers
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illustrated in (d) of Fig. 8 include a "Host" header and an

"Accept" header. The headers also include a "Via" header
indicative of a transmission path of the message, which
'Via" header contains an address, "exam-

ple-proxy1.com", indicative of an address of a device via
which the message is transferred. From this, the server
2 which received the request finds out via which device

(which is the proxy 3a in the present case) the request
was transmitted.

(Response 124 to transmit content from server2 to proxy

3a)

(0125) Asillustratedin(e) of Fig. 8, the HTTP message,
which serves as the response 124 to transmit the content

1 from the server2 to the proxy 3a, contains {i) a response
line, (ii) headers, and (iii} a body containing the "content
1."

(0126] Theresponseline illustrated in (e) of Fig. 8 con-
tains information indicating that the request has been

successfully received, that is, information indicating that
the content thus requested is to be transmitted. Specifi-
cally, the responseline is described in the form of "status

number (space) response message".
[0127] The headers contain information regarding a
content to be transmitted. In the example illustrated in

(e) of Fig. 8, the headers include (i) a "Date" headerin-
dicative of date and time whenthe content wastransmit-

ted, (ii) a "Cache-Control" header issuing an instruction
regarding a cache of the content, and(iii) a “Content

Type" header indicative of a type of the content to be
transmitted.

[0128] In the example, the "Cache-Control" header

contains "must-revalidate" causing the proxy 3a to con-
firm, before the cache of the content is transmitted to

other devices, whether or not the content to be transmit-

ted is the latest data. The "Content-Type" header con-
tains "video/mp4"indicating that the contentis video data
in MP4 format.

[0129] The bodyillustrated in (e) of Fig. 8 contains "[bi-
nary-data: content1]"indicative of the data of the content
1.

(Response 126to transmit content from proxy 3a to client

4a}

[0130] Asillustrated in (f) of Fig. 8, the HTTP message,

which serves as the response 126 to transmit the content

1 from the proxy 3a to the client 4a, contains a response
line, headers, and a body.

(0131] The responselineillustrated in (f) of Fig. 8 con-

tains information indicating that the request has been
successfully received, that is, information indicating that
the content thus requested is being transmitted. Specif-

ically, the responseline is described in the form of "status
number(space) response message".

[0132] The headers contain information regarding a
content to be transmitted. In the exampleillustrated in (f)
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of Fig. 8, the headers include (i) a "Cache-Control" head-

er issuing an instruction regarding the cache of the con-
tent to be transmitted, (ii) a “Content-Type” headerindic-

ative of a type of the content, and (iii) a "Via" header
indicative of a transmission path of the message.
[0133] As in the case of the response 124, the

"“Cache-Control" header and the "Content-Type" header
illustrated in (f} of Fig. 8 contain "must-revalidate" and

"video/mp4", respectively. A "Via" header(i) indicates
that arequest containing the "Via" header has beentrans-
mitted via a certain device and (ii) contains addressin-
formation indicative of an addressof the device via which

the request has been transmitted. The response 124 con-

tains address information, "example-proxy1.com", indic-
alive of an address of the proxy 3a which is a device via
which the response 124 was transmitted.

[0134] The body illustrated in (f) of Fig. 8 contains ac-
tual data (binary data) of the content 1. The "[binary-data:

content1]in (f) of Fig. 8 indicates the data of the content 1.

[HTTP message in sessions 150 and 160]

[0135] Thefollowing description will discuss, with ref-

erence to Fig. 10, the HTTP messagesin the sessions
150 and 160. Note that (a) through {c) and(f} of Fig. 10

correspondto (a) through (c) and (f) of Fig. 8, respec-
tively, and that Fig. 10 is different from Fig. 8 only in that

the content 1 and the proxy 3a in Fig. 8 are changed to
a content 2 and a proxy 3bin Fig. 10, respectively. There-
fore, description of the HTTP messages serving as the

request 151, the response 153, the request 161, and the
response 166 will be omitted here.

(Request 163 requesting content from proxy 3b to server
2 with condition)

[0136] Asillustrated in (d) of Fig. 10, the HTTP mes-

sage, which serves as the request 163 {i) transmitted
from the proxy 3b to the server 2 and (ii) requesting the
content 2 with conditions, contains a request line and
headers.

[0137] The requestline illustrated in (d) of Fig. 10 con-

tains "GET" followed by a URL, which GETindicates a
method for acquiring a content and which URLis of the

content to be requested. Specifically, the URL is de-
scribed in the form of "/content name.”

[0138] The headersillustrated in (d) of Fig. 10 include

(i) an “If-Modified-Since" header which requests a latest
version of the content if the content is updated after date

and time recorded in the "If-Modified-Since" header, {ii)
an "Accept" header,(iii} a "Host" header, and (iv) a "Via"
header. The "If-Modified-Since" header contains date

and time "Sun, 31 May 2013 15:03:08 GMT" when the
proxy 3b cached the content 2 requested by the request
163. This allows the server 2, which is a device that has

received the request 163, to determine, based on the

date and time whenthe proxy 3b cached the content 2,
whetheror not the content 2 stored in the proxy 3b is the
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latest data.

(Response 165 transmitted from server 2 to proxy 3b)

[0139] Asillustrated in (e) of Fig. 10, the HTTP mes-
sage, which serves as the response 166 (i) transmitted

from the server 2 to the proxy 3b and (il) indicating that
the content 2 stered in the proxy 3b is the latest data,
contains a responseline and a header.

[0146] The response line illustrated in (e) of Fig. 10
contains (i) the response message that the proxy 3b has
not updated the content since the date and time when

the proxy 3b cached the content and(ii) a status number

of the response message. Specifically, the responseline
is described in the form of “status number (space) re-

sponse message.”
[0141] Theheaderillustrated in (e) of Fig. 10 is a"Date"
header indicative of date and time when the response
165 was transmitted.

<Embodiment 2>

[0142] Embodiment 2 of the present invention illus-
trates an example where a client 4 has a function as and

acts as a proxy so thatit is possible to widely distribute

(i) a processing load of a server 2 and (ii) a network load
which is used to transmit data from the server 2.

[0143] More specifically, in Embodiment 2, the client
4, which includes a storage section, (i) caches an ac-
quired contentin the storage section, (ii) specifies, based

on response messages previously transmitted from the
server 2, a device (proxy 3 or client 4) that (possibly)

possesses the content, and then (iii) transmits, to a de-
vice (client 4) which has requested the content, an in-
struction to acquire the contentfrom the device thus spec-
ified.

(0144) That is, in Embodiment 2, the client 4 (i) is a
device that requests a contentand then acquires the con-

tent and (ii) acts as (a) a relaying device (proxy) that
stores the content thus requested and then transfers the

content to another device or (b) a playing device that
acquires the content thus requested and then plays the
content.

[0145] Note that (3} the proxy 3 and a client 4 acting as

a proxy are hereinafter each referred to as a relaying
device and(ii) a client 4 that acquires a requested content
and then plays the content is hereinafter referred to as a

content playing device.

[0146] The following description will discuss Emboci-
ment 2 with reference to Figs. 11 through 19. Embodi-
ment 2 is (i) different from Embodiment1 only in that the

client 4 in Embodiment 2 has a function also as a proxy
and (ii) similar to Embodiment 1 in regard to the rest of
the points. Therefore, the following description will mainly

discuss the point in which Embodiment2 is different from
Embodiment 1.
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(Outline of Content Distribution System 1a]

[0147] First, an outline of a content distribution system
1a of Embodiment 2 will be described with reference to

Fig. 11. Fig. 11 is a view illustrating a schematic config-
uration of the content distribution system 1a, and illus-

trates main configuration of devices constituting the con-
tent distribution system 1a. As illustrated in Fig. 11, the

contentdistribution system 1a includes the server 2, the
proxy 3, a client 4c, and a client 4d. The contentdistri-
bution system 1a further includes (i) a content storage

section 5 connected to the server2,(ii) a cache storage
section 6 connected to the proxy 3, and (iii) client storage
sections 8c and 8d connected to the client 4c and the

client 4d, respectively.

[0148] Hereinafter, the client storage sections 8c and
8d are generally referred to as a client storage section B.
[0149] Since the proxy 3 of Embodiment2 is similar to

the proxy 3 of Embodiment 1 in terms of a configuration
and an operation process, the details of the proxy 3 of
Embodiment3 will be omitted here.

[Server 2]

[0150] The server 2 of Embodiment 2 has a configu-
ration identical to that of the server 2 of Embodiment 1.

However, since the client 4 of Embodiment 2 acts as a

proxy in some cases, part of operations of a response
executing section 15, arelaying device specifying section
16, and a content-storagetocation information generat-

ing section 17 of Embodiment 2 are different from the
operations of the corresponding members of Embodi-
ment 1.

[0151] Theresponse executing section 15 (i) receives,
via a server communication section 11, a request mes-

sage requesting transmission of a content, which request
message has beentransmitted from a relaying device or

a content playing device and then (ii) transmits, to the
relaying device or the content playing device depending
on which oneof the devices transmitted the request mes-
sage, a response messagein response to the request

message thus received.

[0152] Specifically, the response executing section 15,
which is ready to receive a4 request message to request

to transmit a content, (i) receives the request message
via the server communication section 11 and then (ii)
refers to a headerof the request message thus received,

so as to determine whetheror not the request message

was transmitted via a relaying device. For example, the
response executing section 15 can be configured to re-
ceive a request message and thento (i) determine, in a

case where the request message contains a "Via" header
(transmission path information), that the request mes-
sage has been transferred from a relaying device that

had received the request message from acontentplaying
device or {ii) determine, in a case where the request mes-

sage does not contain the "Via" header, that the request
message wasdirectly transmitted from the content play-
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ing device,

[0153] Inacase where a request message is not one
transmitted from a relaying device (i.e. the response ex-

ecuting section 15 receives the request messagedirectly
from a content playing device which is the sender of the
request message), the response executing section 15

transmits, to the relaying device specifying section 16,
an instruction to specify address information {e.g. a URI

of the proxy 3 or the client 4 etc.) of a relaying device that
(possibly) possesses a content requested by the content
playing device. Then, the response executing section 15

receives, from the relaying device specifying section 16,
the address information of the relaying device that pos-
sesses the content requested by the content playing de-
vice, and then transmits, in response to the request mes-

sage, a response messageto instruct the contentplaying
device to acquire the content from the relaying device.
For example, by supplying the address information to the

"Location" field with use of "305 USE Proxy", the re-
sponse executing section 15 transmits, to the content

playing device, an instruction (as a response message)
to resend the request message to the relaying device
that (possibly) possesses the content requested by the

content playing device.
[0154] In acase where the request message thusre-

ceived is one transmitted via the relaying device {i.e. the
response executing section 15 receives the request mes-

sage from the relaying device), the response executing
section 15 proceeds to determine whetheror not the re-
quest messageis a conditional request such as “If-Mod-

ified-Since". If the request message is not provided with
a conditional request, the response executing section 15

reads out, from the content storage section 5, a content
requested by the request message, and then transmits,
to the relaying device, the content in response to the re-

quest message.

[0155] Meanwhile, in a case where the request mes-
sage is a conditional request, the response executing
section 15 proceeds to determine whetheror not the data

of the content the relaying device possessesis the latest.
To put it another way, the response executing section 15
determines whether or not the data of the content the

relaying device possessesis identical to that stored in
the content storage section 5.
[0156] In a case where the data of the content pos-

sessed by the relaying device from which the request
message wastransmitted, is not the latest data of the

content, the response executing section 15 reads out the

requested content from the content storage section 5,
and then transmits the content thus read out, to the re-

laying device in response to the request message. In a

case wherethe datacf content possessed bythe relaying
device from which the request message wastransmitted,
is the latest data of the content, the response executing

section 15 transmits, to the relaying device, a response
message (inresponse to the request message) indicating

that the relaying device possesses the latest data. Ex-
amples of such a response message encompass "304
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NOT modified".

[0157] Asin the case of Embodiment1, the response
execuling section 15 also creates a transmission log

based on the response message thus transmitted, and
then stores the transmission log in a transmission log

storage section 12.
[0158] Note that, as in the case of Embodiment 1, ina

case where the response executing section 15 transmits

the content to a relaying device from which a request
message has been transmitted, "Cache-Control: must-
revalidate" or "Cache-Control: proxy-revalidate", for ex-

ample, may be added to the header of the content. Ac-
cordingly, in a case where the relaying device, which has
acquired the content, transmits the content in response

to another request, it is possible to always cause the re-

laying device to transmit, to the server 2, an inquiry as
to whether or not the content is the latest, before the

relaying device transmits the content.

[0159] The relaying device specifying section 16 is for
determining, in accordance with an instruction from the

response executing section 15, a relaying device that
(possibly) possesses a content requested by a content
playing device.

[0160] Specifically, the relaying device specifying sec-
tion 16 receives an instruction from the response exe-

cuting section 15, and accordingly reads out, from a con-
tent-storage-location information storage section 13,

content-storage-Iccation information. By referring to the
content-storage-location information, the relaying device
specifying section 16 specifies address information of a
relaying device associated with the content, as address

information of the relaying device from which the content

requested by a content playing device is to be acquired.
Thereafter, the relaying device specifying section 16
transmits the address information thus specified to the

response executing section 15.
[0161] In acase where content-storage-location infor-

mation for a content requested by a content playing de-
vice is not stored in the content-storage-lccation infor-

mation storage section 13, the relaying device specifying
section 16 can (i) specify predetermined (default) ad-
dress information as address information of a relaying

device from which the contentis to be acquired, which
predetermined address information is specific to each

content requested by a content playing device or(ii) ran-
domly select, out of relaying devices connected to the
server 2 via a network 7, a relaying device from which

the contentis to be acquired.

[0162] Inacase where the content-storage-locationin-
formation storage section 13 stores a plurality of pieces
of content-storage-lccation information containing ad-

dress information of relaying devices which are each as-
sociated with a content requested by a content playing

device, the relaying device specifying section 16 can (i)

specify the pieces of address information as addressin-
formation from which the content is to be acquired and

then(ii) create a list of the relaying devices from which
the content is to be acquired, which relaying devices are
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indicated by the respective pieces of address information

thus identified. In a case where the relaying device spec-
ifying section 16 specifies the plurality of pieces of ad-
dress information as address information eachindicative

of a location from which the content is to be acquired,
the relaying device specifying section 16 can createa list

of content storage location by assigning priorities to the
plurality of pieces of address information.

[0163] As in the case of Embodiment 1, the relaying
device specifying section 16 may (i) select, based on
date and time contained in content-storage-location in-

formation, a relaying device from which a content is to
be acquired or (ii) select, based on physical or network-
structural distances between a content playing device

and relaying devices,a relaying device from which a con-

tentis to be acquired. The relaying device specifying sec-
tion 16 mayalso select, in view of the load status of each
relaying device, arelaying device which(i} (possibly) pos-

sesses a content requested by a content playing device
and (ii) has a low load. To be more specific, the relaying

device specifying section 16 can select, by referring to a
transmission log stored in the transmission log storage
section 12, address information of a relaying device from

which the content is acquired. In addition, the relaying
device specifying section 16 may select, in view of the

number of accesses to the server 2 from the relaying
devices access, a relaying device that (possibly) pes-

sesses a content requested by a contentplaying device.
Note that a process in Embodiment2 carried out by the
relaying device specifying section 16 in order to deter-

mine which relaying device (possibly) possesses a con-
tent requested by a content playing deviceis identical to

a process in Embodiment 1 carried out by the relaying
device specifying section 16 in order to determine which
proxy 3 (possibly) possesses a content requested by the

client4. Hence,description of the process in Embodiment
2 will be omitted here.

[0164] The content-storage-location information gen-
erating section 17 is for (i) generating, from a transmis-

sion log stored in the transmission log storage section
12, content-storage-location information for determining
address information of a relaying device that (possibly)

possesses a content and then(ii) storing the information
in the content-storage-location information storage sec-
tion 13. Unlike the case of Embodiment 1, the content-

storage-location information generating section 17 in ac-
cordance with Embodiment2 includes, as a device that

(possibly) possesses a content, not only the proxy 3 but
also the client 4.

[0165] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-

location information by associating (A) a content trans-
mitted from the server2, (B) address information to which
the content was transmitted, and (C) the date and time
when the content was transmitted from the server 2,
wherein the content, the address information, and the

date and time are specified by referring to a transmission
log {content transmission log), which indicates that the
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server 2 has transmitted the content to a relaying device.

This is because the relaying device, to which the content
has been transmitted, is considered to store the content.

[0166] The content-storage-location information gen-
erating section 17 generates content-storage-locationin-
formation by associating (A) a content confirmed as a

latest version, (B) address information of a device (relay-
ing device} which possesses the content, and (C) the
date and time whenthe server2 transmitted a response

message that indicates that the content possessed by
the relaying deviceis the latest version, wherein the con-
tent, the address information, and the date and time are

specified by referring to a transmission log (version no-

tification log), which indicates that the server 2 has trans-
mitted the response message. This is becausethe relay-

ing device, to which the response message has been
transmitted, stores the latest version of the content.

[0167] The content-storage-lccation information gen-

erating section 17 can generate content-storage-location
information by associating {A) 4 content, (B) address in-
formation to which a content acquisition instruction for

the content was transmitted, and (C) date and time when
the response message wastransmitted, wherein the con-
tent, the address information, and the date and time are

specified by referring to a transmission log (acquisition

instructing log), which indicates that the server2 trans-
mitted to a content playing device the content acquisition

instruction to specify a device from which the contentis
to be acquired. This is because the content playing de-
vice, to which the content acquisition instruction has been

transmitted, is highly likely to store the content.

[0168] There is a possibility that a playing device, to
which a content acquisition instruction for a content has

been transmitted, fails to acquire the content. Therefore,
it is possible to generate content-storage-lIocation infor-

mation by utilizing both a content transmission log and
an acquisition instructing log. Thatis, in a case where an

acquisition instructing log for a content and a content
transmission log indicative of transmission of the content

from the server 2 to arelaying device are both available,
it is possible to generate content-storage-location infor-
mation by associating together(i) the content, (ii) an ad-
dress to which the content acquisition instruction has

been transmitted, and(iii) date and time contained in the

content transmission log. This is because (a) a playing
device is considered to request the content from the serv-
er 2 in a case where a relaying device that a content

acquisition instruction designates as a device from which
the content is to be acquired does not store the content

and (b), in a case where the server 2 responds to the
request for the content, the content is transmitted to the

playing device via a relaying device.
[0169] The content-storage-location information gen-
erating section 17 can generate content-storage-location

information with use of an acquisition instructing log and
a version notification log. That is, in a case where there

exist (i} a content transmission log which indicates trans-
mission of a content acquisition instruction instructing a
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playing device to acquire a content from a certain relaying

device and(ii) a version notification log which indicates
that the server 2 notified the relaying device that the con-

tent possessed by the relaying device is the latest version
of the content, the content-storage-location information
generating section 17 can generate content-storage-lo-

cation information by associating together (i) the content,
(ii) an address of the playing device to which the content

acquisition instruction was transmitted, and {iii) date and
time contained in the version notification log.
[0170] The content-storage-location information gen-

erating section 17 may generate content-storage-loca-
tion information (1) whenever a certain transmission log

is added to the transmission log storage section 12 or{ii)
by reading out a transmission log at the regularintervals.
[0171] Examples of a specific operation of the con-

tent-storage-location information generating section 17
in accordance with Embodiment2 will be described be-

low with reference to Figs. 12 and 13. Fig. 12 is a table
illustrating an example of a transmission log stored in the

transmission log storage section 12. Fig. 13 is a table
illustrating an example of content-storage-location infor-
mation stored in the content-storage-location information

storage section 13. An example of the operation of the
content-storage-location information generating section

17 for generating the content-storage-location informa-
tion illustrated in Fig. 13 willbe described below with ref-

erence to the transmissionlog illustrated in Fig. 12.
(0172) First, the content-storage-location information
generating section 17 generates content-storage-loca-

tion information 45 of Fig. 13 by associating together,
with use of a transmission log (content transmission log)

42 in which "200 OK"is contained, (i) "content 1", (ii) http:
flexample-proxy1.com, and (iii) "Sun, 31 May 2013 13:
53:38 GMT", each of which is contained the transmission

log 42.
[0173] Then, the content-storage-location information

generating section 17 generates content-storage-loca-
tion information 46 from (i) a transmission log (acquisition

instructing log} 41 in which "305 Use Proxy (proxy 1)" is
contained and(ii) the transmission log 42 (a) in which
"200 OK"is contained, (6b) which has a contentID identical

to that of the transmission log 41, and (c) which indicates
that "proxy 1" contained in the transmission log 41 has

been responded. In other words, the content-storage-
location information 46 illustrated in Fig. 13 is generated
by associating together "content 1", “http://example-

client1.com" which is an address (contained in the trans-

mission log 41) of a designation and "Sun, 31 May 2013
13:53:38 GMT" which is a date and time (containedin
the transmission log 42) when the request was transmit
ted.

[0174] Note that, since "http://example-proxy1.com"is
also considered to store “content 1", "http://example-

proxy1.com" can be added to address information con-
tained in the content-storage-location information 46.

(0175] Thereafter, the content-storage-location infor-
mation generating section 17 generates content-stor-
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age-location information 47 illustrated in Fig. 13 by as-

sociating together, with use ofa transmission log (version
notification log) 44 in which "304 Not Modified" is con-

tained, {i) "content 1", (ii) “http://example-client1.com",
and (iii} "Mon, 01 Jun 2013 08:05:30 GMT", each of which
is contained the transmission log 44.

[0176] Finally, the content-storage-location informa-
tion generating section 17 generates content-storage-Ic-

cation information 46 from (i} a transmission log (acqui-
sition instructing log) 43 in which "305 Use Proxy (client
1}" is contained and (ii) the transmission log 44 (a) in

which "304 Not Modified" is contained, (b) which has a
content ID identical to that of the transmission log 43,

and (c) which indicates that "client 1" contained in the
transmission log 43 has been responded. To put it an-

other way, the content-storage-location information 47 is
generated by associating together "content 1", "http://ex-
ample-client2.com" whichis an address (contained in the

transmission log 43} of a recipient of a request for a con-
tent, and "Mon, 01 Jun 2013 08:05:30 GMT"whichis a

date and time (containedin the transmission log 44) when
the request was transmitted. Note that, since "http://ex-

ample-client1.com"also is expected to store "content 1",
"http://exam ple-client1.com" can be addedto addressin-

formation contained in the content-storage-location in-
formation 47.

[Client 4]

[0177] The client 4 in accordance with Embodiment 2

functions also as a proxy. Therefore, unlike the case of
Embodiment 1, a client control section 32 in accordance

with Embodiment 2 includes a response/request execut-

ing section 35 instead of a request executing section 33.
A client storage section 8 for caching contents is con-

nected to the client 4. Alternatively, the client storage
section 8 can be provided inside theclient 4.

[0178] In a case where the client 4 acts as a content
playing device, the response/request executing section
35 executes an operation similar to that of the request

executing section 33.
[0179] Specifically, the response/request executing

section 35 generates a request message requesting
transmission of a content, transmits the request message
to the server 2 via a client communication section 31,

and then receives a response message as a response
to the request message. That is, the response/request

executing section 35 receives, as the response message

from the server2, (i} information that specifies a relaying
device and (ii) an instruction to transmit, to the relaying
device, a request message requesting the content. The

response/request executing section 35 receives the re-
sponse message, and then transmits, to the relaying de-

vice thus specified by the server2, the request message

requesting transmission of the content. Thereafter, the
response/request executing section 35 receives the con-

tent from the relaying device, and then stores in the con-
tent in the client storage section 8.
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(0180) Ina case where the client 4 acts as a relaying

device, the response/request executing section 35 exe-
cutes an operation similar to that of a request executing

section 23 of the proxy 3.
[0181] Specifically, the response/request executing
section 35 acts as a device for transmitting, to a content

playing device, a content specified by a request message
requesting the content, which request message was

transmitted from the content playing device.
[0182] More specifically, the response/request execut-
ing section 35, which is ready to receive from a content

playing device a request message to request transmis-
sion of a content, (i) receives a request message from
the content playing device via the client communication

section 31 and then (ii) determine whetheror not the con-

tent thus requested is stored in the client storage section
8.

(0183] Inacase where the content is not stored in the

client storage section 8, the response/request executing
section 35 (i) examines a Hostfield of the request mes-

sage and then(ii) transmits arequest message to a serv-
er 2 whose URLis shownin the Hostfield, which request
message requests the content requested by the content

playing device. Thereafter, the response/request execut
ing section 35 acquires the content from the server2,
stores the content thus acquiredin the client storage sec-

tion 8, and then transmits the content to the content play-

ing device.
[0184] Inacase where the contentis stored in the client
storage section 8, the response/request executing sec-

tion 35, in orderto transmit, to the server 2, an inquiry as
to whether or not the content stored in the client storage

section Sis the latest data, (i) creates a request message
with a conditional request by adding, to aregular request
message, "If-Modified-Since" containing information

about time at which the relaying device (client 4) has
acquired the content and then (ii} transmits, to the server

2, the request messagethus created.
(0185] Uponreceipt of a "304 NOT Modified" response

message from the server 2 in response to the request
message, the response/request executing section 35 (i)
determines that the content stored in the client storage

section8is the latest data,(ii) reads out the content from
the client storage section 8, and then (iii) transmits the

content to the content playing device.
[0186] On the other hand, in a case where the content
stored in the client storage section 8 is not the latest data,

the server 2 transmits, to the response/request executing
section 35, the latest version of the content in response
to the request message, and then the response/request

executing section 35 receives the content thus transmit

ted. Thereafter, the response/request executing section
35 stores the content thus received in the client storage
section 8, and then transmits the content to the content

playing device.
[0187] Note that the response/request execution sec-

tion 23 may transmit the content to the content playing
device while the content contains, in its header,
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"“Cache-Control: must-revalidate" or "“Cache-Control

which has been added bythe server 2. Accordingly,in a
case where the content, which has been acquired by the

content playing device serving as a destination of a con-
tent, is transmitted in response to another request,it is

possible to cause the content playing device to always

transmits, to the server 2, an inquiry as to whetheror not
the contentis the latest version before the content playing
device transmits the content.

[Processes carried out by each device]

[0188] The following description will discuss, with ref-

erence to Figs. 14 through 16, processes carried out by
the server 2 and the client 4. Since a process carried out

by the proxy 3 in Embodiment 2 is identical to that in
Embodiment 1, description of the processwill be omitted
here.

[Process carried out by server 2]

[0189] The operation carried out by the server2 will be
describedfirst with reference to Fig. 14. Fig. 14 is a flow-

chart showing an exemplary process whichis carried out
by the server2.

[0190] The response executing section 15 is ready to
receive a request message to request to transmit a con-

tent. When the response executing section 15 receives,
via the server communication section 11, the request
message to request to transmit the content (S501), the

response executing section 15 refers to a headerof the
request message thus received, so as to determine

whether or not the request message thus received is
transmitted via a relaying device (S502),
[0191] Ina case where the content playing device has

transmitted the received request message (NO in $502),
the response executing section 15 transmits, to the re-

laying device specifying section 16, an instruction to
specify a relaying device from which the content playing
device acquires the content. In response to the instruc-

tion from the response executing section 15, the relaying
device specifying section 16 reads out content-storage-

location information from the content-storage-locationin-
formation storage section 13 (S503). With reference to

the content-storagetocation information thus read out,
the relaying device specifying section 16 specifies, as
address information of a device from which the content

should be acquired, a URI of the relaying device associ-

ated with the content that the content playing device re-
quests (S504). The relaying device specifying section 16
transmits such specified address information to the re-

sponse executing section 15. The response executing
section 15 transmits, to the content playing device, from
the relaying device indicated by an address containedin

the address information which has been specified by the
relaying device specifying section 16, a response mes-

sage to instruct the content playing device to acquire a
requested content (S505). The response executing sec-
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tion 15 creates a transmission log based on the response

message which has been transmitted to the content play-
ing device, and adds the transmission log thus created

to the transmission log storage section 12 ($510).
[0192] Meanwhile, in a case where the relaying device
transmits the request message thus received (YES in

$502), the response executing section 15 then deter-
mines whetheror not the received request messageis a

conditional request such as "If-Modified-Since" (S506).
In a case where the received request message is nota
conditional request (NO in $506), the response executing

section 15 reads out, from the content storage section 5,
the content requested by the relaying device, and, in re-

sponseto the request message from the relaying device,
transmits the content thus read cut to the relaying device

($507). After that, the response executing section 15 cre-
ates a transmission log based on the response message

which has been transmitted to the relaying device, and

adds the transmission log thus created to the transmis-
sion log storage section 12 (8510).

[0193] In acase where the received request message
is provided with a conditional request (YES in S506), the
response executing section 15 determines whether or

not data of the content held by the relaying device is the
latest (S508). In a case where the data of the content

kept by the relaying deviceis not the latest (NO in S508),
the response executing section 15 reads out, from the

content storage section 5, the content requested by the
relaying device, and, in response to the request message

from the relaying device, transmits to the relaying device

the content thus read out (S507). Meanwhile, in a case
where the data of the content held by the relaying device

is the latest (YES in $508), the response executing sec-
tion 15 transmits, to the relaying device, a response mes-
sage that the data of the content held by the relaying

device is the latest, in response to the request message
from the relaying device (S509). Then, the response ex-

ecuting section 15 adds, to the transmission log storage
section 12, the response message which has been trans-

mitted to the relaying device ($510).
[0194] Note that, in a case where the response exe-
cuting section 15 transmits the content to the relaying
device in S507, "Cache-Control must-revalidate" or

"Cache-Control: proxy-revalidate", for example, is added

to the headerof the content. Accordingly, in acase where
the relaying device serving as a destination of a content
transmits the content held by the cache storage section

6 in response to another request, itis possible to always

cause the relaying device to transmit, to the server, an
inquiry as to whether or not the contentis the latest, be-

fore the relaying device transmits the.

[Process carried out by client 4]

[0195] A process carried out by the client 4 will be de-
scribed next with reference to Figs. 15 and 16. As de-

scribed earlier, the client 4 acts as a relaying device or
as a content playing device. An operation of the client 4
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in a case where the client 4 acts as a content playing

device will be describedfirst with reference to Fig. 15.

(Processcarried out by client 4 as content playing device)

[0196] Fig. 18 is a flowchart showing an exemplary

process which is carried out by the client 4 serving as a
content playing device. As shown in Fig. 15, the re-

sponse/request executing section 35 transmits, to the
server 2, arequest message to requestto transmit a con-
tent (S521). In response to the request message, the

response/request executing section 35 receives a re-
sponse messageto instruct the response/request exe-

cuting section 35 to acquire a content from a designated
relaying device (S522). Inresponse to such an instruction

from the server 2, the response/request executing sec-
tion 35 transmits the request message to the relaying
device designated by the server 2 ($523). Then, in re-

sponse to the request message, the response/request
executing section 35 acquires the content from the re-

laying device which has received the request message
(3524).

(Processcarried out by client 4 as content playing device)

[0197] The description will discuss, with reference to
Fig. 16, a process of the content 4 in a case where the

client 4 acts as a content playing device. Fig. 16 is a flow
chart showing an exemplary process whichis carried out

by a client 4 acting as a content playing device.

[0198] As shownin Fig. 16, the response/request ex-
ecuting section 35 is ready to receive, from a content

playing device (the client 4 different from the one de-
scribedin the previous example}, a request message re-
questing transmission of a content. The response/re-

quest executing section 35 receives the request mes-
sage from the content playing device via the client com-

munication section 31 (5541), and then determines
whetheror not the contentrequested by the request mes-

sageis stored in the client storage section 8 (S 542).
[0199] Ina case where the contentis not stored in the
client storage section 8 (NO in $542), the response/re-

quest executing section 35 examines a Hostfield of the
request message, and then transmits a request message
to a server 2 whose URLis shownin the Host field, which

request message requests the content requested by the
content playing device ($543). The response/request ex-

ecuting section 35 acquires the content from the server

2 ($544), stores the content thus acquired in the client
storage section 8 (S545), and thentransmits the content
to the content playing device (S546).

[0200] In a case where the content requested by the
content playing device is stored in the content storage

section 8 (YES in $542), the response/request executing

section 35 (i) creates a request message provided with
a conditional request by adding, to a regular request mes-

sage, "If-Modified-Since" containing information about
time at which the client device 4 has acquired the content
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and then(ii) transmits the request message thus created

to the server 2 (S547).
(0261] Uponreceipt of a"304 NOT Modified" response

message from the server 2 (YES in $548), the re-
sponse/request executing section 35 reads out the con-
tent storedin the client storage section 8, and then trans-

mits the content to the content playing device (5426).
(0202] On the contrary, in a case where the content

stored in the client storage section 6 is not the latest data,
the server2 transmits, to the response/request executing
section 35,the latest version ofthe content as a response

to the request message (carrying the conditional re-
quest), and then the response/request executing section

35 receives the content thus transmitted (S544). The re-
sponse/request executing section 35 stores the content

thus received in the client storage section 8 (S545), and
then transmits the content to the content playing device

(S646).
[0203] Note that, in $546, the response/request exe-
cution section 23 transmits the content to the content

playing device while the content contains, in its header,
"Cache-Control: must-revalidate" or "“Cache-Control

which has been addedby the server2. Accordingly, in a

case where the content, which has been acquired by the
client 4 serving as a destination of a content, is transmit-
ted in response to another request, it is possible to keep

such a slate that the content playing device should al-

ways transmit, to the server 2, as to whether or not the
content is the latest version, before the content playing
device transmits the content.

[Example 2]

[0264] The following description will further discuss
Embodiment 2 in more detail with reference to Fig. 17

illustrating Example 2. Example 2 will illustrate an exem-
plary operation of a content distributing system 1a which

instructs, to a content playing device (which is a client
4d), from which relaying device (client 4c) the content

playing device should acquire a content. Fig. 17 is a view
illustrating an example operation sequence ofthe content
distribution system 1a in Example 2.

[0205] Note that Example 2 is carried out on the fol-
lowing conditions. A content 1 is stored in the content

storage section 5, and both the client storage sections
8c and 8d and the cache storage section 6 cashes no
content. Further, the server2 is set so that the content1

is acquired from the proxy 3 as its default. Furthermore,

when the process shownin Fig. 17 is started in Example
2, a transmission log and content-storage-location infor-
mation are not stored in the transmission log storage sec-

tion 12 and the content-storage-location information stor-
age section 13, respectively. Still further, the response
executing section 16 creates the transmission log of Fig.

12 every time when a response messageis transmitted,
and the content-stcrage-location information generating

section 17 generates the content-storage-location infor-
mation of Fig. 13 every time when a content transmission
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log or a version notification log (transmission log whose

“transmitted contents" is “200 OK" or "304 Not Modified")
is addedto the transmission log storage section 12.
[0206] Further, Example 2 is carried out on condition

that a sequencestarting from a time at which the content
playing device transmits a request message and ending

at a time at which the content playing device receives a
response messagein response to the request message

is considered as a single session.
[9207] As shownin Fig. 17, ina session 210, the client
4c transmits, to the server 2, a request messageto re-

questto transmit the content 1 (request 211). In the server
2 which has received the request 211, the response ex-

ecuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify a relaying de-
vice to acquire the content 1. In response to the instruc-

tion, the relaying device specifying section 16 confirms
whether or not the content-storage-location information

is stored in the content-storage-location information stor-
age section 13 (process 212). Here, the content-storage-

location information storage section 13 does not contain
the content-storage-location information indicative of the
proxy 3 to acquire the content 1, the relaying device spec-

ifying section 16 specifies the default proxy 3a as the
proxy 3 to acquire the content 1. The response executing

section 15 transmits, to the client 4a, the response mes-
sage to instruct the client 4c to acquire a requested con-

tent from the proxy 3 indicated by address information
specified by the relaying device specifying section 16 (re-
sponse 213). Then, the response executing section 15
creates a transmission log based on the response mes-
sage thus transmitted, and adds the transmission log to

the transmission log storage section 12 (process 214).
[0208] Then, in the session 220, the client 4c, which
has received the response 213, transmits, to proxy 3, the

request message to request to transmit the content 1
(request 221). The proxy 3 received the request 221 con-
firms whether or not the content 1 is stored in the cache

storage section 6 (process 222). Here, the content 1 is

not stored in the cache storage section 6, so that the
proxy 3 transmits, to the server 2, the request message
based on the request 221 (request 223). In the server 2

which has received the request 223 from the proxy 3, the
response executing section 15 transmits the content 1

to the proxy 3 (response 124). The proxy 3a received the
response 124 stores the acquired content 1in the cache
storage section 6 and caches the content 1 (process

225). After that, the proxy 3a transmits, to the client 4a,

the content 1 as aresponseto the request 221 (response
226). When acquiring the content 1 from the proxy 3, the
client 4c stores the content 1 thus acquired in the client

storage section 8c and caches the content 1 (process
227). Note that, after transmitting the response 224, the
response executing section 15 creates a transmission

log based on the response message thus transmitted,
and adds the transmission log to the transmission log

storage section 12 (process 228). Further, the content
storage-location information generating section 17 gen-
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erates content-storage-location information by associat-

ing the content 1 and address information of the proxy 3
with each other, and causes the content-storage-location

information to be stored in the content-storage-location
information storage section 13. Furthermore, the con-
tent-storage-location information generating section 17

generates content-storage-location information by asso-
ciating the content 1 and addressinformation ofthe client

4c with each other, and causes the content-storage-lo-
cation information to be stored in the content-storage-
location information storage section 13(process 229).
[0209] VWhenthe session 220is completed, the content

1isina state of being cached in the cache storage section

6 of the proxy 3 and in the cache storage sections &c of
the client 4c. That is, the content-storage-location infor-

mation storage section 13 stores (A) the content-storage-
location information in which the content 1 and the proxy
3a are associated with each other and (B) content-stor-

age-location information in which the content 1 and the
client 4 are associated with each other. That is, in this

state, not only the proxy 3 but also the client 4c potentially
serves as a relaying device from which the content 1 is
acquired.
[0210] Next, in a session 230, the client 4d transmits,

to the server 2, arequest messageto requestto transmit

the content 1 (request 231). In the server 2 which has
received the request 231, the response executing section

15 transmits, to the relaying device specifying section
16, an instruction to specify a relaying device from which
the content 1 is to be acquired. The relaying device spec-

ifying section 16 receives the instruction, and then checks
the content-storage-location information in the content-

storage-Iccation information storage section 13 (process
232). At this point, (i) the information storedin the content-
storage-Iccaticn information storage section 13 identifies

the proxy 3b and the client 4c both as locations where
the content 1 is stored and (ii) the content-storage-loca-

tion information pointing to the client 4c is later than the
content-storage-location information pointing to the

proxy 3. Therefore, the relaying device specifying section
16 specifies the client 4c as a relaying device from which
the content 1 is to be acquired. The response executing

section 15 transmits, to the client 4d, a response mes-
sage with an instruction to acquire the content 1 from the

client 4c thus specified by the relaying device specifying
section 16 (response 233). The response executing sec-
tion 15 creates a transmissicn log based on the response

message, and then adds the transmission log to the

transmission log storage section 12 (process 234).
[0211] Ina session 240, the client 4d (which has re-
ceived the response 233) transmits, to the client 4c, a

request message (request 241} in accordance with the
instruction of the server 2, which request message re-
quest to transmit the content 1. The client 4c receives

the request 241, and then checks whetheror not the con-
tent 1 is stored in the client storage section 8c (process

242). Since the content 1 is already stored in the client
storage section 8c, the client 4c transmits a conditional
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request message (request 243) to the server 2 in order
to examine whether or not the content 1 stored in the

client storage section 8c is the latest data, which condi-

tional request messageis created by adding "If-Modified-
Since" to a request message based on the request 241.
The request 243 contains a "Via" header, and is a con-

ditional request. Hence, the response executing section
16 in the server 2 that has received the request 243 ver-
ifies whether or not the content 1 stored in the client 4c

is the latest data (process 244). The response executing
section 15 determines that the content 1 stored in the

client 4cis the latest data, and then transmits, to the client

4c, aresponse messagein which "304 NOT Modified"ts

contained (response 245). Upon receipt of the response
245, the client 4c reads out the content 1 stored in the

client storage section 6c, and then transmits,to the client
4d, the content 1 in response to the request 241 (re-
sponse 246). Subsequent to the transmission of the re-

sponse 245, the response executing section 15 creates
a transmission log based on the response message thus

transmitted, and then adds the transmission log to the
transmission log storage section 12 (process 247). The
content-storage-location information generating section

17 generates content-storage-location information by as-
sociating the content 1 with the address information of
the client 4c, and then stores the content-storagetloca-

tion information in the content-storage-location informa-

tion storage section 13. The content-storage-location in-
formation generating section 17 also creates content
storage-location information associating the content 1
with address information of the client 4d, and then stores

the content-storage-location information in the content-

storage-location information storage section 13 (process
248).
[0212] In Embodiment2, the client 4 acts as a content

playing device or as arelaying device. This gives a great-
er numberof candidates that the server 2 can designate

as a relaying device. Therefore, a processing load of the
server 2 and a network load which is used to transmit

data from the server 2 can be diluted by more widely
distributing the loads over the network sothat the loads

are also shared by the clients 4 and networks between
a client 4 and anotherclient 4.

[HTTP Message in Example 2]

[0213] The details of the requests and responsesillus-

trated in the operation sequence diagram of Fig. 17 will

be illustrated in Figs. 18 and 19. Figs. 18 and 19 are
views each illustrating example HTTP messagestrans-

mitted/received as requests and responses,Fig. 18 par-

ticularly illustrating HTTP messagesin the session 210
and 220, and Fig. 19 particularly illustrating HTTP mes-
sages in the sessions 230 and 240.

[0214] (a), (b), (c), (d), (e), and (f) of Fig. 18 illustrate
HTTP messagesof the request 211, the response 213,
the request 221, the request 223, the response 224, and

the response 226 of Fig. 17, respectively.
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(0215) (a), (b), (c), (d), (e), and (f) of Fig. 19 illustrate

HTTP messagesof the request 231, the response 233,
the request 241, the request 243, the response 245, and

the response 246 ofFig. 17, respectively.
[0216] (a) through (f) of Fig. 18 cormespond to (a)
through (f) of Fig. 8, respectively, and Fig. 18 is different

from Fig. 8 only in that the client 4a and the proxy 3a in
Fig. 8 are changed to the client 4c and the proxy3 in Fig.

18, respectively. Also, (a) through (f) of Fig. 19 corre-
spond to (a) through (f} of Fig. 10, respectively, and Fig.
19 is different from Fig. 10 only in that the content 2, the

client 4a, and the proxy 3b in Fig. 10 are changedto the
content 1, the client 4d, and the client 4c in Fig. 19, re-

spectively. Description other than the above difference
has been already made.

<Embodiment 3>

(0217] Embodiment 3 of the presentinvention will dis-

cuss an example where (i) a Server 2 specifies a plurality

of relaying devices from which a content is acquired and
(ii} a content playing device acquires a content by select-
ing a relaying device from the plurality of relaying devices

thus specified, in order to more widely distribute a load
of a network betweenthe content playing device and the
relaying device.

(0218) Specifically, in Embodiment3, a client 4, which

is the contentplaying device,(i) selects one relaying de-
vice from the plurality of relaying devices specified by the
server 2 and (il) acquires a content from the relaying de-
vice thus selected. In a case where a delay occursin

regard to the acquisition of the content while the content

is being acquired, the client 4 reselects anotherrelaying
device from the plurality of relaying devices specified by
the server 2, so as to change the relaying device from

which the content is acquired.
[0219] Embodiment 3 will be described below with ref-

erenceto Figs. 20 through 28. Embodiment3 differs from
Embodiment2 only in a configuration of the client 4 and

a data format of a content which is managed bythe server
2, and Embodiment 3 is identical to Embodiment 2 in

other points. As such, the difference of Embodiment 3

from Embodiment2 will be mainly described below.

[Outline of content distribution system 1b]

[0220] First, an outline of a contentdistribution system
1b of Embodiment3 will be described with reference to

Fig. 20. Fig. 20 is a view illustrating an outline of the
content distribution system 1b in accordance with Em-
bodiment 3 and a main configuration of devices consti-

tuting the contentdistribution system 1b.Asillustrated in
Fig. 20, the content distribution system 1b includes the
server 2, proxies 3a, 3b and 3c, and clients 4e and 4f.

Further, the content distribution system 1b includes: a
content storage section 5 which is connectedto the serv-

er 2; cache storage sections 6a, 6b, and 6c which are
connected to the proxies 3a, 3b, and 3c, respectively:
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and client storage sections 8e and 8f which are connect-

ed to the client 4e and 4f, respectively.
[0221] The proxy 3 of Embodiment3 is identical to the

proxy 3 of Embodiment 1 in a configuration and an op-
eration process. As such, details of the proxy 3 will not
be discussed here.

(Server2]

[0222] Theserver 2 of Embodiment3 (i) has the same
configuration with that of the server 2 of Embodiment 2

and (ii) executes the same operationas that of the server
2 of Embodiment 2. However, in order to allow the content

playing device to select a relaying device from which a
content is acquired, the server 2 of Embodiment 3 (i)

specifies a plurality of relaying devices which (possibly)
possess a content that the content playing device re-

quests, (ii) presents, to the content playing device, a con-

tent storage location list containing address information
of the plurality of relaying devices thus specified, and(iii)

instructs the content playing device to acquire a content
from oneofthe relaying devices which exist at an address
indicated by the address information contained in the

content storagelocationlist thus presented.
[0223] Specifically, upon receipt of a request message

to request a content directly from the content playing de-
vice, aresponse executing section 15 transmits, to a re-

laying device specifying section 16, an instruction to
specify address information of a relaying device (e.g.,
URI of the proxy 3 or the client 4, etc.) which (possibly)
possesses the content that the content playing device

requests. Then, the response executing section 15 re-

ceives a content storage locationlist, from the relaying
device specifying section 16, the content storage location
list containing a plurality of pieces of address information

of the relaying device which possesses the contentthat
the content playing device requests. Then, the response

executing section 15 transmits a response message to
the content playing device in response to the request

message from the content playing device, the response
messageinstructing to acquire the content that the con-

tent playing device requests, from one of the relaying

devices of the addressindicated by the address informa-
tion contained in the content storage location list which

is created by the relaying device specifying section 16.
[0224] Note that, since other processes of the re-
sponse executing section 15 are identical to those of Em-

bodiment 2, those processeswill not be discussed here.
[0225] In accordance with the instruction from the re-

sponse executing section 15, the relaying device speci-
fying section 16 (i) specifies a plurality of relaying devices

which (possibly) possess a content that the content play-
ing device requests and (ii) creates a content storage
location list containing address information of the plurality

of relaying devices thus specified.
[0226] Specifically, the relaying device specifying sec-

tion 16 reads out content-storage-Iccation information
from the content-storage-location information storage
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section 13 in accordance with the instruction of the re-

sponse executing section 15. With reference to the con-
tent-storage-location information thus read out, the re-

laying device specifying section 16 (i) specifies a plurality
of pieces of address information of a relaying device as-
sociated with the content that the content playing device

requests and(il) creates a content storage location list
containing the plurality of pieces of address information

thus specified. The relaying device specifying section 16
transmits the content storage location list thus created
to the response executing section 15.

[0227] Inacase where the content-storage-location in-
formation storage section 13 stores (i) no content-stor-

age-location information containing the content that the
content playing device requests or (ii) only one piece of

content-storage-location information containing the con-
tent that the content playing device requests, the relaying

device specifying section 16 may (a) specify predeter-

mined (default) address information as address informa-
tion of the device from which the content that the content

playing device requests is available, and (b) creates a
content storage locationlist containing a plurality of piec-
es of address information. Further, in a case where the

content-storage-location information storage section 13
stores (i) no content-storage-location information con-
taining the content that the content playing device re-

questsor(Ii} only one piece of storage location informa-

tion containing the contentthat the contentplaying device
requests, the relaying device specifying section 16 may
(a) specify, at random, from relaying devices connected
to the server 2 via a network 7, address information of

the device from which the content is acquired and (b)

create a content storage locationlist.
[0228] Moreover, the relaying device specifying sec-
tion 16 may create a content storage location list by add-

ing priorities to the pieces of address information thus
specified. In this case, as with Embodiment2, a priority

may be determinedon a basis of date and time contained
in the content-storage-location information, a physical or

a network-structural distance between the contentplay-
ing device and the relaying device, a load status of the
relaying device, a transmission log which is stored in a

transmission log storage section 12, or the like.

[Client 4]

[0229] Theclient4 of Embodiment 3, unlike that of Em-

bodiment 2, when functioning as a content playing de-

vice, (i) receives a content storage Iccation list which is
transmitted from the server 2 and (ii) acquires a content
that the client 4 requests, from one of relaying devices

which exist at an address indicated by the addressinfor-
mation contained in the content storage location list thus
received.

[0236] Inthe client4illustrated in Fig. 20, a client con-
trol section 32 includes,in addition to a response/request

executing section 35, a client status determining section
36 and a relaying device selecting section (relaying de-
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vice changing means} 37, both of which are not included
in Embodiment 2.

[0231] The response/request executing section 35 re-

ceives, from the server 2, as a response message,(i) a
content storage location list and(ii) an instruction to trans-
mit a request message for requesting a content to one

of the relaying devices which exist at the address indi-
cated by the address information contained in the content

storage location list.
[0232] When the response/request executing section
35 receives the content storage location list and the in-

struction, the relaying device selecting section 37 selects
one of pieces of the address information contained in the

content storage location list that the response/request

execuling section 35 receives. The relaying device se-

lecting section 37 transmits, to the response/request ex-
ecuting section 35, an instruction to acquire a content
from a relaying device of an address indicated by the
address information thus selected.

[0233] In a case wherepriority is not added to the ad-

dress information containedin the content storage loca-
tion list (in a case where the server 2 does notinstruct
an order of selecting a relaying device from which a con-

tent is acquired), the relaying device selecting section 37
may select (i) a relaying device, at random, on a basis
of the address information contained in the content stor-

age location list, (ii) a relaying device on a basis of a

predetermined rule (default), or(iii) a relaying device hav-
ing a shortest physical or network-structural distance to
the client 4.

[0234] Meanwhile, in a case where priority is added to
the address information containedin the content storage

location list, the relaying device selecting section 37 se-
lects address information having a highestpriority.
[0235] Whenthe relaying device selecting section 37

receives, from the client status determining section 36,
delay information indicating that an acquisition speed at

which the response/request executing section 35 ac-
quires a content (receiving speed required to acquire a

content) is slower than a predetermined receiving speed,
the relaying device selecting section 37 (i) changes the
relaying device from which the content is acquired, from
the relaying device that the relaying device selecting sec-

tion 37 selects, to another relaying device which exists

at the address indicated by the address information con-
tained in the content storage location list and (ii) trans-
mits, to the response/request executing section 35, an

instruction to acquire a content from the another relaying

device thus changedto.
[0236] Here, in a case where priority is not added to
the address information contained in the content storage

location list, the relaying device selecting section 37 may
select (i} a relaying device, at random, on a basis of the
address information contained in the content storageIc-

cation list, (ii) a relaying device on a basis of a predeter-
mined rule (default), or {iii) a relaying device having a

second shortest physical or a network-structural distance
to the client 4.
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(0237] Meanwhile, in a case where priorily is added to

the address information contained in the content storage
locationlist, the relaying device selecting section 37 se-

lects address information having a second highestprior-
ity.

(0238] Theclient status determining section 36 detects

an occurrence ofa predetermined event. Specifically, the
client status determining section 36 detects an eventthat

acontentis received with delay when the contentplaying
device acquires, from the relaying device, the content
that the content playing device requires. The event indi-

cates (i) a network communication status between the
content playing device and the relaying device and/or(ii)

a size of a load of the relaying device. When detecting
the event that the contentis received with delay, the client

status determining section 36 transmits, to the relaying
device selecting section 37, delay information indicating
the event thus detected.

[Format of content]

[0239] Next, in Embodiment 3, a format of a content
which is stored in the content storage section 5 will be

described with reference to {a} of Fig. 21. (a) of Fig. 21
is a view illustrating an example format of the content.

[0240] Asillustrated in (a) of Fig. 21, amedia file, which
is data indicating the content, is fragmented by a prede-

termined unit. The unit is not particularly limited but the
media file may be fragmented(i) by a time unit such as
one minute or(ii) by a unit of GOP (group of picture) in
an image coding.

[0241] Inthe following description, the fragmentis re-

ferred to as a movie fragment, and an MP4file is used
as a specific example of a media file which is constituted
by the movie fragment.

[0242] Inacase where the MP4file is used as a media
file, a fragment which is constituted by "moof" storing

header information which manages an image and a
sound in the fragment and “mdat" storing data such as

an image and a sound which are played by a client cor-
respondsto the movie fragment.
(0243] Here, as to the MP4file, in addition to “moof"

and "mdat," information (e.g., image resolution, profile
information, etc.) related to an entire media file, that is,

information (play information) required for a formatting
of a content playing section 34 in the client 4, is stored
in "moov," whichis different from the "moof"or the "mdat."

(0244) Accordingly, it is necessary to notify, before a

play starts, the client 4 of the play information stored in
“"moov". The play information stored in "moov" may be
notified in a procedure different from that for the movie

fragment, and it is not always necessary to include
“"moov" in the movie fragment. However, the following
description will discuss an example where a first movie

fragmentin each of media files includes "moov." Thatis,
“information required for the formatting of the playing de-

vice"illustrated in (a) of Fig. 21 is "moov.”
[0245] Asillustrated in Fig. 21, consecutive reference
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numerals "movie fragment 1", "movie fragment 2" ... are

assigned to a movie fragment in each of the media files
in the order from thefirst movie fragment. Note that each

of the movie fragments includes image data for one
minute.

[Format for transmission of content]

[0246] Next, in the content distribution system 1b of
the presentinvention, a transmission unit of the content
will be described. In the content distribution system 1b,

among the server 2, the proxy 3, and the client 4, the
content is (i) divided by a unit which is referred to as

media segmentand (ii) transmitted with use of HTTP.
[0247] (b) of Fig. 21 is a view illustrating a concept of

a media segment which is treated by the content distri-
bution system 1b as a transmission unit of the content
and showing an exemplary transmission unit of the con-

tent in the contentdistribution system 1b.
[0248] The media segmentis constituted to include at

least one movie fragment. In other words, a contentis
constituted by one or more media segments and each of
the media segmentsis constituted by one or more movie

fragments. Generally, each of the media segments,in a
predetermined content, is configured to include two or

more movie fragments each of which has consecutive
playing time. However, the media segment may be con-

stituted by (i) one movie fragmentor (ii) two or more movie
fragments each of which has no consecutive playing
time.

[0249] Specifically, (b) of Fig. 21 shows an example
where a plurality of movie fragments are combined so as

to constitute one media segment. This makesit possible
to reduce the number of messages whichtransmit a con-
tent as compared with a case where each ofthe plurality

of movie fragments is transmitted separately. As such, it
is possible to send a content efficiently.

[0250] In an example of (b) of Fig. 21, one media seg-
ment "media segment 1" is constituted by combining

"movie fragments 1 through 60", and another media seg-
ment "media segment 2" is constituted by combining
"movie fragments 61 through 120". Note that a media

segment should include two or more movie fragments
each of which has consecutive playing time in the pre-

determined content, and the number of movie fragments
included in one media segmentis not particularly limited.
In Embodiment3, asillustrated in (b) of Fig. 21, one media

segmentincludes 60 movie fragments.

[Process carried out by each device]

[0251] Next, a process whichis carried out by the serv-
er 2 and the client 4 functioning as a content playing
device will be described with reference to Figs. 22 and

23. A process which is carried out by the proxy 3 of Em-
bodiment 3 is identical to that of Embodiment 1, and a

process which is carried out by the client 4 functioning
as a relaying device of Embodiment3 is identical to that
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of Embodiment 2. As such, those processes will not be
discussed here.

[Process carried out by server2]

(0252] First, a process whichis carried out by the serv-

er 2 will be described with reference to Fig. 22. Fig. 22
is a flowchart showing an exemplary process which is

carried out by the server 2.
[0253] The response executing section 15 is ready to
receive a request message for requesting to transmit a

content, and upon receipt of the request message for
requesting to transmit the content, via the server com-

munication section 11 (S601), the response executing
section 15 determines whether or not the request mes-

sage thus received is transmitted from a relaying device
by referring to a header of the request message thus
received (S602).

[0254] Ina case where a subject which transmits the
request message thus receivedis a content playing de-

vice {in a case -where an answerfor S602 is No), the
content playing device instructs the relaying device spec-
ifying section 16 to specify a plurality of relaying devices

from which the content playing device acquires the con-
tent. The relaying device specifying section 16 reads out

content-storage-location information from the content-
storage-lccation information storage section 13 in re-

sponseto the instruction of the response executing sec-
tion 15 (S603). With reference to the content-storage-
location information thus read out, the relaying device

specifying section 16 (i) specifies a plurality of URIs of a
relaying device associated with the content that the con-

tent playing device requests and {ii) creates a content
storage location list containing the plurality of pieces of
address information thus specified (S604). The relaying

device specifying section 16 transmits the content stor-
age locationlist thus created to the response executing

section 15. The response executing section 15 transmits,
to the content playing device, a response messagein-

structing to acquire the content that the content playing
device requests from one of the relaying devices which
exist at an address indicated by the address information
contained in the content storage location list which is cre-

ated by the relaying device specifying section 16 (S605).

The response executing section 15 (i} creates a trans-
mission log on a basis of the response message which
is sent to the content playing device and (ii) adds the

transmission log thus created to the transmission log

storage section 12 (S610).
[0255] Processes (S606 through S609) for a case
where the senderof the received request messageis the

relaying device is identical to those (S506 through S509
in Fig. 14) for the server 2 of Embodiment 2. As such,
those processes will not be discussed here.
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[Process carried out by client 4 functioning as content

playing device]

[0256] Next, a process whichis carried out by the client
4 functioning as a content playing device willbe described
with reference to Fig. 23. Fig. 23 is a flowchart showing

an exemplary process which is carried out by the client
4 functioning as a content playing device.

[0257] The response/request executing section 35
transmits a request message for requesting to transmit
a content to the server 2 (S621). In response to the re-

quest message, the response/request executing section
35 receives a response message containing (i) a content

storage Iccation list and (ii) an instruction to transmit, to
one of relaying devices which is of an address indicated

by address information contained in the content storage
location list, a request message for requesting a content
(S622).

[0258] When the response/request executing section
35 receives the response message,the relaying device

selecting section 37 selects one of pieces of the address
information contained in the content storage location list
which the response/request executing section 35 re-

ceives (5623). The relaying device selecting section 37
instructs the response/request executing section 35 to

acquire a content from the relaying device is of the ad-
dress indicated by the address information thus selected.

[0259] The response/request executing section 35
whichis instructed from the relaying device selecting sec-
tion 37 transmits a request message to the relaying de-

vice that the relaying device selecting section 37 selects
(S624). First, upon receipt of the request message, the

relaying device sends, as aresponse message, aheader
in response to the request message thus received. As
such, the response/request executing section 35 re-

ceives the header (S625) and notifies the client status
determining section 36 of the receipt of the header.

[0260] Upon receipt of the notification, the client status
determining section 36initializes a timer and starts count-

ing in order to evaluate receiving time for a movie frag-
ment. Moreover, the client status determining section 36

initializes a variable (counter) (N4 = N» =0) which is used
for the evaluation (S626). For example, an initial value
for the timer may be a value calculated by subtracting a

predetermined threshold T,, from a value of a time stamp
of a movie fragment which is most recently sent.
[0261] The relaying device that received the request

messagetransmits, after the header, as aresponse mes-

sage in response to the request message received in
$624, a body for whicha plurality of movie fragments are
multiparted. The response/request executing section 35

receives a movie fragment (S627) and notifies the client
status determining section 36 of the receipt of the movie
fragment.

[0262] Furthermore, the response/request executing
section 35 (i) determines, on a basis of a value of "Con-

tent-Type" headercontained in the header thus received,
that the movie fragment is received in a MIME multipart
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format, (ii} notify the content playing section 34 of the

receipt of the movie fragment, and also (iii) transmits the
movie fragment thus received to the content playing sec-

tion 34. Then, the content playing section 34 (a) specifies
a time stamp of the movie fragment in reference to an
"X-Timestamp" header of the movie fragment thus re-

ceived and (ii) plays the movie fragment with reference
to the time stamp.

[0263] Here, the client status determining section 36
evaluates receiving time (S628). Specifically, the client
status determining section 36 compares time t indicated

by the timer which starts counting in 5626 and a time

stamp T;, (value of X-Timestamp) of the movie fragment
which is received in S627.

(0264] Inacase where the comparison showsthat t <

T;, - Ti. the client status determining section 36 ceter-
minesthatit is sufficiently earlier than predetermined re-
ceiving time (an event indicating a good communication

status is detected), and a process proceeds to 5629.In

contrast, in a case where T,, + Ty, > t, the client status
determining section 36 determines that a delay occurs
(an event indicating a poor communication status is de-
tected), and the process proceeds to S630. Meanwhile,

in a case where neither of the above cases applies {|t
T;-| < Ty). the process proceeds to $631.
[0265] Thatis, after starting a receipt of a first movie
fragment contained in the response message,the client

status determining section 36 counts time t until starting
a receipt of a next fragment. When(i) T;, indicates a dif-
ference betweena value of a time stamp associated with

the first movie fragment and a value of a time stamp as-

sociated with the next movie fragment and (ii) Ty, indi-
cates zero or more predetermined threshold, {a} ina case

where T;, + Tth > t, the client status determining section
36 determines that the event indicating a poor commu-

nication status is detected, and (b) in a case where t <

T;, - Ti, the client status determining section 36 deter-
mines that the event indicating a good communication
status is detected.

[0266] In S629, the client status determining section
36 increments N, which is a counter for the number of
times that the movie fragmentis received sufficiently ear-
lier than the predetermined receiving time. Then, the

process proceeds to $631.

[0267] In S630, the client status determining section

36 increments Nz which is a counter for the number of
times that the movie fragment is received with delay.

Then, the process proceeds to $631.

[0268] In S631, the response/request executing sec-
tion 35 confirms whetheror notall of the movie fragments
contained in the media segment specified by the request
which is transmitted in S624, and in a case where an

unreceived movie fragmentis found (in a case where an
answerfor $631 is No), the process returns to S627.

[0269] Meanwhile, in a case where the response/re-
quest executing section 35 confirms thatall of the movie

fragments are already received (in a case where an an-
swer for S631 is Yes), the response/request executing
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section 35 confirms whether or not all of the media seg-

ments of the content whichis subject to be requested are
received (S632), and in a case whereit is confirmed that

all of the media segments has been received (in a case
where an answerfor 5632 is Yes), the process is com-
pleted. Meanwhile, in a case where an unreceived media

segmentis found (in a case where an answerfor 5632
is No), the client status determining section 36 deter-

mines, whether or not No - N, > 0 with use of N, and No
which are calculated in S629 and S630 (S633).

[0270] In a case where N, - N, > 0 is nottrue, that is,
in a case where Nz,- N, s 0, the relaying device is not
changed, and arequest message in which a media seg-
ment numberis incremented is transmitted to the relaying

device whichis selected in S623 (S624). As a response

message in response to the request message, the re-
sponse/request executing section 35 receives a header
(8625) and notifies the client status determining section
36 of the receipt of the header. Then, in order to evaluate

receiving time for a movie fragment contained in a next

media segment, the client status determining section 36
reinitializes the timer, so as to start counting of the time.
Moreover, the client status determining section 36 also

reinitializes the variable (counter) (N, = N. = 0) whichis
used for the evaluation. Then, the response/request ex-

ecuting section 35 receives the movie fragment con-
tained in the next media segment ($627).

[0271] Meanwhile, in a case where Nz - Ny > G, the
client status determining section 36 transmits, to the re-
laying device selecting section 37, delay information in-

dicating that an acquisition of the contentis delayed. Up-
on areceipt of the delay information from the client status

determining section 36, the relaying device selecting sec-
tion 37 selects other address information whichis (i) con-
tained in the content storage locationlist and (ii) different

from the address information whichis currently selected
(S634). The relaying device selecting section 37 instructs

the response/request executing section 35 to acquire a
content from a relaying device which exists at an address

indicated by the address information thus selected.
[0272] Upon receipt of the instruction from the relaying
device selecting section 37, the response/request exe-

cuting section 35 retransmits, to the relaying device se-
lected by the relaying device selecting section 37, a re-

quest message for which the media segment numberis
incremented (S624).
[0273] The description above describes an example

where the relaying device from which the contentis ac-

quired is reselected per media segment (S634). Note,
however, that the relaying device may be reselected per

movie fragment. In that case, for example, in accordance

with a result of the evaluation of the receiving time in
$628,it is possible (i) to changethe relaying device,(ii)
to transmit a new request messageto the relaying device

thus changed, and (ili) to cancel a subsequent movie
fragment which is transmitted on a basis of a request

message whichis sentfirst.
[0274] Forexample, the client status determining sec-
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tion 36 may count, in $629 and S630, (i) the number N,
of movie fragments whichare received sufficiently earlier

than the predetermined time and (ii) the number Nz of
movie fragments which are transmitted with delay. After
a transmission of one media segmentis completed, in a

case where No - N, > QO, the client status determining
section 36 may determine that there is an overall delay
(an event indicating a poor communication status is de-

tected) and notify the relaying device selecting section
37 of the determination.

[0275] Moreover, in the description above, in S633, the

client status determining section 36 determines whether

or not Ny - N, > 0, so as to determine whetheror not a
delay occurs whenthe contentis acquired. However, the
processis not limited to this. For example,it is also pos-

sible (i) to predetermine an upperlimit for Nz, which is a
counterfor the numberof times that the movie fragment
is received with delay, and {ii) to cancel a subsequent

movie fragment when a value of Nz exceeds the value
thus predetermined, so as to switch the relaying device

to anotherrelaying device.

[Example 3]

[0276] The present embodimentis further described

below with reference to Example3illustrated in Fig. 24.
Example 3 shows an operation example of a contentcis-

tribution system 1b that transmits, to a content playing
device serving as a client 4e, an instruction to acquire a

content from any one of address information contained

in a content-storage-location list. Fig. 24 is a view illus-
trating an example operation sequence of the content

distribution system 1b in Example 3.
[0277] Note that Example 3 is carried out on the fol-
lowing conditions. A content 1 in a format illustrated in

Fig. 21 is already stored in the content storage section
5, and the client storage sections 6a, 6c, and 8f. Further,

the server 2 generates a content-storage-Iocationlist by
adding priorities to the plurality of pieces of address in-

formation. Furthermore, when the process shownin Fig.
25 is started in Example 3, the transmission logs 51 to
53 stores the transmission log storage section 12 and

the content-storage-location information storage section
13, respectively. Still further, the response executing sec-

tion 15 creates the transmission logs 54 to 56 of Fig. 25
every time when aresponse messageis transmitted, and
pieces of the content-storage-location information 64 to

67 generating section 17 generates the content-storage-

location information of Fig. 26 every time when a content
transmission log or a version notification log (transmis-
sion log whose "transmitted contents"is "200 OK" or "304

Not Modified") is added to the transmissicn log storage
section 12.

(0278] Further, Example 3 is carried out on condition

that a sequencestarting from a time at which the content
playing device transmits a request message and ending

at a time at which the content playing device receives a
response message in response to the request message
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is considered as a single session.

[0279] As shownin Fig. 24, ina session 310, the client
4e transmits, to the server 2, a request message to re-

quest to transmit the content 1 (request 311). Inthe server
2 which has received the request 311, the response ex-
ecuting section 15 transmits, to a plurality of relaying de-

vices specifying section 16, an instruction to specify a
relaying device to acquire the content 1. In response to

the instruction, the relaying device specifying section 16
confirms whether or not the content-storage-location in-
formation is stored in the content-storageocation infor-

mation storage section 13 (process 312). At this point,
the content-storage-location information storage section

13 contains a proxy 3a, a proxy 3c, and a client 4f serving
as a storage location associated with the content 1.

Therefore, the relaying device specifying section 16 cre-
ates the content storage location list by (i) adding prior-
ities 1 through 3 to the proxy 3a, the client 4f, and the

proxy 3c, respectively, on a basis of date and time con-
tained in the content-storage-location information so that

the content storage location list added with priority con-
tains the addressinformation of the proxy 3, the client 4f,
and the proxy 3c. The response executing section 15

transmits, to the client 4e, the response message to in-
struct to (i) select, in order of high priority, the address

information contained in the content storage location list
created by the relaying device specifying section 16 and

(ii) acquire the content from a relaying device existing at
an address indicated by the address information thus se-
lected {response 313). In other words, the response ex-

ecuting section 15 transmits to the client 4e an instruction
to acquire the contentfirst from (i) the proxy 3a and, in a
case where the content cannct be acquired from the

proxy 3a or a speed to acquire the contentis slow, sec-
ondarily from (ii) the client 4f, and lastly from (iii) the proxy

3c. Sequentially, the response executing section 15 cre-
ates the transmission log on the basis of the response
message thus transmitted, and adds the transmission

log to the transmission log storage section 12 (process

314).
[0280] In the client 4e which received the response
313, a relaying device selecting section 37 selects the

proxy 3a having a highest priority, on the basis of the
instruction from the server 2, as a relaying device in the
address information of a device from which the content

is acquired (process 320). Then, the relaying device se-
lecting section 37 transmits to a response/request exe-

cuting section 35 an instruction to acquire the content 1

from the proxy 3a.
[0281] Next, in a session 330, the response/request
execuling section 35 thus instructed by the relaying de-

vice selecting section 37, transmits to the proxy 3a the
request message for requesting to transmit the content
1 {a request 331). In response to the response 331, the

proxy 3a checks whether the content 1 is stored in the
cash storage section 6a or not (process 332). Because

the content1 is already stored in the cash storage section
6a, in order to check with the server 2 if the contents 1

10

75

26

25

30

35

40

45

50

33

31

stored in the cash storage section 6a is the latest data,

the proxy 3a transmits to the server 2 a conditional re-
questthatis the request message being associated with
the request 331 added with "If_Modified-Since" accord-

ing to the request 331. (a request 333). In the server 2
which received the request 333, because the request 333

is the conditional message containing a "Via" header, the
response executing section 15 determines whether or

net the content 1 kept by the proxy 3 is the latest data
(process 334). The response executing section 15 de-
termines that the content 1 kept by the proxy 3a is the

latest data, and transmits the response message "304
NOT Modified" to the proxy 3a (a response 335). In re-

sponse to the response 335, the proxy 3a retrieves the
content 1 stored in the cash storage section 6a and, as
a responseto the request 331, transmits the content 1

thus retrievedto the client 4e (a response 336). The client
4e acquires "movie fragment1 to 60" one by one, in re-

sponse to the response 336. After transmitting the re-
sponse 335, the response executing section 15 creates

the transmission log on the basis of the response mes-
sage thus transmitted, and adds the transmission log to
the transmission log storage section 12 (process 337).

The content-storage-location information generation
section 17 generates the content-storage-location infor-

mation by associating the content 1 with the address in-
formation of the proxy 3a, and stores the content-storage-

location information in the content-stcrage-location infor-
mation storage section 13. In addition, the content-stor-
age-location information generation section 17 gener-

ates the content-storage-location information by associ-
ating the content 1 and the address information of the

client 4e, and stores the content-storage-location infor-
mation in the content-storage-location information stor-
age section 13 (process 338).

(0282] Aclientstatus determining section 36 evaluates
receiving time at every receipt of movie fragments.If the

receiving time is evaluated as N- - Ny > 0 at the time of
receipt of one media segment, at this point, the client

status determining section 36 determines that areceiving
speed required to acquire the content from the proxy 3a
is slower than a predetermined receiving speed. Then

the client status determining section 36 gives information
of such delay to the relaying device selecting section 37

(process 340).
[0283] The relaying device selecting section 37, in re-
sponse to the information of the delay from the client

status determining section 36, changes the proxy 3a

which is currently selected as the relaying device, from
which the content is required, to the client 4f having a
second priority to be selected as the relaying device

(process 350). In other words, the relaying device select-
ing section 37 selects the client 4f as the device from
which the content is acquired. Continuously, the relaying

device selecting section 37 transmits to the response/re-
quest executing section 35 an instruction to acquire the
content 1 from the client 4f.

[0284] Next, in asession 360, the "movie fragments 1
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to 60" has been received by the response/request exe-

cuting section 35 according to the instruction from the
relaying device selecting section 37. Thus, the re-

sponse/request executing section 35 transmits to the cli-
ent 4f the request message to request to transmit the
content 1 from "movie fragment61" onward (request

361). In response to the request 361, the client 4f deter-
mines whetheror not the content 1 is stored in the client

storage section 8f (process 362). The content1 is already
stored in the client 8f. Thus, in order to check with the
server 2 whetheror not the content 1 stored in the client

storage section 8&fis the latest data, the client 4f transmits
the conditional request, which is the request message

associated with the request 361, added with "If_Modified-
Since" (request 363). In the server 2 which received the
request 363, because the request 363 is the conditional
request message containing the "Via" header, the re-

sponse executing section 15 determines that the content

1 kept by the client 4f is the latest data, and transmits the
response message "304 NOT Modified” to the client 4f

(response 365). Sequentially, the client 4f, in respond to
the response 368, retrieves data of the content 1 "movie
fragment61" or later stored in the client storage section
8f. Then the client 4f transmits the retrieved content 1

"movie fragment61"or later to the client 4e one by one

(response 366). In response to the response 366, the
client 4e acquires “movie fragment61" or later one by

one. Further, after transmitting the response 365,the re-
sponse executing section 15 creates the transmission
log on the basis of the response message thus transmit
ted, and adds the transmission log to the transmission

log storage section 12 (process 367). In addition, the con-

tent-storage-location information generating section 17
generates the content-storage-location information by
associating the content 1 with the address information of

the client 4e so as to store the content-storage-location
information in the content-storage-location information

storage section 13 (process 368).
[0285] As mentioned above, in the present embodi-

ment, a content playing device receives from a server2
a content storage location list containing address infor-
mation of a plurality of relaying devices, and then ac-

quires a content from any one of the relaying devices
indicated by the address information contained in the

content-storage-location list. Ina case where a receiving
speed required to acquire the contentis slow, the relaying
device, from which the content is acquired, is changed

to another relaying device which is indicated by the ad-

dress information contained in the content storage loca-
tion list. This makes it possible to distribute a load of
network (particularly, a network between the content

playing device and the relaying device) efficiently time-
wise, thus realizing a control in more detail in the content

distribution system 1b. Accordingly, itis possible to keep

higher quality of service for a larger number of content
playing devices.
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(HTTP Messagesin Example 3]

(0286] Next, the detail ofthe requests and the respons-

es used in the operation sequenceillustrated in Fig. 24
is illustrated in Fig. 27 and Fig. 28. Fig. 27 and Fig. 28
show examples of HTTP messages which are transmit

ted/received as a request or a response. Fig. 27 shows
example HTTP messages in the session 310 and the

session 330. Fig. 28 shows examples of HTTP messages
in the session 360.

[0287] (a), (b), (c), (dc), (e), and (f) of Fig. 27 show the

HTTP messagesof the request 311, the response 313,
the request 331, the request 333, the response 335, and

the response 336 of Fig. 24, respectively.
(0288] (a), (b), (c), and (d) of Fig. 28 show HTTP mes-

sages of the request 361, the response 363, the request
365, the request 363, the request 365, and the request
336 of Fig. 24, respectively.

[HTTP messagesin sessions 310 and 330]

[0289] HTTP messages in the session 310 and the
session 330 will be described with reference to Fig. 27.

Since {c), {d), and (e) of Fig. 27 correspond to (c}, (d),
and (e) of Fig. 10, respectively. A content 2, a client 4a,

and a proxy 3b of FIG. 10 are merely changedto a content
1 in MIME multipart format, a client 4e, and a proxy 3a

of Fig. 27, respectively. Thus, the description of the HTTP
messagesof the request 331, the request 333, and the
response 336 in the session 330 is not repeated here. In

addition, (a), (b), (c), and (d) of Fig. 28 correspondto (c),
(d), (e)}, and (f) of Fig. 27, respectively. Since "media

segment"of the content 1 and a proxy 3a of Fig. 27 are
merely changed to a "media segment2" and a proxy 4f
in Fig. 28, respectively. Therefore, the description of the

HTTP messagein the session 360 is not repeated here.
Note also that, an element, which is more peculiar to the

present invention, contained in an HTTP message is

mainly described here. Thus, the description of

well-known elements will be appropriately omitted.

(Request 311 Requesting for Content)

[0290] As shownin (a) of Fig. 27, a request line and a

headerare contained in an HTTP message which corre-
sponds to the request 311 for requesting a "media
segment'" of a content 1 from a serer 2 by a client 4e.

[0291] Inthe requestline in (a) of Fig. 27, information

for specifying the content to be acquired is described
after a "GET"indicating a method for acquiring the con-
tent. Specifically, the information is described in a form

of "/content name/media segment number". In other
words, the HTTP message (a) of Fig. 27 is a request for
the “O{zero)"th "media segment 1" (first portion) of the
“content 1".

(0292) Further, a header of (a) of Fig. 27 contains an
"Accept" headerindicative of a processible data format

for the client 4e. The "Accept" header has information
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"video/mp4"indicative of a moving image data of an MP4

format, and information "multipart/media-segment"indic-
ative of a MIME multipart format. This enables the client
4e, which is a source that has transmitted the request,

to inform the server 2, which is a receiverof the request,
that the moving image data of the MP4 formatis receiv-
able in the MIME multipart format.

[0293] Furthermore, the header of(a) of Fig. 27 con-

tains a "Host" header for specifying a server to which a
requestis transmitted. The "Host" header has a descrip-

tion "example.com'"indicative of the addressof the server
2.

(Response 313 for instructing on device fram which con-
tent is acquired)

[0294] As shownin (b) of Fig. 27, aresponseline and
a header are contained in an HTTP message corre-

sponding to the response 313,in which the server2 trans-
mits to the client 4e an instruction on address information

of a device from which the content 1 is acquired.

[9295] In theresponseline of (b) of Fig. 27, information
for instructing to use the proxy is described in a form of

"status number message".
[0296] Further, the headerof(b) of Fig. 27 contains a

"Location" header for specifying the relaying device to
be used. That is, the HTTP message of (b} of Fig. 27 is

the responseinstructing to request for the content 1 with
use of the relaying device designated by the "Location"
header mentioned below. In the example of (b} of Fig.
27, the "Location" header has the address information

"http://exam ple-proxy1.com"indicative of the address of

the proxy 3a. This enables the client 4e to be informed
of the address information of the relaying device (proxy
3a) from which the content 1 is requested.

[0297] Moreover, the headerof (b) of Fig. 27 contains
an "X-Alternative-Proxy-List" headerindicative of the ad-

dress information of other relaying devices which pos-
sesses the content 1. This "X-Alternative-Proxy-List"
header describes address information “http://example-

client2.com, http://example-proxy3.com" indicative of
addresses of the other relaying devices (referring to the

client 4f and the proxy 3c here}. Thus, to the client 4e,
which is a device received this response, the relaying

devices (possibly) possessing the content 1 are present
ed, in addition to the relaying device specified by the "Lo-
cation" header. Accordingly, the client 4e can select the

relaying device, fram which the content 1 is acquired, out

of the relaying devices of the address information con-
tained in the "Location" header or the "X-Alternative-

Proxy-List" header. Note that an "X"in the description of

the headerindicates that the header was newly defined
in the present embodiment.

(Response 336for transmitting content from proxy 3a to
client 4e)

[9298] As shownin (f) of Fig. 27, the HTTP message
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contains a responseline, a header, and a body are con-

tained in the HTTP message corresponding to the re-
sponse 336 for transmitting the "Media segment 1"of the

content 1 to the client 4e from the proxy 3a.
[0299] Theresponseline of (f) of Fig. 27 describes in-
formation that the request has been received, which
means the content thus requested is to be transmitted.

Specifically, the information is described in the form of

"status number response message".
[0300] The header has information about a content to
be transmitted. In the example shown in the figure, a

"Content-Type" headerindicative of a type of the content
to be transmitted, a "Content-Location" headerindicative

of a storage location of the contentto be transmitted (e.g.
URI), a “Cache-Control" indicative of an instruction re-

garding a cache of the contentto be transmitted, a "Via"
header indicative of a transmission path via which the
messageis transferred, and an "X-Media-Segment-In-
dex" headerindicative of a location of an entire content

of the media segmentto be transmitted are contained.

[0301] In the example shownin the figure, the "Con-
tent-Type" header describes "multipart/ media-segment”
indicative of the MIME multipart format. Thus, a device

which received this header(the client 4e) can recognize
the media segment which was transmitted in MIME mul-

tipart format is the next content to receive. In addition,
the header contains information “bounda-

ry=THIS#STRING#HSEPARATES" indicating that a
break point of the multipart format is
"THIS#STRINGHSEPARATES"”.

[0302] The "Content-Location" header describes the
URI "“http://www.example.com/content1/0".. As men-
tioned earlier, the final number "O" of this URI stands for

the "media segment" whichis the initial portion of the
content, followed by a URI of the "media segment?" which

is "htitp:/Avww.example.com/content1//1". Thus, a media
segmentindicated by a serial number enables a device

received the response (client 46) to determine that a URI
having anincremented numberis the URI of a next media

segmentto requestfer.
[0303] The "Cache-Control" header describes
“mustrevalidate", and the "Via" header describes “ex-

ample-proxy 1.com".
(0304) Further, the example in the figure contains the

"X-Media-Segment-Index" header. The "X-Media-Seg-
ment-Index" header indicates a playing location of the
media segment for the entire content. In (f) of Fig. 27,
the header contains "1/60". This "1/60" meansa first me-

dia segmentout of 60 media segmentsin the entire con-
tent. According to this information, a full length of the
content and a current playing location can be tracked of.

Itis also possible to access arbitrarily to any media seg-
ment in the content with reference to this information.

(0305) Inthe body,a plurality of movie fragments con-

sisting media segments describedin the MIME multipart
format. Here, oné media segment contains 60 movie

fragments from 1 through 60.
[0366] Moreover, each of parts (each of the movie frag-
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ments) can have a header. In the example shownin the

figure, a "Content-Type" headerindicating a type of the
content ofa movie fragment and an"X-Timestamp" head-

er indicating a time stamp of the movie fragment are de-
scribed.It is possible to specify a playing time (timing of
starting a play) of the movie fragment without analyzing

the movie fragment by referring to the time stamp indi-
cated by the "X-Timestamp" header. Each of the parts

contains a data entity (binary data) of the movie fragment
of the respective parts.

[Case where clientcannot process MIME multipart format

data]

[0307] The Embodiment 3 has discussed the case

where data in the MIME multipart format could have been
processed by the client 4 serving as a content playing
device, that is, the case where the “Accept" header of

the request message has contained "multipart/media-
segment". However,it is also conceivable that the con-

tent playing device cannot process the data in the MIME
multipart format (that is, the "multipart/media-segment"
is not contained in the "Accept" header of the request

message).
[0308] In this case, itis advisable that a relaying device

and a server 2 respond to a request not by the MIME
multipart format but by one body which is a combination

of all movie fragments in the media segment. This ena-
bles a content playing device which is not capable of
processing data in the MIME multipart to play a content
received.

<Embodiment 4>

[0309] Embodiment4 of the present invention will dis-

cuss an example where(i) a single content is managed
by a plurality of servers 2, (ii) a server 2 receives a request

for the content, and designates, as a server from which
the content thus requested is acquired, atleast two serv-

ers 2 among the plurality of servers 2, and (iii) a content
playing device selects one of the at least two servers 2
thus designated, so as to acquire the content. With the

arrangement,itis possible to distribute, more widely, (a)
a load of a network between the content playing device

and a corresponding one ofthe plurality of servers 2, and
(b) a processload of the corresponding one of the plu-
rality of servers 2.

[0310] More specifically, in Embodiment4, a client 4,

which is the content playing device, (i) selects one of a
plurality of servers 2 designated by a server 2 to which
a request for a content has been transmitted, and (ii)

acquires the content from the oneof the plurality of serv-
ers 2 thus selected. In a case where acquisition of the
contentis delayed during a time period in whichthe client

4 acquires the content from the one of the plurality of
servers 2 thus selected, the client 4 selects another one

of the plurality of servers 2 designated by the server2 to
which the request for the content has been transmitted,
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and switches, to the another one ofthe plurality of servers

2, the server 2 from which the contentis acquired.
(0311] The following description deals with Embodi-

ment 4 with reference to Figs. 29 through 34. Embodi-
ment 4 is identical to Embodiment3 exceptthat(i) a con-
tent distribution system of Embodiment 4 includes a plu-

rality of servers 2, (ii) an arrangement of each ofthe plu-
rality of servers 2 of Embcdiment4 is different from that

of a server 2 of Embodiment3, and(iii) an arrangement
of the client 4 is different from that of a client 4 of Em-

bodiment 3. For this reason, the following description

mainly deals with such differences between Embodiment
4 and Embodiment3.

Outline of content distribution system 1]

[0312] First, the following description explains an out
line of a content distribution system 1c of Embodiment 4

with reference to Fig. 29. Fig. 29 is a view illustrating the
outline of the content distribution system 1c of Emboci-

ment 4 and an arrangement of a main part of each of
devices constituting the content distribution system 1c.
[0313] The content distribution system 1c includes
servers 2a, 2b, and 2c, proxies 3a, 3b, and 3c, and clients

4g and 4h(see Fig. 29). Further, the content distribution

system ‘1c includes (i) content storage sections 5a, 5b,
and 5c, which are connected to the servers 2a, 2b, and

2c, respectively, (ii) cache storage sections 6a, 6b, and
6c, which are connected to the proxies 3a, 3b, and 3c,
respectively, and (iii) client storage sections 8g and 8h,
which are connected to the clients 4g and 4h, respec-
tively.
[0314] The proxies 3a, 3b, and 3c of Embodiment 4

are identical to proxies 3a, 3b, and 3c of Embodiment3
in arrangement and operational process. For this reason,

details of the proxies 3a, 3b, and 3c are omitted here for
the sake of simple explanation.

As to server 2]

[0315] Eachof the servers 2a, 2b, and 2c of Embodi-
ment 4 is different from the server 2 of Embodiment3 in

that each of the servers 2a, 2b, and 2c includes an ac-

quisition location specifying section 18 in place of a re-

laying device specifying section 16. Further, a con-
tent-storage-location information storage section 13 of
each of the servers2a,2b, and 2c stores not only content-

storage-Iccation information including address informa-

tion of a replying device which possesses a content but
also content-storage-location information including ad-
dress information of a server 2 which possesses a con-

tent. Other than these points described above, each of
the servers 2a, 2b, and 2c of Embodiment4 has the same

arrangementas that of the server 2 of Embcdiment 3.

[0316] In order to cause the content playing device to
select a sever 2 from which the content playing device
acquires a content, cach of the server 2a, 2b, and 2c of

Embodiment4 (i} identifies a plurality of servers 2, each
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of which (possibly) possesses the content requested by

the content playing device,{ii) presents, to the content
playing device, a content storage serverlist including ad-

dress information of each of the plurality of servers 2 thus
identified, and (iii} instructs the content playing device to
acquire the content from one of the plurality of servers 2

each of which is located at an address indicated by a
corresponding piece of the address information included

in the content storage serverlist thus presented.
[0317] Specifically, in a case where a response exe-
cuting section 15 directly receives, from the content play-

ing device, a request message which requests a content,
the response executing section 15 instructs an acquisi-

tion location specifying section 18 to specify address in-
formation (e.g., an URI of a server 2} of servers 2, each

of which (possibly) possesses the content requested by
the content playing device. Then, in a case where the

response executing section 15 receives, from the acqui-

sition location specifying section 18, a content storage
serverlist including the address information of the serv-
ers 2, each of which possesses the content requested

by the content playing device, the response executing
section 15 transmits, as a response to the request mes-

sage received from the content playing device, to the
content playing device, a response message whichis an

instruction to acquire such a requested content from one
of the servers 2 each of which is located at an address

indicated by a corresponding piece of the addressinfor-
mation includedin the content storage serverlist created

by the acquisition location specifying section 18.

[0318] Further, ina case where the response executing
section 15 receives, from a response executing section

15 ofanotherserver 2, an inquiry as to whether the server
2 possesses a certain content, the response executing
section 15 checks whetheror not the content is stored in

a corresponding content storage section 5 connected to
the server 2. Then, the response executing section 15

transmits, to the another server 2, a responseindicating
whetherthe server 2 possesses the certain content. For

example, in a case where a response executing section
15 of the server 2a receives, from a response executing
section 15 of the server 2b, an inquiry as to whetherthe

server 2 possesses a certain content, the response ex-
ecuting section 15 of the server Za (i) checks contents

stored in the content storage section 5a, and (ii) trans-
mits, to the server 2b, a response indicating whether the
server 2 possesses the certain content.

[0319] Processes of the response executing section
15, other than the aforementioned process,are identical

to those of a response executing section 15 of Embadi-
ment 3, and therefore explanations of such processes

are omitted here for the sake of simple explanation.

[0320] In accordance with the instruction received from
the response executing section 15, the acquisition loca-

tion specifying section 18 (i) identifies a plurality of serv-
ers 2, each of which {possibly} possesses the content

requested by the content playing device, and (ii} creates
a content storage server list including address informa-
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tion of the plurality of servers 2 thus identified.

(0321] Specifically, on receipt of the instruction from
the response executing section 15, the acquisition loca-

tion specifying section 18 reads out content-storage-lo-
cation information from a content-storage-location infor-
mation storage section 13. The acquisition location spec-

ifying section 16 (i) refers to the content-storage-location
information thus read out, (ii) identifies a plurality of piec-
es of address information, which are associated with the

content requested by the content playing device, and(iii)
creates the content storage serverlist including the plu-

rality of pieces of address information thus identified. The
acquisition location specifying section 18 transmits the
content storage serverlist thus created to the response

executing section 15.
[0322] There is a case where the acquisition location

specifying section 18 checks the content-storage-loca-
tion information storage section 13 for the content-stor-

age-location information including the address informa-
tion of the servers 2 but such content-storage-location

information is not stored in the content-storage-location
information storage section 13, for example. Further,
there is also a case where the content-storage-location

information stored in the content-storage-Iccation infor-
mation storage section 13 is old information (a time and

date included in the content-storage-location information
has been obtained before a predetermined time), In such

cases, the acquisition location specifying section 18 up-
dates the content-storage-location information whichin-
cludes the address information of the servers 2, and is

stored in the content-storage-location information stor-
age section 13.
[0323] Ina case where the acquisition location speci-

fying section 18 determines thatitis necessary to update
the content-storage-location information, the acquisition

location specifying section 18 transmits, to each of other
servers 2 via the response executing section 15, an in-

quiry as to whether or not each of other servers 2 has
the content thus requested. On the basis of a response

received from each of other servers 2, the acquisition

location specifying section 18 {i} identifies address infor-
mation of a server 2 which made such a response that

the server 2 has the content thus requested, (ii) creates
a content storage serverlist including the address infor-

mation thus identified, and (iii) notifies the response ex-
ecuting section 15 of the content storage serverlist. Fur-
ther, on the basis of a response received from each of

other servers 2, the acquisition location specifying sec-

tion 18 creates such content-storage-location informa-
tion that (i} the content thus requested, (ii) address infor-
mation of a server 2 which made such a responsethat

the server 2 has the content, and (iii) a time and date at
which the responseis received, are associated with each

other. Then, the acquisition location specifying section

18 stores the content-storage-location information thus
created in the content-storage-location information stor-

age section 13.
[0324] Note that the acquisition location specifying
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section 18 can update the content-storage-location infor-

mation at predeterminedintervals.
[0325] Furthermore, it is possible that the acquisition

location specifying section 18 updates the content-stor-
age-location information in such a mannerthat the ac-
quisition location specifying section 18 (i) transmits, to

each of other servers 2, an inquiry as to whether or not
each of other servers 2 has the content, (ii) measures a

time pericd from a time that the inquiry is transmitted to
a time that the acquisition location specifying section 18
receives a response, and(iii) ranks other servers 2 on
the basis of such time periods. Thatis, itis possible that

the acquisition location specifying section 18 (1) sets a
low rank to a server 2 with which the aforementioned time

period is long (the server 2 which took a long time to

make a response), and (ii) sets a high rank to a server 2
with which the aforementioned time period is short. The
acquisition location specifying section 18 can cause ad-
dress information of a server 2 included in the content

storage serverlist thus created and a rank thus set to be
associated with each other.

[0326] Moreover, inthe same manner as Embodiment
3, itis possible to set a priority of a server 2 on the basis

ofa physical distance between the content playing device
and the server 2, a network-structural distance between

the content playing device and the server2, a load status
of the server2, or the like.

[0327] Further, the acquisition location specifying sec-
tion 18 can create not only the content storageserverlist
which includes the address information of the servers 2

each having the content but also a content storage loca-

tion list which includes address information of a relaying

device which (possibly) possesses the content, in the
same manner as Embodiment 3.

[0328] The content-storage-location information stor-

age section 13 stores, in addition to the content-storage-
location information including the address information of

the relaying device, such content-storage-location infor-
mation that {i) acontent, (ii) address information of aserv-

er 2 possessing the content, and(iii) a time and date at
which a responseindicating that updating is executed is
received from the server 2, are associated with each oth-

er. The content-storage-location information storedin the
content-storage-location information storage section 13

can be data shownin Fig. 30, for example. Fig. 30 is a
view showing an example of the content-storage-location
information stored in the content-storage-location infor-

mation storage section 13.

[0329] As shownin Fig. 30, the content-storage-loca-
tion information is such that the following (i) through(iii)
are associated with each cther: (i) "Date" which indicates

a time and date at which a contentis acquired by a proxy
3 or a client 4, (ii) "Content ID" which indicates the con-
tent, and(iii) "Storage Location Address" which indicates

address information of the proxy 3 possessing the con-
tent, address information of the client 4 possessing the
content, or address information of the server 2 possess-

ing the content.
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(0330] Specifically, Fig. 30 shows, as anexample, con-

tent-storage-location whetherthe server 2 possessesin-
formation 75 which indicates that a server 2, whose ad-

dress is "http://srv2.exmaple.com", possesses a content
“content 1".

(0331] As described above, in short, according to the

server 2 of Embodiment 4, the response executing sec-
tion 15 determines whether or not the source of the re-

questis(i) a relaying device which possessesthe content
thus requested, and transfers the content thus requested
to acontentplaying device, or(ii) a content playing device

which plays the content thus requested. Next, in a case
where the response executing section 15 determines that

the source of the request is the content playing device,
the acquisition location specifying section (content-stor-

age-locaticn information acquisition means) 18 acquires,
in responseto the request, an addressof a server 2 hav-
ing the content thus request, among predetermined other

servers 2. Then, the response executing section {content
acquiring location designating means) 15 instructs the

content playing device, whichis the source of the request,
to acquire the content from the server 2 indicated by the
address acquired by the acquisition location specifying
section.

[0332] Here, the predetermined other servers 2 de-
scribed above are servers 2 which are connectedto, via

a network 7, a server 2 which has received the request,

and are in a range determined in advance in accordance
with a predetermined rule. For example,in a case where
the server 2 which has received the requestis the server

2a, the predetermined other servers 2 can be (i} a server
2b anda server26,(ii) a server 2b only,or(iii), in addition
to the server 2b and the server2c, all servers 2 with which
the server 2a can communicate via a network.

[0333] Further, the acquisition location specifying sec-

tion 18 {i) transmits, to each of the predetermined other
servers 2 described above, an inquiry as to whether or

net each of the predetermined cther servers 2 has the
content thus requested, and then (ii) acquires an ad-

dress(es) of a server(s} 2 each of which makes such a
responsethat the server2 has the content thus request-
ed, among the predetermined other servers 2.

[0334] Furthermore, the acquisition location specifying
section 18 {i} creates such content-storage-location in-

formation that such acquired address(es) of the server
(s) 2 each having the content, and contentidentification
information indicating the content are associated with

each other, and (ii) stores the content-storage-location

information in the content-storage-location information
storage section (storage section) 13.
[0335] Moreover, the acquisition location specifying

section 18 reads out the content-storage-location infor-
mation from the content-storage-location information
storage section 13. In a case where the content-storage-
location information thus read out includes the content

identification information indicating the content thus re-

quested, the acquisition location specifying section 18
acquires, from the content-storage-location information,
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an address(es) associated with the content identification
information. On the other hand, in a case where the con-

tent-storage-location information thus read out does not

include the content identification information indicating
the content thus requested, the acquisition location spec-

ifying section 18 transmits the inquiry described above,

and acquires the address(es) of the server(s) 2 each hav-
ing the content thus requested, among the predeter-
mined other servers 2.

[0336] Further, the acquisition location specifying sec-
tion 18 {i) acquires an address of each of a plurality of

servers 2 each having the content thus requested, and
(ii) creates a content storage serverlist including the ad-

dress of each ofthe plurality of servers 2, and the content
identification information indicating the content. Then,

the response executing section 15 instructs the content
playing device, which is the source of the request, to ac-
quire the content from a server 2 indicated by an address

included in the content storage serverlist created by the
acquisition location specifying section 18.

[0337] Furthermore, the client 4 serving as a content
playing device of Embodiment 4 (i) transmits a request
for a content to a server2, (ii) receives a content storage

serverlist as a response to the request, and(ii} acquires
the content thus requested from another server 2 indi-
cated by an addressincluded in the content storage ser-
erlist thus received.

[0338] Specifically, the client 4 includes an acquisition
location selecting section (acquisition location changing
means) 38. The acquisition location selection section 38

switches the another server 2 (for example, the server
2b) from which the content is acquired to further another

server2 (for example, the server 2c) indicated by an ad-
dress whichis (i) included in the content storage server
list and (ii is different from the address of the another

server2, in a case where a receiving speed at which the
content is acquired is slower than a predetermined re-

ceiving speed.

[Client 4]

[0339] In a case where the client 4 of Embodiment 4
servesas the contentplaying device, the client 4 receives

acontent storage server listfrom a server 2, and acquires
a content thus requested from another server 2 which is

located at an address indicated by address information
included in the content storage server list thus received.

[0340] Eachof the clients 4g and 4h, illustrated in Fig.

29, includes an acquisition location selecting section 38
in place of a relaying device selecting section 37 included
in the client 4 of Embodiment 3. The acquisition location

selecting section 38 has a function of the relaying device
selecting section 37 in addition to a function of selecting
a server 2 (described later in the present embcdiment).

[0341] A response/request executing section 35 re-
ceives, from the server 2, as a response message,{i) the

content storage server list and (ii) an instruction to trans-
mit, to a server 2 located at an addressindicated by ad-
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dress information included in the content storage server

list, a request message requesting the content.
(0342] Ina case where the response/request execut

ing section 35 receives the content storage server list
and the instruction, the acquisition location selecting sec-
tion 38 selects one of pieces of the address information

includedin the content storage serverlist received by the
response/request executing section 35. The acquisition

location selecting section 38 instructs the response/re-
quest executing section 35 to acquire the content from
the server 2 located at the address indicated by the one
of pieces of the address information thus selected.

(0343] Here, inacase where nopriorily is added to the

pieces of the address information includedin the content
storage serverlist (in a case where there the acquisition

Iccation selecting section 38 has not received, from the
server 2 to which the request for the content has been
transmitted, an instruction as to an order in which the

server 2 from which the content is acquired is selected

from among the servers 2), the acquisition location se-

lecting section 38 can (i) select a server 2 randomly from
among the servers 2 indicated by the respective pieces
of the address information included in the content storage

serverlist, (ii) select a server 2 in accordancewith a pre-
determinedrule (default) from among the servers2 indi-

cated by the respective pieces of the address informa-
tion, or (iii) select, from among the servers 2 indicated

by the respective pieces of the address information, a
server 2 which is closestto the client 4g or 4h in physical
distance or network-structural distance.

[0344] Meanwhile, ina case where pricrities are added
to the pieces of the address information included in the

content storage serverlist, the acquisition location se-
lecting section 38 selects one of the pieces of the address
information, which one of the pieces of the addressin-

formation has the highest pricrity.
[0345] Further, in a case where the acquisition location

selecting section 38 receives, from the a client status
determining section 36, delay information indicating that

a speed (receiving speed of the content) at which the
response/request executing section 35 acquires the con-
tent from the server2 selected by the acquisition location

selecting section 38 is slower than a predetermined re-
ceiving speed, the acquisition location selecting section

38 (i) switches the server 2 fram which the content is
acquired to another server 2 located at an address indi-

cated by another one of the piecesof the address infor-

mation included in the content storage serverlist, and {ii)

instructs the response/request executing section 35 to
acquire the content from the another server2.
[0346] Here, in acase where nopriority is added to the

addressinformation includedin the content storage serv-
erlist (in a case where the acquisition location selecting
section 38 has not received, from the server 2 to which

the request for the content has been transmitted, an in-
struction as to an orderin which the server 2 from which

the content is acquired is selected from amongthe serv-
ers 2}, the acquisition location selecting section 38 can

Major Data, UABv. Bright Data Ltd.
IPR2022-00915, EX. 2009

344 of 789



Major Data, UAB v. Bright Data Ltd. 
IPR2022-00915, EX. 2009 

345 of 789

73 EP 2 597 869 A1 74

(i} select the another server 2 randomly from among the

servers 2 indicated by the respective pieces of the ad-
dress information included in the content storage server

list, (ii) select the another server 2 in accordance with a
predetermined rule (default) from among the servers 2
indicated by the respective pieces of the address infor-

mation,or{iii} select, fram amongthe servers 2 indicated
by the respective pieces of the address information, the

anotherserver 2 which is second-closestto the client 4g
or 4h in physical distance or in network structural dis-
tance.

[0347] Meanwhile, ina case where priorities are added

to the respective pieces of the address information in-

cluded in the content storage serverlist, the acquisition

location selecting section 38 selects one of the pieces of
the address information, which one of the pieces of the

address information has the second highestpriority.
[0348] Theclientstatus determining section 36 detects
an occurrence of an event described below, in addition

to operations described in Embodiment 3. Specifically,
in a case where acquisition of the content from a server

2, executed by the content playing device, is delayed,
the client status determining section 36 detects such an
event that the content has been received behind sched-

ule. This event is regarded as an eventindicating (i) how

good (or bad) a communication condition of a network
between the content playing device and the server2 is,

and/or(ii} how large a load of the server 2 is. In a case
where the client status determining section 36 detects
an event that the content has been received behind

schedule, the client status determining section 36 trans-
mits, to the acquisition location selecting section 38, de-

lay information indicating the event thus detected.
[0349] The example described above deals with the
case where aresponse messageincludes a content stor-

age section severlist for selecting another server 2 hav-
ing the content thus requested. However, the present

invention is not limited to this. It is possible that a re-

sponse message received from the server 2 includes,in

addition to a content storage serverlist, a content storage
location list for selecting a relaying device. In a case
where the response message received from the server
2 includes both the content storage server list and the
content storage location list, the acquisition location se-

lecting section 38 {i) selects whether the content is ac-
quired via a relaying device or the content is acquired
from ancther server 2, and (ii) selects one of pieces of
address information, included in one of the content stor-

age serverlist and the content storage location list, thus
selected.

[0350] Here, in a case where nopriority is added to the
pieces of address information included in oneof the con-
tent storage location list and the content storage server

list, thus selected {in a case wherethe acquisition location

selecting section 38 has not received, from the server2,
an instruction as to an order in which the server 2 from

which the content is acquired is selected from among the
servers 2), the acquisition location selecting section 38
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can (i} select a server 2 randomly from among the servers

2 indicated by the respective piecesof the addressinfor-
mation included in the one of the content storage location

list and the content storage serverlist, (ii) select a server
2 in accordance with a predetermined rule (default) from
among the servers 2 indicated by the respective pieces

of the address information, or(iii) select, from among the
servers indicated by the respective pieces of the address
information, a server 2 which is closest to the client in

physical distance or in network-structural distance.
[0351] Meanwhile, in a case where priorities are added
to the respective pieces of the address information, the

acquisition location selecting section 38 selects one of

the pieces of the address information, which one of the
pieces ofthe address information has the highest pricrity.
[0352] Further, in a case where the acquisition location

selecting section 38 receives, from the client status de-
termining section 36, delay information indicating that a

receiving speed (content receiving speed) at which the
response/request executing section 35 acquires the con-

tent from the device (a relaying device or a server 2)
selected by the acquisition location selecting section 38
is slower than a predetermined receiving speed, the ac-

quisition location selecting section 38 (i) switches the de-
vice from which the content is acquired to another relay-

ing device or another server 2, located at an address
indicated by one of the pieces of the addressinformation

included in the content storage location list or in the con-
tent storage serverlist, and (ii) instructs the response/
request executing section 35 to acquire the content from
the another relaying device or the another server2.

Process carried out by each device]

[0353] Next, the following description deals with a proc-

ess carried out by the server 2 and a process carried out
by the client 4 serving as the content playing device, with

reference to Figs. 31 and 32. Since a process carried out
by the proxy 3 of Embediment4 is identical to a process

of Embodiment3, and a process carried out by the client
4 serving as a relaying device of Embodiment4 is iden-
tical to a process of Embodiment4, explanations of these

are omitted here for the sake of simple explanation. Fur-
ther, Embodiment 4 deals with an example in which one

of the server 2 and the relaying device is selected, and
a content is acquired from the one of the server 2 and
the relaying device.

Process carried out by server 2]

[0354] First, the following description deals with the

process carried out by the server2 with reference to Fig.
31. Fig. 31 is a flowchart showing an example of the proc-
ess carried out by the server 2. Note that a process iden-

tical to a process of Embodiment 3 has the same number
as that of the process of Embodiment 3, and details of
an explanation of the process are omitted here.

[0355] The response executing section 15 is ready to
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receive a request message which requests transmission

of a content. In a case where the request message which
requests transmission of the content is received via a

server communication section 11 (S601}, the response
executing section 15 checks a headerof the request mes-
sage thus received, so as to determine whether or not

the request message thus received has been transmitted
from a relaying device (S602).

[0356] In a case where the request message thusre-
ceived has been transmitted from a content playing de-
vice {NO in S602), the response executing section 15

instructs the acquisition location specifying section 18 to
specify a plurality of devices as a device from which the
content thus requested is to be acquired by the content

playing device.
[0357] On receipt of the instruction from the response

executing section 15, the acquisition location specifying
section 18 reads out content-storage-location informa-

tion from the content-storage-location information stor-
age section 13 (S603). The acquisition location specify-

ing section 18 creates a content storage serverlist on
the basis of the content-storagetlocation information
(8701).

[0358] The acquisition location specifying section 18
determines whetheror not the content storage serverlist

has been created (S702). In a case where (i) the con-
tent-storage-location information could not be read out

or the content-storage-location information stored in the
content-storage-location information storage section 13
has been determined as being old information, and, as

a result, (ii) the content storage serverlist has not been
created (NO in S702), the acquisition location specifying

section 18 instructs the response executing section 15
to update the content-storage-location information. The
response executing section 15 thus instructed transmits,
to each of other Servers 2 connected to a network, an

inquiry as to whether or not each of the other servers 2

has the content thus requested (S703).
[0359] The response executing section 15 notifies the

acquisition location specifying section 18 of a result of a
responsereceived from each of the other servers 2. On
the basis of the result of the response, the acquisition

location specifying section 18 requests the content-stor-
age-location information storage section 13 to update the

content-storage-location information, so as to update the
content-storage-location information (S704). Then, the
acquisition location specifying section 13 creates a con-

tent storage serverlist again (S705).

[0360] The acquisition location specifying section 18
(i) refers to the content-storage-location information thus
read oul,(ii) identifies a plurality of URIs of devices (each

being a relaying device or a server (a relaying device),
from which the contentis acquired) being associated with
the content requested by the content playing device, and

then, (iii} creates a content storage locationlist including
a plurality of pieces ofaddress information thus identified

(S604).
[0361] The acquisition location specifying section 18
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transmits the content storage location list thus created

to the response executing section 15. The response ex-
ecuting section 15 transmits, to the content playing de-

vice, a response message which instructs the content
playing device to acquire the content thus requested from
a relaying device or a server 2, located at an address of
one of pieces of address information included in the con-

tent storage location list and/or in the content storage

serverlist, created by the acquisition location specifying
section 18 (S706).
[0362] The response executing section 15 creates a

transmission log on the basis of the response message
transmitted to the content playing device, and adds the
transmission log thus created to a transmission log stor-

age section 12 ($610).

[0363] Since a process (S606 through S609) carried
out under a condition that the request message thus re-

ceived is transmitted from a relaying device is identical

to a process (S506 through S509 in Fig. 14) of a server
2 of Embodiment 2, explanations ofthe process are omit-
ted here for the sake of simple explanation.

Processcarried out by client4 serving as content playing
device]

[0364] Next, the following description deals with a proc-
ess carried out by the client 4 serving as the content

playing device, with reference to Fig. 32. Fig. 32 is a
flowchart showing an example of the process carried out
by the client 4 serving as the content playing device. Note

that a process identical to a process of Embodiment 3
has the same numberasthat of the process of Embod-
iment 3, and details of an explanation of the process are

omitted here for the sake of simple explanation. Further,
a processfor receiving a contentis identical to 4 process

(S625 through $631 in Fig. 23) of Embodiment 3, and
therefore is shown as "S724"in Fig. 32.

[0365] The response/request executing section 35
transmits, to a server 2, a request message which re-

quests transmission cof a content (S621). The re-
sponse/request executing section 35 receives, as a re-
sponse to the request message, a response message

which includes (i} a content storage location list and/or a
content storage serverlist, and (ii) an instruction to trans-

mit the request message, which requests the transmis-
sion of the content, to a device (a relaying device or a
server 2) located at an address indicated by one ofpieces

of address information included in the content storage

location list and/or the content storage server list
(83721).
[0366] In a case where response/request executing

section 35 receives the response message, the acquisi-
tion location selecting section 38 selects one ofthe pieces
of the address information included in the content storage

location list and/or the content storage serverlist, re-
ceived by the response/request executing section 35

(8722). The acquisition location selecting section 38 in-
structs the response/request executing section 35 to ac-
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quire the content from the device located at an address

indicated by the one of the pieces of the address infor-
mation thus selected.

[0367] Onreceipt of the instruction from the acquisition

location selecting section 38, the response/request exe-
cuting section 35 transmits the request message to the

device selected by the acquisition location selecting sec-
tion 38 (S723).

[0368] The device receives the request message and
carries outa process ofacquiring the content, which proc-
ess is explained in Embodiment 3. Then, the re-

sponse/request executing section 35 and the client status
determining section 36 carry out a process of acquiring/

playing media segments (S724).
[0369] Here, in a case where the response/request ex-

ecuting section 35 receives all movie fragments, the re-
sponse/request executing section 35 checks whether or
not all media segments of the content thus requested are

received (S632). In a case where the response/request
executing section 35 determines that all the media seg-

ments of the content are received (YES in S632), the
response/request executing section 35 finishes the proc-
ess. On the other hand, in a case where the response/

request executing section 35 determinesthat thereis any
media segment which has not been received (NO in

$632), the client status determining section 36 deter-
mines whether or not the device from which the content

is acquired should be switched to another device, in the

same manner as Embodiment 3 (5725).
[0370] Ina case where itis determined that switching

of the device to another device is not to be executed (NO
in $725), the device from which the contentis acquired
is not switched to another device, and the response/re-

quest executing section 35 transmits, to the device se-
lected in S722, a request message to which media seq-

ment numbers are incremented (3723).
[0371] In acase whereitis determined that the switch-

ing of the device to ancther device is to be executed (YES
in $725), the client status determining section 36 trans-

mits, to the acquisition location selecting section 38, de-
lay information indicating that acquisition of the content
is delayed. On receipt of the delay information from the

client status determining section 36, the acquisition Io-
cation selecting section 38 selects another one (which is
different from the one of the pieces of the addressinfor-

mation selected above) of the pieces of the addressin-
formation included in the content storage location list or

the content storage serverlist (8726). The acquisition

location selecting section 38 instructs the response/re-
quest executing section 35 to acquire the content from
another device located at an address indicated by the
another one of the pieces of the address information thus
selected.

[0372] Onreceipt of the instruction from the acquisition

location selecting section 38, the response/request exe-
cuting section 35 transmits again, to the another device

selected by the acquisition location selecting section 38,
the request message to which the media segment num-
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bers are incremented (8723),

[0373] Note that, it is possible to execute, in Embodi-
ment 4, switching with use of not a media segment unit

but a movie fragment unit, in the same manner as Em-
bodiment3. In addition, in this case, itis possible to carry
out a switching process in the same manner as Embod-
iment3.

Example 4]

[0374] The following description further deals details

of Embodiment 4 more specifically with use of Example
4 shownin Fig. 33. Example 4 shows an example of an

operation of the content distribution system 1c which in-
structs a content playing device serving, whichis the cli-

ent 4g, to acquire a content from one of pieces of address
information included in a content storage location list or
a content storage serverlist. Fig. 33 is a view showing
an example of an operation sequenceofthe contentcis-

tribution system 1c of Example 4. Note that a process
identical to a process of Embodiment 3 has the same

number as that of the process shownin Fig. 24.
[0375] Example 4 is made on a premise that a content

1 having a format shownin Fig. 21 is stored in each of
content storage sections 5a, 5b, and 5c, and the content

storage sections 52, 5b, and 5c are identical to each other
in how to divide the content 1 into media segments. Fur-

ther, the content 1 has been already cachedin (i) a cache
storage section 6a, (ii) a cache storage section 6c, and
(iii) a client storage section 8h.

[0376] Further, a server 2a creates a content storage
location list in such a mannerthat priorities are added to

a plurality of pieces of address information, on the basis
of times and dates, included in content-storage-location
information. Furthermore, in Example 4, when a process

shown in Fig. 32 is started, (i) transmission logs 51
through 53 shownin Fig. 25 have been already stored in

a transmission log storage section 12, and(ii) pieces (61
through 63) of content-storage-location information

shownin Fig. 26 have been already stored in a content-
storage-lccation information storage section 13.
(0377] Moreover, one session is defined as a se-

quencestarting from a time at which the content playing
device transmits a request message and ending a time

at which the content playing device receives a response
messagein responseto the request message thustrans-
mitted.

[0378] As shownin Fig. 33, in session 810, the client

4g transmits, to the server 2a, a request message which
requests transmission ofthe content 1 (request 811). The
server 2a receives the request 811, and the response

executing section 15 instructs the acquisition location
specifying section 18 to specify a plurality of devices as
a device from which the content 1 is acquired. On receipt

of the instruction, the acquisition location specifying sec-
tion 18 checks content-storagetocation information

stored in the content-storage-location information stor-
age section 13 (process 812). The acquisition location
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specifying section 18 checks whether or not there is a

content storage serverlist on the basis of the content
storage-location information. In a case where there is no

content storage server list, the acquisition location spec-
ifying section 18 checks (i) whether or not a server 2b
has the content 1 and (ii) whether or not a server 2c has

the content 1 (process 813). Here, the acquisition loca-
tion specifying section 18 can execute such checking by

(i) transmitting a request for a header of the content 1 to
each of the servers 2, and {ii} checking a response re-
ceived from each of the servers 2, for example (a request
814 transmitted to the server 2c and aresponse 816 re-

ceived from the server 2c, in Fig. 33 and a request 815

transmitted to the server 2c and a response 817 received
from the server 2c in Fig. 33).

[0379] Here, the content-storage-location information
storage section 13 indicates that a proxy 3a, a proxy 3c,
and a client 4f are associated with the content1, i.¢., the

content1 is stored in the proxy 3a, the prosy 3c, and the
client 4f. Accordingly, on the basis of the times and dates,

included in the content-storage-location information, the
acquisition location specifying section 18 addsa first pri-
ority, a second priority, and a third priority to the proxy

3a, the client 4f, and the proxy 3c, respectively, so as to
create a content storage location list which includes ad-

dress information of the proxy 3a, the client 4f, and the
proxy 3c, and to whichthe priorities are added.
[0380] In addition, on the basis of responses in process

813 (the responses 815 and 817}, the acquisition location
specifying section 18 creates a content storage server

list. According to the present example, a response from
the server 2b has been received earlier than a response

from the server2c, so that the server 2b hasafirst priority
and the server 2c has a secondpriority. The acquisition
location specifying section 18 creates the content storage
serverlist whichincludes address information of the serv-

ers 2b and 2c, and also address information of the server

2a itself, and to which the priorities are added (process
818).

[0381] Here, how to set a priority of the server 2a can
be determined arbitrarily. For example, it is possible to

cause the server 2a to have the highestpriority for all

cases (a higher priority than those of the cther servers
2). Further, itis possible to have such a setting that (i) in
a case where a response speed of the server 2b or a

response speed of the server 2c is faster than a certain
threshold, the server 2a has a lowerpriority than that of

the server 2b or 2c, and{ii) the response speed of the
server 2borthe response speed ofthe server2c is slower

than the certain threshold, the server 2a has a higher
priority than that of the server 2b or 2c. Furthermore, it

is possible to have such a setting that, in a case where
a process load of the server2a is larger than a predeter-
mined threshold, the server 2a has a lower priority than
those of the other servers 2.

[0382] Theresponse executing section 15 selects one

(having the highestpriority) of the pieces of the address
information included in the content storage location list
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or the content storage serverlist, created by the acqui-

sition location specifying section 18, in accordance with
the priorities thus set. Then, the response executing sec-

tion 15 transmits, to the client 4g, a response message
for acquiring the content thus requested from a relaying
device or a server 2 located at an address indicated by
the one of the pieces of the address information thus

selected (response 819).

[0383] Here, the response executing section 15 deter-
mines which one of the content storage location list and
the content storage serverlist is preferentially used to

selecting one of the pieces of the address information.
That is, the response executing section 15 determines

whetherthe client 4g acquires the content from a relaying
device or from a server2.

[0384] Howto select preferentially one of the content
storage location list and the content storage serverlist

can be arbitrarily determined. For example,the response

executing section 15 can select the content storage lo-
cation list (or the content storage serverlist) preferentially

on the basis of a setting of a default. Then, in a case
where the content storage location list (or the content
storage serverlist) thus selected cannot be used, the

response executing section 15 selects the content stor-
age serverlist (or the content storage location list), for
example.

(0385] Further, the response executing section 15 can

execute the selection in such a mannerthat {i) in a case
where a time and date of the content-storage-location
information including one (having the highestpriority) of

the pieces of the address information, included in the
content storage location list, is a recent time and date

(within a predetermined time period), the content storage
location list is selected preferentially, and (ii) in a case
where the time and date is an old time and date (before

the predetermined time period), the content storage serv-
er list is selected preferentially. Furthermore, the re-

sponse executing section 15 can execute the selection
in such a mannerthat, in a case where, under a condition

that there is no content-storage-location information, one
of the pieces of the address information included in the
content storage location list is determined (i) in accord-

ance with a default or (ii) randomly, the content storage
serverlist is selected preferentially.
[0386] Inthe present example, in a case where there

is the content storage locationlist, the response execut-
ing section 15 selects the content storage location list

preferentially.
[0387] Note that, in the present example, acquisition

of the content from the server 2a is basically the same
as acquisition of the content with use of a relaying device

(thatis, ifthe content is acquired with use of the relaying
device the content, an address of the device from which

the content is acquired is identical to an address of the

server 2a). In other words, substantially the same proc-
ess (the same process as a process of Embodiment 3)

is carried out for both (i) a case where the response ex-
ecuting section 15 selects the content storage location
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list, and (ii) a case where the response executing section

16 selects the content storage serverlist, and then se-
lects the server 2a from the content storage serverlist.

Moreover, in a case where (i) the response executing
section 15 selects the content storage serverlist, and
then selects the server 2b or the server c from the content

storage serverlist, and (ii) the server b or the server c
thus selected receives the request for the content from

the client 4g, the server b or the server c identifies a
predetermined relaying device and instructs the client 4g
to acquire the contentfrom the relaying device thus iden-
tified, in the same manner as Embodiment 3.

[0388] That is, in a case where the relaying device is

used ((i) in a case where the content storage locationlist
is selected, and (ii) In a case where the content storage
serverlist is selected and then the server2a is selected

from the content storage serverlist), the response exe-
cuting section 15 first instructs the client 4g to acquire

the content from the proxy 3a.If itis impossible to acquire
the content from the proxy 3a, or a speed at which the

contentis acquired from the proxy 3a speed is slow, then,
the response executing section 15 instructs the client 4g
to execute acquisition of the content from the client 4f(if

impossible, then acquisition of the content from the proxy
3c). On the other hand, in a case where another server

2 is used, the response executing section 15 instructs
the client 4g to execute the acquisition of the content from

the server 2b(if impossible, then acquisition of the con-
tent from the server 2c).
[0389] Then, the response executing section 15 cre-

ates a transmission log on the basis of the response mes-
sage thus transmitted, and adds the transmission log

thus created to the transmission log storage section 12
(process 820).
[0390] On receipt of the response 819, the acquisition

location selecting section 38 of the client 4g selects the
proxy 3a having the highest priority, as a candidate for

the device from which the content is acquired, on the
basis of the instruction received from the server 2a (proc-

ess 830). Then, the acquisition location selecting section
38 instructs the response/request executing section 35
to acquire the content 1 from the proxy 3a.

[0391] In a case where the proxy 3a or anotherclient
(client 4f) is selected as the device from which the content

is acquired, a process (session 840, process 850, proc-
ess 860, and session 876) is the same as a process(ses-
sion 330, process 340, process 350, and session 360

shownin Fig. 24} of Embodiment 3, and therefore expla-
nations of these are omitted here for the sake of simple
explanation.
[0392] Note that, ina case where a server 2 is selected,

the content is acquired from the server 2 in the same

manneras a general acquisition process with use of HT-
TP.

[0393] Further, in Example 3, the client status deter-
mining section 36 notifies the relaying device specifying

section 16 of the delay information per movie fragment,
whereas, in Example 4, the client status determining sec-
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tion 36 notifies the acquisition location specifying section

18 of the delay information. On receipt of such a notifi-
cation, the acquisition location specifying section 18 ex-

ecutes again selection of the device from which the con-
tent is acquired, in the same mannerasthe relaying de-

vice specifying section 16.
(0394] As described above, in Embodiment 4, a con-

tent playing device receives, from a server2, (i) a content

storage location list including address information of a
plurality of relaying devices and(ii) a content storage
serverlist including address information of a plurality of

servers. Then, the content playing device acquires a con-
tent from (i) a relaying device located at an addressin-

dicated by one of pieces of the address information in-
cluded in the content storage locationlist or (ii) a server

2 located at an address indicated by one of pieces of the
address information included in the content storage serv-
erlist. Then, in a case wherethereis a delay in acquisition

of the content, the content playing device switches the
device from which the content is acquired to (1} another

relaying device located at an address indicated by an-
other one of the piecesof the address information includ-
edin the content storage locationlist or (iii another server

2 located at an address indicated by another one of the
pieces of the address information included in the content
storage serverlist. Accordingly, it becomes possible to

distribute a load of a network (particularly, a network be-

tween the content playing device and a relaying device,
and a network between the content playing device and

a server 2) efficiently even in terms of time. It becomes

therefore possible for the content distribution system 1c
to execute control more finely. As a result, it becomes

possible to maintain higher service quality for a larger
numberof content playing devices.
(0395) Further, Embodiment 4 shows the example in

which the content playing device receives, from the serv-
er 2a, {i) the content storage location list including the

address information of the plurality of relaying devices
and (ii) the content storage serverlist including the ad-

dress information of the plurality of servers. Note, how-
ever, that the content playing device can receive, from
the server2a, only the content storage serverlist includ-

ing the address information of the plurality of servers.
Similarly, the server 2a can notify the content playing

device cof only the content storage serverlist including
address information of other servers 2 each having the
content thus requested.

HTTP message in Example 4]

[0396] Next, the following description deals with details
of the response 819 used in the operation sequence

shown in Fig. 33. Note that request 811 and other re-
quests, and responsesare the sameas those in Example

3, and therefore explanations of these are omitted here
for the sake of simple explanation.
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HTTP message in response 819]

[0397] The following description deals with an HTTP

messagein response 819 with reference to Fig. 34.

(Response R3210 instructing which one of devices con-

tent is acquired from}

[0398] (a) of Fig. 34 shows an HTTP message corre-
sponding to the response 819, which (i) is transmitted
from the server 2a to the client 4g and (ii) instructs the

client 4g which oneof the devices the client 4g acquires
the content from. As shown in (a) of Fig. 34, the HTTP
message includes a responseline and a header.

[0399] Theresponse line shownin (a) of Fig. 34is such

that information instructing the use of a relaying device
is describedin a format of "a status number and a mes-

sage".

[0400] Further, the header shownin (a) of Fig. 34 in-
cludes a "Location" headerwhich designatesthe relaying

device to be used. In other words, the HTTP message
shownin Fig. 34 is a response which instructs to request
the content 1 with use of the relaying device designated

by the following "Location" header. In the example shown
in Fig. 34, address information "“http:/fexample-

proxy1.com", indicating an address of the proxy 3a, is
described in the "Location" header. With the arrange-

ment, the client 4g, which has received the response,
can obtain the address information of the relaying device
(proxy 3a) to which the client 4g transmits the request
for the content1.

[0401] Further, the header shown in (a) of Fig. 34 in-

cludes an "X-Alternative-Proxy-List" header indicating
address information of other relaying devices, each of
which possesses the content 1. In the "X-Alternative-

Proxy-List" header, the address information “http://exam-
ple-client2.com, http://example-proxy3.com", indicating

addressesofcther relaying devices (here, a client 4h and
a proxy 3c), are described. With the arrangement, the

relaying devices each (possibly} possessing the content
1, other than the relaying device designated by the "Lo-
cation" header, are presented to the client 4g. As aresull,

the client 4g can select, as the relaying device from which
the content 1 is acquired, one of the relaying devices

located at the addresses indicated by(i) the address in-
formation included in the "Location" header and (ii) the
addressinformation included in the "X-Alternative-Proxy-
List" header. Notethat, "X"ina title of the header indicates

that the headeris newly defined in Embodiment4.
[0402] Further, the header shownin (a) of Fig. 34 in-
cludes an "X-Alternative-Server-List" header indicating
addressinformation of other servers, each of which pos-
sesses the content 1. In the "X-Alternative-Server-List"

header, address information “http://svr2.example.com,

http://srv3.example.com" indicating addresses of other
servers (here, the server 2b and the server 2c), each of

which (possibly) possesses the content 1, is described.
With the arrangement, the client 4g, which has received
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the response, can not only execute such selection that

the content is acquired via the relaying device included
in the "Location" headeror in the “X-Alternative-Proxy-
List" header but also execute such selection that the con-

tent 1 is acquired from the server 2 described in the "x-
Alternative-Server-List".

[0403] Note that, "X"in a title of the header showsthat

the headeris newly defined in Embodiment 4.

(0404) The HTTP message shownin (a) of Fig. 34 is
such an HTTP messagethat the server 2a requests the
client 4g to access the content with use of the relaying

device. Meanwhile, (b) of Fig. 34 shows an example of
a message instructing the client 4g to access another

server 2 without using any relaying device.
(0405)=In (b) of Fig. 34, information which instructs the

client 4g to make an access with use of another URIis
described in a format of "status number (space) mes-
sage".
(0406) Further, the header includes a "Location" head-

er indicating another URI. The message shownin (b) of

Fig. 34 instructs the client 4g to request the content 1
with use of the URI.

[0407] Furthermore, in the same manneras (a) of Fig.
34, the header includes an "X-Alternative-Server-List"
header, in which other servers 2 which can be used are
described.

<Embodiment 5>

(0468] Embodiment 4 deals with the example in which

the content playing device is notified of, with use of the
HTTP message, information on each of the servers 2,
from which the content can be acquired.

[0409] Embodiment 5 of the present invention deals
with an examplein which information on servers 2, each

of which can supply a content,is notified with use cf meta
data related to the content.

[0410] In Embodiment 5, the meta data of the content
is described with use of a markup language MPD (Media

Presentation Description) proposed in DASH (Dynamic
Adaptive Streaming over HTTP} with which standardiza-
tion has been currently executed. The MPD is meta data
related to a moving image content, and is such that in-

formation, such as an address of a media segment and

a video bit rate of a media segment, is defined for each
of predetermined time periods. In Embodiment 5, meta
data of a content is referred to as "MPD data”.

(0411) An arrangement of Embodiment5 is identical

to that of Embodiment 4 illustrated in Fig. 29, and there-
fore is explained below with reference to Fig. 29. More
specifically, a server 2a illustrated in Fig. 29 prepares
MPDdata which is meta data of the content. In the MPD

data, not only information related to a moving image con-
tent, such as an encoding methed and a bit rate, but also
addressinformation of the servers 2, each of which can

supply the content, and address information used to ac-

quire a media segment are described. Before playing the
content, aclient 4g acquires and analyzes the MPD data,
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so as to select one of a plurality of servers 2 described
in the MPD data.

[0412] In addition, the MPD data, which is the meta

data of the content, employs a format with which an ex-
ternal resource can bereferred to. By taking advantage
of the format, evenif a condition of a network or a con-

dition of a server changes during a time period from a
time that the MPD data is created to a time that the con-

tent is actually played with use of the MPD data,it is
possible to (i) reflect such a change and therefore (ii)
distribute a load. Further, by setting timing at which the
external resource is referred to so that the external re-

source Is referred to at short intervals, it becomes pos-

sible to (i) reflect changes in condition more finely and
therefore to (i} execute control more finely.

Outline of content distribution system 1c]

[0413] The arrangement of Embodiment5 is identical
to the arrangement of Embodiment4 of the subject ap-

plication, illustrated in Fig. 29. Functionally,(i) the server
2a of Embodiment5 is different from the server 2a of
Embodiment 4 in that the server 2a of Embodiment 5

prepares MPD data which is meta data of the content

supplied from the server 2a, and(ii) the client 4g of Em-

bodiment5 is different from the client 4g of Embodiment
4 in that the client 4g of Embodiment 5 acquires, from
the MPD data, information of a server to which the client

4g make an access, to play the content.

[0414] Specifically, a response executing section

(managing means) 15 manages{i) acontent and (ii) meta
data (MPD data which is meta data of the content) in-

cluding {a) content-storage-location information in which
contentidentification information for specifying the con-
tent and addressesof other content distributing devices,

each having the content, are associated with each other,
or (b) a storage location address (external resource)in-

dicating a location of the content-storage-Iccation infor-
mation.

[0415] Inacasewherethecontentis stored inacontent

storage section 5, the response executing section 15 ba-
sically creates MPD data of the content, and, if neces-
sary, Updates the MPD data thus created. Further, the

response executing section 15 creates an external re-
source on receipt of a requestfor creation of the external
resource,

[0416] Moreover, the response executing section {re-

quest determining means) 15 determines whether the
request described above is a request for the content or

a request for the meta data.
[0417] Further, inacase where the response executing
section 15 determines that the request is the request for

the content, the response executing section 15 transmits
the content thus requested to a device which is a source

of the request. On the other hand, in a case where the
response executing section 15 determines that the re-
quest is the request for the meta data, the response ex-

ecuting section 15 transmits the meta data thus request-
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ed to the device which is the source of the request.

[0418] The response executing section 15 can deter-
mine which one of the request for the content, the request

for the meta data, and a requestfor the content-storage-
location information with use of a storage location ad-
dress, the request described aboveis.

[0419] Inacase where the response executing section
15 determines that the requestis the request for the con-

tent-storage-location information with use of the storage
location address (external resource), the response exe-
cuting section 15 transmits, to the device which is the

source of the request, the content-storage-location infor-
mation whoselocation is indicated by the storage location
address.

(0420) Further, the acquisition location specifying sec-

tion 18 (i) transmits, to each of the predetermined other
content distributing devices, an inquiry as to whetheror

not each of the predetermined other content distributing

devices has a predetermined content, and (ii) acquires
addresses of other content distributing devices, each

making, in response to the inquiry, a response that the
content distributing device has the predetermined con-
tent, among the predetermined other contentdistributing
devices.

[0421] Furthermore, the acquisition location specifying

section 18 (i) creates content-storage-location informa-
tion by causing the addresses of other content distribut-

ing devices each having the predetermined content and
content identification information for specifying the pre-
determined content to be associated with each other, and

(ii) stores the content-storage-location information thus
created in a content-storage-location information storage

section (storage section) 13.
[0422] Moreover, the acquisition location specifying
section (update determining means} 18 determines

whether to update the content-storage-location informa-
tion stored in the content-storage-location information

storage section 13.
(0423) Further, in a case where(i) the response exe-

cuting section 15 determines that the requestis the re-
quest for the content-storage-location information with
use of the storage location address, and(ii) the acquisi-

tion location specifying section 18 determines that it is
necessary to update the content-storage-location infor-

mation whose location isindicated by the storage location
address, the acquisition location specifying section 18 (i)
makesthe inquiry described above, (ii) acquires the ad-

dresses described above, and(iii) creates the content

storage-Iccation information on the basis of the address-
es thus acquired. Then, the response executing section

15 transmits the content-storage-location information to
the device which is the source of the request.

[0424] Furthermore, in a case where(i) the response
executing section 15 determines that the request is the

requestfor the content-storage-location information with
use of the storage location address, and(ii) the acquisi-

tion location specifying section 18 determines thatit is
unnecessary to update the content-storage-location in-
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