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Atiorney Docket Number | HOLA-005-US2
Application Number 14/025,109

Agpplication Data Sheet 37 CFR 1.76

Title of Invention SYETEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

The application dala shesat is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bitdiographic data arranged in a format spedcified by the United States Patent and Trademark Office as sultined in 37 CFR 1.74.

This document may be completed slectronically and submitted to the Office in electronic format using the Elecironic Filing System (EFZ) or the
dosument may be printed and included in & paper filed application,

Secrecy Qrder 37 CFR 5.2:

] Portions or all of the apglication associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
A7 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

inventor Information:

inventor 1
Legal Name

Prefix| Given Name Middle Name Family Name Suffix

Derry Shribman
Residence information {Sefect One} () US Residency Mon US Residency () Active US Miliiary Service

City  |TelAviv Country of Residence ! I

Mailing Address of inventor:

Address 1 8/6 Beylinson St.,

Address 2

City Tel Aviv I State/Province
Postal Code | 6356709 | Countryi IL

inventor 2
Legal Name

Prefix] Given Name Middle Name Family Name Suffix

Ofer Vilenski
Residence Information {Select One} (O US Residency  (8) Non US Residency () Active US Military Service

City | Moshav Hadar Am Country of Residence | I

Mailing Address of Inventor.

Address 1 & Hahollandim Sireet

Address 2

Ciy | Moshav Hadar Am i State/Province E
Postal Code T 42835 [ Country i I IL

All Inventors Must Be Listed - Additional Inventor information blocks may be
generated within this form by selecting the Add buiton.

Correspondence Information:
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.S, Patent and Trademark Office;, U5 DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1695, no persons are required to respond 1o a coliection of information sndess it containg a valid GME contral number.

Aftorney Docket Number HOLA-005-US2
Application Number 14/025,109

Application Data Sheet 37 CFR 1.76

Title of invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Enter either Customer Number or complete the Correspondence information section below.
For further information see 37 CFR 1.33{a).

[ &n Address is being provided for the correspondence information of this application.

Customer Number 131826

Email Address

Application Information:

Title of the Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENMT DATA COMMUNICATION
Attorney Docket Number] HOLA-008-US2 Small Entity Status Claimed [
Appiication Type MNonprovisional

Subject Matter Liility

Total Number of Drawing Sheets {if any} 15 Suggested Figure for Publication {if any)

Filing By Reference:

Only compiate this section when filing an appiication by reference under 35 US.C. 111{c} and 37 CFR 1.57{a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the aporopriate sectionis) below {i.e., “Domaestic Benefit/Naticnal Stage Information” and “Foreign Priornity Information™.

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are ieplaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application numiber of the previously Filing date {YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication information:
[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.218)

Req uest Not to Publish. i hereby request that the attached application not be published under

] 35 U.8.C 122(0) and certify that the invention disclosed in the atiached application kas not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Reprasentative information should be provided for all practitioners having a power of altorney in the application. Providing
this mformalion in the Application Data Sheel does not constitule a power of atlormey in the application {(See 37 CFR 1.32).

Eilher enter Customer Number or compiete the Representative Name section below. T both sections are compieted the customer
Number will be used for the Representative Information during procassing.

Flease Select One; Customer Number | (O us Patent Practitioner | () Limited Recognition (37 CFR 11.9)

Customer Number 131926
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Approved for use through 04/3072017. OMIB G851-0032
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Aftorney Docket Number HOLA-005-US2
14/025,109

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invantion

Domestic Benefit/National Stage Information:

This section aliows for the applicant to either claim benefit under 35 U.S.C. 119(e}, 120, 121, 385(c), or 386(c) or indicale
National Btage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference required by 35 U.8.C. 118(e) or 120, and 37 CFR 1.78.

When referring {0 the current application, please leave the “Apphlication Number” fizld blank.

Frior Application Status | Patented :
Appiication - . Priar Application Filing Date i i Issue Bate
Number Continuity Type NuUmber CYYYY-MM-DD) Patent Mumber CYYYY-MM-DD}
14/025108 Division of 12836069 2018-07-14 3580604 2013-10-15
Prior Appilication Status | Expired

Filing or 371(c) Date
Appilication Number Continuity Type Prior Application Number YYYY-MM-DD)

12/838058 Claims benefit of provisional 61/249624 2008-10-08

Additional Domestic BenefitNational Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 LLS.C. 118(b) and 37 CFR 1.25. When priority is claimed to a foreign application
that is cligible for retricvat under the priority document exchange program (PDX)! the information will be used by the Office to
autematically atternpt retrieval pursuant io 37 CFR 1.5503(1) and (2}, Under the PDX program, applicant bears the ultmate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectuasl
property office, or a cerdified copy of the foreign priority application is fiied, within the time period spacified in 37 CFR 1.95(g){1}.

Application Number C:mmtryi Filing Date (YYYY-MM-DD) Access Code' (if applicable}

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.88 or 1.78 for AlA (First inventor to File) Transition
Applications

This application (1) claims priority to or the benefit of an application filad before March 16, 2013 and (2) also

cortains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
] 18, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.
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Approved for use through 04/3072017. OMIB G851-0032

.S, Patent and Trademark Office;, U5 DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1695, no persons are required to respond 1o a coliection of information sndess it containg a valid GME contral number.

Aftorney Docket Number HOLA-005-US2
Application Number 14/025,109

Application Data Sheet 37 CFR 1.76

Title of invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority o permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below} and the European Patent Office (EPQO) access 1o any search resulis from the instant
applicstion {see paragraph B in subsection 1 below).

appilc‘ai:on Aﬁer the initial filing of an appi;cataon_ an App!scatson Data Sheet capnot be used to provide or rescind
authorization for access by a foreign {P office(s}. Instead, Form PTO/SBE/3S8 or PTO/SB/G9 must be used as appropriate.

1. Authorization to Permit Access by a Foreign infeliectual Property Office(s)

A. Priority Document Exchange {PDX) - Unless box A in subssection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Cffice (EPO), the Japan Patent Office
(PO}, the Korean infellectual Property Office (KiPO), the Siate Intellectual Property Office of the People’s Republic of
China (8IPO), the World Intellectual Property Organization (WIPC}, and any other foreign intellectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1)} the instant patent application-as-filed
and its related bibliographic data, (2} any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h}
{1}.

o1 Resulis § A icati o EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the underssgned hereby grants the USPTO authentx to provide the EPO access o the bibliographic data and search

asulis from the instant patent application when a Eurcpean patent apglication claiming priority to the instant patent
appiication is filed. See 37 GFR 1.14{(h)}(2).

The applicant is reminded that the EPC's Rule 141(1) EPC (European Patent Convention) requires applicants to submit a
copy of search resulis from the instant application without delay in a Eurcpean patent application that claims priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s)

A, Applicant DOES NOT authorize the USPTO {o permit a participating foreign IP office access to the instant

[} application-as-filed. Ifthis box is checkad, the USPTO will not be providing a participating foreign P office with
any documents and information identified in subsection 1A above.

1l apphcaison‘ If this box is checked, the USPTO will not be providing the EPQ with search rasuits from the instant
application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access {0 the
application in acoordance with 37 CFR 1.14.
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Approved for use through 04/3072017. OMIB G851-0032
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Under the Paperwork Reduction Act of 1695, no persons are required to respond 1o a coliection of information sndess it containg a valid GME contral number.

Aftorney Docket Number HOLA-005-US2

Application Data Sheet 37 CFR 1.76 —
Application Number 14/025,109

Title of invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Applicant Information:

Providing assigrnment information in this section does not substitute for compliance with any requirement of part 3 of Tille 37 of CFR
1o have an assignment recorded by the Office.

Appiicant 1

If the applicant is the invenicr {or the remaining joint inventor orf inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is 1he name and address of the legal representative who is the applicant under 37 GFR
1.43; or the name and addrass of the assignes, person o whom the inverdor is under an obligation 1¢ assign the invention, or person
wha otherwise shows sufficien! propristary werest in the matter who is the applicam under 37 CFR 1.48. If the applicant is an
applicant under 37 CFR 1.46 (assignee, person to whom the inventor is ohligated io assign, ar person who otherwise shows sufficient
propristary interest) togather with one or more joint inveniors, than the joint inventor or inventors who are also the appiicant should be
identified in this saction,

Assignes {3 Legai Representative under 35 U.S.C. 117 3 Joint Invenior

O Persan to whom the inventor is obligated to assign. O Parson who shows sufficient proprietary interest

if applicant is the legal representative, indicate the authority to file the palent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

if the Applicant is an Organization check here. e

Organization Name el WEB SPARK LTD.

Mailing Address Information For Applicant:

Address 1 3 Hamahshev St.,

Address 2

City Netanya State/Province

Country | L Postal Code 42507
Phone Number Fax Number

Email Address

Additional Applicant Data may he generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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Approved for use through 04/3072017. OMIB G851-0032

.S, Patent and Trademark Office;, U5 DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1695, no persons are required to respond 1o a coliection of information sndess it containg a valid GME contral number.

Aftorney Docket Number HOLA-005-US2
Application Number 14/025,109

Application Data Sheet 37 CFR 1.76

Title of invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Assignee 1

Complete this section if assignee miormation, inciuding non-applicant assignee information, is desired (o be inciuded on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent apptication
publication as an applicani. For an assignee-applicant, compiete this section ondy if identification as an assignee is also desired on the
palent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]

Prefix QGiven Name Middle Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryl i Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Shest must be signed in accordance with 37 CFR 1.33(b). Howsaver, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-0Out of Autheorization to Permit Access” section, then this form must
also be signed in accordance with 37 OFR 1.14{c}.

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicanis is a juristic
entity {(e.g., corporation or association}. {f the applicant is fwo or more joint inventors, this form must be signed by a

See 37 CFR 1.4(d) for the manner of making signatures and cestifications.

2019-01-27
Signature |[/Yehuda Binder/ Date {YYYY-MM-DD)| Pidenicbmfiiam
First Name | Yehuda Last Mams BINDER Registration Number | 73812

Additional Signature may be generated within this form by selecting the Add bufton.
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Aftorney Docket Number

HOLA-005-UE2

Application Data Sheet 37 CFR 1.76 =
Application Number

14/025,109

Title of invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

This cailection of information is required by 37 CFR 1.78. The information is required to obigin or retain a benefit by the puebiic which
s to file (and by the WUSPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This
coliection is estimated 1o iake 23 minutes to compilete, including gathering, preparing, and submitting the compieted application daia
sheet form 1o the USPTO. Time will vary depending upon the individual case. Any cemments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief information Officer, U.S. Paient and
Trademark Office, LS. Dapartment of Commarce, P.O, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORME TO THIS ADDRESS. SEND TO: Commissioner for Patenis, P.O. Box 14580, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 [P.L. ©3-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: {1} the general authority for the collection of this infermation
is 35 ULS.C. 2(0)(2); (2) furnishing of the infermation sclicited Is voluntary; and (3) the principal purpose for which the informationis used by the U5, Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. T vou do not furnish the requested information, the U5,
Patent and Trademark Office may not be able to process and/or examine your subsnission, which may result in termination of proceedings or abandonment of

the application or expiration of the patent.
The information provided by you in this form will be subject to the following routine uses;
1 Theinformation on thiz form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 11.5.C. 552) and the Privacy
Act (5 U.5.C 552a). Records from this svstem of records may be disclosed to the Department of Justice ko determing whether the Freedom of

Information Act requires disclosure of thase records,

2. A record from this system of records may be disclosed, a5 2 routing use, in the coursa of prasenting evidence to a court, magistrate, or adminisirative
tribunal, including disclosures 10 opposing counsel in the course of settiement negotiations,

wr

Avecord in this system of records may be disclosed, 25 a routine use, to a Member of Congress subwnitting a request involving an individual, to whom
the record peartaing, when tha individual has requasted assistance from the Member with respect to the subject matter of the record.

4, A& gecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having neead for the information in order to perform
a contract, Recipients of information shail be reguired to compty with the requirements of the Privacy Act of 1574, as arended, pursuant to 5 US.C,
552a{m).

5. Arecord ralated to an internaticnal Application filad under the Patent Cooneration Treaty in this system of recosds may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty,

[

Arecord in this system of records may be disclosed, as a routing use, 1o another federal agency for purposes of National Security review (35 U.S.C, 181
and for raview pursuant 1o tha Atornic Energy Act {42 4.5 218(0).

7. Arecord from this system of recerds may bie disclosed, a5 a routine use, to the Administrator, General Sarvices, or his/her designes, during an
inspection of records conducted by GSA as part of that agency's responsibility to recormmeand improvaements in records management practices and
programs, under authority of 44 U.5.C, 2904 and 2906, Such dizclosura shall be made in accordance with the G5A regulations governing inspaction of
racardds for this purpose, and any other relevani (i.e, G5A or Commerce) directive. Such disclosure shalf nat be usad to make determinations about
individuals,

8. Avrecord from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursiant to 35 US.C
122{b) or issuance of a patent pursuant to 35 U.S.C 157, Further, a record may be disclosed, subject to the limitations of 37 CFR 1,14, a5 a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a publishied application, an appiication open to public inspections or an issued patert.

<. Avrecord from this systern of records may be disclosed, as g routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential vickation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 34971321
Application Number: 14025109
International Application Number:
Confirmation Number: 6194

Title of Invention:

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder/Dorit Binder

Filer Authorized By:

Yehuda Binder

Attorney Docket Number:

HOLA-005-US2

Receipt Date: 28-JAN-2019
Filing Date: 12-SEP-2013
Time Stamp: 03:38:15

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document s . File Size{Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
320821
1 Application Data Sheet ADS-005-14025109.pdf no 8
1a3627384d b110dada8d9cdf40a7 1fb00547]
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Information:

This is not an USPTO supplied ADS fillable form

Total Files Size (in bytes}; 320821

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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SN UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450

Alexandria, Virginia 22313-1450

www uspte. gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/025,109 09/04/2018 10069936 HOLA-005-US2 6194
131926 7590 08/20/2018
May Patents Ltd. c/fo Dorit Shem-Tov
P.O.B 7230
Ramat-Gan, 5217102
ISRAEL
ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 485 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Derry Shribman, Tel Aviv, ISRAFL;
HOLA NEWCOQO LTD., Netanya, ISRAEL;
Ofer Vilenski, Moshav Hadar Am, ISRAEL.;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA . gov.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 14025109
Filing Date 2013-09-12
First Named Inventer | Derry Shribman
Art Unit 2459

Examiner Name

NGUYEN, MINH CHAU

Attorney Docket Number

HOLA-005-US2

/M.N/ |9

1937781

1990-06-26

|l ee, etal

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Pubklication Kind | Publication Name of Patentee or Applicant Pages Columns, Lines where
. Cite No : Relevant Passages ar Relevant
Initial Number Codel| Date of cited Document .
Figures Appear
Shribman, et al.
YR Tk b0150067819 A1 b015-03-05 W
2 20120254456 Al P012-10-04 \Visharam Zubair et al.
3 20080222291 Al P008-09-11 peller et al.
4 20100235438 Al 2010-09-16 Naravanan et al.
5 20120124239 Al P012-05-17 Shribman et al.
: ahgels)|appiie
hapge(s) applied
d t
© cHmens Gouac]ﬂe, et al.
JRD/ 6 20130166768 Al P013-06-27 haraer-ioensiRg
942018
7 20020065930 Al P002-30-05 Rhodes, David L.
8 20030204602 Al P003-10-30 Hudson Michael D.
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PTO/SB/08a (03-15)

Do code: IDS Approved for use through 07/21/2016. OMB 0651-003
Deoc description: Information Disclosure Statement {IDS) Filed U.S. Patent and Trademark Cffice; U.S. DEPARTMENT OF COMMERGE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it conlains a valid OMB control number.

Application Number 14025109
Filing Date P013-09-12
INFORMATION DISCLOSURE First Named Inventer |Perry Shribman
STATEMENT BY APPLICANT ——— e
( Not for submission under 37 CFR 1.99)
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Examiner Name [ NGUYEN, MiNH CHAU
________ Atiorney Docket Number | 19480-6108F

CERTIFICATION STATEMENT

Please sgs 37 CFR 1.97 and 1.98 {o make the appropriate selaction{s):

: That ezch iterm of information contained in the information disclosure statement was first cited in any communication
] from a foreign patent office in a counterpart forsign application not more than three months prior 1o the filing of the
information disclosure statement. See 37 CFR 1.87{e){1).

QR

That no item of information comtained in the information disclosure statemant was cited In a communication from a
forelgn patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56{¢c) more than three months prior fo the filing of the information disciosure
statement. See 37 CFR 1.97(e)2).

{1 See atiached certification statemsnt.
|71 The fee setforth in 37 OFR 1.17 (p} has been submitted herewith.

P4 A gerification statement is not submitted herewith,
SIGNATURE
i A signature of the applicant or representafwe is reguired in accordance with CFR 1.33, 10.18. Please see CFR 1.4{d) for the
form of the signature, -
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NarrefPrant SREicr A, Nisves ™,  Registration Number 148172

This cofiaction of infermation is required by 37 OFR 1.97 and 1.98. The information is required fo obiain or retain a benefit by the
public which is to fiie (and by the USPTC to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 OFR
1.14. This collection is estimaled to fake 1 hour to completfe, including gathering, preparing and submitting the compieted
appiication form fo the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
reguire t complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.3.
Patent and Trademark Office, U.8. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria,
YA 22313-1458.
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Privacy Act Statement

The Privacy Act of 1974 (P.1.. 93-579) requires that vou be given ceriain information in connection with your subrnission of tha

tached form related fo a patent application or patent. Accordingly, pursuant {o the reguirements of the Act, please be advisad
that: {1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2} furnishing of the information soliciied
is voluntary, and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
procass and/or examing your submission related to a patent appiication or patent.  you do not furnish the requested
information, the LS, Patent and Trademark Gffice may not be able {0 process and/or examing your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The infarmation on this form will be trested confidentially o the extent allowed under the Freadom of information Aci'
(5 U.8.C. 552} and the Privacy Act (5 U.8.C. 552a). Recards fram this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act reduires disclesure of these racord s.

2, & record from this system of records may be disclosed, as a routine use, in the course of presenting evidence io a
courl, magistrate, or administrative fribunal, including disclosures to opposing counsel in the course of setflement
nagotiations.

3. Arecord in this syslem of records may be disclosed, as a routine use, to a Member of Congress submitting a
reguest involving an individual, 1o whom the record pertaing, when the individual has requested assistance from the
Member with respect to the subject matier of the recerd.

4. A record in this system of records may be disclesed, as a routine use, 1o & sontractor of the Agency having nead for
the information in order o perform a confract. Recipients of information shall be required to comply with the :
reguirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. §52a{m).

&, A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine uss, o the International Bureau of the Waild Intellectual Property Organization, pursuant |
to the Patent Cooperation Treaty.

8. A record in this system of records may be disciosed, as a rouiing use, {o another federal agency Tor purposes of
National Secunty review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218{c)).

7. Arecord from this system of records may be disciosed, as a routine use, o the Administraior, General Services, or
hisfher designee, during an inspaction of records conducted by GSA as part of that agancy's responsibility to
recommend improvements in records managament practices and programs, undar authority of 44 U.8.C, 2804 and
2008. Buch disclosure shall be made in accordance with the GSA regulations governing ingpection of records for this
purpose, and any other relevant {i.2., GSA or Commerce) directive. Such disclosure shall not be used o make
determinations about individuals.

8. A record from this system of records may be disciosed, as a routing use, to the public after either publication of
the application pursuant to 35 U.8.C. 122{b) or issuance of a patent pursuant to 35 LL.8.C, 181, Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which becams abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issusd patent.

9. & record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or polential violation of law or regulation.
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information disclosure statement. See 37 CFR 1.87{e){1).

QR

That no item of information comtained in the information disclosure statemant was cited In a communication from a
forelgn patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to
any individual designated in 37 CFR 1.56{¢c) more than three months prior fo the filing of the information disciosure
statement. See 37 CFR 1.97(e)2).

{1 See atiached certification statemsnt.
|71 The fee setforth in 37 OFR 1.17 (p} has been submitted herewith.

P4 A gerification statement is not submitted herewith,
SIGNATURE
i A signature of the applicant or representafwe is reguired in accordance with CFR 1.33, 10.18. Please see CFR 1.4{d) for the
form of the signature, -

Sagnatur& Q CDate (YYYY-MM-DD) DB e o £ o5
. SR O S A = 3 e o B o £ 85T
NarrefPrant SREicr A, Nisves ™,  Registration Number 148172

This cofiaction of infermation is required by 37 OFR 1.97 and 1.98. The information is required fo obiain or retain a benefit by the
public which is to fiie (and by the USPTC to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 OFR
1.14. This collection is estimaled to fake 1 hour to completfe, including gathering, preparing and submitting the compieted
appiication form fo the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
reguire t complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.3.
Patent and Trademark Office, U.8. Department of Commerce, P.O, Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS, SEND TO: Commissioner for Patents, P.O. Box 1458, Alexandria,
YA 22313-1458.

EFES Web 2,197
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e T

_Appiscaticn Number | 14025108
ang Cats 2013~ G:ME

INFORMATION DISCLOSURE  boooupmeses f“%““*“s“w*“ NG - ——
STATEMENT BY APPLICANT oo T odsn

L Art Unit 2459
i ( Mot for submission under 37 CFR 1.98) . : SNEIEN e
: _Exammer MName 5 NGUYEN, MINH CHAU

1 19458-6105F

?Att?imey Do;:igét Number

JM.N/ ;1

: if yau wnsh to add add:taanai non—patent literature document citation information please dflick the Add button

EXAMINER SIGNATURE
Examiner Signatﬁfé H ;’MINH CHAU Nguygnj | Date Gcnside_red L 07/31 /2018

EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 608. Draw line through a
citaticn !f not in corformance and nal considered. include capy of this form with next cammunmahon o appiscant

Standard 5T.3). 3 For Japanese pateni documants, the indic o1t of the year of the reign of the Emperor must precede the serial number of the paten! documant, '
4 Kind of dosument By the approprisie symnols as indicatad on the document under WIFQ Standard 8718 if possible. S Applinant is to place a cheok mark hers if
Engiish language Wransiation is atached.

EFS Web 2,147
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Privacy Act Statement

The Privacy Act of 1974 (P.1.. 93-579) requires that vou be given ceriain information in connection with your subrnission of tha

tached form related fo a patent application or patent. Accordingly, pursuant {o the reguirements of the Act, please be advisad
that: {1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2} furnishing of the information soliciied
is voluntary, and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
procass and/or examing your submission related to a patent appiication or patent.  you do not furnish the requested
information, the LS, Patent and Trademark Gffice may not be able {0 process and/or examing your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The infarmation on this form will be trested confidentially o the extent allowed under the Freadom of information Aci'
(5 U.8.C. 552} and the Privacy Act (5 U.8.C. 552a). Recards fram this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act reduires disclesure of these racord s.

2, & record from this system of records may be disclosed, as a routine use, in the course of presenting evidence io a
courl, magistrate, or administrative fribunal, including disclosures to opposing counsel in the course of setflement
nagotiations.

3. Arecord in this syslem of records may be disclosed, as a routine use, to a Member of Congress submitting a
reguest involving an individual, 1o whom the record pertaing, when the individual has requested assistance from the
Member with respect to the subject matier of the recerd.

4. A record in this system of records may be disclesed, as a routine use, 1o & sontractor of the Agency having nead for
the information in order o perform a confract. Recipients of information shall be required to comply with the :
reguirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S.C. §52a{m).

&, A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine uss, o the International Bureau of the Waild Intellectual Property Organization, pursuant |
to the Patent Cooperation Treaty.

8. A record in this system of records may be disciosed, as a rouiing use, {o another federal agency Tor purposes of
National Secunty review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218{c)).

7. Arecord from this system of records may be disciosed, as a routine use, o the Administraior, General Services, or
hisfher designee, during an inspaction of records conducted by GSA as part of that agancy's responsibility to
recommend improvements in records managament practices and programs, undar authority of 44 U.8.C, 2804 and
2008. Buch disclosure shall be made in accordance with the GSA regulations governing ingpection of records for this
purpose, and any other relevant {i.2., GSA or Commerce) directive. Such disclosure shall not be used o make
determinations about individuals.

8. A record from this system of records may be disciosed, as a routing use, to the public after either publication of
the application pursuant to 35 U.8.C. 122{b) or issuance of a patent pursuant to 35 LL.8.C, 181, Further, a record
may he disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which becams abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issusd patent.

9. & record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or polential violation of law or regulation.

EFGS Wl 2,117
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE {if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspendence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block L for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

papers. Each additional paper, such as an assignment or formal drawing, must

May Patents Ltd have its own certificate of mailing or transmissicn.
c/o Dorit Shem'TOV Certificate of Mailing or Transmission
P.O.B. 7230 I hereby certify that this Fee(s) Transmittal is being deposited with the United
e States Postal Service with sutficient postage for first class mail in an envelope
- addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Ram at Gan 521 71 02’ transmitted to the USPTO (3713 273-2885, on the date indicated below.
Israel :
{Depositor's name)
(Signaturg)
(Date)
APPLICATION NQ., FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/025,109 09/12/2013 Derry Shribman HOLA-005-US2 6194
TITLE OF INVENTION:
| APPLN. TYPE | SMALL ENTITY | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE
nonprovisional SMALL $500 $0 $0 $500 10/01/2018
| EXAMINER | ART UNIT | crasssuscrass |
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1 May Patents Ltd. ¢/o Dorit Shem-Tov
{1) the names of up to 3 registered patent attomeys
[ Change of correspondence address {or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) auached. . . 2
{2) the name of a single firm (having as a member a
[ "Fee Address” indication {or "Fee Address” Indication form registered attorney or agent) and the names of up te
PTQ/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an ass{%nee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Cempletion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
HOLA NEWCO LTD. Netanya

Israel 4250713
Please check the appropriate assignee category or categories (will not be printed on the patent) : [ 1ndividual Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previounsly paid issue fee shown above)
Issue Fee [ A check is enclosed.
[ Publication Fee {No small entity discount permitted) | Payment by credit card. Form PTQ-2038 is attached.
[ Advance Order - # of Copies () The Diirector is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, (o Deposit Account Number sotaas {enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
Ja Applicant claims SMALL ENTITY status. See 37 CFR 1.27. b, Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27{(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

/Yehuda Binder/ pae JUly 8,2018
Yehuda BINDER Registration No. 73,612

Autherized Signature

Typed or printed name

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retzin a benefit by the public which is (o file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.14. This collection is estimaied (o take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTQ. Time will vary dependin% upen the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent (o the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND T(Q: Commissicner for Patents, P.0O. Box 1430,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond te a collection of information unless it displays a valid OMB control number.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S, Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by vou in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S5.C. 552) and the Privacy Act (§ U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be

required to comply with the requirements of the Privacy Act of 1974, as amended, pursvant to 5
U.S.C. 552a(m).

. A record related to an International Application filed under the Patent Cooperation Treaty in this

system of records may be disclosed, as a routine use, to the International Burean of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181} and for review pursuant to the Atomic Energy
Act (42 11.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
{(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S5.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local
law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 14025109

Filing Date: 12-Sep-2013

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
First Named Inventor/Applicant Name: Derry Shribrman

Filer: Yehuda Binder

Attorney Docket Number: HOLA-005-US2

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sut—;l’g(t:)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 2501 1 500 500

Major Data, UAB v. Bright Data Ltd.
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Description Fee Code Quantity Amount Suﬁ-;l’;{tsa)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 500
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Electronic Acknowledgement Receipt

EFS ID: 33114411

Application Number: 14025109

International Application Number:

Confirmation Number: 6194
Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
First Named Inventor/Applicant Name: Derry Shribman
Customer Number: 131926
Filer: Yehuda Binder

Filer Authorized By:

Attorney Docket Number: HOLA-005-US2
Receipt Date: 08-JUL-2018
Filing Date: 12-SEP-2013
Time Stamp: 08:28:37
Application Type: Utility under 35 USC 111{a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $500

RAM confirmation Number 070918INTEFSW00005991601835

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

Major Data, UAB v. Bright Data Ltd.
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File Listing:

Document i " File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest | Part/.zip| (if appl.)
75009
1 Issue Fee Payment {PTO-85B) ptol85b.pdf no 2
83h98ezef27fcdcd 7731 9cdbf685 14d ce 777
cae?
Warnings:
Information:
30041
2 Fee Worksheet {SB06) fee-info.pdf no 2
d610494731d%ab5d 91 1edBADedfc1 74399
e?543
Warnings:
Information:
Total Files Size (in bytes); 105050

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S5.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the applicationas a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK QFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

www usplo.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
131926 7590 06/29/2018
May Patents Ltd. ¢/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230
Ramat-Gan, 5217102 | ART UNIT PAPER NUMBER |
ISRAEL 2459
DATE MAILED: (6/29/2018
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/025,109 09/12/2013 Derry Shribman HOLA-005-US2 6194

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS [SSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 10/01/2018

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

[ Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 3 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b”
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

II. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of maintenance
fees. It is patentee’s responsibility to ensure timely payment of maintenance fees when due.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless cerrected
below or directed otherwise in Block 1, by {a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmissicn.

131926 7590 06/25/2018 . e .
. Certificate of Mailing or Transmission
Mﬂy Patents Ltd. ¢/o Dorit Shem-Tov I hereby certify that this Fee(s) Transmittal is being deposited with the United
P.O.B 7230 States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being facsinule
Ramat-Gan, 5217102 transmitted to the USPTO (571} 273-2885, on the date indicated below.
ISRAEL {Depositor's name
{Signature
(Date;
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO, | CONFIRMATION NO, |
14/025,1069 09/12/2013 Derry Shribman HOLA-005-US2 6194

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID [SSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 10/01/2018
| EXAMINER | ART UNIT I CLASS-SUBCLASS |
NGUYEN, MINH CHAU 2459 709-202000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list 1
CFR 1.363). (1) The names of up to 3 registered patent attorneys
o or agents OR, alternatively, 2
A ddChan%e of ;%%3§pﬁ’ﬁ%3ﬁcet;d%nﬁs {or Change of Correspondence (2) The name of a single firm ¢having as a member a
tess torm altached. registered attorney or agent) and the names of up to 3
- e . e 2 registered patent attorneys or agents. If no name is
Fee Address” indication (or "Fee Address” Indication form PTOf listed, no name will be printed.
SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for recordation
as set forth in 37 CFR 3.11. Comgpletion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individuat [ Corporaticn or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
[ Issue Fee [ A check is enclosed.
[ Publication Fee {No small entity discount permitted) d Payment by credit card. Form PTO-2038 is attached.
[} Advance Order - # of Copies (I The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, (o Deposit Account Number {enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
NOTE: Absent a valid certification of Micro Entity Status (see forms PTQ/SB/15A and 15B), issue

' Applicant certifying micro entity stamus. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
. . . NOTE: If the applicaticn was previously under micre entity status, checking this box will be taken
' Applicant asserting small entity status. Sec 37 CFR 1.27 to be a notification of loss of entitlement tc micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro

| Applicant changing to regular undiscounted fee status. entity status, as applicable.

NOTE: This form must be signed in accerdance with 37 CFR 1.31 and 1.33. See 37 CFR 1 4 for signature requirements and certifications.

Authorized Signature Date
Typed er printed name Registration No.
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| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
14/025,109 09/12/2013 Derry Shribman HOLA-005-US2 6194
| EXAMINER |
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DATE MAILED: 06/29/2018

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b){(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1. 2013). Therefore, the Office 1s no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Oifice of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency Lo display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTQ to process) an application. Confidentiality is
governed by 35 U.5.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTQ. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.5. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.Q). Box 1450, Alexandria,
Virginia 22313-1430. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2{b)
(2); (2) turnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S5.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursnant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Paient Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 1J.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a rountine use, tﬁigj e%g%ﬂqﬁ Eﬁ@%@ 5‘%%&{%
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regrdats6onso



Application No. Applicant(s)
i . 14/025,109 Shribman et al.
Notice of Allowability Examiner Art Unit AlA Status
MINH CHAU N NGUYEN 2459 No

- The MAILING DATE of this commurnication appears on the cover sheetf with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[¥] This communication is responsive to Amendment, filed 04/09/2018.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2[] An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.+ The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the

Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or {f).
Certified copies:
a) (Al by [ Some  *c) ('] None of the:
1. O Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. OJ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.7 CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

[ including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identitying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {not the back) of each
sheet. Replacement sheet({s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.[.] Notice of References Cited (PTO-892) 5. (L] Examiner's Amendment/‘Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. |¥| Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. ] Other .

of Biological Material
4.7 Interview Summary (PTO-413),
Paper No./Mail Date. .

/MINH CHAU NGUYEN/
Primary Examiner, Art Unit 2459

11.3. Patent and Trademark Office .
PTOL-37 {Rev. 08-13) Notice of Allowability Parl of Paper No./Mail Dale 20180610
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Continuation Sheet (PTOL-37) Application No. 14/25,109

Continuation of 3. The allowed claim(s) is/are: 26-36,39-48,53-58 and 60-66
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Application/Control Number: 14/025,109 Page 2
Art Unit: 2459

Notice of Pre-AIA or AIA Status

The present application is being examined under the pre-AlA first to invent provisions.

Hemarks

Appheart’s response dated April 9, 2018 responding to March 29, 2018 Office Action
provided i the rejection of claims 26-37, 39-58, 60-66; and the obiection of claims 38, 39
wherein the claims 37-38. 49-52 and 59 have beon canceled. Clalims 26-36, 3%-48, 33-8%, 46-

H6 vemam pending i the application and which have been hully counsidered by the Examiner.

Reasons for Allowance

The following is an examiner’s statement of reasons for allowance:

Clabms 26-36, 38-48, 33-38, 60-66 are considered allowable since when reading the
clims m Hght of the specification. as per MPEP §2111.61 or Tore Co. v. White Consolidated
Industries Inc., 199 F.3d 12595, 136153 USPQId 1065, 1060 (Fed Cir. 1999, none of
the references of record alone or i conmbination disclose or suggest the combination

of limitations specified in inde pendent clatims 26 apd 33,

For exanple. the independent clauns comaim hmdations. daia communication betweena
second web server storing a second content and faving an identifier 1n the Internet and one of
the clienis via requesting clieni the vequesting clieni sending ity identifier to firat server: one of
the clients sending a second web serveridentifier to the fivstzerver; the first server sending the
identificr of the requesting client io the one of the clienss; the requesting client receiving second

confent formthe second web server and the one af the clients recetving the second content from

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
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Application/Control Number: 14/025,109 Page 3
Art Unit: 2459

the reguesting clhieni. Therelove, the Exarnmer agrees that the Bvstations  of the mdependent
claims, wilin #s cnvironment, ® allowable sobject matier over the prior art, in keht of the

specification.

Because claims 27-36, 38-48, 54-38, 81-66 depend divectly or mdirectly on claims 26
and 53, these clains are considered aBowable for at least the same reasons noted above wih

respect to claims 26 and 83,

To the exient that these features are not found i the prior art cted by Examiner, the

present case s held allowable over the art of record,

Anv comments considerad necessary by applicant must be submited no later than the
payvment of the ksue fee and, o avoid processing delays, shoudd preferably accompany the Ksoe
fee. Such submissions chould be clearly labeled “"Comments on Staternent of Reasons for

Allowance”.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH CHAU N NGUYEN whose telephone number is
(571)272-4242. 'The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool To schedule aninterview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at

http://www.uspto.gov/interviewpractice.

Major Data, UAB v. Bright Data Ltd.
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Application/Control Number: 14/025,109 Page 4
Art Unit: 2459

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, JEFFREY NICKERSON can be reached on (571)270-3631. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR)system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http//pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 1f you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-2199 (IN USA OR CANADA) or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459

Major Data, UAB v. Bright Data Ltd.
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 14/025,109 Shribman et al.

H“ H“H“ “H ““m ““ Framinet Art Unit
MINH CHAU N NGUYEN 2459

v | Rejected - | Cancelled N | Non-Elected A Appeal

Allowed + | Restricted | | Interference O | Objected

CLAIMS
[C] Claims renumbered in the same order as presented by applicant 3 cPA (O 1D (7] R.1.47

CLAIM DATE
Final QOriginal | 03/07/2016 | 09/02/2016 | 01/07/2017 | 09/04/2017 | 03/28/2018 | 06/10/2018

1
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]

]

1
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Index of Claims 14/025,109 Shribman et al.
MINH CHAU N NGUYEN 2459
CLAIM DATE
Final Qriginal | 03/07/2016 | 08/02/2016 | 01/07/2017 | 09/04/2017 | 03/28/2018 | 06/10/2018
2 43 v 7 7 7 v =
3 44 v v S v v =
20 45 v v S v v =
4 46 v v J v v =
5 47 v 7 7 7 v =
21 48 v 7 7 7 v =
- 49 v v S v v -
- 50 v v J v v -
- 51 v v < v v -
- 52 v 7 7 7 v -
22 53 v v v v v =
23 54 v v S v v =
24 55 v v J v v =
25 56 v v J v v =
26 57 v 7 7 7 v =
27 58 v v S v v =
- 59 v v S v Q -
28 60 v v J v v =
29 61 v v J v v =
30 62 v 7 7 7 v =
31 63 v v S v v =
32 64 v v S v v =
33 65 v v J v v =
34 66 v 7 7 7 v =

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 20180610
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Application/Control No.

Applicant(s)/Patent Under Reexamination

Search Noles 14/025,109 Shribman et al.
H“m “‘“ “‘ “H H “H“‘ . s
MINH CHAU N NGUYEN 2459
CPC - Searched*
Symbol Date Examiner
HO4L 67/42 9/4/2017 MN
HO4L 41/046 9/4/2017 MN
H 04L 67/1002 9/4/2017 MN
CPC Combination Sets - Searched”
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
709 201-203, 207 3712016 MN

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Page 1 of 2

Search Notes Date Examiner
Search on EAST 31712016 MN
Update search on EAST 1/872017 MN
Update search on EAST 9/4/2017 MN
update search on EAST 03/28/2018 MN
update search on EAST, Google patents 06/10/2018 MN
Interference Search
US Class/CPC .
Symbol US Subkclass/CPC Group Date Examiner
USPAT, Independent claim search
USPG-Pub text 06/10/2018 MN
search
/MINH CHAU NGUYEN/
Primary Examiner, Art Unit 2459

U.S. Palent and Trademark Office I Mg 20180610
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Noles 14/025,109 Shribman et al.

HW“ “‘“ “Hm H “H“‘ - Art Unit
MINH CHAU N NGUYEN 2459

/MINH CHAU NGUYEN(/
Primary Examiner, Art Unit 2459
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14/025,109 Shribman et al.
H ‘“ ““H Examiner Art Unit
MINH CHAU N NGUYEN 2459
CPC
Symbol Type Version
HO4L 42 F
HO4L 046 |
HO4L 22 |
HO4L 1063 |
HO4L 2814 |
HO4L 1 2819 |
HO4L 1002 |
HO4L 4 1023 |
HO4L 108 |
HO4L 02 A
CPC Combination Sets
Symbhaol Type Set Ranking Version
INONE
Total Claims Allowed:
(Assistant Examiner) (Date) 34
/MINH CHAU NGUYEN/ 10 June 2018 . . .
Prlmary Exam|ner, Art Un|t 2459 Q.G. Print Clalm(s) 0Q.G. Print Flgure
(Primary Examiner) (Date) 26 1

.5, Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 14025 100 Shribman et al.

MINH CHAU N NGUYEN 2459

INTERNATIONAL CLASSIFICATION
CLAIMED

HO4L

HO4L

HO4L

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS SUBCLASS

CROSS REFERENCES(S})

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

INONE
Total Claims Allowed:
(Assistant Examiner) (Date) 34
/MINH CHAU NGUYEN/ 10 June 2018 . . —
Prlmary Exam|ner, Art Un|t 2459 Q.G. Print Clalm(s) 0Q.G. Print Flgure
(Primary Examiner) (Date) 26 1
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Issue Classification

Application/Control No.

Applicant(s)/Patent Under Reexamination

14/025,109 Shribman et al.
Examiner Art Unit
MINH CHAU N NGUYEN 2459

[ Claims renumbered in the same order as presented by applicant ] CPA [ T.D. [ R.1.47

CLAIMS
Final ]Original]Final [Original|Final |Original|Final |Original|Final OriginallFinaI Original|Final OriginallFinaI Original
- 1 - 10 - 19 7 28 - 37 4 46 24 55 32 64
- 2 - 11 - 20 8 29 - 38 5 47 25 56 33 65
- 3 - 12 - 21 9 30 16 39 21 48 26 57 34 86
- 4 - 13 - 22 10 31 17 40 - 49 27 58
- 5 - 14 - 23 11 32 18 41 - 50 - 59
- 6 - 15 - 24 12 33 19 42 - 51 28 60
- 7 - 16 - 25 13 34 2 43 - 52 29 61
- 8 - 17 1 26 14 35 3 44 22 53 30 62
- 9 - 18 6 27 15 36 20 45 23 54 31 63
[NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 34
/MINH CHAU NGUYEN/ 10 June 2018 , , N
Prlmary Exam|ner, Art Unit 2459 Q.G. Print Clalm(s) O.G. Print Flgure
(Primary Examiner) (Date) 26 1
U.5. Patent and Trademark Office Part of Paper No.: 20180610
Major Data, UAB v. Bright Data Ltd.
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

EASTSearchHistory.14025109_Accessible Version.htm[6/10/2018 11:51:35 PM]

Ref jjHits Search Query DBs Default iPlurals {|Time
# Operator Stamp
L1 8002 ((web near servers) with (transfer$4 iUS-PGPUB; OR OFF 2018/06/10
provid$4 transmit$4 send$4 USPAT,; 23:15
forward$4) with (content$1 file$1 USQOCR; FPRS;
document$1)) EPO; JPO;
DERWENT;
IBM_TDB
L2 {495 1 and ((peer$1 client$1) with US-PGPUB; OR QOFF 2018/06/10
(send$4 transmit$4 forward$4) with HUSPAT, 23:29
(address$2 id$1 identifier$1 USOCR: FPRS;
identification$1) with server$t} EPC; JPO;
DERWENT;
IBM_TDB
L3 iI39 2 and (server$1 with (select$4 list$4 {US-PGPUB; OR QOFF 2018/06/10
retriev$4 inquir$4 quer$d) with USPAT,; 23:29
peer$i) USOCR; FPRS;
EPC; JPO;
DERWENT;
IBM_TDB
L4 398 2 and (server$1 with (select$4 list$4 {US-PGPUB; OR QOFF 2018/06/10
retriev$4 inquir$4 quer$d) with USPAT,; 23:30
(client$1 peer$l)) USOCR; FPRS;
EPC; JPO;
DERWENT;
IBM_TDB
L5 {352 4 and (server with (receiv$4 stor§4 US-PGPUB; OR QFF 2018/06/10
maintain$4) with (id$1 identifier$1 USPAT; 23:30
identification$1 address$2 port$1)) HHUSOCR; FPRS;
EPC; JPO;
DERWENT;
IBM_TDB
Le 352 5 and (server with (send$4 US-PGPUB; OR QFF 2018/06/10
transmit$4 forward$4) with (id$1 USPAT; 23:30
identifier$1 identification$1 USOCR; FPRS;
address$2 port$1)} EPC; JPO;
DERWENT;
IBM_TDB
L7 352 6 and (server with (return$4 send$4 §US-PGPUB; OR QFF 2018/06/10
transmit$4 forward$4) with (id$1 USPAT; 23:31
identifier$1 identification$1 USOCR; FPRS;
address$2 port$1)} EPC; JPO;
DERWENT;
IBM_TDB
L8 3322 7 and (request$4 same (url$t1 (web {US-PGPUB; OR QFF 2018/06/10
near server$i}))) USPAT; 23:32
USOCR; FPRS;
EPC; JPO;
DERWENT;
IBM_TDB
L9 {144 8 and @ad<"20091008" US-PGPUB; OR OFF 2018/06/10
USPAT; 23:32
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EAST Search History

EASTSearchHistory.14025109_Accessible Version.htm[6/10/2018 11:51:35 PM]

USOCR; FPRS;
EPO: JPO;
DERWENT;
IBM_TDB
L10 {36 9 and (server$1 with (select$4 list$4 {US-PGPUB; OR OFF 2018/06/10
retriev$4 inquir$4 quer$4) with USPAT; 23:33
(client$1 peer$1) with (geographic$4 jUSOCR; FPRS;
location$1)} EPO; JPO;
DERWENT;
IBM_TDB
L11 §0 10 and ({(second other another US-PGPUB; OR OFF 2018/06/10
differen$4) near web near server) USPAT; 23:35
with (return$4 send$4 transmit$4 USOCR; FPRS;
forward$4) with {content$1 EPO; JPO;
document$1 page$l)) DERWENT;
IBM_TDB
L12 i3 10 and ({(second other another US-PGPUB; OR OFF 2018/06/10
differen$4) near1 server) with USPAT; 23:36
(return$4 send$4 transmit$4 USOCR,; FPRS;
forward$4) with (content$1 EPO; JPO;
document$1 page$1)) DERWENT;
IBM_TDB
L13 §3 12 and (server with (send$4 US-PGPUE; OR QOFF 2018/06/10
transmit$4 forward$4) with (id$1 USPAT; 23:37
identifier$1 identification$1 USOCR; FPRS;
address$2 port$1) with ((differen$4 HEPO; JPO;
another other destinat$4 receiv$4 DERWENT;
second) near (peer$i client$1)}) IBM_TDB e
L14 {129091 {{(H04LE7/42 HO4L41/046 HO4L67/1085US-PGPUB; OR QFF 2018/06/10
H04L67/22 HO4Le7/02).CPC. USPAT; 23:42
USOCR; FPRS;
EPC:; JPO:;
DERWENT;
IBM_TDB
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USOCR; FPRS;
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((peer$1 client$1) near (address$2  {USOCR; FPRS;
id$1 identifier$1 identification$1)) EPO; JPO;
with server$1) DERWENT;
IBM_TDB
L17 {16 16 and (server$1 with (select$4 US- PGPUB; OR QOFF 2018/06/10
list$4 retriev$4 inquir$4 quer$d) with USPAT; 23:43
(client$1 peer$i)) USOCR; FPRS;
EPC; JPO;
DERWENT;
IBM_TDB
L18 0 17 and (server with (send$4 US-PGPUB; OR QOFF 2018/06/10
transmit$4 forward$4) with (id$1 USPAT; 23:43
identifier$1 identification$1 USOCR; FPRS;
address$2 port$1} with ((differen$4 {EPO; JPO;
another other destinat$4 receiv$4 DERWENT;
second) near (peer$i client$1)})) IBM_TDB R
L19 §j11 17 and (request$4 same (url$1 same {jUS-PGPUB; OR QOFF 2018/06/10
(web near server$1))) USPAT; 23:44
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forward$4) with (content$1 EPO; JPO;
document$1 page$1)) DERWENT;
IBM_TDB
L21 §3 19 and (server$1 with (select$4 US-PGPUB; OR OFF 2018/06/10
list$4 retrievd4 inquir$4 quer$4) with HUSPAT; 23:45
(client$1 peer$1) with (geographic$4 {USOCR; FPRS;
location$1)} EPO; JPO;
DERWENT;
IBM_TDB
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IBM_TDB
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L23 {0 {{(peer$1 client$1) with (send$4 transmit$4 us OR OFF 2018/06/10
forward$4) with ({peer$1 client$1) near PGPUB; 23:47

(address$2 id$1 identifier$1 identification$1}) JUSPAT
with server$1} and (server$1 with (select$4
list$4 retrievd4 inquir$4 quer$4) with (client$1
peer$1)) and (server with (send$4 transmit$4
forward$4) with (id$1 identifier$1
identification$1 address$2 port$1) with
((differen$4 another other destinat$4 receiv$4
second) near (peer$1 client$1))) and ({{second
other another differen$4) near web near
server) with (return$4 send$4 transmit$4
forward$4) with (content$1 document$1
page$1))).cim.

L24 {5 (((peer$1 client$1) with (send$4 transmit$4 us OR OFF 2018/06/10
forward$4) with ((peer$1 client$1} near PGPUB; 23:48
(address$2 id$1 identifier$1 identification$1)) {JUSPAT
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forward$4) with (id$1 identifier$1
identification$1 address$2 port$1) with
((differen$4 another other destinat$4 receiv$4
second request$4) neari (peer$1 client$1)))
and ((web near server) with (return$4 send$4
transmit$4 forward$4) with (content$d
document$1 page$1})).cim.

L25 {3 24 and @ad<"20091008" us OR OFF 2018/06/10
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USPAT
L26 0 25 and (server$1 with (select$4 list$4 retriev§4 {jUS OR OFF 2018/06/10
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{geagraphic$4 location$1}) USPAT
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
ATTY.'S DOCKET: HOLA-005-USZ2
In re Application of: Confirmation No. 6124
Derry Shribman et al. Art Unit: 2459

Filed: ©September 12, 2013

)

)

)

)

Appln. No.: 14/025,109 ) Examiner: Nguyen, Minh Chau

)

) Washington, D.C.

)

For: S3YSTEM PROVIDING FASTER
AND MORE EFFICIENT
DATA COMMUNICATION ) April 2, 2018

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.3. Patent and Trademark Office
Randolph Building, Mail Stop Amendments
401 Dulany Street

Alexandria, VA 22314

Sir:

In response to the Office Action of March 29, 2018
(“Action”™) :

Amendments to the Claims appear in the Listing of
Claims that begins on page 2 of this paper.

Remarks/Arguments begln on page 10 of this paper.
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Amendments to the claims

This listing of claims will replace all prior versions,

and listings, of c¢laims in the application,.

Listing of claims:

1-25. (Cancelled)

26. (Currently amended) A method for use with a group of
clients for data communication between a web server storing a
content and a requesting c¢lient via one or more clients
selected from the group, for use with a first server, and where
the web server, TChe requesting client, the first server, and
the clients in the group are communicatively coupled via the
Internet and each is identified in the Internet using a

distinct identifier, and further for data communication between

a second web server storing a second content and having an

identifier in the Internet and a cne cof the clients wia the

requesting client, the method comprising the steps cof:

{a) each of the clients in the grocup sending its identifier to

the first server;

{(b) the first server receiving and storing the identifiers of

the clients in the group:

{c) the requesting client sending its identifier and the web

server identifier to the first server;

{d) the first server selecting one of the clients from the
group based on assocliating the l1dentifiers of the clients with

the web server identifier:;
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{e) the first server sending the identifier of the selected

client to the requesting client:

{£) the selected client receiving the content from the web

server; =R

{g) the requesting client receiving the content from the

selected client=;

{h) the requesting client sending its identifier to the first

server;

{1) the first server storing the requesting client identifier;

i7) one of the clients sending the second web server identifier

tc the first server;

ik) the first server sending the identifier ¢f the requesting

client tc the one of the clients:

il) the regquesting client receiving the second content from the

second web server; and

(m) the one of the clients receiving the second content from

the requesting client.

27. {(Previously presented) The method according to claim 26,

wherein the steps are sequentially executed.

28, (Previously presented) The method according to claim 2o,
wherein the web server is Hypertext Transfer Protoccl (HTTP)

server and responds to HTTP requests from the selected client.

29, (Previously presented) The method according to claim 26,
wherein the first server is HTTP server and responds to HTTP

requests from the reguesting client or the.
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30. (Previously presented) The method according to claim 26,
wherein the wek server is Transmission Contrcl Protocol /
Internet Protocel (TCP/IP) server and communicates based on, or

according to, using TCE/IFP protocecl or connection.

31. (Previously presented) The method according to claim 26,
wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/IP protocol or connection.

32. {Previously presented) The method according to claim 26,

wherein the content includes web-page, audio, or video content.

33. {Previously presented) The method according to claim 26,
wherein the first server selecting one of the clients is based

on the web server IP address or URL.

34. (Previously presented) The method according to claim 26,
wherein the first server selecting one of the clients is based

on the selected client IP address.

35. {Previously presented) The method according to claim 26,
wherein the selected client further storing the content

received from the web server.

36. {(Previously presented) The method according to claim 26,
wherein the requesting client sending i1its identifier and the
web server identifier to the first server as part of browser or

emall application execution.
37-38. (Cancelled)

39. (Previously presented) The method according to claim 26,
wherein the communication with the web server or the requesting
first server i1s based on, or according to, one out cf UDP, DNS,

TCP, FTP, POP#, SMTP, or SQIL standards.
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40. (Previously presented) The method according to claim 26,
wherein the communication with the requesting client or the
selected client is based on, or according to, one out of UDP,

DNS, TCP, FTP, POP#, SMTP, or SQL standards.

41. (Previously presented) The method according to claim 26,
wherein the web server identifier, the first server identifier,
or the content identification is using a Uniform Resource

Locator (URL) .

42, (Previously presented) The method according to claim 26,
wherein the web server identifier, the first server identifier,
the requesting client identifier, or any of the client’s

identifier is using Internet Protocol (IP) address.

43. ({Previously presented) The method according to claim 26,
wherein in step (d) the first server selecting two or more of
the clients based on associating the identifiers of the clients
with the webk server identifier; and in step (e) the first
server sending the identifiers of the selected two or more

clients to the requesting client.

44, (Previously presented) The method according to claim 43,
further comprising the step of the requesting client selecting

one of Tthe clients as the selected client.

45. (Previously presented) The method according to claim 26,
further comprising the steps of the requesting client sending a
communication port number to the selected client, followed by
communication between the requesting client and the selected

client using the communication port number.

46. (Previously presented) The method according to claim 26,
further comprising the step of the requesting client sending

the web server identifier to the selected client.
_5_
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47. (Previously presented) The method according to
further comprising the step of the selected client

communicating with the webk server,

48, (Previously presented) The method according to
wherein step (d) the first server selecting cne of

based on the gecgraphical location of the clients.

claim 46,

claim 26,

the clients
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49-52., (Cancelled)

53. {Currently amended) A method for data communication between
a requesting client and a web server storing a content via a
second c¢lient, for use with a first server and a second client,
and where the web server, the requesting client, the first
server, and the second client are communicatively ccupled via
the Internet and each is identified in the Internet using a

distinct identifier, and further for data communication with a

second web server storing a second content and having an

identifier in the Internet and the second clients wvia the

requesting client, the method comprising the steps of:

{a) sending its identifier and the web server identifier to the

first server:;

{b) receiving from the first server the identifier of the

second client;
{c) sending the web server identifier to the second client; asd

{d) receiving the content associated with the web server from

the second cllient=;

{e) receiving the second content from the second web server;

{f} sending the second content to the second client.

54. ({(Previously presented) The method according to claim 53,

wherein the steps are sequentially executed.

55. ({(Previously presented) The method according to claim 53,
wherein the first server is HTTP server and responds to HTTP

reguests.
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56. (Previously presented) The method according to claim 53,
wherein the first server is a TCP / IP server and communicates

basged on, or according to, using TCP/IP proteccol or connection.

57. {(Previously presented) The method according to claim 53,

wherein the content includes web-page, audio, or video content.

58. ({(Previously presented) The method according to claim 53,
wherein the steps are part of browser or email application

execution.

59. (Cancelled)

60, (Previously presented) The method according to claim 53,
wherein the communication with the web server or the first
server 1is based on, or acccrding to, cone cut of UDP, DNS, TCP,

FTP, POP#, SMTP, or SQL standards.

6l. (Previously presented) The method according to claim 53,
wherein the communication with the second client is based on,
or according to, one out of UDP, DNS, TCP, FTP, POF#, SMTP, or
SQL standards.

2. (Previously presented) The method according to claim 53,
wherein the web server identifier, the first server identifier,
or the content identification is using a Uniform Resource

Locator (URL) .

63. (Previously presented) The method according to claim 53,
wherein the web server identifier, the first server identifier,
the requesting client identifier, <or the second client

identifier is using Internet Protocol (IP) address.

64. (Previously presented) The method according to claim 53,

wherein step (k) comprising the receiving frcem the first server
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the identifiers of two or more second clients, and further
comprising the step of selecting one cut of second clients
based on asscociating the identifiers of the second clients with

the web server identifier.

65. (Previously presented) The method according to claim 53,
further comprising the steps of sending a communication port
number to the second client, followed by communicaticon with the

second client using the communication port number.

66. (Previously presented) The method according to claim 53,
further comprising the step of sending the web server

identifier to the second client.
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REMARKS / ARGUMENTS
The examiner’s action dated March 29, 2018 (MAction”)

has been received and its contents carefully noted.

The allowance of claims 38 and 59 is thankfully noted.

Former claims 37-38 are cancelled and their
limitaticns incerporated into claim 26.

Former c¢laim 58 1s c¢ancelled and 1ts limitations
incorporated into claim 53.

Former claims 49-52 are cancelled.

An allowance 1s respectfully reguested.
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The absence of a reply to a specific rejection,
issue, or comment, does ncoct signify agreement with that
rejection, issue, or comment. In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing 1in this reply should be understood as
conceding any issue with regard to any c¢laim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability fo the claim bkefore its amendment.

In view of the foregoing, it is requested that all of
the rejections be reconsidered and withdrawn and that the
claims be considered allowable.

If the above arguments should not now place the
application in tThe conditicen for allowance, the examiner 1s
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-54-4444577
Fax; +972-9-7442619
yvehuda@maypatents.com
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Notice of Pre-AIA or AIA Status
The present application is being examined under the pre-AlA first to invent provisions.
Remarks
Applicant’s amendment dated December 10, 2017 responding to the September 19, 2017
Office Action provided in the rejection of claims 26-66. Claims 26-66 remain pending in the
application and which have been fully considered by the examiner.
Applicant’s arguments filed December 10, 2017 have fully considered; however the

arguments are moot in view of the new ground(s) of rejection. See rejections below for details.

Claim Rejections - 35 USC § 103
The following is a quotation of pre-AIA 35 U.S.C. 103(a) which forms the basis for all

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102 of this title, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

Claims 26-37, 39-38, 60-66 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Yu et al. (US 2006/0212584) hereinafter “Yu”, and in view of Chalouhi et al.

(US 2009/0319502) hereinafter “Chalouhi”.

Claim 26

Yu teaches a method for use with a group of clients [i.e. peer nodes 403, 406, 410 etc.]
for data communication between a web server [i.e. web server 405 or content source 332] storing

a content and a requesting client [i.e. peer node 403] via one or more clients selected from the
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group, for use with a first server [i.e. indexing server 404 or control server 331], and where the
web server, the requesting client, the first server, and the clients in the group are
communicatively coupled via the Internet and each 1s identified in the internet using a distinct

identifier (Yu, figures 2-4), the method comprising the steps of:

(b) the first server receiving and storing the identifiers of the clients in the group [i.e. the
control server 331 or the indexing server 404 maintains connectivity information/identifications,
such as network addresses and port numbers of respective peer clients that are connected within

the network 260 (e.g. Internet)] (Yu, figures 3-4; 0017, 0022, 0024, 0028);

(c) the requesting client sending the web server identifier to the first server [i.e. peer node
403 sends a request/query which comprises a URL in an address filed of web browser to the
indexing server 404; and the URL of the requested content specifies an address hosted by web

server 405] (Yu, 0026, 0033-0034);

(d) the first server selecting one of the clients from the group based on associating the
identifiers of the clients with the web server identifier [i.e. the indexing server 404 generating
(e.g. includes a selection step) a peer list that currently maintain (associated) the requested
content specified by the URL identifier in the query submitted by peer node 403] (Yu, 0022,

0026, 0030, 0033);

(e) the first server sending the identifier of the selected client to the requesting client [i.c.
the peer list is returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030,

0037;

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
78 of 789



Application/Control Number: 14/025,109 Page 4
Art Unit: 2459

(f) the selected client receiving the content from the web server [i.e. if no peer is available
in the returned query response, the peer node 403 connects to the source server or web server to

receive the content] (Yu, 0026, 0029, 0033-0034, 0037); and

(g) the requesting client receiving the content from the selected client [1.e. if the peer list
does identify peer nodes that have the requested content, then the peer node 43 connects to the
peer node identified in the peer list and retrieve/receive the requested content thereform] (Yu,

0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) each of the devices sending its identifier to the first server; and {c)

the requesting client sending its identifier to the first server.

However, in an analogous art, Chalouhi teaches (a) each of the devices sending its
identifier to the first server [i.e. each P2P client 104 of client machines 102, 111, etc. sends its IP
address and port information to tracker server 114 which will adds the information to peer list
118] and (c) the requesting client sending its identifier to the first server [i.e. the P2P client 104
of the client machine also sends its IP address and port information to tracker server 114]

(Chalouhi, 0023, 0030).

Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to incorporate the features of (a) each of the devices sending its identifier
to the first server; and {c) the requesting client sending its identifier to the first server, as
disclosed by Chalouhi, into the teachings of Yu. One would be motivated to support content/file

transfers within a group of clients/peers over a network/Internet.
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Claim 27

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

steps are sequentially executed (Yu, figures 7-8, 0047).

Claim 28

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
web server is Hypertext Transfer Protocol (HTTP) server and responds to HTTP requests from

the selected client {Yu, figure 7, 0026, 0029, 0030-0035, (037, 0045).

Claim 29

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
first server is HTTP server and responds to HTTP requests from the requesting client (Yu, figure

7, 0026, 0030, 0037, 0045).

Claim 30

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

web server 15 Transmission Control Protocol / Internet Protocol (TCP/IP) server and
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communicates based on, or according to, using TCP/IP protocol or connection ( Yu, figures 3-4,

0024, 0026).

Claim 31

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
first server is a TCI/ IP server and communicates based on, or according to, using TCP/IP

protocol or connection (Yu, figures 3-4, (024, 0026).

Claim 32

Yu in combination with Chalouhi teach the method according to claim 26 wherein the

content includes web-page, audio, or video content (Yu, 0017, 0021, 0026).

Claim 33

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
first server selecting one of the clients 1s based on the web server IP address or URL (Yu, 0022,

0026, 0030, 0033).

Claim 34
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Yu in combination with Chalouhi teach the method according to claim 26 wherein the
first server sclecting one of the clients is based on the selected client IP address (Yu, 0022, 0026,

0030, 0033).

Claim 35

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
selected client further storing the content received from the web server (Yu, 0026, 0029-0030,

0033-0035).

Claim 36

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
requesting client sending the web server identifier to the first server as part of browser [i.c.
browser 401] or email application execution (Yu, 0026, 0033-0034); and the requesting client

sending its identifier (Chalouhi, 0023, 0030).

Claim 37

Yu in combination with Chalouhi teach the method according to claim 26 further
comprising the step of the first server storing the requesting client identifier (Yu, 0017, 0022,

0024, 0028); and the requesting client sending its identifier (Chalouhi, 0023, 0030).
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Claim 39

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
communication with the web server or the requesting first server is based on, or according to,

one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Yu, 0024, 0045).

Claim 40

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
communication with the requesting client or the selected client is based on, or according to, one

out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Yu, 0024, 0033-0037, 0045).

Claim 41

Yu in combination with Chalouhi teach the method according to claim 26 wherein the
web server identifier, the first server identifier, or the content identification is using a Uniform

Resource Locator (URL) (Yu, 0026, 0028).

Claim 42
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Yu in combination with Chalouhi teach the method according to claim 2.6 wherein the
web server identifier, the first server identifier, the requesting client identifier, or any of the

client’s identifier is using Internet Protocol (IP) address (Yu, 0026, 0037, 0045).

Claim 43

Yu in combination with Chalouhi teach the method according to claim 26 wherein in
step (d) the first server selecting two or more of the clients based on associating the identifiers of
the clients with the web server identifier [1.e. the indexing server 404 generating (e.g. includes a
selection step) a peer list that currently maintain (associated) the requested content specified by
the URL identifier in the query submitted by peer node 403] (Yu, 0022, 0026, 0030, 0033); and
in step {(e) the first server sending the identifiers of the selected two or more client to the

requesting [i.e. the peer list is returned/sent to the peer node 403 from indexing server 404] (Yu,

0026, 0030, 0037).

Claim 44

Yu in combination with Chalouhi teach the method according to claim 43 further

comprising the step of the requesting client selecting one of the clients as the selected device

(Yu, 0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).
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Claim 45

Yu in combination with Chalouhi teach the method according to claim 26 farther
comprising the steps of the requesting client sending a communication port number to the
selected device, followed by communication between the requesting client and the selected client

using the communication port number (Yu, 0026, 0030, 0035).

Claim 46

Yu in combination with Chalouhi teach the method according to claim 26 further
comprising the step of the requesting client sending the web server identifier to the selected

client (Yu, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Claim 47

Yu in combination with Chalouhi teach the method according to claim 46 further
comprising the step of the selected client communicating with the web server (Yu, figures 3-4;

0022, 0026, 0033-0037).

Claim 48
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Yu in combination with Chalouhi teach the method according to claim 26 wherein step
(d) the first server selecting one of the clients based on the geographical location of the clients

(Chalouhi, 0028, 0043-0045).

Claim 49

Yu teaches a method for use with a group of clients [i.e. peer nodes 403, 406, 410 etc.]
for data communication between a web server [i.e. web server 405 or content source 332] storing
a content and a requesting client [i.e. peer node 403] via one or more clients selected from the
group, for use with a first server [i.e. indexing server 404 or control server 331], and where the
web server, the requesting client, the first server, and the clients in the group are
communicatively coupled via the Internet and each 1s identified in the Internet using a distinct

identifier (Yu, figures 2 & 4), the method comprising the steps of:

(b) the first server receiving and storing the identifiers of the clients in the group [i.e. the
control server 331 or the indexing server 404 maintains connectivity information/identifications,
such as network addresses and port numbers of respective peer clients that are connected within

the network 260 (e.g. Internet)] (Yu, figures 3-4; 0017, 0022, 0024, 0028);

(c) the requesting client sending the web server identifier to the first server [i.e. peer node
403 sends a request/query which comprises a URL in an address filed of web browser to the
indexing server 404; and the URL of the requested content specifies an address hosted by web

server 405] (Yu, 0026, 0033-0034);
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(d) selecting one of the clients from the group [i.e. the indexing server 404 generating
(e.g. includes a selection step) a peer list that currently maintain (associated) the requested
content specified by the URL 1dentifier in the query submitted by peer node 403] (Yu, 0022,

0026, 0030, 0033);

(e) the first server sending the identifier of the selected client to the requesting client [i.e.
the peer list is returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030,

0037);

(f) the selected client receiving the content from the web server [i.e. if no peer is available
in the returned query response, the peer node 403 connects to the source server or web server to

receive the content] (Yu, 0026, 0029, 0033-0034, 0037); and

(g) the requesting client receiving the content from the selected client [1.e. if the peer list
does identify peer nodes that have the requested content, then the peer node 403 connects to the
peer node identified in the peer list and retrieve/receive the requested content thereform] (Yu,

0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) each of the clients in the group sending its identifier to the
first server; {c) the requesting client sending its identifier to the first server (d) the one of

the clients from the group is selected based on the geographical location of the clients.

However, in an analogous art, Chalouhi teaches (a) each of the clients in the
group sending its identifier to the first server [i.e. each P2P client 104 of client machines
102, 111, ete. sends its IP address and port information to tracker server 114 which will

adds the information to peer list 118] and (c) the requesting client sending its identifier to

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
87 of 789



Application/Control Number: 14/025,109 Page 13
Art Unit: 2459

the first server [i.e. the P2P client 104 of the client machine also sends its TP address and
port information to tracker server 114] (Chalouhi, 0023, 0030); and (d) the one of the
clients from the group 1s selected based on the geographical location of the clients
(Chalouhi, 0028, 0043-0045).

Therefore, it would have been obvious to one having ordinary skill in the art at the
time the invention was made to incorporate the features of (a) each of the clients in the
group sending its identifier to the first server; (¢) the requesting client sending its
identifier to the first server (d) the one of the clients from the group is selected based on
the geographical location of the clients, as disclosed by Chalouht, into the teachings of
Yu. One would be motivated to support content/file transfers within a group of

clients/peers over a network/Internet.

Claim 50

Yu in combination with Chalouhi teach the method according to claim 49 wherein in

step (d) the first server is selecting one of the clients (Yu, 0022, 0026, 0030, 0033).

Claim 51

Yu in combination with Chalouhi teach the method according to claim 49 wherein in
step (d) the requesting client 1s selecting one of the clients (Yu, 0026, 0029-0031, 0033, 0035,

0037).
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Claim 53

Yu teaches a method for data communication between a requesting client [1.e. peer node
403] and a web server [i.e. web server 405 or content source 332] storing a contempt via a
second client [i.e. peer nodes 406, 410 etc. |, for use with a first server and a second client, and
where the web server, the requesting client, the first server, and the second client are
communicatively coupled via the Internet mid each is identified in the Internet using a distinct

identifier {Yu, figures 2 & 4), the method comprising the steps of:

(a) sending the web server identifier to the first server [i.e. peer node 403 sends a
request/query which comprises a URL in an address filed of web browser to the indexing server
404; and the URL of the requested content specifies an address hosted by web server 405] (Yu,

0026, 0033-0034);

(b) recetving from the first server the identifier of the second client [1.e. the peer list is

returned/sent to the peer node 403 from indexing server 404] (Yu, 0026, 0030, 0037);

(c) sending the web server identifier to the second client [i.e. if the peer list does identify
peer nodes that have the requested content, then the peer node 403 connects to the peer node
identified in the peer list and retrieve/query the requested content] (Yu, 0022, 0026, 0029, 0030-

0031, 0033, 0035, 0037);

(d) receilving the content associated with the web server from the second client [i.e. 1f the

peer list does identify peer nodes that have the requested content, then the peer node 403
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connects to the peer node identified in the peer list and retrieve/receive the requested content

thereform] (Yu, 0022, 0026, 0029, 0030-0031, 0033, 0035, 0037).

Yu fails to teach (a) sending its identifier to the first server.

However, in an analogous art, Chalouhi teaches (a) sending its identifier to the first
server [i.e. each P2P client 104 of client machines 102, 111, etc. sends its IP address and port
information to tracker server 114 which will adds the information to peer list 118] (Chalouhi,

0023, 0030).

Therefore, it would have been obvious to one having ordinary skill in the art at the time
the invention was made to incorporate the features of (a) sending its identifier to the first server,
as disclosed by Chalouhi, into the teachings of Yu. One would be motivated to support

content/file transfers within a group of clients/peers over a network/Internet.

Claim 52 does not teach or define any new limitation other than above claim 38. Therefore,

claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any new limitation other than above claims 27, 29,

31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar reasons.
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Allowable Subject Matter
Claims 38 and 59 are objected to as being dependent upon a rejected base claim, but
would be allowable if rewritten in independent form including all of the limitations of the base

claim and any intervening claims.

Correspondence Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH CHAU N NGUYEN whose telephone number is
(571)272-4242. The examiner can normally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http:/fwww.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, JEFFREY NICKERSON can be reached on (571)270-3631. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PATR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
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like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-2199 {IN USA OR CANADA) or 571-272-1000.

/MINH CHAU NGUYEN/
Primary Examiner, Art Unit 2459

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
92 of 789



EAST Search History

EAST Search History

EAST Search History (Prior Art)

RefiHits iSearch Query DBs Default iPlurals {|Time
# Operator Stamp
L1 #5113 {i(peer$ nearl peer$l) with US-PGPUB; OR QOFF 2018/03/28
({transfer$4 provid$4) near3 USPAT; USOCR; 16:18
{content$1 file$1 document$1)) FPRS; EPO; JPO;
DERWENT;
IBM_TDB
L2 464 i1 and (web near servers) US-PGPUB; OR OFF 2018/03/28
USPAT; USOCR,; 16:24
FPRS; EPO; JPO;
{DERWENT;
i{|IBM_TDB
L3 {214 2 and @ad< "20091008" US-PGPUB; OR OFF 2018/03/28
USPAT; USOCR; 16:25
FPRS; EPQO; JPO;
DERWENT;
IBM_TDB
L4 {16 3 and ({peer$1 client$1) with US-PGPUB; OR QOFF 2018/03/28
(send$4 transmit$4 forward$4) with JUSPAT; USOCR,; 16:26
(address$2 id$1 identifier$1 FPRS; EPO; JPO;
identification$1) with server$i) DERWENT;
IBM TDB
LS 1 3 and ({peer$1 client$1) with US-PGPUB; OR OFF 2018/03/28
(send$4 transmit$4 forward$4) with JUSPAT; USOCR; 16:26
(address$2 id$1 identifier$1 FPRS; EPO; JPO;
identification$1) with url$1 with DERWENT;
server$l) IBM_TDB
L6 {15 4 and (location$1 geographic$s) US-PGPUB; OR QOFF 2018/03/28
USPAT; USOCR; 16:53
FPRS; EFO; JPO;
DERWENT;
IBM_TDB

EAST Search History (I nterference}

< This search history is empty=

3/28/2018 4:53:47 PM

EASTSearchHistory.14025109_Accessible Version.htm[3/28/2018 4:54:03 PM]

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009

93 of 789



IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
Derry Shribman et al.

Zppln. No.: 14/025,109

Filed: ©September 12, 2013
For: SYS5TEM PROVIDING FASTER
AND MORE EFFICIENT

DATA COMMUNICATION

ATTY.'S DOCKET: HOLA-005-USZ2

et et Nt et et e et et

Confirmation No. 6194

Art Unit: 2459
Examiner: Nguyen, Minh Chau

Washington, D.C.

December 10, 2017

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents
U.S. Patent and Trademark Office

Randolph Building, Mail Stop Amendments

401 Dulany Street

In response to the Office Action of September

Alexandria, VA 22314
Sir:
19, 2017 (“Action™):

Remarks/Arguments begin on page 2 of this paper.
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Appln. Nco. 14/025,109
Reply to COffice action of September 192, 2017

REMARKS / ARGUMENTS
The examiner’s action dated September 19, 2017

{(“Action”) has been received and its contents carefully noted.

Office Action, pages 2-16

Claims 26-66 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Garcia-Luna-Aceves et al. (Us
2002/0007413 — “Garcia™) in wview of Yu et al. (US 2006/0212584

\\Yull) .

Combining Garcia with Yu

a. The Action fails to explain WHY the Garcia and Yu are
ccmbinable. If the Examiner contends that they are analogous

art being in the same field, a clear definition stating that

field is requested, as required in the rules.

. The raticnale for combining the Garcia and Yu references is
“.. to support content delivery system”. Since both Garcia and
Yu describe a ‘content delivery system’, the rationale provides
nc¢ linking to tThe present application, as required in MPEP 2143
that clearly states that “Any rationale emploved must provide a
link between the factual findings and the legal conclusion of
obviousness.” (Emphasis added). Further, this raticnale amounts
toc nothing more than a conclusory statement, while the 0Office
cannot rely socolely on common knowledge or commeon sense to
support its findings. Further, it is settled that the Office
should provide a “satisfactory explanation” for the motivation
finding that includes an express and “rational” connection with
the evidence presented. Further, the same rationale was used in
fecrmer Action to combine Garcia with the Harrow reference,
hence further suggesting no linkage ©to the actually cited

references.
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Appln. Nco. 14/025,109
Reply to COffice action of September 192, 2017

C. urther, since ‘supporting content delivery’ is long
desired, the rationale, in fact, confirms that the modification
based on the combination amounts to a solution to a long-felt
solution that serves as a secondary consideration further

supporting non—-cbhvicusness.

d. Furthermore, BOTH Garcia and Yu clearly teach schemes for
the stated motivation of ‘.. to support content delivery
system.’ . Since the inventions in Garcia and Yu are each selfl-
contained and independently operate effectively to reach at the
rationale motivation:

Because each device 1independently operates
effectively, a person having ordinary skill in
the art, who was merely sceking to create a
better device to drain fluids from a wound,
would have no reason to combine the features
of both devices into a singie device.
Kinetic Concepts v. Smith and Nephew, 688 F.3d 1342, at 1369

(CAFC, 2012).

e. Teaching away: The Garcia reference is silent, and

affectively teaches away, from using clients as content source
for other clients.

1. There 1is clear distinction in the art and as taught by the
Garcla reference between clients and servers. Cllent devices,
such as client 105 in the Garcia reference, are end-units that
regquest information from servers, use client-related software
such as Web Dbrowser software, communicate over the Internet
using ISP connection, and are typically consumer owned and
operated (see Figures 1 and 2 in Garcia, as well as paragraphs
0010 and 0085). As shown in Figure 2, a client device typically

connects to tThe Internet via an ISP using a single connection.
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Appln. Nco. 14/025,109
Reply to COffice action of September 192, 2017

2. In contrast, server devices are known 1in the art to be
dedicated devices to store information objects, to be provided
te c¢lients upon reguest (See paragraph 0012 in Garcia, for
exanple) .

3. The Garcia invention is directed to introducing a new type
of information-object / c¢lient mapping device referred to as
“Web router”. The Web router is a backbone device (see Figure
2), and as taught in paragraph 0082, the ‘Web  router’
communicates with ‘its neighbor Web routers’ wvia point-to-point
links (paragraph 0081), and may be co-located with another
server, such as ‘.. a Web-server, a web cache, & hosting server,
a DNS server or an original content server’ (paragraph 0082).

While retaining the c¢lient-server Dbasic architecture (See

paragraph 0153), the Garcia reference teaches a mapping method
for affectively addressing caches, in order to allow low
latency in the Internet.

4, The Garcia disclosure is silent, and affectively teaches
away, from caching or retrieving information objects Zfrom
clients, such as by using peer-to-peer scheme. The Garcia
reference only teaches caching in servers or backbone-—-embedded
Web rcuters. The Garcia disclosure is silent, and affectively
teaches away, from implementing ‘web router’ functiocnality in
clients. Further, caching information in c¢lients clearly
changes the way of operation of the Garcia network, and since
clients are inherently sources limited, such as 1in bandwidth
and storage capability, the latency of fetching information
object 1s expected to be increased, rather than being reduced
as intended by the Garcia invention.

5. The Garcia disclesure describes four distinct and non-
interoperable selection mechanisms, detailed in paragraph 0104

as follows:
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Appln. Nco. 14/025,109
Reply to COffice action of September 192, 2017

[0104] In a further embodiment, one of the
following four mechanisms, or, a comhination
of some of the following four mechanisms, 1is
or may be used to communicate the best Web
cache or content server, or the set of Web
caches (more generally the information object
repository(ies) ), which should serve a
client's reguest:

[0105] (1) direct cache selectionys

[0106] (2) redirect cache selection;

[0187] (3) remote DNS cache selection; and
[0108] (4) client DNS cache selecticon.

However, The Action improperly ‘*pick and choose’ from
the different mechanisms. For example, the rejection 1is based
on paragraph 0113 that 1is part of the Y (1) direct cache
selection” mechanism, and paragraphs 0119-0121 that are part of

the “(2) redirect cache selection” mechanism.

Regarding claim 26.

Claim 26 recites that “({d) the first server selecting
one of the clients from the group kased on associating the
identifiers of the clients with the web server identifier; (e)
the first server sending the identifier of the selected client
to the reguesting client; ..7. The claim explicitly discloses
that 1t 1is the first server (assumed to be equated to the
Contrel Server 331 in Yu) that makes the selecting, and sends
the information about the selection to the requested client
device. In contrast, as described in the cited paragraph 0022
and steps 512 & 514 in Figure 5, the Yu reference teaches that
the selection is made by the client device, after receiving the

whole list from the server.

Regarding claim 27.
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Appln. Nco. 14/025,109
Reply to COffice action of September 192, 2017

Claim 26 recites that ™ (e) the first server sending the
identifier of the selected client to the requesting client; (f)
the seclected client receiving the content from the web server;
. According to claim 27, the selected client fetch the
information from the web server AFTER being selected. In
contrast, tThe Yu reference 1is based on selecting a c¢lient

device ONLY based on this client storing in its cache memory

the requested information.

Regarding claims 28-29 and 55.

The cited paragraph 0010 in the Garcia reference
explicitly teaches HTTP with regard to Internet communication
in a server/client scheme, hence further remote from combining

with Yu that focuses on peer-to-peer communication.

Regarding claims 30-31 and 56.

The cited paragraph 0026 in the Garcia reference
explicitly teaches TCP/IFP with regard to WILD scheme between
Web routers, hence further remote from combining with Yu that

focuses on clients peer—-to-peer communication,

Regarding claim 41.

The c¢ited paragraph 0010 in the Garcia reference
explicitly teaches URL with regard to Internet communication in
a server/client scheme, hence further remote from combining

with Yu that focuses on peer—-to-peer communication.
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Appln. Nco. 14/025,109
Reply to COffice action of September 192, 2017

The absence of a reply to a specific rejection,
issue, or comment, does ncoct signify agreement with that
rejection, issue, or comment. In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing 1in this reply should be understood as
conceding any issue with regard to any c¢laim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability fo the claim bkefore its amendment.

In view of the foregoing, it is requested that all of
the rejections be reconsidered and withdrawn and that the
claims be considered allowable.

If the above arguments should not now place the
application in tThe conditicen for allowance, the examiner 1s
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-54-4444577
Fax; +972-9-7442619
yvehuda@maypatents.com
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/025,109

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
“* SMALL ENTITY **
Title

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
Preliminary Class

709
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
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Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
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issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
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to consult the U.S. Government website, http://www stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits™ giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
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The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
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+1-202-482-6800.

page 30of 3

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
105 of 789



UNITED STATES PATENT AND TRADEMARK OFFIGE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address COMMISSIONER FOR PATENTS

%:??ﬁﬁgjf?m 22313-1450
| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED AFPLICANT | ATTY. DOCKET NO./TITLE |
14/025,100 09/12/2013 Derry Shribman HOLA-005-US2
CONFIRMATION NO. 6194

131926 POA ACCEPTANCE LETTER

May Patents Ltd. c/o Dorit Shem-Tov

P.0.B 7230 00 A OO
Ramat-Gan, 5217102 00000005717587

ISRAEL

Date Mailed: 11/28/2017

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 11/17/2017.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should he directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

fewodaje/

page 1 of 1

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
106 of 789



PTCHAIA 14 (Dat )

Approved for use through DUBTZ0E. OME 0851.0032

.8, Fatent and Tradamark Sffice; U8, DEPARTMENT OF COMMERCE
NG & valid OMB contred number,

tinder the Papanecrk Reduction Act of 1295, no parsons 378 requirsd 1o respond fo a collection of information unless o

Attcrney Docket Number S HOLA 005- USZ
Application Data Sheet 37 CFR 1.78 s From s S
Application Number i 14/025,109
Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
T‘Thé c' rjphc.-at:ara dota sheet is part of fhe ;rgj;gnglwe:nonp:ﬁ:;g;;;an;siic= ar for which 1L s being submiied, The foliowing form containg the
- bibllographic deta arranged in a formal specified by the Uniied States Patent and Trademark Office as cullined in 37 CFR 1,76, ]
This decument may be completed slectronically and submilted to the Office in slecironic format using the Elecirenic Fillng System (EF 8} or the
ducument may Do printed and included in & paper filed spplicatian. :

...........................................................

pventor 1

l.egal Name
Prefix| Given Name | MddieName | FamilyName | sutix
i Derry i Shribn_‘ar

n {Select One} O Us Res;demy
il Tol| AViV ]Courtry of Residence‘ - ii_

Waifing Address of inventor

Address 1 o w 9/6 Bexlinson St -
- Address 2 ] et

City f&iﬁnﬁ- Tel Aviv Statelpmwnce 1
' Postal Code ; asnr. B358709 I Country | I o
Invenior 2
- Legal Name
Prefix| Given Name o | Middie Name Nit-'l;;!‘niy Name T sufrix!
o ‘ Yilenski

(& NonUS Rbsadency () Active US_Miiitary_Servié“

C;ty B Moshav Hadar Am Ccuntry of Residence | iL

Malling Address of inventor

Address 1 i tdiniiidie 8 Hahollandim Street

-Adc_aa?é%éz R [ reesS—T—"

] State/Provincs

I Countryi LI
Ail iwentors Mufi Be L:&Erd - Addstaonai Iventor information bBlocks may be

H
s .....
LR RS T S T Y

Cﬁrrespﬂnﬁeme Enfwmatian:

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
107 of 789

EFG Wb 22,48



FTOMIAMS (0313}

f&_a;::'wed for use through 0173172014, (3MB BRS51-0637

LS Patent and Tradamark Office; U5, DEPARTMENT OF COMMERCE

hhdarihe P;a:w-rwa'k E’ﬁductmn Aci af 1685 fi6 PEFRONS i ‘eq;irsd bt rflmcwd ta ] m!im..mn of m*’a mai le34] am!:.ss it contains a valid GMB wrtm! nurnbesn

Aitumey Dookat Number : m HOLA- 005-US2

Application Data Sheet 37 CFR 1L.76 oo o --
Ag:spiicatmrr Number 14/025,109

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMURNICATION

Enter either Customer Number or complete the E:m“respondence information section below.
For further information see 37 CFR 1.33{a}.

E An Address is bemg provided for the correspondence infsrmatmn of thas apphcatmn

............................................................. e R R e e e 1 TR AL AR LR £ R A T AT AR T

Customer Numher e 121926
Email Address inadidishaakha

Apphcatmn Enformatmn

T:ﬂa of the Enventmn ' SYSTEM PROVIDING FASTER AND MOﬁE "FFECEENT DATA COMML NEbAT!ON
".Atmrney Docket Mumber; wdbimstisie  HOLA-005-US2 Smaii Entsty Statug Ciaa;ﬁéé \\\\\\\\\\\\\\\\
| App”catiﬂn Type é NonprOViSional e A T A L A R R R b e e s e e e
 Subject Matter E Utitity - L ““H . i
\r'rTotai Number of Drawmg Shests {if any} 15 B Suggest&d ;;é;%é for Psﬁbiséétmn {if any} T

Pubimatmn Enformatwn
Requast Ear!y Pub%ac&taor‘ {Fee requared at tswe of Requast 37 OFR 1.218)

Requast Not o Publish. hereby request that the aftached application not be pubiishaﬁ under
ey 35UL8.C. 122{b) and certify that the invention disclosed in the attached application has not and will not be the
7 subject of an application filed in another country, or under 2 multilateral internalional agreement, thal requires
: publication at eighteen months after f E iling.

Representative Information:

Representative information should be provided for all practitioners having & power of attorney in the application. Providing
this information in the Application Data Sheat does not constitute a power of attorney in the application (see 37 CFR 1.32).
Cither enter Custorner Number or complets the Representative Name saction below. If both sections are completed the customer
Number will be used for the Hapresentative information diuring processing.

Flease Select One; {8 Customer Number () US Patent Praciitioner () Limited Recognition (37 FR s‘E ‘3)
Customar Numbser i 131026

Domestic Benefit/National Stage Information:

This section ailows for the applicant to either claim benefit under 35 U.8.C. 118{s}, 120, 121, or 365(c) or indicate

Nationat Stage entry from a PCT appiication. Providing this information in the application data sheet constifuies the
spacific reference required by 35 U.5.C. 119({e) or 120, and 37 CFR 1.78.
 Prior Application Status | Pending N

Applscatim Mumber | Continuity Ty}ae Frior Appimataon Numbw Filing Date {‘rYYY hMbd- DD}
! Division of 12636089 2040-07-14

Prior Application Status | Expired
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Ap_nrwed for use through 0312014, 303 68540033

.5 Patent and Trademark Office; U5, DEPARTMENT OF COMMERCE

Unier the Paperwork Reduction Act of 1935, no persons aia ! required to mepond 1o 8 collecion of info maicn urless it contains o valid OMIB ool mjmbﬂ'

Aftorney Docket Number o ———— HOLA-005-US2
Application Data Sheet 37 CFR 1.75 y mber | semsstse

Appilcat on Number ~14/025,109

Title of invention | SYSTER PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Application Numbar 1 Continuity Type E Prior Agplication Number | Filing Date (YYYY~MM DD}

1P5AB05E & non prcv*slcnai of 51248524 2008-10-08

by «eiecimq the Agdd hutt:»n

Foreign Priority Enf@;‘matmn

Thia section aliows for the applicant to claim priority to & foreign application. Providing this information in the applicalion data sheet
congtitutes the claim for priorly as required by 38 U.5.C. 118(b) end 37 CFR 1. 5’1({1‘! Whan prionly is claimed to 2 foreign applicalion
that is eligivle for retrieval under the priority documant exchange program (PDXY the information will be used by the Office 1o
autornatically attempi retrieval pursuant to 37 CFR 1.55{(h){1) and (2). Under the PDX program, applicant besrs the ultimate
reaponsibility for ensuring that a copy of the foreign application is received by the Office from the participating foraign intellectusi
property offics, or a certified copy of the foreign pricrity application is filed, within the time period spadified in 37 CFR 1.55{g)(1).

Application Number | _C-:»untryi‘ | Filing Date (YYYY-MM-0D} Access Code {if appimab?e}

Additional Forsign Priority Data may be generated within this form by selecting ths
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA {First Inventor to File} Transition
Applications

" This application {1} claims priotity to or the benefit of an application filed before March 18, 2013 and (2) alsa |
contains, or contained af any time, a ciaim to a claimed invention that has an effective filing date on or after March
™ 18, 2013,

NOTE: By providing this stalement under 37 CFR 1.55 or 1.78, this application, with a fillng dale on or after March
{ 18, 2013, will be examined under the first inventor to file provisions of the AlA

Authorization to Permit Access:

B RS L

| Authorization to Permit Access o the instant Application by the Pariicipating Offices
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PTOAIA S (13-43)

Approved for usa ﬂ“-mugh DHIZ014, OME BEE1.0032

LS. Paient and Trademsrk Offica; U8, DEPARTMENT OF SOMMERDE

!Jncirriha F‘apemork Reduction Aot of TA05, O PErsOns Are fequined o 1as pand io 3 cilieckon of nfom*aiﬁr un!es‘\ s? m‘ntd ri& & vai o OMB c,r,n?fr;! s n"ber

Aimmey Docket Numbar W HOLA.005-US2

Application Data Sheet 37 CFR 1.78 ¢ rpr— e B S
App!icatmn Nm‘"ber 14/025,109 L N

Title of ihvention : SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

nnnnanin i

i cheskend, g unds) ~g'm}wm gmn* ¢ the USPTO r\u{' ;rsw 553 p!’f«\s: IR Patent (BF*;w (R,
the Japay Patent Offfce iJ“t}} the Rarsan inteliestual Pionedty EHiiey b ;P\IPR"S} e W) Itellzaial Prﬁ*{zmv {¥fice (WIPO),
aﬂr‘e any o intelscH al: prapisey offited in which a foraig sppiication claiming prindly to e instant padand apgiication

s fifer secensto he irstant petant spelivation, See 37.CFR LTeh gt My Thm Bk sheutd not Be shecked iFhe applicant
dces not wish the ERQ, JPG, KIPG, WIRQD, ar other intellectual property office in which a forelgn applisation claiming wriornity
to the instant pateni applicztion is filed fo have acoess to the instant patent application.

It accordance with 37 CFR 1. 14(h¥3}, access wilt be provided to a copy of the Inslant patent application with respect

to: 1) the instant patent application-as-filed, 2) any foreign application to which the instant patent application

claims prierity under 35 U.8.C. 118{=)-{d) if 2 copy of the foreign application thal satisfies the ceriified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.8. application-as-filed from which benefitis
sought in the instant patent application.

In aceordance with 37 CFR 1.14{c}), accese may be provided to information concerning the date o f filing this Authorization.

Applicant Information;

Providing assignment information in this section does not subsiitule for compliance with any requirement of part 3 of Title 37 of CFR
1 to bave an assignment recordad by the Offica,

Applicant 1

if the applicant is the nvenior {or the remaining joint inventor of inventors under 37 CFR 1.45), this section should not be wmpiet?ﬁ

The information to be provided in this section is the name and address of the legal representative who Is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient propristary interast in the matter who is the applicant under 37 CFR 1.48. {f the applicant iz an i
applicant under 37 CFR 1.46 {assignes, person {o whom the inventor is obligated to assign, or pergon who otherwise shows sufficient |
proprictary interest) together with one or more joint inventars, then the joint inventor of inventors who are also the applicant should be
identified in this section.

i MSF‘;}%E? ‘ () lLegal Reprasentative under 35 ULS.C. 117 (3 deint inventor

() Person 1o wham the inventor is obligated to assign. {)  Persoh who shows sufficient proprietary interest

iIf applicant is the Eegaf reprﬁsentatwe‘ indicate the authority to file the pateﬁ{gﬁé‘!‘ication; fhe inventat 15,

Name of the Deceased or Legally Incapacitated Inventor 3}

if the Applicant is an Orgamzat an check here, 0
‘Organization Name | i HOLA NEWCO LTD.

Mailing Addres& Enfarmatian For Appiacant

Address 1 eim—me—he-tewes 3 Hamahshev St.,
Addregt\ 2 -
wCaty Nefanya o - StatefProvince
Caumry' f " O O chmg f‘(;cgﬁ ....... 4253?
B 3 Fax Number ................
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PTO/AIA/14 (11-15)

Approved for use through C4/30/2017. OMB 0851-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | HOLA-005-US2

Application Data Sheet 37 CFR 1.76

Application Number 14/025,109

Tifle of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNIGATION

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information” section will appear on the patent application
publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. ]

Prefix Glven Name Middle Name Famlly Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province
Countryi Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14{c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Yehuda Binder/ Date (YYYY-MM-DD)| 2017-11-16

First Name | Yehuda Last Name BINDER Registration Number | 73812

Additional Signature may be generated within this form by selecting the Add button.
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PTO/AIA/14 (11-15)

Approved for use through C4/30/2017. OMB 0851-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number

HOLA-005-US2

Application Data Sheet 37 CFR 1.76 —
Application Number

14/025.109

Tifle of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNIGATION

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process} an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTQ. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. ©3-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant te the requirements of the Act, please be advised that: (1) the general authority for the collection of this infermation
is 35 U.5.C. 2{b}(2); (2) furnishing of the information sclicited is veluntary; and (3) the principal purpose for which the information is used by the U.5. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following reutine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Infermation Act (5 U.5.C. 552) and the Privacy
Act (5 U.5.C. 552a). Recordsfrom this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request invelving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A recerd in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C,
552a{m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the Werld Intellectual Praperty Organization, pursuant to the Patent CooperaticnTreaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 US.C, 181)
and for review pursuant te the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrater, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's respansibility to recommend improvements in records management practices and
programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e., G5A or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 US.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 1517, Further, a record may be disclosed, subject to the limitations of 37 CFR 1,14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFSID: 30978457
Application Number: 14025109
International Application Number:
Confirmation Number: 6194

Title of Invention:

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder

Filer Authorized By:

Attorney Docket Number:

HOLA-005-US2

Receipt Date: 17-NOV-2017
Filing Date: 12-SEP-2013
Time Stamp: 04:10:55

Application Type:

Utility under 35 USC 111(a)
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Information:

202990
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Warnings:
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.5.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTCO/AIAMSS (08-12)

Approved for use through 01/31/2013. CMB 0651-0031

LS. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Lnder the Paperwork Reduclion Act of 1985, no persons are reguired {c respend to a collection of informalicon unless it displays a valid OMB conirol number.

STATEMENT UNDER 37 CFR 3.73(c)

ApplicantPatent Owner: H0ola Networks Ltd.

Application No./Patent No.: 14/025,109 Filed/Issue Date: 09-12-2013

Titled: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

HOLA NEWCQ LTD. _a Corporation

{Name of Assignee) {Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is {choose one of options 1, 2, 3 or 4 below}:
1. The assignee of the entire right, title, and interest.

2. \:| An assignee of less than the entire right, title, and interest (check applicable box):

|_| The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

D There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s} by the cwner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like {(e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A |:| An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel , Frame , or for which a copy
thereof is attached.

B. A chain of title from the inventor(s}, of the patent application/patent identified above, to the current assignee as follows:

1. From: Derry Shribman, Ofer Vilenski To: HOLANETWORKS LTD.
The document was recorded in the United States Patent and Trademark Office at
Reel 031415 , Framg 0428 , or for which a copy thereof is attached.
2 From: HOLA NETWORKS LTD. To: HOLA NEWCO LTD.

The document was recorded in the United States Patent and Trademark Office at
Reel 043977 , Frame 0335 , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The infermation is required to obiain or retain a benefit by the public which is 1o file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitling the completed applicalion form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require 1o complete this form and/or suggestions for reducing this burden, should be sent to the Chief Informatien Officer, U.S. Patent and Trademark
Office, U.S. Department of Gommerce, P.O. Box 1450, Alexandria, YA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If vou need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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PTO/AIA/9E (08-12)

Approved for use threugh 01/31/2013. OMB 0651-0031

LS. Patent and Trademark Cffice; U.S. DEPARTMENT CF COMMERCE

Under the Paperwork Reducticn Act ¢f 1995, no persans are required to respond to a collection of infermaticon unless it displays a valid CMB centrol number.

STATEMENT UNDER 37 CFR 3.73(c)

3. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
4. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
5. From: To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , of for which a copy thereof is attached.
6. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

|:| Additional documents in the chain of title are listed on a supplemental sheet(s).

|:| As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s}) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEFP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

{Yehude Binder/ November 15, 2017
Signature Date

Yehude Binder US Patent Agent 73,612
Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: {1) the general authority for the collection of this information is 35
U.5.C. 2(b){2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.8.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a{m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperaticn Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
{42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (L.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or petential violation of law or regulation.
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PTO/AIA/ED [07-17)

Approved for use through 01/31/2018. OMB 0651-0035

LS. Patent and Trademark Office; L1.5. DEPARTMENT OF COMMERCE

Undar the Paperwork Reduction Act of 1995, no persen Is required to respond to & cellection of information unless It displays a valid M8 control number

[ POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO ]

1 hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:
Practitioners associated with Customer Number: | 131926

OR
‘:’ Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):
Registration Reglstration
Name Number Name Number

As attorney{s) or agent(s} to represent the undersigned before the United States Patent and Trademark Office (USPTO} in connection with
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The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1)} the general authority for the collection of this information is
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1o comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.5.C. 552a{m),
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Property Organization, pursuant to the Patent Cooperation Treaty.
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purposes of National Security review (35 U.$.C. 181) and for review pursuant 1o the Atomic Energy Act
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publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 3B US.C
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, 10
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminatad and which application Is referenced by either a published application, an application
open to public inspection or an issuad patent,

A record from this system of records may be disclosed, as a routine uss, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
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The present application is being examined under the pre-AlA first to invent

provisions.
ARemarks

Applicant’s amendment dated April 2, 2017 responding to the January 10, 2017
Office Action provided in the rejection of claims 26-66. Claims 26-66 remain pending in
the application and which have been fully considered by the examiner.

Applicant’s arguments filed April 2, 2017 have fully considered; however the
arguments are moot in view of the new ground(s) of rejection. See rejections below for

details.

Claim Rejections - 35 USC § 103
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:

{a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter scught to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the manner in which the
invention was made.

Claims 26-66 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Garcia-Luna-Aceves et al. (US 2002/0007413) hereinafter “Garcia”,

and in view of Yu et al. (US 2006/0212584) hereinafter “Yu”.

Claim 26
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Garcia teaches a method for use with a group of clients for data communication
between a web server storing a content and a requesting client via one or more clients
selected from the group, for use with a first server, and where the web server, the
requesting client, the first server, and the clients in the group are communicatively
coupled via the Internet and each is identified in the internet using a distinct identifier,

the method comprising the steps of:

(¢) the client sending its identifier and the web server identifier to the first server

(Garcia, 0113, 0119-0120);

(d) the first server selecting one of the devices based on associating the

identifiers of the clients with the web server identifier (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication; (a) each of the
devices sending its identifier to the first server; (b) the first server receiving and storing
the identifiers of the devices; (d) the first server selecting one of the clients from the
group; and (f) the selected client receiving the content from the web server; and (g) the

requesting client receiving the content from the selected client.

However, in an analogous art, Yu teaches a group of clients for data
communication (Yu, figures 2 & 4); (a) each of the devices sending its identifier to the

first server (Yu, 0022-0023, 0026); (b) the first server receiving and storing the
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identifiers of the devices (Yu, 0022-0023); (d) the first server selecting one of the clients
from the group (Yu, 0022, 0026, 0033, 0035); and (f) the selected client receiving the
content from the web server (Yu, 0026, 0033-0037); and (g) the requesting client

receiving the content from the selected client (Yu, 0026, 0031, 0035-0037).

Therefore, it would have been obvious to one having ordinary skill in the art at
the time the invention was made to incorporate the features of a group of clients for data
communication; (a) each of the devices sending its identifier to the first server; (b) the
first server receiving and storing the identifiers of the devices; (d) the first server
selecting one of the clients from the group; and (f) the selected client receiving the
content from the web server; and (g) the requesting client receiving the content from the
selected client, as disclosed by Yu, into the teachings of Garcia. One would be

motivated to support content delivery system.

Claim 27

Garcia in combination with Yu teach the method according to claim 26 wherein

the steps are sequentially executed (Yu, 0047).

Claim 28
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Garcia in combination with Yu teach the method according to claim 26 wherein
the web server is Hypertext Transfer Protocol (HTTP) server and responds to HTTP

requests from the selected client (Garcia, 0010).

Claim 29

Garcia in combination with Yu teach the method according to claim 26 wherein
the first server is HTTP server and responds to HTTP requests from the requesting

client (Garcia, 0010).

Claim 30

Garcia in combination with Yu teach the method according to claim 26 wherein
the web server is Transmission Control Protocol / Internet Protocol (TCP/IP) server and
communicates based on, or according to, using TCP/IP protocol or connection {(Garcia,

0096).

Claim 31
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Garcia in combination with Yu teach the method according to claim 26 wherein
the first server is a TCI / IP server and communicates based on, or according to, using

TCP/IP protocol or connection (Garcia, 0096).

Claim 32

Garcia in combination with Yu teach the method according to claim 26 wherein

the content includes web-page, audio, or video content (Garcia, 0113, 0153).

Claim 33

Garcia in combination with Yu teach the method according to claim 26 wherein
the first server selecting one of the devices is based on the web server |IP address or

URL (Garcia, 0010); and selecting client{s) (Yu, 0022, 0026, 0033-0037).

Claim 34

Garcia in combination with Yu teach the method according to claim 26 wherein
the first server selecting one of the devices is based on the selected device IP address

(Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Yu, 0022, 0028, 0033-0037).

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
127 of 789



Application/Control Number: 14/025,109 Page 7
Art Unit: 2459

Claim 35

Garcia in combination with Yu teach the method according to claim 26 wherein
the selected device fresher storing the content received from the web server (Garcia,

0102-0103, 0121, 0153); and selecting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 36

Garcia in combination with Yu teach the method according to claim 26 wherein
the device sending its identifier and the web server identifier to the first server as part of
browser or email application execution (Garcia, 0010, 0102-0103); and requesting client

(Yu, 0033-0037).

Claim 37

Garcia in combination with Yu teach the method according to claim 26 further
comprising the step of the device sending its identifier to the first server, and the first
server storing the device identifier (Garcia, 0102, 0113); and requesting client(s) (Yu,

0033-0037).
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Claim 38

Garcia in combination with Yu teach the method according to claim 37 further
for data communication between a second, web server storing a second content and
having an identifier in the Internet and a one of the clients via the requesting client, the

method further comprising the steps of:

(h) one of the devices sending the second web server identifier to the first server

(Garcia, 0102, 0113);

(i) the first server sending the identifier of the client to the one of the devices

(Garcia, 0113-0114, 0119-0121, 0153);

(j) the client receiving the second content from the second web server (Garcia,

0113-0114, 0119-0121, 0153); and

(k) the one of the devices receiving the second content from the client (Garcia,

0113-0114, 0119-0121, 0153).

Yu teaches the selected client and the requesting client receiving the content

from the selected client (Yu, 0022, 0026, 0033-0037).

Claim 39
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Garcia in combination with Yu teach the method according to claim 26 wherein
the communication with the web server or the requesting first server is based on, or
according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126).

Claim 40

Garcia in combination with Yu teach the method according to claim 26 wherein
the communication with the client or the selected device is based on, or according to,
one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards (Garcia, 0126); and

requesting client(s) (Yu, 0033-0037).

Claim 41

Garcia in combination with Yu teach the method according to claim 26 wherein
the web server identifier, the first server identifier, or the content identification is using a

Uniform Resource Locator (URL) (Garcia, 0010).

Claim 42
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Garcia in combination with Yu teach the method according to claim 2.6
wherein the web server identifier, the first server identifier, the client identifier, or any of
the device’s identifier is using Internet Protocol (IP) address (Garcia, 0102, 0113); and

requesting client(s) (Yu, 0033-0037).

Claim 43

Garcia in combination with Yu teach the method according to claim 26 wherein
in step (d) the first server selecting two or more of the device based on associating the
identifiers of the devices with the web server identifier [i.e. selecting a best cache server
based the received IP address of client with using WILD table] (Garcia, 0102-0103,
0114, 0121, 0153). Even though the best cache server is selected, but besides this, Yu
does disclose the selected device receives the content (Yu, 0033-0037); and in step (e)
the first server sending the identifiers of the selected two or more client devices to the

requesting (Yu, 0022, 0026, 0033-0037).

Claim 44

Garcia in combination with Yu teach the method according to claim 43 further
comprising the step of the client selecting one of the devices as the selected device [i.e.

selecting a best cache server based the received IP address of client with using WILD
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table] (Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache server is
selected, but besides this, Yu does disclose the selected client device receives the

content and requesting client(s) (Yu, 0022, 0026, 0033-0037).

Claim 45

Garcia in combination with Yu teach the method according to claim 26 farther
comprising the steps of the client sending a communication address to the selected
device, followed by communication between the client and the selected device using the
communication address [i.e. sending the IP address of the client 300 to a Web router
304] (Garcia, 0113, 0119-0120). Besides this, Yu does disclose the feature of
communication port number (Yu, 0022); and selecting and requesting clients (Yu, 0033-

0037).

Claim 46

Garcia in combination with Yu teach the method according to claim 26 further
comprising the step of the requesting client sending the web server identifier to the
selected device (Garcia, 0113-0114, 0119-0121); and selecting client (Yu, 0022, 0026,

0033-0037).
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Claim 47

Garcia in combination with Yu teach the method according to claim 46 further
comprising the step of the selected device communicating with the web server (Garcia,

0113-0114, 0119-0121); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 48

Garcia in combination with Yu teach the method according to claim 26 wherein
step (d) the first server selecting one of the devices based on the geographical location

of the clients (Garcia, 0102); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 49

Garcia teaches a method for use with a group of clients for data communication
between a web server storing a content and a requesting client via one or more clients
selected from the group, for use with a first server, and where the web server, the
requesting client, the first server, and the clients in the group are communicatively
coupled via the Internet and each is identified in the Internet using a distinct identifier,

the method comprising the steps of:
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(c) the requesting client sending its identifier and the web server identifier to the

first server (Garcia, 0113, 0119-0120);

(d) selecting one of the devices based on the geographical location of the

devices (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication; (a) each of
the clients in the group sending its identifier to the first server; (b) the first server
receiving and storing the identifiers of the clients in the group; (d) selecting one of
the clients from the group; and (f) the selected client receiving the content from
the web server; and (g) the requesting client receiving the content from the

selected client.

However, in an analogous art, Yu teaches a group of clients for data
communication (Yu, figures 2 & 4); (a) each of the clients in the group sending its
identifier to the first server (Yu, 0022-0023, 0028); (b) the first server receiving
and storing the identifiers of the clients in the group (Yu, 0022-0023); (d)
selecting one of the clients from the group (Yu, 0022, 0026, 0033, 0035); and (f)
the selected client receiving the content from the web server (Yu, 0026, 0033-
0037); and (g) the requesting client receiving the content from the selected client

(Yu, 0026, 0031, 0035-0037).
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Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of a group of
clients for data communication; {(a) each of the clients in the group sending its
identifier to the first server; (b) the first server receiving and storing the identifiers
of the clients in the group; (d) selecting one of the clients from the group; and (f)
the selected client receiving the content from the web server; and (g) the
requesting client receiving the content from the selected client, as disclosed by
Yu, into the teachings of Garcia. One would be motivated to support content

delivery system.

Claim 50

Garcia in combination with Yu teach the method according to claim 49 wherein
in step (d) the first server is selecting one of the devices (Garcia, 0102-0103, 0121,

0153); and selecting client (Yu, 0022, 0026, 0033-0037).

Claim 51

Garcia in combination with Yu teach the method according to claim 49 wherein
in step (d) the requesting client is selecting one of the devices (Garcia, 0102-0103,

0121, 0153); and selecting client (Yu, 0022, 0026, 0033-0037}.
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Claim 53

Garcia teaches a method for data communication between a requesting client
and a web server storing a contempt via a second client, for use with a first server and a
second client, and where the web server, the requesting client, the first server, and the
second client are communicatively coupled via the Internet mid each is identified in the

Internet using a distinct identifier, the method comprising the steps of:

(a) sending its identifier and the web server identifier to the first server (Garcia,

0102, 0113, 0119-0121, 0153);

(b) receiving from the first server the identifier of the device (Garcia, 0113-0114,

0119-0121, 0153);

(c) sending the web server identifier to the device (Garcia, 0113, 0119-0120).

Garcia fails to teach second device and (d) receiving the content

associated with the web server from the second client.

However, in an analogous art, Yu teaches second device and (d)
receiving the content associated with the web server from the second client (Yu,

Yu, 0026, 0033-0037).
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Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of second
device and (d) receiving the content associated with the web server from the
second client, as disclosed by Yu, into the teachings of Garcia. One would be

motivated to support content delivery system.

Claim 59

Garcia in combination with Yu teach the method according to claim 53 further
for data communication with a second web server storing a second content and having
an identifier in the Internet and the devices via the client, the method further comprising
the steps of: (e) receiving the second content from the second web server (Garcia,
0113-0114, 0119-0121, 0153); and (f) sending the second content to the second client

and requesting client (Yu, 0022, 0026, 0033-0037).

Claim 52 does not teach or define any new limitation other than above claim 38.

Therefore, claim 52 is rejected for similar reasons.

Claims 54-58. 60-66 do not teach or define any new limitation other than above claims
27,29, 31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar

reasons.
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ATTY.'S DOCKET: HOLA-005-USZ2

In re Application of: Confirmation No. 6124

Derry Shribman et al. Art Unit: 2459

Appln. No.: 14/025,109 Examiner: Nguyen, Minh Chau

Filed: ©September 12, 2013 Washington, D.C.
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For: S3YSTEM PROVIDING FASTER
AND MORE EFFICIENT
DATA COMMUNICATION ) April 2, 2017

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.3. Patent and Trademark Office
Randolph Building, Mail Stop Amendments
401 Dulany Street

Alexandria, VA 22314

Sir:

In response to the Office Action of January 10,

2017 (“Action”):

Remarks/Arguments begin on page 2 of this paper.

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
160 of 789



Electronic Acknowledgement Receipt

EFS ID: 28808499
Application Number: 14025109
International Application Number:
Confirmation Number: 6194

Title of Invention:

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder

Filer Authorized By:

Attorney Docket Number:

HOLA-005-US2

Receipt Date: 02-APR-2017
Filing Date: 12-SEP-2013
Time Stamp: 08:44:03

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document s . File Size{Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)
282983
1 1-2017-after-RCE-NFOA- yes g

response.pdf
5375a93289b18a0%h7abe?7 15737302257

680228

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
161 of 789




Multipart Description/PDF files in .zip description
Document Description Start End
Applicant Arguments/Remarks Made in an Amendment 2 8
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Warnings:
Information:
Total Files Size (in bytes}; 282983

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similarto a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S5.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506}, a Filing Receipt (37 CFR 1.54} will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.5.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EQ/903 indicating acceptance of the application as a
national stage submission under 35 U.5.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
162 of 789




Appln. Nco. 14/025,109
Reply to Office action of January 10, 2017

REMARKS / ARGUMENTS
The examiner’s action dated January 10, 2017

{(“Action”) has been received and its contents carefully noted.

Office Action, pages 3-18

Claims 26-66 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Garcia-Luna-Aceves et al. (Us
2002/0007413 — “Garcia®™) in view of Harrow et al. (Us
2003/0008518 — “Harrow”).

Argument #1: The Garcia reference is silent, and affectively
teaches away, from using clients as content source for other

clients.

a. There 1is clear distinction in the art and as taught by the
Garcia reference between clients and servers. Client devices,
such as client 105 in the Garcia reference, are end-units that
regquest information from servers, use client-related software
such as Web browser software, communicate over the Internet
using ISP connection, and are typically consumer owned and
operated (see Figures 1 and 2 in Garcia, as well as paragraphs
0010 and 0085). As shown in Figure 2, a client device typilcally

connects to The Internet via an ISP using a single connection.

b. In contrast, server devices are known 1in the art to be
dedicated devices to store information objects, to be provided
toc clients upon reguest (See paragraph 0012 1in Garcia, for

example) .

c. The Garcia invention is directed to introducing a new type
of information-object / client mapping device referred to as

“Welx router”. The Web router 1is a backbone device (see Figure

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
163 of 789



Appln. Nco. 14/025,109
Reply to Office action of January 10, 2017

2), and as taught in paragraph 0082, the ‘Web router’
communicates with ‘its neighbor Web routers’ wvia point-to-pocint
links (paragraph 0091), and may be co-located with another
server, such as ‘.. a Web-server, a web cache, a hosting server,
a DNS server or an original content server’ (paragraph 0082) .

While retfaining the c¢lient-server basic architecture (See

paragraph 0153), the Garcia reference teaches a mapping method
for affectively addressing caches, 1in order to allow low

latency in the Internet.

d. The Garcia disclosure is silent, and affectively teaches
away, from caching or retrieving information objects Zfrom
clients, such as by using peer-to-peer scheme. The Garcla
reference only teaches caching in servers or backbone—-embedded
Web routers. The Garcia disclosure 1s silent, and affectively
teaches away, from implementing ‘wek router’ Ifuncticnallity in
clients. Further, caching information in c¢lients clearly
changes the way of operation of the Garcia network, and since
clients are inherently sources limited, such as 1in bandwidth
and storage capability, the latency of fetching information
object is expected to ke increased, rather than being reduced

as intended by the Garcia invention.

e. The Garcia disclosure describes four distinct and non-
interoperable selection mechanisms, detailed in paragraph 0104
as follows:

[0184] In a further embodiment, onhe of the
following four mechanisms, or, a combhination
of some of the following four mechanisms, 1is
or may be used to communicate the best Web
cache or content server, or the set of Web
caches (more generally the IiInformation object
repository(ies)), which should serve a
client's reqguest:

[0105] (1) direct cache selection;
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[Oi106] (2) redirect cache selection;

[0107] (3) remote DNS cache selection; and

[01¢8] (4) client DNS cache selection.

However, The Action improperly ‘pick and choose’ from
the different mechanisms. For example, the rejection is based
on  paragraph 0113 that is part of the Y (1) direct cache
selection” mechanism, and paragraphs 0119-0121 that are part of

the ™ (2) redirect cache selection” mechanism.

Combining Garcia with Harrow

a. The raticnale for combining the Garcia and Harrow references
is M. to support content delivery system”. Since both Garcia
and Harrow describe a ‘content delivery system’, the rationale
provides no linking to the present application, as regquired in
MPEP 2143 that clearly states that “Any raticnale emploved must
provide a link between the factual findings and the legal
conclusion of obviousness.” (Emphasis added). Further, this
rationale amounts to nothing mcre than a conclusory statement,
while the 0Office cannot rely solely on common knowledge or
common sense to support 1its findings. Further, it 1is settled
that tThe Cffice should provide a “satisfactory explanation” for
the motivation finding that includes an express and “rational”

connection with the evidence presented.

b. Further, since ‘supporting content delivery 1is long desired,
the raticnale, in fact, confirms that the modificaticn based on
the combination amcocunts to a solution to a long-felt solution
that serves as a secondary consideration further supporting

non—-obviocusness.

c¢. The devices described by Harrow are commuhicating over Local

Area Network (LAN) using peer-to-peer gcheme. Using clients
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over the Internet as both cache-servers AND clients is clearly

an unexpected result.

Regarding claims 26, 38, 49, 50 and 53.

A

a. Claim 2€ recites the limitations: each of the clients in
the group sending its identifier to the first server; ..” and “.
the first server receiving and storing the identifiers of the
clients in the group; ... The rejection is based on paragraphs

0102 and 0113 in Garcia.

While the mapping scheme described in the Garcia

reference 1s based on the IP address o¢f the information

reguesting client device, The Garcia reference 1in general, and

the cited paragraphs 0102 and 0113 in particular, 1is silent
about receiving of identifiers, or even about being contacted
by, clients other than tThe 1nformaticn-requesting client. 1In
particular, the Garcia reference is silent about receiving or

storing identifiers of client devices as recited in the claim.

k. Claim 26 recites the limitations: Y. the first server
selecting one of the clients from the group based on
associating the identifiers of the clients with the web server
identifier ... The rejection is based on paragraphs 0102-0103,

0121, and 0153 in Garcia.

The «c¢ited paragraphs 0102 and 0121 teach selecting
the ‘best cache server’, and the cited paragraph 0153 teaches
changing the selected cache server upon sensing loading
degradation. However, the Garcia reference in general, and the
cited paragraph in particular, are silent regarding selecting

non-cache server 1in general, a non-server 1in particular, and
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further regarding selecting a client device as recited 1in the

claim.

Further, ftThe selecticn mechanism described by Garcia
{in particular in the c¢ited paragraphs) 1s based on WILD
protocol, as described in paragraphs 0095-0026 and Q099-0100.
This protocol 1is a high level protocel (above TCP) used by
backbone devices such as gateways and web routers. Such
protocol 1is not described for, and is not suited for use by,

client devices.

Regarding claims 28-29 and 55,

The cited paragraph 0010 1in the Garcia reference
explicitly teaches HTTP with regard to Internet communication
in a server/client scheme, hence further remote from combining
with Harrow that discusses peer-to-peer communication in a LAN

environment.

Regarding claims 30-31 and 56.

The c<ited paragraph 0026 in the Garcia reference
explicitly teaches TCP/IP with regard to WILD scheme between
Web routers, hence further remote from combining with Harrow
that discusses clients peer-to-peer communication 1in a LAN

environment.

Regarding claim 41.

The c¢ited paragraph 0010 in the Garcia reference
explicitly teaches URL with regard to Internet communication in
a server/client scheme, hence further remote from combining
with Harrow that discusses peer-to-peer communication in a LAN

environment.

Regarding claimsg 43-44,
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The Garcia and Harrow references in general, and the
cited paragraphs in particular, are silent about selecting two
devices as recited in the claims, and only disclose selecting a

single device.

Regarding claim 45,

While the Harrow reference 1in claim 26 discloses a

communication port, the Garcia and Harrow references in

general, and the cited paragraphs in particular, are silent

about any port number.
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The absence of a reply to a specific rejection,
issue, or comment, does ncoct signify agreement with that
rejection, issue, or comment. In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing 1in this reply should be understood as
conceding any issue with regard to any c¢laim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability fo the claim bkefore its amendment.

In view of the foregoing, it is requested that all of
the rejections be reconsidered and withdrawn and that the
claims be considered allowable.

If the above arguments should not now place the
application in tThe conditicen for allowance, the examiner 1s
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-54-4444577
Fax; +9272-9-7442618
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The present application is being examined under the pre-AlA first to invent

provisions.
Continued Examination Under 37 CFR 1.114

A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forthin 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

November 30, 2016 has been entered.

Remarks
Applicant’'s amendment dated November 30, 2016 responding to the September
8, 2016 Oiffice Action provided in the rejection of claims 26-66. Claims 26-66 remain
pending in the application and which have been fully considered by the examiner.
Applicant’'s amendments and arguments filed November 30, 2016 have fully
considered; however the arguments are moot in view of the new ground(s) of rejection.

See rejections below for details.

Claim Rejections - 35 USC § 103
The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis

for all obviousness rejections set forth in this Office action:
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{a) A patent may not be obtained though the invention is not identically disclosed or described
as set forth in section 102 of this title, if the differences between the subject matter sought to
be patented and the prior art are such that the subject matter as a whole would have been
obvious at the time the inventicn was made to a person having ordinary skill in the art te which
said subject matter pertains. Patentability shall not be negatived by the manner in which the
invention was made.

Claims 26-66 are rejected under pre-AlA 35 U.S.C. 103(a) as being
unpatentable over Garcia-Luna-Aceves et al. (US 2002/0007413) hereinafter “Garcia’,

and in view of Harrow et al. (US 2003/0009518) hereinafter “Harrow”.

Claim 26

Garcia teaches a method for use with a group of clients for data communication
between a web server storing a content and a requesting client via one or more clients
selected from the group, for use with a first server, and where the web server, the
requesting client, the first server, and the clients in the group are communicatively
coupled via the Internet and each is identified in the internet using a distinct identifier,

the method comprising the steps of:

(a) each of the devices sending its identifier to the first server (Garcia, 0102,

0113);

(b) the first server receiving and storing the identifiers of the devices (Garcia,

0102, 0113);

(c) the client sending its identifier and the web server identifier to the first server

(Garcia, 0113, 0119-0120);
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(d) the first server selecting one of the devices based on associating the

identifiers of the clients with the web server identifier (Garcia, 0102-0103, 0121, 0153);

(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication between
the web server and a requesting client via one or more clients selected from the
group; and (f) the selected client receiving the content from the web server; and

(g) the requesting client receiving the content from the selected client.

However, in an analogous art, Harrow teaches a group of clients (i.e.
clients A-D) for data communication between the web server and a requesting
client (i.e. client A) via one or more clients selected from the group; and (f) the
selected client (i.e. client D) receiving the content from the web server; and (g)
the requesting client (i.e. client A) receiving the content from the selected client

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of a group of
clients for data communication between the web server and a requesting client
via one or more clients selected from the group; and (f) the selected client

receiving the content from the web server; and (g) the requesting client receiving
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the content from the selected client, as disclosed by Harrow, into the teachings of

Garcia. One would be motivated to support content delivery system.

Claim 27

Garcia in combination with Harrow teach the method according to claim 26

wherein the steps are sequentially executed (Harrow, 0072).

Claim 28

Garcia in combination with Harrow teach the method according to claim 26
wherein the web server is Hypertext Transfer Protocol (HTTP) server and responds to

HTTP requests from the selected client (Garcia, 0010).

Claim 29

Garcia in combination with Harrow teach the method according to claim 26
wherein the first serveris HTTP server and responds to HTTP requests from the

requesting client (Garcia, 0010).
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Claim 30

Garcia in combination with Harrow teach the method according to claim 26
wherein the web server is Transmission Control Protocol / Internet Protocol (TCP/IP)
server and communicates based on, or according to, using TCP/IP protocol or

connection (Garcia, 0096).

Claim 31

Garcia in combination with Harrow teach the method according to claim 26
wherein the first serveris a TCl / IP server and communicates based on, or according

to, using TCP/IP protocol or connection (Garcia, 0096).

Claim 32

Garcia in combination with Harrow teach the method according to claim 26

wherein the content includes web-page, audio, or video content (Garcia, 0113, 0153).

Claim 33
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Garcia in combination with Harrow teach the method according to claim 26
wherein the first server selecting one of the devices is based on the web server IP

address or URL (Garcia, 0010); and selecting client(s) (Harrow, 0031, 0034).

Claim 34

Garcia in combination with Harrow teach the method according to claim 26
wherein the first server selecting one of the devices is based on the selected device IP

address (Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Harrow, 0031, 0034).

Claim 35

Garcia in combination with Harrow teach the method according to claim 26
wherein the selected device fresher storing the content received from the web server

(Garcia, 0102-0103, 0121, 0153); and selecting client(s) (Harrow, 0031, 0034).

Claim 36

Garcia in combination with Harrow teach the method according to claim 26

wherein the device sending its identifier and the web server identifier to the first server
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as part of browser or email application execution (Garcia, 0010, 0102-0103); and

requesting client (Harrow, 0031, 0034).

Claim 37

Garcia in combination with Harrow teach the method according to claim 26
further comprising the step of the device sending its identifier to the first server, and the
first server storing the device identifier (Garcia, 0102, 0113); and requesting client(s)

(Harrow, 0031, 0034).

Claim 38

Garcia in combination with Harrow teach the method according to claim 37
further for data communication between a second, web server storing a second content
and having an identifier in the Internet and a one of the clients via the requesting client,

the method further comprising the steps of:

(h) one of the devices sending the second web server identifier to the first server

(Garcia, 0102, 0113);

(i) the first server sending the identifier of the client to the one of the devices

(Garcia, 0113-0114, 0119-0121, 0153);
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(j) the client receiving the second content from the second web server (Garcia,

0113-0114, 0119-0121, 0153); and

(k) the one of the devices receiving the second content from the client (Garcia,

0113-0114, 0119-0121, 0153).

Harrow teaches the selected client (i.e. client D) and the requesting client (i.e.
client A) receiving the content from the selected client (Harrow, 0031, 0034, 0082,

0088).

Claim 39

Garcia in combination with Harrow teach the method according to claim 26
wherein the communication with the web server or the requesting first server is based
on, or according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126).

Claim 40

Garcia in combination with Harrow teach the method according to claim 26

wherein the communication with the client or the selected device is based on, or
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according to, one out of UDP, DNS, TCP, FTP, POP#, SMTP, or SQL standards

(Garcia, 0126); and requesting client(s) (Harrow, 0031, 0034).

Claim 41

Garcia in combination with Harrow teach the method according to claim 26
wherein the web server identifier, the first server identifier, or the content identification is

using a Uniform Resource Locator (URL) (Garcia, 0010).

Claim 42

Garcia in combination with Harrow teach the method according to claim 2.6
wherein the web server identifier, the first server identifier, the client identifier, or any of
the device’s identifier is using Intemet Protocol (IP) address (Garcia, 0102, 0113); and

requesting client(s) (Harrow, 0031, 0034).

Claim 43

Garcia in combination with Harrow teach the method according to claim 26
wherein in step (d) the first server selecting two or more of the device based on

associating the identifiers of the devices with the web server identifier [i.e. selecting a
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best cache server based the received IP address of client with using WILD table]
(Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache server is selected,
but besides this, Harrow does disclose the selected device receives the content
(Harrow, 0031, 0034); and in step (e) the first server sending the identifiers of the
selected two or more device to the client (Garcia, 0113-0114, 0119-0121, 0153); and

clients and requesting client(s) (Harrow, 0031, 0034).

Claim 44

Garcia in combination with Harrow teach the method according to claim 43
further comprising the step of the client selecting one of the devices as the selected
device [i.e. selecting a best cache server based the received |P address of client with
using WILD table] (Garcia, 0102-0103, 0114, 0121, 0153). Even though the best cache
server is selected, but besides this, Harrow does disclose the selected device receives

the content and requesting client(s) (Harrow, 0031, 0034).

Claim 45

Garcia in combination with Harrow teach the method according to claim 26
farther comprising the steps of the client sending a communication address to the

selected device, followed by communication between the client and the selected device
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using the communication address [i.e. sending the |IP address of the client 300 to a Web
router 304] (Garcia, 0113, 0119-0120). Besides this, Harrow does disclose the feature
of communication port number (Harrow, claim 28); and selecting and requesting clients

(Harrow, 0031, 0034).

Claim 46

Garcia in combination with Harrow teach the method according to claim 26
further comprising the step of the requesting client sending the web server identifier to
the selected device (Garcia, 0113-0114, 0119-0121); and selecting client (Harrow,

0031, 0034).

Claim 47

Garcia in combination with Harrow teach the method according to claim 46
further comprising the step of the selected device communicating with the web server

(Garcia, 0113-0114, 0119-0121); and selecting client (Harrow, 0031, 0034).

Claim 48
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Garcia in combination with Harrow teach the method according to claim 26
wherein step (d) the first server selecting one of the devices based on the geographical

location of the clients (Garcia, 0102); and selecting client (Harrow, 0031, 0034).

Claim 49

Garcia teaches a method for use with a group of clients for data communication
between a web server storing a content and a requesting client via one or more clients
selected from the group, for use with a first server, and where the web server, the
requesting client, the first server, and the clients in the group are communicatively
coupled via the Internet and each is identified in the Internet using a distinct identifier,

the method comprising the steps of:

(a) each of the devices sending its identifier to the first server (Garcia, 0102,

0113);

(b) the first server receiving and storing the identifiers of the devices (Garcia,

0102, 0113);

(c) the requesting client sending its identifier and the web server identifier to the

first server (Garcia, 0113, 0119-0120);

(d) selecting one of the devices based on the geographical location of the

devices (Garcia, 0102-0103, 0121, 0153);
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(e) the first server sending the identifier of the selected device to the requesting

client (Garcia, 0113-0114, 0119-0121, 0153).

Garcia fails to teach a group of clients for data communication between
the web server and a requesting client via one or more clients selected from the
group; and (f) the selected client receiving the content from the web server; and

(g) the requesting client receiving the content from the selected client.

However, in an analogous art, Harrow teaches a group of clients (i.e.
clients A-D) for data communication between the web server and a requesting
client (i.e. client A) via one or more clients selected from the group; and (f) the
selected client (i.e. client D) receiving the content from the web server; and (g)
the requesting client (i.e. client A) receiving the content from the selected client

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of a group of
clients for data communication between the web server and a requesting client
via one or more clients selected from the group; and (f) the selected client
receiving the content from the web server; and (g) the requesting client receiving
the content from the selected client, as disclosed by Harrow, into the teachings of

Garcia. One would be motivated to support content delivery system.
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Claim 50

Garcia in combination with Harrow teach the method according to claim 49
wherein in step (d) the first server is selecting one of the devices (Garcia, 0102-0103,

0121, 0153); and selecting client {(Harrow, 0031, 0034).

Claim 51

Garcia in combination with Harrow teach the method according to claim 49
wherein in step (d) the requesting client is selecting one of the devices (Garcia, 0102-

0103, 0121, 0153); and selecting client (Harrow, 0031, 0034).

Claim 53

Garcia teaches a method for data communication between a requesting client
and a web server storing a contempt via a second client, for use with a first server and a
second client, and where the web server, the requesting client, the first server, and the
second client are communicatively coupled via the Internet mid each is identified in the

Internet using a distinct identifier, the method comprising the steps of:

(a) sending its identifier and the web server identifier to the first server (Garcia,

0102, 0113, 0119-0121, 0153);
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(b) receiving from the first server the identifier of the device (Garcia, 0113-0114,

0119-0121, 0153);

(c) sending the web server identifier to the device (Garcia, 0113, 0119-0120).

Garcia fails to teach second device and (d) receiving the content

associated with the web server from the second client.

However, in an analogous art, Harrow teaches second device and (d)
receiving the content associated with the web server from the second client

(Harrow, 0031, 0034, 0082, 0088).

Therefore, it would have been obvious to one having ordinary skill in the
art at the time the invention was made to incorporate the features of second
device and (d) receiving the content associated with the web server from the
second client, as disclosed by Harrow, into the teachings of Garcia. One would

be motivated to support content delivery system.

Claim 59

Garcia in combination with Harrow teach the method according to claim 53
further for data communication with a second web server storing a second content and
having an identifier in the Internet and the devices via the client, the method further

comprising the steps of: (e) receiving the second content from the second web server
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(Garcia, 0113-0114, 0119-0121, 0153); and (f) sending the second content to the

second client and requesting client (Harrow, 0031, 0034).

Claim 52 does not teach or define any new limitation other than above claim 38.

Therefore, claim 52 is rejected for similar reasons.

Claims 54-58, 60-66 do not teach or define any new limitation other than above claims

27,29, 31-32, 36, 39-43, 45-46. Therefore, claims 54-58, 60-66 are rejected for similar

reasons.

Correspondence Information
Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH-CHAU NGUYEN whose telephone number is
(571)272-4242. The examiner can normally be reached on QAM-4PM.
If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, JEFFREY L. NICKERSON can be reached on (571) 270-3631. The fax
phone number for the organization where this application or proceeding is assigned is

571-273-8300.
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That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the cerification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56{c) moare than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){2).

See attached certification statement.
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1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/ar suggestions for reducing this burden, should be sent to the Chief Information Officer, U.5.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general autharity for the collection of this information is 35 U.S.C. 2({b)(2); (2) furnishing of the information solicited
is voluntary; and {3) the principal purpose for which the information is used by the U.5. Patent and Trademark Office is to
proecess and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U_S. Patent and Trademark Cffice may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act {5 U.S.C. 552a). Records from this system of recerds may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, te ancther federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(<)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2804 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.5.C. 122(b} or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routing use, to a Federal, State, or local law
enfoercement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.8.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,
P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 353 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S5.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant {i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.5.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
ATTY.'S DOCKET: HOLA-005-USZ2
In re Application of: Confirmation No. 6124
Derry Shribman et al. Art Unit: 2459

Filed: ©September 12, 2013

)

)

)

)

Appln. No.: 14/025,109 ) Examiner: Nguyen, Minh Chau

)

) Washington, D.C.

)

For: S3YSTEM PROVIDING FASTER
AND MORE EFFICIENT
DATA COMMUNICATION ) November 30, 2016

RESPONSE / AMENDMENT:

Honorable Commissioner for Patents

U.3. Patent and Trademark Office
Randolph Building, Mail Stop Amendments
401 Dulany Street

Alexandria, VA 22314

Sir:

In response to the Office Action of September 8,
2016 (“Action”), as part of a filed RCE kindly amend the above-
identified application as follows:
Amendments to the Claims appear in the Listing of
Claims that begins on page 2 of this paper.

Remarks/Arguments begin on page 12 of this paper.
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Appln. Nco. 14/025,109
Reply to Office action of September 8, 2016

Amendments to the claims

This listing of claims will replace all prior versions,

and listings, of c¢laims in the application,.

Listing of claims:

1-25. (Cancelled)

26. {(Currently amended) A method for use with a group of

clients for data communication between a web server storing a

content and a requesting client via one or mcre deviees clients

selected from the group, for use with a first server, and where

the web server, the requesting client, the first server, and

the devieces clients in the group are communicatively coupled

via the Internet and each is identified in the Internet using a

distinct identifier, the method ccocmprising the steps of:

{a) each of the dewiees clients in the group sending its

identifier to the first server;

{(b) the first server receiving and storing the identifiers of

the clilents in Che group devieces;

{c) the requesting client sending its identifier and the web

server identifier to the first server;

{d) the first server selecting one of the deviees clients from

the group based on associating the identifiers of the dexiees

clients with the web server identifier;

{e) the first server sending the identifier of the selected

desiae client to the requesting client;

{f) the selected dewiee client receiving the content from the

web server; and
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Appln. Nco. 14/025,109
Reply to Office action of September 8, 2016

{g) the requesting client receiving the content from the

selected client desiee.

27. (Previously presented) The method according to claim 26,

wherein the steps are sequentially executed.

28. (Currently amended) The method according to claim 26,
wherein the web server is Hypertext Transfer Protoccl (HTTP)
server and responds to HTTP requests from the selected client

device.,

29. (Currently amended) The method according to claim 26,

wherein the first server 1is HTTP server and respcnds to HTTP

requests from the requesting client or the elHdents3n the greup

desricas,

30. (Previously presented) The method according to claim 26,
wherein the web server is Transmission Contrel Protocol /
Internet Protoccl (TCP/IP) server and communicates based con, or

according to, using TCP/TIP protocel or connection.

31. {Previously presented) The method according to claim 26,
wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/IP protocol cor connection.

32. (Previously presented) The method according to claim 26,

wherein the content includes web-page, audio, or video content.

33. {(Currently amended) The method according to c¢laim 26,
wherein the first server selecting one of the deviees clients

is based on the web server 1P address or URL.

34. {Currently amended) The method according to claim 26,
wherein the first server selecting one of the dexiees clients

igs based on the selected client dewiee IP address.

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
206 of 789



Appln. Nco. 14/025,109
Reply to Office action of September 8, 2016

35. {(Currently amended) The method according to claim 26,
wherein the selected dexiee client further storing the content

received from the web server.

36. {(Currently amended} The method according to claim 26,

wherein the requesting client sending its identifier and the

web server identifier to the first server as part of browser or

emall application execution.

37. {(Currently amended} The method according to claim 2¢,

further comprising the step of the requesting client sending

its identifier to the first server, and the first server

storing the requesting client identifier.

38. (Currently amended) The method according to claim 37,
further for data communication between a second web server
storing a second content and having an identifier in the

Internet and a one cf the dewviees clients via the requesting

client, the method further comprising the steps of:

{h) one of the clients deviees sending the second web server

identifier to the first server;

{i) the first server sending the identifier c¢f the requesting

client to the one of the dewieces clients;

{]) the requesting client receiving the second content from the

second web server; and

{k) the one of the desdees clients receiving the second content

from the reguesting client.

39. {Currently amended) The method according to claim 26,

wherein the communication with the web server or the requesting
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Appln. Nco. 14/025,109
Reply to Office action of September 8, 2016

first server 1s based on, or according to, one out cof UDP, DNS,

TCP, PFTP, POP#, SMIP, or SQL standards.

40. ({(Currently amended) The method according to claim 26,

wherein the communication with the requesting client or the

selected client desiee is basad on, or according to, one cut of

Uupp, DNS, TCP, FTP, POP#, SMTP, or SQL standards.

41 . (Previously presented)} The method according to claim 26,
wherein the web server identifier, the first server identifier,
or the content identification is using a Uniform Resource

Locator (URL) .

42, {(Currently amended) The method according to c¢laim 26,
wherein the web server identifier, the first server identifier,

the requesting client identifier, or any of the dewicels

client’s identifier is using Internet Protocol (IP) address.

43, {(Currently amended} The method according to claim 26,
wherein in step (d) the first server selecting two or more of
the clients dewviees based on associating the identifiers of the
clients devieces with the web server identifier; and in step (e)
the first server sending the identifiers of the selected two or

more clients dewiees to the requesting client.

44, (Currently amended) The method according to ¢laim 43,

further comprising the step of the requesting client selecting

one of the clients dexdees as the selected client desiee.

45. {(Currently amended) The method according to claim 26,

further comprising the steps of the requesting client sending a

communication port number to the selected client desiee,

followed by communication between the requesting client and the

selected client dexdee using the communication port number.
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46. (Currently amended) The method according to claim 26,

further comprising the step of the requesting client sending

the web server identifier to the selected client dewiese,

47, {(Currently amended} The method according to claim 46,
further comprising the step of the selected client deviee

communicating with the web server.

48. (Currently amended) The method according to c¢laim 26,
wherein step (d) the first server selecting one cf the clients
deviees based on the geographical location of the clients
devices.
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49, {Currently amended)} A method for use with a group of

clients for data communication between a web server storing a

content and a requesting client via one or more clients

selected from the group dewviees, for use with a first server,

and where the web server, the requesting client, the first

server, and the clients in the group deviees are

communicatively coupled via the Internet and each is identified
in the Internet using a distinct identifier, the method

comprising the steps of:

{a) each of the clients in the group deviees sending its

identifier to the first server;

{b) the first server receiving and storing the identifiers of

the clients in the group devices;

{c) the requesting client sending its identifier and the web

server identifier to the first server;

{d) selecting one of the clients from the group dewiees based

on the geographical location of the clients devices;

{e) the first server sending the identifier of the selected

client dewiee tc the requesting client;

{£) the selected client dexwiee receiving the content from the

web serwver; and

{g) the regquesting client receiving the content from the

selected client desiee.

50. {Currently amended) The method according to claim 49,
wherein in step (d) the first server is selecting one oI the

clients deviees,
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51. {(Currently amended) The method according to claim 49,

wherein in step (d) the requesting client is selecting cne of

the c¢lients deviees,

52. {(Currently amended} The method according to claim 49,
further for data communication between a second webk server
storing a second content and having an identifier in the

Internet and a cne of the clients d@esxiees via the requesting

client, the method further comprising the steps of:

{h) one of the clients deviees sending the second web server

identifier to the first server;

(i) the first server sending the identifier ¢f the requesting

client to the one of the clients devices;

{J]) the requesting client receiving the second content from the

second web server; and

{k) the one of the clients dewvwiees receiving the second content

from the regquesting client.
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53. {(Currently amended} A method for data communication between

a requesting client and a web server storing a content via a

second client dewiee, for use with a first server and a second

client dgexiee, and where the web server, the regquesting client,

the first server, and the second client dgevwiee are

communicatively coupled via the Internet and each is identified
in the Internet using a distinct identifier, the method

comprising the steps of:

{a) sending its identifier and the web server identifier fo the

first server;

{(b) receiving from the first server the identifier of the

second client deviee;

{c) sending The wel server identifier to the second client

desriee; and

{d) receiving the content associated with the web server from

the second client dexiece.

54. (Previously presented) The method according to claim 53,

wherein Lthe steps are sequentially executed.

55. (Previously presented) The method according to claim 53,
wherein the first server is HTTP server and responds to HTTP

requests.

56. ({Previously presented) The method according to claim 53,
wherein the first server is a TCP / IP server and communicates

based on, or according to, using TCP/TIP protccol or connection.

57. {(Previously presented) The method according to claim 53,

wherein the content includes web-page, audio, or video content.
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58. (Previously presented) The method according to claim 53,
wherein the steps are part of browser or email application

execution.

58. (Currently amended} The method according to claim 53,
further for data communication with a second web server storing
a second content and having an identifier in the Internet and

the second clients dewxreses via the requesting client, the

method further comprising the steps of:

{e) receiving the second content from the second web server;

and

{f) sending The second content to the second client deviee.

60. (Previously presented) The method according to claim 53,
wherein the communication with the web server or the first
server 1is based on, or according to, one out of UDP, DNS, TCP,

FTP, POP#, SMTP, or SQL standards.

6l. {(Currently amended) The method according teo claim 53,

wherein the communication with the second client dewiee is

basged on, or according to, one out of UDP, DNS, TCP, FTP, POP#,

SMTP, or SQL standards.

62. (Previously presented) The method according to claim 53,
wherein the web server identifier, the first server identifier,
or the content identification is using a Uniform Resource

Locator (URL) .

63. (Currently amended) The method according to claim 53,
wherein the web server identifier, the first server identifier,

the requesting client identifier, or the second client deviee

identifier is using Internet Protccol (IP) address.
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64. (Currently amended) The method according to claim 53,
wherein step (b) comprising the receiving from the first server

the identifiers of two or more second clients desiees, and

further comprising the step of selecting one out of second
clients dewiees based on assoclating the identifiers of the

second clients dewvwiees with the web server identifier.

65. (Currently amended} The method according to claim 53,
further comprising the steps of sending a communication port

number tc the second client dewiee, followed by communication

with the second client dewiee using the communication pcrt

number.

66, (Currently amended) The method according to c¢laim 53,
further comprising the step of sending the web server

identifier to the second client dewice.
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REMARKS / ARGUMENTS

The examiner’ s action dated September 8, 2016

{“Action”) has been received and its contents carefully noted.

Without agreeing with the rejections, and in order to
further distinguish over the Garcia reference, tThe claims were
amended to specify that the ‘devices’ are ‘clients’. This 1is
supported throughout the specification, where the devices /
clients are referred to as "peers’, such as in clients 70-78 in

Figure 2.

According to the Action, the ‘device’ was equated in
the Garcia reference to the cache server 306, which is clearly
a dedicated device and performs a server functionality. The
Garcia reference 1is silent, and actually teaches away from
identifving and using another client device for supporting a

content request by a specific client.
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The absence of a reply to a specific rejection,
issue, or comment, does not signify agreement with that
rejection, issue, or comment. In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing 1in this reply should be understood as
conceding any issue with regard to any c¢laim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability fo the claim bkefore its amendment.

In view of the foregoing, it is requested that all of
the rejections be reconsidered and withdrawn and that the
claims be considered allowable.

If the above arguments should not now place the
application in tThe conditicen for allowance, the examiner 1s
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-54-4444577
Fax; +9272-9-7442618
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Description

Field of the Invention

[0001] The present invention ig directed to the field of
network security, and more specifically to preventing third
parties from intercepting data transmissions over a net-
work.

Background of the Invention

[0002] As the world becomes ever more tightly con-
nected with the proliferation and increasing popularity of
the Internet, electronic commaerce will become increas-
ingly important in our lives. Banks and other financial
institutions allow customers to access their accounts over
the Internet; brokerage houses allow clients to trade
stocks, mutual funds and other securities over the Inter-
net; and manufacturers, wholesalers, and retailers allow
customers to order and pay for products over the Internet.
While the most significant financial transactions are still
carried out over private electronic data interchange (EDI},
bank, and interbank networks, consumer credit card
transactions are carried out over the Internet with in-
creasing frequency. While most of these credit card
transactions are carried out with some form of encryption,
user anxiety remains high because messages can be
intercepted by third parties and translated at leisure, us-
ing commeon decryption techniques. Even though a rel-
atively small percentage of Internet transactions contain
credit card numbers, one could simply locate a merchant
that accepts credit card transactions and search for those
transactions having the merchant's IP address. This is
guaranteed to lead to the discovery of numerous credit
card containing packets which can then be decrypted
offline.

[0003] "Security Problems in the TCGP/IP Protocol
Sulte™ S.M. Bellovin In Computer Communication Re-
view, Volume 19, No. 2, 30th April 1989 (1989-04-30)
pages 32-48 discloses a method of transmitting data by
distributing a sequence of characters among a plurality
of packets, assigning each packet a number and trans-
mitting the plurality of packets from a source node to a
destination node.

[0004] US 5151899 Harvey et al discloses a method
of transmitting data by packets wherein a sequence of
characters is distributed across a number of packets and
each packet is assigned a packet number.

[0005] “Internetworking with TCP/IP2, D. E. Corner,
Prentice-Hall International Editions, 1991, pages
103-104, ISBN 0-13-474321-0 discloses a method for
forcing a packetto follow a particular route for the purpose
of testing the route.

Summary of the Invention

[0006] According to the invention there is provided a
methoed of transmitting transaction data as recited in
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claim 1.

Brief Description of the Drawings

[0007] The foregoing aspects and many of the attend-
antadvantages of this invention willbecome more readily
appreciated as the same becomes better understood by
reference to the following detailed description, when tak-
en in conjunction with the accompanying drawings,
wherein:

FIGURE 1A is a block diagram of a general purpose
computer system for implementing the present in-
vention,

FIGURE 1B is a diagram of a network for implement-
ing the present invention;

FIGURE 2 1s a flow chart depicting an overall oper-
ation of the present invention;

FIGURE 3A-3D depict exemplary Internet packet
numbering schemes according to the prior art and
the present invention;

FIGURE 4 depicts Internet packet routing according
to the prior art; and

FIGURE 5 depicts the routing of renumbered Internet
packets according to the present invention.

Detailed Description of the Preferred Embodiment

[0008] The present invention is directed to a system
for providing enhanced security to transactions sent from
a client computer to a server computer through a distrib-
uted network. In accordance with the present invention,
the system of the present invention executes on a com-
puter, such as a general purpose personal computer.
FIGURES 1A-1B and the following discussion are intend-
ed to provide a brief, general description of a suitable
computing environment in which the invention may be
implemented. Although not required, the invention will
generally be implemented as computer-executable in-
structions, such as program modules, being executed by
a personal computer. Generally, program modules in-
clude routines, programs, objects, components, data
structures, etc. that perform particular tasks orimplement
particular abstract data types. Moreover, those skilled in
the art will appreciate that the invention may be practiced
with other computer system configurations, multiproces-
sor systems, minicomputers, and mainframe computers.
The invention may also be practiced in distributed com-
puting environments where tasks are performed by re-
mote processing devices that are linked through a com-
munications network. In a distributed computing environ-
ment, program modules may be located in both local and
remete memeoery storage devices.

[0009] With reference to FIGURE 1A, an exemplary
system for implementing the invention includes a general
purpose computing device such as a conventional per-
sonal computer 20, including a processing unit 21, a sys-
tem memory 22, and a system bus 23 that couples var-

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
225 of 789



3 EP 0 948 176 B1 4

ious system components including the system memory
to the processing unit21. The system bus 23 may be any
of several types of bus structures including a memory
bus or memory controller, a peripheral bus, and a local
bus using any of a variety of bus architectures. System
timing is provided by a clock signal (not shown) applied
to the system bus 23. The system memory includes read
only memory (ROM) 24 and random access memory
(RAM) 25. A basic input/output system 26 (BIOS) is
stored in ROM 24, and contains the basic routines that
helps to transfer information between elements within
the personal computer 20, such as during start-up. The
personal computer 20 further includes storage devices
such as a hard disk drive 27 connected to the system
bus through a hard drive interface 32 for reading data
from and writing data to a hard disk 31. In addition, one
or more removable disk drives 30 are connected to the
system bus through one or more removable storage in-
terfaces 34 for reading data from or writing data to re-
movable storage 29, such as floppy disks, removable
magnetic disks, CD-ROMs or other optical media. The
drives and their associated computer-readable media
provide nonvolatile storage of computer readable instruc-
tions, data structures, program modules and other data
for the personal computer 20. Although the exemplary
environment described herein employs a hard disk and
removable media, it should be appreciated by those
skilled in the art that other types of computer-readable
media which can store data that is accessible by a com-
puter, such as magnetic cassettes, flash memory cards,
digital versatile disks {also known as Digital Videc Disks
or DVDs}, Bernoullicartridges, random access memories
(RAMSs), read only memories (ROMs), and the like, may
also be used in the exemplary operating environment.
[0010] A number of program modules may be stored
on the storage devices, including an operating system
35, one or more application programs 36, and program
data 38. A user may enter commands and information
into the personalcomputer 20 through input devices such
as a keyboard 40 and pointing device 42. Other input
devices (not shown) may include a microphone, joystick,
game pad, satellite dish, scanner, or the like. These and
other input devices are often connected to the processing
unit 21 through a serial interface 46 that is coupled to the
system bus, but may be connected by other interfaces,
such as a parallel port, game port or a universal serial
bus (USB). A display device 47, such as a monitor, Is
also connected to the system bus 23 via a video interface
48. In addition to the monitor, personal computers typi-
cally include other peripheral output devices (not shown},
such as printers and plotters.

[0011] Thepersonalcomputer 20 may operateinanet-
worked environment using logical connections to one or
more remote computers, such as remote computers 49
and 60. Each remote computer 49 or 60 may be another
personal computer, a server, a router, a network PC, a
peer device or other commeon network node, and typically
includes many or all of the elements described above

20

25

30

35

40

45

50

55

relative to the personal computer 20. The logical connec-
tions depicted in FIGURE 1A Include a local area network
(LAN) 51 and a wide area network (WAN) 52, Such net-
working environments are commonplace in offices, en-
terprise-wide computer networks, intranets and global
networks such as the Internet. As depicted in FIGURE
1A, the remote computer 60 communicates with the per-
sonal computer 20 via the local area network 51. The
remote computer 49 communicates with the personal
computer 20 via the wide area network 52.

[0012] When used in a LAN networking environment,
the personal computer 20 is connected to the local net-
work 51 through a network interface 53. When used in a
WAN networking environment, the personal computer 20
typically includes a modem 54 ¢r other means for estab-
lishing communications over the wide area network 52,
such as the Internet. The modem 54, which may be in-
ternal or external, is connected to the system bus 23 via
the serial interface 46. In a networked environment, pro-
gram modules depicted relative to the persenal computer
20, orportions thereof, may be stored in the remote mem-
ory storage device. It will be appreciated that the network
connections shown are exemplary and other means of
establishing a communications link between the comput-
ers may be used.

[0013] FIGURE 1B depicts an exemplary distributed
communications network including a variety of intercon-
nected networks. Geographically distributed networks
such as network A 201, network B 202, and network C
203 are interconnected via gateways 210, which provide
the necessary interfacing between disparate networks of
possibly different bandwidths and packet handling capa-
bilities as well as possibly different architectures. Each
of networks A, B, and C may be made up of a number of
network nodes 215. The network nodes 215 communi-
cate with each other through physical links as well as
through radio or microwave transmissions through relay
stations such as a satellite 223.

[0014] A user at a terminal or personal computer 205
may access a network through a common access point
at a network node 215, a local area network (LAN) 220,
221, a digital PBX 225, or any other common network
access points. Two or the more popular local area net-
work architectures are depicted, the ring 220, and the
bus 221, but other network topologies may also be em-
ployed. While the following discussion is directed to an
Internet environment, the teachings of the present inven-
tion are applicable to any distributed network envircn-
ment. In the present invention, personal computer 20 is
connected to a distributed network such as the Internet,
either directly through to modem 54 to a remote computer
49 which serves as an Internet Service Provider (ISP),
an Internet router, or through a LAN 51 to a remote com-
puter 60 which serves as the local area network’s Internet
gateway 210. Each node in the path between the user’s
personal computer 20 and the server computer acts as
an Internetrouter. An Internet router typically either main-
tains a routing table having entries representing every
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other router on the network, or has a mechanism for de-
termining a route or for asking an adjacent router for rout-
ing information. The routing table will also typically in-
clude statistics concerning the link between the node and
each other connected node so that information is avail-
able as to the "best” path from the node to another node.
Typically, routing tables contain entries for a primary
route, as well as one or more alternate routes. Alterna-
tively, a routing algorithm may be used to establish an
appropriate routing path from the clientto the server. Both
routing tables and routing algorithms are well known in
the art and will not be discussed further. Internet routers
and ISPs will be referred to collectively as "routers” in the
remainder of the discussion.

[0015] A user typically interacts with the Internet
through web browser software (not shown) running on a
personal computer 20. The web browser software allows
the user to access remote server computers on the In-
ternet through a Uniform Resource Locator (URL), which
serves as a server's network address. Examples of suit-
able web browsers include Explorer™, available from Mi-
crosoft Corporation, of Redmond, Washington, or Navi-
gator™, available from Netscape Communications of
Mountain View, California. When the user enters or se-
lects a URL through the web browser, the URL is for-
warded to the router, where a table is checked to deter-
mine a "best” path to a next node from the router to the
serverdesignated by the URL. Interaction between aweb
browser (the client) and a server will typically be through
use of the Hypertext Transfer Protocol (HT TP}, which
includes specific communication methods that allow cli-
ents to request data from a server and send information
to the server. According to the Hypertext Transport Pro-
tocol, the client contacts the server at the Internet address
as specified inthe URL to open the connection. The client
then sends a message to the server requesting service
as specified by a request header that defines a method
requested for the transaction. Typical HTTP methods are
the GET, for getting an object from a server, and the
POST, for posting data to an object on the server. The
server then sends a response to the client consisting of
response headers describing the state of the transmis-
sion, followed by the actual data. The connection is then
closed. In a typical user interaction with the Internet, the
user is requesting a web page written in the Hypertext
Markup Language (HTML) from a server in the World
Wide Web (WWW). Depending on the content of the web
page, the user may further interact with the server by
sending additional information to the server. All such
transmissions to the server will hereinafter be referred to
as "transactions.”

[0016] FIGURE 2 depicts a flow chart describing an
overall metheod of providing enhanced security to a trans-
action on a computer network according to the present
invention. Greater detail is provided in the discussions
accompanying FIGURES 3A-3D, 4 and 5. Referring to
FIGURE 2, beginning with step 110, transaction data is
parceled into a number of different packets. The packets
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are then assigned packet numbers at a step 120. Each
packetis then assigned a route to its intended destination
at a step 130, and the packets are then transmitted from
the source to the destination via the assigned route ata
step 140.

[0017] Referring to FIGURE 3A-3D, the data to be
passed between the client computer and a server is typ-
ically transmitted as one or more packets. In FIGURE
3A, transaction data 300 may include such information
as a 16-digit credit card number, as shown. According to
prior art Internet packet routing techniques, the transac-
tion data 300 may be divided into a number of packets.
For example, as shown in FIGURE 3B, the transaction
data 300 has been divided into eight packets 301-308,
each containing two characters of transaction data. Pack-
ets 301-308 are assigned packet numbers 1-8, respec-
tively. According to a present embodiment of the inven-
tion, the transaction datais also divided into eight packets
331-338, but the packets in the sequence are assigned
packets numbers according to a pseudo-random order-
ing. The sequence is referred to as pseudo-random in
that the resulting sequence is preferably an increasing
ordecreasing series of random numbers. In other words,
beginning with a first random number for the first packet,
each subsequent packet number is calculated by taking
a new random number and either adding or subtracting
it from the first random number, depending on whether
an increasing or decreasing sequence is desired. For a
decreasing sequence, the random number for the first
packet should be added to a base value large enough to
ensure that subtracting subsequent random numbers will
not result in a negative value. Each random number may
have the same seed value or may have any number of
different seed values. The packet renumbering scheme
should be such that no two packets have adjacent num-
bers in order to increase the effectiveness of the security.
In the example shown in FIGURE 3C, the transaction
data has been divided into eight packets 331-338 that
have been assigned packet numbers in increasing pseu-
do-random sequence, 17-32-46-53-61-80-89-97. Alter-
natively, the transaction data may be divided into a larger
number of packets. For example, as shown in FIGURE
3D, the transaction data has been divided into 16 packets
311-326, and the packets have been assigned packet
numbers
20-34-57-62-81-88-95-101-111-119-132-147-160-173-
189-210, as an increasing pseudo-random sequence.
[0018] FIGURE 4 illustrates a conventional method of
routing of Internet packets. For purposes of illustration,
the Internet packets 301-308 are depicted with packet
numbers 1-8, respectively, within the packet rather than
the corresponding transaction data. As shownin FIGURE
4, a source node A 401 is connected to a destination
node E 405 through a number of interconnected network
nodes.

[0019] From the source node A 401, each packet of
the transaction is transferred, in turn, through a number
of intermediate nodes B 402, C 403, D 404 before reach-
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ing the destination E 405. Generally, unless a failure oc-
curs in a link between nodes in a route after transmission
has begun, all packets of a transaction are sent along
the same route, which is typically a "best" available route.
Upon receipt at the destination node E 405, the server
merely has to reassemble the packets in sequence to
reconstruct the transaction data.

[0020] The problem with the prior art approach to In-
ternet packet routing is that a third party interested in
capturing credit card numbers or other sensitive data
could simply monitor a selected network node for network
traffic containing URLs or other network addresses for
destination nodes known to accept the credit card num-
bers or other sensitive information. For instance, many
mail-order companies now offer on-line purchasing of
products through the Internet. A third party could monitor
a network node for all traffic addressed to the mail-order
company. The captured network traffic could then be an-
alyzed at the third party’s leisure to locate the credit card
numbers. Even where prior art encryption techniques are
employed, the third party would still have a considerable
amount of time to decrypt the information using common
techniques. Even if the third party were to miss a small
number of packets in the sequence, because the Internet
packets are sequentially numbered, the third party would
know which packets are missing and could apply a com-
mon number substitution to successively substitute each
possible character or permutation of characters that
would appear in the missing packet in an attempt to find
a valid credit card number.

[0021] FIGURE 5 depicts an exemplary routing of
transaction data 300 according to an embodiment of the
present invention. The transaction data 300 is divided
into 8 packets as shown in FIGURE 3C. For purposes of
illustration, the Internet packets 331-338 are depicted
with packet numbers 17-32-46-53-61-80-89-97, respec-
tively, within the packet rather than the corresponding
transaction data. These packets of the transaction data
enter a source node A 501, whereupon the packets are
sent along different routes to destination node, E 505. In
a present embodiment of the invention, the different
routes are forced by sending an indication along with
each packet to choose randomly from among several
possible routes.

[0022] Forinstance, In the example of FIGURE 5, the
network includes a number of intermediate nodes B 502,
C 503, D 504, F 506, G 507, H 508, 1509, J 510, and K
511, all of which are interconnected such that Internet
packets may travel over a number of routes when being
sent from the source node to the destination node. For
example, one exemplary routing assigned to each of the
packets of the transaction data is shown in Table 1 below.

TABLE 1
Packet Number | Route
17 A-B-C-J-K-F-E
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(continued)

Packet Number | Route
32 A-l-H-G-K-E
48 A-H-K-J-C-D-E
53 A-H-F-K-E
61 A-B-I-C-D-E
80 A-1-C-J-E
89 A-H-F-E
97 A-G-H-F-E

[0023] Sinceeach ofthe packets are transmitted along
different routes, it is likely that they will arrive at their
destination in an order other than their initial transmission
order. However, since the packets have been numbered
as either an increasing or decreasing series, the packets
merely have to be placed in a corresponding increasing
or decreasing order to reconstruct the transaction data.
[0024] With the present invention, a third party moni-
toring transmissions at any given node will only capture
a small portion of the total number of packets making up
atransaction. For instance, if the third party is monitoring
the Internet at node D 504, only 2 of the 8 packets of the
transaction data 300 would be captured. Even if the third
party knows of the sequencing scheme of the present
invention, for example, the packets are numbered in an
increasing sequence, only the relative order of the inter-
cepted packets would be known. While the third party
could try a highspeed substitution in an attempt to guess
the missing digits, the third party would have no way of
knowing how many packets were missing, or where to
try the substitutions.

[0025] As will be appreciated, the present invention
increases the security of the transaction data transmitted
on a public network by encoding the relative position of
a packet within a data stream and by assigning different
routes to the packets to lessen the likelihcod that packets
will be intercepted. Further, as will be appreciated by
those skilled in the art, further security can be provided
by applying encryption techniques to the data contained
within as is well known in the prior art.

Claims

1. A method of transmitting transaction data (300) com-
prising a sequence of characters from a source node
to a destination node through a distributed network
interconnecting a plurality of network nodes includ-
ing the source node and the destination node, the
method comprising:

a. distributing the sequence of characters
among a plurality of packets (301-308);
b. assigning each packet of the plurality of pack-
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ets (301-308) a packet number (1-8) character-
ised in that the packet number is assigned ac-
cording to a pseudo-random function such that
the packet numbers form a pseudo-random se-
quence (17-32-46-57-61-80-89-97); and by the
steps of:

€. assigning to each of the plurality of packets
(301-308) a route from the source node (A401)
to the destination node (E405);

d. transmitting the plurality of packets from the
source node (Ad401) to the destination node
(E405} on their assigned routes.

e. receiving the plurality of packets at the desti-
nation node (E405); and

f. arranging, at the destination node (E405)}, the
plurality of packets (301-308} according to the
pseudo-random sequence of packet numbers
such that the transaction data is reconstructed,
characterised in that in step c. the packets are
each assigned different routes from others of
the plurality of packets.

The method of claim 1, wherein the packet numbers
form a sequence such that the relative position of
each packet is known.

The methed of claim 2, wherein distributing the se-
quence of characters among a plurality of packets
(301-308} comprises distributing into each packet of
the plurality of packets, a single character of the se-
quence of characters.

The method of claim 2, wherein the pseudo-random
sequenceig anincreasing sequence of randomnums-
bers.

The method of claim 4, wherein each packet of the
plurality of packets (301-308} is assigned a number
according to a pseudo-random function such thatthe
packet numbers form a pseudo-random sequence
by:

a. assigning a first packet of the pseudo-random
sequence a random number as its packet
number; and

h. for each subsequent packet number in the
pseudo-random sequence, adding a random
numbertothe packet number of preceding pack-
et.

The method of claim 2, wherein the pseudo-random
sequence is a decreasing sequence of random num-
bers.

The method of claim 6, wherein each packet of the
plurality of packets (301-308) is assigned a packet
number according to a pseudo-random function
suchthatthe packet numbers forma pseudo-random
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sequence by:

a. assigning a first packet of the pseudo-random
sequence a random number as its packet
number; and

b. for each subsequent packet number in the
pseudo-random sequence, subtracting a ran-
dom number from the packet number of an im-
mediately preceding packet.

Patentanspriiche

1.

Verfahren zum Ubertragen ven Transaktionsdaten
(300), die eine Folge von Zeichen umfassen, von
einem Ursprungsknoten zu einem Zielknoten lber
ein verteiltes Netz, das eine Vielzahl von Netzknoten
einschlieBlich des Ursprungsknotens und des Ziel-
knotens verbindet, wobei das Verfahren umfasst:

a. Verteilen der Folge von Zeichen auf eine Viel-
zahl von Paketen (301-308);

b. Zuweisen einer Paketnummer (1-8} zu jedem
Paket aus der Vielzahl von Paketen (301-308),
dadurch gekennzeichnet, dass die Paket-
nummer entsprechend einer pseudozufilligen
Funktion zugewiesen wird, derart, dass die Pa-
ketnummern eine pseudozufillige Folge
(17-32-46-57-61-80-89-97) bilden; und durch
die folgenden Schritte:

c. Zuweisen einer Route vom Ursprungsknoten
(A401} zum Zielknoten (E405) zu jedem Paket
aus der Vielzahl von Paketen (301-308);

d. Ubertragen der Vielzahl von Paketen vom Ur-
sprungsknoten (A401) zum Zielknoten (E405)
iiber die ihnen zugewiesenen Routen;

e. Empfangen der Vielzahl von Paketen am Ziel-
knoten (E405); und

f. Anordnen der Vielzahl von Paketen (301-308}
am Zielknoten (E405) entsprechend der pseu-
dozufilligen Folge von Paketnummern, derart,
dass die Transaktionsdaten wiederhergestellt
werden, dadurch gekennzeichnet, dass in
Schritt ¢. den Paketen jeweils Routen zugewie-
sen werden, die von denen anderer Pakete aus
der Viglzahl von Paketen verschieden sind.

Verfahren nach Anspruch 1, wobei die Paketnum-
mern eine Folge bilden, derart, dass die relative Po-
sition jedes Paketes bekannt ist.

Verfahren nach Anspruch 2, wobeidas Verteilen der
Folge von Zeichen auf eine Vielzahl von Paketen
(301-308) derart erfolgt, dass jedem Paket aus der
Vielzahl von Paketen ein einziges Zeichen aus der
Folge von Zeichen zugeteilt wird.

Verfahren nach Anspruch 2, wobei die pseudozufal-
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lige Folge eine wachsende Folge von Zufallszahlen
1st.

Verfahren nach Anspruch 4, wobei jedem Paket aus
der Vielzahl von Paketen (301-308) eine Nummer
entsprechend einer pseudozufilligen Funktion zu-
gewiesen wird, derart, dass die Pakethummern eine
pseudozufillige Folge bilden, durch:

a. Zuweisen einer Zufallszahl als Paketnummer
zu einem ersten Paket der pseudozufélligen Fol-
ge; und

b. fir jede nachfolgende Paketnummer in der
pseudozufilligen Folge, Addieren einer Zufalls-
zahl zu der Paketnummer des vorhergehenden
Paketes.

Verfahren nach Anspruch 2, wobei die pseudozufal-
lige Folge eine fallende Folge von Zufallszahlen ist.

Verfahren nach Anspruch 6, wobei jedem Paket aus
der Vielzahl von Paketen (301-308} eine Paketnum-
mer entsprechend einer pseudozufilligen Funktion
zugewiesen wird, derart, dass die Pakethummern
eine pseudozufallige Folge bilden, durch:

a. Zuweisen einer Zufallszahl als Paketnummer
zu einem ersten Paket der pseudozufalligen Fol-
ge; und

b. fir jede nachfolgende Paketnummer in der
pseudozufalligen Folge, Subtrahieren einer Zu-
fallszahl von der Paketnummer eines unmittel-
bar vorangehenden Paketes.

Revendications

Procédé de transmission de données de transaction
(300} comprenant une séquence de caractéres d'un
noeud source & un noeud destinataire par le biais
d’'un réseau réparti interconnectant une pluralité de
noeuds de réseau comprenant le noeud source et
le noeud destinataire, le procédé consistant & :

a. répartlr la séquence de caractéres entre une
pluralité de paquets (301-308) ;

b. attribuer a chaque paquet de la pluralité de
paquets (301-308) un numéro de paquet (1-8)
caractérisé en ce que le numéro de paquet est
attribué selon une fonction pseudo-aléatoire tel-
le que les numéros de paguet forment une sé-
quence pseudo- aléatolre
(17-32-46-57-61-80-89-97}, et par les étapes
consistanta:

c. attribuer a chaque paquet de la pluralité de
paquets (301-308) un trajet du noeud source
(A401} au noeud destinataire (E405} ;

d. transmettre la pluralité de paquets du nceud
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source (A401) au noeud destinataire (E405) sui-
vant les trajets qui leur ont été attribués ;

e. recevoir la pluralité de paquets au noeud des-
tinataire (E405}), et

f. agencer, au noeud destinataire (E405), la plu-
ralité de paquets (301-308) selon la séguence
pseudo-aléatoire de numeéros de paquet de telle
sorte que les données de transaction soient re-
constituées, caractérisé en ce que, a I'étape
c., il est attribué a chacun des paquets un trajet
différent de celui des autres paquets de la plu-
ralité de paquets.

Procédé selon la revendication 1, dans lequel les
numéros de paquet forment une séquence telle que
la position relative de chaque paquet est connue.

Procédé selon la revendication 2, dans lequel le fait
de répartir la séquence de caractéres entre une plu-
ralité de paquets (301-308) consiste & répartir dans
chaque paquet de la pluralité de paquets un seul
caractére de la séquence de caracteres.

Procédé selon la revendication 2, dans lequel la sé-
quence pseudo-aléatoire est une sequence crois-
sante de nombres aléatoires.

Procédé selon la revendication 4, dans lequel & cha-
que paquet de la pluralité de paquets (301-308) est
attribué un numeéro selon une fonction pseudo-aléa-
toire telle que les numéros de paquet forment une
séquence pseudo-aléatoire :

a. en attribuant & un premier paquet de la sé-
quence pseudo-aléatoire un nombre aléatoire
comme numéro de paquet, et

b. pour chaque numéro de paquet suivant de la
séquence pseudo-aléatoire, en ajoutant un
nombre aléatoire au numéro de paquet du pa-
quet précédent.

Procédé selon la revendication 2, dans lequel la sé-
quence pseudo-aléatoire est une séquence décrois-
sante de nombres aléatoires.

Procédé selon la revendication 8, dans lequel & cha-
que paquet de la pluralité de paquets (301-308) est
attribué un numéro de paquet selon une fonction
pseudo-aleatoire telle que les numéros de paquet
forment une séquence pseudo-aléatoire :

a. en attribuant & un premier paquet de la sé-
quence pseudo-aléatoire un nombre aléatoire
comme numéro de paquet, et

b. pour chague numéro de paquet suivant de la
séquence pseudo-aléatoire, en soustrayant un
nombre aléatoire du numéro de paquet d’'un pa-
quet venant immédiatement avant.
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SECURE MESSAGE EXCHANGE METHOD USING INTERMEDIARIES
FIELD OF THE INVENTION:

The present invention relates to methods and devices for
exchanging messages, and more particularly to methods and
devices for securely exchanging data between computing devices

using at least one intermediary.
BACKGROUND OF THE INVENTION:

In recent years the use of public computer networks to
carry sensitive data has become widespread. The best example
of such a public computer network is the public Internet.
Because of widespread access availability, the Internet is
evolving into a preferred communications network. As such,
the Internet is being used for the exchange of sensitive data,
that may be of a private nature. Recently, the Internet has
been heralded as a vehicle facilitating commercial
transactions. Because of the sensitivity of financial
information, secure communications using the insecure network

is a requirement.

As a result, many encryption and decryption methods are
being developed. One encryption and decryption mechanisms
that has gained popularity is the secure sockets layer ("SSL")
method pioneered by Netscape Communications of CA as detailed
in Freier, A.0., Karltcon, P. and Kocher P. "The SS5L Proteocol
Version 3.0", Netscape Communications, November 18, 1996, and

U.S. Patent No. 5,657,390 the contents of beth of which are
- l -
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hereby incorporated by reference. SSL encryption allows an
end-user to safely exchange encrypted data using a modified
hyper text transfer protocol ("HTTP") session using a

temporary session key, which need not be stored or entered by

‘the end-user. Moreover, most currently available Internet -

browser applications support SSL encryption. Accordingly, SSL

encryption is convenient for end-users.

However, current implementations of SSL encryption
require an end-user to communicate with an SSL capable server,
such as the Netscape Commerce Server. Many vendors are not
able to, or do not wish to administer an SSL capable server.
As such, third party intermediaries such as internet service
providers have begun operating SSL capable servers for their

commercial clients that act as wvendors.

End-users may provide sensitive information to the SSL
capable servers that vendors may then retrieve, by for
example, establishing another SSL session with the SSL capable
server. Typically, data received and stored by an SSL server
is decrypted and stored at the SSL capable server in plaintext
format, until retrieved remotely by the intended message
recipient. As such, operators of the SSL capable servers have
access to the plaintext message. This may lead to misuse of

the sensitive information by these operators.

One known soluticn addressing this concern requires
double encryption of the message by way of another encryption
method. For example, the data provided to the SSL server may

be encrypted so that decryption is only possible using a key

-2
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known tc the vendor. This, however, requires the vendor to
provide a key to the end-user that must be applied by the end-
user using, for example, another software application. This

application and the key must be supplied to the end-user prior

" to SSL session. If the encryption algorithm is complex, the

key and software may be quite large and would typically need
to be stored at the end-user computing device. All this is

quite complex and cumbersome for end-users.

Accordingly, a stream-lined secure method c¢f providing
data from a first computing device to a second computing

device using an intermediary is desirable.
SUMMARY OF THE INVENTION:

In accordance with an aspect of the present invention,
there is provided a method of conveying a message from a first
computing device to a second computing device. The method
comprises the steps of: a. splitting the message at the first
computing device into at least two independent message
portions, wherein each megssage portion is insufficient to form
the message and all the message portions are required to form
the message; b. encrypting one of the message portions at the
first computing device; <. providing the encrypted message
portion from the first computing to an intermediate computing
device; d. providing the remaining message porticons to a
second computing device; e. providing the first message
portion to the second computing device; and f£. re-combining
the first message portion and the remaining message portions

at the second computing device to form the message.
-3 -
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In accordance with yet another aspect of the present
invention, there is provided a computing device comprising: a
processor; a computer network interface in communication with

the procesgsor; persistent storage memory in communication with

" the processor, the persistent storage memory comprising

processor readable instruction adapting the device to:

a. split the message at the first computing device into at
least two independent message portions, wherein each message
portion is insufficient tc form the message and all the
message portions are required to form the message; b. encrypt
one of the message portions at the computing device; c.
provide the encrypted message portion from the computing
device to an intermediate computing device using the network
interface; and d. provide at least one of the remaining
message portions to a second computing device interconnected

with the network.

In accordance with yet a further aspect of the invention,
there is provided a computer readable medium comprising a
software application that, when loaded by a network
interconnected computing device adapts the computing device
to: a. split a data message at the computing device into at
least two message portions, wherein each of the message
portions is insufficient to form the message and wherein all
the message portions are required to form the message; b.
encrypt one of the message portions at the first computing
device; c. provide the encrypted message portion from the
computing device to an intermediate computing device using the
network interface; and d. provide at least one of the

remaining message portions to a second computing device
- 4 -
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interconnected with the network.

BRIEF DESCRIPTION CF THE DRAWING:

In figures which illustrate, by way of example only,

embodiments of the present invention,

FIG. 1 illustrates a plurality of network interconnected
computing devices, exemplary of embodiments of the
present invention;

FIG. 2 illustrates a preferred architecture of one of the
devices of FIG. 1;

FIG. 3 illustrates an exemplary organization of memory at
one of the devices of FIG. 1;

FIGS. 4 and 5 are flowcharts of methods exemplary of
embodiments of the present invention; and

FIG. 6 illustrates a further arrangement of computing
devices, exemplary of an embodiment of the present

invention.

DETATLED DESCRIPTION:

FIG. 1 illustrates a plurality of computing devices 12,
14 and 16 exemplary of embodiments of the present invention.

Devices 12, 14 and 16 are interconnected by data network 10.

Network 10 is preferably a packet switched data network,
such as a network adhering to te internet protocol ("IP"),
allowing devices 12, 14 and 16 to exchange data. Data may be

exchanged between network interconnected computing devices
-5-
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using the IP protocol as detailed in RFC 791, by way of
intermediate routers (not illustrated). Network 10 may for
example, be the public Internet, comprised of numerous smaller
physical networks all adhering to the internet protocol.
Network 10 could, of course, be any other suitable local area,
wide area or other computer network, such as a token ring

network, or the like.

Each of devices 12, 14 and 16 is preferably a
conventional network client or server computing device such as
an intel x86 based computer, or any other suitable computing
device. In the illustrated embodiments, computing devices 12,

14, and 16 are architecturally substantially similar.

Device 12 acts as a network based client, that may be
permanently 6r intermittently connected to network 10. The
architecture of device 12 is illustrated in FIG. 2. As
illustrated, device 12 comprises a processor 18, in
communication with persistent storage memory 20, and a network
interface 22. Processor 18 may for example, be a conventional
intel x86 class processor, a Motorola 68000 series processor,
a RISC processor or any other suitable processor known to
those skilled in the art. Persistent storage memory 20
preferably comprises a combination of read only memory, random
access memory, disk storage, and the like. Additicnally,
persistent storage memory 20 further preferably comprises a
device capable of reading data from a removable storage medium
28, such as a diskette, CD-ROM or the like for storage in
other portions of memory 20. Network interface 22 may be an

ethernet interface, a modem, an asynchroncus transfer mode or
-6
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ISDN interface, or any other suitable interface for connecting
device 12 to network 10. A monitor 24 and input device 26,
such as a keyboard further preferably form part of device 12

allowing input and display of end-user data.

An exemplary organization of persistent storage memory 20
of device 12 is illustrated in FIG. 3. Stored within memory
20 are computer software programs and data that are loaded
into working memory of device 12 to permit device 12 to be
operable as a network based client computing device. As
illustrated, memory 20 stores operating system software 34;
application software 36; and data 38. Operating system
software 34 may, for example, be Microsoft Windows 95 or 98
software; Microsoft NT Workstation operating system software,
UNIX operating system software, or the like. Application
software 36 includes network interface software 40, which
typically includes an internet protocol suite allowing inter-
connection with network 10 and thus communication of operating
system 34 with network 10 through the physical network
interface 22 (FIG. 1). Application software 36 further
preferably includes an internet browser application 42 such as
the Microsoft Internet Explorer or Netscape Communicator
browser or the like. As such, browser application 42 will be
capable of displaying documents written in the hyper-text-
markup-language ("HTML"), as for example detailed in C.
Musciano, B. Kennedy, HTML: The Definitive Guide, 3ed,
(Cambridge, MA: O'Reilly & Associates, 1897), the c<ontents of
which are hereby incorporated by reference. Preferably
browser application 42 is further capable of executing

software applications downloaded through network 10. Most

-7 -
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preferably, browser application 42 is capable of downloading
and executing software written in the Javascript or Java
programming languages as, f[or example, more particularly
detailed in D. Flannagan, Javascript: The Definitive Guide
(Nutshell Handbook) {(Cambridge, MA: O'Reilly & Associates,”
1997) and P. Niemeyer and J, Peck, Exploring Java, 2ed,
(Cambridge, MA: O'Reilly & Associates, 1997), the contents of
both of which are hereby incorporated by reference. Such
Javascript or Java applications may preferably be downloaded
through network 10 into data portion 38 of memory 20 and
executed by browser application 42, as required.
Additionally, application software 36 may comprise other
applications 44 used by an end-user for purposes unrelated to

the disclosed methods.

Devices 14 and 16 preferably act as network servers. The
organization of memories at devices 14 and 16 and specific
architecture of these devices are not illustrated. These are,
however, similar to the described architecture of device 12
and organization of memory 20. However, each of devices 14
and 16 need not store nor execute an internet browser
application, as device 12 preferably does. Instead, devices
14 and 16 preferably execute and store within their persistent
storage memory, network server applications, such as for
example an HTTP server application such as the Apache internet
server application; the Netscape Commerce Server application,
or the Microsoft Back Office software application, or the
like. Additionally, the network server application at device
14 further preferably allows the exchange of encrypted

messages using one or more known encryption methods. For
-8-
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example, the server application at device 14 preferably
supports encrypted communicaticon between network
interconnected devices using the secure sockets layer ("SSL")
described above. As will become apparent, device 16 typically
need not allow for exchange of encrypted messages. Also
stored within persistent memory at devices 14 and 16 are
common gateway interface ("CGI") applications or Java
applications or cother scftware that may be executed at devices
14 or 16 in response to network contact of these devices. CGI
programming techniques are detailed in S. Gundarvan, CGI
Programming on the World Wide Web, (Cambridge, MA: O'Reilly &
Associates, 1996}, the contents of which are hereby
incorporated by reference. As will become apparent, also
stored within persistent storage memory of device 16 are HTML
documents and software in the form of Java applets,
applications or Javascript code that may be downlcaded and
executed by device 12 to facilitate encryption in accordance

with methods exemplary of the present invention.

In operation, after causing device 12 to become network
interconnected, an end-user at device 12 wishes to securely
provide device 16 with a message. For illustration purposes,
devices 14 and 16 are assumed to be permanently interconnected
with network 10, and identified by at least ocne uniform
raesource locator ("URL"). Of course, device 14 and 16 could
be connected to network 10, intermittently as required.

Device 16 may, for example, be coffering acting as an
electronic commerce server, accepting and verifying orders for
particular products or services. As noted, orders may include

sensitive personal and financial information.
- 9 -
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The secure provision of the message may better be
understood with reference to FIGS. 1, 4 and 5. Steps 400
performed by device 12 are illustrated in FIG.4. Steps 500
performed by device 16 are illustrated in FIG. 5.
Specifically, in steps S402 and 8502 device 12 contacts server
16 over network 10 using the HTTP protocol and a known URL
identifying an HTML page used as a starting point, to
establish an HTTP session between devices 12 and 16.
Eventually after following one or more HTML links from the
initially presented HTML page, the end-user at device 12 will
wish to securely provide a message to device 16.

Specifically, in step 5402 device 12 receives a series of HTML
instructions provided by device 16 in step S504 causing device
12 to request information from an end-user to be securely
exchanged. For example, device 16 may preferably provide an
HTML document including JavasScript code and a Java Applet in
step S504 causing device 12 to first present an HTML form for
completion by the end-user. The end-user, in turn, completes
the form by presenting data such as the end-user's name;
address; credit card number; and presses a submit icon or key
thus providing the provided Javascript code with the plaintext
data acquired, in step $404. For the purposes of this
description, the plaintext data acquired through the
presentation and completion of the described form will be

referred to as M1.

Most preferably, the provided Javascript ceode or Java
Applet now at device 12 further causes device 12 to split the
data M1, is a manner exemplary of the present invention once

the form has been completed. A portion of the provided Java
- l 0 -
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Applet and Javascript code is executed once all the data on
the input form has been provided and the end-user is ready to

submit the data to dewvices 14 and 16 in steps S5406-5S410.

The Java Applet executing at device 12 forms two
independent data portions C1 and C2 from the submitted,
plaintext data, M1, in step S406. C1 and C2 may be considered
blocks or streams of ciphertext data. Cl and C2 may be
combined to form the plaintext data M1, but individually Cl or
C2 do not c¢ontain sufficient information to re-create M1l. Two
such data streams C1 and C2 may for example, be formed by
generating a random or pseudo-random bit stream Bl that is bit
wise exclusive-OR-ed with the data M1l. The pseudo-bit stream
may be generated using techniques known to those skilled in
the art. One stream is the pseudo-random stream, Bl while the
other is the resultant exclusive-OR-ed stream (ie. Bl XOR Ml).
Advantageously and unlike many conventicnal known and
relatively secure public or private key encryption algorithms,
splitting data into two streams is computationally simple.
This simplicity allows the required Java Applet or Javascript
code to be very small and easily and quickly provided to
device 12 from device 16. Other techniques for splitting Ml
into two or more separate message streams will be understood
by those skilled in the art, and are for example detailed in
B. Schneier, Applied Cryptography, Protocols, Algorithms, and
Source Code in C, 2ed, (John Wiley & Sons: New York, 1986), or
A. Shamir, "How to Share a Secret®, Communications of the ACM,
Nov. 1979, Vol 22, No. 11, the contents of which are hereby

incorporated by reference.

-11-
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Now, one of the two data streams (C2, for example) is
provided in steps S408 and S506 to device 16 over network 10
uging, for example, an HTTP connection, typically without
encrypting this data stream. This received data stream is

"stored at device 16, also in step 8506.

In step S410 the other of the two streams (Cl} is
provided to the Javascript code at device 12, which replaces
M1l with C1 in the HTML form. Thereafter in step S$410, browser
application 42, under control of the HTML document provided in
step S402, establishes an SSL session with intermediate
computing device 14 acting as an SSL capable server, and
provides Cl to device 14 using the SSL session. Data provided
by way of network 10 during the SSL session is encrypted using
an SSL session key, and provided to device 14; and decrypted
and stored at device 14, preferably as a file, all using
conventional techniques understood by those skilled in the

art.

Next, in order to retrieve the plaintext message M1, both
ciphertext message streams Cl and C2 are required. Thus, upon
receipt of the stream containing C2, device 16 under control
of software such as a Java application or Java Applet (not
illustrated) may accordingly contact device 14 by, for
example, establishing an HTTP or FTP seséion with device 14
over network 10, and preferably providing a password and
identifier; and retriewving the stored file containing Cl.
While typically, device 16 unlike device 14 is not an S8L
capable server, it may include client software capable of

retrieving data from device 14 using an SSL session. Thus,
-12-
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device 16 could establish an S$S8L session with device 14 to
retrieve the file containing Cl. Alternatively, device 14
could provide a message containing Cl1 to device 16 once
received. This could be done by device 14 initiating a
session and providing the file or by way of electronic mail
message, sent to or retrieved by device 16, or in any other
suitable manner. Once Cl1 has been received at device 16, the
software application at device 16 may re-assemble M1 from C1l
and C2 using the inverse operators used to split M1 into C1
and C2 in step S8510. Using the example technigue, device 16

may bitwise exclusive-OR C1 with C2 to form M1.

Alternatively, streams Cl and C2 may be retrieved
remotely from devices 14 and 16, respectively. For example,
an authorized remote user (not illustrated) could establish a
connection to network 10, using another computing device and
contact device 14, preferably using an SSL session, and device

16 to retrieve C1l and C2.

Additionally, and opﬁionally, in order to discover an
error in M1, Cl1 and C2, Ml, Cl and C2 may each be appended
with a checksum in the form of a CRC, secure hash algorithm,
as detailed in B. Schneier, Applied Cryptography, Protocols,
Algorithms, and Source Code in C, 2ed, or the like.
Corruption in Cl could thus be detected at device 14 or 16,
while corruption of C2 or M1l could be detected at device 16.
In response to detecting corruption, device 14 or 16 could
request re-transmissgion of C1, C2 or Cl and C2, from device

12, as required.
_13_
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As should be appreciated from the above description, in
order for a third party tc intercept the message M1, the third
party will require both Cl and C2. As Cl and C2 are routed to
different network. interconnected computing devices 14 and 16,
typically over different network paths, and often over -
different physical networks all forming part of network 10,
interception of both Cl1 and C2 on network 10 by a third party
is highly unlikely. Further, as Cl is encrypted during
transmission, a third party obtaining Cl is further unlikely.
Moreover, an operator at server 14 cannot obtain M1, as only
C1 has been provided. As there is preferably no statistical
correlation between C1 and C2, even a brute force attack on Cl
or C2 will not be sufficient to cobtain Ml1. Once M1 has been
re-assembled it may be processed as required in step 8512 at

server 16, or remotely.

As will appreciated, the above example embodiments have
been described using a single intermediate computing device.
The invention may easily be applied to split the transmitted
message into three or more portions, and provide portioms to
additional intermediaries as illustrated by way of example,
with reference to FIG. 6. In the arrangement of FIG. 6,
computing device 50 wishes to securely convey a message Lo
computing device 56. Device 50 comprises software similar to
that described above, and preferably splits a message M1' into
three independent message portions Cl', C2' and C3'. This may
be done, for example, by splitting message M1' into portions
Cl' and C2'' using the above described XOR technique. Message
C2'' may further be split into message C2' and C3' by again

splitting C2'' using the described XOR technique. Message
- 14 -
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portion Cl' is encrypted and provided by way ©of a network to
device 52. At device 52 it is decrypted and stored. Message
portion C2' is optionally also encrypted and provided to

device 54, where it is decrypted and stored. Again, SSL

' sessions between devices 50 and 52 and devices 50 and 54 may

facilitate the encrypted exchange of Cl' and C2'. Portion C3°
ig provided by device 50 to device 56, and optionally
encrypted. Now, device 56 may obtain portions Cl' and C2°
from device 52 and 54, respectively. Alternatively, device 54
may obtain message portion C2' from device 52. C1' and C2'
could be combined at device 54 and provided to device 56.
Alternatively, device 56 could cobtain Cl' and C2' from device
54 and combine these. In any event, once Cl', C2' and C3' are
combined at device 56 message M1' may be extracted. Using the
example XOR technique, Ml'= Cl' XOR {(C2' XOR C3'). Once
again, operators at intermediate devices 52, 54 cannot obtain

M1' from message portions Cl' and C2'.

As will be appreciated the described methed can easily be
extended to splitting an initial message M into an arbitrary
number of intermediate message peortions and using an arbitrary

number of intermediate devices.

It will be appreciated that the above described
embodiments use the Java or Javascript language and 3SSL
encryption, a perscon skilled in the art will readily
appreciate that the described methods may easily be
implemented using cther known encryption methods and other
computer languages. For example, the described Javascript

could be replaced with a compiled C application, executing as
- 15 -
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a "plug-in®" to the network browser 42 or as part of the
browser or other application. Moreover, message portions
encrypted using the described SSL sessions could be encrypted
using any other symmetric or public key encryption methods.
For example, the known Pretty-Good-Privacy application -
available from Network Associates could be used. As well,
while communications with server 16 has been described as not
requiring encryption, a person skilled in the art will
appreciate that communications with device 16 could also be

encrypted.

Similarly, while the organization of software blocks, and
data portions have been illustrated as clearly delineated, a
person skilled in the art will appreciate that the delineation
between blocks and data portions is somewhat arbitrary.
Numerous other arrangements of software and data are possible.
Similarly, while computing device 12, 14 and 16 have been
illustrated as substantially similar, a person skilled in the
art will appreciate that, in practice, these are typically

gquite dissimilar.

It will be further understood that the invention is not
limited to the embodiments described herein which are merely
illustrative of a preferred embodiments of carrying out the
invention, and which are susceptible to modification of form,
arrangement of parté, steps, details and order of operation.
The invention, rather, is intended to encompass all
modificationsrwithin its spirit and scope, as defined by the

claims.
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WHAT IS CLAIMED IS:

1. A method of conveying a message from a first computing
device to a second computing device, said method comprising

"the steps of:

a. splitting said message at said first computing device
into at least two independent message portions, wherein
each message portion is insufficient to form said message
and all said message portions are required to form said

message;

b. encrypting one of said message portions at said first

computing device;

c. providing said encrypted message portion from said

first computing to an intermediate computing device;

d. providing the remaining message portions to a second

computing device;

e. providing said first message portion to said second

computing device; and

f. re-combining said first message portion and said
remaining message portions at said second computing

device to form said message.

2. The method of claim 1, wherein said remaining message

portions are provided to further intermediate computing
-17-
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devices prior to step d.

3. The method of claim 2, wherein said first message portion
is provided to said second computing device by said

“intermediate computing device. -

4, The method of claim 1, wherein said first, second and
intermediate computing devices are interconnected with at
least one data network, and wherein said first and remaining
message portions are provided to said intermediate and second

computing device over different data paths on said network.

5. The method of claim 4, wherein said second computing
device and said intermediate computing device are

interconnected to different physical networks.

6. The method of claim 1, wherein step e. comprises
decrypting said encrypted message portion at said intermediate

computing device.

7. The method of claim 1, wherein step a. comprises forming
a pseudo-random bit stream at said first computing device,
and applying said pseudo-random bit stream to said message to
form said second message portion, and wherein said first

message portion comprises said pseudo-random bit stream.

8. The method of claim 6, wherein step e. further comprises
encrypting said decrypted message portion at said intermediate

computing device,.

-18-
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9. The method of claim 1, further comprising the step of
g. obtaining a software application to perform step a. at

said first device from said second device.

10. The method of claim 1, wherein said first, second and
intermediary computing devices are interconnected with a
computer network adhering to an internet protocol, and wherein
step c. comprises establishing a connection over said network
between said first computing device and said intermediate
computing device and said encrypted is provided to said

intermediate computing device using said connection.

11. The method of claim 10, wherein data exchanged using said
connection is encrypted using a temporary key generated for

said connection.

12. The method of claim 11, wherein step e. further comprises
establishing a network connection between said first computing
device and said second computing device, and wherein said
first message portion is provided to said seccond computing

device using said session.

13. The method of claim 1, wherein step e. comprises
providing said first message portion to said second computing
device as an electronic mail message from said intermediary

computing to said second computing device.

14. A computing device comprising:

-19-
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a processor;

a computer network interface in communication with said

pProcessor;

persistent storage memory in communication with said
processor, said persistent storage memory comprising

processor readable instruction adapting said device to:

a. split said message at said first computing device
into at least two independent message portions,
wherein each message portion is insufficient to form
said message and all said message portions are

required to form said message;

b. encrypt one of said message portions at said

computing device;

c. provide said encrypted message portion from said
computing device to an intermediate computing device

using said network interface; and

d. provide at least one of the remaining message
portions to a second computing device interconnected

with said network.

15. The computing device of claim 14, wherein some of said
processor readable instructions are provided to said computing
device from said second computing device using said network

interface.
- 2 D —_
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16. The computing device of claim 15, wherein said processor
readable instructions further comprige a pseudo-random bit
stream generator and adapt said processor to apply a pseudo-
random bit stream formed by said generator to said data
message to form said second message portion, and wherein said

first message portiocn comprises said pseudo-random bit stream.

17. The computing device of claim 16, wherein said network
comprises and internet protocol compliant network, and said
processor readable instructions further adapt said computing
device to communicate over said network using an internet

protocel.

18. The device of claim 16, wherein said processor readable
instructions further adapt said device to provide said first
message portion to said intermediate computer using the http

protocol.

19. A computer readable medium comprising a software
application that, when loaded by a network interconnected

computing device adapts said computing device to:

a. split a data message at said computing device into at

least two message portions, wherein each of said message

portions is insufficient to form said message and wherein
all said message portions are required to form said

message;

b. encrypt one of said message portions at said first

computing device;
~271-
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¢. provide said encrypted message portion from said
computing device to an intermediate computing device

uging said network interface; and

d. provide at least one of the remaining message portions
to a second computing device interconnected with said

network.

-22-
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SERVER-SIDE SYSTEMS AND METHODS FOR REPORTING STREAM DATA

This patent document contains material which is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduction by anyvone of the patent
document or the patent disclosure, as it appears in Patent and Trademark Office patent files or

records, but otherwise reserves all copyright rights whatsoever.

BACKGROUND
Technical Field

This patent document relates generally to the delivery of content over computer networks,
including in particular streaming content from a server to a client, and to the monitoring,

reporting, and analysis of such content delivery.

Brief Description of the Related Art

Streaming content from a server to a client device is known in the art, and is often used for
delivering media, such as streaming audio or video. A variety of techniques are known for
streaming both live content and on-demand content. For example, real-time message
protocol (RTMP) provides a way for a media server to send content to a client over one or
more virtual channels and a control channel. More recently, HTTP-based streaming has
become more widely used. Typically, with HTTP based streaming, a given media stream 1is
represented by multiple chunks or segments which can be requested independently by a client
player. Each segment is downloaded by the client and then played in order. In order to know
what the segments are available and where to find them (e.g., the URIs to use for requesting
them), a client generally first obtains a file like a playlist or manifest, which contains the
segment locations or indicates how to construct the segment locations (e.g., how to construct
the URIs).

For example, HTTP Live Streaming (HLS) is a framework that provides for a master playlist,
media playlist, and media segments. A master playlist contains references to one or more
media playlists. Typically, the master playlist contains references (URIs) to different
versions of the same stream, each represented for example by a different media playlist. This

can be used to provide streams having different resolutions or at multiple different bitrates,
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and a client can choose amongst them. A client player may dynamically choose an
appropriate bitrate based on network conditions, buffer size/status, and/or device processing

power, so as to effect adaptive bitrate streaming,

In HLS, a media playlist references (typically by URI) the media segments that make up the
stream for the given bitrate, resolution, or the like, and allow the client player to individually
request each segment. Like master playlists, media playlists may be implemented as m3u8
files. Media segments contain the actual media data (¢.g., video, audio, multimedia container
file). For HLS, the media segments are often MPEG-2 transport streams, designated as ts
files.

Other segmented streaming based approaches include HTTP Dynamic Streaming, Smooth

Streaming and MPEG-DASH.

To serve a stream, a given server or collection of replicated servers can be used to stream the
content to requesting client devices in accord with the protocols described above. In some
cases, however, a distributed computing system such as a “content delivery network™ (CDN)
is used to stream content across the Internet. A CDN is typically operated and managed by a
service provider, who provides the content delivery service on behalf of third parties. A
“distributed system” of this type typically refers to a collection of autonomous computers
linked by a network or networks, together with the software, systems, protocols and
techniques designed to facilitate various services, such as content delivery or the support of
outsourced site infrastructure. This infrastructure is shared by multiple tenants, the content
providers. The infrastructure is generally used for the storage, caching, or transmission of
content — such as streaming media, but potentially also web pages and applications — on
behalf of such content providers or other tenants. The platform may also provide ancillary
technologies used therewith including, without limitation, DNS query handling, provisioning,

data monitoring and reporting, content targeting, personalization, and business intelligence.

In a known system such as that shown in FIG. 1, a distributed computer system 100 is
configured as a CDN and has a set of machines 102 distributed around the Internet.
Typically, most of the machines are servers located near the edge of the Internet, i.e., at or
adjacent end usecr access networks. A network operations command center (NOCC) 104 may
be used to administer and manage operations of the various machines in the system. Third

party sites affiliated with content providers, such as web site 106, offload delivery of content

2.
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to the distributed computer system 100 and, in particular, to the CDN servers (which are
sometimes referred to as "edge” servers in light of the possibility that they are near an "edge”
of the Internet). Such servers may be grouped together into a point of presence (POP) 107 at

a particular geographic location.

The CDN servers are typically located at nodes that are publicly-routable on the Internet,
within or adjacent nodes that are located in mobile networks, in or adjacent enterprise-based

private networks, or in any combination thereof,

Typically, content providers offload their content delivery by aliasing {e.g., by a DNS
CNAME) given content provider domains or sub-domains to domains that are managed by
the service provider’s authoritative domain name service. The server provider’s domain
name service directs end user client machines 122 that desire content to the distributed
computer system (or more particularly, to one of the CDN serves in the platform) to obtain
the content more reliably and efficiently. The CDN servers respond to the client requests,
for example by fetching requested content from a local cache, from another CDN server,

from the origin server 106 associated with the content provider, or ather source.

Although not shown in detail in FIG. 1, the distributed computer system may also include
other infrastructure, such as a distributed data collection system 108 that collects usage and
other data from the CDN servers and passes that data to other back-end systems 110, 112,
114 and 116 to facilitate monitoring, logging, alerts, billing, management and other
operational and administrative functions. Distributed network agents 118 monitor the
network as well as the server loads and provide network, traffic and load data to a DNS query
handling mechanism 115. A distributed data transport mechanism 120 may be used to
distribute control information (e.g., metadata to manage content, to facilitate load balancing,
and the like) to the CDN servers. The CDN may include a network storage subsystem
(sometimes referred to herein as “NetStorage™) which may be located in a network datacenter
accessible to the CDN servers and which may act as a source of content, such as described in

U.S. Patent No. 7,472,178, the disclosure of which is incorporated herein by reference.

As illustrated in FIG. 2, a given machine 200 in the CDN comprises commodity hardware
(e.g., a microprocessor) 202 runming an operating system kernel {such as Linux® or variant)
204 that supports one or more applications 206. To facilitate content delivery services, for

example, given machines typically run a set of applications, such as an HTTP proxy 207, a

-3
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name server 208, a local monitoring process 210, a distributed data collection process 212,
and the like. The HTTP proxy 207 typically includes a manager process for managing a
cache and delivery of content from the machine. For streaming media, the machine may
include ane or more media servers, such as a Windows® Media Server (WMS) or Flash

server, as required by the supported media formats.

In a typical operation, a content provider identifies a content provider domain or sub-domain
that it desires to have served by the CDN. The CDN service provider associates (e.g., via a
canonical name, or CNAME, or other aliasing technique) the content provider domain with a
CDN hostname, and the CDN provider then provides that CDN hostname to the content
provider. When a DNS query to the content provider domain or sub-domain is received at the
content provider’s domain name servers, those servers respond by returning the CDN
hostname. That network hostname points to the CDN, and that hostname is then resolved
through the CDN name service. To that end, the CDN name service returns one or more IP
addresses. The requesting client application (e.g., browser) then makes a content request
(e.g., via HTTP or HTTPS) to a CDN server machine associated with the IP address. The
request includes a host header that includes the original content provider domain or sub-
domain. Upon receipt of the request with the host header, the CDN server checks its
configuration file to determine whether the content domain or sub-domain requested is
actually being handled by the CDN. If so, the CDN server applics its content handling rules
and directives for that domain or sub-domain as specified in the configuration. These content
handling rules and directives may be located within an XML-based “metadata” configuration
file, as described in US Patent No. 7,240,100, the teachings of which are hereby incorporated

by reference.

The CDN platform can be considered an overlay across the Internet on which communication
efficiency can be improved. Improved communications on the overlay can help when a CDN
server needs to obtain content from an origin server 106, or otherwise when accelerating non-
cacheable content for a content provider customer. Communications between CDN servers
and/or across the overlay may be enhanced or improved using improved route selection,
protocol optimizations including TCP enhancements, persistent connection reuse and
pooling, content & header compression and de-duplication, and other techniques such as
those described in U.S. Patent Nos. 6,820,133, 7,274,658, 7,607,062, and 7,660,296, among

others, the disclosures of which are incorporated herein by reference.
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For live and on-demand streaming delivery, the CDN may include a delivery subsystem
leveraging the CDDN platform, such as described in U.S. Patent No. 7,296,082, and U.S.
Publication Nos. 2011/0173345 and 2012/0265853, the disclosures of which are incorporated

herein by reference.

Regardless of the particular delivery infrastructure, a streaming content provider often wants
to know certain things about the delivery of their content to end-users. For example, the size
of the audience for a particular stream, how many plays a stream receives, and other audience
metrics may all be important. Quality of service metrics, such as how often a user re-started
a stream — also may be important. In some cases, stream metrics can be obtained using a
client-beaconing system, in which a client player sends information about the stream it is
playing to some designated machine, which processes this information to generate aggregate
statistics on the stream. However, this requires adapting each client player to have

appropriate logic, and the universe of players is constantly changing and expanding.

1t would be advantageous to have a solution that is able to provide stream monitoring and
reporting and analysis capabilities based on collecting data from the server side, without
relying on a beacon sent from the client player. It would be advantageous to have such
solution compatible with recent technologies for streaming, such as HTTP streaming and/or
other chunk/segment based streaming. Collecting data on such streams at the server is
challenging because the server generally has limited knowledge about an individual stream,

as it is typically receiving a multitude of requests from various clients for various segments of

streams.

The teachings herein address these needs and also provide other benefits and improvements
that will become apparent in view of this disclosure. The teachings herein may be used by a
CDN to provide a monitoring and reporting and analytics system for its participating content
providers, but they are not limited to the CDN use case, as they may be implemented in

conjunction with any streaming content system.

SUMMARY

This patent document describes, among other things, systems and methods for collecting and

reporting stream data to facilitate monitoring of, reporting on, and analysis of the delivery of
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content streams. In particular, systems and methods are described herein for collecting and
reporting data related to quality-of-service and audience statistics for streaming media,

though other use cases are possible.

In one implementation of the teachings hereof, servers that are streaming content to client
players are modified to collect data about the streams. The servers may be CDN servers,
though this is not a limitation. The servers send the data to a back-end analytics system,

which aggregates and processes the information.

At various stages of the streaming process, a server can set, update, and read state
information on the requesting client reflecting, for example, its status in playing a particular
stream. Based on the client’s request and such state information at each stage, the server can
beacon appropriate information about the stream back to the analytics system. The state
information can be stored on the client in cookies or using other client-side storage
mechanisms, including other standards-based approaches that enable a client to store and
return state information with requests to servers, cither with or without server request. The
teachings hereof apply without limitation to streaming media analytics, and to segment-based

streaming approaches including over HTTP.

Asgsume, for example, that a client player requests a master playlist for an HLS stream from a
server. When the server receives the request, the server can read state information {e.g., from
the HTTP cookie) on the client, if it exists, or if not, generate and set the state information.
The state information might include such kinds of information as a client identifier, user
identifier, a stream identifier (e.g., which might be name of master playlist or derived from
it), a time stamp, and/or aother things, as will be described in more detail later in this
document. The server can respond to the client request, and the server can also generate and

send a beacon message to the analytics system in light of the client request.

Assume the client then sends a request for a media playlist. The server can read the
previously stored state information, update it to reflect current status, and use the information
in the request (including the state information) to generate another beacon. Likewise, the
receipt of requests for media segments of the stream can cause the server to read and update

the state information on the client, and generate beacons.
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The beacon messages can indicate a variety of information at each stage, e.g., indicating
perhaps that the client is attempting to play or playing the stream, the status of the playback,
identifying the media stream being played, identifying what version of the stream (bitrate),
and/or other relevant data. As indicated above, the server can send these messages at certain
points (e.g., upon receiving the particular requests for playlists, or media segments, or at
certain intervals, etc.) to the analytics system. Hence this approach can be used as an
alternative or supplement to client-side systems in which a client application (player) with a
plugin or other logic periodically beacons information to the back-end analytics system,

potentially alleviating the need for integrating such logic into all client player applications.

The specific timing and messaging implementation will typically vary with the design goals
and the streaming protocol. Thus, the teachings hereof apply to streams or circumstances that
employ one playlist, rather than the HLS approach of master and media playlist used in the
example above. For example, the teachings can also be applied to HTTP Dynamic Streaming
(HDS), Smooth Streaming, or MPEG-DASH, which generally use a reference file referred to

as a manifest rather than a playlist.

The teachings hereof also apply to situations where a client makes a series of media segment
requests, irrespective of playlist/manifest requests. For example, the server may send
beacons in response to media segment requests, updating and setting the client state

information after each such request.

As those skilled in the art will recognize, the foregoing description refers to examples of the
invention and is not necessarily meant to reflect all possible embodiments. Other
embodiments are described and/or will be apparent in view of the description below and in
light of one skilled in the art’s understanding of this disclosure. The teachings hereof may be
realized in a variety of systems, methods, apparatus, and non-transitory computer-readable

media.
BRIEF DESCRIPTION OF THE DRAWINGS

The teachings of this document will be more fully understood from the following detailed

description taken in conjunction with the accompanying drawings, in which:
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FIG. 1 is a diagram illustrating one embodiment of a known distributed computer system

configured as a content delivery network (CDIN);

FIG. 2 is a diagram illustrating one embodiment of a machine on which a content delivery

network server in the system of FIG. 1 can be implemented;

FIG. 3 is a diagram illustrating one embodiment of a system for stream monitoring, reporting

and analvtics;

FIG. 4 illustrates one embodiment of a message sequence amongst certain machines shown in

FIG. 3;

FIG. 5 is a diagram illustrating one embodiment of logic process flow in the server 302

shown in FIG. 3; and,

FIG. 6 is a block diagram illustrating hardware in a computer system that may be used to

implement the teachings hereof.

DETAILED DESCRIPTION

The following description sets forth embodiments of the invention to provide an overall
understanding of the principles of the structure, function, manufacture, and use of the
methods and apparatus disclosed herein. The systems, methods and apparatus described
herein and illustrated in the accompanying drawings are non-limiting examples; the claims
alone define the scope of protection that is sought. The features described or illustrated in
connection with one exemplary embodiment may be combined with the features of other
embodiments. Such modifications and variations are intended to be included within the
scope of the present invention. The allocation of functions to particular computer machines
is not limiting, as the functions recited herein may be combined or split amongst different
machings in a variety of ways. All patents, publications and references cited herein are

expressly incorporated herein by reference in their entirety.

Introduction
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According to this disclosure, a system of servers can ¢ollect and beacon data about streams
they are delivering. The data can be beaconed to a back-end analytics system, so as to
facilitate monitoring of, reporting on, and analysis of the content streams for a stream content
provider. The back-end analytics system aggregates data from many beacons to determine
and report on quality-of-service, audience size, audience engagement, viewing duration, and
other audience-related metrics, client player statistics, and other information. Hence, this

system can be used to provide real-time and/or post-event reporting of content streams.

Preferably the content streams are media streams delivering audio, video, or multimedia (e.g.,
container files with encoded audio/video presentations) to a client. Preferably the media
streams are segmented media streams using a manifest or playlist(s) to define the location of
stream segments. Non-limiting examples of suitable streaming protocols include HTTP Live
Streaming (HLS), HTTP Dynamic Streaming (HDS), and Smooth Streaming, and MPEG-
DASH. The server-side beaconing approach described in this disclosure alleviates the need
for client-side code or integration of plugin or other logic into the ¢lient, which is

advantageous given the ever-increasing array of client players in use.

The teachings hereof may be implemented in a content delivery network server used for
streaming content, or more particularly, in the HTTP proxy servers described earlier with
respect to FIGS, 1-2, More specifically, the proxy server application running in the machine
200 can be modified in accordance with the teachings hereof to provide the disclosed

functionality.
System Architecture

FIG. 3 illustrates one non-limiting embodiment of a system for server-side collection of
stream data. In the following description, conventions and nomenclature associated with
HTTP and HTTP live streaming (HLS) will be used for illustrative purposes; however, the

approach would apply equally for other segmented streaming protocols.

In this embodiment, beaconing logic is placed within content servers that are delivering the
streams. The system is designed to have a given content server 302 in the system beacon
back relevant information about the stream at ¢certain points in timeg, The information may be
in the comparable format as a client-side plugin generated beacon would generate. In the

illustrated embodiment, the logic of when to trigger these beacons is based on server 302

9.
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responses to client requests for the master playlist, media playlist, or media segments. In
order to keep track of sessions, unique viewers, and determine when to trigger a beacon, two
cookies are used in this example. However the number of cookies may vary by

implementation.

Turning to FIG. 3, user 300 operates a client device 301 running a client media player
application. Assume that the client has already obtained the address of a media server via, for
example, DNS lookup made by its local DNS server. (In the case of a CDN, the DNS
process may have involved an aliasing process to be pointed to the CDN DNS system, and
subsequently a particular machine in the CDN, as described carlier in connection with FIGS.

1-2.)

In FIG. 3, the client issues HTTP requests (¢.g., HTTP GET request) for playlist files for a
given stream, and then the actual media segments for that stream. (The specific
request/response sequence will be discussed in more detail below.) When the server 302
receives a request, it serves the playlist or the media segment from cache, as the case may be,
if it has a valid cached copy. If not, the server 302 can go forward in a proxy operation to an
origin server or some other remote storage mechanism, designated as source 304. The source
304 responds with the playlist or media segment, as the case may be, and the server 302
transmits it to the client 301 in response to the client’s request. When responding, the server

302 sets one or more cookies on the client with state information.

At certain times in this flow, generally after receiving a request for a playlist or media
segment, the server 302 can send a beacon to a remote machine 306 running an analytics
application. This machine 306 ingests the beacon messages and extracts certain information
which it transmits to a quality of service (QoS) machine 308, and other information to an
audience analytics machine 310. The QoS machine 308 aggregates and collates the data by
stream, storing the data in a database 312 so it may later be queried and used to drive a QoS
monitoring application available to content providers via a web portal or other user interface.
The audience analytics machine 310 aggregates and collates the data by stream, storing the
data in a database 314 so it may later be queried and used to drive an audience analytics

monitoring application available to content providers via, e.g., the web portal.

The two cookies used in the current embodiment to store state information are now described.

-10 -
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A CLIENT VIEWER COOKIE is a persistent cookie used to determine unique viewers and
is set at the top level of the delivery hostname whenever a request 1s received without this
cookie present. In one implementation, it can contain a client viewer identifier generated by

a hash of client IP address and random string. The viewer ID is unique and anonymous.

A CLIENT_SESSION _COOKIE is a session cookie used to keep track of individual stream
playback sessions and determine when and how to beacon back data. The cookie is set at the
path of the requested object down to the stream identifier level, and may include such fields
as a unique session ID (e.g., hash value of client viewer 1D and current timestamp at the
server 302), current timestamp, master playlist name, and an indication of the state of the

stream playback, for example.
In this embodiment, the client session 1D i3 set or reset in the following scenarios:

Scenario 1 — New Viewer: A playlist request (e.g., master or media playlist) is received

without the CLIENT _SESSION_COOKIE present

Note: If a media playlist request comes in without this cookie it is assumed the user is
requesting this media playlist directly and therefore this request can be treated as if it were

the ‘master’

Scenario 2 — Existing Viewer Requesting New Master Playlist Within Same Event: A master
playlist request is received with the CLIENT_SESSION_COOKIE present but the requested

master filename does not match the originally requested master filename in the cookie

Note: There is a predefined regex to differentiate a master playlist filename from a media

playlist filename

Scenario 3 — Existing Viewer Restarting Stream After Being Idle For More Than N Seconds:
A master playlist request is received with the CLIENT_SESSION_COOKIE present AND
the requested filename matches the originally requested ‘master’ filename in the cookie AND

the timestamp is greater than N seconds, where N is configurable (e.g., N = 300 seconds)

Note: There is a predefined regex to differentiate a master playlist filename from a media

playlist filename

-11 -
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Note: The assumption is that a new master playlist request after a stream has been idle for
more than N seconds indicates the user is restarting the stream and therefore it is considered a

new session.,

Three types of beacons are being sent from the server 302 to the analytics machine 306 in this
embodiment: Attempt, Play Started, and Playing. The parameters included in each beacon
type are explained below in the Beacons section of this document. A typical HLS request
flow in¢ludes a master playlist request, onge or more media playlist requests, and then multiple
media segment requests. The first master playlist request/response triggers the “Attempt”
beacon and subsequent master playlist requests are ignored from a beaconing standpoint. The
first media playlist request/response triggers the ‘Play Started’ beacon and all subsequent
media playlist requests are ignored from a beaconing standpoint. The first media segment
request/response after M seconds (where M is configurable; M might be for example 270
seconds) triggers the “Playing™ beacon and all subsequent media segment requests are
ignored from a beaconing standpoint for the next M seconds. The process of beaconing every
M or more seconds for each stream continues until the stream is stopped and no additional

requests are being made.

It is emphasized that a variety of beacon types can be triggered at different points in the
request flow, still leveraging the teachings hereof, and the teachings hereof are accordingly
not limited to any particular beacon type or beacon timing. Typically the specific beacon
types will be driven by the particular implementation and design goals. Other beacon types
might include: an error beacon (generated and sent by the server 302, for example, when the
requested content was not available or caused an error of some sort at the server 302 or at the
source 304 as a result of the forward request), a bitrate beacon (generated and sent by the
server 302, for example, when the client changes the bitrate of the stream, for example by
requesting a media playlist for a different bitrate or media segments of a different bitrate than
before, due to adaptive bitrate streaming logic), or a heartbeat beacon (generated and sent by
the server 302, for example, in place of Playing beacons but with reduced data payload to

lighten downstream system processing burdens). These are merely examples.

Furthermore, the beaconing timing will vary with the particular streaming protocol. For
example, in protocols having a single playlist or manifest (such as HDS, Smooth Streaming,

etc.), the server 302 can set cookie(s) upon receiving a request for the playlist/manifest, and
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send a ‘Play Attempt” beacon. As requests for the segments are received with the cookies,
the server 302 can send a “Play” beacon, and update the state information in the cookies. The
first request for a segment might result in a “Play Started” beacon instead of a “Play” beacon

— but again, the particular beacons will vary.

System Workflow

FIG. 4 illustrates the message sequence amongst a client device 301, the content server 302,

and the analytics machine 306 in the current embodiment.

The sequence begins with the client device 301 sending a request for a master playlist to the
server 302. Assume that the client device 301 does not have a CLIENT _VIEWER COOQKIE
or CLIENT SESSION COOKIE set. The receipt of the master playlist request triggers the
server 302 to send a beacon to the analytics machine 306 with certain information, such as a
stream identifier, and an indication that there has been an “Attempt’ at playing the stream.
(A more detailed list of potential information is in the Beacon section of this document,
below.) The server 302 serves the master playlist and sets the cookies,

CLIENT VIEWER_ COOKIE and CLIENT SESSION COOKIE. The server’s 302 retrieval
of the playlist file itself, e.g., from local cache or a source 304, is not shown in FIG. 4 but it
would also occur. Note that the specific timing of sending the beacon is merely illustrative —
it could occur before or after retrieving and serving the requested content, as required by a
particular design implementation. It some embodiments, the beacons can include server 302
performance information (such as start/end timestamps or time deltas indicating how long it
took the server 302 to respond to the client’s request), in which case the server 302 should be
configured to send the beacon after sending the response. In other embodiments, the
“Attempt” or “Play Started” beacons could even be retained until the media segments were
requested, and then sent, so as to avoid sending the beacons if the client aborts the streaming

process.

Continuing the sequence shown in FIG. 4, the client device 301 sends a request for a media
playlist that appeared on the master playlist, The CLIENT VIEWER CQOKIE and
CLIENT_SESSION_COOKIE are received with this request and, based on the fact that a
media playlist request is being made, the information in the media playlist request, and/or
information in the cookies, the server 302 generates another beacon to the analytics machine

306. In this example, it sends a beacon indicating “Play Started.” As before, the beacon may
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contain information from the request and/or cookies. The server 302 updates the
CLIENT_SESSION_COOKIE (¢.g., with a new timestamp and/or new status indicating that
the media playlist had been requested) and sets the updated cookie on the client device, along

with serving the requested media playlist.

Note that in some situations or with some protocols, a client device might simply begin by
requesting a non-master playlist (in the context of HLS, this would represent a media playlist
without an initial request for a master playlist, in the context of HDS, it would represent a
manifest request). The logic of the server 302 can accommodate this scenario. The server
302 can set a CLIENT VIEWER COOKIE and CLIENT SESSION COOKIE, and can
send an “Attempt” and/or “Play Started” beacon as a result of such as non-master playlist

request.

Next, the client device 301 sends a request for an actual media segment file (such as a .ts
file). The server 302 receives this request along with the CLIENT_VIEWER_COOKIE and
CLIENT SESSION_COOKIE. The request for the media segment triggers the server 302 to
send a “Playing” beacon to the analytics machine 306, As before, the beacon may contain
information from the request and/or cookies. The cookies are updated to reflect the new
status, and the media segment is served to the client device 301. Subsequently a client device
requests other media segments, as it is now playing the stream. To avoid overloading the
analytics machine 306, the server 302 is configured (in this example) to send the “Playing”
beacon no more than every N seconds, which is a configurable value. Thus the server 302
examines the CLIENT_SESSION COOKIE sent with the media segment request, and based

on the timestamp, the server 302 determines whether to send a new “Playing™ beacon,

Also shown in FIG. 4 is a second request for a media playlist, e.g., which is intended to
illustrate that the client might request a mix of media playlists and/or media segments as the
stream is playing. For example, a client may need to switch to another media playlist because
it needs to change bitrate (due to an adaptive bitrate streaming decision that the current
bandwidth is suboptimal). The server 302 can be configured to track such media playlist
changes and beacon accordingly, ignore such subsequent media playlist requests, or
alternatively could examine them and check the timestamp, and send a “Playing™ beacon if

the timestamp is less than N seconds (a configurable value). Implementations will vary.
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At some point, the client device 301 stops sending requests for media segments, and the
server 302 stops sending “Playing” beacons. This may be because the user has stopped the

stream, the user has paused the stream, or the stream is finished.

In this embodiment, the end of the stream is not marked by a beacon from the server 302.

The analytics machine 306 or other downstream processing can be configured to treat the end
of the beacons as the end of the stream (e.g., after some time T it is assumed that the stream is
over). To separate the stopping or pausing of a stream from the normal end of the stream, the
server 302 could be configured to send a “Finished” beacon when the client requests a media

segment that is known to be the last media segment in a media playlist.

FIG. 5 shows an embodiment of logical flow within a server 302. Not all logic with respect
to responding to a client request is shown, but rather certain logical flow useful to illustrate
the beaconing process. This process flow starts when the server 302 receives a request {e.g.,
an HTTP ‘Get”) from a client device (500). The server 302 checks whether the client device
300 has a CLIENT _VIEWER_ COOKIE (504), and if not, generates and sets the

CLIENT VIEWER COOKIE on the client, ¢.g., using the hash approach describe carlier
(506). If it is present, the server 302 extracts relevant data such as the viewer id from the
CLIENT VIEWER COOKIE. The server 302 then checks for a

CLIENT SESSION_COOKIE - if there is none, then the server 302 generates and sets a
CLIENT SESSION_COOKIE on the client (508). The server 302 then sends an “Attempt™
beacon. It is assumed in this flow that if there is no CLIENT SESSION COOKIE, then it is
an initial request which is reflected as an “Attempt” (presumably the request 1s for a master

playlist, but it could be for a media playlist).

Continuing with FIG. 5, if the CLIENT SESSION COOKIE is present, the server 302
extracts relevant data such as the session id. The server 302 checks to see what the client is
requesting. If the request is for a master playlist (510), the server 302 checks the time stamp
from the CLIENT SESSION COOKIE (512). If the timestamp is less than M seconds, then
this is treated as part of a prior streaming session for which the master playlist is merely
being re-requested, so another “Attempt” beacon is not sent. If the timestamp is more than M
seconds old (where M is configurable; it might be, e.g., 300 seconds, as noted above}, then
the request is treated as a new stream request so the CLIENT _SESSION_COOKIE is reset

with a new session identifier and the “Attempt” beacon is sent (514, 516).
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A request for a media playlist (518) causes the server 302 to check the status stored in the
CLIENT _SESSION_COOKIE (520). Ifthe status is not in the ‘playing’ state, then the server
302 updates the CLTENT_SESSION_COOKIE with a new timestamp and sets the status to
‘Playing’ {522). The server 302 sends the “Play Started” beacon (524). If the status is in the
‘Playing’ state, then the media playlist request is treated as a re-request of a media playlist.
As mentioned previously, this kind of request could be ignored from a beaconing standpoint,

or examined depending on the particular implementation.

A request for a media segment (516) results in the server 302 checking the timestamp of the
CLIENT SESSION COOKIE to see if it is more than N seconds old (configurable value)
(5328). As noted above, the value N prevents the server 302 from sending “Playing” beacons
too frequently. Hence, if the timestamp is less than N seconds old, the server 302 does not
send a beacon. If the timestamp is more than N second eld, then the server 302 updates the
timestamp in the CLIENT_SESSION_COQOKIE to the current time, and then sends a
“Playing” beacon {530, 532).

Exemplary Pseudo-Code

The following pseudo-code describes the server 502 operation shown in the example of FIG.
3.

Request Handling Configuration

1. Detect whether the client request is for master playlist
2. If CLIENT VIEWER COCKIE cookie is not preset
a. Compute the c¢lient ID hash based on client IP and
random string
b. Set CLIENT VIEWER COOKIE downgtream
3. If CLIENT VIEWER_CCOKIE cookie is present
a. Extract client ID from the ccokie
4. If CLIENT SESSION_COCKIE cookie 1s not present
a. Generate session ID using CLIENT VIEWER ID and
SERVER_ CURRENT TIME hash
k. Set downstream cookie CLIENT SESSION COOKIE with
gsessgion ID
c. Initialize A VALUE to I
5. If CLIENT SESSION COCKIE coockie is present
a. Extract the time from CLIENT SESSION COOKIE
k. If the request is for master playlist
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1. If time in the CLIENT_SESSION_ CCQOKIE is
over M seconds old
a. Set A VALUE to I
b. Reset CLIENT SESSICN CCOKIE with
updated timestamp (current time)
2. If the request f£ile name is different than
the master playlist name inside the
CLIENT SESSION COOKIE
a. Set A VALUE to I
b. Reset CLIENT SESSICN COOKIE with new
master playlist and updated timestamp
(current time)
c. If the request is for media playlist
1. If CLIENT_SESSION_CQOKIE is NOT in PLAYING
state
a. Set A VALUE to S
b. Reget CLIENT SESSION COQKIE with
update timestamp and set the state to
wp#
2. If CLIENT SESSION COOKIE is in PLAYING
state
a. Ignore thig additiconal regquest for
media playlist
d. If the request is for media segment
1. Extract stream bitrate of the request
2. If CLIENT SESSION COOKIE is in PLAYING
state
a. If the geseion time is owver N sgeconds
i. Set A_VALUE to P

b. Set down gtream CLIENT SESSION_ COOKIE
with updated time

Beacon-generating configuration

1. Extract and construct event name, device types,
application names, stream name, device type, application
name, uger location, timestamp, etce., or other
information derived from the URL or HTTP request to
create key-value pairsg to be ingerted into appropriate
beacon.

2. If A VALUE is I

a. Send I beacon // [“Attempt” beacon]
3. If A VALUE is S
a. Send 8§ beacon // [“Play Started” beacon]
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4, If A_VALUE is P
a. Send P beacon //

PCT/US2014/053241

[*Playing” beaccn]

It should be understood that the particular beaconing logic and flow described above is one

example only. As mentioned before, the times and circumstances at which a beacon is

generated is usually dependent on particular design goals and implementations, and on the

protocol (HLS, HDS, Smooth Streaming) which is being targeted. In some cases, it may

make sense to send only subset of the beacons described above, or to supply beacons only

triggered by media segment requests, or to adopt some other variant of the examples given

above (including sending other/additional types of beacons as taught herein).

Cookies & Beacons

The following table provides an example implementation of the cookies mentioned in the

description above.

Cookie Name

Type

Attributes

CLIENT VIEWER ID Persistent

CLIENT_VIEWER_ID -
Unique ID assign for each
client

CLIENT SESSION COOKIE | Session

Sid - Unique ID assign for
cach session

Timestamp — timestamp of
last cookie update

Master — Name of the master
playlist associated with this
session

Status — Status of the session
{c.g., Attempt, Play Started,
Playing, Bitrate shifi, Error,
and so on)

The following table provides an example of the contents of the beacon messages that can be

sent by the server 302 to the analytics machine 306.

Beacon Types

Description

Attributes

I

Initiate/Attempt | beacon_id=I

b=[Analytics Report ID]
s=0 [Sequence Number]
en=[Event Name]
tt=[Stream Title]
ac=[Requested File Name]

18 -
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DOCKET N

sa=[Device Type]
d=[Client Viewer ID]
c=[Client Session 1D]
al=[Application Type]
cg=[User Agent]
geo=[geographic location/country
code derived from request]
S Play Started beacon_id =8
b=[Analytics Report ID]
s=1 [Sequence Number]
en=[Stream Titlg]
tt=[Stream Title]
ac=[Master Playlist Name]
sa=[Device Buckets]
d=[Client Viewer ID]
c=[Client Session ID]

al=[ Application Bucket]
cg=[User Agent]

P Playing beacon_id =P
b=[Analytics Report ID]
§=2 [Sequence Number]
en=[Stream Titleg]
tt=[Stream Title]
ac=[Master Playlist Namg]
sa=[Device Buckets]
d=[Client Viewer ID]
c=[Client Session 1D]
rb=[Requested Bitrate]
al=[Application Bucket]
cg=[User Agent]
tt=[Stream Title]
ac=[Request File Name]
cg=[User Agent]

The user agent is an HI'TP header that the server 302 can extract from the client request. The
user agent string contains information about the client machine and the application that is
sending the request. The server 302 can read the user-agent to determing the device and/or
application and then place these into predefined categories (e.g., “device type” or

“application type”) for the back-end analytics system to use.

For example, the server 302 can map the client request into hardware device buckets
representing particular manufacturers, particular models, or device families, or based on
operating system, or other categorization of the machine requesting the content. For
application types, the server 302 can map the client request into application buckets

representing particular players, whether a dedicated media player or a browser, etc.,

-19 -
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browsers, media frameworks, particular application developers/companies, or other aspect of

the application that is requesting the content.
Examples of Metrics For Reporting/Analytics

The analytics machine 306 and associated processing systems 308, 310 aggregate and process
the beacon messages from servers 302 to prepare reports, graphs, charts, and other user
displays for the delivered media streams. Based on the beacon data, the system can prepare

and display metrics such as:

Audience Size
Plays
Play Duration
Audience Size
Plays
Play Duration
Unique Viewers
Bitrate Plays - ability to sce distribution of requested bitrates, as well as data
indicating bitrate upshifts/downshifts, errors, and the like
Time
Event Name
Stream Name (master playlist)
Device Type
. Application Type
Other things like netwotk or internet service provider (ISP) where the server
302 is located
Geography — down to region/state level
Other custom defined dimensions

PR oo b o

By - /T

¢ e

Computer Based Implementation

The client devices, servers, and other computer apparatus described herein may be
implemented with conventional computer systems, as modified by the teachings hereof, with
the functional characteristics described above realized in special-purpose hardware, general-
purpose hardware configured by software stored therein for special purposes, or a

combination thereof.

Software may include one or several discrete programs. A given function may comprise part

of any given module, process, execution thread, or other such programming construct.
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Generalizing, each function described above may be implemented as computer code, namely,
as a set of computer instructions, executable in one or more microprocessors to provide a
special purpose machine. The code may be executed using conventional apparatus — such as
a microprocessor in a computer, digital data processing device, or other computing apparatus
— as modified by the teachings hereof. In one embodiment, such software may be
implemented in a programming language that runs in conjunction with a proxy on a standard
Intel hardware platform running an operating system such as Linux. The functionality may

be built into the proxy code, or it may be executed as an adjunct to that code,

While in some cases above a particular order of operations performed by certain
embodiments is set forth, it should be understood that such order is exemplary and that they
may be performed in a different order, combined, or the like. Moreover, some of the
functions may be combined or shared in given instructions, program sequences, code
portions, and the like. References in the specification to a given embodiment indicate that the
embodiment described may include a particular feature, structure, or characteristic, but every

embodiment may not necessarily include the particular feature, structure, or characteristic.

FIG. 6 is a block diagram that illustrates hardware in a computer system 600 in which
embodiments of the invention may be implemented. The computer system 600 may be
embodied in a client, server, personal computer, workstation, tablet computer, wireless

device, mobile device, network device, router, hub, gateway, or other device.

Computer system 600 includes a microprocessor 604 coupled to bus 601. In some systems,
multiple microprocessor and/or microprocessor cores may be employed. Computer system
600 further includes a main memory 610, such as a random access memory (RAM) or other
storage device, coupled to the bus 601 for storing information and instructions to be executed
by microprocessor 604. A read only memory (ROM) 608 is coupled to the bus 601 for
storing information and instructions for microprocessor 604. As another form of memory, a
non-volatile storage device 606, such as a magnetic disk, solid state memory (e.g., flash
memory), or optical disk, is provided and coupled to bus 601 for storing information and
instructions. Other application-specific integrated circuits (ASICs), field programmable gate
arrays (FPGAS) or circuitry may be included in the computer system 600 to perform

functions described herein.
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Although the computer system 600 is often managed remotely via a communication interface
616, for local administration purposes the system 600 may have a peripheral interface 612
communicatively couples computer system 600 to a user display 614 that displays the output
of software executing on the computer system, and an input device 615 (e.g., a keyboard,
mouse, trackpad, touchscreen) that communicates user input and instructions to the computer
system 600. The peripheral interface 612 may include interface circuitry and logic for local

buses such as Universal Serial Bus (USB) or other communication links.

Computer system 600 is coupled to a communication interface 616 that provides a link
between the system bus 601 and an external communication link. The comimunication
interface 616 provides a network link 618, The communication interface 616 may represent
an Ethernet or other network interface card (NIC), a wireless interface, modem, an optical

interface, or other kind of input/output interface.

Network link 618 provides data communication through one or more networks to other
devices. Such devices include other computer systems that are part of a local area network
(LAN) 626. Furthermore, the network link 618 provides a link, via an internet service
provider (ISP) 620, to the Internet 622. In turn, the Internet 622 may provide a link to other
computing systems such as a remote server 630 and/or a remote client 631. Network link 618
and such networks may transmit data using packet-switched, circuit-switched, or other data-

transmission approaches.

In operation, the computer system 600 may implement the functionality described herein as a
result of the microprocessor executing code. Such code may be read from or stored on a non-
transitory computer-readable medium, such as memory 610, ROM 608, or storage device
606. Other forms of non-transitory computer-readable media include disks, tapes, magnetic
media, CD-ROMs, optical media, RAM, PROM, EPROM, and EEPROM. Any other non-
transitory computer-readable medium may be employed. Executing code may also be read

from network link 618 (e.g., following storage in an interface buffer, local memory, or other

circuitry).

The client device may be a conventional desktop, laptop or other Internet-accessible machine
running a web browser or other rendering engine, but as mentioned above the client may also
be a mobile device. Any wireless client device may be utilized, e.g., a cellphone, pager, a

personal digital assistant (PDA, e.g., with GPRS NIC), a mobile computer with a smartphone
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client, tablet or the like. Other mobile devices in which the technique may be practiced
include any access protocol- enabled device (e.g., 10S™-based device, an Android™-based
device, other maobile-OS based device, or the like) that is capable of sending and receiving
data in a wireless manner using a wireless protocol. Typical wireless protocols include: WiFi,
GSM/GPRS, CDMA or WiMax. These protocols implement the ISO/OSI Physical and Data
Link layers (Layers 1 & 2) upon which a traditional networking stack is built, complete with
IP, TCP, SSL/TLS and HTTP. The WAP (wireless access protocol) also provides a set of
network communication layers (e.g., WDP, WTLS, WTP) and corresponding functionality

used with GSM and CDMA wireless networks, among others.

In a representative embodiment, the mobile device is a cellular telephone that operates over
GPRS (General Packet Radio Service), which is a data technology for GSM networks.
Generalizing, a mobile device as used herein is a 3G- (or next generation) compliant device
that includes a subscriber identity module (SIM), which is a smart card that carries
subscriber-specific information, mobile equipment (e.g., radio and associated signal
processing devices), a man-machine interface (MMI), and one or more interfaces to external
devices {(e.g., computers, PDAs, and the like). The techniques disclosed herein are not
limited for use with a mobile device that uses a particular access protocol. The mobile device
typically also has support for wireless local area network (WLAN) technologies, such as Wi-
Fi. WLAN is based on IEEE 802.11 standards. The teachings disclosed herein are not limited

to any particular mode or application layer for mobile device communications.

It should be understood that the foregoing has presented certain embodiments of the
invention that should not be construed as limiting. For example, certain language, syntax,
and instructions have been presented above for illustrative purposes, and they should not be
construed as limiting, It is contemplated that those skilled in the art will recognize other
possible implementations in view of this disclosure and in accordance with its scope and

spirit. The appended claims define the subject matter for which protection is sought.

It is noted that trademarks appearing herein are the property of their respective owners and
used for identification and descriptive purposes only, given the nature of the subject matter at

issue, and not to imply endorsement or affiliation in any way.
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CLAIMS

1. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising;

with at least one server that has a microprocessor coupled to a storage device storing
computer-readable instructions for execution by the microprocessor:

receiving a first client request for a first playlist of a content stream, the first playlist
referencing one or more second playlists;

generating and setting first state information on the client device;

receiving a second client request for a second playlist of a content stream, the second
playlist referencing one or more segments in the content stream;

receiving the first state information from the client device with the second client request,
updating the first state information to create second state information, and setting the second
state information on the client device;

receiving a third client request for a particular segment on the second playlist;

receiving the second state information from the client device with the third client request;

generating a message in response to at least one of (i) the first client request; (ii) the
second client request with the first state information, and (iii) the third client request with the
second state information;

sending the message to a remote maching;

wherein the message comprises an identifier of the content stream.

2. The method of claim 1, wherein updating the first state information comprises updating

any of a timestamp and a playback status.

3. The method of claim 1, wherein the message comprises at least one of: a client identifier,

a user identifier, and a playback status.

4, The method of ¢claim 1, whergin the at least one server generates a message in response to
(i) the first client request, generates a second message in response to (ii) the second client

request with the first state information, and generates a third message in response to (iii) the
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third client request with the second state information, wherein each of the messages (i) (ii)

and (iii) comprise an identifier of the content stream.

5. The method of claim 1, wherein the first state information comprises information stored in
one or more cookies, and the second state information comprises updated information stored

in the one or more cookies.

6. The method of claim 1, wherein the content stream comprises a media stream.

7. The method of claim 1, wherein the first, second and third client requests are each HTTP

requests.

8. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising;

with at least one server that has a microprocessor and a storage device storing computer-
readable instructions for execution by the microprocessor:

receiving a first client request for a file associated with a content stream, the file being
any of a playlist referencing one or more segments in the content stream and a manifest
referencing one or more segments in the content stream;

generating and setting first state information on the client device;

receiving a second client request for a particular segment referenced in the file;

receiving the first state information from the client device with the second client request;

generating a message in responsc to at least one of (i) the first client request, and (ii) the
second client request with the first state information;

sending the message to a remote machine;

wherein the message comprises an identifier of the content stream.

9. The method of claim &, further comprising, with the at least one server,
upon receipt of the first state information with the second client request, updating the first
state information to create second state information; and,

sctting the second state information on the client device.
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10. The method of claim 9, wherein updating the first state information comprises updating

any of a timestamp and a playback status.

11. The method of claim 8, wherein the message comprises at least one of: a client identifier,

a user identifier, and a playback status.

12. The method of claim 8, wherein the at least one server generates a message in response to
(i) the first client request, and generates another message in response to (ii) the second client
request with the first state information, wherein each of the messages comprise an identifier

of the stream.

13. The method of claim 8, wherein the first state information comprises information stored

in one or more cookies.

14. The method of claim &, wherein the content stream comprises a media stream.

15. The method of claim &, wherein the first and second client requests are each HT'TP

requests.

16. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising:

with at least one server that has a microprocessor and a storage device storing computer-
readable instructions for execution by the microprocessor:

receiving a first client request for a first segment of a content stream;

receiving first state information from the client device with the first client request,
updating the first state information to create second state information, and setting the second
state information on the client device;

receiving a second client request for a second segment of the content stream;

receiving the second state information from the client device with the second client

request;
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generating a message in response to at least one of (i) the first state information and the
first client request with the first state information, and (i1) the second client request with the
second state information,

sending the message to a remote machine;

wherein the message comprises an identifier of the stream.

17. The method of claim 16, wherein updating the first state information comprises updating

any of a timestamp and a playback status.

18. The method of claim 16, wherein the message comprises at least one of: a client

identifier, a user identifier, and a playback status.

19. The method of claim 16, wherein the at least one server generates a message in response
to {i) the first client request with the first state information, and generates another message in
response to (1) the second client request with the second state information, wherein each of

the messages comprise an identifier of the content stream.

20. The method of claim 16, wherein the first state information comprises information stored
in one or more cookies, and the second state information comprises updated information

stored in the one or more cookies.

21. The method of claim 16, wherein the content stream comprises a media stream.

22. The method of claim 16, wherein the first and second client requests are each HTTP

requests.

23. A computer-implemented method for monitoring delivery of a content stream having a

plurality of segments, comprising:

with at least one server that has a microprocessor and a storage device storing computer-
readable instructions for execution by the microprocessor;

receiving a first client request for a first segment of a content stream;

generating and setting first state information on the client device;

receiving a second client request for a second segment of the content stream;

-27 -

Major Data, UAB v. Bright Data Ltd.
IPR2022-00915, EX. 2009
297 of 789



10

15

20

25

WO 2015/034752 PCT/US2014/053241

receiving the first state information from the client device with the second client request,
updating the first state information to create second state information, and sectting the second
state information on the client device;

generating a message in response to at least one of (i) the first client request, and (ii) the
second client request with the first state information;

sending the message to a remote machine;

wherein the message comprises an identifier of the stream.

24. The method of claim 23, wherein updating the first state information comprises updating

any of a timestamp and a playback status.

25. The method of claim 23, wherein the message comprises at least one of: a client

identifier, a user identifier, and a playback status.

26. The method of claim 23, wherein the at least one server generates a message in response
to (i) the first client request, and generates another message in response to (ii) the second
client request with the first state information, wherein each of the messages comprise an

identifier of the content stream.

27. The method of claim 23, wherein the first state information comprises information stored
in one or more cookies, and the second state information comprises updated information

stored in the one or more cookies,

28. The method of claim 23, wherein the content stream comprises a media stream.

29, The method of claim 23, wherein the first and second client requests are each HTTP

requests.
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"' document referring to an oral disclosure, nse, exhibition or othet
means
docwment published prior to the international filing date but later
than the priority date claimed

npn

"T" later document published afier the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory undetlying the invention

"X" document of particular relevance; the claimed invention cannot be

considered movel or cannot be considered to involve an inventive

step when the document is taken alone

document of particular relevance; the claimed invention camot be