Case 2:21-cv-00434-JRG Document 4 Filed 11/29/21 Page 1 of 1 PagelD # 108

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following
[ Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. 2:21-cv-434 DATE FILED 11/29/21 U.S. DISTRICT COURT
Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

Bright Data Ltd. Ninja-Tech, SIA

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 10,257,319 B2 4/9/2019 Bright Data Ltd.

2 10,484,510 B2 11/19/2019 Bright Data Ltd.

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[0 Amendment [0 Answer [ Cross Bill [0 Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
Major Data Exhibit 1002
Page 1 of 456



Case 2:21-ov-00225-IRG-REF Documernt 4

AQ 120 (Rev. 08/10)

Fiied 06/18/21

Fage 1 of 1 Pagell # 98

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:21-cv-225 6/18/2021 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
Bright Data Ltd NetNut Ltd.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 10,257,319 4/9/2019 BRIGHT DATA LTD.

2 10,484,510 11/19/2019 BRIGHT DATA LTD.

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy

Copy 3—Upon termination of action, mail this copy to Director

Major Data Exhibit 1002
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Case 2:21-ov-00225-IRG  Document 4 Filed 06/18/21 Pag

AQ 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following
(] Trademarks or [ Patents. ( [] the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:21-cv-225 6/18/2021 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT

Bright Data Ltd NetNut Ltd.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

110,257,319 4/9/2019 BRIGHT DATA LTD.

2 10,484,510 11/19/2019 BRIGHT DATA LTD.

3

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
] Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director ~Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
Major Data Exhibit 1002
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Case 2:20-cv-00073-3RG  Document 74 Filed 04/28/21 Page 1 of 1 PagelDd #: 812

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE

) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN

P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court for the Eastern District of Texas on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):

DOCKET NO. DATE FILED U.S. DISTRICT COURT

2:20-cv-00073-JRG 3/5/2020 for the Eastern District of Texas
PLAINTIFF DEFENDANT

Teso LT, UAB, Metacluster LT, UAB, and Code200, UAB

Luminati Networks Ltd. and EMK Capital LLP

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 9,241,044 1/19/2016 Luminati Networks Ltd.
2 9,742,866 8/22/2017 Luminati Networks Ltd.
3 10,469,614 11/19/2019 Luminati Networks Ltd.
4 10,484,510 11/19/2019 Luminati Networks Ltd.
5 10,257,319 11/19/2019 Luminati Networks Ltd.
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

2
3
4
5
In the above—entitled case, the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT

Order dated April 20, 2021 dismissing all claims and counterclaims with prejudice pursuant to Joint Stipulation and
Motion to Dismiss Case in its Entirety.

CLERK

T

T A.

5 {Uﬁ’QL

(BY) DEPUTY CLERK

DATE

4/29/21

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

N

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy

Major Data Exhibit 1002
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Trials@uspto.gov Paper 18
571-272-7822 Entered: December 23, 2020

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

CODE200, UAB; TESO LT, UAB; METACLUSTER LT,
UARB; AND OXYSALES, UAB,
Petitioner,

V.

LUMINATI NETWORKS LTD.,
Patent Owner.

IPR2020-01266
Patent 10,257,319 B2

Before THOMAS L. GIANNETTI, SHEILA F. MCSHANE, and
RUSSELL E. CASS, Administrative Patent Judges.

GIANNETTI, Administrative Patent Judge.

DECISION
Denying Institution of Inter Partes Review
35US8.C. §314

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

I. INTRODUCTION

Petitioner (collectively, Code200, UAB; Teso LT, UAB; Metacluster
LT, UAB; and Oxysales, UAB) filed a Petition (Paper 5, “Pet.”) requesting
an inter partes review of claims 1, 2, 14, 15, 17-19, 21, 22, and 2429 (“the
challenged claims™) of U.S. Patent No. 10, 257,319 B2 (Ex. 1001, “the
’319 patent”). Patent Owner, Luminati Networks, LTD, filed a Corrected
Preliminary Response (Paper 16, “Prelim. Resp.”).!

The Board has authority to determine whether to institute an inter
partes review. See 35 U.S.C. § 314; 37 CF.R. § 42.4(a). Under 35 U.S.C.
§ 314(a), we may not authorize an inter partes review unless the information
in the petition and the preliminary response “shows that there is a reasonable
likelihood that the petitioner would prevail with respect to at least 1 of the
claims challenged in the petition.”

The Board, however, has discretion to deny a petition even when a
petitioner meets that threshold. Id.; see, e.g., Cuozzo Speed Techs., LLC v.
Lee, 136 S. Ct. 2131, 2140 (2016) (“[T]he agency’s decision to deny a
petition is a matter committed to the Patent Office’s discretion.”); NHK
Spring Co. v. Intri-Plex Techs., Inc., IPR2018-00752, Paper 8 (PTAB Sept.
12, 2018) (precedential).

Both the Petition and Preliminary Response address the issue of
discretionary denial under 35 U.S.C. § 314(a). Pet. 6-9; Prelim. Resp. 4—14.

For the reasons that follow, we exercise our discretion under 35

U.S.C. § 314(a) to deny institution of inter partes review.

!'The Board authorized a Corrected Preliminary Response providing
citations to a stipulation entered after the original preliminary response was
filed. Paper 15.

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

II. BACKGROUND
A. Real Parties-in-Interest

Petitioner identifies the following as the real parties-in-interest:
Code200, UAB; Teso LT, UAB; Metacluster LT, UAB; Oxysales, UAB;
and coretech It, UAB. Pet. 2.

Patent Owner identifies Luminati Networks LTD as the real party-in-
interest. Paper 7, 2.

B. Related Proceedings

The parties identify the following litigation in the Eastern District of
Texas involving the *319 patent: Luminati Networks Ltd. v. Teso LT, UAB et
al., 2:19-cv-00395-JRG (E.D. Tex.) (“the Texas Litigation”). Pet. 2; Paper
7,2. The parties identify other proceedings involving patents related to the
’319 patent, including other litigations in the Eastern District of Texas, other
petitions for inter partes review, and numerous pending applications. Pet. 3;
Paper 7, 2-3.

C. The ’319 Patent

The ’319 patent is directed to a system for increasing network
communication speed for users, while lowering network congestion for
content owners and internet service providers (ISPs). Ex. 1001, (57). The
system employs network elements including an acceleration server, clients,
agents, and peers, where communication requests generated by applications
are intercepted by the client on the same machine. Id. The IP address of the
server in the communication request is transmitted to the acceleration server,

which provides a list of agents to use for this IP address. Id.

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

The communication request is sent to the agents. Onc or more of the
agents respond with a list of peers that have previously seen some or all of
the content which is the response to this request (after checking whether this
data is still valid). Id. The client then downloads the data from these peers
in parts and in parallel, thereby speeding up the Web transfer, releasing
congestion from the Web by fetching the information from multiple sources,
and relieving traffic from Web servers by offloading the data transfers from
them to nearby peers. Id.

D. lllustrative Claim

Claim 1 is the only independent claim, and is illustrative of the
challenged claims. Claim 1 recites:

1. A method for use with a first client device, for use with a
first server that comprises a web server that is a Hypertext
Transfer Protocol (HTTP) server that responds to HTTP
requests, the first server stores a first content identified by a
first content identifier, and for use with a second server, the
method by the first client device comprising:

receiving, from the second server, the first content
identifier;

sending, to the first server over the Internet, a Hypertext
Transfer Protocol (HTTP) request that comprises the first
content identifier;

receiving, the first content from the first server over the
Internet in response to the sending of the first content identifier;
and

sending, the first content by the first client device to the
second server, in response to the receiving of the first content
identifier.

Ex. 1001, 19:16-32.

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

1. Michael Reiter & Aviel Rubin, Crowds: Anonymity for

Web Transactions, ACM Transactions on Information and
System Security, Vol. 1, No. 1, Nov. 1998, at 66-92 (Ex. 1011,

“Crowds”);

2. Marc Rennhard, MorphMix — A Peer-to-Peer-based
System for Anonymous Internet Access (2004) (Doctoral Thesis)

E. Prior Art

Petitioner relies on the following prior art:

(Ex. 1013, “MorphMix”);

3. Border et al. United States Patent No. 6,795,848 (Ex,
1017, “Border”);

4. Network Working Group, RFC 2616 (Ex. 1018).
F. The Asserted Grounds

Petitioner challenges claims 1, 2, 14, 15, 17-19, 21, 22, and 24-29 of

the 319 patent on the following grounds (Pet. 5—6):

21, 22,2427

Claims Challenged 35US.C. § References
1,2,21,22,24-27 102(b) Crowds
1,2, 14, 15,17, 18, 103(a)? Crowds, RFC 2616
21, 22,24-27
1,12, 14,21, 22,24, | 102(b) Border
25,27-29
1,12, 14,15,17,18, | 103(a) Border, RFC 2616
21,22,24-29
1,2,17, 19, 21, 22, 102(b) MorphMix
24-27
1,2, 14, 15, 17-19, 103(a) MorphMix, RFC 2616

2 The Leahy-Smith America Invents Act (“AIA”), Pub. L. No. 112-29, 125

Stat. 284, 287-88 (2011), amended 35 U.S.C. § 103. Because the

’319 patent was filed before March 16, 2013 (the effective date of the

relevant amendments), the pre-AIA version of § 103 applies.

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

III. ANALYSIS
Patent Owner contends we should exercise our discretion to deny
institution under 35 U.S.C. § 314(a), relying on the Board’s precedential
decision in Apple Inc. v. Fintiv Inc., IPR2020-00019, Paper 11 (PTAB
March 20, 2020) (“Fintiv”). Prelim. Resp. 4—14. Patent Owner contends the
parallel Texas Litigation, which asserts the same prior art as the Petition,
begins jury selection over seven months before a final determination would
be expected in this proceeding. Prelim. Resp. 4. Anticipating Patent
Owner’s challenge, Petitioner addresses the §314(a) issue in its Petition.
Pet. 6-9.
A. Fintiv Factors
Fintiv identifies a non-exclusive list of factors parties may consider
addressing where there is a related, parallel district court action to determine
whether such action provides any basis for discretionary denial. Fintiv,
Paper 11 at 5-16. Those factors include:

1. whether the court granted a stay or evidence exists that one
may be granted if a proceeding is instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

3. investment in the parallel proceeding by the court and the
parties;

4. overlap between issues raised in the petition and in the
parallel proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Id. at 5-6.

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

In evaluating the factors, we take a holistic view of whether efficiency
and integrity of the system are best served by denying or instituting review.
Fintiv, Paper 11 at 6.

B. The Texas Litigation

The Texas Litigation is pending before District Judge Rodney
Gilstrap, in the United States District Court for the Eastern District of Texas,
Marshall Division. Judge Gilstrap has entered a Docket Control Order
setting December 14, 2020, as the deadline for completing fact discovery,
January 21, 2021, as the deadline for completing expert discovery, and May
3, 2021, for jury selection and trial. Ex. 1004, 1, 3. The parties have
advised us that the date for jury selection has been moved to May 10, 2021.

The Court has conducted a Markman hearing, and on December 7,
2020, issued a Claim Construction Opinion and Order. Paper 17; Ex. 2016.

Petitioner advised us (and we have independently confirmed) that in
other cases before him, Judge Gilstrap has continued jury trial dates in cases
scheduled for trial from December 2020 through February 2021 due to the
COVID-19 pandemic. See. e.g., Ex. 3001. However, we have not been
informed of any change in the May 10, 2021 jury selection date in the Texas
Litigation.

C. Analysis of the Fintiv Factors

Both Petitioner and Patent Owner address the Fintiv factors in their
submissions. We conclude that overall, the factors favor exercising our
discretion to decline to institute a trial. Our reasoning follows.

i. Stay in the Texas Litigation
Neither party asserts that the Texas Litigation has been stayed. Pet. 7;

Prelim, Resp. 5. In the Petition, Petitioner contends this factor is neutral

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

because “No party has requested a stay of the Lawsuit pending the IPR.”
Pet. 7. Patent Owner contends that on October 1, 2020, after the Petition
was filed, “Petitioners filed a sealed opposed motion to stay the 395 District
Court case pending the inter partes reviews in which they concede as a
general rule that such stays are not granted.” Prelim. Resp. 5 (citing Ex.
2001). Patent Owner contends Judge Gilstrap “would not likely grant a stay
given the lateness of the Petition.” Id. at 6. The parties have not informed
us of any ruling by Judge Gilstrap on Petitioner’s motion to stay.

In the absence of any specific information from the parties about a
stay by the district court, we decline to speculate on the likelihood of a stay.
See Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 15 at 12 (PTAB May
13, 2020) (informative) (“We decline to infer, based on actions taken in
different cases with different facts, how the District Court would rule should
a stay be requested by the parties in the parallel case here.”). Thus, we find
this factor is neutral.

ii. Trial Date in the Texas Litigation

Patent Owner notes that jury selection in the Texas Litigation is set to
occur over seven months before the final written decision is due. Prelim.
Resp. 6-7. According to Patent Owner, the possibility that the trial date
will be delayed due to the COVID-19 pandemic is “sheer speculation.” Id.
at 7-8. Thus, Patent Owner contends that this factor “strongly favors denial
of institution.” Id. at 8. Petitioner contends that in previous lawsuits,
“Luminati has previously sought to abandon its trial dates as the ‘day of
reckoning’ approaches.” Pet. 7. Petitioner argues that “[i]n view of
Luminati’s history and the potential for COVID-related delays (which are

more likely to affect a jury trial),” this factor “is neutral.” Id. at 8.

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

The trial in the Texas Litigation is currently set to occur at least seven
months before a Final Written Decision in this case will issue if trial is
instituted. Although district court trial delays are always a possibility, we
have no hard evidence before us that would indicate the likelihood of a trial
postponement in the Texas Litigation, due to COVID-19 or otherwise.
Thus, based on the current record, this factor favors exercising discretion to
deny institution of inter partes review.

iii. Investment by the Court and the Parties
in the Texas Litigation

Petitioner contends that the Texas Litigation “is at a very early stage.”
Pet. 8. Patent Owner disagrees and points to the efforts of the parties and the
Court in connection with the Markman proceedings. Prelim. Resp. 8-10.
As noted supra, those efforts have now resulted in a Markman claim
construction order. Ex. 2016. Moreover, according to the most recent
Docket Control Order that the parties have submitted from the Texas
Litigation, fact discovery closed on December 14, 2020, and expert
discovery will close on January 21, 2021. Ex. 1004, 3. The parties have not
informed us of any delays that impacted or would impact these dates.

Based on the evidence of record, we agree with Patent Owner that the
investment of time and effort in the Texas Litigation has been substantial
and that this factor favors denial of institution. Prelim. Resp. 10.

iv. Overlap of the Issues

Patent Owner contends the overlap in issues between the Petition and

the Texas Litigation “is substantial.” Prelim. Resp. 10. Petitioner identified

all four references relied on in this proceeding (Crowds, Border, MorphMix,

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

and RFC 2616) in its invalidity contentions in the Texas Litigation. Paper
14,991-2.3

In addition, the claims asserted in the Texas Litigation overlap with
the claims challenged in this proceeding. Prelim. Resp. 11. Petitioner
asserts that because the Petition challenges four claims that are not asserted
in the Texas Litigation, this factor “weighs in favor of institution.” Pet. 8.
But Patent Owner responds that those claims depend from claim 1, the only
independent claim in the 319 patent. Prelim. Resp. 11. Patent Owner
further contends that two of those dependent claims merely add a “non-
transitory computer readable medium containing computer instructions that,
when executed by a computer processor, cause the processor to perform the
method” of claim 1. Id. Thus, Patent Owner argues, “[t]his is not a
significant difference.” Id.

We agree with Patent Owner and find that the overlap of issues with
the Texas Litigation is “substantial.” Prelim. Resp. 10. We find that this
factor strongly favors exercising our discretion to deny institution.

v. Whether Petitioner is Unrelated to the
Defendants in the Texas Litigation

“If a petitioner is unrelated to a defendant in an earlier court
proceeding, the Board has weighed this fact against exercising discretion.”
Fintiv, Paper 11 at 13—14. Three of the four petitioners, namely, Teso LT,

Metacluster LT, and Oxysales, are the defendants in the Texas Litigation.

3 Petitioner and Patent Owner have entered a stipulation acknowledging that
these four references have been asserted in Petitioner’s invalidity
contentions in the Texas Litigation. Paper 14. Petitioner excludes Code 200
from this stipulation, as Code 200 is not a party to the Texas Litigation. Id.

q2.

10

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

Prelim. Resp. 12; Ex. 1038. Petitioner argues that bccause the fourth
petitioner, Code200, is not a party to the Texas Litigation, this factor
“weighs in favor of institution.” Pet. 9. Patent Owner responds that this
argument “fails to acknowledge the close corporate relationship between
Code200 and the other defendants/petitioners.” Prelim. Resp. 12.

After reviewing the corporate structure of the named petitioners,
Patent Owner concludes: “Code200 is related to the other petitioners and all
of them are under the control of their common parent company.” Prelim.
Resp. 13 (citing Exs. 2013, 2014). Petitioner does not challenge this
assertion.

We find that the overlap between the defendants in the Texas
Litigation and petitioners this proceeding, even without considering the
relationship of Code 200 to the other petitioners, is substantial, and favors
denial of institution.

vi. Other Considerations

The final Fintiv factor takes into account any other relevant
circumstances. Petitioner contends the *319 patent “is extraordinarily
weak.” Pet. 9. Patent Owner responds “Petitioners’ reading of the claims is
unreasonable — an issue that will be resolved by the . . . District Court.”
Prelim. Resp. 13-14.

Having reviewed Petitioner’s unpatentability arguments and Patent
Owner’s responses, and based on the limited record before us, we do not
find that the merits outweigh the other Fintiv factors favoring denial of

institution.

11

Major Data Exhibit 1002
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IPR2020-01266
Patent 10,257,319 B2

D. Conclusion

The decision whether to exercise discretion to deny institution under
§ 314(a) is based on “a balanced assessment of all relevant circumstances in
the case, including the merits.” Patent Trial and Appeal Board Consolidated
Trial Practice Guide 58 (Nov. 2019), available at
https://www.uspto.gov/sites/default/files/documents/tpgnov.pdf.

Patent Owner has established that (1) the trial in the Texas Litigation
is set to occur at least seven months before a Final Written Decision would
be issued here; (2) the court and the parties have invested substantial time
and effort in the Texas Litigation; and (3) there is almost complete overlap
of issues and parties with this proceeding and the Texas Litigation. Thus,
based on the facts and circumstances of this case, we exercisé our discretion

under 35 U.S.C. § 314(a) to deny inter partes review.

IV. ORDER
Accordingly, it is
ORDERED that the Petition is denied as to all grounds and all
challenged claims of the *319 patent.

12
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IPR2020-01266
Patent 10,257,319 B2

PETITIONER:

Craig Tolliver

George Scott

CHARHON, CALLAHAN, ROBSON & GARZA
ctolliver@toliverlawfirm.com
jscott@ccrglaw.com

PATENT OWNER:

Thomas M. Dunham
Don F. Livornese
RUYAKCHERIAN LLP
tomd@dunham.cc
donl@ruyakcherian.com

13

Major Data Exhibit 1002
Page 17 of 456



Case 2:18-0v-00397-JRG  Document 4 Filed 12/08/18 Page 1 of 1 PagelD #

AO 120 (Rev. 08/10)

398

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:19-cv-397 12/6/2019 Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

Luminati Networks Ltd Bl Science (2009) Ltd.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 10,469,614 B2 11/5/2019 Luminati Networks Ltd.

210,257,319 B2 4/9/2019 Luminati Networks Ltd.

310,484,510 B2 11/19/2019 Luminati Networks Ltd.

410,484,511 B2 11/19/2019 Luminati Networks Ltd.

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy

Major Data Exhibit 1002
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Case 2:19-cv-00395-JRG Document 4 Filed 12/06/19 Page 1 of 1 PagelD #: 379

AO 120 (Rev. 08/10)

REPORT ON THE

TO: Mail Stop 8
’ Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court EASTERN DISTRICT OF TEXAS, MARSHALL DIVISION on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:19-cv-395 12/06/2019 EASTERN DISTRICT OF TEXAS, MARSHALL DIVISION
PLAINTIFF DEFENDANT
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 10,469,614 B2 11/05/2019 LUMINATINETWORKS LTD.

2 10,257,319 B2 04/09/2019 LUMINATINETWORKS LTD.

3 10,484,510 B2 11/19/2019 LUMINATINETWORKS LTD.

4

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director

Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 4—Case file copy

Copy 3—Upon termination of action, mail this copy to Director
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Case 2:19-cv-00397-JRG Document 4 Filed 12/06/19 Page 1 of 1 PagelD #: 398

AO 120 (Rev. 08/10)

TO: Mail Stop 8 REPORT ON THE
) Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Eastern District of Texas, Marshall Division on the following
(] Trademarks or [V Patents. ( [ the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:19-cv-397 12/6/2019 Eastern District of Texas, Marshall Division

PLAINTIFF DEFENDANT

Luminati Networks Ltd Bl Science (2009) Ltd.

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1 10,469,614 B2 11/5/2019 Luminati Networks Ltd.

210,257,319 B2 4/9/2019 Luminati Networks Ltd.

310,484,510 B2 11/19/2019 Luminati Networks Ltd.

410,484,511 B2 11/19/2019 Luminati Networks Ltd.

5

In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
0 Amendment ] Answer ] Cross Bill (] Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK

1

2

3

4

5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upon initiation of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action, mail this copy to Director
Copy 4—Case file copy
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Case 2:19-cv-00414-JRG Document 4 Filed 12/31/19 Page 1 of 1 PagelD #: 391

AQO 120 (Rev. 08/10)

10: Mail Stop 8 REPORT ONTHE
) Director of the U.S. Patent and T rademark Office FILING OR DETERMINATION OF AN
P.O. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
In Compliance with 35 U.S.C. i 290 and/or 15 U.S.C. i 1116 you are hereby advised that a court action has been
filedinthe U.S. District Court Eastern District of Texas, Marshall Division on the following
[ Trademarks or [ Patents. ( [ the patent actioninvolves 35 US.C. i 292.);
DOCKET NO. DATE FILED U.S. DISTRICT COURT
2:19-cv-414 12/31/2019 Eastern District of Texas, Marshall Division
PLAINTIFF DEFENDANT
Luminati Networks Ltd. Tefincom S.A. d/b/a NordVPN
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
110,469,614 B2 11/05/2019 Luminati Networks Ltd.
2 10,257,319 B2 04/09/2019 Luminati Networks Ltd.
3 10,484,510 B2 11/19/2019 Luminati Networks Ltd.
4 10,484,511 B2 11/19/2019 Luminati Networks Ltd.
5
In the above” entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment O Answer [ Cross Bill [J Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
]
2
3
4
5

Inthe above” entitled case, the following decision has been rendered or judgement issued:

DECISIONJUDGEMENT

CLERK (BY) DEPUTY CLERK DATE

Copy 17 Upon initiation of action, mail this copy to Director Copy 3~ Upon termination of action, mail this copy to Director
Copy 2 Upon filing document adding patent(s), mail this copy to Director Copy 4~ Case file copy
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/957,945 04/09/2019 10257319 HOLA-005-US4 7917
131926 7590 03/20/2019
May Patents Ltd. c¢/o Dorit Shem-Tov
P.O.B 7230
Ramat-Gan, 5217102
ISRAEL
ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is O day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

WEB SPARK LTD., Netanya, ISRAEL;
Derry Shribman, Tel Aviv, ISRAEL;
Ofer Vilenski, Moshav Hadar Am, ISRAEL;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09) Major Data Exhibit 1002

Page 22 of 456



Application Number 15/5857945

Filing Date n4/20/2018

INFORMATION DISCLOSURE

First Named Inventor | Derry Shribman

STATEMENT BY APPLICANT 2453

( Not for submission under 37 CFR 1.99)

Examiner Name MINH-CHAU NGUYEN

Aftorney Docket Number HOLA-005-US4

/M. |9 poa3r7s1 A 1990-06-26 | ee, etal
10 970835 B2 P011-06-28 Robert St. Jacques
/MUN/
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| . Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
- Cite No : Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
Shribman et al.
1a(<§é@g)/ap1pliec! 20150067819 A1 P015-03-05
doc&meni
DA |
21,/3019|2 20120254456 A1 P012-10-04 Visharam Zubair et al.
3 20080222291 A1 P008-09-11 Meller et al.
4 20100235438 A1 P010-09-16 Narayanan et al.
5 20120124239 A1 P012-05-17 Shribman et al.
Gouac!ﬂe et al.
6 20130166768 A1 P013-06-27 Hremmsen-tieersing—
7 20020065930 A1 P002-30-05 Rhodes, David L.
v
EFS Web 2.1.17 Major Data Exhibit 1002
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Doc code: IDS

Dec description: Information Disclosure Statement (IDS) Filed

PTO/SB/08a (03-15)
Approved for use through 07/31/2016. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15/957945
Filing Date n4/20/2018
First Named Inventor |Perry Shribman

Art Unit 2459

Examiner Name MINH-CHAU NGUYEN
Attorney Docket Number HOLA-005-US4

U.S.PATENTS

Remove

Pages,Columns,Lines where

E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
/MWy B479251 B2 |po13-0702 |[Feinleib etal
2 B499059 B2 P013-07-30 Stoyanov
06/2011 St.Jacques
3 7970835 B2 Pe44-28-L vieren-Cerperatien—
Cnange(s) aPP}iec; |
toldochimen
sCHY/
i horgl4 8832179 B2 |p014-0909  |owen, etal.
5 b173330 B1 P001-09-01 Guo, etal.
6 B769035 B2 P014-01-07 Resch, etal.
7 B171101 B2 P012-05-01 Gladwin , etal.
8 558942 B2 P009-07-07 Chen, etal.
v

EFS Web 2.1.17
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS|IND CLAIMS
15/957,945 04/20/2018 2459 1235 HOLA-005-US4 29 1
CONFIRMATION NO. 7917
131926 CORRECTED FILING RECEIPT

BB e oo Port Shem-Tov 0

Ramat-Gan, 5217102
ISRAEL

Date Mailed: 02/26/2019

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Derry Shribman, Tel Aviv, ISRAEL;

Ofer Vilenski, Moshav Hadar Am, ISRAEL;
Applicant(s)

WEB SPARK LTD., Netanya, ISRAEL;

Power of Attorney: The patent practitioners associated with Customer Number 131926

Domestic Priority data as claimed by applicant
This application is a CON of 14/025,109 09/12/2013 PAT 10069936
which is a DIV of 12/836,059 07/14/2010 PAT 8560604
which claims benefit of 61/249,624 10/08/2009

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes
Permission to Access Search Results: Yes

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 05/14/2018
page 1 of 3
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/957,945

Projected Publication Date: Not Applicable
Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **
Title

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
Preliminary Class

709
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

page 2 of 3
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.

page 3 of 3
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

papers. Each additional paper, such as an assignment or formal drawing, must

May Patents Ltd. have its own certificate of mailing or transmission.
c/o Dorit Shem'TOV Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
PO B. 7230 States Postal Service with sufficient postage for first class mail in an anelope
- addressed to the Mail Stop ISSUE FEE address above, or being facsimile
Ram at Gan 52171 02’ transmitted to the USPTO (571) 273-2885, on the date indicated below.
Israel ;
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/957,945 04/20/2018 Derry Shribman HOLA-005-US4 7917
TITLE OF INVENTION:
| APPLN. TYPE | SMALL ENTITY | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional SMALL $500 $0 $0 $500 04/23/2019
| EXAMINER | ART UNIT | crass-suscLass |
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list
CFR 1.363). . 1 May Patents Ltd. ¢/o Dorit Shem-Tov
(1) the names of up to 3 registered patent attorneys
(] Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached. . . . 2
(2) the name of a single firm (having as a member a
[_] "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
WEB SPARK LTD. Netanya
Israel 4250713
Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual Corporation or other private group entity (] Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
(] Publication Fee (No small entity discount permitted) M| Payment by credit card. Form PTO-2038 is attached.
(X Advance Order - # of Copies The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any
overpayment, to Deposit Account Number 505726 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
(da Applicant claims SMALL ENTITY status. See 37 CFR 1.27. (Jb. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office.

/Yehuda Binder/ pae FEbruary 19,2019
Yehuda BINDER Registration No, 73,612

Authorized Signature

Typed or printed name

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to process)
an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to complete
this form and/or suggestions for reducing this burden, should be sent to the Chief In%ormation Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O.
Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with
your submission of the attached form related to a patent application or patent. Accordingly, pursuant to
the requirements of the Act, please be advised that: (1) the general authority for the collection of this
information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the
principal purpose for which the information is used by the U.S. Patent and Trademark Office is to process
and/or examine your submission related to a patent application or patent. If you do not furnish the
requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine
your submission, which may result in termination of proceedings or abandonment of the application or
expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom
of Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of
records may be disclosed to the Department of Justice to determine whether disclosure of these
records is required by the Freedom of Information Act.

A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel
in the course of settlement negotiations.

. A record in this system of records may be disclosed, as a routine use, to a Member of Congress

submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency

having need for the information in order to perform a contract. Recipients of information shall be
required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5
U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this
system of records may be disclosed, as a routine use, to the International Bureau of the World
Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

. A record in this system of records may be disclosed, as a routine use, to another federal agency for

purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy
Act (42 U.S.C. 218(c)).

. A record from this system of records may be disclosed, as a routine use, to the Administrator,

General Services, or his/her designee, during an inspection of records conducted by GSA as part of
that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance
with the GSA regulations governing inspection of records for this purpose, and any other relevant
(i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

. A record from this system of records may be disclosed, as a routine use, to the public after either

publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35
U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a
routine use, to the public if the record was filed in an application which became abandoned or in
which the proceedings were terminated and which application is referenced by either a published
application, an application open to public inspection or an issued patent.

. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local

law enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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Electronic Patent Application Fee Transmittal

Application Number: 15957945

Filing Date: 20-Apr-2018

Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
First Named Inventor/Applicant Name: Derry Shribman

Filer: Yehuda Binder/Dorit Binder

Attorney Docket Number: HOLA-005-US4

Filed as Small Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 2501 1 500 500
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Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 500
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Electronic Acknowledgement Receipt

EFSID: 35188426
Application Number: 15957945
International Application Number:
Confirmation Number: 7917
Title of Invention: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
First Named Inventor/Applicant Name: Derry Shribman
Customer Number: 131926
Filer: Yehuda Binder/Dorit Binder
Filer Authorized By: Yehuda Binder
Attorney Docket Number: HOLA-005-US4
Receipt Date: 19-FEB-2019
Filing Date: 20-APR-2018
Time Stamp: 14:52:33
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type DA
Payment was successfully received in RAM $500
RAM confirmation Number 022019INTEFSW00001278506726
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
75023
1 Issue Fee Payment (PTO-85B) ptol85b.pdf no 2
c3c6f46b6736bb49e4ae6a00dcdfd5d94 12|
ba204
Warnings:
Information:
30213
2 Fee Worksheet (SB06) fee-info.pdf no 2
31650b9cbc721c14a34f7b09e9ba7c91546
Warnings:
Information:
Total Files Size (in bytes): 105236

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTOAIA/T (11-15)

Approved for use through 04/30/2017. OMB 0851-0032

1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Under the Papsmvork Reduction Act of 1985, no persons are reguired to respond to a coliection of information unless it contains a valid OMB controbl number,

Attorney Docket Mumber HOLA-005-US4
Application Number 15/957,945

Application Data Sheet 37 CFR 1.7¢

Title of invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form containg the
bibliographic data arranged in a3 format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.78.

Thnis docurnent may be compieted efectronically and submitted to the Office in electronic format using the Elecironic Filing Systern (EFS) or the
dosument may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2:

] Portions or all of the apgplication assoclated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.)

inventor information:

inventor 1
Legal Name

Prefix| Given Name Middie Name Famiiy Name Suffix

Derry Shribman
Rasidence Information {Select One) (O US Residency (& Non US Residency ((y Active US Military Service

City | Tel Aviv Country of Residence | i

Mailing Address of Invenior:

Address 1 8/6 Bevlinson St.,

Address 2

City ' Tel Aviv E State/Province '
Postal Code | 6356709 | Countryi n

inventor 2
Legal Name

Prefix, Given Name Middie Nams Family Name Suffix

Ofer Vilenski
Residence Information (Select One) () US Residency (&) Non US Residency () Active US Miltary Service

City Mashav Hadar Am Country of Residence | i

Mailing Address of Inventor:

Address 1 § Hahollandim Sireet

Address 2

City l Meoshav Hadar Am E State/Province I
Postal Code | 42925 | Countryi o

Adl Inventors Must Be Listed - Additional Inventor Information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

EFSWeb 2.2.12
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PTOAIA/T (11-15)

Approved for use through 04/30/2017. OMB 0851-0032

1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Attorney Docket Number HOLA-005-US4
Application Number 15/957,945

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Enter either Customer Number or complete the Correspondence information section below.
For further information see 37 CFR 1.33¢a).

{1 An Address is being provided for the correspondence information of this application.

Customer Number 131928

Email Address .

Application Information:

Title of the Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
Attorney Docket Number] HOLA-005-US4 Small Entity Status Claimed [X
Application Type Nonprovisional

Subject Matier Utility

Total Number of Drawing Sheets {if any} 15 Suggested Figure for Publication (if any)

Filing By Reference:

Only complete this section when filing an application by reference under 35 US.C 111(c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below {i.e.. “Domaestic Benefit/National Stage information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the nresent application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57{a). )
-
Application number of the previousiy Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
I 1 Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. 1 nereby request that the attached application not be published under

[ 35 U.S.C. 122(b) and certify that the invention disclosed in the aftached application has not and will not be the
™ subject of an application filed in another country, or under a multilateral international agreement, that requires

publication at eighteen months after filing.

Representative Information:

Representative information should pe provided for all praciitioners having a power of attemey in the application. Providing
this informatlion in the Applicalion Data Sheel does not conslitule a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the custormer
Nurnber will be used for the Represertative information during processing.

Please Select One: Customer Number E (O us Patent Practilioner { () Limiled Recognition (37 CFR 11.8)

Customer Number 131926

EFS Web 2212
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PTOAIA/T (11-15)

hrough 04/30/2017. OMB 0851-0032
1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Approved for us

Attorney Docket Number HOLA-005-US4
Application Number 15/957,945

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Application Data Sheet 37 CFR 1.76

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121, 385(c), or 388(c) or indicale
National Stage entry from a PCT application. Providing benefi claim information in the Application Data Sheet constitutes
the specific reference reguired by 35 U.S.C. 118(e) or 120, and 37 CFR 1.78.

Yhen referring 1o the current application, please {eave the "Application Number” field blank.

Prior Application Status | Pending

Filing or 371(c) Date
Application Mumber Continuity Type Prior Application Number YYYY-MM-DD)
Continuation of 14/025109 2013-08-12
Prior Application Status | Patented :
Appilication S Prior Application Filing Date ot e issue Date
A Continuity Type Number (YYYY-MM-DD) Patent Number CYYYY-MM-DD)
14/025109 Division of 12/8360569 2010-07-14 8560604 2013-10-15

Prior Application Status | Expired

Filing or 371(c) Date

Application Mumber Continuity Type Prior Application Number YYYY-MM-DD)

12/838059 Claims benefil of provisional §1/249624 2009-10-08

Additional Domestic BenefitYNational Stage Data may be generated within this form
by selecting the Add button.

Foreign Priority Information:

This section allows for ine applicant 1o claim priority 1o a foreign apgelication. Providing this information in the applicalion data shest

constitutes the claim for priority as required by 35 U.S.C. 118(0} and 37 CFR 1.35. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX)! the information will be used by the Office 10

autcematicaliy attempt retrieval pursuantio 37 CFR 1.55(){1) and (2). Under the PDX program, appiicant bears the uitimate

properiy office, or a certifiad copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Application Number Cauntryi Filing Date (YYYY-MM-DD) Access Codel {if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.585 or 1.78 for AlA (First inventor to File) Transition
Applications

EFS Web 2212
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PTOAIA/T (11-15)
Approved for use through 04/30/2017. OMB 0851-0032

1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Attorney Docket Number HOLA-005-US4
Application Number 15/957,945

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Application Data Sheet 37 CFR 1.76

This application (1) claims priority to or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim o a claimed invention that has an effective filing date on or after March
] 16, 2013,

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

186, 2013, will be examined under the first inventor o file provisions of the AlA.

EFS Web 2212
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PTOAIA/T (11-15)

Approved for use through 04/30/2017. OMB 0851-0032

1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Attorney Docket Number HOLA-005-US4
Application Number 15/957.,945

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authorily {0 permit a participating foreign intellectual property (IP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPC) access to any search resulis from the instant
application (see paragraph B in subsection 1 helow).

application. After the initigl filing of an application, an Application Dala Sheet cannot be used to provide or rescind
authorization for access by g foreign 1P office(s). Insiead, Form PTO/SE/38 or PTO/SB/EBS must be used as appropriate.

1. Authorization 1o Permif Access by a Foreign Intellectual Property Office{s}

A, Priority Document Exchange (PDX) - Unless box A in subsection 2 {opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority 1o provide the European Patent Office (EPO), the Japan Patent Office
{(JPQO), the Korean Intellectual Property Office (KIFPO), the State Intellectual Property Office of the Peopie’s Republic of
China (SIPG), the World Intellectual Property Organization (WIPO), and any other foreign inteliectual property office
participating with the USPTO in a bilateral or multilateral priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1) the instant patent application-as-filed
and its related bibliographic data, {(2) any foreign or domestic application to which pricrity or benefit is claimed by the
instant application and ifs related bibliographic data, and (3) the date of filing of this Authorization. See 37 CFR 1.14(h)
{1).

B. Search Results from U.S. Application to EPC - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO authority to provide the EPQO access o the bibliographic data and search
resuits from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)}{2).

The applicant is reminded that the EPO’'s Rule 141{(1} EPC (European Patent Convention) requires applicants to submit a
copy of search results from the instant application without delay in a European patent application that claims priority 1o
the instant application.

2. QOpt-Out of Authorizations 1o Permit Access by a Foreign Intellectual Property Office{s)

[ 1 application-as-filed. I this box is checked, the USPTO will not be providing a participating foreign IP office with
any documents and information identified in subsection 1A above.

1 application. If this box is checked, the USPTO will not be providing the EPO with search results from the instant
application.

NOTE: Once the application has published or is otherwise publicly available, the USPTO may provide access o the

application in accordance with 37 CFR 1.14.

EFS Web 2212
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PTOAIA/T (11-15)

Approved for use through 04/30/2017. OMB 0851-0032

1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Attorney Docket Number HOLA-005-US4
Application Number 15/957.,945

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Applicant information:

Providing assignment mformation in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
{0 have an assignment recorded by the Office.

Applicant 1

if the applicant is the invenior (or the remaining joint invenior or inventers under 37 CFR 1.45}, this section should nol be completed.
The informalion to pe provided in this seclion is the name and address of the legal representalive who is the applicant under 37 CFR
1.43; orthe name and address of the assignee, person o whom the invenior is under an obiigation 16 assign the invention, or person
who otherwise shows suificient propristary inlerest in the matter wha is the applicant under 37 CFR 1.46. if the applicant is an
applicant under 37 CFR 1.48 (assignee, person 1o whom the invenior is obligated 1o assign, or person who otherwise shows sufficient
proprietary interast} together with one or more jeint inveniors, then the joint inventor or inveniors who are alsc the applicant should be
identified in this saction.

(8) Assignee {3 Legal Representative under 35 U.S.C. 117 {3y Joint inventor
O Person to whom the inventor is obligated to assign. (:) Person who shows sufficient proprietary inierest

if applicant is the legal representative, indicate the authority to file the palent gpplication, the inventor is:

Name of the Deceased or Legally Incapacitated inventor:

i the Applicant is an Organization check heare. B

Organization Name i, WEB SPARK LTD.

Mailing Address information For Applicant:

Address 1 3 Hamahshev St.,

Address 2

City Netanya State/Province

Coumryg ; L Postal Code 42507
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add bution.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR {0 have an assignment recorded by the Office.

EFS Web 2212
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PTOAIA/T (11-15)

hrough 04/30/2017. OMB 0851-0032
1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Approved for us

Attorney Docket Number HOLA-005-US4
Application Number 15/957.,945

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

Application Data Sheet 37 CFR 1.76

Assignes 1

Ceomplete this section if assignee information, inciuding non-applicant assignee information, is desired to be included on the patent
application publication. An assignes-applicant ideniified in the "Applicant Information” section will appear on the patent application
publication as an applicani. For an assignee-applicani, compiete this seclion only if identification as an assignee is also desired on the
palent application publication.

if the Assignee or Non-Applicant Assignee is an Organization check here. [

FPrefix Given Name Middie Name Family Name Suffix

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address i

Address 2

ity State/Province
Country | l Postal Code
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:
NOTE: This Application Data Shest must be signed in accordance with 37 CFR 1.33(b). However, if this Application

subsection 2 of the “Authorization or Opt~-Out of Authorization to Permit Access” section, then this form must
aiso be signed in accordance with 37 CFR 1.14{c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicanis is a juristic
entity (e.9., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a

See 37 CFR 1.4(d} for the manner of making signatures and certifications.

2019-01-27
Signature |/Yehuda Binder/ Date (YYYY-MM-DD) | afSunnSuim i

First Name | Yehuda Last Name BINDER Registration Number | 73812

Additional Signature may be generated within this form by selecting the Add bution.

EFS Web 2212
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PTOAIA/T (11-15)

Approved for use through 04/30/2017. OMB 0851-0032

1.8, RPatent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

Linder the Paperwork Reduction Act of 1895, no persons are required to respond 1o a collection of information unless it contains a valid CME controb number.

Attorney Docket Number HOLA-005-US4
Application Number 15/957,945

Application Data Sheet 37 CFR 1.76

Title of Invention SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

This collection of information is required by 37 CFR 1.78. The information is required (o oblain or retain a benefit by the public which
is 1o file (and by the USPTO 1o process) an application. Confidentialily is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
coliection is estimated io iake 23 minutes 0 compiete, including gathering, preparing, and submilling the completed appiication daia
sheet form 1o the USPTO. Time will vary depending upon the individual case. Any commenis on the amount of time you require 1o
complete this form and/or suggestions for reducing this burden, should be sent to the Chisf Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORME TO THIS ADDRESS. S8END TO: Commissioner for Patents, P.O. Box 14590, Alexandria, VA 22313-1480.

EFS Web 2212
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Privacy Act Statement

The Privacy Act of 1974 {P.L. 93-579) requires that you be given certain information in connection with your subrmission of the attached form related to a patent
application or patent, Accordingly, pursuant fo the requirements of the Act, please be advised that: {1} the general authority for the collection of this information
is 35 U.S.C. 2(B)2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the . Patent and
Trademark ce is to process and/or examine your submission related to a patent application or patent. if you do not furnish the requested information, the U5,
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act {3 U.S.C. 552 and the Privacy
Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the Departmaent of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or adminisirative
tribunal, including disclosures to opposing counsel in the course of settiement negotiations.

3 Arecord In this systern of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has reqguested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.
552a{m).

5. Arecord related to aninternational Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the international Bureau of the World inteliectual Property Organization, pursuant to the Patent CooperationTreaty.

o

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposeas of National Security review {35 US.C.
and for review pursuant to the Atornic Energy Act {42 U.5.C 218(c)).

&

7. Arecord from this system of records may be disdosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and

osure shail be made in a
, GSA or Comimerce) directive. Such d

programs, under authority of 44 U.5.C 2904 and 2908, Such dis
records for this purpose, and any other refevant {
individuals.

yrdance with the GSA regulations governing inspection of
osure shall not be usad to make determinations about

8. Arecord from this system of records may be disdosed, as a routine use, to the public after either publication of the application pursuant to 35 US.C.
122{b) orissuance of a patent pursuant to 35 U.5.C 157, Further, a record may be disclosed, subject to the {imitations of 37 CFR 1.14, as a routine use,
o the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is

referenced by either a published application, an application open to public inspections or an issuad patent.

S, Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or lecal law enforcement agency, if the USPTO becomes
aware of a violation or potential viclation of law or regulation.

EFSWeb 2.2.12
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Electronic Acknowledgement Receipt

EFS ID: 34971371
Application Number: 15957945
International Application Number:
Confirmation Number: 7917

Title of Invention:

SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

First Named Inventor/Applicant Name:

Derry Shribman

Customer Number:

131926

Filer:

Yehuda Binder/Dorit Binder

Filer Authorized By:

Yehuda Binder

Attorney Docket Number:

HOLA-005-US4

Receipt Date: 28-JAN-2019
Filing Date: 20-APR-2018
Time Stamp: 04:22:36

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment no
File Listing:
Document Document Description File Name File Size( B){tes)/ Multl- 'Pages
Number Message Digest | Part/.zip| (ifappl.)
340979
1 Application Data Sheet ADS-005-15957945.pdf no 9
868354bf92a78db25a31079830cabd087ee|
a556a
Warnings: Major Data Exhibit 1002
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Information:

This is not an USPTO supplied ADS fillable form

Total Files Size (in bytes): 340979

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Major Data Exhibit 1002
Page 44 of 456




UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
131926 7590 01/23/2019
May Patents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230
Ramat-Gan, 5217102 | ART UNIT PAPER NUMBER |
ISRAEL 2459
DATE MAILED: 01/23/2019
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/957.945 04/20/2018 Derry Shribman HOLA-005-US4 7917

TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 04/23/2019

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

131926 7590 01/23/2019 Certificate of Mailing or Transmission
May Patents Ltd. c/o Dorit Shem-Tov I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ States Postal Service with sufficient postage for first class mail in an envelope
P.O.B 7230 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Ramat-Gan. 5217102 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
ISRAEL (Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
15/957,945 04/20/2018 Derry Shribman HOLA-005-US4 7917
TITLE OF INVENTION: SYSTEM PROVIDING FASTER AND MORE EFFICIENT DATA COMMUNICATION
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 04/23/2019
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
NGUYEN, MINH CHAU 2459 709-202000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

(] "Fee Address” indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individuat [ Corporation or other private group entity (] Government

4a. Fees submitted: [ Missue Fee [Jpublication Fee (if required) [_JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

(] Electronic Payment via EFS-Web (] Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29

M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.UsSpto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
15/957,945 04/20/2018 Derry Shribman HOLA-005-US4 7917
| EXAMINER |
131926 7590 01/23/2019
May Patents Ltd. c/o Dorit Shem-Tov NGUYEN, MINH CHAU
P.O.B 7230
Ramat-Gan, 5217102 | ART UNIT PAPER NUMBER |
ISRAEL 2459

DATE MAILED: 01/23/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.. .
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Application No. Applicant(s)
; . 15/957,945 Shribman et al.
Notice OfAllowab//”:V Examiner Art Unit AlA Status
MINH CHAU N NGUYEN 2459 No

-- The MAILING DATE of this communication appears on the cover sheet with the corresponderice address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to Amendment, filed 10/18/2018.

[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3. The allowed claim(s) is/are 1-29 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www._uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) LJAll by (JSome  *c) [J None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment/Comment

2.[¥) Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date 10/18/2018;01/20/2019.

3.0 Examiner's Comment Regarding Requirement for Deposit 7. J Other .

of Biological Material .
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.

/MINH CHAU NGUYEN/
Primary Examiner, Art Unit 2459

U.S. Patent and Trademark Office i
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20190122
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Application/Control Number: 15/957,945 Page 2
Art Unit: 2459

Notice of Pre-AIA or AIA Status
The present application is being examined under the pre-AIA first to invent provisions.

Hemarks

Apphcant’s amendment dated October 18, 2018 responding 1o September 5, 2018 (fice
Action provided m the reiection of clanns 1-2% Claims 1-29 remam pending in the application

and which have been fully considered by the Examiner.

Examiner’s Amendment

An examiner’s amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the
payment of the issue fee.

The application has been amended as follows:

22 {cwrently amended).  The wethod according to claim 22 21, wherein the

deternuning 15 based on the received HT TP header according to, or based on, IETE REC 2616,

Reasons for Allowance

The following is an examiner’s statement of reasons for allowance:

Clatms 1-2% are considered allowable since when reading the olaims in bght of the
specification, as per MPEP 211101 or Tare Co. v, White Consolidated Industries inc.. 199

F.3d 1295 130153 URPQ2d 1065, 1069 (Fed. Ci. 1999}, none of the references of record alone

Major Data Exhibit 1002
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Application/Control Number: 15/957,945 Page 3
Art Unit: 2459

or i combination disclose or suggest the corvbimation of Imitations specificd m independent

chatm 1,

For example, the independent clatmis contam limitations, receiving, from the second
server, the first content identifier, sending to the first server, which stores a first content
identified by a first content identifier, over the Internet, a HITP request that comprises the first
content identifier; receiving, the first content fromthe first server over the Internet in response to
the sending of the first content identifier; and sending, the first content by the first client device
to the second server, in response to the receiving of the first content identifier . Therefore, the
Examiner agrees that the limitations of the independent claims, within its environment, is
allowable subject matter over the prior art, in light of the specification and m view of

the Appheant’s arguments.

Because clatms 2-29 depend directly or indirectly on clam 1, these clams are

consdered allowable for at least the same reasons noted above with respect to claim 1,

To the extent that these featiwes are not found in the prior art cited by Examiner, the

present case s held allowable over the art of record,

Any comments considered necessary by applicant must be submitted no later than the
payment of the ssue fee and, to avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly bbeled “Comments on Staterent of Reasons for

Allowance”.

Correspondence Enformation
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Application/Control Number: 15/957,945 Page 4
Art Unit: 2459

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to MINH CHAU N NGUYEN whose telephone number is
(571)272-4242. The examiner cannormally be reached on M-F 8am-4pm.

Examiner interviews are available via telephone, in-person, and video conferencing using
a USPTO supplied web-based collaboration tool. To schedule aninterview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http//www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, JEFFREY NICKERSON can be reached on (571)270-3631. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/MINH CHAU NGUYEN/

Primary Examiner, Art Unit 2459
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Application/Control Number: 15/957,945 Page 5
Art Unit: 2459
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification | 5957 945 Shribman et al.
H “ m“ Examiner Art Unit
MINH CHAU N NGUYEN 2459
CPC
Symbol Type Version
HO4L 42 F 20130101
HO4L 046 | 2013:0:1:01
HO4L 22 | 2013-01-01
HO4L 1063 | 20130101
HO4L 2814 | 2043:01-01
HO4L 2819 | 20130101
HO4L 1002 | 2013:01:01
HO4L 1023 | 2013-01-01
HO4L 108 | 2013:0:1:01
HO4L 02 A 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 29
/MINH CHAU NGUYEN/ 22 January 2019 ) . -
Primary Examiner, Art Unit 2459 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1

U.S. Patent and Trademark Office

Page 1 of 3

Part of Paper No.: 20190122
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 5957 945 Shribman et al.

MINH CHAU N NGUYEN 2459

INTERNATIONAL CLASSIFICATION
CLAIMED

HO4L
HO4L
HO4L

NON-CLAIMED

US ORIGINAL CLASSIFICATION
CLASS SUBCLASS

CROSS REFERENCES(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 29
/MINH CHAU NGUYEN/ 22 January 2019 . . A
Primary Examiner, Art Unit 2459 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20190122
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification | 5957 945 Shribman et al.

MINH CHAU N NGUYEN 2459

(O Claims renumbered in the same order as presented by applicant (J CPA [ T.D. (J R.1.47
CLAIMS

Final |Original]Final |Original|Final [Original|Final |Original|Final [Original]Final |Original]Final |Original]Final |Original

1 1 8 10 5 19 28 28

12 2 9 11 25 20 29 29

13 3 10 12 14 21

21 4 17 13 15 22

22 5 18 14 13 23

23 6 24 15 26 24

6 7 2 16 27 25

11 8 3 17 19 26

7 9 4 18 20 27
NONE

Total Claims Allowed:

(Assistant Examiner) (Date) 29
/MINH CHAU NGUYEN/ 22 January 2019 . . -
Primary Examiner, Art Unit 2459 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 1
U.S. Patent and Trademark Office Part of Paper No.: 20190122
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Index of Claims

Application/Control No.

Applicant(s)/Patent Under Reexamination

15/957,945 Shribman et al.
MINH CHAU N NGUYEN 2459
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed = | Restricted | | Interference o Objected
CLAIMS
(] Claims renumbered in the same order as presented by applicant [J CcPA (O 1D (J R1.47
CLAIM DATE
Final Original | 08/21/2018 | 01/22/2019
1 1 v =
12 2 7 =
13 3 7 =
21 4 v =
22 5 7 =
23 6 7 =
6 7 v =
11 8 v =
7 9 v =
8 10 7 =
9 11 v =
10 12 v =
17 13 v =
18 14 v =
24 15 v =
2 16 7 =
3 17 v =
4 18 v =
5 19 v =
25 20 7 =
14 21 v =
15 22 v =
16 23 7 =
26 24 7 =
27 25 v =
19 26 7 =
20 27 7 =
28 28 7 =
29 29 7 =

U.S. Patent and Trademark Office

Page 1 of 1

Part of Paper No.: 20190122
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Search Nofes

Application/Control No.

Applicant(s)/Patent Under Reexamination

15/957,945 Shribman et al.
H““H““ HH“H H HH“‘ o e

MINH CHAU N NGUYEN 2459
CPC - Searched*
Symbol Date Examiner
HO4L67/42 08/21/2018 MN
H04L41/046 08/21/2018 MN
HO4L67/108 08/21/2018 MN
HO4L67/22 08/21/2018 MN
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
709 202 08/21/2018 MN

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Search Notes Date Examiner
Search on EAST 08/21/2018 MN
update search on EAST, google patents 01/22/2019 MN
Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol

USPAT, Independent claim search

USPG-Pub text 01/22/2019 MN
search

/MINH CHAU NGUYEN/
Primary Examiner, Art Unit 2459

U.S. Patent and Trademark Office

Page 1 of 1

Part of Paper No.: 20190122
Major Data Exhibit 1002
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref iiHits Search Query DBs Default {iPlurals {iTime
# Operator Stamp
L1 #5083 ((web near server$1) same servers US-PGPUB; OR OFF 2019/01/22
same (peers clients)) same USPAT; 14:11
((deliver$4 quer$4 inquir$4 retriev$4 {{USOCR; FPRS;
search$4 transfer$4 provid$4 EPO; JPO;
transmit$4 send$4 forward$4) with DERWENT;
(content$1 document$1 page$i IBM_TDB
file$1))
L2 {395 1 and (server$1 with (receiv$4 US-PGPUB; OR OFF 2019/01/22
quer$4 transmit$4 inquir$4 send$4) USPAT,; 14:19
with (url$1 ((content$1 page$1 USOCR; FPRS;
document$1) near (identifier$1 EPO; JPO;
address$2))) with (client$1 peer$i DERWENT;
node$1 terminal$1)) IBM_TDB
L3 {12 2 and (server$1 with (list$1 near3 US-PGPUB; OR OFF 2019/01/22
(node$1 peer$1 terminal$1 device$1) {USPAT; 14:19
near3 client$1)) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L4 1 3 and @ad<"20091008" US-PGPUB; OR OFF 2019/01/22
USPAT; 14:20
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L5 i1 4 and (server$1 with (select$4 list$4 {HUS-PGPUB; OR OFF 2019/01/22
retriev$4 quer$4 inquir$4) with USPAT; 14:21
(client$1 peer$1 node$1 terminal$1)) #USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L6 i1 5 and (server$1 with (stor$4 US-PGPUB; OR OFF 2019/01/22
maintain$4 log$1 storage$i USPAT; 14:23
database$1 kept keep$1) with USOCR; FPRS;
(identifier$1 address$2 url$1 port$1  HEPO; JPO;
id$1) with (content$1 page$1 DERWENT;
document$1 file$1)) IBM_TDB
L7 0 4 and (server$1 with (select$4 list$4 {US-PGPUB; OR OFF 2019/01/22
retriev$4 quer$4 inquir$4) same USPAT; 14:26
(geographic$6 location$1)) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L8 o 4 and (server$1 same (select$4 list$4 {§jUS-PGPUB; OR OFF 2019/01/22
retriev$4 quer$4 inquir$4) same USPAT; 14:26
(geographic$6 location$1)) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
L9 0 6 and (((second other another US-PGPUB; OR OFF 2019/01/22
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differen$4) near1 server$1) with USPAT; 14:31
(return$4 send$4 transmit$4 USOCR; FPRS;

forward$4 respon$4) with (content$1 {EPO; JPO;

page$1 document$1) with (url$i DERWENT;

identifier$1 address$2 IBM_TDB

identification$1))

L11 {290 2 and (server$1 with (select$4 list$4 {{US-PGPUB; OR OFF 2019/01/22
retriev$4 quer$4 inquir$4) with USPAT; 14:32
(client$1 peer$1 node$1 terminal$1)) {USOCR; FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

L13 4137 11 and (server$1 with (stor$4 US-PGPUB; OR OFF 2019/01/22
maintain$4 log$1 storage$1 USPAT; 14:35
database$1 kept keep$1) with USOCR; FPRS;

(identifier$1 address$2 url$1 port$1 {EPO; JPO;

id$1) with (content$1 page$1 DERWENT;

document$1 file$1)) IBM_TDB

L14 {87 13 and @ad<"20091008" US-PGPUB; OR OFF 2019/01/22

USPAT; 14:36
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L15 43 14 and (((second other another US-PGPUB; OR OFF 2019/01/22
differen$4) near1 server$1) with USPAT; 14:36
(return$4 send$4 transmit$4 USOCR; FPRS;
forward$4 respon$4) with (content$1 {EPO; JPO;
page$1 document$1) with (url$1 DERWENT;
identifier$1 address$2 IBM_TDB
identification$1))

L16 {i0 15 and (server$1 with (select$4 list$4 {iUS-PGPUB; OR OFF 2019/01/22
retriev$4 quer$4 inquir$4) same USPAT; 14:37
(geographic$6 location$1)) USOCR; FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

L17 0 15 and (keep$4 near3 live$1) US-PGPUB; OR OFF 2019/01/22
USPAT; 14:39
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L18 {i0 15 and (keep$4 with live$1) US-PGPUB; OR OFF 2019/01/22
USPAT; 14:39
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L19 {0 14 and (keep$4 with live$1) US-PGPUB; OR OFF 2019/01/22
USPAT; 14:39
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L20 {22 1 and (keep$4 with live$1) US-PGPUB; OR OFF 2019/01/22
USPAT; 14:40
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
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L21 {7 20 and @ad<"20091008" US-PGPUB; OR OFF 2019/01/22
USPAT; 14:40
USQOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L22 {0 21 and (((second other another US-PGPUB; OR OFF 2019/01/22
differen$4) near1 server$1) with USPAT; 14:40
(return$4 send$4 transmit$4 USOCR; FPRS;
forward$4 respon$4) with (content$1 {{EPO; JPO;
page$1 document$1) with (url$1 DERWENT;
identifier$1 address$2 IBM_TDB
identification$1))

L23 i{{146707 {{(H04L67/42 H04L41/046 HO4L67/108 {{US-PGPUB; OR OFF 2019/01/22
HO04L67/22 HO4L67/02).CPC. USPAT; 14:41

USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L24 12877 23 and ((web near server$1) same US-PGPUB; OR OFF 2019/01/22
servers same (peer$1 client$1)) same {jUSPAT; 14:42
((deliver$4 quer$4 inquir$4 retriev$4 USOCR; FPRS;
search$4 transfer$4 provid$4 EPO; JPO;
transmit$4 send$4 forward$4) with DERWENT;

(content$1 document$1 page$i IBM_TDB

file$1))

L25 {1055 24 and @ad<"20091008" US-PGPUB; OR OFF 2019/01/22

USPAT; 14:43
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

L26 #23 25 and (((second other another US-PGPUB; OR OFF 2019/01/22
differen$4) near3 server$1) with USPAT; 14:44
(return$4 send$4 transmit$4 USOCR; FPRS;
forward$4 respon$4) with (content$1 {EPO; JPO;
page$1 document$1) with (url$1 DERWENT;
identifier$1 address$2 IBM_TDB
identification$1))

L27 {122 25 and ((web near server$1) with US-PGPUB; OR OFF 2019/01/22
(stor$4 maintain$4 log$1 storage$1 USPAT; 14:44
database$1 kept keep$1) with USOCR; FPRS;

(identifier$1 address$2 url$1 port$1 HEPO; JPO;
id$1) with (content$1 page$1 DERWENT;
document$1 file$1)) IBM_TDB

L28 {6 27 and (((second other anocther US-PGPUB; OR OFF 2019/01/22
differen$4) near3 server$1) with USPAT; 14:45
(return$4 send$4 transmit$4 USOCR; FPRS;
forward$4 respon$4) with (content$1 {EPO; JPO;
page$1 document$1) with (url$1 DERWENT;
identifier$1 address$2 IBM_TDB
identification$1))

L29 i3 28 and (server$1 same (select$4 US-PGPUB; OR OFF 2019/01/22
list$4 retriev$4 quer$4 inquir$4) sameijUSPAT; 14:45
(geographic$6 location$1)) USOCR; FPRS;

EPO; JPO;
DERWENT;
IBM_TDB

L30 #0 29 and (keep$4 with live$1) US-PGPUB; OR OFF 2019/01/22
USPAT; 14:46
USOCR; FPRS;
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EPO; JPO;
DERWENT;
IBM_TDB

L31

29 and (http)

US-PGPUB,;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/22
14:46

L32

31 and (brows$4 e$mail)

US-PGPUB,;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/22
14:46

L33

32 and servers

US-PGPUB,;
USPAT;
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/22
14:48

EAST Search History (I nterference)

< This search history is empty>

1/22/2019 2:50:41 PM

C:\ Users\ mnguyen2\ Documents\ EAST\ Workspaces\ 15957945.wsp
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Doc code: IDS
Dec description: Information Disclosure Statement (IDS) Filed

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (02-18)
Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEFARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15957945
Filing Date 2018-04-20
First Named Inventor |Perry Shribman
Art Unit 2439

Examiner Name

NGUYEN, MINH CHAU

Aftorney Docket Number HOLA-005-US4

U.S.PATENTS

Remove

Pages,Columns,Lines where

E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
/M. 788378 D010-08-31 Ravi T. Rao
2 0253164 P016-02-02 [Christopher S. Gouge
3 17890547 B2 P011-02-15 Timo Hotti
4 B832179 B2 P014-09-09 ODwen, etal.
5 17818430 B2 P010-10-19 [Gal Zuckerman
6 b154782 A P000-11-28 NAOHISA KAWAGUCHI
7 ho77243 A 1996-17-11 Sherwood , etal.
8 B135912 B2 P012-13-03 Shribman, etal.
A
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15957945
Filing Date 2018-04-20
First Named Inventor | Derry Shribman
Art Unit 2459

Examiner Name

NGUYEN, MINH CHAU

Aftorney Docket Number

HOLA-005-US4

/MLN/ 9 B719505 B2 P014-06-05 Shribman , etal
10 0201808 B2 P015-01-12 Shribman , etal
11 0990295 B2 P018-06-05 Shribman , etal

¥

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| . Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
- Cite No : Relevant Passages or Relevant
Initial Number Code'| Date of cited Document .
Figures Appear
1 20080109446 A1 P008-05-08 Matrix Xin Wang
/MLUN/
2 20110066924 A1 P011-03-17 Gregory Dorso
3 20110128911 A1 P011-06-02 Kamel M. Shaheen
4 20130157699 A1 P013-06-20 Mohit Talwar
5 20130326607 A1 P013-12-05 | iang Feng
6 20030204602 A1 P003-30-10 Hudson, Michael D. ; etal.
v
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15957945

Filing Date 2018-04-20
First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHAU
Aftorney Docket Number HOLA-005-US4

7 0120124173 Al P012-17-05 Pe; Pradipta ; etal.

v/
8 0020069241 Al P002-06-06 Narlikar, Girija ; etal.
9 0130201316 Al P013-08-08 BINDER; Yehuda ; etal
10 20120099566 A1 P012-26-04 | aine; Tuomas ; etal.
11 P0120254370 Al P012-10-04 )tz BACHER
12 0080125123 A1 P008-05-29 Uheroen P. Dorenbosch
13 00140301334 Al P014-10-09 Miguel Labranche
14 P0070239655 Al pO07-10-11 Masakuni Agetsuma
15 0070226810 Al p007-09-27 Timo Hotti
16 0100094970 Al P010-04-15 Gal Zuckermman
17 0130007253 Al P013-01-03 (Guohuai Li

A4
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15957945
Filing Date 2018-04-20
First Named Inventor | Derry Shribman
Art Unit 2459

Examiner Name

NGUYEN, MINH CHAU

Aftorney Docket Number

HOLA-005-US4

oy 18 20090037529 A1 P009-02-05 Gilad Armon-Kest
19 20090182843 A1 P009-07-16 Michael G. Hiuchyj
20 20060036755 A1 P006-02-16 fbrahim S. Abdullah
21 20140376403 A1 P014-12-25 Wengi Shao
22 20050228964 A1 P005-13-10 Sechrest, Stuart; etal.
23 20080086730 A1 P008-10-04 Vertes; Marc
24 b0060259728 A b006-16-11 ;handrasekaran; Sashikanth ; et
25 20040254907 A1 P004-16-12 Crow, Preston F. ; etal.
26 20050015552 A1 P005-20-01 So, Kimming ; etal.

| 27 20050022236 A1 P005-01-27 Pkihiko Ito; et al.

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15957945

Filing Date 2018-04-20

First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHALU

Aftorney Docket Number HOLA-005-US4

Name of Patentee or Pages,Columns, Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PP Passages or Relevant
Document .
Figures Appear
/MRS 1 PH97869 FP A1 2013-18-12 Sharp Kk
2 |po1oogose2 o A1 |2010-12.08 |[[Slefonakliebolaget L M
Fricsson (Publ)
3 P011068784 WO A1 2011-09-06 Azuki Systems, Inc
¥
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . '
. (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
Initials No . . .
publisher, city and/or country where published.
1 Screen captures from YouTube video clip entitle "nVpn.net | Double your Safety and use SocksS + nVpn" 38 pages,
/MoN/ Jast accessed 11/20/2018 <https:/iwww_youtube com/watch?v=L0Hct2kSnn4>
2 Screen captures from YouTube video clip entitle "Andromeda” 47 pages, publicly known and available as of at least
P011 <https:/iwww youtube.com/watch?v=yRRYpFLbKNU>
3 BpyEye, https: /iwww_symantec_com/security-center/winteup/2010-020216-0135-9; http://securesql.info/nskyclouds/
Epyeye-user-manual; known as of at least 2010 (13 pages)
Bcreen captures from YouTube video clip entitle "Change Your Country IP Address & Location with Easy
4 Hide IP Software” 9 pages, publicly known and available as of at least 2011, <https://www .youtube_ com/watch?
=ulwkf1sOfdA and https://iwww youtube com/watch?v=iIFEMT-09DTc>
v 5 CoralCDN (“CoralCDN™), hitps://pdos.csail. mit.edu/6.824/papersffreedman-coral.pdf (14 PAGES)
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number 15957945

Filing Date 2018-04-20

First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHALU

Aftorney Docket Number HOLA-005-US4

JM.N/ 6 Furopean Search Report for EP 14182547 1, dated July 30, 2015
7 R. Fielding et al, RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1, June 1999, retrieved from the Internet http://rcf-
bditor org [retrieved Apr. 15, 2002]
8 'On the leakage of personally identifiable information via online social networks", Wills et al. AT&T, Apr. 2009 http://
sww?2 research att_com/-bala/papersfwosn09_pdf*
9 'Slice Embedding Solutions for Distributed Service Architectures” - Esposito et al., Beston University, Computer
Bcience Dept., 10/2011 http://iwww_cs bu_edu/techreports/pdff2011-025-slice-embedding_pdf
10 |International Search Report of PCT/US2010/034072 dated July 01, 2010
11 [rouTube video clip entitled "nVpn.net | Double your Safety and use Socks5 + nVpn" <https:/iwww youtube.com/
watch?v=L0Hct2kSnn4>
12  |JrouTube video clip entitled "Andromeda” <https:/fwww . youtube_com/watch?v=yRRYpFLbKNU>
[rouTube video clip entitled "Change Your Country IP Address & Location with Easy
$ 13 Hide IP Software” <https:/iwww youtube_com/watch?v=ulwkf1sOfdA and https://iwww youtube_com/watch?v=iIFEMT-
b9DTe>

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature /MINH CHAU NGUYEN/ Date Considered 01/22/2019%

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. * Applicant is to place a check mark here if

English language translation is attached.
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Application Number 15957945

Filing Date 2018-04-20

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Derry Shribman

.. Art Unit 2459
( Not for submission under 37 CFR 1.99)

Examiner Name NGUYEN, MINH CHALU

Aftorney Docket Number HOLA-005-US4

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
X The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fYehuda Binder/ Date (YYYY-MM-DD) 2019-01-18
Name/Print Yehuda Binder Registration Number 73,612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/SB/08a (02-18)

Doc code: IDS Al d f through 11/30/2020. OMB 0651-0031
L . . . pproved for use througl . -
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office; U.5. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 15957945

Filing Date 2018-04-20
INFORMATION DISCLOSURE First Named Inventor |Perry Shribman
STATEMENT BY APPLICANT [ — —

( Not for submission under 37 CFR 1.99)

Examiner Na

me

NGUYEN, MINH CHAU

Aftorney Docket Number

HOLA-005-US4

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code? of cited Document )
Figures Appear
/M. |1 H868453 B1 P005-03-15 Mitsuhiro Watanabe
/M.N/ 12 B595786 B2 |po13-1126 | Hwan Choi

If you wish to add additional U.S. Paten

t citation information pl

ease click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages Columns, Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document )
Figures Appear
JMN/ 1 20030097408 A1l P003-05-22 Masahiro Kageyama
M/ |2 P0070100839 A1 D007-05-03 Peok-ho Kim
1N/ 3 0080256175 A1l P008-10-16 Sang-kwon Lee
YR, 4 0060212542 A1l P006-09-21 Han Fang
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Application Number 15957945
Filing Date 2018-04-20

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHAU
Aftorney Docket Number HOLA-005-US4

JM.N/ 5 720110035503 A1 P011-02-10 SAM ZAID

/M.u/ |6 0050097441 A1 P005-05-05 Jonathan D. Herbach

If you wish to add additional U.S. Published Application citation information please click the Add button| Add

FOREIGN PATENT DOCUMENTS Remove

Name of Patentee or Pages,Columns,Lines

Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PP Passages or Relevant

Document Figures Appear

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
(book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS
publisher, city and/or country where published.

Examiner| Cite
Initials* | No

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature /MINE CHAU NGUYEN/ Date Considered 01/22/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. ° Applicant is to place a check mark here if
English language translation is attached.
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Application Number 15957945

Filing Date 2018-04-20

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Derry Shribman

.. Art Unit 2459
( Not for submission under 37 CFR 1.99)

Examiner Name NGUYEN, MINH CHALU

Aftorney Docket Number HOLA-005-US4

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE

A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature fYehuda Binder/ Date (YYYY-MM-DD) 2018-10-18
Name/Print Yehuda BINDER Registration Number 73612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(¢)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {iHits Search Query DBs Default {iPlurals {iTime
# Operator Stamp
S1 {7652 ((web near servers) with (transfer$4 {i{US-PGPUB; OR OFF 2019/01/06
provid$4 transmit$4 send$4 USPAT; 23:31
forward$4) with (content$1 file$1 USOCR; FPRS;
document$1 page$1)) EPC; JPO;
DERWENT;
IBM_TDB
S2 578 S1 and ((peer$1 client$1) with US-PGPUB; OR OFF 2019/01/06
(send$4 transmit$4 forward$4) with {USPAT,; 23:48
(address$2 id$1 identifier$1 USOCR; FPRS;
identification$1) with server$1) EPO; JPO;
DERWENT;
IBM_TDB
S3 {39 S2 and (server$1 with (select$4 US-PGPUB; OR OFF 2019/01/06
list$4 retriev$4 inquir$4 quer$4) with jUSPAT,; 23:49
peer$1) USCCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S4 457 S2 and (server$1 with (select$4 US-PGPUB; OR OFF 2019/01/06
list$4 retriev$4 inquir$4 quer$4) with JUSPAT,; 23:49
(client$1 peer$l)) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S5 11395 S$4 and (server with (receiv$4 stor$4 US-PGPUB; OR OFF 2019/01/06
maintain$4) with (id$1 identifier$1 USPAT; 23:49
identification$1 address$2 port$1)) {HUSOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S6 i394 S5 and (server with (send$4 US-PGPUB; OR OFF 2019/01/06
transmit$4 forward$4) with (id$1 USPAT; 23:49
identifier$1 identification$1 USOCR; FPRS;
address$2 port$1)) EPO; JPO;
DERWENT;
IBM_TDB
S7 i394 S6 and (server with (return$4 US-PGPUB; OR OFF 2019/01/06
send$4 transmit$4 forward$4) with {HUSPAT; 23:49
(id$1 identifier$1 identification$1 USOCR; FPRS;
address$2 port$1)) EPO; JPO;
DERWENT;
IBM_TDB
S8 361 S7 and (request$4 same (url$1 (web {{US-PGPUB; OR OFF 2019/01/06
near server$1))) USPAT; 23:50
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S9 {161 S8 and @ad< "20091008" US-PGPUB; OR OFF 2019/01/06
USPAT; 23:50
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EAST Search History

USCCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S10 {37 S9 and (server$1 with (select$4 US-PGPUB; OR OFF 2019/01/06
list$4 retriev$4 inquir$4 quer$4) with jUSPAT,; 23:50
(client$1 peer$1) with (geographic$4 i{USCCR; FPRS;
location$1)) EPC; JPO;
DERWENT;
IBM_TDB
S11 {0 S$10 and (((second other another US-PGPUB; OR OFF 2019/01/06
differen$4) near web near server) USPAT; 23:50
with (return$4 send$4 transmit$4 USCCR; FPRS;
forward$4) with (content$1 EPO; JPO;
document$1 page$1)) DERWENT;
IBM_TDB
S12 43 S$10 and (((second other another US-PGPUB; OR OFF 2019/01/06
differen$4) near1 server) with USPAT; 23:50
(return$4 send$4 transmit$4 USCCR; FPRS;
forward$4) with (content$1 EPO; JPO;
document$1 page$1)) DERWENT;
IBM_TDB
S13 {i146021 {{(H04L67/42 H04L41/046 US-PGPUB; OR OFF 2019/01/06
H04L67/108 HO4L67/22 USPAT; 23:50
H04L67/02).CPC. USCCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S14 #1189 S$13 and St US-PGPUB; OR OFF 2019/01/06
USPAT; 23:51
USCCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S15 {20 S14 and ((peer$1 client$1) with US-PGPUB; OR OFF 2019/01/06
(send$4 transmit$4 forward$4) with {{USPAT,; 23:51
((peer$1 client$1) near (address$2 {{USOCR; FPRS;
id$1 identifier$1 identification$1)) EPO; JPO;
with server$1) DERWENT;
IBM_TDB
S16 {417 S15 and (server$1 with (select$4 US-PGPUB; OR OFF 2019/01/06
list$4 retriev$4 inquir$4 quer$4) with jUSPAT,; 23:51
(client$1 peer$1)) USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S$17 {0 S$16 and (server with (send$4 US-PGPUB; OR OFF 2019/01/06
transmit$4 forward$4) with (id$1 USPAT; 23:51
identifier$1 identification$1 USOCR; FPRS;
address$2 port$1) with ((differen$4 {{EPO; JPO;
another other destinat$4 receiv$4 DERWENT;
second) near (peer$1 client$1))) IBM_TDB
S18 {11 S$16 and (request$4 same (url$1 US-PGPUB; OR OFF 2019/01/06
same (web near server$1))) USPAT; 23:52
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB
S19 {3 S$18 and (server$1 with (select$4 US-PGPUB; OR OFF 2019/01/06
list$4 retriev$4 inquir$4 quer$4) with {USPAT,; 23:52
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EAST Search History

(client$1 peer$1) with (geographic$4 {{USCCR; FPRS;

location$1)) EPO; JPO;
DERWENT;
IBM_TDB

S20 {1 $19 and @ad< "20091008" US-PGPUB; OR OFF 2019/01/06

USPAT; 23:52
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

EAST Search History (I nterference)

Ref {iHits {i{Search Query DBs ||Default ({Plurals {Time

# Operator Stamp

S21 {1 (((peer$1 client$1) with (send$4 transmit$4 us OR OFF 2019/01/06
forward$4) with ((peer$1 client$1) near PGPUB; 23:52
(address$2 id$1 identifier$1 identification$1)) {HUSPAT
with server$1) and (server$1 with (select$4
list$4 retriev$4 inquir$4 quer$4) with (client$1
peer$1)) and (server with (send$4 transmit$4
forward$4) with (id$1 identifier$1
identification$1 address$2 port$1) with
((differen$4 another other destinat$4 receiv$4
second) near (peer$1 client$1))) and (((second
other another differen$4) near web near
server) with (return$4 send$4 transmit$4
forward$4) with (content$1 document$1
page$1))).clm.

S22 6 (((peer$1 client$1) with (send$4 transmit$4 us- OR OFF 2019/01/06
forward$4) with ((peer$1 client$1) near PGPUB; 23:52
(address$2 id$1 identifier$1 identification$1)) {USPAT
with server$1) and (server$1 with (select$4
list$4 retriev$4 inquir$4 quer$4) with (client$1
peer$1)) and (server with (send$4 transmit$4
forward$4) with (id$1 identifier$1
identification$1 address$2 port$1) with
((differen$4 another other destinat$4 receiv$4
second request$4) near1 (peer$1 client$)))
and ((web near server) with (return$4 send$4
transmit$4 forward$4) with (content$1
document$1 page$1))).cim.

S23 it S22 and (server$1 with (select$4 list$4 us OR OFF 2019/01/06
retriev$4 inquir$4 quer$4) with (client$1 PGPUB,; 23:54
peer$1) with (geographic$4 location$1)) USPAT

S24 {0 $23 and @ad< "20091008" us OR OFF 2019/01/06

PGPUB; 23:54
USPAT

1/22/2019 2:52:53 PM
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Doc code: IDS
Dec description: Information Disclosure Statement (IDS) Filed

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

PTO/SB/08a (02-18)
Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Cffice; U.S. DEPFARTMENT OF COMMERCE

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15957945
Filing Date 2018-04-20
First Named Inventor |Perry Shribman
Art Unit 2439

Examiner Name

NGUYEN, MINH CHAU

Aftorney Docket Number HOLA-005-US4

U.S.PATENTS

Remove

Pages,Columns,Lines where

E).(allm*lner Cite Patent Number Kind Issue Date Nar.ne of Patentee or Applicant Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear

1 788378 P010-08-31 Ravi T. Rao

2 0253164 P016-02-02 [Christopher S. Gouge

3 7890547 B2 P011-02-15 Timo Hotti

4 B832179 B2 P014-09-09 Dwen, etal.

5 17818430 B2 P010-10-19 [Gal Zuckerman

6 5154782 A P000-11-28 NAOHISA KAWAGUCHI

7 b577243 A 1996-17-11 Sherwood , etal.

8 5135912 B2 P012-13-03 Shribman , et al.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15957945
Filing Date 2018-04-20
First Named Inventor | Derry Shribman
Art Unit 2459

Examiner Name

NGUYEN, MINH CHAU

Aftorney Docket Number

HOLA-005-US4

9 B719505 B2 P014-06-05 BShribman , etal.
10 5201808 B2 P015-01-12 BShribman , etal.
11 0990295 B2 P018-06-05 BShribman , etal.

If you wish to add additional U.S. Patent citation information please click the Add button.

Add

U.S.PATENT APPLICATION PUBLICATIONS

Remove

Examiner| .. Publication Kind | Publication Name of Patentee or Applicant Pages,Columns,Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code'| Date of cited Document ,
Figures Appear

1 20080109446 A1 P008-05-08 Matrix Xin Wang

2 20110066924 A1 P011-03-17 [Gregory Dorso

3 20110128911 A1 P011-06-02 Kamel M. Shaheen

4 0130157699 A1 P013-06-20 Mohit Talwar

5 20130326607 A1 P013-12-05 | iang Feng

6 20030204602 A1 P003-30-10 Hudson, Michael D. ; etal.
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15957945

Filing Date 2018-04-20
First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHAU
Aftorney Docket Number HOLA-005-US4

7 00120124173 A1 P012-17-05 De; Pradipta ; etal.

8 0020069241 A1 P002-06-06 Narlikar, Girija ; etal.
9 00130201316 A1 P013-08-08 BINDER; Yehuda ; etal
10 20120099566 A1 P012-26-04 | aine; Tuomas ; etal.
11 0120254370 A1 P012-10-04 )iz BACHER

12 0080125123 A1 P008-05-29 Uheroen P. Dorenbosch
13 00140301334 A1 P014-10-09 Miguel Labranche

14 0070239655 A1 PO07-10-11 Masakuni Agetsuma

15 0070226810 A1 pO07-09-27 Timo Hotti

16 0100094970 A1 P010-04-15 Gal Zuckerman

17 00130007253 A1 P013-01-03 (Guohuai Li
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15957945
Filing Date 2018-04-20
First Named Inventor | Derry Shribman
Art Unit 2459

Examiner Name

NGUYEN, MINH CHAU

Aftorney Docket Number

HOLA-005-US4

18 20090037529 A1 P009-02-05 Gilad Armon-Kest

19 20090182843 A1 P009-07-16 Michael G. Hiuchyj

20 20060036755 A1 P006-02-16 fbrahim S. Abdullah

21 20140376403 A1 P014-12-25 Wengi Shao

22 20050228964 A1 P005-13-10 Sechrest, Stuart; etal.

23 20080086730 A1 P008-10-04 Vertes; Marc

24 b0060259728 Al b006-16-11 ;handrasekaran; Sashikanth ; et
25 20040254907 A1 P004-16-12 Crow, Preston F. ; etal.

26 20050015552 A1 P005-20-1 S0, Kimming ; etal.

27 20050022236 A1 P005-01-27 Pkihiko Ito; et al.

If you wish to add additional U.S. Published Application citation information please click the Add button,| Add

FOREIGN PATENT DOCUMENTS

Remove
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

Application Number 15957945

Filing Date 2018-04-20

First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHALU

Aftorney Docket Number HOLA-005-US4

Name of Patentee or Pages,Columns, Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2j Code?| Date PR Passages or Relevant
Document .
Figures Appear
1 PH97869 FP A1 2013-18-12 Sharp Kk
2 |jo1oosose2 Wo A1 |2010-12.08 |[[Slefonakliebolaget | M
F-ricsson (Publ)
3 011068784 WO A1 2011-09-06 Azuki Systems, Inc
If you wish to add additional Foreign Patent Document citation information please click the Add button | Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author {in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S : . '
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), TS

publisher, city and/or country where published.

BScreen captures from YouTube video clip entitle "nVpn.net | Double your Safety and use Socks5 + nVpn" 38 pages,
Jast accessed 11/20/2018 <https:/iwww_youtube.com/watch?v=L0Hct2kSnn4>

BScreen captures from YouTube video clip entitle "Andromeda” 47 pages, publicly known and available as of at least

2 P011 <https/iwww youtube.comiwatch?v=yRRYpFLbKNU>

3 BpyEye, https/iwww_symantec_com/security-center/winteup/2010-020216-0135-9; http://securesql.info/nskyclouds/
Epyeye-user-manual; known as of at least 2010 (13 pages)
Bcreen captures from YouTube video clip entitle "Change Your Country IP Address & Location with Easy

4 Hide IP Software” 9 pages, publicly known and available as of at least 2011, <https://www .youtube_com/watch?
=ulwkf1sOfdA and https://iwww youtube com/watch?v=iIFEMT-09DTc>

5 CoralCDN (“CoralCDN™), hitps://pdos.csail. mit.edu/6.824/papersffreedman-coral.pdf (14 PAGES)
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Application Number 15957945

Filing Date 2018-04-20

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.9%)

First Named Inventor | Derry Shribman

Art Unit 2459

Examiner Name NGUYEN, MINH CHAU
Aftorney Docket Number HOLA-005-US4

6 Furopean Search Report for EP 14182547 1, dated July 30, 2015

7 R. Fielding et al, RFC 2616: Hypertext Transfer Protocol -- HTTP/1.1, June 1999, retrieved from the Internet http://rcf-
bditor org [retrieved Apr. 15, 2002]

8 'On the leakage of personally identifiable information via online social networks", Wills et al. AT&T, Apr. 2009 http://
sww2 research att.com/-bala/papers/wosn09_pdf*

9 'Slice Embedding Solutions for Distributed Service Architectures” - Esposito et al., Boston University, Computer
Bcience Dept., 10/2011 http:/iwww_cs_bu_edu/techreports/pdfi2011-025-slice-embedding_pdf

10 |International Search Report of PCT/US2010/034072 dated July 01, 2010

11 [rouTube video clip entitled "nVpn.net | Double your Safety and use Socks5 + nVpn" <https://iwww youtube.com/
watch?v=L0Hct2kSnnd>

12 |JrouTube video clip entitled "Andromeda” <https:/fwww youtube_com/watch?v=yRRYpFLbKNU>

[rouTube video clip entitled "Change Your Country IP Address & Location with Easy
13 Hide IP Software” <https:/fiwww youtube _com/watch?v=ulwkf1sOfdA and https://www youtube_com/watch?v=iIFEMT-
D9DTe>

If you wish to add additional non-patent literature document citation information please click the Add button| Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO

Standard ST.3). 2 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible.  Applicant is to place a check mark here if
English language translation is attached.
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Application Number 15957945

Filing Date 2018-04-20

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

First Named Inventor | Derry Shribman

.. Art Unit 2459
( Not for submission under 37 CFR 1.9%)

Examiner Name NGUYEN, MINH CHALU

Aftorney Docket Number HOLA-005-US4

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection({s):
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Description
Technical Field

[0001] The present invention relates to a content dis-
tribution service in which a server distributes content to
the clientin response to a request from a client for playing
the content.

Background Art

[0002] There hasbeen conventionally and widely used
techniques for providing content, such as moving imag-
es, via communication networks. Examples of the tech-
niques encompass a video on demand (VOD) service in
which a request is transmitted from a client which plays
content and, in response to the request, the content is
distributed to the client from a server which manages the
content. In the content distribution services such as the
VOD, contentis provided to clients by means of a stream-
ing method, a download method, or a progressive down-
load method.

[0003] The following Patent Literature 1 discloses an
example where a content distribution service is provided
by means of the progressive download method. The Pat-
ent Literature 1 discloses a content distribution service
system in which a request for content is transmitted to a
server from a client with use of HTTP and the client plays
the content in response to the request.

Citation List
Patent Literature
[0004]

Patent Literature 1: Japanese Patent Application
Publication, Tokukai, No. 2005-110244 A(Publica-
tion Date: April 21, 2005)

Summary of Invention
Technical Problem

[0005] Whatever method (the streaming method, the
download method, or the progressive download method)
is used, it is necessary to continuously transfer a great
amount of data to a client from a server in a case where
a content distribution service is provided, specifically, dif-
ferent kinds of content are distributed to a plurality of
clients. When the number of clients increases and a load
of a network, which is used to transmit the data from the
server, and a load of the server exceed their limits, the
data transfer is, for example, delayed. This decreases
quality of the content distribution service.

[0006] The present invention has been made in view
of the aforementioned problem, and an object of the
present invention is to achieve (A) a content distributing
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device, (B) a content playing device, (C) a content dis-
tributing system, (D) a method for controlling the content
distributing device, (E) a controlling program, and (F) a
recording medium, each of which, reduces, in a content
distributing system in which content is distributed to a
client from a server, reduces an increase in load of the
server and a network and for data transmission from the
server.

Solution to Problem

[0007] In order to achieve aforementioned object, a
content distributing device for transmitting, in response
to a request, a content to a source which is a sender of
the request, in accordance with the present invention,
includes: determining means for determining whether the
source is (A) a relaying device for receiving the content
thus requested and possessing and transferring the con-
tent to a content playing device or (B) the content playing
device for playing the content thus requested; content
transmitting means for transmitting, in response to the
request, the contentthus requested to the relaying device
in a case where the determining means determines that
the source is a relaying device; content-storage-location
information generating means for generating content-
storage-location information by associating (A) the con-
tent transmitted by the content transmitting means with
(B) an address of the relaying device, which is a desti-
nation to which the content is to be transmitted, or an
address of the content playing device, to which the con-
tent is to be transferred from the relaying device; and
content-acquiring-location instructing means for trans-
mitting, in response to the request, an instruction to the
content playing device which is the source in a case
where the determining means determines that the source
is a content playing device, which instruction is to acquire
the content from (i) a relaying device indicated by an ad-
dress that the content-storage-location information as-
sociates with the content thus requested or (ii) a content
playing device indicated by an address that the content-
storage-location information associates with the content
thus requested.

[0008] In order to achieve aforementioned object, a
method for controlling content distributing device for
transmitting, in response to a request, a content to a
source which is a sender of the request, the method in
accordance with the presentinvention includes: a deter-
mining step of determining whether the source is (A) a
relaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source
is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-
tion information by associating (A) the content transmit-
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ted in the content transmitting step with (B) an address
of the relaying device, which is a destination to which the
content is to be transmitted, or an address of the content
playing device, to which the content is to be transferred
from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the
request, an instruction to the content playing device
which is the source in a case where it is determined that,
in the content-storage-location information generating
step, the source is the content playing device, which in-
struction is to acquire the content from (i) a relaying de-
vice indicated by an address associated, in the content-
storage-location information, with the content thus re-
quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.

[0009] According to the arrangement, upon receipt of
the request from the relaying device, the content trans-
mitting means transmits the content thus requested to
the relaying device which is the source, and the con-
tent-storage-location information generating means gen-
erates the content-storage-location information by asso-
ciating (A) the content transmitted from the content trans-
mitting means with (B) the address of the relaying device,
which is the destination of the content, or the address of
the content playing device, to which the content is trans-
ferred from the relaying device. Further, upon receipt of
the request from the content playing device, the content-
acquiring-location instructing means transmits, to the
content playing device which is the source, the instruction
to acquire the content from (1) the relaying device indi-
cated by an address associated, in the content-storage-
location information, with the content thus requested or
(I) the content playing device indicated by an address
associated, in the content-storage-location information,
with the content thus requested. Here, the relaying device
and the content playing device possess the content thus
acquired, and the content-storage-location information
is information indicating which relaying device or content
playing device possesses a content.

[0010] That is, the content distributing device associ-
ates (A) a content which has been transmitted before
with (B) a relaying device or a content playing device
which possesses the content, and, upon receipt of a re-
quest from a certain content playing device, the content
distributing device does not directly transmit the content
to the content playing device which is the source, but
transmits, to the content playing device which is the
source, an instruction to acquire the content from a re-
laying device or a content playing device which possess-
es the content thus requested. The content playing de-
vice, which is the source, acquires the content thus re-
quested from a designated relaying device or a desig-
nated content playing device. Therefore, if the designat-
ed relaying device or the designated content playing de-
vice possesses the content, it is possible to complete
transmission and reception of the content with use of only
(A) the content playing device which is the source and
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(B) the designated relaying device or the designated con-
tent playing device. That is, the content playing device,
which s the source, can acquire content, without carrying
out a process for transmitting the content.

[0011] This makes it possible to reduce (A) aload of a
network, which is used to transmit data from the content
distributing device, and (B) a load of the content distrib-
uting device. Among processes carried outby the content
distributing device, the relaying device, and the content
playing device, a process for transmitting and receiving
the contentis a process which applies the heaviest load,
and the process applies the heaviest load of the network
among the content distributing device, the relaying de-
vice, and the content playing device. However, even ff,
for example, the number of content playing devices is
increased and the number of requests to the content dis-
tributing devices is therefore increased, it is possible to
reduce (A) an increase in load of the network which is
used to transmit data from the content distributing device
and (B) an increase in load of the content distributing
device. Therefore, a large number of content playing de-
vices can acquire contents, without increasing through-
put of the content distributing device or capacity of the
network.

Advantageous Effects of Invention

[0012] As described above, a content distributing de-
vice for transmitting, in response to a request, a content
to a source which is a sender of the request, in accord-
ance with the present invention, includes: determining
means for determining whether the source is (A) a relay-
ing device for receiving the content thus requested and
possessing and transferring the content to a content play-
ing device or (B) the content playing device for playing
the content thus requested; content transmitting means
for transmitting, in response to the request, the content
thus requested to the relaying device in a case where
the determining means determines that the source is a
relaying device; content-storage-location information
generating means for generating content-storage-loca-
tion information by associating (A) the content transmit-
ted by the content transmittingmeans with (B) an address
of the relaying device, which is a destination to which the
contentis to be transmitted, or an address of the content
playing device, to which the content is to be transferred
from the relaying device; and content-acquiring-location
instructing means for transmitting, in response to the re-
quest, an instruction to the content playing device which
is the source in a case where the determining means
determines that the source is a content playing device,
which instruction is to acquire the content from (i) a re-
laying device indicated by an address that the content-
storage-location information associates with the content
thus requested or (ii) a content playing device indicated
by an address that the content-storage-location informa-
tion associates with the content thus requested.

[0013] A method for controlling content distributing de-
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vice for transmitting, in response to a request, a content
to a source which is a sender of the request, the method
in accordance with the present invention includes: a de-
termining step of determining whether the source is (A)
arelaying device for receiving the content thus requested
and possessing and transferring the content to a content
playing device or (B) the content playing device for play-
ing the content thus requested; a content transmitting
step of transmitting, in response to the request, the con-
tent thus requested to the relaying device in a case where
it is determined that, in the determining step, the source
is a relaying device; a content-storage-location informa-
tion generating step of generating content-storage-loca-
tion information by associating (A) the content transmit-
ted in the content transmitting step with (B) an address
of the relaying device, which is a destination to which the
content is to be transmitted, or an address of the content
playing device, to which the content is to be transferred
from the relaying device; and a content-acquiring-loca-
tion instructing step of transmitting, in response to the
request, an instruction to the content playing device
which is the source in a case where it is determined that,
in the content-storage-location information generating
step, the source is the content playing device, which in-
struction is to acquire the content from (i) a relaying de-
vice indicated by an address associated, in the content-
storage-location information, with the content thus re-
quested or (ii) a content playing device indicated by an
address associated, in the content-storage-location in-
formation, with the content thus requested.

[0014] This makes it possible to reduce (A) a load of
the network, which is used to transmit data from the con-
tent distributing device and (B) a load of the content dis-
tributing device.

[0015] Additional objects, features, and strengths of
the presentinvention will be made clear by the description
below. Further, the advantages of the present invention
will be evident from the following explanation in reference
to the drawings.

Brief Description of Drawings
[0016]

Fig. 1

Fig. 1 is a view illustrating Embodiment 1 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 1 and main configurations of
devices constituting the content distributing system.
Fig. 2

Fig. 2 is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cluded in the content distributing system.

Fig. 3

Fig. 3 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
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the content distributing system.

Fig. 4

Fig. 4 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.

Fig. 5

Fig. 5 is a flowchart showing an exemplary process
which is carried out by a proxy constituting the con-
tent distributing system.

Fig. 6

Fig. 6 is a flowchart showing an exemplary process
which is carried out by a client constituting the con-
tent distributing system.

Fig. 7

Fig. 7 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment 1.

Fig. 8

Fig. 8is a view illustrating exemplary HTTP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 8 show HTTP mes-
sages of respective requestsiillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 8 show HTTP messages of
respective responses illustrated in Fig. 7.

Fig. 9

Fig. 9is aview illustrating exemplary HT TP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 9 show HTTP mes-
sages of respective requestsiillustrated in Fig. 7, and
(b), (e), and (f) of Fig. 9 show HTTP messages of
respective responses illustrated in Fig. 7.

Fig. 10

Fig. 10 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or aresponse. (a), (c), and (d) of Fig. 10 show HTTP
messages of respective requests illustrated in Fig.
7, and (b), (e), and (f) of Fig. 10 show HTTP mes-
sages of respective responses illustrated in Fig. 7.
Fig. 11

Fig. 11 is a view illustrating Embodiment 2 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 2 and main configurations of
devices constituting the content distributing system.
Fig. 12

Fig. 12is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cluded in the content distributing system.

Fig. 13

Fig. 13 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the content distributing system.

Fig. 14

Fig. 14 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.

Fig. 15
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Fig. 15 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.

Fig. 16

Fig. 16 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
relaying device and constitutes the content distrib-
uting system.

Fig. 17

Fig. 17 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment 2.

Fig. 18

Fig. 18 is a view illustrating example HT TP messag-
es which are transmitted/received as a request or a
response.(a), (c), and (d) of Fig. 18 show HTTP mes-
sages of respective requests illustrated in Fig. 17,
and (b), (e), and (f) of Fig. 18 show HTTP messages
of respective responses illustrated in Fig. 17.

Fig. 19

Fig. 19 is a view illustrating example HTTP messag-
es which are transmitted/received as a request or a
response. (a), (c), and (d) of Fig. 19 show HTTP mes-
sages of respective requests illustrated in Fig. 17,
and (b), (e), and (f) of Fig. 19 show HTTP messages
of respective responses illustrated in Fig. 17.

Fig. 20

Fig. 20 is a view illustrating Embodiment 3 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 3 and main configurations of
devices constituting the content distributing system.
Fig. 21

Fig. 21 is a format of content dealt by the content
distributing system.

Fig. 22

Fig. 22 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.

Fig. 23

Fig. 23 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.

Fig. 24

Fig. 24 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment 3.

Fig. 25

Fig. 25 is a view showing an exemplary transmission
log stored in a transmission log storage section in-
cluded in the content distributing system.

Fig. 26

Fig. 26 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the content distributing system.
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Fig. 27

Fig. 27 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or aresponse. (a), (c), and (d) of Fig. 27 show HTTP
messages of respective requests illustrated in Fig.
24, and (b), (e), and (f) of Fig. 27 show HTTP mes-
sages of respective responses illustrated in Fig. 24.
Fig. 28

Fig. 28 is a view illustrating exemplary HTTP mes-
sages which are transmitted/received as a request
or a response. (a) and (b) of Fig. 28 show HTTP
messages of respective requests illustrated in Fig.
24, and (c) and (d) of Fig. 28 show HTTP messages
of respective responses illustrated in Fig. 24.

Fig. 29

Fig. 29 is a view illustrating Embodiment 4 of the
present invention, and illustrates a schematic con-
figuration of a content distributing system in accord-
ance with Embodiment 4 and main configurations of
devices constituting the content distributing system.
Fig. 30

Fig. 30 is a view illustrating exemplary content-stor-
age-location information stored in a content-stor-
age-location information storage section included in
the content distributing system.

Fig. 31

Fig. 31 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.

Fig. 32

Fig. 32is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.

Fig. 33

Fig. 33 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment 4.

Fig. 34

Fig. 34is a view illustrating an exemplary HTTP mes-
sage which is transmitted and received as a re-
sponse.

Fig. 35

Fig. 35 is a view illustrating exemplary MPD data
which is meta data of content dealt by a content dis-
tributing system in accordance with Embodiment 5
of the present invention.

Fig. 36

Fig. 36 is a view illustrating exemplary MPD data
which is dealt by the content distributing system.
Fig. 37

Fig. 37 is a view illustrating an exemplary external
resource which is dealt by the content distributing
system.

Fig. 38

Fig. 38is a viewillustrating exemplary MPD data and
an example external resource which are dealt by the
content distributing system.
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Fig. 39

Fig. 39 is a flowchart showing an exemplary process
which is carried out by a server constituting the con-
tent distributing system.

Fig. 40

Fig. 40 is a flowchart showing an exemplary process
which is carried out by a client which serves as a
content playing device and constitutes the content
distributing system.

Fig. 41

Fig. 41 is a view illustrating an exemplary operation
sequence of a content distributing system in Exam-
ple of Embodiment 5.

Description of Embodiments
<Embodiment 1>

[0017] The description will discuss Embodiment 1 of
the present invention with reference to Fig. 1 to Fig. 10.
First, an outline of a content distributing system 1 of Em-
bodiment 1 will be described with reference to Fig. 1.

[Outline of content distributing system 1]

[0018] Fig. 1 illustrates a schematic configuration of
the content distributing system 1 in accordance with Em-
bodiment 1 and main configurations of devices constitut-
ing the content distributing system 1. Asillustrated in Fig.
1, the content distributing system 1 includes a server
(content distributing device) 2, proxies (relaying devices,
content acquiring devices) 3a and 3b, and clients (con-
tent playing devices, content acquiring devices) 4a and
4b. The content distributing system 1 also includes: a
content storage section 5 connected to the server 2; and
cache storage sections 6a and 6b connected to the re-
spective proxies 3a and 3b.

[0019] Asillustrated in Fig. 1, the server 2, the proxies
3a and 3b, and the client 4a and 4b are connected to one
another via a network 7. Note that the network 7 is not
particularly limited, provided that the aforementioned de-
vices can be communicated with one another. Accord-
ingly, the network 7 may be a wired communication net-
work or a wireless communication network.

[0020] Note that, in the following description, the prox-
ies 3a and 3b will be called generally as a proxy 3; the
cache storage sections 6a and 6b, a cache storage sec-
tion 6; and the client 4a and 4b, a client 4.

[0021] Further, the present invention is not limited to
the example illustrated in Fig. 1, in which the content
distributing system 1 includes two proxies 3 and two cli-
ents 4. The content distributing system 1 may include
one proxy or three or more proxies, and may include three
or more clients 4. Thatis, the content distributing system
1 only needs toinclude atleastone proxy 3 and a plurality
of clients 4.

[0022] In Embodiment 1, a content distributed by the
server 2 is assumed to be a video content for a VOD
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service, and a format of the content is assumed to be a
MP4 file format. Further, a transfer protocol on the net-
work 7 in the content distributing system 1 is assumed
to use the HTTP, which is widely used as a general file
transferring protocol. Note that, in Embodiment 1, the
content distributed by the server 2 and the transfer pro-
tocol on the network 7 in the content distributing system
1 are not limited to this configuration.

[Server 2]

[0023] The server 2 is a content distributing device
which receives a request message (request) to request
to transmit a content from the proxy 3 and the client 4
(content acquiring device) and transmits a response
message (response) inresponse totherequestmessage
thus received. As described above, the server 2 is con-
nected to the content storage section 5 which stores con-
tents such as moving images, and manages the contents
stored in the content storage section 5. Note that the
content storage section 5 may be provided inside the
server 2.

[0024] Note that the server 2 may simultaneously dis-
tribute the same content to an unspecified number of
devices, may distribute a content to a single device, or
may simultaneously distribute the same content to a pre-
determined number of devices.

[0025] Asiillustrated in Fig. 1, the server 2 includes: a
server controlling section 14 for collectively controlling
operations of the server 2; a server communication sec-
tion 11 which is provided so that the server 2 can com-
municate to an external device; a transmission log stor-
age section 12 in which a response transmitted by the
server 2 is stored; and a content-storage-location infor-
mation storage section 13 for storing content-storage-
location information (details willbe described below). The
server controlling section 14 includes: a response exe-
cuting section (determining means, content transmitting
means, content-acquiring-location instructing means,
transmission record creating means) 15; a relaying de-
vice specifying section (content-acquiring-location in-
structing means, distance calculating means) 16; and a
content-storage-location information generating section

(content-storage-location information generating
means) 17.
[0026] The response executing section 15 receives,

via the server communication section 11, arequest mes-
sage to request to transmit a content, and then the re-
sponse executing section 15 transmits, to a device (proxy
3 or client 4) which is the sender of the request message,
aresponse messageinresponse to therequestmessage
thus received.

[0027] Specifically, the response executing section 15
is ready to receive the request message to request to
transmit the content, and, upon receiving, via the server
communication section 11, the request message to re-
quest to transmit the content, the response executing
section 15 checks a header of the request message in
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order to determine whether or not the request message
thus received is transmitted via the proxy 3. For example,
it may be so configured that in a case of receiving a re-
quest message which includes a "Via" header, the re-
sponse executing section 15 determines that the request
message thus received has been transmitted by the
proxy 3 in response to a request message of the client
4, whereas, in a case of receiving a request message
which does not include the "Via" header, the response
executing section 15 may determine that the request
message thus received has been transmitted directly
from the client 4.

[0028] Uponreceiptofthe request message to request
the content directly from the client 4, the response exe-
cuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify address infor-
mation (e.g., URI of proxy 3 etc.) of the proxy 3 which
(possibly) possesses the content that the client 4 re-
quests. Then, the response executing section 15 re-
ceives, from the relaying device specifying section 16,
the address information of the proxy 3 which possesses
the content that the client 4 requests. After that, in re-
sponse to the request message from the client 4, the
response executing section 15 transmits, to the client 4,
an instruction (i.e., aresponse message) to acquire such
a requested content based on the address information
specified by the relaying device specifying section 16.
For example, by giving, to "Location field", with use of a
"305 USE Proxy" serving as the response message, the
address information specified by the relaying device
specifying section 16, the response executing section 15
transmits, to the client 4, an instruction to transmit, to the
proxy 3 which (possibly) possesses the content that the
client 4 requests, the request message of the content.
[0029] When receiving, from the proxy 3, the request
message to request the content, the response executing
section 15 determines whether or not the request mes-
sage thus received is a conditional request such as
"If-Modified-Since". In a case where the request mes-
sage thus received is not a conditional request, the re-
sponse executing section 15 reads out a requested con-
tent from the content storage section 5 and transmits
such a read-out content to the proxy 3 in response to the
request message of the proxy 3.

[0030] Meanwhile, in a case where the request mes-
sage thusreceived is a conditional request, the response
executing section 15 then determines whether or not data
held by the proxy 3 is latest. To put it another way, the
response executing section 15 determines whether or
not the data of the content held by the proxy 3 and data
of the same content stored in the content storage section
5 are identical to each other.

[0031] In a case where the data of the content held by
the proxy 3 is not latest, the response executing section
15 reads out a requested content from the content stor-
age section 5, and, in response to the request message
transmitted from the proxy 3, transmits the content thus
read out to the proxy 3. Meanwhile, in a case where the
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data of the content held by the proxy 3 is latest, the re-
sponse executing section 15 transmits, to the proxy 3, in
response to the request message transmitted from the
proxy 3, a response message that the data of the content
held by the proxy 3 is latest. The response executing
section 15 transmits, to the proxy 3, for example, "304
NOT modified" serving as the response message that
the data of the content held by the proxy 3 is latest.
[0032] Further, the response executing section 15 cre-
ates a transmission log (response transmission record)
based on the response message thus sent, and causes
the transmission log storage section 12 to store the trans-
mission log thus created. The transmission log created
by the response executing section 15 will be described
later in detail.

[0033] As for the content to be transmitted from the
response executing section 15 to the proxy 3, for exam-
ple, "Cache-Control: must-revalidate" or "Cache-Control:
proxy-revalidate" may be added to a header of the con-
tent. Accordingly, when the proxy 3 which receives the
contentuses, i.e., transmits the content held by the cache
storage section 6 in response to another request, it is
possible to confirm the server 2 before the transmission
of the content from the proxy 3, as to whether or not the
content is the latest version.

[0034] In response to an instruction of the response
executing section 15, the relaying device specifying sec-
tion 16 specifies which proxy 3 (possibly) possesses the
content that the client 4 requests.

[0035] Specifically, the relaying device specifying sec-
tion 16 reads out content-storage-location information
from the content-storage-location information storage
section 13 in response to the instruction of the response
executing section 15. With reference to the content-stor-
age-location information thus read out, the relaying de-
vice specifying section 16 specifies, as address informa-
tion of a device from which the content is acquired, the
address information (e.g., URI) of the proxy 3 associated
with the content that the client 4 requests. The relaying
device specifying section 16 transmits the address infor-
mation thus specified to the response executing section
15.

[0036] Ina case where the content-storage-locationin-
formation for the content that the client 4 requests is not
stored in the content-storage-location information stor-
age section 13, the relaying device specifying section 16
may specify, as address information of a device from
which the content is acquired, predetermined (default)
address information of the content that the client 4 re-
quests. Alternatively, in a case where the content-stor-
age-location information storage section 13 does not
store the content-storage-location information for the
content that the client 4 requests, the relaying device
specifying section 16 may select, at random, from proxies
3 connected to the server 2 via the network 7, address
information of a device from which the content is ac-
quired.

[0037] Ina case where the content-storage-locationin-
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formation storage section 13 contains a plurality of pieces
of content-storage-location information containing a plu-
rality of pieces of address information of proxies 3 asso-
ciated with the content requested by the client 4, the re-
laying device specifying section 16 may specify a plurality
of pieces of address information as address information
of a device from which the content is acquired, and may
make a content-storage-location list containing the plu-
rality of pieces of address information thus specified. Al-
ternatively, in acase where the relaying device specifying
section 16 specifies the plurality of pieces of address
information as address information of a device from
which the content is acquired, the relaying device spec-
ifying section 16 may make a content-storage-location
list by adding priorities to the plurality of pieces of address
information.

[0038] Inacasewhere the content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the
client 4 requests, the relaying device specifying section
16 may specify address information of a proxy 3, which
address information is contained in the latest content-
storage-location information (which means that date and
time contained in the content-storage-location informa-
tion are the latest), as the address information of the de-
vice from which the content is acquired. In a case where
a plurality of pieces of address information are specified
as the address information of the device from which the
content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-location list by add-
ing priorities to the pieces of address information in such
amanner that, for example, later date and time contained
in content-storage-location information are given a high-
er priority.

[0039] Further,in a case where the content-storage-lo-
cation information storage section 13 contains the plu-
rality of pieces of content-storage-location information
containing the respective plurality of pieces of address
information of proxies 3 associated with the content that
the client 4 requests, the relaying device specifying sec-
tion 16 may specify an address of a proxy 3 as an address
of a device from which the content is acquired, which
address of the proxy 3 has a shortest distance between
the proxy 3 and the client 4 on the basis of a physical or
network-structural distance and is contained in the con-
tent-storage-location information. Also in a case where
the plurality of pieces of address information are specified
as the address information of the device from which the
content is acquired, the relaying device specifying sec-
tion 16 may make a content-storage-location list on the
basis of, for example, the distance between the proxy 3
and the client 4 on the physical or network structure. That
is, the relaying device specifying section 16 may make
the content-storage-location list by adding priorities to
the plurality of pieces of address information in such a
manner that address information with a shorter distance
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gets a higher priority. Specifically, the relaying device
specifying section 16 may make a content-storage-loca-
tion list in such a manner that (A) a plurality of physical
or network-structural distances between proxies 3 indi-
cated by the plurality of addresses and clients 4 trans-
mitted the request are calculated on the basis of the plu-
rality of addresses contained in respective plurality of
pieces of content-storage-location information, (B) the
plurality of addresses, which are contained in the plurality
of pieces of content-storage-location information, re-
spectively, are arranged so thatan address with a shorter
distance gets a higher priority, and (C) priorities are as-
signed to the plurality of addresses.

[0040] In a case where, for example, the server 2 al-
ready has (A) URIs of the clients 4 transmitted the request
message and (B) URIs of the proxies 3 connected to the
server 2 via the network 7, the relaying device specifying
section 16 may make a content-storage-location list in
such a manner that (I) domain names of the clients 4
transmitted the request message are found out on the
basis of URIs of the clients 4, (Il) proxies 3 are arranged
so that, in each level of the domain names thus found
out, the shorter physical or network-structural distance
between a client 4 and a proxy 3 gets a higher priority,
and (lll) priorities are assigned to the plurality of pieces
of address information.

[0041] Specifically, ina case where the URI of the client
4 is, for example, "http://client.co.jp”, the relaying device
specifying section 16 may make a content-storage-loca-
tion list in view of a second level domain name. Specifi-
cally, the relaying device specifying section 16 may make
the content-storage-location list by (i) selecting proxies
3 whose second level domain name is "co.jp" and (ii)
arranging the proxies 3 thus selected in such a manner
that the shorter physical or network-structural distance
between the proxy 3 and the client 4 gets a higher priority.
In a case where no proxy 3 has "co.jp" as the second
level domain name, the relaying device specifying sec-
tion 16 may make a content-storage-location list by (A)
selecting proxies 3 whose first level domain name is "jp"
and (B) arranging the proxies 3 in such a manner that
the shorter physical or network-structural distance be-
tween the proxy 3 and the client 4 gets a higher priority.
[0042] In a case where the URI of the client 4 is not an
organizational type JP domain name such as "co.jp", but
is a geographical type JP domain name such as "kai-
sha.chiyoda.tokyo.jp" or "pref.fukuoka.jp" in which a pre-
fecture label or a city (city, ward, town, village) label is
contained, the relaying device specifying section 16 may
make a content-storage-location list by selecting (1) la-
bels (prefecture labels or city labels) to which proxies 3
are attached are same as those to which the clients 4
are attached or (1) labels to which proxies 3 are attached
are resemble to those to which the clients 4 are attached.
[0043] Similarly, in a case where server 2 already con-
tains information on an IP address of the client 4 which
has transmitted the request message, an IP address of
the proxy 3 connected to the server 2 via the network 7,
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and the like, the relaying device specifying section 16
may select, with reference to a network address section
on a high-order-bit side of the IP address of the client 4
which has transmitted the request message, a proxy 3
having a short physical or network-structural distance be-
tween the proxy 3 and the client 4.

[0044] In addition, a connecting path between the serv-
er 2 and the client 4 and a network status are checked
in advance with use of, for example, a general method
such as a routing technology, a network monitoring, or
traffic analysis, and, on the basis of the connecting path
and the network status specified by the relaying device
specifying section 16, a more appropriate proxy may be
selected. For example, before the relaying device spec-
ifying section 16 transmits, to client 4, an instruction to
designate a proxy 3 for acquiring the content, the con-
necting path between the server 2 and the client 4 is
checked with use of a "traceroute” command or a "tracert"
command, and, on the basis of a result of such check,
the relaying device specifying section 16 may select a
proxy 3 which is closer to the client 4.

[0045] Further, the relaying device specifying section
16 may specify, in view of load statuses of the proxies 3,
a proxy 3 which (possibly) possesses the content that
the client4 requests and has alow load. More specifically,
the relaying device specifying section 16 may specify,
with reference to the transmission log stored in the trans-
mission log storage section 12, address information of
the device from which the content is acquired.

[0046] For example, the relaying device specifying
section 16 may carry out the following processes: the
relaying device specifying section 16 determines, with
reference to the transmission log stored in the transmis-
sion log storage section 12, whether or not each proxy 3
has transmitted or received the content within a prede-
termined time period; and the relaying device specifying
section 16 specifies, as the address information of the
device from which the content is acquired, address infor-
mation of a proxy 3 which (i) has transmitted or received
no content within the predetermined time period and (ii),
in the content-storage-location information thus read out,
is associated with the content that the client 4 requests.
Note that the predetermined time period may be set in
accordance with the content associated with the proxy 3.
[0047] Inacasewhere the content-storage-locationin-
formation storage section 13 contains the plurality of
pieces of content-storage-location information contain-
ing the respective plurality of pieces of address informa-
tion of the proxies 3 associated with the content that the
client 4 requests, the relaying device specifying section
16 may specify, as the address information of the device
from which the content is acquired, address information
of a proxy 3 which (A) has transmitted or received no
content within a predetermined time period and (B) is
contained in the latest content-storage-location informa-
tion.

[0048] Further, the relaying device specifying section
16 may specify, in view of the number of accesses to the
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server 2 from the proxies 3, a proxy 3 which (possibly)
possesses the content that the client 4 requests. For ex-
ample, it can be considered that, if a proxy 3 has a large
number of accesses to the server 2, the proxy 3 caches
alarge number of contents. Accordingly, the relaying de-
vice specifying section 16 may specify a proxy 3 whose
number of accesses to the server 2 is a predetermined
lower limit or more. Note that the relaying device speci-
fying section 16 may specify the number of accesses to
the server 2 with reference to the transmission log stored
in the transmission log storage section 12. Specifically,
the relaying device specifying section 16 may specify, as
the address information of the device from which the con-
tent is acquired, an address of a proxy 3 whose number
of accesses to the server 2 is a predetermined lower limit
or more, which address of the proxy 3 is selected from
the proxies 3 associated with the contents, which are
requested by the clients 4, of the content-storage-loca-
tion information.

[0049] Further, in a case where the plurality of pieces
of address information are associated with the content
that the client 4 requests, the relaying device specifying
section 16 may specify, as the address information of the
device from which the content is acquired, an address
information of a proxy 3 having a largest number of ac-
cesses to the server 2.

[0050] Furthermore, in order not to concentrate ac-
cesses to a specific proxy 3, the relaying device speci-
fying section 16 may specify a proxy 3 whose number of
accesses to the server 2 is a predetermined upper limit
or less.

[0051] The content-storage-location information gen-
erating section 17 generates, on the basis of the trans-
mission log stored in the transmission log storage section
12, content-storage-location information for specifying
address information of a proxy 3 which (possibly) pos-
sesses content, and causes the content-storage-location
information storage section 13 to store the content-stor-
age-location information.

[0052] Specifically, the content-storage-location infor-
mation generating section 17 generates content-storage-
location information by associating, with reference to a
transmission log that the server 2 has transmitted the
content to a proxy 3, (A) the content which has been
transmitted by the server 2, (B) address information of
the proxy 3 which is a destination of the content, and (C)
date and time when the server 2 has transmitted the con-
tent. Alternatively, the content-storage-location informa-
tion generating section 17 generates content-storage-lo-
cation information by associating (A) the content which
is confirmed, by the server 2, that the contentis the latest
version with reference to a transmission log indicating
that the server 2 has transmitted a response message
that the content held by the proxy 3 is the latest version,
(B) address information of the proxy 3 which possesses
the content, and (C) date and time when the server 2 has
transmitted the response message.

[0053] Note thatthe content-storage-location informa-
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tion generating section 17 may generate content-stor-
age-location information every time when a predeter-
mined transmission log is added to the transmission log
storage section 12, or may generate content-storage-lo-
cation information by reading out the transmission log
per predetermined time period.

[0054] The transmission log storage section 12 stores
a transmission log in which (A) transmission date and
time of a response message that the server 2 has trans-
mitted to the proxy 3 or to the client 4, (B) address infor-
mation of the device which receives the response mes-
sage, (C) contents of the response message, and (D) a
content requested by a request message in response to
the response message are associated with one another.
Examples of the transmission log stored in the transmis-
sion log storage section 12 encompass data illustrated
in Fig. 2. Fig. 2 is a view showing an exemplary trans-
mission log stored in the transmission log storage section
12.

[0055] As shown in Fig. 2, the transmission log asso-
ciates (A) "Date" which is date and time when aresponse
message is transmitted, (B) "destination address" which
is address information of a device which receives the
response message, (C) "transmitted contents" which in-
dicates the contents of the response message, and (D)
"content ID" which indicates the content requested by a
request message in response to the response message.
[0056] "200 OK", "305 USE Proxy", or "304 Not Mod-
ified", which is the contents of the response message, is
stored as the "transmitted contents”. In a case where the
"transmitted contents" is "305 USE Proxy", the "305 USE
Proxy" contains, in parentheses, information indicative
of a proxy 3 which is designated by the relaying device
specifying section 16, i.e., "305 Use Proxy (proxy 1)" as
shown in Fig. 2.

[0057] "200 OK"is contained in a response message
transmitted when the content is transmitted in response
to the request for the content. Thus, a transmission log
of the response message "200 OK" is referred to as a
content transmission log. "305 USE Proxy" is contained
in a response message to provide a device with the con-
tent from a designated proxy. Thus, a transmission log
of the response message "305 USE Proxy" is referred to
as an acquiring instruction log. "304 Not Modified" is con-
tained in a response message which notifies a device
that the contentis the latest version, the transmission log
of the response message "304 Not Modified" is referred
to as a version notification log.

[0058] The response executing section 15 creates a
transmission log based on a transmitted response mes-
sage, so that the content-storage-location information
generating section 17 can make, on the basis of the trans-
mission logs, content-storage-location information for
specifying address information of a proxy 3 which (pos-
sibly) possesses a content (as described above). The
relaying device specifying section 16 can refer to the
transmission log in order to specify a proxy 3 which has
transmitted or received no content within a predeter-
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mined time period.

[0059] With reference to a transmission log stored in
the transmission log storage section 12, for example, the
relaying device specifying section 16 specifies, as a
proxy 3 which has transmitted or received a content within
a predetermined time period, a proxy 3 which is associ-
ated with "200 OK" or "304 Not Modified" as the trans-
mitted contents.

[0060] The content-storage-location information stor-
age section 13 stores content-storage-location informa-
tion in which (A) a content, (B) address information of a
proxy 3 which (possibly) possesses the content, and (C)
date and time when the proxy 3 acquires the content are
associated with one another. Examples of the con-
tent-storage-location information stored in the content-
storage-location information storage section 13 may en-
compass data shown in Fig. 3. Fig. 3 is a view showing
exemplary content-storage-location information stored in
the content-storage-location information storage section
13. To put it another way, the content-storage-location
information is information in which the content and the
address information indicative of a location where the
content is stored are associated with each other.
[0061] AsshowninFig. 3, the content-storage-location
information is information in which (A) "Date" which is
date and time when the proxy 3 acquires a content, (B)
"content ID" (content identification information) which
identifies the content, and (C) "storage-location address”
which is address information of the proxy 3 which pos-
sesses the content are associated with one another.
[0062] The content-storage-location information gen-
erating section 17 generates content-storage-locationin-
formation based on a transmission log. Accordingly, as
described above, the relaying device specifying section
16 can specify, with reference to the content-storage-
location information, address information of a proxy 3
which (possibly) possesses the content.

[0063] Notethat, like the content storage section 5, the
transmission log storage section 12 and the content-stor-
age-location information storage section 13 may be pro-
vided outside the server 2 and connected to the server
2, instead of being provided in the server 2.

[Proxy 3]

[0064] The proxy 3 is a device for transmitting a re-
quested content and also for requesting and acquiring a
content. As described above, the proxy 3 is connected
to the cache storage section 6 which stores, for example,
a content received from the server 2. In a case where
the cache storage section 6 includes a requested con-
tent, the proxy 3 reads out the requested content from
the cache storage section 6 and then transmits the re-
quested content to the client 4. Meanwhile, in a case
where the cache storage section 6 does not include the
requested content, the proxy 3 requests the content to
the server 2. Note that the cache storage section 6 may
be provided in the proxy 3.
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[0065] As illustrated in Fig. 1, the proxy 3 includes: a
proxy controlling section 22 for collectively controlling op-
erations of the proxy 3; and a proxy communication sec-
tion 21 with which the proxy 3 communicates to an ex-
ternal device. The proxy controlling section 22 includes
a response/ request execution section 23.

[0066] The response/request execution section 23 is
provided for transmitting, to the client 4, a content des-
ignated by a request message which has been received
from the client 4 to request the content.

[0067] Specifically, the response/request execution
section 23 is ready to receive, from the client 4, a request
message to request to transmit a content, and, upon re-
ceipt of the request message from the client 4 via the
proxy communication section 21, the response/request
execution section 23 confirms whether or not a requested
content is stored in the cache storage section 6.

[0068] In a case where the requested content is not
stored in the cache storage section 8, the response/re-
guest execution section 23 confirms a "Host" field of the
requestmessage transmitted from the client 4, and trans-
mits, to the server 2 indicated by a URI written in the
"Host" field, the request message of the content that the
client 4 requests. Then, the response/request execution
section 23 acquires the content from the server 2, and
causes the cache storage section 6 to store the content
thus acquired. After that, the response/request execution
section 23 transmits the requested content to the client 4.
[0069] Further, in a case where the requested content
is stored in the cache storage section 8, the response/re-
quest execution section 23 acts such that, in order to
confirm whether or not data of the content stored in the
cache storage section 6 is the latest, the response/re-
quest execution section 23 makes a request message
provided with a conditional request, such as "If-Modified-
Since" in which time information indicative of time when
the proxy 3 acquires the contentis written, and transmits,
to the server 2, the request message provided with the
conditional request thus made.

[0070] In a case where the response/request execu-
tion section 23 receives, from the server 2, a response
message "304 NOT Maodified" in response to the request
message provided with the conditional request, the re-
sponse/request execution section 23 determines that the
content stored in the cache storage section 6 is the latest
data. Then the response/request execution section 23
reads out the content from the cache storage section 6,
and transmit, to the client 4, the content thus read out.
[0071] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server 2 transmits the latest content in response to the
request message provided with the conditional request,
and the response/request execution section 23 acquires
the content transmitted from the server 2. The response/
reguest execution section 23 causes the cache storage
section 6 to store the content thus acquired, and then
transmits, to the client 4, the content thus required.
[0072] Note that the response/request execution sec-
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tion 23 may be configured to transmit the content to the
client 4 while the content contains, In its header,
"Cache-Control: must-revalidate" or "Cache-Control
which has been added by the server 2. Accordingly, in a
case where the content, which has been acquired by the
client 4 serving as a destination of the content, is trans-
mitted in response to another request, it is possible to
cause the client 4 to always transmit, to the server 2, an
inquiry as to whether or not the content is the latest ver-
sion, before the client 4 transmits the content.

[0073] Thatis,in Embodiment 1, the proxy 3 is adevice
for transmitting a request of a content and acquiring the
content, andis also a relaying device for possessing such
arequested content and relaying the requested content
to another device (e.g., client 4) to which the requested
content is transmitted from the relaying device.

[Client 4]

[0074] The client 4 is a device for requesting and ac-
quiring a content, and playing the content thus acquired.
Although not illustrated in Fig. 1, the client 4 includes an
input section for accepting a user’s operation, and re-
quests a content on the basis of an input operation ac-
cepted by the input section.

[0075] As illustrated in Fig. 1, the client 4 includes: a
client control section 32 for collectively controlling oper-
ations of the client 4; and a client communication section
31 with which the client 4 communicates to an external
device. The client control section 32 includes: a request
executing section 33 and a content playing section 34.
[0076] The request executing section 33 generates a
request message to request to transmit a content, trans-
mit the request message to the server 2 via the client
communication section 31, and receives a response
message in response to the request message. In the
present invention, as described above, the request exe-
cuting section 33 receives, from the server 2, the re-
sponse message which is (A) information for specifying
a proxy and (B) an instruction for transmitting, to the
proxy, a request message to request the content. Upon
receipt of the response message from the server 2, the
reguest executing section 33 transmits, to such a desig-
nated proxy 3, the requestmessage to request to transmit
the content in response to the instruction from the server
2. Then, the request executing section 33 acquires the
content from the proxy 3 designated by the server 2.
[0077] The contentplayingsection 34 plays the content
acquired by the request executing section 33. In a case
where, for example, the acquired content is a moving
image, the content playing section 34 decodes the ac-
quired content. Then, the content playing section 34
causes an external display device (not shown) to output
a moving image and audio thud obtained by decoding.
[0078] Thatis,in Embodiment 1, the client4 is a device
for transmitting a request for a content and acquiring the
content, and also serves as a content playing device for
acquiring and playing the requested content.

Major Data Exhibit 1002
Page 96 of 456



21 EP 2 597 869 A1 22

[Processes carried out by each device]

[0079] The following description will discuss, with ref-
erencetoFigs. 4 to 6, processes carried out by the server
2, the proxy 3, and the client 4. First, a process carried
out by the server 2 will be described below with reference
to Fig. 4.

[Process carried out by server 2]

[0080] Fig. 4is aflowchart showing an exemplary proc-
ess which is carried out by the server 2. The response
executing section 15 is ready to receive a request mes-
sage torequest to transmit a content. When the response
executing section 15 receives, via the server communi-
cation section 11, the request message to request to
transmit the content (S401), the response executing sec-
tion 15 checks a header of the request message thus
received, so as to determine whether or not the request
message thus received is transmitted via a proxy 3
(5402).

[0081] In a case where the received request message
is one transmitted from the client 4 (NO in S402), the
response executing section 15 transmits, to the relaying
device specifying section 16, an instruction to specify a
proxy 3 from which the client 4 acquires the content. In
response to the instruction from the response executing
section 15, the relaying device specifying section 16
reads out content-storage-location information from the
content-storage-location information storage section 13
(S403). With reference to the content-storage-location
information thus read out, the relaying device specifying
section 16 specifies, as address information of a device
from which the content should be acquired, a URI of the
proxy 3 associated with the content that the client 4 re-
quests (S404). The relaying device specifying section 16
transmits such specified address information to the re-
sponse executing section 15. The response executing
section 15 transmits, to the client 4, from the proxy 3
indicated by an address contained in the address infor-
mation which has been specified by the relaying device
specifying section 18, a response message to instruct
the client 4 to acquire a requested content (S405). The
response executing section 15 creates a transmission
log based on the response message which has been
transmitted to the client 4, and adds the transmission log
thus created to the transmission log storage section 12
(S410).

[0082] Meanwhile, in a case where the request mes-
sage thusreceivedis onetransmitted by the proxy 3 (YES
in S402), the response executing section 15 then deter-
mines whether or not the received request message is a
conditional request such as "If-Modified-Since" (S4086).
In a case where the received request message is not a
conditionalrequest (NO in 3406), the response executing
section 15 reads out, from the content storage section 5,
the content requested by the proxy 3, and, in response
to the request message from the proxy 3, transmits the
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content thus read out to the proxy 3 (8407). After that,
the response executing section 15 creates a transmis-
sion log based on theresponse message which has been
transmitted to the proxy 3, and adds the transmission log
thus created to the transmission log storage section 12
(S410).

[0083] In a case where the received request message
is provided with a conditional request (YES in S406), the
response executing section 15 determines whether or
not data of the content held by the proxy 3 is the latest
(S408). In a case where the data of the content kept by
the proxy 3 is not the latest (NO in $408), the response
executing section 15 reads out, from the content storage
section 5, the content requested by the proxy 3, and, in
response to the request message from the proxy 3, trans-
mits to the proxy 3 the content thus read out (S407).
Meanwhile, in a case where the data of the content held
by the proxy 3 is the latest (YES in S408), the response
executing section 15transmits, to the proxy 3, aresponse
message that the data of the content held by the proxy
3 is the latest, in response to the request message from
the proxy 3 (S409). Then, the response executing section
15 adds, to the transmission log storage section 12, the
response message which has been transmitted to the
proxy 3 (S410).

[0084] Note that, in a case where the response exe-
cuting section 15 transmits the content to the proxy 3 in
S407, "Cache-Control: must-revalidate" or "Cache-Con-
trol: proxy-revalidate", for example, is added to the head-
er of the content. Accordingly, in a case where the proxy
3 serving as a destination of a content transmits the con-
tent held by the cache storage section 6 in response to
another request, it is possible to always cause the proxy
3 to transmit, to the server, an inquiry as to whether or
not the content is the latest, before the proxy 3 transmits
the content.

[Process carried out by proxy 3]

[0085] The following description will discuss a process
carried out by the proxy 3. Fig. 5 is a flowchart showing
an exemplary process which is carried out by the proxy 3.
[0086] As shown in Fig. 5, the response/request exe-
cution section 23 is ready to receive a request message
to request to transmit a content from the client 4. Upon
receipt of the request message from the client 4 via the
proxy communication section 21 (S421), the re-
sponse/request execution section 23 confirms whether
or not such a requested content is stored in the cache
storage section 6 (S422).

[0087] In a case where the requested content is not
stored in the cache storage section 6 (NO in S422), the
response/request execution section 23 refers to a "Host"
field of the request message which has been transmitted
from the client 4, and transmits, to the server 2 indicated
by a URI written in the "Host" field, the request message
to request the content transmitted by the client 4 (S423).
Then, the responselrequest execution section 23 ac-
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quires the content from the server 2 (S424), and causes
the cache storage section 6 to store the content thus
acquired (S425). After that, the response/request execu-
tion section 23 transmits, to the client 4, the content thus
requested (S426).

[0088] In acase where the requested content is stored
in the cache storage section 8 (YES in 8422), the re-
sponse/ request execution section 23 creates a request
message provided with a conditional request, such as
"If-Modified-Since" in which time information indicative
of time when the content has been acquired is written,
and transmits, to the server 2, the request message pro-
vided with the conditional request thus made (S427).
[0089] In a case where the response/request execu-
tion section 23 receives a response message "304 NOT
Modified" from the server 2 in response to the request
message provided with the conditional request (YES in
S428), the response/ request execution section 23 reads
out the content thus stored from the cache storage sec-
tion 6, and transmits to the client 4 the content thus read
out (5426).

[0090] Meanwhile, in a case where the content stored
in the cache storage section 6 is not the latest data, the
server 2 transmits the latest content in response to the
request message provided with the conditional request,
and the response/request execution section 23 acquires
the latest content transmitted from the server 2 (8424).
The response/request execution section 23 causes the
cache storage section 6 to store the content thus acquired
(S425), and then transmits the requested content to the
client 4 (S426).

[0091] Note that, in S426, the response/request exe-
cution section 23 transmits the content to the client 4
while the content contains, in its header, "Cache-Control:
must-revalidate" or "Cache-Control which has been add-
ed by the server 2. Accordingly, in a case where the con-
tent, which has been acquired by the client 4 serving as
a destination of a content, is transmitted in response to
another request, it is possible to keep such a state that
the client 4 should always transmits, to the server 2, an
inquiry as to whether or not the content is the latest ver-
sion, before the client 4 transmits the content.

[Process carried out by client 4]

[0092] The following description will discuss, with ref-
erence to Fig. 6, a process carried out by the client 4.
Fig. 6 is a flowchart showing an exemplary process,
which is carried out by the client 4.

[0093] As shown in Fig. 6, the request executing sec-
tion 33 transmits, to the server 2, a request message to
request to transmit a content (S441). In response to the
request message, the request executing section 33 re-
ceives a response message (o instruct the request exe-
cuting section 33 to acquire a content from a designated
proxy 3 (S442). In response to such an instruction from
the server 2, the request executing section 33 transmits
the request message to the proxy 3 designated by the
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server 2 (S443). Then, in response to the request mes-
sage, the request executing section 33 acquires the con-
tent from the proxy 3 which has received the request
message (5444).

[Example 1]

[0094] Fig. 7 illustrates Example 1, and Embodiment
1 will be described in detail below. Example 1 shows an
operation example of the content distributing system 1
that instructs the client 4 about from which proxy 3 the
client4 isto acquire the content. Fig. 7 is a viewillustrating
an example operation sequence of the content distribut-
ing system 1 in Example 1.

[0095] Note that Example 1 is based on the following
presumption. A content 1 and a content 2 are stored in
the content storage section 5, and both the cache storage
sections 6a and 6b cash no content. Further, the server
2 is set so that the content 1 is acquired from the proxy
3a as its default and the content 2 is acquired from the
proxy 3b as its default. Furthermore, when the process
shown in Fig. 7 is started in Example 1, a transmission
log and content-storage-location information are not
stored in the transmission log storage section 12 and the
content-storage-location information storage section 13,
respectively. Still further, the response executing section
15 creates the transmission log of Fig. 2 every time when
aresponse message is transmitted, and the content-stor-
age-location information generating section 17 gener-
ates the content-storage-location information of Fig. 3
every time when a content transmission log or a version
notification log (transmission log whose "transmitted con-
tents" is "200 OK" or "304 Not Modified") is added to the
transmission log storage section 12.

[0096] Further, one session is defined as a sequence
starting from a time at which the client 4 transmits a re-
quest message and ending a time at which the client 4
receives aresponse message in response to the request
message is regarded as one session.

[0097] As shown in Fig. 7, in a session 110, the client
4a transmits, to the server 2, a request message to re-
questtotransmitthe content 1 (request 111). Inthe server
2 which has received the request 111, the response ex-
ecuting section 15 transmits, to the relaying device spec-
ifying section 16, an instruction to specify a proxy 3 to
acquire the content 1. In response to the instruction, the
relaying device specifying section 16 confirms whether
or not the content-storage-location information is stored
in the content-storage-location information storage sec-
tion 13 (process 112). Here, the content-storage-location
information storage section 13 does not contain the con-
tent-storage-location information indicative of the proxy
3 to acquire the content 1, the relaying device specifying
section 16 specifies the default proxy 3a as the proxy 3
to acquire the content 1. The response executing section
15 transmits, to the client 4a, the response message to
instruct the client 4a to acquire a requested content from
the proxy 3 indicated by address information specified
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by the relaying device specifying section 16 (response
113). Then, the response executing section 15 creates
a transmission log based on the response message thus
transmitted, and adds the transmission log to the trans-
mission log storage section 12 (process 114).

[0098] Then, in the session 120, the client 4a, which
has received the response 113, transmits, to proxy 3a,
the request message to request to transmit the content
1 (request 121). The proxy 3a, which received the request
121, confirms whether or not the content 1 is stored in
the cache storage section 6a (process 122). Here, the
content 1 is not stored in the cache storage section 6a,
so that the proxy 3atransmits, to the server 2, the request
message based on the request 121 (request 123). In the
server 2 which has received the request 123 from the
proxy 3a, the response executing section 15 transmits
the content 1 to the proxy 3a (response 124). The proxy
3areceived theresponse 124 stores the acquired content
1in the cache storage section 8a and caches the content
1 (process 125). After that, the proxy 3a transmits, to the
client 4a, the content 1 as a response to the request 121
(response 126). Note that, after transmitting the response
124, the response executing section 15 creates a trans-
mission log based on the response message thus trans-
mitted, and adds the transmission log to the transmission
log storage section 12 (process 127). Further, the con-
tent-storage-location information generating section 17
generates content-storage-location information in which
the content 1 and address information of the proxy 3a
are associated with each other, and causes the content-
storage-location information storage section 13 to store
the content-storage-location information (process 128).
[0099] Next, in the session 130 and the session 140,
the client 4b acquires the content 2. Operations of the
client 4b, the proxy 3b, and the server 2 in the session
130 and the session 140 are similar to those of the client
4a, the proxy 3a, and the server 2 in the session 110 and
the session 120, exceptthatdata acquired in the sessions
110 and 120 is different from that acquired in the sessions
130 and 140. Therefore description thereof will be omit-
ted.

[0100] When the session 140is completed, the content
1isina state of being cached in the cache storage section
6a of the proxy 3a and the content 2 is in a state of being
cached in the cache storage section 6b of the proxy 3b.
Thatis, the content-storage-location information storage
section 13 stores (A) the content-storage-location infor-
mation in which the content 1 and the proxy 3a are as-
sociated with each other and (B) content-storage-loca-
tion information in which the content 2 and the proxy 3b
are associated with each other.

[0101] In the session 150, the client 4a transmits, to
the server 2, a request message to request to transmit
the content 2 (request 151). In the server 2 received the
request 151, the response executing section 15 trans-
mits, to the relaying device specifying section 16, an in-
struction to designate a proxy 3 to acquire the content 2.
In response to the instruction, the relaying device spec-
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ifying section 16 confirms whether or not the content-stor-
age-location informationis stored in the content-storage-
location information storage section 13 (process 152).
Here, the content-storage-location information storage
section 13 stores the content-storage-location informa-
tion in which the content 2 and the proxy 3b associated
with each other, the relaying device specifying section
16 specifies the proxy 3b to acquire the content 2. The
response executing section 15 transmits, to the client 4a,
a response message to instruct the client 4a to acquire
a requested content from the proxy 3 specified by the
relaying device specifying section 16 (response 153).
Then, the response executing section 15 creates a trans-
mission log based on the response message thus trans-
mitted, and adds the transmission log to the transmission
log storage section 12 (process 154).

[0102] Next, in the session 160, in response to the in-
struction of the server 2, the client 4a received the re-
sponse 153 transmits, to the proxy 3b, the request mes-
sage to request to transmit the content 2 (request 161).
The proxy 3b received the request 161 confirms whether
or notthe content 2 is stored in the cache storage section
6b (process 162). The content 2 is already stored in the
cache storage section 6b, so that the proxy 3b transmits,
to the server 2, the request message, based on the re-
quest 121, provided with a conditional request "If-Modi-
fied-Since", in order to confirm whether or not the content
2 stored in the cache storage section 6b is the latest data
(request 163). Because the proxy 3b is used to transmit
the request 163 and the request 163 is a request mes-
sage contained in the conditional request, the response
executing section 15 in the server 2 received the request
163 confirms whether or not the content 2 held by the
proxy 3b is the latest data (process 164