
SAMSUNG 10071

a2, United States Patent
Everett et al.

US006220510B1

(10) Patent No.:
(45) Date of Patent:

US 6,220,510 B1
*Apr. 24, 2001 

(54) MULTI-APPLICATION IC CARD WITH 4,321,672 3/1982 Braun etal. .
DELEGATION FEATURE 4,341,951 7/1982 Benton .

4,405,829 9/1983 Rivest et al. .

(75) Inventors: David Barrington Everett, East 4,408,203 10/1983 Campbell .
Sussex; Stuart James Miller, Berks; 4,423,287 12/1983 Zeidler.
Anthony David Peacham, Kent; Ian (List continued on next page.)
Stephen Simmons, Cambs; Timothy
Philip Richards, Herts; John Charles FOREIGN PATENT DOCUMENTS
Viner, Windlesham, all of (GB) 0152024 8/1985 (EP) .

0157303 10/1985 (EP).
(73) Assignee: Mondex International Limited, 0190733—-8/1986. (EP).

London (GB) 0218176 4/1987 (EP).
0261030 3/1988 (EP).

(*) Notice: This patent issued on a continued pros- List continued tecution application filed under 37 CFR (List continued on next page.)
1.53(d), and is subject to the twenty year OTHER PUBLICATIONS
patent term provisions of 35 U.S.C. . « .
154(a)(2). Davies et al., “Security for Computer Networks: An Intro-

duction to Data Security in Teleprocessing and Electronic

Subject to any disclaimer, the term of this Funds Transfer,” John Wiley & Sons 1984.
patent is extended or adjusted under 35 Primary Examiner—Mark Tremblay
US.C, 154(b) by 0 days. (74) Attorney, Agent, or Firm—Baker Botts L.L.P.

(21) Appl. No.: 09/064,915 67) ABSTRACT
(22) Filed: Apr. 23, 1998 A multi-application IC card which processes two or more

applications using an Application Abstract Machine archi-
Related U.S. Application Data tecture. The AAM architecture only allows one application

(60) Provisional application No. 60/046,514, filed on May 15, to be executed at a time and allowsfor shared processing by
1997, and provisional application No. 60/046,543,filed on performing a delegation function to a second application. A
May15, 1997. data space for each application is allocated when the appli-

(SL) Tint, C07 oeeceecessssscsssssssssseseesnssseeusseeetnesee G06K 5/00 cation is selected to be executed. The data space includes a
(52) U.S. Che cessnecsesntsenene 235/380; 235/379; 705/41 Volatile and non-volatile region. The delegation function
(58) Field of Search , 2351379 380 temporarily interrupts the execution of the first application,

ee335/492: 705’41 saves the temporary data ofthe first application, shares any
, data needed with the second application and the second

(56) References Cited application is executed until the delegated task is competed.
The first application then retrieves the saved data and

U.S. PATENT DOCUMENTS completes its execution. A delegator stack is used to keep
track of the delegator’s identity when multiple delegations

toteeao wi080 ee al occur. The AAM modelallowsfor a high level of security
4.959.720 3/1981 Campbell . - while transferring data between applications.
4,302,810 11/1981 Bouricius et al. .
4,305,059 12/1981 Benton . 63 Claims, 7 Drawing Sheets

 

   
 
 

 
 
 

‘et selest_file_eppicationidte‘etepate_applcation_id
 

  
 

1 SAMSUNG 1007f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


2

US 6,220,510 B1
 

 

Page 2

U.S. PATENT DOCUMENTS 4,987,593 1/1991 Chaum .
. 4,993,068 2/1991 Piosenkaetal. .

texan, aii084 Wolteret al. . 4,995,081 2/1991 Leightonetal. .
isa . 4,996,711 2/1991 Chaum .

4,467,139 8/1984 Mollier . :

4,498,000 2/1985 Decaveleetal. . oscoa 1001 oe ‘tal
4,536,647 8/1985 Atalla et al. . a Tinagawa -
4,578,530 3/1986 Zeidler. 5,005,200 4/1991 Fischer .
4,605,820 8/1986 Campbell, Jr. . 5,010,239 4/1991 Mita .
4,629,872 12/1986 Hallberg . 5,012,074 4/1991 Masada .
4,630,201 12/1986 White . 5,012,076 4/1991 Yoshida .
4,650,978 3/1987 Hudson etal. . 5,014,312 5/1991 Lisimaqueetal. .
4,669,596 6/1987 Capers etal. . 5,016,274 5/1991 Micali et al. .
4,705,211 11/1987 Hondaetal. . 5,038,025 8/1991 Kodera .
4,709,136 11/1987 Watanabe . 5,068,894 11/1991 Hoppe .
4,709,137 11/1987 Yoshida . 5,093,862 3/1992 Sewartz .
4,727,243 2/1988 Savar. 5,097,115 3/1992 Ogasawaraet al. .
4,727,244 2/1988 Nakanoetal. . 5,120,939 6/1992 Clauset al. .
4,731,842 3/1988 Smith . 5,128,997 7/1992 Pailles et al. .
4,734,568 3/1988 Watanabe. 5,131,038 7/1992 Puhletal. .
4,736,094 4/1988 Yoshida. 5,142,578 8/1992 Matyaset al. .
4,742,215 5/1988 Daughterset al. . 5,146,499 9/1992 Geffrotin .
4,745,267 5/1988 Davis et al. . 5,148,481 9/1992 Abraham etal. .
4,746,788 5/1988 Kawana . 5,161,231 11/1992 Iijima .
4,748,557 5/1988 Tamadaetal. . 5,162,989 11/1992 Matsuda 0...eeececeeeee 364/401
4,748,668 5/1988 Shamiretal. . 5,163,098 11/1992 Dahbura .
4,752,677 6/1988 Nakanoetal. . 5,164,988 11/1992 Matyas etal. .
4,757,185 7/1988 Onishi . 5,165,043 11/1992 Miyaharaetal. .
4,757,543 7/1988 Tamadaetal. . 5,166,503 11/1992 Mizuta .
4,759,063 7/1988 Chaum . 5,175,416 12/1992 Mansveltet al. .
4,759,064 7/1988 Chaum . 5,180,901 1/1993 Hiramatsu .
4,767,920 8/1988 Kitta et al. . 5,191,193 3/1993 Le Roux .
4,778,983 10/1988 Ushikubo . 5,191,608 3/1993 Geronimi.
4,785,166 11/1988 Kushima . 5,200,999 4/1993 Matyaset al. .
4,786,790 11/1988 Kruseet al. . 5,201,000 4/1993 Matyasetal. .
4,797,542 1/1989 Hara . 5,202,922 4/1993 lijima .
4,797,920 1/1989 Stein . 5,214,702 5/1993 Fischer .
4,798,941 1/1989 Watanabe . 5,224,162 6/1993 Okamotoetal. .
4,802,218 1/1989 Wright et al. . 5,243,175 9/1993 Kato.
4,803,347 2/1989 Sugaharaet al. . 5,247,578 9/1993 Pailles et al. .
4,811,393 3/1989 Hazard . 5,293,577 3/1994 Hueskeet al. .
4,816,653 3/1989 Anderetal. . 5,371,797 12/1994 Bocinsky, Jr. .
4,816,654 3/1989 Anderlet al. . 5,420,405 5/1995 Chasek .
4,825,052 4/1989 Chemin etal. . 5,452,431 9/1995 Bournas .
4,831,245 5/1989 Ogasawara . 5,473,690 12/1995 Grimonprezetal. .
4,833,595 5/1989 lijima . 5,485,520 1/1996 Chaum etal. .
4,837,422 * 6/1989 Dethloff et al. oe 235/380 5,511,121 4/1996 Yacobi.
4,839,504 6/1989 Nakano . 5,517,011 5/1996 Vandenengel .
4,839,792 6/1989 lijima . 5,530,232 6/1996 Taylor .
4,849,614 7/1989 Watanabeet al. . 5,534,857 7/1996 Laing et al. .
4,853,522 8/1989 Ogasawara . 5,539,825 7/1996 Akiyamaetal. .
4,853,961 8/1989 Pastor . 5,542,081 7/1996 Geronimi.
4,874,935 10/1989 Younger. 5,544,246 8/1996 Mandelbaumetal. .
4,877,945 10/1989 Fujisaki . 5,546,523 8/1996 Gatto .
4,877,947 10/1989 Mori. 5,557,516 9/1996 Hogan .
4,879,747 11/1989 Leighton etal. . 5,557,742 9/1996 Smahaet al. wees 395/186
4,882,474 11/1989 Anderl etal. . 5,574,269 11/1996 Moriet al. .
4,887,234 12/1989 Iijima . 5,578,808 11/1996 Taylor .
4,891,503 1/1990 Jewell . 5,581,708 12/1996 lijima .
4,891,506 1/1990 ‘Yoshimatsu . 5,588,146 12/1996 Leroux .
4,900,904 2/1990 Wright et al. . 5,600,818 2/1997 Weikmann ou...ee eeeeeeeeeee 711/163
4,901,276 2/1990 lijima . 5,649,118 7/1997 Carlisle et ab. oes 705/41
4,906,828 3/1990 Halpern . 5,682,027 10/1997 Bertinaet al. .
4,907,270 3/1990 Hazard . 5,692,132 11/1997 Hogan .
4,926,480 5/1990 Chaum . 5,699,528 12/1997 Hogan .
4,935,962 6/1990 Austin . 5,704,046 12/1997 Hogan.
4,949,257 8/1990) Orbach wo.eeeteeeeceeeeneee 364/401 5,705,798 1/1998 Tarbox .
4,961,142 10/1990 Elliott et al. . 5,708,780 1/1998 Levergoodet al. .
4,969,188 11/1990 Schébi. 5,715,314 2/1998 Payneetal. .
4,977,595 12/1990 Ohtaet al. . 5,724,424 3/1998 Gifford .
4,984,270 1/1991 LaBounty . 5,729,717 3/1998 Tamadaet al. oes 711/164
4,985,615 1/1991 Tijima . 5,796,831 8/1998 Paradinaset al. .

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


3

US 6,220,510 B1
 Page 3

5,802,519 * 9/1998 Jong. cresesssssssssessssesesesmnsssees 707/100 0751460 1/1997 (EP) .
5,825,875 10/1998 Ugon . 2536928 6/1984 (FR).

2667171 of 1992 (FR).

FOREIGN PATENT DOCUMENTS 2687816 3/1993 FR)
0275510 7/1988 (EP). 2284689 6/1995 (GB)
0292248 11/1988 (EP). 6481084 3/1989 (JP) .
0325506 1/1980 (EP). 2592856 12/1996 (JP).
0328289 8/1989 (EP). 8707062 11/1987 (WO)
0354793 2/1990 (EP). 8809019 11/1988 (WO)
0451936 10/1991 (EP). WO 9005960 5/1990 (WO)
0466969 ‘1/1992 (EP). WO 9116691 10/1991 (WO)
0475837 3/1992 (EP). 9213322 8/1992 (WO)
0547741 9/1992 (EP). WO 9320538 10/1993 (WO)
0537756 4/1993 (EP). WO 9321612 10/1993 (WO)
0540095 5/1993 (EP). WO 9522810 8/1995 (WO)
0559205 8/1993 (EP). 9619771 6/1996 (WO)
0588339 3/1994 (EP). 9628795 9/1996 (WO)
0594493 4/1994 (EP). 9638825 12/1996 (WO)
0686947 of 1995 (EP) . 9843212 10/1998 (WO)
0636998 2/1995 (EP). WO 9101538 2/1999 (WO)
0647902 4/1995 (EP). 9910824 3/1999 (WO)
0666550 8/1995 (EP). 9916031 4/1999 (WO)
0707290 9/1995 (EP). * cited by examiner

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


4

U.S. Patent Apr. 24, 2001 Sheet 1 of 7 US 6,220,510 B1

121

119 107

117

415

oR
111

105

  

 
 

YD

YHA
 

STATIC 103

109

FIGURE1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


5

U.S. Patent Apr. 24, 2001 Sheet 2 of 7 US 6,220,510 B1

y 207

205

CCR 209

201 203

FIGURE 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


