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1 This is a FIRST submission of tems concerning a submission under 35 USC 371

2 LI This is a SECOND cr SUBSEQUENT submission of items concerning a submission under 35 USC 371

a This Is an express requesi to begin natlonal examination procedures (351) SC 371(f}} The submission must Include items
(5), (8), (9) and (21) indicaled below

4 The US has been elected (Anicle 31)

3 iv] A copy of the international Application asfiled (35 U S C. 37 1{c}(2))

a [J is attached hereto (required only if not communicated by the International Bureau)

b has been communicated by the international Bureau

c CJ Is not required, as the application wasfiled in the United States Receiving Office (RO/US)

6 An English language transtation of the international Application as filed (85 USC 371(e}{2))

a is atlached hereto

b ") has been previously submitted under 35 USC 154(d)(4}
7 Amendments to the claims of the International Appiication under PCT Article 19 (35 USC 37 €(c)(3))

a are attached hereto (required only if nol communicated by the International Bureau}.

b have been communicated by the International BureauHOU
c have no! been made; however. the timelimi! far making such amendments has NOT expired

d have nof been made and wil not be made

An Engtish language trenstation of the amendrnents to the claims under PCT Article 19 (36 U SC 37t{c){3)

An oath or declaration of the inventor(s) (85 USC 37 i(ch4yO00
An English language transtation of the annexes of the International Preliminary Examination Report under PCT
Article 36 (38 USC 371(c}(5))

 Items 11 to 20 below concern document(s) or Information Included:

 
 
 
 
 
 

 
 
 

An information Disclosure Statement under 37 CFR 197 and 1 98

An assignment document for recording A separate cover sheet in compliance with 37 CFR 3 28 and 3 31 is included

A preliminary amendment

An Application Data Sheet under 37 CFR 7 76

A substitute specification

A powerof attornay and/or change of addressletter

A computer-readable form of the sequencelisting in accordance with PCT Rule i3ter.3 and 37 CFR 7 §21- 1 825

Asecond copy of the published International Application under 35 USC. 154(c)(4)

HOOCOBROO
A second copy of the English language translation of the Intemational application under 35U SC 154f(d)(4)

This collection of information is required by 37 CFR 1414 and 1491-1.492, The information is required to obtain or retain @ benefit by the public, which fs to file {and by the
USPTO to process) an application Confidentiality is governed by 35 U.SG 122 and 37 CFR 1741 and 1.14 This collection Is estimated to take 15 minutes fo compiele,
including gathering information, preparing. and submitting tha completed form ta the USPTO Time will vary depending upon the individual case Any comments on the amount
of time you require to complete this form and/er suggestians for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office. U.S
Department of Commerce, PO Box 1450, Alexandria. VA 22313-1450 DO NOT SEND FEES OR COMPLETED FORMS TC THIS ADDRESS SEND TO: Mall Stop PCT,
Commissioner for Patents, P.O. Sox 1450, Alexandria, VA 22313-1450 Page 1 of 3
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The follawing fees have been submitted GALCULATIONS PTO USE ONLY

21 Basic national fee (37 CFR 1 492(a)) . . $336 $ 330,00
22. Examination fee (37 CFR 1 492(c})

Ifthe writfen opinion prepared by iSA/USorthe international preliminary examination report prepared $220.00
by IPEA/US indicates all claims satisfy provisions of PCT Article 33(1)-(4) ... . $0

All other situations ev tnenteeteedeedees eee peeroe AZRO

23 Search fee (37 CFR 1 492(b))
if the wrilten opinion of the iSA/US or the International preliminary examination report prepared by

IPEAAJS indicates all claims salisfy provisions of PCT Article 33(1)-(4) sevynee BO 430.06
Search fee (37 CFR #.445(a)(2)) has been pald on the International application to the USPTO as an $

International Searching Authority 0. eeee cae eee $EOD
International Search Report prepered by an ISA other than the US and provided to the Office or

previously communicated to the US by the IB. .. . $430All other SHuUaHONS..0.0.cece eects eee ease eens nan eeeate eas tee iens

$980.00

 

  
  

 
  

 
  

 

 

 
 

 
 

   
  
 

 
 
 

 
   

 

 
 

  ditional fee for specication and drawings filed in paper over 100 sheels (excluding sequence
listing in compliance with 37 CFR 1.8241(c} or (@) in an electronic medium or computer
program fisting in an electronic medium) (37 CFR 1 492()))

The fee is $270 for each additional 50 sheets of paper or fraction thereof.

CI Ad

 
Total Sheets Extra Sheets Number of each additianai §0 of fraction

thereof (round up to a whole number)
  
 

  
  

  
 150

after the date of commencementof the national stage (37 CFR 1. 492(h)}
CLAMS

[MULTIPLEDEPENDENTCLAIMS)(fappicasisy———SSSSCSCSC*~idCi‘kU

EIAapieantclairetnaaitysatusSoe7GFRTZFeesabovearerecucadey%=

Processing fee of $130.00 for furnishing the Ergilsh transiation later than 30 months from ihe earliest 5
claimed priority date @7 CFR 1.492(). +

TOTAL NATIONAL FEE =|$ 2,436.00

Fee for recording the enclosed assignment (37 CFR 1 21(h}) The assignment mus! be accompanied
by an appropriate cover sheet (37 GFR 3 28,331} $40.00 per properly +

TOTAL FEES ENCLOSED =]3 2.436.00
Amount to be
refunded:

  

  
    Amount to be

charged  
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Cl A check in the ammount of $ tc cover the above fees is enclosed

Please charge my Deposit Account No 02-0200 inthe amount of $ 2,436.00 to cover the above fees

The Commissioner is hereby authorized to charge any additional fees which may be required, or credit any overpayment to Deposit
Account No _02-0200

J Fees are to be charged to a credit card WARNING:Information on this form may become public. Credit card information should not
be included on this form. Provide credit card information and aulhorization on PTO-2038. The PTO-2038 should only be malled of faxed
to the USPTO However. when paying the basic national fee, the PTO-2038 may NOT be faxed to the USPTO

ADVISORY: ff filing by EFS-Web, do NOT attach the PTOQ-2038 form as a PDF along wilh your EFS-Web submission Please be
advised that this ts not recommended and by doing so your credit card Information may be displayed via PAIR To protect your
information, it is recommended paying fees online by using the electronic payment method

NOTE: Where an appropriate time Ilmit under 37 CFR 1.495 has not been met,a petition to revive (37 CFR 1.437(a) or (b)) must befiled
and granted to restore the International Application to pending status.

SEND ALL CORRESPONDENCETO:

REGISTRATION NUMBER
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IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

International Patent Application
No. PCT/EP2007/005185

PCTIDO/EO/US

International Filing Date:
June 12, 2007 Attorney Docket: FINK3009/JEK

Applicant: Klaus FINKENZELLERetal.

For: DATA STORAGE MEDIUM AND METHOD FOR CONTACTLESS

COMMUNICATION BETWEEN THE DATA STORAGE MEDIUM AND A
READER

PRELIMINARY AMENDMENT BEFORE EXAMINATION

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

INTRODUCTORY COMMENTS

This paper accompanies documents submitted to initiate national stage

processing of the above-identified international patent application.

AMENDMENTS

AMENDMENTS TO THE CLAIMS

The amendmentsto the claims appearin the following pages underthe heading

“LIST OF CURRENT CLAIMS”. Theclaim listing replaces all previous versions of the

claims presented in this application, and indicates any currently presented amendments
and the status of each of the listed claims.

The amendments to the claims of this application, which originated in a foreign

country, are submitted before examination on the merits and are not intended to havea

narrowing effect for the purpose of patentability, but rather are made for one or more of

the following reasons:(i) to remove drawing reference numerals unnecessary under

U.S. practice; (ii) to remove or reduce multiple dependentclaims to reduce thefiling fee;

(iii) to revise the original language originating in a foreign country to better conform to

customary English usage and style for U.S. patent claiming; (iv) to revise original non-

U.S. claim terminology into more appropriate English claim terms having a scope of

meaning consistent with the original intended language in preparation for U.S.
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international Application No. PCT/EP2007/005185
Attorney Decket: FINK3009/JEK
Preliminary Amendment

examination: (iv) to remove limitations having an effect in a foreign country which is

different and unintended under U.S. practice (i.e., changing “consisting of’ to

“comprising”); (v) to remove or amendoriginal claim language that could be regarded as

alternative expressions that are acceptable underforeign patent practice but possibly

subject to objection under U.S. practice, typically having a broadening or neutral effect

in the amended claim; and/or (vi) to improve the clarity or meaning of the original

language.

in the case of amendments effectively changing an original claim element

expressed as a “means plus function” that could raise a presumption of claim

expression under 35 U.S.C. 112, 6" paragraph to a structural expression or to an
expression removing the presumption of a “means-plus-function” statement,it is not

intended to narrow the claim so amended for purposes of patentability, but rather to

place the claim in a form considered to be intended by the applicant from a foreign

country whereclaim limitations described in terms of means-plus-function do not have

the same effect as under U.S. practice. Thus, such amendments are intended to

establish a full range of equivalents to the claim elements so amended underthe U.S.

doctrine of equivalents and beyond the range associated with “means-plus-function”

expressions according to 35 U.S.C. 112, 6" paragraph, justasif the claim so amended
was presentedoriginally in its amended form.

All rights are reserved to the original disclosed and claimed subject matter and

any cancellation of claims is made without prejudice or disclaimer.
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International Application No. PCT/EP2007/005185
Attorney Docket: FINK3009/JEK
Preliminary Amendment

LIST OF CURRENT CLAIMS

4. (Currently Amended) =A method for contactless communication of a reading device
{200)-with at least two communication-ready applications 40,-20--30}jocated on a

portable data carrier-490}, comprising charasterized-by the steps [[of]]:
(-]] generating a first communication-readiness signal to the reading device @0@}for
a first of the at least two applications-40-20,30), the communication-readiness signal

comprising a first identification number (J424)-which is assigned to the first of the at
least two applications 410,-20,39)-and indicates to the reading device (290}-the
communication readinessof said first application, and

Il-l] generating a second communication-readiness signal to the reading device 208}
for a second of the at least two applications{49,29,39}, the second communication-

readiness signal comprising a secondidentification number ({J1D2)-different from the
first identification number+U4D4), which is assigned to said second application and

indicates to the reading device (200)-the communication readiness of said second

application.

2. (Currently Amended) The method according to claim 1, wherein sharasterizedin
that the first communication-readiness signal is generated for a first group (64)-of

applications G9A-49A}-comprising the first application, and the first identification
number-(41D-) is assigned to each of the applications G8A-40A) in the first group{G4},

and the second communication-readiness signal is generated for a second group {G2}

of applications <498-36B)—comprising the second application, and the second
identification number (J1D2)-is assigned to each of the applications 408-308}in the

second group{G2}, the first communication-readiness signal indicating to the reading

device 200}the communication readiness of each of the applications (404-48A}ofthe

first groupG+), and the second communication-readiness signal indicating to the

reading device @99}the communication readiness of each of the applications 4498-

39B)-of the second group{G2).

3. (Currently Amended) The method accordingto claim 2, wherein characterizedin

that each of the applications GOA-40A)of the first group ¢$4)-and/or each of the

applications 49B-398)-of the second group (G2)-is assigned additional selection
information in each case.

3.
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International Application No. PCT/EP2007/005185
Attorney Docket: FINK3009/JEK
Preliminary Amendment

4. (Currently Amended) The method according to claim 1, wherein anyofclaims-He

3-characterizedinthat the reading device (200}-emits search signals, the signals

generated for the applications 440;-20,-39}being comprising response signals to the

search signals.

5, (Currently Amended) The method according to claim 1, including anyeteclaims+

to-4,-characterized_by the further step of toggling betweenthe applications 40;28,-39}

for communication of the application 40;-20,-390}with a reading device-206}.

6. (Currently Amended) The method according to claim 5, wherein characterizedin

that toggling is effected by branching or by context switching.

7. (Currently Amended) The method accordingto claim_1, wherein anyefclaimet-to

6-characterizedinthat the reading device £299}selects for further communication one

or more of the at least two applications (490,-20,20}-via the identification numbers

GHD4+-UIDalassigned to the applications-+40,29,39).

8. (Currently Amended) The method according to claim 7, wherein each of the

applications of the first group and/or each of the applications of the second group is

assigned additional selection information in each case; and wherein with-claim-—3;

eharacterizedinthat the reading device @90}-selects for further communication one or

more of the at least two applications GGA-40A,-10B-30B,_10C-306,40D}via the

identification numbers (J154-U1D3)assigned to the applications 4¢-0A-40A,49B-30B,

49C-39G,-40B)andvia the additional selection information assignedto the applications

 

, t F

9. (Currently Amended) The method according to claim 7, wherein er—s

characterizedinthatfor one or more of the at least two applications 440-29,-39Hhat

have not yet been selected for further communication by the reading device{209}, the

communication-readiness signal is generated while the communication with one or

more others of the at least two applications 40,20,39}that have been selected for

further communication by the reading device @@6}is not yet completed.

10. (Currently Amended) The method accordingto claim 7, wherein any-ofclaims-7to

9,characterized-inthatfor one or more of the at least two applications 40,29,-39} that

 

A.

10
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international Application No. PFCT/EP2007/005185
Attorney Docket: FINK3009/JEK
Preliminary Amendment

have not yet been selected for further communication by the reading device4206)}, the

communication-readiness signal is generated after one or more others of the at least

two applications ¢40,-20,-30}have been suspended after completion of communication

with the reading device4200}.

11. (Currently Amended) The method accordingto claim 7, wherein any-sofelaims-He

40,-sharasterizedinthat the data carrier 409)-informs the reading device (200}-by

means of collision signals that one or more ofthe at least two applications 49-20,30}

that have not yet been selected for further communication by the reading device {200}

are present by signals being sent that simulate a collision between a plurality of

applications40,29,39}.

 

12. (Currently Amended) The method according to claim 7, wherein anyofclaimsHto

40,-characterized-inthat the data carrier 408}+informs the reading device (200}-by

meansof an allocation of one or moretime slots that one or more of the at least two

applications 40,20,30}that have not yet been selected for further communication by

the reading device @09}-are present.

13. (Currently Amended) The method according to claim 7, includinganyofclaims-#

to-t2characterized-by the further step of storing information in a nonvolatile memory of

the data carrier ¢409}-about which of the at least two applications 40,20,30}waslast

selected for further communication by the reading device-269}.

14. (Currently Amended) The method according to claim 7, including anyefclaims+

to-12,-characterizedbythe further step of storing information in a nonvolatile memory of

the data carrier 400}-about which of the at least two applications 40,-26,-39)}-has

already completed active communication with the reading device-200).

15. (Currently Amended} The method according to claim 13, wherein er—+4

sharacterizedinthat upon new communication of the reading device @O@}with the data

carrier-<460}, a communication-readiness signal is emitted first for one of the at least

two applications 40,26,--39}-that is different from the application 440,-26,-30)

designated by the stored information.

5.

11



12

international Application No. PCT/EP2007/005185
Attorney Docket: FINK3O0S/JEK
Preliminary Amendment

16. (Currently Amended) The method according to claim 13, wherein, or—i4,

characterizedinthatupon new communication of the reading device @90}-with the data

carrier-+4-99), a communication-readiness signal is emitted first for the application 40,

20,38with which active communication was effected last.

17. (Currently Amended) The method according to claim 7, wherein any-efelaims-Hte

418,sharacterizedinthatthe reading device{200} addresses an application 46,2939}

selected for further communication via a dynamically allocated session number (GHD+-

CIDA).

18. (Currently Amended) The method according to claim 17, wherein characterizedia

that-upon addressing, the session number (G1)4-GlDatis linked on the data carrier

£499)-with the identification number (LHD4-UiDn)-assigned to the application 49-20,

30}.

19. (Currently Amended) The method according to claim 18, wherein each of the

applications of the first group and/or each of the applications of the second group is

assiqned additionalselection information in each case; and wherein with-claim-3,

characterizedinthatupon addressing, the session number (GIO4+-G13}-is linked on the

data carrier 4409)additionally with the additional selection information assigned to the

application+0A-40A,10B-308-106-30G6,40B}.

 

20, (Currently Amended) The method according to claim 1, wherein anyefclaims—-He

410_-charasterized-inthat the data carrier G00}recognizes by a responseof the reading

device 299}-to communication-readiness signals emitted by the data carrier 400}

whetherthe reading device &206+is set up to resolve a collision between a plurality of

applications-{(40,29,-39}.

21. (Currently Amended) The method according to claim 1, wherein anyefclaims—Hoe

20characterizedin-that the reading device 288}-communicateswith a plurality of the

at least two applications 40,20,39)in parallel.

22. (Currently Amended) The methed according to claim 1, wherein anyefelainis-He

24+,characterizedinihat the reading device 209}interprets the identification numbers

dHD4HDe\as identification numbers of different data carriers.

-6-

12
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international Application No. PCT/EP2007/005185
Attorney Docket: FINKS008/JEK
Preliminary Amendment

23. (Currently Amended) The method according to claim 22, wherein each of the

applications of the firstgroup and/or each of the applications of the second group is

assigned additional selection information in each case; and wherein with-claim-—3,

eharacterized—in_that the data carrier £490)-generates the additional selection

information as a virtual sector assignment 484--S4)-and the reading device 200}

interprets the additional selection information as a sector assignment (-S1--S4}of a

memory area of one of the different data carriers{MA-MB}, whereasthedifferent data

carriers (MA-MBD}may be emulated data carriers-(MA-MB).

24. (Currently Amended) Acontactlessly communicating portable data carrier{499),

comprising at least two applications ¢40,-20-39}-stored thereon and a communication

device ¢0\for controlling communication between a reading device €200)-and the at

least two applications-¢+0,-20,-39}, wherein characterizedin-that the communication

device-¢70} is set up to generate communication-readiness signals to the reading device

4299}—-which in each case indicate to the reading device 260}-a communication

readiness for one of the applications (40,20,30}.and comprise an identification number

assigned to the corresponding communication-readiness application446,26,36}.

25, (Currently Amended) The data carrier 460} according to claim 24, wherein

characterzed—in—thatthe communication device (0}-is set up to generate

communication-readiness signals to the reading device @80}-which in each case

indicate to the reading device a communication readiness of each application (40A-40A:

10B-30B10C-30G,40D}of a group (64,-G2;-G3}of applicationsGOA40A;19B-30B;

40¢-306,48B}-comprising said application and comprise an identification number

(U1D4-VID2:-193)-assigned to each of the applications G0A-40A,10B-308-10C-30¢.

40D) of the group+G4-G2;-G3).

26, (Currently Amended) The data carrier according to claim 25, wherein

characterized_inthat-the communication device @S}is set up to assign additional

selection information to each of the applications G8A-40A-40B-308:-106306-40D)}of

the group{e+-G2;-G3).

27. (Currently Amended) The data carrier ¢408}-accordingto claim 24, wherein anyef

claims24te26,_characterized-in-that the communication device ¢9}is set up to

 

-7-
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International Application No. PCT/EP2007/005185
Attorney Docket: FINK3009/JEK
Preliminary Amendment

generate the communication-readiness signals as response signals to search signals

received from a reading device<28@).

28, (Currently Amended) The data carrier 400)-according to claim 24, including anyef

claims—24te-27_-characterized_by a toggling device $0}-which is set up to toggle

between the applications 49,209,329} of the data carrier G89}for communication of the

applications440,20-36}-with a reading device-209}.

29. (Currently Amended) The data carrier 400)—according to claim 28, wherein

characterized_inthat the toggling device 0}-is set up to toggle between the

applications 440-20,-39)-of the data carrier 490}-by means of branching or context

switching.

30. (Currently Amended) The data carrier 49G}according to claim 24, wherein anyof

claims-24to29characterizedin_that the communication device (0}-is set up to

establish the communication between a reading device @2G0}and an application (49,

20-36)addressed by the reading device (200}-via a session number-(ClD4-ClDpv).

31. (Currently Amended) The data carrier (409) according to claim 30, wherein

characterized-in-thatthe communication device 9}is set upto link, upon addressing of

the application 440,-29,39), the session number (C/34-GlDr)-with the identification

number (HD4-UJDr)-assigned to the application-40,20,-30).

32. (Currently Amended) The data carrier 498} according to claim 31, wherein the

communication device is set up to assign additional selection information to each of the
 

applications of the group; and wherein with-claim—26,—characterized_in—that the

communication device ¢70}-is set up to link, upon addressing of the application GOA-

40A,10B-308,10C-306,40D), the session number (610+-GiD3}-additionally with the

additional selection information assigned to the application (40A-49A,40B-39Bt0C-

30G6;-40D).

33. (Currently Amended) The data carrier{499} according to claim 24, wherein any-of

slaims24to32characterizedin-that the communication device ¢¢8}-is set up to

determine those applications 49,26,39}-amongthe at least two applications 40-29,

39}that are ready for communication with a reading device-2909}.

 

-8-
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international Application No. PCT/EP2007/005185
Attorney Docket: FINK3009/JEK
Preliminary Amendment

34. (Currently Amended) The data carrier ¢490)-according to claim 33, wherein

characterized_in-that the communication device €@}is set up to emit communication-

readiness signals for one or more of the at least two applications G0,29,-36}that are

ready for communication with a reading device #209}-and not yet communicating with a

reading device 289}while the communication with one or more others of the at least

two applications (40,-29,-30}is not yet completed.

35. (Currently Amended) The data carrier 409}accarding to claim 33, wherein er34,

characterized-inthat the communication device (70}is set up to emit communication-

readiness signals for one or more of the at least two applications 440,-20,36}thatare

ready for communication with a reading device <299)}-and not yet communicating with a

reading device 290)-after one or more others of the at least two applications 46-29,

36}-have been suspended after completion of communication with a reading device

(209).

36. (Currently Amended) The data carrier 499}-according to claim 24, wherein anyof

claims24+o-25_characterizedinthai the communication device ¢O}is set up to inform

the reading device 4206}-via collision signals simulating a collision between a plurality of

 

applications that one or more of the at least two applications 40-29,39} located on the

data carrier 4400}-that have not yet been selected for further communication by the

reading device 200}-are present.

37. (Currently Amended) The data carrier 4499) according to claim 24, wherein arny-of

elaims-24-to-36,-characterizedinthat the communication device (70}-is set up to store

information in a nonvolatile memory of the data carrier 400}-about whichof the atleast

two applications 40,-29,-30}last communicated with a reading device-206}.

38. (Currently Amended) The data carrier 400}-according to claim 37, wherein

characterized—in-thatthe communication device (76}-is set up to emit, upon new

contacting of a reading device (200}-with the data carrier{199}, a communication-

readinesssignalfirst for one of the at least two applications 40,20,30}thatis different

from the application-446,-20,-39} designated by the stored information.

-g-
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39, (Currently Amended) The data carrier 4409)accordingto claim 24, wherein anyof

claims-24-+e-38_characterized_in—that the communication device ¢40}is set up to

recognize by a responseof a reading device (208}-to communication-readiness signals
emitted by the communication device €79}-whetherthe reading device-299)} is set up to

resolve collisions between a plurality of applications.

40. (Currently Amended) The data carrier (400) according to claim 24, wherein anyof
claimas—24to—39.—sharacterized—in-that the data carrier (400}-is configured as a

contactlessly communicating chip card, contactlessly communicating label,

 

contactlessly communicating identification document or as a (U)SIM mobile
communication card.

41. (Currently Amended) The data carrier 4409) according to claim 24, wherein anyot

clainis-24te-40,-characterized-inthat the data carrier 409}hasa dual interface and can

be operated both contactlessly and with contact.

 

42. (Currently Amended) The data carrier 4409)-according to claim 24, wherein any-of

claims-24-+o39_characterized-inthat the data carrier 408}is configured as a security

module in a device comprising communication meansfor contactless communication,

 

the security module having software means for communicate contactlessly via the
communication means of the device.

43. (Currently Amended) The data carrier 496)-accordingto claim 24, including any-of

claims-244o-42_characterized-by a memory (60}-whichis divided into sectors{$+-3S4),

each of the sectors ($4-S44+-having no more than one of the at least two applications

(0A404,-10B-30810C-306,49D}stored therein in each case.

44. (Currently Amended) The data carrier 409}-according to claim 43, wherein the
communication device is set up to assign additional selection information to each of the

applications of the group; and wherein with-claim—26,—characterized—in—that the

communication device (40}-is set up to assign £S4-FS4}-the at least two applications

(40A-40A:-40B-30B:406-306,40D}the additional selection information in the form of a

virtual sector assignment and to generate communication-readiness signals for the

groups (G4;-G2-G3}of applications, the groups {(64-G2-G3}in each case comprising

-10-
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applicationsG0A-40A,10B-30B,-10C-306,-40D}-with pairwise different virtual sector

assignments{FS1FS4.

45. (Currently Amended) The data carrier 499) according to claim 43, wherein oF44,

characterized-in-that each of the sectors ($4-S+4}-is access-protected separately for

access by a reading device (290}-fo applications 440A-49A,40B8-30B,-106-396,49D}
stored in said sectors.

46. (Currently Amended) The data carrier (4-09}-according to claim 24, wherein any-of
claimas—240-39,characterizedinthat the data carrier G00}-is configured as an

electronic device-in-paricular-as_a-mebileterminat-with a contactless interface for

communication with a reading device 209} and with a plurality of memories, each of the

memories having no more than oneofthe at least two applications (40,-20,39)}stored
therein in each case.

47. (Currently Amended) The data carrier (469}-according to claim 46, wherein

sharacterizedinthat the contactless interface is configured as an NFCinterface and the

data carrier 496}is set up to be operated in the passive mode for communication with a

reading device-209}.

48. (Currently Amended) The data carrier 4-00)-according to claim 46-er-47, wherein

sharacterized-inthatthe memories are formed on chip cards, in particular (U)SIM

mobile communication cards, secure digital memory cards or EMV paymentcards,

integrated into the data carrier-4409).

-11-
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REMARKS

Examination of the application as-amended is respectfully requested.
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Telephone: (703) 683-0500
Facsimile: (703) 683-1080

Date: December 12, 2008
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Data carrier and method for contactless communication between the
 

data carrier and a reading device

[0001] The present inventionrelates to a method for contactless communication of

at least two applications stored on a commonportable data carrier with a reading de-

vice, and to an accordingly set up data carrier. A data carrier according to the inven-

tion may be e.g. a contactlessly communicating chip card, a contactlessly communicat-

ing label, a contactlessly communicating identification document, a security module

SAM(secure application module) equipped for contactless communication, or an elec-

tronic device, such as a mobile terminal with an NFC interface, equipped for contact-

less communication.

{0002} In the priorart (e.g. Finkenzeller, Klaus: RFID-Handbuch, Munich, 2002)

there are described various contactlessly communicating data carriers, for example

chip cards and RFID transponders (radio frequency identification transponders), e.g.

according to the standard ISO/IEC 14443. These are so-called proximity coupling chip

cards, which are frequently used in the application field of ticketing, that is, as public

transport tickets for example. The energy supply to the data carrier is normally ef-

fected here by the magnetic alternating field of a reading device. The range of sucha

data carrier is approx. 7 to 15 cm. The inventionis notrestricted to transponderchip

cards with such short ranges, however, but can also be used in connection with other

contactlessly communicating data carriers with other ranges and/or according to other

standards. It is fundamentally also possible to use data carriers with their own energy

SQUTCE.

{8003] When such a data carrier is brought into the response field of a reading de-

vice, thereby commencingits energy supply and putting it in an operational mode,it

can receive a search signal emitted cyclically by the reading device and indicate its

communication readiness to the reading device by means of a first response signal. As

soon as the reading device has received this signal it starts a selection process using a

so-called anti-collision method in orderto specifically select one data carrier for fur-

ther communication whena plurality of communication-ready data carriers are located

in the response field of the reading device at the same time. However, there are also
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reading devices that communicate via proprietary, nonstandard communications proto-

cols and do not support any anti-collision methods.

[0004] The selection ofa data carrier is effected in the case ofan anti-collision

method on the basis of a unique identification numberof the data carrier, for example

a UID (uniqueidentifier), a PUPI (pseudo-unique PICC identifier, PICC = proximity

ICC, ICC = integrated circuit card) orthe like. For data carriers according to ISO/IEC

14443 it further holds that a data carrier selected for communication is addressable

during communicationvia a unique session number(session-ID, CID) allocated dy-

namically by the reading device. In this state such a data carrier no longer responds to

the aforementioned searchsignals still emitted by the reading device. In this way the

reading device can select further data carriers located in the responsefield via their

unique identification nunvbers and also assign them unique session numbers in turn,

According to ISO/IEC 14443, up to 16 data carriers can in this way be selected for

communication at the same time and addressed accordingly via 16 different session

numbers. A command emitted by the reading device and addressed by means of the

session numberis then always processed only by the data carrier to whichsaid session

number was assigned.

[0005]=Further, it is knownthat a plurality of applications can be located ona port-

able data carrier at the same time andthat the corresponding application processes can

be executed concurrently whenan operating system providing the necessary mecha-

nisms is set up onthe data carrier. Concurrent execution of processes meansthat the

latter are executed quasi at the same time by repeatedly toggling betweendifferent

processes. Toggling betweendifferent processes means that said processes are sup-

plied to the processoralternatingly to obtain actual computing time. An application

process designates an application that is undergoing execution. In the context of this

invention, both an application and the associated application process will hereinafter

always be designated as an application.

[0006]=‘It is possible to address a plurality of different concurrent applications, for

example via their application identifiers AIDs, via different logical channels. Logical

channels make it possible to set a plurality of virtual channels in parallel via a single
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interface by the corresponding communications protocols being so designed that the

addressed logical channel is also coded. In this way a plurality of applications on the

data carrier can thus be addressed in parallel via the application identifier by specifica-

tion of the particular channel to be used.

[0007] The currently common protocols and the coding of the data to be transferred

(APDU,application protocol data unit, a form of data transfer based on a com-

mand/response scheme) allow up to four logical channels which are coded by means

of two special bits. However, the data carrier's responses generated upon a command

received from outside the data carrier no longer contain any information aboutthe

logical channel. This has the consequence that external applications desiring to com-

municate with a plurality of concurrent applications on a data carrier must be synchro-

nized with each other, since an external application cannot decide by the response of

an application ofthe data carrier whetherit is the response expected byit oris in-

tended for another external application.

[0008] The management of logical channels is very elaborate for an operating sys-

tem of the data carrier and requires a great amount of memory,all the more so if com-

munication has to take place undersecure conditions, i.e. the data belonging to an ap-

plication are transferred in encrypted form and are protected in general against spying

by other applications.

[0009] Problems also occur in cases where a plurality of possibly proprietary appli-

cations that were hitherto each stored as the only application on a separate data carrier

are now to be integrated on a commondata carrier configured as a multiapplication

data carrier. In addition to the above-described difficulties in parallel communication,

collisions can take place in the data structures, because the different applications have

for example hitherto identified different contents on different data carriers by identical

file identifiers FTDs that now identify only one file on the commondata carrier. It also

happens that applications from different data carriers are to be integrated that are sub-

ject to different restrictions in the communications parameters, such as the block

length of transferable blocks.
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{0010} ‘It is the object of the present invention to specify a method permitting con-

tactless communicationof a plurality of mutually uncoordinated applications of a port-

able data carrier with a reading device, as well as an accordingly set up data carrier.

[0011] This object is achieved by a method and data carrier having the features of

the independent claims. Advantageous embodiments and developments are stated in

dependentclaims.

[0012] The present inventive method is based onthe idea that, for at least two ap-

plications located on a portable, contactlessly communicating data carrier that are

ready to communicate with a reading device,a first communication-readiness signal to

the reading device is generated fora first of the at least two applications, the signal

comprising a first identification numberassignedto the first of the at least two applica-

tions and indicating to the reading device the communication readiness of said first

application, and a second communication-readiness signal to the reading device is

generated for a second ofthe at least two applications, the second signal comprising a

second identification numberdifferent fromthe first identification number, whichis

assigned to the secondapplication and indicates to the reading device the communica-

tion readiness of said second application. These steps ate carried out by an accordingly

set up communication device on the data carrier.

[0013] The identification numbers performthe role played in the priorart by the

identification number (UID, PUPI andthe like) assigned to the data carrier. The read-

ing device can thus address one application ofa plurality of applications located on a

data carrier selectively and independently of the data carrier via the identification

number. A customary reading device has the impression of communicating with dif-

ferent data carriers.

[0014} In this connectionit is also possible that the communication-readinesssig-

nals are generated in each case for groups of applications and indicate to the reading

device the communication readiness ofeachof the corresponding applications of the

particular group. All applications in such a group are assigned the same identification

numberhere. It is possible to assign each of the applications in a group additional se-
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lection mformation which permits the applications within a group to be distinguished.

In this way the applications can be arranged in a hierarchical manner.

[0015] When the communication of an application with a reading device is spoken

of hereinafter, this will always mean the communication taking place via a communi-

cation device of the data carrier, whereby the reading device selectively addresses said

application and the data directed to the application are passed on to said applicationvia

the communication device ofthe data carrier. This holds in particular also when the

data carrier has further communication-ready applications located thereon, or applica-

tions that are already communicating with the reading device or have already been

suspended bythe reading device after completion of communication.

(0016] The signals from the data carrier generated forthe applications can be e.g.

periodically emitted signals or specific response signals to search signals emitted by

the reading device. The reading device can thus recognize which communication-

ready applications are located in its response field even when they are stored on a

common data carrier.

jo017} A toggle functionality present on the data carrier can toggle between differ-

ent applications executed on the data carrier concurrently. In this way a plurality of

applications can be engaged in communication with the reading device quasi simulta-

neously, whereby the toggling between said applications permits parallel communica-

tion thereof with the reading device via the communication device. However, the

communication also can take place consecutively rather than in parallel, adapted to the

abilities of the reading device.

[0018] The aforementioned restrictions in connection with the use of logical chan-

nels cease to exist. It is possible for more than four applications to communicate with

the reading device in parallel. The communication device ensures that all data that are

sent to the data carrier by the reading device are processed only by the addressed ap-

plication. It ensures in particularthat all data emitted to the reading device by the data

carrier are so constituted that the reading device can assign them uniquely to one ap-

plication.
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[0019] Finally, there results the advantage that a plurality ofapplications canbe in-

tegrated on a commondata carrier independently ofeach other and without having to

be mutually coordinated, since toggling between the applications allows eachofthe

applications to have its own data structures, for example a file system, and its own

software means, such as program code only used byit. Collisions with further applica-

tions regarding these resources are thus ruled out.

[0020] The toggle functionality can be configured as part of the operating system.

The toggle between different applications can be effected e.g. by branching. In branch-

ing, a so-called parent process starts a new process, the child process, Both processes,

parent and child, use the same system resources, such as working memory. A toggle

can, on the other hand, e.g. also be effected by a context switch by meansofa dis-

patcher. Here, the particular process currently assigned to the processoris givenits

own context which comprises for example areas in the main memory and systemvari-

ables.

[0021] The reading device selects an application for further communication by

means of the identification numberassigned to the application, The additional selec-

tion information optionally assigned to the application can also be used for selection

by the reading device. An application selected for further communicationis then as-

signed a session number dynamically by the reading device. Via said session number

the application can be addressed uniquely during communication with the reading de-

vice. Upon addressing, the session numberis so linked in the data carrier by the com-

munication device with the identification numberassigned to the application and op-

tionally the additional selection information that the correct application is always ad-

dressed upon communication. Whenan application has been selected for further com-

munication by the reading device, said communication takes place subsequently with-

out requiring any further steps. An application selected for further comniunication by

the reading device is thus then engaged in communication with the reading device.

[0022] According to the method, the data carrier generates communication-

readiness signals for one or more applications located on the data carrier that have not

yet been selected for further communication bythe reading device even when one or
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more other applications have already been selected for further communication by the

reading device and the communication with said other applications is not yet com-

pleted. This is preferably also the case after one or more other applications haveal-

ready been suspendedbythe reading device after completion of communication. A

furtheractivity of the application suspended by the reading device onthe data carrier,

separately from the communication with the reading device,is still possible.

{0023} While according to the priorart a data carrier engaged in communication

does not respond to search signals and a suspended data carrier either must first be re-

moved from the response field of the reading device and be brought backinto it to be

commiunication-ready again, or is reset by a RESETsignal from the reading device, a

reading device can establish contact with all communication-ready applications of the

inventive data carrier at any time.

[0024] The communication device controls the total communication between the

applications and the reading device and always knows the communicationstatus of

each application: communication-ready or selected by the reading device forfurther

communication and thus communicating with the reading device or suspended by the

reading device after completion of communication.

[0025] The data carrier informsthe reading device preferably by means of collision

signals that communication-ready applications that have not yet been selected for fur-

ther communication are present in the response field. Said signals, which are emitted

during executionof the collision algorithm, can take the form for example of simulated

collisions betweena plurality of applications. The reading device will then emit search

signals in paralle] with the communication with other applications and/orafter the end

of communication in orderto establish contact with the applications not yet selected

for communication.

[0026] The communication device of the data carrier can preferably recognize by

the responses of the reading device to emitted communication-readiness signals

whether the reading device is able to resolve a collision between a plurality of applica-

tions. In this connection a termination of communication by the reading device in case

more than one data carrier is located in the response field of the reading device can
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also be interpreted as a response of the reading device.If the data carrier recognizes,

for example, that the reading device can always process only one applicationinits re-

sponse field, the emission offurther communication-readiness signals can be adapted

thereto. The data carrier thereafter emits a communication-readiness signal for an ap-

plication only when the reading device has completed communication with another

application.

[0027] The method preferably stores in a nonvolatile memory, by means ofthe

communication device, information about which of the applications was last selected

for further communication by the reading device. This makes it possible to ascertain

upon reactivation of the data carrier, for example after an interruption of the energy

supply, which application last communicated with the reading device, to then generate

a communication-readiness signal first for an application different therefrom, in order

e.g. to prevent the same application [from always being servedfirst and other applica-

tions from possibly having to put up with long waiting periods or not being executed at

all.

j0028] The method can therefore be so designed that the reading device can com-

municate with a plurality of applications in parallel. The identification numbersas-

signed to the applications are preferably so selected here that the reading device inter-

prets themlike identification numbers of different data carriers. The inventive method

can then be carried out with reading devices according to the pricr art without any

problems.

[0029] In the case ofreading devices expecting to communicate with MIFARE

memory cards with memories organized in sectors and applications each firmly as-

signed to one ofthe sectors, it is possible to use the additional selection information as

sector information. Use of the sector information produces a virtual sector assignment

of the individual applications that corresponds to that ofa MIFARE memory card. In

this way it is possible to emulate a MIFARE memory card by means of a modern data

cartier, by a memory of the data carrier appearing to the reading device as a sectored

memory by means ofthe sector information. It is preferably not recognizable to the
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reading device whether a genuine MIFARE memory card 1s physically present or

whether an inventive emulated MIFARE memory cardis involved.

[0030] Each sector of such an emulated MIFAREcard has exactly one application

stored therein. Each individual sectoris preferably access-protected separately fora

reading device accessing it, usually by a pair of keys assigned to the sector. It is thus

also possible for those applications to be stored executably on a data carrier that were

assigned to corresponding fixed sectors on different original MIFARE memory cards.

Those applications that were assignedto originally different fixed sectors are prefera-

bly then combined into groups with a commonidentification number. The reading de-

vice accordingly interprets a thus configured data carrier as a multiplicity of MIFARE

memory cards, whereby each of said MIFARE memory cards comprises exactly one

group of applications that reside in pairwise different sectors. In this way the reading

device canfirst select via the identification numbera group of applications that corre-

sponde.g. to the applications of a single original MIFARE memory card. Thereaftera

special application which was e.g. originally firmly assigned to the sector 1 can be se-

lected on the basis of the additional selection information in the formof the virtual

sector assignment.

[0031] The inventive data carrier can be configured in general as a contactlessly

communicating chip card, contactlessly communicating label or contactlessly commu-

nicating identification document. Further, it is possible that the data carrieris config-

ured as a security module SAM(secure application module) in a device set up for con-

tactless data transmission, the security module having software means for communi-

cating contactlessly by meansof a suitable interface with the help of the device. A

SAM is a component secured both mechanically and by software means whichserves

to store secret data and to execute cryptoalgorithms.

[0032] Further, an electronic device, in particular a mobile terminal, with a contact-

less interface for communication with a reading device and with a plurality of access-

protected memoryareas on different storage media of the device can also be designed

as an inventive data carrier. Each of the memory areas has an application stored

therein. The memory areas are preferably formed on one or more storage media, in
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particular secure chip cards, which are integrated into the mobile terminal. These may

be for example (U)SIM mobile communication cards, SD cards (secure digital mem-

ory cards) or EMV payment cards. EMV designates a specification for payment cards

and is derived from "Europay", "MasterCard", and "Visa". By means of the inventive

method it is then possible that the reading device communicates with each ofthe ap-

plications on the different secure chip cards via the contactless interface of the mobile

terminal. The contactless interface is preferably configured as an NFC interface ("near

field communication"). This permits a so-called "secure NFC" with a device in the role

ofa passive communication partner and with a plurality of applications stored thereon.

{0033} The invention will hereinafter be explained by way of example with refer-

ence to the accompanying drawings, Therein are shown:

Figure 1 a schematic representation of a first embodiment of an inventive data car-

rier;

Figure 2. a flow chart of a sequence ofactivities in a first embodimentofthe inven-

tive method;

Figure 3 a flow chart of a sequenceofactivities in a second embodimentofthe in-

ventive method; and

Figure 4 aschematic representation of a second embodiment of an inventive data

carrier.

[0034] Different embodiments of the invention will hereinafter be presented in more

detail. Figure 1 shows schematically a first embodiment of an inventive data carrier

100 and a reading device 200. The data carrier 100 has at least two applications 10, 20,

30 located thereon. The data carrier 100 comprises a communication device 70 and a

toggling device 50 that is set up to toggle betweenthe different applications 10, 20, 30.

Eachof the applications 10, 20, 30 is assigned an identification number UID1, UID2,

UIDn. Theidentification numbers UID1, UID2, UIDn are managed by the communi-

cation device 70. When the reading device 200 enters into communication with one or

more of the applications 10, 20, 30 of the data carrier 100, the reading device can se~
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lect themfor further communication via the identification numbers UID1, UID2, UIDn

and address them in the further course of communication by means of session numbers

CID1, CID2, CIDnallocated dynamically by it. Said session numbers CID1, CTD2,

CIDn can be linked by the communication device 70 with the identification numbers

of the particular applications addressed. All communication between the applications

10, 20, 30 of the data carrier 100 with the reading device 200 takes place via the com-

munication device 70, it being possible to toggle betweenthe applications 10, 20, 30

by means of the toggling device 50.

[0035] Figure 2 shows a flow chart of a sequence of activities in a first embodiment

ofthe inventive method. The numbers designate individual methodsteps and states of

individual components. When the inventive data carrier 100, which at the onset is in

the non-operational state 0, passes into the responsefield ofa reading device 200,it

becomes operational 1000 and receives a search signal 300 from the reading device

200. The communication device 70 of the data carrier 100 generates fora first applica-

tion 10 a communication-readiness signal which comprises the identification number

UID1 assigned to the application 10, 1010. Said signal is emitted by the data carrier,

and the application 10 is selected for further communication by the reading device 200

in the course of the selection process 400 by means ofan anti-collision method.

{0036} While or before the reading device 200 communicates with the application

10 of the data carrier 100, 2010, which it addresses via the session number CID1, 510,

it emits further search signals 300, and the communication device 70 of the data carrier

100 generates for a second application 20 a communication-readiness signal compris-

ing the identification number UID2, 1020, and the application 20 is selected for further

communication by the reading device 200 in the course of the selection process 400.

The reading device 200 is now engaged in communication with the two applications

10 and 20 in parallel, 2010, 2020, which are addressed via the session numbers CID 1,

510, and CID2, 520.

[0037], The establishment of communication of the reading device 200 with the ap-

plication 30 follows analogously by a search signal 300, a communication-readiness

signal generated by the communication device 70, 1030, a selection step 400, so that
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the reading device 200 is finally communicating in parallel with the three applications

10, 20, 30, 510, 520, 530, addressed via the session numbers CID1, CID2, C{Dn,

2010, 2020, 2030. As indicated, the method can continue with further applications in

the same manner.

[0038] To the reading device 200 the different applications ofthe inventive data

carrier 100 appearto be a collection of different data carriers according to the priorart.

[0039] Figure 3 shows a flow chart of a sequence ofactivities in a second embodi-

ment of the inventive method. The numbers designate, as in Figure 2, individual

methodsteps and states of individual components. The chiefdifference compared to

the embodiment shownin Figure 2 is that in the present example the reading device

does not communicate with a plurality of applications by means of different session

numbers at the sametime, but with different applications in succession.

[0040] Steps andstates that are the same as those in Figure 2 are designated the

same way and will not be explained again. After emission of a search signal 300 by the

reading device 200, the communication device 70 of the data carrier 100 generates for

a first application 10 a communication-readiness signal which comprises the identifi-

cation number UID1 assigned to the application 1010, and the application10 is se-

lected for further communication by the reading device 200 in the course of the selec-

tion process 400 by means of an anti-collision method. The reading device 200 is

communicating 2000 with the application 10, 610, and completes this communication

before it emits new search signals. Therebefore the application 10 must be suspended

700, for example by means of a DESELECT command, whereby the inventive data

carrier still remains operational 1000 and can thus respond to the next searchsignal

300 fromthe reading device 200 with a communication-readiness signal gencrated for

a second application 20 and comprising the identification number UID2assigned to

the application 20. An analogous process can new follow sequentially forall applica-

tions located on the data carrier. Figure 3 also shows the communication of the reading

device with the applications 20 and 30, 620, 630.

[8041] The data carrier 100 is preferably set up to recognize whether the reading

device 200 is able to handle a plurality of communication-ready applications located in
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its response field and to resolve any collisions occurring. The data carrier 100 evalu-

ates for this purpose e.g. the response ofthe reading device 200 to communication-

readiness signals emitted in parallel, and thereby recognizes the abilities of the reading

device 200 for collision handling. A termination of communication by the reading de-

vice 200 can also be considered a response, if for example a reading device 200is in-

volved that can fundamentally process only one data carrierin its responsefield. Ifa

plurality of data carriers are then located in the response field, the reading device ter-

minates all communication with a data carrier. The data carrier 100 can thus for exam-

ple toggle from a method accordingto the first embodiment to a method according to

the second embodiment if the reading device 200 is not able to resolve collisions.

[0042] The inventive data carrier 100 possesses a further possibility for indicating

to the reading device 200 that communication-ready applications are located in the

response field, by the communication device 70 being able to emit signals during the

course of an anti-collision method 400 that simulate the collision of at least two data

carriers for the reading device 200. The reading device 200 will thentry to establish

contact with such applications at a later time. The signal or data pattern emitted for

simulating a collision may be e.g. a code violation (e.g. ISO 14443 type A: Manchester

code with simultaneous sending of a "0" and a "1") or a checksumerror. In the case of

anti-collision methods with several time slots (c.g. ISO 14443 type B: slotted Aloha

method) the different identification numbers UID1, UTD2, UIDnofthe applications

10, 20, 30 located on the data carrier can be emitted in different time slots to simulate

the presence ofcorresponding data carriers for the reading device 200.

[0043] Forthe reading device 200 there is also the possibility of briefly switching

off the magnetic field to then, if data carriers without their own energy supply are in-

volved, after their restart (power-on reset) select a new data carrier in the response

field. According to the invention, the communication device 70 of the data carrier 100

can be set up to store in a nonvolatile memory of the data carrier 100 information

about whichof the applications 10, 20, 30 last communicated with the reading device

200, which of the applications 10, 20, 30 already completed active communication

with the reading device 200, and the like. With the help of such informationit is then

possible e.g. to generate a communication-readinesssignal first for an application 10,
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20, 30 that did not communicate with the reading device 200 last, in ordere.g. to pre-

vent the same application 10, 20, 30 from always being servedfirst and other applica-

tions 10, 20, 30 from possibly having to put up with long waiting periods ornot being

executed at all. It is also possible, however, to first generate a communication-

readiness signal for that application 10, 20, 30 with which the reading device 200 ac-

tively communicatedlast, in order for example to bring to an end a data communica-

tion that was commenced but not completed.

[0044] Figure 4 shows a second embodiment of an inventive data carrier 100 that

can emulate one or more MIFARE memory cards MA, MB, MC, MD. MIFARE

memory cards MA-MD possess a memory divided into the sectors FS1, FS2, FS3,

FS4, each sector FS1-FS4 having no more than one application stored therein. Each

sector FS1-FS4 is protected against unauthorized accesses separately by its own key

pair, i.e. only a reading device 200 possessing the corresponding keys of a sector FS1-

FS4 can access the corresponding sector FS1-FS4 and the data stored therein.It is

usual that special applications on MIFARE memory cards MA-MDare assigned fixed

sectors FS1-FS4. The applications are designated in Fig. 4 10A-40A, 10B-30B, 10C-

30C, 40D, the added letter A, B, C, D designating the original memory card MA, MB,

MC, MD from whichthe particular application 10A-40A, 10B-30B, 10C-30C, 40D

was transferred to the data carrier 100. Thus, e.g. the application 30B is assigned to the

sector FS3 ofthe memory card MB.

[0045] A reading device 200 expecting such a card MA-MDwill accordingly only

read out that sector FS1-FS4ofthe memory card MA-MDin whichit is looking for

the corresponding application 10A-40A, 10B-30B, 10C-30C, 40D.If an application

10A-40A, 10B-30B, 10C-30C, 40D is stored on a card MA-MD),but in a sector GS1,

GS2, GS3 different from that intended by the reading device 200, said application

10A-40A, 10B-30B, 10C-30C, 40D cannot be found by the reading device 200. For a

data carrier 100 to be able to emulate a plurality of MIFARE memory cards MA-MD

orat least a plurality of applications 1OA-40A, 10B-30B, LOC-30C, 40D of MIFARE

memory cards MA-MDthat are assigned to the same fixed sector FS1-FS4, the inven-

tive method can be used in different variants which will be described hereinafter.
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[0046] The data carrier 100 comprises for this purpose a sectored memory 60 which

is constructed fundamentally like a memory of a MIFARE memory card MA-MD), In

each sector S1-S11 there is stored no more than oneofthe original MIFARE applica-

tions LOA-40A, 10B-30B, 10C-30C, 40D. In an efficient first variant, whichis ilhus-

trated in Figure 4, there is not necessarily a separate identification number UID1-UID3

generated for each application 10A-40A, 10B-30B, 10C-30C, 40D.It instead suffices

if those applications 10A-10C; 20A-20C; 30A-30C; 40A, 40D that were originally

assigned to the samefixed sector FS1-FS4 are each given different identification num-

bers UID1-UID3.

[0047] The applications 10A-40A, 10B-30B, 10C-30C, 40D stored in the sectors

S1-S11 of the data carrier 100 are divided up into groups G1-G3 each containing only

those applications 10A-40A; 10B-30B; 10C-30C, 40D that were originally assigned to

pairwise different fixed sectors FS1-FS4. Each of said groups G1-G3 is assignedits

ownidentification number UID1-UID3, and each application 10A-40A, 10B-30B,

10C-30C, 40D within such a group G1-G3is assigned as additional selection informa-

tion the originally assigned fixed sector FS1-FS4, 1OA(FS1)-40A(FS4), 1OB(FS1)-

30B(FS3), LOC(FS1)-30C(FS3), 40D(FS4). Said thus assigned selection information

generates a virtual sector assignment corresponding to that of an emulated MIFARE

memory card.

[0048] The communication device 70 now generates communication-readiness sig-

nals for said groups G1-G3 ofapplications 10A-40A; 10B-30B; 10C-30C, 40D, the

communication-readiness signal indicating a communication readiness of each indi-

vidual one ofthe applications 1OA-40A, 10B-30B, 10C-30C, 40D. The reading device

200 can select such a group G1-G3of applications 1OA-40A; 10B-30B; 10C-30C, 40D

for communication via the identification number UID1-UID3.The group in question

appears to the reading device 200 to be an original MIFARE memory card MA-MD.

Via the additional selection information FS1-FS4 the reading device 200 can thense-

lect from the group G1-G3 the corresponding application 1OA-40A, 10B-30B, 10C-

30C, 40D corresponding to that sector assignment GS1-GS3 containing the desired

application. The selection information FS1-FS4 in the form ofthe virtual sectoras-

signmentappears to the reading device 200 to be a fixed sector assignmentof an ap-
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plication on an original MIFARE memorycard.In this variant of the method for emu-

latng MIFARE memorycardsit is possible for the reading device 200 to accessall

applications 10A-10C; 20A-20C; 30A-30C; 40A, 40D stored on the data carrier 100

that were originally assigned to the same fixed sector FS1-FS4, independently oftheir

actual sector position S1-S11 on the data carrier 100.

[0049]=In a second, simpler variant (not shown), each application 10A-40A, 10B-

30B, 10€C-30C, 40D is assigned its own identification number UID1-UID3. In this way

the data carrier 100 appears to a reading device 200 to be a multiplicity of MIFARE

memory cards MA-MDthat all contain only one application 1OA-40A, 10B-30B, 10C-

30C, 40D in each case. The information about which sector FS1-FS4 the particular

application 10A-40A, 1OB-30B, 10C-30C, 40D was originally assigned to can in turn

be stored in the additional selection information assigned to said application 10A-40A,

10B-30B, 10C-30C, 40D.

{[0050] The communication device 70 of the data carrier 100 thus generates com-

munication-readiness signals forall applications 1OA-40A, 10B-30B, 1O0C-30C, 40D

with different identification numbers UID1-UID3 in each case. The reading device 200

can then select and execute an application LOA-40A, 10B-30B, 10C-30C, 40D via the

correspondingidentification number UID1-UID3, provided that the sector assignment

FS1-FS4 stored in the additional selection information matches the sector assignment

GS1-GS3 desired by the reading device 200. The reading device 200 canin this way

separately access each of the applications 10A-40A, 10B-30B, 10C-30C, 40D stored

on the data carrier 100. Different applications 1OA-10C; 20A-20C; 30A-30C; 40A, 4D

that were originally assigned to the same fixed sector FS1-FS4 are now all available to

the reading device 200, independently of their actual sector position S1-S11 on the

data carrier 100. However,it is possible that the reading device 200 selects for com-

munication a large numberof applications 1OA-40A, 10B-30B, 10C-30C, 40D that do

not correspond to the sector assignment GS1-GS3 desired by the reading device 200,

since each application 10A-40A, 10B-30B, 10C-30C, 40D has been assigned its own

identification number UID1-UID3. However, this increases the total communication

effort betweenthe reading device 200 and the applications 1OA-40A, 10B-30B, 10C-
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30C, 40D onthe data carrier 100, so that the method described as the first variantis

generally to be preferred if an efficient data interchangeis desired.

[0051] Ina third embodiment (not shown), an electronic device, in particular a mo-

bile terminal, can be configured as the data carrier 100 for communication with a read-

ing device 200. The mobile terminal comprises for this purpose a contactless interface,

for example an NFC interface. For communication with the reading device 200 the

mobile terminal performs the role of the passive communicationpartner("slave")

while the reading device 200 functions as the active communication partner("mas-

ter"). The applications 10, 20, 30 present on the data carrier 100 are each stored in

separate memory areas of the data carrier 100, preferably one application 10, 20, 30

per memory area.

[0052] The memory areas are located on a plurality of secure chip cards, e.g.

(U)SIM mobile communication cards, SD cards, EMV payment cards or the like, inte-

grated in the mobile terminal. This protects the corresponding applications 10, 20, 30

and the data generated thereby from unauthorized access. The communication device

70 of the mobile terminal controls the communication of the applications 10, 20, 30 on

the chip cards with the reading device 200 via the contactless interface. This permits a

so-called "secure NFC" betweena reading device 200 and a plurality of applications

10, 20, 30 stored securely on a data carrier 100.
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Claims

A method for contactless communicationof a reading device (200) withat least

two communication-ready applications (10, 20, 30) located on a portable data

carrier (100), characterized by the steps of:

- generating a first communication-readiness signal to the reading device

(200) fora first of the at least two applications (10, 20, 30), the communication-

readiness signal comprising a first identification number (UID 1) whichis as-

signedto the first ofthe at least two applications (10, 20, 30) and indicates to the

reading device (200) the communication readiness of said first application, and

- generating a second communication-readiness signai to the reading device

(200) for a second ofthe at least two applications (10, 20, 30), the second com-

munication-readiness signal comprising a second identification number(U1ID2)

different from the first identification number (UID1), which is assigned to said

second application and indicates to the reading device (200) the communication

readiness of said second application.

The method according to claim 1, characterized in that the first communication-

readiness signal is generated fora first group (G1) of applications (1OA-40A)

comprising the first application, and the first identification number (UID1) is as-

signed to each of the applications (10A-40A)in the first group (G1), andthe sec-

ond communication-readiness signal is generated for a second group (G2) ofap-

plications (10B-30B) comprising the second application, and the second identifi-

cation number (UID?2)is assigned to cach of the applications (10B-308B)in the

second group (G2), the first communication-readiness signal indicating to the

reading device (200) the communication readiness ofeach ofthe applications

(10A-40A)ofthe first group (G1), and the second communication-readiness sig-

nal indicating to the reading device (200) the communication readiness of each of

the applications (10B-30B) of the second group (G2).

The method according to claim 2, characterized in that each of the applications

(10A-40A) ofthe first group (G1) and/or each of the applications (10B-30B) of

the second group (G2)is assigned additional selection information in each case.
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‘The method according to any ofclaims 1 to 3, characterized in that the reading

device (200) emits search signals, the signals generated for the applications (10,

20, 30) being response signals to the searchsignals.

The method according to any of claims 1 to 4, characterized by the further step of

toggling betweenthe applications (10, 20, 30) for communication ofthe applica-

tion (10, 20, 30) with a reading device (200).

The method according to claim 5, characterized in that toggling is effected by

branching or by context switching.

The method according to any of claims | to 6, characterized in that the reading

device (200) selects for further communication one or more ofthe at least two

applications (10, 20, 30) via the identification numbers (UID1-UIDn)assigned to

the applications (10, 20, 30).

The method according to claim 7 with claim 3, characterized in that the reading

device (200) selects for further communication one or more ofthe atleast two

applications (10A-40A, 10B-30B, 10C-30C, 40D)via the identification numbers

(UID1-UID3) assigned to the applications (1OA-40A, 10B-30B, LOC-30C, 40D)

and via the additional selection information assigned to the applications (10A-

404A, 10B-30B, 10C-30C, 40D).

The method according to claim 7 or 8, characterized in that for one or more of

the at least two applications (10, 20, 30) that have not yet been selected for fur-

ther communication by the reading device (200), the communication-readiness

signal is generated while the communication with one or more others of the at

least two applications (10, 20, 30) that have been selected for further communi-

cation by the reading device (200) is not yet completed.

The method according to any of claims 7 to 9, characterized in that for one or

more of the at least two applications (10, 20, 30) that have not yet been selected

for further communication by the reading device (200), the communication-

readiness signal is generated after one or more others of the at least two applica-
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tions (10, 20, 30) have been suspendedafter completion of communication with

the reading device (200).

The method according to any of claims 7 to 10, characterized in that the data car-

rier (100) informs the reading device (200) by meansofcollision signals that one

or more ofthe at least two applications (10, 20,30) that have not yet beense-

lected for further communication by the reading device (200) are present by sig-

nals being sent that simulate a collision betweena plurality of applications (10,

20, 30).

The method according to any of claims 7 to 10, characterized in that the data car-

rier (100) informs the reading device (200) by means ofan allocation ofone or

more time slots that one or more ofthe at least two applications (10, 20, 30) that

have not yet been selected for further communication by the reading device (200)

are present.

The method according to any of claims 7 to 12, characterized by the furtherstep

of storing information in a nonvolatile memory of the data carrier (100) about

whichof the at least two applications (10, 20, 30) was last selected for further

communication by the reading device (200).

The method according to any ofclaims 7 to 12, characterized by the furtherstep

ofstoring information in a nonvolatile memory of the data carrier (100) about

which ofthe at least two applications (10, 20, 30) has already completed active

communication with the reading device (200).

The method according to claim 13 or 14, characterized in that upon new commu-

nication of the reading device (200) with the data carrier (100), a communica-

tion-readiness signal is emitted first for one of the at least two applications (10,

20, 30) that is different from the application (10, 20, 30) designated by the stored

information.

The methodaccording to claim 13 or 14, characterized in that upon new commu-

nication ofthe reading device (200) with the data carrier (100), a communica-
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tion-readiness signal is emitted first for the application (10, 20, 30) with which

active communication was effected last.

The method according to any of claims 7 to 16, characterized in that the reading

device (200) addresses an application (10, 20, 30) selected for further communi-

cation via a dynamically allocated session number (CID1-CIDn).

The method according to claim 17, characterized in that upon addressing, the

session number (CID 1-CIDn)is linked on the data carrier (100) with the identifi-

cation number (UID1-UIDn) assigned to the application (10, 20, 30).

The method according to claim 18 with claim 3, characterized in that uponad-

dressing, the session number(CID 1-CID3)is linked onthe data carrier (100) ad-

ditionally with the additional selection information assigned to the application

(10A-40A, 10B-30B, 10C-30C, 40D).

The method according to any of claims | to 19, characterized in that the data car-

rier (100) recognizes by a response of the reading device (200) to communica-

tion-readiness signals emitted by the data carrier (100) whether the reading de-

vice (200) is set up to resolve a collision betweena plurality of applications (10,

20, 30).

The method according to any of claims 1 to 20, characterized in that the reading

device (200) communicates with a plurality of the at least two applications (10,

20, 30) in parallel.

The method according to any ofclaims 1 to 21, characterized in that the reading

device (200) interprets the identification numbers (UID1-UIDn)as identification

numbers of different data carriers.

The method according to claim 22 with claim 3, characterized in that the data

catrier (100) generates the additional selection information as a virtual sectoras-

signment (FS1-FS4) and the reading device (200) interprets the additional selec-

tion information as a sector assignment (FS1-FS4) of a memoryarea of one of
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the different data carriers (MA-MD), whereas the different data carriers (MA-

MD) may be emulated data carriers (MA-MD).

A contactlessly communicating portable data carrier (100), comprising at least

two applications (10, 20, 30) stored thereon and a communication device (70) for

controlling communication between a reading device (200) and the at least two

applications (10, 20, 30), characterized in that the communication device (70) is

set up to generate commnunication-readiness signals to the reading device (200)

whichin each case indicate to the reading device (200) a communication readi-

ness for one of the applications (10, 20, 30) and comprise an identification num-

berassigned to the corresponding communication-readiness application (10, 20,

30).

The data carrier (100) according to claim 24, characterized in that the communi-

cation device (70) is set up to generate communication-readiness signals to the

reading device (200) whichin cach case indicate to the reading device a commu-

nication readiness of each application (1OA-40A; 10B-30B; 10C-30C, 40D) ofa

group (G1; G2; G3) of applications (10A-40A; 10B-30B; 10C-30C, 40D) com-

prising said application and comprise an identification number (UID1; UID2;

UID3) assigned to each of the applications (1OA-40A, 10B-30B; 10C-30C, 40D)

of the group (G1; G2; G3).

The data carrier according to claim 25, characterized in that the communication

device (70) is set up to assign additional selection information to each ofthe ap-

plications (10A-40A; 10B-30B; 10C-30C, 40D) ofthe group (G1; G2; G3).

The data carrier (100) according to any ofclaims 24 to 26, characterized in that

the communication device (70) is set up to generate the communication-readiness

signals as response signals to search signals received from a reading device

(200).

The data carrier (100) according to any of claims 24 to 27, characterized by a

toggling device (50) whichis set up to toggle between the applications (10, 20,
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30) of the data carrier (100) for communicationof the applications (10, 20, 30)

with a reading device (200).

The data carrier (100) according to claim 28, characterized in that the toggling

device (50) is set up to toggle between the applications (10, 20, 30) of the data

carrier (100) by meansofbranching or context switching.

The data carrier (100) according te any of claims 24 to 29, characterized in that

the communication device (70) is set up to establish the communication between

a reading device (200) and an application (10, 20, 30) addressed by the reading

device (200) via a session number (CID1-CIDn).

The data carrier (1900) according to claim 30, characterized in that the communi-

cation device (70) is set up to link, upon addressing ofthe application (10, 20,

30), the session number (CID1-CIDn) with the identification number (UID 1-

UIDn) assigned to the application (10, 20, 30).

The data carrier (100) according to claim 31 with claim 26, characterized in that

the communication device (70) is set up to link, upon addressing of the applica-

tion (1OA-40A, 10B-30B, 10C-30C, 40D), the session number (CID1-CID3) ad-

ditionally with the additional selection information assigned to the application

(10A-40A, 10B-30B, 10C-30C, 40D).

The data carrier (100) according to any of claims 24 to 32, characterized in that

the communication device (70) is set up to determine those applications (10, 20,

30) amongthe at least two applications (10, 20, 30) that are ready for communi-

cation with a reading device (200).

The data carrier (100) according to claim 33, characterized in that the communi-

cation device (70) is set up to emit communication-readiness signals for one or

more of the at least two applications (10, 20, 30) that are ready for communica-

tion with a reading device (200) and not yet communicating with a reading de-

vice (200) while the communication with one or more others of the at least two

applications (10, 20, 30) is not yet completed.
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The data carrier (100) according to claim 33 or 34, characterized in that the com-

munication device (70) is set up to emit communication-readiness signals for one

or more of the at least two applications (10, 20, 30) that are ready for comnmuni-

cation with a reading device (200) and not yet communicating with a reading de-

vice (200) after one or more others of the at least two applications (10, 20, 30)

have been suspended after completion of communication with a reading device

(200).

The data carrier (100) according to any ofclaims 24 to 35, characterized in that

the communication device (70) is set up to inform the reading device (200) via

collision signals simulating a collision betweena plurality ofapplications

that one or more of the at least two applications (10, 20, 30) located on the data

carrier (100) that have not yet been selected for further communication by the

reading device (200) are present.

The data carrier (100) according to any of claims 24 to 36, characterized in that

the communication device (70) is set up to store information in a nonvolatile

memory of the data carrier (100) about whichof the at least two applications (10,

20, 30) last communicated with a reading device (200).

The data carrier (100) according to claim 37, characterized in that the communi-

cation device (70) is set up to emit, upon new contacting ofa reading device

(200) with the data carrier (100), a communication-readiness signal first for one

of the at Jeast two applications (10, 20, 30) that is different from the application

(10, 20, 30) designated by the stored information.

The data carrier (100) according to any of claims 24 to 38, characterized in that

the communication device (70) is set up to recognize by a response of a reading

device (200) to communication-readiness signals emitted by the communication

device (70) whetherthe reading device (200) is set up to resolve collisions be-

tween a plurality of applications.

The data carrier (100) according to any of claims 24 to 39, characterized in that

the data carrier (100) is configured as a contactlessly communicating chip card,
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contactless]y communicating label, contactiessly communicating identification

document or as a (WJ)SIM mobile communication card.

The data carrier (100) according to any of claims 24 to 40, characterized in that

the data carrier (100) has a dual interface and can be operated both contactilessly

and with contact.

The data carrier (100) according to any of claims 24 to 39, characterized in that

the data carrier (100) is configured as a security module in a device comprising

communication means for contactless communication, the security module hav-

ing software means for communicate contactlessly via the conimunication means

of the device.

The data carrier (100) according to any of claims 24 to 42, characterized by a

memory (60) whichis divided into sectors (S1-S11), each of the sectors (S1-S11)

having no more than one ofthe at least two applications (1OA-40A, 10B-30B,

10C-30C, 40D) stored therein in each case.

The data carrier (100) according to claim 43 withclaim 26, characterized in that

the communication device (70) is set up to assign (FS1-FS4) the at least two ap-

plications (1OA-40A; 10B-30B; 10C-30C, 40D) the additional selection informa-

tion in the form of a virtual sector assignment and to generate communication-

readiness signals for the groups (G1; G2; G3) of applications, the groups (G1;

G2; G3) in each case comprising applications (10A-40A, 1OB-30B, 10C-30C,

40D) with pairwise different virtual sector assignments (FS1-FS4).

The data carrier (100) according to claim 43 or 44, characterized in that each of

the sectors (S1-S11) is access-protected separately for access by a reading device

(200) to applications (1OA-40A, 10B-30B, 10C-30C, 40D) stored in said sectors.

The data carrier (100) according to any of claims 24 to 39, characterized in that

the data carrier (100) is configured as an electronic device, in particular as a mo-

bile terminal, with a contactless interface for communication with a reading de-

vice (200) and with a plurality of memories, each of the memories having no
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more than one ofthe at least two applications (10, 20, 30) stored therein in each

case.

The data carrier (100) according to claim 46, characterized in that the contactless

interface is configured as an NFCinterface and the data carrier (100) is set up to

be operated in the passive mode for communication with a reading device (200).

The data carrier (160) according to claim 46 or 47, characterized in that the

memories are formed on chip cards, in particular (U)SIM mobile communication

cards, secure digital memory cards or EMV paymentcards, integrated into the

data carrier (100).
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Abstract

The present invention relates to a method and an accordingly set up data carrier

for contactless, in particular parallel, communication of a reading device (200) withat

least two communication-ready applications (10, 20, 30) located on a portable data

carnier (100). A first communication-readiness signal is generated for a first applica-

tion (10, 20, 30) and sent to the reading device (200), the signal comprisinga first

identification numberthat is assigned to the first application (10, 20, 30) and indicates

to the reading device (200) the communication readiness ofsaid first application, and a

second communication-readiness signal is generated and sent for a second application

(10, 20, 30), the second signal comprising a second identification numberdifferent

fromthe first identification number, whichis assigned to said second application and

indicates to the reading device (200) the communication readiness of said second ap-

pheation. The identification numbers simulate for the reading device the communica-

tion readiness of a data carrier in each case. The reading device thus has the impres-

sion of communicating with applications of two separate data carriers.
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(57) Abstract: The present invention relates to a method and an appropriately customized data storage medium for contactless,
particularly parallel, communication between a reader (200) and at least two applications (10, 20, 30) on a portable data storage
medium (100) which are ready for communication. In this case, a first communication readiness signal is produced for a first ap-
plication (10, 20, 30) and is sent to the reader (200), the signal comprising a first identification number whichis associated with the
first application (10, 20, 30) and indicates to the reader (200) that this first application is ready for communication, and a second
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(57) Zusammenfassung: Die vorliegende Erfindungbetrifft ein Verfahren und einen entsprechend eingerichteten Datentrager zur
kontaktlosen, insbesondere parallelen, Kommunikation eines Lesegeriits (200) mit zamindest zwei auf einem tragbaren Datentriiger
(100) befindlichen kommunikationsbereiten Applikationen (10, 20, 30). Dabei wird ein erstes Kommunikationsbereitschaftssi gnal
fiir eine erste Applikation (10, 20, 30) erzeugt und an das Lesegeriit (200) gesendet, wobei das Signal eine erste Identifikationsnum-
mer umfasst, die der ersten Applikation (10, 20, 30) zugeordnet ist und dem Lesegerit (200) die Kommunikationsbereitschaft dieser
ersten Applikation anzeigt, und ein zweites Kommunikationsbereitschaftssignal fiir eine zweite Applikation (10, 20, 30) erzeugt und
gesendet, wobei das zweite Signal eine von derersten Identifikationsnummer verschiedene zweite Identifikationsnummer umfasst,
die dieser zweiten Applikation zugeordnetist und dem Lesegeriit (200) die Kommunikationsbereitschaft dieser zweiten Applikation
anzeigt. Die Identifikationsnummerntauschen dabei dem Lesegerit jeweils die Kommunikationsbereitschaft eines Datentragers vor.
Das Lesegeriit hat dadurch den Eindruck, mit Applikationen von zwei separaten Datentrigern zu kommunizieren.
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Datentrager und Verfahren zur kontaktlosen
Kommunikation zwischen dem Datentrager

und einem Lesegerat

Die vorliegende Erfindungbetrifft ein Verfahren zur kontaktlosen Kommu-

nikation von zumindest zwei auf einem gemeinsamen tragbaren Datentrager

gespeicherten Applikationen mit einem Lesegerat und einen entsprechend

eingerichteten Datentrager. Ein Datentrager im Sinneder Erfindung kann
z.B. eine kontaktlos kommunizierende Chipkarte, ein kontaktlos kommuni-

zierendes Label, ein kontaktlos kommunizierendes Ausweisdokument, ein

zur kontaktlosen Kommunikation ausgestattetes Sicherheitsmodul SAM (se-

cure application module) oder ein zur kontaktlosen Kommunikation ausges-

tattetes elektronisches Ger&t, wie z.B. ein Mobilfunkendgerat mit einer NFC-

Schnittstelle, sein.

Im Stand der Technik (z.B. Finkenzeller, Klaus: RFID-Handbuch, Miinchen,

2002) werden verschiedene kontaktlos kommunizierende Datentrager be-

schrieben, beispielsweise Chipkarten und RFID-Transponder(radio frequen-

cy identification transponder), z.B. nach dem Standard ISO/TEC 14443. Dabei

handelt es sich um so genannte Proximity-Coupling-Chipkarten, die haufig
im Anwendungsbereich "Ticketing" Verwendungfinden,also beispielsweise

als Fahrausweis im 6ffentlichen Nahverkehr. Die Energieversorgung des Da-

tentragers erfolgt dabei tiblicherweise durch das magnetische Wechselfeld

eines Lesegerates. Die Reichweite eines solchen Datentragers betragt ca. 7 bis

15 cm. Die Erfindungist aber nicht auf Transponder-Chipkarten mit diesen

kurzen Reichweiten beschrankt, sondern kann auch im Zusammenhang mit

anderen kontaktlos kommunizierenden Datentragern mit anderen Reichwei-
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ten und / oder nach anderen Standards Verwendungfinden.Prinzipiell sind

auch Datentrager mit eigener Energiequelle einsetzbar.

Wird ein solcher Datentrager in das Ansprechfeld eines Lesegerates ge-

bracht, wodurch seine Energieversorgungeinsetzt under in einen betriebs-

bereiten Modusversetzt wird, kann er ein vom Lesegerat zyklisch ausgesen-

detes Suchsignal empfangen und mittels eines ersten Antwortsignals dem

Lesegerat seine Kommunikationsbereitschaft anzeigen. Sobald das Lesegerat
dieses Signal empfangenhat, startet es einen Selektionsprozess mit Hilfe ei-

nes so genannten Antikollisionsverfahrens, um gezielt einen Datentrager zur

weiteren Kommunikation auszuwdahlen, auch wenn sich gleichzeitig eine

Mehrzah! von kommunikationsbereiten Datentragern im Ansprechfeld des

Lesegerats befinden. Es gibt jedoch auch Lesegerate, die tiber proprietare,

nicht standardisierte Kommunikationsprotokolle kommunizieren und keine

Antikollisionsverfahren untersttitzen.

Die Auswahl eines Datentragers erfolgt bei einem Antikollisionsverfahren

anhandeiner eindeutigen Identifikationsnummer des Datentragers, bei-

spielsweise eines UID (unique identifier), eines PUPI (pseudo-unique PICC

identifier, PICC=proximity ICC, ICC=integrated circuit card) oder derglei-
chen. Fiir Datentrager gema8 ISO/IEC 14443 gilt weiterhin, dass ein zur

Kommunikation ausgewahlter Datentrager wahrend der Kommunikation

uber eine vom Lesegerat dynamisch vergebene eindeutige Sitzungsnummer

(Session-ID, CID) adressierbarist. In diesem Zustand antwortet ein solcher

Datentrager nicht mehr auf die vorerwahnten und weiterhin vom Lesegerat

ausgesendeten Suchsignale. Auf diese Weise kann das Lesegerat weitere im

Ansprechfeld befindliche Datentrager tiber ihre eindeutige Identifikations-

nummer selektieren und auch diesen wiederum eindeutige Sitzungsnum-

mern zuordnen. Nach ISO/IEC 14443 kénnen bis zu 16 Datentrager auf diese
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Weise gleichzeitig zur Kommunikation ausgewahlt und tiber dementspre-

chend 16 unterschiedliche Sitzungsnummern adressiert werden. Ein vom Le-
segerat ausgesendetes und mittels der Sitzungsnummeradressiertes Kom-

mando wird dann stets nur von dem Datentrager verarbeitet, dem diese Sit-

zungsnummer zugeordnet wordenist.

Weiterhin ist bekannt, dass sich auf einem tragbarenDatentrager mehrere
Applikationen gleichzeitig befinden k6énnen und dass die dazugeh6rigen
Applikationsprozesse nebenlaufig ausgeftihrt werden kénnen, wenn auf

dem Datentrager ein Betriebssystem eingerichtet ist, das die dazu notwendi-

gen Mechanismen zur Verftigungstellt. Nebenlaufiges Ausfihren von Pro-

zessen bedeutet, dass diese quasi gleichzeitig ausgefiihrt werden, indem

immer wieder zwischen verschiedenen Prozessen umgeschaltet wird. Ein

Umschalten zwischen verschiedenen Prozessen bedeutet, dass diese Prozesse

abwechselnd dem Prozessor zugeftihrt werden, um tatsachliche Rechenzeit

zu erhalten. Ein Applikationsprozess bezeichnet eine sich in Ausfilhrung be-

findliche Applikation. Im Rahmen dieser Erfindung werden im Folgenden

sowohl eine Applikation als auch der ihr zugehérige Applikationsprozess

stets als Applikation bezeichnet.

Es ist méglich, eine Mehrzahl von verschiedenen nebenlaufigen Applikatio-

nen, beispielsweise tiber ihre Applikationsbezeichner AID (application iden-

tifier), tiber verschiedene logische Kandle (logical channels) anzusprechen.

Logische Kanale machen es méglich,tiber eine einzige Schnittstelle parallel

mehrere virtuelle Kanale vorzugeben, indem die entsprechenden Kommuni-

kationsprotokolle so ausgelegt sind, dass der adressierte logische Kanal mit-

kodiert wird. Auf diese Weise konnen somit parallel mehrere Applikationen

auf dem Datentrager durch Angabedes jeweils zu benutzenden Kanals tiber

den Applikationsbezeichner angesprochen werden.
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Die heute gangigen Protokolle und die Kodierung der zu tibertragenden Da-

ten (APDU,application data unit, eine Datentibertragungsform,die auf ei-

nem Anweisung/Antwort-Schemabasiert) erlauben bis zu vier logische Ka-

nale, die mittels zwei spezieller Bits kodiert sind. Jedoch enthalten die auf ein
von auSerhalb des Datentragers erhaltenes Kommandoerzeugten Antwor-

ten des Datentragers keine Angaben mehr tiber den logischen Kanal. Dies
hat zur Folge, dass externe Anwendungen, die mit einer Mehrzahl von ne-
benlaufigen Applikationen auf einem Datentrager kommunizieren wollen,

untereinander synchronisiert sein mtissen, da eine externe Anwendung an-

hand der Antwort einer Applikation des Datentragers nicht entscheiden

kann,ob diese die von ihr erwartete Antwort ist oder fiir eine andere externe

Anwendungbestimmtist.

Die Verwaltung von logischen Kanilenist fiir ein Betriebssystem des Daten-

tragers sehr aufwendig und bendtigt eine groBe Menge an Speicher, umso

mehr noch, wenn die Kommunikation unter gesicherten Bedingungenstatt-

zufinden hat, also die zu einer Applikation gehérenden Daten verschltisselt

libertragen werden und allgemein gegen Ausspahen durch andere Applika-

tionen geschiitzt werden.

Problemetreten auch in den Fallen auf, in denen mehrere, mdglicherweise

proprietaére Applikationen, die bisher jeweils als einzige Applikation auf ei-

nem eigenen Datentrager gespeichert waren, nun auf einem gemeinsamen,

als Multiapplikationsdatentrager ausgebildeten Datentrager integriert wer-

den sollen. Zu den oben erlauterten Schwierigkeiten in der parallelen Kom-

munikation kommt hinzu, dass Kollisionen in den Datenstrukturenstattfin-

den kénnen,weil die verschiedenen Applikationen beispielsweise bisher ver-

schiedene Inhalte auf verschiedenen Datentragern mit identischen Dateibe-
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‘zeichnern FID(file identifier) bezeichnet haben, die nun auf dem gemeinsa-

men Datentrager nur noch eine Datei bezeichnen. Es kommt auch vor, dass

Applikationen von verschiedenen Datentragern zu integrieren sind, die ver-

schiedenen Einschrankungen in den Kommunikationsparametern, wie bei-

spielsweise der Blocklange iibertragbarer Blécke, unterliegen.

Aufgabe der vorliegenden Erfindungist es, ein Verfahren anzugeben,das die

kontaktlose Kommunikation von einer Mehrzahl nicht aufeinander abge-

stimmter Applikationen eines tragbaren Datentragers mit einem Lesegerat

erméglicht, sowie einen entsprechend eingerichteten Datentrager.

Diese Aufgabe wird durch ein Verfahren und einen Datentrager mit den

Merkmalen der unabhangigen Ansprtiche gelést. In davon abhangigen An-

spriichen sind vorteilhafte Ausgestaltungen und Weiterbildungen angege-

ben.

Dasvorliegende erfindungsgema8e Verfahren basiert auf dem Grundgedan-

ken, dass fiir zumindest zwei auf einem tragbaren, kontaktlos kommunizie-

renden Datentrager befindliche Applikationen, die bereit sind, mit einem Le-

segerat zu kommunizieren, ein erstes Kommunikationsbereitschaftssignal an
das Lesegeratfiir eine erste der zumindest zwei Applikationen erzeugt wird,
wobei das Signal eine erste Identifikationsnummer umfasst, die der ersten
der zumindest zwei Applikationen zugeordnetist und dem Lesegerat die

Kommunikationsbereitschaft dieser ersten Applikation anzeigt, und ein

zweites Kommunikationsbereitschaftssignal an das Lesegerat fiir eine zweite

der zumindest zwei Applikationen erzeugt wird, wobei das zweite Signal

eine von derersten Identifikationsnummerverschiedene zweite Identifikati-

onsnummer umfasst, die der zweiten Applikationen zugeordnetist und dem

Lesegerat die Kommunikationsbereitschaft dieser zweiten Applikation an-
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zeigt. Diese Schritte werden voneiner entsprechend eingerichteten Kommu-

nikationseinrichtung auf dem Datentrager durchgefiihrt.

Die Identifikationsnummern tibernehmendie Rolle, die im Stand der Tech-

nik der dem Datentrager zugeordneten Identifikationsnummer (UID, PUPI

und dergleichen) zukommt. Somit kann das Lesegerat eine Applikation aus

einer Mehrzahl von auf einem Datentrager befindlichen Applikationen ge-

zielt und unabhangig vom Datentrager liber die Identifikationsnummer an-
sprechen. Ein tibliches Lesegerat hat dabei den Eindruck, mit unterschiedli-

chen Datentragern zu kommunizieren.

In diesem Zusammenhangist es auch médglich, dass die Kommunikationsbe-

reitschaftssignale jeweils fiir Gruppen von Applikationen erzeugt werden

und dem Lesegerat die Kommunikationsbereitschaft jeder der entsprechen-

den Applikationen der jeweiligen Gruppe anzeigen. Dabei wird allen Appli-

kationen in einer solchen Gruppe dieselbe Identifikationsnummer zugeord-

net. Es ist mdglich, jeder der Applikationen in einer Gruppe eine zusatzliche

Auswahlinformation zuzuordnen, mittels welcher eine Unterscheidung der

Applikationen innerhalb einer Gruppe ermdglicht wird. Auf diese Weise

kénnen die Applikationen in hierarchischer Weise gegliedert werden.

Wenn im Folgenden von der Kommunikation einer Applikation mit einem

Lesegerat gesprochen wird, bedeutet dies immerdie tiber eine Kommunika-

tionseinrichtung des Datentragers verlaufende Kommunikation, wobei das

Lesegerat gezielt diese Applikation anspricht und die an die Applikation ge-

richteten Daten tiber die Kommunikationseinrichtung des Datentragers an

diese Applikation weitergeleitet werden. Dies gilt insbesondere auch dann,

wenn sich auf dem Datentrager noch weitere kommunikationsbereite Appli-

kationen befinden, oder Applikationen, die bereits mit dem Lesegerat in
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Kommunikation stehen oder bereits durch das Lesegerat nach abgeschlosse-

ner Kommunikation suspendiert worden sind.

Die fiir die Applikationen erzeugten Signale des Datentragers kénnen z.B.

periodisch ausgesendete Signale sein oder spezielle Antwortsignale auf vom
Lesegerat ausgesendete Suchsignale. So kann das Lesegerat erkennen, wel-

che kommunikationsbereiten Applikationen sich in seinem Ansprechfeld be-
finden, auch wenn diese aufeinem gemeinsamen Datentrager gespeichert
sind.

Eine vorhandene Umschaltfunktionalitat des Datentragers kann zwischen

verschiedenen nebenlaufig auf dem Datentrager ausgefiihrten Applikationen

umschalten. Auf diese Weise kénnen sich mehrere Applikationen quasi

gleichzeitig mit dem Lesegerat in Kommunikation befinden, wobei das Um-

schalten zwischen diesen Applikationen deren parallele Kommunikation mit

dem Lesegerat tiber die Kommunikationseinrichtung ermdglicht. Allerdings

kann die Kommunikation, angepasst an die Fahigkeiten des Lesegerats, an-

statt parallel auch nacheinanderstattfinden.

Die vorerwahnten Einschrankungen im Zusammenhang mit der Benutzung
logischer Kandle fallen weg. Es konnen mehr als vier Applikationen parallel

mit dem Lesegerat kommunizieren. Die Kommunikationseinrichtungstellt

sicher, dass alle Daten, die vom Lesegerat zum Datentrager gesendet wer-

den, nur durch die angesprochene Applikation verarbeitet werden. Sie stellt

insbesonderesicher, dass alle vom Datentrager zum Lesegerat ausgesende-

ten Daten so beschaffen sind, dass das Lesegerat sie eindeutig einer Applika-

tion zuordnen kann.
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SchlieBlich ergibt sich der Vorteil, dass eine Mehrzahl von Applikationen

unabhangig voneinander und ohne aufeinander abgestimummtsein zu miissen,

auf einem gemeinsamen Datentrager integriert werden kénnen, da das Um-

schalten zwischen den Applikationen es erlaubt, dass jede der Applikationen
tiber eigene Datenstrukturen, beispielsweise ein Dateisystem, und eigene
Softwaremittel, wie beispielsweise nur von ihr genutzten Programmceode,

verfiigen kann. Kollisionen mit weiteren Applikationen beziiglich-dieser
Ressourcen sind somit ausgeschlossen.

Die Umschaltfunktionalitat kann als Bestandteil des Betriebssystems ausge-

bildet sein. Die Umschaltung zwischen verschiedenen Applikationen kann

z.B. durch Verzweigen erfolgen. Beim Verzweigen wird von einem so ge-

nannten Elternprozess, ein neuer Prozess, der Kindprozess, gestartet. Hier-

bei nutzen beide, Eltern- und Kindprozess, dieselben Systemressourcen, wie

beispielsweise Arbeitsspeicher. Eine Umschaltung kann andererseits z.B.

auch durch einen Kontextwechsel mittels eines Dispatchers erfolgen. Dabei

erhdlt der jeweils aktuell dem Prozessor zugeordnete Prozess seinen eigenen

Kontext, der beispielsweise Bereiche im Hauptspeicher und Systemvariablen

umfasst.

Das Lesegerat wahlt eine Applikation fir die weitere Kommunikation mit-

tels der der Applikation zugeordneten Identifikationsnummer aus. Auch die

der Applikation gegebenenfalls zugeordnete zusatzliche Auswahlinformati-

on kann von dem Lesegerat zur Auswahl herangezogen werden.Einerfiir

die weitere Kommunikation ausgewahlten Applikation wird dann vom Le-

segerat dynamisch eine Sitzungsnummer zugeordnet. Uberdiese Sitzungs-
nummer kann die Applikation wahrend der Kommunikation mit dem Lese-

gerat eindeutig adressiert werden. Beim Adressieren wird die Sitzungs-

nummer im Datentrager durch die Kommunikationseinrichtung mit der der
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Applikation zugeordneten Identifikationsnummer und gegebenenfalls der

zusatzlichen Auswahlinformation so verkntpft, dass bei der Kommunikati-

on immerdie richtige Applikation angesprochen wird.Ist eine Applikation

vom Lesegerat zur weiteren Kommunikation ausgewahlt, so findet diese

Kommunikation anschlieBend auch statt, ohne dass es weiterer Schritte be-

darf. Eine vom Lesegerat zur weiteren Kommunikation ausgewahlte Appli-

kation befindetsich also dann in Kommunikation mit dem Lesegerat.

Verfahrensgema& werden von dem Datentragerflir eine oder mehrere auf

dem Datentrager befindliche Applikationen, die vom Lesegerat noch nicht

fiir die weitere Kommunikation ausgew&hlt worden sind, Kommunikations-

bereitschaftssignale erzeugt, auch wenn bereits eine oder mehrere andere

Applikationen vom Lesegerat fiir die weitere Kommunikation ausgewahlt

worden sind und die Kommunikation mit diesen anderen Applikationen

noch nicht abgeschlossen ist. Dies ist vorzugsweise auch dann derFall,

nachdem bereits eine oder mehrere andere Applikationen vom Lesegerat

nach abgeschlossener Kommunikation suspendiert worden sind. Eine weite-

re, von der Kommunikation mit dem Lesegerat losgeldste Aktivitat der vom

Lesegerat suspendierten Applikation auf dem Datentrager ist weiterhin még-

lich.

Wahrend nach dem Stand der Technik ein in Kommunikation befindlicher

Datentrager nicht auf Suchsignale antwortet und ein suspendierter Datentra-

ger entweder erst aus dem Ansprechfeld des Lesegerats entfernt werden

muss, um durch erneutes Einbringen wieder kommunikationsbereit zu wer-

den oder durch ein RESET-Signal des Lesegerates zurlickgesetzt wird, kann

ein Lesegerat mit allen kommunikationsbereiten Applikationendeserfin-

dungsgemafen Datentragers jederzeit Kontakt aufnehmen.
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Die Kommunikationseinrichtung steuert die gesamte Kommunikation zwi-

schen den Applikationen und dem Lesegerat und kennt stets den Kommuni-

kationsstatus jeder Applikation: kommunikationsbereit oder zur weiteren

Kommunikation vom Lesegerat ausgewahlt und somit mit dem Lesegerat in

Kommunikation oder vom Lesegeriit nach abgeschlossener Kommunikation
suspendiert.

Der Datentrager teilt dem Lesegeriit vorzugsweise mittels Kollisionssignalen
mit, dass noch kommunikationsbereite Applikationen, die noch nichtfirei-

ne weitere Kommunikation ausgewahlt worden sind, im Ansprechfeld vor-
handensind. Diese Signale, die wahrend der Ausfiihrung des Kollisionsalgo-

rithmus ausgesendet werden, kénnen beispielsweise die Form von vorge-

tauschten Kollisionen zwischen einer Mehrzahl von Applikationen anneh-

men. Das Lesegeraét wird dann parallel zur Kommunikation mit anderen

Applikationen und / oder nach Kommunikationsende Suchsignale aussen-

den, um mit den noch nicht zur Kommunikation ausgewahlten Applikatio-

nen Kontakt aufzunehmen.

Vorzugsweise kann die Kommunikationseinrichtung des Datentragers an-

hand der Antworten des Lesegerats auf ausgesendete Kommunikationsbe-

reitschaftssignale erkennen, ob das Lesegerat in der Lageist, eine Kollision

zwischen einer Mehrzahl von Applikationen aufzuldsen. In diesem Zusam-

menhang kann auch ein Abbrechen der Kommunikation durch das Lesegerat

in dem Fall, in dem sich mehr als ein Datentrager im Ansprechfeld des Lese-

gerats befindet, als eine Antwort des Lesegerats interpretiert werden. Er-

kennt der Datentrager beispielsweise, dass das Lesegerat immer nur eine

Applikation in seinem Ansprechfeld bearbeiten kann, kann das Aussenden

von weiteren Kommunikationsbereitschaftssignalen daran angepasst wer-

den. Der Datentrager sendet danach ein Kommunikationsbereitschaftssignal

65



66

WO 2007/144149 PCT/EP2007/005185

10

15

20

25

-l1-

fiir eine Applikation erst dann aus, wenn das Lesegerat die Kommunikation

mit einer anderen Applikation abgeschlossenhat.

Vorzugsweise speichert das Verfahren mittels der Kommunikationseinrich-

tung in einem nichtfltichtigen Speicher Information dartiber, welche der Ap-
plikationen zuletzt vom Lesegeratfiir die weitere Kommunikation ausge-

wahit wordenist. Damit kann bei erneuter Aktivierung des Datentragers,
beispielsweise nach einer Unterbrechung der Energiezufuhr, festgestellt
werden, welche Applikation zuletzt mit dem Lesegerat kommunizierthat,

um dann zundachstftir eine davon verschiedene Applikation ein Kommuni-

kationsbereitschaftssignal zu erzeugen, um z.B. zu verhindern, dass immer

dieselbe Applikation zuerst zum Zuge kommt und andere Applikationen

mdglicherweise lange Wartezeiten in Kauf nehmen mtissen oder gar nicht

erst zur Ausfiihrung kommen.

Das Verfahren kann daher so gestaltet werden, dass das Lesegerat mit meh-

reren Applikationen parallel kommunizieren kann. Dabei werden die den

Applikationen zugeordneten Identifikationsnummern vorzugsweise so ge-

wahlt, dass das Lesegerat sie wie Identifikationsnummern von unterschiedli-

chen Datentragern interpretiert. Dann kann das erfindungsgemafe Verfah-
ren problemlos mit Lesegeraten nach dem Stand der Technik durchgeftihrt
werden.

Bei Lesegeraten, die MIFARE-Speicherkarten mit in Sektoren organisierten

Speichern und Applikationen, die jeweils einem der Sektoren fest zugeordnet

sind, zur Kommunikation erwarten,ist es méglich, die zusadtzliche Auswahl-

information als Sektorinformation zu benutzen. Durch Verwendungder Sek-

torinformation wird eine virtuelle Sektorzuordnung der einzelnen Applika-

tionen erzeugt, die derjenigen einer MIFARE-Speicherkarte entspricht. Auf
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diese Weise ist es méglich, mittels eines modernen Datentragers eine MIFA-

RE-Speicherkarte zu emulieren, indem ein Speicher des Datentragers mittels

der Sektorinformation gegentiber dem Lesegerat als sektorierter Speicher er-

scheint. Fir das Lesegerat ist es vorzugsweise nicht erkennbar, ob eine echte

MIFARE-Speicherkarte physikalisch vorliegt, oder ob es sich um eineerfin-

dungsgema8e emulierte MIFARE-Speicherkarte handelt.

In jedem Sektor einer derartigen emulierten MIFARE-Karte wird genau eine
Applikation gespeichert. Vorzugsweise ist jeder einzelne Sektor fiir ein dar-

auf zugreifendes Lesegerat separat zugriffsgeschtitzt, gewohnlich durch ein

dem Sektor zugeordnetes Paar von Schliisseln. Es k6nnen somit auch solche

Applikationen auf einem Datentrager ausfiihrbar gespeichert werden,die

auf unterschiedlichen urspriinglichen MIFARE-Speicherkarten jeweils ent-

sprechendenfesten Sektoren zugeordnet waren. Vorzugsweise werden dann

solche Applikationen zu Gruppen mit einer gemeinsamen Identifikations-

numuner zusammengefasst, die urspriinglich unterschiedlichen festen Sekto-

ren zugeordnet waren. Dementsprechendinterpretiert das Lesegerat einen

derart ausgebildeten Datentrager als eine Vielzahl von MIFARE-

Speicherkarten, wobei jede dieser MIFARE-Speicherkarten genau eine Grup-

pe von Applikationen umfasst, die in paarweise verschiedenen Sektorenre-
sidieren. Auf diese Weise kann das Lesegeratiiber die Identifikationsnum-

mererst eine Gruppe von Applikationen auswahlen, die z.B. den Applikati-

onen einer einzigen urspriinglichen MIFARE-Speicherkarte entsprechen.

Danach kann anhandder zusatzlichen Auswahlinformation in der Form der

virtuellen Sektorzuordnungeine spezielle Applikation ausgewahlt werden,

die z.B. urspriinglich fest dem Sektor 1 zugeordnet war.

Dererfindungsgemafe Datentrager kann allgemein als kontaktlos kommu-

nizierende Chipkarte, kontaktlos kommunizierendes Label oder kontaktlos
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kommunizierendes Ausweisdokumentausgebildet sein. Weiterhin ist es

mdéglich, dass der Datentrager als Sicherheitsmodul SAM (secure application

module) in einem Gerat, das zur kontaktlosen Datentibertragung eingerich-

tet ist, ausgebildet ist, wobei das Sicherheitsmodul tiber Softwaremittel ver-

fiigt, um mittels einer geeigneten Schnittstelle mit Hilfe des Gerats kontakt-

los zu kommunizieren. Ein SAM ist ein sowohl mechanischals auch soft-

waretechnisch abgesichertesBauteil, das zur Aufbewahrung von geheimen

Daten und zum Ausftihren von Kryptoalgorithmen dient.

Weiterhin kann auch ein elektronisches Gerat, insbesondere ein Mobilfunk-

endgerat, mit einer Kontaktlosschnittstelle zur Kommunikation mit einem

Lesegerat und mit einer Mehrzahl von zugriffsgeschtitzten Speicherberei-

chen auf unterschiedlichen Speichermedien des Gerats als erfindungsgema-

Ser Datentrager ausgestaltet sein. Dabei ist in jedem der Speicherbereicheei-

ne Applikation gespeichert. Vorzugsweise sind die Speicherbereicheaufei-

ner oder mehreren Speichermedien, insbesondere sicheren Chipkarten, aus-

gebildet, die in das Mobilfunkendgerat integriert sind. Dies kénnen bei-

spielsweise (U)SIM-Mobilfunkkarten, SD-Karten (sichere digitale Speicher-

karten) oder EMV-Zahlungskarten sein. EMV bezeichnet dabei eine Spezifi-
kation fiir Zahlungskarten und ist aus "Europay”, “MasterCard” und "Visa"

abgeleitet. Mittels des erfindungsgemaGen Verfahrensist es dann méglich,

dass das Lesegerat mit jeder der Applikationen auf den unterschiedlichen

sicheren Chipkarten tiber die Kontaktlosschnittstelle des Mobilfunkendge-

rats kommuniziert. Hierbei ist die Kontaktlosschnittstelle vorzugsweiseals

NFC-Schnittstelle ("Near Field Communication") ausgebildet. Auf diese Wei-

se wird ein so genanntes "Secure-NFC” mit einem Gerat in der Rolle eines

passiven Kommunikationspartners und mit mehreren darauf gespeicherten

Applikationen méglich.
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Nachfolgend wird die Erfindung anhand der begleitenden Zeichnungenbei-

spielhaft erlautert. Darin zeigen:

Figur 1_eine schematische Darstellung einer ersten Ausfiihrungsformei-

nes erfindungsgemafen Datentragers;

Figur2 ein Flussdiagramm eines Ablaufs einer ersten Ausfithrungsform
des erfindungsgemaf&en Verfahrens;

Figur3 ein Flussdiagramm eines Ablaufs einer zweiten Ausfiihrungsform

des erfindungsgemaSen Verfahrens; und

Figur 4 eine schematische Darstellung einer zweiten Ausfihrungsform

eines erfindungsgemaG%en Datentragers.

Verschiedene Ausfiihrungsformen der Erfindung werden im Folgenden ge-

nauer dargestellt. Figur 1 zeigt schematisch eine erste Ausfithrungsform ei-
nes erfindungsgemafen Datentragers 100 und ein Lesegerat 200. Auf dem

Datentrager 100 befinden sich zumindest zwei Applikationen 10, 20, 30. Der

Datentrager 100 umfasst eine Kommunikationseinrichtung 70 und eine Um-

schalteinrichtung 50, die eingerichtet ist, zwischen den verschiedenen Appli-

kationen 10, 20, 30 umzuschalten. Jeder der Applikationen 10, 20, 30 ist eine

Identifikationsnummer UID1, UID2, UIDn zugeordnet. Die Identifikations-

numunern UID1, UID2, UIDn werden von der Kommunikationseinrichtung

70 verwaltet. Tritt das Lesegerat 200 in Kommunikation mit einer oder meh-

reren der Applikationen 10, 20, 30 des Datentragers 100, so kann das Lesege-

rat diese tiber die Identifikationsnummern UID1, UID2, UIDn zur weiteren

Kommunikation auswdhlen und mittels von ihm dynamisch vergebenenSit-

zungsnummern CID1, CID2, CIDn im weiteren Verlauf der Kommunikation
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adressieren. Diese Sitzungsnummern CID1, CID2, CIDn k6nnen von der

Kommunikationseinrichtung 70 mit den Identifikationsnummern derjeweils

adressierten Applikationen verkniipft werden.Jegliche Kommunikation zwi-

schen den Applikationen 10, 20, 30 des Datentragers 100 mit dem Lesegerat

200 verlauft tiber die Kommunikationseinrichtung 70, wobei zwischen den

Applikationen 10, 20, 30 mittels der Umschalteinrichtung 50 umgeschaltet

werden kann.

Figur 2 zeigt ein Flussdiagramm eines Ablaufs einer ersten Ausfihrungsform

des erfindungsgema@en Verfahrens. Die Ziffern bezeichnen einzelne Verfah-

rensschritte und Zustande einzelner Komponenten. Gelangt der erfindungs-

gema8e Datentrager 100, der sich zu Beginn in nicht betriebsbereitem Zu-

stand befindet 0, in das Ansprechfeld eines Lesegerates 200, wird er betriebs-

bereit 1000 und empfangt vom Lesegerat 200 ein Suchsignal 300. Die Kom-

munikationseinrichtung 70 des Datentragers 100 erzeugt fiir eine erste Ap-

plikation 10 ein Kommunikationsbereitschaftssignal, das die der Applikation

10 zugeordnete Identifikationsnummer UID1 umfasst 1010. Dieses Signal

wird vom Datentrager ausgesendet, und die Applikation 10 wird im Laufe

des Selektionsprozesses 400 mittels eines Antikollisionsverfahrens vom Le-
segerat 200 fiir die weitere Kommunikation ausgewahlkt.

Wahrend oder bevor das Lesegerat 200 mit der Applikation 10 des Datentra-

gers 100 kommuniziert 2010, welchesie tiber die Sitzungsnummer CID1 ad-

ressiert 510, sendet es weitere Suchsignale 300 aus und die Kommunikations-

einrichtung 70 des Datentragers 100 erzeugt flir eine zweite Applikation 20

ein die Identifikationsnummer UID2 umfassendes Kommunikationsbereit-

schaftssignal 1020 und die Applikation 20 wird im Laufe des Selektionspro-
zesses 400 vom Leseger&t 200 fiir die weitere Kommunikation ausgewahlt.

Das Lesegerat 200 befindetsich nun parallel in Kommunikation mit den bei-
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den Applikationen 10 und 20, 2010, 2020, die tiber die Sitzungsnummern

CID1 510 bzw. CID2 adressiert werden 520.

Analog folgt die Kommunikationsaufnahme des Lesegerats 200 mit der Ap-
plikation 30 durch ein Suchsignal 300, ein von der Kommunikationseinrich-
tung 70 erzeugtes Kommunikationsbereitschaftssignal 1030, einen Selekti-

onsschritt 400, womit schlieBlich das Lesegerat 200 mit den drei liber dieSit-
zungsnummern CID1, cID2, ClIDn adressierten Applikationen 10, 20, 30, 510,
520, 530 parallel in Kommunikationist 2010, 2020, 2030. Wie angedeutet,

kann sich das Verfahren in gleicher Weise noch mit weiteren Applikationen

fortsetzen.

Fiir das Leseger&t 200 erscheinen die verschiedenen Applikationendeserfin-

dungsgem48en Datentragers 100 als eine Ansammlung verschiedener Daten-

trager nach dem Stand der Technik.

Figur 3 zeigt ein Flussdiagramm eines Ablaufs einer zweiten Ausfiihrungs-

form deserfindungsgemaf8en Verfahrens. Die Ziffern bezeichnen wie in Fi-

gur 2 einzelne Verfahrensschritte und Zustande einzelner Komponenten.
Hauptunterschied zu der in Figur 2 dargestellten Ausfiithrungsform ist, dass
im gegenwéartigen Beispiel das Lesegerat nicht mit mehreren Applikationen

mittels verschiedene Sitzungsnummern gleichzeitig kommuniziert, sondern

mit verschiedenen Applikationen nacheinander.

Schritte und Zustande,die gleich sind zu denen in Figur 2, werden gleich be-

zeichnet und nicht erneut erklart. Nach Aussenden eines Suchsignals 300

durch das Lesegerat 200 erzeugt die Kommunikationseinrichtung 70 des Da-

tentragers 100 fiir eine erste Applikation 10 ein Kommunikationsbereit-

schaftssignal, das die der Applikation zugeordnete Identifikationsnummer
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UIDI1 1010 umfasst und die Applikation 10 wird im Laufe des Selektionspro-

zesses 400 mittels eines Antikollisionsverfahrens vom Lesegerat 200 ftir die

weitere Kommunikation ausgewahlt. Das Lesegerat 200 befindetsich in

Kommunikation 2000 mit der Applikation 10, 610, und schlie8t diese Kom-

munikation auch ab, bevores neue Suchsignale aussendet. Davor muss die
Applikation 10 suspendiert werden 700, beispielsweise mittels eines DE-

SELCT-Kommandos, wobeider erfindungsgema8e Datentrager Weiterhin
betriebsbereit 1000 bleibt, und damit auf das nachste Suchsignal 300 des Le-
segerats 200 mit einem fiir eine zweite Applikation 20 erzeugten Kommuni-

kationsbereitschaftssignal, welches die der Applikation 20 zugeordnete Iden-

tifikationsnummer UID2 umfasst, antworten kann. Ein analoger Prozess

kann sich nun sequentiell fiir alle auf dem Datentrager befindlichen Applika-

tionen anschlie8en. In Figur 3 ist noch die Kommunikation des Lesegerates

mit den Applikationen 20 und 30 dargestellt 620, 630.

Der Datentrager 100 ist vorzugsweise eingerichtet zu erkennen, ob das Lese-

gerat 200 in der Lage ist, mehrere in seinem Ansprechfeld befindliche kom-

munikationsbereite Applikationen zu behandeln und eventuell auftretende

Kollisionen aufzulésen. Der Datentrager 100 wertet dazu z.B. die Antwort

des Lesegerats 200 auf parallel ausgesendete Kommunikationsbereitschafts-
signale aus und erkennt dadurch die Fahigkeiten des Lesegerats 200 zur Kol-

lisionsbehandlung. Auch ein Abbrechen der Kommunikation durch das Le-

segerat 200 kann als Antwort angesehen werden, wenn es sich beispielsweise

um ein Lesegerat 200 handelt, welches prinzipiell nur einen Datentrager in

seinem Ansprechfeld verarbeiten kann. Falls sich dann mehrere Datentrager

in dem Ansprechfeld befinden, wird von Seiten des Lesegerats samtliche

Kommunikation mit einem Datentrager abgebrochen. So kann der Datentra-

ger 100 beispielsweise von einem Verfahren gema8 der ersten Ausfithrungs-
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form zu einem Verfahren gema& der zweiten Ausfiihrungsform umschalten,

wenn das Lesegerat 200 nicht in der Lageist, Kollisionen aufzulésen.

Eine weitere Méglichkeit, dem Lesegerat 200 anzuzeigen, dass sich noch

kommunikationsbereite Applikationen im Ansprechfeld befinden, besitzt der

erfindungsgemaf8en Datentrager 100 dadurch, dass die Kommunikationsein-

richtung 70 wahrend des Ablaufs eines Antikollisionsverfahrens 400 Signale
aussenden kann, die dem Lesegerat 200 die Kollisionvon wenigstens zwei
Datentragern vortauschen. Das Lesegerat 200 wird dann zu einem spateren

Zeitpunkt versuchen, Kontakt zu solchen Applikationen aufzunehmen.Bei

dem zum Vortauschen einer Kollision ausgesendeten Signal oder Datenmus-

ter kann es sich z.B. um eine Codeverletzung (z.B. ISO 14443 Typ A: Man-

chester Code bei gleichzeitigem Sendeneiner "0" und einer "1") oder umei-

nen Priifsummenfehler handeln. Bei Antikollisionsverfahren mit mehreren

Zeitschlitzen (z.B. ISO 14443 Typ B: Slotted Aloha Verfahren) kénnenin un-

terschiedlichen Zeitschlitzen die verschiedenen Identifikationsnummern

UID1, UID2, UIDn der auf dem Datentrager befindlichen Applikationen 10,

20, 30 ausgesendet werden, um dem Lesegerat 200 die Anwesenheit entspre-

chender Datentrager vorzutauschen.

Fur das Lesegerat 200 besteht auch die Méglichkeit, das Magnetfeld kurzzei-

tig abzuschalten um dann,falls es sich um Datentrager ohne eigene Energie-

versorgung handelt, nach deren Neustart (Power-On Reset) einen neuen Da-

tentrager im Ansprechfeld auszuwahlen. Erfindungsgema8 kann die Kom-

munikationseinrichtung 70 des Datentragers 100 eingerichtet sein, in einem

nichtfliichtigen Speicher des Datentragers 100 Information dartiber zu spei-

chern, welche der Applikationen 10, 20, 30 zuletzt mit dem Lesegerat 200

kommuniziert hat, welche der Applikationen 10, 20, 30 eine aktive Kommu-

nikation mit dem Lesegerat 200 bereits abgeschlossen hat und dergleichen.
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Mit Hilfe einer solchen Information kann dann z.B. zunachstfiir eine Appli-

kation 10, 20, 30 ein Kommunikationsbereitschaftssignal erzeugt werden, die

nicht zuletzt mit dem Lesegerat 200 kommuniziert hat, um z.B. zu verhin-

dern, dass immerdieselbe Applikation 10, 20, 30 zuerst zum Zuge kommt
und andere Applikationen 10, 20, 30 mdglicherweise lange Wartezeiten in
Kauf nehmen miissen odergar nicht erst zur Ausfithrung kommen.Es kann

jedoch auch zunachst ein Kommunikationsbereitschaftssignal fur diejenige
Applikation 10, 20, 30 erzeugt werden, mit der das Lesegeriit 200 zuletzt ak-
tiv kommuniziert hat, um beispielsweise eine begonnene und noch nicht ab-

geschlossene Datenkommunikation zu Ende zu fithren.

Figur 4 zeigt eine zweite Ausfiihrungsform eines erfindungsgema8en Daten-

tragers 100, der eine oder mehrere MIFARE-Speicherkarten MA, MB, MC,

MD emulieren kann. MIFARE-Speicherkarten MA-MD besitzen einen in die

Sektoren FS1, FS2, FS3, FS4 unterteilten Speicher, wobei in jedem Sektor FS1-

FS4 héchstens eine Applikation gespeichert ist. Jeder Sektor FS1-FS¢4 ist sepa-

rat durch ein eigenes Schltisselpaar gegen unerlaubte Zugriffe geschiitzt, d.h.

nur ein Lesegerat 200, welches die entsprechenden Schliissel eines Sektors

FS1-FS4 besitzt, kann auf den entsprechenden Sektor FS1-FS4 und die darin
gespeicherten Daten zugreifen.Esist tiblich, dass speziellen Applikationen

auf MIFARE-Speicherkarten MA-MD feste Sektoren FS1-FS4 zugeordnet

sind. Die Applikationen sind in Fig. 4 mit 10A-40A, 10B-30B, 10C-30C, 40D

bezeichnet, wobei der jeweils nachgestellte Buchstabe A, B, C, D die ur-

spriingliche Speicherkarte MA, MB, MC, MD bezeichnet, von welcher die

jeweilige Applikation 10A-40A, 10B-30B, 10C-30C, 40D auf den Datentrager

100 tibertragen wordenist. So ist z.B. die Applikation 30B dem Sektor FS3

der Speicherkarte MB zugeordnet.
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Ein Lesegerat 200, welches eine solche Karte MA-MDerwartet, wird dement-

sprechend nur denjenigen Sektor FS1-FS4 der Speicherkarte MA-MDausle-

sen, in dem es die entsprechende Applikation 10A-40A, 10B-30B, 10C-30C,

40D sucht. Ist eine Applikation 10A-40A, 10B-30B, 10C-30C, 40D zwar auf

einer Karte MA-MD gespeichert, jedoch in einem anderen als dem von dem
Lesegerat 200 vorgesehenen Sektor GS1, GS2, GS3, so kann diese Applikation

10A-40A, 10B-30B, 10C-30C, 40D von dem Lesegerat200 nicht gefunden
werden. Um nun mehrere MIFARE-Speicherkarten MA-MD oder zumindest
mehrere Applikationen 10A-40A, 10B-30B, 10C-30C, 40D von MIFARE-

Speicherkarten MA-MD,die demselben festen Sektor FS1-FS4 zugeordnet

sind, mittels eines Datentragers 100 emulieren zu kénnen, kann daserfin-

dungsgemaGe Verfahren in verschiedenen Varianten eingesetzt werden, die

nachfolgend beschrieben werden.

Der Datentrager 100 umfasst dazu einen sektorierten Speicher 60, der prinzi-

piell wie ein Speicher einer MIFARE-Speicherkarte MA-MD aufgebautist. In

jedem Sektor S1-S11 ist dabei héchstens eine der urspriinglichen MIFARE-

Applikationen 10A-40A, 10B-30B, 10C-30C, 40D gespeichert.In einer effizien-

ten ersten Variante, die in Figur4 illustriert ist, wird nicht fiir jede Applikati-

on 10A-40A, 10B-30B, 10C-30C, 40D notwendigerweise eine eigene Identifi-
kationsnummer UID1-UID3 erzeugt. Es reicht vielmehr aus, wenn diejenigen

Applikationen 10A-10C; 20A-20C; 30A-30C; 40A, 40D,die ursprtinglich dem-

selben festen Sektor FS1-FS4 zugeordnet waren, jeweils unterschiedliche

Identifikationsnummern UID1-UID3erhalten.

Die in den Sektoren S1-S11 des Datentragers 100 gespeicherten Applikatio-

nen 10A-40A, 10B-30B, 10C-30C, 40D werden in Gruppen G1-G3eingeteilt,

die jeweils nur solche Applikationen 10A-40A; 10B-30B; 10C-30C, 40D enthal-

ten, die urspriinglich paarweise verschiedenen festen Sektoren FS1-FS4 zu-
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geordnet waren.Jeder dieser Gruppen G1-G3 wird eine eigene Identifikati-

onsnummer UID1-UID3 zugeordnet und jeder Applikation 10A-40A, 10B-

30B, 10C-30C, 40D innerhalb einer solchen Gruppe G1-G3 wird als zusatzli-

che Auswahlinformation der ursprtinglich zugeordnete feste Sektor FS1-FS4

zugeordnet 10A(FS1)-40A(FS4), 10B(ES1)-30B(FS3), 10C(FS1)-30C(FS3),

40D(FS4). Diese derart zugeordnete Auswahlinformation erzeugt eine virtu-

elle Sektorzuordnung, die derjenigen einer emulierten MIFARE- .
Speicherkarte entspricht.

Die Kommunikationseinrichtung 70 erzeugt nun Kommunikationsbereit-

schaftssignale fiir diese Gruppen G1-G3 von Applikationen 10A-40A; 10B-

30B; 10C-30C, 40D, wobei das Kommunikationsbereitschaftssignal eine

Kommunikationsbereitschaft jeder einzelnen der Applikationen 10A-40A,

10B-30B, 10C-30C, 40D anzeigt. Das Lesegerat 200 kann tiber die Identifikati-

onsnummer UID1-UID3eine solche Gruppe G1-G3 von Applikationen 10A-

40A; 10B-30B; 10C-30C, 40D zur Kommunikation auswahlen. Die betreffende

Gruppeerscheint dem Lesegerat 200 wie eine ursprtingliche MIFARE-

Speicherkarte MA-MD.Uber die zusatzliche Auswahlinformation FS1-FS4

kann das Lesegerat 200 dann aus der Gruppe G1-G3 die entsprechende Ap-

plikation 10A-40A, 10B-30B, 10C-30C, 40D auswahlen,die derjenigen Sektor-
zuordnung GS1-GS3 entspricht, in der die gewtinschte Applikation enthalten

ist. Die Auswahlinformation FS1-FS4 in Form der virtuellen Sektorzuord-

nung erscheint dem Lesegerat 200 dabei wie eine feste Sektorzuordnungei-

ner Applikation auf einer urspriinglichen MIFARE-Speicherkarte. Bei dieser

Variante des Verfahrens zum Emulieren von MIFARE-Speicherkartenist es

fur das Lesegerat 200 méglich, auf sdmtliche auf dem Datentrager 100 ge-

speicherten Applikationen 10A-10C; 20A-20C; 30A-30C; 40A, 40D zuzugrei-

fen, die urspriinglich demselben festen Sektor FS1-FS4 zugeordnet waren,
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unabhangig von deren tatsachlicher Sektorposition S1-S11 auf dem Daten-

trager 100.

In einer zweiten, einfacheren Variante (nicht dargestellt) wird jeder Applika-

tion 10A-40A, 10B-30B, 10C-30C, 40D eine eigene Identifikationsnummer

UID1-UID3 zugeordnet. Auf diese Weise erscheint der Datentrager 100 ei-

nem Lesegerat 200 wie eine Vielzahl von MIFARE-Speicherkarten.MA-MD,
die alle jeweils nur eine Applikation 10A-40A, 10B-30B, 10C-30C, 40D enthal-
ten. Die Information, welchem Sektor FS1-FS4 die jeweilige Applikation 10A-

40A, 10B-30B, 10C-30C, 40D urspriinglich zugeordnet war, kann wiederum

in der dieser Applikation 10A-40A, 10B-30B, 10C-30C, 40D zugeordneten zu-

sdtzlichen Auswahlinformation gespeichert werden.

Die Kommunikationseinrichtung 70 des Datentragers 100 erzeugt somit

Kommunikationsbereitschaftssignale fiir alle Applikationen 10A-40A, 10B-

30B, 10C-30C, 40D mit jeweils unterschiedlichen Identifikationsnummern

UID1-UID3. Das Lesegerat 200 kann dann eine Applikation 10A-40A,10B-

30B, 10C-30C, 40D tiber die entsprechende Identifikationsnummer UID1-

UID3 auswiahlen undausftihren, sofern die in der zusdtzlichen Auswahlin-

formation gespeicherte Sektorzuordnung FS1-FS4 mit der von dem Lesegerit

200 gewiinschten Sektorzuordnung GS1-GS3 tibereinstimmt. Das Lesegerat

200 kann auf diese Weise auf jede der auf dem Datentrager 100 gespeicherten

Applikation 10A-40A, 10B-30B, 10C-30C, 40D separat zugreifen. Verschiede-

ne Applikationen 10A-10C; 20A-20C; 30A-30C;40A, 40D, die urspriinglich

demselben festen Sektor FS1-FS4 zugeordnet waren, sind nun alle flir das Le-

segerat 200 erreichbar, unabhangig vonihrer tatsachlichen Sektorposition S1-

S11 auf dem Datentrager 100. Es ist jedoch méglich, dass das Lesegerat 200

eine grofSe Anzahl von Applikationen 10-40A, 10B-30B, 10C-30C, 40D zur

Kommunikation ausw&hlt, die der vom Lesegerat 200 gewiinschten Sektor-
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zuordnung GS1-GS3 nicht entsprechen, da jeder Applikation 10A-40A,10B-

30B, 10C-30C, 40D eine eigene Identifikationsnummer UID1-UID3 zugeord-

net wordenist. Auf diese Weise steigt jedoch der Gesamtkommunikations-

aufwand zwischen dem Lesegerat200 und den Applikationen 10A-40A, 10B-

30B, 10C-30C, 40D auf dem Datentrager 100, weshalb im Allgemeinendasals

erste Variante beschriebene Verfahren vorzuziehen ist, wenn ein effizienter

Datenaustausch angestrebt wird.

In einer dritten Ausfiihrungsform (nicht gezeigt) kann ein elektronisches Ge-

rat, insbesondere ein Mobilfunkendgerat, als Datentrager 100 zur Kommuni-

kation mit einem Lesegerat 200 ausgebildet sein. Das Mobilfunkendgerat

umfasst dazu eine Kontaktlosschnittstelle, beispielsweise eine NFC-

Schnittstelle. Zur Kommunikation mit dem Lesegerat 200 nimmt das Mobil-

funkendger&t die Rolle des passiven Kommunikationspartners ("Slave")ein,

wahrend das Lesegerat 200 als aktiver Kommunikationspartner("Master")

agiert. Die auf dem Datentrager 100 vorliegenden Applikationen 10, 20, 30

sind dabei jeweils in separaten Speicherbereichen des Datentragers 100 ge-

speichert, vorzugsweise jeweils eine Applikation 10, 20, 30 pro Speicherbe-

reich.

Die Speicherbereiche befinden sich auf mehreren, in dem Mobilfunkendgerat

integrierten sicheren Chipkarten, z.B. (U)SIM-Mobilfunkkarten, SD-Karten,

EMV-Zahlungskarten oder dergleichen. Dadurch sind die entsprechenden

Applikationen 10, 20, 30 und die von diesen erzeugten Daten vor unbefug-

tem Zugriff geschiitzt. Die Kommunikationseinrichtung 70 des Mobilfunk-

endgerats steuert die Kommunikation der Applikationen 10, 20, 30 auf den

Chipkarten mit dem Lesegerat 200 tiber die Kontaktlosschnittstelle. Auf die-

se Weise wird ein so genanntes "Secure-NFC”zwischen einem Lesegerat 200
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und mehreren auf einem Datentrager 100 sicher gespeicherten Applikationen

10, 20, 30 erméglicht.
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Patentanspriiche

1. Verfahren zur kontaktlosenKommunikation eines Lesegerats (200)

mit zumindest zwei auf einem tragbaren Datentrager (100) befindlichen

kommunikationsbereiten Applikationen (10, 20, 30), gekennzeichnet durch

die Schritte:

Erzeugen eines ersten Kommunikationsbereitschaftssignals an das Le-

segerat (200)fiir eine erste der zumindest zwei Applikationen (10, 20, 30),

wobei das Kommunikationsbereitschaftssignal eine erste Identifikations-

nummer (UID1) umfasst, die der ersten der zumindest zwei Applikationen

(10, 20, 30) zugeordnet ist und dem Lesegerat (200) die Kommunikationsbe-

reitschaft dieser ersten Applikation anzeigt, und

Erzeugen eines zweiten Kommunikationsbereitschaftssignals an das

Lesegerat (200)fiir eine zweite der zumindest zwei Applikationen (10, 20,

30), wobei das zweite Kommunikationsbereitschaftssignal eine von derers-

ten Identifikationsnummer (UID1) verschiedene zweite Identifikationsnum-

mer (UID2) umfasst, die dieser zweiten Applikation zugeordnet ist und dem

Lesegerat (200) die Kommunikationsbereitschaft dieser zweiten Applikation

anzeigt.

2. Verfahren gema8 Anspruch L dadurch gekennzeichnet, dass das ers-
te Kommunikationsbereitschaftssignal fiir eine die erste Applikation umfas-

sende erste Gruppe (G1) von Applikationen (10A-40A) erzeugt wird und die

erste Identifikationsnummer (UID1) jeder der Applikationen (10A-40A)in

der ersten Gruppe (G1) zugeordnetist und dass das zweite Kommunikati-

onsbereitschaftssignalflir eine die zweite Applikation umfassende zweite

Gruppe (G2) von Applikationen (10B-30B) erzeugt wird und die zweite Iden-

tifikationsnummer (UID2) jeder der Applikationen (10B-30B) in der zweiten
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Gruppe (G2) zugeordnetist, wobei das erste Kommunikationsbereitschafts-

signal dem Lesegerat (200) die Kommunikationsbereitschaft jeder der Appli-

kationen (10A-40A) der ersten Gruppe (G1) anzeigt und das zweite Kommu-

nikationsbereitschaftssignal dem Lesegerat (200) die Kommunikationsbereit-

schaft jeder der Applikationen (10B-30B) der zweiten Gruppe (G2) anzeigt.

3. Verfahren gema8 Anspruch 2, dadurch gekennzeichnet, dass jeder
der Applikationen (10A-40A)der ersten Gruppe (G1)und/oder jeder der

- Applikationen (10B-30B) der zweiten Gruppe (G2) jeweils eine zusatzliche

Auswahlinformation zugeordnet wird.

4, Verfahren gema& einem der Anspriiche 1 bis 3, dadurch gekenn-

zeichnet, dass das Lesegerat (200) Suchsignale aussendet, wobei die fiir die

Applikationen (10, 20, 30) erzeugten Signale Antwortsignale auf die Suchsig-

nale sind.

5. Verfahren gema& einem der Anspriiche 1 bis 4, gekennzeichnet durch

den weiteren Schritt des Umschaltens zwischen den Applikationen (10, 20,

30) zur Kommunikation der Applikation (10, 20, 30) mit einem Lesegerat

(200).

6. Verfahren gema& Anspruch5, dadurch gekennzeichnet, dass das

Umschalten durch Verzweigen oder durch Kontextwechsel erfolgt.

7. Verfahren gema& einem der Anspriiche 1 bis 6, dadurch gekenn-

zeichnet, dass das Lesegerat (200) eine oder mehrere der zumindest zwei

Applikationen (10, 20, 30) tiber die den Applikationen (10, 20, 30) zugeordne-

ten Identifikationsnummern (UID1-UIDn)fiir die weitere Kommunikation

auswahlt.
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8. Verfahren gema8 Anspruch 7 mit Anspruch3, dadurch gekennzeich-

net, dass das Lesegerat (200) eine oder mehrere der zumindest zwei Applika-

tionen (10A-40A, 10B-30B, 10C-30C, 40D) tiber die den Applikationen (10A-

40A, 10B-30B, 10C-30C, 40D) zugeordneten Identifikationsnummern (UID1-

UID3) und tiber die den Applikationen (10A-40A, 10B-30B, 10C-30C, 40D)

zugeordnete zusdtzliche Auswahlinformation fiir dieweitere Kommunikati-
on auswahlt.

9. Verfahren gema8 Anspruch7 oder 8, dadurch gekennzeichnet, dass

fiir eine oder mehrere der zumindest zwei Applikationen (10, 20, 30), die

vom Lesegerat (200) noch nicht ftir die weitere Kommunikation ausgewahlt

worden sind, das Kommunikationsbereitschaftssignal erzeugt wird, wah-

rend die Kommunikation mit einer oder mehreren anderen der zumindest

zwei Applikationen (10, 20, 30), die vor Lesegerat (200) fiir die weitere

Kommunikation ausgewahlit worden sind, noch nicht abgeschlossenist.

10. Verfahren gema8 einem der Ansprtiche 7 bis 9, dadurch gekenn-

zeichnet, dass fiir eine oder mehrere der zumindest zwei Applikationen (10,

20, 30), die vomLesegerat (200) noch nicht fiir die weitere Kommunikation
ausgewahlt worden sind, das Kommunikationsbereitschaftssignal erzeugt

wird, nachdem eine oder mehrere andere der zumindest zwei Applikationen

(10, 20, 30) nach abgeschlossener Kommunikation mit dem Lesegerat (200)

suspendiert wordensind.

11. Verfahren gema8 einem der Anspriiche 7 bis 10, dadurch gekenn-

zeichnet, dass der Datentrager (100) dem Lesegerat (200) mittels Kollisions-

signalen mitteilt, dass eine oder mehrere der zumindest zwei Applikationen

(10, 20, 30), die vom Lesegerat (200) noch nicht fiir die weitere Kommunika-
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tion ausgew4hlt worden sind, vorhandensind, indem Signale gesendet wer-

den, die eine Kollisionen zwischen einer Mehrzahl von Applikationen (10,

20, 30) vortauschen.

12. Verfahren gema& einem der Anspriiche 7 bis 10, dadurch gekenn-
zeichnet, dass der Datentrager (100) dem Lesegerat (200) mittels einer Bele-

gung von ein oder mehreren Zeitschlitzen mitteilt, dass eine oder mehrere
der zumindest zwei Applikationen (10, 20, 30), die vom Lesegert (200) noch
nicht fiir die weitere Kommunikation ausgewahlt wordensind, vorhanden

sind.

13. Verfahren gem&&8 einem der Anspriiche 7 bis 12, gekennzeichnet

durch den weiteren Schritt des Speicherns von Information in einem nicht-

fliichtigen Speicher des Datentragers (100) dartiber, welche der zumindest

zwei Applikationen (10, 20, 30) zuletzt von dem Lesegerat (200) fiir die wei-

tere Kommunikation ausgewahlt wordenist.

14. Verfahren gema& einem der Anspriiche 7 bis 12, gekennzeichnet

durch den weiteren Schritt des Speicherns von Information in einem nicht-
fliichtigen Speicher des Datentragers (100) dartiber, welche der zumindest

zwei Applikationen(10, 20, 30) eine aktive Kommunikation mit dem Lesege-

rat (200) bereits abgeschlossen hat.

15. Verfahren gem48 Anspruch 13 oder 14, dadurch gekennzeichnet,

dass bei erneuter Kommunikation des Lesegerats (200) mit dem Datentrager

(100) zundachstfiir eine der zumindest zwei Applikationen (10, 20, 30), die

verschieden ist von der durch die gespeicherte Information bezeichneten

Applikation (10, 20, 30), ein Kommunikationsbereitschaftssignal ausgesendet

wird.
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16. Verfahren gema8 Anspruch 13 oder 14, dadurch gekennzeichnet,

dass bei erneuter Kommunikation des Lesegerats (200) mit dem Datentrager

(100) zunachstflir die Applikation (10, 20, 30), mit der zuletzt aktiv kommu-

niziert wurde, ein Kommunikationsbereitschaftssignal ausgesendet wird.

17. Verfahren gemaf einem der Ansprtiche 7 bis 16, dadurch gekenn-
zeichnet, dass das Lesegeriit (200) eine fiir die weitere Kommunikation aus-
gewahlte Applikation (10, 20, 30) tiber eine dynamisch vergebeneSitzungs-

nummer (CID1-CIDn) adressiert.

18. Verfahren gema® Anspruch 17, dadurch gekennzeichnet, dass beim

Adressieren die Sitzungsnummer (CID1-CIDn) auf dem Datentrager (100)

mit der der Applikation (10, 20, 30) zugeordneten Identifikationsnummer

(UID1-UIDn) verkntipft wird.

19. Verfahren nach Anspruch 18 mit Anspruch 3, dadurch gekennzeich-

net, dass beim Adressieren die Sitzungsnummer (CID1-CID3) auf dem Da-

tentrager (100) zus&tzlich mit der der Applikation (1OA-40A, 10B-30B, 10C-

30C, 40D) zugeordneten zusatzlichen Auswahlinformation verknipft wird.

20. Verfahren gema& einem der Anspriiche 1 bis 19, dadurch gekenn-

zeichnet, dass der Datentrager (100) anhand einer Antwort des Lesegerats

(200) auf von dem Datentrager (100) ausgesendete Kommunikationsbereit-

schaftssignale erkennt, ob das Lesegerat (200) eingerichtetist, eine Kollision

zwischen einer Mehrzahl von Applikationen (10, 20, 30) aufzuldsen.
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21. Verfahren gema8 einem der Anspriiche 1 bis 20, dadurch gekenn-

zeichnet, dass das Lesegerdt (200) mit mehreren der zumindest zwei Appli-

kationen (10, 20, 30) parallel kommuniziert.

22. Verfahren gema& einem der Anspriiche 1 bis 21, dadurch gekenn-

zeichnet, dass das Lesegerat (200) die Identifikationsnummern (UID1-UIDn)
als Identifikationsnummernunterschiedlicher Datentrager interpretiert.

23. Verfahren gema8 Anspruch 22 mit Anspruch 3, dadurch gekenn-

zeichnet, dass der Datentrager (100) die zusatzliche Auswahlinformation als

virtuelle Sektorzuordnung (FS1-FS4) erzeugt und das Lesegerat (200) die zu-

sdtzliche Auswahlinformation als Sektorzuordnung (FS1-FS4) eines Spei-

cherbereichs eines der unterschiedlichen Datentrager (MA-MD)interpretiert,

wobei die unterschiedlichen Datentrager (MA-MD) emulierte Datentrager

(MA-MD)sein k6nnen.

24. Kontaktlos kommunizierender tragbarer Datentrager (100), umfas-

send zumindest zwei darauf gespeicherte Applikationen (10, 20, 30) und eine

Kommunikationseinrichtung (70) zum Steuern einer Kommunikation zwi-
schen einem Lesegerat (200) und den zumindest zwei Applikationen (10, 20,

30), dadurch gekennzeichnet, dass die Kommunikationseinrichtung(70)

eingerichtetist, Kommunikationsbereitschaftssignale an das Lesegerat (200)

zu erzeugen,die jeweils dem Lesegerat (200) eine Kommunikationsbereit-

schaft fiir eine der Applikationen (10, 20, 30) anzeigen und eine der entspre-

chenden kommunikationsbereiten Applikation (10, 20, 30) zugeordnete Iden-

tifikationsnummer umfassen.

25. Datentrager (100) gema& Anspruch 24, dadurch gekennzeichnet, dass

die Kommunikationseinrichtung (70) eingerichtet ist, Kommunikationsbe-
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reitschaftssignale an das Lesegerat (200) zu erzeugen,die jeweils dem Lese-

gerat eine Kommunikationsbereitschaft jeder Applikation (10A-40A; 10B-

30B; 10C-30C, 40D) einer die eine Applikation umfassenden Gruppe (G1; G2;

G3) von Applikationen (10A-40A; 10B-30B; 10C-30C, 40D) anzeigen und eine

jeder der Applikationen (10A-40A; 10-30B; 10C-30C, 40D) der Gruppe(G1;

G2; G3) zugeordnete Identifikationsnummer (UID1; UID2; UID3) umfassen.

26.  Datentrager gemafs Anspruch 25, dadurch gekennzeichnet, dass die
Kommunikationseinrichtung (70) eingerichtetist, jeder der Applikationen

(10A-40A; 10B-30B; 10C-30C, 40D) der Gruppe (G1; G2; G3) jeweils eine zu-

satzliche Auswahlinformation zuzuordnen.

27. Datentrager (100) gem&4& einem der Anspriiche 24 bis 26, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtet ist, die

Kommunikationsbereitschaftssignale als Antwortsignale auf von einem Le-

segerat (200) empfangene Suchsignale zu erzeugen.

28. Datentrager (100) gema& einem der Anspriiche 24 bis 27, gekenn-

* ‘zeichnet durcheine Umschalteinrichtung (50), die eingerichtetist, zur

Kommunikation der Applikationen (10, 20, 30) mit einem Lesegerat (200)

zwischen den Applikationen (10, 20, 30) des Datentragers (100) umzuschal-
ten.

29. Datentrager (100) gemaS Anspruch 28, dadurch gekennzeichnet, dass

die Umschalteinrichtung (50) eingerichtet ist, zwischen den Applikationen

(10, 20, 30) des Datentragers (100) mittels Verzweigens oder Kontextwechsels
umzuschalten.
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30.  Datentrager (100) gerna8 einem der Ansprtiche 24 bis 29, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtet ist, die

Kommunikation zwischen einem Lesegerat (200) und einer von dem Lesege-

rat (200) iiber eine Sitzungsnummer (CID1-CIDn) adressierten Applikation

(10, 20, 30) herzustellen.

31. Datentrager (100) gema8 Anspruch 30, dadurch gekennzeichnet, dass
die Kommunikationseinrichtung (70) eingerichtetist, ‘beim Adressieren der
Applikation (10, 20, 30) die Sitzungsnummer (CID1-CIDn) mit der der Ap-

plikation (10, 20, 30) zugeordneten Identifikationsnummer (UID1-UIDn) zu

verkniipfen.

32. Datentrager (100) gema8 Anspruch 31 mit Anspruch 26, dadurch

gekennzeichnet, dass die Kommunikationseinrichtung(70) eingerichtet ist,

beim Adressieren der Applikation (10A-40A, 10B-30B, 10C-30C, 40D) die Sit-

zungsnummer (CID1-CID3) zusatzlich mit der der Applikation (10A-40A,

10B-30B, 10C-30C, 40D) zugeordneten zusatzlichen Auswahlinformation zu

verknupfen.

33. Datentrager (100) gema& einem der Ansprtiche 24 bis 32, dadurch ge-
kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist, die-

jenigen Applikationen (10, 20, 30) aus den zumindest zwei Applikationen
(10, 20, 30) zu ermitteln, die zur Kommunikation mit einem Lesegerat (200)

bereit sind.

34. Datentrager (100) gema& Anspruch 33, dadurch gekennzeichnet, dass
die Kommunikationseinrichtung (70) eingerichtetist, fiir eine oder mehrere

der zumindest zwei Applikationen (10, 20, 30 ), die zur Kommunikation mit

einem Lesegerat (200) bereit sind und noch nicht mit einem Lesegerat (200)
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kommunizieren, Kommunikationsbereitschaftssignale auszusenden, wah-

rend die Kommunikation mit einer oder mehreren anderen der zumindest

zwei Applikationen (10, 20, 30) noch nicht abgeschlossenist.

35. Datentrager (100) gema& Anspruch 33 oder 34, dadurch gekenn-

zeichnet, dass die Kommunikationseinrichtung(70) eingerichtetist, fiir eine

oder mehrere der zumindest zwei Applikationen (10, 20, 30), die zur Kom-
munikation mit einem Lesegeriit (200) bereit sind undnoch nicht mit einem
Lesegerat (200) kommunizieren, Kommunikationsbereitschaftssignale auszu-

senden, nachdem eine oder mehrere andere der zumindest zwei Applikatio-

nen (10, 20, 30) nach abgeschlossener Kommunikation mit einem Lesegerat

(200) suspendiert worden sind.

36. Datentrager (100) gema& einem der Ansprtiche 24 bis 35, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist,

dem Lesegerat (200) tiber Kollisionssignale, die eine Kollision zwischen einer

Mehrzahl von Applikationen vortauschen, mitzuteilen, dass noch eine oder

mehrere der zumindest zwei auf dem Datentrager (100) befindlichen Appli-

kationen (10, 20, 30), die vom Lesegerat (200) noch nichtfiir die weitere
Kommunikation ausgewahit worden sind, vorhanden sind.

37. Datentrager (100) gem&& einem der Ansprtiche 24 bis 36, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist, in

einem nichtfliichtigen Speicher des Datentragers (100) Informationen dar-

uber zu speichern, welche der zumindest zwei Applikationen (10, 20, 30) zu-

letzt mit einem Leseger&t (200) kommunizierthat.

38. Datentrager (100) gem48 Anspruch 37, dadurch gekennzeichnet, dass

die Kommunikationseinrichtung (70) eingerichtetist, bei erneuter Kontakt-
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zumindest zwei Applikationen (10, 20, 30), die verschieden ist von der durch

die gespeicherte Information bezeichneten Applikation (10, 20, 30), ein

Kommunikationsbereitschaftssignal auszusenden.

39. Datentrager (100) gem48 einem der Ansprtiche 24 bis 38, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung(70) eingerichtet ist, an-
hand einer Antwort eines Lesegerats (200) auf von der Kommunikationsein-
richtung (70) ausgesendete Kommunikationsbereitschaftssignale zu erken-

nen, ob das Lesegerat (200) eingerichtetist, Kollisionen zwischen einer

Mehrzahl von Applikationen aufzulésen.

40. Datentrager (100) gem&8 einem der Anspriiche 24 bis 39, dadurch ge-

kennzeichnet, dass der Datentrager (100) als kontaktlos kommunizierende

Chipkarte, kontaktlos kommunizierendes Label, kontaktlos kommunizieren-

des Ausweisdokumentoderals eine (U)SIM-Mobilfunkkarte ausgebildetist.

41. Datentrager (100) gem&& einem der Anspriiche 24 bis 40, dadurch ge-

kennzeichnet, dass der Datentrager (100) ein Dual-Interface aufweist und

sowohl kontaktlos als auch kontaktbehaftet betrieben werden kann.

42. Datentrager (100) gem4& einem der Anspriiche 24 bis 39, dadurch ge-
kennzeichnet, dass der Datentrager (100) als Sicherheitsmodul in einem Ge-

rat, das Kommunikationsmittel zur kontaktlosen Kommunikation umfasst,

ausgebildet ist, wobei das Sicherheitsmodul liber Softwaremittel verfiigt, um
tiber die Kommunikationsmittel des Gerats kontaktlos zu kommunizieren.

43. Datentréger (100) gem&8 einem der Anspriiche 24 bis 42, gekennzeich-

net durch einen Speicher (60), der in Sektoren (S1-S11) unterteilt ist, wobei in
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jedem der Sektoren (S1-S11) jeweils héchstens eine der zumindest zwei Ap-

plikationen (10A-40A, 10B-30B, 10C-30C, 40D) gespeichertist.

44. Datentrager (100) gema& Anspruch 43 mit Anspruch 26, dadurch

gekennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist,
den zumindest zwei Applikationen (10A-40A, 10B-30B, 10C-30C, 40D) die

zusatzliche Auswahlinformation in der Form einer virtuellen Sektorzu-
ordnung (FS1-FS4) zuzuordnen und Kommunikationsbereitschaftssignale fiir
die Gruppen (G1; G2; G3) von Applikationen zu erzeugen, wobei die

Gruppen (G1; G2; G3) jeweils Applikationen (10A-40A; 10B-30B; 10C-30C,

40D) mit paarweise unterschiedlichen virtuellen Sektorzuordnungen (FS1-

FS4) umfassen.

45. Datentrager (100) gema& Anspruch 43 oder 44, dadurch gekennzeich-

net, dass jeder der Sektoren (S1-S11)fiir einen Zugriff auf darin gespeicherte

Applikationen (10A-40A, 10B-30B, 10C-30C, 40D) durch ein Lesegerat (200)

separat zugriffsgeschtitztist.

46. Datentrager (100) gema8 einem den Ansprtche 24 bis 39, dadurch ge-
kennzeichnet, dass der Datentrager (100) als elektronisches Gerat, insbeson-

dere als Mobilfunkendgerat, mit einer Kontaktlosschnittstelle zur Kommuni-

kation mit einem Lesegerat (200) und mit einer Mehrzahl von Speichern aus-
gebildet ist, wobei in jedem der Speicher jeweils héchstens eine der zumin-

dest zwei Applikationen (10, 20, 30) gespeichert ist.

47. Datentrager (100) nach Anspruch 46, dadurch gekennzeichnet, dass die

Kontaktlosschnittstelle als NFC-Schnittstelle ausgebildet ist und der Daten-

trager (100) eingerichtet ist, zur Kommunikation mit einem Lesegerat (200)

im passiven Modusbetrieben zu werden.
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48. Datentrager (100) nach Anspruch 46 oder 47, dadurch gekennzeichnet,

dass die Speicher auf in den Datentrager (100) integrierten Chipkarten,ins-

besondere (U)SIM-Mobilfunkkarten, sicheren digitalen Speicherkarten oder
5  EMV-Zahlungskarten, ausgebildet sind.
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Datentrager und Verfahren zur kontaktlosen
Kommunikation zwischen dem Datentraiger

und einem Lesegerat

Die vorliegende Erfindungbetrifft ein Verfahren zur kontaktlosen Kommu-

nikation von mindestens zwei auf einem gemeinsamen tragbaren Datentra-

ger gespeicherten Applikationen mit einem Lesegerat und einen entspre-

chend eingerichteten Datentrager. Ein Datentrager im Sinne der Erfindung

kann z.B. eine kontaktlos kommunizierende Chipkarte, ein kontaktlos kom-

munizierendes Label, ein kontaktlos kommunizierendes Ausweisdokument

oder ein zur kontaktlosen Kommunikation ausgestattetes Sicherheitsmodul

SAM (secure application module) sein.

Im Stand der Technik (Finkenzeller, Klaus: RFID-Handbuch, Miinchen, 2002)

werden verschiedene kontaktlos kommunizierende Datentrager beschrieben,

beispielsweise Chipkarten und RFID-Transponder(radio frequencyidentifi-

cation transponder), z.B. nach dem Standard ISO/IEC 14443, Dabei handelt

es sich um sogenannte Proximity-Coupling-Chipkarten, die haufig im An-

wendungsbereich "Ticketing" Verwendungfinden,also beispielsweise als

Fahrausweis im dffentlichen Nahverkehr. Die Energieversorgung des Daten-

tragers erfolgt dabei iiblicherweise durch das magnetische Wechselfeld eines

Lesegerates. Die Reichweite eines solchen Datentragers betragt ca. 7 bis 15

cm. Die Erfindungist aber nicht auf Transponder-Chipkarten mit diesen

kurzen Reichweiten beschrankt, sondern kann auch im Zusammenhang mit

anderen kontaktlos kommunizierenden Datentragern mit anderen Reichwei-

ten und / oder nach anderen Standards Verwendungfinden.Prinzipiell sind

auch Datentrager mit eigener Energiequelle einsetzbar.

Wirdein solcher Datentrager in das Ansprechfeld eines Lesegerates ge-

bracht, wodurchseine Energieversorgungeinsetzt under in einen betriebs-

bereiten Modusversetzt wird, kann er ein vom Lesegerat zyklisch ausgesen-
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detes Suchsignal empfangen und mittels eines ersten Antwortsignals dem

Lesegerat seine Kommunikationsbereitschaft anzeigen. Sobald das Lesegerat

dieses Signal empfangen hat, startet es einen Selektionsprozess mit Hilfe ei-

nes sogenannten Antikollisionsverfahrens, um gezielt einen Datentrager zur

weiteren Kommunikation auszuwahlen, auch wenn sichgleichzeitig eine

Mehrzahl von kommunikationsbereiten Datentragern im Ansprechfeld des

Lesegerats befinden. Die Auswahl eines Datentragers erfolgt dabei anhand

einer eindeutigen Identifikationsnummer des Datentragers, beispielsweise

eines UID (uniqueidentifier), eines PUPI (pseudo-unique PICC identifier,

PICC=proximity ICC, ICC=integrated circuit card) oder-dergleichen. Ftir Da-

tentrager gemISO/IEC 14443 gilt weiterhin, dass ein zur Kommunikation

ausgewahlter Datentrager wahrend der Kommunikation iiber eine vom Le-

segerat dynamisch vergebene eindeutige Sitzungsnummer (Session-ID, CID)

adressierbarist. In diesem Zustand antwortet ein solcher Datentrager nicht

mehr auf die vorerwahnten und weiterhin vom Lesegerat ausgesendeten

Suchsignale. Auf diese Weise kann das Lesegerat weitere im Ansprechfeld

befindliche Datentrageriiber ihre eindeutige Identifikationsnummerselektie-

ren und auch diesen wiederum eindeutige Sitzungsnummern zuordnen.

Nach ISO/TEC 14443 kénnenbis zu 16 Datentrager auf diese Weise gleichzei-

tig zur Kommunikation ausgewahlt und tiber dementsprechend 16 unter-

schiedliche Sitzungsnummern adressiert werden. Ein vom Lesegerat ausge-

sendetes und mittels der Sitzungsnummeradressiertes Kommando wird

dann stets nur von dem Datentrager verarbeitet, dem diese Sitzungsnummer

zugeordnet wordenist.

Weiterhin ist bekannt, dass sich auf einem tragbaren Datentrager mehrere

Applikationen gleichzeitig befinden kénnen und dass die dazugehérigen

Applikationsprozesse nebenlaufig ausgefithrt werden kénnen, wenn auf

dem Datentrager ein Betriebssystem eingerichtetist, das die dazu notwendi-
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gen Mechanismen zur Verftigungstellt. Nebenlaufiges Ausfithren von Pro-

zessen bedeutet, dass diese quasi gleichzeitig ausgefiihrt werden, indem

immer wieder zwischen verschiedenen Prozessen umgeschaltet wird. Ein
Umschalten zwischen verschiedenen Prozessen bedeutet, dass diese Prozesse

abwechselnd dem Prozessor zugefithrt werden, um tatséchliche Rechenzeit

zu erhalten. Ein Applikationsprozess bezeichneteine sich in Ausfithrung be-

findliche Applikation. Im Rahmendieser Erfindung werden im Folgenden

sowohl eine Applikation als auch der ihr zugehGrige Applikationsprozess

stets als Applikation bezeichnet.

Es ist méglich, eine Mehrzahl von verschiedenen nebenlaufigen Applikatio-

nen, beispielsweise tiber ihre Applikationsbezeichner AID (application iden-

tifier), iber verschiedene logische Kandle (logical channels) anzusprechen.

Logische Kanale machen es méglich, tiber eine einzige Schnittstelle parallel

mehrere virtuelle Kanale vorzugeben, indem die entsprechenden Kommuni-

kationsprotokolle so ausgelegt sind, dass der adressierte logische Kanal mit-

kodiert wird. Auf diese Weise kénnen somit parallel mehrere Applikationen

auf dem Datentrager durch Angabe des jeweils zu benutzenden Kanals tiber

den Applikationsbezeichner angesprochen werden.

Die heute géngigen Protokolle und die Kodierung der zu tibertragenden Da-

ten (APDU,application data unit, eine Dateniibertragungsform,die auf ei-

nem Anweisung/ Antwort-Schemabasiert) erlauben bis zu vier logische Ka-

nale, die mittels zwei spezieller Bits kodiert sind. Jedoch enthalten die auf ein

von auferhalb des Datentragers erhaltenes Kommando erzeugten Antworten

des Datentraégers keine Angaben mehr tiber den logischen Kanal. Dies hat

zur Folge, dass externe Anwendungen,die mit einer Mehrzahl von neben-

laufigen Applikationen auf einem Datentrager kommunizieren wollen, un-

tereinander synchronisiert sein mtissen, da eine externe Anwendung anhand
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der Antwort einer Applikation des Datentragers nicht entscheiden kann, ob

diese die von ihr erwartete Antwort ist oder ftir eine andere externe Anwen-

dung bestimmtist.

Die Verwaltung von logischen Kandlenist fiir ein Betriebssystem des Daten-

tragers sehr aufwendig und bendtigt eine grofe Menge an Speicher, umso

mehr noch, wenn die Kommunikation unter gesicherten Bedingungenstatt-

zufinden hat, also die zu einer Applikation gehGrenden Daten verschliisselt

tibertragen werden undallgemein gegen Ausspahen durch andere Applika-

tionen geschiitzt werden.

Problemetreten auch in den Fallen auf, in denen mehrere, méglicherweise

proprietére Applikationen, die bisherjeweils als einzige Applikation auf ei-

nem eigenen Datentrager gespeichert waren, nun auf einem gemeinsamen,

als Multiapplikationsdatentrager ausgebildeten Datentrager integriert wer-

den sollen. Zu den oben erlauterten Schwierigkeiten in der parallelen Kom-

munikation kommthinzu, dass Kollisionen in den Datenstrukturen stattfin-

den kénnen, weil die verschiedenen Applikationen beispielsweise bisher ver-

schiedeneInhalte auf verschiedenen Datentragern mit identischen Dateibe-

zeichnern FID (file identifier) bezeichnet haben, die nun auf dem gemeinsa-

men Datentrager nur noch eine Datei bezeichnen. Es kommtauchvor, dass

Applikationen von verschiedenen Datentragern zu integrieren sind, die ver-

schiedenen Einschrankungen in den Kommunikationsparametern, wie bei-

spielsweise der Blocklangeiibertragbarer Blécke, unterliegen.

Aufgabe der vorliegenden Erfindungist es, ein Verfahren anzugeben, das die

kontaktlose Kommunikation von einer Mehrzahl nicht aufeinander abge-

stimmter Applikationen eines tragbaren Datentragers mit einem Lesegerat

ermdglicht, sowie einen entsprechend eingerichteten Datentrager.
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Diese Aufgabe wird durch ein Verfahren und einen Datentrager mit den

Merkmalen der unabhangigen Anspriiche gelést. In davon abhangigen An-

spriichen sind vorteilhafte Ausgestaltungen und Weiterbildungen angege-

ben.

Das vorliegende erfindungsgemafse Verfahren basiert auf dem Grundgedan-

ken, dass fiir mindestens zwei auf einem tragbaren, kontaktlos kommunizie-

renden Datentrager befindliche Applikationen,die bereit sind, mit einem Le-

segerat zu kommunizieren, ein erstes Kommunikationsbereitschaftssignal an

das Lesegeratfiir eine erste der mindestens zwei Applikationen erzeugt
wird, wobei das Signal eine erste Identifikationsnummer umfasst, die der er-

sten der mindestens zwei Applikationen zugeordnet ist und dem Lesegerat

die Kommunikationsbereitschaft dieser ersten Applikation anzeigt, und ein

zweites Kommunikationsbereitschaftssignal an das Lesegerdtftir eine zweite

der mindestens zwei Applikationen erzeugt wird, wobei das zweite Signal

eine von derersten Identifikationsnummerverschiedene zweite Identifikati-

onsnummer umfasst, die der zweiten Applikationen zugeordnetist und dem

Lesegerat die Kommunikationsbereitschaft dieser zweiten Applikation an-

zeigt. Diese Schritte werden von einer entsprechend eingerichteten Kommu-

nikationseinrichtung auf dem Datentrager durchgefithrt.

Die Identifikationsnummern tibernehmen die Rolle, die im Stand der Tech-

nik der dem Datentrager zugeordneten Identifikationsnummer (UID, PUPI

und dergleichen) zukommt. Somit kann das Lesegerat eine Applikation aus

einer Mehrzahl von auf einem Datentrager befindlichen Applikationen ge-

zielt und unabhangig vom Datentrager tiber die Identifikationsnummeran-

sprechen.Ein tibliches Lesegeriit hat dabei den Eindruck, mit unterschiedli-

chen Datentragern zu kommunizieren.
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Wenn im Folgenden von der Kommunikation einer Applikation A mit einem

Lesegerat gesprochen wird, bedeutet dies immerdie tiber eine Kommunika-

tionseinrichtung des Datentragers verlaufende Kommunikation, wobei das

Lesegerat gezielt diese Applikation A anspricht und die an die Applikation

A gerichteten Daten tiber die Kommunikationseinrichtung des Datentragers

an diese Applikation weitergeleitet werden, auch wenn sich auf dem Daten-

trager noch weitere kommunikationsbereite Applikationen B,C,... , bereits

schon mit dem Lesegerat in Kommunikation stehende Applikationen D,E,...

oderbereits durch das Lesegerat nach abgeschlossener Kommunikation sus-

pendierte ApplikationenF,G, ... befinden.

Die fiir die Applikationen erzeugten Signale des Datentragers kénnen z.B.
periodisch ausgesendete Signale sein oder spezielle Antwortsignale auf vom

Lesegerat ausgesendete Suchsignale. So kann das Lesegerat erkennen, wel-

che kommunikationsbereiten Applikationen sich in semem Ansprechfeld be-

finden, auch wenn diese auf einem gemeinsamen Datentrager gespeichert
sind.

Eine vorhandene Umschaltfunktionalitat des Datentragers kann zwischen

verschiedenen nebenlaufig auf dem Datentrager ausgefiihrten Applikationen

umschalten. Auf diese Weise kénnen sich mehrere Applikationen quasi

gleichzeitig mit dem Lesegerat in Kommunikation befinden, wobei das Um-

schalten zwischen diesen Applikationen deren parallele Kommunikation mit

dem Lesegerat iiber die Kommunikationseinrichtung erméglicht. Allerdings

kann die Kommunikation, angepasst an die Fahigkeiten des Lesegerats, an-

statt parallel auch nacheinanderstattfinden.
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Die vorerwahnten Einschrankungen im Zusammenhangmit der Benutzung

logischer Kanale fallen weg. Es konnen mehr als vier Applikationen parallel

mit dem Lesegeraét kommunizieren. Die Kommunikationseinrichtungstellt

sicher, dass alle Daten, die vom Lesegerat zum Datentrager gesendet wer-

den, nur durch die angesprochene Applikation verarbeitet werden.Sie stellt

insbesonderesicher, dass alle vom Datentrager zum Lesegerat ausgesende-

ten Daten so beschaffen sind, dass das Lesegerat sie eindeutig einer Applika-
tion zuordnen kann.

Schlieflich ergibt sich der Vorteil, dass eine Mehrzahl von Applikationen un-

abhangig voneinander und ohne aufeinander abgestimmtsein zu miissen,

auf einem gemeinsamen Datentrager integriert werden kénnen, da das Um-

schalten zwischen den Applikationenes erlaubt, dass jede der Applikationen

tuber eigene Datenstrukturen,beispielsweise ein Dateisystem, und eigene

Softwaremittel, wie beispielsweise nur von ihr genutzten Programmcode,

verfiigen kann. Kollisionen mit weiteren Applikationen beziiglich dieser Re-

sourcen sind somit ausgeschlossen.

Die Umschaltfunktionalitat kann als Bestandteil des Betriebssystemsausge-

bildet sein. Die Umschaltung zwischen verschiedenen Applikationen kann

z.B. durch Verzweigen erfolgen. Beim Verzweigen wird von einem soge-

nanntenElternprozess, ein neuer Prozess, der Kindprozess, gestartet. Hier-
bei nutzen beide, Eltern- und Kindprozess, dieselben Systemresourcen, wie

beispielsweise Arbeitsspeicher. Eine Umschaltung kann andererseits z.B.

auch durch einen Kontextwechsel mittels eines Dispatchers erfolgen. Dabei
erhalt der jeweils aktuell dem Prozessor zugeordnete Prozess seinen eigenen

Kontext, der beispielsweise Bereiche im Hauptspeicher und Systemvariablen
umfasst.
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DasLesegerat wahit eine Applikation fiir die weitere Kommunikation mittels

der der Applikation zugeordneten Identifikationsnummeraus. Einerfiir die

weitere Kommunikation ausgewdhlten Applikation wird dann vom Lesege-

rat dynamisch eine Sitzungsnummerzugeordnet. Uber diese Sitzungsnum-

mer kann die Applikation wahrend der Kommunikation mit dem Lesegerat

eindeutig adressiert werden. Beim Adressieren wird die Sitzungsnummer im

Datentrager durch die Kommunikationseinrichtung mit der der Applikation

zugeordneten Identifikationsnummerso verkniipft, dass bei der Kommuni-

kation immerdie richtige Applikation angesprochen wird.Ist eine Applika-

tion vom Lesegerat zur weiteren Kommunikation ausgewdhit, so findet diese

Kommunikation anschliefsend auchstatt, ohne dass es weiterer Schritte be-

darf. Eine vom Lesegerat zur weiteren Kommunikation ausgewahite Appli-

kation befindet sich also dann in Kommunikation mit dem Lesegerat.

Verfahrensgemafs werden von dem Datentrager fiir eine oder mehrere auf

dem Datentrager befindliche Applikationen, die vom Lesegerat noch nicht

fiir die weitere Kommunikation ausgewdhlt worden sind, Kommunikations-

bereitschaftssignale erzeugt, auch wenn bereits eine oder mehrere andere

Applikationen vom Lesegeratfiir die weitere Kommunikation ausgew4hlt

wordensind und die Kommunikation mit diesen anderen Applikationen

noch nicht abgeschlossenist. Dies ist vorzugsweise auch dann derFall,

nachdembereits eine oder mehrere andere Applikationen vom Lesegerat

nach abgeschlossener Kommunikation suspendiert worden sind. Eineweite-

re, von der Kommunikation mit dem Lesegerat losgeléste Aktivitat der vom

Lesegerat suspendierten Applikation auf dem Datentragerist weiterhin még-
lich.

Wahrend nach dem Stand der Technik ein in Kommunikation befindlicher

Datentrager nicht auf Suchsignale antwortet und ein suspendierter Datentra-

111



112

10

15

20

25

-9-

ger entwedererst aus dem Ansprechfeld des Lesegerats entfernt werden

mu, um durch erneutes Einbringen wieder kommunikationsbereit zu wer-

den oder durch ein RESET-Signal des Lesegerates zurtickgesetzt wird, kann

ein Lesegerat mit allen kommunikationsbereiten Applikationen deserfin-

dungsgemafsen Datentragers jederzeit Kontakt aufnehmen.

Die Kommunikationseinrichtung steuert die gesamte Kommunikation zwi-

schen den Applikationen und dem Leseger&t und kennt stets den Kommuni-

kationsstatus jeder Applikation: kommunikationsbereit oder zur weiteren

Kommunikation vom Lesegerat ausgewahlt und somit mit dem Lesegerat in

Kommunikation oder vom Lesegerat nach abgeschlossener Kommunikation

suspendiert.

Der Datentragerteilt dem Lesegerat vorzugsweise mittels Kollisionssignalen

mit, dass noch kommunikationsbereite Applikationen, die noch nichtfiir ei-

ne weitere Kommunikation ausgewahlt worden sind, im Ansprechfeld vor-

handensind. Diese Signale, die wahrend der Ausftihrung des Kollisionsalgo-

rithmus ausgesendet werden, kénnen beispielsweise die Form von vorge-

tauschten Kollisionen zwischen einer Mehrzahl von Applikationen anneh-
men. Das Lesegerat wird dann parallel zur Kommunikation mit anderen

Applikationen und / oder nach Kommunikationsende Suchsignale aussen-

den, um mit den noch nicht zur Kommunikation ausgew4hlten Applikatio-

nen Kontakt aufzunehmen.

Vorzugsweise speichert das Verfahren mittels der Kommunikationseinrich-

tungin einem nichtfliichtigem Speicher Information dariiber, welche der

Applikationen zuletzt vom Lesegeratftir die weitere Kommunikation aus-

gewahlt wordenist. Damit kann bei erneuter Aktivierung des Datentragers,

beispielsweise nach einer Unterbrechung der Energiezufuhr,festgestellt
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werden, welche Applikation zuletzt mit dem Lesegerat kommunizierthat,

um dann zundchstfiir eine davon verschiedene Applikation ein Kommuni-

kationsbereitschaftssignal zu erzeugen, um z.B. zu verhindern, dass immer
dieselbe Applikation zuerst zum Zuge kommt und andere Applikationen

mdglicherweise lange Wartezeiten in Kauf nehmen miissen odergar nicht

erst zur Ausfitthrung kommen.

Das Verfahren kann daherso gestaltet werden, dass das Lesegerat mit meh-

reren Applikationen parallel kommunizieren kann. Dabei werden die den

Applikationen zugeordneten Identifikationsnummern vorzugsweise so ge-
wahit, dass das Lesegerat sie wie Identifikationsnummern von unterschiedli-

chen Datentragern interpretiert. Dann kann das erfindungsgemafe Verfah-

ren problemlos mit Lesegeraten nach dem Stand der Technik durchgefiihrt
werden.

Der erfindungsgemafe Datentrager kann als kontaktlos kommunizierende

Chipkarte, kontaktlos kommunizierendes Label oder kontaktlos kommuni-

zierendes Ausweisdokument ausgebildet sein. Weiterhin ist es méglich, dass

der Datentragerals Sicherheitsmodul SAM (secure application module) in

einem Gerat, das zur kontaktlosen Datentibertragung eingerichtetist, ausge-

bildet ist, wobei das Sicherheitsmodul tiber Softwaremittel verftigt, um mit-

tels einer geeigneten Schnittstelle mit Hilfe des Gerdts kontaktlos zu kom-

munizieren. Ein SAM ist ein sowohl mechanisch als auch softwaretechnisch

abgesichertes Bauteil, das zur Aufbewahrung von geheimen Daten und zum

Ausfihren von Kryptoalgorithmendient.

Nachfolgend wird die Erfindung anhand der begleitenden Zeichnungenbei-

spielhaft erlautert. Darin zeigen:
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Figur1—_einen schematisch dargestellten erfindungsgema@en Datentrager;

Figur2 ein Flussdiagramm eines Ablaufs einer ersten Ausfithrungsform

des erfindungsgemafen Verfahrens; und

Figur3 ein Flussdiagramm eines Ablaufs einer zweiten Ausfithrungsform

des erfindungsgemafsen Verfahrens.

Verschiedene Ausfithrungsformender Erfindung werden im Folgenden ge-

nauer dargestellt. Figur 1 zeigt schematisch einen erfindungsgem4fen Daten-

trager 100 und ein Lesegerat 200. Auf dem Datentrager 100 befinden sich

mindestens zwei Applikationen 10, 20, 30. Der Datentrager 100 umfasst eine

Kommunikationseinrichtung 70 und eine Umschalteinrichtung50, die einge-

richtetist, zwischen den verschiedenen Applikationen 10, 20, 30 umzuschal-

ten. Jeder der Applikationen 10, 20, 30 ist eine Identifikationsnummer UID1,

UID2, UIDn zugeordnet. Die Identifikationsnummern UID1, UID2, UIDn

werden von der Kommunikationseinrichtung 70 verwaltet. Tritt das Lesege-

rat 200 in Kommunikation mit einer oder mehreren der Applikationen 10, 20,

30 des Datentragers 100, so kann das Lesegerat diese tiber die Identifikati-

onsnummern UID1, UID2, UIDn zur weiteren Kommunikation auswdahlen

und mittels von ihm dynamisch vergebenen Sitzungsnummern CID1, CID2,

CIDn im weiteren Verlauf der Kommunikation adressieren. Diese Sitzungs-

nummern CID1, CID2, CIDn kénnen von der Kommunikationseinrichtung
70 mit den Identifikationsnummern derjeweils adressierten Applikationen

verkniipft werden. Jegliche Kommunikation zwischen den Applikationen 10,

20, 30 des Datentragers 100 mit dem Lesegerat 200 verlauft tiber die Kom-

munikationseinrichtung 70, wobei zwischen den Applikationen 10, 20, 30

mittels der Umschalteinrichtung 50 umgeschaltet werden kann.
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Figur 2 zeigt ein Flussdiagramm eines Ablaufs einer ersten Ausfiihrungs-

form des erfindungsgema@en Verfahrens. Die Ziffern bezeichnen einzelne

Verfahrensschritte und Zusténde einzelner Komponenten. Gelangt dererfin-

dungsgemiife Datentraéger 100, der sich zu Beginn in nicht betriebsbereitem
Zustand befindet 0, in das Ansprechfeld eines Lesegerates 200, wird er be-

triebsbereit 1000 und empfangt vom Lesegerat 200 ein Suchsignal 300. Die

Kommunikationseinrichtung 70 des Datentragers 100 erzeugt fiir eine erste

Applikation 10 ein Kommunikationsbereitschaftssignal, das die der Applika-

tion 10 zugeordnete Identifikationsnummer UID1 umfasst 1010. DiesesSi-

gnal wird vom Datentrager ausgesendet, und die Applikation 10 wird im

Laufe des Selektionsprozesses 400 mittels eines Antikollisionsverfahrens

vom Lesegerat 200 fiir die weitere Kommunikation ausgewahlt.

Wahrend oder bevor das Lesegerat 200 mit der Applikation 10 des Datentra-

gers 100 kommuniziert 2010, welchesie tiber die Sitzungsnummer CID1

adressiert 510, sendet es weitere Suchsignale 300 aus und die Kommunikati-

onseinrichtung 70 des Datentragers 100 erzeugt fiir eine zweite Applikation

20 ein die Identifikationsnummer UID2 umfassendes Kommunikationsbe-

reitschaftssignal 1020 und die Applikation 20 wird im Laufe des Selektions-

prozesses 400 vom Lesegerat 200 fiir die weitere Kommunikation ausge-

wahit. Das Lesegerat 200 befindet sich nun parallel in Kommunikation mit

den beiden Applikationen 10 und 20, 2010, 2020, die iiber die Sitzungsnum-

mern CID1 510 bzw. CID2 adressiert werden 520.

Analog folgt die Kommunikationsaufnahmedes Lesegerats 200 mit der Ap-

plikation 30 durch ein Suchsignal 300, ein von der Kommunikationseinrich-

tung 70 erzeugtes Kommunikationsbereitschaftssignal 1030, einen Selekti-

onsschritt 400, womit schliefslich das Lesegerat 200 mit den drei iiberdie Sit-

zungsnummern CID1, CID2, CIDn adressierten Applikationen 10, 20, 30, 510,
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520, 530 parallel in Kommunikationist 2010, 2020, 2030. Wie angedeutet,

kann sich das Verfahren in gleicher Weise noch mit weiteren Applikationen

fortsetzen.

Fiir das Lesegerat 200 erscheinen die verschiedenen Applikationen deserfin-

dungsgeméafsen Datentragers 100 als eine Ansammlung verschiedener Daten-

trager nach dem Stand der Technik.

Figur 3 zeigt ein Flussdiagramm eines Ablaufs einer zweiten Ausfithrungs-

form des erfindungsgemafsen Verfahrens. Die Ziffern bezeichnen wiein Fi-

gur 2 einzelne Verfahrensschritte und Zustaénde einzelner Komponenten.

Hauptunterschied zu der in Figur 2 dargestellten Ausfiihrungsform ist, dass

im gegenwéartigen Beispiel das Lesegerat nicht mit mehreren Applikationen

mittels verschiedene Sitzungsnummern gleichzeitig kommuniziert, sondern

mit verschiedenen Applikationen nacheinander.

Schritte und Zustande, die gleich sind zu denen in Figur 2, werden gleich be-

zeichnet undnicht erneut erklart. Nach Aussenden eines Suchsignals 300

durch das Lesegera&t 200 erzeugt die Kommunikationseinrichtung 70 des Da-

tentragers 100 fiir eine erste Applikation 10 ein Kommunikationsbereit-

schaftssignal, das die der Applikation zugeordnete Identifikationsnummer

UID1 1010 umfasst und die Applikation 10 wird im Laufe des Selektionspro-

zesses 400 mittels eines Antikollisionsverfahrens vom Lesegerat 200 ftir die

weitere Kommunikation ausgewdhlt. Das Lesegerat 200 befindetsich in

Kommunikation 2000 mit der Applikation 10, 610, und schlief$t diese Kom-

munikation auch ab, bevor es neue Suchsignale aussendet. Davor mussdie

Applikation 10 suspendiert werden 700, beispielsweise mittels eines DE-

SELCT-Kommandos, wobeider erfindungsgemafe Datentrager weiterhin

betriebsbereit 1000 bleibt, und damit auf das nadchste Suchsignal 300 des Le-
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segerats 200 mit einem fiir eine zweite Applikation 20 erzeugten Kommuni-

kationsbereitschaftssignal, welches die der Applikation 20 zugeordnete Iden-

tifikationsnummer UID2 umfasst, antworten kann. Ein analoger Prozess

kann sich nun sequentiell fiir alle auf dem Datentrager befindlichen Applika-

tionen anschliefsen. In Figur 3 ist noch die Kommunikation des Lesegerates

mit den Applikationen 20 und 30 dargestellt 620, 630.

Eine weitere Méglichkeit, dem Lesegerat anzuzeigen, dass sich noch kom-

munikationsbereite Applikationen im Ansprechfeld befinden, besitzt derer-

findungsgemafsen Datentrager 100 dadurch, dass die Kommunikationsein-

richtung 70 wahrenddes Ablaufs eines Antikollisionsverfahrens 400 Signale

aussendenkann, die dem Lesegerat die Kollision von wenigstens zwei Da-

tentraégern vortéuschen. Das Lesegerat wird dann zu einem spateren Zeit-

punkt versuchen, Kontakt zu solchen Applikationen aufzunehmen. Bei dem

zum Vortéuscheneiner Kollision ausgesendeten Signal oder Datenmuster

kann es sich z.B. um eine Codeverletzung (z.B. ISO 14443 Typ A: Manchester

Codebei gleichzeitigem Sendeneiner "0" und einer "1") oder um einen Prif-

summenfehler handeln. Bei Antikollisionsverfahren mit mehreren Zeitschlit-

zen (z.B. ISO 14443 Typ B: Slotted Aloha Verfahren) kénnen in unterschiedli-

chen Zeitschlitzen die verschiedenen Identifikationsnummern UID1, UID2,

UIDnder auf dem Datentrager befindlichen Applikationen ausgesendet

werden, um dem Lesegerat die Anwesenheit entsprechender Datentrager
vorzutaéuschen.

Fiir das Lesegerat 200 besteht auch die Méglichkeit, das Magnetfeld kurzzei-

tig abzuschalten um dann,falls es sich um Datentrager ohne eigene Energie-

versorgung handelt, nach deren Neustart (Power-OnReset) einen neuen Da-

tentrager im Ansprechfeld auszuw&hlen.Erfindungsgem4& kann die Kom-

munikationseinrichtung 70 des Datentragers 100 eingerichtet sein, in einem
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nichtfliichtigen Speicher des Datentraégers 100 Information dariiber zu spei-

chern, welche der Applikationen 10, 20, 30 zuletzt mit dem Lesegerat 200

kommuniziert hat, um dann zundchst fiir eine davon verschiedene Applika-

tion ein Kommunikationsbereitschaftssignal zu erzeugen, um z.B. zu verhin-

dern, dass immer dieselbe Applikation zuerst zum Zuge kommt und andere

Applikationen méglicherweise lange Wartezeiten in Kauf nehmen miissen

odergar nicht erst zur Ausftihrung kommen.
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Patentanspriiche

1, Verfahren zur kontaktlosen Kommunikation eines Lesegerdts (200)

mit mindestens zwei auf einem tragbaren Datentrager (100) befindlichen

kommunikationsbereiten Applikationen (10, 20, 30), gekennzeichnet durch

die Schritte:

Erzeugen eines ersten Kommunikationsbereitschaftssignals an das Le-

segerat (200) fur eine erste der mindestens zwei Applikationen (10, 20, 30),

wobeidasSignal eine erste Identifikationsnummer umfasst, die der ersten

der mindestens zwei Applikationen (10, 20, 30) zugeordnet ist und dem Le-

segerat (200) die Kommunikationsbereitschaft dieser ersten Applikation an-

zeigt, und

Erzeugen eines zweiten Kommunikationsbereitschaftssignals an das

Lesegerdt (200) fiir eine zweite der mindestens zwei Applikationen(10, 20,

30), wobei das zweite Signal eine von der ersten Identifikationsnummer ver-

schiedene zweite Identifikationsnummerumfasst, die dieser zweiten Appli-

kation zugeordnetist und dem Leseger&t (200) die Kommunikationsbereit-

schaft dieser zweiten Applikation anzeigt.

2. Verfahren gemafs Anspruch 1, dadurch gekennzeichnet, dass das Le-

segerat (200) Suchsignale aussendet, wobeidie fiir die Applikationen (10, 20,

30) erzeugten Signale Antwortsignale auf die Suchsignale sind.

3. Verfahren gema Anspruch 1 oder 2, gekennzeichnet durch den wei-

teren Schritt des Umschaltens zwischen den Applikationen (10, 20, 30) zur

Kommunikation der Applikation (10, 20, 30) mit einem Lesegerat (200).

4, Verfahren gemafs Anspruch 3, dadurch gekennzeichnet, dass das

Umschalten durch Verzweigen oder durch Kontextwechselerfolgt.
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5. Verfahren gemafs einem der Anspriiche 1 bis 4, dadurch gekenn-

zeichnet, dass das Lesegerat (200) eine oder mehrere der mindestens zwei

Applikationen(10, 20, 30) tiber die den Applikationen (10, 20, 30) zugeordne-

ten Identifikationsnummenrn ftir die weitere Kommunikation auswahlt.

6. Verfahren gema& Anspruch 5, dadurch gekennzeichnet, dassfiir eine

oder mehrere der mindestens zwei Applikationen (10, 20, 30), die vom Lese-

gerat (200) noch nichtfiir die weitere Kommunikation ausgewdhlt worden’

sind, das Kommunikationsbereitschaftssignal erzeugt wird, wahrenddie

Kommunikation mit einer oder mehreren anderen der mindestens zwei Ap-

plikationen (10, 20, 30), die vom Lesegerat (200) fiir die weitere Kommunika-

tion ausgewahit wordensind, noch nicht abgeschlossenist.

7. Verfahren gemafs Anspruch 5 oder 6, dadurch gekennzeichnet, dass

fiir eine oder mehrere der mindestens zwei Applikationen(10, 20, 30), die

vom Lesegerat (200) noch nicht fiir die weitere Kommunikation ausgewdhlt

worden sind, das Kommunikationsbereitschaftssignal erzeugt wird, nach-

dem eine oder mehrere andere der mindestens zwei Applikationen (10, 20,

30) nach abgeschlossener Kommunikation mit dem Leseger&t (200) suspen-
diert worden sind.

8. Verfahren gemafs einem der Anspriiche 5 bis 7, dadurch gekenn-

zeichnet, dass der Datentrager (100) dem Lesegerat (200) mittels Kollisions-

signalen mitteilt, dass eine oder mehrere der mindestens zwei Applikationen

(10, 20, 30), die vom Lesegerat (200) noch nicht fiir die weitere Kommunika-

tion ausgew&hlt worden sind, vorhanden sind, indem Signale gesendet wer-

den, die eine Kollisionen zwischen einer Mehrzahl von Applikationen(10, 20,

30) vortauschen.
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9. Verfahren gemaf einem der Anspriiche 5 bis 7, dadurch gekenn-

zeichnet, dass der Datentrager (100) dem Lesegerat (200) mittels einer Bele-

gung von ein oder mehreren Zeitschlitzen mitteilt, dass eine oder mehrere

der mindestens zwei Applikationen (10, 20, 30), die vom Lesegerat (200) noch

nichtfiir die weitere Kommunikation ausgew&dhlt worden sind, vorhanden

sind.

10. Verfahren gemaf einem der Anspriiche 5 bis 9, gekennzeichnet durch

den weiteren Schritt des Speicherns von Information in einem nichtfliichti-

gen Speicher des Datentragers (100) dariiber, welche der mindestens zwei

Applikationen (10, 20, 30) zuletzt von dem Lesegerat (200)fiir die weitere

Kommunikation ausgewahlt wordenist.

11.‘ Verfahren gemafs einem der Anspriiche 5 bis 9, gekennzeichnet durch

den weiteren Schritt des Speicherns von Information in einem nichtfliichti-

gen Speicher des Datentragers (100) dariiber, welche der mindestens zwei

Applikationen (10, 20, 30) eine aktive Kommunikation mit dem Lesegerat

(200) bereits abgeschlossen hat.

12. Verfahren gemafs Anspruch 10 oder 11, dadurch gekennzeichnet,

dass bei erneuter Kommunikation des Lesegerats (200) mit dem Datentrager

(100) zundchstfiir eine der mindestens zwei Applikationen (10, 20, 30), die

verschiedenist von der durch die gespeicherte Information bezeichneten

Applikation(10, 20, 30), ein Kommunikationsbereitschaftssignal ausgesendet
wird.

13.“ Verfahren gemafs Anspruch 10 oder 11, dadurch gekennzeichnet,

dass bei erneuter Kommunikation des Lesegerats (200) mit dem Datentrager
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(100) zunachstfiir die Applikation (10, 20, 30), mit der zuletzt aktiv kommu-

niziert wurde, ein Kommunikationsbereitschaftssignal ausgesendet wird.

14. Verfahren gema{s einem der Anspriiche 5 bis 13, dadurch gekenn-

zeichnet, dass das Lesegerat (200) eine fiir die weitere Kommunikation aus-

gewahlite Applikation (10, 20, 30) tiber eine dynamisch vergebene Sitzungs-

nummeradressiert.

15. Verfahren gema Anspruch 14, dadurch gekennzeichnet, dass beim

Adressieren die Sitzungsnummer auf dem Datentrager (100) mit der der Ap-

plikation (10, 20, 30) zugeordneten Identifikationsnummer verkniipft wird.

16. Verfahrengemaf einem der Anspriiche 1 bis 15, dadurch gekenn-

zeichnet, dass das Lesegerat (200) mit mehreren der mindestens zwei Appli-

kationen (10, 20, 30) parallel kommuniziert.

17. Verfahren gemafs einem der Anspriiche 1 bis 16, dadurch gekenn-

_ zeichnet, dass das Lesegerat (200) die Identifikationsnummernals Identifika-

tionsnummern unterschiedlicher Datentrager interpretiert.

18. Kontaktlos kommunizierender tragbarer Datentrager (100), umfas-

send mindestens zwei darauf gespeicherte Applikationen (10, 20, 30) undei-

ne Kommunikationseinrichtung (70) zum Steuern einer Kommunikation zwi-

schen einem Lesegerat (200) und den mindestens zwei Applikationen (10, 20,

30), dadurch gekennzeichnet, dass die Kommunikationseinrichtung (70) .

eingerichtet ist, Kommunikationsbereitschaftssignale an das Lesegerat (200)

zu erzeugen, die jeweils dem Lesegerat (200) eine Kommunikationsbereit-

schaft fiir eine der Applikationen (10, 20, 30) anzeigen undeine der entspre-
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chenden kommunikationsbereiten Applikation (10, 20, 30) zugeordnete Iden-

tifikationsnummer umfassen.

19.+Datentrager (100) gemafs Anspruch 18, dadurch gekennzeichnet, dass

die Kommunikationseinrichtung (70) eingerichtet ist, die Kommunikations-

bereitschaftssignale als Antwortsignale auf vom Datentrager empfangene

Suchsignale zu erzeugen.

20. Datentraéger (100) gemafs Anspruch 18 oder 19, gekennzeichnet durch

eine Umschalteinrichtung (50), die eingerichtet ist, zur Kommunikation der
Applikationen(10, 20, 30) mit einem Lesegerat (200) zwischen den Applika-

tionen (10, 20, 30) des Datentragers (100) umzuschalten.

21.+Datentrager (100) gemafs Anspruch 20, dadurch gekennzeichnet, dass

die Umschalteinrichtung (50) eingerichtetist, zwischen den Applikationen

(10, 20, 30) des Datentragers (100) mittels Verzweigens oder Kontextwechsels
umzuschalten.

22. —Datentrager (100) gem&fs einem der Anspriiche 18 bis 21, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist, die

Kommunikation zwischen einem Lesegerat (200) und einer von dem Lesege-

rat (200) tiber eine Sitzungsnummeradressierten Applikation (10, 20, 30) her-

zustellen.

23. Datentrager (100) gemaf3 Anspruch 22, dadurch gekennzeichnet, dass |
die Kommunikationseinrichtung (70) eingerichtetist, beim Adressieren der

Applikation (10, 20, 30) die Sitzungsnummermit der der Applikation (10, 20,

30) zugeordneten Identifikationsnummerzu verkntipfen.
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24. Datentrager (100) gem4f einem der Anspriiche 18 bis 23, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist,

diejenigen Applikationen (10, 20, 30) aus den mindestens zwei Applikatio-

nen (10, 20, 30) zu ermitteln, die zur Kommunikation mit einem Lesegerat

(200) bereit sind.

25. Datentrager (100) gemaf3 Anspruch 24, dadurch gekennzeichnet, dass

die Kommunikationseinrichtung (70) eingerichtetist, fiir eine oder mehrere

der mindestens zwei Applikationen (10, 20, 30), die zur Kommunikation mit

einem Lesegerat (200) bereit sind und noch nicht mit einem Lesegerat (200)

kommunizieren, Kommunikationsbereitschaftssignale auszusenden, wah-

rend die Kommunikation mit einer oder mehreren anderen der mindestens

zwei Applikationen (10, 20, 30) noch nicht abgeschlossenist.

26.  Datentrager (100) gemaf8 Anspruch 24 oder 25, dadurch gekenn-

zeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist, fiir eine

oder mehrere der mindestens zwei Applikationen (10, 20, 30), die zur Kom-

munikation mit einem Lesegerat (200) bereit sind und noch nicht mit einem

Lesegerat (200) kommunizieren, Kommunikationsbereitschaftssignale auszu-

senden, nachdem eine oder mehrere andere der mindestens zwei Applika-

tionen (10, 20, 30) nach abgeschlossener Kommunikation mit einem Lesege-

rat (200) suspendiert worden sind.

27.  Datentrager (100) geméf einem der Anspriiche 18 bis 26, dadurch ge-
kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist,

dem Lesegerat (200) iiber Kollisionssignale, die eine Kollision zwischen einer

Mehrzahl von Applikationen vortéuschen, mitzuteilen, dass noch eine oder

mehrere der mindestens zwei auf dem Datentrager (100) befindlichen Appli-
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kationen (10, 20, 30), die vom Lesegerat (200) noch nichtfiir die weitere

Kommunikation ausgewahlt wordensind, vorhanden sind.

28. Datentrager (100) gemaf$ einem der Anspriiche 18 bis 27, dadurch ge-

kennzeichnet, dass die Kommunikationseinrichtung (70) eingerichtetist, in

einem nichtfliichtigen Speicher des Datentragers (100) Informationen dar-

tiber zu speichern, welche der mindestens zwei Applikationen (10, 20, 30)

zuletzt mit einem Lesegerat (200) kommuniziert hat.

29. _Datentrager (100) gemafs Anspruch 28, dadurch gekennzeichnet, dass

die Kommunikationseinrichtung(70) eingerichtet ist, bei erneuter Kontakt-

aufnahmeeines Lesegerats (200) zum Datentriger (100) zundchstfiir eine der
mindestens zwei Applikationen (10, 20, 30), die verschieden ist von der

durch die gespeicherte Information bezeichneten Applikation (10, 20, 30), ein

Kommunikationsbereitschaftssignal auszusenden.

30.  Datentrager (100) gema&@ einem der Anspriiche 18 bis 29, dadurch ge-

kennzeichnet, dass der Datentrager (100) als kontaktlos kommunizierende

Chipkarte, kontaktlos kommunizierendes Label, kontaktlos kommunizieren-

des Ausweisdokumentoderals eine SIM-Karte ausgebildetist.

31. Datentrager (100) gemafs einem der vorhergehenden Anspritiche, da-

durch gekennzeichnet, dass der Datentrager ein Dual-Interface aufweist und

sowohl kontaktlos als auch kontaktbehaftet betrieben werden kann.

32. Datentrager (100) gemafs einem der Anspriiche 18 bis 31, dadurch ge-

kennzeichnet, dass der Datentrager (100) als Sicherheitsmodul in einem Ge-

rat, das Kommunikationsmittel zur kontaktlosen Kommunikation umfasst,
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ausgebildetist, wobei das Sicherheitsmoduliiber Softwaremittel verfigt, um

iiber die Kommunikationsmittel des Geradts kontaktlos zu kommunizieren.
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Zusammenfassung

Die vorliegende Erfindungbetrifft ein Verfahren und einen entsprechend

eingerichteten Datentrager zur kontaktlosen, insbesondere parallelen, Kom-

munikation eines Lesegerats (200) mit mindestens zwei auf einem tragbaren

Datentrager (100) befindlichen kommunikationsbereiten Applikationen (10,

20, 30). Dabei wird ein erstes Kommunikationsbereitschaftssignal fiir eine

erste Applikation (10, 20, 30) erzeugt und an das Lesegerat (200) gesendet,

wobeidasSignal eine erste Identifikationsnummer umfasst, die der ersten

Applikation (10, 20, 30) zugeordnetist und dem Lesegerat (200) die Kommu-

nikationsbereitschaft dieser ersten Applikation anzeigt, und ein zweites

Kommunikationsbereitschaftssignal fiir eine zweite Applikation (10, 20, 30)

erzeugt und gesendet, wobei das zweite Signal eine von der ersten Identifi-

kationsnummerverschiedene zweite Identifikationsnummer umfasst, die

dieser zweiten Applikation zugeordnetist und dem Lesegeriit (200) die

Kommunikationsbereitschaft dieser zweiten Applikation anzeigt. Die Identi-

fikationsnummern téuschen dabei dem Lesegerat jeweils die Kommunikati-

onsbereitschaft eines Datentragers vor. Das Lesegerat hat dadurch den Ein-

druck, mit Applikationen von zwei separaten Datentragern zu kommunizie-
ren.
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in Einklang mit Title 37, Code of Federal Regulations, § 1.56 von Belang sind, einschlieBlich, im Hinblick auf
Teilfortsetzungsanmeldungen, Informationen, die im Zeitraum zwischen dem Anmeldetag der fritheren Patentanmeldung und dem
internationalen PCT-Anmeldedatum derTeilfortsetzungsanmeldung bekannt gewordensind.

Ich erklare hiermit, daB alle in der vorliegenden Erklarung von mir gemachten Angaben nach bestem Wissen und Gewissen der
Wahrheit entsprechen, und ferner, daB ich diese eidesstattliche Erklarung in Kenntnis dessen ablege, da8 wissentlich und varsatzlich
falsche Angaben oderdergleichen gemaB § 1001, Title 18 des US-Codes strafbar sind und mit Geldstrafe und/oder Gefangnis bestraft
werden kénnen und da8derartige wissentlich und vorsatzlich falsche Angaben die Rechtswirksamkeit der vorliegenden Patentanmeldung
oder eines aufgrund deren erteilten Patentes gefahrden kénnen.

(Stadt und US-Staat, falls anwendbar, sonst Land)
AhornstraBe 19

Postanschrift: 85774 Unterléhting: Deutschlandtse

Wohnsitz: 80689 Manchen, DeutschlandSea eee ee nnn n etn e deere eee ne ete e ete n enter erees
(Stadt und US-Staat, falls anwendbar, sonst Land)

ReutterstraBe 74
Post hrift: . tp et pe ee pe ee ee ee ee ee nee ee ee eee te eee eee eee
ostansen 80689 Munchen, Deutschland

S-Hee patumBRPaneFTcence
{Die Unterschrift muB die des Erfinders sein, nicht die des Anwalts)

 

 
KK) Diese Erkiarung wird auf dem folgenden Blatt fortgefihrt, “Fortsetzungsblattfiir Feld Nr. VII (iv)”.
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Fortsetzungsblatt far Felder VIII (i) bis (v) ERKLARUNG
Falls der Platz in einem der Felder VIII (i) bis (v) nicht fiir alle Angaben ausreicht, insbesondere im Faille, dal mehrals zwei Erfinder in
Feld Nr. VIL! (iv) aufgefithrt werden: schreiben Sie “Fortsetzung van Feld Nr. VU..." (geben Sie die Ziffer des Feldes an) und machen Sie
die erforderlichen Angaben entsprechend der in dem Feld, in dem der Plaiz nicht ausreicht, vorgeschriebenen Art und Weise. Falls
hinsichilich zweier oder mehr Erklarungen der Platz nicht ausreicht, soliten Siejeweils ein separates Fortsetzungsblatt fiirjede Erklarung
einreichen,. Wird dieses Fortsetzungsblatt nicht benutzt, so sollte es dem Antrag nicht beigefiigt werden.

Fortsetzung fir Feld Nr. VIII (iv):

Name: BRANDL, Denny
Wohnsitz: 85386 Eching, Deutschland
Postanschrift: Pater-Rupert-Mayer-StraBe 3e

85386 Munchen, Deutschland

Staatsangehdrigkeit: deutsch

Unterschrift des Erfinders: ..32......) Datum: 
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Blatt Nr. ...4...

Feld Nr. VIII (ii) ERKLARUNG: BERECHTIGUNG,DIE PRIORITAT EINER FRUHEREN ANMELDUNG ZUBEANSPRUCHEN

Die Erklarung muB dem in Abschnitt 213 vorgeschriebenen Wortlaut entsprechen; siehe Anmerkungen zu den Feldern VIII, VII (i) bis (v)
(allgemein) undinsbesondere dieAnmerkungenzumFeldNr. VII(iii). Wird diesesFeldnicht benutzt, so sollte dieses Blatt dem Antragnicht
beigefiigt werden.

Erklarung hinsichtlich der Berechtigung des Anmelders, zum Zeitpunkt des internationalen Anmeldedatums, die Prioritat der unten
aufgefihrten friheren Anmeldung zu beanspruchen,in Fallen, in denen der Anmeldernicht auch der Anmelderderfriheren Anmeldung
ist, oder in Fallen, in denen sich der Name des Anmeldersseit der Einreichungderfriiheren Anmeldung geanderthat (Regeln 4.17 Zifferiii
und 51 bis.1 Absatz a Zifferiii):

Im Bezug auf die internationale Patentanmeidung:

“Datentrager und Verfahren zur kontaktlosen Kommunikation zwischen dem Datentrager
und einem Lesegerat"

FINKENZELLER,Klaus und HARTEL, Karl Eglof sind kraft nachfolgend Aufgefiinrten
berechtigt, die Prioritat der fruheren Anmeldung

Nr. 10 2006 027 200.5

zu beanspruchen:

die Anmeldersind die Erfinder des Gegenstands,fiir den um Schutz im Wege der
fruheren Anmeldung nachgesucht wurde.

 

 
Diese Erklarung wird auf dem folgenden Blatt fortgefiihrt, “Fortsetzungsblatt fir Feld Nr. VIII (iii)”.8 8 ig

Formblatt PCT/RO/101 (Erklarungsblatt (iii)) (Oktober 2005) Siehe Anmerkungen zu diesem Antragsformular
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Feld Nr. VIII (i) ERKLARUNG: BERECHTIGUNG, EIN PATENT ZU BEANTRAGEN UND ZU ERHALTEN

Die Erklérung muB dem in Abschnitt 212 vorgeschriebenen Wortlaut entsprechen; siehe Anmerkungen zu den Feldern VIII, VI(i) bis (v)
(allgemein) undinsbesondere die Anmerkungen zum FeldNr. VIII (ii). Wirddieses Feldnichtbenutzt, so solite diesesBlattdem Antragnicht
beigefiigt werden.  

Erklarung hinsichtlich der Berechtigung des Anmelders, zum Zeitpunktdes internationalen Anmeldedatums,ein Patent zu beantragen und
zu erhalten (Regeln 4.17 Zifferii und 51 Bis.1 Absatza Zifferii), fir den Fall, daB eine Erklarung nach Regel4.17 Ziffer iv nicht einschlagigist:

In Bezug auf die internationale Patentannmeldung:

“Datentrager und Verfahren zur kontaktlosen Kommunikation zwischen dem Datentrager
und einem Lesegerat"

Giesecke & Devrient GmbHist kraft des nachfolgend Aufgefihrten berechtigt, ein Patent
zu beantragen und zu erhalten:

Giesecke & Devrient GmbHist berechtigt, als Arbeitgeber der Erfinder FINKENZELLER,
Klaus, HARTEL, Karl Eglof und BRANDL, Denny

 

 
Diese Erklarung wird auf dem folgenden Blatt fortgefiihrt, “Fortsetzungsblatt fiir Feld Nr. VIII (ii)”.iB 8 8 S

Formblatt PCT/RO/101 (Erklarungsblatt (ii)) (Oktober 2005) Siehe Anmerkungen zu diesem Antragsformular
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Blatt Nr. ...4...

Feld Nr. VIII (ii) ERKLARUNG: BERECHTIGUNG,DIE PRIORITAT EINER FRUHEREN ANMELDUNG ZUBEANSPRUCHEN

Die Erklarung muB dem in Abschnitt 213 vorgeschriebenen Wortlaut entsprechen; siehe Anmerkungen zu den Feldern VIII, VII (i) bis (v)
(allgemein) undinsbesondere dieAnmerkungenzumFeldNr. VII(iii). Wird diesesFeldnicht benutzt, so sollte dieses Blatt dem Antragnicht
beigefiigt werden.

Erklarung hinsichtlich der Berechtigung des Anmelders, zum Zeitpunkt des internationalen Anmeldedatums, die Prioritat der unten
aufgefihrten friheren Anmeldung zu beanspruchen,in Fallen, in denen der Anmeldernicht auch der Anmelderderfriheren Anmeldung
ist, oder in Fallen, in denen sich der Name des Anmeldersseit der Einreichungderfriiheren Anmeldung geanderthat (Regeln 4.17 Zifferiii
und 51 bis.1 Absatz a Zifferiii):

Im Bezug auf die internationale Patentanmeidung:

“Datentrager und Verfahren zur kontaktlosen Kommunikation zwischen dem Datentrager
und einem Lesegerat"

FINKENZELLER,Klaus und HARTEL, Karl Eglof sind kraft nachfolgend Aufgefiinrten
berechtigt, die Prioritat der fruheren Anmeldung

Nr. 10 2006 027 200.5

zu beanspruchen:

die Anmeldersind die Erfinder des Gegenstands,fiir den um Schutz im Wege der
fruheren Anmeldung nachgesucht wurde.

 

 
Diese Erklarung wird auf dem folgenden Blatt fortgefiihrt, “Fortsetzungsblatt fir Feld Nr. VIII (iii)”.8 8 ig

Formblatt PCT/RO/101 (Erklarungsblatt (iii)) (Oktober 2005) Siehe Anmerkungen zu diesem Antragsformular

138



139

PCT/EP2007/003185

Feld Nr. VIII (i) ERKLARUNG: BERECHTIGUNG, EIN PATENT ZU BEANTRAGEN UND ZU ERHALTEN

Die Erklérung muB dem in Abschnitt 212 vorgeschriebenen Wortlaut entsprechen; siehe Anmerkungen zu den Feldern VIII, VI(i) bis (v)
(allgemein) undinsbesondere die Anmerkungen zum FeldNr. VIII (ii). Wirddieses Feldnichtbenutzt, so solite diesesBlattdem Antragnicht
beigefiigt werden.  

Erklarung hinsichtlich der Berechtigung des Anmelders, zum Zeitpunktdes internationalen Anmeldedatums,ein Patent zu beantragen und
zu erhalten (Regeln 4.17 Zifferii und 51 Bis.1 Absatza Zifferii), fir den Fall, daB eine Erklarung nach Regel4.17 Ziffer iv nicht einschlagigist:

In Bezug auf die internationale Patentannmeldung:

“Datentrager und Verfahren zur kontaktlosen Kommunikation zwischen dem Datentrager
und einem Lesegerat"

Giesecke & Devrient GmbHist kraft des nachfolgend Aufgefihrten berechtigt, ein Patent
zu beantragen und zu erhalten:

Giesecke & Devrient GmbHist berechtigt, als Arbeitgeber der Erfinder FINKENZELLER,
Klaus, HARTEL, Karl Eglof und BRANDL, Denny

 

 
Diese Erklarung wird auf dem folgenden Blatt fortgefiihrt, “Fortsetzungsblatt fiir Feld Nr. VIII (ii)”.iB 8 8 S

Formblatt PCT/RO/101 (Erklarungsblatt (ii)) (Oktober 2005) Siehe Anmerkungen zu diesem Antragsformular
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Blatt Nr. ...4...

Feld Nr. VIII (ii) ERKLARUNG: BERECHTIGUNG,DIE PRIORITAT EINER FRUHEREN ANMELDUNG ZUBEANSPRUCHEN

Die Erklarung muB dem in Abschnitt 213 vorgeschriebenen Wortlaut entsprechen; siehe Anmerkungen zu den Feldern VIII, VII (i) bis (v)
(allgemein) undinsbesondere dieAnmerkungenzumFeldNr. VII(iii). Wird diesesFeldnicht benutzt, so sollte dieses Blatt dem Antragnicht
beigefiigt werden.

Erklarung hinsichtlich der Berechtigung des Anmelders, zum Zeitpunkt des internationalen Anmeldedatums, die Prioritat der unten
aufgefihrten friheren Anmeldung zu beanspruchen,in Fallen, in denen der Anmeldernicht auch der Anmelderderfriheren Anmeldung
ist, oder in Fallen, in denen sich der Name des Anmeldersseit der Einreichungderfriiheren Anmeldung geanderthat (Regeln 4.17 Zifferiii
und 51 bis.1 Absatz a Zifferiii):

Im Bezug auf die internationale Patentanmeidung:

“Datentrager und Verfahren zur kontaktlosen Kommunikation zwischen dem Datentrager
und einem Lesegerat"

FINKENZELLER,Klaus und HARTEL, Karl Eglof sind kraft nachfolgend Aufgefiinrten
berechtigt, die Prioritat der fruheren Anmeldung

Nr. 10 2006 027 200.5

zu beanspruchen:

die Anmeldersind die Erfinder des Gegenstands,fiir den um Schutz im Wege der
fruheren Anmeldung nachgesucht wurde.

 

 
Diese Erklarung wird auf dem folgenden Blatt fortgefiihrt, “Fortsetzungsblatt fir Feld Nr. VIII (iii)”.8 8 ig

Formblatt PCT/RO/101 (Erklarungsblatt (iii)) (Oktober 2005) Siehe Anmerkungen zu diesem Antragsformular
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Feld Nr. VIII (i) ERKLARUNG: BERECHTIGUNG, EIN PATENT ZU BEANTRAGEN UND ZU ERHALTEN

Die Erklérung muB dem in Abschnitt 212 vorgeschriebenen Wortlaut entsprechen; siehe Anmerkungen zu den Feldern VIII, VI(i) bis (v)
(allgemein) undinsbesondere die Anmerkungen zum FeldNr. VIII (ii). Wirddieses Feldnichtbenutzt, so solite diesesBlattdem Antragnicht
beigefiigt werden.  

Erklarung hinsichtlich der Berechtigung des Anmelders, zum Zeitpunktdes internationalen Anmeldedatums,ein Patent zu beantragen und
zu erhalten (Regeln 4.17 Zifferii und 51 Bis.1 Absatza Zifferii), fir den Fall, daB eine Erklarung nach Regel4.17 Ziffer iv nicht einschlagigist:

In Bezug auf die internationale Patentannmeldung:

“Datentrager und Verfahren zur kontaktlosen Kommunikation zwischen dem Datentrager
und einem Lesegerat"

Giesecke & Devrient GmbHist kraft des nachfolgend Aufgefihrten berechtigt, ein Patent
zu beantragen und zu erhalten:

Giesecke & Devrient GmbHist berechtigt, als Arbeitgeber der Erfinder FINKENZELLER,
Klaus, HARTEL, Karl Eglof und BRANDL, Denny

 

 
Diese Erklarung wird auf dem folgenden Blatt fortgefiihrt, “Fortsetzungsblatt fiir Feld Nr. VIII (ii)”.iB 8 8 S

Formblatt PCT/RO/101 (Erklarungsblatt (ii)) (Oktober 2005) Siehe Anmerkungen zu diesem Antragsformular
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Sv Abi Me 
Arrorney/Docket No: PINKJ009/ EK.

DECLARATION FOR PATENT APPLICATION AND APPOINTMENT OF ATTORNEY
As a below named inventor, I] hereby declare that my residence, post office address and citizenship are as stated below next to my

name; | believe that | am the original, first and sole inventor (if only one nameis listed below) or an original, first and joint inventor(if plural
names are listed below} of the subject matter which is claimed and for which a patentis sought on the invention (Design, if applicable) entitled:

DATA STORAGE MEDIUM AND METHOD FOR CONTACTLESS COMMUNICATION BETWEEN THE DATA
STORAGE MEDIUM AND A READER

the specification of which (check one):
Ci is attached hereto, or © was filed on: June 12, 2007 as PCT International Application Number:PCT/EP2007/005185 and (if

applicable} was amended on:
I herebystate that I have reviewed and understand the contents ofthe above-identified specification, including the claims, as amended by any
amendment(s} referred to above. 1 acknowledge the duty to disclose information whichis material to patentability as defined in Title 37, Cede
of Federal Regulations, 61.56 1 hereby claim foreign priority benefits under Title 35, United States Code $119 of any foreign application(s) for
patent or inventor's certificate listed below and have also identified below any foreign application forpatent or inventor's certificate having a
filing date before that of the application on which priority is claimed.  

Prior FOREIGN APPLICATION(S} PRIORITY GLAIMER  

Number Country Day/Month/Year Filed Yes

10 2006 027 200.5|GERMANY 12 June 2006 x

 

O Additional Priority Application(s) Listed on Following Page(s)

| | HEREBY CLAIM THE BENEFIT UNDER TITLE 35 U.S, Cone §119(E) oF ANY U.S. PROVISIONAL APPLICATIONS LISTED BELOW.
Application Number Day/Month/YearFiled

 

 
 

O Additional Provisional Application(s) Listed on Following Page(s)
I hereby claim the benefit under Title 35, United States Code, $/20 of any United States application(s} or PCT international

application(s) designating The United States of Americalisted below and, insofar as the subject matter of each ofthe claims of this application is
not disclosed in that/lhose prior application(s) in the mannerprovided by the first paragraphof Zitle 35. United States Code, $112, Lacknowledge
the duty to disclose information which is material to patentability as defined in Title 37, Code af Federal Regulations, $1 56 which became
available between the filing date of the prior application(s) and the national or PCTinternational filing date of this application:

Status - Patented, Pending or
Application Number Filing Date Abandoned 

 

 

 

G Additional US/PCTPriority Application(s} listed on Following Page(s)
I hereby declare that ail statements made herein of my own knowledge are true and that all statements made on information andbelief

are believed to be true; and further that these statements were made with the knowledge that willful false statements and the like so made are
punishable by fine or imprisonment, or both, under section /007 of title 18 ofthe United States Code and thal such willful false statements may
jeopardize the validity of the application or any patent issued thereon

POWER OF ATTORNEY: 1 (We} hereby appoint as my (our) altorneys, with full powers of substitution and revocation, to prosceute
this application and transact all business in the Patent and Trademark Office connected therewith, the practitioners associated with:

Customer Number 23364

I(we} authorize my(our) aliorneys to accept and follow instructions from regarding any matter related to the preparation, examination,
grant and maintenanceofthis application, any continuation, continuation-in-part or divisional based thereon, and any patent resulting therefrom,
until Ewe) or my(our) assigns withdrawthis authorization in writing

Send correspondence to BACON & THOMAS, PLLC
Customer 23364 625 Slaters Lane - 4" Floor Telephone Calls to: J. Ernest Kenney

Alexandria, VA 22314-1176 (703) 683-0300
 

 
 

 
 

 

 FuLL NAME OF Finer oR Sove INVENTOR
Klaus FINKENZELLER
RESIDENCE ADDRESS
Ahornstrasse 19
85774 Unterfohring, Germany

Bare iGNAT! .

KX 2009-04- 49 x Plows “Yen Mee AE
@ See following page(s) for additional joint titventors

CITIZENSHIP
GERMANY
Post OFFICE ADDRESS IS THE SAME AS RESIDENCE ADDRESS UNLESS
OTHERWISE SHOWN BELOW
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ATIORNEY/DOCKET No: FINK3009/TEK

CONTINUATION OF DECLARATION FOR PATENT APPLICATION AND APPOINTMENT OF ATFORNEY

Page _2

  

Prior Foreign Appiication(s) (35 USC §119) PRIORITY CLAIMED 

Country

| PRIOR PROVISIONAL APPLICATIONS 35 U.S. Cope §118(E}
Application Number Day/Month/YearFiled

Filing Date Status - Patented, Pending or Abandoned

 
 

    
  

 

  

 

 

 

 

  
  

  

 

 

   
  
 
  
 

 

  
  
 

 

CITizENsHIP
GERMANY
Post OFFICE ADDRESS IS THE SAME AS ResipENce ADDRESS UNLESS OTHERWISE
SHOWN BELOW

Furi Name oF Joint Invenrar

Karl EglofHARTEL
RESIDENCE ADDRESS
Reutterstrasse 74

80689 Miinchen, Germany

 
  
 

SIGNATURE

x

 
  
  

Fut Name oF JOT INVENTOR Crrizensiie

Denny BRANDL GERMANY
RESIDENCE ADDRESS Post Office ADDRESS IS THE SAME AS RESIDENCE AGDRESS UNLESS OTHERWISE

Pater-Rupert-Mayer-Strasse 3E SHOWN BELOW
85386 Eching, Germany

 

 
  

   

 

DATE SIGNATURE

| FULL Name OF JOINT INVENTOR CitizeMSHIP
RESIDENCE ANDRESS Post OFFICE ADDRESS 1S THE SAME AS REsipENCE ADORESS UNLESS OTHERWISESHOWN BELOW

Date SIGNATURE
 

  

Fult NAME OF JOINT INVENTOR Cinzensk?

 
 

Resingnceé ADDRESS Post OFFICE ADDRESSIS THE SAME AS RESIDENCE ACDRESS UNLESS DTHERINISESHOWN BELOW

 

SIGNATURE

  
  

O See following page(s) for additional jaint inventors
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Electronic Patent Application Fee Transmittal

DATA STORAGE MEDIUM AND METHOD FOR CONTACTLESS

Title of Invention: COMMUNICATION BETWEEN THE DATA STORAGE MEDIUM AND A READER

First Named Inventor/Applicant Name: Klaus FINKENZELLER 

Filer: J. Ernest Kenney/Angela Mapson

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Sub-Totalin

USD($)Description Fee Code Quantity

Basic Filing:

Claims:
 

Miscellaneous-Filing:

Oath/decl > 30 monthsfrom priority date 1617 1 130 130

Petition:

 

 

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Totalin

Description Fee Code Quantity Amount USD(S) 

Miscellaneous:

Total in USD ($)
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Electronic Acknowledgement Receipt
 

4903923

Confirmation Number:
 

DATA STORAGE MEDIUM AND METHOD FOR CONTACTLESS

Title of Invention: COMMUNICATION BETWEEN THE DATA STORAGE MEDIUM AND A READER

 

First Named Inventor/Applicant Name: Klaus FINKENZELLER

Customer Number: 23364

eemes Renney/Angela Mapson
Filer Authorized By: J. Ernest Kenney 

Attorney Docket Number: FINK3009/JEK

Time Stamp: 16:16:33

 
 

Application Type: U.S. National Stage under 35 USC 371 

Paymentinformation:

Submitted with Payment

Payment Type Deposit Account 

Payment wassuccessfully received in RAM $130

Deposit Account 020200

Document DocumentDescription File Size(Bytes)/ Multi Pages
Number P Message Digest|Part/.zip| (if appl.)
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166470

Oath or Declarationfiled Declaration.pdf e0b4 10896605b00c774ae3e8HP? Biaaerce

Fee Worksheet (PTO-06) fee-info.pdf ce1b772ed162723 7466065 3cee99c3b1 114

Information: 

Total Files Size (in bytes) 196783

This AcknowledgementReceipt evidences receipt on the noted date by the USPTO ofthe indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar toa
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new applicationis being filed and the application includes the necessary componentsfor a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shownonthis
AcknowledgementReceiptwill establish thefiling date of the application.

National Stage of an International Application under 35 U.S.C. 371
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptanceof the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary componentsfor
an internationalfiling date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
andof the InternationalFiling Date (Form PCT/RO/105)will be issued in due course, subject to prescriptions concerning
nationalsecurity, and the date shown on this AcknowledgementReceiptwill establish the international filing date of
the application.
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Best Available Copy

’ UNITED STATES NATIONAL STAGE SHEET(DO/EO)
Karen Williams, Paralegal

PUBLICATION NO. WO_§/ [Ht L9
PUBLICATIONDATE my Yee ,D
U. S. APPL. NO. A RDYV6S3

INTERNATIONALAPPL. Ef b P OSTSS_
Application Filed By: 30 MOS

International Application Syoanstationete Reason
WIPO Designated Lf.Elected IA Language oe,
Copy of Search Report ASR) uv Article 33 Article 19

371 Filing feesee ____ partial ___none Pages
Total Claims38Chargeable ¥ f Independent2muttipte / J
Total Drawing Sheets / Defective _——-~SReason

Oath/Declaration needed ___ signed 6¢ mMAlo 7 defective Reason

 

 

 

Smallentity _—s—s Largeentity  ™=Small entity statement/request

Biochemical Seq. Diskette ===needed ss damaged entered notentered

Biochemical Sequencelisting __—saneeded_ statement ___sino statement

Copy of References Cited in ISR Statement 37 CFR 3.73(b) _

Copyof IPER___ Annexes__ entered __not entered___Reason
Preliminary Amendmententered Kot entered Reason
Information Disclosure Statement, : Request for Immediate Examination —
Substitute Specification __: ‘ Assignment_——— —“(tws—C;CsCSC#*@PrtrityCUM.

Powerof Attorney Data Sheet__-_—Rorio1 —____ PCT Easy
Other papers

35 USC Receipt of Request ka. EX ) B
Date completion USC 371 Requirements OY NOI
Notice of Missing Requirements
Notice of Defective Translation Declaration ___Disk

Notice of Acceptance ‘
Notice of Abandonment

Notice of Missing Sequence
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Best Available Copy

PATENT APPLICATION FEE DETERMINATION RECORD
Effective October 2, 2008

‘CLAIMS AS FILED - PART!

SMALL ENTITY
(Column 1) (Column 2)

Usnationastacerees|
BASICFEE ——SMAETENT.=$165 T—~CARGEENT=$330

EXAMINATION FEE SMALLENT. = $110 LARGEENT.= $220

US. is ISA = $50/$100 ALL ALLothersituations =SEARCH FEE other countries =
$218/$430 $270/$540

TOTAL CHARGEABLE CLAIMS ; minus 20 =

INDEPENDENT CLAIMS cad minus 3 =
MULTIPLE DEPENDENTCLAIM PRESENT

* If the difference in column1 is less than zero, enter "0" in column 2

CLAIMS AS AMENDED- PARTIl

(Column 2) (Column 3) SMALL ENTITYHIGHEST
(Column 1)

CLAIMS
REMAINING NUMBER

PREVIOUSLY
PAID FOR

AFTER
AMENDMENT 

AMENDMENTA
(Column 1) (Column 2) (Column 3)

CLAIMS HIGHEST
REMAINING NUMBER

AFTER PREVIOUSLY
AMENDMENT 

AMENDMENTB

* if the entry in cotumn 1 is less than the entry in column 2, write "0" in column 3.
** If the "Highest Number Previously Paid For’ IN THIS SPACEis less than ‘20’, enter "20".
*** if the "Highest Number Previously Paid For" IN THIS SPACEis less than ‘3’, enter “3”.

OR[Basic FEE

 
Application or Docket Number

OR LARGEENTITY

RATE

Tmx>= * mm |BBBS):=J\\™SEARCH FEE

X$270=

OR] X$52=

OR] X$220=

 OR] +$390=

TOTAL

OTHER THAN
OR SMALL ENTITY

OR] X$52=Be
OR] X$ 220  
OR

TOTAL ADDIT.
OR FEE

The "Highest NumberPreviously Paid For” (Total or Independent)is the highest number foundin the appropriate box in column 1.1

 
FORM PTO-875=(Rev. 02/2005) , Patent and Trademark Office - U.S. DEPARTMENT OF COMMERCE
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Best Available Copy

 

FILING DATESERIAL NO.

 

 

MULTIPLE DEPENDENT CLAIM

Vb SB
IAPPLICANT(S)

FEE CALCULATION SHEET

(FOR USE WITH FORM PTO-875)
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L,SO]emjaalen|thw}wlroolaalenre]90anb
az—

eeeCEThe|STHrtreeCTE:rT.shHTTETEssaaelTELL|ecldelollldaatcleleerceee||EeEeaaadateadcaacracrsare|TIPastererenteer
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THE DATA STORAGE MEDIUM AND A READER

Preliminary Class
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PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughouttheterritory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider thefiling of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-membercountry. The PCT process simplifies thefiling
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and doesnoteliminate the need of applicantsto file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordancewith its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions madein the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. Thefiling of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance asto the status of applicant's license for foreignfiling.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlinesforfiling foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199,orit
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Avww.stopfakes.gov. Part of a Department of Commerceinitiative,
this website includes self-help “toolkits” giving innovators guidance on howto protectintellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Governmenthotline at 1-866-999-HALT (1-866-999-4158).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184,if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED"followed by a date appears on this form. Such licenses are issuedin all applications where
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the conditions for issuance of a license have been met, regardless of whetheror not a license may be required as
set forth in 37 CFR 5.15. The scope andlimitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This licenseis to be retained by the licensee and may be usedat any time onorafter the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s)filed under 37 CFR 1.53(d). This
license is not retroactive.

The grantof a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 GFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Departmentof Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted atthis time, if the phrase "IF REQUIRED, FOREIGN FILING
LIGENSE GRANTED" DOESNOTappearonthis form. Applicant maystill petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from thefiling date of the application. If 6 months has lapsed
from thefiling date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreignfile the application pursuant to 37 CFR 5.15(b).
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Description

TECHNICAL FIELD

[0001] This invention relates to a portable information
recording medium and, in particular, relates to a portable
information recording medium having afunction of being
connected as necessary to an external device and re-
cording user data to be recordedinits interior and per-
forming various processes in accordance with com-
mand-and-responseinteractions with the external de-
vice.

BACKGROUND ART

[0002] The recording capacities of portable informa-
tion recording media have improved greatly with the
progress of semiconductor circuit integration, and future
demandsare .anticipated in various fields, especially
with IC cards and other portable information recording
media having a built-in CPU. For example, an IG card
wilh a buill-in CPU has a funclion of being connecled as
necessary to an external device (reader/writer device)
and executing specific processes in accordance with
command-and-responseinteractions with this external
device. Since the processthat is executed inside the IC
card when acertain commandis provided is determined
by an OS program or an application program installed
in the IC card, dedicated application programs with
processing functions for various applications are nor-
mally installed inside the IC card. For example, ina case
where the sameIC card is to be used as a hospital reg-
istration card and as a financial account card, both an

application program for a hospital registration card and
an application program for a financial account must be
installed in the IC card. Thus, due to the recent signifi-
cant improvements in the memory capacities incorpo-
rated in IC cards, multi-application IC cards, having a
plurality of application programsinstalled in advance,
are becoming popular. IC cards, equipped with a func-
tion of adding new application programs as necessary
after issue, are also being used widely. For example,
Japanese Laid-open Patent Publication No. 10-79000
discloses an IC card with a function of adding programs
for upgrading, etc.
[0003] Amajor characteristic of a portable information
medium with a built-in CPU is that an advanced form of

security can be ensured. For example, in the case of a
general IC card that is popularly used presently, a veri-
fication process is executed in the process of starting
communication with an external device upon connection
of the IC card with the external device. Normally, a ver-
ification step is performed in which a verification com-
mand with verification data is received from the external

device, a judgmentof the propriety of the provided ver-
ification data inside the IC card is conducted, and a ver-

ification result is stored in the internal memory of the IC
card. According to the verification data provided from
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the external device, various verification results may be
obtained, such as enabling of just reading of data inside
the IC card, enabling of just adding of new data, or en-
abling of even rewriting of existing data. Thus normally,
an arrangement is adopted wherein the above-de-
scribed verification process is executed at a starting
point of acommunication session, the verification result
is stored in the memory inside the IC card, and when
various commandsare provided from the external de-
vice, the verification result stored in the memoryis ref-
erenced to judge whetheror not the execution of a pro-
vided commandis enabled, anda commandis executed
only when it has been judged that its execution is ena-
bled. Since a RAM orothervolatile memory is used as
the memory for storing the verification result, whenasin-
gle communication session is completed and the exter-
nal device is disconnected, the verification result is

erased from within the IC card. As the verification proc-
ess is required at each communication session, ade-
quate security can be secured even in a case of loss of
the IC card, etc.
[0004] As menlioned above, wilh buill-in CPU lype
portable information recording media, as represented
by IC cards, the installation of a plurality of application
programsin accordance with applications is becoming
popular.It is thus predicted that the numberof applica-
tion programsthat are installed in a single portable in-
formation recording medium will increase further in the
future. Obviously, an application command provided
from an external device is processed by one program
among theplurality of application programsthatare in-
stalled. Thusin providing an application command, prior
preparation is necessary for specifying the application
program that is to perform a process. Normally, this
preparation is made by providing an application selec-
tion command, which includes information that selects
a specific application.
[0005] Forexample, let assume the case where an IC
card, in which both a hospital registration application
program andafinancial account application program
are installed, is to be used at a hospital counter. In this
case, itis necessary to carry out apreparation step after
connection of the IC card to an external device installed

at the hospital counter. In this preparation step, a selec-
tion commandfor selecting the hospital registration card
application program is provided from the external device
to the IC card so that such a selection state is set up
and a verification process unique to the application is
performed so that the verification result is stored in a
memory (RAM). After the selected state, in which the
hospital registration card application is selected, has
beenset, the normal commandsprovided from the ex-
ternal device are all processed by the hospital registra-
tion card application that is in the selected state. As
mentioned above, the enabling or disabling of the exe-
cution of each commandis determined based on the

verification result that is stored in the memory.
[0006] In order to secure an advanced degree of se-
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curity in such a multi-purpose IC card, etc., as described
above, arrangements must be madeto perform a veri-
fication process according to each individual applica-
tion. Thus with prior-art multi-purpose IC cards, etc.,
each time a new application is selected, a verification
program concerning the selected application program
must be performed. For example, let assume the case
where a diagnosis and treatmentrecord is to be written
into an IC card as a hospital registration card and a di-
agnosis and treatmentfeeis to be paid using the IC card
as afinancial account card. In this case, after connecting
the IC card to an external device installed at a hospital
counter, first, a selection commandfor selection of the
hospital registration card application program is provid-
ed from the external device to the IC card to set up the
state in which the hospital registration card application
is selected, and in continuation after the execution of a

diagnosis and treatment record writing process, a se-
lection commandfor selection of the financial account

application program is provided from the external device
to the IC card to set up the state in which the financial
accounl applicalion is selecled and a processofwriling
the diagnosis and treatment fee paymentinformationis
executed, It is predicted that such a form of usein which
a plurality of applications are used in the same commu-
nication session to perform a series of linked process
will become more popularin the future.
[0007] However, with a prior-art portable information
recording medium, a selection command mustbe pro-
vided each time an application is switched and a verifi-
cation process concerning the application must also be
performed each time. Thus, when a series of linked
processesare to be performed by switching among a
plurality of applications in the same communication ses-
sion, the internal processing load of the portable infor-
mation recording medium and the load of communica-
tion with an external device become excessive.

[0008] An object of this invention is thus to provide a
portable information recording medium that enables ad-
equate security to be ensured for each individual appli-
cation and yet enable a series oflinked processes to be
performed while switching among a plurality of applica-
tion programs in the same communication session.

DISCLOSURE OF INVENTION

[oa09]

(1) Thefirst feature of the present invention resides
in a portable information recording medium having
a function of being connected as necessary to an
external device and performing command-and-re-
sponse interactions with the external device to
record userdata to be recorded inside the medium

and perform various processes, the portable infor-
mation recording medium comprising:

an I/O part, communicating with the external
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device;
an OS storage part, storing an OS program;
an application storage part, storing a plurality
of application programs;
a user data storage part, storing user data;
a process executing part, executing a com-
mand provided from the external device and re-
turning an execution result as a responseto the
external device based on the OS program or
the application programs; and
a working data storage part, used as a working
area for the process executing part and secur-
ing atleast an OS working areafor storing work-
ing data for the OS program;

wherein when a preparation command includ-
ing information designating an application program
and a unique identifier to be attached to the desig-
nated application program is provided from the ex-
ternal device, the process executing part executes
a process of securing an application working area
for sloring working dala for lhe designaled applica-
tion program in the working data storage part , and
a process of storing information defining a corre-
spondence between the designated application
program and theidentifier to be attached thereto
and information specifying the secured application
working area in the OS working area, thereby set-
ting up a state in which use of the designated appli-
cation program is enabled; and

wherein when a process executing command
for making a specific application program designat-
ed by an identifier execute a specific processis pro-
vided from the external device, the process execul-
ing part executes the specific process in accord-
ance with the specific application program and us-
ing an application working area securedfor the spe-
cific application program.
(2) The secondfeature of the present invention re-
sides in a portable information recording medium
according to the first feature:

wherein whena verification commandfor per-
forming verification concerning an application pro-
gram designated by an identifier is provided from
the external device, the process executing part ex-
ecutes a verification process in accordance with the
verification command and a process of storing a
verification result in an application working area se-
cured for the application program; and

wherein when a process executing command
for making the application program designated by
the identifier execute a specific process is provided
from the external device, the process executing part
executes a process of referencing the verification
result stored in the application working area se-
cured for the application program, judging whether
or not an execution of the process executing com-
mand is enabled, and if a judgment that the execu-
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ion is enabled is mace, executing the specific proc-
ess in accordance with the application program.
3) The third feature of the present invention resides

in a portable information recording medium accord-
ing to the secondfeature:

wherein when a verification command con-

cerning a specific application program is provided
rom the external device, the process executing part

stores information as a verification result in the ap-
plication working area, the information indicating a
ist of commandsenabled for execution by the spe-

cific application program.
4) The fourth feature of the present invention re-

sides in a portable information recording medium
according to the first to the third features:

wherein, as information which specifies an
application working area securedin the working da-
ta storage part, a head address of the area anda
size of the area are stored in the OS working area.
(5) The fifth feature of the present invention resides
in @ portable information recording medium accord-
ing lo the first lo lhe fourth fealures:

wherein whena preparation commandis pro-
vided from the external device, the process execut-
ing part examines contents of an application pro-
gram stored in the application storage part and se-
cures an application working area of a size thatis
in accordance with an examination result.

(6) The sixth feature of the present invention resides
in a portable information recording medium accord-
ing to the fifth feature:

wherein a size of an application working area
for an application program is determined based on
information concerning variables and arrays used
in the application program.
(7) The seventh feature of the present invention re-
sides in a portable information recording medium
according to the first to the sixth features:

wherein when an inquiry command, which
makesaninquiry concerning a newly useable iden-
tifier, is provided from the external device, the proc-
ess executing part performs a processof examining
the OS working area to recognize identifiers in de-
fined and undefined states and returns recognized
identifiers as a response to the external device.
(8) The eighth feature of the present invention re-
sides in a portable information recording medium
according to the first to the seventh features:

wherein the OS storage part, the application
storage part, and the user data storage part are ar-
ranged from non-volatile memories and the working
data storage part is arranged from a volatile mem-
ory.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

Fig. 1 is a block diagram showing the condition
where an IC card 100 of an embodimentofthis in-
vention is connected to an external device 200.

Fig. 2 is a diagram showing an example of a series
of commands provided from the external device to
the IC card according to the present invention.
Fig. 3 shows diagrams of examplesof information
written into an OS working area by the execution of
preparation commands(1) and (2) shownin Fig. 2.
Fig. 4 is a diagram showing an example oflists of
commands enabled for execution that are written

inte the application working area as verification re-
sults.

Fig. 5 is a diagram showing an exampleof an inquiry
commandfor making an inquiry concerning identi-
fiers that are available at the present point in time
and examples of responses made in accordance
wilh this command.

BEST MODE FOR CARRYING OUT THE INVENTION

[0011] This invention shall now be described based
on an illustrated embodiment. Though this invention is
widely applicable to general portable information re-
cording media, an example wherethis invention is ap-
plied to an IC card, which is the most popularly used
portable information recording medium, shall be de-
scribed.

<<< §1. Basic Arrangement of |C Card of the Invention
>>>

[0012] Fig. 1 is ablock diagram showing the condition
where an IC card 100 (portable information recording
medium) of an embodimentof this invention is connect-
ed to an external device 200. External device 200 is a

device that is generally called a reader/writer device and
is normally used upon connection to a personal compu-
ter, etc. IC card 100 comprises an I/O part 110 for com-
municating with external device 200, a process execul-
ing part 120 executing various processes within the IC
card, and a memory part 130 storing various data and
programs. The communication between IC card 100
and external device 200 is carried out by command-and-
responseinteractions. That is, when a certain command
is sent from external device 200to IC card 100, this com-
mandiis received by I/O part 110 and transmitted to proc-
ess executing part 120. Process executing part 120 in-
terprets and executes this command and returns the
processing result as a response to I/O part 110. This
responseis sent from I/O part 110 to external device
200. Process executing part 120 performs execution of
the provided command based on a program stored in-
side memory part 130, and in accompaniment with the
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execution of this command, accesses data that are
stored in memory part 130 as necessary. As shownin
the Figure, memory part 130 is arranged from the four
storage parts of an OS storage part 131, an application
storage part 132, a user data storage part 133, anda
working data storage part 134.
[0013] The above-described respective components
are componentsdefined in regard to functional aspects
for the purpose of description of this invention and do
not correspond to actual hardware components. In ac-
tuality, process executing part 120 is realized by a CPU
or other logical device embedded inside the IC card.
Needless to say, process executing part 120 is not a
componentthat can be realized by a CPU or other hard-
ware alone but is a componentthatis realized under the
premise of operations based on programsstored inside
memory part 130. Memory part 130 is realized by a
memory, such as a ROM, RAM, EEPROM, etc. In the
case of the embodimentillustrated here, OS storage
part 131 is realized by a ROM, application storage part
132 and userdata storage part 133 are realized by EEP-
ROM's, and working dala slorage parl 134 is realized
by a RAM. Though the memory configuration for putting
this invention into practice does not necessarily have to
be that of the present embodiment, in the case of a gen-
eral type portable information recording medium without
a built-in power supply (in other words, in the case of a
portable information recording medium of a typethat re-
ceives the supply of electricity from the external device
200 upon connection to external device 200), OS stor-
age part 131, application storage part 132, and user da-
ta storage part 133 must be arranged as non-volatile
memories so that the data can be held even after dis-

connection from external device 200. Also, at least user
data storage part 133 must be arranged as a rewritable
non-volatile memory (EEPROM). Forpractical use, ap-
plication storage part 132 is also arranged as a rewrita-
ble non-volatile memory so that new application pro-
grams canbe installed as necessary. Meanwhile, work-
ing data storage part 134 is arranged as a rewritable
volatile memory (RAM)from the standpoint of ensuring
securily. With this arrangement, when IC card 100is dis-
connected from external device 200 and carried, only
the data inside working data storage part 134 are
erased.

[0014] The information stored in the respective stor-
age parts that make up memory part 130 shall now be
described. An OS program that describes the basic op-
erations of IC card 100is stored in OS storagepart 131.
Presently, JavaCard, MULTOS,are popular as OS pro-
gramsfor IC cards, and process executing part 120 per-
forms basic operations based on such an OS program.
Meanwhile, a plurality of application programs are
stored in application storage part 132. In the case of the
illustrated embodiment, application storage part 132 is
provided in a memory area inside an EEPROM and the
specifications enable arbitrary addition of application
programsafter issuing of the IC card. The example of
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Fig. 1 illustrates a case where three application pro-
grams AP1, AP2, and AP3 are already installed. User
data to be recorded in IC card 100, such as personal
data, transaction data, etc., concerning a user who is
the ownerof this IC card 100 (and including data con-
ceming the issuer of the IC card) , are stored in user
data storage part 133. With the illustrated example, user
data UD1, UD2, and UDS, used in application programs
AP1, AP2, and AP3, respectively, are stored separately
and independently. Obviously, and though not shownin
the illustrated example, common userdata that are used
in common byaplurality of applications may also be
stored in adcition to the above.

[0015] Working data storage part 134 is an area that
is used as a working area for process executing part
120. If acommand provided from external device 200is
an OS command, process executing part 120 executes
this command based on an OS program inside OS stor-
age part 131, if a command provided from external de-
vice 200 is an application command, this command is
executed based on specific application program inside
applicalion slorage parl 132, and lhe respeclive execu-
tion results are returned as responsesto external device
200. In all cases, working data storage part 134 is used
as the working area. As shall be described later, when
process executing part 120 executes an OS program,
an OS working area inside working data storage 134 is
used as the working area, and when process executing
part 120 executes a predetermined application pro-
gram, an application working area secured for the ap-
plication inside working data storage part 134 is used
as the working area. Here, whereas the OS working ar-
ea is secured automatically inside working data storage
part 134 by an initial setting operation performed at the
point at which IC card 100 is connected to external de-
vice 200 and a communication session is started, as
shall be described below, each individual application
working area is secured by a preparation commandbe-
ing provided from external device 200.

<<< §2. Basic Operations of the IC Card of the Invention
>>>

[0016] The basic operations of the IC card shownin
Fig. 1 shall now be described. IC card 100is a typical
portable information recording medium and is normally
carried by a user. With the present embodiment, since
the powerfor IC card 100 is supplied from external de-
vice 200 as mentioned above, poweris not supplied to
IC card 100 while it is carried. However, since OS stor-
age part 131, application storage part 132, and user da-
ta storage part 133 are arranged from non-volatile mem-
ories, the data recorded in these respective storage
parts will not become lost. On the other hand, since
working data storage part 134 is arranged fromavolatile
memory (RAM), the data in working data storage part
134 becomelost when the cardis carried.

[0017] As mentioned in the previously described ex-
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ample, when recording of a diagnosis and treatment da-
ta is to be carried out and paymentin regard to a finan-
cial accountis to be performed, this IC card 100 is con-
nected to external device 200 to perform communication
betweenthe two. At the start of communication, power
is supplied from external device 200 to IC card 100, the
CPUin the IC card 100 is reset, process executing part
120 executesaninitial routine of the OS program stored
in OS storage part 131 and performsthe task of prepar-
ing an environmentfor the communication session. The
OS working area inside working data storage part 134
is secured at this point. After the environment for per-
forming a communication session has thus been pre-
pared, interactive communication, wherein when a com-
mand is provided from external device 200, a corre-
sponding responseis returned from IC card 100, is re-
peated. When a single communication session is com-
pleted, |C card 100 is disconnected from external device
200 and is carried by the useragain. At this point,all of
the contents of working data storage part 134, which is
arranged from a volatile memory (RAM), becomelost.
Thougha verificalion resull is recorded inside working
data storage part 134 as mentioned above, this verifi-
cation result is cleared for each communication session,

and this is suitable for ensuring security.
[0018] When an OS command is provided from exter-
nal device 200, process executing part 120 performs a
process of executing this command based on the OS
program inside OS storage part 131 and returning a cor-
responding responseto external device 200. If the pro-
vided commandis an application command, process ex-
ecuting part 120 performs a process of executing this
commandbased on oneof the application programsin-
side application storage part 132 and returning a corre-
sponding response to external device 200. However
whenan application commandis to be executed, prep-
aration concerning the application must be carried out
in advance.

[0019] In the caseof a general, prior-art IC card, the
preparation concerning a specific application was car-
ried out by meansof a selection command that selects
the specific application from external device 200. With
the prior-art preparation method based on such a selec-
tion command, only one of the application programs
could be put in the prepared state, and a new selection
commandhad to be provided whenswitching to another
application program. Moreover as mentioned above,
since when a new selection commandfor switching to
an application is provided, a verification process con-
cerning the application must be performed each time,
whena series of linked processes are to be performed
by switching amongaplurality of applications in the
same communication session, the internal processing
load of IC card 100 and the load of communication with
external device 200 become excessive.

[0020] The basic concept on which the presentinven-
tion is basedis that by putting a plurality of application
programs in a prepared state simultaneously, defining
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identifiers respectively for each of the individual appli-
cations in the prepared state, and adding the identifiers
respectively to each of the individual commandsprovid-
ed from external device 200, one application is specified
from amongtheplurality of applications that are put in
the prepared state simultaneously and the provided
commandis processed in accordancewith the specified
application program. With this invention, in order to
maintain a plurality of applications simultaneously in the
prepared state, separate working areas are securedin-
side working data storage part 134 for the respective
individual applications and the verification results of the
respective applications are stored respectively in these
working areas.
[0021] Specific operations based on such abasic con-
cept shall now be described with an example that uses
the series of commands(1) to (10) shownin Fig. 2. Of
the illustrated commands, (1) and (2) are preparation
commands (OS commands)for putting individual appli-
cation programsinto the prepared state, (3) to (8) are
verification commands(application commands)for per-
forming verificalion concerning each individual applica-
tion program, and (8) and (10) are process executing
commands (application commands) for executing spe-
cific processes using the individual application pro-
grams. Here, for convenience of description, let assume
the example where, as shownin Fig. 1, three application
programs AP1, AP2, and AP3 arestored inside appli-
cation storage part 132, with AP1 being a hospital reg-
istration card application, AP2 being a financial account
application, and AP3 being a gas station service appli-
cation. This IC card 100 is thus usedforthe three appli-
cations of hospital registration card, financial account
card, and gasstation service card.
[0022] Here, consider a case wherethe userof this
IC card 100 is to write a diagnosis and treatment record
into the IC card as a hospital registration card andis to
pay diagnosis and treatment fees using the IC card as
a financial account card at a hospital counter. In this
case, with a prior-art IC card, after connecting the IC
card to an external device installed at the hospital coun-
ter, first, a selection commandfor selection of the hos-
pital registration card application program is provided
from the external device to the IC card to set up the state
in which the hospital registration card application is se-
lected, and in continuation after the execution of a diag-
nosis and treatment record writing process, a selection
commandfor selection of the financial account applica-
tion program is provided from the external device to the
IC card to set up the state in which the financial account
application is selected and a process of writing the di-
agnosis and treatment fee paymentinformation is exe-
cuted. Here, each time a selection commandis provid-
ed, a verification process determined according to the
corresponding application must be performed. On the
other hand with the present invention, as shownin Fig.
2, after first providing preparation commands(1) and (2)
to put the two applications AP1 and AP2 necessary for
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the series of processes in the prepared states simulta-
neously, verification commands (3) to (5) for application
AP1 and verification commands(6) to (8) for application
AP2 are provided to perform the respective verification
processes for these applications and the results are
stored in working data storage part 134. In this state,
applications AP1 and AP2 are already put simultane-
ously in the preparation completed and verification com-
pleted states. By then providing specific process exe-
cuting commands(9) and (10) to the individual applica-
tions, the respective application programs are made to
execute the specific processes.
[0023] Each of the preparation commands(1) and (2)
shown in Fig. 2 contains information designating a spe-
cific application program and a unique identifier to be
attached to the designated application program. For ex-
ample, preparation command (1) comprises the com-
mand name, "PREPARE," which indicates the com-
mand as being a preparation command, the information
(for example, the application name) that designates ap-
plication AP1 (hospital registration card application),
and Ihe unique idenlifier, "Ch1," which is lo be allached
to this designated application program. When such a
preparation commandis provided, process executing
part 120 performs a process of securing, inside working
data storage part 134, an application working area for
storing working data for the designated application and
storing information defining the correspondence be-
tween the designated application program and the
unique identifier to be attached thereto and information
specifying the secured application working area in the
OS working area to set up a state in which use of the
specified application program is enabled.
[0024] Specifically, when preparation command(1) is
provided, an AP1 working area is secured as the work-
ing area for application AP1 inside working data storage
part 134 as shownin Fig. 1. Furthermore, information
defining the correspondenceof application AP1 and the
unique identifier, "Chi," to be attached thereto and in-
formation specifying the secured AP1 working area are
written into the OS working area (which is already se-
cured in the environmentpreparation stage of the com-
munication session thatis carried out immediately after
connection of IC card 100 to external device 200 as

mentioned above) inside working data storage part 134.
Likewise, when preparation command(2) is provided,
an AP2 working area is secured as the working area for
application AP2 inside working data storage part 134.
Furthermore, information defining the correspondence
of application AP2 and the unique identifier, "Ch2," to
be attached thereto and information specifying the se-
cured AP2 working area are written into the OS working
area inside working data storage part 134.
[0025] Fig. 3 shows diagrams of examplesofthe in-
formation written into the OS working area by the exe-
cution of the above-described preparation commands
(1) and (2). The information shown in Fig. 3(a) is the
information written by preparation command (1) and the
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information shownin Fig. 3 (b) is the information written
by preparation command(2). With these examples, as
the information defining the correspondence of an ap-
plication program and a unique identifier to be attached
thereto, an identifier and the head addressof the corre-
sponding application program are written in an associ-
ated manner. For instance, with the example of Fig. 3
(a), by storing the identifier, "Chi," and the address,
"Add11," (the head address of application program AP1
stored inside application storage part 132) in an asso-
ciated manner,it is indicated that application program
AP1 correspondsto the identifier "Ch1." Also as the in-
formation specifying the application working area se-
cured inside working data storage part 134, the head
addressof the area and the size of the area are stored.

For instance, with the example of Fig. 3(a), the working
area for AP1 is specified by the head address, "Add12,"
of the application AP1 working area (head addressof
the area securedinside working data storage part 134)
and the size, "2kB," of this area. The information shown
in Fig. 3(b) is the same type of information concerning
applicalion AP2.
[0026] Consequently, by the execution of preparation
commands (1) and (2), a state is set up in which two
application working areas (the AP1 working area and
the AP2 working area; the AP3 working area shownin
Fig. 1 is not secured in the operation example shownin
Fig. 2) are secured inside working data storage part 134
and the information shownin Fig. 3 are stored in the OS
working area. By the execution of such preparation com-
mands, the use of two applications AP1 and AP2 are
enabled simultaneously. Thus unlike the selection com-
mandsusedin prior-art IC cards, the preparation com-
mandsof the present invention can enable the use of a
plurality of application programs simultaneously. In ac-
tually using the individual application programs, the fol-
lowing verification process mustbe carried out.
[0027] The verification commands(3) to (8) shown in
Fig. 2 are verification commandsthat are generally used
in prior-art IC cards as well and the actual verification
processthat is executed by the use of these commands
is the sameasthe verification process carried out with
prior-art IC cards. However, a characteristic of a verifi-
cation commandof this invention is that a specific iden-
tifier is contained within the commandand a specific ap-
plication program, which is subject to the verification
process, is designated bythis specific identifier. For ex-
ample, all of the verification commands(3) to (5) contain
the identifier, "Ch1," indicating that these verification
commands are commands concerning application pro-
gram AP1, andall of the verification commands (6) to
(8) contain the identifier, "Ch2," indicating that these ver-
ification commands are commands concerning applica-
tion program AP2. With this invention, since a plurality
of application programsareput in the use-enabled state
simultaneously, when providing a verification command
for an application, an identifier for specifying one of the
plurality of application programs in the use-enabled
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state becomes necessary.
[0028] Verification command (3) is a commandfor
checking whether or not a password provided from ex-
ternal device 200 (the data, "Password," whichis con-
tainedinthe command) matches the password concern-
ing application AP1 that is stored in IC card 100 (stored
among user data UD1 in user data storage part 133),
and the verification result that is obtained by the execu-
tion of the verification process in accordance with this
verification commandis written into the AP1 working ar-
ea. Specifically, a password matched/unmatched result
(in a case wherea plurality of passwords are stored in
IC card 100, a result indicating with which of the pass-
words matchingis realized) is stored as the verification
result.

[0029] Meanwhile, verification commands(4) and (5)
are a commandpair for executing a single verification
process by meansof two commands. First, verification
command(4) is acommandthat causes the generation
of an arbitrary random numberinside IC card 100 and
requests the returning of this random numberas a re-
sponse lo exlernal device 200. Process execuling parl
120 performs a process of generating a random number
for application AP1 in accordance with the identifier,
"Ch1, " that is contained in this commandand returning
this random number as a responseto external device
200. The random number that is generated at this point
is recorded in a certain location (for example inside the
AP1 working area) . At external device 200, a process
of encrypting this returned random numberin accord-
ance with a predetermined algorithm and providing a
verification command (5), which contains the obtained
encrypteddata, "AuthData," to IC card 100 is performed.
The "AuthData"in verification code (5) shownin Fig. 2
is thus encrypted data prepared based on the random
number that was obtained as a responseto verification
command (4). Upon receiving verification command (5),
process executing part 120 encrypts the priorly gener-
ated random numberbyan algorithm (contained in ap-
plication program AP1) equivalent to the encryption car-
ried out at external device 200, and verifies whether or
not the result matches the encrypted data, "AuthData,"
contained in verification command (5). Obviously, this
verification result is also written into the AP1 working
area,

[0030] Thus by the execution of verification com-
mands(3)to (5), the verification process concerning ap-
plication AP1 is carried out and the verification result is
stored in the AP1 working area inside working datastor-
age part 134. Verification commands (6) to (8) are the
same typesofverification commands concerning appli-
cation AP2, and the result of the verification process
based on these verification commandsis stored inside

the AP2 working area inside working data storage part
134. Thoughin the example shownin Fig. 2, after prep-
aration commands(1) and (2) concerning the two appli-
cations are executed, verification commands(3) to (8)
concerning application AP1 are executed and then ver-
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ification cormmands (6) to (8) concerning application
AP2 are executed, as long as the condition of "executing
the preparation command and thereafter executing the
verification commana"is satisfied for each specific ap-
plication, the order of the respective commands can be
changedfreely. For example, verification command (6)
may be executed immediately after verification com-
mand (8)or verification commands (3) to (5) may be ex-
ecuted immediately after preparation command (1).
Since each command contains an identifier, which ap-
plication a commandis for can be identified for each
command by meansof this identifier.
[0031] When preparation commands (1) and (2) and
verification commands(3)to (8) of Fig. 2 are thus com-
pleted, the preparation process and verification process
for the two applications AP1 and AP2 are completed,
and the environment for using both applicationsis fully
prepared. In this state, process executing commandsfor
these two applications can be provided from external
device 200 and executed. However, since a plurality of
applications are made useable simultaneously, each
process execuling commandis made Lo contain an iden-
tifier for specifying the application that is to execute the
command, Whena process executing commandfor ex-
eculing a specific process is provided to an application
program thus designated by an identifier, process exe-
cuting part 120 referencesthe verification result stored
in the application working area that is secured for the
corresponding application, judges whetheror not the ex-
ecution of the provided process executing commandis
enabled, and if it is judged that execution is enabled,
uses the corresponding application to execute the spe-
cific process.
[0032] For example, since process executing com-
mand (9) of Fig. 2 contains the identifier, "Ch1," process
executing part 120 executes this command based on
application AP1. In this process, first the verification re-
sult stored in the AP1 working area (the verification re-
sult obtained by the execution of verification commands
(3) ta (5)) is referenced and whetheror not the execution
of this commandis enabled is judged. For example, in
a case wherethe information indicating either success
or failure of verification is stored as the verification result

(specifically, in a case where information indicating the
matching or mismatching of a password,etc., is record-
ed), the judgmentthat the execution of the commandis
enabled is madeonlyif information indicating success
of verification is stored. If a positive judgment is made,
the corresponding command is executed and a re-
sponseis returned accordingly, while if a negative judg-
ment is made, a responseindicating error is returned.
Specifically, process executing command (9) is a com-
mand for reading the data of arecord, "Record 2," inside
a file, "File 3," and with this command,the correspond-
ing data among user data UD1 inside user data storage
part 133 are read and returned as a responseto external
device 200.

[0033] Meanwhile, since process executing com-
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mand (10) of Fig. 2 contains the identifier, "Ch2," proc-
ess executing part 120 executes this command based
on application AP2. In this process, first the verification
result stored in the AP2 working area (the verification
result obtained by the execution of verification com-
mands(6) to (8)) is referenced and whetheror not the
execution of this command is enabled is judged. The
commandis executed only if a positive judgment is
made. Specifically, process executing cammand (10) is
a commandfor renewing a record, "Record 1," inside a
file, "File 2," by data read immediately priorly, and the
contents of the corresponding record among user data
UD2inside user data storage part 133 are rewritten with
data read by process executing command (9) and a re-
sponse indicating successof rewriting is returned to ex-
ternal device 200.

[0034] Thusif the IC card of the present invention is
used in a manner such as described above, in a case
where a diagnosis and treatmentrecordis to be written
into the IC card as a hospital registration card and a di-
agnosis and treatmentfee is to be paid using the IC card
as a [inancial accounl card, by pulling both diagnosis
card application AP1 and financial account application
AP2 in use-enabled states and verification-completed
states and then providing process executing commands
that designate either application by meansofidentifiers,
a desired application can be madeto execute a desired
process. Though an example where two process exe-
cuting commands (9) and (10) are providedisillustrated
with the example shownin Fig. 2, as long as the com-
mands are process executing commands concerning
application AP1 or AP2,a plurality of commandscan be
provided in continuation subsequently. Moreover, the
application targeted by a commandcan be designated
by an identifier and a verification process does not have
to be performed anew in switching between applica-
tions. Thus by the IC card according to the presentin-
vention, a form of use, wherein a series of linked proc-
esses are executed using a plurality of applications in a
single communication session, can be implemented
smoothly.

<<< § 3. Modification Examples of the Portable
Information Recording Medium of the Invention >>>

[0035] A basic embodimentto whichthis invention is
applied to an IC card was described above. Here, mod-
ification examples of this invention shall be described.

(1) As mentioned above, with this invention, when
a verification command concerning a certain appli-
cation program is provided from an external device,
process executing part 120 executes a verification
process based on this verification command, stores
the verification result in an application working area
concerning the corresponding application, and
when a process executing command concerning
the application is provided thereafter, the verifica-
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tion result is referenced to determine whetheror not
the execution of the commandis enabled. Here.
what should be noted is that the verification result

that is stored in the application working area is not
necessarily "a two-choiceresult of successof veri-
fication or failure of verification." That is, for practi-
cal use, a plurality of types of verification results
may be stored in accordance with access rights
held by external device 200. For example, a first
password, whichprovidesjust the authority to read
data, a second password, which provides the au-
thority to read data and add data, andathird pass-
word, which providesfull authority, including that to
rewrite data, may be determined in advance and
mutually different verification results may be stored
in accordance with which password is used in the
verification command. In this case, if verification by
the first passwordis carried out, a verification result
indicating that only the reading of data is enabledis
written, if verification by the second passwordis car-
ried out, a verification result indicating that the read-
ing of dala and Lhe adding of dala are enabled is
written, and if verification by the third password is
carried out, a verification result indicating that all
processesare enabledis written.

With the example shownin Fig. 4, information,
which indicates lists of commands enabled for ex-

ecution by individual application programs subject
to verification, is stored as verification results in ap-
plication working areas. With this example,informa-
tion indicating the three commands of "READ
RECORD(commandfor reading the data of a single
record)," "UPDATE RECORD (commanzd for updat-
ing the data of a single record) ," and "WRITE
RECORD (command for adding data to a single
record)" is stored as the verification result in the
application AP1 working area, and information indi-
cating the two commands of "READ RECORD"and
"UPDATE RECORD"is stored asthe verification re-

sult in the application AP2 working area. By storing
suchalist of executable commandsasthe verifica-

tion result, when an arbitrary commandis provided,
whetheror not the execution of this command is en-

abled can be judged immediately.
(2) With this invention, when a preparation com-
mand concerning a specific application program is
provided, an application working areaforthis appli-
cation is secured inside working data storage part
134 by process executing part 120. However, the
size of the working area that should be secured nor-
mally differs with each individual application, and
there are applications that require a working area
of large size as well as applications that suffice with
a working area of small size. Thus for practical pur-
poses, it is preferable to make process executing
part 120 examine the contents of the application
programsstored in application storage part 132 and
secure application working areas of sizes that are
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in accordance with the examination results. For ex-

ample, when preparation command (1), shown in
Fig. 2, is provided, process executing part 120 ex-
amines the contents of application program AP1
stored in application storage part 132 and secures
an AP1 working areaof a size thatis in accordance
with this program. Specifically, variable definition
statements, array declaration statements, etc., in-
side the programs are recognized and the neces-
sary sizes are determined by a predetermined al-
gorithm in accordance with the variables and arrays
used.

3) Though with the above-described embodiment,
an example using characterstrings, such as "Ch1, "
"Ch2," etc., as identifiers was described, any form
of data may be usedfor the identifiers as long as
hey are defined uniquely according to the respec-
ive applications. Since in putting this invention to

practice, a verification commandor a process exe-
cuting commandfor each application must contain
an identifier for specifying the application, an iden-
ifier made up of shorl a dala as possibleis preler-

able for practical use. For example, in a case of an
C card designed to enable use of a maximum of
our applications simultaneously, the identifiers,

"00, "01," "10," and "11," which are made upof two
bits, will suffice.

Also in putting this invention into practice, mu-
tually different and unique identifiers must be at-
tached to a plurality of applications that are simul-
taneously put in a use-enabled state. Thus in order
to prevent a preparation command, which would at-
tach the same identifier to a plurality of different ap-
plications, from being issued erroneously from ex-
ternal device 200, it is preferable to enable inquiry
using an inquiry commandto be performedprior to
the issuing of the preparation command. Thatis, ex-
ternal device 200 is enabled to provide an inquiry
command (OS command) that makes an inquiry
concerning a newly useable identifier, and pracess
executing part 120 is enabled, upon receiving such
an inquiry command,to perform a process of exam-
ining the OS working area and thereby recognizing
defined and undefined identifiers and returning the
recognized identifiers as a responseto external de-
vice 200.

Fig. 5 is a diagram showing specific examples
of such an inquiry commandand corresponding re-
sponses. With this example, the inquiry command
is an OS command madeupof the characterstring,
"MANAGE CHANNEL." Bypreparing a routine that
processes suchan inquiry commandin a part of the
OS program, process executing part 120 can be
madeto perform a process of performing the above-
described examination in accordance with this rou-

tine and returning a response. Fig. 5 shows an ex-
ample where defined identifiers (Ch1, Ch2) are re-
turned as a response and an example whereiden-
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tifiers in the undefined state (Ch3 to Ch&; this ex-
ample is premised on theeight identifiers of Ch1 to
Ch8being prepared in advance asidentifiers) as a
response. After receiving such a response,external
device 200 can provide a correct preparation com-
mand, with which already-defined identifiers will not
be defined redundantly, in consideration of the con-
tents of the response.
(4) With the above-described embodiment, after
providing a preparation commandfor a specific ap-
plication to preparefor useof the application, a ver-
ification command concerning the application is
provided to execute a verification process and
whetheror not the executing of a process executing
command for the application is enabled is judged
based on this verification process result. However,
in a form of use with which verification is not nec-

essary for the execution of a process, the provision
of a verification commandis not necessary, and for
an application for which preparation by the prepa-
ration command has been completed, a process ex-
eculing command may be provided and lhe process
may be executed immediately.
(5) Process executing part 120 in the above-de-
scribed embodiment executes various processes
based on the OS program stored in OS storage part
131 or any of the application programsstored in ap-
plication storage part 132. Here, since a preparation
commandfor putting a certain application program
in a use-enabled state cannot be executed by the
application program itself that is the subject of the
preparation command, a preparation commandis
normally executed by an OS program (depending
on the case, a preparation command may be exe-
cuted by another application program). On the other
hand, a verification command orother process ex-
ecuting command maybe executed by an OSpro-
gram or by an application program. However, in the
case of a general IC card, a form of use, wherein
an OS program is already installed at the time of
issue of the card and the respective application pro-
grams are added as suited after issue, is adopted
in many cases, and application programs are thus
higher in the degree of freedom than the OS pro-
gram. Thus for practical use,it is preferable to de-
sign so that the actual processing parts of verifica-
tion commands and other processing execution
commandsare executed by the respective applica-
tion programs while the OS program servesthe role
of handing over these command to the respective
application programs.

INDUSTRIAL APPLICABILITY

55 [0036] As described above, the portable information
recording medium according to the present invention
enables adequate security to be ensured for each indi-
vidual application and yet enable a series of linked proc-
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esses to be performed smoothly while switching among
a plurality of application programs in the same commu-
nication session. The portable information recording
medium of the invention is thus optimal for uses, in
which a plurality of different application programs are
madeto operate onthe same, single |C card for financial
service processing, credit service processing, medical
service processing, etc., and can be used in variousin-
dustrial fields.

Claims

1. Aportable information recording medium (100) hav-
ing a function of being connected as necessary to
an external device (200) and performing command-
and-response interactions with the external device
to record user data (UD1 to UD3) to be recorded
inside the medium and perform various processes,
the portable information recording medium com-
prising:

an I/O part (110) , communicating with the ex-
ternal device (200);
an OSstorage part (131), storing an OS pro-
gram;

an application storage part (132), storing a plu-
rality of application programs (AP1 to AP3);
a user data storage part (133), storing user data
(UD1 to UD3);
a process executing part (120), executing a
command provided from the external device
(200) and returning an execution result as a re-
sponseto the external device based on said OS
program orsaid application programs (AP1 to
AP3); and
a working data storage part (134), used as a
working area for said process executing part
(120) and securing at least an OS working area
for storing working data for said OS program;

wherein when a preparation command includ-
ing information designating an application program
(AP1 to APS) and a unique identifier (Ch1, Ch2) to
be attached to the designated application program
is provided from the external device (200), the proc-
ess executing part (120) executes a processof se-
curing an application working area for storing work-
ing data for the designated application program in
said working data storage part (134), and a process
of storing information defining a correspondence
between the designated application program and
the identifier to be attached thereto and information

specifying the secured application working area in
said OS working area, thereby setting up a state in
which useof the designated application program is
enabled; and

wherein when a process executing command
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for making a specific application program (AP1 to
AP3) designated by an identifier (Ch1, Ch2) exe-
cute a specific process is provided from the external
device (200), the process executing part (120) ex-
ecutes said specific process in accordance with
said specific application program and using an ap-
plication working area secured for said specific ap-
plication program.

The portable information recording medium (100)
as set forth in Claim 1:

wherein whena verification commandfor per-
forming verification concerning an application pro-
gram (AP1 to AP3) designated by anidentifier (Ch1 ,
Ch2)is provided from the external device (200), the
process executing part (120) executesa verification
process in accordancewith said verification com-
mand and a processof storing a verification result
in an application working area secured for said ap-
plication program; and

wherein when a process executing command
for making said applicalion program (AP1 lo AP3)
designated bysaid identifier (Ch1, Ch2) execute a
specific process is provided from the external de-
vice (200), the process executing part (120) exe-
cules a process of referencing said verification re-
sult stored in the application working area secured
for said application program, judging whetheror not
an execution of said process executing command
is enabled, and if a judgment that the execution is
enabled is made, executing said specific processin
accordancewith said application program.

The portable information recording medium (100)
as set forth in Claim 2:

wherein whenaverification command con-

cerning a specific application program (AP1 to AP3)
is provided from the external device (200), the proc-
ess executing part (120) stores information as a ver-
ification result in the application working area, said
information indicating a list of commands enabled
for execution by said specific application program.

The portable information recording medium (100)
as set forth in any of Claims 1 to 3:

wherein, as information which specifies an
application working area secured in the working da-
ta storage part (134), a head address (Add12,
Add22) of said area andasize of said area are
stored in the OS working area.

The portable information recording medium (100)
as set forth in any of Claims 1 to 4:

wherein when a preparation commandis pro-
vided from the external device (200), the process
executing part (120) examines contents of an appli-
cation program (AP1 to AP3) stored in the applica-
tion storage part (132) and secures an application
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working area of a size thatis in accordance with an
examination result.

The portable information recording medium (100)
as set forth in Claim 5:

wherein a size of an application working area
for an application program (AP1 to AP3) is deter-
mined based on information concerning variables
and arrays used in the application program.

The portable information recording medium (100)
as set forth in any of Claims 1 to 6:

wherein when an inquiry command, which
makesan inquiry concerning a newly useable iden-
tifier (Ch3 to Ch8), is provided from the external de-
vice (200), the process executing part (120) per-
forms a process of examining the OS working area
to recognize identifiers in defined and undefined
states and returns recognized identifiers as a re-
sponseto the external device.

The porlable information recording medium (100)
as set forth in any of Claims 1 to 7:

wherein the OS storage part (131), the appli-
cation storage part (132), and the user data storage
part (133) are arranged from non-volatile memories
and the working data storage part (134) is arranged
from a volatile memory.
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MULTI-TAG EMULATOR

The invention relates to tags for example as used in radio-frequency identification

(RFID), and in particular concerns an apparatus and method for emulatingaseries

of co-located RFID tags. The term ‘RFID’ or ‘RFID system’ as used herein should

be understood to include both traditional RFID systems, in which an RFID tag

supplies data to an RFID reader, systems such as near field communication (NFC)

systems and other systems which are for the storage and retrieval of data and/or

commands via the use of radio frequency fields or signals. Likewise the term

‘RFID tag’ or ‘tag’ as used herein should be understood, where the context

permits, to include transponders and NFC devices in tag-mode or data storage

devices in similar form or with similar function; and the term ‘RFID reader’ or

‘reader’ as used herein should be understood, where the context permits, to include

transceivers and NFC devices in reader-mode or similar devices or devices with

similar function.

The growth and diversity of radio-frequency identification (RFID) applicationsis

progressing rapidly and now includes near field communication (NFC) systems.

Existing RFID system concepts, based on isolated and/or single reader and tag

functionality, do not necessarily provide the optimum system level solution for an

ever-increasing diversity of application areas. Many of these emerging application

areas require multiple co-located RFID tag functionalities to exist within an

isolated RFID device such as a transport ticket, or within a hand held device such
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as a mobile phone orpersonal digital assistant (PDA) or the like. An example of

such an application area is the emulation of multiple mass-transport RFID tickets

by a hand held device in such a way that the ticket information contained within a

hand held device can be read by a mass-transport RFID reader in exactly the same

way as an individual or series of individual conventional mass-transport

RFID/contactless tickets are read.

RFID applications often conform to a designated standard or protocol, for example

ISO/IEC 14443, ISO/IEC 15693, ISO/IEC 18092 and ISO/IEC 21481. These

standards or protocols are usually designed so that if two or more RFID tags .are

simultaneously within range of a reader, a data or communications collision will

occur whenthe tags transmit data simultaneously in response to a signal from the

reader. Readers are then capable of following a methodto distinguish the different

RFID devices using anti-collision methods.

Several technical problems need to be addressed to realise multiple co-located

RFID tags in a single device or apparatus.

A solution to this technical problem could involve the implementation of separate

RFID functionalities, cach with its own antenna, within the same hand held device.

Jn this case each of the separate RFID functionalities would perform according to

it’s designated standard or protocol and so cater for co-located responses to a

reader, just as if the RFID functionalities were physically separate. However,

close proximity of the antennas will result in interference between the antennas.
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This effect is especially acute for proximity or vicinity coupled systems where the

coupling mechanism is magnetic. A possible solution to this problem would

involve either positioning the antennas at mutual magnetic nulls, or including an

enable/disable function so that each antenna would be disabled when not in use.

The former would have the difficulty of the null being moved by extemal

influence, and the latter would never be completely disabled due to parasitics in

components. These solutions also result in increased complexity, cost and size.

Another solution to the above mentioned technical problem could involve the user

interface of the hand held device (mobile phone/PDA for example) being adapted

to allow the user to select a single tag (for exampleatrain ticket) from multiple

tags stored within the device when required, and then to use a common RFID

circuit and antenna means to transmit the selected tag identification and/or other

data relating to the tag or application to a reader. This solution, however, is of

little or no practical use when the user is faced with a congested environment or

with making a time critical RFID/contactless /wireless transaction.

It is known to implement single RFID tag functionality within a hand held device,

for example EP 1424657A1 discloses an electronic RFID ticket implemented

within a mobile telecommunications device (a mobile phone is shown), using the

existing microprocessor, memory, coder/decoder, display and power supply of the

mobile device with additional software and hardware.
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Anti-collision protocols are also known, for example as described in US 5365551.

In this earlier patent the units that transmit colliding signals are all physically

separate from each other. This document discloses a protocol for uniquely

identifying a plurality of transceivers that simultaneously respond to a commander

or base station using a common communication medium. If more than one of the

transceivers broadcasts at the same time an erroneous messageis received, which

causes the commanderstation to broadcast a command causing each transponderto

select a random number which it then uses as its arbitration or identification

number. By broadcasting requests for identification to various subsets of the full

range of arbitration numbers and checking for error-free response, a commander

station can determine the arbitration numberof every transponder. Consequently,

a commander station can communicate individually with each transponder once

they have been identified.

According to an aspect of the present invention there is provided an RFID system

comprising means for emulating a plurality of RF data storage devices each having

a different identifier, control means for controlling the transmission simultaneously

or sequentially of two or more ofthe said identifiers in response to receipt of a

signal from a reader, and means for transmitting simultaneously or sequentially

two or moreofthe said identifiers.

The present invention solves the technical problem of implementing multiple co-

located RFID tags in a single device by emulating conformance to or compliance

with collision detection or collision avoidance methods/protocols in such a way
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that signals from apparently separate RFID devices, as seen by the RFID reader,

actually emanate from, or are coupled from, the same antenna on the same device.

Tag emulations are carried out within one or more of: a microprocessor,

microcontroller, reduced instruction set computer (RISC), state machine or the

like, contained within the single device or where the device is part of a host system

or larger device within the microprocessor, microcontroller or other control means

within the larger device or host system. These emulations provide controlling

influence over the functionality within the device which is used to transmit data in

response to receipt of an RF signal.

Preferably the transmission of the identifiers emulates the sequential transmission

of two or more different identifiers in accordance with a collision avoidance

protocol and/or the simultaneous or sequential transmission of two or more

different identifiers in accordance with a collision detection protocol.

Preferably each of the identifiers comprises a different modulation sequence or

pattern and the transmitted identifiers are generated.by combining at least part of

the modulation sequence or pattern correspondingto the data storage devices.

Preferably the transmitted identifier is generated by combiningat least part of the

modulation sequence or patterns of a selected group of sequences or patterns

correspondingto a set of data storage devices.
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In preferred embodiments the simulated signal modulation sequence or pattern

comprises the summation of at least part of the modulation sequences or patterns

of the identifiers.

Bach data storage device being emulated may comprise an RFID tag or device

incorporating RFID tag functionality, preferably the RFID tags or devices

comprise RFID tickets.

In preferred embodiments the system comprises a single antenna for transmitting

the identifiers.

The present invention also contemplates a device comprising a system as referred

to in the above aspect of the invention. For example the device may be a mobile

phone, PDA orother hand held device.

According to another aspect of the invention there is provided a method of

operating an RFID system. This method comprises the steps of: emulating a
plurality of RFID tags, the tags each having a different identifier associated

therewith; and simultaneously or sequentially transmitting the identifiers by the

device. This method is preferably automated and capable of implementation in an

RFID system independently of user input, that is to say the method is implemented

without user intervention, for example without the user having to manually select a

particular RFID tag.
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Preferably the method further comprises a step for receiving the transmitted

identifiers and detecting a plurality of RFID tags by identifying the received

identifiers as a collision event between two or more tags. The method may further

comprise the step of implementing a collision avoidance and/or a collision

detection protocol to enable the emulated RFID tags to be read by a reader.

Preferably the said data storage devices comprise contactlesstickets.

In general, RFID devices may include any of RFID readers, tags and NFC devices:

An RFID reader may transmit an RF signal which may be modulated by the

reader in accordance with data and/or commands stored within the reader. The

reader will also receive RF signals (either modulation of its own previously

generated signal, a new RF signal or a modulated new RF signal). The reader may

derive power from such a received signal. It may demodulate the received RF

signal and respond to the received RF signal in accordance with any data and/or

instructions contained within such an RF signal and/or data stored within the

reader. Example RFID readers are described in various international standards,

ISO/IEC 14443, ISO/IEC 15693.

An RFID tag, when in the vicinity or range of a suitable RF signal will

receive the RF signal and where necessary demodulate that RF signal. The tag

may also derive a power supply or additional power supply from the received RF

signal. This is particularly the case where the tag does not have its own power

supply. The tag will respond to a received RF signal in accordance with any data

and/or instructions contained within such an RF signal and/or data stored within
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the tag itself, The response may be either modulation of a new RF signal or

modulation of the received RF signal (via load modulation) or transmission of a

new RF signal. Example RFID tags are described in various international

standards, ISO/IEC 14443, ISO/IEC 15693,

An NFC device comprises both RFID reader and RFID tag functionality

within the same device or apparatus. The function of the NFC device depends on

the modeof operation and the status of the apparatus (referred to as ‘initiator’ and

‘target’ in the standards). Whenin target mode(or tag mode) the NFC device acts

in a similar fashion to the RFID tag described above. When in initiator mode (or

reader mode), the NFC device initiates or supplies an RE signal. Examples of NFC

devices are described in ISO/IEC 18092 and ISO/IEC 21481.

For the avoidance of doubt the present invention may be implemented in a device

or system comprising RFID tag functionality or NFC device functionality, but not

necessarily a device or system comprising all the functionality of an RFID or NFC

device. The present invention may also be implemented in a dedicated device in

standalone form (either hand held or free standing) or comprised within a larger

device or host device/system comprising other functionality, for example a mobile

communications device, PDA, personal computer, laptop, games console or

vending machine etc. Such apparatus, system or devices may comprise a single

integrated circuit or alternatively the different functionalities may be provided by

or implemented in separate component parts of separate integrated circuits. In

embodiments where the RFID or NFC device or functionality is integrated within a

larger device functions may be shared between the NFC or RFID device and the
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larger device, for example the NFC or RFID may not have its own memory and

may instead use memory provided within the larger device.

Embodiments of the present invention are contemplated where multiple RFID tags

are emulated within a device such as a mobile phone. However, the present

invention also contemplates embodiments in dedicated devices, for example, an

RFID transport ticket containing functionality capable of emulating more than one

ticket, a patient data storage system in which data from multiple patients is stored

(each tag corresponds to a patient chart or medication/care profile). It will be

understood by persons skilled in the art that many other systems, devices and

methods can be advantageously designed incorporating the present invention.

It will be understood that when functioning to emulate one or more RFID tags,

apparatus of the present invention will communicate with an RFID reader or an

NFC device which may be in standalone form (either hand held orfree standing) or

comprised or integrated within a larger device or host device/system, for example a

mobile or fixed communications device or system, computer, ticket inspection

machine, transport access mechanism or gate etc.

Further features and advantages of the invention will become apparent from the

following description of preferred embodiments of the invention, given by way of

examples only, which are made with reference to the accompanying drawings.

Figure 1 is a block diagram, of an RFID reader of a known type;
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Figure 2 is a block diagram of the reader of Figure 1 incorporated within a

larger device or system;

Figure 3 is a block diagram of an RFID tag of a knowntype;

Figure 4 is a block diagram of a larger device or system, incorporating an

RFID tag as shown in Figure 3;

Figure 5 is a block diagram of an NFC device of a known type;

Figure 6 is a block diagram of a larger device or system, incorporating an
NFC device of the type shown in Figure 5;

Figure 7 is a schematic time domain representation of NFC passive

communication between NFC devices;

Figure 8 is a schematic time domain representation of NFC active

communication between NFC devices;

Figure 9 shows an example of an RFID readercircuit of a known type;

Figure 10 shows an example of an RFID tag circuit of a known type;

Figure 11 shows an example of an NFC devicecircuit of a known type;

Figure 12 shows an example of a circuit of part of a phase lock loop of a

known type;

Figure 13 is a schematic representation of a plurality of RFID tags

simultaneously transmitting to an RFID reader;

Figure 14 shows a first example in the vicinity of and of a modulation

signalling method of a known type where data collisions occur andare detected;

Figure 15 shows a second example of a modulation signalling method of a

known type where data collisions occur and are detected;
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Figure 16 shows a third example of a modulation signalling method of a

known type where data collisions occur and are detected;

Figure 17a shows a fourth example of a signalling method of a known type

where data collisions occur and are detected;

Figure 17b shows a fifth example of a signalling method of a known type

where data collisions occur and are detected;

Figure 18 shows a first example of a collision avoidance method of a

knowntype;

Figure 19 shows a second example of a collision avoidance method of a

known type;

Figure 20 is a block diagram of elements used in a device according to an

embodimentofthe present invention;

Figure 21a shows an example modulationsignal representing simultaneous

transmission of a data bit 1 and a data bit 0 by the device of Figure 20 when

emulating data collisions in protocolthat uses the modulation signalling method of

Figure 14;

Figure 21b shows a second example modulation signal representing

simultaneous transmission of a data bit 1 and a data bit 0 by the device of Figure

20 when emulating data collisions in a protocol that uses the modulation signalling

method of Figure 15 or 16, and also'an example where a data collision can be

represented by sendingincorrect data bits within a multi-byte data packet;

Figure 22 shows an example modulation signal representinga data collision

for a pulse position transmission method, and also shows an example active cartier

on one bit period representing data collision;
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Figure 23 shows an example where collision avoidance is used by the

device of Figure 20 with a time-slot methodofthe type illustrated in Figure 18;

Figure 24 shows an example where collision avoidance or where data

collisions are forced, with a response-time-jitter method;

Figure 25 is a flow diagram of an example embodiment of operation of

apparatus of the invention.

Examples of RFID readers, RFID tags, and NFC devices according to various

embodiments of the present invention will now be described with reference to the

drawings. For the purpose of best describing the example embodiments, reference

is first made to the drawings of Figures 1 to 19 which show known elements of and

illustrate known methods implemented in known types of RFID/NEFCdevices.

Figure 1 shows an example RFID reader 100 of a known type comprising an RF

signal generating means 101, an antenna 102 connected to the signal generating

means and a demodulation means 103. The RF signal generating means 101

generates an RF signal that is fed to antenna 102, which causes a magneticfield

represented by the symbol 105 to be generated in the vicinity of the reader 100. A

reader control means 104 connected to the signal generation means 101 and

demodulation means 103 may or may not cause the RF signal generating means

101 to modulate the generated RF signal. An RFID tag or NFC device in tag-mode

within range of the magnetic field 105 will respond to signals from the reader 100,

in accordance with the protocolof the reader/tag or NFC device, in such a way that

a modulated signal from the tag or NFC device is present at the reader antenna 102
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and then demodulated by reader demodulator 103. Data output from reader

demodulator 103 is fed to the reader control means 104. The activity or

functionality or operation of the reader will be determined by the control means

104 in accordance with the data so obtained. Control means maybe, for example,

a microprocessor, microcontroller, state machine or RISC processor. It will be

understoodthat the reader control means 104 may further comprise a user interface

or the like.

Figure 2 shows an example of reader 100 from Figure 1 incorporated within a

larger device or system 200. The reader 100 operates in the same manner as

described for Figure 1, but in this case reader control means 104 is further

connected to a device interface 201 so that the activity or functionality or operation

of the reader 100 or larger device 200 may be determined by the data obtained

from the demodulated RF signal by the demodulator 103. Device interface 201 has

connections, not shown, to other functionalities within larger device or system 200,

Figure 3 shows an example RFID tag 300 of a known type comprising a control

304 which is connected to an antenna coil 306 through an RF modulator 303, ona

signal transmission side, and an RF demodulator 301 on a signal receiving side.

The control 304 may be for example a RISC processor, state machine,

microcontroller or microprocessor. The control 304 is further connected to a data

storage means 305 comprising a suitable form of volatile and/or non-volatile

memory (for example EEPROM). When for example a reader 100 of the type

described in Figure 1 or Figure 2 causes a magnetic field 307 to be generated in the
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region of the coil 306 of the tag a voltage is generated across coil 306. Tag 300

may or maynot contain a power deriving means 302 for providing powerto the

elements of thetag, that is to say the tag may be active or passive. In embodiments

-having a power deriving means (for example passive tags) the voltage across the

coil 306 can be used to power all or part of tag 300. If the magnetic field 307

generated by a reader is modulated, then the tag demodulation means 301

demodulates the signal and outputs the demodulated data to the tag control 304.

The tag control 304 may be responsive to data from the tag demodulation means

301, power from the power deriving means 302, or from some other internal or

external stimulus.

The tag control 304 may also cause data to be read from or written to the data

storage means 305. The tag control 304 may similarly respond to data, power or

other stimulus and cause data, which might be from the data storage means 305, to

be sent to the tag modulation means 303. The tag modulation means 303 when

receiving data from the tag control 304 causes, according to that data, a modulated

signal to be generated, via the magnetic field 307, at the device originally

generating the field, the reader 100 Figure 1 in this example. The tag control 304

may further comprise a user interface meansorthe like as previously described in

relation to the reader of Figure 2.

Figure 4 shows a larger device or system 400, incorporating the tag 300 of Figure

3. <A device interface 401 interacts with tag 300 via the tag control means 304.

The device interface 401 has connections, not shown, to other functionalities
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within the larger device or system 400, and these other functionalities may

incorporate some or all of data storage means 305 and tag control 304. Power

deriving means 302 may, if present, supply power to someorall of larger device
400.

Figure 5 shows an example NFC device 500 of a known type. As previously

mentioned an NFC device can operate in two modes, as either a reader oratag,

referred to herein as ‘reader-mode’ and ‘tag-mode’ respectively. In this example,

when operating in reader-mode, RF signal and modulation means 501, antenna

502, demodulation means 503 and NFC control means 504 operate to provide the

same or similar functions as these equivalent elements 101, 102, 103, and 104 as

described for Figure 1, that is to say to provide an RF transmission signal

transmitted as magnetic field 505 which has similar characteristics to the field 105

of Figure I. In this example, when operating in ‘tag-mode’, antenna 502 and

demodulation means 503 provide the same or similar functions as antenna 306 and

tag demodulation means 301 in Figure 3, and in a similar manner, RF signal and

modulation means 501 provides the same or similar function as tag modulation

means 303 in Figure 3. In addition, power deriving means 506, NFC control means

504 and data storage means 507, have similar functionalities to the equivalent

functionalities 302, 304 and 305 as describedinrelation to the tag of Figure 3.

For particular applications, NFC devices can be controlled to operate as either an

initiator (reader-mode) or a target (tag-mode). When an NFC device is controlled

to be an initiator, the NFC device operates as a reader in a similar manneras the
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reader of Figure 1 previously described. When an NEC device is controlled to be a

target, the NFC device operates in a similar manneras the tag in Figure 3, that is to

say in a listening mode waiting for a magnetic field to be generated inits vicinity

by an RFID reader or another NFC device in initiator mode.

NFC devices function within an active protocol or a passive protocol. Where a

passive protocolis used, the device operating as an initiator maintains its RF signal
throughout the duration of all communications sequences; and two command-

response example sequences are shown in Figure 7. In the drawing of Figure 7 the

continuous upper block represents the communication period in which the initiator

is continuously transmitting an RF signal/field, from ‘Initiator RF field on’ on the

left hand side to ‘Initiator RF field off on the right hand side. The two unshaded

areas (1* Initiatorcommand and 2" Initiator command) represent the supply of

first and second command data from the initiator. The two unshaded shorter

blocks below the continuous block represent receipt of response data from the

target in response to the first and second initiator command signals (Target

response | and Target response 2 respectively). Where an active protocolis used,

the device operating as an initiator switches-off its RF field when it finishes

sending a command, then a responding target switches on its own RF field to send

its response information back to the initiator, and examples of two command-

response sequences are shown in Figure 8. The drawing of Figure 8 is similar to

that of Figure 7 in that the blocks on the uppertimeline are representative of the

initiator transmitting to the target and the blocks on the lower time line are

representative of the target responding. The shaded areas represent the time at the
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start and end of the transmission that does not contain any command or response

data, for example where the RF field is un-modulated.

An NFC device may be set up to operate in either reader-mode or tag mode as

default. The change in mode of operation may be due to the operation of a larger

device, receipt of an externally generated RF signal by the NFC device or as a

result of some instruction received from within the NFC device or larger device.

Preferably the NFC device will be set to operate in tag-mode as default as this has

the advantage of saving power within the device or larger device in which it is

incorporated.

Figure 6 shows a larger device or system 600, incorporating an NFC device 500,

A device interface 601 interacts with NFC device 500 via its NFC device control

means 504. NFC device 500 operates in the same way as described for NFC

device 500 in Figure 5. Device interface 601 has connections, not shown, to other

functionalities within larger device or system 600, and these other fiinctionalities

yaay incorporate some or all of data storage means 507 and NFC device control

means 504. Power deriving means 506 may, if present, supply power to some or

all of larger device 600.

Reader 100 in Figure 1, tag 300 in Figure 3 or NFC device 500 in Figure 5 may be

in a suitable standalone form (either hand held or free standing), for example

incorporated in a mass transit ticket.
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The larger device or system 200 of Figure 2, 400 of Figure 4 or 600 of Figure 6

may comprise or be part of a host device or system, for example a mobile or fixed

communications device, PDA, personal computer, computer, vending machine,

electronic wallet, ticket inspection machine, transport access mechanism or gate

etc. When forming part of a larger device, an RFID reader, RFID tag or an NFC

device may be included as a discrete unit, be integrated within the electronic

circuitry of the larger device or alternatively use parts of the electronic circuitry

and parts within the larger device.

Known methods to generate and/ or modulate RF signals used to provide RFID

teader, RFID tag or NFC device functionality consist of three main methods and

these are referred to herein as ‘carrier generation’, ‘load modulation’ and ‘carrier

interference’. These three methods will now be described in more detail below.

Apparatus below refers to readers and/or tags as the context permits.

Apparatus operating in accordance with the carrier generation method generates

and emits an independent RF carrier signal, which may or may not be modulated.

The carrier generation method would usually, but not exclusively, be used to

construct an RFID reader apparatus and its use for an RFID reader is explained

here with reference to Figure 9 which is one example of RFID reader circuitry.

Microcontroller 916 is designed to carry out the functionality of reader control

means 104 in Figure 1. The microcontroller 916 controls operation of RF signal

generation means 957 and in this example the RF signal generation means 957

193



194

WO 2006/010943 PCT/GB2005/002990

10

15

20

19

generates an RF carrier signal at 13.56MHz. Microcontroller 916 provides

modulation control signals 959 to the differential driver means 958.

The modulation control signals 959 control the amplitude of the RF carrier signal

that the differential driver means provides to the antennacircuitry. The differential

driver means 958 outputs complimentary pulses using techniques well known to

persons skilled in the art. The antennacircuitry comprises a plurality of capacitors

901, 902, 950 and 951 and a coil 907 which form a tuned circuit and function to

reduce unwanted carrier harmonics, however the main function of coil 907 is to act

as an antenna to emit the modulated RF carrier signal. Microcontroller 916 will

typically use modulation control signals 959 sent to the differential driver means

958 to alter the signal level, the modulation depth, relating to binary data desired to

be sent according to predetermined patterns relating to a ‘1’ or a ‘0’. Where an un-

modulated RF carrier signal is desired, the modulation control signals 959 control

the differential driver means 958 to output full amplitude RF carriersignal.

Capacitors 955 and 956 limit the amplitude of the signal input to the demodulator

950 so as to avoid over-volt damage to the demodulator. The demodulator 950 is

used to demodulate signals from an external device within reception range, an

RFID tag for example, where modulated signals are coupled to the antenna 907.

Demodulator 950 outputs demodulated signals in binary form to microcontroller

916.
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In this example of the carrier generation method the RF signal generation means

957 is constructed to generate the RF signal by the well-known technique of sine

synthesis. RF signal generation means 957 provides a pulse-width modulated

(PWM)or a pulse-density modulated (PDM) digital signalto the differential driver

means 958. The PWM or PDMsignal is generated from a code stored on a Read

Only Memory (ROM). The ROM datais fed to a Shift Register (SR), the output of

which forms the PWM or PDM serial data stream. The ROM codeis generated by

a sine synthesis technique well known to persons skilled in the art. It is well

understood by those skilled in the art that the sine synthesis PWM or PDM code

could be generated by alternative means such as a processor means running a pre-

configured algorithm. The PWM or PDMdatastream controls differential driver

means 958 such that complimentary pulses are output in the most advantageous

way to minimize unwanted RF signal frequencies being emitted. System

configurations and requirements may facilitate the advantageous removal of

capacitors 950 and 951 where the nature of the signals from differential driver

means 958 maintains the avoidanceofinfringing emissions regulations. If the sine

synthesis technique were not used, then to conform to emissions regulations,

additional filtering circuitry would be required, for example additional inductors

and capacitors at signal nodes 952 and 953.

Apparatus operating in accordance with the load modulation method modulates the

impedance of the signal reception circuitry; there is no active modulation signal.

The load modulation method would usually, but not exclusively, be used to

construct RFID tag apparatus and its use for an RFID tag is explained here with
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reference to Figure 10 which is one example of RFID tagcircuitry. An externally

generated magnetic field induces an ac voltage across thesignal reception circuitry

comprising capacitor 1012 and antenna 1006 formed as a coil inductor. An RFID

reader or NFC device in reader-mode generates the externally generated magnetic

field for example from an RF signal fed to an antenna. The induced voltage is fed

to power deriving means 1002, which in this example consists of diode 1008,

energy storage capacitor 1009, and over-voltage protection means 1010. Over-

voltage protection means 1010 operates to stop voltages on either positive or

negative half-cycles of the induced ac voltage from rising to a level where damage

could occur to any part of RFID tag 1000. The output of power deriving means

1002 feeds a de supply voltage to all circuitry within RFID tag 1000 requiring a

supply voltage. The state-machine 1004, which performs the same function as the

tag control means 304 in Figure 3, sends a modulation signal 1011 to transistor

1003. The modulation signal 1011 consists of binary data to be sent according to

predetermined patterns relating to a ‘1’ or a ‘0’. Thebinary data to be sent may for

example be determined according to one or more of: a control sequence arranged

to operate within state machine 1004, data contained within electrically erasable

programmable read only memory (EEPROM) 1005, data received by RFID tag

1000 as modulation to the RF signal and demodulated by tag demodulation means

1001. The modulation signal 1011 is fed to transistor 1003, which has a known

on-resistance, and so when the modulation signal switches-on transistor 1003, an

impedance is switched across the signal reception circuitry. The impedance

change caused by transistor 1003 is coupled to the nearby circuit (ot shown in

Figure 10) emitting the RF signal in the RFID reader or NFC device. This coupled
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impedance change causesa signal variation that is demodulated by a demodulator

within the RFID reader or NFC device.

Apparatus operating in accordance with the carrier interference method simulates

the load modulation method by using an active signal generated to be at the same

frequency as, and at a fixed phaserelation to, the incoming carrier signal. The

carrier interference method would usually, but not exclusively, be used to construct

NFC device apparatus and its use for an NFC device is explained here with

reference to Figure 11 which is one example ofNFC device circuitry,

When the NFC device is operating in reader-mode it would be usual to use the

carrier generation method as described for Figure 9 and this is shown in this

example as items 1132, 1122 and 1148 being equivalent in function to items 916, °

907 and 950 in Figure 9 respectively and also circuit elements 1102 and 1104

being equivalent to item 958 in Figure 9. In addition although notillustrated in

Figure 11 an RF signal generation means would be present having the same

function as 957 in Figure 9.

In this example the RF signal fed to the antennais in digital square-wave form and

so when comparing with the reader circuitry of Figure 9, additional filtering

components (inductors 1160 and 1161 and capacitors 1162 and 1163) are required

to reduce harmonicsof the carrier so that emissions regulations are met.
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The circuitry of Figure 11 that is used in tag-emode to operate the carrier

interference method will now be described.

The apparatus 1100 includes a micro-controller 1132, a modulator function 1102, a

driver function 1104, an antenna 1122 and a phase-locked loop 1149 comprising in

this embodiment a voltage controlled oscillator (VCO) 1108, a phase detector

1110, a loop filter and preferably a sample and hold circuit and in this example the

filter and sample and hold functions are combined and shown as 1118. Although
shown separately the modulator and driver functions 1102 and 1104 may be

comprised within the same component. The apparatus will also have access to,

whether within itself (for example as part of the microcontroller) or as part of a
separate componentor larger device, a data store 1134.

The apparatus operates with a power supply (not represented). Such powersupply

may be specific to the apparatus itself, it may be dependent on the mode of

operation or the apparatus may use a pre-existing power supply within a larger

device. For example when in tag-mode, the apparatus may derive power from its

owninternal power supply, from the power supply in a larger device of whichit is

a part or from an externally generated RF field or signal.

A reader device (not shown, but would be for example an RFID readeror second

NFC device, in reader mode) interacts with the apparatus 1100 by employing

available radio-frequency signals used in RFID applications and NFC systems. For

example in this embodiment RF signals at 13.56 MHzare used. The apparatus
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receives an RF signal from such an external reader device when the apparatus is

within range of the external reader device.

The VCO 1108 will continuously generate an internal RF signal. The phase-locked

loop 1149, which is preferably a second order loop, comprises means by which the

internally generated RE signal is brought into phase with the received (externally
generated) RF signal. In a preferred embodiment, the VCO 1108 is connected to

the phase detector 1110 via a composite loop filter and hold function 1118. The

phase detector 1110 detects the difference in frequency and phase between the

VCO generated RF signal and the received RF signal. A signal is then sent from

the phase detector to the loop filter resulting in an adjustment to the voltage

generated by such loop filter. This in turn adjusts the phase and frequencyof signal

generated by the VCO. This process is continuously repeated to ensure the VCO

signal and external RF signal match.

The phase lock loop process will continue until an instruction to modulate and

transmit the internally generated RF signal is received from the microprocessor.

This might occur once phase locking between the external RF signal and VCO

generated signal has been detected by microprocessor 1132. Alternatively, this

might occur once apparatus is ready to transmit and modulate, for example at a

time interval prescribed by operating protocols such as ISO 14443.

As will be understood by persons skilled in the art combinations of other known

techniques could be used to provide the functionality of the phase lock loop 1149.
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The apparatus 1100 is then arranged to modulate and transmit the VCO generated

RF signal in accordance with the operation of the apparatus in reader-mode and as

described above and also with reference to Figure 9, and the relevant description

thereof above should be understood to apply.

The modulated VCO generated signal 1142 on transmission from antenna 1122 is

set to cause destructive or constructive interference or a combination of both with

the received RF signal 1140. The external reader device (not shown) demodulates

this interference-modulated signal in exactly the same way that it would

demodulate a coupled load-modulated signal from, for example, an RFID tag.

Different types of modulation or interference or combinations of

modulation/interference are possible for the transmission of the VCO generated RF

signal, ¢.g. in-phase only causing constructive interference, out-of phase only

causing destructive interference, a combination of in- and out-of phase, partially

in- and/or out- ofphase or a combinationofpartially in- and/or out- ofphase.

In one alternative embodiment, the apparatus includes a modulation controller

1106. The modulation controller 1106 controls the amplitude of the modulated

carrier signal or modulated VCO generated signal in accordance with either the

proximity of the external reader device, and/or the characteristic of the received RF

signal or and/or the proximity of the data storage device. Where the modulation

controler uses detection of external signal strength this can be implemented by
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providing an amplitude-leveling loop having a signal strength detector block 1130

whichcaptures a sampled measurement of the incoming RF signal strength. The

strength information can be used, within the micro-controller 1132 and modulation

controller 1106, in conjunction with other calibration or predictive data if required,

to set and control the modulation depth, with the modulator 1102 and the driver

1104, to a desired value using for example a modulation controller algorithm.

The clamp 1120 is used to reduce the risk of high voltages destroying chip

functionality. In circumstances where high voltages might or do occur, for example

when the apparatus is in the field of another RF reader device, current is diverted

through the clamp thereby preventing high voltages from affecting the chip

functionality.

The composite loop filter and hold function 1118 is detailed further in Figure 12.

When activated the VCO 1108 continuously generates an internal RF signal.

Likewise the phase detector 1110, whilst active, continually detects the phase

difference between the internally generated signal and any external RF signal and

signals the loop filter to increase voltage.

The composite loop filter and hold function 1118 is placed into hold mode by

opening a switch 1116 of Figure 12. When open,the filter can be approximated as

a floating integrator whose capacitive element Cl, referenced 1150, will hold its

state as per the last signal received from the phase detector, neglecting any further
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signals sent by the phase detector. This function can be better described as a “filter

and hold function”. The filter may be commanded into hold mode only whenthe

phase lock loop has completely stabilized and the output of the phase detector

1110 is no longer changing. Alternatively the command can be linked to the

modulation and transmission of the VCO signal, for example as required under

various communication protocols or as determine by the microprocessor.

One or more of, or combinations of any versions of the “three modulation

methods” (described in Figures 9 - 12) can be used to construct an RFID reader of

Figure 1 or 2, an RFID tag of Figure 3 or 4, or an NFC device of Figure 5 or 6.

Where the “three modulation methods” are the methods to generate and/ or

modulate RF signals; ‘carrier generation’ of Figure 9, ‘load modulation’ of Figure

10 and ‘carrier interference’ of Figures 11 and 12. One example of such a

variation would be the use of the sine synthesis method described for Figure 9

being used within the method described for Figure 11 (the interference modulation

method). Persons skilled in the art will know that the methods described in

Figures 9 - 12 are examples and that there are many other methods and

combinations that can be used to provide functionality of RFID readers, RFID tags

and NFC devices.

Figure 13 shows diagrammatically the situation where an anticollision protocolis

necessary. Multiple separate tag-functionalities 1300 are all within range of a

reader-functionality 1301. Each separate tag-functionality 1300 may for example

include any combination as described herein with respect to Figures 1 to 12 and
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consists of apparatus that includes the functionality of an RFID tag, an NFC device

in tag-mode, or an NFC device in active-target mode. The reader-functionality

1301 may for example include any combination as described herein in relation to

Figures 1 to 12 and consists of apparatus that includes the functionality of an RFID

reader or NFC device in reader-mode. As each of the tag-functionalities sends its

data to the reader-functionality the relevant anti-collision protocol implemented by

the reader and tag functionalities will be followed, such that where tag-

functionalities respondat the sametime with different data, the protocol allows the
reader-functionality to separately identify, and separately communicate with, cach

tag-functionality. Various knownanticollision protocols which could beutilised in

embodiments of the present invention will now be described.

Anticollision protocols generally consist of one or both of: collision avoidance and

collision detection methods. If collision avoidance is used but fails to avoid a data

collision then a collision detection method must subsequently be used. When a

data collision is detected, the anticollision protocol will then utilize information

correctly received, up until the collision occurred, to individually and selectively

address particular tag functionalities. This process allows complete identification

of all tag functionalities within range ofthe reader functionality.

Data collisions usually occur because two or more tag functionalities contain

different identification data and/ or are of different tag functionality types. It will

be readily understood by persons skilled in the art that in other situations, data

representing other information could cause datacollisions.
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Figure 14 shows a first example modulation signalling method where data

collisions occur and are detected. An example data bit sequenceof five bit periods

is shown; 1405 to 1409. A first tag functionality, A in this example, outputs data

sequence 1400 shown as 01010 and represented by modulation signal 1401. A

second tag functionality, B in this example, outputs data sequence 1402 shown as

00110 and represented by modulation signal 1403. Modulation for a data bit 0

occurs in the second half of a bit period, and modulation for a data bit 1 occurs in

the first half of a bit period. Where tag functionality A and tag functionality B

simultaneously transmit modulation signals 1401 and 1403, the reader

functionality will demodulate a signal 1404. The reader functionality will

tecognise at bit periods 1406 and 1407 that modulation has occurred over the

whole of each bit period, and this recognition shows that a data collision has

occurred. Such data collisions may occur at any one or more data bits. This

example shows data collisions from two tag functionalities, however the same

method can be used for three or more tag functionalities.

Figure 15 shows a second example modulation signalling method where data

collisions occur and are detected. An example data bit sequenceoffive bit periods

is shown; 1505 to 1509. Tag functionality A in this example outputs data sequence

1500 shown as 01010 and represented by modulation signal 1501. Tag

functionality B in this example outputs data sequence 1502 shown as 00110 and

represented by modulation signal 1503. Modulation for a data bit 0 occurs as one

phase of a signal, and modulation for a data bit 1 occurs as a signal 180 degrees out
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of phase with respect to the signal representing a data bit 0. Where tag

functionality A and tag functionality B simultaneously send modulation signals

1501 and 1503, the reader functionality will demodulate a signal similar to that

shown at 1504. During bit periods 1506 and 1507 data collisions occur and due to

the colliding signals being out of phase with each other, they tend to cancel each

other out. The degree of this signal cancelling will depend uponfactors such as for

example the relative modulation methods used within tag functionality A and B

and also the relative distance that they are away from the reader functionality. The

reader functionality may use one or more methods to recognise such data

collisions. One such method might be recognising a change in modulation level.

A second such method might be that the low level of signal during a data bit

collision causes a random decoding of the bit value to be 0 or 1, then if one or

more bits have been decoded incorrectly, this can be recognised when a data

checking algorithm is subsequently used, such as a cyclic redundancy check (CRC)

algorithm. Persons skilled in the art will recognise that other known methods for

recognising data collisions may be moreor less advantageous. This example shows

data collisions from two tag functionalities, however the same method can be used

for three or more tag functionalities.

Figure 16 shows a third example modulation signalling method where data

collisions occur and are detected. Modulation signals use the well-known

Manchester coding method shown in this example at 1601 and 1603. A signal for

a bit 0 is 180 degrees out of phase with the signal for a bit 1, and so the description
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for the third modulation signalling method and the collision recognition methods

can be taken to be the same as given for the second example in Figure 15.

Figure 17a showsafourth example signalling method where data collisions occur

and are detected. This method uses a pulse-position technique where the position

of the modulation-pulse in a time period is determined according to the data

represented by the pulse. In this example tag functionality A transmits data packet

01010 and the position of its modulation-pulse is shown at 1700. In this example

tag functionality B transmits data packet 00110 and the position of its modulation-

pulse is shown at 1701. Where tag functionality A and tag functionality B

simultaneously send modulation signals 1700 and 1701, the reader functionality

will demodulate a signal 1702. The reader functionality will recognise that two

modulation pulses have occurred during the data packet period, and this

recognition shows that a data collision has occurred. This example shows data

collisions from two tag functionalities, however the same method can be used for

three or more tag functionalities.

Figure 17b showsa fifth example. signalling method where data collisions occur

and are detected. This method uses a gap-position technique where the position of

the carrier-gap in a bit period is determined according to whether the data bit is a 1

or a 0, and may in addition depend upon the value of previous bits. In this

example tag functionality A transmits a data bit 0 by stopping the sending of a RF

catrier signal for a short period at the beginning of the bit period, once the gap-

time is complete, the carrier signal is switched back on for the rest of the bit
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period, and this is shown at 1710. In a similar manner, tag functionality B

transmits a data bit 1 by stopping its carrier for a short gap time at the beginning of

the secondhalf of the bit period and this is shown at 1711. Where tag functionality

A and tag functionality B simultaneously send modulation carrier signals 1710 and

1711, the reader functionality will receive signal 1712, The reader functionality

will recognise that a carrier signal has occurred over the whole bit period, and this

recognition shows that a data collision has occurred. Such data collisions may

occur at any one or more data bits. This example showsdata collisions from two

tag functionalities, however the same method can be used for three or more tag

functionalities.

Figure 18 shows a first example of a collision avoidance method. <A reader

functionality determines to use a numberof time slots, where in the duration of

each time slot a complete reader-tag communication can occur. In the example of

Figure 18, three such time slots are shown. According to the protocol being used,

when a reader functionality sends a first command, then each tag functionality

within range will determine which time slot to respond in. This time slot

determination may be done by, for example, each tag functionality generating a

random number or by using part ofits unique identification number. There is a

high probability that for each time slot only one tag functionality will respond, and

in this case collision avoidance will have been successful. Where collision

avoidance is successful the reader device knows the identity of all tag

functionalities within range and can communicate individually with each oneasit

chooses, for example to read or write additional data. However, if two or more tag
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functionalities respond in the same time slot, then the collision will be detected

using, for example, one of the methods described with reference to Figures 14 to

17. Such a collision is shown as an example in Figure 18 as tag functionalities

1801 and 1802 both responding in the same timeslot 1805.

Figure 19 shows a second example collision avoidance method. In this method,

each tag functionality when responding to a reader functionality, generates its own

RF field. In this example, time 1900 indicates when a reader functionality has

finished sending a first command. A time delay 1905 later is the first time 1901

that a tag functionality may turn-on its RF field. The protocol is such that each tag

functionality checks to ensure that another RF field is not present before it

switches on its own field, howeverif it does detect another field, then it does not

respond at all to this particular command. The protocol is also such that each tag

functionality randomly selects a time that it would like to respond, shown as 1901

to 1904, and this provides a good chance that several tag functionalities will not

attempt to respond at the same time. However if two or more tag functionalities do

respond at the same time 1903 in this example, then at a pre-determined time delay

1906 later, as determined by the protocol they will both start to send their

information during the period 1907. During the time period 1907 one or more data

collisions will occur. Such collisions will be detected using, for example, one of

the methods described in Figures 14 to 17.

Figure 20 shows an embodiment of an apparatus according to an aspect of the

present invention.
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An apparatus according to an aspect of the present invention may be constructed

using any one or more, individually or in combination, of the methods or

functionalities described in Figures 1 to 12, and may utilise one or more of the

anticollision protocol functionalities described in Figures 14 to 19. However,

persons skilled in the art will recognise that methods, protocols, and apparatus

described in Figures 1 to 19 are described by way of example and that other

examples are possible that fulfil the desired functionality.

In Figure 20, RFID/NFC functionality 2000 may be formed from one or more in

any combination of the elements within functionalities 100 in Figures 1 and 2, 300

in Figures 3 and 4, or 500 in Figures 5 and 6. The larger device or system 2050

may or may not form part of the apparatus, but if present may take any form as

described as 200 in Figure 2, 400 in Figure 4 or 600 in Figure 6.

The antenna 2002 of the RFID/NFC functionality 2000 is a single antennafor all

RFID functionality and is capable of sending and/ or receiving RF signals

represented as 2005. The antenna 2002 on its own fulfils the same functionality as

one or more of antennas 102 in Figures 1 and 2, 306 in Figures 3 and 4 or 502 in

Figures 5 and 6, 907 in Figure 9, 1006 in Figure 10, or 1122 in Figure 11

Powerderivation means 2006 of the RFID/NFC functionality 2000 of Figure 20

may or may not be present, but if present may be formed from any one or more
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functionality as described as 302 in Figures 3 and 4, 506 in Figures 5 and 6, 1002

in Figure 10, 1120 in Figure 11.

Data storage means 2007 of the RFID/NFC functionality 2000 may or may not be

present, but if present may be formed from any one or more functionality as

described as 305 in Figures 3 and 4, 507 in Figures 5 and 6, 1005 in Figure 10, or

1134 in Figure 11.

Demodulation means 2003 of the RFID/NFC functionality 2000 may or may not

be present, but if present may be formed from any one or more functionality as

described as 103 in Figure 1, 301 in Figure 3, 503 in Figure 5, 950 in Figure 9,

1001 in Figure 10, or 1148 in Figure 11.

The device interface 2051 of the larger system/device 2050, if present, interacts

with functionality 2000 via control means 2004. The device interface 2051 has

connections, not shown, to other functionalities within larger device or system

2050, and these other functionalities may incorporate some orall of data storage

means 2007 and control means 2004. A power deriving means 2006 may, if

present, supply power to someorall of larger device 2050.

The control means 2004 may be formed from one or more in any combination of,

or any part of, elements 104 in Figures 1 and 2, 304 in Figures 3 and 4 or 504 in

Figures 5 and 6, 916 in Figure 9, 1004 in Figure 10, or 1132 in Figure 11.
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RF signal and modulation means 2001 may be formed from one or more in any

combination of, or any part of, elements 101 in Figures 1 and 2, 303 in Figures 3

and 4 or 501 in Figures 5 and 6, 958 in Figure 9, 1003 in Figure 10, or 1102, 1104,

1106, 1130 and 1149 in Figure 11.

‘Two or more tag functionalities are emulated by control means 2004 and RF signal

and modulation means 2001 in such a way that anticollision protocols relating to
each tag functionality are conformed to. When such emulationsare carried out by

apparatus incorporating an aspect of the invention, the reader functionality

initiating the communications continues the anticollision protocol in use at the time

in a completely normal manner. Embodiments of the present invention thereby

automatically facilitate multiple co-located tag functionalities to be read without

the need for user intervention.

Embodiments ofthe present invention when carrying-out the emulation ofmultiple

co-located tag functionalities may advantageously attempt to avoid collisions if the

present anticollision protocol allows, or if collision avoidance is not part of the

present protocol or if collision avoidancefails, then one or more data collision will

be emulated. Emulated collision avoidance methods and data collisions may take a

variety of forms according to the anticollision protocol being usedat the time, and

examples will now be described.

Apparatus of the present invention when emulating two or moretag functionalities

that use a time-slot method as part of the relevant anticollision protocol as
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described in relation to Figure 18, may advantageously determine that each of the

emulated tags respond ina different time-slot. This is shown in Figure 23 where

tag functionalities 2300, 2301 and 2302 being emulated within an apparatus of an

embodiment of the invention are shown responding in different time-slots 2303,

2304 and 2305 respectively. This will advantageously allow the initiating reader

functionality to identify and communicate with all the emulated tags within the

apparatus of the invention in the shortest time.

Apparatus of the present invention when emulating two or more tag functionalities

that use a response-time-jitter method as part of the relevant anticollision protocol,

as described in relation to Figure 19, may advantageously determine that each of

the emulated tags respond in a different jitter-time. This is shown in Figure 24

where tag functionalities being emulated within an apparatus configured in

accordance within an embodiment of the invention could each respondin different

times 1901 to 1904. This will advantageously allow the initiating reader

functionality to identify and communicate with all the emulated tags within the

apparatus by for example selectively halting each tag as it is identified so as to

' discoverall the other emulated tags responding at different times. Alternatively or

as well, an apparatus of an embodiment of the invention may advantageously.

configure all emulated tags to respond at the same time 2401 for example in Figure

24, so forcing data collisions after time 2406 during the data transfer at 2407 and

so allowing the reader functionality to identify all emulated tag functionalities.
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If any collision avoidance methods fail to avoid collisions or the algorithm in use

at the time does not use collision avoidance, then embodiments of the invention

will emulate data collisions.

Where embodiments of the invention emulate data collisions within a protocol that

uses data coding as described for Figure 14, it will be advantageous for the

apparatus to send a modulation signal 2101 in Figure 21a for each data collision

represented in bit-period 2103. Such data collisions occur when an apparatus

according to an embodiment of the invention is required to send a signal that

represents simultaneously sending both a digital 1 and a digital 0, shown in Figure

21a as 2100 at bit period 2103.

Where apparatus according to another embodiment of the invention emulates data

collisions within a protocol that uses data coding as described for Figure 15 or

Figure 16, it will be advantageous for the apparatus to send a modulation signal

2106 or 2107 in Figure 21b for each datacollision represented in bit-period 2109.

Such data collisions occur when an apparatus according to an embodimentofthe

invention is required to send a signal that represents simultaneously sending both a

digital 1 and a digital 0, shown in Figure 21b as 2105at bit period 2109.

It may be advantageous for embodiments of the invention to use an alternative

method of signalling collided data for emulated tags using protocols described in

Figures 15 or 16. In this case for example, instead of emulating simultaneous

sending of both digital bit 1 and 0 as shownassignal 2105 in bit period 2109 in
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Figure 21b, it may be advantageous to send all signals representing databits as

either a binary 1 or 0 shownas signals 2106 and 2107 at bit periods 2108 and

2110. In such a case, apparatusofthe invention may then sendthe incorrect values

for one of more data bits so that the reader functionality discovers the bit error

during the time that the reader functionality checks the integrity of the transmitted

data, during the cyclic redundancy check (CRC) for example. Such incorrect data

bits may advantageously be sent during the actual data transmission of a data

packet 2111 for example, in Figure 21b, and such incorrect data may be sent

during the initial data byte 2112, any other ofthe data bytes up to and including the

last one 2113, or during CRC bytes shownin this example as 2114 and 2115.

In embodiments of the invention which emulate data collisions within a protocol

that uses data coding as described for Figure 17a it will be advantageous for the

apparatus to send a modulation signal 2200 in Figure 22 for example that emulates

in this example, two tag functionalities responding in the same time period with

different data.

In embodiments of the invention which emulate data collisions within a protocol

that uses interruption of sending of active carrier signals as described in Figure

17b, it will be advantageous for the apparatus to send a continuous carrier signal

2201 in Figure 22 during the bit period where the apparatus is required to send a

signal that representssimultaneously sending both a digital 1 and a digital 0.
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The collision detection and avoidance methods described in Figures 14 to 19 and

21 to 24 are shown as examples only and personsskilled in the art will understand

that any one or morecollision detection method may be used in conjunction with

any one or more collision avoidance method. Personsskilled in the art will readily

appreciate that many other collision detection and/ orcollision avoidance methods

may advantageously be used. Persons skilled in the art will therefore recognise

that apparatus of the invention might advantageously emulate any such additional

collision avoidanceorcollision detection methods.

Figure 25 shows a flow diagram of an example embodiment of operation of an

apparatus of the invention incorporating multiple tag emulator functionality when

such apparatus is within range of a reader functionality. Function steps of an

example apparatus of the invention are shown on theleft-hand side of Figures 25a,

25b, and 25c and each step is outlined with a solid line. Functional steps of a

reader functionality, within communications range of the example apparatus of the

invention, are shown onthe right-hand side ofFigures 25 and eachofthese steps is

outlined with a dotted line.

At step Sl the reader functionality transmits an RF signal. An apparatus

configured in accordance with the invention within range of the reader receives the

RF signal, shown at S2. If such apparatus contains power-deriving means and the

apparatus is configured to make use of such powerderiving means, then power for

someorall of the apparatus is derived from the incoming RF signal, step S3.
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The reader functionality then sends a command communication by modulatingits

RF signal, and when the initial communications according to the protocol being

used, have been sent, then the reader functionality continues to send an RF signal
but with no modulation, step S4.

At step $5 the apparatus comprising multiple tag emulator functionality according

to an embodiment of the invention demodulates the modulated signal sent from the

reader functionality. The apparatus interprets the communication so that it can

identify the protocol being used by the reader, step S6. Whenthe current protocol

is identified by the apparatus, it checks to see if any ofits internally emulated tags

can respond to the same protocol, step $7. If none of the emulated tags conform to

the current protocol then the apparatus does not respond to the reader, step S9.

Howeverif one or more of the emulated tags do conform to the protocol, then the

apparatus checks to see if more than one of its emulated tags conform to the same

protocol, step $10. If only one emulated tag conforms to the protocol then the

apparatus responds to the reader according to the protocol, step S11. The reader

demodulates data sent by the apparatus and then continues its communications

sequence according to the protocol, so that it identifies the emulated tag within the

apparatus, step S12. If at step S10 the apparatus finds that it contains two or more

emulations of tags that conform to the protocol, then the apparatus may, if the

protocol allows, attempt to avoid data collisions by using the protocol’s collision

avoidance procedure, step $14. Such collision avoidance methods may for

example include one or more of those described in Figures 23 and 24.
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At step S15 the apparatus determines whether a data collision between its emulated

tags can be avoided. Ifa collision can be avoided, then the apparatus responds to

the reader according to the identified protocol such that the reader can continueits

communication sequence to identify each of the emulated tags within the

apparatus.

If at step S15 the apparatus determinesthat it cannot avoid a data collision between

its emulated tags, then the apparatus emulates data collisions according to the

current protocol at step S18. Then at step $19 the apparatus respondsto the reader

according to the protocol, but wherever the apparatus sends data collisions it does

so according to example methods described in Figures 21a, 21b and 22. The

reader demodulates data sent by the apparatus and then continues its

communications sequence according to the protocol, such that it identifies when

data collisions have occurred so that it identifies all emulated tags within the

apparatus, step S20.

At steps $11, $16 and S19 whenthe apparatus responds to communications from

the reader functionality, the apparatus will use one or more or any part of

modulation techniques as described in Figures 9 to 12.

At steps S4, S12 and S20 the reader functionality continues the communication

sequence with the apparatus by modulating its RF signal, then ceasing its

modulation, then demodulating modulated signals sent by the apparatus. However,

if one or more other separate tag functionalities (not shown) also respond, then the
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reader functionality will follow its anticollision protocol so that it can identify and

communicate withall tag functionalities, including the apparatus of the invention.

At the end of step S4 where the reader functionality completes its transmission of

modulated signal, if the protocol requires, the reader will switch off its RF signal.

Then at step S11, $16 or S19 the apparatus will generate its own RF carrier signal

that it then modulates according to the protocol being used at the time, using for

example methods as described for Figure 9.

An example application and use of such application will now be described. The

example application is where multiple tag emulator functionality is incorporated

within a mobile phone and emulated tags include public transport tickets. An

example journey will be described. A person who ownssuch a mobile phonestarts

a journey that requires a bus and then a train journey.

This person starts the journey by purchasing a bus ticket by placing the mobile

phone in proximity to the ticket-issuing machine. This person selects a multi-

journey ticket-type and the ticket is then wirelessly copied into the phone and

paymentis taken. Upon boarding the bus, this person holds the phone in proximity

to the ticket reader, and then the reader wirelessly reads the ticket and one journey

is deducted from the journey quantity-list held within the ticket within the phone.

Whenarriving at the railway station this person purchasesa train ticket in the same

manner as for the bus ticket. The phone stores this secondticket data in a separate
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portion of internal memory that the bus ticket was stored within. The phone now

holds two co-located tags. Next, the person walks up to the access gate on the

platform and holds the phone in proximity to the RFID ticket reader. The reader

interrogates the phone and discovers that there are two tickets within it. The

tickets are both of a type conforming to the ISO/IEC 14443A standard, which

means that when the phone emulates the twotickets, a data collision occurs during

the reading of the unique identification number within each of the tickets. The

ticket reader follows the anticollision protocol and identifies both tickets and reads

some information from each one. When the reader discovers that one of the tickets

is a bus ticket, it ceases communication with the bus ticket and resumes

communication with the train ticket. Upon discovering that the train ticket is valid,

the reader sendsasignal to the gate to open, which allows our person to walk onto

the platform and catch the train.

In another example application nurses in a hospital may carry around a portable

NFC device whichis used both to read patient charts and download data from such

patient charts (i.e. download a tag) and to administer and/or provide data for the

care of the patient. The NFC device will contain tags relevant to each patient and

therefore hold a plurality of co-located tags. A separate readerinthe vicinity of the

patient may be responsible for controlling drug dosage to the patient. The reader

will read data from a corresponding tag to ensure that the correct dosage is

administered to the patient. The nurse may bring the NFC device into the

proximity of the reader to update the reader information and enable the readerto

download the correct information for a particular patient. The reader will
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interrogate the NFC device and discoverthat there are multiple tag functionalities

residing within it. The NFC device will have emulated a data collision event in

accordance with the relevant protocol thus communicating the presence ofmultiple

tags to the interrogating reader. The reader will then use its internal protocol to

select the tag it is interested in and continue communication with thattag.

As a further example the multiple tags stored on an RFID device may be unrelated

but all comply with the sameprotocol, for example ISO 14443A. For example one

tag may comprisea train ticket, another tag may comprise a music download and a

third tag may comprise a security card for admission to a library. In such a case the

RFID device would then comprise three co-located tags. Depending on the reader

into the vicinity of which the RFID appears, the RFID device will emulate a

collision in accordance with ISO 14443Aforall three tags it holds. The readerwill

use its own internal anti-collision protocols to select the tag it is interested in, stop
communication with the other tags and continue or resume communication with

the tag of relevance.

The above embodiments are to be understood as illustrative examples of the

invention. Further embodiments of the invention are envisaged. For example, the

proposed solution mayalso be used with other forms of antenna and other coupling

mechanisms, such as far field electromagnetic, acoustic or optical. Other examples

of phase coherent detection or phase sensitive detection systems would include but

are not limited to injection locking receiving circuitry, parametric amplifying

receiving circuitry and delay lock loop receivingcircuitry.
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It is to be understood that any feature describedin relation to any one embodiment

may be used alone, or in combination with other features described, and may also

be used in combination with one or more features of any other of the embodiments,

5 or any combination of any other of the embodiments. Furthermore, equivalents

and modifications nat described above may also be employed without departing

from the scope of the invention, which is defined in the accompanying claims.
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CLAIMS

1. An RFID system comprising means for emulating a plurality of RF data

storage devices each having a different identifier, control means for controlling the

transmission simultaneously or sequentially of two or more of the said identifiers

in response to receipt of a signal from a reader, and means for transmitting

simultaneously or sequentially two or more of the said identifiers.

2. A system as claimed in Claim 1 wherein the transmission of the identifiers

emulates the sequential transmission of two or more different identifiers in

accordance with a collision avoidanceprotocol.

3. A system as claimed in Claim 1 or Claim 2, wherein the transmission of the

identifiers emulates the simultaneous or sequential transmission of two or more

different identifiers in accordance with a collision detection protocol.

4, A system as claimed in any one of Claims 1 to 3 wherein each of the said

identifiers comprises a different modulation sequence or pattern and the

transmitted identifiers are generated by combining at least part of the said

modulation sequence or patterns of the said data storage devices.

5. A system as claimed in Claim 4 wherein the said transmitted identifier is

generated by combiningat least part of the said modulation sequenceor patterns of

a selected group of sequences or patterns corresponding to a set of data storage

devices.
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6. A system as claimed in any of Claims 1 to 3 wherein the transmitted

identifiers are generated by the summation of at least part of the modulation

sequences or patterns of the identifiers of the data storage devices.

7. A system as claimed in any preceding claim wherein each data storage

device being emulated comprises an RFID tag or a device incorporating RFID tag

functionality.

8. A system as claimed in Claim 7 wherein the said RFID tags or RFID

devices comprise RFID tickets.

9. A system as claimed in any preceding claim wherein the means for

transmitting the identifiers comprises a single antenna.

10. A system as claimed in any preceding claim wherein the means for

emulating a plurality of data storage devices is located or stored within non-

volatile memory means.

11. A system as claimed in any preceding claim further comprising an RFID

reader.

12. A system as claimed in Claim 11 wherein the said reader comprises a hand

held device.
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13. A device comprising a system according to any one of Claims 1 to 10.

14. A device as claimed in Claim 13 wherein the device is a mobile phone,

personal digital assistant, or other hand held device.

15. A method of operating an RFID system comprising the steps of: emulating

a plurality of RFID tags in a device, the tags each having a different identifier

associated therewith; simultaneously or sequentially transmitting of said identifiers

by the device.

16. A method as claimed in Claim 15 wherein the said transmission emulates

the sequential transmission of two or more different identifiers in accordance with

a collision avoidance protocol.

17. A method as claimed in Claim 15 or Claim 16 wherein the said

transmission emulates the simultaneous or sequential transmission of two or more

different identifiers in accordance with a collision detection protocol.

18. A methodas claimed in any of Claims 15 to 17 further comprising the steps

of receiving the said transmitted identifiers and detecting a plurality of RFID tags

within the range of the reader.
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19. A method as claimed in Claim 16 or Claim 17 further comprising the step

of implementing a collision avoidance and/or a collision detection protocol to

enable the emulated RFID tagsto be read by the reader.

20. A method according to any of Claims 15 to 19 wherein the said methodis

automated and capable of implementation in a system according to any one of

Claims 1 to 12 independently ofuser input.
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DETAILED ACTION

1, This Office action is in response to communicationsfiled 12/12/2008. Claims 1-48 are

currently pending in the application.

Drawings

2. The drawings are objected to because figures 2 and 3 lack any text labels to identify the

various steps in the flow charts, thus it is unclear what each flow chart represents. Text labels for

each of the steps in the flow charts will provide for clear and useful figures. Corrected drawing

sheets in compliance with 37 CFR 1.121(d) are required in reply to the Office action to avoid

abandonmentof the application. Any amended replacement drawing sheet should includeall of

the figures appearing on the immediate prior version ofthe sheet, even if only one figure is being

amended. The figure or figure number of an amended drawing should not be labeled as

“amended.”If a drawing figure is to be canceled, the appropriate figure must be removed from

the replacement sheet, and where necessary, the remaining figures must be renumbered and

appropriate changes madeto the brief description of the several views of the drawings for

consistency. Additional replacement sheets may be necessary to show the renumbering of the

remaining figures. Each drawing sheet submitted after the filing date of an application must be

labeled in the top margin as either “Replacement Sheet” or “New Sheet” pursuant to 37 CFR

1.121(d). If the changesare not accepted by the examiner, the applicant will be notified and

informed of any required corrective action in the next Office action. The objection to the

drawings will not be held in abeyance.

Claim Rejections - 35 USC § 112

3. The following is a quotation of the second paragraph of 35 U.S.C. 112:
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The specification shall conclude with one or more claimsparticularly pointing out and distinctly claiming the
subject matter which the applicant regards as his invention.

4. Claims3, 5-6, 8, 19, 23, 32, and 44 rejected under 35 U.S.C. 112, second paragraph, as

being indefinite for failing to particularly point out and distinctly claim the subject matter which

applicant regards as the invention.

Claims 3, 8, 19, and 23 each describe assigning “additional selection information in each

case” whichis indefinite because it is unclear what is meant by “in each case”. For example,

does “in each case”refer to assigning additional selection information permanently to the

applications, each time a communication-readiness signal is sent, or something else? Forclarity,

it is suggested that this limitation in claims 3, 8, 19, and 23 be amendedto recite “...is assigned

additional selection information4+#-each-ease...”

Claims 5, 18-19, and 32 recite ‘the application”. Multiple applications have been

identified, thus it is unclear which application is being referred to by "the application".

Claim 6 is rejected because of its dependency on previously rejected claim 5.

Claims 8, 19, and 23 lack antecedent basis for "the first group” and "the second group".

Claims 32 and 44 lack antecedent basis for “the group”.

Claim 44 lacks antecedent basis for “the groups”.

Claim Rejections - 35 USC § 102

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section madein this Office action:

A personshall be entitled to a patent unless —

(c) the invention was described in (1) an application for patent, published undersection 122(b), by another filed
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for
patent by anotherfiled in the United States before the invention bythe applicant for patent, except that an
international application filed under the treaty defined in section 351(a) shall have the effects for purposesof this
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subsection of an application filed in the United States only if the international application designated the United
States and was published under Article 21(2) of such treaty in the English language. 

6. Claims 1, 4-7, 9-12, 20-22, 24, 27-29, 33-36, and 39-40 are rejected under 35

U.S.C. 102(e) as being anticipated by Lamacraft et al. (US 2007/0274242).

Asper claim 1, Lamacraft teaches a method for contactless communication of a reading

device with at least two communication-ready applications located on a portable data carrier

(para. 0010-0011 and 0016: Communication between RFID devices and readers is contactless;

the multiple emulated RFID tags in the single RFID device are the communication-ready

applications) comprising the steps:

generating a first communication-readiness signal to the reading device fora first of the

at least two applications, the communication-readiness signal comprisinga first identification

number whichis assignedto the first of the at least two applications and indicates to the reading

device the communication readinessof said first application (para. 0019 and 0136: Identifiers

for each of the emulated tags are sent to the reader; thus an identifier, which is an identification

number,for a first emulated tag is sent to the reader; the sending of identifiers indicates

communication readiness of each of the emulated tags because the ability to receive a reader

signal and respondto the reader signals is an indication of communication readiness), and

generating a second communication-readiness signal to the reading device for a second of

the at least two applications, the second communication-readiness signal comprising a second

identification numberdifferent from the first identification number, whichis assigned to said

second application and indicates to the reading device the communication readinessof said

second application (para. 0019 and 0136: Identifiers for each of the emulated tags are sent to the

reader; thus an identifier, which is an identification number, for a second emulated tag is sent to
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the reader; the sending of identifiers indicates communication readiness of each of the emulated

tags because the ability to receive a reader signal and respondto the reader signals is an

indication of communication readiness; the identifiers are different for each emulatedtag).

Asper claim 4 (dependent on claim 1), Lamacraft further teaches:

wherein the reading device emits search signals, the signals generated for the applications

comprising response signals to the search signals (fig. 25a and para. 0125-0128: The reader

emits RF and modulated RF signals without knowing whattags are present; the tags that happen

to be present respond to the reader’s signals; thus the initial RF and modulated RF signals are

considered search signals).

Asper claim 5 (dependent on claim 1), Lamacraft further teaches:

including the further step of toggling between the applications for communication of the

application with a reading device (para. 0116 and 0128: The communicating for different

emulated tags in different time slots is toggling between the emulatedtags, or different

applications).

Asper claim 6 (dependent on claim 5), Lamacraft further teaches:

wherein toggling is effected by branching or by context switching (para. 0116 and 0128:

The switching between emulated tags can be considered branching or context switching).

Asper claim 7 (dependent on claim 1), Lamacraft further teaches:

wherein the reading device selects for further communication one or more oftheat least

two applications via the identification numbers assigned to the applications (para. 0136-0138:

The reader identifies each emulated tag and selects an emulated tag for further communication;
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the selection is based on what type of tag the emulated tag represents, thus is based on the tag

identifier).

Asperclaim 9 (dependent on claim 7), Lamacraft further teaches:

wherein for one or more ofthe at least two applications that have not yet been selected

for further communication by the reading device, the communication-readiness signal is

generated while the communication with one or more others of the at least two applications that

have beenselected for further communication by the reading device is not yet completed (para.

0136-0138: When a readeris for reading a certain type of tag, such asatrain ticket, as the reader

identifies tags as train tickets, the tags are selected for further communication; identification

from other tags maystill be incomingto the reader, thus at least one tag that has not yet been

sleecte3d for further communication may be sending identifier data while the readeris not yet

done communicating with an already selected tag).

Asper claim 10 (dependent on claim 7), Lamacraft further teaches:

wherein for one or more ofthe at least two applications that have not yet been selected

for further communication by the reading device, the communication-readiness signal is

generated after one or more others of the at least two applications have been suspended after

completion of communication with the reading device (para. 0136-0138: When the readeris for

reading a specific type of tag, it will identify and read that type of tag and then end

communication, the reader may then be interested in a different type of tag and thusinitiate

communication with the emulated tag again; in this case the tags, including those not previously

selected for further communication, will have their identifiers sent to the reader).

Asper claim 11 (dependent on claim 7), Lamacraft further teaches:
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wherein the data carrier informs the reading device by meansofcollision signals that one

or moreof the at least two applications that have not yet been selected for further communication

by the reading device are present by signals being sent that simulate a collision between a

plurality of applications (para. 0130 and 1036-0138: The RFID device may emulate a collision

betweentags so that the reader recognizesthat a plurality of tags need to communicate and

initiates collision protocols).

Asper claim 12 (dependent on claim 7), Lamacraft further teaches:

wherein the data carrier informs the reading device by meansof an allocation of one or

more time slots that one or more of the at least two applications that have not yet been selected

for further communication by the reading deviceare present (fig. 23 and para. 0116: The RFID

device may cause emulated tag identifiers to be communicated in time slots so the reader can

receive the data for each emulated tag).

Asper claim 20 (dependent on claim 1), Lamacraft further teaches:

wherein the data carrier recognizes by a response of the reading device to

communication-readiness signals emitted by the data carrier whether the reading deviceis set up

to resolve a collision between a plurality of applications (fig. 25 and para. 0129-0130: Based on

the response of the reader to emulated collisions, the RFID device will recognize that the reader

can handle data collisions).

Asper claim 21 (dependent on claim 1), Lamacraft further teaches:

wherein the reading device communicates with a plurality of the at least two applications

in parallel (para. 0136-0138: The reader can communicate with multiple emulated tags in

parallel through data collision protocols and timeslotting).
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Asper claim 22 (dependent on claim 1), Lamacraft further teaches:

wherein the reading device interprets the identification as identification numbers of

different data carriers (para. 0011: To the reader the emulated tags appear as actual separate

tags).

Asperclaim 24, Lamacraft teaches all the claim limitations as in the consideration of

claim 1 above since the components of claim 24 are the apparatus for performing the method

considered in claim 1.

Asper claim 27, Lamacraft teaches the claim limitations of claim 24, plus the

consideration of claim 4 above.

Asper claim 28, Lamacraft teaches the claim limitations ofclaim 24, plus the

consideration of claim 5 above.

Asper claim 29, Lamacraft teaches the claim limitations of claim 24, plus the

consideration of claim 6 above.

Asperclaim 33 (dependent on claim 24), Lamacraft further teaches:

wherein the communication device is set up to determine those applications amongtheat

least two applications that are ready for communication with a reading device (fig. 25 and para.

0128: The RFID device determines which emulated tags can respond to the reader protocol; the

tags that can respondto the reader protocol are those ready for communication).

Asper claim 34, Lamacraft teaches the claim limitations of claim 33, plus the

consideration of claim 9 above.

Asper claim 35, Lamacraft teaches the claim limitations ofclaim 33, plus the

consideration of claim 10 above.
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Asper claim 36, Lamacraft teaches the claim limitations of claim 24, plus the

consideration of claim 11 above.

Asperclaim 39, Lamacraft teaches the claim limitations of claim 24, plus the

consideration of claim 20 above.

Asperclaim 40 (dependent on claim 24), Lamacraft further teaches:

wherein the data carrier is configured as a contactlessly communicating chip card,

contactlessly communicating label, contactlessly communicating identification documentor as a

(U)SIM mobile communication card (para. 0027: The RFID device could be a transport ticket,

thus being a contactlessly communicating chip card orlabel).

Claim Rejections - 35 USC § 103

7. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in
section 102 ofthis title, if the differences between the subject matter sought to be patented and the priorart are
such that the subject matter as a whole would have been obviousat the time the invention was madeto a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived bythe
manner in which the invention was made.

8. Claims 2-3, 8, and 25-26 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Lamacraft in view of Rijnswou Vanet al. (US 2008/0109899).

Asper claim 2 (dependent on claim 1), Lamacraft does not disclose:

whereinthe first communication-readiness signal is generated for a first group of

applications comprising the first application, and the first identification numberis assigned to

each of the applications in the first group, and the second communication-readiness signalis

generated for a second group of applications comprising the second application, and the second

identification numberis assigned to each of the applications in the second group, the first
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communication-readiness signal indicating to the reading device the communication readiness of

each of the applicationsof the first group, and the second communication-readiness signal

indicating to the reading device the communication readiness of each of the applications of the

second group.

However, in the same art of potable data carriers, Rijnswou Van teaches that ID tags may

have group IDsto identify the tags as part of a group (Rijnswou Van,para. 0011).

Furthermore, Lamacraft's teaching of multiple emulated tags of varying types suggests

that there are reasonably multiple emulated tags of each type (Lamacraft).

Thus,in this combination, for Lamacraft's reader to read only a specific type of tag, the

emulated tags would need somesort of group ID identifying which type oftag they are. Thus,

Lamacraft’s tags would include group IDsto identify each tag of the same type. Therefore, the

group IDsfor each type are the identification number for each group andpart of the

communication-readiness signals for each group.

Atthe time of the claimed invention it would have been obviousto one of ordinary skill

in the art for Lamacraft’s emulated tags of different types to include group IDs to identify which

type of tag they are, as taught by Rijnswou Van. The motivation is because the type of tag

identification will assist the reader in only reading the specific type of tag desired, and reading

all of the same specific type of tag. Group IDsaspart of tag identification is well known and

commonly used in the data carrierart.

Asper claim 3 (dependent on claim 2), Lamacraft in view of Rijnswou Van further

teaches:
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wherein each of the applications of the first group and/or each of the applications of the

second group is assigned additional selection information in each case (Rijnswou Van,para.

0011: Each tag has additional data to be uniquely identified even from the group; thusin this

combination Lamacraft’s reader can uniqucly identify single emulated tags from tag groups in

order to communicate with single emulated tags).

Asper claim 8, Lamacraft teaches the claim limitations of claim 7. Further limitations

are met by Lamacraft in view of Rijnswou Vanas in the consideration of claim 2 above. The

selection of a single tag to communicate with in this combination is based on the group ID and

the additional identification for uniquely identifying eachtag.

Asper claim 25, Lamacraft teaches the limitations of claim 24 and further limitations are

met by Lamacraft in view of Rijnswou Vanasin the consideration of claim 3 above.

Lamacraft's identifiers for the emulated tags can include group IDs as taught by Rijnswou Van

thus indicating the communication readiness of groups of emulated tags.

Asperclaim 26, Lamacraft in view of Rijnswou renders obvious the limitations of claim

25, plus the consideration of claim 3 above. The control, or communication device, forthe tag

emulation stores the tag data, and thus adds the further identification for each tag to uniquely

identify each tag in a group.

9. Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Powell et al. (US 2006/0065731).

Asper claim 14 (dependent on claim 7), Lamacraft does not disclose:
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the further step of storing information in a nonvolatile memory of the data carrier about

which of the at least two applications has already completed active communication with the

reading device.

However, in the sameart of reading data carriers, Powell teaches that RFID tags may

include a flag that is set to indicate whetherthe tag has already been read, or completed active

communication with the reader (Powell, para. 0061 and 0069);

Thus, in this combination, each of Lamacraft’s emulated tags would include a flag to be

set indicating if the emulated tag has already been read. The read flags would reasonably be

stored in the RFID devices nonvolatile memory.

At the time of the claimed invention it would have been obviousto one ofordinary skill

in the art for Lamacraft's RFID to include information about which emulated tags have already

been read, as taught by Powell. The motivation is to provide the reader a way to only read tags

that have not already been read (Powell, para. 0061), thus eliminating redundant reads and

assisting to provide a moreefficient system.

10. Claims 17-18 and 30-31 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Lamacraft in view of Takayamaetal. (US 6,421,196).

Asper claim 17 (dependent on claim 7), Lamacraft does not disclose:

wherein the reading device addresses an application selected for further communication

via a dynamically allocated session number.

However, in the sameart of reading data carriers, Takayama teaches:

wherein the reading device addresses an application selected for further communication

via a dynamically allocated session number (Takayama,col. 15 line 60-col. 16 line 13: The
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library controller, which is the reader, gives a session identifier, or number, to the remote

memory chip, or application; for further communication, the library controller addresses the

remote memory chip using the session identifier; the session identifier is dynamically allocated

becausethe library controller gives session identifiers as each remote memory chip is identified).

Atthe time of the claimed invention it would have been obvious to one of ordinary skill

in the art for Lamacraft's reader to assign session identifiers to the emulated tags, as taught by

Takayama. The motivationis that a session identifier can be used to identify a tag in place of the

tags normal identification. The session identifier is much shorter in length and thus more

efficient and effective for communication and identification (Takayama,col. 16 lines 6-13). It is

reasonable for Lamacraft’s emulated tags to be treated as actual tags, including receiving session

numbers, because Lamacraft’s emulated tags represent actual tags.

Asper claim 18 (dependent on claim 17), Lamacraft in view of Takayama further

teaches:

wherein upon addressing, the session numberis linked on the data carrier with the

identification number assigned to the application (Takayama,col. 15 line 60-col. 16 line 13 and

Lamacraft, para. 0010-0011: Since Lamacraft’s emulated tag information is on the single RIFD

device, the session numbers of Takayama from the reader would haveto be linked to the correct

identification for each emulated tag of Lamacraft’s).

Asper claim 30, Lamacraft teaches the limitations of claim 24 and further limitations are

met by Lamacraft in view of Takayamaas in the consideration of claim 17 abovesince

Lamacraft's RFID device would use the session numberto identify the emulated tag to

communicate with the reader.
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Asper claim 31, Lamacraft in view of Takayama renders obvious the limitations of claim

30, plus the consideration of claim 18 above.

11. Claims 19 and 32 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Lamacraft in view of Takayamaand further in view of Rijnswou Van.

Asperclaim 19, Lamacraft in view of Takayama renders obviousthe limitations of claim

18. Further limitations are met by Lamacraft in view of Takayama and Rijnswou Van.

Rijnswou Van can be combined with Lamacraft in view of Takayamafor the same reasoning as

the combination of Lamacraft and Rijnswou Vanasin the consideration of claim 2 above. The

tags can be groupsof tags with group IDs, and additional information to uniquely identify

individual tags can be included,thus the session numbersassignedto each tag will be linked to

the group ID and further information for each emulatedtag.

Asper claim 32, Lamacraft in view of Takayama renders obviousthe limitations of claim

31. Further limitations are met by Lamacraft in view of Takayama and Rijnswou Vanasin the

consideration of claim 19 above.

12. Claim 41 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Nakanishiet al. (US 2006/0206343),.

Asper claim 41 (dependent on claim 24), Lamacraft does not disclose:

wherein the data carrier has a dual interface and can be operated both contactlessly and

with contact.

However, in the sameart of data carriers, Nakanishi teaches:
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wherein the data carrier has a dual interface and can be operated both contactlessly and

with contact (Nakanishi, para. 0038-0040: The card, whichis the data carrier, is used for

ticketing, and has both contact and contactless interface for operation).

Atthe time of the claimed invention it would have been obviousto one of ordinary skill

in the art for Lamacraft's RFID device to have both contact and contactless interface for

operation, as taught by Nakanishi. The motivation is to provide more communication options

and provide for more efficient communication because both the contact and contactless

communication can be performed (Nakanishi, para. 0038-0040).

13. Claim 43 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft.

Asper claim 43 (dependent on claim 24), Lamacraft does not necessarily disclose:

including a memory whichis divided into sectors each of the sectors having no more than

one of the at least two applications stored therein in each case.

However, Lamacraft’s emulated tag information must be stored somewhere in memory,

and it is reasonable that each emulated tag would be stored in a separate memorylocationasthis

would be one of the available and knownoptionsforstoring the emulated tag information. The

separate locations for each emulated tag can be considered memorysectors, thus each emulated

tag would be stored in a separate sector.

14. Claim 45 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Laneet al. (US 2005/0007236).

Asper claim 45 (dependent on claim 43), Lamacraft does not necessarily disclose:

wherein each ofthe sectors is access-protected separately for access by a reading device

to applications stored in said sectors.

269



270

Application/Control Number: 12/304,653 Page 16

Art Unit: 2612

However, in the sameart of data carriers, Lane teaches:

access protecting data on RFID tags (Lane, para. 0025);

Atthe time of the claimed invention it would have been obvious to one of ordinary skill

in the art for Lamacraft’s emulated tags to have access protection, as taught by Lane. The

motivation is because access protecting tags is well knownin the art of data carriers. It is very

commonfor tags to have access protection that requires a password, encryption, or some other

key from the reader. Access protection is knownfor preventing fraudulent reading or modifying

of tag data. Thus, in the case of Lamacraft’s emulated tags, it is reasonable that there would

access protection for each emulated tag, as the information each emulated tag represents can be

sensitive and a user may desire limited access for reading and modifying the stored data.

Allowable Subject Matter

15. Claims 13, 15-16, 23, 37-38, 42, 44, and 46-48 are objected to as being dependent upon a

rejected base claim, but would be allowable if rewritten in independent form includingall of the

limitations of the base claim and any intervening claims, and if any 35 U.S.C. 112, second

paragraph, issues are resolved.

16. The following is a statement of reasons forthe indication of allowable subject matter:

There is no reasonable combination of references to teach the limitations of each of the indicated

allowable claims. Although manyofthe limitations in the claims can be found throughoutthe

priorart, there is insufficient motivation to combine the needed referencesto reject each claim as

a whole.
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Conclusion

17. The prior art made of record and notrelied upon is considered pertinent to applicant's

disclosure.

1) Irisawaet al. (US 2004/0199784) teachesa plurality of addressable applications on a

single device.

2) Pendlebury et al. (US 2009/0243810) teaches a device that can emulate multiple RFID

tags.

3) Ayatsuka et al. (US 2005/0066039) teaches including a group ID an RFtags.

Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ANDREW BEEwhose telephone numberis (571)270-5183. The

examiner can normally be reached on Monday-Thursday 8am-5pm, EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jennifer Mehmood can be reached on (571)272-2976. The fax phone numberfor the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC)at 866-217-9197 (toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.
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/ANDREW BEE/

Examiner, Art Unit 2612
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First Inventor: Klaus Finkenzeller Customer No.: 23364

Attorney No.: FINK3009/JEK/TL Examiner: Andrew W. Bee

For: DATA STORAGE MEDIUM AND METHOD FOR

CONTACTLESS COMMUNICATION BETWEEN THE

DATA STORAGE MEDIUM AND A READER

REPLY UNDER37 C.F.R.§ 1.111 TO OFFICE ACTION
OF SEPTEMBER5, 2012

Commissionerfor Patents

P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

INTRODUCTORY COMMENTS

This is responsive to the Office Action dated September 5, 2012 in the above

application.

In view of the following amendments and remarks, reconsideration of the

application is respectfully requested.
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Application No.: 12/304,653
Art Unit: 2612

AMENDMENT

Please amend the pending application in accordance with the following

particulars.

In the Specification

An amendmentto the specification is shown in the following pages under the

heading AMENDMENTTO THE SPECIFICATION.

In the Abstract

An amendmentto the abstract is shown in the following pages under the heading

AMENDMENTTO THE ABSTRACT.

In the Drawings

An amendmentto the drawings is shownin the following pages under the heading

AMENDMENT TO THE DRAWINGS.

In the Claims

The claims are amended as shownon the following pages under the heading LIST

OF CURRENT CLAIMS. The list shows the status of all claims presently in the

application and is intended to supersedeall prior versions of the claimsin the application.

Anycancellation of claims is made without prejudice or disclaimer.
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AMENDMENT TO THE SPECIFICATION

On page 1, before paragraph [0001], insert the following header:

-- Field of Invention --

On page 1, before paragraph [0002], insert the following header:

-- Background--

On page 2, before paragraph [0010], insert the following header:

-- Summary--

On page &, before paragraph [0033], insert the following header:

-- Brief Description of the Drawings--

On page 9, before paragraph [0034], insert the following header:

-- Detailed Description of Various Embodiments of the Disclosure --
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AMENDMENT TO ABSTRACT

Amendthe abstract as seen in the following marked-up abstract, a clean copy of which is

attached on the following page:

Fhe-presentinventionrelateste-aAmethod and an-accerdingh-setup adata

carrier for contactless, in particular parallel, communication of a reading device

200}-with at least two communication-ready applications+40,29,36}located on

a portable data carrier 490). A first communication-readiness signal is generated

for a first application 40,29;39)-andsent to the reading device 209), the signal

eomprisine having a first identification number that is assigned to the first

application @0,20,30) and indicates to the reading device @09) the

communication readiness of said first application, and a second communication-

readiness signal is generated and sent for a second application 40,290,389), the

second signal comprising having a second identification number different from

the first identification number, which is assigned to said sccond application and

indicates to the reading device @00}the communication readiness of said second

application. The identification numbers simulate for the reading device the

communication readiness of a data carrier in each case. The reading device thus

has the impression of communicating with applications of two separate data

carriers.
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ABSTRACT

A method and a data carrier for contactless, in particular parallel, communication

of a reading device with at least two communication-ready applications located on a

portable data carrier. A first communication-readiness signal is generated for a first

application and sent to the reading device, the signal havinga first identification number

that is assigned to the first application and indicates to the reading device the

communication readiness of said first application, and a second communication-readiness

signal is generated and sent for a second application, the second signal having a second

identification number different from the first identification number, which is assigned to

said second application and indicates to the reading device the communication readiness

of said second application. The identification numbers simulate for the reading device the

communication readiness of a data carrier in each case. The reading device thus has the

impression of communicating with applications of two separate data carriers.
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AMENDMENT TO THE DRAWINGS

Replace pages 2-3 of the drawings having Figs. 2-3 with the REPLACEMENT SHEETS

attached herewith for changes madeto the figures.
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LIST OF CURRENT CLAIMS

1. (Currently Amended) A method for contactless communication of a reading

device with at least two communication-ready applications located on a portable data

carrier, comprising the steps:

generating a first communication-readiness signal to the reading device forafirst

of the at Icast two applications, the communication-readiness signal comprising a first

identification number whichis assigned to the first of the at least two applications and

indicates to the reading device the communication readiness ofsaid first application, and

generating a second communication-readiness signal to the reading device for a

second of the at least two applications, the second communication-readiness signal

comprising a second identification numberdifferent from the first identification number,

which is assigned to said second application and indicates to the reading device the

communication readiness of said second application,

wherein the first communication-readiness signal is generated for a first group of
 

applications comprising the first application, and the first identification number _is

assigned to each of the applications in the first group, and the second communication-

readiness signal is generated for a second group of applications comprising the second

application, and the second identification number is assigned to each of the applications
 

in the sccond group, the first communication-readiness signal indicating to the reading
 

device the communication readiness of each of the applications of the first group, and the

second communication-readiness__signal indicating to the reading device the

communication readiness of each of the applications of the second group.

2. (Canceled)

3. (Currently Amended) The method according to claim [[2]] 3, wherein each of the

applications of the first group and/or each of the applications of the second group is

assigned additional selection information i-each-case.

-7-
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4, (Previously Presented) The method according to claim 1, wherein the reading

device emits scarch signals, the signals gencrated for the applications comprising

response signals to the search signals.

5. (Currently Amended) The method according to claim 1, including the further step

of toggling between the applications for communication of[[the]] a selected application

with [[a]] the reading device.

6. (Previously Presented) The method according to claim 5, wherein toggling is

effected by branching or by context switching.

7. (Previously Presented) The method according to claim 1, wherein the reading

device selects for further communication one or more ofthe at least two applications via

the identification numbers assigned to the applications.

8. (Currently Amended) The method according to claim 7, wherein each of the

applications of the first group and/or each of the applications of the second group is

assigned additional selection information #+-each-case; and wherein the reading device

selects for further communication one or more of the at least two applications via the

identification numbers assigned to the applications and via the additional selection

information assigned to the applications.

9, (Previously Presented) The method according to claim 7, wherein for one or more

of the at least two applications that have not yet been selected for further communication

by the reading device, the communication-readiness signal is generated while the

communication with one or more others of the at least two applications that have been

sclected for further communication by the reading device is not yet completed.

-8-
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10. (Previously Presented) |The method according to claim 7, wherein for one or more

of the at least two applications that have not yet been selected for further communication

by the reading device, the communication-readiness signal is generated after one or more

others of the at least two applications have been suspended after completion of

communication with the reading device.

11. (Previously Presented) The method according to claim 7, wherein the data carrier

informs the reading device by meansof collision signals that one or more ofthe at Icast

two applications that have not yet been selected for further communication by the reading

device are present by signals being sent that simulate a collision between a plurality of

applications.

12. (Previously Presented) The method according to claim 7, wherein the data carrier

informs the reading device by meansof an allocation of one or more time slots that one

or more of the at least two applications that have not yet been selected for further

communication by the reading device are present.

13. (Currently Amended)Fhe-methodaccorditeto-clain-7inchidinethefutherstep

ef A method for contactless communication of a reading device with at least_two

communication-ready applications located on a portable data carrier, comprising the

steps:

generating a first communication-readiness signal to the reading device for a first

of the at least two applications, the communication-readiness signal comprising a first 

identification number which is assigned to the first of the at least two applications and

indicates to the reading device the communication readinessof said first application. and

generating a second communication-readiness signal to the reading device for a

second of the at lcast two applications, the second communication-readiness signal

-9-
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comprising a second identification numberdifferent from the first identification number,

which is assigned to said second application and indicates to the reading device the
 

communication readiness of said second application, and
 

storing information in a nonvolatile memory of the data carrier about which of the

at least two applications was last selected for further communication by the reading

device.

14. (Previously Presented) |The method according to claim 7, including the further step

of storing information in a nonvolatile memory of the data carricr about which ofthe at

least two applications has already completed active communication with the reading

device.

15. (Previously Presented) The method according to claim 13, wherein upon new

communication of the reading device with the data carrier, a communication-readiness

signal is emitted first for one of the at least two applications that is different from the

application designated by the stored information.

16. (Previously Presented) The method according to claim 13, wherein, upon new

communication of the reading device with the data carrier, a communication-readiness

signal is emitted first for the application with which active communication was effected

last.

17. (Previously Presented) The method according to claim 7, wherein the reading

device addresses an application selected for further communication via a dynamically

allocated session number.

-10-
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18. (Currently Amended) The method according to claim 17, wherein upon

addressing, the session numberis linked on the data carrier with the identification number

assigned to the selected application.

19. (Currently Amended) The method according to claim 18, wherein each of the

applications of the first group and/or each of the applications of the second group is

assigned additional selection information ##-eaeh-ease; and wherein upon addressing, the

session numberis linked on the data carrier additionally with the additional selection

information assigned to the selected application.

20. (Previously Presented)|The method according to claim 1, wherein the data carrier

recognizes by a response of the reading device to communication-readiness signals

emitted by the data carrier whether the reading device is set up to resolve a collision

between a plurality of applications.

21. (Previously Presented) The method according to claim 1, wherein the reading

device communicates with a plurality of the at least two applications in parallel.

22. (Previously Presented) The method according to claim 1, wherein the reading

device interprets the identification numbers as identification numbers of different data

carriers.

23. (Currently Amended) The method according to claim 22, wherein each of the

applications of the first group and/or each of the applications of the second group 1s

assigned additional selection information #7-each-case; and wherein the data carrier

generates the additional selection information as a virtual sector assignment and the

reading device interprets the additional selection information as a sector assignment of a

-ll-
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memory area of one of the different data carriers, whereas the different data carriers may

be emulated data carriers.

24. (Currently Amended) A contactlessly communicating portable data carrier,

comprising at least #+ve-appHeations a first and second application stored thereon and a

communication device for controlling communication between a reading device and the

at least ve first and second applications, wherein the communication device is set-up

configured _to generate a_first_communication-readiness signats signalto the reading

device which-t-each—ease-indieate indicates to the reading device a communication

readiness forene-ofthe-appheations-the first application and a second communication-

readiness signal to the reading device which indicates the reading device a

communication readiness for the second application and comprise an identification

numberassigned to the corresponding communication-readiness application,

wherein the first communication-readiness signal is generated for a first group of
 

applications comprising the first application, and the first_identification number_is
 

assigned to each of the applications in the first group, and the second communication-

readiness signal is generated for a second group of applications comprising the second
 

application, and the second identification number is assigned to each of the applications

in the second group, the first communication-readiness signal indicating to the reading

device the communication readiness of each of the applications of the first group, and the

second communication-readiness signal indicating to the reading device the
 

communication readiness of each of the applications of the second group.

25. (Canceled)

26. (Currently Amended) The data carrier according to claim [[25]] 24, wherein the

communication device is set up to assign additional selection information to each of the

applications of the group.

_12-
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27. (Previously Presented) The data carrier according to claim 24, wherein the

communication device is sct up to gencratc the communication-readincss signals as

response signals to search signals received from a reading device.

28. (Previously Presented) The data carrier according to claim 24, including a toggling

device which is set up to toggle between the applications of the data carrier for

communication of the applications with a reading device.

29. (Previously Presented) The data carrier according to claim 28, wherein the

toggling device is set up to toggle between the applications of the data carrier by means

of branching or context switching.

30. (Previously Presented) The data carrier according to claim 24, wherein the

communication device is set up to establish the communication between a reading device

and an application addressed by the reading device via a session number.

31. (Previously Presented) The data carrier according to claim 30, wherein the

communication device is set up to link, upon addressing of the application, the session

number with the identification numberassigned to the application.

32. (Currently Amended) The data carrier according to claim 31, wherein the

communication device is set up to assign additional selection information to each of the

applications of the group of applications; and wherein the communication device is set up

to link, upon addressing of the application, the session number additionally with the

additional selection information assigned to the addressed application.

-13-

298



299

Application No.: 12/304,653
Art Unit: 2612

33. (Previously Presented) The data carrier according to claim 24, wherein the

communication device is set up to determine those applications among the at least two

applications that arc ready for communication with a reading device.

34. (Previously Presented) The data carrier according to claim 33, wherein the

communication device is set up to emit communication-readiness signals for one or more

of the at least two applications that are ready for communication with a reading device

and not yet communicating with a reading device while the communication with one or

more others of the at least two applications is not yet complcted.

35. (Previously Presented) The data carrier according to claim 33, wherein the

communication device is set up to emit communication-readiness signals for one or more

of the at least two applications that are ready for communication with a reading device

and not yet communicating with a reading device after one or more others of the at least

two applications have been suspended after completion of communication with a reading

device.

36. (Previously Presented) The data carrier according to claim 24, wherein the

communication device is set up to inform the reading device via collision signals

simulating a collision between a plurality of applications that one or more ofthe at least

two applications located on the data carrier that have not yet been selected for further

communication by the reading device are present.

37. (Currently Amended) Fhe—-data—carrier-_accordinete—clann24—A _contactlessly

communicating portable data carrier, comprising at least two applications stored thereon

and _a communication device configured to control communication between a reading

device and the at least two applications,
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wherein the communication device is set up to generate communication-readiness

signals to the reading device which in each case indicate to the reading device a
 

communication readiness for onc of the applications and comprise an identification
 

numberassigned to the corresponding communication-readiness application, and

wherein the communication device is set up to store information in a nonvolatile

memory of the data carrier about which of the at least two applications last

communicated with a reading device.

38. (Previously Presented) The data carricr according to claim 37, wherein the

communication device is set up to emit, upon new contacting of a reading device with the

data carrier, a communication-readiness signal first for one of the at least two

applicationsthat is different from the application designated by the stored information.

39, (Previously Presented) The data carrier according to claim 24, wherein the

communication device is set up to recognize by a response of a reading device to

communication-readiness signals emitted by the communication device whether the

reading deviceis set up to resolve collisions between a plurality of applications.

40. (Previously Presented) The data carrier according to claim 24, wherein the data

carrier is configured as a contactlessly communicating chip card, contactlessly

communicating label, contactlessly communicating identification document or as a

(U)SIM mobile communication card.

41. (Previously Presented) The data carrier according to claim 24, wherein the data

carrier has a dual interface and can be operated both contactlessly and with contact.

42. (Currently Amended) Fhe-data—carrier—accordingte—claim 224A _contactlessly

communicating portable data carricr, comprising at lcast two applications stored thercon
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and_a communication device configured to control communication between a reading

device and the at least two applications,
 

wherein the communication device is sct up to gencratec communication-readincss

signals to the reading device which in each case indicate to the reading device a

communication readiness for one of the applications and comprise _an_ identification

numberassigned to the corresponding communication-readiness application, and

wherein the data carrier is configured as a security module in a device comprising

acommunication device-means configured for contactless communication, the security

module having software means—fer configured to communicate contactlessly via the

communication means device of the device.

43. (Currently Amended) The data carrier according to claim 24, including a memory

which is divided into sectors, each of the sectors having no more than oneofthe at least

two applications stored therein in-each-ease.

44. (Currently Amended) The—data—earrier_accordinete—claam—_43.—A_contactlessly
 

communicating portable data carrier comprising:

a memory whichis divided into sectors,

at least two applications stored_on said memory, wherein each of the sectors have

no more than oneofthe at least two applications stored therein, and

a communication device configured to control communication between a reading

device and the at least two applications,

wherein the communication device is set up to generate communication-readiness

signals to the reading device which in each case indicate to the reading device a

communication readiness for one of the applications and comprise _an_ identification

numberassigned to the corresponding communication-readiness application, and

wherein the communication device is set up to assign additional selection

information to cach of the applications of[[the]] a group _of applications; and
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wherein the communication device is set up to assign the at least two applications

the additional selection information in the form of a virtual sector assignment and to

gencrate communication-readiness signals for the greups—groupof applications, the

groups in each case comprising applications with pairwise different virtual sector

assignments.

45. (Previously Presented) The data carrier according to claim 43, wherein each of the

sectors is access-protected separately for access by a reading device to applications stored

in said sectors.

 

46. (Currently Amended) Fhe—data—carrier_aecordingte—claim24—-A_contactlessly

communicating portable data carrier, comprising at least two applications stored thereon

and a communication device configured to control communication between _a reading

device and the at least two applications,
 

wherein the communication device is set up to generate communication-readiness
 

signals to the reading device which in each case indicate to the reading device a

communication readiness for one of the applications and comprise an_ identification
 

number assigned to the corresponding communication-readiness application, and

wherein the data carrier is configured as an electronic device with a contactless

interface for communication with a reading device and with a plurality of memories, each

of the memories having no more than oneofthe at least two applications stored therein in

each case.

47. (Previously Presented) The data carrer according to claim 46, wherein the

contactless interface is configured as an NFC interface and the data carrier is set up to be

operated in the passive mode for communication with a reading device.

-17-
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48. (Previously Presented) The data carrier according to claim 46, wherein the

memories are formed on chip cards, in particular (U)SIM mobile communication cards,

secure digital memory cards or EMV paymentcards, integrated into the data carricr.

-18-
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REMARKS

Reconsideration of the pending application is respectfully requested on the basis

of the following particulars.

1. In the specification

The specification and abstract are amended to better conform the specification

and abstract to U.S. practice. No new matter is added, since the changes to the

specification are minorin nature.

2. In the drawings

A. Amendmentto the Drawings

Figures 2 and 3 are presently amended in the REPLACEMENT SHEETof pages

2 and 3 of the drawings. Specifically, text labels are added to identify the various steps in

the flow charts. No newsubject matter is introduced, since support for the amendments

may be found, at lcast in paragraphs [0035]-[0043] of the description in the specification

as originally filed.

B. Objection to the Drawings

Reconsideration of the objection the drawings is requested, in view of the

amendments to the figures, on the basis that Figs. 2 and 3 have been amended as

suggested by the Examiner.

Specifically, text labels have been addedto the flow charts of Figs. 2 and 3.

Accordingly, withdrawalofthis objection is requested.

3. Claim Amendments

Claims 1 and 24 are amendedto include the subject matter previously presented

in claims 2 and 25 respectively.
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Claims 3 and 26 are amended to change the dependency from a now canceled

claim and clarify the previously presented features. No new matter is added, since the

amendments to the claims are minorin nature.

Claims 5, 18, 19 and 32 are amendedto clarify the previously presented features

and now recite the communication of the selected application. Support for the

amendment may be found, for example, at least in paragraph [0017] of the specification

as originally filed.

Claims 8, 23, and 43 are amendedto clarify the previously presented features as

suggested by the Examiner.

Claims 13, 37, 42, 44, and 46 are amendedto be rewritten in independent form

includingall of the limitations of the base claim and intervening claims.

Claims 2 and 25 are canceled without prejudice or disclaimer.

Claims 4, 6-7, 9-12, 14-17, 20-22, 27-31, 33-36, 38-41, 45, and 47-48 are left

unchanged.

4. Rejection of claims 3, 5-6, 8, 19, 23, 32, and 44 under 35 U.S.C. § 112, second
 

paragraph

Reconsideration of this rejection is requested, in view of the amendment to the

claims, on the basis that the claims more clearly and unambiguously recite the subject

matter for which protection is sought.

Specifically, the claims have been amended as suggested by the Examiner.

Accordingly, withdrawalof this rejection is requested.
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5. Rejection of claims 1, 4-7, 9-12, 20-22, 24, 27-29, 33-36, and 39-40 under 35

U.S.C. § 102(b) as being anticipated by U.S. publication 2007/0274242

(Lamacraft et al.)

 

Reconsideration of this rejection is respectfully requested, in view of the

amendments to claims 1 and 24, on the basis that the cited prior art fails to establish

obviousness with respect to amended claims 1 and 24, from which the remaining claims

depend.

Specifically, assuming that the Examiner would propose modifying the method

for multi-tag emulating of Lamacraft in accordance with the teachings of Rijnswou, the

proposed modification would not have been obviousto the skilled person.

As the Examiner admits, Lamacrafi fails to disclose the first communication-

readiness signal generated for a first group of application and the second communication-

readiness signal generated for a second group of applications. At most, Lamacraft

discloses a mcthod for cmulating a plurality of RF data storage devices cach having a

different identifier and a control means for controlling the transmission simultaneously or

sequentially of two or more of the identifiers in response to receipt of a signal from a

reader (paragraph [0010]). The method implements multiple co-located RFID tags in a

single device by emulating conformance to or compliance with collision detection or

collision avoidance methods/protocols in such a way that signals from apparently

separate RFID devices actually emanate from or are coupled from the same antenna on

the same device (paragraph [0011]). When data collision is detected, the anticollision

protocol will then utilize information correctly received, up until the collision occurred,

to individually and selectively address particular tag functionalities (paragraph [0095]).

In other words, Lamacraft discloses that each of the RF data storage devices has a

different identifier so that the control means can individually and selectively address

particular tag functionalities.
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The Examinerin the previous rejection of the prior claims attempts to resolve the

missing element in Lamacraft by modifying the method for multi-tag emulating of

Lamacraft in accordance with certain teachings of Rijnswou to establish that such

modification would have been obvious to result in the claimed invention. Rijnswou,

however, is only directed to a method for authenticating a plurality of electronic tags with

at least one reader station, where each of the electronic tags is associated with a

respective unique identity (paragraph [0011]). The authenticating method uses a simple

authentication protocol to prevent the smart tag from accidentally releasing the secret

data, and only sends the response if the correct challenge has been sent to it by the reader

(paragraph [0009]). By ensuring that only a genuine reader can generate the challenge

for this ID, a mutual authentication of both the smart tag and the tag reader is achieved

(paragraph [0009]). Rijnswouw also discloses that alternative to manufacturing fully

unique IDs, tags may also be produced with group IDsthat are unique for a group oftags,

e.g., used for one event, and can be made fully unique by adding a further identification,

such as a serial numberthat uniquely identifies the tags within the set (paragraph [0011]).

From these disclosures, and taking into account the absence of evidence of

general knowledge and common sense, Applicants do not observe any suggestion,

motivation, or other rationale that would have led one having ordinary skill in the art to

modify the method for multi-tag emulating of Lamacraft in accordance with the teachings

of Rijnswou. Specifically, Applicants do not observe any evidence why the skilled

person would have been motivated to modify a method that selects a different identifier

for each RF data storage device with the teaching of a producing a group of IDs for a
 

particular event for a group oftags as taught in Rijnswou.

Although the Examiner suggests that the skilled person would have been

motivated to modify the multiple emulated tags of Lamacrajft to include group IDs to

identify each tag of the same type to assist the reader in only reading the specific type of

tag desired and reading all of the same specific types of tag, Applicants do not observe

any evidence to support the Examiner’s conclusion. Instead, as discussed above,

22.
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Lamacraft is directed to providing each of the RF data storage devices a different

identifier so that collision of the reader-functionality for two or more tag functionalities

can be avoided and/or detected. For example, the NFC device is used to emulate a data

collision event to communicate the presence of multiple tags to the interrogating reader

based on their different identifiers (paragraph [0137]). The reader will then use its

internal protocol to select the tag it is interested in and continue communication with that

tag (paragraph [0137]). Rijnswou, however, fails to cure the deficiencies of Lamacraft,

since Rijnswou does not relate to establishing a connection to several ones of the RF data

storage deviccs at the same time, but only discloses scnding a challenge signal to

authenticate the electronic tags for a group of tags tied to a particular event or individual

tags.

In other words, Applicants submit that the Examiner has not provided the

necessary objective evidence with rational underpinning to establish that the skilled

person would have been motivated to modify the method for multi-tag emulating of

Lamacraft to instead include an additional identification for a group of tags to tie the

multi-tag emulating device to a particular event.

In fact, assuming that the Examiner would propose modifying the method for the

multi-tag emulating of Lamacraft in accordance with the group of IDs of Rijnswou,

Applicants submit that such a modification would be improper since the assumed

modification would change the principle of operation of Lamacraft (MPEP 2143.01

(VD). Specifically, since Lamacraft is directed to detecting data collisions or using

anticollision protocols by identifying the different identifiers_for each data storage device,

Applicants submit that by adding an additional group ID the operation of the data

collision and anticollision protocols as disclosed in Lamacraft would have changed which

changesthe basic operation of Lamacraft (see Figs. 14-21b).

Applicants submit that only through the present application is the skilled person

taught of a method for contactless communication of a plurality of mutually
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uncoordinated applications of a portable data carrier with a reading device (paragraph

[0010]). In this method, the identification numbers perform the role played in the prior

art by the identification number (UID, PUPI andthe like) assigned to the data carricr, so

that the reading device can thus address one application of a plurality of applications

located on the data carrier selectively and independently of the data carrier via the

identification number (paragraph [0013]). By assigning the same identification number

to groups of applications on the same data carrier, groups of these applications can be

designed such that they do not interfere with one another even though they use the same

identification number, whichis not the case for the different RFID tags of Lamacraft.

Since the Examiner has not provided objective reasoning with rationale

underpinning to show that the skilled person would have becn motivated to modify the

method for multi-tag emulating of Zamacraft in accordance with the teachings of

Rijnswou, the assumed proposed modification is improper, and obviousness with respect

to amended claim | cannotbe established.

Claim 24 is allowable over the cited prior art references for reciting an apparatus

having similar features as recited in the method ofclaim |.

The remaining claims are allowable over the cited prior art at least for their

dependency on claims | and 24, as well as their individually recited features.

Accordingly, withdrawalof this rejection is requested.

6. Rejection of claims 2-3, 8, and 25-26 under 35 U.S.C. § 103(a) as bein
 

unpatentable over U.S. publication 2007/0274242 (Lamacraft et al.) in view of

U.S. publication 2008/0109899 (Rijnswou Van etal.)

Reconsideration of this rejection is respectfully requested on the basis that the

cited prior art fails to establish obviousness with respect to amended claims | and 24, as

discussed above, from which claims 2-3, 8, and 25-26 depend.

Accordingly, withdrawalofthis rejection is requested.
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7. Rejection of claim 14 under 35 U.S.C. § 103(a) as being unpatentable over U.S.

publication 2007/0274242 (Lamacraft_et_al.) in view of U.S. publication

2006/0065731 (Powell et al.)

 

 

Reconsideration ofthis rejection is requested on the basis that the rejection fails to

establish obviousness with respect to amended claim 1, from which claim 14 depends.

Specifically, the teachings of Powell fail to cure the deficicncics of the assumed

modification of the method of Lamacraft using the disclosure of Rijnswou. At most,

Powell discloses a method for the negotiation of a population of RFID tags with

improved security by singulating without using information that directly identifies the

tags in the tag population (abstract). Powell, however,also fails to provide any evidence

that one having ordinary skill in the art at the time of the present invention would have

been motivated to modify the method of multi-tag emulating of Lamacraft to include

groups of applications to result in the claimed features. Therefore, the proposed

modification of the method of Lamacraft in accordance with the teachings of Rijnswou

and Powell is improper and fails to result in the features recited in amended claim 1, from

which claim 14 depends, and obviousness cannotbe established.

Accordingly, withdrawalof this rejection is requested.

8. Rejection of claims 17-18 and 30-31 under 35 U.S.C. § 103(a) as bein
 

unpatentable over U.S. publication 2007/0274242 (Lamacraft et al.) in view of

U.S. patent 6,421,196 (Takayama etal.)

Reconsideration of this rejection is requested on the basis that the rejection fails to

establish obviousness with respect to amended claims | and 24, from which claims 17-18

and 30-31 depend.

Specifically, the teachings of Takayama fail to cure the deficiencies of the

assumed modification of the method of Lamacraft using the disclosure of Rijnswou. At

most, Takayama discloses a method for controlling a recording medium by reading

identification information from a non-contact-type memory of the recording medium with
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a remote memory interface (abstract). Takayama, however, also fails to provide any

evidence that one having ordinary skill in the art at the time of the present invention

would have been motivated to modify the method of multi-tag emulating ofLamacraft to

include groups of applications to result in the claimed features. Therefore, the proposed

modification of the method of Lamacraj/t in accordance with the teachings of Rijnswou

and Takayama is improper and would have failed to result in each and every feature

recited in amended claims | and 24, from which claims 17-18 and 30-31 depend, and

obviousness cannot be established.

Accordingly, withdrawalofthis rejection is requested.

9. Rejection of claims 19 and 32 under 35 U.S.C.$103(a) as being unpatentable

over U.S. publication 2007/0274242 (Lamacraft et_al.) in view of U.S. patent

6,421,196 (Takayama _et al.) and further in view of U.S. publication

2008/0109899 (Rijnswou Van et al.)

Reconsideration of this rejection is requested on the basis that the rejection fails to

 

establish obviousness with respect to amended claims 1 and 24, from which claims 19

and 32 depend.

Specifically, as discussed above, the teachings of Takayama and Rijnswoufail to

provide evidence that would have led the skilled person to have modified the method of

Lamacrajt. Therefore, the proposed modification of the method of Lamacraft in

accordance with the teachings of Rijnswou and Takayama is improper and would have

failed to result in each and every feature recited in amended claims | and 24, from which

claims 19 and 32 depend, and obviousness cannot be established.

Accordingly, withdrawalofthis rejection is requested.
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10. Rejection of claim 41 under 35 U.S.C. § 103(a) as being unpatentable over U.S.

publication 2007/0274242 (Lamacraft_et_al.) in view of U.S. publication

2006/0206343 (Nakanishi et al.)
 

Reconsideration ofthis rejection is requested on the basis that the rejection fails to

establish obviousness with respect to amended claim 24, from which claim 41 depends.

Specifically, the teachings of Nakanishi fail to cure the deficiencies of the

assumed modification of the method of Lamacraft using the disclosure of Rijnswou. At

most, Nakanishi discloses making an information storage device with a plurality of

communication functions which perform a process by one of the communication

functions in cooperation with another process performed by the other communication

function (abstract). Nakanishi, however, also fails to provide any evidence that one

having ordinary skill in the art at the time of the present invention would have been

motivated to modify the method of multi-tag emulating ofLamacraft to include groups of

applications to result in the claimed features. Therefore, the proposed modification of the

method of Lamacrajft in accordance with the teachings of Rijnswou and Nakanishi would

have been improperandfails to result in each and every feature recited in amended claim

24, from which claim 41 depends, and obviousness cannotbe established.

Accordingly, withdrawalofthis rejection is requested.

11. Rejection of claim 43 under 35 U.S.C. § 103(a) as being unpatentable over U.S.

publication 2007/0274242 (Lamacraft et al.)

Reconsideration of this rejection is requested on the basis that the rejection fails to

establish obviousness with respect to amended claim 24, from which claim 43 depends.

Specifically, as discussed above, Lamacraft fails to disclose each and every

feature recited in amended claim 24, from which claim 43 depends.

Accordingly, withdrawalofthis rejection is requested.
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12. Rejection of claim 45 under 35 U.S.C. § 103(a) as being unpatentable over U.S.

publication 2007/0274242 (Lamacraft_et_al.) in view _of U.S. publication

2005/0007236 (Lane et al.)

Reconsideration ofthis rejection is requested on the basis that the rejection fails to

 

establish obviousness with respect to amended claim 24, from which claim 45 depends.

Specifically, the teachings of Lane fail to cure the deficiencies of the assumed

modification of the method of Lamacraft using the disclosure of Rijnswou. At most,

Lane discloses a method for authenticating currency and other important documents

using an embedded RFID transponder (abstract). Lane, however, also fails to provide

any evidence that one having ordinary skill in the art at the time of the present invention

would have been motivated to modify the method of multi-tag emulating ofLamacraft to

include groups of applications to result in the claimed features. Therefore, the proposed

modification of the method of Lamacrajt in accordance with the teachings of Rijnswou

and Lane is improper and fails to result in each and every feature recited in amended

claim 24, from which claim 45 depends, and obviousness cannot be established.

Accordingly, withdrawal of this rejection is requested.

13. Allowable Subject Matter

Applicants are gratefully appreciative of the Examiner’s indication that claims 13,

15-16, 23, 37-38, 42, 44, and 46-48 recite allowable subject matter and would be

allowable if rewritten in independent form including all of the limitations of the base

claim and any intervening claims. In view of the indication of allowable subject matter,

claims 13, 37, 42, 44, and 46 have been rewritten in independent form including the

subject matter of the base claim and any intervening claims. Additionally, claims 1 and

24 have been amendedand are allowable over the cited prior art as discussed above.
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14. Conclusion

As a result of the amendment to the claims, and further in view of the foregoing

remarks, it is respectfully submitted that the application is in condition for allowance.

Accordingly, it is requested that the currently presented claims be approved and the

application passed to issue.

Please charge any additional fecs required or credit any overpayments in

connection with this paper to Deposit Account No. 02-0200.

If any issucs remain that may be resolved by a telephone or facsimile

communication with the applicants’ attorney, the examiner is invited to contact the

undersigned at the numbers shown below.

BACON & THOMAS, PLLC Respectfully submitted,
625 Slaters Lane, Fourth Floor

Alexandria, Virginia 22314-1176
Phone: (703) 683-0500 /J. Ernest Kenney/
Facsimile: (703) 683-1080

J. ERNEST KENNEY

Date: November30, 2012 Attorney for Applicants
Registration No. 19,179
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Response to Amendment

1, This Office action is in response to reply filed 11/30/2012. Claims 1, 3, 5, 8, 13, 18-19,

23-24, 26, 32, 37, 42-44, and 46 have been amended and claims 2 and 25 have been canceled.

Claims 1, 3-24, and 26-48 are currently pending in the application.

Claim Objections

2. Claim 3 is objected to because of the following informalities: Claim 3 is dependent on

itself; it appears claim 3 should depend on claim 1. Appropriate correction is required.

Claim Rejections - 35 USC § 112

3. The following is a quotation of 35 U.S.C. 112(b):

(B) CONCLUSION .—Thespecification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventoror a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-ATA), second paragraph:

The specification shall conclude with one or more claimsparticularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

4. Claims 31 and 32 are rejected under 35 U.S.C. 112(b) or 35 U.S.C, 112 (pre-AIA),

second paragraph, as being indefinite for failing to particularly point out and distinctly claim the

subject matter which the inventoror a joint inventor, or for pre-AIA the applicant regards as the

invention.

Claims 31 and 32 recite “the application”. Multiple applications have been identified,

thus it is unclear which application is being referred to by "the application". A suggested

amendmentto provide clarity to the claim is to recite "the addressed application” for each

instance.
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Claims 32 recites “the group of applications”. A first and second group of applications

have previously been identified in the claim, thusit is unclear which group of applicationsis

being referred to by "the group of applications”.

Claim Rejections - 35 USC § 103

5. The following is a quotation of 35 U.S.C. 103(a) which formsthe basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained thoughthe invention is not identically disclosed or described as set forth in
section 102 ofthis title, if the differences between the subject matter sought to be patented and theprior art are
such that the subject matter as a whole would have been obviousat the time the invention was made to a person
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the
manner in which the invention was made.

6. Claims 1, 3-12, 20-22, 24, 26-29, 33-36, and 39-40 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Lamacraft et al. (US 2007/0274242) in view of Rijnswou Vanet al. (US

2008/0109899),

As per claim 1, Lamacraft teaches a method for contactless communication ofa reading

device with at least two communication-ready applications located on a portable data carrier

(para. 0010-0011 and 0016: Communication between RFID devices and readers is contactless;

the multiple emulated RFID tags in the single RFID device are the communication-ready

applications) comprising the steps:

generating a first communication-readiness signal to the reading device fora first of the

at least two applications, the communication-readiness signal comprising a first identification

number whichis assignedto the first of the at least two applications and indicates to the reading

device the communication readinessof said first application (para. 0019 and 0136: Identifiers

for each of the emulated tags are sent to the reader; thus an identifier, which is an identification

number, for a first emulated tag is sent to the reader; the sending of identifiers indicates
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communication readiness of each of the emulated tags becausethe ability to receive a reader

signal and respondto the reader signals is an indication of communication readiness), and

generating a second communication-readiness signal to the reading device for a second of

the at least two applications, the second communication-readiness signal comprising a second

identification numberdifferent from the first identification number, which is assigned to said

second application and indicates to the reading device the communication readiness of said

second application (para. 0019 and 0136: Identifiers for each of the emulated tags are sent to the

reader; thus an identifier, which is an identification number, for a second emulated tag is sent to

the reader; the sending of identifiers indicates communication readiness of each of the emulated

tags because the ability to receive a reader signal and respondto the reader signals is an

indication of communication readiness; the identifiers are different for each emulated tag),

Lamacraft doesnot disclose:

 
wherein the first communication-readiness signal is generated for a first group of

applications comprising the first application, and the first identification numberis assigned to

each of the applications in the first group, and the second communication-readiness signalis

generated for a second group of applications comprising the second application, and the second

identification numberis assigned to each of the applications in the second group,the first

communication-readiness signal indicating to the reading device the communication readiness of

each of the applications of the first group, and the second communication-readiness signal

indicating to the reading device the communication readiness of each of the applications of the

second group.

327



328

Application/Control Number: 12/304,653 Page 5

Art Unit: 2689

However, in the sameart of potable data carriers, Rijnswou Van teaches that ID tags may

have group IDsto identify the tags as part of a group (Rijnswou Van, para. 0011).

Furthermore, Lamacraft's teaching of multiple emulated tags of varying types suggests

that there are reasonably multiple emulated tags of each type (Lamacraft, para. 0134 and 0137).

Thus,in this combination, for Lamacraft's reader to read only a specific type of tag, for

example, only read the emulated tags representing public transport tickets, the emulated tags

would need somesort of group ID identifying which type of tag they are. Thus, Lamacraft’s tags

would include group IDsto identify each tag of the same type. Therefore, the group IDs for each

type are the identification number for each group andat least part of the communication-

readiness signals for each group.

Atthe time of the claimed invention it would have been obviousto one of ordinary skill

in the art for Lamacraft’s emulated tags of different types to include group IDsto identify which

type of tag they are, as taught by Rijnswou Van. The motivation is because the type of tag

identification will assist the reader in only reading the specific type of tag desired, and reading

all of the same specific type of tag. Group IDsaspart of tag identification is well known and

commonly usedin the data carrier art. Thus, the combination with Rijnswou Van not only

provides the expected resulting benefit of allowing a reader for a specific event to read only the

emulated tags relating to that event, such as transport tickets, but the group IDs will also assist in

limiting the number of emulated tags that need to be read as those emulated tags not relating to a

specific event will not be read.

Asper claim 3 (dependenton claim /), Lamacraft in view of Rijnswou Van further

teaches:

328



329

Application/Control Number: 12/304,653 Page 6

Art Unit: 2689

wherein each ofthe applicationsofthe first group and/or each ofthe applications of the

second group is assigned additional selection information (Rijnswou Van, para. 0011: Each tag

has additional data to be uniquely identified even from the group; thus in this combination

Lamacraft’s reader can uniquely identify single emulated tags from tag groups in order to

communicate with single emulated tags).

Asper claim 4 (dependent on claim 1), Lamacraft in view of Rijnswou Van further

teaches:

wherein the reading device emits search signals, the signals generated for the applications

comprising response signals to the search signals (Lamacraft, fig. 25a and para. 0125-0128: The

reader emits RF and modulated RF signals without knowing whattags are present; the tags that

happento be present respondto the reader’s signals; thus the initial RF and modulated RF

signals are considered search signals).

Asper claim 5 (dependent on claim 1), Lamacraft in view of Rijnswou Van further

teaches:

including the further step of toggling between the applications for communication of a

selected application with the reading device (Lamacraft, para. 0116 and 0128: The

communicating for different emulated tags in different time slots is toggling between the

emulated tags, or different applications).

Asper claim 6 (dependent on claim 5), Lamacraft in view of Rijnswou Van further

teaches:
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wherein toggling is effected by branching or by context switching (Lamacraft, para. 0116

and 0128: The switching between emulated tags can be considered branching or context

switching).

As per claim 7 (dependent on claim 1), Lamacraft in view of Rijnswou Van further

teaches:

wherein the reading device selects for further communication one or more ofthe at least

two applications via the identification numbers assigned to the applications (Lamacraft, para.

0136-0138: The readeridentifies each emulated tag and selects an emulated tag for further

communication; the selection is based on whattype of tag the emulated tag represents, thusis

based onthe tag identifier).

Asper claim 8, Lamacraft in view of Rijnswou Van renders obviousthe claim limitations

ofclaim 7, plus the consideration of claim 3 above. The selection ofa single tag to communicate

with in this combination is based on the group ID andthe additional identification for uniquely

identifying each tag.

Asper claim 9 (dependent on claim 7), Lamacraft in view of Rijnswou Van further

teaches:

wherein for one or more ofthe at least two applications that have not yet been selected

for further communication by the reading device, the communication-readinesssignal is

generated while the communication with one or more others of the at least two applications that

have been selected for further communication by the reading device is not yet completed

(Lamacraft, para. 0136-0138: When a readeris for reading a certain type of tag, such as a train

ticket, as the reader identifies tags as train tickets, the tags are selected for further

330



331

Application/Control Number: 12/304,653 Page 8

Art Unit: 2689

communication; identification from other tags maystill be incomingto the reader, thusat least

one tag that has not yet been selected for further communication may be sending identifier data

while the reader is not yet done communicating with an already selected tag).

Asper claim 10 (dependent on claim 7), Lamacraft in view of Rijnswou Van further

teaches:

wherein for one or more ofthe at least two applications that have not yet been selected

for further communication by the reading device, the communication-readiness signalis

generated after one or more others of the at least two applications have been suspended after

completion of communication with the reading device (Lamacraft, para. 0136-0138: Whenthe

readeris for reading a specific type oftag, it will identify and read that type of tag and then end

communication, the reader may then be interested in a different type of tag and thus initiate

communication with the emulated tag again; in this case the tags, including those not previously

selected for further communication, will have their identifiers sent to the reader).

As perclaim 11 (dependent on claim 7), Lamacraft in view of Rijnswou Van further

teaches:

wherein the data carrier informs the reading device by meansof collision signals that one

or more of the at least two applications that have not yet been selected for further communication

by the reading device are present by signals being sent that simulate a collision between a

plurality of applications (Lamacraft, para. 0130 and 1036-0138: The RFID device may emulate

a collision between tags so that the reader recognizes that a plurality of tags need to

communicate and initiates collision protocols).
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Asper claim 12 (dependent on claim 7), Lamacraft in view of Rijnswou Van further

teaches:

wherein the data carrier informs the reading device by meansof an allocation of one or

more time slots that one or more of the at least two applications that have not yet been selected

for further communication by the reading device are present (Lamacraft, fig. 23 and para. 0116:

The RFID device may cause emulated tag identifiers to be communicated in time slots so the

reader can receive the data for each emulatedtag).

Asper claim 20 (dependent on claim 1), Lamacraft in view of Rijnswou Van further

teaches:

wherein the data carrier recognizes by a response of the reading device to

communication-readiness signals emitted by the data carrier whether the reading device is set up

to resolve a collision between a plurality of applications (Lamacraft, fig. 25 and para. 0129-0130:

Based on the responseof the reader to emulated collisions, the RFID device will recognize that

the reader can handle data collisions).

As per claim 21 (dependent on claim 1), Lamacraft in view of Rijnswou Van further

teaches:

wherein the reading device communicates with a plurality of the at least two applications

in parallel (Lamacraft, para. 0136-0138: The reader can communicate with multiple emulated

tags in parallel through data collision protocols and timeslotting).

Asper claim 22 (dependent on claim 1), Lamacraft in view of Rijnswou Van further

teaches:
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wherein the reading device interprets the identification as identification numbers of

different data carriers (Lamacraft, para. 0011: To the reader the emulated tags appearas actual

separate tags).

Asper claim 24, Lamacraft in view of Rijnswou Van renders obviousall the claim

limitations as in the consideration of claim | above since the components of claim 24 are the

apparatus for performing the method considered in claim 1.

Asperclaim 26, Lamacraft in view of Rijnswou renders obviousthe limitations of claim

24, plus the consideration of claim 3 above. The control, or communication device, for the tag

emulation stores the tag data, and thus addsthe further identification for each tag to uniquely

identify each tag in a group.

Asper claim 27, Lamacraft in view of Rijnswou Van renders obvious the claim

limitations of claim 24, plus the consideration of claim 4 above.

As per claim 28, Lamacraft in view of Rijnswou Van renders obvious the claim

limitations of claim 24, plus the consideration of claim 5 above.

As per claim 29, Lamacraft in view of Rijnswou Van renders obvious the claim

limitations of claim 24, plus the consideration of claim 6 above.

Asper claim 33 (dependent on claim 24), Lamacraft in view of Rijnswou Van further

teaches:

wherein the communication device is set up to determine those applications among the at

least two applications that are ready for communication with a reading device (Lamacraft, fig. 25

and para. 0128: The RFID device determines which emulated tags can respondto the reader

protocol; the tags that can respond to the reader protocol are those ready for communication).
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Asper claim 34, Lamacraft in view of Rijnswou Van renders obvious the claim

limitations of claim 33, plus the consideration of claim 9 above.

Asper claim 35, Lamacraft in view of Rijnswou Vanrenders obvious the claim

limitations of claim 33, plus the consideration of claim 10 above.

Asperclaim 36, Lamacraft in view of Rijnswou Van renders obvious the claim

limitations of claim 24, plus the consideration of claim 11 above.

Asperclaim 39, Lamacraft in view of Rijnswou Van renders obvious the claim

limitations of claim 24, plus the consideration of claim 20 above.

Asper claim 40 (dependent on claim 24), Lamacraft in view of Rijnswou Vanfurther

teaches:

wherein the data carrier is configured as a contactlessly communicating chip card,

contactlessly communicating label, contactlessly communicating identification documentor as a

(U)SIM mobile communication card (Lamacraft, para. 0027: The RFID device could be a

transport ticket, thus being a contactlessly communicating chip card orlabel).

7, Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Rijnswou Van and further in view of Powell et al. (US 2006/0065731).

Asper claim 14 (dependent on claim 7), Lamacraft in view of Rijnswou Van does not

disclose:

the further step of storing information in a nonvolatile memory of the data carrier about

whichof the at least two applications has already completed active communication with the

reading device.
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However, in the same art of reading data carriers, Powell teaches that RFID tags may

include a flag that is set to indicate whetherthe tag has already been read, or completed active

communication with the reader (Powell, para. 0061 and 0069);

Thus, in this combination, each of Lamacraft’s emulated tags would include a flag to be

set indicating if the emulated tag has already been read. The read flags would reasonably be

stored in the RFID devices nonvolatile memory.

Atthe time of the claimed invention it would have been obvious to one of ordinary skill

in the art for Lamacraft in view of Rijnswou Van's RFID to include information about which

emulated tags have already been read, as taught by Powell. The motivation is to provide the

reader a way to only read tags that have not already been read (Powell, para. 0061), thus

eliminating redundant reads and assisting to provide a more efficient system.

8. Claims 17-19 and 30-32 are rejected under 35 U.S.C. 103(a) as being unpatentable over

Lamacraft in view of Rijnswou Van and further in view of Takayamaet al. (US 6,421,196).

Asperclaim 17 (dependent on claim 7), Lamacraft in view of Rijnswou Van does not

disclose:

wherein the reading device addresses an application selected for further communication

via a dynamically allocated session number.

However, in the sameart of reading data carriers, Takayama teaches:

wherein the reading device addresses an application selected for further communication

via a dynamically allocated session number (Takayama,col. 15 line 60-col. 16 line 13: The

library controller, which is the reader, gives a session identifier, or number, to the remote

memory chip, or application; for further communication, the library controller addresses the
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remote memory chip using the session identifier; the session identifier is dynamically allocated

because the library controller gives session identifiers as each remote memory chip is identified).

Atthe time of the claimed invention it would have been obviousto one of ordinary skill

in the art for Lamacraft in view of Rijnswou Van's reader to assign session identifiers to the

emulated tags, as taught by Takayama. The motivation is that a session identifier can be used to

identify a tag in place of the tags normalidentification. The session identifier is much shorter in

length and thus more efficient and effective for communication and identification (Takayama,

col. 16 lines 6-13). It is reasonable for Lamacraft’s emulated tags to be treated as actual tags,

including receiving session numbers, because Lamacraft’s emulated tags represent actual tags.

Asper claim 18 (dependent on claim 17), Lamacraft in view of Rijnswou Van and

Takayama further teaches:

wherein upon addressing, the session numberis linked on the data carrier with the

identification number assignedto the application (Takayama,col. 15 line 60-col. 16 line 13 and

Lamacraft, para. 0010-0011: Since Lamacraft’s emulated tag information is on the single RIFD

device, the session numbers of Takayama from the reader would haveto be linked to the correct

identification for each emulated tag of Lamacraft’s).

Asper claim 19, Lamacraft in view of Rijnswou Van and Takayama renders obvious the

limitations of claim 18, plus the consideration from claim 2 above. The tags can be groupsof

tags with group IDs, and additional information to uniquely identify individual tags can be

included, thus the session numbers assigned to each tag will be linked to the group ID and further

information for each emulated tag.
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Asper claim 30, Lamacraft in view of Rijnswou Van renders obviousthe limitations of

claim 24 and further limitations are met by Lamacraft in view of Rijnswou Van and further in

view of Takayamaas in the consideration of claim 17 above since Lamacraft's RFID device

would use the session numberto identify the emulated tag to communicate with the reader.

Asperclaim 31, Lamacraft in view of Rijnswou Van and Takayamarenders obvious the

limitations of claim 30, plus the consideration of claim 18 above.

Asperclaim 32, Lamacraft in view of Rijnswou Van and Takayamarenders obvious the

limitations of claim 31, plus the consideration of claim 19 above.

9. Claim 41 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Nakanishi et al. (US 2006/0206343).

Asper claim 41 (dependent on claim 24), Lamacraft in view of Rijnswou Van does not

disclose:

wherein the data carrier has a dual interface and can be operated both contactlessly and

with contact.

However, in the sameart of data carriers, Nakanishi teaches:

wherein the data carrier has a dual interface and can be operated both contactlessly and

with contact (Nakanishi, para. 0038-0040: The card, which is the data carrier, is used for

ticketing, and has both contact and contactless interface for operation).

At the time of the claimed invention it would have been obvious to one of ordinary skill

in the art for Lamacraft in view of Rijnswou Van's RFID device to have both contact and

contactless interface for operation, as taught by Nakanishi. The motivation is to provide more
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communication options and provide for more efficient communication because both the contact

and contactless communication can be performed (Nakanishi, para. 0038-0040).

10. Claim 43 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Rijnswou Van.

Asperclaim 43 (dependent on claim 24), Lamacraft in view of Rijnswou Van does not

necessarily disclose:

including a memory whichis divided into sectors each of the sectors having no more than

one ofthe at least two applications stored therein in each case.

However, Lamacraft in view of Rijnswou Van’s emulated tag information must be stored

somewhere in memory,andit is reasonable that each emulated tag would be stored in a separate

memory location as this would be one of the available and known optionsfor storing the

emulated tag information. The separate locations for each emulated tag can be considered

memory sectors, thus each emulated tag would be stored in a separate sector.

11. Claim 45 is rejected under 35 U.S.C. 103(a) as being unpatentable over Lamacraft in

view of Rijnswou Van and further in view of Laneet al. (US 2005/0007236).

Asperclaim 45 (dependent on claim 43), Lamacraft in view of Rijnswou Van does not

necessarily disclose:

wherein each of the sectors is access-protected separately for access by a reading device

to applications stored in said sectors.

However, in the sameart of data carriers, Lane teaches:

access protecting data on RFID tags (Lane, para. 0025);
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At the time of the claimed invention it would have been obviousto one of ordinary skill

in the art for Lamacraft in view of Rijnswou Van’s emulated tags to have access protection, as

taught by Lane. The motivation is because access protecting tags is well knownin theart of data

carriers. It is very commonfor tags to have access protection that requires a password,

encryption, or some other key from the reader. Access protection is knownfor preventing

fraudulent reading or modifying of tag data. Thus, in the case of Lamacraft’s cmulatedtags,it is

reasonable that there would access protection for each emulated tag, as the information each

emulated tag represents can be sensitive and a user may desire limited access for reading and

modifying the stored data.

Allowable Subject Matter

12. Claims 13, 15-16, 37-38, 42, 44, and 46-48 are allowed.

13. Claim 23 is objected to as being dependentupon a rejected base claim, but would be

allowable if rewritten in independent form including all of the limitations of the base claim and

any intervening claims.

The following is a statement of reasonsfor the indication of allowable subject matter:

There is no reasonable combination of references to teach the limitations of each of the indicated

allowable claims. Although many ofthe limitations in the claims can be found throughout the

prior art, there is insufficient motivation to combine the needed references to reject each claim as

a whole.

Response to Arguments

14. Applicant's argumentsfiled 11/30/2012 have been fully considered but they are not

persuasive.
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The Examiner respectfully disagree with Applicant’s argumentthat modifying the

method for multi-tag emulating of Lamacraft with the teachings of Rijnswou would not have

been obvious.

Asnoted in the above rejection of claims 1 and 24, Lamacraft teaches that the emulated

tags can be used to represent a variety of types of tags, including transport tickets and patient

tags for healthcare situations. Thus,it is reasonable that these different types of emulated tags

would be identified differently. One known wayofidentifying different types of tags in the art is

through group IDs for each type of tag. Rijnswou Vanis relied on for the teaching that different

groupsof tags can have different group IDs, plus each individual tag can include individual tag

serial number(Rijnswou Van, para. 0011); thus, each tag can be identified as part of a group of

tags through the group ID and also uniquely through the group ID plus the individual serial

number. Thus, the combination of Lamacraft and the teachings of Rijnswou Van provide the

reasonably expected result of providing group identification for emulated tags through the group

ID while still providing unique identification through the group ID plusthe individualserial

numbers. Therefore, the teachings of Rijnswou Van are reasonably combined with Lamacraft's

system in order to meet the claimed invention, plus the teachings of Rijnswou Van do not change

the basic operation fo Lamacraft, as the individual emulated tags canstill be identified through

the group ID and the individual serial numbers.

Conclusion

15. Applicant's amendment necessitated the new ground(s) of rejection presented in this

Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).

Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).
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A shortened statutory period for reply to this final action is set to expire THREE

MONTHSfrom the mailing date of this action. In the event a first reply is filed within TWO

MONTHSof the mailing date of this final action and the advisory action is not mailed until after

the end of the THREE-MONTHshortenedstatutory period, then the shortened statutory period

will expire on the date the advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event,

however, will the statutory period for reply expire later than SIX MONTHSfrom the date of this

final action.

16. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to ANDREW BEE whosetelephone numberis (571)270-5183. The

examiner can normally be reached on Monday-Thursday 8am-5pm, EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Jennifer Mehmood can be reached on (571)272-2976. The fax phone numberfor the

organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published applications

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gzov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC)at 866-217-9197 (toll-free). If you would

like assistance from a USPTO CustomerService Representative or access to the automated

information system, call 800-786-9199 (IN USA OR CANADA)or 571-272-1000.
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