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Status of this Memo

This document specifies an Internet standards track protocol for the Internet community, and requests discussion and
suggestions for improvements. Please refer to the current edition of the “Internet Official Protocol Standards” (STD
1) for the standardization state and status of this protocol. Distribution of this memo is unlimited.

Copyright Notice

Copyright (C) The Internet Society (1999). All Rights Reserved.

Abstract

The Hypertext Transfer Protocol (HTTP) is an application-level protocol for distributed, collaborative, hypermedia
information systems. It is a generic, stateless, protocol which can be used for many tasks beyond its use for
hypertext, such as nhame servers and distributed object management systems, through extension of its request
methods, error codes and headers [47]. A feature of HTTP is the typing and negotiation of data representation,
allowing systems to be built independently of the data being transferred.

HTTP has been in use by the World-Wide Web global information initiative since 1990. This specification defines
the protocol referred to as “HTTP/1.1", and is an update to RFC 2068 [33].

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2616 HTTP/1.1 June, 1999

Tab

le of Contents

HYPERTEXT TRANSFER PROTOCOL - HTTP/L. 1. 1
Y = LU S0 €T ES TN 1Y 1T 1 4o PSSP 1
1070] o)V gTo | o1 N (o] 1 o1 TP UUUURUPPPUT TN 1
Y 0153 = (o PSSR 1
B0 (o o)l @0 01 (=T o £ PP PP UUUTPP P RPN 2
1 T oo 18Tl o] o IR PP PPPRPR 7
11 PUMPOSE ...ttt e e e s 7
1.2 REQUITEIMENTS ....eiiieiieee ettt e e s e e e e e e s e e e e e e e nnnrees 7
13 LI 0011 aT0] oo 1 PP UPPPPPROPPPPP 8
1.4 @YY - 1| I @] o 1] = 11T o I OSSR 10
2 Notational Conventions and GENErIC GIamMMAT .............uuueieiiiiiiiiaaaaaaaa e eeeaaaaaaaaaaaaens 11
2.1 0 o .4 1= 1 (=0 I = N 11
2.2 BASIC RUIES ...t —— 12
3 ProtOCOl PAr@mELEIS ... ..eeiiiiiiiiiiiiie ettt st e st e e e s st e e e e s e bbb e e e e e enenmneeeas 13
31 L I I Y= ] T o OO 13
3.2 Uniform Resource Identifiers..........oooiiiiiiiiiee e eeeas 14....
3.21 GENETAL SYNTAX....ttitiieiiiiiii ettt e e e st e e e e e anreeas 14...
3.2.2 110 TN U 14
3.23 URI COMPATISON ..ttiteiiiitteee ettt ettt e e ettt e e e et e e e e e e sabbe e e e e e e 15.....
3.3 DAte/TimME FOIMALS ....eiie i ittt e e e e e e e e e e e s e e e s ettt e eereeeeeeaeaaeaeeaesaesaaaannnnnnnrnnes 15
331 LU | = = PSS
3.3.2 D= = ] =T o o] Lo [P
34 (O 0T T ol (= B 1= £ PRSI
34.1 Missing Charset -
3.5 1070141 (=] o1 @70 o [T 0o LT TP UU TP
3.6 LI 1153 (= G @ To 1T LS 17
3.6.1 Chunked Transfer CodiNg..........coooiiiiiiiii e ST 1
3.7 1Y 1=To [T T I8/ 1= 18
3.7.1 Canonicalization and Text DefaUILS ..........cuvieeeee i 19
3.7.2 Y TU] LA o F= Ty A Y/ =T T PO ERP 19..
3.8 Product Tokens
3.9 QUAILY VAIUBS ...t e e st e e e e nebannes
3.10 Language Tags
3.11 Entity Tags
3.12 = 1T L= U 1 £ 21
4 HTTP MESSAGE .....ceeeeiiritiiie ettt e et e et e e e e e e e e e et e e e e e enn e n e e e e eees
4.1 MESSAGE TYPES. . ieieititiiae et e ettt ettt e e e e e e e ettt ee bbb e e e e e e e e e e e e eesbnbnna e as
4.2 Message Headers
4.3 MESSAGE BOAY ... .ttt e e e e e e e e e e e
4.4 Message Length ... e
4.5 General Header FIEIAS ......oooii it s 23..

DOCK

ET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2616 HTTP/1.1 June, 1999

5 ST 0 LB PP
5.1 Request-Line
5.1.1 1Y 1= 1 T Yo PP .
5.1.2 REQUEST-URI ...t e e et e e e et e s e s 2.4...
5.2 The Resource ldentified by @ REQUEST ..........uuiiiiiiiiiiiiiecicee e e e e e e e e e 25
5.3 Request Header FIeldS ...........ooo oo e e e e e e e e e eeeeaes 26...
6 RESPONSE ..ottt e e e e e ettt e et bbb e e e e e e e et e mmmeennnnm——nn e s 26

6.1 I = LU I T PP 26
6.1.1 Status Code and ReasON PHIraSe ........cooiiiiiiiiiiiiieeeeee et e e e e e e 26

6.2 ReSPONSE Header FIeldS........coiiiiiiiiiiiiiiee et 28....

7 B Iy ettt e e e e e et e et e e e e e n b bt et e+ — s 28

7.1 Entity Header FIEldS ........ooooe i s e 28

7.2 01132 = To o |V PR 29
7.2.1 LI £ LU 29
7.2.2 11V 1Y Vo | 1 29.

8 (0] o1 o= Tox 1o U URPUR SN 29

8.1 e S Y (=] 1 A @] o] 1= o1 1 1O 29..

811 PUIDOSE ... et 29
8.1.2 OVETAll OPEIALION ...ttt e e s e e e s s aeb e s e 30....
8.1.3 PrOXY SEBIVEIS ...t et e e e e e e eeeeees 31..
8.14 Practical ConSIAEratioNS..........cceeeiiiiiiiiicciee e e e e e e e eeas 3l.......

8.2 Message TransSmiSSION REQUIMEIMENTS ........uiiiiiiiiiiiiee et iee ettt e e e sttt e e e e st e e e e s sbbeeeeeesaaes 31
821 Persistent Connections and FIOW CONIOl ..........ooiviiiiiiiiii i 31
8.2.2 Monitoring Connections for Error Status MESSAGES ......cccovvuviiiiieiiiiiiiiie e 31
8.2.3 Use of the 100 (CONINUE) SEALUS .....cooiuvriiiieeiiiiiiiee ettt e e 32
8.24 Client Behavior if Server Prematurely Closes CONNECHION ..........ocvveeeeeiiiiiieeeen e 33

9 Method DefiNITIONS ...ttt e e e e e e e e e e e eaeeeee e 33

9.1 Safe and Idempotent MEethOAS ...........uuueiiiiiiiiiiiiiieae e 33
9.1.1 SAfE MEINOUS ...t eeeaeas 33...

9.1.2 IdemMPpPOteNnt MEtNOUS ......oooi i 34.....

9.2 (0 = 1 N £ SRS 34

9.3 1 PRSP 35

9.4 L A I PSS 35

9.5 P O S T ettt e e e e e —e e e e e et brt e e e e e s antbe e e e s mmm———— 35

9.6 U SRR 36

9.7 DELETE cooi ittt ettt ettt e e e e e ettt e e e e e sttt e e e e e e n b be e e e e e e e nbae e e e e e st me— 36

9.8 TRACE ..ottt e e e e e et e e e e e et b e e e e e e s et rreeeee s meeemmnmmnnt 37

9.9 1000 ] N | O SRR 37

10 Status Code DEfiNItIONS .....cceeiiiiiiiiee e e et e e e nneees 37

10.1 INFOIMALIONEAT XX ...ttt s ettt e e e sttt e e e s sane e e e e s s— 37
10.1.1 100 CONLINUE.....eeiiiiei ittt ettt e e e ettt e e s s et e e e s s anbbe e e e e e e annbbeee s cmmmmeean 37
10.1.2 101 SWItChING PrOtOCOIS ......uuiiiiiiiiiieiiiie et et e e e e e e e aaaaeea 38........

10.2 SUCCESSTUI 2XX 1.ttt e e e e ettt e e e e s ettt e e e e e sntbe e e e eeeeeenennnnee 38
10.2.1 12010 1 O PSSR 38
10.2.2 P20 RO =T =T o PRSP 38
10.2.3 P20 Y2 Aol o7 = ) (= o [ U 38..

10.2.4 203 Non-Authoritative INfOrMEAtioN ...........ccuuviiiiiiiiie e 39
10.2.5 240z 3 [0 T O o] (=T o | S PP 39...
10.2.6 205 RESEE CONENT....ueiiiie ettt e et e e e e e e e e e s mmmen 39.....
10.2.7 206 Partial CONENT ...t e e e e e e e e e aaeeas 39....

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

RFC 2616 HTTP/1.1 June, 1999
10.3 REAITECHION BXX .ttt e oottt e ettt e e e e e e e e e e e e e s e e s annnnnennees 40
10.3.1 300 MUIIPIE CROICES ... ettt ettt e e e e e e e e e e e e e s e eeeeee e
10.3.2 301 Moved Permanently ...........ocuueeeeeiiiiiieie ettt e e 40.....
10.3.3 302 FOUNG ...ttt ettt e ettt e e e skt e e e s ekt e e e e e s meennmnns 40
10.3.4 303 SEE OB I ...t s— 41..
10.3.5 304 Not Modified AL
10.3.6 05 USE PrOXY ... ittt .41 .
10.3.7 K10 LG (W] [V ET=To ) IO PP O PR 41..
10.3.8 307 Temporary Redirect
10.4 (O 1= 0 B T o 5 SRS
10.4.1 400 BAd REQUEST .....eeeiiieiiiiiiiieee ittt e e e meeen B e
10.4.2 o R 1 o F= 10 11 (o] 74~ To SO 42....
10.4.3 402 Payment REQUINE .........veiiiieiiiiiieee ettt e et e e e e eeees 42......
10.4.4 0 I o o] o [0 = o PSS 42..
10.4.5 404 NOt FOUN ...t nrenneeeeeeeee e e e s B3
10.4.6 405 Method NOt AlTOWED .......ooiiiiiiie e 3.
10.4.7 406 NOt ACCEPLADIE ..ooeiiiiiiiei e e eeas 43......
10.4.8 407 Proxy Authentication REQUIFEd............ooiiiiiiiiiiieeiiiee e
10.4.9 408 REQUESE TIMEOUL .....eeiiiiiiiiiiiee ettt e et e e e et e e e e e A3.....
10.4.10 K0 1o T o] o o PP 43
104.11 T O CT o] o 1= TP TP PRPPR T 44
10.4.12 411 Length REQUIFE ....coueeiiiiiee ittt e e eeaa 44.....
10.4.13 412 Precondition Failed..........c.ueiiiiiiiiiie e 44......
10.4.14 413 Request Entity TOO LArge ......ccoovuveieeeiiiiiiieeeeiniiiiee e eeiieee e e B
10.4.15 414 ReqUEST-URI TOO LONG ....cooriiiiiiiieie e
10.4.16 415 UNSUpPOrted Media TYPE ...ueeiiiiee ittt
10.4.17 416 Requested Range Not Satisfiable.............ccoooiiiii
10.4.18 417 EXpectation Failed ..........ooouiiiiiiiiiiiee e 45......
10.5 T =T V=] G g (o] ) PR 45
1051 500 INternal SEIVET EITON .....uvviiiiieiiiieieee ettt e e e e s sibeeenns 45......
10.5.2 501 NOt IMPIEMENLEM ...oooiiiiiiiiie et s 45......
10.5.3 502 BAU GAIEWAY ... eeeeeeieeiiiiiiiiee e sttt e e e sttt e e s ettt e e e s st e e e s s nnabbe e e e e e e neean 45.....
10.5.4 503 Service Unavailable ... 45......
10.5.5 504 GateWaY TIMEOUL.......uueiiieiiiiiiiieee ittt e e e st ee e e e sttt e e e e s bbb e eee e s stbaeeeeeeans 45......
10.5.6 505 HTTP Version NOt SUPPOIEM .......eeiiieiiiiiiiiiee ettt
11 ACCESS AUTNENTICALION. ...ttt e e e e e e e e e e e eeeeee
12 (070] a1 1T a1 8 \VL=T o] 1= 1 o Y o
12.1 Server-driven NeQOtIAtION. ... ....uiiiiiieie e e e e e e e e e e e s se e o 46..
12.2 Agent-driven NeQOLIAtION ........civiieeie i e e e e a7..
12.3 Transparent NeQOLIAtION ........ccc.uuiuiiiiiiiiiriii e s e e e e e e e e e e e e e e e s e e s e e s nnnnnnnns a7..
13 10Tt o1 o [0 T 0 1 = 1 I I PRSP a7
1311 107 Tod g LI @0 ] = Tox 1 0 [ 1SS TP PPUUUURRRRS 48.....
13.1.2 LAYz U 11 o PP PP UPPPRP P 49
13.1.3 Cache-control MeChaniSMS ..........ooiiiiii e 9.
13.1.4 EXplicit USer AGeNt WAININGS ......vviieiiiiiiiiie ettt e st e e e
13.1.5 Exceptions to the Rules and WarningsS..........cccooiuiiiiiiiiiiiiieee e
13.1.6 Client-controlled BEhAVION............ccoiiiiiiiieiiie e 50......
13.2 EXPIration MOGEI.........ueiiiiiii ettt 50
13.21 Server-Specified EXPIration ...........oocuuiiiiiiiiiiic e 50.......
13.2.2 HEUNISHIC EXPIFAION ..ccciiiiiiiiie ettt e e meena 51..
13.2.3 AGE CalCUIALIONS ...t e e 51..
13.2.4 EXPiration CalCUIAtiONS...........oiiiiiiiieiiiiiiee et 5h2.....

DOCKET

_ ARM

Find authenticated court documents without watermarks at docketalarm.com.

A4

!

!


https://www.docketalarm.com/

RFC 2616 HTTP/1.1 June, 1999

13.25 Disambiguating EXpPiration VAlUES ...........cooai it 53
13.2.6 Disambiguating MUultiple RESPONSES ........uuuuiiiiiiiiiiiieiae e e e e e e e e e e 53

13.3 Validation MOGEI ... e 53
13.3.1 Last-MOdified DALES .........coeiiiiiiiiiiee ettt e e 54....
13.3.2 Entity Tag Cache Validators ...........oocuuiiiiiiiiii e 54..........
13.3.3 Weak and Strong Validators ..........oouveeiiiiiiiiiiieee et Ao 5
13.34 Rules for When to Use Entity Tags and Last-Modified Dates...........c.ccvvveeeiniiiieeeeinnnnn, 56
13.35 Non-validating ConditioNalS ............eeiiiiiiiiie e Y A

13.4 Response Cacheability ...t 51..

135 Constructing ReSponses From CaChES ..........uuiiiiiiiiiiiiie e 57
1351 End-to-end and HOp-by-hop HEAUEIS .......ccooiiiiiiiiii e 58
13.5.2 NON-MOdifiable HEAURIS ......coiiiiiiiiiie e 58.........
13.5.3 CombINING HEAUEIS ... e 59.......
1354 CombiniNg BYte RANGES ......cciiiiiiiiiiiieeiiiiii ettt ee e 59

13.6 Caching Negotiated RESPONSES .......uuiiiiiiiiiiiiee ittt ees 60.........

13.7 Shared and Non-Shared Caches.............coooiiiiiii e 60...........

13.8 Errors or Incomplete Response Cache BENAVIOF ..........cooiiuiiiiieiiiiiiiiiie e 61

13.9 Side Effects of GET and HEAD ........ccooiiiiiiiiiiiiiiiieee et 6l........

13.10 Invalidation After Updates Or DEIELIONS ........coiiiiiiiiiiiiei e 61

13.11 Write-Through Mandatory...........oooueeeiioiiiiiiie e ean 61.......

13.12 CaChe REPIACEIMENT. ... i e e e smneeeas 62....

13.13 (IS (0] Y I £ T PO 62

14 Header Field DefinitioNS .........cvvviiiiiiiieiii ettt

14.1 oo = o | PSP

14.2 Yoo =T o O g = ==Y S

14.3 o= o o =t To o T 1] o P

14.4 ACCEPE-LANGUAGE -....ceeieeeeeieiitiee e e e et ettt e s e e e e e e e et e et eeea e bababa s s e e e e eeeeeeeeeeennnnnan

14.5 ACCEPI-RANGES ...ttt e e e e e et et e e e e e e e e e e e e et e eeeeeenennnnas

14.6 Attt e et e e et e e s e e e s e s

14.7 ATIOW ..ot e e e e e e e

14.8 AUTNOTIZALION ... e

14.9 CACNE-CONIION.....ciiiiiiiii et e s
149.1 What is Cacheable ............ooooiiiiiiii
14.9.2 What May be Stored DY CAChES .......ooiiiiiiiiii e 69
14.9.3 Modifications of the Basic Expiration MeChaniSmM ............ccoooiiiiiiiiiiiiiiiiiiiiiieeeceeee e 69
149.4 Cache Revalidation and Reload CONMIOIS..........oiuviiiieiiiiiiiiiee e 70
14.9.5 NO-TraNSTOIM DIFECTIVE........uiieeei ettt e e st e e e ab e e eeeeans 72
14.9.6 Cache COoNtrol EXIENSIONS ......uiiieiiiiiieeee sttt ettt e et e e e st e e e e st e e e e e s annneeeeeesanes 72

14.10 1670] o] 1T o (o] o H RO PP O PP P PP 72

14.11 (070] g11=] 1 ol =1 g ToTe o [T T I PP TP T UU R PRTUPPPPPUPPY 4 19

14.12 CONENT-LANQUAGE ..ottt ettt e e e e e e e e e e e e e eeeeeeesees s s mmmmmmns 73..

14.13 Content-Length — e

14.14 CONEENE-LOCALION ...ttt e s 74

14.15 CoNENE-MDS ...t ———— 75

14.16 CONLENT-RANGE ...t e e e et e e e et bbb e e e e e e e s amemenennes 75

14.17 107e] g1 =T o1 il Y/ o1 TP O 17

14.18 DAL ...ttt ettt e e e e e r e e e e e e n b et e mn———— 77
14.18.1 Clockless Origin Server OPEIALION .........c.uveiiee ittt 78

14.19 BT B0 ettt e e e e e s et e s smm——— 78

14.20 EXPECT .ttt —— 78

14.21 o] £ PRSP 78

14.22 L 0] 0 0 PP 79

14.23 H OIS eeeeeeeeeeeeeeeeeeeeeerrrrtreeeesee e 79

14.24 11 F= o] o TP PP TP PP PPPPPOPPPPPPPIN 80

DOCKET

A R M Find authenticated court documents without watermarks at docketalarm.com.



https://www.docketalarm.com/

Nsights

Real-Time Litigation Alerts

g Keep your litigation team up-to-date with real-time
alerts and advanced team management tools built for
the enterprise, all while greatly reducing PACER spend.

Our comprehensive service means we can handle Federal,
State, and Administrative courts across the country.

Advanced Docket Research

With over 230 million records, Docket Alarm’s cloud-native
O docket research platform finds what other services can't.
‘ Coverage includes Federal, State, plus PTAB, TTAB, ITC
and NLRB decisions, all in one place.

Identify arguments that have been successful in the past
with full text, pinpoint searching. Link to case law cited
within any court document via Fastcase.

Analytics At Your Fingertips

° Learn what happened the last time a particular judge,

/ . o
Py ,0‘ opposing counsel or company faced cases similar to yours.

o ®
Advanced out-of-the-box PTAB and TTAB analytics are
always at your fingertips.

-xplore Litigation

Docket Alarm provides insights to develop a more
informed litigation strategy and the peace of mind of

knowing you're on top of things.

API

Docket Alarm offers a powerful API
(application programming inter-
face) to developers that want to
integrate case filings into their apps.

LAW FIRMS

Build custom dashboards for your
attorneys and clients with live data
direct from the court.

Automate many repetitive legal
tasks like conflict checks, document
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks
for companies and debtors.

E-DISCOVERY AND

LEGAL VENDORS

Sync your system to PACER to
automate legal marketing.

WHAT WILL YOU BUILD? @ sales@docketalarm.com 1-866-77-FASTCASE




