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(57) ABSTRACT

A fingerprint enrollment and verification module is con­
nected to the electrical circuit of a vehicle to prevent 
operation of the vehicle by unauthorized users. The module 
has a sensor that creates a template of a fingerprint when a 
finger is placed on the module. The module has a flash 
memory to store enrolled templates and a verification step. 
After a fingerprint has been enrolled in the module, any 
operation of that vehicle is possible only after the user's 
fingerprint is verified to match the enrolled template. 

13 Claims, 3 Drawing Sheets 

IPR2022-00602 
Apple EX1007 Page 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Aug. 9, 2005 

10---...... 

16 

17 18 

Sheet 1 of 3 

FIG. 1 

FIG. 2 

00 00 

0 0 
E V 

US 6,927,668 Bl 

IPR2022-00602 
Apple EX1007 Page 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Aug. 9, 2005 Sheet 2 of 3 

orna 

ANGER 

18 

ANGER NO 

PRESENT a----------i 

NO 

? 

VERIFY 
ANGER 

VALID 
f. PRINT

?

UNLOCK 
DOOR 

FINGER PRINT 
REMOVAL 

FIG. 3 

US 6,927,668 Bl 

SLEEP 
XXXMS 

IPR2022-00602 
Apple EX1007 Page 3

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Aug. 9, 2005 Sheet 3 of 3 US 6,927,668 Bl 

21 

18 

20 

FIG. 4 

IPR2022-00602 
Apple EX1007 Page 4

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


US 6,927,668 Bl 

1 2 
PRINT ACCESS SECURITY SYSTEM 

FIELD OF THE INVENTION 

This invention is related to security systems and, 
particularly, to identity recognition through comparison of 
an image of a finger and a stored template. The security 
system may be used to gain entry and to energize the 
systems of a vehicle. 

BACKGROUND OF THE INVENTION 

It is generally accepted that vehicles are items considered 
highly transportable by nature. Vehicles may include cars, 
trucks, buses, vans, construction equipment, water craft, 
motorcycles, airplanes, golf carts, snowmobiles, and, 
generally, anything that is capable of self powered mobility. 
Common to such vehicles is a key or keys for security of the 
interior and operation of the systems. However, a key can be 
used by anyone and is easily duplicated, rendering the 
security of the vehicle vulnerable to unauthorized use. 

DESCRIPTION OF THE PRIOR ART 

U.S. Pat. No. 5,686,765 to Washington teaches a system 
for preventing unauthorized or unlicenced persons from 

5 
using an automobile. In one embodiment, the system has a 
remote component that receives and compares physiological 
identification entered at the vehicle. If the data match, the 
ignition system of the vehicle is energized for normal 
operation. In another embodiment, the operator data is 

10 
compared to a particular time frame for operation by that 
operator during specified times. And in another embodiment, 
the system requires subsequent data input to ensure that the 
authorized driver remains the current operator. There is also 
provision for a bar code reader of an encoded driver's 

15 
licence and/or reading the signal of an electronic tether. The 
physiological identification data may be generated by a 
fingerprint reader or an eyeball scan. This requires a scan 
and a transmission to a remote computer. 

U.S. Pat. No. 5,448,659 to Hiroshi teaches the use of a 

20 card-shaped waveguide-type image transmission device to 
scan, read and transmit fingerprint data. Again, the identity 
input is a fingerprint scan. 

Some automobile manufacturers utilize different keys for 
different functions. For instance, General Motors, for many 
years, employed one key for unlocking the doors and trunk 
and a second key for starting the engine. However, anyone 
who had access to the keys would be able to operate the 25 

vehicle. More recently, GM has made a key system that 
includes a microchip. These keys are extremely difficult to 
duplicate however, there are specialized vendors authorized 

The fingerprint scanning technology of these prior art 
devices produces a representation of the grooves and ridges 
of the surface of a finger. Therefore, these scans are highly 
susceptible to errors caused by extraneous matter such as 
dirt, grease, paint, calluses, etc. on the fingers of the pro­
spective users. 

to make copies. This program also degrades the security 
system. 30 SUMMARY OF THE INVENTION 

Accordingly, it is an objective of the instant invention to 
provide a system to secure any vehicle from operation by an 
unauthorized user. 

Other security systems are in use. For instance, Ford 
Motor Company employs a keyless entry system which 
allows an individual to have a numeric or alphabetic code 
programmed into the keyless entry and a memory circuit 
stores the code for activation of the door locks upon entry of 
a correct code sequence. The code is typically maintained by 

35 
It is a further objective of the instant invention to provide 

a system to identify and authenticate a potential user of a 
vehicle by fingerprint information. The system is referred to 
as Fingerprint Enrollment and Verification Module, FEVM.the manufacturers as well as the local dealer. Thus, access to 

the code can be obtained by a number of people thereby 
degrading the efficacy of the system. 

Currently, most automobile companies and after market 
suppliers offer small electronic door openers which cooper-

It is yet another objective of the instant invention to. 

40 provide a stand alone system hard wired into the electrical 
system of a vehicle to authorize and/or control any vehicle 
function by an operator placing a finger on a sensor. 

ate with the electrical system in the auto to unlock doors. 
These devices are a convenience and may be overridden by 
a key. As such, these devices do not add any security to the 

45 
system. 

Other objects and advantages of this invention will 
become apparent from the following description taken in 
conjunction with the accompanying drawings wherein are 
set forth, by way of illustration and example, certain 
embodiments of this invention. The drawings constitute a 
part of this specification and include exemplary embodi­
ments of the present invention and illustrate various objects 

In addition to controlling entry to vehicles, there are 
devices that will cause the engine to start and remotely 
operate various other electrical systems in the vehicle. 
However, for security purposes, these devices usually 
require a key for entry into the vehicle. 

50 and features thereof. 

In both the electronic door locking devices and the 
electronic engine starters, there is a very real risk that the 
frequency used in the devices may be captured by unautho­
rized persons using scanners or like devices. Also, these 55 

devices and their associated circuits are over-ridden by the 
use of the key. Therefore, anyone with the frequency code or 
a key or both can operate the vehicle. 

BRIEF DESCRIPTION OF THE FIGURES 

FIG. 1 is a perspective of a door of an automobile; 

FIG. 2 is a close up perspective of the FEVM housing 
shown in FIG. 1; 

FIG. 3 is a flow chart of the operative steps of the 
fingerprint enrollment and verification module, FEVM; and 

FIG. 4 is a pictural representation of the finger print However, what is lacking in the art is a stand alone 
security system that is hard wired into the vehicle and cannot 
be duplicated by copying of codes or keys. Further, what is 
lacking in the prior art is a system that is programmable, 
only, by the owner or authorized operator of the vehicle 
without the possibility of unauthorized duplication. 

60 sensor. 

Also what is lacking in the prior art is a mechanism for 65 

recognizing and verifying less than perfect fingerprint 
imprints. 

DETAILED DESCRIPTION OF THE 
INVENTION 

The term, "operation," refers to any initiation of any 
system on a vehicle, to include a range of commands from 
merely authorizing a system component to perform in a 
normal manner to energizing the component to perform. For 
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