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(57) ABSTRACT 

A method, computer program product, and System for alert 
ing authorities during a car theft. A personal identification 
number, either a normal code or a dureSS code, is received 
into an vehicle Security System. If the dureSS code has been 
entered, then the Security System is disarmed, wherein the 
vehicle may be entered and driven away without any indi 
cation of an alarm. However, the dureSS code triggerS a 
process by which authorities are notified and the location of 
the vehicle may be provided. The vehicle is disabled upon a 
certain event or condition, Such as a pre-determined amount 
of time passing or a pre-determined distance driven. The 
method may also require Satisfying a Second event or 
condition before disabling the vehicle, Such as the vehicle 
traveling at a low speed, in order to avoid causing an unsafe 
condition. The dureSS code preferably has an identical 
number of alphanumeric characters as a normal personal 
identification number entered to disarm the Security System. 

30 Claims, 3 Drawing Sheets 
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VEHICLE SECURITY SYSTEM 

BACKGROUND OF THE INVENTION 

1. Field of the Invention 

The present invention relates to Security Systems for 
vehicles and more Specifically, to methods for notifying or 
Summoning authorities during a crime in progreSS. 

2. Description of the Related Art 
There is good reason for car owners to take precautions 

when approaching their cars in a public parking lot, espe 
cially if they are alone at night. Carthieves will Sometimes 
directly confront or assault a car owner and forcibly take the 
car. When confronted with Such a threat, the first concern of 
the car owner is to escape to Safety, even if escaping requires 
the owner to abandon the car to the thief. Nevertheless, there 
is a need for a vehicle Security System and method that will 
frustrate the purpose of the car thief. 
A conventional car Security System may either Sound an 

alarm or disable the vehicle immediately at the time of theft. 
Such a System may be ineffective since an experienced car 
thief will recognize the existence of the vehicle Security 
System. Furthermore, disabling the vehicle during a forcible 
robbery in the presence of a car owner or operator can be 
dangerous, Since the prolonged contact between the car 
owner and thief allows the thief to direct violence against the 
C OWC. 

Therefore, there is a need for a method and System that 
notifies appropriate law enforcement or Security authorities 
of the crime in progress. It would be desirable if the method 
and System facilitated Separation of the thief and the car 
owner by allowing the car thief to drive off. It would be even 
more desirable if the method and System enabled a quick and 
Simple recovery of the car. 

SUMMARY OF THE INVENTION 

The present invention provides a method, computer pro 
gram product, and System for alerting authorities or emer 
gency contacts during a car theft. The method comprises 
receiving a personal identification number into a vehicle 
Security System; determining that a dureSS code has been 
entered; disarming the Security System, wherein the vehicle 
may be entered and driven away without any indication of 
an alarm; and then disabling the vehicle upon Satisfying a 
certain condition, Such as a pre-determined amount of time 
or a predetermined distance. Before disabling the vehicle, it 
may be preferable to also Satisfy a Second condition, Such as 
the vehicle traveling at a low speed, in order to avoid causing 
an unsafe condition. Preferably, the dureSS code has an 
identical number of alphanumeric characters as a normal 
personal identification number entered to disarm the Security 
System. 

The Security System processor or controller within the 
vehicle determines that the duress code has been entered by 
reading the entered code, and then comparing the entered 
code with the duress code that is stored in memory. The 
vehicle is then later disabled by various means, for example, 
by closing a Solenoid valve in a fuel line or by opening a 
circuit breaker in an ignition power circuit. After the vehicle 
has been disabled, the Security System may then alert people 
around the car by Setting off an alarm Selected from Sound 
ing the horn, Sounding an alarm Siren, blinking the 
headlights, blinking the tail lights or combinations thereof. 

If a mobile telephone is installed in the vehicle, then the 
method may further comprise retrieving a telephone number 
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2 
for authorities or other emergency contacts from the Security 
System memory, and then Silently calling authorities at the 
telephone number retrieved in order to notify them of the car 
theft and allow them to determine the vehicle's location. In 
the future, mobile telephone systems will have the capability 
to determine the location of a given mobile telephone (a 
capability referred to as “Enhanced 911') and using this 
feature would serve the present purpose. If a global posi 
tioning System is installed in the vehicle, the method further 
comprises reading the vehicle's location from the global 
positioning System, and then notifying the authorities of the 
vehicle's location. Notification may be by means selected 
from a pre-recorded message or an interactive voice 
response System, or combinations thereof. 
The foregoing and other objects, features and advantages 

of the invention will be apparent from the following more 
particular description of a preferred embodiment of the 
invention, as illustrated in the accompanying drawings 
wherein like reference numbers represent like parts of the 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schematic of a system that may be used to 
implement the present invention. 

FIGS. 2A and 2B show a flow chart of a method for 
alerting authorities during a car theft. 

DETAILED DESCRIPTION 

The present invention provides a method for using a 
vehicle Security System in a manner that provides an out 
Ward appearance of a typical use of the Security System or 
other electronic device, but in reality the Security System is 
being used to notify authorities or emergency contacts of a 
crime in progreSS and/or to disable a vehicle shortly after the 
vehicle is Stolen. More specifically, the present invention 
uses an alternate code, or dureSS code, to replace a normal 
Security code that must normally be entered into a Security 
System or other type of device. 
The user's duress code will preferably have a format that 

is similar to that of the user's normal code, So that it is 
improbable that a thief observing the user's entry of the 
dureSS code on the keypad would know that the user's dureSS 
code was entered Since the number Sequence is not readily 
identifiable. In particular, the dureSS code and normal code 
should contain the same number of characters and the same 
type of characters. Especially Since the dureSS code appears 
to result in the disabling of the security system, the thief will 
presumably have no reason to Suspect an alarm has been 
triggered. 

In one embodiment, the System accepts a Security code 
having a certain number of digits assigned to the user and a 
certain number of digits that are option codes. The option 
codes may allow the user to initiate a variety of predeter 
mined actions or enter a variety of predetermined informa 
tion. The predetermined actions may include, without 
limitation, Setting an alarm, triggering a false error message, 
and calling a friend. Such predetermined actions are only 
limited by the nature of electronic communications and 
control, how widely the electronic communication of the 
network of the monitoring Service will reach and the autho 
rization that the user has provided to facilitate the requested 
actions. The predetermined information may include, with 
out limitation, the user's dureSS, the number of thieves, the 
type of weapons carried by the thieves, and how many 
people are with you. For example, assume that a Security 
code is made up of five digits, the first four digits being 

IPR2022-00601 
Apple EX1036 Page 5

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
  Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

  Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
  With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

  Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
  Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

  Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


