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SECURITY SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is based upon and claims priority from
prior French Patent Application No. 97-16467, filed Dec. 24,
1997, the entire disclosure of which is herein incorporated
by reference.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to security systems, and
more specifically to security systems of the type having a
fixed terminal and a portable unit that delivers a signal to the
fixed terminal.

2. Description of Related Art

A conventional automobile security system is one
example of a security system that has a fixed terminal and a
portable unit that delivers a lock/unlock signal to the fixed
terminal. In the typical automobile security system, the fixed
terminal is a device for the centralized locking and unlock-
ing of the vehicle and the portable unit is a remote control
for operating the locking and unlocking device. The portable
unit is designed to be carried by an authorized user (e.g., the
vehicle owner), and under certain conditions delivers the
lock/unlock signal to the fixed terminal in order to remotely
lock or unlock the doors of the vehicle. (This description
uses the term “fixed”, for example in designating the locking
and unlocking device on the vehicle, in a relative sense and
the term should be understood with reference to the portable
unit.)

The lock/unlock signal from the portable unit is generally
transmitted by a carrier wave such as an electromagnetic or
infrared wave, and typically includes a fixed or changing
code (i.e., a code whose value depends on the number of
previous transmissions). The code must be recognized as
valid by the fixed terminal in order for the signal to prompt
the locking or unlocking of the doors of the vehicle. While
this provides some anti-theft protection, the security level of
such a system against theft is still imperfect because the
mere physical possession of the portable unit is generally
sufficient to effect the unlocking of the vehicle. Thus, if the
portable unit is lost or stolen, an ill-intentioned third party
can easily use the portable unit to open the doors of the
vehicle and then remove articles inside the vehicle or even
steal the vehicle.

To overcome this problem, a security system can be
associated with its authorized user (or users) so that only an
authorized user can unlock the doors of the vehicle. For
example, the system can include means for measuring a
biometrical signature of an authorized user. With such a
means, the security system can use a biometrical signature
such as a fingerprint, the iris of the eye, or an audiometrical
spectrum of the authorized user’s voice to identify or
authenticate a physical person. To this end, it has been
proposed to use a voice recognition module in the fixed
terminal of a security system to control the locking or
unlocking of the vehicle upon the sound of the authorized
user’s voice. In such a system, the portable unit becomes
superfluous and can be eliminated to produce a “hands-free”
access system.

While such a system would provide some advantages over
conventional security systems, there is a risk that the vehicle
will be accidentally unlocked. For example, when in the
vicinity of the vehicle, the authorized user could inadvert-
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ently pronounce a word or sequence of words that prompts
the unlocking of the vehicle. If the user does not realize that
this has happened, the user may walk away and thus
inadvertently leave the vehicle unguarded with its doors
unlocked.

SUMMARY OF THE INVENTION

In view of these drawbacks, it is an object of the present
invention to remove the above-mentioned drawbacks and to
provide a security system of the type associated with an
authorized user (or users) that has a reduced chance of an
inadvertent or untimely unlocking of the vehicle. The secu-
rity system includes a fixed terminal and a portable unit that
provides the fixed terminal with a signal for locking and
unlocking a functional unit (e.g., a vehicle). The portable
unit includes a detector, a measurement device, and a signal
generator. The detector generates an activation signal when
active intervention by a user is detected, and the measure-
ment device measures a biometrical signature of the user.
When the activation signal and a measurement signal are
produced within a specified temporal window, the signal
generator generates the lock/unlock signal if the measured
biometrical signature corresponds to that of an authorized
user. Because the measurement of a valid biometrical signal
iS necessary to prompt the portable unit to transmit the
lock/unlock signal, an ill-intentioned third party possessing
the portable unit cannot use it to unlock the vehicle. Further,
because an active intervention by the user is still necessary
to transmit the lock/unlock signal, the chance of untimely or
inadvertently unlocking the vehicle is significantly reduced
or eliminated. The present invention also preserves the
function of a remote unit so that the users’ current habits do
not have to be significantly modified.

Other objects, features, and advantages of the present
invention will become apparent from the following detailed
description. It should be understood, however, that the
detailed description and specific examples, while indicating
preferred embodiments of the present invention, are given
by way of illustration only and various modifications may
naturally be performed without deviating from the present
invention.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a simplified drawing showing a security system
for an automobile;

FIG. 2 is a drawing showing a portable unit according to
an embodiment of the present invention; and

FIG. 3 is a block diagram of a portable unit according to
an embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

Preferred embodiments of the present invention will be
described in detail hereinbelow with reference to the
attached drawings.

FIG. 1 is a simplified illustration of a security system for
an exemplary functional unit in the form of an automobile.
The automobile 101 is fitted with an onboard fixed terminal
such as a centralized locking and unlocking unit 102. The
security system also includes a portable unit 103 such as a
“remote™ control that is usually associated with a key for the
vehicle. (In the following description, the portable unit is
identified with the remote control or the key for the vehicle
and these three expressions are used without distinction.)

The portable unit is designed to be carried and operated by
an authorized user 104 (e.g., the owner of the vehicle), and
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other authorized users can use the same portable unit 103 or
another unit of the same kind that is assigned to them for the
same function. Under certain conditions, the portable unit
103 delivers a lock/unlock signal SD to the fixed terminal
102 by means of a carrier wave such as an electromagnetic
or infrared wave. In preferred embodiments, the lock/unlock
signal SD is an amplitude-modulated or phase-modulated
radio frequency signal that is generated by the portable unit.

FIG. 2 shows a more detailed view of a portable unit in
the form of a key in accordance with an embodiment of the
present invention. The key 103 has a conventional metal
portion 12 that forms a key insert and an upper portion 11
that forms the head or grasping portion of the key. The upper
portion 11 fulfills a remote control function of the system.
For this purpose, the upper or remote control portion in the
illustrated embodiment is a plastic portion containing an
electronic circuit that transmits the lock/unlock signal SD.
The remote control portion includes detection means for
detecting the active intervention of the user in a known
manner. For example, the detection means can include one
or more keys of a keyboard, or more simply a switch SW
(e.g., a push-button type switch) that is positioned under a
first region 13 of the remote control portion 11. The first
region 13 of the remote control portion can be folded by
pressure exerted by the user’s thumb 15 (e.g., because of a
smaller thickness or the presence of adjacent ribs) to activate
the switch SW within the remote control portion 11.

Additionally, the remote control portion 11 includes mea-
surement means for measuring a biometrical signature of the
authorized user of the vehicle. In one embodiment, the
measurement means includes a microphone and a voice-
recognition device that identify the user’s voice. However,
in preferred embodiments such as the one shown in FIG. 2,
the measurement means includes a fingerprint sensor CED
that is located within the remote control portion 11 of the
portable unit 103. The active surface of the sensor CED is
flush with an outer surface of the plastic portion 11 of the
key.

Sensors suitable for such use are currently available in the
form of monolithic integrated circuits at prices that are
compatible with the market for automobile security systems.
Further, these sensors are sufficiently precise, reliable, and
compact for such an application. For example, one such
sensor is manufactured by STMicroelectronics S.A.
(Gentilly, France) under the reference STFP2015-50. This
particular sensor has an active surface area of less than 2 cm?*
that includes nearly 100,000 detection cells arranged in a
matrix. The entire active surface area is scanned eight times
per second and serial digital data corresponding to the active
surface scanning is delivered.

In the illustrated embodiment of the present invention, the
fingerprint sensor CED is positioned beneath a second
region 14 of the remote control portion 11 that is opposite
the first region 13. This allows the user’s index finger 16 to
contact the second region 14 containing the sensor while the
thumb 15 contacts the first region 13 containing the switch
when the plastic portion 11 of the key is clamped between
these fingers. In some alternative embodiments, the sensor is
positioned on the surface of the plastic portion 11 at the level
of the first region 13 so that the user’s thumb 15 is applied
against the active surface of the sensor while also exerting
pressure through the sensor to activate the push-button SW.
While two mechanical layouts for the switch and sensor in
the portable unit have been described, the present invention
is not limited to only these specific structures. The elements
of the portable unit can be laid out in any appropriate manner
in accordance with design preferences by one of ordinary
skill in the art, and thus specific structures are not described
in detail.
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FIG. 3 is a block diagram of a portable unit according to
one embodiment of the present invention. As shown, the
portable unit includes detection means for detecting active
intervention by a user and producing an activation signal
SALl. In one embodiment, the detection means is formed by
a switch SW that has a first terminal connected to the
positive terminal of a voltage source ST1, and a negative
supply terminal of the voltage source is connected to ground.
The activation signal SA1 is delivered by the second termi-
nal of the switch SW. Thus, the activation signal SAI is
active (e.g., in the “1” state) when the switch SW is closed.

However, in the illustrated embodiment, the detection
means includes the switch SW and a timer MS1. The first
terminal of the switch SW is similarly connected to the
voltage source ST1, but the timer MS1 is connected to the
second terminal of the switch and outputs the activation
signal SA1. In this embodiment, the timer is a monostable
circuit with a time constant T. The timer has the effect of
holding the activation signal SA1 in the active state for a
specified time, which corresponds to the time constant T,
after the closing of the switch SW. Thus, even if the pressure
exerted on the switch by the user’s thumb is stealthy, the
activation signal is kept active for the specified time. This is
especially advantageous when the switch is of a stealthy
type such as a push-button.

Additionally, the portable unit includes measurement
means CED, preferably in the form of a fingerprint sensor,
for measuring a biometrical signature of the user and deliv-
ering a measurement signal SM2. The portable unit also
includes generation means for generating the unlock signal
SD when the activation signal SA1 and the measurement
signal SM2 are produced within a specified temporal win-
dow and the measured biometrical signature corresponds to
an authorized user. The generation means is in the form of
a control circuit 20 having a first input E1 that receives the
activation signal SA1 and a second input E2 that receives the
measurement signal SM2 from the sensor CED.

The control circuit 20 also includes a microcontroller M1
that has a memory DB2 in which biometrical signatures of
one or more authorized users are stored (e.g., the fingerprint
of the thumb, index finger, or any other finger). Preferably,
each biometrical signature is stored as a matrix of binary
data and the biometrical signatures of each authorized user
are stored in distinct areas of the memory DB2 that are
referenced by a user number. For example, five distinct areas
could be reserved for storing the biometrical signatures of
five different authorized users (e.g., the members of a
family), with each user being fictitiously associated with a
user number (e.g., 1, 2, 3,4 or 5). It is also preferable to have
the fingerprint sensor CED deliver the measurement signal
SM2 as a digital signal so that the data supplied to the second
input E2 of the control unit 20 can be directly exploited by
the microcontroller M1. Otherwise, it is necessary to provide
an analog-to-digital converter for the measurement signal.

The microcontroller M1 is driven by a control program.
When the data elements of the measurement signal SM2
correspond to the data elements stored in one of the areas of
the memory DB2, the microcontroller M1 delivers an output
signal OUT. The output signal OUT is then supplied to a
transmission circuit ER2 to prompt the transmission of the
unlock signal SD, for example through an antenna, infrared
diode, or electrical connection. In order to provide a clear
illustration of the logical combination of the activation
signal SA1 and the measurement signal SM2 within the
control unit 20, FIG. 3 shows an AND gate PL2 that receives
the activation signal SA1 at one input and the measurement
signal SM2 at another input. The output of the AND gate
PL2 is supplied to an input il of the microcontroller M1.
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