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uestions related to the identity of individuals such as “Is this the 

person who he or she claims to be?,” “Has this applicant been here before?,”

“Should this individual be given access to our system?” are asked millions of

times every day by organizations in financial services, health care, e-commerce,

telecommunication, and government. In fact, identity fraud in welfare disbursements, credit

card transactions, cellular phone calls, and ATM withdrawals totals over $6 billion each year [5]. 
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For this reason, more and more organizations are
looking to automated identity authentication sys-
tems to improve customer satisfaction and operating
efficiency as well as to save critical resources (see Fig-
ure 1). Furthermore, as people become more
connected electronically, the ability to
achieve a highly accurate automatic personal
identification system is substantially more
critical [5]. 

Personal identification is the process of
associating a particular individual with an
identity. Identification can be in the form of verifi-
cation (also known as authentication), which entails
authenticating a claimed identity (“Am I who I
claim I am?”), or recognition (also known as identi-

fication), which entails determining the identity of a
given person from a database of persons known to
the system (“Who am I?”). Knowledge-based and
token-based automatic personal identification

approaches have been the two traditional
techniques widely used [8]. Token-based
approaches use something you have to make
a personal identification, such as a passport,
driver’s license, ID card, credit card, or keys.
Knowledge-based approaches use something
you know to make a personal identification,

such as a password or a personal identification num-
ber (PIN). Since these traditional approaches are not
based on any inherent attributes of an individual to
make a personal identification, they suffer from the
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When it comes to working biometric identification technologies, 

it’s not only our fingerprints that do the talking. Now, our eyes, hands,  

signature, speech, and even facial temperature can ID us. 
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obvious disadvantages: tokens may be lost, stolen,
forgotten, or misplaced, and a PIN may be forgot-
ten by a valid user or guessed by an impostor. (Sur-
prisingly, approximately 25% of the people appear
to write their PIN on their ATM card, thus defeat-
ing the protection offered by PIN when ATM
cards are stolen [5]!) Because knowledge-based and
token-based approaches are unable to differentiate
between an authorized person and an impostor
who fraudulently acquires the token or knowledge
of the authorized person [8], they are unsatisfac-
tory means of achieving the security requirements
of our electronically interconnected information
society. 

Biometric identification refers to identifying an
individual based on his or her distinguishing physi-
ological and/or behavioral characteristics (biometric
identifiers) [5]. It associates/disassociates an individ-
ual with a previously determined identity/identities
based on how one is or what one does. Because
many physiological or behavioral characteristics are
distinctive to each person, biometric identifiers are
inherently more reliable and more capable than
knowledge-based and token-based techniques in dif-
ferentiating between an authorized person and a
fraudulent impostor. 

A biometric system is essentially a pattern recog-
nition system that makes a personal identification
by establishing the authenticity of a specific physio-
logical or behavioral characteristic possessed by the
user. Logically, a biometric system can be divided
into the enrollment module and the identification
module (see Figure 2). During the enrollment
phase, the biometric characteristic of an individual
is first scanned by a biometric sensor to acquire a
digital representation of the characteristic. In order
to facilitate matching and to reduce the storage

requirements, the digital representation is further
processed by a feature extractor to generate a com-
pact but expressive representation, called a “tem-
plate.” Depending on the application, the template
may be stored in the central database of the biomet-
ric system or be recorded on a magnetic card or
smartcard issued to the individual.

During the recognition phase, the biometric
reader captures the characteristic of the individual to
be identified and converts it to a digital format,
which is further processed by the feature extractor to
produce the same representation as the template.
The resulting representation is fed to the feature
matcher that compares it against the template(s) to
establish the identity of the individual. 

An ideal biometric should be universal, where
each person possesses the characteristic; unique,
where no two persons should share the characteris-
tic; permanent, where the characteristic should nei-
ther change nor be alterable; and collectable, where
the characteristic is readily presentable to a sensor
and is easily quantifiable. 

In practice, however, a characteristic that satisfies
all these requirements may not always be feasible for
a useful biometric system. The designer of a practi-

cal biometric system must also consider a number of
other issues, including:

•Performance, that is, a system’s accuracy, speed,
robustness, as well as its resource requirements,
and operational or environmental factors that
affect its accuracy and speed;

•Acceptability, or the extent people are willing to
accept for a particular biometric identifier in
their daily lives; 

•Circumvention, as in how easy it is to fool the sys-
tem through fraudulent methods. 

Depending on the application context, a biometric
system may either operate in a verification (authen-
tication) mode or in a recognition (identification)
mode [5]. A verification system authenticates a per-
son’s identity by comparing the captured biometric
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Forensic

Criminal investigation 

Corpse identification

Parenthood 

  determination

Civilian

National ID

Driver's license

Welfare disbursement

Border crossing

Commercial

ATM

Credit card

Cellular phone

Access control

Table 1. Biometric applications

Figure 1. Biometric applications.

(a) National ID card (b) Smartcard

(c) ATM transaction (d) Computer login
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characteristic with the person’s own biometric tem-
plate(s) prestored in the database. In this system, an
individual who desires to be identified submits a
claim to an identity usually via a magnetic-stripe
card, login name, or smartcard, and the system
either rejects or accepts the submitted claim of iden-
tity. In a recognition system, the system establishes a
subject’s identity (or fails to if the subject is not

enrolled in the system database) by searching the
entire template database for a match—-without the
subject having to claim an identity. 

Measuring Performance
Evaluating the performance of a biometric identifica-
tion system is a challenging research topic [12]. The
overall performance of a biometric system is assessed in
terms of its accuracy, speed, and storage. Several other
factors, like cost and ease-of-use, also affect efficacy. 

Biometric systems are not perfect, and will some-
times mistakenly accept an impostor as a valid indi-
vidual (a false match) or conversely, reject a valid
individual (a false nonmatch). The probability of
committing these two types of errors are termed false
nonmatch rate (FNR) and false match rate (FMR);
the magnitudes of these errors depend upon how lib-
erally or conservatively the biometric system oper-
ates. Figure 3 shows the trade-off between a system’s
FMR and FNR at different operating points; it’s
called the “Receiver Operating Characteristics
(ROC)” and is a comprehensive measure of the sys-
tem accuracy in a given test environment.

High-security access applications, where concern
about break-in is great, operate at a small FMR.
Forensic applications, where the desire to catch a
criminal outweighs the inconvenience of examining a
large number of falsely accused individuals, operate
their matcher at a high FMR. Civilian applications
attempt to operate their matchers at the operating

points with both a low FNR and a low FMR. The
error rate of the system at an operating point where
FMR equals FNR is called the equal error rate (EER)
which may often be used as a terse descriptor of sys-
tem accuracy. Accuracy performance of a biometrics
system is considered acceptable if the risks (benefits)
associated with the errors in the decision-making at a
given operating point on ROC for the given test envi-

ronment are acceptable. Simi-
larly, accuracy of a
biometrics-based identification
is unacceptable/poor if the risks
(benefits) associated with errors
related to any operating point
on the ROC for a given test
environment are unacceptable
(insufficient). 

The size of a template, the
number of templates stored per
individual, and the availability
of compression mechanisms
determine the storage required
per user. When template sizes
are large and the templates are

stored in a central database, network bandwidth may
become a system bottleneck for identification. A typ-
ical smartcard may only hold a few kilobytes of infor-
mation (for instance, 8K) and in systems using
smartcards to distribute the template storage, tem-
plate size becomes an important design issue. 

The time required by a biometric system to make
an identification decision is critical to many applica-
tions. For a typical access-control application, the sys-
tem needs to make an authentication decision in
real-time. In an ATM application, for instance, it is
desirable to accomplish the authentication within
about one second. For forensic applications, however,
the time requirements may not be very stringent. 

All other factors remaining identical, the wide-
spread use of biometrics will be stimulated by its
adoption in the consumer market. The single most
important factor affecting this realization is the cost
of the biometrics systems including the sensors and
related infrastructure. Some sensors, such as micro-
phones, are already very inexpensive, while others,
such as CCD cameras, are now becoming standard
peripherals in a personal computing environment.
With the recent advances in  solid-state technology,
fingerprint sensors will become sufficiently inexpen-
sive in the next few years. Storage requirements of
the biometric templates and processing requirements
for matching are among the two major considera-
tions towards the infrastructure cost. 

The human factors issue is also important to the
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Figure 2.  A generic biometric system.
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success of a biometric-based identification. How
easy and comfortable is it to acquire a given biomet-
ric? For example, biometric measurements that do
not involve touching an individual, such as face,
voice, or iris, may be perceived as more user-friendly.
Additionally, biometric technologies requiring very
little cooperation/participation from the users (such
as face and thermograms) may be perceived as more
convenient to users. A related issue is public accep-
tance. There may be a prevalent perception that bio-
metrics are a threat to the privacy of an individual.
In this regard, the public needs to learn that bio-
metrics could be one of the most effective, and in
the long run, more profitable means for protecting
individual privacy. For instance, a biometrics-based
patient information system can reliably ensure that
medical records can only be accessed by medical per-
sonnel and the individual concerned. As in any
industry, government regulations and directives may
either provide a boost or lead to the demise of cer-
tain types of biometric technologies. Upcoming
U.S. legislation such as the Health Information
Portability Act (HIPA), may have a favorable impact
on the biometrics industry. A good approach to
piloting and gaining gradual acceptance of a bio-
metrics solution could be to introduce it on a vol-

untary basis with either explicit or implicit incen-
tives for opting biometrics-based solution. 

Applications Flourish 
Biometrics is a rapidly evolving technology that has
been widely used in forensics, such as criminal iden-
tification and prison security. Biometric identifica-
tion is also under serious consideration for adoption
in a broad range of civilian applications. E-com-
merce and e-banking are two of the most important
application areas due to the rapid progress in elec-
tronic transactions. These applications include elec-
tronic fund transfers, ATM security, check cashing,
credit card security, smartcards security, and online
transactions. There are currently several large bio-
metric security projects in these areas under devel-
opment, including credit card security
(MasterCard) and smartcard security (IBM and
American Express). A variety of biometric technolo-
gies are now competing to demonstrate their effi-
cacy in these areas.

The market of physical access control is currently
dominated by token-based technology. However, it
is predicted that, with the progress in biometric
technology, market share will increasingly shift to
biometric techniques.

Information system and computer-network secu-
rity, such as user authentication and access to data-
bases via remote login is another potential
application area. It is expected that more and more
information systems and computer-networks will be
secured with biometrics with the rapid expansion of
Internet and intranet. With the introduction of bio-
metrics, government benefits distribution programs
such as welfare disbursements will experience sub-
stantial savings in deterring multiple claimants. In
addition, customs and immigration initiatives such
as INS Passenger Accelerated Service System
(INSPASS), which permits faster processing of pas-
sengers at immigration checkpoints based on hand
geometry, will greatly increase the operational effi-
ciency. A biometric-based national identification sys-
tem provides a unique ID to the citizens and
integrates different government services. Biometrics-
based voter registration prevents voter fraud; and
biometrics-based driver registration enforces issuing
only a single driver license to a person; and biomet-
rics-based time/attendance monitoring systems pre-
vent abuses of the current token-based manual
systems. 

Biometric Technologies 
There are a multitude of biometric techniques either
widely used or under investigation. These include,
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Figure 3. Receiver Operating Characteristics 
(ROC) of a system illustrates false nonmatch 
rate (FNR) and false match rate (FMR) of a 

matcher at all operating points. Each point on 
a ROC defines FNR and FMR for a given 

matcher, operating at a particular matching 
score threshold.  A smaller FNR (that is, a more 
tolerant system) usually leads to a larger FMR 
while a smaller FMR (a less tolerant system) 

usually implies a larger FNR. Note that System 
A is consistently inferior to System B in 

accuracy performance. 
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