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A method and system for authenticating a user to access a 
computer system. The method comprises communicating 
security information to the computer system, and providing 
the computer system with an implicit input. The method 
further comprises determining whether the security infor­
mation and implicit input match corresponding information 
associated with the user. The method further comprises 
granting the user access to the computer system in the event 
of a satisfactory match. When authenticating the user, the 
method and system consider the possibility of the user being 
legitimate but subject to duress or force by a computer 
hacker. 

15 Claims, 4 Drawing Sheets 

410 

420 

IPR2022-00601 
Apple EX1005 Page 1

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jul. 20, 2004 Sheet 1 of 4 US 6,766,456 Bl 

V 130 

TIMER 

·~ 

110 -"- ' I' V 120 

USER PROCESS 
INTERFACE - CIRCUIT 

/ 150 

'" I-+ . 
- PASS 

COMPARE 
CIRCUIT 

c----+ 1---+ ,, FLAG 

MEMORY 

I'\ 140 

;J 
100 

FIG. I 

IPR2022-00601 
Apple EX1005 Page 2

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jul. 20, 2004 Sheet 2 of 4 US 6,766,456 Bl 

230 

200 

FIG.2 

IPR2022-00601 
Apple EX1005 Page 3

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent Jul. 20, 2004 

310/ 

FIG.3A 

330/ 

FIG.3C 

Sheet 3 of 4 US 6,766,456 Bl 

FIG.3B 

/340 
✓ 

FIG.SD 

IPR2022-00601 
Apple EX1005 Page 4

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


U.S. Patent 

400 

BEGIN 

No 

470 

Jul. 20, 2004 Sheet 4 of 4 

USER ENTERS SECURITY 
INFORMATION 

SEARCH FOR PATTERN IN 
INPUT 

Yes 

460 

410 

416 

420 

US 6,766,456 Bl 

FIG.4 

Yes 440 

ISSUE ALERT TO 
SECURITY 

ADMINISTRATOR 

Yes 450 

GRANT 
ACCESS 

DOWNGRADE 
14-----, SECURITY CLEARANCE 

TO "LIMITED" 

490 
END 

IPR2022-00601 
Apple EX1005 Page 5

f 

 

Find authenticated court documents without watermarks at docketalarm.com. 

https://www.docketalarm.com/


Real-Time Litigation Alerts
	� Keep your litigation team up-to-date with real-time  

alerts and advanced team management tools built for  
the enterprise, all while greatly reducing PACER spend.

	� Our comprehensive service means we can handle Federal, 
State, and Administrative courts across the country.

Advanced Docket Research
	� With over 230 million records, Docket Alarm’s cloud-native 

docket research platform finds what other services can’t. 
Coverage includes Federal, State, plus PTAB, TTAB, ITC  
and NLRB decisions, all in one place.

	� Identify arguments that have been successful in the past 
with full text, pinpoint searching. Link to case law cited  
within any court document via Fastcase.

Analytics At Your Fingertips
	� Learn what happened the last time a particular judge,  

opposing counsel or company faced cases similar to yours.

	� Advanced out-of-the-box PTAB and TTAB analytics are  
always at your fingertips.

Docket Alarm provides insights to develop a more  

informed litigation strategy and the peace of mind of 

knowing you’re on top of things.

Explore Litigation 
Insights

®

WHAT WILL YOU BUILD?  |  sales@docketalarm.com  |  1-866-77-FASTCASE

API
Docket Alarm offers a powerful API 
(application programming inter-
face) to developers that want to 
integrate case filings into their apps.

LAW FIRMS
Build custom dashboards for your 
attorneys and clients with live data 
direct from the court.

Automate many repetitive legal  
tasks like conflict checks, document 
management, and marketing.

FINANCIAL INSTITUTIONS
Litigation and bankruptcy checks 
for companies and debtors.

E-DISCOVERY AND  
LEGAL VENDORS
Sync your system to PACER to  
automate legal marketing.


