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biometric arrangements store (207) a card user’s biometric signa-
. - card ture in a local memory (124) in a verification station
! n pointer {127) the first time the card user uses the verification sta-
NO us;d for tion {127) in question. The biometric signature Is stored
Card device :adp:rﬁy at & memory address (607) defined by the card infor-
application mation (605) on the user's card (601). All future uses
2m 208 —_| of the particular verification station (127) by someone
submitting the aforementioned card (601} requires the
Process card N\ ang card oser to submit both the card and a biometric signa-
information see Fig. 8 ture, which is verified against the signature stored at the
* memory address defined by the card information (605)
thereby determining if the person submitting the card is

Request & authorised Ie do so.
receive biometric | - 203
signaiure
205 see Fig. 6
Verification
process gl
Memory (card data) = E;:;;::: t -
207
Alert process see Fig. 7
208
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IMPROVING CARD DEVICE SECURITY USING BIOMETRICS
Field of the Invention

The present invention relates generally to security issues and, in particular, to
security issues associated with use of card devices such as credit cards, smart cards, and
wireless card-equivalents such as wireless transmitting fobs.

Background

This description makes reference to various types of “card device” and their
associated “reader devices” (respectively referred to merely as cards and readers). The
card devices all contain card information that is accessed by “coupling” the card device to
an associated reader device. The card information is used for various secure access
purposes including drawing cash from an Automatic Teller Machine (ATM), making a
purchase on credit, updating a loyalty point account and so on. The card information is
typically accessed from the card by a corresponding card reader which then sends the card
information to a “back-end” system that completes the appropriate transaction or process.

One type of card is the “standard credit card” which in this description refersto a
traditional plastic card 701 as depicted in Fig. 1. The standard credit card is typically
“swiped” through a slot in a standard credit card reader in order to access card
information 702 on the card 701. The card information 702 can alternately be encoded
using an optical code such as a bar code, in which case the reader is suitably adapted.
The standard credit card 701 also typicaily has the signature 703 of the card-owner
written onto a paper strip on the card 701, This is used for verification of the identity of
the person submitting the card when conducting a transaction using the card 701.

Another type of card device is the smart card (not shown) that typically has an
on-board processor and a memory. The smart card typically has electrical contacts that
mate with corresponding contacts on a smart card reader (not shown) when accessing data

in the memory of the smart card.
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Another type of card device is the wireless “key-fob” which is a small radio
transmitter that emits a radio frequency (RF) signal when a button on the fob is pressed.
The RF signal can be encoded using the Wiegand protocol, or any other suitable protocol,
such as rolling code or Bluetooth™ and can include encryption if desired. The key-fob
typically has a processor and memory storing data that is sent via the transmitted signal to
a corresponding receiver, which is the “reader device” for this type of card device.

The description alsc refers to “card user” and “card owner”. The card user is the
person who submits the card for a particular transaction. The card user can thus be the
(authorised) card owner or an (unauthorised) person who has found or stolen the card,

Clearly the signature 703 on the standard credit card 701 in Fig. 1 can be forged.
Thus, if the standard card 701 is stolen or lost, an unauthorised user can use the card
provided that they can supply a sufficiently accurate version of the signature 703. The
only recourse available to the card owner is to notify the card issuing company to
“cancel” the card.

Current card devices such as the standard credit card, the smart card and the key-
fob can have their security enhanced by requiring the card user to provide PIN (Personal
Identification Number) information through a keypad to verify their identity prior to
completing a transaction. However, PIN information can also be “stolen” by surveillance
of the card owner’s hands as the card owner operates the keypad.

Biometric verification can also be incorporated into current card systems to
enhance security. In Fig. 2 the card user swipes the standard card 701 through an
associated card reader (not shown) that accesses the card information 702 on the card 701.
The card user also provides a biometric input 801, for example by pressing their thumb
against a biometric (eg fingerprint) reader 802, The c¢ard information 702 that is read by
the card reader (not shown), together with the biometric signature that is read by the

biometric (fingerprint) reader 802, are sent, as depicted by a dashed amrow 803, a
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computer network 804, and a further dashed arrow 805, to a back-end system including a
database 806 and associated processor (not shown).

In this arrangement, the card owner needs to have previously registered their
biometric signature 801 and the card information 702 for pre-loading onto the back-end
database 806. Having done so, the back-end processor (not shown) compares the pre-
loaded information on the database 806 with the information received at 8035, in order to
check that the card holder of the card 701 is the (authorised) card owner and that the card
itself is valid, in which case the {ransaction in question can proceed. Clearly this
arrangement requires a central repository (806) of card information 702 and biometric
information 801. This is cumbersome and potentially compromises the privacy of the
holder of the card 701. This arrangement also requires complex back-end database
management and the communications network 804, Furthermore, the front-end biometric
signature reader 802 requires storage and/or processing capabilities for the biometric
signatures. This results in a complex and expensive solution.

Privacy concerns have also been raised against the arrangement of Fig. 2 which
involves centralised storage and processing of personal information including biometric
information. These concemns have slowed widespread use of biometrics to enhance user
verification.

Summary

It is an object of the present invention to substantially overcome, or at least
ameliorate, one or more disadvantages of existing arrangements.

Disclosed are arrangements, referred to as Biometric Card Pointer (BCP)
arrangements or sysiems, which seek fo address the above problems relating to secure
access and/or secure processes, by automatically storing a card user’s biometric signature
in a local memory in a verification station comprising a card reader, a biometric signature

reader, the local biometric signature memory (preferably in a mechanically and
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electronically tamper-proof form), an alphanumeric keypad (optional), and a
communication module for communicating with back-end system that may be remotely
accessible over a network.

The card user’s biometric signature is automatically stored the first time the card
user uses the verification station in question (this being referred fo as the enrolment
phase). The biometric signature is stored at a memory address defined by the (“unique’)
card information on the user’s card as read by the card reader of the verification station.
Clearly the term “unique” means unique in the context of a permitted set of cards
associated with the verification station. This is described in more detail in regard to
Fig. 8.

All future uses (referred to as uses in the verification phase) of the particular
verification station by someone submitting the aforementioned card requires the card user
to submit both the card to the card reader and a biometric signature to the biometric
reader, which is verified against the signature stored at the memory address defined by the
card information thereby determining if the person submitting the card is authorised to do
S0.

Each use of the verification station is identical from the card user’s perspeciive,
requiring merely input of the card to the card reader, and provision of the biometric
signature {eg thumb print or retinal scan etc.) to the biometric reader.

An authorised card user will be automatically verified by the BCP arrangement
in the verification station, and the corresponding transaction, be it an ATM cash
withdrawal, a credit purchase, a loyalty point update ete. will simply proceed as normal.
An unauthorised card user (ie a card user who misappropriated the card after the initial
enrolment) will not receive authorisation, and the intended transaction will not proceed.

Furthermore, the biometric signature of the unauthorised user will be captured in the
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verification station, and can be used by the authorities to track the unauthorised user and
prove misappropriation of the card.

The disclosed BCP arrangements require little if any modification of the back-
end systems or the (front-end) card. The additional administrative overheads associated
with the BCP arrangements, above those already required for systems using (standard)
cards and back-end systems, are minimal. The BCP arrangements also potentially have a
reduced impact on privacy of card users. The biometric signatures stored in the local
database of the verification station can be made off limits to anyone, or limited tc law
enforcement agencies, depending on the administrative environment in which the BCP
arrangements are implemented. Users of current card systems can leam to use BCP
arrangements without much effort, needing only to provide a biometric signature when
asked to do so at the verification station. The difference between the enrolment and
verification phases are transparent to users, further reducing the effort in leaming how fo
use the BCP arrangements.

According to a first aspect of the present invention, there is provided a method of
enrolling in a biometric card pointer system, the method comprising the steps of:

receiving card information;

receiving the biometric signature; and

storing, if a memory location defined by the card information is unoccupied, the
biometric signature at the defined memory [ocation.

According to another aspect of the present invention, there is provided a method
of obtaining verified access to a process, the method comprising the steps of:

storing a biometric signature according to the noted enrolment method;

subsequently presenting card information and a biometric signature; and

verifying the subsequently presented presentation of the card information and the

biometric signature if the subsequently presented biometric signature matches the
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biometric signature at the memory location defined by the subsequently presented card
information.

According to another aspect of the present invention, there is provided a method
of securing a process at a verification station, the method comprising the steps of:

(a) providing card information from & card device to a card reader in the
verification station;

(b) inputting a biometric signature of a user of the card device {¢ a biometric
reader in the verification station;

(c) determining if the provided card information has been previously provided to
the verification station;

(d) if the provided card information has not been previously provided te the
verification station;

{da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and

(db) performing the process dependent upon the received card
information;

(g) if the provided card information has been previously provided to the
verification station;

{ea) comparing the inputted biometric signature to the biometric
signature stored in the memory at the memory location defined by the provided card
information;

(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

{ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.
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According to another aspect of the present invention, there is provided a
verification station for securing a process, the verification station comprising:
a card device reader for receiving card information from a card device coupled to
the verification station;
a biometric signature reader for receiving a biometric signature provided to the
verification station;
means for determining if the provided card information has been previously
provided to the verification station;
means, if the provided card information has not been previously provided to the
verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric
signature, not performing the process dependent upon the received card information.
According to another aspect of the present invention, there is provided a
computer program product including & computer readable medium having recorded
thereon a computer program for directing a processor to execute a method for securing a

process at a verification station, said program comprising;

IPR2022-00600
Apple EX1002 Page 13




10

15

20

23

WO 2007/619605 PCT/AU2006/601136

-8 .
code for determining if card information, provided fo a card device reader
incorporated into the verification station, has been previously provided to the verification
station;
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputfed biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric
signature, not performing the process dependent upon the received card information.
According to another aspect of the present invention, there is provided a
computer program product including a computer readable medium having recorded
thercon a computer program for directing a processor fo execute a method of enrolling in
a biometric card pointer system, the program comprising:
code for receiving card information;
code for receiving the biometric signature; and
code for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.
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According to another aspect of the present invention, there is provided a
computer program product including a computer readable medium having recorded
thereon a computer program for directing a processor to execute a method of obtaining
verified access to a process, the program comprising:

code for storing a biometric signature according to the noted enrolment method;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card
information and the biometric signature if the subsequently presented biometric signature
matches the biometric signature at the memory location defined by the subsequently
presented card information.

Other aspects of the invention are also disclosed.

Brief Description of the Drawings

Some aspects of the prior art and one or more embodiznents of the present
invention will now be described with reference to the drawings, in which:

Fig. 1 depicts a standard credit card;

Fig. 2 shows the card of Fig. 1 being used together with biometric verification;

Fig. 3 is a functional block diagram of a special-purpose computer system upon
which described methods for the BCP arrangements can be practiced;

Fig. 4 illustrates the biometric card pointer concept;

Fig. 5 is a flow chart of a process for using the biometric card pointer
arrangement;

Fig. 6 shows the verification process of Fig. 5 in more detail;

Fig. 7 shows the enrolment process of Fig. 5 in more detail;

Fig. 8 shows the card information process of Fig. 5 in more detail; and

Fig. 9 shows an altemate use for the biometric card pointer arrangement.

Detailed Description including Best Mode
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Where reference is made in any one or more of the accompanying drawings to
steps and/or features, which have the same reference numerals, those steps and/or features
have for the purposes of this description the same function(s) or operation(s), unless the
confrary intention appears.

Fig. 3 is a functional block diagram of a system 100 in which the disclosed BCP
arrangements can be practiced. The disclosed BCP methods particularly lend themselves
to implementation on the special-purpose computer system 100 such as that shown in Fig.
3 wherein the processes of Figs. 5-8 and 9 may be implemented as software, such as a
BCP application program executing within the computer systemm 100, In particular, the
steps of the BCP processes are effected by instructions in the BCP software that are
carried out by a verification station 127. The verification station 127 is typically
constructed in a tamper-proof manner, both physically and electronically, to prevent
unauthorised accese to the inner mechanism of the verification station 127. The
instructions may be formed as one or more code modules, cach for performing one or
more particular tasks. The BCP sofiware may also be divided into two separate parts, in
which a first part performs the BCP methods and a second part manages a user interface
between the first part and the user.

The BCP software may be stored in a computer readable medium, including the
storage devices described below, for example. The BCP software is loaded into the
verification station 127 from the computer readable medium, and then executed by the
verification station 127. A computer readable medium having such software or computer
program recorded on it is a computer program product, The use of the computer program
product in the computer preferably effects an advantageous apparatus for effecting the
BCP arrangements.

The verification station 127 comprises, in the described arrangement, a biometric

card pointer reader 125, a keypad 103, and a computer module 101, The biometric card
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pointer reader is made up of a biometric reader 102, a card device reader 112 and a local
database 124,

The computer system 100 consists of a computer module 101, input devices such
as a biometric reader 102, a card reader 112, and a keypad 103, output devices including
an LCD (Liquid Crystal Display) display device 126 and a loudspeaker 117. The
computer module 101 uses a Modulator-Damodulator (Modem) transceiver device 116
for communicating to and from a communications network 120, for example connectable
via a telephone line 121 or other functional medium. The modem 116 can be used to
obtain access to a back end system including a processor 122 and back-end database 123
over the Internet, and other network systems, such as a Local Area Network (LAN) or a
Wide Arca Network (WAN).

The computer module 101 typically includes at least one processor unit 103, and
a memory uuit 106, for example formed from semiconductor random access memory
(RAM) and read only Amemory (ROM). The module 101 also includes a number of
input/output (I/Q) interfaces including an audio-video interface 107 that couples {0 the
LCD display 126 and loudspeaker 117, an /O interface 113 for the keypad 103, biometric
reader 102 and card reader 112, and an interface 108 for the modem 116. In some
implementations, the modem 1116 may be incorporated within the computer module 101,
for example within the interface 108.

A storage device 109 is provided and typically includes a hard disk drive 110
and a flash memory 111. The components 105 to 111 and 113 of the computer
module 101, typically communicate via an interconnected bus 104 and in a manner that
results in a conventional mode of operation of the computer system 100 known to those in
the relevant art.

Typically, the BCP application prograrn is resident on the hard disk drive 110

and read and controlled in its execution by the processor 105. Intermediate storage of the
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program and any data fetched from the network 120 may be accomplished using the
semiconductor memory 106, possibly in concert with the hard disk drive 110. In some
instances, the BCP application program may be supplied to the user encoded on the flash
memory device 111, or alternatively may be read by the computer module 101 from the
network 120 via the modem device 116.

Still further, the software can also be loaded into the computer system 100 from
other computer readable media. The term "computer readable medium"” as used herein
refers to any storage or transmission medium that participates in providing instructions
and/or data to the computer system 100 for execution and/or processing. Examples of
storage media include floppy disks, magnetic tape, CD-ROM, a hard disk drive, a ROM
or integrated circuit, a magneto-optical disk, or a computer readable card such as a
PCMCIA card and the like, whether or not such devices are internal or external of the
computer module 101, Examples of transmission media include radio or infra-red
transmission channels as well as a network connection to another computer or networked
device, and the Intermnet or Infranets including e-mail transmissions and information
recorded on Websites and the like.

As illustrated in Fig. 4, a standard card 601 has card information 605 typically
comprising three fields, namely 602 which is the card type, 603 which is the card range,
and 604 which comprises card data specific to the particular card 601. The card
information 605 can be encoded using a magnetic strip, a bar code, or a solid state
memory on the card 601. Alternately, the card device can be implemented as a wireless
key fob. In onc example of the disclosed BCP approach, the card data 604 acts as the
memory reference which points, as depicted by an arrow 608, to a particular memory
location at an address 607 in the local database 124 in the verification station 127 of Fig.
3. The fields 602 and 603, which together form a header 606, can be used by the

disclosed BCP system to determine if the card 601 is to be processed according to the
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disclosed BCP approach or not. This is described in more detail in regard to Fig. 8.
Alternately, any segment of the card information 605 can be used as the memory
reference which points to the particular memory location in the local database 124,

In an initial enrolment phase, the card user couples their card 601 {(or key-fob or
other card device) to the card reader 112. The card user is then required to input a
biometric signature, such as fingerprint, face, iris, or other unique signature, into the
biometric reader 102. The card data 604 defines the location 607 in the memory 124
where their unique biomeiric signaturs is stored.

Thereafter, in later verification phases, the user couples their card 601 to the card
reader 112, after which the card user is required to again present their unique biometric to
the biometric reader 102. This signature is compared to the signature stored at the
memory location 607 in the memory 124, the memory location 607 being defined by the
card data 604 read from their card 601 by the card reader 112. Once verification is
confirmed, the card information 605 is transferred from the verification station 127 to the
back-end processor 122 for completion of the transaction.

Importantly, the back-end processor 122 does not see the difference between
receiving the card information 605 from the verification station 127, and receiving it from
a conventional card reader in the absence of the verification station implementing the
disclosed BCP arrangement. This means that back-end processes (depicted by the back-
end processor 122 and the back-end database 123) need no modification when
incorporating the BCP armrangement into current card systems. There are additional
elements in the verification station 127 (see Fig. 3) compared to the normal card reader,
however this ig a relatively simple an inexpensive upgrade compared to the centralised
arrangement depicted in Fig. 2.

Fig. 5 shows a process 200 for normal use of the BCP approach. In a first step

201, the processor 105 determines if the card 601 has been read by the card reader 112, If
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this is not the case, then the process 200 follows a NO arrow back to the step 201. If, on
the other hand, the card 601 has been read by the card reader 112, then the process 200
follows a YES arrow to a step 202 (see Fig. 8 for more details). In the step 202, the
processor 105 processes the card information 605 that is read from the card 601 by the
card reader 112. In a following step 203 a request is presented to the card holder to
provide a biometric signature to the biometric reader 102. This request can be provided
in an audio fashion by means of the audio interface 107 and the speaker 117, this being
driven by suitable software running on the processor 105. Alternatively or in addition, a
suitable message can be displayed on the LCD display 126 by suitable software running
on the processor 105,

In response to the aforementioned request, thc; holder of the card 601 provides a
biometric signature to the biometric reader 102. After the signature has been received by
the step 203, the process 200 is directed to a step 204 that reads the contents of the local
database 124 at an address defined by the card data 604, If the contents of this memory
address match, to a sufficiently high degree of correspondence, the biometric signature
received in the step 203 via the biometric reader 102, then the process follows a YES
arrow to a step 205 (see Fig. 6 for more detail). It is noted that if the step 204 returns a
YES value, then the biometric signature at the noted memory address was written into the
memory 124 in an earlier enrolment phase. It is also noted that the step 204 reads the
contents stored af a single memory address defined by the card data 604 and checks these
contents against the biometric signature received in the step 203, There is no need to
search the entire database 124 to see if there is a match. Thus the disclosed BCP
arrangement provides a particularly simple and fast biometric verification check thereby
securing the process associated with the step 205. Once the step 205 has completed the
verification process, the process 200 is directed according to an arrow 209 back to the

step 201.
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In an alternate arrangement, the card data 604 can be associated with a group of
memory locations, rather than being the address for a specific memory location. This
arrangement allows a different biometric signature to be stored in each of the group of
memery locations, and in this case, the step 204 reads the contents stored in each memory
location in the group defined by the card data 604, and checks the contents of each
memory location in the group against the biometric signature received in the step 203. If
the contents of any member of the group of memory locations matches, to a sufficiently
high degree of correspondence, the biometric signature received in the step 203 via the
biometric reader 102, then the process follows a YES arrow to a step 205. This
arrangement allows, for example, two cards having the same card data 604 to be used at
the same verification station 127 after each card holder performs their own individual
enrolment process.

Returning to the step 204, if the contents of the local database 124 at the memory
address defined by the card data 604 does not match the signature received by the
biometric reader 102, then the process 200 follows NO arrow to 3 step 206. In the step
206, the processor 105 determines if the contents of the memory defined by the card data
604 is empty. If this is the case, then the process 200 follows a2 YES arrow to a step 207
that performs an enrolment process for the card 601 (see Fig. 7 for more detail), The
process 200 then follows the arrow 209 back to the step 201.

Returning to the step 206, if the contents of the aforementioned memory location
is not empty, then this means that (i) the card 601 and the associated biometric signature
of the card holder have previously been used for the enrolment process 207, and (ii) the
biometric signature now received in the step 203 does not match the signature stored in
the database 124. In this event, the process 200 follows a NO arrow to a step 208 that
performs an alert process. The process 200 then follows the arrow 209 back to the step

201. The alert process 208 can include sending an alert message from the verification
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station 127 to the back end processor 122 for later action, for example by the police. The
alert process can also store the (unauthorised) signature for later use by the law
enforcement authorities, and can capture the card in the verification station 127, thereby
removing the card from the possession of the apparently unauthorised person.

The alert process 208 can send, as part of the alert message, send all or part of
the card information 605 that is input to the verification station 127 in the step 201 of Fig.
5.

Although in the above description the step 206 tests if the memory location
defined by the card data 604 is “empty”, other approaches can be used. Thus when
enrolment is performed, resulting in 2 memory location being used to store a biometric
signature (eg see step 401 in Fig. 7), a flag can be set to indicate that the memory location
in question is occupied. The term “cccupied” in this context means that the memory
location in question has been used in the enrolment process for a user, and that the
information stored at the memory location in question has not been delsted by a BCP
system administrator. If the signature stored in the database 124 at the particular memory
location is deleted by a BCP system administrator {(as described in regard to Fig, 8) then
the flag can be reset to indicate that the memory location in question is no lomger
occupied.

As noted in regard to Fig. 3, the verification station 127 is constructed in a
tamper proof fashion to ensure that the process 200 of Fig, §, particularly the steps 204-
207, are not accessible to unauthorised tampering.

Fig. 6 shows the verification process 205 from Fig. 5 in more detail. The
process 205 is entered from the step 204 in Fig. 5, after which a step 301 authorises the
transaction, This authorisation step 301 indicates that the biometric signal received by the

biometric reader 102 in the step 203 matches the biometric signature previcusly stored in
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the local database 124 by a previous enrolment process 207 applied to the card in
question.

After the step 301, a step 302 performs the fransaction process (which may be
viewed as a process of obtaining verified access to a protected resource), whatever that

5  may be. Thus, for example, if the process 200 of Fig. 5 relates withdrawal of cash from
an Automatic Teller Machine (ATM) operated by one of a number of service providers,
then the step 302 comprises the user specifying the required amount of cash and the
relevant account information via the keypad 103 (ses Fig. 3), and the provision of a
receipt and cash by the ATM (not shown). After completion of the transaction process by

10 the step 302, the process 203 is directed baclk to the step 201 in Fig. 5.

Fig. 7 shows the enrolment process step 207 from Fig, 5 in more detail. The
process 207 is entered from the step 206 in Fig. 5, after which a step 401 stores the
biometric signature received by the step 203 in the memory 124 at a memory address
defined by the card data 604 received in the step 202 of Fig. 5. The aforementioned step

15 401 can store the biometric signature in encrypted form to reduce the probability that the
signature can be acquired for unauthorised use, thus helping ensure the privacy of the card
owner. The following steps 402 and 403 have the same respective functions as the
corresponding steps 301 and 302 in Fig. 6. After completion of the step 403, the process
207 is directed back to the step 201 in Fig. 5.

20 Fig. 8 shows the step 202 in Fig. 5 that is concerned with the processing of the
card information 605 from the card 601 when the card 601 is read by the card reader 112
in the step 202 of Fig. 5. The process 202 is entered from the step 201 in Fig. 5, after
which a step 501 reads the card information 605 from the card 601 using the card reader
112. In a following step 502, the processor 105 retrieves predefined “permitted card set”

25  parameters to determine the “permitted card set” for the verification station 127 in

question. A separate, or overlapping, permitted card set is defined for each verification
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station 127. This ensures that a limited population of cards such as 601 undergo the BCP
process at any given verification station 127, This has the advantage of ensuring that the
local memory 124 does not overflow, and it also provides control over which users make
use of which verification stations.

5 In a following step 503 the processor 105 compares the header 606 against the
predefined permiited card set parameters to determine if the card 601 belongs to the set of
permitted cards for the verification station 127 in question. If this is the case, then the
process 202 is directed by 8 YES arrow to the step 203 in Fig. 5. If, on the other hand,
the card header 606 does not belong to the permitted card set for the particular

10 verification station 127, then the step 202 follows a NO arrow from the step 503 to a step
504. Inthe step 504, the processor 105 rejects the card that has been entered into the card
reader 112. This rejection can take the form of a message displayed on the LCD display
126 and/or a corresponding audic message via the speaker 117. Thereafier, the process
202 is directed back to the step 201 in Fig. 5. It is noted that even if the verification

15  station does not reject the card not belonging to the permitted card set for the verification
station 127 in question, the back-end processor 122 can do so.

In addition to the predefined permitted card set, other administrative functions
can be provided by the BCP amrangements. Thus, the predefined permitted card set
details can be amended and/or the signatures stored in the databagse 124 can be deleted by

20 a BCP systern administrator. Audit trail information is also stored in the verification
station 127 and can be downloaded for audit purposes. The audit information typically
includes information of which cards have been submitted to the verification station and
the time stamps of the card submissions. Biometric signatures are typically not part of the
downloadable audit information, and require a greater level of authorisation (such as that

25  associated with law enforcement agencies) for access.
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Fig. 9 shows another application 900 to which the BCP arrangement can be
applied. In a first step 901 a person purchases or hires a verification station implemented
in a portable form. A step 901 is performed at a registered supplier premises.
Accordingly in a following step 902, the enrolment process is performed in controlled
circumstances at the supplier premises. The “controlled conditions™ referred to mean that
the enrolment process is performed under conditions where the identity of the holder of
the card 601 is verified, using a driving licence, passport or equivalent identification
document, this ensuring that the enrolment process enrols the true owner of the card in an
authorised manner,

In a following step 903, the verification station together with the card 601 can be
used for third party transactions. Thus, in one example, the holder of ‘the card 601 can
take the portable verification station and connect it to his or her personal computer (PC)
in order to participate in an on-line casino, This type of application may require that the
portable verification station be loaded with a station identification number (which can be
the serial number of the portable verification station) at the registered supplier premises.
This station identification pumber is then transmitted to the on-line casino back-end
processes together with the card information 605, This type of application does require
some meodification of the back-end processes.

In another example, the holder of the card 601 takes the card 601 and the
portable verification station 127 to a shop which does not, as yet, have a BCP installation
on the premises. In this event, providing that the BCP concept is known, the holder of the
card 601 is able to apply the card to the card reader 112, apply their biometric signature to
the biometric reader 102, and have the verification station 127 output the corresponding
card information 605. The shop assistant in this instance will, providing that they are
aware of the BCP concept, know that the holder of the card 601 is the authorised owner.

Industrial Applicability
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It is apparent from the above that the arrangements described are applicable to
the computer and data processing industrics.

Furthermore, the disclosed biometric card pointer arrangements can be used in
regard to credit cards, loyalty cards, access cards, ATM and bank or financial cards and
others. The BCP arrangements can, in general be used in addition to standard cards for
purposes of entry, identification, accessing details pertinent to the user, (i.e. authorisation
to be in a specific Jocation based on user data), payment purposes or associated loyalty,
club membership applications, motor vehicle or specialist vehicle machinery operations
and more.

Thus, for example, the BCP arrangement can be added to ATM imachines,
wherein the card user is required to enter their biometric signature for verification prior to
entering their normal ATM PIN and withdrawing funds, thereby increasing the security of
the ATM arrangement with minimal changes to the underlving platform.

Furthermore, the disclosed BCP arrangement can be used for secure access to a
hotel room. When a guest registers with the hotel, the hotel issues the guest with a card
containing a number defining the room number and planned departure date, After the
guest enrols their biometric signature at the verification station (which includes a real
time clock to match the actual time against the planned date of departure) mounted at the
door of their room using the aforementioned card, the BCP arrangement will give them
secure access to their room for the duration of their stay.

In addition to issuing the card, a fingerprint reader can be located at each room in
the hotel. When the card is fist issued, the guest uses the card to gain entry and change or
update the code at the room for their exclusive use during their stay. The card reader can
also allocate memory for storage of fingerprints, (any number of fingerprints can be
allocated to the new card) which allows the individual and all associated guests to enrol

their biometric signatures at this point. The enrolment is simply achieved, for example,

IPR2022-00600
Apple EX1002 Page 26



10

15

20

WO 2007/019605 PCT/AU2006/001136
=21 -

by inserting the card and placing a finger on the fingerprint module, for each guest.
Following this enrolment stage, the card or the finger can be used to gain access to the
room, negating the requirement for guests to carry the room card, plus increasing security
and convenience.

The benefit of having the card locate the fingerprints memory address is that the
time and date of departure can also be added to the same memory location. Therefore,
this application also allows other related data to be added to the memory location,
enhancing the capability of the BCP arrangement. The ability to associate a memory
location with a card number and expiry date can be related to many diverse applications,
but utilises the same principle as storage of the fingerprint data.

Another application for the disclosed BCP arrangement is in regard to passport
conirol and customs. The BCP arrangement can be installed at passport confrol and
customs in various countries, and a person can enrol their biometric, after using their
existing passport or ID card to pass through customs. The biometric signature is stored in
a memory location related to the individual’s passport or ID number, and retrieved for
comparison as described in relation to Fig. 5.

The foregoing describes only some embodiments of the present invention, and
modifications and/or changes can be made thereto without departing from the scope and
spirit of the invention, the embodiments being illustrative and not restrictive.

Thus, for example, although the description has been couched in terms of
fingerprint biometric signatures, other biometrics such as facial shape, iris pattern can

equally be used.
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The claims defining the invention are as follows:

1. A method of enrolling in a biometric card pointer systam, the method comprising
the steps of:

receiving card information;

receiving the biometric signature; and

storing, if 2 memory location defined by the card information is unoccupied, the

biometric signature at the defined memory location.

2. A method of obtaining verified access to a process, the method comprising the
steps of}
storing a biometric signature according to the enrolment method of claim 1;
subsequently presenting card information and a biometric signature; and
verifying the subsequently presented presentation of the card information and the
biometric signature if the subsequently presented biometric signature matches the
biometric signature at the memory location defined by the subsequently presented card

information.

3. A method of securing a process at a verification station, the method comprising
the steps oft

(a) providing card information from a card device to a card reader in the
verification station;

(b) inputting a biometric signature of a user of the card device to a biometric
reader in the verification station;

{c) determining if the provided card information has been previously provided to

the verification station;
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(d) if the provided card information has not been previously provided fo the
verification station;

(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and

(db) performing the process dependent upon the received card
information;

{e) if the provided card information has been previously provided to the
verification station;

(ea) comparing the inputied biometric signature to the biometric
signature stored in the memory at the memory location defined by the provided card
information;

(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and

{ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.

4. A method according to claim 3, wherein the card device is one of:

a card in which the card information is encoded in a magnetic strip;

a card in which the card information is encoded in a bar code;

a smart card in which the card information is stored in a solid state memory on
the smart card; and

a key fob adapted to provide the card information by transmitting a wireless

signal to the verification station.
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s, A method according to claim 3, wherein:

the card information provided in the step (a) comprises a header and card dafa;
and

the steps (c), (d) and (e) are only performed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. A method according to claim 3, wherein the performance of the process in the
steps (db) and (eb) comprises outputting at least part of the inputted card information

from the verification station,

7. A method according to claim 6, wherein at least one of the steps (db) and (eb)
comprise at least one of the further steps of:
inputting information from a keypad to the verification station; and

outputting at least some of the information input from the keypad.

8. A method according to claim 3, wherein the step (ec) further comprises

oufputting information indicating that the user of the card device is not authorised.

9. A method according to any one of claims 6, 7 and 8 wherein the information
outputted is communicated to one of:

a service provider for providing a service dependent upon receipt of the
outputted information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.
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10. A method according to claim 3, comprising the further steps oft
(f) storing the card information provided by successive instances of the step (2);
and

{g) cutputting the information stored in the step (f) for andit purposes.

11. A biometric card pointer enrohment system comprising:
a card device reader for receiving card information;
a biometric reader receiving the biometric signature; and
means for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.

12, A biometric card pointer verified access system comprising:

the biometric card pointer enrolment system of claim 11; and

means for verifying (i} a subsequent presentation of card information to the card
device reader and (ii) a subsequent presentation of a biometric signature to the biometric
reader if said subsequently presented biometric signature matches the biometric signature

at the memory location defined by the subsequently presented card information.

13. A verification station for securing a process, the verification station comprising:

a card device reader for receiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided card information has been previously

provided to the verification station;
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means, if the provided card information has not been previously provided fo the
verification station, for;
storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

14, A verification station according to claim 13, wherein the card device reader is
one of:

a reader for a card in which the card information is encoded in a magnetic strip;

a reader for a card in which the card information is encoded in a bar code;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting a

wireless signal to the verification station.

15. A verification station according to claim 13, wherein the memory is incorporated

in a tamper-proof manner in the verification station.
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16. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method for
securing a process at a verification station, said program comprising:
code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the verification
station;
code, if the provided card information has not been previously provided to the
verification station, for;
storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has been previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. A computer program product including a computer readable medium having
recorded thereon a computer program for direciing a processor to execute a method of
enrolling in a biometric card pointer system, the program comprising:

code for receiving card information;

code for receiving the biometric signature; and
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code for storing, if a memory location defined by the card information is

unoccupied, the biometric signature at the defined memory location.

18. A computer program product including & computer readable medium having
recorded thereon a computer program for directing a processor to execute a method of
obtaining verified access to a process, the program comprising:

code for storing a biometric signature according to the enrolment method of
claim 17;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card
information and the biometric signature if the subsequently presented biometric signature
matches the biometric signature at the memory location defined by the subsequently

presented card information.
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Certificate Under 37 CFR 1.8

t hersby certify that this correspondence is being electronically
transmitted to the WU.S. Patent and Trademark Office,

Commiwms, via the EFS on February 12, 2008.

Robert D. Sumnﬁers, Jr., Reg. No. 57,844

Qur Case No. 12838/5
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

in re Appin. of: CHRISTOPHER J. BURKE

Appin. No.: Not Yet Assigned
Filed: February 12, 2008
For: IMPROVING CARD DEVICE

SECURITY USING BIOMETRICS

AMENDMENTS TO THE CLAIMS OF THE INTERNATIONAL APPLICATION

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

Dear Sir:
Amendments to the claims of the International Application under PCT Article 19

(35 U.S.C. 371{c){3)) begin on page 2 of this communication.
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The clains defining the invention are as follows:
1. A method of enrolling in 2 biomettic card pointer system, the method
comprising the steps of:
recefving card information;
receiving the biometric signature;

defining, dependent upon the received card information, a memory locetion in
a local memory external to the card;

determining if the defined memory lacation is unoccupied; and

storing, if the mermory location is ynoccupied, the biometric signature at the

defined tmemory location.

2. A method of obtaining verified access to a process, the method comprising the
steps of:
storing a biometric signature according to the enrolment method of elaim 1;
subsequently presenting card information and a biometric signature; and
verifying the subsequently presented presentation of the card information and

the biometric signature if the subsequently presented biometric signature matches the

biometric signature at the memory location, in =ald local memory, defined by the

subsequently presented card information.

3. A method of securing a process at a verification station, the method comprising

the steps of: ‘
(a) providing cand infonmation from a card device to a card reader ju the

venfication station;

Amended Sheet
IPEASAU
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(b) inputting a biometric signatire of a user of the card device to a biometric
reader in the verification station;
{c) determining if the provided card information has been previously provided
1o the verification station;
5 {d) if the provided card inﬁ)mn;ﬁan has not been previously provided to the
. verification station;
{da) storing the inputted biometric gignature in a memory at 2 memory
location defined by the provided card information; and '
(db) performing the process dependent upon the received card
19 infonmation;
(e¢) if the -provided card information has been previously provided to the
verification station;
(e=2) comparing the inputted biometiic signature to the biometric
signature stored in the memory a.t the memory location defined by the provided card
15 information; |
(cb) if the juputted biometric signature matches the stored biometric
signature, performing the procese dependent upon the recefved card information; and
(ec) if the inputted. biometric signature does not match the stored
biometric signature, not performing the process dependent upon the recsived card

20 information.

4. A method according to ¢laim 3, wherein the card device is ope of!
acardiuwhichthecardinfannaﬁmisenoodediﬁamagneﬁcs{rip;
a card in which the card information is encoded in a bar cods;
25 a smart card in which the card information is stored in a solid state memory on
| the smart card; and

Amended Sheet
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a key fob adapted to provide the card information by transmitting a wireless

signal to the verification station.

5. A method according to ¢laim 3, wherein:
the card information provided in the step (2) comprises a header and card data;

the steps (c), (d) and (&) are only performed if the header indicates that the cand

belongs to a set of cards agsociated with the verification station.

6. A method according to claim 3, wherein the performance of the process in the
steps (db) and (cb) comprises outputting at least part of the inputted card information

from the verification station,

7. A method according to claim 6, wherein at least onc of the steps (db) and (eb)

compﬁseatieﬁstoneoftheﬁlrthersteps of:
inputting infonmation from a keypad to the verification station; and
outputting at least some of the information input from the keypad.

8. A method according to claim 3, wherein the step (ec) further comprises
outputting information indicating that the user of the card device is not anthorised.

9. A method according to any one of claims 6, 7 and 8 wherein the information

outputied is communicated to one of:

Ameanded Sheet
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a service provider for providing a service dependent upon receipt of the
outputted information; and
an apparatus for providing access to a service dependent upen receipt of the

cutputted information.

10. A method according to claim 3, comprising the firther steps of:

(f) storing the card information provided by successive instances of the step
(a); and

{g) outputting the information stored in the step (f) for audit purposes,

i1, A biometric card pointer enrolment system comprising:
& card device reader for receiving cawd information;
a biometric reader receiving the biometric signature;
mesans for defining, dependent upon the received card information, a memory
location in 2 local memory external to the card;
means for determining if the defined memory location is tnoccupied; and
means for storing, if the memory location is unoccupied, the biomefric

signature at the defined memory location.

12, A biometric card poiuter verified access system comprising:

the biometric card pointer enrolment system of claim 13; and

means for verifying (i) a subsequent presentation of card infonmation to the
card device reader and (ii) a subsequent presentation of a biometric signature to the
biometric reader if said subsequently presented biometric signature matches the

. biometxic signature at the memory location, in said local memory, defined by the

subsequently presented card information.-

Amended Sheet
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13. A verification station for securing a process, the verification station
comprising:
a card device reader for receiving card information from 2 card device coupled
to the verificaticn station;
a biometric signaturs reader for receiving a3 biometric siwturc provided to the
verification station;
means for dete:mmmg if the provided card infoxmation has been previovusly
provided to the verification station;
means, if the provided card information has not been previously provided to
the verification station, for; '
storing the inputted biomelric signature in a memory at a memory
location defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification gtation, for;
comparing the inputted biometric signature to the hiometric signatire
gtored in the memory at the memary location defined by the pmv{ded card information;
if the inputted biometric signature matches the stored biomeiric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stoved biometric
signature, not performing the pmcess dependent upon the received card information.

14. A verification station acconding fo ¢laim 13, wherein the cand device reader is
one ofs .

a reader for a card in which the card information is encoded in a magnetic strip;

Amendcd Sheet
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a reader for a card in which the card information is encoded in a ber cods;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting

a wirkless signal to the verification station.

15. A verification station according to claim 13, wherein the memory is

incorporated in a tamper-proof manner in the verification station,

18, A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to executs a method for
gecuring a process at a verification station, said program comprising:
code for determining if card information, provided to a card device reader
incorporated into the verification station, has been previously provided to the
verification station;
code, if the provided card information has not been previously provided to the
vvexiﬁcation station, for;
storing a biometric signature, inputted to a biometric signature reader
i.ucorporﬁ:ed into the verification station, in 8 memory incorporeated into the verification
station, at a memory Iocation defined by the provided card information; and
performing the process dependent upon the received card information;
code, if the provided card information has béen previously provided to the
verification station, for;
comparing the inputted biometric signature to the biometric signatwre
stored in the memory at the memory location defined by the provided card information;

Amended Sheel
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if the inputied biometric signatwre matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric sipnature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. A computer program product including a computer readable meditm having
recorded thercon a computer program for directing a processor to execute a method of
enrolling in a biometric card pointer system, the program comprising:

code for receiving card information;

oode for recelving the biometric signature;

code for defining, dependent upon the received card information, 2 memory
{ocation in a local memory external ta the card;

code for determining if the defined memory location is unoscupied; and

code for storing, if the memory location is nuoceupied, the bjometric signature

at the defined memory location,

18. A computer program product including a computer readable medium having
recorded thereon a computer program for directing a processor to execute a method of
obtaining verified access to a process, the program comprising:

code for storing a biometric signature according to the enrolment method of
claim 17;

code for subsequently presenting cand information and a biometri¢ signature;

code for verifying the subsequently presented preseatation of the camd
information and the biometric signature if the swbsequently presenfed biometric
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signature matches the biometric signature at the memory location, in said local memory, -

defined by the subsequently presented card infonmation.
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Attorney Docket No. 12838/5
Client Reference No. 729727US

[UNEXECUTED] DECLARATION FOR UTILITY OR DESIGN PATENT APPLICATION
(37 C.F.R. §1.63)

As a below named inventor, | hereby declare:
My residence, mailing address, and citizenship are as stated below next to my name;

| believe | am the original, first and sole inventor or an original, first and joint inventor of the subject
matter that is claimed and for which a patent is sought on the invention entitled:

IMPROVING CARD DEVICE SECURITY USING BIOMETRICS

the specification of which (check one)

B4 is attached hereto.

["1 was filed on as United States Application No.
and was amended on (if applicable).

A —-——

| hereby state that | have reviewed and understand the contents of the above identified specification,
including the claims, as amended by any amendment referred to above.

I acknowledge my duty to disciose to the United States Patent and Trademark Office all information
that | know to be material to patentability as defined in 37 C.F.R. §1.56, including for continuation-in-
part applications, material information which became available bstween the filing date of the prior
| application and the national or PCT international filing date of the continuation-in-part appiication.

| hereby claim foreign priority benefits under 35 U.S.C. §119(a)-(d} or {f), or §365(b} of any foreign
application(s) for patent or inventor's or plant breeder’s rights certificate(s), or §365(a) of any PCT
International applicatian which designated at least one country other than the United States, listed
below and have also identified below, by checking the box, any foreign application for patent or
inventor's or plant breeder’s rights certificate(s) or PCT International application having a filing date
before that of the application on which priority is claimed.

Priority
Prior Foreign Application: Not Claimed
2005904375 Australia 08/12/2005 ]
{Number) {Country) (Filing Date, MM/DD/YYYY)
Cl
{Number)} (Country) (Filing Date, MM/DD/YYYY)

| hereby claim the benefit under 35 U.S.C. §119(e) of any United States provisional application(s}
listed below:

(Application Serial No.) {(Filing Date, MM/DD/YYYY) | (Status: pending, or abandoned)

{Application Serial No.) (Filing Date, MM/DD/YYYY) | (Status: pending, or abandoned)
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Cilient Reference No. 729727US

I hereby claim the benefit under 35 U.S.C. §120 of any United States applications(s), or §365(c) of any
PCT International Application designating the United States, listed below and, insofar as the subject
matter of each of the claims of this application is not disclosed in the prior United States or PCT
International application in the manner provided by the first paragraph of 35 U.S8.C. §112, |
acknowledge the duty to disclose to the United States Patent and Trademark Office all information
known to me to be material to patentability as defined in 37 C.F.R. §1.56 which became available
between the filing date of the prior application and the national or PCT International filing date of this
application.

PCT/AU2006/001136 08/10/2006 Pending
{Application Serial No.) (Filing Date, MM/DD/YYYY) | (Status: patented, pending, abandoned)

(Application Serial No.) (Filing Date, MM/DD/YYYY) | (Status: patented, pending, abandoned)

{Application Serial No.) (Filing Date, MM/DD/YYYY) | (Status: patented, pending, abandoned)

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed {o be true; and further that these statements
were made with the knowledge that willful false statements and the like so made are punishable by
fine or imprisonment, or both, under 18 U.S5.C. §1001 and that such willful false statements may
jeopardize the validity of the application or any patent issued thereon.

Full name of sole inventor

BURKE, Christopher John

Sole inventor's signature Date

Residence (City, State/Foraign Country)
Ramsgate, New South Wales, 2217 Austraila

Citizenship
Australia

Mailing Address
48 Margate Street, Ramsgate, New South Wales, 2217 Australia
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1 hereby cenify that this correspondence is being electronically
transmitted to the U.S. Patent and Trademark Office, Commissioner

for Paﬁm EFS on February 12, 2008.

Robert D. Summers, Jr., Reg. No. 57,844

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
In re Appin. of: BURKE, Christopher John

Appln. No.: Not Yet Assigned Examiner: Not Yet Assigned
Filed: Herewith Group Art Unit: Not Yet Assigned
For: IMPROVING CARD DEVICE Confirmation No.: Not Yet Assigne

SECURITY USING BIOMETRICS
Attorney Docket No: 12838/5 (729727US)

INFORMATION DISCLOSURE STATEMENT
In accordance with the duty of disclosure under 37 C.F.R. §1.56 and
§§1.97-1.98, and more particularly in accordance with 37 C.F.R. §1.97(b),
Applicant hereby cites the following references:

U.S. PATENT DOCUMENT

Document No. Date Patentee
6,796,492 B1 09/28/2004 Gatto
5,457,747 10/10/1995 Drexler et al.

FOREIGN PATENT DOCUMENTS

DOCUMENT
NUMBER DATE COUNTRY
Number-Kind Code (if known)
CA 2412 403 Al 05/20/2003 PCT
WO 03/036861 A1 05/01/2003 Canada

OTHER ART

International Search Report dated October 20, 2006.
International Preliminary Report on Patentability dated November 19,
2007.

Applicant is enclosing Form PTO-1449 (one shest), along with copies of
cited references A3-A6, which are required under 37 C.F.R. §1.88(a)(2). As the
listed references are in English, no further commentary is believed to be
necessary, 37 C.F.R §1.98(a)}(3). The relevance of the references is noted in the
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Applicant’s International Search Report dated October 20, 2006 and International
Preliminary Report on Patentability dated November 19, 2007. Applicant
respectfully requests the Examiner's consideration of the above references and
entry thereof into the record of this application.

By submitting this Statement, Applicant is attempting to fully comply with
the duty of candor and good faith mandated by 37 C.F.R. §1.56. As such, this
Statement is not intended to constitute an admission that the enclosed
references, or other information referred to therein, constitute “prior art” or is
otherwise "material to patentability," as that phrase is defined in 37 C.F.R.
§1.56(a).

Applicant has calculated no fee to be due upon filing this Statement.
However, the Director is authorized to charge any fee deficiency associated with
the filing of this Statement to a deposit account, as authorized in the
accompanying Transmittal.

Respectfully submitted,

4

Robert D. Summers, Jr. (Reg. No. 57,844)
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FORM PTO-1449 SERIAL NO. CASE NO.
Not Yet Assigned 12838/5
LIST OF PATENTS AND PUBLICATIONS FOR FILING DATE GROUP ART UNIT
APPLICANT’S INFORMATION DISCLOSURE Herawith Not Yet Assigned
STATEMENT
APPLICANT: BURKE, Christopher John
REFERENCE DESIGNATION U.S. PATENT DOCUMENTS
EXAMINER DOCUMENT CLASS/ FILING
INITIAL NUMBER DATE NAME SUBCLASS DATE
Number-Kind Code gif kriown)
At 8,796,492 B1 09/28/2004 Gatto
A2 5,457,747 10/10/1995 Drexler et al.
FOREIGN PATENT DOCUMENTS
EXAMINER DOCUMENT CLASS/ Tﬁ\{;g%:‘gg“
INITIAL NUMBER DATE COUNTRY SUBCLASS
Number-Kind Code {if known)
A3 CA 2 412 403 A1 05/20/2003 Canada n/‘a
A4 WO 03/036861 A1 05/01/2003 PCT n/a
EXAMINER OTHER ART — NON PATENT LITERATURE DOCUMENTS
INITIAL {Include name of author, title of the articie (when appropriate), title of the item {boock, magazine, journal, serial,
symposium, catalog, etc.), daie page{s), volume-issue number(s), publisher, city and/or country where published.
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ABSTRACT

A method of verifying identity which includes
recording coordinates of a reference signature which include two
dimensional space cocrdinates x and y exerted by a writer's
writing instrument on a recording medium. The methed measures
and records an indicium, which identifies a reference biometric
within the reference signature having a selected characteristic.
Next the reference biometric and the indicium are placed on a
portable, readable substrate. The coordinates of an unknown
signature which include two dimensional space cecordinates x and
y covered by a writer's writing instrument are also recorded.
The method further includes reading and storing the indicium and
the reference biometric in memory and using the indicium to
locate an extracted biometric within the unknown signature. The
extracted biometric is compared to the reference biﬁmetric to
determine if they match within predetermined threshold criteria.
The reading and storing or the reference biocmetric and indicium,
the recording of the unknown signature, the location of the
extracted biometric, and the comparison of the reference and

extracted biometrics are all performed on-site.
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SYSTEM FOR IDENTITY VERIFICATION
Field
The present invention relates to a method and
apparatus for verifying the identity of a person using a

biometric, such as a signature or fingerprint.

Background

In credit ¢ard transactions, a major security problem
exists whenever credit card information is transmitted over the
Internet or telephone lines. In addition, because of the
frequency with which credit cards, passports, and cother perscnal
documents, are lost and stolen, there exists a need to
correctly, quickly and reliably verify the identity of the

bearers of these documents.

In a typical c¢redit card transaction, as seen in Fig.
1, a merchant 10 transmits a credit card number, the expiry date
and a purchase order over the Internet or telephone lines 12 to
a verification agent 14. The agent 14 receiving this
information accesses the cardholder’s credit information and
after comparing the latter to the purchase order amount, either

accepts or rejects the transaction. If the transacticn is
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accepted, an approval code is transmitted back to the merchant
10 via telephone line 12. Even if the transaction is accepted
there is a risk that the card is stelen and is being used
fraudulently. Accordingly, there is a need to be able to
quickly, accurately and securely identify the bearer of the

card.

Biometrics can be used to accurately verify identity,
however, biometric information sent over the Internet or
telephone lines can still be intercepted and subsequently

utilized for fraudulent transactions.

various approaches have been developed to identify
persons by biometrics, including unique gestures such as
handwriting. Such speech and handwriting recognition systems
perform recognition of something that moves, leaving a
"trajectory" in space and time. Typical speech recognition
systems match transformed speech against a stored
representation. Most speech recognition systems use some form
of spectral representation, such as spectral templates or Hidden

Markov Models (HMMS).
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Handwriting can be analyzed in real time or after it
has been formed. *Real time® or dynamic recognition systems
identify handwriting as a user writes, identifying such things
as number of strokes, the ordering of strokes and the direction
and velocity profile of each stroke. "Real time" systems are
also interactive, allowing users to correct recognition errors,
adapt to the system, or see the immediate results of an editing
command. Most on-line tablets caphture writing as a sequence of

coordinate points.

Handwriting recognition is complicated in part,
because there are many different ways of generating the same
character. For example, the four lines of the letter E can be
drawn in any order. Handwriting tablets must also take into
account character blending and merging, which is similar to the
continuous speech problem. In other words, blending and
merging make it difficult for a recognition system to determine
where one character ends and the next one beging {or in the case
of speech recognition systems, where one word ends and the next
one beging). In addition, different characters can look quite
similar and are, therefore, difficult to distinguish. Thus,
prior to performing the character recognition, handwriting

tablets pre-process the characters. Preprocessing typically
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involves properly spacing the characters and filtering out noise
from the tablet. The more complicated processing occurs during

actual character recognition.

Some character recognition processes, using binary
decision trees, prune possible characters by identifying
features. Normally simple features are identified first, such
as searching for the dots above the letters "in" and "j*.
Features based on both static and dynamic features can be used
for character recognition. Other character recognition
processes involve the creation of zones, which define the
directions a pen point can travel {(usually eight), and define
each character in terms of a set of zones. Liock-up tables or
dictionaries can be used to classify or identify the characters

based on their features or sets of zones.

Another character recognition scheme relies con signal
processing, in which curves from unknown forms ars matched
against prototype characters. They are matched as functions of
time Oor as Fourier coefficients. To reduce errors, elastic
matching schemes (stretching and bending drawn curves) may be
used. However, these methods are computationally intensive and,

therefore, tend to be slow and expensive.
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Most handwriting examination tablets réveal that
recognition of dynamic features of characters is possible, as in
speech., However, for the reasons discussed above, it is easier
to recognize isclated characters than strings of characters.
Most systems lag recognition by about a second, and recognition
rates are not very high. Reported rates of 95% are achieved

only for very carefully formed writing.

For each of the types of recognition systems discussed
above, a sample input {(i.e. a voice or signature sample; must be
processed and compared with a stored reference gesture in order
to verify the identity of the subject. Normally, the reference
gestures are located on a remote server and accessed by
telephone lines or the Internet. The sample input must be sent
to the remote server where it is compared to the reference
gesture. Such a procedure is obviously exposed to the rigk of
security breaches. Furthermore, there isg a cost assgociated with
the maintenance of a remote server, and processing is delayed by
the need to access the gserver. Accordingly, it is an object of
the present invention to provide a quick and secure on-site

method of identification, which is accurate and cost effective.

IPR2022-00600
~Apple EX1002 Page 63




10

13

20

Ch 02412403 2002-11-20

SUMMARY COF THE INVENTION

According to the present invention there is provided a
method, and an apparatus fof carrying out the method, for
verifying a subject’s identity using signatures or other
bicmetrics. The first step cf the method comprises recording a
reference signature. The reference signature may be reccrded
by, For example, measuring two-dimensional space coordinates x
and y exerted by a writer's writing instrument on a recording

medium.

An indicium is selected from the coordinates, which
identifies a specific portion (the reference biometric) of the
reference signature, having a selected characteristic, that will
be used for comparison with an unkpnown sighature. The reference
bicmetric and the indicium are then placed on a portable,

readable substrate, such as the magnetic strip on a credit card.

The indicium of the reference signature is read from
the readable substrate and the cocordinates of an unknown
signature are collected. The indicium is used to locate the
portion (the extracted biometric) of the unknown signature that

corresponds to the reference biometric. Once identified, the
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extracted biometric is compared to the reference biometric to

determine if they match within predetermined threshold criteria.

If the reference and extracted biometrics match, the
identity of the provider of the unkpnown signature is positively
established as being the same as that of the provider of the
reference signature {(or in other words, the bearer of the credit
card). If the reference and extracted biometrics do not match,
or if no portion of the unknown signature matches the
characteristics of the indicium, the identity of the provider of

the unknown signature is not verified.

The foregoing steps are done on-site, without the need
to access a server or to send information over telephone lines

or the Internet.

Advantageocusly, a second indicium may be stored on the
portable, readable substrate and used in the event that no
identifiable portion of the unknown signature corresponds to the
first indicium, or the results of the first comparison using the
first indicium indicate there is no match. 1In the preferred
embodiment the portable, readable substrate is in the form of a

magnetic strip, however, it will be appreciated by those skilled
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in the art that it may take any of a number of alternative

forms.

The present invention additicnally relates to an

apparatus for implementing the above method.

The coordinates of the reference and unknown
signatures that are recorded and measured may additionally

include time, t, and force, z, among others.

It is obvious to anyone skilled in the art that the
present invention can be adapted to verify identity by applying
the method of the present invention to reference and unknown

samples of voice, fingerprints, or other biometrics.

BRIEZF DESCRIPTION OF THE DRAWINGS

Purther features and advantages will be apparent from
the following detailed description, given by way of example, of
a preferred embodiment taken in conjunction with the

accompanying drawings, wherein:
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Fig. 1 is a schematic diagram of a typical credit card

transaction;

Fig. 2 is a schematic diagram of the identification

scheme;

Fig. 3 is a diagram of a handwritten letter "a"

showing points A and B of zeroc velocity; and

Fig. 4 ie a diagram of a handwritten letter "a®
showing entry vector C and exit vector D of a point of zero

velocity.

DETAILED DESCRIPTION WITH REFERENCE TO THE DRAWINGS

Prior to evaluating an unknown signature, a reference
signature must f£irst be recorded and evaluated. The reference
signature may be evaluated based on both local features and
global features. Local features are those that occur within a
localized region of a signature, for example, local maxima and
minima, loops, points of intersection, points of zero velocity,

etc. (@Elobal features are those that occur throughout the
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signature as a whole, for example, total signature time, average

velocity of sigmature, length-to width ratio, etc.

If we assign the values X, y, z and t such that x is
the horizontal displacement, y is the vertical displacement, z
is the pressure, and t is time, then individual points of a
signature can be represented by (x, y, 2z, t). One can normalize
the values of x, y, and z in order to compensate for variations

in signature sizes and recording device sizes.

Wext, a selected biometrric feature, in this case a
local maximum, and a series of points on either side of that
feature are recorded for comparison purposes. Also recorded is
an indicium, which identifies the location of the local maximum,
or other selected biometric feature. For example, the indicium
may be the number of local maxima or points of zero velocity
preceding the selected local maximum. The signatures of
different individuals vary greatly and, therefore, depending on
the nature of the reference signature some indicia may be more
reliable than others. Therefore, it may be advisable to first
test one indicium to see if it effectively identifies the

selected local maximum. If not, another indicium can be chosen.
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Signatures are not written in precisely the same way
every time. Therefore, a given indicium may not’ correctly
identify the selected local maximum in every instance.
Accordingly, it may be advigable to use two or more indicia in
parallel or to use a back-up indicium that is used in the event

the first one fails.

A reference biometric, comprising the selected iocal
maximum, which is chosen from within the reference signature,
and coordinates x, y, z, and time, t, over a given range on
either side of the selected local maximum are encrypted and
raecorded on a portable, readable substrate such as the magnetic
strip on the back of a credit or identity card. The indicium,
which will be used to locate the corresponding local maximum
within the unknown signature, is also recorded and encrypted on

the magnetic strip.

When the identity of an unknown user is being
verified, the card is swiped through a card reader and the
indicium and reference biometric are extracted and stored
locally in memory. Next the user signe his name (the unknown
signature)} on a touchpad, which records the ccordinates of the

unknown signature so they can be stored locally. Suitable
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touchpads have been developed by D8I Datotech Systems Inc. of
Vancouver, British Columbia. The unknown signature is first
normalized to correspond with the gcale of the reference
signature. By reference to the indicium, the extracted
biometric is identified and extracted from within the unknown
signature. The extracted biometric comprises a range of values
of x, y, %, and t, corresponding to the reference biometric, and
falling within a range determined by the indicium. The
coordinates of the extracted biometric from the unknown
signature are compared with those ¢of the reference hiometric.

If the difference between the y values of the extracted
biometric and the y values of the reference biometric are within
a thresheld valiue, then the x, z and t valueg will also be
compared to determine if they fall within predetermined
threshelds. If the x, vy, z and t values all fall within the
allowable thresholds, the extracted biometric and the reference
biometric, and therefore the unknown signature and the reference
signature, are matched. However, if the x, y, z and/or t values
do not fall within the allowable thresholds, then there is no
match. In such instances a new indicium and/or biometric
feature may be selected and the process repeated,

Altermatively, for increased reliability, comparison of a global

biometric, such ag velocity, may also be made.
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Referring to Fig. 2, the identification verification
gystem of the present invention congists of a credit card or
identity card 26, on the back of which is a magnetic strip 28
containing a reference biometric and indicium. The credit card
26 is ewiped through a firgt input device, in thig case a credit

card swiper unit 30.

Gesture input device 20, which can be a touch pad, receives
the unknown signature and extracts position, velocity,
acceleration and force information from the unknown signature.
The gesture input device 20 and the card swiper unit 30 are
connected to the biometric extractor 22. Rather than having to
store the large amount of information that would be represented
by the average signature, the unknown signature is analyzed and
only a small portion, the extracted hiometric, {(which is
identified by the indicium, received from the card swiper 30) is

extracted by the bicmetric extractor 22.

Although not shown in Figure 2, the card swiper unit
30 may also be coupled to the biometric comparator 24 so that
the reference biometric may be sent directly rather than passing

through the biometric extractor 22.
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The extracted biometric of the unknown signature is
transmitted to the biometric comparator 24, which also receives
the reference biometric that is stored on a magnetic strip 28 on
the back of a credit card or identity card 26, which has been
swiped through a credit card swiper unit 30. Biometric
comparatcr 24 compares the extracted biometric with the
reference biometric from the card 26. If the comparigcon by the
biometric comparator 24 results in a match, then the person
providing the unknown signature is the same person that provided
the reference biometric. The accuracy of the technigue is not
100 % so it may be prudent to use one or more additional
biometrics or portions of a signature for comparison in parallel
to determine, with an adequate level of confidence, whether
there is a match., 2Alternatively, the identity verification

procedure can be repeated.

The biometric extractor 22 and biometric comparator 24
may be incorporated into a CPU (not shown) and the results

displayed on a monitor (not shown).

Any cone of several conventional statistical analyses

can be used determine whether there is a match between the
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extracted biometric and the reference biometric, such as a
calculation of the average ¢f the square of the differences
between the ccordinates of the extracted biometric and the

reference biometric.

An alternative method of comparing reference and
extracted biometrics comprises a vector analysis surrounding
points of zero velocity. In a typical signature, there are
likely a plurality of points where the velocity of the pen is
zero. For example, referring to Pigure 3, points A and B of the
letter "a" will be points of zero velocity. Referring to Figure
4, point A will have two position vectors surrounding that
point, a vector C entering the point A and a vector D exiting
from the point A. Therefore, using these three pieces of data,
a given point where the pen velocity is zexro will have (x,, V..
z,}) indicating the point of zero velocity, (X,, Y., 2.} indicating
the entry vector, and (x,, y,, 2} indicating the exit wvector.
Therefore, a given point of zero velocity, identified by indic¢ia
as discussed above, can be used as a reference biometric to
verify the identity of the person providing an unknown
signature, by comparing the point of zero velocity, and the
associated entry and exit vectors with the corresponding point

of zero velocity and vectors of a reference signature.
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accordingly, while thig invention has been described
with reference to illustrative embodiments, this description is
not intended to be ccpstrued in 2 limiting sense. Various
modifications of the illustrative embodiments, as well as othex
embodiments of the invention, will be apparent to persons
gkilled in the art upon reference to thip description. It is
therefore contemplated that the appended claims will cover any
such modifications or embodiments as fall within the true scope

of the invention.
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WE CLAIM:

i. A method for verifying identity comprising:

{(a}) recording in a machine readable Eormat a

referaence signature of an individual;

{(b) didentifying a reference biometric within said
reference signature, said reference bicmetric having a selected

characteristic;

{c) identifying an indicium, wherein said indicium
identifies said reference biometric within said reference

signature;

(d) placing said reference biometric and said

indicium on a portable machine readable substrate;

(e} inputting said indicium and said reference

biometric from said substrate into a computer;

(f} inputting an unknown signature into said

computer;
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using said indicium to identify an extracted

biometric within said unknown signature; and

(h)

comparing said extracted biometric to the

reference biometric to determine if they match within

predetermined

wherein steps

2. The

signature and

3. The

signature and

4, The

coordinates x

thresheld criteria;

(e} to (h) inclusive are performed on-site.

method of claim 1, wherein said reference

salid unknown signature are handwritten signatures.

method of claim 1, wherein said reference

said unknown biometric are fingerprints.

method of claim 2, wherein two-dimensional space

and y, a force coordinate z, and a time ccordinate

t of paid reference signature and said unknown signature are

recorded and compared.
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5. A method according to claim 2, wherein pressure
sensitive pads are used to record said reference and unknown

signatures.

6. A method according to claim 1, wherein said portable,

machine readable substrate is a magnetic strip.

7. A method according te claim 6, wherein said magnetic

strip is on a credit card.

8. A method according to claim 1, wherein a second
indicium is identified and stored on said portable machine

readable substrate.

9. A method according to claim 8, wherein said second
indicium identifies salid reference biometric within said

reference signature.

10. A method according to claim B, wherein said second
indicium identifies a second reference biometric within said

reference signature.
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11. A method according to claim 8, wherein said second
indicium is used to locate said extracted biometric in said
unknownt signature in the event said extracted bicometric cannot

be located using said first indicium.

12. A method according to claim 8, wherein said second
indicium ig used to locate said extracted biometric in the event
that said comparison of said reference biometric and said

extracted biometric indicates no match.

13. A method according to claim 1, wherein said unknown
signature is normalized prior tc identification of said

extracted biometric.

14. An apparatus for verifying indentity comprising:

{a) a portable machine readable substrate on which is
recorded a reference biometric of an individual and an
indicium, wherein said indicium identifies said
reference biometric within a reference signature;

{b) a first input device operative to read said reference
biometric and said indicium from said machine readable

substrate;
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{c) a biometric input device, operative toc receive an
unknown signature;
{d) &a biometric extraction unit ccoupled to said first
input device and said biometric input device, said
5 biometric extraction unit operative to identify and
extract an extracted biometric within said unknown
signature that is located by said indig¢ium; and
{e} a biometric comparator coupled to said biometric
extraction unit, said biometric comparator operative
10 to receive said extracted biometric and said reference
biometric, said biometric comparator additionally
operative to compare said extracted biometric and said
reference biometric to determine if they match within
predetermined threshold criteria.
IS
1s5. The apparatus according to c¢laim 14, wherein said

portable machine readable substrate is a magnetic strip.

16. The apparatus according to c¢laim 14, wherein said

20 magnetic strip is on a credit card.

17. The apparatus according to claim 14, wherein said

reference and unknown sigpnatures are fingerprints.
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18. The apparatus according to claim 14, wherein said

biometric input device is a pressure sensitive pad.

19. The apparatus according to claim 14, wherein two-
dimensional space coordinates x and y, a force coordinate z, and
a time coordinate t of said reference biometric are recorded on

said portable machine readable substrate.

20. The apparatus according to claim 14, wherein said
reference signature and said unknown signature are handwritten

signatures.

IPR2022-00600
- Apple EX1002 Page 80




CA D2412402 2002-11-20

PRIOR ART

7 2 VERIFICATION

MERCHANT AGENT - 14
\ e
10/
Fig. 1
28
26
~— 30
TOUCH BIOMETRIC BIOMETRIC
PAD
EXTRACTOR COMPARATOR
\ 20 22 24
Fig. 2

IPR2022-00600
Apple EX1002 Page 81




A 02412403 2002-11-20

Fig. 3

IPR2022-00600
Apple EX1002 Page 82




Certificate Under 37 CFR 1.8

I hereby certify that this correspondence is being electronically
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Before examination of the above-identified application, please enter the following
amendment:
Amendments to the Specification begin on page 2 of this communication.
Amendments to the Claims begin on page 3 of this communication.
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AMENDMENTS TO THE SPECIFICATION:

Please insert before the first paragraph of the application:

This application is the National Stage of International Application No.
PCT/AU2006/001136, filed August 10, 2006, which claims the benefit of priority to
Australian Patent Application No. 2005904375, filed on August 12, 2005. All of the
foregoing applications are hereby incorporated herein in their entirety in this application.
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AMENDMENTS TO THE CLAIMS:
The listing of Claims will replace all prior versions and listings of the Claims in the

application:

1. {Criginal) A method of enrolling in a biometric card pointer system, the
method comprising the steps of:
receiving card information;
receiving the biometric signaturs;
defining, dependent upon the received card information, a memory locationin a
local memory external to the card;
determining if the defined memory location is unoccupied; and
storing, if the memory location is unoccupied, the biometric signature at the

defined memory location.

2. {Original) A method of obtaining verified access to a process, the method
comprising the steps of:
storing a biometric signature according to the enrolment method of claim 1;
subsequently presenting card information and a biometric signature; and
verifying the subsequently presented presentation of the card information and the
biometric signature if the subsequently presented biometric signature matches the
biomaetric signature at the memory location, in said local memory, defined by the

subsequently presented card information.
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3. (Original) A method of securing a process at a verification station, the
method comprising the steps of:
(a) providing card information from a card device to a card reader in the verification
station;
{b) inputting a biometric signature of a user of the card device to a biometric reader
in the veriftication station;
(c) determining if the provided card information has been previously provided to
the verification station;
(d) if the provided card information has not been previously provided to the
verification station;
(da) storing the inputted biometric signature in a memory at a memory
location defined by the provided card information; and
(db) performing the process dependent upon the received card
information;
(e) if the provided card information has been previously provided to the
verification station;
(ea) comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
(eb) if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
(ec) if the inputted biometric signature does not match the stored
biometric signature, not performing the process dependent upon the received card

information.
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4. {Original) A method according to claim 3, wherein the card device is one
of:

a card in which the card information is encoded in a magnetic strip;

a card in which the card information is encoded in a bar code;

a smart card in which the card information is stored in a solid state memory on the

smart card; and

a key fob adapted to provide the card information by transmitting a wireless signal

to the verification station.

5. (Original) A method according to claim 3, wherein:
the card information provided in the step (a) comprises a header and card data;

and

the steps (¢}, (d) and (e) are only performed if the header indicates that the card

belongs to a set of cards associated with the verification station.

6. (Original) A method according to claim 3, wherein the performance of the
process in the steps (db) and (eb) comprises outputting at least part of the inputted card

information from the verification station.
7. (Original) A method according to claim 6, wherein at least one of the

steps (db) and (eb) comprise at ieast one of the further steps of:

inputting information from a keypad to the verification station; and
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outputting at least some of the information input from the keypad.

8. {Currently Amended) A method according to claim 3, wherein the step

(ec) further comprises outputting information indicating that the user of the card device is

not authorised authorized.

9. {Currently Amended) A method according to any-one-of-claims claim 6, 7
ard-8 wherein the information outputted is communicated to one of:
a service provider for providing a service dependent upon receipt of the outputted

information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.

10. (Original) A method according to claim 3, comprising the further steps of:

(f) storing the card information provided by successive instances of the step (a);

and
(g) outputting the information stored in the step () for audit purposes.
11. (Currently Amended) A biometric card pointer enrolment system
comprising:

a card device reader for receiving card information;

a biometric reader for receiving the biometric signature;
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means for defining, dependent upon the received card information, a memory
location in a local memory external to the card;

means for determining if the defined memory location is unoccupied; and

means for storing, if the memory location is unoccupied, the biometric signature

at the defined memory location.

12. (Original) A biometric card pointer verified access system comprising:

the biometric card pointer enrolment system of claim 11; and

means for verifying (i) a subsequent presentation of card information to the card
device reader and (ii) a subsequent presentation of a biometric signature to the biometric
reader if said subsequently presented biometric signature matches the biometric
signature at the memory location, in said local memory, defined by the subsequently

presented card information.

13. (Original} A verification station for securing a process, the verification
station comprising:

a card device reader for receiving card information from a card device coupled to
the verification station;

a biometric signature reader for receiving a biometric signature provided to the
verification station;

means for determining if the provided card information has been previously

provided to the verification station;
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means, if the provided card information has not been previously provided to the
verification station, for;
storing the inputted biometric signature in a memory at a memory location
defined by the provided card information; and
performing the process dependent upon the received card information;
means, if the provided card information has been previously provided to the
verification stalion, for;
comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;
if the inputted biometric signature matches the stored biometric
signature, performing the process dependent upon the received card information; and
if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

14. {Original) A verification station according to claim 13, wherein the card
device reader is one of:

a reader for a card in which the card information is.encoded in a magnetic strip;

a reader for a card in which the card information is encoded in a bar code;

a reader for a smart card in which the card information is stored in a solid state
memory on the smart card; and

a receiver for a key fob adapted to provide the card information by transmitting a

wireless signal to the verification station.
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15. (Original} A verification station according to claim 13, wherein the

memeory is incorporated in a tamper-proof manner in the verification station.

16. (Original) A computer program product including a computer readable
medium having recorded thereon a computer program for directing a processor to
execute a method for securing a process at a verification station, said program
comprising:

code for determining if card information, provided 1o a card device reader
incorporated into the verification station, has been previously provided to the verification
station;

code, if the provided card information has not been previously provided to the
verification station, for;

storing a biometric signature, inputted to a biometric signature reader
incorporated into the verification station, in a memory incorporated into the verification
station, at a memory location defined by the provided card information; and

performing the process dependent upon the received card information;

code, if the provided card information has been previously provided to the

verification station, for;

comparing the inputted biometric signature to the biometric signature
stored in the memory at the memory location defined by the provided card information;

if the inputted biometric signature matches the stored biometric

signature, performing the process dependent upon the received card information; and
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if the inputted biometric signature does not match the stored biometric

signature, not performing the process dependent upon the received card information.

17. (Original) A computer program product including a computer readable
medium having recorded thereon a computer program for directing a processor to
execute a method of enrolling in a biometric card pointer system, the program comprising:

code for receiving card information;

code for receiving the biometric signature;

code for defining, dependent upon the received card information, a memory
location in a local memory external to the card;

code for determining if the defined memory location is unoccupied; and

code for storing, if the memory location is unoccupied, the biometric signature at

the defined memory location.

18. (Original) A computer program product including a computer readable
medium having recorded thereon a computer program for directing a processor to
execute a method of obtaining verified access to a process, the program comprising:

code for storing a biometric signature according to the enrolment method of claim
17;

code for subsequently presenting card information and a biometric signature; and

code for verifying the subsequently presented presentation of the card

information and the biometric signature if the subsequently presented biometric signature
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matches the biometric signature at the memory location, in said local memory, defined by

the subsequently presented card information.

19. (New) A method according to claim 7, wherein the information cutputted
is communicated to one of:
a service provider for providing a service dependent upon receipt of the ocutputted

information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.

20. (New) A method according to claim 8, wherein the information outputted
is communicated to one of:

a service provider for providing a service dependent upon receipt of the outputted
information; and

an apparatus for providing access to a service dependent upon receipt of the

outputted information.

H
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REMARKS:

Claims 8, 9 and 11 have been amended and Claims 19 and 20 have been
added. The amendments to the claims are shown with strkethreugh for deleted
matter and underlines for added matter. The claim amendments were made to
conform to the United States practice and are believed to include no new matter.

Applicants respectfully submit that all of the pending claims are in condition
for allowance. [f for any reason the Examiner is unable to allow the application in the
next Office Action and believes that a telephone interview would be helpful to resolve

any remaining issues, he is respectfully requested to contact the undersigned.

Respectfully submitted,

February 12, 2008 M

Date Robert D. E*fummers Jr. (Reg. No. 57,844)
BRINKS HOFER GILSON & LIONE
P.O. Box 10385
Chicago, IL 60610
(312) 321-4200
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(57) Abstract: This identity authentication system is used in commercial transactions at a point-of-sale terminal. The system com-
prises a device for capturing a customer signature (signature pad or a smart pen), a sensor for capturing a biometric property of
the customer during the transaction, a local processor, a wireless device carried by the customer, a device reader positioned at the
point-of-sale terminal, and a host computer. The customer registers advising the system of a customer account that is to be used for
payment. The customer also submits an electronic signature (written script of name) and a digital signature for reference purposes -
a fingerprint. The customer is then issued a wireless device, the wireless device having memory. The memory may be an ID card,
a credit card, a smart card, a transponder, a barcode, or a combination of these memories. An identifying device reader (such as a
card reader, an interrogator, a scanner) is located at the point-of-sale terminal that is compatible with the wireless device. Thereafter,
when the customer uses a stylus to submit written data - an electronic signature is generated. Similarly, a sensor in the stylus captures
data that is used to generate a digital signature. A reference print is then accessed through the memory in the wireless device carried
by the customer. The digital and electronic signatures are then compared against the reference data to authentic identity.
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SECURITY ACCESS SYSTEM

FIELD OF THE INVENTION

The invention relates generally to various systems for verifying the identification of a
person, and more particularly, where the person carries a wireless device for use at
point-of-sale terminals, the wireless device having a memory in for example, an ID card,
a credit card, a smart card, a transponder, a barcode, or a combination of these
memories.

BACKGROUND OF THE INVENTION

Many identification systems are known in the art. in some cases, a photograph of a
subject or his fingerprint pattern is affixed to an identification card. in other approaches,
various methods are employed for storing image or password information in a magnetic
stripe or in an optically encoded image or pattern, which is physically part of the
identification card. Still other approaches utilize a “smart card" having its own

semiconductor memory capability for information storage.

U.S. Patent No. 6,175,922 (Wang) discloses an electronic transaction system for
completing a transaction request at a point-of-sale terminal using a portable
electronic authorization device carried by a user. The device first receives digital
data representing the transaction request. The electronic authorization device
provides information regarding an ability to approve the transaction request.
When the transaction is approved, the electronic authorization device receives

additional data representing the electronic service authorization token.

U.S. Patent No. 6,140,939 (Flick) discloses a biometric security system for
automobiles. The control system includes a controller for learning a unique
biometric characteristic of an individual to define a learned individual capable of
causing performance of a function associated with the vehicle. The vehicle

function control system includes a biometric characteristic sensor, and a
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controller at the vehicle for controlling a vehicle function responsive to the

biometric characteristic sensor.

U.S. Patent No. 5,857,152 (Everett) discloses an electronic system for toll
payment. The system identifies an electronic purse and effects value transfer over
a communication system without the need for the vehicle to stop. The system
provides for toll payment by use of a communication device and an electronic
purse coupled to the device. The remote communication system communicates
with mobile devices to effect toll payments by exchanging cryptographically
secure messages.

U.S. Patent No. 5,706,349 (Aditham et al.) discloses a system for authenticating
remote users in a distributed environment. A token is initially issued to a remote
user once a security mechanism determines that the remote user is who he claims
to be. Prior to access to the a connection between a remote user and an
application server, the system verifies that a token associated with a connection
request was issued by the security mechanism.

U.S. Patent No. 6,202,055 (Houvener, et al.) discloses a system for processing a
financial instrument. A customer at a identification terminal initially submits the
instrument — perhaps a check. The checking account number is communicated to
a remote database containing digital photographic images of authorized users of
checking accounts. The remote database is searched and any photographic
images associated with the checking account number are transmitted to the
identification terminal. The images are displayed and compared to the physical
appearance of the customer. The on-site employee then determines if at ieast one
of the displayed digital matches the appearance of the person initiating the

transaction.

U.S. Patent No. 5,903,225 (Schmitt, et al.) discloses an access control system
with fingerprint sensor enroliment. The system includes a station for enrolling a
person as authorized based upon the sensed fingerprint. The system also includes

a wireless device that is carried by the authorized person, and an access
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controller for granting access to an authorized person. The wireless device
cooperates with the enrolling station to store data for an authorized person based
upon the sensed fingerprint. The authorized person bearing the wireless device is

unobtrusively granted access by approaching the access location.

U.S. Patent No. 5,973,731 (Schwab) discloses an identification system that
provides interactive communication of text and image information between a
central server and multiple remote terminals. The central server maintains a
separate, centralized database of data-compressed images of the subject
individuals, and subsequently transmits the data-compressed images to local
terminals, on demand, during the transactions. The image may include a copy of
the authorized signature, which then is used by the transaction terminal to

compare to a scanned image of the signature on the authorization slip.

While a written signature is still regarded as the preferred way for a person to convey
approval and a legal commitment, there still remains a need to confirm absolutely that

can assure that the customer is the person authorized to make a commitment.

What is needed is a system that will utilize wireless technology (primarily) in commercial
transactions of any value that is acceptable to all parties - that captures a digital
signature (which is the international standard of identification) at the same time that the
electronic signature (the written text) is captured, the combined signature being
irrefutable; a pen-based system that is both compatible with card-based systems and

independent of such systems.

SUMMARY OF THE INVENTION

The system of the present invention addresses these needs. For purposes herein, a list
of key terms are hereafter set forth to clarify the scope of the authenticated payment

system of the present invention.
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TRANSPONDER is a wireless device that is a receiver-transmitter. The transponder is
part of a transponder system - the system also including an interrogator. The
transponder is capable of accepting the challenge of the interrogator by transmitting an
appropriate reply. The transponder receives and transmits data in a wireless manner,
generally through low frequency radio waves. The transponder is generally an ID card, a
keytag, a wireless phone, a pda, or some other device that can be carried by a customer
in a purse, wallet, keychain, or pocket. The transponder may be active or passive. This
definition expressly excludes any data transmission by means of swiping a card through
or injecting a card into a conventional cardreader.

STYLUS refers to any device that is compatible with either the hand or finger of the user
for purposes of making a marking on an essentially flat surface. The flat surface may be
a digital surface or a piece of paper. While the drawings depict a conventional shape of a
stylus, other shapes and designs are also included within the scope of the present
invention such as any attachment or thimble-like device for a finger or any implement
that can be held with a hand for such purpose. The stylus may or may not include an ink
cartridge.

DYNAMIC REGISTRATION refers to a process where an existing customer can register for
identity into a new system by participating i