
(12) United States Patent 
Yiu et al. 

(54) METHOD AND APPARATUS FOR 
DYNAMICALLY CONTROLLING RELEASE 
OF PRIVATE INFORMATION OVER A 
NETWORK FROM A WIRELESS DEVICE 

(75) Inventors: Jennifer 0. Yiu, Fremont, CA (US); 
Ramkumar Venketaramani, Foster 
City, CA (US); Suresh B. Bashyam, 
Sunnyvale, CA (US); Seetharaman 
Ramasubramani, San Jose, CA (US) 

(73) Assignee: Openwave Systems Inc., Redwood 
City, CA (US) 

( *) Notice: Subject to any disclaimer, the term of this 
patent is extended or adjusted under 35 
U.S.C. 154(b) by 689 days. 

(21) Appl. No.: 09/895,521 

(22) Filed: 

(65) 

Jun.29,2001 

Prior Publication Data 

US 2003/0181205 A1 Sep. 25, 2003 

Related U.S. Application Data 
( 60) Provisional application No. 60/264,210, filed on Jan. 25, 

2001. 

(51) Int. Cl? .................................................. H04Q 7/20 
(52) U.S. Cl. ................................ 455/456.1; 455/426.1; 

455/404.2 
(58) Field of Search ........................... 455/426.1, 456.1, 

455/456.3, 432.1, 414.3, 404.2, 440, 457, 
414.2 

111111 1111111111111111111111111111111111111111111111111111111111111 

4 

US006928291B2 

(10) Patent No.: US 6,928,291 B2 
Aug. 9, 2005 (45) Date of Patent: 

(56) References Cited 

U.S. PATENT DOCUMENTS 

5,740,539 A * 4/1998 Ishii ........................ 455/456.1 
5,907,804 A * 5/1999 Schroderus eta!. ........ 455/411 
6,311,069 B1 * 10/2001 Havinis et a!. .......... 455!456.4 
6,571,212 B1 * 5!2003 Dent ....................... 704/270.1 
6,687,504 B1 * 2/2004 Raith ...................... 455/456.1 
6,687,505 B1 * 2/2004 Hagebarth ............... 455!456.2 
6,716,101 B1 * 4/2004 Meadows et a!. ........... 340/989 

* cited by examiner 

Primary Examiner-Marsha D. Banks-Harold 
Assistant Examiner---Nghi H. Ly 
(74) Attorney, Agent, or Firm-Blakely, Sokoloff, Taylor & 
Zafman LLP 

(57) ABSTRACT 

A proxy gateway is coupled to one or more wireless hand­
held devices over a wireless network and to one or more 
origin servers over a wired network. The proxy gateway 
proxies requests and responses between the wireless devices 
and the origin servers. The proxy gateway determines when 
private information associated with a wireless device is 
needed or requested by another network entity, such as an 
origin server. In response to such determination, the proxy 
gateway communicates with the wireless device to enable 
the wireless device to present a user interface which allows 
a user of the wireless device to dynamically control release 
of the private information. 
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