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Intellectual Property Rights
IPRsessential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI members and non-members, and can be found
in ETSI SR 000 314: “Intellectual Property Rights (IPRs); Essential, orpotentially Essential, IPRs notified to ETSI in
respect ofETSI standards", whichis available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server ://webapp.etsi.org/IPR/home.asp).

Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become,essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Project Smart Card Platform (SCP).

It is based on work originally done in the 3GPP in TSG-terminals WG3 and ETSI SMG.

The contents of the present document are subject to continuing work within EP SCP and may change following formal
EP SCPapproval. If EP SCP modifies the contents of the present document,it will then be republished by ETSI with an
identifying change of release date and an increase in version numberas follows:

Version X.y.z

where:

x: the first digit:

0 early working draft;

1 presented to EP SCP for information;

2 presented to EP SCP for approval;

3 or greater indicates EP SCP approved document under changecontrol.

y: the second digit is incremented forall changes of substance, i.e. technical enhancements, corrections,
updates,etc.

z: the third digit is incremented wheneditorial only changes have been incorporated in the document.
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1 Scope
The present documentdefines the remote managementofthe UICC based onthe secured packet structure specified in
TS 102 225 [1].

It specifies the APDU format for remote management.

e Furthermorethe present documentspecifies: a set of commands coded according to this APDU structure and
used in the remote file management on the UICC.This is based on TS 102 221 [2].

e Asset of commands coded according to this APDU structure and used in the remote application management
on the UICC. This is based on the GlobalPlatform Card Specification [4].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions ofthe present
document.

e__Referencesare either specific (identified by date ofpublication and/or edition numberor version number) or
non-specific.

e Fora specific reference, subsequent revisions do not apply.

° For a non-specific reference, the latest version applies. In the case of a reference to an EP SCP document, a
non-specific reference implicitly refers to the latest version of that documentin the same Release as the
present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

[1] ETSI TS 102 225: "Smart cards; Secured packet structure for UICC based applications".

[2] ETSI TS 102 221: "Smart cards; UICC-Terminalinterface; Physical and logical characteristics".

[3] ETSI TS 102 223: "Smart cards; Card Application Toolkit (CAT)".

[4] GlobalPlatform (March 2003): "GlobalPlatform Card Specification, Version 2.1.1".

NOTE:_See http://www.globalplatform.org/.

[5] ETSI TS 101 220: "Smart cards; ETSI numbering system for telecommunication application
providers".

[6] ETSI TS 143 019: "Digital cellular telecommunications system (Phase 2+); Subscriber Identity
Module Application Programming Interface (SIM API) for Java Card; Stage 2 (3GPP TS 43.019)".

[7] ETSI TS 102 241: "Smart cards; UICC Application Programming Interface (UICC API) for Java
Card (TM)".

[8] GlobalPlatform: "GlobalPlatform Card Specification Version 2.0.1".

NOTE: See http://www.globalplatform.org/.

[9] GlobalPlatform: "Card Specification 2.1 Compliance Packages Version 1.1".

NOTE:_Seehttp://www.globalplatform.org/.

[10] ETSI TS 102 222: "Integrated Circuit Cards (ICC); Administrative commands for
telecommunicationsapplications".
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[11] ETSI TS 123 048: "Digital cellular telecommunications system (Phase 2+); Universal Mobile
Telecommunications System (UMTS); Security mechanismsfor the (U)SIM application toolkit;
Stage 2 (3GPP TS 23.048)".

[12] ETSI TS 102 127: "Smart cards; Transport protocol for CAT applications; Stage 2".

3 Definitions and abbreviations

3.1 Definitions

Forthe purposesofthe present document, the terms and definitions given in TS 102 225 [1] and TS 101 220 [5] apply.

3.2 Abbreviations

For the purposesofthe present document, the abbreviations given in TS 102 225 [1] and the following apply:

ADD Access Domain Data
ADP Access Domain Parameter

AID Application Identifyer
BER-TLV Basic Encoding Rules - Tag, Length, Value
BIP Bearer Independent Protocol
C-APDU Command Application Protocol Data Unit
DAP Data Authentication Pattern

DEK Data Encryption Key
MSL Minimum Security Level
MSLD Minimum Security Level Data
RAM Remote Application Management
R-APDU Response Application Protocol Data Unit
RFM Remote File Management
RFU Reserved for Future Use

UICC Universal Integrated Curcuit Card

4 Overview of remote management

 
 Receiving

Entity
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Application
 
 

 
  
  

 Sending Sending
Application Entity

Secured
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Secured R-APDU]
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Figure 4.1: Remote management
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All data exchanged between the Sending Entity and Receiving Entity shall be formatted as "Secured data" according to
TS 102 225 [1]:

1) The parameter(s) in the "Secured data" is either a single command,or a list of commands, which shall be
processed sequentially.

2) The Remote Managementapplication shall take parameters from the "Secured data" and shall act upon the
files or applications according to these parameters. A Remote Managementapplication is the on-card
Receiving Application that performs either Remote File Management (RFM) or Remote Application
Management (RAM) as defined in the following clauses.

3) Remote Management commands shall be executed by the dedicated Remote Management Application (RAM).
A Command "session"is defined as starting upon receipt of the parameter/commandlist, and ends when the
parameterlist in the "Secured data" is completed, or when an error (i.e. SW1 of the commandindicates an
error condition) is detected which shall halt further processing of the commandlist. Warnings or procedure
bytes do not halt processing of the commandlist.

4) At the beginning and end ofa Command"session"the logical state of the UICC as seen from the terminal shall
not be changedto an extent sufficient to disrupt the behaviour ofthe terminal. If changes in thelogical state
have occurred that the terminal needs to be aware of, the application on the UICC may issue a REFRESH
command according to TS 102 223 [3]. However,this is application dependent and therefore out of scope of
the present document.

5 Remote APDU format

5.1 Compact Remote Application data format

5.1.1 Compact Remote commandstructure

A commandstring may contain a single commandor a sequence of commands.Thestructure of each commandshall be
according to the generalized structure defined below; each elementother than the Data field is a single octet (see
TS 102 221 [2]).

The format of the commandsis the sameas the one defined in TS 102 221 [2] for T= 0 TPDU commands.

S aeeeCLA code (INS

If the sending application needsto retrieve the Response parameters/data of a case 4 command, then a GET
RESPONSE commandshall follow this command in the commandstring.

The GET RESPONSEand any case 2 command(i.e. READ BINARY, READ RECORD)shall only occur once in a
commandstring and, ifpresent, shall be the last commandinthestring.

Forall case 2 commandsand for the GET RESPONSE command,ifP3 = '00'", then the UICCshall send backall
available response parameters/data e.g. if a READ RECORD command has P3="'00' the whole record shall be returned.
Thelimitation of256 bytes does not apply for the length of the response data. In case the data is truncated in the
response, the remaining bytes are lost and the status wordsshallbe set to '62 F1'.
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5.1.2|Compact Remote responsestructure

If a proof of Receipt is required by the sending entity, the Additional Response Data sent by the Remote Management
Application shall be formatted accordingto table 5.1.

Table 5.1: Format of additional response data

[Length|Name

Status bytes or '61 xx' procedure bytes of last executed command /
GET RESPONSE7
Responsedata oflast executed command / GET RESPONSEif
available (i.e. if the last command was a case 2 command or a GET
RESPONSE
This field shall be set to '01' if one command was executed within the

commandscript, '02' if two commands were executed,etc.

 
5.2 Expanded Remote Application data format

5.2.1 Expanded Remote commandstructure

The "Secured data" sent to a Remote ManagementApplication shall be a BER-TLV data object formatted according to
table 5.2.

Table 5.2: Expanded format of Remote Managementapplication command "secured data”

Lengthinbytes|ssNames
|1|Command Scripting template tag

Length of CommandScripting template= A+B+...C 
The CommandScripting template is a BER-TLVdata object as defined in TS 101 220 [5] andthe tag of this TLV is
defined in annex A.

A Remote Managementapplication commandstring may contain a single or several C-APDU TLVs.

The structure of each C-APDU shall be a TLV structure coded according to the C-APDU COMPREHENSION-TLV
data object coding defined in TS 102 223 [3]. Therestriction on the length of the C-APDU mentionedin the note in
TS 102 223 [3] shall not apply.

Forall case 2 and case 4 C-APDUs, ifLe='00' in the C-APDU,then the UICC shall send backall available response
parameters/data in the R-APDUe.g. if a READ RECORD command has Le='00' the whole record shall be returned.
The limitation of 256 bytes does not apply for the length of the response data.

In case the data is truncated in the response ofa C-APDU,the status words for this C-APDU shall be set to '62 F1' in
the corresponding R-APDU.This shall terminate the processing of the commandlist.

Ifa R-APDUfills the response buffer so that no further R-APDUcan beincludedin the response scripting template,
this shall terminate the processing of the commandlist.

IfLe field is empty in the C-APDU,then no response data is expected in the R-APDU.In that case, no R-APDU shall
be returned by the UICCin the application additional response data except if the corresponding C-APDUis thelast
command executed in thescript.

NOTE: In this expanded format the GET RESPONSE commandis notused.
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5.2.2 Expanded Remote responsestructure

The additional response application data which may be sent by a Remote Managementapplication is a BER-TLV data
object and shall be formatted accordingto table 5.3.

Table 5.3: Expanded Format of Remote Managementapplication additional response data

|Lengthinbytes|ssCNmeeCeCSCCid
|_=1___|ResponseScriptingtemplatetag CitisCid

Length of Response Scripting template= X+A+B...C

|B.__|R-APDUof second executed case 2/ case 4 C-APDUinthescript
Fe

R-APDUoflast executed C-APDUinthescript
NOTE: If the last executed C-APDU is a case 2 or case 4 command the R-APDU

TLV is present only once in the ResponseScripting template.

 
The Response Scripting template is a BER-TLVdata object as defined in TS 101 220 [5] and the tag of this TLV is
defined in annex A.

The Numberofexecuted C-APDUs TLV is a BER-TLVdata object and shall be coded as shown in table 5.4.

Table 5.4: Numberof executed C-APDUs TLV

Length in bytes
|1-~__ [Numberof executed C-APDUstag

Length=X1[Length=x
Numberof executed C-APDUs 

The Numberofexecuted C-APDUstag is defined in annex A. The Numberofexecuted C-APDUsvalue correspondsto
the number of C-APDUsexecuted within the commandscript.

The structure ofeach R-APDUshall be a TLV structure coded according to the RRAPDU COMPREHENSION-TLV
data object coding defined in TS 102 223 [3]. Therestriction on the length of the R-APDU mentionedin the note in
TS 102 223 [3] shall not apply. For Le='00'" the length of the R-APDU maybe coded on more than two bytes.

A Remote Managementapplication response string may contain a single or several R-APDU TLVs.

6 Security parameters assigned to applications

6.1 Minimum Security Level (MSL)

The Minimum Security Level (MSL)is used to specify the minimum level of security to be applied to Secured Packets
sent to any Receiving Application. The Receiving Entity shall check the Minimum Security Level before processing the
security ofthe Command Packet.If the check fails, the Receiving Entity shall reject the messages and a Response
Packet with the "Insufficient Security Level" Response Status Code (see TS 102 225 [1]) shall be sent if required.

A Minimum Security Level as described in clause 8.2.1.3.2.4 shall be assigned to each Remote Managementapplication
(RFM/RAM).
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6.2 Access domain

The Access Domainis a parameter used to define the access rights granted to an Application allowingit to perform
operations on UICCfiles specified in TS 102 221 [2]. Access Conditions ofUICC Files shall be coded as defined in
TS 102 221 [2].

The accessrights granted to an application by its Access Domain shall be independent from the accessrights granted at
the UICC/Terminalinterface.

NOTE: This implies in particular that the status of a secret code (e.g. disabled PIN1, blocked PIN2,etc.) at the
UICC/Terminalinterface does not affect the access rights granted to an application.

An Access Domain as described in clause 8.2.1.3.2.5 shall be assigned to each Remote File Management Application.

7 Remote File Management (RFM)
The concept of embedding APDUsin a commandpacket and the Additional Response data in a response packet shall be
as defined in the previous clauses describing the Compact and expanded Remote Application data format.

The Compact and expanded Remote Application data formats shall be distinguished by different TAR values.

7.1 Commands

The standardized commandsarelisted in table 7.1. The commandsare as defined in TS 102 221 [2] and
TS 102 222 [10].

Table 7.1: Remote File Management commands

 
The SELECT commandshall not include the selection by DF namecorresponding to P1='04' in the Command
Parameters of SELECT(see TS 102 221 [2]).

The Response Data shall be placed in the Additional Response Data element of the Response Packet.

e IfP3/Le ='00' in the READ RECORD command,then the UICCshall send back the whole record data.

e IfP3/Le ='00' in the READ BINARY command,then the UICC shall send back all data until the end of the
file, according to clause 5.1.
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7.2 UICC Shared File System Remote File Management

A UICCShared File System Remote File Managementapplication shall have access only to the MF and all DFs and
EFsthat are located under the MF.

NOTE: ADFsare not considered to befiles located under the MF.

The MF shall be implicitly selected and be the current directory at the beginning of a Command"session".

No ADFshall be accessed by the UICC Shared File System Remote File Managementapplication.

All commandsdefined in clause 7.1 shall apply.

The TAR value of the UICC Shared File System Remote File Managementapplication is defined in TS 101 220 [5].

7.3 ADF Remote File Management

An ADF Remote File Management application shall have access to the DFs and EFs located under the ADF.

The ADFshall be implicitly selected and be the current directory at the beginning of a Command"session".

The UICC Shared File System, i.e. the MF and all DFs and EFsthat are located under the MF, mayalso be accessed,
dependingonthe accessrights granted to the ADF Remote File Managementapplication.

NOTE:  ADFsare not considered to befiles located under the MF.

All commandsdefined in clause 7.1 shall apply.

The TAR of an ADF RFMapplication shall be linked to the AID of the application to which the ADF belongs.

The TAR value of an ADF Remote File Managementapplication is defined in TS 101 220[5].

8 Remote Application Management (RAM)
Remote Application Management on a UICC card includesthe ability to load, install, and remove applications. This
managementis underthe control of the Issuer Security Domain or any Security Domain with delegated management
privileges as described in GlobalPlatform Card Specification [4].

All GlobalPatform features and functionality that are described in the present clause shall comply to GlobalPlatform
Card Specification [4].

A RAM Application shall support the features and functionality described as mandatory in Package 0 "Core OP
functionality" of GlobalPlatform Card Specification 2.1 Compliance Packages [9] unless they are specifically defined as
not applicable or optional in the present clause.

A RAM Application shall support all features and functionality described in the present clause unless they are
specifically described as optional.

The support of the APIs defined in GlobalPlatform Card Specification [4] (Package 0.A (Java Card API) or
Package 0.B (Windows Powered Smart Cards API) in GlobalPlatform Card Specification 2.1 Compliance Packages[9]
is optional.

Remote Application Management commandsshall be executed according to table 9.1 ofGlobalPlatform Card
Specification [4].

The TAR value allocated for the Issuer Security Domain are defined in TS 101 220 [5].

The concept of embedding APDUsin a commandpacketand the Additional Response data in a response packetshall be
as defined in the previous clauses describing the Compact and expanded Remote Application data format.

The Compact and expanded Remote Application data formats shall be distinguished by different TAR values.

The Minimum Security Level of aRAM Application shall requireat least integrity using CC or DS.
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A complying card shall support at least the DES CBC algorithm for cryptographic computations.

8.1 Remote application management application behaviour

Remote Load File loading, Application installation, Load File removal, Application removal, Application
locking/unlocking, Application information retrieval shall be compliant to GlobalPlatform Card Specification [4].

As a RAM Application is a Receiving Application per clause 4, application selection (SELECT command) and
commanddispatching as described in GlobalPlatform Card Specification [4] do not apply to Remote Application
Management.

8.2 Commandscoding and description

Commandsandresponsesshall be coded according to GlobalPlatform Card Specification [4] unless otherwise specified
in the present specification.

Secure messaging shall be based on TS 102 225 [1]. Therefore secure messaging as defined in GlobalPlatform Card
Specification [4] shall not apply to RAM APDU commandsandresponses (e.g. MAC shall not be presentin the
command data field). In addition the class byte shall indicate that an APDU commandincludes no secure messaging.

The logical channel numberindicated in the class byte shall be zero.

Commandstatus words placed in the Additional Response Data element of the Response Packet shall be coded
according to the GlobalPlatform Card Specification[4].

8.2.1 Commands

The standardized commands arelisted in table 8.1.

Table 8.1: Application management commands

GET DATAas case 2 command
GET DATAas case 4 command

for Menu parameters

 
Support of the STORE DATA command described in GlobalPlatform Card Specification [4] is optional.

The Response Data shall be placed in the Additional Response Data element of the Response Packet.

8.2.1.1 DELETE

The removal of Applications, ofExecutable Load Files, and ofExecutable Load Files and its related Applications shall
be supported.

The warning status word '6200' (Application has been logically deleted) as defined in Open Platform Card
Specification 2.0.1 [8] may be returned.

8.2.1.2 SET STATUS

The management of Applications, Issuer Security Domain and Security Domains Life Cycle States shall be supported.
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8.2.1.3 INSTALL

INSTALL[for load], INSTALL[forinstall] and INSTALL[for make selectable] commandsshall be supported.

In addition the support of the combined [for install and make selectable] within the same INSTALL commandis
mandatory.

8.2.1.3.1 INSTALL[for load]

A card supporting DAP verification shall support the Load File Data Block Hash according to GlobalPlatform Card
Specification [4].

NOTE: The exact generation of the DAP was not defined in previous releases of the present document.
Inter-operability with previous releases should be handled with care.

Ifpresent, the Load Parameter Field of the INSTALL [for load] commandshall be coded according to GlobalPlatform
Card Specification [4].

If the System Specific parameters "Non volatile code space limit" (Tag 'C6'), “Volatile data space limit" (Tag 'C7') and
"Non volatile data space limit" (Tag 'C8') are present, the UICC shall be able to handle them.

8.2.1.3.2 INSTALL[for install]

Ifpresent, the Install Parameter Field of the INSTALL[forinstall] command shall be coded according to
GlobalPlatform Card Specification [4].

If the System Specific parameters "Volatile data space limit" (Tag 'C7') and "Non volatile data space limit" (Tag 'C8')
are present, the UICC shall be able to handle them.

The application instance shall be registered with the instance AID present in the INSTALL[forinstall] command.

In case of JavaCard™ applications, the application may invoke the register(bArray, bOffset, bLength) or the register()
method:

° If the register (bArray, bOffset, bLength) is invoked, the AID passed in the parameters shall be the instance
AIDprovidedin the install method buffer.

e—_Ifthe register() method is invoked the instance AID present in the INSTALL[forinstall] command and the
AIDwithin the Load File, as specified in GlobalPlatform Card Specification [4], should be the same.

The "UICC System Specific Parameters" TLV object (Tag 'EA', as defined below)is includedin the Install Parameter
Field and shall be coded as follows:

Presence |Length|NameValue|
|1[Tag of UICC System Specific Parameters constructed field

|—s«|—1-—s [Length of UICC System Specific Parameters constructed field||
|_|O0ton [UICC System Specific Parameters constructed valuefield. P|
 

8.2.1.3.2.1 Coding of the SIM File Access and Toolkit Application Specific Parameters

The "SIM File Access and Toolkit Application Specific Parameters" TLV object (Tag 'CA', as defined below)is
included in the "System Specific Parameters" (Tag 'EF") and shall be coded as follows:

Presence|Length|ssCC“‘Name@eCCSValue|
|Optional|1[Tag of SIM file access and toolkit application specific parameters field

||1{Length of SIM file access and toolkit application specific parameters field |_|
|_|6ton_|SIMfile access and toolkit Application specific Parameters||
 

The SIM file access and toolkit application specific parameters field is used to specify the terminal and UICCresources
the application instance can use. These resources include the timers, the Bearer Independent protocol channels, menu
items for the Set Up Menu,the Minimum Security Level and the TAR Value(s) field. The Network Operator or Service
Provider can also define the menu position and the menuidentifier of the menus activating the application.
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The SIM file access and toolkit parameters are mandatory for applications using the sim.toolkit.ToolkitInterface or
sim.access.SIMView interface as defined in TS 143 019 [6]. The Access Domainis applicable to applications using the
sim.access.SIMView interface as defined in TS 143 019 [6].

poNameate
|1|LengthofAccessDomainfield
|ttop|AccessDomain
|1[PriorityleveloftheToolkitapplicationinstance|
|1{Maximumnumberoftimersallowedforthisapplicationinstance|
|1 PpMaximum text length for a menu ent

Maximum numberof menu entries allowed for this application
instance

|__1___ [Position of the first menu ent
|__1__|Identifierofthefirstmenuentry(‘00'meansdonotcare)tTCid
Po2XMbytes|
|__1_|Positionofthelastmenuenty=ss—“‘“(;‘;SCOClLOOUOOCOC(NCOCidz
|1|Identifier of the last menu entry ('00' means do not care

|__1[Maximumnumberofchannelsforthisapplicationinstance|Cd
|1.|Length of Minimum Security Levelfield Po
|Otog|MinimumSecurityLevel(MSL)ttt—“‘“CS™;CO*rLOOOOCOC#C(‘éid«z’

|_1_|LengthofTARValue(s)fieldtti‘“‘“O;éC;C*rLOOOC#C(#.:COd*
|3xy[TARValue(s)oftheToolkitApplicationinstance|

 
See the following clauses for the description of the parametersfields.

8.2.1.3.2.2 Coding of the UICC System Specific Parameters

If the SIM file access and toolkit parameters TLV object (tag 'CA') is present and the UICC System Specific Parameters
TLV object (tag 'EA') is present, the card shall return the Status Word '6A80', incorrect parameters in data field, to the
INSTALL[for install] command.

The UICC System Specific Parameters constructed value field of the INSTALL[for Install] commandshall be coded as
follows:

Presence[Length|NameVale|
Optional|_1___[TagofUICCToolkitApplicationspecificparametersfield80"
|1[LengthofUICCToolkitApplicationspecificparametersfield|
||UN[UICCToolkitApplicationspecificparameters
Optional|1[TagofUICCToolkitparametersDAP_CS
||1[LengthofUICCToolkitparametersDAP_
||ON[UICCToolkitparametersDAP
Optional|1[TagofUICCAccessApplicationspecificparametersfield81"
|«|1|Length of UICC Access Application specific parametersfield P|
||CN[UICCAccessApplicationspecificparameters
Optional|1[TagofUICCAdministrativeAccessApplicationspecificparametersfield|'82'__|
||1[LengthofUICCAdministrativeAccessApplicationspecificparametersfield|_|
|CEN[UICCAdministrativeAccessApplicationspecificparameters|

 
Access parameters for the same ADF maybepresent in both the UICC Access Application specific parametersfield
and the UICC Administrative Access Application specific parameters field. The same applies for the UICCfile system.

8.2.1.3.2.2.1 UICC Toolkit Application specific parametersfield

The UICC toolkit application specific parameters field is used to specify the terminal and UICCresources the
application instance can use. These resources include the timers, the Bearer Independent Protocol channels, the services
for local bearers, menu items for the Set Up Menu, the Minimum Security Level and the TAR Value(s) field. The
Network Operator or Service Provider can also define the menu position and the menuidentifier of the menusactivating
the application.
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The UICCtoolkit parameters are mandatory for applications using the vicc. toolkit. Toolkitinterface defined in
TS 102 241 [7]. These parameters shall be coded as follows:

Value

Priority level of the Toolkit application instance|rid
Maximum numberof timers allowed for this application instance Po
Maximum text length for a menu ent Po

Maximum numberof menuentries allowed forthis application Em|instance

Position of the first menu ent NO

1
1

na
pt
|1.[Identifier of the first menu entry ('00' means do notcare oo

|
pt
1
|1

1
|0-g|

pt
|3xy|

Position of the last menu ent oo
Identifier of the last menu entry ('00' means do not care hy
Maximum numberof channelsfor this application instance Ps
Length of Minimum Security Levelfield Po

q {Minimum Security Level (MSL Po
Length of TAR Value(s) field Po

3xy__ [TAR Value(s)of the Toolkit Application instance Fs
|1 [Maximum numberof services forthis application instance Po

 
Any additional parameters shall be ignored by the card.

8.2.1.3.2.2.2 UICC Access Application specific parametersfield

The UICCaccess application specific parameters field is used to specify the access rights. The application instance is
granted accessrights to files only according to these UICC access parameters.

The UICC access parameters are applicable to applications using the uwicc.access.FileView defined in TS 102 241 [7].
These parameters shall be coded as follows:

[Presence|NameLength

a
pe
pefe

Len
mp i

Le

Length of Access Domain DAP

Len

L

Len

en
 

See the following clauses for the description of the parameters fields.
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8.2.1.3.2.2.3 UICC Toolkit Parameters DAP

The UICCtoolkit parameters DAP is an optional signature. The card issuer's security policy may require the presence of
this DAP.

The input data used to compute this DAP is the concatenation of the following data:

 
 
   

Description
Length of instance AID
Instance AID 5 to 16

Length of UICC Toolkit parameters 1
UICC Toolkit parameters n
 

The key used to compute this DAP is: Key identifier '02' of Key Version number'11' in the Issuer Security Domain.

Depending on the key type:

e~—-Ifpadding is required by the algorithm, the data is appended by '80' and filled up with zero or more '00'.

° IfDES or AES is used, MAC in CBC modeshall be used (with initial chaining value set to zero).

8.2.1.3.2.2.4 UICC Administrative Access Application specific parameters field

The UICC Administrative access application specific parametersfield is used to specify the access rights. The
application instance is granted access rights to administrate files only according to these UICC Administrative access
parameters.

The UICC Administrative access parameters are applicable to applications using the
uicc.accessfileadministration.AdminFileView defined in TS 102 241 [7]. These parameters shall be coded as defined in
clause 8.2.1.3.2.2.2.

8.2.1.3.2.3 Description of Toolkit Application Specific Parameters

If the maximum numberoftimers required is greater than '08' (maximum numbersoftimers specified in
TS 102 223 [3]), the card shall return the Status Word '6A80'", incorrect parameters in data field, to the INSTALL[for
install] command.

If the maximum numberofchannels required is greater than '07' (maximum numbers of channels specified in
TS 102 223 [3]), the card shall return the Status Word '6A80'", incorrect parameters in data field, to the INSTALL[for
install] command.

If the maximum numberofservices requested is greater than '08' (maximum numbersofservices specified in
TS 102 223 [3]), the card shall return the Status Word '6A80", incorrect parameters in data field, to the INSTALL [for
install] command.

The mechanism to managethe position of the Menu Entries is defined in TS 102 241 [7].

A part of the item identifier shall be under the control of the card system and the other part under the control of the card
issuer. Item identifiers are split in two ranges:

° [1,127] under control of the card issuer;

° [128,255] under the control of the toolkit framework.

If the requested item identifier is already allocated, or in the range [128,255], then the card shall reject the INSTALL
command. If the requested item identifier is '00', the card shall take the first free value in the range [128,255].

8.2.1.3.2.4 Coding of the Minimum Security Level (MSL)

If the length of the Minimum Security Level (MSL) field is zero, no minimum security level check shall be performed
by the Receiving Entity.

If the length ofthe Minimum Security Level (MSL)field is greater than zero, the Minimum Security Level (MSL)field
shall be coded according to the following table.
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MSL Parameter
MSLData

The MSL Data coding and length is defined for each MSL Parameter.

8.2.1.3.2.4.1 MSL Parameter

The possible values for the MSL Parameterare:

MSLData
length

Pp
a
Por[MinimumSP

02to TFto
'80' to 'FE' |Reserved for Proprietary Mechanisms

|Optional

|Optional 
8.2.1.3.2.4.2 Minimum SPI1

The Minimum Security Level Data (MSLD) for the Minimum SPI1 MSL parameter shall use the same codingas the
first octet of the SPI ofa command packet(see clause 5.1.1 of TS 102 225 [1]).

Thefirst octet of the SPI field in the incoming message Command Packet (SPI1) shall be checked against the Minimum
Security Level Data (MSLD)byte by the receiving entity according to the followingrules:

e if SPI1.b2b1 is equal to or greater than MSLD.b2b1; and

e=if SPI1.b3 is equal to or greater than MSLD.b3; and

e=if SPI1.b5b4 is equal to or greater than MSLD.b5b4.

then the Message Security Level is sufficient and the check is successful, otherwise the check is failed.

8.2.1.3.2.5 Coding of the Access domain

The Access Domain field is formatted as follows:

|1|Access Domain Parameter (ADP
|pto1|Access Domain Data (ADD

The Access Domain Data (ADD) coding and length is defined for each Access Domain Parameter (ADP).

8.2.1.3.2.5.1 Access Domain Parameter

This parameter indicates the mechanism used to control the application instance accessto the File System.

|Value|Name——C—“‘LSSCSSupport|,ADD length
|'00'‘|Full accessto the File System

Reserved (for APDU access mechanism

'03' to '7F"

'80'to'FE' |Proprietarymechanism
No accessto the File System|Mandatory[|=0

a
po

UICC access mechanism|__Mandatory|3

Broo 
The access rights granted to an application and defined in the access domain parameter shall be independent from the
access rights granted at the UICC/Terminalinterface.
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NOTE: This implies in particular that the status of a secret code (e.g. disabled PIN1, blocked PIN2,etc.) at the
UICC/Terminalinterface does not affect the access rights granted to an application.

If an application with Access Domain Parameter (ADP) 'FF'(i.e. No Access to the File System)tries to access a file the
framework shall throw an exception.

If an application has Access Domain Parameter (ADP) ‘00' (i.e. Full Access to the File System), all actions can be
performed on a file except the ones with NEVERaccess condition.

If the Access Domain Parameter (ADP) requested is not supported, the card shall return the Status Word '6A80',
incorrect parameters in data field, to the INSTALL[for install] command.

8.2.1.3.2.5.2 Access Domain Data: for UICC access mechanism

The UICC access mechanism shall be coded as follows:

Byte 1:

 

 

|bs|b7|bé|bs|ba|b3|b2|Bi|
Application
Application
Application
Application
Application
Application
Application
Application

 

Byte 2:

|68|b7|be|bs|b4|b3|b2|BI|ADM1
ADM2
ADM3
ADM4
ADM5
ADM6
ADM?
ADM8

  

Byte 3:

  
ADM9
ADM10
ALWAYS

PIN
PIN
PIN
PIN
PIN
PIN
PIN
PIN

oNnuPWN

Local PIN ( only applicable for ADF )
RFU
RFU
RFU
RFU

These accessrights shall be checked against SE ID 01 access rules as defined in TS 102 221 [2].
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8.2.1.3.2.5.3 Access Domain DAP

The Access Domain DAP is an optional signature. The security policy of the provider of the application to which the
file system belongs may require the presence of this DAP.

The input data used to compute this DAP is the concatenation of the following data:

 
 
 
 
 

Description
Length of instance AID
Instance AID 5 to 16

Length of File System AID 1
File System AID Oorn
Length of Access Domain 1
Access Domain n

  
 

In case ofUICC shared File system, the Length ofFile System AIDis 0 and the File System AIDis not present.

The key used to compute this DAP is: Key identifier '02' ofKey Version number '11' in the Security Domain associated
to the application to which the File System belongs. In case ofUICC sharedfile system, the associated Security Domain
maybe the Issuer Security Domain or another Security Domain, depending onthe card issuer's security policy.

Depending onthe keytype:

° Ifpadding is required by the algorithm,the data is appended by '80'andfilled up with zero or more'00".

e Theinitial chaining value for CBC modesshall be zero.

° IfDES or AESis used, MAC in CBC modeshall be used.

8.2.1.3.2.6 Priority level of the toolkit application

Thepriority specifies the order of activation of an application comparedto the other application registered to, the same
event. If two or more applications are registered to the same event and have the samepriority level, the applications are
activated accordingto their installation date (i.e. the most recent application is activated first). The following values are
defined forpriority:

e='00': RFU.

e ‘01': Highest priority level.

e

° FF": Lowest priority level.

8.2.1.3.2.7 Coding of TAR Value(s)field

The TAR is defined and coded according to TS 101 220 [5].

It is possible to define several TAR Valuesatthe installation of a Toolkit Application.

The TAR Value(s)field shall be coded according to the followingtable.

TARValue1 [|
TARValue 2 [| Peee

3xy-2to3xy |TAR Value y aee

If the length ofTAR Value(s) is zero, the TAR maybetaken out of the AID if any.

If the length ofthe TAR Value(s) is greater than zero then the application instance shall be installed with the TAR
Value(s) field defined above and the TAR indicated in the AID if any shall be ignored.
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Ifa TAR Value(s) is already assigned on the card for a Toolkit Application instanceorifthe length of TAR Value(s)
field is incorrect, the card shall return the Status Word '6A80', incorrect parameters in data field, to the INSTALL[for
install] command.

8.2.1.4 LOAD

A card supporting DAP verification shall support at least DES scheme for Load File Data Block Signature computation
according to GlobalPlatform Card Specification [4].

8.2.1.5 PUT KEY

Key version numberand key identifiers ofKic, KID and DEK shall be defined according to TS 102 225 [1].

The key used for ciphering the key values (e.g. Kic, KID or DEK) of the PUT KEY commandis the key with
identifier 3 (i.e. DEK).It is a static key.

Whenreplacing or adding key(s) within the same key set, or when updating the key version numberofa keyset, the
encrypting key to be used is the DEK of the same key version numberas the changed key(s).

Whencreating key set(s), the encrypting key to be used is the DEK of the same key version number as KIc and KID in
the CommandPacket containing the PUT KEY command.

The key version numberofKic and KID used to secure the Response Packetshall be the same as the key version
numberindicated in the Command Packet.

The transport security keys (i.e. Kic/KID) used to secure the Response Packet shall be the same as the ones ofthe
Command Packet containing the PUT KEY command.

8.2.1.6 GET STATUS

In addition to the mandatory values of the P1 parameter defined in GlobalPlatform Card Specification [4], combinations
of the P1 parameter, as defined in Open Platform Card Specification 2.0.1 [8] may be supported.

The LOGICALLY_DELETEDLife Cycle State may be returned as defined in Open Platform Card
Specification 2.0.1 [8].

Ifbit 2 of the P2 parameteris set, the returned GlobalPlatform Registry Data TLV shall include an SCP Registry Data
TLV (see table 8.2 for coding) which includes a Menu Parameters TLV for Issuer Security Domain, Security Domains
and Applications.

Table 8.2: Format of SCP Registry Data

|TAG|cbength|ate
a'EA' SCPRegistry Data

|_'80'.~——s«dVariable~——_—s[Menu parameters(see clause 8.2.1.6.1

8.2.1.6.1 Menu parameters

Table 8.3: Format of Menu parameters

First menu entry position a
Firstmenuentryidentifier==|
Firstmenuentrystaess|
eeeLe
Last menuentry position a
Last menu entry identifieraae
Last menuentry state aee
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The menuentry identifiers and positions shall be the ones provided in the Menu Entries list defined in TS 102 241 [7],
and shall be returned regardless of the menuentry state as well as regardless of the Application life cycle state
(e.g. Selectable/Locked, etc.).

The menuentry state is defined as follows:

'00': menuentry is disabled
‘01': menu entry is enabled
other values RFU

8.2.1.7 GET DATA

The value '80' for the CLA byte shall be supported. The value '00' for the CLA byte is optional.

The Issuer Security Domain shall support at least the following data objecttags:

° Tag '66': Card Data.

e~—-Tag 'E0': Key Information Template.

An Application Provider Security Domain shall support at least the following data object tags:

e~=—-Tag 'E0': Key Information Template.

The Tag values '42' and '45' are not applicable to the present document.

The command Get Data is extendedto retrieve specific card information with tag values in P1 and P2. The following
values have been defined:

e ‘FF 1F': Reserved for TS 123 048 [11].

° ‘FF 20': Reserved for TS 123 048 [11].

° ‘FF 21': Extended Card Resources Tag, this retrieves information on the card resources used and available.

° ‘FF 22' to 'FF 3F': reserved for allocation in the present document.

8.2.1.7.1 Void

8.2.1.7.2 Extended Card resourcesinformation

After the successful execution of the command, the GET DATAresponsedata field shall be coded as defined in
GlobalPlatform [4]. The value of the TLV coded data object referred to in reference control parameters P1 and P2 of the
command messageis:

|1[Numberofinstalledapplicationtag|‘81"_|

|X[Numberofinstalledapplication|
|1|Freenonvolatilememorytag|82"
|1[Freenonvolatilememorylength|Y_
|Y |Freenonvolatilememory|

|2|Freevolatilememory|

 
The free memory indicated shall be at least available for applications to be loaded onto the UICC.
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9 Additional commandfor push
The PUSH commandenables an application to open a BIP channel and/or to establish a CAT_TP link upon a remote
entity request.

9.1 Push command behaviour

9.1.1 Requestfor open channel

The request for open channel allows a remote entity to ask an application on the UICC to open a BIP channel using the
OPEN CHANNELproactive commandspecified in TS 102 223 [3].

The PUSH commandshall be considered completed once the terminal response to the OPEN CHANNELproactive
commandhas been received by the application.

9.1.2 Request for CAT_TPlink establishment

The request for link establishment allows a remote entity to ask an application on the UICCto establish a CAT_TP link
as defined in TS 102 127 [12].

The PUSH commandshall be considered completed once the link reaches the OPEN state in CAT_TP orthe link
establishmentis terminated due to an error condition.

9.1.3 Behaviour for responses

It is optional for applications that process PUSH commandsto support additional response data management. If
additional response data managementis supported, the additional response data shall be coded as defined below.

Whendefining how to send response packets, it shall be taken into account that the processing of the PUSH command
will result in proactive commandsbeing issued.

9.2 Commandscoding

Each commandis coded as an APDU.This table extends the commandtables defined in clauses 7 and 8 for applications
supporting BIP and/or CAT_TP.

Table 9.1: Commands

Operational command
PUSH

The PUSH commandshall be coded as follows:

eo

oe
'01': Request for BIP channel opening
02": Request for CAT_TPlink establishment

Le 
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9.2.1 Data for BIP channel opening
Commanddata:

Any COMPREHENSION-TLYVdata objects as defined for OPEN CHANNELin TS 102 223 [3] can bepresentin the
data field of the PUSH command.In addition, the application may define default values for one or more ofthese data
objects. The application shall use the data objects provided by both means to construct the OPEN CHANNEL
command, whereby the objects provided in the PUSH commandtake precedence.

Response parameters/data:

If the OPEN CHANNEL command wassuccessful (general result < '10'), the status word of the PUSH commandshall
beset to '90 00".

If the OPEN CHANNELcommandfails (general result > '10'), the status word of the PUSH commandshallbeset to
‘6F 00' and the Result TLV of the TERMINAL RESPONSEshall be used as response data in the additional response
data if supported.

9.2.2 Data for CAT_TPlink establishment

Commanddata:

|Ciescription Format from TS 102 223 [3 M/O/C
CAT_TP Destination Port UIlCC/terminalinterface transport level

B - |MT
Max SDUsizeBuffersize —tti‘iRSCOCO
Identification data Channel data|Oo.|

For CAT_TP Destination Port the transport protocol type is insignificant and shall be set to zero. For the PUSH
command,an allocable port numbershall be used.

If the Max SDUsize data object is present in the commanddata field of the PUSH commandandis non null data
object, and if the size is available on the UICC, then the UICC shall use the requestedsize.

If the Max SDUsize data object is not present in the commanddata field of the PUSH commandoris null data object,
or if the UICC isnot able to provide the requested size, then the UICC shall use another appropriate value.

NOTE: Max PDUlength is already defined in the OPEN CHANNELproactive command and the TERMINAL
RESPONSEtoit.

The identification data object present in the command data field of the PUSH commandshall be used as identification
data in the SYN PDUsent from the UICC.If it is of zero length, the length of the identification data in the SYN PDU
shall also be zero. If identification data is not present, the ICCID shall be used as identification data in the SYN PDU.
The SYN/ACK PDUsent from the remote entity shall have a null identification data field.

Response parameters/data:

If the link reaches the OPENstate in CAT_TP,the status word of the PUSH commandshall beset to '90 00'.

If the CAT_TP OPENstate is not reached, the PUSH commandshall be considered as failed and the status word of the
PUSH commandshallbeset to '6F 00'. The response data in the additional response data shall be coded as followsif
supported:

° '01': SYN sentfailed.

e '02': SYN/ACKnot received.

e='03': ACK sent failed (first ACK).

9.3 Closing of the BIP channel

The BIP channelshall be closed using the CLOSE CHANNELproactive commandspecified in TS 102 223 [3] once the
only or last link using the channel has been closed.
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Annex A (normative):
BER-TLV tags

Table A.1: BER-TLV tags

Lengthoftag|sssValue
CommandScripting template tag|41-~—~——__s| Defined in TS 101 220 [5 ResponseScripting template tag|==1sDefined in TS 101 220 [5
Numberof executed C-APDUstag|1sDefined in TS 101 220 [5
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AnnexB(informative):
Changehistory
This annexlists all changes madeto the present document.
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