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MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND METHODSOF

USE

CROSS-REFERENCE TO RELATED APPLICATIONS

This is a non-provisionalfiling based on USSN 60/520,698filed 11/17/2003 by Ryan, Comiskey

and Knapich.

This is a non-provisionalfiling based on USSN 60/562,204 filed 4/14/2004 by Comiskey, Finn and

Ryan.

This is a non-provisional filing based on USSN 60/602,595 filed 8/18/2004 by Finn.

BACKGROUNDOF THE INVENTION

1. Technical Field

This invention relates generally to smart card technology.

2. Related Art

A smart card resembles a credit card in size and shape. (See ISO 7810). The inside of a smart

card usually contains an embedded 8-bit microprocessor. The microprocessor is under a gold

contact pad on oneside of the card. Smarts cards may typically have 1 kilobyte of RAM, 24

kilobytes of ROM, 16 kilobytes of programmable ROM,and an 8-bit microprocessor running at

5 MHz. The smart card usesa serial interface and receives its power from external sourceslike a

card reader. The processor uses a limited instruction set for applications such as cryptography.
The most commonsmart card applicationsare:

- Credit cards

- Electronic cash

- Computer security systems

- Wireless communication

- Loyalty systems(like frequentflyer points)
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- Banking

- Satellite TV

- Governmentidentification

Smart cards can be used with a smart-card reader attachment to a personal computer to

authenticate a user. (However, these readers are relatively costly, and have not been well

accepted by users.) Web browsers also can use smart card technology to supplement Secure

Sockets Layer (SSL) for improved security of Internet transactions. The American Express

Online Wallet shows how online purchases work using a smart card and a PC equipped with a

smart-card reader. Smart-card readers can also be found in vending machines.

Thereare three basic types of smart cards: contact chip, contactless and dualinterface (DI) cards.

A contact smart card (or contact chip card) is a plastic card aboutthesize of a credit card that has

an embeddedintegratedcircuit (IC) chip to store data. This data is associated with either value or

information or both and is stored and processed within the card’s chip, either a memory or

microprocessor device.

The predominant contact smart cards in consumer use are telephone cardsas a stored value tool

for pay phones and bank cards for electronic cash payments. Contact smart cards require the

placement of the card in a terminal or automatic teller machine for authentication and data

transaction. By inserting the contact smart card into the terminal, mechanical and electrical

contact is made with the embedded chip module.

Contactless smart cards have an embedded antenna connected to a microchip, enabling the card

to pick up and respond to radio waves. The energy required for the smart card to manipulate and

transmit data is derived from the electromagnetic field generated by a reader. Contactless smart

cards do not require direct contact with the reader because they employ the passive transponder

technology of Radio Frequency Identification (RFID). By just waving the card near the reader,
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secure identification, electronic payment transaction and authentication are completed in

milliseconds.

Contactless chip card technology is based on two standards: ISO/IEC 14443 Type A and Type B

(for proximity cards), and ISO/IEC 15693 (for vicinity cards). Cards that comply with these

standardsoperate at the 13.56 MHz frequency. ISO/IEC 14443 products have a range of up to 10

cm (centimeters), while ISO/IEC 15693 products can operate at a range between 50 and 70 cm.

Dual interface (DI) cards, sometimes called combination chip cards, are microprocessor multi-

function cards that incorporate both the functions of a contact chip card and a contactless card.

Within the smart card is a microprocessor or micro-controller chip with radio frequency

identification (RFID) capability that manages the memory allocation and file access. The on-

board memoryis shared and can be accessedeither in contact or contactless mode.

This type of chip is similar to those found inside all personal computers and when implanted in a

smart card, manages data in organised file structures, via a card operating system. This capability

permits different and multiple functions and/or different applications to reside on the card.

A dual interface (DJ) card is ideal for single and multi-application markets ranging from micro-

payment (convenientalternative to low value cash transaction) to e-commerce and from ticketing

in mass transit to secure identification for cross border control. Originally, such cards were

intended to be used in conjunction with a reader connected to a PC for downloadingtickets,

tokens, or electronic money via the contact interface and used in contactless mode in the

application for physical access or proximity payment

Passive radio frequency identification (RFID) devices derive their energy from the

electromagnetic field radiated from the reader. Because of international power transmission

restrictions at the frequencies of 125 KHz and 13,56 MHz,the contactless integrated circuits are

generally low voltage and low power devices. Read/Write circuits use low voltage EEPROM and

low poweranalogue cells. The read/write memory capacity in transponders, contact smart cards,
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contactless memory based smart cards, dual interface smart cards (contact & contactless) and

multi-interface micro-controllers is generally limited to approximately 64 kilobytes.

The dual interface (DI) smart cards typically have an 8, 16 or 32 bit microprocessor controller,

operate at a low voltage of 1.8V-5V and run at an internal frequency of 5 or 15 MHz. The open

platform architecture includes memory management, nonvolatile memory, contactless interfaces

and security features such as Advanced Crypto Engine (ACE) 1100 bit, triple DES encryption

and RSA.

High performancecrypto controllers with multiple interfaces such as USB, ISO 14443 Type A,

B, Felica have been developed for multi-functional smart cards in applications such as security

access, healthcare, electronic purse, bankingetc.

The main focus of the smart card industry has been on secure card applications, where large

memory capacity is not of paramount importance, and/or where pertinent information and

application software is stored at a centralised serverlocation.

Another market area that has been evolving in recent years is memory, particularly for computing

devices which are capable of interacting with large amounts of data and implementing

sophisticated functionality, such as laptops, cameras, mobile phones, PDAs, MP3 players, and

the like.

The main focus of the flash drive industry is on high density memory (using NAND flash

memory cells) and current USB key chain products from the market leaders incorporate an 8-

Gigabyte flash memory chip, managed by a 32 bit micro-controller.

These large capacity, personal, portable storage devices are for decentralised applications to

transport confidential business documents, multimedia files, photos, music files, address book,

favorite web sites, games,etc.
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Apart from using USB tokensforfile storage, they are also used for desktop settings, screen
lock, network login & access control, log book, user authentication (storing digital signatures,

certificates, key sets, finger-based biometric templates, usernames and passwords), digital

content andtransaction security as well as enterprise and Internet security.

A USBtoken can also be used to download emails, remotely access a PC or to open a customised

browserthat allows the user to surf the Web with total privacy.

Recent developments in USB flash memory drives have resulted in CDROM-like auto-run

devices that automatically execute a file when the USB tokenis inserted into a PC. The read-only

and auto-run contents are installed during the manufacturing process. Examples of auto-run

contents include opening a website, running a demo application, showing a presentation, making

a productpitch, providing customers with discount couponsetc.

RelatedPatentsand/orPublications

USPatent Publication No. 2003/0028797 discloses integrated USB connector for personal token.

A personal key having an inexpensive and robust integrated USB connectoris disclosed. The

apparatus comprises a circuit board having a processor and a plurality of conductive traces

communicatively coupling the processor to a peripheral portion ofthe circuit board. Theplurality

of conductive traces includes, for example, a powertrace, a ground trace, and at least two signal

traces. The apparatus also comprisesa first housing, having an aperture configured to accept the

periphery of the circuit board therethrough, thereby presenting the plurality of conductive traces

exterior to the aperture. The apparatus also comprises a shell, surrounding the plurality of

conductive traces, the shell including at least one locking member interfacing with the first

housing.

US Patent Publication No. 2002/0011516 discloses smart card virtual hub. A smart card virtual

hub combines a ISO7816 compliant smart card reader interface with a USB hubthat provides

one or moreattachment points for connection of devices to the USB bus, thereby interfacing such

devices to the host computer. The hub in the presently preferred embodiment of the invention

IPR2022-00412
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provides one port to which one USB functional device, such as a keyboard, may be attached. The

attached keyboard shares a common USBbus bandwidth with the internal embedded smart card

reader through a host-scheduled, token-based communication protocol that is handled by the

USBdriver and the device driver.

US Patent Publication No. 2003/0102380 discloses a memory card and a method for operating a

memory card, the memory card comprising: a memory massstorage; a first data interface with a

contacting interface and a high data transfer rate; a second data interface with a contact-less

interface. In a preferred embodiment, a memory card controller is included for selecting a first

data line from said first data interface or a second data line from said second data interface to

communicate with said memory massstorage based onacriteria.

US Patent Publication No. 2003/0087601 discloses an apparatus, system and method for

communicating between a personal device and a host computer. The apparatus comprises means

for wireless communication, for enabling communication with a personal device (which also

comprises means for wireless communication) and means for wired communication for enabling

communication with the host computer (which also comprises means for wired communication).

A controller installed within the apparatus, controls the data transfer between the wireless and

wired communication interfaces of the apparatus. The controller may perform additional

computing operations, such as security related operations (e.g. digitally signing a document,

ciphering, and so forth). The apparatus may further comprise a smartcard chip, for securely

storing information, and also for performing the additional computing operations.

Implementations of the invention can be carried out in order to functionally connect a personal

device, such as PDA, mobile phone, and so forth, to a host computer, or with an application

executed on the host computer. The apparatus may be used to for security implementations,e.g.

provision of PINs, keys, passwords, digitally signing of documents, and so forth. The personal

device may also be used as input means for the apparatus, thereby enabling a large number of

implementations, including applications with relevancy to cellular telephony.
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WIPOPublication No. WO 01/96990 discloses USB-Compliant Personal Key Using a Smartcard

Processor and a Smartcard Reader Emulator. A compact, self-contained, personal key is

disclosed. The personal key comprises a USB-compliant interface releaseably coupleable to a

host processing device operating under commandofan operating system; a smartcard processor

having a smartcard processor-compliant interface of communicating according to a smartcard

input and output protocol; and an interface processor, communicatively coupled to the USB-

compliant interface and to the smartcard processor-compliantinterface, the interface processor

implementing a translation module for interpreting USB-compliant messages into smartcard

processor-compliant messages andfor interpreting smartcard processor-compliant messages into

USB-compliant messages.

WIPO Publication No. WO 00/42491 discloses USB-Compliant Personal Key with Integral Input

and Output Devices. A compact, self-contained, personal key is disclosed. The personal key

comprises a USB-compliant interface (206) releasably coupleable to a host processing device

(102); a memory (214); and a processor (212). The processor (212) provides the host processing

device (102) conditional access to data storable in the memory (214) as well as the functionality

required to managefiles stored in the personal key and for performing computations based on the

data in the files. In one embodiment, the personal key also comprises an integral user input

device (218) and an integral user output device (222). The input and output devices (218, 222)
communicate with the processor (212) by communication paths (220, 222) which are

independent from the USB-compliant interface (206), and thus allow the user to communicate

with the processor (212) without manifesting any private information external to the personal

key.

WIPO Publication No. WO 01/39102 discloses PORTABLE READER FOR SMART CARDS.

A portable reader (1) for smart cards (7) is described that comprises: a support body (3)
containing at least one slot (5) for inserting and reading a smart card (7); interface means (9)

connected to the support body (3); interface means (9) connected to the support body (3); means

(13) for keeping and aligning the smart card (7); and a managing microprocessor contained
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inside the support body (3) and connected to the interface means (9) and the reading means for

smart cards (7).

US Patent No. 5,761,648 discloses interactive marketing network and process using electronic

certificates. A data processing system issuingelectroniccertificates through "online" networks of

personal computers, televisions, or other devices with video monitors or telephones. Each

electronic certificate includes transaction data and identification data, and can be printed out on a

printing device linked to a consumer's personal input device, or electronically stored in a

designated data base until a specified expiration date. The certificate can be used for various
purposes, including use as a couponfor a discounted price on a productorservice, proofofa gift

or award, proof of reservation, or proof of payment. Consumers access the data processing

system online, browse among their choices, and make their selections. The data processing

system provides reports onthe selected certificates and their use following selection. Certificate

issuers also have online access to the data processing system and can create or revise offers, and

provide various instructions pertaining to the certificates, including limitations as to the number

of certificates to be issued in total and to each individual consumer. (see also

www.coolsavings.com)

U.S. Patent No. 6,694,399 discloses method and device for universal serial bus smart cardtraffic

signalling. A method and device are disclosed for detecting successful transfers between a

Universal Serial Bus (USB) port and a USB smart card and generating a signal that provides an

indication of the USB transaction activity. This USB transaction activity signal is modulated

according to the USBtransaction activity and drives a Light Emitting Diode (LED)in a preferred

embodiment of the invention. A counter internal to the USB smart card scales the transaction

activity signal such that it is perceptible to the user. Because the current through the LED

depends upon the USBtransaction activity, the brightness of the LED varies according to the

USBtransaction activity. The LED may be driven from a current mirror sink or source, or a

current switch sink or source.

GLOSSARY, DEFINITIONS, BACKGROUND
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The following terms may be used throughoutthe descriptions presented herein and should generally

be given the following meaning unless contradicted or elaborated upon by other descriptions set
forth herein. Manyofthe definitions below were taken from http://www.webopedia.com. Some
of the termsset forth below maybe registered trademarks (®).

BIOS Short (e.g., acronym or abbreviation) for " basic input/output" system. BIOSis

the built-in software that determines what a computer can do without accessing

programsfrom a disk. On PCs, the BIOS containsall the code required to control

the keyboard, display screen, disk drives, serial communications, and a number of

miscellaneous functions.

Bluetooth A wireless technology developed by Ericsson, Intel, Nokia and Toshiba that

specifies how mobile phones, computers and PDAsinterconnect with each other,

with computers, and with office or home phones. The technology enables data

connections between electronic devices in the 2.4 GHz range at 720 Kbps (kilo

bits per second) within a 30-foot range. Bluetooth uses low-power radio

frequencies to transfer information wirelessly between similarly equipped devices.

CDMA Short for "Code-Division Multiple Access". CDMA is a digital cellular

| technology that uses spread-spectrum techniques. Unlike competing systems,
such as GSM,that use TDMA, CDMA doesnotassign a specific frequency to

each user. Instead, every channel uses the full available spectrum. Individual

conversations are encoded with a pseudo-random digital sequence.

cell phone Also referred to as "mobile phone” or "handset". A cell phone today is a mobile

communication device used not only for making calls, but it is lately used as

media device, transaction device, data storage device using SD or MMCcardsfor

that. So called smart cellular phones are also Internet enabled devices allowing

the user to connect to and browse the world wide web, send and receive email,

and somealso incorporate the functionality of a PDA.

IPR2022-00412
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cf. Short for the Latin "confer". As may be used herein, "compare".

computer A programmable machine. The two principal characteristics of a computerare:

- It respondsto a specific set of instructions in a well-defined manner.

- It can execute a prerecordedlist of instructions (a program).

Modern computers are electronic and digital. The actual machinery - wires,

transistors, and circuits - is called hardware; the instructions and data are called

software.

DNS Short for "Domain Name System" (or Service or Server). DNS is an Internet

service that translates domain namesinto IP addresses. Because domain namesare

alphabetic, they're easier to remember. The Internet however,is really based on IP

addresses. Every time you use a domain name, therefore, a DNS service must

translate the name into the corresponding IP address. For example, the domain

name www.example.com mighttranslate to 198.105.232.4. The DNSsystem is,

in fact, its own network. If one DNS server doesn't know how to translate a

particular domain name,it asks another one, and so on,until the correct IP address

is returned.

DSL Short for "Digital Subscriber Line". DSL technologies use sophisticated

modulation schemes to pack data onto copper wires. They are sometimes referred

to as last-mile technologies because they are used only for connections from a

telephone switching station to a homeoroffice, not between switching stations.

The two main categories of DSL are ADSL (asymmetric DSL) and SDSL

(symmetric DSL). ADSL supports data rates of from 1.5 to 9 Mbps(million bits

per second) when receiving data (known as the downstream rate) and from 16 to

640 Kbps when sending data (known as the upstream rate). Two other types of

DSLtechnologies are High-data-rate DSL (HDSL)and Very high DSL (VDSL).

IPR2022-00412
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EEPROM Short for "electrically erasable programmable read-only memory". EEPROM is a

special type of PROMthat can be erased by exposing it to an electrical charge.

Like other types of PROM, EEPROMretainsits contents even when the poweris

turned off. EEPROM is similar to flash memory (sometimes called flash

EEPROM). Theprincipal difference is that EEPROMrequires data to be written

or erased one byte at a time whereas flash memory allows data to be written or

erased in blocks. This makes flash memoryfaster.

e.g. Short for the Latin "exernpli gratia". Also "eg" (without periods). As may be

used herein, means "for example”.

etc. Short for the Latin "et cetera". As may be used herein, means "and so forth", or

"and so on", or “and other similar things (devices, process, as may be appropriate

to the circumstances)".

Ethernet A local-area network (LAN) architecture developed by Xerox Corporation in

cooperation with DEC andIntel in 1976. Ethernet uses a bus or star topology and

supports data transfer rates of 10 Mbps. The Ethernet specification served as the

basis for the IEEE 802.3 standard, which specifies the physical and lower

software layers. Ethernet uses the CSMA/CD access method to handle

simultaneous demands. It is one of the most widely implemented LAN standards.
A newer version of Ethernet, called 100Base-T (or Fast Ethernet), supports data

transfer rates of 100 Mbps. And the newest version, Gigabit Ethernet supports

data rates of 1 gigabit (1,000 megabits) per second.

expansion card A stamp-sized add-on memory that a user inserts into an expansionslot of a

device such asa PDA. Expansion cards can contain applications, songs, videos,
pictures, and other information in a digital format. They also come in three

‘flavors': MultiMediaCard™ (MMC), SD (Secure Digital) card and SDIO (Secure

Digital Input/Output) card. Mini SD Card

IPR2022-00412
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Firewall A system designed to prevent unauthorized access to or from a private network.

Firewalls can be implementedin both hardware and software, or a combination of

both. Firewalls are frequently used to prevent unauthorized Internet users from

accessing private networks connected to the Internet, especially intranets. All

messages entering or leaving the intranet pass through the firewall, which

examines each message and blocks those that do not meet the specified security

criteria. There are several types of firewall techniques:

- Packet filter: Looks at each packet entering or leaving the network and

acceptsor rejects it based on user-defined rules. Packetfiltering is fairly effective

and transparent to users, but it is difficult to configure. In addition, it is

susceptible to IP spoofing.

- Application gateway: Applies security mechanisms to specific applications,

such as FTP and Telnet servers. This is very effective, but can impose a

performance degradation.

- Circuit-level gateway: Applies security mechanisms when a TCP or UDP

connection is established. Once the connection has been made, packets can flow

between the hosts without further checking.

-Proxy server: Intercepts all messages entering and leaving the network. The

proxy server effectively hides the true network addresses.

In practice, many firewalls use two or more of these techniques in concert. A:

firewall is considered a first line of defense in protecting private information. For

greater security, data can be encrypted.

flash memory A special type of EEPROM that can be erased and reprogrammed in blocks

instead of one byte at a time. Many modern PCs have their BIOS stored on a

flash memory chip so that it can easily be updated if necessary. Such a BIOSis

sometimescalled a flash BIOS. Flash memory is also popular in modems because

it enables the modem manufacturer to support new protocols as they become

standardized.
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GSM/GPRS Short for "Global System for Mobile Communications’/"General Packet Radio

Service". A type of mobile phone network used throughout most of the world.

GPRSenabled networksoffer ‘always-on’, higher capacity, Internet-based content

and packet-based data services. This enables services such as color Internet

browsing, email on the move, powerful visual communications, multimedia

messages and location-based services. Used by AT&T, Cingular Wireless and T-

Mobile (and others) in the USA and Rogers Wireless and Fido in Canada. GSM

11.11 is a specification for Global System for Mobile communications.

handheld A portable electronic device that fits in a hand or pocket and functions as a

personal organizer, but can also contain other applications that enable you to

listen to music, view photos, read eBooks, play games, view and edit documents,

and more. Also commonly called a Personal Digital Assistant (PDA).

i.e. Short for the Latin "id est". As may be used herein, "that is".

IEC Short for "International Electrotechnical Commission".

[EEE Short for "Institute of Electrical and Electronics Engineers". The IEEEis best

known for developing standards for the computer and electronics industry.

IEEE 812.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three

different physical layers, 802.11a, 802.11b and 802.11g.

IEEE 1394. IEEE 1394 (also known as FireWire® and iLINK™) is a high-bandwidth

isochronous (real-time) interface for computers, peripherals, and consumer

electronics products such as camcorders, VCRs, printers, PCs, TVs, and digital

cameras. With IEEE 1394-compatible products and systems, users can transfer
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video orstill images from a camera or camcorderto a printer, PC, or television

(TV), with no image degradation.

Internet A global network connecting millions of computers for the exchange of data,

news and opinions. Unlike online services, which are centrally controlled, the

Internet is decentralized by design. Each Internet computer, called a host, is

independent. Its operators can choose which Internet services to use and which

local services to make available to the global Internet community. Remarkably,

this anarchy by design works exceedingly well. There are a variety of ways to

access the Internet. Most online services, such as America Online, offer access to

some Internet services. It is also possible to gain access through a commercial

Internet Service Provider (ISP).

VO Short for "Input/Output".

ISO Short for "International Organization for Standardization." (Note that ISO is not

an acronym; instead, the name derives from the Greek word iso, which means

equal.)

ISO 14443 ISO 14443 RFID cards; contactless proximity cards operating at 13.56 MHz in up

to 5 inches distance. ISO 14443 defines the contactless interface smart card

technical specification.

ISO 7810 Defines the size and shape of cards. All credit cards and debit cards, and most ID

are the same shape andsize, as specified by the ISO 7810 standard. Smart cards

follow specifications set out in ISO 7816, and contactless smart cards follow the

ISO 14443 specification.

ISO 7816 Regarding smart card, [S07816 defines specification of contact interface IC chip

and IC card.
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ISO 15693 ISO standard for contactless integrated circuits, such as used in RF-ID tags. ISO

15693 RFID cards; contactless vicinity cards operating at 13.56 MHz in up to 50

inches distance. (ISO 15693 is typically not used for financial transactions

becauseofits relatively long range as compared with ISO 14443.)

LAN Short for "Local Area Network". A computer network that spans a relatively small

area. Most LANs are confined to a single building or group of buildings.

However, one LAN can be connected to other LANs over any distance via

telephone lines and radio waves. A system of LANs connected in this way is

called a wide-area network (WAN).

memory Storage for applications, photos, videos and other data in a device, measured in

megabytes (MB). The more memory, the more applications, photos, videos and

other data a device can store. Four types of memory are available:

1) fixed built-in random access memory (RAM)included with the device,

2) add-on memory, sold separately, in the form of expansion cards of various

capacities,

3) fixed built-in read-only memory (ROM) containing the operating system and

built-in applications and

4) built-in flash memory. See also non-volatile memory.

MMC Short for "Multi-Media Card". Similar in form factor to an SD card. The

difference between an SD card and an MMCcard is speed, durability, write-

protection, copyright protection, and size.

Modem Short for "modulator-demodulator". A modem is a device or program that

enables a computer to transmit data over, for example, telephone or cable lines.

Computer information is stored digitally, whereas information transmitted over

telephone lines is transmitted in the form of analog waves. A modem converts
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between these two forms. There is one standard interface for connecting external

modems to computers called RS-232. While the modem interfaces are
standardized, a numberof different protocols for formatting data to be transmitted

over telephonelinesexist.

NFC Short for "Near Field Communication". NFC is a wireless connectivity

technology that enables short-range communication betweenelectronic devices. If

two devices are held close together (for example, a mobile phone and a personal

digital assistant), NFC interfaces establish a peer-to-peer protocol, and

information such as phone bookdetails can be passed freely between them. NFC

devices can be linked to contactless smart cards, and can operate like a contactless

smart card, even when powered down. This means that a mobile phone can

operate like a transportation card, and ‘enable fare payment and access to the

subway.

NFC is an open platform technology standardized in ECMA (European

Computer Manufacturers Association) 340 as well as ETSI (European
Telecommunications Standards Institute) TS 102 190 V1.1.1 and ISO/IEC 18092.

These standards specify the modulation schemes, coding, transfer speeds, and

frame format of the RF interface of NFC devices, as well as initialisation schemes

and conditions required for data collision-contro] during initialisation — for both

passive and active modes.

OSI Short for "Open System Interconnection". The OSI model defines a networking

framework for implementing protocols in seven layers.

PC Short for "Personal Computer". A PC is a single-user computer based on a

microprocessor. In addition to the microprocessor, a personal computer has a

keyboard for entering data, a monitor for displaying information, and a storage

device for saving data.
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PCMCIA Short for "Personal Computer Memory Card International Association". The

PCMCIA is an international trade association and standards body cognisant of

several device standards including PC Cards, Miniature Card, and others.

PCMCIA is also used to describe PC Cards themselves, often referred to as

PCMCIACards.

PDA Short for "personaldigital assistant". A PDA is a handheld device that combines

computing, telephone/fax, Internet and networking features. A typical PDA can

function as a cellular phone, fax sender, Web browser and personal organizer.

Unlike portable computers, most PDAs began as pen-based, using a stylus rather

than a keyboard for input. This means that they also incorporated handwriting

recognition features. Some PDAscan also react to voice input by using voice

recognition technologies. PDAs of today are available in either a stylus or

keyboard version.

protocol An agreed-upon format for transmitting data between two devices. The protocol

determines the following:

- the type of error checking to be used

- data compression method, if any

- how the sending device will indicate that it has finished sending a message

- how the receiving device will indicate that it has received a message

RJ-45 Short for "Registered Jack-45". RJ-45 is an eight-wire connector used commonly

to connect computers onto a local-area networks (LAN), especially Ethernets. RJ-

45 connectors look similar to the ubiquitous RJ-11 connectors used for connecting

telephone equipment, but they are somewhat wider.

RFID Short for "Radio Frequency Identification". An RFID device interacts, typically

at a limited distance, with a "reader", and may be either "passive" (powered by the

reader) or "active" (having its own powersource, such asa battery).
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SD Short for "Secure Digital". SD is a technology standard for providing portable

devices with non-volatile memory/storage and peripheral I/O expansion

capability. On some devices this standard is implemented in the form of SD

memory expansion cards, used to store digital information like applications,

databases, photos, text, audio, video or MP3 music files, and an SD/SDIO

expansionslot. The SD standard makesit possible to transfer information between

devices that support SD expansion cards (e.g. transfer photos between a digital

camera and a PDAbyexchanging the SD expansion card), assuming both devices

support the file format used for the transferred information (e.g. JPEG imagefile).

SDIO Short for "Secure Digital Input/Output". SDIO. is a part of the SD memory

specification. It enables I/O (input/output) expansion for add-ons suchasserial,

modem, camera or GPS(global positioning system) cards. Whereas SD is only

used for storage expansion cards, an SDIO capable expansion slot can also

support SD expansion cards, while an SD-capable slot may not support an SDIO

expansion card.

SIM Short for "Secure Identity Module" or "Subscriber Identification/Identity

Module". A SIM card inscribed with a customer's information and designed to be

inserted into any mobile telephone. Usually SIM card phones work by GSM

technology. The SIM card contains a user's GSM mobile account information.

SIM cards are portable between GSM devices— the user's mobile subscriber

information moves to whatever device houses the SIM.

SAM Short for "Secure Application Module". A SAM a hardware module within a

transaction device (e.g. smart card terminal ) that controls all security related

transaction and communication between the device and the web, PC, etc. The

SAM can only be accessed by the scheme operator, it is usually tamper proof for

everybodyelse
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software Computerinstructions or data. Anything that can be stored electronically is

software. Softwareis typically stored in binary form (onesand zeros, represented

by two distinctive states) on a storage medium, suchas a floppy disc, hard drive,

memory device, or the like, all of which may generally and broadly bereferred to

as "hardware". The apparatus or system or device which responds to software

instructions or manipulates software data may generally and broadly bereferred to

as a "computer". Software is sometimes abbreviated as "S/W". Software is often

divided into the following two categories:

- systems software : Includes the operating system andall the utilities that

enable the computer to function.

- applications software : Includes programs that do real work for users. For

example, word processors, spreadsheets, and database management systems fall

underthe category of applications software.

software The non-hardware part of a computer, handheld (e.g., PDA) or smartphone

("smart" cellular telephone) consisting of instructions used to operate these

devices. Includes applications that are added to, or included on, the device, as

well as the operating system built into a device.

SSL Short for "Secure Sockets Layer". SSL is a secure tunnel that is created

automatically when a user connects to a page that requires secure data

transmission. (i.e., any page whose URL begins with https://)

TCP/IP Short for "Transmission Control Protocol/Internet Protocol". TCP/IP has become

the basic protocol that defines how information is exchange over the Internet. IP

software sets the rules for data transfer over a network, while TCP software

ensures the safe and reliable transfer of data. The abbreviation TCP/IP is

commonly used to represent the whole suite of internetworking software.
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TDMA Short for "Time Division Multiple Access", a technology for delivering digital

wireless service using time-division multiplexing (TDM). TDMA works by

dividing a radio frequency into time slots and then allocating slots to multiple

calls. In this way, a single frequency can support multiple, simultaneous data

channels. TDMAis used by the GSM digital cellular system.

tamper-resistant area Anarea, within a memory device which is hardware protected against

tampering. A pure software approach to tamper with the tamper-resistant area

will not work.

UDP Short for "User Datagram Protocol". UDP is a minimal message-oriented

transport layer protocol.

URL Short for "Uniform Resource Locator". Web pages use links to connect users to

other content that may or may not be located on the same server as the page from

whichit links. The address used to identify the location of this content is called a

URL.

USB Short for "Universal Serial Bus". USB is a serial bus standard (standardized

communications protocol) that enables data exchange between electronic devices.

USB supports data transfer rates of up to 12 Mbps (megabits per second). A

single USB port can be used to connect up to 127 peripheral devices, such as

mice, modems, and keyboards. USB also supports plug-and-play installation and

“hot plugging”. USB is expected to completely replace serial and parallel ports.

Hi-Speed USB (USB 2.0) similar to FireWire technology, supports data rates up

to 480 Mbps.

- A USBflash memorydrive is a portable storage device, which functionslike a

hard drive or a removable drive wheninserted into the USB port of a PC.

Primarily used to store, backup, download andtransfer data from one computerto
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another. These USB key chain memorydevices have replaced floppy disk drives

in the market.

- A USB Tokenis a portable, hand-held key fob that is the size of a standard car

key. It is embedded with a computer microchip that can store, access and process

data. USB tokens have an operating system, temporary memory and non-volatile,

“updateable”file/object storage memory, affording capabilities greater than those

oftraditional smart cards. They can generate secret cryptographic keys (Public &

Private Key Infrastructure) and store private data (digital certificates, digital

signatures, biometric identifiers, passwords, system settingsetc).

UWB UWBis short for "Ultra Wide Band". UWB is a wireless communications

technology that transmits data in short pulses which are spread out over a wide

swath of spectrum. Because the technology does not use a single frequency, UWB

enjoys several potential advantages over single-frequency transmissions. For one,

it can transmit data in large bursts because data is moving on several channelsat

once. Another advantage is that it can share frequencies that is used by other

applications because it transmits only for extremely short periods, which do not

last long enough to cause interference with other signals.

VPN Short for "Virtual Private Network". A VPN provides a way to remotely and

securely access a corporate network via the Internet. VPN is an Internet-based

system for information communication and enterprise interaction. A VPN usesthe

Internet for network connections between people and information sites. However,

it includes stringent security mechanismsso that sending private and confidential

information is as secure as in a traditional closed system. A network which has the

appearance and functionality of a dedicated line, but which is really like a private

network within a public one, because it is still controlled by the telephone

company,and its backbonetrunksare used byall customers.
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Wi-Fi Short for "Wireless Fidelity". Wireless technology, also known as 802.11b, that

enables you to accessthe Internet, to send and receive email, and browse the Web

anywhere within range of a Wi-Fi access point, or HotSpot.

wireless Technology that allows a user to communicate and/or connect to the Internet or

mobile phone networks without physical wires. Wi-Fi, Bluetooth®, CDMA and

GSMareall examples of wireless technology.

WLAN Short for "wireless local-area network". Also referred to as LAWN. A WLANis

a type of local-area network that uses high-frequency radio wavesrather than

wires for communication between nodes(e.g., between PCs).

BRIEF DESCRIPTION (SUMMARY)OF THE INVENTION

The invention is generally a compact personal token apparatus which can be plugged into a

personal computer and interfaced with the virtual world of the Internet. The apparatus(or, as

will be evident, a portion of a modular apparatus) can then be removed from the personal

computer and used to conduct real world transactions. The compact personal token apparatus is

suitably in the general form of a fob, resembling a USB memory fob.

The compact personal token apparatus comprises a wireless interface.

With regard to a personal token apparatus being something "which can be plugged into a

personal computer", it is clearly within the scope ofthis invention, and based on the teachingsset

forth herein one of ordinary skill in the art would recognize that:

- the "token apparatus" can take on a form other than that of resembling a USB memoryfob,

as long as it is minimally capable of storing software (data and/or instructions); and

- the "personal computer" can be any apparatus whichis capable of interacting with the token

apparatus (or the like), so long as the apparatus is a device capable of interacting with the

software contained in the token apparatus (orthelike).
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In light of these considerations, and other comparisons (an exemplary "other comparison” would
be the well-accepted definition of "software" set forth hereinabove which defines "software" as
the non-hardwarepart of a computer, handheld or smartphone ...) set forth in this document, the

preceding paragraph(i.e., " The inventionis generally ... comprises a wireless interface.") can
reasonably andjustifiably be read andinterpreted as follows:

The invention is generally a compact personal token apparatus which can be by means of

standard-compliant interfaces (described hereinbelow) connected to a personal computer and/or

other internet capable devices such as; cell phones, personal digital assistants (PDA), digital
mediaplayers, digital cameras etc. andinterfaced with the virtual world of the Internet. The

apparatus(or, as will be evident, a portion of a modular apparatus) can then be removed from the

personal computer and used to conduct real world transactions. The compact personal token

apparatus is suitably in the general form of a fob, resembling a USB memory fob. In some

implementations it will take the general form factor required of the standard compliantinterface

such as SD and Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards, etc. The compact.

personal token apparatus generally comprises a wireless interface.

According to a feature of the invention, the compact personal token apparatus (or equivalent)

may remain in the apparatus capable of interacting with the personal token (e.g., cell phone,

PDA), when the personal token device communicates contactlessly (e.g., wirelessly) in the real

world. It does not necessarily have to be removed from the host device.

According to the invention, a compact personal token apparatus comprises a connection module;

a translation module; a processor module; and an input/output module. The connection module

is for interfacing the personal token apparatus with a an Internet-capable appliance; and the

interface is selected from the group consisting of USB, FireWire, IR, Bluetooth, standard serial

port, WLAN. The Internet-capable appliance may comprise a device selected from the group

consisting of personal computer (PC), laptop, PDA, MP3 player and cellphone. Thetranslation

module movessignals between a USB interface and a smart card interface. The smart card

interface may be selected from the group consisting of [SO 7816, ISO 14443 and ISO 15693.
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The processor module may comprise a dual interface (DI) chip. The processor module may

incorporate the translation module. The output module comprises an RF antenna and a
modulator. The apparatus may further comprise flash memory. The translation module may

movesignals between a USB interface and a wireless interface. The translation module may be

incorporated in the processor module to that the device can go directly from USB to wireless

without being limited by smart card software architecture limitations. The apparatus may have

the general physical configuration of a conventional USB memory fob. The apparatus may be

modular, having a first physical module containing the input module and thetranslation module;

and a second physical module containing the processor module and the output module. The

output module may comprise contacts for interfacing with a smart card. The fob is capable of

interfacing with the Internet and emulating a smart card. The apparatus mayincorporate firewall

functionality to protect the Internet-capable applicance. The apparatus may comprise interfaces

for ISO contact, contactless, USB and DSL. The apparatus may comprise an LCD screen. The

apparatus may comprise at least one switch. The apparatus may compriseat least one LED.

According to the invention, a compact personal token apparatus comprises a standard—compliant

contact based interface, the contact based interface complying to at least one standard interface

selected from the, group consisting of USB, IEEE 1394, PCMCIA, Compact Flash, Multi

Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro Drive, and any similar

standard interface.

The apparatus may further comprise a standard—compliant contactless/wireless interface; the

contactless/wireless interface complying to one or more of the following standard interfaces:

RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces,

Bluetooth compatible interface, WLAN 812.11, UWB,and anysimilarinterface.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a

host processing device, this being under the commandof an operating system; an interface

module providing translation of standard-compliant contact based interface messages to ISO

7816 compliant messages and providing the translation of ISO 7816 compliant messages to
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standard-compliant contact based interface messages; a dual interface processor having an

ISO7816 compliant interface communicating through the interface module with the host

processing device, the dual interface processor communicating through an RFID-contactless
interface and connected to an inductive antenna.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a

host processing device, this being under the command of an operating system; an interface

module providing translation of standard-compliant contact based interface messages via a

memory chip to Bluetooth (WLAN 812.11 device compatible compliant messages, and providing

the translation of Bluetooth /WLAN 812.11 device compliant messages via a memory chip to

standard-compliant contact based interface messages; a Bluetooth /WLAN 812.11 device having

a Bluetooth/WLAN 812.11 compliant interface communicating through the interface module

with the host processing device via a memory chip; the same Bluetooth /WLAN 812.11 device

communicating through its Bluetooth /WLAN 812.11 compatible interface.

The apparatus may further comprise a dual interface chip (processor) inside the personal token

which can be directly programmed by a software running on the host system using the interface

processor without the need for an external contact based dual interface read/write device. The

software may be web based, allowing for downloading information from the web directly into

the dual interface processor memory (for example, eventtickets) thus linking the virtual world to

the real world. The downloaded information may be used in the real world by using the

contactless RFID interface.

The information stored in the personal token via the standard contact based interface may be used

for personal identification, secure network logon, access control, e-ticketing, e-payment and

similar applications using either the standard compliant interface or the RFID-compliant

interface. Information received through the RFID- interface can be stored in the memory of the

personal token and can then be provided to the host processing device via the standardinterface,

thus allowing a complete information exchange between the virtual world and the real world.
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The contactless / wireless module may be releaseably coupleable from the interface module.

The dual interface processor may be mounted in a dual interface card complying to ISO 7810 or

a 7816 compliant SIM module and connected norms; the compact personal token apparatus

provides physical contacts for the dual interface card, or a 7816 compliant form factor; and when

connected, the dual interface or SIM card can communicate with the host processing device

through the interface module inside the personal token and, once the communication is done, the

card can bereleased from the personal token and can be used thenin the real world.

The apparatus may further comprise a processor module; and additional memory selected from

the group consisting of flash memory and EEPROM device powered and addressed by the

processor module; wherein the additional memory can be used for user authentication and to run

applications.

The apparatus may further comprise a standard—compliant smart card contact interface

complying to ISO 7816, or any similar interface.

The apparatus may further comprise a connection module, connecting the personal token

apparatus to a host device such as PC, PDA, smart cellular phone or similar device, either

directly or with the help of a standard reader device such as a memory card reader.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a

host processing device, this being under the commandof an operating system; and a translation

module, translating messages incoming from the contact based interface, and translating

messages to the host device from the personal token apparatus.

The apparatus may further comprise a processor module, preparing messages to be sent by the

contactless/wireless interface of and interpreting messages received via the interface.

The apparatus may further compriseatriple interface (e.g., contact, contactless, USB) processor.
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The apparatus may further comprise a quadruple interface (e.g., contact, contactless, USB, DSL)

processor.

According to the invention, a methodof interacting wirelessly comprises: providing a device;

interfacing the device with a an Internet-capable appliance; and providing a smart card interface

in the device.

The "compact personal token apparatus" may be referred to herein as "smart fob" (without

prejudice to any trademark rights which may be claimed). Often it is simply referred to as the

"apparatus" (no trademark rights implied). Various embodiments and methods of use are

disclosed.

It will be appreciated that the "smart fob" of the present invention is not only capable of

functioning like a smart card, but is also capable of much more.

The "smart fob" is capable of loading and storing information from the Internet, via a PC or other

Internet capable device to its memory and then using the stored information via its wireless

interface in the real world. The "smart fob" is also capable of exchanging information with a

conventional smart card.

Basedonthe teachingsset forth herein,it would readily be understood by oneof ordinary skill in

the art that the functionality of the present invention, in its various embodiments, could be

realized in a different format than a fob and in a different manner than by plugging the fob into

the USB port of a personal computer (PC). For example, the apparatus of the present invention

can be embodied in a format (form factor) such as that of an SD (secure digital) card which can

be plugged into any device having an appropriate interface for inserting an SD card, such as a

laptop, palmtop, cell phone, digital camera, personal digital assistant (PDA), MP3 player, or the
like.
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In any of the embodiments discussed herein (particularly those using a PC), a memory card

reader may be attached to the PC. (PCs in Europe commonly come with memorycard readers

for several different memory card formats including, but not limited to, Secure Digital (SD) card

format

Many exemplary features and embodiments of, as well as applications for the smart fob (or

comparable) of the present invention are described hereinbelow.

Other objects, features and advantages of the invention will become apparent in light of the

following description thereof.

BRIEF DESCRIPTION OF THE DRAWINGS

The structure, operation, and advantages of the present preferred embodiment of the invention

will become further apparent upon consideration of the descriptions set forth herein, taken in

conjunction with the accompanying figures (FIGs). The figures (FIGs) are intended to be

illustrative, not limiting. Although the invention is generally described in the context of these

preferred embodiments, it should be understood that it is not intended to limit the spirit and

scope of the invention to these particular embodiments.

FIG. 1A is a schematic block diagram of an embodimentofthe invention.

FIG. 1B is a schematic block diagram of an embodimentof the invention.

FIG. 1C is a schematic block diagram of an embodimentofthe invention.

FIG. 2Ais a perspective view of an embodimentofthe invention.

FIG.2B is a perspective view of an embodimentof the invention.
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FIG. 3A isa perspective view of an embodimentofthe invention.

FIG. 3Bis a perspective view of an embodimentofthe invention.

FIG. 4 is a schematic block diagram of an embodimentof the invention.

FIG.5 is a schematic block diagram of an embodimentof the invention.

DETAILED DESCRIPTION OF THE INVENTION

This invention relates generally to devices, technology and applications for downloading and

interacting with data and value from one "world"such as the virtual world of the Internet and,

with the device, interacting, typically wirelessly, with another "world" suchas the physical world

of banking,stores (pointof sale), physical access control, and thelike.

Generally, this is done using a device running software and interacting with an Internet capable

apparatus such as a personal computer (PC), a personal digital assistant (PDA) or a handset

(Internet capable cell phone). In many embodiments, the device interacts with the physical

world using a standard wireless smart card interface, such as ISO 14443 or 15693. In some

embodiments, the device plugs into a PC using a standard contact interface, such as USB.

Several embodiments and several applications applicable to various ones of the embodiments are

discussed.

In an embodiment, the device is embodied in the form of a compact personal token apparatus,

resembling a conventional USB memory fob (size, shape, form) which can be plugged into an

apparatus such as a personal computer (PC) and interfaced with the virtual world of the Internet.

The device is capable of loading and storing information from the Internet, via the PCto its flash

memory (memory that can be erased and reprogrammedin blocks) or EEPROM andthen using

the stored information or value via its wireless interface in the real world. Similarly, the device

is capable of implementing an auto-run application, wheninserted into a personal computer (PC)
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connected to the Internet, and information exchanged and stored can be accessed in thereal

world application via its wireless interface. The memory space required for the auto-run

application can reside completely in the device or only partially in the device. Additional

memory space to complete the application can be located on the server of the ISP, trusted third

party or host server. The apparatus is also capable of exchanging information with other devices

having compatible interfaces.

The personal token apparatus will typically be referred to as a "device" to distinguish it from the

"apparatus" that it plugs into. However it may occasionally still be referred to as "apparatus".
Also the apparatus that the device plugs into to interact with the virtual world may also

sometimesbe referred to as "device", and mayalso be referred to as "appliance". Generally, the

context will clarify the definition.

FIG. 1A is a schematic block diagram of an exemplary embodiment 100 of the invention

employing a dual interface (DI) chip and having four modules, all interconnected as shown to

-provide the contemplated functionality of the present invention. The major components,

mounted on a circuit board (PCB,not shown) and within a housing (not shown) are (from left-
to-right): . ,

- aconnection module 102;

- a translation module 104;

- a processor module 106; and

- an input/output (1/0) module 108.

The connection module 102 is for interfacing the device with a personal computer (not shown)

apparatus, or other appliance capable of communicating and interacting with remote servers and
networks. In the example of the compact personal token apparatus of the present invention, the

connection module can be a USB plug, for plugging directly into a personal computer (PC).

Other possibilities for connecting (communicating) with the personal computer are FireWire, IR,

Bluetooth, standardserial port, WLAN,etc., basically any suitable interface between an external

memory/processing apparatus and a personal computer.
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The connection module 102is typically for inputting data to the device from the virtual world of

the Internet, via the PC or other Internet capable appliance, and in somecasesthe device can or

needsto also output data to the PC and/or to anotherentity via the Internet. The particular plug

or connection interface which is used is whateveris available, either now or in the future. And

the device is not limited to communicating with other entities via the "Internet", but can

communicate via other networks or internets. These comments apply to other embodiments

described herein.

The invention should not limited to a particular form of interface/communication protocol. The

pointis that the device can interact with the virtual world via an Internet-capable appliance. One

of ordinary skill in the art to which the invention most nearly pertains will recognize, and it is

within the scope of the invention that other possibilities for what has been described as "devices

capable of communicating and interacting with remote servers and networks" are PDAs,cell

phones, etc., not only personal computers - basically, any (whatis referred to elsewhere as) "host

device" or "host processing device".

The translation module 104 is for going (moving signals) from USB (the exemplary interface

with the computer) to a smart card interface format, such as ISO 7816, and vice-versa. The

translation module may comprise a Philips TDA8030 USB/7816. (SO 7816 is a smart card

contact interface.)

A micro-controller such as an 8 bit micro-controller (ST7 FSCR1E4M1) can be used as an

interface translator chip (104) between the USB connection 102 and the processor module 106.

(The processor could be mounted in a SIM module.)

Alternatively, the translation module can go from USB to ISO 14443 or 15693 (wireless

interfaces). The latter is shown in FIG. 1B,andis described hereinbelow. In going directly

from USB to wireless, the device is not limited by the smart card software architecture (ISO
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7816) limitations. The translation modulein this case is a processor device, that will handle the

data processing from USBto wireless.

The processor module 106is for controlling operation of the compactpersonal token apparatus
("device") of the present invention andis preferably capable of operating as a dual-interface (DI)

chip. For example, Mifare ProX, Infineon 66 series, etc. The dual interface chip is available

from various vendors(e.g., Philips, Infineon, ST Microelectronic), and is capable of interfacing

from ISO 7816 (contact interface) to either or both of ISO 14443 and 15693 (wireless interfaces).

The output module 108 comprises an RF antenna and a modulator, etc. Alternatively, the output

module comprises a set of contacts for contacting the pads on a smart card (see Figures 3A and

3B below).

It should clearly be understood that, in this as well as in other embodiments described herein,

that the module 108 is more than an "output" module sending data in only one direction, that

rather it is a transceiver module adapted to transmit as well as receive data. The same can be

said of the input module (e.g., 102 in that it facilitates two-way communication. It is only as a

prosaic convenience that the modules 102 (e.g.) and 108 (e.g.) are labeled "input" and "output"

respectively.

As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or

15693. In other words, directly from USBto wireless.

FIG. 1B is a schematic block diagram of another exemplary embodiment 120 of the invention,

also having four modules, all interconnected as shown to provide the contemplated functionality

of the present invention. The major components, mounted on a circuit board (PCB, not shown)

and within a housing (not shown) are (from left-to-right):

- aconnection module 122;

- a translation module 124;

- a processor module 126; and
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- an input/output (I/O) module 128.

As in the previous embodiment, the connection module 122 can comprise a USB plug or any

suitable interface to a personal computer or other device (apparatus, appliance) capable of

communicating and interacting with remote servers and networks.

As in the previous embodiment, the output module 128 can comprise an RF antenna and

modulator, or alternatively a set of contacts for contacting the pads on a smart card.

Unlike the previous embodiment,in this embodimentthe translation module 124 goes from USB

to a wireless interface. Therefore, the processor module 126 does not need to be a dualinterface

(DI) chip. Rather, the processor module 126 could simply comprise a USB interface on oneside

and a wireless interface on the other. The memory of the processor could be used as temporary

storage and the processor could handle the data encoding as well.

It is also within the scope of the invention that the processor module (e.g., 106 or 126) could

include (incorporate) the translation module(e.g., 104 or 124) within the processor module itself,

thus enabling an even more cost effective solution, enabling using a single chip approach for

some, or even all of the embodiments discussed herein. (This is not explicitly shown, but one

could envision, for example, simply merging the blocks 124 and 126 together, as indicated by the

dashedline.)

FIG. 1C is a schematic block diagram of another exemplary embodiment 140 of the invention,

based on the embodiment 100 of FIG. 1A. The major componentsare:

- aconnection module 142;

- a translation module 144;

- a processor module 146; and

- an input/output (I/O) module 148.
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In this embodiment 140, a flash memory device 150 can be included, with a storage capacityof|

to 4 megabytes (or more) for the purpose of running applications. The memory management for

the device may be handled by a crypto controller operating system with an 8 bit address bus in

the dual interface (DI) chip. The flash memory device may be anysuitable device including, but

not limited to, Secure Digital (SD) card format, and including SIM card. (A crypto controller is a

processor chip capable of encrypting and decrypting data to be stored in internal or external

memory.)

The functionality of the invention has been described hereinabove. Various applications for the

invention will be described hereinbelow. Meanwhile, exemplary physical forms of the invention

will be described.

The invention may be embodied in the form of a "smart fob" apparatus, having the general

physical configuration (size, shape, form) of a conventional USB memoryfob. Refer to FIG. 2A.

This is basically a device 200 having the elongate size and general shape of your finger,

comprising a main body portion 210 housing the electronics (cf. 104,106,108) and a USB plug

212 (ef. 102) extending from an end of the body portion 210. A hole 214 may be provided for

suspending the device 200 from a keychain (not shown).

As mentioned above, the "compact personal token apparatus" may be referred to herein as "smart

fob" (without prejudice to any trademark rights which may be claimed). Now that its

functionality has been described ("smart") and an exemplary physical form ("fob") has been

described, the device will typically be referred to simply as the smart fob (without quotation

marks).

Figure 2B illustrates another exemplary embodiment 220 of the smart fob, again in the general

form of a USB memory fob. Butin this case, the smart fob hasa first physical module 222(left,

as viewed) which contains the input module (e.g., 102, USB plug, cf. 212) and translation

module (e.g., 104), and a second physical module 224 (right, as viewed) which contains the

processor module (e.g., 106, dual-interface chip) and output module (e.g., 108, RF antenna and
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modulator). The two modules 222 and 224 can plug together and be taken apart from one

another. In this manner, after interacting with the "virtual world" on his computer, the user can

separate the two modules 222 and 224 and carry just the second module, for conducting "real

world" transactions. The second module 224, comprising processor and output module, is

sufficient for conducting real world, wireless transactions, in the manner of a smart card. In

other words, the smart fob can emulate a smart card.

Figure 3A illustrates another exemplary embodimentofthe invention wherein, rather than being

intended to function as (emulate) a smart card, the output module (e.g., 108) of the compact

personal token apparatus 300 is adapted to receive and communicate with a standard (including

dual interface) ISO 7810 (7816) smart card 310. Instead of an RF antenna (and modulator), the

fob 300 would have contactsfor interfacing with the contact pads of the smart card 310.

The fob of this embodiment could be modularized, as shown in Figure 3B, havingafirst

physical module 322 comprising the input module (e.g., 102) and translation module(e.g., 104)

and a second physical module 324 comprising the processor module (e.g., 106) and the output

module (having contacts rather than antenna/modulator), although the purpose of modularization

in this case would not be for carrying around, but rather for changing/updating components. Or,

the Figure 2A or 2B embodiments could be modified by just adding a contact readerslot for a

smart card. In this case, the compact personal token apparatus functions as more thanareader,it

is a transaction device.

Normally, the Figure 3A/3B product would not require the DI chip (e.g., 106) and the RF

interface (e.g., 108). However, if it does, when connected to a PC it could be used to load value

stored on a smart card onto the smart fob, and then use that value in the real world. Now you

have the ability to add value and information or exchange value and information between the fob

and a conventional contact smart card.

Also if the Figure 3A/3B product would contain the chip and the RF interface you could use it —

when connected to a PC - to load value stored on a smart card and then use that value in the real
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world. This providesthe ability to add value and information to the smart fob from smart cards

as well as from the Internet. An example would be a cash transaction between two people — a

person with a smart card could transfer the purchase amountofan item to the smart fob via the
7816 interface and the owner of the smart fob could take the smart fob to a fast food restaurant

and use the stored value to buy lunch. In these cases, the Figure 3A/3B embodimentis not

simply a smart card reader.

In a variation on the above, combining (so to speak) FIGs. 2B and 3B, a modular smart fob

could be sold having the left hand portion 222 (or 322)ofthe two devices 220, 320,plus the right

hand portion 224, plus the right hand portion 324 so that the device could function both as a

smart card (with RF interface) and as a smart card reader (with contacts for reading/writing smart

cards), in addition to its functionality derived from plugging into a PC andinteracting with the

virtual world via the Internet.

FIG. 4 is a schematic block diagram of an exemplary embodiment 400 ofthe invention wherein

the device can be usedas a firewall to protect, for example, a PC. The functionality is described

elsewhere in greater detail. The principal components of the device 400 are:

- a connection module 402 for plugging into the USB (or, network, LAN/Ethernet, or Fast

Ethernet 10/100 MBit) port of a PC;

- a processor module 406; and

- an input module 408 which, unlike other embodiments, need not perform wireless

functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephoneline (or the

like) supporting a DSL(orthe like) connection to the Internet. |
- The device 400 mayalso incorporate flash memory 510 (compare 150).

FIG. 5 is a schematic block diagram of an exemplary embodiment 500 of the invention, based on

the embodiment 100 of FIG. 1. The major componentsare:

- aconnection module 502; |
- a translation module 504;

- a processor module 506;
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- an input/output(I/O) module 508; and

- an LCD display 510 for displaying messages regarding status or other relevant

information to the user. It will be understood that a device having an LCD display should be

"active", having its own battery (not shown).

Other input and output devices, such as switches 512 and LEDs(light-emitting diodes) 514,

could readily be added to the device.

The smart fob of the present invention can be implemented in forms other than that of resembling

a conventional USB key fob, including single chip solutions, multichip modules, a form

resembling that of a flash memory device such as an SD card, and the like. The form that the

invention takes is largely dictated by the apparatus with whichit is intended to interface. For a

PC, a USB fobis ideal. For an Internet capable mobile phone, a SIM card or SD card format

maybepreferable.

Applications/Use

In use, for example, the user plugs the smart fob into his PC, or other Internet capable device

(appliance), connects to the Internet, and interacts with a service or content provider to upload

and/or download information. For example, downloading a ticket. Then, the user takes the

smart fob to the event whereit connects wirelessly with a reader at the venue to allow entrance

and stamptheticket(e.g., set a flag indicating that the ticket was used).

In another example, a consumer can use the smart fob to store “e-coupons” on the smart fob —

loaded via the Internet. Then taking the smart fob to a participating merchant, use the coupons to

receive a savings or price reduction on the product.

In another example, a consumercould load cash value to the smart fob via the Internet and use

the cash in the real world — at participating merchants — to buy a meal, newspaper,etc.
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In another example, which can becalled "kids fob" (also, without prejudice to potential

trademark rights) — parents can provide their young children with a smart fob loaded with a

preset amount of cash and send themoffto the mall or participating theatre and know thatthe

moneywill be used as intended.

In another example, a consumer could use the smart fob to load cash via the internet — and while

still connected to the PC use the stored value to pay cash for products or services on the internet.

This addresses the concern that consumersstill have some reservations about giving out their

credit card information over the Internet.

In another example, a consumercould load award certificates onto the smart fob earned from a

merchant loyalty program and then take the smart fob to a retail store to redeem for merchandise

- no more waiting for mailed certificates.

In another example, the smart fob could store a biometric - such as fingerprint, iris scan etc., in a

memorycell that is locked and when using the smart fob to gain access to a controlled area, the

user touches his finger to a reader, waves the smart fob in front of a reader, the finger print is

comparedto the stored info, the user's identity is verified, and he is granted access.

Another exemplary application for the smart fob would be Electronic Learning. Typically, a

student has to downloada lot of information from the University in the course of any course of

study, needs passwordsto enter external databases, and needs a swipe card to use a photocopier

or even pay at the school cafeteria. Also, access to the library is restrictive. In short, the smart

fob of the present invention could be usedtostore files, access networks, download secure sealed

PDF files, access buildings and make payment for services. Upon admission, all of the

information could be ported to the student's smart fob.

In general, applications for the smart fob comprise substituting smart cards with the smart fob in

a multiple of applications such as automatic fare collection in masstransit, paperless event &

travel ticketing, loyalty programs, coupon redemption, cashless paymentand online services.
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The smart fob can operate as a security device. For example, the smart fob starts an auto-run

application, after insertion in an Internet-connected PC. In simple terms, the PC user is

automatically connected to a participating merchant’s website and can conduct a business
transaction in a secure fashion, without the fear of anyone spying or manipulating the data. This

requires the the creation ofa virtual private network (VPN) tunnel from the user’s PC over the

public infrastructure to the ISP (Internet Service Provider) or Trusted Secure server via a

firewall, and after user authentication, providing the direct link to the host server. The VPN

software is embedded into the smart fob and loaded onto the firewall appliance to create the

gateway andto protect the ISP or Trusted Secure server. In essence, the smart fob providesthe

firewall protection for the home PC user, whereby the screening softwareresides in the firewall

appliance. The embedded software in the device is field upgradeable, meaning that the

cryptographic andapplication software can be updated online anytime.

Multi-applications are feasible with a single smart fob device, but it also envisaged that a PC user

could have a specific "smart fobs" from each ofhis or her preferred travel agent, airline, hotel

chain, car rental, financial institute, media concern, book & music store, entertainment provider,

retailer, lottery operator, etc.

The smart fob device provides convenience, flexibility and enhanced transaction speed. It

performsall of the same functionsas a traditional smart card, butit is a “readerless”solution in

the home environment(eliminating the primary barrier to smart card adoption by consumers).

Simple and effective — all the user needs to do is plug the device into the USB port in the home

PC and download eCash,tickets or coupons.

In use, for example, the user plugs the smart fob device into a PC, connects to the Internet, and

interacts with a service or content provider to upload and/or download information. For example,

the user can download an eventticket, take the device to the venue, just wave the device in close
proximity to a turnstile equipped with a wireless reader at the entrance, and access is granted

without having to stand in line.
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In another example, a consumercan load cashto the electronic purse of the smart fob device via

Internet banking, and while still connected to the PC use the stored value to pay for online

products or services.

Equally, a consumer can load electronic cash to the smart fob device and use the e-cash at

participating merchants to pay for food and beverages. Nohassle with cash,tickets or queues!

In another example, a consumercan visit a participating merchant’s website and download “e-

coupons”to the smart fob device. At the retail (e.g., grocery) store, the consumer can redeem the

coupons for savings on their purchases. At the checkout the consumer purchases are scanned and

checked against the database of stored e-coupons in the smart fob device. The value of the

couponsis decremented off the device and the savings amount is passed to the cashregister to

deduct from the total bill.

In another example, a consumer can load award certificates onto the device earned from a

merchant loyalty program and then redeem them for merchandiseatthe store.

As mentioned above, the smart fob (device) is capable of implementing an auto-run application,

when inserted into a personal computer (PC) connected to the Internet, and information

exchanged and stored can be accessedin the real world application via its wireless interface.

In the auto-run application, the smart fob can function as a portable client user that can be

inserted into any Internet connected PC having Windows 2000, Windows XP or Linux operating

system with activated firewall. Information is exchanged over the Internet via the TCP/IP

(Transmission Control Protocol/Internet Protocol) protocol and protected, for example by SSH

(Secure Shell) encryption for remote login. A VPN (Virtual Private Network) cryptographic

tunnel for secure information communication over the public infrastructure to the ISP (Internet

Service Provider), the Trusted Secure server or directly to the Host server is initiated when the

smart fob is inserted into the PC. The process “point-to-point tunnelling” means that packets of
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data are encrypted and wrapped inside IP (Internet Protocol) packets so that non-IP data can

travel through the Internet. The Secure Shell solves the security problem of hackers stealing

passwordsandattacks suchasIP spoofing, IP source routing and DNSspoofing.

The VPN software is loaded onto the smart fob and onto the firewall appliance to create the

gatewayand to protect the ISP or Trusted Secure server.

The secure tunnel for secure information communication over the public Internet to the ISP

(Internet Service Provider) is initiated when the smart fob is inserted into the PC, a feature

provided bythe auto-run functionality. The embeddedstatic IP address locates the ISP or Trusted

Secure server.

Theselection of IPsec (short for IP Security), which operates at layer 3 of the OSI model, makes

it suitable for protecting non-IP packets, for example UDPtraffic as compared with transport-

layer protocols such as SSL, which cannot protect UDPleveltraffic.

The client user can be authenticated by the ISP or by a trusted third party through a digital

signature or a unique MAC (Media Access Control) address, or through the implementation of

public key infrastructure in orderto validate the client’s identity.

By passing through an ISP or in-house secure server with virus scan andfilter, Spam, Trojan

Horses, Worms or Pop-Up Windows can be blocked. After authentication is successfully

verified, a direct link with the host server is established.

Therefore, the smart fob can be viewed as a marketing platform that encapsulates auto-run

application software for a specific application, a USB apparatus for memory management and

radio frequency identification, mass storage capability, a secure server for authentication and

filtering as well as a wireless interface, to provide a myriad of solutions addressing marketing, e-

commerce, business productivity, IT (information technology), consumer, communication,

content, security and mobility issues.
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The smart fob can be used as a payment devicefor retail purchase & loyalty with the Internet

feature allowing users to download value, coupons,tickets, entertainment content,etc. The smart

fob can be personalised like a conventional credit/debit card for electronic payment and the

wireless interface feature can be used for photo identification, to download transit & event

tickets, to receive complimentary coupons, loyalty points, gift certificates and messages, for

vending and to redeem coupons.In addition the smart fob eliminates the need to tender with

cash.

For example, by simply inserting the smart fob into the USB port of a telephone linked PC, an
automatic Internet connection to the website of the user’s favourite airline is established, via a

secure server to authenticate the user and block spam, viruses, and SMTP (simple mail transfer

protocol) based attacks. Personaldata, frequent flyer miles as well as credit card details can be

encrypted and stored in the smart fob. Tickets can also be downloaded onto the smart fob and

used in contactless mode at the airline check-in desk. This “client user to secure server to host

server” concept blocks pop-up windows, viruses, worms, spam and Internet “phishing” fraud.

Theairline can use the platform to attract other merchants that complimentthe airline’s product

portfolio.

For a smart fob with on-board battery power and a display (e.g., a small one or two line LCD

display panel), the seat reservation numbercan bestored on thedisplay.

A consumercan load funds from their bank account via the Internet to the ISP or trusted server

using the smart fob as an authentication tool, and while still connected to the PC use the stored

value to pay for online products or services. This is particularly interesting for those that are

uncomfortable using their credit card for online payments.

Parents can provide their teenagers with a smart fob loaded with a preset amount of cash and

send them off to the mall or participating theatre and know that the money will be used as

intended.
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Teenagersare also amongthe mostlikely groups to pay on the Internet, howevertheir inability to
obtain credit cards and low online debit acceptance has historically made online payment

difficult. This implies that a market for an alternative payment system targeted at teens exists and

that web merchants must integrate new solutionsif they want to target the teen market. Although

teens can make purchases indirectly using a parent’s credit cards, the buying experience is not

the same due to the loss of independencefor the teenager.

A prepaid or stored value apparatus such as the smart fob allows teens to shop onthe Internet

securely and without getting into debt. Although individually teenagers have limited income,

together their income amounts to significant spending power. Therefore, there is a need in the

market for a teen payment product that allows secure paymentsonline.

Using an online shopping basket template, consumers can order groceries from the comfort of

their home and collect them “ready to go”at the retail participating outlet, using their smart fob.

Consumers enjoy increased convenience, faster shopping and quick checkout times. Retailers

can quickly and easily take advantage of the order online & payment technology to speed
transaction processing, increase revenue, and better understand customer buying behaviour.

Similar to the convenience store application, consumers can order rental movies online and

collect them ready to go, using their smart fob. As transponders are used for inventory and anti-

theft purposes in DVDs(digital versatile discs) and video tapes, the same data can be stored in

the smart fob, allowing the consumerto just collect the rentals and leave without having to wait

in a queue at the checkout.

Another application is using the smart fob for network access (logical access), remote mail and

PC access. And to implementsolutions to help organisations, establish more efficient business

processes, address security concerns and gain a competitive advantage.
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Users can connect to the corporate network or home PC from almost anywhere using one smart

fob for roaming and another (stationary) for insertion in the desktop at work or home office

computer. The smart fob inserted into the stationary PC is simultaneously connected directly to
the DSL line or via an plug-in adapter. When the PC is switched off, the stationary smart fob

drawsit’s energy from the telephoneline, or from external power. When the roaming smart fob

is pluggedinto an external Internet connected PC, the MAC (mediaaccess control) address of the

stationary apparatus is called upon via the exchange secure server. This stationary smart fob

switches on the PC and computing activity can begin. The stationary smart fob functions as a

server and acts as a firewall with anti-virus software to protect the PC. The stationary smart fob,

i.e. server, can have either a MAC addressor a Uniform Resource Locator (URL) address.

Therefore, corporate computing resources can be reached from a home PC,an airport business

centre, cyber-café or a kiosk computer allowing easy access to email, enterprise applications and

data.

The smart fob can be used to reduce parent's anxiety by denying their children access to

unsuitable websites, while permitting the children and teenagers access to the enjoyment and

education value the Internet has to offer. The smart fob can be used to record and restrict all

inbound and outboundInternet activity. By inserting the smart fob into the USB port of the

home-PC, it enables the broadband, ISDN or analogue telephone connection, thus allowing

access to the Internet. By mechanically disengaging the apparatus, the telephone line is

disconnected, preventing access to the Internet. When children are allowed to surf on the

Internet, data names concerning Internet sites or words put through search engines are compared

with a library held in the memory of the smart fob. Therefore, children are independent and

flexible to access the Internet without parental password control. Software updates can be

automatic.

If a PC with DSL connection is left switched on, hackers or cyber-terrorists can potentially enter

the PC as the broadband connection is constantly enabled. They are a real threat to the Internet

and business information community. The smart fob can be used to disconnect the DSLline, by
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simply removing the device from the USBport. This prevents interference as well as preventing

anyonefrom surfing the Internet from the user’s PC. The physical DSL wire connection to the

PC can remain, but access to the world wide web is only feasible when the USB apparatusis

plugged back into one of the USB ports on the PC. Alternatively the USB apparatus can stay

pluggedin, but can be disengaged via a software code.

The smart fob can allow access to the worldwide web as a “free-Internet” service, making the

ISP redundant. Also single applications can be stored on the secure server for selection by the

client user.

In distress situations the user can use the smart fob to call for help, from the PC, from an icon

(button) on the PC. Patient medical records can also be stored in the device.

Whenauser enters a hot zone area equipped with a Wi-Fi / 802.11 wireless local area network,

such as a shopping mall, airport or cinemaplex, information, newsor special offers can be sent to

the smart fob. The consumeris alerted by visual and / or audible meansthat information relevant

to his / her preferences (based on pre-registered data) have been received by the smart fob. —

Discounts can be sent in barcode format and redeemedat the participating merchant, by just
displaying the barcode on the LCD(liquid crystal display) screen of the smart fob to a scanner at

the checkout.

As the smart fob can receive messagesin hot zone areas, it can be used to send a text message.

(This, of course, would require at least a simple technique for entering text or sending stored,

"standard" text messages.)

The smart fob can act as a content filter or for intrusion detection & prevention.

Music can be downloaded from the Internet using the smart fob as a storage device and for

making electronic payment to a virtual music store. In the real world, the contactless function
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can be used to identify the consumer when he orsheenters the high street store and to target the

consumer with musicof his or her preferenceatthe listing booths.

Members can use the smart fob to communicate via the ISP or Trusted server with a club and to

conduct transactions.

Law enforcement agencies cannot prevent the existence of adult content, but the concern is the

exposure ofchildren to such material on the Internet. The smart fob can be used to unscramble

encoded content, operating in a similar fashion to a smart card in a television decoder box for

cable TV viewing.

These are but a few of the potential uses for the smart fob of the present invention. One having

ordinary skill in the art to whichthe present invention most nearly pertains will readily be able to

implementthese applications, based on the descriptions set forth herein.

Recap/Synopsis

Various features of the smart fob (e.g., compact personal token device) of the present invention

are summarized and/or presented in the following numbered paragraphs.

1.|A compact personal token apparatus, comprises:

a standard—compliant contact based interface; this interface complying to one or more of

the following standard interfaces: USB ( universal serial bus), IEEE1394 (Fire Wire), PCMCIA,

Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital (SD), mini SD, IBM

Micro Drive, or any similar standard interface. These interfaces are all well known. ("Smart

Media” refers to the Smart Media card, and "Secure Digital" refers to a Secure Digital (SD)

card.)

This is a good place to mention the following. When a given standard orinterface is specifically

mentioned,it is typically intended to be an example of any other standard or interface that can

perform substantially the same function as the standard(s) or interface(s) that are specifically
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mentioned. Many of these "other" standards and interfaces can be found in the GLOSSARY

section hereinabove and/or are knownin the industry and/or will evolve or be newly developed

in the near future. The present invention should be interpreted to include all similar standards

and interfaces, as appropriate to the context ofthe specific embodimentsbeing discussed.

q2.|The compactpersonaltoken apparatusset forth in paragraph $1 further comprises:

a standard—compliantcontactless / wireless interface; this interface complying to one or

more of the following standard interfaces: RFID-contactless interface according to ISO 14443

and ISO 15693 as well as similar interfaces; Bluetooth compatible interface, WLAN 812.11,

UWB,or anysimilar interface.

43.|The compact personaltoken apparatus set forth in paragraph {1 further comprises:

a standard-compliant interface, releaseably coupleable to a host processing device, this

being under the commandof an operating system; an interface module providing the translation

of standard-compliant contact based interface messages to ISO7816 compliant messages; the

same interface module providing the translation of ISO7816 compliant messages to standard-

compliant contact based interface messages; a dual interface processor having an ISO7816

compliant interface communicating through the interface module with the host processing

device; the same dual interface processor communicating through its RFID-contactless interface
like ISO 14443 and / or ISO 15693 or similar; the dual interface processor connected to an

inductive antenna either being part of the PCB itself or en extra componentinside the token.

q4.|The compactpersonal token apparatus set forth in paragraphs {1 or (2, further comprises:

a standard-compliant interface, releaseably coupleable to a host processing device, this

being under the commandofan operating system; an interface module providing the translation

of standard-compliant contact based interface messages via a memory chip to Bluetooth /WLAN

812.11 device compatible compliant messages; the same interface module providing the

translation of Bluetooth /WLAN 812.11 device compliant messages via a memory chip to

standard-compliant contact based interface messages; a Bluetooth (WLAN 812.11 device having

a Bluetooth/WLAN 812.11 compliant interface communicating through the interface module
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with the host processing device via a memory chip; the same Bluetooth /WLAN 812.11 device

communicating through its Bluetooth /WLAN 812.11 compatible interface.

45.|The compactpersonal token apparatus of paragraph {3, wherein:

the dual interface chip (processor) inside the personal token can be directly programmed

by a software running on the host system using the interface processor without the need for an

external contact based dual interface read/write device.

46.|The apparatus of paragraph 45, wherein:

the software is web based, allowing for downloading information from the web directly

into the dual interface processor memory (for example, event tickets) thus linking the virtual

world to the real world.

q7.|The apparatus of paragraphs {5 or 6, wherein:

the downloaded information can be used in the real world by using the contactless RFID

interface (e.g. public transport, e-paymentandthelike )

48. The apparatus of paragraphs 5 or 6, wherein:

the information stored in the personal token via the standard contact based interface is

used for personal identification, secure network logon, accesscontrol, e-ticketing, e-payment and

similar applications using either the standard compliant interface or the RFID-compliant

interface.

q9.|The apparatus of paragraphs 95 or §]6, wherein:

information received through the RFID- interface can be stored in the memory of the

personal token and can then be provided to the host system via the standard interface, thus

allowing a complete information exchange betweenthe virtual world and the real world

q10. The apparatus of paragraphs {3 or {4, wherein:
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the contactless / wireless module is releaseably coupleable from the Interface module,

thus providing a keyfob shape, easier to carry along.

11. The apparatus of paragraph 93, wherein:

the dual interface processor is mounted in a dual interface card complying to ISO 7810

and connected norms;the personal token providing physical contacts for the dual interface card;

thus connected, the dual interface card can communicate with the host system through the

interface module inside the personal token. Once the communication is done, the card can be

released from the personal token and can be used then in the real world, just like described in

paragraphs 45 to 49.

(12. The compactpersonal token apparatus of paragraphs 1, {2 or §5, further comprises:

a flash memory or EEPROM device powered and addressed by the dual interface

controller chip. The additional memory can be used for user authentication (storing digital

signatures, certificates, key sets, finger-based biometric templates, usernames and passwords)

and to run applications.

413. The compact personal token apparatus set forth in 41 further comprises:

a standard—compliant smart card contact interface complying to one or more of the

following standard interfaces: ISO 7816, or any similar interface.

414. The compact personal token apparatus set forth in 2 further comprises:

a standard—compliant smart card contact interface complying to one or more of the

following standard interfaces: ISO 7816, or any similar interface.

q15. The compact personal token apparatusset forth in {1 further comprises:

a connection module, connecting the personal token apparatus to a host device such as

PC, PDA,smart cellular phone or similar device, either directly or with the help of a standard

reader device such as a memory card reader.
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q16. The compactpersonal token apparatusset forth in {1 further comprises:
a translation module,translating messages incoming from the contact based interface of

claim 1, and translating messages to the host device from the personal token apparatus.

17. The compactpersonaltoken apparatusset forth in {1 further comprises:

a processor module, preparing messagesto be sent by the contactless/wireless interface of

2, and interpreting messages received via the interface of 2.

418. The compact personal token apparatusset forth in ¥1 further comprises:

a triple interface (e.g., contact, contactless, USB) processor.

Additional Embodiments

The device (smart fob, USB key fob) can incorporate a SIM card or a SAM card.

It is not necessary that the device (smart fob, USB key fob) be equipped with all of the options

for every application.

LEDs can be incorporated into the device (smart fob, USB key fob) to alert a user that certain

functions are occurring.

The device (smart fob, USB key fob) can function as a mass memory device.

The device (smart fob, USB key fob) can function as a dongle for software license

authentication.

The device (smart fob, USB key fob) can function as a token for providing network security.

This embodiment could include a SIM card.

The device (smart fob, USB key fob) can function as a Smart Card for online-banking. This

embodiment could include a SIM card.
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The device (smart fob, USB key fob) can function as a Multi-Interface Reader-less Device to

provide for physical and logical access control. This embodiment would include an RFID or

NFC(Near Field Communication) antenna.

The device (smart fob, USB key fob) can function as a firewall to provide anti-virus protection.

This embodiment would have a DSL plug-in socket and input-socketfor external power.

In addition to the various formats of USB key fobs, it is contemplated to provide a docking

station or hub that will accommodate at least two devices.

The flash memory couldbe integrated into the dual interface (DI) chipitself.

AdditionalComments

Most memory based RFID chips or transponders have a unique modulation and communication

protocol which influences the functionality and the type of antenna required for optimal

' Operation. Because of the limitation on the size of the on-board EEPROMfor such devices, the

commandset for Mifare, ISO 14443 A & B, ISO 15693, ISO 18000 or ISO 7816 resides on the

ROMaswell as being masked to the specific silicon device. The emergence of dual & triple

interface micro-controllers opens up the possibility to integrate several communication protocols

and modulation types onto a single device, by availing of the extensive memory capability of

flash drive technology.

The advantage of loading the communication protocol and modulation type in software form to

the flash memory eliminates the need to have several different type of chips with different

antenna constructions for specific applications. True interoperability is achieved through

software, resulting in higher volumesand yield for one particular controller.
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Firewall Protection

Anti-Virus, - Worm, -Spam (and so forth) software normally resides on the home PC, slowing

downit’s functionality.

The device (smart fob, USB key fob) can comprise a 32 bit processor and 8 to 16 GB (GigaByte)

memory capacity, and could be usedas a server to protect the home PC from externalintrusion.

The device (smart fob, USB key fob) could have an IP (Internet Protocol) address, a socket for

the broadband connection and a connection for external power. This USB server could be used

to switch on the home PC from a remote location (using a MACorIP address)in orderto access

files or to act as a protection guard from a constantly enabled DSL telephoneline.

Downloading, Storing And Using Electronic Coupons ("E-Coupons").

The invention is a software application that uses the compact personal token apparatusreferred to

hereinabove as smart fob (again, this term is being used without prejudice to any trademark

rights which may be claimed). The apparatus may also be referred to simply as "fob", or

"personal device".

The basic concept allows registered consumersto visit a web site offering e-coupons ("coupon

website") and

(1) down-load "e-coupons"to the fob at homeoroffice, then

(2) take the fob with them to the retailer - grocery store or other participating merchant-
and redeem the coupons for savings on their purchase.

In actual operation the consumer would, for example, log on to a participating manufacturer's

website (e.g., www.manufacturer's name.com) and be redirected to the coupon website (e.g.,

www. e-coupon website . com) when the consumerselects the "Download Coupon" function at

the participating manufacturer's web site. This would be transparent to the consumer - the

consumer would not realize they have left the merchantsite.

This providesthe ability for the consumerto:
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1) load at homeandstore electronically, on a personal device - for example the smart fob or
even a contactless or dual interface smart card (collectively, these various devices are simply

referred to as the "fob") - a large number of coupons andthen take that device into the real world

with him.

2) at the checkout (e.g., merchant, retailer, grocery) the consumer purchases would be scanned
into the register normally, the consumer would present his fob to the point of sale (POS)
contactless reader terminal - software in the POS device ("merchant software") would compare

the purchased items against the database of stored e-coupons on the fob or other smart object

(i.e., contactless smart card) and decrement the value of the coupons off the fob and pass that

savings amountto the register to deduct that savings amountfrom thetotal register receipt. The

e-couponsregistration info would also be passed on to the merchant POS system so that the

merchant can bill the manufacturer for the coupon value he paid out. Redeemed coupon info

remains stored on the fob - in background in a memory area not accessible or visible to the

consumer,for later use. (see note 7a below)

3) In addition to value, the fob would also store the expiration date of each coupon. The

consumer could elect to be notified of expiring coupons- all expiring, or only those meeting a

preselected value(set filters"). Expired coupons would be removed from the fob the next time

the consumer logs onto the home computer. (Unused coupon information would remain on the

fob in the samesecure inaccessible memory area - (see note 7b below)

4) The consumer side of the software ("home software") could also have a grocery list

function, that could be printed out at home.

5) The homesoftware would also allow the consumerto see the total value of coupons stored

onthe fob, total by product or category and a total of the redeemed couponsor actual savings.

6) The home software would allow the consumerto store a credit card and/or debit card on the

fob to pay for the purchase if they choose not to pay with cash.
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7a) The home software would also send purchase data - redeemed & expired coupon info
back to the coupon website at the time the consumer does a new coupon download. This feature

correlates specific coupon purchases with an identifiable consumer.

7b) The coupon website could also offer a fee based service to manufacturersor retailers to

alert them (or even their competitor) that a predetermined time has passed since the consumer

last used a couponto purchasethe specific item. (Unused couponinfo mayalso be of some value

to a manufacturer.) The merchant would then have the option of emailing the consumer another

coupon for the product to stimulate a new buying decision, a competitor may wantto send a

coupon to the customer to attempt to change brand preference. These customer notification

features could be permission-based allowing the consumerto opt-out.

The above is summarized in the following "flowchart".

user plugs fob (personal device) into computer

user logs onto to manufacturer website

redirected to coupon website

user downloads e-couponsonto fob

home software checks for expired or expiring coupons

user notified of expiring coupons

expired couponsdeleted from fob

(optional) coupon website notifies manufacturer/retailer/competitor of expired coupons.

homesoftware displays total value of stored coupons, savings, etc.

homesoftware uploads purchase data to coupon website
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(optional) homesoftware has a grocerylist function

(optional) homesoftware can store user's credit card info on fob

user take fob to merchant, make purchase(s), redeem coupons

merchant scans purchases

merchant software compares coupons with purchases

merchant software writes to fob, decrements coupons(or marks as used)

(optional) merchant loads premiumsonto user's fob

merchant bills manufacturer

user returns home and plugs fob into computer for next session

Some of the Advantages of the Invention

Print at home couponsvia the internet are available to consumers today. However, the consumer

still has to remember to take them with him to the grocery, retail, fast food store. Merchants and

manufacturers are experiencing fraud - counterfeit coupons or value changed. This has limited

the growth of this type of couponing. The present invention would eliminate or substantially

reduce the fraud aspect of at home couponing- all couponsare stored electronically in a secure

memory cell.

Another problem solved by the invention is that sometimes cashiers just accept a plurality (hand

full) of coupons from the shopper and deduct all the coupons - even if the item was not

purchased. The present invention would eliminate this problem of redeemed coupons without

product purchase.

The invention provides for effective management of manufacturers coupons- eliminate lost or

forgotten coupons - maximize savings. Grocery or manufacturer can pass savings on to

consumers.
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Additional embodiments

Rather than using the smart fob, or other fobs discussed hereinabove, the customer can plug a

standard USB memory (stick) device into his home/office computer - download the home

software, then down load coupons to the USB memory device and then at the participating

grocery store or retail merchant plug the USB memory device into a POSdevice (cash register,

kiosk etc) equipped with a USB receptacle connector to exchange stored coupons for savings.

With the pure USB memory stick device there is no need to use the IS07816 smart card standard

interface, or the ISO 14443 RFID protocol - just use standard USB communication protocol.

(The smart fob embodiment ofthe invention communicates using ISO7816 when the consumer

has it plugged into his PC (USB to 7816 conversion) but at the grocery or retail outlet the

communicationis contactless using the ISO 14443 type A or B or Mifare standards.)

The merchant can upload data ("premiums") to the consumers fob (or USB memory device) at

the POS(point of sale) terminal. This could be in the form of additional coupons for in store

promotions, loyalty points or even music. Some of this digital content could be encrypted for

limited time use or conditional access.

Optionally, all coupons are encrypted as a security feature reducing oreliminating the likelihood

that coupon values could be counterfeited or altered in any way.

The invention has been illustrated and described in a manner that should be considered as

exemplary rather than restrictive in character - it being understood that only preferred

embodiments have been shown and described, and that all changes and modifications that come

within the spirit of the invention are desired to be protected.|Undoubtedly, many other

"variations" on the techniquesset forth hereinabove will occur to one having ordinary skill in the

art to which the present invention most nearly pertains, and such variations are intended to be

within the scope of the invention, as disclosed herein.
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For example, a fob-style device designed for the PC environment, which plugs into the USB port
of a computer, with an antennacoil in the device that enables the contactless part of a separate
contactless smart card to communicate with contactless readers.

For example,a triple interface chip incorporating a range of highly secure smart card controllers

- ISO 7816 contact interface, ISO 14443A contactless Interface and USB 1.1 (or 2.0) Interface.

Additionally, incorporating a fourth interface for connecting directly to the Internet, such as via a

DSLline.

For example, telephone handsets (also known as "cell phones” or "mobile phones") are providing

slots for flash memory cards, such as SD (Secure Digital) and MMC (MultiMediaCard) cards,

mainly for storing pictures. The present invention could be embodied in the form of a flash

memory card such as a “smart” SD card" (comparable to the aforementioned "smart fob"), which

could also include an antenna and tamper-resistant area which can be inserted into handsets for

performingvarious of the e-commerceand other applications mentioned above.

For example, a smart SD card using a contact-based standardinterface (e.g., SD card format ) to

load data to and from the card with the help of a card reader hooked to a PC or incorporated into

a PDA,cell phone, etc, and which uses a contactless standard interface to use the stored data in

the real world. Additional memory can be used to securely store customer information and data

For example, with such a smart SD card, adding RFID to an apparatus (appliance) having an SD

or miniSD memory card slot, such as a cell phone, PDA,laptop, digital camera, personal video

player, MP3 player, etc.

For example, incorporating the latest technologies into the smart SD card (or with the smart fob

described hereinabove), such as non-volatile FeRAM (ferroelectric RAM), which enables high-

speed data writing, five times faster than conventional EEPROM-based smart cards. The large-

capacity flash memory in the smart SD Card can be used as an extra storage area for the smart

card module and the stored data is protected by cipher technology.
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CLAIMS

Whatis claimed is:

l. A compactpersonal token apparatus, comprising:

a connection module;

a translation module;

a processor module; and

an input/output module.

2. The compactpersonal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with a an Internet-

capable appliance; and

the interface is selected from the group consisting of USB, FireWire, IR, Bluetooth,

standard serial port, WLAN.

3. The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with a an Internet-

capable appliance; and

the Internet-capable appliance comprises a device selected from the group consisting of

personal computer (PC), laptop, PDA, MP3 player and cellphone.

4. The compact personal token apparatus of claim 1, wherein:

the translation module moves signals between a USBinterface and a smart card interface.

5. The compact personal token apparatus of claim 4, wherein:

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443

and ISO 15693.

6. The compact personal token apparatus of claim 1, wherein:

the processor module comprises a dualinterface (DI) chip.
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10.

11.

The compactpersonaltoken apparatus of claim 1, wherein:

the processor module incorporatesthe translation module.

The compact personal token apparatusof claim 1, wherein:

the output module comprises an RF antenna and a modulator.

The compact personal token apparatus of claim 1, further comprising:

flash memory.

The compact personal token apparatusof claim 1, wherein:

the translation module moves signals between a USBinterface and a wireless interface.

The compact personal token apparatus of claim 1, wherein:

the translation module is incorporated in the processor module to that the device can go

directly from USB to wireless without being limited by smart card software architecture

limitations.

12. The compact personal token apparatus of claim 1, wherein:

the modules are embodiedin the form of an apparatus having the general physical

configuration of a conventional USB memoryfob.

13.

15.

The compactpersonal token apparatus of claim 12, wherein the fob comprises;

a first physical module containing the input module andthe translation module; and

a second physical module containing the processor module and the output module.

The compactpersonal token apparatus of claim 1, wherein:

the output module comprises contacts for interfacing with a smart card.

The compact personal token apparatus of claim 1, wherein:
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the fob is capable of interfacing with the Internet and emulating a smart card.

16.|The compactpersonal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with an Internet-

capable appliance; and further comprising:

an input moduleis for connecting to the Internet; and

the apparatus incorporates firewall functionality to protect the Internet-capable

applicance.

17... The compactpersonal token apparatus of claim 1, further comprising:

interfaces for ISO contact, contactless, USB and DSL.

18. The compact personal token apparatusof claim 1, further comprising:

an LCDscreen.

19. Thecompact personal token apparatus of claim 1, further comprising:
at least one switch.

20. The compact personal token apparatus of claim 1, further comprising:

at least one LED.

21.|Acompact personal token apparatus comprising:

a standard—compliant contact based interface, the contact based interface complyingto at

least one standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA,

Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro

Drive, and any similar standard interface.

22. The compactpersonal token apparatus of claim 21, further comprising:

a standard—compliant contactless/wireless interface; the contactless/wireless interface

complying to one or more of the following standard interfaces: RFID-contactless interface
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according to ISO 14443 and ISO 15693 as well as similar interfaces, Bluetooth compatible

interface, WLAN 812.11, UWB,and any similar interface.

23. The compactpersonal token apparatus of claim 22, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this

being under the commandofan operating system;

an interface module providing translation of standard-compliant contact based interface

messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant

messages, and providingthe translation of Bluetooth /WLAN 812.11 device compliant messages

via a memorychip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant

interface communicating through the interface module with the host processing device via a

memory chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth

/WLAN 812.11 compatible interface.

24.|The compactpersonal token apparatus of claim 23, wherein:

the contactless / wireless moduleis releaseably coupleable from the Interface module.

25. The compact personal token apparatus of claim 22, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM

device powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run

applications.

26.|The compact personal token apparatus of claim 22, further comprising:

a standard—compliant smart card contact interface complying to ISO 7816, or any similar

interface.

27. The compactpersonal token apparatus of claim 22, further comprising:
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a processor module, preparing messages to be sent by the contactless/wireless interface of

and interpreting messagesreceived via the interface.

28.|The compact personal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this

being under the commandofan operating system;

an interface module providing translation of standard-compliant contact based interface

messages to ISO 7816 compliant messages and providing the translation of ISO 7816 compliant

messages to standard-compliant contact based interface messages;

a dual interface processor having an ISO7816 compliant interface communicating

through the interface module with the host processing device, the dual interface processor

communicating through an RFID-contactless interface and connected to an inductive antenna.

29.|The compact personal token apparatus of claim 28, wherein:

the contactless / wireless module is releaseably coupleable from the Interface module.

30.|The compact personal token apparatus of claim 28, wherein:

the dual interface processor is mountedin a dual interface card complying to ISO 7810 or

a 7816 compliant SIM module and connected norms;

the compact personal token apparatus provides physical contacts for the dual interface

card, or a 7816 compliant form factor; and .

when connected, the dual interface or SIM card can communicate with the host

processing device through the interface module inside the personal token and, once the

communication is done, the card can be released from the personal token and can be used then in

the real world.

31. The compact personal token apparatus of claim 28, wherein:

the dual interface chip (processor) inside the personal token can be directly programmed

by a software running on the host system using the interface processor without the need for an

external contact based dual interface read/write device.
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32. The compactpersonal token apparatusof claim 31, wherein:

the downloaded information can be used in the real world by using the contactless RFID

interface.

33. The compactpersonal token apparatus of claim 31, wherein:

the software is web based, allowing for downloading information from the web directly

into the dual interface processor memory (for example, eventtickets) thus linking the virtual

world to the real world.

34.|The compactpersonal token apparatus of claim 33, wherein:

the downloaded information can be used in the real world by using the contactless RFID

interface.

35. The compact personal token apparatus of claim 33, wherein:

the information stored in the personal token via the standard contact based interface is

used for personal identification, secure network logon, access control, e-ticketing, e-payment and

similar applications using either the standard compliant interface or the RFID-compliant
interface.

36.|The compact personal token apparatus of claim 33, wherein:

information received through the RFID- interface can be stored in the memory ofthe

personal token and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange betweenthe virtual world and the real world.

37. The compact personal token apparatus of claim 31, wherein:

the information stored in the personal token via the standard contact based interface is

used for personal identification, secure network logon, access control, e-ticketing, e-payment and

similar applications using either the standard compliant interface or the RFID-compliant

interface.
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38.|The compact personal token apparatus of claim 31, wherein:

information received through the RFID- interface can be stored in the memoryof the

personal token and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange betweenthe virtual world and the real world.

39. The compact personal token apparatusofclaim 31, further comprising:

additional memory selected from the group consisting of flash memory and EEPROM

device powered and addressed by the processor module,

wherein the additional memory can be used for user authentication and to run

applications.

40.|The compactpersonal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this

being under the commandofan operating system;

an interface module providing translation of standard-compliant contact based interface

messages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant

messages, and providing the translation of Bluetooth /WLAN 812.11 device compliant messages

via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant
interface communicating through the interface module with the host processing device via a

memory chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth

/WLAN812.11 compatible interface.

41.|The compactpersonal token apparatus of claim 21, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM

device powered and addressed by the processor module; |
wherein the additional memory can be used for user authentication and to run

applications.
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42.|The compact personal token apparatus of claim 21, further comprising:

a standard—compliant smart card contact interface complying to ISO 7816,or any similar

interface.

43. The compactpersonal token apparatus of claim 21, further comprising:

a connection module, connecting the personal token apparatus to a host device such as

PC, PDA, smart cellular phoneor similar device, either directly or with the help of a standard

reader device such as a memorycard reader.

44.|The compactpersonal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this

being under the commandof an operating system; and

a translation module, translating messages incoming from the contact based interface,

andtranslating messagesto the host device from the personal token apparatus.

45. The compact personal token apparatus of claim 21, further comprising:

a triple interface (e.g., contact, contactless, USB) processor.

46. Method ofinteracting wirelessly, comprising:

providing a device;

interfacing the device with a an Internet-capable appliance; and

providing a smart card interface in the device.

47, Method,according to claim 46, wherein:

the interface with the Internet-capable appliance is selected from the group consisting of

USB,FireWire, IR, Bluetooth, standard serial port, WLAN.

48. Method,according to claim 46, wherein:
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the Internet-capable appliance comprises a device selected from the group consisting of

personal computer (PC), laptop, PDA, MP3player andcell phone.

49. Method, according to claim 46, wherein:

the smart card interfaceis selected from the group consisting of ISO 7816, ISO 14443

and ISO 15693.

50.|Method, according to claim 46, wherein:

the device is modular in construction.

51. Method, according to claim 46, wherein:

the device performsa firewall functionality to protect the Internet-capable applicance.

52.|Method, according to claim 46, wherein:

the device incorporates interfaces for ISO contact, contactless, USB and DSL.
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ABSTRACT

A compact personal token apparatus, suitably resembling a conventional USB memoryfob in

size, shape, and form which can be plugged into a PC and interfaced with the virtual world of

the Internet. The apparatus is capable of loading and storing information from the Internet, via

the PC to its flash memory or EEPROMandthen using the stored information or value via its

wireless interface in the real world. The apparatus is capable of implementing an auto-run

application, when inserted into a personal computer. The apparatus is capable of exchanging

information with other devices having compatible interfaces. The apparatus can also function as

a firewall when plugged between an Internet connection and a PC.
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Attorney Docket: Ryan C-4
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATIONFOR PATENT APPLICATION
AND POWER OF ATTORNEY

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODSOF USE

Inventor(s): Ryan,et al.
Serial Number:-tbd-

Filing Date: -herewith-

As a below inventor, I hereby declare that; My residence, post office address andcitizenship are as
stated below next to my name;thatI verily believe that I am an original, JOINT inventor of the
subject matter which is claimed and for which a patent is sought on the above-referenced
invention.

I hereby state that I have reviewed and understand the contents of the above-identified
specification, including the claims, as amended by any amendment referred to above, that the
above-identified specification contains a complete and accurate description of the subject matter
whichis claimed and for which a patent is sought.

I acknowledge the duty to disclose information which is material to the examination of this
application in accordance with Title 37, CFR §1.56(a).

I hereby claim benefit under Title 35, United States Code, §120 of any United States applications
that are listed below and, insofar as the subject matter of each of the claims of this application is
not disclosed in those prior applications in the manner provided by the first paragraph of Title 35,
United States Code §112, I acknowledge the duty to disclose material information as defined in
Title 37, Code of Federal Regulations §1.56(a) which occurred betweenthefiling date of the prior
applications and the filing date of this application. I further claim benefit under Title 35 United
States Code, §119 of any international patent applications listed below:

USSN 60/520,698 filed 11/17/2003 by Ryan,etal.
USSN 60/562,204 filed 4/14/2004 by Comiskey,et al.
USSN 60/602,595 filed 8/18/2004 by Finn

POWER OF ATTORNEY: As a named inventor, I hereby appoint the following agent(s) /
attorney(s) to prosecute this application and transact all business in the Patent and Trademark
Office connected therewith:

GERALD E. LINDEN, Registration No. 30,282
DWIGHTA. STAUFFER,Registration No. 47.963

Declaration of Ryan,et al. page 1/2
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Declaration of Ryan, et al. page 2/2

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODSOF USE

Inventor(s): Ryan,etal.

I hereby declare that all statements made herein of my own knowledge are true and that all
statements made on information and belief are believed to be true; and further that these statements

were made with the knowledge that willful false statements and the like are punishable by fine or
imprisonment, or both, under section 1001 of Title 18 of the United States Code, and that such
willful false statements may jeopardize the validity of the application or any patent issuing thereon.

US

Dennis J. Ryan Date Citizenship
2739 E Virgo Place_Chandler, AZ, 85249
Residence and Post Office Address

Ireland

David Finn Date Citizenship
Lower Churchfield, Tourmakeady County, Mayo, Ireland
Residence and Post Office Address

aCLS
Patrick R. Comiskey Date Citizenship
2408 Edgerton Road University Heights, Ohio 44118
Residence and Post Office Address

Germany
Norbert Knapich Date Citizenship
Mangmuehlerweg 5, Rosshaupten 87672. Germany
Residence and Post Office Address
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Page 1 of 2

UniTep StaTres PaTrENT AND TRADEMARK OFFICE UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address; COMMISSIONER FOR PATENTSPC, Dox 1450

Alexandria, Virginia 22313-1440www. usplo.goy

APPLICATION NUMBER FILING OR371 (c) DATE FIRST NAMED APPLICANT ATTORNEY DOCKET NUMBER

10/990,296 11/16/2004 Dennis J. Ryan . RyanC-4

 
CONFIRMATION NO.2050

Gerald E. Linden FORMALITIES LETTER

PalinBeachGardene, NARA
Palm Beach Gardens, FL 33410 “0000000001 4782349"

   

Date Mailed: 12/16/2004

NOTICE TO FILE MISSING PARTS OF NONPROVISIONAL APPLICATION

FILED UNDER 37 CFR 1.53(b)

Filing Date Granted

Items Required To Avoid Abandonment:

An application numberandfiling date have been accordedto this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within whichtofile all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee underthe provisions of 37 CFR 1.136(a).

e The statutory basic filing fee is missing.
Applicant must submit $ 395 to complete the basicfiling fee for a small entity.

« The oath or declaration is unsigned.
e To avoid abandonment,a late filing fee or oath ordeclaration surcharge as set forth in 37 CFR 1.16(e) of

$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing items identified
in this letter.

The applicant needsto satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

e Additional claim fees of $800 as a small entity, including any required multiple dependent claim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

SUMMARYOFFEES DUE:

Total additional fee(s) required for this application is $1260 for a Small Entity

e $395 Statutory basic filing fee.
e¢ $65 Late oath or declaration Surcharge.

e Total additional claim fee(s) for this application is $800

a $800 for 32 total claims over 20.
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Page 2 of 2

Replies should be mailed to: Mail Stop Missing Parts
Commissionerfor Patents
P.O. Box 1450

Alexandria VA 22313-1450

 
Initial Patent ExaminattonDivision (703) 308-1202

PART3 - OFFICE COPY
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Page 1 of 2

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Officer
Address: COMMISSIONER FOR PATENTSP.O, Box 14

Aleaandiia, Vigitds 22323-1450wea wusplogoe

10/990,296 11/16/2004 Dennis J. Ryan Ryan C-4

CONFIRMATION NO.2050

Gerald E. Linden FORMALITIES LETTER

palmBenthGardena, NEVAA
Palm Beach Gardens, FL 33410 *9co0000001 4782349"

  

Date Mailed: 12/16/2004

NOTICETOFILE MISSING PARTS OF NONPROVISIONAL APPLICATION
01/27/2005 DTESSEH1 00000082 10390296

O01 FC=2001 395.00 OP FILED UNDER 37 CFR 1.53(b)
2 FC:2051 £5.00 OP
03 FCs2202 $00.00 OP Filing Date Granted

Items Required To Avoid Abandonment:

An application numberandfiling date have been accordedto this application. The item(s) indicated below,
however, are missing. Applicant is given TWO MONTHSfrom the date of this Notice within which tofile all
required items and pay any fees required below to avoid abandonment. Extensions of time may be obtained by
filing a petition accompanied by the extension fee under the provisions of 37 CFR 1.136(a).

e The statutory basic filing fee is missing.
Applicant must submit $ 395 to complete the basicfiling fee for a small entity.

e The oath or declaration is unsigned.

e To avoid abandonment, a late filing fee or oath or declaration surcharge as set forth in 37 CFR 1.16(e) of
$65 for a small entity in compliance with 37 CFR 1.27, must be submitted with the missing itemsidentified
in this letter. .

The applicant needs to satisfy supplemental fees problems indicated below.

The required item(s) identified below must be timely submitted to avoid abandonment:

e Additional claim fees of $800 as a small entity, including any required multiple dependentclaim fee, are
required. Applicant must submit the additional claim fees or cancel the additional claims for which fees are due.

SUMMARYOF FEES DUE:

Total additional fee(s) required for this application is $1260 for a Small Entity

e $395 Statutory basic filing fee.
e $65 Late oath or declaration Surcharge.

e Total additional claim fee(s) for this application is $800

= $800 for 32 total claims over 20.
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Page 2 of 2

Replies should be mailed to: Mail Stop Missing Parts
Commissioner for Patents

P.O. Box 1450

Alexandria VA 22313-1450

 
REL

Initial Patent Examination Division (703) 308-1202
PART 1 - ATTORNEY/APPLICANT COPY
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Inventor(s): RYAN,etal.
Serial Number: 10/990,296

Filing Date: 11/16/2004

TRANSMITTAL

To: MAIL STOP - Missing Parts
COMMISSIONER FOR PATENTS

P.O. BOX 1450

ALEXANDRIA,VA 22313-1450

Enclosed herewith forfiling is:
* NOTICE TO FILE MISSING PARTS...

« DECLARATIONS< two signed by the inventors, each is Avo pages
- Ryan and Comiskey, signed 11/22/2004 and 12/31/2004
- Finn and Knapich,signed 12/30/2004

« Filing Fee (395) and excess claimsfee (800) and Surcharge (65)
Total fees enclosed herewith = $1260 Charge any shortfall to Dep. Acct. 12-1445.

Future Correspondence
Please direct all future correspondencein this matterto:

GERALD E. LINDEN

12925 LA ROCHELLECR.

PALM BEACH GARDENS,FL 33410

Certificate of Mailing
I, the undersigned, hereby certify that this correspondence is being deposited with the United
States Postal Service as first class mail in an envelope with sufficient postage addressed to
Commissionerfor Patents, Alexandria, VA 22313, on the date indicated below.

For the applicant,

Gerald E. Linden30,
(561) 694-2094

 
 

  dow LEO
ate
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATIONFOR PATENTAPPLICATION
AND POWER OF ATTORNEY 

METHODS OF USE
Inventor(s): Ryan,etal.
Serial Number: -tbd-

Filing Date: Nov. 16, 2004  

Asa below inventor, I hereby declare that; My residence, post office address and citizenship are as stated below next to
my name;that I verily believe that I am an original, JOINT inventor of the subject matter which is claimed and for
which a patent is sought on the above-referenced invention.

I hereby state that I have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendmentreferred to above; that the above-identified Specification contains a complete
and accurate description of the subject matter whichis claimed and for whicha patentis sought.

I acknowledge the duty to disclose information which is material to the examination ofthis application in accordance
with Title 37, CFR §1.56(a).

I hereby claim benefit under Title 35, United States Code, §120 of any United States applications that are listed below
and, insofar as the subject matter of each ofthe claimsof this application is not disclosed in those prior applicationsin.
the manner provided by the first paragraph of Title 35, United States Code §112, 1 acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal Regulations §1.56(a) which occurred between the filing
date of the prior applications and the filing date of this application. 1 further claim benefit under Title 35 United States
Code, §119 of any international patent applicationslisted below:

USSN 60/520,698 filed 11/17/2003 by Ryan,etal.
USSN 60/562,204filed 4/14/2004 by Comiskey,etal.
USSN 60/602,595filed 8/18/2004 by Finn

POWER OF ATTORNEY: As a namedinventor, I hereby appointthe following agent(s) / attorney(s) to prosecute this
application and transactall business in the Patent and Trademark Office connected therewith:

GERALD E. LINDEN,_Registration No. 30,282
DWIGHT A. STAUFFER,Registration No. 47,963

Declaration of Ryan, et al. page 1/2
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Dec] Spo of Ryan
 

28 TRADE
Title. .MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODSOF USE

Inventor(s): Ryan,etal.
 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on
information and belief are believed to be true; and further that these statements were made with the knowledge that
willful false statements and the like are punishable by fine or imprisonment, or both, under section 1001 of Title 18 of
the United States Code, and that such willful false statements may jeopardize the validity of the application or any
patentissuing thereon.

a OT ssCitizenship
85249

Ireland.

David Finn Date Citizenship
Lower Churchfield, Tourmakeady County, Mayo, Ireland 
Residence and Post Office Address

US

J Citizenship
2408 Ed etton Road_University Heights, Ohio 44118
Residence and Post Office Address
 

Germany __.
Norbert Knapich Date Citizenship
Mangmuehlerweg 5, Rosshaupten 87672, German’
Residence and Post Office Address
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locket: Ryan C-4
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

COMBINED DECLARATION FOR PATENT APPLICATION
AND POWER OF ATTORNEY 

METHODSOF USE

Inventor(s): Ryan,etal.
Serial Number: 10/990,296
Filing Date: Nov. 16, 2004 

As a below inventor, I hereby declare that; My residence, post office address and citizenship are as stated below next to
my name; that I verily believe that | am an original, JOINT inventor of the subject matter which is claimed and for
which a patentis sought on the above-referenced invention. s

I hereby state that ] have reviewed and understand the contents of the above-identified specification, including the
claims, as amended by any amendmentreferred to above; that the above-identified specification, contains a complete
and accurate description of the subject matter which is claimed and for which a patent is sought.

[ acknowledge the duty to disclose information which is material to the examination ofthis application in accordance
with Title 37, CFR §1.56(a),

I hereby claim benefit under Title 35, United States Code, §120 of any United States applications that are listed below
and, insofar as the subject matter of each of the claims of this application is not disclosed in those prior applicationsin
the manner provided bythe first paragraph of Title 35, United States Code §112, I acknowledge the duty to disclose
material information as defined in Title 37, Code of Federal Regulations §1.56(a) which occurred betweenthefiling
date of the prior applications and the filing date of this application. I further claim benefit under Title 35 United States
Code, §119 of any international patent applications listed below:

USSN 60/520,698 filed 11/17/2003 by Ryan,etal.
USSN 60/562,204filed 4/14/2004 by Comiskey,etal.
USSN 60/602,595filed 8/18/2004 by Finn

POWEROF ATTORNEY:Asa namedinventor, I hereby appointthe following agent(s) / attorney(s) to prosecute this
application and transactall business in the Patent and Trademark Office connected therewith:

GERALD E. LINDEN, Registration No. 30,282
DWIGHT A. STAUFFER,Registration No. 47,963

Declaration of Ryan, et al. page 1/2
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Declarationof Ryan, et al. page 2/2

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODS.OFUSE

Inventor(s):.Ryan,etal:
Serial Number: :10/990,296

Filing.Date: Nov: 16, 2004tttseencectanescriesieteemeeee accaneSeineSeaneateMURITCLNOSOERSEAIT sa ccciicm 

I hereby declare that-all statements made herein of my own knowledge. are true and that: all:
statements:made.on information.and beliefarebelieved:tobe true;and:further.that these statements
were made with the knowledgethat willful: falsé- statementsand:the:‘like. are:punishable: byfine-or
imprisonment, or-both, under section. 1001. of Title:18. of the:United ‘States:Code, .and that such
willful false statements may jeopardize:the validity.ofthe: applicationor anypatentissuing:thereon.

—_.—YS.

Dennis J. Ryan Date Citizenship
oF. Ch AZ 35249. 

 1.12.OY Ireland.
David Finn ‘Date: Citizenship.
Lower. Churchfield Tourmakead County. Mayo.Ireland
Residence and Post:Office Address

 
 

liUS
PatrickR. Comiskey Date Citizenship
2408EdvertonRoad Universi Hei hts Ohio441 18 
ResidenceandPost OfficeAddress,

 
 

Germany

Citizenship 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS

AND METHODSOF USE

Inventor(s): RYAN,etal.

Serial No: 10/990,296

Filing Date: 11/16/2004

CHANGE OF CONTACT PERSON(and Correspondence Address)

Commissioner for Patents

PO Box 1450

Alexandria, VA 22313-1450

] (Gerald E. Linden) am currently the attorney of record (named on the DECLARATION,asfiled).

Dwight A. Stauffer (Reg # 47963) has been appointed with Power of Attorney.

DwightA. Stauffer is a practitioner associated with Customer Number # 37053. Phone (216) 381-
6599

CorrespondenceAddress
Please change the correspondenceaddress for the above-identified applicationto:

Customer Number # 37053

DwightA. Stauffer
1006 Montford Rd.

Cleveland Heights, OH 44121

For the applicant, 

 
  rald E. Linden, Reg
(561) 694-2094

ddte
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10990296

PLUS Search Results for S/N 10990296, Searched July 05, 2005

The Patent Linguistics Utility System (PLUS) is a USPTO automated search
system for U.S. Patents from 1971 to the present. PLUS is a
query-by-example search system which produces a list of patents that are
most closely related linguistically to the application searched. This
search was prepared by the staff of the Scientific and Technical
Information Center, SIRA. :

6439464 6745267
6128673 6061746
6343364 6061746
6883715 5841471
6131125 5890016
6370603 5930496
6567273 5933656
6628325 5951667
6694399 5963726
6750902 5970220
6752321 5987106
6769622 6073188
6772956 6085156
6843423 6105143
6910638 6178458
6098171 6192420
6151647 6199122
6168077 6206480
6199128 6217389
6581122 6223134
6634565 6217389
6738259 6223134
6763399 6243778
6779059 6246578

6801956 6251014
6817534 6270415
6883718 6289405
6598032 6292863
6748541 6301104
6779734 6343260
6874680 6356968
6543690 6405145
6783078 6418392
6793144 6424525
6913196 6443839
6914695 .6449662
6205505 6480801
5875313 6524137
5937175 6525932
5953511 6546441
5968142 6557754
6058441 6581123
6125409 6607139
6286063 6614708
6385677 6651184
6625472 6654841
6629181 6676420

6658516 6712698
6731751 6722985
6738856 6736678
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UNITED STATES PATENT AND TRADEMARKOFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450www.Uuspto.gov

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKETNO. CONFIRMATION NO.

 
10/990,296 11/16/2004 Dennis J. Ryan Ryan C-4 2050

D.A. STAUFFER PATENT SERVICES LLC LE, UYEN CHAU N
1006 MONTFORD ROAD

CLEVLAND HTS., OH 44121-2016
2876

DATE MAILED:07/12/2005

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)

IPR2022-00412
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Application No. Applicant(s)

10/990,296 RYAN ET AL.

Examiner Art Unit

Uyen-Chau N. Le 2876

-- The MAILING DATEof this communication appears on the cover sheet with the correspondenceaddress --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) FROM

THE MAILING DATE OF THIS COMMUNICATION.Extensions of time may be available underthe provisions of 37 CFR 1.136(a). In no event, however, may a reply betimelyfiled
after SIX (6) MONTHSfrom the mailing date of this communication. .

+ Ifthe period for reply specified aboveis less thanthirty (30) days, a reply within the statutory minimum ofthirty (30) days will be consideredtimely.
+ IfNO period forreply is specified above, the maximumstatutory period will apply and will expire SIX (6) MONTHSfrom the mailing date of this communication.
- Failure to reply within the set or extended periodfor reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received bythe Office later than three months after the mailing date of this communication, evenif timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

Office Action Summary

1)0) Responsive to communication(s)filed on
2a)L] This action is FINAL. 2b) This action is non-final.

3)C] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is-
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)Ed Claim(s) 1-52 is/are pending in the application.
4a) Of the aboveclaim(s) __ is/are withdrawn from consideration.

5)D Claims) is/are allowed.
6) Claim(s) 1-52 is/are rejected.
7). Claim(s)___ is/are objectedto.
8)L] Claim(s)___ are subject to restriction and/or etection requirement.

Application Papers

9)L Thespecification is objected to by the Examiner.
10) The drawing(s)filed on is/are: a)_] accepted or b)L) objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).:

11)[] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)L] Acknowledgmentis madeof a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or(f).
aD atl b)L] Some * c)L Noneof:

1.0) Certified copies of the priority documents have been received.
2.0] Certified copies of the priority documents have beenreceivedin Application No.
3.0] Copiesof the certified copiesof the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action for a list of the certified copies not received.

 
Attachment(s)

1) X Notice of References Cited (PTO-892) 4) OJ Interview Summary (PTO-413)
2) CL] Notice of Draftsperson’s Patent Drawing Review (PTO-948) Paper No(sYMail Date. __
3) CJ information Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 8) L] Notice ofinformal PatentApplApplication (PTO-152)

Paper No(sYMail Date . 6)L] Other:
U.S. Patent and Trademark Office

PTOL-326 (Rev. 1-04) Office Action Summary Part of Paper No./Mail Date 7605

IPR2022-00412
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Application/Control Number: 10/990,296 Page 2
Art Unit: 2876

DETAILED ACTION

Claim Objections

1. Claims 2, 3, 11, 12, 15, 16, 23, 24, 27-31, 33, 35-38, 40 and 43-46 are objected

to because of the following informalities: |

Re claim 2, line 2: Delete “a’.

Re claim 3, line 2: Delete “a”.

Re claim 11, line 2: Substitutes “to that the device’ with -- so that the personal

token apparatus--.

Re claim 12, line 2: Substitutes “the modules’ with -- the connection, translation,

processorand input/output modules--.

Re claim 12, line 2: Substitutes “the form” with -- a form --.

Re claim 12, line 2: Substitutes “the general’ with -- a general --.

Re claim 15, line 2: Substitutes “capable of’ with -- configured for --.

Re claim 16, line 5: Substitutes “the apparatus” with -- the personal token

apparatus--.

Re claim 23, line 3: Substitutes “the command”with -- a command--.

Re claim 23, line 10: Substitutes “its” with ~ a -.

Re claim 24, line 2: Substitutes “the contactless/wireless module” with -- the

contactless/wireless interface --.

Re claim 24, line 2: Substitutes “Interface” with -- interface --.

Re claim 27, line 2: Delete “of”.

IPR2022-00412
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Application/Control Number: 10/990,296 Page 3
Art Unit: 2876

Re claim 28,line 3: Substitutes “the command’ with -- a command --.

Re claim 29, line 2: Substitutes “the contactless/wireless module” with -- the

contactless/wireless interface --. |

Re claim 29,line 2: Substitutes “Interface” with -- interface --.

Re claim 30,line 7: Substitutes “the personal token” with -- the personal token
apparatus--. | |

Re claim 30, line 8: Substitutes “the personal token” with -- the personal token

apparatus --. |
Re claim 31, line 2: Substitutes “the personal token” with -- the personal token

apparatus --.

Re claim 33, line 3: Delete “(for example, event tickets)”.

Re claim 35, line 2: Substitutes “the personal token” with -- the personal token

apparatus--.

Re claim 36, line 3: Substitutes “the personal token” with -- the personal token

apparatus--.

Re claim 37, line 2: Substitutes “the personal token” with -- the personal token

apparatus--. .

Re claim 38, line 3: Substitutes “the personal token” with -- the personal token

apparatus --.

Re claim 40, line 3: Substitutes “the command” with -- a command --.

Re claim43, line 2: Substitutes “such as” with -- including --.

Re claim 44, line 3: Substitutes “the command’with -- a command --.
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Re claim 45, line 2: Substitutes “(e.g., contact, contactless, USB) processor’ with

-- processorincluding contact, contactless, USB)--.

Re claim 46, line 3: Delete “a’.

Appropriate correction is required.

Claim Rejections - 35 USC § 112

2. Claim 32:is rejected under 35 U.S.C. 112, second paragraph, as being indefinite

for failing to particularly point out and distinctly claim the subject matter which applicant
regardsastheinvention.

Re claim 32, line 2: “the downloaded information” lacks antecedent basis

because none of the previous claims, which the claim depends on, recites any

downloading information.

Claim Rejections - 35 USC § 102

3. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section madein this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in a patent granted on an application for patent by another filed in the
United States before the invention thereof by the applicant for patent, or on an international application
by another who hasfulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this
title before the invention thereof by the applicant for patent.

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act

of 1999 (AIPA) and the Intellectual Property and High Technology Technical |

Amendments Act of 2002 do not apply when the reference is a U.S. patent resulting
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directly or indirectly from an international application filed before November 29, 2000.

Therefore, the prior art date of the reference is determined under 35 U.S.C. 102(e) prior

to the amendmentby the AIPA (pre-AIPA 35 U.S.C. 102(e)).

4. Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected under 35 U.S.C. 102(e)

as being anticipated by Margalit et al (US 6,748,541).

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51: Margalit et al discloses a compact
personal token apparatus 125, comprising; a connection module 140; a translation

module, which incorporated with a processor module 130; and an input/output module

(fig. 2); wherein: the connection module 140 is for interfacing the personal token

apparatus with a an Internet-capable appliance; and the interface is a USB interface

(fig. 2); wherein: the connection module 140 is for interfacing the personal token

apparatus with a an Internet-capable appliance; and the Internet-capable appliance

comprises a device, which is a personal computer (PC); wherein: the translation module

moves signals between a USB interface anda smart card interface (fig. 2; col. 5, lines

1-30); wherein: the smart card interface 170 is an ISO 7816; wherein: the processor

module 130 comprises a dual interface (Dl) chip (i.e., USB and smart card); wherein:

the processor module 130 incorporates the translation module (i.e., for passing data

from the smart card to the USB interface chip 140 and vice versa)(fig. 2; col. 5, lines

20-27); flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical module containing

the input module and the translation module; and a second physical module containing

the processor module and the output module (fig. 3); wherein: the’ connection,

translation, processor, and input/output modules are embodied in a form of an
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apparatus having a general physical configuration of a conventional USB memory fob
(figs. 3-5B); wherein: the output module comprises contacts for interfacing with a smart

card (fig. 2); the fob is configured for interfacing with the Internet and emulating a smart

card (fig. 2); wherein: the connection module 140 is for interfacing the personal token

apparatus with an Internet-capable appliance; and further comprising: an input module

is for connecting to the Internet; and the apparatus incorporates firewall functionality to
protect the Internet-capable appliance (i.e., login process. including username and

password) (fig. 5B); a standard-compliant contact based interface, the contact based —

interface complying to at least one standard interface selected from the group consisting —

of USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart

Media, Secure Digital, mini SD, IBM Micro Drive, and any similar standard interface (fig.

2). |

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections underthis section madein this Office action:

A person shall be entitled to a patent unless —

(e) the invention was described in (1) an application for patent, published under section 122(b), by
another filed in the United States before the invention by the applicant for patent or (2) a patent
granted on an application for patent by anotherfiled in the United States before the invention by the
applicant for patent, except that an international application filed under the treaty defined in section
351(a) shall have the effects for purposes of this subsection of an application filed in the United States
onlyif the international application designated the United States and was published underArticle 21(2)
of such treaty in the English language.

6. Claims 1, 8, 10, 11, 18-29 and 31-40 are rejected under 35 U.S.C. 102(e) as

being anticipated by Jiau (US 2003/0236821 A1).

Re claims 1, 8, 10, 11, 18-29 and 31-40: Jiau discloses a compact personal

token apparatus 1, comprising: a connection module 1312 (paragraph [0044]); a
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translation module, which incorporated with a processor module 132; and an

input/output module [139, 1341, 1342, 1343, 1344] (figs. 1 & 3A-3C); the translation

module moves signals between a USBinterface and a wireless interface (paragraphs

[0050-0051]}); an LCD screen 1341 and LEDs 1342 (fig. 3C); a standard-compliant

contact based interface, the contact based interface complying to at least one standard

interface selected from the group consisting of USB, IEEE 1394, PCMCIA, Compact

Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro

Drive, and any similar standard interface (paragraph [0044]); a standard-compliant

contactless/wireless interface 1311; the contactless/wireless interface 1311 complying

to one or more of the following standard interfaces: RFID-contactless interface

according to WLAN 812.11 and Bluetooth compatible interface (paragraphs [0047] &

[0050]); a flash memory 133 (fig. 3A); wherein: the dual interface chip (processor) inside

the personal token can be directly programmed by a software running-on the host
system using the interface processor without the need for an external contact based

dual interface read/write device (paragraph [0052]); wherein: the downloaded

information can be used in the real world; wherein: the software is web based, allowing

for downloading information from the web directly into the dual interface processor

memory thus linking the virtual world to the real world (paragraph [0052]); wherein:the

information stored in the personal token via. the standard contact based interface is

used for personal identification, secure network logon, access control, e-ticketing, e-
payment and similar applications using either the standard compliant interface or the

RF1ID-compliant interface (paragraph [0067)).
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Claim Rejections - 35 USC § 103

7. - The following is a quotation of 35 U.S.C. 103(a) which forms the basis forall

obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set
forth in section 102ofthistitle, if the differences between the subject matter sought to be patented and
the prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

8. This application currently names joint inventors. In considering patentability of

the claims under 35 U.S.C. 103(a), the examiner presumes that thesubject matter of

the various claims was commonly owned at the time any inventions covered therein

were made absent any evidence to the contrary. Applicant is advised of the obligation

under 37 CFR 1.56to point outthe inventor and invention dates of each claim that was

not commonly ownedatthe time a later invention was madein order for the examinerto

consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g)

prior art under 35 U.S.C. 103(a).

9, Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable

over Margalit et al in view of Jiau. The teachings of Margalit et al and Jiau have been

discussed above. |

Re claims 17, 45 and 52: Margalit et al has been discussed above but is silent

with respect to a contactlessinterface.

Jiau teaches a communication unit 131 includes wireless connection 1311 (fig.
3B; paragraph (0051]).

It would have been obvious to an artisan of ordinary skill in the art at the time the

invention was made to incorporate a wireless connection of Jiau into the system as
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taught by Margalit et al in order to provide Margalit et al with a universal system wherein
the system can be utilized in any type of communications (i.e., contact, contactless,

USB,etc.). Furthermore, such modification would provide the userthe flexibility in using

the system wherein the user does not have to concern about whetheror not the system

is compatible with a particular communication system that the user intend to use, and

therefore an obvious expedient.

10. Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in

view of Margalit et al. The teachings of Jiau and Margalit et al have been discussed
above.

Re claim 30: Jiau has been discussed above but is silent with respect to an

interface that is complying to ISO 7810 or a 7816 compliant SIM module. .

Margalit et al teaches a personal token apparatus 125 having an interface thatis
a 7816 compliant SIM module(fig. 2). |

It would have been obviousto an artisan of ordinary skill in the art at the time the

invention was made to incorporate a 7816 compliant SIM module of Margalit et al into

the system as taught by Jiau in order to provide Jiau with a universal system wherein

the system can be utilized in any type of communications (i.e., contact, contactless,

USB,etc.). Furthermore, such modification would provide the userthe flexibility in using

the system wherein the user does not have to concern about whetheror not the system

is compatible with a particular communication system that the user intend to use, and

therefore an obvious expedient.
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Conclusion

11. The prior art made of record and not relied upon is considered pertinent to

applicant's disclosure.

The patents to Elteto et al (US 20010043702 A1); Hoornaert et al (US

20010054148 A1); Sazawa et al (JP 2004246720 A); Long et al (US 6848045 B2);

Abbott et al (WO 200196990 A); Gray et al (US 6168077 B1); Silverman et al (US

6370603 B1); Yao (US 6385677 B1); Leydier et al (US 6543690 B2); Liu et al (US

6567273 Bi); Yao (US 6658516 B2); Leydier et al (US 6694399 B1); Leaming (US

6752321 B1); Margalit et al (US 6763399 B2); Leaming (US 6772956 B1): Feuseret al

(US 6801956 B2); Liu et al (US 6676420 B1); Tordera et al (US 6879597 B2) are cited

as of interest and illustrate a similar structure to a multi-interface compact personal

token apparatus and methods of use.

Any inquiry conceming this communication or earlier communications from the

examiner should be directed to Uyen-Chau N. Le whose telephone number is 571-272-
2397. The examiner can normally be reached on Mon-Fri. 5:30AM-2:00PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s

supervisor, Michael G. Lee can be reached on 571-272-2398. The fax phone number

for the organization where this application or proceeding is assigned is 703-872-9306.
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Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for

published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see http://pair-direct.uspto.gov. Should

you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197(toll-free).

Mh
Uyen-Chau N. Le
Examiner

| Art Unit 2876
July 7, 2005
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ABSTRACT:

PROBLEM TO BE SOLVED:To easily construct, in an arbitrary personal
computer, a personal working environmentof groupwareorthelike requiring
personalidentification, and makeit usable.

SOLUTION: An information processing device referred to as a peer token 10
has a port connector which can be freely detached frorv/attached to a device
port of a personal computer 12 which can perform powersupply and data
transfer; a first radio communication part which sends/receives information via
a wireless circuit to/from an external device; a second radio communication
part which sends/receives information to/from the external device using a
wirelesscircuit different from that for thefirst radio communication part;
and a non-volatile memory 34 storing a device driver 44, a USB driver 54, an
personalidentification library 48, groupware 46,a first radio communication
driver and a second radiocommunication driver. When the peer token 10 is
connected to the device port of the personal computer 12, an application
programis installed in the personal computer 12 via the personal
identification by the installation of the device driver and then the personal

-identification library, and is then executed by the computer.
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IstREVAL AL MRL AVVRENSH. “USBARL—-Y [¥-+rar

z7-)]",. [¥R1S5S#2A3 ARH). Tv R-AYRKURL : HYPE

RrrNK http://beemail. jpZanywhere. html URL://www. beemal. jp/YyYanywhere. htmIi> 40
[0005]

[AWM MRL SESS MM)
LAULEMS, S-VFbaves-KORML. FAP bKYTSRAZYT bh YT EWE

NoVFWAYesa-#BRMABEHRAMECAL THD, MAW. A-NVOWS. BH

MECRACCHALTCOSTFAP RY SEHR EEL DyYT bh YSECR. FEL

AcE ORMPREA-VAKKCBKKBAMECTL ED, ERICA ERKRMAREL

THE.

(0006)

COKSGRMBEMRT SRD. MAETLFA-NVPIMAP4EOSFObAVKES
VREKS-HEROKHKCHSOM, —KEHCHESWMABOARARPZSTP Yb 50
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-P-REFWVKEARHEBRORF EV DEMEMNSS.

[0007] , ‘

HKEBBWOTWSZ DY Shy SKID, MRMLANPPHS# HO CA-NVSEMET

SBA. ENENEMOR-VI VAY UA—-KFAVOMCILAA—-EMBBCHED. B

Sl Ka tTKhK-Vt ave sa-—BBMEFIFTKRVIROAVALNL, HBR

WBMES LV RHA GHRMNBRENS.

[0008]

Hl, P-NBCPIRALTF-FEMAT SBR. WR. I DEXAT-FREANT

ZSMABREBHBLL, COLDOWREK TYAS hy SEMA T SBS EAMG BER

AOBBLES. COMBEMBTSEOLLTUSBE-FPVYERUMICA-EFKEKES 10

MABEF RAAMHETS. UML. CHOEOMABEF AAA. MABTETI

REKBSEnNTHEO, BAOaYV es -SRBORRKAAHELTVAY,

{oo0o9]

FR REVRFYVIDEGWRAREVDRRRRLED-KFROh-PYEHETSEM, Zz

NHoEUWHRSZAEVMMLAYBET. BADIY Ua—-—FRBOMBCRHALTHORY

C0010) / ;
BKUSBONBEA-VVTIhLEPHDL VAR -WVLEFRAALHET SM (HR

Ml). BRAS -VEMRMSENTHEO, BREASOWRANEPTVT-YLavicwBer

IYVU¥a-SFRBOMRBCIN BEE GL. 20

foo11)

ARH. EROR-—VINIAYUa-—KECMBABHREBBLTSIN-TFVILP SOW

AOWR RSME MMICMRL CHA CX SHRUBS NIA, HAMBARROTUTS
LheHBMSSCLeEAMWETS.

C0012]

(MMe MRT ZEDODO FH)

Bl (CA) (B) (C) AARAORMRHNM CHS, KRAOWRMUBFT NTA (UP

h-27Y10) &, RRREBLF-—SRAM DRC ERUBRBOTF NA AR-hEHL

BRACE R-FIARVSEL, ABBSRCHLRRMARCKOBREKRSI SA RAH

2 (PHSKSAB36) &. AMRECH LAL RRBAERLEEREARRAR EH 30

FAL CHMEKSTSR2MRABEM HER LANKERSEB38) EL FRAREDAR

44, BREDA, ABBR IT ITV 48. EROPT TAU T-Yarr7anIy7sh,

HLMRRMEA KS NROB CRRA RST RE RM LERBRA EY (FV FyY

2AXEUN3 4) &. R-bIAPKEPROMBE OS-VF aves #12) OF

RAAR-bCRBLERKHRHL. PHM KREBDSORMOFRARZTIRAKLHL

FRAREGARERBRULUTTVYAROHVERL TYALHVENKFNAKZE SARE

KOMABRO LF SV ET YAL-—VERTCMABERE HG DU, MARRICRALEB

BUF AVe-vavSUFSGRLRAVYAL-WULCRT ER, BEIT FSV ROPS

Ur—-yvyaVSUFFLOLAKLSEABRRLOT THEARAINED2MMMEME

GARTEN DR, FFU -YaVYORTRCRHBF NT ARDS, WMABRD 40

ATSVUROP TUT H—vavV FAT SREP YAVAL-WVER SFR AMAMLE

mAKCLeRRLE TS.

(0013]

COKORRAG. HRAMBT NT RERROR-VF VAY rE a—FPPDASOFER

AAR-hEBLAGKEG CC. MABE MAM ADMINS EAD, PABREERBKUH
Bik, TV-SYVLPSOP TV -VYavYRBOUbELRO, ARLOKSZEe AGH
BRST CMASTEMBTES,

(0014) .

RRM BERRA BRLENTHEO, EAR OMRMRMCabDeT ERM RMALTH
MHRERCH AIP 7TUACHS, 50
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(0015)

Bey 7 V7-YavORTACHHRENKF-ZASTHRMRAECVCECRB EN, KEK

RWOF RA RRR CMBREBRAZASELR-VINMAY KE A-BWUWAYAR-WLET

OFFILPEFARES TIP YAVALC-WVEN, KREBOFRAARELUAACHAL

BRR-VItNIAVR as -KRAKORBRKEDE SC BMTZcTLEMAY,

(0016)

COCFRAAKRK26UHSEMBOBHESEF- H CHS. ERFRAAK—bhUERMALU
SB22AFH28 CHO. R-bKEFSARAEUSBEFIAN5S 46HS, BiB 1 MR

WBMAPHASRMREARMEMATSPHSHEREN36 CHO. D2 RilEMR L
ANZ@ATSRMRALANKREH38 CHS. 10

(0017)
ARH OUVHMM SFR AREOAY ARNT SET AVe—-—Yav7aTF7s ht. WHR

OWRMMMBRCT-ZRHATAZAURPY-—-EPFHOFN-TFULF46OMM7UIIS

A CHS.

{001 8]

CMOKAMPPVF—YvavI7FaZFILAMAN— S92 PMBSOFSSLOBS, BAB

aEF 477 YAR RB 2 RR TE ABC KD A BES — 7S te Be LC AB AE MN He
TERS,

C0019}

FU-FUOxrcTFMBAPIF SHUM. FHBRAGCVCHAS-ReERBL. ABHRKFN—-— 2

FOr FCRECVWSHOPBRAUBRRORBRLTWZHAF-ZEOMMELS, MS

_FIN-TFVULTMBFAOFILE, ACOKEGT-AZLEMOBAUBBHRLOPAMS

RMALKERA, HORBMSBRF-BeRELIVY-YT4ZTEKR KOKA TF —4OR

WELLS. TOLOMHRHEOIY KR a-SEPBATSZREL. RBHOKRAT—-AEAAT

#3.

0020].

FU-FULSTMBTPATD AU. PHA 7 VERA EVRA SRE RE

VERO EERALEBAL TTT VU AFORE RAL TV 4ZAI FT NET N-F

VIF KRRTSZHOBPRUMBRBBRCRALEBRK IT rT TNE BKELOCREFHKOUY SR

RRMA L. ZEOBICHRA RAD FANE DT PAM VALOALAWEIRMT S, 30
Coo021]

CORBMDFRAAZARAEVEMMMBDTH. FV-SPVrATCRBITSAATIEROK

FRB LRSOEK-VINIY EU s-AREKRAF-RZREARHEUV. COVUYIBROSR

RFRAAARCRHITSZTCEC. AEVABKHRMMSDCEKRAFT-ASHRHECRETC

£6. COFRAAOAFRRELEVCRRLEVY TBR, BRPOR-vVseVaveH

2 —-ReBAT SR. RRO FS NA KAEBLADTEMKEDIUYOTHRORE ENS

READ SRF -SEMBLTRHETSZTLEACES,

0022]

RKRRMB ST RAAK HOTS. FHRAZECVCACORRABBACHAL THAT
FANEV-RICBMLETE RRIF VU YARUPREBSAL. FFU -yvavyuFy 40

Shik. HORKRGHRBBOBAARK. FHRAEVUKCPRLTVHALYALY ARK

KOV-RYSVrAVERBLCARACONMBSAROPRRASHERTS.

{0023}

ARWOHUWOBBi bho Cis. BRUM SFRTAZOR-FAAFKECKNOBKRT SHRM

MRR RHRCHOL, COMBA. PT PVUT-YyayvAPuF7IhLhi, BER OKEAS

—-hOR BRI *S-bhAHA LRSM HOC LeRA LTS. ERBRMMT RAK

OX-KIAPRCKORKT SMU BBRHR MB CHDOL TS Ur -varvTu

FIG, ADWTRCOMCHMAOMAMBETR ITER RRALTS., TOKIKCREH

RHMOKIUPADRMERON AM OX, RRR AA LAMAR MI CES,

C0024} 50
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AREER OR-VGF NAY UE A—-—BFEINW-TFVASPSORAOPRRRe HMB

RUCHH CE SHAMBAKRZTHETS.

(0025)

M6. RRA. RRR M ES- RRA ECHRRRO SRA AR-hEMLE
MAHA R-bFIAVGSZEL, HPPA CHL BRRARKKOBPHRAKKRISH 1 RRB

ML. ADPCM LA 1 RR BRLUREZERERAEALTCRR EER OH2

MMBBME. FRIAR SAR, ROR ESA, HABRIT FIV. EROPF TY
yoyvyav7u7sh, BI RBMAN FIFA KROR2MRMUMBA KD NERMUR

AMR XREVLEBARFRAAOWRUBAR CHIT.

KR-hAADPSSHAMARBOFRAAR-bCRBRLERMIC HHL. HRMARAY 10
5BDOBUOFRAALPACAMRMLIARAAKPARREERKLTAVYVAL-NERS4ZARH

AFyvTk, ‘

AYVAK-WMENKEFRAAFFARECEROMABUEDT TF IV RA YAL-NERCH

ABM AT DUABRATY TL.

MAAR MALKBARP AV r-VavIFuFGheEAYAL-NUTHTERSE

TAFwTSk, , .
BDA TAFURUP TV TF -YVYavFUFFIhLORGCKAHRBRRLOVIFRARR

IXRUGAZRRBBA FSD TREK ODPDUSZMEAT yy TL,

PPV H—YvavIUAFShLORBRTRKFRAAKSARN, PABMIT7FFVURUTT

YF-YvaVIFUFFIhEPYAYAR-WMERBPYAYAR-WAFYTLE, 20

eA CREBRRM LETS.

{002 6] .

ARMA. EROR-VI NAVY KE a-KEIN-TFVUASSORAOKBRBS Miz

MEULUCHH CHE ZIV KE a-RCRTENSZSAUFIARHRET S.

C0027)

M6. KRWOTUF SAK. MRKMET-SHEAEMARCAAUBREOTF RTAR
—-FeMHLAMAEEGR-FAAZTSEL, ABKRACH LU RRERMKRKOWMREKERTS

HLMRBMBABL. AMEBCN LA 1 RRM EREERESRRERE HEH LCHRe

HRT SRP2OMMABBMBE. TRARKREGAR, ROR EDA, MABHRIT TFN,

FEOT AV y-VYarr7o7y7sh, Bi RRMA KFT RROBR2RAMRR KFT 30
REGMLERMRASCVELRBARHROM TR AZADAYVHM ABE,

R-hAAGSSAARUMBBROFSRAAR-bCRRLERK ROL. PRE ABED

5BOBMOF RAAT ARAUKCMLFRAAFSARERARLTCAVYAR-WVERSZAHD

AFuvuTk,

TYAR-WMENEMMBFRTAF SARC KOMABMRIT TF VURAYAR-—WVER

CHABHeT DR ABMRAT Y Te, ,

MABE KRALEBARPPVUT-YavFuoFahRAYAR-WVULCRATEUSSE
TATFwTk,

BAFTA SFTVUROV SUT —-—VYa VINAFAFLOLHCKSNARRRLCOT 7TH ARR

1RUB2GRRBBA FIAT REENG DRAMBAZAT YT ey, 40

FIYT-—VYavIOFFLORTMEFNAAK SAN, MABERIITFTFTUROTT

UF vavFUFFhLEPYAVYARH-WVEROEAP YAY AROWAF VTE,

RRTXSRPSZTCLERAL TS.

(0028) .
gis, KRW OWAMBAKREROS OF SLOBRME, PRMBSRAAZLRAMKAU
was.

(0029)

( 38 HA © Se fe © JE fe)

M2. ARMKKSYSh-F7VEMEN SHRM TF RAAZMBAENAYAFTF LE
MO MMR CHS. 50
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(0030)

M2tpwt, KRHRHAOMBF RA AUMEPRE-ZF7VYILOkLCTKHRENTWS. UFR

—7YIOUMBLANEPHSOLHLENKMARRS HS. MPABRERAROT WY

—FUPVYVAFDRMRRMRAZEVLIECARLEh~-AFYHOARNRU ITI NVREO

HS.

[0031] ;

COUEPR-FA7VY1OK. AATHRACHATSZTENCESN-YVIWAYHA-B

CLZMOUSB2H-hKBLAGTCEC, OMHLKSNK-VIVAYUaA—#120
RBA S CLS BRERA. BOF V—-PULPVAF LAME N-—YtVay

RFa-212bCMRL. EP Y-—EPHOFN—-PULFKRKSMBRMARL TS. 10
(0032)

TCMOLIRUSYE-F7VYILOOWARBMicHoetk. PY bF-FYILODRRMLANRY

PHSOM@REZAAUT. PHSHMA2ZOKKURALANEMBLE RY EAR

YyR2Z22EOHMKMRBO RAB UL. TV e4-RYbh LCRA L CAKE Posy

RL SEP LELAN IL SCREEN THEAFNV-TFVzLVKRBTSEP RAL A-1~

14-39%. *4YR-AY PLE RABRBRRENSZUEPT RB 1 4-ALOM CF —-—aeE

AFEAIN-TFULPYVYATFLEBRITS. Khe. CF kK-F7VY1ORGHHE BSR

YFNMAYEs—-KX1L2KHBLAAR ROMA BRMEOMBC MEL. Tye-*AYEIG
ePLCMR A 2 4AM SnNTHS,

(0033) 20

M3, RRC KAF-HOULPhL-FY1LOOKMERUELTWS,. EPE-FYIO

A. MHI MB SX NEN VY F-—VUR RSF RARKK26C RE -MIRML. FRNA RKE

260D-—MiceR-VFNVIYUas-KPPDASZFORMRUBRBICRATSZEOOFIN

AAADRAREULTHAMUS B22AAFGAZ2?ABSERBYTWS.

[0034]

COCUSB27YVRIZ—AlE. KR-VFNWAYUA-KREPDAMOUS B2K—-

KEW TSZAAYVSKEROCETFE-ZF7VIL ORM UL RRMM ETS EMBER

FICEMCHA,

(0035)

Mais, HRM KSEEPRK-AFYLOON-FULTRMROFOYINCHS. M4 30
BWC. PF R-FVYLOKBN-YVFWMIY KU Aa—-KPPDAKMBLABEDDUSB
2Z20URFR28EMRU SEN, THEMWTUSB27YRIx2—-AZBOKRUMPU3 24

-RITENTWS,.

[0036]

MPU3 20M UT. BHAA EVUCHSIFGy VY aeEVZIAMRGXNS’,. KEM

PU3S2UENH LTH. ARMRBRLCOMMAMICKLAT-—SFRARASROPHS KP

S6GLMALANKVEB3 8SARVSENTWS.

(0037)

BMslk. M4NDPFY¥YaREVZS4OBMARLESZAEV Vy SOMMNCHS. F

DAV yA A OWMRTFKGHL IF7vyvrarkEvZsaAkl, FRAAMBTIUFSL 4

42, FRARKREFAN 44, FPVe-—VYarvF7UFShELTOFN-TVUrLIP 46

_ MABMRIATFTIV48. PHS EFIAN5 0, MMLANESTRNS2KROUSBE

DIRFGAMPORMENTWS,

£0038}

COKIRAUFTLBRCRS ROORREST-FRMMASSeERDTBO, CORB
BOFPUVT-—YarvtSGaTnv-FVULIPVAFLRBOBRIC KORVER CNEI

AMF -RARM ENS. COF—-—RHMRI. FU-PULPVYAFLAMORMB id,
AMcRDHLTRATF KAM AI FAVVUAKS6CLEF—SRM5H7TCHRENTWS,

0039]

TOE, AEVVY SAODKRICMMENTHOSFRAAMMBTOFIA4 20. MP 50
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US 2K KSBERCHEF h-AFYILODOSERSEFRAAZMARBREULTHIET AZ. RO

FRAAK SAN 4A 4H. EF R-FYIOeEN-VItNVAY HU Aa—KPPDAKBL-A

AR BOUVF-FVIOLEOPORDRHSIEOOSOFSILCHD, K-vtnay
Ea-BFRPPDAMMICOFRAAKIANAAMEWOBSIR, MAM korres

AFDARAABRAYARP-NVLT, EF F-FVYVILOEOVPO ROK TOUS,

(0040) ,

FVU-7FYUrF4A6UPAVF-Yav7AuTFshted, KR-VYVFNIYeA-BMP

DAMM VAR-VENKRFRAAKSANAAOMMREOBULAAKRK XI YU-
FENTIN—-SULPVYAFLRABRIEOL ET Y—-EPHOF-FZHAKKLARREB
#5 6 10

(0041)

MABERISA FIV ARK. FU-TFPULPABOAYAR-VERUOBARELEOD
ROKBAAHK AYA EN, BEMMEAM TEC A-PKRKSZIDERATD—

FOANA# 20, APOBRY-—N244 DROW) CAMBS.

0042]

PHS ESA RSFSOKMADOPHSHEREBS6KHEL. B2D0ESGUMPHS HMR 2

OCOMCMRARAHMZLt., UF F-FYILODEAACMHABRLIAT FFU ABR

UFU—-TSFYrPVABMAYAL-WVENKMMREBSS-VFVAYUs—#120
GU-PYrPvAFDRBKBUSAAEBHRUY-N2 44 ON OBMROLOOME,

HSEUKEPVRBHB14-1~14-4E OW ODE PY-EPFOF—-FERERTS. 20

(0043)

MRMLANESTN5 2, M4AOMRMLANALSEM3 SFHAL. BM2O0KkYhAR

Yb224OH CRRARBERUL. AUC FV-FSUO LP VYLAF LARRY SAAB

AWLP HOKP PHBL 4-1~14-44 ON OF-FHHBOKRAODKPEZRTS.

(0044)

TMOPHSESFAARSOLMRMLANESARS 2K, 2ZOORRMARMEWDO BATH

FSEOMRUSENTBEO, EF K-ZYV LOR BLAAREK-VFNAYEA—APP
DAOBARMICA UC. OF nND>-AOMBARe AHN KBERLOARRBLONMOR
RHETT.

{0045] 30

BM6tk., BHHWOETF kK-—F7YLOeR—VFtN AYE a KR1LA2KHBLAACUSB2

AVHAx-ASG2ZKKZRRE HU LRAGRORMAN CHS. K-YVFWAYeA

ZAL2OUSBUEM3SUCRIUEFbF-FYIIONDUSB2ZNDAFTHX2BSHKHBLAGE, HN

—VFtNMayersa—-FL2WMSUSB24YRXIT—-ABZORMITVYRAUCTHT

K-27 YLOKRRRHROP ON, B4eERULEUEPR-FVYILOON- EVAL PT Re

LI MSOF RA RMB TFUFFRAZMMPUSZ2ZOAZEVARCHAUVCENTHHAS

NL COFRAAZMBTUFIRA2ZOKRACED. USBEFTN5 4, PHS EST

RSORMUMALAN 5S 2SHMERBLE RS.

(0046)

CFRK—-FVILOFKRA-VINMIAY KM AaA-—K1LA2KHEEVAKRB Rvs VayYesa- 4

ZRL2RMEPRK-AFYLODFRAAKAESARAAMBEL ED DEHBSICUK. H7O

KORA YAR-WVEBRWMASAN-—VFt Pave a-KL2HCKHRENL FRAA

KFGZARAADAYAL-WVERT,

[0047]

ZTE, APU YAW B RAM AS KRBY TP AF RAS -1LRERENTHS SL

—-BERGUHEORBMASTYAR-NIT4S) CERBRUCTETREY 45-2 SRT S

tft. S8-—VIFNMAYeEAS—-KILA2DUSBEFAHREOMEBEFRK-FYLODUSBE

GANS AKT YAR-NVBRORBDOIVTYERMRKEKTN,. BMEOERKMAIFYY3AR

EV ZAMBFRAAEFANAAMHBAMEN.L S-VFNMIAYeEAa—-#2120085

SQOMBABAEDLOELTFRAAZKFAR4A4-1LMAYALR-NENS. 50
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[0048]

EFR-FYVILODFRAAKSARAA-IMAYALP-NENSE, BHIDEDKF

RAAFSANRA4-1LEKDTEPFR-FVYILOMSMABEIIT FTV 48-107

YARK-WEN, BHM MAN VF Vayvea-#F12eRRRENS,

0049] ,

CORHI—-VR, BERMOANHKRKEAHLIDERATDT-FRHANHL CBE ERTS

tt, M2DKESCPHSHMA2ZOKKRMRY hLARYbK22RKHESRALANDWFH

PCKSMRABMICKOBRG-A24CW LU BRBRATbON, ELYA-¥tHan’

KBBSMBSnS,

[0050} 10 .

COKADRBRBRICMATAZEL R-VIWAVKA-B1L2AMOFRAAEKSAR4AA-

ll, MBILAODKSGMUEPRK-—FY1LODOFN-FULTAGEN-VIVAY EAE
L2ZDOS5&SOMFOPF SUF -—-YVarv7uFIntHear7nv—-TFvzF4A6-1e#L

THYAR-WL, CHE EDOCFN-TFULPVYAF LRM RN-—VFVAYvYeaA-sk

12WicMBens.

[0051]

TOG, R-VFWAYKAa-KRL2UGLCPFbKE-AFYILOKRALTHSGEI—-VTMARYE

WERE KOPALEREBACHO, UEP bK-F7YLAODBZAAIC EO, PALE A- VY

Fuavyea-K#1L2EECA-FMADOAFN-PVUAIPTVAFHLRReMAOBALAO

KAREROTMHICMRTSTEMCES. 20

(0052) .

BMlid, Xk-VYFUIUYKAaA-BL2ZMV5RAMOEPT bP-A7VYIOCKALKERORMH

HMCHS,. NS-VFWaYKRa-—KRL2CEPbK-FVYLOKBLUACIN-TFVL7T

VYAFLABCKESHRAT-KXORRVLEPUBETOTHBRERTLERSHE. FV-T
In PVAFLRABOT SUF -YaVRT ET DKRBIEEP RF-FYILORNR-VFW
ayvE¥a-B1 26H L. USB24YRIT-AG2KKGZBRENOHT.

[0053]

CMOEFR-FYLOOMOHBLEHUICIN- PULP OPTATV FT -VYayvRTRe

MTONZEL R-VFtIaveUas-HKLA2MSBUEPRE-AFVYIOCKHULKRITMRAATD
Nn. EPR-FY 1 OM CHER MAMA DNSAL MN. N-yvYtbayvea—%k 3

L2WMte HoH. ML IiDksenk-vtnayvea-F1i 2k st var—-wvent

WAZFRAAESAN 44-1. MABRIAT FIV 48-1ROFN-TVrPV4A6-

LOF YAYAL-VANAHMK TONS.

C0054]

ERTU-TSULFTVAFLDRAMOMBCARRENEF-—RZUMIWTH. STEVTRK-

AYILODAFyYaARAREVIAMRHRENTWS. COKH, EFb-FAVYVILOVEKR—

YFWwayvea-KRL2ZHPEHR TEBE. PEP bF-FYLODOBKAACTHALERRGE

CHIPREAN. EF R-FYIOKKEON-VIFNWIAYEA-BZ1L2eEHALTE. HAR
tbHottr-vit rave sa—-F12UUKPb-FYLOOHAHKKSZRMBE-WRT

CeEMAS. KovVtWay esa KX1L2ORMEUEPTR-YVYILOOMNTAaTT EM 40
ZV :

[0055]

Biz, SRAOLEFhK-7YILOFHRACHORBRBIRERLEROMBFR OT

uo—-F¥w—hkG¢HS.,

0056)

M2eBWTL EP RO-FYILORAZFYSFSLER-VIFNWIAYUA-B1L20USB

2R-—-hCBRTSZE. B-VtNIavVea-—Z12UH9TH. AFVYFSIOLEU

SB2R—hUEWTAFRAAZOGEERAL. EF R-FYLODFRARKREKIARE

RieewRetelk., AFvyTAFSloaZ2CFRAAKFA ROA YAL-NETIG.

[0057] 50
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HB. k-Vvtwavea-#1 24M OKGRAVYVAL-VBRWMMEBRL, CO
AYVAL-WVBROMEHTSZA-—VORECTRARZESAROAYAL-WVBREL

FROAYLOKMULTH, TNHERUTEFK-FY1LOU. AFYTSS2ACFRAZA
S54 RRR-VF MAY RAK KL 2KRBRL FRAKREFARAAYAL-WMENn

TCHRHENS.

0058]

RleR-VFNWAYeCa-KL2HMMHrTHL. TYAR-VENKRFRARZESAHRO

RAG. AFYTAFSLO3SKBWOTBHEFIIFFTVOFCYAb-WVeTI. MS. EFF
—AYVILOKMWNULBRICSFFVUNOAVYAS-NMBRAGO. CHeERBUTEPF K-DY

LOM. AFYSFSZICMABRMRITSFVUOMREAY.N-vFenvavea—-#1i2=10

REG ZBRIT FTF VUOAYA-WVeE#eEMTons.,

(0059)

Ba7T C7 STUMAPENSL. AFv~TSFSLOACRHRAHMRREN,. COBAAH

eHELA-VPRIDERAZVD-—FRANTSTEC, UEPRF-FVYLOKCNMLBEBRE

T5. EP R-FVY1LOW. AF VYSFSS4EPHSEHERWRMARLANHACBHREROK

DHDORVRZCAROBMU-REOM CTW. BEVAD SBEBRERU. AFVT

S 5 CBHEMPREAR-VINAYKaA-#K1I2KCMATS,

0060]

BR-VFNMAYVEA—KL2UH PTH. AFVTFSLOS CRMEMELEBS KI,
AFYTAFSILOSCGUMOUMBCHS, BROOM CE RM DKBSU EL. AFYTFS11— 20

OOMMicets, BREMELEBSMAL, ET AZFVYTSFSLOSBCEPFR-FYIOH

5BOFV-SULFOAVYAL-NWEHITG.
co0061]

BBL. EP R-FAVLOKMLAIW-TFU ZIT OLYVAL-WVBREATO. CHERUT

EF R-FVYIOBRZFVYSSECECAFN-SFULSORKETW. N-VIFWIAYea-—

BlL2U7N-TFUrLPRBAYVAK-WENTHAENS,

0062]
TCDEDMULTR-VF WAV KEa-—BLACTFN-TVALFVAFLRWMMBBENS

Lb. AFVYASSLOTCHAIFTAVOMAMUMBSEGS. HAT rTVOMMMBAL
WeHFILPVYAFLRBK RL SHOUETHALONCHEF-—HAMAAUKESKE 30

3K ERF-—XORKCKKESAVY-VUBFTAS.

(0063)

COHAIrANOMMUMKCE SHORT RBLOMOCORMIOKRH, EF R-FY

10MH 27TH. AFVYTFSTOKSICPHS ERGMMRMLANCKAREMUBETS.
(0064)

GWTCAF Y¥FS1L08 CC. FU-SYUsPVYAFLRBOMBOKRCUEPY—UPKE

27N-TFULTOHMAATDONSZ,. COFN-TFULTOMAKL EV SZHOUTBEL

OHOF—-—RFOPOMdMOVTE., CTR-AFYLOKAF YTS BOKZK. PHS

ERUMMRMLANIKARKMAMBSTS.

0065] 40

AFISPSLOSECAN-SFUrLKORT RAM ENSZE. AFYSSILOCKT BH

REF b-A7AYLOKMLA DEB. AFY¥TAFSILIL CEP F-F7YV1LOD#ZKABKE

DI VYAROCNLEFRAAEFAR, PABBRITFTFVURUFTN-TFULPOPrYA

YAR-NeB8HMiT5.

(0066)

EREPR-FY1LOKHS OTH, RoH-Vthavea—-#1LA2MSORTRMESUT
~_AFVYAFSYVOECHK-hLYOMLICHS BRM ICWHT ART OUMeT5. RRM. NX

YVFthayve¥a-F1L2HPG6UFR—-FVYILORAFYSSLOCHREAL, Cnt ED

TH-VFWIYHaA-K12UMHPTH. AFYVSFSIL2Z2CUSB2R—bOFKRA

AfVitR BML TUS BOMMARTXRA, . 50
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(0067)

M13. ML 2ZOFNV—-FIUsPVYAFLABEMRLEROK-YVFWayea-s
L2ZDAFv¥TSFSIOVTIEBUVSZRAVT STAN AMMHORAMeZE RULE VTU-F¥y—bhe

HS. .

(0068)
MistBWtT., HAV PVM, AF YV¥TFSIOLCEFRE-FYLOKHL

REIAPTAVOBMPREBRITS, CNHERUTUEFhK-F7YLOKBDTH, ATFY

FSICIPANBZLBGBRENR-—VTVIVes-RZ1L2eEKHSTS.

(0069)

BuwCAFyAS1LO26. S-VFNIAVHaA-KZL2EAN-TFUVATUCABTS>rMO 10

UPTRHBCHWHL, CF F-FVYILOKRELTWSZKAT FT ANOBRRABReE BRITS.

CHERGTEPR—-APY1O0K%. AFVSFS2CPHSKKRMMRLAN CHOOT S

HicwtleoHAaAVT rT V OBAMA EP TR ALTHMHRE BAT 4.

(0070)

Give ArFvyFAsS1L03 CF. EF LF-FVYILOLMOUTRERECHMADOHRKAIT ST

WiDIWTHOVTHRRICHULAERSF-FOGRKEBARL, CHEB TEF+-F7Y 1

OB, AFVYVASFSZCPHSERUMBRLANCHOVUT RECT 7UVUAL. BBF-B

#MATS, ,
(0071)

CORD, AFYSSIOACHFR-FYLOKHLEDF-ROV-YKEESIFA 2
VEMRBRTS,. CHEBYTHEPbF-F7V1 OH. AF VTS 4CMOKET BBS

BELEEDF-BENDBT SRR ITANEC-YTSZTEC IF ANBRETS.
(0072)

EBEAFYTSADERF-—XKOV-VUEP

¥ao—-#2120IC7 OT. BRE UTR-FY

(007 3]

TMHKSUMEFR-AYLOeER-VIi VAY Ke A-KFLAKHLAACIN-TFV2P7

VYVAFLABeRBBRTAL.L RBMKREPTE-FVIOCKRELTWZHAF-42ORMMEU

BPTDNSHH., FEOBDAN-TULPVYAFLRRCOVPrANVAA BIRO 30

A7PANMaEKHRETAICEMFES,

(0074)

M1i4t., FuU-SosrPvAaFARBMUETKL-AFYLONDKEUVACHRENEK-V

Fubayvyeéa-F1l2UNBYVS4IPT ANI FTRLAOMBFMOVU-Fyv—+tSS.

(0075)

ET ATFYvy¥TFSILOLGER-VIFWAYV Ka -RLA2HCOID Pe NAR TIM oHNnS

4, CDIPANA-SFVYBRBUEFb-AFVIOKBASHN,. AFVYTSFSICKYETI?

AMeEDIGy Ya AEVSADSRAWMLTHKRL. AFYVTFS1O2THBETSEIS?F

4NVUBRTS.

{0076] - 40

RERATFY¥FS103 CF. F-FYULREIPANOFZU-AMAMENSL. AFYTS

LO4CIAFANKETFh-FY1LOKMRMBLI F7vyyvarxrevZ4AUNBMTS.

(0077)

LOG. RFVYAPSLO2ZOPPANVMBKR BY TAOSYLEF PANE DUCHRSE

F-SARBMTSZEYELCTI PANERA BMS S6HAaAMBOL, DraAna-SPrveilt

AEVARMASCHE LC EEOM, Prr*AvF7u-AeEKAIREVMBARKEIFGV Ya

REVUZSADAEVABRMFET SRSA SS.

(0078)

ZELCCUEPh-FYLVKHrTH. AFVSFSLO4MDEBIPANFU-KEKHITVS

ANMERBERUYSZL. AFYTSS2ACAECVSRMARETSZHOBEAF ry7TS,. EULA 50

K-Z7Y1O08CT>OF, S-YFtNIAY

LODASCVCRETFSEDUMUTBEEW
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SUBRMFRELEBSKUAT YTS 3UHBAL MOOF-—FRMOSCRALTWS

FFANMVUAPSEORBOV PAN NEW HLED Pann F-KREMBL. AF YT

S4 CHOOT RERAATM2C BU SK-YVIF PAV KAaA-KFLACHULEREC SLY

FRM LA-ARGRUCRETS.
[0079] ,

BWTAFVTFSSCTIPAMNORFS-KEBKL, CTCKRMOUTRAOREERT

VY FPRE MBIT SBERMAEGTSI, TDESMIPTANNOF-RRBKECTEOV

VORACREBMA STE CL VUYFRPROBBARAETCPRWTEDERF—-—RRS

7TiBERREHRTEES.

(0080) 10

ELTRFYVTFS CC. FIFMIO-—KCHORKENKEMRBAIE VED AD
YAKS 6OXAUMBKCRATS. EEZATIPATVVUALORBOIPANB 1D, HH

OUFRERCRKRELCRF- ReERBKUCEZEXLEVU BRM ET ZHRAKU. BB.
KEOPPTVEMRUCA EV SERRE RI SMM, AEVRRBOFEA RAT

SBECHORT CLES,

Coosi)
INKED, UF b-FYLODOAEVARKANMSrcTE. BF-BeWMOUT RB

RELTCEDUYOBRBELPThK-FVYVIOKMKRETSZTECL. UPR-FV1LOKBU

ZAEVBHAREOBBASYVSZTLEES. FN-TPUVASKPVYAT LAB EWT HAL

CTCOSHKAT-FORAMNSERELCMAMRACES. 20

[0082]

B15, RRBOUCTh-FVYEERBRECRR UC. RBM RIOT RY AFL
PHD RERORAMH ST IMORMBERORAN CHS.

£008 3] «
Hl sSKBWC. MHRB6 LG. R2ORMB BK BU SK-VtPayea—#12
OBSeLMR. USB2R-—hiCHMYTSFRAAR-heHO TBO. UF RO-FY 1

ODZUVACHMRERLCMRMICFS—-RRKE MHL TS.

[0084]

EPFR-FY1ILVOFGy Ya rAEV EM, AAEM LEDXAREV YY SE B8ERTES

i. MS DAEVYYSAOONBKCMATHHEK. F-bFMBTOFSRTOL AHR 30
FRUH PAF ST RT 2M RBMENTBO, UF E-F7VY IL OOWMRRBE Liicwst oe

WACAVYAR-WMENTI PUT —VaVPUDUFFHLELTHHEERATEMEES,
0085]

BMi7ik. FOhYAF AO 4EMRELEKRMWOUThL-YYLBRHRROUBEI
QOI7u-Fxr—-btHSo.

0086]

BMi7Ticsewt, PHB 6 4A KEPhK—F7Y 1 OF BLUAAF RRC BAM OKI

—-heHBMULKG ETZEL, S-bOMBBDHRAME ADR EKIUPRE-F7Y1OWRZA

FYTAFSICF-beEBRL. AF YTS 2CYT—-—bh RAM EHH BHO 1 KS.

[0087] ; 40

CHeBICHHABE 1M. AF YSSLOLCY—bhAVBREUSYR-Y*Y1O0

MW, RFVYVAFSZCPHSERURMMLANCKARMRRSECT-hYAF LE 4

CHULA -hEREKO, PSRRERBUTHPBRB6 ARK.

0088]
COF—-bkAYBREML. F-bVYAF LE 4KMGrTH. KALF-LeEACD. BS

WK A-FORM BCH Loy eRRTS. F-hYAFLEAMSOBSARELAB

ReEARTARBHHMSENTHSTENDSE, AFYSPS1LV2CARMRERHT 4.
{o0o089)]

TCOKFRULCMHAF-—hKA DERE. AF VY TFSACUPFH-F7VY10KBRB. F—

KRMEF roy 7LCTED, HA SMABROF-—bFOSHKEDLETFSREFT—bh BME 50
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ToT. AF VAFSSCHF-—LRAMBMEBHRAE 1 WICKS, CHEROGOCHRRE

61K. AFVYTFSILOZSCF-hFVUKBREETH-AFYLOIODAF YTS CORR

BREET LCF RY AF LENLTAY. TCOF-bKF UE BREBU TFA Y AT
A644, HHENHKASF-—2EHATS.
0090]

BHeF-—FeRSURRHRBE 1 MicHotk,. AF VYAS1ILO4CHSHA UES

o COMBPHMAMMIS, PORE LTMSZATUAT FAS SORMS SUE RBTORD

SRIF HWUTM4ZHRFVYA-ORBRVSY,. BHRORAMHAT ONS. ,

Co091)]

PAMAOKRRAAFYSSTORMRBRKSBREMUTF-bYAFLEAKRMAEH. BH 10

BRB Se ROT. AF YTFS 105 CUMEBTL.I ~AL F-hVYAF HE 4TH

2UERAR BIO T—-—bAMSSHKRF-bhuov7RReP OT. A- FOr, —+} Bi

RMR ETS.

£0092]

M18. MISOBRDMRMAER 6 6 EWNRELEKRMOUCTL-A7VERG RBI BU

SUBFIROFZU-Fxr—h CHS. WMHS ACRRMOLET hK-F7Y1ORBLEA

AER CA-VMADRMBROMIrOL., EF RK-FVYLOKAFYIS 1 CAMR

BRAY SORRERALTHBAL. AFYTS 2CHHREBORAM£1

Wictt 5.

(009 3} 20

TCHCHWOA—Vk. BARB OLRM LC AF YAS 101 CHROMA RRA TITS

o MASH RRO LOR M LIC MAK RRERAAREN. T-VFUBALEWV REE

HRULCRABRITSTCEC., BROMABRMAEFF-AF7VYIODAF YTS 3ZOME

KBSBZPMBCCAMREMIK RACH. AHIRTBKORMRRBEA ET F-Z7Y108ef

LUBA 6 1 Mic#eons,

0094]
ZCC. AFVAFSLIO2ZKHBWCTCBARGORAMBRTTI LL SUNT ER EDSEO

BAKRSORMSASZVURTOBDSUERELEBFVYARA-ORBVMAFVTAFSAO

MRALRBEWCCHDN, ADRHAADPOMARAKSMBSEnNSEL. AFYTFS1O0

3 CHT UMBHITS. , 30

(0095) ,

COLSSEMIL 7 KBUSGRBAHOT-b}MAYHR 1 SORMRAERBMABKBEUVARE

MAGREEPh-AVYLOOISyYsASvcCRHEnN, A-FMARPOR-—VIN

IYU¥a-FORRBMC Ro TC UP b}-PVYABLAGL. PY b-F7VYIOKREE

NCW 4HARBBARADOK-VFNIVUA-ABHMKRKRENTHHHKHBBE HN, A

—-VORBBRIKVY—-VP SHREOMMETOVLATEMCES,

(0096) ,

BB. FNMA SUAP VAT LRM BU SZHAF-—FORWALEULT. BAROR-VF

Mave a-KORKF-SFAV-KERBCTHE#X. GC-KROVrAVSRCHEALT

DWAAYEU-TRH. SMT ADYKEHOLVYALUBREUEPRK-F7VYEBRBL, 40

AHEHOUV PF h-F7YRRMOR-—VFNIYHMa-—KREBALTLYARUBREBDS

VORPSOKRBITANOKRKRRTDUZTECL, BREAD ETFbL-F7VAWMOKR-Y

FuUIYes-SKRMATFSLARK. ADMMREA LTO SHRRAZESCRAT
STEMCES.

(0097)

RK LOL MBM, CP hK-AYVICMBAT SPT TVUeT-YaveLtTFnW-TFVr.T

FaTIh, F-bMBTIZFIL, AORRRAUBTATFTLRANRMAZEODO CHE

OX. ARMUACHERHEKNT. HCRAREAALTCHORBRLOMCF—-—20%) KO

BR GBHOVY TUF -VvaVREEFb-F7VYERBMULOEORN-VFWIaY er A-BPPD

A, BicusRPRRiCBLAGTECL, BAAKORRRP SV 7-vav7uo7shB 50
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MEMBRULCAM SSCL MCES.

0098]

KLAR. COBMLMAREMRICLORVBROBBRESA, HRPM RICK

Li Rimi KSMHUBGEV.
(0099)

CO CHARHORAEEL DSL ROMROKSKES,

C4 #2)

(tt #2 1)

RRB F-CRAMNADARCRAUBBROFSKAAZR-bEMLEMARER-ba
ROBE, 10

AMRRERCHLMRORCKOBPREKRS TAR 1IRMBE ML.

ADBEICH LMR RMB RERRESRRORE BAL CHME RST SB.2 mK
ih SBL. .

FRAREDGAR, BOR EDGAR, MABERIAIFV. EROPTTV7-YarvTru

Yoh, BI RMBRAR SA RROB2RRBBA RST RERMLERMRR EVE

MaAR-hLAAPGSSBPRMMBROFRAAR-LCBRLERBKEOAL. HBA

KRREAMSGORMOFRAAPTALAKCHWLMATFRAAARFSDANRRABALTAT YARRA

WER. TYAN ENRMMFRAAKRSANCKOMMAABMI TTS FUREY

Ah-VERTCMABRA HT DY. HABRICRALEBAKRMBMrPVUT-Yaryvsyu 2

FobRAYVAPO-NMLURTER, MRBRIC FOU ROPY PU ey-yvav russ

AORGCKANABBBRLOPFTRLARHRMA lL NRAB2RRBBA KOT NCE ORD
RL PAV -VYavYORTHCAMRBF NAAR SAN, MPABHRIT FI UROTT

YFoYvragvIFUAFThLEPVYAVALPOHNM ERS FRA AMBBEL,

eRARCLeRA LT SHRUBS NT AW C1)

0100}

C4 ad 2)

2 1 ROM RMMT NT AKRVT. FRAAKAKGHSEMOREEE-—WOHSCT

LRM TSAR NTR,
Co1o08)- 30

(ft #2 3)
fic 1 ROM MMM FAN ARROW T. MIF ANT AR-—bhUUSBAK—+ CHO,

WER-hESPHANAKUSB2EFFARECHSZTCLERBALT SHRM SRA,
0102]

C4t ad 4)

HL MROBRMMR TAT ARCAW TT. MRE | RRB RI PHS MRR AS

SPHSHEBCHO,. MR 2RRERARRLANZ HAST SZRRALAN MEME
HATCERBRALIT ABRAM T RAZ,

[0103]

C4 ad 5). 40

Wa LIROBMMM TNT ARROT. HRP PV T-—Yavr7u*ysAUHRoBRA

MHRBRCT-FRHAT SEP Y—-UEPTHOFN—-TSUsPMBFUFSALCHSTE

RRA LCTSBRMMBTF RAR. (2)

[0104]

C4t 3d 6)

Wi 5S HRORRMMM FN ARBWOT. MHP PUT -—vayvrPuFgesarRIT7n-Ty

cPMBAPUIFSSLOBS. MIMARHE TAIT SUA 1 RB 2 RRB Rick

OAROBIY ANCE R LCRA RAR XS VEC THERRB ET SHRM TRA
°

C0105) 50
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(ft #2 7)

ta 1 CROMMMUBF RA AMCROT. MRRARA CV KCHAACORRAMERE CHA

LUV AT PANEV-REBMLETCERRITF AVAL VUBGRMREBSRL. MIT TY

Fo-vav7aFshid, HOWMBUBRRBOZAARI. WRLEYVARU HRKO i

av—-KRDSVPTVENEBLCHME COR RMABRBROUPMBBRE MRT SZC LEH

BLT SARUM F RTA, (3)

[0106]

(ft ad 8)

HRRHKBRLS-ARAMTECPHAMOBRBOSCKRAAR-hKEHULBSHMAeER-—bhA

AYRE KREBECHLRRARICKOIMPATARI SSI MRABBRLE. AMHBB 10

MLA RRA LARA SRRARE HAL CBRE KART SR ARR Me

~ FRAKREGAR, K-FEGAR, MABRIA FIV, EROVY TV e7-vavesr

uYVIh, BPliMRBBA KIT NKRUB2RRBBA ESA NEBR LER RRAEY

LeGAER FRA AOR RBMBARICRWT,

MMR-bhAAPKEMRMMRBBOFCKRAAR-bCRRLERCRDL. HRB

KRBADSORMOF RAAT ATLAKMLAHRMTNA ARIA RERARLTTVYARA

WEHSZRHATF VTL,

AVAPOWMENEMRMFRAARP AIA RCKOMCBMBABMIA TS FVURAYARCW

SUTCHABRETDURAWABRHATY 7k,

MABE CRAVE BAa MIT PU er -—vavAaFFhLeAVYA-WLCKRTE 20

BRT ATFYTSe,

MaRS TF FT UROFT PVF -VvYavFaUF IF LOLRGKKESWARBRBRLEOPT ILA

eMimBl RAB CRB BBA KFT ARCO DUES MBBATFy TL,

FRPYUF-—YarvTFOFFhLORT RCM NAAFI AR, MABE ITT FURS

PRPVUT-—YvYaVPaUAFFhRIPVAYAR-NERSEPYAYVAR-KWMAF VTE,

RWG AKCLERALTSWROUBAK. (4)

(0107)

Ct a 9)

RRR LS eMTEEMO FN RR RICH LMM AAR ba
ADVRE KHPRACHULRRORMICKORREKSTZALRARBEHKL. ARBRBi 30

WLS RRR BRLAERESRROREHAL CRREKRR IT SA 2 RRM BRL

~— FRAAKAFSGAR, KRO-bFESGAR, HPABMIT FFU. EROPVT TS VF-varveT

O795h, BlLRRBBA KOT KRUG 2AM RKTT RABBLE RRRA EV
CeGRAE TNA ANOANY Ysa BE,

MR b IRD KEW MURKEOF STAR PICRRLEMICRO L. MeN BLM
REED SGORMOTF RAAT ARAUCMN LMR RT ARS A RERBRULTAYVARR

WERZHRMHATFVTEL,

4YVAb-NMENKRMBFNATARSARCKOMRMHMARAT SD U RT YAR W

CU CHA BM TT DtSBAATY TE,

MABMcRACLKEBaCMRPPUr—-yvavFuFeheAYALK-NLCHAER 40
BRTAF Vv Te,

MaBao re SFP UROPT PUT -—YavIAUA*FhLORAICKEZNARBRBLE OT IRA

RCMB I NRGB2MRMBA KOT RKO DUE BAF Y Te,

FAYVF-YavAaUFFhLORIRRMMTRAAKSAR, PABHRIOIT7FIFIVURS

FAV -VvavFuPAaGhervaAvARrHWEBSZIP YAY AR-HWAF VTE,

RRITEUAZCERRALTAZTAFIL. (5)

[0108]

(HO BR)

WLERARL TH HRKGMCABRAK ENE, F-HCBRE NR NBOBRMUBT RARE

A AUMRACHAT ZT ENCESR-VTWVIAYV KE A-—FOFKRAAR-—hCEBA 50
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BwRIC. PARBRHASAMNKUELAO, MABMRER ER KREITV-TVILP

BEDPAVUT-YarYHRRMUbELAD, ABLOKBRESOERETSCMHSTE
MC#S.

fo109]

ERKARMEOMAKMHASTAMMIRA RAM PHS LMRMLANK KO LHL ENTHED

CART ORRRRBCH HE UTCHEUMEAC ER ORUTHABCMBRE PT ,eaAtTeace

UWC#S.

C0110)
Hic, PRMMBTRAADERBARCEAPT STV -VYavORATCHHENKF—-B2US

TCHRAAMOFMRACVICHRHR EN, ERB AMB TRA AZERY COMER ASE 10

_RoeVI NAVE S-KEUOBAGAHOBRERMLAYAR-VLEFUSFILPED

ARUSTPRYAYVAL-NWMENTHSEATCLE MAS, BUAKOBRORBZS<C BtTe

LES. KRHRAOWRMMMF RA AZADBURSK KEP TV F-VYarvRHoWAreZHe
ZB.

C BaTH © fj US He BEA)
(H1)] SRW ORBa
(H2) 4 RBAMMBAXKNRYATF LABORA

(3) KRM KSY-HMYHIb-FYOARMORAA

(4) KRW KESAUPRK-AVYON—-EVSPTRROTFTOY IZA

([HA5) MAOH RREVOBMARLCEZAEVU YY SORRA 20

(M6) FHRBOUYl}-A7YAEHAACHZSER-VINIVYYUs-KRKEREL CAH

0) i HA Ba

CH7TIT EF b-F7Y ORRICK SMARERSNR-VINWAYVEA-KOLYAL-wW
Bi R Da Tg © Be A BS ,
(M48) M6RRMO CHAAR LESR-VF WAY KU Aa-—BEFRAAESGARMAYA

kK-Venk He

(HO) MSKMVTCWHHRER SN -Vi WIV UAH KCMABHEI TIFF VU RAY

Ahk-Wenk RH .

C3410] ROKR CHMHRLE RSE R-VIWavea-REIN-TFULKMAVYA

kK-venk He 30

(M1 i) PAR ERERKR-VINIAYEA-KOFRAAR-—bYSKRRHBOET R-
YvBRAL BOa

(M12) BRAOUTF h-A7VYRERMALRSKR-VINIAUYVUA—-A2CeKRKRLERO

UA FIROD7Aa-F+v—Fh ,

(H13]/) HAV TANNA RBUSZARMOUTK-F7YEMRKRLEBSER-VT

VIYEs-FODMHRSMOZ7U-Fxr—tb

C1 4) FPANT PHAR BISERRMOCTVT hK-F7VLELMBHMHKERSN-VTHNA
YEsa-SOMMFIROFTA-Fxw—h

(B15) KRMWOCT }-FVYKBBRRICEM LT RBM KIO -—bhYAF LY

ADR CROMAMHET SRE EO HB 40
[M16] B6DUF F-FTYKEBUSZFPRAEVOAEV Ty SRA

(M17) F-hKYAFDENRELKRARHOUTb-FVYELHBAROMMBFIROT
u-F+#—Fh

(B18) BORARENRELEARMOLET hL-FYERBRBAOUBS ROZ7O-
#F¥v—h

(SOR)

LO: UF h-FY (HRA F INR)

L2:An-vYVFyNIayve¥sa—B
14-1~14-4: U7#f
15: LAN 50
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USB-COMPLIANT PERSONAL KEY USING A

SMARTCARD PROCESSOR: AND A SMARTCARD READER EMULATOR

—- CROSS-REFERENCE TO RELATED APPLICATIONS

_ This application is a continuation-in-part of U.S. Patent ApplicationNa
09/449,159, filed November 24, 1999, by Shawn D. Abbott, Bahram Afghani, Mehdi
Sotoodéh, Norman L. DentonII, and Calvin W. Long, andentitled “USB-Compliant

Personal Key with Integral Input and Output Devices,” which is a continuation-in-part
ofU.S. Patent Application No. 09/281,017,filed March 30, 1999 by Shawn D.

Abbott, Bahram Afghani, Allan D. Anderson, Patrick N. Godding, Maarten G. Punt,
and Mehdi Sotoodeh, and entitled “USB-Compliant Personal Key,”which claims
benefit ofU.S. Provisional Patent Application No. 60/116,006, filed January 15, 1999
by Shawn D. Abbott, Barham Afghani, Allan D. Anderson,Patrick N. Godding,
Maarten G. Punt, and Mehdi Sotoodeh, andentitled “USB-Compliant Personal Key,”
all of which applications are hereby incorporated by reference herein.

BACKGROUND OF THE INVENTION

1. Field ofthe Invention ,

' The presentinvention relates to computer peripherals, andin particular to an
inexpensive USB-compliant personal key that is compatible with existing smartcard

processors, drivers, and instructionsets.

2. Description of the Related Art

In thelast decade, the use ofpersonal computers in both the homeand in the ,
office have become widespread. These computers provide a high level of
functionality to many people at a moderate price, substantially surpassing the

performanceofthe large mainframe computers ofonly a few decades ago. The trend
is further evidenced by the increasing popularity of laptop and notebook computers,

which provide high-performance computing power on a mobile basis.

oe
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The widespread availability ofpersonal computers has had a profound impact _

on interpersonal communications as well. Only a decade ago, telephones or fax ,
machines offered virtually the only media for rapid businesscommunications. Today,

a growing number of businesses andindividuals communicate via electronic mail (e-
mail). Personal computers have also been instrumental in the emergenceof the

. Internet andits growing use as a medium of commerce.

While certainly beneficial, the growing use of computers in personal

communications, commerce, and business has alsogiven rise to a number ofunique’ _
challenges. These challenges include the prevention of unauthorized use of software, :
ensuring the security of e-mail and other electronic communications, as wellas
Internet commerce.

, Smartcards represent a longstanding attempt to deal withat least someofthe
foregoing challenges. Substantial resources have been madein the design and

developmentof smartcards, smartcard readers, and the associated reader/smartcard
drivers which allow computer applications to interface with thesmartcard to perform
security and data storage functions. Even so, smartcards have not enjoyed widespread

popularity. Smartcard readers are relatively expensive, and not widely available.
Further, the lack ofuniform smartcard/smartcard reader physical interface standards

have resulted in smartcard/smartcard reader physical interface compatibility problems,
- many ofwhich remain unresolved.

) USB-compliant personal keys, such as that which is disclosed in co-pending
and commonly assigned U.S. Patent Application Nos. 09/449,159 and 09/281,017,

. described above, offer the benefit of smartcard functionality in a universally accepted
USB form factor. The Universal Serial Bus (USB) is a connectivity standard
developed by computer and telecommunication industry membersforinterfacing

computers and peripherals. USB-compliant devices allow the user to install and hot-

swap devices without longinstallation procedures and reboots, and features a 127 |
device bus capacity, dual-speed data transfer, and can provide limited powerto

- devices attached on the bus. Because the USB connectivity standard is.rapidly

-2-
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becoming available on most personal computers, it offers a standard, widely available

physicalinterface, the unavailability ofwhich has prevented smartcards from

achieving widespread acceptance. ,

While smartcards have not enjoyed widespread popularity in the United States,

they are widely accepted in Europe. Hence, many software applications and drivers
have been developed for existing smartcard-based devices andtheir readers,
Unfortunately, smartcard interface protocols such as those described in ISO 7816 are

incompatible with the USB protocols used in the above-described devices. This

incompatibility has led to two unfortunate consequences. First, to comply with USB-

interface protocol requirements, current USB-compliant personal keys utilize special

purpose processors, instead of the low cost, limited capability processors currently
available for smartcards. This increases the cost ofthe USB-compliant personal key,

making widespread acceptance moredifficult. Also, because each USB-compatible
personal key mayuse a different processor (and different instruction sets), users may
require different device drivers for differentpersonal keys. This too represents |
another barrier to widespread acceptance ofthe personal key. .

From the foregoing, it is apparent that there is aneed for a USB-compliant
personalkey that is usable with legacy personalidentification devices, such as _

processors having smartcard processors.and/or those complying with the ISO.7816.

Thereis also a need for a USB-compliant personal key that makes maximum use of

existing smartcard protocols, software and devices wherever possible, and which
retain, at least a limited compatibility with. existing devices designed to interface with

smattcards. The present invention satisfies that need.

SUMMARYOFTHEINVENTION

The presentinventionsatisfies all ofthese needs with a personalkey in a form

factor that is compliant with a commonly available I/O interface such as the Universal

Serial Bus (USB) and at the sametime, usable with existing smartcard software
applications. The personal key comprises a USB-compliant interface releaseably

-3-
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coupleable to a host processing device operating under commandofan operating
system; a smartcard processor having a smartcard processor-compliant interface for

‘communicating according to a smartcard input and output protocol; and an interface

_ Processor, communicatively coupled to the USB-compliantinterface andto the
smartcard processor-compliantinterface, the interface processor implementing a

translation module for interpreting USB-compliant messages into smartcard

. processor-compliant messages and for interpreting smartcard processor-compliant

messages into USB-compliant messages.

Tn one embodiment, the method comprisesthe steps of accepting a message

comprising a smartcard readercommandselected from a smartcard reader command
set from a host computer operating system in a virtual smartcard reader; packaging the

message for transmission via a USB-compliant interface accordingto a first message
transfer protocol: transmitting the packaged message to a personal key
communicatively coupled to the USB-compliant interface, receiving the packaged
message in the personal key; unpackaging the message in the personal key to recover
the smartcard reader command;translating the smartcard reader commandinto a
smartcard command within the personalkey; and providing the smartcard command

to the smartcard processor. . .
The present invention is well suited for controlling access to network services,

or anywhere a password, cookie, digital certificate, or smartcard might otherwise be
used, including: :

* Remote accessservers, including Internet protocol security (PSec), poimt

to point tunneling protocol (PPTP), password authentication protocol
(PAP),challenge handshake authentication protocol (CHAP), remote
access dial-in user service (RADIUS),terminal access controller access

control system (TACACS); ~
- Providing Extranet and subscription-based web access control, including

hypertext transport protocol (HTTP), secure sockets layer (SSL);-

4
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Supporting secure online banking, benefits administration, account

management; .

. Supporting secure workflow and supply chain integration (form signing);

Preventing laptop computertheft (requiring personal keyfor laptop
| operation);

Workstation logon authorization;

. Preveitting the modification or copying of software;.
S, Encrypting files;

10

15°

Supporting secure e-mail, for example, with secure multipurpose Internet
‘mail’éxtensions (S/MIME), and openpretty good privacy (OpenPGP)

: Administering network equipment administration; and
Electronic wallets, with, for example, secure electronic transaction (SET,
MilkCent, e¢Wailet)

BRIEF DESCRIPTION OF THE DRAWINGS

Referring now to the drawings in whichlike reference numbers represent

corresponding:parts throughout:
i FIG. Lisa diagram showing an exemplaryhardware environment for

~practicing-the-presentinvention;

FIG. 21isa:block.diagram ofa personal key communicatively coupled to a host
computer;

- FIG. 3 is ablock diagram ofa personal key with a smartcard processor

communicatively coupled to a host computer; and

FIGs. 4A-4D are flow charts presenting exemplary method steps that can be
25 used to practice the present invention.

' . DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS 

In the following description, reference is made to the accornpanying drawings
which form a part hereof, and which is shown, by wayofillustration, several

-5-
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embodiments of the present invention..It is understood that other embodiments may

be utilized and structural changesmay be made without departing fromthe scope of
the presentinvention. ”

FIG: 1 illustrates an exemplary computer system 100 that could be usedto

implement the present invention, The host computer 102 comprises a processor 104
and @ memory, such asrandom access memory(RAM) 106. The host computer 102

_is operatively.coupled to a display 122, which presents images guch as windowsto the
user on a graphical.usérjiterface ‘118B. The host computer 102 may be coupled to
other devices, such as akeyboard 114, a mouse device 116, a printer 128, etc. Of ,
course, those skilledin the artwill recognize that any combination of the above
components, or any number of different components, peripherals, and other devices,
may be used with the host computer 102.

Generally, the host computer 102 operates under control of an operating
system 108 stored in the memory 106, and interfaces with the user to accept inputs
and commandsand to present results through a graphical user interface (GUD module
118A. Although the GUImodule 118A is depicted as a separate module, the

instructions performingthe GULfunctions can be resident ordistributed in the
operating system 108, the computer program 110, or implemented with special .
purposemmemory-andypraeessors...The host computer .102 also implements a compiler

112 which allows an applicationprogram 110 written in a programming language ~
such as COBOL, C++, FORTRAN,or other languageto be translated into processor

' 104 readable code. After completion, the application 110 accesses and manipulates
data stored in the memory 106 of the host computer 102 using the relationships and

logic that are generated using the compiler 112. The host computer 102 also
comprises an input/output(I/O) port for a personal token 200 (hereinafter alternatively
referred to also as a personal key 200). In one embodiment, the I/O port is a USB-

compliant interface comprising a host computer USB-compliantinterface 130A and a

personal token USB-compliantinterface 130B (hereinafter referred to collectively as

the USB-compliantinterface 130.

-6-
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In one embodiment, instructions implementing the operating system 108, the

computer program 110, and the compiler 112 are tangibly embodied in a computer-
readable medium, e.g., data.storage device.120, which could include one.or more. .
fixed or removable data storage devices, such asazip drive, floppy disc drive 124,
hard drive, CD-ROM drive, tape drive,etc. Further, the operating system 108 and the
computer program 110 are comprised ofinstructions which, when read and executed
by the computer 102, causes the cornputer. 102.to perform the steps necessary to

implement and/oruse the present:invention.”Computer program 110 and/or operating
instructions mayalso be tangibly embodiedin. memory 106 and/or data

communications devices, thereby niaking:a‘computer program product orarticle of
manufacture accordingto the invention. As such, the terms “article ofmanufacture"
and "computer program product" as used herein are intended to encompass a computer
program accessible from any computer readable device or media,

The host computer 102 may be communicatively coupled to a remote
computer or server 134 via communication medium 132 such as a dial-up network, a

wide area network (WAN), local areanetwork(LAN), virtual private network (VPN)

-oT the Internet. Program instructions for computeroperation, including additional or
alternative application programs can be loaded from the remote computer/server 134.
In one embodiment, the computer:)02denplements..an Internet browser, allowing the
user to-access the world wide webCY).and other internet resources.

Those skilled in the art will recognizethat many modifications may be madeto
this configuration without departing from thescope of the present invention. For
example, those skilled in the art will recognize that any combination of the above

components, or any numberof different components, peripherals, and other devices,

may be used with the presentinvention.
FIG. 2 is a block diagram illustrating the components of one embodiment of a

personal key 200. The personal key 200 communicates with and obtains power from

the host computer 102 through a USB-compliant communication path in the USB-
compliant interface 130 which includes the input/output port 130A of the host

-7-
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| computer 102 and a matching input/output(I/O) port 130B on the personal key 200.
The processor 212is communicatively coupled to a memory 214, which stores data
and instructions to implement the above-described features of the invention. In one-

embodiment, the memory 214is a non-volatile random-access memory that can retain

factory-supplied data as well as customer-supplied application related data. The
processor 212 mayalso include some intemal memory for performing some:ofthese
functions. Co Be. The processor 212is smilysopmaneatve coupled to an input-device
218 via an input device communicationpath.224 and to an output device 222 via an

output device communication path 224,.both*dfwhich are distinct from the USB

compliant interface 130. These separate communication paths 220 and 224 allow the
user to view information about processor 212 operations and provide inputrelated to
processor212 operations without allowing a process or other entity with visibility to
the USB-compliantinterface 130 to eavesdrop orintercede. This permits secure
communicationsbetween the keyprocessor 212 and the user. In one embodiment of
the invention set forth more fully below,.the usercommunicates directly with the -

processor 212 by physical manipulation ofmechanical switches or devices actuatable

from the external side of the key (for. example, by pressure-sensitive devices such as
buttons and mechanical switches)gJncanother:embodiment of the invention set forth

morefully below, the input device includes.a wheelwith tactile detents indicating the
selection of characters. - ey .

The input device and output devices 218, 222 may cooperatively interact with ~
one another to enhance the functionality of the personal key 200. For example, the

output device 222 may provide information prompting the user to enter information
into the input device 218. For example, the output device 222 may comprisea visual

display such as an alphanumeric LED or LCD display (which can display Arabic
numbers and orletiers) and/or an aural device. The user may be prompted to enter
information by a beeping of the aural device, by a flashing pattern of the LED,or by
both. The output device 222 mayalso optionally be used to confirm entry of

8
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information by the input device 218. For example, an aural output device may beep

whenthe user enters information into the input device 218-or when the user inputis

invalid. The input device 218 may take one ofmany forms, including different

combinations ofinput devices. | .
Although the input device communication path 220 and the output device

communication path 224 are illustrated in FIG: 2 as separate paths; the present -
invention can be implemented by combiningthe paths 220 and 224 whilestill

retaining a communication path distinct from.the:USB-compliant interface 130. For
example, the input device 218 and output device 222 may bepackaged in a single

device and communications with the processor 212 multiplexed:overa single

‘communication path.

FIG.3 is a block diagram of the personal key 200 and host computer 102 as _
applied to the present invention. Unlike the personalkey 200 illustrated in FIG. 2, the

personal key 300illustrated in FIG. 3 comprises a smartcard processor 320. The
smartcard processor 300 is a processor which complies with well-known smartcard
YOprotocols and smartcard commandsets and functions, suchas those described by

the International Standards Organization (SO) standard-7816:PartI (defining
electronic propertiesand transmission characteristics), which is hereby incorporated
by reference herein. ,

Physically, the smartcard compliant /O interface 324 includes a serial I/O line,
_areset (RST)line, a clock (CLK)line, a programming voltage (VEP), a power supply
voltage (VCC) and a ground. This I/O interface 324 is further describedin the

publication “Introduction to Smartcards” by Dr. David B. Everett, which was

published in 1999 by the Smart Card NewsLid., and is incorporated by reference
herein.

As was the case.e with the personal key 200 and host computer 102 illustrated in
FIG.1, the present invention allowsthe use of a personal key 300 communicating
with the host computer 102 via a USB-compliantinterface 130. However, the .

* substitution of the smartcard processor 320 for the ordinary processor 212 depicted in

9.
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FIG.2 has several advantages. First, smartcard processors 212 are relatively

inexpensive and readily available. Second, a large number of application programs

110 have been developed for the use of smartcards, including thepersonal.’ -.
computer/smartcard (PC/SC) interface developed by the MICROSOFT -

CORPORATION.Byproviding a smartcard processor (which complies with the
smartcard I/O protocols and supports smartcard command sets), this software can be
used with a personal key 300 in a USB-compliant form factor..
Theuse ofthe smartcard processor320 in the personal key 300.1s:¢nabledbyuse of an
interface processor 314 communicatively coupled to the smartcardprocessor320 viaa
smartcard-compatible (S/C 7816) interface 324. Theinterface processdr'34

_ comprises a smartcard reader emulator. module (SREM) 316 anda translation module

318. The SREM 316 implements functions that emulate those ofa smartcard reader,

thus projecting the image of a smartcard reader to the smartcard processor 320. The

SREM 316 provides all instructions and commands to.the smartcard processor 320
and receives messages and responses from the smartcard processor 320 according to
the S/C protecol. oe lect

The host computer 102 comprises a virtual smartcardreader.module(VSRM)
302. The VSRM comprises a communication module 312, an answer-to-reset module

308, and a smartcard insertion/removal-reporting module.306.:dhe.communication -

module 312 packages messages intended for the personal key 300 for.transmission via
the USB-compliant interface. In one embodiment, messages'and commands that are
sent to the personal key 300 packaged as:

USB command = USB header + USB cdata (whereinUSB cdata is the smartcard

compliant command)
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and messages and responses from the personal key 300 are packagedas:

USB response =-USB header + USB rdata (wherein USBrdatais the smartcard -

compliant résponse)

These packaged messages are unpacked bythe translation module 318 im the: h
personal key 300. Similarly, messages transmitted by the smartcard processor. 320to...

the host computer 102 are packaged by the translation module 318 and unpackaged:by.,
the communication module 312 before being provided to the operatingsystem.108;.

the application program interface 260, and the application 110 using the petsonaFkey:

300 to perform operations. , SS

Justas the SREM 316 emulates the presence of a smartcard reader forthe.
smartcard processor 320, the VSRM 302 emulates the presence of a smartcard reader
to the OS 108in the host computer 102. These functions are accomplished in the-
bootup module 311, the insert/remove module 306, the answer-to-reset module 308,
and the PTS module 310. oe,

Asa part of a normal bootup sequence, the host computer’s 102 operating.:
system performs a startup sequence to determine which hardware elementsare

available for use. In prior art smartcard systems, the smartcard-reader remains,

coupled to the host computer 102, whether a smartcard is inserted into the reader or...
not. Hence, the smartcard reader can respondto startup sequence queries, and the. -

smartcard readeris recognized bythe operating system 108 for further operations.

However, in the present invention, there is no smartcard reader to answer to the

bootup query, andthe operating system would ordinarily be unable to operate with a

smartcard thereafter. To solvethis problem, the present invention comprises a bootup
module 311, which responds to messages from the operating system 108 in the same
way as a smartcard reader would if it were coupledto the host computer 102.

Similarly,the insert/remove module 306 provides an indication to the
operating system 108 that the personal key 300 has been inserted or removed from the

-1ll-
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USB-compliant interface 130. This is accomplished by querying the host computer

USB-compliantinterface port 130A. .
‘Whena software application calls 110, via API 260 and the operating system

~ 108 invokes a commandthatcalls for a smartcardrelated function, the smartcard

reader passes a reset commandto the smartcard. The smartcard returns an answer-to-

reset message which indicates, among other things, the protocol and /O interface
supported by the attached smartcard.

’ Thereset signal is used to start up the program contained.in a memory 322

‘communicatively coupled to or resident within thesmartcard processor 320. The ISO
standard definesthreereset modes, internal reset, active low reset, and synchronous

high active reset. Most smartcard processors 320 operate using the active low reset

mode. In this mode, the smartcard processor 320 transfers controlto the entry address

for the program when the reset signal returms to the high voltage level. The
synchronous modeofoperation is more commonly met withsmartcards used for
telephonic applications. . .

The sequenceofoperations for activating the smartcard processor320is

' defined in order to minimize the possibility of damaging the smartcard processor 320.
Ofparticular importanceis avoiding corruption ofthe non-volatile memory 322 of the

smartcard. Most smartcard processors 320 operate using an active low reset mode in. .
which the smartcard processor 320 transfers control to the entry address for the

program when the reset signal returns to the highvoltage level. The sequence

‘performed by the smartcard processor includes the steps ofsetting the RSTline low,

_ applying VCCto the proper supply voltage, setting the I/O in the receive mode,

setting VPP in the idle mode, applying the clock, and taking the RSTline high (active

low reset).

In prior art smartcard systems, after the reset signal is appliedby the smartcard
reader, the smartcard processor 320 responds with an answer-to-reset message. For
the active low reset mode, the smartcard processor 320 should respond between 400

_and 40,000 clock cycles after the rising edge of the reset signal. The answer-to-reset
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signal is at most 33 characters, and includes 5 fields including an initial character

(TS), a format character (TO), interface characters (TAI, TBi, TCi, and TDi),

historical characters (T1, T2,-..., TK), and a check character (TCK). Among other

things, the answer-to-reset signal provides an indication of the smartcard protocol(s)
which are supported smartcard processor. Typical smartcard protocols include the
T=0 protocol (asynchronous half duplex byte transmission) and T=1 (asynchronous

half duplex block transmission). .
In the embodimentofthepresent invention shown in FIG.3, the reset signal is

provided by the VSRM 302,packaged by the communication module 312, and sent

via the USB-compliant interface 130B to the personal key 300. The messageis

unwrapped bythetranslation module 318. Then,the smartcard reader emulation

module activates the RST signal path in the smartcard interface 324, thus providing
the RST commandto the smartcard processor 320. The smartcard processor 320

responds with an answer-to-reset message, sends the message via the serial I/O line of
the smartcard interface 324 to the interface processor 3 14. The messageis then .
packaged by the translation module 318 and transmitted to the host computer 102 via
the USB-compliant interface 326. The message is then unpackaged by the
communication module 312 and provided to the operating system 108 and ultimately,

the application 110 that requested the use of the smartcard.

In another embodimentofthe present invention, the personal key 300 does not

comprise a smartcard processor 320, but rather a special purpose processor which
does not respondto messages and commands in the smartcard /O protocol (such as
that whichis illustrated in FIG. 1), The present invention can still be used with

existing smartcard applications 110, however, because the VSRM 302 and the

interface processor 314 can be used to simulate the presence of a smartcard processor
320. When the smartcard software application 110 desires use of the personal key

300, the VSRM acceptsthe reset command from the PC/SC modulesin the operating

system 108, translates the reset message into a functionally equivalent messagefor the

special purpose processor in the personal key 300, and transmits the message to the

-]3-
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personal key 300. After the personal key 300is activated, it sends a message

indicating as suchto the host computer 102. The VSRM 302, andtranslates this

"-message'to a response that is compatible with the smartcard application 110, namely,
an ATR message. Alternatively, the smartcard commandto special purpose processor

commandtranslation can occur in the emulation processor 314 in the personal key
300:

a Returning to the embodimentdisclosed in FIG.3,after the smartcardprocessor

“hagissuedthe ATRmessage,a protocol type selection (PTS) message may be sent to
the smartcard processor 320, The PTS message from'the OS 108 is-received bythe

“+ PTStiiodule 310 in the VSRM 302, packagedfor transmission via the USB-compliant

interface 130 to the personal key 300, where it is unpackaged and providedto the
- smartcard processor 320. The smartcard provides a response consistent with the ISO

‘standards to the emulation module 316. Theresponse is packaged, and transmitted
over the USB-compliant interface 130 to the host computer 102, whereit is

unpackaged by the communication module 312 and provided to the operating system.
‘FIGs. 4A-4D are flow charts presenting exemplary method steps used to

practice one embodiment ofthe present invention. When the host computer 102 is
‘booted up, the virtual smartcard reader 302 accepts 402 a bootup query from the host

«éomaputerssoperating system 108. Although a smartcardreader is not

_communicatively coupled to the host computer 130 the virtual smartcard reader 302
emulates the existence of a smartcard reader and.provides an indication that a

smartcard readeris available to the OS 108. Consequently, when the bootup

procedures are completed, a smartcard reader will be registered as an available device

to smartcard applications 110.

| Whenthe host computer is bootedup, a personal key 300 may or maynot be
communicatively coupled to the USB-compliantinterface 130. When a personal key —
300 is not attached, the VSRM 302 provides 404 the sameindication to the operating

system 108 as would be supplied by a smartcard reader without aninserted smartcard.

This is accomplished by receiving 406 an indication that the personal key has been
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communicatively coupled to the USB-compliantinterface; and providing an indication
to the host computer operating system. Since the VSRM is emulating the fictions of
a smartcard, the indication is provided 408to the host computeroperating system (or

equivalently, the personal computer/smartcard (PC/SC) interface modules therein) is

that of an insert event. - : .
If desired and the-smartcard processor 320 supports multiple protocols, a

protocol type selection (PTS) command maybe issued by the operating system 108.
The VSRM 302.receivesi44Q:thePTS.command, packages the command for _
transmission to the personalkey. 300 via the USB-compliant interface 130. The
wrapped PTS coniiiditidistheii'transmitted over the USB-compliantinterface 130 and
received by the personal key 300. The PTS commund is unwrappedbythetranslate
module 318 in the interfaceprocessor 314 and provided to the smartcard processor

320 via the smartcard-compliantinterface 324, The smartcard processor computesthe

appropriate response, sends the response-to the interface processor 314, where the.
response is packaged by the transtate module 318 for transmission to the host .
computer 102 via the USB-compliant interface 130. The communication module 312
unpackages the response;‘and. the PTS module 310 formats the response, if necessary,
to be consistent with a PTS response received from a smartcard reader. The formatted

’ response is then provided:At?-to.the-OS 108.

FIG. 4Bis a-flow-chartdescribing exemplary method steps usedto provide
commands and/or'data from the OS 108 to the smartcard processor 320 and from the

smartcard processor 320 to the OS 108. A message, which may comprise a smartcard

reader command belonging to a smartcardreader commandset is accepted 414 from a

host computer operating system 108 in the virtual smartcard reader module (VSRM)
302. The messageis packaged 416 for transmission via the USB-compliant interface
130 accordingto a first message transfer protocol.

The packaged message is then transmitted 418 to the communicatively |
coupled personal key 300 via the USB-compliantinterface 130. The packaged

messageis received 420 and unpackaged 422 in the personal key 300. Ifthe
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smartcard reader command requires additional processing before being forwarded to

the smartcardprocessor 320, the smartcard reader commandis translated 424into a
smartcard commandwithin the-personat key 300 before being provided 426 to-the-- -

smartcard processor 320.

The smartcard processor 320 then performs the indicated operation, and a

, response is accepted 428 from the smartcard processor320. If the smartcard response
requires further processing by a smartcard.reader, the smartcard responseis translated
430 into a smartcard reader response:“Eh,smartcard reader response is then-packaged -

432 and transmitted 434to thehost computer 102 via the-USB-compliantinterface

130. The host computer L02-Teceives436ahd unpackages 438 the message and
provides 440 the response to the smartcard software application 110 that issued the
command.. ‘

Next, when the personal key 300 is removed, the VSRM 302 reports 444 an

indication to the OS 108 that the “virtual smartcard”(the personal key.300) has been

removed. The provided indication is the same as that which would be provided by a
smartcard reader when a smartcard isremoved... The indication can be obtained, for

example by receiving 442 an indication-from a USB driver or other device indicating

the removal of a USB device,
iy summary, Tables I antldl-presides-anssummary of the communication

protocolfor an OS 108 command from-the host.computer 102 to the smartcard
processor 320 in the personal key (Table I);and for a smartcard processor 320

response to the operating system 108°
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| Smartcard readercommand issued from OS 108ae
| VSRM 302 adds a USB header, and creates a. .po USB command.- -"- :
VSRM’s 302-communication module 312 sends

1 .

a:

the USB. commiand;to:the-personal key 300
4

5

 

   
 
 

 

 
 
 Thetranslationmodule 318 strips off the USB

  
header and recoversthé smartcard commandaThe smartcard commandis sent to the smartcard

peer
The smartcard processor 320 executes theieneed

Table I

ES
1 Smartcard processor 320generates a smartcard

 

 
  

response- —

 The smartcard responseis sentfrom the smartcard

| processor 320.to the.translation module 318

3 The translation module 318 adds a USB header to

create a USB response - ,

The communication module 312 strips offthe USB

4 The USB responseis transmitted to the VSRM 302

F ——

header and recovers the smartcard response

The smartcard responseis transmitted to the OS 108 
Table I

-17-

apeacwOids yes OOKOMR BOOMO@aP*

IPR2022-00412

Apple EX1053 Page 144



IPR2022-00412 
Apple EX1053 Page 145

WO01/96990 , PCT/EP01/06816

Tables Il and IV provides a summary of the communication protocolfor a

request from an application program 110 to the smarteardprocessor 320 andfor a
request from an application program 110 to the smartcardprocessor 320.

Smartcard processor 320 command:-from the  
 application program 110 is sent to the OS 108via

an APT 260  
 

The smartcard processor 320.command issent

from the OS 108 to the VSRM-302°

The VSRM 302 adds a USB header to the . 
 smartcard processor 320 commandto create a 

USB-compatible command

4 The VSRM’s comm module 312 sends the USB-

5 Translation module 318 stripsoffthe USB header

. and recovers the smartcard: proceséor command

 

 
 
 

 The smartcard processor commandis-transmitted

 

 
to the smartcardprocessdr320™ .

 The smartcard processor 320 performsthe function indicated by the smartéard processor  command

5 Table I
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1 | The smartcard processor 320 generates a response |:[eat
2 The responseis provided to the translationPlea|

The translation module adds a USB header to. - -

create a USB-compatible smartcard processor:+
 
 

response

 The USB-compatible smartcard processor ©”

response is sent to the VSRM 302 
 The communication module312 strips off the-

USB headerto recover the smartcard processor

response 
 The smartcard processor responseis provided to

the application 110 via the OS 108 and the AFI..-

260 ‘

Table IV

5 , Conclusion

This concludesthe description of the preferred embodiments ofthe present

invention. In summary, the present invention describes a personalkey coniprising a
USB-compliantinterface releaseably coupleable to a host processing device operating

under commandof an operating system; a smartcard processor having a smartcard
10 processor-compliantinterface for communicating according to a smartcard input and

output protocol; and an interface processor, communicatively coupled to the USB-

compliant interface and to the smartcard processor-compliant interface, the interface

processor implementinga translation module for interpreting USB-compliant
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messages into smartcard processor-compliant messages andfor interpreting smartcard
processor-compliant messages into USB-compliant messages. In another — ,

embodiment,the invention is described by a method comprising the steps of accepting.

a Message comprising a smartcard reader commandselected from a smartcard reader

command set from a host computer operating system ina virtual smartcard reader;

packaging the message for transmission via 2 USB-compliant interface according to a

first messagetransfer protocol; transmitting the packaged message to a personal key” .

communicatively coupled to the USB-compliantinterface; receiving the packaged ;
messagein the personal key; unpackaging the message in.the personal key to recover
the smartcard reader command,translating the smartcard reader commandinto a

smartcard commandwithin the personal key; and providing the smartcard command

to the smartcard processor.

_ The foregoing description ofthe preferred embodimentof the invention has

been presented for the purposes ofillustration and description. It is not intended to be
exhaustive or to limit the invention to the precise form disclosed. Many modifications

and variations are possible in light ofthe above teaching. It is intended that the scope

of the invention be limited not by this detailed description,but rather by the claims
appended hereto. The above specification, examples and data provide a complete .
description of the manufacture and use of the composition of the invention. Since. -

many embodimentsof the invention can be made without departing from thespirit and

scopeofthe invention, the invention resides in the claims hereinafter appended.
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' WHAT IS CLAIMEDIS:

1. A compactpersonal token (300), comprising:

a USB-compliantinterface (130B) releaseably coupleable to a host processing

device (102) operating under commandofan operating system (108);
a smartcard processor (320) having a smartcard processor-compliant interface

(324) for communicating according to a smartcard input and output protocol;

an input device (218) communicatively coupled to the smartcard processor for

providing secure inputto the processor;

an interface processor (314), communicatively coupled to the USB-compliant

interface (130B) and to smartcard processor-compliant interface (324) the interface
processor (314) implementing a translation module (318) for interpreting USB-
compliant messages into smartcard processor-compliant messages and for interpreting _

smartcard processor-compliant messages into USB-compliant messages.

2. The apparatus of claim 1, wherein the interface processor (314)

emulates asmartcardreader to the smartcard processor (320).

3. The apparatus of claim 1, wherein:
the host processing device (102) comprises a virtual smartcard reader in

communication with the operating system, the virtual smartcard reader for emulating a

smartcard reader communicatively coupled to the host processing device (102) and

including a communication module (312) for packaging messages for transmission to
the personal token (300) via the USB compliant interface (130) accordingto a first _

' protocol and for unpackaging messages received from the personal token (300) via the

USB-compliantinterface accordingto the first protocol; and

the interface processor translation module (318) unpackages messages from

- the host processing device (102) accordingto the first protocol and packages messages

destined for the host processing device (102) accordingto thefirst protocol.
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4, The apparatus of claim 3, wherein the virtual smartcard reader further

“comprisesa bootup module (311) for-tesponding to an operating system bootup

procedure with an indication that a smartcard reader is communicatively coupled to

the.host processor.

5S The apparatus of claim 3, wherein the virtual smartcard reader further

.femprisesan answer-to-reset (ATR) module (308) for providing an ATR messageto

_ the operating system (108) in response to a reset message.

6. The apparatus of claim 3, wherein the virtual smartcard reader further

comprises a reportingmodule for receiving and reporting the insertion of the personal

token in a USB-compliant port communicatively coupled to the host processor (102)

and the removal ofthe personal token as a removal of a smartcard from a smartcard

reader.

‘J... The apparatus of claim 3, wherein the virtual smartcard reader further

comprises a protocol selection module for receiving a protocol type selection (PTS)

--«commmand.from the operating system and providing a PTS response message to the
operating system (108).

8. A method of communicating between a smartcard processor (320) in a

. personal key (300) communicatively coupled to a host computer(102) via aUSB-

compliantinterface (130), comprising the steps of:
accepting a message comprising a smartcard reader commandselected from a

smartcard reader commandset from a host computer operating system (108) in a

virtual smartcard reader; .

packaging the message for transmission via a USB-compliantinterface (130)

accordingto a first message transfer protocol;
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transmitting the packaged message to a personal key (300) communicatively

coupled to the USB-compliant interface (130);

- ‘receiving the packaged message in the personal -key (300);

unpackaging the messagein the personal key (300) to recover the smartcard

. reader command;

translating the smartcard reader command into a smartcard command within

- the personal key(300); and

_providing-the smartcard commandto.the smartcard processor (320); _

accepting a user input to the smartcard processor (320) via an input device

(218)conithunicatively coupled to the smartcard processor (320) via an input

. communication device communication path distinct from the USB-compliant interface

(130);

accepting a smartcard response from the smartcard processor (320);
translating the smartcard response into a smartcard reader response;

packaging the smartcard reader response for transmission to the host processor

(102) via the USB-compliant interface (130);

-'. transmitting the packagedmessage from the personal key (300)to the host

processor (102); .
a receiving the packaged messagein the host computer (102);

unpackaging the smartcard réader response; and

- providing the smartcard reader response to the host processor operating system

(108).
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9. The method ofclaim 8, further comprising the steps of:
accepting a startup query from the host computer operating system (108) in the

virtual smartcard reader;-and. -

providing an indication that a smartcard reader is communicatively coupled to

the host computerto the host computer operating system (108).

10. The methad ofclaim 9, further comprising the stepsof:

" receiving anindicationthat the personal key (300) has been communicatively

coupled to the USB-compliantinterface (130);

reporting’the indication that the personal key (300) is communicatively

coupled to the USB-compliantinterface.(130) to the host processor operating system

(108) as the insertion of a smartcard;

receiving an indication that the personal key (300) has been communicatively

decoupled from the USB-compliantinterface (130); and

reporting the indication that the personal key has been communicatively
decoupled from the USB-compliant interface (130) to the host processor operating
system (108) as the removalof the smartcard. |

11. -Fhemethodsefclaim8,-further comprising the steps of:

receiving a-protoco] type-selection (PTS) commandfrom the host-computer
operating system (108);.and..-.” -

providing a PTS response message to the operating system (108).
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BEGIN

ACCEPT A BOOTUP QUERY FROM THE HOST
402

COMPUTER OPERATING SYSTEM (BIOS) IN A
VIRTUAL SMARTCARD READER 

404
PROVIDE AN INDICATION THAT A SMARTCARD
READER IS COMMUNICATIVELY COUPLED TO

THE HOST COMPUTER
  

 
406

  RECEIVE AN INDICATION THAT A PERSONAL KEY
HAS BEEN COMMUNICATIVELY COUPLED TO

THE USB-COMPLIANT INTERFACE 

 
408

PROVIDE THE INDICATION THAT A SMARTCARD
IS INSERTED INTO THE READER TO THE HOST

COMPUTER OPERATING SYSTEM

 
 

410

RECEIVE A PTS COMMAND FROM THE HOST
COMPUTER OPERATING SYSTEM

412

PROVIDE A PTS RESPONSE MESSAGETO THE
HOST COMPUTER OPERATING SYSTEM
 

FIG.4A
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 ACCEPT A MESSAGE COMPRISING A
SMARTCARD READER COMMAND SELECTED

FROM A SMARTCARD READER COMMAND SET.
FROM A HOST COMPUTER OPERATING SYSTEM

IN A VIRTUAL SMARTCARD READER

414

 

 

 
 
 

416

PACKAGE THE MESSAGE FOR TRANSMISSION
VIA A USB-COMPLIANTINTERFACE ACCORDING

TO A FIRST MESSAGE TRANSFER PROTOCOL

TRANSMIT THE PACKAGED MESSAGE TOA 8
PERSONAL KEY COMMUNICATIVELY COUPLED

TO THE USB-COMPLIANT INTERFACE

RECEIVE THE PACKAGED MESSAGEIN THE
PERSONAL KEY

 
420

: : 422
UNPACKAGE THE MESSAGE IN THE PERSONAL

KEY TO RECOVER THE SMARTCARD READER
COMMAND  

424
TRANSLATE THE SMARTCARD READER

COMMANDINTO A SMARTCARD COMMAND
WITHIN THE PERSONAL KEY

PROVIDE THE SMARTCARD COMMAND TO THE
SMARTCARD PROCESSOR

FIG.4B (s)
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. RECEIVE AN INDICATION THAT THE
"PERSONAL KEY HAS BEEN

COMMUNICATIVELY DECOUPLED FROM
THE USB-COMPLIANT INTERFACE AS THE

REMOVAL OF A SMARTCARD

REPORTTHE INDICATION THAT THE
PERSONAL KEY HAS BEEN

COMMUNICATIVELY DECOUPLED FROM
THE USB-COMPLIANTINTERFACE TO THE

HOST PROCESSOR OPERATING SYSTEM
AS THE REMOVAL OF A SMARTCARD. 
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Pleaseforward to Group Art Unit__ 287

Amended Compact Discs

EXAMINER NOTE: THIS PAPER IS AN INTERNAL WORKSHEET ONLY. DO NOT ENCLOSE
WITH ANY COMMUNICATION TO THE APPLICANT. ITS PURPOSE IS ONLY THAT OF AN

AID IN HIGHLIGHTING A PARTICULAR PROBLEM IN A COMPACTDISC.

THE ATTACHED CD (COPY 1) HAS BEEN REVIEWED BYOIPE FOR

COMPLIANCE WITH 37 CFR 1.52(E). Please match this CD with
the application listed below. 7

Date: lo- |2005"
Serial No./Contral No. lo- AGOAGL
Reviewed By: K.SsMrTH Phone: 3 % AAaI0 CUANZ

[J The compact discs are readable and acceptable.

[| Copy 1 and Copy 2 of the compact discs are not:the same. 
[_] The compact discs are unreadable.

|_|. Thefiles on the compact discs are not inASCII.

[_] The compactdiscs contain atleast onevirus.

Other :

OL - SELF Re
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Nov 14 05 03:395p Dwight A. Staufferpeogyep (222? 381-6599
CENTRAL FAX CENTER

NOV 1 4 2005

IN THE UNITED STATES PATENT AND TRADEMARKOFFICE

Inventor(s): Ryan, etal. Confirmation Number: 2050
Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODS OF USE

Serial Number: 10/990,296 Publication No. 20050109841

Filing Date:—-11/16/2004 Publication Date 5/26/2005
Docket No.: Ryan C-4

Examiner: Le, Uyen Chau N. Art Unit: 2876

November 14, 2005
By Fax 571-273-8300

COMMISSIONER FOR PATENTS
P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT 

This is in response to an Office action dated 07/12/2005. A response was due 10/12/2005.

A fee ($60) for a one month's extension of time in which to respond is enclosed herewith.

Please amend the referenced application as follows:

Amendments to the Specification begin on page 2 ofthis paper.

Amendments to the Claimsare reflected in the listing of claims which begins on page 3 ofthis
paper.

Amendments to the Drawings.... none

Remarks/Arguments begin on page 13 ofthis paper.

11/16/2885 TLO111 @peaea43 18999295
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Amendments to the Specification:

Atpage I, lines 4-5 (entire paragraph)

This is a non-provisional filing based on USSN 60/520,698filed 11/17/2003 by Ryan, Comiskey,
and Knapich and Finn.  
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Amendments to the Claims:

This listing of claims will replaceall prior versions, and listings, of claims in the application: .

Listing of Claims:

1. (original) A compact personal token apparatus, comprising:

a connection madule;

a translation module;

a processor module; and

an input/output module.

2. (currently amended) The compact personal token apparatus of claim 1, wherein:
the connection moduleis for interfacing the personal token apparatus with [[a]] an

Internet-capable appliance; and

the interface is sclected from the group consisting of USB, FireWire, IR, Bluetooth,

standard serial port, WLAN.

3. (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection moduleis for interfacing the personal token apparatus with [[a]] an

Jnternet-capable appliance; and

the Internet-capable appliance comprisesa device selected from the groupconsisting of

personal computer (PC), laptop, PDA, MP3 playerand cellphone.

4, (original) The compact personal token apparatus of claim 1, wherein:

the translation module moves signals between a USB interface and a smart card interface.

5. (currently amended) The compact personal token apparatus of claim 4, wherein:

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443

(RFID-contactless interface) and ISO 15693 (RFID-contactless imterface) .

us
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6. (original) The compact personal token apparatus ofclaim 1, wherein:

the processor module comprises a dual interface (DD chip.

7. (original) The compact personal token apparatus of claim 1, wherein:

the processor module incorporates the translation module.

8. (original) The compact personal token apparatus of claim 1, wherein:

the output module comprises an RF antenna and a modulator.

9. (original) The compact personaltoken apparatusofclaim 1, further comprising:
flash memory.

10. (currently amended) The compactpersonal token apparatus of claim 1, wherein:
the translation module moves signals_between-aUSBinterfaceandawireless_interface

data or signals from a USB interface to an RFID interface and a wireless interface with storage of
data in a flash memory or EEPROM ofthe processor module (dual interface chip), and data can
reside temporarily at one of the interfaces.

11. (currently amended) The compact personal token apparatus of claim 1, wherein:

the translation module is incorporated in the processor module te-that-the-deviee so that

the personal token apparatus can go directly from USBto wireless (including RFID) without
being limited by smart card software architecture limitations.

12, (currently amended) The compactpersonal token apparatus of claim 1, wherein:

the connection, translation. processor and input/output modules are embodied in the a
form of an apparatus having the a general physical configuration of a conventional USB memory
fob.

13. (original) The compactpersonal token apparatus of claim 12, wherein the fob comprises;
a first physical module containing the input module andthe translation module; and
a second physical module containing the processor module and the output module.
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14, (original) The compact personal token apparatus of claim 1, wherein:

the output module comprises contacts for interfacing with a smart card.

15. (currently amended) The compact personal token apparatus of claim 1, wherein:
the fob is eapable-ef configured for interfacing with the Internet and emulating a smart

card,

16. (currently amended) The compactpersonal token apparatus ofclaim |, wherein:

the connection moduleis for interfacing the personal token apparatus with anInternet-
capable appliance; and further comprising:

an input module is for connecting to the Internet: and

the personal token apparatus incorporates firewall functionality to protect the Internet-
capable appleance appliance.

17. (original) The compact personal token apparatusofclaim 1, further comprising:
interfaces for ISO contact, contactless, USB and DSL.

18. (original) The compact personal token apparatus ofclaim1, further comprising:
an LCDscreen.

19. (original) The compact personal token apparatus ofclaim 1, further comprising:
at least one switch.

20._—_(original) The compactpersonal token apparatusof claim1, further comprising:
at least one LED.

21. (original) A compactpersonal token apparatus comprising:

a standard—compliant contact based interface, the contact based interface complying to at
least one standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA,
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Amendments to the Claims:  This listing ofclaims will replace all prior versions, andlistings, of claims in the application:
EE

Listing of Claims: SR
1. (original) A compact personal token apparatus, comprising:

aconnection module; RSESRmomen
a translation module;

Earsa processor module; and
pa

an input/output module. epityines

2. (currently amended) The compactpersonal token apparatus of claim 1, wherein:

the connection moduleis for interfacing the personal token apparatus with {{a]] an
Internet-capable appliance; and

the interface is selected from the group consisting of USB,FireWire, IR, Bluetooth,
standard serial port, WLAN.

3. (currently amended) The compact personaltoken apparatusofclaim 1, wherein:

the connection moduleis for interfacing the personal token apparatus with [[a}] an
Internet-capable appliance; and

the Internet-capable appliance comprises a device selected from the group consisting of
personal computer (PC), laptop, PDA, MP3 player andcellphone.

4. (original) The compact personal token apparatus of claim 1, wherein:

the translation module movessignals between a USBinterface and a smart card interface.

5. (currently amended) The compactpersonal token apparatus ofclaim 4, wherein:

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443

(RF1D-contactiess interface) and ISO 15693 (RFID-contactless interface) .  
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saaeresCompact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro RY
Drive, and any similar standard interface.

22. (currently amended) The compactpersonal token apparatus of claim 21, further

comprising:

a standard—compliant contactless/wireless interface; the contactless/wireless interface

complying to one or moreofthe following standard interfaces: wireless interface, RFID- 

contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces,

Bluetooth compatible interface, WLAN $12.11, UWB,and any similar interface.

23. (currently amended) The compact personal token apparatus of claim 22, further
comprising:

a standard-compliantinterface releaseably coupleable to a host processing device, this
being under the a commandofan operating system;

an interface module providing translationof standard-compliant contact based interface

messages via 2 memory chip to Bluetooth /WLAN 812.11 device compatible compliant

messages, and providing the translation of Bluetooth /WLAN 812.11 device compliant messages
via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth (WLAN812.11 device having a Bluetooth/WLAN 812.11 compliant
interface communicating through the interface module with the host processing device via a

memory chip; the same Bluetooth /WLAN 812.11 device communicating through #s a Bluetooth
/WLAN812.1] compatible interface.

24, (currently amended) The compact personal token apparatus of claim 23, wherein:

the contactless / wireless medule interface is releaseably coupleable from the Interface
interface module.

25. (original) The compactpersonal token apparatus ofclaim 22, further comprising:
a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module:
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wherein the additional memory can be used for user authentication and to run

applications.

26. (original) The compactpersonal token apparatus of claim 22, further comprising:
a standard—compliant smart card contact interface complying to ISO 7816,or any similar

interface.

27. (currently amended) The compact personal token apparatusofclaim 22, further
comprising:

a processor module, preparing messages to be sent by the contactless/wireless interface

[[of]] and interpreting messages received via the interface.

28. (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a standard-compliantinterface releaseably coupleable to a host processing device, this
being under [[the]] a commandofan operating system;

an interface module providingtranslation ofstandard-compliant contact based interface

messages to [SO 7816 compliant messages and providing the translation of ISO 7816 compliant
messages to standard-compliant contact based interface messages;

a dualinterface processor having an ISO7816 compliant interface communicating through
the interface module with the host processing device, the dual interface processor communicating
through an RFID-contactless interface and connected to an inductive antenna.

29. (currently amended) The compactpersonal token apparatus of claim 28, wherein:

the contactless / wireless medule interface is releaseably coupleable from the Interface
interface module.

30. (currently amended) The compact personal token apparatusof claim 28, wherein:

the dualinterface processor is mountedin a dual interface card complying to ISO 7810 or
a 7816 compliant SIM module and connected norms;
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the compact personal token apparatus provides physical contacts for the dual interface
card, or a 7816 compliant form factor; and

when connected, the dual interface or SIM card can communicate with the host

processing device through the interface module inside the personal token apparatus and, once the
communication is done, the card can be released frorn the personal token apparatus and can be
used then in the real world.

31. (currently amended) The compact personal token apparatus of claim 28, wherein:

the dual interface chip (processor) inside the personal token apparatus can bedirectly
programmedby a software runningon the host system using the interface processor withoutthe
need for an external contact based dual interface read/write device.

32. (currently amended) The compact personal token apparatus of claim 31, wherein:

 
the software is web based,allowingfor downloading information from the web directly

into the dual interface processor memory, thus linking the virtual world to the real world.

33. (currently amended) The compactpersonal token apparatus of claim 3+ 32, wherein:

 
the downloaded information can be used in the real world by using the contactless RFID

interface.

34, (original) The compact personal token apparatus of claim 33, wherein:
the downloaded information can be usedin the real world by using the contactless RFID

interface.
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35, (currently amended) The compactpersonal token apparatusofclaim 33, wherein:

the information stored in the personal token apparatus via the standard contact based

interface is used for personal identification, secure network logon, access control, e-ticketing, e-
paymentand similar applications using either the standard compliant interface or the RFID-
compliant interface.

36. (currently amended) The compact personal token apparatusofclaim 33, wherein:

information received through the RFID-interface can be stored in the memory ofthe
personal token apparatus and can then beprovided to the host processing device via the standard

interface, thus allowing a complete information exchange betweenthevirtual world andthereal
world.

37. (currently amended) The compactpersonal token apparatus of claim 31, wherein:

the information stored in the personal token apparatus via the standard contact based

interface is used for personal identification, secure network logon, access control, e-ticketing, e-
paymentand similar applications using either the standard compliantinterface or the RFID-
compliant interface.

38. (currently amended) The compact personal token apparatus of claim 31, wherein:

information received through the RFID- interface can be stored in the memory ofthe
personal token apparatus and can then be provided to the host processing device via the standard
interface, thus allowing a complete information exchange betweenthe virtual world and the real
world.

39. (original) The compactpersonal token apparatusof claim 31, further comprising:
additional memory selected from the group consisting of flash memory and EEPROM

device powered and addressed by the processor module;
wherein the additional memory can be used for user authentication and to run

applications.
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40. (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a standard-compliantinterface releaseably coupleable to a host processing device, this
being under theacommandofan operating system;

 
an interface module providing translation of standard-compliant contact based interface

Suavemessages via a memory chip to Bluetooth /WLAN 812.11 device compatible compliant

ceamessages, and providing the translation of Bluetooth (WLAN 812.11 device compliant messages
via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth (WLAN 812.11 device having a Bluetooth/WLAN 812.11 compliant

interface communicating through the interface module with the host processing device via a
memory chip; the same Bluetooth /WLAN 812.11 device communicating through its Bluetooth

_/WLAN 812.11 compatible interface. :

41. (original) The compactpersonal token apparatus of claim 21, further comprising:
a processor module; and

additional memory selected from the group consisting offlash memory and EEPROM
device powered and addressed by the processor module;

. wherein the additional memory can be used for user authentication and to run
applications.

42. (original) The compactpersonal token apparatus of claim 21, further comprising:

a standard—compliant smart card contact interface complying to ISO 7816, or any similar
interface.

43, (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a connection module, connecting the personal token apparatus to a host device sueh-as

including PC, PDA, smart cellular phone or similar device,either directly or with the help of a
standard reader device such as a memorycard reader.

10
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44. (currently amended) The compactpersonal token apparatusofclaim 21, further
comprising: ,

a standard-compliant interface releaseably coupleable to a host processing device, this
being under theacommandofan operating system; and

a translation module,translating messages incoming from the contact based interface,

and translating messages to the host device from the personal token apparatus.

45, (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a triple interface (e-e-contact;contactless,SB)processor including contact, contactless.
USB.

46. (currently amended) Methodofinteracting wirelessly, comprising:
providing a device;

interfacing the device with [[a]} an Internet-capable appliance; and

providing a smart card interface in the device,

47. (original) Method, according to claim 46, wherein:

the interface with the Internet-capable appliance is selected from the group consisting of
USB,FireWire, IR, Bluetooth, standard serial port, WLAN.

48. (original) Method, according to claim 46, wherein:

the Internet-capable appliance comprises a device selected from the group consisting of
personal computer (PC), laptop, PDA, MP3 player and cell phone.

49, (original) Method, according to claim 46, wherein: .

the smart card interface is selected from the group consisting of ISO 7816, ISO 14443
and ISO 15693.

50. (original) Method, according to claim 46, wherein:

the device is modular in construction.

i
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51. (currently amended) Method, accordingto claim 46, wherein:

the device performsa firewall functionality to protect the Internet-capable appheance
appliance.

52. (original) Method, according to claim 46, wherein:

the device incorporates interfaces for ISO contact, contactless, USB and DSL.

12
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Responding to the Office action A
This is in response to an Office action dated 7/12/2005.

A response is due 10/12/2005, and can be extended. i

A one month extension of timeis required and requested. November12th is a Saturday.

Status of the Claims

Claims 1-52 are pending.

Claims 1-52 are rejected.

Inventorship

Please note that this application claimedpriority of three provisional applications, as follows:

- This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan,
Comiskey and Knapich.

- This is a non-provisional filing based on USSN 60/562,204 filed 4/14/2004 by
Comiskey, Finn and Ryan.

- This is a non-provisionalfiling based on USSN 60/602,595 filed 8/18/2004 by Finn.

Recently, the inventorship in the first provisional (60/520,698) was amended to include Firrz.

(Corrected Filing Receipt mailed 10/03/2005)

The Specification (page I, cross-references) is amended, accordingly.

Information Disclosure

Recently, an Information Disclosure Statement wasfiled, along with the appropriate fee.
(return postcard stamped Sep 12, 2005)

Claim Objections

Numerous objections were noted by the Examiner, with suggested substitutions.

The claims have been amended per the Examiner's suggestions.

13
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35 USC §112, secondparagraph

Claim 32, line 2, regarding "the downloaded information" lacks antecedent basis.

Claims32 and 33 have beeneffectively "reversed", and claim 33 now dependsfrom claim 32.

Substantive Grounds ofRejection
The prior art being relied uponis:

US 6,748,541 (Margalit)

US 2003/0236821 (Jiau)

Claims 1-7, 9, 12-16, 21, 41-44 and 46-5] are rejected under 35 U.S.C. 102(e) as being

anticipated by Margalit et al (US 6,748,541). The Examinerstates the following:

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51: Margalit et al discloses a compact personal
token apparatus 125, comprising; a connection module 140; a translation module, which
incorporated with a processor module 130; and an input/output module (fig. 2); wherein: the
connection module 140 is for interfacing the personal token apparatus with a an Internet-
capable appliance; and the interface is a USB interface (fig. 2); wherein: the connection
module 140 is for interfacing the personal token apparatus with a an Internet-capable.
appliance; and the Internet-capable appliance comprises a device, which is a personal
computer (PC); wherein: the translation module movessignals between a USB interface and
a smart card interface (fig. 2; col. 5, lines 1-30); wherein: the smart card interface 170 is an
ISO 7816; wherein: the processor module 130 comprises a dual interface (DI) chip (.e., USB
and smart card); wherein: the processor module 130 incorporates the translation module(i.c.,
for passing data from the smart card to the USB interface chip 140 and vice versa) (fig. 2;
col. 5, lines 20-27); flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical module
containing the input module and the translation module; and a second physical module
containing the processor module and the output module (fig. 3); wherein: the connection,
translation, processor, and input/output modules are embodied in a form of an apparatus
having a general physical configuration of a conventional USB memoryfob (figs. 3-5B);
wherein: the output module comprises contacts for interfacing with a smart card (fig. 2); the
fob is configured for interfacing with the Internct and emulating a smart card (fig. 2);
wherein: the connection module 140is for interfacing the personal token apparatus with an
Internet-capable appliance; and further comprising: an input module is for connecting to the
Internet; and the apparatus incorporatesfirewall functionality to protect the Internet-capable
appliance (i.¢., login process including username and password) (fig. 5B); a standard-
compliant contact based interface, the contact based interface complying to at least one
standard interface selected from the group consisting of USB, IEEE 1394, PCMCIA,
Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM
Micro Drive, and anysimilar standard interface (fig. 2).

14
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Claims1, 8, 10, 11, 18-29 and 31-40 are rejected under 35 U.S.C. 102(e) as being anticipated by

Jiau (US 2003/0236821 Al). The Examinerstates the following:

Re claims 1, 8, 10, 11, 18-29 and 31-40: Jiau discloses a compact personal token apparatus1,
comprising: a connection module 1312 (paragraph [0044]); a translation module, which
incorporated with a processor module 132; and an input/output module [139, 1341, 1342,
1343, 13441 (figs. 1 & 3A-3C); the translation module moves signals between a USB
interface and a wireless interface (paragraphs [0050-0051]); an LCD screen 1341 and LEDs
1342 (fig. 3C); a standard-compliant contact based interface, the contact based interface
complying to at least one standard interface selected from the group consisting of USB,
IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart Media, Secure
Digital, mini SD, IBM Micro Drive, and any similar standard interface (paragraph (0044}); a
standard-compliant contactless/wireless interface 1311; the contactless/wireless interface
1311 complying to one or more of the following standard interfaces: RFID-contactless
interface according to WLAN 812.11 and Bluetooth compatible interface (paragraphs [0047]
& [0050]; a flash memory 133 (fig. 3A); wherein:the dual interface chip (processor) inside
the personal token can be directly programmed by a software running on the host system
using the interface processor without the need for an external contact based dual interface
read/write device (paragraph [0052]); wherein: the downloaded information can be used in
the real world; wherein: the software is web based, allowing for downloading information
from the web directly into the dual interface processor memory thus linking the virtual world
to the real world (paragraph [0052]); wherein: the information stored in the personal token
via, the standard contact based interface is used for personal identification, secure network
logon, access control, e-ticketing, e-payment and similar applications using either the
standard compliant interface or the RFID-compliantinterface (paragraph [0067]).

Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as being unpatentable over Margalit et
al in view ofJiau. The Examinerstates the following:

Re claims 17, 45 and 52: Margalit et al has been discussed above but is silent with respect
to a contactless interface.

Jiau teaches a communication unit 131 includes wireless connection 1311 (fig. 3B;
paragraph [0051}).

It would have been obvious to an artisan of ordinary skill in the art at the time the
invention was made to incorporate a wireless connection of Jiau into the sysiem taught by
Margalit et al in order to provide Margalit et al with a universal system wherein the system
can be utilized in any type of communications (i.e., contact, contactless, USB, etc.).
Furthermore, such modification would provide the user the flexibility in using the system
wherein the user does not have to concern about whether or not the system is compatible
with a particular communication system that the user intend to use, and therefore an obvious
expedient.

Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentabie over Jiau in view of Margalit
etal. The Examinerstates the following:
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Re claim 30: Jiau has been discussed above butis silent with respect to aninterface thatis
complying to ISO 7810 or a 7816 compliant SIM module.

Margalit et al teaches a personal token apparatus 125 having an interface that is a 7816
compliant SIM module (fig. 2).

It would have been obvious to an artisan of ordinary skill in the art at the time the
invention was made to incorporate a 7816 compliant SIM module of Margalit et al into the
system as taught by Jiau in order to provide Jiau with a universal system wherein the system
can be utilized in any type of communications {i.e.. contact, contactless, USB, etc.),
Furthermore, such modification would provide the user the flexibility in using the system
wherein the user does not have to concern about whether or not the system is compatible
with a particular communication system that the user intend to use, and therefore an obvious
expedient.

The Cited References, Generally
US 6,748,541 (Margalit) discloses user-computer interaction method for use by a population of
flexibly connectable computer systems and a population of mobile users, the method comprising
storing information characterizing each mobile user on an FCCS plug to be borne by that mobile
user; and accepting the FCCS plug from the mobile user for connection to one ofthe flexibly
connectible computer systems and employing the information characterizing the mobile user to
perform at least one computer operation.

In Margalit, mention is made of "smart card", in the summary/glossary section (column 3, line

30). ( The term "smart card”refers to a typically plastic card in which is embedded a chip which
interacts with a reader, thereby allowing a mobile bearer of the smart card to interact with a

machine in whichis installed a smart card reader, typically with any of a network of machines of
this type. )

Although mentioning "smart card", no mention is made by Margalit to a contactless interface or
any suggestion thereof.

Compare, for example, the following statement by Margalit: "A particular feature of the USB

plug device of FIG. | is that it has data storage capabilities and is thus analogous to a memory
smart card." (column 4,line 20)
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See also Margalit at column 5, line 1: "FIG. 2 is a simplified block diagram of a USB plug
device, constructed and operative in accordance with a preferred embodiment of the present
invention, which is a one-piece smart card reader and smart card chip preferably providing both
secured storage and cryptographic capabilities."

See also Margalit at column 5, line 20:

The USB interface chip 140 gets USB packets from the USB host 120. The USB
interface chip 140 parses the data and passesit to the microprocessor 130. The data, which
typically comprises a 1SO7816-3 T=0/1 formatted packet, is passed by the microprocessor
to the smart-card 170 in a IS07816-3 protocol. The microprocessor 130 gets the response
from the smart card 160 and passes the data to the USB interface chip 140. The USB
interface chip 140 wrapsthe data in USB packet format and passes it to the host 120.

A particular advantage of the embodiment of FIG. 2 is that smart card functionality is
provided but there is no need for a dedicated reader because the plug 110 is connected
directly to a USB socket in the host 120.

See also Margalit at column 7, line 3: 

Smart card functionalities which are preferably provided by the FCCS plug of the present
invention include:

1, Controlling access to computer networks: Smart card or plug has ID information,
network authenticates and allows access on that basis. Authentication may be based upon
“what you have", “what you are” e.g. biometric information and "what you know"(e.g.
password).

2. Digital signatures or certificates for verifying or authenticating the identity of the
sender of a document.

3. Storage of confidential information e.g. medical information. A smart card or plug may
store confidential information and interact with a network which does not store the
confidential information.

Margalit is assigned to Alladin Knowledge Systems, Ltd. An example ofthe end product can be
found at http:/Awww.aladdin.com/etoken/usb_device.asp

In Margalit, no mention is made to a contactless interface or any suggestion thereof.

US 2003/0236821 (Jiau) discloses body wearable personal network server and system. A body
wearable personal network server device hasa display, function keys, alarm output indicators, a
disk driver to receive and store clients' data, and communication devices to communicate to its

clients, such as mobile phone, personal digital assistant (PDA), personal computer, and notebook

17
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computer, A body wearable personal network device also contains software modules; such as a

protocol handler to handle Internet based protocols XML/FTP/HTTP/TCP/IP, diagnostic system
to automatically transmit of notification messages to its clients, and ‘various applications to

provide various services for its clients. A body wearable personal network device has gateway
functionality between PAN (using Bluetooth) and WLAN(using IEEE802.1 1b).

The following numbered paragraphs (44, 47, 50, 51, 52 & 67) from Jiau are specifically cited by
the Examiner:

[0044] FIG. 1A illustrates the general working environment of the present invention
whereit is applied. The device of the present invention denoted as 1 is a body wearable
device, and is able to communicate with personal communicators, such as mobile
phone denoted as 2, PDA denoted as 3, personal computer denoted as 4, and notebook
computer denoted as 5, via a wireless connection; such as a PC card (formerly known
as PCMCIA card--The Personal Computer Memory Card International Association)
providing IEEE 802.11 or Bluetooth protocol in a PC card slot, or/and a wire
connection through USB connector. In order to achieve the functions of the present
invention, the proper software needs to be installed in the device of the present
invention |, and in the personal communicators 2,3, 4, and 5.

[0047] FIG. 1C shows that the BWPNS denoted as 1 provides the gate way
functionality between PAN (through protocol; such as Bluctooth), and WLAN
(through protocol; such as IEEE802.116).

[0050] As illustrated in FIG. 2D, the BWPNSdevice is designed for providing wire
and wireless connections. The wire connection is the USB type of adaptor denoted as
121, which is able to connect to a client via USB cable denoted as 122. The wireless
connection use a Bluetooth plus IEEE802.11b card build inside device 6, which can
adopt dual-mode Bluetooth and IEEE802.11b in the same device; such as Blue802
Technology unveiled by Intersil and Silicon Wave. Contact information is Silicon
Wave, Inc. 6256 Greenwich Drive Suite 400, San Diego, Calif. 92122 and Intersil
Corporation, 7585 Irvine Center Drive Suite 100, Irvine, Calif. 92618. A battery
release button denoted as 119 to release the removable battery, which is locked
through the notch denoted as 120. The power supply contacts denoted as 118. The
speaker apparatus denoted as 124, which is programmable and allows application
programsto use it to generate basic radio alarms.

In Jiau [0050], the body wearable personal network server (BWPNS) device is designed for
providing wire and wireless connections. The wire connection is the USB type of adapter
denoted as 121, whichis able to connect to a client via a USB cable denoted as 122. The wireless
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connection uses a Bluetooth plus IEEE 802.11b card build inside the device 6, which can adopt
dual-mode Bluetooth and IEEE 802.11b in the same device. Looking at the website of Suncore,
www.suncore.com.tw, it can be recognised that the above description is a dual mode wireless

adapter.

[0051] A block diagram FIG, 3A illustrates the primary components to comprise the
BWPNShardware portion 21 of the server 1 in FIG. 1B. The components include
MPU (MicroProcessor Unit) 132, power supply 138, ROM and RAM memory 135,
output devices 134, Flash Memory Chips; (Disk-on-Chips) 133, the communication
units 131, function key entry 139, and a timer 136. The communication units
illustrated in FIG. 3B include wireless connection 1311, providing dual radio modes of
PAN(such as Bluetooth) plus WLAN (such as IEEE 802.11b) via a PC card or build-
in device, and USB wire communication port 1312. The output devices illustrated in
FIG, 3C include a LCD 1341, indication LEDs 1342, a speaker 1343, and a vibrated
device 1344,

[0052] A block diagram FIG. 4A illustrates the software hierarchical structure for
software portion 22 in FIG. 1B in the BWPNSdenoted as 1 in FIG. 1B. The device
drivers 24] interface with hardware devices and provide the upper level the software
channels to use hardware devices, such as to access hard disk driver for retrieving or
storing data files. An operating system (OS) 242 is a brain of the software portion,
which handles and manages system resources, schedules application tasks, manages
memory allocation, handles system exceptions, and so on. The HTTP/TCP/IP/Data
Link/Physical Layer protocol handler 243 performsall protocol issues according to
protocol agreements published by the standard organizations; such as ITU or IETE.
Based on the customer's requirements, profiles or the incoming event type, the XML
(Extensible Markup Language) handler 244 or FTP (File Transfer Protocol) handler
245 is evoked for receiving or sending the proper types of presentations. The data
formatter 246 is the extension of the applications. which convert data into proper
format according to users’ profiles. As FIG. 4C, the generated data formats that the
BWPNSsupports are audio data 221, such as wav files, music data 222, such asmp3
files, binary data 223, control data 224, which is under the control command format
using between server and clients, text data 225, image data 226, such as JEPG, web
data 227, such as WAP, XMLfiles, game data 228, movie data 229, such as mpeg
files, and library data 230, such asdll files.

[0067] FIG.5 is a data flow diagramthatillustrates the software portion 22 in FIG. 1B
in the BWPNS denoted as I in FIG. 1B. The communication reception unit 15]
receives an event sent from a client (a personal communicator), or from the function
key touch pad on the BWPNS. The communication reception unit forwards the event
to the security-checking unit 153 for the security and authorization checking. [f the
incoming event does not pass the security checking, a failure indication signal will be
sent back to the event generator via the communication transmission unit 152. If the
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incoming event passes the checking, the eventis sent to the signal management unit
154 for distinguishing the type of the event in order to determine the further direction
of the event. If the event is sent from the personal communicator, the signal
confirmation unit 155 will be evoked to send a confirmation message back to the
personal communicator via the communication transmission unit 152, otherwise based
on the event type, a proper event handler unit is evoked to handle the incoming event.
The general event handlers are: System Command Handler Unit (SCHU) 157: Some of
events are for contro] commands, which are used to control, manage, or synchronize
the in progressing communication activities between the server (BWPNS), and clients
(Personal Communicators); such as hand sharkingactivity.

The Invention, Generally

The invention is directed to MULTI-INTERFACE COMPACT PERSONAL TOKEN

APPARATUS AND METHODSOF USE.(Title) A compactpersonal token apparatus, suitably

resembling a conventional USB memoryfob in size, shape, and form which can be plugged into a

PC and interfaced with the virtual world of the Internet. The apparatus is capable of loading and

storing information from the Internet, via the PC to its flash memory or EEPROMandthen using
the storedinformation or value via its wireless interfacein the real world. The apparatus is
capable of implementing an auto-run application, when inserted into a personal computer. The

apparatus is capable of exchanging information with other devices having compatible interfaces.
The apparatus can also function as a firewall when plugged between an Internet connection and a

PC. (See Abstract)

More particularly, as described in the Specification (paragraph references from published
application),

[0124] The invention is generally a compact personal token apparatus which can be

plugged into a personal computer and interfaced with the virtual world of the Internet.

The apparatus (or, as will be evident, a portion of a modular apparatus) can then be

removed from the personal computer and used to conduct real world transactions. The

compact personal token apparatusis suitably in the general form of a fob, resembling a

USB memoryfob. The compact personal token apparatus comprises a wireless interface.

20
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The inventionis directed to an apparatus incorporating USB, RFID & WLANinterfaces as well

as Mass Storage in a single device,

It should be understood, andit is supported, that thoughoutthe specification, the term “wireless

interface” generally (and frequently) refers to RFID (contactless) and Wireless (WLAN), in the
plural form.

As is known, RFID (i.e. contactless) operates at 13.56 MHz, and Wireless (i.e. WLAN

802.1 1a/b/g) operates at 2.4 & 5.0 GHz. Theyare different, but they are both “wireless” in the

broad sense of the term. RFID operates at a maximumdistance of 1 meter for pure identification
and in a paymentapplication, the distance is restricted to 10 cm.

As is clearly set forth in the specification, the apparatus of the present invention can
communicate either with the RFID — contactless interface or with the Wireless Interface. The

apparatus is constructed to have both. In a derivation of the apparatus, the apparatus also

includes Bluetooth (for private area network) which operates at the same frequency as WLAN
802.11 b/g, but in fact is an additional interface.

In summary, the RFID contactless interfaces are ISO 14443, 15693 and NFC, the wireless

interfaces are WLAN, Bluetooth and UWB and the mechanical interface is for example USB.

The present invention has these interfaces. Additionally, the present invention has a shared

memory between the interfaces which can be EEPROM or NANDFlash Memory. The Smart
Card interface is an internal configuration where the device of the invention translates USB to

Smart card protocol.

[0129] The invention is generally a compact personal token apparatus which can be by

means of standard-compliant interfaces (described hereinbelow) connected to a personal

computer and/or other internet capable devices such as; cell phones, personal digital
assistants (PDA), digital media players, digital cameras etc. and interfaced with the

virtual world of the Internet. The apparatus (or, as will be evident, a portion of a
modular apparatus) can then be removed from the personal computer and used to

21
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conductreal world transactions. The compact personal token apparatusis suitably in the

general form of a fob, resembling a USB memory fob. In some implementationsit will

take the general form factor required of the standard compliantinterface such as SD and

Mini SD cards, Multi Media Cards (MMC), PCMCIA Cards,etc. The compact personal

token apparatus generally comprises a wireless interface.

Again(in the previous paragraph), the term “wireless interface” refers to RFID (contactless) and
Wireless (WLAN),in the plural form.

{0131] According to the invention, a compact personal token apparatus comprises a

connection module; a translation module; a processor module: and an input/output

module. The connection moduleis for interfacing the personal token apparatus with an

Internet-capable appliance; and the interface is selected from the group consisting of

USB, FireWire, IR, Bluetooth, standard serial port, WLAN. The Internet-capable

appliance may comprise a device selected from the group consisting of personal

computer (PC), laptop, PDA, MP3 player and cellphone. The translation module moves

signals between a USB interface and a smart card interface. The smart card interface

may be selected from the group consisting of ISO 7816, ISO 14443 and ISO 15693.

Here (in the previous paragraph), we specify USB (mechanical interface), WLAN & Bluetooth

(wireless interface) and ISO 14443 and ISO 15693 (contactless interface or generic terms RFID)

[0134] The apparatus may further comprise a standard-compliant contactless/wireless

interface; the contactless/wireless interface complying to one or more of the following

standard interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693

as well as similar interfaces, Bluetooth compatible interface, WLAN 812.11, UWB, and

any similar interface.

Paragraph [0134] expresses the contactless/wireless distinction better, and supports the comments

made before about "wireless" including either contactless (e.g., RFID) or Wireless (e.g., WLAN)
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[0137] The apparatus may further comprise a dual interface chip (processor) inside the

personal token which can be directly programmed by a software running on the host

system using the interface processor without the need for an external contact based dual

interface read/write device. The software may be webbased, allowing for downloading

information from the web directly into the dual interface processor memory (for

example, event tickets) thus linking the virtual world to the real world. The downloaded

information may be used in the real world by using the contactless RFID interface.

[0141] The apparatus may further comprise a processor module; and additional memory

selected from the group consisting of flash memory and EEPROM device powered and

addressed by the processor module; wherein the additional memory can be used for user

authentication and to run applications.

[0146] The apparatus may further comprise a triple interface (e.g., contact, contactless,

USB). processor.

(0151] The "smart fob" is capable of loading and storing information from the Internct,

via a PC or other Internet capable device to its memory and then using the stored

information via its wireless interface in the real world. The "smart fob" is also capable of

exchanging information with a conventional smart card.

An importance point being made in the prevoius paragraph(s) is the concept of exchanging data

from the memory.

Traversing the Rejection

First of all, there is little or no correlation between the technology of the present invention and

the technology combination of Margalit and Jiau. The present invention merges RFID with

Wireless and incorporates Flash Memory for storage and autorun applications as well as

incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact

smart cards with a USB token for the PC environmentand Jiau outlines a wireless server client
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which can communicate with a mobile computing device. Jiau also bridges PAN and WLAN,

which in fact is a dual mode WiFi adapter.

Margalit et al (US 6,748,541) and Jiau (US 2003/0236821) do not anticipate the combination of

USB, Contactless, Wireless and Extended Memory with Flash. Margalit is focused on a smart

card token (for example for an online banking application), while Jiau is focused on a portable

- server with dual mode wireless interface, namely Bluetooth and WiFi (this apparatus is almost

like an Access Point or Router to enable Internet communication with the client, namely a PDA).

Neither of them concerns themselves with RFID for logical and physical access as well as

authentication and payment. Even combining the teachings of the two references, it is not

possible to create the apparatus of the present invention.

The independent claimsare dirccted to...

1. A compactpersonal token apparatus ...
(claims 2-20 depend from claim 1)

21. A compact personal token apparatus...

(claims 22-45 depend from claim 21)

46. Methodofinteracting wirelessly ...

(claims 47-52 depend from claim 46)

Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected as being anticipated by Margalit.

US Patent 6.748.541 (Margalit) describes a flexible connectable computer system apparatus for

use by a population of mobile users. The configuration of the apparatus in it’s sirnplest form

includes a USB interface chip, a CPU, user data memory, firmware and a random access

memory. By replacing the user data memory by an ISO compliant smart card chip, the apparatus

incorporates a USB plug device which is a one-piece smart card reader and smart card chip

providing both secured storage and cryptographic capabilities. The USB plug device includes a

CPU and a smart card chip memory, typically a ISO7816 (T=0/1) protocol-based chip

communicating with the CPU using an ISO7816-3 protocol. The smart card functionalities

provided by the apparatus include:
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- Digital signature verification and / or controlling access to computer networks

- Storage of confidential information

- Electronic token to authenticate information and / or store passwordsorelectroniccertificates

Margalit's apparatus can also be used for authentication in Virtual Private Networks, extranet and
e-commerce.

Claims 5, 6 and 49 differ from Margalit with respect to the contactless interface. Regarding the

amendment to claim 5, support may be found in the specification at page 24.

The apparatus may further comprise a standard—compliant contactless/wireless interface;
the contactless/wireless interface complying to one or more of the following standard
interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693 as wel! as
similar interfaces, Bluetooth compatible interface, WLAN 812.11, UWB, and any similar
interface.

Claims 1, 8, 10, 11, 18-29 and 31-40 arerejected as being anticipated by Jiau.

US 2003/0236821 (Jiau) describes a server-client model ofdata collection and internet working

gateway system.It relates to a body wearable personal network device (server) having gateway

functionality between PAN (Personal Area Network using Bluetooth) and WLAN (Wireless

Local Area Network using [EEE802.1]b). Jiau separates a conventional data communicator

device into a server and a client. The server is a body wearable device having its own battery &

memory, and able to communicate with the client. The client is a conventional personal

communicator such as a mobile telephone, personal digital assistant (PDA), personal computer,

pocket personal computer or a notebook. In short, the body wearable personal network device

portion is acting as a server and the personal communicatorsare acting as clients.

Jiau's BWPNS device is designed for providing wire and wireless connections. The wire

connection is the USB type of adaptor whichis able to connect to a client via a USB cable. The

wireless connection avails of a Bluetooth plus IEEE802.11b card, built into the device which can

adopt dual mode Bluetooth and IEEE802.11b in the same device.

Jigu relates to an interdependent server-client model whereby the wireless communicationis only
between the server and the client. There is no mention of communication with the World Wide
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Webvia a wireless access point with the server. The wireless communication is confined to the

server-client model. Furthermore, there is no mention of contactless technology for the purpose
ofidentification and payment.

The sole function of Jiau's BWPNS is to handle some of the computing performed by
conventional PDA’s and mobile telephones. This fact is highlighted in the background of the
invention.

Taking into account the abovementioned,the following can be observed:

Claim 8 is novel over Jiau when referring to the RF antenna in connection with contactless and

wireless technology.

Claim 10 is amended herewith to distinguish from a conventional wireless dongle.

Claim 11 is amended herewithto clarify that "wireless" incorporates radio frequency
identification (RFID).

Claim 22 Sec text at specification page 24 (quoted above)

Claim 31 describes a dual interface chip, again relating to radio frequency identification and
therefore differs from Jiau.

Claims 32 - 40 are novel over Jiau.

Claims 17. 45 and 52 are rejected as being unpatentable over Margalit in view ofJiau.

Claims 17, 45 and 52 are patentable in light of the comments made above.
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Claim 30 is rejected as being unpatentable over Jiau in view of Margalit.

As noted above,thereis little or no correlation between the technology of the present invention

and the technology combination of Margalit and Jiau. The present invention merges RFID with

Wireless and incorporates Flash Memory for storage and autorun applications as well as

incorporating diverse mechanical connection interfaces. Margalit is attempting to replace contact
smart cards with a USB token for the PC environment and Jiau outlines a wireless server client

which can communicate with a mobile computing device. Jiau also bridges PAN and WLAN,
whichin fact is a dual mode Wi-Fi adapter.

Conclusion

The claims should be allowed.

No new matter is entered by this Amendment.

A fee for a one month's.extension of time is enclosed, and the extension is requested.q

For the Applicant,

 
Dwight A. Staufi Registration No. 47,963

1006 Montford Rd.

Cleveland Hts., OH 44121
216-381-6599 (ph/fax)
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Application No. Applicant(s)

10/990,296 RYAN ET AL.

Office Action Summary Examiner Art Unit
 

Uyen-Chau N. Le 2876

-- The MAILING DATEof this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLYIS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,

WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.Extensionsof time may be available under the provisions of 37 CFR 1.136(a). In no event, however, maya reply betimely filed
after SIX (6) MONTHSfram the mailing date of this communication.

- lfNO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHSfrom the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Anyreply received by the Office later than three monthsafter the mailing date of this communication, evenif timely filed, may reduce any
earned patent term adjustment. See 37 CFR 1.704(b).

Status

1) Responsive to communication(s)filed on 14 November 2005.
2a)[X) This action is FINAL. 2b)L] This actionis non-final.
3)L] Sincethis application is in condition for allowance exceptfor formal matters, prosecution as to the merits is

closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4) Claim(s) 1-52 is/are pendingin the application.

4a)Of the above claim(s)___ is/are withdrawn from consideration.

5)LJ Claim(s) is/are allowed.

6)X] Claim(s) 1-52 is/are rejected.

7) Claim(s)___ is/are objected to.
8)L] Claim(s)___ are subject to restriction and/or election requirement.

Application Papers

9)LJ Thespecification is objected to by the Examiner.
10) The drawing(s) filed on is/are: a)L_] accepted or b)] objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).

Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

11)L] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)L] Acknowledgmentis madeof a claim forforeign priority under 35 U.S.C. § 119(a)-(d) or(f).
a)LJ All b)L) Some * c)LJ Noneof:

1.0] Certified copies of the priority documents have been received.
2.1.1 Certified copies of the priority documents have been received in Application No.
3.L.] Copiesof the certified copies of the priority documents have been receivedin this National Stage

application from the International Bureau (PCT Rule 17.2(a)).

* See the attached detailed Office action fora list of the certified copies not received.

Attachment(s)

4) Xl Notice of References Cited (PTO-892) 4) CT Interview Summary (PTO-413)
2)LJNotice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date.
3)LAInformation Disclosure Statement(s) (PTO-1449 or PTO/SB/08) 5) L] Notice of informal PatentApplication (PTO-152)

Paper No(s)Mail Date 6) C] other:

 
U.S. Patent and Trademark Office :

PTOL-326 (Rev. 7-05) Office Action Summary Part of Paper No./Mail Date 11706
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Art Unit: 2876

DETAILED ACTION

Prelim. Amdt/Amendment

1. Receipt is acknowledged of the Amendment filed 14 November

2005.

Information Disclosure Statement

2. The information disclosure statement filed 09/12/2005 fails to

comply with 37 CFR 1.98(a) (2), which requires a legible copy of each

cited foreign patent document; each non-patent literature

publication or that portion which caused it to be listed; and all

other information or that portion which caused it to be listed. It

has been placed in the application file, but the information

referred to therein has not been considered.

Claim Rejections - 35 usc § 102

3. The following is a quotation of the appropriate paragraphs of

35 U.S.C. 102 that form the basis for the rejections under this

section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent
by another filed in the United States before the invention thereof by the
applicant for patent, or on an international application by another who has
fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of
this title before the invention thereof by the applicant for patent.
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Application/Control Number: 10/990,296 Page 3
Art Unit: 2876

The changes made to 35 U.S.C. 102(e) by the American Inventors

Protection Act of 1999 (AIPA) and the Intellectual Property and High

Technology Technical Amendments Act of 2002 do not apply when the

reference is a U.S. patent resulting directly or indirectly from an

international application filed before November 29, 2000. Therefore,

the prior art date of the reference is determined under 35 U.S.C.

102(e) prior to the amendment by the AIPA (pre-AIPA 35 U.S.C.

102(e)).

4. Claims 1-7, 9, 12-16, 21, 41-44 and 46-51 are rejected under 35

U.S.C. 102(e) as being anticipated by Margalit et al (US 6,748,541).

Re claims 1-7, 9, 12-16, 21, 41-44 and 46-51: Margalit et al

discloses a compact personal token apparatus 125, comprising; a

connection module 140; a translation module, which incorporated with

a processor module 130; and an input/output module (fig. 2);

wherein: the connection module 140 is for interfacing the personal

token apparatus with a an MInternet-capable appliance; and the

interface is a USB interface (fig. 2); wherein: the connection

module 140 is for interfacing the personal token apparatus with a an

Internet-capable appliance; and_the Internet -capable appliance

comprises a device, which is a personal computer (PC); wherein: the

translation module moves signals between a USB interface and a smart

card interface (fig. 2; col. 5, lines 1-30); wherein: the smart card

interface 170 is an ISO 7816; wherein: the processor module 130
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Art Unit: 2876

comprises a dual interface (DI) chip (i.e., USB and smart card);

wherein: the processor module 130 incorporates the translation

module (i.e., for passing data from the smart card to the USB

interface chip 140 and vice versa) (fig. 2; col. 5, lines 20-27);

flash memory 150 (fig. 2; col. 4, lines 35-38); a first physical

module containing the input module and the translation module; and a

second physical > module containing the processor module and the

output module (fig. 3); wherein: the connection, translation,

processor, and input/output modules are embodied in a form of an

apparatus having a general physical configuration of a conventional

USB memory fob (figs. 3-5B); wherein: the output module comprises

contacts for interfacing with a smart card (fig. 2); the fob is

configured for interfacing with the Internet and emulating a smart

card (fig. 2); wherein: the connection module 140 is for interfacing

the personal token apparatus with an Internet-capable appliance; and

further comprising: an input module is for connecting to the

Internet; and the apparatus incorporates firewall functionality to

protect the Internet-capable appliance (i.e., login process

including username and password) (fig. 5B); a standard-compliant

contact based interface, the contact based interface complying to at

least one standard interface selected from the group consisting of

USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick,
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Smart Media, Secure Digital, mini SD, IBM Micro Drive, and any

Similar standard interface (fig. 2).

5. The following is a quotation of the appropriate paragraphs of

35 U.S.C. 102 that form the basis for the rejections under this

section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published
under section 122(b), by another filed in the United States before the invention
by the applicant for patent or (2) a patent granted on an application for patent
by another filed in the United States before the invention by the applicant for
patent, except that an international application filed under the treaty defined
in section 351(a) shall have the effects for purposes of this subsection of an
application filed in the United States only if the international application
designated the United States and was published under Article 21(2) of such
treaty in the English language.

6. Claims 1, 8, 18-29 and 31-40 are rejected under 35

U.S.C. 102(e) as being anticipated by Jiau (US 2003/0236821 Al).

Re claims 1, 8, 18-29 and 31-40: Jiau discloses a compact

personal token apparatus 1, comprising: a connection module 1312

(paragraph [0044]); a translation module, which incorporated with a

processor module 132; and an input/output module [139, 1341, 1342,

1343, 1344] (figs. 1 & 3A-3C); the translation module moves signals
between a USB interface and a wireless interface (paragraphs [0050-

0051)); an LCD screen 1341 and LEDs 1342 (fig. 3C); a standard-

compliant contact based interface, the contact based interface

complying to at least one standard interface selected from the group

consisting of USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media,

Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro Drive,
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and any similar standard interface (paragraph [0044]); a standard-

compliant contactless/wireless interface 1311; the

contactless/wireless interface 1311 complying to one or more of the

following standard interfaces: RFID-contactless interface according

to WLAN 812.11 and Bluetooth compatible interface (paragraphs [0047]

& [0050]); a flash memory 133 (fig. 3A); wherein: the dual interface

chip (processor) inside the personal token can be directly

programmed by a software running on the host system using the

interface processor without the need for an external contact based

dual interface read/write device (paragraph [0052]); wherein: the

downloaded information can be used in the real world; wherein: the

software is web based, allowing for downloading information from the

web directly into the dual interface processor memory thus linking

the virtual world to the real world (paragraph [0052]); wherein: the

information stored in the personal token via the standard contact

based interface is used for personal identification, secure network

logon, access control, e-ticketing, e-payment and similar

applications using either the standard compliant interface or the

RFID-compliant interface (paragraph [0067]).
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Claim Rejections ~ 35 USC § 103

7. The following is a quotation of 35 U.S.C. 103(a) which forms

the basis for all obviousness rejections set forth in this Office

action:

(a) A patent may not be obtained though the invention is not identically
Gisclosed or described as set forth in section 102 of this title, if the

differences between the subject matter sought to be patented and the prior art
are such that the subject matter as a whole would have been obvious at the time
the invention was made to a person having ordinary skill in the art to which
said subject matter pertains. Patentability shall not be negatived by the
Manner in which the invention was made.

8. This application currently names joint inventors. In

considering patentability of the claims under 35 U.S.C. 103(a), the

examiner presumes that the subject matter of the various claims was

commonly owned at the time any inventions covered therein were made

absent any evidence to the contrary. Applicant is advised of the

obligation under 37 CFR 1.56 to point out the inventor and invention

dates of each claim that was not commonly owned at the time a later

invention was made in order for the examiner to consider the

applicability of 35 U.S.C. 103({c) and potential 35 U.S.C. 102(e),

(f) or (g) prior art under 35 U.S.C. 103(a).

9. Claims 10 and 11 are rejected under 35 U.S.C. 103(a) as being

unpatentable over Jiau in view of Weng (US 6983888 B2). The

teachings of Jiau have been discussed above.

Re claims 10 and 11: Jiau has been discussed above, but is

Silent with respect to the translation module moves data or signals

from a USB interface to an RFID interface and a wireless interface
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with storage of data in a flash memory or EEPROM of the processor

module, and data can reside temporarily at one of the interfaces;

the translation module is incorporated in the processor module so

that the personal token apparatus can go directly from USB to

wireless without being limited by smart card software architecture

limitations; respectively.

Weng teaches a body proper 1 having a receiver 12 and a

transmitter 21 (1i.e., RF or wireless interface), a flash memory 11,

a USB interface control circuit 15, and a monode control switch 13

for switching from USB to wireless, all of which are interconnected;

wherein when the high frequency receiver circuit (12) receives

transmitted signals, through the monode control switch (13), the

firewall (14) is turned on rendering the flash memory (11) to be

read-and-writeable by the USB interface control circuit (15) (fig.

3; col. 2, lines 25-36).

It would have been obvious to an artisan of ordinary skill in

the art at the time the invention was made to incorporate the

teachings of Weng into the system as taught by Jiau due to the fact

that such modification would have been an obvious engineering

variation, well within the ordinary skill in the art, for intended

use (i.e., for transmitting data/signal from RF/wireless interface

to USB interface and vise versa), and therefore an obvious

expedient.
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Art Unit: 2876

10. Claims 17, 45 and 52 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Margalit et al in view of Jiau. The

teachings of Margalit et al and Jiau have been discussed above.

Re claims 17, 45 and 52: Margalit et al has been discussed

above but is silent with respect to a contactless interface.

Jiau teaches a communication unit 131 includes wireless

connection 1311 (fig. 3B; paragraph [0051]).

It would have been obvious to an artisan of ordinary skill in

the art at the time the invention was made to incorporate a wireless

connection of Jiau into the system as taught by Margalit et al in

order to provide Margalit et al with a universal system wherein the

system can be utilized in any type of communications (i.e., contact,

contactless, USB, etc.). Furthermore, such modification would

provide the user the flexibility in using the system wherein the

user does not have to concern about whether or not the system is

compatible with a particular communication system that the user

intend to use, and therefore an obvious expedient.

11. Claim. 30 is rejected under 35 U«.S.C. 103 (a) as being

unpatentable over Jiau in view of Margalit et al. The teachings of

Jiau and Margalit et al have been discussed above.

Re claim 30: Jiau has been discussed above but is silent with

respect to an interface that is complying to ISO 7810 or a 7816

compliant SIM module.
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Margalit et al teaches a personal token apparatus 125 having an

interface that is a 7816 compliant SIM module (fig. 2).

It would have been obvious to an artisan of ordinary skill in

the art at the time the invention was made to incorporate a 7816

compliant SIM module of Margalit et al into the system as taught by

Jiau in order to provide Jiau with a universal system wherein the

system can be utilized in any type of communications (i.e., contact,

contactless, USB, etc.). Furthermore, such modification would

provide the user the flexibility in using the system wherein the

user does not have to concern about whether or not the system is

compatible with a particular communication system that the user

intend to use, and therefore an obvious expedient.

Response to Arguments

12. Applicant's arguments filed 14 November 2005 have been fully

considered but they are not persuasive.

13. In response to the Applicant’s argument to “a_contactless

interface”, which is not being taught by the cited references to

Margalit et al and Jiau (p. 16, lines 26-28; p. 17, line 28), the

Examiner respectfully draws the Applicant’s attention to claims 5

and 49, where the claims recite “the smart card interface is

selected from the group consisting of..,” which means an one

selected from the group (not all of the group) can be read into the
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claimed limitation. In this case, Margalit teaches an ISO 7816

interface (fig. 2), which is included within the group claimed by

the Applicant. Accordingly, the claimed limitation, given the

broadest reasonable interpretation, Margalit et al meets the claimed

invention (see the rejection above).

14. In response to applicant's argument that the references fail to

show certain features of applicant’s invention, it is noted that the

features upon which applicant relies (i.e., the combination of USB,

contactless, wireless and extended memory with flash (p. 24, lines

3-4)) are not recited in the rejected claim(s). Although the claims

are interpreted in light of the specification, limitations from the

specification are not read into the claims. See In re Van Geuns,

988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir. 1993).

15. In response to the Applicant’s argument to “claims 5, 6 and 49

differ from Margalit with respect to the contactless interface...” (p.

25, lines 6-7), the Examiner respectfully draws the Applicant's

attention to claims 5 and 49, where the claims recite “the smart

card interface is selected from the group consisting of..,” which

means any one selected from the group (not all of the group) can be

read into the claimed limitation. In this case, Margalit teaches an

ISO 7816 interface (fig. 2), which is included within the group

claimed by the Applicant. Regarding claim 6, Margalit teaches a

processor module comprises a dual interface chip (i.e., a USB

IPR2022-00412

Apple EX1053 Page 214



IPR2022-00412 
Apple EX1053 Page 215

Application/Control Number: 10/990,296 Page 12
Art Unit: 2876

interface and an ISO 7816 interface) (fig. 2). Accordingly, the

claimed limitation, given the broadest reasonable interpretation,

Margalit et al meets the claimed invention (see the rejection

above).

16. In response to the Applicant’s argument to “claim 8 is novel

over Jiau when refereeing to the RF antenna in connection with

contactless and wireless technology” (p. 26, lines 8-9), the

Examiner respectfully request the Applicant to further review Jiau

wherein a wireless connection 1311 providing dual radio modes of PAN

(e.g., Bluetooth) plus WLAN (e.g., IEEE 802.11b) (fig. 3B; paragraph

[0051]), which has a build-in antenna (claim 3, lines 22+).

Accordingly, the claimed limitation, given the broadest reasonable

interpretation, Jiau meets the claimed invention (see the rejection

above).

17. Applicant's arguments with respect to claims 10 and 11 have

been considered but are moot in view of the new ground (s) of

rejection.

Newly cited reference to Weng has used in the new ground of

rejection to further meet the newly amended limitation of the

claimed invention.

18. In response to the Applicant’s argument to claim 22 (p. 26,

line 13), the Examiner respectfully request the Applicant to further

review Jiau wherein the wireless interface complying/providing dual
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radio modes of PAN (e.g., Bluetooth) plus WLAN (e.g., IEEE 802.11b)

(fig. 3B; paragraph [0051]), which is one or more of the standard

interfaces recited in the claim 22. Accordingly, the claimed

limitation, given the broadest reasonable interpretation, Jiau meets

the claimed invention (see the rejection above).

19. In response to the Applicant’s argument to “claim 31 describes

a dual interface chip...” (p. 26, line 14+), the Examiner respectfully

request the Applicant to further review Jiau wherein dual interface

chip/processor 132 having a PAN and WLAN wireless interface and a

USB interface (see figs. 3A-3B). Accordingly, the claimed

limitation, given the broadest reasonable interpretation, Jiau meets

the claimed invention (see the rejection above).

Applicant’s amendment and remarks have bee carefully studied

and considered, but they are not persuasive. Therefore, the

Examiner has made this Office Action final.

Conclusion

20. THIS ACTION IS MADE FINAL. Applicant is reminded of the

extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is

set to expire THREE MONTHS from the mailing date of this action. In

the event a first reply is filed within TWO MONTHS of the mailing

date of this final action and the advisory action is not mailed
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until after the end of the THREE-MONTH shortened statutory period,

then the shortened statutory period will expire on the date the

advisory action is mailed, and any extension fee pursuant to 37

CFR 1.136(a) will be calculated from the mailing date of the

advisory action. In no event, however, will the statutory period

for reply expire later than SIX MONTHS from the mailing date of this

final action.

21. This action is a final rejection and is intended to close the

prosecution of this application. Applicant's reply under 37 CFR

1.113 to this action is limited either to an appeal to the Board of

Patent Appeals and Interferences or to an amendment complying with

the requirements set forth below.

If applicant should desire to appeal any rejection made by the

examiner, a Notice of Appeal must be filed within the period for

reply identifying the rejected claim or claims appealed. The Notice

of Appeal must be accompanied by the required appeal fee of $500.

If applicant should desire to file an amendment, entry of a

proposed amendment after final rejection cannot be made as a matter

of right unless it merely cancels claims or complies with a formal

requirement made earlier. Amendments touching the merits of the

application which otherwise might not be proper may be admitted upon

a showing a good and sufficient reasons why they are necessary and

why they were not presented earlier.
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A reply under 37 CFR 1.113 to a final rejection must include

the appeal from, or cancellation of, each rejected claim. The

filing of an amendment after final rejection, whether or not it is

entered, does not stop the running of the statutory period for reply

to the final rejection unless the examiner holds the claims to be in

condition for allowance. Accordingly, if a Notice of Appeal has not

been filed properly within the period for reply, or any extension of

this period obtained under either 37 CFR 1.136(a) or (b), the

application will become abandoned.

Any inquiry concerning this communication or earlier

communications from the examiner should be directed to Uyen-Chau N.

Le whose telephone number is 571-272-2397. The examiner can

normally be reached on First Monday 5:30AM-1:30PM and Tues-Fri

5;:30AM-3PM.

If attempts to reach the examiner by telephone are

unsuccessful, the examiner’s supervisor, Michael G. Lee can be

reached on 571-272-2398. The fax phone number for the organization

where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be

obtained from the Patent Application Information Retrieval (PAIR)

system. Status information for published applications may be

obtained from either Private PAIR or Public PAIR. Status

information for unpublished applications is available through

Private PAIR only. For more information about the PAIR system, see

http://pair-direct.uspto.gov. Should you have questions on access to

the Private PAIR system, contact the Electronic Business Center

(EBC) at 866-217-9197 (toll-free).

—“Vypfale—
Uyen-Chau N. Le
Primary Examiner
Art Unit 2876

January 17, 2006
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark (Office
Address: COMMISSIONER FOR PATENTS

P.O. Bon 1450
Alexandria, Virginia 22313-1450WWW.USpto.2OV

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO,

 
10/990,296 11/16/2004 Dennis J. Ryan Ryan C-4 2050

D.A. STAUFFER PATENT SERVICES LLC LE, UYEN CHAUN
1006 MONTFORD ROAD

CLEVLAND HTS., OH 44121-2016
2876

DATE MAILED: 04/17/2006

Please find below and/or attached an Office communication concerning this application or proceeding.

PTO-90C (Rev. 10/03)
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pmcmeefae|
All participants (applicant, applicant's representative, PTO personnel):

Interview Summary  
 

  
  
 

(3)___.

(4)____.

(1) Uyen-Chau_N. Le.

(2) Gerald F. Linden (Reg. 30,282). 
 Date of Interview: 06 April 2006. 
 

 
 

 Type: a) Telephonic b)C) Video Conference
c)_) Personal [copy given to: 1)(] applicant  

 2)L] applicant's representative]

  
 

Exhibit shown or demonstration conducted: 4d)L_] Yes e)L] No.
If Yes, brief description:

 

 
Claim(s) discussed:

 

 
Identification of prior art discussed:

Agreementwith respect to the claims f)L] was reached. g)X] was not reached. h)L] N/A.

 

  SubstanceofInterview including description of the general nature of what was agreedto if an agreement was
reached, or any other comments: Mr. Linden explained the differences between contactless and wireless, and
proposed new amendedclaims. Upon receiving a formal amendmentand response, further search and consideration
will be made.

 

 
  (A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims

allowable,if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

 

 
 

 THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE

INTERVIEW. (See MPEPSection 713.04). If a reply to the last Office action has already been filed, APPLICANTIS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS

INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVERIS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Recordof Interview
requirements on reverse side or on attached sheet.

 
  
  

  
UYEN-CHAU N, LE

PRIMARY EXAMINER

 
 
 

  Examiner Note: You mustsign this form unlessit is an
Attachmentto a signed Office action.  Examiner's signature, if required 

U.S. Patent and Trademark Office

PTOL-413 (Rev. 04-03) Interview Summary Paper No. 4606
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Summaryof Record of Interview Requirements

Manualof Patent Examining Procedure (MPEP), Section 713.04, Substanceof Interview Must be Made of Record
A complete written statement as to the substanceof any face-to-face, video conference, or telephone interview with regard to an application must be madeof recordin the
application whetheror not an agreementwith the examiner was reachedat the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
: Paragraph (b)

in every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented atthe interview as
warranting favorable action mustbefiled by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Businessto be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise,stipulation, or understanding in relation to which there is disagreement or doubt. 

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Officeif that recordis itself
incomplete through the failure to record the substanceof interviews.

Itis the responsibility of the applicant or the attorney or agent to make the substanceof an interview of record in the applicationfile, unless
the examinerindicates he or she will do so. It is the examiner's responsibility to see that such a record is made and to correct material inaccuracies
which beardirectly on the question of patentability.

Examiners must complete an Interview Summary Form for eachinterview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes andfilling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise providedfor in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographicalerrors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substanceof an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Recordis required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion ofthefile, and listed on the
“Contents” section ofthe file wrapper. in a personal interview, a duplicate of the Form is given to the applicant(or attorney or agent) at the
conclusion of the interview. In the case of a telephoneor video-conferenceinterview, the copy is mailed to the applicant's correspondence address
either with or prior to the next official communication.If additional correspondence from the examineris notlikely before an allowance orif other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:
~ Application Number (Series Code and Serial Number)
~ Nameof applicant
- Nameof examiner
- Dateofinterview

— Typeof interview (telephonic, video-conference, or persona!)
~- Nameof participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)
- Anindication whether or not an exhibit was shown or a demonstration conducted
-  Anidentification of the specific prior art discussed
- Anindication whether an agreement was reached andif so, a description of the general nature of the agreement (may be by

attachment of a copy of amendmentsor claims agreed as being allowable). Note: Agreementas to allowability is tentative and does
not restrict further action by the examinerto the contrary.

- The signature of the examiner who conductedthe interview (if Form is not an attachmentto a signed Office action)

Itis desirable that the examinerorally remind the applicant of his or her obligation to record the substanceof the interview of each case.It
should be noted, however,that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unlessit includes, or is supplementedbythe applicantor the examinerto include,all of the applicable items required below concerning thesubstanceof the interview.

A complete and proper recordation of the substanceof any interview should includeat least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner, .

(Theidentification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the argumentsis sufficientif the general nature orthrust of the principal arguments madeto the
examiner can be understead in the context of the application file. Of course, the applicant may desire to emphasize andfully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcomeofthe interview unless already described in the Interview Summary Form completed bythe examiner.

Examiners are expected to carefully review the applicant's record of the substance of an interview. If the record is not complete and
accurate, the examinerwill give the applicant an extendable one monthtime period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should sendaletter setting forth the examiner's version of the
statementattributed to.him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substanceof the interview along with the date and the examiner'sinitials.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Ryan,ctal. Confirmation Number: 2050

Title:©MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND

METHODSOF USE

Serial Number: 10/990,296 Publication No. 20050109841

Filing Date: 11/16/2004 Publication Date 5/26/2005

Docket No.: Ryan C-4

Examiner: Le, Uyen Chau N. Art Unit: 2876
phone: 571-272-2397

April 25, 2006
COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, VA 22313-1450

RCE with Amendment and IDS

This document is a submission for a Request for Continued Examination (RCE) under 37 CFR

1.114 in the above-referenced patent application, currently underfinal rejection. This submission

includes amendments detailed hereinbelow.

Amendments to the Specification begin on page 2.

Amendments to the Claims begin on page 9.

Remarks begin on page 19.

The present submission also includes a new Information Disclosure Statement (IDS) along with

copics of forcign patents and documents. According to 37 CFR 1.97(b)(4)there is no fee required

for an IDS submitted along with an RCE. It may be noted that an IDS was previously submitted

wherein the foreign patent/document copies were mistakenly submitted on a CDROM and

therefore were not considered entered. The presently submitted IDS includes one additional US

Patent reference compared to the previous IDS, therefor the present IDS supercedesthe previously

submitted one.
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IN THE SPECIFICATION

in the previous amendment, the following amendment was made:
At page1, lines 4-5 (entire paragraph)
This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey,
aad Knapich and Finn.

Please enter the following amendments in the specification (and abstract).
References are made to page and line numbers and/or to numbered paragraphsof the
published patent application.

in the paragraph [0072], at page 13, beginning on line 17.

TEEE 842-4 802.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three

different physical layers, 802.11a, 802.11b and 802.11.

in the paragraphs [0089-0090], at page 16, beginning online 6.

NFC—Short for "Near Field Communication". NFC is a wireless contactless connectivity

technology that enables short-range communication between electronic devices. If two devices are

held close together (for example, a mobile phone and a personal digital assistant), NFC interfaces

establish a peer-to-peer protocol, and information such as phone bookdetails can be passed freely

between them. NFC devices can be linked to contactless smart cards, and can operate like a

contactless smart card, even when powered down. This means that a mobile phone can operate

like a transportation card, and enable fare payment and access to the subway.

NFC is an open platform technology standardized in ECMA (European Computer

Manufacturers Association) 340 as well as ETSI (European Telecommunications Standards

Institute) TS 102 190 V1.1.1 and ISO/IEC 18092. These standards specify the modulation

schemes, coding, transfer speeds, and frame format of the RF interface of NFC devices, as well as

initialisation schemes and conditions required for data collision-control during initialisation — for

both passive and active modes.

in the paragraph [0124], at page 22, beginning online 11.

The invention is generally a compact personal token apparatus which can be plugged into a

personal computer andinterfaced with the virtual world of the Internet. The apparatus (or, as will

be evident, a portion of a modular apparatus) can then be removed from the personal computer and

used to conduct real world transactions. The compact personal token apparatus is suitably in the
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general form of a fob, resembling a USB memory fob. The compact personal token apparatus

comprises a contactless wireless interface and may also comprise a wireless interface.

in the paragraph [0130], at page 23, beginning online 16.

According to a feature of the invention, the compact personal token apparatus (or equivalent) may

remain in the apparatus capable of interacting with the personal token (e.g., cell phone, PDA),

when the personal token device communicates contactlessly fe-¢-Wwirelessh9 in the real world. It

does not necessarily have to be removed from the host device.

in the paragraph [0134], at page 24, beginning online 20.

The apparatus may further comprise a standard—compliant contactless Avirelessmterface:sthe

contactlessAviteless interface complying to one or more of the following standard interfaces:

RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces,

and_a wireless interface complying to one or more of the following standard interfaces: Bluetooth

compatible interface, WLAN $42-H 802.11, UWB,and any similar interface.

in the paragraph [0136], at page 25, beginning online 5.

The apparatus may further comprise a standard-compliant interface releaseably coupleable to a

host processing devicc, this being under the commandofan opcrating system; an interface module

providing translation of standard-compliant contact based interface messages via a memory chip to

Bluetooth /WLAN 8-H 802.1]device compatible compliant messages, and providing the

translation of Bluetooth /WLAN 842-4 802.11device compliant messages via a memory chip to

standard-compliant contact based interface messages; a Bluetooth /WLAN $42-+4 802.1ldevice

having a Bluetooth/WLAN 82-4$802.11compliant interface communicating through the

interface module with the host processing device via a memory chip; the same Bluetooth /WLAN

S$12-H=802.11device communicating through its Bluetooth /WLAN $2-4 802.11compatible

interface.

in the paragraph [0139], at page 26, beginning on line 1.

The contactless and/or wireless module may be releaseably coupleable from the interface module.

Ww
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in the paragraph [0145], at page 26, beginning online 21.

The apparatus may further comprise a processor module, preparing messages to be sent by the

contactless and/or wireless interfaces [[of]] and interpreting messages received via the interface(s).

in the paragraph [0148], at page 27, beginning on line 3.

According to the invention, a method of interacting contactlessly and/or wirelessly comprises:

providing a device; interfacing the device with a an Internct-capable appliance; and providing a

smart card interface in the device.

in the paragraph [0151], at page 27, beginning online 12.

The "smart fob” is capable of loading and storing information from the Internet, via a PC or other

Internet capable device to its memory and then using the stored information via its wireless

contactless interface in the real world. The "smart fob" is also capable of exchanging information

with a conventional smart card.

in the paragraph [0166], at page 29, beginning on line 6.

This invention relates generally to devices, technology and applications for downloading and

interacting with data and value from one "world" such as the virtual world of the Internet and, with

the device, interacting, typically wireless: contactlessly, with another "world" such as the

physical world of banking,stores (point of sale), physical access control, and the like.

in the paragraph [0167], at page 29, beginning on line 10.

Generally, this is done using a device running software and interacting with an Internet capable

apparatus such as a personal computer (PC), a personal digital assistant (PDA) or a handset

(Internet capable cell phone). In many embodiments, the device interacts with the physical world

using a standard wireless contactless smart card interface, such as ISO 14443 or 15693. In some

embodiments, the device plugs into a PC using a standard contact interface, such as USB.

Several embodiments and several applications applicable to various ones of the embodiments are

discussed.
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in the paragraph [0168], at page 29, beginning online 17.

In an embodiment, the device is embodied in the form of a compact personal token apparatus,

resembling a conventional USB memory fob (size, shape, form) which can be plugged into an

apparatus such as a personal computer (PC) and interfaced with the virtual world of the Internet.

The device is capable of loading and storing information from the Internet, via the PC to its flash

memory (memory that can be erased and reprogrammed in blocks) or EEPROM and then using

the stored information or valuc via its wireless contactless interface in the real world. Similarly,

the device is capable of implementing an auto-run application, when inserted into a personal

computer (PC) connected to the Internet, and information exchanged andstored can be accessed in

the real world application via its witeless contactless interface. The memory space required for the

auto-run application can reside completely in the device or only partially in the device. Additional

memory space to complete the application can be located on the server of the ISP, trusted third

party or host server. The apparatus is also capable of exchanging information with other devices

having compatible interfaces.

in the paragraph [0180], at page 31, beginning on line 22.

Alternatively, the translation module can go from USB to ISO 14443 or 15693 (teless

contactless interfaces). The latter is shown in FIG. 1B, and is described hereinbelow. In going

directly from USB to wireless contactless, the device is not limited by the smart card software

architecture (ISO 7816) limitations. The translation module in this case is a processor device,that

will handle the data processing from USB to wireless contactless.

in the paragraph [0181], at page 32, beginning online 3.

The processor module 106 is for controlling operation of the compact personal token apparatus

("device") of the present invention and is preferably capable of operating as a dual-interface (DI)

chip. For example, Mifare ProX, Infineon 66 series, etc. The dual interface chip is available from

various vendors (e.g., Philips, Infineon, ST Microelectronic), and is capable of interfacing from

ISO 7816 (contact interface) to either or both of ISO 14443 and 15693 (wireless contactless

interfaces).
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in the paragraph [0184], at page 32, beginning online 17.

As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or

15693. In other words, directly from USB to wireless contactless.

in the paragraph [0192], at page 33, beginning online 7.

Unlike the previous embodiment, in this embodiment the translation module 124 goes from USB

to a wireless contactless interface. Therefore, the processor module 126 docs not need to be a dual

interface (DI) chip. Rather, the processor module 126 could simply comprise a USB interface on

one side and a wireless contactless interface on the other. The memory of the processor could be

used as temporary storage and the processor could handle the data encoding as well.

in the paragraph [0203], at page 34, beginning online 21.

Figure 2B illustrates another exemplary embodiment 220 of the smart fob, again in the gencral

form of a USB memory fob. But in this case, the smart fob has a first physical module 222 (left,

as viewed) which contains the ##put connection module (e.g., 102, USB plug, cf. 212) and

translation module (e.g., 104), and a second physical module 224 (right, as viewed) which

contains the processor module (e.g., 106, dual-interface chip) and output module (e.g., 108, RF

antenna and modulator). The two modules 222 and 224 can plug together and be taken apart from

one another. In this manner, after intcracting with the "virtual world" on his computer, the user

can separate the two modules 222 and 224 and carry just the second module, for conducting "real

world” transactions. The second module 224, comprising processor and output module, is

sufficient for conducting real world, wireless contactless transactions, in the manner of a smart

card. In other words, the smart fob can emulate a smart card.

in the paragraph [0212], at page 36, beginning online 19.

- an input module 408 which, unlike other embodiments, need not perform wireless or

contactless functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephone

line (or the like) supporting a DSL (or the like) connection to the Internet.

in the paragraph [0223], at page 37, beginning online 14.

In use, for example, the user plugs the smart fob into his PC, or other Internet capable device

(appliance), connects to the Internet, and intcracts with a service or content provider to upload
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and/or download information. For example, downloadinga ticket. Then, the user takes the smart

fob to the event where it connects wirelessly or contactlessly with a reader at the venue to allow

entrance and stamptheticket (e.g., set a flag indicating that the ticket was used).

in the paragraph [0235], at page 39, beginning online 22.

In use, for example, the user plugs the smart fob device into a PC, connects to the Internet, and

interacts with a service or content provider to upload and/or download information. For cxample,

the user can download an event ticket, take the device to the venue, just wave the device in close

proximity to a turnstile equipped with a wireless contactless reader at the entrance, and accessis

granted without having to standin line.

in the paragraph [0240], at page 40, beginning online 14.

As mentioned above, the smart fob (devicc) is capable of implementing an auto-run application,

when inserted into a personal computer (PC) connected to the Internet, and information exchanged

and stored can be accessed in the real world application via its wireless and/or contactless

interface.

in the paragraph [0247], at page 41, beginning online 19.

Therefore, the smart fob can be viewed as a marketing platform that encapsulates auto-run

application software for a specific application, a USB apparatus for memory management and

radio frequency identification, mass storage capability, a secure server for authentication and

filtering as well as a wireless and/or contactless interface, to provide a myriad of solutions

addressing marketing, e-commerce, business productivity, IT (information technology), consumer,

communication, content, security and mobility issues.

in the paragraph [0248], at page 42, beginning online 1.

The smart fob can be used as a payment device for retail purchase & loyalty with the Internet

feature allowing users to download value, coupons,tickets, entertainment content, etc. The smart

fob can be personalised like a conventional credit/debit card for electronic payment and the

wireless and/or contactless interface feature can be used for photo identification, to download

transit & event tickets, to receive complimentary coupons, loyalty points, gift certificates and

IPR2022-00412

Apple EX1053 Page 237



IPR2022-00412 
Apple EX1053 Page 238

messages, for vending and to redeem coupons. In addition the smart fob eliminates the need to

tender with cash.

at page 67, (abstract)

A compact personal token apparatus (100,120,140,200,220,300,320,500), resembling a

conventional USB memory fob in size, shape, and form which can be plugged into a PC and

interfaced with the virtual world of the Internet. The apparatus is capable of loading and storing

information from the Internet, via the PC to its flash memory (410) or EEPROM andthen using

the stored information or value via its wireless contactless interface (108,128,148,508) in the real

world. The apparatus is capable of implementing an auto-run application, when inserted into a

personal computer. The apparatus is capable of exchanging information with other devices having

compatible interfaces. The apparatus can also function as a firewall (400) when plugged between

an Internet connection and a PC.
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IN THE CLAIMS

Please add or amend the claims to read as follows, and cancel without prejudice or disclaimer to
resubmission in a divisional or continuation application claims indicated as cancelled:

This listing of claims will replaceall prior versions, and listings, of claims in the application:

Listing of Claims:

1. (currently amended) A compact personal token apparatus, comprising:

a connection module;

a translation module;

a processor module; and

an input/output module;

the connection module is for interfacing the personal token apparatus with an Internet-capable

appliance; and

the translation module movessignals between the connection module and a contactless

interface.

2. (currently amended) The compact personal token apparatus of claim 1, wherein:

 
the Internet-capable appliance comprises a device selected from the group consisting of

ersonal computer (PC), laptop, PDA, MP3 player cellphone, and similar Internet-capable

devices; and 

the interface with the Internet-capable applicance is selected from the group consisting of

USB, FireWire, IR, Bluetooth, standard serial port, WLAN, and similar interfaces capable of

interfacing with the Internet-capable appliance.

3. (currently amended) The compact personal token apparatus of claim 1, wherein:

the interface with the Internet-capable appliance comprises a USB connection
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personalcomputer (PC) aptep, PDA, MP3 playerand ceHphone.
 

4. (currently amended) The compact personal token apparatus of claim 1, wherein:

and the contactless interface 

comprises a smart card interface.

5. (currently amended) The compact personal token apparatus of claim 4, wherein:

the smart card interface is selected from the group consisting of $078416480-4+4443

ARED-contactlessnterface)_and18015693(REID-contactlessinterface)ISO 14443, ISO

15693, NFC and similar contactless interfaces.

 

 

6. (original) The compact personal token apparatus of claim 1, wherein:

the processor module comprises a dual interface (DI) chip.

7. (original) The compact personal token apparatus of claim 1, wherein:

the processor module incorporates the translation module.

8. (original) The compact personal token apparatus of claim 1, wherein:

the output module comprises an RF antenna and a modulator.

9. (original) The compact personal token apparatus of claim 1, further comprising:

flash memory.

10. (previously presented) The compact personal token apparatus of claim 1, wherein:

the translation module movesdata or signals from a USB interface to an RFID interface and a

wireless interface with storage of data in a flash memory or EEPROMofthe processor module

(dual interface chip), and data can reside temporarily at one ofthe interfaces.

11. (currently amended) The compact personal token apparatus of claim 1, wherein:

10
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the translation module is incorporated in the processor module so that the personal token

apparatus can go directly from USB to wireless-GrehidineRFID)contactless without being

limited by smart card software architecture limitations.

12. (previously presented) The compact personal token apparatus of claim 1, wherein:

the connection,translation, processor and input/output modules are embodied in a form of an

apparatus having a gencral physical configuration of a conventional USB memory fob.

13. (currently amended) The compact personal token apparatus of clatm 12, wherein the fob

comprises;

a first physical module containing the input connection module and the translation module;

and

a second physical module containing the processor module and the output module.

14. (original) The compact personal token apparatus of claim 1, wherein:

the output module comprises contacts for interfacing with a smart card.

15. (previously presented) The compact personal token apparatus of claim 1, wherein:

the fob is configured for interfacing with the Internet and cmulating a smart card.

16. (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with an Internet-capable

appliance;andfurthercomprising:

the personal token apparatus incorporates firewall functionality to protect the Internet-capable

appliance.

17. (original) The compact personal token apparatus of claim 1, further comprising:

interfaces for ISO contact, contactless, USB and DSL.

18. (original) The compact personal token apparatus of claim 1, further comprising:

an LCDscreen.

11
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19. (original) The compact personal token apparatus of claim 1, further comprising:

at least one switch.

20. (original) The compact personal token apparatus of claim 1, further comprising:

at least one LED.

21. (currently amended) The compact personal token apparatus of claim 1, further comprising:

a standard—compliant contact based interface, the contact based interface complying toat least

one standard interface selected from the group consisting of USB, JEEE 1394, PCMCIA,

Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini SD, IBM Micro

Drive, and any similar standard interface.

22. (currently amended) The compact personal token apparatus of claim 1, further comprising:
 

 
stmitarwirelessmterfaces, Bluetooth compatible interface, WLAN 842-14 802.11, UWB,and any

similar interface.

23. (currently amended) The compact personal token apparatus of claim 22, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this being

under a commandof an operating system;

an interface module providing translation of standard-compliant contact based interface

messages via a memory chip to Bluetooth /WLAN 842-44 802.11device compatible compliant

messages, and providing the translation of Bluetooth /WLAN 842-4 802.11device compliant

messages via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN $2-+4 802.11device having a Bluetooth/WLAN $244

802.1 1compliant interface communicating through the interface module with the host processing

12
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device via a memory chip; the same Bluetooth /WLAN 82-+4 802.1 1device communicating

through #s a Bluetooth /WLAN 842-44 802.1 1compatible interface.

24. (previously presented) The compact personal token apparatus of claim 23, wherein:

the contactless / wireless interface is releaseably coupleable from the interface module.

25. (original) The compact personal token apparatus of claim 22, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM device

powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run applications.

26. (original) The compact personal token apparatus of claim 22, further comprising:

a standard—compliant smart card contact interface complying to TSO 7816, or any similar

interface.

27. (previously presented) The compact personal token apparatus of claim 22, further comprising:

a processor modulc, preparing messagesto be sent by the contactless/wircless interface and

interpreting messages received via the interface.

28. (previously presented) The compact personal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this being

under a commandof an operating system;

an interface module providing translation of standard-compliant contact based interface

messages to ISO 7816 compliant messages and providingthe translation of ISO 7816 compliant

messages to standard-compliant contact based interface messages;

a dual interface processor having an 1SO7816 compliant interface communicating through the

interface module with the host processing device, the dual interface processor communicating

through an RFID-contactless interface and connected to an inductive antenna.

29. (previously presented) The compact personal token apparatus of claim 28, wherein:
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the contactless / wireless interface is releaseably coupleable from the interface module.

30. (previously presented) The compact personal token apparatus of claim 28, wherein:

the dual interface processor is mounted in a dual interface card complying to ISO 7810 ora

7816 compliant SIM module and connected norms;

the compact personal token apparatus provides physical contacts for the dual interface card, or

a 7816 compliant form factor; and

when connected, the dual interface or SIM card can communicate with the host processing

device through the interface module inside the personal token apparatus and, once the

communication is done, the card can be released from the personal token apparatus and can be

used then in the real world.

31. (previously presented) The compact personal token apparatus of claim 28, wherein:

the dual interface chip (processor) inside the personal token apparatus can be directly

programmedby a software running on the host system using the interface processor without the

need for an external contact based dual interface read/write device.

32. (previously presented) The compact personal token apparatus of claim 31, wherein:

the software is web bascd, allowing for downloading information from the webdirectly into

the dual interface processor memory, thus linking the virtual world to the real world.

33. (previously presented) The compact personal token apparatus of claim 32, wherein:

the downloaded information can be used in the real world by using the contactless RFID

interface.

34. (canceled)

35. (previously presented) The compact personal token apparatus of claim 33, wherein:

the information stored in the personal token apparatus via the standard contact based interface

is used for personal identification, secure network logon, access control, e-ticketing, e-payment

and similar applications using either the standard compliant interface or the RFID-compliant

interface.

14
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36. (previously presented) The compact personal token apparatus of claim 33, wherein:

information received through the RFID- interface can be stored in the memory of the personal

token apparatus and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange between the virtual world and the real world.

37. (previously presented) The compactpersonal token apparatus of claim 31, wherein:

the information stored in the personal token apparatus via the standard contact based interface

is used for personal identification, secure network logon, access control, e-ticketing, e-payment

and similar applications using either the standard compliant interface or the RFID-compliant

interface.

38. (previously presented) The compact personal token apparatus of claim 31, wherein:

information received through the RFID- interface can be stored in the memory of the personal

token apparatus and can then be provided to the host processing device via the standard interface,

thus allowing a complete information exchange between the virtual world and the real world.

39. (original) The compact personal token apparatus of claim 31, further comprising:

additional memory selected from the group consisting of flash memory and EEPROMdevice

powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run applications.

40. (currently amended) The compact personal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this being

under a commandof an operating system;

an interface module providing translation of standard-compliant contact based interface

messages via a memory chip to Bluetooth /WLAN 84244 802.11device compatible compliant

messages, and providing the translation of Bluetooth /WLAN 842-14 802.11device compliant

messages via a memory chip to standard-compliant contact based interface messages; and

a Bluetooth /WLAN $2-+4 802.11device having a Bluetooth/WLAN $42-44 802.11

compliant interface communicating through the interface module with the host processing device

15
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via amemory chip; the same Bluetooth /WLAN 812-4 802.11 device communicating throughits

Bluetooth /WLAN $2-# 802.11 compatible interface.

41. (original) The compact personal token apparatus of claim 21, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROMdevice

powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run applications.

42. (original) The compact personal token apparatus of claim 21, further comprising:

a standard—compliant smart card contact interface complying to ISO 7816, or any similar

interface.

43. (previously presented) The compact personal token apparatus of claim 21, further comprising:

a connection module, connecting the personal token apparatus to a host device including PC,

PDA,smart cellular phone or similar device, either directly or with the help of a standard reader

device such as a memory card reader.

44. (previously presented) The compact personal token apparatus of claim 21, further comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this being

under a commandof an operating system; and

a translation module, translating messages incoming from the contact based interface, and

translating messages to the host device from the personal token apparatus.

45. (previously presented) The compact personal token apparatus of claim 21, further comprising:

a triple interface processor including contact, contactless, USB.

46. (currently amended) Method ofinteracting wirelessly, comprising:

providing a device;

interfacing the device with an Internet-capable appliance; and

providing a smart card interface in the device selected from the group consisting of ISO

14443 and ISO 15693.
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47. (original) Method, accordingto claim 46, wherein:

the interface with the Internet-capable applianceis selected from the group consisting of USB,

FireWire, IR, Bluetooth, standard serial port, WLAN.

48. (original) Method, according to claim 46, wherein:

the Internct-capable appliance comprises a device sclected from the group consisting of

personal computer (PC), laptop, PDA, MP3 player andcell phone.

49. (canceled)

50. (original) Method, according to claim 46, wherein:

the device is modular in construction.

51. (previously presented) Method, according to claim 46, wherein:

the device performsa firewall functionality to protect the Internet-capable appliance.

52. (original) Method, according to claim 46, wherein:

the device incorporates interfaces for ISO contact, contactless, USB and DSL.

53. (new) A compact personal token apparatus, comprising:

a connection module for interfacing the personal token apparatus with an Internet-capable

appliance;

a contactless interface;

a translation module for moving signals between the connection module and the contactless

interface;

the contactless interface is an RFID interface.

54. (new) The apparatus of claim 53 wherein the connection moduleis selected from the group

consisting of USB, FireWire, IR, Bluetooth, standard serial port, WLAN,and similar interfaces

capable of interfacing with the Internet-capable appliance.
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55. (new) The apparatus of claim 53 wherein the Internet-capable appliance is selected from the

group consisting of personal computer (PC), laptop, PDA, MP3player, cellphone, and similar

Internet-capable devices.

56. (new) The apparatus of claim 53 wherein the contactless interface is selected from the group

consisting of ISO 14443, ISO 15693, NFC and similar contactless interfaces.

57. (new) The apparatus of claim 53, further comprising:

a wireless interface.

58. (new) The apparatus of claim 53, further comprising:

an RFID or NFC antenna.

59. (new) Method oflinking the virtual world of the Internet with the real world of contactless

transactions, comprising:

providing a compact personal token apparatus, comprising:

a connection module for interfacing the personal token apparatus with an Internet-capable

appliance;

a contactless RFID interface; and

means for moving signals between the connection module and the contactless interface;

interacting in the virtual world when connected with the Internet-capable appliance; and

interacting in the real world after interacting in the virtual world.

60. (new) The method of claim 59, wherein interacting in the real world comprises an activity

selected from the group consisiting of personal identification, secure network logon, access

control, e-ticketing, e-payment and similar applications.
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Remarks

This is a continuing prosecution (RCE) of 10/990,296 which received a final rejection. An
Examiner interview was conducted, by telephone, and it was decided that Applicant wouldfile this
RCE,and that an Amendment would be submitted at the same time.

Whatis sought to be achieved by this Preliminary Amendmentis:
1. clarify some of the terminology and concepts used (and discussed, and claimed)
2. present claims that are allowable over the cited references.

References to portions of the specification may be madeto page/line of the application and/or to
numbered paragraphs [0###] of the published application.

By wayofreview,the invention is directed to an apparatus (former claims 1, 21) and a method
(former claim 46).

The apparatus has
USBinterface

wireless interface

contactless interface

USB:is an example of a mechanical (plug) connection with a computer, 1.e., a wired connection.

Wireless and Contactless arc two types of radio frequency (RF) interfaccs. Ina most gencral
sense, both are "wireless" in that they do not requires wires, and that they use RF. However, in the
art to which this invention most nearly pertains, the terms "wireless" and "contactless" have two
very different meanings and two very different functionalities. These differences are well pointed
out in the specification, as follows.

Regarding wireless interfaces....

As noted in the specification (page _, [0122] glossary),
wircless Technology that allows a uscr to communicate and/or connect to the Internet or

mobile phone networks without physical wires. Wi-Fi, Bluetooth®, CDMA and
GSMareall examples of wireless technology.

As noted in the specification (page 0121] glossa

Wi-Fi Short for "Wireless Fidelity". Wireless technology, also known as 802.11b, that
enables you to access the Internet, to send and receive email, and browse the Web
anywhere within range of a W1-Fi access point, or HotSpot.

Asnoted in the specification (page _, [0045] glossary),
Bluetooth A wireless technology developed by Ericsson, Intel, Nokia and Toshiba that

specifies how mobile phones, computers and PDAs interconnect with each other,
with computers, and with office or home phones. The technology enables data
connections between clectronic devices in the 2.4 GHz range at 720 Kbps(kilo bits
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per second) within a 30-foot range. Bluetooth uses low-powerradio frequencies
to transfer information wirelessly between similarly equipped devices.

As noted in the specification (page 0119] glossary
 

UWB UWBis short for "Ultra Wide Band". UWB is a wireless communications

technology that transmits data in short pulses which are spread out over a wide
swath of spectrum. Because the technology does not use a single frequency, UWB
enjoys several potential advantages over single-frequency transmissions. For one, it
can transmit data in large bursts because data is moving on several channels at
once. Another advantage is that it can share frequencies that is used by other
applications becauseit transmits only for extremely short periods, which do not last
long enoughto cause interference with other signals.

Asnoted in the specification (page 0123] glossa:

WLAN Short for "wireless local-area network". Also referred to as LAWN. A WLANis

a type of local-area network that uses high-frequency radio wavesrather than wires
for communication between nodes(¢.g., between PCs).

Asnoted in the specification (page _, [0072] glossary), AMENDED HEREWITH
IEEE 802.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three

different physical layers, 802.1 1a, 802.11b and 802.11g.

  

The wireless interfaces of interest in the present invention are principally WLAN,Bluetooth and
UWB. These wireless interfaces operate at a distance of several meters, generally for avoiding
"cable spaghetti". For example, Bluetooth headsets and other computer peripherals. WLAN is
typically used for networking several computers in an office.

Regarding contactless interfaces....

Asnoted in the specification (page _, [0077] glossary),
ISO 14443~~ISO 14443 RFID cards; contactless proximity cards operating at 13.56 MHz in up

to 5 inches distance. ISO 14443 defines the contactless interface smart card

technical specification.

Asnoted in the specification (page 0080] glossa

ISO 15693 ISO standard for contactless integrated circuits, such as used in RF-ID tags. ISO
15693 RFID cards; contactless vicinity cards operating at 13.56 MHz in up to 50
inches distance. (SO 15693 is typically not used for financial transactions
becauseofits relatively long range as compared with ISO 14443.)

Asnoted in the specification (page _, [0089] glossary), AMENDED HEREWITH
NFC Short for "Near Field Communication". NFC is a contactless connectivity

technology that enables short-range communication between electronic devices. If
two devices are held close together (for example, a mobile phone and a personal
digital assistant), NFC interfaces establish a peer-to-peer protocol, and information
such as phone book details can be passed freely between them. NFC devices can
be linked to contactless smart cards, and can operate like a contactless smart card,
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even when powered down. This means that a mobile phone can operate like a
transportation card, and enable fare payment and access to the subway. NFC is
an open platform technology standardized in ECMA (European Computer
Manufacturers Association) 340 as well as ETSI (European Telecommunications
Standards Institute) TS 102 190 V1.1.1 and ISO/IEC 18092. These standards
specify the modulation schemes, coding, transfer speeds, and frame format of the
RF interface of NFC devices, as well as initialisation schemes and conditions

required for data collision-control during initialisation — for both passive and active
modes.

Asnoted in the specification (page _, [0101] glossary),
RFID Short for "Radio Frequency Identification". An RFID device interacts, typically at

a limited distance, with a "reader", and may be either "passive" (powered by the
reader) or "active" (having its own powersource, such as a battery).

  

The contactless interfaces of interest in the present invention are principally RFID contactless
interfaces such as ISO 14443, 15693 and NFC. RFID operates at a maximum distance of 1 meter
for purposes of identification. In a payment (financial transaction) application, the distance is
restricted to 10 cm.

There are clear distinctions between wireless and contactless, for example (Specification, [0134]):
The apparatus may further comprise a standard-compliant contactless/wireless interface;
the contactless/wireless interface complying to one or more of the following standard
interfaces: RFID-contactless interface according to ISO 14443 and ISO 15693 as well as
stmilar interfaces, Bluetooth compatible interface, WLAN 802.11, UWB, and any similar
interface.

Parsing the paragraph [0134], please note: contactless / wireless.....
. (re contactless) " RFID-contactless interface according to ISO 14443 and ISO 15693 as

well as similar interfaces"

(re wireless) "Bluetooth compatible interface, WLAN 802.11, UWB,and anysimilar
interface."

This paragraph [0134] is re-written herewith, as follows..
 

The apparatus may further comprise a standard—compliant contactless Avirelessinterface:the
eontactlessAviteless interface complying to one or more ofthe following standard interfaces:
RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar interfaces,
and a wireless interface complying to one or more of the following standard interfaces: Bluetooth
compatible interface, WLAN 82-1 802.11, UWB,and any similar interface.

A wireless connection (e.g., WLAN) is generally simply a substitute for a physical (e.g., USB)
connection between the apparatus and an Internet-capable appliance, allowing the user some
flexibility of movement. For example, see the specification, [0131]:

According to the invention, a compact personal token apparatus comprises a connection
module; a translation module; a processor module; and an input/output module. The
connection module is for interfacing the personal token apparatus with a an Internet-capable
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appliance; and the interface is selected from the group consisting of USB, FireWire, IR,
Bluetooth, standard serial port, WLAN.

Wireless and contactless are different than one another, although both use radio frequency. They
are different communications protocols with different capablities and are used for different
purposes. For example, a contactless RFID smart card protocol according to ISO 14443 and ISO
15693, can be used for private, secure financial transactions in "real world" applications such as
paymentat a retailer.

Note, for example, that 50 inches (SO 15693, an RFID contactless protocol) is considered to be
too great a distance to provide appropriate security for (contactless) financial transactions.

But 50 inches would not be enoughto provide a (wireless) network betwen office computers!

Additionally, generally, contactless technology is primarily passive (having no power source of
its own), deriving power to operate from the electromagnetic field generated by a nearby reader.

Wireless technologies, on the other hand, generally require a their own power source (either
battcrics, or plugged in) to opcrate.

Contactlessis different than wireless. different protocol, different signal characteristics, different
utility, different energy requirments, different capabilities, different purposes, different
advantages, different limitations. They are different.

Amendments to the Specification
In a few places, "802.11" had a typo and was "812.11". (It was correctly stated as "802.11" in
other places in the specification, and is gencrally widcly known to be "802.11")

Certainly, in a broad historical sense the term "wireless" has been used by many to indicate any
interface (typically electromagnetic) that does not involve wired connections.|However, the
glossary is replete with industry-standard definitions which clarify the distinction between
"wireless" (such as 802.11) and "contactless" (such as ISO 14443, 15693 and NFC).

Thedistinction between "wireless" and "contactless" may have beena little indistinct in places,
and various amendments are madeto the specification herewith to avoid possible confusion.

There is ample support throughout the specification for the changes made herein. For example, in
the several glossary entries noted above, as well as in the text, for example at [0264] "When a user
enters a hot zone area equipped with a Wi-Fi / 802.11 wireless local area network ..."

No new matter is entered by these amendments.

Distinguishing the Invention from the Cited Art

As noted above, the apparatus(in its broadest sense) generally comprises:
a USBinterface

a wireless interface
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a contactless interface

The Cited References

Thecited references are Margalit (6,748,541) and Jiau (2003/026821)

Margalit has
USBinterface

contains a 7816 smart card chip (Fig. 2, 170)
no wireless

no contactless

As noted in the specification of the present invention, (page __, line __ [0079]),
ISO 7816 Regarding smart card, ISO7816 defines specification of contact interface IC chip

and IC card.

Margalit's smart card chip is an "ISO7816 memory" (Margalit column 3, line 63)

Margalit is a contact device. It is neither contactless, nor wireless.
  

Margalit's USB plug device of FIG. 2 includes both a CPU and a smart card chip (ICC) memory
170, typically a ISO7816 (T=0/1) protocol-based chip communicating with the CPU 130 using an
1SO7816-3 protocol. The apparatus of FIG. 2 is similar to the apparatus of FIG. 1 except that no
separate user's data memory 70 is provided. (Margalit column5, lines 6-11)

Margalit's flow of data in the apparatus of FIG. 2 typically comprises the following flow:
The USB interface chip 140 gets USB packets from the USB host 120. The USBinterface chip
140 parses the data and passes it to the microprocessor 130. The data, which typically
comprises a [SO7816-3 T=0/1 formatted packet, is passed by the microprocessor to the smart-
card 170 in a ISO7816-3 protocol. The microprocessor 130 gets the response from the smart
card 160 and passes the data to the USB interface chip 140. The USB interface chip 140 wraps
the data in USB packet format and passesit to the host 120. (Margalit column6, lines 17-27)

Margalit has:
a USBinterface

a CPU

memory (which may reside in the 7816 memory)
some 7816 smart card type functionality

Margalit docs not have:
wireless interface

contactless interface:

Funtionally, the present invention provides...
interacting with the “virtual world", over the internet, with a computer, either by

USBorwireless (see, ¢.g., claim 47) and
interacting in the "real world” using contactless RFID interface (see, e.g., claim 33)
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Margalit cannot interact in both the "virtual" world (Internet), via plug in (USB) or wireless
connection, which it has - combined with - performing in the "real" world of RFID contactless
applications, which Margalit does not have. And, there is no "suggestion to try” (such as combine
with an RFID reference), or to go in that direction.

Jiau discloses a body wearable personal network server (BWPNS)device which can communicate
via wireless in the form of personal area network (Bluetooth) and wireless LAN (TEEE 802.11),
and has a USB plug

Jiau does not have, nor does Jiau suggest combining a "RFID-contactless interface according to
ISO 14443 and ISO 15693 as well as similar interfaces". The invention does.

Since Jiau is lacking in a key element of the present invention - namely, contactless RFID
interface, it does not suggest the present invention, either alone or in combination with Margalit
which also does not have any contactless or even a wireless interface. And,_Jiau does not suggest
combining any 7816 smart card type functionality. Even if there were a suggestion to combine
these two references, the invention would not be rendered obvious by the combination.

It thus appearsthat the following claimsare patentable in light of the references cited.

Proposed "claims"
It would appearthat claims along the following lines should be allowed.
An amendmentto the claimsis included herewith.

X. A compact personal token apparatus, comprising:
a connection module (for example, USB)for interfacing the personal token apparatus with an

Internet-capable appliance; (see original claims 1, 3)
a contactless interface;

a translation module for moving signals between the connection module (USB interface) and
the contactless interface; (see original claims 1, 4)

the contactless interface is an RFID interface selected from the group consisting of ISO 14443
(RF1D-contactless interface), ISO 15693 (RFID-contactless interface), NFC and similar
contactless interfaces. (see original claim 5)

Y. The apparatus of claim X, further comprising:
a wireless interface; and
the wireless interface is selected from the group consisting of WLAN, Bluetooth, UWB,and

similar wireless interfaces. (sec original claim 23)

support may be foundin the specification at paragraph [0134]
The apparatus may further comprise a standard—compliant contactless/wireless interface; the
contactless/wireless interface complying to one or more of the following standard interfaces:
RFID-contactless interface according to ISO 14443 and ISO 15693 as well as similar
interfaces, Bluetooth compatible interface, WLAN 812.11, UWB,and any similar interface.
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The device (smart fob, USB key fob) can function as a Multi-Interface Reader-less Device to
provide for physical and logical access control. This embodiment would include an RFID or NFC
(Near Field Communication) antenna.

Thus, claim X is directed to the contactless interface which permits the user to wander around in
the "real" world (at retailers, for example) to conduct secure (such as financial) transactions. None
of the cited references disclose this.

The connection module (such as USB), alternatively the wireless interface (see next claim Y)
allows the user to update the fob when plugged into a computer, such as for downloading value
from the Internet ("virtual" world).

Dependent Claim Y is directed to wireless communication over long distances, without plugging
into the computer. Using, for example, the Bluetooth interface of claim Y, the RFID feature of
claim X can communicate via a PC over the Internet.

The claims are amended herewith, along the lines discussed hereinabove. It is believed that they
nowdistinguish over the cited references (Margalit, Jiau).

Claim 1 is amendedto include interfacing to the Internet (former claim 2) and moving signals to
the contactless interface.

Claim 2 is amendedto recite Internet-capable appliances (former claim 3) and recites possible
interfaces used by the connection module.

Claim 3 is limited to a USB connection with the Internet-capable appliance.

Regarding clain 13, sce paragraph [023], page 34.

Regarding claim 46, see claim 49.

Regarding claim 59, see for example, paragraph [0137] page 25
The apparatus may further comprise a dual interface chip (processor) inside the personal token
which can be directly programmedby a software running on the host system using the interface
processor without the need for an external contact based dual interface read/write device. The
software may be web based, allowing for downloading information from the web directly into the
dual interface processor memory (for example, event tickets) thus linking the virtual world to the
real world. The downloaded information may be usedin the real world by using the contactless
RFIDinterface.

See also claim 36,asfiled.

Regarding claim 60, see claim 35 (asfiled).

Newly-Presented Claims, and Claim Count

The highest number of claims previously paid for is:
52 total claims
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3 independentclaims (1,21,46)

Dependent claims 34 and 49 are canceled.
Claim 21 (formerly independent) is amended to be in dependent form.
Claims 53-60 are presented herewith,  

After entering this amendment, there \will be:
58 total claims

4 independent claims

Thus, necessitating excess claim(s) fele(s) for:
6 total claims @$25 = $150 (sniall entity)
1 independent claim = $100 (smiali entity)

The fee for entering an RCE is $395 (small entity)

Conclusion

The claims should be allowed.
The amendments to the specification should be entered.
No new matter is entered by this amendment.

For the Applic

4 FF
ant,

 
 

 
 

 
Registered Patent Agent # 47,963

Customer 37053

D.A.Stauffer Patent Services LLC
1006 Montford Rd.

Cleveland Hts. OH 44121

(216) 381-6599
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Beschreibung

Die vorliegende Erfindung betrifft eine Einrichtung
zur bidirektionalen Umsetzung von Signalen zwischen
einer USB Schnittstelle und einer anderen Schnittstelle.

Die Universal Serial BUS, USB,ist in der Spezifikati-
on, Revision 1.0 vom 1 Januar 1996 beschrieben; undist
in der vorliegenden Ausgabe der Revision 1.0 dffentlich
undfiir jedermann zuganglich.

Diese Spezifikation beschreibt sowohl die logische
Struktur der USB Schnittstelle inklusive der notwendi-

gen Protokolle, Signalisierung und Timinganforderun-
gen als auch die physikalische Struktur. Als physikali-
sches Ubertragungsmedium wird ausschlieBlich die
elektrische Ubertragung iiber cin elektrisch leitendes
Kabeldefiniert.

Der USB Schnittstellenstandard ist ein kabelgebun-
dener Ubertragungsstandard, der insbesonderedie ver-
schiedenen AnschluBeinheiten wie Tastatur, Maus,
Drucker, Video, Audio und sonstige Zusatzeinrichtun-
gen fir Workstations und PCs einheitlich mit der Zen-
traleinheit verbindensoll.

Bekannt sind Protokollumsetzer zwischen unter-

schiedlichen logischen und physikalischen Schnittstel-
len. Ein aus dem Stand der Technik bekannter Protokol-
lumsetzer fir ISDN konvertiert das nationale 1TR6

Protokoll auf der Benutzerseite in das europaische
DSS1 auf der Netzseite.

Stand der Technik ist, da8 fiir diese Anbindung je-
weils auf die Aufgabenstellung zugeschnittene Stan-
dards verwendet werden, z. B. LPT zur Verbindung von
Druckern mit PCs.

DerErfindungliegt die Aufgabe zugrunde existieren-
de Ein-/Ausgabeeinrichtungen, die nach einem anderen
Standard als dem USB Standard arbeiten an den USB

Standard anzupassen.
Diese Aufgabe wird erfindungsgema8 dadurch gelést,

daB die auf der USB Schnittstelle kommenden Daten

empfangen und auf die andere Schnittstelle umgesetzt
werden. Die Signale auf der anderen Schnittstelle wer-
den ebenfalls empfangen und auf die USB Schnittstelle
umgesetzt. Alle Anforderungen der USB Spezifikation
werdendabei erfuillt.

Im Folgenden wird die Erfindung anhand eines Aus-
fihrungsbeispielsfiir eine Umsetzung auf die PC-COM
Schnittstelle und anhand von einer Figur naher erlau-
tert.

Fig. 1 Blockschaltbild.
Die erfindungsgem4Brealisierte Einrichtung (E) weist

gemaéB Fig. 1 eine USB Schnittstelle auf und eme PC-
COMSchnittstelle. Die Daten der PC-COM Schnittstel-

le (C) werden an die COM Einheit (CE) weitergeleitet. In
der nachgeschalteten Verarbeitungseinheit (VE) wer-
den die Daten auf das USB Protokoill umgesetzt und
uber die USB Schnittstelle (US) ausgegeben.

Die an der USB Schnittstelle ankommenden Daten
werden gem4B der USB Spezifikation und dem vorge-
schriebenen Protokoll empfangen, einer Verarbeitungs-
einheit (VE), welche ein Mikroprozessor oder ein Digi-
taler Signalprozessor DSP sein kann zugefiihrt. In die-
ser Verarbeitungseinheit (VE) werden die Daten gef. in
das fiir die Wbhertragung erforderliche Format und Pro-
tokoll umgesetzt und anschlieBend der COM Einheit
(CE) zugefiihrt, um von dort iiber die COM Schnittstelle
(C) dbertragen zu werden.
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Patentanspriiche

1. Einrichtung zur bidirektionalen Umsetzung einer
oder mehrerer Schnittstellen nach der Spezifikati-
on Universal Serial BUS, USB, Revision 1.0 vom 15.
Januar 1996 und zukinftiger Ausgaben dieser Spe-
zifikation und anderer Spezifikationen welche die
Universal Serial Bus Schnittstelle beschreiben auf
eine oder mehrere PC-COM Schnittstellen nach
V24 und RS232 Standard, dadurch gekennzeich-
net, da8 sowohl das standardisierte Goertragungs.
protokoll als auch die elektrischen Parameterfiir
die jeweilige Schnittstelle eingehalten werden.
2. Einrichtung zur bidirektionalen Umsetzung einer
oder mehrerer Schnittstellen nach der Spezifikati-
on Universal Serial BUS, USB, Revision 1.0 vom 15.
Januar 1996 und zukiinftiger Ausgaben dieser Spe-
zifikation und anderer Spezifikationen welche die
Universal Serial Bus Schnittstelle beschreiben auf
eine oder mehrere PC-LPT Drucker Schnittstelien

nach Centronics Standard, dadurch gekennzeich-
net, daB sowohl das standardisierte Obertragungs-
protokoll als auch die elektrischen Parameterfiir
die jeweilige Schnittstelle eingehalten werden.
3. Einrichtung zur bidirektionalen Umsetzung einer
oder mehrerer Schnittstellen nach der Spezifikati-
on Universal Serial BUS, USB, Revision 1.0 vom 15.
Januar 1996 und zukiinftiger Ausgaben dieser Spe-
zifikation und anderer Spezifikationen welche die
Universal Serial Bus Schnittstelle beschreiben auf
eine oder mehrere CAN Bus Schnittstellen, da-
durch gekennzeichnet, daB sowohl das standardi-
sierte Ubertragungsprotokol! als auch die elektri-
schen Parameterfiir die jeweilige Schnittstelle ein-
gehalten werden.
4. Einrichtung zur bidirektionalen Umsetzungeiner
oder mehrerer Schnittstellen nach der Spezifikati-
on Universal Serial BUS, USB, Revision 1.0 vom 15.
Januar 1996 und zukiinftiger Ausgaben dieser Spe-
zifikation und anderer Spezifikationen welche die
Universal Serial Bus Schnittstelle beschreiben auf
eine oder mehrere LAN Schnittstellen nach Ether-

net oder Token Ring Standard, dadurch gekenn-
zeichnet, daB sowohl das standardisierte Ubertra-
gungsprotokoll als auch die elektrischen Parameter
fiir die jeweilige Schnittstelle cingchalten werden.
5. Einrichtung zur bidirektionalen Umsetzung einer
oder mehrerer Schnittstellen nach der Spezifikati-
on Universal Serial BUS, USB, Revision 1.0 vom 15.
Januar 1996 und zukiinftiger Ausgaben dieser Spe-
zifikation und anderer Spezifikationen welche die
Universal Serial Bus Schnittstelle beschreiben auf
eine oder mehrere GGI oder CHI Schnittstellen,

dadurch gekennzeichnet, daB sowohl!dasstandardi-
sierte Ubertragungsprotokoll als auch die elektri-
schen Parameterfiir die jeweilige Schnittstelle ein-
gehalten werden.
6. Einrichtung zurbidirektionalen Umsetzung einer
oder mehrerer Schnittstellen nach der Spezifikati-
on Universal Serial BUS, USB, Revision 1.0 vom
15. Januar 1996 und zukiinftiger Ausgaben dieser
Spezifikation und anderer Spezifikationen welche
die Universal Serial Bus Schnittstelle beschreiben
auf eine oder mehrere PCMCIA Schnittstellen, da-

durch gekennzeichnet, daB sowohl das standardi-
sierte Ubertragungsprotokoll als auch die elektri-
schen Parameter fiir die jeweilige Schnittstelle ein-
gehaiten werden.
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7. Einrichtung nach mindestens einem der Ansprii-
che 1—6, dadurch gekennzeichnet, da eine der
USB Schnittstellen auf mindestens 2 unterschiedli-

che der inden Anspriichen 1—6 aufgefiihrien ande-
ren Schnittstellen in der Einrichtung umgesetzt
wird.

Hierzu 1 Seite(n) Zeichnungen
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ZEICHNUNGEN SEITE 1 Nummer: DE 196 31050 Al
Int. CLS: HO4L 25/20

Offenlegungstag: 5. Februar 1998

US

  
PC-COM

USB Schnhittstelle Schnittstelle

Fig. 1

702 066/284
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TITLE

SMART CARD READER WITH CONTACTLESS ACCESS CAPABILITY

FIELD OF INVENTION

This invention relates to an electronic apparatus, and in particular smart-card readers

for the dual-mode contact/contactless smart cards.

BACKGROUND OF INVENTION

A smart card consists of an IC chip typically embedded in a flat enclosure. It comes

with two popular form factors. One of them is the size of a credit card which is widely

used in banking and national ID card projects. The other form factor is the smaller

subscriber identification module (SIM card) used in mobile phone. The IC chip itself can

simply be a memory chip or a microprocessor chip. Typically, a smart card has eight

electric pins which are generally referred to as C1 to C8 to communicate to the external

world. Their roles and functions are defined in ISO7816 international standard. A smart

card readeris a device that will make electrical contact with each of these pins, so that an

external host device can communicate with the smart card through the reader. Out of

these 8 pins, ISO7816 standard defines 6 of them for the use of carrying electric power,

the clock and reset signals as well as data input and data output signals between the

reader and the card. Pins C4 and C8 are not defined and some manufacturers are using

these 2 pins to carry out special functions, which will be described later. This type of

smart card is said to operate in a contact mode, as it needs to make physical contact with

the card reader in order for it to get the electrical power and to communicate with the

external world.

There is another kind of smart card that can operate in a contactless mode.It is based

on the Radio Frequency Identification (RFID) technology. In this case, the contactless
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smart card reader, also known as the interrogator, sends out the Radio Frequency (RF)

signal. The contactless smart card has an antenna and RF circuitry which is tuned to

receive the RF signal at this frequency. When the contactless card is in the vicinity of the

interrogator, it picks up the RF signal, and uses it to power the analogue and digital

circuitry within the smart card IC. The interrogator and the contactless smart card also

communicate with each other through the same RF channel. The International

Standardization Organization (ISO) has published a few standards that stipulate the

specifications of contactless smart card operations in detail. They are the ISO14443-type

A and type B standards, where the reading distance can be up to 10 cm, as well as the

ISO15693 standard where the reading distance is extended to 15 cm or longer. Other

vendors adopt the same operating principle but employ their own proprietary standards.

The contactless smart card operates according to the near-field wave propagation

principle of the electromagnetic wave theory. Typically, inductive coupling is adopted in

this case whereby the RF magnetic field generated by the interrogator induces electric

current at the contactless smart card when it movesin the vicinity of the interrogator. To

maximize magnetic field coupling, both the antennas of the interrogator and the

contactless smart card are arranged in the form of cylindrical loop that consists of

multiple turns of electrical wires. At the 13.56MHz frequency specified by the ISO

standards, the antenna of the contactless smart card comprises just a few turns. These few

turns can be placed along the perimeter of the rectangular shape of a normal size smart

card.

Smart cards operating in contact mode have been widely used in many applications

where security and privacy are the prime concerns. These include banking transaction,

credit card processing, on-line electronic commerce, logical access to computer systems,

as well as national identification card projects, health care and social security card

projects. Another mass adoption of smart card technology is the subscriber identification

card (SIM card) used in the GSM mobile phone handsets. On the other hands, contactless

smart card technology is more convenient to use, as users do not need to physically insert

the smart card into the card reader. Hence, it is widely used in physical access control,

micro-payment of mass transit systems among many other applications. However, the

IPR2022-00412

Apple EX1053 Page 269



IPR2022-00412 
Apple EX1053 Page 270

HK 1063994 A

latter technology may not offer the same level of security protection as the contact mode

of operation, because the wireless data transmission could be eavesdropped by a rogue

contactless reader located in close proximity of the genuine one.

As a result, vendors have developed a dual-mode smart card that can operate in

either contact mode or contactless mode. This card, also known as combi-card, normally

has a form factor that is the same size as a normal credit card. It has 8 pin connectionsas

per normal contact smart card which can connect to a smart card reader in contact mode

of operation. It also has an embedded antennainside the card so that it can function as a

contactless card byitself.

Such a dual-mode smart card would require a smart card reader for it to perform the

contact-mode operation. Unfortunately, not many computer systems carry a smart card

reader as their standard peripheral device. However, most computer systems support

serial and USB (Universal Serial Bus) ports. Hence, it is desirable to have a device that

has a built-in smart card reader to interface with the dual-mode smart card on the one

hand, and a USBorserial port to connect to a computer system on the other. If such a

device needs to accommodate a credit-card size combi-card, it will be cumbersome for

users to carry. Therefore, a dual-mode smart card having the SIM form factor is much

preferred. This will enable many new applications. For example, users can store secret

keys and password information inside the dual-mode SIM sized smart card. When the

user wants to log on to a computer system, he can connect the device to a USB port. A

software program can be automatically initiated to authenticate the user and allow him

access to the computer. When the user wants to access certain restricted premises, it can

function in contactless mode as a physical access device for the user. In another

application scenario, the dual-mode smart card can be configured as a store-value card.

The user can use the contact-mode of operation to top up the stored value, and use the

contactless-mode of operation to pay service fee. The contact-mode ensures high security

while the contactless-mode offers user convenience. In fact, the device can be made small

enoughas a personalelectronic key that is always carried by the user in his key-chain.

However, for a dual mode smart card that has a form factor of a SIM card, the loop

antennahasto be placed outside the SIM card, as the area encompassing the SIM cardis
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too small to capture sufficient magnetic flux from the interrogator to power the smart card

IC. Some manufacturers makes use of pins C4 and C8, the twopins that are not defined

in the ISO7816 standard, to connect the SIM card to the external antenna. Hence it is

necessary to design and develop an antenna and its associated circuitry, and incorporate

such antenna assembly to the device in the most cost-effective manner without

compromising its RF reception quality.

SUMMARYOF INVENTION

In view of the foregoing background, it is therefore an object of the present

invention to provide an improved apparatus that provides access to a dual-mode smart

card either through a smart card reader electronic module to an external host in contact

mode of operation, or through an antenna assembly to a contactless card reader in

contactless mode of operation. Accordingly, the present invention provides an apparatus

comprising the electronic circuitry of a smart-card reader that is adapted to connect to a

dual-mode smart card in a contact mode via a smart card connector, and an antenna

assembly adapted to connect to the smart card connector for contactless mode operation.

In the preferred embodiment, the entire circuitry of the smart-card reader and the

antenna assembly is fabricated in a single printed circuit board so that it can reduce the

production cost and improvethe reliability. The antenna circuitry may comprise a loop

antenna, or it may include other electronic components such as a tuning capacitor. The

antenna maybe fabricated as thin electrical lines running in loops around the perimeter of

the printed circuit board. The circuitry of the smart card reader may beplaced at the inner

portion of the printed circuit board.

Anotheraspect of the present invention is to fabricate the antennain the inner layers

of a multi-layer printed circuit board. The loop antenna assembly may occupy more than

one layer, with the antenna wire in one layer electrically connected to another layer via

electrically conducting through-holes in the printed circuit board so that the multi-layer

wiring loops constitutes a single loop antenna.
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In a second preferred embodiment, the loop antenna may be embeddedin the casing

that houses the apparatus. The antenna wiring may be embedded in the casing, and its

leads makeelectrical connection to the rest of the antenna assembly in the printed circuit

board. This may minimize the numberoflayers ofprinted circuit board.

A methodaspect of the present invention is for forming the antenna assembly. The

method preferably comprises the steps of: constructing metal connectors in a printed

circuit board to realize the circuit diagram of the smart card reader electronic module,

embeddingat least one metal wire around the perimeter of the printed circuit board, and

electrically connecting the metal wire to the smart card connector so that the metal wire

functions as an antenna for the antenna assembly for contactless mode operation.

It should be noted that the metal conductors that realize the circuit diagram of the

smart card reader electronic module should not form closed loops. Moreover, for a multi-

layer printed circuit board, the metal wire for the antenna may occupy more than one

layers. In such case, electrically conducting pin-holes will be used to connect wires from

multiple layers together so that it constitutes a single antenna.

Another prefer method embodiment comprises the steps of: embedding the smart

card reader module on the printed circuit board and embedding the loop antenna on the

casing of the apparatus, and electrically connecting the loop antenna to the rest of the

antenna assembly.

Another method aspect of the present invention is for accessing the content of the

dual-mode smart card. The method preferably comprises the steps of connecting the smart

card to an external host via a smart card reader electronic module and exchanging data

with the smart card via the electronic module for contact mode of operation; and having

an antenna assembly electrically coupling to said smart card and exchange data with a

contactless smart card reader in a contactless mode of operation.

BRIEF DESCRIPTION OF FIGURES

FIG. 1 is a block diagram of a dual-mode smart card reader module according to the

invention.

FIG.2 is a dual-mode smart card whose dimension conforms to the SIM form factor.
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FIG. 3 is top view of the dual-mode smart card reader device according to the

invention with the top cover removed.

FIG. 4 is the top view of the dual-mode smart card reader device according to the

invention with the dual-mode smart card inserted to the smart card connector slot of the

device.

FIG. 5A, 5B, 5C and SD arethe first, second, third and forth layers of the printed

circuit board layouts of the device according to the invention.

FIG.6 is a cover of the device with an antenna embeddedinside the cover.

FIG. 7 showsthe printed circuit board installed on the cover of the device with an

antenna embeddedinside the cover.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention is now described in details hereinafter in the preferred

embodiments. However, it will be obvious to one skilled in the art that the present

invention may be practiced with variation of these specific details. Hence this invention

should not be construed as limited to the embodiments set forth herein.

Referring to FIG. 1, the present invention is related to the dual-mode smart card

reader module 10, which has two major components: the smart card reader electronic

module 11 and the antenna assembly 12. The former establishes a communication path

between the external host 21 and the smart card 20 so that the external host 21 can read

and write information to the smart card 20 under the contact modeofoperation. Likewise,

the antenna assembly 12 provides the necessary antenna circuitry to smart card 20 so that

the latter can communicate with the contactless smart card reader 22 in contactless mode

of operation. In the preferred embodiment, the smart card 20 has a form factor like the

SIM card as shown in FIG. 2, and the external host 21 is a computer. The smart card

reader electronic module 1] provides a Universal Serial Bus (USB) port 31 for

connection to the external host 21. However, it should be obvious to one skilled in the art

that other interfacing protocols such as the RS232, the RS442 and the RS4835serial

interface, as well as the parallel port interface can also be used. The antenna assembly 12
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further comprises an antenna 14 and the antenna tuning circuitry 13. For certain dual-

mode smart card, there is no need for antenna tuning and in this situation the antenna

assembly 12 contains only the antenna 14.

FIG.3 illustrates the entire apparatus of the preferred embodiment with the one part

of the casing removed. The entire circuitry of the dual-mode smart card reader module 10

is implemented in the printed circuit board 33. In this preferred embodiment, the smart

card reader module 10 makes use of the USB port 31 to connect to the external host 21.

This module is housed in casing 32. The printed circuit board 33 contains a smart card

connector 34 that has 8 pin connectors for making electrical contact with the dual-mode

smart card 20. FIG. 4 showsthe setting when the smart card 20 is inserted to the smart

card connector 34.

FIG. 5 shows the entire layout of printed circuit board 33. In this preferred

embodiment, the printed circuit board 34 has four layers. FIG. 5a and FIG. Sd are the top

and bottom layers respectively for the mounting of discrete electronic components. The

antenna 14 in FIG. | is realized in layer 2 and 3 of the printed circuit board 33. As shown

in FIG. 5b and 5c, each of these two layers comprises five turns of thin electric wires that

constitute a portion of the antenna. These wirings run around the perimeters of the printed

circuit board so that the antenna 14 thus formed can capture the maximum amount of

magnetic flux radiated from the contactless card reader 22. Thin wire 14a makes contact

with layer 1 through electrically conducting pin-hole 15, and also with layer 3 through

pin-hole 17. Likewise, thin wire 14b makes contact with layer 2 through pin-hole 17 and

with layer 1 through pin-hole 16. As such, wiring 14a and 14b are connected together to

form a single antenna 14. Antenna 14 connects to the antenna assembly 12 in printed

circuit board 33, which in turn connects to smart card connector 34.

Since the electric power that can be coupled to the smart card 20 from the

contactless smart card reader 22 depends on the numberofturns that the loop antenna 14

has, and also the area it encloses, the wiring 14a and 14b preferably occupy the perimeter

of the printed circuit board 33. To increase the number of turns, the loop antenna 14

occupies two layers of the printed circuit board in this specific embodiment,. Moreover,

as surface mount technology is adopted to put electronic componentsto the printed circuit
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board 33, the top and bottom layers are dedicated to for interconnecting electronic

components together to realize the circuitry of the dual-mode smart card reader module

10. Hencein the preferred embodiment, the loop antenna 14 occupies the inner twolayers.

If there is no size constrain, the antenna can be co-located with the rest of the electronic

circuitry and hence the numberof layers in the printed circuit board 33 can be reduced.

Although the present invention has been described specifically using this preferred

embodiment,it is clear that many variations and combinationsare possible in the light of

the teaching provided herein. Specifically, the number of turns of the antenna wiring,its

placement on the circuit board, and the numberof layers of the printed circuit board used

are variations that those skilled in the technical art can adapt to their specific applications.

In another preferred embodiment, the antenna 14 is embedded in the casing 32 as

shown in FIG, 6. The antenna can be constructed using thin metal wires wound in loops

or other forms, or it can be printed onto the cover using conductive inks. The main

purpose is that the antenna thus formed can receive the electromagnetic wave radiated

from the contactless card reader. At the printed circuit board 33, spring connectors can be
placed directly underneath antenna leads 41 and 42, so that when the cover 32 encloses
the printed circuit board 33, these spring connectors make electrical connections to

antenna leads 41 and 42. In another preferred embodiment, flexible circuit board can be

used to form the antenna 14, and the former can be glued to the back of the cover 32 by

adhesive means. The antenna 14 can be connectedto the printed circuit board 33 through

ordinary electrical wires and connectors. It should be obvious to one skilled in the art that

there can be a plurality of methods to embed the antenna 14 to the cover 32 and connect

the antennato the printed circuit board 33; and the antenna can be made using a variety of

electrically conducting materials. The preferred embodiment describes herein represents

only one approach to reduce the inventive idea to practice. Many other alternatives and

variations may be madefrom the teaching above.

The preferred embodiments of the present invention are thus fully described.

Although the description referred to particular embodiments, it should not be construed

that the invention is limited to such embodiments, but rather construed according to the

claims below.
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Whatis claimedis:

1. An apparatus for reading a dual-mode smart card comprising

a smart card connector adapted to electrically connect to said smart card;

b. a smart card reader electronic module connecting said smart card connector to

an external port, said external port adapted for electrically coupling to an

external host for data exchange between said smart card and said external host;

c. an antenna assembly adapted to electrically connect to said smart card

connector for wireless data transmission between said smart card and a

contactless smart card reader.

2. An apparatus according to claim 1, wherein said smart card connectoris fabricated on

a printed circuit board.

3. An apparatus according to claim 2, wherein said antenna assembly is fabricated in

said printed circuit board.

4. An apparatus according to claim 3, wherein said printed circuit board is a multi-layer

printed circuit board with at least one layer of said printed circuit board containing at

least a portion of said antenna assembly.

5. An apparatus according to claim 4 wherein said printed circuit board further

comprises multiple layers said antenna assembly being embedded in at least two

layers of said printed circuit board with electrically conduction therebetween.

6. An apparatus as in claim 1 or 2, wherein a casing is provided for housing at least a

portion of said apparatus, and the antenna of said antenna assembly is embedded as

part of said casing.

7. An apparatus as in claim 1, wherein said external port is a USB port.

8. An apparatus as in claim 1, wherein said external port is a serial port.

9. Ina smart card reading apparatus containing a smart card reader electronic module for

connecting an export port to a smart card connector, said smart card connector

adapted to electrically connect to a dual-mode smart card, said smart card electrically

coupling to an antenna assembly for contactless mode of operation, a method of

forming said antenna assembly comprising the steps of

a. laying metal conductorsin a printed circuit board to connect
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i. electronic components of said export port,

il. said smart card reader electronic module, and

ili. said smart card connector together.

b. embedding at least one metal wire in a position proximate the perimeter of said

printed circuit board;

c. electrically connecting said metal wire to said smart card connector such that

said metal wire functions as an antenna for said antenna assembly for wireless

transmission.

10. A method according to claim 9 further comprising embeddingat least a second metal

wire in at least a second layer; and connecting said first metal wire with said second

wire electrically.

11. A method according to claim 10 wherein said metal wire is embedded in the inner

layers of said multiple layer printed circuit board.

12. A method of accessing a dual-mode smart card comprising the steps of connecting

said smart card to an external host via a smart card reader electronic module and

transferring data to and from said smart card via said electronic module for contact

modeofoperation; and having an antenna assembly electrically coupling to said smart

card and transferring data to and from said smart card for contactless mode of

operation.

13. A method according to claim 12 further comprising providing a casing to house said

printed circuit board; winding an electrically conducting wire around said casing in

multiple turns; and connecting said wire to said antenna assembly in said printed

circuit board.

10
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TITLE

A SMART CARD RELEASING MECHANISM FOR SMART CARD READER

FIELD OF INVENTION

This invention relates to an electronic apparatus, and in particular a smart-card

reader that possesses a quick release mechanism for users to retrieve the inserted smart

card easily.

BACKGROUNDOF INVENTION

Smart IC cards have been widely used in many applications. It consists of an IC chip

embeddedin a flat enclosure and typically comes with two types of form factors. One of

them is the size of a normal credit card. The other is a smaller Subscriber Identification

Module (SIM) widely used in mobile phones and is generally referred to as SIM card. A

smart card readeris a device that provides a communication path for the host computer to

access the content of the smart card. There are smart card readers specially made for the

SIM card. Since the SIM card is small enough, the corresponding reader can be madein a

size that is handy to carry. It can be used as a secured token for logging on to computer

systems or conducting e-commercetransactions. In another application, such a reader can

be used to upload the information stored in the SIM card of a mobile phone to a host

computerdatabase.

However, it is not easy to remove the SIM card from the reader in existing products.

The usertypically needs to take a portion of the device’s cover awayfirst, and then use

his finger to slide the SIM card away from the smart card connector within the device.It

is therefore very inconvenient for the user if he needs to access the contents of many SIM

cards in a short time. The present invention describes a quick-release mechanism that can
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be easily incorporated to a smart card reader so that the user can retrieve the smart card at
ease.

SUMMARYOF INVENTION

In view of the backgrounddiscussion,it is an object of this invention to provide an

easy-to-use smart card dispensing mechanism to eject the smart card from a smart card

reader apparatus. Accordingly, the present invention relates to an apparatus comprising a

housing, a printed circuit board fitted inside the housing with a receiving site to

accommodate a smart card, and a smart card dispensing module disposed in between the

housing and the printed circuit board. One side of the dispensing module is at least

partially exposed to the exterior of the housing while the other side makes mechanical

contact to the smart card whenthe latter is inserted to the apparatus. The first side is

adapted to receive a user triggering movement that causes the dispensing module to eject

the smart card from the receivingsite.

In a preferred embodiment, the housing of the apparatus comprises first and second

covers, with an opening on the second cover. One side of the dispensing module

comprises a first protruded element that fits to the opening of the second cover for the

user to apply his triggering movement. The other side of the dispensing module

comprises a second protruded element that makes contact to the smart card when the

latter is inserted to the apparatus. In the preferred embodiment, the insertion of the smart

card pushes the dispensing moduletoa first position inside the apparatus. When the user

applies a triggering movementontothefirst protruding element of the dispensing module,

it causes the dispensing module to slide to a secondposition and eject the smart card from

the receivingsite.

In the present preferred embodiment, the first protruded element of the dispensing

module hasat least one groove to facilitate the user to apply his triggering movement.

Furthermore, the opening of the second cover has a wider opening at the exterior side

compared to the interior side. In addition, the dispensing module further comprises an

elongated arm in onesliding direction and a knot at the end of the elongated arm.
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Correspondingly,the interior side of the second cover further comprises at least 2 notches

so that the knob canrest on one of these notches securely.

The method aspect of the present invention is related to a user-friendly process to

release a smart card from the above-described device in its broadest embodiment. The

method comprises the steps of pushing the dispensing moduleto a first position when the

smart card is inserted to the device, and ejecting the smart card from the receiving site

when the user applies the triggering movement to the first protruding element of the

dispensing module, forcing thelatter to slide to the second sliding position.

BRIEF DESCRIPTION OF FIGURES

FIG. 1 is the top view of the interior of smart card reader device according to the

invention with the second cover removed.

FIG. 2 is a smart card whose dimension conformsto the SIM form factor.

FIG.3 is the top view of the smart card reader device according to the invention with

the smart card inserted into the receiving site of the device.

FIG 4A and 4B are the top view and side view of the first cover that houses the

device.

FIG 5A and 5Bare the top view and side view of the second cover that houses the

device.

FIG. 6A, 6B and 6C are the perspective view, top view and side view of the

dispensing module.

FIG. 7A and 7B are the cross-section side views of the apparatus showing

respectively the first position of the dispensing module when the smart card is inserted

into the device and the second position when it is pushed by the user to eject the smart

card.

FIG. 8A and 8Billustrate the beveled edge of the opening of the second cover and

its relative positioning against the dispensing module.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
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The present invention is now described in details hereinafter in the preferred

embodiments. However, it will be obvious to one skilled in the art that the present

invention may be practiced with variation of these specific details. Hence this invention

should not be construed as limited to the embodiments set forth herein.

FIG. | showsa printed circuit board 20 fitted inside the first cover 11. The printed

circuit board 20 connects the electronic components soldered in it to implement the smart

card controller logic. One of the components is the receiving site 21 specially made to

house the SIM card. FIG. 2 depicts the smart card 22 in SIM form factor. The printed

circuit board 20 also connects to a Universal Serial Bus (USB) connector 23 that serves as

a mean to communicate to the host computer. However, it should be obvious to one

skilled in the art that other interfacing protocols such as the RS232, RS485, or RS422

serial protocol and other parallel interfaces can also be adopted. FIG. 3 shows the

apparatus with the smart card 22 inserted into the receiving site 21 thereof. FIG. 4A and

4B are the top and side viewsof the first cover 11 of the housing, whilst FIG. 5A and 5B

are the top and side views of the second cover 30 respectively. Both the first and second

covers 11 and 30 respectively have recesses 12 and 34 at the front so that whenthefirst

cover 11 are placed on top of the second cover 30, an open space at the front of the
apparatus is formed so that the smart card 22 can slide in. The second cover has an

opening 31 andalso a plurality of notches 32 as shown in FIG. 5A. FIG. 6A, 6B and 6C

are the perspective, top and side views of the dispensing module 40 that is fitted in

between the second cover 30 and the printed circuit board 20. The dispensing module 40

comprisesafirst protruding element 43 thatis fitted to the opening 31 of the second cover

30. It also comprises a second protruding element 45 on the other surface of the

dispensing module 40, and an elongated arm 41. The end of the elongated arm 41

comprises a knob 42. The dispensing module 40 can slide inside the apparatus with little

restriction. FIG. 7A indicates a cross section view of the apparatus when smart card 22 is

inserted. Specifically, when the smart card 22 is being inserted, it makes contact to the

second protruding element of the dispensing module 45, and pushes the dispensing

module 40 to a first position inside the apparatus. When the smart card 22 is fully inserted,
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it sits on the receiving site 2] which has electrical contacts that connect to the respective

contacts of the smart card 22.

To release the smart card 22 from the apparatus, a user can apply a triggering

movement by placing his finger on the first protruding element 43 of the dispensing

module 40, and exert a force to push it outward to a second position. As a result, the

smart card 22 is disengaged from the receiving site 21 and is partially exposed outside the

apparatus as shownin FIG. 7Bsothatit can be retrieved by the usereasily.

In the preferred embodiment, the first protruding element 43 of the dispensing

module 40 further comprises a plurality of grooves 44 to facilitate the user to securely

place his fingers onto the dispensing module 40 and to exert force. Moreover, the second

cover 30 comprises a plurality of notches 32 so that knob 42 can rest on one of these

notches 32. This will prevent the dispensing module 40 to slide freely inside the

apparatus and causesit to either rest onafirst position or a second position as mentioned

earlier.

Yet another invention in the present preferred embodiment is related to the shape of

the opening 31 ofthe second cover 30 as shown in FIG. 8A. The opening 31 comprises a

beveled edge 35 that is wider in the exterior side compared to the interior side 36. When

the first protruding element43 is fitted to the opening 31 as shown in FIG.8B,the top of

the first protruding element 43 of the dispensing module 40 needs not be higher than the

second cover 30 to cause unevenness when the apparatus is placed on a flat surface, yet

the beveled edge 35 allowsthe user’s finger to get deeper into the opening 31 so that the

finger can makea firmer contact with the first protruding element 43.

The preferred embodiments of the present invention are thus fully described.

Although the description referred to specific embodiments, it should be understood that

the invention is not limited to such embodiments, but rather construed according to the

claims below.
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Whatis claimedis:

1. A smart card reader apparatus comprising:

a housing

a printed circuit board disposed within said housing and implementing a smart

card reader module, said printed circuit board further comprising a receiving

site adapted to receive a smart card,

c. asmart card dispensing module disposed within said housing, said smart card

dispensing module further having a first side at least partially exposed to the

exterior of said housing and adapted to receive user instruction and a second

side adapted to mechanically couple to said smart card such that a triggering

movement of the user on said first side of said dispensing module can cause

said dispensing moduleto eject said smart card from said receivingsite.

2. An apparatus according to claim 1 wherein said housing comprising a first cover and

a second cover, said second cover further comprising an opening for exterior access of

said first side of said smart card disposing module bysaid user.

3. An apparatus according to claim 2 wherein said opening of said second cover further

comprising an exterior side and an interior side, said exterior side having a beveled

edge with outer perimeter wider than the inner perimeter to allow easy access.

4. An apparatus according to claim 2 wherein said dispensing module is dispose

between said housing and said printed circuit board, said dispensing module further

adapted to slide to a first position when said smart card is inserted in said receiving

site and to a second position whensaid user exerts said triggering movement.

5. An apparatus according to claim 4 wherein said first side of said dispensing module

further comprising a first protruded element extending through said opening of said

second coveradapted for receiving said triggering movementofsaid user.

6. An apparatus according to claim 4 wherein said second side of said dispensing

module further comprising a second protruded element adapted to establish

mechanical contact with said smart card whenit is inserted to said apparatus.
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7. An apparatus according to claim 5 wherein said first protruded element of said

dispensing module has at least one groove to facilitate said user to exert said

triggering movement.

8. An apparatus according to claim 2 wherein said dispensing module further comprising

an elongated arm in onesliding direction and a knobat the end of said elongated arm.

. 9, An apparatus according to claim 8 wherein the interior of second cover further

comprising at least 2 notches so that said knob of said elongated arm of said

dispensing module rests on one of said notches of said second coversecurely.

10. A method of ejecting a smart card from an apparatus that comprises a housing, a

printed circuit board that houses a smart card receiving site, a first cover of said

housing, a second cover with an opening, a dispensing module disposed in between

said printed circuit board and said second cover, a first protruding element in one

surface of said dispensing module fitted to said opening of said second cover and a

second protruding element in the opposite surface of said dispensing module

comprising:

a. pushing said dispensing moduletoafirst sliding position when said smart card

is inserted and fitted onto said smart card receiving site,

b. ejecting said smart card from said receiving site when said user applies said

triggering movement onto said first protruding element of said dispensing

module causing said dispensing moduleto slide to said second sliding position.

IPR2022-00412

Apple EX1053 Page 288



IPR2022-00412 
Apple EX1053 Page 289

 
  

 

 ee

IPR2022-00412

Apple EX1053 Page 289



IPR2022-00412 
Apple EX1053 Page 290

HK 1063995 A

 
FIG. 5B
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FIG. 6C
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(57) Abstract

 
An online coupon issuing and redemption system and method receives requests for coupons from consumers, presents advertisements

and issues coupons to consumerselectronically. The system presents advertisements before issuing the coupons, such that an issuer may
be assured its targeted consumeris receiving its advertisements. The coupons are issued on a smart card, thereby eliminating a need for
paper coupons. The coupons are digitally signed in order to prevent fraud. In order to prevent further fraudulent tampering of coupons,
the redemption station includes a tamper—protected coprocessor for performing operations on the coupons. The system further includes
capability for the redemptionstation to link to an issuing station for electronic reimbursements.
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AUTHENTICATED ELECTRONIC COUPON ISSUING AND REDEMPTION

The present invention relates to an electronic advertisement and

coupon issuance and redemption.

Retailers and manufacturers often sponsor incentive programs for

persuading consumers to buy their products. These incentives include

discount coupons distributed to consumers wkereby a consumer may redeem

the coupon when purchasing an associated item. Such coupons are usually

distributed in paper forms.

The problems associated with paper coupons today are that the
retailer and manufacturers who advertise cannot assure that consumers who

use paper coupons have actually read the product advertisements which

accompany the coupons. The advertisers do not have a way of knowing who

is viewing their advertisements and cannot dynamically adjust the
advertisement to fit the viewer's tastes and interests.

In addition, many cases of fraud related to paper coupons are

occurring today. For example, paper coupons are easily counterfeited.

Some consumers commit fraud by redeeming coupons for merchandise they have

not purchased. Some retailers also commit fraud by redeeming coupons for
merchandise which consumers have noc purchased.

Manufacturers must rely on the cashiers and computer systems at

retail establishments to assure that consumers who redeem coupons have

actually bought the targeted product and that the coupons redeemed were

not expired at the time of redemption. Retailers often rely on their

cashiers to enforce coupon redemption rules. Other retailers rely on

computerized systems to compare coupon bar codes to the consumer's

purchases.

U.S. patent number 4880964 by Donahue describes paper coupons with

bar codes printed on them, and thus does not solve the deficiencies of

paper coupons described above. U.S. patent number 5710866 by Christensen

et al. describes electronically generated coupons but requires a database

of customers and spent coupons which is costly to maintain. It also

requires online connection to the database at redemption time to determine

if the coupon is valid.

In accordance with the present invention, there is now provided a coupon

issuing system for electronically presenting advertisements and generating

coupons, said system comprising: at least one issuing station for

generating and transmitting electronic advertisements and electronic

coupons according to predetermined criteria; at least one customer station
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to transmit from a user to the issuing station a request for an electronic

coupon, for receiving electronic advertisements and electronic coupons

from the issuing station, and for presenting the advertisement to the user

for interaction with the user; at least one smart card for holding

information including said electronic coupons; at least one smart card

reader/writer for communicating information held in said at least one

smart card to said at least one customer station; and at least one

software program to monitor a status of the interaction of the user with

the advertisement; whereby when said at least one software program detects

a predefined status, said at least one software program transfers said

electronic coupons to said smart card via said smart card reader/writer.

Viewing the present invention from another aspect, there is now provided a

system for redeeming electronic coupons comprising: at least one

redemption station; and at least one smart card reader/writer linked to

said redemption station; whereby said redemption station selects and

updates via said at least one smart card reader/writer, coupons stored in

a smart card, deleting expired coupons and also those matching purchased
items.

Viewing the present invention from yet another aspect, there is now

provided a method for advertising and issuing at least one coupon

electronically, said method comprising: receiving a request for said

electronic coupon from a consumer; cenerating at least one electronic

advertisement and said electronic coupon; transmitting said electronic

advertisement and said electronic coupon to a consumer's station for

presentation to said consumer; monitoring said consumer's interaction with

said advertisement; and transferring said electronic coupon to a smart

card, if said consumer's interaction with said advertisement meets a

predefined status.

In a preferred embodiment of the present invention there is provided an

online coupon issuing and redemption system. The issuing system includes

an issuing station. The issuing station is generally comprised of a

computer located usually at a manufacturer's site. The issuing station

typically generates advertisements and coupons electronically. The

issuing system also includes a consumer station, usually a computer and a

smart card reader/writer generally located at the consumer site. The

smart card reader/writer may be linked to the consumer computer either

directly or via a LAN or other network connections.

The issuing station and consumer station are linked via a

communications network. When a consumer makes requests via the consumer

station for coupons, the issuing station transmits the advertisement and

coupons it generated to the consumer station. The issuing station also
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has a capability of digitally signing the coupons. Digital signatures

insure the authenticity of the coupons as well as that of the issuer and

the issuing station. Also included in the transmission is a program

having a capability to run on the consumer station. The program is

responsible for making sure that the consumer absorbs the entire

advertisement and transferring the coupons to a smart card via the smart

card reader/writer linked to the consumer station.

This assures the advertisers that a consumer actually perceives the

advertisement for a product before receiving discount coupons.

The redemption system generally comprises a redemption station,

typically a computer, and a smart card reader/writer linked to the

redemption computer. The redemption system is typically located ata

purchasing site. when a consumer is ready to make a purchase, the

consumer inserts the smart card having electronic coupons stored in it

into the smart card reader/writer linked to the redemption station. The

redemption system reads the coupons via the smart card reader/writer and

Matches the purchased items with coupons. The matched coupons are

extracted from the smart card, so that they may not be used again. At the

same time, the redemption system deletes any expired coupons stored in the
smart card.

The redemption system also may include a tamper-protected secure

coprocessor. In order to protect a manufacturer from fraudulent merchants

and customers, operations which assess the validity of coupons, operations

which update, collect, store, or delete coupons may take place inside a

tamper-protected hardware boundary. The hardware boundary is part of

typical tamper-protected secure coprocessors and smart cards.

This provides a tamper-protected access to the coupons stored in the
smart cards.

Embodiments of the present invention may include a database of

coupons stored in the issuing station. The database may include a list of

coupons issued or already spent. When a consumer is ready to redeem the

coupons, the redemption station links to the database and validates the

coupons stored in the consumer's smart card by comparing the smart card

coupons with a list of coupons in the database. Only the valid coupons

matching the list in the database may be actually redeemed.

In embodiments of the present invention there may be provided a

communications link between a redemption station and an issuing station.
Such a link is established when a merchant wants reimbursements from the

manufacturer for the coupons the merchant redeemed to the consumers.

IPR2022-00412

Apple EX1053 Page 320



IPR2022-00412 
Apple EX1053 Page 321

10

15

20

25

30

35

40

45

WO 99/52051 PCT/GB99/00575

Typically the redemption computer sends electronic coupons which have been

digitally signed to the issuing computer. The issuing computer validates

the electronic signatures on the coupon. If the signatures are valid, the

Manufacturer reimburses the merchants for the valid coupons. This

provides a mechanism for the manufacturer to electronically reimburse the
merchants.

Preferred embodiments of the present invention will now be described by

way of example only, with reference to the accompanying drawings, in
which:

Figure 1 is an exemplary diagram illustrating a physical

architecture of an issuing system embodying the present invention;

Figure 2 is a flow diagram illustrating one possible logic flow of

issuing software running on the issuing computer embodying the present
invention;

Figure 3 is a flow diagram illustrating one possible logic flow of

advertisement viewing software running on the viewing computer embodying

the present invention;

Figure 4 is a flow diagram illustrating one possible logic flow for

interaction between advertisement viewing software and issuing software;

Figure 5 is an illustrative example showing a physical layout of a

redemption system architecture embodying the present invention;

Figures 6 and 7 are a flow diagram illustrating one possible logic

flow in the redemption system during a typical point of sale;

Figure 8 is a flow diagram illustrating a possible logic flow ina

typical daily coupon close-out;

Figure 9 is an illustrative example showing a physical layout of a

software-based redemption system embodying the present invention.

Figure 1 is an exemplary diagram illustrating a physical

architecture of an issuing system embodying the present invention. An

authenticated electronic coupon issuing system shown in Figure 1 includes

an issuing station, typically a computer 110 running issuing software 115;

a viewing station, typically an advertisement viewing computer 120 running

advertisement viewing software 123 which sends requests for coupons 125 to

an issuing computer 110; an advertisement viewing computer 120 running

advertisement applet software 130; an electronic advertisement 140; an
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electronic coupon which is digitally signed 150; a dispensing smart card

reader/writer 160; a customer's smart card 170 holding an electronic

coupon 150. A typical smart card may be a chip card having an integrated

Circuit that is resistant to physical tampering. An issuing station

typically comprises a computer at a manufacturer or clearing house site.

Likewise, a viewing station typically comprises of a computer at a

customer site. A customer is typically a consumer who receives coupons

electronically and makes purchases using the coupons.

A dispensing smart card reader/writer 160 is attached to an

advertisement viewing computer 120 and is accessible by advertisement

applet software 130.

Issuing software 115, advertisement viewing software 123, and

advertisement applet software 130 are typically purchased from software

vendors. An electronic advertisement 140 is supplied by an advertisement

content vendor. A customer's smart card 170 may be purchased from a smart

card vendor. Likewise, a customer's smart card reader/writer 160 may be

supplied by a smart card reader/writer vendor. An issuing computer 110

and an advertisement viewing computer 120 may be obtained from computer

hardware vendors. An electronic coupon 150 is generated by issuing

software 115. A request for coupons 125 is generated by advertisement

viewing software 123.

Figure 2 is a flow diagram illustrating one possible logic flow of

issuing software running on the issuing computer of the present invention.

Initially in step 210, the issuing software awaits a request from an

advertisement viewing computer. A request includes information about the

customer, such as his interests (e.g., propensity for playing tennis), and

demographics (e.g., a senior citizen). In step 220, the issuing software

retrieves a customer's interest profile and demographics from a request.

In step 230, the issuing software selects an electronic advertisement

which matches a customer's interest profile and demographics. For

example, if a customer is a senior citizen, the issuing software selects

an electronic advertisement targeted at senior citizens, not one targeted

at teenagers. In step 240, the issuing software generates an electronic

coupon which is digitally signed.

Digital signatures are generally created by piping a sender's

private key and the contents cof the message into an algorithm. The output

of the aligorithm is the digital signature. The recipient can verify the

digital signature by using the sender's public key and the message. The

digital signature is secure because it would be virtually impossible for

another computer to produce the identical digital signature. Each user

has the responsibility of protecting the private key.

IPR2022-00412

Apple EX1053 Page 322



IPR2022-00412 
Apple EX1053 Page 323

10

15

20

25

30

35

40

45

WO 99/52051 PCT/GB99/00575

In step 250, the issuing software transmits an electronic

advertisement, advertisement applet software, and an electronic coupon to

an advertisement viewing computer. The issuing software then waits for

another request from the advertisement viewing software.

Figure 3 is a flow diagram illustrating one possible logic flow of

advertisement viewing software running on the viewing computer of the

present invention. In step 310, the advertisement viewing software awaits

a request for a coupon from a customer. In step 315, the viewing software

obtains information about a customer, such as his interests and

demographics. The viewing software may obtain the information directly

from a customer through a dialogue, or from a customer's smart card, or

from a file on the viewing computer. In step 320, the viewing software

includes a customer's interest profile and demecgraphics with a request for

a coupon. In step 325, the viewing software transmits a request for a

coupon to an issuing computer. In step 330, the viewing software awaits a

response from an issuing computer. If there is no response, the viewing

software times out, in step 335, displays an error message and, in step

310, awaits for another request from a customer. If there is a response

from an issuing computer, the viewing software receives advertisement

applet software, an electronic advertisement, and an electronic coupon as

shown in step 340. In step 350, the viewing software then runs

advertisement applet software. The software determines, in step 360, if

the customer viewed an entire advertisement. In step 370, if the applet

software times out or if a customer exited the software prematurely, the

viewing software terminates the session and returns to wait for another

request from a customer in step 310. In step 380, if the applet

determines that a customer did view the entire advertisement, the applet

software transmits an electronic coupon which is digitally signed to a

customer's smart card via a dispensing smart card reader/writer.

An example of viewing software may include a World Wide Web (Web)

page having a uniform resource locator (URL) address which a consumer may
access via a Web browser. The URL address would be located in the web

server linked to an issuing station. The Web page may have a number of

parameter fields as input fields which the consumer is required to fill.

The Web page with the parameters may then be transmitted to the web server

at the issuing station. The web server together with issuing software may

then use the parameters to generate electronic advertisements and coupons,

transmitting them with an applet software to the viewing software. The

viewing software typically launches the applet software. The launched

applet software displays the advertisements on the consumer station,

controlling the station's interaction with the consumer. The applet

software may also be responsible for transferring the coupons to the

consumer's smart card. Furthermore, the applet software may provide
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interactivity, for example, requiring that the consumer answer questions

about the product or advertisement, to assure that the consumer is truly

absorbing the advertising information.

Figure 4 is a flow diagram illustrating one possible logic flow for

interaction between advertisement viewing software and issuing software.

In step 420, an advertisement viewing computer requests an electronic

coupon from an issuing computer. In step 430, an issuing computer

transmits advertisement applet software, an electronic advertisement, and

an electronic coupon which is digitally signed to an advertisement viewing

computer. In step 440, an advertisement viewing computer runs applet

software. The applet software displays an electronic advertisement. In

step 450, the applet software determines how to proceed based on whether
 or not a customer viewed an entire advertisement. In step 460, if a

customer does not view an entire electronic advertisement, the

advertisement applet software terminates the session and awaits another

request, step 410. If, however, a customer views an entire electronic
advertisement, in step 470, the applet software rewards the customer by

transmitting an electronic coupon which is digitally signed to a

customer's smart card. The smart card is typically inserted into a

dispensing smart card reader/writer. Furthermore, the advertisement

applet software may be interactive, requiring that a customer answer

questions about a product or advertisement, to assure that a customer is

truly absorbing the advertising information. Secure protocols, tamper-

protected hardware, or record keeping databases typical in electronic

money systems may be employed to prevent consumers and retailers from

double spending or duplicating the electronic coupons. A suitable example

for such secure protocols are described in detail in M. Bellare et al.,

“iKP - A Family of Secure Electronic Payment Protocols”, July 12, 1995,
available from IBM.

Electronic coupons are not printed, therefore they cannot be printed

over and over again, or photocopied. The number of electronic coupons a

smart card may hold may be limited.

Figure 5 is an illustrative example showing a physical layout of a

redemption system architecture embodying the present invention. An

authenticated coupon redemption system as shown in Figure 5 comprises a

redemption computer 510, a tamper-protected secure coprocessor 520, a

redemption smart card reader/writer 530, a customer's smart card storing a

digitally signed electronic coupon 150, and an issuing station. An

issuing station is typically comprised of a computer 110 and is generally

resident at a manufacturer or at a clearing house that performs the duties

for a manufacturer or a group of manufacturers. A redemption smart card

reader/writer 530 is typically attached to a redemption computer 510. A
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tamper-protected secure coprocessor 520 is connected to a redemption

computer 510 either directly or via a communications network. A

redemption computer 510 may also be connected to an issuing computer 110,

typically via phone line 570.

Figures 6 and 7 are a flow diagram illustrating a possible logic

flow in the redemption system during a typical point of sale. In step

610, a consumer inserts the smart card 170 Figure 1 into a redemption

smart card reader/writer 530 Figure 5. The smart card includes electronic

coupons which have been digitally signed 150 Figure 1. In step 620, the

smart card sends a list of all coupons stored in it to a redemption

computer 510 Figure 5. In step 630, a redemption computer forwards the

list of coupons and optionally a list of items purchased to a tamper-

protected secure coprocessor 520 Figure 5. In step 640, the tamper-

protected secure coprocessor 520 Figure 5 examines the list of all

coupons, and assembles a list of those which have expired. In step 650,

the tamper-protected secure coprocessor 520 Figure 5 requests a redemption

computer to send a command to a smart card to delete expired coupons.

Next, in step 660, the tamper-protected secure coprocessor searches for

non-expired coupons that match actual items purchased. If there are no

matching items, in step 670, the tamper-protected secure coprocessor tells

the redemption computer that no items matched the coupon list. If there

are matching items, in step 680, the tamper-protected secure coprocessor

assembles a list of matching items and valid coupons. In step 690, the

coprocessor requests the redemption computer to send a command to the

smart card to extract valid matching coupons. In step 695, the smart card

sends the valid matching coupons to the tamper-protected secure
coprocessor.

In order to protect a manufacturer from fraudulent merchants. and

customers, operations which assess the validity of coupons, operations

which update, collect, store, or delete coupons take place inside a

tamper-protected hardware boundary 655. The hardware boundary is part of

typical tamper-protected secure coprocessors and smart cards. A typical

tamper-protected secure coprocessor may be a tamper-protected computing

device having a microprocessor and memory in a tamper-protected enclosure,
such as the IBM 4758.

Figure 8 is a flow diagram illustrating a possible logic flow during

a typical daily coupon close-out. In step 710, a redemption computer 510

Figure 5 connects to the issuing computer 110 Figure 5 or clearing house

computer. Such connection would generally occur at the end of the day, or

at some appropriate period of time. In step 720, the redemption computer

510 Figure 5 sends electronic coupons which have been digitally signed 150

Figure 5 to the issuing computer 110 Figure 5. In step 730, the issuing
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computer validates the electronic signatures on the coupons. In step 740,

the clearing house reimburses the merchant for the valid coupons.

Figure 9 is an illustrative example showing a physical layout of a

software-based redemption system embodying the present invention. The

embodiment shown in Figure 9 replaces the tamper-protected secure

coprocessor 520 Figure 5 in the redemption computer 510 Figure 5 with a

database of coupons 810 in the issuing computer 110 Figure 5. The

database includes either a list of already spent coupons (so as to reject

them if they are presented a second time) or a list of unspent coupons,

from which it deletes coupons as they are presented for redemption. When

a merchant connects to the issuing computer 110 to redeem the coupons, the

issuing computer 110 searches the database 810 to determine if the coupons

are valid. Only the valid coupons found in the database 810 may then be

redeemed.

While the invention has been particularly shown and described with

respect to a preferred embodiment thereof, it will be understood by those

skilled in the art that the foregoing and other changes in form and

details may be made therein without departing from the scope of the
invention.
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Clains

1. A coupon issuing system for electronically presenting advertisements

and generating coupons, said system comprising:

at least one issuing station for generating and transmitting

electronic advertisements and electronic coupons according to

predetermined criteria;

at least one customer station to transmit from a user to the issuing

Station a request for an electronic coupon, for receiving electronic

advertisements and electronic coupons from the issuing station, and for

presenting the advertisement to the user for interaction with the user;

at least one smart card for holding information including said

electronic coupons;

at least one smart card reader/writer for communicating information

held in said at least one smart card to said at least one customer

Station; and

at least one software program to monitor a status of the interaction
of the user with the advertisement;

whereby when said at least one software program detects a predefined

status, said at least one software program transfers said electronic

coupons to said smart card via said smart card reader/writer.

2. A system as claimed in claim 1, wherein said system further includes

a user interface program for displaying information including request

forms and the advertisements, whereby the advertisements are presented

visually to the user via the customer station.

3. A system as claimed in claim 2, wherein said user interface program

comprises a Web browser running on the customer station.

4. A system as claimed in claim 3, wherein said at least one software

program includes a platform independent program downloadable dynamically

from said issuing station, said at least one software program further

controlling displays in conjunction with said Web browser.

5. A system as claimed in claim 1, wherein said issuing station

digitally signs said electronic coupons before downloading said electronic

coupons to said customer station.
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6. A system as claimed in claim 1, wherein said advertisements are

updated over predefined intervals.

7. A system for redeeming electronic coupons comprising:

at least one redemption station; and

at least one smart card reader/writer linked to said redemption

station;

whereby said redemption station selects and updates via said at

least one smart card reader/writer, coupons stored in a smart card,

deleting expired coupons and also those matching purchased items.

8. A system as claimed in claim 7, wherein said system further includes

at least one tamper-protected secure coprocessor, whereby operations which

assess the validity of coupons including operations which update, collect,

store, or delete coupons take place inside said tamper-protected secure

coprocessor thereby preventing fraudulent tampering of said coupons.

9. A system as claimed in claim 7, wherein said system further includes

at least one issuing station linked to said redemption station, whereby

coupons collected by said redemption station are reimbursed by said at

least one issuing station.

10. A system as claimed in claim 9, wherein said at least one issuing

station includes a database for storing lists of coupons, whereby

validation of redeemed coupons are performed by matching said redeemed

coupons with said lists of coupons.

11. A method for advertising and issuing at least one coupon

electronically, said method comprising:

receiving a request for said electronic coupon from a consumer;

generating at least one electronic advertisement and said electronic
coupon;

transmitting said electronic advertisement and said electronic

coupon to a consumer's station for presentation to said consumer;

monitoring said consumer's interaction with said advertisement; and

transferring said electronic coupon to a smart card, if said

consumer's interaction with said advertisement meets a predefined status.
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12. A method as claimed in claim 11, wherein said method further

includes the step of retrieving an interest and demographic profile for

said consumer before the step of generating.

13. A method as claimed in claim 11, wherein said step of generating

includes digitally signing said electronic coupon.

14, A method as claimed in claim 11, wherein said method further

includes the steps of:

reading a list of said electronic coupon stored in said smart card;

deleting from said smart card said electronic coupon which have

expired;

matching valid said electronic coupon with purchased items; and

extracting valid matching said electronic coupon,

whereby said consumer's electronic coupon is redeemed at a

purchasing location when said consumer purchases items associated with

Said electronic coupon stored in said smart card.

15. The method according to claim 14, wherein said method further

includes the steps of:

establishing a connection to an issuing station;

sending said electronic coupon to said issuing station;

validating said electronic coupon; and

reimbursing a merchant for valid said electronic coupon,

whereby said issuing station periodically reimburses merchants

collecting said electronic coupon.
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610 Consumer inserts smart card containing an electronic
coupon which has been digitally-signed into redemption

smart card reader/writer

Smart card sends list of all

coupons to redemption
computer

630 Redemtion computer sends list of all coupons and (optionally)
list of items purchased to tamper-protected secure coprocessor 
  

 tamper Tamper—protecied secure
protection _4 coprocessor assembles list 640 |
boundary | of expired coupons |

630 Tamper-protected secure coprocessor requests
redemption computer to send command to

smart card to delete expired coupons
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(57) Abstract

According to the invention, a
non-repetitive password is created by both
the user and the server. Access is then only
permitted when both passwords match.

(57) Zusammenfassung

EinmalpaBwort wird sowohl vom Be-
nutzer als auch vom Server erzeugt. Zugang
wird nur dann gewihrt, wenn diese beiden
Pa®worter Ubereinstimmen.
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Verfahren und Vorrichtung zur Erzeugung von PaBwortern

Die Erfindung bezieht sich auf ein Verfahren zur Erzeugung von PaBworiern gemaB den

im Oberbegriff des Patentanspruchs 1 angegebenen Merkmailen. Ferner bezieht sich die

Erfindung auf eine Vorrichtung zur Durchfuhrung des Verfahrens.

In der Computertechnik gibt es viele Situationen, in denen aus sicherheitstechnischen

Griinden eine Authentifizierung eines Benutzers vorgenommen werden mu. Diese

Problemsteliung ist insbesondere in unsicheren Netzen, wie beispielsweise der Rechner-

zugangim Internet oder beim Homebanking via Modem und Telefonnetz von besonderer

Bedeutung. Ein potentieller Angreifer darf durch Abhoreneiner beliebig langen Sequenz

von PaBwortern, welche ein Benutzer oderClient C zur erfolgreichen Berechtigungsuber-

priiftung oder Authentifizierung beim Server benutzt, nicht in der Lage sein, ein kinftiges

gultiges PaBwort fur den Benutzer oder Client C zu berechnen.

BESTATIGUNGSKOPIE
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Die Loésung dieser Aufgabe erfolgt gemaB den im Patentanspruch 1 angegebenen

Merkmaien sowie gemaB den im Vorrichtungsanspruch angegebenen Merkmalen.

Die erfindungsgemaBe Lésung besteht darin, daB der Benutzer dem Rechnerein nur fur

eine aktuelle Session gultiges PaBwort Ubergibt, welches ihn eindeutig als den berech-

tigten Benutzer oder authentischen Client charakterisiert. Der Rechner und insbesondere

der Serverist seinerseits in der Lage, das fur diesen bestimmten Benutzeraktuell glltige

EinmaipaBwort zu bestimmen. Dem Benutzer wird ein weiterer Zugang nur dann gestat-

tet, wenn das eingegebene PaBwort und das vom Rechner berechnete PaBwort Uberein-

stimmen. Wesentlich ist, daB das jeweilige PaBwort immer nurein einziges Mal gultigist,

welches durch synchrone Berechnung einmalig erzeugt wordenist. Die Sicherheit gegen

unbefugte Benutzung ist somit auch in unsicheren Netzen, wie beispielsweise im Internet

oder beim Homebanking via Modem und Telefonnetz gewahrieistet. Alle Benutzer oder

Teilnehmer verwendendas gleiche Verschlisselungsverfahren oder Kryptosystem, wobei

die zugrundeliegende Verschiisselungsfunktion fk(c) durch einen geheimen Schlussel
k(C) parametrisiert ist. Alle Berechnungen sowohl auf der Benutzerseite als auch auf der

Rechnerseite werden in bevorzugter Weise auf einer Prozessorchipkarte durchgefunhrt,

welche zur Durchfihrung des genannten Verschlisselungsverfahrens ausgebildetist.

ErfindungsgemaB gelangt eine durch einen geheimen Schiiissel k(C) parametrisierte

Schar von Permutationen, d.h. von bijektiven Funktionen auf deren Argumentbereich,

f,ci:D+D zum Einsatz. Diese Schar genigt wenigstens einer, bevorzugt mehreren der

folgenden Bedingungen:

i. Die Definitionsmenge (und Bildmenge) D ist endlich und besitzt hinreichend viele

Elemente. Sie enthalt insbesondere mindestens 2°‘ viele Elemente.

2. Die Menge aller zulassigen Schlussel ist hinreichend machtig. Sie enthalt ins-
besondere mindestens 2° viele Elemente.

3. fic ist eine zufallige Funktion ("random function") in dem Sinne, da®B bei beliebigem

vorgegebenem Argument x aus derDefinitionsmenge D die Wahrscheinlichkeit, ein

bestimmtes Element y aus D ais Ergebnis der Funktionsauswertung zu erhalten,

ungefahr gleich 1/|D} ist, wenn man zufallig und gleichverteilt einen Schidssel k(C)

aus der Mengealler mdéglichen Schlussel auswahit.

4. Bei Kenntnis einer Folge von Werten x, X,, ..... , X, aus der DefinitionsmengeD,

wobei X%,, = f(x) fur Oxsi<n gelte, soll es einem potentiellen Angreifer in der
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Praxis auch mit Hilfe leistungsfahiger Computer unmdglich sein, in vertretbarer Zeit

den Schitssel k(C) zu bestimmen oder x,,, = fycy(X,) Zu berechnen.

Der Rechner und der Benutzer verfigen beide Uber einen geheimen Startwert, welcher

Startwert Xo, vom Serverinitial zufallig erzeugt wird und in einer sicheren Umgebung in
den geheimen, von auBen nicht zuganglichen Speicherbereich der Chipkarte des

Benutzers geschrieben wird. Des weiteren wird mittels des Rechners ein zufalliger

geheimer Schlusseiwert k(C) ermittelt und von diesem in einen von auBen nicht zugang-

licher Speicherbereich eines Datentragers, insbesondere einer Chipkarte des Benutzers

C geschrieben. Die Chipkarte wird dann an den Benutzer C ausgegeben. Des weiteren

enthalt der Rechner eine nur von Autorisierten zugangliche Datenbank, in welcher die

Zuordnung des dem jeweiligen Benutzer zugeordneten geheimen Schiussels k(C) und

das letzte vom Benutzer C benutzte PaBwort x,. gespeichert ist. Ferner ist in der

Chipkarte des Benutzers C in einem gesicherten Speicherbereich dauerhaft der jeweilige

geheime Schilsselwert k(C) sowie das letzte benutzte PaBwort x,, gespeichert. Des

weiteren wird erfindungsgemaB die Benutzung bereits existierender Hard- und Firmware

beim Benutzer ermdglicht. So konnen beispielsweise die bekannten EC-Karten mit Chip

benutzt werden, weiche als Prozessor-Chipkarten ausgebildet sind und auf welche

neben Standardanwendungen, Electronic Cash und elektronische Geldbdrse weitere

Applikationen nachgeladen werden kénnen. Die von deutschen Banken derzeit ausge-

gebene EC-Karte vermag standardmaBig folgende VerschiUsselungsverfahren auszufth-

ren: Den Data Encryption Standard, kurz DES, sowie Triple-DES. Des weiteren kénnen

die in Mobiltelefonen eingesetzten Chipkarten verwendet werden. Hierbei besitzt ein

Benutzer bereits einen geeigqneten Chipkartenleser, namlich sein Mobiitelefon, welches

dartiber hinaus Uber ein Display und eine Tastatur verfugt. Weitere Ausgestaltungen und

Besonderheiten der Erfindung sind in den Unteranspruchen angegeben.

Die Erfindung wird nachfolgend an Hand des in der Zeichnung dargestelllten Aus-

fOhrungsbeispiels naher erlautert.

Der Rechner 2 enthalt eine erste Einheit 4 zur Durchftihrung eines bekannten Krypto-

verfahrens mit der Verschilsselungsfunktion tk). Der Benutzer erhalt einen Datentrager
6, insbesondere in Form einer Chipkarte, welche eine zweite Einheit 8 zur DurchfGihrung

des genannten Kryptoverfahrens gemai fk(c) aufweist. Als Verschlusselungsverfahren
gelangen insbesondere die heute Gblichen symmetrischen Kryptosysteme wie DES,

Triple-DES oder IDEA zur Verwendung.Anstelle der genannten Verschiisselungsfunktion

LP) kann erfindungsgemaB die zugehdrige Entschlasselungsfunktion fk(oy verwendet
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werden. Der Rechner 2 enthalt ferner eine erste Kompenente 10 zur Erzeugung eines

geheimen Startwertes x). sowie eine zweite Komponente 12 zur Erzeugung eines

geheimen Schlussels k(C). Der Datentrager bzw. die Chipkarte 6 enthalt einen ersten

Speicher 14 fur den geheimen Startwert Xoic sowie einen weiteren Speicher 16 fur den
geheimen Schitssel k(C). SchlieBlich enthalt der Rechner 2 eine Datenbank 18, welche

nur far Autorisierte zuganglich ist und in welcher die Zuordnung des Benutzers bzw. der

Chipkarte mit deren geheimen Schitssel k(C) sowie das letzte vom Benutzer C benutz-

ten PaBwort x,,gespeichert sind. Alle Benutzer oder Teilnehmerdes erfindungsgemaBen

Verfahrens oder der erfindungsgemaBen Vorrichtung verwenden das gleiche Krypto-

system mit der gleichen Verschlusselungsfunktion Ik(c) und / oder die zugehorenden
Entschitsselungsfunktion fac) Es sei festgehalten, daB die Verschlusselungsfunktion
tC) eine Permutation, also eine bijektive Funktion auf den Argumentbereichist, und
daB anstelle der genannten Verschlusselungsfunktion bedarfsweise die zugehdérende

Entschliisselungsfunktion verwendbar ist. Die zum Einsatz gelangende Verschlusse-

lungsfunktion fc) ist durch den geheimen Schlussel k(C) parametrisiert.

Der bevorzugt mittels des Rechners 2 initial zufallig erzeugte geheime Startwert Xac
wird im Rahmen der Erfindung auf den Datentrager 6 in dessen ersten Speicherbereich

14 geschrieben. Ferner wird der bevorzugi gleichfalls mittels des Rechners 2 erzeugte

zufallige Schiissei k(C) in den zweiten von aufien gleichfalis nicht zuganglichen Spei-

cherbereich 16 des Datentragers 6 des Benutzers C geschrieben. Der derart vorbereitete

Datentrager bzw. die Chipkarte 6 wird dann dem Benutzer C Gbergeben und ermdglicht

jederzeit dessen Authentifizierung oder Feststellung der Zugriffsberechtigung auf den

Rechner2. Lautet das zuletzt von C benuizte PaBwort x,, , so finden Client C und Server

das nachste gultige PaBwort durch Berechnen von

Xne1.¢ = fc) Xn, co):

im Rahmen der Erfindungist folglich far den Benutzers mittels des derart vorbereiteten

Datentragers 6 die Méglichkeit geschaffen, dem Rechner jeweils nur fur die gewunschte

Session ein einmaliges giiltiges PaBwort zu Gbergeben, welches ihn eindeutig ais

authentischen Benutzer charakterisiert. Der Rechner, insbesaondere der Server, ist

seinerseits in die Lage versetzt, das far diesen einen Benutzer aktuell gultige EinmalpaB-

wort zu bestimmen. Ein weiterer Zugang ist far den Benutzer nur dann ermoglicht, wenn

das eingegebene PaBwort und das vom Rechner berechnete PaBwort Ubereinstimmen.

Das Einmalpawort wird far jede Session oder Transaktion neu erzeugt und ist nur fur

dieses einzige Mal gultig.
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Alternativ kann unter der Voraussetzung, daB die Verschiisselungsfunktion fk) eine
Permutation dargestellt, anstelle der Verschlisselungsfunktion KC) die zugehdrige
Entschlisselungsfunktion fc) verwendet werden, wobei die Berechnung des nachsten
gultigen PaBworts nach der Formelerfolgt:

Meteo = fro) (Ky, ¢)-

Da ein sicheres Kryptosystem, beispielsweise DES, Triple-DES oder IDEA zum Einsatz

gelangt, kenn ein Unbefugter auch bei Kenntnis von x, © bis x, « auch das nachste

PaBwort x,,,- nicht berechnen bzw. das Verschlusselungsverfahren tk(c) nicht be-
rechnen. Durch den Ejinsatz der genannten heute gangigen symmetrischen Krypto-

systeme kann auf die Verwendung der Entschlitsselungsfunktion fic) anstelle der
Verschiusselungsfunktion fc) verzichtet werden, da aus der Kenntnis der expliziten

- Verschitsselungsfunktion effizient auf einfacne Art und Weise die betreffende Ent-

schliisselungsfunktion bestimmbarist.

Damit die Software, welche die Kyptoaigorithmen ausfuhrt, nicht durch Unbefugte

manipuliert werden kann, werden in zweckmaBiger Weise die erste Einheit 4, die erste

Komponente 10, die zweite Komponente 12 und der zweite Speicherbereich 16 ganz
oderteilweise auf einer hochsicheren Prozessorchipkarte realisiert.
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Patentanspriiche

1. Verfahren zur Erzeugung von PaBwéortern und zur Uberprifung der Zugriffs-

berechtigung auf einen Rechner unter Verwendung einer durch einen bevorzugt ge-

heimen Schilissel k(C) parametrisierte Schar von Permutationen und/oder einer Ver-

schiusselungsfunktion und eines einem Benutzer zugeordneten PaBworts,

dadurch gekennzeichnet, daB ausgehend von einem geheimen Startwert unter Ein-

beziehung eines zuvor benutzten PaBwortes, insbesondere des zuletzt benutzten

PaBwortes, das nachste gultige PaBwort berechnet wird.

2. Verfahren nach Anspruch 1, dadurch gekennzeichnet, daB die durch syn-

chrone Berechnung sowoh! im Rechner als auch auf der Benutzerseite erzeugten

- PaBworte nur einmalig benutzt werden.

3. Verfahren nach Anspruch 1 oder 2, dadurch gekennzeichnet, daB die durch

den geheimen Schiisse! k(C) parametrisierte Schar von Permutationen, also von

bijektiven Funktionen auf deren Argumentbereich, f,,.:D-—~D zum Einsatz gelangen, die

folgenden Bedingungen ganz oder teilweise derart genugt, dali die Definitionsmenge

und/oder die Bildmenge D endlich sind und hinreichend viele Elemente, insbesondere

mindestens 2°? Elemente aufweisen und/oder daB die Mengealler zulassigen Schlussel

hinreichend machtig ist und bevorzugt mindestens 2° viele Elemente aufweist.

4. Verfahren nach einem der Anspriche 1 bis 3, dadurch gekennzeichnet, daB

die Funktion f,,. eine zufallige Funktion (random function) derart ist, daB bei beliebigem
vorgegebenem Argument x aus der Definitionsmenge D die Wahrscheinlichkeit, ein
bestimmtes Element y aus D als Ergebnis der Funktionsauswertung zu erhalten, unge-

fahr gleich 1/|D| ist, wobei bevorzugt zufallig und/oder gleichverteilt ein Schiussei k(C)

aus der Menge aller mdéglichen Schlussel ausgewahlt wird.

5. Verfahren nach einem der Anspriche 1 bis 4, dadurch gekennzeichnet, daB

bei Kenntnis einer Folge von Werten Xp, X,, ..... , x, aus der Definitionsmenge D, wobei

Xiet = fo (X) fUr Osi<n gelte, es einem potentiellen Angreifer in der Praxis auch mit Hilfe
leistungsfahiger Computer unmdglich ist, in vertretbarer Zeit den Schitssel k(C) zu

bestimmen oder x,,, = fyo)(X,) ZU berechnen.
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6. Verfahren nach einem der Anspriiche 1 bis 5, dadurch gekennzeichnet, daB

die zugrundliegende VerschiUsselungsfunktion oder Entschiusselungsfunktion durch den

geheimen Schlusselwert parametrisiert ist.

7. Verfahren nach einem der Anspriche 1 bis 6, dadurch gekennzeichnet, daB

auf der Rechnerseite eine Zuordnung des geheimen Schilsselwertes sowie des letzten

vom Benutzer genutzten PaBwortes zu diesem Benutzer erfolgt.

8. Verfahren nach einem der Anspriiche 1 bis 7, dadurch gekennzeichnet, daB

die Berechnungen auf der Rechnerseite und / oder auf der Seite des Benutzers durch-

gefdhrt werden, vorzugsweise auf einer zur DurchfUhrung des Verschlusselungsvertah-

rens ausgelegten Prozessor-Chipkarte.

9. Verfahren nach einem der Anspriche 1 bis 8, dadurch gekennzeichnet, daB

auf der Benutzerseite, insbesondere auf einer Chipkarte in einem gesicherten Speicher-

bereich dauerhaft der geheime Schlidsselwert sowie das zuletzt von ihr benutzte PaBwort

gespeichert sind.

10. Verfahren nach einem der Anspriche 1 bis 9, dadurch gekennzeichnet, daB
der geheime Startwert insbesondere mittels des Rechners, initial und zufailig erzeugt
wird und in sicherer Umgebung in einem geheimen, von auBen nicht zuganglichen

Speicherbereich beim Benutzer, insbesondere dessen Chipkarte, gespeichert wird.

11. Verfahren nach einem der Anspriche 1 bis 10, dadurch gekennzeichnet, daB

mitteis des Rechners derzufallige, geheime Schlusselwert erzeugt wird und in einen von

auBen nicht zuganglichen zweiten Speicherbereich des Benutzers, insbesondere dessen

Chipkarte, geschrieben und / oder gespeichert wird.

12. Vorrichtung zur Durchfdhrung des Verfahrens nach einem der Anspriche1 bis

11, dadurch gekennzeichnet, daB der Rechner (2) eine erste Einheit (4) zur Durch-

fihrung des Verschlisselungsverfahrens enthalt und / oder eine zweite Einheit (8) zur

Erzeugung des geheimen Startwertes enthalt.

13. Vorrichtung nach Anspruch 12, dadurch gekennzeichnet, daB der Rechner(2)

eine erste Speicherkomponente (10) fur den geheimen Startwert und / odereine zweite

Speicherkomponente (12) fur den Schitsselwert und / oder eine Datenbank(18) enthalt,
in welcher eine Zuordnung zum jeweiligen Benutzer erfolgt, und zwar insbesondere

IPR2022-00412

Apple EX1053 Page 351



IPR2022-00412 
Apple EX1053 Page 352



IPR2022-00412 
Apple EX1053 Page 353



IPR2022-00412 
Apple EX1053 Page 354



IPR2022-00412 
Apple EX1053 Page 355



IPR2022-00412 
Apple EX1053 Page 356



IPR2022-00412 
Apple EX1053 Page 357



IPR2022-00412 
Apple EX1053 Page 358



IPR2022-00412 
Apple EX1053 Page 359



IPR2022-00412 
Apple EX1053 Page 360



IPR2022-00412 
Apple EX1053 Page 361



IPR2022-00412 
Apple EX1053 Page 362



IPR2022-00412 
Apple EX1053 Page 363



IPR2022-00412 
Apple EX1053 Page 364



IPR2022-00412 
Apple EX1053 Page 365



IPR2022-00412 
Apple EX1053 Page 366



IPR2022-00412 
Apple EX1053 Page 367



IPR2022-00412 
Apple EX1053 Page 368



IPR2022-00412 
Apple EX1053 Page 369



IPR2022-00412 
Apple EX1053 Page 370



IPR2022-00412 
Apple EX1053 Page 371



IPR2022-00412 
Apple EX1053 Page 372



IPR2022-00412 
Apple EX1053 Page 373



IPR2022-00412 
Apple EX1053 Page 374



IPR2022-00412 
Apple EX1053 Page 375



IPR2022-00412 
Apple EX1053 Page 376



IPR2022-00412 
Apple EX1053 Page 377



IPR2022-00412 
Apple EX1053 Page 378



IPR2022-00412 
Apple EX1053 Page 379



IPR2022-00412 
Apple EX1053 Page 380



IPR2022-00412 
Apple EX1053 Page 381



IPR2022-00412 
Apple EX1053 Page 382



IPR2022-00412 
Apple EX1053 Page 383



IPR2022-00412 
Apple EX1053 Page 384



IPR2022-00412 
Apple EX1053 Page 385



IPR2022-00412 
Apple EX1053 Page 386



IPR2022-00412 
Apple EX1053 Page 387



IPR2022-00412 
Apple EX1053 Page 388



IPR2022-00412 
Apple EX1053 Page 389



IPR2022-00412 
Apple EX1053 Page 390



IPR2022-00412 
Apple EX1053 Page 391



IPR2022-00412 
Apple EX1053 Page 392



IPR2022-00412 
Apple EX1053 Page 393



IPR2022-00412 
Apple EX1053 Page 394



IPR2022-00412 
Apple EX1053 Page 395



IPR2022-00412 
Apple EX1053 Page 396



IPR2022-00412 
Apple EX1053 Page 397



IPR2022-00412 
Apple EX1053 Page 398



IPR2022-00412 
Apple EX1053 Page 399



IPR2022-00412 
Apple EX1053 Page 400



IPR2022-00412 
Apple EX1053 Page 401



IPR2022-00412 
Apple EX1053 Page 402



IPR2022-00412 
Apple EX1053 Page 403



IPR2022-00412 
Apple EX1053 Page 404



IPR2022-00412 
Apple EX1053 Page 405



IPR2022-00412 
Apple EX1053 Page 406



IPR2022-00412 
Apple EX1053 Page 407



IPR2022-00412 
Apple EX1053 Page 408



IPR2022-00412 
Apple EX1053 Page 409



IPR2022-00412 
Apple EX1053 Page 410



IPR2022-00412 
Apple EX1053 Page 411


