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Matsushita blends FeRAM technology with smart cards
By Yoshiko Hara , EE Times

October 01, 2004 (4:46 PM EDT)

URL: http.//www.getimes.com/article/showArticle. jhtmi?articleld =49400183
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TOKYO — Matsushita Electric Industrial Co. Ltd. has added contactless smart card capabilities to its
3D memory card using FeRAM technology in the smart card module to achieve a five-fold increase
in communication speeds over EEPROM-based smart cards.

The memory card, smartSD, will be one of the first volurme applications of FeRAM technology for
Matsushita. The cornpany has been developing FeRAM technology sinice the 1990s.

"The new SD card is the first SD card that combines the convenience of contactless data
communication capabilities with large storage capacity and high security,” claimed Masaki
Akiyama, president of Panasonic System Solutions Co.

The smartSD/miniSD are an expanded version of conventional cards and share the same physical
specifications. For smart card functions, smartSD complies with the JavaCard and GlobatPlatform
formats. For contactless communications interface, it complies with ISO/IEC14443 Type B and
JICSAP 2.0.

Matsushita said it will offer the smart card function both in standard SD and miniSD cards, The
standard-sized SD card will have a built-in antenna; miniSD cards will require an antenna built into
a host system. The first cards will have an 32-Kbyte FeRAM and 128-Mbyte flash memory.,

Matsushita expects to begin sampling the cards in December and enter volume production in the
fall of 2005. It will initially promote smartSD memory cards in Japan, eventually expanding
overseas.

bodos

Manage the parasitic data explosion

http://www.eetimes.com/article/printable Article. jhtm] ?articleID=49400183&url_prefix=s... 11/11/2004
#ok TOTAL PAGE.@A1 ok

IPR2022-00412
Apple EX1053 Page 868



=
{%
%
|

C

W0

i
W
il
A

Ours Technology Inc.

n

OTi-6828
FLASH DISK CONTROLLER

Description
The flash disk controller (OTi_6828) is a disk controller used to make a linear flash device array
look likes a normal disk, hiding the flash related problems with erasing.

The OTi_6828 is a controller with USB interface. The USB interface is for full speed operation
(12Mb/s). It conforms to USB Specification, Version 1.1. The USB transceiver is embedded in this
controller. With stable slew-rate control, the controller reduces EMI.

The OTi_6828 has a Phase Lock Loop (PLL) embedded. The PLL provides all clocks needed in
this controller. It needs an externally provided clock operating in 14.318MHz.

The OTi_6828 has integrated the regulator for 5V input and 3.3V output. It also supports voltage
detector for power on reset.

The OTi_6828 can control up to 4 pieces of NAND flash memory. The flash capacity can be 32M
bits up to 1G bits. And these chips can be any combination. It has been optimized to support Toshiba
and Samsung flash memory designs. It also supports Samsung’s K9F and K9W Series flash. The
controller has write-protected ability to prevent writing data to flash. The controller has a led control
pin. It has three operation modes: suspend (off), active (fast) and idle (twinkle) mode. For read/write
operation, the controller can achieve 1,000kB/920kB throughput. Comprehensive application with
Windows OS is available.

This controller can operate in Win XP, Win2000, Windows Me, and Mac OS without any driver
installation.

The OTi_6828 is available in cost-saving 32-pin TSOP package.

m  Features
« Flash controller with full-speed USB interface
« Integrated 5V/3.3V regulator, USB bus power supply capability
« USB Specification Compliance

— Conforms to USB Specification, Version 1.1
* Integrated USB transceiver

— Dynamic feedback control

— Stable slew rate, independent of external loading
* RISC micro-controller

— High-performance RISC architecture

— Single cycle instruction execution

« 14.318 MHz external clock
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« Integrated PLL
« Integrated Power On Reset (POR)
« Support up to 4 pieces of NAND Flash memory with write-protected ability
« Support Toshiba and Samsung’s K9K series flash
« Support Samsung’s K9F and K9W series flash
* Support wear-leveling
« Higher reliability: ECC on the fly
« Automatic bad block management
« Supported OS:
Win XP, Win2000, Windows ME, Linux 2.4 above, and MAC OS 9.0 & higher
Win 98/Win98SE driver available
Mac 8.6 mass storage driver available from Apple
Multiple LUN Windows driver is available
« LED indication:
Programmable through Mass Production Toolset
« Configurable Vendor ID/Product ID (VID/PID)
« Performance: Read (1,000kBytes/s) , Write (920kBytes/s) Max.
« Small form factor - standard 32-pin TSOP package
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m  Pin Configuration

TSOP 32 L

GPIO C—IT—|1 O 32 |—TT—] FL CE3
LED ouT [—TIT—|?2 31 |—TT— rLcr2
FL_ R B —T1T—1)3 30 |—TT—7] FL CEl
FL_WE | IN— I — 29 |—I1T—/1 FL _CEO
FL_RE —rT—| 5 28 |[—TT——1 DMNS_IO
FL_I0 7 —T1T—|s 27 |[—IT—— DPLS IO
FL_I0_6 —rr—|~ 26 |[—TT—— VDD
FL_I0_5 —rT—| = 25 [[—Tr—— wvss

FL IO 4 —r—| 9 24 |[—TT—— VvDD5V
FL_IO 3 —T11—]| 10 23 |[—TI1T—— VDD5V
FL_I0_2 —rT—| v 2 |—TT— Vss
FL_I0_1 C—rr—| 12 21 (—T1r—— VoD
FL_IO_0 —T—| 13 20 |[—IT—1 XTALI
FL_CLE —IT—]| 14 19 |—TT—/ =xT1AL2
FL_ALE —1Tr—| 15 18 |—TT— L wp
SEL RESETt [ 1 16 17 1 ] RESET B

IPR2022-00412
Apple EX1053 Page 872



=
{%
%
|

C

W0

i
W
il
A

Ours Technology Inc.

OTi-6828

FLASH DISK CONTROLLER

B Pin Description
Pin Name Attribute Description Pin #

GPIO /0 Reserved I/O 1
LED_OUT O LED indication(open drain) 2
FL R B I Flash Ready Busy 3
FL_WE O Flash Write Enable 4
FL_RE O Flash Read Enable 5
FL_10_7 1/0 Flash data bus — bit 7 6
FL _10_6 1/0 Flash data bus — bit 6 7
FL 10_5 1/0 Flash data bus — bit 5 8
FL 10_4 1/0 Flash data bus — bit 4 9
FL 10 3 /0 Flash data bus — bit 3 10
FL_10_2 1/0 Flash data bus — bit 2 11
FL 10 1 1/0 Flash data bus — bit 1 12
FL 10_0 1/0 Flash data bus — bit 0 13
FL_CLE O Flash Command Latch Enable 14
FL_ALE O Flash Address Latch Enable 15
SEL_RESET I Selection of Internal Reset or External Reset 16
RESET_B I Reset, active low 17
FL_WP 1/0 Flash Write Protect 18
XTAL2 O Crystal output 19
XTAL1 I Crystal input (14.318MHz) 20
VDD P 3.3V Output 21
VSS P GND 22
VDD5V P 5V Input 23
VDD5V P 5V Input 24
VSs P GND 25
VDD P 3.3V Output 26
DPLS_IO /0 USB D+ 27
DMNS_IO 1/0 USB D- 28
FL_CEO0 O Flash Chip Enable — Chip 0 29
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FL _CEl O Flash Chip Enable — Chip 1 30
FL_CE2 O Flash Chip Enable — Chip 2 31
FL_CE3 O Flash Chip Enable — Chip 3 32

B D.C. Characters

DC Characteristics-1 (Ta=0 °C to +70 °C, Vcc = 3.3V +10%)

Parameter Symbol MIN TYP MAX Unit
Power Supply VDD5V 4.5 5 5.5 Vv
Input Voltage VIH 0.7x VDD - 5 Y
VIL -0.3 -- 0.2x VDD \4
Output Voltage VOH VDD-0.4 -- -- \4
VOL - -- 0.4 A%
Input leakage current ILK -1 -- 1 uA
(*2)
Working Current IRW -- 20 - mA
Operating Temperature Ta 0 70 °C
Storage Temperature Ts -55 +150 °C
1O output current I0OH - 4 -- mA
0L - 4 - mA
B A.C. Characters
Parameter Symbol MIN TYP MAX Unit
Input rising delay TPIIh 0.35(2PF) 0.4(4PF) 0.54(8PF) ns
Input falling delay TPThl 0.46(2PF) 0.53(4PF) 0.64(8PF) ns
Output rising delay TPOIh 1.35(10PF) 1.97(30PF) | 2.59(50pF) ns
Output falling delay TPOI 1.61(10PF) 2.41(30PF) | 3.21(50pF) ns
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Note:

OTI reserves the right to make any changes without further notice to any products herein.

How to reach us:

4F, No. 85, Kung-Ming 6™ Rd., Jubei City, Hsin-Chu Hsien, Taiwan, R.O.C.

OURS TECHNOLOGY INC.

TEL: +886-3-553-7511 FAX: +886-3-555-5804
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Panasonic Develops Industry's First SD Memory Card With Contactless Smart Card Capabilities
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T Communications Panasonic Develops Industry's First SD Memory Card With Contactless Smart
- - Card Capabilities

{71 Consumers . ' . .

A Osaka, Japan, Oct 1, 2004 - (JCN Newswire) - Matsushita Electric Industrial Co.,
y  Ltd. (TSE: 6752), best known for its Panasonic brand products, has developed the
“industry's first SD Memory Card with contactless smart card capabilities. Called
smartSD Card, the new SD Memory Card combines the convenience of contactless
- data communication capabilities with large storage capacity and high security. The
. company will position the smartSD Card as key to realizing the "ubiquitous

- -network society" and will strive to create new business opportunities not only in

; 7 Financial the device sector but also in the system and solution service sectors. Sample

-~ - shipments of the smartSD Cards will commence in December 2004. Commercial
-

: 3 Health & Pharm shipments are expected to follow in the fall of 2005.

- Smart cards are rapidly expanding into many new markets including finance,
transportation, distribution, industry and government administrations and have
been introduced in a wide variety of applications such as transport ticket payments,
-access control, electronic money and credit cards. In 2003, some 51 million smart
1 IT & Internet cards were issued in Japan and the number is expected to rise to 340 million by
— :2010.* Meanwhile, since the introduction of the SD Memory Card in July 2000,
!'“"3 Materials 220 makers have announced over 2,600 SD Memory Card-compatible products and
- . approximately 41 million SD Memory Cards were sold in 2003, attaining number
one global market share in the memory card industry.

: As smart cards become more convenient, the need for greater data capacity and
high security has increased. The smartSD Card combines the advanced copyright

. protection, portability, and easy connectivity of the SD Memory Card with the

. convenience of a contactless smart card, allowing the card to send/receive large
amounts of data at high speed and with high security, thereby supporting a variety
of new applications. The smart card in the smartSD Card uses non-volatile FeRAM
™1 Annual Reports (ferroelectric RAM), which enables high-speed data writing, five times faster than
e : conventional EEPROM-based smart cards. The large-capacity flash memory in the
E{“““; _ompany : smartSD Card can be used as an extra storage area for the smart card module and

3  the stored data is protected by cipher technology. The secured extended memory
 also transfers data at the rate of about 600 Kbytes per second.

Lm’ Trade Shows
e Offering large secure storage, authentication and contactless data communication
- capabilities, the new type of SD Memory Card can be used for a wider variety of

smart-card applications. Mr. Masaki Akiyama, President, Panasonic System

;ﬂg News Alerts

file:///C|/Documents%20and%20Settings/Derry/My%2...rk/Gerald%20Work/Finn%20(Ryan)/IDC/Panasonic.htm (1 of 3) [9/1/05 8:20:03 PM]
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Panasonic Develops Industry's First SD Memory Card With Contactless Smart Card Capabilities

" Solutions Company, said, "Our hope is to create new businesses deriving from the

: special features of the smartSD Card. These include corporate solutions dealing

© with information leakage prevention, mobile service solutions dealing with content
. distribution and home service businesses dealing with content distribution for home
AV equipment. We will continue to offer new secure services in the broadening SD
world to make our daily lives more convenient and safe.”

Panasonic will exhibit and demonstrate new applications using the smartSD Card
at CEATEC Japan (October 5 to 9, 2004). Visit the Panasonic booth, 1A02, Hall 1,
Digital Network Stage. More details will be found at the Panasonic web site at
http://matsushita.co.jp/exhibition/index_e.html.

Find out the latest
in wireless news

from Japan. *According to Yano Research Institute Ltd.
Presented by

Wireless Watch

{apan. About Matsushita Electric Industrial Co., Ltd.

Matsushita Electric Industrial Co., Ltd. (TSE: 6752; NYSE: MC), best known for
its Panasonic brand name, is a worldwide leader in the development and

¢ manufacture of electronic products for a wide range of consumer, business, and

© industrial needs. Based in Osaka, Japan, the company recorded consolidated sales
'+ of US$71.92 billion for the fiscal year ended March 31, 2004. Matsushita's shares
) are listed on the Tokyo, Osaka, Nagoya, New York (NYSE:MC), Euronext,

;““; RSS Amsterdam and Frankfurt stock exchanges.

Contact:

T cassess ‘ Mike Kitadeya / Karl Takahashi
.................. .. International PR
Tel: +81-6-6949-2293 Fax: +81-6-6949-2255
Panasonic News Bureau
Tel: +81-3-3542-6205 Fax: +81-3-3542-9018

Y
Actions

View Matsushita Blectric Industrial Co., Ltd. company profile here

Search for more articles about Matsushita Electric Industrial Co., Lid. here

Make a product or service inguiry to Matsushita Electric Industrial Co., Lid. here

Y

Oct 1, 2004

Source: Matsushita Electric Industrial Co., Lid.

Matsushita Electric Industrial Co., Ltd. (TSE: 6752) (U.S: MC)

From the Japan Corporate News Network

http://www.japancorp.net

Topic: New Product

View more news from these Sectors: Storage media, Flectronics Generagd

R

D
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Panasonic Develops Industry's First SD Memory Card With Contactless Smart Card Capabilities

N

: © 2001-2004 The Japan Corporate News Network K.K.
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Semiconductors

Delivering ultimate security, high
performance and ultra low power
consumption, SmartMX is now in

volume supply

Offering an optimized featura set together with the highest levels of securlty, SmartMX
baing the world's first triple interface chip solution, enables the easy implemaentation

of state-of-the.art oparating systams and open platform solutions. Within Its targeted
sagmant, SmartMX is the most advanced solution available, combining an exceptionally
powerful FameXE cosprocessor for public and sacret key ancryption with the high security,
low power, performance optimized, design concept of Phillps’ Tangram technology.
Securlty evaluated to the highest standards by external labaratories, lt offers excellent
protection even against the most advanced attack scenarios.

SmartMX Is ideat for use In single- and multi-application
markets ranging from banking to finance and from
mabile ¢communications to secura natwork accass,
pay TV and cransporeacion, Production hes already
been ramped up to meac requirements for the German
‘GeldKarte' banking scheame whera SmartMX has
buaen certified by ZKA for use in the SECCOS projact.
Far multi-application cards, SmartMX contains 3 built-in
memory managamant unit ta suppoert strong firewalls
and ensure that memory segments and banks of data
are clearly defined and kept separate from one another.
Its expanded memery confliguratian even allows it to
support complex operating systams such as Java and
Multas while still providing sufficient readwonly memory
{ROM) for many applications. This keaps its EEPROM
mumory free for other data and allows card Issusrs
to choose SmareMX for multl-application solutions.

Manufactured using the market leading Q.18 ym,
5.maetal layer technology, SmartMX supports Class
“A",“B" and “C" (1.8V 1o 5V) voltage ranges as
requestad by application standards such as 3GPP
(3rd genaration mobile communlcation) and EMV
(erediv/dabic card standard). Products basad on
SmartMX [Cs ara targating high volume and cost
sansicive, single- and multi-appllcation markets, tts
contact interface maats the International standard
ISC 7846, the physical standard for contact smart

cards while its contactiess Interface 15 compatible
with the MIFARE range of products used In a wide
variaty of transport schames and compliant with

15C 14443A, the industry and de-facto standard for
contactless smart cards. The USB1.1 interface makes
SmartMX the first solution of its kind capable of
producing plug and play |C cards for secure access
to the PC world, And with extended support for
cryptography and multiple Intarface optlons, SmartMX
is the optimal cholea for use in almost any IT
environment. It Is In fact tha flrst solutlon of its kind to
incorperate three interface options as an intagral part
of a range of highly secure smart card controllers —
150 7816 contace Interface, 1ISO 14443 A contactlass
Interface and USB 1.1 Interface.

"SmartMX has baen designed to maat tha highest
performanca standards and fortheoming security
requirements, whila praviding the cost-afficiency
demanded by application markets that use large
volumas of smart cards," said Reinhard Kalla, General
Manager of |dentification at Phillps Semlconductars.
“Building en Philips Semicenducters' broad axparlence
in smart card ICs and its expertise in sacurlty and
cryptography, smartMXC is the first product family of
its kind to enable manufacturars to add a range of
additional servicas on 2 single |C-based smart card
using interface optlons such as contactless and USB."

501

17
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SIM SPOTLIGHT

Digital Rights Pits SIMs
Against Flash Cards

/!By Degn Baleban!

ames are expected to
become a big business
for mobile
operators and content
providers. And as network band-
width and handset features grow,
subscribers will soon be download-
ing lots of music, videp and other
multimedia content, too, many

network

analysts predict.

Operators  and  content

providers will need a way to ensure
subscribers pay for this content and
aon't forward or copy it without per-
mission, Hype has surrounded this
prospactive market for digital rights
management for years, but vendors
are calching the unmistakable scent
of a budding business case.

“We are seeing the flower of
a market,”says Christian Goire, a top
researcher for France based card

vendor Axalto and chairman of the
Java Card Forum.

The bloom on this market
may still be a few years off, but ven-
clors are staking their claims, Among
the encouraging signs for them is
recent action by the influential Open
Mabile Alliange, which has advanced
a new version of its digital rights
management standard that has
gained the broad support of mobile

24, 1 CARD TECHNOLOGY Movember 2004
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network operators, content providers
and component makers.
Tamper-resistant SIM cards,
which come as standard equipment
in most of the world’s mobile hand-
scts, provide a sale place to store and
process encryption keys and certifi-
cates that would be needed to grant
these digital licenses, say SIM suppli-
ers. While in no way mandating use
of secure cards, the QOpen Mobile
Alliances DRM 2.0 specification
would create an opening for the SIM.
But if smart card vendors are
cultivating this rnacket, they will have
plenty of competition, and not only
from handset makers, Another com-

4305533201 TO 18153813833

HyYPE HAS
SURROUNDED

ponent supplier, makers

of removable flash

memory cards, has

designs on the business.
Flash cards,

which carry megabytes

of memory, were a $3.6

billion market last year,

according to U.S.-based

research firm Gartner. I

DIGITAL RIGHTS
MANAGEMENT
FOR YEARS. BUT
VENDORS ARE
CATCHING THE
UNMISTAKABLE
SCENT QF A
BUDDING
BUSINESS CASE,

megabyte capacity of
Hash cards shipped last
year. That will grow to
51% by 2008, estimates
Gartner, which predicts
one brand of removable
tlash cards,
MultiMediaCard, will
own the largest share of
l the handset market b_y

The cards store content in

a range of devices, such as digical stilt
and video cameras and MP3 music
players. But more and more handsets
provide slots for the cards, maindy to
store photos. Flash cards for hand-
sets represented just 14% of the total

the end of this year, edg-
ing out rival 5D (Secure Digital)
Card. MMC should widen that lead
through 2008, says Gartner.

Makers of MMCs and their
U.S.-based trade association have
been aggressively targeting the

P.B2-85
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handset market, offering a reduced-
sized version of their card and faster
dowrdoad speeds. Now, sensing the
market for digital rights manage-
' mment beginaing to stit, leaders of the
. } MMC Agsqciation are planning to
! adopt specifications for a new ver-
sion of thelr “SecurcMMC” card. It
will support the new OMA digital
tights management specification,
along with those from Microsoft,
Real Networks and others.
The SecureMMC will feature
a tamper-cesistant area about the
size of the rewriteable memory on a
id- to high-end SIM card. This area
could not only play hast to licenses to
i download music or football high-
| lights, but also store corporate files or

keys and payment account data for
mobile commerce. Tt will also run
Java Card opecrating software,
popular in the smart card industry,
especially for SIMs,

Smart Card-l ike Features. .

Meanwhile, Matsushita Electric
Industrial of Japan, better known as
Panasonic, a maker of SD cards, last
month announced it would intro-
duce a flash memory card containing
an antenna and tamper-resistant
arca. The “smantSD Card” would be
inserted into handsets and could
store photos and other multimedia,
as it does now. It could also keep
electronic cash or e-tickets, allowing
custorners to pay transit fares, make

retail purchases or onter enter-
tainment venues with a wave of their
harudsets.

SD Card makers have earlier
come out with a secure version of
their cards, as has Sony Corp. with its
Memory Stick, The makers of flash
cards are adding the smart card-like
features to try to differentiate them-
gelves in a commoditizing market.
“Margins are getting quite thin,”says
Gariner analyst Joseph Unsworth.

The MMC Association intro-
duced the first version of the
SecureMMC a few years ago during
the telecom bubble, but the product
went nowhere. Smart card vendors
at the time seemed unconcerned.

The smart card industry had fine-
Platmum

1:8S8LS.

‘Whatever your smart card m:c:mprocessor
. 'requnraments. Emosayn’s secone
‘generation Flash technology delivers the
best combination of security, flexibility
and value today.

Theseus Platinum® family provides:
. High security

» Complete inventory control -

" » Flexible memory partitioning

. Proéran_'!mivng‘on silicon

I I
EEEIGSE.
| wWww.emosyn.com

Asia Pacific: +85 BSE2 8204
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runed the security of their chips over
nearly 20 years. How could the MMC.
compete?

But this time they cannot 0
easily shrug off the SecureMMC 2.0,
due out next year, It is generating too
much interest from operators and
such big handset makers as Nokia.

Fven Telecom Italia Mobile,
the most aggtessive user of SiMs

ICMA 2004 OQCTOBE
CARTES 2004 NOVEMBE

www.metronic
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€ Welcome to the premiere of the sup
in sheat-fad offset ...
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€ .. and the superior pros for individual cards
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ag.com

Headquarter. Metronic Aktiengeselischaft  Phone
BenzstraBe 11 - D-97209 Veitshoechheim  Fax
USA: Metronic inc. 3326 Grande Vista Drive
Unit 16 Newbury Park, CA 91320 Fax
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+49 (0)531/90 85-0
+49 {0 931/90 85-100 W, MEtioNic-8¢.com
+1 B05 498 7755
+1 BOS 498 7754

Fhane

worldwide, has joined the MMC
Association. And SIM vendors night
find it hard to claim superiority in
security because the biggest Makers
of emart card chips, such as Infineon
Technologies, Renesas and Samsung
Electronics, also make MMCs.

The three advantages MMCs
hold over SIMs are: much higher
memoty capacity (up to 1 gigabyte);

super-fast communication speeds
(soon a theoretical 52 megabits pet
second); and rerovabiiity.

The largest SIM is a IMB
fash-based card not yet issued. AS
for download speeds, the fastest the
$iM card can curently manage is
arounid 200 kilobits per seCond——on
a good day. And while the SIM card
is technically rernavable, too, if a sub-
seriber takes it out of his phone, he
loses the network copnection.

Cards OnThe Move . e
MMCs, like other removable flas

cards, are designed to be taken out
and inserted into many IT devices,
such as music or video players, notes
Yves Leonard, chairman of the MMC

R 17-20, 2004 PRAG
R 2-4, 2004 PARIS

info@metronic-ag.com

ales@ Mmetrenicing.Cor

ron

tha KBA Group
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Association and a senior marketing
manager in Samsung’s sermiconduc-
tor's unit. That fits with the Open
Mobile Alliance’s concept of digital
nights management—enabling the

authorized downleading of different
types of multimedia content on vari-
ous devices, That's why you won't
find the SIM's core network authen-
tication function moved to the MMC.
Tt would wipe out the rernovability
benefit of the flash carc,

Some people, Including the
5TM card managers at TIM, have sug-
gested the SIM could handle digital
rights management, while the con-
tent itself could be speedily down-
loaded to the spacious flash card.

There are problems with this
scenario, Leonard contends, Among
them: A secure lirk would have 1o be
established between the SIM and
MMC, which would take time to
implement, especially if it were first
standardized.

Still, such SIM-savvy opera-
tors as TIM, Orange UK and
TelefSnica Méoviles, are said to be

leaning toward giving the SIM an
impaortant role in digital rights man-
agement. TIM has also advanced the
idea of storing some multimedia
contenit on the SIM itself, and by the
end of this year is expected to finally
issue its much-anticipated TMB 5IM
card, by far the largest on the market.

SIM cards have one advan-
tage that suppliers believe trumps
those of MMC. Three-quarters of all
handsets wsed in wireless networks
come equipped with SIM card slots,
By  comparison, the MMC
Association says no maore than one in
six handsets shipped this year will
sport a slot far any type of removable
flash card. Of these, 45% will take an
MMC, Gartner says. Moreover,
standards makers have moved to
make SIM cards more welcoming to
multimedia content,

SIM Vendars To.Ship MMCs?

But until SIM card makers substan-
Hally increase download speeds and
mermory capacity, operators may look
to the MMC and competing brands

Cof MMCs. At the

t0 store icons and other elements of
their“portals,” as well as promotional
material, including videos. The oper-
ators would issue the flash card to
the subscriber when they sign up for
network service—at the same time
they issue the SIM.

France-based smart card
vendor Gemplus International is said
to be planning to ship MMCs to one
or more of its GSM customers. A
source says Gemplus, the first smart
card vendor to join the MMC
Association, believes this could be a
good fit because it has much stronger
contacts with operators than makers
same time,
Gemplus, Germany's Giesecke &
Devrient and other smart card sup-
pliers are developing software for the
secure area of flash cards.“There are
many potential businesses, but it is
still in the very early stages,” says
Mare Chancerel, head of Gemplus’
Business Innovation Group.

Most likely, SecureMMCs would
manage digital rights for heavy
multimedia content, such as music,
movies and memory-intensive
games, because the card offers a
place to store the content, he says.
SIM cards would be uged for control-
ling rights to download smaller, less
expensive, content distrdbuted by
operators, such as simpler games.
The card could also store keys that
decrypt streaming broadcast video
of, for example, football highlights,
which the subscriber wouldn't store.

So, in the end, makers of
smart cards and removable flash
cards may not compete at all. But
until subscribers start downloadmg
more multirnedia content to their
handsets, the digital rights market is
still anybody’s game to win. €T
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P5CT072

Secure Dual Interface PKI Smart Card Controfler
| Rev. 1.3 — 4 October 2004 Short Form Specification

1. General description

1.1 Family description

Philips Semiconductors SmartMX (Memory eXtension) multiple interface option platform
features a significantly enhanced smart card IC architecture. New powerful opcodes are
available beyond the compatible classic 80C51 instruction set. The SmartMX family
manufactured in most advanced CMOS 0,18 pm 5 metal layer technology is positioned to
service high volume, mono- and multi-application markets such as eGovernment (e.g.
Smart Passport), banking/finance, mobile communications, public transportation, pay TV,
conditional access and network access.

SmartMX enables the easy implementation of state-of-the-art operating sysiems and
open platform solutions including Java Card Global Platform and MULTOS hy offering
optimized features like linear addressing and an enhanced instruction set together with
the highest levels of security. Within its targeted segments, the new platform is the most
advanced solution available, combining exceptionally powerful co-processors for public
and secret key encryption supporting RSA, ECC, DES and AES, with the high security,
ulira low power, performance optimized design concept of Philips Semiconductors’
handshaking technology. For further details on general SmartMX platform features please
refer to the “SmartMX platform features” short form specification.

1.2 Description PSCTO72 devige

72 Kbytes EEPROM

160 Kbytes User ROM

4608 bytes RAM

PKI {Public Key Infrastructure) co-processor (RSA, ECC)
Dual / Triple key DES-3 co-processor

AES co-processor

ISO/IEC 7816 contact interface

ISO/IEC 14443A contactless interface

USB 2.0 Low Speed contact Interface

EEPROM data retention time: 20 years minimum

2 & % 2 5 9 9 S ¢ 2

The P5CT072 is a Secure PKI Smart Card Controller of the SmartMX platform featuring
160 Kbytes of ROM, 4608 bytes of RAM and 72 Kbytes of EEPROM, which can be used
as data memory and as program memory. Additionally a USB 2.0 (Low Speed) interface is
available thus the device is called a “Secure Triple Interface Smart Card Controller”. The
non-volatile memory consists of high reliability memory cells to guarantee data integrity,
which is especially important when the EEPROM is used as program memory.

IPR2022-00412
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Secure Triple Interface PKI Smart Card C:ontmnef

Operated both in contact mode (ISO/IEC 7816) and in contactless mode (ISO/IEC 14443)
the user defines the final function of the chip with his chip operating system (COS). This
aliows the same level of security, functionality and flexibility for the contact interface as
well as for the contactless inferface.

The field proven RF interface technology (according ISO/IEC 14443-2) is well established
in all products of the MIFARE® interface platform and provides reliable communication
and secure processing, even in eleciro-magnetically harsh environments like in buses or
train stations. Compatibility with existing MIFARE® reader infrastructure and the optional
free of charge emulation modes of MIFARE® 1K and MIFARE® 4K enable fast system
integration and backward compatibility of standard MIFARE® and ProX family based
cards.

Bi-directional communication with the contact interface of the device can be performed
through three serial iOs. These 10s are under full control of the application software in
order to aliow conditional controlled access to the different internal memories.

The On-chip hardware is software controlled via Special Function Registers (SFRs). Their
function and usage is described in the respective sections of this specification as the
SFRs are correlated to the activities of the CPU, Interrupt, 10, EEPROM, Timers, etc.

The P5CTO72 provides two power saving modes with reduced activity: the IDLE and the
SLEEP or CLOCKSTOP Mode. These two modes are activated by software.

The device operates either with a single 1.8V, 3 V or 5 V power supply at a maximum
extarnal clock frequency of 10 MHz supplied by the contact pads (internally up to 30 MHz)
or with a power supply generated from the RF-field emitted by an RF-reader.

1.2.1 The Contact interface

Operating in accordance with ISO/IEC 7818, the SmartMX contact interface is supported
by a built in UART, which enables data rates of up to 1Mbit/s allowing for the automatic
generation of all typical baud rates and supports transmission protocols T=0 and T=1.

1.2.2 The USB 2.0 (Low Speed) Interface

SmartMXis the first product platform of its kind to provide a fully integrated USB interface
based on the USB 2.0 (Low Speed) standardSmartMX making SmartMXbased IC cards
“Plug and Play” compatible with the whale PC world without the use of complex reader
devices or extra external components. The USB interface uses the I1SO contact module
and works via a 4-wire connection to any PC supporting “hot Plug and Play”. The card
automatically recognizes an 1SO or USB environment and is able to work with external
frequency of up to 6 MHz or internal clock generation. The use of USB interfaces on smart
cards is currently in the process of becoming standardized within ISO/IEC 7816-12.

8307 750 XXXXX & Koninkl|jka Phllips El ica NV, 2003, Al rights reserved.
Bhort Form Specification Rew, 1.3 — 4 October 2004 20f12
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ilips Semiconductors P5CT@72

Secura Triple Interface PKI Smart Card Controller

1.2.3 Different Configurations of the P5CTO72

Depending on the application requirements the PSCT072 can be configured according to
options described in the data sheet chapter "ORDER ENTRY FORM".

There are three different configurations (A, B1 and B4) possible as shown in Table [!l. The
MIFARE® option configuration has impact on the access conditions for the EEPROM and
influences the User OS development.

Note that the contactless interface can be used in any of the following configurations to
communicate via any protocol (T=CL as specified in ISO/IEC 14443-4 or a self defined
protocol), also concurrently o the MIFARE® protocol available in configuration B1 and B4.

1.23.1 Configuration A

In configuration A all memory resources are available and under full control of the dual
interface User OS. No MIFARE® funcfionality is available,

1.23.2 Configuration B1

In configuration B1 the contactless MIFARE® Classic OS provided by Philips is
implemented on the PSCT072. 1 Kbyte of the EEPROM can be accessed by the MIFARE®
Classic OS offering the same command set and functionality as a MIFARE® 1K hardwired
logic chip. The access conditions for the user 08 to the MIFARE® memory area can be
configured via the so called ACM (Access condition matrix). The MIFARE® Classic 0S
offers a backward compatibility to support existing infrastructure based on the MIFARE®
Classic functionality.

1.2.3.3 Configuration B4

In configuration B4 the MIFARE® Classic OS provided by Philips Semiconductors offers
the same functionality and command set as the MIFARE® 4K hardwired chip. This
emulation offers the possibility to access 4 Kbytes of EEPROM memory using the
MIFARE® command set. Access rights for the user OS and the MIFARE® 4K emulation on
accessing the EEPROM memory can be configured via the so called ACM (Access
Condition Matrix).

For secure separation of the user OS and the MIFARE® OS a dedicated built in hardware
protection controls the access to the EEPROM, RAM and ROM.

For detailed explanation of MIFARE® 1K and MIFARE® 4K functionality please refer also
to the following documents:

* MIFARE® MF CM500 Product Specification

* MIFARE® Standard IC MF1 1CS50 Functional Specification

* MIFARE® Standard 4 Kbytes Card IC MF1 ICS70

8397 780 XXXXX © Koninkl|ka Phillps El ics NV, 2003. All righls reservad.
Short Form Specification Rev. 1.3 — 4 October 2004 3o0f12
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n%%% Secure Triple Interface PKI Smart Card Controller

72 ytés for access with user 0S

B1 71 Kbytes for access with user OS via EEPROM sSFR
1 Kbyte for access with MIFARE® Classic OS and user 0S 11
B4 68 Kbytes for access with user OS via EEPROM SFR

4 Kbytes for access with MMIFARE® Classic OS and user OS Lil

[11 In configuration B1 and B4 the MIFARE® OS alfocates 128 bytes of the RAM.

CONFIGURATION A CONFIGURATION B CONFIGURATION B4
RAM RAM RAM
4808 bytes 4480 bytes 4480 bytes

EEPROM EEPROM
EEPROM 71 Kbyles 68 Kbytes
72 Kbytes — - - —
1. Kbytés i
MIEARE®.GS
ROM ROM ROM
160 Kbytes 160 Kbytes 160 Kbytes

Fig1. Configurations of the PSCTOT2.

ST 750 XXXXX @ Konlnklijke Philips Eleclronics N.V. 2003, All rights reserved.
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2. Features

Secure Triple Interface PKI Smart Card Controlier

2.1 Product Specific Features

8397 750 XXXXX

72 Kbytes EEPROM {including 192 bytes reserved manufacturer/security area)
160 Kbytes User ROM
4608 bytes RAM

4 256 bytes IRAM + 3 Kbytes CXRAM

€ 1280 bytes FXRAI\I/I usable for Fame XE

Memory Management and Protection Unit

% for more details seie 2.2. Security Features
USB 2.0 (Low Speed) contact interface acc. ISO/IEC7816-12
Contactless Interfacé Unit (CIU) fully compatible with ISO/IEC14443A
% fully supports the T=CL protocol acc. ISO/IEC14443-4

€ Data Transfer rateé supported (106/212/424 kbit/s)
MIFARE® RF contact:less interface acc. 1ISO/IEC14443-2

% 13.56 MHz oper‘ati:hg frequency

# Reliable communi(#ation due to 100% ASK

& High speed (106/2112/424 kbit/s, efficient frame support)

€ True anticollision

4 High speed CRC co-processor according to CCITT
MIFARE® reader infra%structure compatibility

High speed DES-3 cé-processor {64 bit parallel processing DES engine)
High speed AES co-pbrocessor (128 bit parallel processing AES engine)
PKI Co-processor FameXE

% The major Public l&ley Cryptosystems like RSA, ElGamal, DSS, Diffie-Hellmann,
Guillou-Quisquater, Fiat-Shamir and Elliptic Curve are supported

# 4096 bits maximurh key length for RSA with randomly chosen modulus
% 32-bit interface
4 Boolean operations for acceleration of standard, symmetric cipher algorithms

& Performance example:  RSA Modular Exponentation (Straight forward) < 35 ms
P g
(2048 bit key length and 17 bit exponent)

Optional free of charbe MIFARE®1K and MIFARE® 4K functionality
2 additional IO ports!loz and 103 for full-duplex serial data communication

Short Form Specification

Re\\.ﬂi 1.3 — 4 October 2004 Sof12
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S397 750 XXXXX

Becure Triple interface PKI Smart Card Controller

2.2 Security Featu re&i
Sensors

Enhanced Securi

% Low / high clocktrequency sensor

4 Low / high temperature sensor

% Single Fault InjeL:tion (SF1) attack detection

% Light sensors ‘

Electronic fuses fclr safeguarded mode control
Unique ID for each die _

Clock Input Filter %or protection against spikes
Power-up / Power-down reset

Optional programl%able “Card Disable” feature
Memory Security kencryption and physical measures) for RAM, EEPROM and ROM
Memory ManagerrJent and Protection Unit (MMU)

% Secure multi ap&lication operating systems via two different operation modes
- System Mode and Application Mode

4 OS controlled aécess restriction mechanism fo pheripherals in Application Mode
% Memory mappinb up to 8 Mbytes Code memory

€ Memory mapping up to 8 Mbytes (-84K) Data memory
Optional disabling of ROM read instructions by code executed in EEPROM
Optional disabling of any code execution out of RAM

EEPROM programming:

% No external clo

% Hardware sequencer controlled

4 On-chip high voltage generation

4 Enhanced error correction mechanism

64 or 128 EEPROM bytes for customer-defined Security FabKey. Featuring batch-,
wafer- or die-individual security data, incl. encrypted diversification features on request

14 bytes User Write Protected Security area in EEPROM (byte access, inhibit
functionality per byte)

32 hytes Write Once Security area in EEPROM (bit access)

32 bytes User Read Only area in EEPROM (byte access)

Customer specific EEPROM initialization optional

® Koninkdifke Philips Electrontcs N.V. 2003. Al rights resarvad,

Short Form Specification
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Secure Triple Interface PKI Smart Card Controller

2.3 Family Standard Features

# Dedicated Secure_MX51 Smart Card CPU (Memory eXtended / enhanced 80C51)
% 0.18 u 5 metal layer CMOS technology
4 operating in contact and contactless mode (dependent on family type option)
% featuring a 24 bit universal memory space, 24 bit program counter
4 combined universal program/data linear address range up to 16 Mbyte
© additional instructions to improve
- pointer operations
- performance
- code density of both C and Java source code
Low power / low voltage design using Philips handshaking technology
Development and portation support of existing PBWE / P8RF family masks
Multiple source vectorized interrupt system with four priority levels
Watch exception provides for software debugging facility
Multiple source RESET system
Two 16-bit timers
High reliable EEPROM for both data storage and program execution
% Bylewise EEPROM programming and read access
% EEPROM endurance: up to 500 k programming cycles per byte
¢ EEPRCM data retention time: 20 years minimum
Versatile EEPROM programming of 1 to 64 byte at a time
Typical EEPROM page erasing time: 2.5 ms
Typical EEPROM page programming time: 1.5 ms
Power-saving IDLE Mode
¢ Wake-up from IDLE Mode by RESET or any activated interrupt
Power-saving SLEEP (power down) Mode or CLOCKSTOP Mode
4 Wake-up from SLEEP or CLOCKSTOP Mode by RESET or External Interrupt

B Contact configuration and serial interface according to ISO/IEC 7816: GND, VCC,
CLK, RST, 101

B ISO/IEC 7816 UART supporting standard protocols T=0 and T=1 as well as high
speed personalization at 1Mbit/s

External or internally generated configurable CPU clock

1 MHz to 10 MHz operating external clock frequency range

Internal CPU clock up to 30 MHz with synchronous operation

% Internal clocking independent of externally applied frequency

High speed Triple-DES co-processor {two or three keys loadable)

DES3 performance < 50 us

High speed 16 bit CRC Engine according to CCITT polynom definition

Low power Random Number Generator (RNG) in hardware, FIPS140-2 compliant
1.62V to 5.5V extended operating voltage range for class C, B and A

-25 to +85°C operating ambient temperature range

9397 750 XXXXX © Koninkllke Philips NV, 2003, Al righis reservad.
Short Form Specification Rev. 1.3 — 4 October 2004 7ofi2
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Secure Triple Interface PKI Smart Card Controller

2.4 Design-in Support

@ Approved Development Tool Chain

% Keil PK51 development tool package incl. Vision2/dScopeC51 simulator, additional
specific hardware drivers incl. simulation of contactless interface and ISQ/IEC 7816
card interface board. A “SmartMX DBox” allows software debugging and
integration tests. (www.keil.com)

% Ashling Ultra-Emulator platform, stand alone ROM prototyping boards and
ISO/IEC 7816 and ISO/IEC14443 card interface board. Code coverage and
performance measurement software tools for real time software testing.
{www.ashling.com)

# Dual Interface dummy modules OM8711 (PDM 1.1 - SOT658) with special antenna
bonding on C4 and C8 for testing the implanting process and antenna connection.

W Software Libraries

# Libraries supporting contactless communication according to ISO/IEC 14443, Part
3and4

% USB 2.0 (Low Speed) Basic Library Support

% EEPROM Read / Write routines

3. Ordering information

; Description I
P5CTO72EW1/Tvsriffo  FFC sawn wafer 150 p on film frame carrier -

P5CTO72EV0/Tvsrffo  Module Dual Interface Modules on super 35 mm format (8-contact) SOT658 BA3
P5CTO72EV1/Tvsriffo Module  Dual Interface Modules on super 35 mm format (8-contact) with SOT658 BA3
Antenna connected to C4/C8
P5CTO72EV3/Tvsrrffo  Module pure contactless module MOB2 on super 35 mm format SOT500 AA3
9387 760 XXXXX @ Koninklijke Philips Elactronles M.V, 2003. All rights resarved.
Short Form Specification Rev. 1.3 — 4 Qctober 2004 gof12
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Secure Triple Interface PKIE Smart Card Controller

4. Block diagram

1

LA ROM EEPROM RAM
R* o 72 Kbytes
INTERFAGE [ 180 14443 K= | 160 Kbytes 2 Kipto 460DBA$:\¢55
- Pn?l?lﬁggy PROGRAM MEMORY —}  FamexE
MEMORY
enhanced PUBLIC
KEY CC-
101 PROGRAMM PROCESSOR e.g.
ABLE UART RSA, ECC
102 10123 4:3 1SO7816 [N
103 - Memory Management Unit (MU}

Z
DP
USB D+, D- UsSB 2.0
ﬁ (Low Speed) <::> N
SECURE_MX51 CPU
CLOCK A CLOCK
Ok rimer 4 ceneramion
jI ﬁ ﬁ TRIPLE-DES AES
TIMERS CO-PROCESSOR | | CO-PROCESSOR
J— SECURTIY SENSORS
RST H}.
RESET GENERATION 16 16 CRCAE ;ﬁlsei
BIT | BIT
T
| VOLTAGE REGULATOR | T
S 0
VDD V88
e [ ™, 180 7816 Triple Interface | P5CT072
\ {“Standard")
VDD c1 o5 | vss CONTACTS !Symbol Symbol Description
D — ,—‘, e c1 VCC VDD Powar supply volage input
RST 2 oy N.C. c2 R8T RST Reset input, active LOW
e A TN c3 CLK CLK Clock input
= rmm——
CLK ca i c7 101 C4 - N.C. not connected
_ ‘ Cs GND V88 Ground (refstence voltage) input
— c6 VPP N.C. not connected
N.C. c4 c8 N.C.
<7 0 101 Input/Output #1 for serial data
— - o] . N.C. nhot connected
* Antenna contacts are placed on module backside : ) LA antenna cail connection
- - LB antenna coil connection

Note: 102, 103 and assignments on request.

Fig 2. Block diagram PSCTO72.

9397 750 XXXXX @ Konlnklike Phillps Elsctranles NV, 2003, All rights resarved.
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Secure Triple Interface PKI Smart Card Controlier

Philips Semiconductors

.

5. Limiting values

Table 3:  Absolute matimum ratings 0
In accordance with the Absolute Maximum Rating System (IE

Symbol meter onditions. Wax
Voo  Supply voitage - +6.0
" Input voltage on any signal pad -0.5 Vop +0.5 \'
1o DC input or output current on 101, 102 or 103 - +15.0 mA
pad
liatchup Latch up current Vi< 0orV,>Vpp - 100 mA
VEsD Electrostatic discharge voltage [
on pads VDD, VSS, CLK, RST, 101, 102, 103, - 140 kv
DF, DM
on all other pads o - 2.0 kKo
Fﬁmt Totglmpower dissipation per package [ - 1 w
Tstg Storage temperature range Table note [4] Table note [4]
[1] Stresses beyond those listed may cause permanent damage to the device. These are stress ratings only and functionat operation of the

device at these or any other conditions beyond those indicated under "recommended operating conditions” is not implied. Exposure to
absolute-maximum-rated conditions for extended periods may affect device reliability.

[2] MIL Standard 883-D method 3015; Human body model; C = 100 pF, R = 1.5 kQ; Tamp = -25 to +85 °C.
[3}] Depending on appropriate thermal resistance of the package.
[4] Depending on delivery type, refer to “Philips General Specification for 8” Wafers" and to “Philips Contact & Dual Intetface Chip Card

Module Specification”,

Recommended operating conditions

Para Conditions TMax U
'Sﬁpply voltage 5”\/ 'obéfatic.in o 55
Voo (3.0) 3V operation ! 33
VDD( 18) 1.8 V operation 1.62 1.8 1.98
v DC input voltage on digital inputs and 0 Voo
digital 10 pads
Vi(ailo) DC input voltage on analog USB 10 pads 0 3.6 \'
{DP/DM)
famb Operating ambient tempéfaihre ) -25 +85 og

[11 Operation ambient temperature when using the Universal Serial Bus interface with internally generated USBE clock: Tamb = 0to +50 °C,

9397 750 XXXXX

@ Koninkllke Phlllps Elsctronics N.V. 2003. All righls resarvad,
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Philips Semiconductors

6. Data sheet status

Data sheet sta

| Objective data

roduct status P11 © Definition |1 R T : 5 : L
This data sheet contains data from the cbjective specification for product development. Philips
Semiconductors reserves the right to change the specification in any manner without notice.

Development

I.I ‘ Préliminary data ) Quahﬁcatlon N This data sheet contains data from the preliminary specification. Supplementary data will be publlshed '
at a later date. Philips Semiconductors reserves the right to change the specification without notice, in
order to improve the design and supply the best possihle product.

fll Product data Production This data sheet contains data from the product specification. Philips Semicanductors reserves the

right o make changes at any time in order to improve the design, manufacturing and supply. Relsvant
changes will be communicated via a Customer Product/Process Change Notification (CPCN).

[11  Please consult the most recently issuad dala sheet before initiating or completing a design.

[2]  The procduct status of the device(s) described in this data sheet may have changed since this data sheet was publishad, The latest information is avallabie on the Internet at
URL http:/www.semiconcuctors.philips.com.

[3]1 For data sheets describing multiple fype numbers, the highest-level product stalus determines the data sheet status.

7. Definitions

8. Disclaimers

Short-form specification — The dala in a shori-form specification is
extracted from a full data sheet with the same type number and title. For
detailed information see the relevant data sheet or data handbook.

Limiting values definition — Limiting values given are in accordance with
the Absolute Maximum Rating System (JEC 80134). Stress above one or
more of the limiting values may cause permanent damage to the device.
These are stress ratings only and operation of the device at these or at any
ather conditions above thase given in the Characteristics sections of the
specification is not implied. Exposure o limiting values for extended periods
may affect device rellability.

Application information — Applications that are described herein for any
of these products are for lustrative purposes only. Philips Semiconductors
make no representation or warranty that such applications will be suitable for
the specified use without further testing or medification.

9. Contact information

Life support — These products are not designed for use in life suppart
appliances, devices, or systems where malfunction of these products can
reasonably be expecied to result in personal injury. Philips Semiconductars
customers using or seliing these products for use in such applications do so
at their own risk and agree to fully indemnify Philips Semiconductors for any
damages resulting from such application.

Right to make changes — Philips Semiconductors reserves the right to
make changes in the praducts -~ including circuits, standard cells, andfor
software - described or contained hereirt in order to improve design and/or
perfarmance. When the product is in full production (status ‘Production’),
relevant changes will be communicated via & Customer Product/Process
Change Nofification (CPCN). Philips Semiconductors assumes no
respensibility or liability for the use of any of these products, conveys no
licence or title under any patent, copyright, or mask work right to these
pradugsts, and makes ne representations or warranties that these products are
free from patent, copyright, or mask wark right infringement, unless otherwise
specified.

For additional information, please visit http://www.semiconductors.philips.com
For sales office addresses, send an email fo: sales.addresses@www.semiconductors.philips.com

9397 750 XXX

@ Konlnkll|ke Phillps Elecironlas N.V. 2003. Al rights reservad.

Short Form Specification

Rev. 1.2 — 4 Qctober 2004
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au DALLAS DS1490F

P SEMICONDULTOR 2-in-1 Fob*
1 Do RS I HEZAEAEAAAAAERIHRHIHIRRITHRHRTIRIRIIHRIRRTRITIHITIAIHT M Hh iA A A H H H HAHAHEIRIRIEIRBR]AAAIAEIIK
FEATU RES

1-Wire® to USB port adapter for direct
connection to notebook and desktop
computers

= Any iButton mounts in the ergonomically
angled handle for touch-and-go applications
such as door entry

* Fast, convenient computer log on with data R
rates up to142k bits/second from the 1-Wire -y
signal

= USB guard protects the USB A connector
during everyday use conditions.

= 1.5M byte speed, low power, USB
1.2 compliant for plug and play operation

= LED shines through translucent case to
indicate status

= Both the 2-in-1 Fob and its resident iButton
are powered entirely from an USB interface

= Fob sources up to 10 ma for powering 1-Wire
chlps that require strong pull up such as the
Java -powered or Thermochron iButton

= Low Profile Blue Dot extends 1-Wire
signaling to other 1-Wire devices

5 DEAN0OF &1 Pobowith
detachabds USE g

Any Blutton cay b
rosyrded on he iob

Frass
Fiswg ¢

*NOTE:
The DS1490F 2-in-1 Fob is sold without the
iButton to give choice of the desired iButton.

Frass the LISE guard
1oy pmonss froem ey ning
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DS1490F

.

Touch and Go

door entry for D,
Blue Dot Lock Naotebook Logond
AuthenticaleSign

Lowe Prodile

Cine of many oplions o cable the
1-Whre fine from a rear USE port

DESCRIPTION

The 2-in-1 Fob has a DS2490 chip in its handle to convert 1-Wire signaling to USB communication. In
this way an iButton, 1-Wire chip, or 1-Wire instrument can have a 2-way communication link with its
USB host. Any iButton from the lowest cost to the most sophisticated can be mounted in the angled end
of the fob. A Java-powered iButton in combination with the 2-in-1 Fob provides the equivalent of a Java
smart card with a built in reader. Everything fits in the handle, so there is no cable for the notebook
connectivity. The USB guard protects the connector from debris and mechanical stresses while attached
to a key ring. Pressing the eject latch releases the guard of the 2-in-1 Fob for USB connection.

Together with the appropriate USB device driver, a notebook or desktop computer can read/write the
attached iButton with no cables or other power connections. You can press the Blue Dot with your

iButton for touch-and-go door entry.

By snapping on the Low Profile Blue Dot (DS1402L) to the iButton on the 2-in-1 Fob, the range of the
1-Wire signal can be extended to another Blue Dot receptor or other 1-Wire devices.

20f3
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MercuryNews.com | 10/01/2004 | Japan's Matsushita developing memory cards with 'smart' chip function
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Posted on Fri, Oct. 01, 2004

Japan's Matsushita developing
memory cards with 'smart’ chip function

TOKYO (AP) - Smart cards are on the rise in Japan, using computer chips with an antenna
embedded in them to allow people to pay for purchases or unlock doors with a simple flick of their
cards.

Now, Matsushita Electric Industrial Co., the Japanese electronics company that makes Panasonic-
brand products, is adding that smart-card capability to SD Memory Cards.

The Osaka-based manufacturer said Friday that sample shipments will begin in December, while
commercial shipments will follow by fall next year.

Smart cards work by having an integrated-circuit, or IC, chip inside connect wirelessly with a special
reader-machine to make cashless payments, open locks and read identification.

Many Japanese already flash their smart cards at station gates to get on commuter trains. New cell-
phone models here also work the same way, enabling people to buy soda at vending machines, pay
restaurant bills and play games at a Tokyo arcade.

But the technology now used for smart cards, FeliCa from Matsushita's rival Sony Corp., has a
smaller memory capacity of 32 kilobytes. Matsushita's new smartSD Card connects to a separate 128-
megabyte memory within the same chip.

That expands the card's possible uses to include downloads of movies or music and secure storage
of documents. And the need for data capacity is bound to climb as smart cards grow more popular,
said Matsushita director Masaki Akiyama.

Sony, which is pushing its Memory Stick for data storage, says it hasn't offered an IC chip with more
memory because common uses today don't require it.

SmartSD won't be compatible with Sony's FeliCa, which is widespread in Japanese “wallet phones
and train passes, although it's possible that future devices may come equipped with both types of
chips.
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MercuryNews.com | 10/01/2004 | Japan's Matsushita developing memory cards with 'smart' chip function

The smartSD Card looks like the regular one but will cost a bit extra although Matsushita didn't give a
price. Matsushita officials said talks are under way to set up various applications but didn't give
details.

But they said the potential is great, given that SD Memory Cards control 36 percent of the global
market.

Smart card use in Japan is expected to surge to 340 million in 2010 from some 51 million last year,
and Matsushita is hoping to get about 20 percent of that with smartSD.

In a presentation at a Tokyo hall Friday, Matsushita showed how a soccer-game ticket could be
downloaded in a memory card on a personal computer.

Insert the card in your cell phone, and simply bring it next to a machine at the stadium gate to get in
instantly. The memory function will even allow you to watch a movie on your phone display about the
game.

The disadvantage is that the card -- about the size of a nail -- is just one more thing packed with
personal information you can't afford to lose. But the data is coded so the card can't be read by
anyone who happens to pick it up, according to Matsushita.

News | Columnists | Research | Venture Capital | Personal Technology | SV Life
About StiiconValley.com | About the Real Cities Network | Terms of Use & Privacy Statement | About

Knight Ridder | Copyright
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Panasonic Develops RFID smartSD Card

Posted By: Ryan on Monday, October 04, 2004 11:21:17 AM

\\

\

Matsushita Electric Industrial Co, best known under the Panasonic brand, has
developed a SD Memory Card with contactless smart card capabilities. Called smartSD
Card, the new SD Memory Card combines contact-less data communication capabilities
with large storage capacity and high security.

The company will position the smartSD Card as key to realizing the "ubiquitous
network society" and will strive to create new business opportunities not only in the
device sector but also in the system and solution service sectors. Sample shipments of
the smartSD Cards will commence in December 2004. Commercial shipments are
expected to follow in the fall of 2005.

Smart cards are rapidly expanding into many new
markets including finance, transportation,
distribution, industry and government
administrations and have been introduced in a wide
variety of applications such as transport ticket
payments, access control, electronic money and
credit cards. In 2003, some 51 million smart cards
were issued in Japan and the number is expected
to rise to 340 million by 2010.* Meanwhile, since
the introduction of the SD Memory Card in July
2000, 220 makers have announced over 2,600 SD
Memory Card-compatible products and
approximately 41 million SD Memory Cards were
sold in 2003, attaining number one global market
share in the memory card industry.

As smart cards become more convenient, the need for greater data capacity and high
security has increased. The smartSD Card combines the advanced copyright protection,
portability, and easy connectivity of the SD Memory Card with the convenience of a
contactless smart card, allowing the card to send/receive large amounts of data at high
speed and with high security, thereby supporting a variety of new applications.

The smart card in the smartSD Card uses non-volatile FERAM (ferroelectric RAM),
which enables high-speed data writing, five times faster than conventional EEPROM-
based smart cards. The large-capacity flash memory in the smartSD Card can be used
as an extra storage area for the smart card module and the stored data is protected by
cipher technology. The secured extended memory also transfers data at the rate of
about 600 Kbytes per second.

Offering large secure storage, authentication and contactless data communication
capabilities, the new type of SD Memory Card can be used for a wider variety of smart-
card applications. Mr. Masaki Akiyama, President, Panasonic System Solutions
Company, said, "Our hope is to create new businesses deriving from the special
features of the smartSD Card. These include corporate solutions dealing with
information leakage prevention, mobile service solutions dealing with content
distribution and home service businesses dealing with content distribution for home AV
equipment. We will continue to offer new secure services in the broadening SD world to
make our daily lives more convenient and safe."

More Stories Like This...
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Panasonic’s smartSD adds RFID to the mix - Engadget - www.engadget.com
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WELCOME TO HITEK MAGAZINE

_ Vodafone KK Develops Contactless Smart Card Mobile Handset

Vodafone KK announced it has jointly developed a
contactless interface prototype mobile handset with
Sharp Corporation that is compatible with smart card
embedded flash memory cards. This prototype's
contactless communication is made possible by inserting
a smartcard-embedded flash memory into the handset's
memory card slot.

N : : . Features of mobile handsets that use contactless services
. include the download of 'electronic value' via mobile
internet connections and being able to confirm smart
card information on the handset display. Additional
merits unique to the removable memory card system are
as follows:

- Customers can use multiple smart card communication
systems and services on one handset.

- - Customers can continue to use contactless services when they upgrade to a new handset
by simply inserting the memory card.

. - Possible to use contactless services on other information terminals (PCs, PDAs, intelligent
- home electronics car navigation devices, etc.) allowing for the usage of new services.

i The prototype handset's smart card-embedded flash memory card uses two types of
specifications: JICSAP 2.0, which Vodafone KK expects to use in traffic applications and

- other business field, and ISO 14443 Type B, for expected use in finance and public
administration and other business fields. By switching memory cards, customers will be

i able to use both types of specifications on one handset. Vodafone KK is working with
Hitachi, Ltd. on the development of the card.

In the interst of developing services on a global level, Vodafone KK is moving ahead in

- studying mobile handset and smart card applications that are compatible with international
standards. Vodafone KK plans to examine the possibilities of commercializing the service by

 engaging in discussions with industry groups, service providers and system vendors from
multiple perspectives while conducting technological development and verification in

- parallel. Vodafone KK will work towards providing its customers with a service
infrastructure environment that enables them to enjoy contactless services expected to

. further penetrate into the transportation, electronic ticket, identification, financial and

 public administration sectors.

. Vodafone KK plans to display and demonstrate the prototype at the Business Show Tokyo
2004 trade fair held from May 11 at Tokyo Big Sight. ref mobilemag.com
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NPL-11_Philips-Delivering-S
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34 NPL Documents D-Card_jpg.pdf 41613 no 1
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Warnings:
Information:
NPL-10__Rojas-Panasonic-s
38 NPL Documents mart-SD.pdf 104731 ho 4
Warnings:
Information:
NPL-14__Vodafone-Develop
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.
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Application No. Applicant(s)
10/990,296 RYAN ET AL.
Office Action Summary Examiner Art Unit
Uyen-Chau N. Le 2876

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed
after SIX (6) MONTHS from the mailing date of this communication.

- I NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

X Responsive to communication(s) filed on 25 April 2006.
2a)[] This action is FINAL. 2b)X This action is non-final.
3)] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)XI Claim(s) 1-33,35-48 and 50-60 is/are pending in the application.
4a) Of the above claim(s)

5[] Claim(s) _____is/are allowed.

6)X Claim(s) 1-33.35-48 and 50-60 is/are rejected.

7)J Claim(s) _____is/are objected to.

8)J Claim(s) _____ are subject to restriction and/or election requirement.

is/are withdrawn from consideration.

Application Papers

9)] The specification is objected to by the Examiner.
10)] The drawing(s) filed on is/are: a)_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
aJJ Al b)d Some * ¢)[] None of:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.[J Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) [ Notice of References Cited (PTO-892) 4) [ interview Summary (PTO-413)
2) [ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date.
3) X Information Disclosure Statement(s) (PTO/SBI08) 5) [ Notice of Informal Patent Application
Paper No(s)/Mail Date 04/26/2006. 6) (] other:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20060912
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Application/Control Number: 10/990,296 Page 2
Art Unit: 2876

DETAILED ACTION

Requesting Continued Examination (RCE)
1. Receipt is acknowledged of the Requesting Continued

Examination (RCE) field 04/25/2006.

Claim Objections
2. Claims 2, 5, 21, 22, 26, 35, 37, 42, 43, 54-56 and 60 are
objected to because of the following informalities:
Re claims 2, 5, 21, 22, 26, 35, 37, 42, 43, 54-56 and 60:
The additional word “similar” recited in the claims understood
as “the like”, which renders the claims to indefinite.

Appropriate correction is required.

Claim Rejections - 35 USC § 102
3. The following is a quotation of the appropriate paragraphs
of 35 U.S.C. 102 that form the basis for the rejections under

this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in (1) an application for patent, published
under section 122(b), by another filed in the United States before the
invention by the applicant for patent or (2) a patent granted on an
application for patent by another filed in the United States before the
invention by the applicant for patent, except that an international
application filed under the treaty defined in section 351(a) shall have the
effects for purposes of this subsection of an application filed in the
United States only if the international application designated the United

IPR2022-00412
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States and was published under Article 21(2) of such treaty in the English
language.

4. Claims 1, 8, 18-29, 31-33 and 35-40 are rejected under 35
U.S.C. 102(e) as being anticipated by Jiau (US 2003/0236821 Al).
Re claims 1, 8, 18-29, 31-33 and 35-40: Jiau discloses a
compact personal token apparatus 1, comprising: a connection
module 1312 (paragraph [0044]); a translation module, which
incorporated with a processor module 132; and an ihput/output
module [139, 1341, 1342, 1343, 1344] (figs. 1 & 3A-3C); the
translation module moves signals between a USB interface and a
wireless interface (paragraphs [0050-0051]); an LCD screen 1341
and LEDs 1342 (fig. 3C); a standard-compliant contact based
interface, the contact based interface complying to at least one
standard interface selected from the group consisting of USB,
IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory Stick,
Smart Media, Secure Digital, mini SD, IBM Micro Drive, and any
similar standard interface (paragraph [0044]); a standard-
compliant contactless/wireless interface 1311; the
contactless/wireless interface 1311 complying to one or more of
the following standard interfaces: RFID-contactless interface
according to WLAN 812.11 and Bluetooth compatible interface
(paragraphs [0047] & [0050]); a flash memory 133 (fig. 3A);

wherein: the dual interface chip (processor) inside the personal

IPR2022-00412
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token can be directly programmed by a software running on the
host system using the interface processor without the need for
an external contact based dual interface read/write device
(paragraph [0052]); wherein: the downloaded information can be
used in the real world; wherein: the software is web based,
allowing for downloading information from the web directly into
the dual interface processor memory thus linking the virtual
world to the real world (paragraph [0052]); wherein: the
information stored in the personal token via the standard
contact based interface is used for personal identification,
secure network logon, access control, e-ticketing, e-payment and
similar applications wusing either the standard compliant

interface or the RFID-compliant interface (paragraph [0067]).

Claim Rejections - 35 USC § 103
5. The following is a quotation of 35 U.S.C. 103(a) which
forms the basis for all obviousness rejections set forth in this
Office action:

(a) A patent may not be obtained though the invention is not identically
disclosed or described as set forth in section 102 of this title, if the
differences between the subject matter sought to be patented and the prior
art are such that the subject matter as a whole would have been obvious at
the time the invention was made to a person having ordinary skill in the
art to which said subject matter pertains. Patentability shall not be
negatived by the manner in which the invention was made.

IPR2022-00412
Apple EX1053 Page 923
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6. This application currently names joint inventors. In
considering patentability of the claims under 35 U.S.C. 103(a),
the examiner presumes that the subject matter of the various
claims was commonly owned at the time any inventions covered
therein were made absent any evidence to the contrary.
Applicant is advised of the obligation under 37 CFR 1.56 to
point out the inventor and invention dates of each claim that
was not commonly owned at the time a later invention was made in
order for the examiner to consider the applicability of 35
U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) prior
art under 35 U.S.C. 103(a).

7. Claims 1-7, 9, 12-17, 21, 41-48 and 50-60 are rejected
under 35 U.S.C. 103(a) as being unpatentable over Margalit et al
(US 6,748,541) in view of Weng (US 6983888 B2).

Re claims 1-7, 9, 12-17, 21, 41-48 and 50-60: Margalit et
al discloses a compact personal token apparatus 125, comprising;
a connection module 140; a translation module, which
incorporated with a processor module 130; and an input/output
module (fig. 2); wherein: the connection module 140 is for
interfacing the personal token apparatus with a an Internet-
capable appliance; and the interface is a USB interface (fig.
2); wherein: the connection module 140 is for interfacing the

personal token apparatus with a an Internet-capable appliance;
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and the Internet-capable appliance comprises a device, which is
a personal computer (PC); wherein: the translation module moves
signals between a USB interface and a smart card interface (fig.
2; col. 5, lines 1-30); wherein: the smart card interface 170 is
an ISO 7816; wherein: the processor module 130 comprises a dual
interface (DI) chip (i.e., USB and smart card); wherein: the
processor module 130 incorporates the translation module (i.e.,
for passing data from the smart card to the USB interface chip
140 and vice versa) (fig. 2; col. 5, lines 20-27); flash memory
150 (fig. 2; col. 4, lines 35-38); a first physical module
containing the input module and the translation module; and a
second physical module containing the processor module and the
output module (fig. 3); wherein: the connection, translation,
processor, and input/output modules are embodied in a form of an
apparatus having a general physical configuration of a
conventional USB memory fob (figs. 3-5B); wherein: the output
module comprises contacts for interfacing with a smart card
(fig. 2); the fob 1is configured for interfacing with the
Internet and emulating a smart card (fig. 2); wherein: the
connection module 140 is for interfacing the personal token
apparatus with an Internet-capable appliance; and further
comprising: an input module is for connecting to the Internet;

and the apparatus incorporates firewall functionality to protect
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the Internet-capable appliance (i.e., login process including
username and password) (fig. 5B); a standard-compliant contact
based interface, the contact based interface complying to at
least one standard interface selected from the group consisting
of USB, IEEE 1394, PCMCIA, Compact Flash, Multi Media, Memory
Stick, Smart Media, Secure Digital, mini SD, IBM Micro Drive,
and any similar standard interface (fig. 2).

Margalit et al is silent with respect to the translation
module moves signals from the connection module to a contactless
interface.

Weng teaches a body proper 1 having a receiver 12 and a
transmitter 21 (i.e., RF or wireless interface), a flash memory
11, a USB interface control circuit 15, and a monode control
switch 13 for switching from USB to wireless, all of which are
interconnected; wherein when the high frequency receiver circuit
(12) receives transmitted signals, through the monode control
switch (13), the firewall (14) is turned on rendering the flash
memory (11) to be read-and-writeable by the USB interface
control circuit (15) (fig. 3; col. 2, lines 25-36).

It would have been obvious to an artisan of ordinary skill
in the art at the time the invention was made to incorporate the
teachings of Weng into the system as taught by Margalit et al

due to the fact that such modification would have been an
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obvious engineering variation, well within the ordinary skill in
the art, for intended use (i.e., for transmitting data/signal
from RF/wireless interface to USB interface and vise versa), and
therefore an obvious expedient.

8. Claims 10 and 11 are rejected under 35 U.S.C. 103(a) as
being unpatentable over Jiau in view of Weng (US 6983888 B2).
The teachings of Jiau have been discussed above.

Re claims 10 and 11: Jiau has been discussed above, but is
silent with respect to the translation module moves data or
signals from a USB interface to an RFID interface and a wireless
interface with storage of data in a flash memory or EEPROM of
the processor module, and data can reside temporarily at one of
the interfaces; the translation module is incorporated in the
processor module so that the personal token apparatus can go
directly from USB to wireless without being limited by smart
card software architecture limitations; respectively.

Weng teaches a body proper 1 having a receiver 12 and a
transmitter 21 (i.e., RF or wireless interface), a flash memory
11, a USB interface control circuit 15, and a monode control
switch 13 for switching from USB to wireless, all of which are
interconnected; wherein when the high frequency receiver circuit
(12) receives transmitted signals, through the monode control

switch (13), the firewall (14) is turned on rendering the flash
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memory (11) to be read-and-writeable by the USB interface
control circuit (15) (fig. 3; col. 2, lines 25-36).

It would have been obvious to an artisan of ordinary skill
in the art at the time the invention was made to incorporate the
teachings of Weng into the system as taught by Jiau due to the
fact that such modification would have been an obvious
engineering variation, well within the ordinary skill in the
art, for intended use (i.e., for transmitting data/signal from
RF/wireless interface to USB interface and vise versa), and
therefore an obvious expedient.

9. Claim 30 is rejected under 35 U.S.C. 103(a) as being
unpatentable over Jiau in view of Margalit et al. The teachings
of Jiau and Margalit et al have been discussed above.

Re claim 30: Jiau has been discussed above but is silent
with respect to an interface that is complying to ISO 7810 or a
7816 compliant SIM module.

Margalit et al teaches a personal token apparatus 125
having an interface that is a 7816 compliant SIM module (fig.
2).

It would have been obvious to an artisan of ordinary skill
in the art at the time the invention was made to incorporate a
7816 compliant SIM module of Margalit et al into the system as

taught by Jiau in order to provide Jiau with a universal system
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wherein the system can be utilized in any type of communications
(i.e., contact, contactless, USB, etc.). Furthermore, such
modification would provide the user the flexibility in using the
system wherein the user does not have to concern about whether
or not the system is compatible with a particular communication
system that the user intend to use, and therefore an obvious

expedient.

Response to Arguments

10. Applicant's arguments with respect to claims 1 and 46
(i.e., with respect to Margalit reference) have been considered
but are moot in view of the new ground(s) of rejection.

11. In response to applicant's argument that the references
fail to show certain features of applicant’s invention, it is
noted that the features upon which applicant relies (i.e., the
apparatus has USB interface, wireless interface, contactless
interface (p. 19, lines 10-16)) are not recited in the rejected
claim(s). Although the claims are interpreted in light of the
specification, limitations from the specification are not read
into the claims. See In re Van Geuns, 988 F.2d 1181, 26
UsPQ2d 1057 (Fed. Cir. 1993). In this case, although both

former and newly amended claims 1 and 46 have been carefully

reviewed and given all possible ways of interpretation, an
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apparatus having all three specific components (e.g., USB
interface, wireless interface, contactless interface) cannot be
obtained.

12. Applicant's arguments regarding claims 1, 8, 18-29 and 31-
40 with respect to Jiau reference have been fully considered but
they are not persuasive.

13. In response to applicant's argument that the references
fail to show certain features of applicant’s invention, it is
noted that the features upon which applicant relies (i.e.,
"RFID-contactless interface according to ISO 14443 and ISO 15693
as well as similar interfaces" (p. 24, 1lines 8-9)) are not
recited in the rejected claim(s). Although the c¢laims are
interpreted in light of the specification, limitations from the
specification are not read into the claims. See In re Van
Geuns, 988 F.2d 1181, 26 USPQ2d 1057 (Fed. Cir.‘1993). In this
case, the Examiner respectfully submits that Jiau has been used
to reject claims 1, 8, 18-29 and 31-40, wherein none of the

rejected claims recite the above limitation.

Conclusion
Any inquiry concerning this communication or earlier

communications from the examiner should be directed to Uyen-Chau
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N. Le whose telephone number is 571-272-2397. The examiner can
normally be reached on maxi-flex.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, Michael G. Lee can be
reached on 571—272—2398. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Pa;ent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or
access to the automated information system, call 800-786-9199

(IN USA OR CANADA) or 571-272-1000.

e

Uyen-Chau N. Le

Primary Examiner

Art Unit 2876
September 12, 2006
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

Inventor(s): Ryan, et al. Confirmation Number: 2050

Title: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND
METHODS OF USE

Serial Number: 10/990,296 Publication No. 20050109841

Filing Date:  11/16/2004 Publication Date 5/26/2005

Docket No.: Ryan C-4

Examiner: Le, Uyen Chau N. Art Unit: 2876

phone: 571-272-2397
fax: 571.273-2397

Dec 14, 2006
COMMISSIONER FOR PATENTS
P.O. Box 1450
Alexandria, VA 22313-1450

AMENDMENT

This is in response to an Office action, dated September 14, 2006. An interview was
scheduled with the Examiner for December 12. The Examiner requested that a proposal be
faxed. A proposal was faxed. Applicant's attorney called at exactly 7 minutes past the

appointed time. The Examiner was not available for the interview.

In light of this situation (the fact that proposals could not be discussed), it is requested that a

subsequent rejection (if any) be made non-final.
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IN THE CLAIMS

Listing of Claims:

L.

(currently amended) A compact personal token apparatus, comprising:
a connection module;

a translation module;

a processor module; and

an input/output module; and

a contactless interface;

wherein:

the connection module is for interfacing the personal token apparatus with an Internet-

capable appliance; and

the translation module moves signals between the connection module and & the

contactless interface.

2.

(currently amended) The compact personal token apparatus of claim 1, wherein:

the Internet-capable appliance comprises a device selected from the group consisting

of personal computer (PC), laptop, PDA, MP3 player cellphone, and similar Internet-capable

devices; and

the interface with the Internet-capable applieanee appliance is selected from the group

consisting of USB, FireWire, IR, Bluetooth, standard serial port, and WLAN;—and-stmilar
o ble of intorfaci o b1 P .

(previously presented) The compact personal token apparatus of claim 1, wherein:

the interface with the Internet-capable appliance comprises a USB connection.

(previously presented) The compact personal token apparatus of claim 1, wherein:

the contactless interface comprises a smart card interface.

(currently amended) The compact personal token apparatus of claim 4, wherein:

the smart card interface is selected from the group consisting of 1SO 14443, ISO

15693, and NFC and-similar-contactlessinterfaces.
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10.

(original) The compact personal token apparatus of claim 1, wherein:

the processor module comprises a dual interface (DI) chip.

(original) The compact personal token apparatus of claim 1, wherein:

the processor module incorporates the translation module.

(original) The compact personal token apparatus of claim 1, wherein:

the output module comprises an RF antenna and a modulator.

(original) The compact personal token apparatus of claim 1, further comprising:

flash memory.

(currently amended) The compact personal token apparatus of claim 1, wherein:

the contactless interface is an RFID interface:

further comprising a wireless interface:

wherein the translation module moves data or signals from a USB interface to an the

RFID interface and & to the wireless interface with storage of data in a flash memory or

EEPROM of the processor module (dual interface chip), and data can reside temporarily at

one of the interfaces.

11.

(previously presented) The compact personal token apparatus of claim 1, wherein:

the translation module is incorporated in the processor module so that the personal

token apparatus can go directly from USB to contactless without being limited by smart card

software architecture limitations.

12.

(previously presented) The compact personal token apparatus of claim 1, wherein:

the connection, translation, processor and input/output modules are embodied in a

form of an apparatus having a general physical configuration of a conventional USB memory

fob.

13.

(previously presented) The compact personal token apparatus of claim 12, wherein the

fob comprises;
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a first physical module containing the connection module and the translation module;

and
a second physical module containing the processor module and the output module.
14.  (original) The compact personal token apparatus of claim 1, wherein:
the output module comprises contacts for interfacing with a smart card.
15.  (previously presented) The compact personal token apparatus of claim 1, wherein:
the fob is configured for interfacing with the Internet and emulating a smart card.
16.  (currently amended) The compact personal token apparatus of claim 1, wherein:

the connection module is for interfacing the personal token apparatus with an Internet-
capable appliance; and
the personal token apparatus incorporates firewall functionality to protect the Internet-

capable appliance.

17.  (original) The compact personal token apparatus of claim 1, further comprising:

interfaces for ISO contact, contactless, USB and DSL.

18.  (original) The compact personal token apparatus of claim 1, further comprising:

an LCD screen.

19.  (original) The compact personal token apparatus of claim 1, further comprising:

at least one switch.

20.  (original) The compact personal token apparatus of claim 1, further comprising:

at least one LED.

21.  (currently amended) The compact personal token apparatus of claim 1, further
comprising:
a standard-compliant contact based interface, the contact based interface complying to

at least one standard interface selected from the group consisting of USB, IEEE 1394,

4
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PCMCIA, Compact Flash, Multi Media, Memory Stick, Smart Media, Secure Digital, mini
SD, and IBM Micro Driverandany-similarstandardinterface.

22.  (currently amended) The compact personal token apparatus of claim 1, further
comprising:

a standard-compliant wireless interface selected from the group consisting of
Bluetooth compatible interface, WLAN 802.11, and UWB;and-any-simtarinterface.

23.  (previously presented) The compact personal token apparatus of claim 22, further
comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under a command of an operating system;

an interface module providing translation of standard-compliant contact based
interface messages via a memory chip to Bluetooth /WLAN 802.11device compatible
compliant messages, and providing the translation of Bluetooth /WLAN 802.11device
compliant messages via a memory chip to standard-compliant contact based interface
messages; and

a Bluctooth /WLAN 802.11device having a Bluetooth/ WLAN 802.11compliant
interface communicating through the interface module with the host processing device via a
memory chip; the same Bluetooth /WLAN 802.11device communicating through a Bluetooth
/WLAN 802.11compatible interface.

24.  (previously presented) The compact personal token apparatus of claim 23, wherein:

the contactless / wireless interface is releaseably coupleable from the interface module.

25.  (original) The compact personal token apparatus of claim 22, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run

applications.
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26.  (currently amended) The compact personal token apparatus of claim 22, further
comprising:

a standard-compliant smart card contact interface complying to ISO 7816;—e+r—any
nilae tncanfcn

27.  (currently amended) The compact personal token apparatus of claim 22, further
comprising:

& the processor module —preparing prepares messages to be sent by the
contactlessAwireless interface contactless and wireless interfaces, and interpreting interprets

messages received via the iterface contactless and wireless interfaces.

28.  (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under a command of an operating system;

an interface module providing translation of standard-compliant contact based
interface messages to ISO 7816 compliant messages and providing the translation of ISO
7816 compliant messages to standard-compliant contact based interface messages;

a dual interface processor having an ISO7816 compliant interface communicating
through the interface module with the host processing device, the dual interface processor
communicating through anREHD-centactless the contactless interface and connected to an

inductive antenna.

29. (currently amended) The compact personal token apparatus of claim 28, wherein:

the contactless ~wireless interface is releaseably coupleable from the interface module.

30.  (previously presented) The compact personal token apparatus of claim 28, wherein:
the dual interface processor is mounted in a dual interface card complying to ISO 7810
or a 7816 compliant SIM module and connected norms;
the compact personal token apparatus provides physical contacts for the dual interface
card, or a 7816 compliant form factor; and

when connected, the dual interface or SIM card can communicate with the host

6
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processing device through the interface module inside the personal token apparatus and, once
the communication is done, the card can be released from the personal token apparatus and

can be used then in the real world.

31.  (previously presented) The compact personal token apparatus of claim 28, wherein:
the dual interface chip (processor) inside the personal token apparatus can be directly
programmed by a software running on the host system using the interface processor without

the need for an external contact based dual interface read/write device.

32.  (previously presented) The compact personal token apparatus of claim 31, wherein:
the software is web based, allowing for downloading information from the web
directly into the dual interface processor memory, thus linking the virtual world to the real

world.

33.  (currently amended) The compact personal token apparatus of claim 32, wherein:
the downloaded information can be used in the real world by using the contactless

REID iterface.
34.  (canceled)

35.  (currently amended) The compact personal token apparatus of claim 33, wherein:

the information stored in the personal token apparatus via the standard contact based
interface is used for personal identification, secure network logon, access control, e-ticketing,
or c-payment and—simitar applications using either the standard compliant interface or the

RFID-compliant interface.

36.  (currently amended) The compact personal token apparatus of claim 33, wherein:
information received through the REHD- contactless interface can be stored in the

memory of the personal token apparatus and can then be provided to the host processing

device via the standard interface, thus allowing a complete information exchange between the

virtual world and the real world.
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37.  (currently amended) The compact personal token apparatus of claim 31, wherein:

the information stored in the personal token apparatus via the standard contact based
interface is used for personal identification, secure network logon, access control, e-ticketing,
or e-payment and-stmilar applications using either the standard compliant interface or the

RFID-compliant interface.

38.  (currently amended) The compact personal token apparatus of claim 31, wherein:
information received through the REHD- contactless interface can be stored in the

memory of the personal token apparatus and can then be provided to the host processing

device via the standard interface, thus allowing a complete information exchange between the

virtual world and the real world.

39.  (original) The compact personal token apparatus of claim 31, further comprising:
additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module;
wherein the additional memory can be used for user authentication and to run

applications.

40.  (previously presented) The compact personal token apparatus of claim 21, further
comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under a command of an operating system,;

an interface module providing translation of standard-compliant contact based
interface messages via a memory chip to Bluetooth /WLAN 802.11device compatible
compliant messages, and providing the translation of Bluetooth /WLAN 802.11device
compliant messages via a memory chip to standard-compliant contact based interface
messages; and

a Bluetooth /WLAN 802.11device having a Bluetooth/WLAN 802.11compliant
interface communicating through the interface module with the host processing device via a
memory chip; the same Bluetooth /WLAN 802.11device communicating through its
Bluetooth /WLAN 802.11compatible interface.

IPR2022-00412
Apple EX1053 Page 943



41.  (original) The compact personal token apparatus of claim 21, further comprising:

a processor module; and

additional memory selected from the group consisting of flash memory and EEPROM
device powered and addressed by the processor module;

wherein the additional memory can be used for user authentication and to run

applications.

42.  (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a standard—compliant smart card contact interface complying to ISO 7816—er—any
nilarintorface,

43.  (currently amended) The compact personal token apparatus of claim 21, further
comprising:

a connection module, connecting the personal token apparatus to a host device
including PC, PDA, or smart cellular phone ersimilar-deviee, cither directly or with the help

of a standard reader device such as a memory card reader.

44,  (previously presented) The compact personal token apparatus of claim 21, further
comprising:

a standard-compliant interface releaseably coupleable to a host processing device, this
being under a command of an operating system; and

a translation module, translating messages incoming from the contact based interface,

and translating messages to the host device from the personal token apparatus.

45.  (previously presented) The compact personal token apparatus of claim 21, further
comprising:

a triple interface processor including contact, contactless, USB.

46.  (currently amended) Method of interacting wirelessly, comprising:
providing a device;

interfacing the device with an Internet-capable appliance; and

9
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providing a smart-eard contactless interface in the device selected from the group

consisting of ISO 14443 and ISO 15693.

47.

(original) Method, according to claim 46, wherein:

the interface with the Internet-capable appliance is selected from the group consisting

of USB, FireWire, IR, Bluetooth, standard serial port, WLAN.

48.

(original) Method, according to claim 46, wherein:

the Internet-capable appliance comprises a device selected from the group consisting

of personal computer (PC), laptop, PDA, MP3 player and cell phone.

49.

50.

51.

52.

53.

(canceled)

(original) Method, according to claim 46, wherein:

the device is modular in construction.

(previously presented) Method, according to claim 46, wherein:

the device performs a firewall functionality to protect the Internet-capable appliance.

(original) Method, according to claim 46, wherein:

the device incorporates interfaces for ISO contact, contactless, USB and DSL.

(currently amended) A compact personal token apparatus, comprising:

a connection module for interfacing the personal token apparatus with an Internet-

capable appliance;

a contactless interface; and

a translation module for moving signals between the connection module and the

contactless interface;

54.

wherein the contactless interface is an RFID interface.

(currently amended) The apparatus of claim 53 wherein the connection module is

selected from the group consisting of USB, FireWire, IR, Bluetooth, standard serial port, and

10
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WLAN, and-simtlar interfaces capable of interfacing with the Internet-capable appliance.

55. (original) The apparatus of claim 53 wherein the Internet-capable appliance is selected
from the group consisting of personal computer (PC), laptop, PDA, MP3 player, cellphone,

and similar Internet-capable devices.

56. (currently amended) The apparatus of claim 53 wherein the contactless interface is
selected from the group consisting of 1SO 14443, ISO 15693, and NFC and-simitar

contactless interfaces.

57.  (original) The apparatus of claim 53, further comprising:

a wireless interface.

58.  (original) The apparatus of claim 53, further comprising:
an RFID or NFC antenna.

59.  (original) Method of linking the virtual world of the Internet with the real world of
contactless transactions, comprising:
providing a compact personal token apparatus, comprising:
a connection module for interfacing the personal token apparatus with an Internet-
capable appliance;
a contactless RFID interface; and
means for moving signals between the connection module and the contactless
interface;
interacting in the virtual world when connected with the Internet-capable appliance;
and

interacting in the real world after interacting in the virtual world.
60.  (currently amended) The method of claim 59, wherein interacting in the real world

comprises an activity selected from the group eensisiting consisting of personal identification,

secure network logon, access control, e-ticketing; and e-payment and-simitar applications.

11
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REMARKS
Status
The Office action is responsive to an RCE filed with amendment, responsive to an Office
action (final rejection) dated 09/14/2006 .
The Office action is responsive to communication(s) filed on 25 April 2006.
Claim(s) 1-33, 35-48 and 50-60 is/are pending in the application.
Claim(s) 1-33, 35-48 and 50-60 is/are rejected.

A telephonic interview was scheduled for December 12. The Examiner was not available. It

is requested that a subsequent rejection (if any) be made non-final.

Claim Objections
In the Office action, Claims 2, 5, 21, 22, 26, 35, 37, 42, 43, 54-56 and 60 are objected to

because of use of the word "similar", and appropriate correction is required.

The verbiage involving "similar" is deleted from the claims.

Claim Rejections - 35 USC § 102, §103

Claims 1, 8, 18-29. 31-33 and 35-40 are rejected under 35 U.S.C. 102(e) as being anticipated
by Jiau (US 2003/0236821 Al).

Claims 1-7,9, 12-17. 21, 41-48 and 50-60 are rejected under 35 U.S.C. 103(a) as being
unpatentable over Margalit et al (US 6,748.541) in view of Weng (US 6983888 B2).

Claims 10 and 11 are rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in view

of Weng (US 6983888 B2). The teachings of Jiau have been discussed above.

Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Jiau in view of

Margalit et al.
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Traversing the Rejections
The invention is directed to a device (and method of use) involving:
- contact interface
- contactless interface

- wireless interface

Signals are moved between these various interfaces. For example, information is downloaded
from the Internet to the device, via the contact or wireless interfaces, and is later used by the

device's contactless interface in a secure real-world transaction.

The contact interface may comprise (for example), a USB plug for moving signals to and

from a host computer, thereby enabling communication via the Internet with other entities.

The contactless interface comprises (for example) an RFID or smart card application such as

ISO 14443 , ISO 15693 and NFC.

The wireless interface comprises (for example) 802.11, Bluetooth, UWB, WLAN.

Generally, a wireless interface is normally simply a substitute for a contact interface,
enabling devices to be connected over modest distances, such as 10-100 meters, such as for
networking in an office environment. In such cases, signals are generally not "moved from"
one interface to the other. Signals are moved via the one interface or the other. Situations can
also exist (for example) where a machine without a wireless interface is supplied with a

dongle that converts (moves signals from) contact (e.g., USB) to wireless (e.g., 802.11).

It has previously been discussed that although contactless and wireless interfaces both use RF

to convey signals, they are completely different interfaces. They are different

communications protocols with different capabilities and are used for different purposes. For
example, a contactless, RFID, smart card protocol according to ISO 14443 and ISO 15693,
can be used for private, secure financial transactions in "real world" applications such as

payment at a retailer.
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Note, for example, that 50 inches (ISO 15693, an RFID contactless protocol) is considered to
be too great a distance to provide appropriate security for (contactless) financial transactions.
But 50 inches would not be enough to provide a (wireless) network between office

computers!

The references cited fail to disclose all of the elements of the invention, and therefore cannot

successfully be used to reject the claims, either under §102 (novel) or §103 (non-obvious).

The invention is directed to a device (and method of use) involving various combinations of:
- contact interface
- contactless interface

- wireless interface

The independent claims are 1, 46, 53, 59:
1. A compact personal token apparatus ...
46.  Method of interacting wirelessly ...
53. A compact personal token apparatus ...
59.  Method of linking the virtual world of the Internet with the real world of contactless

transactions ...

The references cited are Margalit, Jiau, Weng.

Margalit has
USB interface and

contains a 7816 smart card chip (Fig. 2, 170)

Margalit does not have a wireless interface.

Margalit does not have a contactless interface.

As noted in the specification of the present invention, (page _ , line  [0079],
ISO 7816 Regarding smart card, ISO7816 defines specification of contact interface 1C
chip and IC card.

14
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Margalit's smart card chip is an "ISO7816 memory" (Margalit column 3, line 63)

Margalit is a contact device. It is neither contactless, nor wireless.

Jiau discloses a body wearable personal network server (BWPNS) device which can
communicate via wireless in the form of personal area network (Bluctooth) and wireless

LAN (IEEE 802.11), and has a USB plug.
Jiau does not disclose or suggest a contactless interface.
Jiau does not disclose or suggest any smart card functionality.

The Examiner states that Weng (newly cited) teaches a body proper 1 having a receiver 12
and a transmitter 21 (i.c., RF or wireless interface), a flash memory 11, a USB interface
control circuit 15, and a monode control switch 13 for switching from USB to wireless, all of
which are interconnected; wherein when the high frequency receiver circuit (12) receives
transmitted signals, through the monode control switch (13), the firewall (14) is turned on
rendering the flash memory (11) to be read-and-writeable by the USB interface control circuit

(15) (fig. 3; col. 2, lines 25-36).

The Examiner states that "It would have been obvious to an artisan of ordinary skill in the art
at the time the invention was made to incorporate the teachings of Weng into the system as
taught by Margalit et al due to the fact that such modification would have been an obvious
engineering variation, well within the ordinary skill in the art, for intended use (i.e., for
transmitting data/signal from RF/wireless interface to USB interface and vise versa), and

therefore an obvious expedient.”

Applicant disagrees. Weng discloses portable wireless anti-theft USB device. The device
has a portable wireless anti-theft flash memory having a body proper in which there are a

flash memory, a high frequency receiver circuit, and a monode switch to go with a cap, in
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which are a high frequency transmitter, an encoding circuit, and a counter, for casing the body
proper. Connecting the body proper to a computing device enables high frequency
transmitting, receiving, and turning on flash memory firewall. When the transmitting
source is a distance away, the firewall becomes engaged thus disabling the flash memory to

prevent loss of data from theft for safety purpose.

At Weng, column 1, lines 25-27 "The invention relates to a portable wireless anti-theft USB
disc using high frequency transmitting to turn on and off the flash memory firewall to protect
from data theft.

In the next paragraph, Weng states "The cap having the transmitting circuit of the aforesaid
portable wireless anti-theft USB disc is wearable on user so that when user is close enough to
the body proper and to operate the computer, the body proper can receive signals to enable
memory firewall. When the cap is away with user from the computer, the memory firewall is

disabled from not receiving signals."

Applicant disagrees. Weng does not have "wireless", in the sense of 802.11 or the like, which
is a communication interface. Rather, Weng has a simple RF function capable of turning on

and off a firewall when in proximity with a selected computer.

Weng does not mention RFID, nor any of the RFID standards, as discussed above. Weng
discloses a simple proximity switch, turning a function (firewall) within a portable apparatus

on and off depending on distance from a host apparatus.

The present invention utilizes RFID technology to conduct contactless transactions. The
contactless interface is an RFID interface selected from the group consisting of ISO 14443
(RFID-contactless interface), ISO 15693 (RFID-contactless interface), NFC and similar

contactless interfaces. (see original claim 5)

Margalit has contact interface (USB) and smart card functionality (7816).
Jiau has a wireless interface for setting up a personal area network (PAN).

Weng has a USB interface, and a simple RF setup for switching a firewall function.
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The invention, as claimed, has contact interface (such as USB), plus a contactless interface
(such as ISO 14443, ISO 15693, NFC), and the means (translation module) for moving
signals between these interfaces. It may also have a wireless interface (such as 802.11) for
communicating with a host device in lieu of a contact interface connection, such as for

communicating via the Internet for updating applications such as e-ticketing.

More particularly,
Independent Claim 1 is amended to positively recite "contactless interface” as an element of
the claim (whereas, previously, it was referred to indirectly, and may not have been given any
patentable weight).
In claim 4, the contactless interface comprises a smart card interface.
In claim 5, the smart card interface is selected from the group consisting of ISO 14443,
ISO 15693 and NFC.
In claim 10, the contactless interface is an RFID interface; the device further comprises a
wireless interface; and the translation module moves data or signals from a USB interface
to the RFID interface and to the wireless interface.
In claim 11, the translation module is incorporated in the processor module so that the
personal token apparatus can go directly from USB to contactless without being limited
by smart card software architecture limitations.
In claim 22, a wireless interface is introduced selected from the group consisting of
Bluetooth compatible interface, WLAN 802.11 and UWB.
In claim 27, the processor module prepares messages to be sent by the contactless and
wireless interfaces and interprets messages received via the contactless and wireless
interfaces.
In claim 33, downloaded information can be used in the real world by using the

contactless interface.

Independent Claim 46 is directed to a method of interacting wirelessly, comprising:
providing a device;
interfacing the device with an Internet-capable appliance; and

providing a contactless interface in the device selected from the group consisting of
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ISO 14443 and ISO 15693.
None of the references cited even have a contactless interface!

Independent Claim 53 is directed to a compact personal token apparatus, comprising:

a connection module for interfacing the personal token apparatus with an Internet-
capable appliance;

a contactless interface; and

a translation module for moving signals between the connection module and the
contactless interface;

wherein the contactless interface is an RFID interface.
None of the references teach or suggest this.

Independent Claim 59 is directed to a method of linking the virtual world of the Internet
with the real world of contactless transactions, comprising:
providing a compact personal token apparatus, comprising:
a connection module for interfacing the personal token apparatus with an Internet-
capable appliance;
a contactless RFID interface; and
means for moving signals between the connection module and the contactless
interface;
interacting in the virtual world when connected with the Internet-capable appliance;
and

interacting in the real world after interacting in the virtual world.

18
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Conclusion

The invention is novel and non-obvious. Applicant has attempted to present reasonable

claims, capturing the invention, some of which are highlighted immediately hereinabove.

The Claims should be allowed.
No new matter is entered.

No fee is required.

For the applicant,

/Gerald E. Linden/

Gerald E. Linden
Reg #30282

/D.A. Stauffer/

Dwight A. Stauffer
Reg # 47,963

Correspondence via
Dwight A. Stauffer
Customer 37053

D.A. Stauffer Patent Services LLC
1006 Montford Rd.

Cleveland Hts. OH 44121

(216) 381-6599
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- Application No. Applicant(s)
i .. 10/990,296 RYAN ET AL.
Notice of Allowability Examiner Art Unit
Uyen-Chau N. Le 2876

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. [X] This communication is responsive to 12/14/20086.

2. [X] The allowed claim(s) is/are 1-9,11-33,35-48 and 50-60.

3. [_] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)(J Al b)[J Some* c)[JNone ofthe:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No. ___
3. [0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) [ including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) (J hereto or 2) [] to Paper No./Mail Date _____.
(b) (1 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date _____.

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner’s comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [0 Notice of References Cited (PTO-892) 5. [ Notice of Informal Patent Application
2. [ Notice of Draftperson's Patent Drawing Review (PTO-948) 6. X Interview Summary (PTO-413),
Paper No./Mail Date 20070120 .
3. 3 Information Disclosure Statements (PTO/SB/08), 7. X Examiner's Amendment/Comment
Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. [X] Examiner's Statement of Reasons for Aliowance
of Biological Material
9. [ Other
U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 20070120
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Application/Control Number: 10/990,296 Page 2
Art Unit: 2876

EXAMINER’S AMENDMENT

Prelim. Amdt/Amendment

1. Receipt is acknowledged of the Amendment filed 12/14/2006.

2. An examiner’s amendment to the record appears below. Should
the changes and/or additions be unacceptable to applicant, an
amendment may be filed as provided by 37 CFR 1.312. To ensure
consideration of such an amendment, it MUST be submitted no
later than the payment of the issue fee.

Authorization for this examiner’s amendment was given in a
telephone interview with Mr. Linden and Mr. Finn on 18 January
2007 in order to place the instant application in the proper
form for an allowance by incorporating the limitation of claim
10 into each of the independent claims and deleting the phrase
“similar” recited in claim 55.

The application has been amended as follows:

Re claim 1: Please substitute claim 1 with following:

IPR2022-00412
Apple EX1053 Page 961



Application/Control Number: 10/990,296 Page 3
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L. A compact personal token apparatus, comprising:

a connection module;

a translation module;

a processor module;

an input/output module; and

a contactless interface;

wherein:

the connection module is for interfacing the personal token apparatus with an Internet-
capable appliance; and

the translation module moves signals between the connection module and a the
contactless interface;

e tac i ce is interface:

RFID interface and to ¢ virgless interfa ith storage of data in a flash memory or

EEPROM of the processor module (dual interface chip), and data can reside temporarily at
one of the interfaces.

Re claim 10: Please cancel claim 10 without prejudice
and/or traverse.

Re claim 46: Please substitute claim 46 with the following:
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46.  Method of interacting wirclessly, comprising:

providing a device;

interfacing the device with an Internct-capable appliance; and

providing a contactless interface in the device sclected from the group consisting of
ISO 14443 and ISO 15693;

wherein the contactless interface is an RFID inferface:

further comprising providing a wireless interface:

wherein the translation module moves data or signals from a USB interface to the
RFID interface and to the wireless interface with storage of data in a flash memory or

EEPROM of the processor module (dual interface chip). and data can reside temporarily at
onc of the interfaces. '

Re claim 53: Please substitute claim 53 with the following:

53. A compact personal token apparatus, comprising:

a connection module for interfacing the personal token apparatus with an Internet-
capable appliauce;

a contactless interface; and

a translation module for moving signals between the connection module and the
contactless interface;

wherein the contactless interface is an RFID interface;

further comprising a wireless interface:

wherein_the translation module moves data or signals from a USB interface to the
RFEID interface and to the wircless interface with storage of data in a flash memory or

EEPROM of the processor module (dual interface chip), and data can reside temporarily at
one of the interfaces.

Re claim 55: Please substitute claim 55 with the following:
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55.  The apparatus of claim 53 wherein the Internet-capable appliance is selected from the
group consisting of personal computer (PC), laptop, PDA, MP3 player, and cellphone,-and

Re claim 59: Please substitute claim 59 with the following:

59.  Method of linking the virtual world of the Internct with the real world of contactless
transactions, comprising:
. providing a compact .pcrs'onal token apparatus, comprising:
a conncction module for interfacing the personal token apparatus with an Internet-
capable appliancc;
a contactless RFID interface; and
means for moving signals between the connection module and the contactless
interface;

interacting in the virtual world when connected with the Internet-capable appliaoce;

and
interacting in the real world after interacting in the virtual world;
further comprising providing a wireless interface:
wherein the translation module moves data or signals from a USB interface to the
ID interface and to the wireless i ce with of in ; Or

EEPROM of the processor module (dual interface chip), and data can reside temporarily at
one of the interfaces.

Allowable Subject Matter

3. Claims 1-9, 11-33, 35-48 and 50-60 are allowed.
4. The following is an examiner’s statement of reasons for
allowance:
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The prior art of records to Margalit which discloses a USB
interface and a contact interface (i.e., 7816 smart card), Jiau
which discloses a USB interface and a wireless interface, Weng
which discloses a wireless USB device and all other cited
references, taken alone or in combination, fails to teach or
fairly suggest the specific structure and/or the method a
personal token apparatus comprising, among other things, a USB
interface, a contactless interface which is an RFID interface,
and a wireless interface, wherein the translation module move
data or signals from the USB interface to the RFID interface and
to the wireless interface with storage of data in a flash memory
or EEPROM of the processor module (dual interface chip), and
data can reside temporarily at one of the interfaces as set

forth in the claimed combinations.

Conclusion
Any comments considered necessary by applicant must be
submitted no later than the payment of the issue fee and, to
avoid processing delays, should preferably accompany the issue
fee. Such submissions should be clearly 1labeled “Comments on
Statement of Reasons for Allowance.”
Any inquiry concerning this communication or earlier

communications from the examiner should be directed to Uyen-Chau
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N. Le whose telephone number is 571-272-2397. The examiner can
normally be reached on M-F 5:30AM-2PM.

If attempts to reach the examiner by telephone are
unsuccessful, the examiner’s supervisor, Michael G. Lee can be
reached on 571-272-2398. The fax phone number for the
organization where this application or proceeding is assigned is
571-273-8300.

Information regarding the status of an application may be
obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on
access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would
like assistance from a USPTO Customer Service Representative or

access to the automated information system, call 800-786-9199

Uyen-Chau N. Le

Primary Examiner
Art Unit 2876

(IN USA OR CANADA) or 571-272-1000.

January 20, 2007
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Application No. Applicant(s)
. 10/990,296 RYAN ET AL.
Interview Summary Examiner Art Unit
Uyen-Chau N. Le 2876

All participants (applicant, applicant’s representative, PTO personnel):

(1) Uyen-Chau N. Le. (3)David Finn (inventor).
(2) Gerald E. Linden (Req. 30282). (4) .

Date of Interview: 18 January 2007.

Type: a)X] Telephonic b)[] Video Conference
c)] Personal [copy given to: 1)[] applicant  2)[] applicant’s representative]

Exhibit shown or demonstration conducted: d)[] Yes e)] No.
If Yes, brief description:

Claim(s) discussed:

Identification of prior art discussed:

Agreement with respect to the claims f)[_] was reached. g){] was not reached. h)[] N/A.

Substance of Interview including description of the general nature of what was agreed to if an agreement was
reached, or any other comments: Mr. Linden and Mr. Finn authorized an Examiner amendment in order to place the
instant application in the proper form for an allowance by incorporating the limitation of claim 10 into each of the
independent claims and deleting the phrase “similar” recited in claim 55..

(A fuller description, if necessary, and a copy of the amendments which the examiner agreed would render the claims
allowable, if available, must be attached. Also, where no copy of the amendments that would render the claims
allowable is available, a summary thereof must be attached.)

THE FORMAL WRITTEN REPLY TO THE LAST OFFICE ACTION MUST INCLUDE THE SUBSTANCE OF THE
INTERVIEW. (See MPEP Section 713.04). If a reply to the last Office action has already been filed, APPLICANT IS
GIVEN A NON-EXTENDABLE PERIOD OF THE LONGER OF ONE MONTH OR THIRTY DAYS FROM THIS
INTERVIEW DATE, OR THE MAILING DATE OF THIS INTERVIEW SUMMARY FORM, WHICHEVER IS LATER, TO
FILE A STATEMENT OF THE SUBSTANCE OF THE INTERVIEW. See Summary of Record of Interview
requirements on reverse side or on attached sheet.

. LEE
ORY PATENT EXA ¥
TECHNOLOGY CENTER 2801

Examiner Note: You must sign this form unless it is an
Attachment to a signed Office action. Examiner’s signature, if required

U.S. Patent and Trademark Office
PTOL-413 (Rev. 04-03) Interview Summary Paper No. 20070120
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Summary of Record of Interview Requirements

M | of Patent E ining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)
In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attomeys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

Itis the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Number (Series Code and Serial Number)

- Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- An indication whether or not an exhibit was shown or a demonstration conducted

- An identification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

itis desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,
2) an identification of the claims discussed,
3) an identification of the specific prior art discussed,
4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the
Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by
the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 10990296 RYAN ET AL.
LT - A ni
Le, Uyen-Chau N 2876
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed + Restricted | Interference 0] Objected
O Ctaims renumbered in the same order as presented by applicant O cpa O T.D. O R.1.47
CLAIM DATE
Final Original |01/20/2007
1 1 =
2 2 =
3 3 =
4 4 =
5 5 =
6 6 =
7 7 =
8 8 =
9 9 =
10 -
10 11 =
11 12 =
12 13 =
13 14 =
14 15 =
15 16 =
16 17 =
17 18 =
18 19 =
19 20 =
20 21 =
38 22 =
39 23 =
40 24 =
41 25 =
42 26 =
43 27 =
21 28 =
22 29 =
23 30 =
24 31 =
25 32 =
26 33 =
34 -
27 35 =
28 36 =
U.S. Patent and Trademark Office Part of Paper No. : 20070120
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Application/Control No. Applicant(s)/Patent Under
Reexamination
Index of Claims 10990296 RYAN ET AL.
LT Ao
Le, Uyen-Chau N 2876
v Rejected - Cancelled N | Non-Elected A Appeal
= Allowed < Restricted | | Interference o Objected
[J Claims renumbered in the same order as presented by applicant O cpAa 0O TD. 0 R147
CLAIM DATE
Final Originat  |101/20/2007

29 37 =
30 38 =
31 39 =
32 40 =
33 41 =
34 42 =
35 43 =
36 44 =
37 45 =
44 46 =
45 47 =
46 48 =

49 -
47 50 =
48 51 =
49 52 =
50 53 =
51 54 =
52 55 =
53 56 =
54 57 =
55 58 =
56 59 =
57 60 =

U.S. Patent and Trademark Office Part of Paper No. : 20070120
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EAST Search History

Ref Hits | Search Query DBs Default Plurals | Time Stamp

# Operator

L22 842 | (235/492,472.02).CCLS. US-PGPUB | OR OFF 2007/01/20 14:10

23 302 | 22 and @ad<="20031117" US-PGPUB | OR ON 2007/01/20 14:23

L25 11 | ((contact$lless non$icontact) and US-PGPUB | OR ON 2007/01/20 14:24
USB and wireless).cim.

1/20/2007 2:26:32 PM Page 1
C:\Documents and Settings\ULe1\My Documents\EAST\Workspaces\10-990,296.wsp
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EAST Search History

Ref Hits | Search Query DBs Default Plurals | Time Stamp
# Operator
L1 40 | ("20010043702"|"20010043702"}"200 | US-PGPUB; | OR ON 2007/01/20 13:23
10054148"|"20010054148"|"20020011 | USPAT
516"|"20030000267"|"20030028797"|"
20030087601"|"20030102380"|"20030
236821"|"20030236821"|"3941489"|"4
367965"|"5761648"|"6067235"|"60853
20"]"6148077"]|"6148354"|"6168077"|"
6168077"|"6189098"|"6240184"|"6283
658"|"6342839"|"6370603"|"6370603"
|"6385677"|"6385677"|"6505773"|"65
43690"]"6543690"|"6567273"|"656727
3"|"6658516"|"6658516"|"6676420"|"6
694399"|"6694399"|"6724680"|"67485
41"|"6748541"|"6752321"|"6752321"|"
6763399"|"6763399"|"6769499"|"6772
956"|"6772956"|"6798169"|"6801956"
|"6801956"|"6848045"|"6848045"|"68
76420"|"6879597"|"6879597"|"698388
8").PN.
L2 6460 | ((235/380,375,492) or (705/41,44) or | USPAT OR OFF 2007/01/20 14:03
(713/172,200,201)).CCLS.
L3 5994 | 2 and @ad<="20031117" USPAT OR ON 2007/01/20 14:03
L7 3959 | 3 and @ad>="19950101" USPAT OR ON 2007/01/20 14:03
L9 180 | (235/472.02).CCLS. USPAT OR OFF 2007/01/20 14:03
L10 161 | 9 and @ad<="20031117" USPAT OR ON 2007/01/20 14:11
L11 126 | 10 and @ad>="19950101" USPAT OR ON 2007/01/20 14:11
S1 13065 } usb and (sim smart ic) US-PGPUB; | OR ON 2007/01/18 08:17
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB
S2 6267 | contact$4 and (contact$1less US-PGPUB; | OR ON 2007/01/18 10:16
non$1contact$4) and wire$1lless USPAT;
EPO; JPO;
DERWENT;
IBM_TDB
S3 527 | S1 and S2 US-PGPUB; | OR ON 2007/01/18 08:18
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB
S5 1383928 | internet network$4 US-PGPUB; | OR ON 2007/01/18 09:33
USPAT;
EPO; JPO;
DERWENT;
IBM_TD8

1/20/2007 2:26:51 PM
C:\Documents and Settings\ULe1\My Documents\EAST\Workspaces\10-990,296.wsp

Page 1
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EAST Search History

S6

S7

S8

S9

S10

Si1

S12

S13

S15

489

189

33

15

23

1511

1389877

S3 and S5

S6 and @ad<="20031117"

("20010043702"|"20010054148"|"200
20011516"|"20030000267"|"20030028
797"|"20030102380"|"20030236821"|"
3941489"|"4367965"|"5761648"|"6067
235"|"6085320"|"6148354"|"6168077"
|"6189098"|"6240184"|"6283658"|"63
70603"["6385677"]|"6505773"|"654369
0"|"6567273"|"6658516"|"6694399"|"6
724680"|"6752321"|"6763399"|"67729
56"|"6798169"|"6801956"|"6848045"|"
6876420"|"6879597").PN.

("6983888").PN.

("20020192009" | "20030043111" |
"20040064728" | "20040080989" |
"20050083315" | "5952641" |
"6088450" | "6446862" | "6504480" |
"6522534" | "6561421" | "6594154" |
"6763315" | "6763410" | "6837422").
PN. OR ("6983888").URPN.

("6307538").PN. OR ("6561421").
URPN.

("6151647" | "6168077" | "6216230").
PN. OR ("6763399").URPN.

(usb iso contact$1 contacting) same
(contact$1less noncontact (non adj
contact)) same wire$1less

internet network$4 ethernet

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT

US-PGPUB;
USPAT,
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

OR ON 2007/01/18 08:18
OR ON 2007/01/18 09:34
OR ON 2007/01/18 10:11
OR OFF | 2007/01/18 09:09
OR ON 2007/01/18 09:09
OR ON 2007/01/18 09:13
OR ON 2007/01/18 09:32
OR ON 2007/01/18 09:35
OR ON 2007/01/18 09:34

1/20/2007 2:26:51 PM
C:\Documents and Settings\ULe1\My Documents\EAST\Workspaces\10-990,296.wsp

Page 2
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EAST Search History

S16

S17

S18

S19

S20

S21

S22

S23

679

413

149

130

84

40

$13 and S15

$16 and @ad<="20031117"

(usb iso) same (contact$1less
noncontact (non adj contact)) same
wire$lless

S18 and S15

$19 and @ad<="20031117"

("5796832" | "5929414" | "6138918" |
"6237849" | "6250557" | "6256690" |
"6577229").PN. OR ("6776339").URPN.

("20010043702"|"20010043702"|"200
10054148"|"20010054148"|"20020011
516"|"20030000267"|"20030028797"|"
20030087601"|"20030102380"|"20030
236821"|"20030236821"|"3941489"| "4
367965"|"5761648"|"6067235"|"60853
20"|"6148077"|"6148354"|"6168077"|"
6168077"|"6189098"|"6240184"|"6283
658"|"6342839"|"6370603"|"6370603"
|"6385677"| "6385677"|"6505773"|"65
43690"|"6543690"|"6567273"|"656727
3"|"6658516"| "6658516"|"6676420"|"6
694399"|"6694399"|"6724680"| "67485
41"|"6748541"|"6752321"|"6752321"|"
6763399"|"6763399"| "6769499"|"6772
956"|"6772956"|"6798169"|"6801956"
|"6801956"|"6848045" | "6848045"|"68
76420"|"6879597"|"6879597"| "698388
8").PN.

S22 not S8

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT:
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
USOCR

US-PGPUB;
USPAT

US-PGPUB;
USPAT

OR ON 2007/01/18 09:36
OR ON 2007/01/18 09:36
OR ON 2007/01/18 09:36
OR ON 2007/01/18 09:36
OR ON 2007/01/18 09:36
OR ON 2007/01/18 09:49
OR ON 2007/01/18 10:12
OR ON 2007/01/18 10:12

1/20/2007 2:26:51 PM
C:\Documents and Settings\ULe1\My Documents\EAST\Workspaces\10-990,296.wsp

Page 3
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EAST Search History

S24

S25

526

134503

93

62

(triple three muitiple plurality) near10
interfac$4

usb same contact$4 same
(contact$1less non$1icontact$4) same
wire$lless

S25 and @ad<="20031117"

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT:;
IBM_TDB

US-PGPUB;
USPAT;
EPO; JPO;
DERWENT;
IBM_TDB

OR ON
OR ON
OR ON

2007/01/18 10:15

2007/01/18 10:16

2007/01/18 10:17

1/20/2007 2:26:51 PM
C:\Documents and Settings\ULe1\My Documents\EAST\Workspaces\10-990,296.wsp

Page 4
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? 10/990, 29¢ L

IN THE SPECIFICATION

in the previous amendment, the following amendment was made:

At page 1, lines 4-S (entire paragraph)

This is a non-provisional filing based on USSN 60/520,698 filed 11/17/2003 by Ryan, Comiskey,
and Knapich and Finn.

Please enter the following amendments in the specification (and abstract).
References are made to page and line numbers and/or to numbered paragraphs of the
published patent application.
in the paragraph [0072], at page 13, beginning on line 17.
IEEE 842+ 802.11 The IEEE standard for wireless Local Area Networks (LANs). It uses three
different physical layers, 802.11a, 802.11b and 802.11g.

5
in the paragraphs [0089-0090], at page 16, beginning on line / ‘/Z‘%z(y@
NFC  Short for "Near Field Communication”. NFC is a wireless contactless connectivity
technology that enables short-range communication between electronic devices. If two devices are
held close together (for example, a mobile phone and a personal digital assistant), NFC interfaces
establish a peer-to-peer protocol, and information such as phone book details can be passed freely
between them. NFC devices can be linked to contactless smart cards, and can operate like a
contactless smart card, even when powered down. This means that a mobile phone can operate
like a transportation card, and enable fare payment and access to the subway.

NFC is an open platform technology standardized in ECMA (European Computer
Manufacturers Association) 340 as well as ETSI (European Telecommunications Standards
Institute) TS 102 190 VI1.1.1 and ISO/IEC 18092. These standards specify the modulation
schemes, coding, transfer speeds, and frame format of the RF interface of NFC devices, as well as
initialisation schemes and conditions required for data collision-control during initialisation — for

both passive and active modes.

in the paragraph [0124], at page 22, beginning on line 11.

The invention is generally a compact personal token apparatus which can be plugged into a
personal computer and interfaced with the virtual world of the Internet. The apparatus (or, as will
be evident, a portion of a modular apparatus) can then be removed from the personal computer and

used to conduct real world transactions. The compact personal token apparatus is suitably in the

IPR2022-00412
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j ©l990, 240

'
N
A

in the paragraph [0184], at page 32, beginning on line 17.
As mentioned above, alternatively, the translation module can go from USB to ISO 14443 or
15693. In other words, directly from USB to wireless contactless.

in the paragraph [0192], at page 33, beginning on line 7.
Unlike the previous embbdiment, in this embodiment the translation module 124 goes from USB
to a wireless contactless interface. Therefore, the processor module 126 does not need to be a dual
interface (DI) chip. Rather, the processor module 126 could simply comprise a USB interface on
one side and a wireless contactless interface on the other. The memory of the processor could be
used as temporary storage and the processor could handle the data encoding as well.

z'e
in the paragraph [0203], at page 34, beginning on line/TI.
Figurc 2B illustratcs another cxcmplary ecmbodiment 220 of the smart fob, again in the gencral
form of a USB memory fob. But in this case, the smart fob has a first physical module 222 (left,
as viewed) which contains the input connection module (e.g., 102, USB plug, cf. 212) and
translation module (c.g., 104), and a sccond physical module 224 (right, as viewed) which
contains the processor module (e.g., 106, dual-interface chip) and output module (e.g., 108, RF
antenna and modulator). The two modules 222 and 224 can plug together and be taken apart from
onc another. In this manncr, after interacting with the "virtual world" on his computer, the user
can separate the two modules 222 and 224 and carry just the second module, for conducting "real
world" transactions. The second module 224, comprising processor and output module, is
sufficient for conducting real world, wireless contactless transactions, in the manner of a smart

card. In other words, the smart fob can emulate a smart card.

in the paragraph [0212], at page 36, beginning on line 19.
- an input module 408 which, unlike other embodiments, need not perform wireless or
contactless functions, but rather is socket (or plug), such as RJ-45, for connecting to a telephone

line (or the like) supporting a DSL (or the like) connection to the Internet.

in the paragraph [0223], at page 37, beginning on line 14.
In use, for example, the user plugs the smart fob into his PC, or other Internet capable device

(appliance), connects to the Internet, and interacts with a service or content provider to upload

e lo

2 2e/07
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substitute forms PTO/SB/08a & PTO/SB/08b Application Number  |10/990,296
Filing Date November 16, 2004
INFORMATION DISCLOSURE  |First Named Inventor | Dennis J. Ryan
STATEMENT BY APPLICANT  |Art Unit 2876
] Examiner Name Uyen Chau N. Leg
Sheet 2 OF 3 Practitioner Docket No. | Ryan C-4
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f3 |HK 1063995 - NO=BICTE (2 Jree T
f4 {JP2004246720 09-02-2004 Drawings
5 WO099 052051 10-14-1999  |International Business Machines T
f6 | WO099 038062 07-29-1999 | Kobil Computer GMBH Abs.(Engl), Dwg.
f7 |WO00 036252 06-22-2000  {Jacob Abs.(Engl), Dwg.
3 | WO00 042491 07-20-2000 _|Rainbow Technologies, Inc. T
f9 | WOO00 065180 11-02-2000  |Muller et al. Abs.(Engl), Dwg.
10} WO00 075755 12-14-2000  |Eutron Infosecurities T
f11]WO01 014179 03-01-2001 | Wittwer et al. Abs.(Engl), Dwg.
f12) WOO01 038673 03-31-2001 _ [Wittwer et al. Abs.(Engl), Dwg.
f13]WO01 039102 11-02-2001  [Muller et al. T
f14{ WOO01 048339 07-05-2001  |Jacob et al. Abs.(Engl), Dwg.
15| WO01 048342 07-05-2001 _ |Jacob et al. Abs.(Engl), Dwg.
f16{ WOO01 061692 08-23-2001 | Trek Technology T
17| WO01 088693 11-22-2001 - |Seysen Abs.(Engl), Dwg.
f18f WOO1 096990 12-20-2001 _ |Rainbow Technologies, Inc. T
f19| WO03 014387 02-20-2003 | Activcard Ireland T
20| WO03 034189 04-23-2003 | Activcard Ireland T
_ |f21]WO04 002058 12-31-2003 | Gemplus Abs.(Engl), Dwg.
V' _[22| w004 081706 09-23-2004 _|Digisafe Ltd. T
UCL | £23| WO04 081769 09-24-2004 | Axalto SA T
NON PATENT LITERATURE DOCUMENTS .
Exam. | Cite | Name of author (ALL-CAPS), title of article, title of item, date, pages, vol-issue #, publisher, city and/or country| T
Initials| N | where published. ' ,
ven|! ACR38CT Contactless SIM Tracker Technical Specification, Advanced Card Systems Ltd., |T
HongKong. NO DATE
2 |ACR38DT Dual Key Technical Specifications, Version 1.3, September 2004, Advanced Card | T

UcL

Systems Ltd., Hong Kong.

/Oyen Chau Le/

09/12/2006
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Application Number

Filing Date November 16, 2004
INFORMATION DISCLOSURE  |First Named Inventor | Dennis J. Ryan
STATEMENT BY APPLICANT  [Art Unit 2876
) Examiner Name Uyen Chau N. Lef
Sheet 1 OF 3 - Practitioner Docket No. | Ryan C-4

U.S. PATENT DOCUMENTS

[«} 1
w

Exam. Document Number Publication Dale | Name of Patentee or Applicant of | Relevant Pages, Columns, Lines
Initials| N | No. -Kind Code (ifknown)] MM-DD-YYYY Cited Document
“UU LA [US-3,941,489. 83-2197¢— |Bryan 3/197€ || ¥
B |US-4,367,965 . 01-11-1983 Speitel et al. [l zlilo
C |US-5,761,648 .  |06-02-1998 Golden et al.
D |US-6,067,235 . 05-23-2000 Finn et al. ]
E [US 6,085,320 07-04-2000 Kaliski, Jr. i
F |US 6,148,354 11-14-2000 Ban et al. Ji
G |US 6,168,077 01-02-2001 Gray et al. ]
H |US 6,189,098. 02-13-2001 Kaliski, Jr. /
1 |US 6,240,184, 05-29-2001 Huynh et al. J
J |US 6,283,658. 09-04-2001 Estevez et al. /
K [US 6,370,603 04-09-2002 Silverman et al. /
L {US 6,385,677 05-07-2002 Yao [
M [US 6,505,773 01-14-2003 Palmer et al. /
N [US 6,543,690, 04-08-2003 Leydier et al. Jj
0 |US 6,567,273. 05-20-2003 Liuetal. /
P |US 6,658,516 _ 12-02-2003 Yao /
Q |US 6,694,399, 02-17-2004 Leydier et al.
R {US 6,724,680, 04-20-2004 Ng etal.
S |US 6,748,541 06-08-2004 Margalit et al. ]
T [US 6,752,321 06-22-2004 Leaming _ /
U [US 6,763,399 07-13-2004 Margalit et al. /
Vv [US 6,772,956 - 08-10-2004 Leaming /
W [US 6,798,169 . 09-28-2004 Stratmann et al. /
X |US 6,801,956 10-05-2004 Feuser et al. /
Y [US 6,848,045 - 01-25-2005 Long et al. [
Z |US 6,876,420 - 04-05-2005 Hong et al. /
AA[US 6,879,597 04-12-2005 Tordera et al. ]
BB[US 2001 0043702 [11-22-2001 Elteto et al. /
CC{US 2001 0054148 . |12-20-2001 Hoomaert /
DD{US 2002 0011516 {01-31-2002 Lee , I
EE |US 2003 0000267 |01-02-2003 Jacob et al, /
FF |US 2003 0028797, [02-06-2003  |Longetal. /
GG[US 2003 0087601. |05-08-2003 Agam et al. Wi
HH{US 2003 0102380 - [06-05-2003 Spencer /
v |1 [US 2003 0236821. [12-25-2003 Jiau /
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
ommissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if rcquiredz’. Blocks 1 through 5 should be completed where
appropriate. All further comespondence inciuding the Patent, advance orders and rotification of maintenance fees will be mailed to the current correspondence address as
indicated uniess corrected below or directed otherwise in Block [, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS"” for
maintenance fee notifications.

CURRENT SPONDENCE ADDRESS (Note: Use Block | for any change of address Note: A certificate of mailing can only be used for domestic mailings of the
RENT CORRE! ™ ¥ chang ) Fee(s) Transmittal. This Certificate cannol be used for any other acconglpanyins
papers. Each additional paper, such as an assignment or formal drawing, must

have its own certificate of mailing or transmission.

37053 7590 G2/0€72007
- Certificate of Mailing or Transmission
D.A. STAUFFER PATENT SERVICES LLC L hereb certify that this Fec(s) Transmittal is being deposited with the United
tates Postal Service with sufficient postage for first class mail in an envelo
1006 MONTFORD ROAD ) addressed 1o the Mail Stop {SSUE " PEE address above, or being facsimile
CLEVLAND HTS,, OH 44121-2016 transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositer’s name)
(Signature)
(Date)
[ APPLICATION NO. ] FiLING DATE ] FIRST NAMED INVENTOR TATTORNEY DOCKET NO. I CONFIRMATION NO. l
10/990,296 11/16/2004 Dennis J. Ryan RYANC4 2050
TITLE OF INVENTION: MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS AND METHODS OF USE
I APPLN.TYPE | SMALLENTITY |  ISSUEFEEDUE | PUBLICATION FEE DUE [ PREV. PAIDISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional YES S70C $300 $0 $1000 05/07/2007
( EXAMINER i ART UNIT | ciasssusciass |
LE, UYEN CHAUN 2876 235-492000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing ¢n the patent front page, list - o t ~
CFR 1.363). ' ¢ e o ,Geval\d & . L,adent
O Change of correspondence zddress {or Change of Correspondence S)‘r)atgr::cnlr;a(r;‘}gb ;;elr{rgat‘ijvcl;eglswmd patent attomeys n 5‘, A _}, f'{.’ 5
e : ' Wi - nUItTe
Address form PTO/SB/122) attached. (2) the name of a single firm (having as a membera 2 D o Sta it
(] “Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to N
PTO/SB/47; Rev 03-02 or more recent) aitached. Use of s Custemer 2 registered patent zttorneys or agents. If no name is 3 P
Number is required. listed, no nzame will be printed.
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT {print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.
(A) NAMZ OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) o f({ .
DPD Fatent Trost Lvd Lower Chovehfield, Togr MoK Ency,
: Co.Mado, TRELAND
Please check the appropriate assignee category or categories (will not be printed on the patent) : Individual MCorporatian or other private group entity O Government
4a. The following fee{s) are submited: 4b. Payment of Feels): (Please first reapply any previously paid issue fee shown above)
S ssuc Fee O A check is enclosed. A y, ) 5 viA & F'/S
,G'Publica(ion Fee (No small entity discount permitted) a Payment by credit card. Form PTO-2038 is attached. >

Advance Order - # of Copies T The Director is hereby authorized to charge the required fee(s), any deficiency, or credit ar;y
T overpayment, 10 Deposit Account Number enclose an extra copy of this form).

5. Change in Entity Status (from s@tus t
Qa Appiicant ciaims SMALL ENTITY swias. See 37 CFR 127, O Applicaat is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2}.

NOTE: The Issue Fee and Publication Feé (if reguires) t be accepted from anyone other than the applicant; a registered attormey or agent; or the assignee or other party in
interest as shown by the records of thyflnited Siags Pate ¢ Tratlemark Office.
4

Authorized Signature w‘«»MYC e C’,(ZZ/\ - Date B o y\/} a e ‘//Z 200 7’

e | v —
PO = e -
Typed or printed name Ge A \\ S K, L' N az Registration No 3 a s b= a e

This collection of infermaticn is regu.red &
an application. Confidentiaiity is govemed oy
submitting the compieted application fo
this form and/or suggestions for reduct
Box 1450, Alexandria, Virginia 2231
Alexandnia, Virginia 22313-1450.

Under the Paperwork Reducticn Act of 1993, no persens are rzguired to respond o 2 colizction of information unless it displays a valid OMB control number.

The information is required ¢ obtain or retain a benefit b§ the public which is to file (and by the USPTO to process)

nd 37 CFR 1.14. This coilection is estimated to take 12 minutes to complete, including gathering, prepanng, and
< me will va dggcndmg upcn the individual case. Any comments on the amount of time you require to complete
¢ this burden, should be sent to the Chiel Informztion Officer, U.S. Patent and Trademark Office, U.S, Department of Commerce, %.O.
3-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,

PTOL-85 (Rev. 07/06) Approved for use :hiough $4/30/2CC7. OMB 063:-6033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

10990296

Filing Date:

16-Nov-2004

Title of Invention:

MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS
AND METHODS OF USE

First Named Inventor/Applicant Name:

Dennis J. Ryan

Filer: Gerald Linden
Attorney Docket Number: RYAN C-4
Filed as Small Entity
Utility Filing Fees
Description Fee Code Quantity Amount Suggg(t;)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 2501 1 700 700
Publ. Fee- early, voluntary, or normal 1504 1 300 300
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Description

Fee Code

Quantity

Amount

Sub-Total in
USD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

1000
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Electronic Acknowledgement Receipt

EFS ID: 1638989
Application Number: 10990296
International Application Number:
Confirmation Number: 2050

Title of Invention:

MULTI-INTERFACE COMPACT PERSONAL TOKEN APPARATUS

AND METHODS OF USE

First Named Inventor/Applicant Name:

Dennis J. Ryan

Customer Number:

69186

Filer:

Gerald Linden

Filer Authorized By:

Attorney Docket Number: RYAN C-4
Receipt Date: 30-MAR-2007
Filing Date: 16-NOV-2004
Time Stamp: 09:44:05
Application Type: Utility
Payment information:
Submitted with Payment yes
Payment was successfully received in RAM $1000
RAM confirmation Number 1691
Deposit Account
File Listing:
D'\c:ltjummbzrt Document Description File Name File Size(Bytes) Pal\:ltu /I_tziip (iﬁ%:?.)
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efs_c4 _issue_fee_transmittal

1 Issue Fee Payment (PTO-85B) odf 89780 no 1
Warnings:
Information:
2 Fee Worksheet (PTO-06) fee-info.pdf 8305 no 2
Warnings:
Information:
Total Files Size (in bytes):| 98085

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0.Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/990,296 05/08/2007 7213766 RYAN C-4 2050
69186 7590 04/18/2007
LINDEN, STAUFFER PATENTS
1006 MONTFORD RD.

CLEVELAND HTS., OH 44121

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site hitp://pair.uspto.gov for additional applicants):

Dennis J. Ryan, Chandler, AZ;

David Finn, Mayo, IRELAND;

Patrick R. Comiskey, University Heights, OH;
Norbert Knapich, Rosshaupten, GERMANY;

IR103 (Rev. 11/05)
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto gov

| APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT FILE WRAPPER LOCATION

10/990,296 7213766 2876 9200

Correspondence Address / Fee Address Change

The following fields have been set to Customer Number 69186 on 03/23/2007

 Correspondence Address
*Maintenance Fee Address

The address of record for Customer Number 69186 is:
LINDEN, STAUFFER PATENTS

1006 MONTFORD RD.

CLEVELAND HTS.,OH 44121
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