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Secure Dual Interface PK! Smart Card Controller

Rev. 1.3 — 4 October 2004 Short Form Specification
smart | P5CT072

General description

1.1 Family description

Philips Semiconductors SmartiiX (Memory eXtension) multiple interface option platform
features a significantly enhanced smart card IC architecture. New powerful opcodes are
available beyond the compatible classic 80C51 instruction set. The SmartMX family
manufactured in most advanced CMOS 0.18 um 5 metal layer technologyis positioned to
service high volume, mono- and multi-application markets such as eGovernment(e.g.
Smart Passport), banking/finance, mobile communications, public transportation, pay TV,
conditional access and network access.

SmartMX enables the easy implementation of state-of-the-art operating systems and
open platform solutions including Java Card Global Platform and MULTOSby offering
optimized features like linear addressing and an enhanced instruction set together with
the highest levels of security. Within its targeted seqments, the new platform is the most
advanced solution available, combining exceptionally powerful co-processors for public
and secret key encryption supporting RSA, ECC, DES and AES,with the high security.
ultra low power, performance optimized design concept of Philips Semiconductors’
handshaking technology. For further details on general SmartMxX platform features please
refer to the “Smarti4X platform features" short form specification.

Description P5CT072 device

72 Kbytes EEPROM

160 Kbytes User ROM

4608 bytes RAM

PKI (Public Key Infrastructure) co-processor (RSA, ECC)

Dual / Triple key DES-3 co-processor

AES co-processor

ISOMEC 7816 contact interface

ISO/IEC 14443A contactless interface

USB 2.0 Low Speed contact Interface

EEPROM data retention time: 20 years minimum
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The P5CTO72 is a Secure PKI Smart Card Controller of the SmartMX platiorm featuring
160 Kbytes of ROM, 4608 bytes of RAM and 72 Kbytes of EEPROM, which can be used
as data memory and as program memory. Additionally a USB 2.0 (Low Speed) interface is
available thus the device is called a “Secure Triple Interface Smart Card Controller’. The
non-volatile memory consists of high reliability memory cells to quarantee data integrity,
which is especially important when the EEPROM is used as program memory.
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